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Overview of Layer 2 Networking

Layer 2, also known as the Data Link Layer, is the second level in the seven-layer OSI reference model
for network protocol design. Layer 2 is equivalent to the link layer (the lowest layer) in the TCP/IP
network model. Layer2 is the network layer used to transfer data between adjacent network nodes in a
wide area network or between nodes on the same local area network.

A frameis a protocol data unit, the smallest unit of bits on a Layer 2 network. Frames are transmitted to
and received from devices on the same local area network (LAN). Unlike bits, frames have a defined
structure and can be used for error detection, control plane activities and so forth. Not all frames carry
user data. The network uses some frames to control the data link itself.

At Layer 2, unicastrefers to sending frames from one node to a single other node, whereas mu/ticast
denotes sending traffic from one node to multiple nodes, and broadcasting refers to the transmission of
frames to all nodes in a network. A broadcast domain is a logical division of a network in which all nodes
of that network can be reached at Layer 2 by a broadcast.



Segments of a LAN can be linked at the frame level using bridges. Bridging creates separate broadcast
domains on the LAN, creating VLANSs, which are independent logical networks that group together
related devices into separate network segments. The grouping of devices on a VLAN is independent of
where the devices are physically located in the LAN. Without bridging and VLANSs, all devices on the
Ethernet LAN are in a single broadcast domain, and all the devices detect all the packets on the LAN.

Forwarding is the relaying of packets from one network segment to another by nodes in the network.
On a VLAN, a frame whose origin and destination are in the same VLAN are forwarded only within the
local VLAN. A network segment is a portion of a computer network wherein every device communicates
using the same physical layer.

Layer 2 contains two sublayers:

Logical link control (LLC) sublayer, which is responsible for managing communications links and
handling frame traffic.

Media access control (MAC) sublayer, which governs protocol access to the physical network
medium. By using the MAC addresses that are assigned to all ports on a switch, multiple devices on
the same physical link can uniquely identify one another.

The ports, or interfaces, on a switch operate in either access mode, tagged-access, or trunk mode:

Access mode ports connect to a network device such as a desktop computer, an IP telephone, a
printer, a file server, or a security camera. The port itself belongs to a single VLAN. The frames
transmitted over an access interface are normal Ethernet frames. By default, all ports on a switch
are in access mode.

Tagged-Access mode ports connect to a network device such as a desktop computer, an IP
telephone, a printer, a file server, or a security camera. The port itself belongs to a single VLAN.
The frames transmitted over an access interface are normal Ethernet frames. By default, all ports
on a switch are in access mode. Tagged-access mode accommodates cloud computing, specifically
scenarios including virtual machines or virtual computers. Because several virtual computers can
be included on one physical server, the packets generated by one server can contain an
aggregation of VLAN packets from different virtual machines on that server. To accommodate this
situation, tagged-access mode reflects packets back to the physical server on the same
downstream port when the destination address of the packet was learned on that downstream
port. Packets are also reflected back to the physical server on the downstream port when the
destination has not yet been learned. Therefore, the third interface mode, tagged access, has
some characteristics of access mode and some characteristics of trunk mode:

Trunk mode ports handle traffic for multiple VLANs, multiplexing the traffic for all those VLANSs
over the same physical connection. Trunk interfaces are generally used to interconnect switches
to other devices or switches.

With native VLAN configured, frames that do not carry VLAN tags are sent over the trunk
interface. If you have a situation where packets pass from a device to a switch in access mode,



and you want to then send those packets from the switch over a trunk port, use native VLAN
mode. Configure the single VLAN on the switch’s port (which is in access mode) as a native VLAN.
The switch’s trunk port will then treat those frames differently than the other tagged packets. For
example, if a trunk port has three VLANSs, 10, 20, and 30, assigned to it with VLAN 10 being the
native VLAN, frames on VLAN 10 that leave the trunk port on the other end have no 802.1Q
header (tag). There is another native VLAN option. You can have the switch add and remove tags
for untagged packets. To do this, you first configure the single VLAN as a native VLAN on a port
attached to a device on the edge. Then, assign a VLAN ID tag to the single native VLAN on the
port connected to a device. Last, add the VLAN ID to the trunk port. Now, when the switch
receives the untagged packet, it adds the ID you specified and sends and receives the tagged
packets on the trunk port configured to accept that VLAN.

Including the sublayers, Layer 2 on the QFX Series supports the following functionality:

Unicast, multicast, and broadcast traffic.
Bridging.

VLAN 802.1Q—Also known as VLAN tagging, this protocol allows multiple bridged networks to
transparently share the same physical network link by adding VLAN tags to an Ethernet frame.

Extension of Layer 2 VLANSs across multiple switches using Spanning Tree Protocol (STP) prevents
looping across the network.

MAC learning, including per-VLAN MAC learning and Layer 2 learning suppression-This process
obtains the MAC addresses of all the nodes on a network

Link aggregation—This process groups of Ethernet interfaces at the physical layer to form a single link
layer interface, also known as a /ink aggregation group (LAG) or LAG bundle

@ NOTE: Link aggregation is not supported on NFX150 devices.

Storm control on the physical port for unicast, multicast, and broadcast

@ NOTE: Storm control is not supported on NFX150 devices.

STP support, including 802.1d, RSTP, MSTP, and Root Guard

SEE ALSO
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Understanding VLANSs

A VLAN (virtual LAN) is a collection of network nodes grouped together to form separate broadcast
domains. On an Ethernet network that is a single LAN, all traffic is forwarded to all nodes on the LAN.
On VLANSs, frames whose origin and destination are in the same VLAN are forwarded only within the
local VLAN. Frames that are not destined for the local VLAN are the only ones forwarded to other
broadcast domains. VLANSs thus limit the amount of traffic flowing across the entire LAN, reducing the
possible number of collisions and packet retransmissions within a VLAN and on the whole LAN.

On an Ethernet LAN, all network nodes must be physically connected to the same network. On VLANS,
the physical location of the nodes is not important; therefore, you can group network devices in any way
that makes sense for your organization, such as by department or business function, by types of
network nodes, or by physical location. Each VLAN is identified by a single IP subnetwork and by
standardized IEEE 802.1Q encapsulation.

To identify which VLAN the traffic belongs to, all frames on an Ethernet VLAN are identified by a tag, as
defined in the IEEE 802.1Q standard. These frames are tagged and are encapsulated with 802.1Q tags.

For a simple network that has only a single VLAN, all traffic has the same 802.1Q tag. When an Ethernet
LAN is divided into VLANSs, each VLAN is identified by a unique 802.1Q tag. The tag is applied to all
frames so that the network nodes receiving the frames know to which VLAN a frame belongs. Trunk
ports, which multiplex traffic among a number of VLANSs, use the tag to determine the origin of frames
and where to forward them.

SEE ALSO

‘ Understanding Bridging and VLANs on Switches | 137

Ethernet Switching and Layer 2 Transparent Mode Overview

IN THIS SECTION

Layer 2 Transparent Mode on the SRX5000 Line Module Port Concentrator | 8
Understanding IPvé Flows in Transparent Mode on Security Devices | 8
Understanding Layer 2 Transparent Mode Chassis Clusters on Security Devices | 10
Configuring Out-of-Band Management on SRX Series Firewalls | 11

Ethernet Switching | 12



Layer 2 Switching Exceptions on SRX Series Devices | 13

Layer 2 transparent mode provides the ability to deploy the firewall without making changes to the
existing routing infrastructure. The firewall is deployed as a Layer 2 switch with multiple VLAN
segments and provides security services within VLAN segments. Secure wire is a special version of Layer
2 transparent mode that allows bump-in-wire deployment.

A device operates in transparent mode when there are interfaces defined as Layer 2 interfaces. The
device operates in route mode (the default mode) if there are no physical interfaces configured as Layer
2 interfaces.

For SRX Series Firewalls, transparent mode provides full security services for Layer 2 switching
capabilities. On these SRX Series Firewalls, you can configure one or more VLANSs to perform Layer 2
switching. A VLAN is a set of logical interfaces that share the same flooding or broadcast characteristics.
Like a virtual LAN (VLAN), a VLAN spans one or more ports of multiple devices. Thus, the SRX Series
Firewall can function as a Layer 2 switch with multiple VLANs that participate in the same Layer 2
network.

In transparent mode, the SRX Series Firewall filters packets that traverse the device without modifying
any of the source or destination information in the IP packet headers. Transparent mode is useful for
protecting servers that mainly receive traffic from untrusted sources because there is no need to
reconfigure the IP settings of routers or protected servers.

In transparent mode, all physical ports on the device are assigned to Layer 2 interfaces. Do not route
Layer 3 traffic through the device. Layer 2 zones can be configured to host Layer 2 interfaces, and
security policies can be defined between Layer 2 zones. When packets travel between Layer 2 zones,
security policies can be enforced on these packets.

Table 1 on page 7 lists the security features that are supported and are not supported in transparent
mode for Layer 2 switching.



Table 1: Security Features Supported in Transparent Mode

Mode Type Supported Not Supported
Transparent mode e Application Layer Gateways (ALGs) = e Network Address Translation (NAT)
e Firewall User Authentication e VPN
(FWAUTH)

e [ntrusion Detection and Prevention
(IDP)

e Screen
e AppSecure

e Content Security

@ NOTE: On SRX300, SRX320, SRX340, SRX345, and SRX550M devices, the DHCP server
propagation is not supported in Layer 2 transparent mode.

In addition, the SRX Series Firewalls do not support the following Layer 2 features in Layer 2 transparent
mode:

e Spanning Tree Protocol (STP), RSTP, or MSTP—It is the user’s responsibility to ensure that no flooding
loops exist in the network topology.

¢ Internet Group Management Protocol (IGMP) snooping—Host-to-router signaling protocol for IPv4
used to report their multicast group memberships to neighboring routers and determine whether
group members are present during IP multicasting.

e Double-tagged VLANs or IEEE 802.1Q VLAN identifiers encapsulated within 802.1Q packets (also
called “Q in Q" VLAN tagging)—Only untagged or single-tagged VLAN identifiers are supported on
SRX Series Firewalls.

¢ Nonqualified VLAN learning, where only the MAC address is used for learning within the VLAN—
VLAN learning on SRX Series Firewalls is qualified; that is, both the VLAN identifier and MAC
address are used.

Also, on SRX100, SRX110, SRX210, SRX220, SRX240, SRX300, SRX320, SRX340, SRX345, SRX550, or
SRX650 devices, some features are not supported. (Platform support depends on the Junos OS release
in your installation.) The following features are not supported for Layer 2 transparent mode on the
mentioned devices:



e G-ARP on the Layer 2 interface

o |P address monitoring on any interface
o Transit traffic through IRB

e |RB interface in a routing instance

¢ |RB interface handling of Layer 3 traffic

@ NOTE: The IRB interface is a pseudointerface and does not belong to the reth interface
and redundancy group.

Layer 2 Transparent Mode on the SRX5000 Line Module Port Concentrator

The SRX5000 line Module Port Concentrator (SRX5K-MPC) supports Layer 2 transparent mode and
processes the traffic when the SRX Series Firewall is configured in Layer 2 transparent mode.

When the SRX5K-MPC is operating in Layer 2 mode, you can configure all interfaces on the SRX5K-
MPC as Layer 2 switching ports to support Layer 2 traffic.

The security processing unit (SPU) supports all security services for Layer 2 switching functions, and the
MPC delivers the ingress packets to the SPU and forwards the egress packets that are encapsulated by
the SPU to the outgoing interfaces.

When the SRX Series Firewall is configured in Layer 2 transparent mode, you can enable the interfaces
on the MPC to work in Layer 2 mode by defining one or more logical units on a physical interface with
the family address type as Ethernet switching. Later you can proceed with configuring Layer 2 security
zones and configuring security policies in transparent mode. Once this is done, next-hop topologies are
set up to process ingress and egress packets.

Understanding IPvé6 Flows in Transparent Mode on Security Devices

In transparent mode, the SRX Series Firewall filters packets that traverse the device without modifying
any of the source or destination information in the packet MAC headers. Transparent mode is useful for
protecting servers that mainly receive traffic from untrusted sources because there is no need to
reconfigure the IP settings of routers or protected servers.

A device operates in transparent mode when all physical interfaces on the device are configured as
Layer 2 interfaces. A physical interface is a Layer 2 interface if its /ogical interface is configured with the
ethernet-switching option at the [edit interfaces interface-name unit unit-number family] hierarchy level. There
is no command to define or enable transparent mode on the device. The device operates in transparent
mode when there are interfaces defined as Layer 2 interfaces. The device operates in route mode (the
default mode) if all physical interfaces are configured as Layer 3 interfaces.



By default, IPvé flows are dropped on security devices. To enable processing by security features such
as zones, screens, and firewall policies, you must enable flow-based forwarding for IPvé traffic with the
mode flow-based configuration option at the [edit security forwarding-options family inet6] hierarchy level. You
must reboot the device when you change the mode.

In transparent mode, you can configure Layer 2 zones to host Layer 2 interfaces, and you can define
security policies between Layer 2 zones. When packets travel between Layer 2 zones, security policies
can be enforced on these packets. The following security features are supported for IPvé traffic in
transparent mode:

e Layer 2 security zones and security policies. See Understanding Layer 2 Security Zones and
Understanding Security Policies in Transparent Mode .

e Firewall user authentication. See Understanding Firewall User Authentication in Transparent Mode .
e Layer 2 transparent mode chassis clusters.

e (lass of service functions. See Class of Service Functions in Transparent Mode Overview.

The following security features are not supported for IPvé flows in transparent mode:

e Logical systems

IPv6 GTPv2

J-Web interface

o NAT

IPsec VPN

With the exception of DNS, FTP, and TFTP ALGs, all other ALGs are not supported.

Configuring VLANSs and Layer 2 logical interfaces for IPvé flows is the same as configuring VLANs and
Layer 2 logical interfaces for IPv4 flows. You can optionally configure an integrated routing and bridging
(IRB) interface for management traffic in a VLAN. The IRB interface is the only Layer 3 interface allowed
in transparent mode. The IRB interface on the SRX Series Firewall does not support traffic forwarding or
routing. The IRB interface can be configured with both IPv4 and IPvé addresses. You can assign an IPvé
address for the IRB interface with the address configuration statement at the [edit interfaces irb unit
number family inet6] hierarchy level. You can assign an IPv4 address for the IRB interface with the address
configuration statement at the [edit interfaces irb unit number family inet] hierarchy level.

The Ethernet Switching functions on SRX Series Firewalls are similar to the switching features on
Juniper Networks MX Series routers. However, not all Layer 2 networking features supported on MX
Series routers are supported on SRX Series Firewalls. See Ethernet Switching and Layer 2 Transparent
Mode Overview.


https://www.juniper.net/documentation/us/en/software/junos/multicast-l2/topics/topic-map/security-zones-and-security-policies-on-security-devices.html#id-understanding-layer-2-security-zones
https://www.juniper.net/documentation/us/en/software/junos/multicast-l2/topics/topic-map/security-zones-and-security-policies-on-security-devices.html#id-understanding-security-policies-in-transparent-mode
https://www.juniper.net/documentation/us/en/software/junos/multicast-l2/topics/topic-map/security-zones-and-security-policies-on-security-devices.html#id-understanding-firewall-user-authentication-in-transparent-mode
https://www.juniper.net/documentation/en_US/junos/topics/concept/security-class-of-service-function-transparent-mode-overview.html
https://www.juniper.net/documentation/us/en/software/junos/multicast-l2/topics/topic-map/layer-2-understanding.html#id-ethernet-switching-and-layer-2-transparent-mode-overview
https://www.juniper.net/documentation/us/en/software/junos/multicast-l2/topics/topic-map/layer-2-understanding.html#id-ethernet-switching-and-layer-2-transparent-mode-overview

The SRX Series Firewall maintains forwarding tables that contain MAC addresses and associated
interfaces for each Layer 2 VLAN. The IPvé6 flow processing is similar to IPv4 flows. See "Layer 2
Learning and Forwarding for VLANs Overview" on page 100.

Understanding Layer 2 Transparent Mode Chassis Clusters on Security Devices

A pair of SRX Series Firewalls in Layer 2 transparent mode can be connected in a chassis clusterto
provide network node redundancy. When configured in a chassis cluster, one node acts as the primary
device and the other as the secondary device, ensuring stateful failover of processes and services in the
event of system or hardware failure. If the primary device fails, the secondary device takes over
processing of traffic.

@ NOTE: If the primary device fails in a Layer 2 transparent mode chassis cluster, the
physical ports in the failed device become inactive (go down) for a few seconds before
they become active (come up) again.

To form a chassis cluster, a pair of the same kind of supported SRX Series Firewalls combines to act as a
single system that enforces the same overall security.

Devices in Layer 2 transparent mode can be deployed in active/backup and active/active chassis cluster
configurations.

The following chassis cluster features are not supported for devices in Layer 2 transparent mode:

e Gratuitous ARP—The newly elected primary in a redundancy group cannot send gratuitous ARP
requests to notify network devices of a change in primary role on the redundant Ethernet interface
links.

e |P address monitoring—Failure of an upstream device cannot be detected.

A redundancy group is a construct that includes a collection of objects on both nodes. A redundancy
group is primary on one node and backup on the other. When a redundancy group is primary on a node,
its objects on that node are active. When a redundancy group fails over, all its objects fail over together.

You can create one or more redundancy groups numbered 1 through 128 for an active/active chassis
cluster configuration. Each redundancy group contains one or more redundant Ethernet interfaces. A
redundant Ethernet interface is a pseudointerface that contains physical interfaces from each node of
the cluster. The physical interfaces in a redundant Ethernet interface must be the same kind—either Fast
Ethernet or Gigabit Ethernet. If a redundancy group is active on node 0, then the child links of all
associated redundant Ethernet interfaces on node O are active. If the redundancy group fails over to the
node 1, then the child links of all redundant Ethernet interfaces on node 1 become active.



@ NOTE: In the active/active chassis cluster configuration, the maximum number of
redundancy groups is equal to the number of redundant Ethernet interfaces that you
configure. In the active/backup chassis cluster configuration, the maximum number of
redundancy groups supported is two.

Configuring redundant Ethernet interfaces on a device in Layer 2 transparent mode is similar to
configuring redundant Ethernet interfaces on a device in Layer 3 route mode, with the following
difference: the redundant Ethernet interface on a device in Layer 2 transparent mode is configured as a
Layer 2 Jogical interface.

The redundant Ethernet interface may be configured as either an access interface (with a single VLAN ID
assigned to untagged packets received on the interface) or as a trunk interface (with a list of VLAN IDs
accepted on the interface and, optionally, a native-vlan-id for untagged packets received on the
interface). Physical interfaces (one from each node in the chassis cluster) are bound as child interfaces to
the parent redundant Ethernet interface.

In Layer 2 transparent mode, MAC learning is based on the redundant Ethernet interface. The MAC
table is synchronized across redundant Ethernet interfaces and Services Processing Units (SPUs)
between the pair of chassis cluster devices.

The IRB interface is used only for management traffic, and it cannot be assigned to any redundant
Ethernet interface or redundancy group.

All Junos OS screen options that are available for a single, nonclustered device are available for devices
in Layer 2 transparent mode chassis clusters.

@ NOTE: Spanning Tree Protocols (STPs) are not supported for Layer 2 transparent mode.
You must ensure that there are no loop connections in the deployment topology.

Configuring Out-of-Band Management on SRX Series Firewalls

You can configure the fxp0 out-of-band management interface on the SRX Series Firewall as a Layer 3
interface, even if Layer 2 interfaces are defined on the device. With the exception of the fxpO0 interface,
you can define Layer 2 and Layer 3 interfaces on the device's network ports.

@ NOTE: There is no fxpO out-of-band management interface on the SRX300, SRX320,
and SRX550M devices. (Platform support depends on the Junos OS release in your
installation.)



Ethernet Switching

Ethernet switching forwards the Ethernet frames within or across the LAN segment (or VLAN) using the
Ethernet MAC address information. Ethernet switching on the SRX1500 device is performed in the

hardware using ASICs.

Starting in Junos OS Release 15.1X49-D40, use the set protocols 12-learning global-mode(transparent-bridge

| switching) command to switch between the Layer 2 transparent bridge mode and Ethernet switching
mode. After switching the mode, you must reboot the device for the configuration to take effect. Table 2
on page 12 describes the default Layer 2 global mode on SRX Series Firewalls.

Table 2: Default Layer 2 Global Mode on SRX Series Devices

Junos OS Release

Prior to Junos OS Release
15.1X49-D50

and

Junos OS Release 17.3R1
onwards

Junos OS Release
15.1X49-D50 to Junos
OS Release 15.1X49-D90

Junos OS Release
15.1X49-D100 onwards

Junos OS Release
15.1X49-D50 onwards

Platforms

SRX300, SRX320,
SRX340, and
SRX345

SRX300, SRX320,
SRX340, and
SRX345

SRX300, SRX320,
SRX340, SRX345,
SRX550, and
SRX550M

SRX1500

Default Layer 2
Global Mode

Switching mode

Switching mode

Switching mode

Transparent
bridge mode

Details

None

When you delete the Layer 2 global
mode configuration on a device, the
device is in transparent bridge mode.

When you delete the Layer 2 global
mode configuration on a device, the
device is in switching mode. Configure
the set protocols 12-learning global-mode
transparent-bridge command under the
[edit] hierarchy level to switch to
transparent bridge mode. Reboot the
device for the configuration to take
effect.

None

The Layer 2 protocol supported in switching mode is Link Aggregation Control Protocol (LACP).



You can configure Layer 2 transparent mode on a redundant Ethernet interface. Use the following
commands to define a redundant Ethernet interface:

e set interfaces interface-name ether-options redundant-parent reth-interface-name

e set interfaces reth-interface-name redundant-ether-options redundancy-group number

Layer 2 Switching Exceptions on SRX Series Devices

The switching functions on the SRX Series Firewalls are similar to the switching features on Juniper
Networks MX Series routers. However, the following Layer 2 networking features on MX Series routers
are not supported on SRX Series Firewalls:

e Layer 2 control protocols—These protocols are used on MX Series routers for Rapid Spanning Tree
Protocol (RSTP) or Multiple Spanning Tree Protocol (MSTP) in customer edge interfaces of a VPLS
routing instance.

e Virtual switch routing instance—The virtual switching routing instance is used on MX Series routers
to group one or more VLANSs.

e Virtual private LAN services (VPLS) routing instance—The VPLS routing instance is used on MX
Series routers for point-to-multipoint LAN implementations between a set of sites in a VPN.

SEE ALSO

global-mode (Protocols)

12-learning

Understanding Unicast

Unicastingis the act of sending data from one node of the network to another. In contrast, multicast
transmissions send traffic from one data node to multiple other data nodes.

Unknown unicast traffic consists of unicast frames with unknown destination MAC addresses. By
default, the switch floods these unicast frames that are traveling in a VLAN to all interfaces that are
members of the VLAN. Forwarding this type of traffic to interfaces on the switch can trigger a security
issue. The LAN is suddenly flooded with packets, creating unnecessary traffic that leads to poor network
performance or even a complete loss of network service. This is known as a traffic storm.

To prevent a storm, you can disable the flooding of unknown unicast packets to all interfaces by
configuring one VLAN or all VLANSs to forward any unknown unicast traffic to a specific trunk interface.
(This channels the unknown unicast traffic to a single interface.)



SEE ALSO
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Understanding Layer 2 Broadcasting on Switches

In a Layer 2 network, broadcasting refers to sending traffic to all nodes on a network.

Layer 2 broadcast traffic stays within a local area network (LAN) boundary; known as the broadcast
domain. Layer 2 broadcast traffic is sent to the broadcast domain using a MAC address of
FF:FF:FF:FF:FF:FF. Every device in the broadcast domain recognizes this MAC address and passes the
broadcast traffic on to other devices in the broadcast domain, if applicable. Broadcasting can be
compared to unicasting (sending traffic to a single node) or multicasting (delivering traffic to a group of
nodes simultaneously).

Layer 3 broadcast traffic, however, is sent to all devices in a network using a broadcast network address.
For example, if your network address is 10.0.0.0, the broadcast network address is 10.255.255.255. In
this case, only devices that belong to the 10.0.0.0 network receive the Layer 3 broadcast traffic. Devices
that do not belong to this network drop the traffic.

Broadcasting is used in the following situations:

e Address Resolution Protocol (ARP) uses broadcasting to map MAC addresses to IP addresses. ARP
dynamically binds the IP address (the logical address) to the correct MAC address. Before IP unicast
packets can be sent, ARP discovers the MAC address used by the Ethernet interface where the IP
address is configured.

e Dynamic Host Configuration Protocol (DHCP) uses broadcasting to dynamically assign IP addresses
to hosts on a network segment or subnet.

e Routing protocols use broadcasting to advertise routes.

Excessive broadcast traffic can sometimes create a broadcast storm. A broadcast storm occurs when
messages are broadcast on a network and each message prompts a receiving node to respond by
broadcasting its own messages on the network. This, in turn, prompts further responses that create a
snowball effect. The LAN is suddenly flooded with packets, creating unnecessary traffic that leads to
poor network performance or even a complete loss of network service.

SEE ALSO
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Using the Enhanced Layer 2 Software CLI
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Enhanced Layer 2 Software (ELS) provides a uniform CLI for configuring and monitoring Layer 2 features
on QFX Series switches, EX Series switches, and other Juniper Networks devices. With ELS, you
configure Layer 2 features in the same way on all these Juniper Networks devices.

This topic explains how to know if your platform is running ELS. It also explains how to perform some
common tasks using the ELS style of configuration.

Understanding Which Devices Support ELS

ELS is automatically supported if your device is running a Junos OS release that supports it. You do not
need to take any action to enable ELS, and you cannot disable ELS. See Feature Explorer for information
about which platforms and releases support ELS.

Understanding How to Configure Layer 2 Features Using ELS
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Configuring an Aggregated Ethernet Interface and Configuring LACP on That Interface | 19

Because ELS provides a uniform CLI, you can now perform the following tasks on supported devices in
the same way:


https://apps.juniper.net/feature-explorer/feature/2026?fn=Enhanced%20Layer%202%20Software%20(ELS)

Configuring a VLAN

You can configure one or more VLANSs to perform Layer 2 bridging. The Layer 2 bridging functions

include integrated routing and bridging (IRB) for support for Layer 2 bridging and Layer 3 IP routing on

the same interface. EX Series and QFX Series switches can function as Layer 2 switches, each with
multiple bridging, or broadcast, domains that participate in the same Layer 2 network. You can also
configure Layer 3 routing support for a VLAN.

To configure a VLAN:

1. Create the VLAN by setting a unique VLAN name and configuring the VLAN ID:

[edit]

user@host# set vlans vlan-name vlan-id vlan-id-number

Using the VLAN ID list option, you can optionally specify a range of VLAN IDs.

[edit]

user@host# set vlans vlan-name vlan-id-list vlan-ids | vlan-id--vlan-id

2. Assign at least one interface to the VLAN:

[edit]

user@host# set interface interface-name family ethernet-switching vlan members vlan-name

Configuring the Native VLAN Identifier

EX Series and QFX Series switches support receiving and forwarding routed or bridged Ethernet frames
with 802.1Q VLAN tags. Typically, trunk ports, which connect switches to each other, accept untagged

control packets, but do not accept untagged data packets. You can enable a trunk port to accept
untagged data packets by configuring a native VLAN ID on the interface on which you want the
untagged data packets to be received.

To configure the native VLAN ID:



1. On the interface on which you want untagged data packets to be received, set the interface mode to
trunk, which specifies that the interface is in multiple VLANs and can multiplex traffic between
different VLANSs.

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching interface-

mode trunk

2. Configure the native VLAN ID and assign the interface to the native VLAN ID:

[edit interfaces]
user@host# set interface-name native-vlan-id number

3. Assign the interface to the native VLAN ID:

[edit interfaces]
user@hosti# set interface-name unit logical-unit-number family ethernet-switching vlan members

native-vlan-id-number

Configuring Layer 2 Interfaces

To ensure that your high-traffic network is tuned for optimal performance, explicitly configure some
settings on the switch's network interfaces.

To configure a Gigabit Ethernet interface or a 10-Gigabit Ethernet interface as a trunk interface:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching

interface-mode trunk

To configure a Gigabit Ethernet interface or a 10-Gigabit Ethernet interface as a access interface:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching

interface-mode access



To assign an interface to VLAN:

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching vlan members
[all | vlan-names | vlan-ids]

Configuring Layer 3 Interfaces

To configure a Layer 3 interface, you must assign an IP address to the interface. You assign an address to
an interface by specifying the address when you configure the protocol family. For the inet or inet6
family, configure the interface IP address.

You can configure interfaces with a 32-bit IP version 4 (IPv4) address and optionally with a destination
prefix, sometimes called a subnet mask. An IPv4 address utilizes a 4-octet dotted decimal address syntax
(for example, 192.168.1.1). An IPv4 address with destination prefix utilizes a 4-octet dotted decimal
address syntax with a destination prefix appended (for example, 192.168.1.1/16).

To specify an IP4 address for the logical unit:

[edit]

user@host# set interfaces interface-name unit logical-unit-number family inet address ip-address

You represent IP version 6 (IPv6) addresses in hexadecimal notation by using a colon-separated list of
16-bit values. You assign a 128-bit IPvé address to an interface.

To specify an IP6 address for the logical unit:

[edit]

user@host# set interfaces interface-name unit logical-unit-number family inet6 address ip-address

Configuring an IRB Interface

Integrated routing and bridging (IRB) provides support for Layer 2 bridging and Layer 3 IP routing on the
same interface. IRB enables you to route packets to another routed interface or to another VLAN that
has a Layer 3 protocol configured. IRB interfaces enable the device to recognize packets that are being
sent to local addresses so that they are bridged (switched) whenever possible and are routed only when
necessary. Whenever packets can be switched instead of routed, several layers of processing are
eliminated. An interface named irb functions as a logical router on which you can configure a Layer 3
logical interface for VLAN. For redundancy, you can combine an IRB interface with implementations of



the Virtual Router Redundancy Protocol (VRRP) in both bridging and virtual private LAN service (VPLS)
environments.

To configure an IRB interface:

1. Create a Layer 2 VLAN by assigning it a name and a VLAN ID:

[edit]

user@host# set vlans vlan-name vlan-id vlan-id

2. Create an IRB logical interface:

[edit]

user@host# set interface irb unit logical-unit-number family inet address ip-address

3. Associate the IRB interface with the VLAN:

[edit]
user@host# set vlans vlan-name 13-interface irb.logical-unit-number

Configuring an Aggregated Ethernet Interface and Configuring LACP on That Interface

Use the link aggregation feature to aggregate one or more links to form a virtual link or link aggregation
group (LAG). The MAC client can treat this virtual link as if it were a single link to increase bandwidth,
provide graceful degradation as failure occurs, and increase availability.

To configure an aggregated Ethernet interface:

1. Specify the number of aggregated Ethernet interfaces to be created:

[edit chassis]
user@host# set aggregated-devices ethernet device-count number
2. Specify the name of the link aggregation group interface:

[edit]
user@host# set interfaces aex



3. Specify the minimum number of links for the aggregated Ethernet interface (aex)- that is, the defined
bundle- to be labeled up:

[edit interfaces]
user@host# set aex aggregated-ether-options minimum-links number

4. Specify the link speed for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex aggregated-ether-options link-speed link-speed

5. Specify the members to be included within the aggregated Ethernet bundle:

[edit interfaces]

user@host# set interface-name ether-options 802.3ad aex

6. Specify an interface family for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex unit @ family inet address ip-address

For aggregated Ethernet interfaces on the device, you can configure the Link Aggregation Control
Protocol (LACP). LACP bundles several physical interfaces to form one logical interface. You can
configure aggregated Ethernet with or without LACP enabled.

When LACP is enabled, the local and remote sides of the aggregated Ethernet links exchange protocol
data units (PDUs), containing information about the state of the link. You can configure Ethernet links to
actively transmit PDUs, or you can configure the links to passively transmit them, sending out LACP
PDUs only when they receive them from another link. One side of the link must be configured as active
for the link to be up.

To configure LACP:

1. Enable one side of the aggregated Ethernet link as active:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp active



2. Specify the interval at which the interfaces send LACP packets:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp periodic interval
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ELS was introduced in Junos OS Release 12.3R2 for EX9200 switches. ELS changes the CLI for some of
the Layer 2 features on supported EX Series and QFX Series switches.

The following sections provide a list of existing commands that were moved to new hierarchy levels or
changed on EX Series switches as part of this CLI enhancement effort. These sections are provided as a
high-level reference only. For detailed information about these commands, use the links to the
configuration statements provided or see the technical documentation.

Changes to the ethernet-switching-options Hierarchy Level

This section outlines the changes to the ethernet-switching-options hierarchy level.

@ NOTE: The ethernet-switching-options hierarchy level has been renamed as switch-options.



Table 3: Renaming the ethernet-switching-options hierarchy

Original Hierarchy

ethernet-switching-options {

authentication-whitelist {

ethernet-switching-options {
interfaces interface-name {

no-mac-learning;

ethernet-switching-options {
unknown-unicast-forwarding {
...)
}

ethernet-switching-options {
voip {
interface (all | [interface-name | access-
ports]) {
forwarding-class (assured-forwarding |

best-effort | expedited-forwarding | network-control);

vlan vian-name;

Changed Hierarchy

switch-options {

authentication-whitelist {

switch-options {
interfaces interface-name {

no-mac-learning;

switch-options {
unknown-unicast-forwarding {
...)
}

switch-options {
voip {
interface (all | [interface-name | access-
ports]) {
forwarding-class (assured-forwarding |
best-effort | expedited-forwarding | network-
control);

vlan vlian-name;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-edit-ethernet-switching-options-bridging-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-mac-learning-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unknown-unicast-forwarding-edit-ethernet-switching-options-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unknown-unicast-forwarding-edit-ethernet-switching-options-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/voip-802-1x.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-voip-802-1x.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/voip-802-1x.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-voip-802-1x.html

Table 4: RTG Statements

Original Hierarchy

ethernet-switching-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;
}

preempt-cutover-timer seconds;

Table 5: Deleted Statements

Original Hierarchy

ethernet-switching-options {

mac-notification {

notification-interval seconds;

ethernet-switching-options {
traceoptions {

file filename <files number> <no-stamp> <replace>
<size size> <world-readable | no-world-readable>;

flag flag <disable>;

Changed Hierarchy

switch-options {

redundant-trunk-group {
group name {
description;
interface interface-name {
primary;
}

preempt-cutover-timer seconds;

Changed Hierarchy

The statements have been removed from the
switch-options hierarchy.

The statements have been removed from the
switch-options hierarchy.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/redundant-trunk-group-cfm.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-edit-redundant-trunk-group.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/preempt-cutover-timer-edit-redundant-trunk-group.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/redundant-trunk-group-cfm.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/notification-interval-edit-ethernet-switching-options-bridging.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/traceoptions-edit-ethernet-switching-options.html

Table 5: Deleted Statements (Continued))

Original Hierarchy Changed Hierarchy

NOTE: The port-error-disable statement has

ethernet-switching-options { been replaced with a new statement.

port-error-disable {

disable-timeout timeout;
interfaces interface-name family ethernet-

} switching {

} recovery-timeout seconds;

Changes to the Port Mirroring Hierarchy Level

@ NOTE: Statements have moved from the ethernet-switching-options hierarchy level to the
forwarding-options hierarchy level.

Table 6: Port Mirroring hierarchy

Original Hierarchy Changed Hierarchy
ethernet-switching-options { forwarding-options {
analyzer { analyzer {

name { name {
} }
} }
} }

Changes to the Layer 2 Control Protocol Hierarchy Level

The Layer 2 control protocol statements have moved from the ethernet-switching-options hierarchy to the
protocols hierarchy.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/recovery-timeout-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/analyzer-edit-ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/analyzer-edit-ethernet-switching-options.html

Table 7: Layer 2 Control Protocol

Original Hierarchy Changed Hierarchy
ethernet-switching-options { protocols {
bpdu-block { layer2-control {
bpdu-block {
}
} }

Changes to the dotlqg-tunneling Statement

The dot1g-tunneling statement has been replaced with a new statement and moved to a different
hierarchy level.

Table 8: dot1g-tunneling

Original Hierarchy Changed Hierarchy
ethernet-switching-options { interfaces interface-name {

dot1qg-tunneling { ether-options {

ether-type (0x8100 | 0x88a8 | 0x9100); ethernet-switch-profile {
tag-protocol-id [tpids];

} }

} }
}

interfaces interface-name {
aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ether-options-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switch-profile-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/tag-protocol-id-edit-interfaces-ethernet-switch-profile.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/aggregated-ether-options-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switch-profile-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/tag-protocol-id-edit-interfaces-ethernet-switch-profile.html

Changes to the L2 Learning Protocol

The mac-table-aging-time statement has been replaced with a new statement and moved to a different

hierarchy level.

Table 9: mac-table-aging-time statement

Original Hierarchy Changed Hierarchy
ethernet-switching-options { protocols {
mac-table-aging-time seconds; 12-learning {

global-mac-table-aging-time seconds;

Changes to Nonstop Bridging

The nonstop-bridging statement has moved to a different hierarchy level.

Table 10: Nonstop Bridging statement

Original Hierarchy Changed Hierarchy
ethernet-switching-options { protocols {
nonstop-bridging; layer2-control {
} nonstop-bridging {
}
}
}

Changes to Port Security and DHCP Snooping

Port security and DHCP snooping statements have moved to different hierarchy levels.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-table-aging-time-bridging.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/global-mac-table-aging-time-edit-protocols-l2-learning.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/nonstop-bridging-edit-ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/nonstop-bridging-edit-protocols-layer2-control.html

@ NOTE: The statement examine-dhcp does not exist in the changed hierarchy. DHCP
snooping is now enabled automatically when other DHCP security features are enabled
on a VLAN. See Configuring Port Security (ELS)for additional information.



Table 11: Port Security statements

Original Hierarchy

ethernet-switching-options {
secure-access-port {
interface (all | interface-name) {
(dhcp-trusted | no-dhcp-trusted );
static-ip ip-address {
mac mac-address;

vlan vlan-name;

}
vlan (all | vian-name) {
(arp-inspection | no-arp-
inspection );
dhcp-option82 {
disable;
circuit-id {
prefix hostname;

use-interface-description;

use-vlan-id;
}
remote-id {
prefix (hostname | mac |
none);
use-interface-description;
use-string string;
}
vendor-id [stringl;
}
(examine-dhcp | no-examine-dhcp);
}
(ip-source-guard | no-ip-source-
guard);
}
}

Changed Hierarchy

vlans vian-name forwarding-options{

dhcp-security {

arp-inspection;

group group-name {

}

interfaceiinterface-name {
static-ip ip-address {
mac mac-address;

}
overrides {
no-option82;

trusted;

ip-source-guard;

no-dhcp-snooping;
option-82 {

logical);

logical);

circuit-id {
prefix {
host-name;
routing-instance-name;
}

use-interface-description (device |

use-vlan-id;

}

remote-id {
host-name;
use-interface-description (device |
use-string string;

}

vendor-id {
use-string string;

}

28


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/secure-access-port-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-trusted-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-ip-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-edit-ethernet-switching-options-static-ip-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/arp-inspection-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-option82-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/circuit-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/prefix-edit-ethernet-switching-options-circuit-id-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-interface-description-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-vlan-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/remote-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/prefix-edit-ethernet-switching-options-remote-id-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-interface-description-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-string-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vendor-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/examine-dhcp-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ip-source-guard-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-security-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/arp-inspection-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-dhcp-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-ip-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/overrides-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-option-82-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/trusted-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ip-source-guard-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-dhcp-snooping-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/option-82-edit-vlans.html

TIP: For allowed mac configuration, the original hierarchy statement set ethernet-
switching-options secure-access-port interface ge-0/0/2 allowed-mac 00:05:85:3A:82:8 is replaced
by the ELS command set interfaces ge-0/0/2 unit @ accept-source-mac mac-address
00:05:85:3A:82:8

@ NOTE: DHCP snooping statements have moved to a different hierarchy level.

Table 12: DHCP Snooping Statements

Original Hierarchy Changed Hierarchy
ethernet-switching-options { system [
secure-access-port { processes [
dhcp-snooping-file { dhcp-service
location local_pathname | remote_URL; dhcp-snooping-file local_pathname |
timeout seconds; remote_URL;
write-interval seconds; write-interval interval,
} }
}

Changes to Configuring VLANs

The statements for configuring VLANs have moved to a different hierarchy level.

@ NOTE: Starting with Junos OS Release 14.1X53-D10 for EX4300 and EX4600 switches,
when enabling XSTP, you can enable it on some or all interfaces included in a VLAN. For
example, if you configure VLAN 100 to include interfaces ge-0/0/0, ge-0/0/1, and
ge-0/0/2, and you want to enable MSTP on interfaces ge-0/0/0 and ge-0/0/2, you can
specify the set protocols mstp interface ge-0/6/0 and set protocols mstp interface ge-0/6/2
commands. In this example, you did not explicitly enable MSTP on interface ge-0/0/1;
therefore, MSTP is not enabled on this interface.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/secure-access-port-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/location-edit-ethernet-switching-options-port-security-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/write-interval-edit-ethernet-switching-options-port-security-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-service-edit-system.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-snooping-file-edit-system-processess-dhcp-service.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/write-interval-edit-ethernet-switching-options-port-security-ex-series.html

Table 13: VLAN hierarchy

Original Hierarchy

ethernet-switching-options {
secure-access-port vlan (all | vilan-name{

mac-move-limit

ethernet-switching-options {
static {
vlan vian-id {

mac mac-address next-hop interface-name;

}
}
}
vlans {
vian-name {

interface interface-name {
egress;
ingress;
mapping (native (push | swap) | policy |
tag (push | swap));
pvlan-trunk;

Changed Hierarchy

vlans vian-name switch-options {

mac-move-limit

NOTE: Statement is replaced with a new statement
and has moved to a different hierarchy level.

vlans {
vian-name {
switch-options {
interface interface-name {

static-mac mac-address;

These statements have been removed. You can assign
interfaces to a VLAN using the [edit interfaces
Interface-name unit logical-unit-number family
ethernet-switching vlan members vian-name] hierarchy.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/secure-access-port-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-move-limit-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-move-limit-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-edit-ethernet-switching-options-static.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/next-hop-edit-ethernet-switching-options-static.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-mac-edit-bridge-domains.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ingress-edit-vlans.html

Table 13: VLAN hierarchy (Continued))

Original Hierarchy

vlans {
vilan-name {
isolation-id id-number;
}
}
vlans {
vilan-name {
interface vlan. logical-interface-number;
}
}
vlans {
vilan-name {

13-interface-ingress-counting lIayer-3-
Iinterface-name;

}
}
vlans {
vian-name {
no-local-switching;
}

Changed Hierarchy

Statements have been removed.

NOTE: Syntax is changed.

vlans {
vian-name {
interface irb. logical-interface-number;
}
}

Statement is removed. Ingress traffic is automatically
tracked.

Statement is removed.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/isolation-id-edit-vlans-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/l3-interface-ingress-counting-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-local-switching-edit-vlans-private-vlans-ex-series.html

Table 13: VLAN hierarchy (Continued))

Original Hierarchy Changed Hierarchy

Statement has been moved to different hierarchy.

vlans {
vian-name {
no-mac-learning; vlans {
vian-name {
3 N switch-options {
3 no-mac-learning Iimit
3
3
}

Statement has been removed.
vlans {

vilan-name {

primary-vlan vian-name;

}
}
Statement is removed.
vlans {
vian-name {
vlan-prune;
}
}
NOTE: Statement has been replaced with a new
vlans { statement.
vian-name {
vlan-range vian-id-Iow-vian-id-high;
vlans {
} vian-name {
} vlan-id-list [vlan-id-numbers];
}


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-mac-learning-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-prune-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-id-list-edit-bridge-domains.html

Table 13: VLAN hierarchy (Continued))

Original Hierarchy Changed Hierarchy

NOTE: Syntax is changed.

vlans {
vian-name {
13-interface vlan. logical-interface-number; vlans {
vian-name {
) interface irb. logical-interface-number;
}
}


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/l3-interface-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html

Table 14: Statements Moved to a Different Hierarchy

Original Hierarchy

vlans {
vlan-name {
dot1g-tunneling {
customer-vlans (id | native | range);
layer2-protocol-tunneling all | protocol-
name {
drop-threshold number;

shutdown-threshold number;

Changed Hierarchy

For dot1q-tunneling:

interface interface-name {
encapsulation extended-vlan-bridge;
flexible-vlan-tagging;
native-vlan-id number;
unit logical-unit-number {
input-vlan-map action;
output-vlan-map action;
vlan-id number;

vlan-id-list [vlan-id vian-id-vilan-id];

For layer2-protocol-tunneling (MAC rewrite enabled on
an interface):

protocols {
layer2-control {
mac-rewrite {
interface interface-name {

protocol {


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/drop-threshold-edit-vlans-l2pt-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/shutdown-threshold-edit-vlans-l2pt-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/encapsulation-edit-interfaces-physical.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/flexible-vlan-tagging-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/native-vlan-id-edit-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unit-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/input-vlan-map-edit-interfaces-ge.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/output-vlan-map-edit-interfaces-ge.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-id-edit-interfaces-vp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-id-list-edit-interfaces-ethernet-vlan-circuit.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-rewrite-edit-protocols-layer2-control.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-protocols-layer2-control-mac-rewrite.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/protocol-edit-protocols-layer2-control.html

Table 14: Statements Moved to a Different Hierarchy (Continued)

Original Hierarchy Changed Hierarchy
vlans { vlans {
vlan-name { vian-name {
filter{ forwarding-options {
input filter-name filter{
output fFilter-name; input filter-name

output 7Filter-name;

}
} }
} }
}
}
vlans { vlans {
vian-name { vian-name {
mac-limit Iimit action action; switch-options {
interface-mac-limit Zimit {
} packet-action action;
}
}
}
}
}
vlans {
vian-name {
switch-options {
interface interface-name {
interface-mac-limit Zimit {
packet-action action;
}
}
}
}


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/filter-bridging-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/filter-bridging-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-limit-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html

Table 14: Statements Moved to a Different Hierarchy (Continued)

Original Hierarchy Changed Hierarchy
vlans { protocols {
vian-name { 12-learning {
mac-table-aging-time seconds; global-mac-table-aging-time seconds;
} }
} }

Changes to Storm Control Profiles

Storm control is configured in two steps. The first step is to create a storm control profile at the [edit
forwarding-options] hierarchy level, and the second step is to bind the profile to a logical interface at the
[edit interfaces] hierarchy level. See Example: Configuring Storm Control to Prevent Network Outages
on EX Series Switches for the changed procedure.

Table 15: Changes to the Storm Control Profile hierarchy level

Original Hierarchy Changed Hierarchy
ethernet-switching-options { forwarding-options {
storm-control { storm-control-profiles profile-name {
...) ...)
} }
} }

interfaces interface-name unit number family
ethernet-switching {
storm-control storm-control-profile;

Changes to the Interfaces Hierarchy

@ NOTE: Statements have been moved to a different hierarchy.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-table-aging-time-bridging.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/global-mac-table-aging-time-edit-protocols-l2-learning.html
https://www.juniper.net/documentation/en_US/junos/topics/example/rate-limiting-storm-control-configuring-els.html
https://www.juniper.net/documentation/en_US/junos/topics/example/rate-limiting-storm-control-configuring-els.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/storm-control-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/storm-control-profiles-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/storm-control-edit-interfaces.html

Table 16: Changes to the Interfaces hierarchy

Original Hierarchy

interfaces interface-name {
ether-options {
link-mode mode;

speed (auto-negotiation | speed)

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
native-vlan-id vian-id

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
port-mode mode

interfaces vlan

Changed Hierarchy

interfaces interface-name {
link-mode mode;
speed speed)

interfaces interface-name {

native-vlan-id vlan-id

NOTE: Statement has been replaced with a new
statement.

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
interface-mode mode

NOTE: Statement has been replaced with a new
statement.

interfaces irb


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ether-options-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/link-mode-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/speed-edit-interfaces-ethernet.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/link-mode-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/speed-edit-interfaces-ethernet.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-edit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/native-vlan-id-edit-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-edit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/port-mode-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-edit-interfaces-ex-series-els.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mode-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html

Changes to IGMP Snooping

Table 17: IGMP Snooping hierarchy

Original Hierarchy

protocols {

igmp-snooping {
traceoptions {

file filename <files number> <no-stamp>

<replace> <size maximum-file-size> <world-readable |

no-world-readable>;

flag flag <flag-modifier> <disable>;

}
vlan (all | vian-identifier) {
disable;
data-forwarding {
receiver {
install;
source-vlans vian-name;
}
source {
groups Ip-address;
}
}
immediate-leave;
interface (all | interface-name) {
multicast-router-interface;
static {
group multicast-ip-address;
}
}
proxy {
source-address ip-address;
}
robust-count number;
}

Changed Hierarchy

protocols {

igmp-snooping {
vlan vian-name {
data-forwarding {

receiver {
install;
source-list vlan-name;
translate;
}
source {
groups Iip-address;
}

}
immediate-leave;

interface (all | interface-name) {
group-limit <1..65535>
host-only-interface
multicast-router-interface;
immediate-leave;
static {

group multicast-ip-address {
source <>

}
12-querier {
source-address ip-address;

}
proxy {

source-address ip-address;
}

query-interval number;
query-last-member-interval number;
query-response-interval number;
robust-count number;

traceoptions {

file filename <files number> <no-

stamp> <replace> <size maximum-file-size> <world-


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/traceoptions-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/data-forwarding-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/receiver-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/source-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/multicast-router-interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/proxy-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/data-forwarding-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/receiver-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/source-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/multicast-router-interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/proxy-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/traceoptions-igmp-snooping.html

Table 17: IGMP Snooping hierarchy (Continued)

Original Hierarchy Changed Hierarchy

readable | no-world-readable>;

flag flag <flag-modifier>;

Enhanced Layer 2 CLI Configuration Statement and Command Changes

for Security Devices

Starting in Junos OS Release 15.1X49-D10 and Junos OS Release 17.3R1, some Layer 2 CLI
configuration statements are enhanced, and some commands are changed. Table 18 on page 39 and
Table 19 on page 41 provide lists of existing commands that have been moved to new hierarchies or
changed on SRX Series Firewalls as part of this CLI enhancement effort. The tables are provided as a
high-level reference only. For detailed information about these commands, see CLI Explorer.

Table 18: Enhanced Layer 2 Configuration Statement Changes

Original Hierarchy Changed Hierarchy Hierarchy Level

[edit]
bridge-domains bridge- vlans vlans-name {

domain--name {

} }
}
[edit vlans vians-name]
bridge-domains bridge- vlans vians-name {
domain--name { vlan members [vlan-id] ;
vlan-id-list [vlan-id] ; }

Change
Description

Hierarchy
renamed.

Statement
renamed.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

Table 18: Enhanced Layer 2 Configuration Statement Changes (Continued)

Original Hierarchy

bridge-options {

interface interface-name

{
encapsulation-type;
ignore-encapsulation-
mismatch;
pseudowire-status-
tlv;
static-mac mac-
address {
vlan-id vian-id,
3
}
mac-table-aging-time
seconds;
mac-table-size {
number;
packet-action drop;
}
}
bridge {
block-non-ip-all;
bpdu-vlan-flooding;
bypass-non-ip-unicast;
no-packet-flooding {
no-trace-route;
}
}
family {
bridge {

bridge-domain-type
(svlan| bvlan);

Changed Hierarchy Hierarchy Level

[edit vlans vians-namel

switch-options {

interface interface-name

{
encapsulation-type;
ignore-encapsulation-
mismatch;
pseudowire-status-
tlv;
static-mac mac-
address {
vlan-id vian-id,
}
}
mac-table-aging-time
seconds;
mac-table-size {
number;
packet-action drop;
}
}

[edit security flow]
ethernet-switching {

block-non-ip-all;
bpdu-vlan-flooding;
bypass-non-ip-unicast;
no-packet-flooding {
no-trace-route;

[edit interfaces interface-
name | unit unit-number

family {
ethernet-switching {

Change
Description

Statement
renamed.

Statement
renamed.

Hierarchy
renamed.



Table 18: Enhanced Layer 2 Configuration Statement Changes (Continued)

Original Hierarchy Changed Hierarchy

routing-interface irb.0; 13-interface

Hierarchy Level Change
Description

[edit vlans vians-name] Statement
renamed.

Table 19: Enhanced Layer 2 Operational Command Changes

Original Operational Command

clear bridge mac-table

clear bridge mac-table persistent-learning

show bridge domain

show bridge mac-table

show |2-learning interface

Modified Operational Command

clear ethernet-switching table

clear ethernet-switching table persistent-learning

show vlans

show ethernet-switching table

show ethernet-switching interface

@ NOTE: There is no fxp0 out-of-band management interface on the SRX300, SRX320,
and SRX500HM devices. (Platform support depends on the Junos OS release in your

installation.)

SEE ALSO

Understanding Switching Modes on Security Devices | 1046



Layer 2 Next Generation Mode for ACX Series

The Layer 2 Next Generation mode, also called Enhanced Layer 2 Software (ELS), is supported on
ACX5048, ACX5096, and ACX5448 routers for configuring Layer 2 features. The Layer 2 CLI

configurations and show commands for ACX5048, ACX5096, ACX5448, ACX710, ACX7100, ACX7024,

ACX7332, ACX7348, and ACX7509 routers differ from those for other ACX Series routers (ACX1000,
ACX1100, ACX2000, ACX2100, ACX2200, and ACX4000) and MX Series routers.

Table 20 on page 42 shows the differences in CLI hierarchy for configuring Layer 2 features in Layer 2

next generation mode.

Table 20: Differences in CLI Hierarchy for Layer 2 Features in Layer 2 Next Generation Mode

Feature

Bridge Domain

Family bridge

Layer 2 options

Ethernet options

Integrated routing and

bridging (IRB)

Storm control

ACX1000, ACX1100, ACX2000,
ACX2100, ACX2200, ACX4000, and MX
Series Routers

[edit bridge-domains bridge-domain-name)

[edit interfaces interface-name unit
unit-number family bridge]

[edit bridge-domains bridge-domain-name
bridge-options]

[edit interfaces interface-name
gigether-options]

[edit bridge-domains bridge-domain-name]
routing-interface irb.unIt;

[edit vlans vian-name forwarding-options
flood filter filter-name]

ACX5048, ACX5096, ACX5448,
ACX710, ACX7100, ACX7024,
ACX7332, ACX7348, and ACX7509
Routers

[edit vlans vian-name]

[edit interfaces interface-name unit
unit-number family ethernet-switching]

[edit vlans vian-name switch-options]

[edit interfaces interface-name ether-
options]

[edit vlans vian-name] 13-interface

irb.unit;

[edit forwarding-options storm-control-
profiles]

[edit interfaces interface-name ether-
options] storm-control name; recovery-

timeout interval;



Table 20: Differences in CLI Hierarchy for Layer 2 Features in Layer 2 Next Generation Mode

(Continued)

Feature

Internet Group
Management Protocol
(IGMP) snooping

Family bridge firewall
filter

ACX1000, ACX1100, ACX2000,
ACX2100, ACX2200, ACX4000, and MX
Series Routers

[edit bridge-domains bridge-domain-name
protocols igmp-snooping]

[edit firewall family bridge]

ACX5048, ACX5096, ACX5448,
ACX710, ACX7100, ACX7024,
ACX7332, ACX7348, and ACX7509
Routers

[edit protocols igmp-snooping vlan vian-
namel

[edit firewall family ethernet-switching]

Table 21 on page 43 shows the differences in show commands for Layer 2 features in Layer 2 next

generation mode.

Table 21: Differences in show Commands for Layer 2 Features in Layer 2 Next Generation Mode

Feature

VLAN

MAC table

MAC table options

Switch port listing with
VLAN assignments

Kernel state of flush
database

ACX1000, ACX1100, ACX2000,

ACX2100, ACX2200, ACX4000, and MX

Series Routers

show bridge-domain

show bridge mac-table

show bridge mac-table
(MAC address, bridge-domain name,
interface, VLAN ID, and instance)

show 12-learning interface

show route forwarding-table family bridge

ACX5048, ACX5096, ACX5448,
ACX710, ACX7100, ACX7024,
ACX7332, ACX7348, and ACX7509
Routers

show vlans

show ethernet-switching table

show ethernet-switching table

show ethernet-switching interfaces

show route forwarding-table family
ethernet-switching



SEE ALSO

Storm Control on ACX Series Routers Overview
Layer 2 Bridge Domains on ACX Series Overview
Guidelines for Configuring Firewall Filters

IGMP Snooping and Bridge Domains

Understanding Ethernet Link Aggregation on ACX Series Routers

Flexible Ethernet Services Encapsulation to Support the Service Provider
and Enterprise Styles of Configuration on ACX7000 Series of Routers

Flexible Ethernet services is a type of encapsulation that enables a physical interface to specify Ethernet
encapsulations at the logical interface level. Each logical interface can have a different Ethernet
encapsulation. Defining multiple per-unit Ethernet encapsulations makes it easier to customize
Ethernet-based services to multiple hosts connected to the same physical interface.

An Ethernet interface that is not encapsulated with flexible Ethernet services and is operating in Layer 2
mode is limited to a single logical interface unit (0). Bridging is enabled on the interface by configuring
ethernet-switching as the interface family on unit O. The ethernet-switching family can be configured only on
logical interface unit O, and no other logical units can be defined on that interface.

Some switching features, however, cannot be configured on logical interface unit O. Features such as Q-
in-Q tunneling require the logical interface to transmit VLAN-tagged frames. To enable a logical interface
to receive and forward Ethernet frames tagged with a matching VLAN ID, you must bind the logical
interface to that VLAN. These features must be configured on a logical interface unit other than O,
because you cannot bind a VLAN ID to unit O.

When you encapsulate an interface by using flexible Ethernet services, you can configure a logical

interface unit other than O with family ethernet-switching. You can also configure other logical interfaces
on that same interface with different types of Ethernet encapsulations. This enables logical interfaces
that are bound to a VLAN ID to coexist with logical interfaces configured with family ethernet-switching.

The flexible-ethernet-services statement allows configuration of both service-provider-style logical
interfaces and enterprise-style logical interfaces.

For example, if you configure PVLAN on the same physical interface on which you are configuring Q-in-
Q tunneling, you can use flexible ethernet services to support the enterprise style of configuration for
PVLAN, using family ethernet-switching, along with vlan-bridge encapsulation for Q-in-Q tunneling.


https://www.juniper.net/documentation/us/en/software/junos/cos/topics/concept/storm-control-acx-series.html

BEST PRACTICE: We recommend you configure the following statements using groups
when configuring devices that function as hardware VTEPs:

o setinterfaces interface-name flexible-vlan-tagging
e setinterfaces /interface-name encapsulation extended-vlan-bridge

e set interfaces /interface-name native-vlan-id vian-id

Service Provider Style of Configuration

To configure the interface to support the service provider style of configuration:

1. Enable flexible Ethernet services encapsulation on the interface.

[edit interfaces interface-namel

user@host# set encapsulation flexible-ethernet-services

2. Enable the interface to transmit packets with 802.1Q VLAN single-tagged and dual-tagged frames:

[edit interfaces interface-namel
user@host# set flexible-vlan-tagging

3. Configure a logical interface (unit) on the interface:

[edit interfaces interface-namel

user@host# set unit wunit-number

@ NOTE: Do not use logical interface unit 0. You must later bind a VLAN tag ID to the unit
you specify in this step, and you cannot bind a VLAN tag ID to unit O. It is a best
practice to match the unit number to the VLAN ID to which the interface is bound.

4. Encapsulate the logical interface for service provider style bridging configuration—for example, use
vlan-bridge encapsulation on an interface to be used for Q-in-Q tunneling. (If you were configuring the



interface only for Q-in-Q tunneling, you would use encapsulation extended-vlan-bridge on the physical
interface.)

[edit interfaces interface-name]
user@host# set unit wnit-number encapsulation vlan-bridge
5. Bind the logical interface from the preceding step to a VLAN ID:
[edit interfaces interface-name]
user@host# set unit wnit-number vlan-id vlan-id
6. Configure another logical interface. (If you were configuring just PVLAN, we would recommend that

you configure a single logical interface for all PVLAN domains on an interface.)

[edit interfaces interface-namel]
user@host# set unit wunit-number

Enterprise Style of Configuration

To configure the interface to support the enterprise style of configuration:

1. Enable flexible Ethernet services encapsulation on the interface.
[edit interfaces interface-name]
user@host# set encapsulation flexible-ethernet-services
2. Enable the interface to transmit packets with 802.1Q VLAN single-tagged and dual-tagged frames:
[edit interfaces interface-name]
user@host# set flexible-vlan-tagging
3. Configure a logical interface (unit) on the interface:

[edit interfaces interface-namel
user@host# set unit wunit-number



4. Enable the logical interface in the preceding step for enterprise style bridging configuration:

[edit interfaces interface-name]
user@host# set unit wnit-number family ethernet-switching

5. Assign VLAN membership to the logical interface:

[edit interfaces interface-name]
user@host# set unit wnit-number family ethernet-switching vlan members vlan-id

6. Configure the interface as a trunk interface to transmit frames with 802.1Q VLAN tags:

[edit interfaces interface-namel
user@host# set unit wnit-number family ethernet-switching interface-mode trunk

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release Description

15.1X49-D40 | Starting in Junos OS Release 15.1X49-D40, use the set protocols 12-learning global-
mode(transparent-bridge | switching) command to switch between the Layer 2 transparent bridge

mode and Ethernet switching mode.

15.1X49-D10 @ Starting in Junos OS Release 15.1X49-D10 and Junos OS Release 17.3R1, some Layer 2 CLI
configuration statements are enhanced, and some commands are changed.


https://apps.juniper.net/feature-explorer/
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Flexible Ethernet services is a type of encapsulation that enables a physical interface to support
different types of Ethernet encapsulations at the logical interface level. You can configure the Flexible
Ethernet services encapsulation to support the service provider and the enterprise-style configuration.
The below topics discuss the overview of flexible Ethernet services encapsulation and its configuration
details.

Understanding Flexible Ethernet Services Encapsulation on Switches
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Flexible Ethernet Services | 51

Junos OS supports two different styles of configuration for switch interfaces: the service provider style
and the enterprise style. The service provider style requires more configuration but provides greater
flexibility. The enterprise style is easier to configure but offers less functionality. Each configuration style
requires a different Ethernet encapsulation type. You can configure a physical interface to support both
styles of configuration using flexible Ethernet services.



@ NOTE: On EX4300, QFX5100 (running Junos OS 16.1R5 or earlier), and QFX5200, the
service provider style and enterprise style interface configurations are handled
differently within Junos OS. If the service provider style and enterprise style interface
configurations are mixed, the egress VLAN translation within the hardware can be
incorrectly programmed leading to forwarding issues across the configured ports. Use
the service provider style configuration in a Q-in-Q scenario. For all other scenarios, use
the enterprise style configuration.

Flexible Ethernet services is a type of encapsulation that enables a physical interface to support
different types of Ethernet encapsulations at the logical interface level. Defining multiple per-unit
Ethernet encapsulations makes it easier to customize Ethernet-based services to multiple hosts
connected to the same physical interface.

Service Provider Style

The service provider style of configuration allows for customization of Ethernet-based services at the
logical interface level. Service providers typically have multiple customers connected to the same
physical interface. Using the service provider style, you can configure multiple logical interfaces on the
physical interface, and associate each unit with a different VLAN. This provides the flexibility to
configure different services for each customer, but also requires more configuration, because each
feature must be explicitly configured on the logical interface.

When configuring a physical interface to support only the service provider style, the physical interface
must be encapsulated with the extended-vlan-bridge option to support bridging features. VLAN tagging
must also be configured on the physical interface so that it can operate in trunk mode and transmit
Ethernet frames with VLAN tags for multiple VLANSs. Each logical interface is bound to a unique VLAN
ID.

Enterprise Style

The enterprise style of configuration is designed to provide basic bridging functionality for consumers of
Ethernet-based services. The isolation of services for different customers on a single port is not
required, because each port is typically connected to a host or is providing a trunk to another switch.

With the enterprise style of configuration, logical interfaces are placed into Layer 2 mode by specifying
ethernet-switching as the interface family. Without using flexible Ethernet services, ethernet-switching can
only be configured on a single logical unit, unit O. You cannot bind a VLAN ID to unit O, because these
interfaces operate either in trunk mode, which supports traffic with various VLAN tags, or in access
mode, which supports untagged traffic.



Flexible Ethernet Services

The flexible Ethernet services encapsulation type enables a physical interface to support both styles of
configuration. To support the service provider style, flexible Ethernet services allows for encapsulations
to be configured at the logical interface level instead of the physical interface. To support the enterprise
style, flexible Ethernet services allows the ethernet-switching family to be configured on any logical
interface unit number instead of only unit O.

For example, the configuration below shows three logical interfaces configured on a physical interface,
xe-0/0/51, that is encapsulated for flexible Ethernet services. Unit 100 and unit 200 are configured in
the service provider style and unit 300 is configured in the enterprise style. The encapsulation type of
vlan-bridge is used to enable bridging on unit 100 and unit 200, and family ethernet-switching enables
bridging on unit 300.

interfaces {
xe-0/0/51 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;

unit 100 {
encapsulation vlan-bridge;
vlan-id 100;

}

unit 200 {
encapsulation vlan-bridge;
vlan-id 200;

}

unit 300 {

family ethernet-switching {
interface-mode trunk;

vlan members 300;

Following are the guidelines to follow when you configure the flexible Ethernet services encapsulation:

e On the QFX10000 line of switches, configuring either vlan-tagging or flexible-vlan-tagging with family
ethernet-switching on the same interface is not supported.

e Only on the QFX10000 and EX9200 line of switches, you can enable vlan-ccc encapsulation when
flexible-ethernet-services is already enabled.



e On QFX5100 switches, you can combine encapsulations on the same physical interface for vlan-
bridge and family ethernet switching. Starting with Junos OS Release 16.1Ré6, you can also combine
encapsulations on the same physical interface for family inet and family ethernet-switching.

e ltis not required that the unit number and VLAN ID match, but it is considered a best practice.

Configuring Flexible Ethernet Services Encapsulation to Support the
Service Provider and Enterprise Styles of Configuration

Flexible Ethernet services is a type of encapsulation that enables a physical interface to specify Ethernet
encapsulations at the logical interface level. Each logical interface can have a different Ethernet
encapsulation. Defining multiple per-unit Ethernet encapsulations makes it easier to customize
Ethernet-based services to multiple hosts connected to the same physical interface.

An Ethernet interface that is not encapsulated with flexible Ethernet services and is operating in Layer 2
mode is limited to a single logical interface unit (0). Bridging is enabled on the interface by configuring
ethernet-switching as the interface family on unit O. The ethernet-switching family can be configured only on
logical interface unit O, and no other logical units can be defined on that interface.

Some switching features, however, cannot be configured on logical interface unit O. Features such as Q-
in-Q tunneling require the logical interface to transmit VLAN-tagged frames. To enable a logical interface
to receive and forward Ethernet frames tagged with a matching VLAN ID, you must bind the logical
interface to that VLAN. These features must be configured on a logical interface unit other than O,
because you cannot bind a VLAN ID to unit O.

When you encapsulate an interface by using flexible Ethernet services, you can configure a logical

interface unit other than O with family ethernet-switching. You can also configure other logical interfaces
on that same interface with different types of Ethernet encapsulations. This enables logical interfaces
that are bound to a VLAN ID to coexist with logical interfaces configured with family ethernet-switching.

For example, if you configure PVLAN on the same physical interface on which you are configuring Q-in-
Q tunneling, you can use flexible ethernet services to support the enterprise style of configuration for
PVLAN, using family ethernet-switching, along with vlan-bridge encapsulation for Q-in-Q tunneling.

BEST PRACTICE: We recommend you configure the following statements using groups
when configuring devices that function as hardware VTEPs:

e set interfaces interface-name flexible-vlan-tagging

e set interfaces interface-name encapsulation extended-vlan-bridge



e set interfaces /nterface-name native-vlan-id vian-id

To configure the interface to support both the service provider and enterprise styles of configuration:

1.

Enable flexible Ethernet services encapsulation on the interface. The flexible-ethernet-services
statement allows configuration of both service-provider-style logical interfaces and enterprise-style
logical interfaces:

[edit interfaces interface-name]
user@switch# set encapsulation flexible-ethernet-services

Enable the interface to transmit packets with 802.1Q VLAN single-tagged and dual-tagged frames:

[edit interfaces interface-namel

user@switch# set flexible-vlan-tagging

Configure a logical interface (unit) on the interface:

[edit interfaces interface-namel]

user@switch# set unit wnit-number

@ NOTE: Do not use logical interface unit 0. You must later bind a VLAN tag ID to the unit
you specify in this step, and you cannot bind a VLAN tag ID to unit O. It is a best
practice to match the unit number to the VLAN ID to which the interface is bound.

Encapsulate the logical interface for service provider style bridging configuration—for example, use
vlan-bridge encapsulation on an interface to be used for Q-in-Q tunneling. (If you were configuring the
interface only for Q-in-Q tunneling, you would use encapsulation extended-vlan-bridge on the physical
interface.)

[edit interfaces interface-namel
user@switch# set unit wunit-number encapsulation vlan-bridge

. Bind the logical interface from the preceding step to a VLAN ID:

[edit interfaces iInterface-namel
user@switch# set unit wnit-number vlan-id vlan-id



. Configure another logical interface. (If you were configuring just PVLAN, we would recommend that
you configure a single logical interface for all PVLAN domains on an interface.)

[edit interfaces interface-name]

user@switch# set unit wnit-number

. Enable the logical interface in the preceding step for enterprise style bridging configuration:
[edit interfaces interface-name]

user@switch# set unit wnit-number family ethernet-switching

. Assign VLAN membership to the logical interface:

[edit interfaces interface-name]

user@switch# set unit wnit-number family ethernet-switching vlan members vlan-id

. Configure the interface as a trunk interface to transmit frames with 802.1Q VLAN tags:

[edit interfaces interface-name]
user@switch# set unit unit-number family ethernet-switching interface-mode trunk

@ NOTE: For EX4300 device, the service provider style configuration (encapsulation
extended-vlan-bridge) is recommended only for QinQ scenarios. For other scenarios, use
the enterprise style configuration.

SEE ALSO

Configuring Q-in-Q Tunneling on QFX Series, NFX Series, and EX4600 Switches with ELS Support
Creating a Private VLAN on a Single Switch with ELS Support (CLI Procedure)


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/qinq-tunneling-qfx-series-els.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/private-vlans.html

Configure Flexible Ethernet Services Encapsulation to Include Layer 2
Interface Support with Other Encapsulations

SUMMARY
Flexible Ethernet services is a type of encapsulation that enables a physical interface to specify
Ethernet encapsulations at the logical interface level. Perform the following steps to configure

flexible Ethernet services to support a Layer 2 bridging interface while simultaneously supporting
other encapsulation options on the same physical interface.

@ NOTE: On the QFX10000 line of Switches running Junos OS releases earlier than
Release 21.2R1, you cannot configure vlan-bridging and any other encapsulations on an
interface that has flexible-ethernet-services enabled.

Configure a physical or aggregated Ethernet interface to simultaneously support a VLAN based circuit
cross-connect (CCC) connection, Layer 3 IP routing, and Layer 2 bridging:

1. Enable flexible Ethernet services encapsulation on the interface.
[edit interfaces interface-name]
user@switch# set encapsulation flexible-ethernet-services
2. Configure the interface to support 802.1Q VLAN single-tagged and dual-tagged frames.
[edit interfaces interface-name]
user@switch# set vlan-tagging
3. Define a logical interface to support Ethernet VLAN encapsulation for CCC:

[edit interfaces interface-namel

user@switch# set unit wnit-number encapsulation vlan-ccc



. Bind the L2 CCC logical interface from the preceding step to a VLAN ID. This step is needed for all
logical interfaces because the physical interface is set for VLAN tagged traffic.

[edit interfaces interface-name]
user@switch# set unit wnit-number vlan-id vlan-id
. Configure a second logical interface as an L3 routed IP interface.
[edit interfaces interface-name]
user@switch# set unit wnit-number family inet address ip-address/mask
. Bind the L3 logical interface from the preceding step to a VLAN ID:
[edit interfaces interface-name]
user@switch# set unit wnit-number vlan-id vlan-id
. Configure a third logical interface to support VLAN based bridging by specifying vlan-bridge
encapsulation on the logical unit.
[edit interfaces interface-name]
user@switch# set unit wunit-number encapsulation vlan-bridge
. Bind the logical interface from the preceding step to a VLAN ID.
[edit interfaces interface-name]
user@switch# set unit wnit-number vlan-id vlan-id
. Define a bridge domain and add the L2 logical interface.

[edit]
user@switch# set bridge-domains bridge-domain-name vlan-id vlan-id

[edit]
user@switch# set bridge-domains bridge-domain-name interface interface-id



Verify your configuration using the show interfaces interface-name command in the configuration mode.

user@switch> show interfaces xe-0/0/0
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {

encapsulation vlan-ccc;

vlan-id 103;

}
unit 2 {

vlan-id 102;

family inet {

address 10.0.0.1/30;

}
unit 3 {

encapsulation vlan-bridge;

vlan-id 101;

}

SEE ALSO

encapsulation (interfaces)
encapsulation (Logical Interface)

vian-tagging

Configure Flexible Ethernet Services Encapsulation to Support Multiple
Logical Interfaces on the Same Physical Interface Mapped to the Same
Bridge Domain

SUMMARY



Flexible Ethernet services is a type of encapsulation that enables a physical interface to specify
Ethernet encapsulations at the logical interface level. Perform the following steps to configure
multiple logical interfaces on the same physical interface mapped to the same bridge domain.

@ NOTE: The QFX10002-60C switches do not support this feature.

Configure a physical or aggregated Ethernet interface to simultaneously support multiple logical
interfaces using the same bridge domain. You cannot configure an ESI interface as one of the logical
interfaces over a physical interface when both are part of the same VLAN. ESI interfaces have a
limitation.

@ NOTE: The combination of enterprise-style and service provider-style interfaces on the
same physical interface is not supported when there are multiple service provider style
logical interfaces attached to the same bridge domain.

1. Configure the interface to support 802.1Q VLAN single-tagged and dual-tagged frames.
[edit interfaces interface-name]
user@switch# set vlan-tagging
2. Enable flexible Ethernet services encapsulation on the interface.
[edit interfaces interface-name]
user@switch# set encapsulation flexible-ethernet-services
3. Configure a logical interface to support VLAN based bridging by specifying vlan-bridge encapsulation
on the logical unit.
[edit interfaces interface-namel
user@switch# set unit wunit-number encapsulation vlan-bridge
4. Bind the logical interface from the preceding step to a VLAN ID. This step is needed for all logical

interfaces because the physical interface is set for VLAN tagged traffic.

[edit interfaces interface-namel
user@switch# set unit wnit-number vlan-id vlan-id



5. Configure another logical interface to support VLAN based bridging by specifying vlan-bridge
encapsulation on the logical unit.

[edit interfaces interface-name]
user@switch# set unit wunit-number encapsulation vlan-bridge

6. Bind the logical interface from the preceding step to a VLAN ID.

[edit interfaces interface-namel
user@switch# set unit wnit-number vlan-id vlan-id

7. Configure a bridge domain by specifying the VLAN name and assigning a VLAN ID:

[edit]
user@switch# set vlans vlan-name vlan-id vlan-id

8. Bind the first logical interface to the bridge domain:

[edit]
user@switch# set vlans vlan-name interfaces interface-name.unit

9. Bind the second logical interface to the bridge domain.

[edit]

user@switch# set vlans vlan-name interfaces interface-name.unit

Verify your configuration using the show interfaces interface-name and show vlans command in the
configuration mode.

user@switch> show interfaces xe-0/0/2:2
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {

encapsulation vlan-bridge;

vlan-id 1;
}
unit 2 {

encapsulation vlan-bridge;



vlan-id 2;

user@switch> show vlans
v100 {
vlan-id 100;
interface xe-0/0/2:2.1;
interface xe-0/0/2:2.2;

SEE ALSO

encapsulation (interfaces)
encapsulation (Logical Interface)
vian-tagging

vians

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

16.1R3 Starting with Junos OS Release 16.1Ré6, you can also combine encapsulations on the same physical
interface for family inet and family ethernet-switching


https://apps.juniper.net/feature-explorer/
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Introduction to the Media Access Control (MAC) Layer 2 Sublayer

This topic provides an introduction to the MAC sublayer of the data link layer (Layer 2).

In Layer 2 of a network, the Media Access Control (MAC) sublayer provides addressing and channel
access control mechanisms that enable several terminals or network nodes to communicate in a
network.

The MAC sublayer acts as an interface between the logical link control (LLC) Ethernet sublayer and
Layer 1 (the physical layer). The MAC sublayer emulates a full-duplex logical communication channel in a
multipoint network. This channel may provide unicast, multicast, or broadcast communication service.
The MAC sublayer uses MAC protocols to prevent collisions.

In Layer 2, multiple devices on the same physical link can uniquely identify one another at the data link
layer, by using the MAC addresses that are assigned to all ports on a switch. A MAC algorithm accepts
as input a secret key and an arbitrary-length message to be authenticated, and outputs a MAC address.

A MAC address is a 12-digit hexadecimal number (48 bits in long). MAC addresses are usually written in
one of these formats:

o MM:MM:MM:SS:SS:SS

¢ MM-MM-MM-SS-55-5S



The first half of a MAC address contains the ID number of the adapter manufacturer. These IDs are
regulated by an Internet standards body. The second half of a MAC address represents the serial number
assigned to the adapter by the manufacturer.

Contrast MAC addressing, which works at Layer 2, with IP addressing, which runs at Layer 3
(networking and routing). One way to remember the difference is that the MAC addresses apply to a
physical or virtual node, whereas IP addresses apply to the software implementation of that node. MAC
addresses are typically fixed on a per-node basis, whereas IP addresses change when the node moves
from one part of the network to another.

IP networks maintain a mapping between the IP and MAC addresses of a node using the Address
Resolution Protocol (ARP) table. DHCP also typically uses MAC addresses when assigning IP addresses
to nodes.

SEE ALSO

Overview of Layer 2 Networking | 2

Understanding MAC Learning | 74

Understanding MAC Address Assignment on an EX Series Switch

This topic describes MAC address assignment for interfaces on standalone Juniper Networks EX Series
Ethernet Switches. For information regarding MAC address assignments in a Virtual Chassis, see
Understanding MAC Address Assignment on a Virtual Chassis.

MAC addresses are used to identify network devices at Layer 2. Because all Layer 2 traffic decisions are
based on an interface’s MAC address, understanding MAC address assignment is important to
understanding how network traffic is forwarded and received by the switch. For additional information
on how a network uses MAC addresses to forward and receive traffic, see "Understanding Bridging and
VLANSs on Switches" on page 137.

A MAC address comprises six groups of two hexadecimal digits, with each group separated from the
next group by a colon—for instance, aa:bb:cc:dd:ee:00. The first five groups of hexadecimal digits are
derived from the switch and are the same for all interfaces on the switch.

The assignment of a unique MAC address to each network interface helps ensure that functions that
require MAC address differentiation—such as redundant trunk groups (RTGs), Link Aggregation Control
Protocol (LACP), and general monitoring functions—can properly function.

On switches that use line cards, this MAC addressing scheme differentiates the Layer 2 interfaces on
different line cards in the switch.



For EX Series switches, the first five groups of hexadecimal digits are determined when the switch is
manufactured. The switch then assigns a unique MAC address to each interface by assigning a unique
identifier as the last group of hexadecimal digits. The assignment depends on how the interface is
configured. The switch uses a different pattern to distinguish between an interface that is configured as
any of a routed VLAN interface (RV/), a virtual management Ethernet (VME) interface, or an aggregated
Ethernet interface or is not configured as any of an RVI, a VME, or as an aggregated Ethernet interface.

For aggregated Ethernet interfaces, the MAC address assignment remains constant regardless of
whether the configuration of the interface is Layer 2 or Layer 3.

@ NOTE: In Junos OS Release 11.3 and later releases through Release 12.1, the MAC
address assignment for aggregated Ethernet interfaces changes if the interface is
changed from Layer 2 to Layer 3 or the reverse. Starting with Junos Release 12.2, the
MAC address assignment for aggregated Ethernet interfaces remains constant regardless
of whether the interface is Layer 2 or Layer 3.

@ NOTE: Prior to Junos OS Release 11.3, MAC addresses for Layer 2 interfaces could be
shared between interfaces and RVIs on different line cards in the same switch. However,
if you upgrade from Junos OS Release 11.2 or earlier to Junos OS Release 11.3 or later
on a switch that supports line cards, the MAC addresses of these interfaces will change.

MAC addresses are assigned to interfaces automatically—no user configuration is possible or required.
You can view MAC addresses assigned to interfaces using the show interfaces command.

SEE ALSO

‘ Interfaces Overview for Switches

Configuring MAC Move Parameters

When a MAC address appears on a different physical interface or within a different unit of the same
physical interface and this behavior occurs frequently, it is considered a MAC move. You can configure
the router to report a MAC address move based on the following parameters: the number of times a
MAC address move occurs, a specified period of time over which the MAC address move occurs, and
specified number of times a MAC address move occurs in one second. You can only configure the global-

mac-move statement at the global hierarchy level.



To globally disable the MAC move action feature, include the disable-action statement at the [edit
protocols 12-learning global-mac-move]. This disables the MAC move action feature, while MAC move
detection exists.

To configure the time duration after which the port will be unblocked, include the reopen-time statement
at the [edit protocols 12-learning global-mac-move]. The default reopen timer is 180 second.

To configure MAC address move reporting if the MAC address moves at least a specified number of
times in one second, include the threshold-time statement at the [edit protocols 12-learning global-mac-move]
hierarchy level. The default threshold time is 1 second.

To configure reporting of a MAC address move if the MAC address moves for a specified period of time,
include the notification-time statement at the [edit protocols 12-learning global-mac-move] hierarchy level.
The default notification timer is 1 second.

To configure reporting of a MAC address move if the MAC address moves a specified number of times,
include the threshold-count statement at the [edit protocols 12-learning global-mac-move] hierarchy level. The
default threshold count is 50 moves.

Use the show 12-1earning mac-move-buffer command to view the actions as a result of MAC address move
feature.

Use the show 12-1learning mac-move-buffer active command to view the set of IFLs blocked as a result of
MAC move action.

Use the exclusive-mac command exclude a MAC address from the MAC move limit algorithm, preventing a
MAC address from being tracked.

Use the clear 12-1learning mac-move-buffer active command to unblock the IFBDs that were blocked by MAC
move action feature. This allows the user to keep the reopen-time configured to a large value, but when
the looping error is fixed, user can manually release the blocking.

The following example sets the notification time for MAC moves to 1 second, the threshold time to
1 second, reopen-time to 180 seconds and the threshold count to 50 moves.

[edit protocols 12-learning]

global-mac-move {
notification-time 1;
reopen-time 180;
threshold-count 50;
threshold-time 1;



Configuring MAC Limiting (ELS)
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This topic describes the different ways of configuring a limitation on MAC addresses in packets that are
received and forwarded by the device.

@ NOTE: The tasks presented in this section uses Junos OS for EX Series switches,
QFX3500 and QFX3600 switches, and PTX Series routers that support the Enhanced
Layer 2 Software (ELS) configuration style. See Using the Enhanced Layer 2 Software CLI
for more information about ELS configurations.

e For information on configuring an interface to automatically recover from a shutdown
caused by MAC limiting, see Configuring Autorecovery for Port Security Events. If
you do not configure the device for autorecovery from the disabled condition, you
can bring up the disabled interfaces by running the clear ethernet-switching recovery-
timeout command.

The different ways of setting a MAC limit are described in the following sections:

Limiting the Number of MAC Addresses Learned by an Interface

@ NOTE: On PTX Series routers, you can limit the number of MAC addresses learned by an
interface only.

To secure a port, you can set the maximum number of MAC addresses that can be learned by an
interface.

e Set the MAC limit on an interface, and specify an action that the device takes after the specified limit
is exceeded.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/layer-2-understanding.html

If you want to set the MAC limit on an interface that is part of the default routing instance:

[edit switch-options]

user@switch# set interface interface-name interface-mac-limit imit packet-action action

If you want to set the MAC limit on an interface that is part of a routing instance:

[edit routing-instances]
user@switch# set routing-instance-name switch-options interface interface-name interface-mac-

limit Zimit
If you want to set the MAC limit on all interfaces that are part of the default routing instance:

[edit switch-options]

user@switch# set interface-mac-limit Zimit

If you want to set the MAC limit on all interfaces that are part of a routing instance:

[edit routing-instances]

user@switch# set routing-instance-name switch-options interface-mac-limit Zimit

After you set a new MAC limit for the interface, the system clears existing entries in the MAC
address forwarding table associated with the interface.

Limiting the Number of MAC Addresses Learned by a VLAN
To limit the number of MAC addresses learned by a VLAN, perform the following steps:

Set the maximum number of MAC addresses that can be learned by a VLAN, and specify an action that
the device takes after the specified limit is exceeded:

[edit vlans]
user@switch# set vian-name switch-options mac-table-size limit packet-action action

Limiting the Number of MAC Addresses Learned by an Interface in a VLAN

To limit the number of MAC addresses learned by an interface in a VLAN, perform the following steps:


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
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1. Set the maximum number of MAC addresses that can be learned by an interface in a VLAN, and
specify an action that the device takes after the specified limit is exceeded:

[edit vlans]
user@switch# set vlan-name switch-options interface-mac-limit imit packet-action action

2. Set the maximum number of MAC addresses that can be learned by one orall interfaces in the
VLAN, and specify an action that the device takes after the specified limit is exceeded:

@ NOTE: If you specify a MAC limit and packet action for all interfaces in the VLAN and a
specific interface in the VLAN, the MAC limit and packet action specified at the specific
interface level takes precedence. Also, at the VLAN interface level, only the drop and
drop-and-log options are supported.

[edit vlans]
user@switch# set vlan-name switch-options interface interface-name interface-mac-limit Zimit

packet-action action

[edit vlans]
user@switch# set vian-name switch-options interface-mac-limit Zimit packet-action action

After you set new MAC limits for a VLAN by using the mac-table-size statement or for interfaces
associated with a VLAN by using the interface-mac-limit statement, the system clears the
corresponding existing entries in the MAC address forwarding table.

@ NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option at the [edit
vlans vian-name switch-options interface interface-name interface-mac-limit packet-action]
hierarchy level and issue the commit operation, the system generates a commit error. The
system does not generate an error if you include the shutdown option at the [edit switch-

options interface Interface-name interface-mac-limit packet-action] hierarchy level.
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Adding a Static MAC Address Entry to the Ethernet Switching Table on a
Switch with ELS Support

@ NOTE: This task uses Junos OS for EX Series switches and Junos OS for QFX3500 and
QFX3600 switches with support for the Enhanced Layer 2 Software (ELS) configuration
style. If your switch runs software that does not support ELS, see "Adding a Static MAC
Address Entry to the Ethernet Switching Table" on page 69. For ELS details, see "Using
the Enhanced Layer 2 Software CLI" on page 15.

The Ethernet switching table, also known as the forwarding table, specifies the known locations of
VLAN nodes and the addresses of devices within those nodes. There are two ways to populate the
Ethernet switching table on a switch. The easiest method is to let the switch update the table with MAC
addresses.

The second way to populate the Ethernet switching table is to manually insert addresses into the table.
You can do this to reduce flooding and speed up the switch’s automatic learning process.

Before configuring a static MAC address, be sure that you have:
e Set up the VLAN. See Configuring VLANSs for EX Series Switches with ELS Support (CLI Procedure).

To configure an interface to have a static MAC address:

[edit vlans vian-name switch-options interface interface-namel]

user@switch# set static-mac mac-address

Adding a Static MAC Address Entry to the Ethernet Switching Table

@ NOTE: This task uses Junos OS for EX Series switches and Junos OS for QFX3500 and
QFX3600 switches that does not support the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that supports ELS, see "Adding a Static
MAC Address Entry to the Ethernet Switching Table on a Switch with ELS Support" on
page 69. For ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15.

The Ethernet switching table, also known as the forwarding table, specifies the known locations of
VLAN nodes. There are two ways to populate the Ethernet switching table on a switch. The easiest
method is to let the switch update the table with MAC addresses.


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/bridging-vlans-ex-series-cli-els.html

The second way to populate the Ethernet switching table is to manually insert a VLAN node location
into the table. You can do this to reduce flooding and speed up the switch’s automatic learning process.
To further optimize the switching process, indicate the next hop (next interface) packets will use after
leaving the node.

Before configuring a static MAC address, be sure that you have:

e Set up the VLAN. See Configuring VLANSs for EX Series Switches or"Configuring VLANs on Switches"
on page 149.

To add a MAC address to the Ethernet switching table:

1. Specify the MAC address to add to the table:

[edit ethernet-switching-options]

set static vlan vian-name mac mac-address

2. Indicate the next hop MAC address for packets sent to the indicated MAC address:

[edit ethernet-switching-options]

set static vlan vian-name mac mac-address next-hop interface

Example: Configuring the Default Learning for Unknown MAC Addresses
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This example shows how to configure the device to use only ARP requests to learn the outgoing
interfaces for unknown destination MAC addresses.



Requirements

Before you begin, determine the MAC addresses and associated interfaces of the forwarding table. See
"Layer 2 Learning and Forwarding for VLANs Overview" on page 100.

Overview

In this example, you configure the device to use only ARP queries without traceroute requests.

Configuration

IN THIS SECTION
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Procedure

CLI Quick Configuration
To quickly configure this example, copy the following commands, paste them into a text file, remove any

line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow ethernet-switching no-packet-flooding no-trace-route

Step-by-Step Procedure

To configure the device to use only ARP requests to learn unknown destination MAC addresses:

1. Enable the device.

[edit]
user@host# set security flow ethernet-switching no-packet-flooding no-trace-route



2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show security flow command.
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Understanding MAC Learning

MAC learning is the process of obtaining the MAC addresses of all the nodes on a network.

When a node is first connected to an Ethernet LAN or VLAN, it has no information about the other
nodes on the network. As data is sent through the network, data packets include a data frame listing
their source and destination MAC addresses. The data frame is forwarded to a target port, which is
connected to the second device. The MAC address is learned locally at the target port, which facilitates
communications for frames that later enter the target port and contain addresses previously learned
from a received frame.

By default, MAC learning is enabled on the QFX and NFX Series.

Disabling MAC Learning on Devices with ELS Support

By default, MAC learning is globally enabled on all nodes. This topic describes how to disable MAC
learning, as well as how to reenable and verify that MAC learning has been enabled or disabled.

@ NOTE: This task supports the Enhanced Layer 2 Software (ELS) configuration style. For
ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15 If your switch



runs software that does not support ELS, see "Disabling MAC Learning on QFX
Switches" on page 75.

Disabling dynamic MAC learning prevents a node from learning source and destination MAC addresses.

e To disable MAC learning:

[edit vlans vian-name switch-options interface interface-namel]

user@switch# set no-mac-learning

e To enable MAC learning:

[edit vlans vian-name switch-options interface interface-namel]
user@switch# delete no-mac-learning
user@switch# deactivate no-mac-learning

o To verify the status of MAC learning, view the Ethernet MAC learning statistics in operational mode.

user@switch> show ethernet-switching table

Ethernet-switching table: 2 entries, 1 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:1f:12:39:90:80 Learn 29 xe-/0/0.0

Disabling MAC Learning on QFX Switches

By default, MAC learning is globally enabled on all nodes in a device. This topic describes how to disable
MAC learning, as well as how to reenable and verify that MAC learning has been enabled or disabled.

Disabling dynamic MAC learning on the device prevents a node from learning source and destination
MAC addresses.

@ NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches and does not
support the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see "Disabling MAC Learning on Devices with ELS Support”
on page 74.



e To disable MAC learning on the QFX Series:

[edit ethernet-switching-options interfaces interface]

user@switch# set no-mac-learning

e To enable MAC learning on the QFX Series:

[edit ethernet-switching-options interfaces interface]
user@switch# delete no-mac-learning

user@switch# deactivate no-mac-learning

o To verify the status of MAC learning on the QFX Series, view the Ethernet MAC learning statistics in
operational mode.

user@switch> show ethernet-switching table

Ethernet-switching table: 2 entries, 1 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:1f:12:39:90:80 Learn 29 xe-/0/0.0

Disabling MAC Learning in a VLAN on a QFX Switch

By default, MAC learning is enabled on a VLAN. This topic describes how to disable MAC learning in a
VLAN, as well as how to reenable and verify that MAC learning has been enabled or disabled.

Disabling dynamic MAC learning in a VLAN on a QFX Series product prevents a node from learning
source and destination MAC addresses.

e To disable MAC learning in a VLAN:

[edit vlans vlan-name]
user@switch# set no-mac-learning



e To reenable MAC learning in a VLAN, use either of the following two commands:

[edit vlans vlan-name]
user@switch# delete no-mac-learning

user@switch# deactivate no-mac-learning

e To verify the status of MAC learning on the QFX series:

user@switch> show ethernet-switching table

Disabling MAC Learning for a VLAN or Logical Interface
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You can disable MAC learning for all logical interfaces in a specified VLAN, or for a specific logical
interface in a VLAN. Disabling dynamic MAC learning prevents the specified interfaces from learning
source MAC addresses.

To disable MAC learning for all logical interfaces in a VLAN in a virtual switch, include the no-mac-learning
statement at the [edit vlans vian-name switch-options] hierarchy level:

[edit]
vlans {
vian-name {
domain-type bridge;
interface Interface-name;
switch-options {

no-mac-learning;



To disable MAC learning for a specific logical interface in a VLAN, include the no-mac-learning statement
at the [edit vlans vian-name switch-options interface interface-name] hierarchy level.

[edit]
vlans {
vian-name {
domain-type bridge;
interface interface-name;
switch-options {
interface interface-name {
no-mac-learning;
}
}
}
}

@ NOTE: When you disable MAC learning, source MAC addresses are not dynamically
learned, and any packets sent to these source addresses are flooded into the VLAN.

@ NOTE: When you gather interfaces into a VLAN, the no-mac-learn-enable statement at the
[edit interfaces interface-name ether-options ethernet-switch-profile] hierarchy level is not
supported. You must use the no-mac-learning statement at the [edit vlans vian-name switch-
options interface interface-name] hierarchy level to disable MAC learning on an interface in
a VLAN.

@ NOTE: When MAC learning is disabled for a VPLS routing instance, traffic is not load
balanced and only one of the equal-cost next hops is used.

Platform-Specific Enable/Disable dynamic MAC Learning Behavior



Table 22: Platform-Specific Behavior

Platform Difference

ACX7000 series ACX7000 series do not support MAC learning disable/
enable at Logical interface (IFBD) level for DC style
bridging with interface-mode access/trunk.

ACX7000 series Disabling dynamic MAC learning globally prevents all
entities (like VLANSs, Routing Instances, Logical
interfaces etc) from learning source MAC addresses.

Disabling MAC Learning for a Set of VLANs

You can disable MAC learning for a set of VLANSs. Disabling dynamic MAC learning prevents the Layer 2
trunk port associated with the set of VLANs from learning source and destination MAC addresses.
When you disable MAC learning, source MAC addresses are not dynamically learned, and any packets
sent to these source addresses are flooded into the switch.

To disable MAC learning for a set of VLANSs, include the no-mac-learning statement at the [edit switch-
options] hierarchy level:

[edit switch-options]

no-mac-learning;
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Enabling MAC Accounting on a Device

By default, MAC accounting is disabled on the device. You can enable packet accounting either for a
device as a whole or for a specific VLAN. After you enable packet accounting, the Junos OS maintains
packet counters for each MAC address learned.

To enable MAC accounting, include the global-mac-statistics statement at the [edit protocols 12-learning]

hierarchy level:

[edit protocols 12-learning]

global-mac-statistics;

Enabling MAC Accounting for a VLAN

By default, MAC accounting is disabled. You can enable packet counting for a VLAN. When you enable
packet accounting, the Junos OS maintains packet counters for each MAC address learned on the
interfaces in the VLAN.

To enable MAC accounting for a VLAN, include the mac-statistics statement at the [edit vlans vian-name

switch-options] hierarchy level:

[edit vlans vlan-name switch-options]

mac-statistics;



Enabling MAC Accounting for a Set of VLANSs

By default, MAC accounting is disabled. You can enable packet counting for a set of VLANSs. After you
enable packet accounting, the Junos OS maintains packet counters for each MAC address learned on the

trunk port associated with the set of VLANSs.
To enable MAC accounting for a set of VLANS, include the mac-statistics statement at the [edit switch-

options] hierarchy level:

[edit switch-options]

mac-statistics;

Verifying That MAC Accounting Is Working
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Purpose

Verify that MAC accounting is enabled and the system is counting packets and collecting statistics.

Action

1. Verify that MAC accounting is enabled.

user@switch> show ethernet-switching table
MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
Vlan MAC MAC Age Logical



name address flags interface
VLAN101 88:€0:f3:bb:07:f0 D,SE - ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch

Vlan MAC MAC Age Logical
name address flags interface
VLAN102 88:e0:f3:bb:07:f0 D,SE - 2e20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch

Vlan MAC MAC Age Logical
name address flags interface
VLAN103 88:€0:f3:bb:07:f0 D,SE - ae20.0

[...output truncated...]

2. Display MAC accounting statistics for all VLANSs associated with an interface.

user@switch> show ethernet-switching statistics

Local interface: ae20.0, Index: 1039

Broadcast packets: 115
Broadcast bytes : 6900
Multicast packets: 395113
Multicast bytes : 61622869
Flooded packets : 0
Flooded bytes : 0
Unicast packets : 1419
Unicast bytes : 117924
Current MAC count: 4 (Limit 8192)

[...output truncated...]



3. Display MAC accounting statistics for each address in the MAC address table.

user@switch> show ethernet-switching table extensive
MAC address: 88:€0:f3:bb:07:f0
Routing instance: default-switch
VLAN ID: 101
Learning interface: ae20.0
Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
Epoch: 6 Sequence number: 13
Learning mask: 0x00000020
MAC address used as destination:
Packet count: 0 Byte count: 0
MAC address used as source:
Packet count: 9 Byte count: 1116

MAC address: 88:€0:f3:bb:07:f0
Routing instance: default-switch
VLAN ID: 102
Learning interface: ae20.0
Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
Epoch: 6 Sequence number: 13
Learning mask: 0x00000020
MAC address used as destination:
Packet count: 0 Byte count: 0
MAC address used as source:
Packet count: 9 Byte count: 1116

MAC address: 88:€0:f3:bb:07:f0
Routing instance: default-switch
VLAN ID: 103
Learning interface: ae20/0
Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
Epoch: 6 Sequence number: 13
Learning mask: 0x00000020
MAC address used as destination:
Packet count: 0 Byte count: 0
MAC address used as source:
Packet count: 9 Byte count: 1116
[...output truncated...]



Meaning

In the output for show ethernet-switching table, the MAC flag SE indicates that MAC accounting is enabled
for VLANs 101, 102, and 103, which are all associated with the default-switch routing instance.

The output for show ethernet-switching statistics displays packet statistics and the current number of MAC
addresses learned by the VLANs associated with aggregated Ethernet interface ae20.0.

The output for show ethernet-switching table extensive shows information for each address in the MAC
address table. In particular, it displays the number of packets sent to and received by an interface, which
is identified by a MAC address.

The output from the three commands demonstrates that MAC accounting is working properly. That is,
MAC accounting is enabled on VLANs 101, 102, and 103, and as a result, you can view statistics for
each of these VLANSs, aggregated Ethernet interface ae20.9, and each MAC address.
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Understanding MAC Notification on EX Series Switches

Juniper Networks EX Series Switches track clients on a network by storing Media Access Control (MAC)
addresses in the Ethernet switching table on the switch. When switches learn or unlearn a MAC
address, SNMP notifications can be sent to the network management system at regular intervals to
record the addition or removal of the MAC address. This process is known as MAC notification.

The MAC Notification MIB controls MAC notification for the network management system. For general
information on the MAC Notification MIB, see the Junos OS Network Management Configuration
Guide.

The MAC notification interval defines how often these SNMP notifications are sent to the network
management system. The MAC notification interval works by tracking all of the MAC address additions
or removals on the switch over a period of time and then sending all of the tracked MAC address
additions or removals to the network management server at the end of the interval. For instance, if the
MAC notification interval is set to 10, all of the MAC address addition and removal SNMP notifications
are sent to the network management system every 10 seconds.

Enabling MAC notification allows users to monitor the addition and removal of MAC addresses from the
Ethernet switching table remotely using a network management system. The advantage of setting a high
MAC notification interval is that the amount of network traffic is reduced because updates are sent less
frequently. The advantage of setting a low MAC notification interval is that the network management
system is better synchronized with the switch.

MAC notification is disabled by default. When MAC notification is enabled, the default MAC notification
interval is 30 seconds.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html
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@ NOTE: This task uses the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that does not support ELS, see "Configuring Non-ELS MAC
Notification " on page 90 or "Configuring Non-ELS MAC Notification " on page 90.
For ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15.

When a switch learns or unlearns a MAC address, SNMP notifications can be sent to the network
management system at regular intervals to record the addition or removal of the MAC address. This
process is known as MAC notification.

The MAC notification interval defines how often Simple Network Management Protocol (SNMP)
notifications logging the addition or removal of MAC addresses on the switch are sent to the network
management system.

MAC notification is disabled by default. When MAC notification is enabled, the default MAC notification
interval is 30 seconds.

To enable or disable MAC notification, or to set the MAC notification interval, perform these tasks:

Enabling MAC Notification
MAC notification is disabled by default. You need to perform this procedure to enable MAC notification.

To enable MAC notification on the switch with the default MAC notification interval of 30 seconds:

[edit switch-options]

user@switch# set mac-notification



To enable MAC notification on the switch with any other MAC notification interval (here, the MAC
notification interval is set to 60 seconds):

[edit switch-options]
user@switch# set mac-notification notification-interval 60

Disabling MAC Notification

MAC notification is disabled by default. Perform this procedure only if MAC notification was previously
enabled on your switch.

To disable MAC notification on the switch:

[edit switch-options]
user@switch# delete mac-notification

To disable MAC notification on a specific interface (here, the interface is ge-0/0/3):

[edit switch-options]
user@switch# set interface ge-0/0/3 no-mac-notification

Setting the MAC Notification Interval

The default MAC notification interval is 30 seconds. The procedure to change the MAC notification
interval to a different interval is identical to the procedure to enable MAC notification on the switch
with a nondefault value for the MAC notification interval.

To set the MAC notification interval on the switch (here, the MAC notification interval is set to 5
seconds):

[edit switch-options]
user@switch# set mac-notification notification-interval 5
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@ NOTE: This task uses Junos OS for EX Series switches that do not support Enhanced
Layer 2 Software (ELS) configuration style. If your switch runs software that supports
ELS, see "Configuring MAC Notification on Switches with ELS Support" on page 88. For
ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15.

When a switch learns or unlearns a MAC address, SNMP notifications can be sent to the network
management system at regular intervals to record the addition or removal of the MAC address. This
process is known as MAC notification.

The MAC notification interval defines how often Simple Network Management Protocol (SNMP)
notifications logging the addition or removal of MAC addresses on the switch are sent to the network
management system.

MAC notification is disabled by default. When MAC notification is enabled, the default MAC notification
interval is 30 seconds.

To enable or disable MAC notification, or to set the MAC notification interval, perform these tasks:

Enabling MAC Notification
MAC notification is disabled by default. You need to perform this procedure to enable MAC notification.

To enable MAC notification on the switch with the default MAC notification interval of 30 seconds:

[edit ethernet-switching-options]
user@switch# set mac-notification



To enable MAC notification on the switch with any other MAC notification interval (here, the MAC
notification interval is set to 60 seconds):

[edit ethernet-switching-options]
user@switch# set mac-notification notification-interval 60

Disabling MAC Notification

MAC Notification is disabled by default. Perform this procedure only if MAC notification was previously
enabled on your switch.

To disable MAC notification on the switch:

[edit ethernet-switching-options]

user@switch# delete mac-notification

Setting the MAC Notification Interval

The default MAC notification interval is 30 seconds. The procedure to change the MAC notification
interval to a different interval is identical to the procedure to enable MAC notification on the switch
with a nondefault value for the MAC notification interval.

To set the MAC notification interval on the switch (here, the MAC notification interval is set to 5
seconds):

[edit ethernet-switching-options]
user@switch# set mac-notification notification-interval 5

Verifying That MAC Notification Is Working Properly
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Purpose

Verify that MAC notification is enabled or disabled, and that the MAC notification interval is set to the
specified value.

Action

To verify that MAC notification is enabled or disabled on a QFX Series switch or an EX4600, and also to
verify the MAC notification interval setting:

user@switch> show ethernet-switching mac-notification
Notification Status: Enabled

Notification Interval: 60

Notifications Sent 10

Notifications Table Maxsize : 256

The output in the Notification Status field shows that MAC notification is enabled. The output in the
Notification Status field would display Disabled if MAC notification was disabled.

The Notification Interval field output shows that the MAC notification interval is set to 60 seconds.

To verify that MAC notification is enabled on an EX Series switch while also verifying the MAC
notification interval setting:

user@switch> show ethernet-switching mac-notification
Notification Status: Enabled

Notification Interval: 30

The output in the Notification Status field shows that MAC notification is enabled. The output in the
Notification Status field would display Disabled if MAC notification was disabled.

The Notification Interval field output shows that the MAC notification interval is set to 30 seconds.
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Juniper Networks EX Series Ethernet Switches store MAC addresses in the Ethernet switching table,
also called the MAC table. When the aging time for a MAC address in the table expires, the address is
removed.

If your switch runs Juniper Networks Junos operating system (Junos OS) for EX Series switches with
support for the Enhanced Layer 2 Software (ELS) configuration style, you can configure the MAC table
aging time on all VLANs on the switch. If your switch runs Junos OS that does not support ELS, you can
configure the MAC table aging time on all VLANs on the switch or on specified VLANSs, as well as
configure aging time to be unlimited, either on all VLANSs or on specified VLANSs, so that MAC addresses
never age out of the table.

To learn MAC addresses, the switch reads all packets that it detects on the LAN or on the local VLAN,
looking for MAC addresses of sending nodes. It places these addresses into its Ethernet switching table,
along with two other pieces of information—the interface on which the traffic was received and the time
when the address was learned.

When the switch receives traffic on an interface, it searches the Ethernet switching table for the MAC
address of the destination. If the MAC address is not found, the traffic is flooded out all of the other
interfaces associated with the VLAN. For example, if traffic is received on an interface that is associated
with VLAN v-10 and there is no entry in the Ethernet switching table for VLAN v-10 (the Ethernet



switching table is organized by VLAN), then the traffic is flooded to all access and trunk interfaces that
are members of VLAN v-10.

Flooding allows the switch to learn about destinations that are not yet in its Ethernet switching table. If
a particular destination MAC address is not in the Ethernet switching table, the switch floods the traffic
to all interfaces except the interface on which it was received. When the destination node receives the

flooded traffic, it sends an acknowledgment packet back to the switch, allowing the switch to learn the

MAC address of the node and to add the address to its Ethernet switching table.

The switch uses a mechanism called aging to keep the Ethernet switching table current. For each MAC
address in the Ethernet switching table, the switch records a timestamp of when the information about
the network node was learned. Each time the switch detects traffic from a MAC address that is in its
Ethernet switching table, it updates the timestamp of that MAC address. A timer on the switch
periodically checks the timestamp, and if the MAC address of a node is older than the value set, the
switch removes that MAC address from the Ethernet switching table. This aging process ensures that
the switch tracks only active MAC addresses on the network and that it is able to flush out from the
Ethernet switching table MAC addresses that are no longer available.

You configure how long MAC addresses remain in the Ethernet switching table by:

e (On switches that run Junos OS with support for the ELS configuration style) Using the global-mac-
table-aging-time statement in the [edit protocols 12-learning] hierarchy.

e (On switches that run Junos OS that does not support ELS) Using the mac-table-aging-time statement in
either the [edit ethernet-switching-options] or the [edit vlans] hierarchy, depending on whether you
want to configure it for the entire switch or only for specific VLANSs.

For example, in a topology with EX switches that run Junos OS that does not support ELS, if you have a
printer VLAN, you might choose to configure the aging time for that VLAN to be considerably longer
than for other VLANSs so that MAC addresses of printers on this VLAN age out less frequently. Because
the MAC addresses remain in the table, even if a printer has been idle for some time before traffic
arrives for it, the switch still finds the MAC address and does not need to flood the traffic to all other
interfaces.

Similarly, in a data center environment where the list of servers connected to the switch is fairly stable,
you might choose to increase MAC address aging time, or even set it to unlimited, to increase the
efficiency of the utilization of network bandwidth by reducing flooding.

Platform-Specific Configuring MAC Aging Behavior



Table 23: Platform-Specific Behavior

Platform Difference
ACX7000 series MAC aging configuration can only be done globally for
ACX7000 series.
SEE ALSO

‘ Access Control and Authentication on Switching Devices

Configuring MAC Table Aging on Switches

MAC table aging ensures that a switch tracks only active nodes on the network and that it is able to
flush out network nodes that are no longer available.

To manage MAC entries more efficiently, you can configure an entry’s aging time, which is the maximum
time that an entry can remain in the MAC address table before it is deleted because it has reached its
maximum age.

The following example uses Junos OS for Junos OS for QFX3500 and QFX3600 switches with no
support for the Enhanced Layer 2 Software (ELS) configuration style. Use the set-mac-table-aging-time
command to configure how long entries remain in the Ethernet switching table before expiring. Here the
VLAN is employee-vlan:

[edit vlans employee-vlan]
user@switch# set mac-table-aging-time 200

The following example uses Junos OS for QFX Series switches with support for the Enhanced Layer 2
Software (ELS) configuration style. Use the global-mac-table-aging-time command to configure how long
entries remain in the Ethernet switching table before expiring, as follows:

[edit protocols 12-learning]
user@switch# set global-mac-table-aging-time 200


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/access-control-authentication-for-switching-device.html

@ NOTE: This command applies to all VLANs configured for the switch. You cannot
configure separate MAC table aging times for specific VLANS.

The following example uses Junos OS for EX Series switches with support for the Enhanced Layer 2
Software (ELS) configuration style.

The Ethernet switching table (or MAC table) aging process ensures that the EX Series switch tracks only
active MAC addresses on the network and is able to flush out MAC addresses that are no longer used.

You can configure the MAC table aging time, the maximum time that an entry can remain in the Ethernet
Switching table before it ages out, on all VLANSs on the switch. This setting can influence efficiency of
network resource use by affecting the amount of traffic that is flooded to all interfaces because when
traffic is received for MAC addresses no longer in the Ethernet switching table, the switch floods the
traffic to all interfaces.

[edit]
user@switch# set protocols 12-learning global-mac-table-aging-time seconds

The following example uses Junos OS for EX Series switches that do not support the Enhanced Layer 2
Software (ELS) configuration style.

The Ethernet switching table (or MAC table) aging process ensures that the EX Series switch tracks only
active MAC addresses on the network and is able to flush out MAC addresses that are no longer used.

You can configure the MAC table aging time, the maximum time that an entry can remain in the Ethernet
Switching table before it “ages out,” either on all VLANs on the switch or on particular VLANSs. This
setting can influence efficiency of network resource use by affecting the amount of traffic that is flooded
to all interfaces because when traffic is received for MAC addresses no longer in the Ethernet switching
table, the switch floods the traffic to all interfaces.

To configure the MAC table aging time on all VLANSs on the switch:

[edit]
user@switch# set ethernet-switching-options mac-table-aging-time seconds

To configure the MAC table aging time on a VLAN:

[edit]

user@switch# set vlans vlan-name mac-table-aging-time seconds



NOTE: You can set the MAC table aging time to unlimited. If you specify the value as
unlimited, entries are never removed from the table. Generally, use this setting only if the
switch or the VLAN has a fairly static number of end devices; otherwise the table will
eventually fill up. You can use this setting to minimize traffic loss and flooding that might
occur when traffic arrives for MAC addresses that have been removed from the table.
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Understanding Layer 2 Forwarding Tables on Switches, Routers and NFX Series
Devices

You can configure Layer 2 MAC address and VLAN learning and forwarding properties in support of
Layer 2 bridging. Unicast media access control (MAC) addresses are learned to avoid flooding the
packets to all the ports in a VLAN. A source MAC entry is created in its source and destination MAC
tables for each MAC address learned from packets received on ports that belong to the VLAN.

When you configure a VLAN, Layer 2 address learning is enabled by default. The VLAN learns unicast
media access control (MAC) addresses to avoid flooding the packets to all the ports in the VLAN. Each



VLAN creates a source MAC entry in its source and destination MAC tables for each source MAC
address learned from packets received on the ports that belong to the VLAN.

@ NOTE: Traffic is not flooded back onto the interface on which it was received. However,
because this “split horizon” occurs at a late stage, the packet statistics displayed by
commands such as show interfaces queue will include flood traffic.

You can optionally disable MAC learning either for the entire device or for a specific VLAN or logical
interface. You can also configure the following Layer 2 learning and forwarding properties:

e Timeout interval for MAC entries
e Static MAC entries for logical interfaces only

e Limit to the number of MAC addresses learned from a specific logical interface or from all the logical
interfaces in a VLAN

e Size of the MAC address table for the VLAN

e MAC accounting for a VLAN

Understanding Layer 2 Forwarding Tables on Security Devices

The SRX Series Firewall maintains forwarding tables that contain MAC addresses and associated
interfaces for each Layer 2 VLAN. When a packet arrives with a new source MAC address in its frame
header, the device adds the MAC address to its forwarding table and tracks the interface at which the
packet arrived. The table also contains the corresponding interface through which the device can
forward traffic for a particular MAC address.

If the destination MAC address of a packet is unknown to the device (that is, the destination MAC
address in the packet does not have an entry in the forwarding table), the device duplicates the packet
and floods it on all interfaces in the VLAN other than the interface on which the packet arrived. This is
known as packet flooding and is the default behavior for the device to determine the outgoing interface
for an unknown destination MAC address. Packet flooding is performed at two levels: packets are
flooded to different zones as permitted by configured Layer 2 security policies, and packets are also
flooded to different interfaces with the same VLAN identifier within the same zone. The device learns
the forwarding interface for the MAC address when a reply with that MAC address arrives at one of its
interfaces.

You can specify that the SRX Series Firewall use ARP queries and traceroute requests (which are ICMP
echo requests with the time-to-live values set to 1) instead of packet flooding to locate an unknown
destination MAC address. This method is considered more secure than packet flooding because the
device floods ARP queries and traceroute packets—not the initial packet—on all interfaces. When ARP or
traceroute flooding is used, the original packet is dropped. The device broadcasts an ARP or ICMP query



to all other devices on the same subnetwork, requesting the device at the specified destination IP
address to send back a reply. Only the device with the specified IP address replies, which provides the
requestor with the MAC address of the responder.

ARP allows the device to discover the destination MAC address for a unicast packet if the destination IP
address is in the same subnetwork as the ingress IP address. (The ingress IP address refers to the IP
address of the last device to send the packet to the device. The device might be the source that sent the
packet or a router forwarding the packet.) Traceroute allows the device to discover the destination MAC
address even if the destination IP address belongs to a device in a subnetwork beyond that of the
ingress IP address.

When you enable ARP queries to locate an unknown destination MAC address, traceroute requests are
also enabled. You can also optionally specify that traceroute requests not be used; however, the device
can then discover destination MAC addresses for unicast packets only if the destination IP address is in
the same subnetwork as the ingress IP address.

Whether you enable ARP queries and traceroute requests or ARP-only queries to locate unknown
destination MAC addresses, the SRX Series Firewall performs the following series of actions:

1. The device notes the destination MAC address in the initial packet. The device adds the source MAC
address and its corresponding interface to its forwarding table, if they are not already there.

2. The device drops the initial packet.

3. The device generates an ARP query packet and optionally a traceroute packet and floods those
packets out all interfaces except the interface on which the initial packet arrived.

ARP packets are sent out with the following field values:

e Source IP address set to the IP address of the IRB

e Destination IP address set to the destination IP address of the original packet

e Source MAC address set to the MAC address of the IRB

e Destination MAC address set to the broadcast MAC address (all oxf)

Traceroute (ICMP echo request or ping) packets are sent out with the following field values:
e Source IP address set to the IP address of the original packet

e Destination IP address set to the destination IP address of the original packet

e Source MAC address set to the source MAC address of the original packet

e Destination MAC address set to the destination MAC address of the original packet

e Time-to-live (TTL) set to 1



4. Combining the destination MAC address from the initial packet with the interface leading to that
MAC address, the device adds a new entry to its forwarding table.

5. The device forwards all subsequent packets it receives for the destination MAC address out the
correct interface to the destination.

Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a
Layer 2 Trunk Port

Layer 2 learning is enabled by default. A set of VLANSs, configured to function as a switch with a Layer 2
trunk port, learns unicast media access control (MAC) addresses to avoid flooding packets to the trunk
port.

@ NOTE: Traffic is not flooded back onto the interface on which it was received. However,
because this “split horizon” occurs at a late stage, the packet statistics displayed by
commands such as show interfaces queue will include flood traffic.

You can optionally disable Layer 2 learning for the entire set of VLANs as well as modify the following
Layer 2 learning and forwarding properties:

e Limit the number of MAC addresses learned from the Layer 2 trunk port associated with the set of
VLANs

e Modify the size of the MAC address table for the set of VLANSs

e Enable MAC accounting for the set of VLANs
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Benefits of Unified Forwarding Tables

Traditionally, forwarding tables have been statically defined and have supported only a fixed number of
entries for each type of address. The unified forwarding table (UFT) provides the following benefits:

e Enables you to allocate forwarding table resources to optimize the memory available for different
address types based on the needs of your network.

e Enables you to allocate a higher percentage of memory for one type of address or another.

Using the Unified Forwarding Table to Optimize Address Storage

On EX4400, EX4600, EX4650, QFX5100, QFX5110, QFX5120, and QFX5200 switches, you can control
the allocation of forwarding table memory available to store the following:

e MAC addresses—In a Layer 2 environment, the switch learns new MAC addresses and stores them in
a MAC address table.

e Layer 3 host entries—In a Layer 2 and Layer 3 environment, the switch learns which IP addresses are
mapped to which MAC addresses; these key-value pairs are stored in the Layer 3 host table.

e Longest prefix match (LPM) table entries—In a Layer 3 environment, the switch has a routing table
and the most specific route has an entry in the forwarding table to associate a prefix or netmask to a
next hop. Note, however, that all IPv4 /32 prefixes and IPvé6 /128 prefixes are stored in the Layer 3
host table.

UFT essentially combines the three distinct forwarding tables to create one table with flexible resource
allocation. You can select one of five forwarding table profiles that best meets your network needs. Each
profile is configured with different maximum values for each type of address. For example, for a switch
that handles a great deal of Layer 2 traffic, such as a virtualized network with many servers and
virtualized machines, you would likely choose a profile that allocates a higher percentage of memory to
MAC addresses. For a switch that operates in the core of a network, participates in an IP fabric, you
probably want to maximize the number of routing table entries it can store. In this case, you would
choose a profile that allocates a higher percentage of memory to longest match prefixes. The QFX5200
switch supports a custom profile that allows you to partition the four available shared memory banks
with a total of 128,000 entries among MAC addresses, Layer 3 host addresses, and LPM prefixes.



@

NOTE: We introduced support for QFX5200 switches in Junos OS Release 15.1x53-
D30. The QFX5200 switch is not supported on Junos OS Release 16.1R1.

Understanding the Allocation of MAC Addresses and Host Addresses

All five profiles are supported, each of which allocates different amounts of memory for Layer 2 or Layer
3 entries, enabling you choose one that best suits the needs of your network. The QFX5200 and
QFX5210 switches, however, supports different maximum values for each profile from the other
switches. For more information about the custom profile, see "Configuring the Unified Forwarding Table

on Switches" on page 121.

@

NOTE: The default profile is 12-profile-three, which allocates equal space for MAC
Addresses and Layer 3 host addresses. On EX4400, EX4600, QFX5100, QFX5110, and
QFX5200 switches, the space is equal to 16,000 IPv4 entries for the LPM table, and on
QFX5210 switches, the space is equal to 32,000 IPv4 entries for the LPM table. For the
lpm-profile the LPM table size is equal to 256,000 IPv4 entries.

NOTE: Starting with Junos OS Release 18.1R1 on the QFX5210-64C switch, for all these
profiles except for the 1pm-profile, the longest prefix match (LPM) table size is equal to
32,000 IPv4 entries.

NOTE: Starting with Junos OS Release 18.3R1, on the EX4650 and QFX5120 switches,
for all these profiles except for the 1pm-profile, the longest prefix match (LPM) table size is
equal to 144,000 IPv4 entries.

NOTE: On EX4400, EX4600, EX4650, QFX5100, QFX5110, QFX5120, QFX5200, and
QFX5210-64C switches, IPv4 and IPv6 host routes with ECMP next hops are stored in
the host table.

BEST PRACTICE: If the host or LPM table stores the maximum number of entries for any
given type of entry, the entire shared table is full and is unable to accommodate any
entries of any other type. Different entry types occupy different amounts of memory.
For example, an IPvé6 unicast address occupies twice as much memory as an IPv4 unicast
address, and an IPvé multicast address occupies four times as much memory as an IPv4
unicast address.



Table 24 on page 106 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on EX4400 switches.

Table 24: Unified Forwarding Table Profiles on EX4400 Switches

Profile MAC Table = Host Table (unicast and multicast addresses)
Name
MAC IPv4 IPvé6 IPv4 (*, G) IPv4 (S, G) IPvé6 (*, G) IPvé6 (S, G)
Addresses unicast unicast
12-profile- = 112K 16K 8K 8K 8K 4K 4K
one
12-profile- = 96K 32K 16K 16K 16K 8K 8K
two
12-profile- = 80K 48K 24K 24K 24K 12K 12K
three
(default)
13-profile 48K 80K 40K 40K 40K 20K 20K
lpm-profile = 16K 16K 8K 8K 8K 4K 4K

Table 25 on page 106 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on EX4600 and QFX5100 switches.

Table 25: Unified Forwarding Table Profiles on EX4600 and QFX5100 Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC IPv4 IPvé6 IPv4 (*,G) | IPv4 (S, IPvé (*, IPvé (S,
Addresse | unicast unicast G) G) G)

S

12-profile-one 288K 16K 8K 8K 8K 4K 4K



Table 25: Unified Forwarding Table Profiles on EX4600 and QFX5100 Switches (Continued)

Profile Name MAC Host Table (unicast and multicast addresses)

Table
12-profile-two 224K 80K 40K 40K 40K 20K 20K
12-profile-three 160K 144K 72K 72K 72K 36K 36K
(default)
13-profile 96K 208K 104K 104K 104K 52K 52K
lpm-profile 32K 16K 8K 8K 8K 4K 4K
1pm-profilewith 32K (stored in | (storedin @ 8K 8K 4K 4K
unicast-in-1pm option LPM LPM

table) table)

Table 26 on page 107 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5110 switches.

Table 26: Unified Forwarding Table Profiles on QFX5110 Switches

Profile Name MAC Host Table (unicast and multicast addresses)

Table

MAC IPv4 IPvé IPv4 (*, G) | IPv4 (S, IPvé6 (*, IPvé (S,

Addresse | unicast unicast G) G) G)

s
12-profile-one 288K 16K 8K 8K 8K 4K 4K
12-profile-two 224K 80K 40K 40K 40K 20K 20K
12-profile-three 160K 144K 72K 72K 72K 36K 36K
(default)

13-profile 96K 208K 104K 104K 104K 52K 52K



Table 27 on page 108 lists the LPM table size variations for the QFX5110 switch depending on the
prefix entries.

Table 27: LPM Table Size Variations on QFX5110 Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 LPM<= /32 IPv6 LPM <= /64 IPv6 LPM > /64
0 16K 8K oK

1 12K 6K 1K

2 8K 4K 2K

3 4K 2K 3K

4 oK oK 4K

Table 28 on page 108 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5200-32C switches.

Table 28: Unified Forwarding Table Profiles on QFX5200-32C Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC IPv4 IPv6 IPv4 (¥, IPv4 (S, IPvé6 (*, IPVé6 (S, Exact-
Address | unicast unicast @ G) G) G) G) Match
es
12-profile-one 136K 8K 4K 4K 4K 2K 2K 0
12-profile-two 104K 40K 20K 20K 20K 10K 10K 0
12-profile-three 72K 72K 36K 36K 36K 18K 18K 0

(default)



Table 28: Unified Forwarding Table Profiles on QFX5200-32C Switches (Continued))

Profile Name MAC Host Table (unicast and multicast addresses)

Table
13-profile 40K 104K 52K 52K 52K 26K 26K 0
lpm-profile 8K 8K 4K 4K 4K 2K 2K 0

Table 29 on page 109 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5200-48Y switches.

Table 29: Unified Forwarding Table Profiles on QFX5200-48Y Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC 1Pv4 IPv6 IPV4 (*, G) IPv4 (S, IPv6 (*,G)  IPv6 (S, G)
Addresses = unicast unicast G)
12-profile-one 136K 8K 4K 4K 4K 2K 2K
12-profile-two 104K 40K 20K 20K 20K 10K 10K
12-profile-three 72K 72K 36K 36K 36K 18K 18K
(default)
13-profile 40K 104K 52K 52K 52K 26K 26K
lpm-profile 8K 8K 4K 4K 4K 2K 2K

Table 30 on page 109 lists the LPM table size variations for the QFX5200-48Y switch depending on the
prefix entries.

Table 30: LPM Table Size Variations on QFX5200-48Y Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 LPM<= /32 IPv6 LPM <= /64 IPv6 LPM > /64



Table 30: LPM Table Size Variations on QFX5200-48Y Switches (Continued)

Profile Name Prefix Entries

0 16K 8K oK
1 12K 6K 1K
2 8K 4K 2K
3 40K 2K 3K
4 oK oK 4K

Table 31 on page 110 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5210-64C switches.

Table 31: Unified Forwarding Table Profiles on QFX5210-64C Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC IPv4 IPvé6 IPv4 (%, IPv4 (S, IPv6 (%, IPV6 (S, Exact
Address | unicast unicast G) G) G) G) Match
es
12-profile-one 264K 8K 4K 4K 4K 2K 2K OK
12-profile-two 200K 72K 36K 36K 36K 18K 18K OK
12-profile-three 136K 136K 72K 72K 72K 36K 36K OK
(default)
13-profile 72K 200K 100K 100K 100K 50K 50K OK

Table 32 on page 111 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on EX4650 and QFX5120 switches.



Table 32: Unified Forwarding Table Profiles on EX4650 and QFX5120 Switches

Profile Name MAC Host Table (unicast and multicast addresses)

Table

MAC IPv4 IPv6 IPv4 (*,G) | IPv4 (S, IPv6 (*, G) | IPV6 (S, G)

Addresse | unicast unicast G)

s
12-profile-one 288K 16K 8K 8K 8K 4K 4K
12-profile-two 224K 80K 40K 40K 40K 20K 20K
12-profile-three 160K 144K 72K 72K 72K 36K 36K
(default)
13-profile 96K 208K 104K 104K 104K 52K 52K
lpm-profile 32K 16K 8K 8K 8K 4K 4K

Table 33 on page 111 lists the LPM table size variations for the QFX5210-64C switch depending on the
prefix entries.

Table 33: LPM Table Size Variations on QFX5210-64C Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 LPM<= /32 IPv6 LPM <= /64 IPv6 LPM > /64
0 32K 16K 0K

1 28K 14K 1K

2 24K 12K 2K

3 20K 10K 3K



Table 33: LPM Table Size Variations on QFX5210-64C Switches (Continued)

Profile Name Prefix Entries

Table 34 on page 112 lists the Layer 3 Defip table size variations for the EX4650 and QFX5120 switches
depending on the changing IPv6/128 prefix entries.

Table 34: LPM Table Size Variations on EX4650 and QFX5120 Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 LPM<= /32 IPv6 LPM <= /64 IPv6 LPM > /64
0 32K 16K oK

2 24K 12K 2K

4 16K 8K 4K

6 8K 4K 6K

8 oK OK 8K

Unified Forwarding Table Profiles on QFX5130 and QFX5700 Switches for Junos OS
Evolved Releases

You can configure a forwarding-profile for the unified forwarding table on QFX5130 and QFX5700
switches using the forwarding-profile configuration statement at the [edit system packet-forwarding-
options] hierarchy level for Junos OS Evolved.

@ NOTE: Only the host-profile unified forwarding profile is recommended with EVPN-
VXLAN configurations.



For VXLAN, each Layer 2-MAC uses 2X entries width in the L2 table. Hence the VXLAN
L2 mac scale will be half of the L2-mac scale. For higher L2 mac scale the host-profile is
recommended.

user@switch# set system packet-forwarding-options forwarding-profile ?
Possible completions:
+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups

default-profile Refer 'show pfe uft-profile-info' for profile info; restarts PFE
host-acl-profile Refer 'show pfe uft-profile-info' for profile info; restarts PFE
host-profile Refer 'show pfe uft-profile-info' for profile info; restarts PFE
lpm-profile Refer 'show pfe uft-profile-info' for profile info; restarts PFE

You can view the scale per profile using the show pfe uft-profile-info command.

user@switch> show pfe uft-profile-info
SENT: Ukern command: show evo-pfemand uft profile-info

PFE UFT Profiles

default-profile lpm-profile host-profile host-acl-profile

IPV4-host 32K 32K 160K 160K
IPV4-1pm 720K 1.24M 72K 65K
IPV6-host 16K 16K 80K 80K
IPV6-1pm 550K 868K 50K 22K
L2-mac 32K 32K 160K 160K
FP-compression 18K 0 0 18K
ARP-overlay 32K 64K 32K 32K
ARP-underlay 32K 0 32K 32K
L3-mcast v4 16K 16K 32K 32K
L3-mcast v6 8K 8K 16K 16K

Tunnels Supported No support  Supported Supported




Table 35: Unified Forwarding Table Profiles on QFX5130 and QFX5700 Switches

Profile Applications = Default profile LPM-profile Host-profile Host-ACL-profile
Feature

Layer 2-MAC 32K 32K 160K 160K
Layer 3 Host = 32K 32K 160K 160K
Unicast -IPv4

Layer 3 Host = 16K 16K 80K 80K
Unicast -IPvé6

IPv4 LPM 720K 1.24M 72K 65K

IPv6 LPM <= /64 550K 868K 50K 22K

IPv6 LPM > /64 335K 495K 22K 12K
FP-compression 18K 0 0 18K

ARP & NDP 32K 61K 32K 32K

VRF upto 8K upto 12K upto 8K upto 4K
Layer 3 Multicast 8K 8K 16K 16K

IPv4

Layer 3 Multicast @ 4K 4K 8K 8K

IPv6

Tunnels Supported Not Supported Supported Supported

(VXLAN and GRE)

@ NoTE:



1. When the host capacity is exceeded, the host unicast routes (IPv4 and IPvé) roll-over
to the LPM table.

2. LPM profile does not support tunnels (vxlan, gre etc) due to which an overlay next-
hop scale increases to 64K resulting in increasing ARP/NDP scale to 61K.

Understanding Ternary Content Addressable Memory (TCAM) and Longest Prefix
Match Entries

You can further customize non-LPM profiles by configuring the space available for ternary content
addressable memory (TCAM) to allocate more memory for longest prefix match entries. You can change
the number of entries allocated to these IPvé6 addresses, essentially allocating more or less space for
LPM IPv4 entries with any prefix length or IPvé6 entries with prefix lengths of 64 of shorter. For more
information about how to change the default parameters of the TCAM memory space for LPM entries,
see "Configuring the Unified Forwarding Table on Switches" on page 121.

@ NOTE: The option to adjust TCAM space is not supported on the longest prefix match
(LPM) or custom profiles. However, for the LPM profile, you can configure TCAM space
not to allocate any memory for IPvé entries with prefix lengths of 65 or longer, thereby
allocating that memory space only for IPv4 routes or IP routes with prefix lengths equal
to or less than 64 or a combination of the two types of prefixes.

@ NOTE: Starting with Junos OS Release 18.1R1 on QFX5210 switches, you can configure
TCAM space to allocate a maximum of 8,000 IPvé entries with prefix lengths of 65 or
longer. The default value is 2,000 entries. Starting with Junos OS Release 13.2X51-D15,
you can configure TCAM space to allocate a maximum of 4,000 IPvé entries with prefix
lengths of 65 or longer. The default value is 1,000 entries. Previous to Junos OS Release
13.2X51-D15, you could allocate only a maximum of 2,048 entries for IPvé the IPvé
prefixes with lengths in the range /65 to /127 range. The default value was 16 entries
for these types of IPvé prefixes.

On Junos OS Releases 13.2x51-D10 and 13.2x52D10, the procedure to change the
default value of 16 entries differs from later releases, where the maximum and default
values are higher. For more information about that procedure, see "Configuring the
Unified Forwarding Table on Switches" on page 121

Host Table Example for Profile with Heavy Layer 2 Traffic

Table 36 on page 116 lists various valid combinations that the host table can store if you use the 12-
profile-one profile on EX4600 and QFX5100 switches. This profile allocates the percentage of memory to



Layer 2 addresses. Note that the default values might be different on other switches. Each row in the

table represents a case in which the host table is full and cannot accommodate any more entries.

Table 36: Example Host Table Combinations Using 12-profile-one on EX4600 and QFX5100 Switches

IPv4 unicast = IPv6 unicast

16K

12K

12K

8K

4K

2K

4K

2K

4K

IPv4 multicast (*,

2K

2K

G)

IPv4 multicast (S,

2K

2K

G)

IPv6 multicast (*,

1K

G)

IPv6 multicast (S,
G)

1K

Example: Configuring a Unified Forwarding Table Custom Profile
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Traditionally, forwarding tables have been statically defined and have supported only a fixed number of

entries for each type of address. The Unified Forwarding Table (UFT) feature enables you to optimize

how forwarding-table memory is allocated to best suit the needs of your network. This example shows

how to configure a Unified Forwarding Table profile that enables you to partition four shared hash



memory banks among three different types of forwarding-table entries: MAC addresses, Layer 3 host
addresses, and longest prefix match (LPM).

The UFT feature also supports five profiles that each allocate a specific maximum amount of memory for
each type of forwarding table entry. Some profiles allocate more memory to Layer 2 entries, while other
profiles allocate more memory to Layer 3 or LPM entries. The maximum values for each type of entry
are fixed in these profiles. With the custom profile, you can designate one or more shared memory
banks to store a specific type of forwarding-table entry. You can configure as few as one or as many as
four memory banks in a custom profile. The custom profile thus provides even more flexibility in
enabling you to allocate forwarding-table memory for specific types of entries.

Requirements

This example uses the following hardware and software components:
e One QFX5200 switch

e Junos OS Release 15.1x53-D30 or later.

Before you configure a custom profile, be sure you have:

e Configured interfaces

Overview

The Unified Forwarding Table custom profile enables you to allocate forwarding-table entries among
four banks of shared hash tables with a total memory equal to 128,000 unicast IPv4 addresses, or
32,000 entries for each bank. Specifically, you can allocate one or more of these shared banks to store a
specific type of forwarding-table entry. The custom profile does not affect the dedicated hash tables.
Those tables remain fixed with 8,000 entries allocated to Layer 2 addresses, the equivalent of 8,000
entries allocated to IPv4 addresses, and the equivalent of 16,000 entries allocated to longest prefix
match (LPM) addresses.

In this example, you allocate two memory banks to Layer 3 host addresses, and two memory banks to
LPM entries. This means that no shared hash table memory is allocated for Layer 2 addresses. Only the
dedicated hash table memory is allocated for Layer 2 addresses in this scenario.

Configuration

IN THIS SECTION

CLI Quick Configuration | 118
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Configuring the Allocation of Shared Memory Banks | 119



Results | 119

To configure a custom profile for the Unified Forwarding Table feature on a QFX5200 switch that
allocates two shared memory banks for Layer 3 host address and two shared memory banks for LPM
entries, perform these tasks:

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter comnit from configuration mode. A
commit check is performed to ensure that you have allocated forwarding-table space for no more than
four memory banks.

A CAUTION: When you configure and commit a profile, the Packet Forwarding Engine
restarts and all the data interfaces on the switch go down and come back up.

user@switch# set chassis forwarding-options custom-profile
user@switch# set chassis forwarding-options custom-profile 12-entries num-banks @
user@switch# set chassis forwarding-options custom-profile 13-entries num-banks 2

user@switch# set chassis forwarding-options custom-profile lpm-entries num-banks 2

Configuring the Custom Profile

Step-by-Step Procedure

To create the custom profile:

1. Specify the custom-profile option.

[edit chassis forwarding-options]
user@switch# set custom-profile



Configuring the Allocation of Shared Memory Banks

Step-by-Step Procedure

To allocate memory for specific types of entries for the shared memory banks:

1. Specify to allocate no shared bank memory for Layer 2 entries.

[edit chassis forwarding-options custom-profile]

user@switch# set 12-entries num-banks 0

2. Specify to allocate two shared memory banks (or the equivalent of 64,000 IPv4 entries) for Layer 3
host entries.

[edit chassis forwarding-options custom-profile]
user@switch# set 13-entries num-banks 2

3. Specify to allocate two shared memory banks (or the equivalent of 64,000 IPv4 entries) for LPM
entries.

[edit chassis forwarding-options custom-profile]

user@switch# set lpm-entries numer-banks 2

Results

From configuration mode, confirm your configuration by entering the show chassis forwarding-options
command. If the output does not display the intended configuration, repeat the instructions in this
example to correct the configuration.

user@switch# show chassis forwarding-profile
custom-profile {
12-entries {
num-banks 0;
}
13-entries {
num-banks 2;
}
lpm-entries {
num-banks 2



If you are done configuring the switch, enter commit from configuration mode

A CAUTION: The Packet Forwarding Engine will restart and all the data interfaces on the
switch will go down and come back up.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.
Checking the Parameters of the Custom Profile
Purpose

Verify that the custom profile is enabled.

Action

user@switch> show chassis forwarding-options
UFT Configuration:
custom-profile

Configured custom scale:

Entry type Total scale(K)
L2(mac) 8

L3 (unicast & multicast) 72

Exact Match 0

Longest Prefix Match (1lpm) 80

num-65-127-prefix = 1K

Entry type Dedicated Bank Size(K) Shared Bank Size(K)
L2 (mac) 8 32 * num shared banks



L3 (unicast & multicast 8 32 x num shared banks

Exact match 0 16 * num shared banks
Longest Prefix match(1lpm) 16 32 * num shared banks
Meaning

The output shows that the custom profile is enabled as configured with two shared memory banks
designated for Layer 3 host entries; two shared memory banks designated for LPM entries; and no
shared memory allocated for Layer 2 entries.

The total scale(K) field shows the total allocation of memory, that is, the amount allocated through the
shared memory banks plus the amount allocated through the dedicated hash tables. The amount
allocated through the dedicated hash tables is fixed and cannot be changed. Therefore, Layer 2 entries
have 8K of memory allocated only through the dedicated hash table. Layer 3 host entries have 64K of
memory allocated through two shared memory banks plus 8K through the dedicated hash table, for a
total of 72K of memory. LPM entries have 64K of memory allocated through two shared memory banks
plus 16K through the dedicated hash table, for a total of 80K of memory.

Configuring the Unified Forwarding Table on Switches

IN THIS SECTION

Configuring a Unified Forwarding Table Profile | 122

Configuring the Memory Allocation for Longest Prefix Match Entries | 123

Traditionally, forwarding tables have been statically defined and have supported only a fixed number of
entries for each type of address stored in the tables. The Unified Forwarding Table feature lets you
optimize how your switch allocates forwarding-table memory for different types of addresses. You can
choose one of five unified forwarding table profiles. Each profile allocates a different maximum amount
of memory for Layer 2, Layer 3 host, and longest prefix match (LPM) entries. In addition to selecting a
profile, you can also select how much additional memory to allocate for LPM entries.

Two profiles allocate higher percentages of memory to Layer 2 addresses. A third profile allocates a
higher percentage of memory to Layer 3 host address, while a fourth profile allocates a higher
percentage of memory to LPM entries. There is a default profile configured that allocates an equal
amount of memory to Layer 2 and Layer 3 host addresses with the remainder allocated to LPM entries.
For a switch in a virtualized network that handles a great deal of Layer 2 traffic, you would choose a



profile that allocates a higher percentage of memory to Layer 2 addresses. For a switch that operates in
the core of the network, you would choose a profile that allocates a higher percentage of memory to
LPM entries.

On QFX5200 and QFX5210-64C switches only, you can also configure a custom profile that allows you
to partition shared memory banks among the different types of forwarding table entries. On QFX5200
switches, these shared memory banks have a total memory equal to 128,000 IPv4 unicast addresses. On
QFX5210 switches, these shared memory banks have a total memory equal to 256,000 IPv4 unicast
addresses. For more information about configuring the custom profile, see "Example: Configuring a
Unified Forwarding Table Custom Profile" on page 116.

Configuring a Unified Forwarding Table Profile
To configure a unified forwarding table profile:

Specify a forwarding-table profile.

[edit chassis forwarding-options]
user@switch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 2 traffic:

[edit chassis forwarding-options]
user@switch# set 12-profile-one

A CAUTION: When you configure and commit a profile, in most cases the Packet
Forwarding Engine automatically restarts and all the data interfaces on the switch go
down and come back up (the management interfaces are unaffected).

Starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual Chassis
or Virtual Chassis Fabric (VCF) comprised of EX4600 or QFX5100 switches, the Packet
Forwarding Engine in member switches does not automatically restart upon configuring
and committing a unified forwarding table profile change. This behavior avoids Virtual
Chassis or VCF instability after the change propagates to member switches and multiple
Packet Forwarding Engines automatically restart at the same time. Instead, a message is
displayed at the CLI prompt and logged to the switch’s system log to notify you that the
profile change does not take effect until the next time you reboot the Virtual Chassis or
VCF. We recommend that you plan to make profile changes only when you can perform
a Virtual Chassis or VCF system reboot immediately after committing the configuration
update. Otherwise, the Virtual Chassis or VCF could become inconsistent if one or more



members have a problem and restart with the new configuration before a planned
system reboot activates the change on all members.

NOTE: You can configure only one profile for the entire switch.

NOTE: The 12-profile-three is configured by default.

NOTE: If the host table stores the maximum number of entries for any given type, the
entire table is full and is unable to accommodate any entries of any other type. Keep in
mind that an IPvé unicast address occupies twice as much memory as an IPv4 unicast
address, and an IPvé multicast address occupies four times as much memory as an IPv4
unicast address.

Configuring the Memory Allocation for Longest Prefix Match Entries
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Configuring the LPM Table With Junos OS Releases 13.2X51-D10 and 13.2X52-D10 | 124
Configuring the LPM Table With Junos OS Release 13.2x51-D15 and Later | 125

In addition to choosing a profile, you can further optimize memory allocation for longest prefix match
(LPM) entries by configuring how many IPvé prefixes to store with lengths from /65 through /127. The
switch uses LPM entries during address lookup to match addresses to the most-specific (longest)
applicable prefix. Prefixes of this type are stored in the space for ternary content addressable memory
(TCAM). Changing the default parameters makes this space available for LPM entries. Increasing the
amount of memory available for these IPvé6 prefixes reduces by the same amount how much memory is
available to store IPv4 unicast prefixes and IPvé prefixes with lengths equal to or less than 64.

The procedures for configuring the LPM table are different, depending on which version of Junos OS
you are using. In the initial releases that UFT is supported, Junos OS Releases 13.2X51-D10 and
13.2X52-10, you can only increase the amount of memory allocated to IPvé prefixes with lengths

from /65 through /127 for any profile, except for 1pm-profile. Starting with Junos OS Release 13.2X51-
D15, you can also allocate either less or no memory for IPvé prefixes with lengths in the range /65
through /127, depending on which profile is configured. For the 1pn-profie, however, the only change you
can make to the default parameters is to allocate no memory for these types of prefixes.



Configuring the LPM Table With Junos OS Releases 13.2X51-D10 and 13.2X52-D10
In Junos OS Releases 13.2x51-D10 and 13.2X52-D10, by default, the switch allocates memory for 16

IPv6 with prefixes with lengths in the range /65 through /127. You can configure the switch to allocate
more memory for IPv6 prefixes with lengths in the range /65 through /127.

To allocate more memory for IPvé prefixes in the range /65 through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]

user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 2 traffic:

[edit chassis forwarding-options]

user@swtitch# set 12-profile-one

2. Select how much memory to allocate for IPvé prefixes in the range /65 through 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 32 IPvé prefixes in the range /65 through 127:

[edit chassis forwarding-options 12-profile-one]
user@switch# set num-65-127-prefix 2

@ NOTE: When you configure and commit the num-65-127-prefix number statement, all the
data interfaces on the switch restart. The management interfaces are unaffected.

The num-65-127-prefix number statement is not supported on the lpm-profile.



Configuring the LPM Table With Junos OS Release 13.2x51-D15 and Later
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Configuring Layer 2 and Layer 3 Profiles With Junos OS Release 13.2x51-D15 or Later

Starting in Junos OS Release 13.2X51-D15, you can configure the switch to allocate forwarding table
memory for as many as 4,000 IPvé6 prefixes with lengths in the range /65 through /127 for any profile
other than the 1pm-profile or custom-profile. You can also specify to allocate no memory for these IPvé
entries. The default is 1,000 entries for IPvé6 prefixes with lengths in the range /65 through /127.
Previously, the maximum you could configure was for 2,048 entries for IPv6 prefixes with lengths in the
range /65 through /127. The minimum number of entries was previously 16, which was the default.

To specify how much forwarding table memory to allocate for IPvé prefixes with length in the range /65
through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]

user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 2 traffic:

[edit chassis forwarding-options]
user@swtitch# set 12-profile-one

2. Select how much memory to allocate for IPvé prefixes in the range /65 through 127.

[edit chassis forwarding-options profile-namel
user@swtitch# set num-65-127-prefix number



For example, to specify to allocate memory for 2,000 IPvé prefixes in the range /65 through 127:

[edit chassis forwarding-options 12-profile-one]

user@switch# set num-65-127-prefix 2

Starting with Junos OS Release 13.2X51-D15, you can use the num-65-127-prefix statement to allocate

entries. Table 14 shows the numbers of entries that you can allocate. Each row represents a case in

which the table is full and cannot accommodate any more entries.

Table 37: LPM Table Combinations for L2 and L3 profiles With Junos OS 13.2X51-D15 and Later

num-65-127-prefix Value = IPv4 Entries IPv6 Entries (Prefix <= 64) = IPv6 Entries (Prefix >= 65)
0 16K 8K OK
1 (default) 12K 6K 1K
2 8K 4K 2K
3 4K 2K 3K
4 OK OK 4K

CAUTION: When you configure and commit a profile change with the num-65-127-prefix
number statement, the Packet Forwarding Engine automatically restarts and all the data
interfaces on the switch go down and come back up (the management interfaces are
unaffected).

However, starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, Packet
Forwarding Engines on switches in a Virtual Chassis or Virtual Chassis Fabric (VCF) do
not automatically restart upon configuring a unified forwarding table profile change. This
behavior avoids Virtual Chassis or VCF instability after the change propagates to
member switches and multiple Packet Forwarding Engines automatically restart at the
same time. Instead, a message is displayed at the CLI prompt and logged to the switch’s
system log to notify you that the profile change does not take effect until the next time
you reboot the Virtual Chassis or VCF. We recommend that you plan to make profile
changes only when you can perform a Virtual Chassis or VCF system reboot immediately



after committing the configuration update. Otherwise, the Virtual Chassis or VCF could
become inconsistent if one or more members have a problem and restart with the new
configuration before a planned system reboot activates the change on all members.

Configuring the Ipm-profile With Junos OS Release 13.2x51-D15 and Later

Starting with Junos OS Release 13.2X51-D15 you can configure the 1pm-profile profile not to allocate
any memory for IPv6 entries with prefix lengths from /65 through /127. These are the default maximum
values allocated for LPM memory for the 1pm-profile by address type:

o 128K of IPv4 prefixes

e 16K of IPvé prefixes (all lengths)

@ NOTE: The memory allocated for each address type represents the maximum default
value for all LPM memory.

To configure the 1pm-profile not to allocate forwarding-table memory for IPv6 entries with prefixes
from /65 through /127, thus allocating more memory for IPv4:

Specify to disable forwarding-table memory for IPvé prefixes with lengths in the range /65 through /
127.

[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable

For example, on the QFX5100 and EX4600 switches only, if you use the prefix-65-127-disable option,
each of the following combinations are valid:

e 100K IPv4 and 28K IPv6 /64 or shorter prefixes.
o 64K IPv4 and 64K IPvé6 /64 or shorter prefixes.
e 128K IPv4 and OK IPvé6 /64 or shorter prefixes.

e OKIPv4 and 128K IPvé6 /64 or shorter prefixes.

@ NOTE: On the QFX5200 switches, when you configure the prefix-65-127-disable
statement, the maximum number of IPvé entries with prefixes equal to or shorter than
64 is 98,000.



Configuring the Ipm-profile With Junos OS Release 14.1x53-D30 and Later

Starting in Junos OS Release 15.1X53-D30, you can configure the 1pn-profile profile to store unicast
IPv4 and IPv6 host addresses in the LPM table , thereby freeing memory in the host table. Unicast IPv4
and IPvé addresses are stored in the LPM table instead of the host table, as shown in Table 15 for
QFX5100 and EX4600 switches. (Platform support depends on the Junos OS release in your
installation.) You can use this option in conjunction with the option to allocate no memory in the LPM
table for IPvé entries with prefix lengths in the range /65 through /127. Together, these options
maximize the amount of memory available for IPv4 unicast entries and IPvé6 entries with prefix lengths
equal to or less than 64.

Table 38: Ipm-profile with unicast-in-lpm Option for QFX5100 and EX4600 Switches

prefix-65- MAC Host Table (multicast addresses) LPM Table unicast
127-disable Table addresses)

MAC | IPv4 IPvé IPv4 (*, | IPv4 IPvé IPvé IPv4 IPvé IPvé

unicast = unicas @ G) (S, G) (*, G) (S, G) unicas = unicast = unicas
t t (</65) 't
(>/64)
No 32K 0 0 8K 8K 4K 4K 128K 16K 16K
Yes 32K 0 0 8K 8K 4K 4K 128K 128K 0

Starting with Junos Release 18.1R1, you cannot set configure a prefix for the num-65-127-prefix statement
on non-LPM profiles. You can only enable or disable the prefix-65-127-disable statement for the lpn-

profile.
Table 16 lists the situations in which the prefix-65-127-disable statement should be enabled or disabled.

Table 39: LPM Table Size Variations on QFX5200-48Y Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 <= /32 IPv6 <= /64 IPv6 > /64

Enabled > 128K (minimum 98K OK
guaranteed)

Disabled 128K 16K 16K



On QFX5120 and EX4600 switches, you cannot set configure a prefix for the num-65-127-prefix statement
on non-LPM profiles. You can only enable or disable the prefix-65-127-disable statement for the lpm-profile

Table 17 lists the situations in which the prefix-65-127-disable statement should be enabled or disabled.

Table 40: LPM Table Size Variations on QFX5120 and EX4650 Switches

Profile Name Prefix Entries

prefix-65-127-disable IPv4 <= /32 IPv6 <= /64 IPv6 > /64

Enabled 351K (360,000 168K (172,000 OK
approximate) approximate)

Disabled 168K (172,000 64K (65,524 64K (65,524
approximate) approximate) approximate)

Note that all entries in each table share the same memory space. If a table stores the maximum number
of entries for any given type, the entire shared table is full and is unable to accommodate any entries of
any other type. For example, if you use the the unicast-in-1pm option and there are 128K IPv4 unicast
addresses stored in the LPM table, the entire LPM table is full and no IPv6 addresses can be stored.
Similarly, if you use the unicast-in-1pm option but do not use the prefix-65-127-disable option, and 16K IPvé
addresses with prefixes shorter than /65 are stored, the entire LPM table is full and no additional
addresses (IPv4 or IPvé6) can be stored.

To configure the lpm-profile to store unicast IPv4 entries and IPvé6 entries with prefix lengths equal to or
less than 64 in the LPM table:

1. Specify the option to store these entries in the LPM table.
[edit chassis forwarding-options lpm-profile]
user@switch# set unicast-in-lpm

2. (Optional) Specify to allocate no memory for in the LPM table for IPvé prefixes with length in the
range /65 through /127:

[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable



Configuring Non-LPM Profiles on QFX5120 and EX4650 Switches

For non-LPM profiles, each profile provides the option of reserving a portion of the 16K L3-defip table
to store IPv6 Prefixes > 64. Because these are 128-bit prefixes, you can have maximum of 8k IPv6/128
entries in the |3-defip table.

1. Choose a forwarding table profile.

[edit chassis forwarding-options]
user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 3 traffic:

[edit chassis forwarding-options]
user@swtitch# set 13-profile
2. Select how much memory to allocate for IPv6 prefixes in the range /65 through 127.

[edit chassis forwarding-options profile-namel
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 2,000 IPvé prefixes in the range /65 through 127:

You can choose between 0 and 4, 1 being the default.

[edit chassis forwarding-options 13-profile]

user@switch# set num-65-127-prefix 1

Understand and Configure the Unified Forwarding Table
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Use the Unified Forwarding Table to Optimize Address Storage

ACX5048 and ACX5096 routers support the use of a unified forwarding table to optimize address
storage. This feature gives you the flexibility to configure your router to match the needs of your
particular network environment. You can control the allocation of forwarding table memory available to
store the following entries:

e MAC addresses
e Layer 3 host entries
e Longest prefix match (LPM) table entries

You can use five predefined profiles (I12-profile-one, 12-profile-two, 12-profile-three, 13-profile, Ipm-
profile) to allocate the table memory space differently for each of these entries. The sizes of the Layer 2
MAC address table, Layer 3 host entry table, and Layer 3 LPM table are decided based on the selected
profile. You can configure and select the profiles that best suits your network environment needs.

Table 18 illustrates the predefined profiles in the unified forwarding table and the respective table sizes.

Table 41: Unified Forwarding Table Profiles

Profile Layer 2 MAC Address Table Layer 3 Host Table Layer 3 LPM Table
12-profile-one 288 K 16 K 16 K
12-profile-two 224 K 80 K 16 K
12-profile-three (default) 160 K 144 K 16 K

I13-profile 96 K 208 K 16 K

Ipm-profile 32K 16 K 128 K

IPv4 unicast, IPvé6 unicast, IPv4 multicast, and IPvé multicast route addresses share the Layer 3 host
entry table. If the host table stores the maximum number of entries for any given type, the entire table is
full and is unable to accommodate any entries of any other type. The IPv4 multicast and IPvé unicast
addresses occupy double the space as that occupied by IPv4 unicast entries, and IPv6 multicast
addresses occupy four times the space of the IPv4 unicast addresses. Table 19 shows the Layer 3 host
table size for each profile.



Table 42: Layer 3 Host Table

Profile

12-profile-one

12-profile-two

12-profile-three (default)

I13-profile

Ipm-profile

Layer 3 Host Table

IPv4 Unicast

16 K

80 K

144K

208 K

16 K

IPv4 Multicast

8K

40K

72K

104 K

8K

IPv6 Unicast

8 K

40K

72K

104 K

8K

IPv6 Multicast

4K

20K

36 K

52K

4K

The Layer 3 LPM table is shared between IPv4 route prefixes and IPvé route prefixes. Table 20

illustrates the size of the table for different profiles of the IPv4 and IPv4 addresses in the Layer 3 LPM

table. When unicast reverse-path forwarding (unicast RPF) is enabled, the table size reduces to half.

Table 43: Layer 3 LPM Table

Profile

12-profile-one

12-profile-two

12-profile-three (default)

I13-profile

Ipm-profile

Layer 3 LPM Table

IPv4 Unicast

16 K

16 K

16 K

16 K

128 K

IPvé6 Unicast (Prefix <= /64)

8K

8K

8K

8K

40K

4K

4K

4K

4K

8K

IPvé6 Unicast (Prefix > /64)



By default, there is no space allocated for IPvé prefix address longer than /64 in the LPM table.
Therefore, prefix address longer than /64 are not allowed in the table by default. The entire table is
available for IPv4 addresses and for IPvé6 addresses that have prefixes shorter than /64. You can provide
space in the table for addresses with prefixes longer than /64 by using CLI configuration. The number of
entries reserved for these prefixes is configured in multiples of 16.

Configure the Unified Forwarding Table to Optimize Address Storage Using Profiles

You can use five predefined profiles (I12-profile-one, 12-profile-two, 12-profile-three, 13-profile, Ipm-
profile) to allocate the table memory space. The sizes of the Layer 2 MAC address table, Layer 3 host
entry table, and Layer 3 LPM table are decided based on the selected profile. You can configure and
select the profiles that best suits your network environment needs.

1. To configure the profile that you want, enter the following statement:

[edit]
user@host# set chassis forwarding-options profile-name profile-name
2. Commit the profile.

[edit]
user@host# commit

@ NOTE: When you configure and commit a profile, the Packet Forwarding Engine (PFE)
process restarts and all the data interfaces on the router go down and come back up.

The settings for 12-profile-three are configured by default. That is, if you do not configure the forwarding-
options chassis profile-name statement, the 12-profile-three profile settings are configured.

Configuring Forwarding Mode on Switches

By default, switches forward packets using store-and-forward mode. You can configure all the interfaces
to use the cut-through mode instead, and thereby reduce the time of packet switching.



To enable cut-through switching mode, enter the following statement:

[edit forwarding-options]
user@switch# set cut-through

SEE ALSO

‘ cut-through

Disabling Layer 2 Learning and Forwarding
Disabling dynamic MAC learning on an MX Series router or an EX Series switch prevents all the logical
interfaces on the router or switch from learning source and destination MAC addresses.

To disable MAC learning for an MX Series router or an EX Series switch, include the global-no-mac-learning
statement at the [edit protocols 12-learning] hierarchy level:

[edit protocols 12-learning]

global-no-mac-learning;

For information about how to configure a virtual switch, see Configuring a Layer 2 Virtual Switch .

SEE ALSO

Understanding Layer 2 Learning and Forwarding
Configuring the MAC Table Timeout Interval
Enabling MAC Accounting

Limiting the Number of MAC Addresses Learned from Each Logical Interface

Change History Table


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/forwarding-options-edit-po.html

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release

18.1R1

18.1R1

18.1R1

18.1R1

14.1X53-D40

13.2X51-D15

13.2X51-D15

13.2X51-D15

13.2X51-D15

Description

Starting with Junos OS Release 18.1R1 on the QFX5210-64C switch, for all these profiles, except
for the 1pm-profile, the longest prefix match (LPM) table size is equal to 32,000 IPv4 entries.

Starting with Junos OS Release 18.3R1 on the QFX5120 and EX4650 switches, for all these

profiles except for the 1pm-profile, the longest prefix match (LPM) table size is equal to 32,000
IPv4 entries.

Starting with Junos OS Release 18.1R1 on QFX5210 switches, you can configure TCAM space to
allocate a maximum of 8,000 IPvé6 entries with prefix lengths of 65 or longer. The default value is
2,000 entries.

Starting with Junos Release 18.1R1, you cannot set configure a prefix for the num-65-127-prefix
statement on non-LPM profiles. You can only enable or disable the prefix-65-127-disable statement

for the 1pm-profile.

Starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual Chassis or Virtual
Chassis Fabric (VCF) comprised of EX4600 or QFX5100 switches, the Packet Forwarding Engine in
member switches does not automatically restart upon configuring and committing a unified
forwarding table profile change.

Starting with Junos OS Release 13.2X51-D15, you can configure TCAM space to allocate a
maximum of 4,000 IPvé entries with prefix lengths of 65 or longer. The default value is 1,000
entries.

Starting with Junos OS Release 13.2X51-D15, you can also allocate either less or no memory for
IPvé6 prefixes with lengths in the range /65 through /127, depending on which profile is configured.

Starting in Junos OS Release 13.2X51-D15, you can configure the switch to allocate forwarding
table memory for as many as 4,000 IPvé prefixes with lengths in the range /65 through /127 for

any profile other than the 1pm-profile or custom-profile.

Starting with Junos OS Release 13.2X51-D15, you can use the num-65-127-prefix statement to
allocate entries.


https://apps.juniper.net/feature-explorer/
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Network switches use Layer 2 bridging protocols to discover the topology of their LAN and to forward
traffic toward destinations on the LAN. This topic explains the following concepts regarding bridging and
VLANS:

@

NOTE: For Ethernet, Fast Ethernet, Tri-Rate Ethernet copper, Gigabit Ethernet, 10-
Gigabit Ethernet, and aggregated Ethernet interfaces supporting VPLS, the Junos OS
supports a subset of the IEEE 802.1Q standard for channelizing an Ethernet interface
into multiple logical interfaces, allowing many hosts to be connected to the same Gigabit
Ethernet switch, but preventing them from being in the same routing or bridging domain.

Benefits of Using VLANs

In addition to reducing traffic and thereby speeding up the network, VLANs have the following

advantages:

¢ VLANSs provide segmentation services traditionally provided by routers in LAN configurations,

thereby reducing hardware equipment costs.

Packets coupled to a VLAN can be reliably identified and sorted into different domains. You can
contain broadcasts within parts of the network, thereby freeing up network resources. For example,
when a DHCP server is plugged into a switch and starts broadcasting its presence, you can prevent
some hosts from accessing it by using VLANSs to split up the network.

For security issues, VLANs provide granular control of the network because each VLAN is identified
by a single IP subnetwork. All packets passing in and out of a VLAN are consistently tagged with the
VLAN ID of that VLAN, thereby providing easy identification, because a VLAN ID on a packet cannot
be altered.

e VLANSs react quickly to host relocation—this is also due to the persistent VLAN tag on packets.



e On an Ethernet LAN, all network nodes must be physically connected to the same network. In
VLANSs, the physical location of nodes is not important—you can group network devices in any way
that makes sense for your organization, such as by department or business function, types of
network nodes, or physical location.

History of VLANs

Ethernet LANs were originally designed for small, simple networks that primarily carried text. However,
over time, the type of data carried by LANs grew to include voice, graphics, and video. This more
complex data, when combined with the ever-increasing speed of transmission, eventually became too
much of a load for the original Ethernet LAN design. Multiple packet collisions were significantly slowing
down the larger LANs.

The IEEE 802.1D-2004 standard helped evolve Ethernet LANs to cope with the higher data and
transmission requirements by defining the concept of transparent bridging (generally called simply
bridging). Bridging divides a single physical LAN (now called a single broadcast domain) into two or more
virtual LANs, or VLANSs. Each VLANs a collection of some of the LAN nodes grouped together to form
individual broadcast domains.

When VLANSs are grouped logically by function or organization, a significant percentage of data traffic
stays within the VLAN. This relieves the load on the LAN because all traffic no longer has to be
forwarded to all nodes on the LAN. A VLAN first transmits packets within the VLAN, thereby reducing
the number of packets transmitted on the entire LAN. Because packets whose origin and destination are
in the same VLAN are forwarded only within the local VLAN, packets that are not destined for the local
VLAN are the only ones forwarded to other broadcast domains. This way, bridging and VLANSs limit the
amount of traffic flowing across the entire LAN by reducing the possible number of collisions and packet
retransmissions within VLANs and on the LAN as a whole.

How Bridging of VLAN Traffic Works

Because the objective of the IEEE 802.1D-2004 standard was to reduce traffic and therefore reduce
potential transmission collisions for Ethernet, a system was implemented to reuse information. Instead
of having a switch go through a location process every time a frame is sent to a node, the transparent
bridging protocol allows a switch to record the location of known nodes. When packets are sent to
nodes, those destination node locations are stored in address-lookup tables called Ethernet switching
tables. Before sending a packet, a switch using bridging first consults the switching tables to see if that
node has already been located. If the location of a node is known, the frame is sent directly to that node.

Transparent bridging uses five mechanisms to create and maintain Ethernet switching tables on the
switch:

e Learning

e Forwarding



e Flooding
o Filtering
o Aging

The key bridging mechanism used by LANs and VLANSs is /earning. When a switch is first connected to
an Ethernet LAN or VLAN, it has no information about other nodes on the network. As packets are sent,
the switch learns the embedded MAC addresses of the sending nodes and stores them in the Ethernet
switching table, along with two other pieces of information—the interface (or port) on which the traffic
was received on the destination node and the time the address was learned.

Learning allows switches to then do forwarding. By consulting the Ethernet switching table to see
whether the table already contains the frame’s destination MAC address, switches save time and
resources when forwarding packets to the known MAC addresses. If the Ethernet switching table does
not contain an entry for an address, the switch uses flooding to learn that address.

Flooding finds a particular destination MAC address without using the Ethernet switching table. When
traffic originates on the switch and the Ethernet switching table does not yet contain the destination
MAC address, the switch first floods the traffic to all other interfaces within the VLAN. When the
destination node receives the flooded traffic, it can send an acknowledgment packet back to the switch,
allowing it to learn the MAC address of the node and add the address to its Ethernet switching table.

Filtering, the fourth bridging mechanism, is how broadcast traffic is limited to the local VLAN whenever
possible. As the number of entries in the Ethernet switching table grows, the switch pieces together an
increasingly complete picture of the VLAN and the larger LAN—it learns which nodes are in the local
VLAN and which are on other network segments. The switch uses this information to filter traffic.
Specifically, for traffic whose source and destination MAC addresses are in the local VLAN, filtering
prevents the switch from forwarding this traffic to other network segments.

To keep entries in the Ethernet switching table current, the switch uses a fifth bridging mechanism,
aging. Aging is the reason that the Ethernet switching table entries include timestamps. Each time the
switch detects traffic from a MAC address, it updates the timestamp. A timer on the switch periodically
checks the timestamp, and if it is older than a user-configured value, the switch removes the node's
MAC address from the Ethernet switching table. This aging process eventually flushes unavailable
network nodes out of the Ethernet switching table.

Packets Are Either Tagged or Untagged

When an Ethernet LAN is divided into VLANSs, each VLAN is identified by a unique 802.1Q ID. The
number of available VLANs and VLAN IDs are listed below:

e On a switch running ELS software, except EX4100 switch, you can configure 4094 VLANSs using
VLAN IDs 1 through 4094. EX4100 switches support 1022 VLANs. VLAN IDs 0 and 4095 are
reserved by Junos OS and cannot be assigned.



e On a switch running non-ELS software, you can configure 4094 VLANSs using VLAN IDs 1-4094.

Ethernet packets include a tag protocol identifier (TPID) EtherType field, which identifies the protocol
being transported. When a device within a VLAN generates a packet, this field includes a value of
0x8100, which indicates that the packet is a VLAN-tagged packet. The packet also has a VLAN ID field
that includes the unique 802.1Q ID, which identifies the VLAN to which the packet belongs.

Junos OS switches support the TPID value 0x9100 for Q-in-Q on switches. In addition to the TPID
EtherType value of 0x8100, EX Series switches that do not support the Enhanced Layer 2 Software (ELS)
configuration style also support values of 0x88a8 (Provider Bridging and Shortest Path Bridging) and
0x9100 (Q-inQ).

For a simple network that has only a single VLAN, all packets include a default 802.1Q tag, which is the
only VLAN membership that does not mark the packet as tagged. These packets are untagged packets.

@ NOTE: Q-in-Q tunnelling is not supported on NFX150 devices.

Switch Interface Modes—Access, Trunk, or Tagged Access

Ports, or interfaces, on a switch operate in one of three modes:
e Access mode
e Trunk mode

e Tagged-access mode

Access Mode

An interface in access mode connects a switch to a single network device, such as a desktop computer,
an IP telephone, a printer, a file server, or a security camera. Access interfaces accept only untagged
packets.

By default, when you boot a switch that runs Junos OS that supports ELS and uses the factory default
configuration, or when you boot the switch and do not explicitly configure a port mode, all interfaces on
the switch are in access mode and accept only untagged packets from the default VLAN. You can
optionally configure another VLAN and use that VLAN instead of the default VLAN.

On an EX Series switch that does not support ELS, the default VLAN is not created. Therefore, on such
switches, you must explicitly configure at least one VLAN, even if your network is simple and you want
only one broadcast domain to exist. You must also explicitly configure the interface in access mode.
After you assign the interface to a VLAN, the interface functions in access mode.



For switches that run either type of software, you can also configure a trunk port or interface to accept
untagged packets from a user-configured VLAN. For details about native VLAN, see "Trunk Mode and
Native VLAN" on page 142.

Trunk Mode

Trunk mode interfaces are generally used to connect switches to one another. Traffic sent between
switches can then consist of packets from multiple VLANSs, with those packets multiplexed so that they
can be sent over the same physical connection. Trunk interfaces usually accept only tagged packets and
use the VLAN ID tag to determine both the packets’ VLAN origin and VLAN destination.

On an EX Series switch that runs software that does not support ELS, an untagged packet is not
recognized on a trunk port unless you configure additional settings on that port.

On a switch that runs Junos OS that supports ELS, a trunk port recognizes untagged control packets for
protocols such as the Link Aggregation Control Protocol (LACP) and the Link Layer Discovery Protocol
(LLDP). However, the trunk port does not recognize untagged data packets unless you configure
additional settings on that port.

@ NOTE: LACP is not supported on NFX150 devices.

In the rare case where you want untagged packets to be recognized by a trunk port on switches that run
either type of software, you must configure the single VLAN on a trunk port as a native VLAN. For more
information about native VLANSs, see "Trunk Mode and Native VLAN" on page 142.

Trunk Mode and Native VLAN

On an EX Series switch that runs Junos OS that does not support ELS, a trunk port does not recognize
packets that do not include VLAN tags, which are also known an untagged packets. On a switch that
runs Junos OS that supports ELS, a trunk port recognizes untagged control packets, but it does not
recognize untagged data packets. With native VLAN configured, untagged packets that a trunk port
normally does not recognize are sent over the trunk interface. In a situation where packets pass from a
device, such as an IP phone or printer, to a switch in access mode, and you want those packets sent from
the switch over a trunk port, use native VLAN mode. Create a native VLAN by configuring a VLAN ID
for it, and specify that the trunk port is a member of the native VLAN.

The switch’s trunk port will then treat those packets differently than the other tagged packets. For
example, if a trunk port has three VLANSs, 10, 20, and 30, assigned to it with VLAN 10 being the native
VLAN, packets on VLAN 10 that leave the trunk port on the other end have no 802.1Q header (tag).

To configure the native VLAN identifier, see "Layer 2 Networking" on page 2.

You can have the switch add tags for the untagged packets and remove tags from the tagged packets.
For example, if you have two interfaces, and an untagged packet passes into the first interface with a



user-configured native VLAN ID, it passes out of the second interface with the same VLAN ID as the
tagged packet. A tagged packet that passes into the second interface passes out of the first interface as
an untagged packet.

Tagged-Access Mode

Starting in Junos OS Release 15.2, only SRX firewalls and EX Series switches that run Junos OS and in
the non-ELS configuration style support tagged-access mode.

Maximum VLANs and VLAN Members Per Switch

Starting in Junos OS Release 17.3 on QFX10000 switches, the number of vmembers has increased to
256k for integrated routing and bridging interfaces and aggregated Ethernet interfaces.

The number of VLANSs supported per switch varies for each switch. Use the configuration-mode
command set vlans vian-name vlan-id ? to determine the maximum number of VLANSs allowed on a switch.
You cannot exceed this VLAN limit because you have to assign a specific ID number when you create a
VLAN—you could overwrite one of the numbers, but you cannot exceed the limit.

You can, however, exceed the recommended VLAN member maximum for a switch.

On an EX Series switch that runs Junos OS that does not support the ELS configuration style, the
maximum number of VLAN members allowed on the switch is eight times the maximum number of
VLANSs that the switch supports (vmember limit = vlan max * 8). If the configuration of the switch
exceeds the recommended VLAN member maximum, a warning message appears when you commit the
configuration. If you commit the configuration despite the warning, the commit succeeds, but there is a
risk of the Ethernet switching process (eswd) failing as a result of memory allocation failure.

On most switches running Junos OS that supports ELS, the maximum number of VLAN members
allowed on the switch is 24 times the maximum number of VLANs that the switch supports (vmember
limit = vlan max * 24). If the configuration of the switch exceeds the recommended VLAN member
maximum, a warning message appears in the system log (syslog).

The maximum number of VLAN members allowed on these switches are as follows:

e EX2300—8 times the maximum number of VLANSs that the switch supports (vmember limit = vian
max* 8)

e EX3400—16 times the maximum number of VLANSs that the switch supports (vmember limit = vian
max* 16)

e EX4100— times the maximum number of VLANSs that the switch supports (vmember limit = vian max

")



e EX4300—24 times the maximum number of VLANSs that the switch supports (vmember limit = vian
max* 24)

e EX4400— times the maximum number of VLANSs that the switch supports (vmember limit = vian max

")

A QFabric system supports up to 131,008 VLAN members (vmembers) on a single network node group,
server node group, or redundant server node group. The number of vmembers is calculated by
multiplying the maximum number of VLANSs by 32.

For example, to calculate how many interfaces are required to support 4,000 VLANSs, divide the
maximum number of vmembers (128,000) by the number of configured VLANSs (4,000). In this case, 32
interfaces are required.

On network Node groups and server Node groups, you can configure link aggregation groups (LAGs)
across multiple interfaces. Each LAG and VLAN combination is considered a vmember.

@ NOTE: LAG is not supported on NFX150 devices.

A Virtual Chassis Fabric supports up to 512,000 vmembers. The number of vmembers is based on the
number of VLANSs, and the number of interfaces configured in each VLAN.

@ NOTE: You cannot configure a default VLAN on NFX150 devices.

Assigning Traffic to VLANSs

You can assign traffic on any switch to a particular VLAN by referencing either the interface port of the
traffic or the MAC addresses of devices sending traffic.

@ NOTE: Two logical interfaces that are configured on the same physical interface cannot
be mapped to the same VLAN.

Assign VLAN Traffic According to the Interface Port Source

This method is most commonly used to assign traffic to VLANS. In this case, you specify that all traffic
received on a particular switch interface is assigned to a specific VLAN. You configure this VLAN
assignment when you configure the switch, by using either the VLAN number (called a VLAN ID) or by
using the VLAN name, which the switch then translates into a numeric VLAN ID. This method is referred
to ascreating a VLAN membership,because it is the most commonly used method, and is used for
switches running Junos OS that supports ELS. For EX Series switches running Junos OS that do not
support ELS, you can configure the switch only by using the VLAN number.



Assign VLAN Traffic According to the Source MAC Address

In this case, all traffic destined for a specific MAC address is forwarded to a specific egress interface
(next hop) on the switch. MAC-based VLANSs are either static (via configuration) or dynamic (via 802.1X
authentication).

To configure a static MAC-based VLAN on a switch that supports ELS, see "Adding a Static MAC
Address Entry to the Ethernet Switching Table" on page 69.To configure a static MAC-based VLAN on a
switch that does not support ELS, see "Adding a Static MAC Address Entry to the Ethernet Switching
Table" on page 69.

For information about using 802.1X authentication to authenticate end devices and allow access to
dynamic VLANSs configured on a RADIUS server, see Understanding Dynamic VLAN Assignment Using
RADIUS Attributes. You can optionally implement this feature to offload the manual assignment of
VLAN traffic to automated RADIUS server databases.

Forwarding VLAN Traffic

To pass traffic within a VLAN, the switch uses Layer 2 forwarding protocols, including IEEE 802.1Q
spanning-tree protocols.

To pass traffic between two VLANSs, the switch uses standard Layer 3 routing protocols, such as static
routing, OSPF, and RIP. The same interfaces that support Layer 2 bridging protocols also support Layer 3
routing protocols, providing multilayer switching.

To pass traffic from a single device on an access port to a switch and then pass those packets on a trunk

port, use the native mode configuration previously discussed under "Trunk Mode" on page 142.

VLANs Communicate with Integrated Routing and Bridging Interfaces

Traditionally, switches sent traffic to hosts that were part of the same broadcast domain (VLAN) but
routers were needed to route traffic from one broadcast domain to another. Also, only routers
performed other Layer 3 functions such as traffic engineering.

Switches perform inter-VLAN routing functions using an integrated routing and bridging (IRB) interface
named irb These interfaces detect both MAC addresses and IP addresses and route data to Layer 3
interfaces, thereby frequently eliminating the need to have both a switch and a router.

To configure the IRB interface, see "Layer 2 Networking" on page 2.

VPLS Ports

You can configure VPLS ports in a virtual switch instead of a dedicated routing instance of type vpls so
that the logical interfaces of the Layer 2 VLANSs in the virtual switch can handle VPLS routing instance



traffic. Packets received on a Layer 2 trunk interface are forwarded within a VLAN that has the same
VLAN identifier.

SEE ALSO

Understanding FCoE
Interfaces Overview for Switches

Understanding Multiple VLAN Registration Protocol (MVRP) | 815

Understanding Integrated Routing and Bridging | 751

Enabling a VLAN

A VLAN must include a set of logical interfaces that participate in Layer 2 learning and forwarding. You
can optionally configure a VLAN identifier and a Layer 3 interface for the VLAN to also support Layer 3
IP routing. To configure a VLAN, see "Layer 2 Networking" on page 2.

To enable a VLAN, include the following statements:

[edit]
vlans {
vian-name {
interface Interface-name;
13-interface interface-name;
vlan-id (none | all | number);
vlan-id-list [ vlan-id-numbers 1,
vlan-tags outer number inner number);
}
}

You cannot use the slash (/) character in VLAN names. If you do, the configuration does not commit and
an error is generated.

For the vlan-id statement, you can specify either a valid VLAN identifier or the none or all options.

To include one or more logical interfaces in the VLAN, specify an interface-name for an Ethernet
interface you configured at the [edit interfaces] hierarchy level.



@ NOTE: A maximum of 4096 active logical interfaces are supported for a VLAN or on
each mesh group in a virtual private LAN service (VPLS) instance configured for Layer 2

bridging.

By default, each VLAN maintains a Layer 2 forwarding database that contains media access control
(MAC) addresses learned from packets received on the ports that belong to the VLAN. You can modify
Layer 2 forwarding properties, for example, disabling MAC learning for the entire system or a VLAN,
adding static MAC addresses for specific logical interfaces, and limiting the number of MAC addresses
learned by the entire system, the VLAN, or a logical interface.

You can also configure spanning tree protocols to prevent forwarding loops.

Configuring VLANs on Switches with Enhanced Layer 2 Support

Switches use VLANs to make logical groupings of network nodes with their own broadcast domains. You
can use VLANSs to limit the traffic flowing across the entire LAN and reduce collisions and packet
retransmissions. To configure layer 2 interfaces, see "Layer 2 Networking" on page 2.

@ NOTE: These steps are also applicable to ACX routers, SRX firewalls, and NFX series
devices.

NOTE: For ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15.

NOTE: Starting with Junos OS Release 17.1R3, on QFX10000 switches, you cannot
configure an interface with both family ethernet-switching and flexible-vlan-tagging. This
configuration is not supported, and a warning will be issued if you try to commit this
configuration.

@ NOTE: Two logical interfaces that are configured on the same physical interface cannot
be mapped to the same VLAN or have an overlapping VLAN ID.

For each endpoint on the VLAN, configure the following VLAN parameters on the corresponding
interface:



1. Specify the description of the VLAN:

[edit interfaces interface-name unit 0]
user@switch# set description vlan-description

2. Specify the unique name of the VLAN:

@ NOTE: Switches that run Junos OS that does not support the ELS configuration style do
not support a default VLAN. Therefore, on such switches, you must explicitly configure
at least one VLAN, even if your network is simple and you want only one broadcast
domain to exist.

@ NOTE: On QFX5100 switches running Junos OS Release 14.1X53-D46 or earlier, when
you configure an interface under a VLAN but do not specify the name of the VLAN, the
system will not issue a commit error.

[edit interfaces interface-name unit 0]
user@switch# set family ethernet-switching vlan members vlIan-name

3. Create the subnet for the VLAN:

[edit interfaces]
user@switch# set vlan unit @ family inet address ip-address

@ NOTE: The family inet option is not supported on NFX150 devices.

4. Configure the VLAN tag ID or VLAN ID list for the VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id-number

or

[edit vlans]
user@switch# set wvlan-name vlan-id-list [vlan-ids | vlan-id--vlan-id-]



5. Specify a VLAN firewall filter to be applied to incoming or outgoing packets:

[edit vlans]
user@switch# set vlan-name filter (input | output) Filter-name

SEE ALSO

Example: Setting Up Basic Bridging and a VLAN on Switches | 168
Configuring IRB Interfaces on Switches | 758

Configuring VLANs on QFX Series Switches without Enhanced Layer 2
Support

Switches use VLANs to make logical groupings of network nodes with their own broadcast domains. You
can use VLANSs to limit the traffic flowing across the entire LAN and reduce collisions and packet
retransmissions.

For each endpoint on the VLAN, configure the following VLAN parameters on the corresponding
interface:

1. Specify the description of the VLAN:

[edit interfaces interface-name unit 0]

user@switch# set description vlan-description

2. Specify the unique name of the VLAN:

@ NOTE: In a QFabric system, do not configure “default” as the name of a VLAN. Though
the QFabric system will allow you to configure and commit a VLAN with the name
“default” in the current software with no commit errors, it will not work. Junos OS 12.2
and onwards will not allow you to commit a VLAN with the name “default”

[edit interfaces interface-name unit 0]

user@switch# set family ethernet-switching vlan members vlan-name



3. Create the subnet for the VLAN:

[edit interfaces]

user@switch# set vlan unit @ family inet address ip-address

4. Configure the VLAN tag ID or VLAN ID range for the VLAN:

[edit vlans]
user@switch# set vlan-name vlan-id vlan-id-number

or

[edit vlans]

user@switch# set vlan-name vlan-range vlan-id-low-vlan-id-high

5. Specify a VLAN firewall filter to be applied to incoming or outgoing packets:

[edit vlans]
user@switch# set vlan-name filter (input | output) Filter-name

SEE ALSO
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Example: Configuring VLANSs on Security Devices

IN THIS SECTION

Requirements | 151
Overview | 151

Configuration | 151



Verification | 154

This example shows you how to configure a VLAN.

Requirements
Before you begin:

e Determine which interfaces to use and verify that they are in switching mode. See Understanding
VLANS.

e Determine what ports to use on the device and how to segment your network. See "Ethernet Ports
Switching Overview for Security Devices" on page 1047.

Overview

In this example, you create a new VLAN and then configure its attributes. You can configure one or more
VLANSs to perform Layer 2 switching. The Layer 2 switching functions include integrated routing and
bridging (IRB) for support for Layer 2 switching and Layer 3 IP routing on the same interface. SRX Series
Firewalls can function as Layer 2 switches, each with multiple switching or broadcast domains that
participate in the same Layer 2 network.

Configuration
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https://www.juniper.net/documentation/us/en/software/junos/multicast-l2/topics/topic-map/layer-2-understanding.html#concept-understanding-vlans
https://www.juniper.net/documentation/us/en/software/junos/multicast-l2/topics/topic-map/layer-2-understanding.html#concept-understanding-vlans

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members v10

set vlans v10 vlan-id 10

set vlans v10 13-interface irb.10

set interfaces irb unit 10 family inet address 198.51.100.0/24

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a VLAN:

1. Configure a Gigabit Ethernet interface or a 10-Gigabit Ethernet interface as a access interface:

[edit interfaces]
user@host# set ge-0/0/1 unit 0 family ethernet-switching interface-mode access

2. Assign an interface to the VLAN by specifying the logical interface (with the unit statement) and
specifying the VLAN name as the member.

[edit interfaces]

user@host# set ge-0/0/1 unit @ family ethernet-switching vlan members v10

3. Create the VLAN by setting the unique VLAN name and configuring the VLAN ID.

[edit]
user@host# set vlans v10 vlan-id 10


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

4. Bind a Layer 3 interface with the VLAN.

[edit]
user@host# set vlans v10 13-interface irb.10

5. Create the subnet for the VLAN's broadcast domain.

[edit interfaces]
user@host# set irb unit 10 family inet address 198.51.100.0/24

Results

From configuration mode, confirm your configuration by entering the show vlans command. If the output
does not display the intended configuration, repeat the configuration instructions in this example to

correct it.
[edit]
user@host# show vlans
vie {
vlan-id 10;
13-interface irb.10;
}
user@host# show interfaces
ge-0/0/1 {
unit @ {
family ethernet-switching {
interface-mode access;
vlan {
members v10;
}
}
}
}
irb {
unit 10 {

family inet {
address 198.51.100.0/24;



If you are done configuring the device, enter conmit from configuration mode.

Verification
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Verifying VLANs

Purpose

Verify that VLANSs are configured and assigned to the interfaces.

Action

From operational mode, enter the show vlans command.

user@host> show vlans

Routing instance VLAN name Tag Interfaces
default-switch default 1
default-switch v1e 10
ge-0/0/1.0
Meaning

The output shows the VLAN is configured and assigned to the interface.
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@ NOTE: This example uses Junos OS for EX Series switches with support for the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs Junos OS that
does not support ELS, see "Example: Setting Up Basic Bridging and a VLAN for an EX
Series Switch" on page 192. For ELS details, see "Using the Enhanced Layer 2 Software
CLI" on page 15.

EX Series switches use bridging and virtual LANs (VLANSs) to connect network devices in a LAN—
desktop computers or laptops, IP telephones, printers, file servers, wireless access points, and others—
and to segment the LAN into smaller broadcast domains.

This example describes how to configure basic bridging and a VLAN on an EX Series switch:

Requirements

This example uses the following hardware and software components:

e One EX Series switch

¢ Junos OS Release 13.2X50-D10 or later for EX Series switches

Before you set up bridging and a VLAN, be sure you have:

¢ Installed your EX Series switch. See the installation instructions for your switch.

e Performed the initial switch configuration. See Connecting and Configuring an EX Series Switch (CL/
Procedure).



Overview and Topology
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EX Series switches connect network devices in an office LAN or a data center LAN to provide sharing of
common resources such as printers and file servers and to enable wireless devices to connect to the
LAN through wireless access points. Without bridging and VLANS, all devices on the Ethernet LAN are in
a single broadcast domain, and all the devices detect all the packets on the LAN. Bridging creates
separate broadcast domains on the LAN, creating VLANSs, which are independent logical networks that
group together related devices into separate network segments. The grouping of devices on a VLAN is
independent of where the devices are physically located in the LAN.

To use an EX Series switch to connect network devices on a LAN, you must, at a minimum, explicitly
configure at least one VLAN, even if your network is simple and you want only one broadcast domain to
exist, as is the case with this example. You must also assign all needed interfaces to the VLAN, after
which the interfaces function in access mode. After the VLAN is configured, you can plug access devices
—such as desktop or laptop computers, IP telephones, file servers, printers, and wireless access points—
into the switch, and they are joined immediately into the VLAN, and the LAN is up and running.

The topology used in this example consists of one EX4300-24P switch, which has a total of 24 ports. All
ports support Power over Ethernet (PoE), which means they provide both network connectivity and
electric power for the device connecting to the port. To these ports, you can plug in devices requiring
PoE, such as Avaya VolP telephones, wireless access points, and some IP cameras. (Avaya phones have a
built-in hub that allows you to connect a desktop PC to the phone, so the desktop and phone in a single
office require only one port on the switch.) Table 44 on page 156 details the topology used in this
configuration example.

Table 44: Components of the Basic Bridging Configuration Topology
Property Settings

Switch hardware EX4300-24P switch, with 24 Gigabit Ethernet
ports: in this example, 8 ports are used as PoE ports
(ge-0/0/0 through ge-0/0/7 ) and 16 ports used as
non-PoE ports (ge-0/0/8 through ge-0/0/23)

VLAN name employee-vlan



Table 44: Components of the Basic Bridging Configuration Topology (Continued)

Property Settings
VLAN ID 10
Connection to wireless access point (requires PoE) ge-0/0/0

Connections to Avaya IP telephone—with integrated hub, ge-0/0/1 through ge-0/0/7
to connect phone and desktop PC to a single port (requires

PoE)

Direct connections to desktop PCs and laptops (no PoE ge-0/0/8 through ge-0/0/12
required)

Connections to file servers (no PoE required) ge-0/0/17 and ge-0/0/18

Connections to integrated printer/fax/copier machines (no | ge-0/0/19 through ge-0/0/20
PoE required)

Unused ports (for future expansion) ge-0/0/13 through ge-0/0/16, and ge-0/0/21
through ge-0/0/23

Topology

Configuration
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To set up basic bridging and a VLAN:



Procedure

CLI Quick Configuration

To quickly configure a VLAN, copy the following commands and paste them into the switch terminal
window:

[edit]

set vlans employee-vlan vlan-id 10

set interfaces ge-0/0/0 unit 0 family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/4 unit 0 family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/6 unit 0 family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/7 unit 0 family ethernet-switching vlan members employee-vlan

set interfaces ge-0/0/8 unit

0
0
0
0
set interfaces ge-0/0/5 unit 0 family ethernet-switching vlan members employee-vlan
0
0
0 family ethernet-switching vlan members employee-vlan
0

set interfaces ge-0/0/9 unit 0 family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/10 unit @ family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/11 unit @ family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/12 unit @ family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/17 unit @ family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/18 unit @ family ethernet-switching vlan members employee-vlan
set interfaces ge-0/0/19 unit @ family ethernet-switching vlan members employee-vlan

set interfaces ge-0/0/20 unit @ family ethernet-switching vlan members employee-vlan

You must then plug the wireless access point into PoE-enabled port ge-0/6/0 and the Avaya IP phones
into the PoE-enabled ports ge-0/0/1 through ge-0/0/7. Also, plug the PCs, file servers, and printers into
ports ge-0/0/8 through ge-0/0/12 and ge-0/0/17 through ge-0/0/20.

Step-by-Step Procedure

To set up basic bridging and a VLAN:

1. Create a VLAN named employee-vlan and specify the VLAN ID of 10 for it:

[edit vlans]

user@switch# set employee-vlan vlan-id 10



2. Assign interfaces ge-0/0/0 through ge-0/0/12, and ge-0/0/17 through ge-0/0/20 to the employee-
vlan VLAN:

[edit interface]

user@switch# set ge-0/0/0 unit @ family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/1 unit
user@switch# set ge-0/0/2 unit
user@switch# set ge-0/0/3 unit
user@switch# set ge-0/0/4 unit

0
0 family ethernet-switching vlan members employee-vlan
0
0
0
user@switch# set ge-0/0/5 unit @ family ethernet-switching vlan members employee-vlan
0
0
0
0

family ethernet-switching vlan members employee-vlan
family ethernet-switching vlan members employee-vlan
family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/6 unit @ family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/7 unit @ family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/8 unit
user@switch# set ge-0/0/9 unit

user@switch# set ge-0/0/10 unit @ family ethernet-switching vlan members employee-vlan

family ethernet-switching vlan members employee-vlan
family ethernet-switching vlan members employee-vlan

user@switch# set ge-0/0/11 unit @ family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/12 unit @ family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/17 unit @ family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/18 unit @ family ethernet-switching vlan members employee-vlan
user@switch# set ge-0/0/19 unit @ family ethernet-switching vlan members employee-vlan

user@switch# set ge-0/0/20 unit @ family ethernet-switching vlan members employee-vlan
3. Connect the wireless access point to switch port ge-0/0/0.
4. Connect the seven Avaya phones to switch ports ge-0/0/1 through ge-0/0/7.
5. Connect the five PCs to ports ge-0/0/8 through ge-0/0/12.

6. Connect the two file servers to ports ge-0/0/17 and ge-0/0/18.

7. Connect the two printers to ports ge-0/0/19 and ge-0/0/20.

Results

Check the results of the configuration:

user@switch> show configuration
ge-0/0/0 {
unit 0 {
family ethernet-switching {
vlan {

members employee-vlan;



}
}
}
ge-0/0/1 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/2 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/3 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/4 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/5 {
unit 0 {

family ethernet-switching {



vlan {

members employee-vlan;

}
}
}
}
ge-0/0/6 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/7 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/8 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/9 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}



ge-0/0/10 {
unit 0 {
family ethernet-switching {
vlan {

members employee-vlan;

}
}
}
}
ge-0/0/11 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/12 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/17 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/18 {
unit 0 {

family ethernet-switching {
vlan {

members employee-vlan;



}
ge-0/0/19 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
ge-0/0/20 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
Verification
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To verify that switching is operational and that employee-vlan has been created, perform these tasks:

Verifying That the VLAN Has Been Created

Purpose

Verify that the VLAN named employee-vlan has been created on the switch.



Action

List all VLANs configured on the switch:

user@switch> show vlans

Routing instance VLAN name Tag Interfaces

default-switch employee-vlan 10
ge-0/0/0.
ge-0/0/1.
ge-0/0/2.
ge-0/0/3.
ge-0/0/4.
ge-0/0/5.
ge-0/0/6.
ge-0/0/7.
ge-0/0/8.
ge-0/0/9.
ge-0/0/10.
ge-0/0/11.
ge-0/0/12.
ge-0/0/17.
ge-0/0/18.
ge-0/0/19.
ge-0/0/20.
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Meaning

The show vlans command lists the VLANSs configured on the switch. This output shows that the VLAN
employee-vlan has been created.

Verifying That Interfaces Are Associated with the Proper VLANs

Purpose

Verify that Ethernet switching is enabled on switch interfaces and that all interfaces are included in the
VLAN.



Action

List all interfaces on which switching is enabled:

user@switch> show ethernet-switching interfaces

Routing Instance Name : default-switch

Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/0.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/1.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/2.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/3.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )
Logical Vlan TAG MAC STP Logical Tagging

interface members limit state interface flags



ge-0/0/4.0 65535 untagged
employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/5.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/6.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/7.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/8.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/9.0 65535 untagged

employee-vlan 10
65535 Discarding



Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/10.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/11.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/12.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/17.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/18.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )



Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/19.0 65535 untagged
employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
ge-0/0/20.90 65535 untagged

employee-vlan 10
65535 Discarding

Meaning

The show ethernet-switching interfaces command lists all interfaces on which switching is enabled (in the
Logical interface column), along with the VLANSs that are active on the interfaces (in the VLAN members
column). The output in this example shows all the connected interfaces, ge-0/0/0 through ge-0/0/12
and ge-0/0/17 through ge-0/0/20 and that they are all part of VLAN employee-vlan. Notice that the
interfaces listed are the logical interfaces, not the physical interfaces. For example, the output shows
ge-0/0/0.0 instead of ge-0/0/0. This is because Junos OS creates VLANSs on logical interfaces, not
directly on physical interfaces.

SEE ALSO
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The QFX Series products use bridging and virtual LANs (VLANS) to connect network devices—storage
devices, file servers, and other LAN components—in a LAN and to segment the LAN into smaller
bridging domains.

To segment traffic on a LAN into separate broadcast domains, you create separate virtual LANs (VLANSs)
on a switch. Each VLAN is a collection of network nodes. When you use VLANSs, frames whose origin
and destination are in the same VLAN are forwarded only within the local VLAN, and only frames not
destined for the local VLAN are forwarded to other broadcast domains. VLANs thus limit the amount of
traffic flowing across the entire LAN, reducing the possible number of collisions and packet
retransmissions within the LAN.

@ NOTE: You cannot configure more than one logical interface that belongs to the same
physical interface in the same bridge domain.

This example describes how to configure basic bridging and VLANSs for the QFX Series:

Requirements
This example uses the following software and hardware components:

e Junos OS Release 11.1 or later for the QFX Series

e A configured and provisioned QFX Series product

Overview and Topology
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To use a switch to connect network devices on a LAN, you must at a minimum configure bridging and
VLANSs. By default, bridging is enabled on all switch interfaces, all interfaces are in access mode, and all
interfaces belong to a VLAN called employee-vlan, which is automatically configured. When you plug in



access devices—such as desktop computers, file servers, and printers—they are joined immediately into
the employee-vilan VLAN, and the LAN is up and running.

The topology used in this example consists of a single QFX3500 switch, with a total of 48 10-Gbps
Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3, which are ports xe-0/1/0
through xe-0/1/15, are excluded.) You use the ports to connect devices that have their own power
sources. Table 1 details the topology used in this configuration example.

Table 45: Components of the Basic Bridging Configuration Topology

Property

Switch hardware

VLAN name

VLAN ID

Connections to file servers

Direct connections to desktop PCs and laptops

Connections to integrated printer/fax/copier machines

Unused ports

Topology

Configuration

IN THIS SECTION

Procedure | 171

Settings

QFX3500 switch, with 48 10-Gbps Ethernet ports

employee-vian

10

xe-0/0/17 and xe-0/0/18

xe-0/0/0 through xe-0/0/16

xe-0/0/19 through xe-0/0/40

xe-0/0/41 through xe-0/0/47



Procedure

CLI Quick Configuration

To quickly configure a VLAN, copy the following commands and paste them into the switch terminal

window:

[edit]

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

vlans employee-vlan

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

xe-0/0/0
xe-0/0/1
xe-0/0/2
xe-0/0/3
xe-0/0/4
xe-0/0/5
xe-0/0/6
xe-0/0/7
xe-0/0/8
xe-0/0/9
xe-0/0/10
xe-0/0/11
xe-0/0/12
xe-0/0/13
xe-0/0/14
xe-0/0/15
xe-0/0/16
xe-0/0/17
xe-0/0/18
xe-0/0/19
xe-0/0/20
xe-0/0/21
xe-0/0/22
xe-0/0/23
xe-0/0/24
xe-0/0/25
xe-0/0/26
xe-0/0/27
xe-0/0/28
xe-0/0/29
xe-0/0/30
xe-0/0/31
xe-0/0/32

vlan-id 10

unit 0 family
unit @ family
unit 0 family
unit @ family
unit 0 family
unit @ family
unit 0 family
unit @ family
unit 0 family
unit @ family
unit 0 family

unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit

family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

ethernet-switching vlan

members
members
members
members
members
members
members
members
members

members

employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan

ethernet-switching vlan members employee-vlan

ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching

ethernet-switching

vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan

vlan

members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members

members

employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan

employee-vlan



set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

xe-0/0/33
xe-0/0/34
xe-0/0/35
xe-0/0/36
xe-0/0/37
xe-0/0/38
xe-0/0/39
xe-0/0/40

Step-by-Step Procedure

unit
unit
unit
unit
unit
unit
unit
unit

To set up basic bridging and a VLAN:

family
family
family
family
family
family
family
family

ethe
ethe
ethe
ethe
ethe
ethe
ethe
ethe

rnet-switching vlan members

rnet-switching vlan members

rnet-switching vlan members

rnet-switching vlan members

rnet-switching vlan members

rnet-switching vlan members

rnet-switching vlan members

rnet-switching vlan members

employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan

employee-vlan

1. Create a VLAN named employee-vlan and specify the VLAN ID of 10 for it:

[edit vlans]

user@switch# set employee-vlan vlan-id 10

2. Assign interfaces xe-0/0/0 through xe-0/0/40 to the employee-vian VLAN:

[edit interface]

user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#

user@switch#

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

xe-0/0/0
xe-0/0/1
xe-0/0/2
xe-0/0/3
xe-0/0/4
xe-0/0/5
xe-0/0/6
xe-0/0/7
xe-0/0/8
xe-0/0/9
xe-0/0/10
xe-0/0/11
xe-0/0/12
xe-0/0/13
xe-0/0/14
xe-0/0/15
xe-0/0/16
xe-0/0/17
xe-0/0/18
xe-0/0/19

unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit
unit

unit
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family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family

ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan
ethernet-switching vlan

ethernet-switching vlan

members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members

members

employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan

employee-vlan



xe-0/0/20
xe-0/0/21
xe-0/0/22
xe-0/0/23
xe-0/0/24
xe-0/0/25
xe-0/0/26
xe-0/0/27
xe-0/0/28
xe-0/0/29
xe-0/0/30
xe-0/0/31
xe-0/0/32
xe-0/0/33
xe-0/0/34
xe-0/0/35
xe-0/0/36
xe-0/0/37
xe-0/0/38
xe-0/0/39
xe-0/0/40

user@switch# set unit @ family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family
0 family

0 family

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

user@switch# set unit

3. Connect the two file servers to ports xe-0/0/17 and xe-0/0/18.

ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching
ethernet-switching

vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan

vlan

members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members
members

members

4. Connect the desktop PCs and laptops to ports xe-0/0/0 through xe-0/0/16.

employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan
employee-vlan

employee-vlan

5. Connect the integrated printer/fax/copier machines to ports xe-0/0/19 through xe-0/0/40.

Results

Check the results of the configuration:

user@switch> show configuration
xe-0/0/0 {
unit 0 {
family ethernet-switching {
vlan {

members employee-vlan;



xe-0/0/1 {
unit 0 {
family ethernet-switching {
vlan {

members employee-vlan;

}
}
}
}
xe-0/0/2 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/3 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/4 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/5 {
unit 0 {

family ethernet-switching {
vlan {

members employee-vlan;



}
xe-0/0/6 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/7 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/8 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/9 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/10 {
unit @ {

family ethernet-switching {

vlan {



members employee-vlan;

family ethernet-switching {

vlan {

members employee-vlan;

family ethernet-switching {

vlan {

members employee-vlan;

family ethernet-switching {

vlan {

members employee-vlan;

family ethernet-switching {

}
}
}
xe-0/0/11 {
unit 0 {
}
}
}
xe-0/0/12 {
unit 0 {
}
}
}
xe-0/0/13 {
unit 0 {
}
}
}
xe-0/0/14 {
unit 0 {
}
}
}
xe-0/0/15 {

unit 0 {

vlan {

members employee-vlan;



family ethernet-switching {
vlan {

members employee-vlan;

}
}
}
}
xe-0/0/16 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/17 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/18 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/19 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}



xe-0/0/20 {
unit 0 {
family ethernet-switching {
vlan {

members employee-vlan;

}
}
}
}
xe-0/0/21 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/22 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/23 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/24 {
unit 0 {

family ethernet-switching {
vlan {

members employee-vlan;



}
xe-0/0/25 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/26 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/27 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/28 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/29 {
unit 0 {

family ethernet-switching {
vlan {

members employee-vlan;



}
}
}
xe-0/0/30 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/31 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/32 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/33 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/34 {
unit 0 {

family ethernet-switching {



vlan {

members employee-vlan;

}
}
}
}
xe-0/0/35 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/36 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/37 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
xe-0/0/38 {
unit @ {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}

xe-0/0/39 {



unit @ {
family ethernet-switching {
vlan {

members employee-vlan;

}
}
}
}
xe-0/0/40 {
unit 0 {
family ethernet-switching {
vlan {
members employee-vlan;
}
}
}
}
Verification
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To verify that switching is operational and that employee-vlan has been created, perform these tasks:

Verifying That the VLAN Has Been Created

Purpose

Verify that the VLAN named employee-vlan has been created on the switch.



Action

List all VLANs configured on the switch:

user@switch> show vlans
Routing instance VLAN name

default-switch employee-vlan

Tag

Interfaces

xe-0/0/0.
xe-0/0/1.
xe-0/0/2.
xe-0/0/3.
xe-0/0/4.
xe-0/0/5.
xe-0/0/6.
xe-0/0/7.
xe-0/0/8.
xe-0/0/9.
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xe-0/0/10.
xe-0/0/11.
xe-0/0/12.
xe-0/0/13.
xe-0/0/14.
xe-0/0/15.
xe-0/0/16.
xe-0/0/17.
xe-0/0/18.
xe-0/0/19.
xe-0/0/20.
xe-0/0/21.
xe-0/0/22.
xe-0/0/23.
xe-0/0/24.
xe-0/0/25.
xe-0/0/26.
xe-0/0/27.
xe-0/0/28.
xe-0/0/29.
xe-0/0/30.
xe-0/0/31.
xe-0/0/32.
xe-0/0/33.
xe-0/0/34.
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xe-0/0/35.0
xe-0/0/36.0
xe-0/0/37.0
xe-0/0/38.0
xe-0/0/39.0
xe-0/0/40.0

Meaning

The show vlans command lists the VLANs configured on the switch. This output shows that the VLAN
employee-vlan has been created.

Verifying That Interfaces Are Associated with the Proper VLANSs

Purpose

Verify that Ethernet switching is enabled on switch interfaces and that all interfaces are included in the
VLAN.

Action

List all interfaces on which switching is enabled:

user@switch> show ethernet-switching interfaces

Routing Instance Name : default-switch

Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/0.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/1.0 65535 untagged

employee-vlan 10
65535 Discarding



Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/2.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/3.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/4.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/5.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/6.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )



Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/7.0 65535 untagged
employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/8.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/9.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/10.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/11.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )
Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/12.0 65535 untagged



employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/13.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/14.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/15.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/16.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/17.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch



Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/18.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/19.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/20.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/21.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/22.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )
Logical Vlan TAG MAC STP Logical Tagging



interface members limit state interface flags
xe-0/0/23.0 65535 untagged
employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/24.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/25.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/26.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/27.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/28.0 65535 untagged

employee-vlan 10



65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/29.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/30.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/31.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/32.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/33.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch

Logical Interface flags (DL - disable learning, AD - packet action drop,



LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/34.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/35.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/36.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/37.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/38.0 65535 untagged

employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )
Logical Vlan TAG  MAC STP Logical Tagging
interface members limit state interface flags



xe-0/0/39.0 65535 untagged
employee-vlan 10
65535 Discarding
Routing Instance Name : default-switch
Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down )

Logical Vlan TAG MAC STP Logical Tagging
interface members limit state interface flags
xe-0/0/40.0 65535 untagged

employee-vlan 10
65535 Discarding

Meaning

The show ethernet-switching interfaces command lists all interfaces on which switching is enabled (in the
Logical interface column), along with the VLANSs that are active on the interfaces (in the VLAN members
column). The output in this example shows all the connected interfaces, xe-0/0/0 through xe-0/0/40,
are all part of VLAN employee-vlan. Notice that the interfaces listed are the logical interfaces, not the
physical interfaces. For example, the output shows xe-0/0/0.0 instead of xe-0/0/0. This is because
Junos OS creates VLANSs on logical interfaces, not directly on physical interfaces.

Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch
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@ NOTE: This example uses Junos OS for EX Series switches that does not support the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs software that



supports ELS, see "Example: Setting Up Basic Bridging and a VLAN for an EX Series
Switch with ELS Support " on page 155. For ELS details, see "Using the Enhanced Layer 2
Software CLI" on page 15

EX Series switches use bridging and virtual LANs (VLANSs) to connect network devices in a LAN—
desktop computers, IP telephones, printers, file servers, wireless access points, and others—and to
segment the LAN into smaller bridging domains. The switch's default configuration provides a quick
setup of bridging and a single VLAN.

This example describes how to configure basic bridging and VLANSs for an EX Series switch:

Requirements

This example uses the following software and hardware components:
e Junos OS Release 9.0 or later for EX Series switches

e One EX4200 Virtual Chassis switch

Before you set up bridging and a VLAN, be sure you have:

e Performed the initial switch configuration. See Connecting and Configuring an EX Series Switch (J-
Web Procedure).

Overview and Topology
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EX Series switches connect network devices in an office LAN or a data center LAN to provide sharing of
common resources such as printers and file servers and to enable wireless devices to connect to the
LAN through wireless access points. Without bridging and VLANS, all devices on the Ethernet LAN are in
a single broadcast domain, and all the devices detect all the packets on the LAN. Bridging creates
separate broadcast domains on the LAN, creating VLANSs, which are independent logical networks that
group together related devices into separate network segments. The grouping of devices on a VLAN is
independent of where the devices are physically located in the LAN.

To use an EX Series switch to connect network devices on a LAN, you must, at a minimum, configure
bridging and VLAN:S. If you simply power on the switch and perform the initial switch configuration
using the factory-default settings, bridging is enabled on all the switch's interfaces, all interfaces are in
access mode, and all interfaces belong to a VLAN called default, which is automatically configured.



When you plug access devices—such as desktop computers, Avaya IP telephones, file servers, printers,
and wireless access points—into the switch, they are joined immediately into the default VLAN and the
LAN is up and running.

The topology used in this example consists of one EX4200-24T switch, which has a total of 24 ports.
Eight of the ports support Power over Ethernet (PoE), which means they provide both network
connectivity and electric power for the device connecting to the port. To these ports, you can plug in
devices requiring PoE, such as Avaya VolIP telephones, wireless access points, and some IP cameras.
(Avaya phones have a built-in hub that allows you to connect a desktop PC to the phone, so the desktop
and phone in a single office require only one port on the switch.) The remaining 16 ports provide only
network connectivity. You use them to connect devices that have their own power sources, such as
desktop and laptop computers, printers, and servers. Table 46 on page 194 details the topology used in
this configuration example.

Table 46: Components of the Basic Bridging Configuration Topology

Property Settings

Switch hardware EX4200-24T switch, with 24 Gigabit Ethernet
ports: 8 PoE ports (ge-0/0/0 through ge-0/0/7)
and 16 non-PoE ports (ge-0/0/8 through

ge-0/0/23)
VLAN name default
Connection to wireless access point (requires PoE) ge-0/0/0

Connections to Avaya IP telephone—with integrated hub, ge-0/0/1 through ge-0/0/7
to connect phone and desktop PC to a single port (requires

PoE)
Direct connections to desktop PCs (no PoE required) ge-0/0/8 through ge-0/0/12
Connections to file servers (no PoE required) ge-0/0/17 and ge-0/0/18

Connections to integrated printer/fax/copier machines (no | ge-0/0/19 through ge-0/0/20
PoE required)

Unused ports (for future expansion) ge-0/0/13 through ge-0/0/16, and ge-0/0/21
through ge-0/0/23



Topology

Configuration
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Procedure

CLI Quick Configuration

By default, after you perform the initial configuration on the EX4200 switch, switching is enabled on all
interfaces, a VLAN named default is created, and all interfaces are placed into this VLAN. You do not
need to perform any other configuration on the switch to set up bridging and VLANSs. To use the switch,
simply plug the Avaya IP phones into the PoE-enabled ports ge-0/0/1 through ge-0/0/7, and plug in the
PCs, file servers, and printers to the non-PoE ports, ge-0/0/8 through ge-0/0/12 and ge-0/0/17
through ge-0/0/20.

Step-by-Step Procedure

To configure bridging and VLANSs:

1. Make sure the switch is powered on.

2. Connect the wireless access point to switch port ge-0/0/0.

3. Connect the seven Avaya phones to switch ports ge-0/0/1 through ge-0/0/7.
4. Connect the five PCs to ports ge-0/0/8 through ge-0/0/12.

5. Connect the two file servers to ports ge-0/0/17 and ge-0/0/18.

6. Connect the two printers to ports ge-0/0/19 and ge-0/0/20.



Results

Check the results of the configuration:

user@switch> show configuration
## Last commit: 2008-03-06 00:11:22 UTC by triumph
version 9.0;

system {

root-authentication {

encrypted-password "$1$urmA7AFM$x5SaGEUOASI3u1K/iITGh1"; ## SECRET-DATA

}
syslog {
user x {
any emergency;
}
file messages {
any notice;
authorization info;
}
file interactive-commands {
interactive-commands any;
}
}
commit {

factory-settings {



reset-chassis-lcd-menu;

reset-virtual-chassis-configuration;

3

interfaces {

ge-0/0/0 {

unit 0 {

family ethernet-switching;

}
}
ge-0/0/1 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/2 {
unit @ {
family ethernet-switching;
}
}

ge-0/0/3 {



unit 0 {

family ethernet-switching;

}
}
ge-0/0/4 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/5 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/6 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/7 {

unit 0 {



family ethernet-switching;

}
}
ge-0/0/8 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/9 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/10 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/11 {
unit @ {

family ethernet-switching;



ge-0/0/12 {

unit 0 {

family ethernet-switching;

}
}
ge-0/0/13 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/14 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/15 {
unit @ {
family ethernet-switching;
}



ge-0/0/16 {

unit 0 {

family ethernet-switching;

}
}
ge-0/0/17 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/18 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/19 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/20 {

unit 0 {



family ethernet-switching;

}
}
ge-0/0/21 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/22 {
unit @ {
family ethernet-switching;
}
}
ge-0/0/23 {
unit @ {
family ethernet-switching;
}
}
ge-0/1/0 {
unit @ {

family ethernet-switching;



}
xe-0/1/0 {
unit @ {
family ethernet-switching;
}
}
ge-0/1/1 {
unit @ {
family ethernet-switching;
}
}
xe-0/1/1 {
unit @ {
family ethernet-switching;
}
}
ge-0/1/2 {
unit @ {
family ethernet-switching;
}



ge-0/1/3 {

unit 0 {

family ethernet-switching;

3

protocols {

11dp {

interface all;

}
rstp;
}
poe {
interface all;
}
Verification
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To verify that switching is operational and that a VLAN has been created, perform these tasks:



Verifying That the VLAN Has Been Created

Purpose

Verify that the VLAN named default has been created on the switch.

Action

List all VLANs configured on the switch:

user@switch> show

vlans

Name Tag Interfaces

default
ge-0/0/0.0%, ge-0/0/1.0, ge-0/0/2.0, ge-0/0/3.0,
ge-0/0/4.0, ge-0/0/5.0, ge-0/0/6.0, ge-0/0/7.0,
ge-0/0/8.0%, ge-0/0/9.0, ge-0/0/10.0, ge-0/0/11.0%,
ge-0/0/12.0, ge-0/0/13.0, ge-0/0/14.0, ge-0/0/15.0,
ge-0/0/16.0, ge-0/0/17.0, ge-0/0/18.0, ge-0/0/19.0%,
ge-0/0/20.0, ge-0/0/21.0, ge-0/0/22.0, ge-0/0/23.0,
ge-0/1/0.0%, ge-0/1/1.0%, ge-0/1/2.0%, ge-0/1/3.0%

mgmt
me0. 0%

Meaning

The show vlans command lists the VLANs configured on the switch. This output shows that the VLAN
default has been created.

Verifying That Interfaces Are Associated with the Proper VLANSs

Purpose

Verify that Ethernet switching is enabled on switch interfaces and that all interfaces are included in the
VLAN.



Action

List all interfaces on which switching is enabled:

user@switch> show ethernet-switching
interfaces

Interface State VLAN members Blocking

ge-0/0/0.0 up default unblocked

ge-0/0/1.0 down default blocked - blocked by STP/RTG
ge-0/0/2.0 down default blocked - blocked by STP/RTG
ge-0/0/3.0 down default blocked - blocked by STP/RTG
ge-0/0/4.0 down default blocked - blocked by STP/RTG
ge-0/0/5.0 down default blocked - blocked by STP/RTG
ge-0/0/6.0 down default blocked - blocked by STP/RTG
ge-0/0/7.0 down default blocked - blocked by STP/RTG
ge-0/0/8.0 up default unblocked

ge-0/0/9.0 down default blocked - blocked by STP/RTG
ge-0/0/10.0 down default blocked - blocked by STP/RTG
ge-0/0/11.0 up default unblocked

ge-0/0/12.0 down default blocked - blocked by STP/RTG
ge-0/0/13.0 down default blocked - blocked by STP/RTG
ge-0/0/14.0 down default blocked - blocked by STP/RTG
ge-0/0/15.0 down default blocked - blocked by STP/RTG
ge-0/0/16.0 down default blocked - blocked by STP/RTG
ge-0/0/17.0 down default blocked - blocked by STP/RTG
ge-0/0/18.0 down default blocked - blocked by STP/RTG
ge-0/0/19.0 up default unblocked

ge-0/0/20.0 down default blocked - blocked by STP/RTG
ge-0/0/21.0 down default blocked - blocked by STP/RTG
ge-0/0/22.0 down default blocked - blocked by STP/RTG
ge-0/0/23.0 down default blocked - blocked by STP/RTG
ge-0/1/0.0 up default unblocked

ge-0/1/1.0 up default unblocked

ge-0/1/2.0 up default unblocked

ge-0/1/3.0 up default unblocked

me0.0 up mgmt unblocked



Meaning

The show ethernet-switching interfaces command lists all interfaces on which switching is enabled (in the
Interfaces column), along with the VLANSs that are active on the interfaces (in the VLAN members
column). The output in this example shows all the connected interfaces, ge-0/0/0 through ge-0/0/12
and ge-0/0/17 through ge-0/0/20 and that they are all part of VLAN default. Notice that the interfaces
listed are the logical interfaces, not the physical interfaces. For example, the output shows ge-0/0/0.0
instead of ge-0/0/0. This is because Junos OS creates VLANSs on logical interfaces, not directly on
physical interfaces.

Example: Setting Up Bridging with Multiple VLANs
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The QFX Series products use bridging and virtual LANs (VLANS) to connect network devices in a LAN—
storage devices, file servers, and other network components—and to segment the LAN into smaller
bridging domains.

To segment traffic on a LAN into separate broadcast domains, you create separate virtual LANs (VLANS)
on a switch. Each VLAN is a collection of network nodes. When you use VLANSs, frames whose origin
and destination are in the same VLAN are forwarded only within the local VLAN, and only frames not
destined for the local VLAN are forwarded to other broadcast domains. VLANs thus limit the amount of
traffic flowing across the entire LAN, reducing the possible number of collisions and packet
retransmissions within the LAN.

@ NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches does not support
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs software
that supports ELS, see "Example: Setting Up Bridging with Multiple VLANs on Switches"
on page 216.



This example describes how to configure bridging for the QFX Series and how to create two VLANSs to
segment the LAN:

Requirements
This example uses the following hardware and software components:
e A configured and provisioned QFX3500 switch

e Junos OS Release 11.1 or later for the QFX Series

Overview and Topology
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Switches connect all devices in an office or data center into a single LAN to provide sharing of common
resources such as file servers. The default configuration creates a single VLAN, and all traffic on the
switch is part of that broadcast domain. Creating separate network segments reduces the span of the
broadcast domain and enables you to group related users and network resources without being limited
by physical cabling or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two VLANs on a
single switch. One VLAN, called sales, is for the sales and marketing group, and a second, called support,
is for the customer support team. The sales and support groups each have their own dedicated file
servers and other resources. For the switch ports to be segmented across the two VLANSs, each VLAN
must have its own broadcast domain, identified by a unique name and tag (VLAN ID). In addition, each
VLAN must be on its own distinct IP subnet.

Topology

The topology used in this example consists of a single QFX3500 switch, with a total of 48 10-Gbps
Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3, which are ports xe-0/1/0
through xe-0/1/15, are excluded.)



Table 47: Components of the Multiple VLAN Topology

Property Settings

Switch hardware QFX3500 switch configured with 48 10-Gbps Ethernet
ports (xe-0/0/0 through xe-0/0/47)

VLAN names and tag IDs sales, tag 100
support, tag 200

VLAN subnets sales: 192.0.2.0/25 (addresses 192.0.2.1 through
192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129
through 192.0.2.254)

Interfaces in VLAN sales File servers: xe-0/0/20 and xe-0/0/21
Interfaces in VLAN support File servers: xe-0/0/46 and xe-0/0/47
Unused interfaces xe-0/0/2 and xe-0/0/25

This configuration example creates two IP subnets, one for the sales VLAN and the second for the
support VLAN. The switch bridges traffic within a VLAN. For traffic passing between two VLANSs, the
switch routes the traffic using a Layer 3 routing interface on which you have configured the address of
the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of the VLANs. Use
the same configuration procedure to add more LAN devices.

Configuration
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Procedure

CLI Quick Configuration

To quickly configure Layer 2 switching for the two VLANSs (sales and support) and to quickly configure
Layer 3 routing of traffic between the two VLANSs, copy the following commands and paste them into
the switch terminal window:

[edit]

set interfaces xe-0/0/0 unit 0 family ethernet-switching vlan members
sales

set interfaces xe-0/0/3 unit 0 family ethernet-switching vlan members
sales

set interfaces xe-0/0/22 unit @ family ethernet-switching vlan members
sales

set interfaces xe-0/0/20 unit @ description “Sales file server
port”

set interfaces xe-0/0/20 unit @ family ethernet-switching vlan members
sales

set interfaces xe-0/0/24 unit 0 family ethernet-switching vlan members
support

set interfaces xe-0/0/26 unit @ family ethernet-switching vlan members
support

set interfaces xe-0/0/44 unit 0 family ethernet-switching vlan members
support

set interfaces xe-0/0/46 unit 0 description “Support file server
port”

set interfaces xe-0/0/46 unit @ family ethernet-switching vlan members
support

set interfaces vlan unit 0 family inet address
192.0.2.0/25

set interfaces vlan unit 1 family inet address
192.0.2.128/25

set vlans sales 13-interface vlan.0

set vlans sales vlan-id 100

set vlans support vlan-id 200

set vlans support 13-interface vlan.1



Step-by-Step Procedure

Configure the switch interfaces and the VLANSs to which they belong. By default, all interfaces are in
access mode, so you do not have to configure the port mode.

1. Configure the interface for the file server in the sales VLAN:

[edit interfaces xe-0/0/20 unit 0]
user@switch# set description “Sales file server port”

user@switch# set family ethernet-switching vlan members sales

2. Configure the interface for the file server in the support VLAN:

[edit interfaces xe-0/0/46 unit 0]
user@switch# set description “Support file server port”

user@switch# set family ethernet-switching vlan members support

3. Create the subnet for the sales broadcast domain:

[edit interfaces]

user@switch# set vlan unit 0 family inet address 192.0.2.1/25

4. Create the subnet for the support broadcast domain:

[edit interfaces]

user@switch# set vlan unit 1 family inet address 192.0.2.129/25

5. Configure the VLAN tag IDs for the sales and support VLANSs:

[edit vlans]
user@switch# set sales vlan-id 100

user@switch# set support vlan-id 200



6. To route traffic between the sales and support VLANSs, define the interfaces that are members of
each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales 13-interface vlan.@
user@switch# set support 13-interface vlan.1

Results

Display the results of the configuration:

user@switch> show configuration
interfaces {
xe-0/0/20 {
unit 0 {
description “Sales file server port”;
family ethernet-switching {

vlan members sales;

}
}
}
xe-0/0/46 {
unit 0 {
description “Support file server port”;
family ethernet-switching {
vlan members support;
}
}
vlans {
unit @ {
family inet address 192.0.2.1/25;
}
unit 1 {
family inet address 192.0.2.129/25;
}
}
}
}
vlans {
sales {

vlan-id 100;



interface xe-0/0/0.0:
interface xe-0/0/3/0;
interface xe-0/0/20.0;
interface xe-0/0/22.0;
13-interface vlan 0;

support {
vlan-id 200;
interface xe-0/0/24.0:
interface xe-0/0/26.0;
interface xe-0/0/44.0;
interface xe-0/0/46.0;
13-interface vlan 1;

TIP: To quickly configure the sales and support VLAN interfaces, issue the load merge
terminal command. Then copy the hierarchy and paste it into the switch terminal window.

Verification
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Verify that the sales and support VLANs have been created and are operating properly, perform these
tasks:

Verifying That the VLANs Have Been Created and Associated with the Correct Interfaces

Purpose

Verify that the sales and support VLANSs have been created on the switch and that all connected
interfaces on the switch are members of the correct VLAN.



Action

To list all VLANs configured on the switch, use the show vlans command:

user@switch> show vlans

Name Tag Interfaces

default
xe-0/0/1.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/5.0,
xe-0/0/6.0, xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0,
xe-0/0/10.0%, xe-0/0/11.0, xe-0/0/12.0, xe-0/0/13.0%,
xe-0/0/14.0, xe-0/0/15.0, xe-0/0/16.0, xe-0/0/17.0,

xe-0/0/18 xe-0/0/19.0, xe-0/0/21. xe-0/0/23.0%,
xe-0/0/25 xe-0/0/27.0, xe-0/0/28.0, xe-0/0/29
xe-0/0/30 xe-0/0/31.0, xe-0/0/32.0, xe-0/0/33

xe-0/0/38 xe-0/0/39.0, xe-0/0/40.0, xe-0/0/41
xe-0/0/42 xe-0/0/43.0, xe-0/0/45.0, xe-0/0/47
xe-0/1/0.0%, xe-0/1/1.0%, xe-0/1/2.0%, xe-0/1/3.0%

.0, 0,

.0, 0, .0,

.0, 0, .0,
xe-0/0/34.0, xe-0/0/35.0, xe-0/0/36.0, xe-0/0/37.0,

.0, 0, .0,

.0, 0, .0,

sales 100
xe-0/0/0.0*%, xe-0/0/3.0, xe-0/0/20.0, xe-0/0/22.0

support 200

xe-0/0/0.24, xe-0/0/26.0, xe-0/0/44.0, xe-0/0/46.0%
mgmt

me0. 0%

Meaning

The show vlans command lists all VLANs configured on the switch and which interfaces are members of
each VLAN. This command output shows that the sales and support VLANs have been created. The
sales VLAN has a tag ID of 100 and is associated with interfaces xe-0/0/0.0, xe-0/0/3.0, xe-0/0/20.0,

and xe-0/0/22.0. VLAN support has a tag ID of 200 and is associated with interfaces xe-0/0/24.0,
xe-0/0/26.0, xe-0/0/44.0, and xe-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose

Verify routing between the two VLANS.



Action

List the Layer 3 routes in the switch Address Resolution Protocol (ARP) table:

user@switch> show arp

MAC Address Address Name Flags

00:00:0c:06:2c:0d 192.0.2.3 vlan.o None

00:13:e2:50:62:€0 192.0.2.11 vlan.1 None
Meaning

Sending IP packets on a multiaccess network requires mapping from an IP address to a MAC address
(the physical or hardware address). The ARP table displays the mapping between the IP address and
MAC address for both vlan.0 (associated with sales) and vlan.1 (associated with support). These VLANs
can route traffic to each other.

Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose

Verify that learned entries are being added to the Ethernet switching table.

Action

List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 5 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:00:05:00:00:01 Learn - xe-0/0/10.0
default 00:00:5€:00:01:09 Learn - xe-0/0/13.0
default 00:19:e2:50:63:e0 Learn - xe-0/0/23.0
sales * Flood - All-members
sales 00:00:5€:00:07:09 Learn - xe-0/0/0.0

support * Flood - All-members



support 00:00:5e:00:01:01 Learn - xe-0/0/46.0

Meaning

The output shows that learned entries for the sales and support VLANs have been added to the
Ethernet switching table, and are associated with interfaces xe-0/0/0.0 and xe-0/0/46.0. Even though
the VLANs were associated with more than one interface in the configuration, these interfaces are the
only ones that are currently operating.

Example: Setting Up Bridging with Multiple VLANs on Switches
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The QFX Series products use bridging and virtual LANs (VLANS) to connect network devices in a LAN—
storage devices, file servers, and other network components—and to segment the LAN into smaller
bridging domains.

To segment traffic on a LAN into separate broadcast domains, you create separate virtual LANs (VLANS)
on a switch. Each VLAN is a collection of network nodes. When you use VLANSs, frames whose origin
and destination are in the same VLAN are forwarded only within the local VLAN, and only frames not
destined for the local VLAN are forwarded to other broadcast domains. VLANs thus limit the amount of
traffic flowing across the entire LAN, reducing the possible number of collisions and packet
retransmissions within the LAN.

This example describes how to configure bridging for the QFX Series and how to create two VLANSs to
segment the LAN:

@ NOTE: This task supports the Enhanced Layer 2 Software (ELS) configuration style. For
ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15. If your switch



runs software that does not supports ELS, see "Example: Setting Up Bridging with
Multiple VLANs" on page 207.

Requirements
This example uses the following hardware and software components:

¢ A configured and provisioned QFX3500 switch

e Junos OS Release 13.2X50-D15 or later for the QFX Series

Overview and Topology
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Switches connect all devices in an office or data center into a single LAN to provide sharing of common
resources such as file servers. The default configuration creates a single VLAN, and all traffic on the
switch is part of that broadcast domain. Creating separate network segments reduces the span of the
broadcast domain and enables you to group related users and network resources without being limited
by physical cabling or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two VLANs on a
single switch. One VLAN, called sales, is for the sales and marketing group, and a second, called support,
is for the customer support team. The sales and support groups each have their own dedicated file
servers and other resources. For the switch ports to be segmented across the two VLANSs, each VLAN
must have its own broadcast domain, identified by a unique name and tag (VLAN ID). In addition, each
VLAN must be on its own distinct IP subnet.

Topology

The topology used in this example consists of a single QFX3500 switch, with a total of 48 10-Gbps
Ethernet ports. (For the purposes of this example, the QSFP+ ports Q0-Q3, which are ports xe-0/1/0
through xe-0/1/15, are excluded.)



Table 48: Components of the Multiple VLAN Topology

Property Settings

Switch hardware QFX3500 switch configured with 48 10-Gbps Ethernet
ports (xe-0/0/0 through xe-0/0/47)

VLAN names and tag IDs sales, tag 100
support, tag 200

VLAN subnets sales: 192.0.2.0/25 (addresses 192.0.2.1 through
192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129
through 192.0.2.254)

Interfaces in VLAN sales File servers: xe-0/0/20 and xe-0/0/21
Interfaces in VLAN support File servers: xe-0/0/46 and xe-0/0/47
Unused interfaces xe-0/0/2 and xe-0/0/25

This configuration example creates two IP subnets, one for the sales VLAN and the second for the
support VLAN. The switch bridges traffic within a VLAN. For traffic passing between two VLANSs, the
switch routes the traffic using a Layer 3 routing interface on which you have configured the address of
the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of the VLANs. Use
the same configuration procedure to add more LAN devices.

Configuration
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Procedure

CLI Quick Configuration

To quickly configure Layer 2 switching for the two VLANSs (sales and support) and to quickly configure
Layer 3 routing of traffic between the two VLANSs, copy the following commands and paste them into
the switch terminal window:

[edit]

set interfaces xe-0/0/0 unit 0 family ethernet-switching vlan members
sales

set interfaces xe-0/0/3 unit 0 family ethernet-switching vlan members
sales

set interfaces xe-0/0/22 unit @ family ethernet-switching vlan members
sales

set interfaces xe-0/0/20 unit @ description “Sales file server
port”

set interfaces xe-0/0/20 unit @ family ethernet-switching vlan members
sales

set interfaces xe-0/0/24 unit 0 family ethernet-switching vlan members
support

set interfaces xe-0/0/26 unit @ family ethernet-switching vlan members
support

set interfaces xe-0/0/44 unit 0 family ethernet-switching vlan members
support

set interfaces xe-0/0/46 unit @ description “Support file server
port”

set interfaces xe-0/0/46 unit @ family ethernet-switching vlan members
support

set interfaces vlan unit 0 family inet address
192.0.2.0/25

set interfaces vlan unit 1 family inet address
192.0.2.128/25

set vlans sales 13-interface irb.0

set vlans sales vlan-id 100

set vlans support vlan-id 200

set vlans support 13-interface irb.1



Step-by-Step Procedure

Configure the switch interfaces and the VLANSs to which they belong. By default, all interfaces are in
access mode, so you do not have to configure the port mode.

1. Configure the interface for the file server in the sales VLAN:

[edit interfaces xe-0/0/20 unit 0]
user@switch# set description “Sales file server port”

user@switch# set family ethernet-switching vlan members sales

2. Configure the interface for the file server in the support VLAN:

[edit interfaces xe-0/0/46 unit 0]
user@switch# set description “Support file server port”

user@switch# set family ethernet-switching vlan members support

3. Create the subnet for the sales broadcast domain:

[edit interfaces]

user@switch# set vlan unit 0 family inet address 192.0.2.1/25

4. Create the subnet for the support broadcast domain:

[edit interfaces]

user@switch# set vlan unit 1 family inet address 192.0.2.129/25

5. Configure the VLAN tag IDs for the sales and support VLANSs:

[edit vlans]
user@switch# set sales vlan-id 100

user@switch# set support vlan-id 200



6. To route traffic between the sales and support VLANSs, define the interfaces that are members of
each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales 13-interface irb.0
user@switch# set support 13-interface irb.1

Configuration Results

Display the results of the configuration:

user@switch> show configuration
interfaces {
xe-0/0/20 {
unit 0 {
description “Sales file server port”;
family ethernet-switching {

vlan members sales;

}
}
}
xe-0/0/46 {
unit 0 {
description “Support file server port”;
family ethernet-switching {
vlan members support;
}
}
vlans {
unit @ {
family inet address 192.0.2.1/25;
}
unit 1 {
family inet address 192.0.2.129/25;
}
}
}
}
vlans {
sales {

vlan-id 100;



interface xe-0/0/0.0:
interface xe-0/0/3/0;
interface xe-0/0/20.0;
interface xe-0/0/22.0;
13-interface irbo;

support {
vlan-id 200;
interface xe-0/0/24.0:
interface xe-0/0/26.0;
interface xe-0/0/44.0;
interface xe-0/0/46.0;
13-interface irbi;

TIP: To quickly configure the sales and support VLAN interfaces, issue the load merge
terminal command. Then copy the hierarchy and paste it into the switch terminal window.

Verification
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Verify that the sales and support VLANs have been created and are operating properly, perform these
tasks:

Verifying That the VLANs Have Been Created and Associated with the Correct Interfaces

Purpose

Verify that the sales and support VLANSs have been created on the switch and that all connected
interfaces on the switch are members of the correct VLAN.



Action

To list all VLANs configured on the switch, use the show vlans command:

user@switch> show vlans

Name Tag Interfaces

default
xe-0/0/1.0, xe-0/0/2.0, xe-0/0/4.0, xe-0/0/5.0,
xe-0/0/6.0, xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0,
xe-0/0/10.0%, xe-0/0/11.0, xe-0/0/12.0, xe-0/0/13.0%,
xe-0/0/14.0, xe-0/0/15.0, xe-0/0/16.0, xe-0/0/17.0,

xe-0/0/18 xe-0/0/19.0, xe-0/0/21. xe-0/0/23.0%,
xe-0/0/25 xe-0/0/27.0, xe-0/0/28.0, xe-0/0/29
xe-0/0/30 xe-0/0/31.0, xe-0/0/32.0, xe-0/0/33

xe-0/0/38 xe-0/0/39.0, xe-0/0/40.0, xe-0/0/41
xe-0/0/42 xe-0/0/43.0, xe-0/0/45.0, xe-0/0/47
xe-0/1/0.0%, xe-0/1/1.0%, xe-0/1/2.0%, xe-0/1/3.0%

.0, 0,

.0, 0, .0,

.0, 0, .0,
xe-0/0/34.0, xe-0/0/35.0, xe-0/0/36.0, xe-0/0/37.0,

.0, 0, .0,

.0, 0, .0,

sales 100
xe-0/0/0.0*%, xe-0/0/3.0, xe-0/0/20.0, xe-0/0/22.0

support 200

xe-0/0/0.24, xe-0/0/26.0, xe-0/0/44.0, xe-0/0/46.0%
mgmt

me0. 0%

Meaning

The show vlans command lists all VLANs configured on the switch and which interfaces are members of
each VLAN. This command output shows that the sales and support VLANs have been created. The
sales VLAN has a tag ID of 100 and is associated with interfaces xe-0/0/0.0, xe-0/0/3.0, xe-0/0/20.0,

and xe-0/0/22.0. VLAN support has a tag ID of 200 and is associated with interfaces xe-0/0/24.0,
xe-0/0/26.0, xe-0/0/44.0, and xe-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose

Verify routing between the two VLANS.


https://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-vlans-bridging-qfx-series.html

Action

List the Layer 3 routes in the switch Address Resolution Protocol (ARP) table:

user@switch> show arp

MAC Address Address Name Flags

00:00:0c:06:2c:0d 192.0.2.3 vlan.o None

00:13:e2:50:62:€0 192.0.2.11 vlan.1 None
Meaning

Sending IP packets on a multiaccess network requires mapping from an IP address to a MAC address
(the physical or hardware address). The ARP table displays the mapping between the IP address and
MAC address for both vlan.0 (associated with sales) and vlan.1 (associated with support). These VLANs
can route traffic to each other.

Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose

Verify that learned entries are being added to the Ethernet switching table.

Action

List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 5 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:00:05:00:00:01 Learn - xe-0/0/10.0
default 00:00:5€:00:01:09 Learn - xe-0/0/13.0
default 00:19:e2:50:63:e0 Learn - xe-0/0/23.0
sales * Flood - All-members
sales 00:00:5€:00:07:09 Learn - xe-0/0/0.0

support * Flood - All-members



support 00:00:5e:00:01:01 Learn - xe-0/0/46.0

Meaning

The output shows that learned entries for the sales and support VLANs have been added to the
Ethernet switching table, and are associated with interfaces xe-0/0/0.0 and xe-0/0/46.0. Even though
the VLANs were associated with more than one interface in the configuration, these interfaces are the

only ones that are currently operating.

Example: Connecting Access Switches with ELS Support to a Distribution
Switch with ELS Support
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@ NOTE: This example uses Junos OS for EX Series switches with support for the
Enhanced Layer 2 Software (ELS) configuration style. For ELS details, see "Using the
Enhanced Layer 2 Software CLI" on page 15.

In large local area networks (LANSs), you commonly need to aggregate traffic from a number of access
switches into a distribution switch.

This example describes how to connect access switches to a distribution switch:

Requirements
This example uses the following hardware and software components:

e Three EX Series access switches.



e One EX Series distribution switch.

@ NOTE: In an access switch-distribution switch topology, you can connect EX Series
switches that run a version of Junos OS that supports ELS with EX Series switches that
do not run a version of Junos OS that supports ELS. However, this example uses
switches running ELS only to show how to configure this topology using the ELS CLI.

e Junos OS Release 12.3R2 or later that supports ELS for EX Series switches.
Before you connect an access switch to a distribution switch, be sure you have:
¢ Installed the switches. See the installation instructions for your switch.

e Performed the initial software configuration on both switches. For information about the initial
software configuration for all EX Series switches except the EX2200 Series switches, see Connecting
and Configuring an EX Series Switch (CLI Procedure). For information about the initial software
configuration for the EX9200 Series switches, see Connecting and Configuring an EX9200 Switch
(CLI Procedure).

Overview and Topology
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In a large office that is spread across several floors or buildings, or in a data center, you commonly
aggregate traffic from a number of access switches into a distribution switch. This configuration example
shows a simple topology to illustrate how to connect three access switches to a distribution switch.

In the topology, the LAN is segmented into two VLANSs, one for the sales department and the second for
the support team. One 1-Gigabit Ethernet port on one of the access switch's uplink modules connects to
the distribution switch, to one 1-Gigabit Ethernet port on the distribution switch.

Figure 1 on page 227 shows an EX9200 distribution switch that is connected to three EX4300 access
switches.



227

Figure 1: Sample Access Switch-Distribution Switch Topology
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Topology

Table 49 on page 227 describes the components of the example topology. The example shows how to
configure one of the three access switches. The other access switches could be configured in the same
manner.

Table 49: Components of the Topology for Connecting an Access Switch to a Distribution Switch

Property Settings

Access switch hardware Three EX4300 switches, each with an uplink module with 1-Gigabit
Ethernet ports..

Distribution switch hardware One EX9208 with up to three EX9200-40T line cards installed, which at

full duplex, can provide up to 240 1-Gigabit ports.



Table 49: Components of the Topology for Connecting an Access Switch to a Distribution Switch

(Continued)

Property

VLAN names and tag IDs

VLAN subnets

Trunk port interfaces

Access port interfaces in VLAN
sales (on access switch)

Access port interfaces in VLAN
support (on access switch)

Settings

sales, tag 100
support, tag 200

sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129 through 192.0.2.254)

On the access switch: ge-0/2/0
On the distribution switch: ge-0/0/0

Avaya IP telephones: ge-0/0/3 through ge-0/0/19
Wireless access points: ge-0/0/0 and ge-0/0/1
Printers: ge-0/0/22 and ge-0/0/23

File servers: ge-0/0/20 and ge-0/0/21

Avaya IP telephones: ge-0/0/25 through ge-0/0/43
Wireless access points: ge-0/0/24

Printers: ge-0/0/44 and ge-0/0/45

File servers: ge-0/0/46 and ge-0/0/47

Configuring the Access Switch
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To configure the access switch:



Procedure

CLI Quick Configuration

To quickly configure the access switch, copy the following commands and paste them into the switch

terminal window:

[edit]

set
port"

set
sales

set
port"

set
sales

set
port"

set
sales

set
port"

set
sales

set
point port"

set
support

set
port"

set
support

set
port"

set
support

set
port"

set
support

set

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

connection to distribution switch"

ge-0/0/0 unit @ description "Sales wireless access point

ge-0/0/0 unit @ family ethernet-switching vlan members

ge-0/0/3

unit 0 description "Sales phone

ge-0/0/3 unit @ family ethernet-switching vlan members

ge-0/0/22

ge-0/0/22

ge-0/0/20

ge-0/0/20

ge-0/0/24

ge-0/0/24

ge-0/0/26

ge-0/0/26

ge-0/0/44

ge-0/0/44

ge-0/0/46

ge-0/0/46

unit 0 description "Sales printer

unit @ family ethernet-switching vlan members

unit 0 description "Sales file server

unit @ family ethernet-switching vlan members

unit 0 description "Support wireless access

unit @ family ethernet-switching vlan members

unit 0 description "Support phone

unit @ family ethernet-switching vlan members

unit @ description "Support printer

unit @ family ethernet-switching vlan members

unit 0 description "Support file server

unit @ family ethernet-switching vlan members

ge-0/2/0 unit 0 description "Uplink module port



trunk

[sales support]

192.0.2.1/25

192.0.2.129/25

Step-by-Step Procedure

set

set
set

set

set

set

set
set
set
set
set
set

To configure the access switch:

interfaces ge-0/2/0 unit @ family ethernet-switching interface-mode

interfaces ge-0/2/0 native-vlan-id 1

interfaces ge-0/2/0 unit @ family ethernet-switching vlan members

interfaces ge-0/2/0 unit @ family ethernet-switching vlan members

interfaces irb unit 0 family inet address

interfaces irb unit 1 family inet address

vlans
vlans
vlans
vlans
vlans
vlans

sales description “Sales VLAN”
sales 13-interface irb.0

sales vlan-id 100

support description “Support VLAN”
support vlan-id 200

support 13-interface irb.1

1. Configure the 1-Gigabit Ethernet interface on the uplink module to be the trunk port that connects
to the distribution switch:

[edit interfaces]

user@access-switch# set ge-0/2/0 unit 0 description "Uplink module port connection to

distribution switch"

user@access-switch# set ge-0/2/0 unit 0 family ethernet-switching interface-mode

trunk

2. Specify the VLANSs to be aggregated on the trunk port:

[edit interfaces]

user@access-switch# set ge-0/2/0 unit 0 family ethernet-switching vlan members [ sales

support ]



3. To handle untagged packets that are received on the trunk port, create a native VLAN by configuring
a VLAN ID and specifying that the trunk port is a member of the native VLAN:

[edit interfaces]
user@access-switch# set ge-0/2/0 native-vlan-id 1
user@access-switch# set ge-0/2/0 unit @ family ethernet-switching vlan members 1

4. Configure the sales VLAN:

[edit vlans]

user@access-switch# set sales description "Sales VLAN"
user@access-switch# set sales vlan-id 100
user@access-switch# set sales 13-interface irb.0

5. Configure the support VLAN:

[edit vlans]

user@access-switch# set support description "Support VLAN"
user@access-switch# set support vlan-id 200
user@access-switch# set support 13-interface irb.1

6. Create the subnet for the sales VLAN:

[edit interfaces]
user@access-switch# set irb unit @ family inet address 192.0.2.1/25

7. Create the subnet for the support VLAN:

[edit interfaces]
user@access-switch# set irb unit 1 family inet address 192.0.2.129/25

8. Configure the interfaces in the sales VLAN:

[edit interfaces]
user@access-switch# set ge-0/0/0 unit 0 description "Sales wireless access point port
user@access-switch# set ge-0/0/0 unit 0 family ethernet-switching vlan members sales

user@access-switch# set ge-0/0/3 unit 0 description "Sales phone port"



user@access-switch# set ge-0/0/3 unit 0 family ethernet-switching vlan members sales

user@access-switch# set ge-0/0/20 unit @ description "Sales file server port"

user@access—switch# set ge-0/0/20 unit 0 family ethernet-switching vlan members sales

user@access-switch# set ge-0/0/22 unit 0 description "Sales printer port"

user@access-switch# set ge-0/0/22 unit @ family ethernet-switching vlan members sales

9. Configure the interfaces in the support VLAN:

[edit interfaces]

user@access-switch#
user@access-switch#
user@access-switch#
user@access-switch#
user@access-switch#
user@access-switch#
user@access-switch#

user@access-switchi#

Results

Display the results of the configuration:

set
set
set
set
set
set
set
set

ge-0/0/24
ge-0/0/24
ge-0/0/26
ge-0/0/26
ge-0/0/44
ge-0/0/44
ge-0/0/46
ge-0/0/46

unit
unit
unit
unit
unit
unit
unit

unit

user@access-switch> show configuration

interfaces {
ge-0/0/0 {
unit @ {

description "Support wireless access point port"
family ethernet-switching vlan members support
description "Support phone port"

family ethernet-switching vlan members support
description "Support printer port"

family ethernet-switching vlan members support
description "Support file server port"

family ethernet-switching vlan members support

description "Sales wireless access point port";

family ethernet-switching {

vlan {

members sales;

}
}
}
}
ge-0/0/3 {
unit @ {

description "Sales phone port";

family ethernet-switching {



vlan {

members sales;

}
}
}
}
ge-0/0/20 {
unit 0 {
description "Sales file server port";
family ethernet-switching {
vlan {
members sales;
}
}
}
}
ge-0/0/22 {
unit 0 {
description "Sales printer port";
family ethernet-switching {
vlan {
members sales;
}
}
}
}
ge-0/0/24 {
unit 0 {
description "Support wireless access point port";
family ethernet-switching {
vlan {
members support;
}
}
}
}
ge-0/0/26 {
unit 0 {

description "Support phone port";
family ethernet-switching {
vlan {

members support;



}
}
ge-0/0/44 {
unit @ {
description "Support printer port";
family ethernet-switching {
vlan {
members support;
}
}
}
}
ge-0/0/46 {
unit @ {
description "Support file server port";
family ethernet-switching {
vlan {
members support;
}
}
}
}
ge-0/2/0 {
native-vlan-id 1;
unit 0 {
description "Uplinking module connection to distribution switch";
family ethernet-switching {
interface-mode trunk;
vlan {
members [ 1 sales support 1;
}
}
}
}
irb {
unit @ {
family inet {
address 192.0.2.1/25;
}
}
unit 1 {

family inet {



address 192.0.2.129/25;

}
}
}
}
vlans {
sales {
description "Sales VLAN";
vlan-id 100;
13-interface irb.0;
}
support {
description "Support VLAN";
vlan-id 200;
13-interface irb.1;
}
}

TIP: To quickly configure the access switch, issue the load merge terminal command, then
copy the hierarchy and paste it into the switch terminal window.

Configuring the Distribution Switch
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To configure the distribution switch:



Procedure

CLI Quick Configuration

To quickly configure the distribution switch, copy the following commands and paste them into the

switch terminal window:

set
switch"

set
trunk

set
[ sales support 1]

set

set

set
192.0.2.2/25

set
192.0.2.130/25

set

set

set

set

set

set

Step-by-Step Procedure

interfaces ge-0/0/0 unit @ description "Connection to access

interfaces ge-0/0/0 unit @ family ethernet-switching interface-mode

interfaces ge-0/0/0 unit 0 family ethernet-switching vlan members

interfaces ge-0/0/0 native-vlan-id 1

interfaces ge-0/0/0 unit @ family ethernet-switching vlan members

interfaces irb unit 0 family inet address

interfaces irb unit 1 family inet address

vlans
vlans
vlans
vlans
vlans

vlans

To configure the distribution switch:

sales description "Sales VLAN"
sales vlan-id 100

sales 13-interface irb.0

support description "Support VLAN"
support vlan-id 200

support 13-interface irb.1

1. Configure the interface on the switch to be the trunk port that connects to the access switch:

[edit interfaces]

user@distribution-switch# set ge-0/0/0 unit @ description "Connection to access switch"

user@distribution-switch# set ge-0/0/0 unit @ family ethernet-switching interface-mode

trunk



2. Specify the VLANSs to be aggregated on the trunk port:

[edit interfaces]
user@distribution-switch# set ge-0/0/0 unit @ family ethernet-switching vlan members [ sales
support ]

3. To handle untagged packets that are received on the trunk port, create a native VLAN by configuring
a VLAN ID and specifying that the trunk port is a member of the native VLAN:

[edit interfaces]
user@distribution-switch# set ge-0/0/0 native-vlan-id 1
user@distribution-switch# set ge-0/0/0 unit @ family ethernet-switching vlan members 1

4. Configure the sales VLAN:

[edit vlans]
user@distribution-switch# set sales description "Sales VLAN"
user@distribution-switch# set sales vlan-id 100

user@distribution-switch# set sales 13-interface irb.0

The VLAN configuration for the distribution switch includes the set I3-interface irb.0 command to
route traffic between the sales and support VLANs. The VLAN configuration for the access switch
does not include this statement because the access switch is not monitoring IP addresses. Instead,
the access switch is passing the IP addresses to the distribution switch for interpretation.

5. Configure the support VLAN:

[edit vlans]
user@distribution-switch# set support description "Support VLAN"
user@distribution-switch# set support vlan-id 200

user@distribution-switch# set support 13-interface irb.1

The VLAN configuration for the distribution switch includes the set I3-interface irb.1 command to
route traffic between the sales and support VLANs. The VLAN configuration for the access switch
does not include this statement because the access switch is not monitoring IP addresses. Instead,
the access switch is passing the IP addresses to the distribution switch for interpretation.



6. Create the subnet for the sales VLAN:

[edit interfaces]
user@distribution-switch# set irb unit @ family inet address
192.0.2.2/25

7. Create the subnet for the support VLAN:

[edit interfaces]
user@distribution-switch# set irb unit 1 family inet address
192.0.2.130/25

Results

Display the results of the configuration:

user@distribution-switch> show configuration
interfaces {
ge-0/0/0 {
native-vlan-id 1;
unit @ {
description "Connection to access switch";
family ethernet-switching {
interface-mode trunk;
vlan {

members [ 1 sales support 1;

}
}
}
}
irb {
unit 0 {
family inet {
address 192.0.2.2/25;
}
}
unit 1 {

family inet {
address 192.0.2.130/25;



}
}
vlans {
sales {
description "Sales VLAN";
vlan-id 100;
13-interface irb.0;
}
support {
description "Support VLAN";
vlan-id 200;
13-interface irb.1;
}
}

TIP: To quickly configure the distribution switch, issue the load merge terminal command,
then copy the hierarchy and paste it into the switch terminal window.

Verification
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To confirm that the configuration is working properly, perform these tasks:
Verifying the VLAN Members and Interfaces on the Access Switch

Purpose

Verify that the sales and support VLANs have been created on the switch.



Action

List all VLANs configured on the switch:

user@access-switch> show

vlans

Routing instance VLAN name Tag Interfaces

default-switch sales 100
ge-0/0/20.0
ge-0/0/22.0
ge-0/0/3.0%
ge-0/0/0.0%
ge-0/2/0.0%

default-switch support 200
ge-0/0/24.0
ge-0/0/26.0
ge-0/0/44.0%
ge-0/0/46.0%
ge-0/2/0.0%

Meaning

The output shows the sales and support VLANs and the interfaces that are configured as members of
the respective VLANS.

Verifying the VLAN Members and Interfaces on the Distribution Switch

Purpose

Verify that the sales and support VLANs have been created on the switch.

Action

List all VLANs configured on the switch:

user@distribution-switch> show
vlans
Routing instance VLAN name Tag Interfaces

default-switch sales 100



ge-0/0/0.0%
default-switch support 200

ge-0/0/0.0%

Meaning

The output shows the sales and support VLANSs and the interface (ge-0/0/0.0) that is configured as a
member of both VLANS. Interface ge-0/0/0.0 is also the trunk interface connected to the access switch.

Example: Setting Up Bridging with Multiple VLANSs for EX Series
Switches
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To segment traffic on a LAN into separate broadcast domains, you create separate virtual LANs (VLANS)
on an EX Series switch. Each VLAN is a collection of network nodes. When you use VLANSs, frames
whose origin and destination are in the same VLAN are forwarded only within the local VLAN, and only
frames not destined for the local VLAN are forwarded to other broadcast domains. VLANSs thus limit the
amount of traffic flowing across the entire LAN, reducing the possible number of collisions and packet
retransmissions within the LAN.

This example describes how to configure bridging for an EX Series switch and how to create two VLANSs
to segment the LAN:

Requirements

This example uses the following hardware and software components:
o One EX4200-48P Virtual Chassis switch

e Junos OS Release 9.0 or later for EX Series switches



Before you set up bridging and VLANSs, be sure you have:

e Performed the initial switch configuration. See Connecting and Configuring an EX Series Switch (J-
Web Procedure).

Overview and Topology
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EX Series switches connect all devices in an office or data center into a single LAN to provide sharing of
common resources such as printers and file servers and to enable wireless devices to connect to the
LAN through wireless access points. The default configuration creates a single VLAN, and all traffic on
the switch is part of that broadcast domain. Creating separate network segments reduces the span of
the broadcast domain and allows you to group related users and network resources without being
limited by physical cabling or by the location of a network device in the building or on the LAN.

This example shows a simple configuration to illustrate the basic steps for creating two VLANs on a
single switch. One VLAN, called sales, is for the sales and marketing group, and a second, called support,
is for the customer support team. The sales and support groups each have their own dedicated file
servers, printers, and wireless access points. For the switch ports to be segmented across the two
VLANSs, each VLAN must have its own broadcast domain, identified by a unique name and tag (VLAN
ID). In addition, each VLAN must be on its own distinct IP subnet.

Topology

The topology for this example consists of one EX4200-48P switch, which has a total of 48 Gigabit
Ethernet ports, all of which support Power over Ethernet (PoE). Most of the switch ports connect to
Avaya IP telephones. The remainder of the ports connect to wireless access points, file servers, and
printers. Table 50 on page 242 explains the components of the example topology.

Table 50: Components of the Multiple VLAN Topology
Property Settings

Switch hardware EX4200-48P, 48 Gigabit Ethernet ports, all PoE-enabled
(ge-0/0/0 through ge-0/0/47)



Table 50: Components of the Multiple VLAN Topology (Continued))
Property Settings

VLAN names and tag IDs sales, tag 100
support, tag 200

VLAN subnets sales: 192.0.2.0/25 (addresses 192.0.2.1 through
192.0.2.126)
support: 192.0.2.128/25 (addresses 192.0.2.129
through 192.0.2.254)

Interfaces in VLAN sales Avaya IP telephones: ge-0/0/3 through ge-0/0/19
Wireless access points: ge-0/0/0 and ge-0/0/1
Printers: ge-0/0/22 and ge-0/0/23
File servers: ge-0/0/20 and ge-0/0/21

Interfaces in VLAN support Avaya IP telephones: ge-0/0/25 through ge-0/0/43
Wireless access points: ge-0/0/24
Printers: ge-0/0/44 and ge-0/0/45
File servers: ge-0/0/46 and ge-0/0/47

Unused interfaces ge-0/0/2 and ge-0/0/25

This configuration example creates two IP subnets, one for the sales VLAN and the second for the
support VLAN. The switch bridges traffic within a VLAN. For traffic passing between two VLANSs, the
switch routes the traffic using a Layer 3 routing interface on which you have configured the address of
the IP subnet.

To keep the example simple, the configuration steps show only a few devices in each of the VLANs. Use
the same configuration procedure to add more LAN devices.

Configuration
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Configure Layer 2 switching for two VLANSs:



Procedure

CLI Quick Configuration

To quickly configure Layer 2 switching for the two VLANSs (sales and support) and to quickly configure
Layer 3 routing of traffic between the two VLANSs, copy the following commands and paste them into
the switch terminal window:

[edit]

port”

sales

port”

sales

port”

sales

port”

sales

point port”

support

port”

support

port”

support

port”

support

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

ge-0/0/0 unit 0 description “Sales wireless access point

ge-0/0/0 unit 0 family ethernet-switching vlan members

ge-0/0/3

unit 0 description “Sales phone

ge-0/0/3 unit @ family ethernet-switching vlan members

ge-0/0/22

ge-0/0/22

ge-0/0/20

ge-0/0/20

ge-0/0/24

ge-0/0/24

ge-0/0/26

ge-0/0/26

ge-0/0/44

ge-0/0/44

ge-0/0/46

ge-0/0/46

vlan unit

unit 0 description “Sales printer

unit 0 family ethernet-switching vlan members

unit 0 description “Sales file server

unit 0 family ethernet-switching vlan members

unit 0 description “Support wireless access

unit 0 family ethernet-switching vlan members

unit 0 description “Support phone

unit 0 family ethernet-switching vlan members

unit 0 description “Support printer

unit 0 family ethernet-switching vlan members

unit 0 description “Support file server

unit 0 family ethernet-switching vlan members

0 family inet address



192.0.2.0/25

set interfaces vlan unit 1 family inet address
192.0.2.128/25

set vlans sales 13-interface vlan.o

set vlans sales vlan-id 100

set vlans support vlan-id 200

set vlans support 13-interface vlan.1

Step-by-Step Procedure

Configure the switch interfaces and the VLANSs to which they belong. By default, all interfaces are in
access mode, so you do not have to configure the port mode.

1. Configure the interface for the wireless access point in the sales VLAN:

[edit interfaces ge-0/0/0 unit 0]
user@switch# set description “Sales wireless access point port”

user@switch# set family ethernet-switching vlan members sales

2. Configure the interface for the Avaya IP phone in the sales VLAN:

[edit interfaces ge-0/0/3 unit 0]
user@switch# set description “Sales phone port”

user@switch# set family ethernet-switching vlan members sales

3. Configure the interface for the printer in the sales VLAN:

[edit interfaces ge-0/0/22 unit 0]
user@switch# set description “Sales printer port”

user@switch# set family ethernet-switching vlan members sales

4. Configure the interface for the file server in the sales VLAN:

[edit interfaces ge-0/0/20 unit 0]
user@switch# set description “Sales file server port”

user@switch# set family ethernet-switching vlan members sales



5. Configure the interface for the wireless access point in the support VLAN:

[edit interfaces ge-0/0/24 unit 0]
user@switch# set description “Support wireless access point port”

user@switch# set family ethernet-switching vlan members support

6. Configure the interface for the Avaya IP phone in the support VLAN:

[edit interfaces ge-0/0/26 unit 0]
user@switch# set description “Support phone port”
user@switch# set family ethernet-switching vlan members support

7. Configure the interface for the printer in the support VLAN:

[edit interfaces ge-0/0/44 unit 0]
user@switch# set description “Support printer port”

user@switch# set family ethernet-switching vlan members support

8. Configure the interface for the file server in the support VLAN:

[edit interfaces ge-0/0/46 unit 0]
user@switch# set description “Support file server port”
user@switch# set family ethernet-switching vlan members support

9. Create the subnet for the sales broadcast domain:

[edit interfaces]
user@switch# set vlan unit @ family inet address 192.0.2.1/25

10. Create the subnet for the support broadcast domain:

[edit interfaces]
user@switch# set vlan unit 1 family inet address 192.0.2.129/25



11. Configure the VLAN tag IDs for the sales and support VLANSs:

[edit vlans]
user@switch# set sales vlan-id 100

user@switch# set support vlan-id 200

12. To route traffic between the sales and support VLANSs, define the interfaces that are members of
each VLAN and associate a Layer 3 interface:

[edit vlans]
user@switch# set sales 13-interface

user@switch# set support 13-interface vlan.1

Results

Display the results of the configuration:

user@switch> show configuration
interfaces {
ge-0/0/0 {
unit @ {
description “Sales wireless access point port”;
family ethernet-switching {

vlan members sales;

}
}
}
ge-0/0/3 {
unit @ {
description “Sales phone port”;
family ethernet-switching {
vlan members sales;
}
}
}
ge-0/0/22 {
unit @ {

description “Sales printer port”;
family ethernet-switching {

vlan members sales;



}
}
ge-0/0/20 {
unit @ {
description “Sales file server port”;
family ethernet-switching {
vlan members sales;
}
}
}
ge-0/0/24 {
unit @ {
description “Support wireless access point port”;
family ethernet-switching {
vlan members support;
}
}
}
ge-0/0/26 {
unit @ {
description “Support phone port”;
family ethernet-switching {
vlan members support;
}
}
}
ge-0/0/44 {
unit @ {
description “Support printer port”;
family ethernet-switching {
vlan members support;
}
}
}
ge-0/0/46 {
unit @ {
description “Support file server port”;
family ethernet-switching {
vlan members support;
}
}

vlans {



unit @ {
family inet address 192.0.2.0/25;
}
unit 1 {
family inet address 192.0.2.128/25;

}
vlans {
sales {

vlan-id 100;
interface ge-0/0/0.0:
interface ge-0/0/3/0;
interface ge-0/0/20.0;
interface ge-0/0/22.0;
13-interface vlan 0;

support {
vlan-id 200;
interface ge-0/0/24.0:
interface ge-0/0/26.0;
interface ge-0/0/44.0;
interface ge-0/0/46.0;
13-interface vlan 1;

TIP: To quickly configure the sales and support VLAN interfaces, issue the load merge
terminal command, then copy the hierarchy and paste it into the switch terminal window.

Verification
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To verify that the “sales” and “support” VLANs have been created and are operating properly, perform
these tasks:

Verifying That the VLANs Have Been Created and Associated to the Correct Interfaces

Purpose

Verify that the VLANSs sales and support have been created on the switch and that all connected
interfaces on the switch are members of the correct VLAN.

Action

List all VLANs configured on the switch:

Use the operational mode commands:

user@switch> show

vlans

Name Tag Interfaces

default
ge-0/0/1.0, ge-0/0/2.0, ge-0/0/4.0, ge-0/0/5.0,
ge-0/0/6.0, ge-0/0/7.0, ge-0/0/8.0, ge-0/0/9.0,
ge-0/0/10.0%, ge-0/0/11.0, ge-0/0/12.0, ge-0/0/13.0%,

ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0, ge-0/0/17.0,
ge-0/0/18.0, ge-0/0/19.0, ge-0/0/21.0, ge-0/0/23.0%,
ge-0/0/25.0, ge-0/0/27.0, ge-0/0/28.0, ge-0/0/29.0,
ge-0/0/30.0, ge-0/0/31.0, ge-0/0/32.0, ge-0/0/33.0,
ge-0/0/34.0, ge-0/0/35.0, ge-0/0/36.0, ge-0/0/37.0,
ge-0/0/38.0, ge-0/0/39.0, ge-0/0/40.0, ge-0/0/41.0,
ge-0/0/42.0, ge-0/0/43.0, ge-0/0/45.0, ge-0/0/47.0,

ge-0/1/0.0%, ge-0/1/1.0%, ge-0/1/2.0%, ge-0/1/3.0%

sales 100
ge-0/0/0.0%, ge-0/0/3.0, ge-0/0/20.0, ge-0/0/22.0

support 200

ge-0/0/24.0, ge-0/0/26.0, ge-0/0/44.0, ge-0/0/46.0%
mgmt

me0. 0%



Meaning

The show vlans command lists all VLANs configured on the switch and which interfaces are members of
each VLAN. This command output shows that the sales and support VLANs have been created. The
sales VLAN has a tag ID of 100 and is associated with interfaces ge-0/0/0.0, ge-0/0/3.0, ge-0/0/20.0,

and ge-0/0/22.0. VLAN support has a tag ID of 200 and is associated with interfaces ge-0/0/24.0,
ge-0/0/26.0, ge-0/0/44.0, and ge-0/0/46.0.

Verifying That Traffic Is Being Routed Between the Two VLANs

Purpose

Verify routing between the two VLANS.

Action

List the Layer 3 routes in the switch's Address Resolution Protocol (ARP) table:

user@switch> show arp

MAC Address Address Name Flags

00:00:0c:06:2c:0d 192.0.2.3 vlan.0 None

00:13:€2:50:62:€0 192.0.2.11 vlan.1 None
Meaning

Sending IP packets on a multiaccess network requires mapping from an IP address to a MAC address
(the physical or hardware address). The ARP table displays the mapping between the IP address and
MAC address for both vlan.0 (associated with sales) and vlan.1 (associated with support). These VLANs
can route traffic to each other.

Verifying That Traffic Is Being Switched Between the Two VLANs

Purpose

Verify that learned entries are being added to the Ethernet switching table.



Action

List the contents of the Ethernet switching table:

user@switch> show ethernet-switching table

Ethernet-switching table: 8 entries, 5 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:00:05:00:00:01 Learn - ge-0/0/10.0
default 00:00:5e:00:01:09 Learn - ge-0/0/13.0
default 00:19:e2:50:63:e0 Learn - ge-0/0/23.0
sales * Flood - All-members
sales 00:00:5e:00:07:09 Learn - ge-0/0/0.0
support * Flood - All-members
support 00:00:5e:00:01:01 Learn - ge-0/0/46.0
Meaning

The output shows that learned entries for the sales and support VLANs have been added to the
Ethernet switching table, and are associated with interfaces ge-0/0/0.0 and ge-0/0/46.0. Even though
the VLANs were associated with more than one interface in the configuration, these interfaces are the
only ones that are currently operating.

SEE ALSO

Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch | 192
Example: Connecting an EX Series Access Switch to a Distribution Switch

Understanding Bridging and VLANs on Switches | 137
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Example: Connecting an Access Switch to a Distribution Switch
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In large local area networks (LANs), you commonly need to aggregate traffic from a number of access
switches into a distribution switch.

This example describes how to connect an access switch to a distribution switch:

Requirements
This example uses the following hardware and software components:

e For the distribution switch, one EX 4200-24F switch. This model is designed to be used as a
distribution switch for aggregation or collapsed core network topologies and in space-constrained
data centers. It has twenty-four 1-Gigabit Ethernet fiber SFP ports and an EX-UM-2XFP uplink
module with two 10-Gigabit Ethernet XFP ports.

e For the access switch, one EX 3200-24P, which has twenty-four 1-Gigabit Ethernet ports, all of
which support Power over Ethernet (PoE), and an uplink module with four 1-Gigabit Ethernet ports.

e Junos OS Release 11.1 or later for the QFX Series

Overview and Topology
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In a large office that is spread across several floors or buildings, or in a data center, you commonly
aggregate traffic from a number of access switches into a distribution switch. This configuration example
shows a simple topology to illustrate how to connect a single access switch to a distribution switch.

In the topology, the LAN is segmented into two VLANSs, one for the sales department and the second for
the support team. One 1-Gigabit Ethernet port on the access switch's uplink module connects to the
distribution switch, to one 1-Gigabit Ethernet port on the distribution switch.

Topology

Table 51 on page 254 explains the components of the example topology. The example shows how to
configure one of the three access switches. The other access switches could be configured in the same
manner.

Table 51: Components of the Topology for Connecting an Access Switch to a Distribution Switch

Property Settings

Access switch hardware EX 3200-24P, 24 1-Gigabit Ethernet ports, all PoE-enabled (ge-0/0/0
through ge-0/0/23); one 4-port 1-Gigabit Ethernet uplink module (EX-
UM-4SFP)

Distribution switch hardware EX 4200-24F, 24 1-Gigabit Ethernet fiber SFP ports (ge-0/0/0 through
ge-0/0/23); one 2-port 10-Gigabit Ethernet XFP uplink module (EX-
UM-4SFP)

VLAN names and tag IDs sales, tag 100support, tag 200

VLAN subnets sales: 192.0.2.0/25 (addresses 192.0.2.1 through 192.0.2.126)support:

192.0.2.128/25 (addresses 192.0.2.129 through 192.0.2.254)

Trunk port interfaces On the access switch: ge-0/1/00n the distribution switch: ge-0/0/0

Access port interfaces in VLAN Avaya IP telephones: ge-0/0/3 through ge-0/0/19Wireless access points:
sales (on access switch) ge-0/0/0 and ge-0/0/1Printers: ge-0/0/22 and ge-0/0/23File servers:
ge-0/0/20 and ge-0/0/21

Access port interfaces in VLAN Avaya IP telephones: ge-0/0/25 through ge-0/0/43Wireless access points:
support (on access switch) ge-0/0/24Printers: ge-0/0/44 and ge-0/0/45File servers: ge-0/0/46 and
ge-0/0/47



Unused interfaces on access
switch

ge-0/0/2 and ge-0/0/25

Configuring the Access Switch
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To configure the access switch:

Procedure

CLI Quick Configuration

To quickly configure the access switch, copy the following commands and paste them into the switch

terminal window:

[edit]

set
port”

set
sales

set
port”

set
sales

set
port”

set
sales

set
port”

set
sales

set

point port”

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

ge-0/0/0 unit 0 description “Sales Wireless access point

ge-0/0/0 unit @ family ethernet-switching vlan members

ge-0/0/3 unit 0 description “Sales phone

ge-0/0/3 unit @ family ethernet-switching vlan members

ge-0/0/22 unit 0 description “Sales printer

ge-0/0/22 unit 0 family ethernet-switching vlan members

ge-0/0/20 unit 0 description “Sales file server

ge-0/0/20 unit 0 family ethernet-switching vlan members

ge-0/0/24 unit 0 description “Support wireless access



set interfaces ge-0/0/24 unit @ family ethernet-switching vlan members

support

set interfaces ge-0/0/26 unit @ description “Support phone
port”

set interfaces ge-0/0/26 unit @ family ethernet-switching vlan members
support

set interfaces ge-0/0/44 unit 0 description “Support printer
port”

set interfaces ge-0/0/44 unit 0 family ethernet-switching vlan members
support

set interfaces ge-0/0/46 unit @ description “Support file server
port”

set interfaces ge-0/0/46 unit @ family ethernet-switching vlan members
support

set interfaces ge-0/1/0 unit 0 description “Uplink module port
connection to distribution switch”

set interfaces ge-0/1/0 unit 0 family ethernet-switching port-mode
trunk

set interfaces ge-0/1/0 unit 0 family ethernet-switching native-vlan-id

set interfaces ge-0/1/0 unit 0 family ethernet switching vlan members
[sales support]

set interfaces vlan unit @ family inet address
192.0.2.1/25

set interfaces vlan unit 1 family inet address
192.0.2.129/25

set vlans sales interface ge-0/0/0.0

set vlans sales interface ge-0/0/3.0

set vlans sales interface ge-0/0/22.0

set vlans sales interface ge-0/0/20.0

set vlans sales 13-interface vlan.0

set vlans sales vlan-id 100

set vlans sales vlan-description “Sales VLAN”

set vlans support interface ge-0/0/24.0

set vlans support interface ge-0/0/26.0

set vlans support interface ge-0/0/44.0

set vlans support interface ge-0/0/46.0

set vlans support vlan-id 200

set vlans support 13-interface vlan.1

set vlans support vlan-description “Support VLAN”



Step-by-Step Procedure

To configure the access switch:

1. Configure the 1-Gigabit Ethernet interface on the uplink module to be the trunk port that connects
to the distribution switch:

[edit interfaces ge-0/1/0 unit @Juser@access-switch# setdescription “Uplink module port
connection to distribution switch”user@access-switch# set ethernet-switching port-mode

trunk

2. Specify the VLANSs to be aggregated on the trunk port:

[edit interfaces ge-0/1/0 unit @]Juser@access-switch# set ethernet-switching vlanmembers

[ sales support ]

3. Configure the VLAN ID to use for packets that are received with no dot1q tag (untagged packets):

[edit interfaces ge-0/1/0 unit @Juser@access-switch# set ethernet-switching native-vlan-id
1

4. Configure the sales VLAN:

[edit vlans sales]user@access-switch# set vlan-description “Sales VLAN”user@access-switch#

set vlan-id 100Quser@access-switch# set 13-interface (VLAN) vlan.0

5. Configure the support VLAN:

[edit vlans support]user@access-switch# set vlan-description “Support VLAN”user@access-
switch# set vlan-id 200user@access-switch# set 13-interface (VLAN)

vlan.1

6. Create the subnet for the sales broadcast domain:

[edit interfaces]user@access-switch# set vlan unit @ family inet address
192.0.2.1/25



7.

8.

9.

Create the subnet for the support broadcast domain:

[edit interfaces]user@access-switch# set vlan unit 1 family inet address
192.0.2.129/25

Configure the interfaces in the sales VLAN:

[edit interfaces]user@access-switch# set ge-0/0/0 unit @ description “Sales wireless access
point port”user@access-switch# set ge-0/0/0 unit 0 family ethernet-switching vlan members
salesuser@access-switch# set ge-0/0/3 unit 0 description “Sales phone port”user@access-
switch# set ge-0/0/3 unit @ family ethernet-switching vlan members salesuser@access-switch#
set ge-0/0/20 unit 0 description “Sales file server port”user@access—switch# set ge-0/0/20
unit 0 family ethernet-switching vlan members salesuser@access-switch# set ge-0/0/22 unit 0
description “Sales printer port”user@access-switch# set ge-0/0/22 unit 0 family ethernet-
switching vlan members sales

Configure the interfaces in the support VLAN:

[edit interfaces]user@access-switch# set ge-0/0/24 unit 0 description “Support wireless
access point port”user@access-switch# set ge-0/0/24 unit 0 family ethernet-switching vlan
members supportuser@access-switch# set ge-0/0/26 unit 0 description “Support phone
port”user@access-switch# set ge-0/0/26 unit @ family ethernet-switching vlan members
supportuser@access-switch# set ge-0/0/44 unit 0 description “Support printer
port”user@access-switch# set ge-0/0/44 unit @ family ethernet-switching vlan members
supportuser@access-switch# set ge-0/0/46 unit 0 description “Support file server
port”user@access-switch# set ge-0/0/46 unit @ family ethernet-switching vlan members
support

10. Configure descriptions and VLAN tag IDs for the sales and support VLANSs:

[edit vlans]user@access-switch# set sales vlan-description “Sales VLAN”user@access-switch#
set sales vlan-id 100Quser@access-switch# set support vlan-description “Support
VLAN”user@access-switch# set support vlan-id 200



11. To route traffic between the sales and support VLANs and associate a Layer 3 interface with each
VLAN:

[edit vlans]user@access-switch# set sales 13-interface vlan.Ouser@access-switch# set

support 13-interface vlan.1

Results

Display the results of the configuration:

user@access-switch> show
interfaces {
ge-0/0/0 {
unit @ {
description “Sales wireless access point port”;
family ethernet-switching {

vlan members sales;

}
}
}
ge-0/0/3 {
unit @ {
description “Sales phone port”;
family ethernet-switching {
vlan members sales;
}
}
}
ge-0/0/20 {
unit @ {
description “Sales file server port”;
family ethernet-switching {
vlan members sales;
}
}
}
ge-0/0/22 {
unit 0 {

description “Sales printer port”;
family ethernet-switching {

vlan members sales;



}
}
ge-0/0/24 {
unit @ {
description “Support wireless access point port”;
family ethernet-switching {
vlan members support;
}
}
}
ge-0/0/26 {
unit @ {
description “Support phone port”;
family ethernet-switching {
vlan members support;
}
}
}
ge-0/0/44 {
unit @ {
description “Support printer port”;
family ethernet-switching {
vlan members sales;
}
}
}
ge-0/0/46 {
unit @ {
description “Support file server port”;
family ethernet-switching {
vlan members support;
}
}
}
ge-0/1/0 {
unit @ {

description “Uplink module port connection to distribution switch”;
family ethernet-switching {
port-mode trunk;
vlan members [ sales support 1;
native-vlan-id 1;



}
vlan {
unit 0 {
family inet address 192.0.2.1/25;
}
unit 1 {
family inet address 192.0.2.129/25;
}
}
}
vlans {
sales {
vlan-id 100;
vlan-description “Sales VLAN”;
13-interface vlan.0;
}
support {
vlan-id 200;
vlan-description “Support VLAN”;
13-interface vlan.1;
}
}

TIP: To quickly configure the distribution switch, issue the load merge terminal command,
then copy the hierarchy and paste it into the switch terminal window.

Configuring the Distribution Switch
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To configure the distribution switch:



Procedure

CLI Quick Configuration

To quickly configure the distribution switch, copy the following commands and paste them into the

switch terminal window:

set
switch”

set
trunk

set
support ]

set
1

set
192.0.2.2/25

set
192.0.2.130/25
set
set
set
set
set
set

Step-by-Step Procedure

interfaces ge-0/0/0 description “Connection to access
interfaces ge-0/0/0 ethernet-switching port-mode

interfaces ge-0/0/0 ethernet-switching vlan members [ sales
interfaces ge-0/0/0 ethernet-switching native-vlan-id
interfaces vlan unit 0 family inet address

interfaces vlan unit 1 family inet address

vlans sales vlan-description “Sales VLAN”

vlans sales vlan-id 100

vlans sales 13-interface vlan.@

vlans support vlan-description “Support VLAN”

vlans support vlan-id 200
vlans support 13-interface vlan.1

To configure the distribution switch:

1. Configure the interface on the switch to be the trunk port that connects to the access switch:

[edit interfaces ge-0/0/0

unit @Juser@distribution-switch# set description “Connection to

access switch”user@distribution-switch# set ethernet-switching port-mode

trunk



2. Specify the VLANSs to be aggregated on the trunk port:

[edit interfaces ge-0/0/0 unit @Juser@distribution-switch# set ethernet-switching vlanmembers
[ sales support 1]

3. Configure the VLAN ID to use for packets that are received with no dot1q tag (untagged packets):

[edit interfaces]user@distribution-switch# set ge-0/0/0 ethernet-switching native-vlan-
id 1

4. Configure the sales VLAN:

[edit vlans sales]user@distribution-switch# set vlan-description “Sales
VLAN”user@distribution-switch# set vlan-id 100user@distribution-switch# set 13-interface
(VLAN) vlan.o

5. Configure the support VLAN:

[edit vlans support]user@distribution-switch# set vlan-description “Support
VLAN”user@distribution-switch# set vlan-id 200@user@distribution-switch# set 13-interface
(VLAN) vlan.1

6. Create the subnet for the sales broadcast domain:

[edit interfaces]user@distribution-switch# set vlan unit @ family inet address
192.0.2.2/25

7. Create the subnet for the support broadcast domain:

[edit interfaces] user@distribution-switch# set vlan unit 1 family inet address
192.0.2.130/25



Results

Display the results of the configuration:

user@distribution-switch> show
interfaces {
ge-0/0/0 {
description “Connection to access switch”;
unit @ {
family ethernet-switching {
port-mode trunk;
vlan members [ sales support 1;
native-vlan-id 1;

}
}
}
vlan {
unit @ {
family inet address 192.0.2.2/25;
}
unit 1 {
family inet address 192.0.2.130/25;
}
}
}
vlans {
sales {
vlan-id 100;
vlan-description “Sales VLAN”;
13-interface vlan.o;
}
support {
vlan-id 200;
vlan-description “Support VLAN”;
13-interface vlan.1;
}
}

TIP: To quickly configure the distribution switch, issue the load merge terminal command,
then copy the hierarchy and paste it into the switch terminal window.
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To confirm that the configuration is working properly, perform these tasks:

Verifying the VLAN Members and Interfaces on the Access Switch

Purpose

Verify that the sales and support have been created on the switch.

Action

List all VLANs configured on the switch:

user@switch> show vlans

Name Tag Interfaces

default
ge-0/0/1.0, ge-0/0/2.0, ge-0/0/4.0, ge-0/0/5.0,
ge-0/0/6.0, ge-0/0/7.0, ge-0/0/8.0%, ge-0/0/9.0,
ge-0/0/10.0, ge-0/0/11.0%, ge-0/0/12.0, ge-0/0/13.0,

ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0, ge-0/0/17.0,
ge-0/0/18.0, ge-0/0/19.0%,ge-0/0/21.0, ge-0/0/23.0,
ge-0/0/25.0, ge-0/0/27.0%,ge-0/0/28.0, ge-0/0/29.0,
ge-0/0/30.0, ge-0/0/31.0%,ge-0/0/32.0, ge-0/0/33.0,
ge-0/0/34.0, ge-0/0/35.0%,ge-0/0/36.0, ge-0/0/37.0,
ge-0/0/38.0, ge-0/0/39.0%,ge-0/0/40.0, ge-0/0/41.0,
ge-0/0/42.0, ge-0/0/43.0%,ge-0/0/45.0, ge-0/0/47.0,

ge-0/1/1.0%, ge-0/1/2.0%, ge-0/1/3.0%

sales 100
ge-0/0/0.0%, ge-0/0/3.0, ge-0/0/20.0, ge-0/0/22.0,
ge-0/1/0.0%,



support 200
ge-0/0/24.0%, ge-0/0/26.0, ge-0/0/44.0, ge-0/0/46.0,

mgmt
meo. 0
Meaning

The output shows the sales and support VLANs and the interfaces associated with them.

Verifying the VLAN Members and Interfaces on the Distribution Switch

Purpose

Verify that the sales and support have been created on the switch.

Action

List all VLANs configured on the switch:

user@switch> show vlans

Name Tag Interfaces

default
ge-0/0/1.0, ge-0/0/2.0, ge-0/0/3.0, ge-0/0/4.0,
ge-0/0/5.0, ge-0/0/6.0, ge-0/0/7.0%, ge-0/0/8.0,
ge-0/0/9.0, ge-0/0/10.0%, ge-0/0/11.0, ge-0/0/12.0,
ge-0/0/13.0, ge-0/0/14.0, ge-0/0/15.0, ge-0/0/16.0,
ge-0/0/17.0, ge-0/0/18.0%, ge-0/0/19.0, ge-0/0/20.0,
ge-0/0/21.0, ge-0/0/22.0%, ge-0/0/23.0, ge-0/1/1.0%,
ge-0/1/2.0%, ge-0/1/3.0%

sales 100
ge-0/0/0.0%

support 200
ge-0/0/0.0%



mgmt
me0. 0%

Meaning

The output shows the sales and support VLANSs associated to interface ge-0/0/0.0. Interface ge-0/0/0.0
is the trunk interface connected to the access switch.

Configuring a Logical Interface for Access Mode

Enterprise network administrators can configure a single logical interface to accept untagged packets
and forward the packets within a specified VLAN. A logical interface configured to accept untagged
packets is called an access interface or access port.

interface-mode access;

You can include this statement at the following hierarchy levels:
e [edit interfaces interface-name unit logical-unit-number family ethernet-switching]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number family ethernet-

switching]

When an untagged or tagged packet is received on an access interface, the packet is accepted, the
VLAN ID is added to the packet, and the packet is forwarded within the VLAN that is configured with
the matching VLAN ID.

The following example configures a logical interface as an access port with a VLAN ID of 20 on routers
and switches that support the enhanced Layer 2 software:

[edit interfaces ge-1/2/0]
unit 1 {
family ethernet-switching {
interface-mode access;

vlan members 20;
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Configuring the Native VLAN Identifier

@ NOTE: This task uses Junos OS for EX Series switches and Junos OS for QFX3500 and
QFX3600 switches that does not support the Enhanced Layer 2 Software (ELS)
configuration style. If your switch runs software that supports ELS, see "Configuring the
Native VLAN ldentifier on Switches With ELS Support" on page 268. For ELS details, see
"Using the Enhanced Layer 2 Software CLI" on page 15.

EX Series switches support receiving and forwarding routed or bridged Ethernet frames with 802.1Q
VLAN tags. The logical interface on which untagged packets are to be received must be configured with
the same native VLAN ID as that configured on the physical interface.

To configure the native VLAN ID using the CLI:

1. Configure the port mode so that the interface is in multiple VLANs and can multiplex traffic between
different VLANSs. Trunk interfaces typically connect to other switches and to routers on the LAN.
Configure the port mode as trunk:

[edit interfaces ge-0/0/3 unit @ family ethernet-switching]
user@switch# set port-mode trunk

2. Configure the native VLAN ID:

[edit interfaces ge-0/0/3 unit @ family ethernet-switching]
user@switch# set native-vlan-id 3

Configuring the Native VLAN Identifier on Switches With ELS Support

@ NOTE: This task uses Junos OS for EX Series switches and Junos OS for QFX3500 and
QFX3600 switches with support for the Enhanced Layer 2 Software (ELS) configuration


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html

style. If your switch runs software that does not support ELS, see "Configuring the
Native VLAN Identifier" on page 268. For ELS details, see "Using the Enhanced Layer 2
Software CLI" on page 15.

Switches can receive and forward routed or bridged Ethernet frames with 802.1Q VLAN tags. Typically,
trunk ports, which connect switches to each other, accept untagged control packets but do not accept
untagged data packets. You can enable a trunk port to accept untagged data packets by configuring a
native VLAN ID on the interface on which you want the untagged data packets to be received. The
logical interface on which untagged packets are to be received must be configured with the same VLAN
ID as the native VLAN ID configured on the physical interface.

To configure the native VLAN ID by using the command-line interface (CLI):

1. On the interface on which you want untagged data packets to be received, set the interface mode to

trunk, which specifies that the interface is in multiple VLANs and can multiplex traffic between
different VLANSs.:

[edit interfaces]
user@switch# set interface-name unit logical-unit-number family ethernet-switching interface-
mode trunk

2. Configure the native VLAN ID:

[edit interfaces]

user@switch# set interface-name native-vlan-id vian-id

3. Specify that the logical interface that will receive the untagged data packets is a member of the
native VLAN:

[edit interfaces]

user@switch# set interface-name unit logical-unit-number family ethernet-switching vlan
members vlan-id


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mode-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mode-edit-interfaces.html
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Configuring VLAN Encapsulation
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To configure encapsulation on an interface, enter the encapsulation statement at the [edit interfaces

Interface-name] hierarchy level:

[edit interfaces interface-namel

encapsulation type;

The following list contains important notes regarding encapsulation:

Ethernet interfaces in VLAN mode can have multiple logical interfaces. In CCC and VPLS modes,
VLAN IDs from 1 through 511 are reserved for normal VLANs, and VLAN IDs 512 through 4094 are
reserved for CCC or VPLS VLANSs. For 4-port Fast Ethernet interfaces, you can use VLAN IDs 512
through 1024 for CCC or VPLS VLANSs.

For encapsulation type flexible-ethernet-services, all VLAN IDs are valid.

For some encapsulation types, including flexible Ethernet services, Ethernet VLAN CCC, and VLAN
VPLS, you can also configure the encapsulation type that is used inside the VLAN circuit itself. To do
this, include the encapsulation statement:

encapsulation (vlan-ccc | vlan-tcc | vlan-vpls);

You can include this statement at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]

You cannot configure a logical interface with VLAN CCC or VLAN VPLS encapsulation unless you
also configure the physical device with the same encapsulation or with flexible Ethernet services
encapsulation. In general, the logical interface must have a VLAN ID of 512 or higher; if the VLAN ID
is 511 or lower, it will be subject to the normal destination filter lookups in addition to source



address filtering. However if you configure flexible Ethernet services encapsulation, this VLAN ID
restriction is removed.

In general, you configure an interface’s encapsulation at the [edit interfaces interface-name] hierarchy
level.

Example: Configuring VLAN Encapsulation on a Gigabit Ethernet Interface

Configure VLAN CCC encapsulation on a Gigabit Ethernet interface:

interfaces ge-2/1/0 {
vlan-tagging;

encapsulation vlan-ccc;

unit @ {
encapsulation vlan-ccc;
vlan-id 600;

}

Example: Configuring VLAN Encapsulation on an Aggregated Ethernet Interface

Configure VLAN CCC encapsulation on an aggregated Gigabit Ethernet interface:

interfaces aed {
vlan-tagging;
encapsulation vlan-vpls;

unit 0 {
vlan-id 100;
}
}
SEE ALSO
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Change History Table
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Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.3R1 Starting in Junos OS Release 17.3 on QFX10000 switches, the number of vmembers has increased to
256k for integrated routing and bridging interfaces and aggregated Ethernet interfaces.

17.1R3 Starting with Junos OS Release 17.1R3, on QFX10000 switches, you cannot configure an interface with
both family ethernet-switching and flexible-vlan-tagging.


https://apps.juniper.net/feature-explorer/
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802.1Q VLANSs Overview

A VLAN (virtual LAN) abstracts the idea of the local area network (LAN) by providing data link
connectivity for a subnet. VLANs make it easy for network administrators to partition a single switched
network to match the functional and security requirements of their systems without having to run new
cables or make major changes in their current network infrastructure. Each VLAN can be uniquely
identified by VLAN ID, which is transmitted and received as IEEE 802.1Q tag in an Ethernet frame.

You can partition the router into up to 4095 different VLANs—depending on the router model and the
physical interface types—by associating logical interfaces with specific VLAN IDs.

For Ethernet, Fast Ethernet, Tri-Rate Ethernet copper, Gigabit Ethernet, 10-Gigabit Ethernet, and
aggregated Ethernet interfaces supporting VPLS, the Junos OS supports a subset of the IEEE 802.1Q
standard for channelizing an Ethernet interface into multiple logical interfaces, allowing many hosts to
be connected to the same Gigabit Ethernet switch, but preventing them from being in the same routing
or bridging domain.
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802.1Q VLAN IDs and Ethernet Interface Types

VLAN ID O is reserved for tagging the priority of frames. VLAN IDs 1 through 511 are reserved for
normal VLANs. VLAN IDs 512 and above are reserved for VLAN circuit cross-connect (CCCs).

For Gigabit Ethernet 1Q interfaces and Gigabit Ethernet PICs with SFPs (except the 10-port Gigabit
Ethernet PIC and the built-in Gigabit Ethernet port on the M7i router), you can configure flexible
Ethernet services encapsulation on the physical interface. With flexible Ethernet services encapsulation,
VLAN IDs from 1 through 511 are no longer reserved for normal VLANSs.

The maximum number of user-configurable VLANSs is 15 on each port of the Dense-FE PIC (8-port/12-
port/48-port).

Table 52 on page 276 lists VLAN ID range by interface type.

Table 52: VLAN ID Range by Interface Type

Interface Type VLAN ID Range
Aggregated Ethernet for Fast Ethernet 1 through 1023
Aggregate Ethernet for Gigabit Ethernet 1 through 4094
4-port, 8-port, and 12-port Fast Ethernet 1 through 1023
48-port Fast Ethernet 1 through 4094
Tri-Rate Ethernet copper 1 through 4094
Gigabit Ethernet 1 through 4094

Gigabit Ethernet 1Q 1 through 4094


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html

Table 52: VLAN ID Range by Interface Type (Continued))

Interface Type VLAN ID Range
10-Gigabit Ethernet 1 through 4094
100-Gigabit Ethernet 1 through 4094
Management and internal Ethernet interfaces 1 through 1023

@ NOTE: For Gigabit Ethernet IQ and Gigabit Ethernet PICs with SFPs (except the built-in
Gigabit Ethernet port on the M7i router), VLAN IDs on a single interface can differ from
each other.

Because IS-IS has an 8-bit limit for broadcast multiaccess media, you cannot set up more
than 255 adjacencies over Gigabit Ethernet using VLAN tagging. For more information,
see the Junos OS Routing Protocols Library for Routing Devices.
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Configuring Dynamic 802.1Q VLANSs

You can configure the router to dynamically create VLANs when a client accesses an interface and
requests a VLAN ID that does not yet exist. When a client accesses a VLAN interface, the router
instantiates a VLAN dynamic profile that you have associated with the interface. Using the settings in
the dynamic profile, the router extracts information about the client from the incoming packet (for
example, the interface and unit values), saves this information in the routing table, and creates a VLAN
or stacked VLAN ID for the client from a range of VLAN IDs that you configure for the interface.

Dynamically configuring VLANSs or stacked VLANSs requires the following general steps:
1. Configure a dynamic profile for dynamic VLAN or dynamic stacked VLAN creation.

2. Associate the VLAN or stacked VLAN dynamic profile with the interface.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html
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3. Specify the Ethernet packet type that the VLAN dynamic profile accepts.
4. Define VLAN ranges for use by the dynamic profile when creating VLAN IDs.

For procedures on how to configure dynamic VLANs and dynamic stacked VLANSs for client access, see
the Junos OS Subscriber Management and Services Library .

802.1Q VLANs Overview | 275

Ethernet Interfaces User Guide for Routing Devices

Enabling VLAN Tagging

You can configure the router to receive and forward single-tag frames, dual-tag frames, or a mixture of
single-tag and dual-tag frames.

1. To configure the router to receive and forward single-tag frames with 802.1Q VLAN tags, include the
vlan-tagging statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces interface-name]
user@host# vlan-tagging;

2. To configure the router to receive and forward dual-tag frames with 802.1Q VLAN tags, include the
stacked-vlan-tagging statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces interface-namel
user@host# stacked-vlan-tagging;

3. Mixed tagging is supported for all router Gigabit and 10-Gigabit Ethernet interfaces on MX Series
routers and for aggregated Ethernet interfaces with member links in 1Q2 and IQ2-E PICs or in MX
Series DPCs. Mixed tagging enables to configure two logical interfaces on the same Ethernet port,
one with single-tag framing and one with dual-tag framing.

@ NOTE: Mixed tagging is not supported on Fast Ethernet interfaces.

To configure mixed tagging:


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/subscriber-access/index.html
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a. Configure the flexible-vlan-tagging statement at the [edit interfaces ge-fpc/pic/port] hierarchy level.

[edit interfaces ge-fpc/pic/port]
user@host#flexible-vlan-tagging;

b. Configure the vlan-tags statement with inner and outer options or the vlan-id statement at the [edit

interfaces ge-fpc/pic/port unit logical-unit-number] hierarchy level:

[edit interfaces ge-fpc/pic/port unit logival-unit-number]
user@host# vlan-id number;
family family {

address address;

3

user@host# vlan-tags inner tpid.vlan-id outer tpid.vlan-id,
family family {
address address;

@ NOTE: If you configure the physical interface MTU for mixed tagging, then you must
increase the MTU to 4 bytes more than the MTU value you would configure for a
standard VLAN-tagged interface.

For example, if the MTU value is configured to be 1018 on a VLAN-tagged interface,
then the MTU value on a flexible VLAN tagged interface must be 1022—4 bytes more.
The additional 4 bytes accommodates the future addition of a stacked VLAN tag
configuration on the same physical interface.

If the same physical interface MTU value is configured on both the VLAN and flexible
VLAN-tag routers, the L2 circuit configuration does not come up and a MTU mismatch
is logged. However, normal traffic flow is unaffected.

For encapsulation type flexible-ethernet-services, all VLAN IDs are valid.

. For 1-, 4-, and 8-port Gigabit Ethernet IQ2 and IQ2-E PICs, for 1-port 10-Gigabit Ethernet IQ2 and
IQ2-E PICs, for all MX Series router Gigabit Ethernet, Tri-Rate Ethernet copper, and 10-Gigabit
Ethernet interfaces configured for 802.1Q flexible VLAN tagging, and for aggregated Ethernet
interfaces on IQ2 and 1Q2-E PICs or MX Series DPCs, you can configure mixed tagging support for
untagged packets on a port. Untagged packets are accepted on the same mixed VLAN-tagged port.



To accept untagged packets, include the native-vlan-id statement and the flexible-vlan-tagging
statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces ge-fpc/pic/port]
flexible-vlan-tagging;

native-vlan-id number;

The logical interface on which untagged packets are to be received must be configured with the same
native VLAN ID as that configured on the physical interface. To configure the logical interface,
include the vlan-id statement (matching the native-vlan-id statement on the physical interface) at the

[edit interfaces interface-name unit logical-unit-number] hierarchy level.
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Configuring Tagged Interface with multiple tagged

vlans and native vlan

You can configure the router to receive and forward single-tag frames, dual-tag frames, or a mixture of
single-tag and dual-tag frames.

1. To configure the router to receive and forward single-tag frames with 802.1Q VLAN tags, include the

vlan-tagging statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces interface-name]

user@host# vlan-tagging;
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. Configure the flexible-vlan-tagging statement at the [edit interfaces ge-fpc/pic/port] hierarchy level.

[edit interfaces ge-fpc/pic/port]
user@host#flexible-vlan-tagging;

For encapsulation type flexible-ethernet-services, all VLAN IDs are valid.

. To accept untagged packets, include the native-vlan-id statement and the flexible-vlan-tagging
statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces ge-fpc/pic/port]
flexible-vlan-tagging;

native-vlan-id number:;

The range for native-vlan-id is O to 4094.

The logical interface on which untagged packets are to be received must be configured with the same
native VLAN ID as that configured on the physical interface. To configure the logical interface,
include the vlan-id statement (matching the native-vlan-id statement on the physical interface) at the

[edit interfaces interface-name unit logical-unit-number] hierarchy level.

. Configure the vlan-id range providing the range at the [edit interfaces ge-7pc/pic/port unit logical-unit-
number] hierarchy level:

[edit interfaces ge-fpc/pic/port unit Ilogical-unit-number]
user@host# vlan-id range number;
. Configure the vlan-tags statement with inner and outer options or the vlan-id range statement at the

[edit interfaces ge-fpc/pic/port unit logical-unit-number] hierarchy level:

[edit interfaces ge-fpc/pic/port unit Ilogical-unit-number]
user@host# vlan-id range number;

user@host# vlan-tags outer tpid.vian-id inner tpid.vlan-id,

The range for inner and outer option 32 to 4094.

To verify the configuration execute the show command.

user@host> show configuration

set interfaces ge-1/0/3 flexible-vlan-tagging



set interfaces ge-1/0/3 native-vlan-id 1010

set interfaces ge-1/0/3 unit 1 vlan-id-range 100-200

set interfaces ge-1/0/3 unit 2 vlan-tags outer 300

set interfaces ge-1/0/3 unit 2 vlan-tags inner 123

set interfaces ge-1/0/3 unit 3 vlan-tags outer 400

set interfaces ge-1/0/3 unit 3 vlan-tags inner 323
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Sending Untagged Traffic Without VLAN ID to
Remote End

Send traffic without the native VLAN ID (native-vian-id) to the remote end of the network if untagged

traffic is received.

If this option is not configured, then native-vian-idis added to untagged traffic. But if this option is
configured, then native-vian-idis not added to untagged traffic.

@ NoTE:

This feature works only on MX series routers with MPCs/MICs. Configuring this
option with DPC results in no behavior change. But, if this option is configured with
Aggregated Ethernet (AE) in which the sub interfaces reside across MPCs/MICs and
DPC, MPCs/MICs and DPC will show a different behavior.

In the egress direction, this feature is disrupted by VLAN normalization. Because of
normalization, the egress interface cannot distinguish between untagged traffic and
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tagged traffic. And untagged traffic is sent out with native-vian-id. Consider this while
configuring both VLAN normalization and new native-vian-id option.

There will be a problem with ingress firewall filter if filter term includes native-vian-id.
With no-native-vlan-insert option configured, native-vian-id will not be inserted to
untagged traffic. So, firewall filter term will not match with untagged traffic. But if
incoming traffic have VLAN ID which is equal to native-vian-id, then firewall filter
term will match and firewall will work.

e When this feature is used with AE, all sub-interfaces of AE should be in same type of
FPC.
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native-vian-id

no-native-vian-insert
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Configuring Tag Protocol IDs (TPIDs) on QFX Series
Switches

IN THIS SECTION

Conditions for Configuring Tag Protocol IDs (TPIDs) on QFX Series Switches | 284

This topic describes how to configure the TPIDs expected to be sent or received on a particular VLAN
for QFX series switches.

The QFX5100, QFX5110, QFX5120, QFX5200, and QFX5210 devices provide support for up to 4 TPID
configurations per VLAN on an interface device. A TPID needs to be defined in the command-line



interface (CLI) for aggregated ethernet interfaces and ether interfaces for the QFX device before it can
be sent or received. The following values are supported for the TPID configuration:

e 0x8100
e 0x9200
e 0Ox88a8
e 0x9100

When a TPID is configured for a VLAN on a logical interface, the traffic packets that ingress on the port
with TPIDs 0x8100, 0x88a8, 0x9100, and 0x9200 are accepted, and the packets that egress from the
port for a particular VLAN carry the packets with the TPID configured on that VLAN.

To configure the TPID values, use the tag-protocol-id statement. See, tag-protocol-id TPID(TPIDs
Expected to Be Sent or Received).

The TPID values should be configured at the device interface level to be able to implement TPID
support. The vlan-tags outer statement can be used for configuring a TPID per VLAN. See, vian-tags.

Conditions for Configuring Tag Protocol IDs (TPIDs) on QFX Series
Switches

Note the following conditions before configuring TPIDs on QFX series switches:

1. The TPID configured for the VLAN profile for the logical interface takes precedence over the TPID
configured for the port.

In the following example, it is assumed that the traffic that egress from unit 200 will have the TPID
0x9200 as that is the TPID set at the port level. However, since TPIDs are configured for logical
interfaces, the traffic takes the value of the TPID from the VLAN profile rather than the port profile
for all the logical interfaces configured on the interface device. Therefore, though ael is set with TPID
0x9200 at the port level, packets that egress out of ae1.200 will have the VLAN's default TPID
0x8100. The same concept applies to ae1.400 as well.

xe-0/0/0 {
gigether-options {
802.3ad ael;
}
}
ael {
flexible-vlan-tagging;



encapsulation flexible-ethernet-services;

aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id 0x9200;

}
unit 100 {
encapsulation vlan-bridge;
vlan-tags outer 0x9200.100;
}
unit 200 {
encapsulation vlan-bridge;
vlan-id 200;
}
unit 400 {
family ethernet-switching {
interface-mode trunk;
vlan {

members 400;

2. VXLAN scenarios are not supported.

3. If two logical interfaces with different TPIDs are a part of a VLAN, then the most recently configured
TPID value is configured in the VLAN profile, as the hardware register supports only one TPID index
per VLAN profile. In the example below, the TPID value for VLAN 100 is 0x9200 as ae2.100 is the last
configured value.

ael {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id 0x9100;
}
}
unit 100 {
encapsulation vlan-bridge;
vlan-tags outer 0x9100.100;



ae2 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
aggregated-ether-options {
ethernet-switch-profile {
tag-protocol-id 0x9200;

}
}
unit 100 {
encapsulation vlan-bridge;
vlan-tags outer 0x9200.100;
}
vlans {
v_100 {
vlan-id 100;
interface ael.100;
interface ae2.100;
}

4. If multiple TPIDs are configured under the interface device with no logical interface level setting,
then the first TPID value in the list is set at the port level.

In the example below, 0x2200 is set at the port level.

xe-0/0/0 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
ether-options {
ethernet-switch-profile {
tag-protocol-id [0x9200 0x88a8 0x910017;

5. If only a single logical interface is configured on an interface device with 0x8100, then the packets
egress with the TPID value configured at the port level. However, as shown in the example below, if



multiple logical interfaces are configured with different TPIDs from the list at the interface device
level, then packets going out with VLAN 100 will egress with the TPID 0x8100.

xe-0/0/0 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
ether-options {
ethernet-switch-profile {
tag-protocol-id [0x9200 0x88a8 0x81001;

unit 100 {
encapsulation vlan-bridge;
vlan-tags outer 0x8100.100;

‘ Configuring Frames with Particular TPIDs to Be Processed as Tagged Frames | 379

Configuring Flexible VLAN Tagging on PTX Series
Packet Transport Routers

This topic describes how to configure flexible VLAN tagging on PTX Series Packet Transport Routers. In
addition to VLAN tagging and stacked VLAN tagging, you can configure a port for flexible tagging. With
flexible VLAN tagging, you can configure two logical interfaces on the same Ethernet port, one with
single-tag framing and one with dual-tag framing.

To configure mixed tagging, include the flexible-vlan-tagging statement at the [edit interfaces et-/pc/pic/
port 1 hierarchy level. You must also include the vlan-tags statement with inner and outer options or the
vlan-id statement at the [edit interfaces et-7fpc/pic/port unit logical-unit-number] hierarchy level:

[edit interfaces et-fpc/pic/port]
flexible-vlan-tagging;

unit Zogical-unit-number {



vlan-id number;

}
unit Jogical-unit-number {

vlan-tags inner tpid.vlan-id outer tpid.vlan-id,
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Configuring an MPLS-Based VLAN CCC with Pop,
Push, and Swap and Control Passthrough
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Overview

For providing Layer 2 VPN services across your network, you might want to configure the ability to
push, pop or swap 802.1Q tags on frames entering and leaving edge routers, allowing you to use a single
VLAN-circuit cross-connect (CCC) [VLAN-CCC] logical interface to handle both dual-tag and single-tag
packets. This feature thus provides interoperability between Layer 2 services with a distinct VLAN at the
local or remote end or in instances where a Layer 2 service comes with a certain VLAN, but the remote
peer has a different VLAN or no VLAN.

This feature includes the ability to enable passthrough of certain Ethertype/DMAC-matched frames
over the Layer 2 circuit after successful VLAN tag operations on the VLAN CCC logical interface.

If you configure this feature, VLAN tags are applied when traffic is sent to and from the Layer 2 circuit
interface. The pop, push, and swap operations are performed only on the outer tag. The pop VLAN tag



removes the VLAN tag from the top of the VLAN tag stack. The push VLAN tag adds a new outer VLAN
tag, and the swap VLAN tag replaces the existing outer VLAN tag with the new VLAN tag.

You can configure inet, inet6, or VLAN-CCC connections on a single Ethernet network interface or an
aggregated Ethernet interface, enabling you to set different forwarding rules for tagged and untagged
traffic on the same interface. For example, you can forward tagged packets over the Layer 2 circuit and
route untagged traffic in native VLAN mode.

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific MPLS-Based VLAN CCC Behavior" on page 289 section for notes related
to your platform.

Platform-Specific MPLS-Based VLAN CCC Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platforms.

Platform Difference

ACX Series (Junos OS Evolved) e The l2circuit-control-passthrough statement at the
[edit forwarding-options] hierarchy level is not
applicable.

PTX Series (Junos OS and Junos OS Evolved) e VLAN operations on STP and CDP packets are not
supported.

e You can't configure the VLAN-CCC logical interface
with the native VLAN ID.

e LACP point-to-point connections between PE
routers do not work if you configure 12circuit-
control-passthrough. (Static LAG works, however.)
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Procedure

To configure a PE router with a VLAN CCC, an MPLS-based Layer 2 circuit, VLAN pop, push, and swap
operations, and enabling passthrough of certain Ethertype/DMAC-matched frames:

@ NOTE: The following procedure uses actual interface names for the router’s network
interfaces instead of the variable interface-name so that you can quickly see their
configuration differences. Remember that you can also configure the feature on
aggregated Ethernet interfaces.

1. Configure OSPF on the loopback (or router address) and core interface:

@ NOTE: The routing protocol can be OSPF or IS-IS.

[edit]
user@host# set protocols ospf area 0.0.0.0 interface 100.0 passive
user@host# set protocols ospf area 0.0.0.0 interface et-0/0/0:0

2. Enable traffic engineering for the routing protocol:
[edit]
user@host# set protocols ospf traffic-engineering

3. Configure an IP address for the loopback interface and for the core interface:
[edit]

user@host# set interfaces 1lo@ unit Iogical-unit-number family inet address address

user@host# set interfaces et-0/0/0:0 unit @ family inet address address

4. Configure the customer edge interface as a Layer 2 circuit from the local PE router to the other PE

router:



TIP: Use the router address of the other router as the neighbor address. It is the
virtual circuit identifier together with the neighbor address that provides the unique

address for the circuit.

[edit]
user@host# set protocols 12circuit neighbor address interface et-0/0/1:1.0 virtual-circuit-

id identifier
5. Configure MPLS on the core interfaces:
[edit]
user@host# set protocols mpls interface all

6. Configure LDP on the loopback interface and the core interfaces:

[edit]

user@host# set ldp interface 100.0
user@host# set ldp interface et-0/0/0.0
user@host# set ldp interface all

7. Configure family mpls on the logical unit of the core interface:

[edit]
user@host# set interfaces et-0/0/0:0 unit 0 family mpls

@ NOTE: You can enable family mpls on either individual interfaces, aggregated
Ethernet interfaces, or tagged VLAN interfaces.

8. Specify the router ID:

[edit]
user@host# set routing-options router-id address



10.

11.

12.

13.

14.

15.

Enable VLAN tagging on the customer edge interface of the local PE router:
[edit]
user@host# set interfaces et-0/0/1:1 vlan-tagging
Configure the customer edge interface to use flexible Ethernet services encapsulation:
[edit]
user@host# set interfaces et-0/0/1:1 encapsulation flexible-ethernet-services
Configure the logical unit of the customer edge interface with a VLAN ID:
[edit]
user@host# set interfaces et-0/0/1:1 unit @ vlan-id vian-id
Configure the logical unit on the customer edge interface to use VLAN CCC encapsulation:
[edit]
user@host# set interfaces et-0/0/1:1 unit @ encapsulation vlan-ccc
Configure the logical unit on the customer edge interface to pop the tag off the input VLAN and

then push the tag to the output VLAN:

[edit]
user@host# set interfaces et-0/0/1:1 unit @ input-vlan-map push
[edit]
user@host# set interfaces et-0/0/1:1 unit @ output-vlan-map pop

(Optional) Configure Layer 2 circuit traceoptions:
[edit]

user@host# set protocols 12circuit traceoptions file 1l2ckt.log

user@host# set protocols 12circuit traceoptions flag connections detail

(Optional) Configure the VLAN CCC logical interface so that encapsulation mismatches and MTU
mismatches between this interface and the interface on the other PE router are ignored:

[edit]
user@host# set protocolsl2circuit neighbor address interface et-0/0/1:1.0 ignore-



encapsulation-mismatch

user@host# set protocolsl2circuit neighbor address interface et-0/0/1:1.0 ignore-mtu-
mismatch

16. On applicable platforms, to enable passthrough of certain Ethertype/DMAC-matched frames,
configure Layer 2 circuit control passthrough:

[edit]

user@host# set forwarding-options 12circuit-control-passthrough

‘ CCC Overview

Binding VLAN IDs to Logical Interfaces

This topic describes how to configure logical interfaces to receive and forward VLAN-tagged frames:

To configure a logical interface to receive and forward VLAN-tagged frames, you must bind a VLAN ID, a
range of VLAN IDs, or a list of VLAN IDs to the logical interface. Table 53 on page 293 lists the
configuration statements you use to bind VLAN IDs to logical interfaces, organized by scope of the
VLAN IDs used to match incoming packets. You can configure these statements at the [edit interfaces
Interface-name unit logical-unit-number] hierarchy level or at the [edit logical-systems logical-system-name
interfaces interface-name unit logical-unit-number] hierarchy level.

Table 53: Configuration Statements Used to Bind VLAN IDs to Logical Interfaces

Type of VLAN Framing Supported on the Logical Interface
Scope of VLAN ID

Matching
Single-Tag Framing Dual-Tag Framing

VLAN ID vlan-id vian-id, vlan-tags outer tpid.<vlan-ic> inner tpidvian-id,

VLAN ID Range vlan-id-range vlan-id-vlan-id. vlan-tags outer tpid.vlan-id inner-range tpid.vlan-id-vlan-id:



Table 53: Configuration Statements Used to Bind VLAN IDs to Logical Interfaces (Continued)

Type of VLAN Framing Supported on the Logical Interface
Scope of VLAN ID 8 g

Matching
Single-Tag Framing Dual-Tag Framing

VLAN ID List vlan-id-list [vian-id vian-id-vian- vlan-tags outer <tpid.>vian-id inner-list [vlan-id vian-id-vilan-idl;
1dl;

@ NOTE: The inner-list option of the vlan-tags statement does not support Tag Protocol ID
(TPID) values.

1. Alogical interface that you have associated (bound) to a particular VLAN ID will receive and forward
incoming frames that contain a matching VLAN ID. To bind a VLAN ID to a single-tag logical
interface, include the vlan-id statement at the [edit interfaces interface-name unit Iogical-unit-number]
hierarchy level or at the [edit logical-systems logical-system-name interfaces interface-name unit logical-

unit-number] hierarchy level.

[edit interfaces interface-name unit logical-unit-number]

user@host# vlan-id vian-id,

To configure an Ethernet interface to support single-tag logical interfaces, include the vlan-tagging
statement at the [edit interfaces ethernet-interface-name] hierarchy level. To support mixed tagging,
include the flexible-vlan-tagging statement instead.

2. To bind a VLAN ID to a dual-tag logical interface, include the vlan-tags statement at the [edit
interfaces ethernet-interface-name unit logical-unit-number] hierarchy level or at the [edit logical-systems

logical-system-name interfaces ethernet-interface-name unit logical-unit-number] hierarchy level:

[edit interfaces ethernet-interface-name unit Iogical-unit-number]

vlan-tags inner <tpid.>vlan-id outer <tpid.>vlan-id,

To configure an Ethernet interface to support dual-tag logical interfaces, include the stacked-vlan-
tagging statement at the [edit interfaces ethernet-interface-name] hierarchy level. To support mixed
tagging, include the flexible-vlan-tagging statement instead.

3. A VLAN range can be used by service providers to interconnect multiple VLANs belonging to a
particular customer over multiple sites. Using a VLAN ID range conserves switch resources and
simplifies configuration. To bind a range of VLAN IDs to a single-tag logical interface, include the vlan-
id-range statement at the [edit interfaces ethernet-interface-name unit Ilogical-unit-number] hierarchy level



or at the [edit logical-systems logical-system-name interfaces ethernet-interface-name unit logical-unit-
number] hierarchy level.

[edit interfaces ethernet-interface-name unit logical-unit-number]

vlan-id-range vlan-id-vlan-id,

4. To bind a range of VLAN IDs to a dual-tag logical interface, include the vlan-tags statement. Use the
inner-list option to specify the VLAN IDs as an inclusive range by separating the starting VLAN ID
and ending VLAN ID with a hyphen. You can include the statement at the [edit interfaces etternet-
Interface-name unit logical-unit-number] hierarchy level or at the [edit logical-systems logical-system-name

interfaces ethernet-interface-name unit logical-unit-number] hierarchy level.

[edit interfaces ethernet-interface-name unit logical-unit-number]

vlan-tags inner-list [ vlan-id vlan-id-vlan-id ] outer <tpid.>vian-id,

To configure an Ethernet interface to support dual-tag logical interfaces, include the stacked-vlan-
tagging statement at the [edit interfaces ethernet-interface-name] hierarchy level. To support mixed
tagging, include the flexible-vlan-tagging statement instead.

In Junos OS Release 9.5 and later, on MX Series routers and in Junos OS Release 12.2R2 and later on EX
Series switches, you can bind a list of VLAN IDs to a single logical interface, eliminating the need to
configure a separate logical interface for every VLAN or VLAN range. A logical interface that accepts
packets tagged with any VLAN ID specified in a VLAN ID list is called a VLAN-bundled logical interface.

You can use VLAN-bundled logical interfaces to configure circuit cross-connects between Layer 2 VPN
routing instances or Layer 2 circuits. Using VLAN-bundled logical interfaces simplifies configuration and
reduces use of system resources such as logical interfaces, next hops, and circuits.

As an alternative to configuring multiple logical interfaces (one for each VLAN ID and one for each range
of VLAN IDs), you can configure a single VLAN-bundled logical interface based on a list of VLAN IDs.

@ NOTE: The vlan-id option is not supported to achieve VLAN normalization on VPLS
instances that are configured with vlan-id-1ist. However, you can use the vlan-maps option
to achieve VLAN normalization.

1. To bind a list of VLAN IDs to a single-tag logical interface, include the vlan-id-1ist statement at the
[edit interfaces ethernet-interface-name unit logical-unit-number] hierarchy level or at the [edit logical-

systems logical-system-name interfaces ethernet-interface-name unit logical-unit-number] hierarchy level.



Specify the VLAN IDs in the list individually by using a space to separate each ID, as an inclusive list
by separating the starting VLAN ID and ending VLAN ID with a hyphen, or as a combination of both.

[edit interfaces ethernet-interface-name unit Ilogical-unit-number]
user@host# vlan-id-list [ vlan-id vlan-id-vian-id 1,

To configure an Ethernet interface to support single-tag logical interfaces, include the vlan-tagging
statement at the [edit interfaces ethernet-interface-name] hierarchy level. To support mixed tagging,
include the flexible-vlan-tagging statement instead.

. To bind a list of VLAN IDs to a dual-tag logical interface, include the vlan-tags statement at the [edit
interfaces ethernet-interface-name unit logical-unit-number] hierarchy level or at the [edit logical-systems
logical-system-name interfaces ethernet-interface-name unit Ilogical-unit-number] hierarchy level. Use the
inner-list option to specify the VLAN IDs individually by using a space to separate each ID, as an
inclusive list by separating the starting VLAN ID and ending VLAN ID with a hyphen, or as a
combination of both.

[edit interfaces ethernet-interface-name unit logical-unit-number]

user@host# vlan-tags inner-list [vian-id vian-id-vian-id ] outer <tpidbvlan-id,

@ NOTE: The inner-list option of the vlan-tags statement does not support Tag Protocol ID
(TPID) values.

To configure an Ethernet interface to support dual-tag logical interfaces, include the stacked-vlan-
tagging statement at the [edit interfaces ethernet-interface-namel hierarchy level. To support mixed
tagging, include the flexible-vlan-tagging statement instead.

The following sample configuration configures two different lists of VLAN IDs on two different logical
ports.

[edit interfaces]
ge-1/1/0 {
vlan-tagging; # Only for single-tagging
encapsulation flexible-ethernet-services;
unit 10 {

encapsulation vlan-ccc;

vlan-id-list [20 30-40 45];



ge-1/1/1 {
flexible-vlan-tagging; # Only for mixed tagging
encapsulation flexible-ethernet-services;
unit 10 {
encapsulation vlan-ccc;
vlan-id-list [1 10 20 30-407;

}
unit 20 {

encapsulation vlan-ccc;

vlan-tags outer 200 inner-list [50-60 80 90-10017;
}

In the example configuration above, ge-1/1/0 supports single-tag logical interfaces, and ge-1/1/1 supports
mixed tagging. The single-tag logical interfaces ge-1/1/0.10 and ge-1/1/1.10 each bundle lists of VLAN IDs.
The dual-tag logical interface ge-1/1/1.20 bundles lists of inner VLAN IDs.

TIP: You can group a range of identical interfaces into an interface range and then apply
a common configuration to that interface range. For example, in the above example
configuration, both interfaces ge-1/1/0 and ge-1/1/1 have the same physical
encapsulation type of flexible-ethernet-services. Thus you can define an interface range
with the interfaces ge-1/1/0 and ge-1/1/1 as its members and apply the encapsulation
type flexible-ethernet-services to that defined interface range.
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Associating a VLAN ID to a VLAN Demux Interface | 299

The following sections describe how to configure VLAN demux interfaces to receive and forward VLAN-
tagged frames:

Associating VLAN IDs to VLAN Demux Interfaces Overview

To configure a VLAN demux interface to receive and forward VLAN-tagged frames, you must associate a
VLAN ID or dual tagged (stacked) VLAN ID to the interface. Table 54 on page 298 shows the
configuration statements you use to associate VLAN IDs to VLAN demux interfaces, depending on the
VLAN tag framing you use:

@ NOTE: The demux logical interface cannot be the same as its underlying logical interface.

Table 54: Configuration Statements Used to Associate VLAN IDs to VLAN Demux Interfaces
Single-Tag Framing Dual-Tag Framing

Statement Format | vlan-id v/an-id, vlan-tags outer tpid.<vlan-icb inner tpidvian-id,

You can include all of the statements at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]

e [edit interfaces demuxd unit logical-unit-number]
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IN THIS SECTION

Associating a VLAN ID to a Single-Tag VLAN Demux Interface | 299

Associating a VLAN ID to a Dual-Tag VLAN Demux Interface | 299

A VLAN demux interface that you have associated to a particular VLAN ID receives and forwards
incoming frames that contain a matching VLAN ID. You can associate a VLAN ID to a single-tag logical
interface or to a dual-tagged (stacked) logical interface.

Associating a VLAN ID to a Single-Tag VLAN Demux Interface

To associate a VLAN ID to a single-tag VLAN demux interface, include the vlan-id statement at the [edit
interfaces demuxd unit logical-unit-number] hierarchy level:

vlan-id vlan-id,

To configure an interface to support single-tag logical interfaces, you must also include the vlan-tagging
statement at the [edit interfaces interface-name] hierarchy level. To support mixed tagging, include the
flexible-vlan-tagging statement instead.

SEE ALSO

Configuring a VLAN Demultiplexing Interface

Associating a VLAN ID to a Dual-Tag VLAN Demux Interface

To associate a VLAN ID to a dual-tag VLAN demux interface, include the vlan-tags statement at the [edit
interfaces demuxd unit logical-unit-number] hierarchy level:

vlan-tags inner <tpid.>vlan-id outer <tpid.>vlan-id,

To configure an interface to support dual-tag logical interfaces, include the stacked-vlan-tagging statement
at the [edit interfaces interface-name] hierarchy level. To support mixed tagging, include the flexible-vlan-
tagging statement instead.



SEE ALSO
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Configuring VLAN and Extended VLAN
Encapsulation

To configure encapsulation on an interface, enter the encapsulation statement at the [edit interfaces
Interface-name] hierarchy level:

[edit interfaces interface-namel

user@host# encapsulation type

The following list contains important notes regarding VLAN encapsulation:

e Starting with Junos OS Release 8.1, , Gigabit Ethernet IQ, Gigabit Ethernet PICs with small form-
factor pluggable optics (SFPs), and MX Series router Gigabit Ethernet, Tri-Rate Ethernet copper, and
10-Gigabit Ethernet interfaces with VLAN tagging enabled can use flexible-ethernet-services, vlan-ccc,
or vlan-vpls encapsulation.

e Starting with Junos OS Release 9.5, aggregated Ethernet interfaces configured for VPLS can use

flexible-ethernet-services, vlan-ccc, or vlan-vpls.

e Ethernet interfaces in VLAN mode can have multiple logical interfaces. In CCC and VPLS modes,
VLAN IDs from 1 through 511 are reserved for normal VLANSs, and VLAN IDs 512 through 4094 are
reserved for CCC or VPLS VLANSs. For 4-port Fast Ethernet interfaces, you can use VLAN IDs 512
through 1024 for CCC or VPLS VLANSs. For encapsulation type flexible-ethernet-services, all VLAN IDs
are valid.

o For flexible Ethernet services, Ethernet VLAN CCC and VLAN VPLS, you can also configure the
encapsulation type that is used inside the VLAN circuit itself. To do this, include the encapsulation
statement at the [edit interfaces interface-name unit logical-unit-number] hierarchy level or at the [edit

logical-systems logical-system-name interfaces interface-name unit Iogical-unit-number] hierarchy level.

e You cannot configure a logical interface with VLAN CCC or VLAN VPLS encapsulation unless you
also configure the physical device with the same encapsulation or with flexible Ethernet services
encapsulation. In general, the logical interface must have a VLAN ID of 512 or higher; if the VLAN ID
is 511 or lower, it will be subject to the normal destination filter lookups in addition to source
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address filtering. However if you configure flexible Ethernet services encapsulation, this VLAN ID
restriction is removed.

o Gigabit Ethernet, 4-port Fast Ethernet, MX Series router Gigabit Ethernet, Tri-Rate Ethernet copper,
10-Gigabit Ethernet, and aggregated Ethernet interfaces with VLAN tagging enabled can use extended-
vlan-ccc or extended-vlan-vpls, which allow 802.1Q tagging.

o For extended VLAN CCC and extended VLAN VPLS encapsulation, all VLAN IDs 1 and higher are
valid. VLAN ID 0 is reserved for tagging the priority of frames.

e For extended VLAN CCC, the VLAN IDs on ingress and egress interfaces must be the same. For back-
to-back connections, all VLAN IDs must be the same.
Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

9.5 Starting with Junos OS Release 9.5, aggregated Ethernet interfaces configured for VPLS can use
flexible-ethernet-services, vlan-ccc, or vlan-vpls.

8.1 Starting with Junos OS Release 8.1, , Gigabit Ethernet 1Q, Gigabit Ethernet PICs with small form-factor
pluggable optics (SFPs), and MX Series router Gigabit Ethernet, Tri-Rate Ethernet copper, and 10-Gigabit
Ethernet interfaces with VLAN tagging enabled can use flexible-ethernet-services, vlan-ccc, or vlan-
vpls encapsulation.
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Configuring a Layer 2 VPN Routing Instance on a
VLAN-Bundled Logical Interface

IN THIS SECTION

Configuring a VLAN-Bundled Logical Interface to Support a Layer 2 VPN Routing Instance | 302
Specifying the Interface Over Which VPN Traffic Travels to the CE Router | 303
Specifying the Interface to Handle Traffic fora CCC | 304

This topic describes how to configure a Layer 2 VPN routing instance on a logical interface bound to a
list of VLAN IDs.

Configuring a VLAN-Bundled Logical Interface to Support a Layer 2 VPN
Routing Instance

To configure a VLAN-bundled logical interface, specify the list of VLAN IDs by including the vlan-id-1ist
statement or the vlan-tags statement on a provider edge (PE) router:

interfaces {
ethernet-interface-name {
vlan-tagging; # Support single- or dual-tag logical interfaces
flexible-vlan-tagging; # Support mixed tagging
encapsulation (extended-vlan-ccc | flexible-ethernet-services);
unit logical-unit-number {
vlan-id-list [vian-id vian-id-vlan-id]; # For single-tag

vlan-tags outer <tpid.>vlan-id inner-list [vlan-id vlan-id-vlan-id]; # For dual-tag

You can include the statements at the following hierarchy levels:



o [edit]

o [edit logical-systems logical-system-namel

SEE ALSO
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Specifying the Interface Over Which VPN Traffic Travels to the CE Router

To configure a Layer 2 VPN routing instance on a PE router, include the instance-type statement and
specify the value 12vpn. To specify an interface connected to the router, include the interface statement
and specify the VLAN-bundled logical interface:

instance-type 12vpn;

interface logical-interface-name;

You can include the statements at the following hierarchy levels:
o [edit routing-instances routing-instance-namel

e [edit logical-systems logical-system-name routing-instances routing-instance-name]

SEE ALSO
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Specifying the Interface to Handle Traffic for a CCC

To configure the VLAN-bundled logical interface as the interface to handle traffic for a circuit connected
to the Layer 2 VPN routing instance, include the following statements:

protocols {
12vpn {
(control-word | no-control-word);
encapsulation-type (ethernet | ethernet-vlan);
site site-name {
site-identifier identifier;
interface logical-interface-name { # VLAN-bundled logical interface

. Interface-options . . .

You can include the statements at the same hierarchy level at which you include the instance-type 12vpn

and interface logical-interface-name statements:
e [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

To enable a Layer 2 VPN routing instance on a PE router, include the 12vpn statement. For more
information, see the Junos OS VPNs Library for Routing Devices.

The encapsulation-type statement specifies the Layer 2 protocol used for traffic from the customer edge
(CE) router. If the Layer 2 VPN routing instance is being connected to a single-tag Layer 2 circuit, specify
ethernet as the encapsulation type. If the Layer 2 VPN routing instance is being connected to a dual-tag
Layer 2 circuit, specify ethernet-vlan as the encapsulation type.

To specify the interface to handle traffic for a circuit connected to the Layer 2 VPN routing instance,
include the interface statement and specify the VLAN-bundled logical interface.

SEE ALSO
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Example: Configuring a Layer 2 VPN Routing
Instance on a VLAN-Bundled Logical Interface

The following configuration shows that the single-tag logical interface ge-1/6/5.0 bundles a list of VLAN
IDs, and the logical interface ge-1/1/1.0 supports IPv4 traffic using IP address 10.30.1.130 and can
participate in an MPLS path.

[edit interfaces]
ge-1/0/5 {
vlan-tagging;
encapsulation extended-vlan-ccc;
unit @ { # VLAN-bundled logical interface
vlan-id-list [513 516 520-525];

}
}
ge-1/1/1 {
unit 0 {
family inet {
address 10.30.1.1/30;
}
family mpls;
}
}

The following configuration shows the type of traffic supported on the Layer 2 VPN routing instance:

[edit protocols]

rsvp {
interface all;
interface 100.0;

}

mpls {
label-switched-path 1sp {

to 10.255.69.128;

}
interface all;

}

bgp {
group g1 {



type internal;
local-address 10.255.69.96;
family 12vpn {

signaling;
}
neighbor 10.255.69.128,;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface 100.0;
interface ge-1/1/1.0;
}
}

The following configuration shows that the VLAN-bundled logical interface is the interface over which
VPN traffic travels to the CE router and handles traffic for a CCC to which the VPN connects.

[edit routing-instances]
red {
instance-type 12vpn;
interface ge-1/0/5.0; # VLAN-bundled logical interface
route-distinguisher 10.255.69.96:100;
vrf-target target:1:1;
protocols {
12vpn {
encapsulation-type ethernet; # For single-tag VLAN logical interface
site CE_ultima {
site-identifier 1;
interface ge-1/0/5.0;

@ NOTE: Because the VLAN-bundled logical interface supports single-tag frames, Ethernet
is the Layer 2 protocol used to encapsulate incoming traffic. Although the connection
spans multiple VLANSs, the VLANSs are bundled and therefore can be encapsulated as a
single VLAN.



However, with Ethernet encapsulation, the circuit signal processing does not check that
the VLAN ID list is the same at both ends of the CCC connection.
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Specifying the Interface Over Which VPN Traffic
Travels to the CE Router

To configure a Layer 2 VPN routing instance on a PE router, include the instance-type statement and

specify the value 12vpn. To specify an interface connected to the router, include the interface statement
and specify the VLAN-bundled logical interface:

instance-type 12vpn;

interface logical-interface-name;

You can include the statements at the following hierarchy levels:

e [edit routing-instances routing-instance-namel

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

802.1Q VLANs Overview | 275

Ethernet Interfaces User Guide for Routing Devices


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html

Configuring Access Mode on a Logical Interface

IN THIS SECTION

Platform-Specific Access Mode Configuration Behavior | 308

Enterprise network administrators can configure a single logical interface to accept untagged packets
and forward the packets within a specified bridge domain. A logical interface configured to accept
untagged packets is called an access interface or access port.

Use 802.1Q VLAN Trunk to confirm platform and release support for specific features.

Review the "Platform-Specific Access Mode Configuration Behavior" on page 308 section for notes
related to your platform.

To configure access mode on a logical interface, use the interface-mode access statement at the [edit
interfaces interface-name unit logical-unit-number family bridge] hierarchy level or at the [edit logical-systems

logical-system-name interfaces interface-name unit logical-unit-number family bridge] hierarchy level.

When an untagged packet is received on an access interface, the packet is accepted, the configured
VLAN ID is added to the packet, and the packet is forwarded within the bridge domain that is configured
with the matching VLAN ID.

The following example configures a logical interface as an access port with a VLAN ID of 20:

[edit interfaces ge-1/2/0]
unit @ {
family bridge {
interface-mode access;
vlan-id 20;

Platform-Specific Access Mode Configuration Behavior

Use Feature Explorer to confirm platform and release support for specific features.


https://apps.juniper.net/feature-explorer/feature/3241?fn=802.1Q%20VLAN%20Trunk
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Use the following table to review platform-specific behavior for your platform:

Platform Difference

ACX Series e ACX7000 Series routers that support access mode

on logical interface must use the following
hierarchy:

[edit interfaces interface-name unit logical-unit-
number family ethernet-switching]
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Configuring a Logical Interface for Trunk Mode

IN THIS SECTION

Platform-Specific Trunk Mode Logical Interface Configuration Behavior | 310

As an alternative to configuring a logical interface for each VLAN, enterprise network administrators can
configure a single logical interface to accept untagged packets or packets tagged with any VLAN ID
specified in a list of VLAN IDs. Using a VLAN ID list conserves switch resources and simplifies

configuration. A logical interface configured to accept packets tagged with any VLAN ID specified in a
list is called a trunk interface or trunk port. See vlan members (VLANS).

Use 802.1Q VLAN Trunk to confirm platform and release support for specific features.

Review the "Platform-Specific Trunk Mode Logical Interface Configuration Behavior" on page 310
section for notes related to your platform.
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To configure a logical interface to accept any packet tagged with a VLAN ID that matches the list of
VLAN IDs, include the interface-mode statement and specify the trunk option:

interface-mode trunk;

You can include this statement at the following hierarchy levels:

o [edit interfaces interface-name unit logical-unit-number family bridge]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number family bridge]

Platform-Specific Trunk Mode Logical Interface Configuration Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platform:

Platform Difference

e ACX Series e ACX7000 Series routers that support a logical
interface for trunk mode accept any packet tagged
with a VLAN ID that matches the list of VLAN IDs.
Include the interface-mode statement and specify
the trunk option:

[edit interfaces interface-name unit logical-unit-
number family ethernet-switching].
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Configuring the VLAN ID List for a Trunk Interface

To configure the list of VLAN IDs to be accepted by the trunk port, include the vlan-id-list statement
and specify the list of VLAN IDs. You can specify individual VLAN IDs with a space separating the ID
numbers, specify a range of VLAN IDs with a dash separating the ID numbers, or specify a combination
of individual VLAN IDs and a range of VLAN IDs.

vlan-id-list [number number-number];

You can include this statement at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number family bridge interface-mode trunk]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number family bridge
interface-mode trunk]

When a packet is received that is tagged with a VLAN ID specified in the trunk interface list of VLAN
IDs, the packet is accepted and forwarded within the bridge domain that is configured with the matching
VLAN ID.

When a packet is received that is tagged with a VLAN ID not specified in the trunk interface list of
VLAN IDs, the native VLAN ID is pushed in front of the existing VLAN tag or tags and the packet is
forwarded within the bridge domain that is configured with the matching VLAN ID.

When an untagged packet is received on a trunk interface, the native VLAN ID is added to the packet
and the packet is forwarded within the bridge domain that is configured with the matching VLAN ID.

A bridge domain configured with a matching VLAN ID must be configured before the trunk interface is
configured. To learn more about configuring bridge domains, see the Junos Routing Protocols
Configuration Guide.
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Configuring a Trunk Interface on a Bridge Network

On MX Series routers, you can configure a trunk interface on a bridge network.

The following output sample shows trunk port configuration on a bridge network:

user@host# run show interfaces
ge-0/0/0 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit @ {
encapsulation vlan-bridge;

vlan-id 1;
}
}
ge-2/0/0 {
unit @ {
family bridge {
interface-mode trunk;
vlan-id-list 1-200;
}
}
}
ge-2/0/1 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit @ {
encapsulation vlan-bridge;
vlan-id 1;
}
}

If you want igmp-snooping to be functional for a bridge domain, then you should not configure interface-
mode and irb for that bridge domain. Such a configuration commit succeeds, but IGMP snooping is not
functional, and a message informing the same is displayed as shown after the sample configuration
below:

user@host# run show configuration
interfaces {
ge-5/1/1 {



flexible-vlan-tagging;
native-vlan-id 1;
unit @ {
family bridge {
interface-mode trunk;
vlan-id-list 401;

}
}
}
irb {
unit 401 {
family inet {
address 192.168.2.2/27;
}
}
}

protocols {

igmp {
interface all;

bridge-domains {

VLAN-401 {
vlan-id 401;
routing-interface irb.401;
protocols {

igmp-snooping;

user@host# commit

[edit bridge-domains]
'"VLAN-401"

IGMP Snooping not supported with IRB and trunk mode interface

commit complete

ge-5/1/1.0



To achieve IGMP snooping for a bridge domain, you should use such a configuration as shown in the
following example:

user@host# run show configuration
interfaces {
ge-0/0/1 {
flexible-vlan-tagging;
native-vlan-id 1;

encapsulation flexible-ethernet-services;

unit @ {
encapsulation vlan-bridge;
vlan-id 401;
}
}
irb {
unit 401 {
family inet {
address 192.168.2.2/27;
}
}
}
}
protocols {
igmp {
interface all;
}
}
bridge-domains {
VLAN-401 {
vlan-id 401;
interface ge-0/0/1.0;
routing-interface irb.401;
protocols {
igmp-snooping;
}
}
}

user@host# commit

commit complete
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Configuring a VLAN-Bundled Logical Interface to
Support a Layer 2 VPN Routing Instance

To configure a VLAN-bundled logical interface, specify the list of VLAN IDs by including the vlan-id-1list
statement or the vlan-tags statement on a provider edge (PE) router:

interfaces {
ethernet-interface-name {

vlan-tagging; # Support single- or dual-tag logical interfaces
flexible-vlan-tagging; # Support mixed tagging

encapsulation (extended-vlan-ccc | flexible-ethernet-services);
unit logical-unit-number {

vlan-id-list [vian-id vian-id-vian-id]; # For single-tag

vlan-tags outer <tpid.>vian-id inner-list [vlan-id vlan-id-vlan-id]; # For dual-tag

You can include the statements at the following hierarchy levels:

o [edit]

o [edit logical-systems logical-system-namel
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Configuring a VLAN-Bundled Logical Interface to
Support a Layer 2 Circuit

To configure a VLAN-bundled logical interface, specify the list of VLAN IDs by including the vlan-id-1list
statement or the vlan-tags statement:

interfaces {
ethernet-interface-name {

vlan-tagging; # Support single- or dual-tag logical interfaces

flexible-vlan-tagging; # Support mixed tagging

encapsulation (extended-vlan-ccc | flexible-ethernet-services);

unit logical-unit-number {
encapsulation vlan-ccc; # Required for single-tag
vlan-id-list [vian-id vian-id-vian-id]; # For single-tag
vlan-id-range vlan-id-range; # For single-tag with outer VLAN as a range of VLANs
vlan-tags outer tpid.vian-id inner-list [vian-id vian-id-vian-id]; # For dual-tag

vlan-tags outer vlan-id inner-range vlan-id-range # For dual-tag with outer VLAN and
inner VLAN as a range of VLANs

3

You can include the statements at the following hierarchy levels:
o [edit]
o [edit logical-systems logical-system-name]

For a single-tag logical interface, include the encapsulation statement and specify vlan-ccc so that CCC
circuit encapsulation is used inside the Layer 2 circuit.

For platforms that support vlan-id-range configurations, you can configure ranges in two ways:

¢ Single VLAN tagged: the outer tag is a VLAN range.

o Dual VLAN tagged: the outer tag is a single VLAN ID, and the inner tag is configured as a VLAN
range.



@ NOTE: In the case of a dual-tag logical interface, the Junos OS automatically uses the
vlan-ccc encapsulation type.
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Configuring a Layer 2 Circuit on a VLAN-Bundled
Logical Interface

IN THIS SECTION

Configuring a VLAN-Bundled Logical Interface to Support a Layer 2 Circuit | 317

Specifying the Interface to Handle Traffic for a CCC Connected to the Layer 2 Circuit | 319

This topic describes how to configure a Layer 2 circuit on a logical interface bound to a list of VLAN IDs.

Configuring a VLAN-Bundled Logical Interface to Support a Layer 2
Circuit

To configure a VLAN-bundled logical interface, specify the list of VLAN IDs by including the vlan-id-1list
statement or the vlan-tags statement:

interfaces {
ethernet-interface-name {

vlan-tagging; # Support single- or dual-tag logical interfaces
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flexible-vlan-tagging; # Support mixed tagging

encapsulation (extended-vlan-ccc | flexible-ethernet-services);

unit logical-unit-number {
encapsulation vlan-ccc; # Required for single-tag
vlan-id-list [vian-id vian-id-vlan-id]; # For single-tag
vlan-id-range vlan-id-range; # For single-tag with outer VLAN as a range of VLANs
vlan-tags outer tpid.vlan-id inner-list [vlan-id vian-id-vian-id]; # For dual-tag
vlan-tags outer vlan-id inner-range vlan-id-range # For dual-tag with outer VLAN and

inner VLAN as a range of VLANs

3

You can include the statements at the following hierarchy levels:
e [edit]
o [edit logical-systems logical-system-name]

For a single-tag logical interface, include the encapsulation statement and specify vlan-ccc so that CCC
circuit encapsulation is used inside the Layer 2 circuit.

For platforms that support vlan-id-range configurations, you can configure ranges in two ways:

¢ Single VLAN tagged: the outer tag is a VLAN range.

e Dual VLAN tagged: the outer tag is a single VLAN ID, and the inner tag is configured as a VLAN
range.

@ NOTE: In the case of a dual-tag logical interface, the Junos OS automatically uses the
vlan-ccc encapsulation type.

SEE ALSO
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Specifying the Interface to Handle Traffic for a CCC Connected to the
Layer 2 Circuit

To configure the VLAN-bundled logical interface as the interface to handle traffic for a circuit connected
to the Layer 2 circuit, include the following statements:

12circuit {
neighbor address {
interface logical-interface-name {
virtual-circuit-id number;

no-control-word;

You can include the statements at the following hierarchy levels:
e [edit protocols]

o [edit logical-systems logical-system-name protocols]

To enable a Layer 2 circuit, include the 12circuit statement.

To configure the router as a neighbor for a Layer 2 circuit, specify the neighbor address using the neighbor
statement.

To specify the interface to handle traffic for a circuit connected to the Layer 2 circuit, include the
interface statement and specify the VLAN-bundled logical interface.

SEE ALSO
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Example: Configuring a Layer 2 Circuit on a VLAN-
Bundled Logical Interface

The following configuration shows that the single-tag logical interface ge-1/6/5.0 bundles a list of VLAN
IDs, and the logical interface ge-1/1/1.0 supports IPv4 traffic using IP address 10.30.1.1/30 and can

participate in an MPLS path.

[edit interfaces]
ge-1/0/5 {
vlan-tagging;
encapsulation extended-vlan-ccc;
unit @ { # VLAN-bundled logical interface
vlan-id-list [513 516 520-525];

}
}
ge-1/1/1 {
unit 0 {
family inet {
address 10.30.1.1/30;
}
family mpls;
}
}

The following configuration shows the type of traffic supported on the Layer 2 VPN routing instance,
and shows that the VLAN-bundled logical interface handles traffic for a CCC to which the Layer 2 circuit

connects:

[edit protocols]
rsvp {
interface all;
interface 100.0;
}
mpls {
label-switched-path 1sp {
to 10.255.69.128;
}

interface all;



ospf {
traffic-engineering;
area 0.0.0.0 {
interface 100.0;
interface ge-1/1/1.0;

}
}
ldp {
interface ge-1/1/1.0;
interface ge-1/0/5.0; # VLAN-bundled logical interface
interface 100.0;
}

12circuit {
neighbor 10.255.69.128 {
interface ge-1/0/5.0 { # VLAN-bundled logical interface
virtual-circuit-id 3;

no-control-word;

802.1Q VLANSs Overview | 275
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For MX Series routers, you can bind a list of VLAN IDs to a /ogical interface, configure a Layer 2 VPN
routing instance or Layer 2 circuit on the logical interface, and then use the logical interface to configure
a circuit cross-connect (CCC) to another Layer 2 VPN routing instance or Layer 2 circuit.

A CCC allows you to configure transparent connections between two circuits so that packets from the
source circuit are delivered to the destination circuit with, at most, the Layer 2 address being changed.
You configure a CCC by connecting circuit interfaces of the same type. For more information, see Circuit
and Translational Cross-Connects Overview.

@ NOTE: The Junos OS supports binding of Ethernet logical interfaces to lists of VLAN IDs
on MX Series routers only. For all other routers, you can bind an Ethernet logical
interface to only a single VLAN ID or to a single range of VLAN IDs.

The following configuration guidelines apply to bundling lists of VLAN IDs to Ethernet logical interfaces
used to configure CCCs:

Guidelines for Configuring Physical Link-Layer Encapsulation to Support
CCCs

To enable a physical interface to support VLAN-bundled logical interfaces that you will use to configure
a CCC, you must specify one of the following physical link-layer encapsulation types as the value of the
encapsulation statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces interface-namel

encapsulation (extended-vlan-ccc | flexible-ethernet-services);

o extended-vlan-ccc—For Ethernet interfaces with standard TPID tagging.

o flexible-ethernet-services—For supported Gigabit Ethernet interfaces for which you want to configure
multiple per-unit Ethernet encapsulations.

For more information about configuring the encapsulation on a physical interface, see .
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Guidelines for Configuring Logical Link-Layer Encapsulation to Support

CCGCs

For VLAN-bundled logical interfaces that you use to configure a CCC, specific logical link-layer
encapsulation types are used inside the circuits themselves.

Table 55 on page 323 describes the logical link-layer encapsulation types used within circuits connected
using VLAN-bundled logical interfaces of the same type.

Table 55: Encapsulation Inside Circuits CCC-Connected by VLAN-Bundled Logical Interfaces

Encapsulation Inside
the Circuit

Syntax

Hierarchy Level

Usage Guidelines

For a Single-Tag
Logical Interface

Layer 2 Circuit Joined by Configuring an Interface-to-Interface CCC Connection

Layer 2 VPN Routing Instance

encapsulation-type (ethernet | ethernet-vlan);

[edit routing-instances routing-instance-name
protocols 12vpn],

[edit logical-systems logical-system-name routing-
instances routing-instance-name protocols

12vpn]

See the Junos OS VPNs Library for Routing Devices.

The MX Series router automatically uses ethernet as the
Layer 2 protocol used to encapsulate incoming traffic.
Although the connection spans multiple VLANSs, the
VLANSs are bundled and therefore can be encapsulated as
a single VLAN.

NOTE: With ethernet encapsulation, the circuit signal
processing does not check that the VLAN ID list is the
same at both ends of the CCC connection.

Layer 2 Circuit

encapsulation vlan-ccc;

[edit interfaces ethernet-interface-name unit Io
unit-numbery,
[edit logical-systems logical-system-name interf

ethernet-interface-name unit logical-unit-number

See Configuring Interface Encapsulation on Logic:
Interfaces, Circuit and Translational Cross-Connec
Overview, and Defining the Encapsulation for Swi
Cross-Connects.

Configure the MX Series router to use vlan-ccc as
logical link-layer encapsulation type.
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Table 55: Encapsulation Inside Circuits CCC-Connected by VLAN-Bundled Logical Interfaces (Continued)

Encapsulation Inside
the Circuit

For a Dual-Tag
Logical Interface

Layer 2 Circuit Joined by Configuring an Interface-to-Interface CCC Connection

Layer 2 VPN Routing Instance

Configure the MX Series router to use ethernet-vlan as
the Layer 2 protocol to encapsulate incoming traffic.

With ethernet-vlan encapsulation, circuit signal
processing checks that the VLAN ID list is the same at
both ends of the CCC connection. If a VLAN ID list
mismatch is detected, you can view the error condition in

the show interfaces command output.

802.1Q VLANs Overview | 275
Binding VLAN IDs to Logical Interfaces | 293

Defining the Encapsulation for Switching Cross-Connects

Layer 2 Circuit

The MX Series router automatically uses vlan-ccc
logical link-layer encapsulation type, regardless of
value configured.

Specifying the Interface to Handle Traffic for a CCC

To configure the VLAN-bundled logical interface as the interface to handle traffic for a circuit connected
to the Layer 2 VPN routing instance, include the following statements:

protocols {
12vpn {

(control-word | no-control-word);

encapsulation-type (ethernet | ethernet-vlan);

site site-name {

site-identifier identifier;

interface logical-interface-name { # VLAN-bundled logical interface

. Interface-options . . .
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You can include the statements at the same hierarchy level at which you include the instance-type 12vpn
and interface logical-interface-name statements:

e [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

To enable a Layer 2 VPN routing instance on a PE router, include the 12vpn statement. For more
information, see the Junos OS VPNs Library for Routing Devices.

The encapsulation-type statement specifies the Layer 2 protocol used for traffic from the customer edge
(CE) router. If the Layer 2 VPN routing instance is being connected to a single-tag Layer 2 circuit, specify
ethernet as the encapsulation type. If the Layer 2 VPN routing instance is being connected to a dual-tag
Layer 2 circuit, specify ethernet-vlan as the encapsulation type.

To specify the interface to handle traffic for a circuit connected to the Layer 2 VPN routing instance,
include the interface statement and specify the VLAN-bundled logical interface.

802.1Q VLANs Overview | 275
Example: Configuring a Layer 2 VPN Routing Instance on a VLAN-Bundled Logical Interface | 305
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Specifying the Interface to Handle Traffic for a CCC
Connected to the Layer 2 Circuit

To configure the VLAN-bundled logical interface as the interface to handle traffic for a circuit connected
to the Layer 2 circuit, include the following statements:

12circuit {
neighbor address {
interface logical-interface-name {
virtual-circuit-id number;

no-control-word;
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You can include the statements at the following hierarchy levels:
o [edit protocols]

o [edit logical-systems logical-system-name protocols]

To enable a Layer 2 circuit, include the 12circuit statement.

To configure the router as a neighbor for a Layer 2 circuit, specify the neighbor address using the neighbor
statement.

To specify the interface to handle traffic for a circuit connected to the Layer 2 circuit, include the
interface statement and specify the VLAN-bundled logical interface.
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Static ARP Table Entries Overview

For Fast Ethernet, Gigabit Ethernet, Tri-Rate Ethernet copper, and 10-Gigabit Ethernet interfaces, you
can configure static ARP table entries, defining mappings between IP and MAC addresses.

‘ Ethernet Interfaces User Guide for Routing Devices

Static ARP Entries on Ethernet Interfaces

You can provision static Address Resolution Protocol (ARP) entries for a device instead of dynamically
resolving an IP address to a MAC address. Note that dynamic resolution of an IP address is the default
behavior. These static ARP entries enable the device to respond to ARP requests even if the destination
address of the request is not local to the Ethernet interface that receives the incoming traffic.

Configuring Static ARP Table Entries For Mapping IP
Addresses to MAC Addresses

By default, the device responds to an Address Resolution Protocol (ARP) request only if the destination
address of the ARP request is on the local network of the incoming interface. For Fast Ethernet or
Gigabit Ethernet interfaces, you can configure static ARP entries that associate the IP addresses of
nodes on the same Ethernet subnet with their media access control (MAC) addresses. These static ARP
entries enable the device to respond to ARP requests even if the destination address of the ARP request
is not local to the incoming Ethernet interface.

Also, unlike dynamically learned ARP entries, static ARP entries do not age out. You can also configure
static ARP entries in a troubleshooting situation or if your device is unable to learn a MAC address
dynamically.

@ NOTE: By default, an ARP policer is installed that is shared among all the Ethernet
interfaces on which you have configured the family inet statement. By including the arp
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statement at the [edit interfaces interface-name unit logical-unit-number family inet policer]
hierarchy level, you can apply a specific ARP-packet policer to an interface. This feature
is not available on EX Series switches.

To configure static ARP entries:

1.

In the configuration mode, at the [edit] hierarchy level, configure the router interface on which the
ARP table entries for the router is configured.

[edit]

user@host# edit interfaces interface-name

. Configure the protocol family, the logical unit of the interface, and the interface address of the router

interface at the [edit interfaces interface-name] hierarchy level. While configuring the protocol family,
specify inet as the protocol family.

@ NOTE: When you need to conserve IP addresses, you can configure an Ethernet
interface to be unnumbered by including the unnumbered-address statement at the [edit

interfaces interface-name unit logical-unit-number family inet] hierarchy level.

[edit interfaces interface-namel

user@host# edit unit logical-unit-number family inet address interface-address

. Configure a static ARP entry by specifying the IP address and the MAC address that are to be

mapped to each other. The IP address specified must be part of the subnet defined in the enclosing
address statement. The MAC address must be specified as hexadecimal bytes in the following formats:
nnnn. nnnn. annn OF an: nn: nn: nn: nn: nrformat. For instance, you can use either 0011.2233. 4455 or
00:11:22:33:44:55.

[edit interfaces interface-name unit logical-unit-number family inet address interface-address
user@host# set arp ip-address mac mac-address

Configure another static ARP entry by specifying the IP address and the MAC address that are to be
mapped to each other. You can also associate a multicast MAC address with a unicast IP address by
including the multicast-mac option with the arp statement. You can optionally configure the router to
respond to ARP requests for the specified IP address by using the publish option with the arp
statement.



@ NOTE: For unicast MAC addresses only, if you include the publish option, the router or
switch replies to proxy ARP requests.

[edit interfaces interface-name unit logical-unit-number family inet address interface-address

user@host# set arp ip-address multicast-mac mac-address publish

@ NOTE: The Junos OS supports the IPvé6 static neighbor discovery cache entries, similar
to the static ARP entries in IPv4.

arp
Management Ethernet Interface Overview
Applying Policers

Configuring an Unnumbered Interface
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Requirements

No special configuration beyond device initialization is required before creating an interface.

Overview

In this example, you configure a static ARP entry on the logical unit O of the ge-0/0/3 Gigabit Ethernet
interface. The entry consists of the interface’s IP address (10.1.1.1/24) and the corresponding MAC
address of a node on the same Ethernet subnet (00:ff:85:7f:78:03). The example also configures the
device to reply to ARP requests from the node using the publish option.

Configuration

IN THIS SECTION

Procedure | 331

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following command, paste it into a text file, remove any line
breaks, change any details necessary to match your network configuration, copy and paste the
command into the CLI at the [edit] hierarchy level, and then enter comnit from configuration mode.

set interfaces ge-0/0/3 unit 0 family inet address 10.1.1.1/24 arp 10.1.1.3 mac
00:ff:85:7f:78:03
set interfaces ge-0/0/3 unit 0 family inet address 10.1.1.1/24 arp 10.1.1.3 publish

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode.



To configure a static ARP entry on an Ethernet interface:

1. Create the Gigabit Ethernet interface.

[edit]
user@host# edit interfaces ge-0/0/3

2. Configure a static ARP entry.

[edit interfaces ge-0/0/3]
user@host# edit unit @ family inet address 10.1.1.1/24

3. Set the IP address of the subnet node and the corresponding MAC address.

[edit interfaces ge-0/0/3 unit @ family inet address 10.1.1.1/24]
user@host# set arp 10.1.1.3 mac 00:ff:85:7f:78:03 publish

Results

From configuration mode, confirm your configuration by entering the show interfaces ge-6/0/3 command. If
the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host#show interfaces ge-0/0/3
unit @ {
family inet {
address 10.1.1.1/24 {
arp 10.1.1.3 mac 00:ff:85:7f:78:03 publish;

If you are done configuring the device, enter commit from configuration mode.



Verification
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Confirm that the configuration is working properly.

Verifying Static ARP Configurations

Purpose

Verify the IP address and MAC (hardware) address of the node.
Action

From operational mode, enter the show interfaces ge-0/6/3 command.

Verifying the Link State of All Interfaces

Purpose

Verify that all interfaces on the device are operational using the ping tool on each peer address in the
network.

Action

For each interface on the device:
1. In the J-Web interface, select Troubleshoot>Ping Host.

2. In the Remote Host box, type the address of the interface for which you want to verify the link state.



3. Click Start. The output appears on a separate page.

PING 10.1.1.3 : 56 data bytes
64 bytes from 10.1.1.3: icmp_seq=0 ttl=255 time=0.382 ms
64 bytes from 10.1.1.3: icmp_seq=1 tt1=255 time=0.266 ms

If the interface is operational, it generates an ICMP response. If this response is received, the round-trip
time in milliseconds is listed in the time field..

Verifying Interface Properties

Purpose

Verify that the interface properties are correct.

Action

From operational mode, enter the show interfaces detail command.

user@host> show interfaces detail
Physical interface: ge-0/0/3, Enabled, Physical link is Up
Interface index: 134, SNMP ifIndex: 27, Generation: 17
Link-level type: Ethernet, MTU: 1514, Speed: 10@mbps, Loopback: Disabled,

Source filtering: Disabled, Flow control: Enabled

Device flags : Present Running
Interface flags: SNMP-Traps 16384
Link flags : None

CoS queues : 4 supported
Hold-times : Up @ ms, Down @ ms

Current address: 00:90:69:87:44:9d, Hardware address: 00:90:69:87:44:9d
Last flapped : 2004-08-25 15:42:30 PDT (4w5d 22:49 ago)
Statistics last cleared: Never

Traffic statistics:

Input bytes 0 0 bps

Output bytes 0 0 bps

Input packets: 0 0 pps

Output packets: 0 0 pps

Queue counters: Queued packets Transmitted packets Dropped packets
0 best-effort 0 0 0

1 expedited-fo 0 0 0



2 assured-forw 0 0 0
3 network-cont 0 0 0
Active alarms : None
Active defects : None

The output shows a summary of interface information. Verify the following information:
e The physical interface is Enabled. If the interface is shown as Disabled, do one of the following:

¢ In the CLI configuration editor, delete the disable statement at the [edit interfaces ge-0/0/3] level
of the configuration hierarchy.

¢ In the J-Web configuration editor, clear the Disable check box on the Interfaces> ge-0/0/3 page.

e The physical link is Up. A link state of Down indicates a problem with the interface module, interface
port, or physical connection (link-layer errors).

e The Last Flapped time is an expected value. The Last Flapped time indicates the last time the
physical interface became unavailable and then available again. Unexpected flapping indicates likely
link-layer errors.

e The traffic statistics reflect expected input and output rates. Verify that the number of inbound and
outbound bytes and packets matches expected throughput for the physical interface. To clear the
statistics and see only new changes, use the clear interfaces statistics ge-0/0/3 command.
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Restricted and Unrestricted Proxy ARP Overview

IN THIS SECTION

Restricted Proxy ARP | 337
Unrestricted Proxy ARP | 337

Topology Considerations for Unrestricted Proxy ARP | 338

By default, the Junos OS responds to an Address Resolution Protocol (ARP) request only if the
destination address of the ARP request is local to the incoming interface.

For Ethernet Interfaces, you can configure the router or switches to proxy-reply to the ARP requests
using the restricted or unrestricted proxy ARP configuration.

You might want to configure restricted or unrestricted proxy ARP for routers that act as provider edge
(PE) devices in Ethernet Layer 2 LAN switching domains.

@ NOTE: From Junos OS Release 10.0 onward, Junos OS does not respond to proxy ARP
requests with the default route 0.0.0.0. This behavior is in compliance with RFC 1027.

Restricted Proxy ARP

Restricted proxy ARP enables the router or switch to respond to the ARP requests in which the physical
networks of the source and target are not the same and the router or switch has an active route to the
target address in the ARP request. The router does not reply if the target address is on the same subnet
and the same interface as the ARP requestor.

Unrestricted Proxy ARP

Unrestricted proxy ARP enables the router or switch to respond to any ARP request, on condition that
the router has an active route to the destination address of the ARP request. The route is not limited to
the incoming interface of the request, nor is it required to be a direct route.



A WARNING: If you configure unrestricted proxy ARP, the proxy router replies to ARP
requests for the target IP address on the same interface as the incoming ARP request.
This behavior is appropriate for cable modem termination system (CMTS) environments,
but might cause Layer 2 reachability problems if you enable unrestricted proxy ARP in
other environments.

When an IP client broadcasts the ARP request across the Ethernet wire, the end node with the correct
IP address responds to the ARP request and provides the correct MAC address. If the unrestricted proxy
ARP feature is enabled, the router response is redundant and might fool the IP client into determining
that the destination MAC address within its own subnet is the same as the address of the router.

@ NOTE: While the destination address can be remote, the source address of the ARP
request must be on the same subnet as the interface upon which the ARP request is

received. For security reasons, this rule applies to both unrestricted and restricted proxy
ARP.

Topology Considerations for Unrestricted Proxy ARP

In most situations, you should not configure the router or switch to perform unrestricted proxy ARP. Do
so only for special situations, such as when cable modems are used. Figure 2 on page 339 and Figure 3
on page 339 show examples of situations in which you might want to configure unrestricted proxy ARP.

In Figure 2 on page 339, the edge device is not running any IP protocols. In this case, you configure the
core router to perform unrestricted proxy ARP. The edge device is the client of the proxy.

In Figure 3 on page 339, the Broadband Remote Access Server (B-RAS) routers are not running any IP
protocols. In this case, you configure unrestricted proxy ARP on the B-RAS interfaces. This allows the
core device to behave as though it is directly connected to the end users.
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Figure 2: Edge Device Case for Unrestricted Proxy ARP
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Configuring Restricted and Unrestricted Proxy ARP

To configure restricted or unrestricted proxy ARP, include the proxy-arp statement:

proxy-arp (restricted |unrestricted);

You can include this statement at the following hierarchy levels:
e [edit interfaces interface-name unit Iogical-unit-number ]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]

To return to the default—that is, to disable restricted or unrestricted proxy ARP—delete the proxy-arp
statement from the configuration:

[edit]

user@host# delete interfaces interface-name unit logical-unit-number proxy-arp

You can track the number of restricted or unrestricted proxy ARP requests processed by the router or
switch by issuing the show system statistics arp operational mode command.

@ NOTE: When proxy ARP is enabled as default or unrestricted, the router or switch
responds to any ARP request as long as the device has an active route to the target
address of the ARP request. This gratuitous ARP behavior can result in an error when the
receiving interface and target response interface are the same and the end device (for
example, a client) performs a duplicate address check. To prevent this error, configure the
router or switch interface with the no-gratuitous-arp-request statement. See Configuring
Gratuitous ARPfor information about how to disable responses to gratuitous ARP
requests.
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Configuring Gratuitous ARP

Gratuitous Address Resolution Protocol (ARP) requests help detect duplicate IP addresses. A gratuitous
ARP is a broadcast request for a router’s own IP address. If a router or switch sends an ARP request for
its own IP address and no ARP replies are received, the router- or switch-assigned IP address is not
being used by other nodes. However, if a router or switch sends an ARP request for its own IP address
and an ARP reply is received, the router- or switch-assigned IP address is already being used by another
node.

Gratuitous ARP replies are reply packets sent to the broadcast MAC address with the target IP address
set to be the same as the sender’s IP address. When the router or switch receives a gratuitous ARP
reply, the router or switch can insert an entry for that reply in the ARP cache. By default, updating the
ARP cache on gratuitous ARP replies is disabled on the router or switch.

To enable updating of the ARP cache for gratuitous ARPs:

1. In configuration mode, go to the [edit interfaces interface-name] hierarchy level.
[edit]
user@host# edit interfaces interface-name

2. Include the gratuitous-arp-reply statement.

[edit interfaces interface-namel

user@host# set gratuitous-arp-reply

To restore the default behavior, that is, to disable updating of the ARP cache for gratuitous ARP, delete
the gratuitous-arp-reply statement from the configuration:

[edit interfaces interface-namel

user@host# delete gratuitous-arp-reply;

By default, the router or switch responds to gratuitous ARP requests. However, on Ethernet interfaces,
you can disable responses to gratuitous ARP requests.

To disable responses to gratuitous ARP requests:
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1. In configuration mode, go to the [edit interfaces interface-name] hierarchy level.

[edit]
user@host# edit interfaces interface-name

2. Include the no-gratuitous-arp-request statement.

[edit interfaces interface-namel

user@host# set no-gratuitous-arp-request

To return to the default—that is, to respond to gratuitous ARP requests—delete the no-gratuitous-arp-
request statement from the configuration:

[edit interfaces interface-name]
user@host# delete no-gratuitous-arp-request

gratuitous-arp-reply
no-gratuitous-arp-request

Ethernet Interfaces Overview

Ethernet Interfaces User Guide for Routing Devices


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/gratuitous-arp-reply-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html

CHAPTER

Adjusting the ARP Aging Timer

IN THIS CHAPTER

Adjusting the ARP Aging Timer | 345




Adjusting the ARP Aging Timer

By default, the ARP aging timer is set at 20 minutes. In environments with many directly attached hosts,
such as metro Ethernet environments, increasing the amount of time between ARP updates by
configuring the ARP aging timer can improve performance in an event where having thousands of clients
time out at the same time might impact packet forwarding performance. In environments where there
are devices connected with lower ARP aging timers (less than 20 minutes), decreasing the ARP aging
timer can improve performance by preventing the flooding of traffic toward next hops with expired ARP
entries. In most environments, the default ARP aging timer value does not need to be adjusted.

To configure the system-wide ARP aging timer, include the aging-timer statement at the [edit system arp]
hierarchy level:

[edit system arp]
user@host# aging-timer minutes

The aging timer range is from 1 through 240 minutes. The timer value you configure takes effect as ARP
entries expire. In other words, each subsequent refreshed ARP entry receives the new timer value. The
new timer value does not apply to ARP entries that exist at the time you commit the configuration.

For more information about statements you can configure at the [edit system] hierarchy level, see the CLI
User Guide for Junos OS.

arp
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Configuring Tagged VLANSs

IN THIS SECTION

Creating a Series of Tagged VLANs | 347

Creating a Series of Tagged VLANs on EX Series Switches (CLI Procedure) | 349
Creating a Series of Tagged VLANSs on Switches with ELS Support | 351

Verifying That a Series of Tagged VLANs Has Been Created | 352

Verifying That a Series of Tagged VLANs Has Been Created on an EX Series Switch | 355
Configuring Double-Tagged VLANSs on Layer 3 Logical Interfaces | 358

Stacking a VLAN Tag | 359

Rewriting a VLAN Tag and Adding a New Tag | 360

Rewriting the Inner and Outer VLAN Tags | 361

Rewriting the VLAN Tag on Tagged Frames | 362

Configuring VLAN Translation with a VLAN ID List | 363

Configuring VLAN Translation on Security Devices | 364

Example: Configuring VLAN Retagging for Layer 2 Transparent Mode on a Security Device | 365
Configuring Inner and Outer TPIDs and VLAN IDs | 367

Creating a Series of Tagged VLANSs

When you divide an Ethernet LAN into multiple VLANs, each VLAN is assigned a unique IEEE 802.1Q
tag. This tag is associated with each frame in the VLAN, and the network nodes receiving the traffic can
use the tag to identify which VLAN a frame is associated with.

Instead of configuring VLANs and 802.1Q tags one at a time for a trunk interface, you can configure a
VLAN range to create a series of tagged VLANSs.

When an Ethernet LAN is divided into VLANSs, each VLAN is identified by a unique 802.1Q tag. The tag
is applied to all frames so that the network nodes receiving the frames can detect which VLAN the
frames belong to. Trunk ports, which multiplex traffic among a number of VLANSs, use the tag to
determine the origin of frames and where to forward them.



For example, you could configure the VLAN employee and specify a tag range of 10 through 12. This
creates the following VLANSs and tags:

¢ VLAN employee-10, tag 10

e VLAN employee-11, tag 11

e VLAN employee-12, tag 12

Creating tagged VLANS in a series has the following limitations:
e Layer 3 interfaces do not support this feature.

e Because an access interface can only support one VLAN member, access interfaces also do not
support this feature.

@ NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches that does not
support the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that does support ELS, see "Creating a Series of Tagged VLANs on Switches
with ELS Support" on page 351.

To configure a series of tagged VLANSs using the CLI (here, the VLAN is employee):

1. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-range 120-130
2. Associate a series of tagged VLANs when you configure an interface in one of two ways:

e [nclude the name of the series:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlan members

employee

¢ Include the VLAN range:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlan members 120-
130



Associating a series of tagged VLANS to an interface by name or by VLAN range has the same result:
VLANs __employee_120__ through __employee_130__ are created.

@ NOTE: When a series of VLANSs is created using the vlan-range command, the VLAN
names are preceded and followed by a double underscore.

Creating a Series of Tagged VLANs on EX Series Switches (CLI Procedure)

To identify which VLAN traffic belongs to, all frames on an Ethernet VLAN are identified by a tag, as
defined in the IEEE 802.1Q standard. These frames are fagged and are encapsulated with 802.1Q tags.
For a simple network that has only a single VLAN, all traffic has the same 802.1Q tag.

Instead of configuring VLANS and 802.1Q tags one at a time for a trunk interface, you can configure a
VLAN range to create a series of tagged VLANSs.

When an Ethernet LAN is divided into VLANSs, each VLAN is identified by a unique 802.1Q tag. The tag
is applied to all frames so that the network nodes receiving the frames know which VLAN the frames
belong to. Trunk ports, which multiplex traffic among a number of VLANSs, use the tag to determine the
origin of frames and where to forward them.

For example, you could configure the VLAN employee and specify a tag range of 10-12. This creates the
following VLANSs and tags:

¢ VLAN employee-10, tag 10

e VLAN employee-11, tag 11

e VLAN employee-12, tag 12

Creating tagged VLANS in a series has the following limitations:
e Layer 3 interfaces do not support this feature.

e Because an access interface can only support one VLAN member, access interfaces also do not
support this feature.

e Voice over IP (VolP) configurations do not support a range of tagged VLANSs.

To configure a series of tagged VLANSs using the CLI (here, the VLAN is employee):



=

. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-range 120-130

N

. Associate a series of tagged VLANs when you configure an interface in one of two ways:

Include the name of the series:

[edit interfaces]
user@switch# set interfaces ge-0/0/22.0 family ethernet-switching vlan members

employee

Include the VLAN range:

[edit interfaces]
user@switch# set interfaces ge-0/0/22.0 family ethernet-switching vlan members 120-
130

Associating a series of tagged VLANS to an interface by name or by VLAN range have the same result:
VLANs __employee_120__ through __employee_130__ are created.

@ NOTE: When a series of VLANSs are created using the vlan-range command, the VLAN
names are prefixed and suffixed with a double underscore.

SEE ALSO

Verifying That a Series of Tagged VLANs Has Been Created on an EX Series Switch | 355
Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch | 192

Example: Setting Up Bridging with Multiple VLANSs for EX Series Switches | 241
Example: Connecting an EX Series Access Switch to a Distribution Switch

Understanding Bridging and VLANs on Switches | 137



https://www.juniper.net/documentation/en_US/junos/topics/example/bridging-ex-series-connecting-access-to-distribution-switch.html

Creating a Series of Tagged VLANSs on Switches with ELS Support

When you divide an Ethernet LAN into multiple VLANSs, each VLAN is assigned a unique IEEE 802.1Q
tag. This tag is associated with each frame in the VLAN, and the network nodes receiving the traffic can
use the tag to identify which VLAN a frame is associated with.

Instead of configuring VLANs and 802.1Q tags one at a time for a trunk interface, you can configure a
VLAN range to create a series of tagged VLANS.

When an Ethernet LAN is divided into VLANSs, each VLAN is identified by a unique 802.1Q tag. The tag
is applied to all frames so that the network nodes receiving the frames can detect which VLAN the
frames belong to. Trunk ports, which multiplex traffic among a number of VLANSs, use the tag to
determine the origin of frames and where to forward them.

For example, you could configure the VLAN employee and specify a tag range of 10 through 12. This
creates the following VLANs and tags:

e VLAN employee-10, tag 10

e VLAN employee-11, tag 11

e VLAN employee-12, tag 12

Creating tagged VLANSs in a series has the following limitations:
e Layer 3 interfaces do not support this feature.

e Because an access interface can only support one VLAN member, access interfaces also do not
support this feature.

@ NOTE: This task uses Junos OS for Junos OS for QFX3500 and QFX3600 switches with
support for the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that does not support ELS, see "Creating a Series of Tagged VLANs" on page
347. For ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15.

To configure a series of tagged VLANSs using the CLI (here, the VLAN is employee):

1. Configure the series (here, a VLAN series from 120 through 130):

[edit]
user@switch# set vlans employee vlan-id-list [ 120-130 ]

2. Associate a series of tagged VLANs when you configure an interface in one of two ways:



e Include the name of the series:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlan members

employee

¢ Include the VLAN range:

[edit interfaces]
user@switch# set interfaces xe-0/0/22.0 family ethernet-switching vlan members 120-
130

Associating a series of tagged VLANS to an interface by name or by VLAN range the same result: VLANs
__employee_120__ through __employee_130__ are created.

@ NOTE: When a series of VLANSs is created using the vlan-id-list command, the VLAN
names are preceded and followed by a double underscore.

SEE ALSO
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Purpose

Verify that a series of tagged VLANs has been created on the switch.

Action

1. Display the VLANSs in the ascending order of their VLAN ID:

user@switch> show vlans sort-by tag

Name Tag Interfaces
__employee_120__ 120

xe-0/0/22.0%
__employee_121__ 121

xe-0/0/22.0%
__employee_122__ 122

xe-0/0/22.0%
__employee_123__ 123

xe-0/0/22.0%
__employee_124__ 124

xe-0/0/22.0%
__employee_125__ 125

xe-0/0/22.0%
__employee_126__ 126

xe-0/0/22.0%
__employee_127__ 127

xe-0/0/22.0%
__employee_128__ 128

xe-0/0/22.0%
__employee_129__ 129

xe-0/0/22.0%
__employee_130__ 130

xe-0/0/22.0%

2. Display the VLANSs by the alphabetical order of the VLAN name:

user@switch> show vlans sort-by name

Name Tag Interfaces

__employee_120__ 120



xe-0/0/22.0%
__employee_121__ 121

xe-0/0/22.0%
__employee_122__ 122

xe-0/0/22.0%
__employee_123__ 123

xe-0/0/22.0%
__employee_124__ 124

xe-0/0/22.0%
__employee_125__ 125

xe-0/0/22.0%
__employee_126__ 126

xe-0/0/22.0%
__employee_127__ 127

xe-0/0/22.0%
__employee_128__ 128

xe-0/0/22.0%
__employee_129__ 129

xe-0/0/22.0%
__employee_130__ 130

xe-0/0/22.0%

3. Display the VLANSs by specifying the VLAN range name (here, the VLAN range name is employee):

user@switch> show vlans employee

Name Tag Interfaces

__employee_120__ 120

xe-0/0/22.0%
__employee_121__ 121

xe-0/0/22.0%
__employee_122__ 122

xe-0/0/22.0%
__employee_123__ 123

xe-0/0/22.0%
__employee_124__ 124

xe-0/0/22.0%
__employee_125__ 125

xe-0/0/22.0%
__employee_126__ 126

xe-0/0/22.0%



__employee_127__ 127

xe-0/0/22.0%
__employee_128__ 128

xe-0/0/22.0%
__employee_129__ 129

xe-0/0/22.0%
__employee_130__ 130

xe-0/0/22.0%

Meaning

The sample output shows the VLANSs configured on the switch. The series of tagged VLANSs is displayed:
__employee__120__ through __employee_130__. Each of the tagged VLANSs is configured on the trunk
interface xe-0/0/22.0. The asterisk (*) next to the interface name indicates that the interface is UP.

When a series of VLANSs is created using the vlan-range statement, the VLAN names are preceded and
followed by a double underscore.

Verifying That a Series of Tagged VLANs Has Been Created on an EX
Series Switch
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Purpose

Verify that a series of tagged VLANSs is created on the switch.



Action

Display the VLANSs in the ascending order of their VLAN ID:

user@switch> show vlans sort-by tag

Name Tag Interfaces
__employee_120__ 120

ge-0/0/22.0%
__employee_121__ 121

ge-0/0/22.0%
__employee_122__ 122

ge-0/0/22.0%
__employee_123__ 123

ge-0/0/22.0%
__employee_124__ 124

ge-0/0/22.0%
__employee_125__ 125

ge-0/0/22.0%
__employee_126__ 126

ge-0/0/22.0%
__employee_127__ 127

ge-0/0/22.0%
__employee_128__ 128

ge-0/0/22.0%
__employee_129__ 129

ge-0/0/22.0%
__employee_130__ 130

ge-0/0/22.0%

Display the VLANSs by the alphabetical order of the VLAN name:

user@switch> show vlans sort-by name

Name Tag Interfaces

__employee_120__ 120

ge-0/0/22.0%
__employee_121__ 121

ge-0/0/22.0%

_employee_122__ 122



ge-0/0/22.0%
__employee_123__ 123

ge-0/0/22.0%
__employee_124__ 124

ge-0/0/22.0%
__employee_125__ 125

ge-0/0/22.0%
__employee_126__ 126

ge-0/0/22.0%
__employee_127__ 127

ge-0/0/22.0%
__employee_128__ 128

ge-0/0/22.0%
__employee_129__ 129

ge-0/0/22.0%
__employee_130__ 130

ge-0/0/22.0%

Display the VLANSs by specifying the VLAN-range name (here, the VLAN-range name is employee):

user@switch> show vlans employee

Name Tag Interfaces

__employee_120__ 120

ge-0/0/22.0%
_employee_121__ 121

ge-0/0/22.0%
__employee_122__ 122

ge-0/0/22.0%
__employee_123__ 123

ge-0/0/22.0%
__employee_124__ 124

ge-0/0/22.0%
__employee_125__ 125

ge-0/0/22.0%
__employee_126__ 126

ge-0/0/22.0%
__employee_127__ 127

ge-0/0/22.0%
__employee_128__ 128

ge-0/0/22.0%



__employee_129__ 129

ge-0/0/22.0%
__employee_130__ 130

ge-0/0/22.0%

Meaning

The sample output shows the VLANSs configured on the switch. The series of tagged VLANSs is displayed:
__employee__120__ through __employee_130__. Each of the tagged VLANSs is configured on the trunk
interface ge-0/0/22.0. The asterisk (*) beside the interface name indicates that the interface is UP.

When a series of VLANSs is created using the vlan-range statement, the VLAN names are prefixed and
suffixed with a double underscore.

Configuring Double-Tagged VLANSs on Layer 3 Logical Interfaces

Junos OS supports a subset of the IEEE 802.1Q standard for channelizing an Ethernet interface into
multiple logical interfaces, allowing many hosts to be connected to the same switch but preventing them
from being in the same routing or bridging domain. When an Ethernet LAN is divided into VLANSs, each
VLAN is identified by a unique 802.1Q tag. The tag is applied to all frames so that network nodes
receiving the frames can detect which VLAN the frames belong to.

You can configure double VLAN tags (that is, an inner and an outer tag) on a Layer 3 logical interface
(sometimes called a “Layer 3 subinterface”).

Support for double-tagging VLANs on Layer 3 logical interfaces includes:
e Configuration of an IPv4, an IPvé, or an mpls family on the logical interface
e Configuration over an aggregated Ethernet interface

e Configuration of multiple logical interfaces on a single physical interface

@ NOTE: This feature does not include support for the following:

e VLAN rewrite (input-vlan-map or output-vlan-map)
e TPID configuration (on physical or logical interfaces)

® native-inner-vlan-id; outer-vlan-id-list; inner-vlan-id-list; or vlan-id-range

To configure a double-tagged Layer 3 logical interface:



1. Apply flexible VLAN tagging to the physical interface:

[edit]
user@switch# set interfaces interface-name flexible-vlan-tagging

2. Configure inner and outer VLAN tags on the logical interface:

[edit]
user@switch# set interfaces interface-name unit logical-unit-number vlan-tags outer vlan-id

user@switch# set interfaces interface-name unit logical-unit-number vlan-tags inner vlan-id

3. Set the family type and, if needed, the address on the logical interface:

[edit]
user@switch# set interfaces interface-name unit logical-unit-number family family-type

address address

SEE ALSO
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Stacking a VLAN Tag

To stack a VLAN tag on all tagged frames entering or exiting the interface, include the push, vlan-id, and
tag-protocol-id statements in the input VLAN map or the output VLAN map:

input-vlan-map input-vlan-map {
push;
vlan-id number;
tag-protocol-id tpid),

}

output-vlan-map {
push;
tag-protocol-id tpid),



You can include these statements at the following hierarchy levels:

e [edit interfaces interface-name unit logical-unit-number]

o [edit interfaces interface-name unit logical-unit-number]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]
o [edit logical-systems logical-system-name interfaces Interface-name unit logical-unit-number]

The VLAN IDs you define in the input VLAN maps are stacked on top of the VLAN ID bound to the
logical interface.

All TPIDs you include in input and output VLAN maps must be among those you specify at the [edit

interfaces iInterface-name ether-options ethernet-switch-profile tag-protocol-id [ tpids 1] hierarchy level.

Rewriting a VLAN Tag and Adding a New Tag

On Ethernet IQ, IQ2 and IQ2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces, on aggregated Ethernet interfaces using Gigabit Ethernet
IQ2 and IQ2-E or 10-Gigabit Ethernet PICs on MX Series routers, and on Gigabit Ethernet and 10-
Gigabit Ethernet interfaces on EX Series switches, to replace the outer VLAN tag of the incoming frame
with a user-specified VLAN tag value, include the swap-push statement in the input VLAN map or output
VLAN map:

swap-push

A user-specified outer VLAN tag is pushed in front. The outer tag becomes an inner tag in the final
frame. The stacked and rewriting Gigabit-Ethernet VLAN Tags are also referred to as Q-in-Q tunneling.

You can include this statement at the following hierarchy levels:

o [edit interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit interfaces interface-name unit logical-unit-number output-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]



SEE ALSO

input-vian-map
output-vian-map
swap-push

unit

Ethernet Interfaces User Guide for Routing Devices

Rewriting the Inner and Outer VLAN Tags

On Ethernet IQ, IQ2 and IQ2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces, and on aggregated Ethernet interfaces using Gigabit
Ethernet IQ2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, to replace both the inner and
the outer VLAN tags of the incoming frame with a user-specified VLAN tag value, include the swap-swap
statement in the input VLAN map or output VLAN map: The stacked and rewriting Gigabit-Ethernet
VLAN Tags are also referred to as Q-in-Q tunneling.

swap-swap;

You can include this statement at the following hierarchy levels:

[edit interfaces interface-name unit logical-unit-number input-vlan-map]

[edit interfaces interface-name unit logical-unit-number output-vlan-map]

[edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]

[edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]

SEE ALSO
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Rewriting the VLAN Tag on Tagged Frames

To rewrite the VLAN tag on all tagged frames entering the interface to a specified VLAN ID and TPID,
include the swap, tag-protocol-id, and vlan-id statements in the input VLAN map:

input-vlan-map {
swap;
vlan-id number;

tag-protocol-id tpid,

To rewrite the VLAN tag on all tagged frames exiting the interface to a specified VLAN ID and TPID,
include the swap and tag-protocol-id statements in the output VLAN map:

output-vlan-map {
swap;
vlan-id number;

tag-protocol-id tpid,

You can include these statements at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number input-vlan-map]
o [edit logical-systems logical-system-name interfaces interface-name unit Ilogical-unit-number input-vlan-map]

You cannot include both the swap statement and the vlan-id statement in the output VLAN map
configuration. If you include the swap statement in the configuration, the VLAN ID in outgoing frames is
rewritten to the VLAN ID bound to the logical interface. For more information about binding a VLAN ID
to the logical interface, see "802.1Q VLANs Overview" on page 275.

The swap operation works on the outer tag only, whether or not you include the stacked-vlan-tagging
statement in the configuration. For more information, see "Examples: Stacking and Rewriting Gigabit
Ethernet IQ VLAN Tags" on page 375.

SEE ALSO
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Configuring VLAN Translation with a VLAN ID List
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In many cases, the VLAN identifiers on the frames of an interface’s packets are not correct. VLAN
translation, or VLAN rewrite, allows you to configure bidirectional VLAN identifier translation with a list
on frames arriving on and leaving from a logical interface. This lets you use unique VLAN identifiers
internally and maintain legacy VLAN identifiers on logical interfaces.

To perform VLAN translation on the packets on a trunk interface, insert the vlan-rewrite statement at the
[edit interfaces interface-name unit unit-number] hierarchy level. You must also include the interface-mode
trunk statement within the [edit interfaces interface-name unit unit-number family ethernet-switching]
hierarchy because VLAN translation is only supported on trunk interfaces. The reverse translation takes
place on traffic exiting the interface. In other words, if VLAN 200 is translated to 500 on traffic entering
the interface, VLAN 500 is translated to VLAN 200 on traffic leaving the interface.

Use VLAN ID translation to confirm platform and release support for specific features.

Review the "Platform-Specific VLAN Translation Configuration Behavior" on page 364 section for notes
related to your platform.

@ NoTE:

e You can configure either flexible VLAN tagging or trunk mode on interfaces. VLAN
translation does not support both.

The following example translates incoming trunk packets from VLAN identifier 200 to 500 and 201 to
501 (other valid VLAN identifiers are not affected):

[edit interfaces ge-1/0/1]
unit @ {
. # Other logical interface statements
family ethernet-switching {
interface-mode trunk # Translation is only for trunks
vlan {
members 500-501;


https://apps.juniper.net/feature-explorer/feature/2176?fn=VLAN%20ID%20translation

vlan-rewrite {
translate 200 500;
translate 201 501;
}

. # Other ethernet-switching statements

@ NOTE: This example also translates frame VLANs from 500 to 200 and 501 to 201 on
egress.

Platform-Specific VLAN Translation Configuration Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platform:

Platform Difference

ACX Series e On ACX7000 device that support VLAN translation

configuration, access and trunk type logical
interfaces are not supported.

Configuring VLAN Translation on Security Devices

VLAN translation allow service providers to create a Layer 2 Ethernet connection between two
customer sites. Providers can segregate different customers’ VLAN traffic on a link (for example, if the
customers use overlapping VLAN IDs) or bundle different customer VLANSs into a single service VLAN.
Data centers can use Q-in-Q tunneling to isolate customer traffic within a single site or when customer
traffic flows between cloud data centers in different geographic locations.

Before you begin configuring VLAN translation, make sure you have created and configured the
necessary customer VLANSs on the neighboring switches. See Configuring VLANS.

VLAN translation can be done in two ways:


https://apps.juniper.net/feature-explorer/

e To configure VLAN translation in VLAN retagging, an enterprise provider style of VLAN translation
can be achieved by following CLI configuration:

[edit]

user@hostitset interfaces intf-name unit 0 family ethernet-switching interface-mode trunk
user@hosti#set interfaces intf-name unit @ family ethernet-switching vlan members v1000
user@hostitset interfaces intf-name unit 0 family ethernet-switching vlan-rewrite translate
500 1000

e To configure VLAN translation in Q-in-Q, a service provider style of VLAN translation can be
achieved by following CLI configuration:

[edit]

user@hostitset interfaces intf-name flexible-vlan-tagging

user@hosti#set interfaces intf-name encapsulation extended-vlan-bridge
user@hosti#set interfaces intf-name unit 100 vlan-id 500

user@hosti#set interfaces intf-name unit 100 input-vlan-map swap

user@hostitset interfaces intf-name unit 100 input-vlan-map tag-protocol-id 0x8100
user@hosti#set interfaces intf-name unit 100 output-vlan-map swap

user@hostitset interfaces intf-name unit 100 family ethernet-switching vlan members v1000

SEE ALSO
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Example: Configuring VLAN Retagging for Layer 2 Transparent Mode on a
Security Device
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This example shows how to configure VLAN retagging on a Layer 2 trunk interface to selectively screen
incoming packets and redirect them to a security device without affecting other VLAN traffic.

Requirements

Before you begin, determine the mapping you want to include for the VLAN retagging. See
"Understanding VLAN Retagging on Security Devices" on page 1061.

Overview

In this example, you create a Layer 2 trunk interface called ge-3/0/0 and configure it to receive packets
with VLAN identifiers 1 through 10. Packets that arrive on the interface with VLAN identifier 11 are
retagged with VLAN identifier 2. Before exiting the trunk interface, VLAN identifier 2 in the retagged
packets is replaced with VLAN identifier 11. All VLAN identifiers in the retagged packets change back
when you exit the trunk interface.

Configuration

IN THIS SECTION

Procedure | 366

Procedure

Step-by-Step Procedure

To configure VLAN retagging on a Layer 2 trunk interface:

1. Create a Layer 2 trunk interface.

[edit]
user@hostitset interfaces ge-3/0/0 unit @ family ethernet-switching interface-mode trunk vlan

members 1-10

2. Configure VLAN retagging.

[edit]
user@hostitset interfaces ge-3/0/0 unit 0 family ethernet-switching vlan-rewrite translate 11 2



3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show interfaces ge-3/0/6 command.

SEE ALSO

Ethernet Switching and Layer 2 Transparent Mode Overview | 5
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Configuring Inner and Outer TPIDs and VLAN IDs
For some rewrite operations, you must configure the inner or outer TPID values and inner or outer
VLAN ID values. These values can be applied to either the input VLAN map or the output VLAN map.

On Ethernet 1Q, I1Q2, and 1Q2-E interfaces; on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces; and on aggregated Ethernet interfaces using Gigabit
Ethernet IQ2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, to configure the inner TPID,
include the inner-tag-protocol-id statement:

inner-tag-protocol-id tpid,;

You can include this statement at the following hierarchy levels:

o [edit interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit interfaces interface-name unit logical-unit-number output-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]



For the inner VLAN ID, include the inner-vlan-id statement. For the outer TPID, include the tag-protocol-id
statement. For the outer VLAN ID, include the vlan-id statement:

input-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid,
inner-vlan-id number;
tag-protocol-id tpid,
vlan-id number;
}
output-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid,
inner-vlan-id number;
tag-protocol-id tpid),

vlan-id number;

For aggregated Ethernet interfaces using Gigabit Ethernet IQ interfaces, include the tag-protocol-id
statement for the outer TPID. For the outer VLAN ID, include the vlan-id statement:

input-vlan-map {
(pop | push | swap);
tag-protocol-id tpid,
vlan-id number;

}

output-vlan-map {
(pop | push | swap);
tag-protocol-id tpid,

vlan-id number;

You can include these statements at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]

The VLAN IDs you define in the input VLAN maps are stacked on top of the VLAN ID bound to the
logical interface. For more information about binding a VLAN ID to the logical interface, see "802.1Q
VLANs Overview" on page 275.



All TPIDs you include in input and output VLAN maps must be among those you specify at the [edit
interfaces iInterface-name ether-options ethernet-switch-profile tag-protocol-id [ tpids 1] hierarchy level.

Table 56 on page 369 and Table 57 on page 370 specify when these statements are required. Table 56
on page 369 indicates valid statement combinations for rewrite operations for the input VLAN map.
“No” means the statement must not be included in the input VLAN map for the rewrite operation.
“Optional” means the statement may be optionally specified for the rewrite operation in the input VLAN
map. “Any” means that you must include the vlan-id statement, tag-protocol-id statement, inner-vlan-id
statement, or inner-tag-protocol-id statement.

Table 56: Rewrite Operations and Statement Usage for Input VLAN Maps

Input VLAN Map Statements

Rewrite Operation vlan-id tag-protocol-id inner-vlan-id inner-tag-protocol-id
push Optional Optional No No

pop No No No No

swap Any Any No No

push-push Optional Optional Optional optional

swap-push Optional Optional Any Any

swap-swap Optional Optional Any Any

pop-swap No No Any Any

pop-pop No No No No

Table 57 on page 370 indicates valid statement combinations for rewrite operations for the output
VLAN map. “No” means the statement must not be included in the output VLAN map for the rewrite
operation. “Optional” means the statement may be optionally specified for the rewrite operation in the
output VLAN map.



Table 57: Rewrite Operations and Statement Usage for Output VLAN Maps

Output VLAN Map Statements

Rewrite Operation vlan-id tag-protocol-id inner-vlan-id inner-tag-protocol-id
push No Optional No No

pop No No No No

swap No Optional No No

push-push No Optional No Optional

swap-push No Optional No Optional

swap-swap No Optional No Optional

pop-swap No No No Optional

pop-pop No No No No

The following examples use Table 56 on page 369 and Table 57 on page 370 and show how the pop-
swap operation can be configured in an input VLAN map and an output VLAN map:

Input VLAN Map with inner-vlan-id Statement, Output VLAN Map with Optional inner-tag-protocol-id
Statement

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {
pop-swap;
inner-vlan-id number;
}
output-vlan-map {
pop-swap;

inner-tag-protocol-id tpid,



Input VLAN Map with inner-tag-protocol-id Statement, Output VLAN Map with Optional inner-tag-
protocol-id Statement

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {
pop-swap;
inner-tag-protocol-id tpid,
}
output-vlan-map {
pop-swap;

inner-tag-protocol-id tpid,

Input VLAN Map with inner-tag-protocol-id and inner-vlan-id Statements

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {

pop-swap;

inner-vlan-id number;

inner-tag-protocol-id tpid,;

Using the Enhanced Layer 2 Software CLI | 15
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Stacking and Rewriting Gigabit Ethernet VLAN Tags
Overview

Stacking and rewriting VLAN tags, commonly known as Q-in-Q tunneling, allows you to use an
additional (outer) VLAN tag to differentiate between customer edge (CE) routers that share one VLAN
ID. A frame can be received on an interface, or it can be internal to the system (as a result of the input-
vlan-map statement).

On 1Q2 interfaces, 10-Gigabit Ethernet LAN/WAN PIC, 40-Gigabit Ethernet MIC, 100-Gigabit Ethernet
MIC, 1Q2-E interfaces, and MX Series interfaces, when a VLAN tag is pushed, the inner VLAN IEEE
802.1p bits are copied to the IEEE bits of the VLAN or VLANSs being pushed. If the original packet is
untagged, the IEEE bits of the VLAN or VLANSs being pushed are set to O.

@ NOTE: When swap-by-poppush is configured on the interface, when a VLAN tag is
swapped, the inner VLAN |IEEE 802.1p bits are copied to the IEEE bits of the VLAN
being swapped. If swap-by-poppush is not configured on the interface, the VLAN IEEE
802.1p bits of the of the VLAN being swapped remains same.

You can stack and rewrite VLAN tags on the following interfaces:

o Gigabit Ethernet

o Gigabit Ethernet 1Q

e 10-Gigabit Ethernet LAN/WAN PIC

e 40-Gigabit Ethernet MIC

e 100-Gigabit Ethernet MIC

e Gigabit Ethernet 1Q2 and 1Q2-E

e 10-Gigabit Ethernet IQ2 and 1Q2-E interfaces, and MX Series router Gigabit Ethernet Interfaces

e Tri-Rate Ethernet copper, and 10-Gigabit Ethernet interfaces with the VLAN encapsulation type
configured to support Layer 2 tunneling protocols such as circuit cross-connect (CCC) or virtual
private LAN service (VPLS) (as described in "802.1Q VLANs Overview" on page 275)

802.1Q VLANs Overview | 275
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Stacking and Rewriting Gigabit Ethernet VLAN Tags

You can configure rewrite operations to stack (push), remove (pop), or rewrite (swap) tags on single-tagged
frames and dual-tagged frames. If a port is not tagged, rewrite operations are not supported on any
logical interface on that port. Stacked and rewriting Gigabit-Ethernet VLAN Tags are also referred to as
Q-in-Q tunneling.

You can configure the following VLAN rewrite operations:

e pop—Remove a VLAN tag from the top of the VLAN tag stack. The outer VLAN tag of the frame is
removed.

e pop-pop—For Ethernet 1Q2, 10-Gigabit Ethernet LAN/WAN PIC, and IQ2-E interfaces, remove both
the outer and inner VLAN tags of the frame.

e pop-swap—For Ethernet 1Q2, 10-Gigabit Ethernet LAN/WAN PIC, and 1Q2-E interfaces, remove the
outer VLAN tag of the frame, and replace the inner VLAN tag of the frame with a user-specified
VLAN tag value. The inner tag becomes the outer tag in the final frame.

e push—Add a new VLAN tag to the top of the VLAN stack. An outer VLAN tag is pushed in front of the
existing VLAN tag.

o push-push—For Ethernet 1Q2, 10-Gigabit Ethernet LAN/WAN PIC, and 1Q2-E interfaces, push two
VLAN tags in front of the frame.

e swap-push—For Ethernet 1Q2, 10-Gigabit Ethernet LAN/WAN PIC, and 1Q2-E interfaces, replace the
outer VLAN tag of the frame with a user-specified VLAN tag value. A user-specified outer VLAN tag
is pushed in front. The outer tag becomes an inner tag in the final frame.

o swap-swap—For Ethernet 1Q2, 10-Gigabit Ethernet LAN/WAN PIC, and 1Q2-E interfaces, replace both
the inner and the outer VLAN tags of the incoming frame with a user-specified VLAN tag value.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html

You configure VLAN rewrite operations for logical interfaces in the input VLAN map for incoming frames
and in the output VLAN map for outgoing frames. To configure the input VLAN map, include the input-
vlan-map statement:

input-vlan-map {

...Interface-specific configuration. ..

To configure the output VLAN map, include the output-vlan-map statement:

output-vlan-map {
...Interface-specific configuration. ..

You can include both statements at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]

The type of VLAN rewrite operation permitted depends upon whether the frame is single-tagged or
dual-tagged. Table 58 on page 376 shows supported rewrite operations and whether they can be
applied to single-tagged frames or dual-tagged frames. The table also indicates the number of tags being
added or removed during the operation.

Table 58: Rewrite Operations on Untagged, Single-Tagged, and Dual-Tagged Frames

Rewrite Operation Untagged Single-Tagged Dual-Tagged Number of Tags
pop No Yes Yes -1

push Sometimes Yes Yes +1

swap No Yes Yes 0

push-push Sometimes Yes Yes +2

swap-push No Yes Yes +1



Table 58: Rewrite Operations on Untagged, Single-Tagged, and Dual-Tagged Frames (Continued))

Rewrite Operation Untagged Single-Tagged Dual-Tagged Number of Tags
swap-swap No No Yes 0

pop-pop No No Yes -2

pop-swap No No Yes -1

The rewrite operations push and push-push can be valid in certain circumstances on frames that are not
tagged. For example, a single-tagged logical interface (interface 1) and a dual-tagged logical interface
(interface 2) have the following configurations:

Interface 1

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {
pop;
}
output-vlan-map {
push;

Interface 2

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {
pop-pop;
}
output-vlan-map {
push-push;

When a frame is received on the interface as a result of the input-vlan-map operation, the frame is not
tagged. As it goes out of the second interface, the output-vlan-map operation push-push is applied to it. The
resulting frame will be dual-tagged at the logical interface output.

Depending on the VLAN rewrite operation, you configure the rewrite operation for the interface in the
input VLAN map, the output VLAN map, or in both the input VLAN map and the output VLAN map.



Table 59 on page 378 shows what rewrite operation combinations you can configure. “None” means
that no rewrite operation is specified for the VLAN map.

Table 59: Applying Rewrite Operations to VLAN Maps

Input VLAN Map

none

push

pop

swap

push-push

swap-push

swap-swap

pop-pop

pop-swap

Output VLAN Map

none

Yes

No

No

Yes

No

No

Yes

No

No

push

No

No

Yes

No

No

No

No

No

No

pop

No

Yes

No

No

No

No

No

No

No

swap

Yes

No

No

Yes

No

No

No

No

No

push-
push

No

No

No

No

No

No

No

Yes

No

swap-
push

No

No

No

No

No

No

No

No

Yes

swap-
swap

Yes

No

No

No

No

No

Yes

No

No

pop-
pop

No

No

No

No

Yes

No

No

No

No

swap-pop

No

No

No

No

No

Yes

No

No

No

You must know whether the VLAN rewrite operation is valid and is applied to the input VLAN map or
the output VLAN map. You must also know whether the rewrite operation requires you to include
statements to configure the inner and outer TPIDs and inner and outer VLAN IDs in the input VLAN
map or output VLAN map. For information about configuring inner and outer TPIDs and inner and outer
VLAN IDs, see "Configuring Inner and Outer TPIDs and VLAN IDs" on page 383.
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Configuring Frames with Particular TPIDs to Be
Processed as Tagged Frames

IN THIS SECTION

Platform-Specific Frames with TPIDs Behavior | 380

For Gigabit Ethernet IQ interfaces, aggregated Ethernet with Gigabit Ethernet 1Q interfaces, Gigabit
Ethernet PICs with SFPs (except the 10-port Gigabit Ethernet PIC and the built-in Gigabit Ethernet port
on the M7i router), Tri-Rate Ethernet copper, and 10-Gigabit Ethernet interfaces, you can configure
frames with particular TPIDs to be processed as tagged frames. To do this, you specify up to eight IEEE
802.1Q TPID values per port; a frame with any of the specified TPIDs is processed as a tagged frame;
however, with 1Q2 and 1Q2-E interfaces, only the first four IEEE 802.1Q TPID values per port are
supported. The stacked and rewriting Gigabit-Ethernet VLAN Tags are also referred to as Q-in-Q
tunneling. To configure the TPID values, include the tag-protocol-id statement:

tag-protocol-id [ tpids 1;

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Frames with TPIDs Behavior" on page 380 section for notes related to
your platform.

You can include this statement at the following hierarchy levels:

o [edit interfaces Interface-name gigether-options ethernet-switch-profile]

o [edit interfaces interface-name aggregated-ether-options ethernet-switch-profile]
o [edit interfaces interface-name ether-options ethernet-switch-profile]

[edit interfaces interface-name aggregated-ether-options ethernet-switch-profile]


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html
https://apps.juniper.net/feature-explorer/

All TPIDs you include in input and output VLAN maps must be among those you specify at the [edit
interfaces interface-name gigether-options ethernet-switch-profile tag-protocol-id [ Zpids 1] or [edit interfaces

Interface-name aggregated-ether-options ethernet-switch-profile tag-protocol-id [ Zpids 1] hierarchy level.

Platform-Specific Frames with TPIDs Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platform:

Platform Difference

ACX Series e On ACX7000 device that supports frames with

TPIDs:

o Use 0x8100 as default TPID, if you do not
mention TPID implicitly.

e You can configure 3 other TPIDs per IFD apart
from 0x8100.

Stacking and Rewriting Gigabit Ethernet VLAN Tags Overview | 374
aggregated-ether-options

ethernet-switch-profile

gigether-options

tag-protocol-id
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Configuring Tag Protocol IDs (TPIDs) on PTX Series
Packet Transport Routers

This topic describes how to configure the TPIDs expected to be sent or received on a particular VLAN
for PTX Series Packet Transport Routers.

For other types of Juniper Networks Ethernet PICs, you could configure 8 TPIDs per port. However, the
PTX Series Packet Transport Routers use MTIP and TL to classify a specific TPID and Ethernet type. For
MTIP, you can configure a maximum of 8 TPIDs for each MAC chip.

As a consequence, you can specify the tag-protocol-id configuration statement only for the first port (0) of
a PTX Series Ethernet PIC. If you configure tag-protocol-id statements on the other port, the
configuration is ignored and a system error is recorded.

For example, the following is a supported configuration:

[edit interfaces et-2/0/0]
gigether-options {
ethernet-switch-profile {
tag-protocol-id [0x8100 0x91007;

The tag-protocol-id configuration statement supports up to eightTPIDs on port @ of a given Ethernet PIC.
All eight TPIDs are populated to the two MTIPs and TLs associated with the Ethernet PIC.

Configuring Frames with Particular TPIDs to Be Processed as Tagged Frames | 379
Configuring Flexible VLAN Tagging on PTX Series Packet Transport Routers | 287

Configuring Stacked VLAN Tagging

To configure stacked VLAN tagging for all logical interfaces on a physical interface:



1. In configuration mode, go to the [edit interfaces interface-name] hierarchy level.

[edit]
user@host# edit interfaces interface-name

2. Include the stacked-vlan-tagging statement.

[edit interfaces interface-namel

user@host# set stacked-vlan-tagging

If you include the stacked-vlan-tagging statement in the configuration, you must configure dual VLAN tags
for all logical interfaces on the physical interface. For more information, see "Stacking a VLAN Tag" on
page 388.

stacked-vian-tagging
Stacking a VLAN Tag | 388
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Configuring Dual VLAN Tags

IN THIS SECTION

Platform-Specific Dual VLAN Tags Configuration Behavior | 383

To configure dual VLAN tags on a logical interface, include the vlan-tags statement:

vlan-tags inner <tpid.>vlan-id outer <tpid.>vlan-id,

You can include this statement at the following hierarchy levels:

e [edit interfaces interface-name unit logical-unit-number]


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-network-interfaces/network-interfaces-ethernet.html

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]
Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Dual VLAN Tags Configuration Behavior" on page 383 section for notes
related to your platform.

The outer tag VLAN ID range is from 1 through 511 for normal interfaces, and from 512 through 4094
for VLAN CCC or VLAN VPLS interfaces. The inner tag is not restricted.

You must also include the stacked-vlan-tagging statement in the configuration. See "Examples: Stacking
and Rewriting Gigabit Ethernet IQ VLAN Tags" on page 375.

Platform-Specific Dual VLAN Tags Configuration Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platform:

Platform Difference

ACX Series e On ACX7000 Series routers that support dual
VLAN tags configuration, VLAN ID range
restriction for interfaces is not applicable.

unit
Stacking and Rewriting Gigabit Ethernet VLAN Tags | 375

Ethernet Interfaces User Guide for Routing Devices

Configuring Inner and Outer TPIDs and VLAN IDs

For some rewrite operations, you must configure the inner or outer tag-protocol identifier (TPID) values
and inner or outer virtual local area network identifier (VLAN ID) values. These values can be applied to
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either the input VLAN map or the output VLAN map. The stacked and rewriting Gigabit-Ethernet VLAN
Tags are also referred to as Q-in-Q tunneling.

1. On Ethernet IQ, I1Q2, and 1Q2-E interfaces; on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces; and on aggregated Ethernet interfaces using Gigabit
Ethernet IQ2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, to configure the inner
TPID, include the inner-tag-protocol-id statement at the following hierarchy levels:

o [edit interfaces interface-name unit logical-unit-number input-vlan-map]
e [edit interfaces interface-name unit logical-unit-number output-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-

map]

e [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-

map]

user@host# set inner-tag-protocol-id tpid,;

2. For the inner VLAN ID, include the inner-vlan-id statement. For the outer TPID, include the tag-
protocol-id statement. For the outer VLAN ID, include the vlan-id statement at the [edit interfaces
Interface-name unit logical-unit-number] hierarchy level or at the [edit logical-systems logical-system-name

interfaces interface-name unit logical-unit-number] hierarchy level.

input-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid,
inner-vlan-id number;
tag-protocol-id tpid,
vlan-id number;
}
output-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap | swap-push | swap-swap);
inner-tag-protocol-id tpid,
inner-vlan-id number;
tag-protocol-id tpid,

vlan-id number:;

3. For aggregated Ethernet interfaces using Gigabit Ethernet 1Q interfaces, include the tag-protocol-id
statement for the outer TPID. For the outer VLAN ID, include the vlan-id statement at the [edit



interfaces interface-name unit logical-unit-number] hierarchy level or at the [edit logical-systems logical-

system-name interfaces interface-name unit logical-unit-number] hierarchy level.

input-vlan-map {
(pop | push | swap);
tag-protocol-id tpid,
vlan-id number;

}

output-vlan-map {
(pop | push | swap);
tag-protocol-id tpid),

vlan-id number;

The VLAN IDs you define in the input VLAN maps are stacked on top of the VLAN ID bound to the
logical interface. For more information about binding a VLAN ID to the logical interface, see "802.1Q
VLANSs Overview" on page 275.

All TPIDs you include in input and output VLAN maps must be among those you specify at the [edit
interfaces interface-name gigether-options ethernet-switch-profile tag-protocol-id [ tpids 1] hierarchy level or
[edit interfaces interface-name aggregated-ether-options ethernet-switch-profile tag-protocol-id [ tpids 1]
hierarchy level. For more information, see "Configuring Frames with Particular TPIDs to Be Processed as
Tagged Frames" on page 379.

Table 60 on page 385 and Table 61 on page 386 specify when these statements are required. Table 60
on page 385 indicates valid statement combinations for rewrite operations for the input VLAN map.
“No” means the statement must not be included in the input VLAN map for the rewrite operation.
“Optional” means the statement may be optionally specified for the rewrite operation in the input VLAN
map. “Any” means that you must include the vlan-id statement, tag-protocol-id statement, inner-vlan-id
statement, or inner-tag-protocol-id statement.

Table 60: Rewrite Operations and Statement Usage for Input VLAN Maps

Input VLAN Map Statements

Rewrite Operation vlan-id tag-protocol-id inner-vlan-id inner-tag-protocol-id

push Optional Optional No No

pop No No No No



Table 60: Rewrite Operations and Statement Usage for Input VLAN Maps (Continued)

swap

push-push

swap-push

swap-swap

pop-swap

pop-pop

Input VLAN Map Statements

Any

Optional

Optional

Optional

No

No

Any

Optional

Optional

Optional

No

No

No

Optional

Any

Any

Any

No

No

optional

Any

Any

Any

No

Table 61 on page 386 indicates valid statement combinations for rewrite operations for the output

VLAN map. “No” means the statement must not be included in the output VLAN map for the rewrite

operation. “Optional” means the statement may be optionally specified for the rewrite operation in the

output VLAN map.

Table 61: Rewrite Operations and Statement Usage for Output VLAN Maps

Rewrite Operation

push

pop

swap

push-push

swap-push

Output VLAN Map Statements

vlan-id

No

No

No

No

No

tag-protocol-id

Optional

No

Optional

Optional

Optional

inner-vlan-id

No

No

No

No

No

inner-tag-protocol-id

No

No

No

Optional

Optional



Table 61: Rewrite Operations and Statement Usage for Output VLAN Maps (Continued)

Output VLAN Map Statements

swap-swap No Optional No Optional
pop-swap No No No Optional
pop-pop No No No No

Input VLAN Map with inner-vlan-id Statement, Output VLAN Map with Optional inner-tag-protocol-id
Statement

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {
pop-swap;
inner-vlan-id number;
}
output-vlan-map {
pop-swap;

inner-tag-protocol-id tpid,

Input VLAN Map with inner-tag-protocol-id Statement, Output VLAN Map with Optional inner-tag-
protocol-id Statement

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {
pop-swap;
inner-tag-protocol-id tpid,
}
output-vlan-map {
pop-swap;

inner-tag-protocol-id tpid,



Input VLAN Map with inner-tag-protocol-id and inner-vlan-id Statements

[edit interfaces interface-name unit logical-unit-number]
input-vlan-map {

pop-swap;

inner-vlan-id number;

inner-tag-protocol-id tpid,

inner-tag-protocol-id
input-vian-map
output-vian-map
pop-swap

unit

Ethernet Interfaces

Stacking a VLAN Tag

To stack a VLAN tag on all tagged frames entering or exiting the interface, include the push, vlan-id, and
tag-protocol-id statements in the input VLAN map or the output VLAN map:

input-vlan-map {
push;
vlan-id number;
tag-protocol-id tpid,
}
output-vlan-map {
push;
tag-protocol-id tpid,

You can include these statements at the following hierarchy levels:

o [edit interfaces interface-name unit logical-unit-number]
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e [edit interfaces interface-name unit logical-unit-number]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number]

All TPIDs you include in input and output VLAN maps must be among those you specify at the [edit
interfaces Interface-name gigether-options ethernet-switch-profile tag-protocol-id [ pids 1] hierarchy level.
For more information, see "Configuring Inner and Outer TPIDs and VLAN IDs" on page 383.

tag-protocol-id

unit

802.1Q VLANs Overview | 275

Configuring Inner and Outer TPIDs and VLAN IDs | 383
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Stacking Two VLAN Tags

On Ethernet IQ, IQ2 and IQ2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces, and on aggregated Ethernet interfaces using Gigabit
Ethernet IQ2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, to push two VLAN tags in
front of tagged frames entering or exiting the interface, include the push-push statement in the input
VLAN map or the output VLAN map:

push-push;

You can include this statement at the following hierarchy levels:

o [edit interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit interfaces interface-name unit logical-unit-number output-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]
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input-vian-map
output-vian-map
pop

unit

Removing a VLAN Tag

To remove a VLAN tag from all tagged frames entering or exiting the interface, include the pop statement
in the input VLAN map or output VLAN map:

pop;
You can include this statement at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number input-vlan-map]
o [edit interfaces interface-name unit logical-unit-number output-vlan-map]
o [edit logical-systems logical-system-name interfaces interface-name unit Ilogical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]

input-vian-map
output-vian-map
pop

unit
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Removing the Outer and Inner VLAN Tags

On Ethernet IQ, IQ2 and 1Q2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces, and on aggregated Ethernet interfaces using Gigabit
Ethernet 1Q2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, to remove both the outer
and inner VLAN tags of the frame, include the pop-pop statement in the input VLAN map or output VLAN
map:

pop-pop;

You can include this statement at the following hierarchy levels:

o [edit interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit interfaces interface-name unit logical-unit-number output-vlan-map]

e [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]

Removing the Outer VLAN Tag and Rewriting the
Inner VLAN Tag

On Ethernet IQ, 1Q2 and 1Q2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces, and on aggregated Ethernet interfaces using Gigabit
Ethernet IQ2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, to remove the outer VLAN
tag of the frame and replace the inner VLAN tag of the frame with a user-specified VLAN tag value,
include the pop-swap statement in the input VLAN map or output VLAN map:

pop-swap;

The inner tag becomes the outer tag in the final frame.
You can include this statement at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit interfaces interface-name unit logical-unit-number output-vlan-map]



o [edit logical-systems logical-system-name interfaces interface-name unit Ilogical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]

input-vian-map
output-vian-map

pPOp-swap

unit

Rewriting the VLAN Tag on Tagged Frames

To rewrite the VLAN tag on all tagged frames entering the interface to a specified VLAN ID and TPID,
include the swap, tag-protocol-id, and vlan-id statements in the input VLAN map:

input-vlan-map {
swap;
vlan-id number;

tag-protocol-id tpid,

To rewrite the VLAN tag on all tagged frames exiting the interface to a specified VLAN ID and TPID,
include the swap and tag-protocol-id statements in the output VLAN map:

output-vlan-map {
swap;
vlan-id number;

tag-protocol-id tpid,

You can include these statements at the following hierarchy levels:
o [edit interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]



You cannot include both the swap statement and the vlan-id statement in the output VLAN map
configuration. If you include the swap statement in the configuration, the VLAN ID in outgoing frames is
rewritten to the VLAN ID bound to the logical interface. For more information about binding a VLAN ID
to the logical interface, see "802.1Q VLANs Overview" on page 275.

The swap operation works on the outer tag only, whether or not you include the stacked-vlan-tagging
statement in the configuration. For more information, see "Examples: Stacking and Rewriting Gigabit
Ethernet IQ VLAN Tags" on page 375.
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Rewriting a VLAN Tag on Untagged Frames

IN THIS SECTION

Overview | 393

Example: push and pop with Ethernet CCC Encapsulation | 395

Example: push-push and pop-pop with Ethernet CCC Encapsulation | 396
Example: push and pop with Ethernet VPLS Encapsulation | 396

Example: push-push and pop-pop with Ethernet VPLS Encapsulation | 397

Overview
You can rewrite VLAN tags on untagged incoming and outgoing frames with the ethernet-ccc and the
ethernet-vpls encapsulations for the following routers:
o MX240, MX480, and MX960 routers with:
e Gigabit Ethernet Enhanced DPC with SFP
e Gigabit Ethernet Enhanced Queuing IP Services DPCs with SFP

e 10-Gigabit Ethernet Enhanced DPCs with XFP
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e 10-Gigabit Ethernet Enhanced Queuing IP Services DPC with XFP

Consider a network where two provider edges (PE) are connected by a Layer 2 circuit. PE1 is receiving
traffic on an untagged port while the corresponding port on PE2 is tagged. In the normal case, packets
coming from PE1 will be dropped at PE2 because it is expecting tagged packets. However, if PE1 can
push a VLAN tag on the incoming packet before sending it across to PE2, you can ensure that packets
are not dropped. To make it work in both directions, PE1 must strip the VLAN tag from outgoing
packets. Therefore, a push on the ingress side is always paired with a pop on the egress side.

The rewrite operations represented by the following statement options are supported under ethernet-ccc
and ethernet-vpls encapsulations:

e push—A VLAN tag is added to the incoming untagged frame.

e pop—VLAN tag is removed from the outgoing frame.

e push-push—An outer and inner VLAN tag are added to the incoming untagged frame.
e pop-pop—Both the outer and inner VLAN tags of the outgoing frame are removed.

IQ2 and 10-Gigabit Ethernet PICs support all rewrite operations described above. Details on the
possible combinations of usage are explained later in this section.

@ NOTE: The push-push and pop-pop operations are not supported on the Gigabit Ethernet 1Q
PIC.

For the input-vlan-map statement, only the push and push-push options are supported because it does not
make sense to remove a VLAN tag from an incoming untagged frame. Similarly, only the pop and pop-pop
options are supported for the output-vlan-map statement. Also, with the push and push-push options, the tag
parameters have to be explicitly specified. Apart from this, the other rules for configuring the input-vlan-
map and output-vlan-map statements are the same as for tagged frames. Table 62 on page 394 through Table
64 on page 395 explain the rules in more detail.

For the input-vlan-map statement, only the push and push-push options are supported because it does not
make sense to remove a VLAN tag from an incoming untagged frame. Similarly, only the pop and pop-pop
options are supported for the output-vlan-map statement. Also, with the push and push-push options, the vlan-
id parameters (vlan-id for push and vlan-id or inner-vlan-id for push-push) have to be explicitly specified.
TPID however, is optional and the default value of 0x8100 is set if not configured. Apart from this, the
other rules for configuring the input-vlan-map and output-vlan-map statements are the same as for tagged
frames.

Table 62: Input VLAN Map Statements Allowed for ethernet-ccc and ethernet-vpls Encapsulations

Operation vlan-id tag-protocol-id inner-vlan-id inner-tag-protocol-id



push Yes Optional No Optional

push-push Yes Optional Yes Optional

Table 63: Output VLAN Map Statements Allowed for ethernet-ccc and ethernet-vpls Encapsulations

Operation vlan-id tag-protocol-id inner-vlan-id inner-tag-protocol-id
pop No No No No
pop-pop No No No No

Table 64: Rules for Applying Rewrite Operations to VLAN Maps

Output VLAN Map

Input VLAN Map None pop pop-pop
None Yes No No
push No Yes No
push-push No No Yes

You can use the show interface interface-name command to display the status of a modified VLAN map for
the specified interface.

Example: push and pop with Ethernet CCC Encapsulation

ge-3/1/0 {
encapsulation ethernet-ccc;
unit @ {
encapsulation ethernet-ccc;
input-vlan-map {
push;



tag-protocol-id 0x8100;
vlan-id 600;

}

output-vlan-map pop;

family ccc;

Example: push-push and pop-pop with Ethernet CCC Encapsulation

ge-3/1/0 {
encapsulation ethernet-ccc;
unit 0 {
encapsulation ethernet-ccc;
input-vlan-map {
push-push;
tag-protocol-id 0x8100;
inner-tag-protocol-id 0x8100;
vlan-id 600;
inner-vlan-id 575;
}
output-vlan-map pop-pop;
family ccc;

Example: push and pop with Ethernet VPLS Encapsulation

ge-3/1/0 {
encapsulation ethernet-vpls;
unit 0 {
encapsulation ethernet-vpls;
input-vlan-map {
push;
tag-protocol-id 0x8100;
vlan-id 700;



}
output-vlan-map pop;
family vpls;

Example: push-push and pop-pop with Ethernet VPLS Encapsulation

ge-3/1/0 {
encapsulation ethernet-vpls;
unit 0 {
encapsulation ethernet-vpls;
input-vlan-map {
push-push;
tag-protocol-id 0x8100;
inner-tag-protocol-id 0x8100;
vlan-id 600;
inner-vlan-id 575;
}
output-vlan-map pop-pop;
family vpls;

input-vian-map
output-vian-map
pop

POp-pop

push

push-push

unit
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Rewriting a VLAN Tag and Adding a New Tag

On Ethernet IQ, IQ2 and 1Q2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces, on aggregated Ethernet interfaces using Gigabit Ethernet
IQ2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, and on Gigabit Ethernet and 10-
Gigabit Ethernet interfaces on EX Series switches, to replace the outer VLAN tag of the incoming frame
with a user-specified VLAN tag value, include the swap-push statement in the input VLAN map or output
VLAN map:

swap-push

A user-specified outer VLAN tag is pushed in front. The outer tag becomes an inner tag in the final
frame. The stacked and rewriting Gigabit-Ethernet VLAN Tags are also referred to as Q-in-Q tunneling.

You can include this statement at the following hierarchy levels:

[edit interfaces interface-name unit logical-unit-number input-vlan-map]
o [edit interfaces interface-name unit logical-unit-number output-vlan-map]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]

input-vian-map
output-vian-map
swap-push

unit
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Rewriting the Inner and Outer VLAN Tags

On Ethernet IQ, IQ2 and 1Q2-E interfaces, on MX Series router Gigabit Ethernet, Tri-Rate Ethernet
copper, and 10-Gigabit Ethernet interfaces, and on aggregated Ethernet interfaces using Gigabit
Ethernet 1Q2 and 1Q2-E or 10-Gigabit Ethernet PICs on MX Series routers, to replace both the inner and
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the outer VLAN tags of the incoming frame with a user-specified VLAN tag value, include the swap-swap
statement in the input VLAN map or output VLAN map: The stacked and rewriting Gigabit-Ethernet
VLAN Tags are also referred to as Q-in-Q tunneling.

swap-swap;

You can include this statement at the following hierarchy levels:

[edit interfaces interface-name unit logical-unit-number input-vlan-map]
o [edit interfaces interface-name unit logical-unit-number output-vlan-map]
o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number input-vlan-map]

o [edit logical-systems logical-system-name interfaces interface-name unit logical-unit-number output-vlan-map]

| Ethernet Interfaces User Guide for Routing Devices

Examples: Stacking and Rewriting Gigabit Ethernet
IQ VLAN Tags

Configure a VLAN CCC tunnel in which Ethernet frames enter the tunnel at interface ge-4/6/0 and exit
the tunnel at interface ge-4/2/0.

The following examples show how to perform the following tasks:
e "Push a TPID and VLAN ID Pair on Ingress" on page 400

e "Stack Inner and Outer VLAN Tags" on page 401

e "Swap a VLAN ID on Ingress" on page 401

e "Swap a VLAN ID on Egress" on page 403

e "Swap a VLAN ID on Both Ingress and Egress" on page 404

e "Swap the Outer VLAN Tag and Push a New VLAN Tag on Ingress; Pop the Outer VLAN Tag and
Swap the Inner VLAN Tag on Egress" on page 405
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400

e "Swap a TPID and VLAN ID Pair for Both VLAN Tags on Ingress and on Egress" on page 405

e "Pop the Outer VLAN Tag and Swap the Inner VLAN Tag on Ingress; Swap the Outer VLAN Tag and
Push a New VLAN Tag on Egress" on page 406

e "Pop a TPID and VLAN ID Pair on Ingress; Push a VLAN ID and TPID Pair on Egress" on page 407

e "Pop an Outer VLAN Tag to Connect an Untagged VPLS Interface to Tagged VPLS Interfaces" on
page 407

Push a TPID and VLAN ID Pair on Ingress

[edit interfaces]
ge-4/0/0 {
vlan-tagging;
encapsulation vlan-ccc;
gigether-options {
ethernet-switch-profile {
tag-protocol-id 0x9909;

}
}
unit 0 {
encapsulation vlan-ccc;
vlan-id 512;
input-vlan-map {
push;
tag-protocol-id 0x9909;
vlan-id 520;
}
output-vlan-map pop;
}
}
ge-4/2/0 {

vlan-tagging;
encapsulation vlan-ccc;
unit 0 {
encapsulation vlan-ccc;
vlan-id 515;
input-vlan-map {
swap-push;
vlan-id 520;

inner-vlan-id 512;



output-vlan-map {

pop-swap;

}
[edit protocols]
mpls {
interface ge-4/0/0.0;
interface ge-4/2/0.0;
}
connections {
interface-switch vlan-tag-push {
interface ge-4/0/0.0;
interface ge-4/2/0.0;

Stack Inner and Outer VLAN Tags

[edit interfaces]

ge-0/2/0 {
stacked-vlan-tagging;
mac 00.01.02.03.04.05;
gigether-options {

loopback;
}
unit @ {

vlan-tags outer 0x8100.200 inner 0x8100.200;
}

Swap a VLAN ID on Ingress

[edit interfaces]
ge-4/0/0 {
vlan-tagging;
encapsulation vlan-ccc;
gigether-options {
ethernet-switch-profile {
tag-protocol-id 0x9100;



unit 1 {
encapsulation vlan-ccc;
vlan-id 1000;
input-vlan-map {
swap;
tag-protocol-id 0x9100;
vlan-id 2000;

}
ge-4/2/0 {
vlan-tagging;
encapsulation vlan-ccc;
unit 1 {
encapsulation vlan-ccc;
vlan-id 2000;
input-vlan-map {
swap;

tag-protocol-id 0x9100;
vlan-id 1000;

}
[edit protocols]
mpls {

interface ge-4/0/0.1;
interface ge-4/2/0.1;
}

connections {

interface-switch vlan-tag-swap {
interface ge-4/2/0.1;
interface ge-4/0/0.1;



Swap a VLAN ID on Egress

[edit interfaces]
ge-4/0/0 {
vlan-tagging;
encapsulation vlan-ccc;
unit 1 {
encapsulation vlan-ccc;
vlan-id 1000;

}
}
ge-4/2/0 {
vlan-tagging;
encapsulation vlan-ccc;
gigether-options {
ethernet-switch-profile {
tag-protocol-id 0x8800;
}
}
unit 1 {
encapsulation vlan-ccc;
vlan-id 2000;
output-vlan-map {
swap;
tag-protocol-id 0x8800;
}
}
}

[edit protocols]
mpls {

interface ge-4/0/0.1;
interface ge-4/2/0.1;
}

connections {

interface-switch vlan-tag-swap {
interface ge-4/2/0.1;
interface ge-4/0/0.1;



Swap a VLAN ID on Both Ingress and Egress

[edit interfaces]
ge-4/0/0 {
vlan-tagging;
encapsulation vlan-ccc;
gigether-options {
ethernet-switch-profile {
tag-protocol-id [ 0x8800 0x9100 1;

}
}
unit 1 {
encapsulation vlan-ccc;
vlan-id 1000;
input-vlan-map {
swap;
tag-protocol-id 0x9100;
vlan-id 2000;
}
}
}
ge-4/2/0 {

vlan-tagging;
encapsulation vlan-ccc;
gigether-options {
ethernet-switch-profile {
tag-protocol-id [ 0x8800 0x9100 1;

}
}
unit 1 {
encapsulation vlan-ccc;
vlan-id 2000;
output-vlan-map {
swap;
tag-protocol-id 0x8800;
}
}



[edit protocols]
mpls {

interface ge-4/0/0.1;
interface ge-4/2/0.1;
}

connections {

interface-switch vlan-tag-swap {
interface ge-4/2/0.1;
interface ge-4/0/0.1;

Swap the Outer VLAN Tag and Push a New VLAN Tag on Ingress; Pop the Outer VLAN Tag and Swap
the Inner VLAN Tag on Egress

[edit interfaces]
ge-1/1/0 {
unit 1 {
vlan-id 200;
input-vlan-map {
swap-push;
tag-protocol-id 0x9100;
vlan-id 400;
inner-tag-protocol-id 0x9100;
inner-vlan-id 500;
}
output-vlan-map {
pop-swap;
inner-tag-protocol-id 0x9100;

Swap a TPID and VLAN ID Pair for Both VLAN Tags on Ingress and on Egress

[edit interfaces]
ge-1/1/0 {
unit 0 {
vlan-tags {



inner 0x9100.425;
outer 0x9200.525;

}

input-vlan-map {
swap-swap;
tag-protocol-id 0x9100;
vlan-id 400;

inner-tag-protocol-id 0x9100;
inner-vlan-id 500;

}

output-vlan-map {
swap-swap;
tag-protocol-id 0x9200;
inner-tag-protocol-id 0x9100;

Pop the Outer VLAN Tag and Swap the Inner VLAN Tag on Ingress; Swap the Outer VLAN Tag and Push
a New VLAN Tag on Egress

[edit interfaces]
ge-1/1/0 {
unit 0 {
vlan-tags {
inner 0x9100.425;
outer 0x9200.525;

}

input-vlan-map {
pop-swap;
tag-protocol-id 0x9100;
vlan-id 400;

}

output-vlan-map{
swap-push;
tag-protocol-id 0x9200;
inner-tag-protocol-id 0x9100;



Pop a TPID and VLAN ID Pair on Ingress; Push a VLAN ID and TPID Pair on Egress

[edit interfaces]
ge-1/1/0 {
unit @ {
vlan-tags {
inner 0x9100.425;
outer 0x9200.525;

}

input-vlan-map{
pop-pop;

}

output-vlan-map {
push-push;
tag-protocol-id 0x9200;
inner-tag-protocol-id 0x9100;

Pop an Outer VLAN Tag to Connect an Untagged VPLS Interface to Tagged VPLS Interfaces

[edit interfaces]
ge-1/1/0 {
vlan-tagging;
encapsulation extended-vlan-vpls;
unit 0 {
vlan-id 0;
input-vlan-map {
push;
vlan-id 0;
}
output-vlan-map pop;

family vpls;

input-vian-map



output-vian-map
inner-tag-protocol-id
inner-vian-id
pop

pop-pop
pop-swap

push

push-push

swap

swap-push
swap-swap

unit
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Understanding Transparent Tag Operations and IEEE
802.1p Inheritance

When swap-by-poppush is configured on 1Q2 interfaces, 10-Gigabit Ethernet LAN/WAN PIC, 1Q2-E
interfaces, and MX Series interfaces, during a swap operation, the inner VLAN IEEE 802.1p bits are
copied to the IEEE bits of the tag being swapped. If swap-by-poppush is not configured on the interface,
the VLAN IEEE 802.1p bits of the tag being swapped remains same.

When swap-by-poppush is configured but the incoming packet has no inner VLAN tag (transparent tag),
the IEEE 802.1p bits are set to zero .

Table 65 on page 409 describes the relationship between the VLAN map operation and the inheritance
of IEEE 802.1p from the transparent tag. It assumes the presence of the transparent tag in the incoming
packet. If the transparent tag is not present, the IEEE 802.1p value is set to O.
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Table 65: VLAN Map Operation and IEEE 802.1p Inheritance

Rewrite
Operation

push-push

swap-push

push

swap

Untagged
Logical
Interface

yes

NA

yes

NA

Transparent tag  Single-tagged

IEEE 802.1p Logical
Inheritance Interface
OUTER, INNER NA

no operation yes
OUTER yes

NA yes

Transparent tag IEEE
802.1p Inheritance

no operation

OUTER, INNER

*none

OUTER

Change in number
of tags

+2

+1

+1

NOTE: *In a push operation on a single-tagged logical interface, none of the tags (inner, or outer) inherit the
IEEE 802.1p bits from the transparent tag.

The following section shows four different examples of the inheritance of the transparent IEEE 802.1p
values into the outer and inner VLAN tags.

Figure 4 on page 409 shows an incoming packet with a transparent tag. A swap-push operation swaps
the outer VLAN tag and pushes another VLAN tag. The IEEE 802.1p values are inherited from the
transparent tag.

Figure 4: swap-push (transparent tag)
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Figure 5 on page 410 shows an incoming packet with no transparent tag. A swap-push operation swaps
the outer VLAN tag and pushes another VLAN tag. The IEEE 802.1p value is set to zero, as there is no
transparent tag.



Figure 5: swap-push (no transparent tag)
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Figure 6 on page 410 shows an incoming packet with a transparent tag. A push operation pushes
another VLAN tag. The IEEE 802.1p value is inherited from the transparent tag.

Figure 6: push (transparent tag)
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Figure 7 on page 411 shows an incoming packet with a transparent tag. A push-push operation pushes
the outer and inner VLAN tags, respectively. The IEEE 802.1p values are inherited from the transparent
tag.



Figure 7: push-push (transparent tag)
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Understanding swap-by-poppush

By default, during a swap operation, the IEEE 802.1p bits of the VLAN tag remain unchanged. When the
swap-by-poppush operation is enabled on a /ogical interface, the swap operation is treated as a pop
operation followed by push operation. The pop operation removes the existing tag and the associated
IEEE 802.1p bits and the push operation copies the inner VLAN IEEE 802.1p bits to the IEEE bits of the
VLAN or VLANSs being pushed. As a result, the IEEE 802.1p bits are inherited from the incoming
transparent tag.

In effect, swap-by-poppush serves as a VLAN operation property and is used along with a swap or
swap-push VLAN rewrite operation, indicating the nature of the swap operation being performed.

swap-by-poppush

transparent
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Configuring IEEE 802.1p Inheritance push and swap
from the Transparent Tag

To classify incoming packets based on the IEEE 802.1p bits from the transparent tag, include the
transparent statement at the [edit class-of-service interfaces /interface-name unit logical-unit-number
classifiers ieee-802.1 vlan-tag] hierarchy level.

Tagged Interface Example

The following example configuration specifies the classification based on the transparent VLAN tag.

edit
class-of-service {
interfaces {
ge-3/0/1 {
unit @ {
classifiers {

ieee-802.1 default vlan-tag transparent;

To configure Junos OS to inherit the IEEE 802.1p bits from the transparent tag, include the swap-by-
poppush statement at the [edit interfaces interface-name unit logical-unit-number] hierarchy level.

The following is a configuration to swap and push VLAN tags and allow inheritance of the IEEE 802.1p
value from the transparent VLAN tag in incoming packets.

edit
ge-3/0/0 {
vlan-tagging;

encapsulation vlan-ccc;



unit @ {
encapsulation vlan-ccc;
vlan-id 100;
swap-by-poppush;
input-vlan-map {
swap-push;
tag-protocol-id 0x9100;
inner-tag-protocol-id 0x9100;
vlan-id 500;
inner-vlan-id 400;
}
output-vlan-map {
pop-swap;
inner-vlan-id 100;

inner-tag-protocol-id 0x88a8;

The swap-by-poppush statement causes a swap operation to be done as a pop followed by a push operation.
So for the outer tag, the incoming S-Tag is popped and a new tag is pushed. As a result, the S-Tag
inherits the IEEE 802.1p bits from the transparent tag. The inner tag is then pushed, which results in the
inner tag inheriting the IEEE 802.1p bits from the transparent tag.

Untagged Interface Example

The following is a configuration to push two VLAN tags and allow inheritance of the IEEE 802.1p value
from the transparent VLAN tag in the incoming packet.

[edit]
ge-3/0/1 {
encapsulation ccc;
unit @ {
input-vlan-map {
push-push;
tag-protocol-id 0x9100;
inner-tag-protocol-id 0x9100;
vlan-id 500;
inner-vlan-id 400;
}
output-vlan-map{

pop-pop;



No additional configuration is required to inherit the IEEE 802.1p value, as the push operation inherits
the IEEE 802.1p values by default.

The following configuration specifies the classification based on the transparent VLAN tag.

[edit]
class-of-service {
interfaces {
ge-3/0/1 {
unit @ {
classifiers {
ieee-802.1 default vlan-tag transparent;

transparent

swap-by-poppush

Understanding IEEE 802.1p Inheritance push and swap from a Transparent Tag
Understanding swap-by-poppush

Understanding Transparent Tag Operations and IEEE 802.1p Inheritance
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VLANSs limit broadcasts to specified users. Private VLANs (PVLANS) take this concept a step further by
limiting communication within a VLAN. PVLANs accomplish this by restricting traffic flows through their
member switch ports (which are called private ports) so that these ports communicate only with a
specified uplink trunk port or with specified ports within the same VLAN. The uplink trunk port or link
aggregation group (LAG) is usually connected to a router, firewall, server, or provider network. Each
PVLAN typically contains many private ports that communicate only with a single uplink port, thereby
preventing the ports from communicating with each other.

PVLANSs provide Layer 2 isolation between ports within a VLAN, splitting a broadcast domain into
multiple discrete broadcast subdomains by creating secondary VLANs (community VLANs and an
fsolated VLAN) inside a primary VLAN. Ports within the same community VLAN can communicate with
each other. Ports within an isolated VLAN can communicate on/y with a single uplink port.

Just like regular VLANs, PVLANSs are isolated on Layer 2 and require one of the following options to
route Layer 3 traffic among the secondary VLANS:

e A promiscuous port connection with a router

e A routed VLAN interface (RVI)



@ NOTE: To route Layer 3 traffic among secondary VLANSs, a PVLAN needs only one of the
options mentioned above. If you use an RVI, you can still implement a promiscuous port
connection to a router with the promiscuous port set up to handle only traffic that
enters and exits the PVLAN.

PVLANSs are useful for restricting the flow of broadcast and unknown unicast traffic and for limiting the
communication between known hosts. Service providers use PVLANSs to keep their customers isolated
from each other. Another typical use for a PVLAN is to provide per-room Internet access in a hotel.

@ NOTE: You can configure a PVLAN to span switches that support PVLANSs.

This topic explains the following concepts regarding PVLANs on EX Series switches:

Benefits of PVLANs
The need to segregate a single VLAN is particularly useful in the following deployment scenarios:

e Server farms—A typical Internet service provider uses a server farm to provide Web hosting for
numerous customers. Locating the various servers within a single server farm provides ease of
management. Security concerns arise if all servers are in the same VLAN because Layer 2 broadcasts
go to all servers in the VLAN.

e Metropolitan Ethernet networks—A metro service provider offers Layer 2 Ethernet access to
assorted homes, rental communities, and businesses. The traditional solution of deploying one VLAN
per customer is not scalable and is difficult to manage, leading to potential waste of IP addresses.
PVLANSs provide a more secure and more efficient solution.

Typical Structure and Primary Application of PVLANs

A PVLAN can be configured on a single switch or can be configured to span multiple switches. The types
of domains and ports are:

e Primary VLAN—The primary VLAN of the PVLAN is defined with an 802.1Q tag (VLAN ID) for the
complete PVLAN. The primary PVLAN can contain multiple secondary VLANSs (one isolated VLAN
and multiple community VLANSs).

e [solated VLAN/isolated port—A primary VLAN can contain only one isolated VLAN. An interface
within an isolated VLAN can forward packets only to a promiscuous port or the Inter-Switch Link
(ISL) port. An isolated interface cannot forward packets to another isolated interface; and an isolated
interface cannot receive packets from another isolated interface. If a customer device needs to have
access onlyto a gateway router, the device must be attached to an isolated trunk port.



e Community VLAN/community port—You can configure multiple community VLANs within a single
PVLAN. An interface within a specific community VLAN can establish Layer 2 communications with
any other interface that belongs to the same community VLAN. An interface within a community
VLAN can also communicate with a promiscuous port or the ISL port. If you have, for example, two
customer devices that you need to isolate from other customer devices but that must be able to
communicate with one another, use community ports.

e Promiscuous port—A promiscuous port has Layer 2 communications with all interfaces in the PVLAN,
regardless of whether an interface belongs to an isolated VLAN or a community VLAN. A
promiscuous port is a member of the primary VLAN but is not included within any secondary
subdomain. Layer 3 gateways, DHCP servers, and other trusted devices that need to communicate
with endpoint devices are typically connected to a promiscuous port.

e Inter-Switch Link (ISL)—An ISL is a trunk port that connects multiple switches in a PVLAN and
contains two or more VLAN:S. It is required only when a PVLAN spans multiple switches.

The configured PVLAN is the primary domain (primary VLAN). Within the PVLAN, you configure
secondary VLANs, which become subdomains nested within the primary domain. A PVLAN can be
configured on a single switch or can be configured to span multiple switches. The PVLAN shown in
Figure 8 on page 420 includes two switches, with a primary PVLAN domain and various subdomains.
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Figure 8: Subdomains in a PVLAN
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As shown in Figure 10 on page 423, a PVLAN has only one primary domain and multiple secondary
domains. The types of domains are:

e Primary VLAN—VLAN used to forward frames downstream to isolated and community VLANSs. The
primary VLAN of the PVLAN is defined with an 802.1Q tag (VLAN ID) for the complete PVLAN. The
primary PVLAN can contain multiple secondary VLANs (one isolated VLAN and multiple community
VLANSs).

e Secondary isolated VLAN—VLAN that receives packets only from the primary VLAN and forwards
frames upstream to the primary VLAN. The isolated VLAN is a secondary VLAN nested within the
primary VLAN. A primary VLAN can contain only one isolated VLAN. An interface within an isolated
VLAN (isolated interface) can forward packets only to a promiscuous port or the PVLAN trunk port.



An isolated interface cannot forward packets to another isolated interface; nor can an isolated
interface receive packets from another isolated interface. If a customer device needs to have access
only to a router, the device must be attached to an isolated trunk port.

e Secondary interswitch isolated VLAN—VLAN used to forward isolated VLAN traffic from one switch
to another through PVLAN trunk ports. 802.1Q tags are required for interswitch isolated VLANs
because IEEE 802.1Q uses an internal tagging mechanism by which a trunking device inserts a 4-byte
VLAN frame identification tab into the packet header. An interswitch isolated VLAN is a secondary
VLAN nested within the primary VLAN.

e Secondary community VLAN—VLAN used to transport frames among members of a community (a
subset of users within the VLAN) and to forward frames upstream to the primary VLAN. A
community VLAN is a secondary VLAN nested within the primary VLAN. You can configure multiple
community VLANSs within a single PVLAN. An interface within a specific community VLAN can
establish Layer 2 communications with any other interface that belongs to the same community
VLAN. An interface within a community VLAN can also communicate with a promiscuous port or the
PVLAN trunk port.

Figure 9 on page 422 shows a PVLAN spanning multiple switches, where the primary VLAN (100)
contains two community domains (300 and 400) and one interswitch isolated domain.



Figure 9: PVLAN Spanning Multiple Switches
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@ NOTE: Primary and secondary VLANSs count against the limit of 4089 VLANSs supported
on the QFX Series. For example, each VLAN in Figure 9 on page 422 counts against this

limit.

Typical Structure and Primary Application of PVLANs on MX Series Routers

The configured PVLAN becomes the primary domain, and secondary VLANs become subdomains that
are nested inside the primary domain. A PVLAN can be created on a single router. The PVLAN shown in

Figure 10 on page 423 includes one router, with one primary PVLAN domain and multiple secondary

subdomains.

422



Figure 10: Subdomains in a PVLAN With One Router
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The types of domains are:

Primary VLAN—VLAN used to forward frames downstream to isolated and community VLANSs.

Secondary isolated VLAN—VLAN that receives packets only from the primary VLAN and forwards
frames upstream to the primary VLAN.

Secondary interswitch isolated VLAN—VLAN used to forward isolated VLAN traffic from one router
to another through PVLAN trunk ports.

Secondary community VLAN—VLAN used to transport frames among members of a community,
which is a subset of users within the VLAN, and to forward frames upstream to the primary VLAN.
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@ NOTE: PVLANSs are supported on MX80 routers, on MX240, MX480, and MX960
routers with DPCs in enhanced LAN mode, on MX Series routers with MPC1, MPC2, and
Adaptive Services PICs.

Typical Structure and Primary Application of PVLANs on EX Series Switches

@ NOTE: The primary VLAN of the PVLAN is defined with an 802.1Q tag (VLAN ID) for
the complete PVLAN. On EX9200 switches, each secondary VLAN must also be defined
with its own separate VLAN ID.

Figure 11 on page 425 shows a PVLAN on a single switch, where the primary VLAN (VLAN 100) contains
two community VLANs (VLAN 300 and VLAN 400) and one isolated VLAN (VLAN 59).
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Figure 11: Private VLAN on a Single EX Switch
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Figure 12 on page 426 shows a PVLAN spanning multiple switches, where the primary VLAN (VLAN 100)
contains two community VLANSs (VLAN 300 and VLAN 400) and one isolated VLAN (VLAN 200). It also
shows that Switches 1 and 2 are connected through an interswitch link (PVLAN trunk link).



Figure 12: PVLAN Spanning Multiple EX Series Switches
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Also, the PVLANs shown in Figure 11 on page 425 and Figure 12 on page 426 use a promiscuous port
connected to a router as the means to route Layer 3 traffic among the community and isolated VLANS.
Instead of using the promiscuous port connected to a router, you can configure an RVI on the switch in
Figure 11 on page 425 or one of the switches shown in Figure 12 on page 426 (on some EX switches).

To route Layer 3 traffic between isolated and community VLANSs, you must either connect a router to a
promiscuous port, as shown in Figure 11 on page 425 and Figure 12 on page 426, or configure an RVI.

If you choose the RVI option, you must configure one RVI for the primary VLAN in the PVLAN domain.
This RVI serves the entire PVLAN domain regardless of whether the domain includes one or more
switches. After you configure the RVI, Layer 3 packets received by the secondary VLAN interfaces are
mapped to and routed by the RVI.

When setting up the RVI, you must also enable proxy Address Resolution Protocol (ARP) so that the RVI
can handle ARP requests received by the secondary VLAN interfaces.

For information about configuring PVLANSs on a single switch and on multiple switches, see "Creating a
Private VLAN on a Single EX Series Switch (CLI Procedure)" on page 474. For information about
configuring an RVI, see "Configuring a Routed VLAN Interface in a Private VLAN on an EX Series Switch"
on page 745.

Routing Between Isolated and Community VLANs

To route Layer 3 traffic between isolated and community VLANSs, you must connect an external router or
switch to a trunk port of the primary VLAN. The trunk port of the primary VLAN is a promiscuous port;
therefore, it can communicate with a//the ports in the PVLAN.

PVLANSs Use 802.1Q Tags to Identify Packets

When packets are marked with a customer-specific 802.1Q tag, that tag identifies ownership of the
packets for any switch or router in the network. Sometimes, 802.1Q tags are needed within PVLANSs to
keep track of packets from different subdomains. Table 66 on page 427 indicates when a VLAN 802.1Q
tag is needed on the primary VLAN or on secondary VLANS.

Table 66: When VLANs in a PVLAN Need 802.1Q Tags

On a Single Switch On Multiple Switches

Primary VLAN Specify an 802.1Q tag by settinga | Specify an 802.1Q tag by setting a
VLAN ID. VLAN ID.



Table 66: When VLANSs in a PVLAN Need 802.1Q Tags (Continued)

On a Single Switch On Multiple Switches

Secondary VLAN No tag needed on VLANSs. VLANs need 802.1Q tags:

e Specify an 802.1Q tag for each
community VLAN by setting a
VLAN ID.

e Specify the 802.1Q tag for an
isolation VLAN ID by setting an
isolation ID.

PVLANSs Use IP Addresses Efficiently

PVLANSs provide IP address conservation and efficient allocation of IP addresses. In a typical network,
VLANSs usually correspond to a single IP subnet. In PVLANS, the hosts in all secondary VLANs belong to
the same IP subnet because the subnet is allocated to the primary VLAN. Hosts within the secondary
VLAN are assigned IP addresses based on IP subnets associated with the primary VLAN, and their IP
subnet masking information reflects that of the primary VLAN subnet. However, each secondary VLAN
is a separate broadcast domain.

PVLAN Port Types and Forwarding Rules

PVLANSs can use up to six different port types. The network depicted inFigure 9 on page 422 uses a
promiscuous port to transport information to the router, community ports to connect the finance and
HR communities to their respective switches, isolated ports to connect the servers, and a PVLAN trunk
port to connect the two switches. PVLAN ports have different restrictions:

e Promiscuous trunk port—A promiscuous port has Layer 2 communications with all the interfaces that
are in the PVLAN, regardless of whether the interface belongs to an isolated VLAN or a community
VLAN. A promiscuous port is a member of the primary VLAN, but is not included within one of the
secondary subdomains. Layer 3 gateways, DHCP servers, and other trusted devices that need to
communicate with endpoint devices are typically connected to a promiscuous port.

e PVLAN trunk link—The PVLAN trunk link, which is also known as the interswitch link, is required only
when a PVLAN is configured to span multiple switches. The PVLAN trunk link connects the multiple
switches that compose the PVLAN.

e PVLAN trunk port—A PVLAN trunk port is required in multiswitch PVLAN configurations to span the
switches. The PVLAN trunk port is a member of all VLANs within the PVLAN (that is, the primary
VLAN, the community VLANSs, and the interswitch isolated VLAN), and it carries traffic from the



primary VLAN and all secondary VLANSs. It can communicate with all ports other than the isolated
ports.

Communication between a PVLAN trunk port and an isolated port is usually unidirectional. A PVLAN
trunk port's membership in the interswitch isolated VLAN is egress-only, meaning that an isolated
port can forward packets to a PVLAN trunk port, but a PVLAN trunk port does not forward packets
to an isolated port (unless the packets ingressed on a promiscuous access port and are therefore
being forwarded to all the secondary VLANSs in the same primary VLAN as the promiscuous port).

e Secondary VLAN trunk port (not shown)—Secondary trunk ports carry secondary VLAN traffic. For a
given private VLAN, a secondary VLAN trunk port can carry traffic for only one secondary VLAN.
However, a secondary VLAN trunk port can carry traffic for multiple secondary VLANs as long as
each secondary VLAN is a member of a different primary VLAN. For example, a secondary VLAN
trunk port can carry traffic for a community VLAN that is part of primary VLAN pvlan100 and also
carry traffic for an isolated VLAN that is part of primary VLAN pvlan400.

o Community port—Community ports communicate among themselves and with their promiscuous
ports. Community ports serve only a select group of users. These interfaces are separated at Layer 2
from all other interfaces in other communities or isolated ports within their PVLAN.

e Isolated access port—Isolated ports have Layer 2 connectivity only with promiscuous ports and
PVLAN trunk ports—an isolated port cannot communicate with another isolated port even if these
two ports are members of the same isolated VLAN (or interswitch isolated VLAN) domain. Typically, a
server, such as a mail server or a backup server, is connected on an isolated port. In a hotel, each
room would typically be connected on an isolated port, meaning that room-to-room communication
is not possible, but each room can access the Internet on the promiscuous port.

e Promiscuous access port (not shown)—These ports carry untagged traffic. Traffic that ingresses on a
promiscuous access port is forwarded to all secondary VLAN ports on the device. If traffic ingresses
into the device on a VLAN-enabled port and egresses on a promiscuous access port, the traffic is
untagged on egress. If tagged traffic ingresses on a promiscuous access port, the traffic is discarded.

e Interswitch link port—An interswitch link (ISL) port is a trunk port that connects two routers when a
PVLAN spans those routers. The ISL port is a member of all VLANs within the PVLAN (that is, the
primary VLAN, the community VLANSs, and the isolated VLAN).

Communication between an ISL port and an isolated port is unidirectional. An ISL port's membership
in the interswitch isolated VLAN is egress-only, meaning that incoming traffic on the ISL port is never
assigned to the isolated VLAN. An isolated port can forward packets to a PVLAN trunk port, but a
PVLAN trunk port cannot forward packets to an isolated port. Table 68 on page 430 summarizes
whether Layer 2 connectivity exists between the different types of ports.

Table 67 on page 430 summarizes Layer 2 connectivity between the different types of ports within a
PVLAN on EX Series switches that support ELS.



Table 67: PVLAN Ports and Layer 2 Forwarding on EX Series switches that support ELS

From Port Type

Isolated

Promiscuous

Community 1

Table 68: PVLAN Ports and Layer 2 Connectivity

Port Type

Promiscuous
trunk

PVLAN trunk

Secondary
Trunk

Community

Isolated access

Promiscuous
access

To Isolated Ports?

Deny

Permit

Deny

Promiscuous
Trunk

Yes

Yes

Yes

Yes

Yes

Yes

Permit

Permit

Permit

PVLAN Trunk

Yes

Yes

Yes

Yes

Yes—
unidirectional
only

Yes

To Promiscuous Ports?

To Community Ports?

Deny
Permit
Permit
Secondary Community
Trunk
Yes Yes
Yes Yes—same
community
only
No Yes
Yes Yes—same
community
only
No No
Yes Yes

To Inter-Switch Link

Port?

Permit

Permit

Permit

Isolated
Access

Yes

Yes

No

No

No

Yes

Promiscuous
access

Yes

Yes

Yes

Yes

Yes

No

Table 69 on page 431 summarizes whether or not Layer 2 connectivity exists between the different

types of ports within a PVLAN.



Table 69: PVLAN Ports and Layer 2 Connectivity on EX Series Switches without ELS Support

Port Type Promiscuous
To: =

From:J

Promiscuous @ Yes

Community Yes

Isolated Yes

PVLAN trunk '@ Yes

RVI Yes

Community

Yes

Yes—same
community only

No

Yes—same
community only

Yes

Isolated

Yes

No

No

Yes

NOTE: This
communication is
unidirectional.

Yes

PVLAN Trunk

Yes

Yes

Yes

NOTE: This
communication is
unidirectional.

Yes

Yes

RVI

Yes

Yes

Yes

Yes

Yes

As noted in Table 69 on page 431, Layer 2 communication between an isolated port and a PVLAN trunk

port is unidirectional. That is, an isolated port can only send packets to a PVLAN trunk port, and a
PVLAN trunk port can only receive packets from an isolated port. Conversely, a PVLAN trunk port
cannot send packets to an isolated port, and an isolated port cannot receive packets from a PVLAN

trunk port.

@ NOTE: If you enable no-mac-learning on a primary VLAN, all isolated VLANSs (or the

interswitch isolated VLAN) in the PVLAN inherit that setting. However, if you want to
disable MAC address learning on any community VLANS, you must configure no-mac-
learning on each of those VLANSs.

Creating a PVLAN

The flowchart shown in Figure 13 on page 432 gives you a general idea of the process for creating

PVLAN:S. If you complete your configuration steps in the order shown, you will not violate these PVLAN



rules. (In the PVLAN rules, configuring the PVLAN trunk port applies only to a PVLAN that spans
multiple routers.)

e The primary VLAN must be a tagged VLAN.
e If you are going to configure a community VLAN ID, you must first configure the primary VLAN.

e If you are going to configure an isolation VLAN ID, you must first configure the primary VLAN.

@ NOTE: Configuring a voice over IP (VolP) VLAN on PVLAN interfaces is not supported.

Configuring a VLAN on a single router is relatively simple, as shown in Figure 13 on page 432.

Figure 13: Configuring a PVLAN on a Single Switch
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Configure secondary VLANs
(community or isolated or both)
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Configuring a primary VLAN consists of these steps:

1. Configure the primary VLAN name and 802.1Q tag.

2. Set no-local-switching on the primary VLAN.

3. Configure the promiscuous trunk port and access ports.

4. Make the promiscuous trunk and access ports members of the primary VLAN.

Within a primary VLAN, you can configure secondary community VLANs or secondary isolated VLANs
or both. Configuring a secondary community VLAN consists of these steps:

1. Configure a VLAN using the usual process.
2. Configure access interfaces for the VLAN.

3. Assign a primary VLAN to the community VLAN,



Isolated VLANSs are created internally when the isolated VLAN has access interfaces as members and the
option no-local-switching is enabled on the primary VLAN.

802.1Q tags are required for interswitch isolated VLANs because IEEE 802.1Q uses an internal tagging
mechanism by which a trunking device inserts a 4-byte VLAN frame identification tab into the packet
header.

Trunk ports are only needed for multirouter PVLAN configurations—the trunk port carries traffic from
the primary VLAN and all secondary VLANSs.

Limitations of Private VLANSs

The following constraints apply to private VLAN configurations:

An access interface can belong to only one PVLAN domain, that is, it cannot participate in two
different primary VLANS.

A trunk interface can be a member of two secondary VLANSs as long as the secondary VLANSs are in
two different primary VLANSs. A trunk interface cannot be a member of two secondary VLANSs that
are in the same primary VLAN.

A single region of Multiple Spanning Tree Protocol (MSTP) must be configured on all VLANSs that are
included within the PVLAN.

VLAN Spanning Tree Protocol (VSTP) is not supported.

IGMP snooping is not supported with private VLANSs.

Routed VLAN interfaces are not supported on private VLANs

Routing between secondary VLANSs in the same primary VLAN is not supported.

Some configuration statements cannot be specified on a secondary VLAN. You can configure the
following statements at the [edit vlans v/an-name switch-options] hierarchy level only on the primary
PVLAN.

If you want to change a primary VLAN to be a secondary VLAN, you must first change it to a normal
VLAN and commit the change. For example, you would follow this procedure:

1. Change the primary VLAN to be a normal VLAN.
2. Commit the configuration.
3. Change the normal VLAN to be a secondary VLAN.

4. Commit the configuration.



Follow the same sequence of commits if you want to change a secondary VLAN to be a primary
VLAN. That is, make the secondary VLAN a normal VLAN and commit that change and then change
the normal VLAN to be a primary VLAN.

The following features are not supported on PVLANSs on Junos OS switches with support for the ELS
configuration style:

e Egress VLAN firewall filters

Ethernet ring protection (ERP)

¢ Flexible VLAN tagging

e global-mac-statistics

e Multichassis link aggregation groups (MC-LAGsS)
e Port mirroring

e Q-in-Q tunneling

e VLAN Spanning Tree Protocol (VSTP)

e Voice over IP (VolP)

You can configure the following statements at the [edit vlans vian-name switch-options] hierarchy level only
on the primary PVLAN:

e mac-table-size
e no-mac-learning
e mac-statistics

e /nterface-mac-limit

Understanding Bridging and VLANs on Switches | 137



Understanding PVLAN Traffic Flows Across Multiple Switches

IN THIS SECTION

Community VLAN Sending Untagged Traffic | 435
Isolated VLAN Sending Untagged Traffic | 437

PVLAN Tagged Traffic Sent on a Promiscuous Port | 438

This topic illustrates and explains three different traffic flows on a sample multiswitch network
configured with a private VLAN (PVLAN). PVLANSs restrict traffic flows through their member switch
ports (which are called “private ports”) so that they communicate only with a specific uplink trunk port
or with specified ports within the same VLAN.

This topic describes:

Community VLAN Sending Untagged Traffic

In this example a member of Community-1 on Switch 1 sends untagged traffic on interface ge-0/0/12.
The arrows in Figure 14 on page 436 represent the resulting traffic flow.

@ NOTE: In this example the community-1 members are assigned C-VLAN ID 100 that is
mapped to P-VLAN ID 10.



Figure 14: Community VLAN Sends Untagged Traffic
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In this scenario, the following activity takes place on Switch 1:

Community-2: Interfaces receive no traffic

Isolated VLANSs: Interfaces receive no traffic

In this scenario, this activity takes place on Switch 3:

pvlan100 on interface ge-0/0/23: Replication

Community-1 VLAN on interface ge-0/0/0 and ge-0/0/12: Learning
pvlan100 on interface ge-0/0/0 and ge-0/0/12: Replication
Community-1 VLAN on interface ge-0/0/12: Receives untagged traffic
Community-1 VLAN interface ge-0/0/0: Traffic exits untagged

PVLAN trunk port: Traffic exits from ge-1/0/2 and from aeO with tag 10

Community-1 VLAN on interface ge-0/0/23 (PVLAN trunk): Learning

Community-1 VLAN on interfaces ge-0/0/9 and ge-0/0/16: Receive untagged traffic

jn-000511



e Promiscuous trunk port: Traffic exits from ge-0/0/0 with tag 10

o Community-2: Interfaces receive no traffic

e |solated VLANS: Interfaces receive no traffic

Isolated VLAN Sending Untagged Traffic

In this scenario, isolated VLAN1 on Switch 1 at interface ge-1/0/0 sends untagged traffic. The arrows in

Figure 15 on page 437 represent this traffic flow.

Figure 15: Isolated VLAN Sends Untagged Traffic
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In this scenario, the following activity takes place on Switch 1:
e Isolated VLAN1 on interface ge-1/0/0: Learning
e pvlan100 on interface ge-1/0/0: Replication

o Traffic exits from pvlan-trunk ge-1/0/2 and aeO with tag 50

e Community-1 and Community-2: Interfaces receive no traffic

5041100
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o Isolated VLANS: Interfaces receive no traffic

In this scenario, this activity takes place on Switch 3:

e VLAN on interface ge-0/0/23 (PVLAN trunk port): Learning

e pvlan100 on interface ge0/0/23: Replication

e Promiscuous trunk port: Traffic exits from ge-0/0/0 with tag 100
e Community-1 and Community-2: Interfaces receive no traffic

e |[solated VLANSs: Receive no traffic

PVLAN Tagged Traffic Sent on a Promiscuous Port

In this scenario, PVLAN tagged traffic is sent on a promiscuous port. The arrows in Figure 16 on page
438 represent this traffic flow.

Figure 16: PVLAN Tagged Traffic Sent on a Promiscuous Port
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In this scenario, the following activity takes place on Switch 1:

e pvlan100 VLAN on interface ae0 (PVLAN trunk): Learning

e  Community-1, Community-2, and all isolated VLANSs on interface aeO: Replication
e VLAN on interface ae0O: Replication

e Traffic exits from pvlan-trunk ge-1/0/2 with tag 100



e Community-1 and Community-2: Interfaces receive traffic

¢ |solated VLANS: Receive traffic

In this scenario, this activity takes place on Switch 3:

e pvlan100 on interface ge-0/0/0: Learning

e Community-1, Community-2 and all isolated VLANs on interface ge-0/0/0: Replication
e VLAN on interface ge-0/0/0: Replication

e Community-1 and Community-2: Interfaces receive traffic

e |[solated VLANS: Receive traffic

Understanding Secondary VLAN Trunk Ports and Promiscuous Access
Ports on PVLANSs

IN THIS SECTION

PVLAN Port Types | 440
Secondary VLAN Trunk Port Details | 441
Use Cases | 442

VLANSs limit broadcasts to specified users. Private VLANs (PVLANS) take this concept a step further by
splitting a VLAN into multiple broadcast subdomains and essentially putting secondary VLANSs inside a
primary VLAN. PVLANSs restrict traffic flows through their member ports so that these ports
communicate only with a specified uplink trunk port or with specified ports within the same VLAN. The
uplink trunk port is usually connected to a router, firewall, server, or provider network. A PVLAN
typically contains many private ports that communicate only with a single uplink, thereby preventing the
ports from communicating with each other.

Secondary trunk ports and promiscuous access ports extend the functionality of PVLANSs for use in
complex deployments, such as:

e Enterprise VMWare Infrastructure environments

e Multitenant cloud services with VM management



Web hosting services for multiple customers

For example, you can use secondary VLAN trunk ports to connect QFX devices to VMware servers that
are configured with private VLANSs. You can use promiscuous access ports to connect QFX devices to
systems that do not support trunk ports but do need to participate in private VLANSs.

This topic explains the following concepts regarding PVLANs on the QFX Series:

PVLAN Port Types

PVLANSs can use the following different port types:

Promiscuous trunk port—A promiscuous port is an upstream trunk port connected to a router,
firewall, server, or provider network. A promiscuous trunk port can communicate with all interfaces,
including the isolated and community ports within a PVLAN.

PVLAN trunk port—A PVLAN trunk port is required in multiswitch PVLAN configurations to span the
switches. The PVLAN trunk port is a member of all VLANs within the PVLAN (that is, the primary
VLAN, the community VLANSs, and the interswitch isolated VLAN), and it carries traffic from the
primary VLAN and all secondary VLANSs. It can communicate with all ports.

Communication between a PVLAN trunk port and an isolated port is usually unidirectional. A PVLAN
trunk port’s membership in the interswitch isolated VLAN is egress-only, meaning that an isolated
port can forward packets to a PVLAN trunk port, but a PVLAN trunk port does not forward packets
to an isolated port (unless the packets ingressed on a promiscuous access port and are therefore
being forwarded to all the secondary VLANSs in the same primary VLAN as the promiscuous port).

Secondary VLAN trunk port—Secondary VLAN trunk ports carry secondary VLAN traffic. For a given
private (primary) VLAN, a secondary VLAN trunk port can carry traffic for only one secondary VLAN.
However, a secondary VLAN trunk port can carry traffic for multiple secondary VLANs as long as
each secondary VLAN is a member of a different primary VLAN. For example, a secondary VLAN
trunk port can carry traffic for a community VLAN that is part of primary VLAN pvlan100 and also
carry traffic for an isolated VLAN that is part of primary VLAN pvlan400.

@ NOTE: When traffic egresses from a secondary VLAN trunk port, it normally carries the
tag of the primary VLAN that the secondary port is a member of. If you want traffic that
egresses from a secondary VLAN trunk port to retain its secondary VLAN tag, use the
extend-secondary-vian-id statement.

Community port—Community ports communicate among themselves and with their promiscuous
ports. Community ports serve only a select group of users. These interfaces are separated at Layer 2
from all other interfaces in other communities or isolated ports within their PVLAN.



Isolated access port—Isolated ports have Layer 2 connectivity only with promiscuous ports and
PVLAN trunk ports. An isolated access port cannot communicate with another isolated port even if
these two ports are members of the same isolated VLAN.

Promiscuous access port—These ports carry untagged traffic and can be a member of only one
primary VLAN. Traffic that ingresses on a promiscuous access port is forwarded to the ports of the
secondary VLANSs that are members of the primary VLAN that the promiscuous access port is a
member of. In this case, the traffic carries the appropriate secondary VLAN tag when it egresses from
the secondary VLAN port if the secondary VLAN port is a trunk port. If traffic ingresses on a
secondary VLAN port and egresses on a promiscuous access port, the traffic is untagged on egress. If
tagged traffic ingresses on a promiscuous access port, the traffic is discarded.

Secondary VLAN Trunk Port Details

When using a secondary VLAN trunk port, be aware of the following:

You must configure an isolation VLAN ID for each primary VLAN that the secondary VLAN trunk
port will participate in. This is true even if the secondary VLANSs that the secondary VLAN trunk port
will carry are confined to a single device.

If you configure a port to be a secondary VLAN trunk port for a given primary VLAN, you can also
configure the same physical port to be any of the following:

e Secondary VLAN trunk port for another primary VLAN
e PVLAN trunk for another primary VLAN

e Promiscuous trunk port

e Access port for a non-private VLAN

Traffic that ingresses on a secondary VLAN trunk port (with a secondary VLAN tag) and egresses on a
PVLAN trunk port retains the secondary VLAN tag on egress.

Traffic that ingresses on a secondary VLAN trunk port and egresses on a promiscuous trunk port has
the appropriate primary VLAN tag on egress.

Traffic that ingresses on a secondary VLAN trunk port and egresses on a promiscuous access port is
untagged on egress.

Traffic that ingresses on a promiscuous trunk port with a primary VLAN tag and egresses on a
secondary VLAN trunk port carries the appropriate secondary VLAN tag on egress. For example,
assume that you have configured the following on a switch:

e Primary VLAN 100

e Community VLAN 200 as part of the primary VLAN



e Promiscuous trunk port
e Secondary trunk port that carries community VLAN 200

If a packet ingresses on the promiscuous trunk port with primary VLAN tag 100 and egresses on the
secondary VLAN trunk port, it carries tag 200 on egress.

Use Cases

IN THIS SECTION

Secondary VLAN Trunks In Two Primary VLANS | 442
Secondary VLAN Trunk and Promiscuous Trunk | 444
Secondary VLAN Trunk and PVLAN Trunk | 445

Secondary VLAN Trunk and Non-Private VLAN Interface | 447

Traffic Ingressing on Promiscuous Access Port | 449

On the same physical interface, you can configure multiple secondary VLAN trunk ports (in different
primary VLANSs) or combine a secondary VLAN trunk port with other types of VLAN ports. The
following use cases provide examples of doing this and show how traffic would flow in each case:

Secondary VLAN Trunks In Two Primary VLANS

For this use case, assume you have two switches with the following configuration:
e Primary VLAN pvlan100 with tag 100.

e Isolated VLAN isolated200 with tag 200 is a member of pvlan100.

e Community VLAN comm300 with tag 300 is a member of pvlan100.
e Primary VLAN pvlan400 with tag 400.

e Isolated VLAN isolated500 with tag 500 is a member of pvlan400.

e  Community VLAN commé600 with tag 600 is a member of pvlan400.

o Interface xe-0/0/0 on Switch 1 connects to a VMware server (not shown) that is configured with the
private VLANSs used in this example. This interface is configured with secondary VLAN trunk ports to
carry traffic for secondary VLAN commé00 and the isolated VLAN (tag 200) that is a member of
pvlan100.
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e Interface xe-0/0/0 on Switch 2 is shown configured as a promiscuous trunk port or promiscuous
access port. In the latter case, you can assume that it connects to a system (not shown) that does not
support trunk ports but is configured with the private VLANs used in this example.

e On Switch 1, xe-0/0/6 is a member of commé00 and is configured as a trunk port.
e On Switch 2, xe-0/0/6 is a member of commé00 and is configured as an access port.

Figure 10 shows this topology and how traffic for isolated200 and commé600 would flow after ingressing
on xe-0/0/0 on Switch 1. Note that traffic would flow only where the arrows indicate. For example,
there are no arrows for interfaces xe-0/0/2, xe-0/0/3, and xe-0/0/5 on Switch 1 because no packets
would egress on those interfaces.

Figure 17: Two Secondary VLAN Trunk Ports on One Interface
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Here is the traffic flow for VLAN isolated200:

1. After traffic for isolated200 ingresses on the secondary VLAN trunk port on Switch 1, it egresses on
the PVLAN trunk port because the PVLAN trunk port is a member of all the VLANSs. The packets
keep the secondary VLAN tag (200) when egressing.

2. After traffic for isolated200 ingresses on the secondary VLAN trunk port on Switch 2, it egresses on
xe-0/0/0, which is configured as a promiscuous trunk port or promiscuous access port.

o If xe-0/0/0 on Switch 2 is configured as a promiscuous trunk port, the packets egress on this port
with the primary VLAN tag (100).



e If xe-0/0/0 on Switch 2 is configured as a promiscuous access port, the packets egress on this
port untagged.

Note that traffic for VLAN isolated200 does not egress on isolated access port xe-0/0/2 on Switch 1 or
secondary VLAN trunk port xe-0/0/2 on Switch 2 even though these two ports are members of the
same isolated VLAN.

Here is the traffic flow for VLAN commé00:

1. After traffic for commé600 ingresses on the secondary VLAN trunk port on Switch 1, it egresses on
the PVLAN trunk port because the PVLAN trunk port is a member of all the VLANSs. The packets
keep the secondary VLAN tag (600) when egressing.

2. Traffic for commé600 also egresses on community port xe-0/0/6 on Switch 1. The traffic is tagged
because the port is configured as a trunk.

3. After traffic for commé600 ingresses on the PVLAN trunk port on Switch 2, it egresses on xe-0/0/0, if
this interface is configured as a promiscuous trunk port.

@ NOTE: If xe-0/0/0 on Switch 2 is configured as a promiscuous access port, the port can
participate in only one primary VLAN. In this case, the promiscuous access port is part
of pvlan100, so traffic for commé00 does not egress from it

4. Traffic for commé600 also egresses on community port xe-0/0/6 on Switch 2. In this case, the traffic is
untagged because the port mode is access.

Secondary VLAN Trunk and Promiscuous Trunk

For this use case, assume you have two switches configured with the same ports and VLANSs as in the
previous use case, with one exception: In this case, xe-0/0/0 on Switch 1 is configured as a secondary
VLAN trunk port for VLAN pvlan100 and is also configured as a promiscuous trunk port for pvlan400.

Figure 11 shows this topology and how traffic for isolated200 (member of pvlan100) and commé00
(member of pvlan400) would flow after ingressing on Switch 1.



445

Figure 18: Secondary VLAN Trunk and Promiscuous Trunk on One Interface
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The traffic flow for VLAN isolated200 is the same as in the previous use case, but the flow for commé600
is different. Here is the traffic flow for VLAN commé00:

1. After traffic for commé00 ingresses on community VLAN port xe-0/0/6 on Switch 1, it egresses on
promiscuous trunk port xe-0/0/0 on Switch 1. In this case it carries the primary VLAN tag (400).

2. Traffic for commé00 also egresses on the PVLAN trunk port because the PVLAN trunk port is a
member of all the VLANs. The packets keep the secondary VLAN tag (600) when egressing.

3. After traffic for commé600 ingresses on the PVLAN trunk port on Switch 2, it egresses on xe-0/0/0, if
this interface is configured as a promiscuous trunk port.

It does not egress on xe-0/0/0 if this interface is configured as a promiscuous access port because
the port can participate only in pvlan100.

4. Traffic for commé600 also egresses on community port xe-0/0/6 on Switch 2.

Secondary VLAN Trunk and PVLAN Trunk

For this use case, assume you have two switches configured with the same ports and VLANSs as in the
previous use cases except that xe-0/0/0 on Switch 1 is configured as a secondary VLAN trunk port for
VLAN pvlan100 and is also configured as a PVLAN trunk port for pvlan400.

Figure 12 shows this topology and how traffic for comm300 (member of pvlan100) and commé00
(member of pvlan400) would flow after ingressing on Switch 1.
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Figure 19: Secondary VLAN Trunk and PVLAN Trunk on One Interface
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Here is the traffic flow for VLAN comm300:

1. After traffic for comm300 ingresses on community port xe-0/0/3 on Switch 1, it egresses on PVLAN
trunk port xe-0/0/1 because that PVLAN trunk port is a member of all the VLANs. The packets keep
the secondary VLAN tag (300) when egressing.

@ NOTE: Traffic for comm300 does not egress on xe-0/0/0 because the secondary VLAN
trunk port on this interface carries isolated200, not comm300.

2. After traffic for comm300 ingresses on the PVLAN trunk port on Switch 2, it egresses on xe-0/0/0,
which is configured as a promiscuous trunk port or promiscuous access port.

o If xe-0/0/0 on Switch 2 is configured as a promiscuous trunk port, the packets egress on this port
with the primary VLAN tag (100).

o If xe-0/0/0 on Switch 2 is configured as a promiscuous access port, the packets egress on this
port untagged.

3. Traffic for comm300 also egresses on community port xe-0/0/3 on Switch 2.
Here is the traffic flow for VLAN commé00:

1. After traffic for commé00 ingresses on the PVLAN port xe-0/0/0 on Switch 1, it egresses on the
community port xe-0/0/6 on Switch 1. The packets keep the secondary VLAN tag (600) when
egressing because xe-0/0/6 is a trunk port.



2. Traffic for commé00 also egresses on PVLAN trunk port xe-0/0/1 because that PVLAN trunk port is
a member of all the VLANSs. The packets keep the secondary VLAN tag (600) when egressing.

3. After traffic for commé600 ingresses on the PVLAN trunk port on Switch 2, it egresses on xe-0/0/0, if
this interface is configured as a promiscuous trunk port.

It does not egress on xe-0/0/0 if this interface is configured as a promiscuous access port because
the port can participate only in pvlan100.

4. Traffic for commé600 also egresses on community port xe-0/0/6 on Switch 2. This traffic is untagged
on egress because xe-0/0/6 is an access port.

Secondary VLAN Trunk and Non-Private VLAN Interface

For this use case, assume you have two switches configured with the same ports and VLANSs as in the
previous use cases except for these differences:

e Configuration for xe-0/0/0 on Switch 1:
e Secondary VLAN trunk port for VLAN pvlan100
e Access port for vlan700
e Port xe-0/0/6 on both switches is an access port for vlan700.

Figure 13 shows this topology and how traffic for isolated200 (member of pvlan100) and vlan700 would
flow after ingressing on Switch 1.



Figure 20: Secondary VLAN Trunk and Non-Private VLAN Port on One Interface
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(isolated200) Community

Port xe-0/0/3
(comm300)

Switch 2

Access Port
xe-0/0/6
{(vlan700)

041289

1. After traffic for isolated200 ingresses on the secondary VLAN trunk port on Switch 1, it egresses on
the PVLAN trunk port. The packets keep the secondary VLAN tag (200) when egressing.

2. After traffic for isolated200 ingresses on the PVLAN trunk port on Switch 2, it egresses on xe-0/0/0,
which is configured as a promiscuous trunk port or promiscuous access port.

o If xe-0/0/0 on Switch 2 is configured as a promiscuous trunk port, the packets egress on this port

with the primary VLAN tag (100).

o If xe-0/0/0 on Switch 2 is configured as a promiscuous access port, the packets egress on this

port untagged.

Note that traffic for VLAN isolated200 does not egress on isolated access port xe-0/0/2 on Switch 1 or
secondary VLAN trunk port xe-0/0/2 on Switch 2 even though these two ports are members of the

same isolated VLAN.

After traffic for vlan700 ingresses on the access port configured on xe-0/0/0 on Switch 1, it egresses on
access port xe-0/0/6 because that port is a member of the same VLAN. Traffic for vlan700 is not
forwarded to Switch 2 (even though xe-0/0/6 on Switch 2 is a member of vlan700) because the PVLAN

trunk on xe-0/0/1 does not carry this VLAN.
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Traffic Ingressing on Promiscuous Access Port

For this use case, assume you have two switches configured with the same ports and VLANSs as in the
previous use case except that xe-0/0/0 on Switch 1 is configured as a promiscuous access port and is a
member of pvlan100. Figure 14 shows this topology and how untagged traffic would flow after
ingressing through this interface on Switch 1.

Figure 21: Traffic Ingressing on Promiscuous Access Port

Promiscuous Access Promiscuous Trunk or Promiscuous Access
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{isolated200} {isolated500) Port xe-0/0/2 (isolated500)
Community Access Port (isolated200) Community Access Port
Port xe-0/0/3 xe-0/0/6 Port xe-0/0/3 xe-0/0/6
{(comm300) {vlan700) (comm300) (vIan700)
Switch 1 Switch 2 8
g

As the figure shows, untagged traffic that ingresses on a promiscuous access port is forwarded to all the
secondary VLAN ports that are members of the same primary VLAN that the promiscuous access port is
a member of. The traffic is untagged when it egresses from access ports and tagged on egress from a
trunk port (xe-0/0/2 on Switch 2).

RELATED DOCUMENTATION

Understanding Egress Firewall Filters with PVLANs
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Understanding Using 802.1X Authentication and PVLANs Together on the Same
Interface

You can now configure both 802.1X authentication and private VLANs (PVLANSs) on the same interface.

IEEE 802.1X authentication provides network edge security, protecting Ethernet LANs from
unauthorized user access by blocking all traffic to and from a supplicant (client) at the interface until the
supplicant's credentials are presented and matched on the authentication server(a RADIUS server).

Private VLANSs (PVLANS) provide Layer 2 isolation between ports within a VLAN, splitting a broadcast
domain into multiple discrete broadcast subdomains by creating secondary VLANs. PVLANSs are useful
for restricting the flow of broadcast and unknown unicast traffic and for limiting the communication
between known hosts.

On a switch that is configured with both 802.1X authentication and PVLANSs, when a new device is
attached to the PVLAN network, the device is authenticated and then is assigned to a secondary VLAN
based on the PVLAN configuration or RADIUS profile. The device then obtains an IP address and is
given access to the PVLAN network.

@ NOTE: This document does not provide detailed information about 802.1X
authentication or private VLANSs. For those details, see the feature documentation that is
specific to those individual features. For 802.1X, see User Access and Authentication
User Guide. For PVLANSs, see Ethernet Switching User Guide.

Configuration Guidelines for Combining 802.1X Authentication with PVLANs

Keep the following guidelines and limitations in mind for configuring these two features on the same
interface:


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/system-basics/user-access.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/system-basics/user-access.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/layer-2/layer2-multicast.html

e You cannot configure an 802.1X-enabled interface as a promiscuous interface (an interface that is a
member of the primary VLAN by configuration) or as an interswitch-link (ISL) interface.

e Multiple users cannot be authenticated over different VLANSs belonging to the same PVLAN domain
on a logical interface—for example, if interface ge-0/0/0 is configured as supplicant multiple and
clients C1 and C2 are authenticated and are added to dynamic VLANs V1 and V2, respectively, then
V1 and V2 must belong to different PVLAN domains.

e |[f the VoIP VLAN and the data VLAN are different, those two VLANs must be in different PVLAN
domains.

e When PVLAN membership is changed (that is, an interface is reconfigured in a different PVLAN),
clients must be reauthenticated.

Example: Configuring 802.1X Authentication with Private VLANs in One
Configuration
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Configuring 802.1X Authentication with Private VLANs in One Configuration | 452
Verification | 456

Requirements

e Junos OS Release 18.2R1 or later
e EX2300, EX3400, or EX4300 switch

Before you begin, specify the RADIUS server or servers to be used as the authentication server. See
Specifying RADIUS Server Connections on Switches (CLI Procedure).

Overview

The following configuration section shows the access profile configuration, the 802.1X authentication
configuration, and finally the VLANSs (including PVLANSs) configuration.



Configuring 802.1X Authentication with Private VLANs in One Configuration
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Procedure | 452

Procedure

CLI Quick Configuration

[edit]

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

access radius-server 10.20.9.199 port 1812

access radius-server 10.20.9.199 secret "$9$Lga7dsaZjP5F245Fn/@0X7-V24JGDkmf"
access profile dotlx-auth authentication-order radius

access profile authp authentication-order radius

access profile authp radius authentication-server 10.204.96.165
switch-options voip interface ge-0/0/8.0 vlan voip

interfaces ge-0/0/8 unit @ family ethernet-switching interface-mode access
interfaces ge-0/0/8 unit @ family ethernet-switching vlan members data
protocols dot1x authenticator authentication-profile-name authp
protocols dot1x authenticator interface ge-0/0/8.0 supplicant multiple
protocols dot1x authenticator interface ge-0/0/8.0 mac-radius

vlans community vlan-id 20

vlans community private-vlan community

vlans community-one vlan-id 30

vlans community-one private-vlan community

vlans isolated vlan-id 200

vlans isolated private-vlan isolated

vlans pvlan vlan-id 2000

vlans pvlan isolated-vlan isolated

vlans pvlan community-vlans [community community-one]

vlans data vlan-id 43

vlans voip vlan-id 33

Step-by-Step Procedure

To configure 802.1X authentication and PVLANSs in one configuration:



1. Configure the access profile:

[edit access]

set radius-server 10.20.9.199 port 1812

set radius-server 10.20.9.199 secret "$9$Lga7dsaZjP5F245Fn/00X7-V24JGDkmf"
set profile dot1x-auth authentication-order radius

set profile authp authentication-order radius

set profile authp radius authentication-server 10.204.96.165

[edit switch-options]

set voip interface ge-0/0/8.0 vlan voip

@ NOTE: The configured VolP VLAN cannot be a PVLAN (primary, community, or
isolated).

2. Configure the 802.1X settings:

[edit interfaces]

set ge-0/0/8 unit 0 family ethernet-switching interface-mode access
set ge-0/0/8 unit @ family ethernet-switching vlan members data
[edit protocols]

set dot1x authenticator authentication-profile-name authp

set dot1x authenticator interface ge-0/0/8.0 supplicant multiple
set dot1x authenticator interface ge-0/0/8.0 mac-radius

@ NOTE: The configured data VLAN could also be a community VLAN or an isolated
VLAN.

3. Configure the VLANS (including the PVLANS):

[edit vlans]

set community vlan-id 20

set community private-vlan community

set community-one vlan-id 30

set community-one private-vlan community
set isolated vlan-id 200

set isolated private-vlan isolated

set pvlan vlan-id 2000



set pvlan isolated-vlan isolated

set pvlan community-vlans [community community-one]
set data vlan-id 43

set voip vlan-id 33

Results

From configuration mode, confirm your configuration by entering the following show commands on the
switch. If the output does not display the intended configuration, repeat the instructions in this example
to correct the configuration.

user@switch# show access
radius-server {
10.20.9.199 {
port 1812,
secret "$9$Lga7dsazjP5F245Fn/00X7-V24JGDkmf" ; ## SECRET-DATA

}
profile dotIx-auth {

authentication-order radius;
}
profile authp {

authentication-order radius;

radius {

authentication-server 10.204.96.165;

}
user@switch# show interfaces
ge-0/0/8 {
unit 0 {
family ethernet-switching {
interface-mode access;
vlan {
members data;

}

user@switch# show protocols
dot1x {
authenticator {



authentication-profile-name authp;
interface {
ge-0/0/8.0 {
supplicant multiple;

mac-radius;

}
user@switch# show switch-options
voip {

interface ge-0/0/8.0 {

vlan voip;

}
user@switch# show vlans
community {

vlan-id 20;

private-vlan community;

}
community-one {
vlan-id 30;
private-vlan community;
}
data {
vlan-id 43;
}
isolated {
vlan-id 200;
private-vlan isolated;
}
pvlan {
vlan-id 2000;
isolated-vlan isolated;
community-vlans [community community-onel;
}
voip {

vlan-id 33;



Verification
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Verify That Client MAC Addresses Are Learned on the Primary VLAN

Purpose

Show that a client MAC address has been learned on the primary VLAN.

Action

user@switch> show ethernet-switching table

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent static, C -
Control MAC, SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb MAC)
Ethernet switching table : 1 entries, 1 learned

Routing instance : default-switch

Vlan MAC MAC Age Logical NH RTR
name address flags interface Index 1ID
pvlan 00:30:48:8C:66:BD D - ge-0/0/8.0 0 0

Verify That the Primary VLAN Is an Authenticated VLAN

Purpose

Show that the primary VLAN is shown as an authenticated VLAN.

Action

user@switch> show dot1x interface ge-0/0/8.0 detail
ge-0/0/8.0

Role: Authenticator

Administrative state: Auto



Supplicant mode: Multiple

Number of retries: 3

Quiet period: 60 seconds

Transmit period: 30 seconds

Mac Radius: Enabled

Mac Radius Strict: Disabled

Reauthentication: Enabled Reauthentication interval: 4@ seconds

Supplicant timeout: 30 seconds

Server timeout: 30 seconds

Maximum EAPOL requests: 1

Guest VLAN member: <not configured>

Number of connected supplicants: 1

Supplicant: user5, 00:30:48:8C:66:BD

Operational state: Authenticated
Authentication method: Radius
Authenticated VLAN: pvlan
Reauthentication due in 17 seconds

Putting Access Port Security on Private VLANs
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Understanding Access Port Security on PVLANSs
You can now enable access port security features, such as DHCP snooping, on private VLANs (PVLANSs).

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
to even limit the communication between known hosts. The PVLAN feature allows you to split a
broadcast domain into multiple isolated broadcast subdomains, essentially putting a VLAN inside a
VLAN.

Ethernet LANs are vulnerable to attacks such as address spoofing (forging) and Layer 2 denial of service
(DoS) on network devices. The following access port security features help protect your device against



losses of information and productivity that such attacks can cause, and you can now configure these
security features on a PVLAN:

e DHCP snooping—Filters and blocks ingress DHCP server messages on untrusted ports. DHCP
snooping builds and maintains a database of DHCP lease information, which is called the DHCP
snooping database.

e DHCPv6 snooping—DHCP snooping for IPvé.

e DHCP option 82—Also known as the DHCP Relay Agent Information option. Helps protect the
switch against attacks such as spoofing of IP addresses and MAC addresses and DHCP IP address
starvation. Option 82 provides information about the network location of a DHCP client. The DHCP
server uses this information to implement IP addresses or other parameters for the client.

e DHCPv6 options:

e Option 37—Remote ID option for DHCPvé; inserts information about the network location of the
remote host into DHCPvé packets.

e Option 18—Circuit ID option for DHCPvé; inserts information about the client port into DHCPvé6
packets.

e Option 16—Vendor ID option for DHCPvé; inserts information about the vendor of the client
hardware into DHCPvé packets.

e Dynamic ARP inspection (DAI)—Prevents Address Resolution Protocol (ARP) spoofing attacks. ARP
requests and replies are compared against entries in the DHCP snooping database, and filtering
decisions are made on the basis of the results of those comparisons.

e |P source guard—Mitigates the effects of IP address spoofing attacks on the Ethernet LAN; validates
the source IP address in the packet sent from an untrusted access interface against the DHCP
snooping database. If the packet cannot be validated, it is discarded.

e |Pvé6 source guard—IP source guard for IPvé.

e |Pvé6 neighbor discovery inspection—Prevents IPv6 address spoofing attacks; compares neighbor
discovery requests and replies against entries in the DHCPvé6 snooping database, and filtering
decisions are made on the basis of the results of those comparisons.

@ NOTE: This document does not provide detailed information about access port security
features or PVLANSs. For those details, see the feature documentation that is specific to
those individual features. For access port security, see Security Services Administration
Guide. For PVLANSs, see Ethernet Switching User Guide.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/system-basics/security-services.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/system-basics/security-services.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/layer-2/layer2-multicast.html

Configuration Guidelines for Putting Access Port Security Features on PVLANs

Keep the following guidelines and limitations in mind for configuring access port security features on
PVLANS:

e You must apply the same access port security features on both the primary vlan and all its secondary
VLANS.

¢ A PVLAN can have only one integrated routing and bridging (IRB) interface, and the IRB interface
must be on the primary VLAN.

e Limitations on access port security configurations on PVLANSs are the same as those for access port
security features configurations that are not in PVLANSs. See the access port security documentation
at Security Services Administration Guide.

Example: Configuring Access Port Security on a PVLAN
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Requirements

e Junos OS Release 18.2R1 or later

e EX4300 switch

Overview

The following configuration section shows:

e Configuration of a private VLAN, with the primary VLAN (vlan-pri) and its three secondary VLANs—
community VLANS (vlan-hr and vlan-finance) and isolated VLAN (vlan-iso).

e Configuration of the interfaces that are used to send communications between the interfaces on
those VLANSs.

e Configuration of access security features on the primary and secondary VLANSs that make up the
PVLAN.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/system-basics/security-services.html
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Figure 22: Topology
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Table 5 lists the settings for the example topology.

Table 70: Components of the Topology for Configuring a PVLAN with Access Port Security Features

Interface Description
ge-0/0/0.0 Primary VLAN (vlan1-pri) trunk interface
ge-0/0/11.0 User 1, HR Community (vlan-hr)

ge-0/0/12.0 User 2, HR Community (vlan-hr)



Table 70: Components of the Topology for Configuring a PVLAN with Access Port Security Features
(Continued)

Interface Description

ge-0/0/13.0 User 3, Finance Community (vlan-finance)
ge-0/0/14.0 User 4, Finance Community (vlan-finance)
ge-0/0/15.0 Mail server, Isolated (vlan-iso)
ge-0/0/16.0 Backup server, Isolated (vlan-iso)
ge-1/0/0.0 Primary VLAN (vlan-pri) trunk interface

Configuring Access Port Security on a PVLAN
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Procedure

CLI Quick Configuration

set vlans vlan-pri vlan-id 100

set vlans vlan-hr private-vlan community vlan-id 200

set vlans vlan-finance private-vlan community vlan-id 300

set vlans vlan-iso private-vlan isolated vlan-id 400

set vlans vlan-pri community-vlan vlan-hr

set vlans vlan-pri community-vlan vlan-finance

set vlans vlan-pri isolated-vlan vlan-iso

set interfaces ge-0/0/11 unit @ family ethernet-switching interface-mode access vlan members
vlan-hr

set interfaces ge-0/0/12 unit @ family ethernet-switching interface-mode trunk vlan members vlan-



hr

set interfaces ge-0/0/13 unit @ family ethernet-switching interface-mode access vlan members
vlan-finance
set interfaces ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk vlan members vlan-
finance

set interfaces

vlan-iso

set interfaces

vlan-iso

set interfaces

pri
set
pri
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans
set vlans

set vlans

interfaces ge-1/0/0 unit @ family

vlan-pri forwarding-options

vlan-pri forwarding-options
vlan-pri forwarding-options
vlan-pri forwarding-options
vlan-pri forwarding-options
vlan-pri forwarding-options
vlan-pri forwarding-options
vlan-hr forwarding-options
vlan-hr forwarding-options
vlan-hr forwarding-options
vlan-hr forwarding-options
vlan-hr forwarding-options
vlan-hr forwarding-options
vlan-hr forwarding-options
vlan-finance forwarding-opt
vlan-finance forwarding-opt
vlan-finance forwarding-opt
vlan-finance forwarding-opt
vlan-finance forwarding-opt
vlan-finance forwarding-opt
vlan-finance forwarding-opt
vlan-iso forwarding-options
vlan-iso forwarding-options
vlan-iso forwarding-options
vlan-iso forwarding-options
vlan-iso forwarding-options
vlan-iso forwarding-options

vlan-iso forwarding-options

ethernet-swit

dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
ions dhcp-secu
ions dhcp-secu
ions dhcp-secu
ions dhcp-secu
ions dhcp-secu
ions dhcp-secu
ions dhcp-secu
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security

dhcp-security

ge-0/0/15 unit 0 family ethernet-switching interface-mode access vlan members

ge-0/0/16 unit 0 family ethernet-switching interface-mode access vlan members

ge-0/0/0 unit 0 family ethernet-switching interface-mode trunk vlan members vlan-

ching interface-mode trunk vlan members vlan-

arp-inspection

ip-source-guard

ipv6-source-guard
neighbor-discovery-inspection

option-82

dhcpv6-options option-16

dhcpv6-options light-weight-dhcpv6-relay
arp-inspection

ip-source-guard

ipv6-source-guard
neighbor-discovery-inspection
option-82
dhcpv6-options option-16
dhcpv6-options light-weight-dhcpv6-relay
rity arp-inspection
rity ip-source-guard
rity ipv6-source-guard
rity neighbor-discovery-inspection
rity option-82
rity dhcpv6-options option-16
rity dhcpv6-options light-weight-dhcpv6-relay
arp-inspection

ip-source-guard

ipv6-source-guard
neighbor-discovery-inspection
option-82

dhcpv6-options option-16

dhcpv6-options light-weight-dhcpv6-relay



Step-by-Step Procedure

To configure a private VLAN (PVLAN) and then configure access port security features on that PVLAN:

1. Configure the PVLAN—Create the primary VLAN and its secondary VLANs and assign VLAN IDs to
them. Associate interfaces with the VLANSs. (For details on configuring VLANSs, see Configuring
VLANSs for EX Series Switches with ELS Support (CLI Procedure).)

a. [edit vlans]
user@switch# set vlan-pri vlan-id 100
user@switch# set vlan-hr private-vlan community vlan-id 200
user@switch# set vlan-finance private-vlan community vlan-id 300
user@switch# set vlan-iso private-vlan isolated vlan-id 400
user@switch# set vlan-pri community-vlan vlan-hr
user@switch# set vlan-pri community-vlan vlan-finance

user@switch# set vlan-pri isolated-vlan vlan-iso

b. [edit interfaces]
user@switch# set ge-0/0/11 unit @ family ethernet-switching interface-mode access vlan
members vlan-hr
user@switch# set ge-0/0/12 unit @ family ethernet-switching interface-mode trunk vlan
members vlan-hr
user@switch# set ge-0/0/13 unit @ family ethernet-switching interface-mode access vlan
members vlan-finance
user@switch# set ge-0/0/14 unit @ family ethernet-switching interface-mode trunk vlan
members vlan-finance
user@switch# set ge-0/0/15 unit @ family ethernet-switching interface-mode access vlan
members vlan-iso
user@switch# set ge-0/0/16 unit @ family ethernet-switching interface-mode access vlan
members vlan-iso
user@switch# set ge-0/0/0 unit @ family ethernet-switching interface-mode trunk vlan
members vlan-pri
user@switch# set ge-1/0/0 unit @ family ethernet-switching interface-mode trunk vlan

members vlan-pri

2. Configure access port security features on the primary VLAN and all its secondary VLANSs:


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/bridging-vlans-ex-series-cli-els.html
https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/bridging-vlans-ex-series-cli-els.html

@ NOTE: When you configure ARP inspection, IP source guard, IPvé source guard,
neighbor discovery inspection, DHCP option 82, or DHCPvé options, then DHCP
snooping and DHCPvé snooping are automatically configured.

[edit vlans]

user@switch# set vlan-pri forwarding-options dhcp-security arp-inspection

user@switch# set vlan-pri forwarding-options dhcp-security ip-source-guard

user@switch# set vlan-pri forwarding-options dhcp-security ipv6-source-guard

user@switch# set vlan-pri forwarding-options dhcp-security neighbor-discovery-inspection

user@switch# set vlan-pri forwarding-options dhcp-security option-82

user@switch# set vlan-pri forwarding-options dhcp-security dhcpv6-options option-16

user@switch# set vlan-pri forwarding-options dhcp-security dhcpv6-options light-weight-dhcpv6-

relay

user@switch# set vlan-hr forwarding-options dhcp-security arp-inspection

user@switch# set vlan-hr forwarding-options dhcp-security ip-source-guard

user@switch# set vlan-hr forwarding-options dhcp-security ipv6-source-guard

user@switch# set vlan-hr forwarding-options dhcp-security neighbor-discovery-inspection

user@switch# set vlan-hr forwarding-options dhcp-security option-82

user@switch# set vlan-hr forwarding-options dhcp-security dhcpv6-options option-16

user@switch# set vlan-hr forwarding-options dhcp-security dhcpv6-options light-weight-dhcpv6-

relay

user@switch#
user@switch#
user@switch#
user@switch#

user@switch#

set
set
set
set
set

vlan-finance forwarding-options
vlan-finance forwarding-options
vlan-finance forwarding-options
vlan-finance forwarding-options
vlan-finance forwarding-options

dhcp-security
dhcp-security
dhcp-security
dhcp-security
dhcp-security

arp-inspection
ip-source-guard
ipv6-source-guard
neighbor-discovery-inspection
option-82

user@switch# set vlan-finance forwarding-options dhcp-security dhcpv6-options option-16

user@switch# set vlan-finance forwarding-options dhcp-security dhcpv6-options light-weight-

dhcpv6-relay

user@switch# set vlan-iso forwarding-options dhcp-security arp-inspection

user@switch# set vlan-iso forwarding-options dhcp-security ip-source-guard

user@switch# set vlan-iso forwarding-options dhcp-security ipv6-source-guard

user@switch# set vlan-iso forwarding-options dhcp-security neighbor-discovery-inspection

user@switch# set vlan-iso forwarding-options dhcp-security option-82

user@switch# set vlan-iso forwarding-options dhcp-security dhcpv6-options option-16

user@switch# set vlan-iso forwarding-options dhcp-security dhcpv6-options light-weight-dhcpv6-

relay



Results

From configuration mode, confirm your configuration by entering the following show commands on the
switch. If the output does not display the intended configuration, repeat the instructions in this example

to correct the configuration.

[edit]
user@switch# show interfaces
ge-0/0/0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members vlan-pri;

}
ge-1/0/0 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members vlan-pri;

}
ge-0/0/11 {
unit 0 {
family ethernet-switching {
interface-mode access;
vlan {
members vlan-hr;

}
ge-0/0/12 {
unit 0 {
family ethernet-switching {
interface-mode access;



vlan {
members vlan-hr;

}
}
}
}
ge-0/0/13 {
unit 0 {
family ethernet-switching {
interface-mode access;
vlan {
members vlan-hr;
}
}
}
}
ge-0/0/14 {
unit 0 {
family ethernet-switching {
interface-mode access;
vlan {
members vlan-hr;
}
}
}
}
ge-0/0/15 {
unit 0 {
family ethernet-switching {
interface-mode access;
vlan {
members vlan-iso;
}
}
}
}
ge-0/0/16 {
unit 0 {

family ethernet-switching {
interface-mode access;
vlan {
members vlan-iso;



}
user@switch# show vlans
vlan-finance {
vlan-id 300;
private-vlan community;
interface {
ge-0/0/13.0;
ge-0/0/14.0;
}
forwarding-options {
dhcp-security {
arp-inspection;
ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;
dhcpv6-options option-16;

}
vlan-hr {
vlan-id 200;
private-vlan community;
interface {
ge-0/0/11.0;
ge-0/0/12.0;
}
forwarding-options {
dhcp-security {
arp-inspection;
ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;
dhcpv6-options option-16;

3

vlan-iso {



vlan-id 400;
private-vlan isolated;
interface {
ge-0/0/15.0;
ge-0/0/16.0;
}
forwarding-options {
dhcp-security {
arp-inspection;
ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;
dhcpv6-options option-16;

}
vlan-pri {
vlan-id 100;
community-vlan vlan-finance;
community-vlan vlan-hr;
isolated-vlan vlan-iso;
interface {
ge-0/0/0.0;
ge-1/0/0.0;
}
forwarding-options {
dhcp-security {
arp-inspection;
ip-source-guard;
neighbor-discovery-inspection;
ipv6-source-guard;
option-82;
dhcpv6-options light-weight-dhcpv6-relay;
dhcpv6-options option-16;



Verification

IN THIS SECTION

Verify That Access Security Features Are Working as Expected | 469

Verify That Access Security Features Are Working as Expected

Purpose

Verify that the access port security features that you configured on your PVLAN are working as
expected.

Action

Use the show dhcp-security and the clear dhep-security CLI commands to verify that the features are
working as expected. See details about those commands in Security Services Administration Guide.

Creating a Private VLAN on a Single Switch with ELS Support (CLI
Procedure)

@ NOTE: This task uses Junos OS for switches with support for the Enhanced Layer 2
Software (ELS) configuration style. If your EX Series switch runs software that does not
support ELS, see "Creating a Private VLAN on a Single EX Series Switch (CLI Procedure)"
on page 474. For ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15.

@ NOTE: Private VLANSs are not supported on QFX5100 switches and QFX10002 switches
running Junos OS Release 15.1X53.

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic or
limit the communication between known hosts. Private VLANs (PVLANSs) enable you to split a broadcast
domain (primary VLAN) into multiple isolated broadcast subdomains (secondary VLANS), essentially
putting a VLAN inside a VLAN. This procedure describes how to create a PVLAN on a single switch.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/system-basics/security-services.html

@ NOTE: You must specify a VLAN ID for each secondary VLAN even if the PVLAN is
configured on a single switch.

You do not need to preconfigure the primary VLAN. This topic shows the primary VLAN being
configured as part of this PVLAN configuration procedure.

For a list of guidelines on configuring PVLANSs, see "Understanding Private VLANs" on page 417.
To configure a private VLAN on a single switch:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id vlan-id-number

2. Configure at least one interface within the primary VLAN so that it communicates with all the
subdomains of the PVLAN. This interface functions as a promiscuous port. It can be either a trunk
port or an access port.

[edit interfaces]
user@switch# set interface-name unit @ family ethernet-switching
user@switch# set interface-name unit 0 family ethernet-switching vlan members primary-vlan-

name

3. Configure another promiscuous interface of the primary VLAN as a trunk port to connect the PVLAN
to the external router or switch:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching interface-mode trunk
user@switch# set interface-name unit 0 family ethernet-switching vlan members primary-vlan-

name

4. Create an isolated VLAN by selecting the isolated option for private-vlan, and setting a VLAN ID for
the isolated VLAN:

[edit vlans]
user@switch# set isolated-vlan-name private-vlan isolated vlan-id isolated-vlan-id



@ NOTE: You can create only one isolated VLAN within a private VLAN. Setting the VLAN
name for the isolated VLAN is optional. Configuring the VLAN ID is required.

5. Create a community VLAN by selecting the community option for private-vlan, and setting a VLAN ID for
this community VLAN:

[edit vlans]

user@switch# set community-vlan-name private-vlan community vlan-id community-vlan-id

@ NOTE: To create additional community VLANS, repeat this step and specify a different
name for the community VLAN. Setting the VLAN name for the community VLAN is
optional. Configuring the VLAN ID is required.

6. Associate the isolated VLAN with the primary VLAN:

[edit vlans]

user@switch# set primary-vlan-name vlan-id primary-vlan-id isolated-vlan isolated-vilan-name
7. Associate each community VLAN with the primary VLAN:

[edit vlans]

user@switch# set primary-vlan-name vlan-id primary-vlan-id community-vlan community-vlan-name
8. If you have not already done so, configure at least one interface of the isolated VLAN.

[edit interfaces]

user@switch# set interface-name unit logical-unit-number family ethernet-switching interface-

mode access vlan members isolated-vlan-name
9. If you have not already done so, configure at least one interface of the community VLAN.
[edit interfaces]

user@switch# set interface-name unit logical-unit-number family ethernet-switching interface-
mode access vlan members community-vlan-name



@ NOTE: Repeat the same step on other community VLANSs that you want to include in
the PVLAN.

Creating a Private VLAN on a Single QFX Switch without ELS Support

@ NOTE: If your switch runs software that supports ELS, see "Creating a Private VLAN on a
Single Switch with ELS Support (CLI Procedure)" on page 483.

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
to even limit the communication between known hosts. The private VLAN (PVLAN) feature allows you
to split a broadcast domain into multiple isolated broadcast subdomains, essentially putting a secondary
VLAN inside a primary VLAN. This topic describes how to configure a PVLAN on a single switch.

Before you begin, configure names for all secondary VLANSs that will be part of the primary VLAN. (You
do not need to preconfigure the primary VLAN—it is configured as part of this procedure.) You do not
need to create VLAN IDs (tags) for the secondary VLANSs. It does not impair functioning if you tag the
secondary VLANS, but tags are not used when secondary VLANSs are configured on a single switch.

Keep these rules in mind when configuring a PVLAN:

e The primary VLAN must be a tagged VLAN.

e If you are going to configure a community VLAN, you must first configure the primary VLAN and the
PVLAN trunk port. You must also configure the primary VLAN to be private using the pvian
statement.

e If you are going to configure an isolated VLAN, you must first configure the primary VLAN and the
PVLAN trunk port.

If you complete your configuration steps in the order shown, you will not violate these PVLAN rules. To
configure a private VLAN on a single switch:

1. Set the name and VLAN ID (802.1Q tag) for the primary VLAN:

[edit vlans]

user@switch# set primary-vlan-name vlan-id vlan-id-number



2. Configure the VLAN to be private:
[edit vlans]
user@switch# set primary-vlan-name pvlan
3. Configure the trunk interfaces for the primary VLAN:
[edit interfaces]
user@switch# set interface-name unit @ family ethernet-switching port-mode trunk

user@switch# set interface-name unit 0 family ethernet-switching vlan members primary-vlan-
name

4. Add the trunk interfaces to the primary VLAN:
[edit vlans]
user@switch# set primary-vlan-name interface interface-name
5. Configure the access interfaces for the community (secondary) VLANS:
[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode access
6. Add the access interfaces to the community VLANSs:
[edit vlans]
user@switch# set community-vlan-name interface interface-name
7. For each community VLAN, set the primary VLAN:
[edit vlans]
user@switch# set community-vlan-name primary-vlan primary-vlan-name
8. Configure isolated ports:

[edit vlans]
user@switch# set primary-vlan-name interface interface-name isolated



Creating a Private VLAN on a Single EX Series Switch without ELS
Support (CLI Procedure)

@ NOTE: If your switch runs software that supports ELS, see "Creating a Private VLAN on a
Single Switch with ELS Support (CLI Procedure)" on page 483.

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
to even limit the communication between known hosts. The private VLAN (PVLAN) feature on EX Series
switches enables you to split a broadcast domain, also known as a primary VLAN, into multiple isolated
broadcast subdomains, also known as secondary VLANSs. Splitting the primary VLAN into secondary
VLANSs essentially nests a VLAN inside another VLAN. This topic describes how to configure a PVLAN
on a single switch.

Before you begin, configure names for all secondary VLANSs that will be part of the primary VLAN.
(Unlike the secondary VLANSs, you do not need to preconfigure the primary VLAN—this procedure
provides the complete configuration of the primary VLAN.) Although tags are not needed when a
secondary VLAN is configured on a single switch, configuring a secondary VLAN as tagged does not
adversely affect its functionality. For instructions on configuring the secondary VLANSs, see Configuring
VLANSs for EX Series Switches.

Keep these rules in mind when configuring a PVLAN on a single switch:
e The primary VLAN must be a tagged VLAN.

e Configuring a VolP VLAN on PVLAN interfaces is not supported.

To configure a private VLAN on a single switch:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]

user@switch# set primary-vlan-name vlan-id vlan-id-number

2. Set the interfaces and port modes:

[edit interfaces]

user@switch# set interface-name unit 0 family ethernet-switching port-mode mode

user@switch# set interface-name unit @ family ethernet-switching vlan members (all | vlan-id
| vlan-number)



3. Configure the access ports in the primary VLAN to not forward packets to one another:

[edit vlans]
user@switch# set vlan-id vlan-id-number no-local-switching

4. For each community VLAN, configure access interfaces:

[edit vlans]
user@switch# set community-vlan-name interface-mac-limit interface-name

5. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set community-vlan-name primary-vlan primary-vlan-name

Isolated VLANSs are not configured as part of this process. Instead, they are created internally if no-local-
switching is enabled on the primary VLAN and the isolated VLAN has access interfaces as members.

To optionally enable routing between isolated and community VLANSs by using a routed VLAN interface
(RVI) instead of a promiscuous port connected to a router, see "Configuring a Routed VLAN Interface in
a Private VLAN on an EX Series Switch" on page 745.

@ NOTE: Only an EX8200 switch or EX8200 Virtual Chassis support the use of an RVI to
route Layer 3 traffic between isolated and community VLANs in a PVLAN domain.

Creating a Private VLAN Spanning Multiple QFX Series Switches without
ELS Support

@ NOTE: If your switch runs software that supports ELS, see "Creating a Private VLAN
Spanning Multiple EX Series Switches with ELS Support (CLI Procedure)" on page 477.

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
to even limit the communication between known hosts. The private VLAN (PVLAN) feature allows you
to split a broadcast domain into multiple isolated broadcast subdomains, essentially putting a secondary
VLAN inside a primary VLAN. This topic describes how to configure a PVLAN to span multiple switches.



Before you begin, configure names for all secondary VLANSs that will be part of the primary VLAN. (You
do not need to preconfigure the primary VLAN—it is configured as part of this procedure.) You do not
need to create VLAN IDs (tags) for the secondary VLANS. It does not impair functioning if you tag the
secondary VLANS, but tags are not used when secondary VLANSs are configured on a single switch.

The following rules apply to creating PVLANS:

e The primary VLAN must be a tagged VLAN.

e If you are going to configure a community VLAN, you must first configure the primary VLAN and the
PVLAN trunk port. You must also configure the primary VLAN to be private using the pvian
statement.

e If you are going to configure an isolated VLAN, you must first configure the primary VLAN and the
PVLAN trunk port.

If you complete your configuration steps in the order shown, you will not violate these PVLAN rules. To
configure a private VLAN to span multiple switches:

1. Set the name and VLAN ID (802.1Q tag) for the primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id vlan-id-number

2. Configure the VLAN to be private:

[edit vlans]
user@switch# set primary-vlan-name pvlan

3. Configure the trunk interfaces for the primary VLAN:

[edit interfaces]

user@switch# set interface-name unit 0 family ethernet-switching port-mode trunk
user@switch# set interface-name unit 0 family ethernet-switching vlan members primary-vlan-
name

4. Add the trunk interfaces to the primary VLAN:

[edit vlans]

user@switch# set primary-vlan-name interface interface-name



5. Configure the access interfaces for the community (secondary) VLANS:
[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode access
6. Add the access interfaces to the community VLANSs:
[edit vlans]
user@switch# set community-vlan-name interface interface-name
7. For each community VLAN, set the primary VLAN:
[edit vlans]
user@switch# set community-vlan-name primary-vlan primary-vlan-name
8. Configure an isolated VLAN ID to create an interswitch isolated domain that spans the switches:
[edit vlans]
user@switch# set primary-vlan-name isolation-vlan-id number
9. Configure isolated ports:

[edit vlans]
user@switch# set primary-vlan-name interface interface-name isolated

Creating a Private VLAN Spanning Multiple EX Series Switches with ELS
Support (CLI Procedure)

@ NOTE: This task uses Junos OS for EX Series switches with support for the Enhanced
Layer 2 Software (ELS) configuration style If your switch runs software that does not
support ELS, see "Creating a Private VLAN Spanning Multiple EX Series Switches (CLI
Procedure)" on page 480. For ELS details, see "Using the Enhanced Layer 2 Software CLI"
on page 15.



@ NOTE: Private VLANSs are not supported on QFX5100 switches and QFX10002 switches
running Junos OS Release 15.1X53.

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic or
limit the communication between known hosts. Private VLANs (PVLANSs) enable you to split a broadcast
domain (primary VLAN) into multiple isolated broadcast subdomains (secondary VLANS), essentially
putting a VLAN inside a VLAN. This procedure describes how to configure a PVLAN to span multiple
switches.

For a list of guidelines on configuring PVLANSs, see "Understanding Private VLANs" on page 417.

To configure a PVLAN to span multiple switches, perform the following procedure on all the switches
that will participate in the PVLAN::

1. Create the primary VLAN by setting the unique VLAN name and specify an 802.1Q tag for the
VLAN:

[edit vlans]
user@switch# set primary-vlan-name vlan-id number

2. On the switch that will connect to a router, configure a promiscuous interface as a trunk port to
connect the PVLAN to the router:

[edit interfaces]
user@switch# set interface-name unit @ family ethernet-switching interface-mode trunk
user@switch# set interface-name unit 0 family ethernet-switching vlan members primary-vlan-

name

3. On all the switches, configure a trunk interface as the Inter-Switch Link (ISL) that will be used to
connect the switches to each other:

[edit interfaces]

user@switch# set interface-name unit 0 family ethernet-switching interface-mode trunk inter-
switch-link

user@switch# set interface-name unit @ family ethernet-switching vlan members name-of-primary-

vlan



4. Create an isolated VLAN within the primary VLAN by selecting the isolated option for private-vlan,
and setting a VLAN ID for the isolated VLAN:

[edit vlans]
user@switch# set isolated-vlan-name private-vlan isolated vlan-id isolated-vlan-id

@ NOTE: You can create only one isolated VLAN within a private VLAN. The isolated
VLAN can contain member interfaces from the multiple switches that compose the
PVLAN.

Setting the VLAN name for the isolated VLAN is optional. Configuring the VLAN ID is
required.

5. Create a community VLAN within the primary VLAN by selecting the community option for private-vlan,
and setting a VLAN ID for this community VLAN:

[edit vlans]

user@switch# set community-vlan-name private-vlan community vlan-id community-vlan-id

@ NOTE: To create additional community VLANS, repeat this step and specify a different
name for the community VLAN. Setting the VLAN name for the community VLAN is
optional. Configuring the VLAN ID is required.

6. Associate the isolated VLAN with the primary VLAN:

[edit vlans primary-vlan-name vlan-id primary-vlan-id]
user@switch# set isolated-vlan isolated-vlan-name
7. Associate each community VLAN with the primary VLAN:

[edit vlans primary-vlan-name vlan-id primary-vlan-id]

user@switch# set community-vlan community-vlan-name



8. If you have not already done so, configure at least one access interface to be a member of the
isolated VLAN.

[edit interface]
user@switch# set interface-name unit logical-unit-number family ethernet-switching interface-

mode access vlan members isolated-vlan-name

9. If you have not already done so, configure at least one access interface to be a member of the
community VLAN.

[edit interface]
user@switch# set interface-name unit logical-unit-number family ethernet-switching interface-

mode access vlan members community-vlan-name

@ NOTE: Repeat this step for the other community VLANSs that you are including in the
PVLAN.

Creating a Private VLAN Spanning Multiple EX Series Switches without
ELS Support(CLI Procedure)

@ NOTE: If your switch runs software that supports ELS, see "Creating a Private VLAN
Spanning Multiple EX Series Switches with ELS Support (CLI Procedure)" on page 477.

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
to even limit the communication between known hosts. The private VLAN (PVLAN) feature on EX Series
switches enables an administrator to split a broadcast domain, also known as a primary VLAN, into
multiple isolated broadcast subdomains, also known as secondary VLANSs. Splitting the primary VLAN
into secondary VLANSs essentially nests a VLAN inside another VLAN. This topic describes how to
configure a PVLAN to span multiple switches.

Before you begin, configure names for all secondary VLANSs that will be part of the primary VLAN.
(Unlike the secondary VLANSs, you do not need to preconfigure the primary VLAN—this procedure
provides the complete configuration of the primary VLAN.) For instructions on configuring the
secondary VLANSs, see Configuring VLANs for EX Series Switches.

The following rules apply to creating PVLANS:



The primary VLAN must be a tagged VLAN.

You must configure the primary VLAN and the PVLAN trunk port before configuring the secondary
VLANS.

Configuring a VolP VLAN on PVLAN interfaces is not supported.

If the Multiple VLAN Registration Protocol (MVRP) is configured on the PVLAN trunk port, the
configuration of secondary VLANs and the PVLAN trunk port must be committed with the same
commit operation.

To configure a private VLAN to span multiple switches:

1. Configure a name and an 802.1Q tag for the primary VLAN.:.
[edit vlans]
user@switch# set primary-vlan-name vlan-id number
2. Set the primary VLAN to have no local switching:
[edit vlans]
user@switch# set primary-vlan-name no-local-switching
3. Set the PVLAN trunk interface that will connect the primary VLAN to the neighboring switch:
[edit vlans]
user@switch# set primary-vlan-name interface interface-name pvlan-trunk
4. Configure a name and 802.1Q tag for a community VLAN that spans the switches:
[edit vlans]
user@switch# set community-vlan-name vlan-id number
5. Add access interfaces to the community VLAN:

[edit vlans]
user@switch# set community-vlan-name interface interface-name



6. Specify the primary VLAN of the specified community VLAN:

[edit vlans]
user@switch# set community-vlan-name primary-vlan primary-vlan-name

7. Add the isolated interface to the specified primary VLAN:

[edit vlans]
user@switch# set primary-vlan-name interface interface-name

@ NOTE: To configure an isolated interface, include it as one of the members of the
primary VLAN, but do not configure it as belonging to one of the community VLANS.

8. Set the 802.1Q tag of the interswitch isolated VLAN:

[edit vlans]
user@switch# set primary-vlan-name isolation-id number

802.1Q tags are required for interswitch isolated VLANs because IEEE 802.1Q uses an internal
tagging mechanism by which a trunking device inserts a 4-byte VLAN frame identification tab into
the packet header.

To optionally enable routing between isolated and community VLANSs by using a routed VLAN interface
(RVI) instead of a promiscuous port connected to a router, see "Configuring a Routed VLAN Interface in
a Private VLAN on an EX Series Switch" on page 745.

@ NOTE: Only an EX8200 switch or EX8200 Virtual Chassis support the use of an RVI to
route Layer 3 traffic between isolated and community VLANs in a PVLAN domain.



Example: Configuring a Private VLAN on a Single Switch with ELS
Support
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@ NOTE: This example uses Junos OS for switches with support for the Enhanced Layer 2
Software (ELS) configuration style. If your EX switch runs software that does not support
ELS, see "Example: Configuring a Private VLAN on a Single EX Series Switch" on page
496. For ELS details, see "Using the Enhanced Layer 2 Software CLI" on page 15.

@ NOTE: Private VLANSs are not supported on QFX5100 switches and QFX10002 switches
running Junos OS Release 15.1X53.

For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic or
limit the communication between known hosts. Private VLANs (PVLANSs) enable you to split a broadcast
domain (primary VLAN) into multiple isolated broadcast subdomains (secondary VLANS), essentially
putting a VLAN inside a VLAN.

This example describes how to create a PVLAN on a single switch:

Requirements

This example uses the following hardware and software components:
e One Junos OS switch

e Junos OS Release 14.1X53-D10 or later for EX Series switches

Junos OS Release 14.1X53-D15 or later for QFX Series switches



Overview and Topology

You can isolate groups of subscribers for improved security and efficiency. This configuration example
uses a simple topology to illustrate how to create a PVLAN with one primary VLAN and three secondary
VLANSs (one isolated VLAN, and two community VLANS).

Table 71 on page 484 lists the interfaces of the topology used in the example.

Table 71: Interfaces of the Topology for Configuring a PVLAN

Interface Description

ge-0/0/0 Promiscuous member ports

ge-1/0/0

ge-0/0/11, ge-0/0/12 HR community VLAN member ports
ge-0/0/13, ge-0/0/14 Finance community VLAN member ports
ge-0/0/15, ge-0/0/16 Isolated member ports

Table 72 on page 484 lists the VLAN IDs of the topology used in the example.

Table 72: VLAN IDs in the Topology for Configuring a PVLAN

VLAN ID Description

100 Primary VLAN

200 HR community VLAN

300 Finance community VLAN
400 Isolated VLAN

Figure 23 on page 485 shows the topology for this example.



Figure 23: Topology of a Private VLAN on a Single EX Series Switch

ge-0/0/1

HR

e

ge-0/0/12
/

Community

Configuration

IN THIS SECTION

®  CLI Quick Configuration | 486

®  Procedure | 486

You can use an existing VLAN as the basis for your private PVLAN and create subdomains within it. This
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To configure a PVLAN, perform these tasks:
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CLI Quick Configuration

To quickly create and configure a PVLAN, copy the following commands and paste them into the switch
terminal window:

[edit]

set vlans vlan-pri vlan-id 100

set vlans vlan-iso private-vlan isolated vlan-id 400

set vlans vlan-hr private-vlan community vlan-id 200

set vlans vlan-finance private-vlan community vlan-id 300

set vlans vlan-pri vlan-id 100 isolated-vlan vlan-iso community-vlan vlan-hr community-vlan vlan-
finance

set interface ge-0/0/11 unit 0 family ethernet-switching interface-mode access vlan members vlan-
hr

set interface ge-0/0/12 unit @ family ethernet-switching interface-mode trunk vlan members vlan-
hr

set interface ge-0/0/13 unit 0 family ethernet-switching interface-mode access vlan members vlan-
finance

set interface ge-0/0/14 unit @ family ethernet-switching interface-mode trunk vlan members vlan-
finance

set interface ge-0/0/15 unit 0 family ethernet-switching interface-mode access vlan members vlan-
iso

set interface ge-0/0/16 unit 0 family ethernet-switching interface-mode access vlan members vlan-
iso

set interface ge-0/0/0 unit @ family ethernet-switching interface-mode trunk vlan members vlan-
pri

set interface ge-1/0/0 unit @ family ethernet-switching interface-mode trunk vlan members vlan-

pri

Procedure

Step-by-Step Procedure

To configure the PVLAN:

1. Create the primary VLAN (in this example, the name is vlan-pri) of the private VLAN:

[edit vlans]
user@switch# set vlan-pri vlan-id 100



2. Create an isolated VLAN and assign it a VLAN ID:

[edit vlans]
user@switch# set vlan-iso private-vlan isolated vlan-id 400

3. Create the HR community VLAN and assign it a VLAN ID:

[edit vlans]
user@switch# set vlan-hr private-vlan community vlan-id 200

4. Create the finance community VLAN and assign it a VLAN ID:

[edit vlans]
user@switch# set vlan-finance private-vlan community vlan-id 300

5. Associate the secondary VLANSs with the primary VLAN:

[edit vlans]
user@switch# set vlan-pri vlan-id 100 isolated-vlan vlan-iso community-vlan vlan-hr community-

vlan vlan-finance

6. Set the interfaces to the appropriate interface modes:

[edit interfaces]

user@switch# set ge-0/0/11 unit @ family ethernet-switching interface-mode access vlan
members vlan-hr

user@switch# set ge-0/0/12 unit @ family ethernet-switching interface-mode access vlan
members vlan-hr

user@switch# set ge-0/0/13 unit @ family ethernet-switching interface-mode access vlan
members vlan-finance

user@switch# set ge-0/0/14 unit @ family ethernet-switching interface-mode trunk vlan members
vlan-finance

user@switch# set ge-0/0/15 unit @ family ethernet-switching interface-mode access vlan
members vlan-iso

user@switch# set ge-0/0/16 unit @ family ethernet-switching interface-mode trunk vlan members

vlan-iso



7. Configure a promiscuous trunk interface of the primary VLAN. This interface is used by the primary
VLAN to communicate with the secondary VLANSs.

user@switch# set ge-0/0/0 unit @ family ethernet-switching interface-mode trunk vlan members
vlan-pri

8. Configure another trunk interface (it is also a promiscuous interface) of the primary VLAN,
connecting the PVLAN to the router.

user@switch# set ge-1/0/0 unit @ family ethernet-switching interface-mode trunk vlan members
vlan-pri

Example: Configuring a Private VLAN on a Single QFX Series Switch
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For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
even to limit the communication between known hosts. The private VLAN (PVLAN) feature allows an
administrator to split a broadcast domain into multiple isolated broadcast subdomains, essentially
putting a VLAN inside a VLAN.

This example describes how to create a PVLAN on a single switch:

Requirements
This example uses the following hardware and software components:

e One QFX3500 device

e Junos OS Release 12.1 or later for the QFX Series



Before you begin configuring a PVLAN, make sure you have created and configured the necessary
VLANSs. See "Configuring VLANs on QFX Series Switches without Enhanced Layer 2 Support" on page
149.

Overview and Topology

In a large office with multiple buildings and VLANSs, you might need to isolate some workgroups or other
endpoints for security reasons or to partition the broadcast domain. This configuration example shows a
simple topology to illustrate how to create a PVLAN with one primary VLAN and two community
VLANSs, one for HR and one for finance, as well as two isolated ports—one for the mail server and the
other for the backup server.

Table 73 on page 489 lists the settings for the sample topology.

Table 73: Components of the Topology for Configuring a PVLAN

Interface Description

ge-0/0/0.0 Primary VLAN (pv1an100) trunk interface
ge-0/0/11.0 User 1, HR Community (hr-comm)
ge-0/0/12.0 User 2, HR Community (hr-comm)
ge-0/0/13.0 User 3, Finance Community (finance-comm)
ge-0/0/14.0 User 4, Finance Community (finance-comm)
ge-0/0/15.0 Mail server, Isolated (isolated)
ge-0/0/16.0 Backup server, Isolated (isolated)

ge-1/0/0.9 Primary VLAN (pv1an100) trunk interface



Configuration
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CLI Quick Configuration

To quickly create and configure a PVLAN, copy the following commands and paste them into the switch
terminal window:

[edit]

set vlans pvlan100 vlan-id 100

set interfaces ge-0/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlan members pvlan
set interfaces ge-1/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-1/0/0 unit 0 family ethernet-switching vlan members pvlan
set interfaces ge-0/0/11 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/12 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/13 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/14 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/15 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/16 unit @ family ethernet-switching port-mode access
set vlans pvlan100 pvlan

set vlans pvlan100 interface ge-0/0/0.0

set vlans pvlan100 interface ge-1/0/0.0

set vlans hr-comm interface ge-0/0/11.0

set vlans hr-comm interface ge-0/0/12.0

set vlans finance-comm interface ge-0/0/13.0

set vlans finance-comm interface ge-0/0/14.0

set vlans hr-comm primary-vlan pvlan100

set vlans finance-comm primary-vlan pvlan100

set pvlan100 interface ge-0/0/15.0 isolated

set pvlan100 interface ge-0/0/16.0 isolated



Procedure

Step-by-Step Procedure

To configure the PVLAN:

1. Set the VLAN ID for the primary VLAN:

[edit vlans]

user@switch# set pvlan vlan-id 100

2. Set the interfaces and port modes:

[edit interfaces]

user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#

user@switch#

set
set
set
set
set
set
set
set
set
set

ge-0/0/0 unit 0 family ethernet-switching port-mode trunk

ge-0/0/0 unit @ family ethernet-switching vlan members pvlan

ge-1/0/0 unit 0 family ethernet-switching port-mode trunk

ge-1/0/0 unit @ family ethernet-switching vlan members pvlan

ge-0/0/11
ge-0/0/12
ge-0/0/13
ge-0/0/14
ge-0/0/15
ge-0/0/16

unit 0 family
unit @ family
unit 0 family
unit @ family
unit 0 family
unit @ family

ethernet-switching port-mode
ethernet-switching port-mode
ethernet-switching port-mode
ethernet-switching port-mode
ethernet-switching port-mode
ethernet-switching port-mode

3. Set the primary VLAN to have no local switching:

@ NOTE: The primary VLAN must be a tagged VLAN.

[edit vlans]

user@switch# set pvlan100 pvlan

4. Add the trunk interfaces to the primary VLAN:

[edit vlans]

user@switch# set pvlan100 interface ge-0/0/0.0

user@switch# set pvlan100 interface ge-1/0/0.0

access
access
access
access
access
access



5. For each secondary VLAN, configure access interfaces:

@ NOTE: We recommend that the secondary VLANs be untagged VLANSs. It does not
impair functioning if you tag the secondary VLANS. However, the tags are not used
when a secondary VLAN is configured on a single switch.

[edit vlans]
user@switch# set hr-comm interface ge-0/0/11.0
user@switch# set hr-comm interface ge-0/0/12.0
user@switch# set finance-comm interface ge-0/0/13.0
user@switch# set finance-comm interface ge-0/0/14.0

6. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set hr-comm primary-vlan pvlan100
user@switch# set finance-comm primary-vlan pvlan100

7. Configure the isolated interfaces in the primary VLAN:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/15.0 isolated
user@switch# set pvlan100 interface ge-0/0/16.0 isolated

Results

Check the results of the configuration:

[edit]
user@switch# show
interfaces {
ge-0/0/0 {
unit @ {
family ethernet-switching {
port-mode trunk;
vlan {
members pvlan100;



}
}
}
ge-1/0/0 {
unit 0 {
family ethernet-switching;
}
}
ge-0/0/11 {
unit @ {
family ethernet-switching {
port-mode access;
}
}
}
ge-0/0/12 {
unit 0 {
family ethernet-switching {
port-mode access;
}
}
}
ge-0/0/13 {
unit @ {
family ethernet-switching {
port-mode access;
}
}
}
ge-0/0/14 {
unit 0 {
family ethernet-switching {
port-mode access;
}
}
}
vlans {

finance-comm {

interface {
ge-0/0/13.0;
ge-0/0/14.0;



primary-vlan pvlan100;

}
hr-comm {
interface {
ge-0/0/11.0;
ge-0/0/12.0;
}
primary-vlan pvlan100;
}
pvlan100 {
vlan-id 100;
interface {
ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0;
ge-1/0/0.0;
}
pvlan;
}
}
Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying That the Private VLAN and Secondary VLANs Were Created

Purpose

Verify that the primary VLAN and secondary VLANs were properly created on the switch.



Action

Use the show vlans command:

user@switch> show vlans pvlan100 extensive
VLAN: pvlan100, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 100, Internal index: 18, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = @), Untagged 6 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/11.0, untagged, access
ge-0/0/12.0, untagged, access
ge-0/0/13.0, untagged, access
ge-0/0/14.0, untagged, access
ge-0/0/15.0, untagged, access
ge-0/0/16.0, untagged, access
ge-1/0/0.0, tagged, trunk
Secondary VLANs: Isolated 2, Community 2
Isolated VLANs :
__pvlan_pvlan_ge-0/0/15.0__
__pvlan_pvlan_ge-0/0/16.0__
Community VLANs :
finance-comm
hr-comm
user@switch> show vlans hr-comm extensive
VLAN: hr-comm, Created at: Tue Sep 16 17:59:47 2008
Internal index: 22, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged 2 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/11.0, untagged, access
ge-0/0/12.0, untagged, access
ge-1/0/0.0, tagged, trunk
user@switch> show vlans finance-comm extensive
VLAN: finance-comm, Created at: Tue Sep 16 17:59:47 2008
Internal index: 21, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged 2 (Active = 0)
ge-0/0/0.0, tagged, trunk



ge-0/0/13.0, untagged, access
ge-0/0/14.0, untagged, access
ge-1/0/0.0, tagged, trunk
user@switch> show vlans __pvlan_pvlan_ge-0/0/15.0__ extensive
VLAN: __pvlan_pvlan_ge-0/0/15.0__, Created at: Tue Sep 16 17:59:47 2008
Internal index: 19, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged 1 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/15.0, untagged, access
ge-1/0/0.0, tagged, trunk
user@switch> show vlans __pvlan_pvlan_ge-0/0/16.0__ extensive
VLAN: __pvlan_pvlan_ge-0/0/16.0__, Created at: Tue Sep 16 17:59:47 2008
Internal index: 20, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = @), Untagged 1 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/16.0, untagged, access
ge-1/0/0.0, tagged, trunk

Meaning

The output shows that the primary VLAN was created and identifies the interfaces and secondary
VLANSs associated with it.

Example: Configuring a Private VLAN on a Single EX Series Switch
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For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
to even limit the communication between known hosts. The private VLAN (PVLAN) feature on EX Series
switches allows an administrator to split a broadcast domain into multiple isolated broadcast
subdomains, essentially putting a VLAN inside a VLAN.

This example describes how to create a PVLAN on a single EX Series switch:
@ NOTE: Configuring a voice over IP (VolP) VLAN on PVLAN interfaces is not supported.

Requirements

This example uses the following hardware and software components:
e One EX Series switch

e Junos OS Release 9.3 or later for EX Series switches

Before you begin configuring a PVLAN, make sure you have created and configured the necessary
VLANSs. See Configuring VLANSs for EX Series Switches.

Overview and Topology

In a large office with multiple buildings and VLANSs, you might need to isolate some workgroups or other
endpoints for security reasons or to partition the broadcast domain. This configuration example shows a
simple topology to illustrate how to create a PVLAN with one primary VLAN and two community
VLANSs, one for HR and one for finance, as well as two isolated ports—one for the mail server and the
other for the backup server.

Table 74 on page 497 lists the settings for the example topology.

Table 74: Components of the Topology for Configuring a PVLAN

Interface Description

ge-0/0/0.0 Primary VLAN (vlan1) trunk interface
ge-0/0/11.0 User 1, HR Community (hr-comm)
ge-0/0/12.0 User 2, HR Community (hr-comm)

ge-0/0/13.0 User 3, Finance Community (finance-comm)



Table 74: Components of the Topology for Configuring a PVLAN (Continued))

Interface

ge-0/0/14.0

ge-0/0/15.0

ge-0/0/16.0

ge-1/0/0.0

Description

User 4, Finance Community (finance-comm)

Mail server, Isolated (isolated)

Backup server, Isolated (isolated)

Primary VLAN ( pvlan) trunk interface

Figure 24 on page 499 shows the topology for this example.



Figure 24: Topology of a Private VLAN on a Single EX Series Switch
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To configure a PVLAN, perform these tasks:
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CLI Quick Configuration

To quickly create and configure a PVLAN, copy the following commands and paste them into the switch
terminal window:

[edit]

set vlans vlanl vlan-id 1000

set interfaces ge-0/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlan members vlani
set interfaces ge-1/0/0 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-1/0/0 unit 0 family ethernet-switching vlan members vlani
set interfaces ge-0/0/11 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/12 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/13 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/14 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/15 unit @ family ethernet-switching port-mode access
set interfaces ge-0/0/16 unit 0 family ethernet-switching port-mode access
set vlans vlanl no-local-switching

set vlans vlanl interface ge-0/0/0.0

set vlans vlan1 interface ge-1/0/0.0

set vlans hr-comm vlan-id 400

set vlans hr-comm interface ge-0/0/11.0

set vlans hr-comm interface ge-0/0/12.0

set vlans finance-comm vlan-id 300

set vlans finance-comm interface ge-0/0/13.0

set vlans finance-comm interface ge-0/0/14.0

set vlans hr-comm primary-vlan vlani

set vlans finance-comm primary-vlan vlani

set vlans vlanl interface ge-0/0/15.0

set vlans vlan1 interface ge-0/0/16.0

Procedure

Step-by-Step Procedure

To configure the PVLAN:



1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set vlan1 vlan-id 1000

2. Set the interfaces and port modes:

[edit interfaces]

user@switch# set ge-0/0/0 unit @ family ethernet-switching port-mode trunk
user@switch# set ge-0/0/0 unit @ family ethernet-switching vlan members pvlan
user@switch# set ge-1/0/0 unit @ family ethernet-switching port-mode trunk
user@switch# set ge-1/0/0 unit @ family ethernet-switching vlan members vlani
user@switch# set ge-0/0/11 unit @ family ethernet-switching port-mode access
user@switch# set ge-0/0/12 unit @ family ethernet-switching port-mode access
user@switch# set ge-0/0/13 unit @ family ethernet-switching port-mode access
user@switch# set ge-0/0/14 unit @ family ethernet-switching port-mode access
user@switch# set ge-0/0/15 unit @ family ethernet-switching port-mode access
user@switch# set ge-0/0/16 unit @ family ethernet-switching port-mode access

3. Set the primary VLAN to have no local switching:

@ NOTE: The primary VLAN must be a tagged VLAN.

[edit vlans]

user@switch# set vlanl no-local-switching

4. Add the trunk interfaces to the primary VLAN:

[edit vlans]
user@switch# set vlanl interface ge-0/0/0.0
user@switch# set vlanl interface ge-1/0/0.0

5. For each secondary VLAN, configure the VLAN IDs and the access interfaces:



@ NOTE: We recommend that the secondary VLANs be untagged VLANSs. It does not
impair functioning if you tag the secondary VLANS. However, the tags are not used
when a secondary VLAN is configured on a single switch.

[edit vlans]
user@switch# set hr-comm vlan-id 400
user@switch# set hr-comm interface ge-0/0/11.0
user@switch# set hr-comm interface ge-0/0/12.0
user@switch# set finance-comm vlan-id 300
user@switch# set finance-comm interface ge-0/0/13.0
user@switch# set finance-comm interface ge-0/0/14.0

6. For each community VLAN, set the primary VLAN:

[edit vlans]
user@switch# set hr-comm primary-vlan vlani
user@switch# set finance-comm primary-vlan vlani

7. Add each isolated interface to the primary VLAN:

[edit vlans]
user@switch# set vlanl interface ge-0/0/15.0
user@switch# set vlanl interface ge-0/0/16.0

Results

Check the results of the configuration:

[edit]

user@switch# show

interfaces {

ge-0/0/0 {
unit @ {
family ethernet-switching {

port-mode trunk;
vlan {

members vlani;



}
}
}
ge-1/0/0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members vlani;
}
}
}
}
ge-0/0/11 {
unit 0 {
family ethernet-switching {
port-mode access;
}
}
}
ge-0/0/12 {
unit 0 {
family ethernet-switching {
port-mode access;
}
}
}
ge-0/0/13 {
unit 0 {
family ethernet-switching {
port-mode access;
}
}
}
ge-0/0/14 {
unit @ {
family ethernet-switching {
port-mode access;
}
}
}

vlans {



finance-comm {
vlan-id 300;
interface {
ge-0/0/13.0;
ge-0/0/14.0;
}
primary-vlan vlant;
}
hr-comm {
vlan-id 400;
interface {
ge-0/0/11.0;
ge-0/0/12.0;
}
primary-vlan vlant;
}
vlanl {
vlan-id 1000;
interface {
ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0;
ge-1/0/0.0;
}

no-local-switching;

Verification
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To confirm that the configuration is working properly, perform these tasks:



Verifying That the Private VLAN and Secondary VLANs Were Created

Purpose

Verify that the primary VLAN and secondary VLANs were properly created on the switch.

Action

Use the show vlans command:

user@switch> show vlans vlanl extensive
VLAN: vlan1, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 1000, Internal index: 18, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = @), Untagged 6 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/11.0, untagged, access
ge-0/0/12.0, untagged, access
ge-0/0/13.0, untagged, access
ge-0/0/14.0, untagged, access
ge-0/0/15.0, untagged, access
ge-0/0/16.0, untagged, access
ge-1/0/0.0, tagged, trunk
Secondary VLANs: Isolated 2, Community 2
Isolated VLANs :
__vlanl_vlanl_ge-0/0/15.0__
__vlanl_vlanl_ge-0/0/16.0__
Community VLANs :
finance-comm
hr-comm
user@switch> show vlans hr-comm extensive
VLAN: hr-comm, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 400,Internal index: 22, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: vlani
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = @), Untagged 2 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/11.0, untagged, access
ge-0/0/12.0, untagged, access
ge-1/0/0.0, tagged, trunk

user@switch> show vlans finance-comm extensive



VLAN: finance-comm, Created at: Tue Sep 16 17:59:47 2008
802.1Q Tag: 300,Internal index: 21, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: vlani
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = 0), Untagged 2 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/13.0, untagged, access
ge-0/0/14.0, untagged, access
ge-1/0/0.0, tagged, trunk
__vlani_vlan1_ge-0/0/15.0__ extensive
VLAN: __vlanl_vlanl_ge-0/0/15.0 Created at: Tue Sep 16 17:59:47 2008
Internal index: 19, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: vlani

Protocol: Port Mode

user@switch> show vlans

—

Number of interfaces: Tagged 2 (Active = 0), Untagged 1 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/15.0, untagged, access
ge-1/0/0.0, tagged, trunk
user@switch> show vlans __vlani_vlan1_ge-0/0/16.0__ extensive
VLAN: __vlanl_vlan1_ge-0/0/16.0__, Created at: Tue Sep 16 17:59:47 2008
Internal index: 20, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: vlani
Protocol: Port Mode
Number of interfaces: Tagged 2 (Active = @), Untagged 1 (Active = 0)
ge-0/0/0.0, tagged, trunk
ge-0/0/16.0, untagged, access
ge-1/0/0.0, tagged, trunk

Meaning

The output shows that the primary VLAN was created and identifies the interfaces and secondary
VLANSs associated with it.



Example: Configuring a Private VLAN Spanning Multiple QFX Switches
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For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
even to limit the communication between known hosts. The private VLAN (PVLAN) feature allows an
administrator to split a broadcast domain into multiple isolated broadcast subdomains, essentially
putting a VLAN inside a VLAN. A PVLAN can span multiple switches.

This example describes how to create a PVLAN spanning multiple switches. The example creates one
primary PVLAN containing multiple secondary VLANSs:

Requirements

This example uses the following hardware and software components:
e Three QFX3500 devices

e Junos OS Release 12.1 or later for the QFX Series

Before you begin configuring a PVLAN, make sure you have created and configured the necessary
VLANSs. See "Configuring VLANs on QFX Series Switches without Enhanced Layer 2 Support" on page
149.

Overview and Topology
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In a large office with multiple buildings and VLANSs, you might need to isolate some workgroups or other
endpoints for security reasons or to partition the broadcast domain. This configuration example shows
how to create a PVLAN spanning multiple QFX devices, with one primary VLAN containing two
community VLANSs (one for HR and one for Finance), and an interswitch isolated VLAN (for the mail
server, the backup server, and the CVS server). The PVLAN comprises three switches, two access
switches and one distribution switch. The PVLAN is connected to a router through a promiscuous port,
which is configured on the distribution switch.

@ NOTE: The isolated ports on Switch 1 and on Switch 2 do not have Layer 2 connectivity
with one another even though they are included within the same domain. See
"Understanding Private VLANs" on page 417.

Figure 25 on page 509 shows the topology for this example—two access switches connecting to a
distribution switch, which has a connection (through a promiscuous port) to the router.
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Figure 25: PVLAN Topology Spanning Multiple Switches
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Table 75 on page 510, Table 76 on page 510, and Table 77 on page 511 list the settings for the
example topology.

Table 75: Components of Switch 1 in the Topology for Configuring a PVLAN Spanning Multiple Devices

Property Settings

VLAN names and tag IDs primary-vlan, tag 100

isolation-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

PVLAN trunk interfaces ge-0/0/0.0, connects Switch 1 to Switch 3

ge-0/0/5.0, connects Switch 1 to Switch 2

Isolated Interfaces in primary VLAN ge-0/0/15.0, mail server

ge-0/0/16.0, backup server

Interfaces in VLAN finance-com ge-0/0/11.0
ge-0/0/12.0
Interfaces in VLAN hr-comm ge-0/0/13.0
ge-0/0/14.0

Table 76: Components of Switch 2 in the Topology for Configuring a PVLAN Spanning Multiple Devices

Property Settings

VLAN names and tag IDs primary-vlan, tag 100

isolation-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

PVLAN trunk interfaces ge-0/0/0.0, connects Switch 2 to Switch 3

ge-0/0/5.0, connects Switch 2 to Switch 1



Table 76: Components of Switch 2 in the Topology for Configuring a PVLAN Spanning Multiple Devices
(Continued)

Property Settings

Isolated Interface in primary VLAN ge-0/0/17.0, CVS server

Interfaces in VLAN finance-com ge-0/0/11.0
ge-0/0/12.0

Interfaces in VLAN hr-comm ge-0/0/13.0
ge-0/0/14.0

Table 77: Components of Switch 3 in the Topology for Configuring a PVLAN Spanning Multiple Devices

Property Settings

VLAN names and tag IDs = primary-vlan, tag 100

isolation-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

PVLAN trunk interfaces ge-0/0/0.0, connects Switch 3 to Switch 1

ge-0/0/1.0, connects Switch 3 to Switch 2

Promiscuous port ge-0/0/2, connects the PVLAN to the router

NOTE: You must configure the trunk port that connects the PVLAN to another
switch or router outside the PVLAN as a member of the PVLAN, which implicitly
configures it as a promiscuous port.

Topology



Configuring a PVLAN on Switch 1
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When configuring a PVLAN on multiple switches, these rules apply:

e The primary VLAN must be a tagged VLAN. We recommend that you configure the primary VLAN
first.

e If you are going to configure a community VLAN ID, you must first configure the primary VLAN and
the PVLAN trunk port. You must also configure the primary VLAN to be private using the pvian
statement.

e If you are going to configure an isolation VLAN ID, you must first configure the primary VLAN and
the PVLAN trunk port.

CLI Quick Configuration

To quickly create and configure a PVLAN spanning multiple switches, copy the following commands and
paste them into the terminal window of Switch 1:

[edit]

set vlans finance-comm vlan-id 300

set vlans finance-comm interface ge-0/0/11.0

set vlans finance-comm interface ge-0/0/12.0

set vlans finance-comm primary-vlan pvlan100

set vlans hr-comm vlan-id 400

set vlans hr-comm interface ge-0/0/13.0

set vlans hr-comm interface ge-0/0/14.0

set vlans hr-comm primary-vlan pvlan100

set vlans pvlan100 vlan-id 100

set vlans pvlan100 interface ge-0/0/15.0

set vlans pvlan100 interface ge-0/0/16.0

set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/5.0 pvlan-trunk



set vlans pvlan100 pvlan

set vlans pvlan100 pvlan isolation-vlan-id 50
set pvlan100 interface ge-0/0/15.0 isolated
set pvlan100 interface ge-0/0/16.0 isolated

Procedure

Step-by-Step Procedure

1. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan-id 100

2. Set the PVLAN trunk interfaces to connect this VLAN across neighboring switches:

[edit vlans]
user@switch# set pvlan10@ interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

3. Set the primary VLAN to be private and have no local switching:

[edit vlans]

user@switch# set pvlan100 pvlan

4. Setthe VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# set finance-comm vlan-id 300



5. Configure access interfaces for the finance-comm VLAN:

[edit vlans]
user@switch# set finance-comm interface ge-0/0/11.0

user@switch# set finance-comm interface ge-0/0/12.0

6. Set the primary VLAN of this secondary community VLAN, finance-comm :

[edit vlans]

user@switch# set vlans finance-comm primary-vlan pvlan100

7. Set the VLAN ID for the HR community VLAN that spans the switches.

[edit vlans]
user@switch# set hr-comm vlan-id 400

8. Configure access interfaces for the hr-comm VLAN:

[edit vlans]
user@switch# set hr-comm interface ge-0/0/13.0
user@switch# set hr-comm interface ge-0/0/14.0

9. Set the primary VLAN of this secondary community VLAN, hr-comm:

[edit vlans]
user@switch# set vlans hr-comm primary-vlan pvlan100

10. Set the interswitch isolated ID to create an interswitch isolated domain that spans the switches:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 50



11. Configure the isolated interfaces in the primary VLAN:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/15.0 isolated
user@switch# set pvlan100 interface ge-0/0/16.0 isolated

@ NOTE: When you configure an isolated port, include it as a member of the primary
VLAN, but do not configure it as a member of any community VLAN.

Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {

finance-comm {

vlan-id 300;
interface {
ge-0/0/11.0;
ge-0/0/12.0;
}
primary-vlan pvlan100;
}
hr-comm {
vlan-id 400;
interface {
ge-0/0/13.0;
ge-0/0/14.0;
}
primary-vlan pvlan100;
}
pvlan100 {
vlan-id 100;
interface {
ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0 {

pvlan-trunk;



}
ge-0/0/5.0 {

pvlan-trunk;

}
pvlan;

isolation-vlan-id 50;

Configuring a PVLAN on Switch 2
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CLI Quick Configuration

To quickly create and configure a private VLAN spanning multiple switches, copy the following
commands and paste them into the terminal window of Switch 2:

@ NOTE: The configuration of Switch 2 is the same as the configuration of Switch 1 except
for the interface in the interswitch isolated domain. For Switch 2, the interface is
ge-0/0/17.0.

[edit]

set vlans finance-comm vlan-id 300

set vlans finance-comm interface ge-0/0/11.0
set vlans finance-comm interface ge-0/0/12.0
set vlans finance-comm primary-vlan pvlan100
set vlans hr-comm vlan-id 400

set vlans hr-comm interface ge-0/0/13.0

set vlans hr-comm interface ge-0/0/14.0

set vlans hr-comm primary-vlan pvlan100

set vlans pvlan100 vlan-id 100



set vlans pvlan100 interface ge-0/0/17.0

set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/5.0 pvlan-trunk
set vlans pvlan100 pvlan

set vlans pvlan100 pvlan isolation-vlan-id 50

set pvlan100 interface ge-0/0/17.0 isolated

Procedure

Step-by-Step Procedure

To configure a PVLAN on Switch 2 that will span multiple switches:

1. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# set finance-comm vlan-id 300

2. Configure access interfaces for the finance-comm VLAN:

[edit vlans]
user@switch# set finance-comm interface ge-0/0/11.0

user@switch# set finance-comm interface ge-0/0/12.0

3. Set the primary VLAN of this secondary community VLAN, finance-comm:

[edit vlans]

user@switch# set vlans finance-comm primary-vlan pvlan100

4. Setthe VLAN ID for the HR community VLAN that spans the switches.

[edit vlans]

user@switch# set hr-comm vlan-id 400



5. Configure access interfaces for the hr-comm VLAN:

[edit vlans]
user@switch# set hr-comm interface ge-0/0/13.0

user@switch# set hr-comm interface ge-0/0/14.0

6. Set the primary VLAN of this secondary community VLAN, hr-comm:

[edit vlans]

user@switch# set vlans hr-comm primary-vlan pvlan100

7. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan-id 100

8. Setthe PVLAN trunk interfaces that will connect this VLAN across neighboring switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

9. Set the primary VLAN to be private and have no local switching:

[edit vlans]
user@switch# set pvlan100 pvlan

10. Set the interswitch isolated ID to create an interswitch isolated domain that spans the switches:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 50

@ NOTE: To configure an isolated port, include it as one of the members of the primary
VLAN, but do not configure it as belonging to one of the community VLANS.



11. Configure the isolated interface in the primary VLAN:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/17.0 isolated

Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {
finance-comm {
vlan-id 300;
interface {
ge-0/0/11.0;
ge-0/0/12.0;
}
primary-vlan pvlan100;
}
hr-comm {
vlan-id 400;
interface {
ge-0/0/13.0;
ge-0/0/14.0;
}
primary-vlan pvlan100;
}
pvlan100 {
vlan-id 100;
interface {
ge-0/0/15.0;
ge-0/0/16.0;
ge-0/0/0.0 {
pvlan-trunk;
}
ge-0/0/5.0 {
pvlan-trunk;
}
ge-0/0/17.0;



pvlan;

isolation-vlan-id 50;

Configuring a PVLAN on Switch 3

IN THIS SECTION

CLI Quick Configuration | 520
Procedure | 520
Results | 522

CLI Quick Configuration

To quickly configure Switch 3 to function as the distribution switch of this PVLAN, copy the following
commands and paste them into the terminal window of Switch 3:

@ NOTE: Interface ge-0/0/2.0 is a trunk port connecting the PVLAN to a router.

[edit]

set vlans finance-comm vlan-id 300

set vlans finance-comm primary-vlan pvlan100

set vlans hr-comm vlan-id 400

set vlans hr-comm primary-vlan pvlan100

set vlans pvlan100 vlan-id 100

set vlans pvlan100 interface ge-0/0/0.0 pvlan-trunk
set vlans pvlan100 interface ge-0/0/1.0 pvlan-trunk
set vlans pvlan100 pvlan

set vlans pvlan100 pvlan isolation-vlan-id 50

Procedure

Step-by-Step Procedure

To configure Switch 3 to function as the distribution switch for this PVLAN, use the following procedure:



1. Set the VLAN ID for the finance-comm community VLAN that spans the switches:

[edit vlans]
user@switch# finance-comm vlan-id 300

2. Set the primary VLAN of this secondary community VLAN, finance-comm:

[edit vlans]
user@switch# set vlans finance-comm primary-vlan pvlan100

3. Set the VLAN ID for the HR community VLAN that spans the switches:

[edit vlans]
user@switch# set hr-comm vlan-id 400

4. Set the primary VLAN of this secondary community VLAN, hr-comm:

[edit vlans]
user@switch# set vlans hr-comm primary-vlan pvlan100

5. Set the VLAN ID for the primary VLAN:

[edit vlans]
user@switch# set pvlan100 vlan-id 100

6. Set the PVLAN trunk interfaces that will connect this VLAN across neighboring switches:

[edit vlans]
user@switch# set pvlan100 interface ge-0/0/0.0 pvlan-trunk
user@switch# set pvlan100 interface ge-0/0/5.0 pvlan-trunk

7. Set the primary VLAN to be private and have no local switching:

[edit vlans]

user@switch# set pvlan100 pvlan



8. Set the interswitch isolated ID to create an interswitch isolated domain that spans the switches:

[edit vlans]
user@switch# set pvlan100 pvlan isolation-vlan-id 50

@ NOTE: To configure an isolated port, include it as one of the members of the primary
VLAN, but do not configure it as belonging to one of the community VLANSs.

Results

Check the results of the configuration:

[edit]
user@switch# show
vlans {
finance-comm {
vlan-id 300;

primary-vlan pvlan100;

}
hr-comm {
vlan-id 400;
primary-vlan pvlan100;
}
pvlan100 {
vlan-id 100;
interface {
ge-0/0/0.0 {
pvlan-trunk;
}
ge-0/0/1.0 {
pvlan-trunk;
}
ge-0/0/2.0;
}
pvlan;
isolation-vlan-id 50;
}



Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying That the Primary VLAN and Secondary VLANs Were Created on Switch 1

Purpose

Verify that the PVLAN configuration spanning multiple switches is working properly on Switch 1:

Action

Use the show vlans extensive command:

user@switch> show vlans extensive
VLAN: __pvlan_pvlan100_ge-0/0/15.0__, Created at: Thu Sep 16 23:15:27 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 1 (Active = 1)
ge-0/0/0.0*, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/15.0%, untagged, access

VLAN: __pvlan_pvlan100_ge-0/0/16.0 Created at: Thu Sep 16 23:15:27 2010
Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100

Protocol: Port Mode, Mac aging time: 300 seconds

—

Number of interfaces: Tagged 2 (Active = 2), Untagged 1 (Active = 1)
ge-0/0/0.0%, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/16.0%, untagged, access



VLAN: __pvlan_pvlan100_isiv__, Created at: Thu Sep 16 23:15:27 2010

802.1Q Tag: 50, Internal index: 7, Admin State: Enabled, Origin: Static

Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100

Protocol: Port Mode, Mac aging time: 300 seconds

Number of interfaces: Tagged 2 (Active = 2), Untagged 0 (Active = 0)
ge-0/0/0.0*, tagged, trunk, pvlan-trunk

ge-0/0/5.0%, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010
Internal index: 2, Admin State: Enabled, Origin: Static
Protocol: Port Mode, Mac aging time: 300 seconds

Number of interfaces: Tagged 0 (Active = 0), Untagged 0 (Active = 0)
VLAN: finance-comm, Created at: Thu Sep 16 23:15:27 2010

802.1Q Tag: 300, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100

Protocol: Port Mode, Mac aging time: 300 seconds

Number of interfaces: Tagged 2 (Active = 2), Untagged 2 (Active = 2)
ge-0/0/0.0%, tagged, trunk, pvlan-trunk

ge-0/0/5.0%, tagged, trunk, pvlan-trunk

ge-0/0/11.0%, untagged, access

ge-0/0/12.0%, untagged, access

VLAN: hr-comm, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 400, Internal index: 9, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 2 (Active = 2)
ge-0/0/0.0%, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/13.0%, untagged, access
ge-0/0/14.0%, untagged, access

VLAN: pvlan10@, Created at: Thu Sep 16 23:15:27 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 6 (Active = 6)
ge-0/0/0.0%, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/11.0%, untagged, access
ge-0/0/12.0%, untagged, access



ge-0/0/13.0%, untagged, access
ge-0/0/14.0%, untagged, access
ge-0/0/15.0%, untagged, access
ge-0/0/16.0%, untagged, access
Secondary VLANs: Isolated 2, Community 2, Inter-switch-isolated 1
Isolated VLANs :
__pvlan_pvlan100_ge-0/0/15.0__
__pvlan_pvlan100_ge-0/0/16.0__
Community VLANs :
finance-comm
hr-comm
Inter-switch-isolated VLAN :

__pvlan_pvlan100_isiv__

Meaning

The output shows that a PVLAN was created on Switch 1 and shows that it includes two isolated
VLANSs, two community VLANS, and an interswitch isolated VLAN. The presence of the pvlan-trunk and
Inter-switch-isolated fields indicates that this PVLAN is spanning more than one switch.

Verifying That the Primary VLAN and Secondary VLANs Were Created on Switch 2

Purpose

Verify that the PVLAN configuration spanning multiple switches is working properly on Switch 2:

Action

Use the show vlans extensive command:

user@switch> show vlans extensive
VLAN: __pvlan_pvlan100_ge-0/0/17.0__, Created at: Thu Sep 16 23:19:22 2010
Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 1 (Active = 1)
ge-0/0/0.0*, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/17.0%, untagged, access
VLAN: __pvlan_pvlan100_isiv Created at: Thu Sep 16 23:19:22 2010

—



802.1Q Tag: 50, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 0 (Active = 0)
ge-0/0/0.0*, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010

Internal index: 2, Admin State: Enabled, Origin: Static

Protocol: Port Mode, Mac aging time: 300 seconds

Number of interfaces: Tagged 0 (Active = 0), Untagged 0 (Active = 0)

VLAN: finance-comm, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 300, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 2 (Active = 2)
ge-0/0/0.0%, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/11.0%, untagged, access
ge-0/0/12.0%, untagged, access

VLAN: hr-comm, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 400, Internal index: 8, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 2 (Active = 2)
ge-0/0/0.0%, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/13.0%, untagged, access
ge-0/0/14.0%, untagged, access

VLAN: pvlan10@, Created at: Thu Sep 16 23:19:22 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 5 (Active = 5)
ge-0/0/0.0%, tagged, trunk, pvlan-trunk
ge-0/0/5.0%, tagged, trunk, pvlan-trunk
ge-0/0/11.0%, untagged, access
ge-0/0/12.0%, untagged, access
ge-0/0/13.0%, untagged, access
ge-0/0/14.0%, untagged, access



ge-0/0/17.0%, untagged, access
Secondary VLANs: Isolated 1, Community 2, Inter-switch-isolated 1
Isolated VLANs :
__pvlan_pvlan100_ge-0/0/17.0__
Community VLANs :
finance-comm
hr-comm
Inter-switch-isolated VLAN :
__pvlan_pvlan100_isiv__

Meaning

The output shows that a PVLAN was created on Switch 2 and shows that it includes one isolated VLAN,
two community VLANSs, and an interswitch isolated VLAN. The presence of the pvlan-trunk and Inter-
switch-isolated fields indicates that this PVLAN is spanning more than one switch. When you compare

this output to the output of Switch 1, you can see that both switches belong to the same PVLAN
(pvlan100).

Verifying That the Primary VLAN and Secondary VLANs Were Created on Switch 3

Purpose

Verify that the PVLAN configuration spanning multiple switches is working properly on Switch 3:

Action

Use the show vlans extensive command:

user@switch> show vlans extensive

__, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 50, Internal index: 5, Admin State: Enabled, Origin: Static
Private VLAN Mode: Inter-switch-isolated, Primary VLAN: pvlan100

VLAN: __pvlan_pvlan100_isiv

Protocol: Port Mode, Mac aging time: 300 seconds

Number of interfaces: Tagged 2 (Active = 2), Untagged @ (Active = 0)
ge-0/0/0.0*, tagged, trunk, pvlan-trunk
ge-0/0/1.0%, tagged, trunk, pvlan-trunk

VLAN: default, Created at: Thu Sep 16 03:03:18 2010

Internal index: 2, Admin State: Enabled, Origin: Static

Protocol: Port Mode, Mac aging time: 300 seconds

Number of interfaces: Tagged @ (Active = 0), Untagged 0 (Active = 0)



VLAN: finance-comm, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 300, Internal index: 6, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 0 (Active = 0)
ge-0/0/0.0*, tagged, trunk, pvlan-trunk
ge-0/0/1.0%, tagged, trunk, pvlan-trunk

VLAN: hr-comm, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 400, Internal index: 7, Admin State: Enabled, Origin: Static
Private VLAN Mode: Community, Primary VLAN: pvlan100
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 0 (Active = 0)
ge-0/0/0.0*%, tagged, trunk, pvlan-trunk
ge-0/0/1.0%, tagged, trunk, pvlan-trunk

VLAN: pvlan100, Created at: Thu Sep 16 23:22:40 2010
802.1Q Tag: 100, Internal index: 4, Admin State: Enabled, Origin: Static
Private VLAN Mode: Primary
Protocol: Port Mode, Mac aging time: 300 seconds
Number of interfaces: Tagged 2 (Active = 2), Untagged 0 (Active = 0)
ge-0/0/0.0*%, tagged, trunk, pvlan-trunk
ge-0/0/1.0%, tagged, trunk, pvlan-trunk
Secondary VLANs: Isolated @, Community 2, Inter-switch-isolated 1
Community VLANs :
finance-comm
hr-comm
Inter-switch-isolated VLAN :

__pvlan_pvlan100_isiv__

Meaning

The output shows that the PVLAN (pvlan100) is configured on Switch 3 and that it includes no isolated
VLANSs, two community VLANSs, and an interswitch isolated VLAN. But Switch 3 is functioning as a
distribution switch, so the output does not include access interfaces within the PVLAN. It shows only
the pvlan-trunk interfaces that connect pvlan100 from Switch 3 to the other switches (Switch 1 and
Switch 2) in the same PVLAN.
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For security reasons, it is often useful to restrict the flow of broadcast and unknown unicast traffic and
even to limit the communication between known hosts. The private VLAN (PVLAN) feature allows an
administrator to split a broadcast domain into multiple isolated broadcast subdomains, essentially
putting a VLAN inside a VLAN. A PVLAN can span multiple switches. This example describes how to
create a PVLAN spanning multiple switches. The example creates one primary PVLAN, containing
multiple secondary VLANSs.

Just like regular VLANs, PVLANSs are isolated at Layer 2 and normally require that a Layer 3 device be
used if you want to route traffic. Starting with Junos OS 14.1X53-D30, you can use an integrated
routing and bridging (IRB) interface to route Layer 3 traffic between devices connected to a PVLAN.
Using an IRB interface in this way can also allow the devices in the PVLAN to communicate at Layer 3
with devices in other community or isolated VLANSs or with devices outside the PVLAN. This example
also demonstrates how to include an IRB interface in a PVLAN configuration.

Requirements
This example uses the following hardware and software components:
e Three QFX Series or EX4600 switches

e Junos OS release with PVLAN for QFX Series or EX4600
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In a large office with multiple buildings and VLANSs, you might need to isolate some workgroups or other
endpoints for security reasons or to partition the broadcast domain. This configuration example shows
how to create a PVLAN spanning multiple switches, with one primary VLAN containing two community
VLANSs (one for HR and one for Finance), and an interswitch isolated VLAN (for the mail server, the
backup server, and the CVS server). The PVLAN comprises three switches—two access switches and one
distribution switch. The devices in the PVLAN are connected at Layer 3 to each other and to devices
outside the PVLAN through an IRB interface configured on the distribution switch.

@ NOTE: The isolated ports on Switch 1 and on Switch 2 do not have Layer 2 connectivity
with one another even though they are included within the same domain. See
"Understanding Private VLANs" on page 417.

Figure 26 on page 531 shows the topology for this example.



Figure 26: PVLAN Topology Spanning Multiple Switches with an IRB Interface
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Table 78 on page 531, Table 79 on page 532, and Table 80 on page 533 list the settings for the

example topology.

Table 78: Components of Switch 1 in the Topology for Configuring a PVLAN Spanning Multiple Devices

Property

VLAN names and tag IDs

Settings

primary-vlan, tag 100

isolated-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400
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Table 78: Components of Switch 1 in the Topology for Configuring a PVLAN Spanning Multiple Devices

(Continued)

Property

Interswitch link interfaces

Isolated Interfaces in primary VLAN

Interfaces in VLAN finance-com

Interfaces in VLAN hr-comm

Settings

xe-0/0/0.9, connects Switch 1 to Switch 3

xe-0/0/5.0, connects Switch 1 to Switch 2

xe-0/0/15.0, mail server

xe-0/0/16.0, backup server

xe-0/0/11.0

xe-0/0/12.90

xe-0/0/13.0

xe-0/0/14.0

Table 79: Components of Switch 2 in the Topology for Configuring a PVLAN Spanning Multiple Devices

Property

VLAN names and tag IDs

Interswitch link interfaces

Isolated Interface in primary VLAN

Interfaces in VLAN finance-com

Settings

primary-vlan, tag 100

isolated-vlan-id, tag 50
finance-comm, tag 300
hr-comm, tag 400

xe-0/0/0.0, connects Switch 2 to Switch 3

xe-0/0/5.0, connects Switch 2 to Switch 1

xe-0/0/17.0, CVS server

xe-0/0/11.0

xe-0/0/12.0



Table 79: Components of Switch 2 in the Topology for Configuring a PVLAN Spanning Multiple Devices

(Continued)
Property Settings
Interfaces in VLAN hr-comm xe-0/0/13.0
xe-0/0/14.0

Table 80: Com