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About This Guide

The Junos operating system (Junos OS) supports layer 3 VPN service which allows customers to have
geographically dispersed private networks across service provider's networks. Use the topics on this
page to configure VPN routing and forwarding instances to support Layer 3 VPNs.
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Virtual-Router Routing Instances | 5

A virtual private network (VPN) consists of two topological areas: the provider’s network and the
customer’s network. The customer’s network is commonly located at multiple physical sites and is also
private (non-Internet). A customer site would typically consist of a group of routers or other networking
equipment located at a single physical location. The provider’s network, which runs across the public
Internet infrastructure, consists of routers that provide VPN services to a customer’s network as well as
routers that provide other services. The provider's network connects the various customer sites in what
appears to the customer and the provider to be a private network.

To ensure that VPNs remain private and isolated from other VPNs and from the public Internet, the
provider’s network maintains policies that keep routing information from different VPNs separate. A
provider can service multiple VPNs as long as its policies keep routes from different VPNs separate.
Similarly, a customer site can belong to multiple VPNs as long as it keeps routes from the different VPNs
separate.

The Junos® Operating System (Junos OS) provides several types of VPNs; you can choose the best
solution for your network environment. Each of the following VPNs has different capabilities and
requires different types of configuration:

Layer 2 VPNs

Implementing a Layer 2 VPN on a router is similar to implementing a VPN using a Layer 2 technology
such as ATM or Frame Relay. However, for a Layer 2 VPN on a router, traffic is forwarded to the router
in Layer 2 format. It is carried by MPLS over the service provider’s network and then converted back to
Layer 2 format at the receiving site. You can configure different Layer 2 formats at the sending and
receiving sites. The security and privacy of an MPLS Layer 2 VPN are equal to those of an ATM or
Frame Relay VPN.

On a Layer 2 VPN, routing occurs on the customer’s routers, typically on the CE router. The CE router
connected to a service provider on a Layer 2 VPN must select the appropriate circuit on which to send
traffic. The PE router receiving the traffic sends it across the service provider’s network to the PE router
connected to the receiving site. The PE routers do not need to store or process the customer’s routes;
they only need to be configured to send data to the appropriate tunnel.

For a Layer 2 VPN, customers need to configure their own routers to carry all Layer 3 traffic. The service
provider needs to know only how much traffic the Layer 2 VPN needs to carry. The service provider’s
routers carry traffic between the customer’s sites using Layer 2 VPN interfaces. The VPN topology is
determined by policies configured on the PE routers.



Layer 3 VPNs

In a Layer 3 VPN, the routing occurs on the service provider’s routers. Therefore, Layer 3 VPNs require
more configuration on the part of the service provider, because the service provider’s PE routers must
store and process the customer’s routes.

In the Junos OS, Layer 3 VPNs are based on RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNSs).

This RFC defines a mechanism by which service providers can use their IP backbones to provide Layer 3
VPN services to their customers. The sites that make up a Layer 3 VPN are connected over a provider's

existing public Internet backbone.

VPNs based on RFC 4364 are also known as BGP/MPLS VPNs because BGP is used to distribute VPN
routing information across the provider's backbone, and MPLS is used to forward VPN traffic across the
backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private addresses, as
defined in RFC 1918, Address Allocation for Private Internets. When customer networks that use
private addresses connect to the public Internet infrastructure, the private addresses might overlap with
the private addresses used by other network users. BGP/MPLS VPNs solve this problem by prefixing a
VPN identifier to each address from a particular VPN site, thereby creating an address that is unique
both within the VPN and within the public Internet. In addition, each VPN has its own VPN-specific
routing table that contains the routing information for that VPN only.

VPLS

Virtual private LAN service (VPLS) allows you to connect geographically dispersed customer sites as if
they were connected to the same LAN. In many ways, it works like a Layer 2 VPN. VPLS and Layer 2
VPNs use the same network topology and function similarly. A packet originating within a customer’s
network is sent first to a CE device. It is then sent to a PE router within the service provider’s network.
The packet traverses the service provider’s network over an MPLS LSP. It arrives at the egress PE router,
which then forwards the traffic to the CE device at the destination customer site.

The key difference in VPLS is that packets can traverse the service provider’s network in a point-to-
multipoint fashion, meaning that a packet originating from a CE device can be broadcast to PE routers in
the VPLS. In contrast, a Layer 2 VPN forwards packets in a point-to-point fashion only. The destination
of a packet received from a CE device by a PE router must be known for the Layer 2 VPN to function

properly.

In a Layer 3 network only, you can configure virtual private LAN service (VPLS), to connect
geographically dispersed Ethernet local area networks (LAN) sites to each other across an MPLS
backbone. For ISP customers who implement VPLS, all sites appear to be in the same Ethernet LAN
even though traffic travels across the service provider's network. VPLS is designed to carry Ethernet
traffic across an MPLS-enabled service provider network. In certain ways, VPLS mimics the behavior of
an Ethernet network. When a PE router configured with a VPLS routing instance receives a packet from
a CE device, it first checks the appropriate routing table for the destination of the VPLS packet. If the



router has the destination, it forwards it to the appropriate PE router. If it does not have the destination,
it broadcasts the packet to all the other PE routers that are members of the same VPLS routing instance.
The PE routers forward the packet to their CE devices. The CE device that is the intended recipient of
the packet forwards it to its final destination. The other CE devices discard it.

Virtual-Router Routing Instances

A virtual-router routing instance, like a VPN routing and forwarding (VRF) routing instance, maintains
separate routing and forwarding tables for each instance. However, many configuration steps required
for VRF routing instances are not required for virtual-router routing instances. Specifically, you do not
need to configure a route distinguisher, a routing table policy (the vrf-export, vrf-import, and route-
distinguisher statements), or MPLS between the P routers.

However, you need to configure separate logical interfaces between each of the service provider routers
participating in a virtual-router routing instance. You also need to configure separate logical interfaces
between the service provider routers and the customer routers participating in each routing instance.
Each virtual-router instance requires its own unique set of logical interfaces to all participating routers.

Figure 1 on page 5 shows how this works. The service provider routers G and H are configured for
virtual-router routing instances Red and Green. Each service provider router is directly connected to two
local customer routers, one in each routing instance. The service provider routers are also connected to
each other over the service provider network. These routers need four logical interfaces: a /ogical
interface to each of the locally connected customer routers and a logical interface to carry traffic
between the two service provider routers for each virtual-router instance.

Figure 1: Logical Interface per Router in a Virtual-Router Routing Instance
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Layer 3 VPNs do not have this configuration requirement. If you configure several Layer 3 VPN routing
instances on a PE router, all the instances can use the same logical interface to reach another PE router.
This is possible because Layer 3 VPNs use MPLS (VPN) labels that differentiate traffic going to and from
various routing instances. Without MPLS and VPN labels, as in a virtual-router routing instance, you
need separate logical interfaces to separate traffic from different instances.

One method of providing this logical interface between the service provider routers is by configuring
tunnels between them. You can configure IP Security (IPsec), generic routing encapsulation (GRE), or IP-
IP tunnels between the service provider routers, terminating the tunnels at the virtual-router instance.

VPNs and Logical Systems

You can partition a single physical router into multiple logical systems that perform independent routing
tasks. Because logical systems perform a subset of the tasks once handled by the physical router, logical
systems offer an effective way to maximize the use of a single routing platform.

Logical systems perform a subset of the actions of a physical router and have their own unique routing
tables, interfaces, policies, and routing instances. A set of logical systems within a single router can
handle the functions previously performed by several small routers.

Logical systems support Layer 2 VPNs, Layer 3 VPNs, VPLS, and Layer 2 circuits. For more information
about logical systems, see the Logical Systems User Guide for Routers and Switches.

Starting in Junos OS release 17.4R1, Ethernet VPN (EVPN) support has also been extended to logical
systems running on MX devices. The same EVPN options and performance are available, and can be
configured under the [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols evpn] hierarchy.

Understanding Layer 3 VPNs
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Virtual private networks (VPNs) are private networks that use a public network to connect two or more
remote sites. Instead of dedicated connections between networks, VPNs use virtual connections routed
(tunneled) through public networks that are typically service provider networks.

Layer 3 VPN operates at the Layer 3 level of the OSI model, the Network layer. A Layer 3 VPN is
composed of a set of customer sites that are connected over a service provider's existing public Internet
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backbone. A peer-to-peer model is used to connect to the customer sites, where the service providers
learn the customer routes on peering with the customers. The common routing information is shared
across the provider's backbone using multiprotocol BGP, and the VPN traffic is forwarded to the
customer sites using MPLS.

Junos OS supports Layer 3 VPNs based on RFC 4364. The RFC describes VPNs using MPLS tunnels for
connectivity, BGP to distribute reachability information, and an IP backbone for transport. Service
providers use their IP backbones to link a set of customer sites belonging to the same VPN.

Components of a Layer 3 VPN

There are three primary types of MPLS VPNs: Layer 2 VPNs, Layer 2 circuits, and Layer 3 VPNs. All
types of MPLS VPNs share certain components:

e CE devices—Customer Edge (CE) devices at the customer premises that connect to the provider’s
network. Some models call these Customer Premises Equipment (CPE) devices.

e Customer network—Customer sites with CE devices that belong to the VPN.
e Provider network—The service provider backbone network running the MPLS backbone.

e P devices—Provider (P) devices within the core of the provider's network. Provider devices are not
connected to any device at a customer site and are part of the tunnel between pairs of PE devices.
Provider devices support label-switched path (LSP) functionality as part of the tunnel support, but do
not support VPN functionality.

e PE devices—Provider Edge (PE) devices within a service provider core network that connect directly
to a CE device at the customer's site.

e MP-BGP— PE devices use MP-BGP to distribute customer routes to the proper PE devices across the
MPLS backbone.

Layer 3 VPN Terminology

VPNs use a distinct terminology to identify components of the network:

¢ |P routing table (also called the global routing table)—This table contains service provider routes not
included in a VRF. Provider devices need this table to be able to reach each other, while the VRF
table is needed to reach all customer devices on a particular VPN. For example, a PE router with
Interface A to a CE router and Interface B to a backbone P router places the Interface A addresses in
the VRF and the Interface B addresses in the global IP routing table.

e Route Distinguisher—A 64-bit value prepended to an IP address. This unique tag helps identify the
different customers’ routes as packets flow across the same service provider tunnel.



Because a typical transit network is configured to handle more than one VPN, the provider routers
are likely to have multiple VRF instances configured. As a result, depending on the origin of the traffic
and any filtering rules applied to the traffic, the BGP routing tables can contain multiple routes for a
particular destination address. Because BGP requires that exactly one BGP route per destination to
be imported into the forwarding table, BGP must have a way to distinguish between potentially
identical network layer reachability information (NLRI) messages received from different VPNs.

A route distinguisher is a locally unique number that identifies all route information for a particular
VPN. Unique numeric identifiers allow BGP to distinguish between routes that are otherwise
identical.

Each routing instance that you configure on a PE router must have a unique route distinguisher.
There are two possible formats:

e as-number:number—Where, as-numberis an autonomous system (AS) number (a 2-byte value) in
the range 1 through 65,535, and numberis any 4-byte value. We recommend that you use an
Internet Assigned Numbers Authority (IANA)-assigned, nonprivate AS number, preferably the ISP
or the customer AS number.

e ip-address:number—Where, jp-addressis an IP address (a 4-byte value), and numberis any 2-
byte value. The IP address can be any globally unique unicast address. We recommend that you
use the address that you configure in the router-id statement, which is a public IP address in your
assigned prefix range.

Route Target (RT)—A 64-bit value used to identify the final egress PE device for customer routes in a
particular VRF to enable complex sharing of routes. The route target defines which route is part of a
VPN. A unique route target helps distinguish between different VPN services on the same router.
Each VPN also has a policy that defines how routes are imported into the VRF table on the router. A
Layer 2 VPN is configured with import and export policies. A Layer 3 VPN uses a unique route target
to distinguish between VPN routes. For example, the RT enables the sharing of routes in a shared
service network to multiple customers. Each VPN route can have one or more RTs. A PE device
handles RTs as extended BGP community values and uses the RTs to install customer routes.

VPN-IPv4 routes—A route consisting of a 96-bit sequence composed of a 64-bit RD tag prepended
to a 32-bit IPv4 address. The PE devices export the VPN-IPv4 routes in IBGP sessions to the other
provider devices.These routes are exchanged across the MPLS backbone using iBGP. When the
outbound PE device receives the route, it strips off the route distinguisher and advertises the route
to the connected CE devices, typically through standard BGP IPv4 route advertisements.

VRF—The virtual routing and forwarding (VRF) table distinguishes the routes for different customers,
as well as customer routes from provider routes on the PE device. These routes can include
overlapping private network address spaces, customer-specific public routes, and provider routes on
a PE device useful to the customer.

A VRF instance consists of one or more routing tables, a derived forwarding table, the interfaces that
use the forwarding table, and the policies and routing protocols that determine what goes into the



forwarding table. Because each instance is configured for a particular VPN, each VPN has separate
tables, rules, and policies that control its operation.

A separate VRF table is created for each VPN that has a connection to a CE router. The VRF table is
populated with routes received from directly connected CE sites associated with the VRF instance,
and with routes received from other PE routers in the same VPN.

Layer 3 VPN Architecture

A Layer 3 VPN links customer-edge routers (CE routers) to routers on the edge of the service provider
network (PE routers). A Layer 3 VPN uses a peer routing model between local PE and CE routers that
directly connect. That is, without needing multiple hops on the provider backbone to connect PE and CE
router pairs. The PE routers distribute routing information to all CE routers belonging to the same VPN,
based on the BGP route distinguisher, locally and across the provider network. Each VPN has its own
routing table for that VPN, coordinated with the routing tables in the CE and PE peer routers. The CE
and PE routers have different VRF tables. Each CE router has only a single VRF table because the other
VPNs are invisible to the CE. A PE router can connect to more than one CE router, so the PE router has
a general IP routing table and VRF table for each attached CE with a VPN.

Figure 2 on page 9 shows the general architecture of a Layer 3 VPN.

Figure 2: General Layer 3 VPN Architecture.

VRF Table: VPN A
VRF Table: VPN B VRF Table: VPN B
IP Routing Table IP Routing Table

CE

192.168.1.0/24 CE
AN
Uy

192.168.2.0/24

192168.1.0/24 ¢

Service Provider
MPLS Network

PE % CE 192168.2.0/24
VPN A Tunnel [ W— :
VPN B Tunnel [
IP Packet
LSP A Label VRF Table: VPN A

LSP B Label | IP Routing Table



The PE router knows which VRF table to use for packets arriving from remote VPN sites because every
VREF table has one or more extended community attributes associated with hit. The community
attributes identify the route as belonging to a specific collection of routers. The route target community
attribute identifies a collection of sites (more accurately, the collection of their VRF tables) to which a PE
router distributes routes. The PE router uses the route target to import the correct remote VPN routes
into its VRF tables.

The import and export of VPN routes between VPN sites is not automatic. This process is controlled by
BPG routing polices. The routing policies establish the rules for exchanging routing information across
the service provider's MPLS network and must be configured correctly and maintained when the
network topology changes.

The PE router classifies IPv4 routes announced by a peer CE router and received by the PE router as
VPN-IPv4 routes. When an ingress PE router receives routes advertised from a directly connected peer
CE router, the ingress PE router checks the received route against the VRF export policy for that VPN.
That is, the ingress PE router decides which remote PE routers need to know about the advertised
routes. This is a two-step process:

e If the established export policy accepts the route, the PE router converts the information to VPN-
IPv4 format by adding the route distinguisher to the IPv4 address. The PE router then announces the
VPN-IPv4 route to the remote PE routers. The configured export target policy of the VRF table
determines the value of the attached route target. IBGP sessions distribute the VNP-IPv4 routes
across the service provider's core network.

o If the established export policy does not accept the route, the PE router does not export the route to
other PE routers, but the PE router uses the route locally. This happens, for example, when two CE
routers in the same VPN connect directly to the same PE router so general traffic can flow from one
CE site to another.

When an egress PE router on the other side of the service provider network receives a route, the egress
PE router checks the route against the IBGP import policy in place between the PE routers. If the egress
PE router accepts the route, then the egress PE router adds the route to the bgp.I3vpn.O routing table.
The router also checks the route against the VRF import policy for the VPN. If the route is accepted, the
egress PE router removes the route distinguisher and places the route into the correct VRF table. The
VRF tables use the routing-instance-name.inet.0 naming convention, so “VPN A" usually configures the
table as vpna.inet.0).

Supported Layer 3 VPN Standards

Junos OS substantially supports the following RFCs, which define standards for Layer 3 virtual private
networks (VPNs).

e RFC 2283, Multiprotocol Extensions for BGP-4

e RFC 2685, Virtual Private Networks Identifier



e RFC 2858, Multiprotocol Extensions for BGP-4

e RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNSs)

e RFC 4379, Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures
The traceroute functionality is supported only on transit routers.

o RFC 4576, Using a Link State Advertisement (LSA) Options Bit to Prevent Looping in BGP/MPLS IP
Virtual Private Networks (VPNs)

o RFC 4577, OSPF as the Provider/Customer Edge Protocol for BGP/MPLS IP Virtual Private Networks
(VPNs)

e RFC 4659, BGP-MPLS [P Virtual Private Network (VPN) Extension for IPvé VPN

e RFC 4684, Constrained Route Distribution for Border Gateway Protocol/MultiProtocol Label
Switching (BGP/MPLS) Internet Protocol (IP) Virtual Private Networks (VPNs)

The following RFCs do not define a standard, but provide information about technology related to
Layer 3 VPNSs. The IETF classifies them as a “Best Current Practice” or “Informational.”

e RFC 1918, Address Allocation for Private Internets

e RFC 2917, A Core MPLS IP VPN Architecture
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Understanding Layer 3 VPN Forwarding Through the Core

The PE routers in the provider’s core network are the only routers that are configured to support VPNs
and hence are the only routers to have information about the VPNs. From the point of view of VPN
functionality, the provider (P) routers in the core—those P routers that are not directly connected to CE
routers—are merely routers along the tunnel between the ingress and egress PE routers.
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The tunnels can be either LDP or MPLS. Any P routers along the tunnel must support the protocol used
for the tunnel, either LDP or MPLS.

When PE-router-to-PE router forwarding is tunneled over MPLS label-switched paths (LSPs), the MPLS
packets have a two-level label stack (see Figure 3 on page 12):

e Quter label—Label assigned to the address of the BGP next hop by the IGP next hop

¢ Inner label—Label that the BGP next hop assigned for the packet’s destination address

Figure 3: Using MPLS LSPs to Tunnel Between PE Routers
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Figure 4 on page 13 illustrates how the labels are assigned and removed:

R

1. When CE Router X forwards a packet to Router PE1 with a destination of CE Router Y, the PE route
identifies the BGP next hop to Router Y and assigns a label that corresponds to the BGP next hop
and identifies the destination CE router. This label is the inner label.

2. Router PE1 then identifies the IGP route to the BGP next hop and assigns a second label that
corresponds to the LSP of the BGP next hop. This label is the outer label.

3. Theinner label remains the same as the packet traverses the LSP tunnel. The outer label is swapped
at each hop along the LSP and is then popped by the penultimate hop router (the third P router).

4. Router PE2 pops the inner label from the route and forwards the packet to Router Y.



Figure 4: Label Stack
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Understanding Layer 3 VPN Attributes

Route distribution within a VPN is controlled through BGP extended community attributes. RFC 4364
defines the following three attributes used by VPNs:

o Target VPN—Identifies a set of sites within a VPN to which a provider edge (PE) router distributes
routes. This attribute is also called the route target. The route target is used by the egress PE router
to determine whether a received route is destined for a VPN that the router services.

Figure 5 on page 14 illustrates the function of the route target. PE Router PE1 adds the route target
“VPN B” to routes received from the customer edge (CE) router at Site 1 in VPN B. When it receives
the route, the egress router PE2 examines the route target, determines that the route is for a VPN
that it services, and accepts the route. When the egress router PE3 receives the same route, it does
not accept the route because it does not service any CE routers in VPN B.

o VPN of origin—ldentifies a set of sites and the corresponding route as having come from one of the
sites in that set.

o Site of origin—Uniquely identifies the set of routes that a PE router learned from a particular site.
This attribute ensures that a route learned from a particular site through a particular PE-CE
connection is not distributed back to the site through a different PE-CE connection. It is particularly
useful if you are using BGP as the routing protocol between the PE and CE routers and if different
sites in the VPN have been assigned the same autonomous system (AS) numbers.



Figure 5: VPN Attributes and Route Distribution
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Routers in a VPN

Figure 6 on page 15 illustrates how VPN functionality is provided by the provider edge (PE) routers;
the provider and customer edge (CE) routers have no special configuration requirements for VPNs.



Figure 6: Routers in a VPN
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Introduction to Configuring Layer 3 VPNs

To configure Layer 3 virtual private network (VPN) functionality, you must enable VPN support on the
provider edge (PE) router. You must also configure any provider (P) routers that service the VPN, and
you must configure the customer edge (CE) routers so that their routes are distributed into the VPN.

To configure Layer 3 VPNs, you include the following statements:

description text;
instance-type vrf;
interface Interface-name;
protocols {
bgp {
group group-name {
peer-as as-number;

neighbor ip-address;

}

multihop ttl-value;
}
(ospf | ospf3) {

area area {

interface interface-name;
}
domain-id domain-id,
domain-vpn-tag number;
sham-1link {

local address;



}

sham-link-remote address <metric number>;

}

rip {
rip-configuration;

}

}
route-distinguisher (as-number:id | ip-address:id)
router-id address;
routing-options {
autonomous-system autonomous-system {
independent-domain;
loops number;
}
forwarding-table {
export [ policy-names 1,
}
interface-routes {

rib-group group-name;

}
martians {

destination-prefix match-type <allow>;
}

maximum-paths {
path-1imit;
log-interval interval,
log-only;
threshold percentage;

}

maximum-prefixes {
prefix-1imit;
log-interval interval,
log-only;
threshold percentage;

}

multipath {

vpn-unequal-cost;

}
options {

syslog (level level | upto level);
}

rib routing-table-name {

martians {



destination-prefix match-type <allow>;
}
multipath {

vpn-unequal-cost;

}
static {
defaults {
static-options;
}
route destination-prefix {
next-hop [next-hops];
static-options;
}
}
}
}
static {
defaults {
static-options;
}
route destination-prefix {
policy [ policy-names 1,
static-options;
}
}
vrf-advertise-selective {
family {
inet-mvpn;
inet6-mvpn;
}
}

vrf-export [ policy-names 1;
vrf-import [ policy-names 1;
vrf-target (community | export community-name | import community-name);

vrf-table-label;

You can include these statements at the following hierarchy levels:
e [edit routing-instances routing-instance-namel

o [edit logical-systems logical-system-name routing-instances routing-instance-name]



@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

The sham-1ink, sham-1ink-remote, and vrf-advertise-selective statements are not applicable in
ACX Series routers.

For Layer 3 VPNs, only some of the statements in the [edit routing-instances] hierarchy are valid. For the
full hierarchy, see Junos OS Routing Protocols Library.

In addition to these statements, you must enable a signaling protocol, IBGP sessions between the PE
routers, and an interior gateway protocol (IGP) on the PE and P routers.

By default, Layer 3 VPNs are disabled.
Many of the configuration procedures for Layer 3 VPNs are common to all types of VPNs.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.4 Starting in Junos OS release 17.4R1, Ethernet VPN (EVPN) support has also been extended to logical
systems running on MX devices. The same EVPN options and performance are available, and can be
configured under the [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols evpn] hierarchy.
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This topic discusses configuring routing instances in Layer 3 VPNs

Routing Instances in Layer 3 VPNs

A routing instance is a collection of routing tables, interfaces, and routing protocol parameters. The set
of interfaces belongs to the routing tables, and the routing protocol parameters control the information
in the routing tables. Each routing instance has a unique name and a corresponding IP unicast table.

To implement Layer 3 VPNs in the JUNOS Software, you configure one routing instance for each VPN.
You configure the routing instances on PE routers only. Each VPN routing instance consists of the
following components:

e VRF table—On each PE router, you configure one VRF table for each VPN.

e Set of interfaces that use the VRF table—The /ogical interface to each directly connected CE router
must be associated with a VRF table. You can associate more than one interface with the same VRF
table if more than one CE router in a VPN is directly connected to the PE router.

e Policy rules—These control the import of routes into and the export of routes from the VRF table.

e One or more routing protocols that install routes from CE routers into the VRF table—You can use
the BGP, OSPF, and RIP routing protocols, and you can use static routes.

Configuring Logical Units on the Loopback Interface for Routing Instances in Layer 3
VPNs

For Layer 3 VPNs (VRF routing instances), you can configure a logical unit on the loopback interface into
each VRF routing instance that you have configured on the router. Associating a VRF routing instance
with a logical unit on the loopback interface allows you to easily identify the VRF routing instance.

Doing this is useful for troubleshooting:

e It allows you to ping a remote CE router from a local PE router in a Layer 3 VPN. For more
information, see "Example: Troubleshooting Layer 3 VPNs" on page 1231.

e |t ensures that a path maximum transmission unit (MTU) check on traffic originating on a VRF or
virtual-router routing instance functions properly. For more information, see "Configuring Path MTU
Checks for VPN Routing Instances" on page 30.

You can also configure a firewall filter for the logical unit on the loopback interface; this configuration
allows you to filter traffic for the VRF routing instance associated with it.

The following describes how firewall filters affect the VRF routing instance depending on whether they
are configured on the default loopback interface, the VRF routing instance, or some combination of the
two. The “default loopback interface” refers to 100.0 (associated with the default routing table), and the
“VRF loopback interface” refers to 100. s, which is configured in the VRF routing instance.



e If you configure Filter A on the default loopback interface and Filter B on the VRF loopback interface,
the VRF routing instance uses Filter B.

e If you configure Filter A on the default loopback interface but do not configure a filter on the VRF
loopback interface, the VRF routing instance does not use a filter.

o If you configure Filter A on the default loopback interface but do not configure a VRF loopback
interface, the VRF routing instance uses Filter A. For MX80 devices, the behavior is slightly different:
If you configure filters on the default loopback interface but do not configure a VRF loopback
interface, the VRF routing instance uses only the input filters assigned to the default loopback (it
does not use output filters from the default loopback).

For some ACX Series Universal Metro Routers (ACX1000, ACX2000, ACX4000, and ACX5000), the
default loopback filter must be in the same routing, or virtual routing and forwarding (VRF), instance as
the ingress traffic it filters. That is, on these devices, the default loopback filter cannot be used for traffic
traversing an interface that belongs to a different routing instance.

To configure a logical unit on the loopback interface, include the unit statement:

unit number {
family inet {
address address;

You can include this statement at the following hierarchy levels:
e [edit interfaces lo@]
o [edit logical-systems logical-system-name interfaces 1o@]

To associate a firewall filter with the logical unit on the loopback interface, include the filter statement:

filter {

input filter-name;

You can include this statement at the following hierarchy levels:
o [edit interfaces 1o@ unit wnit-number family inet]

o [edit logical-systems logical-system-name interfaces 1o@ unit wnit-number family inet]



To include the 108. ninterface (where n specifies the logical unit) in the configuration for the VRF routing
instance, include the following statement:

interface 100.n;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring Routing Instances on PE Routers in VPNs
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You need to configure a routing instance for each VPN on each of the PE routers participating in the
VPN. The configuration procedures outlined in this section are applicable to Layer 2 VPNs, Layer 3
VPNs, and VPLS. The configuration procedures specific to each type of VPN are described in the
corresponding sections in the other configuration chapters.

To configure routing instances for VPNs, include the following statements:

description text;

instance-type type;

interface interface-name;

route-distinguisher (as-number: number | Ip-address:number);
vrf-import [ policy-names 1;

vrf-export [ policy-names 1;

vrf-target {

export community-name;



import community-name;

You can include these statements at the following hierarchy levels:
o [edit routing-instances routing-instance-namel
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

To configure VPN routing instances, you perform the steps in the following sections:

Configuring the Routing Instance Name for a VPN

The name of the routing instance for a VPN can be a maximum of 128 characters and can contain
letters, numbers, and hyphens. In Junos OS Release 9.0 and later, you can no longer specify default as
the actual routing-instance name. You also cannot use any special characters (! @ # $ % ~ & *, +< > 1)
within the name of a routing instance.

@ NOTE: In Junos OS Release 9.6 and later, you can include a slash (/) in a routing instance
name only if a logical system is not configured. That is, you cannot include the slash
character in a routing instance name if a logical system other than the default is explicitly
configured.

Specify the routing-instance name with the routing-instance statement:

routing-instance routing-instance-name {...}

You can include this statement at the following hierarchy levels:
o [edit]

o [edit logical-systems logical-system-name]

Configuring the Description

To provide a text description for the routing instance, include the description statement. If the text
includes one or more spaces, enclose them in quotation marks (" "). Any descriptive text you include is
displayed in the output of the show route instance detail command and has no effect on the operation of
the routing instance.



To configure a text description, include the description statement:

description text;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring the Instance Type

The instance type you configure varies depending on whether you are configuring Layer 2 VPNs, Layer 3
VPNs, VPLS, or virtual routers. Specify the instance type by including the instance-type statement:

e To enable Layer 2 VPN routing on a PE router, include the instance-type statement and specify the
value 12vpn:

instance-type 12vpn;

e To enable VPLS routing on a PE router, include the instance-type statement and specify the value vpls:

instance-type vpls;

e Layer 3 VPNs require that each PE router have a VPN routing and forwarding (VRF) table for
distributing routes within the VPN. To create the VRF table on the PE router, include the instance-type
statement and specify the value vrf:

instance-type vrf;

@ NOTE: Routing Engine based sampling is not supported on VRF routing instances.

e To enable the virtual-router routing instance, include the instance-type statement and specify the
value virtual-router:

instance-type virtual-router;



You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring Interfaces for VPN Routing

On each PE router, you must configure an interface over which the VPN traffic travels between the PE
and CE routers.

The sections that follow describe how to configure interfaces for VPNs:

General Configuration for VPN Routing

The configuration described in this section applies to all types of VPNs. For Layer 3 VPNs and carrier-of-
carriers VPNs, complete the configuration described in this section before proceeding to the interface
configuration sections specific to those topics.

To configure interfaces for VPN routing, include the interface statement:

interface interface-name;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Specify both the physical and logical portions of the interface name, in the following format:

physical.logical

For example, in at-1/2/1.2, at-1/2/1 is the physical portion of the interface name and 2 is the logical
portion. If you do not specify the logical portion of the interface name, the value 0 is set by default.

A logical interface can be associated with only one routing instance. If you enable a routing protocol on
all instances by specifying interfaces all when configuring the master instance of the protocol at the
[edit protocols] hierarchy level, and if you configure a specific interface for VPN routing at the [edit
routing-instances routing-instance-name] hierarchy level or at the [edit logical-systems logical-system-name
routing-instances routing-instance-namel hierarchy level, the latter interface statement takes precedence and
the interface is used exclusively for the VPN.



If you explicitly configure the same interface name at the [edit protocols] hierarchy level and at either the
[edit routing-instances routing-instance-name] or [edit logical-systems logical-system-name routing-instances
routing-instance-name] hierarchy levels, an attempt to commit the configuration fails.

Configuring Interfaces for Layer 3 VPNs

When you configure the Layer 3 VPN interfaces at the [edit interfaces] hierarchy level, you must also
configure family inet when configuring the logical interface:

[edit interfaces]
interface-name {
unit logical-unit-number {

family inet;

Configuring Interfaces for Carrier-of-Carriers VPNs

When you configure carrier-of-carriers VPNSs, you need to configure the family mpls statement in addition
to the family inet statement for the interfaces between the PE and CE routers. For carrier-of-carriers
VPNs, configure the logical interface as follows:

[edit interfaces]
interface-name {
unit logical-unit-number {
family inet;

family mpls;

If you configure family mpls on the logical interface and then configure this interface for a non-carrier-of-
carriers routing instance, the family mpls statement is automatically removed from the configuration for
the logical interface, since it is not needed.

Configuring Unicast RPF on VPN Interfaces

For VPN interfaces that carry IP version 4 or version 6 (IPv4 or IPvé) traffic, you can reduce the impact
of denial-of-service (DoS) attacks by configuring unicast reverse path forwarding (RPF). Unicast RPF
helps determine the source of attacks and rejects packets from unexpected source addresses on
interfaces where unicast RPF is enabled.



You can configure unicast RPF on a VPN interface by enabling unicast RPF on the interface and
including the interface statement at the [edit routing-instances routing-instance-name] hierarchy level.

You cannot configure unicast RPF on the core-facing interfaces. You can only configure unicast RPF on
the CE router-to-PE router interfaces on the PE router. However, for virtual-router routing instances,
unicast RPF is supported on all interfaces you specify in the routing instance.

For information about how to configure unicast RPF on VPN interfaces, see Understanding Unicast RPF
(Routers).

Configuring the Route Distinguisher

Each routing instance that you configure on a PE router must have a unique route distinguisher
associated with it. VPN routing instances need a route distinguisher to help BGP to distinguish between
potentially identical network layer reachability information (NLRI) messages received from different
VPNs. If you configure different VPN routing instances with the same route distinguisher, the commit
fails.

For Layer 2 VPNs and VPLS, if you have configured the 12vpn-use-bgp-rules statement, you must configure
a unique route distinguisher for each PE router participating in a specific routing instance.

For other types of VPNs, we recommend that you use a unique route distinguisher for each PE router
participating in the routing instance. Although you can use the same route distinguisher on all PE routers
for the same VPN routing instance (except for Layer 2 VPNs and VPLS), if you use a unique route
distinguisher, you can determine the CE router from which a route originated within the VPN.

To configure a route distinguisher on a PE router, include the route-distinguisher statement:

route-distinguisher (as-number: number | ip-address:number);

For a list of hierarchy levels at which you can include this statement, see the statement summary section
for this statement.

The route distinguisher is a 6-byte value that you can specify in one of the following formats:

o as-number.number, where as-number is an autonomous system (AS) number (a 2-byte value) and number is
any 4-byte value. The AS number can be in the range 1 through 65,535. We recommend that you use
an Internet Assigned Numbers Authority (IANA)-assigned, nonprivate AS number, preferably the
Internet service provider’s (ISP’s) own or the customer’s own AS number.

e ip-address.number, where ip-addressis an IP address (a 4-byte value) and numberis any 2-byte value. The
IP address can be any globally unique unicast address. We recommend that you use the address that
you configure in the router-id statement, which is a nonprivate address in your assigned prefix range.
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Configuring Automatic Route Distinguishers

If you configure the route-distinguisher-id statement at the [edit routing-options] hierarchy level, a route

distinguisher is automatically assigned to the routing instance. If you also configure the route-

distinguisher statement in addition to the route-distinguisher-id statement, the value configured for route-

distinguisher supersedes the value generated from route-distinguisher-id.

To assign a route distinguisher automatically, include the route-distinguisher-id statement:

route-distinguisher-id 1p-address;

You can include this statement at the following hierarchy levels:
e [edit routing-options]
o [edit logical-systems logical-system-name routing-options]

A type 1 route distinguisher is automatically assigned to the routing instance using the format ip-
address: number. The IP address is specified by the route-distinguisher-id statement and the number is
unique for the routing instance.

Configuring Virtual-Router Routing Instances in VPNs
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A virtual-router routing instance, like a VRF routing instance, maintains separate routing and forwarding
tables for each instance. However, many of the configuration steps required for VRF routing instances
are not required for virtual-router routing instances. Specifically, you do not need to configure a route
distinguisher, a routing table policy (the vrf-export, vrf-import, and route-distinguisher statements), or MPLS

between the service provider routers.

Configure a virtual-router routing instance by including the following statements:

description text;

instance-type virtual-router;



interface Interface-name;

protocols { ... }

You can include these statements at the following hierarchy levels:
e [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

The following sections explain how to configure a virtual-router routing instance:

Configuring a Routing Protocol Between the Service Provider Routers

The service provider routers need to be able to exchange routing information. You can configure the
following protocols for the virtual-router routing instance protocols statement configuration at the [edit

routing-instances routing-instance-namel hierarchy level:

e BGP

o [S-IS

e LDP

o OSPF

e Protocol Independent Multicast (PIM)

e RIP

You can also configure static routes.

IBGP route reflection is not supported for virtual-router routing instances.

If you configure LDP under a virtual-router instance, LDP routes are placed by default in the routing
instance’s inet.0 and inet.3 routing tables (for example, sample.inet.0 and sample.inet.3). To restrict LDP
routes to only the routing instance’s inet.3 table, include the no-forwarding statement:

no-forwarding;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols ldp]
o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols ldp]

When you restrict the LDP routes to only the inet.3 routing table, the corresponding IGP route in the
inet.0 routing table can be redistributed and advertised into other routing protocols.



For information about routing tables, see Understanding Junos OS Routing Tables.

Configuring Logical Interfaces Between Participating Routers

You must configure an interface to each customer router participating in the routing instance and to
each P router participating in the routing instance. Each virtual-router routing instance requires its own
separate logical interfaces to all P routers participating in the instance. To configure interfaces for
virtual-router instances, include the interface statement:

interface interface-name;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Specify both the physical and logical portions of the interface name, in the following format:

physical.logical
For example, in at-1/2/1.2, at-1/2/1 is the physical portion of the interface name and 2 is the logical
portion. If you do not specify the logical portion of the interface name, 0 is set by default.
You must also configure the interfaces at the [edit interfaces] hierarchy level.

One method of providing this logical interface between the provider routers is by configuring tunnels
between them. You can configure IP Security (IPsec), generic routing encapsulation (GRE), or IP-IP
tunnels between the provider routers, terminating the tunnels at the virtual-router instance.

For information about how to configure tunnels and interfaces, see the Junos OS Services Interfaces
Library for Routing Devices.

Configuring Path MTU Checks for VPN Routing Instances

IN THIS SECTION

Enabling Path MTU Checks for a VPN Routing Instance | 31
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By default, the maximum transmission unit (MTU) check for VPN routing instances is disabled on M
Series routers (except the M320 router) and enabled for the M320 router. On M Series routers, you can
configure path MTU checks on the outgoing interfaces for unicast traffic routed on VRF routing
instances and on virtual-router routing instances.

When you enable an MTU check, the routing platform sends an Internet Control Message Protocol
(ICMP) message when a packet traversing the routing instance exceeds the MTU size and has the do-not-
fragment bit set. The ICMP message uses the VRF local address as its source address.

For an MTU check to work in a routing instance, you must both include the vrf-mtu-check statement at
the [edit chassis] hierarchy level and assign at least one interface containing an IP address to the routing
instance.

For more information about the path MTU check, see the Junos OS Administration Library for Routing
Devices.

To configure path MTU checks, do the tasks described in the following sections:

Enabling Path MTU Checks for a VPN Routing Instance

To enable path checks on the outgoing interface for unicast traffic routed on a VRF or virtual-router
routing instance, include the vrf-mtu-check statement at the [edit chassis] hierarchy level:

[edit chassis]

vrf-mtu-check;

Assigning an IP Address to the VPN Routing Instance

To ensure that the path MTU check functions properly, at least one IP address must be associated with
each VRF or virtual-router routing instance. If an IP address is not associated with the routing instance,
ICMP reply messages cannot be sent.

Typically, the VRF or virtual-router routing instance IP address is drawn from among the IP addresses
associated with interfaces configured for that routing instance. If none of the interfaces associated with
a VRF or virtual-router routing instance is configured with an IP address, you need to explicitly configure
a logical loopback interface with an IP address. This interface must then be associated with the routing
instance. See "Configuring Logical Units on the Loopback Interface for Routing Instances in Layer 3
VPNs" on page 20 for details.

Routing Policies, Firewall Filters, and Traffic Policers User Guide
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Creating Unique VPN Routes Using VRF Tables
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Understanding Virtual Routing and Forwarding Tables

To separate a VPN's routes from routes in the public Internet or those in other VPNs, the PE router
creates a separate routing table for each VPN, called a VPN routing and forwarding (VRF) table. The PE
router creates one VRF table for each VPN that has a connection to a CE router. Any customer or site
that belongs to the VPN can access only the routes in the VRF tables for that VPN.

Figure 7 on page 33 illustrates the VRF tables that are created on the PE routers. The three PE routers
have connections to CE routers that are in two different VPNs, so each PE router creates two VRF
tables, one for each VPN.



Figure 7: VRF Tables
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Each VRF table is populated from routes received from directly connected CE sites associated with that
VREF routing instance and from routes received from other PE routers that passed BGP community
filtering and are in the same VPN.

Each PE router also maintains one global routing table (inet.0) to reach other routers in and outside the

provider’s core network.

Each customer connection (that is, each /ogical interface) is associated with one VRF table. Only the VRF
table associated with a customer site is consulted for packets from that site.

You can configure the router so that if a next hop to a destination is not found in the VRF table, the
router performs a lookup in the global routing table, which is used for Internet access.



The Junos OS uses the following routing tables for VPNs:

bgp.I3vpn.0—Stores routes learned from other PE routers. Routes in the bgp.I3vpn.O routing table are
copied into a Layer 3 VRF when there is a matching VRF import policy in the PE router. This table is
present only on PE routers, and it does not store routes received from directly connected CE routers.

When a PE router receives a route from another PE router, it places the route into its bgp.I3vpn.0O
routing table. The route is resolved using the information in the inet.3 routing table. The resultant
route is converted into IPv4 format and redistributed to all routing-instance-name.inet.O routing
tables on the PE router if it matches the VRF import policy.

The bgp.I3vpn.O table is also used to resolve routes over the MPLS tunnels that connect the PE
routers. These routes are stored in the inet.3 routing table. PE-to-PE router connectivity must exist in
inet.3 (not just in inet.0) for VPN routes to be resolved properly.

When a router is advertising non-local VPN-IPv4 unicast routes and the router is a route reflector or
is performing external peering, the VPN-IPv4 unicast routes are automatically exported into the VPN
routing table (bgp.I3vpn.0). This enables the router to perform path selection and advertise from the
bgp.I3vpn.O routing table.

To determine whether to add a route to the bgp.I3vpn.0 routing table, the Junos OS checks it against
the VRF instance import policies for all the VPNs configured on the PE router. If the VPN-IPv4 route
matches one of the policies, it is added to the bgp.I3vpn.0 routing table. To display the routes in the
bgp.I3vpn.0 routing table, use the show route table bgp.I3vpn.0 command.

routing-instance-name.inet.0—Stores all unicast IPv4 routes received from directly connected CE
routers in a routing instance (that is, in a single VPN) and all explicitly configured static routes in the
routing instance. This is the VRF table and is present only on PE routers. For example, for a routing
instance named VPN-A, the routing table for that instance is named VPN-A.inet.0.

When a CE router advertises to a PE router, the PE router places the route into the corresponding
routing-instance-name.inet.0 routing table and advertises the route to other PE routers if it passes a
VRF export policy. Among other things, this policy tags the route with the route distinguisher (route
target) that corresponds to the VPN site to which the CE belongs. A label is also allocated and
distributed with the route. The bgp.I3vpn.0 routing table is not involved in this process.

The routing-instance-name.inet.0 table also stores routes announced by a remote PE router that
match the VRF import policy for that VPN. The PE router redistributed these routes from its
bgp.I3vpn.O table.

Routes are not redistributed from the routing-instance-name.inet.O table to the bgp.I3vpn.O table;
they are directly advertised to other PE routers.

For each routing-instance-name.inet.0 routing table, one forwarding table is maintained in the
router’s Packet Forwarding Engine. This table is maintained in addition to the forwarding tables that
correspond to the router’s inet.0 and mpls.O routing tables. As with the inet.0 and mpls.O routing



tables, the best routes from the routing-instance-name.inet.0 routing table are placed into the
forwarding table.

To display the routes in the routing-instance-name.inet.0 table, use the show route table routing-
instance-name.inet.0 command.

inet.3—Stores all MPLS routes learned from LDP and RSVP signaling done for VPN traffic. The
routing table stores the MPLS routes only if the traffic-engineering bgp-igp option is not enabled.

For VPN routes to be resolved properly, the inet.3 table must contain routes to all the PE routers in
the VPN.

To display the routes in the inet.3 table, use the show route table inet.3 command.

inet.0—Stores routes learned by the IBGP sessions between the PE routers. To provide Internet
access to the VPN sites, configure the routing-instance-name.inet.O routing table to contain a default
route to the inet.0 routing table.

To display the routes in the inet.O table, use the show route table inet.0 command.

The following routing policies, which are defined in VRF import and export statements, are specific to
VRF tables.

Import policy—Applied to VPN-IPv4 routes learned from another PE router to determine whether
the route should be added to the PE router’s bgp.I8vpn.0 routing table. Each routing instance on a PE
router has a VRF import policy.

Export policy—Applied to VPN-IPv4 routes that are announced to other PE routers. The VPN-IPv4
routes are IPv4 routes that have been announced by locally connected CE routers.

VPN route processing differs from normal BGP route processing in one way. In BGP, routes are accepted
if they are not explicitly rejected by import policy. However, because many more VPN routes are
expected, the Junos OS does not accept (and hence store) VPN routes unless the route matches at least
one VRF import policy. If no VRF import policy explicitly accepts the route, it is discarded and not even
stored in the bgp.I3vpn.0 table. As a result, if a VPN change occurs on a PE router—such as adding a new
VREF table or changing a VRF import policy—the PE router sends a BGP route refresh message to the
other PE routers (or to the route reflector if this is part of the VPN topology) to retrieve all VPN routes
so they can be reevaluated to determine whether they should be kept or discarded.

SEE ALSO

IGP Shortcuts and VPNs
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Understanding VRF Localization in Layer 3 VPNs

In a Layer 3 VPN, to separate routes of a VPN from routes in the public Internet or those in other VPN,
the PE router creates a separate routing table for each VPN, called a virtual routing and forwarding
(VRF) table. Each VRF uses a route distinguisher and route target to differentiate other VPNs so that
each VRF achieves a VPN in a public network. The PE router creates one VRF table for each VPN that
has a connection to a CE router. Any customer or site that belongs to the VPN can access only the
routes in the VRF tables for that VPN.

The PE routers in a Layer 3 VPN deployment have two types of line cards hosting the following
interfaces:

o CE-facing interfaces

e Core-facing interfaces

@ NOTE: An FPC can be either core-facing or CE-facing.

The VRFs are present on these line cards and currently, in Junos OS, all the routes of all the VRFs are
present on all line cards along with chained composite next hops on all the FPCs. This uses up the
memory in each line card. Since traffic from CE-facing interfaces comes in only through the
corresponding CE-facing FPCs, all the routes and next hops need not be present on all the line cards.
VRF localization provides a mechanism for localizing routes of VRF to specific line cards to help
maximize the number of routes that a router can handle. CE-facing interfaces localize all the routes of
instance type VRF to a specific line card. If CE-facing interfaces are logical interfaces like AE or RLSQ or
IRB, then a line card number has to be configured to localize routes. Core-facing line cards store all the
VRF routes. These cards have to be configured as VPN core-facing default or VPN core-facing only.
Core-facing line cards store routes of all the VRFs, and they are of the following types:

e vpn-core-facing-default — The core-facing FPC installs all the routes and next hops of the VRF
routes.

e vpn-core-facing-only — The core-facing FPC installs all the routes and does not store next hops of
the VRF routes.

@ NOTE: Core-facing FPCs can be configured as either core-facing-default or core-facing-
only.

Maximizing VPN Routes Using VRF Localization for Layer 3 VPNs

Virtual routing and forwarding (VRF) localization provides a mechanism for localizing routes of VRF to
specific line cards to help maximize the number of routes that a router can handle. CE-facing interfaces
localize all the routes of instance type VRF to a specific line card. If the CE-facing interfaces are logical



interfaces like AE/RLSQ/IRB, then the line card has to be configured to localize routes. Core-facing line
cards store all the VRF routes. These cards have to be configured as VPN core-facing only or VPN core-
facing default. To configure VRF localization, configure the localized-fib statement at the [edit routing-
instances instance-name routing-options] hierarchy level and configure the vpn-localization statement at the
[edit chassis fpc fpc-slot] hierarchy level. The show route vpn-localization command displays the
localization information of all the VRFs in the system.

Before you begin to localize the VRF table:

o Configure the interfaces.

e Configure the routing and signaling protocols.
To configure VRF localization:

1. Configure the chassis of the router.

a. Configure the FPC slot as either VPN core-facing only or VPN core-facing default to store the
VRF routes.

[edit chassis]
user@host# set fpc slot-number vpn-localization vpn-core-facing-only
user@host# set fpc slot-number vpn-localization vpn-core-facing-default

2. Configure enhanced IP network service on the chassis.

[edit chassis]
user@host# set network-services enhanced-ip

3. Create an instance type, configure the route distinguisher, and configure the VRF target community
and VRF target label.

[edit routing-instances routing-instance]

user@host# set instance-type vrf

user@host# set interface interface-name

user@host# set route-distinguisher route-distinguisher-id
user@host# set provider-tunnel rsvp-te static-1lsp vpn1-p2mp
user@host# set vrf-target vrf-target-community

user@host# set vrf-table-label



4. Configure the multipath routing option to balance load independent of the protocol.

[edit routing-instances routing-instance routing-options]
user@host# set multipath

5. Configure the specific FPC of CE-facing physical interfaces or specify the FPC slot number if the CE-
facing interfaces are logical interfaces like AE or RSQL or IRB to localize the VRF routing instance
routes.

e Configure the specific FPC of CE-facing physical interfaces to localize the VRF routing instance
routes.

[edit routing-instances routing-instance routing-options]
user@host# set localized-fib

e Configure the FPC slot number of the CE-facing logical interfaces like AE or RSQL or IRB to
localize the VRF routing instance routes.

[edit routing-instances routing-instance routing-options]

user@host# set localized-fib fpc-slot fpc-slot-number

6. Configure the peer group of the BGP protocol for the routing instance.

[edit routing-instances routing-instance protocols bgp group group-name]
user@host# set type external

user@host# set export direct

user@host# set peer-as 100

user@host# set neighbor IP-address family inet unicast

user@host# set neighbor IP-address family inet6 unicast

7. Configure the MVPN protocol for the routing instance.

[edit routing-instances routing-instance protocols]

user@host# set mvpn



Example: Improving Scalability Using VRF Localization for Layer 3 VPNs
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This example shows how to configure VRF localization on MX Series routers, which enables you to
improve the VPN scalability on MX Series routers.

Requirements

This example uses the following hardware and software components:
e Five MX Series 5G Universal Routing Platforms

e Junos OS Release 14.2 or later running on all devices

Before you begin:

1. Configure the device interfaces.

2. Configure the BGP protocol.

Overview
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Starting with Junos OS Release 14.2, the VRF localization provides a mechanism for localizing routes of
VREF to specific line cards which helps maximize the number of routes that a router can handle. CE-
facing interfaces localize all the routes of instance type VRF to a specific line card. If the CE-facing
interfaces are logical interfaces like AE or RLSQ or IRB, then the line card has to be configured to localize
routes. Core-facing line cards store all the VRF routes. These cards have to be configured as VPN core-



facing only or VPN core-facing default. To configure VRF localization, configure the localized-fib
configuration statement at the [edit routing-instances instance-name routing-options] hierarchy level and
configure vpn-localization at the [edit chassis fpc 7pc-siot] hierarchy level. The show route vpn-localization
command displays the localization information of all the VRFs in the system.

Topology

In the topology shown in Figure 8 on page 40, VRF localization is configured on Device PE1.

Figure 8: Example VRF Localization
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from the configuration mode.

CE1

set interfaces ge-4/0/0 unit 0 family inet address 192.0.2.2/24

set interfaces ge-4/0/0 unit 0 family inet6 address abcd:a:a:a:1::2/126
set protocols bgp group vpnl type external

set protocols bgp group vpnl export direct



set
set
set
set
set
set
set
set

PE1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols
protocols
protocols
policy-opt
policy-opt
policy-opt
routing-op

routing-op

chassis re
chassis ag
chassis fp
chassis ne
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
policy-opt
policy-opt
policy-opt
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp group vpnl peer-as 10

bgp group vpn1 neighbor 192.0.2.1 family inet unicast

bgp group vpn1 neighbor abcd:a:a:a:1::1 family inet6 unicast

ions policy-statement direct from protocol direct

ions policy-statement direct then accept

ions policy-statement load-balancing-policy then load-balance per-packet
tions autonomous-system 100

tions forwarding-table export load-balancing-policy

dundancy graceful-switchover
gregated-devices ethernet device-count 16
c 8 vpn-localization vpn-core-facing-only

twork-services enhanced-ip

ge-2/0/0 unit 0 family inet address 192.0.2.1/24
ge-2/0/0 unit 0 family inet6 address abcd:a:a:a:1::1/126
ge-8/1/0 gigether-options 802.3ad ae0

ge-8/1/9 gigether-options 802.3ad ae@

aed unit 0 family inet address 192.0.2.3/24

aed unit 0 family iso

aed unit 0 family mpls

100 unit 1 family inet address 10.255.19.254/24

100 unit 1 family inet6 address abcd::10:0:1:1/128

ions policy-statement direct from protocol direct

ions policy-statement direct then accept

ions policy-statement load-balancing-policy then load-balance per-packet
rsvp interface ae0.0
mpls ipv6-tunneling
mpls icmp-tunneling
mpls label-switched-path pel-pe2-p2mp-1 from 10.255.19.254
mpls label-switched-path pel-pe2-p2mp-1 to 10.255.19.251
mpls label-switched-path pel-pe2-p2mp-1 link-protection
mpls label-switched-path pel-pe2-p2mp-1 p2mp vpn1-p2mp
mpls label-switched-path pel-pe3-p2mp-1 from 10.255.19.254
mpls label-switched-path pel-pe3-p2mp-1 to 10.255.19.203
mpls label-switched-path pel-pe3-p2mp-1 link-protection
mpls label-switched-path pel-pe3-p2mp-1 p2mp vpn1-p2mp
mpls interface ae0.0

bgp group mpbg type internal

bgp group mpbg local-address 10.255.19.254

bgp group mpbg family inet unicast



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set
set
set
set
set
set
set
set
set
set

protocols bgp group mpbg family inet-vpn unicast

protocols bgp group mpbg family inet6 unicast

protocols bgp group mpbg family inet6-vpn unicast

protocols bgp group mpbg family inet-mvpn signaling

protocols bgp group mpbg family inet6-mvpn signaling

protocols bgp group mpbg neighbor 10.255.19.253

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface ae0.0

protocols ospf area 0.0.0.0 interface 100.0 passive

protocols ldp interface ae0.0

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl

instance-type vrf

interface ge-2/0/0.0

interface 100.1

route-distinguisher 1:1

provider-tunnel rsvp-te static-1lsp vpn1-p2mp

vrf-target target:1:1

vrf-table-label

routing-options multipath

routing-options localized-fib

protocols bgp group grpl type external

protocols bgp group grpl export direct

protocols bgp group grpl peer-as 100

protocols bgp group grpl neighbor 192.0.2.2 family inet unicast
protocols bgp group grpl neighbor abcd:a:a:a:1::2 family inet6 unicast
protocols mvpn

routing-options nonstop-routing

routing-options autonomous-system 10

routing-options forwarding-table export load-balancing-policy

routing-options forwarding-table chained-composite-next-hop ingress 13vpn extended-space

chassis aggregated-devices ethernet device-count 16

interfaces ge-1/0/1
interfaces ge-1/0/3
interfaces ge-1/1/1
interfaces ae@ unit
interfaces ae@ unit
interfaces ae@ unit
interfaces ael unit
interfaces ael unit

interfaces ael unit

gigether-options 802.3ad ae0
gigether-options 802.3ad ae0
gigether-options 802.3ad ael

0 family inet address 192.0.2.4/24

0 family iso

0 family mpls

0 family inet address 198.51.100.2/24
0 family iso

0 family mpls



set routing-options autonomous-system 10

set routing-options forwarding-table export load-balancing-policy
set protocols rsvp interface ae0.0

set protocols rsvp interface ael.0

set protocols mpls ipv6-tunneling

set protocols mpls icmp-tunneling

set protocols mpls interface ae0.0

set protocols mpls interface ael.0

set protocols bgp group mpbg type internal

set protocols bgp group mpbg local-address 10.255.19.253
set protocols bgp group mpbg family inet unicast

set protocols bgp group mpbg family inet-vpn unicast

set protocols bgp group mpbg family inet6 unicast

set protocols bgp group mpbg family inet6-vpn unicast
set protocols bgp group mpbg family inet-mvpn signaling
set protocols bgp group mpbg family inet6-mvpn signaling
set protocols bgp group mpbg cluster 10.255.19.253

set protocols bgp group mpbg neighbor 10.255.19.254

set protocols bgp group mpbg neighbor 10.255.19.251

set protocols bgp group mpbg neighbor 10.255.19.203

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface 100.0 passive
set protocols ospf area 0.0.0.0 interface ae0.0

set protocols ospf area 0.0.0.0 interface ael.0

set protocols ldp interface ae0.0

set protocols ldp interface ae1.0

set policy-options policy-statement load-balancing-policy then load-balance per-packet

PE2

set chassis redundancy graceful-switchover

set chassis aggregated-devices ethernet device-count 16

set interfaces ge-4/2/1 gigether-options 802.3ad ael

set interfaces ge-4/2/5 unit @ family inet address 198.51.100.3/24
set interfaces ge-4/2/5 unit 0 family inet6 address abcd:a:a:a:2::1/126
set interfaces ael unit @ family inet address 198.51.100.1/24

set interfaces ael unit 0 family iso

set interfaces ael unit @ family mpls

set interfaces 100 unit 2 family inet address 10.255.19.251/24

set interfaces 100 unit 2 family inet6 address abcd::203:0:113:2/128
set policy-options policy-statement direct from protocol direct

set policy-options policy-statement direct then accept



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

policy-options
protocols rsvp
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
bgp
bgp

bgp

protocols
protocols

protocols

interface ae1l.0
ipv6-tunneling
icmp-tunneling
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
interface ae1l.0

policy-statement load-balancing-policy then load-balance per-packet

from 10.255.19.251
to 10.255.19.254
link-protection

pe2-pel-p2mp-1
pe2-pel-p2mp-1
pe2-pel-p2mp-1
pe2-pel-p2mp-1 p2mp vpn1l-p2mp
from 10.255.19.251
to 10.255.19.203

link-protection

pe2-pe3-p2mp-1
pe2-pe3-p2mp-1
pe2-pe3-p2mp-1

pe2-pe3-p2mp-1 p2mp vpn1l-p2mp

group mpbg type internal
group mpbg local-address 10.255.19.251

group mpbg family inet unicast

protocols
protocols
protocols
protocols
protocols
protocols
protocols

bgp
bgp
bgp
bgp
bgp
bgp

group mpbg family
group mpbg family
group mpbg family
group mpbg family
group mpbg family
group mpbg neighbo

inet-vpn unicast per-prefix-label

inet6 unicast

inet6-vpn unicast per-prefix-label

inet-mvpn signaling

inet6-mvpn signaling

r 10.255.19.253

ospf traffic-engineering

protocols
protocols
protocols
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl

ldp interface ae1.0

instance-
interface
route-dis
provider-
vrf-targe
vrf-table
routing-o
protocols
protocols
protocols
protocols
protocols
protocols

routing-options nonstop-routing

ospf area 0.0.0.0 interface 100.0 passive
ospf area 0.0.0.0 interface ael.0

type vrf

ge-4/2/5.0

tinguisher 1:1

tunnel rsvp-te static-lsp vpn1-p2mp
t target:1:1
-label

ptions multipath
bgp group grpl
bgp group grp1
bgp group grpl
bgp group grp1
bgp group grpl
mvpn

type external

export direct

peer-as 200

neighbor 198.51.100.4 family inet unicast

neighbor abcd:a:a:a:2::2 family inet6 unicast

routing-options autonomous-system 10

routing-options forwarding-table export load-balancing-policy



CE2

set interfaces ge-0/0/5 unit @ family inet address 198.51.100.4/24

set interfaces ge-0/0/5 unit 0 family inet6 address abcd:a:a:a:2::2/126
set protocols bgp group vpnl type external

set protocols bgp group vpnl export direct

set protocols bgp group vpnl export vpni

set protocols bgp group vpnl peer-as 10

set protocols bgp group vpnl neighbor 198.51.100.3 family inet unicast

set protocols bgp group vpnl neighbor abcd:a:a:a:2::1 family inet6 unicast
set policy-options policy-statement direct from protocol direct

set policy-options policy-statement direct then accept

set policy-options policy-statement load-balancing-policy then load-balance per-packet
set routing-options autonomous-system 200

set routing-options forwarding-table export load-balancing-policy

Configuring Device PE1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device PE1:

1. Specify the number of aggregated Ethernet interfaces to be created, configure the FPCs as vpn-
core-facing-only, and enable enhanced IP network services.

[edit chassis]

user@PE1# set redundancy graceful-switchover

user@PE1# set aggregated-devices ethernet device-count 16
user@PE1# set fpc 8 vpn-localization vpn-core-facing-only
user@PE1# set network-services enhanced-ip

2. Configure the interfaces.

[edit interfaces]

user@PE1# set ge-2/0/0 unit 0 family inet address 192.0.2.1/24
user@PE1# set ge-2/0/0 unit 0 family inet6 address abcd:a:a:a:1::1/126
user@PE1# set ge-8/1/0 gigether-options 802.3ad ae@



user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#

set
set
set
set
set

aed
aed
aed
1o0
100

unit 0 family mpls
unit 1 family inet address 10.255.19.254/24
unit 1 family inet6 address abcd::10:0:1:1/128

set ge-8/1/9 gigether-options 802.3ad ae@
unit 0 family inet address 192.0.2.3/24
unit 0 family iso

3. Configure policy options to load balance the packets.

[edit policy-options policy-statement]

user@PE14# set direct from protocol direct

user@PE1# set

direct then accept

user@PE1# set load-balancing-policy then load-balance per-packet

4. Configure the RSVP protocol on the interface.

[edit protocols rsvp]

user@PE1# set

interface ae0.0

5. Configure the MPLS protocol.

[edit protocols mpls]

user@PE1# set
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#

set
set
set
set
set
set
set
set
set
set

ipv6-tunneling

icmp-tunneling

label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
interface ae0.0

pel-pe2-p2mp-1
pel-pe2-p2mp-1
pel-pe2-p2mp-1
pel-pe2-p2mp-1
pel-pe3-p2mp-1
pel-pe3-p2mp-1
pel-pe3-p2mp-1
pel-pe3-p2mp-1

6. Configure the BGP protocol for the mpbg group.

[edit protocols bgp group mpbg]

user@PE1# set

type internal

user@PE14# set local-address 10.255.19.254

from 10.255.19.254
to 10.255.19.251
link-protection
p2mp vpn1-p2mp
from 10.255.19.254
to 10.255.19.203
link-protection
p2mp vpn1-p2mp



user@PE1# set family inet unicast
user@PE1# set family inet-vpn unicast
user@PE1# set family inet6 unicast
user@PE14# set family inet6-vpn unicast
user@PE1# set family inet-mvpn signaling
user@PE1# set family inet6-mvpn signaling
user@PE1# set neighbor 10.255.19.253

7. Configure the OSPF protocol.

[edit protocols ospf]

user@PET# set traffic-engineering

user@PE1# set area 0.0.0.0 interface ae0.0
user@PE1# set area 0.0.0.0 interface 100.0 passive

8. Configure the LDP protocol on the interface.

[edit protocols]
user@PE14# set ldp interface ae0.0

9. Create an instance type and configure the routing instances on the interface.

[edit routing-instances vpnl]
user@PET# set instance-type vrf
user@PE14# set interface ge-2/0/0.0
user@PE1# set interface 100.1

10. Configure the route distinguisher, and configure the static LSP for the provider tunnel RSVP-TE.

[edit routing-instances vpn1]
user@PE1# set route-distinguisher 1:1
user@PE1# set provider-tunnel rsvp-te static-lsp vpnl-p2mp



11. Configure the VRF target and the VRF target label for the routing instance.

[edit routing-instances vpni]
user@PE1# set vrf-target target:1:1
user@PE1# set vrf-table-label

12. Configure the multipath routing option for a routing instance, and configure the localized fib routing
option for the routing instance.

[edit routing-instances vpnl routing-options]
user@PE1# set multipath
user@PE1# set localized-fib

13. Configure the group of BGP protocols for a routing instance.

[edit routing-instances vpnl protocols bgp group grpl]
user@PE1# set type external

user@PE14# set export direct

user@PE1# set peer-as 100

user@PE1# set neighbor 192.0.2.2 family inet unicast
user@PE1# set neighbor abcd:a:a:a:1::2 family inet6 unicast

14. Configure the MVPN protocols.

[edit routing-instances vpnl]
user@PE1# set protocols mvpn

15. Configure the nonstop active routing and the autonomous system number for a routing option.

[edit routing-options]
user@PE1# set nonstop-routing
user@PE1# set autonomous-system 10



16. Configure the load-balancing policy for the forwarding table and extended space for the chained
composite next hop for the L3VPN of the forwarding table.

[edit routing-options]
user@PE1# set forwarding-table export load-balancing-policy
user@PE1# set forwarding-table chained-composite-next-hop ingress 13vpn extended-space

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
policy-options, show protocols, show routing-instances, and show routing-options commands. If the output does
not display the intended configuration, repeat the instructions in this example to correct the
configuration.

user@PE1# show chassis
redundancy {
graceful-switchover;
}
aggregated-devices {
ethernet {
device-count 16;

}
fpc 8 {

vpn-localization vpn-core-facing-only;
}

network-services enhanced-ip;

user@PE1# show interfaces
ge-2/0/0 {
unit @ {
family inet {
address 192.0.2.1/24;
}
family inet6 {
address abcd:a:a:a:1::1/126;



ge-8/1/0 {
gigether-options {

802.3ad aeo0;
}
}
ge-8/1/9 {
gigether-options {
802.3ad ae0;
}
}
aed {
unit 0 {
family inet {
address 192.0.2.3/24;
}
family iso;
family mpls;
}
}
lo0 {
unit 1 {
family inet {
address 10.255.19.254/24;
}
family inet6 {
address abcd::10:0:1:1/128;
}
}
}

user@PE1# show policy-options
policy-statement direct {
from protocol direct;
then accept;
}
policy-statement load-balancing-policy {
then {
load-balance per-packet;



user@PE1# show routing-options
nonstop-routing;
autonomous-system 10;
forwarding-table {
export load-balancing-policy;
chained-composite-next-hop {
ingress {

13vpn extended-space;

user@PE1# show routing-instances
vpnl {
instance-type vrf;
interface ge-2/0/0.0;
interface 100.1;
route-distinguisher 1:1;
provider-tunnel {
rsvp-te {
static-1sp vpnl-p2mp;

}
vrf-target target:1:1;
vrf-table-label;

routing-options {

multipath;
localized-fib;
}
protocols {

bgp {
group grpl {
type external;
export direct;
peer-as 100;
neighbor 192.0.2.2 {
family inet {



unicast;

}
neighbor abcd:a:a:a:1::2 {
family inet6 {

unicast;

user@PE1# show protocols
rsvp {
interface ae0.0;
}
mpls {
ipv6-tunneling;
icmp-tunneling;
label-switched-path pel-pe2-p2mp-1 {
from 10.255.19.254;
to 10.255.19.251;
link-protection;
p2mp vpnl-p2mp;
}
label-switched-path pel-pe3-p2mp-1 {
from 10.255.19.254;
to 10.255.19.203;
link-protection;
p2mp vpnl-p2mp;
}
interface ae0.0;
}
bgp {
group mpbg {
type internal;
local-address 10.255.19.254;
family inet {

unicast;



}

family inet-vpn {
unicast;

}

family inet6 {
unicast;

}

family inet6-vpn {
unicast;

}

family inet-mvpn {
signaling;

}

family inet6-mvpn {
signaling;

}

neighbor 10.255.19.253;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ae0.0;
interface 100.0 {

passive;

}
1dp {
interface ae0.0;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying VRF Localization | 54

Verifying VRF Localization for a VPN | 54



Confirm that the configuration is working properly.

Verifying VRF Localization

Purpose

Verify the localization of VRF in a Layer 3 VPN.

Action

From operational mode, run the show route vpn-localization command for Device PE1.

user@PE1> show route vpn-localization

Routing table: vpnl.inet, Localized
Index: 7, Address Family: inet, Localization status: Complete
Local FPC's: 2 8

Routing table: vpnl.inet6, Localized
Index: 7, Address Family: inet6, Localization status: Complete
Local FPC's: 2 8

Routing table: vpn2.inet, Non-localized
Index: 8, Address Family: inet, Localization status: Complete
Local FPC's: All

Routing table: vpn2.inet6, Non-localized

Index: 8, Address Family: inet6, Localization status: Complete
Local FPC's: All

Meaning

The output shows the localization information of all the VRFs.

Verifying VRF Localization for a VPN

Purpose

Verify VRF localization for a VPN.



Action

From operational mode, run the show route vpn-localization vpn-name vpn-name command.

user@PE1> show route vpn-localization vpn-name vpni

Routing table: vpnl.inet, Localized
Index: 7, Address Family: inet, Localization status: Complete
Local FPC's: 2 8

Routing table: vpnl.inet6, Localized
Index: 7, Address Family: inet6, Localization status: Complete
Local FPC's: 2 8

Meaning
The output shows the VPN localization of a VPN.

Filtering Packets in Layer 3 VPNs Based on IP Headers

IN THIS SECTION

Egress Filtering Options | 57

Support on Aggregated and VLAN Interfaces for IP-Based Filtering | 57

Support on ATM and Frame Relay Interfaces for IP-Based Filtering | 57

Support on Ethernet, SONET/SDH, and T1/T3/E3 Interfaces for IP-Based Filtering | 58

Support on SONET/SDH and DS3/E3 Channelized Enhanced Intelligent Queuing Interfaces for IP-
Based Filtering | 59

Support on Multilink PPP and Multilink Frame Relay Interfaces for IP-Based Filtering | 61
Support for IP-Based Filtering of Packets with Null Top Labels | 61

General Limitations on IP-Based Filtering | 62

Including the vrf-table-label statement in the configuration for a routing instance makes it possible to
map the inner label to a specific VRF routing table; such mapping allows the examination of the
encapsulated IP header at an egress VPN router. You might want to enable this functionality so that you
can do either of the following:



e Forward traffic on a PE-router-to-CE-device interface, in a shared medium, where the CE device is a
Layer 2 switch without IP capabilities (for example, a metro Ethernet switch).

The first lookup is done on the VPN label to determine which VRF table to refer to, and the second
lookup is done on the IP header to determine how to forward packets to the correct end hosts on the
shared medium.

e Perform egress filtering at the egress PE router.

The first lookup on the VPN label is done to determine which VRF routing table to refer to, and the
second lookup is done on the IP header to determine how to filter and forward packets. You can
enable this functionality by configuring output filters on the VRF interfaces.

When you include the vrf-table-label statement in the configuration of a VRF routing table, a label-
switched interface (LSI) logical interface label is created and mapped to the VRF routing table. Any
routes in such a VRF routing table are advertised with the LSI logical interface label allocated for the
VREF routing table. When packets for this VPN arrive on a core-facing interface, they are treated as if
the enclosed IP packet arrived on the LSl interface and are then forwarded and filtered based on the
correct table.

To filter traffic based on the IP header, include the vrf-table-label statement:

vrf-table-label {

source-class-usage;

You can include the statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

You can include the vrf-table-label statement for both IPv4 and IPvé Layer 3 VPNSs. If you include the
statement for a dual-stack VRF routing table (where both IPv4 and IPvé routes are supported), the
statement applies to both the IPv4 and IPvé6 routes and the same label is advertised for both sets of
routes.

You can also configure SCU accounting for Layer 3 VPNs configured with the vrf-table-label statement
by also including the source-class-usage option. Include the source-class-usage statement at the [edit
routing-instances routing-instance-name vrf-table-label] hierarchy level. The source-class-usage statement at
this hierarchy level is supported only for the vrf instance type (Layer 3 VPNs). DCU is not supported for
the vrf-table-label statement. For more information, see Enabling Source Class and Destination Class
Usage.

The following sections provide more information about traffic filtering based on the IP header:


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/protocol-family-interface-address-properties.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/protocol-family-interface-address-properties.html

Egress Filtering Options

You can enable egress filtering (which allows egress Layer 3 VPN PE routers to perform lookups on the
VPN label and IP header at the same time) by including the vrf-table-1label statement at the [edit routing-
instances instance-name] hierarchy level. There is no restriction on including this statement for CE-router-
to-PE-router interfaces, but there are several limitations on other interface types, as described in
subsequent sections in this topic.

You can also enable egress filtering by configuring a VPN tunnel (VT) interface on routing platforms
equipped with a Tunnel Services Physical Interface Card (PIC). When you enable egress filtering this way,
there is no restriction on the type of core-facing interface used. There is also no restriction on the type
of CE-router-to-PE-router interface used.

Support on Aggregated and VLAN Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over aggregated and VLAN interfaces is available on the
routers summarized in Table 1 on page 57.

Table 1: Support for Aggregated and VLAN Interfaces

Interfaces M Series Router Without an M Series Router with an M320 Router T Series Router
Enhanced FPC Enhanced FPC

Aggregated = No Yes Yes Yes

VLAN No Yes Yes Yes

@ NOTE: The vrf-table-label statement is not supported for Aggregated Gigabit Ethernet,
10-Gigabit Ethernet, and VLAN physical interfaces on M120 routers.

Support on ATM and Frame Relay Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Asynchronous Transfer Mode (ATM) and Frame Relay
interfaces is available on the routers summarized in Table 2 on page 58.



Table 2: Support for ATM and Frame Relay Interfaces

Interfaces M Series Router M Series Router with an = M320 Router = T Series Router
Without an Enhanced Enhanced FPC
FPC

ATM1 No No No No

ATM2 intelligent No Yes Yes Yes

queuing (IQ)

Frame Relay No Yes Yes Yes

Channelized No No No No

When you include the vrf-table-label statement, be aware of the following limitations with ATM or
Frame Relay interfaces:

e The vrf-table-label statement is supported on ATM interfaces, but with the following limitations:

e ATM interfaces can be configured on the M320 router and the T Series routers, and on M Series
routers with an enhanced FPC.

e The interface can only be a PE router interface receiving traffic from a P router.
e The router must have an ATM2 1Q PIC.

e The vrf-table-label statement is also supported on Frame Relay encapsulated interfaces, but with the
following limitations:

e Frame Relay interfaces can be configured on the M320 router and the T Series routers, and on M
Series routers with an enhanced FPC.

e The interface can only be a PE router interface receiving traffic from a P router.

Support on Ethernet, SONET/SDH, and T1/T3/E3 Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Ethernet, SONET/SDH, and T1/T3/E3 interfaces is
available on the routers summarized in Table 3 on page 59.



Table 3: Support for Ethernet, SONET/SDH, and T1/T3/E3 Interfaces

Interfaces M Series Router Without an M Series Router with an M320 Router = T Series Router
Enhanced FPC Enhanced FPC

Ethernet Yes Yes Yes Yes

SONET/SDH | Yes Yes Yes Yes

T1/T3/ES3 Yes Yes Yes Yes

Only the following Ethernet PICs support the vrf-table-1label statement on M Series routers without an
Enhanced FPC:

e 1-port Gigabit Ethernet
e 2-port Gigabit Ethernet

e 4-port Fast Ethernet

Support on SONET/SDH and DS3/E3 Channelized Enhanced Intelligent Queuing Interfaces for IP-
Based Filtering

Support for the vrf-table-label statement for the specified channelized IQE interfaces is only available on
M120 and M320 routers with Enhanced Ill FPCs as summarized in Table 4 on page 59.

Table 4: Support for Channelized IQE Interfaces on M320 Routers with Enhanced Il FPCs

Interfaces M120 Routers M320 Routers
with Enhanced Ill FPCs with Enhanced Ill FPCs
0C12 Yes Yes
STM4 Yes Yes
0OC3 Yes Yes

STM1 Yes Yes



Table 4: Support for Channelized IQE Interfaces on M320 Routers with Enhanced Il FPCs (Continued))

Interfaces M120 Routers M320 Routers

with Enhanced Ill FPCs with Enhanced Ill FPCs
DS3 Yes Yes
E3 Yes Yes

The following IQE Type-1 PICs are supported:

1-port OC12/STM4 IQE with SFP

4-port OC3/STM1 IQE with SFP

4-port DS3/E3 IQE with BNC

2-port Channelized OC3/STM1 IQE with SFP, with no SONET partitions

1-port Channelized OC12/5TM4 IQE with SFP, with no SONET partitions

The following constraints are applicable with respect to a router configuration utilizing logical systems:

Multiport IQE PIC interfaces constraints—On multiport IQE PICs, such as the 2-port Channelized
OC3/STM1 IQE with SFP, if the port 1 interface is configured as one logical system with its own
routing-instance and the port 2 interface is configured as a different logical system with its own
routing instances such that there are core-facing logical interfaces on both port 1 and port 2, then
you cannot configure the vrf-table-label statement on routing-instance in both logical systems. Only
one set of LSl labels are supported; the last routing instance with the vrf-table-label statement
configured is committed.

Frame Relay encapsulation and logical interfaces across logical systems constraints—Similar to the
multiport PIC with logical systems, if you try to configure one logical interface of an IQE PIC with
Frame Relay encapsulation in one logical system and configure another logical interface on the same
IQE PIC in the second logical system, the configuration will not work for all the vrf-table-label
statement configured instances. It will only work for the instances configured in one of the logical
systems.

Both the above constraints occur because the router configuration maintains one LSI tree in the Packet
Forwarding Engine per logical system, which is common across all streams. The stream channel table
lookup is then adjusted to point to the LSI tree. In the case of multiport type-1 IQE PICs, all physical
interfaces share the same stream. Therefore, the logical interfaces (multiport or not) obviously share the
same stream. Consequently, the LSI binding is at the stream level. Hence, provisioning logical interfaces
under the same stream provisioned to be core-facing and supporting a different set of routing instances

with the vrf-table-label statement is not supported.



Support on Multilink PPP and Multilink Frame Relay Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Multilink Point-to-Point Protocol (MLPPP) and Multilink
Frame Relay (MLFR) interfaces is available on the routers summarized in Table 5 on page 61.

Table 5: Support for Multilink PPP and Multilink Frame Relay Interfaces

Interfaces M Series Router M Series Router M320 T Series MX Series
Without an with an Enhanced Router Router
Enhanced FPC FPC

MLPPP No Yes No No No

End-to-End MLFR No Yes No No No

(FRF.15)

UNI/NNI MLFR No No No No No

(FRF.16)

M Series routers must have an AS PIC to support the vrf-table-label statement over MLPPP and MLFR
interfaces. The vrf-table-label statement over MLPPP interfaces is not supported on M120 routers.

Support for IP-Based Filtering of Packets with Null Top Labels

You can include the vrf-table-label statement in the configuration for core-facing interfaces receiving
MPLS packets with a null top label, which might be transmitted by some vendors’ equipment. These
packets can be received only on the M320 router, the M10i router, and T Series Core routers using one
of the following PICs:

1-port Gigabit Ethernet with SFP
e 2-port Gigabit Ethernet with SFP
e 4-port Gigabit Ethernet with SFP
e 10-port Gigabit Ethernet with SFP
e 1-port SONET STM4

e 4-port SONET STM4

e 1-port SONET STM16

e 1-port SONET STM16 (non-SFP)



4-port SONET STM16

1-port SONET STMé64

The following PICs can receive packets with null top labels, but only when installed in an M120 router or
an M320 router with an Enhanced Ill FPC:

1-port 10-Gigabit Ethernet

1-port 10-Gigabit Ethernet 1Q2

General Limitations on IP-Based Filtering

The following limitations apply when you include the vrf-table-1label statement:

Firewall filters cannot be applied to interfaces included in a routing instance on which you have
configured the vrf-table-label statement.

The time-to-live (TTL) value in the MPLS header is not copied back to the IP header of packets sent
from the PE router to the CE router.

You cannot include the vrf-table-label statement in a routing instance configuration that also includes
a virtual loopback tunnel interface; the commit operation fails in this case.

When you include the statement, MPLS packets with label-switched interface (LSI) labels that arrive
on core-facing interfaces are not counted at the logical interface level if the core-facing interface is
any of the following:

o ATM

e Frame Relay

o Ethernet configured with VLANs

o Aggregated Ethernet configured with VLANs

For LMNR, Stoli, and I-Chip-based Packet Forwarding Engines, you cannot include the statement in
the configuration of a VRF routing instance if the PE-router-to-P-router interface is any of the
following interfaces:

@ NOTE: The vrf-table-1label statement is supported when the PE-router-to-P-router
interface is a tunnel interface on a Junos Trio-based Packet Forwarding Engine, so no
limitation applies.

o Aggregated SONET/SDH interface



e Channelized interface

¢ Tunnel interface (for example, generic routing encapsulation [GRE] or IP Security [IPsec])
e Circuit cross-connect (CCC) or translational cross-connect (TCC) encapsulated interface
e Logical tunnel interface

e Virtual private LAN service (VPLS) encapsulated interface

@ NOTE: All CE-router-to-PE-router and PE-router-to-CE-router interfaces are
supported.

e You cannot include the vrf-table-label statement in the configuration of a VRF routing instance if the
PE-router-to-P-router PIC is one of the following PICs:

e 10-portE1

e 8-port Fast Ethernet

e 12-port Fast Ethernet

e 48-port Fast Ethernet

e ATM PIC other than the ATM2 1Q

e Label-switched interface (LSI) traffic statistics are not supported for Intelligent Queuing 2 (1Q2),
Enhanced 1Q (IQE), and Enhanced 1Q2 (IQ2E) PICs on M Series routers.

SEE ALSO

Enabling Source Class and Destination Class Usage

Configuring a Label Allocation and Substitution Policy for VPNs

You can control label-advertisements on MPLS ingress and AS border routers (ASBRs). Labels can be
assigned on a per-next-hop (by default) or on a per-table basis (by configuring the vrr-table-label
statement). This choice affects all routes of a given routing instance. You can also configure a policy to
generate labels on a per-route basis by specifying a label allocation policy.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/protocol-family-interface-address-properties.html

To specify a label allocation policy for the routing instance, configure the label statement and specify a
label allocation policy using the allocation option:

label {
allocation label-allocation-policy;

You can configure this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name routing-options]

o [edit logical-systems logical-system-name routing-instances routing-instance-name routing-options]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

To configure the label allocation policy, include the label-allocation statement at the [edit policy-options
policy-statement policy-statement-name term term-name then] hierarchy level. You can configure the label
allocation mode as either per-nexthop or per-table.

For a VPN option B ASBR, labels for transit routes are substituted for a local virtual tunnel label or vrf-
table-label label. When a VRF table is configured on the ASBR (this type of configuration is uncommon
for the option B model), the ASBR does not generate MPLS swap or swap and push state for transit
routes. Instead, the ASBR re-advertises a local virtual-tunnel or vrf-table-label label and forwards that
transit traffic based on IP forwarding tables. The label substitution helps to conserve labels on Juniper
Networks routers.

However, this type of label substitution effectively breaks the MPLS forwarding path, which becomes
visible when using an MPLS OAM command such as LSP ping. You can configure the way in which labels
are substituted on a per-route basis by specifying a label substitution policy.

To specify a label substitution policy for the routing instance, configure the label statement and specify a
label substitution policy using the substitution option:

label {

substitution label-substitution-policy;

You can configure this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name routing-options]

o [edit logical-systems logical-system-name routing-instances routing-instance-name routing-options]



@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

The label substitution policy is used to determine whether or not a label should be substituted on an
ASBR router. The results of the policy operation are either accept (label substitution is performed) or
reject (label substitution is not performed). The default behavior is accept. The following set command
example illustrates how you can configure a reject label substitution policy: set policy-options policy-

statement no-label-substitution term default then reject.

Distributing VPN Routes
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This topic describes configuring a router to handle route information in BGP, MPLS signaling, and
policies.

Enabling Routing Information Exchange for VPNs

For Layer 2 VPNs, Layer 3 VPN, virtual-router routing instances, VPLS, EVPNSs, and Layer 2 circuits to
function properly, the service provider's PE and P routers must be able to exchange routing information.
For this to happen, you must configure either an IGP (such as OSPF or IS-IS) or static routes on these
routers. You configure the IGP on the master instance of the routing protocol process at the

[edit protocols] hierarchy level, not within the routing instance used for the VPN—that is, not at the [edit
routing-instances] hierarchy level.

When you configure the PE router, do not configure any summarization of the PE router’s loopback
addresses at the area boundary. Each PE router’s loopback address should appear as a separate route.



Configuring IBGP Sessions Between PE Routers in VPNs

You must configure an IBGP session between the PE routers to allow the PE routers to exchange
information about routes originating and terminating in the VPN. The PE routers rely on this information
to determine which labels to use for traffic destined for remote sites.

Configure an IBGP session for the VPN as follows:

[edit protocols]
bgp {
group group-name {
type internal;
local-address ip-address;
family evpn {
signaling;
}
family (inet-vpn | inet6-vpn) {
unicast;
}
family 12vpn {
signaling;
}

neighbor ip-address;

The IP address in the local-address statement is the address of the loopback interface on the local PE
router. The IBGP session for the VPN runs through the loopback address. (You must also configure the
loopback interface at the [edit interfaces] hierarchy level.)

The IP address in the neighbor statement is the loopback address of the neighboring PE router. If you are
using RSVP signaling, this IP address is the same address you specify in the to statement at the [edit mpls
label-switched-path Isp-path-name]l hierarchy level when you configure the MPLS LSP.

The family statement allows you to configure the IBGP session for Layer 2 VPNs, VPLS, EVPNs or for
Layer 3 VPNs.

e To configure an IBGP session for Layer 2 VPNs and VPLS, include the signaling statement at the [edit
protocols bgp group group-name family 12vpn] hierarchy level:

[edit protocols bgp group group-name family 12vpn]
signaling;



e To configure an IBGP session for EVPNSs, include the signaling statement at the [edit protocols bgp
group group-name family evpn] hierarchy level:

[edit protocols bgp group group-name family evpn]
signaling;

e To configure an IPv4 IBGP session for Layer 3 VPNs, configure the unicast statement at the
[edit protocols bgp group group-name family inet-vpn] hierarchy level:

[edit protocols bgp group group-name family inet-vpnl]

unicast;

o To configure an IPvé IBGP session for Layer 3 VPNs, configure the unicast statement at the
[edit protocols bgp group group-name family inet6-vpn] hierarchy level:

[edit protocols bgp group group-name family inet6-vpn]

unicast;

@ NOTE: You can configure both family inet and family inet-vpn or both family inet6 and
family inet6-vpn within the same peer group. This allows you to enable support for both
IPv4 and IPv4 VPN routes or both IPv6 and IPvé VPN routes within the same peer
group.

Configuring Aggregate Labels for VPNs

Aggregate labels for VPNs allow a Juniper Networks routing platform to aggregate a set of incoming
labels (labels received from a peer router) into a single forwarding label that is selected from the set of
incoming labels. The single forwarding label corresponds to a single next hop for that set of labels. Label
aggregation reduces the number of VPN labels that the router must examine.

For a set of labels to share an aggregate forwarding label, they must belong to the same forwarding
equivalence class (FEC). The labeled packets must have the same destination egress interface.

Including the community community-name statement with the aggregate-label statement lets you specify prefixes
with a common origin community. Set by policy on the peer PE, these prefixes represent an FEC on the
peer PE router.



A CAUTION: If the target community is set by mistake instead of the origin community,
forwarding problems at the egress PE can result. All prefixes from the peer PE will
appear to be in the same FEC, resulting in a single inner label for all CE routers behind a
given PE in the same VPN.

To work with route reflectors in Layer 3 VPN networks, the Juniper Networks M10i router aggregates a
set of incoming labels only when the routes:

e Are received from the same peer router
e Have the same site of origin community
e Have the same next hop

The next hop requirement is important because route reflectors forward routes originated from different
BGP peers to another BGP peer without changing the next hop of those routes.

To configure aggregate labels for VPNs, include the aggregate-label statement:

aggregate-label {

community community-name;

For a list of hierarchy levels at which you can include this statement, see the statement summary for this
statement.

For information about how to configure a community, see Understanding BGP Communities, Extended
Communities, and Large Communities as Routing Policy Match Conditions.

Configuring a Signaling Protocol and LSPs for VPNs
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For VPNs to function, you must enable a signaling protocol, either the LDP or RSVP on the provider
edge (PE) routers and on the provider (P) routers. You also need to configure label-switched paths (LSPs)
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between the ingress and egress routers. In a typical VPN configuration, you need to configure LSPs from
each PE router to all of the other PE routers participating in the VPN in a full mesh.

@ NOTE: As with any configuration involving MPLS, you cannot configure any of the core-
facing interfaces on the PE routers over dense Fast Ethernet PICs.

To enable a signaling protocol, perform the steps in one of the following sections:

Using LDP for VPN Signaling

To use LDP for VPN signaling, perform the following steps on the PE and provider (P) routers:

1. Configure LDP on the interfaces in the core of the service provider’s network by including the 1dp
statement at the [edit protocols] hierarchy level.

You need to configure LDP only on the interfaces between PE routers or between PE and P routers.
You can think of these as the “core-facing” interfaces. You do not need to configure LDP on the
interface between the PE and customer edge (CE) routers.

[edit]
protocols {
1dp {
interface type-fpc/pic/port;

2. Configure the MPLS address family on the interfaces on which you enabled LDP (the interfaces you
configured in Step "1" on page 69) by including the family mpls statement at the [edit interfaces type-
focl pic/port unit logical-unit-number] hierarchy level.

[edit]
interfaces {
type- fpc/ pic/ port {
unit logical-unit-number {
family mpls;

3. Configure OSPF or IS-IS on each PE and P router.



You configure these protocols at the master instance of the routing protocol, not within the routing
instance used for the VPN.

e To configure OSPF, include the ospf statement at the [edit protocols] hierarchy level. At a minimum,
you must configure a backbone area on at least one of the router’s interfaces.

[edit]
protocols {
ospf {
area 0.0.0.0 {
interface type-fpc/pic/port;

e To configure IS-IS, include the isis statement at the [edit protocols] hierarchy level and configure
the loopback interface and International Organization for Standardization (ISO) family at the [edit
interfaces] hierarchy level. At a minimum, you must enable IS-IS on the router, configure a network
entity title (NET) on one of the router’s interfaces (preferably the loopback interface, 100), and
configure the ISO family on all interfaces on which you want IS-IS to run. When you enable IS-IS,
Level 1 and Level 2 are enabled by default. The following is the minimum IS-IS configuration. In
the address statement, addressis the NET.

[edit]
interfaces {
loo {
unit logical-unit-number {
family iso {

address address;

}
type- fpc/ pic/ port {
unit logical-unit-number {
family iso;

}
protocols {
isis {

interface all;



Using RSVP for VPN Signaling

To use RSVP for VPN signaling, perform the following steps:
1. On each PE router, configure traffic engineering.

To do this, you must configure an interior gateway protocol (IGP) that supports traffic engineering
(either IS-IS or OSPF) and enable traffic engineering support for that protocol.

To enable OSPF traffic engineering support, include the traffic-engineering statement at the [edit
protocols ospf] hierarchy level:

[edit protocols ospf]
traffic-engineering {

shortcuts;

For IS-IS, traffic engineering support is enabled by default.

2. On each PE and P router, enable RSVP on the interfaces that participate in the label-switched path
(LSP).

On the PE router, these interfaces are the ingress and egress points to the LSP. On the P router, these
interfaces connect the LSP between the PE routers. Do not enable RSVP on the interface between
the PE and the CE routers, because this interface is not part of the LSP.

To configure RSVP on the PE and P routers, include the interface statement at the [edit protocols rsvp]
hierarchy level. Include one interface statement for each interface on which you are enabling RSVP.

[edit protocols]
rsvp {
interface interface-name;

interface Iinterface-name;

3. On each PE router, configure an MPLS LSP to the PE router that is the LSP’s egress point.



To do this, include the interface and label-switched-path statements at the [edit protocols mpls] hierarchy

level:

[edit protocols]
mpls {
interface interface-name;
label-switched-path path-name {
to ip-address;

In the to statement, specify the address of the LSP’s egress point, which is an address on the remote

PE router.

In the interface statement, specify the name of the interface (both the physical and logical portions).
Include one interface statement for the interface associated with the LSP.

When you configure the logical portion of the same interface at the [edit interfaces] hierarchy level,
you must also configure the family inet and family mpls statements:

[edit interfaces]
Interface-name {
unit logical-unit-number {
family inet;

family mpls;

4. On all P routers that participate in the LSP, enable MPLS by including the interface statement at the
[edit mpls] hierarchy level.

Include one interface statement for each connection to the LSP.

[edit]
mpls {
interface interface-name;

interface Interface-name;

5. Enable MPLS on the interface between the PE and CE routers by including the interface statement at
the [edit mpls] hierarchy level.
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Doing this allows the PE router to assign an MPLS label to traffic entering the LSP or to remove the
label from traffic exiting the LSP.

[edit]
mpls {

interface Interface-name;

For information about configuring MPLS, see the Configuring the Ingress Router for MPLS-Signaled
LSPs.

SEE ALSO

Configuring the Ingress Router for MPLS-Signaled LSPs

Configuring Policies for the VRF Table on PE Routers in VPNs
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On each PE router, you must define policies that define how routes are imported into and exported from
the router’s VRF table. In these policies, you must define the route target, and you can optionally define
the route origin.

To configure policy for the VRF tables, you perform the steps in the following sections:

Configuring the Route Target

As part of the policy configuration for the VPN routing table, you must define a route target, which
defines which VPN the route is a part of. When you configure different types of VPN services (Layer 2
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VPNs, Layer 3 VPNs, EVPNs, or VPLS) on the same PE router, be sure to assign unique route target
values to avoid the possibility of adding route and signaling information to the wrong VPN routing table.

To configure the route target, include the target option in the community statement:

community name members target:community-id,

You can include this statement at the following hierarchy levels:

o [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

name is the name of the community.

community-idis the identifier of the community. Specify it in one of the following formats:

o as-numbernumber, where as-number is an AS number (a 2-byte value) and number is a 4-byte community
value. The AS number can be in the range 1 through 65,535. We recommend that you use an IANA-
assigned, nonprivate AS number, preferably the ISP’s own or the customer’s own AS number. The

community value can be a number in the range O through 4,294,967,295 (252 - 1).

o ip-address.number, where ip-addressis an IPv4 address (a 4-byte value) and number is a 2-byte community
value. The IP address can be any globally unique unicast address. We recommend that you use the
address that you configure in the router-id statement, which is a nonprivate address in your assigned
prefix range. The community value can be a number in the range 1 through 65,535.

Configuring the Route Origin

In the import and export policies for the PE router’s VRF table, you can optionally assign the route origin
(also known as the site of origin) for a PE router’s VRF routes using a VRF export policy applied to
multiprotocol external BGP (MP-EBGP) VPN IPv4 route updates sent to other PE routers.

Matching on the assigned route origin attribute in a receiving PE's VRF import policy helps ensure that
VPN-IPv4 routes learned through MP-EBGP updates from one PE are not reimported to the same VPN
site from a different PE connected to the same site.

To configure a route origin, complete the following steps:

1. Include the community statement with the origin option:

community name members origin:community-id,

You can include this statement at the following hierarchy levels:



e [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

name is the name of the community.

community-idis the identifier of the community. Specify it in one of the following formats:

o as-number:number, where as-number is an AS number (a 2-byte value) and number is a 4-byte community
value. The AS number can be in the range 1 through 65,535. We recommend that you use an
IANA-assigned, nonprivate AS number, preferably the ISP’s own or the customer’s own AS
number. The community value can be a number in the range 0 through 4,294,967,295 (232 - 1).

e Ip-address.number, where ip-addressis an IPv4 address (a 4-byte value) and number is a 2-byte
community value. The IP address can be any globally unique unicast address. We recommend that
you use the address that you configure in the router-id statement, which is a nonprivate address in
your assigned prefix range. The community value can be a number in the range 1 through 65,535.

2. Include the community in the import policy for the PE router’s VRF table by configuring the community
statement with the community-ididentifier defined in Step "1" on page 74 at the [edit policy-options
policy-statement import-policy-name term import-term-name from] hierarchy level. See "Configuring an Import
Policy for the PE Router’s VRF Table" on page 75.

If the policy’s from clause does not specify a community condition, the vrf-import statement in which
the policy is applied cannot be committed. The Junos OS commit operation does not pass the
validation check.

3. Include the community in the export policy for the PE router’s VRF table by configuring the community
statement with the commnity-ididentifier defined in Step "1" on page 74 at the [edit policy-options
policy-statement export-policy-name term export-term-name then] hierarchy level. See "Configuring an Export
Policy for the PE Router’s VRF Table" on page 77.

See "Configuring the Route Origin for VPNs" on page 81 for a configuration example.

Configuring an Import Policy for the PE Router's VRF Table

Each VPN can have a policy that defines how routes are imported into the PE router’s VRF table. An
import policy is applied to routes received from other PE routers in the VPN. A policy must evaluate all
routes received over the IBGP session with the peer PE router. If the routes match the conditions, the
route is installed in the PE router’s routing-instance-name.inet.0 VRF table. An import policy must contain a
second term that rejects all other routes.

Unless an import policy contains only a then reject statement, it must include a reference to a
community. Otherwise, when you try to commit the configuration, the commit fails. You can configure
multiple import policies.



An import policy determines what to import to a specified VRF table based on the VPN routes learned
from the remote PE routers through IBGP. The IBGP session is configured at the [edit protocols bgp]
hierarchy level. If you also configure an import policy at the [edit protocols bgpl hierarchy level, the
import policies at the [edit policy-options] hierarchy level and the [edit protocols bgp] hierarchy level are
combined through a logical AND operation. This allows you to filter traffic as a group.

To configure an import policy for the PE router’s VRF table, follow these steps:

1. To define an import policy, include the policy-statement statement. For all PE routers, an import policy
must always include the policy-statement statement, at a minimum:

policy-statement import-policy-name {
term import-term-name {
from {
protocol bgp;
community community-id,
}
then accept;
}
term term-name {
then reject;

You can include the policy-statement statement at the following hierarchy levels:
e [edit policy-options]
o [edit logical-systems /logical-system-name policy-options]

The import-policy-name policy evaluates all routes received over the IBGP session with the other PE
router. If the routes match the conditions in the from statement, the route is installed in the PE
router’s routing-instance-name.inet.0 VRF table. The second term in the policy rejects all other
routes.

For more information about creating policies, see the Routing Policies, Firewall Filters, and Traffic
Policers User Guide.

2. You can optionally use a regular expression to define a set of communities to be used for the VRF
import policy.
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For example you could configure the following using the community statement at the [edit policy-options
policy-statement policy-statement-name] hierarchy level:

[edit policy-options vrf-import-policy-sample]

community high-priority members *:50

Note that you cannot configure a regular expression as a part of a route target extended community.
For more information about how to configure regular expressions for communities, see
Understanding How to Define BGP Communities and Extended Communities .

3. To configure an import policy, include the vrf-import statement:

vrf-import ZImport-policy-name;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-namel

Configuring an Export Policy for the PE Router’s VRF Table

Each VPN can have a policy that defines how routes are exported from the PE router’s VRF table. An
export policy is applied to routes sent to other PE routers in the VPN. An export policy must evaluate all
routes received over the routing protocol session with the CE router. (This session can use the BGP,
OSPF, or Routing Information Protocol [RIP] routing protocols, or static routes.) If the routes match the
conditions, the specified community target (which is the route target) is added to them and they are
exported to the remote PE routers. An export policy must contain a second term that rejects all other
routes.

Export policies defined within the VPN routing instance are the only export policies that apply to the
VREF table. Any export policy that you define on the IBGP session between the PE routers has no effect
on the VRF table. You can configure multiple export policies.

To configure an export policy for the PE router’s VRF table, follow these steps:

1. For all PE routers, an export policy must distribute VPN routes to and from the connected CE routers
in accordance with the type of routing protocol that you configure between the CE and PE routers
within the routing instance.
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To define an export policy, include the policy-statement statement. An export policy must always
include the policy-statement statement, at a minimum:

policy-statement export-policy-name {
term export-term-name {
from protocol (bgp | ospf | rip | static);
then {
community add community-id,

accept;

}
term term-name {

then reject;

@ NOTE: Configuring the community add statement is a requirement for Layer 2 VPN VRF
export policies. If you change the community add statement to the community set statement,
the router at the egress of the Layer 2 VPN link might drop the connection.

@ NOTE: When configuring draft-rosen multicast VPNs operating in source-specific mode
and using the vrf-export statement to specify the export policy, the policy must have a
term that accepts routes from the vrf-name.mdt.O routing table. This term ensures
proper PE autodiscovery using the inet-mdt address family.

When configuring draft-rosen multicast VPNs operating in source-specific mode and
using the vrf-target statement, the VRF export policy is automatically generated and
automatically accepts routes from the vrf-name.mdt.O routing table.

You can include the policy-statement statement at the following hierarchy levels:
e [edit policy-options]
e [edit logical-systems logical-system-name policy-options]

The export-policy-name policy evaluates all routes received over the routing protocol session with the
CE router. (This session can use the BGP, OSPF, or RIP routing protocols, or static routes.) If the
routes match the conditions in the from statement, the community target specified in the then community
add statement is added to them and they are exported to the remote PE routers. The second term in
the policy rejects all other routes.



For more information about creating policies, see the Routing Policies, Firewall Filters, and Traffic
Policers User Guide.

2. To apply the policy, include the vrf-export statement:

vrf-export export-policy-name;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-namel

Applying Both the VRF Export and the BGP Export Policies

When you apply a VRF export policy as described in "Configuring an Export Policy for the PE Router’s
VRF Table" on page 77, routes from VPN routing instances are advertised to other PE routers based on
this policy, whereas the BGP export policy is ignored.

If you include the vpn-apply-export statement in the BGP configuration, both the VRF export and BGP
group or neighbor export policies are applied (VRF first, then BGP) before routes are advertised in the
VPN routing tables to other PE routers.

@ NOTE: When a PE device is also acting as a Route Reflector (RR) or an Autonomous
system boundary router (ASBR) in a Carrier-over-Carrier or inter-AS VPN, the next-hop
manipulation in the vrf-export policy is ignored.

When you include the vpn-apply-export statement, be aware of the following:

e Routes imported into the bgp.I3vpn.0 routing table retain the attributes of the original routes (for
example, an OSPF route remains an OSPF route even when it is stored in the bgp.I3vpn.0 routing
table). You should be aware of this when you configure an export policy for connections between an
IBGP PE router and a PE router, a route reflector and a PE router, or AS boundary router (ASBR) peer
routers.

e By default, all routes in the bgp.I3vpn.O routing table are exported to the IBGP peers. If the last
statement of the export policy is deny all and if the export policy does not specifically match on
routes in the bgp.I3vpn.0 routing table, no routes are exported.
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To apply both the VRF export and BGP export policies to VPN routes, include the vpn-apply-export
statement:

vpn-apply-export;

For a list of hierarchy levels at which you can include this statement, see the statement summary section
for this statement.

Configuring a VRF Target

Including the vrf-target statement in the configuration for a VRF target community causes default VRF
import and export policies to be generated that accept and tag routes with the specified target
community. You can still create more complex policies by explicitly configuring VRF import and export
policies. These policies override the default policies generated when you configure the vrf-target
statement.

If you do not configure the import and export options of the vrf-target statement, the specified community
string is applied in both directions. The import and export keywords give you more flexibility, allowing you
to specify a different community for each direction.

The syntax for the VRF target community is not a name. You must specify it in the format target: x: . A
community name cannot be specified because this would also require you to configure the community
members for that community using the policy-options statement. If you define the policy-options
statements, then you can just configure VRF import and export policies as usual. The purpose of the vrf-
target statement is to simplify the configuration by allowing you to configure most statements at the
[edit routing-instances] hierarchy level.

To configure a VRF target, include the vrf-target statement:

vrf-target community;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

An example of how you might configure the vrf-target statement follows:

[edit routing-instances sample]
vrf-target target:69:102;



To configure the vrf-target statement with the export and import options, include the following statements:

vrf-target {
export community-name;

import community-name;

You can include this statement at the following hierarchy levels:

o [edit routing-instances routing-instance-namel

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring the Route Origin for VPNs
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You can use route origin to prevent routes learned from one customer edge (CE) router marked with
origin community from being advertised back to it from another CE router in the same AS.

In the example, the route origin is used to prevent routes learned from CE Router A that are marked
with origin community from being advertised back to CE Router E by AS 200. The example topology is
shown in Figure 9 on page 82.



Figure 9: Network Topology of Site of Origin Example
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The following sections describe how to configure the route origin for a group of VPNs:

Configuring the Site of Origin Community on CE Router A

The following section describes how to configure CE Router A to advertise routes with a site of origin
community to PE Router B for this example.

@ NOTE: In this example, direct routes are configured to be advertised, but any route can
be configured.

Configure a policy to advertise routes with my-soo community on CE Router A as follows:

[edit]
policy-options {

policy-statement export-to-my-isp {

term a {
from {
protocol direct;
}
then {
community add my-soo;
accept;
}
}



Configuring the Community on CE Router A

Configure the my-soo community on CE Router A as follows:

[edit]
policy-options {
community my-soo {
members origin:100:1;

Applying the Policy Statement on CE Router A

Apply the export-to-my-isp policy statement as an export policy to the EBGP peering on the CE Router
A as follows:

[edit]
protocols {
bgp {
group my_isp {
export export-to-my-isp;

When you issue the show route receive-protocol bgp detail command, you should see the following routes

originated from PE Router B with my-soo community:

user@host> show route receive-protocol bgp 10.12.99.2 detail
inet.0: 16 destinations, 16 routes (15 active, @ holddown, 1 hidden)
inet.3: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
vpn_blue.inet.0: 8 destinations, 10 routes (8 active, @ holddown, @ hidden)
* 10.12.33.0/30 (2 entries, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1

10.12.99.0/30 (2 entries, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1



* 10.255.71.177/32 (1 entry, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1
* 192.168.64.0/21 (1 entry, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1
is0.0: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)
mpls.0: 8 destinations, 8 routes (8 active, @ holddown, @ hidden)
bgp.13vpn.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
inet6.0: 2 destinations, 2 routes (2 active, © holddown, © hidden)
__Jjuniper_privatel__.inet6.0: 1 destinations, 1 routes (1 active, @ holddown, 0
hidden)

Configuring the Policy on PE Router D

Configure a policy on PE Router D that prevents routes with my-soo community tagged by CE Router A
from being advertised to CE Router E as follows:

[edit]
policy-options {
policy-statement soo-cel-policy {
term a {
from {
community my-soo;
then {

reject;

Configuring the Community on PE Router D

Configure the community on PE Router D as follows:

[edit]
policy-options {



community my-soo {

members origin:100:1;

Applying the Policy on PE Router D

To prevent routes learned from CE Router A from being advertised to CE Router E (the two routers can

communicate these routes directly), apply the soo-ce1-policy policy statement as an export policy to the
PE Router D and CE Router E EBGP session vpn_blue.

View the EBGP session on PE Router D using the show routing-instances command.

user@host# show routing-instances
vpn_blue {
instance-type vrf;
interface fe-2/0/0.0;
vrf-target target:100:200;
protocols {

bgp {
group ce2 {
advertise-peer-as;
peer-as 100;
neighbor 10.12.99.6;
}
}

Apply the soo-cel-policy policy statement as an export policy to the PE Router D and CE Router E EBGP
session vpn_blue as follows:

[edit routing-instances]
vpn_blue {
protocols {
bgp {
group ce2{

export soo-cel-policy;



Example: Configuring IS-IS

https:/www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-
guide-routing/config-guide-ospf.html
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Route Target Filtering
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This topic describes configuring static, BGP, and Proxy BGP route target filtering and provides examples
on configuring route target filtering for VPNs.

Configuring Static Route Target Filtering for VPNs

The BGP VPN route target extended community (RFC 4360, BGP Extended Communities Attribute) is
used to determine VPN membership. Static route target filtering helps to prevent resources from being
consumed in portions of the network where the VPN routes are not needed due to the lack of member
PE routers (RFC 4684, Constrained Route Distribution for Border Gateway Protocol/MultiProtocol Label
Switching (BGP/MPLS) Internet Protocol (IP) Virtual Private Networks (VPNs). Routers can originate
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routes into the RT-Constrain protocol to indicate their interest in receiving VPN routes containing route
targets that match the RT-Constrain NLRI.

To configure static route target filtering for VPNs:

e Configure the route-target-filter statement at the [edit routing-options rib bgp.rtarget.@ static]
hierarchy level.

The following example illustrates how you could configure the route-target-filter statement:

[edit routing-options rib bgp.rtarget.0 static]
route-target-filter destination {

group bgp-group;

local;

neighbor bgp-peer;

e You can display route target filtering information using the show bgp group rtf detail command.

Reducing Network Resource Use with Static Route Target Filtering for VPNs

The BGP VPN route target extended community (RFC 4360, BGP Extended Communities Attribute) is
used to determine VPN membership. Static route target filtering helps to prevent resources from being
consumed in portions of the network where the VPN routes are not needed due to the lack of member
PE routers (RFC 4684, Constrained Route Distribution for Border Gateway Protocol/MultiProtocol Labe/l
Switching (BGP/MPLS) Internet Protocol (IP) Virtual Private Networks (VPNs). Routers can originate
routes into the RT-Constrain protocol to indicate their interest in receiving VPN routes containing route
targets that match the RT-Constrain NLRI.

Normally, for the RT-Constrain feature to function properly, it must be broadly deployed throughout a
network. If this is not the case, the feature is less useful, because the RT-Constrain BGP speaker facing a
non-RT-Constrain speaker must advertise a default RT-Constrain route to the other RT-Constrain
speakers on behalf of the peer that does not support the feature. This effectively removes the resource
saving benefits of the feature in portions of the network where it is not supported since a default RT-
Constrain route causes the PE router and all intervening PE routers to need to receive all VPN routes.

The static RT-Constrain feature enables you to partially deploy the RT-Constrain feature in a network.
The feature is enabled at a boundary in the network where RT-Constrain is configured. However, some
BGP VPN peers do not support RT-Constrain, typically PE routers. The route targets of those PE routers
must be statically configured on the router. These route targets are disseminated using the RT-Constrain
protocol.

The proxy RT-Constrain feature permits BGP VPN peers that do not support the protocol to have their
route-targets discovered and disseminated automatically. However, this feature can only support
symmetric route-targets. For example, the import and export route-targets for a VRF routing instance



are identical. However, for a hub-and-spoke VPN, the import and export route-targets are not identical.
In this scenario, the import and export route-target may be statically configured to be disseminated in
the RT-Constrain protocol.

Configuring BGP Route Target Filtering for VPNs
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BGP route target filtering allows you to distribute VPN routes to only the routers that need them. In
VPN networks without BGP route target filtering configured, BGP distributes all VPN routes to all VPN
peer routers.

For more information about BGP route target filtering, see RFC 4684, Constrained Route Distribution
for Border Gateway Protocol/MultiProtocol Label Switching (BGP/MPLS) Internet Protocol (IP) Virtual
Private Networks (VPNSs).

The following sections provide an overview of BGP route target filtering and how to configure it for
VPNs:

BGP Route Target Filtering Overview

PE routers, unless they are configured as route reflectors or are running an EBGP session, discard any
VPN routes that do not include a route target extended community as specified in the local VRF import
policies. This is the default behavior of the Junos OS.

However, unless it is explicitly configured not to store VPN routes, any router configured either as a
route reflector or border router for a VPN address family must store all of the VPN routes that exist in
the service provider's network. Also, though PE routers can automatically discard routes that do not
include a route target extended community, route updates continue to be generated and received.

By reducing the number of routers receiving VPN routes and route updates, BGP route target filtering
helps to limit the amount of overhead associated with running a VPN. BGP route target filtering is most
effective at reducing VPN-related administrative traffic in networks where there are many route
reflectors or AS border routers that do not participate in the VPNs directly (not acting as PE routers for
the CE devices).



BGP route target filtering uses standard UPDATE messages to distributes route target extended
communities between routers. The use of UPDATE messages allows BGP to use its standard loop
detection mechanisms, path selection, policy support, and database exchange implementation.

Configuring BGP Route Target Filtering for VPNs

BGP route target filtering is enabled through the exchange of the route-target address family, stored in
the bgp.rtarget.O routing table. Based on the route-target address family, the route target NLRI (address
family indicator [AFI]=1, subsequent AFI [SAFI]=132) is negotiated with its peers.

On a system that has locally configured VRF instances, BGP automatically generates local routes
corresponding to targets referenced in the vrf-import policies.

To configure BGP route target filtering, include the family route-target statement:

family route-target {
advertise-default;
external-paths number;

prefix-limit number;

For a list of hierarchy levels at which you can include this statement, see the statement summary section
for this statement.

The advertise-default, external-paths, and prefix-limit statements affect the BGP route target filtering
configuration as follows:

e The advertise-default statement causes the router to advertise the default route target route (0:0:0/0)
and suppress all routes that are more specific. This can be used by a route reflector on BGP groups
consisting of neighbors that act as PE routers only. PE routers often need to advertise all routes to
the route reflector.

Suppressing all route target advertisements other than the default route reduces the amount of
information exchanged between the route reflector and the PE routers. The Junos OS further helps
to reduce route target advertisement overhead by not maintaining dependency information unless a
nondefault route is received.

e The external-paths statement (which has a default value of 1) causes the router to advertise the VPN
routes that reference a given route target. The number you specify determines the number of
external peer routers (currently advertising that route target) that receive the VPN routes.

e The prefix-limit statement limits the number of prefixes that can be received from a peer router.



The route-target, advertise-default, and external-path statements affect the RIB-OUT state and must be
consistent between peer routers that share the same BGP group. The prefix-limit statement affects the
receive side only and can have different settings between different peer routers in a BGP group.

SEE ALSO
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Example: BGP Route Target Filtering for VPNs

BGP route target filtering is enabled by configuring the family route-target statement at the appropriate
BGP hierarchy level. This statement enables the exchange of a new route-target address family, which is
stored in the bgp.rtarget.O routing table.

The following configuration illustrates how you could configure BGP route target filtering for a BGP
group titled to_vpno4:

[edit]
protocols {
bgp {
group to_vpn@4 {
type internal;
local-address 10.255.14.182;
peer-as 200;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;
}
family route-target;
}
}
}
}

The following configuration illustrates how you could configure a couple of local VPN routing and
forwarding (VRF) routing instances to take advantage of the functionality provided by BGP route target
filtering. Based on this configuration, BGP would automatically generate local routes corresponding to



the route targets referenced in the VRF import policies (note the targets defined by the vrf-target
statements).

[edit]
routing-instances {
vpnl {
instance-type vrf;
interface t1-0/1/2.0;
vrf-target target:200:101;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.0;

}
vpn2 {
instance-type vrf;
interface t1-0/1/2.1;
vrf-target target:200:102;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.1;

Issue the show route table bgp.rtarget.0 show command to verify the BGP route target filtering
configuration:

user@host> show route table bgp.rtarget.o
bgp.rtarget.0: 4 destinations, 6 routes (4 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both
200:200:101/96
*[RTarget/5] 00:10:00



Local
200:200:102/96
*[RTarget/5] 00:10:00
Local
200:200:103/96
*[BGP/170] 00:09:48, localpref 100, from 10.255.14.174
AS path: I
> t3-0/0/0.0
200:200:104/96
*[BGP/170] 00:09:48, localpref 100, from 10.255.14.174
AS path: I
> t3-0/0/0.0

The show command display format for route target prefixes is:

AS number: route target extended community/length

The first number represents the autonomous system (AS) of the router that sent this advertisement. The
remainder of the display follows the Junos show command convention for extended communities.

The output from the show route table bgp-rtarget.0 command displays the locally generated and remotely
generated routes.

The first two entries correspond to the route targets configured for the two local VRF routing instances
(vpn1 and vpn2):

e 200:200:101/96—Community 200:101 in the vpn1 routing instance
e 200:200:102/96—Community 200:102 in the vpn2 routing instance
The last two entries are prefixes received from a BGP peer:

o 200:200:103/96—Tells the local router that routes tagged with this community (200:103) should be
advertised to peer 10.255.14.174 through t3-0/0/0.0

o 200:200:104/96—Tells the local router that routes tagged with this community (200:104) should be
advertised to peer 10.255.14.174 through t3-0/0/0.0

Example: Configuring BGP Route Target Filtering for VPNs
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BGP route target filtering reduces the number of routers that receive VPN routes and route updates,
helping to limit the amount of overhead associated with running a VPN. BGP route target filtering is
most effective at reducing VPN-related administrative traffic in networks where there are many route
reflectors or AS border routers that do not participate in the VPNs directly (do not act as PE routers for
the CE devices).

Figure 10 on page 93 illustrates the topology for a network configured with BGP route target filtering
for a group of VPNs.

Figure 10: BGP Route Target Filtering Enabled for a Group of VPNs
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The following sections describe how to configure BGP route target filtering for a group of VPNs:

Configure BGP Route Target Filtering on Router PE1

This section describes how to enable BGP route target filtering on Router PE1 for this example.



Configure the routing options on router PE1 as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.182;

autonomous-system 198;

Configure the BGP protocol on Router PE1 as follows:

[edit]
protocols {
bgp {
group to_VPN_D {
type internal;
local-address 10.255.14.182;
peer-as 198;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;
}

family route-target;

Configure the vpn1 routing instance as follows:

[edit]
routing-instances {
vpnl {
instance-type vrf;
interface t1-0/1/2.0;
vrf-target target:198:101;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.0;



Configure the vpn2 routing instance on Router PE1 as follows:

[edit]
routing-instances {
vpn2 {
instance-type vrf;
interface t1-0/1/2.1;
vrf-target target:198:102;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.1;

Once you have implemented this configuration, you should see the following when you issue a show route
table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 6 routes (4 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

198.198:101/96
*[RTarget/5] 00:27:42
Local
[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0
198.198:102/96
*[RTarget/5] 00:27:42
Local



[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0
198.198:103/96
*[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0
198.198:104/96
*[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0

Configure BGP Route Target Filtering on Router PE2

This section describes how to enable BGP route target filtering on Router PE2 for this example.

Configure the routing options on Router PE2 as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.176;

autonomous-system 198;

Configure the BGP protocol on Router PE2 as follows:

[edit]
protocols {
bgp {
group to_vpn@4 {
type internal;
local-address 10.255.14.176;
peer-as 198;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;
}

family route-target;



Configure the vpn1 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpnl {
instance-type vrf;
interface t3-0/0/0.0;
vrf-target target:198:101;
protocols {
bgp {
group vpnl {
type external;
peer-as 101;
as-override;
neighbor 10.49.11.2;
}
}
}
}
}

Configure the vpn2 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpn2 {
instance-type vrf;
interface t3-0/0/0.1;
vrf-target target:198:102;
protocols {
bgp {
group vpn2 {
type external;
peer-as 102;
as-override;
neighbor 10.49.21.2;



Configure the vpn3 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpn3 {
instance-type vrf;
interface t3-0/0/0.2;
vrf-import vpn3-import;
vrf-export vpn3-export;
protocols {
bgp {
group vpn3 {
type external;
peer-as 103;
as-override;
neighbor 10.49.31.2;

Once you have configured router PE2 in this manner, you should see the following when you issue the
show route table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.o
bgp.rtarget.0: 4 destinations, 7 routes (4 active, 0 holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

198.198:101/96
*[RTarget/5] 00:28:15
Local
[BGP/170] 00:28:03, localpref 100, from
10.255.14.174
AS path: I



> via t1-0/1/0.0
198.198:102/96
*[RTarget/5] 00:28:15
Local
[BGP/170] 00:28:03, localpref 100, from
10.255.14.174
AS path: I
> via t1-0/1/0.0
198.198:103/96
*[RTarget/5] 00:28:15
Local
[BGP/170] 00:28:03, localpref 100, from
10.255.14.174
AS path: I
> via t1-0/1/0.0
198.198:104/96
*[BGP/170] 00:28:03, localpref 100, from
10.255.14.174
AS path: I
> via t1-0/1/0.0

Configure BGP Route Target Filtering on the Route Reflector

This section illustrates how to enable BGP route target filtering on the route reflector for this example.

Configure the routing options on the route reflector as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.174;

autonomous-system 198;

Configure the BGP protocol on the route reflector as follows:

[edit]
protocols {
bgp {
group rr-group {
type internal;
local-address 10.255.14.174;



cluster 10.255.14.174;
peer-as 198;
neighbor 10.255.14.182 {
description to_PE1_vpni2;
family inet-vpn {
unicast;
}
family route-target;
}
neighbor 10.255.14.176 {
description to_PE2_vpno6;
family inet-vpn {
unicast;
}
family route-target;
}
neighbor 10.255.14.178 {
description to_PE3_vpnes;
family inet-vpn {
unicast;
}

family route-target;

Once you have configured the route reflector in this manner, you should see the following when you
issue the show route table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 8 routes (4 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

198.198:101/96
*[BGP/170] 00:29:03, localpref 100, from
10.255.14.176
AS path: I
> via t1-0/2/0.0
[BGP/170] 00:29:03, localpref 100, from
10.255.14.178
AS path: I



> via t3-0/1/1.0
[BGP/170] 00:29:03, localpref 100, from
10.255.14.182
AS path: I
> via t3-0/1/3.0
198.198:102/96
*[BGP/170] 00:29:03, localpref 100, from
10.255.14.176
AS path: I
> via t1-0/2/0.0
[BGP/170] 00:29:03, localpref 100, from
10.255.14.182
AS path: I
> via t3-0/1/3.0
198.198:103/96
*[BGP/170] 00:29:03, localpref 100, from
10.255.14.176
AS path: I
> via t1-0/2/0.0
[BGP/170] 00:29:03, localpref 100, from
10.255.14.178
AS path: I
> via t3-0/1/1.0
198.198:104/96
*[BGP/170] 00:29:03, localpref 100, from
10.255.14.178
AS path: I
> via t3-0/1/1.0

Configure BGP Route Target Filtering on Router PE3

The following section describes how to enable BGP route target filtering on Router PE3 for this
example.

Configure the routing options on Router PE3 as follows:

[edit]

routing-options {
route-distinguisher-id 10.255.14.178;
autonomous-system 198;



Configure the BGP protocol on Router PE3 as follows:

[edit]
protocols {
bgp {
group to_vpn@4 {
type internal;
local-address 10.255.14.178;
peer-as 198;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;
}

family route-target;

Configure the vpn1 routing instance on Router PE3 as follows:

[edit]
routing-instances {
vpnl {
instance-type vrf;
interface t3-0/0/0.0;
vrf-target target:198:101;
protocols {
rip {
group vpnl {
export bgp-routes;
neighbor t3-0/0/0.0;



Configure the vpn3 routing instance on Router PE3 as follows:

[edit]
routing-instances {
vpn3 {
instance-type vrf;
interface t3-0/0/0.1;
vrf-target target:198:103;
protocols {
rip {
group vpn3 {
export bgp-routes;
neighbor t3-0/0/0.1;

Configure the vpn4 routing instance on Router PE3 as follows:

[edit]
routing-instances {
vpn4 {
instance-type vrf;
interface t3-0/0/0.2;
vrf-target target:198:104;
protocols {
rip {
group vpn4 {
export bgp-routes;
neighbor t3-0/0/0.2;



Once you have configured Router PE3 in this manner, you should see the following when you issue the
show route table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 7 routes (4 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

198.198:101/96
*[RTarget/5] 00:29:42
Local
[BGP/170] 00:29:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/1.0
198.198:102/96
*[BGP/170] 00:29:29, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/1.0
198.198:103/96
*[RTarget/5] 00:29:42
Local
[BGP/170] 00:29:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/1.0
198.198:104/96
*[RTarget/5] 00:29:42
Local
[BGP/170] 00:29:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/1.0

Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs
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This example shows how to configure an export routing policy for BGP route target filtering (also known
as route target constrain, or RTC).

Requirements

This example uses the following hardware and software components:
o Four Juniper Networks devices that support BGP route target filtering.

e Junos OS Release 12.2 or later on one or more devices configured for proxy BGP route filtering. In
this example, you explicitly configure proxy BGP route filtering on the route reflectors.

Before configuring an export policy for BGP route target filtering, make sure that you are familiar with
and understand the following concepts:

e layer 2 VPNs

e "Understanding Layer 3 VPNs" on page 6

e "Understanding VPN-IPv4 Addresses and Route Distinguishers" on page 224
e "Configuring Policies for the VRF Table on PE Routers in VPNs" on page 73

e "Configuring BGP Route Target Filtering for VPNs" on page 88

BGP extended communities

Overview
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BGP route target filtering allows you to reduce network resource consumption by distributing route
target membership (RT membership) advertisements throughout the network. BGP uses the RT


https://www.juniper.net/documentation/en_US/junos/topics/concept/policy-bgp-communities-extended-communities-match-conditions-overview.html

membership information to send VPN routes only to the devices that need them in the network. Similar
to other types of BGP reachability, you can apply a routing policy to route target filtering routes to
influence the network. When route target filtering is configured, restricting the flow of route target
filtering routes also restricts the VPN routes that might be attracted by this RT membership. Configuring
this policy involves:

o Creating a filter that defines the list of route target prefixes.
o Creating a policy to select a subset of the route target filters to use for BGP route target filtering.
To define the list of route target prefixes:

e You configure the rtf-prefix-list statement at the [edit policy-options] hierarchy level to specify the
name of the route target prefix list and one or more route target prefixes to use. This configuration
allows you to specify the incoming route target filtering routes that the device will use and then
distribute them throughout the network.

To configure the routing policy and apply the route target prefix list to that policy, you can specify the
following policy options:

e family route-target—(Optional) The route-target family match condition specifies matching BGP route
target filtering routes. You define this criteria in the from statement. This example shows how to
create an export policy using the family route-target match condition.

@ NOTE: Juniper uses the inet.3 table to resolve the next hop address when family route-
target is configured.

e protocol route-target—(Optional) The route-target protocol match condition defines the criteria that an
incoming route must match. You define this criteria in the from statement. This statement is primarily
useful for restricting the policy to locally generated route target filtering routes.

@ NOTE: When you use the show route table bgp.rtarget.0 command to view proxy BGP
route target filtering routes, you will see the BGP protocol for received routes and the
route target protocol routes for local route target filtering routes.

o rtf-prefix-list name—The rtf-prefix-list statement applies the list of route target prefixes that you
already configured to the policy. You define this criteria in the from statement.

Topology Diagram

Figure 11 on page 107 shows the topology used in this example.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/policy-options-edit.html

Figure 11: BGP Route Target Filtering Export Policy Topology
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In this example, BGP route target filtering is configured on the route reflectors (Device RR1 and Device
RR2) and provider edge (PE) Device PE2. The other PE, Device PE1, does not support BGP route target
filtering. Proxy BGP route target filtering is also configured on the peering sessions between the route
reflectors and Device PE1 to minimize the number of VPN route updates processed by Device PE1.
Device PE2 has four VPNs configured (vpn1, vpn2, vpn3, and vpn4), and Device PE1 has two VPNs
configured (vpn1 and vpn2). In the sample topology, all devices participate in autonomous system (AS)
203, OSPF is the configured interior gateway protocol (IGP), and LDP is the signaling protocol used by
the VPNs. In this example, we use static routes in the VPN routing and forwarding (VRF) instances to
generate VPN routes. This is done in place of using a PE to customer edge (CE) protocol such as OSPF or
BGP.

In this example, you further control the routes being advertised from Device PE2 to Device PE1 by
configuring an export policy on Device PE2 to prevent vpn3 routes from being advertised to Device
RR1. You create a policy that specifies the family route-target match condition, defines the list of route
target prefixes, and applies the list of route target prefixes by defining the rtf-prefix-list criteria.
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device PE1

set interfaces ge-1/0/0 unit @ description PE1-to-RR1

set interfaces ge-1/0/0 unit 0 family inet address 10.49.0.1/30

set interfaces ge-1/0/0 unit @ family mpls

set interfaces ge-1/0/1 unit @ description PE1-to-RR2

set interfaces ge-1/0/1 unit @ family inet address 10.49.10.1/30

set interfaces ge-1/0/1 unit @ family mpls

set protocols ldp interface ge-1/0/0

set protocols ldp interface ge-1/0/1

set protocols bgp group internal type internal

set protocols bgp group internal local-address 10.255.163.58

set protocols bgp group internal neighbor 10.255.165.220 family inet-vpn unicast
set protocols bgp group internal neighbor 10.255.165.28 family inet-vpn unicast
set protocols ospf area 0.0.0.0 interface ge-1/0/0

set protocols ospf area 0.0.0.0 interface ge-1/0/1

set protocols ospf area 0.0.0.0 interface 100.0 passive

set routing-options route-distinguisher-id 10.255.163.58

set routing-options autonomous-system 203

set routing-instances vpnl instance-type vrf

set routing-instances vpnl vrf-target target:203:100

set routing-instances vpnl routing-options static route 203.0.113.1/24 discard
set routing-instances vpn2 instance-type vrf

set routing-instances vpn2 vrf-target target:203:101

set routing-instances vpn2 routing-options static route 203.0.113.2/24 discard

Device RR1

set interfaces ge-1/0/0 unit @ description RR1-to-PE1

set interfaces ge-1/0/0 unit @ family inet address 10.49.0.2/30
set interfaces ge-1/0/0 unit @ family mpls

set interfaces ge-1/0/1 unit @ description RR1-to-PE2

set interfaces ge-1/0/1 unit @ family inet address 10.50.0.2/30
set interfaces ge-1/0/1 unit @ family mpls

set protocols ldp interface ge-1/0/0

set protocols ldp interface ge-1/0/1



set
set
set
set

protocols
protocols
protocols

protocols

unicast

set

set

protocols

protocols

unicast

set
set

set

protocols
protocols

protocols

bgp group
bgp group
bgp group
bgp group

bgp group
bgp group

ospf area
ospf area

ospf area

internal type inte
internal local-add
internal cluster 1
internal neighbor

internal neighbor

internal neighbor

0.0.0.0 interface
0.0.0.0 interface
0.0.0.0 interface

rnal

ress 198.51.100.0

98.51.100.1

10.255.163.58 description vpnl-to-pel family inet-vpn

10.255.163.58 family route-target proxy-generate
10.255.168.42 description vpnl-to-pe2 family inet-vpn

ge-1/0/0
ge-1/0/1
100.0 passive

set routing-options route-distinguisher-id 10.255.165.220

set routing-options autonomous-system 203

Device RR2

set
set
set
set
set
set
set
set
set
set
set

set

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/1

interfaces ge-1/0/1

interfaces ge-1/0/1
ldp interface ge-1/0/0
ldp interface ge-1/0/1

protocols
protocols
protocols
protocols
protocols

protocols

unicast

set
set

protocols

protocols

unicast

set
set
set
set
set

set

protocols
protocols
protocols

protocols

bgp group
bgp group
bgp group
bgp group

bgp group
bgp group

bgp group
ospf area
ospf area

ospf area

unit @ description
unit @ family inet
unit @ family mpls
unit @ description
unit @ family inet
unit @ family mpls

internal type inte
internal local-add
internal cluster 1

internal neighbor

internal neighbor
internal neighbor

internal neighbor
0.0.0.0 interface
0.0.0.0 interface
0.0.0.0 interface

RR2-to-PE1
address 10.49.10.2/30

RR2-to-PE2
address 10.50.10.2/30

rnal

ress 10.255.165.28

98.51.100.1

10.255.163.58 description vpn2-to-pel family inet-vpn

10.255.163.58 family route-target proxy-generate
10.255.168.42 description vpn2-to-pe2 family inet-vpn

10.255.163.58 family route-target
ge-1/0/0

ge-1/0/1

100.0 passive

routing-options route-distinguisher-id 10.255.165.28

routing-options autonomous-system 203



Device PE2

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-1/0/0 unit @ description PE2-to-RR1

interfaces ge-1/0/0 unit @ family inet address 10.50.0.1/30

interfaces ge-1/0/0 unit @ family mpls

interfaces ge-1/0/1 unit @ description PE2-to-RR2

interfaces ge-1/0/1 unit @ family inet address 10.50.10.2/30

interfaces ge-1/0/1 unit @ family mpls

protocols ldp interface ge-1/0/0

protocols ldp interface ge-1/0/1

protocols bgp group internal type internal

protocols bgp group internal local-address 10.255.168.42

protocols bgp group internal family inet-vpn unicast

protocols bgp group internal family route-target

protocols bgp group internal neighbor 10.255.165.220 export filter-rtc
protocols bgp group internal neighbor 10.255.165.28

protocols ospf area 0.0.0.0 interface ge-1/0/0

protocols ospf area 0.0.0.0 interface ge-1/0/1

protocols ospf area 0.0.0.0 interface 100.0 passive

policy-options rtf-prefix-list exclude-103 203:203:103/96

policy-options policy-statement filter-rtc from family route-target
policy-options policy-statement filter-rtc from rtf-prefix-list exclude-103
policy-options policy-statement filter-rtc then reject

routing-options route-distinguisher-id 10.255.168.42

routing-options autonomous-system 203

routing-instances vpnl instance-type vrf

routing-instances vpnl vrf-target target:203:100

routing-instances vpnl routing-options static route 203.0.113.1/24 discard
routing-instances vpn2 instance-type vrf

routing-instances vpn2 vrf-target target:203:101

routing-instances vpn2 routing-options static route 203.0.113.2/24 discard
routing-instances vpn3 instance-type vrf

routing-instances vpn3 vrf-target target:203:103

routing-instances vpn3 routing-options static route 203.0.113.3/24 discard
routing-instances vpn4 instance-type vrf

routing-instances vpn4 vrf-target target:203:104

routing-instances vpn4 routing-options static route 203.0.113.4/24 discard



Configuring Device PE1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]

user@PE1# set ge-1/0/0 unit 0 description PE1-to-RR1

user@E1# set ge-1/0/0 unit 0 family inet address 10.49.0.1/30
user@PE1# set ge-1/0/0 unit @ family mpls

user@PE1#set ge-1/0/1 unit @ description PE1-to-RR2
user@PE1#set ge-1/0/1 unit 0 family inet address 10.49.10.1/30
user@PE1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@E1# set route-distinguisher-id 10.255.163.58
user@PE1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE1# set interface ge-1/0/0
user@E1# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]

user@E1# set type internal

user@PE1# set local-address 10.255.163.58

user@E1# set neighbor 10.255.165.220 family inet-vpn unicast
user@PE1# set neighbor 10.255.165.28 family inet-vpn unicast



5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface ge-1/0/0
user@PE14# set interface ge-1/0/1
user@PE1# set interface 100.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpni]

user@PE1# set instance-type vrf

user@E1# set vrf-target target:203:100

user@PE1# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]

user@PET# set instance-type vrf

user@PE14# set vrf-target target:203:101

user@PE1# set routing-options static route 203.0.113.2/24 discard

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE1# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
routing-options, and show routing-instances commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@PE1# show interfaces
ge-1/0/0 {
unit @ {
description PE1-to-RR1;
family inet {
address 10.49.0.1/30;



family mpls;

}
}
ge-1/0/1 {
unit @ {
description PE1-to-RR2;
family inet {
address 10.49.10.1/30;
}
family mpls;
}
}

user@PE1# show protocols
bgp {
group internal {
type internal;
local-address 10.255.163.58;
neighbor 10.255.165.220 {
family inet-vpn {

unicast;

}
neighbor 10.255.165.28 {
family inet-vpn {
unicast;

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {

passive;

}
ldp {
interface ge-1/0/0.0;



interface ge-1/0/1.0;

user@PE1# show routing-options
route-distinguisher-id 10.255.14.182;
autonomous-system 203;

user@PE1# show routing-instances
vpnl {
instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}
}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;
}
}
}

Configuring Device RR1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device RR1:



1. Configure the interfaces.

[edit interfaces]

user@RR1# set ge-1/0/0 unit 0 description RR1-to-PE1

user@rR1# set ge-1/0/0 unit 0 family inet address 10.49.0.2/30
user@RR1# set ge-1/0/0 unit @ family mpls

user@RR1# set ge-1/0/1 unit 0 description RR1-to-PE2

user@RR14# set ge-1/0/1 unit 0 family inet address 10.50.0.2/30
user@RR1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@rR1# set route-distinguisher-id 10.255.165.220
user@R1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR1# set interface ge-1/0/0
user@rR14# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internall

user@rR1# set type internal

user@RR14# set local-address 10.255.165.220

user@RR1# set cluster 198.51.100.1

user@RR1# set neighbor 10.255.163.58 description vpnil-to-pe1 family inet-vpn unicast
user@rR1# set neighbor 10.255.168.42 description vpnl-to-pe2 family inet-vpn unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internall
user@rR1# set neighbor 10.255.168.42 family route-target



6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internall]
user@RR1# set neighbor 10.255.163.58 family route-target proxy-generate

7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR1# set interface ge-1/0/0
user@rR14# set interface ge-1/0/1
user@RR1# set interface 100.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR1# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, and
show routing-options commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@RR14# show interfaces
ge-1/0/0 {
unit 0 {
description RR1-to-PE1;
family inet {
address 10.49.0.2/30;

}
family mpls;
}
}
ge-1/0/1 {
unit @ {

description RR1-to-PE2;
family inet {
address 10.50.0.2/30;



}
family mpls;

user@RR1# show protocols
bgp {
group internal {
type internal;
local-address 198.51.100.0;
cluster 198.51.100.1;
neighbor 10.255.163.58 {
description vpnl-to-pel;
family inet-vpn {
unicast;
}
family route-target {
proxy-generate;

}

neighbor 10.255.168.42 {
description vpnl-to-pe2;
family inet-vpn {

unicast;
}
family route-target;
}
}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {
passive;
}
}
}
ldp {

interface ge-1/0/0.0;
interface ge-1/0/1.0;



}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {

passive;
}

}
}
1dp {

interface ge-1/0/0.0;

interface ge-1/0/1.0;
}

user@rR1# show routing-options
route-distinguisher-id 10.255.165.220;
autonomous-system 203;

Configuring Device RR2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device RR2:

1. Configure the interfaces.

[edit interfaces]

user@RR2# set ge-1/0/0 unit 0 description RR2-to-PE1

user@RR2# set ge-1/0/0 unit 0 family inet address 10.49.10.2/30
user@R2# set ge-1/0/0 unit @ family mpls

user@R2# set ge-1/0/1 unit @ description RR2-to-PE2

user@RR2# set ge-1/0/1 unit @ family inet address 10.50.10.2/30
user@R2# set ge-1/0/1 unit @ family mpls



2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@RR2# set route-distinguisher-id 10.255.165.28
user@RR2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR2# set interface ge-1/0/0
user@R2# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internall]

user@R2# set type internal

user@RR2# set local-address 10.255.165.28

user@R2# set cluster 198.51.100.1

user@rR2# set neighbor 10.255.163.58 description vpn2-to-pel family inet-vpn unicast
user@RR2# set neighbor 10.255.168.42 description vpn2-to-pe2 family inet-vpn unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internall]
user@RR2# set neighbor 10.255.168.42 family route-target

6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internall]
user@RR2# set neighbor 10.255.163.58 family route-target proxy-generate

7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR2# set interface ge-1/0/0



user@R2# set interface ge-1/0/1
user@RR2# set interface 100.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR2# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, and
show routing-options commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@rR2# show interfaces
ge-1/0/0 {
unit @ {
description RR2-to-PET;
family inet {
address 10.49.10.2/30;

}
family mpls;
}
}
ge-1/0/1 {
unit @ {
description RR2-to-PE2;
family inet {
address 10.50.10.2/30;
}
family mpls;
}
}

user@RR2# show protocols
bgp {
group internal {
local-address 10.255.165.28;
cluster 198.51.100.1;



neighbor 10.255.163.58 {
description vpn2-to-pel;
family inet-vpn {
unicast;
}
family route-target {

proxy-generate;

}

neighbor 10.255.168.42 {
description vpn2-to-pe2;
family inet-vpn {

unicast;
}
family route-target;
}
}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {
passive;
}
}
}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
}

user@rR2# show routing-options
route-distinguisher-id 10.255.165.28;

autonomous-system 203;



Configuring Device PE2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device PE2:

1. Configure the interfaces.

[edit interfaces]

user@PE2# set ge-1/0/0 unit 0 description PE2-to-RR1

user@PE2# set ge-1/0/0 unit 0 family inet address 10.50.0.1/30
user@PE2# set ge-1/0/0 unit @ family mpls

user@PE2#set ge-1/0/1 unit @ description PE2-to-RR2
user@PE2#set ge-1/0/1 unit 0 family inet address 10.50.10.2/30
user@PE2# set ge-1/0/1 unit @ family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@E2# set route-distinguisher-id 10.255.168.42
user@PE2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE2# set interface ge-1/0/0
user@E2# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]
user@PE2# set type internal

user@PE2# set local-address 10.255.168.42
user@PE2# set family inet-vpn unicast
user@PE2# set family route-target



user@PE2# set neighbor 10.255.165.220
user@PE2# set neighbor 10.255.165.28

5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface ge-1/0/0
user@PE2# set interface ge-1/0/1
user@PE2# set interface 100.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpni]

user@PE2# set instance-type vrf

user@PE2# set vrf-target target:203:100

user@PE2# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]

user@PE2# set instance-type vrf

user@PE2# set vrf-target target:203:101

user@PE2# set routing-options static route 203.0.113.2/24 discard

[edit routing-instances vpn3]

user@PE2# set instance-type vrf

user@PE2# set vrf-target target:203:103

user@PE2# set routing-options static route 203.0.113.3/24 discard

[edit routing-instances vpn4]

user@PE2# set instance-type vrf

user@PE2# set vrf-target target:203:104

user@PE2# set routing-options static route 203.0.113.4/24 discard

7. Configure and apply the export routing policy.

[edit policy-options]
user@PE2# set rtf-prefix-list exclude-103 203:203:103/96



[edit policy-options policy-statement filter-rtc]
user@PE2# set from family route-target

user@PE2# set from rtf-prefix-list exclude-103
user@PE2# set then reject

[edit protocols bgp group internall]

user@PE2# set neighbor 10.255.165.220 export filter-rtc

8. If you are done configuring the device, commit the configuration.

[edit]
user@PE2# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, show routing-options, and show routing-instances commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@PE2# show interfaces
ge-1/0/0 {
unit @ {
description PE2-to-RR1;
family inet {
address 10.50.0.1/30;

}
family mpls;
}
}
ge-1/0/1 {
unit 0 {

description PE2-to-RR2;
family inet {

address 10.50.10.2/30;
}
family mpls;



user@PE2# show protocols
bgp {
group internal {
type internal;
local-address 10.255.168.42;
family inet-vpn {
unicast;
}
family route-target;
neighbor 10.255.165.220 {
export filter-rtc;

}
neighbor 10.255.165.28;
}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {
passive;
}
}
}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
}

user@PE2# show routing-options
route-distinguisher-id 10.255.168.42;
autonomous-system 203;

user@PE2# show policy-options
policy-statement filter-rtc {
from {



family route-target;
rtf-prefix-list exclude-103;
}
then reject;
}
rtf-prefix-list exclude-103 {
203:203:103/96;

user@PE2# show routing-instances
vpnl {
instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}
}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;
}
}
}
vpn3 {
instance-type vrf;
vrf-target target:203:103;
routing-options {
static {
route 203.0.113.3/24 discard;
}
}
}
vpn4 {

instance-type vrf;
vrf-target target:203:104;

routing-options {



static {
route 203.0.113.4/24 discard;

Verification
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Confirm that the configuration is working properly.

Verifying the Route Target Filtering Routes in the bgp.rtarget.0 Routing Table for Device RR1

Purpose

Verify that the route prefix for vpn3 is not in Device RR1’s bgp.rtarget.0 table. Since an export policy on
Device PE2 was applied to prevent the advertisement of vpn3 routes to Device RR1, Device RR1 should
not receive those advertisements.

Action

From operational mode, enter the show route advertising-protocol bgp 10.255.165.220 table bgp.rtarget.0
command.

user@PE2# show route advertising-protocol bgp 10.255.165.220 table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 11 routes
(4 active, 0 holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
203:203:100/96 * Self 100 I
203:203:101/96 * Self 100 I

203:203:104/96 * Self 100 I



Meaning

The bgp.rtartget.O table does not display 203:203:103/96, which is the route prefix for vpn3. That

means the export policy was applied correctly.

Verifying the Route Target Filtering Routes in the bgp.rtarget.O Routing Table for Device RR2

Purpose

Verify that the route prefix for vpn3 is in Device RR2’s bgp.rtarget.O table. Since an export policy was

not applied on Device PE2 to prevent the advertisement of vpn3 routes to Device RR2, Device RR2

should receive advertisements from all of the VPNs.

Action

From operational mode, enter the show route advertising-protocol bgp 10.255.165.28 table bgp.rtarget.0

command.

user@PE2# show route advertising-protocol bgp 10.255.165.28 table bgp.rtarget.0

bgp.rtarget.0: 4 destinations, 11 routes (4 active, @ holddown, @ hidden)
(4 active, 0 holddown, @ hidden)

Prefix

203:203:100/96
203:203:101/96
203:203:103/96
203:203:104/96

Meaning

Nexthop

*
*

*

MED

Self
Self
Self
Self

Lclpref

100
100
100
100

AS path

L T e B o B o |

The bgp.rtartget.O table displays the route prefixes for all of the VPNs.

Example: Configuring Layer 3 VPN Protocol Family Qualifiers for Route Filters
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This example shows how to control the scope of BGP import policies by configuring a family qualifier for

the BGP import policy. The family qualifier specifies routes of type inet, inet6, inet-vpn, or inet6-vpn.

Requirements

This example uses Junos OS Release 10.0 or later.

Before you begin:

Configure the device interfaces.
Configure an interior gateway protocol. See the Junos OS Routing Protocols Library.

Configure a BGP session for multiple route types. For example, configure the session for both family
inet routes and family inet-vpn routes. See "Configuring IBGP Sessions Between PE Routers in VPNs"
on page 66 and "Configuring Layer 3 VPNs to Carry IPvé Traffic" on page 285.

Overview

Family qualifiers cause a route filter to match only one specific family. When you configure an IPv4 route

filter without a family qualifier, as shown here, the route filter matches inet and inet-vpn routes.

route-filter ipv4-address/mask;

Likewise, when you configure an IPvé route filter without a family qualifier, as shown here, the route

filter matches inet6 and inet6-vpn routes.

route-filter ipvé6-address/mask;

Consider the case in which a BGP session has been configured for both family inet routes and family

inet-vpn routes, and an import policy has been configured for this BGP session. This means that both

family inet and family inet-vpn routes, when received, share the same import policy. The policy term

might look as follows:

from {

route-filter 0.0.0.0/0 exact;


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html

}
then {
next-hop self;

accept;

This route-filter logic matches an inet route of 0.0.0.0 and an inet-vpn route whose IPv4 address portion
is 0.0.0.0. The 8-byte route distinguisher portion of the inet-vpn route is not considered in the route-filter
matching. This is a change in Junos OS behavior that was introduced in Junos OS Release 10.0.

If you do not want your policy to match both types of routes, add a family qualifier to your policy. To
have the route-filter match only inet routes, add the family inet policy qualifier. To have the route-filter
match only inet-vpn routes, add the family inet-vpn policy qualifier.

The family qualifier is evaluated before the route-filter is evaluated. Thus, the route-filter is not
evaluated if the family match fails. The same logic applies to family inet6 and family inet6-vpn. The route-
filter used in the inet6 example must use an IPvé address. There is a potential efficiency gain in using a
family qualifier because the family qualifier is tested before most other qualifiers, quickly eliminating
routes from undesired families.

Configuration
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

inet Example

set policy-options policy-statement specific-family from family inet
set policy-options policy-statement specific-family from route-filter 0.0.0.0/0 exact



set policy-options policy-statement specific-family then next-hop self
set policy-options policy-statement specific-family then accept
set protocols bgp import specific-family

Inet-vpn Example

set policy-options policy-statement specific-family from family inet-vpn

set policy-options policy-statement specific-family from route-filter 0.0.0.0/0 exact
set policy-options policy-statement specific-family then next-hop self

set policy-options policy-statement specific-family then accept

set protocols bgp import specific-family

inet6 Example

set policy-options policy-statement specific-family from family inet6

set policy-options policy-statement specific-family from route-filter 0::0/0 exact
set policy-options policy-statement specific-family then next-hop self

set policy-options policy-statement specific-family then accept

set protocols bgp import specific-family

Inet6-vpn Example

set policy-options policy-statement specific-family from family inet6-vpn

set policy-options policy-statement specific-family from route-filter 0::0/0 exact
set policy-options policy-statement specific-family then next-hop self

set policy-options policy-statement specific-family then accept

set protocols bgp import specific-family

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure a flow map:


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

1. Configure the family qualifier.

[edit policy-options]
user@host# set policy-statement specific-family from family inet

2. Configure the route filter.

[edit policy-options]
user@host# set policy-statement specific-family from route-filter 0.0.0.0/0 exact

3. Configure the policy actions.

[edit policy-options]
user@host# set policy-statement specific-family then next-hop self

user@host# set policy-statement specific-family then accept

4. Apply the policy.

[edit protocols bgpl
user@host# set import specific-family

Results

From configuration mode, confirm your configuration by issuing the show protocols and show policy-options
command. If the output does not display the intended configuration, repeat the instructions in this
example to correct the configuration.

user@host# show protocols
bgp {
import specific-family;
}
user@host# show policy-options
policy-statement specific-family {
from {
family inet;
route-filter 0.0.0.0/0 exact;
}
then {



next-hop self;

accept;

If you are done configuring the device, enter commit from configuration mode.

Repeat the procedure for every protocol family for which you need a specific route-filter policy.

Verification

To verify the configuration, run the following commands:
e show route advertising-protocol bgp neighbor detail

e show route instance instance-name detail

Understanding Proxy BGP Route Target Filtering for VPNs

BGP route target filtering (also known as route target constrain, or RTC) allows you to distribute VPN
routes to only the devices that need them. In VPN networks without BGP route target filtering
configured, BGP distributes all VPN routes to all VPN peer devices, which can strain network resources.
The route target filtering feature was introduced to reduce the number of devices receiving VPN routes
and VPN routing updates, thereby limiting the amount of overhead associated with running a VPN. The
Junos OS implementation for BGP route target filtering is based on RFC 4684, Constrained Route
Distribution for Border Gateway Protocol/MultiProtocol Label Switching (BGP/MPLS) Internet Protocol
(IP) Virtual Private Networks (VPNSs).

What if you have a network environment where route target filtering is not widely deployed, or what if
some devices do not support route target filtering? For example, you might have a BGP speaker with
route target filtering enabled that is peered with a BGP speaker that does not support or have route
target filtering configured. In this case, the BGP speaker with route target filtering configured must
advertise default route target membership (RT membership) on behalf of its peer. The route target
filtering resource savings are unrealized because the device supporting the filtering must now send all
VPN routes to the device that does not support the filter. Proxy BGP route target filtering (or Proxy RTC)
permits the generation of RT membership for devices that do not support route target filtering. This
eases the deployment of route target filtering in networks where it is incompletely deployed or not fully
supported.

Proxy BGP route target filtering allows you to distribute proxy RT membership advertisements created
from the received BGP VPN routes to other devices in the network that need them. These are known as
proxy advertisements because the device creates the RT membership on behalf of its peers without the
route target filtering functionality. Proxy BGP route target filtering uses BGP route target extended
communities that are exported to a specific BGP speaker to generate the route targets. Generated proxy
RTC routes are stored in the bgp.rtarget.O routing table.



You can also configure a policy to control which VPN routes are used to generate the proxy RTC routes.
This can help control which RT membership is generated by the proxying device. In addition, you can
configure a policy to reduce the memory overhead associated with proxy RTC. Proxy RTC only uses
additional memory on a per-VPN route basis when it is permitted by a policy to be used for generating
RT membership.

Example: Configuring Proxy BGP Route Target Filtering for VPNs
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This example shows how to configure proxy BGP route target filtering (also known as proxy route target
constrain, or proxy RTC).

Requirements

This example uses the following hardware and software components:
e Four Juniper Networks devices that can be a combination of M Series, MX Series, or T Series routers.

e Junos OS Release 12.2 or later on one or more devices configured for proxy BGP route filtering. In
this example, you explicitly configure proxy BGP route filtering on the route reflectors.

Before configuring proxy BGP route target filtering, make sure that you are familiar with and understand
the following concepts:

o [ayer 2 VPNs

e "Understanding Layer 3 VPNs" on page 6

o "Understanding VPN-IPv4 Addresses and Route Distinguishers" on page 224
e "Configuring Policies for the VRF Table on PE Routers in VPNs" on page 73

e "Configuring BGP Route Target Filtering for VPNs" on page 88

BGP extended communities


https://www.juniper.net/documentation/en_US/junos/topics/concept/policy-bgp-communities-extended-communities-match-conditions-overview.html

Overview
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Route target filtering decreases the number of devices in a network that receive VPN routes that are not
needed. Proxy BGP route target filtering allows networks to take advantage of route target filtering in
locations where the feature is not currently supported. By configuring this feature, you can realize many
of the same network resource savings that are available to you if your network fully supported BGP
route target filtering.

To configure proxy BGP route target filtering, you include the family route-target proxy-generate statement
on the devices that will distribute proxy route target membership (RT membership) advertisements for
the devices that do not support BGP route target filtering. The proxy BGP route target filtering routes
are then stored in the bgp.rtarget.O routing table.

Proxy BGP route target filtering is intended to create RT membership advertisements for devices that do
not support the BGP route target filtering feature. If the proxy-generate statement is present, but the route
target family is negotiated with the BGP peer, the proxy-generate functionality is disabled. This allows
simplified configuration of BGP peer groups where a portion of the peers in the group support route
target filtering but others do not. In such an example case, the family route-target proxy-generate statement
might be part of the BGP peer group configuration.

@ NOTE: When deploying proxy BGP route target filtering in your network, the advertise-
default statement for BGP route target filtering causes the device to advertise the default
route target route (0:0:0/0) and suppress all routes that are more specific. If you have
proxy BGP route target filtering configured on one device and one or more peers have
the advertise-default statement configured as part of their BGP route target filtering
configuration, the advertise-default configuration is ignored.

Topology Diagram

Figure 12 on page 136 shows the topology used in this example.



Figure 12: Proxy BGP Route Target Filtering Topology
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In this example, BGP route target filtering is configured on the route reflectors (Device RR1 and Device
RR2) and the provider edge (PE) Device PE2, but the other PE, Device PE1, does not support the BGP
route target filtering functionality. Device PE2 has four VPNs configured (vpni, vpn2, vpn3, and vpn4).
Device PE1 has two VPNs configured (vpn1 and vpn2), so this device is only interested in receiving
route updates for vpnl and vpn2. Currently, this is impossible because both route reflectors (Device RR1
and Device RR2) learn and share information about all of the incoming VPN routes (vpn1 through vpn4)
with Device PE1. In the sample topology, all devices participate in autonomous system (AS) 203, OSPF is
the configured interior gateway protocol (IGP), and LDP is the signaling protocol used by the VPNSs. In
this example, we use static routes in the VPN routing and forwarding (VRF) instances to generate VPN
routes. This is done in place of using a PE to customer edge (CE) protocol such as OSPF or BGP.

To minimize the number of VPN route updates being processed by Device PE1, you include the family
route-target proxy-generate statement to configure proxy BGP route target filtering on each route reflector.
Each route reflector has a peering session with Device PE1 and supports route target filtering to the
core. However, Device PE1 does not support route target filtering, so the network resource savings are
unrealized by Device PE1 since it receives all of the VPN updates. By configuring proxy BGP route target
filtering on the peering sessions facing Device PE1, you limit the number of VPN updates processed by
Device PE1, and the route reflectors generate the proxy BGP route target routes for Device PE1
throughout the network.

Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Device PE1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/1

interfaces ge-1/0/1

interfaces ge-1/0/1
ldp interface ge-1/0/0
ldp interface ge-1/0/1

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp group
bgp group
bgp group

bgp group
ospf area

ospf area

ospf area

unit @ description PE1-to-RR1

unit @ family inet address 10.49.0.1/30
unit @ family mpls

unit @ description PE1-to-RR2

unit @ family inet address 10.49.10.1/30
unit @ family mpls

internal type internal

internal local-address 10.255.163.58

internal neighbor 10.255.165.220 family inet-vpn unicast
internal neighbor 10.255.165.28 family inet-vpn unicast
0.0.0.0 interface ge-1/0/0

0.0.0.0 interface ge-1/0/1

0.0.0.0 interface 100.0 passive

routing-options route-distinguisher-id 10.255.163.58

routing-options autonomous-system 203

routing-instances vpnl instance-type vrf

routing-instances vpnl vrf-target target:203:100

routing-instances vpnl routing-options static route 203.0.113.1/24 discard

routing-instances vpn2 instance-type vrf

routing-instances vpn2 vrf-target target:203:101

routing-instances vpn2 routing-options static route 203.0.113.2/24 discard

Device RR1

set interfaces ge-1/0/0 unit @ description RR1-to-PE1
set interfaces ge-1/0/0 unit 0 family inet address 10.49.0.2/30



set
set
set
set
set
set
set
set
set
set

interfaces ge-1/0/0

interfaces ge-1/0/1

interfaces ge-1/0/1

interfaces ge-1/0/1
ldp interface ge-1/0/0
ldp interface ge-1/0/1

protocols
protocols
protocols
protocols
protocols

protocols

unicast

set

set

protocols

protocols

unicast

set
set
set
set
set
set

protocols
protocols
protocols

protocols

bgp group
bgp group
bgp group
bgp group

bgp group
bgp group

bgp group
ospf area
ospf area
ospf area

unit @ family mpls
unit @ description
unit @ family inet
unit @ family mpls

internal type inte
internal local-add
internal cluster 1

internal neighbor

internal neighbor

internal neighbor

internal neighbor
0.0.0.0 interface
0.0.0.0 interface
0.0.0.0 interface

RR1-to-PE2
address 10.50.0.2/30

rnal

ress 198.51.100.1

98.51.100.1

10.255.163.58 description vpnl-to-pel family inet-vpn

10.255.163.58 family route-target proxy-generate
10.255.168.42 description vpnl-to-pe2 family inet-vpn

10.255.168.42 family route-target
ge-1/0/0

ge-1/0/1

100.0 passive

routing-options route-distinguisher-id 10.255.165.220

routing-options autonomous-system 203

Device RR2

set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/1

interfaces ge-1/0/1

interfaces ge-1/0/1
ldp interface ge-1/0/0
ldp interface ge-1/0/1

protocols
protocols
protocols
protocols
protocols

protocols

unicast

set

set

protocols

protocols

unicast

set
set

set

protocols
protocols

protocols

bgp group
bgp group
bgp group
bgp group

bgp group
bgp group

bgp group
ospf area

ospf area

unit @ description
unit @ family inet
unit @ family mpls
unit @ description
unit @ family inet
unit @ family mpls

internal type inte
internal local-add
internal cluster 1

internal neighbor

internal neighbor

internal neighbor

internal neighbor
0.0.0.0 interface
0.0.0.0 interface

RR2-to-PE1
address 10.49.10.2/30

RR2-to-PE2
address 10.50.10.2/30

rnal

ress 10.255.165.28

98.51.100.1

10.255.163.58 description vpn2-to-pel family inet-vpn

10.255.163.58 family route-target proxy-generate
10.255.168.42 description vpn2-to-pe2 family inet-vpn

10.255.168.42 family route-target
ge-1/0/0
ge-1/0/1



set protocols ospf area 0.0.0.0 interface 100.0 passive

set routing-options route-distinguisher-id 10.255.165.28

set routing-options autonomous-system 203

Device PE2

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/0

interfaces ge-1/0/1

interfaces ge-1/0/1

interfaces ge-1/0/1
ldp interface ge-1/0/0
ldp interface ge-1/0/1

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp group
bgp group
bgp group
bgp group
bgp group

bgp group
ospf area

ospf area

ospf area

unit @ description PE2-to-RR1

unit @ family inet address 10.50.0.1/30
unit @ family mpls

unit @ description PE2-to-RR2

unit @ family inet address 10.50.10.1/30
unit @ family mpls

internal type internal

internal local-address 10.255.168.42
internal family inet-vpn unicast
internal family route-target
internal neighbor 10.255.165.220
internal neighbor 10.255.165.28
0.0.0.0 interface ge-1/0/0

0.0.0.0 interface ge-1/0/1

0.0.0.0 interface 100.0 passive

routing-options route-distinguisher-id 10.255.168.42

routing-options autonomous-system 203

routing-instances vpnl instance-type vrf

routing-instances vpnl vrf-target target:203:100

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

vpnl routing-options static route 203.0.113.1/24 discard
vpn2 instance-type vrf

vpn2 vrf-target target:203:101

vpn2 routing-options static route 203.0.113.2/24 discard
vpn3 instance-type vrf

vpn3 vrf-target target:203:103

vpn3 routing-options static route 203.0.113.3/24 discard
vpn4 instance-type vrf

vpn4d vrf-target target:203:104

vpn4 routing-options static route 203.0.113.4/24 discard



Configuring Device PE1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]

user@PE1# set ge-1/0/0 unit 0 description PE1-to-RR1

user@E1# set ge-1/0/0 unit 0 family inet address 10.49.0.1/30
user@PE1# set ge-1/0/0 unit @ family mpls

user@PE1# set ge-1/0/1 unit 0 description PE1-to-RR2

user@PE1# set ge-1/0/1 unit @ family inet address 10.49.10.1/30
user@PE1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@E1# set route-distinguisher-id 10.255.163.58
user@PE1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE1# set interface ge-1/0/0
user@E1# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internal]

user@E1# set type internal

user@PE1# set local-address 10.255.163.58

user@E1# set neighbor 10.255.165.220 family inet-vpn unicast
user@PE1# set neighbor 10.255.165.28 family inet-vpn unicast



5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface ge-1/0/0
user@PE14# set interface ge-1/0/1
user@PE1# set interface 100.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpni]

user@PE1# set instance-type vrf

user@E1# set vrf-target target:203:100

user@PE1# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]

user@PET# set instance-type vrf

user@PE14# set vrf-target target:203:101

user@PE1# set routing-options static route 203.0.113.2/24 discard

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE1# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
routing-options, and show routing-instances commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@PE1# show interfaces
ge-1/0/0 {
unit @ {
description PE1-to-RR1;
family inet {
address 10.49.0.1/30;



family mpls;

}
}
ge-1/0/1 {
unit @ {
description PE1-to-RR2;
family inet {
address 10.49.10.1/30;
}
family mpls;
}
}

user@PE1# show protocols
bgp {
group internal {
type internal;
local-address 10.255.163.58;
neighbor 10.255.165.220 {
family inet-vpn {

unicast;

}
neighbor 10.255.165.28 {
family inet-vpn {
unicast;

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {

passive;

}
ldp {
interface ge-1/0/0.0;



interface ge-1/0/1.0;

user@PE1# show routing-options
route-distinguisher-id 10.255.14.182;
autonomous-system 203;

user@PE1# show routing-instances
vpnl {
instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}
}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;
}
}
}

Configuring Device RR1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device RR1:



1. Configure the interfaces.

[edit interfaces]

user@RR1# set ge-1/0/0 unit 0 description RR1-to-PE1

user@rR1# set ge-1/0/0 unit 0 family inet address 10.49.0.2/30
user@RR1# set ge-1/0/0 unit @ family mpls

user@RR1# set ge-1/0/1 unit 0 description RR1-to-PE2

user@RR14# set ge-1/0/1 unit 0 family inet address 10.50.0.2/30
user@RR1# set ge-1/0/1 unit 0 family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@rR1# set route-distinguisher-id 10.255.165.220
user@R1# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR1# set interface ge-1/0/0
user@rR14# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internall

user@rR1# set type internal

user@RR14# set local-address 10.255.165.220

user@RR1# set cluster 198.51.100.1

user@RR1# set neighbor 10.255.163.58 description vpnil-to-pe1 family inet-vpn unicast
user@rR1# set neighbor 10.255.168.42 description vpnl-to-pe2 family inet-vpn unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internall
user@rR1# set neighbor 10.255.168.42 family route-target



6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internall]
user@RR1# set neighbor 10.255.163.58 family route-target proxy-generate

7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR1# set interface ge-1/0/0
user@rR14# set interface ge-1/0/1
user@RR1# set interface 100.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR1# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols and
show routing-options commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@RR14# show interfaces
ge-1/0/0 {
unit 0 {
description RR1-to-PE1;
family inet {
address 10.49.0.2/30;

}
family mpls;
}
}
ge-1/0/1 {
unit @ {

description RR1-to-PE2;
family inet {
address 10.50.0.2/30;



}
family mpls;

user@RR1# show protocols
bgp {
group internal {
type internal;
local-address 198.51.100.1;
cluster 198.51.100.1;
neighbor 10.255.163.58 {
description vpnl-to-pel;
family inet-vpn {
unicast;
}
family route-target {
proxy-generate;

}

neighbor 10.255.168.42 {
description vpnl-to-pe2;
family inet-vpn {

unicast;
}
family route-target;
}
}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {
passive;
}
}
}
ldp {

interface ge-1/0/0.0;



interface ge-1/0/1.0;

user@RR1# show routing-options
route-distinguisher-id 10.255.165.220;
autonomous-system 203;

Configuring Device RR2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device RR2:

1. Configure the interfaces.

[edit interfaces]

user@RR2# set ge-1/0/0 unit 0 description RR2-to-PE1

user@RR2# set ge-1/0/0 unit 0 family inet address 10.49.10.2/30
user@R2# set ge-1/0/0 unit @ family mpls

user@R2# set ge-1/0/1 unit @ description RR2-to-PE2

user@RR2# set ge-1/0/1 unit @ family inet address 10.50.10.2/30
user@R2# set ge-1/0/1 unit @ family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@RR2# set route-distinguisher-id 10.255.165.28
user@RR2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@RR2# set interface ge-1/0/0
user@RR2# set interface ge-1/0/1



4. Configure BGP.

[edit protocols bgp group internall]

user@R2# set type internal

user@RR2# set local-address 10.255.165.28

user@R2# set cluster 198.51.100.1

user@rR2# set neighbor 10.255.163.58 description vpn2-to-pel family inet-vpn unicast
user@RR2# set neighbor 10.255.168.42 description vpn2-to-pe2 family inet-vpn unicast

5. Configure BGP route target filtering on the peering session with Device PE2.

[edit protocols bgp group internall]
user@RR2# set neighbor 10.255.168.42 family route-target

6. Configure proxy BGP route target filtering on the peering session with Device PE1.

[edit protocols bgp group internall]
user@RR2# set neighbor 10.255.163.58 family route-target proxy-generate

7. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@RR2# set interface ge-1/0/0
user@rR2# set interface ge-1/0/1
user@RR2# set interface 100.0 passive

8. If you are done configuring the device, commit the configuration.

[edit]
user@RR2# commit



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, and
show routing-options commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@rR2# show interfaces
ge-1/0/0 {
unit @ {
description RR2-to-PET;
family inet {
address 10.49.10.2/30;

}
family mpls;
}
}
ge-1/0/1 {
unit 0 {
description RR2-to-PE2;
family inet {
address 10.50.10.2/30;
}
family mpls;
}
}

user@RR2# show protocols
bgp {
group internal {
local-address 10.255.165.28;
cluster 198.51.100.1;
neighbor 10.255.163.58 {
description vpn2-to-pel;
family inet-vpn {
unicast;
}
family route-target {

proxy-generate;

}
neighbor 10.255.168.42 {



description vpn2-to-pe2;
family inet-vpn {

unicast;
}
family route-target;
}
}
}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {
passive;
}
}
}
ldp {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
}

user@rR2# show routing-options
route-distinguisher-id 10.255.165.28;

autonomous-system 203;

Configuring Device PE2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device PE2:

1. Configure the interfaces.

[edit interfaces]

user@PE2# set ge-1/0/0 unit @ description PE2-to-RR1

user@PE2# set ge-1/0/0 unit 0 family inet address 10.50.0.1/30
user@PE2# set ge-1/0/0 unit @ family mpls



user@PE2# set ge-1/0/1 unit 0 description PE2-to-RR2
user@PE2# set ge-1/0/1 unit 0 family inet address 10.50.10.1/30
user@PE2# set ge-1/0/1 unit @ family mpls

2. Configure the route distinguisher and the AS number.

[edit routing-options]
user@PE2# set route-distinguisher-id 10.255.168.42

user@PE2# set autonomous-system 203

3. Configure LDP as the signaling protocol used by the VPN.

[edit protocols ldp]
user@PE2# set interface ge-1/0/0
user@PE2# set interface ge-1/0/1

4. Configure BGP.

[edit protocols bgp group internall
user@PE2# set type internal

user@PE2# set local-address 10.255.168.42
user@PE2# set family inet-vpn unicast
user@PE2# set family route-target
user@PE2# set neighbor 10.255.165.220
user@PE2# set neighbor 10.255.165.28

5. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface ge-1/0/0
user@PE2# set interface ge-1/0/1

user@PE2# set interface 100.0 passive

6. Configure the VPN routing instances.

[edit routing-instances vpni]
user@PE2# set instance-type vrf



user@PE2# set vrf-target target:203:100
user@PE2# set routing-options static route 203.0.113.1/24 discard

[edit routing-instances vpn2]

user@PE2# set instance-type vrf

user@PE2# set vrf-target target:203:101

user@PE2# set routing-options static route 203.0.113.2/24 discard

[edit routing-instances vpn3]

user@PE2# set instance-type vrf

user@E2# set vrf-target target:203:103

user@PE2# set routing-options static route 203.0.113.3/24 discard

[edit routing-instances vpn4]

user@PE2# set instance-type vrf

user@PE2# set vrf-target target:203:104

user@PE2# set routing-options static route 203.0.113.4/24 discard

7. If you are done configuring the device, commit the configuration.

[edit]
user@PE2# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
routing-options, and show routing-instances commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@PE2# show interfaces
ge-1/0/0 {
unit @ {
description PE2-to-RR1;
family inet {
address 10.50.0.1/30;



family mpls;

}
}
ge-1/0/1 {
unit @ {
description PE2-to-RR2;
family inet {
address 10.50.10.1/30;
}
family mpls;
}
}

user@PE2# show protocols
bgp {
group internal {
type internal;
local-address 10.255.168.42;
family inet-vpn {
unicast;
}
family route-target;
neighbor 10.255.165.220;
neighbor 10.255.165.28;

}
ospf {
area 0.0.0.0 {
interface ge-1/0/0.0;
interface ge-1/0/1.0;
interface 100.0 {

passive;

}
ldp {
interface ge-1/0/0.0;



interface ge-1/0/1.0;

user@PE2# show routing-options
route-distinguisher-id 10.255.168.42;

autonomous-system 203;

user@PE2# show routing-instances
vpnl {
instance-type vrf;
vrf-target target:203:100;
routing-options {
static {
route 203.0.113.1/24 discard;

}
}
}
vpn2 {
instance-type vrf;
vrf-target target:203:101;
routing-options {
static {
route 203.0.113.2/24 discard;
}
}
}
vpn3 {
instance-type vrf;
vrf-target target:203:103;
routing-options {
static {
route 203.0.113.3/24 discard;
}
}
}
vpn4 {

instance-type vrf;
vrf-target target:203:104;
routing-options {

static {



route 203.0.113.4/24 discard;

Verification

IN THIS SECTION

Verifying the Proxy BGP Route Target Routes | 155

Confirm that the configuration is working properly.

Verifying the Proxy BGP Route Target Routes

Purpose

Verify that the proxy BGP route target routes are displayed in the bgp.rtarget.O table on Device RR1.

Action

From operational mode, enter the show route table bgp.rtartget.0 command to display the proxy BGP route
targets.

user@R1# show route table bgp.rtarget.0
4 destinations, 6 routes (4 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

203:203:100/96
*[RTarget/5] 00:01:22
Type Proxy
for 10.255.163.58
Local
[BGP/170] 00:04:55, localpref 100, from 10.255.168.42
AS path: I, validation-state: unverified
> to 10.50.0.1 via ge-1/0/1
203:203:101/96



*[RTarget/5] 00:01:22
Type Proxy
for 10.255.163.58
Local
[BGP/170] 00:04:55, localpref 100, from 10.255.168.42
AS path: I, validation-state: unverified
> to 10.50.0.1 via ge-1/0/1
203:203:103/96
*[BGP/170] 00:04:55, localpref 100, from 10.255.168.42
AS path: I, validation-state: unverified
> to 10.50.0.1 via ge-1/0/1
203:203:104/96
*[BGP/170] 00:04:55, localpref 100, from 10.255.168.42
AS path: I, validation-state: unverified
> to 10.50.0.1 via ge-1/0/1

Meaning

Device RR1 is generating the proxy BGP route target routes on behalf of its peer Device PE1. The proxy
BGP route target routes are identified with the protocol and preference [RTarget/5] and the route target
type of Proxy.

Understanding Route Filters for Use in Routing Policy Match Conditions

Route Filter Match Conditions

Example: Configuring Policy Chains and Route Filters

Example: Configuring the MED Using Route Filters

Example: Configuring a Route Filter Policy to Specify Priority for Prefixes Learned Through OSPF

Configuring Routing Between PE and CE Routers
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Configuring Routing Between PE and CE Routers in Layer 3 VPNs | 157


https://www.juniper.net/documentation/en_US/junos/topics/usage-guidelines/policy-configuring-route-lists-for-use-in-routing-policy-match-conditions.html
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Configuring an OSPF Domain ID for a Layer 3 VPN | 169

OSPFv2 Sham Links Overview | 176

Example: Configuring OSPFv2 Sham Links | 178

Configuring EBGP Multihop Sessions Between PE and CE Routers in Layer 3 VPNs | 191
Configuring an LDP-over-RSVP VPN Topology | 192

Configuring an Application-Based Layer 3 VPN Topology | 212

This topic provides information on how to configure routing on PE and CE routers in a Layer 3 VPN.

Configuring Routing Between PE and CE Routers in Layer 3 VPNs

IN THIS SECTION

Configuring BGP Between the PE and CE Routers | 158
Configuring OSPF Between the PE and CE Routers | 158
Configuring OSPF Sham Links for Layer 3 VPNs | 160
Configuring an OSPF Domain ID | 163

Configuring RIP Between the PE and CE Routers | 166

Configuring Static Routes Between the PE and CE Routers | 168

For the PE router to distribute VPN-related routes to and from connected CE routers, you must
configure routing within the VPN routing instance. You can configure a routing protocol—BGP, OSPF, or
RIP—or you can configure static routing. For the connection to each CE router, you typically configure
one type of routing, but in some cases you can include both static routes and routing protocol
configurations.

The following sections explain how to configure VPN routing between the PE and CE routers:



Configuring BGP Between the PE and CE Routers

To configure BGP as the routing protocol between the PE and the CE routers, include the bgp statement:

bgp {
group group-name {
peer-as as-number;

neighbor ip-address;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

Please be aware of the following limitations regarding configuring BGP for routing instances:

¢ In a VRF routing instance, do not configure the local autonomous system (AS) number using an AS
number that is already in use by a remote BGP peer in a separate VRF routing instance. Doing so
creates an autonomous system loop where all the routes received from this remote BGP peer are
hidden.

You configure the local AS number using either the autonomous-system statement at the [edit routing-
instances routing-instance-name routing-options] hierarchy level or the local-as statement at any of the
following hierarchy levels:

e [edit routing-instances routing-instance-name protocols bgp]
e [edit routing-instances routing-instance-name protocols bgp group group-name]
o [edit routing-instances routing-instance-name protocols bgp group group-name neighbor address]

You configure the AS number for a BGP peer using the peer-as statement at the [edit routing-

instances routing-instance-name protocols bgp group group-name] hierarchy level.

Configuring OSPF Between the PE and CE Routers

You can configure OSPF (version 2 or version 3) to distribute VPN-related routes between PE and CE
routers.



The following sections describe how to configure OSPF as a routing protocol between the PE and the
CE routers:

Configuring OSPF Version 2 Between the PE and CE Routers

To configure OSPF version 2 as the routing protocol between a PE and CE router, include the ospf
statement:

ospf {
area area {

interface interface-name;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name protocols]

e [edit logical-systems logical-system-name routing-instances routing-instance-name protocols]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

Configuring OSPF Version 3 Between the PE and CE Routers

To configure OSPF version 3 as the routing protocol between a PE and CE router, include the ospf3
statement:

ospf3 {
area area {

interface interface-name;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols]



@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

Configuring OSPF Sham Links for Layer 3 VPNs

When you configure OSPF between the PE and CE routers of a Layer 3 VPN, you can also configure
OSPF sham links to compensate for issues related to OSPF intra-area links.

The following sections describe OSPF sham links and how to configure them:

OSPF Sham Links Overview

Figure 13 on page 160 provides an illustration of when you might configure an OSPF sham link. Router
CE1 and Router CE2 are located in the same OSPF area. These CE routers are linked together by a
Layer 3 VPN over Router PE1 and Router PE2. In addition, Router CE1 and Router CE2 are connected
by an intra-area link used as a backup.

OSPF treats the link through the Layer 3 VPN as an interarea link. By default, OSPF prefers intra-area
links to interarea links, so OSPF selects the backup intra-area link as the active path. This is not
acceptable in configurations where the intra-area link is not the expected primary path for traffic
between the CE routers.

An OSPF sham link is also an intra-area link, except that it is configured between the PE routers as
shown in Figure 13 on page 160. You can configure the metric for the sham link to ensure that the path
over the Layer 3 VPN is preferred to a backup path over an intra-area link connecting the CE routers.

Figure 13: OSPF Sham Link
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e Two CE routers are linked together by a Layer 3 VPN.



e These CE routers are in the same OSPF area.

¢ Anintra-area link is configured between the two CE routers.

If there is no intra-area link between the CE routers, you do not need to configure an OSPF sham link.
For more information about OSPF sham links, see the Internet draft draft-ietf-I3vpn-ospf-2547-01.txt,

OSPF as the PE/CE Protocol in BGP/MPLS VPNEs.

Configuring OSPF Sham Links

The sham link is an unnumbered point-to-point intra-area link and is advertised by means of a type 1
link-state advertisement (LSA). Sham links are valid only for routing instances and OSPF version 2.

Each sham link is identified by a combination of the local and remote sham link end-point address and
the OSPF area to which it belongs. Sham links must be configured manually. You configure the sham link
between two PE routers, both of which are within the same VRF routing instance.

You need to specify the address for the local end point of the sham link. This address is used as the
source for the sham link packets and is also used by the remote PE router as the sham link remote end-
point.

The OSPF sham link’s local address must be specified with a loopback address for the local VPN. The
route to this address must be propagated by BGP. Specify the address for the local end point using the
local option of the sham-link statement:

sham-1ink {
local address;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name protocols ospf]
o [edit logical-systems /ogical-system-name routing-instances routing-instance-name protocols ospf]

The OSPF sham link’s remote address must be specified with a loopback address for the remote VPN.
The route to this address must be propagated by BGP. To specify the address for the remote end point,
include the sham-link-remote statement:

sham-link-remote address <metric number>;

You can include this statement at the following hierarchy levels:

¢ [edit routing-instances routing-instance-name protocols ospf area area-id



o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols ospf
area area-id}

Optionally, you can include the metric option to set a metric value for the remote end point. The metric
value specifies the cost of using the link. Routes with lower total path metrics are preferred over those

with higher path metrics.

You can configure a value from 1 through 65,535. The default value is 1.

OSPF Sham Links Example

This example shows how to enable OSPF sham links on a PE router.

The following is the loopback interface configuration on the PE router. The address configured is for the
local end point of the OSPF sham link:

[edit]
interfaces {
100 {
unit 1 {
family inet {
address 10.1.1.1/32;

The following is the routing instance configuration on the PE router, including the configuration for the
OSPF sham link. The sham-link local statement is configured with the address for the local loopback
interface:

[edit]
routing-instances {
example-sham-1links {
instance-type vrf;
interface e1-1/0/2.0;
interface 100.1;
route-distinguisher 3:4;
vrf-import vpn-red-import;
vrf-export vpn-red-export;
protocols {
ospf {



sham-1ink local 10.1.1.1;
area 0.0.0.0 {
sham-1link-remote 10.2.2.2 metric 1;

interface e1-1/0/2.0 metric 1;

Configuring an OSPF Domain ID

For most OSPF configurations involving Layer 3 VPNs, you do not need to configure an OSPF domain
ID. However, for a Layer 3 VPN connecting multiple OSPF domains, configuring OSPF domain IDs can
help you control LSA translation (for Type 3 and Type 5 LSAs) between the OSPF domains and back-
door paths. Each VPN routing and forwarding (VRF) table in a PE router associated with an OSPF
instance is configured with the same OSPF domain ID. The default OSPF domain ID is the null

value 0.0.0.0. As shown in Table 6 on page 163, a route with a null domain ID is handled differently from
a route without any domain ID at all.

Table 6: How a PE Router Redistributes and Advertises Routes

Route Received Domain ID of the Route Domain ID on the Route Redistributed and
Received Receiving Router Advertised As
Type 3 route AB.C.D AB.C.D Type 3 LSA
Type 3 route A.B.C.D E.F.G.H Type 5 LSA
Type 3 route 0.0.0.0 0.0.0.0 Type 3 LSA
Type 3 route Null 0.0.0.0 Type 3 LSA
Type 3 route Null Null Type 3 LSA
Type 3 route 0.0.0.0 Null Type 3 LSA

Type 3 route A.B.C.D Null Type 5 LSA



Table 6: How a PE Router Redistributes and Advertises Routes (Continued)

Route Received Domain ID of the Route Domain ID on the Route Redistributed and
Received Receiving Router Advertised As

Type 3 route Null A.B.CD Type 3 LSA

Type 5 route Not applicable Not applicable Type 5 LSA

You can configure an OSPF domain ID for both version 2 and version 3 of OSPF. The only difference in
the configuration is that you include statements at the [edit routing-instances routing-instance-name
protocols ospf] hierarchy level for OSPF version 2 and at the [edit routing-instances routing-instance-
name protocols ospf3] hierarchy level for OSPF version 3. The configuration descriptions that follow
present the OSPF version 2 statement only. However, the substatements are also valid for OSPF
version 3.

To configure an OSPF domain ID, include the domain-id statement:

domain-id domain-Id,

You can include this statement at the following hierarchy levels:
¢ [edit routing-instances routing-instance-name protocols ospf]
o [edit logical-systems /logical-system-name routing-instances routing-instance-name protocols ospf]

You can set a VPN tag for the OSPF external routes generated by the PE router to prevent looping. By
default, this tag is automatically calculated and needs no configuration. However, you can configure the
domain VPN tag for Type 5 LSAs explicitly by including the domain-vpn-tag statement:

no-domain-vpn-tag number;

You can include this statement at the following hierarchy levels:
¢ [edit routing-instances routing-instance-name protocols ospf]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols ospf]

The range is 1 through 4,294,967,295 (232 - 1). If you set VPN tags manually, you must set the same
value for all PE routers in the VPN.

For an example of this type of configuration, see "Configuring an OSPF Domain ID for a Layer 3 VPN"
on page 169.



Hub-and-Spoke Layer 3 VPNs and OSPF Domain IDs

The default behavior of an OSPF domain ID causes some problems for hub-and-spoke Layer 3 VPNs
configured with OSPF between the hub PE router and the hub CE router when the routes are not
aggregated. A hub-and-spoke configuration has a hub PE router with direct links to a hub CE router. The
hub PE router receives Layer 3 BGP updates from the other remote spoke PE routers, and these are
imported into the spoke routing instance. From the spoke routing instance, the OSPF LSAs are
originated and sent to the hub CE router.

The hub CE router typically aggregates these routes, and then sends these newly originated LSAs back
to the hub PE router. The hub PE router exports the BGP updates to the remote spoke PE routers
containing the aggregated prefixes. However, if there are nonaggregated Type 3 summary LSAs or
external LSAs, two issues arise with regard to how the hub PE router originates and sends LSAs to the
hub CE router, and how the hub PE router processes LSAs received from the hub CE router:

e By default, all LSAs originated by the hub PE router in the spoke routing instance have the DN bit
set. Also, all externally originated LSAs have the VPN route tag set. Setting the DN bit and the VPN
route tag help prevent routing loops. For Type 3 summary LSAs, routing loops are not a concern
because the hub CE router, as an area border router (ABR), reoriginates the LSAs with the DN bit
clear and sends them back to the hub PE router. However, the hub CE router does not reoriginate
external LSAs, because they have an AS flooding scope.

You can originate the external LSAs (before sending them to the hub CE router) with the DN bit clear
and the VPN route tag set to O by altering the hub PE router’s routing instance configuration. To clear
the DN bit and set the VPN route tag to zero on external LSAs originated by a PE router, configure O
for the domain-vpn-tag statement at the [edit routing-instances routing-instance-name protocols
ospf] hierarchy level. You should include this configuration in the routing instance on the hub PE
router facing the hub CE router where the LSAs are sent. When the hub CE router receives external
LSAs from the hub PE router and then forwards them back to the hub PE router, the hub PE router
can use the LSAs in its OSPF route calculation.

e When LSAs flooded by the hub CE router arrive at the hub PE router’s routing instance, the hub PE
router, acting as an ABR, does not consider these LSAs in its OSPF route calculations, even though
the LSAs do not have the DN bits set and the external LSAs do not have a VPN route tag set. The
LSAs are assumed to be from a disjoint backbone area.

You can change the configuration of the PE router’s routing instance to cause the PE router to act as
a non-ABR by including the disable statement at the [edit routing-instances routing-instance-name
protocols ospf domain-id] hierarchy level. You make this configuration change to the hub PE router
that receives the LSAs from the hub CE router.

By making this configuration change, the PE router’s routing instance acts as a non-ABR. The PE
router then considers the LSAs arriving from the hub CE router as if they were coming from a
contiguous nonbackbone area.



Configuring RIP Between the PE and CE Routers

For a Layer 3 VPN, you can configure RIP on the PE router to learn the routes of the CE router or to
propagate the routes of the PE router to the CE router. RIP routes learned from neighbors configured at
any [edit routing-instances] hierarchy level are added to the routing instance’s inet table

(instance_name.inet.0).

To configure RIP as the routing protocol between the PE and the CE router, include the rip statement:

rip {
group group-name {
export policy-names;

neighbor interface-name;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name protocols]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

By default, RIP does not advertise the routes it receives. To advertise routes from a PE router to a CE
router, you need to configure an export policy on the PE router for RIP. For information about how to
define policies for RIP, see R/P Import Policy.

To specify an export policy for RIP, include the export statement:

export [ policy-names 1;

You can include this statement for RIP at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols rip group group-namel

e [edit logical-systems logical-system-name routing-instances routing-instance-name protocols rip group group-

name]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.



To install routes learned from a RIP routing instance into multiple routing tables, include the rib-group
and group statements:

rib-group inet group-name;
group group-name {
neighbor interface-name;

You can include these statements at the following hierarchy levels:
e [edit protocols rip]

e [edit routing-instances routing-instance-name protocols rip]

o [edit logical-systems logical-system-name protocols rip]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols rip]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

To configure a routing table group, include the rib-groups statement:

rib-groups group-name;

You can include this statement at the following hierarchy levels:
e [edit routing-options]

e [edit logical-systems logical-system-name routing-options]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

To add a routing table to a routing table group, include the import-rib statement. The first routing table
name specified under the import-rib statement must be the name of the routing table you are
configuring. For more information about how to configure routing tables and routing table groups, see
Junos OS Routing Protocols Library.

import-rib [ group-names 1;

You can include this statement at the following hierarchy levels:


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html

o [edit routing-options rib-groups group-namel

o [edit logical-systems logical-system-name routing-options rib-groups group-name]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

RIP instances are supported only for VRF instance types. You can configure multiple instances of RIP for
VPN support only. You can use RIP in the customer edge-provider edge (CE-PE) environment to learn
routes from the CE router and to propagate the PE router’s instance routes in the CE router.

RIP routes learned from neighbors configured under any instance hierarchy are added to the instance’s

routing table, instance-name.inet.0.

RIP does not support routing table groups; therefore, it cannot import routes into multiple tables as the
OSPF or OSPFv3 protocol does.

Configuring Static Routes Between the PE and CE Routers

You can configure static (nonchanging) routes between the PE and CE routers of a VPN routing instance.
To configure a static route for a VPN, you need to configure it within the VPN routing instance
configuration at the [edit routing-instances rowting-instance-name routing-options] hierarchy level.

To configure a static route between the PE and the CE routers, include the static statement:

static {
route destination-prefix {
next-hop [ next-hops 1;

static-options;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name routing-options]

o [edit logical-systems logical-system-name routing-instances routing-instance-name routing-options]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

For more information about configuring routing protocols and static routes, see Junos OS Routing
Protocols Library.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html
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Configuring an OSPF Domain ID for a Layer 3 VPN
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This example illustrates how to configure an OSPF domain ID for a VPN by using OSPF as the routing
protocol between the PE and CE routers. Routes from an OSPF domain need an OSPF domain ID when
they are distributed in BGP as VPN-IPv4 routes in VPNs with multiple OSPF domains. In a VPN
connecting multiple OSPF domains, the routes from one domain might overlap with the routes of
another.

The domain ID that is configured in a routing instance identifies the OSPF domain and is used to identify
the route origination. The domain ID that is configured on a community policy is used in setting
exported routes.

For more information about OSPF domain IDs and Layer 3 VPNs, see "Configuring Routing Between PE
and CE Routers in Layer 3 VPNs" on page 157.

Figure 14 on page 170 shows this example's configuration topology. Only the configuration for Router
PE1 is provided. The configuration for Router PE2 can be similar to the configuration for Router PE1.
There are no special configuration requirements for the CE routers.



Figure 14: Example of a Configuration Using an OSPF Domain ID
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For configuration information, see the following sections:

Configuring Interfaces on Router PE1

You need to configure two interfaces for Router PE1—the s0-0/0/0 interface for traffic to Router CE1 (San
Francisco) and the so-0/0/1 interface for traffic to a P router in the service provider’s network.

Configure the interfaces for Router PE1:

[edit]
interfaces {
$0-0/0/0 {
unit 0 {
family inet {
address 10.19.1.2/30;

}
s0-0/0/1 {
unit @ {
family inet {
address 10.19.2.1/30;
}
family mpls;

8017193



Configuring Routing Options on Router PE1

At the [edit routing-options] hierarchy level, you need to configure the router-id and autonomous-system
statements. The router-id statement identifies Router PE1.

Configure the routing options for Router PE1:

[edit]
routing-options {
router-id 10.255.14.216;

autonomous-system 65069;

Configuring Protocols on Router PE1

On Router PE1, you need to configure MPLS, BGP, OSPF, and LDP at the [edit protocols] hierarchy level:

[edit]
protocols {
mpls {
interface so0-0/0/1.0;
}
bgp {
group San-Francisco-Chicago {
type internal;
preference 10;
local-address 10.255.14.216;
family inet-vpn {
unicast;
}
neighbor 10.255.14.224;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface so0-0/0/1.0;

}
1dp {
interface so0-0/0/1.0;



Configuring Policy Options on Router PE1

On Router PE1, you need to configure policies at the [edit policy-options] hierarchy level. These policies
ensure that the CE routers in the Layer 3 VPN exchange routing information. In this example, Router
CE1 in San Francisco exchanges routing information with Router CE2 in Chicago.

Configure the policy options on the PE1 router:

[edit]
policy-options {
policy-statement vpn-import-VPN-A {
term terml {
from {
protocol bgp;
community import-target-VPN-A;
}
then accept;
}
term term2 {

then reject;

}
policy-statement vpn-export-VPN-A {
term terml {
from protocol ospf;
then {
community add export-target-VPN-A;
accept;

}
term term2 {

then reject;

}
community export-target-VPN-A members [target:10.255.14.216:11 domain-id:192.0.2.1:0];
community import-target-VPN-A members target:10.255.14.224:31;



Configuring the Routing Instance on Router PE1

You need to configure a Layer 3 VPN routing instance on Router PE1. To indicate that the routing
instance is for a Layer 3 VPN, add the instance-type vrf statement at the [edit routing-instance routing-
instance-name] hierarchy level.

The domain-id statement is configured at the [edit routing-instances routing-options protocols ospf] hierarchy
level. As shown in Figure 14 on page 170, the routing instance on Router PE2 must share the same
domain ID as the corresponding routing instance on Router PE1 so that routes from Router CE1 to
Router CE2 and vice versa are distributed as Type 3 LSAs. If you configure different OSPF domain IDs in
the routing instances for Router PE1 and Router PE2, the routes from each CE router will be distributed
as Type 5 LSAs.

Configure the routing instance on Router PE1:

[edit]
routing-instances {
VPN-A-San-Francisco-Chicago {
instance-type vrf;
interface so0-0/0/0.0;
route-distinguisher 10.255.14.216:11;
vrf-import vpn-import-VPN-A;
vrf-export vpn-export-VPN-A;
routing-options {
router-id 10.255.14.216;
}
protocols {
ospf {
domain-id 192.0.2.1;
export vpn-import-VPN-A;
area 0.0.0.0 {
interface s0-0/0/0.0;



Configuration Summary for Router PE1

Configure Interfaces

interfaces {
$0-0/0/0 {
unit 0 {
family inet {
address 10.19.1.2/30;

}
}
}
s0-0/0/1 {
unit @ {
family inet {
address 10.19.2.1/30;
}
family mpls;
}
}

Configure Routing Options

routing-options {
router-id 10.255.14.216;

autonomous-system 65069;

Configure Protocols

protocols {
mpls {
interface so0-0/0/1.0;
}
bgp {
group San-Francisco-Chicago {
type internal;
preference 10;
local-address 10.255.14.216;
family inet-vpn {



unicast;

}
neighbor 10.255.14.224;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface so0-0/0/1.0;
}
}
ldp {
interface so0-0/0/1.0;
}

Configure VPN Policy

policy-options {
policy-statement vpn-import-VPN-A {
term terml {
from {
protocol bgp;
community import-target-VPN-A;
}
then accept;
}
term term2 {
then reject;

}
policy-statement vpn-export-VPN-A {
term terml {
from protocol ospf;
then {
community add export-target-VPN-A;
accept;

}
term term2 {
then reject;



}
community export-target-VPN-A members [ target:10.255.14.216:11 domain-id:192.0.2.1:0 1,
community import-target-VPN-A members target:10.255.14.224:31;

Routing Instance for Layer 3 VPN

routing-instances {
VPN-A-San-Francisco-Chicago {
instance-type vrf;
interface s0-0/0/0.0;
route-distinguisher 10.255.14.216:11;
vrf-import vpn-import-VPN-A;
vrf-export vpn-export-VPN-A;
routing-options {
router-id 10.255.14.216;
}
protocols {
ospf {
domain-id 192.0.2.1;
export vpn-import-VPN-A;
area 0.0.0.0 {
interface s0-0/0/0.0;

OSPFv2 Sham Links Overview

You can create an intra-area link or sham link between two provider edge (PE) routing devices so that
the VPN backbone is preferred over the back-door link. A back-door link is a backup link that connects
customer edge (CE) devices in case the VPN backbone is unavailable. When such a backup link is
available and the CE devices are in the same OSPF area, the default behavior is to prefer this backup link
over the VPN backbone. This is because the backup link is considered an intra-area link, while the VPN
backbone is always considered an interarea link. Intra-area links are always preferred over interarea links.

The sham link is an unnumbered point-to-point intra-area link between PE devices. When the VPN
backbone has a sham intra-area link, this sham link can be preferred over the backup link if the sham link
has a lower OSPF metric than the backup link.



The sham link is advertised using Type 1 link-state advertisements (LSAs). Sham links are valid only for
routing instances and OSPFv2.

Each sham link is identified by the combination of a local endpoint address and a remote endpoint
address. Figure 15 on page 177 shows an OSPFv2 sham link. Router CE1 and Router CE2 are located in
the same OSPFv2 area. These customer edge (CE) routing devices are linked together by a Layer 3 VPN
over Router PE1 and Router PE2. In addition, Router CE1 and Router CE2 are connected by an intra-
area link used as a backup.

Figure 15: OSPFv2 Sham Link
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For the remote endpoint, you can configure the OSPFv2 interface as a demand circuit, configure IPsec
authentication (you configure the actual IPsec authentication separately), and define the metric value.

You should configure an OSPFv2 sham link under the following circumstances:
o Two CE routing devices are linked together by a Layer 3 VPN.

e These CE routing devices are in the same OSPFv2 area.

e Anintra-area link is configured between the two CE routing devices.

If there is no intra-area link between the CE routing devices, you do not need to configure an OSPFv2
sham link.



@ NOTE: In Junos OS Release 9.6 and later, an OSPFv2 sham link is installed in the routing
table as a hidden route. Additionally, a BGP route is not exported to OSPFv2 if a
corresponding OSPF sham link is available.

@ NOTE: In Junos OS Release 16.1 and later, OSPF sham-links are supported on default
instances. The cost of the sham-link is dynamically set to the aigp-metric of the BGP
route if no metric is configured on the sham-link by the user. If the aigp-metric is not
present in the BGP route then the sham-link cost defaults to 1.

Example: Configuring OSPFv2 Sham Links
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This example shows how to enable OSPFv2 sham links on a PE routing device.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION
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The sham link is an unnumbered point-to-point intra-area link and is advertised by means of a type 1
link-state advertisement (LSA). Sham links are valid only for routing instances and OSPFv2.



Each sham link is identified by a combination of the local endpoint address and a remote endpoint
address and the OSPFv2 area to which it belongs. You manually configure the sham link between two PE
devices, both of which are within the same VPN routing and forwarding (VRF) routing instance, and you
specify the address for the local end point of the sham link. This address is used as the source for the
sham link packets and is also used by the remote PE routing device as the sham link remote end point.
You can also include the optional metric option to set a metric value for the remote end point. The metric
value specifies the cost of using the link. Routes with lower total path metrics are preferred over those
with higher path metrics.

To enable OSPFv2 sham links on a PE routing device:
e Configure an extra loopback interface on the PE routing device.

e Configure the VRF routing instance that supports Layer 3 VPNs on the PE routing device, and
associate the sham link with an existing OSPF area. The OSPFv2 sham link configuration is also
included in the routing instance. You configure the sham link’s local endpoint address, which is the
loopback address of the local VPN, and the remote endpoint address, which is the loopback address
of the remote VPN. In this example, the VRF routing instance is named red.

Figure 16 on page 179 shows an OSPFv2 sham link.

Topology

Figure 16: OSPFv2 Sham Link Example
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The devices in the figure represent the following functions:
e CE1 and CE2 are the customer edge devices.

e PE1 and PE2 are the provider edge devices.



e P is the provider device.

"CLI Quick Configuration" on page 180 shows the configuration for all of the devices in Figure 16 on
page 179. The section "Step-by-Step Procedure" on page 183 describes the steps on Device PE1.

Configuration
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

CE1

set interfaces fe-1/2/0 unit 0 family inet address 10.1.1.1/30

set interfaces fe-1/2/0 unit @ family mpls

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.17/30

set interfaces 100 unit @ family inet address 192.0.2.1/24

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0 metric 100

set policy-options policy-statement send-direct from protocol direct
set policy-options policy-statement send-direct then accept

set routing-options router-id 192.0.2.1

set routing-options autonomous-system 1

PE1

set interfaces fe-1/2/0 unit 0 family inet address 10.1.1.2/30
set interfaces fe-1/2/0 unit 0 family mpls
set interfaces fe-1/2/1 unit 0 family inet address 10.1.1.5/30



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set
set
set
set
set
set
set
set
set
set

interfaces fe-1/2/1 unit @ family mpls

interfaces 100 unit @ family inet address 192.0.2.2/24
interfaces 1o@ unit 1 family inet address 198.51.100.2/24
protocols mpls interface fe-1/2/1.0

protocols bgp group toR4 type internal

protocols bgp group toR4 local-address 192.0.2.2

protocols bgp group toR4 family inet-vpn unicast

protocols bgp group toR4 neighbor 192.0.2.4

protocols ospf area 0.0.0.0 interface fe-1/2/1.0

protocols ospf area 0.0.0.0 interface 100.0 passive

protocols ldp interface fe-1/2/1.0

protocols ldp interface 100.0

policy-options policy-statement bgp-to-ospf term 1 from protocol bgp

policy-options policy-statement bgp-to-ospf term 1 then accept

policy-options policy-statement bgp-to-ospf term 2 then reject

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

red
red
red
red
red
red
red
red
red
red

instance-type vrf

interface fe-1/2/0.0

interface 100.1

route-distinguisher 2:1

vrf-target target:2:1

protocols ospf export bgp-to-ospf

protocols ospf sham-link local 198.51.100.2

protocols ospf area 0.0.0.0 sham-link-remote 198.51.100.4 metric 10
protocols ospf area 0.0.0.0 interface fe-1/2/0.0

protocols ospf area 0.0.0.0 interface 100.1

routing-options router-id 192.0.2.2

routing-options autonomous-system 2

interfaces fe-1/2/0 unit 0 family inet address 10.1.1.6/30
interfaces fe-1/2/0 unit @ family mpls

interfaces fe-1/2/1 unit 0 family inet address 10.1.1.9/30
interfaces fe-1/2/1 unit @ family mpls

interfaces 1lo@ unit 3 family inet address 192.0.2.3/24

protocols mpls interface all

protocols ospf area 0.0.0.0 interface 100.3 passive

protocols ospf area 0.0.0.0 interface all

protocols ldp interface all

routing-options router-id 192.0.2.3



PE2

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

CE2

set
set
set
set
set
set

interfaces fe-1/2/0 unit 0 family inet address 10.1.1.10/30
interfaces fe-1/2/0 unit @ family mpls

interfaces fe-1/2/1 unit 0 family inet address 10.1.1.13/30
interfaces fe-1/2/1 unit @ family mpls

interfaces lo@ unit 0 family inet address 192.0.2.4/32
interfaces 100 unit 1 family inet address 198.51.100.4/32
protocols mpls interface fe-1/2/0.0

protocols bgp group toR2 type internal

protocols bgp group toR2 local-address 192.0.2.4

protocols bgp group toR2 family inet-vpn unicast

protocols bgp group toR2 neighbor 192.0.2.2

protocols ospf area 0.0.0.0 interface 100.0 passive

protocols ospf area 0.0.0.0 interface fe-1/2/0.0

protocols ldp interface fe-1/2/0.0

protocols 1ldp interface 100.0

policy-options policy-statement bgp-to-ospf term 1 from protocol bgp

policy-options policy-statement bgp-to-ospf term 1 then accept

policy-options policy-statement bgp-to-ospf term 2 then reject

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

red instance-type vrf

red interface fe-1/2/1.0

red interface 100.1

red route-distinguisher 2:1

red vrf-target target:2:1

red protocols ospf export bgp-to-ospf

red protocols ospf sham-link local 198.51.100.4

red protocols ospf area 0.0.0.0 sham-link-remote 198.51.100.2 metric 10
red protocols ospf area 0.0.0.0 interface fe-1/2/1.0

red protocols ospf area 0.0.0.0 interface 100.1

routing-options router-id 192.0.2.4

routing-options autonomous-system 2

interfaces fe-1/2/0 unit 14 family inet address 10.1.1.14/30
interfaces fe-1/2/0 unit 14 family mpls

interfaces fe-1/2/0 unit 18 family inet address 10.0.0.18/30
interfaces 100 unit 5 family inet address 192.0.2.5/24
protocols ospf area 0.0.0.0 interface fe-1/2/0.14

protocols ospf area 0.0.0.0 interface 1o0.5 passive



set protocols ospf area 0.0.0.0 interface fe-1/2/0.18

set policy-options policy-statement send-direct from protocol direct
set policy-options policy-statement send-direct then accept

set routing-options router-id 192.0.2.5

set routing-options autonomous-system 3

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Modifying the Junos OS Configurationin CLI User Guide.

To configure OSPFv2 sham links on each PE device:

1. Configure the interfaces, including two loopback interfaces.

[edit interfaces]

user@PE1# set fe-1/2/0 unit 0 family inet address 10.1.1.2/30
user@PET1# set fe-1/2/0 unit @ family mpls

user@PE1# set fe-1/2/1 unit 0 family inet address 10.1.1.5/30
user@PET1# set fe-1/2/1 unit @ family mpls

user@PE1# set 1lo@ unit @ family inet address 192.0.2.2/24
user@PE1# set 100 unit 1 family inet address 198.51.100.2/24

2. Configure MPLS on the core-facing interface.

[edit protocols mpls]
user@E14# set interface fe-1/2/1.0

3. Configure internal BGP (IBGP).

[edit ]

user@PE14# set protocols bgp group toR4 type internal

user@PE1# set protocols bgp group toR4 local-address 192.0.2.2
user@PE14# set protocols bgp group toR4 family inet-vpn unicast
user@PE1# set protocols bgp group toR4 neighbor 192.0.2.4
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4. Configure OSPF on the core-facing interface and on the loopback interface that is being used in the
main instance.

[edit protocols ospf area 0.0.0.0]
user@E1# set interface fe-1/2/1.0
user@PE1# set interface 100.0 passive

5. Configure LDP or RSVP on the core-facing interface and on the loopback interface that is being
used in the main instance.

[edit protocols ldp]
user@PE1# set interface fe-1/2/1.0
user@E14# set interface 100.0

6. Configure a routing policy for use in the routing instance.

[edit policy-options policy-statement bgp-to-ospf]
user@PE1# set term 1 from protocol bgp

user@PE1# set term 1 then accept

user@PE1# set term 2 then reject

7. Configure the routing instance.

[edit routing-instances red]

user@PE1# set instance-type vrf

user@PE1# set interface fe-1/2/0.0

user@PE1# set route-distinguisher 2:1

user@PE1# set vrf-target target:2:1

user@PE1# set protocols ospf export bgp-to-ospf

user@PE1# set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

8. Configure the OSPFv2 sham link.

Include the extra loopback interface in the routing instance and also in the OSPF configuration.



Notice that the metric on the sham-link interface is set to 10. On Device CE1’s backup OSPF link,
the metric is set to 100. This causes the sham link to be the preferred link.

[edit routing-instances red]

user@PE1# set interface 100.1

user@PE14# set protocols ospf sham-link local 198.51.100.2

user@PE1# set protocols ospf area 0.0.0.0 sham-link-remote 198.51.100.4 metric 10
user@PE14# set protocols ospf area 0.0.0.0 interface 1o0.1

9. Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@PE1# set router-id 192.0.2.2

user@PE1# set autonomous-system 2

10. If you are done configuring the device, commit the configuration.

[edit]
user@R1# commit

Results

Confirm your configuration by entering the show interfaces and the show routing-instances commands. If the
output does not display the intended configuration, repeat the instructions in this example to correct
the configuration.

Output for PE1:

user@PE1# show interfaces
fe-1/2/0 {
unit of
family inet {
address 10.1.1.2/30;
}
family mpls;

}
fe-1/2/1 {
unit @ {



family inet {
address 10.1.1.5/30;

}
family mpls;
}
}
loo {
unit 0 {
family inet {
address 192.0.2.2/24;
}
}
unit 1 {
family inet {
address 198.51.100.2/24;
}
}
}

user@PE1# show protocols

mpls {
interface fe-1/2/1.0;
}
bgp {
group toR4 {
type internal;
local-address 192.0.2.2;
family inet-vpn {
unicast;
}
neighbor 192.0.2.4;
}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/1.0;
interface 100.0 {
passive;
}
}



1dp {
interface fe-1/2/1.0;
interface 100.0;

user@PE1# show policy-options
policy-statement bgp-to-ospf {
term 1 {
from protocol bgp;
then accept;

}
term 2 {

then reject;
}

user@PE1# show routing-instances
red {
instance-type vrf;
interface fe-1/2/0.0;
interface 100.1;
route-distinguisher 2:1;
vrf-target target:2:1;
protocols {
ospf {
export bgp-to-ospf;
sham-1link local 198.51.100.2;
area 0.0.0.0 {
sham-link-remote 198.51.100.4 metric 10;
interface fe-1/2/0.0;
interface 100.1;



user@PE1# show routing-options
router-id 192.0.2.2;
autonomous-system 2;

Verification
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Confirm that the configuration is working properly.

Verifying the Sham Link Interfaces

Purpose
Verify the sham link interface. The sham link is treated as an interface in OSPFv2, with the named

displayed as shamlink.<unique identifier>, where the unique identifier is a number. For example, shamlink.®.
The sham link appears as a point-to-point interface.

Action

From operational mode, enter the show ospf interface instance instance-name command.

user@E1> show ospf interface instance red
Interface State Area DR ID BDR ID Nbrs
100.1 DR 0.0.0.0 198.51.100.2 0.0.0.0 0



fe-1/2/0.0 PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 1
shamlink.@ PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 1

Verifying the Local and Remote End Points of the Sham Link

Purpose

Verify the local and remote end points of the sham link. The MTU for the sham link interface is always

Zero.

Action

From operational mode, enter the show ospf interface instance instance-name detail command.

user@E1> show ospf interface shamlink.® instance red
Interface State Area DR ID BDR ID Nbrs
shamlink.@ PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 1
Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: @, Cost: 10
Local: 198.51.100.2, Remote: 198.51.100.4
Adj count: 1
Hello: 10, Dead: 40, ReXmit: 5, Not Stub
Auth type: None
Protection type: None, No eligible backup
Topology default (ID @) -> Cost: 10

Verifying the Sham Link Adjacencies

Purpose

Verify the adjacencies between the configured sham links.

Action

From operational mode, enter the show ospf neighbor instance instance-name command.

user@PE1> show ospf neighbor instance red
Address Interface State 1D Pri Dead



10.1.1.1 fe-1/2/0.0 Full 192.0.2.1 128 BS
198.51.100.4 shamlink.@ Full 198.51.100.4 0 31

Verifying the Link-State Advertisement

Purpose
Verify that the router LSA originated by the instance carries the sham link adjacency as an unnumbered

point-to-point link. The link data for sham links is a number ranging from 0x80010000 through
0x8001ffff.

Action

From operational mode, enter the show ospf database instance instance-name command.

user@E1> show ospf database instance red

OSPF database, Area 0.0.0.0

Type 1D Adv Rtr Seq Age Opt Cksum Len
Router 192.0.2.1 192.0.2.1 0x80000009 1803 0x22 Ox6ec7 72
Router 192.0.2.5 192.0.2.5 0x80000007 70 0x22 0x2746 72
Router %198.51.100.2 198.51.100.2 0x80000006 55 0x22 Oxdabb 60
Router 198.51.100.4 198.51.100.4 0x80000005 63 0x22 0xb19 60
Network 10.0.0.18 192.0.2.5 0x80000002 70 0x22 0x9a71 32

OSPF AS SCOPE link state database
Type 1D Adv Rtr Seq Age Opt Cksum Len
Extern 198.51.100.2 198.51.100.4 0x80000002 72 0xa2 0x343 36
Extern %198.51.100.4 198.51.100.2 0x80000002 71 0xa2 0xe263 36

Verifying the Path Selection

Purpose

Verify that the Layer 3 VPN path is used instead of the backup path.



Action

From operational mode, enter the traceroute command from Device CE1 to Device CE2.

user@CE1> traceroute 192.0.2.5

traceroute to 192.0.2.5 (192.0.2.5), 30 hops max, 40 byte packets
1 10.1.1.2 (10.1.1.2) 1.930 ms 1.664 ms 1.643 ms

2 % % %

3 10.1.1.10 (10.1.1.10) 2.485 ms 1.435 ms 1.422 ms
MPLS Label=299808 CoS=0 TTL=1 S=1

4 192.0.2.5 (192.0.2.5) 1.347 ms 1.362 ms 1.329 ms

Meaning

The traceroute operation shows that the Layer 3 VPN is the preferred path. If you were to remove the
sham link or if you were to modify the OSPF metric to prefer that backup path, the traceroute would
show that the backup path is preferred.

Configuring EBGP Multihop Sessions Between PE and CE Routers in Layer 3 VPNs

You can configure an EBGP or IBGP multihop session between the PE and CE routers of a Layer 3 VPN.
This allows you to have one or more routers between the PE and CE routers. Using IBGP between PE
and CE routers does not require the configuration of any additional statements. However, using EBGP
between the PE and CE routers requires the configuration of the multihop statement.

To configure an external BGP multihop session for the connection between the PE and CE routers,
include the multihop statement on the PE router. To help prevent routing loops, you have to configure a
time-to-live (TTL) value for the multihop session:

multihop ttl-value;

For the list of hierarchy levels at which you can configure this statement, see the summary section for
this statement.



Configuring an LDP-over-RSVP VPN Topology
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This example shows how to set up a VPN topology in which LDP packets are tunneled over an RSVP
LSP. This configuration consists of the following components (see Figure 17 on page 192):

e One VPN (VPN-A)

e Two PE routers

e LDP as the signaling protocol between the PE routers and their adjacent P routers

e An RSVP LSP between two of the P routers over which LDP is tunneled

Figure 17: Example of an LDP-over-RSVP VPN Topology
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The following steps describe how this topology is established and how packets are sent from CE

Router CE2 to CE Router CE1:



The P routers P1 and P3 establish RSVP LSPs between each other and install their loopback
addresses in their inet.3 routing tables.

PE Router PE1 establishes an LDP session with Router P1 over interface so-1/0/0.0.

Router P1 establishes an LDP session with Router P3’s loopback address, which is reachable using
the RSVP LSP.

Router P1 sends its label bindings, which include a label to reach Router PE1, to Router P3. These
label bindings allow Router P3 to direct LDP packets to Router PE1.

Router P3 establishes an LDP session with Router PE2 over interface so0-0/0/6.0 and establishes an
LDP session with Router P1's loopback address.

Router P3 sends its label bindings, which include a label to reach Router PE2, to Router P1. These
label bindings allow Router P1 to direct LDP packets to Router PE2’s loopback address.

Routers PE1 and PE2 establish IBGP sessions with each other.

When Router PE1 announces to Router PE2 routes that it learned from Router CE1, it includes its
VPN label. (The PE router creates the VPN label and binds it to the interface between the PE and CE
routers.) Similarly, when Router PE2 announces routes that it learned from Router CE2, it sends its
VPN label to Router PE1.

When Router PE2 wants to forward a packet to Router CE1, it pushes two labels onto the packet’s label
stack: first the VPN label that is bound to the interface between Router PE1 and Router CE1, then the
LDP label used to reach Router PE1. Then it forwards the packets to Router P3 over interface so-0/0/1.0.

1.

When Router P3 receives the packets from Router PE2, it swaps the LDP label that is on top of the
stack (according to its LDP database) and also pushes an RSVP label onto the top of the stack so that
the packet can now be switched by the RSVP LSP. At this point, there are three labels on the stack:
the inner (bottom) label is the VPN label, the middle is the LDP label, and the outer (top) is the RSVP
label.

Router P2 receives the packet and switches it to Router P1 by swapping the RSVP label. In this
topology, because Router P2 is the penultimate-hop router in the LSP, it pops the RSVP label and
forwards the packet over interface so-1/1/0.0 to Router P1. At this point, there are two labels on the
stack: The inner label is the VPN label, and the outer one is the LDP label.

. When Router P1 receives the packet, it pops the outer label (the LDP label) and forwards the packet

to Router PE1 using interface so-1/0/0.0. In this topology, Router PE1 is the egress LDP router, so
Router P1 pops the LDP label instead of swapping it with another label. At this point, there is only
one label on the stack, the VPN label.

When Router PE1 receives the packet, it pops the VPN label and forwards the packet as an IPv4
packet to Router CE1 over interface ge-1/1/0.0.



A similar set of operations occurs for packets sent from Router CE1 that are destined for Router CE2.

The following list explains how, for packets being sent from Router CE2 to Router CE1, the LDP, RSVP,
and VPN labels are announced by the various routers. These steps include examples of label values
(illustrated in Figure 18 on page 195).

e LDP labels
e Router PE1 announces LDP label 3 for itself to Router P1.
e Router P1 announces LDP label 100,001 for Router PE1 to Router P3.
e Router P3 announces LDP label 100,002 for Router PE1 to Router PE2.
e RSVP labels
¢ Router P1 announces RSVP label 3 to Router P2.
¢ Router P2 announces RSVP label 100,003 to Router P3.
e VPN label

e Router PE1 announces VPN label 100,004 to Router PE2 for the route from Router CE1 to
Router CE2.



Figure 18: Label Pushing and Popping
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For a packet sent from Host B in Figure 18 on page 195 to Host A, the packet headers and labels change
as the packet travels to its destination:

1. The packet that originates from Host B has a source address of B and a destination address of A in its
header.

2. Router CE2 adds to the packet a next hop of interface so-1/6/0.

3. Router PE2 swaps out the next hop of interface so-1/0/0 and replaces it with a next hop of PE1. It also
adds two labels for reaching Router PE1, first the VPN label (100,004), then the LDP label (100,002).
The VPN label is thus the inner (bottom) label on the stack, and the LDP label is the outer label.

4. Router P3 swaps out the LDP label added by Router PE2 (100,002) and replaces it with its LDP label
for reaching Router PE1 (100,001). It also adds the RSVP label for reaching Router P2 (100,003).

5. Router P2 removes the RSVP label (100,003) because it is the penultimate hop in the MPLS LSP.

6. Router P1 removes the LDP label (100,001) because it is the penultimate LDP router. It also swaps
out the next hop of PE1 and replaces it with the next-hop interface, so-1/6/0.

7. Router PE1 removes the VPN label (100,004). It also swaps out the next-hop interface of so-1/0/6 and
replaces it with its next-hop interface, ge-1/1/0.



8. Router CE1 removes the next-hop interface of ge-1/1/0, and the packet header now contains just a
source address of B and a destination address of A.

The final section in this example consolidates the statements needed to configure VPN functionality on
each of the service P routers shown in Figure 17 on page 192.

@ NOTE: In this example, a private AS number is used for the route distinguisher and the
route target. This number is used for illustration only. When you are configuring VPN,
you should use an assigned AS number.

The following sections explain how to configure the VPN functionality on the PE and P routers. The CE
routers do not have any information about the VPN, so you configure them normally.

Enabling an IGP on the PE and P Routers

To allow the PE and P routers to exchange routing information among themselves, you must configure
an IGP on all these routers or you must configure static routes. You configure the IGP on the primary
instance of the routing protocol process (rpd) (that is, at the [edit protocols] hierarchy level), not within
the VPN routing instance (that is, not at the [edit routing-instances] hierarchy level).

You configure the IGP in the standard way. This configuration example does not include this portion of
the configuration.

Enabling LDP on the PE and P Routers

In this configuration example, the LDP is the signaling protocol between the PE routers. For the VPN to
function, you must configure LDP on the two PE routers and on the P routers that are connected to the
PE routers. You need to configure LDP only on the interfaces in the core of the service provider’s
network; that is, between the PE and P routers and between the P routers. You do not need to configure
LDP on the interface between the PE and CE routers.

In this configuration example, you configure LDP on the P routers’ loopback interfaces because these
are the interfaces on which the MPLS LSP is configured.

On the PE routers, you must also configure family inet when you configure the logical interface.

On Router PE1, configure LDP:

[edit protocols]
1dp {

interface s0-1/0/0.0;
}

[edit interfaces]



s0-1/0/0 {
unit 0 {
family mpls;

On Router PE2, configure LDP:

[edit protocols]
ldp {

interface s0-0/0/0.0;
}

[edit interfaces]
s0-0/0/1 {
unit @ {
family mpls;

On Router P1, configure LDP:

[edit protocols]
Ldp {
interface so0-1/0/0.0;

interface 100;

On Router P3, configure LDP:

[edit protocols]

ldp {
interface 100;
interface s0-0/0/0.0;

On Router P2, although you do not need to configure LDP, you can optionally configure it to provide a
fallback LDP path in case the RSVP LSP becomes nonoperational:

[edit protocols]
ldp {



interface so0-1/1/0.0;
interface at-2/0/0.0;

Enabling RSVP and MPLS on the P Router

On the P Router P2 you must configure RSVP and MPLS because this router exists on the MPLS LSP
path between the P Routers P1 and P3:

[edit]
protocols {
rsvp {
interface so0-1/1/0.0;
interface at-2/0/0.0;

}
mpls {
interface so0-1/1/0.0;
interface at-2/0/0.0;
}

Configuring the MPLS LSP Tunnel Between the P Routers

In this configuration example, LDP is tunneled over an RSVP LSP. Therefore, in addition to configuring
RSVP, you must enable traffic engineering support in an IGP, and you must create an MPLS LSP to
tunnel the LDP traffic.

On Router P1, enable RSVP and configure one end of the MPLS LSP tunnel. In this example, traffic
engineering support is enabled for OSPF, and you configure MPLS on the interfaces to the LSP and to
Router PE1. In the to statement, you specify the loopback address of Router P3.

[edit]
protocols {
rsvp {
interface so-1/0/1.0;
}
mpls {
label-switched-path P1-to-P3 {
to 10.255.100.1;
ldp-tunneling;



}
interface s0-1/0/0.0;
interface so-1/0/1.0;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface s0-1/0/0.0;
interface so-1/0/1.0;
}
}

On Router P3, enable RSVP and configure the other end of the MPLS LSP tunnel. Again, traffic
engineering support is enabled for OSPF, and you configure MPLS on the interfaces to the LSP and to
Router PE2. In the to statement, you specify the loopback address of Router P1.

[edit]
protocols {
rsvp {
interface at-2/0/1.0;
}
mpls {
label-switched-path P3-to-P1 {
to 10.255.2.2;
ldp-tunneling;
}
interface at-2/0/1.0;
interface s0-0/0/0.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface at-2/0/1.0;
interface s0-0/0/0.0;



Configuring IBGP on the PE Routers

On the PE routers, configure an IBGP session with the following properties:
e VPN family—To indicate that the IBGP session is for the VPN, include the family inet-vpn statement.

e Loopback address—Include the local-address statement, specifying the local PE router’s loopback
address. The IBGP session for VPNs runs through the loopback address. You must also configure the
1o0 interface at the [edit interfaces] hierarchy level. The example does not include this part of the
router’s configuration.

e Neighbor address—Include the neighbor statement, specifying the IP address of the neighboring PE
router, which is its loopback (100) address.

On Router PE1, configure IBGP:

[edit]
protocols {
bgp {
group PE1-to-PE2 {
type internal;
local-address 10.255.1.1;
family inet-vpn {
unicast;
}
neighbor 10.255.200.2;
}
}
}

On Router PE2, configure IBGP:

[edit]
protocols {
bgp {
group PE2-to-PE1 {
type internal;
local-address 10.255.200.2;
family inet-vpn {
unicast;

}
neighbor 10.255.1.1;



Configuring Routing Instances for VPNs on the PE Routers

Both PE routers service VPN-A, so you must configure one routing instance on each router for the VPN
in which you define the following:

Route distinguisher, which must be unique for each routing instance on the PE router. It is used to
distinguish the addresses in one VPN from those in another VPN.

e Instance type of vrf, which creates the VRF table on the PE router.
e Interfaces connected to the CE routers.

e VRF import and export policies, which must be the same on each PE router that services the same
VPN. Unless the import policy contains only a then reject statement, it must include reference to a
community. Otherwise, when you try to commit the configuration, the commit fails.

@ NOTE: In this example, a private AS number is used for the route distinguisher. This
number is used for illustration only. When you are configuring VPNs, you should use an
assigned AS number.

e Routing between the PE and CE routers, which is required for the PE router to distribute VPN-
related routes to and from connected CE routers. You can configure a routing protocol—BGP, OSPF,
or RIP—or you can configure static routing.

On Router PE1, configure the following routing instance for VPN-A. In this example, Router PE1 uses
RIP to distribute routes to and from the CE router to which it is connected.

[edit]
routing-instance {
VPN-A {
instance-type vrf;
interface ge-1/0/0.0;
route-distinguisher 65535:0;
vrf-import VPN-A-import;
vrf-export VPN-A-export;
protocols {
rip {
group PE1-to-CE1 {
neighbor ge-1/0/0.0;



On Router PE2, configure the following routing instance for VPN-A. In this example, Router PE2 uses
OSPF to distribute routes to and from the CE router to which it is connected.

[edit]
routing-instance {
VPN-A {
instance-type vrf;
interface s0-1/2/0.0;
route-distinguisher 65535:1;
vrf-import VPN-A-import;
vrf-export VPN-A-export;
protocols {
ospf {
area 0.0.0.0 {
interface so0-1/2/0.0;

Configuring VPN Policy on the PE Routers

You must configure VPN import and export policies on each of the PE routers so that they install the
appropriate routes in their VRF tables, which they use to forward packets within a VPN. For VPN-A, the
VRF table is VPN-A.inet.O.

In the VPN policy, you also configure VPN target communities.

@ NOTE: In this example, a private AS number is used for the route target. This number is
used for illustration only. When you are configuring VPNs, you should use an assigned
AS number.

On Router PE1, configure the following VPN import and export policies:



@ NOTE: The policy qualifiers shown in this example are only those needed for the VPN to
function. You can configure additional qualifiers, as needed, to any policies that you
configure.

[edit]
policy-options {
policy-statement VPN-A-import {
term a {
from {
protocol bgp;
community VPN-A;

}

then accept;
}
term b {

then reject;
}

}
policy-statement VPN-A-export {
term a {

from protocol rip;

then {
community add VPN-A;
accept;
}
}
term b {
then reject;
}

}
community VPN-A members target:65535:00;

On Router PE2, configure the following VPN import and export policies:

[edit]
policy-options {
policy-statement VPN-A-import {

term a {



from {
protocol bgp;
community VPN-A;

}

then accept;
}
term b {

then reject;
}

}
policy-statement VPN-A-export {
term a {

from protocol ospf;

then {
community add VPN-A;
accept;
}
}
term b {
then reject;
}

}
community VPN-A members target:65535:00;

To apply the VPN policies on the routers, include the vrf-export and vrf-import statements when you
configure the routing instance on the PE routers. The VRF import and export policies handle the route
distribution across the IBGP session running between the PE routers.

LDP-over-RSVP VPN Configuration Summarized by Router

Router PE1

Routing Instance for VPN-A

routing-instance {
VPN-A {
instance-type vrf;
interface ge-1/0/0.0;
route-distinguisher 65535:0;
vrf-import VPN-A-import;
vrf-export VPN-A-export;



Instance Routing Protocol

protocols {
rip {
group PE1-to-CE1 {
neighbor ge-1/0/0.0;

Interfaces

interfaces {
s0-1/0/0 {
unit @ {
family mpls;

b

ge-1/0/0 {
unit 9;

Primary Protocol Instance

protocols {

}

Enable LDP

ldp {
interface so0-1/0/0.0;



Enable MPLS

mpls {
interface so0-1/0/0.0;
interface ge-1/0/0.0;

Configure IBGP

bgp {

group PE1-to-PE2 {
type internal;
local-address 10.255.1.1;
family inet-vpn {

unicast;

}
neighbor 10.255.100.1;

Configure VPN Policy

policy-options {
policy-statement VPN-A-import {
term a {
from {
protocol bgp;
community VPN-A;

}

then accept;
}
term b {

then reject;
}

}
policy-statement VPN-A-export {
term a {
from protocol rip;
then {
community add VPN-A;

accept;



}
term b {
then reject;
}
}
community VPN-A members target:65535:00;
}
Router P1

Primary Protocol Instance

protocols {

b

Enable RSVP

rsvp {
interface so-1/0/1.0;

Enable LDP

ldp {
interface so0-1/0/0.0;

interface 100.0;

Enable MPLS

mpls {
label-switched-path P1-to-P3 {
to 10.255.100.1;
ldp-tunneling;
}
interface so0-1/0/0.0;



interface so-1/0/1.0;

Configure OSPF for Traffic Engineering Support

ospf {
traffic-engineering;
area 0.0.0.0 {
interface so0-1/0/0.0;
interface so-1/0/1.0;

Router P2

Primary Protocol Instance

protocols {

3

Enable RSVP

rsvp {
interface so0-1/1/0.0;
interface at-2/0/0.0;

Enable MPLS

mpls {
interface so0-1/1/0.0;
interface at-2/0/0.0;



Router P3

Primary Protocol Instance

protocols {

}

Enable RSVP

rsvp {
interface at-2/0/1.0;

Enable LDP

1dp {
interface s0-0/0/0.0;
interface 100.0;

Enable MPLS

mpls {
label-switched-path P3-to-P1 {
to 10.255.2.2;
ldp-tunneling;
}
interface at-2/0/1.0;
interface s0-0/0/0.0;

Configure OSPF for Traffic Engineering Support

ospf {
traffic-engineering;
area 0.0.0.0 {
interface at-2/0/1.0;
interface at-2/0/1.0;



Router PE2

Routing Instance for VPN-A

routing-instance {
VPN-A {
instance-type vrf;
interface so0-1/2/0.0;
route-distinguisher 65535:1;
vrf-import VPN-A-import;
vrf-export VPN-A-export;

Instance Routing Protocol

protocols {

ospf {
area 0.0.0.0 {
interface s0-1/2/0.0;
}
}
}
Interfaces

interfaces {
s0-0/0/0 {
unit @ {
family mpls;

}
s0-1/2/0 {
unit 0;



Primary Protocol Instance

protocols {

}

Enable LDP

1dp {
interface s0-0/0/0.0;

Enable MPLS

mpls {
interface s0-0/0/0.0;
interface so0-1/2/0.0;

Configure IBGP

bgp {

group PE2-to-PE1 {
type internal;
local-address 10.255.200.2;
family inet-vpn {

unicast;

}
neighbor 10.255.1.1;

Configure VPN Policy

policy-options {
policy-statement VPN-A-import {
term a {
from {
protocol bgp;
community VPN-A;



}

then accept;

}
term b {

then reject;
}

}
policy-statement VPN-A-export {
term a {

from protocol ospf;

then {
community add VPN-A;
accept;
}
}
term b {
then reject;
}

}
community VPN-A members target:65535:01;

Configuring an Application-Based Layer 3 VPN Topology

IN THIS SECTION

Configuration on Router A | 214
Configuration on Router E | 216

Configuration on Router F | 217

This example illustrates an application-based mechanism for forwarding traffic into a Layer 3 VPN.
Typically, one or more interfaces are associated with, or bound to, a VPN by including them in the
configuration of the VPN routing instance. By binding the interface to the VPN, the VPN'’s VRF table is
used to make forwarding decisions for any incoming traffic on that interface. Binding the interface also
includes the interface local routes in the VRF table, which provides next-hop resolution for VRF routes.

In this example, a firewall filter is used to define which incoming traffic on an interface is forwarded by
means of the standard routing table, inet.0, and which incoming traffic is forwarded by means of the
VREF table. You can expand this example such that incoming traffic on an interface can be redirected to



one or more VPNs. For example, you can define a configuration to support a VPN that forwards traffic
based on source address, that forwards Hypertext Transfer Protocol (HTTP) traffic, or that forwards only
streaming media.

For this configuration to work, the following conditions must be true:
e The interfaces that use filter-based forwarding must not be bound to the VPN.
e Static routing must be used as the means of routing.

e You must define an interface routing table group that is shared among inet.0 and the VRF tables to
provide local routes to the VRF table.

This example consists of two client hosts (Client D and Client E) that are in two different VPNs and that
want to send traffic both within the VPN and to the Internet. The paths are defined as follows:

¢ Client A sends traffic to Client E over VPN A with a return path that also uses VPN A (using the
VPN'’s VRF table).

e Client B sends traffic to Client D over VPN B with a return path that uses standard destination-based
routing (using the inet.0 routing table).

e Clients B and C send traffic to the Internet using standard routing (using the inet.O routing table),
with a return path that also uses standard routing.

This example illustrates that there are a large variety of options in configuring an application-based
Layer 3 VPN topology. This flexibility has application in many network implementations that require
specific traffic to be forwarded in a constrained routing environment.

This configuration example shows only the portions of the configuration for the filter-based forwarding,
routing instances, and policy. It does not illustrate how to configure a Layer 3 VPN.

Figure 19 on page 214 illustrates the network topology used in this example.
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Figure 19: Application-Based Layer 3 VPN Example Configuration
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Configuration on Router A

On Router A, you configure the interface to Clients A, B, and C. The configuration evaluates incoming

traffic to determine whether it is to be forwarded by means of VPN or standard destination-based
routing.

First, you apply an inbound filter and configure the interface:

[edit]
interfaces {
fe-1/1/0 {
unit @ {
family inet {
filter {
input fbf-vrf;

}
address 192.168.1.1/24;



Because the interfaces that use filter-based forwarding must not be bound to a VPN, you must configure
an alternate method to provide next-hop routes to the VRF table. You do this by defining an interface
routing table group and sharing this group among all the routing tables:

[edit]
routing-options {
interface-routes {

rib-group inet if-rib;

}
rib-groups {
if-rib {
import-rib [ inet.® vpn-A.inet.@ vpn-B.inet.0 1;
}
}

You apply the following filter to incoming traffic on interface fe-1/1/0.0. The first term matches traffic
from Client A and forwards it to the routing instance for VPN A. The second term matches traffic from
Client B that is destined for Client D and forwards it to the routing instance for VPN B. The third term

matches all other traffic, which is forwarded normally by means of destination-based forwarding
according to the routes in inet.O.

[edit firewall family family-namel
filter fbf-vrf {
term vpnA {
from {
source-address {
192.168.1.1/32;

}
}
then {
routing-instance vpn-A;
}
}
term vpnB {
from {

source-address {
192.168.1.2/32;



}

destination-address {
192.168.3.0/24;

}

then routing-instance vpn-B;

3
term internet {

then accept;

You then configure the routing instances for VPN A and VPN B. Notice that these statements include all
the required statements to define a Layer 3 VPN except for the interface statement.

[edit]
routing-instances {
vpn-A {
instance-type vrf;
route-distinguisher 172.21.10.63:100;
vrf-import vpn-A-import;

vrf-export vpn-A-export;

}

vpn-B {
instance-type vrf;
route-distinguisher 172.21.10.63:200;
vrf-import vpn-B-import;
vrf-export vpn-B-export;

}

Configuration on Router E

On Router E, configure a default route to reach the Internet. You should inject this route into the local
IBGP mesh to provide an exit point from the network.

[edit]
routing-options {
static {
route 0.0.0.0/0 next-hop s0-2/2/2.0 discard



Configure the interface to Client E so that all incoming traffic on interface fe-1/1/1.0 that matches the
VPN policy is forwarded over VPN A:

[edit]
routing-instances {
vpn-A {
interface fe-1/1/1.0
instance-type vrf;
route-distinguisher 172.21.10.62:100;
vrf-import vpn-A-import;
vrf-export vpn-A-export;
routing-options {
static {
route 192.168.2.0/24 next-hop fe-1/1/1.0;

Configuration on Router F

Again, because the interfaces that use filter-based forwarding must not be bound to a VPN, you
configure an alternate method to provide next-hop routes to the VRF table by defining an interface
routing table group and sharing this group among all the routing tables. To provide a route back to the
clients for normal inet.O routing, you define a static route to include in inet.0 and redistribute the static
route into BGP:

[edit]
routing-options {
interface-routes {
rib-group inet if-rib;
}
rib-groups {
if-rib {
import-rib [ inet.® vpn-B.inet.0 1;



To direct traffic from VPN B to Client D, you configure the routing instance for VPN B on Router F. All
incoming traffic from Client D on interface so-3/3/3.0 is forwarded normally by means of the destination
address based on the routes in inet.0.

[edit]
routing-instances {
vpn-B {
instance-type vrf;
route-distinguisher 172.21.10.64:200;
vrf-import vpn-B-import;
vrf-export vpn-B-export;
routing-options {
static {
route 192.168.3.0/24 next-hop so-3/3/3.0;

IPv4 Traffic Over Layer 3 VPNs
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Understanding IPv4 Route Distribution in a Layer 3 VPN

IN THIS SECTION

® Distribution of Routes from CE to PE Routers | 220
©®  Distribution of Routes Between PE Routers | 221

©®  Distribution of Routes from PE to CE Routers | 223
Within a VPN, the distribution of VPN-IPv4 routes occurs between the PE and CE routers and between
the PE routers (see Figure 20 on page 219).

Figure 20: Route Distribution Within a VPN
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This section discusses the following topics:



Distribution of Routes from CE to PE Routers

A CE router announces its routes to the directly connected PE router. The announced routes are in IPv4
format. The PE router places the routes into the VRF table for the VPN. In the Junos OS, this is the
routing-instance-name.inet.0 routing table, where routing-instance-name is the configured name of the
VPN.

The connection between the CE and PE routers can be a remote connection (a WAN connection) or a
direct connection (such as a Frame Relay or Ethernet connection).

CE routers can communicate with PE routers using one of the following:
e OSPF

e RIP

e BGP

Static route

Figure 21 on page 221 illustrates how routes are distributed from CE routers to PE routers. Router PE1
is connected to two CE routers that are in different VPNs. Therefore, it creates two VRF tables, one for
each VPN. The CE routers announce IPv4 routes. The PE router installs these routes into two different
VREF tables, one for each VPN. Similarly, Router PE2 creates two VRF tables into which routes are
installed from the two directly connected CE routers. Router PE3 creates one VRF table because it is
directly connected to only one VPN.



Figure 21: Distribution of Routes from CE Routers to PE Routers
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Distribution of Routes Between PE Routers

When one PE router receives routes advertised from a directly connected CE router, it checks the
received route against the VRF export policy for that VPN. If it matches, the route is converted to VPN-
IPv4 format—that is, the 8-byte route distinguisher is prepended to the 4-byte VPN prefix to form a 12-
byte VPN-IPv4 address. The route is then tagged with a route target community. The PE router
announces the route in VPN-IPv4 format to the remote PE routers for use by VRF import policies. The
routes are distributed using IBGP sessions, which are configured in the provider’s core network. If the
route does not match, it is not exported to other PE routers, but can still be used locally for routing,

for example, if two CE routers in the same VPN are directly connected to the same PE router.

The remote PE router places the route into its bgp.I3vpn.0 table if the route passes the import policy on
the IBGP session between the PE routers. At the same time, it checks the route against the VRF import
policy for the VPN. If it matches, the route distinguisher is removed from the route, and it is placed into
the VRF table (the routing-instance-name.inet.O table) in IPv4 format.

Figure 22 on page 222 illustrates how Router PE1 distributes routes to the other PE routers in the
provider’s core network. Router PE2 and Router PE3 each have VRF import policies that they use to

221



determine whether to accept routes received over the IBGP sessions and install them in their VRF
tables.

Figure 22: Distribution of Routes Between PE Routers
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When a PE router receives routes advertised from a directly connected CE router (Router PE1 in Figure
22 on page 222), it uses the following procedure to examine the route, convert it to a VPN route, and
distribute it to the remote PE routers:

1. The PE router checks the received route using the VRF export policy for that VPN.
2. If the received route matches the export policy, the route is processed as follows:

a. The route is converted to VPN-IPv4 format—that is, the 8-byte route distinguisher is prepended
to the 4-byte VPN prefix to form the 12-byte VPN-IPv4 address.

b. A route target community is added to the route.

c. The PE router advertises the route in VPN-IPv4 format to the remote PE routers. The routes are
distributed using IBGP sessions, which are configured in the provider’s core network.



3. If the route does not match the export policy, it is not exported to the remote PE routers, but can still
be used locally for routing—for example,if two CE routers in the same VPN are directly connected to
the same PE router.

When the remote PE router receives routes advertised from another PE router (Routers PE2 and PE3 in
Figure 22 on page 222), it uses the following procedure to process the route:

1. If the route is accepted by the import policy on the IBGP session between the PE routers, the remote
PE router places the route into its bgp.|3vpn.O table.

2. The remote PE router checks the route’s route target community against the VRF import policy for
the VPN.

3. If it matches, the route distinguisher is removed from the route, and it is placed into the VRF table
(the routing-instance-name.inet.0 table) in IPv4 format.

Distribution of Routes from PE to CE Routers

The remote PE router announces the routes in its VRF tables, which are in IPv4 format, to its directly
connected CE routers.

PE routers can communicate with CE routers using one of the following routing protocols:
e OSPF

e RIP

e BGP

e Static route

Figure 23 on page 224 illustrates how the three PE routers announce their routes to their connected
CE routers.



Figure 23: Distribution of Routes from PE Routers to CE Routers
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Understanding VPN-IPv4 Addresses and Route Distinguishers

Because Layer 3 VPNs connect private networks—which can use either public addresses or private
addresses, as defined in RFC 1918 (Address Allocation for Private Internets)—over the public Internet
infrastructure, when the private networks use private addresses, the addresses might overlap with the
addresses of another private network.

Figure 24 on page 225 illustrates how private addresses of different private networks can overlap. Here,
sites within VPN A and VPN B use the address spaces 10.1.0.0/16, 10.2.0.0/16, and 10.3.0.0/16 for
their private networks.



Figure 24: Overlapping Addresses Among Different VPNs
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To avoid overlapping private addresses, you can configure the network devices to use public addresses
instead of private addresses. However, this is a large and complex undertaking. The solution provided in
RFC 4364 uses the existing private network numbers to create a new address that is unambiguous. The
new address is part of the VPN-IPv4 address family, which is a BGP address family added as an
extension to the BGP protocol. In VPN-IPv4 addresses, a value that identifies the VPN, called a route
distinguisher, is prefixed to the private IPv4 address, providing an address that uniquely identifies a

private IPv4 address.

Only the PE routers need to support the VPN-IPv4 address extension to BGP. When an ingress PE
router receives an IPv4 route from a device within a VPN, it converts it into a VPN-IPv4 route by adding
the route distinguisher prefix to the route. The VPN-IPv4 addresses are used only for routes exchanged
between PE routers. When an egress PE router receives a VPN-IPv4 route, it converts the VPN-IPv4



route back to an IPv4 route by removing the route distinguisher before announcing the route to its
connected CE routers.

VPN-IPv4 addresses have the following format:
e Route distinguisher is a 6-byte value that you can specify in one of the following formats:

o as-number:number, where as-number is an AS number (a 2-byte value) and number is any 4-byte value. The
AS number can be in the range 1 through 65,535. We recommend that you use an Internet
Assigned Numbers Authority (IANA)-assigned, nonprivate AS number, preferably the Internet
service provider's (ISP’s) own or the customer’s own AS number.

e ip-address.number, where ip-addressis an IP address (a 4-byte value) and number is any 2-byte value.
The IP address can be any globally unique unicast address. We recommend that you use the
address that you configure in the router-id statement, which is a nonprivate address in your
assigned prefix range.

o |Pv4 address—4-byte address of a device within the VPN.

Figure 24 on page 225 illustrates how the AS number can be used in the route distinguisher. Suppose
that VPN A is in AS 65535 and that VPN B is in AS 666 (both these AS numbers belong to the ISP), and
suppose that the route distinguisher for Site 2 in VPN A is 65535:02 and that the route distinguisher for
Site 2 in VPN B is 666:02. When Router PE2 receives a route from the CE router in VPN A, it converts it
from its IP address of 10.2.0.0 to a VPN-IPv4 address of 65535:02:10.2.0.0. When the PE router
receives a route from VPN B, which uses the same address space as VPN A, it converts it to a VPN-IPv4
address of 666:02:10.2.0.0.

If the IP address is used in the route distinguisher, suppose Router PE2's IP address is 172.168.0.1.
When the PE router receives a route from VPN A, it converts it to a VPN-IPv4 address of
172.168.0.1:0:10.2.0.0/16, and it converts a route from VPN B to 172.168.0.0:1:10.2.0.0/16.

Route distinguishers are used only among PE routers to IPv4 addresses from different VPNs. The ingress
PE router creates a route distinguisher and converts IPv4 routes received from CE routers into VPN-
IPv4 addresses. The egress PE routers convert VPN-IPv4 routes into IPv4 routes before announcing
them to the CE router.

Because VPN-IPv4 addresses are a type of BGP address, you must configure IBGP sessions between
pairs of PE routers so that the PE routers can distribute VPN-IPv4 routes within the provider’s core
network. (All PE routers are assumed to be within the same AS.)

You define BGP communities to constrain the distribution of routes among the PE routers. Defining BGP
communities does not, by itself, distinguish IPv4 addresses.

Figure 25 on page 227 illustrates how Router PE1 adds the route distinguisher 10458:22:10.1/16 to
routes received from the CE router at Site 1 in VPN A and forwards these routes to the other two PE
routers. Similarly, Router PE1 adds the route distinguisher 10458:23:10.2/16 to routes received by the
CE router at Site 1 in VPN B and forwards these routes to the other PE routers.



Figure 25: Route Distinguishers
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Configuring IPv4 Packet Forwarding for Layer 3 VPNs

You can configure the router to support packet forwarding for IPv4 traffic in Layer 2 and Layer 3 VPNs.

Packet forwarding is handled in one of the following ways, depending on the type of helper service
configured:

e BOOTP service—Clients send Bootstrap Protocol (BOOTP) requests through the router configured
with BOOTP service to a server in the specified routing instance. The server recognizes the client
address and sends a response back to the router configured with BOOTP service. This router
forwards the reply to the correct client address in the specified routing instance.

e Other services—Clients send requests through the router configured with the service to a server in
the specified routing instance. The server recognizes the client address and sends a response to the
correct client address in the specified routing instance.

o
r=-



To enable packet forwarding for VPNs, include the helpers statement:

helpers {
service {
description description-of-service;
server {
address address {

routing-instance routing-instance-names;

}
interface interface-name {
description description-of-interface;
no-listen;
server {
address address {

routing-instance routing-instance-names;

You can include this statement at the following hierarchy levels:

o [edit forwarding-options]
o [edit logical-systems logical-system-name forwarding-options]

e [edit routing-instances routing-instance-name forwarding-options]

@ NOTE: You can enable packet forwarding for multiple VPNs. However, the client and
server must be within the same VPN. Any Juniper Networks routing platforms with
packet forwarding enabled along the path between the client and server must also

reside within the same VPN.

The address and routing instance together constitute a unique server. This has implications for routers

configured with BOOTP service, which can accept multiple servers.



For example, a BOOTP service can be configured as follows:

[edit forwarding-options helpers bootp]

server address 10.2.3.4 routing-instance [instance-A instance-BJ;

Even though the addresses are identical, the routing instances are different. A packet coming in for
BOOQOTP service on instance-A is forwarded to 10.2.3.4 in the instance-A routing instance, while a packet
coming in on instance-B is forwarded in the instance-B routing instance. Other services can only accept a
single server, so this configuration does not apply in those cases.

Example: Configure a Basic MPLS-Based Layer 3 VPN
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This example shows how to configure and validate a basic MPLS-based Layer 3 VPN on routers or
switches running Junos OS. The IPv4 based example uses EBGP as the routing protocol between the
provider and customer edge devices.

@ NOTE: Our content testing team has validated and updated this example.

You can deploy an MPLS-based Layer 3 virtual private network (VPN) using routers and switches
running Junos OS to interconnect customer sites with Layer 3 connectivity. While static routing is
supported, Layer 3 VPNs typically have the customer devices exchange routing information with the
provider network and require support for IP protocols, i.e., IPv4 and/or IPvé.

This is in contrast with a Layer 2 VPN, where the customer devices may not be based on IP protocols,
and where routing, if any, occurs between the customer edge (CE) devices. Unlike a Layer 3 VPN where
the CE device interacts (peers) with the provider edge device, in a Layer 2 VPN the customer traffic
passes transparently through the provider core with any routing protocols running end-to-end between
the CE devices.



MPLS-based VPNs require baseline MPLS functionality in the provider network. Once basic MPLS is
operational, you are able to configure VPNs that use label-switched paths (LSPs) for transport over the
provider core.

The addition of VPN services does not affect the basic MPLS switching operations in the provider
network. In fact, the provider (P) devices require only a baseline MPLS configuration because they are
not VPN aware. VPN state is maintained only on the provider edge (PE) devices. This is a key reason
why MPLS-based VPNs scale so well.

Requirements

This example uses the following software and hardware components:

e Junos OS Release 12.3 or later for routing and switching devices
e Revalidated on Junos OS release 20.3R1

e Two Provider edge (PE) devices

e One provider (P) device

e Two customer edge (CE) devices

The example focuses on how to add a Layer 3 VPN to a pre-existing MPLS baseline. A basic MPLS
configuration is provided in case your network does not already have MPLS deployed.

To support MPLS-based VPNs the underlying MPLS baseline must provide the following functionality:
e Core-facing and loopback interfaces operational with MPLS family support

e An interior gateway protocol such as OSPF or IS-IS to provide reachability between the loopback
addresses of the provider (P and PE) devices

e An MPLS signalling protocol such as LDP or RSVP to signal LSPs
e LSPs established between PE device loopback addresses

LSPs are needed between each pair of PE devices that participate in a given VPN. Its a good idea to
build LSPs between all PE devices to accommodate future VPN growth. You configure LSPs at the [edit
protocols mpls] hierarchy level. Unlike an MPLS configuration for a circuit cross-connect (CCC)
connection, you do not need to manually associate the LSP with the PE device’s customer-facing (edge)
interface. Instead, Layer 3 VPNs use BGP signaling to advertise site reachability. This BGP signaling
automates the mapping of remote VPN sites to LSP forwarding next hops. This means that with a Layer
3 VPN explicit mapping of an LSP to a PE device’s edge-facing interface is not required.



Overview and Topology

Layer 3 VPNs allow customers to leverage the service provider’s technical expertise to ensure efficient
site-to-site routing. The customer edge (CE) device typically uses a routing protocol, such as BGP or
OSPF, to exchange routes with the service provider edge (PE) device. Static routing is supported for
Layer 3 VPNs, but a dynamic routing protocol is generally preferred.

Definition of a VPN involves changes to the local and remote PE devices only. No additional
configuration is needed on the provider devices (assuming they already have a working MPLS baseline),
because these devices only provide basic MPLS switching functions. The CE devices do not use MPLS
and require only a basic interface and routing protocol configuration so they can interact with the PE
devices.

In a Layer 3 VPN you configure the CE devices to peer with the local PE device. This is in contrast to a
Layer 2 VPN, where the CE devices peer to each other as if they were on a shared link, despite their
being connected through an MPLS-based provider core.

Once an MPLS baseline is in place, you must configure the following functionality on the PE devices to
establish your MPLS-based Layer 3 VPN:

o A BGP group with family inet-vpn unicast support

e A routing instance with instance type vrf and a routing protocol definition that is compatible with the
attached CE device

e The customer-facing interfaces on the PE devices configured with family inet along with an IPv4
address that places the interface on the same subnet as the attached CE device. If desired VLAN
encapsulation and a corresponding VLAN ID can also be configured.

For proper end-to-end connectivity the CE device needs to be configured with a compatible IP subnet
and routing protocol parameters to support peering with the PE device.

Figure 26 on page 232 shows the topology used in this example. The figure details the interface names,
IP addressing, and routing protocols used in the provider and customer networks. It also highlights the
peering relationship between the CE and PE devices. In this example you expect each CE device to form
an EBGP peering session fo the local PE device. Note that the provider network and both customer sites
have an assigned autonomous system number to support BGP operation. In this example routing policy
is applied at the CE devices to have them advertise the direct routes for their provider facing and
loopback interfaces.



Figure 26: An MPLS-Based Layer 3 VPN with EBGP as the PE-CE Routing Protocol
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Quick Configurations

IN THIS SECTION
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Use the configurations in this section to quickly get your MPLS-based Layer 3 VPN up and running. The
configurations include a functional MPLS baseline to support your Layer 3 VPN. This example focuses
on the VPN aspects of the configuration. Refer to the following links for additional information on the
baseline MPLS functionality used in this example:

e Configuring MPLS on Provider Edge EX8200 and EX4500 Switches Using Circuit Cross-Connect

e Configuring MPLS on EX8200 and EX4500 Provider Switches

CLI Quick Configuration

@ NOTE: The device configurations omit the management interface, static routes, system
logging, system services, and user login information. These parts of the configuration
vary by location and are not directly related to MPLS or VPN functionality.

Edit the following commands as needed for the specifics of your environment and paste them into the
local CE (CE1) device terminal window when in configuration mode at the [edit] hierarchy:


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/mpls-p-pe-configuration.html#id-configuring-mpls-on-provider-edge-ex8200-and-ex4500-switches-using-circuit-cross-connect
https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/mpls-ex-series-provider-switches-configuring-cli.html

The complete configuration for the CE1 device.

set system host-name cel

set interfaces xe-0/0/0:0 description "Link from CE1 to PE1 for L3vpn"

set interfaces xe-0/0/0:0 unit 0 family inet address 172.16.1.1/30

set interfaces 100 unit @ family inet address 172.16.255.1/32

set routing-options router-id 172.16.255.1

set routing-options autonomous-system 65410

set protocols bgp group PE1 type external

set protocols bgp group PE1 export adv_direct

set protocols bgp group PE1 peer-as 65412

set protocols bgp group PE1 neighbor 172.16.1.2

set policy-options policy-statement adv_direct term 1 from protocol direct
set policy-options policy-statement adv_direct term 1 from route-filter 172.16.0.0/16 orlonger

set policy-options policy-statement adv_direct term 1 then accept

The complete configuration for PE1 device.

set system host-name pel

set interfaces xe-0/0/0:0 description "Link from PE1 to CE1 for L3vpn"
set interfaces xe-0/0/0:0 unit 0 family inet address 172.16.1.2/30
set interfaces xe-0/0/0:1 description "Link from PE1 to p-router"

set interfaces xe-0/0/0:1 mtu 4000

set interfaces xe-0/0/0:1 unit @ family inet address 10.1.23.1/24

set interfaces xe-0/0/0:1 unit @ family mpls

set interfaces 100 unit @ family inet address 192.168.0.1/32

set routing-instances CE1_L3vpn protocols bgp group CE1 type external
set routing-instances CE1_L3vpn protocols bgp group CE1 peer-as 65410
set routing-instances CE1_L3vpn protocols bgp group CE1 neighbor 172.16.1.1
set routing-instances CE1_L3vpn instance-type vrf

set routing-instances CE1_L3vpn interface xe-0/0/0:0.0

set routing-instances CE1_L3vpn route-distinguisher 192.168.0.1:12
set routing-instances CE1_L3vpn vrf-target target:65412:12

set routing-options router-id 192.168.0.1

set routing-options autonomous-system 65412

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 192.168.0.1

set protocols bgp group ibgp family inet-vpn unicast

set protocols bgp group ibgp neighbor 192.168.0.3

set protocols mpls label-switched-path lsp_to_pe2 to 192.168.0.3

set protocols mpls interface xe-0/0/0:1.0



set
set
set
set
set

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface 100.0 passive
protocols ospf area 0.0.0.0 interface xe-0/0/0:1.0
protocols rsvp interface 100.0

protocols rsvp interface xe-0/0/0:1.0

The complete configuration for the P device.

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

system host-name p

description "Link from p-router to PE1"
mtu 4000

unit @ family inet address 10.1.23.2/24

interfaces xe-0/0/0:0
0
0
interfaces xe-0/0/0:0 unit @ family mpls
1
1
1
1

interfaces xe-0/0/0:

interfaces xe-0/0/0:

description "Link from p-router to PE2"
mtu 4000

unit @ family inet address 10.1.34.1/24
unit 0 family mpls

interfaces 100 unit @ family inet address 192.168.0.2/32
protocols mpls interface xe-0/0/0:0.0

interfaces xe-0/0/0:
interfaces xe-0/0/0:
interfaces xe-0/0/0:
interfaces xe-0/0/0:

protocols mpls interface xe-0/0/0:1.0

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface 100.0 passive
protocols ospf area 0.0.0.0 interface xe-0/0/0:0.0
protocols ospf area 0.0.0.0 interface xe-0/0/0:1.0
protocols rsvp interface 100.0

protocols rsvp interface xe-0/0/0:0.0

protocols rsvp interface xe-0/0/0:1.0

The complete configuration for the PE2 device.

set
set
set
set
set
set
set
set
set
set
set

system host-name pe2
interfaces xe-0/0/0:1 description "Link from PE2 to CE2 for L3vpn"
interfaces xe-0/0/0:1 unit 0 family inet address 172.16.2.2/30
interfaces xe-0/0/0:0 description "Link from PE2 to p-router"
interfaces xe-0/0/0:0 mtu 4000
interfaces xe-0/0/0:0 unit @ family inet address 10.1.34.2/24
0 unit 0 family mpls
0 family inet address 192.168.0.3/32

routing-instances CE2_L3vpn protocols bgp group CE2 type external

interfaces xe-0/0/0:
interfaces 1lo@ unit

routing-instances CE2_L3vpn protocols bgp group CE2 peer-as 65420
routing-instances CE2_L3vpn protocols bgp group CE2 neighbor 172.16.2.1



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

routing-instances CE2_L3vpn instance-type vrf
routing-instances CE2_L3vpn interface xe-0/0/0:1.0
routing-instances CE2_L3vpn route-distinguisher 192.168.0.3:12
routing-instances CE2_L3vpn vrf-target target:65412:12
routing-options router-id 192.168.0.3

routing-options autonomous-system 65412

protocols bgp group ibgp type internal

protocols bgp group ibgp local-address 192.168.0.3
protocols bgp group ibgp family inet-vpn unicast

protocols bgp group ibgp neighbor 192.168.0.1

protocols mpls label-switched-path lsp_to_pel to 192.168.0.1
protocols mpls interface xe-0/0/0:0.0

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface 100.0 passive
protocols ospf area 0.0.0.0 interface xe-0/0/0:0.0
protocols rsvp interface 100.0

protocols rsvp interface xe-0/0/0:0.0

The complete configuration for the CE2 device.

set
set
set
set
set
set
set
set
set
set
set
set
set

Be sure to commit the configuration changes on all devices when satisfied with your work.
Congratulations on your new MPLS-based Layer 3 VPN! Refer to the "Verification" on page 249 section

system host-name ce2

interfaces xe-0/0/0:0 description "Link from CE2 to PE2 for L3vpn"
interfaces xe-0/0/0:0 unit 0 family inet address 172.16.2.1/30
interfaces 100 unit @ family inet address 172.16.255.2/32
routing-options router-id 172.16.255.2

routing-options autonomous-system 65420

protocols bgp group PE2 type external

protocols bgp group PE2 export adv_direct

protocols bgp group PE2 peer-as 65412

protocols bgp group PE2 neighbor 172.16.2.2

policy-options policy-statement adv_direct term 1 from protocol direct
policy-options policy-statement adv_direct term 1 from route-filter 172.16.0.0/16 orlonger

policy-options policy-statement adv_direct term 1 then accept

for the steps needed to confirm your Layer 3 VPN is working as expected.



Configure the Local PE (PE1) Device for a MPLS-Based Layer 3 VPN
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This section covers the steps needed to configure the PE1 device for this example. The focus in on the
PE devices because that is where the VPN configuration is housed. Refer to the "Quick Configurations"
on page 232 section for the CE device and P device configurations used in this example.

Configure the MPLS Baseline (if needed)

Before you configure a Layer 3 VPN make sure the PE device has a working MPLS baseline. If you
already having an MPLS baseline you can skip to the step-by-step procedure to add the Layer 3 VPN to
the PE devices.

e Configure the hostname.

[edit]
user@pel# set system host-name pel

e Configure the core and loopback interfaces:

[edit]

user@el# set interfaces xe-0/0/0:1 description "Link from PE1 to P-router"
[edit]

user@pel# set interfaces xe-0/0/0:1 mtu 4000

[edit]

user@el# set interfaces xe-0/0/0:1 unit @ family inet address 10.1.23.1/24
[edit]

user@el# set interfaces xe-0/0/0:1 unit @ family mpls

[edit]

user@pel# set interfaces 1lo0 unit @ family inet address 192.168.0.1/32



BEST PRACTICE: While a Layer 3 VPN can perform fragmentation at the ingress PE, its
best practice to design the network so the CE can send a maximum sized frame without
needing fragmentation. To ensure fragmentation does not occur the provider network
should support the largest frame that the CE devices can generate afferthe MPLS and
virtual routing and forwarding (VRF) labels are added by the PE device. This example
leaves the CE devices at the default 1500-byte maximum transmission unit (MTU) while
configuring the provider core to support a 4000 byte MTU. This ensures the CE devices
cannot exceed the MTU in the provider's network even with the MPLS and VRF
encapsulation overhead.

e Configure the protocols:

@

[edit]

NOTE: Traffic engineering is supported for RSVP-signaled LSPs but is not required for
basic MPLS switching or VPN deployment. The provided MPLS baseline uses RSVP to
signal LSPs, and enables traffic engineering for OSPF. However, no path constraints are
configured so you expect the LSPs to be routed over the interior gateway protocol's
shortest path.

user@pel# set protocols ospf area 0.0.0.0 interface 100.0 passive

[edit]

user@pel# set protocols ospf area 0.0.0.0 interface xe-0/0/0:1.0

[edit]

user@pel# set protocols ospf traffic-engineering

[edit]

user@pel# set protocols mpls interface xe-0/0/0:1.0

[edit]

user@pel# set protocols rsvp interface 100.0

[edit]

user@pel# set protocols rsvp interface xe-0/0/0:1.0

e Define the LSP to the remote PE device's loopback address:

[edit]

user@pel# set protocols mpls label-switched-path lsp_to_pe2 to 192.168.0.3

The MPLS baseline is now configured on the PE1 device. Keep going to configure the Layer 3 VPN.



Procedure

Step-by-Step Procedure

Follow these steps to configure the PE1 device for a Layer 3 VPN.

1. Configure the customer-facing interface:

TIP: You can configure both an MPLS-based Layer 2 VPN and an MPLS-based Layer
3 VPN on the same PE device. However, you cannot configure the same customer
edge-facing interface to support both a Layer 2 VPN and a Layer 3 VPN.

[edit interfaces]

user@pel# set xe-0/0/0:0 description "Link from PE1 to CE1 for L3vpn"
[edit]

user@pel# set xe-0/0/0:0 unit 0 family inet address 172.16.1.2/30

2. Configure a BGP group for the peering between the local and remote PE devices. Use the PE
device’s loopback address as the local address, and enable the inet-vpn unicast address family to
support Layer 3 VPN route exchange. A routing policy for BGP is not needed on the PE devices in
this example. By default the PE devices readvertise into IBGP the routes they learn over their EBGP
peering to the CE device.

[edit protocols bgp]

user@pel# set group ibgp local-address 192.168.0.1
[edit protocols bgp]

user@pel# set group ibgp family inet-vpn unicast

TIP: You can specify other address families if the PE to PE IBGP session needs to
support non-VPN route exchange, such as regular IPv4 or IPvé routes using the inet

or inet6 families, respectively.

3. Configure the BGP group type as internal.

[edit protocols bgpl
user@pel# set group ibgp type internal



4. Configure the remote PE device's loopback address as a BGP neighbor.

[edit protocols bgpl
user@pel# set group ibgp neighbor 192.168.0.3

5. Configure the router ID to match its loopback address, and define the BGP autonomous system
number needed for BGP peering.

[edit routing-options]

user@pel# set router-id 192.168.0.1
[edit routing-options]

user@pel# set autonomous-system 65412

6. Configure the routing instance. Specify an instance name of CEZ_L3vpn, and configure an instance-
type of vrf.

[edit routing-instances]
user@pel# set CE1_L3vpn instance-type vrf

7. Configure the PE device’s customer-facing interface to belong to the routing instance.

[edit routing-instances]
user@pel# set CE1_L3vpn interface xe-0/0/0:0.0

8. Configure the routing instance’s route distinguisher. This setting is used to distinguish the routes
sent from a particular VRF on a particular PE device. It should be unique for each routing instance
on each PE device.

[edit routing-instances]
user@pel# set CE1_L3vpn route-distinguisher 192.168.0.1:12

9. Configure the instance’s virtual routing and forwarding (VRF) table route target. The vrf-target
statement adds the specified community tag to all advertised routes while automatically matching



the same value for route import. Configuring matching route targets on the PE devices that share a
given VPN is required for proper route exchange.

[edit routing-instances]
user@pel# set CE1_L3vpn vrf-target target:65142:12

@ NOTE: You can create more complex policies by explicitly configuring VRF import
and export policies using the import and export options. See vrf-importand vrf-

export for details.

10. Configure the routing instance to support EBGP peering to the CE1 device. Direct interface peering
to the CE1 end of the VRF link is used, and CE1’s autonomous system number is correctly specified

with the peer-as parameter.

[edit routing-instances]
user@pel# set CE1_L3vpn protocols bgp group CE1 type external

[edit routing-instances]
user@pel# set CE1_L3vpn protocols bgp group CE1 peer-as 65410

[edit routing-instances]
user@pel# set CE1_L3vpn protocols bgp group CE1 neighbor 172.16.1.1

11. Commit your changes at the PE1 device and return to CLI operational mode.

[edit]
user@pel# commit and-quit

Results

Display the results of the configuration on the PE1 device. The output reflects only the functional

configuration added in this example.

user@pel> show configuration

interfaces {
xe-0/0/0:0 {
description "Link from PE1 to CE1 for L3vpn";



unit @ {
family inet {

}
}
unit @ {
family inet {
address 10.1.23.1/24;
}
family mpls;
}
ge-0/0/1 {
description "Link from PE1 to P-router";
mtu 4000;
unit 0 {
family inet {
address 10.1.23.1/24;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.168.0.1/32;
}
}
}
}
routing-instances {
CE1_L3vpn {
protocols {
bgp {
group CE1 {
type external;
peer-as 65410;
neighbor 172.16.1.1;
}
}
}

instance-type vrf;

interface xe-0/0/0:0.0;
route-distinguisher 192.168.0.1:12;
vrf-target target:65412:12;



}
routing-options {
router-id 192.168.0.1;
autonomous-system 65412;
}
protocols {
bgp {
group ibgp {
type internal;
local-address 192.168.0.1;
family inet-vpn {

unicast;
}
neighbor 192.168.0.3;
}
}
mpls {
label-switched-path 1sp_to_pe2 {
to 192.168.0.3;
}
interface xe-0/0/0:1.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface xe-0/0/0:1.0;
}
}
rsvp {
interface 100.0;
interface xe-0/0/0:1.0;
}



Configure the Remote PE (PE2) Device for a MPLS-Based Layer 3 VPN

IN THIS SECTION
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This section covers the steps needed to configure the PE1 device for this example. The focus in on the
PE devices because that is where the VPN configuration is housed. Refer to the "Quick Configurations"
on page 232 section for the CE device and P device configurations used in this example.

Configure the MPLS Baseline (if needed)

Before you configure a Layer 3 VPN make sure the PE device has a working MPLS baseline. If you
already having an MPLS baseline you can skip to the step-by-step procedure to add the Layer 3 VPN to
the PE devices.

e Configure the hostname.

[edit]
user@pe2# set system host-name pe2

e Configure the core and loopback interfaces:

[edit]

user@e2# set interfaces xe-0/0/0:0 description "Link from PE2 to P-router"
[edit]

user@pe2# set interfaces xe-0/0/0:0 mtu 4000

[edit]

user@e2# set interfaces xe-0/0/0:0 unit 0 family inet address 10.1.34.2/24
[edit]

user@e2# set interfaces xe-0/0/0:0 unit @ family mpls

[edit]

user@pe2# set interfaces 1lo0 unit @ family inet address 192.168.0.3/32



BEST PRACTICE: While a Layer 3 VPN can perform fragmentation at the ingress PE, its
best practice to design the network so the CE can send a maximum sized frame without
needing fragmentation. To ensure fragmentation does not occur the provider network
should support the largest frame that the CE devices can generate afferthe MPLS and
virtual routing and forwarding (VRF) labels are added by the PE device. This example
leaves the CE devices at the default 1500-byte maximum transmission unit (MTU) while
configuring the provider core to support a 4000 byte MTU. This ensures the CE devices
cannot exceed the MTU in the provider's network even with the MPLS and VRF
encapsulation overhead.

e Configure the protocols:

@

[edit]

NOTE: Traffic engineering is supported for RSVP-signaled LSPs but is not required for
basic MPLS switching or VPN deployment. The provided MPLS baseline uses RSVP to
signal LSPs, and enables traffic engineering for OSPF. However, no path constraints are
configured so you expect the LSPs to be routed over the interior gateway protocol's
shortest path.

user@pe2# set protocols ospf area 0.0.0.0 interface 100.0 passive

[edit]

user@pe2# set protocols ospf area 0.0.0.0 interface xe-0/0/0:0.0

[edit]

user@pe2# set protocols ospf traffic-engineering

[edit]

user@pe2# set protocols mpls interface xe-0/0/0:0.0

[edit]

user@pe2# set protocols rsvp interface 100.0

[edit]

user@pe2# set protocols rsvp interface xe-0/0/0:0.0

e Define the LSP to the remote PE device's loopback address:

[edit]

user@pe2# set protocols mpls label-switched-path lsp_to_pel to 192.168.0.1

The MPLS baseline is now configured on the PE1 device. Keep going to configure the Layer 3 VPN.



Procedure

Step-by-Step Procedure

Follow these steps to configure the PE2 device for a Layer 3 VPN.

1. Configure the customer-facing interface:

TIP: You can configure both an MPLS-based Layer 2 VPN and an MPLS-based Layer
3 VPN on the same PE device. However, you cannot configure the same customer
edge-facing interface to support both a Layer 2 VPN and a Layer 3 VPN.

[edit interfaces]
user@pe2# set xe-0/0/0:1 description "Link from PE2 to CE2 for L3vpn"

[edit]
user@pe2# set xe-0/0/0:1 unit 0 family inet address 172.16.2.2/30

2. Configure a BGP group for the peering between the local and remote PE devices. Use the PE
device’s loopback address as the local address, and enable the inet-vpn unicast address family to

support Layer 3 VPN route exchange.

[edit protocols bgp]

user@pel# set group ibgp local-address 192.168.0.1
[edit protocols bgp]

user@pel# set group ibgp family inet-vpn unicast

TIP: You can specify other address families if the PE to PE IBGP session needs to
support non-VPN route exchange, such as regular IPv4 or IPvé routes using the inet

or inet6 families, respectively.

3. Configure the BGP group type as internal.

[edit protocols bgpl
user@pe2# set group ibgp type internal



4. Configure the PE1 device's loopback address as a BGP neighbor.

[edit protocols bgpl
user@pe2# set group ibgp neighbor 192.168.0.1

5. Configure the router ID to match its loopback address, and define the BGP autonomous system
number.

[edit routing-options]

user@pe2# set routing-options router-id 192.168.0.3
[edit routing-options]

user@pe2# set autonomous-system 65412

6. Configure the routing instance. Specify an instance name of CEZ_L3vpn, with an instance-type of vrf.

[edit routing-instances]
user@pe2# set CE2_L3vpn instance-type vrf

7. Configure the PE device’s customer-facing interface to belong to the routing instance.

[edit routing-instances]
user@pe2# set CE2_L3vpn interface xe-0/0/0:1.0

8. Configure the routing instance’s route distinguisher. This setting is used to distinguish the routes
sent from a particular VRF on a particular PE device. It should be unique for each routing instance
on each PE device.

[edit routing-instances]
user@pe2# set CE2_L3vpn route-distinguisher 192.168.0.3:12

9. Configure the instance’s virtual routing and forwarding (VRF) table route target. The vrf-target
statement adds the specified community tag to all advertised routes while automatically matching



the same value for route import. Configuring matching route targets on the PE devices that share a
given VPN is required for proper route exchange.

[edit routing-instances]
user@pe2# set CE2_L3vpn vrf-target target:65412:12

@ NOTE: You can create more complex policies by explicitly configuring VRF import
and export policies using the import and export options. See vrf-importand vrf-

export for details.

10. Configure the routing instance to support EBGP peering to the CE2 device. Direct interface peering
to the CE2 end of the VRF link is used, and CE2’s autonomous system number is correctly specified

with the peer-as parameter.

[edit routing-instances]
user@pe2# set CE2_L3vpn protocols bgp group CE2 type external

[edit routing-instances]
user@pe2# set CE2_L3vpn protocols bgp group CE2 peer-as 65420

[edit routing-instances]
user@pe2# set CE2_L3vpn protocols bgp group CE2 neighbor 172.16.2.1

11. Commit your changes at the PE2 device and return to CLI operational mode.

[edit]
user@pe2# commit and-quit

Results

Display the results of the configuration on the PE2 device. The output reflects only the functional

configuration added in this example.

user@pe2> show configuration

interfaces {
xe-0/0/0:0 {
description "Link from PE2 to p-router";



mtu 4000;
unit 0 {
family inet {
address 10.1.34.2/24;

}
family mpls;
}
}
xe-0/0/0:1 {
description "Link from PE2 to CE2 for L3vpn";
unit @ {
family inet {
address 172.16.2.2/30;
}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.3/32;
}
}
}
}
routing-instances {
CE2_L3vpn {
protocols {
bgp {
group CE2 {
type external;
peer-as 65420;
neighbor 172.16.2.1;
}
}
}
instance-type vrf;
interface xe-0/0/0:1.0;
route-distinguisher 192.168.0.3:12;
vrf-target target:65412:12;
}
}

routing-options {
router-id 192.168.0.3;



autonomous-system 65412;

}
protocols {
bgp {
group ibgp {
type internal;
local-address 192.168.0.3;
family inet-vpn {
unicast;
}
neighbor 192.168.0.1;
}
}
mpls {
label-switched-path 1sp_to_pel {
to 192.168.0.1;
}
interface xe-0/0/0:0.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface xe-0/0/0:0.0;
}
}
rsvp {
interface 100.0;
interface xe-0/0/0:0.0;
}
}
Verification

IN THIS SECTION

Verify Provider OSPF Adjacencies and Route Exchange | 250



Verify MPLS and RSVP Interface Settings | 251

Verify RSVP Signaled LSPs | 251

Verify BGP Session Status | 252

Verify Layer 3 VPN Routes in the Routing Table | 253

Ping the Remote PE Device Using the Layer 3 VPN Connection | 255

Verify End-to-End Operation of the CE Devices Over the Layer 3 VPN | 255

Perform these tasks to verify that the MPLS-based Layer 3 VPN works properly:

Verify Provider OSPF Adjacencies and Route Exchange

Purpose
Confirm the OSPF protocol is working properly in the provider network by verifying adjacency status

and OSPF learned routes to the loopback addresses of the remote provider devices. Proper IGP
operation is critical for the successful establishment of MPLS LSPs.

Action

user@pel> show ospf neighbor

Address Interface State 1D Pri Dead
10.1.23.2 xe-0/0/0:1.0 Full 192.168.0.2 128 37

user@el> show route protocol ospf | match 192.168

192.168.0.2/32 *[OSPF/10] 1wld 23:59:43, metric 1

192.168.0.3/32 *[OSPF/10] 1wld 23:59:38, metric 2
Meaning

The output shows that the PE1 device has established an OSPF adjacency to the P device (192.168.0.2). It
also shows that the P and remote PE device loopback addresses (192.168.0.2) and (192.168.0.3) are
correctly learned via OSPF at the local PE device.



Verify MPLS and RSVP Interface Settings

Purpose
Verify that the RSVP and MPLS protocols are configured to operate on the PE device's core-facing

interface. This step also verifies that family mpls is correctly configured at the unit level of the PE device’s

core-facing interface.

Action

user@oel1> show mpls interface

Interface State Administrative groups (x: extended)
xe-0/0/0:1.0 Up <none>

user@el1> show rsvp interface

RSVP interface: 2 active

Active Subscr- Static Available Reserved Highwater
Interface State resv iption BW BW BW mark
100.0 Up 0 100% Obps 0bps 0bps Obps
xe-0/0/0:1.0 Up 1 100% 10Gbps 10Gbps Qbps Qbps

Meaning

The output shows that MPLS and RSVP are correctly configured on the local PE device’s core and
loopback interfaces.

Verify RSVP Signaled LSPs

Purpose

Verify that RSVP signaled ingress and egress LSPs are correctly established between the PE device’s
loopback addresses.



Action

user@pel> show rsvp session
Ingress RSVP: 1 sessions
To From State Rt Style Labelin Labelout LSPname

192.168.0.3 192.168.0.1 Up 0 1FF = 17 1sp_to_pe2
Total 1 displayed, Up 1, Down 0

Egress RSVP: 1 sessions
To From State Rt Style Labelin Labelout LSPname

192.168.0.1 192.168.0.3 Up 0 1FF 3 - lsp_to_pel
Total 1 displayed, Up 1, Down 0

Transit RSVP: @ sessions
Total @ displayed, Up @, Down 0

Meaning

The output shows that both the ingress and egress RSVP sessions are correctly established between the
PE devices. Successful LSP establishment indicates the MPLS baseline is operational.

Verify BGP Session Status

Purpose
Verify that the IBGP session between the PE devices is correctly established with support for Layer 3

VPN network layer reachability information (NLRI). In this step you also confirm the local PE to CE EBGP
session is established and correctly configured to exchange IPv4 routes.

Action

user@pel> show bgp summary

Groups: 2 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0

0 0 0 0 0 0
bgp.13vpn.0



Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. . .

172.16.1.1 65410 26038 25938 0 0 1wld 3:12:32 Establ
CE1_L3vpn.inet.0: 1/2/2/0
192.168.0.3 65412 19 17 0 0 6:18 Establ

CE1_L3vpn.inet.0: 2/2/2/0
bgp.13vpn.0: 2/2/2/0

Meaning

The output shows the IBGP session to the remote PE device (192.168.0.3) has been correctly established
(Establ), and through the Up/Dun field, how long the session has been in the current state (6:18). The flaps
field confirms that no state transitions have occurred (0), indicating the session is stable. Also note that
Layer 3 VPN routes (NLRI) have been learned from the remote PE as shown by the presence of a
bgp.13vpn.0 table.

The display also confirms the EBGP session to the local CE1 device (172.16.1.1) is established and that
IPv4 routes have been received from the CE1 device and installed in the CE1 device routing instance
(CE1_L3vpn.inet.0)

This output confirms that the BGP peering between the PE devices, and to the CE device, is working
properly to support your Layer 3 VPN.

Verify Layer 3 VPN Routes in the Routing Table

Purpose

Confirm that the routing table on the PE1 device is populated with Layer 3 VPN routes advertised by
the remote PE. These routes are used to forward traffic to the remote CE device.

Action

user@el> show route table bgp.1l3vpn.0

bgp.13vpn.0@: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.3:12:172.16.2.0/30
*[BGP/170] 00:22:45, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified
> to 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2



192.168.0.3:12:172.16.255.2/32
*[BGP/170] 00:22:43, localpref 100, from 192.168.0.3
AS path: 65420 I, validation-state: unverified
> to 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2

user@el> show route table CE1_L3vpn.inet.0

CE1_L3vpn.inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

172.16.1.0/30 *[Direct/0] 1wld 03:29:44
> via xe-0/0/0:0.0
[BGP/170] 1wld 03:29:41, localpref 100
AS path: 65410 I, validation-state: unverified
> to 172.16.1.1 via xe-0/0/0:0.0

172.16.1.2/32 *[Local/0] 1wld 03:29:44
Local via xe-0/0/0:0.0
172.16.2.0/30 *[BGP/170] 00:23:28, localpref 100, from 192.168.0.3

AS path: I, validation-state: unverified
> to0 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2
172.16.255.1/32 *[BGP/170] 1wld 03:29:41, localpref 100
AS path: 65410 I, validation-state: unverified
> to 172.16.1.1 via xe-0/0/0:0.0
172.16.255.2/32 *[BGP/170] 00:23:26, localpref 100, from 192.168.0.3
AS path: 65420 I, validation-state: unverified
> to 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2

Meaning

The show route table bgp.13vpn.0 command displays the Layer 3 VPN routes that have been received from
the remote PE device. The show route table CE1_L3vpn.inet.0 command lists the all routes that have been
imported into the CE1_L3vpn routing instance. These entries represent the routes learned from the local
EBGP peering to the CE1 device, in addition to those routes received from the remote PE2 device with a
matching route target.

Both tables show the remote Layer 3 VPN routes are correctly associated with the 1sp_to_pe2 LSP as a
forwarding next hop. The outputs confirm the local PE device has learned the routes associated with the
remote CE2 location from the PE2 device. It also shows that the local PE will forward Layer 3 VPN
traffic to the remote PE2 device using MPLS transport over the provider network.



Ping the Remote PE Device Using the Layer 3 VPN Connection

Purpose

Verify Layer 3 VPN connectivity between the local and remote PE devices using ping. This command
verifies the Layer 3 VPN routing and MPLS forwarding operation between the PE devices.

Action

user@pel> ping routing-instance CE1_L3vpn 172.16.2.2 source 172.16.1.2 count 2
PING 172.16.2.2 (172.16.2.2): 56 data bytes

64 bytes from 172.16.2.2: icmp_segq=0 ttl=61 time=128.235 ms

64 bytes from 172.16.2.2: icmp_seq=1 ttl1=61 time=87.597 ms

--- 172.16.2.2 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss

round-trip min/avg/max/stddev = 87.597/107.916/128.235/20.319 m

Meaning

The output confirms that the Layer 3 VPN control and forwarding planes are operating correctly
between the PE devices.

Verify End-to-End Operation of the CE Devices Over the Layer 3 VPN

Purpose
Verify Layer 3 VPN connectivity between the CE devices. This step confirms the CE devices have
operational interfaces and are properly configured for EBGP based Layer 3 connectivity. This is done by

verifying the local CE1 device has learned the remote CE device’s routes, and by confirming the CE
devices are able to pass traffic end-to-end between their loopback addresses.

Action

user@cel> show route protocol bgp

inet.0: 12 destinations, 12 routes (12 active, © holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both



172.16.2.0/30 *[BGP/170] 00:40:50, localpref 100
AS path: 65412 I, validation-state: unverified
> to 172.16.1.2 via xe-0/0/0:0.0
172.16.255.2/32 *[BGP/170] 00:40:49, localpref 100
AS path: 65412 65420 I, validation-state: unverified
> to 172.16.1.2 via xe-0/0/0:0.0

inet6.0: 1 destinations, 1 routes (1 active, @ holddown, © hidden)

user@cel> ping 172.16.255.2 source 172.16.255.1 size 1472 do-not-fragment count 2

PING 172.16.255.2 (172.16.255.2): 1472 data bytes
1480 bytes from 172.16.255.2: icmp_seq=0 ttl=61 time=79.245 ms
1480 bytes from 172.16.255.2: icmp_seq=1 tt1=61 time=89.125 ms

--- 172.16.255.2 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 79.245/84.185/89.125/4.940 ms

Meaning

The output shows that Layer 3 VPN based connectivity is working correctly between the CE devices.
The local CE device has learned the remote CE device’s VRF interface and loopback routes through BGP.
The ping is generated to the loopback address of the remote CE device, and is sourced from the local CE
device's loopback address using the source 172.16.255.1 argument. Adding the do-not-fragment and size 1472
switches confirms that the CE devices are able to pass 1500-byte IP packets without evoking
fragmentation in the local PE device.

@ NOTE: The size 1472 argument added to the ping command generates 1472 bytes of echo
data. An additional 8 bytes of Internet Control Message Protocol (ICMP) and 20 bytes of
IP header are added to bring the total payload size to 1500-bytes. Adding the do-not-
fragment switch ensures that the local CE and PE devices cannot perform fragmentation.
This ping method confirms that fragmentation is not needed when exchanging standard
1500-byte maximum length Ethernet frames between the CE devices.

These results confirm the MPLS-based Layer 3 VPN is working correctly.
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This example shows how to configure and validate a basic MPLS-based Layer 3 VPN on routers or
switches running Junos OS. The IPv4 based example uses EBGP as the routing protocol between the
provider and customer edge devices.

@ NOTE: Our content testing team has validated and updated this example.

You can deploy an MPLS-based Layer 3 virtual private network (VPN) using routers and switches
running Junos OS to interconnect customer sites with Layer 3 connectivity. While static routing is
supported, Layer 3 VPNs typically have the customer devices exchange routing information with the
provider network and require support for IP protocols, i.e., IPv4 and/or IPvé.

This is in contrast with a Layer 2 VPN, where the customer devices may not be based on IP protocols,
and where routing, if any, occurs between the customer edge (CE) devices. Unlike a Layer 3 VPN where
the CE device interacts (peers) with the provider edge device, in a Layer 2 VPN the customer traffic


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/mpls-basic-configuration.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html

passes transparently through the provider core with any routing protocols running end-to-end between
the CE devices.

MPLS-based VPNs require baseline MPLS functionality in the provider network. Once basic MPLS is
operational, you are able to configure VPNs that use label-switched paths (LSPs) for transport over the
provider core.

The addition of VPN services does not affect the basic MPLS switching operations in the provider
network. In fact, the provider (P) devices require only a baseline MPLS configuration because they are
not VPN aware. VPN state is maintained only on the provider edge (PE) devices. This is a key reason
why MPLS-based VPNs scale so well.

Requirements

This example uses the following software and hardware components:

Junos OS Release 12.3 or later for routing and switching devices

e Revalidated on Junos OS release 20.3R1

Two Provider edge (PE) devices

One provider (P) device

Two customer edge (CE) devices

The example focuses on how to add a Layer 3 VPN to a pre-existing MPLS baseline. A basic MPLS
configuration is provided in case your network does not already have MPLS deployed.

To support MPLS-based VPNs the underlying MPLS baseline must provide the following functionality:
e Core-facing and loopback interfaces operational with MPLS family support

e An interior gateway protocol such as OSPF or IS-IS to provide reachability between the loopback
addresses of the provider (P and PE) devices

e An MPLS signalling protocol such as LDP or RSVP to signal LSPs
e LSPs established between PE device loopback addresses

LSPs are needed between each pair of PE devices that participate in a given VPN. Its a good idea to
build LSPs between all PE devices to accommodate future VPN growth. You configure LSPs at the [edit
protocols mpls] hierarchy level. Unlike an MPLS configuration for a circuit cross-connect (CCC)
connection, you do not need to manually associate the LSP with the PE device’s customer-facing (edge)
interface. Instead, Layer 3 VPNs use BGP signaling to advertise site reachability. This BGP signaling
automates the mapping of remote VPN sites to LSP forwarding next hops. This means that with a Layer
3 VPN explicit mapping of an LSP to a PE device’s edge-facing interface is not required.



Overview and Topology

Layer 3 VPNs allow customers to leverage the service provider’s technical expertise to ensure efficient
site-to-site routing. The customer edge (CE) device typically uses a routing protocol, such as BGP or
OSPF, to exchange routes with the service provider edge (PE) device. Static routing is supported for
Layer 3 VPNs, but a dynamic routing protocol is generally preferred.

Definition of a VPN involves changes to the local and remote PE devices only. No additional
configuration is needed on the provider devices (assuming they already have a working MPLS baseline),
because these devices only provide basic MPLS switching functions. The CE devices do not use MPLS
and require only a basic interface and routing protocol configuration so they can interact with the PE
devices.

In a Layer 3 VPN you configure the CE devices to peer with the local PE device. This is in contrast to a
Layer 2 VPN, where the CE devices peer to each other as if they were on a shared link, despite their
being connected through an MPLS-based provider core.

Once an MPLS baseline is in place, you must configure the following functionality on the PE devices to
establish your MPLS-based Layer 3 VPN:

o A BGP group with family inet-vpn unicast support

e A routing instance with instance type vrf and a routing protocol definition that is compatible with the
attached CE device

e The customer-facing interfaces on the PE devices configured with family inet along with an IPv4
address that places the interface on the same subnet as the attached CE device. If desired VLAN
encapsulation and a corresponding VLAN ID can also be configured.

For proper end-to-end connectivity the CE device needs to be configured with a compatible IP subnet
and routing protocol parameters to support peering with the PE device.

Figure 27 on page 260 shows the topology used in this example. The figure details the interface names,
IP addressing, and routing protocols used in the provider and customer networks. It also highlights the
peering relationship between the CE and PE devices. In this example you expect each CE device to form
an EBGP peering session fo the local PE device. Note that the provider network and both customer sites
have an assigned autonomous system number to support BGP operation. In this example routing policy
is applied at the CE devices to have them advertise the direct routes for their provider facing and
loopback interfaces.



Figure 27: An MPLS-Based Layer 3 VPN with EBGP as the PE-CE Routing Protocol
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Use the configurations in this section to quickly get your MPLS-based Layer 3 VPN up and running. The
configurations include a functional MPLS baseline to support your Layer 3 VPN. This example focuses
on the VPN aspects of the configuration. Refer to the following links for additional information on the
baseline MPLS functionality used in this example:

e Configuring MPLS on Provider Edge EX8200 and EX4500 Switches Using Circuit Cross-Connect

e Configuring MPLS on EX8200 and EX4500 Provider Switches

CLI Quick Configuration

@ NOTE: The device configurations omit the management interface, static routes, system
logging, system services, and user login information. These parts of the configuration
vary by location and are not directly related to MPLS or VPN functionality.

Edit the following commands as needed for the specifics of your environment and paste them into the
local CE (CE1) device terminal window when in configuration mode at the [edit] hierarchy:


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/mpls-p-pe-configuration.html#id-configuring-mpls-on-provider-edge-ex8200-and-ex4500-switches-using-circuit-cross-connect
https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/mpls-ex-series-provider-switches-configuring-cli.html

The complete configuration for the CE1 device.

set system host-name cel

set interfaces xe-0/0/0:0 description "Link from CE1 to PE1 for L3vpn"

set interfaces xe-0/0/0:0 unit 0 family inet address 172.16.1.1/30

set interfaces 100 unit @ family inet address 172.16.255.1/32

set routing-options router-id 172.16.255.1

set routing-options autonomous-system 65410

set protocols bgp group PE1 type external

set protocols bgp group PE1 export adv_direct

set protocols bgp group PE1 peer-as 65412

set protocols bgp group PE1 neighbor 172.16.1.2

set policy-options policy-statement adv_direct term 1 from protocol direct
set policy-options policy-statement adv_direct term 1 from route-filter 172.16.0.0/16 orlonger

set policy-options policy-statement adv_direct term 1 then accept

The complete configuration for PE1 device.

set system host-name pel

set interfaces xe-0/0/0:0 description "Link from PE1 to CE1 for L3vpn"
set interfaces xe-0/0/0:0 unit 0 family inet address 172.16.1.2/30
set interfaces xe-0/0/0:1 description "Link from PE1 to p-router"

set interfaces xe-0/0/0:1 mtu 4000

set interfaces xe-0/0/0:1 unit @ family inet address 10.1.23.1/24

set interfaces xe-0/0/0:1 unit @ family mpls

set interfaces 100 unit @ family inet address 192.168.0.1/32

set routing-instances CE1_L3vpn protocols bgp group CE1 type external
set routing-instances CE1_L3vpn protocols bgp group CE1 peer-as 65410
set routing-instances CE1_L3vpn protocols bgp group CE1 neighbor 172.16.1.1
set routing-instances CE1_L3vpn instance-type vrf

set routing-instances CE1_L3vpn interface xe-0/0/0:0.0

set routing-instances CE1_L3vpn route-distinguisher 192.168.0.1:12
set routing-instances CE1_L3vpn vrf-target target:65412:12

set routing-options router-id 192.168.0.1

set routing-options autonomous-system 65412

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 192.168.0.1

set protocols bgp group ibgp family inet-vpn unicast

set protocols bgp group ibgp neighbor 192.168.0.3

set protocols mpls label-switched-path lsp_to_pe2 to 192.168.0.3

set protocols mpls interface xe-0/0/0:1.0



set
set
set
set
set

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface 100.0 passive
protocols ospf area 0.0.0.0 interface xe-0/0/0:1.0
protocols rsvp interface 100.0

protocols rsvp interface xe-0/0/0:1.0

The complete configuration for the P device.

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

system host-name p

description "Link from p-router to PE1"
mtu 4000

unit @ family inet address 10.1.23.2/24

interfaces xe-0/0/0:0
0
0
interfaces xe-0/0/0:0 unit @ family mpls
1
1
1
1

interfaces xe-0/0/0:

interfaces xe-0/0/0:

description "Link from p-router to PE2"
mtu 4000

unit @ family inet address 10.1.34.1/24
unit 0 family mpls

interfaces 100 unit @ family inet address 192.168.0.2/32
protocols mpls interface xe-0/0/0:0.0

interfaces xe-0/0/0:
interfaces xe-0/0/0:
interfaces xe-0/0/0:
interfaces xe-0/0/0:

protocols mpls interface xe-0/0/0:1.0

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface 100.0 passive
protocols ospf area 0.0.0.0 interface xe-0/0/0:0.0
protocols ospf area 0.0.0.0 interface xe-0/0/0:1.0
protocols rsvp interface 100.0

protocols rsvp interface xe-0/0/0:0.0

protocols rsvp interface xe-0/0/0:1.0

The complete configuration for the PE2 device.

set
set
set
set
set
set
set
set
set
set
set

system host-name pe2
interfaces xe-0/0/0:1 description "Link from PE2 to CE2 for L3vpn"
interfaces xe-0/0/0:1 unit 0 family inet address 172.16.2.2/30
interfaces xe-0/0/0:0 description "Link from PE2 to p-router"
interfaces xe-0/0/0:0 mtu 4000
interfaces xe-0/0/0:0 unit @ family inet address 10.1.34.2/24
0 unit 0 family mpls
0 family inet address 192.168.0.3/32

routing-instances CE2_L3vpn protocols bgp group CE2 type external

interfaces xe-0/0/0:
interfaces 1lo@ unit

routing-instances CE2_L3vpn protocols bgp group CE2 peer-as 65420
routing-instances CE2_L3vpn protocols bgp group CE2 neighbor 172.16.2.1



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

routing-instances CE2_L3vpn instance-type vrf
routing-instances CE2_L3vpn interface xe-0/0/0:1.0
routing-instances CE2_L3vpn route-distinguisher 192.168.0.3:12
routing-instances CE2_L3vpn vrf-target target:65412:12
routing-options router-id 192.168.0.3

routing-options autonomous-system 65412

protocols bgp group ibgp type internal

protocols bgp group ibgp local-address 192.168.0.3
protocols bgp group ibgp family inet-vpn unicast

protocols bgp group ibgp neighbor 192.168.0.1

protocols mpls label-switched-path lsp_to_pel to 192.168.0.1
protocols mpls interface xe-0/0/0:0.0

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface 100.0 passive
protocols ospf area 0.0.0.0 interface xe-0/0/0:0.0
protocols rsvp interface 100.0

protocols rsvp interface xe-0/0/0:0.0

The complete configuration for the CE2 device.

set
set
set
set
set
set
set
set
set
set
set
set
set

Be sure to commit the configuration changes on all devices when satisfied with your work.
Congratulations on your new MPLS-based Layer 3 VPN! Refer to the "Verification" on page 277 section

system host-name ce2

interfaces xe-0/0/0:0 description "Link from CE2 to PE2 for L3vpn"
interfaces xe-0/0/0:0 unit 0 family inet address 172.16.2.1/30
interfaces 100 unit @ family inet address 172.16.255.2/32
routing-options router-id 172.16.255.2

routing-options autonomous-system 65420

protocols bgp group PE2 type external

protocols bgp group PE2 export adv_direct

protocols bgp group PE2 peer-as 65412

protocols bgp group PE2 neighbor 172.16.2.2

policy-options policy-statement adv_direct term 1 from protocol direct
policy-options policy-statement adv_direct term 1 from route-filter 172.16.0.0/16 orlonger

policy-options policy-statement adv_direct term 1 then accept

for the steps needed to confirm your Layer 3 VPN is working as expected.
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This section covers the steps needed to configure the PE1 device for this example. The focus in on the
PE devices because that is where the VPN configuration is housed. Refer to the "Quick Configurations"
on page 260 section for the CE device and P device configurations used in this example.

Configure the MPLS Baseline (if needed)

Before you configure a Layer 3 VPN make sure the PE device has a working MPLS baseline. If you
already having an MPLS baseline you can skip to the step-by-step procedure to add the Layer 3 VPN to
the PE devices.

e Configure the hostname.

[edit]
user@pel# set system host-name pel

e Configure the core and loopback interfaces:

[edit]

user@pel# set interfaces xe-0/0/0:1 description "Link from PE1 to P-router"
[edit]

user@pel# set interfaces xe-0/0/0:1 mtu 4000

[edit]

user@el# set interfaces xe-0/0/0:1 unit 0 family inet address 10.1.23.1/24
[edit]

user@pel# set interfaces xe-0/0/0:1 unit @ family mpls

[edit]

user@el# set interfaces 1o@ unit @ family inet address 192.168.0.1/32



BEST PRACTICE: While a Layer 3 VPN can perform fragmentation at the ingress PE, its
best practice to design the network so the CE can send a maximum sized frame without
needing fragmentation. To ensure fragmentation does not occur the provider network
should support the largest frame that the CE devices can generate afferthe MPLS and
virtual routing and forwarding (VRF) labels are added by the PE device. This example
leaves the CE devices at the default 1500-byte maximum transmission unit (MTU) while
configuring the provider core to support a 4000 byte MTU. This ensures the CE devices
cannot exceed the MTU in the provider's network even with the MPLS and VRF
encapsulation overhead.

e Configure the protocols:

@

[edit]

NOTE: Traffic engineering is supported for RSVP-signaled LSPs but is not required for
basic MPLS switching or VPN deployment. The provided MPLS baseline uses RSVP to
signal LSPs, and enables traffic engineering for OSPF. However, no path constraints are
configured so you expect the LSPs to be routed over the interior gateway protocol's
shortest path.

user@pel# set protocols ospf area 0.0.0.0 interface 100.0 passive

[edit]

user@pel# set protocols ospf area 0.0.0.0 interface xe-0/0/0:1.0

[edit]

user@pel# set protocols ospf traffic-engineering

[edit]

user@pel# set protocols mpls interface xe-0/0/0:1.0

[edit]

user@pel# set protocols rsvp interface 100.0

[edit]

user@pel# set protocols rsvp interface xe-0/0/0:1.0

e Define the LSP to the remote PE device's loopback address:

[edit]

user@pel# set protocols mpls label-switched-path lsp_to_pe2 to 192.168.0.3

The MPLS baseline is now configured on the PE1 device. Keep going to configure the Layer 3 VPN.



Procedure

Step-by-Step Procedure

Follow these steps to configure the PE1 device for a Layer 3 VPN.

1. Configure the customer-facing interface:

TIP: You can configure both an MPLS-based Layer 2 VPN and an MPLS-based Layer
3 VPN on the same PE device. However, you cannot configure the same customer
edge-facing interface to support both a Layer 2 VPN and a Layer 3 VPN.

[edit interfaces]

user@pel# set xe-0/0/0:0 description "Link from PE1 to CE1 for L3vpn"
[edit]

user@pel# set xe-0/0/0:0 unit 0 family inet address 172.16.1.2/30

2. Configure a BGP group for the peering between the local and remote PE devices. Use the PE
device’s loopback address as the local address, and enable the inet-vpn unicast address family to
support Layer 3 VPN route exchange. A routing policy for BGP is not needed on the PE devices in
this example. By default the PE devices readvertise into IBGP the routes they learn over their EBGP
peering to the CE device.

[edit protocols bgp]

user@pel# set group ibgp local-address 192.168.0.1
[edit protocols bgp]

user@pel# set group ibgp family inet-vpn unicast

TIP: You can specify other address families if the PE to PE IBGP session needs to
support non-VPN route exchange, such as regular IPv4 or IPvé routes using the inet

or inet6 families, respectively.

3. Configure the BGP group type as internal.

[edit protocols bgpl
user@pel# set group ibgp type internal



4. Configure the remote PE device's loopback address as a BGP neighbor.

[edit protocols bgpl
user@pel# set group ibgp neighbor 192.168.0.3

5. Configure the router ID to match its loopback address, and define the BGP autonomous system
number needed for BGP peering.

[edit routing-options]

user@pel# set router-id 192.168.0.1
[edit routing-options]

user@pel# set autonomous-system 65412

6. Configure the routing instance. Specify an instance name of CEZ_L3vpn, and configure an instance-
type of vrf.

[edit routing-instances]
user@pel# set CE1_L3vpn instance-type vrf

7. Configure the PE device’s customer-facing interface to belong to the routing instance.

[edit routing-instances]
user@pel# set CE1_L3vpn interface xe-0/0/0:0.0

8. Configure the routing instance’s route distinguisher. This setting is used to distinguish the routes
sent from a particular VRF on a particular PE device. It should be unique for each routing instance
on each PE device.

[edit routing-instances]
user@pel# set CE1_L3vpn route-distinguisher 192.168.0.1:12

9. Configure the instance’s virtual routing and forwarding (VRF) table route target. The vrf-target
statement adds the specified community tag to all advertised routes while automatically matching



the same value for route import. Configuring matching route targets on the PE devices that share a
given VPN is required for proper route exchange.

[edit routing-instances]
user@pel# set CE1_L3vpn vrf-target target:65142:12

@ NOTE: You can create more complex policies by explicitly configuring VRF import
and export policies using the import and export options. See vrf-importand vrf-

export for details.

10. Configure the routing instance to support EBGP peering to the CE1 device. Direct interface peering
to the CE1 end of the VRF link is used, and CE1’s autonomous system number is correctly specified

with the peer-as parameter.

[edit routing-instances]
user@pel# set CE1_L3vpn protocols bgp group CE1 type external

[edit routing-instances]
user@pel# set CE1_L3vpn protocols bgp group CE1 peer-as 65410

[edit routing-instances]
user@pel# set CE1_L3vpn protocols bgp group CE1 neighbor 172.16.1.1

11. Commit your changes at the PE1 device and return to CLI operational mode.

[edit]
user@pel# commit and-quit

Results

Display the results of the configuration on the PE1 device. The output reflects only the functional

configuration added in this example.

user@pel> show configuration

interfaces {
xe-0/0/0:0 {
description "Link from PE1 to CE1 for L3vpn";



unit @ {
family inet {

}
}
unit @ {
family inet {
address 10.1.23.1/24;
}
family mpls;
}
ge-0/0/1 {
description "Link from PE1 to P-router";
mtu 4000;
unit 0 {
family inet {
address 10.1.23.1/24;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.168.0.1/32;
}
}
}
}
routing-instances {
CE1_L3vpn {
protocols {
bgp {
group CE1 {
type external;
peer-as 65410;
neighbor 172.16.1.1;
}
}
}

instance-type vrf;

interface xe-0/0/0:0.0;
route-distinguisher 192.168.0.1:12;
vrf-target target:65412:12;



}
routing-options {
router-id 192.168.0.1;
autonomous-system 65412;
}
protocols {
bgp {
group ibgp {
type internal;
local-address 192.168.0.1;
family inet-vpn {

unicast;
}
neighbor 192.168.0.3;
}
}
mpls {
label-switched-path 1sp_to_pe2 {
to 192.168.0.3;
}
interface xe-0/0/0:1.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface xe-0/0/0:1.0;
}
}
rsvp {
interface 100.0;
interface xe-0/0/0:1.0;
}
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This section covers the steps needed to configure the PE1 device for this example. The focus in on the
PE devices because that is where the VPN configuration is housed. Refer to the "Quick Configurations"
on page 260 section for the CE device and P device configurations used in this example.

Configure the MPLS Baseline (if needed)

Before you configure a Layer 3 VPN make sure the PE device has a working MPLS baseline. If you
already having an MPLS baseline you can skip to the step-by-step procedure to add the Layer 3 VPN to
the PE devices.

e Configure the hostname.

[edit]
user@pe2# set system host-name pe2

e Configure the core and loopback interfaces:

[edit]

user@pe2# set interfaces xe-0/0/0:0 description "Link from PE2 to P-router"
[edit]

user@pe2# set interfaces xe-0/0/0:0 mtu 4000

[edit]

user@pe2# set interfaces xe-0/0/0:0 unit 0 family inet address 10.1.34.2/24
[edit]

user@pe2# set interfaces xe-0/0/0:0 unit 0 family mpls

[edit]

user@e2# set interfaces 1lo@ unit @ family inet address 192.168.0.3/32



BEST PRACTICE: While a Layer 3 VPN can perform fragmentation at the ingress PE, its
best practice to design the network so the CE can send a maximum sized frame without
needing fragmentation. To ensure fragmentation does not occur the provider network
should support the largest frame that the CE devices can generate afferthe MPLS and
virtual routing and forwarding (VRF) labels are added by the PE device. This example
leaves the CE devices at the default 1500-byte maximum transmission unit (MTU) while
configuring the provider core to support a 4000 byte MTU. This ensures the CE devices
cannot exceed the MTU in the provider's network even with the MPLS and VRF
encapsulation overhead.

e Configure the protocols:

@

[edit]

NOTE: Traffic engineering is supported for RSVP-signaled LSPs but is not required for
basic MPLS switching or VPN deployment. The provided MPLS baseline uses RSVP to
signal LSPs, and enables traffic engineering for OSPF. However, no path constraints are
configured so you expect the LSPs to be routed over the interior gateway protocol's
shortest path.

user@pe2# set protocols ospf area 0.0.0.0 interface 100.0 passive

[edit]

user@pe2# set protocols ospf area 0.0.0.0 interface xe-0/0/0:0.0

[edit]

user@pe2# set protocols ospf traffic-engineering

[edit]

user@pe2# set protocols mpls interface xe-0/0/0:0.0

[edit]

user@pe2# set protocols rsvp interface 100.0

[edit]

user@pe2# set protocols rsvp interface xe-0/0/0:0.0

e Define the LSP to the remote PE device's loopback address:

[edit]

user@pe2# set protocols mpls label-switched-path lsp_to_pel to 192.168.0.1

The MPLS baseline is now configured on the PE1 device. Keep going to configure the Layer 3 VPN.



Procedure

Step-by-Step Procedure

Follow these steps to configure the PE2 device for a Layer 3 VPN.

1. Configure the customer-facing interface:

TIP: You can configure both an MPLS-based Layer 2 VPN and an MPLS-based Layer
3 VPN on the same PE device. However, you cannot configure the same customer
edge-facing interface to support both a Layer 2 VPN and a Layer 3 VPN.

[edit interfaces]
user@pe2# set xe-0/0/0:1 description "Link from PE2 to CE2 for L3vpn"

[edit]
user@pe2# set xe-0/0/0:1 unit 0 family inet address 172.16.2.2/30

2. Configure a BGP group for the peering between the local and remote PE devices. Use the PE
device’s loopback address as the local address, and enable the inet-vpn unicast address family to

support Layer 3 VPN route exchange.

[edit protocols bgp]

user@pel# set group ibgp local-address 192.168.0.1
[edit protocols bgp]

user@pel# set group ibgp family inet-vpn unicast

TIP: You can specify other address families if the PE to PE IBGP session needs to
support non-VPN route exchange, such as regular IPv4 or IPvé routes using the inet

or inet6 families, respectively.

3. Configure the BGP group type as internal.

[edit protocols bgpl
user@pe2# set group ibgp type internal



4. Configure the PE1 device's loopback address as a BGP neighbor.

[edit protocols bgpl
user@pe2# set group ibgp neighbor 192.168.0.1

5. Configure the router ID to match its loopback address, and define the BGP autonomous system
number.

[edit routing-options]

user@pe2# set routing-options router-id 192.168.0.3
[edit routing-options]

user@pe2# set autonomous-system 65412

6. Configure the routing instance. Specify an instance name of CEZ_L3vpn, with an instance-type of vrf.

[edit routing-instances]
user@pe2# set CE2_L3vpn instance-type vrf

7. Configure the PE device’s customer-facing interface to belong to the routing instance.

[edit routing-instances]
user@pe2# set CE2_L3vpn interface xe-0/0/0:1.0

8. Configure the routing instance’s route distinguisher. This setting is used to distinguish the routes
sent from a particular VRF on a particular PE device. It should be unique for each routing instance
on each PE device.

[edit routing-instances]
user@pe2# set CE2_L3vpn route-distinguisher 192.168.0.3:12

9. Configure the instance’s virtual routing and forwarding (VRF) table route target. The vrf-target
statement adds the specified community tag to all advertised routes while automatically matching



the same value for route import. Configuring matching route targets on the PE devices that share a
given VPN is required for proper route exchange.

[edit routing-instances]
user@pe2# set CE2_L3vpn vrf-target target:65412:12

@ NOTE: You can create more complex policies by explicitly configuring VRF import
and export policies using the import and export options. See vrf-importand vrf-

export for details.

10. Configure the routing instance to support EBGP peering to the CE2 device. Direct interface peering
to the CE2 end of the VRF link is used, and CE2’s autonomous system number is correctly specified

with the peer-as parameter.

[edit routing-instances]
user@pe2# set CE2_L3vpn protocols bgp group CE2 type external

[edit routing-instances]
user@pe2# set CE2_L3vpn protocols bgp group CE2 peer-as 65420

[edit routing-instances]
user@pe2# set CE2_L3vpn protocols bgp group CE2 neighbor 172.16.2.1

11. Commit your changes at the PE2 device and return to CLI operational mode.

[edit]
user@pe2# commit and-quit

Results

Display the results of the configuration on the PE2 device. The output reflects only the functional

configuration added in this example.

user@pe2> show configuration

interfaces {
xe-0/0/0:0 {
description "Link from PE2 to p-router";



mtu 4000;
unit 0 {
family inet {
address 10.1.34.2/24;

}
family mpls;
}
}
xe-0/0/0:1 {
description "Link from PE2 to CE2 for L3vpn";
unit @ {
family inet {
address 172.16.2.2/30;
}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.3/32;
}
}
}
}
routing-instances {
CE2_L3vpn {
protocols {
bgp {
group CE2 {
type external;
peer-as 65420;
neighbor 172.16.2.1;
}
}
}
instance-type vrf;
interface xe-0/0/0:1.0;
route-distinguisher 192.168.0.3:12;
vrf-target target:65412:12;
}
}

routing-options {
router-id 192.168.0.3;



autonomous-system 65412;

}
protocols {
bgp {
group ibgp {
type internal;
local-address 192.168.0.3;
family inet-vpn {
unicast;
}
neighbor 192.168.0.1;
}
}
mpls {
label-switched-path 1sp_to_pel {
to 192.168.0.1;
}
interface xe-0/0/0:0.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface xe-0/0/0:0.0;
}
}
rsvp {
interface 100.0;
interface xe-0/0/0:0.0;
}
}
Verification
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Perform these tasks to verify that the MPLS-based Layer 3 VPN works properly:

Verify Provider OSPF Adjacencies and Route Exchange

Purpose
Confirm the OSPF protocol is working properly in the provider network by verifying adjacency status

and OSPF learned routes to the loopback addresses of the remote provider devices. Proper IGP
operation is critical for the successful establishment of MPLS LSPs.

Action

user@pe1> show ospf neighbor

Address Interface State ID Pri Dead
10.1.23.2 xe-0/0/0:1.0 Full 192.168.0.2 128 37

user@pel1> show route protocol ospf | match 192.168

192.168.0.2/32 *[0OSPF/10] 1wld 23:59:43, metric 1

192.168.0.3/32 *[OSPF/10] 1wld 23:59:38, metric 2
Meaning

The output shows that the PE1 device has established an OSPF adjacency to the P device (192.168.0.2). It
also shows that the P and remote PE device loopback addresses (192.168.0.2) and (192.168.0.3) are
correctly learned via OSPF at the local PE device.



Verify MPLS and RSVP Interface Settings

Purpose
Verify that the RSVP and MPLS protocols are configured to operate on the PE device's core-facing

interface. This step also verifies that family mpls is correctly configured at the unit level of the PE device’s
core-facing interface.

Action

user@oel1> show mpls interface

Interface State Administrative groups (x: extended)
xe-0/0/0:1.0 Up <none>

user@el1> show rsvp interface

RSVP interface: 2 active

Active Subscr- Static Available Reserved Highwater
Interface State resv iption BW BW BW mark
100.0 Up 0 100% Obps 0bps 0bps Obps
xe-0/0/0:1.0 Up 1 100% 10Gbps 10Gbps Qbps Qbps

Meaning

The output shows that MPLS and RSVP are correctly configured on the local PE device’s core and
loopback interfaces.

Verify RSVP Signaled LSPs

Purpose

Verify that RSVP signaled ingress and egress LSPs are correctly established between the PE device'’s
loopback addresses.



Action

user@pel> show rsvp session
Ingress RSVP: 1 sessions
To From State Rt Style Labelin Labelout LSPname

192.168.0.3 192.168.0.1 Up 0 1FF = 17 1sp_to_pe2
Total 1 displayed, Up 1, Down 0

Egress RSVP: 1 sessions

To From State Rt Style Labelin Labelout LSPname
192.168.0.1 192.168.0.3 Up 0 1FF 3 - lsp_to_pel
Total 1 displayed, Up 1, Down 0

Transit RSVP: @ sessions

Total @ displayed, Up @, Down 0

Meaning

The output shows that both the ingress and egress RSVP sessions are correctly established between the
PE devices. Successful LSP establishment indicates the MPLS baseline is operational.

Verify BGP Session Status

Purpose

Verify that the IBGP session between the PE devices is correctly established with support for Layer 3
VPN network layer reachability information (NLRI). In this step you also confirm the local PE to CE EBGP
session is established and correctly configured to exchange IPv4 routes.

Action

user@pel> show bgp summary

Groups: 2 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0

0 0 0 0 0 0
bgp.13vpn.0



Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. . .

172.16.1.1 65410 26038 25938 0 0 1wld 3:12:32 Establ
CE1_L3vpn.inet.0: 1/2/2/0
192.168.0.3 65412 19 17 0 0 6:18 Establ

CE1_L3vpn.inet.0: 2/2/2/0
bgp.13vpn.0: 2/2/2/0

Meaning

The output shows the IBGP session to the remote PE device (192.168.0.3) has been correctly established
(Establ), and through the Up/Dun field, how long the session has been in the current state (6:18). The flaps
field confirms that no state transitions have occurred (0), indicating the session is stable. Also note that
Layer 3 VPN routes (NLRI) have been learned from the remote PE as shown by the presence of a
bgp.13vpn.0 table.

The display also confirms the EBGP session to the local CE1 device (172.16.1.1) is established and that
IPv4 routes have been received from the CE1 device and installed in the CE1 device routing instance
(CE1_L3vpn.inet.0)

This output confirms that the BGP peering between the PE devices, and to the CE device, is working
properly to support your Layer 3 VPN.

Verify Layer 3 VPN Routes in the Routing Table

Purpose

Confirm that the routing table on the PE1 device is populated with Layer 3 VPN routes advertised by
the remote PE. These routes are used to forward traffic to the remote CE device.

Action

user@el> show route table bgp.1l3vpn.0

bgp.13vpn.0@: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.3:12:172.16.2.0/30
*[BGP/170] 00:22:45, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified
> to 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2



192.168.0.3:12:172.16.255.2/32
*[BGP/170] 00:22:43, localpref 100, from 192.168.0.3
AS path: 65420 I, validation-state: unverified
> to 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2

user@el> show route table CE1_L3vpn.inet.0

CE1_L3vpn.inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

172.16.1.0/30 *[Direct/0] 1wld 03:29:44
> via xe-0/0/0:0.0
[BGP/170] 1wld 03:29:41, localpref 100
AS path: 65410 I, validation-state: unverified
> to 172.16.1.1 via xe-0/0/0:0.0

172.16.1.2/32 *[Local/0] 1wld 03:29:44
Local via xe-0/0/0:0.0
172.16.2.0/30 *[BGP/170] 00:23:28, localpref 100, from 192.168.0.3

AS path: I, validation-state: unverified
> to0 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2
172.16.255.1/32 *[BGP/170] 1wld 03:29:41, localpref 100
AS path: 65410 I, validation-state: unverified
> to 172.16.1.1 via xe-0/0/0:0.0
172.16.255.2/32 *[BGP/170] 00:23:26, localpref 100, from 192.168.0.3
AS path: 65420 I, validation-state: unverified
> to 10.1.23.2 via xe-0/0/0:1.0, label-switched-path lsp_to_pe2

Meaning

The show route table bgp.13vpn.0 command displays the Layer 3 VPN routes that have been received from
the remote PE device. The show route table CE1_L3vpn.inet.0 command lists the all routes that have been
imported into the CE1_L3vpn routing instance. These entries represent the routes learned from the local
EBGP peering to the CE1 device, in addition to those routes received from the remote PE2 device with a
matching route target.

Both tables show the remote Layer 3 VPN routes are correctly associated with the 1sp_to_pe2 LSP as a
forwarding next hop. The outputs confirm the local PE device has learned the routes associated with the
remote CE2 location from the PE2 device. It also shows that the local PE will forward Layer 3 VPN
traffic to the remote PE2 device using MPLS transport over the provider network.



Ping the Remote PE Device Using the Layer 3 VPN Connection

Purpose

Verify Layer 3 VPN connectivity between the local and remote PE devices using ping. This command
verifies the Layer 3 VPN routing and MPLS forwarding operation between the PE devices.

Action

user@pel> ping routing-instance CE1_L3vpn 172.16.2.2 source 172.16.1.2 count 2
PING 172.16.2.2 (172.16.2.2): 56 data bytes

64 bytes from 172.16.2.2: icmp_segq=0 ttl=61 time=128.235 ms

64 bytes from 172.16.2.2: icmp_seq=1 ttl1=61 time=87.597 ms

--- 172.16.2.2 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss

round-trip min/avg/max/stddev = 87.597/107.916/128.235/20.319 m

Meaning

The output confirms that the Layer 3 VPN control and forwarding planes are operating correctly
between the PE devices.

Verify End-to-End Operation of the CE Devices Over the Layer 3 VPN

Purpose
Verify Layer 3 VPN connectivity between the CE devices. This step confirms the CE devices have
operational interfaces and are properly configured for EBGP based Layer 3 connectivity. This is done by

verifying the local CE1 device has learned the remote CE device’s routes, and by confirming the CE
devices are able to pass traffic end-to-end between their loopback addresses.

Action

user@cel> show route protocol bgp

inet.0: 12 destinations, 12 routes (12 active, © holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both



172.16.2.0/30 *[BGP/170] 00:40:50, localpref 100
AS path: 65412 I, validation-state: unverified
> to 172.16.1.2 via xe-0/0/0:0.0
172.16.255.2/32 *[BGP/170] 00:40:49, localpref 100
AS path: 65412 65420 I, validation-state: unverified
> to 172.16.1.2 via xe-0/0/0:0.0

inet6.0: 1 destinations, 1 routes (1 active, @ holddown, © hidden)

user@cel> ping 172.16.255.2 source 172.16.255.1 size 1472 do-not-fragment count 2

PING 172.16.255.2 (172.16.255.2): 1472 data bytes
1480 bytes from 172.16.255.2: icmp_seq=0 ttl=61 time=79.245 ms
1480 bytes from 172.16.255.2: icmp_seq=1 tt1=61 time=89.125 ms

--- 172.16.255.2 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 79.245/84.185/89.125/4.940 ms

Meaning

The output shows that Layer 3 VPN based connectivity is working correctly between the CE devices.
The local CE device has learned the remote CE device’s VRF interface and loopback routes through BGP.
The ping is generated to the loopback address of the remote CE device, and is sourced from the local CE
device's loopback address using the source 172.16.255.1 argument. Adding the do-not-fragment and size 1472
switches confirms that the CE devices are able to pass 1500-byte IP packets without evoking
fragmentation in the local PE device.

@ NOTE: The size 1472 argument added to the ping command generates 1472 bytes of echo
data. An additional 8 bytes of Internet Control Message Protocol (ICMP) and 20 bytes of
IP header are added to bring the total payload size to 1500-bytes. Adding the do-not-
fragment switch ensures that the local CE and PE devices cannot perform fragmentation.
This ping method confirms that fragmentation is not needed when exchanging standard
1500-byte maximum length Ethernet frames between the CE devices.

These results confirm the MPLS-based Layer 3 VPN is working correctly.
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Understanding IPvé6 Layer 3 VPNs

The interfaces between the PE and CE routers of a Layer 3 VPN can be configured to carry IP version 6
(IPvé6) traffic. IP allows numerous nodes on different networks to interoperate seamlessly. IPv4 is
currently used in intranets and private networks, as well as the Internet. IPvé6 is the successor to IPv4,
and is based for the most part on IPv4.

In the Juniper Networks implementation of IPvé, the service provider implements an MPLS-enabled
IPv4 backbone to provide VPN service for IPvé customers. The PE routers have both IPv4 and IPvé
capabilities. They maintain IPvé6 VPN routing and forwarding (VRF) tables for their IPvé6 sites and
encapsulate IPvé traffic in MPLS frames that are then sent into the MPLS core network. IPv6 VPN
routing over MPLS is also known as 6VPE.

IPvé6 for Layer 3 VPN is supported for BGP and for static routes.

IPvé6 over Layer 3 VPNs is described in RFC 4659, BGP-MPLS IP Virtual Private Network (VPN)
Extension for IPvé VPN.

Configuring Layer 3 VPNs to Carry IPvé6 Traffic

IN THIS SECTION

Configuring IPv6 on the PE Router | 286
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Configuring the Connection Between the PE and CE Routers | 287

Configuring IPv6 on the Interfaces | 289

You can configure IP version 6 (IPv6) between the PE and CE routers of a Layer 3 VPN. The PE router
must have the PE router to PE router BGP session configured with the family inet6-vpn statement. The

CE router must be capable of receiving IPv6 traffic. You can configure BGP or static routes between the
PE and CE routers.

The following sections explains how to configure IPv6 VPNs between the PE routers:

Configuring IPvé6 on the PE Router

To configure IPv6 between the PE and CE routers, include the family inet6-vpn statement in the
configuration on the PE router:

family inet6-vpn {
(any | multicast | unicast) {
aggregate-label community community-name;
prefix-limit maximum prefix-1imit;

rib-group rib-group-name;

For a list of hierarchy levels at which you can configure this statement, see the statement summary
section for this statement.

You also must include the ipv6-tunneling statement:

ipv6-tunneling;

You can include this statement at the following hierarchy levels:

e [edit protocols mpls]

o [edit logical-systems logical-system-name protocols mpls]



Configuring the Connection Between the PE and CE Routers

To support IPvé routes, you must configure BGP, OSPF version 3, IS-IS, or static routes for the
connection between the PE and CE routers in the Layer 3 VPN. You can configure BGP to handle just
IPv6 routes or both IP version 4 (IPv4) and IPvé routes.

For more information about IS-IS see Example: Configuring IS-I1S,

The following sections explain how to configure BGP and static routes:

Configuring BGP on the PE Router to Handle IPvé6 Routes

To configure BGP in the Layer 3 VPN routing instance to handle IPvé routes, include the bgp statement:

bgp {
group group-name {
local-address IPv6-address;
family inet6 {
unicast;
}
peer-as as-number;

neighbor IPv6-address;

You can include this statement at the following hierarchy levels:

o [edit routing-instances routing-instance-name protocols]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols]

Configuring BGP on the PE Router for IPv4 and IPv6 Routes

To configure BGP in the Layer 3 VPN routing instance to handle both IPv4 and IPvé routes, include the
bgp statement:

bgp {
group group-name {
local-address IPv4-address;
family inet {

unicast;


https://www.juniper.net/documentation/en_US/junos/topics/example/routing-protocol-is-is-security-configuring-cli.html

family inet6 {
unicast;

}

peer-as as-number;

neighbor address;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

Configuring OSPF Version 3 on the PE Router

To configure OSPF version 3 in the Layer 3 VPN routing instance to handle IPvé routes, include the ospf3
statement:

ospf3 {
area area-id {

interface interface-name;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.



Configuring Static Routes on the PE Router

To configure a static route to the CE router in the Layer 3 VPN routing instance, include the routing-
options statement:

routing-options {
rib routing-table.inet6.0 {
static {
defaults {

static-options;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

Configuring IPvé6 on the Interfaces

You need to configure IPv6 on the PE router interfaces to the CE routers and on the CE router interfaces
to the PE routers.

To configure the interface to handle IPvé routes, include the family inet6 statement:

family inet6 {

address Ipv6-address;

You can include this statement at the following hierarchy levels:

o [edit interfaces interface-name unit unit-number]

o [edit logical-systems logical-system-name interfaces Interface-name unit unit-number]



@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

If you have configured the Layer 3 VPN to handle both IPv4 and IPvé routes, configure the interface to
handle both IPv4 and IPvé6 routes by including the unit statement:

unit wnit-number {
family inet {
address ipv4-address;
}
family inet6 {

address Ipv6-address;

You can include this statement at the following hierarchy levels:

o [edit interfaces interface-name]

o [edit logical-systems logical-system-name interfaces interface-name]

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

Example: Tunneling Layer 3 VPN IPvé Islands over an IPv4 Core Using IBGP and
Independent Domains
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This example shows how to configure Junos OS to tunnel IPv6 over a Layer 3 VPN IPv4 network.
Internal BGP (IBGP) is used between the customer edge (CE) and provider edge (PE) devices, as

described in Internet draft draft-marques-ppvpn-ibgp-version.txt, RFC2547bis networks using internal
BGP as PE-CE protocol, instead of the more typical external BGP (EBGP) PE-CE connections.



Requirements

No special configuration beyond device initialization is required before you configure this example.

All PE routers participating in a Layer 3 VPN with the independent-domain statement in its configuration
must be running Junos OS Release 6.3 or later.

Overview

IN THIS SECTION

Topology | 292

This example shows one method of enabling a router to participate in a customer VPN autonomous-
system (AS) domain and to transparently exchange routing information through a Layer 3 VPN without
the customer network attributes being visible to the carrier network, and without the carrier network
attributes being visible to the customer network.

As an added requirement, the customer network in this example is based on IPvé, while the provider
network uses IPv4.

The independent-domain feature is useful when customer route attributes need to be transparently
forwarded across the VPN network without even the service-provider (SP) AS path appearing in the
routes. In a typical Layer 3 VPN, the route attributes such as the originator ID, cluster list, route metric,
and AS path are not transparent from one CE device to another CE device.

For example, suppose you have a customer VRF whose AS is 1. The customer advertises routes to you
through BGP (either IBGP or EBGP). Your core network (the primary routing instance) uses AS 3.
Without independent-domain configured, if the customer advertises 10.0.0.0/24 to you through BGP, the
prefix contains the customer’s AS 1 in the AS path. To transport the advertisement across the core to
the other PE devices, your core AS 3 is added to the AS path by multiprotocol BGP (MP-BGP). The AS
path is now 3 1. When the prefix is advertised out of the core back into the Layer 3 VPN at a remote PE
device, the Layer 3 VPN AS 1 is added again, making the AS Path 1 3 1, which is an AS loop. The
independent-domain statement ensures that only the ASs in the routing-instance are checked during loop
detection, and the main, primary routing instances (your core’s AS 3) is not considered. This is done by
using the attribute 128 (attribute set), which is an optional transitive attribute. The attribute set hides
the route’s AS path, local preference, and so on, so that those do not appear during the loop check.
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@ NOTE: In Junos OS 10.4 and later, you can specify the no-attrset option of independent-
domain so that instead of using attribute 128 (attribute set), Junos OS simply does loop
checking on routing-instance ASs without considering your core’s AS used in MP-BGP.
This is useful if you are using the 1local-as feature, and you only want to configure
independent domains to maintain the independence of local ASs in the routing instance,
and perform BGP loop detection only for the specified local ASs in the routing instance.
In this case, you can disable the attribute set message.

Topology

Figure 28 on page 292 shows the sample network.

Figure 28: Layer 3 VPN IPvé6 Islands over an IPv4 Core Using IBGP and Independent Domains
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"CLI Quick Configuration" on page 293 shows the configuration for all of the devices in Figure 28 on

page 292.

The section "Configuring Device PE1" on page 295 describes the steps on Device PE1.
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Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any

line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Device CE1

set
set
set
set
set
set
set
set
set
set

set

interfaces ge-1/2/1 unit @ family inet6 address ::10.1.1.1/126
interfaces ge-1/2/1 unit @ family mpls

interfaces 100 unit 0 family inet6 address ::192.0.2.1/32
protocols bgp group toPE1 type internal

protocols bgp group toPE1 family inet6 unicast

protocols bgp group toPE1 export send-direct

protocols bgp group toPE1 neighbor ::10.1.1.2

policy-options policy-statement send-direct from protocol direct
policy-options policy-statement send-direct then accept
routing-options router-id 192.0.2.1

routing-options autonomous-system 64510

Device CE2

set
set
set
set
set
set
set
set
set

interfaces ge-1/2/4 unit 0 family inet6 address ::10.1.1.14/126
interfaces ge-1/2/4 unit 0 family mpls

interfaces 100 unit 0 family inet6 address ::192.0.2.5/32
protocols bgp group toPE2 type internal

protocols bgp group toPE2 family inet6 unicast

protocols bgp group toPE2 export send-direct

protocols bgp group toPE2 neighbor ::10.1.1.13

policy-options policy-statement send-direct from protocol direct
policy-options policy-statement send-direct then accept



set routing-options router-id 192.0.2.5

set routing-options autonomous-system 64510

Device PE1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-1/2/1 unit @ family inet6 address ::10.1.1.2/126
interfaces ge-1/2/2 unit @ family inet address 10.1.1.5/30
interfaces ge-1/2/2 unit @ family mpls

interfaces 1lo@ unit 0 family inet address 192.0.2.2/32

protocols mpls ipv6-tunneling

protocols mpls interface ge-1/2/2.0

protocols bgp group toPE2 type internal

protocols bgp group toPE2 local-address 192.0.2.2

protocols bgp group toPE2 family inet6-vpn unicast

protocols bgp group toPE2 neighbor 192.0.2.4

protocols ospf area 0.0.0.0 interface 100.0 passive

protocols ospf area 0.0.0.0 interface ge-1/2/2.0

protocols ldp interface ge-1/2/2.0

protocols ldp interface 100.0

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

red
red
red
red
red
red
red
red
red
red

instance-type vrf

interface ge-1/2/1.0

route-distinguisher 64512:1

vrf-target target:64512:1

routing-options router-id 192.0.2.2

routing-options autonomous-system 64510
routing-options autonomous-system independent-domain
protocols bgp group toCE1 type internal

protocols bgp group toCE1 family inet6 unicast
protocols bgp group toCE1 neighbor ::10.1.1.1

routing-options router-id 192.0.2.2

routing-options autonomous-system 64512

Device P

set
set
set
set
set
set
set

interfaces ge-1/2/2 unit 0 family inet address 10.1.1.6/30
interfaces ge-1/2/2 unit @ family mpls

interfaces ge-1/2/3 unit 0 family inet address 10.1.1.9/30
interfaces ge-1/2/3 unit @ family mpls

interfaces 1lo@ unit 0 family inet address 192.0.2.3/32
protocols mpls interface all

protocols ospf area 0.0.0.0 interface 100.0 passive



set protocols ospf area 0.0.0.0 interface all

set protocols 1ldp interface all

set routing-options router-id 192.0.2.3

Device PE2

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

Configuring Device PE1

interfaces ge-1/2/3 unit @ family inet address 10.1.1.10/30
interfaces ge-1/2/3 unit @ family mpls

interfaces ge-1/2/4 unit 0 family inet6 address ::10.1.1.13/126
interfaces 100 unit @ family inet address 192.0.2.4/32
protocols mpls ipv6-tunneling

protocols mpls interface ge-1/2/3.0

protocols bgp group toPE1 type internal

protocols bgp group toPE1 local-address 192.0.2.4

protocols bgp group toPE1 family inet6-vpn unicast

protocols bgp group toPE1 neighbor 192.0.2.2

protocols ospf area 0.0.0.0 interface 100.0 passive

protocols ospf area 0.0.0.0 interface ge-1/2/3.0

protocols ldp interface ge-1/2/3.0

protocols ldp interface 100.0

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

red
red
red
red
red
red
red
red
red
red

instance-type vrf

interface ge-1/2/4.0

route-distinguisher 64512:1

vrf-target target:64512:1

routing-options router-id 192.0.2.4

routing-options autonomous-system 64510
routing-options autonomous-system independent-domain
protocols bgp group toCE2 type internal

protocols bgp group toCE2 family inet6 unicast
protocols bgp group toCE2 neighbor ::10.1.1.14

routing-options router-id 192.0.2.4

routing-options autonomous-system 64512

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]

user@PE1# set ge-1/2/1 unit 0 family inet6 address ::10.1.1.2/126
user@PE1# set ge-1/2/2 unit 0 family inet address 10.1.1.5/30
user@PE1# set ge-1/2/2 unit @ family mpls

user@E1# set 1lo@ unit 0 family inet address 192.0.2.2/32

2. Configure MPLS on the interfaces.

[edit protocols mpls]
user@E1# set ipv6-tunneling
user@PE1# set interface ge-1/2/2.0

3. Configure BGP.

[edit protocols bgp group toPE2]
user@PE1# set type internal

user@PE1# set local-address 192.0.2.2
user@PE1# set family inet6-vpn unicast
user@E1# set neighbor 192.0.2.4

4. Configure an interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@E1# set interface 100.0 passive
user@PE1# set interface ge-1/2/2.0

5. Configure a signaling protocol.

[edit protocols]
user@PE1# set 1dp interface ge-1/2/2.0
user@E1# set ldp interface 100.0



6. Configure the routing instance.

[edit routing-instances red]

user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#

set
set
set
set
set
set
set
set

instance-type vrf

interface ge-1/2/1.0

route-distinguisher 64512:1

vrf-target target:64512:1

routing-options router-id 192.0.2.2

protocols bgp group toCE1 type internal
protocols bgp group toCE1 family inet6 unicast
protocols bgp group toCE1 neighbor ::10.1.1.1

7. In the routing instance, include the AS number of the customer network, and include the independent-

domain statement.

[edit routing-instances red routing-options]

user@PE1# set autonomous-system 64510

user@PE1# set autonomous-system independent-domain

8. In the main instance, configure the router ID and the provider AS number.

[edit routing-options]
user@PE1# set router-id 192.0.2.2

user@PE1# set autonomous-system 64512

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show

routing-instances, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@PE1# show interfaces

interfaces {
ge-1/2/1

{

unit 0 {

family inet6 {
address ::10.1.1.2/126;



}
ge-1/2/2 {
unit 0 {
family inet {
address 10.1.1.5/30;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.0.2.2/32;
}
}
}

user@PE1# show protocols
mpls {
ipv6-tunneling;
interface ge-1/2/2.0;

}
bgp {
group toPE2 {
type internal;
local-address 192.0.2.2;
family inet6-vpn {
unicast;
}
neighbor 192.0.2.4;
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}

interface ge-1/2/2.0;



}
ldp {
interface ge-1/2/2.0;

interface 100.0;

user@PE1# show routing-instances
red {
instance-type vrf;
interface ge-1/2/1.0;
route-distinguisher 64512:1;
vrf-target target:64512:1;
routing-options {
router-id 192.0.2.2;

autonomous-system 64510 independent-domain;

}
protocols {
bgp {
group toCE1 {
type internal;
family inet6 {
unicast;
}
neighbor ::10.1.1.1;
}
}
}

user@PE1# show routing-options
router-id 192.0.2.2;

autonomous-system 64512;

If you are done configuring the device, enter commit from configuration mode.



Verification

IN THIS SECTION

Verifying That the CE Devices Have Connectivity | 300
Checking the AS Paths | 301

Confirm that the configuration is working properly.

Verifying That the CE Devices Have Connectivity

Purpose

Make sure that the tunnel is operating.

Action

From operational mode, enter the ping command.

user@CE1> ping ::192.0.2.5

PING6(56=40+8+8 bytes) ::10.1.1.1 --> ::192.0.2.5

16 bytes from ::192.0.2.5, icmp_seq=0 hlim=63 time=1.943 ms
16 bytes from ::192.0.2.5, icmp_seq=1 hlim=63 time=1.587 ms
*C

--- ::192.0.2.5 ping6 statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/std-dev = 1.587/1.765/1.943/0.178 ms

user@CE2> ping ::192.0.2.1

PING6(56=40+8+8 bytes) ::10.1.1.14 --> ::192.0.2.1

16 bytes from ::192.0.2.1, icmp_segq=0 hlim=63 time=2.097 ms
16 bytes from ::192.0.2.1, icmp_seq=1 hlim=63 time=1.610 ms
*C

--- ::192.0.2.1 ping6 statistics ---



2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/std-dev = 1.610/1.853/2.097/0.244 ms

Meaning

The IPv6 CE devices can communicate over the core IPv4 network.

Checking the AS Paths

Purpose

Make sure that the provider AS number does not appear in the CE device routing tables.

Action

From operational mode, enter the show route protocol bgp detail command.

user@CE1> show route protocol bgp detail

inet6.0: 8 destinations, 8 routes (8 active, @ holddown, @ hidden)
::192.0.2.5/32 (1 entry, 1 announced)
*BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x9514354
Next-hop reference count: 6
Source: ::10.1.1.2
Next hop type: Router, Next hop index: 924
Next hop: ::10.1.1.2 via ge-1/2/1.0, selected
Session Id: 0x500001
Protocol next hop: ::10.1.1.2
Indirect next hop: 0x971c000 262147 INH Session ID: 0x500002
State: <Active Int Ext>
Local AS: 64510 Peer AS: 64510
Age: 50:58 Metric2: @
Validation State: unverified
Task: BGP_64510.::10.1.1.2+45824
Announcement bits (2): 0-KRT 2-Resolve tree 2
AS path: I
Accepted
Localpref: 100
Router ID: 192.0.2.2



::10.1.1.12/126 (1 entry, 1 announced)

*BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x9514354
Next-hop reference count: 6
Source: ::10.1.1.2
Next hop type: Router, Next hop index: 924
Next hop: ::10.1.1.2 via ge-1/2/1.0, selected
Session Id: 0x500001
Protocol next hop: ::10.1.1.2
Indirect next hop: 0x971c000 262147 INH Session ID: 0x500002
State: <Active Int Ext>
Local AS: 64510 Peer AS: 64510
Age: 50:58 Metric2: 0
Validation State: unverified
Task: BGP_64510.::10.1.1.2+45824
Announcement bits (2): 0-KRT 2-Resolve tree 2
AS path: I
Accepted
Localpref: 100
Router ID: 192.0.2.2

user@CE2> show route protocol bgp detail

inet6.0: 8 destinations, 8 routes (8 active, © holddown, © hidden)
::192.0.2.1/32 (1 entry, 1 announced)
*BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x9514354
Next-hop reference count: 6
Source: ::10.1.1.13
Next hop type: Router, Next hop index: 914
Next hop: ::10.1.1.13 via ge-1/2/4.0, selected
Session Id: 0x400001
Protocol next hop: ::10.1.1.13
Indirect next hop: 0x971c000 262150 INH Session ID: 0x400002
State: <Active Int Ext>
Local AS: 64510 Peer AS: 64510
Age: 50:41 Metric2: 0



Validation State: unverified

Task: BGP_64510.::10.1.1.13+59329
Announcement bits (2): 0-KRT 2-Resolve tree 2
AS path: I

Accepted

Localpref: 100

Router ID: 192.0.2.4

::10.1.1.0/126 (1 entry, 1 announced)

*BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x9514354
Next-hop reference count: 6
Source: ::10.1.1.13
Next hop type: Router, Next hop index: 914
Next hop: ::10.1.1.13 via ge-1/2/4.0, selected
Session Id: 0x400001
Protocol next hop: ::10.1.1.13
Indirect next hop: 0x971c000 262150 INH Session ID: 0x400002
State: <Active Int Ext>
Local AS: 64510 Peer AS: 64510
Age: 50:41 Metric2: 0
Validation State: unverified
Task: BGP_64510.::10.1.1.13+59329
Announcement bits (2): 0-KRT 2-Resolve tree 2
AS path: I
Accepted
Localpref: 100
Router ID: 192.0.2.4

Meaning

The output shows that for the BGP routes on the CE devices, the AS path attribute does not include the
provider AS 64512.

SEE ALSO

Configuring the Ingress Router for MPLS-Signaled LSPs
Minimum RSVP Configuration


https://www.juniper.net/documentation/en_US/junos/topics/usage-guidelines/mpls-configuring-the-ingress-router-for-mpls-signaled-lsps.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/rsvp-configuration.html
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Configuring an AS for Layer 3 VPNs

IN THIS SECTION

Configuring Layer 3 VPNs to Carry IBGP Traffic | 304
Example: Configuring a Layer 3 VPN with Route Reflection and AS Override | 306

Configuring the Algorithm That Determines the Active Route to Evaluate AS Numbers in AS Paths for VPN
Routes | 320

Configuring Layer 3 VPNs to Carry IBGP Traffic

An independent AS domain is separate from the primary routing instance domain. An AS is a set of
routers that are under a single technical administration and that generally use a single IGP and metrics
to propagate routing information within the set of routers. An AS appears to other ASs to have a single,
coherent interior routing plan and presents a consistent picture of what destinations are reachable
through it.

Configuring an independent domain allows you to keep the AS paths of the independent domain from
being shared with the AS path and AS path attributes of other domains, including the master routing
instance domain.

If you are using BGP on the router, you must configure an AS number.

When you configure BGP as the routing protocol between a PE router and a CE router in a Layer 3 VPN,
you typically configure external peering sessions between the Layer 3 VPN service provider and the
customer network ASs.

If the customer network has several sites advertising routes through an external BGP session to the
service provider network and if the same AS is used by all the customer sites, the CE routers reject
routes from the other CE routers. They detect a loop in the BGP AS path attribute.

To prevent the CE routers from rejecting each other’s routes, you could configure the following:

e PE routers advertising routes received from remote PE routers can remap the customer network AS
number to its own AS number.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html

e AS path loops can be configured.
o The customer network can be configured with different AS numbers at each site.

These types of configurations can work when there are no BGP routing exchanges between the
customer network and other networks. However, they do have limitations for customer networks that
use BGP internally for purposes other than carrying traffic between the CE routers and the PE routers.
When those routes are advertised outside the customer network, the service provider ASs are present in
the AS path.

To improve the transparency of Layer 3 VPN services for customer networks, you can configure the
routing instance for the Layer 3 VPN to isolate the customer’s network attributes from the service
provider's network attributes.

When you include the independent-domain statement in the Layer 3 VPN routing instance configuration,
BGP attributes received from the customer network (from the CE router) are stored in a BGP attribute
(ATTRSET) that functions like a stack. When that route is advertised from the remote PE router to the
remote CE router, the original BGP attributes are restored. This is the default behavior for BGP routes
that are advertised to Layer 3 VPNs located in different domains.

This functionality is described in the Internet draft draft-marques-ppvpn-ibgp-version.txt, RFC 254 7bis
Networks Using Internal BGP as PE-CE Protocol.

To allow a Layer 3 VPN to transport IBGP traffic, include the independent-domain statement:

independent-domain;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name routing-options autonomous-system number]

e [edit logical-systems logical-system-name routing-instances routing-instance-name routing-options autonomous-

system number]

@ NOTE: All PE routers participating in a Layer 3 VPN with the independent-domain
statement in its configuration must be running Junos OS Release 6.3 or later.

@ NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

The independent domain uses the transitive path attribute 128 (attribute set) to tunnel the independent
domain’s BGP attributes through the Internal BGP (IBGP) core. In Junos OS Release 10.3 and later, if
BGP receives attribute 128 and you have not configured an independent domain in any routing instance,
BGP treats the received attribute 128 as an unknown attribute.



There is a limit of 16 ASs for each domain.

SEE ALSO

Example: Tunneling Layer 3 VPN IPvé Islands over an IPv4 Core Using IBGP and Independent
Domains | 290

Disabling Attribute Set Messages on Independent AS Domains for BGP Loop Detection

Example: Configuring a Layer 3 VPN with Route Reflection and AS Override
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Suppose that you are a service provider providing a managed MPLS-based Layer 3 VPN service. Your
customer has several sites and requires BGP routing to customer edge (CE) devices at each site.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION

Topology | 307

This example has two CE devices, two provider edge (PE) devices, and several provider core devices. The
provider network is also using IS-IS to support LDP and BGP loopback reachability Device P2 is acting as
a route reflector (RR). Both CE devices are in autonomous system (AS) 64512. The provider network is in
AS 65534.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/autonomous-systems.html

307

The as-override statement is applied to the PE devices, thus replacing the CE device's AS number with
that of the PE device. This prevents the customer AS number from appearing more than once in the AS
path attribute.

Figure 29 on page 307 shows the topology used in this example.
Figure 29: AS Override Topology
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"CLI Quick Configuration" on page 308 shows the configuration for all of the devices in Figure 29 on
page 307. The section "Step-by-Step Procedure" on page 313 describes the steps on Device PE1.

Topology

Configuration

IN THIS SECTION

®  Procedure | 308


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/as-override-edit-protocols-bgp.html

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Device CE1

set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-1/2/0 unit @ family inet address 10.0.0.1/30
interfaces ge-1/2/0 unit 0 family iso

interfaces 100 unit @ family inet address 10.255.1.1/32

interfaces 1lo@ unit 0 family iso address 49.0001.0010.0000.0101.00

protocols
protocols
protocols
protocols

protocols

bgp group PE type external

bgp group PE family inet unicast

bgp group PE export ToBGP

bgp group PE peer-as 65534

bgp group PE neighbor 10.0.0.2

policy-options policy-statement ToBGP term Direct from protocol direct

policy-options policy-statement ToBGP term Direct then accept

routing-options router-id 10.255.1.1

routing-options autonomous-system 64512

Device P1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
protocols

protocols

protocols

protocols

protocols

ge-1/2/0
ge-1/2/0
ge-1/2/0
ge-1/2/1
ge-1/2/1
ge-1/2/1
ge-1/2/2
ge-1/2/2
ge-1/2/2

unit
unit
unit
unit
unit
unit
unit
unit

unit

0

family
family
family
family
family
family
family
family
family

inet address 10.0.0.6/30
iso
mpls
inet address 10.0.0.9/30
iso
mpls
inet address 10.0.0.25/30
iso
mpls

100 unit @ family inet address 10.255.3.3/32
100 unit @ family iso address 49.0001.0010.0000.0303.00

mpls interface all

mpls interface fxp0.0 disable

bgp group 13vpn type internal

bgp group 13vpn local-address 10.255.3.3

bgp group 13vpn family inet-vpn unicast



set protocols bgp group 13vpn peer-as 65534

set protocols bgp group 13vpn local-as 65534

set protocols bgp group 13vpn neighbor 10.255.4.4
set protocols isis interface all level 2 metric 10
set protocols isis interface all level 1 disable
set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric @
set protocols 1ldp deaggregate

set protocols ldp interface all

set protocols 1dp interface fxp0.0 disable

set routing-options router-id 10.255.3.3

Device P2

set interfaces ge-1/2/0 unit 0 family inet address 10.0.0.10/30
set interfaces ge-1/2/0 unit @ family iso

set interfaces ge-1/2/0 unit 0 family mpls

set interfaces ge-1/2/1 unit 0 family inet address 10.0.0.13/30
set interfaces ge-1/2/1 unit 0 family iso

set interfaces ge-1/2/1 unit 0 family mpls

set interfaces 100 unit @ family inet address 10.255.4.4/32

set interfaces 100 unit @ family iso address 49.0001.0010.0000.0404.00
set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp group Core-RRClients type internal

set protocols bgp group Core-RRClients local-address 10.255.4.4
set protocols bgp group Core-RRClients family inet-vpn unicast
set protocols bgp group Core-RRClients cluster 10.255.4.4

set protocols bgp group Core-RRClients peer-as 65534

set protocols bgp group Core-RRClients neighbor 10.255.3.3

set protocols bgp group Core-RRClients neighbor 10.255.7.7

set protocols bgp group Core-RRClients neighbor 10.255.2.2

set protocols bgp group Core-RRClients neighbor 10.255.5.5

set protocols isis interface all level 2 metric 10

set protocols isis interface all level 1 disable

set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric 0

set protocols 1ldp deaggregate

set protocols 1ldp interface all

set protocols 1dp interface fxp0.0 disable



set routing-options router-id 10.255.4.4

set routing-options autonomous-system 65534

Device P3

set interfaces ge-1/2/0 unit 0 family inet address 10.0.0.22/30
set interfaces ge-1/2/0 unit 0 family iso
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces ge-1/2/1 unit 0 family inet address 10.0.0.26/30
set interfaces ge-1/2/1 unit @ family iso
set interfaces ge-1/2/1 unit 0 family mpls
set interfaces ge-1/2/2 unit 0 family inet address 10.0.0.30/30
set interfaces ge-1/2/2 unit 0 family iso

set interfaces ge-1/2/2 unit 0 family mpls

set interfaces 100 unit @ family inet address 10.255.7.7/32
set interfaces 100 unit @ family iso address 49.0001.0010.0000.0707.00
set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp group 13vpn type internal

set protocols bgp group 13vpn local-address 10.255.7.7

set protocols bgp group 13vpn family inet-vpn unicast

set protocols bgp group 13vpn peer-as 65534

set protocols bgp group 13vpn local-as 65534

set protocols bgp group 13vpn neighbor 10.255.4.4

set protocols isis interface all level 2 metric 10

set protocols isis interface all level 1 disable

set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric 0

set protocols 1dp deaggregate

set protocols 1ldp interface all

set protocols 1dp interface fxp0.0 disable

set routing-options router-id 10.255.7.7

Device PE1

set interfaces ge-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces ge-1/2/0 unit 0 family iso
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces ge-1/2/1 unit 0 family inet address 10.0.0.5/30
set interfaces ge-1/2/1 unit 0 family iso
set interfaces ge-1/2/1 unit 0 family mpls



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

ge-1/2/2 unit @ family inet address 10.0.0.21/30
ge-1/2/2 unit 0 family iso

ge-1/2/2 unit 0 family mpls

100
1o0
mpls
mpls
mpls
mpls

unit 0 fa
unit 0 fa
interface
interface
interface

interface

mily inet address 10.255.2.2/32
mily iso address 49.0001.0010.0000.0202.00
ge-1/2/2.0

ge-1/2/1.0

100.0

fxp0.0 disable

bgp group 13vpn type internal

bgp group 13vpn local-address 10.255.2.2

bgp group 13vpn family inet-vpn unicast

bgp group 13vpn peer-as 65534

bgp group 13vpn local-as 65534

bgp group 13vpn neighbor 10.255.4.4

isis
isis
isis
isis
isis

isis

interface
interface
interface
interface
interface

interface

ge-1/2/1.0 level 2 metric 10
ge-1/2/1.0 level 1 disable
ge-1/2/2.0 level 2 metric 10
ge-1/2/2.0 level 1 disable
fxp0.0 disable

100.0 level 2 metric 0

ldp deaggregate
ldp interface ge-1/2/1.0

ldp interface

ldp interface

ldp interface

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

ge-1/2/2.0

fxp0.0 disable

100.0

instance-type vrf

interface ge-1/2/0.0

route-distinguisher 65534:1234

vrf-target target:65534:1234

protocols bgp group CE type external

protocols bgp group CE family inet unicast

protocols bgp group CE neighbor 10.0.0.1 peer-as 64512
protocols bgp group CE neighbor 10.0.0.1 as-override

routing-options router-id 10.255.2.2

routing-options autonomous-system 65534

Device PE2

set interfaces ge-1/2/0 unit 0 family inet address 10.0.0.14/30
set interfaces ge-1/2/0 unit 0 family iso

set interfaces ge-1/2/0 unit 0 family mpls



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

ge-1/2/1 unit @ family inet address 10.0.0.17/30
ge-1/2/1 unit 0 family iso
ge-1/2/2 unit @ family inet address 10.0.0.29/30
ge-1/2/2 unit 0 family iso

ge-1/2/2 unit 0 family mpls

100
1o0
mpls
mpls
mpls
mpls

unit 0 fa
unit 0 fa
interface
interface
interface

interface

mily inet address 10.255.5.5/32
mily iso address 49.0001.0010.0000.0505.00
ge-1/2/0.0

ge-1/2/2.0

100.0

fxp0.0 disable

bgp group 13vpn type internal

bgp group 13vpn local-address 10.255.5.5

bgp group 13vpn family inet-vpn unicast

bgp group 13vpn peer-as 65534

bgp group 13vpn local-as 65534

bgp group 13vpn neighbor 10.255.4.4

isis
isis
isis
isis
isis

isis

interface
interface
interface
interface
interface

interface

ge-1/2/0.0 level 2 metric 10
ge-1/2/0.0 level 1 disable
ge-1/2/2.0 level 2 metric 10
ge-1/2/2.0 level 1 disable
fxp0.0 disable

100.0 level 2 metric 0

ldp deaggregate
ldp interface ge-1/2/0.0

ldp interface

ldp interface

ldp interface

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

routing-instances VPN-A

ge-1/2/2.0

fxp0.0 disable

100.0

instance-type vrf

interface ge-1/2/1.0

route-distinguisher 65534:1234

vrf-target target:65534:1234

protocols bgp group CE type external

protocols bgp group CE family inet unicast

protocols bgp group CE neighbor 10.0.0.18 peer-as 64512
protocols bgp group CE neighbor 10.0.0.18 as-override

routing-options router-id 10.255.5.5

routing-options autonomous-system 65534



Device CE2

set interfaces ge-1/2/0 unit 0 family inet address 10.0.0.18/30

set interfaces ge-1/2/0 unit 0 family iso

set interfaces 100 unit @ family inet address 10.255.6.6/32

set interfaces 100 unit @ family iso address 49.0001.0010.0000.0606.00
set protocols bgp group PE type external

set protocols bgp group PE family inet unicast

set protocols bgp group PE export ToBGP

set protocols bgp group PE peer-as 65534

set protocols bgp group PE neighbor 10.0.0.17

set policy-options policy-statement ToBGP term Direct from protocol direct
set policy-options policy-statement ToBGP term Direct then accept

set routing-options router-id 10.255.6.6

set routing-options autonomous-system 64512

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure AS override:
1. Configure the interfaces.

To enable MPLS, include the protocol family on the interface so that the interface does not discard
incoming MPLS traffic.

[edit interfaces]

user@PE1# set ge-1/2/0 unit 0 family inet address 10.0.0.2/30
user@PE1# set ge-1/2/0 unit @ family iso

user@PE1# set ge-1/2/0 unit @ family mpls

user@PE1# set ge-1/2/1 unit 0 family inet address 10.0.0.5/30
user@PE1# set ge-1/2/1 unit @ family iso

user@PE1# set ge-1/2/1 unit @ family mpls

user@PE14# set ge-1/2/2 unit 0 family inet address 10.0.0.21/30
user@PE1# set ge-1/2/2 unit @ family iso

user@PE1# set ge-1/2/2 unit @ family mpls

user@E1# set 1lo@ unit 0 family inet address 10.255.2.2/32
user@PE1# set 1o@ unit @ family iso address 49.0001.0010.0000.0202.00
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2. Add the interface to the MPLS protocol to establish the control plane level connectivity.
Set up the IGP so that the provider devices can communicate with each other.

To establish a mechanism to distribute MPLS labels, enable LDP. Optionally, for LDP, enable
forwarding equivalence class (FEC) deaggregation, which results in faster global convergence.

[edit protocols]

user@E1# set mpls interface ge-1/2/2.0

user@PE1# set mpls interface ge-1/2/1.0

user@E1# set mpls interface 100.0

user@PE1# set mpls interface fxp0.0 disable

user@PE1# set isis interface ge-1/2/1.0 level 2 metric 10
user@PE1# set isis interface ge-1/2/1.0 level 1 disable
user@PE1# set isis interface ge-1/2/2.0 level 2 metric 10
user@PE1# set isis interface ge-1/2/2.0 level 1 disable
user@E1# set isis interface fxp0.0 disable

user@PE1# set isis interface 100.0 level 2 metric @
user@E1# set ldp deaggregate

user@PE14# set 1dp interface ge-1/2/1.0

user@PE14# set 1dp interface ge-1/2/2.0

user@E1# set ldp interface fxp0.0 disable

user@E1# set ldp interface 100.0

3. Enable the internal BGP (IBGP) connection to peer with the RR only, using the IPv4 VPN unicast
address family.

[edit protocols bgp group 13vpn]
user@PE1# set type internal

user@PE1# set local-address 10.255.2.2
user@PE1# set family inet-vpn unicast
user@PE1# set peer-as 65534

user@PE1# set local-as 65534

user@E1# set neighbor 10.255.4.4

4. Configure the routing instance, including the as-override statement.



Create the routing-Instance (VRF) on the PE device, setting up the BGP configuration to peer with
Device CE1.

[edit routing-instances VPN-A]

user@E1# set instance-type vrf

user@PE1# set interface ge-1/2/0.0

user@E1# set route-distinguisher 65534:1234

user@PE1# set vrf-target target:65534:1234

user@E1# set protocols bgp group CE type external

user@PE1# set protocols bgp group CE family inet unicast

user@E1# set protocols bgp group CE neighbor 10.0.0.1 peer-as 64512
user@PE1# set protocols bgp group CE neighbor 10.0.0.1 as-override

5. Configure the router ID and the AS number.

[edit routing-options]
user@PE1# set router-id 10.255.2.2
user@PE1# set autonomous-system 65534

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
routing-instances, and show routing-options commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

user@PE1# show interfaces
ge-1/2/0 {
unit 2 {
family inet {
address 10.0.0.2/30;
}
family iso;
family mpls;

}

}

ge-1/2/1 {
unit 5 {

family inet {
address 10.0.0.5/30;



}
family iso;
family mpls;

}
}
ge-1/2/2 {
unit 21 {
family inet {
address 10.0.0.21/30;
}
family iso;
family mpls;
}
}
100 {
unit 0 {
family inet {
address 10.255.2.2/32;
}
family iso {
address 49.0001.0010.0000.0202.00;
}
}
}

user@PE1# show protocols
mpls {
interface ge-1/2/2.0;
interface ge-1/2/1.0;
interface 100.0;
interface fxp0.0 {
disable;

}
bgp {
group 13vpn {
type internal;
local-address 10.255.2.2;
family inet-vpn {
unicast;



peer-as 65534;
local-as 65534;
neighbor 10.255.4.4;

}
isis {
interface ge-1/2/1.0 {
level 2 metric 10;
level 1 disable;
}
interface ge-1/2/2.0 {
level 2 metric 10;
level 1 disable;
}
interface fxp0.0 {
disable;
}
interface 100.0 {

level 2 metric 0;

ldp {
deaggregate;
interface ge-1/2/1.0;
interface ge-1/2/2.0;
interface fxp0.0 {
disable;
}

interface 100.0;

user@PE1# show routing-instances
VPN-A {
instance-type vrf;
interface ge-1/2/0.0;
route-distinguisher 65534:1234;
vrf-target target:65534:1234;
protocols {
bgp {
group CE {

type external;



family inet {
unicast;

}
neighbor 10.0.0.1 {
peer-as 64512,

as-override;

user@PE1# show routing-options
router-id 10.255.2.2;
autonomous-system 65534;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Checking AS Path to the CE Devices | 318
Checking How the Route to Device CE2 Is Advertised | 319
Checking the Route on Device CE1 | 320

Confirm that the configuration is working properly.

Checking AS Path to the CE Devices

Purpose

Display information on Device PE1 about the AS path attribute for the route to Device CE2's loopback
interface.



Action

On Device PE1, from operational mode, enter the show route table VPN-A.inet. 10.255.6.6 command.

user@E1> show route table VPN-A.inet.0 10.255.6.6

VPN-A.inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both
10.255.6.6/32 *[BGP/170] 02:19:35, localpref 100, from 10.255.4.4

AS path: 64512 I, validation-state: unverified
> to 10.0.0.22 via ge-1/2/2.0, Push 300032, Push 299776(top)

Meaning

The output shows that Device PE1 has an AS path for 10.255.6.6/32 as coming from AS 64512.

Checking How the Route to Device CE2 Is Advertised

Purpose

Make sure the route to Device CE2 is advertised to Device CE1 as if it is coming from the MPLS core.

Action

On Device PE1, from operational mode, enter the show route advertising-protocol bgp 10.0.0.1 command.

user@PE1> show route advertising-protocol bgp 10.0.0.1

VPN-A.inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.16/30 Self I
* 10.255.1.1/32 10.0.0.1 65534 1
* 10.255.6.6/32 Self 65534 I
Meaning

The output indicates that Device PE1 is advertising only its own AS number in the AS path.



Checking the Route on Device CE1

Purpose

Make sure that Device CE1 contains only the provider AS number in the AS path for the route to Device
CE2.

Action

From operational mode, enter the show route table inet. terse 10.255.6.6 command.

user@CE1> show route table inet.0 terse 10.255.6.6

inet.0: 5 destinations, 6 routes (5 active, @ holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
A V Destination P Prf Metric 1 Metric 2 Next hop AS path
* 7 10.255.6.6/32 B 170 100 65534 65534 1
unverified >10.0.0.2
Meaning

The output indicates that Device CE1 has a route to Device CE2. The loop issue is resolved with the use
of the as-override statement.

One route is hidden on the CE device. This is because Junos OS does not perform a BGP split horizon.
Generally, split horizon in BGP is unnecessary, because any routes that might be received back by the
originator are less preferred due to AS path length (for EBGP), AS path loop detection (IBGP), or other
BGP metrics. Advertising routes back to the neighbor from which they were learned has a negligible
effect on the router's performance, and is the correct thing to do.

SEE ALSO

Understanding AS Override
Configuring the Algorithm That Determines the Active Route to Evaluate AS Numbers
in AS Paths for VPN Routes

By default, the third step of the algorithm that determines the active route evaluates the length of the
AS path but not the contents of the AS path. In some VPN scenarios with BGP multiple path routes, it
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can also be useful to compare the AS numbers of the AS paths and to have the algorithm select the
route whose AS numbers match.

To configure the algorithm that selects the active path to evaluate the AS numbers in AS paths for VPN
routes:

e Include the as-path-compare statement at the [edit routing-instances routing-instance-name routing-options
multipath] hierarchy level.

@ NOTE: The as-path-compare statement is not supported for the default routing instance.

Limiting VPN Routes Using Route Resolution

IN THIS SECTION

Example: Configuring Route Resolution on PE Routers | 321
Example: Configuring Route Resolution on Route Reflectors | 324

Limiting the Number of Paths and Prefixes Accepted from CE Routers in Layer 3 VPNs | 328

This topic describes limiting VPN routes by configuring route resolution on PE routers and route
reflectors and by configuring the PE router to accept a limited number of prefix from a CE router.

Example: Configuring Route Resolution on PE Routers

IN THIS SECTION

Requirements | 322
Overview | 322
Configuration | 322
Verification | 324



This example shows how to configure a routing table to accept routes from specific routing tables. It also
shows how to configure a routing table to use specific import policies to produce a route resolution
table to resolve routes.

Requirements

Before you begin, configure a Layer 3 VPN, as shown in one of the following examples:
e "Example: Configuring Interprovider Layer 3 VPN Option A" on page 450

e "Example: Configuring Interprovider Layer 3 VPN Option B" on page 479

Overview

One method to achieve IPv4 route scaling is to modify how BGP routes are added to the forwarding
tables. By default, the Routing Protocol Process (rpd) adds all the routes in inet.0 and inet.3 to the
resolution tree. Normally, this includes the resolved IPv4 BGP routes, which can increase memory
consumption. To achieve better scaling for IPv4 routes, this example shows how to configure the Junos
OS so that resolved BGP routes are not added to the resolution tree. This is achieved by applying an
import policy on the route resolution table, which ensures it does not accept any BGP routes from
inet.0.

You would apply this configuration to all provider edge (PE) routers in the Layer 3 VPN.

Configuration

IN THIS SECTION

CLI Quick Configuration | 322
Procedure | 323
Results | 323

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.



PE Router

set policy-options policy-statement protocol-bgp from protocol bgp
set policy-options policy-statement protocol-bgp then reject
set routing-options resolution rib inet.@ import protocol-bgp

Procedure

Step-by-Step Procedure
The following example requires you to navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure route resolution:

1. Configure the routing policy.

[edit policy-options policy-statement protocol-bgp]
user@PE# set from protocol bgp
user@E# set then reject

2. Apply the routing policy.

[edit routing-options resolution]
user@E# set rib inet.0 import protocol-bgp

3. If you are done configuring the device, commit the configuration.

[edit]
user@PE# commit

Results

Confirm your configuration by issuing the show policy-options and show routing-options commands.

user@PE# show policy-options

policy-statement protocol-bgp {
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from protocol bgp;
then reject;

user@PE# show routing-options
resolution {
rib inet.o {
import protocol-bgp;

Verification

Confirm that the configuration is working properly by running the following commands:

e show route
e show route forwarding-table

e show route resolution

SEE ALSO

Example: Configuring Route Resolution on Route Reflectors | 324

Example: Configuring Route Resolution on Route Reflectors

IN THIS SECTION

Requirements | 325
Overview | 325
Configuration | 326
Verification | 328

This example shows how to change the default resolution behavior on a route reflector (RR) to use
inet.0 for next-hop resolution instead of inet.3.
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Requirements

Before you begin, configure a Layer 3 VPN, as shown in one of the following examples:
e "Example: Configuring Interprovider Layer 3 VPN Option A" on page 450

e "Example: Configuring Interprovider Layer 3 VPN Option B" on page 479

Overview

One scenario for route resolution is when you have a label-switched path configured from an RR to a
provider edge (PE) router, or when the PE routers only peer with the RR. This can result in routes being
hidden. To resolve this issue, you can change the default resolution behavior to use inet.0 for next-hop
resolution.

By default, the bgp.I3vpn.O routing table stores all VPN-IPv4 unicast routes. This table is present on any
router that has Layer 3 VPNs configured, including PE routers and RRs.

When a Layer 3 VPN router receives a route from another Layer 3 VPN router, it places the route into
its bgp.I3vpn.O routing table. The route is resolved using the information in the inet.3 routing table. This
means that when BGP receives a route destined for table bgp.I3vpn.0, the protocol nexthop (received
BGP nexthop) has its forwarding nexthop recursively determined from the inet.3 table. The resulting
route is converted into IPv4 format and redistributed to all routing-instance-name.inet.O routing tables if
it matches the VRF import policy.

On an RR with no attached customer edge (CE) routers, the resolution rib bgp.13vpn.@ resolution-ribs
inet.0 configuration causes routes in bgp.I3vpn.0 to use the information in inet.O instead of inet.3 to
resolve routes. You should not use this configuration on a router that is directly attached to a CE router.
In other words, do not use resolution rib bgp.13vpn.@ resolution-ribs inet.® on a PE router.

If you want both inet.0 and inet.3 to be used, you must configure both, as in set resolution rib bgp.13vpn.0

resolution-ribs [inet.0 inet.3].

In this example, the policy POLICY-1limit-resolve-routes limits the route resolution to only routes learned
through IS-IS. If you omit the import policy, all routes in inet.O are evaluated and potentially used to
resolve the protocol next hop. If you do not want to resolve against all entries, you use a policy to filter
for a subset of the routes from the tables that are used for route resolution.

One common example is when you resolve against all routes in inet.0, except the default route (0/0).

Although the import statement is used in this configuration, no routes are imported or copied. Rather, the
import policy-name configuration limits the set of possible routes that can be considered for route
resolution.

The resolution rib bgp.13vpn.@ resolution-ribs inet.® configuration is useful when a BGP RR is not in the
forwarding path. In other words, there are no ingress LSPs at the RR. Consider the case where RSVP is



the label signaling protocol, and RSVP is configured full mesh at the edge routers. The RR needs to be
able to reflect the routes. To do so, BGP is expected to perform a route resolvability check. If a Layer 3
VPN route is received but the nexthop is not in the inet.3 table, the route cannot be resolved. Because
the router is not in the forwarding path, an effective workaround is to use the information in inet.0. The
metric information in inet.O is useful for choosing the best route, even though it cannot be used for
forwarding.

An alternative approach is to make sure that LSPs are provisioned to the RR. This happens automatically
if you configure LDP.

Configuration

IN THIS SECTION

CLI Quick Configuration | 326
Procedure | 327
Results | 327

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Route Reflector

set routing-options resolution rib bgp.13vpn.@ resolution-ribs inet.0

set routing-options resolution rib inet.@ import POLICY-limit-resolve-routes

set policy-options policy-statement POLICY-limit-resolve-routes term isis from protocol isis
set policy-options policy-statement POLICY-limit-resolve-routes term isis then accept

set policy-options policy-statement POLICY-limit-resolve-routes then reject



Procedure

Step-by-Step Procedure
The following example requires you to navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure route resolution:

1. Configure bgp.I3vpn.O to use the information in inet.0 instead of inet.3 to resolve routes.

[edit routing-options resolution rib bgp.13vpn.0]
user@RR# set resolution-ribs inet.0

2. (Optional) Configure the routing policy.

[edit policy-options policy-statement POLICY-limit-resolve-routes]
user@rR# set term isis from protocol isis

user@rR# set term isis then accept

user@rR# set then reject

3. (Optional) Apply the policy.

[edit routing-options resolution rib inet.0]
user@rR# set import POLICY-limit-resolve-routes

4. If you are done configuring the device, commit the configuration.

[edit]
user@RR# commit

Results

Confirm your configuration by issuing the show policy-options and show routing-options commands.

user@rR# show policy-options
policy-statement POLICY-limit-resolve-routes {


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

term isis {
from protocol isis;
then accept;

}

then reject;

user@RR# show routing-options
resolution {
rib bgp.13vpn.o {
resolution-ribs inet.0;

}
rib inet.o {
import POLICY-limit-resolve-routes;
}
}
Verification

Confirm that the configuration is working properly by running the following commands:
e show route
e show route forwarding-table

e show route resolution

SEE ALSO

Example: Configuring BGP Route Reflectors
Example: Configuring Route Resolution on PE Routers | 321

Limiting the Number of Paths and Prefixes Accepted from CE Routers in Layer 3
VPNs

You can configure a maximum limit on the number of prefixes and paths that can be installed into the
routing tables. Using prefix and path limits, you can curtail the number of prefixes and paths received
from a CE router in a VPN. Prefix and path limits apply only to dynamic routing protocols, and are not
applicable to static or interface routes.
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To limit the number of paths accepted by a PE router from a CE router, include the maximum-paths
statement:

maximum-paths path-Iimit <log-interval interval | log-only | threshold percentage>;

For a list of hierarchy levels at which you can configure this statement, see the statement summary
section for this statement.

Specify the log-only option to generate warning messages only (an advisory limit). Specify the threshold
option to generate warnings before the limit is reached. Specify the log-interval option to configure the
minimum time interval between log messages.

There are two modes for route limits: advisory and mandatory. An advisory limit triggers warnings. A
mandatory limit rejects additional routes after the limit is reached.

@ NOTE: Application of a route limit may result in unpredictable dynamic routing protocol
behavior. For example, when the limit is reached and routes are rejected, BGP may not
reinstall the rejected routes after the number of routes drops back below the limit. BGP
sessions may need to be cleared.

To limit the number of prefixes accepted by a PE router from a CE router, include the maximum-prefixes
statement:

maximum-prefixes prefix-I1imit <log-interval interval | log-only | threshold percentage>;

For a list of hierarchy levels at which you can configure this statement, see the statement summary
section for this statement.

There are two modes for route limits: advisory and mandatory. An advisory limit triggers warnings. A
mandatory limit rejects additional routes after the limit is reached.

@ NOTE: Application of a route limit may result in unpredictable dynamic routing protocol
behavior. For example, when the limit is reached and routes are rejected, BGP may not
reinstall the rejected routes after the number of routes drops back below the limit. BGP
sessions may need to be cleared.

A mandatory path or prefix limit, in addition to triggering a warning message, rejects any additional
paths or prefixes once the limit is reached.



@ NOTE: Setting a path or prefix limit might result in unpredictable dynamic routing
protocol behavior.

You can also configure the following options for both the maximum-paths and maximum-prefixes
statements:

¢ log-interval—Specify the interval at which log messages are sent. This option generates warning
messages only (an advisory limit).

Specify the log-interval option to configure the minimum time interval between log messages.

¢ |og-only—Generate warning messages only. No limit is placed on the number of paths or prefixes
stored in the routing tables.

¢ threshold—Generate warning messages after the specified percentage of the maximum paths or
prefixes has been reached.

Enabling Internet Access for Layer 3 VPNs

IN THIS SECTION

Non-VRF Internet Access Through Layer 3 VPNs | 331
Distributed Internet Access Through Layer 3 VPNs | 332
Routing VPN and Internet Traffic Through Different Interfaces for Layer 3 VPNs | 333

Routing VPN and Outgoing Internet Traffic Through the Same Interface and Routing Return Internet Traffic
Through a Different Interface | 342

Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN Has Public
Addresses) | 344

Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN Has Private
Addresses) | 349

Routing Internet Traffic Through a Separate NAT Device | 354

Centralized Internet Access Through Layer 3 VPNs | 366

This topic provides examples on configuring a provider edge (PE) router to provide Internet access to
customer edge (CE) routers in a VPN and configuring a router to route internet traffic to CE routers



through a network address translator (NAT). The method you use depends on the needs and
specifications of the individual network.

Non-VRF Internet Access Through Layer 3 VPNs

IN THIS SECTION

CE Router Accesses Internet Independently of the PE Router | 331

PE Router Provides Layer 2 Internet Service | 332

Junos OS supports Internet access from a Layer 3 virtual private network (VPN). You also need to
configure the next-table statement at the [edit routing-instances rowting-instance-name routing-options static
route] hierarchy level. When configured, this statement can point a default route from the VPN table
(routing instance) to the main routing table (default instance) inet.0. The main routing table stores all
Internet routes and is where final route resolution occurs.

The following sections describe ways to provide Internet access to a CE router in a Layer 3 VPN without
using the VPN routing and forwarding (VRF) interface. Because these methods effectively bypass the
Layer 3 VPN, they are not discussed in detail.

CE Router Accesses Internet Independently of the PE Router

In this configuration, the PE router does not provide the Internet access. The CE router sends Internet
traffic either to another service provider, or to the same service provider but a different router. The PE
router handles Layer 3 VPN traffic only (see Figure 30 on page 331).

Figure 30: PE Router Does Not Provide Internet Access
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PE Router Provides Layer 2 Internet Service

In this configuration, the PE router acts as a Layer 2 device, providing a Layer 2 connection (such as
circuit cross-connect [CCC]) to another router that has a full set of Internet routes. The CE router can
use just one physical interface and two logical interfaces to the PE router, or it can use multiple physical
interfaces to the PE router (see Figure 31 on page 332).

Figure 31: PE Router Connects to a Router Connected to the Internet
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Distributed Internet Access Through Layer 3 VPNs

In this scenario, the PE routers provide Internet access to the CE routers. In the examples that follow, it
is assumed that the Internet routes (or defaults) are present in the inet.O table of the PE routers that
provide Internet access to selected CE routers.

When accessing the Internet from a VPN, Network Address Translation (NAT) must be performed
between the VPN'’s private addresses and the public addresses used on the Internet unless the VPN is
using the public address space. This section includes several examples of how to provide Internet access
for VPNs, most of which require that the CE routers perform the address translation. The "Routing
Internet Traffic Through a Separate NAT Device" on page 354 example, however, requires that the
service provider supply the NAT functionality using a NAT device connected to the PE router.

In all of the examples, the VPN’s public IP address pool (whose entries correspond to the translated
private addresses) must be added to the inet.O table and propagated to the Internet routers to receive
reverse traffic from public destinations.



Routing VPN and Internet Traffic Through Different Interfaces for Layer 3 VPNs
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In this example, VPN and Internet traffic are routed through different interfaces. The CE router sends
the VPN traffic through the VPN interface and sends the Internet traffic through a separate interface
that is part of the main routing table on Router PE1 (the CE router can use either one physical interface
with two logical units or two physical interfaces). NAT also occurs on the CE router (see Figure 32 on
page 333).

Figure 32: Routing VPN and Internet Traffic Through Different Interfaces
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The PE router is configured to install and advertise the public IP address pool for the VPN to other core
routers (for return traffic). The VPN traffic is routed normally. Figure 33 on page 334 illustrates the PE
router’s VPN configuration.



Figure 33: Example of Internet Traffic Routed Through Separate Interfaces
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The configuration in this example has the following features:

e Router PE1 uses two logical interfaces to connect to Router CE1 using Frame Relay encapsulation.
e The routing protocol between Router PE1 and Router CE1 is EBGP.

e Router CE1's public IP address pool is 10.12.1.1 through 10.12.1.254 (10.12.1.0/24).

o The next-hop-self setting is derived from the fix-nh policy statement on Router PE1. PE routers are
forced to use next-hop-self so that next-hop resolution is done only for the PE router’s loopback
address for non-VPN routes (by default, VPN-Internet Protocol version 4 [IPv4] routes are sent by

means of next-hop-self).

You can configure Router CE1 with a static default route pointing to its public interface for everything

else.

The following sections show how to route VPN and Internet traffic through different interfaces:

Configuring Interfaces on Router PE1

Configure an interface to handle VPN traffic and an interface to handle Internet traffic:

[edit]
interfaces {
t3-0/2/0 {
dce;
encapsulation frame-relay;
unit 0 {
description "to CET VPN interface";
dlci 10;
family inet {

PIRRES



address 192.168.197.13/30;

}
}
unit 1 {
description "to CE1 public interface";
dlci 20;
family inet {
address 192.168.198.201/30;
}
}

Configuring Routing Options on Router PE1

Configure a static route on Router PE1 to install a route to the CE router’s public IP address pool in
inet.0:

[edit]
routing-options {
static {
route 10.12.1.0/24 next-hop 192.168.198.202;

Configuring BGP, IS-IS, and LDP Protocols on Router PE1

Configure BGP on Router PE1 to allow non-VPN and VPN peering and to advertise the VPN’s public IP
address pool:

[edit]
protocols {
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet {
any;
}
family inet-vpn {



any;
}

export [fix-nh redist-static];
neighbor 10.255.14.177,
neighbor 10.255.14.179;

Configure IS-IS on Router PE1 to allow access to internal routes:

[edit protocols]

isis {
level 1 disable;
interface s0-0/0/0.0;

interface 100.0;

Configure LDP on Router PE1 to tunnel VPN routes:

[edit protocols]
1dp {
interface s0-0/0/0.0;

Configuring a Routing Instance on Router PE1

Configure a routing instance on Router PE1:

[edit]
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
protocols {
bgp {
group to-CE1 {



peer-as 63001;
neighbor 192.168.197.14;

Configuring Policy Options on Router PE1

You need to configure policy options on Router PE1. The fix-nh policy statement sets next-hop-self for all
non-VPN routes:

[edit]
policy-options {
policy-statement fix-nh {
then {
next-hop self;

The redist-static policy statement advertises the VPN’s public IP address pool:

[edit policy-options]
policy-statement redist-static {
term a {
from {
protocol static;
route-filter 10.12.1.0/24 exact;

}

then accept;
}
term b {

then reject;
}



Configure import and export policies for vpna:

[edit policy-options]
policy-statement vpna-import {
term a {
from {
protocol bgp;

community vpna-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpna-export {
term a {
from protocol bgp;
then {

community add vpna-comm;

accept;
}
}
term b {
then reject;
}

3

community vpna-comm members target:63000:100;

Traffic Routed by Different Interfaces: Configuration Summarized by Router

Router PE1

Interfaces

interfaces {
t3-0/2/0 {
dce;
encapsulation frame-relay;
unit 0 {



description "to CE1 VPN interface";
dlci 10;
family inet {

address 192.168.197.13/30;

}

}

unit 1 {
description "to CE1 public interface";
dlci 20;
family inet {

address 192.168.198.201/30;

}

}

}
}
Routing Options

routing-options {
static {
route 10.12.1.0/24 next-hop 192.168.198.202;

BGP Protocol

protocols {
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet {
any;
}
family inet-vpn {
any;
}
export [ fix-nh redist-static];
neighbor 10.255.14.177,
neighbor 10.255.14.179;



IS-IS Protocol

isis {
level 1 disable;
interface s0-0/0/0.0;
interface 100.0;

LDP Protocol

1dp {
interface s0-0/0/0.0;

Routing Instance

routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
protocols {
bgp {
group to-CE1 {
peer-as 63001;
neighbor 192.168.197.14;



Policy Options/Policy Statements

policy-options {
policy-statement fix-nh {
then {
next-hop self;

}
}
policy-statement redist-static {
term a {
from {

protocol static;
route-filter 10.12.1.0/24 exact;

}

then accept;
}
term b {

then reject;
}

Import and Export Policies

policy-statement vpna-import {
term a {
from {
protocol bgp;
community vpna-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpna-export {
term a {
from protocol bgp;
then {

community add vpna-comm;



accept;

}
}
term b {

then reject;
}

}

community vpna-comm members target:63000:100;

Routing VPN and Outgoing Internet Traffic Through the Same Interface and Routing
Return Internet Traffic Through a Different Interface
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In this example, the CE router sends VPN and Internet traffic through the same interface but receives
return Internet traffic through a different interface. The PE router has a default route in the VRF table
pointing to the main routing table inet.0. It routes the VPN public IP address pool (return Internet traffic)
through a different interface in inet.0 (see Figure 34 on page 342). The CE router still performs NAT

functions.

Figure 34: VPN and Outgoing Internet Traffic Routed Through the Same Interface and Return Internet
Traffic Routed Through a Different Interface
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The following section shows how to route VPN and outgoing Internet traffic through the same interface
and routing return Internet traffic through a different interface:

Configuration for Router PE1

This example has the same configuration as Router PE1 in "Routing VPN and Internet Traffic Through
Different Interfaces for Layer 3 VPNs" on page 333. It uses the topology shown in "Routing VPN and
Internet Traffic Through Different Interfaces for Layer 3 VPNs" on page 333. The default route to the
VPN routing table is configured differently. At the [edit routing-instances routing-instance-name routing-
options] hierarchy level, you configure a default static route that is installed in vpna.inet.0 and points to
inet.O for resolution:

[edit]
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-table inet.0;

}
}
protocols {
bgp {
group to-CE1 {
peer-as 63001;
neighbor 192.168.197.14;
}
}
}

You also need to change the configuration of Router CE1 (from the configuration that works with the
configuration for Router PE1 described in "Routing VPN and Internet Traffic Through Different
Interfaces for Layer 3 VPNs" on page 333) to account for the differences in the configuration of the PE
routers.



Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN
Has Public Addresses)
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This section shows how to configure a single logical interface to handle VPN and Internet traffic
traveling both to and from the Internet and the CE router. This interface can handle both VPN and
Internet traffic as long as there are no private addresses in the VPN. The VPN routes received from the
CE router are added to the main routing table inet.0 by means of routing table groups. This allows the
PE router to attract the return traffic from the Internet (see Figure 35 on page 344).

Figure 35: Interface Configured to Carry Both Internet and VPN Traffic
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In this example, the CE router does not need to perform NAT, because all the VPN routes are public. The
CE router has a single interface to the PE router, to which it advertises VPN routes. The PE router has a
default route in the VRF table pointing to the main routing table inet.0. The PE router also imports VPN
routes received from the CE router into inet.0 by means of routing table groups.

The following configuration for Router PE1 uses the same topology as in "Routing VPN and Internet
Traffic Through Different Interfaces for Layer 3 VPNs" on page 333. This configuration uses a single
logical interface (instead of two) between Router PE1 and Router CE1.

The following sections show how to route VPN and Internet traffic through the same interface
bidirectionally (VPN has public addresses):



Configuring Routing Options on Router PE1

Configure a routing table group definition for installing VPN routes in routing table groups vpna.inet.0
and inet.O:

[edit]
routing-options {
rib-groups {
vpna-to-inetd {

import-rib [ vpna.inet.@ inet.0 I;

Configuring Routing Protocols on Router PE1

Configure MPLS, BGP, IS-IS, and LDP protocols on Router PE1. This configuration does not include the
policy redist-static statement at the [edit protocols bgp group pe-pel hierarchy level. The VPN routes are
sent directly to IBGP.

Configure BGP on Router PE1 to allow non-VPN and VPN peering, and to advertise the VPN's public IP
address pool:

[edit]
protocols {
mpls {
interface s0-0/0/0.0;
}
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet {
any;
}
family inet-vpn {
any;
}
export fix-nh;
neighbor 10.255.14.177,
neighbor 10.255.14.173;



}

isis {
level 1 disable;
interface s0-0/0/0.0;
interface 100.0;

}

ldp {
interface s0-0/0/0.0;

Configuring the Routing Instance on Router PE1

This section describes how to configure the routing instance on Router PE1. The static route defined in
the routing-options statement directs Internet traffic from the CE router to the inet.O routing table. The
routing table group defined by the rib-group vpna-to-inetd statement adds the VPN routes to inet.O.

Configure the routing instance on Router PE1:

[edit]
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-table inet.0;

}

}

protocols {
bgp {

group to-CE1 {
family inet {
unicast {

rib-group vpna-to-ineto;

}
peer-as 63001;



neighbor 192.168.197.14;

You must configure Router CE1 to forward all traffic to Router PE1 using a default route. Alternatively,
the default route can be advertised from Router PE1 to Router CE1 with EBGP.

Traffic Routed Through the Same Interface Bidirectionally: Configuration Summarized by Router

Router PE1

This example uses the same configuration as in "Routing VPN and Internet Traffic Through Different
Interfaces for Layer 3 VPNs" on page 333. This configuration uses a single logical interface (instead of
two) between Router PE1 and Router CE1.

Routing Options

routing-options {
rib-groups {
vpna-to-inetd {

import-rib [ vpna.inet.@ inet.0 I;

Routing Protocols

protocols {
mpls {
interface s0-0/0/0.0;
}
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet {

any;



family inet-vpn {
any;
}
export fix-nh;
neighbor 10.255.14.177;
neighbor 10.255.14.173;

}
}
isis {
level 1 disable;
interface s0-0/0/0.0;
interface 100.0;
}
ldp {
interface s0-0/0/0.0;
}

Routing Instance

routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-table inet.0;

}

}

protocols {
bgp {

group to-CE1 {
family inet {
unicast {

rib-group vpna-to-ineto;

}
peer-as 63001;

neighbor 192.168.197.14;



Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN
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The example in this section shows how to route VPN and Internet traffic through the same interface in
both directions (from the CE router to the Internet and from the Internet to the CE router). The VPN in
this example has private addresses. If you can configure EBGP on the CE router, you can configure a PE
router using the configuration outlined in "Routing VPN and Internet Traffic Through the Same Interface
Bidirectionally (VPN Has Public Addresses)" on page 344, even if the VPN has private addresses.

In the example described in this section, the CE router uses separate communities to advertise its VPN
routes and public routes. The PE router selectively imports only the public routes into the inet.O routing
table. This configuration ensures that return traffic from the Internet uses the same interface between
the PE and CE routers as that used by VPN traffic going out to public Internet addresses (see Figure 36
on page 350).



Figure 36: VPN and Internet Traffic Routed Through the Same Interface
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In this example, the CE router has one interface and a BGP session with the PE router, and it tags VPN
routes and Internet routes with different communities. The PE router has one interface, selectively
imports routes for the VPN's public IP address pool into inet.0, and has a default route in the VRF
routing table pointing to inet.O.

The following sections show how to route VPN and Internet traffic through the same interface
bidirectionally (VPN has private addresses):

Configuring Routing Options for Router PE1

On Router PE1, configure a routing table group to install VPN routes in the vpna.inet.0 and inet.0
routing tables:

[edit]
routing-options {
rib-groups {
vpna-to-inetd {
import-policy import-public-addr-to-inet®;

import-rib [ vpna.inet.@ inet.o 1;

Configuring a Routing Instance for Router PE1

On Router PE1, configure a routing instance. As part of the configuration for the routing instance,
configure a static route that is installed in vpna.inet.0 and is pointed at inet.O for resolution.

[edit]
routing-instances {

vpna {



instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {

static {

route 0.0.0.0/0 next-table inet.0;

At the [edit routing-instances vpna protocols bgp] hierarchy level, configure a policy (import-public-addr-to-
inet@) to import public routes into inet.0 and a routing table group (vpna-to-inet0) to allow BGP to install
routes into multiple routing tables (vpna.inet.0 and inet.0):

[edit routing-instances vpnal
protocols {
bgp {
group to-CE1 {
import import-public-addr-to-ineto;
family inet {
unicast {
rib-group vpna-to-ineto;

}
peer-as 63001;

neighbor 192.168.197.14;

Configuring Policy Options for Router PE1
Configure the policy options for Router PE1 to accept all routes initially (term a) and then to install routes

with a public-comm community into routing table inet.O (term b):

[edit]
policy-options {



policy-statement import-public-addr-to-inet® {
term a {
from {
protocol bgp;
rib vpna.inet.o;

community [ public-comm private-comm J;

}
then accept;
}
term b {
from {
protocol bgp;
community public-comm;
}
to rib inet.o;
then accept;
}
term ¢ {
then reject;
}

}
community private-comm members target:1:333;
community public-comm members target:1:111;

community vpna-comm members target:63000:100;

Traffic Routed by the Same Interface Bidirectionally (VPN Has Private Addresses): Configuration
Summarized by Router

Router PE1

Routing Options

[edit]
routing-options {
rib-groups {
vpna-to-inet® {
import-policy import-public-addr-to-inet@;

import-rib [ vpna.inet.@ inet.0 I;



Routing Instances

[edit]
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-table inet.0;

Routing Instances Protocols BGP

[edit routing-instances vpnal
protocols {
bgp {
group to-CE1 {
family inet {
unicast {
rib-group vpna-to-ineto;

}
peer-as 63001;

neighbor 192.168.197.14;



Policy Options

[edit]
policy-options {
policy-statement import-public-addr-to-inet@ {
term a {
from {
protocol bgp;
rib vpna.inet.0;

community [ public-comm private-comm 71;

}
then accept;
}
term b {
from {
protocol bgp;
community public-comm;
}
to rib inet.0;
then accept;
}
term ¢ {
then reject;
}

}
community private-comm members target:1:333;
community public-comm members target:1:111;

community vpna-comm members target:63000:100;
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In this example, the CE router does not perform NAT. It sends both VPN and Internet traffic over the
same interface to the PE router. The PE router is connected to an NAT device by means of two
interfaces. One interface is configured in the PE router’s VRF table and points to a VPN interface on the
NAT device, which can route Internet traffic for the VPN. The other interface is in a default instance; for
example, part of public routing table inet.0. There can be a single physical connection between the PE
router and the NAT device and multiple logical connections—one for each VRF table and another
interface—as part of the global routing table (see Figure 37 on page 355).

Figure 37: Internet Traffic Routed Through a Separate NAT Device
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Requirements

This example uses the following hardware and software components:
e M Series routers

e Junos OS Release 9.3 or later

Overview

IN THIS SECTION

Topology | 356

This example’s topology expands upon that illustrated in "Routing VPN and Internet Traffic Through
Different Interfaces for Layer 3 VPNs" on page 333. The CE router sends both VPN and Internet traffic
to Router PE1. VPN traffic is routed based on the VPN routes received by Router PE1. Traffic for
everything else is sent to the NAT device using Router PE1’s private interface to the NAT device, which



356

then translates the private addresses and sends the traffic back to Router PE1 using that router’s public
interface (see Figure 38 on page 356).

Topology

Figure 38: Internet Traffic Routed Through a NAT Example Topology
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To route Internet traffic through a separate NAT device, perform these tasks:



Configuring Interfaces on Router PE1

Step-by-Step Procedure

1. Configure an interface for VPN traffic from Router CE1:

[edit]
interfaces {
t3-0/2/0 {
dce;
encapsulation frame-relay;
unit 0 {
description "to CE1 VPN interface";
dlci 10;
family inet {
address 192.168.197.13/30;
}
}
}
}

2. Configure an interface for VPN traffic to and from the NAT device (unit 0), and an interface for
Internet traffic to and from the NAT device (unit 1):

[edit]
interfaces {
at-1/3/1 {
atm-options {
vpi 1 maximum-vcs 255;
}
unit 0 {
description "to NAT VPN interface";
vci 1.100;
family inet {
address 10.23.0.2/32 {
destination 10.23.0.1;

3
unit 1 {

description "to NAT public interface";



vci 1.101;
family inet {
address 10.23.0.6/32 {
destination 10.23.0.5;

Configuring Routing Options for Router PE1

Step-by-Step Procedure

1. Configure a static route on Router PE1 to direct Internet traffic to the CE router through the NAT
device. Router PE1 distributes this route to the Internet.

[edit]
routing-options {
static {
route 10.12.1.0/24 next-hop 10.23.0.5;

Configuring Routing Protocols on Router PE1

Step-by-Step Procedure

Configure the following routing protocols on Router PE1:

1. Configure MPLS on Router PE1. Include the NAT device's VPN interface in the VRF table.

[edit]
protocols {
mpls {
interface s0-0/0/0.0;
interface at-1/3/1.0;



2. Configure BGP on Router PE1. Include a policy to advertise the public IP address pool:

[edit]
protocols {
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet {
any;
}
family inet-vpn {
any;
}
export [ fix-nh redist-static J;
neighbor 10.255.14.177;
neighbor 10.255.14.173;

3. Configure IS-IS on Router PE1:

[edit]
protocols {
isis {
level 1 disable;
interface s0-0/0/0.0;

interface 100.0;

4. Configure LDP on Router PE1:

[edit]
protocols {
ldp {
interface s0-0/0/0.0;



Configuring a Routing Instance on Router PE1

Step-by-Step Procedure

Configure the Layer 3 VPN routing instance on Router PE1:

1. Configure a routing instance on Router PE1. As part of the routing instance configuration, under
routing-options, configure a static default route in vpna.inet.0 pointing to the NAT device’s VPN
interface (this directs all non-VPN traffic to the NAT device):

[edit]
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
interface at-1/3/1.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-hop 10.23.0.1;

}
}
protocols {
bgp {
group to-CE1 {
peer-as 63001;
neighbor 192.168.197.14;
}
}
}



2. Configure the routing policy for the Layer 3 VPN routing instance on Router PE1:

policy-options {
policy-statement fix-nh {
then {
next-hop self;

}
}
policy-statement redist-static {
term a {
from {

protocol static;
route-filter 10.12.1.0/24 exact;

}
then accept;
}
term b {
from protocol bgp;
then accept;
}
term ¢ {
then accept;
}
}
policy-statement vpna-import {
term a {
from {

protocol bgp;
community vpna-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpna-export {
term a {
from protocol bgp;
then {
community add vpna-comm;

accept;



}
term b {
then reject;
}
}
community vpna-comm members target:63000:100;
}
Results

From configuration mode on Router PE1, confirm your configuration by entering the show interfaces,
show routing-options, show protocols, show routing-instances and show policy-options commands. If
the output does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@PE1# show interfaces
interfaces {
t3-0/2/0 {
dce;
encapsulation frame-relay;
unit @ {
description "to CE1 VPN interface";
dlci 10;
family inet {
address 192.168.197.13/30;

}
at-1/3/1 {
atm-options {

vpi 1 maximum-vcs 255;

}

unit @ {
description "to NAT VPN interface";
vci 1.100;

family inet {
address 10.23.0.2/32 {
destination 10.23.0.1;



}
unit 1 {
description "to NAT public interface";
vei 1.101;
family inet {
address 10.23.0.6/32 {
destination 10.23.0.5;

user@PE1# show routing-options
routing-options {
static {
route 10.12.1.0/24 next-hop 10.23.0.5;

user@PE1# show protocols
protocols {
mpls {
interface s0-0/0/0.0;
interface at-1/3/1.0;
}
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet {
any;
}
family inet-vpn {
any;
}
export [ fix-nh redist-static J;
neighbor 10.255.14.177;
neighbor 10.255.14.173;



}

isis {
level 1 disable;
interface s0-0/0/0.0;

interface 100.0;

}
1dp {

interface s0-0/0/0.0;
}

user@PE1# show routing-instances
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
interface at-1/3/1.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.09/0 next-hop 10.23.0.1;

}
}
protocols {
bgp {
group to-CE1 {
peer-as 63001;
neighbor 192.168.197.14;
}
}
}

user@PE1# show policy-options
policy-options {
policy-statement fix-nh {
then {



next-hop self;

}
}
policy-statement redist-static {
term a {
from {

protocol static;
route-filter 10.12.1.0/24 exact;

}
then accept;
}
term b {
from protocol bgp;
then accept;
}
term ¢ {
then accept;
}
}
policy-statement vpna-import {
term a {
from {

protocol bgp;
community vpna-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpna-export {
term a {
from protocol bgp;
then {

community add vpna-comm;

accept;
}
}
term b {
then reject;
}



community vpna-comm members target:63000:100;

Centralized Internet Access Through Layer 3 VPNs

IN THIS SECTION

Routing Internet Traffic Through a Hub CE Router | 366

Routing Internet Traffic Through Multiple CE Routers | 372

This section describes several ways to configure a CE router to act as a central site for Internet access.
Internet traffic from other sites (CE routers) is routed to the hub CE router (which also performs NAT)
using that router’s VPN interface. The hub CE router then forwards the traffic to a PE router connected
to the Internet through another interface identified in the inet.O table. The hub CE router can advertise a
default route to the spoke CE routers. The disadvantage of this type of configuration is that all traffic has
to go through the central CE router before going to the Internet, causing network delays if this router
receives too much traffic. However, in a corporate network, traffic might have to be routed to a central
site because most corporate networks separate the VPN from the Internet by means of a single firewall.

This section includes the following examples:

Routing Internet Traffic Through a Hub CE Router

In this example, Internet traffic is routed through a hub CE router. The hub CE router has two interfaces
to the hub PE router: a VPN interface and a public interface. It performs NAT on traffic forwarded from
the hub PE router through the VPN interface and forwards that traffic from its public interface back to
the hub PE router. The hub PE router has a static default route in its VRF table pointing to the hub CE
router’s VPN interface. It announces this default route to the rest of the VPN, attracting all non-VPN
traffic to the hub CE route. The hub PE router also installs and distributes the VPN’s public IP address
space (see Figure 39 on page 367).
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The configuration for this example is almost identical to that described in "Routing Internet Traffic
Through a Separate NAT Device" on page 354. The difference is that Router PE1 is configured to
announce a static default route to the other CE routers (see Figure 40 on page 368).
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The following sections show how to configure centralized Internet access by routing Internet traffic

through a hub CE router:

Configuring a Routing Instance on Router PE1

Configure a routing instance for Router PE1. As part of this configuration, under routing-options
configure a default static route (route 0.0.0.0/0) to be installed in vpna.inet.0, and point the route to the
hub CE router’s VPN interface (10.23.0.1). Also, configure BGP under the routing instance to export the

default route to the local CE router:

[edit]
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
interface at-1/3/1.0;
route-distinguisher 10.255.14.171:100;

vrf-import vpna-import;




vrf-export vpna-export;
routing-options {
static {
route 0.0.0.09/0 next-hop 10.23.0.1;

}
}
protocols {
bgp {
group to-CE1 {
export export-default;
peer-as 63001;
neighbor 192.168.197.14;
}
}
}

Configuring Policy Options on Router PE1

Configure policy options on Router PE1. As part of this configuration, Router PE1 should export the
static default route to all the remote PE routers in vpna (configured in the policy-statement vpna-export
statement under term b):

[edit]
policy-options {
policy-statement vpna-export {
term a {
from protocol bgp;
then {

community add vpna-comm;

accept;
}
}
term b {
from {
protocol static;
route-filter 0.0.0.0/0 exact;
}
then {

community add vpna-comm;



accept;

}
}
term ¢ {
then reject;
}
}
policy-statement export-default {
term a {
from {

protocol static;
route-filter 0.0.0.0/0 exact;

}
then accept;
}
term b {
from protocol bgp;
then accept;
}
term ¢ {
then reject;
}

Internet Traffic Routed by a Hub CE Router: Configuration Summarized by Router

Router PE1

The configuration for Router PE1 is almost identical to that for the example in "Routing Internet Traffic
Through a Separate NAT Device" on page 354. The difference is that Router PE1 is configured to
announce a static default route to the other CE routers.

Routing Instance

routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
interface at-1/3/1.0;
route-distinguisher 10.255.14.171:100;



vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-hop 10.23.0.1;

}
}
protocols {
bgp {
group to-CE1 {
export export-default;
peer-as 63001,
neighbor 192.168.197.14;
}
}
}

Policy Options

policy-options {
policy-statement vpna-export {
term a {
from protocol bgp;
then {

community add vpna-comm;

accept;
}
}
term b {
from {
protocol static;
route-filter 0.0.0.0/0 exact;
}
then {
community add vpna-comm;
accept;
}
}
term ¢ {

then reject;



}
policy-statement export-default {
term a {
from {
protocol static;
route-filter 0.0.0.0/0 exact;
}
then accept;
}
term b {
from protocol bgp;
then accept;
}
term ¢ {
then reject;
}

Routing Internet Traffic Through Multiple CE Routers

The example in this section is an extension of that described in "Centralized Internet Access Through
Layer 3 VPNs" on page 366. This example provides different exit points for different sites by means of
multiple hub CE routers that perform similar functions. Each hub CE router tags the default route with a
different route target and allows the spoke CE routers to select the hub site that should be used for
Internet access (see Figure 41 on page 373).
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This example uses two hub CE routers that handle NAT and Internet traffic:

Hub1 CE router tags 6/6 with community public-comml (target: 1:111)

Hub2 CE router tags 6/0 with community public-comm? (target: 1:112)

The spoke CE router in this example is configured to have a bias toward Hub2 for Internet access

The following sections describe how configure two hub CE routers to handle internet traffic and NAT:
Configuring a Routing Instance on Router PE1

Configure a routing instance on Router PE1:

[edit]
routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
interface at-1/3/1.0;



route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-hop 10.23.0.1;

}
}
protocols {
bgp {
group to-CE1 {
export export-default;
peer-as 630071;
neighbor 192.168.197.14;
}
}
}

Configuring Policy Options on Router PE1

The policy options for Router PE1 are the same as in "Routing Internet Traffic Through a Hub CE Router"
on page 366, but the configuration in this example includes an additional community, public-comm1, in the

export statement:

[edit]
policy-options {
policy-statement vpna-import {
term a {
from {
protocol bgp;

community vpna-comm;

}

then accept;
}
term b {

then reject;
}

3

policy-statement vpna-export {



term a {
from {
protocol static;
route-filter 0.0.0.0/0 exact;

}
then {
community add public-comml;
community add vpna-comm;
accept;
}
}
term b {
from protocol bgp;
then {
community add vpna-comm;
accept;
}
}
term ¢ {
then reject;
}

}
community public-comm1 members target:1:111;
community public-comm2 members target:1:112;

community vpna-comm members target:63000:100;

The configuration of Router PE2 is identical to that of Router PE1 except that Router PE2 exports the
default route through community public-comm2.

Configuring a Routing Instance on Router PE3

Configure routing instance vpna on Router PE3:

[edit]
routing-instances {
vpna {

instance-type vrf;
interface t1-0/2/0.0;
route-distinguisher 10.255.14.173:100;
vrf-import vpna-import;
vrf-export vpna-export;



protocols {
rip {
group to-vpni2 {
export export-CE;
neighbor t1-0/2/0.0;

Configuring Policy Options on Router PE3

Configure the vrf-import policy for Router PE3 to select the Internet exit point based on the additional
communities specified in "Configuring Policy Options on Router PE1" on page 374:

[edit]
policy-options {
policy-statement vpna-export {
term a {
from protocol rip;
then {

community add vpna-comm;

accept;
}
}
term b {
then reject;
}
}
policy-statement vpna-import {
term a {
from {

protocol bgp;
community public-comml;
route-filter 0.0.0.0/0 exact;
}
then reject;
}
term b {
from {



protocol bgp;
community vpna-comm;

}

then accept;
}
term ¢ {

then reject;
}

}
policy-statement export-CE {

from protocol bgp;

then accept;
}
community vpna-comm members target:69:100;
community public-comm1 members target:1:111;
community public-comm2 members target:1:112;

Routing Internet Traffic Through Multiple CE Routers: Configuration Summarized by Router

Router PE1

This configuration is an extension of the example in "Routing Internet Traffic Through a Hub CE Router"
on page 366. It provides different exit points for various sites by using multiple hub CE routers that
perform similar functions.

Routing Instances

routing-instances {
vpna {
instance-type vrf;
interface t3-0/2/0.0;
interface at-1/3/1.0;
route-distinguisher 10.255.14.171:100;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {
static {
route 0.0.0.0/0 next-hop 10.23.0.1;



protocols {
bgp {
group to-CE1 {
export export-default;
peer-as 63001;
neighbor 192.168.197.14;

Policy Options

policy-options {
policy-statement vpna-import {
term a {
from {
protocol bgp;
community vpna-comm;
}
then accept;
}
term b {
then reject;

}
policy-statement vpna-export {
term a {
from {
protocol static;
route-filter 0.0.0.0/0 exact;

}
then {
community add public-commi;
community add vpna-comm;
accept;
}
}
term b {

from protocol bgp;
then {



community add vpna-comm;

accept;
}
}
term ¢ {
then reject;
}

}
community public-comm1 members target:1:111;
community public-comm2 members target:1:112;

community vpna-comm members target:63000:100;

Router PE2

The configuration of Router PE2 is identical to that of Router PE1, except that Router PE2 exports the
default route through community public-comm2.

Router PE3

Routing Instances

routing-instances {
vpna {
instance-type vrf;
interface t1-0/2/0.0;
route-distinguisher 10.255.14.173:100;
vrf-import vpna-import;
vrf-export vpna-export;
protocols {
rip {
group to-vpnl12 {
export export-CE;
neighbor t1-0/2/0.0;



Policy Options

policy-options {
policy-statement vpna-export {
term a {
from protocol rip;
then {

community add vpna-comm;

accept;
}
}
term b {
then reject;
}
}
policy-statement vpna-import {
term a {
from {

protocol bgp;
community public-comml;
route-filter 0.0.0.0/0 exact;

}
then reject;
}
term b {
from {
protocol bgp;
community vpna-comm;
}
then accept;
}
term ¢ {
then reject;
}

}
policy-statement export-CE {
from protocol bgp;
then accept;
}
community vpna-comm members target:69:100;

community public-comml members target:1:111;



community public-comm2 members target:1:112;

Connecting Layer 3 VPNs to Layer 2 Circuits
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Applications for Interconnecting a Layer 2 Circuit with a Layer 3 VPN

MPLS-based Layer 2 services are growing in demand among enterprise and service providers. This
creates new challenges related to interoperability between Layer 2 and Layer 3 services for service
providers who want to provide end-to-end value-added services. There are various reasons to stitch
different Layer 2 services to one another and to Layer 3 services. For example, to expand the service
offerings and to expand geographically. The Junos OS has various features to address the needs of the
service provider.

You can enable pseudowire services and configure a pseduowire service interface as an access point for
interconnecting layer 2 circuits to layer 3 VPNs. For more information, see Pseudowire Subscriber
Logical Interfaces Overview.

Interconnecting a Layer 2 Circuit with a Layer 3 VPN provides the following benefits:

e Interconnecting a Layer 2 Circuit with a Layer 3 VPN enables the sharing of a service provider's core
network infrastructure between IP and Layer 2 circuit services, reducing the cost of providing those
services. A Layer 2 MPLS circuit allows service providers to create a Layer 2 circuit service over an
existing IP and MPLS backbone.

e Service providers do not have to invest in separate Layer 2 equipment to provide Layer 2 circuit
service. A service provider can configure a provider edge router to run any Layer 3 protocol in
addition to the Layer 2 protocols. Customers who prefer to maintain control over most of the
administration of their own networks want Layer 2 circuit connections with their service provider
instead of a Layer 3 VPN connection.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/pseudowire-subscriber-ifl-overview.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/pseudowire-subscriber-ifl-overview.html

Example: Interconnecting a Layer 2 Circuit with a Layer 3 VPN
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Verifying the Layer 2 Circuit to Layer 3 VPN Interconnection | 398

This example provides a step-by-step procedure and commands for configuring and verifying a Layer 2
circuit to Layer 3 VPN interconnection. It contains the following sections:

Requirements

This example uses the following hardware and software components:
e Junos OS Release 9.3 or later

e 3 MX Series 5G Universal Routing Platforms

e 1 M Series Multiservice Edge Router

e 1T Series Core Router

e 1 EX Series Ethernet Switch

Overview and Topology

IN THIS SECTION

Topology | 384

The physical topology of a Layer 2 circuit to Layer 3 VPN interconnection is shown in Figure 42 on page
383.



Figure 42: Physical Topology of a Layer 2 Circuit to Layer 3 VPN Interconnection
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The logical topology of a Layer 2 circuit to Layer 3 VPN interconnection is shown in Figure 43 on page

384.
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Figure 43: Logical Topology of a Layer 2 Circuit to Layer 3 VPN Interconnection
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Configuring PE Router Customer-facing and Loopback Interfaces | 385



@ NOTE: In any configuration session, it is good practice to verify periodically that the
configuration can be committed using the commit check command.

In this example, the router being configured is identified using the following command prompts:
e (F2identifies the customer edge 2 (CE2) router

e PE1identifies the provider edge 1 (PE1) router

e (E3identifies the customer edge 3 (CE3) router

e PE3 identifies the provider edge 3 (PE3) router

e (E5identifies the customer edge 5 (CE5) router

PE5 identifies the provider edge 5 (PE5) router

This example contains the following procedures:

Configuring PE Router Customer-facing and Loopback Interfaces

Step-by-Step Procedure

To begin building the interconnection, configure the interfaces on the PE routers. If your network
contains provider (P) routers, configure the interfaces on the P routers also. This example shows the
configuration for Router PE2, Router PE3, and Router PE5.

1. On Router PE2, configure the ge-1/8/2 interface encapsulation. To configure the interface
encapsulation, include the encapsulation statement and specify the ethernet-ccc option (vlan-ccc
encapsulation is also supported). Configure the ge-1/0/2.0 logical interface family for circuit cross-
connect functionality. To configure the logical interface family, include the family statement and
specify the ccc option. The encapsulation should be configured the same way for all routers in the
Layer 2 circuit domain.

[edit interfaces]
ge-1/0/2 {
encapsulation ethernet-ccc;
unit @ {
family ccc;



2. On Router PE2, configure the 100.0 interface. Include the family statement and specify the inet option.
Include the address statement and specify 192.0.2.2/24 as the loopback IPv4 address.

[edit interfaces]

100 {
unit 0 {
family inet {
address 192.0.2.2/24;
}
3
}

3. On Router PE3, configure the ge-1/0/1 interface. Include the family statement and specify the inet
option. Include the address statement and specify 198.51.100.1/24 as the interface address for this
device.

[edit interfaces]
ge-1/0/1 {
unit @ {
family inet {
address 198.51.100.1/24;

4. On Router PE3, configure the 100.0 loopback interface. Include the family statement and specify the
inet option. Include the address statement and specify 192.0.2.3/24 as the loopback IPv4 address for
this router.

[edit interfaces]

100 {
unit 0 {
family inet {
address 192.0.2.3/24;
}
}



5. On Router PE5, configure the ge-2/0/0 interface. Include the family statement and specify the inet
option. Include the address statement and specify 198.51.100.8/24 as the interface address.

[edit interfaces]
ge-2/0/0 {
unit 0 {
family inet {
address 198.51.100.8/24;

6. On Router PE5, configure the 100.0 interface. Include the family statement and specify the inet option.
Include the address statement and specify 192.0.2.5/24 as the loopback IPv4 address for this router.

[edit interfaces]

100 {
unit @ {
family inet {
address 192.0.2.5/24;
}
}
}

Configuring Core-facing Interfaces

Step-by-Step Procedure

This procedure describes how to configure the core-facing interfaces on the PE routers. This example
does not include all the core-facing interfaces shown in the physical topology illustration. Enable the mpls
and inet address families on the core-facing interfaces.

1. On Router PE2, configure the xe-0/2/0 interface. Include the family statement and specify the inet
address family. Include the address statement and specify 10.10.5.1/30 as the interface address. Include
the family statement and specify the mpls address family.

[edit interfaces]
xe-0/2/0 {
unit 0 {
family inet {



address 10.10.5.1/30;

}
family mpls;

2. On Router PE3, configure the core-facing interfaces. Include the family statement and specify the inet
address family. Include the address statement and specify the IPv4 addresses shown in the example as
the interface addresses. Include the family statement and specify the mpls address family. In the
example, the xe-2/1/0 interface is connected to Router PE5, and the xe-2/2/0 interface is connected to
Router PE2.

[edit interfaces]
xe-2/0/0 {
unit 0 {
family inet {
address 10.10.20.2/30;

}
family mpls;
}
}
xe-2/1/0 {
unit 0 {
family inet {
address 10.10.6.1/30;
}
family mpls;
}
}
xe-2/2/0 {
unit 0 {
family inet {
address 10.10.5.2/30;
}
family mpls;
}
}
xe-2/3/0 {
unit 0 {

family inet {
address 10.10.1.2/30;



family mpls;

3. On Router PE5, configure the xe-0/1/0 interface. Include the family statement and specify the inet
address family. Include the address statement and specify 10.10.6.2/30 as the interface address. Include
the family statement and specify the mpls address family.

[edit interfaces]
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.6.2/30;

}
family mpls;
}
}
Configuring Protocols

Step-by-Step Procedure

This procedure describes how to configure the protocols used in this example. If your network contains
P routers, configure the interfaces on the P routers also.

1. On Router PE3, enable OSPF as the IGP. Enable the MPLS, LDP, and BGP protocols on all interfaces
except fxp.0. LDP is used as the signaling protocol for the Layer 2 circuit to Router PE2 . The
following configuration snippet shows the protocol configuration for Router PE3:

[edit]
protocols {
rsvp {
interface all;
interface fxp@.0 {

disable;

}
mpls {
label-switched-path to-RR {
to 192.0.2.7;



}
label-switched-path to-PE2 {

to 192.0.2.2;

}

label-switched-path to-PE5 {
to 192.0.2.5;

}

label-switched-path to-PE4 {
to 192.0.2.4;

}

label-switched-path to-PET {
to 192.0.2.1;

}

interface all;

interface fxp@.0 {

disable;
}
}
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family inet-vpn {
unicast;
}
family 12vpn {
signaling;
}
neighbor 192.0.2.7;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;
}
}
}
ldp {

interface all;

interface fxp@.0 {



disable;

2. On Router PE2, configure the MPLS, OSPF, and LDP protocols.

[edit ]
protocols {
mpls {
interface all;

interface fxp@.0 {

disable;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp@.0 {
disable;
}
}
}
ldp {
interface all;
interface fxp0.0 {
disable;
}
}

3. On Router PE5, enable OSPF as the IGP. Enable the MPLS, RSVP, and BGP protocols on all interfaces
except fxp.0. Enable core-facing interfaces with the mpls and inet address families.

[edit]
protocols {
rsvp {
interface all {

link-protection;



interface fxp@.0 {
disable;

}
mpls {

label-switched-path to-RR {
to 192.0.2.7;

}

label-switched-path to-PE2 {
to 192.0.2.2;

}

label-switched-path to-PE3 {
to 192.0.2.3;

}

label-switched-path to-PE4 {
to 192.0.2.4;

}

label-switched-path to-PE1 {
to 192.0.2.1;

}

interface all;

interface fxp0.0 {
disable;

}
bgp {
group to-rr {
type internal;
local-address 192.0.2.5;
family inet-vpn {
unicast;
}
family 12vpn {
signaling;
}
neighbor 192.0.2.7;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;

interface fxp@.0 {



disable;

Configuring Routing Instances and Layer 2 Circuits

Step-by-Step Procedure

This procedure describes how to configure the Layer 2 circuit and the Layer 3 VPN.

1. On Router PE2, configure the Layer 2 circuit. Include the 12circuit statement. Include the neighbor
statement and specify the loopback IPv4 address of Router PE3 as the neighbor. Include the
interface statement and specify ge-1/0/2.0 as the logical interface that is participating in the Layer 2
circuit. Include the virtual-circuit-id statement and specify 100 as the identifier. Include the no-control-
word statement for equipment that does not support the control word.

[edit ]
protocols {
12circuit {
neighbor 192.0.2.3 {
interface ge-1/0/2.0 {
virtual-circuit-id 100;

no-control-word;

2. On Router PE3, configure the Layer 2 circuit to Router PE2. Include the 12circuit statement. Include
the neighbor statement and specify the loopback IPv4 address of Router PE2 as the neighbor. Include
the interface statement and specify 1t-1/1/10.0 as the logical tunnel interface that is participating in
the Layer 2 circuit. Include the virtual-circuit-id statement and specify 100 as the identifier. Include

the no-control-word statement.

[edit ]
protocols {
12circuit {
neighbor 192.0.2.2 {



interface 1t-1/1/10.0 {
virtual-circuit-id 100;

no-control-word;

3. On Router PE3, configure the Layer 3 VPN (L3VPN) routing instance to Router PE5 at the [edit routing-
instances] hierarchy level. Also configure the BGP peer group at the [edit routing-instances L3VPN
protocols] hierarchy level.

[edit ]
routing-instances {
L3VPN {
instance-type vrf;
interface ge-1/0/1.0;
interface 1t-1/1/10.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
export direct;
group ce3 {
neighbor 198.51.100.6{
peer-as 100;

4. On Router PES5, configure the Layer 3 VPN routing instance (L3VPN) at the [edit routing-instances]
hierarchy level. Also configure the BGP peer group at the [edit routing-instances L3VPN protocols]
hierarchy level.

[edit ]
routing-instances {
L3VPN {



instance-type vrf;

interface ge-2/0/0.0;
route-distinguisher 65000:5;
vrf-target target:65000:2;
vrf-table-label;

protocols {

bgp {
group ce5 {
neighbor 198.51.100.10 {
peer-as 200;
}
}
}

Configuring the Route Reflector

Step-by-Step Procedure

Although a route reflector is not required to interconnect a Layer 2 circuit with a Layer 3 VPN, this
examples uses a route reflector. This procedure shows the relevant portion of the route reflector
configuration.

1. Configure the route reflector with RSVP, MPLS, BGP and OSPF. The route reflector is a BGP peer
with the PE routers. Notice that the BGP peer group configuration includes the family statement and
specifies the inet-vpn option The inet-vpn option enables BGP to advertise network layer reachability
information (NLRI) for the Layer 3 VPN routes. The configuration also includes the family statement
and specifies the 12vpn option. The 12vpn option enables BGP to advertise NLRI for the Layer 2 circuit.
Layer 2 circuits use the same internal BGP infrastructure as Layer 2 VPNs.

[edit ]
protocols {
rsvp {
interface all;
interface fxp@.0 {

disable;

mpls {



label-switched-path to-pe3 {

to 192.0.2.3;

}

label-switched-path to-pe5 {
to 192.0.2.5;

}

interface all;
interface fxp0.0 {
disable;

}
bgp {
group RR {

type internal;

local-address 192.0.2.7;

family inet {
unicast;

}

family inet-vpn {
unicast;

}

family 12vpn {
signaling;

}

cluster 192.0.2.7;

neighbor 192.0.2.1;

neighbor 192.0.2.2;

neighbor 192.0.2.4;

neighbor 192.0.2.5;

neighbor 192.0.2.3;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp@.0 {

disable;



Interconnecting the Layer 2 Circuit with the Layer 3 VPN

Step-by-Step Procedure

Before you can configure the logical tunnel interface in an MX Series router, you must create the tunnel
services interface to be used for tunnel services.

1. Create the tunnel service interface on Router PE3. Include the bandwidth statement at the [edit chassis
fpc slot-number pic slot-number tunnel-services] hierarchy level and specify the amount of bandwidth to
reserve for tunnel services in gigabits per second.

[edit chassis]
fpc 1 {
pic 1 {
tunnel-services {
bandwidth 1g;

2. On Router PE3, configure the 1t-1/1/10 logical tunnel interface unit O.

Router PES is the router that is stitching the Layer 2 circuit to the Layer 3 VPN using the logical
tunnel interface. The configuration of the peer unit interfaces is what makes the interconnection.

Include the encapsulation statement and specify the ethernet-ccc option. Include the peer-unit statement
and specify the logical interface unit 1 as the peer tunnel interface. Include the family statement and
specify the ccc option.

Configure the 1t-1/1/10 logical interface unit 1 with ethernet encapsulation. Include the peer-unit
statement and specify the logical interface unit 0 as the peer tunnel interface. Include the family
statement and specify the inet option. Also include the address statement and specify 198.51.100.11/24
as the IPv4 address of the interface.

@ NOTE: The peering logical interfaces must belong to the same logical tunnel interface
derived from the Tunnel Services PIC.

[edit interfaces]
1t-1/1/10 {
unit 9 {

encapsulation ethernet-ccc;



peer-unit 1;

family ccc;
}
unit 1 {
encapsulation ethernet;
peer-unit 0;
family inet {
address 198.51.100.11/24;
}
}

3. On each router, commit the configuration.

user@host> commit check
configuration check succeeds
user@host> commit

Verifying the Layer 2 Circuit to Layer 3 VPN Interconnection
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To verify that the interconnection is working properly, perform these tasks:



Verifying That the Layer 2 Circuit Connection to Router PE3 is Up

Purpose

To verify that the Layer 2 circuit connection from Router PE2 to Router PE3 is Up. To also document the
incoming and outgoing LDP labels and the circuit ID used by this Layer 2 circuit connection.

Action

Verify that the Layer 2 circuit connection is up, using the show 12circuit connections command.

user@PE2> show l2circuit connections

Legend for connection status (St)

EI -- encapsulation invalid NP -- interface h/w not present

MM -- mtu mismatch Dn -- down

EM -- encapsulation mismatch VC-Dn -- Virtual circuit Down

CM -- control-word mismatch Up -- operational

VM -- vlan id mismatch CF -- Call admission control failure
OL -- no outgoing label IB -- TDM incompatible bitrate

NC -- intf encaps not CCC/TCC TM -- TDM misconfiguration

BK -- Backup Connection ST -- Standby Connection

CB -- rcvd cell-bundle size bad SP -- Static Pseudowire
LD -- local site signaled down RS -- remote site standby

RD -- remote site signaled down XX -- unknown

Legend for interface status

Up -- operational

Dn -- down

Neighbor: 192.0.2.3
Interface Type St Time last up # Up trans
ge-1/0/2.0(vc 100) rmt  Up Jan 7 02:14:13 2010 1

Remote PE: 192.0.2.3, Negotiated control-word: No

Incoming label: 301488, Outgoing label: 315264

Negotiated PW status TLV: No

Local interface: ge-1/0/2.0, Status: Up, Encapsulation: ETHERNET

Meaning

The output shows that the Layer 2 circuit connection from Router PE2 to Router PE3 is Up and the
connection is using the ge-1/0/2.0 interface. Note that the outgoing label is 315264 and the incoming label
is 301488, the virtual circuit (VC) identifier is 100 and the encapsulation is ETHERNET.



Verifying LDP Neighbors and Targeted LDP LSPs on Router PE2

Purpose

To verify that Router PE2 has a targeted LDP LSP to Router PE3 and that Router PE2 and Router PE3
are LDP neighbors.

Action

Verify that Router PE2 has a targeted LDP LSP to Router PE3 and that Router PE2 and Router PE3 are
LDP neighbors, using the show 1dp neighbor command.

user@E2> show ldp neighbor

Address Interface Label space ID Hold time
192.0.2.3 100.0 192.0.2.3:0 38
Meaning

The output shows that Router PE2 has an LDP neighbor with the IPv4 address of 192.6.2.3. Address
192.0.2.3 is the 100.0 interface address of Router PE3. Notice that Router PE2 uses the local 100.0
interface for the LSP.

Verifying that the routers are LDP neighbors also verifies that the targeted LSP is established.
Verifying the Layer 2 Circuit Routes on Router PE2

Purpose

To verify that Router PE2 has a route for the Layer 2 circuit and that the route uses the LDP MPLS label
to Router PE3.

Action

Verify that Router PE2 has a route for the Layer 2 circuit and that the route uses the LDP MPLS label to
Router PE3, using the show route table mpls.0 command.

user@E2> show route table mpls.@
mpls.0: 13 destinations, 13 routes (13 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both



0 *[MPLS/0] 1w3d 05:24:11, metric 1

Receive
1 *[MPLS/0] 1w3d 05:24:11, metric 1
Receive
2 *[MPLS/0] 1w3d 05:24:11, metric 1
Receive
300560 *[LDP/9] 16:12:23, metric 1
> to 10.10.2.1 via xe-0/1/0.0, Pop
300560(S=0) *[LDP/9] 16:12:23, metric 1
> to 10.10.2.1 via xe-0/1/0.0, Pop
301008 *[LDP/9] 16:12:23, metric 1
> to 10.10.4.2 via xe-0/3/0.0, Swap 299856
301488 *[L2CKT/7] 11:07:28
> via ge-1/0/2.0, Pop
301536 *[LDP/9] 16:12:23, metric 1
> to 10.10.4.2 via xe-0/3/0.0, Pop
301536(S=0) *[LDP/9] 16:12:23, metric 1
> to 10.10.4.2 via xe-0/3/0.0, Pop
301712 *[LDP/9] 12:41:22, metric 1
> to 10.10.5.2 via xe-0/2/0.0, Swap 315184
301728 *[LDP/9] 12:41:22, metric 1
> to 10.10.5.2 via xe-0/2/0.0, Pop
301728(S=0) *[LDP/9] 12:41:22, metric 1
> to 10.10.5.2 via xe-0/2/0.0, Pop
ge-1/0/2.0 *[L2CKT/7] 11:07:28, metric2 1

> to 10.10.5.2 via xe-0/2/0.9, Push 315264

Meaning
The output shows that Router PE2 pushes the 315264 outgoing label on the L2CKT route going out

interface ge-1/0/2.0. The output also shows that Router PE2 pops the 301488 incoming label on the L2CKT
coming from interface ge-1/0/2.0

Verifying That the Layer 2 Circuit Connection to Router PE2 is Up

Purpose

To verify that the Layer 2 circuit connection from Router PE3 to Router PE2 is Up, To also document the
incoming and outgoing LDP labels and the circuit ID used by this Layer 2 circuit connection.



Action

Verify that the Layer 2 circuit connection is up, using the show 12circuit connections command.

user@PE3> show 12circuit connections
Layer-2 Circuit Connections:

Legend for connection status (St)

EI -- encapsulation invalid NP -- interface h/w not present

MM -- mtu mismatch Dn -- down

EM -- encapsulation mismatch VC-Dn -- Virtual circuit Down

CM -- control-word mismatch Up -- operational

VM -- vlan id mismatch CF -- Call admission control failure
OL -- no outgoing label IB -- TDM incompatible bitrate

NC -- intf encaps not CCC/TCC TM -- TDM misconfiguration

BK -- Backup Connection ST -- Standby Connection

CB -- rcvd cell-bundle size bad XX -- unknown

Legend for interface status

Up -- operational

Dn -- down

Neighbor: 192.0.2.2
Interface Type St Time last up # Up trans
1t-1/1/10.0(vc 100) rmt  Up Jan 7 02:15:03 2010 1

Remote PE: 192.0.2.2, Negotiated control-word: No
Incoming label: 315264, Outgoing label: 301488
Local interface: 1t-1/1/10.0, Status: Up, Encapsulation: ETHERNET

Meaning

The output shows that the Layer 2 circuit connection from Router PE3 to Router PE2 is Up and the
connection is using the logical tunnel (1t) interface. Note that the incoming label is 315264 and the
outgoing label is 301488, the virtual circuit (VC) identifier is 100, and that the encapsulation is ETHERNET.

Verifying LDP Neighbors and Targeted LDP LSPs on Router PE3

Purpose

To verify that Router PE3 has a targeted LDP LSP to Router PE2 and that Router PE3 and Router PE2
are LDP neighbors.



Action

Verify that Router PE2 has a targeted LDP LSP to Router PE3 and that Router PE2 and Router PE3 are
LDP neighbors, using the show 1dp neighbor command.

user@PE2> show ldp neighbor

Address Interface Label space ID Hold time

192.0.2.2 100.0 192.0.2.2:0 43

192.0.2.4 100.0 192.0.2.4:0 33
Meaning

The output shows that Router PE3 has an LDP neighbor with the IPv4 address of 192.0.2.2. Address
192.0.2.2 is the 100.0 interface address of Router PE2. The output also shows that the interface used on
Router PE3 for the LSP is 100.0. Verifying that the routers are LDP neighbors also verifies that the
targeted LSP is established.

Verifying a BGP Peer Session with the Route Reflector on Router PE3

Purpose

To verify that Router PE3 has a peer session established with the route reflector.

Action

Verify that Router PE3 has a peer session established with the route reflector, using the show bgp summary
command.

user@PE2> show bgp summary

Groups: 2 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending

bgp.13vpn.0 1 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/
Received/Accepted/Damped. ..

192.0.2.7 65000 1597 1612 0 1 12:03:21 Establ

bgp.12vpn.0: 0/0/0/0
bgp.13vpn.0: 1/1/1/0
L3VPN.inet.0: 1/1/1/0



Meaning
The output shows that Router PE3 has a peer session with the router with the IPv4 address of 192.0.2.7.

Address 192.0.2.7 is the 100.0 interface address of the route reflector. The output also shows that the
peer session state is Establ, meaning that the session is established.

Verifying the Layer 3 VPN Routes on Router PE3

Purpose

To verify that Router PE3 has Layer 3 VPN routes to Router CE2, Router CE3, and Router CES5.

Action

Verify that Router PE3 has routes to Router CE2, Router CE3, and Router CE5 in the Layer 3 VPN route
table, using the show route table L3VPN.inet.0 command. In this example, L3VPN is the name configured for
the routing instance.

user@PE3> show route table L3VPN.inet.0
L3VPN.inet.@: 5 destinations, 5 routes (5 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
198.51.100.10/24 *[Direct/0] 11:13:59
> via 1t-1/1/10.1
198.51.100.11/24 *[Local/@] 11:13:59
Local via 1t-1/1/10.1
198.51.100.12/24 *[BGP/170] 11:00:41, localpref 100, from 192.0.2.7
AS path: I
> to 10.10.6.2 via xe-2/1/0.0, Push 16
198.51.100.13/24 *[Direct/0] 11:54:41
> via ge-1/0/1.0
198.51.100.1/24 *[Local/0] 11:54:41

Local via ge-1/0/1.0

Meaning

The output shows that Router PE3 has a route to the IPv4 subnetwork address of 198.51.100.10. Address
198.51.100.15 is the interface address of Router CE2. The output shows that Router PE3 has a route to
the IPv4 subnetwork address of 198.51.100.12. Address 198.51.100.10 is the interface address of Router
CES5. The output shows that Router PE3 has a route to the IPv4 subnetwork address of 198.51.100.13.
Address 198.51.100.6 is the interface address of Router CE3.



Verifying the Layer 2 Circuit Routes on Router PE3

Purpose

To verify that Router PE3 has a route to Router PE2 in the Layer 2 circuit route table.

Action

Verify that Router PE3 has a route to Router PE2 in the Layer 2 circuit route table, using the show route
table 12circuit.0 command.

user@PE3> show route table 12circuit.o
192.0.2.2:NoCtrlWord:5:100:Local/96 (1 entry, 1 announced)
*L2CKT Preference: 7

Next hop type: Indirect

Next-hop reference count: 1

Next hop type: Router

Next hop: 10.10.5.1 via xe-2/2/0.0, selected

Protocol next hop: 192.0.2.2

Indirect next hop: 8cae0ad -

State: <Active Int>

Local AS: 65000

Age: 11:16:50 Metric2: 1

Task: 12 circuit

Announcement bits (1): 0-LDP

AS path: I

VC Label 315264, MTU 1500

Meaning

The output shows that Router PE3 has a route to the IPv4 address of 192.0.2.2. Address 192.0.2.2 is the
100.0 interface address of Router PE2. Note that the VC label is 315264. This label is the same as the
incoming MPLS label displayed using the show 12circuit connections command.

Verifying the MPLS Routes on Router PE3

Purpose

To verify that Router PE3 has a route to Router PE2 in the MPLS route table.



Action

Verify Router PE3 has a route to Router PE2 in the MPLS route table, using the show route table mpls.0
command.

user@PE3> show route table mpls.@
mpls.@: 21 destinations, 21 routes (21 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
0 *[MPLS/0] 1w3d 05:29:02, metric 1
Receive
1 *[MPLS/0] 1w3d 05:29:02, metric 1
Receive
2 *[MPLS/0] 1w3d 05:29:02, metric 1
Receive
16 *[VPN/@] 12:22:45
to table L3VPN.inet.@, Pop
315184 *[LDP/9] 12:45:14, metric 1
> to0 10.10.20.1 via xe-2/0/0.0, Pop
315184(5=0) *[LDP/9] 12:45:14, metric 1
> to0 10.10.20.1 via xe-2/0/0.0, Pop
315200 *[LDP/9] 00:03:53, metric 1

> to 10.10.20.1 via xe-2/0/0.0, Swap 625297
to 10.10.6.2 via xe-2/1/0.0, Swap 299856

315216 *[LDP/9] 12:45:14, metric 1

> to 10.10.6.2 via xe-2/1/0.0, Pop
315216(S=0) *[LDP/9] 12:45:14, metric 1

> to 10.10.6.2 via xe-2/1/0.0, Pop
315232 *[LDP/9] 12:45:06, metric 1

> to 10.10.1.1 via xe-2/3/0.0, Pop
315232(S=0) *[LDP/9] 12:45:06, metric 1

> to 10.10.1.1 via xe-2/3/0.0, Pop
315248 *[LDP/9] 12:45:14, metric 1

> to 10.10.5.1 via xe-2/2/0.0, Pop
315248(S=0) *[LDP/9] 12:45:14, metric 1

> to 10.10.5.1 via xe-2/2/0.0, Pop
315264 *[L2CKT/7] 11:11:20

> via 1t-1/1/10.0, Pop
315312 *[RSVP/7] 11:26:01, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-peb
315312(S=0) *[RSVP/7] 11:26:01, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-peb



315328
315360
316208
316208(S=0)

1t-1/1/10.0

Meaning

*[RSVP/7] 11:26:01, metric 1

> to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR

*[RSVP/7] 11:26:01, metric 1

> to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR

*[RSVP/7] 00:03:32, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path Bypass->10.10.9.1
*[RSVP/7] 00:03:32, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path Bypass->10.10.9.1
*[L2CKT/7] 11:11:20, metric2 1

> to 10.10.5.1 via xe-2/2/0.0, Push 301488

The output shows that Router PE3 has a route for the Layer 2 circuit and that the route uses the LDP
MPLS label to Router PE2. Notice that the 301488 label is the same as the outgoing label displayed on
Router PE2 using the show 12circuit connections command.

Verifying Traffic Flow Between Router CE2 and Router CE3

Purpose

To verify that the CE routers can send and receive traffic across the interconnection.

Action

Verify that Router CE2 can send traffic to and receive traffic from Router CE3 across the

interconnection, using the ping command.

user@CE2>ping 198.51.100.6

PING 198.51.100.6 (198.51.100.6): 56 data bytes

64 bytes from 198.51.100.6: icmp_seq=0 ttl=63 time=0.708 ms
64 bytes from 198.51.100.6: icmp_seq=1 tt1=63 time=0.610 ms

Meaning

The output shows that Router CE2 can send an ICMP request to and receive a response from Router
CE3 across the interconnection.



Verifying Traffic Flow Between Router CE2 and Router CE5

Purpose

To verify that the CE routers can send and receive traffic across the interconnection.

Action

Verify that Router CE2 can send traffic to and receive traffic from Router CE5 across the
interconnection, using the ping command.

user@CE2>ping 198.51.100.10

PING 198.51.100.10 (198.51.100.10): 56 data bytes

64 bytes from 198.51.100.10: icmp_seq=0 tt1=62 time=0.995 ms
64 bytes from 198.51.100.10: icmp_seq=1 tt1=62 time=1.005 ms

Meaning

The output shows that Router CE2 can send an ICMP request to and receive a response from Router
CE5 across the interconnection.
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As MPLS-based Layer 2 services grow in demand, new challenges arise for service providers to be able
to interoperate with Layer 2 and Layer 3 services and give their customers value-added services. Junos
OS has various features to address the needs of service providers. One of these features is the use of a
logical tunnel interface. This Junos OS functionality makes use of a tunnel PIC to loop packets out and
back from the Packet Forwarding Engine to link the Layer 2 network with the Layer 3 network. The
solution is limited by the logical tunnel bandwidth constraints imposed by the tunnel PIC.

Interconnecting Layer 2 VPNs with Layer 3 VPNs Applications

Interconnecting a Layer 2 VPN with a Layer 3 VPN provides the following benefits:

e Assingle access line to provide multiple services—Traditional VPNs over Layer 2 circuits require the
provisioning and maintenance of separate networks for IP and for VPN services. In contrast, Layer 2
VPNs enable the sharing of a provider's core network infrastructure between IP and Layer 2 VPN
services, thereby reducing the cost of providing those services.

¢ Flexibility—Many different types of networks can be accommodated by the service provider. If all
sites in a VPN are owned by the same enterprise, this is an intranet. If various sites are owned by
different enterprises, the VPN is an extranet. A site can be located in more than one VPN.

¢ Wide range of possible policies—You can give every site in a VPN a different route to every other
site, or you can force traffic between certain pairs of sites routed via a third site and so pass certain
traffic through a firewall.

e Scalable network—This design enhances the scalability because it eliminates the need for provider
edge (PE) routers to maintain all of the service provider's VPN routes. Each PE router maintains a
VREF table for each of its directly connected sites. Each customer connection (such as a Frame Relay
PVC, an ATM PVC, or a VLAN) is mapped to a specific VRF table. Thus, it is a port on the PE router
and not a site that is associated with a VRF table. Multiple ports on a PE router can be associated
with a single VRF table. It is the ability of PE routers to maintain multiple forwarding tables that
supports the per-VPN segregation of routing information.

e Use of route reflectors—Provider edge routers can maintain IBGP sessions to route reflectors as an
alternative to a full mesh of IBGP sessions. Deploying multiple route reflectors enhances the



scalability of the RFC 2547bis model because it eliminates the need for any single network
component to maintain all VPN routes.

e Multiple VPNs are kept separate and distinct from each other—The customer edge routers do not
peer with each other. Two sites have IP connectivity over the common backbone only, and only if
there is a VPN which contains both sites. This feature keeps the VPNs separate and distinct from
each other, even if two VPNs have an overlapping address space.

e Simple for customers to use—Customers can obtain IP backbone services from a service provider,
and they do not need to maintain their own backbones.

Example: Interconnecting a Layer 2 VPN with a Layer 3 VPN
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This example provides a step-by-step procedure and commands for interconnecting and verifying a
Layer 2 VPN with a Layer 3 VPN. It contains the following sections:

Requirements

This example uses the following hardware and software components:
e Junos OS Release 9.3 or later

e Five MX Series routers

e Three M Series routers

e Two T Series routers



Overview and Topology

IN THIS SECTION

Topology | 412

A Layer 2 VPN is a type of virtual private network (VPN) that uses MPLS labels to transport data. The
communication occurs between the provider edge (PE) routers.

Layer 2 VPNs use BGP as the signaling protocol and, consequently, have a simpler design and require
less provisioning overhead than traditional VPNs over Layer 2 circuits. BGP signaling also enables
autodiscovery of Layer 2 VPN peers. Layer 2 VPNs can have either a full-mesh or a hub-and-spoke
topology. The tunneling mechanism in the core network is, typically, MPLS. However, Layer 2 VPNs can
also use other tunneling protocols, such as GRE.

Layer 3 VPNs are based on RFC 2547bis, BGP/MPLS IP VPNs. RFC 2547bis defines a mechanism by
which service providers can use their IP backbones to provide VPN services to their customers. A Layer
3 VPN is a set of sites that share common routing information and whose connectivity is controlled by a
collection of policies. The sites that make up a Layer 3 VPN are connected over a provider's existing
public Internet backbone. RFC 2547bis VPNs are also known as BGP/MPLS VPNs because BGP is used
to distribute VPN routing information across the provider’s backbone, and MPLS is used to forward VPN
traffic across the backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private addresses, as
defined in RFC 1918, Address Allocation for Private Internets. When customer networks that use
private addresses connect to the public Internet infrastructure, the private addresses might overlap with
the same private addresses used by other network users. MPLS/BGP VPNs solve this problem by adding
a route distinguisher. A route distinguisher is a VPN identifier prefix that is added to each address from a
particular VPN site, thereby creating an address that is unique both within the VPN and within the
Internet.

In addition, each VPN has its own VPN-specific routing table that contains the routing information for
that VPN only. To separate a VPN's routes from routes in the public Internet or those in other VPNs, the
PE router creates a separate routing table for each VPN called a VPN routing and forwarding (VRF)
table. The PE router creates one VRF table for each VPN that has a connection to a customer edge (CE)
router. Any customer or site that belongs to the VPN can access only the routes in the VRF tables for
that VPN. Every VRF table has one or more extended community attributes associated with it that
identify the route as belonging to a specific collection of routers. One of these, the route target
attribute, identifies a collection of sites (VRF tables) to which a PE router distributes routes. The PE
router uses the route target to constrain the import of remote routes into its VRF tables.



When an ingress PE router receives routes advertised from a directly connected CE router, it checks the
received route against the VRF export policy for that VPN.

o If it matches, the route is converted to VPN-IPv4 format—that is, the route distinguisher is added to
the route. The PE router then announces the route in VPN-IPv4 format to the remote PE routers. It
also attaches a route target to each route learned from the directly connected sites. The route target
attached to the route is based on the value of the VRF table’s configured export target policy. The
routes are then distributed using IBGP sessions, which are configured in the provider's core network.

e If the route from the CE router does not match, it is not exported to other PE routers, but it can still
be used locally for routing, for example, if two CE routers in the same VPN are directly connected to
the same PE router.

When an egress PE router receives a route, it checks it against the import policy on the IBGP session
between the PE routers. If it is accepted, the router places the route into its bgp.I3vpn.O table. At the
same time, the router checks the route against the VRF import policy for the VPN. If it matches, the
route distinguisher is removed from the route and the route is placed into the VRF table (the routing-
instance-name.inet.O table) in IPv4 format.

Topology

Figure 44 on page 413 shows the physical topology of a Layer 2 VPN-to-Layer 3 VPN interconnection.
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Figure 44: Physical Topology of a Layer 2 VPN Terminating into a Layer 3 VPN
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The logical topology of a Layer 2 VPN-to-Layer 3 VPN interconnection is shown in Figure 45 on page
414,



Figure 45: Logical Topology of a Layer 2 VPN Terminating into a Layer 3 VPN
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The following definitions describe the meaning of the device abbreviations used in Figure 44 on page
413 and Figure 45 on page 414.

e Customer edge (CE) device—A device at the customer premises that provides access to the service
provider's VPN over a data link to one or more provider edge (PE) routers.

Typically the CE device is an IP router that establishes an adjacency with its directly connected PE
routers. After the adjacency is established, the CE router advertises the site’s local VPN routes to the
PE router and learns remote VPN routes from the PE router.

e Provider edge (PE) device—A device, or set of devices, at the edge of the provider network that
presents the provider's view of the customer site.

PE routers exchange routing information with CE routers. PE routers are aware of the VPNs that
connect through them, and PE routers maintain VPN state. A PE router is only required to maintain
VPN routes for those VPNs to which it is directly attached. After learning local VPN routes from CE
routers, a PE router exchanges VPN routing information with other PE routers using IBGP. Finally,
when using MPLS to forward VPN data traffic across the provider’s backbone, the ingress PE router
functions as the ingress label-switching router (LSR) and the egress PE router functions as the egress
LSR.

e Provider (P) device—A device that operates inside the provider's core network and does not directly
interface to any CE.



Although the P device is a key part of implementing VPNs for the service provider’s customers and
may provide routing for many provider-operated tunnels that belong to different VPN, it is not itself
VPN-aware and does not maintain VPN state. Its principal role is allowing the service provider to
scale its VPN offerings, for example, by acting as an aggregation point for multiple PE routers.

P routers function as MPLS transit LSRs when forwarding VPN data traffic between PE routers. P
routers are required only to maintain routes to the provider's PE routers; they are not required to
maintain specific VPN routing information for each customer site.

Configuration

IN THIS SECTION

Configuring the Base Protocols and Interfaces | 415

Configuring the VPN Interfaces | 419

To interconnect a Layer 2 VPN with a Layer 3 VPN, perform these tasks:
Configuring the Base Protocols and Interfaces

Step-by-Step Procedure

1. On each PE and P router, configure OSPF with traffic engineering extensions on all interfaces.
Disable OSPF on the fxp0.0 interface.

[edit protocols]
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;



2. On all the core routers, enable MPLS on all interfaces. Disable MPLS on the fxp0.0 interface.

[edit protocols]
mpls {
interface all;
interface fxp0.0 {
disable;

3. On all the core routers, create an internal BGP peer group and specify the route reflector address
(192.0.2.7) as the neighbor. Also enable BGP to carry Layer 2 VPLS network layer reachability
information (NLRI) messages for this peer group by including the signaling statement at the [edit
protocols bgp group group-name family 12vpn] hierarchy level.

[edit protocols]

bgp {
group RR {
type internal;
local-address 192.0.2.2;
family 12vpn {
signaling;
}
neighbor 192.0.2.7;
}
}

4. On Router PE3, create an internal BGP peer group and specify the route reflector IP address
(192.0.2.7) as the neighbor. Enable BGP to carry Layer 2 VPLS NLRI messages for this peer group
and enable the processing of VPN-IPv4 addresses by including the unicast statement at the [edit
protocols bgp group group-name family inet-vpn] hierarchy level.

[edit protocols]
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family inet-vpn {

unicast;



family 12vpn {
signaling;

}

neighbor 192.0.2.7;

For the Layer 3 VPN domain on Router PE3 and Router PE5, enable RSVP on all interfaces. Disable
RSVP on the fxp0.0 interface.

[edit protocols]
rsvp {
interface all;
interface fxp0.0 {
disable;

On Router PE3 and Router PES5, create label-switched paths (LSPs) to the route reflector and the
other PE routers. The following example shows the configuration on Router PE5.

[edit protocols]
mpls {
label-switched-path to-RR {
to 192.0.2.7;
}
label-switched-path to-PE2 {
to 192.0.2.2;
}
label-switched-path to-PE3 {
to 192.0.2.3;
}
label-switched-path to-PE4 {
to 192.0.2.4;
}
label-switched-path to-PE1 {
to 192.0.2.1;



7. On Routers PE1, PE2, PE3, and PES5, configure the core interfaces with an IPv4 address and enable
the MPLS address family. The following example shows the configuration of the xe-0/1/0 interface
on Router PE2.

[edit]
interfaces {
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.2.2/30;
}
family mpls;

8. On Router PE2 and Router PE3, configure LDP for the Layer 2 VPN MPLS signaling protocol for all
interfaces. Disable LDP on the fxp0.0 interface. (RSVP can also be used.)

[edit protocols]
1dp {
interface all;
interface fxp0.0 {
disable;

9. On the route reflector, create an internal BGP peer group and specify the PE routers IP addresses
as the neighbors.

[edit]
protocols {
bgp {
group RR {
type internal;
local-address 192.0.2.7;
family inet {
unicast;

}
family inet-vpn {



unicast;
}
family 12vpn {
signaling;
}
cluster 192.0.2.7;
neighbor 192.0.2.1;
neighbor 192.0.2.2;
neighbor 192.0.2.4;
neighbor 192.0.2.5;
neighbor 192.0.2.3;

10. On the route reflector, configure MPLS LSPs towards Routers PE3 and PE5 to resolve the BGP next
hops from inet.3 routing table.

[edit]
protocols {
mpls {
label-switched-path to-pe3 {
to 192.0.2.3;

label-switched-path to-pe5 {
to 192.0.2.5;
}

interface all;

Configuring the VPN Interfaces

Step-by-Step Procedure

Router PE2 is one end of the Layer 2 VPN. Router PE3 is performing the Layer 2 VPN stitching between
the Layer 2 VPN and the Layer 3 VPN. Router PE3 uses the logical tunnel interface (It interface)
configured with different logical interface units applied under two different Layer 2 VPN instances. The
packet is looped though the It interface configured on Router PE3. The configuration of Router PE5
contains the PE-CE interface.



1. On Router PE2, configure the ge-1/0/2 interface encapsulation. Include the encapsulation
statement and specify the ethernet-ccc option (vlan-ccc encapsulation is also supported) at the [edit
interfaces ge-1/0/2] hierarchy level. The encapsulation should be the same in a whole Layer 2 VPN
domain (Routers PE2 and PE3). Also, configure interface loO.

[edit]
interfaces {
ge-1/0/2 {
encapsulation ethernet-ccc;
unit 0;
}
100 {
unit 0 {
family inet {
address 192.0.2.2/24;

2. On Router PE2, configure the routing instance at the [edit routing-instances] hierarchy level. Also,
configure the Layer 2 VPN protocol at the [edit routing-instances routing-instances-name protocols]
hierarchy level. Configure the remote site ID as 3. Site ID 3 represents Router PE3 (Hub-PE). The
Layer 2 VPN is using LDP as the signaling protocol. Be aware that in the following example, both
the routing instance and the protocol are named 12vpn.

[edit]
routing-instances {
12vpn { # routing instance
instance-type 12vpn;
interface ge-1/0/2.0;
route-distinguisher 65000:2;
vrf-target target:65000:2;
protocols {
12vpn { # protocol
encapsulation-type ethernet;
site CE2 {
site-identifier 2;
interface ge-1/0/2.0 {
remote-site-id 3;



3. On Router PES5, configure the Gigabit Ethernet interface for the PE-CE link ge-2/6/0 and configure
the 100 interface.

[edit interfaces]
ge-2/0/0 {
unit 0 {
family inet {
address 198.51.100.8/24;

}
}
}
loo {
unit 0 {
}
}

4. On Router PE5, configure the Layer 3 VPN routing instance (L3VPN) at the [edit routing-instances]
hierarchy level. Also configure BGP at the [edit routing-instances L3VPN protocols] hierarchy level.

[edit]
routing-instances {
L3VPN {

instance-type vrf;
interface ge-2/0/0.9;
route-distinguisher 65000:5;
vrf-target target:65000:2;
vrf-table-label;

protocols {

bgp {
group ce5 {
neighbor 198.51.100.2 {
peer-as 200;
}
}



In an MX Series router, such as Router PE3, you must create the tunnel services interface to be
used for tunnel services. To create the tunnel service interface, include the bandwidth statement and
specify the amount of bandwidth to reserve for tunnel services in gigabits per second at the [edit

chassis fpc slot-number pic slot-number tunnel-services] hierarchy level.

[edit]
chassis {
dump-on-panic;
fpc 1 {
pic 1 {
tunnel-services {
bandwidth 1g;

On Router PE3, configure the Gigabit Ethernet interface.

Include the address statement at the [edit interfaces ge-1/0/1.0 family inet] hierarchy level and specify
198.51.100.9/24 as the IP address.

[edit]
interfaces {
ge-1/0/1 {
unit 0 {
family inet {
address 198.51.100.9/24;

On Router PE3, configure the 1t-1/1/10.0 logical tunnel interface at the [edit interfaces 1t-1/1/10 unit
01 hierarchy level. Router PE3 is the router that is stitching the Layer 2 VPN to the Layer 3 VPN
using the logical tunnel interface. The configuration of the peer unit interfaces is what makes the
interconnection.



To configure the interface, include the encapsulation statement and specify the ethernet-ccc option.
Include the peer-unit statement and specify the logical interface unit 1 as the peer tunnel interface.
Include the family statement and specify the ccc option.

[edit]
interfaces {
1t-1/1/10 {
unit 0 {
encapsulation ethernet-ccc;
peer-unit 1;
family ccc;

On Router PE3, configure the 1t-1/1/10.1 logical tunnel interface at the [edit interfaces 1t-1/1/10 unit
1] hierarchy level.

To configure the interface, include the encapsulation statement and specify the ethernet option.
Include the peer-unit statement and specify the logical interface unit 0 as the peer tunnel interface.
Include the family statement and specify the inet option. Include the address statement at the [edit
interfaces 1t-1/1/10 unit 0] hierarchy level and specify 198.51.100.7/24 as the IPv4 address.

[edit]
interfaces {
1t-1/1/10 {
unit 1 {
encapsulation ethernet;
peer-unit 0;
family inet {
address 198.51.100.7/24;



9. On Router PE3, add the 1t interface unit 1 to the routing instance at the [edit routing-instances
L3VPN] hierarchy level. Configure the instance type as vrf with 1t peer-unit 1 as a PE-CE interface to
terminate the Layer 2 VPN on Router PE2 into the Layer 3 VPN on Router PE3.

[edit]
routing-instances {
L3VPN {
instance-type vrf;
interface ge-1/0/1.0;
interface 1t-1/1/10.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
export direct;
group ce3 {
neighbor 198.51.100.10 {

peer-as 100;

10. On Router PE3, add the 1t interface unit O to the routing instance at the [edit routing-instances
protocols 12vpn] hierarchy level. Also configure the same vrf target for the Layer 2 VPN and Layer 3
VPN routing instances, so that the routes can be leaked between the instances. The example
configuration in the previous step shows the vrf target for the L3VPN routing instance. The following

example shows the vrf target for the 12vpn routing instance.

[edit]
routing-instances {
12vpn {
instance-type 12vpn;
interface 1t-1/1/10.0;
route-distinguisher 65000:3;
vrf-target target:65000:2;
protocols {
12vpn {



encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface 1t-1/1/10.0 {
remote-site-id 2;

11. On Router PE3, configure the policy-statement statement to export the routes learned from the
directly connected 1t interface unit 1 to all the CE routers for connectivity, if needed.

[edit]
policy-options {
policy-statement direct {
term 1 {
from protocol direct;

then accept;

Results

The following output shows the full configuration of Router PE2:

Router PE2

interfaces {
xe-0/1/0 {
unit @ {
family inet {
address 10.10.2.2/30;
}
family mpls;

}
xe-0/2/0 {



unit @ {
family inet {
address 10.10.5.1/30;
}
family mpls;

}
xe-0/3/0 {
unit @ {
family inet {
address 10.10.4.1/30;
}
family mpls;

}
ge-1/0/2 {
encapsulation ethernet-ccc;
unit 0;
}
fxpo {
apply-groups [ re@ rel J;
}
100 {
unit 0 {
family inet {
address 192.0.2.2/24;

}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;
}
autonomous-system 65000;
}
protocols {
mpls {
interface all;
interface fxp0.0 {
disable;



bgp {
group RR {
type internal;
local-address 192.0.2.2;
family 12vpn {

signaling;
}
neighbor 192.0.2.7;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;
}
}
}
1dp {
interface all;
interface fxp0.0 {
disable;
}
}
}
routing-instances {
12vpn {

instance-type 12vpn;
interface ge-1/0/2.0;
route-distinguisher 65000:2;
vrf-target target:65000:2;
protocols {
12vpn {
encapsulation-type ethernet;
site CE2 {
site-identifier 2;
interface ge-1/0/2.0 {
remote-site-id 3;



The following output shows the final configuration of Router PE5:

Router PE5

interfaces {
ge-0/0/0 {
unit 0 {
family inet {
address 10.10.4.2/30;

}
family mpls;
}
}
xe-0/1/0 {
unit 0 {
family inet {
address 10.10.6.2/30;
}
family mpls;
}
}
ge-1/0/0 {
unit 0 {
family inet {
address 10.10.9.1/30;
}
family mpls;
}
}
xe-1/1/0 {
unit 0 {
family inet {
address 10.10.3.2/30;
}
family mpls;
}
}
ge-2/0/0 {

unit 0 {



family inet {
address 198.51.100.8/24;

}
}
}
lo0 {
unit @ {
family inet {
address 192.0.2.5/24;
}
}
}
}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;
}
autonomous-system 65000;
}

protocols {
rsvp {
interface all {
link-protection;
}
interface fxp0.0 {
disable;

}
mpls {
label-switched-path to-RR {
to 192.0.2.7;
}
label-switched-path to-PE2 {
to 192.0.2.2;
}
label-switched-path to-PE3 {
to 192.0.2.3;
}
label-switched-path to-PE4 {
to 192.0.2.4;
}
label-switched-path to-PE1 {
to 192.0.2.1;



}
interface all;

interface fxp0.0 {

disable;
}
}
bgp {
group to-rr {
type internal;
local-address 192.0.2.5;
family inet-vpn {
unicast;
}
family 12vpn {
signaling;
}
neighbor 192.0.2.7,
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;
}
}
}
ldp {
interface all;
interface fxp0.0 {
disable;
}
}
}
routing-instances {
L3VPN {

instance-type vrf;

interface ge-2/0/0.0;
route-distinguisher 65000:5;
vrf-target target:65000:2;
vrf-table-label;



protocols {

bgp {
group ce5 {
neighbor 198.51.100.2 {
peer-as 200;
}
}
}

The following output shows the final configuration of Router PE3:

Router PE3

chassis {
dump-on-panic;
fpc 1 {
pic 1 {
tunnel-services {
bandwidth 1g;

}
}
}
network-services ip;
}
interfaces {
ge-1/0/1 {
unit 0 {

family inet {
address 198.51.100.9/24;

}
}
}
1t-1/1/710 {
unit @ {
encapsulation ethernet-ccc;
peer-unit 1;
family ccc;
}

unit 1 {



encapsulation ethernet;
peer-unit 0;
family inet {

address 198.51.100.7/24;

}
}
}
xe-2/0/0 {
unit @ {
family inet {
address 10.10.20.2/30;
}
family mpls;
}
}
xe-2/1/0 {
unit @ {
family inet {
address 10.10.6.1/30;
}
family mpls;
}
}
xe-2/2/0 {
unit @ {
family inet {
address 10.10.5.2/30;
}
family mpls;
}
}
xe-2/3/0 {
unit @ {
family inet {
address 10.10.1.2/30;
}
family mpls;
}
}
lo0 {
unit @ {

family inet {
address 192.0.2.3/24;



}
}
}
routing-options {
static {
route 172.0.0.0/8 next-hop 172.19.59.1;
}
autonomous-system 65000;
}
protocols {

rsvp {
interface all;
interface fxp0.0 {
disable;

}
mpls {

label-switched-path to-RR {
to 192.0.2.7;

}

label-switched-path to-PE2 {
to 192.0.2.2;

}

label-switched-path to-PE5 {
to 192.0.2.5;

}

label-switched-path to-PE4 {
to 192.0.2.4;

}

label-switched-path to-PE1 {
to 192.0.2.1;

}

interface all;

interface fxp0.0 {
disable;

}
bgp {
group RR {
type internal;
local-address 192.0.2.3;
family inet-vpn {



unicast;

}
family 12vpn {
signaling;
}
neighbor 192.0.2.7;
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;
}
}
}
ldp {
interface all;
interface fxp0.0 {
disable;
}
}

}
policy-options {
policy-statement direct {
term 1 {
from protocol direct;

then accept;

}
}
}
routing-instances {
L3VPN {

instance-type vrf;
interface ge-1/0/1.0;
interface 1t-1/1/10.1;
route-distinguisher 65000:33;
vrf-target target:65000:2;
vrf-table-label;
protocols {
bgp {
export direct;



group ce3 {
neighbor 198.51.100.10 {

peer-as 100;

}
12vpn {
instance-type 12vpn;
interface 1t-1/1/10.0;
route-distinguisher 65000:3;
vrf-target target:65000:2;
protocols {
12vpn {
encapsulation-type ethernet;
site CE3 {
site-identifier 3;
interface 1t-1/1/10.0 {
remote-site-id 2;

Verification
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Verify the Layer 2 VPN-to-Layer 3 VPN interconnection:



Verifying Router PE2 VPN Interface

Purpose

Check that the Layer 2 VPN is up and working at the Router PE2 interface and that all the routes are
there.

Action

1. Use the show 12vpn connections command to verify that the connection site ID is 3 for Router PE3 and
that the status is Up.

user@PE2> show 12vpn connections

Layer-2 VPN connections:

Legend for connection status (St)

EI -- encapsulation invalid NC -- interface encapsulation not CCC/TCC/VPLS
EM -- encapsulation mismatch WE -- interface and instance encaps not same

VC-Dn -- Virtual circuit down NP -- interface hardware not present

CM -- control-word mismatch -> -- only outbound connection is up
CN -- circuit not provisioned <- -- only inbound connection is up
OR -- out of range Up -- operational

OL -- no outgoing label Dn -- down

LD -- local site signaled down CF -- call admission control failure

RD -- remote site signaled down SC -- local and remote site ID collision

LN -- local site not designated LM -- local site ID not minimum designated
RN -- remote site not designated RM -- remote site ID not minimum designated

XX -- unknown connection status IL -- no incoming label

MM -- MTU mismatch MI -- Mesh-Group ID not available
BK -- Backup connection ST -- Standby connection
PF -- Profile parse failure PB -- Profile busy

RS -- remote site standby

Legend for interface status
Up -- operational

Dn -- down

Instance: 12vpn
Local site: CE2 (2)
connection-site Type St Time last up # Up trans
3 rmt Up Jan 7 14:14:37 2010 1
Remote PE: 192.0.2.3, Negotiated control-word: Yes (Null)



Incoming label: 800000, Outgoing label: 800001
Local interface: ge-1/0/2.0, Status: Up, Encapsulation: ETHERNET

2. Use the show route table command to verify that the Layer 2 VPN route is present and that there is a

next hop of 10.10.5.2 through the xe-0/2/0.0 interface. The following output verifies that the Layer 2
VPN routes are present in the [2vpn.I12vpn.O table. Similar output should be displayed for Router PE3.

user@E2> show route table 12vpn.l2vpn.0

12vpn.12vpn.0: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

65000:2:2:3/96

65000:3:3:1/96

*[L2VPN/170/-101] 02:40:35, metric2 1
Indirect

*[BGP/170] 02:40:35, localpref 100, from 192.0.2.7
AS path: I
> to 10.10.5.2 via xe-0/2/0.0

3. Verify that Router PE2 has a Layer 2 VPN MPLS label pointing to the LDP label to Router PE3 in both
directions (PUSH and POP).

user@E2> show route table mpls.@
mpls.0: 13 destinations, 13 routes (13 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

300560

300560(S=0)

301008

301536

301536(S=0)

*[MPLS/0] 1w3d 08:57:41, metric 1
Receive

*[MPLS/0] 1w3d 08:57:41, metric 1
Receive

*[MPLS/0] 1w3d 08:57:41, metric 1
Receive

*[LDP/9] 19:45:53, metric 1

> to 10.10.2.1 via xe-0/1/0.0, Pop

*[LDP/9] 19:45:53, metric 1

> to 10.10.2.1 via xe-0/1/0.0, Pop

*[LDP/9] 19:45:53, metric 1

> to 10.10.4.2 via xe-0/3/0.0, Swap 299856

*[LDP/9] 19:45:53, metric 1

> to 10.10.4.2 via xe-0/3/0.0, Pop

*[LDP/9] 19:45:53, metric 1



> to 10.10.4.2 via xe-0/3/0.0, Pop

301712 *[LDP/9] 16:14:52, metric 1

> to 10.10.5.2 via xe-0/2/0.0, Swap 315184
301728 *[LDP/9] 16:14:52, metric 1

> to 10.10.5.2 via xe-0/2/0.0, Pop
301728(S=0) *[LDP/9] 16:14:52, metric 1

> to 10.10.5.2 via xe-0/2/0.0, Pop
800000 *[L2VPN/7] 02:40:35

> via ge-1/0/2.0, Pop Offset: 4
ge-1/0/2.0 *[L2VPN/7] 02:40:35, metric2 1

> to 10.10.5.2 via xe-0/2/0.0, Push 800001 Offset: -4

Meaning

The 12vpn routing instance is up at interface ge-1/0/2 and the Layer 2 VPN route is shown in table
[2vpn.l2vpn.0. Table mpls.0 shows the Layer 2 VPN routes used to forward the traffic using an LDP label.

Verifying Router PE3 VPN Interface

Purpose

Check that the Layer 2 VPN connection from Router PE2 and Router PE3 is Up and working.

Action

1. Verify that the BGP session with the route reflector for the family 12vpn-signaling and the family inet-
vpn is established.

user@PE3> show bgp summary

Groups: 2 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
bgp.12vpn.0 1 1 0 0 0 0
bgp.L3VPN.@ 1 1 0 0 0 0

Peer AS  InPkt OutPkt  OutQ Flaps Last Up/Dwn  State|#Active /Received/
Accepted/Damped. . .

192.0.2.7 65000 2063 2084 0 1 15:35:16  Establ

bgp.12vpn.0: 1/1/1/0
bgp.L3VPN.@: 1/1/1/0
L3VPN.inet.0: 1/1/1/0
12vpn.12vpn.0: 1/1/1/0



2. The following output verifies the Layer 2 VPN route and the label associated with it.

user@E3> show route table 12vpn.l2vpn.0 detail
12vpn.12vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, @ hidden)
65000:2:2:3/96 (1 entry, 1 announced)
*BGP Preference: 170/-101
Route Distinguisher: 65000:2
Next hop type: Indirect
Next-hop reference count: 4
Source: 192.0.2.7
Protocol next hop: 192.0.2.2
Indirect next hop: 2 no-forward
State: <Secondary Active Int Ext>
Local AS: 65000 Peer AS: 65000
Age: 2:45:52 Metric2: 1
Task: BGP_65000.192.0.2.7+60585
Announcement bits (1): 0-12vpn-12vpn
AS path: I (Originator) Cluster list: 192.0.2.7
AS path: Originator ID: 192.0.2.2
Communities: target:65000:2 Layer2-info: encaps:ETHERNET, control
flags:Control-Word, mtu: @, site preference: 100 Accepted
Label-base: 800000, range: 2, status-vector: 0x@
Localpref: 100
Router ID: 192.0.2.7
Primary Routing Table bgp.12vpn.0

3. The following output show the L2VPN MPLS.0 route in the mpls.O route table.

user@PE3> show route table mpls.0
mpls.0: 21 destinations, 21 routes (21 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0 *[MPLS/0] 1w3d 09:05:41, metric 1
Receive

1 *[MPLS/0] 1w3d 09:05:41, metric 1
Receive

2 *[MPLS/0] 1w3d 09:05:41, metric 1
Receive

16 *[VPN/@] 15:59:24

to table L3VPN.inet.@, Pop
315184 *[LDP/9] 16:21:53, metric 1



> to 10.10.20.1 via xe-2/0/0.0, Pop

315184(S=0) *[LDP/9] 16:21:53, metric 1
> to 10.10.20.1 via xe-2/0/0.0, Pop
315200 *[LDP/9] 01:13:44, metric 1

to 10.10.20.1 via xe-2/0/0.0, Swap 625297
> to 10.10.6.2 via xe-2/1/0.0, Swap 299856

315216 *[LDP/9] 16:21:53, metric 1

> to 10.10.6.2 via xe-2/1/0.0, Pop
315216(S=0) *[LDP/9] 16:21:53, metric 1

> to 10.10.6.2 via xe-2/1/0.0, Pop
315232 *[LDP/9] 16:21:45, metric 1

> to 10.10.1.1 via xe-2/3/0.0, Pop
315232(S=0) *[LDP/9] 16:21:45, metric 1

> to 10.10.1.1 via xe-2/3/0.0, Pop
315248 *[LDP/9] 16:21:53, metric 1

> to 10.10.5.1 via xe-2/2/0.0, Pop
315248(5=0) *[LDP/9] 16:21:53, metric 1

> to 10.10.5.1 via xe-2/2/0.0, Pop
315312 *[RSVP/7] 15:02:40, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-peb
315312(S=0) *[RSVP/7] 15:02:40, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path to-peb
315328 *[RSVP/7] 15:02:40, metric 1

> to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR
315360 *[RSVP/7] 15:02:40, metric 1

> to 10.10.20.1 via xe-2/0/0.0, label-switched-path to-RR
316272 *[RSVP/7] 01:13:27, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path Bypass->10.10.9.1
316272(5=0) *[RSVP/7] 01:13:27, metric 1

> to 10.10.6.2 via xe-2/1/0.0, label-switched-path Bypass->10.10.9.1
800001 *[L2VPN/7] 02:47:33

> via 1t-1/1/10.0, Pop Offset: 4
1t-1/1/10.0 *[L2VPN/7] 02:47:33, metric2 1

> to 10.10.5.1 via xe-2/2/0.0, Push 800000 Offset: -4

4. Use the show route table mpls.0 command with the detail option to see the BGP attributes of the route
such as next-hop type and label operations.

user@PE5> show route table mpls.0 detail
1t-1/1/10.0 (1 entry, 1 announced)
*L2VPN Preference: 7
Next hop type: Indirect



Next-hop reference count: 2

Next hop type: Router, Next hop index: 607

Next hop: 10.10.5.1 via xe-2/2/0.0, selected

Label operation: Push 800000 Offset: -4

Protocol next hop: 192.0.2.2

Push 800000 Offset: -4

Indirect next hop: 8cae0ad 1048574

State: <Active Int>

Age: 2:46:34 Metric2: 1

Task: Common L2 VC

Announcement bits (2): 0-KRT 2-Common L2 VC

AS path: I

Communities: target:65000:2 Layer2-info: encaps:ETHERNET, control
flags:Control-Word, mtu: @, site preference: 100

Verifying End-to-End connectivity from Router CE2 to Router CE5 and Router CE3

Purpose

Check the connectivity between Routers CE2, CE3, and CE5.

Action

1. Ping the Router CE3 IP address from Router CE2.

user@CE2> ping 198.51.100.10 # CE3 IP address

PING 198.51.100.10 (198.51.100.10): 56 data bytes

64 bytes from 198.51.100.10: icmp_seq=0 ttl=63 time=0.708 ms
64 bytes from 198.51.100.10: icmp_seq=1 tt1=63 time=0.610 ms

2. Ping the Router CE5 IP address from Router CE2.

user@CE2> ping 198.51.100.2 # CE5 IP address

PING 198.51.100.2 (198.51.100.2): 56 data bytes

64 bytes from 198.51.100.2: icmp_seq=0 ttl1=62 time=0.995 ms
64 bytes from 198.51.100.2: icmp_seq=1 ttl1=62 time=1.005 ms
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Traditional VPNs, Interprovider VPNs, and Carrier-of-Carriers VPNs

As VPNs are deployed on the Internet, the customer of a VPN service provider might be another service
provider rather than an end customer. The customer service provider depends on the VPN service
provider to deliver a VPN transport service between the customer service provider's points of presence
(POPs) or regional networks.

If the customer service provider's sites have different autonomous system (AS) numbers, then the VPN
transit service provider supports carrier-of-carrier VPN service for the interprovider VPN service. If the
customer service provider's sites have the same AS number, then the VPN transit service provider
delivers a carrier-of-carriers VPN service.

There are several different methods for enabling interprovider VPNs based on RFC 4364, BGP/MPLS IP
Virtual Private Networks (VPNs):



e Interprovider Layer 3 VPN Option A—Interprovider VRF-to-VRF connections at the AS boundary
routers (ASBR) (not very scalable).

e Interprovider Layer 3 VPN Option B—Interprovider EBGP redistribution of labeled VPN-IPv4 routes
from AS to neighboring AS (somewhat scalable).

e |[nterprovider Layer 3 VPN Option C—Interprovider multihop EBGP redistribution of labeled VPN-
IPv4 routes between source and destination ASs, with EBGP redistribution of labeled IPv4 routes
from AS to neighboring AS (very scalable).

In traditional IP routing architectures, there is a clear distinction between internal routes and external
routes. From the perspective of an Internet service provider (ISP), internal routes include all the
provider's internal links (including BGP next hops) and loopback interfaces. These internal routes are
exchanged with other routing platforms in the ISP’s network by means of an interior gateway protocol
(IGP), such as OSPF or IS-1S. All routes learned at Internet peering points or from customer sites are
classified as external routes and are distributed by means of an exterior gateway protocol (EGP) such as
BGP. In traditional IP routing architectures, the number of internal routes is typically much smaller than
the number of external routes.

Understanding Interprovider and Carrier-of-Carriers VPNs
All interprovider and carrier-of-carriers VPNs share the following characteristics:

e Each interprovider or carrier-of-carriers VPN customer must distinguish between internal and
external customer routes.

¢ Internal customer routes must be maintained by the VPN service provider in its PE routers.

e External customer routes are carried only by the customer’s routing platforms, not by the VPN
service provider’s routing platforms.

The key difference between interprovider and carrier-of-carriers VPNs is whether the customer sites
belong to the same AS or to separate ASs:

e '"Interprovider VPNs" on page 447—The customer sites belong to different ASs. You need to
configure EBGP to exchange the customer’s external routes.

e "Understanding Carrier-of-Carriers VPNs" on page 529—The customer sites belong to the same AS.
You need to configure IBGP to exchange the customer’s external routes.

In general, each service provider in a VPN hierarchy is required to maintain its own internal routes in its
P routers, and the internal routes of its customers in its PE routers. By recursively applying this rule, it is
possible to create a hierarchy of VPNs.

The following are definitions of the types of PE routers specific to interprovider and carrier-of-carriers
VPNs:



e The AS border router is located at the AS border and handles traffic leaving and entering the AS.

e The end PE router is the PE router in the customer VPN; it is connected to the CE router at the end
customer’s site.

Interprovider and Carrier-of-Carrier VPNs Example Terminology
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bgp.13vpn.0

The table on the provider edge (PE) router in which the VPN-IPv4 routes that are received from another
PE router are stored. Incoming routes are checked against the vrf-import statements from all the VPNs
configured on the PE router. If there is a match, the VPN-Internet Protocol version 4 (IPv4) route is
added to the bgp.I3vpn.O table. To view the bgp.I3vpn.O table, issue the show route table

bgp.13vpn.0 command.

routing-instance-name. inet.0

¢ The routing table for a specific routing instance. For example, a routing instance called VPN-A has a
routing table called VPN-A.inet.0. Routes are added to this table in the following ways:

e They are sent from a customer edge (CE) router configured within the VPN-A routing instance.

e They are advertised from a remote PE router that passes the vrf-import policy configured within

VPN-A (to view the route, run the show route command). IPv4 (not VPN-IPv4) routes are stored in
this table.

vrf-import policy-name
An import policy configured on a particular routing instance on a PE router. This policy is required for

the configuration of interprovider and carrier-of-carriers VPNs. It is applied to VPN-IPv4 routes learned
from another PE router or a route reflector.



vrf-export policy-name

An export policy configured on a particular routing instance on a PE router. It is required for the
configuration of interprovider and carrier-of-carriers VPNSs. It is applied to VPN-IPv4 routes (originally
learned from locally connected CE routers as IPv4 routes), which are advertised to another PE router or
route reflector.

MP-EBGP

The multiprotocol external BGP (MP-EBGP) mechanism is used to export VPN-IPv4 routes across an
autonomous system (AS) boundary. To apply this mechanism, use the labeled-unicast statement at the
[edit protocols bgp group group-name family inet] hierarchy level.

Supported Carrier-of-Carriers and Interprovider VPN Standards

Junos OS substantially supports the following RFCs, which define standards for carrier-of-carriers and
interprovider virtual private networks (VPNs).

e RFC 3107, Carrying Label Information in BGP-4
e RFC 3916, Requirements for Pseudo-Wire Emulation Edge-to-Edge (PWES3)

Supported on MX Series routers with the Channelized OC3/STM1 (Multi-Rate) Circuit Emulation
MIC with SFP.

e RFC 3985, Pseudo Wire Emulation Edge-to-Edge (PWE3) Architecture

Supported on MX Series routers with the Channelized OC3/STM1 (Multi-Rate) Circuit Emulation
MIC with SFP.

e RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNSs)

o RFC 6368, Internal BGP as the Provider/Customer Edge Protocol for BGP/MPLS IP Virtual Private
Networks (VPNs)
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Interprovider VPNs provide connectivity between separate ASs. This functionality might be used by a
VPN customer who has connections to several different service providers, or different connections to
the same service provider in different geographic regions, each of which has a different AS. Figure 46 on
page 448 illustrates the type of network topology used by an interprovider VPN.
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Figure 46: Interprovider VPN Network Topology

AS1 AS2

Cdu

AS4

3
3

JdL 4L
NEZ RN Y

017198

The following sections describe the ways you can configure an interprovider VPN:

Linking VRF Tables Between Autonomous Systems

You can connect two separate ASs by simply linking the VPN routing and forwarding (VRF) table in the
AS border router (ASBR) of one AS to the VRF table in the ASBR in the other AS. Each ASBR must
include a VRF routing instance for each VPN configured in both service provider networks. You then
configure an IP session between the two ASBRs. In effect, the ASBRs treat each other as customer edge
(CE) routers.

Because of the complexity of the configuration, particularly with regard to scaling, this method is not
recommended. The details of this configuration are not provided with documentation.

Configuring Next Generation Layer 3 VPNs Options A, B, and C

For next generation Layer 3 VPNs, the PE routers within an AS use multiprotocol external BGP (MP-
EBGP) to distribute labeled VPN-Internet Protocol version 4 (IPv4) routes to an ASBR or to a route
reflector of which the ASBR is a client. The ASBR uses multiprotocol external BGP (MP-EBGP) to
distribute the labeled VPN-IPv4 routes to its peer ASBR in the neighboring AS. The peer ASBR then
uses MP-IBGP to distribute labeled VPN-IPv4 routes to PE routers, or to a route reflector of which the
PE routers are a client.

You can configure both unicast (Junos OS Release 9.5 and later) and multicast (Junos OS Release 12.1
and later) next generation Layer 3 VPNs across ASs. The Junos OS software supports next generation
Layer 3 VPNs option A, option B, and option C:

e Option A—This is simple though less scaleable interprovider VPN solution to the problem of
providing VPN services to a customer that has different sites, not all of which can use the same
service provider. In this implementation, the VPN routing and forwarding (VRF) table in the ASBR of



one AS is linked to the VRF table in the ASBR in the other AS. Each ASBR must include a VRF
instance for each VPN configured in both service provider networks. Then an IGP or BGP must be
configured between the ASBRs.

e Option B—For this interprovider VPN solution, the customer requires VPN services for different
sites, yet the same service provider is not available for all of those sites. With option B, the ASBR
routers keep all VPN-IPv4 routes in the routing information base (RIB), and the labels associated with
the prefixes are kept in the forwarding information base (FIB). Because the RIB and FIB tables can
take too much of the respective allocated memory, this solution is not very scalable for an
interprovider VPN. If a transit service provider is used between service provider 1 and service
provider 2, the transit service provider also has to keep all VPN-IPv4 routes in the RIB and the
corresponding labels in the FIB. The ASBRs at the transit service provider have the same
functionality as ASBRs at service provider 1 or service provider 2 in this solution. The PE routers
within each AS use multiprotocol internal BGP (MP-IBGP) to distribute labeled VPN-IPv4 routes to
an ASBR or to a route reflector of which the ASBR is a client. The ASBR uses MP-EBGP to distribute
the labeled VPN-IPv4 routes to its peer ASBR router in the neighboring AS. The peer ASBR then uses
MP-IBGP to distribute labeled VPN-IPv4 routes to PE routers, or to a route reflector of which the PE
routers are a client.

e Option C—For this interprovider VPN solution, the customer service provider depends on the VPN
service provider to deliver a VPN transport service between the customer service provider’s points of
presence (POPs) or regional networks. This functionality might be used by a VPN customer who has
connections to several different service providers, or different connections to the same service
provider in different geographic regions, each of which has a different AS number. For option C, only
routes internal to the service provider networks are announced between ASBRs. This is achieved by
using the family inet labeled-unicast statements in the IBGP and EBGP configuration on the PE
routers. Labeled IPv4 (not VPN-IPv4) routes are exchanged by the ASBRs to support MPLS. An MP-
EBGP session between the end PE routers is used for the announcement of VPN-IPv4 routes. In this
manner, VPN connectivity is provided while keeping VPN-IPv4 routes out of the core network.

Configuring Multihop MP-EBGP Between AS Border Routers

In this type of interprovider VPN configuration, P routers do not need to store all the routes in all the
VPNs. Only the PE routers must have all the VPN routes. The P routers simply forward traffic to the PE
routers—they do not store or process any information about the packets’ destination. The connections
between the AS border routers in separate ASs forward traffic between the ASs, much as a label-
switched path (LSP) works.

The following are the basic steps you take to configure an interprovider VPN in this manner:

1. Configure multihop EBGP redistribution of labeled VPN-IPv4 routes between the source and
destination ASs.

2. Configure EBGP to redistribute labeled IPv4 routes from its AS to neighboring ASs.



3. Configure MPLS on the end PE routers of the VPNs.
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Example: Configuring Interprovider Layer 3 VPN Option A
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Interprovider Layer 3 VPN Option A provides interprovider VRF-to-VRF connections at the AS boundary
routers (ASBRs). Compared to Option B and Option C, Option A is the least scalable solution.

This example provides a step-by-step procedure to configure interprovider Layer 3 VPN option A, which
is one of the recommended implementations of MPLS VPN when that service is required by a customer
that has more than one AS and but not all of the customer’s ASs can be serviced by the same service
provider. It is organized in the following sections:

Requirements

This example uses the following hardware and software components:
e Junos OS Release 9.5 or later.

e Eight M Series, T Series, TX Series, or MX Series Juniper Networks routers.



Overview and Topology

IN THIS SECTION

Topology | 452

This is the simplest and least scalable interprovider VPN solution to the problem of providing VPN
services to a customer that has different sites, not all of which can use the same service provider (SP).

RFC 4364, section 10, refers to this method as Interprovider VRF-to-VRF connections at the AS border
routers.

In this configuration:

The virtual routing and forwarding ( VRF) table in the ASBR of one AS is linked to the VRF table in the
ASBR in the other AS. Each ASBR must contain a VRF instance for every VPN configured in both
service provider networks. Then an IGP or BGP must be configured between the ASBRs. This has the
disadvantage of limiting scalability.

In this configuration, the autonomous system boundary routers (ASBRs) at both SPs are configured as
regular PE routers, and provide MPLS L3 VPN service to the neighbor SP.

Each PE router treats the other as if it were a customer edge (CE) router. ASBRs play the role of
regular CE routers for the ASBR of the remote SP. ASBRs see each other as CE devices.

A provider edge (PE) router in one autonomous system (AS) attaches directly to a PE router in
another AS.

The two PE routers are attached by multiple sub-interfaces, at least one for each of the VPNs whose
routes need to be passed from AS to AS.

The PE routers associate each sub-interface with a VPN routing and forwarding (VRF) table, and use
EBGP to distribute unlabeled IPv4 addresses to each other.

In this solution, all common VPNs defined at both PEs must also be defined at one or more ASBRs
between the two SPs. This is not a very scalable methodology, especially when a transit SP is used by
two regional SPs for interconnection.

This is a procedure that is simple to configure and it does not require MPLS at the border between
ASs. Additionally, it does not scale as well as other recommended procedures.

The topology of the network is shown in Figure 47 on page 452.



Figure 47: Physical Topology of Interprovider Layer 3 VPN Option A
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@ NOTE: The procedure presented here is written with the assumption that the reader is
already familiar with MPLS MVPN configuration. This example focuses on explaining the
unique configuration required for carrier-of-carriers solutions for VPN services to
different sites.

To configure interprovider layer 3 VPN option A, perform the following tasks:
Configuring Router CE1

Step-by-Step Procedure

1. On Router CE1, configure the IP address and protocol family on the Fast Ethernet interface for the
link between Router CE1 and Router PE1. Specify the inet address family type.

[edit interfaces fe-0/0/1.0]
family inet {
address 198.51.100.1/24;

2. On Router CE1, configure the IP address and protocol family on the loopback interface. Specify the
inet address family type.

[edit interfaces 1o@]
unit @ {
family inet {
address 192.0.2.1/32;

3. On Router CE1, configure a routing protocol. The routing protocol can be a static route, RIP, OSPF,
ISIS, or EBGP. In this example we configure OSPF. Include the Fast Ethernet interface for the link
between Router CE1 and Router PE1 and the logical loopback interface of Router CE1.

[edit protocols]
ospf {
area 0.0.0.2 {
interface fe-0/0/1.0;

interface 100.0;



Configuring Router PE1

Step-by-Step Procedure

1. On Router PE1, configure IPv4 addresses on the SONET, Fast Ethernet, and logical loopback
interfaces. Specify the inet address family on all of the interfaces. Specify the mpls address family on
the SONET and Fast Ethernet interfaces.

[edit interfaces]
s0-0/2/0 {
unit @ {
family inet {
address 192.168.1.9/24;

}
family mpls;
}
}
fe-1/2/3 {
unit @ {
family inet {
address 198.51.100.2/24;
}
family mpls;
}
}
loo {
unit @ {
family inet {
address 192.0.2.2/32;
}
}
}

2. On Router PE1, configure the routing instance for VPN2. Specify the vrf instance type and specify
the customer-facing Fast Ethernet interface. Configure a route distinguisher to create a unique VPN-
IPv4 address prefix. Apply the VRF import and export policies to enable the sending and receiving of



route targets. Configure the OSPF protocol within the VRF. Specify the customer-facing Fast
Ethernet interface and specify the export policy to export BGP routes into OSPF.

[edit routing-instances]
vpn2CE1 {
instance-type vrf;
interface fe-1/2/3.0;
route-distinguisher 1:100;
vrf-import vpnimport;
vrf-export vpnexport;
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.2 {
interface fe-1/2/3.0;

3. On Router PE1, configure the RSVP and MPLS protocols to support the label-switched path (LSP).
Configure the LSP to Router ASBR1 and specify the IP address of the logical loopback interface on
Router ASBR1. Configure a BGP group. Specify the group type as internal. Specify the local address
as the logical loopback interface on Router PE1. Specify the neighbor address as the logical loopback
interface on Router ASBR1. Specify the inet-vpn address family and unicast traffic type to enable BGP
to carry IPv4 network layer reachability information (NLRI) for VPN routes. Configure the OSPF
protocol. Specify the core-facing SONET interface and specify the logical loopback interface on
Router PE1.

[edit protocols]

rsvp {
interface s0-0/2/0.0;
interface 100.0;

}

mpls {
label-switched-path To-ASBR1 {

t0 192.0.2.4;

}
interface s0-0/2/0.0;
interface 100.0;



bgp {
group To_ASBR1 {
type internal;
local-address 192.0.2.2;
neighbor 192.0.2.4 {
family inet-vpn {

unicast;
}
}
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface s0-0/2/0.0;
interface 100.0;
}
}

4. On Router PE1, configure the BGP local autonomous system number.

[edit routing-options]
autonomous-system 100;

5. On Router PE1, configure a policy to export the BGP routes into OSPF.

[edit policy-options]
policy-statement bgp-to-ospf {
term 1 {
from protocol bgp;
then accept;

}
term 2 {

then reject;
}



6. On Router PE1, configure a policy to add the VRF route target to the routes being advertised for this
VPN.

[edit policy-options]
policy-statement vpnexport {
term 1 {
from protocol ospf;
then {
community add test_comm;

accept;

}
term 2 {
then reject;

7. On Router PE1, configure a policy to import routes from BGP that have the test_comm community
attached.

[edit policy-options]
policy-statement vpnimport {
term 1 {
from {
protocol bgp;

community test_comm;

}

then accept;
}
term 2 {

then reject;
}

8. On Router PE1, define the test_comm BGP community with a route target.

[edit policy-options]
community test_comm members target:1:100;



Configuring Router P1

Step-by-Step Procedure

1. On Router P1, configure IP addresses for the SONET and Gigabit Ethernet interfaces. Enable the
interfaces to process the inet and mpls address families. Configure the IP address for the 100.0
loopback interface and enable the interface to process the inet address family.

[edit interfaces]
s0-0/2/1 {
unit 0 {
family inet {
address 192.168.1.4/24;

}
family mpls;
}
}
ge-1/3/0 {
unit 0 {
family inet {
address 192.168.2.5/24;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.0.2.3/32;
}
}
}

2. On Router P1, configure the RSVP and MPLS protocols to support the LSP. Specify the SONET and
Gigabit Ethernet interfaces.

Configure the OSPF protocol. Specify the SONET and Gigabit Ethernet interfaces and specify the
logical loopback interface. Enable OSPF to support traffic engineering extensions.

[edit protocols]
rsvp {



interface s0-0/2/1.0;
interface ge-1/3/0.0;
interface 100.0;

}
mpls {
interface 100.0;
interface ge-1/3/0.0;
interface s0-0/2/1.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-1/3/0.0;
interface s0-0/2/1.0;
interface 100.0;
}
}

Configuring Router ASBR1

Step-by-Step Procedure

1. On Router ASBR1, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces
to process the inet and mpls addresses families. Configure the IP addresses for the 100.0 loopback
interface and enable the interface to process the inet address family.

[edit interfaces]
ge-0/0/0 {
unit 0 {
family inet {
address 192.168.2.6/24;

}
family mpls;
}
}
ge-0/1/1 {
unit 0 {

family inet {

address 192.168.3.7/24;
}
family mpls;



}
100 {
unit 0 {
family inet {
address 192.0.2.4/32;
}
}
}

2. On Router ASBR1, configure the To_ASBR2 routing instance. Specify the vrf instance type and specify
the core-facing Gigabit Ethernet interface. Configure a route distinguisher to create a unique VPN-
IPv4 address prefix. Configure a route target for the VPN. Configure the BGP peer group within the

VREF. Specify AS 200 as the peer AS and specify the IP address of the Gigabit Ethernet interface on
Router ASBR2 as the neighbor address.

[edit routing instances]
To_ASBR2{
instance-type vrf;
interface ge-0/1/1.0;
route-distinguisher 1:100;
vrf-target target:1:100;
protocols {
bgp {
group To_ASBR2 {
type external;
neighbor 192.168.3.8 {

peer-as 200;

3. On Router ASBR1, configure the RSVP and MPLS protocols to support the LSP by specifying the
Gigabit Ethernet interface that is facing the P1 router.



Configure the OSPF protocol by specifying the Gigabit Ethernet interface that is facing the P1 router
and the logical loopback interface. Enable OSPF to support traffic engineering extensions.

[edit protocols]
rsvp {
interface ge-0/0/0.0;

interface 100.0;

}
mpls {
label-switched-path To_PE1 {
t0 192.0.2.2;
}
interface 100.0;
interface ge-0/0/0.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-0/0/0.0;
interface 100.0;
}
}

4. On Router ASBR1, create the To-PET internal BGP peer group. Specify the local IP peer address as the
local 100.0 address. Specify the neighbor IP peer address as the 100.0 interface address of Router PE1.

[edit protocols]
bgp {
group To-PET {
type internal;
local-address 192.0.2.4;
neighbor 192.0.2.2 {
family inet-vpn {

unicast;



5. On Router ASBR1, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 100;

Configuring Router ASBR2

Step-by-Step Procedure

1. On Router ASBR2, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces
to process the inet and mpls address families. Configure the IP address for the 100.0 loopback interface
and enable the interface to process the inet address family.

[edit interfaces]
ge-0/1/1 {
unit 0@ {
family inet {
address 192.168.3.8/24;

}
family mpls;
}
}
ge-0/2/3 {
unit 0@ {
family inet {
address 192.168.4.10/24;
}
family mpls;
}
}
100 {
unit 0@ {
family inet {
address 192.0.2.5/32;
}
}
}

2. On Router ASBR2, configure the To_ASBR1 routing instance. Specify the vrf instance type and specify
the core-facing Gigabit Ethernet interface. Configure a route distinguisher to create a unique VPN-



IPv4 address prefix. Configure a route target for the VPN. Configure the BGP peer group within the
VREF. Specify AS 100 as the peer AS and specify the IP address of the Gigabit Ethernet interface on
Router ASBR1 as the neighbor address.

[edit routing-instances]
To_ASBR1 {
instance-type vrf;
interface ge-0/1/1.0;
route-distinguisher 1:100;
vrf-target target:1:100;
protocols {
bgp {
group To_ASBR1 {
type external;
neighbor 192.168.3.7 {
peer-as 100;

3. On Router ASBR2, configure the RSVP and MPLS protocols to support the LSP by specifying the
Gigabit Ethernet interface that is facing the P2 router.

Configure the OSPF protocol by specifying the Gigabit Ethernet interface that is facing the P2 router
and the logical loopback interface. Enable OSPF to support traffic engineering extensions.

[edit protocols]
rsvp {
interface ge-0/2/3.0;

interface 100.0;

}
mpls {
label-switched-path To_PE2 {
t0 192.0.2.7;
}
interface 100.0;
interface ge-0/2/3.0;
}

ospf {



traffic-engineering;
area 0.0.0.0 {
interface ge-0/2/3.0;

interface 100.0;

4. On Router ASBR2, create the To-PE2 internal BGP peer group. Specify the local IP peer address as the
local 100.0 address. Specify the neighbor IP peer address as the 100.0 interface address of Router PE2.

[edit protocols]
bgp {
group To-PE2 {
type internal;
local-address 192.0.2.5;
neighbor 192.0.2.7 {
family inet-vpn {

unicast;

5. On Router ASBR2, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 200;

Configuring Router P2

Step-by-Step Procedure

1. On Router P2, configure IP addresses for the SONET and Gigabit Ethernet interfaces. Enable the
interfaces to process the inet and mpls address families. Configure the IP address for the 100.0
loopback interface and enable the interface to process the inet address family.

[edit interfaces]
s0-0/0/0 {
unit 0 {
family inet {



address 192.168.5.11/24;

}
family mpls;
}
}
ge-0/2/2 {
unit @ {
family inet {
address 192.168.4.12/24;
}
family mpls;
}
}
100 {
unit @ {
family inet {
address 192.0.2.6/32;
}
}
}

2. On Router P2, configure the RSVP and MPLS protocols to support the LSP. Specify the SONET and
Gigabit Ethernet interfaces.

Configure the OSPF protocol. Specify the SONET and Gigabit Ethernet interfaces and specify the
logical loopback interface. Enable OSPF to support traffic engineering extensions.

[edit protocols]

rsvp {
interface s0-0/0/0.0;
interface ge-0/2/2.0;
interface 100.0;

}

mpls {
interface 100.0;
interface ge-0/2/2.0;
interface s0-0/0/0.0;

}

ospf {
traffic-engineering;
area 0.0.0.0 {

interface ge-0/2/2.0;



interface s0-0/0/0.0;

interface 100.0;

Configuring Router PE2

Step-by-Step Procedure

1. On Router PE2, configure IPv4 addresses on the SONET, Fast Ethernet, and logical loopback
interfaces. Specify the inet address family on all of the interfaces. Specify the mpls address family on
the SONET and Fast Ethernet interfaces.

[edit interfaces]
s0-0/0/1 {
unit @ {
family inet {
address 192.168.5.12/24;

}
family mpls;
}
}
fe-0/3/1 {
unit @ {
family inet {
address 192.168.6.13/24;
}
family mpls;
}
loo {
unit 0 {
family inet {
address 192.0.2.7/32;
}
}
}

2. On Router PE2, configure the routing instance for VPN2. Specify the vrf instance type and specify
the customer-facing Fast Ethernet interface. Configure a route distinguisher to create a unique VPN-
IPv4 address prefix. Apply the VRF import and export policies to enable the sending and receiving of



route targets. Configure the BGP peer group within the VRF. Specify AS 20 as the peer AS and specify
the IP address of the Fast Ethernet interface on Router CE2 as the neighbor address.

[edit routing-instances]
vpn2CE2 {
instance-type vrf;
interface fe-0/3/1.0;
route-distinguisher 1:100;
vrf-import vpnimport;
vrf-export vpnexport;

protocols {

bgp {
group To_CE2 {
peer-as 20;
neighbor 192.168.6.14;
}
}

3. On Router PE2, configure the RSVP and MPLS protocols to support the LSP. Configure the LSP to
ASBR2 and specify the IP address of the logical loopback interface on Router ASBR2. Configure a
BGP group. Specify the group type as internal. Specify the local address as the logical loopback
interface on Router PE2. Specify the neighbor address as the logical loopback interface on the Router
ASBR2. Specify the inet-vpn address family and unicast traffic type to enable BGP to carry IPv4 NLRI
for VPN routes. Configure the OSPF protocol. Specify the core-facing SONET interface and specify
the logical loopback interface on Router PE2.

[edit protocols]
rsvp {
interface s0-0/0/1.0;

interface 100.0;

}
mpls {
label-switched-path To-ASBR2 {
to 192.0.2.5;
}
interface s0-0/0/1.0;
interface 100.0;
}

bgp {



group To_ASBR2 {
type internal;
local-address 192.0.2.7;
neighbor 192.0.2.5 {
family inet-vpn {

unicast;
}
}
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface s0-0/0/1.0;
interface 100.0;
}
}

4. On Router PE2, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 200;

5. On Router PE2, configure a policy to add the VRF route target to the routes being advertised for this
VPN.

[edit policy-options]
policy-statement vpnexport {
term 1 {
from protocol bgp;
then {
community add test_comm;

accept;

}
term 2 {
then reject;



6. On Router PE2, configure a policy to import routes from BGP that have the test_comm community
attached.

[edit policy-options]
policy-statement vpnimport {
term 1 {
from {
protocol bgp;

community test_comm;

}

then accept;
}
term 2 {

then reject;
}

7. On Router PE2, define the test_conmm BGP community with a route target.

[edit policy-options]
community test_comm members target:1:100;

Configuring Router CE2

Step-by-Step Procedure

1. On Router CE2, configure the IP address and protocol family on the Fast Ethernet interface for the
link between Router CE2 and Router PE2. Specify the inet address family type.

[edit interfaces]
fe-3/0/0 {
unit 0 {
family inet {
address 192.168.6.14/24;



2. On Router CE2, configure the IP address and protocol family on the loopback interface. Specify the
inet address family type.

[edit interfaces 1o00]

100 {
unit 0 {
family inet {
address 192.0.2.8/32;
}
}
}

3. On Router CE2, define a policy named myroutes that accepts direct routes.

[edit policy-options]
policy-statement myroutes {
from protocol direct;

then accept;

4. On Router CE2, configure a routing protocol. The routing protocol can be a static route, RIP, OSPF,
ISIS, or EBGP. In this example, we configure EBGP. Specify AS 200 as the peer AS and specify the BGP
neighbor IP address as the Fast Ethernet interface of Router PE2.

[edit protocols]
bgp {
group To_PE2 {
neighbor 192.168.6.13 {
export myroutes;

peer-as 200;

5. On Router CE2, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 20;



Verifying the VPN Operation

Step-by-Step Procedure

1. Commit the configuration on each router.

@ NOTE: The MPLS labels shown in this example will be different than the labels used
in your configuration.

2. On Router PE1, display the routes for the vpn2CE1 routing instance using the show ospf route
command. Verify that the 192.0.2.1 route is learned from OSPF.

user@E1> show ospf route instance vpn2CE1
Topology default Route Table:

Prefix Path  Route NH Metric NextHop Nexthop

Type Type Type Interface addr/label
192.0.2.1 Intra Router IP 1 fe-1/2/3.0 198.51.100.1
192.0.2.1/32 Intra Network IP 1 fe-1/2/3.0 198.51.100.1
198.51.100.0/24 Intra Network IP 1 fe-1/2/3.0 198.51.100.1

3. On Router PE1, use the show route advertising-protocol command to verify that Router PE1 advertises
the 192.0.2.1 route to Router ASBR1 using MP-BGP with the VPN MPLS label.

user@PE1> show route advertising-protocol bgp 192.0.2.4 extensive
vpn2CE1.inet.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)
* 192.0.2.1/32 (1 entry, 1 announced)
BGP group To_PE1 type Internal

Route Distinguisher: 1:100

VPN Label: 299856

Nexthop: Self

Flags: Nexthop Change

MED: 1

Localpref: 100

AS path: [100] I

Communities: target:1:100 rte-type:0.0.0.2:1:0



4. On Router ASBR1, use the show route receive-protocol command to verify that the router receives and
accepts the 192.0.2.1 route and places it in the To_ASBR2.1inet .0 routing table.

user@ASBR1> show route receive-protocol bgp 192.0.2.2 extensive

inet.0: 7 destinations, 7 routes (7 active, @ holddown, @ hidden)

inet.3: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

To_ASBR2.inet.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
* 192.0.2.1/32 (1 entry, 1 announced)

Route Distinguisher: 1:100

VPN Label: 299856

Nexthop: 192.0.2.2

MED: 1

Localpref: 100

AS path: I

Communities: target:1:100 rte-type:0.0.0.2:1:0

MPLS.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)

BGP.13VPN.@: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

*x 1:100:192.0.2.1/32 (1 entry, © announced)
Route Distinguisher: 1:100
VPN Label: 299856
Nexthop: 192.0.2.2
MED: 1
Localpref: 100
AS path: I
Communities: target:1:100 rte-type:0.0.0.2:1:0

5. On Router ASBR1, use the show route advertising-protocol command to verify that Router ASBR1
advertises the 192.0.2.1 route to Router ASBR2.

user@ASBR1> show route advertising-protocol bgp 192.168.3.8 extensive
To_ASBR2.inet.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
* 192.0.2.1/32 (1 entry, 1 announced)
BGP group To_ASBR2.inet.0 type External

Nexthop: Self



AS path: [100] I
Communities: target:1:100 rte-type:0.0.0.2:1:0

6. On Router ASBR2, use the show route receive-protocol command to verify that the router receives and
accepts the 192.0.2.1 route and places it in the To_ASBR1.1inet.0 routing table.

user@ASBR2> show route receive-protocol bgp 192.168.3.7 extensive

inet.0: 7 destinations, 7 routes (7 active, @ holddown, @ hidden)
inet.3: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

To_ASBR1.inet.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
% 192.0.2.1/32 (1 entry, 1 announced)

Accepted

Nexthop: 192.168.3.7

AS path: 100 I

Communities: target:1:100 rte-type:0.0.0.2:1:0

MPLS.0: 4 destinations, 4 routes (4 active, 0 holddown, © hidden)

BGP.13VPN.@: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

7. On Router ASBR2, use the show route advertising-protocol command to verify that Router ASBR2
advertises the 192.0.2.1 route to Router PE2.

user@ASBR2> show route advertising-protocol bgp 192.0.2.7 extensive
To_ASBR1.inet.0: 4 destinations, 4 routes (4 active, 0 holddown, @ hidden)
* 192.0.2.1/32 (1 entry, 1 announced)
BGP group To-PE2 type Internal

Route Distinguisher: 1:100

VPN Label: 299936

Nexthop: Self

Flags: Nexthop Change

Localpref: 100

AS path: [200] 100 I

Communities: target:1:100 rte-type:0.0.0.2:1:0



8. On Router PE2, use the show route receive-protocol command to verify that the router receives and
accepts the 192.0.2.1 route and places it in the vpn2CE2.inet.0 routing table.

user@PE2> show route receive-protocol bgp 192.0.2.5 extensive
inet.0: 12 destinations, 13 routes (12 active, @ holddown, @ hidden)

inet.3: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

__Jjuniper_privatel__.inet.0: 14 destinations, 14 routes (8 active, @ holddown, 6 hidden)

__Jjuniper_private2__.inet.0: 1 destinations, 1 routes (0 active, @ holddown, 1 hidden)

vpn2CE2.inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)
* 192.0.2.1/32 (1 entry, 1 announced)

Accepted

Route Distinguisher: 1:100

VPN Label: 299936

Nexthop: 192.0.2.5

Localpref: 100

AS path: 100 I

AS path: Recorded

Communities: target:1:100 rte-type:0.0.0.2:1:0

9. On Router PE2, use the show route advertising-protocol command to verify that Router PE2 advertises
the 192.0.2.1 route to Router CE2 through the To_CE2 peer group.

user@PE2> show route advertising-protocol bgp 192.168.6.14 extensive
vpn2CE2.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)
*x 192.0.2.1/32 (1 entry, 1 announced)
BGP group To_CE2 type External

Nexthop: Self

AS path: [200] 100 I

Communities: target:1:100 rte-type:0.0.0.2:1:0

10. On Router CE2, use the show route command to verify that Router CE2 receives the 192.0.2.1 route
from Router PE2.

user@CE2> show route 192.0.2.1
inet.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both



192.0.2.1/32 *[BGP/170] 00:25:36, localpref 100
AS path: 200 100 I
> to 192.168.6.13 via fe-3/0/0.0

11. On Router CE2, use the ping command and specify 192.0.2.8 as the source of the ping packets to
verify connectivity with Router CE1.

user@CE2> ping 192.0.2.1 source 192.0.2.8
PING 192.0.2.1 (192.0.2.1): 56 data bytes
64 bytes from 192.0.2.1: icmp_seg=0 ttl=58 time=4.672 ms
64 bytes from 192.0.2.1: icmp_seq=1 tt1=58 time=10.480 ms
64 bytes from 192.0.2.1: icmp_seg=2 tt1=58 time=10.560 ms

12. On Router PE2, use the show route command to verify that the traffic is sent with an inner label of
299936 and a top label of 299776.

user@PE2> show route 192.0.2.1 detail

vpn2CE2.inet.@: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)
192.0.2.1/32 (1 entry, 1 announced)
*BGP Preference: 170/-101
Route Distinguisher: 1:100
Next hop type: Indirect
Next-hop reference count: 6
Source: 192.0.2.5
Next hop type: Router, Next hop index: 648
Next hop: via s0-0/0/1.0 weight 0x1, selected
Label-switched-path To-ASBR2
Label operation: Push 299936, Push 299776(top)
Protocol next hop: 192.0.2.5
Push 299984
Indirect next hop: 8c6109c 262143
State: <Secondary Active Int Ext>
Local AS: 200 Peer AS: 200
Age: 3:37 Metric2: 2
Task: BGP_200.192.0.2.5+179
Announcement bits (3): 0-RT 1-KRT 2-BGP RT Background
AS path: 100 I
AS path: Recorded
Communities: target:1:100 rte-type:0.0.0.2:1:0



Accepted

VPN Label: 299984

Localpref: 100

Router ID: 192.0.2.5

Primary Routing Table BGP.13VPN.Q

13. On Router ASBR2, use the show route table command to verify that Router ASBR2 receives the

traffic.

user@ASBR2# show route table mpls.0 detail
299936 (1 entry, 1 announced)

*VPN

selected

Preference: 170

Next hop type: Router, Next hop index: 649

Next-hop reference count: 2

Source: 192.168.3.7 Next hop: 192.168.3.7 via ge-0/1/1.0,

Label operation: Pop

State: <Active Int Ext>

Local AS: 200

Age: 9:54

Task: BGP RT Background

Announcement bits (1): 0-KRT

AS path: 100 I

Ref Cnt: 1

Communities: target:1:100 rte-type:0.0.0.2:1:0

14. On Router ASBR2, use the show route table command to verify that Router ASBR2 receives the

traffic.

user@ASBR2# show route 192.0.2.1 detail
To_ASBR1.inet.0: 4 destinations, 4 routes (4 active, 0 holddown, @ hidden)
192.0.2.1/32 (1 entry, 1 announced)

*BGP

Preference: 170/-101

Next hop type: Router, Next hop index: 576
Next-hop reference count: 3

Source: 192.168.3.7

Next hop: 192.168.3.7 via ge-0/1/1.0, selected
State: <Active Ext>

Peer AS: 100

Age: 13:07



Task: BGP_192.168.3.7+53372

Announcement bits (2): @-KRT 1-BGP RT Background
AS path: 100 I

Communities: target:1:100 rte-type:0.0.0.2:1:0
Accepted

Localpref: 100

Router ID: 192.168.3.7

15. On Router ASBR1, use the show route command to verify that ASBR1 sends traffic toward PE1 with
the top label 299792 and VPN label 299856.

user@ASBR1# show route 192.0.2.1 detail
To_ASBR2.inet.0: 4 destinations, 4 routes (4 active, 0 holddown, @ hidden)
192.0.2.1/24 (1 entry, 1 announced)

*BGP

Preference: 170/-101

Route Distinguisher: 1:100

Next hop type: Indirect

Next-hop reference count: 3

Source: 192.0.2.2

Next hop type: Router, Next hop index: 669

Next hop: 192.168.2.5 via ge-0/0/0.0 weight 0x1, selected
Label-switched-path To_PE1

Label operation: Push 299856, Push 299792(top)
Protocol next hop: 192.0.2.2 Push 299856
Indirect next hop: 8af70a0 262143

State: <Secondary Active Int Ext>

Local AS: 100 Peer AS: 100

Age: 12:15 Metric: 1 Metric2: 2

Task: BGP_100.192.0.2.2+58065

Announcement bits (2): @-KRT 1-BGP RT Background
AS path: I

Communities: target:1:100 rte-type:0.0.0.2:1:0
VPN Label: 299856

Localpref: 100

Router ID: 192.0.2.2

Primary Routing Table BGP.13VPN.0Q



16. On Router PE1, use the show route table command to verify that Router PE1 receives the traffic with
label 299856, pops the label,l and the traffic is sent toward Router CE1 through interface fe-1/2/3.0.

1ab@PET1# show route table mpls.0 detail
299856 (1 entry, 1 announced)

*VPN

Preference: 170

Next hop type: Router, Next hop index: 666
Next-hop reference count: 2

Next hop: 198.51.100.8 via fe-1/2/3.0, selected
Label operation: Pop

State: <Active Int Ext>

Local AS: 100

Age: 17:38

Task: BGP RT Background

Announcement bits (1): 0-KRT

AS path: I

Ref Cnt: 1

Communities: rte-type:0.0.0.2:1:0

17. On Router PE1, use the show route command to verify that PE1 receives the traffic after the top label
is popped by Router P and the traffic is sent toward Router CE1 through interface fe-1/2/3.0.

lab@PE1# show route 192.0.2.1 detail

vpn2CE1.inet.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)
192.0.2.1/32 (1 entry, 1 announced)

*0SPF

Preference: 10

Next hop type: Router, Next hop index: 634
Next-hop reference count: 3

Next hop: 198.51.100.8 via fe-1/2/3.0, selected
State: <Active Int>

Age: 18:42 Metric: 1

Area: 0.0.0.2

Task: VPN2alice-OSPFv2

Announcement bits (2): 2-KRT 3-BGP RT Background
AS path: I

Communities: rte-type:0.0.0.2:1:0



Example: Configuring Interprovider Layer 3 VPN Option B
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Interprovider Layer 3 VPN Option B provides interprovider EBGP redistribution of labeled VPN-IPv4
routes from AS to neighboring AS. This solution is considered to be more scalable than Option A, but
not as scalable as Option C.

This example provides a step-by-step procedure to configure interprovider layer 3 VPN option B, which
is one of the recommended implementations of an MPLS VPN for a customer that has more than one
AS, but not all of the customer’s ASs can be serviced by the same service provider. It is organized in the

following sections:

Requirements

This example uses the following hardware and software components:
e Junos OS Release 9.5 or later.
e This example has been recently updated and revalidated on Junos OS Release 21.1R1.

e Eight M Series, T Series, TX Series, QFX10000, or MX Series Juniper Networks routers.

Configuration Overview and Topology

IN THIS SECTION

Topology | 481

Interprovider layer 3 VPN option B is a somewhat scalable solution to the problem of providing VPN
services to a customer that has different sites, not all of which can use the same service provider. RFC
4364, section 10, refers to this method as interprovider EBGP redistribution of labeled VPN-IPv4 routes
from AS to neighboring AS.



In the topology shown in Figure 1, the following events occur:

The PE routers use IBGP to redistribute labeled VPN-IPv4 routes to an ASBR.

The ASBR then uses EBGP to redistribute those labeled VPN-IPv4 routes to an ASBR in another AS,
which distributes them to the PE routers in that AS.

Labeled VPN-IPv4 routes are distributed between ASBR routers on each site. There is no need to
define a separate VPN routing and forwarding instance (VRF) for each common VPN that resides on
two different SPs.

Router PE2 distributes VPN-IPv4 routes to Router ASBR2 using MP-IBGP.

Router ASBR2 distributes these labeled VPN-IPv4 routes to Router ASBR1, using the MP-EBGP
session between them.

Router ASBR1 redistributes those routes to Router PE1, using MP-IBGP. Each time a label is
advertised, routers change the next-hop information and labels.

An MPLS path is established between Router PE1 and Router PE2. This path enables changing of the
next-hop attribute for the routes that are learned from the neighbor SP router and map the incoming
label for the given routes to the outgoing label advertised to PE routers in the internal network.

The ingress PE router inserts two labels onto the IP packet coming from the end customer. The inner
label is for the VPN-IPv4 routes learned from internal ASBRs and the outer label is for the route to
the internal ASBR, obtained through resource reservation protocol (RSVP) or label distribution
protocol (LDP).

When a packet arrives at the ASBR, it removes the outer label (when explicit-null signaling is used;
otherwise, penultimate hop-popping (PHP) pops the label) and swaps the inner label with the label
obtained from the neighbor ASBR through MP-EBGP label and prefix advertisements.

The second ASBR swaps the VPN-IPv4 label and pushes another label to reach the PE router in its
own AS.

The remaining process is the same as for a regular VPN.

@ NOTE: In this solution, ASBR routers keep all VPN-IPv4 routes in the routing information
base (RIB), and the labels associated with the prefixes are kept in the forwarding
information base (FIB). Because the RIB and FIB tables can take occupy much of the
respective allocated memory, this solution is not very scalable for an interprovider VPN.
If a transit SP is used between SP1 and SP2, the transit SP also has to keep all VPN-IPv4
routes in the RIB and the corresponding labels in the FIB. The ASBRs at the transit SP
have the same functionality as ASBRs in the SP1 or SP2 networks in this solution.



481

Topology

The topology of the network is shown in Figure 48 on page 481.

Figure 48: Physical Topology of Interprovider Layer 3 VPN Option B
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@ NOTE: The procedure presented here is written with the assumption that the reader is
already familiar with MPLS MVPN configuration. This example focuses on explaining the
unique configuration required for carrier-of-carriers solutions for VPN services to
different sites.

To configure layer 3 VPN option B, perform the following tasks:
Configuring Router CE1

Step-by-Step Procedure

1. On Router CE1, configure the IP address and protocol family on the logical loopback interface and
the Gigabit Ethernet interface for the link between Router CE1 and Router PE1. Specify the inet
address family type.

user@CE1#

set interfaces ge-0/0/0 description to_PE1

set interfaces ge-0/0/0 unit 0 family inet address 172.16.1.1/30
set interfaces 1o@ unit @ family inet address 192.168.1.1/32

2. On Router CE1, configure the router ID.

user@CE1#
set routing-options router-id 192.168.1.1

3. On Router CE1, configure a routing protocol. Include the logical interface for the link between Router
CE1 and Router PE1 and the logical loopback interface of Router CE1. The routing protocol can be a
static route, RIP, OSPF, ISIS, or EBGP. In this example we configure OSPF.

user@CE1#
set protocols ospf area 0.0.0.0 interface ge-0/0/0.0

set protocols ospf area 0.0.0.0 interface 100.0



Configuring Router PE1

Step-by-Step Procedure

1. On Router PE1, configure IPv4 addresses on the Gigabit Ethernet and logical loopback interfaces.

Specify the inet address family on all of the interfaces. Specify the mpls address family on the core-

facing interface.

user@PE1#
interfaces ge-0/0/0 description to_CE1

interfaces ge-0/0/0 unit @ family inet address 172.16.1.2/30
interfaces ge-0/0/1 description to_P1

interfaces ge-0/0/1 unit @ family inet address 10.1.1.1/30
interfaces ge-0/0/1 unit @ family mpls

interfaces 1o@ unit @ family inet address 192.168.100.1/32

set
set
set
set
set

set

2. On Router PE1, configure a VRF routing instance. Specify the vrf instance type and specify the
customer-facing interface. Configure a route distinguisher to create a unique VPN-IPv4 address
prefix. Apply the VRF import and export policies to enable the sending and receiving of route targets.
Configure the OSPF protocol within the VRF. Specify the customer-facing interface and specify the
export policy to export BGP routes into OSPF.

user@PE1#

set
set
set
set
set
set
set

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

to_CE1
to_CE1
to_CE1
to_CE1
to_CE1
to_CE1
to_CE1

instance-type vrf

protocols ospf area 0.0.0.0 interface ge-0/0/0.0
protocols ospf export bgp-to-ospf

interface ge-0/0/0.0

route-distinguisher 192.168.100.1:1

vrf-import vpnimport

vrf-export vpnexport

3. On Router PE1, configure the RSVP and MPLS protocols to support the label-switched path (LSP).
Configure the LSP to Router ASBR1 and specify the IP address of the logical loopback interface on
Router ASBR1. Configure a BGP group. Specify the group type as internal. Specify the local address
as the logical loopback interface on Router PE1. Specify the neighbor address as the logical loopback

interface on Router ASBR1. Specify the inet-vpn address family and unicast traffic type to enable BGP



to carry IPv4 network layer reachability information (NLRI) for VPN routes. Configure the OSPF
protocol. Specify the core-facing interface and specify the logical loopback interface on Router PE1.

user@PE1#

set protocols bgp group to-ASBR1 type internal

set protocols bgp group to-ASBR1 local-address 192.168.100.1

set protocols bgp group to-ASBR1 neighbor 192.168.100.3 family inet-vpn unicast
set protocols mpls label-switched-path to-ASBR1 to 192.168.100.3
set protocols mpls interface ge-0/0/1.0

set protocols mpls interface 100.0

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface ge-0/0/1.0

set protocols ospf area 0.0.0.0 interface 100.0

set protocols rsvp interface ge-0/0/1.0

set protocols rsvp interface 100.0

4. On Router PE1, configure the BGP local autonomous system number and router ID.

user@PE1#
set routing-options router-id 192.168.100.1

set routing-options autonomous-system 65100

5. On Router PE1, configure a policy to export the BGP routes into OSPF.

user@PE1#
set policy-options policy-statement bgp-to-ospf term 1 from protocol bgp
set policy-options policy-statement bgp-to-ospf term 1 then accept

set policy-options policy-statement bgp-to-ospf term 2 then reject

6. On Router PE1, configure a policy to add the VRF route target to the routes being advertised from
CE1.

user@PE1#

set policy-options policy-statement vpnexport term 1 from protocol ospf

set policy-options policy-statement vpnexport term 1 then community add pel_comm
set policy-options policy-statement vpnexport term 1 then accept

set policy-options policy-statement vpnexport term 2 then reject



7. On Router PE1, configure a policy to import routes from PE2 that have the pe2_comm community
attached.

user@PE1#

set policy-options policy-statement vpnimport term 1 from protocol bgp

set policy-options policy-statement vpnimport term 1 from community pe2_comm
set policy-options policy-statement vpnimport term 1 then accept

set policy-options policy-statement vpnimport term 2 then reject

8. On Router PE1, define the pe1_conm BGP community with a route target to apply to the vpnexport
policy and define the pe2_comm BGP community with a route target to apply to the vpnimport policy.

user@PE1#
set policy-options community pel_comm members target:65100:1

set policy-options community pe2_comm members target:65200:1

Configuring Router P1

Step-by-Step Procedure

1. On Router P1, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces to
process the inet and mpls address families. Configure the IP addresses for the 100.0 loopback interface
and enable the interface to process the inet address family.

user@P1#

set interfaces ge-0/0/0@ description to_PE1

set interfaces ge-0/0/0 unit @ family inet address 10.1.1.2/30
set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/1 description to_ASBR1

set interfaces ge-0/0/1 unit @ family inet address 10.1.2.1/30
set interfaces ge-0/0/1 unit 0 family mpls

set interfaces 1o@ unit @ family inet address 192.168.100.2/32

2. On Router P1, configure the RSVP and MPLS protocols to support the LSP. Specify the Gigabit
Ethernet interfaces.



Configure the OSPF protocol. Specify the Gigabit Ethernet interfaces and specify the logical loopback
interface. Enable OSPF to support traffic engineering extensions.

user@P1#

set protocols mpls interface ge-0/0/0.0

set protocols mpls interface ge-0/0/1.0

set protocols mpls interface 100.0

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0
set protocols ospf area 0.0.0.0 interface ge-0/0/1.0
set protocols ospf area 0.0.0.0 interface 100.0

set protocols rsvp interface ge-0/0/0.0

set protocols rsvp interface ge-0/0/1.0

set protocols rsvp interface 100.0

Configuring Router ASBR1

Step-by-Step Procedure

1. On Router ASBR1, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces
to process the inet and mpls addresses families. Configure the IP addresses for the 100.0 loopback
interface and enable the interface to process the inet address family.

user@ASBR1#

set interfaces ge-0/0/0 description to_P1

set interfaces ge-0/0/0 unit @ family inet address 10.1.2.2/30
set interfaces ge-0/0/0 unit @ family mpls

set interfaces ge-0/0/1 description to_ASBR2

set interfaces ge-0/0/1 unit 0 family inet address 172.16.12.1/30
set interfaces ge-0/0/1 unit 0 family mpls

set interfaces 1o@ unit @ family inet address 192.168.100.3/32

2. On Router ASBR1, configure the RSVP and MPLS protocols to support the LSP by specifying the
Gigabit Ethernet interface facing the P1 router and the 100.0 logical loopback interface.

Configure the OSPF protocol by specifying the Gigabit Ethernet interface that is facing the P1 router
and the logical loopback interface. Enable OSPF to support traffic engineering extensions.

user@ASBR1#
set protocols mpls label-switched-path to-PET to 192.168.100.1



set
set
set
set
set
set

set

protocols
protocols
protocols
protocols
protocols
protocols

protocols

mpls
mpls
ospf
ospf
ospf
rsvp

rsvp

interface ge-0/0/0.0

interface 100.0
traffic-engineering

area 0.0.0.0 interface ge-0/0/0.0
area 0.0.0.0 interface 100.0
interface ge-0/0/0.0

interface 100.0

3. On Router ASBR1, create the to-PE1 internal BGP peer group. Specify the local IP peer address as the

local 100.0 address. Specify the neighbor IP peer address as the 100.0 interface address of Router PE1.

user@ASBR1#
set protocols bgp group to-PE1 type internal

set protocols bgp group to-PE1 local-address 192.168.100.3

set protocols bgp group to-PE1 neighbor 192.168.100.1 family inet-vpn unicast

4. On Router ASBR1, create the to-ASBR2 external BGP peer group. Enable the router to use BGP to
advertise NLRI for unicast routes. Specify the neighbor IP peer address as the Gigabit Ethernet
interface address of Router ASBR2.

user@ASBR1#
set protocols bgp group to-ASBR2 type external

set protocols bgp group to-ASBR2 family inet-vpn unicast

set protocols bgp group to-ASBR2 neighbor 172.16.12.2 peer-as 65200

5. On Router ASBR1, configure the BGP local autonomous system number the router ID.

user@ASBR1#
set routing-options router-id 192.168.100.3

set routing-options autonomous-system 65100



Configuring Router ASBR2

Step-by-Step Procedure

1. On Router ASBR2, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces

to process the inet and mpls address families. Configure the IP address for the 100.0 loopback interface

and enable the interface to process the inet address family.

user@ASBR2#

set interfaces ge-0/0/0 description to_ASBR1
set interfaces ge-0/0/0 unit @ family inet address 172.16.12.2/30
set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/1 description to_P2
set interfaces ge-0/0/1 unit 0 family inet address 10.2.2.2/30
set interfaces ge-0/0/1 unit @ family mpls
set interfaces 100 unit @ family inet address 192.168.200.3/32

2. On Router ASBR2, configure the RSVP and MPLS protocols to support the LSP by specifying the
Gigabit Ethernet interface that is facing the P2 router.

Configure the OSPF protocol by specifying the Gigabit Ethernet interface that is facing the P2 router
and the logical loopback interface. Enable OSPF to support traffic engineering extensions.

user@ASBR2#

set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols

set protocols

mpls
mpls
mpls
ospf
ospf
ospf
rsvp

rsvp

label-switched-path to-PE2 to 192.168.200.1
interface ge-0/0/1.0

interface 100.0

traffic-engineering

area 0.0.0.0 interface ge-0/0/1.0

area 0.0.0.0 interface 100.0

interface ge-0/0/1.0

interface 100.0

3. On Router ASBR2, create the to-PE2 internal BGP peer group. Specify the local IP peer address as the

local 100.0 address. Specify the neighbor IP peer address as the 100.0 interface address of Router PE2.

user@ASBR2#

set protocols bgp group to-PE2 type internal

set protocols bgp group to-PE2 local-address 192.168.200.3

set protocols bgp group to-PE2 neighbor 192.168.200.1 family inet-vpn unicast



4. On Router ASBR2, create the to-ASBR1 external BGP peer group. Enable the router to use BGP to
advertise NLRI for unicast routes. Specify the neighbor IP peer address as the Gigabit Ethernet
interface on Router ASBR1.

user@ASBR2#

set protocols bgp group to-ASBR1 type external

set protocols bgp group to-ASBR1 family inet-vpn unicast

set protocols bgp group to-ASBR1 neighbor 172.16.12.1 peer-as 65100

5. On Router ASBR2, configure the BGP local autonomous system number and the router ID.

user@ASBR2#
set routing-options router-id 192.168.200.3

set routing-options autonomous-system 65200

Configuring Router P2

Step-by-Step Procedure

1. On Router P2, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces to
process the inet and mpls address families. Configure the IP address for the 100.0 loopback interface
and enable the interface to process the inet address family.

user@P2#

set interfaces ge-0/0/0 description to_ASBR2

set interfaces ge-0/0/0 unit @ family inet address 10.2.2.1/30
set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/1 description to_PE2

set interfaces ge-0/0/1 unit @ family inet address 10.2.1.2/30
set interfaces ge-0/0/1 unit @ family mpls

set interfaces 1o@ unit @ family inet address 192.168.200.2/32

2. On Router P2, configure the RSVP and MPLS protocols to support the LSP. Specify the Gigabit
Ethernet interfaces.



Configure the OSPF protocol. Specify the Gigabit Ethernet interfaces and specify the logical loopback
interface. Enable OSPF to support traffic engineering extensions.

user@P2#

set protocols mpls interface ge-0/0/0.0

set protocols mpls interface ge-0/0/1.0

set protocols mpls interface 100.0

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0
set protocols ospf area 0.0.0.0 interface ge-0/0/1.0
set protocols ospf area 0.0.0.0 interface 100.0

set protocols rsvp interface ge-0/0/0.0

set protocols rsvp interface ge-0/0/1.0

set protocols rsvp interface 100.0

Configuring Router PE2

Step-by-Step Procedure

1. On Router PE2, configure IPv4 addresses on the Gigabit Ethernet and logical loopback interfaces.
Specify the inet address family on all of the interfaces. Specify the mpls address family on the Gigabit
Ethernet interfaces.

user@PE2#

set interfaces ge-0/0/0 description to_P2

set interfaces ge-0/0/0 unit @ family inet address 10.2.1.1/30
set interfaces ge-0/0/0 unit 0 family mpls

set interfaces ge-0/0/1 description to_CE2

set interfaces ge-0/0/1 unit @ family inet address 172.16.2.2/30
set interfaces 1o@ unit @ family inet address 192.168.200.1/32

2. On Router PE2, configure a VRF routing instance. Specify the vrf instance type and specify the
customer-facing interface. Configure a route distinguisher to create a unique VPN-IPv4 address
prefix. Apply the VRF import and export policies to enable the sending and receiving of route targets.
Configure the BGP peer group within the VRF. Specify AS 65020 as the peer AS and specify the IP
address of the Gigabit Ethernet interface on Router CE1 as the neighbor address.

user@PE2#

set routing-instances to_CE2 instance-type vrf



set routing-instances to_CE2 protocols bgp group to_CE2 peer-as 65020

set routing-instances to_CE2 protocols bgp group to_CE2 neighbor 172.16.2.1
set routing-instances to_CE2 interface ge-0/0/1.0

set routing-instances to_CE2 route-distinguisher 192.168.200.1:1

set routing-instances to_CE2 vrf-import vpnimport

set routing-instances to_CE2 vrf-export vpnexport

3. On Router PE2, configure the RSVP and MPLS protocols to support the LSP. Configure the LSP to
ASBR2 and specify the IP address of the logical loopback interface on Router ASBR2. Configure a
BGP group. Specify the group type as internal. Specify the local address as the logical loopback
interface on Router PE2. Specify the neighbor address as the logical loopback interface on the Router
ASBR2. Specify the inet-vpn address family and unicast traffic type to enable BGP to carry IPv4 NLRI
for VPN routes. Configure the OSPF protocol. Specify the core-facing interface and the logical
loopback interface on Router PE2.

user@PE2#

set protocols bgp group to-ASBR2 type internal

set protocols bgp group to-ASBR2 local-address 192.168.200.1

set protocols bgp group to-ASBR2 neighbor 192.168.200.3 family inet-vpn unicast
set protocols mpls label-switched-path to-ASBR2 to 192.168.200.3
set protocols mpls interface ge-0/0/0.0

set protocols mpls interface 100.0

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0

set protocols ospf area 0.0.0.0 interface 100.0

set protocols rsvp interface ge-0/0/0.0

set protocols rsvp interface 100.0

4. On Router PE2, configure the BGP local autonomous system number and the router ID.

user@PE2#
set routing-options router-id 192.168.200.1

set routing-options autonomous-system 65200

5. On Router PE2, configure a policy to add the VRF route target to the routes being advertised from
CE2.

user@PE2#
set policy-options policy-statement vpnexport term 1 from protocol bgp
set policy-options policy-statement vpnexport term 1 then community add pe2_comm



set policy-options policy-statement vpnexport term 1 then accept

set policy-options policy-statement vpnexport term 2 then reject

6. On Router PE2, configure a policy to import routes from PE1 that have the pe1_comm community
attached.

user@PE2#

set policy-options policy-statement vpnimport term 1 from protocol bgp

set policy-options policy-statement vpnimport term 1 from community pel_comm
set policy-options policy-statement vpnimport term 1 then accept

set policy-options policy-statement vpnimport term 2 then reject

7. On Router PE2, define the pe2_conmm BGP community with a route target to apply to the vpnexport
policy and define the pe1_conm BGP community with a route target to apply to the vpnimport policy

user@PE2#
set policy-options community pel_comm members target:65100:1

set policy-options community pe2_comm members target:65200:1

Configuring Router CE2

Step-by-Step Procedure

1. On Router CE2, configure the IP address and protocol family on the logical loopback interface and
the Gigabit Ethernet interface for the link between Router CE2 and Router PE2. Specify the inet
address family type.

user@CE2#

set interfaces ge-0/0/0 description to_PE2

set interfaces ge-0/0/0 unit @ family inet address 172.16.2.1/30
set interfaces 1o@ unit @ family inet address 192.168.2.1/32

2. On Router CE2, define a policy named loopback that matches on the loopback address for CE2.

user@CE2#
set policy-options policy-statement loopback term 1 from route-filter 192.168.2.1/32 exact

set policy-options policy-statement loopback term 1 then accept



3. On Router CE2, configure a routing protocol. The routing protocol can be a static route, RIP, OSPF,
ISIS, or EBGP. In this example, we configure EBGP. Specify AS 65200 as the peer AS and specify the
BGP neighbor IP address as the Gigabit Ethernet interface of Router PE2. Include the export
statement.

user@CE2#

set protocols bgp group to_PE2 export loopback

set protocols bgp group to_PE2 peer-as 65200

set protocols bgp group to_PE2 neighbor 172.16.2.2

4. On Router CE2, configure the BGP local autonomous system number and the router ID.

user@CE2#
set routing-options router-id 192.168.2.1
set routing-options autonomous-system 65020

Verifying the VPN Operation

Step-by-Step Procedure

1. Commit the configuration on each router.

@ NOTE: The MPLS labels shown in this example will be different than the labels used
in your configuration.

2. On Router PE1, display the routes for the to_CE1 routing instance using the show ospf route command.
Verify that the 192.168.1.1 route is learned from OSPF.

user@PE1> show ospf route instance to_CE1
Topology default Route Table:

Prefix Path Route NH Metric NextHop Nexthop

Type Type Type Interface Address/LSP
192.168.1.1 Intra Router IP 1 ge-0/0/0.0 172.16.1.1
172.16.1.0/30 Intra Network IP 1 ge-0/0/0.0

192.168.1.1/32 Intra Network IP 1 ge-0/0/0.0 172.16.1.1



3. On Router PE1, use the show route advertising-protocol command to verify that Router PE1 advertises
the 192.168.1.1 route to Router ASBR1 using MP-BGP with the VPN MPLS label.

user@PE1> show route advertising-protocol bgp 192.168.100.3 extensive
to_CE1.inet.@: 5 destinations, 5 routes (5 active, @ holddown, @ hidden)
* 192.168.1.1/32 (1 entry, 1 announced)
BGP group to-ASBR1 type Internal

Route Distinguisher: 192.168.100.1:1

VPN Label: 299808

Nexthop: Self

Flags: Nexthop Change

MED: 1

Localpref: 100

AS path: [65100] I

Communities: target:65100:1 rte-type:0.0.0.0:1:0

4. On Router ASBR1, use the show route receive-protocol command to verify that the router receives and
accepts the 192.168.1.1 route and places it in the bgp.13vpn.0 routing table.

user@ASBR1> show route receive-protocol bgp 192.168.100.1 extensive
inet.0: 15 destinations, 15 routes (15 active, @ holddown, @ hidden)

inet.3: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)
mpls.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)

bgp.13vpn.0: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
* 192.168.100.1:1:192.168.1.1/32 (1 entry, 1 announced)

Accepted

Route Distinguisher: 192.168.100.1:1

VPN Label: 299808

Nexthop: 192.168.100.1

MED: 1

Localpref: 100

AS path: I

Communities: target:65100:1 rte-type:0.0.0.0:1:0



5. On Router ASBR1, use the show route advertising-protocol command to verify that Router ASBR1
advertises the 192.168.1.1 route to Router ASBR2.

user@ASBR1> show route advertising-protocol bgp 172.16.12.2 extensive
bgp.13vpn.0: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
* 192.168.100.1:1:192.168.1.1/32 (1 entry, 1 announced)
BGP group to-ASBR2 type External

Route Distinguisher: 192.168.100.1:1

VPN Label: 299824

Nexthop: Self

Flags: Nexthop Change

AS path: [65100] I

Communities: target:65100:1 rte-type:0.0.0.0:1:0

6. On Router ASBR2, use the show route receive-protocol command to verify that the router receives and
accepts the 192.168.1.1 route and places it in the bgp.13vpn.0 routing table.

user@ASBR2> show route receive-protocol bgp 172.16.12.1 extensive
inet.0: 15 destinations, 15 routes (15 active, @ holddown, @ hidden)

inet.3: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

mpls.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)

bgp.13vpn.0: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
* 192.168.100.1:1:192.168.1.1/32 (1 entry, 1 announced)

Accepted

Route Distinguisher: 192.168.100.1:1

VPN Label: 299824

Nexthop: 172.16.12.1

AS path: 65100 I

Communities: target:65100:1 rte-type:0.0.0.0:1:0

7. On Router ASBR2, use the show route advertising-protocol command to verify that Router ASBR2
advertises the 192.168.1.1 route to Router PE2.

user@ASBR2> show route advertising-protocol bgp 192.168.200.1 extensive
bgp.13vpn.0: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
* 192.168.100.1:1:192.168.1.1/32 (1 entry, 1 announced)

BGP group to-PE2 type Internal



8.

Route Distinguisher: 192.168.100.1:1

VPN Label: 299824

Nexthop: Self

Flags: Nexthop Change

Localpref: 100

AS path: [65200] 65100 I

Communities: target:65100:1 rte-type:0.0.0.0:1:0

On Router PE2, use the show route receive-protocol command to verify that the router receives and
accepts the 192.168.1.1 route and places it in the to_CE2.inet.0 routing table.

user@PE2> show route receive-protocol bgp 192.168.200.3 extensive
inet.0: 13 destinations, 13 routes (13 active, @ holddown, @ hidden)

inet.3: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)
to_CE2.inet.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
% 192.168.1.1/32 (1 entry, 1 announced)

Import Accepted

Route Distinguisher: 192.168.100.1:1

VPN Label: 299824

Nexthop: 192.168.200.3

Localpref: 100

AS path: 65100 I

Communities: target:65100:1 rte-type:0.0.0.0:1:0

mpls.0: 5 destinations, 5 routes (5 active, @ holddown, @ hidden)
bgp.13vpn.0: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

* 192.168.100.1:1:192.168.1.1/32 (1 entry, @ announced)
Import Accepted
Route Distinguisher: 192.168.100.1:1
VPN Label: 299824
Nexthop: 192.168.200.3
Localpref: 100
AS path: 65100 I
Communities: target:65100:1 rte-type:0.0.0.0:1:0

inet6.0: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

to_CE2.inet6.0: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)



9. On Router PE2, use the show route advertising-protocol command to verify that Router PE2 advertises
the 192.168.1.1 route to Router CE2 through the to_CE2 peer group.

user@PE2> show route advertising-protocol bgp 172.16.2.1 extensive
to_CE2.inet.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
* 192.168.1.1/32 (1 entry, 1 announced)
BGP group to_CE2 type External

Nexthop: Self

AS path: [65200] 65100 I

Communities: target:65100:1 rte-type:0.0.0.0:1:0

10. On Router CE2, use the show route command to verify that Router CE2 receives the 192.168.1.1 route
from Router PE2.

user@CE2> show route 192.168.1.1
inet.0: 10 destinations, 10 routes (10 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.1.1/32 *[BGP/170] 6d 02:09:53, localpref 100
AS path: 65200 65100 I, validation-state: unverified
> to 172.16.2.2 via ge-0/0/0.0

11. On Router CE2, use the ping command and specify 192.168.2.1 as the source of the ping packets to
verify connectivity with Router CE1.

user@CE2> ping 192.168.1.1 source 192.168.2.1 count 2

PING 192.168.1.1 (192.168.1.1): 56 data bytes

64 bytes from 192.168.1.1: icmp_seq=0 tt1=58 time=27.008 ms
64 bytes from 192.168.1.1: icmp_seq=1 ttl=58 time=40.004 ms

---192.168.1.1 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 27.008/33.506/40.004/6.498 ms

@ NOTE: To ping end-to-end without sourcing from the loopback make sure to
advertise the PE-to-CE interface routes. You can accomplish this a few ways but for
this example add protocol direct to the vpnexport policy on both PE1 and PE2.
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Interprovider Layer 3 VPN Option C provides interprovider multihop EBGP redistribution of labeled
VPN-IPv4 routes between source and destination ASs, with EBGP redistribution of labeled IPv4 routes
from AS to neighboring AS. Compared to Option A and Option B, Option C is the most scalable solution.
To configure an interprovider Layer 3 VPN option C service, you need to configure the AS border routers
and the PE routers connected to the end customer’s CE routers using multihop EBGP.

This example provides a step-by-step procedure to configure interprovider layer 3 VPN option C, which
is one of the recommended implementations of MPLS VPN when that service is required by a customer
that has more than one AS but not all of the customer’s ASs can be serviced by the same service
provider (SP). It is organized in the following sections:

Requirements

This example requires the following hardware and software components:

e Junos OS Release 9.5 or later.

o Eight Juniper Networks M Series Multiservice Edge Routers, T Series Core Routers, TX Matrix
Routers, or MX Series 5G Universal Routing Platforms.

Configuration Overview and Topology

IN THIS SECTION

Topology | 500



Interprovider layer 3 VPN option C is a very scalable interprovider VPN solution to the problem of
providing VPN services to a customer that has different sites, not all of which can use the same SP.

RFC 4364 section 10, refers to this method as multihop EBGP redistribution of labeled VPN-IPv4 routes
between source and destination ASs, with EBGP redistribution of labeled IPv4 routes from AS to
neighboring AS.

This solution is similar to the solution described in /mplementing Interprovider Layer 3 VPN Option B,
except internal IPv4 unicast routes are advertised instead of external VPN-IPv4-unicast routes, using
EBGP. Internal routes are internal to leaf SPs (SP1 and SP2 in this example), and external routes are
those learned from the end customer requesting VPN services.

In this configuration:

e After the loopback address of Router PE2 is learned by Router PE1 and the loopback address of
Router PE1 is learned by Router PE2, the end PE routers establish an MP-EBGP session for
exchanging VPN-IPv4 routes.

o Since VPN-IPv4 routes are exchanged among end PE routers, any other router on the path from
Router PE1 and Router PE2 does not need to keep or install VPN-IPv4 routes in their routing
information base (RIB) or forwarding information base (FIB) tables.

o An MPLS path needs to be established between Router PE1 and Router PE2.

RFC 4364 describes only one solution that uses a BGP labeled-unicast approach. In this approach, the
ASBR routers advertise the loopback addresses of the PE routers and associate each prefix with a label
according to RFC 310/. Service providers may use RSVP or LDP to establish an LSP between ASBR
routers and PE routers in their internal network.

In this network, ASBR1 receives label information associated with the loopback IP address of Router
PE1 and advertises another label to Router ASBR2 using MP-EBGP labeled-unicast. Meanwhile, the
ASBRs build their own MPLS forwarding table according to the received and advertised routes and
labels. Router ASBR1 uses its own IP address as the next-hop information.

Router ASBR2 receives this prefix associated with a label, assigns another label, changes the next-hop
address to its own address, and advertises it to Router PE1. Router PE1 now has an update with the
label information and next-hop to Router ASBR1. Also, Router PE1 already has a label associated with
the IP address of Router ASBR1. If Router PE1 sends an IP packet to Router PE2, it pushes two labels:
one for the IP address of Router PE2 (obtained using MP-IBGP labeled-unicast advertisement) and one
for the IP address of Router ASBR1 (obtained using LDP or RSVP).

Router ASBR1 then pops the outer label and swaps the inner label with the label learned from a
neighbor ASBR for its neighboring PE router. Router ASBR2 performs a similar function and swaps the
incoming label (only one) and pushes another label that is associated with the address of Router PE2.
Router PE2 pops both labels and passes the remaining IP packet to its own CPU. After the end-to-end
connection among the PE routers is created, the PE routers establish an MP-EBGP session to exchange
VPN-IPv4 routes.



500

In this solution, PE routers push three labels onto the IP packet coming from the VPN end user. The
inner-most label, obtained using MP-EBGP, determines the correct VPN routing and forwarding (VRF)
routing instance at the remote PE. The middle label is associated with the IP address of the remote PE
and is obtained from an ASBR using MP-IBGP labeled-unicast. The outer label is associated with the IP
addresses of the ASBRs and is obtained using LDP or RSVP.

The physical topology of the network is shown in Figure 49 on page 500.

Figure 49: Physical Topology of Interprovider Layer 3 VPN Option C
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@ NOTE: The procedure presented here is written with the assumption that the reader is
already familiar with MPLS MVPN configuration. This example focuses on explaining the
unique configuration required for carrier-of-carriers solutions for VPN services to
different sites.

To configure interprovider layer 3 VPN option C, perform the following tasks:
Configuring Router CE1

Step-by-Step Procedure

1. On Router CE1, configure the IP address and protocol family on the Fast Ethernet interface for the
link between Router CE1 and Router PE1. Specify the inet address family type.

[edit interfaces fe-0/0/1.0]
family inet {
address 198.51.100.1/24;

2. On Router CE1, configure the IP address and protocol family on the loopback interface. Specify the
inet address family type.

[edit interfaces 1o@]
unit @ {
family inet {
address 192.0.2.1/32;



3. On Router CE1, configure a routing protocol. The routing protocol can be a static route, RIP, OSPF,
ISIS, or EBGP. In this example we configure OSPF. Include the logical interface for the link between
Router CE1 and Router PE1 and the logical loopback interface of Router CE1.

[edit protocols]
ospf {
area 0.0.0.2 {
interface fe-0/0/1.0;
interface 100.0 {

passive;

Configuring Router PE1

Step-by-Step Procedure

1. On Router PE1, configure IPv4 addresses on the SONET, Fast Ethernet, and logical loopback
interfaces. Specify the inet address family on all of the interfaces. Specify the mpls address family on
the SONET interfaces.

[edit interfaces]
s0-0/2/0 {
unit 0 {
family inet {
address 192.168.1.2/24;
}
family mpls;

}
fe-1/2/3 {
unit 0 {
family inet {
address 198.51.100.3/24;

3
100 {
unit 0 {



family inet {
address 192.0.2.2/32;

On Router PE1, configure the routing instance for VPN2. Specify the vrf instance type and specify
the customer-facing Fast Ethernet interface. Configure a route distinguisher to create a unique
VPN-IPv4 address prefix. Apply the VRF import and export policies to enable the sending and
receiving of route targets. Configure the OSPF protocol within the VRF. Specify the customer-
facing Fast Ethernet interface and specify the export policy to export BGP routes into OSPF.

[edit routing-instances]
vpn2CE1 {
instance-type vrf;
interface fe-1/2/3.0;
route-distinguisher 1:100;
vrf-import vpnimport;
vrf-export vpnexport;
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.2 {
interface fe-1/2/3.0;

On Router PE1, configure the RSVP and MPLS protocols to support the LSP. Configure the LSP to
Router ASBR1 and specify the IP address of the logical loopback interface on Router ASBR1.
Configure the OSPF protocol. Specify the core-facing SONET interface and specify the logical
loopback interface on Router PE1.

[edit protocols]

rsvp {
interface s0-0/2/0.0;
interface 100.0;

}

mpls {



label-switched-path To-ASBR1 {
to 192.0.2.4;

}

interface s0-0/2/0.0;

interface 100.0;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface s0-0/2/0.0;
interface 100.0 {
passive;
}
}
}

On Router PE1, configure the To_ASBR1 peer BGP group. Specify the group type as internal. Specify
the local address as the logical loopback interface on Router PE1. Specify the neighbor address as
the logical loopback interface on Router ASBR1. Specify the inet address family. For a PE router to
install a route in the VRF, the next hop must resolve to a route stored within the inet.3 table. The
labeled-unicast resolve-vpn statements allow labeled routes to be placed in the inet.3 routing table for
route resolution, which are then resolved for PE router connections where the remote PE is located
across another AS.

[edit protocols]
bgp {
group To_ASBR1 {
type internal;
local-address 192.0.2.2;
neighbor 192.0.2.4 {
family inet {
labeled-unicast {

resolve-vpn;



5. On Router PE1, configure multihop EBGP toward PE2. Specify the inet-vpn family.

[edit protocols]
bgp {
group To_PE2 {
multihop {
ttl 20;
}
local-address 192.0.2.2;
family inet-VPN {
unicast;
}
neighbor 192.0.2.7 {
peer-as 200;

6. On Router PE1, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 100;

7. On Router PE1, configure a policy to export the BGP routes into OSPF.

[edit policy-options]
policy-statement bgp-to-ospf {
term 1 {
from protocol bgp;

then accept;

3
term 2 {

then reject;
}



8. On Router PE1, configure a policy to add the VRF route target to the routes being advertised for
this VPN.

[edit policy-options]
policy-statement vpnexport {
term 1 {
from protocol ospf;
then {
community add test_comm;

accept;

}
term 2 {
then reject;

9. On Router PE1, configure a policy to import routes from BGP that have the test_comm community
attached.

[edit policy-options]
policy-statement vpnimport {
term 1 {
from {
protocol bgp;

community test_comm;

}

then accept;
}
term 2 {

then reject;
}

10. On Router PE1, define the test_comm BGP community with a route target.

[edit policy-options]
community test_comm members target:1:100;



Configuring Router P1

Step-by-Step Procedure

1. On Router P1, configure IP addresses for the SONET and Gigabit Ethernet interfaces. Enable the
interfaces to process the inet and mpls address families. Configure the IP address for the 100.0
loopback interface and enable the interface to process the inet address family.

[edit interfaces]
s0-0/2/1 {
unit 0 {
family inet {
address 192.168.1.4/24;

}
family mpls;
}
}
ge-1/3/0 {
unit 0 {
family inet {
address 192.168.2.5/24;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.0.2.3/32;
}
}
}

2. On Router P1, configure the RSVP and MPLS protocols to support the LSP. Specify the SONET and
Gigabit Ethernet interfaces.

Configure the OSPF protocol. Specify the SONET and Gigabit Ethernet interfaces and specify the
logical loopback interface. Enable OSPF to support traffic engineering extensions.

[edit protocols]
rsvp {



interface s0-0/2/1.0;
interface ge-1/3/0.0;
interface 100.0;

}
mpls {
interface 100.0;
interface ge-1/3/0.0;
interface s0-0/2/1.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-1/3/0.0;
interface s0-0/2/1.0;
interface 100.0 {
passive;
}
}
}

Configuring Router ASBR1

Step-by-Step Procedure

1. On Router ASBR1, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces
to process the inet and mpls addresses families. Configure the IP addresses for the 100.0 loopback
interface and enable the interface to process the inet address family.

[edit interfaces]
ge-0/0/0 {
unit 0 {
family inet {
address 192.168.2.6/24;

}
family mpls;
}
}
ge-0/1/1 {
unit 0 {

family inet {
address 192.168.3.7/24;



}
family mpls;

}
}
100 {
unit 0 {
family inet {
address 192.0.2.4/32;
}
}
}

2. On Router ASBR1, configure the protocols to support the LSP.

Configure the RSVP protocol by specifying the Gigabit Ethernet interface that is facing the P1 router
and the logical loopback interface.

Configure the MPLS protocol by specifying the Gigabit Ethernet interfaces and the logical loopback
interface. Include the traffic-engineering bgp-igp-both-ribs statement at the [edit protocols mpls]
hierarchy level.

Configure the OSPF protocol on the Gigabit Ethernet interface facing the P1 router and the logical
loopback interface. Enable OSPF to support traffic engineering extensions.

[edit protocols]

rsvp {
interface ge-0/0/0.0;
interface 100.0;

}

mpls {
traffic-engineering bgp-igp-both-ribs;
label-switched-path To_PE1 {

t0 192.0.2.2;

}
interface 100.0;
interface ge-0/0/0.0;
interface ge-0/1/1.0;

}

ospf {

traffic-engineering;

area 0.0.0.0 {
interface ge-0/0/0.0;
interface 100.0 {



passive;

3. On Router ASBR1, create the To-PE1 internal BGP peer group. Specify the local IP peer address as the
local 100.0 address. Specify the neighbor IP peer address as the Gigabit Ethernet interface address of
Router PE1.

[edit protocols]
bgp {
group To-PE1 {
type internal;
local-address 192.0.2.4;
neighbor 192.0.2.2 {
family inet {
labeled-unicast;
}

export next-hop-self;

4. On Router ASBR1, create the To-ASBR2 external BGP peer group. Enable the router to use BGP to
advertise network layer reachability information (NLRI) for unicast routes. Specify the neighbor IP
peer address as the Gigabit Ethernet interface address on Router ASBR2.

[edit protocols]
group To-ASBR2 {
type external;
family inet {
labeled-unicast;
}
export To-ASBR2;
neighbor 192.168.3.8 {

peer-as 200;



5. On Router ASBR1, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 100;

6. On Router ASBR 1, configure a policy to import routes from BGP that match the 192.0.2.2/24 route.

[edit policy-options]
policy-statement To-ASBR2 {
term 1 {
from {
route-filter 192.0.2.2/32 exact;
}
then accept;
}
term 2 {
then reject;

7. On Router ASBR 1, define a next-hop self policy and apply it to the IBGP sessions.

[edit policy-options]
policy-statement next-hop-self {
then {
next-hop self;

Configuring Router ASBR2

Step-by-Step Procedure

1. On Router ASBR2, configure IP addresses for the Gigabit Ethernet interfaces. Enable the interfaces
to process the inet and mpls address families. Configure the IP address for the 100.0 loopback interface
and enable the interface to process the inet address family.

[edit interfaces]
ge-0/1/1 {



unit @ {
family inet {
address 192.168.3.8/24;

}
family mpls;
}
}
ge-0/2/3 {
unit @ {
family inet {
address 192.168.4.9/24;
}
family mpls;
}
}
100 {
unit @ {
family inet {
address 192.0.2.5/32;
}
}
}

2. On Router ASBR2, configure the protocols to support the LSP.

Configure the RSVP protocol by specifying the Gigabit Ethernet interface facing the P2 router and
the logical loopback interface .

Configure the MPLS protocol by specifying the Gigabit Ethernet interfaces and the logical loopback
interface. Include the traffic-engineering bgp-igp-both-ribs statement at the [edit protocols mpls]
hierarchy level.

Configure the OSPF protocol on the Gigabit Ethernet interface facing the P2 router and the logical
loopback interface . Enable OSPF to support traffic engineering extensions.

[edit protocols]
rsvp {
interface ge-0/2/3.0;
interface 100.0;
}
mpls {
traffic-engineering bgp-igp-both-ribs;
label-switched-path To_PE2 {



to 192.0.2.7,
}
interface 100.0
interface ge-0/2/3.0;
interface ge-0/1/1.0;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-0/2/3.0;
interface 100.0 {
passive;
}
}
}

3. On Router ASBR2, create the To-PE2 internal BGP peer group. Specify the local IP peer address as the
local 100.0 address. Specify the neighbor IP peer address as the 100.0 interface address of Router PE2.

[edit protocols]
bgp {
group To-PE2 {
type internal;
local-address 192.0.2.5;
export next-hop-self;
neighbor 192.0.2.7 {
family inet {
labeled-unicast;
}

export next-hop-self;

4. On Router ASBR2, create the To-ASBR1 external BGP peer group. Enable the router to use BGP to
advertise NLRI for unicast routes. Specify the neighbor IP peer address as the Gigabit Ethernet
interface address on Router ASBR1.

[edit protocols]
bgp {
group To-ASBR1 {



type external;

family inet {
labeled-unicast;

}

export To-ASBR1;

neighbor 192.168.3.7 {
peer-as 100;

5. On Router ASBR2 configure the BGP local autonomous system number.

[edit routing-options]
autonomous-system 200;

6. On Router ASBR2, configure a policy to import routes from BGP that match the 192.0.2.7/24 route.

[edit policy-options]
policy-statement To-ASBR1 {
term 1 {
from {
route-filter 192.0.2.7/32 exact;

}

then accept;
}
term 2 {

then reject;
}

7. On Router ASBR 2, define a next-hop self policy.

[edit policy-options]
policy-statement next-hop-self {
then {
next-hop self;



Configuring Router P2

Step-by-Step Procedure

1. On Router P2, configure IP addresses for the SONET and Gigabit Ethernet interfaces. Enable the
interfaces to process the inet and mpls addresses families. Configure the IP addresses for the 100.0
loopback interface and enable the interface to process the inet address family.

[edit interfaces]
s0-0/0/0 {
unit 0 {
family inet {
address 192.168.5.10/24;

}
family mpls;
}
}
ge-0/2/2 {
unit 0 {
family inet {
address 192.168.4.11/24;
}
family mpls;
}
}
100 {
unit 0 {
family inet {
address 192.0.2.6/32;
}
}
}

2. On Router P2, configure the RSVP and MPLS protocols to support the LSP. Specify the SONET and
Gigabit Ethernet interfaces.

Configure the OSPF protocol. Specify the SONET and Gigabit Ethernet interfaces and specify the
logical loopback interface. Enable OSPF to support traffic engineering extensions.

[edit protocols]
rsvp {



interface s0-0/0/0.0;
interface ge-0/2/2.0;
interface 100.0;
}
mpls {
interface 100.0;
interface ge-0/2/2.0;
interface s0-0/0/0.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-0/2/2.0;
interface s0-0/0/0.0;
interface 100.0 {
passive;
}
}
}
Configuring Router PE2

Step-by-Step Procedure

1. On Router PE2, configure IPv4 addresses on the SONET, Fast Ethernet, and logical loopback
interfaces. Specify the inet address family on all of the interfaces. Specify the mpls address family on
the SONET interface.

[edit interfaces]
s0-0/0/1 {
unit 0 {
family inet {
address 192.168.5.12/24;

}
family mpls;
}
}
fe-0/3/1 {
unit 0 {

family inet {
address 192.168.6.13/24;



}
}
100 {
unit @ {
family inet {
address 192.0.2.7/32;
}
}
}

2. On Router PE2, configure the routing instance for VPN2. Specify the vrf instance type and specify
the customer-facing Fast Ethernet interface. Configure a route distinguisher to create a unique VPN-
IPv4 address prefix. Apply the VRF import and export policies to enable the sending and receiving of
route targets. Configure the BGP peer group within the VRF. Specify AS 20 as the peer AS and specify
the IP address of the Fast Ethernet interface on Router CE1 as the neighbor address.

[edit routing-instances]
vpn2CE2 {
instance-type vrf;
interface fe-0/3/1.0;
route-distinguisher 1:100;
vrf-import vpnimport;
vrf-export vpnexport;

protocols {

bgp {
group To_CE2 {
peer-as 20;
neighbor 192.168.6.14;
}
}

3. On Router PE2, configure the RSVP and MPLS protocols to support the LSP. Configure the LSP to
ASBR2 and specify the IP address of the logical loopback interface on Router ASBR2. Configure the
OSPF protocol. Specify the core-facing SONET interface and specify the logical loopback interface
on Router PE2.

[edit protocols]
rsvp {



interface s0-0/0/1.0;

interface 100.0;

}
mpls {
label-switched-path To-ASBR2 {
to 192.0.2.5;
}
interface s0-0/0/1.0;
interface 100.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface s0-0/0/1.0;
interface 100.0 {
passive;
}
}
}

4. On Router PE2, configure the To_ASBR2 BGP group. Specify the group type as internal. Specify the local
address as the logical loopback interface on Router PE2. Specify the neighbor address as the logical
loopback interface on the Router ASBR2.

[edit protocols]
bgp {
group To_ASBR2 {
type internal;
local-address 192.0.2.7;
neighbor 192.0.2.5 {
family inet {
labeled-unicast {

resolve-vpn;



5. On Router PE2, configure multihop EBGP towards Router PE1 Specify the inet-vpn address family.

[edit protocols]
bgp {
group To_PET1 {
type external;
local-address 192.0.2.7;
multihop {
ttl 20;
}
family inet-vpn {
unicast;
}
neighbor 192.0.2.2 {
peer-as 100;

6. On Router PE2, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 200;

7. On Router PE2, configure a policy to add the VRF route target to the routes being advertised for this
VPN.

[edit policy-options]
policy-statement vpnexport {
term 1 {
from protocol bgp;
then {
community add test_comm;

accept;

3
term 2 {

then reject;



8. On Router PE2, configure a policy to import routes from BGP that have the test_comm community
attached.

[edit policy-options]
policy-statement vpnimport {
term 1 {
from {
protocol bgp;

community test_comm;

}

then accept;
}
term 2 {

then reject;
}

9. On Router PE1, define the test_comm BGP community with a route target.

[edit policy-options]
community test_comm members target:1:100;

Configuring Router CE2

Step-by-Step Procedure

1. On Router CE2, configure the IP address and protocol family on the Fast Ethernet interface for the
link between Router CE2 and Router PE2. Specify the inet address family type.

[edit interfaces]
fe-3/0/0 {
unit @ {
family inet {
address 192.168.6.14/24;



2. On Router CE2, configure the IP address and protocol family on the loopback interface. Specify the
inet address family type.

[edit interfaces 100]

100 {
unit 0@ {
family inet {
address 192.0.2.8/32;
}
}
}

3. On Router CE2, define a policy named myroutes that accepts direct routes.

[edit policy-options]
policy-statement myroutes {
from protocol direct;

then accept;

4. On Router CE2, configure a routing protocol. The routing protocol can be a static route, RIP, OSPF,
ISIS, or EBGP. In this example, we configure EBGP. Specify the BGP neighbor IP address as the logical
loopback interface of Router PE1. Apply the myroutes policy.

[edit protocols]
bgp {
group To_PE2 {
neighbor 198.51.100.13 {
export myroutes;
peer-as 200;



5. On Router CE2, configure the BGP local autonomous system number.

[edit routing-options]

autonomous-system 20;

Verifying the VPN Operation

Step-by-Step Procedure

1. Commit the configuration on each router.

@ NOTE: The MPLS labels shown in this example will be different than the labels used
in your configuration.

2. On Router PE1, display the routes for the vpn2CE1 routing instance using the show ospf route
command. Verify that the 192.9.2.1 route is learned from OSPF.

user@PE1> show ospf route instance vpn2CE1
Topology default Route Table:

Prefix Path  Route NH  Metric NextHop Nexthop

Type Type Type Interface addr/label
192.0.2.1 Intra Router IP 1 fe-1/2/3.0 198.51.100.1
192.0.2.1/32 Intra Network IP 1 fe-1/2/3.0 198.51.100.1
198.51.100.0/24 Intra Network IP 1 fe-1/2/3.0

3. On Router PE1, use the show route advertising-protocol command to verify that Router PE1 advertises
the 192.0.2.1 route to Router PE2 using MP-BGP with the VPN MPLS label.

user@PE1> show route advertising-protocol bgp 192.0.2.7 extensive
bgp.13vpn.0: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)
* 1:100:192.0.2.1/32 (1 entry, 1 announced)
BGP group To_PE2 type External

Route Distinguisher: 1:100

VPN Label: 300016

Nexthop: Self

Flags: Nexthop Change

MED: 1



AS path: [100] I
Communities: target:1:100 rte-type:0.0.0.2:1:0

On Router ASBR1, use the show route advertising-protocol command to verify that Router ASBR1
advertises the 192.0.2.2 route to Router ASBR2.

user@ASBR1> show route advertising-protocol bgp 192.168.3,8 extensive
inet.0: 14 destinations, 16 routes (14 active, @ holddown, @ hidden)
% 192.0.2.2/32 (2 entries, 1 announced)
BGP group To-PE2 type External

Route Label: 300172

Nexthop: Self

Flags: Nexthop Change

MED: 2

AS path: [100] I

On Router ASBR2, use the show route receive-protocol command to verify that the router receives and
accepts the 192.0.2.2 route .

user@ASBR2> show route receive-protocol bgp 192.168.3.7 extensive
inet.0: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
* 192.0.2.2/32 (1 entry, 1 announced)

Accepted

Route Label: 300172

Nexthop: 192.168.3.7

MED: 2

AS path: 100 I

On Router ASBR2, use the show route advertising-protocol command to verify that Router ASBR2
advertises the 192.0.2.2 route to Router PE2.

user@ASBR2> show route advertising-protocol bgp 192.0.2.7 extensive
inet.0: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
* 192.0.2.2/32 (1 entry, 1 announced)
BGP group To-PE2 type Internal

Route Label: 300192

Nexthop: Self

Flags: Nexthop Change

MED: 2



Localpref: 100
AS path: [200] 100 I

7. On Router PE2, use the show route receive-protocol command to verify that Router PE2 receives the
route and puts it in the inet.0. routing table. Verify that Router PE2 also receives the update from
Router PE1 and accepts the route.

user@PE2> show route receive-protocol bgp 192.0.2.5 extensive
inet.0: 13 destinations, 14 routes (13 active, @ holddown, @ hidden)
* 192.0.2.2/32 (1 entry, 1 announced)

Accepted

Route Label: 300192

Nexthop: 192.0.2.5

MED: 2

Localpref: 100

AS path: 100 I

AS path: Recorded

inet.3: 2 destinations, 2 routes (2 active, 0 holddown, @ hidden)

% 192.0.2.2/32 (1 entry, 1 announced)
Accepted
Route Label: 300192
Nexthop: 192.0.2.5
MED: 2
Localpref: 100
AS path: 100 I
AS path: Recorded

8. On Router PE2, use the show route receive-protocol command to verify that Router PE2 puts the route
in the routing table of the vpn2CE2 routing instance and advertises the route to Router CE2 using
EBGP.

user@PE2> show route receive-protocol bgp 192.0.2.2 detail
inet.0: 17 destinations, 18 routes (17 active, @ holddown, @ hidden)

inet.3: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)
__Jjuniper_privatel__.inet.0: 14 destinations, 14 routes (8 active, @ holddown, 6 hidden)

__Jjuniper_private2__.inet.0: 1 destinations, 1 routes (0 active, @ holddown, 1 hidden)



vpn2CE2.inet.0: 4 destinations, 5 routes (4 active, @ holddown, @ hidden)
% 192.0.2.1/32 (1 entry, 1 announced)

Accepted

Route Distinguisher: 1:100

VPN Label: 300016

Nexthop: 192.0.2.2

MED: 1

AS path: 100 I

AS path: Recorded

Communities: target:1:100 rte-type:0.0.0.2:1:0

is0.0: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, © hidden)

bgp.13vpn.0: 2 destinations, 2 routes (2 active, @ holddown, @ hidden)

* 1:100:192.0.2.1/32 (1 entry, @ announced)
Accepted
Route Distinguisher: 1:100
VPN Label: 300016
Nexthop: 192.0.2.2
MED: 1
AS path: 100 I
AS path: Recorded
Communities: target:1:100 rte-type:0.0.0.2:1:0

__Jjuniper_privatel__.inet6.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)

9.  On Router PE2, use the show route advertising-protocol command to verify that Router PE2 advertises
the 192.0.2.1 route to Router CE2 through the vpn2CE2 peer group.

user@PE2> show route advertising-protocol bgp 192.168.6.14 extensive
vpn2CE2.inet.0: 4 destinations, 5 routes (4 active, 0 holddown, @ hidden)
* 192.0.2.1/32 (1 entry, 1 announced)
BGP group vpn2CE2 type External

Nexthop: Self

AS path: [200] 100 I

Communities: target:1:100 rte-type:0.0.0.2:1:0



10. On Router CE2, use the show route command to verify that Router CE2 receives the 192.0.2.1 route
from Router PE2.

user@CE2> show route 192.0.2.1
inet.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.1/32 *[BGP/170] 00:25:36, localpref 100
AS path: 200 100 I
> to 192.168.6.13 via fe-3/0/0.0

11. On Router CE2, use the ping command and specify 192.0.2.8 as the source of the ping packets to
verify connectivity with Router CE1.

user@CE2> ping 192.0.2.1 source 192.0.2.8
PING 192.0.2.1 (192.0.2.1): 56 data bytes
64 bytes from 192.0.2.1: icmp_segq=0 ttl=58 time=4.786 ms
64 bytes from 192.0.2.1: icmp_seq=1 ttl=58 time=10.210 ms
64 bytes from 192.0.2.1: icmp_seg=2 tt1=58 time=10.588 ms

12. On Router PE2, use the show route command to verify that the traffic is sent with an inner label of
300016, a middle label of 300192, and a top label of 299776.

user@PE2> show route 192.0.2.1 detail
vpn2CE2.inet.0: 4 destinations, 5 routes (4 active, @ holddown, @ hidden)
192.0.2.1/32 (1 entry, 1 announced)
*BGP Preference: 170/-101
Route Distinguisher: 1:100
Next hop type: Indirect
Next-hop reference count: 3
Source: 192.0.2.2
Next hop type: Router, Next hop index: 653
Next hop: via so0-0/0/1.0 weight 0x1, selected
Label-switched-path To-ASBR2
Label operation: Push 300016, Push 300192, Push 299776(top)
Protocol next hop: 192.0.2.2
Push 300016
Indirect next hop: 8c61138 262142
State: <Secondary Active Ext>
Local AS: 200 Peer AS: 100



Age: 17:33 Metric: 1 Metric2: 2
Task: BGP_100.192.0.2.2+62319

Announcement bits (3): 0-RT 1-KRT 2-BGP RT Background
AS path: 100 I

AS path: Recorded

Communities: target:1:100 rte-type:0.0.0.2:1:0
Accepted

VPN Label: 300016

Localpref: 100

Router ID: 192.0.2.2

Primary Routing Table bgp.13vpn.@

13. On Router ASBR2, use the show route table command to verify that Router ASBR2 receives the
traffic after the top label is popped by Router P2. Verify that label 300192 is a swapped with label
300176 and the traffic is sent towards Router ASBR1 using interface ge-0/1/1.0. At this point, the
bottom label 300016 is preserved.

user@ASBR2# show route table mpls.0 detail
300192 (1 entry, 1 announced)

selected

*VPN

Preference: 170

Next hop type: Router, Next hop index: 660

Next-hop reference count: 2

Source: 192.168.3.7 Next hop: 192.168.3.7 via ge-0/1/1.0,

Label operation: Swap 300176
State: <Active Int Ext>
Local AS: 200

Age: 24:01

Task: BGP RT Background
Announcement bits (1): 0-KRT
AS path: 100 I

Ref Cnt: 1

14. On Router ASBR1, use the show route table command to verify that when Router ASBR1 receives
traffic with label 300176, it swaps the label with 299824 to reach Router PE1.

user@ASBR1> show route table mpls.0 detail
300176 (1 entry, 1 announced)

*VPN

Preference: 170
Next hop type: Router, Next hop index: 651

Next-hop reference count: 2



Next hop: 192.168.2.5 via ge-0/0/0.0 weight 0x1, selected
Label operation: Swap 299824

State: <Active Int Ext>

Local AS: 100

Age: 25:53

Task: BGP RT Background

Announcement bits (1): 0-KRT

AS path: I

Ref Cnt: 1

15. On Router PE1, use the show route table command to verify that Router PE1 receives the traffic after
the top label is popped by Router P1. Verify that label 300016 is popped and the traffic is sent
towards Router CE1 using interface fe-1/2/3.6.

user@E1> show route table mpls.0 detail
300016 (1 entry, 1 announced)

SEE ALSO

*VPN

Preference: 170

Next hop type: Router, Next hop index: 643
Next-hop reference count: 2

Next hop: 198.51.100.1 via fe-1/2/3.0, selected
Label operation: Pop

State:< Active Int Ext>

Local AS: 100

Age: 27:37

Task: BGP RT Background

Announcement bits (1): 0-KRT

AS path: I

Ref Cnt: 1

Communities: rte-type:0.0.0.2:1:0
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Understanding Carrier-of-Carriers VPNs
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The customer of a VPN service provider might be a service provider for the end customer. The following
are the two main types of carrier-of-carriers VPNs (as described in RFC 4364:

e '"Internet Service Provider as the Customer" on page 530—The VPN customer is an ISP that uses
the VPN service provider’s network to connect its geographically disparate regional networks. The
customer does not have to configure MPLS within its regional networks.

e "VPN Service Provider as the Customer" on page 531—The VPN customer is itself a VPN service
provider offering VPN service to its customers. The carrier-of-carriers VPN service customer relies
on the backbone VPN service provider for inter-site connectivity. The customer VPN service
provider is required to run MPLS within its regional networks.

Figure 50 on page 530 illustrates the network architecture used for a carrier-of-carriers VPN service.



Figure 50: Carrier-of-Carriers VPN Architecture
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Internet Service Provider as the Customer
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In this type of carrier-of-carriers VPN configuration, ISP A configures its network to provide Internet
service to ISP B. ISP B provides the connection to the customer wanting Internet service, but the actual

Internet service is provided by ISP A.

This type of carrier-of-carriers VPN configuration has the following characteristics:



e The carrier-of-carriers VPN service customer (ISP B) does not need to configure MPLS on its
network.

e The carrier-of-carriers VPN service provider (ISP A) must configure MPLS on its network.

e MPLS must also be configured on the CE routers and PE routers connected together in the carrier-
of-carriers VPN service customer’s and carrier-of-carriers VPN service provider’s networks.

VPN Service Provider as the Customer

A VPN service provider can have customers that are themselves VPN service providers. In this type of
configuration, also called a hierarchical or recursive VPN, the customer VPN service provider's VPN-IPv4
routes are considered external routes, and the backbone VPN service provider does not import them
into its VRF table. The backbone VPN service provider imports only the customer VPN service
provider's internal routes into its VRF table.

The similarities and differences between interprovider and carrier-of-carriers VPNs are shown in Table 7
on page 531.

Table 7: Comparison of Interprovider and Carrier-of-Carriers VPNs

Feature ISP Customer VPN Service Provider Customer
Customer edge device AS border router PE router
IBGP sessions Carry IPv4 routes Carry external VPN-IPv4 routes with

associated labels

Forwarding within the customer MPLS is optional MPLS is required
network

Support for VPN service as the customer is supported on QFX10000 switches starting with Junos OS
Release 17.1R1.

Configuring Carrier-of-Carriers VPNs for Customers That Provide Internet Service

IN THIS SECTION

Configuring the Carrier-of-Carriers VPN Service Customer’s CE Router | 532

Configuring the Carrier-of-Carriers VPN Service Provider's PE Routers | 534



You can configure a carrier-of-carriers VPN service for customers who want to provide basic Internet
service. The carrier-of-carriers VPN service provider must configure MPLS in its network, although this
configuration is optional for the carrier service customer. "Carrier-of-Carriers VPN Architecture" on page
529 shows how the routers or switches in this type of service interconnect.

To configure a carrier-of-carriers VPN, perform the tasks described in the following sections:

Configuring the Carrier-of-Carriers VPN Service Customer’s CE Router

The carrier-of-carriers VPN service customer’s router (or switch) acts as a CE router with respect to the
service provider’'s PE router or switch. The following sections describe how to configure the carrier-of-
carriers VPN service customer’s CE router or switch:

Configuring MPLS

To configure MPLS on the customer’s CE router or switch, include the mpls statement:

mpls {
traffic-engineering bgp-igp;

interface interface-name;

You can include this statement at the following hierarchy levels:
e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring BGP

To configure a group to collate the customer’s internal routes, include the bgp statement:

bgp {
group group-name {
type internal;
local-address address;

neighbor address;

You can include this statement at the following hierarchy levels:



e [edit protocols]
o [edit logical-systems logical-system-name protocols]

The customer’s CE router (or switch) must be able to send labels to the VPN service provider's router.
Enable this by including the labeled-unicast statement in the configuration for the BGP group:

bgp {
group group-name {
export internal;
peer-as as-number;
neighbor address {
family inet {

labeled-unicast;

You can include the bgp statement at the following hierarchy levels:

e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring OSPF

To configure OSPF on the customer’s CE router or switch, include the ospf statement:

ospf {
area area-id {
interface interface-name {
passive;
}

interface interface-name;

You can include this statement at the following hierarchy levels:
e [edit protocols]

o [edit logical-systems logical-system-name protocols]



Configuring Policy Options

To configure policy options on the customer’s CE router or switch, include the policy-statement statement:

policy-statement statement-name {
term term-name {
from protocol [ospf direct ldp];
then accept;
}
term term-name {

then reject;

You can include this statement at the following hierarchy levels:
e [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

Configuring the Carrier-of-Carriers VPN Service Provider’s PE Routers

The service provider’s PE routers connect to the customer’s CE routers and forward the customer’s VPN
traffic across the provider’s network.

The following sections describe how to configure the carrier-of-carriers VPN service provider's PE
routers:

Configuring MPLS

To configure MPLS on the provider’s PE routers or switches include the mpls statement:

mpls {
interface interface-name;

interface interface-name;

You can include this statement at the following hierarchy levels:
e [edit protocols]

o [edit logical-systems logical-system-name protocols]



Configuring BGP

To configure a BGP session with the provider PE router at the other end of the provider’s network,
include the bgp statement:

bgp {
group group-name {
type internal;
local-address address;
family inet-vpn {
any;
}

neighbor address;

You can include this statement at the following hierarchy levels:
e [edit protocols]
o [edit logical-systems logical-system-name protocols]
Configuring IS-1S
To configure IS-IS on the provider’s PE routers or switches, include the isis statement:
isis {
interface interface-name;

interface interface-name {

passive;

You can include this statement at the following hierarchy levels:

o [edit protocols]

o [edit logical-systems logical-system-name protocols]



Configuring LDP

To configure LDP on the provider’s PE routers or switches, include the 1dp statement:

1dp {
interface interface-name;

You can include this statement at the following hierarchy levels:
e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring a Routing Instance

To configure Layer 3 VPN service with the customer’s CE router or switch, include the labeled-unicast
statement in the configuration for the routing instance so the PE router (or switch) can send labels to the
customer’s CE router or switch:

routing-instance-name {
instance-type vrf;
interface interface-name;
route-distinguisher address;
vrf-import policy-name;
vrf-export policy-name;
protocols {
bgp {
group group-name {
peer-as as-number;
neighbor address {
family inet {

labeled-unicast;

You can include these statements at the following hierarchy levels:



e [edit routing-instances]

o [edit logical-systems logical-system-name routing-instances]

Configuring Policy Options

To configure a policy statement to import routes from the customer’s CE router or switch, include the
policy-statement statement:

policy-statement policy-name {
term term-name {
from {
protocol bgp;
community community-name;
}
then accept;
}
term term-name {

then reject;

You can include this statement at the following hierarchy levels:
e [edit policy-options]
o [edit logical-systems logical-system-name policy-options]

To configure a policy statement to export routes to the customer’s CE router or switch, include the
policy-statement and community statements:

policy-statement policy-name {
term term-name {
from protocol bgp;
then {
community add community-name;
accept;

}
term term-name {
then reject;



}

community community-name members value;

You can include these statements at the following hierarchy levels:
o [edit policy-options]

o [edit logical-systems logical-system-name policy-options]
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In this example, the carrier customer is not required to configure MPLS and LDP on its network.
However, the carrier provider must configure MPLS and LDP on its network.

For configuration information see the following sections:


https://www.juniper.net/documentation/en_US/junos/topics/concept/mpls-features-qfx-series-overview.html

Network Topology for Carrier-of-Carriers Service

A carrier-of-carriers service allows an Internet service provider (ISP) to connect to a transparent
outsourced backbone at multiple locations.

Figure 51 on page 539 shows the network topology in this carrier-of-carriers example.

Figure 51: Carrier-of-Carriers VPN Example Network Topology
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Configuration for Router A

In this example, Router A represents an end customer. You configure this router as a CE device.

[edit]
protocols {
bgp {
group to-routerB {
export attached;
peer-as 21;
as-override;
neighbor 192.168.197.169;

}
policy-options {
policy-statement attached {
from protocol direct;

then accept;



Configuration for Router B

Router B can act as the gateway router, responsible for aggregating end customers and connecting them
to the network. If a full-mesh IBGP session is configured, you can use route reflectors.

[edit]
protocols {
bgp {
group int {
type internal;
local-address 10.255.14.179;
neighbor 10.255.14.175;
neighbor 10.255.14.1871;
neighbor 10.255.14.176;
neighbor 10.255.14.178;
neighbor 10.255.14.177,
}

group to-vpn-blue {
peer-as 1;
neighbor 192.168.197.170;

}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/0/3.0;
interface fe-1/0/2.0 {
passive;
}
}
}



Configuration for Router C

Configure Router C:

[edit]
protocols {
bgp {
group int {
type internal;
local-address 10.255.14.176;
neighbor 10.255.14.179;
neighbor 10.255.14.175;
neighbor 10.255.14.177,
neighbor 10.255.14.178;
neighbor 10.255.14.181;
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-0/3/3.0;
interface fe-0/3/0.0;
}
}
}

Configuration for Router D

Router D is the CE router with respect to AS 10023. In a carrier-of-carriers VPN, the CE router must be
able to send labels to the carrier provider; this is done with the labeled-unicast statement in group to-isp-
red.

[edit]
protocols {
mpls {
interface t3-0/0/0.0;
}
bgp {
group int {



type internal;
local-address 10.255.14.175;
neighbor 10.255.14.179;
neighbor 10.255.14.176;
neighbor 10.255.14.177;
neighbor 10.255.14.178;
neighbor 10.255.14.181;

}

group to-isp-red {
export internal;
peer-as 10023;
neighbor 192.168.197.13 {

family inet {
labeled-unicast;

}
}
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-0/3/0.0;
interface t3-0/0/0.0 {
passive;
}
}
}

}
policy options {
policy-statement internal {
term a {
from protocol [ ospf direct 1;

then accept;

}
term b {

then reject;
}



Configuration for Router E

This configuration sets up the inet-vpn IBGP session with Router H and the PE router portion of the VPN
with Router D. Because Router D is required to send labels in this example, configure the BGP session
with the labeled-unicast statement within the virtual routing and forwarding (VRF) table.

[edit]
protocols {
mpls {
interface t3-0/2/0.0;
interface at-0/1/0.0;
}
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet-vpn {
any;
}
neighbor 10.255.14.173;

}

isis {
interface at-0/1/0.0;
interface 100.0 {

passive;

}
1dp {
interface at-0/1/0.0;

}
routing-instances {
vpn-ispl {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:21;
vrf-import vpn-ispl-import;
vrf-export vpn-ispl-export;
protocols {
bgp {
group to-ispl {



peer-as 21;
neighbor 192.168.197.14 {
family inet {
labeled-unicast;

}
policy-options {
policy-statement vpn-ispl-import {
term a {
from {
protocol bgp;

community vpn-isp1-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpn-ispl-export {
term a {
from protocol bgp;
then {

community add vpn-isp1-comm;

accept;
}
}
term b {
then reject;
}

3

community vpn-ispl1-comm members target:69:21;



Configuration for Router F

Configure Router F to act as a label-swapping router:

[edit]
protocols {
isis {
interface s0-0/2/0.0;
interface at-0/3/0.0;
interface 100.0 {

passive;
}
}
1dp {
interface s0-0/2/0.0;
interface at-0/3/0.0;
}

Configuration for Router G

Configure Router G to act as a label-swapping router:

[edit]
protocols {
isis {
interface s0-0/0/0.0;
interface s0-1/0/0.0;
interface 100.0 {

passive;
}
}
1dp {
interface s0-0/0/0.0;
interface so0-1/0/0.0;
}



Configuration for Router H

Router H acts as the PE router for AS 10023. The configuration that follows is similar to that for Router
F:

[edit]
protocols {
mpls {
interface fe-1/1/0.0;
interface so0-1/0/0.0;
}
bgp {
group pe-pe {
type internal;
local-address 10.255.14.173;
family inet-vpn {
any;
}
neighbor 10.255.14.171;

}

isis {
interface s0-1/0/0.0;
interface 100.0 {

passive;

}
1dp {
interface s0-1/0/0.0;

}
routing-instances {
vpn-ispl {
instance-type vrf;
interface fe-1/1/0.0;
route-distinguisher 10.255.14.173:21;
vrf-import vpn-ispl-import;
vrf-export vpn-ispl-export;
protocols {
bgp {
group to-ispl {
peer-as 21;



neighbor 192.168.197.94 {
family inet {
labeled-unicast;

}
policy-options {
policy-statement vpn-ispl-import {
term a {
from {
protocol bgp;
community vpn-isp1-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpn-ispl-export {
term a {
from protocol bgp;
then {

community add vpn-isp1-comm;

accept;
}
}
term b {
then reject;
}

}

community vpn-ispl-comm members target:69:21;



Configuration for Router |

Configure Router | to connect to the basic Internet service customer (Router L):

[edit]
protocols {
mpls {
interface fe-1/0/1.0;
interface fe-1/1/3.0;
}
bgp {
group int {
type internal;
local-address 10.255.14.181;
neighbor 10.255.14.177,
neighbor 10.255.14.179;
neighbor 10.255.14.175;
neighbor 10.255.14.176;
neighbor 10.255.14.178,;
}
group to-vpn-green {
peer-as 1;
neighbor 192.168.197.198;

}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/0/1.0 {
passive;
}
interface fe-1/1/3.0;



Configuration for Router J

Configure Router J as a label-swapping router:

[edit]
protocols {
bgp {
group int {
type internal;
local-address 10.255.14.178;
neighbor 10.255.14.177,
neighbor 10.255.14.181;
neighbor 10.255.14.175;
neighbor 10.255.14.176;
neighbor 10.255.14.179;
}
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/0/2.0;
interface fe-1/0/3.0;
}
}

Configuration for Router K

Router K acts as the CE router at the end of the connection to the carrier provider. As in the
configuration for Router D, include the labeled-unicast statement for the EBGP session:

[edit]
protocols {
mpls {
interface fe-1/1/2.0;
interface fe-1/0/2.0;
}
bgp {
group int {



type internal;
local-address 10.255.14.177;
neighbor 10.255.14.181;
neighbor 10.255.14.178;
neighbor 10.255.14.175;
neighbor 10.255.14.176;
neighbor 10.255.14.179;

}

group to-isp-red {
export internal;
peer-as 10023;
neighbor 192.168.197.93 {

family inet {
labeled-unicast;

}
}
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/0/2.0;
interface fe-1/1/2.0 {
passive;
}
}
}

}
policy-options {
policy-statement internal {
term a {
from protocol [ ospf direct 1;

then accept;

}
term b {

then reject;
}



Configuration for Router L

Configure Router L to act as the end customer for the carrier-of-carriers VPN service:

[edit]
protocols {
bgp {
group to-routerI {
export attached;
peer-as 21;
neighbor 192.168.197.197;

}
policy-options {
policy-statement attached {
from protocol direct;

then accept;

SEE ALSO
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You can configure a carrier-of-carriers VPN service for customers who want VPN service.

To configure the routers (or switches) in the customer’s and provider’s networks to enable carrier-of-
carriers VPN service, perform the steps in the following sections:


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/mpls-overview.html

Configuring the Carrier-of-Carriers Customer’s PE Router

The carrier-of-carriers customer’s PE router (or switch) is connected to the end customer’s CE router (or
switch).

The following sections describe how to configure the carrier-of-carriers customer’s PE router (or switch):

Configuring MPLS

To configure MPLS on the carrier-of-carriers customer’s PE router (or switch), include the mpls statement:

mpls {
interface interface-name;

interface interface-name;

You can include this statement at the following hierarchy levels:

e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring BGP

Include the labeled-unicast statement in the configuration for the IBGP session to the carrier-of-carriers
customer’s CE router (or switch) ), and include the family-inet-vpn statement in the configuration for the
IBGP session to the carrier-of-carriers PE router (or switch) on the other side of the network:

bgp {
group group-name {
type internal;
local-address address;
neighbor address {
family inet {
labeled-unicast;

resolve-vpn;

3
neighbor address {
family inet-vpn {

any;



You can include these statements at the following hierarchy levels:

o [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring OSPF

To configure OSPF on the carrier-of-carriers customer’s PE router (or switch), include the ospf statement:

ospf {
area area-id {
interface interface-name {
passive;
3

interface interface-name;

You can include this statement at the following hierarchy levels:

e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring LDP

To configure LDP on the carrier-of-carriers customer’s PE router (or switch), include the 1dp statement:

ldp {

interface interface-name;

You can include this statement at the following hierarchy levels:

e [edit protocols]

o [edit logical-systems logical-system-name protocols]



Configuring VPN Service in the Routing Instance

To configure VPN service for the end customer’s CE router (or switch) on the carrier-of-carriers
customer’s PE router (or switch), include the following statements:

instance-type vrf;
interface interface-name;
route-distinguisher address;
vrf-import policy-name;
vrf-export policy-name;
protocols {
bgp {
group group-name {
peer-as as-number;

neighbor address;

You can include these statements at the following hierarchy levels:
o [edit routing-instances routing-instance-namel

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring Policy Options

To configure policy options to import and export routes to and from the end customer’s CE router (or
switch), include the policy-statement and community statements:

policy-statement policy-name {
term term-name {
from {
protocol bgp;
community community-name;
}
then accept;
}
term term-name {

then reject;



policy-statement policy-name {
term term-name {
from protocol bgp;
then {
community add community-name;

accept;

3
term term-name {

then reject;

3

community community-name members value;

You can include these statements at the following hierarchy levels:
e [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

Configuring the Carrier-of-Carriers Customer’s CE Router (or switch)

The carrier-of-carriers customer’s CE router (or switch) connects to the provider's PE router (or switch).
Complete the instructions in the following sections to configure the carrier-of-carriers customers’' CE
router (or switch):

Configuring MPLS

In the MPLS configuration for the carrier-of-carriers customer’s CE router (or switch), include the
interfaces to the provider’'s PE router (or switch) and to a P router (or switch) in the customer’s network:

mpls {
traffic-engineering bgp-igp;
interface interface-name;

interface interface-name;

You can include these statements at the following hierarchy levels:

o [edit protocols]

o [edit logical-systems logical-system-name protocols]



Configuring BGP

In the BGP configuration for the carrier-of-carriers customer’s CE router (or switch), configure a group
that includes the labeled-unicast statement to extend VPN service to the PE router (or switch)connected
to the end customer’s CE router (or switch):

bgp {
group group-name {
type internal;
local-address address;
neighbor address {
family inet {

labeled-unicast;

You can include the bgp statement at the following hierarchy levels:

e [edit protocols]
o [edit logical-systems logical-system-name protocols]

To configure a group to send labeled internal routes to the provider’s PE router (or switch), include the
bgp statement:

bgp {
group group-name {
export internal;
peer-as as-number;
neighbor address {
family inet {

labeled-unicast;

You can include this statement at the following hierarchy levels:

e [edit protocols]



o [edit logical-systems logical-system-name protocols]

Configuring OSPF and LDP

To configure OSPF and LDP on the carrier-of-carriers customer’s CE router (or switch), include the ospf
and ldp statements:

ospf {
area area-id {

interface interface-name {

passive;
}
interface interface-name;
}
}
1dp {
interface interface-name;
}

You can include these statements at the following hierarchy levels:
e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring Policy Options

To configure the policy options on the carrier-of-carriers customer’s CE router (or switch), include the
policy-statement statement:

policy-statement policy-statement-name {
term term-name {
from protocol [ ospf direct ldp 1;
then accept;
}
term term-name {

then reject;

You can include this statement at the following hierarchy levels:



e [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

Configuring the Provider’s PE Router or Switch

The carrier-of-carriers provider's PE routers (or switches) connect to the carrier customer’s CE routers
(or switches) . Complete the instructions in the following sections to configure the provider’s PE router
(or switch):

Configuring MPLS

In the MPLS configuration, specify at least two interfaces—one to the customer’s CE router (or
switch)and one to connect to the provider's PE router (or switch)on the other side of the provider’s
network:

interface interface-name;

interface interface-name;

You can include these statements at the following hierarchy levels:
e [edit protocols mpls]

o [edit logical-systems logical-system-name protocols mpls]

Configuring a PE-to-PE BGP Session

To configure a PE-to-PE BGP session on the provider’s PE routers (or switches) to allow VPN-IPv4
routes to pass between the PE routers (or switches, include the bgp statement:

bgp {
group group-name {
type internal;
local-address address;
family inet-vpn {
any;
}

neighbor address;

You can include this statement at the following hierarchy levels:



e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring IS-IS and LDP

To configure IS-1S and LDP on the provider’s PE routers (or switches), include the isis and 1dp
statements:

isis {
interface interface-name;

interface interface-name {

passive;
}
}
ldp {
interface interface-name;
}

You can include these statements at the following hierarchy levels:
e [edit protocols]

o [edit logical-systems logical-system-name protocols]

Configuring Policy Options

To configure policy statements on the provider’s PE router (or switch) to export routes to and import
routes from the carrier customer’s network, include the policy-statement and community statements:

policy-statement statement-name {
term term-name {
from {
protocol bgp;
community community-name;
}
then accept;
}
term term-name {

then reject;



policy-statement statement-name {
term term-name {
from protocol bgp;
then {
community add community-name;

accept;

3
term term-name {

then reject;

3

community community-name members value;

You can include these statements at the following hierarchy levels:
e [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

Configuring a Routing Instance to Send Routes to the CE Router

To configure the routing instance on the provider's PE router (or switch) to send labeled routes to the
carrier customer’s CE router (or switch), include the following statements:

instance-type vrf;
interface interface-name;
route-distinguisher valuve;
vrf-import policy-name;
vrf-export policy-name;
protocols {
bgp {
group group-name {
peer-as as-number;
neighbor address {
family inet {

labeled-unicast;



You can include these statements at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]
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In this example, the carrier customer must run some form of MPLS (Resource Reservation Protocol
[RSVP] or LDP) on its network to provide VPN services to the end customer. In the example below,
Router B and Router | act as PE routers (or switches), and a functioning MPLS path is required between
these routers if they exchange VPN-IPv4 routes.

For configuration information see the following sections:


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/mpls-overview.html

Network Topology for Carrier-of-Carriers Service

A carrier-of-carriers service allows an Internet service provider (ISP) to connect to a transparent
outsourced backbone at multiple locations.

Figure 52 on page 562 shows the network topology in this carrier-of-carriers example.

Figure 52: Carrier-of-Carriers VPN Example Network Topology
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Configuration for Router A

In this example, Router A acts as the CE router for the end customer. Configure a default family inet BGP
session on Router A:

[edit]
protocols {
bgp {
group to-routerB {
export attached;
peer-as 21;
neighbor 192.168.197.169;

}
policy-options {
policy-statement attached {
from protocol direct;

then accept;



Configuration for Router B

Because Router B is the PE router for the end customer CE router (Router A), you need to configure a
routing instance (vpna). Configure the labeled-unicast statement on the IBGP session to Router D, and
configure family-inet-vpn for the IBGP session to the other side of the network with Router I:

[edit]
protocols {
mpls {
interface fe-1/0/2.0;
interface fe-1/0/3.0;

}
bgp {
group int {
type internal;
local-address 10.255.14.179;
neighbor 10.255.14.175 {
family inet {
labeled-unicast {
resolve-vpn;
}
}
}
}
neighbor 10.255.14.181 {
family inet-vpn {
any;
}
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/0/3.0;
}



1dp {
interface fe-1/0/3.0;

}
routing-instances {
vpna {
instance-type vrf;
interface fe-1/0/2.0;
route-distinguisher 10.255.14.179:21;
vrf-import vpna-import;
vrf-export vpna-export;
protocols {
bgp {
group vpna-06 {
peer-as 1;
neighbor 192.168.197.170;

}
policy-options {
policy-statement vpna-import {
term a {
from {
protocol bgp;

community vpna-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpna-export {
term a {
from protocol bgp;
then {
community add vpna-comm;

accept;

3
term b {



then reject;

}

community vpna-comm members target:100:1001;

Configuration for Router C

Configure Router C as a label-swapping router within the local AS:

[edit]
protocols {
mpls {
traffic-engineering bgp-igp;
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-0/3/3.0;
interface fe-0/3/0.0;

}

ldp {
interface fe-0/3/0.0;
interface fe-0/3/3.0;

Configuration for Router D

Router D acts as the CE router for the VPN services provided by the AS 10023 network. In the BGP
group configuration for group int, which handles traffic to Router B (10.255.14.179), you include the
labeled-unicast statement. You also need to configure the BGP group to-isp-red to send labeled internal
routes to the PE router (Router E).

[edit]
protocols {

mpls {



traffic-engineering bgp-igp;
interface fe-0/3/0.0;
interface t3-0/0/0.0;

}
bgp {
group int {
type internal;
local-address 10.255.14.175;
neighbor 10.255.14.179 {
family inet {
labeled-unicast;
}
}
}
group to-isp-red {
export internal;
peer-as 10023;
neighbor 192.168.197.13 {
family inet {
labeled-unicast;
}
}
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-0/3/0.0;
}
}
1dp {
interface fe-0/3/0.0;
}

}
policy-options {
policy-statement internal {
term a {
from protocol [ ospf direct 1;
then accept;
}
term b {



then reject;

Configuration for Router E

Router E and Router H are PE routers. Configure a PE-router-to-PE-router BGP session to allow VPN-
IPv4 routes to pass between these two PE routers. Configure the routing instance on Router E to send
labeled routes to the CE router (Router D).

Configure Router E:

[edit]
protocols {
mpls {
interface t3-0/2/0.0;
interface at-0/1/0.0;

}
bgp {
group pe-pe {
type internal;
local-address 10.255.14.171;
family inet-vpn {
any;
}
neighbor 10.255.14.173;
}
}
isis {
interface at-0/1/0.0;
interface 100.0 {
passive;
}
}
1dp {
interface at-0/1/0.0;
}

}
policy-options {
policy-statement vpn-ispl-import {
term a {



from {
protocol bgp;

community vpn-isp1-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpn-ispl-export {
term a {
from protocol bgp;
then {

community add vpn-isp1-comm;

accept;
}
}
term b {
then reject;
}

}
community vpn-ispl1-comm members target:69:21;
}
routing-instances {
vpn-ispl {
instance-type vrf;
interface t3-0/2/0.0;
route-distinguisher 10.255.14.171:21;
vrf-import vpn-ispl-import;
vrf-export vpn-ispl-export;
protocols {
bgp {
group to-ispl {
peer-as 21;
neighbor 192.168.197.14 {
as-override;
family inet {
labeled-unicast;



Configuration for Router F

Configure Router F to swap labels for routes running through its interfaces:

[edit]
protocols {
isis {
interface s0-0/2/0.0;
interface at-0/3/0.0;
interface 100.0 {

passive;
}
}
1dp {
interface s0-0/2/0.0;
interface at-0/3/0.0;
}

Configuration for Router G

Configure Router G:

[edit]
protocols {
isis {
interface s0-0/0/0.0;
interface s0-1/0/0.0;
interface 100.0 {

passive;

}

1dp {
interface s0-0/0/0.0;
interface so0-1/0/0.0;



Configuration for Router H

The configuration for Router H is similar to the configuration for Router E:

[edit]
protocols {
mpls {
interface fe-1/1/0.0;
interface so0-1/0/0.0;

}
bgp {
group pe-pe {
type internal;
local-address 10.255.14.173,;
family inet-vpn {
any;
}
neighbor 10.255.14.171;
}
}
isis {
interface s0-1/0/0.0;
interface 100.0 {
passive;
}
}
1dp {
interface s0-1/0/0.0;
}

}
routing-instances {
vpn-ispl {

instance-type vrf;
interface fe-1/1/0.0;
route-distinguisher 10.255.14.173:21;
vrf-import vpn-ispl-import;
vrf-export vpn-ispl-export;

protocols {



bgp {
group to-ispl {
peer-as 21;
neighbor 192.168.197.94 {
as-override;
family inet {
labeled-unicast;

}
policy-options {
policy-statement vpn-ispl-import {
term a {
from {
protocol bgp;
community vpn-isp1-comm;

}

then accept;
}
term b {

then reject;
}

}
policy-statement vpn-ispl-export {
term a {
from protocol bgp;
then {

community add vpn-isp1-comm;

accept;
}
}
term b {
then reject;
}

}

community vpn-ispl-comm members target:69:21;



Configuration for Router |

Router | acts as the PE router for the end customer. The configuration that follows is similar to the
configuration for Router B:

[edit]
protocols {
mpls {
interface fe-1/0/1.0;
interface fe-1/1/3.0;

}
bgp {
group int {
type internal;
local-address 10.255.14.181;
neighbor 10.255.14.177 {
family inet {
labeled-unicast {
resolve-vpn;
}
}
}
neighbor 10.255.14.179 {
family inet-vpn {
any;
}
}
}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/1/3.0;
}
}
1dp {
interface fe-1/1/3.0;
}
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routing-instances {



vpna {
instance-type vrf;
interface fe-1/0/1.0;
route-distinguisher 10.255.14.181:21;
vrf-import vpna-import;
vrf-export vpna-export;
protocols {
bgp {
group vpna-9 {
peer-as 1;
neighbor 192.168.197.198;

}
policy-options {
policy-statement vpna-import {
term a {
from {
protocol bgp;
community vpna-comm;
}
then accept;
}
term b {
then reject;

}

policy-statement vpna-export {
term a {
from protocol bgp;

then {
community add vpna-comm;

accept;

}
term b {
then reject;



community vpna-comm members target:100:1001;

Configuration for Router J

Configure Router J to swap labels for routes running through its interfaces:

[edit]
protocols {
mpls {
traffic-engineering bgp-igp;
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/0/2.0;
interface fe-1/0/3.0;

}

1dp {
interface fe-1/0/2.0;
interface fe-1/0/3.0;

Configuration for Router K

The configuration for Router K is similar to the configuration for Router D:

[edit]
protocols {
mpls {
traffic-engineering bgp-igp;
interface fe-1/1/2.0;
interface fe-1/0/2.0;
}
bgp {
group int {



type internal;
local-address 10.255.14.177;
neighbor 10.255.14.181 {
family inet {
labeled-unicast;

}
group to-isp-red {
export internal;
peer-as 10023;
neighbor 192.168.1