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About This Guide

Use this guide to understand and configure class of service (CoS) features in Junos OS to define service
levels that provide different delay, jitter, and packet loss characteristics to particular applications served
by specific traffic flows. Applying CoS features to each device in your network ensures quality of service
(QoS) for traffic throughout your entire network. This guide applies to all QFX Series and the EX4600
line of switches.
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CoS Overview
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Overview of Junos OS CoS

IN THIS SECTION

CoS Standards | 3
How Junos OS CoS Works | 4

Default CoS Behavior | 5

When a network experiences congestion and delay, some packets must be dropped. Junos OS c/ass of
service (CoS) enables you to divide traffic into classes and set various levels of throughput and packet
loss when congestion occurs. You have greater control over packet loss because you can configure rules
tailored to your needs.

You can configure CoS features to provide multiple classes of service for different applications. CoS also
allows you to rewrite the Differentiated Services code point (DSCP) or IEEE 802.1p code-point bits of
packets leaving an interface, thus allowing you to tailor packets for the network requirements of the
remote peers.



CoS provides multiple classes of service for different applications. You can configure multiple forwarding
classes for transmitting packets, define which packets are placed into each output queue, schedule the
transmission service level for each queue, and manage congestion using a weighted random early
detection (WRED) algorithm.

In designing CoS applications, you must carefully consider your service needs, and you must thoroughly
plan and design your CoS configuration to ensure consistency and interoperability across all platforms in
a CoS domain.

Because CoS is implemented in hardware rather than in software, you can experiment with and deploy
CoS features without affecting packet forwarding and switching performance.

@ NOTE: CoS policies can be enabled or disabled on each switch interface. Also, each
physical and /ogical interface on the switch can have associated custom CoS rules.

When you change or when you deactivate and then reactivate the class-of-service
configuration, the system experiences packet drops because the system momentarily
blocks traffic to change the mapping of incoming traffic to input queues.

This topic describes:

CoS Standards

The following RFCs define the standards for CoS capabilities:

RFC 2474, Definition of the Differentiated Services Field in the IPv4 and IPvé Headers

RFC 2597, Assured Forwarding PHB Group

RFC 2598, An Expedited Forwarding PHB

RFC 2698, A Two Rate Three Color Marker

RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP

The following data center bridging (DCB) standards are also supported to provide the CoS (and other
characteristics) that Fibre Channel over Ethernet (FCoE) requires for transmitting storage traffic over an
Ethernet network:

e |EEE 802.1Qbb, priority-based flow control (PFC)
e |EEE 802.1Qaz, enhanced transmission selection (ETS)

e |EEE 802.1AB (LLDP) extension called Data Center Bridging Capability Exchange Protocol (DCBX)



@ NOTE: OCX Series switches and NFX250 Network Services platforms do not support
PFC and DCBX.

Juniper Networks QFX10000 switches support both enhanced transmission selection
(ETS) hierarchical port scheduling and direct port scheduling.

How Junos OS CoS Works

Junos OS CoS works by examining traffic entering the edge of your network. The switch classifies traffic
into defined service groups to provide the special treatment of traffic across the network. For example,
you can send voice traffic across certain links and data traffic across other links. In addition, the data
traffic streams can be serviced differently along the network path to ensure that higher-paying
customers receive better service. As the traffic leaves the network at the far edge, you can reclassify the
traffic to meet the policies of the targeted peer by rewriting the DSCP or IEEE 802.1 code-point bits.

To support CoS, you must configure each switch in the network. Generally, each switch examines the
packets that enter it to determine their CoS settings. These settings dictate which packets are
transmitted first to the next downstream switch. Switches at the edges of the network might be
required to alter the CoS settings of the packets that enter the network to classify the packets into the
appropriate service groups.

In Figure 1 on page 5, Switch A is receiving traffic. As each packet enters, Switch A examines the
packet’s current CoS settings and classifies the traffic into one of the groupings defined on the switch.
This definition allows Switch A to prioritize its resources for servicing the traffic streams it receives.
Switch A might alter the CoS settings (forwarding class and loss priority) of the packets to better match
the defined traffic groups.

When Switch B receives the packets, it examines the CoS settings, determines the appropriate traffic
groups, and processes the packet according to those settings. It then transmits the packets to Switch C,
which performs the same actions. Switch D also examines the packets and determines the appropriate
groups. Because Switch D sits at the far end of the network, it can reclassify (rewrite) the CoS code-
point bits of the packets before transmitting them.



Figure 1: Packet Flow Across the Network
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Default CoS Behavior

If you do not configure CoS settings, the software performs some CoS functions to ensure that the
system forwards traffic and protocol packets with minimum delay when the network is experiencing
congestion. Some CoS settings, such as classifiers, are automatically applied to each logical interface that
you configure. Other settings, such as rewrite rules, are applied only if you explicitly associate them with
an interface.
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A switch polices traffic by limiting the input or output transmission rate of a class of traffic according to
user-defined criteria. Policing (or rate-limiting) traffic allows you to control the maximum rate of traffic
sent or received on an interface and to provide multiple priority levels or classes of service.

Policing is also an important component of firewall filters. You can achieve policing by including policers
in firewall filter configurations.

Policer Overview

You use policers to apply limits to traffic flow and set consequences for packets that exceed these limits
—usually applying a higher loss priority—so that if packets encounter downstream congestion, they can
be discarded first. Policers apply only to unicast packets.

Policers provide two functions: metering and marking. A policer meters (measures) each packet against
traffic rates and burst sizes that you configure. It then passes the packet and the metering result to the
marker, which assigns a packet loss priority that corresponds to the metering result. Figure 2 on page
8 illustrates this process.

@ NOTE: A policer restricts traffic at the configured transmission rate per PFE. In
QFX10016, QFX10002, QFX10002-60C, and QFX10008 switches, when aggregated
ethernet (AE) interface bundles span multiple PFEs, the overall transmission rate of the
policer for the subscriber could exceed the configured transmission rate of the policer
(depending on the number of PFEs involved).

As an example:

e Policer with bandwidth-limit 100 mbps configured on an AE interface that has
member links xe-1/0/0 (fpc1-pfe0) and xe-1/0/30 (fpcl-pfel) . Here, the two



member links belong to FPC1, but are on different PFEs. When the policer is applied
to the AE interface, this will result in a total bandwidth of 200 Mbps as policer is
configured for two PFEs.

Policer with bandwidth-limit 100 mbps configured on an AE interface that has
member links xe-1/0/0 (fpc1-pfe0), et-2/0/1 (fpc2-pfel) and xe-2/0/18:0 (fpc2-
pfe2) . Here, one member link belongs to FPC1 and PFEO on this FPC. Thes rest two
member links belong to FPC2, but different PFEs. When the policer is applied to the
AE interface, this will result in a total bandwidth of 300 Mbps as policer is configured
for three PFEs.

Policer with bandwidth-limit 100 mbps configured on an AE interface that has
member links xe-1/0/0 and xe-1/0/1 on a single PFE (fpc1-pfe0) . Here, the member
links belong to FPC1 and to the same PFE. When the policer is applied to the AE
interface, this will result in a total bandwidth of 100 Mbps as policer is configured on
a per PFE basis.



Figure 2: Flow of Tricolor Marking Policer Operation
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After you name and configure a policer, you can use it by specifying it as an action in one or more
firewall filters.

Policer Types

A switch supports three types of policers:

¢ Single-rate two-color marker—A two-color policer (or “policer” when used without qualification)
meters the traffic stream and classifies packets into two categories of packet loss priority (PLP)
according to a configured bandwidth and burst-size limit. You can mark packets that exceed the
bandwidth and burst-size limit with a specified PLP or simply discard them.

You can specify this type of policer in an ingress or egress firewall.

@ NOTE: A two-color policer is most useful for metering traffic at the port (physical
interface) level.

o Single-rate three-color marker—This type of policer is defined in RFC 2697, A Single Rate Three Color
Marker, as part of an assured forwarding (AF) per-hop-behavior (PHB) classification system for a
Differentiated Services (DiffServ) environment. This type of policer meters traffic based on one rate—
the configured committed information rate (CIR) as well as the committed burst size (CBS) and the
excess burst size (EBS). The CIR specifies the average rate at which bits are admitted to the switch.
The CBS specifies the usual burst size in bytes and the EBS specifies the maximum burst size in
bytes. The EBS must be greater than or equal to the CBS, and neither can be 0.

You can specify this type of policer in an ingress or egress firewall.

@ NOTE: A single-rate three-color marker (TCM) is most useful when a service is
structured according to packet length and not peak arrival rate.

e Two-rate three-color marker—This type of policer is defined in RFC 2698, A Two Rate Three Color
Marker, as part of an assured forwarding per-hop-behavior classification system for a Differentiated
Services environment. This type of policer meters traffic based on two rates—the CIR and peak
information rate (PIR) along with their associated burst sizes, the CBS and peak burst size (PBS). The
PIR specifies the maximum rate at which bits are admitted to the network and must be greater than
or equal to the CIR.

You can specify this type of policer in an ingress or egress firewall.

@ NOTE: A two-rate three-color policer is most useful when a service is structured
according to arrival rates and not necessarily packet length.



See Table 1 on page 10 for information about how metering results are applied for each of these

policer types.

Policer Actions

Policer actions are implicit or explicit and vary by policer type. /mplicit means that Junos OS assigns the

loss priority automatically. Table 1 on page 10 describes the policer actions.

Table 1: Policer Actions

Policer

Single-rate two-color

Single-rate three-color

Two-rate three-color

Marking

Green (conforming)

Red (nonconforming)

Green (conforming)

Yellow (above the CIR and
CBS)

Red (above the EBS)

Green (conforming)

Yellow (above the CIR and
CBS)

Red (above the PIR and
PBS)

Implicit Action

Assign low loss priority

None

Assign low loss priority

Assign medium-high loss
priority

Assign high loss priority

Assign low loss priority

Assign medium-high loss
priority

Assign high loss priority

Configurable Action

None

Discard

None

None

Discard

None

None

Discard

@ NOTE: If you specify a policer in an egress firewall filter, the only supported action is

discard.

Policer Colors

Single-rate and two-rate three-color policers can operate in two modes:



e Color-blind—In color-blind mode, the three-color policer assumes that all packets examined have not
been previously marked or metered. In other words, the three-color policer is “blind” to any previous
coloring a packet might have had.

e Color-aware—In color-aware mode, the three-color policer assumes that all packets examined have
been previously marked or metered. In other words, the three-color policer is “aware” of the previous
coloring a packet might have had. In color-aware mode, the three-color policer can increase the PLP
of a packet but cannot decrease it. For example, if a color-aware three-color policer meters a packet
with a medium PLP marking, it can raise the PLP level to high but cannot reduce the PLP level to low.

Filter-Specific Policers

You can configure policers to be filter-specific, which means that Junos OS creates only one policer
instance regardless of how many times the policer is referenced. When you do this on some QFX
switches, rate limiting is applied in aggregate, so if you configure a policer to discard traffic that exceeds
1 Gbps and reference that policer in three different terms, the total bandwidth allowed by the filter is

1 Gbps. However, the behavior of a filter-specific policer is affected by how the firewall filter terms that
reference the policer are stored in TCAM. If you create a filter-specific policer and reference it in
multiple firewall filter terms, the policer allows more traffic than expected if the terms are stored in
different TCAM slices. For example, if you configure a policer to discard traffic that exceeds 1 Gbps and
reference that policer in three different terms that are stored in three separate memory slices, the total
bandwidth allowed by the filter is 3 Gbps, not 1 Gbps. (This behavior does not occur in QFX10000
switches.)

To prevent this unexpected behavior from occurring, use the information about TCAM slices presented
in Planning the Number of Firewall Filters to Create to organize your configuration file so that all the
firewall filter terms that reference a given filter-specific policer are stored in the same TCAM slice.

Suggested Naming Convention for Policers

We recommend that you use the naming convention policertypelCM#-color type when configuring three-
color policers and policer# when configuring two-color policers. TCM stands for three-color marker.
Because policers can be numerous and must be applied correctly to work, a simple naming convention
makes it easier to apply the policers properly. For example, the first single-rate, color-aware three-color
policer configured would be named srTtM1-ca. The second two-rate, color-blind three-color configured
would be named trTCM2-ch. The elements of this naming convention are explained below:

e sr(single-rate)
e tr (two-rate)
e TCM (tricolor marking)

e 1 or 2 (humber of marker)



e ca (color-aware)

e cb (color-blind)

Policer Counters

On some QFX switches, each policer that you configure includes an implicit counter that counts the
number of packets that exceed the rate limits that are specified for the policer. If you use the same
policer in multiple terms—either within the same filter or in different filters—the implicit counter counts
all the packets that are policed in all of these terms and provides the total amount. (This does not apply
to QFX10000 switches.) If you want to obtain separate packet counts for each term on an affected
switch, use these options:

e Configure a unique policer for each term.

e Configure only one policer, but use a unique, explicit counter in each term.

Policer Algorithms

Policing uses the token-bucket algorithm, which enforces a limit on average bandwidth while allowing
bursts up to a specified maximum value. It offers more flexibility than the /eaky bucket algorithm in
allowing a certain amount of bursty traffic before it starts discarding packets.

@ NOTE: In an environment of light bursty traffic, QFX5200 might not replicate all
multicast packets to two or more downstream interfaces. This occurs only at a line rate
burst—if traffic is consistent, the issue does not occur. In addition, the issue occurs only
when packet size increases beyond 6k in a one gigabit traffic flow.

How Many Policers Are Supported?

QFX10000 switches support 8K policers (all policer types). QFX5100 and QFX5200 switches support
1535 ingress policers and 1024 egress policers (assuming one policer per firewall filter term). QFX5110
switches support 6144 ingress policers and 1024 egress policers (assuming one policer per firewall filter
term).

QFX3500 and QFX3600 standalone switches and QFabric Node devices support the following numbers
of policers (assuming one policer per firewall filter term):

e Two-color policers used in ingress firewall filters: 767
e Three-color policers used in ingress firewall filters: 767

e Two-color policers used in egress firewall filters: 1022



e Three-color policers used in egress firewall filters: 512

Policers Can Limit Egress Firewall Filters

On some switches, the number of egress policers you configure can affect the total number of allowed
egress firewall filters. Every policer has two implicit counters that take up two entries in a 1024-entry
TCAM. These are used for counters, including counters that are configured as action modifiers in firewall
filter terms. (Policers consume two entries because one is used for green packets and one is used for
nongreen packets regardless of policer type.) If the TCAM becomes full, you are unable to commit any
more egress firewall filters that have terms with counters. For example, if you configure and commit 512
egress policers (two-color, three-color, or a combination of both policer types), all of the memory entries
for counters get used up. If later in your configuration file you insert additional egress firewall filters with
terms that also include counters, none of the terms in those filters are committed because there is no
available memory space for the counters.

Here are some additional examples:

e Assume that you configure egress filters that include a total of 512 policers and no counters. Later in
your configuration file you include another egress filter with 10 terms, 1 of which has a counter
action modifier. None of the terms in this filter are committed because there is not enough TCAM
space for the counter.

e Assume that you configure egress filters that include a total of 500 policers, so 1000 TCAM entries
are occupied. Later in your configuration file you include the following two egress filters:

e Filter A with 20 terms and 20 counters. All the terms in this filter are committed because there is
enough TCAM space for all the counters.

o Filter B comes after Filter A and has five terms and five counters. None of the terms in this filter
are committed because there is not enough memory space for a//the counters. (Five TCAM
entries are required but only four are available.)

You can prevent this problem by ensuring that egress firewall filter terms with counter actions are placed
earlier in your configuration file than terms that include policers. In this circumstance, Junos OS commits
policers even if there is not enough TCAM space for the implicit counters. For example, assume the
following:

e You have 1024 egress firewall filter terms with counter actions.

e Later in your configuration file you have an egress filter with 10 terms. None of the terms have
counters but one has a policer action modifier.

You can successfully commit the filter with 10 terms even though there is not enough TCAM space for
the implicit counters of the policer. The policer is committed without the counters.
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Configuring Two-Color and Three-Color Policers to Control Traffic Rates

Configuring CoS

The traffic management class-of-service topics describe how to configure the Junos OS class-of-service

(CoS) components. Junos CoS provides a flexible set of tools that enable you to fine tune control over
the traffic on your network.

e Define classifiers that classify incoming traffic into forwarding classes to place traffic in groups for
transmission.

¢ Map forwarding classes to output queues to define the type of traffic on each output queue.

e Configure schedulers for each output queue to control the service level (priority, bandwidth
characteristics) of each type of traffic.

o Provide different service levels for the same forwarding classes on different interfaces.

e On switches that support data center bridging standards, configure lossless transport across the
Ethernet network using priority-based flow control (PFC), Data Center Bridging Exchange protocol
(DCBX), and enhanced transmission selection (ETS) hierarchical scheduling.

e Configure various CoS components individually or in combination to define CoS services.

@ NOTE: When you change the CoS configuration or when you deactivate and then
reactivate the CoS configuration, the system experiences packet drops because the
system momentarily blocks traffic to change the mapping of incoming traffic to input
queues. If you use a congestion notification profile for lossless behavior, you can expect
the momentary generation of PFC pause frames.

Table 2 on page 16 lists the primary CoS configuration tasks by platform and provides links to those
tasks.



@ NOTE: Links to features that are not supported on the platform for which you are
looking up information might not be functional.



Table 2: CoS Configuration Tasks

CoS Configuration Task Links
Basic CoS Configuration: e "Defining CoS Code-Point Aliases" on page
90

Configure code-point aliases to assign a name to a
pattern of code-point bits that you can use instead of the
bit pattern when you configure CoS components such as
classifiers and rewrite rules

Configure classifiers and multidestination classifiers

e Set the forwarding class and loss priority of a packet
based on the incoming CoS value and assign packets
to output queues based on the associated forwarding
class

e Change the host default output queue and mapping
of DSCP bits used in the type of service (ToS) field

Configure forwarding classes

Configure rewrite rules to alter code point bit values in
outgoing packets on the outbound interfaces of a switch
so that the CoS treatment matches the policies of a
targeted peer

Configure Ethernet PAUSE flow control, a congestion
relief feature that provides link-level flow control for all
traffic on a full-duplex Ethernet link, including those that
belong to Ethernet link aggregated (LAG) interfaces. On
any particular interface, symmetric and asymmetric flow
control are mutually exclusive.

Assign the following CoS components to physical or
logical interfaces:

e C(lassifiers
e Congestion notification profiles
e Forwarding classes

e Forwarding class sets

"Example: Configuring Classifiers" on page
105

"Defining CoS BA Classifiers (DSCP, DSCP
IPvé, IEEE 802.1p)" on page 103

"Example: Configuring Multidestination
(Multicast, Broadcast, DLF) Classifiers" on
page 114

"Changing the Host Outbound Traffic Default
Queue Mapping" on page 270

"Example: Configuring Forwarding Classes" on
page 171

"Defining CoS Rewrite Rules" on page 124

"Enabling and Disabling CoS Symmetric
Ethernet PAUSE Flow Control" on page 229

"Configuring CoS Asymmetric Ethernet
PAUSE Flow Control" on page 230

"Assigning CoS Components to Interfaces" on
page 84



Table 2: CoS Configuration Tasks (Continued)

CoS Configuration Task

e Qutput traffic control profiles
e Port schedulers

e Rewrite rules

Configure Weighted random early detection (WRED) drop
profiles that define the drop probability of packets of
different packet loss probabilities (PLPs) as the output queue
fills:

e Configure WRED drop profiles where you associate
WRED drop profiles with loss priorities in a scheduler.
When you map the scheduler to a forwarding class
(queue), you apply the interpolated drop profile to traffic
of the specified loss priority on that queue.

e Configure drop profile maps that map a drop profile to a
packet loss priority, and associate the drop profile and
packet loss priority with a scheduler

e Configure explicit congestion notification (ECN) to
enable end-to-end congestion notification between two
endpoints on TCP/IP based networks. Apply WRED drop
profiles to forwarding classes to control how the switch
marks ECN-capable packets.

Configure queue schedulers and the bandwidth scheduling
priority of individual queues. Schedulers define the CoS
properties of output queues (output queues are mapped to
forwarding classes, and classifiers map traffic into forwarding
classes based on IEEE 802.1p or DSCP code points). Queue
scheduling works with priority group scheduling to create a
two-tier hierarchical scheduler. CoS scheduling properties
include the amount of interface bandwidth assigned to the
queue, the priority of the queue, whether explicit congestion
notification (ECN) is enabled on the queue, and the WRED
packet drop profiles associated with the queue.

Links

"Example: Configuring WRED Drop Profiles"
on page 282

"Example: Configuring Drop Profile Maps" on
page 289

Example: Configuring ECN

(Except QFX10000) "Example: Configuring
Queue Schedulers" on page 355

"Example: Configuring Queue Scheduling
Priority" on page 364

(QFX10000 only) "Example: Configuring
Queue Schedulers for Port Scheduling" on
page 390



Table 2: CoS Configuration Tasks (Continued)

CoS Configuration Task

Configure traffic control profiles to define the output
bandwidth and scheduling characteristics of forwarding class
sets (priority groups). The forwarding classes (queues)
mapped to a forwarding class set share the bandwidth
resources that you configure in the traffic control profile.

Configure enhanced transmission selection (ETS) and
forwarding class sets, and disable the ETS recommendation
TLV. Hierarchical port scheduling, the Junos OS
implementation of ETS, enables you to group priorities that
require similar CoS treatment into priority groups. You define
the port bandwidth resources for a priority group, and you
define the amount of the priority group'’s resources that each
priority in the group can use.

Configure Data Center Bridging Capability Exchange
protocol (DCBX), which discovers the data center bridging
(DCB) capabilities of peers by exchanging feature
configuration information and is an extension of the Link
Layer Discovery Protocol (LLDP)

e Configure the DCBX mode that an interface uses to
communicate with the connected peer

e Configure DCBX autonegotiation on a per-interface basis
for each supported feature or application

e Define each application for which you want DCBX to
exchange application protocol information

e Map applications to IEEE 802.1p code points

e Apply an application map to a DCBX interface

18

Links

e "Defining CoS Traffic Control Profiles (Priority
Group Scheduling)" on page 416

e "Example: Configuring Traffic Control Profiles
(Priority Group Scheduling)" on page 418

e "Example: Configuring Minimum Guaranteed
Output Bandwidth" on page 425

e "Example: Configuring Maximum Output
Bandwidth" on page 435

e "Example: Configuring Forwarding Class Sets"
on page 181

e "Example: Configuring CoS Hierarchical Port
Scheduling (ETS)" on page 449

o (Except OCX1100)"Disabling the ETS
Recommendation TLV" on page 480

e "Example: Configuring DCBX Application
Protocol TLV Exchange" on page 508

e "Configuring the DCBX Mode" on page 496

e "Configuring DCBX Autonegotiation" on page
497

e "Defining an Application for DCBX
Application Protocol TLV Exchange" on page
504

e "Configuring an Application Map for DCBX
Application Protocol TLV Exchange" on page
506

e "Applying an Application Map to an Interface
for DCBX Application Protocol TLV Exchange"
on page 507



Table 2: CoS Configuration Tasks (Continued)

CoS Configuration Task

Configure CoS for FCoE:

e Configure priority-based flow control (PFC) to divide
traffic on one physical link into eight priorities

e Configure a congestion notification profile (CNP) that
enables priority-based flow control (PFC) on specified
IEEE 802.1p priorities

e Configure Multichassis link aggregation groups (MC-
LAGs) to provide redundancy and load balancing
between two switches

e Configure two or more lossless forwarding classes and
map them to different priorities

e Configure lossless FCoE transport if your network uses a
different priority than 3

e Configure multiple lossless FCoE priorities on a
converged Ethernet network

e [f the FCoE network uses a different priority than priority
3 for FCoE traffic, configure a rewrite value to remap
incoming traffic from the FC SAN to that priority after
the interface encapsulates the FC packets in Ethernet

e Configure lossless priorities for multiple types of traffic,
such as FCoE and iSCSI

I Understanding Junos CoS Components
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Links

e "Example: Configuring CoS PFC for FCoE
Traffic" on page 524

e Example: Configuring CoS for FCoE Transit
Switch Traffic Across an MC-LAG

e "Configuring CoS PFC (Congestion
Notification Profiles)" on page 213

o Example: Configuring IEEE 802.1p Priority
Remapping on an FCoE-FC Gateway

e "Example: Configuring Two or More Lossless
FCoE IEEE 802.1p Priorities on Different
FCoE Transit Switch Interfaces" on page 633

e "Example: Configuring Lossless FCoE Traffic
When the Converged Ethernet Network Does
Not Use IEEE 802.1p Priority 3 for FCoE
Traffic (FCoE Transit Switch)" on page 608

e "Example: Configuring Two or More Lossless
FCoE Priorities on the Same FCoE Transit
Switch Interface" on page 620

e Configuring CoS Fixed Classifier Rewrite
Values for Native FC Interfaces (NP_Ports)

e "Example: Configuring Lossless IEEE 802.1p
Priorities on Ethernet Interfaces for Multiple
Applications (FCoE and iSCSI)" on page 652
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This topic describes the Junos OS class-of-service (CoS) components:

Code-Point Aliases

A code-point alias assigns a name to a pattern of code-point bits. You can use this name instead of the
bit pattern when you configure other CoS components such as classifiers and rewrite rules.

Policers

Policers limit traffic of a certain class to a specified bandwidth and burst size. Packets exceeding the
policer limits can be discarded, or can be assigned to a different forwarding class, a different loss priority,
or both. You define policers with filters that you can associate with input interfaces.

Classifiers

Packet classification associates incoming packets with a particular CoS servicing level. In Junos OS,
classifiers associate packets with a forwarding class and loss priority and assign packets to output
gueues based on the associated forwarding class. Junos OS supports two general types of classifiers:

e Behavior aggregate (BA) or CoS value traffic classifiers—Examine the CoS value in the packet header.
The value in this single field determines the CoS settings applied to the packet. BA classifiers allow
you to set the forwarding class and loss priority of a packet based on the Differentiated Services
code point (DSCP) value, IEEE 802.1p value, or MPLS EXP value.

e Multifield traffic classifiers—Examine multiple fields in the packet, such as source and destination
addresses and source and destination port numbers of the packet. With multifield classifiers, you set
the forwarding class and loss priority of a packet based on firewall filter rules.



On switches that require the separation of unicast and multidestination (multicast, broadcast, and
destination lookup fail) traffic, you create separate unicast classifiers and multidestination classifiers.
You cannot assign unicast traffic and multidestination traffic to the same classifier. You can apply unicast
classifiers to one or more interfaces. Multidestination classifiers apply to all of the switch interfaces and
cannot be applied to individual interfaces. Switches that require the separation of unicast and
multidestination traffic have 12 output queues to provide 4 output queues reserved for multidestination
traffic.

On switches that do not separate unicast and multidestination traffic, unicast and multidestination
traffic use the same classifiers, and you do not create a separate special classifier for multidestination
traffic. Switches that do not separate unicast and multidestination traffic have eight output queues
because no extra queues are required to separate the traffic.

Forwarding Classes

Forwarding classes group packets for transmission and CoS. You assign each packet to an output queue
based on the packet’s forwarding class. Forwarding classes affect the forwarding, scheduling, and rewrite
marking policies applied to packets as they transit the switch.

Switches provide up to five default forwarding classes:

o best-effort—Best-effort traffic

o fcoe—Fibre Channel over Ethernet traffic
e no-loss—Lossless traffic

¢ network-control—Network control traffic

e mcast—Multicast traffic

@ NOTE: The default mcast forwarding class applies only to switches that require the
separation of unicast and multidestination (multicast, broadcast, and destination lookup
fail) traffic. On these switches, you create separate forwarding classes for the two types
of traffic. The default mcast forwarding class transports only multidestination traffic, and
the default best-effort, fcoe, no-loss, and network-control forwarding classes transport only
unicast traffic. Unicast forwarding classes map to unicast output queues, and
multidestination forwarding classes map to multidestination output queues. You cannot
assign unicast traffic and multidestination traffic to the same forwarding class or to the
same output queue. Switches that require the separation of unicast and multidestination
traffic have 12 output queues, 8 for unicast traffic and 4 for multidestination traffic.



On switches that do not separate unicast and multidestination traffic, unicast and
multidestination traffic use the same forwarding classes and output queues, so the mcast
forwarding class is not valid. You do not create separate forwarding classes for
multidestination traffic. Switches that do not separate unicast and multidestination
traffic have eight output queues because no extra queues are required to separate the
traffic.

Switches support a total of either 12 forwarding classes (8 unicast forwarding classes and 4 multicast
forwarding classes), or 8 forwarding classes (unicast and multidestination traffic use the same forwarding
classes), which provides flexibility in classifying traffic.

Forwarding Class Sets

You can group forwarding classes (output queues) into forwarding class sets to apply CoS to groups of
traffic that require similar treatment. Forwarding class sets map traffic into priority groups to support
enhanced transmission selection (ETS), which is described in IEEE 802.1Qaz.

You can configure up to three unicast forwarding class sets and one multicast forwarding class set. For
example, you can configure different forwarding class sets to apply CoS to unicast groups of local area
network (LAN) traffic, storage area network (SAN) traffic, and high-performance computing (HPC) traffic,
and configure another group for multicast traffic.

Within each forwarding class set, you can configure special CoS treatment for the traffic mapped to each
individual queue. This provides the ability to configure CoS in a two-tier hierarchical manner. At the
forwarding class set tier, you configure CoS for groups of traffic using a traffic control profile. At the
gueue tier, you configure CoS for individual output queues within a forwarding class set using a
schedulerthat you map to a queue (forwarding class) using a scheduler map.

Flow Control (Ethernet PAUSE, PFC, and ECN)

Ethernet PAUSE (described in IEEE 802.3X) is a link-level flow control mechanism. During periods of
network congestion, Ethernet PAUSE stops all traffic on a full-duplex Ethernet link for a period of time
specified in the PAUSE message.

@  NOTE: QFX10000 switches do not support Ethernet PAUSE.

Priority-based flow control (PFC) is described in IEEE 802.1Qbb as part of the IEEE data center bridging
(DCB) specifications for creating a lossless Ethernet environment to transport loss-sensitive flows such
as Fibre Channel over Ethernet (FCoE) traffic.

PFC is a link-level flow control mechanism similar to Ethernet PAUSE. However, Ethernet PAUSE stops
all traffic on a link for a period of time. PFC decouples the pause function from the physical link and



divides the traffic on the link into eight priorities (3-bit IEEE 802.1p code points). You can think of the
eight priorities as eight “lanes” of traffic. You can apply pause selectively to the traffic on any priority
without pausing the traffic on other priorities on the same link.

The granularity that PFC provides allows you to configure different levels of CoS for different types of
traffic on the link. You can create lossless lanes for traffic such as FCoE, LAN backup, or management,
while using standard frame-drop methods of congestion management for IP traffic on the same link.

@ NOTE: If you transport FCoE traffic, you must enable PFC on the priority assigned to
FCoE traffic (usually IEEE 802.1p code point 011 on interfaces that carry FCoE traffic).

Explicit congestion notification (ECN) enables end-to-end congestion notification between two
endpoints on TCP/IP based networks. ECN must be enabled on both endpoints and on all of the
intermediate devices between the endpoints for ECN to work properly. Any device in the transmission
path that does not support ECN breaks the end-to-end ECN functionality. ECN notifies networks about
congestion with the goal of reducing packet loss and delay by making the sending device decrease the
transmission rate until the congestion clears, without dropping packets. RFC 3168, The Addition of
Explicit Congestion Notification (ECN) to IP, defines ECN.

WRED Profiles and Tail Drop

A weighted random early detection (WRED) profile (drop profile) defines parameters that enable the
network to drop packets during periods of congestion. A drop profile defines the conditions under which
packets of different loss priorities drop, by determining the probability of dropping a packet for each loss
priority when output queues become congested. Drop profiles essentially set a value for a level of queue
fullness—when the queue fills to the level of the queue fullness value, packets drop. The combination of
queue fill level, the probability of dropping a packet at that fill level, and loss priority of the packet,
determine whether a packet is dropped or forwarded. Each pairing of a fill level with a drop probability
creates a point on a drop profile curve.

You can associate different drop profiles with different loss priorities to set the probability of dropping
packets. You can apply a drop profile for each loss priority to a forwarding class (output queue) by
applying a drop profile to a scheduler, and then mapping the scheduler to a forwarding class using a
scheduler map. When the queue mapped to the forwarding class experiences congestion, the drop
profile determines the level of packet drop for traffic of each loss priority in that queue.

Loss priority affects the scheduling of a packet without affecting the packet’s relative ordering. Typically
you mark packets exceeding a particular service level with a high loss priority.

Tail drop is a simple drop mechanism that drops all packets indiscriminately during periods of congestion,
without differentiating among the packet loss priorities of traffic flows. Tail drop requires only one curve
point that corresponds to the maximum depth of the output queue, and drop probability when traffic
exceeds the buffer depth is 100 percent (all packets that cannot be stored in the queue are dropped).



WRED is superior to tail-drop because WRED enables you to treat traffic of different priorities in a
differentiated manner, so that higher priority traffic receives preference, and because of the ability to set
multiple points on the drop curve.

Schedulers

Each switch interface has multiple queues assigned to store packets. The switch determines which
gueue to service based on a particular method of scheduling. This process often involves determining
the sequence in which different types of packets should be transmitted.

You can define the scheduling priority (priority), minimum guaranteed bandwidth (transmit-rate),
maximum bandwidth (shaping-rate), and WRED profiles to be applied to a particular queue (forwarding
class) for packet transmission. By default, extra bandwidth is shared among queues in proportion to the
minimum guaranteed bandwidth of each queue. On switches that support the excess-rate statement, you
can configure the percentage of shared extra bandwidth an output queue receives independently from
the minimum guaranteed bandwidth transmit rate, or you can use default bandwidth sharing based on
the transmit rate.

A scheduler map associates a specified forwarding class with a scheduler configuration. You can
associate up to four user-defined scheduler maps with the interfaces.

Rewrite Rules
A rewrite rule sets the appropriate CoS bits in the outgoing packet. This allows the next downstream
device to classify the packet into the appropriate service group. Rewriting (marking) outbound packets is

useful when the switch is at the border of a network and must change the CoS values to meet the
policies of the targeted peer.

@ NOTE: Ingress firewall filters can also rewrite forwarding class and loss priority values.

‘ Understanding CoS Packet Flow | 24

Understanding CoS Packet Flow

When a packet traverses a switch, the switch provides the appropriate level of service to the packet
using either default c/ass-of-service (CoS) settings or CoS settings that you configure. On ingress ports,
the switch classifies packets into appropriate forwarding classes and assigns a loss priority to the



packets. On egress ports, the switch applies packet scheduling and (if you have configured them) rewrite
rules to re-mark packets.

You can configure CoS on Layer 2 logical interfaces, and you can configure CoS on Layer 3 physical
interfaces if you have defined at least one /ogical interface on the Layer 3 physical interface. You cannot
configure CoS on Layer 2 physical interfaces and Layer 3 logical interfaces.

For Layer 2 traffic, either use the default CoS settings or configure CoS on each logical interface. You can
apply different CoS settings to different Layer 2 logical interfaces.

For Layer 3 traffic, either use the default CoS settings or configure CoS on the physical interface (not on
the logical unit). The switch uses the CoS applied on the physical Layer 3 interface for all logical Layer 3
interfaces configured on the physical Layer 3 interface.

The switch applies CoS to packets as they flow through the system:

e Aninterface has one or more classifiers of different types applied to it (configure this at the [edit
class-of-service interfaces] hierarchy level). The classifier types are based on the portion of the
incoming packet that the classifier examines (IEEE 802.1p code point bits or DSCP code point bits).

e When a packet enters an ingress port, the classifier assigns the packet to a forwarding class and a
loss priority based on the code point bits of the packet (configure this at the [edit class-of-service
classifiers] hierarchy level).

e The switch assigns each forwarding class to an output queue (configure this at the [edit class-of-
service forwarding-classes] hierarchy level).

¢ Input (and output) policers meter traffic and can change the forwarding class and loss priority if a
traffic flow exceeds its service level.

e A scheduler map is applied to each interface. When a packet exits an egress port, the scheduler map
controls how it is treated (configure this at the [edit class-of-service interfaces] hierarchy level). A
scheduler map assigns schedulers to forwarding classes (configure this at the [edit class-of-service
scheduler-maps] hierarchy level).

e A scheduler defines how traffic is treated at the egress interface output queue (configure this at the
[edit class-of-service schedulers] hierarchy level). You control the transmit rate, shaping rate, priority,
and drop profile of each forwarding class by mapping schedulers to forwarding classes in scheduler
maps, then applying scheduler maps to interfaces.

o A drop-profile defines how aggressively to drop packets that are mapped to a particular scheduler
(configure this at the [edit class-of-service drop-profiles] hierarchy level).

o A rewrite rule takes effect as the packet leaves an interface that has a rewrite rule configured
(configure this at the [edit class-of-service rewrite-rules] hierarchy level). The rewrite rule writes
information to the packet (for example, a rewrite rule can re-mark the code point bits of outgoing
traffic) according to the forwarding class and loss priority of the packet.



Figure 3 on page 27 is a high-level flow diagram of how packets from various sources enter switch
interfaces, are classified at the ingress, and then scheduled (provided bandwidth) at the egress queues.



Figure 3: CoS Classifier, Queues, and Scheduler
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Figure 4 on page 28 shows the packet flow through the CoS components that you can configure.

Figure 4: Packet Flow Through Configurable CoS Components
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The middle box (Forwarding Class and Loss Priority) represents two values that you can use on ingress
and egress interfaces. The system uses these values for classifying traffic on ingress interfaces and for
rewrite rule re-marking on egress interfaces. Each outer box represents a process component. The
components in the top row apply to incoming packets. The components in the bottom row apply to
outgoing packets.

The solid-line arrows show the direction of packet flow from ingress to egress. The dotted-line arrows
that point to the forwarding class and loss priority box indicate processes that configure (set) the
forwarding class and loss priority. The dotted-line arrows that point away from the forwarding class and
loss priority box indicate processes that use forwarding class and loss priority as input values on which
to base actions.

For example, the BA classifier sets the forwarding class and loss priority of incoming packets, so the
forwarding class and loss priority are outputs of the classifier and the arrow points away from the
classifier. The scheduler receives the forwarding class and loss priority settings, and queues the outgoing
packets based on those settings, so the arrow points toward the scheduler.



Understanding Default CoS Settings
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If you do not configure CoS settings, Junos OS performs some CoS functions to ensure that traffic and
protocol packets are forwarded with minimum delay when the network experiences congestion. Some
default mappings are automatically applied to each /ogical interface that you configure.

You can display default CoS settings by issuing the show class-of-service operational mode command.

This topic describes the default configurations for the following CoS components:

Default Forwarding Classes and Queue Mapping

Table 3 on page 29 shows the default mapping of the default forwarding classes to queues and packet
drop attribute.

Table 3: Default Forwarding Classes and Queue Mapping

Default Forwarding Class Description Default Queue Packet Drop Attribute
Mapping
best-effort (be) Best-effort traffic class 0 drop

(priority O, IEEE 802.1p
code point 000)



Table 3: Default Forwarding Classes and Queue Mapping (Continued)

Default Forwarding Class Description Default Queue Packet Drop Attribute
Mapping
fcoe Guaranteed delivery for 3 no-loss
FCoE traffic (priority 3,
IEEE 802.1p code point
011)
no-loss Guaranteed delivery for 4 no-loss

TCP no-loss traffic
(priority 4, IEEE 802.1p
code point 100)

network-control (nc) Network control traffic 7 drop
(priority 7, IEEE 802.1p
code point 111)

(Excluding QFX10000) Multidestination traffic 8 drop
mcast NOTE: You cannot
configure

multidestination
forwarding classes
as no-loss (lossless)
traffic classes.

@ NOTE: On the QFX10000 switch, unicast and multidestination (multicast, broadcast, and
destination lookup fail) traffic use the same forwarding classes and output queues O
through 7.

Default Forwarding Class Sets (Priority Groups)

If you do not explicitly configure forwarding class sets, the system automatically creates a default
forwarding class set that contains all of the forwarding classes on the switch. The system assigns 100
percent of the port output bandwidth to the default forwarding class set.

Ingress traffic is classified based on the default classifier settings. The forwarding classes (queues) in the
default forwarding class set receive bandwidth based on the default scheduler settings. Forwarding
classes that are not part of the default scheduler receive no bandwidth.



The default forwarding class set is transparent. It does not appear in the configuration and is used for
Data Center Bridging Capability Exchange (DCBX) protocol advertisement.

Default Code-Point Aliases

Table 4 on page 31 shows the default mapping of code-point aliases to IEEE code points.

Table 4: Default IEEE 802.1 Code-Point Aliases

CoS Value Types Mapping
be 000
bel 001
ef 010
efl 011
afll 100
af12 101
ncl 110
nc2 111

Table 5 on page 31 shows the default mapping of code-point aliases to DSCP and DSCP IPvé code
points.

Table 5: Default DSCP and DCSP IPv6 Code-Point Aliases

CoS Value Types Mapping

ef 101110

af1l 001010



Table 5: Default DSCP and DCSP IPv6 Code-Point Aliases (Continued)

CoS Value Types Mapping
af12 001100
af13 001110
af21 010010
af22 010100
af23 010110
af31 011010
af32 011100
af33 011110
af41 100010
af42 100100
af43 100110
be 000000
csl 001000
cs2 010000

cs3 011000



Table 5: Default DSCP and DCSP IPv6 Code-Point Aliases (Continued)

CoS Value Types Mapping
cs4 100000
cs5 101000
ncl 110000
nc2 111000

Default Classifiers

The switch applies default unicast IEEE 802.1, unicast DSCP, and multidestination classifiers to each
interface that does not have explicitly configured classifiers. If you explicitly configure one type of
classifier but not other types of classifiers, the system uses only the configured classifier and does not
use default classifiers for other types of traffic.

@ NOTE: The QFX10000 switch applies the default MPLS EXP classifier to a logical
interface if you enable the MPLS protocol family on that interface.

There are two different default unicast IEEE 802.1 classifiers, a trusted classifier for ports that are in
trunk mode or tagged-access mode, and an untrusted classifier for ports that are in access mode. Table 6
on page 33 shows the default mapping of IEEE 802.1 code-point values to forwarding classes and loss
priorities for ports in trunk mode or tagged-access mode.

Table 6: Default IEEE 802.1 Classifiers for Ports in Trunk Mode or Tagged Access Mode (Trusted
Classifier)

Code Point Forwarding Class Loss Priority
be (000) best-effort low
be1 (001) best-effort low

ef (010) best-effort low



Table 6: Default IEEE 802.1 Classifiers for Ports in Trunk Mode or Tagged Access Mode (Trusted
Classifier) (Continued)

Code Point Forwarding Class Loss Priority
ef1 (011) fcoe low
af11 (100) no-loss low
af12 (101) best-effort low
ncl (110) network-control low
nc2 (111) network-control low

Table 7 on page 34 shows the default mapping of IEEE 802.1p code-point values to forwarding classes
and loss priorities for ports in access mode (all incoming traffic is mapped to best-effort forwarding
classes).

Table 7: Default IEEE 802.1 Classifiers for Ports in Access Mode (Untrusted Classifier)

Code Point Forwarding Class Loss Priority
000 best-effort low
001 best-effort low
010 best-effort low
011 best-effort low
100 best-effort low
101 best-effort low

110 best-effort low



Table 7: Default IEEE 802.1 Classifiers for Ports in Access Mode (Untrusted Classifier) (Continued)

Code Point Forwarding Class Loss Priority

111 best-effort low

Table 8 on page 35 shows the default mapping of IEEE 802.1 code-point values to multidestination
(multicast, broadcast, and destination lookup fail traffic) forwarding classes and loss priorities.

Table 8: Default IEEE 802.1 Multidestination Classifiers

Code Point Forwarding Class Loss Priority
be (000) mcast low
bel (001) mcast low
ef (010) mcast low
ef1 (011) mcast low
af11 (100) mcast low
af12 (101) mcast low
ncl (110) mcast low
nc2 (111) mcast low

Table 9 on page 36 shows the default mapping of DSCP code-point values to forwarding classes and
loss priorities for DSCP IP and DCSP IPvé.

@ NOTE: There are no default DSCP IP classifiers for multidestination traffic. DSCP IPvé
classifiers are not supported for multidestination traffic.



Table 9: Default DSCP IP and IPvé6 Classifiers

Code Point

ef (101110)

af11 (001010)

af12 (001100)

af13(001110)

af21 (010010)

af22 (010100)

af23(010110)

af31(011010)

af32(011100)

af33(011110)

af41 (100010)

af42 (100100)

af43(100110)

be (000000)

cs1 (001000)

Forwarding Class

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

best-effort

Loss Priority

low

low

low

low

low

low

low

low

low

low

low

low

low

low

low



Table 9: Default DSCP IP and IPvé6 Classifiers (Continued)

Code Point Forwarding Class Loss Priority
cs2 (010000) best-effort low
¢s3 (011000) best-effort low
cs4 (100000) best-effort low
cs5 (101000) best-effort low
ncl (110000) network-control low
nc2 (111000) network-control low

On QFX10000 switches, Table 10 on page 37 shows the default mapping of MPLS EXP code-point
values to forwarding classes and loss priorities.

Table 10: Default EXP Classifiers on QFX10000 Switches

Code Point Forwarding Class Loss Priority
000 best-effort low
001 best-effort high
010 expedited-forwarding low
011 expedited-forwarding high
100 assured-forwarding low
101 assured-forwarding high

110 network-control low



Table 10: Default EXP Classifiers on QFX10000 Switches (Continued)

Code Point Forwarding Class Loss Priority

111 network-control high

Default Rewrite Rules

There are no default rewrite rules. If you do not explicitly configure rewrite rules, the switch does not

reclassify egress traffic.

Default Drop Profile

Table 11 on page 38 shows the default drop profile configuration.

Table 11: Default Drop Profile

Fill Level Drop Probability

100 100

Default Schedulers

Table 12 on page 38 shows the default scheduler configuration.

Table 12: Default Schedulers

Default Scheduler and Transmit Rate Shaping Rate Excess
Queue Number (Guaranteed (Maximum Bandwidth
Minimum Bandwidth) = Bandwidth) Sharing
best-effort forwarding class | 5% (QFX10000 15%) @ None 5%
scheduler (queue 0) (QFX10000
15%)
fcoe forwarding class 35% None 35%

scheduler (queue 3)

Priority

low

low

Buffer
Size

5%
(QFX100
00 15%)

35%



Table 12: Default Schedulers (Continued)

Default Scheduler and Transmit Rate Shaping Rate Excess Priority Buffer

Queue Number (Guaranteed (Maximum Bandwidth Size
Minimum Bandwidth) = Bandwidth) Sharing

no-loss forwarding class 35% None 35% low 35%

scheduler (queue 4)

network-control forwarding | 5% (QFX10000 15%) @ None 5% low 5%

class scheduler (queue 7) (QFX10000 (QFX100
15%) 00 15%)

(Excluding QFX10000) 20% None 20% low 20%

mcast forwarding class
scheduler (queue 8)

@ NOTE: The minimum guaranteed bandwidth (transmit rate) also determines the amount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is allocated to
queues in proportion to the transmit rate of each queue. On QFX10000 switches, you
can use the excess-rate statement to override the default transmit rate setting and
configure the excess bandwidth percentage independently of the transmit rate.

By default, only the five default schedulers shown in Table 12 on page 38, excluding the mcast scheduler
on QFX10000 switches, have traffic mapped to them. Only the queues associated with the default
schedulers, and forwarding classes on QFX10000 switches, receive default bandwidth, based on the
default scheduler transmit rate. (You can configure schedulers and forwarding classes to allocate
bandwidth to other queues or to change the default bandwidth of a default queue.) In addition, other
than on QFX5200, QFX5210, and QFX10000 switches, multidestination queue 11 receives enough
bandwidth from the default multidestination scheduler to handle CPU-generated multidestination
traffic. If a forwarding class does not transport traffic, the bandwidth allocated to that forwarding class is
available to other forwarding classes.

@ NOTE: On QFX10000 switches, unicast and multidestination (multicast, broadcast, and
destination lookup fail) traffic use the same forwarding classes and output queues.

Default hierarchical scheduling, known as enhanced transmission selection (ETS, defined in IEEE
802.1Qaz), divides the total port bandwidth between two groups of traffic: unicast traffic and
multidestination traffic. By default, unicast traffic consists of queue O (best-effort forwarding class),



queue 3 (fcoe forwarding class), queue 4 (no-loss forwarding class), and queue 7 (network-control
forwarding class). Unicast traffic receives and shares a total of 80 percent of the port bandwidth. By
default, multidestination traffic (ncast queue 8) receives a total of 20 percent of the port bandwidth. So
on a 10-Gigabit port, default scheduling provides unicast traffic 8-Gbps of bandwidth and
multidestination traffic 2-Gbps of bandwidth.

@ NOTE: Except on QFX5200, QFX5210, and QFX10000 switches, multidestination
queue 11 also receives a small amount of default bandwidth from the multidestination
scheduler. CPU-generated multidestination traffic uses queue 11, so you might see a
small number of packets egress from queue 11. In addition, in the unlikely case that
firewall filter match conditions map multidestination traffic to a unicast forwarding class,
that traffic uses queue 11.

On QFX10000 switches, default scheduling is port scheduling. Default hierarchical scheduling, known as
ETS, allocates the total port bandwidth to the four default forwarding classes served by the four default
schedulers, as defined by the four default schedulers. The result is the same as direct port scheduling.
Configuring hierarchical port scheduling, however, enables you to group forwarding classes that carry
similar types of traffic into forwarding class sets (also called priority groups),and to assign port
bandwidth to each forwarding class set. The port bandwidth assigned to the forwarding class set is then
assigned to the forwarding classes within the forwarding class set. This hierarchy enables you to control
port bandwidth allocation with greater granularity, and enables hierarchical sharing of extra bandwidth
to better utilize link bandwidth.

Default scheduling for all switches uses weighted round-robin (WRR) scheduling. Each queue receives a
portion (weight) of the total available interface bandwidth. The scheduling weight is based on the
transmit rate of the default scheduler for that queue. For example, queue 7 receives a default scheduling
weight of 5 percent, 15 percent on QFX10000 switches, of the available bandwidth, and queue 4
receives a default scheduling weight of 35 percent of the available bandwidth. Queues are mapped to
forwarding classes (for example, queue 7 is mapped to the network-control forwarding class and queue
4 is mapped to the no-loss forwarding class), so forwarding classes receive the default bandwidth for the
gueues to which they are mapped. Unused bandwidth is shared with other default queues.

If you want non-default (unconfigured) queues to forward traffic, you should explicitly map traffic to
those queues (configure the forwarding classes and queue mapping) and create schedulers to allocate
bandwidth to those queues. For example, except on QFX5200, QFX5210, and QFX10000 switches, by
default, queues 1, 2, 5, and 6 are unconfigured, and multidestination queues 9, 10, and 11 are
unconfigured. Unconfigured queues have a default scheduling weight of 1 so that they can receive a
small amount of bandwidth in case they need to forward traffic. (However, queue 11 can use more of
the default multidestination scheduler bandwidth if necessary to handle CPU-generated
multidestination traffic.)



@ NOTE: Except on QFX10000 switches, all four multidestination queues, or two for
QFX5200 and QFX5210, switches, have a scheduling weight of 1. Because by default
multidestination traffic goes to queue 8, queue 8 receives almost all of the
multidestination bandwidth. (There is no default traffic on queue 9 and queue 10, and
very little default traffic on queue 11, so there is almost no competition for
multidestination bandwidth.)

However, if you explicitly configure queue 9, 10, or 11 (by mapping code points to the
unconfigured multidestination forwarding classes using the multidestination classifier),
the explicitly configured queues share the multidestination scheduler bandwidth equally
with default queue 8, because all of the queues have the same scheduling weight (1). To
ensure that multidestination bandwidth is allocated to each queue properly and that the
bandwidth allocation to the default queue (8) is not reduced too much, we strongly
recommend that you configure a scheduler if you explicitly classify traffic into queue 9,
10, or 11.

If you map traffic to an unconfigured queue, the queue receives only the amount of group bandwidth
proportional to its default weight (1). The actual amount of bandwidth an unconfigured queue receives
depends on how much bandwidth the other queues in the group are using.

On QFX 10000 switches, if you map traffic to an unconfigured queue and do not schedule port
resources for the queue (configure a scheduler, map it to the forwarding class that is mapped to the
gueue, and apply the scheduler mapping to the port), the queue receives only the amount of excess
bandwidth proportional to its default weight (1). The actual amount of bandwidth an unconfigured
gueue gets depends on how much bandwidth the other queues on the port are using.

If the other queues use less than their allocated amount of bandwidth, the unconfigured queues can
share the unused bandwidth. Configured queues have higher priority for bandwidth than unconfigured
gueues, so if a configured queue needs more bandwidth, then less bandwidth is available for
unconfigured queues. Unconfigured queues always receive a minimum amount of bandwidth based on
their scheduling weight (1). If you map traffic to an unconfigured queue, to allocate bandwidth to that
gueue, configure a scheduler for the forwarding class that is mapped to the queue and apply it to the
port.

Default Scheduler Maps

Table 13 on page 42 shows the default mapping of forwarding classes to schedulers.



Table 13: Default Scheduler Maps

Forwarding Class

best-effort

fcoe

no-loss

network-control

(Excluding QFX10000)

mcast-be

Scheduler

Default BE scheduler

Default FCoE scheduler

No-loss scheduler

Default network-control scheduler

Default multidestination scheduler

Default Shared Buffer Configuration

Table Table 14 on page 42 and Table 15 on page 42 show the default shared buffer allocations:

@ NOTE: Shared buffers do not apply to QFX10000 switches.

Table 14: Default Ingress Shared Buffer Configuration

Total Shared Ingress Buffer

100%

Lossless Buffer Lossless-Headroom Buffer Lossy Buffer

45% 46%

Table 15: Default Egress Shared Buffer Configuration

Total Shared Egress Buffer

100%

Lossless Buffer Lossy Buffer Multicast Buffer

31% 19%
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CoS Feature Support

Table 16: QFX10000, QFX5000 Line, and EX4600 Line CoS Features

Feature QFX10000 QFX 5000 Line, QFX5220/QFX5130/
EX4600 Line QFX5700
Class of service (CoS)—Class-based | Yes Yes Yes

queuing with prioritization

CoS—Separate unicast and multi- No Yes Yes (except multi-
destination classifiers, forwarding destination classifiers. Use
classes, and output queues firewall filters to classify

multicast traffic.)

CoS—Shared unicast and Yes No No
multidestination classifiers,
forwarding classes, and output

queues
CoS support on link aggregation Yes Yes Yes
groups (LAGs)
Enhanced transmission selection Yes (starting in QFX5100, QFX No
(ETS) hierarchical port scheduling Junos OS Release 5110, EX4600—Yes
17.3)
QFX5120,
QFX5200,
QFX5210, EX4650—
No
Port scheduling Yes Yes, except EX4600 Yes
Queue shaping Yes Yes Yes
NOTE: Uses the NOTE: Uses the
transmit-rate shaping-rate
statement with statement.

the exact option.



Table 16: QFX10000, QFX5000 Line, and EX4600 Line CoS Features (Continued)

Feature

Explicit congestion notification
(ECN)

Priority-based flow control (PFC)

Re-marking of bridged packets

Weighted random early detection
(WRED) packet drop profiles and
tail drop

802.3X Ethernet PAUSE

Layer 2 ingress packet classification
and egress rewrite rules

MPLS EXP ingress packet
classification and egress rewrite
rules

Layer 3 ingress packet classification
and egress rewrite rules

Virtual output queue (VOQ)
architecture

QFX10000

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

QFX 5000 Line,
EX4600 Line

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

QFX5220/QFX5130/
QFX5700

Yes

Yes

Yes

Yes

No

Yes

No

Yes (Both IPv4 and IPvé
traffic must share the same
classifier.)

No



Table 16: QFX10000, QFX5000 Line, and EX4600 Line CoS Features (Continued)

Feature QFX10000 QFX 5000 Line, QFX5220/QFX5130/
EX4600 Line QFX5700

Software shared buffer No (uses VOQ) Yes Yes, with the following

configurability restrictions:

e nulticast partitionis
not supported in the
egress shared buffer
pool. See buffer-
partition (Egress).

e lossy and lossless
partitions must have
the same percentage
values for ingress and
egress shared buffer
pools.

Shared buffer Alpha configurability = No Yes Yes
Buffer monitoring No Yes Yes
CoS command to detect the source | Yes No No

of RED-dropped packets

Classifier and Rewrite Rule Ethernet Interface Type Support

The next two tables in this topic list CoS Ethernet support for classifiers and rewrite rules on different
interface types for QFX10000 switches (Table 17 on page 47), and for QFX5100, QFX5110, QFX5120,
QFX5200, QFX5210, QFX5220, EX4600, and EX4650 switches (Table 18 on page 47).

On QFX10000 switches, you cannot apply classifiers or rewrite rules to Layer 2 or Layer 3 physical
interfaces. You can apply classifiers and rewrite rules only to Layer 2 logical interface unit O. You can
apply different classifiers and rewrite rules to different Layer 3 logical interfaces. Table 17 on page 47
shows on which interfaces you can configure and apply classifiers and rewrite rules.



Table 17: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX10000

Switches)

CoS Classifiers and
Rewrite Rules

Fixed classifier

DSCP classifier

DSCP IPvé6 classifier

IEEE 802.1p classifier

EXP classifier

DSCP rewrite rule

DSCP IPvé6 rewrite rule

IEEE 802.1p rewrite rule

EXP rewrite rule

Layer 2 Physical
Interfaces

No

No

No

No

No

No

No

No

No

Layer 2 Logical
Interface (Unit O
Only)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Layer 3 Physical Layer 3 Logical
Interfaces Interfaces
No Yes

No Yes

No Yes

No Yes

No Yes

No Yes

No Yes

No Yes

No Yes

On QFX5100, QFX5110, QFX5120, QFX5200, QFX5210, EX4600, and EX4650 switches, you cannot
apply classifiers or rewrite rules to Layer 2 physical interfaces or to Layer 3 logical interfaces. Table 18

on page 47 shows on which interfaces you can configure and apply classifiers and rewrite rules.

Table 18: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX5100,
QFX5110, QFX5120, QFX5200, QFX5210, EX4600, EX4650 Switches)

CoS Classifiers and
Rewrite Rules

Fixed classifier

Layer 2 Physical

Interfaces

No

Layer 2 Logical
Interface (Unit O

Only)

Yes

Layer 3 Physical Layer 3 Logical
Interfaces (If at Least Interfaces
One Logical Layer 3

Interface Is Defined)

Yes No



Table 18: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX5100,
QFX5110, QFX5120, QFX5200, QFX5210, EX4600, EX4650 Switches) (Continued)

CoS Classifiers and = Layer 2 Physical Layer 2 Logical Layer 3 Physical Layer 3 Logical
Rewrite Rules Interfaces Interface (Unit O Interfaces (If at Least Interfaces
Only) One Logical Layer 3

Interface Is Defined)

DSCP classifier No Yes Yes No

DSCP IPv6 No Yes Yes No

classifier

IEEE 802.1p No Yes Yes No

classifier

EXP classifier Global classifier, applies only to all switch interfaces that are configured as family mpls.

Cannot be configured on individual interfaces.

DSCP rewrite rule No Yes Yes No
DSCP IPvé rewrite No Yes Yes No
rule

IEEE 802.1p No Yes Yes No
rewrite rule

EXP rewrite rule No Yes Yes No

@ NOTE: IEEE 802.1p mutidestination and DSCP multidestination classifiers are applied to
all interfaces and cannot be applied to individual interfaces. No DSCP IPvé
multidestination classifier is supported. IPvé6 multidestination traffic uses the DSCP
multidestination classifier.

On QFX5220, QFX5130, and QFX5700 switches, you cannot apply classifiers or rewrite rules to Layer 2
or Layer 3 physical interfaces. Table 19 on page 49 shows on which interfaces you can configure and
apply classifiers and rewrite rules.



Table 19: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX5220,

QFX5130, and QFX5700 Switches)

CoS Classifiers and Layer 2 Physical
Rewrite Rules Interfaces
Fixed classifier No

DSCP classifier No

DSCP IPvé6 classifier No

IEEE 802.1p classifier No

EXP classifier No

DSCP rewrite rule No

DSCP IPvé rewrite rule No

IEEE 802.1p rewrite rule No

EXP rewrite rule No

Layer 2 Logical
Interfaces

Yes

Yes

No

Yes

No

Yes

No

Yes

No

Layer 3 Physical
Interfaces

No

No

No

No

No

No

No

No

No

Layer 3 Logical
Interfaces

Yes

Yes

No

Yes

No

Yes

No

Yes

No

@ NOTE: QFX5220, QFX5130, and QFX5700 switches do not support DSCP IPVé
classifiers and rewrite rules. Instead, attach DSCP classifiers and rewrite rules on family

inets6.

CoS Operational Comparison Between QFX5100, QFX5120, QFX5130, QFX5200,
QFX5210, QFX5220, and QFX5700 Switches

CoS feature support is mostly the same for QFX5100, QFX5120, QFX5130, QFX5200, QFX5210, QFX
5220, QFX5700 switches, but there are some CoS operational differences due to different chipsets
among these platforms. Table 20 on page 50 details both the similarities and differences for CoS on
QFX5100, QFX5120, QFX5200, QFX5210, and QFX5220 switches.



Table 20: CoS Operational Comparison Between QFX5100, QFX5120, QFX5130, QFX5200, QFX5210,
QFX5220, and QFX5700 Switches

CoS Feature

Memory
Management

Pipes

Cell Accounting

Shared Buffer

Shared buffer
pool per pipe

QFX5100

Central
memory
management
unit (MMU)
shared by all
ports

Global
access pipes

60k Cells
(Each cell
208Bytes),
12MB

4 pools per
pipe

QFX5120

Central
MMU
shared by
all ports

Global
access

pipes

About
131K Cells
(Each cell
256 Bytes),
32MB

4 pools per
pipe

QFX5130/
QFX5700

Ingress
traffic
manager
(ITM)
architecture
- Buffers
divided
equally
among 2
ITMS

Local to
IT™
(66MB/
ITM)

About
543K cells
(Each cell
254 bytes),
132MB

4 pools per
pipe

QFX5200

Crosspoint
architecture
with quad pipe

Local to Cross
point (4MB /
cross point)

(QFX5200-32C)

80K Cells (Each
cell 208 Bytes),
16MB

(QFX5200-48Y)

108K Cells
(Each cell 208
Bytes), 22MB

4 pools per
pipe

QFX5210

Crosspoint
architecture
with quad
pipe

Local to
Cross point
(10.5MB /
cross point)

About
210K Cells
(Each cell
208 Bytes),
42MB

4 pools per
pipe

QFX5220

IT™
architecture
- Buffers
divided
equally
among 2
ITMS

Local to
IT™
(32MB/
ITM)

About
264K Cells
(Each cell
254 Bytes),
64MB

4 pools per
pipe

Change in
Operation

IT™
architecture
requires
special buffer
management.

No customer
visible
change.

No customer
visible
change.

No customer
visible
change,
except
QFX5200
and
QFX5210
support
larger packet
buffer space
than
QFX5100.

N/A



Table 20: CoS Operational Comparison Between QFX5100, QFX5120, QFX5130, QFX5200, QFX5210, QFX5220,
and QFX5700 Switches (Continued)

CoS Feature

Queuing and
Scheduling

# Unicast
Queues

# Multicast
Queues

CPU Queues

Host Path
Scheduling

FC2Q

DSCP classifier
table

QFX5100

LLS and
three- level
hierarchy

44

48 queues
directly
attached to
port

4 profiles

128 profiles

QFX5120

Fixed
hierarchical
scheduling
(FHS) and
two-level
hierarchy

44

48 queues
attached to
LO

4 profiles

128
profiles

QFX5130/
QFX5700

Fixed
hierarchical
scheduling
(FHS) and
two-level
hierarchy

44

48 queues
attached to
LO

4 profiles

64 profiles

QFX5200

Fixed
hierarchical
scheduling
(FHS) and two-
level hierarchy

44

48 queues
attached to LO

4 profiles

128 profiles

QFX5210

Fixed
hierarchical
scheduling
(FHS) and
two-level
hierarchy

44

48 queues
attached to
LO

4 profiles

128 profiles

QFX5220

Fixed
hierarchical
scheduling
(FHS) and
two-level
hierarchy

44

48 queues
attached to
LO

4 profiles

64 profiles

Change in
Operation

ETS and FC-
Set are not
supported on
QFX5120,
QFX5130,
QFX5200,
QFX5210,
QFX5220,
and
QFX5700
due to FHS.

N/A

N/A

N/A

No customer
visible
change.

N/A

N/A



Table 20: CoS Operational Comparison Between QFX5100, QFX5120, QFX5130, QFX5200, QFX5210, QFX5220,
and QFX5700 Switches (Continued)

CoS Feature

802.1p classifier

table

PFC

Rewrite

WRED

QFX5100

64 profiles

Common
headroom
buffer

128 profiles

128 profiles
per pipe

QFX5120

64 profiles

Common
headroom
buffer

128
profiles

128
profiles per

pipe

QFX5130/
QFX5700

64 profiles

Per ITM
headroom
buffer

128 profiles

128 profiles
per pipe

QFX5200

64 profiles

Per pipe
headroom
buffer

128 profiles

128 profiles per
pipe

QFX5210

64 profiles

Per pipe
headroom
buffer

128 profiles

128 profiles
per pipe

QFX5220

64 profiles

Per ITM
headroom
buffer

128 profiles

128 profiles
per pipe

Change in
Operation

No customer
visible
change. SDK
API change
just affects
software
development
effort.

Available and
used head
room buffer
is maintained
separately
for each pipe
on QFX5200
and
QFX5210.

No customer
visible
change. SDK
API change
just affects
software
development
effort.

N/A



Table 20: CoS Operational Comparison Between QFX5100, QFX5120, QFX5130, QFX5200, QFX5210, QFX5220,
and QFX5700 Switches (Continued)

CoS Feature QFX5100 QFX5120 QFX5130/  QFX5200 QFX5210 QFX5220 Change in
QFX5700 Operation

Queueing Levels = Four levels Three Three Three levels, Three Three N/A

physical levels, levels, logical queue levels, levels,

queue level, | logical logical level, CoS level, | logical logical

logical queue queue level, | and port level. queue level, = queue level,

queue level, level, CoS CoS level, CoS level, CoS level,

CoS level, level, and and port and port and port

and port port level. level. level. level.

level
Multidestination = Default Same as By default Each level O Same as By default N/A
Traffic scheduler QFX5100 all multicast | node is QFX5200 all multicast

map switches traffic receiving both switches traffic

reserves mapped to multicast and mapped to

20% Q8.Q8is unicast traffic, Q8.Q8is

bandwidth given 20% so it is not given 20%

for multicast bandwidth possible to bandwidth

and 80% of in default differentiate at in default

unicast scheduler. the port level to scheduler.

traffic To classify apply shaping To classify

reserved multicast on multicast multicast

between BE, traffic to traffic. traffic to

FCoE, different different

NoLoss and queues queue (Q9)

NC traffic (Q9,10,11) use firewall

types. use firewall filters.

filters.

The following limitations on QFX5200 and QFX5210 switches do not exist on QFX5100 switches.

e CoS flexible hierarchical scheduling (ETS) is not supported on QFX5200 or QFX5210 switches.

e QFX5200 and QFX5210 switches support only one queue with strict-high priority because these
switches do not support flexible hierarchical scheduling.

@ NOTE: QFX5100 switches support multiple queues with strict-high priority when you
configure a forwarding class set.



e QFX5200 CoS policers do not support global management counters accessed by all ports. Only
management counters local to a pipeline are supported—this means that QFX5200 management
counters work only on traffic received on ports that belong to the pipeline in which the counter is
created.

e Due to the cross-point architecture on QFX5200 and QFX5210 switches, all buffer usage counters
are maintained separately. When usage counters are displayed with the command show class-of-
service shared-buffer, various pipe counters are displayed separately.

e On QFX5200 and QFX5210 switches, port schedulers are supported instead of FC-SET.

e On QFX5200 and QFX5210 switches, it is not possible to group multiple forwarding classes into a
forwarding class set (fc-set) and apply output traffic control profile on the fc-set. ETS for an fc-set is
not supported. Because each LO node schedules both the unicast and multicast queue of L1 node, it
is not possible to differentiate multicast and unicast traffic at the port level and apply minimum
bandwidth between unicast and multicast. It can only be supported at CoS level LO.

e Because QFX5200 and QFX5210 switches do not support flexible hierarchical scheduling, it is not
possible to apply a traffic control profile for a group of forwarding classes.

QFX10000 Switch Classifier and Rewrite Rule Support (Scaling)

You can configure enough classifiers on QFX10000 switches to handle most, if not all, network
scenarios. Table 21 on page 54 shows how many of each type of classifiers you can configure, and how
many entries you can configure per classifier.

Table 21: Classifier Support by Classifier Type on QFX10000 Switches

Classifier Type Default Classifier Name Maximum Number Maximum Number of
of Classifiers Entries per Classifier
IEEE 802.1p (Layer 2) = ieee8021p-default (for ports in trunk 64 16
mode)

ieee8021p-untrust (for ports in access

mode)
DSCP (Layer 3) dscp-default 64 64
DSCP IPvé6 (Layer 3) dscp-ipv6-default 64 64

EXP (MPLS) exp-default 64 8



Table 21: Classifier Support by Classifier Type on QFX10000 Switches (Continued)

Classifier Type Default Classifier Name Maximum Number Maximum Number of
of Classifiers Entries per Classifier
Fixed There is no default fixed classifier 8 16

The number of fixed classifiers supported (8) equals the number of supported forwarding classes (fixed
classifiers assign all incoming traffic on an interface to one forwarding class).

There are no default rewrite rules. You can configure enough rewrite rules on QFX10000 switches to
handle most, if not all, network scenarios. Table 22 on page 55 shows how many of each type of
rewrite rule you can configure, and how many entries you can configure per rewrite rule.

Table 22: Rewrite Rule Support by Rewrite Rule Type on QFX10000 Switches

Rewrite Rule Type Maximum Number of Rewrite Rule Sets = Maximum Number of Entries per Rewrite Rule
Set
IEEE 802.1p (Layer 2) @ 64 128
DSCP (Layer 3) 32 128
DSCP IPvé6 (Layer 3) | 32 128
EXP (MPLS) 64 128
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CoS on Interfaces
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CoS Inputs and Outputs Overview

Some CoS components map one set of values to another set of values. Each mapping contains one or

more inputs and one or more outputs. When you configure a mapping, you set the outputs for a given

set of inputs, as shown in Table 23 on page 57.

Table 23: CoS Mappings—Inputs and Outputs

CoS Mappings Inputs
classifiers code-points
drop-profile-map loss-priority,
protocol
rewrite-rules loss-priority,

forwarding-class

Outputs

forwarding-
class, loss-

priority

drop-profile

code-points

Comments

The map sets the forwarding class and packet loss
priority (PLP) for a specific set of code points.

The map sets the drop profile for a specific PLP and
protocol type.

The map sets the code points for a specific forwarding
class and PLP.



Table 23: CoS Mappings—Inputs and Outputs (Continued)

CoS Mappings Inputs Outputs

rewrite-value forwarding-class | code-point

(Fibre Channel

Interfaces)

‘ Understanding CoS Packet Flow | 24

CoS on Virtual Chassis Switch Ports

IN THIS SECTION

Access Interface CoS Support | 59
VCP Interface CoS Support | 60
CPU-Generated Host Outbound Traffic | 62

Comments

(Systems that support native Fibre Channel interfaces
only) The map sets the code point for the forwarding
class specified in the fixed classifier attached to the
native Fibre Channel (NP_Port) interface.

QFX Series and EX4600 Virtual Chassis devices have access ports to connect to external peer devices.
Virtual Chassis devices also have Virtual Chassis ports (VCPs) to interconnect members of the Virtual
Chassis, in a similar way that QFabric system Node devices have fabric (fte) ports to connect to the
QFabric system Interconnect device. VCPs are not used for external access.

Class of service (CoS) on Virtual Chassis access ports is the same as CoS on these devices when they are
in standalone mode or used as QFabric system Node devices. However, CoS on VCPs differs in several

ways from CoS on QFabric system Node device fabric ports.

This topic describes CoS support on Virtual Chassis access interfaces and on VCPs.



Access Interface CoS Support

CoS on Virtual Chassis access interfaces is the same as CoS on standalone device and Node device
access interfaces, except for shared buffer settings. The documentation for QFX Series and EX4600
switch CoS on access interfaces applies to Virtual Chassis access interfaces, except some of the shared
buffer documentation.

Similarities in CoS Support on Virtual Chassis Access Interfaces Compared to Standalone
Device (or QFabric system Node device) Access Interfaces

Virtual Chassis access interfaces support the following CoS features in the same way as access
interfaces on standalone devices and QFabric system Node devices:

e Forwarding classes—The default forwarding classes, queue mapping, and packet drop attributes
(Table 24 on page 59) are the same:

Table 24: Default Forwarding Class Configuration

Default Forwarding Class Default Queue Mapping Default Packet Drop Attribute
best-effort (be) 0 drop

fcoe 3 no-loss

no-loss 4 no-loss

network-control (nc) 7 drop

mcast 8 drop

e Packet classification—Classifier default settings and configuration are the same. Support for behavior
aggregate, multifield, multidestination, and fixed classifiers is the same.

e Enhanced transmission selection (ETS)—This data center bridging (DCB) feature that supports
hierarchical scheduling has the same defaults and user configuration, including forwarding class set
(priority group) and traffic control profile configuration.

e Priority-based flow control (PFC)—This DCB feature that supports lossless transport has the same
defaults and user configuration, including support for six lossless priorities (forwarding classes).

e Ethernet PAUSE—This feature has the same defaults and configuration.



¢ Queue scheduling—This feature has the same defaults, configuration, and scheduler-to-forwarding-
class mapping. Queue scheduling is a subset of hierarchical scheduling.

e Priority group (forwarding class set) scheduling—This feature has the same defaults and
configuration. Priority group scheduling is a subset of hierarchical scheduling.

o WRED profiles—This feature has the same defaults and configuration.
e Code-point aliases—This feature has the same defaults and configuration.

e Rewrite rules—This feature has the same defaults and configuration (no default rewrite rules applied
to egress traffic).

e Host outbound traffic—This feature has the same defaults and configuration.

Differences in CoS Support on Virtual Chassis Access Interfaces Compared to Standalone
Device (or QFabric system Node device) Access Interfaces

The default shared buffer settings and the way in which you configure shared buffers are the same on
Virtual Chassis access interfaces as on standalone and QFabric system Node devices. The difference is
that on Virtual Chassis access interfaces, the shared buffer configuration is global and applies to all
access ports on all members of the Virtual Chassis, while on standalone or QFabric system Node
devices, you can configure different buffer settings on different access interfaces.

You cannot configure different shared buffer settings for different Virtual Chassis members. All members

of a Virtual Chassis use the same shared buffer configuration.

VCP Interface CoS Support

CoS on the VCP interfaces that connect the Virtual Chassis members is similar to CoS on the fabric
interfaces of QFabric system Node devices, but there are several important differences:

Similarities in CoS Support on VCP Interfaces and QFabric System Node Device Fabric
Interfaces

VCP interfaces support full hierarchical scheduling (ETS). ETS includes the following CoS features. VCP
interfaces support no other CoS features.

e Creating forwarding class sets (priority groups) and mapping forwarding classes to forwarding class
sets.

e Scheduling individual output queues. The scheduler defaults and configuration are the same as the
scheduler on access interfaces.



e Scheduling priority groups (forwarding class sets) using a traffic control profile. The defaults and

configuration are the same as on access interfaces.

@

NOTE: You cannot attach classifiers, congestion notification profiles, or rewrite rules to
VCP interfaces. You cannot attach scheduler maps to VCP interfaces on QFX platforms
that do not support ETS. Also, you cannot configure buffer settings on VCP interfaces.
You can only attach forwarding class sets and traffic control profiles to VCP interfaces (as
well as scheduler maps /fthe platform supports ETS).

The behavior of lossless traffic across 40-Gigabit VCP interfaces is the same as the behavior of lossless
traffic across QFabric system Node device fabric ports. The system automatically enables flow control
for lossless forwarding classes (priorities). The system dynamically calculates buffer headroom that is
allocated from the global lossless-headroom buffer for the lossless forwarding classes on each 40-
Gigabit VCP interface. If there is not enough global lossless-headroom buffer space to support the
number of lossless flows on a 40-Gigabit VCP interface, the system generates a syslog message.

@

@

NOTE: After you configure lossless transport on a Virtual Chassis, check the syslog
messages to ensure that there is sufficient buffer space to support the configuration.

NOTE: If you break out a 40-Gigabit VCP interface into 10-Gigabit VCP interfaces,
lossless transport is not supported on the 10-Gigabit VCP interfaces. Lossless transport
is supported only on 40-Gigabit VCP interfaces. (10-Gigabit access interfaces support
lossless transport.)

Differences in CoS Support on VCP Interfaces and QFabric System Node Device Fabric

Interfaces

Although most of the CoS behavior on VCP interfaces is similar to CoS behavior on the fabric ports of
QFabric system Node devices, there are some important differences:

e Hierarchical scheduling (queue and priority group scheduling)—On QFabric system Node device
fabric interfaces, you can apply a different hierarchical scheduler (traffic control profile) to different
priority groups (forwarding class sets) on different interfaces. However, on VCP interfaces, the
schedulers that you apply to priority groups are global to all VCP interfaces. One hierarchical
scheduler controls scheduling for a priority group on all VCP interfaces.

You attach a scheduler to VCP interfaces using the global identifier (vcp-*) for VCP interfaces. For
example, if you want to apply a traffic control profile (traffic control profiles contain both queue and



priority group scheduling configuration) named vcp-hpc-tcp to a forwarding class set named vep-hpc-
fcset, you include the following statement in the configuration:

[edit]
user@switch# set class-of-service interfaces vcp-* forwarding-class-set vcp-hpc-fcset output-
traffic-control-profile vcp-hpc-tcp

The system applies the hierarchical scheduler vep-hpc-tcp to the traffic mapped to the priority group
vep-hpc-feset on all VCP interfaces.

e You cannot attach classifiers, congestion notification profiles, or rewrite rules to VCP interfaces. Also,
you cannot configure buffer settings on VCP interfaces. Similar to QFabric system Node device fabric
interfaces, you can only attach forwarding class sets and traffic control profiles to VCP interfaces.

e Lossless transport is supported only on 40-Gigabit VCP interfaces. If you break out a 40-Gigabit VCP
interface into 10-Gigabit VCP interfaces, lossless transport is not supported on the 10-Gigabit VCP
interfaces.

CPU-Generated Host Outbound Traffic

CPU-generated host outbound traffic is forwarded on the network-control forwarding class, which is
mapped to queue 7. If you use the default scheduler, the network-control queue receives a guaranteed
minimum bandwidth (transmit rate) of 5 percent of port bandwidth. The guaranteed minimum
bandwidth is more than sufficient to ensure lossless transport of host outbound traffic.

However, if you configure and apply a scheduler instead of using the default scheduler, you must ensure
that the network-control forwarding class (or whatever forwarding class you configure for host
outbound traffic) receives sufficient guaranteed bandwidth to prevent packet loss.

TIP: If you configure a scheduler instead of using the default scheduler, we recommend
that you configure the network-control queue (or the queue you configure for host
outbound traffic if it is not the network-control queue) as a strict-high priority queue.
Strict-high priority queues receive the bandwidth required to transmit their entire
queues before other queues are served. To limit the amount of bandwidth a strict-high
priority queue can consume (and to prevent the strict-high priority queue from starving
other queues), apply a shaping rate to the strict-high priority traffic in the scheduler
configuration.

As with all strict-high priority traffic, if you configure the network-control queue (or any
other queue) as a strict-high priority queue, you must also create a separate forwarding
class set (priority group) that contains only strict-high priority traffic, and apply the strict-



high priority forwarding class set and its traffic control profile (hierarchical scheduler) to
the VCP interfaces.
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A Virtual Chassis Fabric (VCF) uses QFX5100 switches as spine devices and can use QFX5100,
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feature is not supported on the VCF even if every other leaf device supports the feature.

63



@ NOTE: EX4300 leaf devices do not support several CoS features that are supported on
QFX5100, QFX3600, and QFX3500 devices. However, even when a VCF includes an
EX4300 leaf device, other leaf devices might support those CoS features.

VCF CoS in Mixed Mode with an EX4300 Leaf Device

In mixed mode, if all of the leaf devices are QFX5100, QFX3500, and QFX3600 switches, the full QFX
Series CoS feature set is available, including data center bridging (DCB) features such as enhanced
transmission selection (ETS, IEEE 802.1Qaz), priority-based flow control (PFC, IEEE 802.1Qbb), and Data
Center Bridging Exchange Protocol (DCBX, an extension of LLDP, IEEE 802.1AB).

However, the EX4300 leaf device does not support DCB standards (ETS, PFC, DCBX). The lack of
support for DCB standards means that the EX4300 leaf device does not support lossless transport. So a
VCEF that includes an EX4300 as a leaf device does not support lossless storage traffic such as Fibre
Channel over Ethernet (FCoE).

In addition, a VCF with an EX4300 leaf device either does not support or has limited support for some
other CoS features that the QFX Series switches support, including some buffer configuration features,
some packet rewrite features, and Ethernet PAUSE (IEEE 802.3X).

Table 25 on page 64 summarizes the CoS support on a VCF in mixed mode with one or more EX4300
leaf devices.

Table 25: Support of QFX CoS Features on a VCF in Mixed Mode with an EX4300 Leaf Device

QFX Series CoS Feature = Support in Mixed Mode with an EX4300 Leaf Device

Forwarding Classes The EX4300 leaf device uses the QFX Series default forwarding classes, the default
QFX Series forwarding class to queue mapping, and the QFX Series maximum number
of supported forwarding classes (12).

Lossless Forwarding Not supported.

Classes
For example, the QFX Series default lossless forwarding classes fcoe and no-loss are

not treated as lossless forwarding classes. Traffic mapped to lossless forwarding
classes (default lossless forwarding classes or user-defined lossless forwarding classes)
is treated as best-effort traffic.



Table 25: Support of QFX CoS Features on a VCF in Mixed Mode with an EX4300 Leaf Device

(Continued)

QFX Series CoS Feature

Shared buffer
configuration

Classifier on a Layer 2
interface

Classifier on a Layer 3
interface

Multi-destination
classifier

Congestion notification
profile

Ethernet PAUSE (IEEE
802.3X)

Support in Mixed Mode with an EX4300 Leaf Device

Ingress shared buffer configuration is not supported. Egress shared buffer
configuration does not support partitioning into three buffer pools.

If there is a shared buffer configuration, only the total egress shared buffer
configuration is used. Ingress shared buffer configuration and egress buffer
partitioning configuration is ignored.

One classifier per protocol is supported on a port. On a physical port, for a particular
protocol, the same Layer 2 classifier is used on all of the logical interfaces.

Supported.

Supported.

The EX4300 leaf device uses the same default classifier as the QFX5100 spine device.
As on QFX Series switches, a multi-destination classifier is global and is applied to all
VCF interfaces. Multi-destination classifiers are valid only for multicast forwarding
classes. You can configure two multi-destination classifiers, one for IEEE 802.1p traffic
and one for DSCP traffic (the DSCP multi-destination classifier applies to both IPv4
and IPvé traffic).

Not supported.

If a congestion notification profile is configured on the QFX5100 spine device, it is
ignored because the EX4300 leaf device does not support lossless transport, so end-
to-end lossless behavior is not possible

Not supported.

If Ethernet PAUSE is configured, it is ignored.



Table 25: Support of QFX CoS Features on a VCF in Mixed Mode with an EX4300 Leaf Device

(Continued)

QFX Series CoS Feature

Hierarchical scheduling
(ETS)

Hierarchical scheduling
(ETS) on a spine device
VCP port

Drop profile (WRED)

Rewrite rules on a
Layer 2 interface

Rewrite rules on a
Layer 3 interface

Support in Mixed Mode with an EX4300 Leaf Device

Translated into port-based scheduling.

The EX4300 device does not support ETS scheduling. A VCF translates ETS scheduling
configured on a QFX5100 spine device into port scheduling on an EX4300 leaf device.
The hierarchical structure of mapping forwarding classes into forwarding class sets (fc-
sets) is ignored.

"Scheduling on an EX4300 VCF Leaf Device" on page 67 provides details on how a
VCF translates QFX Series ETS scheduling into port scheduling on an EX4300 leaf
device.

On QFX5100 VCP ports, the hierarchical mapping of forwarding classes to forwarding
class sets is supported. However, scheduling on an EX4300 leaf device is translated
into port scheduling.

QFX Series drop profiles are supported. The EX4300 device as a standalone switch
supports four packet loss priorities. However, as part of a mixed mode VCF, the
EX4300 leaf device supports only the three packet loss priorities that the QFX Series
switches support:

e low

e medium-high

e high

Supporting only three packet loss priorities means that the behavior of the EX4300

switch as a leaf device is different from the behavior as a standalone switch.

Supported, but with a limit of one rewrite rule per physical interface. All traffic uses
the same rewrite rule.

Supported, but with a limit of one rewrite rule per physical interface. The same rewrite
rule is used on all traffic on the interface.



Table 25: Support of QFX CoS Features on a VCF in Mixed Mode with an EX4300 Leaf Device
(Continued)

QFX Series CoS Feature = Support in Mixed Mode with an EX4300 Leaf Device

Rewrite value for FCoE = Not supported.

traffic
If a rewrite value for FCoE traffic, is configured, it is ignored. (A mixed mode VCF does

not support lossless traffic.)

In addition to the CoS limitations shown in Table 25 on page 64, using wild cards in a LAG configuration
is not supported in mixed mode with one or more EX4300 leaf devices.

Scheduling on an EX4300 VCF Leaf Device

Because the EX4300 leaf device does not support ETS, the VCF translates the ETS scheduling
configuration into the port scheduling configuration that the EX4300 device supports. The QFX5100
spine device uses two-tier ETS scheduling, as described in detail in "Understanding CoS Hierarchical
Port Scheduling (ETS)" on page 442.

Briefly, ETS allocates port bandwidth into forwarding class sets (priority groups) and forwarding classes
(priorities) in a hierarchical manner. Each forwarding class set consists of individual forwarding classes,
with each forwarding class mapped to an output queue.

Port bandwidth (minimum guaranteed bandwidth and maximum bandwidth) is allocated to each
forwarding class set. Forwarding class set bandwidth is in turn allocated to the forwarding classes in the
forwarding class set. If a forwarding class does not use its bandwidth allocation, other forwarding classes
within the same forwarding class set can share the unused bandwidth. If the forwarding classes in a
forwarding class set do not use the bandwidth allocated to that forwarding class set, other forwarding
class sets on the port can share the unused bandwidth. (This is how ETS increases port bandwidth
utilization, by sharing unused bandwidth among forwarding classes and forwarding class sets.)

However, the EX4300 leaf device supports port scheduling, not ETS. Port scheduling is a “flat”
scheduling method that allocates bandwidth directly to forwarding classes in a non-hierarchical manner.

The VCF translates the two tiers of the ETS scheduling configuration (forwarding class sets and
forwarding classes) into a single port scheduling configuration as follows:

e The bandwidth allocated to a forwarding class set is divided equally among the forwarding classes in
the forwarding class set. (Traffic control profiles schedule bandwidth allocation to forwarding class
sets.) The minimum guaranteed bandwidth (guaranteed-rate) and maximum bandwidth limit (shaping-
rate) of the forwarding class set determine the guaranteed minimum bandwidth and the maximum
bandwidth the forwarding classes receive, unless those values are different in the forwarding class
scheduler configuration.



o [f there is an explicit forwarding class bandwidth scheduler configuration, it overrides the forwarding
class set configuration. Bandwidth scheduling values that are not explicitly configured in a forwarding
class scheduler use the values from the forwarding class set (the traffic control profile configuration).
Forwarding class schedulers control the minimum guaranteed bandwidth (transmit-rate), the maximum
bandwidth (shaping-rate), and the priority (priority) for each forwarding class (output queue). Because
the priority value is not configured at the forwarding class set level, the priority configured in the
forwarding class scheduler is always used.

The following two scenarios illustrate how a VCF translates an ETS configuration into a port scheduling
configuration:

Scenario 1

A forwarding class set named fc-set-1 has a configured guaranteed minimum bandwidth (guaranteed-rate)
of 4G, and a configured maximum bandwidth (shaping-rate) of 5G.

Forwarding class set fc-set-1 consists of two forwarding classes, named fc-1 and fc-2:

e Forwarding class fc-1 has a guaranteed minimum bandwidth (transmit-rate) of 2.5G. There is no
configured maximum bandwidth (shaping-rate).

e Forwarding class fc-2 has a guaranteed minimum bandwidth (transmit-rate) of 1.5G. There is no
configured maximum bandwidth (shaping-rate).

On the EX4300 leaf device, the ETS configuration above is translated approximately to the following
port scheduling configuration:

e Guaranteed minimum bandwidth—Because guaranteed minimum bandwidth has been explicitly
configured in the forwarding class scheduler, forwarding class fc-1 receives a transmit rate of 2.5G
and forwarding class fc-2 receives a transmit rate of 1.5G.

@ NOTE: If there had been no forwarding class scheduler transmit-rate configuration, then
the forwarding class set minimum guaranteed bandwidth of 4G would have been split
evenly between the forwarding classes, with each forwarding class receiving a minimum
guaranteed bandwidth rate of 2G.

e Maximum bandwidth—Because there is no explicit maximum bandwidth (shaping-rate configuration
for the forwarding classes, the forwarding classes that belong to the forwarding class set receive an
equal share of the maximum bandwidth configured at the forwarding class set level in the traffic
control profile. Because the forwarding class set maximum bandwidth is 5G, forwarding classes fc-1
and fc-2 each receive a maximum bandwidth of 2.5G.

In this scenario, the minimum guaranteed bandwidth and the maximum bandwidth configured at the
forwarding class set hierarchy level are achieved on the forwarding classes that belong to the forwarding
class set. (This does not always happen, as Scenario 2 shows.) However, unused bandwidth is not shared



the same way. For example, if forwarding class fc-1 experienced a burst of traffic at 3.5G, it would be
limited to a maximum of 2.5G and traffic would be dropped. Using ETS, if forwarding class fc-2 was not
using its allocated maximum bandwidth, then fc-1 could use (share) that unused bandwidth. But flat port
scheduling does not share the unused bandwidth.

Scenario 2

A forwarding class set named fc-set-2 has a configured guaranteed minimum bandwidth (guaranteed-rate)
of 6G, and a configured maximum bandwidth (shaping-rate) of 9G.

Forwarding class set fc-set-2 consists of three forwarding classes, named fc-3, fc-4, and fc-5:

e Forwarding class fc-3 has a guaranteed minimum bandwidth (transmit-rate) of 1G. There is no
configured maximum bandwidth (shaping-rate).

e Forwarding class fc-4 has a maximum bandwidth (shaping-rate) of 2G. There is no configured
guaranteed minimum bandwidth (transmit-rate).

e Forwarding class fc-5 has a guaranteed minimum bandwidth (transmit-rate) of 3G. There is no
configured maximum bandwidth (shaping-rate).

On the EX4300 leaf device, the ETS configuration above is translated approximately to the following
port scheduling configuration:

e Guaranteed minimum bandwidth—Two forwarding classes (fc-3 and fc-5) have an explicitly configured
transmit rate, and one forwarding class (fc-4) does not. Forwarding classes fc-3 and fc-5 receive the
minimum guaranteed bandwidth configured in their schedulers, so forwarding class fc-3 receives 1G
guaranteed minimum bandwidth and forwarding class fc-5 receives 3G guaranteed minimum
bandwidth.

Forwarding class fc-4 does not have an explicitly configured transmit rate, so the port derives the
minimum guaranteed bandwidth from the forwarding class set guaranteed rate. Forwarding class set
fc-set-2 has a minimum guaranteed bandwidth (guaranteed-rate) of 6G, and there are three forwarding
classes in the forwarding class set. Forwarding class fc-4 receives an equal share (one third) of the
forwarding class set minimum guaranteed bandwidth. So forwarding class fc-4 is allocated a
guaranteed minimum bandwidth (transmit-rate) of 2G (6G divided by 3 forwarding classes = 2G).

e Maximum bandwidth—Forwarding class fc-4 has an explicitly configured shaping rate, and forwarding
classes fc-3 and fc-5 do not. Forwarding class fc-4 receives the maximum bandwidth configured in its
scheduler, so forwarding class fc-4 receives a maximum bandwidth of 2G.

Forwarding classes fc-3 and fc-5 do not have explicitly configured shaping rates, so the port derives
the maximum bandwidth from the forwarding class set shaping rate. Forwarding class set fc-set-2 has
a maximum bandwidth (shaping-rate) of 9G, and there are three forwarding classes in the forwarding
class set. Forwarding classes fc-3 and fc-5 each receive an equal share (one third) of the forwarding



class set shaping rate. So forwarding classes fc-3 and fc-5 are allocated a maximum bandwidth of 3G
each (9G divided by 3 forwarding classes = 3G).

Forwarding class fc-4 receives less maximum bandwidth than forwarding classes fc-3 and fc-5 because
the explicitly configured shaping rate for forwarding class fc-4 is only 2G, and the explicit forwarding
class configuration overrides the forwarding class set configuration.

@ NOTE: Scenario 2 shows that in some cases, the guaranteed minimum bandwidth
(guaranteed-rate) and the maximum bandwidth (shaping-rate) configured for a forwarding
class set might not be achieved at the forwarding class (queue) level. In Scenario 2,
forwarding class set fc-set-2 has a shaping rate of 9G, but the sum of the implemented
forwarding class shaping rates is only 8G [(3G for fc-3) + (2G for fc-4) + (3G for fc-5)].
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You can configure class of service (CoS) features on OVSDB-managed VXLAN interfaces on QFX5100
and QFX10000 Series switches. An OVSDB-managed VXLAN interface uses an OVSDB controller to
create and manage the VXLAN interfaces and tunnels. OVSDB-managed VXLAN interfaces support:

o Packet classifiers on ingress interfaces. On network-facing interfaces (interfaces that connect to the
network, for example, switch interfaces that connect to a VXLAN gateway), you can configure DSCP
classifiers. Fixed classifiers, 802.1p classifiers, and MPLS EXP classifiers are not supported on VXLAN
interfaces.



@ NOTE: MF Filters on access-facing interfaces are applied as a group config and not as a
normal filter.

e Packet rewrite rules (to change the code point bits of outgoing packets). On network-facing
interfaces, you can configure DSCP rewrite rules. Rewrite rules are not supported on access-facing
interfaces, and are not supported for IEEE 802.1p code points.

@ NOTE: Rewrite rules rewrite the DSCP code point on the VXLAN header only. Rewrite
rules do not rewrite the DSCP code point on the inner packet header.

o Packet schedulers on egress interfaces. You can configure schedulers on network-facing and access-
facing interfaces.

@ NOTE: You cannot configure CoS on manually configured VXLAN interfaces.

CoS configuration on OVSDB-managed VXLAN interfaces uses the same CLI statements and
configuration constructs as CoS configuration on regular Ethernet interfaces. However, feature support
differs on OVSDB-managed VXLAN interfaces and regular Ethernet interfaces. The following sections
describe the differences between CoS support on OVSDB-managed VXLAN interfaces and regular
Ethernet interfaces:

Classifier and Rewrite Rule Interface Support

The switch Ethernet ports can function as:

Layer 2 physical interfaces (family ethernet-switching)

Layer 2 logical interfaces (family ethernet-switching)

Layer 3 physical interfaces (family inet/ineté)

Layer 3 logical interfaces (family inet/inet6)
You can apply CoS classifiers and rewrite rules only to the following interfaces:

e Layer 2 physical interfaces. All underlying logical Layer 2 interfaces on the physical interface use the
classifier and rewrite rule configuration on the physical interface. All OVSDB-managed VXLAN traffic
on the interface uses the same Layer 2 CoS classifiers and rewrite rules.

e Layer 3 physical interfaces if at least one logical Layer 3 interface is configured on the physical
interface. All underlying logical Layer 3 interfaces on the physical interface use the classifier and



rewrite rule configuration on the physical interface. All OVSDB-managed VXLAN traffic on the
interface uses the same Layer 3 CoS classifiers and rewrite rules.

Table 26 on page 72 shows on which interfaces you can configure and apply classifiers and rewrite
rules on network-facing interfaces.

Table 26: OSVDB-Managed VXLAN Interface Support for Classifier and Rewrite Rule Configuration on
Network-Facing Interfaces

CoS Classifiers and Layer 2 Physical Layer 2 Logical Layer 3 Physical Layer 3 Logical
Rewrite Rules Interfaces Interfaces Interfaces (If at Least Interfaces
One Logical Layer 3
Interface Is Defined)

Fixed classifier Not Supported
DSCP classifier Yes No Yes No
DSCP IPvé classifier Yes No Yes No

IEEE 802.1p classifier Not Supported

EXP classifier Not Supported
DSCP rewrite rule Yes No Yes No
DSCP IPvé6 rewrite rule | Yes No Yes No

IEEE 802.1p rewrite Not Supported
rule

EXP rewrite rule Not Supported

@ NOTE: The switch encapsulates packets in VXLAN after packet classification, and before
packet rewrite and scheduling.



Classifiers on OVSDB-Managed VXLAN Interfaces

Classifiers map incoming packets to a CoS service level, based on the code points in the header of the
incoming packet. At the ingress interface, the switch reads the code point value in the packet header,
then assigns the packet to the forwarding class and loss priority mapped to that code point value. The
forwarding class is mapped to an egress queue and to scheduling properties. OVSDB-managed VXLAN
interfaces support packet classification based on DSCP code points on all ingress interfaces, and packet
classification based on DSCP multi-field (MF DSCP) code points or for behavior aggregate (BA)
classification, the DSCP, DSCP IPvé, or IP precedence bits of the IP header convey the behavior
aggregate class information on access-facing interfaces.

If you do not configure classifiers, the switch uses the default CoS settings to classify incoming traffic, as
described in "Understanding Default CoS Scheduling and Classification" on page 326.

Classifier configuration on an OVSDB-managed VXLAN switch interface is similar to classifier
configuration on any other type of ingress interface (see "Understanding CoS Classifiers" on page 93).
However, on OVSDB-managed VXLAN interfaces, there is a difference in the way you can apply
classifiers to Layer 2 interfaces compared to non-VXLAN interfaces. On OVSDB-managed VXLAN
interfaces, you apply classifiers to Layer 2 physical interfaces, and the underlying logical interfaces use
the classifier configuration applied on the physical interface. On non-VXLAN interfaces, you apply Layer
2 classifiers to logical interface unit O (all other logical interfaces on the port use the classifier configured
on unit 0), and not to physical interfaces.

Classifiers on Access-Facing Interfaces

When a packet enters an ingress switch from a server (or other source), you can map it to a forwarding
class and a loss priority based on its DSCP multi-field (MF DSCP) classifiers code points. The forwarding
class is mapped to an egress queue and to scheduling properties. For behavior aggregate (BA)
classification, the DSCP, DSCP IPvé, or IP precedence bits of the IP header convey the behavior
aggregate class information.

Classifiers on Network-Facing Interfaces

When a packet enters an egress switch from the network, you can map it to a forwarding class and a
loss priority based on its DSCP code points by applying a classifier to the Layer 3 physical interface. The
forwarding class is mapped to an egress queue and to scheduling properties.

By default, before a packet exits the network-facing interface on the ingress switch, the switch copies
the DSCP code points from the packet header into the VXLAN header, so the DSCP code points are not
rewritten. However, you can configure a rewrite rule on the egress interface (network-facing interface)
of the ingress switch if you want to change the value of the DSCP code points.



On the egress switch, the network-facing interface reads the DSCP code points from the VXLAN header
and assigns packets to forwarding classes (which are mapped to egress queues) and loss priorities based
on the DSCP code points.

@ NOTE: You cannot classify traffic using an IEEE 802.1p classifier.

Rewrite Rules on OVSDB-Managed VXLAN Interfaces

When packets exit a network, edge switches might need to change the CoS settings of the packets.
Rewrite rules change the value of the code points in the packet header by rewriting the code points to a
different value in the outgoing packet. See "Understanding CoS Rewrite Rules" on page 122 for detailed
information about rewrite rules.

On OVSDB-managed VXLAN interfaces, you can apply DSCP rewrite rules to packets on network-facing
physical interfaces. You cannot apply rewrite rules to access-facing OVSDB-managed VXLAN interfaces,
and you cannot apply rewrite rules to IEEE 802.1p code points on network-facing interfaces.

By default, before a packet exits the network-facing interface on the ingress switch, the switch copies
the DSCP code points from the packet header into the VXLAN header, so the DSCP code points are not
rewritten. The VXLAN header needs to contain the correct DSCP code points because the network-
facing ingress port of the egress switch uses the DSCP code points in the VXLAN header to classify the
incoming packets.

If you want to change the value of the DSCP code points before the switch transmits packets across the
network to the egress switch, you can configure a DSCP rewrite rule and apply it to the egress (network-
facing) interface on the ingress switch.

@ NOTE: Rewrite rules on OVSDB-managed VXLAN interfaces rewrite only the DSCP
code point value in the VXLAN header. Rewrite rules on OVSDB-managed VXLAN
interfaces do not rewrite the inner (IP) packet header DSCP code point value, so the
DSCP code point value in the IP packet header remains unchanged.

Schedulers on OVSDB-Managed VXLAN Interfaces

Packet scheduling (the allocation of port resources such as bandwidth, scheduling priority, and buffers)
on OVSDB-managed VXLAN interfaces uses enhanced transmission selection (ETS) hierarchical port
scheduling, the same as other interfaces on the switch.

ETS hierarchical port scheduling allocates port bandwidth to traffic in two tiers. ETS provides better port
bandwidth utilization and greater flexibility to allocate port resources to forwarding classes (this equates
to allocating port resources to output queues because queues are mapped to forwarding classes) and to
groups of forwarding classes called forwarding class sets (fc-sets).



First, ETS allocates port bandwidth to fc-sets (also known as priority groups). Each fc-set consists of one
or more forwarding classes that carry traffic that requires similar CoS treatment. The bandwidth each fc-
set receives is then allocated to the forwarding classes in that fc-set. Each forwarding class is mapped to
an output queue. The scheduling properties of a forwarding class are assigned to the queue to which the
forwarding class is mapped. Traffic control profiles control the allocation of port bandwidth to fc-sets.
Queue schedulers control the allocation of fc-set bandwidth to forwarding classes. See "Understanding
CoS Output Queue Schedulers" on page 343, "Understanding CoS Traffic Control Profiles" on page 405,
and "Understanding CoS Hierarchical Port Scheduling (ETS)" on page 442 for detailed information about
scheduling.

@ NOTE: It is important to take into account the overhead due to VXLAN header
encapsulation when you calculate the amount of bandwidth to allocate to VXLAN traffic.
When a virtual tunnel endpoint (VTEP) encapsulates a packet in VXLAN, the VXLAN
header adds 50 bytes to the packet.

When you configure the queue scheduler transmit rate, which is the minimum amount of
guaranteed bandwidth allocated to traffic mapped to a particular queue, and the traffic
control profile guaranteed rate, which is the minimum amount of guaranteed bandwidth
allocated to traffic mapped to a particular priority group (fc-set), be sure to configure a
high enough bandwidth allocation to account for the VXLAN header overhead.
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Configuring CoS on OVSDB-Managed VXLAN Interfaces

On QFX5100 and QFX10000 Series switches, you can configure packet classification, packet
scheduling, and packet code point rewrite (rewrite rules) class of service (CoS) features on OVSDB-
managed VXLAN interfaces. An OVSDB-managed VXLAN interface uses an OVSDB controller to create
and manage the VXLAN interfaces and tunnels.

Classifier, scheduler, and rewrite rule configuration on OVSDB-managed VXLAN interfaces uses the
same CLI statements as CoS configuration on regular Ethernet interfaces. However, feature support
differs on OVSDB-managed VXLAN interfaces compared to regular Ethernet interfaces in several ways,
depending on whether a switch interface is access-facing (connected to servers and other devices
accessing the network) or network-facing (connected to the network, for example, switch interfaces that
connect to a VXLAN gateway).

o C(Classifiers—On access-facing ingress interfaces, you can configure either BA or MF DSCP classifiers.
On network-facing ingress interfaces, you can configure only DSCP classifiers.

e Rewrite rules—On network-facing interfaces, you can configure DSCP rewrite rules. Access-facing
interfaces do not support rewrite rules. IEEE 802.1p rewrite rules are not supported.

@ NOTE: Rewrite rules rewrite the DSCP code point on the VXLAN header only. Rewrite
rules do not rewrite the DSCP code point on the inner packet header. If you do not
configure a rewrite rule, by default, the code point value in the packet header is copied
into the VXLAN header.

e Schedulers—Egress interfaces use enhanced transmission selection (ETS) hierarchical port scheduling,
the same as regular Ethernet interfaces, and the same features are supported. You can configure
packet scheduling on access-facing and network-facing egress interfaces.

For more information about CoS feature support on OVSDB-managed VXLAN interfaces, (see
"Understanding CoS on OVSDB-Managed VXLAN Interfaces" on page 70.)

@ NOTE: This topic covers CoS configuration on OVSDB-managed VXLAN interfaces. It
does not cover OVSDB or VXLAN configuration. See Understanding Dynamically
Configured VXLANs in an OVSDB Environment for information about OVSDB-managed
VXLANS.

@ NOTE: If you do not configure CoS on an interface, the interface uses the default CoS
properties. If you configure some CoS properties on an interface, the interface uses the



configured CoS for those properties and default CoS for unconfigured properties. The
only difference in the default settings on OVSDB-managed VXLAN interfaces is that if
you do not configure a rewrite rule, by default, the code point value in the packet header
is copied into the VXLAN header. (There is no default rewrite rule on other interfaces.)
See "Understanding Default CoS Scheduling and Classification" on page 326 for
information about default scheduler and classifier settings.

The following three procedures show how to configure classifiers, rewrite rules, and ETS hierarchical
port scheduling on OVSDB-managed VXLAN interfaces.

You can configure classifiers based on the default classifier or a previously configured classifier, or you

can create completely new classifiers that do not use any default values. This example is for a network
interface.

1. To configure a classifier on an ingress interface using the default classifier or a previously configured
classifier as a template (the switch uses the default values for any values that you do not explicitly
configure), include the import statement and specify default or the classifier name as the classifier to

import, and associate the classifier with a forwarding class, a loss priority, and one or more code
points:

[edit class-of-service classifiers]

user@switch# set (dscp) import (default | classifier-name) forwarding-class forwarding-class-
name loss-priority lIevel code-points code

To create a classifier that is not based on the default classifier or a previously existing classifier,

create a new classifier and associate it with a forwarding class, a loss priority, and one or more code
points:

[edit class-of-service classifiers]

user@switch# set (dscp | c-dscp) forwarding-class forwarding-class-name loss-priority level
low-code-point code

@ NOTE: On network-facing ingress interfaces, only BA DSCP classifiers are supported.
Access-facing ingress interfaces support both BA and MF DSCP classification.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/class-of-service-edit-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/classifiers-edit-class-of-service.html

2. Apply the classifier to one or more OVSDB-managed VXLAN interfaces on the switch:

[edit class-of-service interfaces]

user@switch# set interfaces interface-name classifiers dscp |c-dscp

You can configure rewrite rules based on the default rewrite rule or a previously existing rewrite rule.
The default rewrite rule writes the inner packet header value to the VXLAN outer header, or you can
create completely new classifiers that do not use any default values. You can configure rewrite rules only
on network-facing interfaces, and the only supported rewrite rules are DSCP rewrite rules.

1. To configure a rewrite rule on a network-facing egress interface using the default rewrite rule or a
previously configured rewrite rule as a template (the switch uses the default values for any values
that you do not explicitly configure), include the import statement and specify default or the rewrite
rule name as the rewrite rule to import, and associate the rewrite rule with a forwarding class, a loss
priority, and one or more code points:

[edit class-of-service rewrite-rules]
user@switch# set dscp rewrite-name import (rewrite-name | default) forwarding-class

forwarding-class-name loss-priority lIevel code-points [aliases] [bit-patterns]

To create a rewrite rule that is not based on the default rewrite rule or a previously existing rewrite
rule, create a new rewrite rule and associate it with a forwarding class, a loss priority, and one or
more code points:

[edit class-of-service rewrite-rules]
user@switch# set dscp rewrite-name forwarding-class forwarding-class-name loss-priority level
code-points [aliases] [bit-patterns]

@ NOTE: Rewrite rules are not supported on access-facing interfaces.

2. Apply the rewrite rule to one or more OVSDB-managed VXLAN interfaces on the switch:

[edit class-of-service interfaces]

user@switch# set interface-name unit unit rewrite-rules dscp rewrite-name

ETS hierarchical port scheduling allocates port bandwidth to traffic in two tiers. ETS provides better port
bandwidth utilization and greater flexibility to allocate port resources to forwarding classes (this equates
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to allocating port resources to output queues because queues are mapped to forwarding classes) and to
groups of forwarding classes called forwarding class sets (fc-sets).

First, ETS allocates port bandwidth to fc-sets (also known as priority groups). Each fc-set consists of one
or more forwarding classes that carry traffic that requires similar CoS treatment. The bandwidth each fc-
set receives is then allocated to the forwarding classes in that fc-set. Each forwarding class is mapped to
an output queue. The scheduling properties of a forwarding class are assigned to the queue to which the
forwarding class is mapped. Traffic control profiles control the allocation of port bandwidth to fc-sets.
Queue schedulers control the allocation of fc-set bandwidth to forwarding classes. See "Understanding
CoS Output Queue Schedulers" on page 343, "Understanding CoS Traffic Control Profiles" on page 405,
and "Understanding CoS Hierarchical Port Scheduling (ETS)" on page 442 for detailed information about
scheduling.

Schedulers define the CoS properties of the output queues mapped to forwarding classes. After you
configure a scheduler, you use a scheduler map to map the scheduler to one or more forwarding classes.
Mapping the scheduler to a forwarding class applies the scheduling properties to the traffic in the
forwarding class.

Schedulers define the following characteristics for the forwarding classes (queues) mapped to the
scheduler:

e transmit-rate—Minimum bandwidth, also known as the committed information rate (CIR), set as a
percentage rate or as an absolute value in bits per second. The transmit rate also determines the
amount of excess (extra) priority group bandwidth that the queue can share. Extra priority group
bandwidth is allocated among the queues in the priority group in proportion to the transmit rate of
each queue.

@ NOTE: Include the preamble bytes and interframe gap (IFG) bytes as well as the data
bytes in your bandwidth calculations.

@ NOTE: You cannot configure a transmit rate for strict-high priority queues. Queues
(forwarding classes) with a configured transmit rate cannot be included in an fc-set that
has strict-high priority queues.

e shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR), set as a percentage
rate or as an absolute value in bits per second.

@ NOTE: Include the preamble bytes and interframe gap (IFG) bytes as well as the data
bytes in your bandwidth calculations.

e priority—One of two bandwidth priorities that queues associated with a scheduler can receive:



e low—The scheduler has low priority.

e strict-high—The scheduler has strict-high priority. You can configure only one queue as a strict-
high priority queue. Strict-high priority allocates the scheduled bandwidth to the queue before
any other queue receives bandwidth. Other queues receive the bandwidth that remains after the
strict-high queue has been serviced.

We recommend that you always apply a shaping rate to strict-high priority queues to prevent
them from starving other queues. If you do not apply a shaping rate to limit the amount of
bandwidth a strict-high priority queue can use, then the strict-high priority queue can use all of
the available port bandwidth and starve other queues on the port.

e drop-profile-map—Drop profile mapping to a loss priority and protocol to apply weighted random early
detection (WRED) packet drop characteristics to the scheduler.

@ NOTE: If ingress port congestion occurs because of egress port congestion, apply a
drop profile to the traffic on the congested egress port so that traffic is dropped at the
egress interface instead of at the ingress interface. (Ingress interface congestion can
affect uncongested ports when an ingress port transmits traffic to both congested and
uncongested egress ports.)

e huffer-size—Size of the queue buffer as a percentage of the dedicated buffer space on the port, or as
a proportional share of the dedicated buffer space on the port that remains after the explicitly
configured queues are served.

e explicit-congestion-notification—Enables ECN on a best-effort queue. ECN enables end-to-end
congestion notification between two ECN-enabled endpoints on TCP/IP based networks. ECN must
be enabled on both endpoints and on all of the intermediate devices between the endpoints for ECN
to work properly. ECN is disabled by default.

A traffic control profile defines the CoS properties of an fc-set, and the amount of port resources
allocated to the group of forwarding classes (queues) in the fc-set. After you configure a traffic control
profile, you apply it (with an associated fc-set) to an interface, to configure scheduling on that interface
for traffic that belongs to the forwarding classes in the fc-set .

A traffic control profile defines the following characteristics for the fc-set (priority group) mapped to the
traffic control profile when you apply traffic control profile and fc-set to an interface:

e guaranteed-rate—Minimum bandwidth, also known as the committed information rate (CIR). The
guaranteed rate also determines the amount of excess (extra) port bandwidth that the fc-set can
share. Extra port bandwidth is allocated among the fc-sets on a port in proportion to the guaranteed
rate of each fc-set.



@ NOTE: You cannot configure a guaranteed rate for a, fc-set that includes strict-high
priority queues. If the traffic control profile is for an fc-set that contains strict-high
priority queues, do not configure a guaranteed rate.

e shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR).

e scheduler-map—Bandwidth and scheduling characteristics for queues, defined by mapping forwarding
classes to schedulers. (The queue scheduling characteristics represent amounts or percentages of the
fc-set bandwidth, not the amounts or percentages of total link bandwidth.)

@ NOTE: Because a port can have more than one fc-set, when you assign resources to an
fc-set, keep in mind that the total port bandwidth must serve all of the queues
associated with that port in each fc-set.

The following procedure shows how to configure scheduler properties, map schedulers to forwarding
classes, map forwarding classes to fc-sets, configure traffic control profile properties, and apply traffic
control profiles and fc-sets to interfaces (to apply the ETS ports scheduling configuration to interfaces).

@ NOTE: You do not have to explicitly configure all of the scheduler and traffic control
profile characteristics. Some characteristics are disabled by default, such as ECN, and
should only be enabled under certain conditions. You can have a mix of configured CoS
properties and default CoS properties.

1. Name the queue scheduler and define the minimum guaranteed bandwidth for the queue:

[edit class-of-service]

user@switch# set schedulers scheduler-name transmit-rate (rate | percent

percentage)
2. Define the maximum bandwidth for the queue:

[edit class-of-service schedulers scheduler-namel

user@switch# set shaping-rate (rate | percent percentage)
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3. Define the queue priority:

[edit class-of-service schedulers scheduler-name]

user@switch# set priority level

4. Define the drop profile using a drop profile map:

[edit class-of-service schedulers scheduler-name]
user@switch# set drop-profile-map loss-priority (low | medium-high | high) protocol

protocol drop-profile drop-profile-name

5. Configure the size of the port dedicated buffer space for the queue:

[edit class-of-service schedulers scheduler-namel
user@switch# set buffer-size percent 20

6. Enable ECN, if desired (queue should handle best-effort traffic):

[edit class-of-service schedulers scheduler-namel

user@switch# set explicit-congestion-notification

7. Configure a scheduler map to map the scheduler to a forwarding class, which applies the
scheduler’s properties to the traffic in that forwarding class:

[edit class-of-service]
user@switch# set scheduler-maps scheduler-map-name forwarding-class forwarding-class-name
scheduler scheduler-name

This completes the characteristics you can configure in a scheduler, and scheduler mapping to
forwarding classes. The next steps show how to configure traffic control profiles.



8.

9.

10.

11.

12.

Name the traffic control profile and define the minimum guaranteed bandwidth for the fc-set:

[edit class-of-service ]
user@switch# set traffic-control-profiles traffic-control-profile-name guaranteed-rate

(rate | percent percentage)

Define the maximum bandwidth for the fc-set:

[edit class-of-service traffic-control-profiles traffic-control-profile-
name]
user@switch# set shaping-rate (rate | percent percentage)

Attach a scheduler map to the traffic control profile; the scheduler map associates the schedulers
and forwarding classes (queues) in the scheduler map with the traffic control profile:

[edit class-of-service traffic-control-profiles traffic-control-profile-name]

user@switch# set scheduler-map scheduler-map-name

This completes the characteristics you can configure in a traffic control profile. The next step shows
how to assign forwarding classes to fc-sets.

Assign one or more forwarding classes to the fc-set:

[edit class-of-service]

user@switch# set forwarding-class-sets forwarding-class-set-name class forwarding-class-name

This completes assigning forwarding classes to fc-sets. The next steps show how to apply ETS
hierarchical port scheduling to interfaces.

To apply ETS hierarchical port scheduling to interfaces, associate an fc-set and a traffic control
profile with interfaces. The fc-set determines the forwarding class(es) and queue(s) that use the
specified interface. The traffic control profile determines the amount of port resources allocated to
the fc-set, and the mapping of forwarding classes to schedulers in the traffic control profile
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determines the allocation of fc-set resources to the forwarding classes that are members of the fc-
set.

user@switch# set interfaces interface-name forwarding-class-set fc-set-name output-traffic-
control-profile tcp-name
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Assigning CoS Components to Interfaces

After you define the following CoS components, you assign them to physical or logical interfaces.
Components that you assign to physical interfaces are valid for all of the logical interfaces configured on
the physical interface. Components that you assign to a logical interface are valid only for that logical
interface.

e Classifiers—Assign only to logical interfaces; on some switches, you can apply classifiers to physical
Layer 3 interfaces and the classifiers are applied to all logical interfaces on the physical interface.

e Congestion notification profiles—Assign only to physical interfaces.

@ NOTE: OCX Series switches and NFX250 Network Services platform do not support
congestion notification profiles.

e Forwarding classes—Assign to interfaces by mapping to forwarding class sets.
o Forwarding class sets—Assign only to physical interfaces.

e Output traffic control profiles—Assign only to physical interfaces (with a forwarding class set).



e Port schedulers—Assign only to physical interfaces on switches that support port scheduling.
Associate the scheduler with a forwarding class in a scheduler map and apply the scheduler map to
the physical interface.

e Rewrite rules—Assign only to logical interfaces; on some switches, you can apply classifiers to
physical Layer 3 interfaces and the classifiers are applied to all logical interfaces on the physical
interface.

You can assign a CoS component to a single interface or to multiple interfaces using wildcards. You can
also assign a congestion notification profile or a forwarding class set globally to all interfaces.

To assign CoS components to interfaces:

Assign a CoS component to a physical interface by associating a CoS component (for example, a
forwarding class set named be-priority-group) with an interface:

[edit class-of-service interfaces]
user@switch# set xe-0/0/7 forwarding-class-set be-priority-group

Assign a CoS component to a logical interface by associating a CoS component (for example, a classifier
named be_classifier) with a logical interface:

[edit class-of-service interfaces]
user@switch# set xe-0/0/7 unit 0 classifiers dscp be_classifier

Assign a CoS component to multiple interfaces by associating a CoS component (for example, a rewrite
rule named customup-rw) to all 10-Gigabit Ethernet interfaces on the switch, use wildcard characters for
the interface name and logical interface (unit) number:

[edit class-of-service interfaces]
user@switch# set xe-* unit * rewrite-rules ieee-802.1 customup-rw xe-* unit * rewrite-rules

ieee-802.1 customup-rw

Assign a congestion notification profile or a forwarding class set globally to all interfaces using the set
class-of-service interfaces all statement. For example, to assign a forwarding class set named be-priority-
group to all interfaces:

[edit class-of-service interfaces]
user@switch# set all forwarding-class-set be-priority-group



@ NOTE: If there is an existing CoS configuration of any type on an interface, the global
configuration is not applied to that particular interface. The global configuration is
applied to all interfaces that do not have an existing CoS configuration.

For example, if you configure a rewrite rule, assign it to interfaces xe-0/0/20.6 and
xe-0/0/22.0, and then configure a forwarding class set and apply it to all interfaces, the
forwarding class set is applied to every interface except xe-0/0/20 and xe-0/0/22.

Monitoring Interfaces That Have CoS Components

Understanding Junos CoS Components | 19
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CoS Code-Point Aliases
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Understanding CoS Code-Point Aliases

A code-point alias assigns a name to a pattern of code-point bits. You can use this name instead of the
bit pattern when you configure other CoS components such as classifiers and rewrite rules.

@ NOTE: This topic applies to all EX Series switches except the EX4600. Because the
EX4600 uses a different chipset than other EX Series switches, the code-point aliases on
EX4600 match those on QFX Series switches. For EX4600 code-point aliases, see
"Understanding CoS Code-Point Aliases" on page 87.

Behavior aggregate classifiers use class-of-service (CoS) values such as Differentiated Services Code
Points (DSCPs) or IEEE 802.1 bits to associate incoming packets with a particular forwarding class and
the CoS servicing level associated with that forwarding class. You can assign a meaningful name or alias
to the CoS values and use that alias instead of bits when configuring CoS components. These aliases are
not part of the specifications but are well known through usage. For example, the alias for DSCP
101110 is widely accepted as ef (expedited forwarding).

When you configure forwarding classes and define classifiers, you can refer to the markers by alias
names. You can configure code point alias names for user-defined classifiers. If the value of an alias
changes, it alters the behavior of any classifier that references it.

You can configure code-point aliases for the following type of CoS markers:
e dscp or dscp-ipv6—Handles incoming IP and IPvé packets.

e jeee-802.1—Handles Layer 2 frames.



Table 27 on page 88 shows the default mapping of code-point aliases to IEEE code points.

Table 27: Default IEEE 802.1 Code-Point Aliases

CoS Value Types

be

bel

ef

efl

afl1l

af12

ncl

nc2

Mapping

000

001

010

011

100

101

110

111

Table 28 on page 88 shows the default mapping of code-point aliases to DSCP and DSCP IPvé6 code

points.

Table 28: Default DSCP and DSCP IPvé Code-Point Aliases

CoS Value Types

ef

afll

af12

af13

Mapping

101110

001010

001100

001110



Table 28: Default DSCP and DSCP IPvé Code-Point Aliases (Continued)

CoS Value Types Mapping
af21 010010
af22 010100
af23 010110
af31 011010
af32 011100
af33 011110
af41 100010
af42 100100
af43 100110
be 000000
csl 001000
cs2 010000
cs3 011000
cs4 100000

cs5 101000



Table 28: Default DSCP and DSCP IPvé Code-Point Aliases (Continued)

CoS Value Types Mapping
ncl 110000
nc2 111000
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Defining CoS Code-Point Aliases

You can use code-point aliases to streamline the process of configuring CoS features on your switch. A
code-point alias assigns a name to a pattern of code-point bits. You can use this name instead of the bit
pattern when you configure other CoS components such as classifiers and rewrite rules.

You can configure code-point aliases for the following CoS marker types:
e DSCP or DSCP IPv6—Handles incoming IPv4 or IPv6 packets.

e |EEE 802.1p—Handles Layer 2 frames.

To configure a code-point alias:

1. Specify a CoS marker type (IEEE 802.1 or DSCP).
2. Assign an alias.

3. Specify the code point that corresponds to the alias.

[edit class-of-service code-point-aliases]
user@switch# set (dscp | dscp-ipv6 | ieee-802.1) alias-name code-point-bits



For example, to configure a code-point alias for an IEEE 802.1 CoS marker type that has the alias name
be2 and maps to the code-point bits 001:

[edit class-of-service code-point-aliases]
user@switch# set ieee-802.1 be2 001

Monitoring CoS Code-Point Value Aliases | 91
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Monitoring CoS Code-Point Value Aliases

IN THIS SECTION

Purpose | 91

Action | 91

Meaning | 92
Purpose

Use the monitoring functionality to display information about the CoS code-point value aliases that the
system is currently using to represent DSCP and IEEE 802.1p code point bits.

Action

To monitor CoS value aliases in the CLI, enter the CLI command:
user@switch> show class-of-service code-point-aliases

To monitor a specific type of code-point alias (DSCP, DSCP IPvé, IEEE 802.1, or MPLS EXP) in the CLI,
enter the CLI command:

user@switch> show class-of-service code-point-aliases ieee-802.1



Meaning

Table 29 on page 92 summarizes key output fields for CoS value aliases.

Table 29: Summary of Key CoS Value Alias Output Fields

Field

Code point type

Alias

Bit pattern

Values

Type of the CoS value:
e dscp—Examines Layer 3 packet headers for IP packet classification.

e dscp-ipv6—Examines Layer 3 packet headers for IPvé6 packet
classification.

e ieee-802.1—Examines Layer 2 packet headers for packet
classification.

o exp—Examines MPLS packet headers for packet classification.

NOTE: OCX Series switches do not support MPLS.

Name given to a set of bits—for example, af11 is a name for bits 001010.

Set of bits associated with the alias.

Defining CoS Code-Point Aliases | 90
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Packet classification maps incoming packets to a particular class-of-service (CoS) servicing level.
Classifiers map packets to a forwarding class and a loss priority, and they assign packets to output
gueues based on the forwarding class. There are three general types of classifiers:

e Behavior aggregate (BA) classifiers—DSCP and DSCP IPvé classify IP and IPvé traffic, EXP classifies
MPLS traffic, and IEEE 802.1p classifies all other traffic. (Although this topic covers EXP classifiers,
for more details, see Understanding CoS MPLS EXP Classifiers and Rewrite Rules. EXP classifiers are
applied only on family mpls interfaces.)

o Fixed classifiers—Fixed classifiers classify all ingress traffic on a physical interface into one forwarding

class, regardless of the CoS bits in the packet header.

e Multifield (MF) classifiers—MF classifiers classify traffic based on more than one field in the packet
header and take precedence over BA and fixed classifiers.

Classifiers assign incoming unicast and multidestination (multicast, broadcast, and destination lookup
fail) traffic to forwarding classes, so that different classes of traffic can receive different treatment.
Classification is based on CoS bits, DSCP bits, EXP bits, a forwarding class (fixed classifier), or packet
headers (multifield classifiers). Each classifier assigns all incoming traffic that matches the classifier
configuration to a particular forwarding class. Except on QFX10000 switches, classifiers and forwarding
classes handle either unicast or multidestination traffic. You cannot mix unicast and multidestination
traffic in the same classifier or forwarding class. On QFX10000 switches, a classifier can assign both
unicast and multidestination traffic to the same forwarding class.

Interfaces and Output Queues

You can apply classifiers to Layer 2 /ogical interface unit O (but not to other logical interfaces), and to
Layer 3 physical interfaces if the Layer 3 physical interface has at least one defined logical interface.
Classifiers applied to Layer 3 physical interfaces are used on all logical interfaces on that physical
interface. "Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces" on page 127
describes the interaction between classifiers and interfaces in greater detail.

@ NOTE: On QFX10000 switches you can apply different classifiers to different Layer 3
logical interfaces. You cannot apply classifiers to physical interfaces.

You can configure both a BA classifier and an MF classifier on an interface. If you do this, the BA
classification is performed first, and then the MF classification is performed. If the two classification
results conflict, the MF classification result overrides the BA classification result.

You cannot configure a fixed classifier and a BA classifier on the same interface.

Except on QFX10000 switches, you can configure both a DSCP or DSCP IPvé classifier and an IEEE
802.1p classifier on the same interface. IP traffic uses the DSCP or DSCP IPvé classifier. All other traffic

uses the IEEE classifier (except when you configure a global EXP classifier; in that case, MPLS traffic uses



the EXP classifier providing that the interface is configured as family mpls). You can configure only one
DSCP classifier on a physical interface (either one DSCP classifier or one DSCP IPvé6 classifier, but not
both).

On QFX10000 switches, you can configure either a DSCP or a DSCP IPvé classifier and also an IEEE
802.1p classifier on the same interface. IP traffic uses the DSCP or DSCP IPvé classifier. If you configure
an interface as family mpls, then the interface uses the default MPLS EXP classifier. If you configure an
MPLS EXP classifier, then all MPLS traffic on the switch uses the global EXP classifier. All other traffic
uses the IEEE classifier. You can configure up to 64 EXP classifiers with up to 8 entries per classifier (one
entry for each forwarding class) and apply them to logical interfaces.

Except on QFX10000 switches, although you can configure as many EXP classifiers as you want, the
switch uses only one MPLS EXP classifier as a global classifier on all interfaces.

After you configure an MPLS EXP classifier, you can configure it as the global EXP classifier by including
the EXP classifier at the [edit class-of-service system-defaults classifiers exp] hierarchy level. All switch
interfaces that are configured as family mpls use the EXP classifier, on QFX10000 switches either the
default or the global EXP classifier, specified in this configuration statement to classify MPLS traffic.

Output Queues for Unicast and Multidestination Traffic

@ NOTE: This section applies to switches except QFX10000.

You can create unicast BA classifiers for unicast traffic and multicast BA classifiers for multidestination
traffic, which includes multicast, broadcast, and destination lookup fail (DLF) traffic. You cannot assign
unicast traffic and multidestination traffic to the same BA classifier.

On each interface, the switch has separate output queues for unicast traffic and for multidestination
traffic:

@ NOTE: QFX5200 switches support 10 output queues, with 8 queues dedicated to
unicast traffic and 2 queues dedicated to multidestination traffic.

e The switch supports 12 output queues, with 8 queues dedicated to unicast traffic and 4 queues
dedicated to multidestination traffic.

e Queues 0 through 7 are unicast traffic queues. You can apply only unicast BA classifiers to unicast
gueues. A unicast BA classifier should contain only forwarding classes that are mapped to unicast
gueues.

e Queues 8 through 11 are multidestination traffic queues. You can apply only multidestination BA
classifiers to multidestination queues. A multidestination BA classifier should contain only forwarding
classes that are mapped to multidestination queues.



You can apply unicast classifiers to one or more interfaces. Multidestination classifiers and EXP
classifiers apply to all of the switch interfaces and cannot be applied to individual interfaces. Use the
DSCP multidestination classifier for both IP and IPvé multidestination traffic. The DSCP IPvé6 classifier is
not supported for multidestination traffic.

Classifier Support by Type

@ NOTE: This section applies only to QFX10000 switches.

You can configure enough classifiers to handle most, if not all, network scenarios. Table 30 on page 96
shows how many of each type of classifiers you can configure, and how many entries you can configure
per classifier.

Table 30: Classifier Support by Classifier Type

Classifier Type Default Classifier Name Maximum Number Maximum Number of
of Classifiers Entries per Classifier
IEEE 802.1p (Layer 2) = ieee8021p-default (for ports in trunk 64 16
mode)

ieee8021p-untrust (for ports in access

mode)
DSCP (Layer 3) dscp-default 64 64
DSCP IPvé6 (Layer 3) dscp-ipvé6-default 64 64
EXP (MPLS) exp-default 64 8
Fixed There is no default fixed classifier 8 16

The number of fixed classifiers supported (8) equals the number of supported forwarding classes (fixed
classifiers assign all incoming traffic on an interface to one forwarding class).



Behavior Aggregate Classifiers

Behavior aggregate classifiers map a class-of-service (CoS) value to a forwarding class and loss priority.
The forwarding class determines the output queue. A scheduler uses the loss priority to control packet
discard during periods of congestion by associating different drop profiles with different loss priorities.

The switch supports three types of BA classifiers:

¢ Differentiated Services code point (DSCP) for IP DiffServ (IP and IPv6)
e |EEE 802.1p CoS bits

e MPLS EXP (applies only to interfaces configured as family mpls)

BA classifiers are based on fixed-length fields, which makes them computationally more efficient than
MF classifiers. Therefore, core devices, which handle high traffic volumes, are normally configured to
perform BA classification.

Unicast and multicast traffic cannot share the same classifier. You can map unicast traffic and multicast
traffic to the same classifier CoS value, but the unicast traffic must belong to a unicast classifier and the
multicast traffic must belong to a multidestination classifier.

Default Behavior Aggregate Classification

Juniper Networks Junos OS automatically assigns implicit default classifiers to all logical interfaces
based on the type of interface. Table 31 on page 97 lists different types of interfaces and the
corresponding implicit default BA classifiers.

Table 31: Default BA Classification

Type of Interface Default BA Classification

Layer 2 interface in trunk mode or, except on ieee8021p-default
QFX10000, tagged-access mode

(QFX10000 only) Layer 2 interface in access ieee8021p-untrusted
mode
Layer 3 interface dscp-default

dscp-ipv6-default



Table 31: Default BA Classification (Continued)

Type of Interface Default BA Classification

(Except QFX10000) Layer 2 interface in access | ieee8021p-untrusted

mode

(QFX10000 only) MPLS interface exp-default

@

When you explicitly associate a classifier with a logical interface, you override the default classifier with

NOTE: Default BA classifiers assign traffic only to the best-effort, fcoe, no-loss, network-
control, and, except on QFX10000 switches, mcast forwarding classes.

NOTE: Except on QFX10000 switches, there is no default MPLS EXP classifier. You must
configure an EXP classifier and apply it globally to all interfaces that are configured as
family mpls by including it in the [edit class-of-service system-defaults classifiers exp]
hierarchy. On family mpls interfaces, if a fixed classifier is present on the interface, the
EXP classifier overrides the fixed classifier.

If an EXP classifier is not configured, then if a fixed classifier is applied to the interface,
the MPLS traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is
applied to the interface, MPLS traffic is treated as best-effort traffic. DSCP classifiers are
not applied to MPLS traffic.

Because the EXP classifier is global, you cannot configure some ports to use a fixed IEEE
802.1p classifier for MPLS traffic on some interfaces and the global EXP classifier for
MPLS traffic on other interfaces. When you configure a global EXP classifier, all MPLS
traffic on all interfaces uses the EXP classifier, even interfaces that have a fixed classifier.

the explicit classifier. For other than QFX10000 switches, this applies to unicast classifiers.

@

NOTE: You can apply only one DSCP and one IEEE 802.1p classifier to a Layer 2
interface. If both types of classifiers are present, DSCP classifiers take precedence over
IEEE 802.1p classifiers. If on QFX10000 switches you configure an EXP classifier, or on
other switches a global EXP classifier, and apply it on interfaces configured as family mpls,
then MPLS traffic uses that classifier on those interfaces.



Importing a Classifier

You can use any existing classifier, including the default classifiers, as the basis for defining a new
classifier. You accomplish this using the import statement.

The imported classifier is used as a template and is not modified. The modifications you make become
part of a new classifier (and a new template) identified by the name of the new classifier. Whenever you
commit a configuration that assigns a new forwarding class-name and loss-priority value to a code-point
alias or set of bits, it replaces the old entry in the new classifier template. As a result, you must explicitly
specify every CoS value in every packet classification that requires modification.

Multidestination Classifiers

@ NOTE: This section applies to switches except QFX10000.

Multidestination classifiers are applied to all interfaces and cannot be applied to individual interfaces.
You can configure both a DSCP multidestination classifier and an IEEE multidestination classifer. IP and
IPvé traffic use the DSCP classifier, and all other traffic uses the IEEE classifier.

DSCP IPv6 multidestination classifiers are not supported, so IPvé traffic uses the DSCP multidestination
classifier.

The default multidestination classifier is the IEEE 802.1p multidestination classifier.

PFC Priorities

The eight IEEE 802.1p code points correspond to the eight priorities that priority-based flow control/
(PFC) uses to differentiate traffic classes for lossless transport. When you map a forwarding class (which
maps to an output queue) to an IEEE 802.1p CoS value, the IEEE 802.1p CoS value identifies the PFC
priority.

Although you can map a priority to any output queue (by mapping the IEEE 802.1p code point value to a
forwarding class), we recommend that the priority and the forwarding class (unicast except for
QFX10000 switches) match in a one-to-one correspondence. For example, priority O is assigned to
queue O, priority 1 is assigned to queue 1, and so on, as shown in Table 32 on page 100. A one-to-one
correspondence of queue and priority numbers makes it easier to configure and maintain the mapping of
forwarding classes to priorities and queues.



Table 32: Default IEEE 802.1p Code Point to PFC Priority, Output Queue, and Forwarding Class

Mapping
IEEE 802.1p Code PFC Priority = Output Queue Forwarding Class and Packet Drop
Point Attribute
(Unicast except for
QFX10000)
000 0 0 best-effort (drop)
001 1 1 best-effort (drop)
010 2 2 best-effort (drop)
011 3 3 fcoe (no-loss)
100 4 4 no-loss (no-loss)
101 5 5 best-effort (drop)
110 6 6 network-control (drop)
111 7 7 network-control (drop)

NOTE: By convention, deployments with converged server access typically use IEEE
802.1p priority 3 (011) for FCoE traffic. The default mapping of the fcoe forwarding class
is to queue 3. Apply priority-based flow control (PFC) to the entire FCoE data path to
configure the end-to-end lossless behavior that FCoE requires. We recommend that you
use priority 3 for FCoE traffic unless your network architecture requires that you use a
different priority.

Fixed Classifiers on Ethernet Interfaces

Fixed classifiers map all traffic on a physical interface to a forwarding class and a loss priority, unlike BA
classifiers, which map traffic into multiple different forwarding classes based on the IEEE 802.1p CoS
bits field value in the VLAN header or the DSCP field value in the type-of-service bits in the packet IP
header. Each forwarding class maps to an output queue. However, when you use a fixed classifier,



regardless of the CoS or DSCP bits, all Incoming traffic is classified into the forwarding class specified in
the fixed classifier. A scheduler uses the loss priority to control packet discard during periods of
congestion by associating different drop profiles with different loss priorities.

You cannot configure a fixed classifier and a DSCP or IEEE 802.1p BA classifier on the same interface. If
you configure a fixed classifier on an interface, you cannot configure a DSCP or an IEEE classifier on that
interface. If you configure a DSCP classifier, an IEEE classifier, or both classifiers on an interface, you
cannot configure a fixed classifier on that interface.

@ NOTE: For MPLS traffic on the same interface, you can configure both a fixed classifier
and an EXP classifier on QFX10000, or a global EXP classifier on other switches. When
both an EXP classifier or global EXP classifier and a fixed classifier are applied to an
interface, MPLS traffic on interfaces configured as family mpls uses the EXP classifier, and
all other traffic uses the fixed classifier.

To switch from a fixed classifier to a BA classifier, or to switch from a BA classifier to a fixed classifier,
deactivate the existing classifier attachment on the interface, and then attach the new classifier to the
interface.

@ NOTE: If you configure a fixed classifier that classifies all incoming traffic into the fcoe
forwarding class (or any forwarding class designed to handle FCoE traffic), you must
ensure that all traffic that enters the interface is FCoE traffic and is tagged with the FCoE
IEEE 802.1p code point (priority).

Fixed Classifiers on Native Fibre Channel Interfaces (NP_Ports)

@ NOTE: This section applies to switches except QFX10000.

Applying a fixed classifier to a native Fibre Channel (FC) interface (NP_Port) is a special case. By default,
native FC interfaces classify incoming traffic from the FC SAN into the fcoe forwarding class and map the
traffic to IEEE 802.1p priority 3 (code point 011). When you apply a fixed classifier to an FC interface,
you also configure a priority rewrite value for the interface. The FC interface uses the priority rewrite
value as the IEEE 802.1p tag value for all incoming packets instead of the default value of 3.

For example, if you specify a priority rewrite value of 5 (code point 101) for an FC interface, the
interface tags all incoming traffic from the FC SAN with priority 5 and classifies the traffic into the
forwarding class specified in the fixed classifier.



@ NOTE: The forwarding class specified in the fixed classifier on FC interfaces must be a
lossless forwarding class.

Multifield Classifiers

Multifield classifiers examine multiple fields in a packet such as source and destination addresses and
source and destination port numbers of the packet. With MF classifiers, you set the forwarding class and
loss priority of a packet based on firewall filter rules.

MF classification is normally performed at the network edge because of the general lack of DiffServ
code point (DSCP) support in end-user applications. On a switch at the edge of a network, an MF
classifier provides the filtering functionality that scans through a variety of packet fields to determine
the forwarding class for a packet. Typically, a classifier performs matching operations on the selected
fields against a configured value.

MPLS EXP Classifiers

You can configure up to 64 EXP classifiers for MPLS traffic and apply them to family mpls interfaces. On
QFX10000 switches you can use the default MPLS EXP, but on other switches there is no default MPLS
classifier. You can configure an EXP classifier and apply it globally to all interfaces that are configured as
family mpls by including it in the [edit class-of-service system-defaults classifiers exp] hierarchy level. On
family mpls interfaces, if a fixed classifier is present on the interface, the EXP classifier overrides the fixed
classifier for MPLS traffic only.

Except on QFX10000 switches, if an EXP classifier is not configured, then if a fixed classifier is applied
to the interface, the MPLS traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is
applied to the interface, MPLS traffic is treated as best-effort traffic. DSCP classifiers are not applied to
MPLS traffic.

Because the EXP classifier is global, you cannot configure some ports to use a fixed IEEE 802.1p
classifier for MPLS traffic on some interfaces and the global EXP classifier for MPLS traffic on other
interfaces. When you configure a global EXP classifier, all MPLS traffic on all interfaces uses the EXP
classifier, even interfaces that have a fixed classifier.

For details about EXP classifiers, see Understanding CoS MPLS EXP Classifiers and Rewrite Rules. EXP
classifiers are applied only on family mpls interfaces.

Packet Classification for IRB Interfaces and RVls

On QFX10000 switches, you cannot apply classifiers directly to integrated routing and bridging (/RB)
interfaces. Similarly, on other switches you cannot apply classifiers directly to routed VLAN interfaces



(RVA). This results because the members of IRBs and RVIs are VLANSs, not ports. However, you can
apply classifiers to the VLAN port members of an IRB interface. You can also apply MF classifiers to IRBs
and RViIs.

Understanding CoS MPLS EXP Classifiers and Rewrite Rules
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Defining CoS BA Classifiers (DSCP, DSCP IPvé6, IEEE 802.1p)

Overview

Packet classification associates incoming packets with a particular CoS servicing level. Behavior
aggregate (BA) classifiers examine the Differentiated Services code point (DSCP or DSCP IPvé) value,
the IEEE 802.1p CoS value, or the MPLS EXP value in the packet header to determine the CoS settings
applied to the packet. (See Configuring a Global MPLS EXP Classifier to learn how to define EXP
classifiers for MPLS traffic.) BA classifiers allow you to set the forwarding class and loss priority of a
packet based on the incoming CoS value.

One most devices, unicast traffic uses different classifiers than multidestination (mulitcast, broadcast,
and destination lookup fail) traffic. You use the multi-destination statement at the [edit class-of-service]
hierarhcy level to configure a multidestination BA classifier.

Multidestination classifiers apply to all of the switch interfaces and handle multicast, broadcast, and
destination lookup fail (DLF) traffic. You cannot apply a multidestination classifier to a single interface or
to a range of interfaces.



Platform-specific Information

e (OCX Series switches do not support MPLS EXP classifiers.

e On QFX10000 switches and NFX Series devices, unicast and multidestination traffic use the same
classifiers and forwarding classes.

e QFX5130, QFX5700 & QFX5220 switches do not support DSCP IPvé6 classifiers and rewrite rules.
However, you can apply DSCP classifiers and rewrite rules for IPVé traffic as well.

Configuring BA Classifiers

To configure a DSCP, DSCP IPvé, or IEEE 802.1p BA classifier using the CLI:

1. Create a BA classifier:

e To create a DSCP, DSCP IPvé, or IEEE 802.1p BA classifier based on the default classifier, import
the default DSCP, DSCP IPvé, or IEEE 802.1p classifier and associate it with a forwarding class, a
loss priority, and a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | dscp-ipv6 | ieee-802.1) classifier-name import default forwarding-
class forwarding-class-name loss-priority lIevel code-points [aliases] [bit-patterns]

o To create a BA classifier that is not based on the default classifier, create a DSCP, DSCP IPvé, or
IEEE 802.1p classifier and associate it with a forwarding class, a loss priority, and a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | dscp-ipv6 | ieee-802.1) classifier-name forwarding-class
forwarding-class-name loss-priority Ievel code-points [aliases] [bit-patterns]

2. For multidestination traffic, except on QFX10000 switches or NFX Series devices, configure the
classifier as a multidestination classifier:

[edit class-of-service]
user@switch# set multi-destination classifiers (dscp | dscp-ipvé | ieee-802.1 | inet-
precedence) classifier-name

3. Apply the classifier to a specific Ethernet interface or to all Ethernet interfaces, or to all Fibre
Channel interfaces on the device.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/class-of-service-edit-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/classifiers-edit-class-of-service.html

e To apply the classifier to a specific interface:

[edit class-of-service interfaces]
user@switch# set interface-name unit unit classifiers (dscp | dscp-ipvé | ieee-802.1)
classifier-name

e To apply the classifier to all Ethernet interfaces on the switch, use wildcards for the interface
name and the logical interface (unit) number:

[edit class-of-service interfaces]
user@switch# set xe-* unit * classifiers (dscp | dscp-ipv6 | ieee-802.1) classifier-name

RELATED DOCUMENTATION

Example: Configuring CoS Hierarchical Port Scheduling (ETS) | 449

Example: Configuring Unicast Classifiers | 110

Configuring a Global MPLS EXP Classifier

Configuring Rewrite Rules for MPLS EXP Classifiers

Monitoring CoS Classifiers | 119

Understanding CoS Classifiers | 93

Understanding CoS Classifiers

Understanding CoS MPLS EXP Classifiers and Rewrite Rules

Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces | 127

Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

Example: Configuring Classifiers

IN THIS SECTION

Requirements | 107
Overview | 107
Verification | 108

105


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-edit-class-of-service.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/cos-ocx-series-classifiers-understanding.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/cos-ocx-series-applying-classifiers-rewrite-rules-to-interfaces.html

Packet classification associates incoming packets with a particular CoS servicing level. Classifiers
associate packets with a forwarding class and loss priority and assign packets to output queues based on
the associated forwarding class. You apply classifiers to ingress interfaces.

Configuring Classifiers

Step-by-Step Procedure

To configure an IEEE 802.1 BA classifier named ba-classifier as the default IEEE 802.1 classifier:

1. Associate code point 000 with forwarding class be and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-classifier import default forwarding-class be loss-priority

low code-points 000

2. Associate code point 011 with forwarding class fcoe and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-classifier forwarding-class fcoe loss-priority low code-points

011

3. Associate code point 100 with forwarding class no-loss and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-classifier forwarding-class no-loss loss-priority low code-

points 100

4. Associate code point 110 with forwarding class nc and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-classifier forwarding-class nc loss-priority low code-points

110
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5. Apply the classifier to ingress interface xe-0/0/10:

[edit class-of-service interfaces]
user@switch# set xe-0/0/10 unit 0 classifiers ieee-802.1 ba-classifier

Requirements
This example uses the following hardware and software components:
e One switch.

e Junos OS Release 15.1X53-D10 or later for the QFX Series.

Overview
Junos OS supports three general types of classifiers:

e Behavior aggregate or CoS value traffic classifiers—Examine the CoS value in the packet header. The
value in this single field determines the CoS settings applied to the packet. BA classifiers allow you to
set the forwarding class and loss priority of a packet based on the Differentiated Services code point
(DSCP or DSCP IPvé) value, IEEE 802.1p value, or MPLS EXP value. (EXP classifiers can be applied
only to family mpls interfaces.)

o Fixed classifiers. Fixed classifiers classify all ingress traffic on a physical interface into one forwarding
class, regardless of the CoS bits in the VLAN header or the DSCP bits in the IP packet header.

e Multifield traffic classifiers—Examine multiple fields in the packet, such as source and destination
addresses and source and destination port numbers of the packet. With multifield classifiers, you set
the forwarding class and loss priority of a packet based on firewall filter rules.

This example describes how to configure a BA classifier called ba-classifier as the default IEEE 802.1
mapping of incoming traffic to forwarding classes, and apply it to ingress interface xe-0/0/10. The BA
classifier assigns loss priorities, as shown in Table 33 on page 108, to incoming packets in the four
default forwarding classes. You can adapt the example to DSCP traffic by specifying a DSCP classifier
instead of an IEEE classifier, and by applying DSCP bits instead of CoS bits.

To set multifield classifiers, use firewall filter rules.



Table 33: ba-classifier Loss Priority Assignments

Forwarding CoS Traffic Type ba-classifier Loss Priority to Packet Drop Attribute
Class IEEE 802.1p Code Point
Mapping
be Best-effort traffic Low loss priority code point: drop
000
fcoe Guaranteed delivery for Low loss priority code point: no-loss
Fibre Channel over o
Ethernet (FCoE) traffic
no-loss Guaranteed delivery for Low loss priority code point: no-loss
TCP traffic 100
nc Network-control traffic Low loss priority code point: drop
110
Verification

IN THIS SECTION

Verifying the Classifier Configuration | 108

Verifying the Ingress Interface Configuration | 109

To verify the classifier configuration, perform these tasks:

Verifying the Classifier Configuration

Purpose

Verify that you configured the classifier with the correct forwarding classes, loss priorities, and code
points.



Action

List the classifier configuration using the operational mode command show configuration class-of-service
classifiers ieee-802.1 ba-classifier:

user@switch> show configuration class-of-service classifiers ieee-802.1 ba-classifier
forwarding-class be {
loss-priority low code-points 000;
}
forwarding-class fcoe {
loss-priority low code-points 011;
}
forwarding-class no-loss {
loss-priority low code-points 100;
}
forwarding-class nc

loss-priority low code-points 110;

Verifying the Ingress Interface Configuration

Purpose

Verify that the classifier ba-classifier is attached to ingress interface xe-0/6/10.

Action

List the ingress interface using the operational mode command show configuration class-of-service
interfaces xe-0/0/10:

user@switch> show configuration class-of-service interfaces xe-0/0/10
congestion-notification-profile fcoe-cnp;
unit 0 {

classifiers {

ieee-802.1 ba-classifier;
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Example: Configuring Unicast Classifiers
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Packet classification associates incoming packets with a particular CoS servicing level. Classifiers
associate packets with a forwarding class and loss priority and assign packets to output queues based on
the associated forwarding class. You apply classifiers to ingress interfaces.

Configuring Unicast Classifiers

Step-by-Step Procedure

To configure a unicast IEEE 802.1 BA classifier named ba-ucast-classifier as the default IEEE 802.1 map:

1. Associate code point 000 with forwarding class be and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier import default forwarding-class be loss-

priority low code-points 000
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2. Associate code point 011 with forwarding class fcoe and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class fcoe loss-priority low code-

points 011

3. Associate code point 100 with forwarding class no-loss and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class no-loss loss-priority low

code-points 100

4. Associate code point 110 with forwarding class nc and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class nc loss-priority low code-

points 110

5. Apply the unicast classifier to ingress interface xe-0/0/10:

[edit class-of-service interfaces]
user@switch# set xe-0/0/10 unit 0 classifiers ieee-802.1 ba-ucast-classifier

Requirements
This example uses the following hardware and software components:

e One switch except QFX10000 (this example was tested on a Juniper Networks QFX3500 switch)

e Junos OS Release 11.1 or later for the QFX Series

Overview
Junos OS supports two general types of classifiers:

e Behavior aggregate or CoS value traffic classifiers—Examine the CoS value in the packet header. The
value in this single field determines the CoS settings applied to the packet. BA classifiers allow you to
set the forwarding class and loss priority of a packet based on the Differentiated Services code point
(DSCP) value or IEEE 802.1p value.



e Multifield traffic classifiers—Examine multiple fields in the packet, such as source and destination
addresses and source and destination port numbers of the packet. With multifield classifiers, you set
the forwarding class and loss priority of a packet based on firewall filter rules.

@ NOTE: You must assign unicast traffic and multidestination (multicast, broadcast, and
destination lookup fail) traffic to different classifiers. One classifier cannot include both
unicast and multidestination forwarding classes. A unicast classifier can include only
forwarding classes for unicast traffic.

This example describes how to configure a BA classifier called ba-ucast-classifier as the default IEEE
802.1 map and apply it to ingress interface xe-0/0/10. The BA classifier assigns loss priorities, as shown
in Table 34 on page 112, to incoming packets in the four forwarding classes.

You can use the same procedure to set multifield classifiers (except that you use firewall filter rules).

Table 34: ba-ucast-classifier Loss Priority Assignments

Unicast For CoS Traffic Type ba-ucast-classifier Assignment Packet Drop Attribute

Forwarding

Class

be Best-effort traffic Low loss priority code point: 000 Low loss priority code

point: 000

fcoe Guaranteed delivery for Fibre | Low loss priority code point: 011 no-loss
Channel over Ethernet
(FCoE) traffic

no-loss Guaranteed delivery for TCP Low loss priority code point: 100 Low loss priority code
traffic point: 100

nc Network-control traffic Low loss priority code point: 110 drop

Verification

IN THIS SECTION

Verifying the Unicast Classifier Configuration | 113
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To verify the unicast classifier configuration, perform these tasks:

Verifying the Unicast Classifier Configuration

Purpose

Verify that you configured the unicast classifier with the correct forwarding classes, loss priorities, and
code points.

Action

List the classifier configuration using the operational mode command show configuration class-of-service

classifiers ieee-802.1 ba-ucast-classifier:

user@switch> show configuration class-of-service classifiers ieee-802.1 ba-ucast-classifier
forwarding-class be {
loss-priority low code-points 000;
}
forwarding-class fcoe {
loss-priority low code-points 011;
}
forwarding-class no-loss {
loss-priority low code-points 100;
}
forwarding-class nc

loss-priority low code-points 110;

Verifying the Ingress Interface Configuration

Purpose

Verify that the unicast classifier ba-ucast-classifier is attached to ingress interface xe-0/0/10.
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Action

List the ingress interface using the operational mode command show configuration class-of-service
interfaces xe-0/0/10:

user@switch> show configuration class-of-service interfaces xe-0/0/10
congestion-notification-profile fcoe-cnp;
unit 0 {
classifiers {
ieee-802.1 ba-ucast-classifier;
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Packet classification associates incoming packets with a particular CoS servicing level. Behavior
aggregate (BA) classifiers examine the CoS value in the packet header to determine the CoS settings
applied to the packet. BA classifiers allow you to set the forwarding class and loss priority of a packet
based on the incoming CoS value.

Beginning with Junos OS Release 17.1, EX4300 switches support multidestination classifiers. On
EX4300 switches, you can apply multidestination classifiers globally or to a specific interface. If you
apply multidestination classifiers both globally and to a specific interface, the classifications on the
interface take precedence.

Multidestination classifiers apply to all of the switch interfaces and handle multicast, broadcast, and
destination lookup fail (DLF) traffic. You cannot apply a multidestination classifier to a single interface or
to a range of interfaces, except on an EX4300 switch.

Unicast and multidestination traffic must use different classifiers.
Configuring Multidestination Classifiers

Step-by-Step Procedure

To configure a multicast IEEE 802.1 BA classifier named ba-mcast-classifier:

1. Associate code point 000 with forwarding class mcast and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-mcast-classifier forwarding-class mcast loss-priority low code-
points 000

2. Configure the classifier as a multidestination classifier:

[edit class-of-service]
user@switch# set multi-destination classifiers ieee-802.1 ba-mcast-classifier

Requirements
This example uses the following hardware and software components:

e One switch (this example was tested on a Juniper Networks QFX3500 Switch)

e Junos OS Release 11.1 or later for the QFX Series.
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Overview
Junos OS supports three general types of classifiers:

e Behavior aggregate or CoS value traffic classifiers—Examine the CoS value in the packet header. The
value in this single field determines the CoS settings applied to the packet. BA classifiers allow you to
set the forwarding class and loss priority of a packet based on the CoS value.

o Fixed classifiers. Fixed classifiers classify all ingress traffic on a physical interface into one forwarding
class, regardless of the CoS bits in the VLAN header or the DSCP bits in the packet header.

e Multifield traffic classifiers—Examine multiple fields in the packet such as source and destination
addresses and source and destination port numbers of the packet. With multifield classifiers, you set
the forwarding class and loss priority of a packet based on firewall filter rules.

Multidestination classifiers apply to all of the switch interfaces and handle multicast, broadcast, and
destination lookup fail (DLF) traffic. You cannot apply a multidestination classifier to a single interface or
to a range of interfaces.

@ NOTE: You must assign unicast traffic and multicast traffic to different classifiers. One
classifier cannot include both unicast and multicast forwarding classes. A
multidestination classifier can include only forwarding classes for multicast traffic.

The following example describes how to configure a BA classifier called ba-mcast-classifier, which is
applied to all of the switch interfaces. The BA classifier assigns loss priorities, as shown in Table 35 on
page 116, to incoming packets in the multidestination forwarding class.

You can also use firewall filters to set multifield classifiers.

Table 35: BA-mcast-classifier Loss Priority Assignments

Multicast Traffic Type ba-mcast-classifier Assignment
Forwarding Class

mcast Best-effort multicast traffic Low loss priority code point: 000

Verification
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To verify the multidestination classifier configuration, perform these tasks:

Verifying the IEEE 802.1 Multidestination Classifier

Purpose

Verify that the classifier ba-mcast-classifier is configured as the IEEE 802.1 multidestination classifier:

Action

Verify the results of the classifier configuration using the operational mode command show configuration

class-of-service multi-destination classifiers ieee-802.1:

user@switch> show configuration class-of-service multi-destination classifiers ieee-802.1
ba-mcast-classifier;

Verifying the Multidestination Classifier Configuration

Purpose

Verify that you configured the multidestination classifier with the correct forwarding classes, loss
priorities, and code points.

Action

List the classifier configuration using the operational mode command show configuration class-of-service

classifiers ieee-802.1 ba-mcast-classifier:

user@switch> show configuration class-of-service classifiers ieee-802.1 ba-mcast-classifier
forwarding-class mcast {

loss-priority low code-points 000;

Change History Table



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release @ Description

171 Beginning with Junos OS Release 17.1, EX4300 switches support multidestination classifiers.
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Understanding Host Inbound Traffic Classification

The destination address of traffic that enters the switch can be an external device such as another
switch, a router, or a server, or the destination can be the host (the switch Routing Engine or CPU).
When the destination is an external device, the DSCP and IEEE 802.1p code-point bits of incoming
traffic are preserved as the traffic travels through the switch to the egress port. At the egress port, the
code-point bits are either preserved when the packets are sent to the next hop or they are rewritten
according to the rewrite rule attached to the egress interface.

When the destination of incoming traffic is the host, DSCP bits are preserved. However, IEEE 802.1p
bits are not preserved. The IEEE 802.1p bits of traffic destined for the host are set to zero (0). This does
not affect system behavior because the switch prioritizes traffic destined for the host based on the
protocol type. For example, the switch gives a higher priority to BPDU traffic than to ping traffic.

Configuring a Global MPLS EXP Classifier

EXP packet classification associates incoming packets with a particular MPLS CoS servicing level. EXP
behavior aggregate (BA) classifiers examine the MPLS EXP value in the packet header to determine the
CoS settings applied to the packet. EXP BA classifiers allow you to set the forwarding class and loss
priority of an MPLS packet based on the incoming CoS value.
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You can configure up to 64 EXP classifiers, however, the switch uses only one MPLS EXP classifier as a
global classifier, which is applied only on interfaces configured as family mpls. All family mpls switch
interfaces use the global EXP classifier to classify MPLS traffic.

There is no default EXP classifier. If you want to classify incoming MPLS packets using the EXP bits, you
must configure a global EXP classifier. The global classifier applies to all MPLS traffic on all family mpls
interfaces.

If a global EXP classifier is configured, MPLS traffic on family mpls interfaces uses the EXP classifier. If a
global EXP classifier is not configured, then if a fixed classifier is applied to the interface, the MPLS
traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is applied to the interface, MPLS
traffic is treated as best-effort traffic. DSCP classifiers are not applied to MPLS traffic.

To configure an MPLS EXP classifier using the CLI:

1. Create an EXP classifier and associate it with a forwarding class, a loss priority, and a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | ieee-802.1 | exp) classifier-name forwarding-class forwarding-class-
name loss-priority level code-points [aliases] [bit-patterns]

2. Apply the EXP classifier to the switch interfaces:

[edit class-of-service]

user@switch# set system-defaults classifiers exp classifier-name

Monitoring CoS Classifiers

IN THIS SECTION

Purpose | 120
Action | 120
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Purpose

Display the mapping of incoming CoS values to forwarding class and loss priority for each classifier.

Action

To monitor CoS classifiers in the CLI, enter the CLI command:
user@switch> show class-of-service classifier

To monitor a particular classifier in the CLI, enter the CLI command:
user@switch> show class-of-service classifier name classifier-name

To monitor a particular type of classifier in the CLI, enter the CLI command:

user@switch> show class-of-service classifier type classifier-type

Meaning

Table 36 on page 120 summarizes key output fields for CoS classifiers.

Table 36: Summary of Key CoS Classifier Output Fields

Field Values
Classifier Name of a classifier.
Code point type Type of classifier:

o dscp—All classifiers of the DSCP type.
o ieee-802.1—All classifiers of the IEEE 802.1 type.

o ieee-mcast—All classifiers of the IEEE 802.1 multicast type.

NOTE: QFX10000 switches do not use different classifiers for
unicast and multidestination (multicast, broadcast, destination
lookup fail) traffic, so multicast-specific classifiers are not
supported.

o exp—All classifiers of the MPLS exp type.

NOTE: OCX Series switches do not support MPLS.



Table 36: Summary of Key CoS Classifier Output Fields (Continued))

Field Values
Index Internal index of the classifier.
Code point DSCP or IEEE 802.1 code point value of the incoming packets, in

bits. These values are used for classification.

Forwarding Class Name of the forwarding class that the classifier assigns to an
incoming packet. This class affects the forwarding and scheduling
policies that are applied to the packet as it transits the switch.

Loss Priority Loss priority value that the classifier assigns to the incoming packet
based on its code point value.
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Understanding CoS Rewrite Rules

As packets enter or exit a network, edge switches might be required to alter the class-of-service (CoS)
settings of the packets. Rewrite rules set the value of the code point bits (Layer 3 DSCP bits, Layer 2
CoS bits, or MPLS EXP bits) within the header of the outgoing packet. Each rewrite rule:

1. Reads the current forwarding class and loss priority associated with the packet.

2. Locates the new (rewrite) code point value from a table.

3. Writes that code point value into the packet header, replacing the old code point value.
Rewrite rules must be assigned to an interface for rewrites to take effect.

You can apply (bind) one DSCP or DSCP IPvé rewrite rule and one IEEE 802.1p rewrite rule to each
interface. You can also bind EXP rewrite rules to family mpls logical interfaces to rewrite the CoS bits of
MPLS traffic.

You cannot apply both a DSCP and a DSCP IPvé rewrite rule to the same physical interface. Each
physical interface supports only one DSCP rewrite rule. Both IP and IPvé6 packets use the same DSCP
rewrite rule, regardless if the configured rewrite rule is DSCP or DSCP IPvé. You can apply an EXP
rewrite rule on an interface that has DSCP or IEEE rewrite rules. Only MPLS traffic on family mpls
interfaces uses the EXP rewrite rule.



You can apply both a DSCP rewrite rule and a DSCP IPvé6 rewrite rule to a logical interface. IPv6 packets
are rewritten with DSCP-IPvé rewrite-rules and IPv4 packets are remarked with DSCP rewrite-rules.

@ NOTE: There are no default rewrite rules. If you want to apply a rewrite rule to outgoing
packets, you must explicitly configure the rewrite rule.

You can look at behavior aggregate (BA) classifiers and rewrite rules as two sides of the same coin. A BA
classifier reads the code point bits of incoming packets and classifies the packets into forwarding classes,
then the system applies the CoS configured for the forwarding class to those packets. Rewrite rules
change (rewrite) the code point bits just before the packets leave the system so that the next switch or
router can apply the appropriate level of CoS to the packets. When you apply a rewrite rule to an
interface, the rewrite rule is the last CoS action performed on the packet before it is forwarded.

Rewrite rules alter CoS values in outgoing packets on the outbound interfaces of an edge switch to
accommodate the policies of a targeted peer. This allows the downstream switch in a neighboring
network to classify each packet into the appropriate service group.

@ NOTE: On each physical interface, either all forwarding classes that are being used on
the interface must have rewrite rules configured or no forwarding classes that are being
used on the interface can have rewrite rules configured. On any physical port, do not mix
forwarding classes with rewrite rules and forwarding classes without rewrite rules.

@ NOTE: Rewrite rules are applied before the egress filter is matched to traffic. Because
the code point rewrite occurs before the egress filter is matched to traffic, the egress
filter match is based on the rewrite value, not on the original code point value in the
packet.

For packets that carry both an inner VLAN tag and an outer VLAN tag, the rewrite rule rewrites only the
outer VLAN tag.

MPLS EXP rewrite rules apply only to family mpls logical interfaces. You cannot apply to an EXP rewrite
rule to a physical interface. You can configure up to 64 EXP rewrite rules, but you can only use 16 EXP
rewrite rules at any time on the switch. On a given logical interface, all pushed MPLS labels have the
same EXP rewrite rule applied to them. You can apply different EXP rewrite rules to different logical
interfaces on the same physical interface.

@ NOTE: If the switch is performing penultimate hop popping (PHP), EXP rewrite rules do
not take effect. If both an EXP classifier and an EXP rewrite rule are configured on the
switch, then the EXP value from the last popped label is copied into the inner label. If



either an EXP classifier or an EXP rewrite rule (but not both) is configured on the switch,
then the inner label EXP value is sent unchanged.

You can configure enough rewrite rules to handle most, if not all, network scenarios. Table 37 on page
124 shows how many of each type of rewrite rules you can configure, and how many entries you can
configure per rewrite rule.

Table 37: Configuring Rewrite Rules

Rewrite Rule Type Maximum Number of Rewrite Rules Maximum Number of Entries per Rewrite Rule
IEEE 802.1p 64 128
DSCP 32 128
DSCP IPv6 32 128
MPLS EXP 64 128

You cannot apply rewrite rules directly to integrated routing and bridging (IRB), also known as routed
VLAN interfaces (RVIs), because the members of IRBs/RVIs are VLANSs, not ports. However, you can
apply rewrite rules to the VLAN port members of an IRB/RV/.

Understanding Junos CoS Components | 19
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Defining CoS Rewrite Rules

Overview

Edge switches might need to change the class-of-service (CoS) settings of the packets. You can configure
rewrite rules to alter code point bit values in outgoing packets on the outbound interfaces of a switch so
that the CoS treatment matches the policies of a targeted peer. Policy matching allows the downstream



routing platform or switch in a neighboring network to classify each packet into the appropriate service
group.

To configure a CoS rewrite rule, create the rule by giving it a name and associating it with a forwarding
class, loss priority, and code point. This creates a rewrite table. After the rewrite rule is created, enable it
on an interface (EXP rewrite rules can only be enabled on family mpls logical interfaces, not on physical
interfaces). You can also apply an existing rewrite rule on an interface.

@ NOTE: On each physical interface, either all forwarding classes that are being used on
the interface must have rewrite rules configured, or no forwarding classes that are being
used on the interface can have rewrite rules configured. On any physical port, do not mix
forwarding classes with rewrite rules and forwarding classes without rewrite rules.

@ NOTE: To replace an existing rewrite rule on the interface with a new rewrite rule of the
same type, first explicitly remove the existing rewrite rule and then apply the new rule.

@ NOTE: For packets that carry both an inner VLAN tag and an outer VLAN tag, the
rewrite rule rewrites only the outer VLAN tag.

Platform-specific Information

e (OCX Series switches do not support MPLS, so they do not support EXP rewrite rules.

e QFX5130, QFX5700 & QFX5220 switches do not support DSCP IPvé classifiers and rewrite rules.
However, you can apply DSCP classifiers and rewrite rules for IPVé traffic as well.

Configuring Rewrite Rules

To create rewrite rules and enable them on interfaces:

e To create an 802.1p rewrite rule named customup-rw in the rewrite table for all Layer 2 interfaces:

[edit class-of-service rewrite-rules]

user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority low code-point 000
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority high code-point 001
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority low code-point 010
user@switch# set ieee-802.1 customup-rw forwarding-class fcoe loss-priority low code-point 011
user@switch# set ieee-802.1 customup-rw forwarding-class ef-no-loss loss-priority low code-
point 100
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user@switch# set ieee-802.1 customup-rw forwarding-class ef-no-loss loss-priority high code-
point 101
user@switch# set ieee-802.1 customup-rw forwarding-class nc loss-priority low code-point 110

user@switch# set ieee-802.1 customup-rw forwarding-class nc loss-priority high code-point 111

e To enable an 802.1p rewrite rule named customup-rw on a Layer 2 interface:

[edit]
user@switch# set class-of-service interfaces xe-0/0/7 unit 0 rewrite-rules ieee-802.1
customup-rw

@ NOTE: All forwarding classes assigned to port xe-0/0/7 must have rewrite rules. Do not
mix forwarding classes that have rewrite rules with forwarding classes that do not have
rewrite rules on the same physical interface.

e To enable an 802.1p rewrite rule named customup-rw on all 10-Gigabit Ethernet interfaces on the
switch, use wildcards for the interface name and logical interface (unit) number:

[edit]

user@switch# set class-of-service interfaces xe-* unit * rewrite-rules customup-rw

@ NOTE: In this case, a//forwarding classes assigned to a// 10-Gigabit Ethernet ports must
have rewrite rules. Do not mix forwarding classes that have rewrite rules with
forwarding classes that do not have rewrite rules on the same physical interface.

Monitoring CoS Rewrite Rules | 150

Configuring Rewrite Rules for MPLS EXP Classifiers
Understanding CoS Rewrite Rules | 122

Understanding CoS MPLS EXP Classifiers and Rewrite Rules




Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

IN THIS SECTION
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At ingress interfaces, classifiers group incoming traffic into classes based on the IEEE 802.1p, DSCP, or
MPLS EXP class of service (CoS) code points in the packet header. At egress interfaces, you can use
rewrite rules to change (re-mark) the code point bits before the interface forwards the packets.

You can apply classifiers and rewrite rules to interfaces to control the level of CoS applied to each packet
as it traverses the system and the network. This topic describes:

Supported Classifier and Rewrite Rule Types

Table 38 on page 127 shows the supported types of classifiers and rewrite rules supports:

Table 38: Supported Classifiers and Rewrite Rules

Classifier or Rewrite Rule Type Description

Fixed classifier Classifies all ingress traffic on a physical interface into one fixed
forwarding class, regardless of the CoS bits in the packet header.

DSCP and DSCP IPvé unicast classifiers Classifies IP and IPvé traffic into forwarding classes and assigns
loss priorities to the traffic based on DSCP code point bits.



Table 38: Supported Classifiers and Rewrite Rules (Continued)

Classifier or Rewrite Rule Type

IEEE 802.1p unicast classifier

MPLS EXP classifier

DSCP multidestination classifier (also used
for IPvé multidestination traffic)

NOTE: This applies only to switches that
use different classifiers for unicast and
multidestination traffic. It does not apply
to switches that use the same classifiers
for unicast and multidestination traffic.

IEEE 802.1p multidestination classifier

NOTE: This applies only to switches that
use different classifiers for unicast and
multidestination traffic. It does not apply
to switches that use the same classifiers
for unicast and multidestination traffic.

DSCP and DSCP IPvé rewrite rules

IEEE 802.1p rewrite rule

Description

Classifies Ethernet traffic into forwarding classes and assigns loss
priorities to the traffic based on IEEE 802.1p code point bits.

Classifies MPLS traffic into forwarding classes and assigns loss
priorities to the traffic on interfaces configured as family mpls.

QFX5200, QFX5100, EX4600, QFX3500, and QFX3600 switches,
and QFabric systems, use one global EXP classifier on all family

mpls switch interfaces.

QFX10000 switches do not support global EXP classifiers. You can
apply the same EXP classifier or different EXP classifiers to
different family mpls interfaces.

Classifies IP and IPv6 multicast, broadcast, and destination lookup
fail (DLF) traffic into multidestination forwarding classes.
Multidestination classifiers are applied to all interfaces and cannot
be applied to individual interfaces.

Classifies Ethernet multicast, broadcast, and destination lookup fail
(DLF) traffic into multidestination forwarding classes.
Multidestination classifiers are applied to all interfaces and cannot
be applied to individual interfaces.

Re-marks the DSCP code points of IP and IPvé packets before
forwarding the packets.

Re-marks the IEEE 802.1p code points of Ethernet packets before
forwarding the packets.



Table 38: Supported Classifiers and Rewrite Rules (Continued)

Classifier or Rewrite Rule Type Description

MPLS EXP rewrite rule Re-marks the EXP code points of MPLS packets before forwarding

the packets on interfaces configured as family mpls.

@ NOTE: On switches that support native Fibre Channel (FC) interfaces, you can specify a
rewrite value on native FC interfaces (NP_Ports) to set the IEEE 802.1p code point of
incoming FC traffic when the NP_Port encapsulates the FC packet in Ethernet before
forwarding it to the FCoE network (see Understanding CoS IEEE 802.1p Priority
Remapping on an FCoE-FC Gateway).

DSCP, IEEE 802.1p, and MPLS EXP classifiers are behavior aggregate (BA) classifiers. On QFX5100,
QFX5200, EX4600, QFX3500, and QFX3600 switches, and on QFabric systems, unlike DSCP and IEEE
802.1p classifiers, EXP classifiers are global and apply only to all interfaces that are configured as family
mpls. On QFX10000 switches, you apply EXP classifiers to individual logical interfaces, and different
interfaces can use different EXP classifiers.

Unlike DSCP and IEEE 802.1p BA classifiers, there is no default EXP classifier. Also unlike DSCP and
IEEE 802.1p classifiers, for MPLS traffic on family mpls interfaces only, EXP classifiers overwrite fixed
classifiers. (An interface that has a fixed classifier uses the EXP classifier for MPLS traffic, not the fixed
classifier, and the fixed classifier is used for all other traffic.)

On switches that use different classifiers for unicast and multidestination traffic, multidestination
classifiers are global and apply to all interfaces; you cannot apply a multidestination classifier to
individual interfaces.

Classifying packets into forwarding classes assigns packets to the output queues mapped to those
forwarding classes. The traffic classified into a forwarding class receives the CoS scheduling configured
for the output queue mapped to that forwarding class.

@ NOTE: In addition to BA classifiers and fixed classifiers, which classify traffic based on
the CoS field in the packet header, you can use firewall filters to configure multifield (MF)
classifiers. MF classifiers classify traffic based on more than one field in the packet
header and take precedence over BA and fixed classifiers.



Ethernet Interfaces Supported for Classifier and Rewrite Rule Configuration

To apply a classifier to incoming traffic or a rewrite rule to outgoing traffic, you need to apply the
classifier or rewrite rule to one or more interfaces. When you apply a classifier or rewrite rule to an
interface, the interface uses the classifier to group incoming traffic into forwarding classes and uses the
rewrite rule to re-mark the CoS code point value of each packet before it leaves the system.

Not all interfaces types support all types of CoS configuration. This section describes:

Interface Types That Support Classifier and Rewrite Rule Configuration

You can apply classifiers and rewrite rules to Ethernet interfaces. For Layer 3 LAGs, configure BA or
fixed classifiers on the LAG (ae) interface. The classifier configured on the LAG is valid on all of the LAG
member interfaces.

On switches that support native FC interfaces, you can apply fixed classifiers to native FC interfaces
(NP_Ports). You cannot apply other types of classifiers or rewrite rules to native FC interfaces. You can
rewrite the value of the IEEE 802.1p code point of incoming FC traffic when the interface encapsulates
it in Ethernet before forwarding it to the FCoE network as described in Understanding CoS IEEE 802.1p
Priority Remapping on an FCoE-FC Gateway.

Classifier and Rewrite Rule Physical and Logical Ethernet Interface Support

The Ethernet ports can function as:

Layer 2 physical interfaces (family ethernet-switching)

Layer 2 logical interfaces (family ethernet-switching)

Layer 3 physical interfaces (family inet/ineté6)

Layer 3 logical interfaces (family inet/inet6)

MPLS interfaces (family mpls)
You can apply CoS classifiers and rewrite rules only to the following interfaces:

e Layer 2 logical interface

@ NOTE: On a Layer 2 interface, use unit * to apply the rule to all of the logical units on
that interface.

e On QFX5100, QFX5200, EX4600, QFX3500, and QFX3600 switches, and on QFabric systems, Layer
3 physical interfaces if at least one logical Layer 3 interface is configured on the physical interface



@ NOTE: The CoS you configure on a Layer 3 physical interface is applied to all of the
Layer 3 logical interfaces on that physical interface. This means that each Layer 3
interface uses the same classifiers and rewrite rules for all of the Layer 3 traffic on that
interface.

e On QFX10000 switches, Layer 3 logical interfaces. You can apply different classifiers and rewrite
rules to different Layer 3 logical interfaces.

Ethernet Interface Support for Most QFX Series Switches, and QFabric Systems

You cannot apply classifiers or rewrite rules to Layer 2 physical interfaces or to Layer 3 logical interfaces.
Table 39 on page 131 shows on which interfaces you can configure and apply classifiers and rewrite
rules.

@ NOTE: The CoS feature support listed in this table is identical on single interfaces and
aggregated Ethernet interfaces.

Table 39: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX5100,
QFX5200, EX4600, QFX3500, and QFX3600 Switches, and QFabric Systems)

CoS Classifiers and = Layer 2 Physical Layer 2 Logical Layer 3 Physical Layer 3 Logical

Rewrite Rules Interfaces Interface (unit * Interfaces (If at Least Interfaces
applies rule to all One Logical Layer 3
logical interfaces) Interface Is Defined)

Fixed classifier No Yes Yes No

DSCP classifier No Yes Yes No

DSCP IPvé6 No Yes Yes No

classifier

IEEE 802.1p No Yes Yes No

classifier

EXP classifier Global classifier, applies only to all switch interfaces that are configured as family mpls.

Cannot be configured on individual interfaces.



Table 39: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX5100,
QFX5200, EX4600, QFX3500, and QFX3600 Switches, and QFabric Systems) (Continued)

CoS Classifiers and = Layer 2 Physical Layer 2 Logical Layer 3 Physical Layer 3 Logical

Rewrite Rules Interfaces Interface (unit * Interfaces (If at Least Interfaces
applies rule to all One Logical Layer 3
logical interfaces) Interface Is Defined)

DSCP rewrite rule No Yes Yes No

DSCP IPvé rewrite | No Yes Yes No

rule

IEEE 802.1p No Yes Yes No

rewrite rule

EXP rewrite rule No Yes Yes No

@ NOTE: IEEE 802.1p mutidestination and DSCP multidestination classifiers are applied to
all interfaces and cannot be applied to individual interfaces. No DSCP [IPvé
multidestination classifier is supported. IPvé6 multidestination traffic uses the DSCP
multidestination classifier.

Ethernet Interface Support for QFX10000 Switches

You cannot apply classifiers or rewrite rules to Layer 2 or Layer 3 physical interfaces. You can apply
classifiers and rewrite rules only to Layer 2 logical interface unit O. You can apply different classifiers and
rewrite rules to different Layer 3 logical interfaces. Table 40 on page 133 shows on which interfaces you
can configure and apply classifiers and rewrite rules.

@ NOTE: The CoS feature support listed in this table is identical on single interfaces and
aggregated Ethernet interfaces.



Table 40: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX10000
Switches)

CoS Classifiers and Layer 2 Physical Layer 2 Logical Layer 3 Physical Layer 3 Logical
Rewrite Rules Interfaces Interface (Unit O Interfaces Interfaces
Only)

Fixed classifier No Yes No Yes

DSCP classifier No Yes No Yes

DSCP IPv6 classifier No Yes No Yes

IEEE 802.1p classifier No Yes No Yes

EXP classifier No Yes No Yes

DSCP rewrite rule No Yes No Yes

DSCP IPvé6 rewrite rule No Yes No Yes

IEEE 802.1p rewrite rule No Yes No Yes

EXP rewrite rule No Yes No Yes

Routed VLAN Interfaces (RVIs) and Integrated Routing and Bridging (IRB) Interfaces

You cannot apply classifiers and rewrite rules directly to routed VLAN interfaces (RVIs) or integrated
routing and bridging (IRB) interfaces because the members of RVIs and IRBs are VLANS, not ports.
However, you can apply classifiers and rewrite rules to the VLAN port members of an RV/or an IRB. You
can also apply MF classifiers to RVIs and IRBs.

Default Classifiers

If you do not explicitly configure classifiers on an Ethernet interface, the switch applies default classifiers
so that the traffic receives basic CoS treatment. The factors that determine the default classifier applied



to the interface include the interface type (Layer 2 or Layer 3), the port mode (trunk, tagged-access, or
access), and whether logical interfaces have been configured.

The switch applies default classifiers using the following rules:

o If the physical interface has at least one Layer 3 /ogical interface configured, the logical interfaces use
the default DSCP classifier.

o |If the physical interface has a Layer 2 logical interface in trunk mode or tagged-access mode, it uses
the default IEEE 802.1p trusted classifier.

@ NOTE: Tagged-access mode is available only on QFX3500 and QFX3600 devices when
used as standalone switches or as QFabric system Node devices.

o If the physical interface has a Layer 2 logical interface in access mode, it uses the default IEEE 802.1p
untrusted classifier.

o If the physical interface has no logical interface configured, no default classifier is applied.

e On switches that use different classifiers for unicast and multidestination traffic, the default
multidestination classifier is the IEEE 802.1p multidestination classifier.

e There is no default MPLS EXP classifier. If you want to classify MPLS traffic using EXP bits on these
switches, on QFX10000 switches, configure an EXP classifier and apply it to a logical interface that is
configured as family mpls. On QFX5100, QFX5200, EX4600, QFX3500 and QFX3600 switches, and
on QFabric systems, configure an EXP classifier and configure it as the global system default EXP
classifier.

Default Rewrite Rules

No default rewrite rules are applied to interfaces. If you want to re-mark packets at the egress interface,
you must explicitly configure a rewrite rule.

Classifier Precedence

You can apply multiple classifiers (MF, fixed, IEEE 802.1p, DSCP, or EXP) to an Ethernet interface to
handle different types of traffic. (EXP classifiers are global and apply only to all MPLS traffic on all family
mpls interfaces.) When you apply more than one classifier to an interface, the system uses an order of
precedence to determine which classifier to use on interfaces:



Classifier Precedence on Physical Ethernet Interfaces (QFX5200, QFX5100, EX4600,
QFX3500, and QFX3600 Switches, and QFabric Systems)

QFX10000 switches do not support configuring classifiers on physical interfaces. The precedence of
classifiers on physical interfaces, from the highest-priority classifier to the lowest-priority classifier, is:

MF classifier on a logical interface (no classifier has a higher priority than MF classifiers)

Fixed classifier on the physical interface

DSCP or DSCP IPvé6 classifier on the physical interface

IEEE 802.1p classifier on the physical interface

@

NOTE: If an EXP classifier is configured, MPLS traffic uses the EXP classifier on all family
mpls interfaces, even if an MF or fixed classifier is applied to the interface. If an EXP
classifier is not configured, then if a fixed classifier is applied to the interface, the MPLS
traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is applied to the
interface, MPLS traffic is treated as best-effort traffic. DSCP classifiers are not applied to
MPLS traffic.

You can apply a DSCP classifier, an IEEE 802.1p classifier, and an EXP classifier on a physical interface.
When all three classifiers are on an interface, IP traffic uses the DSCP classifier, MPLS traffic on family

mpls interfaces uses the EXP classifier, and all other traffic uses the IEEE classifier.

@

NOTE: You cannot apply a fixed classifier and a DSCP or IEEE classifier to the same
interface. If a DSCP classifier, an IEEE classifier, or both are on an interface, you cannot
apply a fixed classifier to that interface unless you first delete the DSCP and IEEE
classifiers. If a fixed classifier is on an interface, you cannot apply a DSCP classifier or an
IEEE classifier unless you first delete the fixed classifier.

Classifier Precedence on Logical Ethernet Interfaces (All Switches)

The precedence of classifiers on logical interfaces, from the highest priority classifier to the lowest
priority classifier, is:

MF classifier on a logical interface (no classifier has a higher priority than MF classifiers).
Fixed classifier on the logical interface.
DSCP or DSCP IPvé6 classifier on the physical or logical interface..

IEEE 802.1p classifier on the physical or logical interface.



@ NOTE: If a global EXP classifier is configured, MPLS traffic uses the EXP classifier on all
family mpls interfaces, even if a fixed classifier is applied to the interface. If a global EXP
classifier is not configured, then:

o If a fixed classifier is applied to the interface, the MPLS traffic uses the fixed classifier.
If no EXP classifier and no fixed classifier is applied to the interface, MPLS traffic is
treated as best-effort traffic.

You can apply both a DSCP classifier and an IEEE 802.1p classifier on a logical interface. When both a
DSCP and an IEEE classifier are on an interface, IP traffic uses the DSCP classifier, and all other traffic
uses the IEEE classifier. Only MPLS traffic on interfaces configured as family mpls uses the EXP classifier.

Classifier Behavior and Limitations

Consider the following behaviors and constraints when you apply classifiers to Ethernet interfaces.
Behaviors for applying classifiers to physical interfaces do not pertain to QFX10000 switches.

e You can configure only one DSCP classifier (IP or IPv6) on a physical interface. You cannot configure
both types of DSCP classifier on one physical interface. Both IP and IPvé traffic use whichever DSCP
classifier is configured on the interface.

¢ When you configure a DSCP or a DSCP IPvé classifier on a physical interface and the physical
interface has at least one logical Layer 3 interface, all packets (IP, IPv6, and non-IP) use that classifier.

e An interface with both a DSCP classifier (IP or IPv6) and an IEEE 802.1p classifier uses the DSCP
classifier for IP and IPvé6 packets, and uses the IEEE classifier for all other packets.

e Fixed classifiers and BA classifiers (DSCP and IEEE classifiers) are not permitted simultaneously on an
interface. If you configure a fixed classifier on an interface, you cannot configure a DSCP or an IEEE
classifier on that interface. If you configure a DSCP classifier, an IEEE classifier, or both classifiers on
an interface, you cannot configure a fixed classifier on that interface.

¢ When you configure an IEEE 802.1p classifier on a physical interface and a DSCP classifier is not
explicitly configured on that interface, the interface uses the IEEE classifier for all types of packets.
No default DSCP classifier is applied to the interface. (In this case, if you want a DSCP classifier on
the interface, you must explicitly configure it and apply it to the interface.)

e The system does not apply a default classifier to a physical interface until you create a logical
interface on that physical interface. If you configure a Layer 3 logical interface, the system uses the
default DSCP classifier. If you configure a Layer 2 logical interface, the system uses the default IEEE
802.1p trusted classifier if the port is in trunk mode or tagged-access mode, or the default IEEE
802.1p untrusted classifier if the port is in access mode.



MF classifiers configured on logical interfaces take precedence over BA and fixed classifiers, with the
exception of the global EXP classifier, which is always used for MPLS traffic on family mpls interfaces.
(Use firewall filters to configure MF classifiers.) When BA or fixed classifiers are present on an
interface, you can still configure an MF classifier on that interface.

There is no default EXP classifier for MPLS traffic.

You can configure up to 64 EXP classifiers. On QFX10000 switches, you can apply different EXP
classifiers to different interfaces.

However, on On QFX5200, QFX5100, EX4600, QFX3500, and QFX3600 switches, and on QFabric
systems, the switch uses only one MPLS EXP classifier as a global classifier on all family mpls
interfaces. After you configure an MPLS EXP classifier, you can configure it as the global EXP
classifier by including the EXP classifier in the [edit class-of-service system-defaults classifiers exp]
hierarchy level.

All family mpls switch interfaces use the EXP classifier specified using this configuration statement to
classify MPLS traffic, even on interfaces that have a fixed classifier. No other traffic uses the EXP
classifier.

Rewrite Rule Precedence and Behavior

The following rules apply on Ethernet interfaces for rewrite rules:

If you configure one DSCP (or DSCP IPvé) rewrite rule and one IEEE 802.1p rewrite rule on an
interface, both rewrite rules take effect. Traffic with IP and IPvé headers use the DSCP rewrite rule,
and traffic with a VLAN tag uses the IEEE rewrite rule.

If you do not explicitly configure a rewrite rule, there is no default rewrite rule, so the system does
not apply any rewrite rule to the interface.

You can apply a DSCP rewrite rule or a DSCP IPvé rewrite rule to an interface, but you cannot apply
both a DSCP and a DSCP IPvé rewrite rule to the same interface. Both IP and IPvé packets use the
same DSCP rewrite rule, regardless of whether the configured rewrite rule is DSCP or DSCP IPvé.

MPLS EXP rewrite rules apply only to logical interfaces on family mpls interfaces. You cannot apply to
an EXP rewrite rule to a physical interface. You can configure up to 64 EXP rewrite rules, but you can
only use 16 EXP rewrite rules at any time on the switch.

A logical interface can use both DSCP (or DSCP IPvé) and EXP rewrite rules.
DSCP and DSCP IPvé6 rewrite rules are not applied to MPLS traffic.

If the switch is performing penultimate hop popping (PHP), EXP rewrite rules do not take effect. If
both an EXP classifier and an EXP rewrite rule are configured on the switch, then the EXP value from



the last popped label is copied into the inner label. If either an EXP classifier or an EXP rewrite rule
(but not both) is configured on the switch, then the inner label EXP value is sent unchanged.

@ NOTE: On each physical interface, either all forwarding classes that are being used on
the interface must have rewrite rules configured or no forwarding classes that are being
used on the interface can have rewrite rules configured. On any physical port, do not mix
forwarding classes with rewrite rules and forwarding classes without rewrite rules.

@ NOTE: Rewrite rules are applied before the egress filter is matched to traffic. Because
the code point rewrite occurs before the egress filter is matched to traffic, the egress
filter match is based on the rewrite value, not on the original code point value in the
packet.

Classifier and Rewrite Rule Configuration Interaction with Ethernet Interface
Configuration

On QFX5100, QFX5200, EX4600, QFX3500, and QFX3600 switches used as standalone switches or as
QFabric system Node devices, you can apply classifiers and rewrite rules only on Layer 2 logical
interface unit O and Layer 3 physical interfaces (if the Layer 3 physical interface has at least one defined
logical interface). On QFX10000 switches, you can apply classifiers and rewrite rules only to Layer 2
logical interface unit O and to Layer 3 logical interfaces. This section focuses on BA classifiers, but the
interaction between BA classifiers and interfaces described in this section also applies to fixed classifiers
and rewrite rules.

@ NOTE: On QFX5100, QFX5200, EX4600, QFX3500, and QFX3600 switches used as
standalone switches or as QFabric system Node devices, EXP classifiers, are global and
apply to all switch interfaces. See "Defining CoS BA Classifiers (DSCP, DSCP IPvé, IEEE
802.1p)" on page 103 for how to configure multidestination classifiers and see
Configuring a Global MPLS EXP Classifier for how to configure EXP classifiers.

On switches that use different classifiers for unicast and multidestination traffic,
multidestination classifiers are global and apply to all switch interfaces.

There are two components to applying classifiers or rewrite rules to interfaces:

1. Setting the interface family (inet, inet6, or ethernet-switching; ethernet-switching is the default
interface family) in the [edit interfaces] configuration hierarchy.

2. Applying a classifier or rewrite rule to the interface in the [edit class-of-service] hierarchy.



These are separate operations that can be set and committed at different times. Because the type of
classifier or rewrite rule you can apply to an interface depends on the interface family configuration, the
system performs checks to ensure that the configuration is valid. The method the system uses to notify
you of an invalid configuration depends on the set operation that causes the invalid configuration.

@ NOTE: QFX10000 switches cannot be misconfigured in the following two ways because
you can configure classifiers only on logical interfaces. Only switches that allow classifier
configuration on physical and logical interfaces can experience the following
misconfigurations.

If applying the classifier or rewrite rule to the interface in the [edit class-of-service] hierarchy causes an
invalid configuration, the system rejects the configuration and returns a commit check error.

If setting the interface family in the [edit interfaces] configuration hierarchy causes an invalid
configuration, the system creates a syslog error message. If you receive the error message, you need to
remove the classifier or rewrite rule configuration from the logical interface and apply it to the physical
interface, or remove the classifier or rewrite rule configuration from the physical interface and apply it to
the logical interface. For classifiers, if you do not take action to correct the error, the system programs
the default classifier for the interface family on the interface. (There are no default rewrite rules. If the
commit check fails, no rewrite rule is applied to the interface.)

Two scenarios illustrate these situations:
e Applying a classifier to an Ethernet interface causes a commit check error
e Configuring the Ethernet interface family causes a syslog error

These scenarios differ on different switches because some switches support classifiers on physical Layer
3 interfaces but not on logical Layer 3 interfaces, while other switches support classifiers on logical
Layer 3 interfaces but not on physical Layer 3 interfaces.

Two scenarios illustrate these situations:

@ NOTE: Both of these scenarios also apply to fixed classifiers and rewrite rules.

QFX5100, QFX5200, EX4600, QFX3500, and QFX3600 Switch Scenarios

The following scenarios also apply the QFX5100, QFX5200, EX4600, QFX3500, and QFX3600 switches
when they are used as QFabric system Node devices.

Scenario 1: Applying a Classifier to an Ethernet Interface Causes a Commit Check Error

In Scenario 1, we set the interface family, and then specify an invalid classifier.



. Set and commit the interface as a Layer 3 (family inet) interface:

[edit interfaces]
user@switch# set xe-0/0/20 unit @ family inet
user@switch# commit

This commit operation succeeds.

. Set and commit a DSCP classifier on the logical interface (this example uses a DSCP classifier named
dscp1):

[edit class-of-servicel]
user@switch# set interfaces xe-0/0/20 unit @ classifiers dscp dscp1l
user@switch# commit

This configuration is not valid, because it attempts to apply a classifier to a Layer 3 logical interface.
Because the failure is caused by the class-of-service configuration and not by the interface
configuration, the system rejects the commit operation and issues a commit error, not a syslog
message.

Note that the commit operation succeeds if you apply the classifier to the physical Layer 3 interface
as follows:

[edit class-of-servicel
user@switch# set interfaces xe-0/0/20 classifiers dscp dscpi
user@switch# commit

Because the logical unit is not specified, the classifier is applied to the physical Layer 3 interface in a
valid configuration, and the commit check succeeds.

Scenario 2: Configuring the Ethernet Interface Family Causes a Syslog Error

In Scenario 2, we set the classifier first, and then set an invalid interface type.

1. Set and commit a DSCP classifier on a logical interface that has no existing configuration:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit @ classifiers dscp dscpi

user@switch# commit



This commit succeeds. Because no explicit configuration existed on the interface, it is by default a
Layer 2 (family ethernet-switching) interface. Layer 2 logical interfaces support BA classifiers, so
applying the classifier is a valid configuration.

. Set and commit the interface as a Layer 3 interface (family inet) interface:

[edit interfaces]
user@switch# set xe-0/0/20 unit @ family inet
user@switch# commit

This configuration is not valid because it attempts to change an interface from Layer 2 (family
ethernet-switching) to Layer 3 (family inet) when a classifier has already been applied to a logical
interface. Layer 3 logical interfaces do not support classifiers. Because the failure is caused by the
interface configuration and not by the class-of-service configuration, the system does not issue a
commit error, but instead issues a syslog message.

When the system issues the syslog message, it programs the default classifier for the interface type
on the interface. In this scenario, the interface has been configured as a Layer 3 interface, so the
system applies the default DSCP profile to the physical Layer 3 interface.

In this scenario, to install a configured DSCP classifier, remove the misconfigured classifier from the
Layer 3 logical interface and apply it to the Layer 3 physical interface. For example:

[edit]

user@switch# delete class-of-service interfaces xe-0/0/20 unit 0 classifiers dscp dscpi
user@switch# commit

user@switch# set class-of-service interfaces xe-0/0/20 classifiers dscp dscp1l

user@switch# commit
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Troubleshooting an Unexpected Rewrite Value
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Problem
Description

Traffic from one or more forwarding classes on an egress port is assigned an unexpected rewrite value.

@ NOTE: For packets that carry both an inner VLAN tag and an outer VLAN tag, the
rewrite rules rewrite only the outer VLAN tag.

Cause

If you configure a rewrite rule for a forwarding class on an egress port, but you do not configure a
rewrite rule for every forwarding class on that egress port, then the forwarding classes that do not have
a configured rewrite rule are assigned random rewrite values.

For example:

1. Configure forwarding classes fc1, fc2, and fc3.

2. Configure rewrite rules for forwarding classes fc1 and fc2, but not for forwarding class fc3.
3. Assign forwarding classes fc1, fc2, and fc3 to a port.

When traffic for these forwarding classes flows through the port, traffic for forwarding classes fc1 and
fc2 is rewritten correctly. However, traffic for forwarding class fc3 is assigned a random rewrite value.



Solution

If any forwarding class on an egress port has a configured rewrite rule, then all forwarding classes on
that egress port must have a configured rewrite rule. Configuring a rewrite rule for any forwarding class
that is assigned a random rewrite value solves the problem.

TIP: If you want the forwarding class to use the same code point value assigned to it by
the ingress classifier, specify that value as the rewrite rule value. For example, if a
forwarding class has the IEEE 802.1 ingress classifier code point value 011, configure a
rewrite rule for that forwarding class that uses the IEEE 802.1p code point value 011.

@ NOTE: There are no default rewrite rules. You can bind one rewrite rule for DSCP traffic
and one rewrite rule for IEEE 802.1p traffic to an interface. A rewrite rule can contain
multiple forwarding-class-to-rewrite-value mappings.

1. To assign a rewrite value to a forwarding class, add the new rewrite value to the same rewrite rule as
the other forwarding classes on the port:

[edit class-of-service rewrite-rules]
user@switch# set (dscp | ieee-802.1) rewrite-name forwarding-class class-name loss-priority
priority code-point (alias | bits)

For example, if the other forwarding classes on the port use rewrite values defined in the rewrite rule
custom-rw, the forwarding class be2 is being randomly rewritten, and you want to use IEEE 802.1 code
point 002 for the be2 forwarding class:

[edit class-of-service rewrite-rules]

user@switch# set ieee-802.1 custom-rw forwarding-class be2 loss-priority low code-point 002
2. Enable the rewrite rule on an interface if it is not already enabled on the desired interface:

[edit]
user@switch# set class-of-service interfaces interface-name unit unit rewrite-rules (dscp |
ieee-802.1) rewrite-rule-name



For example, to enable the rewrite rule custom-rw on interface xe-0/0/24.0:

[edit]

user@switch# set class-of-service interfaces xe-0/0/24 unit 0 rewrite-rules ieee-802.1 custom-

rw

interfaces
rewrite-rules
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You can use c/ass of service (CoS) within MPLS networks to prioritize certain types of traffic during
periods of congestion by applying packet classifiers and rewrite rules to the MPLS traffic. MPLS
classifiers are global and apply to all interfaces configured as family mpls interfaces.

When a packet enters a customer-edge interface on the ingress provider edge (PE) switch, the switch
associates the packet with a particular CoS servicing level before placing the packet onto the label-
switched path (LSP). The switches within the LSP utilize the CoS value set at the ingress PE switch to
determine the CoS service level. The CoS value embedded in the classifier is translated and encoded in
the MPLS header by means of the experimental (EXP) bits.

EXP classifiers map incoming MPLS packets to a forwarding class and a loss priority, and assign MPLS

packets to output queues based on the forwarding class mapping. EXP classifiers are behavior aggregate
(BA) classifiers.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-edit-class-of-service.html
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https://www.juniper.net/documentation/en_US/junos/topics/task/verification/cos-rewrite-rules-qfx-series-monitoring.html

EXP rewrite rules change (rewrite) the CoS value of the EXP bits in outgoing packets on the egress
queues of the switch so that the new (rewritten) value matches the policies of a targeted peer. Policy
matching allows the downstream routing platform or switch in a neighboring network to classify each
packet into the appropriate service group.

@ NOTE: On QFX5200, QFX5100, QFX3500, QF3600, and EX4600 switches, and on
QFabric systems, there is no default EXP classifier. If you want to classify incoming MPLS
packets using the EXP bits, you must configure a global EXP classifier. The global EXP
classifier applies to all MPLS traffic on interfaces configured as family mpls.

On QFX10000 switches, there is a no default EXP classifier. If you want to classify
incoming MPLS packets using the EXP bits, you must configure EXP classifiers and apply
them to logical interfaces configured as family mpls. (You cannot apply classifiers to
physical interfaces.). You can configure up to 64 EXP classifiers.

There is no default EXP rewrite rule. If you want to rewrite the EXP bit value at the
egress interface, you must configure EXP rewrite rules and apply them to logical
interfaces.

EXP classifiers and rewrite rules are applied only to interfaces that are configured as
family mpls (for example, set interfaces xe-0/0/35 unit @ family mpls.)

This topic includes:

EXP Classifiers

On QFX5200, QFX5100, EX4600, QFX3500, and QFX3600 switches, and on QFabric systems, unlike
DSCP and IEEE 802.1p BA classifiers, EXP classifiers are global to the switch and apply to all switch
interfaces that are configured as family mpls. On QFX10000 switches, you apply EXP classifiers to
individual logical interfaces, and different interfaces can use different EXP classifiers.

When you configure and apply an EXP classifier, MPLS traffic on all family mpls interfaces uses the EXP
classifier, even on interfaces that also have a fixed classifier. If an interface has both an EXP classifier and
a fixed classifier, the EXP classifier is applied to MPLS traffic and the fixed classifier is applied to all other
traffic.

Also unlike DSCP and IEEE 802.1p BA classifiers, there is no default EXP classifier. If you want to
classify MPLS traffic based on the EXP bits, you must explicitly configure an EXP classifier and apply it
to the switch interfaces. Each EXP classifier has eight entries that correspond to the eight EXP CoS
values (0 through 7, which correspond to CoS bits 000 through 111).

You can configure up to 64 EXP classifiers.

However, on QFX5200, QFX5100, EX4600, and legacy CLI switches, the switch uses only one MPLS
EXP classifier as a global classifier on all interfaces. After you configure an MPLS EXP classifier, you can



configure that classifier as the global EXP classifier by including the EXP classifier in the [edit class-of-
service system-defaults classifiers exp] hierarchy level. All switch interfaces configured as family mpls use
the global EXP classifier to classify MPLS traffic.

On these switches, only one EXP classifier can be configured as the global EXP classifier at any time. If
you want to change the global EXP classifier, delete the global EXP classifier configuration (use the
user@switch# delete class-of-service system-defaults classifiers exp configuration statement), then
configure the new global EXP classifier.

@  NOTE: QFX5130 switch does not support MPLS CoS.

QFX10000 switches do not support global EXP classifiers. You can configure one EXP classifier and
apply it to multiple logical interfaces, or configure multiple EXP classifiers and apply different EXP
classifiers to different logical interfaces.

If an EXP classifier is not configured, then if a fixed classifier is applied to the interface, the MPLS traffic
uses the fixed classifier. (Switches that have a default EXP classifier use the default classifier.) If no EXP
classifier and no fixed classifier are applied to the interface, MPLS traffic is treated as best-effort traffic
using the 802.1 default untrusted classifier. DSCP classifiers are not applied to MPLS traffic.

On QFX5200, QFX5100, EX4600, and legacy CLI switches, because the EXP classifier is global, you
cannot configure some ports to use a fixed IEEE 802.1p classifier for MPLS traffic on some interfaces
and the global EXP classifier for MPLS traffic on other interfaces. When you configure a global EXP
classifier, all MPLS traffic on all interfaces uses the EXP classifier.

@ NOTE: The switch uses only the outermost label of incoming EXP packets for
classification.

@ NOTE: MPLS packets with 802.1Q tags are not supported.

On QFX5220 switch, you can use class of service (CoS) within MPLS networks to prioritize certain types
of traffic during periods of congestion by applying packet classifiers and rewrite rules to the MPLS
traffic. We have also added the MPLS EXP rewrite support.

e Default CoS on the Provider (P) and Provider Edge (PE) routers for MPLS interfaces - The MPLS
traffic uses the default EXP classifier. MPLS traffic is treated as best-effort traffic using the 802.1
default untrusted classifier. The default EXP classifier applies to all MPLS traffic on interfaces
configured as family mpls. DSCP classifiers are not applied to MPLS traffic.

e Default CoS on PE routers for Layer 3 interfaces - By default, all L3VPN logical interfaces are bound
to default Differentiated Services Code Point (DSCP) classifiers.



If you apply an EXP classifier on a penultimate hop popping (PHP) node, then by default, the IP header
time-to-live (TTL) value is overwritten by the MPLS header TLL value, and the IP header DSCP bits are
over written by a zero (0), which signifies uniform mode. On Junos OS Evolved, to use pipe mode, where
IP header TTL and IP header DSCP bits are not overwritten, you should configure the following
command:

set protocols mpls no-propagate-ttl

However, on Junos OS, you can configure MPLS CoS without the set protocols mpls no-propagate-ttl
command.

@ NOTE: The DSCP of IP in MPLS packets can't be remarked either at PE or P routers.

EXP Rewrite Rules

As MPLS packets enter or exit a network, edge switches might be required to alter the class-of-service
(CoS) settings of the packets. EXP rewrite rules set the value of the EXP CoS bits within the header of
the outgoing MPLS packet on family mpls interfaces. Each rewrite rule reads the current forwarding class
and loss priority associated with the packet, locates the chosen CoS value from a table, and writes that
CoS value into the packet header, replacing the old CoS value. EXP rewrite rules apply only to MPLS
traffic.

EXP rewrite rules apply only to logical interfaces. You cannot apply EXP rewrite rules to physical
interfaces.

There are no default EXP rewrite rules. If you want to rewrite the EXP value in MPLS packets, you must
configure EXP rewrite rules and apply them to logical interfaces. If no rewrite rules are applied, all MPLS
labels that are pushed have a value of zero (0). The EXP value remains unchanged on MPLS labels that
are swapped.

You can configure up to 64 EXP rewrite rules, but you can only apply 16 EXP rewrite rules at any time
on the switch. On a given logical interface, all pushed MPLS labels have the same EXP rewrite rule
applied to them. You can apply different EXP rewrite rules to different logical interfaces on the same
physical interface.

You can apply an EXP rewrite rule to an interface that has a DSCP, DSCP IPvé, or IEEE 802.1p rewrite
rule. Only MPLS traffic uses the EXP rewrite rule. MPLS traffic does not use DSCP or DSCP IPv6 rewrite
rules.

If the switch is performing penultimate hop popping (PHP), EXP rewrite rules do not take effect. If both
an EXP classifier and an EXP rewrite rule are configured on the switch, then the EXP value from the last
popped label is copied into the inner label. If either an EXP classifier or an EXP rewrite rule (but not
both) is configured on the switch, then the inner label EXP value is sent unchanged.



@ NOTE: On each physical interface, either all forwarding classes that are being used on
the interface must have rewrite rules configured or no forwarding classes that are being
used on the interface can have rewrite rules configured. On any physical port, do not mix
forwarding classes with rewrite rules and forwarding classes without rewrite rules.

Schedulers

The schedulers for using CoS with MPLS are the same as for the other CoS configurations on the switch.
Default schedulers are provided only for the best-effort, fcoe, no-loss, and network-control default
forwarding classes. If you configure a custom forwarding class for MPLS traffic, you need to configure a
scheduler to support that forwarding class and provide bandwidth to that forwarding class.

Configuring Rewrite Rules for MPLS EXP Classifiers

You configure EXP rewrite rules to alter CoS values in outgoing MPLS packets on the outbound family
mpls interfaces of a switch to match the policies of a targeted peer. Policy matching allows the
downstream routing platform or switch in a neighboring network to classify each packet into the
appropriate service group.

To configure an EXP CoS rewrite rule, create the rule by giving it a name and associating it with a
forwarding class, loss priority, and code point. This creates a rewrite table. After the rewrite rule is
created, enable it on a logical family mpls interface. EXP rewrite rules can only be enabled on logical family
mpls interfaces, not on physical interfaces or on interfaces of other family types. You can also apply an
existing EXP rewrite rule on a logical interface.

@ NOTE: There are no default rewrite rules.

You can configure up to 64 EXP rewrite rules, but you can only use 16 EXP rewrite rules at any time on
the switch. On a given family mpls logical interface, all pushed MPLS labels have the same EXP rewrite
rule applied to them. You can apply different EXP rewrite rules to different logical interfaces on the same
physical interface.

@ NOTE: On each physical interface, either all forwarding classes that are being used on
the interface must have rewrite rules configured, or no forwarding classes that are being
used on the interface can have rewrite rules configured. On any physical port, do not mix
forwarding classes with rewrite rules and forwarding classes without rewrite rules.



@ NOTE: To replace an existing rewrite rule on the interface with a new rewrite rule of the
same type, first explicitly remove the existing rewrite rule and then apply the new rule.

To create an EXP rewrite rule for MPLS traffic and enable it on a logical interface:

1. Create an EXP rewrite rule:

user@switch# set class-of-service rewrite-rules exp rewrite-rule-name forwarding-class

forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

For example, to configure an EXP rewrite rule named exp-rr-1 for a forwarding class named mpls-1 with
a loss priority of low that rewrites the EXP code point value to 001:

user@switch# set class-of-service rewrite-rules exp exp-rr-1 forwarding-class mpls-1 loss-

priority low code-points 001

2. Apply the rewrite rule to a logical interface:

user@switch # set class-of-service interfaces interface-name unit logical-unit rewrite-rules

exp rewrite-rule-name

For example, to apply a rewrite rule named exp-rr-1 to logical interface xe-0/0/10.0:

user@switch# set class-of-service interfaces xe-0/0/10 unit @ rewrite-rules exp exp-rr-1

@ NOTE: In this example, all forwarding classes assigned to port xe-0/0/10 must have
rewrite rules. Do not mix forwarding classes that have rewrite rules with forwarding
classes that do not have rewrite rules on the same interface.



Monitoring CoS Rewrite Rules
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Purpose

Use the monitoring functionality to display information about CoS value rewrite rules, which are based
on the forwarding class and loss priority.

Action

To monitor CoS rewrite rules in the CLI, enter the CLI command:
user@switch> show class-of-service rewrite-rule

To monitor a particular rewrite rule in the CLI, enter the CLI command:
user@switch> show class-of-service rewrite-rule name rewrite-rule-name

To monitor a particular type of rewrite rule (for example, DSCP, DSCP IPvé, IEEE-802.1, or MPLS EXP) in
the CLI, enter the CLI command:

user@switch> show class-of-service rewrite-rule type rewrite-rule-type

Meaning

Table 41 on page 150 summarizes key output fields for CoS rewrite rules.

Table 41: Summary of Key CoS Rewrite Rule Output Fields

Field Values

Rewrite rule Name of the rewrite rule.



Table 41: Summary of Key CoS Rewrite Rule Output Fields (Continued)

Field

Code point type

Index

Forwarding class

Loss priority

Code point

Defining CoS Rewrite Rules | 124

Values

Rewrite rule type:

e dscp—For IPv4 DiffServ traffic.
e dscp-ipv6—For IPvé Diffserv traffic.
e ieee-802.1—For Layer 2 traffic.

e exp—For MPLS traffic.

NOTE: OCX Series switches do not support MPLS.
Internal index for the rewrite rule.
Name of the forwarding class that is used to determine CoS values
for rewriting in combination with loss priority.
Rewrite rules are applied to CoS values in outgoing packets based on

forwarding class and loss priority setting.

Level of loss priority that is used to determine CoS values for
rewriting in combination with forwarding class.

Rewrite code point value.
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Forwarding classes group traffic and assign the traffic to output queues. Each forwarding class is mapped
to an output queue. Classification maps incoming traffic to forwarding classes based on the code point
bits in the packet or frame header. Forwarding class to queue mapping defines the output queue used
for the traffic classified into a forwarding class.



Except on NFX Series devices, a classifier must associate each packet with one of the following four
(QFX10000 switches) or five (other switches) default forwarding classes or with a user-configured
forwarding class to assign an output queue to the packet:

e fcoe—Guaranteed delivery for Fibre Channel over Ethernet (FCoE) traffic.
e no-loss—Guaranteed delivery for TCP lossless traffic.

o best-effort—Provides best-effort delivery without a service profile. Loss priority is typically not
carried in a class-of-service (CoS) value.

e network-control—Supports protocol control and is typically high priority.

e mcast—(Except QFX10000) Delivery of multidestination (multicast, broadcast, and destination
lookup fail) packets.

On NFX Series devices, a classifier must associate each packet with one of the following four default
forwarding classes or with a user-configured forwarding class to assign an output queue to the packet:

e best-effort (be)—Provides no service profile. Loss priority is typically not carried in a CoS value.

o expedited-forwarding (ef)—Provides a low loss, low latency, low jitter, assured bandwidth, end-to-end
service.

e assured-forwarding (af)—Provides a group of values you can define and includes four subclasses: AF1,
AF2, AF3, and AF4, each with two drop probabilities: low and high.

e network-control (nc)—Supports protocol control and thus is typically high priority.

The switch supports up to eight (QFX10000 and NFX Series devices), 10 (QFX5200 switches), or 12
(other switches) forwarding classes, thus enabling flexible, differentiated, packet classification. For
example, you can configure multiple classes of best-effort traffic such as best-effort, best-effort1, and
best-effort2.

On QFX10000 and NFX Series devices, unicast and multidestination (multicast, broadcast, and
destination lookup fail) traffic use the same forwarding classes and output queues.

Except on QFX10000 and NFX Series devices, a switch supports 8 queues for unicast traffic (queues O
through 7) and 2 (QFX5200 switches) or 4 (other switches) output queues for multidestination traffic
(queues 8 through 11). Forwarding classes mapped to unicast queues are associated with unicast traffic,
and forwarding classes mapped to multidestination queues are associated with multidestination traffic.
You cannot map unicast and multidestination traffic to the same queue. You cannot map a strict-high
priority queue to a multidestination forwarding class because queues 8 through 11 do not support
strict-high priority configuration.



Default Forwarding Classes

Table 42 on page 154 shows the four default forwarding classes that apply to all switches but not NFX
Series devices. Except on QFX10000, these forwarding classes apply to unicast traffic. You can rename

the forwarding classes. Assigning a new forwarding class name does not alter the default classification
or scheduling applied to the queue that is mapped to that forwarding class. CoS configurations can be

complex, so unless it is required by your scenario, we recommend that you use the default class names

and queue number associations.

Table 42: Default Forwarding Classes

Forwarding Class Name Default Queue Mapping

best-effort 0
fcoe 3
no-loss 4

Comments

The software does not apply any special CoS handling
to best-effort traffic. This is a backward compatibility
feature. Best-effort traffic is usually the first traffic to
be dropped during periods of network congestion.

By default, this is a lossy forwarding class with a packet
drop attribute of drop.

By default, the fcoe forwarding class is a lossless
forwarding class designed to handle Fibre Channel over
Ethernet (FCoE) traffic. The no-loss packet drop
attribute is applied by default.

NOTE: By convention, deployments with converged
server access typically use IEEE 802.1p priority 3
(011) for FCoE traffic. The default mapping of the
fcoe forwarding class is to queue 3. Apply priority-
based flow control (PFC) to the entire FCoE data
path to configure the end-to-end lossless behavior
that FCoE requires.

We recommend that you use priority 3 for FCoE
traffic unless your network architecture requires that
you use a different priority.

By default, this is a lossless forwarding class with a
packet drop attribute of no-loss.



Table 42: Default Forwarding Classes (Continued))

Forwarding Class Name Default Queue Mapping

network-control 7

@

Comments

The software delivers packets in this service class with a
high priority. (These packets are not delay-sensitive.)

Typically, these packets represent routing protocol hello
or keepalive messages. Because loss of these packets
jeopardizes proper network operation, packet delay is
preferable to packet discard.

By default, this is a lossy forwarding class with a packet
drop attribute of drop.

NOTE: Table 43 on page 155 applies only to multidestination traffic except on

QFX10000 switches and NFX Series devices.

Table 43: Default Forwarding Classes for Multidestination Packets

Forwarding Class Name Default Queue Mapping

mcast 8

@

Comments

The software does not apply any special CoS handling
to the multidestination packets. These packets are
usually dropped under congested network conditions.

By default, this is a lossy forwarding class with a packet
drop attribute of drop.

NOTE: Mirrored traffic is always sent to the queue that corresponds to the

multidestination forwarding class. The switched copy of the mirrored traffic is forwarded
with the priority determined by the behavior aggregate classification process.

Forwarding Class Configuration Rules

Take the following rules into account when you configure forwarding classes:



Queue Assignment Rules

The following rules govern queue assignment:

e CoS configurations that specify more queues than the switch can support are not accepted. The
commit operation fails with a detailed message that states the total number of queues available.

e All default CoS configurations are based on queue number. The name of the forwarding class that
appears in the default configuration is the forwarding class currently mapped to that queue.

e (Except QFX10000 and NFX Series devices) Only unicast forwarding classes can be mapped to
unicast queues (0 through 7), and only multidestination forwarding classes can be mapped to
multidestination queues (8 through 11).

e (Except QFX10000 and NFX Series devices) Strict-high priority queues cannot be mapped to
multidestination forwarding classes. (Strict-high priority traffic cannot be mapped to queues 8
through 11).

e If you map more than one forwarding class to a queue, all of the forwarding classes mapped to the
same queue must have the same packet drop attribute: either all of the forwarding classes must be
lossy or all of the forwarding classes must be lossless.

You can limit the amount of traffic that receives strict-high priority treatment on a strict-high priority
gueue by configuring a transmit rate. The transmit rate sets the amount of traffic on the queue that
receives strict-high priority treatment. The switch treats traffic that exceeds the transmit rate as low
priority traffic that receives the queue excess rate bandwidth. Limiting the amount of traffic that
receives strict-high priority treatment prevents other queues from being starved while also ensuring that
the amount of traffic specified in the transmit rate receives strict-high priority treatment.

@ NOTE: Except on QFX10000 and NFX Series devices, you can use the shaping-rate
statement to throttle the rate of packet transmission by setting a maximum bandwidth.
On QFX10000 and NFX Series devices, you can use the transmit rate to set a limit on
the amount of bandwidth that receives strict-high priority treatment on a strict-high
priority queue.

On QFX10000 and NFX Series devices, if you configure more than one strict-high priority queue on a
port, you must configure a transmit rate on each of the strict-high priority queues. If you configure more
than one strict-high priority queue on a port and you do not configure a transmit rate on the strict-high
priority queues, the switch treats only the first queue you configure as a strict-high priority queue. The
switch treats the other queues as low priority queues. If you configure a transmit rate on some strict-
high priority queues but not on other strict-high priority queues on a port, the switch treats the queues
that have a transmit rate as strict-high priority queues, and treats the queues that do not have a transmit
rate as low priority queues.



Scheduling Rules

When you configure a forwarding class and map traffic to it (that is, you are not using a default classifier
and forwarding class), you must also define a scheduling policy for the forwarding class.

Defining a scheduling policy means:

e Mapping a scheduler to the forwarding class in a scheduler map
¢ Including the forwarding class in a forwarding class set

e Associating the scheduler map with a traffic control profile

e Attaching the traffic control profile to a forwarding class set and applying the traffic control profile to
an interface

On QFX10000 switches and NFX Series devices, you can define a scheduling policy using port
scheduling as follows:

e Mapping a scheduler to the forwarding class in a scheduler map

e Applying the scheduler map to one or more interfaces

Rewrite Rules

On each physical interface, either all forwarding classes that are being used on the interface must have
rewrite rules configured, or no forwarding classes that are being used on the interface can have rewrite
rules configured. On any physical port, do not mix forwarding classes with rewrite rules and forwarding
classes without rewrite rules.

Lossless Transport Support

The switch supports up to six lossless forwarding classes. For lossless transport, you must enable PFC on
the IEEE 802.1p code point of lossless forwarding classes. The following limitations apply to support
lossless transport:

e The external cable length from the switch or QFabric system Node device to other devices cannot
exceed 300 meters.

e The internal cable length from the QFabric system Node device to the QFabric system Interconnect
device cannot exceed 150 meters.

e For FCoE traffic, the interface maximum transmission unit (MTU) must be at least 2180 bytes to
accommodate the packet payload, headers, and checks.

e Changing any portion of a PFC configuration on a port blocks the entire port until the change is
completed. After a PFC change is completed, the port is unblocked and traffic resumes. Changing the



PFC configuration means any change to a congestion notification profile that is configured on a port
(enabling or disabling PFC on a code point, changing the MRU or cable-length value, or specifying an
output flow control queue). Blocking the port stops ingress and egress traffic, and causes packet loss
on all queues on the port until the port is unblocked.

@ NOTE: QFX10002-60C does not support PFC and lossless queues; that is, default
lossless queues (fcoe and no-loss) will be lossy queues.

@ NOTE: Junos OS Release 12.2 introduces changes to the way lossless forwarding classes
(the fcoe and no-loss forwarding classes) are handled.
In Junos OS Release 12.1, both explicitly configuring the fcoe and no-loss forwarding
classes, and using the default configuration for these forwarding classes, resulted in the
same lossless behavior for traffic mapped to those forwarding classes.

However, in Junos OS Release 12.2, if you explicitly configure the fcoe or the no-loss
forwarding class, that forwarding class is no longer treated as a lossless forwarding class.
Traffic mapped to these forwarding classes is treated as lossy (best-effort) traffic. This is
true even if the explicit configuration is exactly the same as the default configuration.

If your CoS configuration from Junos OS Release 12.1 or earlier includes the explicit
configuration of the fcoe or the no-loss forwarding class, then when you upgrade to Junos
OS Release 12.2, those forwarding classes are not lossless. To preserve the lossless
treatment of these forwarding classes, delete the explicit fcoe and no-loss forwarding
class configuration before you upgrade to Junos OS Release 12.2.

See Overview of CoS Changes Introduced in Junos OS Release 12.2 for detailed
information about this change and how to delete an existing lossless configuration.

In Junos OS Release 12.3, the default behavior of the fcoe and no-loss forwarding classes
is the same as in Junos OS Release 12.2. However, in Junos OS Release 12.3, you can
configure up to six lossless forwarding classes. All explicitly configured lossless
forwarding classes must include the new no-loss packet drop attribute or the forwarding
class is lossy.

Overview of CoS Changes Introduced in Junos OS Release 12.2
Understanding Junos CoS Components | 19

Understanding CoS Packet Flow | 24

Understanding CoS Flow Control (Ethernet PAUSE and PFC) | 216
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Defining CoS Forwarding Classes

Forwarding classes allow you to group packets for transmission. The switch supports a total of eight
(QFX10000 and NFX Series devices), 10 (QFX5200 switches), or 12 (other switches) forwarding classes.
To forward traffic, you map (assign) the forwarding classes to output queues. Starting in Junos OS
Release 22.1R1, QFX10000 Series devices support 16 forwarding classes.

The QFX10000 switches and NFX Series devices have eight output queues, queues 0 through 7. These
gueues support both unicast and multidestination traffic.

Except on QFX10000 and NFX Series devices, the switch has 10 output queues (QFX5200) or 12
output queues (other switches). Queues 0 through 7 are for unicast traffic and queues 8 through 11 are
for multicast traffic. Forwarding classes mapped to unicast queues must carry unicast traffic, and
forwarding classes mapped to multidestination queues must carry multidestination traffic. There are
four default unicast forwarding classes and one default multidestination forwarding class.

The default forwarding classes, except on NFX Series devices, are:

@ NOTE: Except on QFX10000, these are the default unicast forwarding classes.

e hest-effort—Best-effort traffic

e fcoe—Guaranteed delivery for Fibre Channel over Ethernet traffic (do not use on OCX Series
switches)

e no-loss—Guaranteed delivery for TCP no-loss traffic (do not use on OCX Series switches)

e network-control—Network control traffic

@ NOTE: QFX10002-60C does not support PFC and lossless queues; that is, default
lossless queues (fcoe and no-loss) will be lossy queues.

The default multidestination forwarding class, except on QFX10000 switches and NFX Series devices,
is:

e mcast—Multidestination traffic

The NFX Series devices have the following default forwarding classes:



e best-effort (be)—Provides no service profile. Loss priority is typically not carried in a CoS value.

o expedited-forwarding (ef)—Provides a low loss, low latency, low jitter, assured bandwidth, end-to-end

service.

e assured-forwarding (af)—Provides a group of values you can define and includes four subclasses: AF1,
AF2, AF3, and AF4, each with two drop probabilities: low and high.

e network-control (nc)—Supports protocol control and thus is typically high priority.

You can map forwarding classes to queues using the class statement. You can map more than one
forwarding class to a single queue. Except on QFX10000 or NFX Series devices, all forwarding classes
mapped to a particular queue must be of the same type, either unicast or multicast. You cannot mix
unicast and multicast forwarding classes on the same queue.

All of the forwarding classes mapped to the same queue must have the same packet drop attribute:
either all of the forwarding classes must be lossy or all of the forwarding classes must be lossless. This is
important because the default fcoe and no-loss forwarding classes have the no-loss drop attribute, which
is not supported on OCX Series switches. On OCX Series switches, do not map traffic to the default
fcoe and no-loss forwarding classes.

[edit class-of-service forwarding-classes]

user@switch# set class class-name queue-num queue-number <no-loss>

One example is to create a forwarding class named be2 and map it to queue 1:

[edit class-of-service forwarding-classes]

user@switch# set class be2 queue-num 1

Another example is to create a lossless forwarding class named fcoe2 and map it to queue 5:

[edit class-of-service forwarding-classes]
user@switch# set class fcoe2 queue-num 5 no-loss

@ NOTE: On switches that do not run ELS software, if you are using Junos OS Release 12.2
or later, use the default forwarding-class-to-queue mapping for the lossless fcoe and no-
loss forwarding classes. If you explicitly configure the lossless forwarding classes, the
traffic mapped to those forwarding classes is treated as lossy (best-effort) traffic and does
notreceive lossless treatment unless you include the optional no-loss packet drop
attribute introduced in Junos OS Release 12.3 in the forwarding class configuration..


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/class-of-service-edit-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/forwarding-classes-edit-class-of-service.html

@ NOTE: On switches that do not run ELS software, Junos OS Release 11.3R1 and earlier
supported an alternate method of mapping forwarding classes to queues that allowed
you to map only one forwarding class to a queue using the statement:

[edit class-of-service forwarding-classes]

user@switch# set queue queue-number class-name

The queue statement has been deprecated and is no longer valid in Junos OS Release
11.3R2 and later. If you have a configuration that uses the queue statement to map
forwarding classes to queues, edit the configuration to replace the queue statement with
the class statement.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

22.1R1 Starting in Junos OS Release 22.1R1, QFX10000 Series devices support 16 forwarding classes.
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Understanding CoS Port Schedulers | 372

Forwarding Policy Options Overview

Class-of-service (CoS)-based forwarding (CBF) enables you to control next-hop selection based on a
packet's class of service and, in particular, the value of the IP packet’s precedence bits.

For example, you might want to specify a particular interface or next hop to carry high-priority traffic
while all best-effort traffic takes some other path. When a routing protocol discovers equal-cost paths,
Junos picks a path at random or load-balance across the paths through either hash selection or round
robin. CBF allows path selection based on class.


https://apps.juniper.net/feature-explorer/

To configure CBF properties, include the following statements at the [edit class-of-service] hierarchy
level:

[edit class-of-service]
forwarding-policy {
next-hop-map map-name {
forwarding-class class-name {
next-hop [ next-hop-name 1;
1sp-next-hop [ Isp-regular-expression 1;
non-1sp-next-hop;
discard;
}
forwarding-class-default {
discard;
1sp-next-hop [ Isp-regular-expression 1;
next-hop [next-hop-namel;

non-1sp-next-hop;

3
class class-name {
classification-override {

forwarding-class class-name;

@ NOTE: Beginning with Junos OS Release 17.1R1, QFX10000 Series switches support
CoS-based forwarding. [set class-of-service forwarding-policy class]is not supported on
QFX10000 Series switches.

Beginning with Junos OS Release 17.2, MX routers with MPCs or MS-DPCs, VMX,
PTX3000 routers, PTX5000 routers, and VPTX support configuring CoS-based
forwarding (CBF) for up to 16 forwarding classes. All other platforms support CBF for up
to 8 forwarding classes. To support up to 16 forwarding classes for CBF on MX routers,
enable enhanced-ip at the [edit chassis network-services] hierarchy level. Enabling enhanced-ip
is not necessary on PTX routers to support 16 forwarding classes for CBF.

Change History Table



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.2R1 Beginning with Junos OS Release 17.2, MX routers with MPCs or MS-DPCs, VMX, PTX3000 routers,
PTX5000 routers, and VPTX support configuring CoS-based forwarding (CBF) for up to 16 forwarding
classes.

17.1R1 Beginning with Junos OS Release 17.1R1, QFX10000 Series switches support CoS-based forwarding.

[set class-of-service forwarding-policy class]is not supported on QFX10000 Series switches.

Configuring CoS-Based Forwarding
Example: Configuring CoS-Based Forwarding

Configuring CoS-Based Forwarding

You can apply CoS-based forwarding (CBF) only to a defined set of routes. Therefore, you must
configure a policy statement as in the following example:

[edit policy-options]
policy-statement my-cos-forwarding {
from {
route-filter destination-prefix match-type;

3
then {

cos-next-hop-map map-name;
}

This configuration specifies that routes matching the route filter are subject to the CoS next-hop
mapping specified by map-name. For more information about configuring policy statements, see the
Routing Policies, Firewall Filters, and Traffic Policers User Guide.


https://apps.juniper.net/feature-explorer/
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html

@ NOTE: On M Series routers (except the M120 and M320 routers), forwarding-class-
based matching and CBF do not work as expected if the forwarding class has been set
with a multifield filter on an input interface.

Beginning with Junos OS Release 17.2, MX routers with MPCs or MS-DPCs, VMX,
PTX3000 routers, and PTX5000 routers support configuring CoS-based forwarding
(CBF) for up to 16 forwarding classes. All other platforms support CBF for up to 8
forwarding classes. To support up to 16 forwarding classes for CBF on MX routers,
enable enhanced-ip at the [edit chassis network-services] hierarchy level.

You can configure CBF on a device with the supported number or fewer forwarding
classes plus a default forwarding class only. Under this condition, the forwarding class to
queue mapping can be either one-to-one or one-to-many. However, you cannot
configure CBF when the number of forwarding classes configured exceeds the supported
number. Similarly, with CBF configured, you cannot configure more than the supported
number of forwarding classes plus a default forwarding class.

To specify a CoS next-hop map, include the forwarding-policy statement at the [edit class-of-service]
hierarchy level:

[edit class-of-service]
forwarding-policy {
next-hop-map map-name {
forwarding-class class-name {
discard;
1sp-next-hop [ Isp-regular-expression 1;
next-hop [ next-hop-name 1;
non-1sp-next-hop;
}
forwarding-class-default {
discard;
1sp-next-hop [ Isp-regular-expression 1;
next-hop [next-hop-namel;

non-1sp-next-hop;

When you configure CBF with OSPF as the interior gateway protocol (IGP), you must specify the next
hop as an interface name or next-hop alias, not as an IPv4 or IPvé address. This is true because OSPF
adds routes with the interface as the next hop for point-to-point interfaces; the next hop does not
contain the IP address. For an example configuration, see Example: Configuring CoS-Based Forwarding.



For Layer 3 VPNs, when you use class-based forwarding for the routes received from the far-end
provider edge (PE) router within a VRF instance, the software can match the routes based on the
attributes that come with the received route only. In other words, the matching can be based on the
route within RIB-in. In this case, the route-filter statement you include at the [edit policy-options policy-
statement my-cos-forwarding from] hierarchy level has no effect because the policy checks the bgp.13vpn.0
table, not the vr7.inet.0 table.

Junos OS applies the CoS next-hop map to the set of next hops previously defined; the next hops
themselves can be located across any outgoing interfaces on the routing device. For example, the
following configuration associates a set of forwarding classes and next-hop identifiers:

[edit class-of-service forwarding-policy]
next-hop-map map1 {
forwarding-class expedited-forwarding {
next-hop next-hopt;
next-hop next-hop2;
}
forwarding-class best-effort {
next-hop next-hop3;
1sp-next-hop lsp-next-hop4;
}
forwarding-class-default {
1sp-next-hop lsp-next-hop5;

In this example, next-hop Nis either an IP address or an egress interface for some next hop, and 1sp-next-
hop Nis a regular expression corresponding to any next hop with that label. Q1 through QN are a set of
forwarding classes that map to the specific next hop. That is, when a packet is switched with Q1 through
QN, it is forwarded out the interface associated with the associated next hop.

This configuration has the following implications:

e Assingle forwarding class can map to multiple standard next hops or LSP next hops. This implies that
load sharing is done across standard next hops or LSP next hops servicing the same class value. To
make this work properly, Junos OS creates a list of the equal-cost next hops and forwards packets
according to standard load-sharing rules for that forwarding class.

e If a forwarding class configuration includes LSP next hops and standard next hops, the LSP next hops
are preferred over the standard next hops. In the preceding example, if both next-hop3 and 1sp-next-
hop4 are valid next hops for a route to which map1 is applied, the forwarding table includes entry 1sp-
next-hop4 only.



o If next-hop-map does not specify all possible forwarding classes, the default forwarding class is selected
as the default. default-forwarding class defines the next hop for traffic that does not meet any
forwarding class in the next hop map. If the default forwarding class is not specified in the next-hop
map, a default is designated randomly. The default forwarding class is the class associated with
queue 0.

e For LSP next hops, Junos OS uses UNIX regex(3)-style regular expressions. For example, if the
following labels exist: 1sp, 1sp1, 1sp2, 1sp3, the statement 1sp-next-hop 1sp matches 1sp, 1sp1, 1sp2, and 1sp3.
If you do not want this behavior, you must use the anchor characters 1sp-next-hop " *1sp$", which

match 1sp only.

¢ The route filter does not work because the policy checks against the bgp.13vpn.0 table instead of the
vrf.inet.0 table.

The final step is to apply the route filter to routes exported to the forwarding engine. This is shown in
the following example:

routing-options {
forwarding-table {
export my-cos-forwarding;

This configuration instructs the routing process to insert routes to the forwarding engine matching my-
cos-forwarding with the associated next-hop CBF rules.

The following algorithm is used when you apply a configuration to a route:
o If the route is a single next-hop route, all traffic goes to that route; that is, no CBF takes effect.

e For each next hop, associate the proper forwarding class. If a next hop appears in the route but not in
the cos-next-hop map, it does not appear in the forwarding table entry.

e The default forwarding class is used if not all forwarding classes are specified in the next-hop map. If
the default is not specified, the default is assigned to the lowest class defined in the next-hop map.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.2R1 Beginning with Junos OS Release 17.2, MX routers with MPCs or MS-DPCs, VMX, PTX3000 routers,
and PTX5000 routers support configuring CoS-based forwarding (CBF) for up to 16 forwarding classes.


https://apps.juniper.net/feature-explorer/

Load Balancing VPLS Non-Unicast Traffic Across Member Links of an Aggregate Interface

Forwarding Policy Options Overview

Example: Configuring CoS-Based Forwarding

Router A has two routes to destination 10.255.71.208 on Router D. One route goes through Router B, and
the other goes through Router C, as shown in Figure 5 on page 168.

Configure Router A with CoS-based forwarding (CBF) to select Router B for queue 0 and queue 2, and
Router C for queue 1 and queue 3.
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Figure 5: Sample CoS-Based Forwarding

dny— . oAb
A P
1040.11 260 Hajﬁcl-\’rff mEEmﬁSﬁ

L
o ]
=1
=
g017020



When you configure CBF with OSPF as the IGP, you must specify the next hop as an interface name, not
as an IPv4 or IPvé6 address. The next hops in this example are specified as ge-2/6/0.6 and so-0/3/0.0.

[edit class-of-service]
forwarding-policy {
next-hop-map my_cbf {
forwarding-class be {
next-hop ge-2/0/0.0;
}
forwarding-class ef {
next-hop s0-0/3/0.0;
}
forwarding-class af {
next-hop ge-2/0/0.0;
}
forwarding-class nc {
next-hop s0-0/3/0.0;

}
classifiers {
inet-precedence inet {
forwarding-class be {
loss-priority low code-points [ 000 100 I;
}
forwarding-class ef {
loss-priority low code-points [ 001 101 1;
}
forwarding-class af {
loss-priority low code-points [ 010 110 I;
}
forwarding-class nc {

loss-priority low code-points [ 011 111 J;

}

forwarding-classes {
queue 0 be;
queue 1 ef;
queue 2 af;

queue 3 nc;



interfaces {
at-4/2/0 {
unit @ {
classifiers {

inet-precedence inet;

[edit policy-options]
policy-statement cbf {
from {
route-filter 10.255.71.208/32 exact;
}

then cos-next-hop-map my_cbf’;

[edit routing-options]

graceful-restart;

forwarding-table {
export cbf;

[edit interfaces]

traceoptions {
file trace-intf size 5m world-readable;
flag all;

}
s0-0/3/0 {
unit @ {
family inet {
address 10.40.13.1/30;
}
family iso;
family mpls;
}
}
ge-2/0/0 {
unit 0 {

family inet {
address 10.40.12.1/30;



family iso;
family mpls;

}
}
at-4/2/0 {
atm-options {
vpi 1 {
maximum-vcs 1200;
}
}
unit @ {
vci 1.100;
family inet {
address 10.40.11.2/30;
}
family iso;
family mpls;
}
}

‘ Forwarding Policy Options Overview

Example: Configuring Forwarding Classes

IN THIS SECTION

Requirements | 172

Overview | 172

Example 1: Configuring Forwarding Classes for Switches Except QFX10000 | 174
Example 2: Configuring Forwarding Classes for QFX10000 Switches | 176

Forwarding classes group packets for transmission. Forwarding classes map to output queues, so the
packets assigned to a forwarding class use the output queue mapped to that forwarding class. Except on



QFX10000, unicast traffic and multidestination (multicast, broadcast, and destination lookup fail) traffic
use separate forwarding classes and output queues.

Requirements

This example uses the following hardware and software components for two configuration examples:
Configuring forwarding classes for switches except QFX10000

e One switch except QFX10000 (this example was tested on a Juniper Networks QFX3500 Switch)

e Junos OS Release 11.1 or later for the QFX Series or Junos OS Release 14.1X53-D20 or later for the
OCX Series

Configuring forwarding classes for QFX10000 switches

e One QFX10000 switch

e Junos OS Release 15.1X53-D10 or later for the QFX Series

Overview

The QFX10000 switch supports eight forwarding classes. Other switches support up to 12 forwarding
classes. To forward traffic, you must map (assign) the forwarding classes to output queues. On the
QFX10000 switch, queues 0 through 7 are for both unicast and multidestination traffic. On other
switches, queues 0 through 7 are for unicast traffic, and queues 8 through 9 (QFX5200 switch) or 8
through 11 (other switches) are for multidestination traffic. Except for OCX Series switches, switches
support up to six lossless forwarding classes. (OCX Series switches do not support lossless Layer 2
transport.)

The switch provides four default forwarding classes, and except on QFX10000 switches, these four
forwarding classes are unicast, plus one default multidestination forwarding class. You can define the
remaining forwarding classes and configure them as unicast or multidestination forwarding classes by
mapping them to unicast or multidestination queues. The type of queue, unicast or multidestination,
determines the type of forwarding class.

The four default forwarding classes (unicast except on QFX10000) are:
o be—Best-effort traffic

e fcoe—Guaranteed delivery for Fibre Channel over Ethernet traffic (do not use on OCX Series
switches)

e no-loss—Guaranteed delivery for TCP no-loss traffic (do not use on OCX Series switches)
e nc—Network control traffic

Except on QFX10000 switches, the default multidestination forwarding class is:



e mcast—Multidestination traffic

Map forwarding classes to queues using the class statement. You can map more than one forwarding
class to a single queue, but all forwarding classes mapped to a particular queue must be of the same

type:

e Except on QFX10000 switches, all forwarding classes mapped to a particular queue must be either
unicast or multicast. You cannot mix unicast and multicast forwarding classes on the same queue.

o On QFX10000 switches, all forwarding classes mapped to a particular queue must have the same
packet drop attribute: all of the forwarding classes must be lossy, or all of the forwarding classes
mapped to a queue must be lossless.

[edit class-of-service forwarding-classes]
user@switch# set class class-name queue-num queue-number:;

@ NOTE: On switches that do not run ELS software, if you are using Junos OS Release
12.2, use the default forwarding-class-to-queue mapping for the lossless fcoe and no-loss
forwarding classes. If you explicitly configure the lossless forwarding classes, the traffic
mapped to those forwarding classes is treated as lossy (best-effort) traffic and does not
receive lossless treatment.

In Junos OS Release 12.3 and later, you can include the no-/oss packet drop attribute in
explicit forwarding class configurations to configure a lossless forwarding class.

@ NOTE: On switches that do not run ELS software, Junos OS Release 11.3R1 and earlier
supported an alternate method of mapping forwarding classes to queues that allowed
you to map only one forwarding class to a queue using the statement:

[edit class-of-service forwarding-classes]

user@switch# set queue queue-number class-name

The queue statement has been deprecated and is no longer valid in Junos OS Release
11.3R2 and later. If you have a configuration that uses the queue statement to map
forwarding classes to queues, edit the configuration to replace the queue statement with
the class statement.

@ NOTE: Hierarchical scheduling controls output queue forwarding. When you define a
forwarding class and classify traffic into it, you must also define a scheduling policy for
the forwarding class. Defining a scheduling policy means:



e Mapping a scheduler to the forwarding class in a scheduler map
¢ Including the forwarding class in a forwarding class set
e Associating the scheduler map with a traffic control profile

e Attaching the traffic control profile to a forwarding class set and applying the traffic
control profile to an interface

On QFX10000 switches, you can define a scheduling policy using port scheduling:

e Mapping a scheduler to the forwarding class in a scheduler map.

e Applying the scheduler map to one or more interfaces.

Example 1: Configuring Forwarding Classes for Switches Except QFX10000

IN THIS SECTION

Verification | 175

Configuration

Step-by-Step Procedure

Table 44 on page 174 shows the configuration forwarding-class-to-queue mapping for this example:

Table 44: Forwarding-Class-to-Queue Example Configuration Except on QFX10000

Forwarding Class Queue
best-effort 0
nc 7
mcast 8

To configure CoS forwarding classes for switches except QFX10000:



1. Map the best-effort forwarding class to queue o:

[edit class-of-service forwarding-classes]

user@switch# set class best-effort queue-num @

2. Map the nc forwarding class to queue 7:

[edit class-of-service forwarding-classes]

user@switch# set class nc queue-num 7
3. Map the mcast-be forwarding class to queue 8:

[edit class-of-service forwarding-classes]

user@switch# set class mcast-be queue-num 8

Verification

IN THIS SECTION

Verifying the Forwarding-Class-to-Queue Mapping | 175

Verifying the Forwarding-Class-to-Queue Mapping

Purpose

Verify the forwarding-class-to-queue mapping. (The system shows only the explicitly configured
forwarding classes; it does not show default forwarding classes such as fcoe and no-loss.)


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/class-of-service-edit-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/forwarding-classes-edit-class-of-service.html

Action

Verify the results of the forwarding class configuration using the operational mode command show

configuration class-of-service forwarding-classes:

user@switch> show configuration class-of-service forwarding-classes
class best-effort queue-num 0;
class network-control queue-num 7;

class mcast queue-num 8;

Example 2: Configuring Forwarding Classes for QFX10000 Switches

IN THIS SECTION

Verification | 177

Configuration

Step-by-Step Procedure

Table 45 on page 176 shows the configuration forwarding-class-to-queue mapping for this example:

Table 45: Forwarding-Class-to-Queue Example Configuration on QFX10000

Forwarding Class Queue
best-effort 0
bel 1
nc 1

To configure CoS forwarding classes for QFX10000 switches:



1. Map the best-effort forwarding class to queue o:

[edit class-of-service forwarding-classes]

user@switch# set class best-effort queue-num @

2. Map the be1 forwarding class to queue 1:

[edit class-of-service forwarding-classes]

user@switch# set class bel queue-num 1

3. Map the nc forwarding class to queue 7:

[edit class-of-service forwarding-classes]

user@switch# set class nc queue-num 7

Verification

IN THIS SECTION

Verifying the Forwarding-Class-to-Queue Mapping | 177

Verifying the Forwarding-Class-to-Queue Mapping

Purpose

Verify the forwarding-class-to-queue mapping. (The system shows only the explicitly configured
forwarding classes; it does not show default forwarding classes such as fcoe and no-loss.)


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/class-of-service-edit-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/forwarding-classes-edit-class-of-service.html

Action

Verify the results of the forwarding class configuration using the operational mode command show

configuration class-of-service forwarding-classes:

user@switch> show configuration class-of-service forwarding-classes
class best-effort queue-num 0;
class bel queue-num 1;

class network-control queue-num 7;

Example: Configuring CoS Hierarchical Port Scheduling (ETS) | 449
Defining CoS Forwarding Classes | 159

Monitoring CoS Forwarding Classes | 186

Overview of CoS Changes Introduced in Junos OS Release 11.3
Overview of CoS Changes Introduced in Junos OS Release 12.2
Understanding CoS Forwarding Classes | 152

Understanding CoS Forwarding Classes

Understanding CoS Forwarding Class Sets (Priority Groups)

A forwarding class set is the Junos OS configuration construct that equates to a priority group in
enhanced transmission selection (ETS, described in IEEE 802.1Qaz). The switch implements ETS using a
two-tier hierarchical scheduler.

A priority group is a group of forwarding classes. Each forwarding class is mapped to an output queue
and an IEEE 802.1p priority (code points). Classifying traffic into a forwarding class based on its code
points, and mapping the forwarding class to a queue, defines the traffic assigned to that queue. The
forwarding classes that belong to a priority group share the port bandwidth allocated to that priority
group. The traffic mapped to forwarding classes in one priority group usually shares similar traffic-
handling requirements.

You can configure up to three unicast forwarding class sets and one multicast forwarding class set. Only
unicast forwarding classes can belong to unicast forwarding class sets. Only multicast forwarding classes
can belong to the multicast forwarding class set.


https://www.juniper.net/documentation/en_US/junos/topics/concept/cos-ocx-series-forwarding-classes-understanding.html

If you configure a strict-high priority forwarding class (you can configure only one strict-high priority
forwarding class), you must observe the following rules when configuring forwarding class sets:

e You must create a separate forwarding class set for the strict-high priority forwarding class.
e Only one forwarding class set can contain the strict-high priority forwarding class.

e A strict-high priority forwarding class cannot belong to the same forwarding class set as forwarding
classes that are not strict-high priority.

e A strict-high priority forwarding class cannot belong to a multidestination forwarding class set.

e You cannot configure a guaranteed minimum bandwidth (guaranteed rate) for a forwarding class set
that includes a strict-high priority forwarding class. (You also cannot configure a guaranteed minimum
bandwidth for a strict-high forwarding class.)

¢ We recommend that you always apply a shaping rate to a strict-high priority forwarding class to
prevent it from starving the queues mapped to other forwarding classes. If you do not apply a
shaping rate to limit the amount of bandwidth a strict-high priority forwarding class can use, then the
strict-high priority forwarding class can use all of the available port bandwidth and starve other
forwarding classes on the port.

You must use hierarchical scheduling if you explicitly configure CoS. The two-tier hierarchical scheduler
defines bandwidth resources for the forwarding class set (priority group), and then allocates those
resources among the forwarding classes (priorities) that belong to the forwarding class set.

If you do not explicitly configure forwarding class sets, the system automatically creates a default
forwarding class set that contains all of the forwarding classes on the switch. The system assigns 100
percent of the port output bandwidth to the default forwarding class set. Ingress traffic is classified
based on the default classifier settings. The forwarding classes in the default forwarding class set receive
bandwidth based on the default scheduler settings. Forwarding classes that are not part of the default
scheduler receive no bandwidth. The default priority group is transparent. It does not appear in the
configuration and is used for Data Center Bridging Capability Exchange Protocol (DCBX) advertisement
(except on OCX Series switches, which do not support DCBX).

When you explicitly configure forwarding class sets and apply them to interfaces, on those interfaces,
forwarding classes that you do not map to a forwarding class set receive no guaranteed bandwidth.
Forwarding classes that belong to the default forwarding class set might receive bandwidth if the other
forwarding class sets are not using all of the port bandwidth. However, the amount of bandwidth
received by forwarding classes that are not members of a forwarding class set is not guaranteed. In this
case, the bandwidth a forwarding class receives if it is not a member of a forwarding class set depends
on whether unused port bandwidth is available and therefore is not deterministic.

To guarantee bandwidth for forwarding classes in a predictable manner, be sure to map all forwarding
classes that you expect to carry traffic on an interface to a forwarding class set, and apply the
forwarding class set to the interface.



180

RELATED DOCUMENTATION

Understanding CoS Hierarchical Port Scheduling (ETS) | 442
Example: Configuring CoS Hierarchical Port Scheduling (ETS) | 449
Example: Configuring Forwarding Class Sets | 181

Defining CoS Forwarding Class Sets | 180

I Defining CoS Forwarding Class Sets

A forwarding class set is a priority group for enhanced transmission selection (ETS) traffic control. Each
forwarding class set consists of one or more forwarding classes. Classifiers map traffic into forwarding
classes based on code points (priority), and forwarding classes are mapped to output queues.

You can configure up to three unicast forwarding class sets and one multicast forwarding class set.
To configure a forwarding class set using the CLI:

1. Assign one or more forwarding classes to the forwarding class set:

[edit class-of-service]

user@switch# set forwarding-class-sets forwarding-class-set-name class forwarding-class-name

2. Map the forwarding class set to an interface:

[edit class-of-service]
user@switch# set interfaces interface-name forwarding-class-set forwarding-class-set-name
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Example: Configuring Forwarding Class Sets

IN THIS SECTION

Requirements | 181
Overview | 181
Verification | 184

A forwarding class set (fc-set) is a priority group for enhanced transmission selection (ETS) traffic
control. Each fc-set consists of one or more forwarding classes (priorities). Classifiers map traffic to
forwarding classes based on code points, and forwarding classes are mapped to output queues.

ETS enables you to configure link resources (bandwidth and bandwidth sharing characteristics) for an fc-
set, and then allocate the fc-set’s resources among the forwarding classes that belong to the fc-set. This
is called two-tier, or hierarchical, scheduling. Traffic control profiles control the scheduling for the fc-set

(priority group), and schedulers control the scheduling for individual forwarding classes (priorities).

Requirements

This example uses the following hardware and software components:

e One switch (this example was tested on a Juniper Networks QFX3500 Switch)
e Junos OS Release 11.1

Use Feature Explorer to confirm platform and release support for ETS.

Overview
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Configuring Forwarding Class Sets | 183

You can configure up to three unicast fc-sets and one multicast fc-set. A common way to configure
unicast priority groups is to configure separate fc-sets for local area network (LAN) traffic, storage area
network (SAN) traffic, and high-performance computing (HPC) traffic, and then assign the appropriate
forwarding classes to each fc-set.


https://apps.juniper.net/feature-explorer/feature-info.html?fKey=1052&fn=Enhanced+transmission+selection+%28ETS%29

@ NOTE: If you configure a strict-high priority forwarding class, you must create an fc-set
that is dedicated only to strict-high priority traffic. You can only configure one strict-high
priority forwarding class, and only one fc-set can contain a strict-high priority queue.
Queues that are not strict-high priority cannot belong to the same fc-set as a strict-high
priority queue. The multidestination fc-set cannot contain a strict-high priority queue.

To apply ETS, you use a traffic control profile to map one or more fc-sets to a physical egress port. You
can map up to three unicast forwarding class sets and one multidestination forwarding class set to each
port. When you map an fc-set to a port, the port uses hierarchical scheduling to allocate port resources
to the priority group (fc-set) and to allocate the priority group resources to the queues (forwarding
classes) that belong to the priority group.

This example describes how to:

e Configure three fc-sets called lan-pg, san-pg, and hpc-pg.

e Assign forwarding classes to each of the fc-sets.

o Apply the fc-sets and their output traffic control profiles to an egress interface.

This example does not describe how to configure the forwarding classes assigned to the fc-sets or how
to configure traffic control profiles (scheduling). "Example: Configuring CoS Hierarchical Port Scheduling
(ETS)" on page 449 provides a complete example of how to configure ETS, including forwarding class
and scheduling configuration. Table 46 on page 182 shows the configuration components for this
example:

Table 46: Components of the Forwarding Class Sets Configuration Example

Component Settings
Hardware QFX3500 switch
LAN traffic priority group Forwarding class set: lan-pg

Forwarding classes: best-effort-1, best-effort-2

SAN traffic priority group Forwarding class set: san-pg
Forwarding classes: fcoe, fcoe-2

HPC traffic priority group Forwarding class set: hpc-pg

Forwarding classes: nc, high-perf



Table 46: Components of the Forwarding Class Sets Configuration Example (Continued)

Component Settings

Egress interface xe-0/0/17

Configuring Forwarding Class Sets

Step-by-Step Procedure

1. Define the lan-pg priority group (fc-set) and assign to it the forwarding classes best-effort-1 and best-
effort-2:

[edit class-of-service]
user@switch# set forwarding-class-sets lan-pg class best-effort-1

user@switch# set forwarding-class-sets lan-pg class best-effort-2

2. Define the san-pg priority group and assign to it the forwarding classes fcoe and fcoe-2:

[edit class-of-service]
user@switch# set forwarding-class-sets san-pg class fcoe
user@switch# set forwarding-class-sets san-pg class fcoe-2

3. Define the hpc-pg priority group and assign to it the forwarding classes nc and high-perf:

[edit class-of-service]
user@switch# set forwarding-class-sets hpc-pg class nc
user@switch# set forwarding-class-sets hpc-pg class high-perf

4. Map the three forwarding class sets to an interface (the output traffic control profiles associated with
the forwarding class sets determine the class of service scheduling for the priority groups):

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 forwarding-class-set lan-pg output-traffic-control-

profile lan-tcp
user@switch# set interfaces xe-0/0/7 forwarding-class-set san-pg output-traffic-control-

profile san-tcp



user@switch# set interfaces xe-0/0/7 forwarding-class-set hpc-pg output-traffic-control-
profile hpc-tcp

Verification
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To verify the priority group configuration, perform these tasks:

Verifying Forwarding Class Set Membership

Purpose

Verify that you configured the lan-pg, san-pg, and hpc-pg priority groups with the correct forwarding
classes.

Action

List the forwarding class set member configuration using the operational mode command show

configuration class-of-service forwarding-class-sets

user@switch> show configuration class-of-service forwarding-class-sets
lan-pg {
class best-effort-1;
class best-effort-2;
}
san-pg {
class fcoe;
class fcoe-2;
}
hpc-pg {
class high-perf;

class nc;



185

Verifying the Egress Interface Configuration

Purpose

Verify that egress interface xe-0/0/7 is associated with the lan-pg, san-pg, and hpc-pg priority groups and
with the correct output traffic control profiles.

Action

Display the egress interface using the operational mode command show configuration class-of-service
interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
lan-pg {
output-traffic-control-profile lan-tcp;
}
san-pg {
output-traffic-control-profile san-tcp;
}
hpc-pg {
output-traffic-control-profile hpc-tcp;
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Monitoring CoS Forwarding Classes
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Purpose

Use the monitoring functionality to view the current assignment of CoS forwarding classes to queue
numbers on the system.

Action

To monitor CoS forwarding classes in the CLI, enter the following CLI command:

user@switch> show class-of-service forwarding-class

Meaning

Some switches use different forwarding classes, output queues, and classifiers for unicast and
multidestination (multicast, broadcast, destination lookup fail) traffic. These switches support 12
forwarding classes and output queues, eight for unicast traffic and four for multidestination traffic.

Some switches use the same forwarding classes, output queues, and classifiers for unicast and
multidestination traffic. These switches support eight forwarding classes and eight output queues.

Table 47 on page 187 summarizes key output fields on switches that use different forwarding classes
and output queues for unicast and multidestination traffic.



Table 47: Summary of Key CoS Forwarding Class Output Fields on Switches that Separate Unicast and
Multidestination Traffic

Field Values

Forwarding Class Names of forwarding classes assigned to queue numbers. By default,
the following unicast forwarding classes are assigned to queues 0, 3,
4, and 7, respectively:

e hest-effort—Provides no special CoS handling of packets. Loss
priority is typically not carried in a CoS value.

e fcoe—Provides guaranteed delivery for Fibre Channel over
Ethernet (FCoE) traffic.

® no-loss—Provides guaranteed delivery for TCP lossless traffic

e network-control—Packets can be delayed but not dropped.

By default, the following multidestination forwarding class is
assigned to queue 8:

e mcast—Provides no special CoS handling of packets.

Queue Queue number corresponding to (mapped to) the forwarding class
name.

By default, four queues (0, 3, 4, and 7) are assigned to unicast
forwarding classes and one queue (8) is assigned to a
multidestination forwarding class:

Queue O—best-effort

o Queue 3—fcoe

e Queue 4—no-loss

e Queue 7—network-control

® Queue 8—mcast



Table 47: Summary of Key CoS Forwarding Class Output Fields on Switches that Separate Unicast and
Multidestination Traffic (Continued)

Field Values

No-Loss Packet drop attribute associated with each forwarding class:

e Disabled—The forwarding class is configured for lossy transport
(packets might drop during periods of congestion)

e Enabled—The forwarding class is configured for lossless transport

NOTE: To achieve lossless transport, you must ensure that
priority-based flow control (PFC) and DCBX are properly
configured on the lossless priority (IEEE 802.1p code point),
and that sufficient port bandwidth is reserved for the lossless
traffic flows.

OCX Series switches do not support lossless transport.

@ NOTE: OCX Series switches do not support the default lossless forwarding classes fcoe
and no-loss, and do not support the no-loss packet drop attribute used to configure
lossless forwarding classes. On OCX Series switches, do not map traffic to the default
fcoe and no-loss forwarding classes (both of these default forwarding classes carry the no-
loss packet drop attribute), and do not configure the no-loss packet drop attribute on

forwarding classes.

Table 48 on page 189 summarizes key output fields on switches that use the same forwarding classes
and output queues for unicast and multidestination traffic.



Table 48: Summary of Key CoS Forwarding Class Output Fields on Switches That Do Not Separate
Unicast and Multidestination Traffic

Field Values

Forwarding Class Names of forwarding classes assigned to queue numbers. By default,
the following forwarding classes are assigned to queues 0, 3, 4, and
7, respectively:

e hest-effort—Provides no special CoS handling of packets. Loss
priority is typically not carried in a CoS value.

e fcoe—Provides guaranteed delivery for Fibre Channel over
Ethernet (FCoE) traffic.

® no-loss—Provides guaranteed delivery for TCP lossless traffic

e network-control—Packets can be delayed but not dropped.

Queue Queue number corresponding to (mapped to) the forwarding class
name.

By default, four queues (0, 3, 4, and 7) are assigned to forwarding
classes:

o Queue O—best-effort
o Queue 3—fcoe
e Queue 4—no-loss

o Queue 7—network-control



Table 48: Summary of Key CoS Forwarding Class Output Fields on Switches That Do Not Separate
Unicast and Multidestination Traffic (Continued))

Field Values

No-Loss Packet drop attribute associated with each forwarding class:

e Disabled—The forwarding class is configured for lossy transport
(packets might drop during periods of congestion).

e Enabled—The forwarding class is configured for lossless

transport.

NOTE: To achieve lossless transport, you must ensure that
priority-based flow control (PFC) and DCBX are properly
configured on the lossless priority (IEEE 802.1p code point),
and that sufficient port bandwidth is reserved for the lossless
traffic flows.

OCX Series switches do not support lossless transport.
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The switch supports up to six lossless forwarding classes. (Junos OS Release 12.3 increased support for
lossless priorities from two lossless forwarding classes—the default fcoe and no-loss forwarding classes—



to a maximum of six lossless forwarding classes.) Each forwarding class is mapped to an IEEE 802.1p
code point (priority).

@ NOTE: Junos OS Release 13.1 introduced support for up to six lossless forwarding
classes on QFabric systems. Throughout this document, features introduced on
standalone switches in Junos OS Release 12.3 are introduced on QFabric systems in
Junos OS Release 13.1 unless otherwise noted.

Only switches with native Fibre Channel (FC) interfaces, such as the QFX3500, support
native FC traffic and configuration as an FCoE-FC gateway. Throughout this document,
features that pertain to native FC traffic and to FCoE-FC gateway configuration apply
only to switches that support native FC interfaces.

The default configuration is the same as the default configuration in Junos OS Release 12.2 and is
backward-compatible. If you need only two (or fewer) lossless forwarding classes, use the default
configuration, in which the fcoe and no-loss forwarding classes are lossless. If you need more than two
lossless forwarding classes, you can use the two default lossless forwarding classes and configure
additional lossless forwarding classes. If you do not want to use the default lossless forwarding classes,
you can change them, or use only the lossless forwarding classes that you explicitly configure.

Default Lossless Priority Configuration

If you do not explicitly configure forwarding classes, the system uses the default forwarding class
configuration, which provides two default lossless forwarding classes (fcoe and no-/oss). (If you change
the forwarding class configuration, the changes apply to all traffic on that device because forwarding
classes are global to a particular device.)

If you do not explicitly configure classifiers, and you do not explicitly configure flow control to pause
output queues (configured in the output stanza of the CNP), the default classifier and the default output
gueue pause configurations are applied to all Ethernet interfaces on the switches (or Node devices). You
can override the default classifier and the default output queue pause configuration on a per-interface
basis by applying an explicit configuration to an Ethernet interface. The default configuration is used on
all Ethernet interfaces that do not have an explicit configuration.

@ NOTE: If you do not configure flow control on output queues, the default configuration
uses a one-to-one mapping of IEEE 802.1p code points (priorities) to output queues by
number. For example, priority O (code point 000) is mapped to queue O, priority 1 (code
point 001) is mapped to queue 1, and so on. If you do not use the default configuration,



you must explicitly configure flow control on each output queue that you want to enable
for PFC pause in the output stanza of the CNP.

In the default configuration, only queue 3 and queue 4 are enabled to respond to pause
messages from the connected peer. For queue 3 to respond to pause messages,

priority 3 (code point 011) must be enabled for PFC in the input stanza of the CNP. For
queue 4 to respond to pause messages, priority 4 (code point 100) must be enabled for
PFC in the input stanza of the CNP.

The default configuration provides the following lossless behavior:

Two default lossless forwarding classes (the no-loss packet drop attribute is applied to these
forwarding classes automatically):

fcoe—Mapped to output queue 3

no-loss—Mapped to output queue 4

A default classifier that maps the fcoe forwarding class to IEEE 802.1p priority 3 (011) and the no-
loss forwarding class to IEEE 802.1p priority 4 (100)

Priority-based flow control (PFC) enabled on Ethernet interface output queues 3 and 4 when those
queues carry lossless traffic (traffic that is mapped to the fcoe and no-loss forwarding classes,
respectively).

On switches that can be configured as an FCoE-FC gateway, native FC interfaces (NP_Ports), with
default flow control enabled on output queue 3 (IEEE 802.1p priority 3) for FCoE/FC traffic.

DCBX is enabled on all interfaces in autonegotiation mode, and automatically exchanges FCoE
application protocol type, length, and values (TLVs) on interfaces that carry FCoE traffic. However, if
you explicitly configure DCBX protocol TLV exchange for any application, then you must explicitly
configure protocol TLV exchange for every application for which you want DCBX to exchange TLVs,
including FCoE.

On Ethernet ports, PFC buffer calculations use the following default values to determine the
headroom buffer size:

Cable length—100 meters (approximately 328 feet)

MRU for priority 3 traffic—2500 bytes

MRU for priority 4 traffic—9216 bytes

Maximum transmission unit (MTU)—1522 (or the configured MTU value for the interface)

@ NOTE: If you configure flow control on a priority that is not one of the default flow
control priorities, the default MRU value is 2500 bytes. For example, if you configure
flow control on priority 5 and you do not configure an MRU value, the default MRU
value is 2500 bytes.



@ NOTE: In addition, to support lossless transport, PFC must be enabled explicitly on the
lossless IEEE 802.1p priorities (code points) on ingress Ethernet interfaces; no default
PFC configuration is applied at ingress interfaces. If you do not enable PFC on lossless
priorities, those priorities might experience packet loss during periods of congestion. For
example, if you want lossless FCoE traffic and you are using the default fcoe forwarding
class, you use a CNP to enable PFC on priority 3 (code point 011), and apply that CNP to
all ingress interfaces that carry FCoE traffic.

You can override the default classifier and the default output queue pause configuration on a per-
interface basis by applying an explicit configuration to an Ethernet interface.

The default CoS configuration is backward-compatible with the default CoS configuration of software
releases before Junos OS Release 12.3. If you explicitly configure lossless transport, ensure that the
input and output queues corresponding to the lossless forwarding classes are explicitly configured for
PFC pause.

Table 49 on page 194 summarizes the default forwarding classes and their mapping to output queues,
IEEE 802.1p priorities, and drop attributes.

Table 49: Mapping of Default Forwarding Class to Queue, IEEE 802.1p Priority, and Drop Attribute

Forwarding Class Name Output Queue Priority Drop Attribute
best-effort 0 0 drop

fcoe 3 3 no-loss
no-loss 4 4 no-loss
network-control 7 7 drop

On switches that use the same forwarding classes and output queues for unicast and multidestination
(multicast, broadcast, and destination lookup fail) traffic, these forwarding classes carry both unicast and
multidestination traffic. Only unicast traffic is treated as lossless traffic. Multidestination traffic is not
treated as lossless traffic, even on lossless output queues.

On switches that use different forwarding classes and output queues for unicast and multidestination
traffic, there is one default multidestination forwarding class named mcast, which is mapped to output
gueue 8 with a drop attribute of drop. (Incoming multidestination traffic on all IEEE 802.1p priorities is
mapped to the mcast forwarding class by default.)



Configuring Lossless Priorities

To configure more than two lossless priorities (forwarding classes), or to change the default mapping of
lossless forwarding classes to priorities and paused output queues, you must explicitly configure the
switch instead of using the default configuration. Configuring lossless priorities includes:

e Configuring forwarding classes with the no-loss packet drop attribute.
e Using a CNP to configure PFC on ingress interfaces and flow control (PFC) on egress interfaces.

e Configuring a classifier to map IEEE 802.1p priorities (code points) to the correct forwarding classes
(the forwarding classes for which you want lossless transport).

@ NOTE: If you expect a large amount of lossless traffic on your network and configure
multiple lossless traffic classes, ensure that you reserve enough scheduling resources
(bandwidth) and buffer space to support the lossless flows. (For switches that support
shared buffer configuration, "Understanding CoS Buffer Configuration" on page 684
describes how to configure buffers and provides a recommended buffer configuration for
networks with larger amounts of lossless traffic. Buffer optimization is automatic on
switches that use virtual output queues.)

In addition, on Ethernet interfaces, DCBX must exchange the appropriate application protocol TLVs for
the lossless traffic. On switches that can act as an FCoE-FC gateway, you need to remap the FCoE
priority on native FC interfaces if your network uses a priority other than 3 (IEEE code point 011) for
FCoE traffic. This section describes:

Configuring Lossless Forwarding Classes (Packet Drop Attribute)

Junos OS Release 12.3 introduced the no-/oss parameter for forwarding class configuration. (Although it
uses the same name, this is not the no-loss default forwarding class. It is a packet drop attribute you can
specify to configure any forwarding class as a lossless forwarding class.)

@ NOTE: On switches that use different forwarding classes for unicast and
multidestination traffic, the forwarding class must be a unicast forwarding class. On
switches that use the same forwarding classes for unicast and multidestination traffic,
only unicast traffic receives lossless treatment.

You can configure up to six forwarding classes (depending on system architecture and the availability of
system resources) as lossless forwarding classes by including the no-loss drop attribute at the [edit class-

of-service forwarding-classes class forwarding-class-name queue-num queue-number] hierarchy level.



If you use the default fcoe or no-loss forwarding classes, they include the no-loss drop attribute by
default. If you explicitly configure the fcoe or no-loss forwarding classes and you want to retain their
lossless behavior, you mustinclude the no-loss drop attribute in the configuration.

@ NOTE: All forwarding classes mapped to the same output queue must have the same
packet drop attribute. (All forwarding classes mapped to the same output queue must be
either lossy or lossless. You cannot map both a lossy and a lossless forwarding class to
the same queue.)

To avoid fate sharing (a congested flow affecting an uncongested flow), use a one-to-one mapping of
lossless forwarding classes to IEEE 802.1p code points (priorities) and queues. Map each lossless
forwarding class to a different queue, and classify incoming traffic into forwarding classes so that each
forwarding class transports traffic of only one priority (code point).

The fcoe and no-loss forwarding classes are special cases, because in the default configuration, they are
configured for lossless behavior (providing that you also enable PFC on the priorities mapped to the fcoe
and no-loss forwarding classes in the CNP input stanza).

Table 50 on page 196 summarizes the possible configurations of the fcoe and no-loss forwarding classes
in Junos OS Release 12.3 and later, and the result of those configurations in terms of lossless traffic
behavior. It is assumed that PFC, DCBX, and classifiers are properly configured.

Table 50: FCoE and No-Loss Forwarding Class Configuration in Junos OS Release 12.3

Explicit (User- Packet Drop Attribute Result and Notes
Configured) or

Default Forwarding

Class Configuration

Default Default The fcoe and no-loss forwarding classes are lossless.

NOTE: Even if you explicitly configure other forwarding
classes (lossy or lossless forwarding classes), the fcoe and
no-loss forwarding classes remain lossless because they are
not explicitly configured.

Explicit Not specified in the The fcoe and no-loss forwarding classes are lossy because they
explicit forwarding do not include the no-loss drop attribute.
class configuration

Explicit No-loss The fcoe and no-loss forwarding classes are lossless.



Table 50: FCoE and No-Loss Forwarding Class Configuration in Junos OS Release 12.3 (Continued))

Explicit (User- Packet Drop Attribute Result and Notes
Configured) or

Default Forwarding

Class Configuration

Explicit, configured Not specified (packet The fcoe and no-loss forwarding classes are lossy in Junos OS
in Junos OS Release drop attribute was not | Release 12.3 and later because they do not include the no-loss
12.2 or earlier available before Junos | drop attribute.

OS Release 12.3)
NOTE: To retain lossless behavior, before you upgrade to

Junos OS Release 12.3, delete the explicit configuration so
that the system uses the default configuration. Alternatively,
you can reconfigure the forwarding classes with the no-loss
packet drop attribute after upgrading to Junos OS Release
12.3 or later.

For all other forwarding classes except the fcoe and no-loss forwarding classes, you must explicitly
configure lossless transport by specifying the no-loss packet drop attribute, because the default
configuration for all other forwarding classes is lossy (the no-loss packet drop attribute is not applied).

Congestion Notification Profiles (PFC Configuration)

Use CNPs to configure lossless PFC characteristics on input and output interfaces.

The input stanza of a CNP enables PFC on specified IEEE 802.1p priorities (code points) and fine-tunes
headroom buffer settings by configuring the maximum receive unit (MRU) value and cable length on
ingress interfaces.

The output stanza of a CNP enables PFC (flow control) on output queues for specified IEEE 802.1p
priorities so that the queues can respond to PFC pause messages from the connected peer on the
priority of your choice. (By default, output queues 3 and 4 respond to received PFC messages when
those queues carry lossless traffic in the fcoe and no-loss forwarding classes, respectively.)

To achieve lossless transport, the priority paused at the ingress interfaces must match the priority
paused at the egress interfaces for a given traffic flow. For example, if you configure ingress interfaces to
pause traffic tagged with IEEE 802.1p priority 5 (code point 101) and priority 5 traffic is mapped to
output queue 5, then you must also configure the corresponding output interfaces to pause priority 5 on
gueue 5. In addition, the forwarding class mapped to queue 5 must be configured as a lossless
forwarding class (using the no-loss drop attribute).



A CAUTION: Any change to the PFC configuration on a port temporarily blocks the entire
port (not just the priorities affected by the PFC change) so that the port can implement
the change, then unblocks the port. Blocking the port stops ingress and egress traffic,
and causes packet loss on all queues on the port until the port is unblocked.

A change to the PFC configuration means any change to a CNP, including changing the

input portion of the CNP (enabling or disabling PFC on a priority, or changing the MRU

or cable-length values) or changing the output portion the CNP that enables or disables
output flow control on a queue. A PFC configuration change only affects ports that use
the changed CNP.

The following actions change the PFC configuration:

e Deleting or disabling a PFC configuration (input or output) in a CNP that is in use on
one or more interfaces. For example:

1. An existing CNP with an input stanza that enables PFC on priorities 3, 5, and 6 is
configured on interfaces xe-0/0/20 and xe-0/0/21.

2. We disable the PFC configuration for priority 6 in the input CNP, and then commit
the configuration.

3. The PFC configuration change causes all traffic on interfaces xe-0/0/20 and
xe-0/0/21 to stop until the PFC change has been implemented. When the PFC
change has been implemented, traffic resumes.

e Configuring a CNP on an interface. (This changes the PFC state by enabling PFC on
one or more priorities.)

e Deleting a CNP from an interface. (This changes the PFC state by disabling PFC on
one or more priorities.)

Configuring Input Interface Flow Control (PFC and Headroom Buffer Calculation)

On Ethernet interfaces, the input stanza of the CNP enables PFC on specified priorities so that the
ingress interface can send a pause message to the connected peer during periods of congestion. Input
CNPs also fine-tune the headroom buffers used for PFC support by allowing you to configure the MRU
value and cable length (if you do not want to use the default configuration).

Headroom buffers support lossless transport by storing the traffic that arrives at an interface after the
interface sends a PFC flow control message to pause incoming traffic. Until the connected peer receives
the flow control message and pauses traffic, the interface continues to receive traffic and must buffer it
(and the traffic that is still on the wire after the peer pauses) to prevent packet loss.

The system uses the MRU and the length of the attached physical cable to calculate buffer headroom
allocation. The default configuration values are:



e MRU for priority 3 traffic—2500 bytes
e MRU for priority 4 traffic—9216 bytes

e Cable length—100 meters (approximately 328 feet)

@ NOTE: If you configure flow control on a priority that is not one of the default flow
control priorities, the default MRU value is 2500 bytes. For example, if you configure
flow control on priority 5 and you do not explicitly configure an MRU value, the default
MRU value is 2500 bytes.

You can fine-tune the MRU and the cable length to adjust the size of the headroom buffer on an
interface. The switch has a shared global buffer pool and dynamically allocates headroom buffer space
to lossless queues as needed.

A lower MRU or a shorter cable length reduces the amount of headroom buffer required on an interface
and leaves more headroom buffer space for other interfaces. A higher MRU or a longer cable length
increases the amount of headroom buffer space required on an interface and leaves less headroom
buffer space for other interfaces.

In many cases, you can better utilize the headroom buffers by reducing the MRU value (for example, an
MRU of 2180 is sufficient for most FCoE networks) and by reducing the cable length value if the
physical cable is less than 100 meters long.

@ NOTE: When you configure the headroom buffers by changing the MRU or the cable
length, and commit the configuration, the system performs a commit check and rejects
the configuration if sufficient headroom buffer space is not available.

However, the system does not perform a commit check but instead returns a syslog error
if:

e The buffers are configured on a LAG interface.
e The default classifier is used on the interface (instead of a user-configured classifier).

e The interface has not been created yet.

Configuring Output Interface Flow Control (PFC)

On Ethernet interfaces, you can use the output stanza of the CNP to configure flow control on output
gueues and enable PFC pause response on specified IEEE 802.1p priorities.

@ NOTE: On switches that use different output queues for unicast and multidestination
traffic, the queue must be a unicast output queue.



By default, output queues 3 and 4 are enabled for PFC pause on priorities 3 (IEEE 802.1p code point
011) and 4 (IEEE 802.1p code point 100). The default PFC pause response supports the default lossless
forwarding class configuration, which maps the fcoe forwarding class to queue 3 and priority 3, and
maps the no-loss forwarding class to queue 4 and priority 4.

Configuring PFC on output queues enables you to pause any priority on any output queue on any
Ethernet interface. Output flow control enables you to use more than two output queues to support
lossless traffic flows (you can configure up to six lossless forwarding classes and map them to different
output queues that are enabled for PFC pause). Output queue flow control also enables you to support
multiple lossless forwarding classes (each mapped to a different priority and output queue) for one class
of traffic.

@ NOTE: Output flow control only works when PFC is enabled in the CNP input stanza on
the corresponding priorities on the interface. For example, if you enable output flow
control on priority 5 (IEEE 802.1p code point 101), then you must also enable PFC in the
CNP on the input stanza on priority 5.

For example, if the converged Ethernet network uses two different priorities for FCoE traffic (for
example, priority 3 and priority 5), then you can classify those priorities into different lossless forwarding
classes that are mapped to different output queues:

1. Configure two lossless forwarding classes for FCoE traffic, with each forwarding class mapped to a
different output queue. For example, you could use the default fcoe forwarding class, which is
mapped to queue 3, and you could configure a second lossless forwarding class called fcoel and map
it to queue 5. The fcoe forwarding class is for priority 3 FCoE traffic (code point 011), and the fcoel
forwarding class is for priority 5 (code point 101) FCoE traffic.

2. Configure a classifier that maps each forwarding class to the desired IEEE 802.1p code point
(priority). If FCoE traffic on both priorities uses one interface, the classifier must classify both
forwarding classes to the correct priorities. If FCoE traffic of different priorities uses different
interfaces, the classifier configuration on each interface must map the correct priority to the
corresponding lossless forwarding class.

3. Apply the classifier to the interfaces that carry FCoE traffic. The classifier determines the mapping of
forwarding classes to priorities on each interface.

To configure lossless transport for these forwarding classes, you also need to:

e Enable PFC on the two priorities (3 and 5 in this example) at the ingress interfaces in the CNP input
stanza.

e Configure PFC on the output queues and priorities for the forwarding classes in the CNP output
stanza so that the interface can respond to pause messages received from the connected peer.



@ NOTE: When you configure the CNP on an interface, all ingress and egress traffic is
blocked until the configuration is implemented, then the interface is unblocked and
traffic resumes. During the time the interface is blocked, all queues on the interface
experience packet loss.

e Configure DCBX to exchange application protocol TLVs on both FCoE priorities.

@ NOTE: If you do not configure flow control to pause output queues, the default
configuration uses a one-to-one mapping of IEEE 802.1p code points (priorities) to
output queues by number. For example, priority O (code point 000) is mapped to
queue O, priority 1 (code point 001) is mapped to queue 1, and so on. By default, only
queues 3 and 4 are enabled to respond to pause messages from the connected peer, and
you must explicitly enable PFC on the corresponding priorities in the CNP input stanza
to achieve lossless behavior.

If you do not use the default configuration, you must explicitly configure flow control on
each output queue that you want to enable for PFC pause. For example, if you explicitly
configure flow control on output queue 5, the default configuration is no longer valid,
and only output queue 5 is enabled for PFC pause. Output queues 3 and 4 are no longer
enabled for PFC pause, so traffic using those queues no longer responds to PFC pause
messages even if the corresponding forwarding class is configured with the no-loss drop
attribute. To retain the pause configuration on output queues 3 and 4 and configure flow
control on queue 5, you need to explicitly configure flow control on queues 3, 4, and 5.

On switches that use different output queues for unicast and multidestination traffic, you cannot
configure flow control to pause a multidestination output queue. You can configure flow control to
pause only unicast output queues. On switches that use the same output queues for unicast and
multidestination traffic, only unicast traffic receives lossless treatment.

Output Interface Flow Control Profiles

Configuring the CNP output stanza creates an output flow control profile that tells egress ports the
gueues on which the Ethernet interface should respond to PFC pause messages. Although you can
create an unlimited number of CNPs that contain input stanzas only, the number of CNPs that you can
configure with output stanzas is limited:

e For standalone switches that are not part of a QFabric system, you can configure up to two output
interface flow control profiles. (You can configure up to two CNPs with output stanzas.)

e For QFabric systems, you can configure one output interface flow control profile per Node device.
(You can configure one CNP with an output stanza per Node device.)

There are a total of four output flow control profiles.



The system has a default output flow control profile that is applied to all Ethernet interfaces when the
CNP attached to the interface has only an input stanza and does not include an output stanza. The
default profile responds to PFC pause messages received on queue 3 (for priority 3, for the default fcoe
forwarding class) and on queue 4 (for priority 4, for the default no-loss forwarding class), and is effective
only if PFC is configured on those priorities in the CNP input stanza.

Additionally, the system has two internal output flow control profiles that it applies automatically to
fabric (FTE) ports and to native FC interfaces (NP_Ports). When the switch is not part of a QFabric
system, the profile normally used for FTE ports is available for user configuration and provides a second
user-configurable profile. (That is why standalone switches have two user-configurable output flow
control profiles, but Node devices on a QFabric system have only one user-configurable output flow
control profile.)

Because one output CNP can configure PFC pause response on multiple output queues (priorities), one
user-configurable output CNP is usually flexible enough to specify the desired PFC response on all
programmed interfaces.

@ NOTE: Each port can use one output flow control profile. You cannot apply more than
one profile to one port.

Output flow control profiles can be expressed in table format. For example, Table 51 on page 202 shows
the default output flow control profile that pauses priorities 3 and 4 on queues 3 and 4 (remember that
PFC must also be enabled on code points 3 and 4 in the CNP input stanza in order for PFC to work):

Table 51: Default Output Flow Control Profile

IEEE 802.1p Priority Specified in Received PFC Frame Paused Output Queue
0 (000) —
1(001) —
2(010) —
3(011) 3
4 (100) 4

5(101) -



Table 51: Default Output Flow Control Profile (Continued)

IEEE 802.1p Priority Specified in Received PFC Frame Paused Output Queue

6(110) -

7 (111) -

Table 52 on page 203 is an example of a user-configured output flow control profile. Using the example
from the preceding section, the CNP output stanza configures flow control on output queue 5, and also
explicitly configures output flow control on queues 3 and 4 for the fcoe and no-loss forwarding classes.
(If you explicitly configure an output CNP, you must explicitly configure every output queue that you
want to respond to PFC messages, because the user-configured profile overrides the default profile. If
this example did not include queues 3 and 4, those queues would no longer respond to received PFC
messages.)

Table 52: User-Configred Output Flow Control Profile

IEEE 802.1p Priority Specified in Received PFC Frame Paused Output Queue
0 (000) —
1(001) —
2(010) —
3(011) 3
4 (100) 4
5(101) 5
6(110) —

7(111) -



Remember that you must also enable PFC on code points 3, 4, and 5 in the CNP input stanza for this
configuration to work. When you configure the CNP on an interface, all ingress and egress traffic is
blocked until the configuration is implemented, then the interface is unblocked and traffic resumes.
During the time the interface is blocked, all queues on the interface experience packet loss.

Configuring PFC Across Layer 3 Interfaces on QFX5210, QFX5200, QFX5100, EX4600, and
QFX10000 Switches

Enabling PFC on traffic flows is based on the IEEE 802.1p code point (priority) in the priority code point
(PCP) field of the Ethernet frame header (sometimes known as the CoS bits). To enable PFC on traffic
that crosses Layer 3 interfaces, the traffic must be classified by its IEEE 802.1p code point, not by its
DSCP (or DSCP IPvé6) code point.

See "Understanding PFC Functionality Across Layer 3 Interfaces" on page 232 for a conceptual overview
of how to enable PFC on traffic across Layer 3 interfaces. See "Example: Configuring PFC Across Layer 3
Interfaces" on page 235 for an example of how to configure PFC on traffic that traverses Layer 3
interfaces.

Configuring DCBX (Application Protocol TLV Exchange)

For applications that require lossless transport, DCBX exchanges application protocol TLVs with the
connected peer interface. By default, DCBX advertises FCoE application protocol TLVs on all interfaces
that are enabled for DCBX, and by default, DCBX is enabled on all interfaces. DCBX advertises no other
applications by default.

For each application (for example, iSCSI) that you want to configure for lossless transport, you must
enable the interfaces which carry that application traffic to exchange DCBX protocol TLVs with the
connected peer. The TLV exchange allows the peer interfaces to negotiate a compatible configuration to
support the application.

If you configure DCBX to advertise any application, the default DCBX advertisement is overridden, and
DCBX advertises only the configured applications. If you want an interface to advertise only the FCoE
application, you do not have to configure DCBX application protocol TLV exchange; instead, you can use
the default configuration.

If you want DCBX to advertise other applications, you must explicitly configure an application map and
apply it to the interfaces on which you want to exchange protocol TLVs for those applications. If you
want to exchange FCoE application protocol TLVs in addition to other application protocol TLVs, you
must also explicitly configure the FCoE application in the application map. "Understanding DCBX
Application Protocol TLV Exchange" on page 500 describes how application mapping works.

@ NOTE: Lossless transport also requires that you enable PFC on the correct priority (IEEE
802.1p code point) on the ingress interfaces using an input CNP. If the priority you pause



at the ingress interfaces is not mapped to queue 3 or queue 4 (the two output queues
that are enabled for PFC pause flow control by default), then you must also enable the
output queues that correspond to paused input priorities to pause using the output
stanza of the CNP.

Fate Sharing Among Traffic Classes

You can configure different lossless (or lossy) traffic flows to share fate—that is, to receive the same CoS
treatment.

Fate sharing is not desirable for I/O convergence. Instead of independent control of the fate of each
type of flow, different types of flows receive the same treatment. Fate sharing is particularly undesirable
for lossless flows. If one lossless flow experiences congestion and must be paused, that affects flows
that share fate with the congested flow even if the other flows are not experiencing congestion, and
also can cause ingress port congestion. If your network requires that all 802.1p priorities be lossless, you
can achieve that by allowing some fate sharing among the eight priorities by spreading them across up
to six lossless forwarding classes.

If the number of lossless priorities is less than or equal to the number of configured lossless forwarding
classes, then you can avoid fate sharing by configuring a one-to-one mapping of forwarding classes to
IEEE 802.1p code points (priorities) and output queues. (Each forwarding class should be mapped to a
different output queue and classified to a different priority.)

If you want to configure different traffic flows to share fate, two fate-sharing configurations are
supported: mapping one forwarding class to more than one IEEE 802.1p code point (priority), and
mapping two forwarding classes to the same output queue:

1. If you map one lossless forwarding class to more than one priority, the traffic tagged with each of the
priorities uses the same CoS properties associated (the CoS properties associated with the
forwarding class). For example, configuring a forwarding class called fc1, mapping it to queue 1, and
mapping it to code points 101 and 110 using a classifier named classify1 results in the traffic tagged
with priorities 101 and 110 sharing fate:

user@switch# set class-of-service forwarding-classes class fcl queue-num 1 no-loss
user@switch# set class-of-service classifiers ieee-802.1 classifyl forwarding class fc1 loss-
priority low code-points 101

user@switch# set class-of-service classifiers ieee-802.1 classifyl forwarding class fc1 loss-
priority low code-points 110

In this case, if the traffic mapped to either priority experiences congestion, both priorities are paused
because they are mapped to the same forwarding class and are therefore treated similarly.



2. If you map multiple lossless forwarding classes to the same output queue, the traffic mapped to the
forwarding classes uses the same output queue. This increases the amount of traffic on the queue,
and can create congestion that affects all of the traffic flows that are mapped to the queue. For
example, configuring two forwarding classes called fc1 and fc2, mapping both forwarding classes to
gueue 1, and mapping the forwarding classes to code points 101 and 110 (respectively) using a
classifier named classify1, results in the traffic tagged with priorities 101 and 110 sharing fate on the
same output queue:

user@switch# set class-of-service forwarding-classes class fcl queue-num 1 no-loss
user@switch# set class-of-service forwarding-classes class fc2 queue-num 1 no-loss
user@switch# set class-of-service classifiers ieee-802.1 classifyl forwarding class fcl loss-
priority low code-points 101

user@switch# set class-of-service classifiers ieee-802.1 classifyl forwarding class fc2 loss-

priority low code-points 110

In this case, even though the two forwarding classes use different IEEE 802.1p priorities, if one
forwarding class experiences congestion, it affects the other forwarding class. The reason is that if
the output queue is paused because of congestion on either forwarding class, all traffic that uses that
queue is paused. Since both forwarding classes are mapped to the queue, the traffic mapped to both
forwarding classes is paused.

@ NOTE: If you map more than one forwarding class to a queue, all of the forwarding
classes mapped to the same queue must have the same packet drop attribute (all of the
forwarding classes must be lossy, or all of the forwarding classes mapped to a queue
must be lossless).

Transit Switch Configuration Versus FCoE-FC Gateway Configuration

On a transit switch (all Ethernet ports, no native FC ports) that forwards FCoE traffic (or other traffic that
requires lossless transport across the Ethernet network), the configuration of classifiers, lossless
forwarding classes, DCBX, and PFC on ingress and egress interfaces to support lossless transport is as
described in this document.

When a switch acts as an FCoE-FC gateway (if native FC interfaces are supported on your switch), the
system uses native FC interfaces (NP_Ports) to connect to the FC switch (or FCoE forwarder) at the FC
network edge. You cannot apply CNPs or DCBX to native FC interfaces, only to Ethernet interfaces.

On an FCoE-FC gateway, the Ethernet interface configuration of classifiers, DCBX, and PFC is the same
as the Ethernet interface configuration on a transit switch. The configuration of lossless forwarding
classes is also the same.



However, supporting lossless transport on native FC interfaces requires that you rewrite the IEEE
802.1p priority value /fyour network uses any priority other than 3 (IEEE code point 011) for FCoE
traffic. If your network uses priority 3 for FCoE traffic, you can and should use the default configuration
on native FC interfaces.

By default, native FC interfaces tag packets with priority 3 when they encapsulate the incoming FC
packets in Ethernet. If your FCoE network uses a different priority than 3 for FCoE traffic, you need to
rewrite the priority value to the value that your network uses on the FC interface, classify the FCoE
traffic to the correct priority on the Ethernet interfaces, and enable PFC on the correct priority on the
Ethernet interfaces, as described in Understanding CoS IEEE 802.1p Priority Remapping on an FCoE-FC
Gateway.

Configuration Results and Commit Checks

Different configurations of forwarding classes and their drop attributes, classifiers, CNPs (PFC flow
control), and Ethernet PAUSE (IEEE 802.3X flow control) result in different system behaviors.

Table 53 on page 207 describes the results of the possible lossless transport configurations in each case.
The assumption in the Resu/t column is that the system’s buffer headroom calculation resulted in a
successful configuration.

However, if the system calculates that there is insufficient buffer space to support the configuration, a
commit check prevents you from committing the configuration on an individual Ethernet interface. For
LAG interfaces, the system does not issue a commit check error but instead issues a syslog message.

@ NOTE: After you configure lossless transport for a LAG interface, be sure to check the
syslog messages to confirm that the commit was successful.

Table 53: Results of Lossless Priority Configuration

Classifier Congestion Ethernet PAUSE Result
Configuration Notification (IEEE 802.3X)
Profile Configuration
Configuration
None (default None None System default configuration. No flows are
classifier) lossless. To achieve lossless behavior for the

default fcoe and no-loss forwarding classes, you
must configure an input CNP to enable PFC on
their IEEE 802.1p code points (011 and 100
respectively).



Table 53: Results of Lossless Priority Configuration (Continued)

Classifier
Configuration

Classifier with no
lossless forwarding
classes

Classifier with at
least one lossless
forwarding class

None (default
classifier)

None (default
classifier)

Congestion Ethernet PAUSE Result

Notification (IEEE 802.3X)

Profile Configuration

Configuration

None None No lossless traffic flows are configured; all traffic
is best effort.

None None Because no CNP is attached to interfaces, PFC is

PFC enabled on None
the fcoe and no-

loss forwarding

class code points
(priorities)

None Flow control
enabled

not enabled on the code point of the lossless
traffic and no headroom buffer is allocated to
the lossless queue, so packets can drop during
periods of congestion. This configuration does
not achieve lossless behavior.

The default classifier classifies traffic into two
lossless forwarding classes, fcoe and no-loss.
The CNP enables PFC on the priorities mapped
to both lossless forwarding classes, resulting in
lossless behavior for traffic mapped to the fcoe
and no-loss forwarding classes.

The system calculates buffer headroom for the
physical link based on the interface MTU and the
default cable length. The system does not
calculate buffer headroom for individual output
queues. Because Ethernet PAUSE is enabled on
the link instead of PFC being enabled on the
lossless priorities, the entire link is paused during
periods of congestion. This configuration results
in lossless behavior for all of the forwarding
classes on the link, but because all traffic is
paused, this can cause greater overall network
congestion.



Table 53: Results of Lossless Priority Configuration (Continued)

Classifier
Configuration

Classifier with at
least one lossless
forwarding class

Classifier with no

lossless forwarding

classes

Classifier with at
least one lossless
forwarding class

Classifier with at
least one lossless
forwarding class

Congestion
Notification
Profile
Configuration

PFC enabled on
the lossless
forwarding class
code points
(priorities)

None

None

PFC enabled on
the lossless
forwarding class
code points
(priorities)

Ethernet PAUSE
(IEEE 802.3X)
Configuration

None

Flow control
enabled

Flow control
enabled

Flow control
enabled on a
different
interface than
the interface
with the CNP

Result

Headroom buffer allocated only to priorities that
are mapped to the lossless forwarding classes
and on which PFC is enabled. This configuration
achieves lossless behavior for the lossless
forwarding classes.

The system calculates buffer headroom for the
physical link based on the interface MTU and the
default cable length, and it pauses all traffic on
the link during periods of congestion.

The system calculates buffer headroom for the
physical link based on the interface MTU and the
default cable length, and it pauses all traffic on
the link during periods of congestion.

The system checks the available buffer space for
both the PFC-enabled priorities and for the
other link. If sufficient buffer space is available,
the lossless forwarding classes configured with
PFC on one interface and also all of the traffic on
the link with Ethernet PAUSE enabled achieve
lossless behavior.

@ NOTE: If you attempt to configure both PFC and Ethernet PAUSE on a link, the system
returns a commit error. PFC and Ethernet PAUSE are mutually exclusive configurations

on an interface.

Configuration Rules and Recommendations

Keep in mind the following configuration rules and recommendations when you configure lossless traffic

flows:



You can configure a maximum of six lossless forwarding classes (forwarding classes with the no-loss
packet drop attribute).

All forwarding classes that you map to the same queue must have the same packet drop attribute (all
of the forwarding classes must be lossy, or all of the forwarding classes must be lossless).

Do not configure weighted random early detection (WRED) on lossless forwarding classes. (Do not
associate a drop profile with a forwarding class that has the no-loss packet drop attribute.)

On switches that use different forwarding classes and output queues for unicast and multidestination
traffic, you cannot configure flow control to pause a multidestination output queue. You can
configure PFC flow control only to pause unicast output queues.

On switches that use different forwarding classes and output queues for unicast and multidestination
traffic, forwarding classes mapped to multidestination queues (queues 8 through 11) cannot have the
no-loss packet drop attribute. (Multidestination forwarding classes cannot be configured as lossless
forwarding classes.)

Lossless Transport Features Introduced in Junos OS Release 12.3 (Legacy Non-ELS
CLI)

Support for lossless transport introduced in Junos OS Release 12.3 includes:

Configuring up to six lossless forwarding classes.

Configuring PFC pause on output queues to program the output queues that can respond to PFC
pause messages received from the connected peer. The priorities you pause on output queues must
match the priorities on which you enable PFC on the corresponding ingress interfaces. For example,
if you program output queues to pause priorities 3 (011) and 5 (101), then you must also enable
pause on priorities 3 and 5 on the corresponding ingress interfaces. Configuring flow control on the
output queues and enabling PFC on the corresponding input queues allows you to pause up to six
priorities (forwarding classes).

Controlling the headroom buffer on Ethernet interfaces by configuring the maximum receive unit
(MRU) size for the traffic mapped to an IEEE 802.1p priority (configured per priority) and the length
of the attached cable (configured per interface). The MRU size can range up to full jumbo packet size
(9216 bytes).

Remapping (rewriting) IEEE 802.1p priorities on native Fibre Channel (FC) interfaces when the
system is acting as an FCoE-FC gateway. If the Ethernet (FCoE) network uses a different IEEE 802.1p
priority than priority 3 (011) for FCoE traffic, then you can use priority remapping to classify FCoE
traffic into a lossless forwarding class mapped to that different priority (see Understanding CoS IEEE
802.1p Priority Remapping on an FCoE-FC Gateway).



Lossless transport still requires configuring previously existing features, including enabling PFC on the
lossless priorities on ingress interfaces, and configuring classifiers to classify incoming traffic into lossless
forwarding classes based on the IEEE 802.1p priority tag of the packet.

@ NOTE: If you expect a large amount of lossless traffic on your network and configure
multiple lossless traffic classes, ensure that you reserve enough scheduling resources
(bandwidth) and lossless headroom buffer space to support the lossless flows.
("Understanding CoS Buffer Configuration" on page 684 describes how to configure
buffers and provides a recommended buffer configuration for networks with larger
amounts of lossless traffic.)

Backward Compatibility with Junos OS Releases Earlier Than Release 12.3 (Legacy
Non-ELS CLI)

The addition of the no-loss packet drop attribute to forwarding class configuration means that when you
upgrade from an earlier release to Junos OS Release 12.3, the new software might not preserve the
lossless forwarding class configuration of the fcoe and no-loss forwarding classes.

If you used the default forwarding class configuration for the fcoe and no-loss forwarding classes, the
CoS configuration is backward-compatible. You do not have to do anything to preserve the lossless
behavior of traffic that uses those forwarding classes when you upgrade to Junos OS Release 12.3. (This
is because the default configuration of these two forwarding classes includes the no-loss packet drop
attribute.)

However, if you explicitly configured the fcoe or the no-loss forwarding class by including the set
forwarding-classes class forwarding-class-name queue-num gqueue-number statement at the [edit class-of-service]
hierarchy level, then those forwarding classes are no longer lossless, they are lossy. (They are lossy
because explicit configuration in releases earlier than Junos OS Release 12.3 did not use the no-loss
packet drop attribute.) In Junos OS Release 12.3 and later, you must include the no-loss packet drop
attribute in explicit forwarding class configurations to configure a lossless forwarding class.

For example, before Junos OS Release 12.3, the following explicit configuration resulted in a lossless
forwarding class:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3



However, in Junos OS Release 12.3, this configuration is lossy because it does not include the no-loss
packet drop attribute. To preserve lossless behavior, after upgrading to Junos OS Release 12.3, you need
to add the no-loss drop attribute:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3 no-loss

Alternatively, you can delete the explicit configuration before you upgrade to Junos OS Release 12.3 so
that the system uses the default forwarding class, which is lossless:

user@switch# delete class-of-service forwarding-classes class fcoe queue-num 3

@ NOTE: The explicit configuration of other forwarding classes does not affect the lossless
(or lossy) state of the fcoe and no-loss forwarding classes, because only the fcoe and no-
loss forwarding classes were lossless forwarding classes before Junos OS Release 12.3.
For example, if you explicitly configured the best-effort forwarding class but you used
the default fcoe and no-loss forwarding classes in Junos OS Release 12.2, then when you
upgrade to Junos OS Release 12.3, the fcoe and no-loss forwarding classes are still
lossless (and the best-effort forwarding classes retains its explicit configuration).

@ NOTE: To achieve lossless behavior for the traffic belonging to any forwarding class, you
must also use a CNP to enable PFC on the IEEE 802.1p priority mapped to the
forwarding class and apply the CNP to the relevant interfaces, and ensure that DCBX
exchanges the protocol TLVs for the application with the connected peer.

Understanding DCBX Application Protocol TLV Exchange | 500
Understanding CoS Flow Control (Ethernet PAUSE and PFC) | 216
Understanding PFC Functionality Across Layer 3 Interfaces | 232

Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network Does Not Use
IEEE 802.1p Priority 3 for FCoE Traffic (FCoE Transit Switch) | 608

Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit Switch
Interface | 620

Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different FCoE Transit
Switch Interfaces | 633




Example: Configuring Lossless IEEE 802.1p Priorities on Ethernet Interfaces for Multiple Applications
(FCoE and iSCSI) | 652

Example: Configuring PFC Across Layer 3 Interfaces | 235
Configuring CoS PFC (Congestion Notification Profiles) | 213

Configuring CoS PFC (Congestion Notification Profiles)

A congestion notification profile (CNP) enables priority-based flow control (PFC) on specified IEEE
802.1p priorities (code points). A CNP has two components:

e |nput CNP:
e Enable PFC on a specified priority.

e Configure the maximum receive unit (MRU) on an interface for traffic that matches the PFC
priority (optional).

e Specify the length of the attached cable on the ingress interface (optional)

e Output CNP (optional): Configure flow control to enable PFC pause on specific output queues for
specified priorities.

@ NOTE: By default, output queues 3 and 4 (which are mapped to default lossless
forwarding classes fcoe and no-1loss, respectively) are configured to respond to PFC pause
messages received from the connected peer on priorities 3 and 4 (code points 011 and
100, respectively). If you explicitly configure flow control on any output queue, you
must configure flow control on every output queue that you want to respond to pause
messages. (The explicit configuration overrides the default configuration.)

To achieve lossless behavior, the output queue priorities on which you enable PFC flow
control must match the PFC priorities on which you enable PFC on the input interfaces.
For example, if you program output queues to pause priorities 3 (011) and 5 (101) in the
output component of the CNP, then you must also enable pause on priorities 3 and 5
on the input component of the CNP. (In addition, the forwarding classes mapped to the
paused output queues must be lossless forwarding classes.)

Associating a CNP with an interface enables PFC on the ingress traffic that matches the priority
specified in the input CNP, and programs the queues listed in the output CNP to pause when the
interface receives a PFC pause message from the connected peer. Configure PFC on a priority end to
end along the entire data path to create a lossless lane of traffic on the network.



@ NOTE: You must enable PFC on the priority used by FCoE traffic on ingress interfaces
(input CNP). Enable PFC on the FCoE priority on every interface that carries FCoE traffic.
By convention, FCoE traffic uses priority 3 (code point 011), which maps to queue 3. If
your network uses priority 3 for FCoE traffic, the default forwarding class and classifier
configuration support lossless transport, but you must still configure a CNP and apply it
to the correct ingress interfaces to enable PFC and achieve lossless transport.

If your network does not use priority 3 for FCoE traffic, you need to configure a classifier
that classifies FCoE traffic into a lossless forwarding class, based on the priority your
network uses for FCoE traffic. If you are not using the default lossless forwarding class
configuration, then you also need to ensure that the output queue mapped to the
lossless FCoE forwarding class is programmed to pause.

You can attach only one CNP to an interface. There is no limit to the total number of CNPs you can

create.

Configuring a CNP consists of:

Naming the CNP.

Specifying the IEEE 802.1 code point (priority) on which you want to enable PFC on ingress
interfaces (input CNP).

Optionally, specifying the MRU and the length of the attached cable on ingress interfaces (input
CNP).

Optionally, configuring flow control (PFC pause) on specified output queues if you want queues other
than queues 3 and 4 to respond to pause messages received from the connected peer (output CNP).

Mapping the CNP to an interface.

@ NOTE: Configuring or changing PFC on an interface blocks the entire port until the PFC
change is completed. After a PFC change is completed, the port is unblocked and traffic
resumes. Blocking the port stops ingress and egress traffic, and causes packet loss on all
queues on the port until the port is unblocked.

@ NOTE: On QFX5100, QFX5200, and QFX5210, once the headroom buffer is exhausted,
any new CNP configuration is not allocated headroom buffer, even if headroom buffer is
freed by deletion of an existing CNP. CNP configuration has to be applied again to re-
allocate the headroom buffer.



/N CAUTION: On QFX5130 and QFX5220, you must map all PFC-enabled IEEE 802.1P
code-points to a lossless (no-loss) forwarding class. If a CNP has code-points that are
mapped to a lossy forwarding class, the entire CNP will not be programmed in hardware.

1. Enable PFC on the desired priority in the input CNP and optionally configure the interface MRU for
traffic on that priority:

[edit class-of-servicel
user@switch# set congestion-notification-profile cnp-name input ieee-802.1 code-point code-

point bits pfc mru mru-value

For example, to configure a CNP named fcoe-cnp that enables PFC on IEEE 802.1 code point 611 and
configures an MRU value of 2240:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
mru 2240

2. (Optional) Configure the length of the cable attached to the ingress interface:

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name input cable-length cable-length-

value

For example, to configure a CNP named fcoe-cnp that sets the length of the ingress interface cable to
100 meters:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input cable-length 100

3. (Optional) Configure flow control on output queues:

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name output ieee-802.1 code-point code-
point-bits flow-control-queue [queue | 1list-of-queues]
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For example, to configure a CNP named fcoe-cnp that enables PFC pause flow control on output
queues 3 and 5 for FCoE traffic that uses priority 3 (code point 811) and on output queue 4 for traffic
that uses priority 4 (code point 100):

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp output ieee-802.1 code-point 011

flow-control-queue [3 5]
user@switch# set congestion-notification-profile fcoe-cnp output ieee-802.1 code-point 100

flow-control-queue 4

4. Map the CNP to an interface:

[edit class-of-service]
user@switch# set interfaces interface congestion-notification-profile cnp-name

For example, to map the CNP fcoe-cnp to the interface xe-0/0/7:

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 congestion-notification-profile fcoe-cnp

Example: Configuring CoS PFC for FCoE Traffic | 524

Assigning CoS Components to Interfaces | 84

Monitoring Interfaces That Have CoS Components
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Understanding CoS Flow Control (Ethernet PAUSE and PFC)
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Flow control supports lossless transmission by regulating traffic flows to avoid dropping frames during
periods of congestion. Flow control stops and resumes the transmission of network traffic between two
connected peer nodes on a full-duplex Ethernet physical link. Controlling the flow by pausing and
restarting it prevents buffers on the nodes from overflowing and dropping frames. You configure flow
control on a per-interface basis.

Two methods of peer-to-peer flow control are supported:

e |EEE 802.3X Ethernet PAUSE

@ NOTE:

e (QFX10000 switches do not support Ethernet PAUSE. Information about Ethernet
PAUSE does not apply to QFX10000 switches.

e On EX4400 switches, when a physical port receives pause frames, it terminates the
received pause and generates a new pause frame to forward to the MAC. This
process of terminating and generating pause frames results in incremented MAC
counters in the interface statistics, although the port does not transmit any traffic.
The input bytes statistics on the remote device interface is zero. This is expected
behavior and ensures fast response to pause frame reception.

e |EEE 802.1Qbb priority-based flow control (PFC)

@ NOTE: QFX10002-60C devices do not support PFC and lossless queues; that is, the
default lossless queues (fcoe and no-loss) will be lossy queues.

General Information about Ethernet PAUSE and PFC and When to Use Them

Ethernet PAUSE and PFC are link-level flow control mechanisms.



@ NOTE: For end-to-end congestion control for best-effort traffic, see Understanding CoS
Explicit Congestion Notification.

Ethernet PAUSE pauses transmission of all traffic on a physical Ethernet link.

PFC decouples the pause function from the physical Ethernet link and enables you to divide traffic on
one link into eight priorities. You can think of the eight priorities as eight “lanes” of traffic that are
mapped to forwarding classes and output queues. Each priority maps to a 3-bit IEEE 802.1p CoS code
point value in the VLAN header. You can enable PFC on one or more priorities (IEEE 802.1p code points)
on a link. When PFC-enabled traffic is paused on a link, traffic that is not PFC-enabled continues to flow
(or is dropped if congestion is severe enough).

Use Ethernet PAUSE when you want to prevent packet loss on all of the traffic on a link. Use PFC to
prevent traffic loss only on a specified type of traffic that require lossless treatment, for example, Fibre
Channel over Ethernet (FCoE) traffic.

@ NOTE: Depending on the amount of traffic on a link or assigned to a priority, pausing
traffic can cause ingress port congestion and spread congestion through the network.

Ethernet PAUSE and PFC are mutually exclusive configurations on an interface. Attempting to configure
both Ethernet PAUSE and PFC on a link causes a commit error.

By default, all forms of flow control are disabled. You must explicitly enable flow control on interfaces to
pause traffic.

Ethernet PAUSE

Ethernet PAUSE is a congestion relief feature that works by providing link-level flow control for all traffic
on a full-duplex Ethernet link. Ethernet PAUSE works in both directions on the link. In one direction, an
interface generates and sends Ethernet PAUSE messages to stop the connected peer from sending more
traffic. In the other direction, the interface responds to Ethernet PAUSE messages it receives from the
connected peer to stop sending traffic.

@ NOTE: QFX10000 switches do not support Ethernet PAUSE. Information about Ethernet
PAUSE does not apply to QFX10000 switches.

Ethernet PAUSE also works on aggregated Ethernet interfaces. For example, if the connected peer
interfaces are called Node A and Node B:

e When the receive buffers on interface Node A reach a certain level of fullness, the interface
generates and sends an Ethernet PAUSE message to the connected peer (interface Node B) to tell
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the peer to stop sending frames. The Node B buffers store frames until the time period specified in
the Ethernet PAUSE frame elapses; then Node B resumes sending frames to Node A.

e When interface Node A receives an Ethernet PAUSE message from interface Node B, interface Node
A stops transmitting frames until the time period specified in the Ethernet PAUSE frame elapses;
then Node A resumes transmission. (The Node A transmit buffers store frames until Node A resumes
sending frames to Node B.)

In this scenario, if Node B sends an Ethernet PAUSE frame with a time value of O to Node A, the O
time value indicates to Node A that it can resume transmission. This happens when the Node B
buffer empties to below a certain threshold and the buffer can once again accept traffic.

Symmetric flow contro/ means an interface has the same Ethernet PAUSE configuration in both
directions. The Ethernet PAUSE generation and Ethernet PAUSE response functions are both configured
as enabled, or they are both disabled. You configure symmetric flow control by including the flow-control
statement at the [edit interfaces interface-name ether-options] hierarchy level.

Asymmetric flow control allows you to configure the Ethernet PAUSE functionality in each direction
independently on an interface. The configuration for generating Ethernet PAUSE messages and for
responding to Ethernet PAUSE messages does not have to be the same. It can be enabled in both
directions, disabled in both directions, or enabled in one direction and disabled in the other direction.
You configure asymmetric flow control by including the configured-flow-control statement at the [edit

interfaces interface-name ether-options] hierarchy level.

On any particular interface, symmetric and asymmetric flow control are mutually exclusive. Asymmetric
flow control overrides and disables symmetric flow control. (If PFC is configured on an interface, you
cannot commit an Ethernet PAUSE configuration on the interface. Attempting to commit an Ethernet
PAUSE configuration on an interface with PFC enabled on one or more queues results in a commit error.
To commit the PAUSE configuration, you must first delete the PFC configuration.) Both symmetric and
asymmetric flow control are supported.

Symmetric Flow Control

Symmetric flow control configures both the receive and transmit buffers in the same state. The interface
can both send Ethernet PAUSE messages and respond to them (flow control is enabled), or the interface
cannot send Ethernet PAUSE messages or respond to them (flow control is disabled).

When you enable symmetric flow control on an interface, the Ethernet PAUSE behavior depends on the
configuration of the connected peer. With symmetric flow control enabled, the interface can perform
any Ethernet PAUSE functions that the connected peer can perform. (When symmetric flow control is
disabled, the interface does not send or respond to Ethernet PAUSE messages.)



Asymmetric Flow Control

Asymmetric flow control enables you to specify independently whether or not the interface receive
buffer generates and sends Ethernet PAUSE messages to stop the connected peer from transmitting
traffic, and whether or not the interface transmit buffer responds to Ethernet PAUSE messages it
receives from the connected peer and stops transmitting traffic. The receive buffer configuration
determines if the interface transmits Ethernet PAUSE messages, and the transmit buffer configuration
determines if the interface receives and responds to Ethernet PAUSE messages:

e Receive buffers on—Enable Ethernet PAUSE transmission (generate and send Ethernet PAUSE
frames)

e Transmit buffers on—Enable Ethernet PAUSE reception (respond to received Ethernet PAUSE frames)

You must explicitly set the flow control for both the receive buffer and the transmit buffer (on or off) to
configure asymmetric Ethernet PAUSE. Table 54 on page 220 describes the configured flow control
state when you set the receive (Rx) and transmit (Tx) buffers on an interface:

Table 54: Asymmetric Ethernet PAUSE Flow Control Configuration

Receive (Rx) Transmit (Tx) Configured Flow Control State
Buffer Buffer
On Off Interface generates and sends Ethernet PAUSE messages. Interface does

not respond to Ethernet PAUSE messages (interface continues to transmit
even if peer requests that the interface stop sending traffic).

off On Interface responds to Ethernet PAUSE messages received from the
connected peer, but does not generate or send Ethernet PAUSE messages.
(The interface does not request that the connected peer stop sending

traffic.)

On On Same functionality as symmetric Ethernet PAUSE. Interface generates and
sends Ethernet PAUSE messages and responds to received Ethernet PAUSE
messages.

Off Off Ethernet PAUSE flow control is disabled.

The configured flow control is the Ethernet PAUSE state configured on the interface.

On 1-Gigabit Ethernet interfaces, autonegotiation of Ethernet PAUSE with the connected peer is
supported. (Autonegotiation on 10-Gigabit Ethernet interfaces is not supported.) Autonegotiation



enables the interface to exchange state advertisements with the connected peer so that the two devices
can agree on the Ethernet PAUSE configuration. Each interface advertises its flow control state to the
connected peer using a combination of the Ethernet PAUSE and ASM_DIR bits, as described in Table 55
on page 221:

Table 55: Flow Control State Advertised to the Connected Peer (Autonegotiation)

Rx Buffer State Tx Buffer State PAUSE Bit ASM_DIR Bit Description

off off 0 0 The interface advertises no
Ethernet PAUSE capability.
This is equivalent to
disabling flow control on an
interface.

On On 1 0 The interface advertises
symmetric flow control (both
the transmission of Ethernet
PAUSE messages and the
ability to receive and
respond to Ethernet PAUSE
messages).

On off 0 1 The interface advertises
asymmetric flow control (the
transmission of Ethernet
PAUSE messages, but not
the ability to receive and
respond to Ethernet PAUSE
messages).



Table 55: Flow Control State Advertised to the Connected Peer (Autonegotiation) (Continued)

Rx Buffer State Tx Buffer State PAUSE Bit ASM_DIR Bit Description

Off On 1 1 The interface advertises
both symmetric and
asymmetric flow control.
Although the interface does
not generate and send
Ethernet PAUSE requests to
the peer, the interface
supports both symmetric
and asymmetric Ethernet
PAUSE configuration on the
peer because the peer is not
affected if the peer does not
receive Ethernet PAUSE
requests. (If the interface
responds to the peer’s
Ethernet PAUSE requests,
that is sufficient to support
either symmetric or
asymmetric flow control on
the peer.)

The flow control configuration on each switch interface interacts with the flow control configuration of
the connected peer. Each peer advertises its state to the other peer. The interaction of the flow control
configuration of the peers determines the flow control behavior (resolution) between them, as shown in
Table 56 on page 223. The first four columns show the Ethernet PAUSE configuration on the local QFX
Series or EX4600 switch and on the connected peer (also known as the /ink partner). The last two
columns show the Ethernet PAUSE resolution that results from the local and peer configurations on
each interface. This illustrates how the Ethernet PAUSE configuration of each interface affects the
Ethernet PAUSE behavior on the other interface.

@ NOTE: In the Resolution columns of the table, disabling Ethernet PAUSE transmit means
that the interface receive buffers do not generate and send Ethernet PAUSE messages to
the peer. Disabling Ethernet PAUSE receive means that the interface transmit buffers do
not respond to Ethernet PAUSE messages received from the peer.



Table 56: Asymmetric Ethernet PAUSE Behavior on Local and Peer Interfaces

Local Interface (QFX Series or = Peer Interface Local Resolution Peer Resolution

EX4600 Switch)

PAUSE Bit ASM_DIR Bit PAUSE Bit ASM_DIR Bit

Don't care

Don't care

Don't care

Don't care

Don't care

Disable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and receive

Enable Ethernet PAUSE
transmit and disable
Ethernet PAUSE receive

Disable Ethernet PAUSE
transmit and receive

Enable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and receive

Enable Ethernet PAUSE
receive and disable
Ethernet PAUSE
transmit

Enable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and enable
Ethernet PAUSE receive

Disable Ethernet PAUSE
transmit and receive

Enable Ethernet PAUSE
transmit and receive

Disable Ethernet PAUSE
transmit and receive

Enable Ethernet PAUSE
transmit and disable
Ethernet PAUSE receive

Enable Ethernet PAUSE
transmit and receive



@ NOTE: For your convenience, Table 56 on page 223 replicates Table 28B-3 of Section 2
of the IEEE 802.X specification.

PFC

PFC is a lossless transport and congestion relief feature that works by providing granular link-level flow
control for each IEEE 802.1p code point (priority) on a full-duplex Ethernet link. When the receive buffer
on a switch interface fills to a threshold, the switch transmits a pause frame to the sender (the
connected peer) to temporarily stop the sender from transmitting more frames. The buffer threshold
must be low enough so that the sender has time to stop transmitting frames and the receiver can accept
the frames already on the wire before the buffer overflows. The switch automatically sets queue buffer
thresholds to prevent frame loss.

When congestion forces one priority on a link to pause, all of the other priorities on the link continue to
send frames. Only frames of the paused priority are not transmitted. When the receive buffer empties
below another threshold, the switch sends a message that starts the flow again.

You configure PFC using a congestion notification profile (CNP). A CNP has two parts:

e Input—Specify the code point (or code points) on which to enable PFC, and optionally specify the
maximum receive unit (MRU) and the cable length between the interface and the connected peer
interface.

e Output—Specify the output queue or output queues that respond to pause messages from the
connected peer.

You apply a PFC configuration by configuring a CNP on one or more interfaces. Each interface that uses
a particular CNP is enabled to pause traffic identified by the priorities (code points) specified in that
CNP. You can configure one CNP on an interface, and you can configure different CNPs on different
interfaces. When you configure a CNP on an interface, ingress traffic that is mapped to a priority that
the CNP enables for PFC is paused whenever the queue buffer fills to the pause threshold. (The pause
threshold is not user-configurable.)

Configure PFC for a priority end to end along the entire data path to create a lossless lane of traffic on
the network. You can selectively pause the traffic in any queue without pausing the traffic for other
gueues on the same link. You can create lossless lanes for traffic such as FCoE, LAN backup, or
management, while using standard frame-drop congestion management for IP traffic on the same link.

Potential consequences of flow control are:
e Ingress port congestion (configuring too many lossless flows can cause ingress port congestion)

e A paused priority that causes upstream devices to pause the same priority, thus spreading congestion
back through the network



By definition, PFC supports symmetric pause only (as opposed to Ethernet PAUSE, which supports
symmetric and asymmetric pause). With symmetric pause, a device can:

e Transmit pause frames to pause incoming traffic. (You configure this using the input stanza of a
congestion notification profile.)

e Receive pause frames and stop sending traffic to a device whose buffer is too full to accept more
frames. (You configure this using the output stanza of a congestion notification profile.)

Receiving a PFC frame from a connected peer pauses traffic on egress queues based on the IEEE 802.1p
priorities that the PFC pause frame identifies. The priorities are O through 7. By default, the priorities
map to queue numbers O through 7, respectively, and to specific forwarding classes, as shown in Table
57 on page 225:

Table 57: Default PFC Priority to Queue and Forwarding Class Mapping

IEEE 802.1p Priority (Code Point) Queue Forwarding Class
0 (000) 0 best-effort
1(001) 1 best-effort

2 (010) 2 best-effort
3(011) 3 fcoe

4 (100) 4 no-loss

5(101) 5 best-effort
6(110) 6 network-control
7 (111) 7 network-control

For example, a received PFC pause frame that pauses priority 3 pauses output queue 3. If you do not
want to use the default configuration, you can configure customized mapping of priorities to queues and
forwarding classes.



NOTE: By convention, deployments with converged server access typically use IEEE
802.1p priority 3 for FCoE traffic. The default configuration sets the fcoe forwarding class
as a lossless forwarding class that is mapped to queue 3. The default classifier maps
incoming priority 3 traffic to the fcoe forwarding class. However, you must apply PFC to
the entire FCoE data path to configure the end-to-end lossless behavior that FCoE traffic
requires.

If your network uses priority 3 for FCoE traffic, we recommend that you use the default
configuration. If your network uses a priority other than 3 for FCoE traffic, you can
configure lossless FCoE transport on any IEEE 80.21p priority as described in
Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows and Understanding
CoS IEEE 802.1p Priority Remapping on an FCoE-FC Gateway.

To enable PFC on a priority:

1.

2.

Specify the IEEE 802.1p code point to pause in the input stanza of a CNP.

If you are not using the default lossless forwarding classes, specify the IEEE 802.1p code point to
pause and the corresponding output queue in the output stanza of the CNP.

. Apply the CNP to the ingress interfaces on which you want to pause the traffic.

If you are not using the default lossless forwarding classes, apply the CNP to the ingress interfaces
on which you want to pause the traffic.

A

CAUTION: Any change to the PFC configuration on a port temporarily blocks the entire
port (not just the priorities affected by the PFC change) so that the port can implement
the change, then unblocks the port. Blocking the port stops ingress and egress traffic,
and causes packet loss on all queues on the port until the port is unblocked.

A change to the PFC configuration means any change to a CNP, including changing the
input portion of the CNP (enabling or disabling PFC on a priority, or changing the MRU
or cable-length values) or changing the output portion of the CNP that enables or
disables output flow control on a queue. A PFC configuration change only affects ports
that use the changed CNP.

The following actions change the PFC configuration:

e Deleting or disabling a PFC configuration (input or output) in a CNP that is in use on
one or more interfaces. For example:
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1. An existing CNP with an input stanza that enables PFC on priorities 3, 5, and 6 is
configured on interfaces xe-0/0/20 and xe-0/0/21.

2. We disable the PFC configuration for priority 6 in the input CNP, and then commit
the configuration.

3. The PFC configuration change causes all traffic on interfaces xe-0/0/20 and
xe-0/0/21 to stop until the PFC change has been implemented. When the PFC
change has been implemented, traffic resumes.

e Configuring a CNP on an interface. (This changes the PFC state by enabling PFC on
one or more priorities.)

e Deleting a CNP from an interface. (This changes the PFC state by disabling PFC on
one or more priorities.)

When you associate the CNP with an interface, the interface uses PFC to send pause requests when the
output queue buffer for the lossless traffic fills to the pause threshold.

On switches that use different classifiers for unicast and multidestination traffic, you can map a unicast
queue (queue O through 7) and a multidestination queue (queue 8, 9, 10, or 11) to the same IEEE 802.1p
code point (priority) so that both unicast and multicast traffic use that priority. However, do not map
multidestination traffic to lossless output queues. Starting with Junos OS Release 12.3, you can map one
priority to multiple output queues.

@ NOTE: You can attach a maximum of one CNP to an interface, but you can create an
unlimited number of CNPs that explicitly configure only the input stanza and use the
default output stanza.

The output stanza of the CNP maps to a profile that interfaces use to respond to pause
messages received from the connected peer. On standalone switches, you can create
two CNPs with an explicitly configured output stanza.

Lossless Transport Support Summary

The switch supports up to six lossless forwarding classes. For lossless transport, you must enable PFC on
the IEEE 802.1p priorities (code points) mapped to lossless forwarding classes.

A CAUTION: Any change to the PFC configuration on a port temporarily blocks the entire
port (not just the priorities affected by the PFC change) so that the port can implement
the change, then unblocks the port. Blocking the port stops ingress and egress traffic,
and causes packet loss on all queues on the port until the port is unblocked.



The following limitation applies to support lossless transport on QFabric systems only:

e The internal fiber cable length from the QFabric system Node device to the QFabric system

Interconnect device cannot exceed 150 meters.

The default CoS configuration provides two lossless forwarding classes, fcoe and no-/oss. If you

explicitly configure lossless forwarding classes, you must include the no-loss packet drop attribute to
enable lossless behavior, or the traffic is not lossless. For both default and explicit lossless forwarding
class configuration, you must configure CNP input stanzas to enable PFC on the priority of the lossless
traffic and apply the CNPs to ingress interfaces.

@

NOTE: The information in this note applies only to systems that do not run the ELS CLI.

Junos OS Release 12.2 introduced changes to the way the switch handles lossless
forwarding classes (including the default fcoe and no-loss forwarding classes).

In Junos OS Release 12.1, either explicitly configuring the fcoe and no-loss forwarding
classes or using the default configuration for these forwarding classes resulted in the
same lossless behavior for traffic mapped to those forwarding classes.

However, in Junos OS Release 12.2, if you explicitly configure the fcoe or the no-loss
forwarding class, that forwarding class is no longer treated as a lossless forwarding class.
Traffic mapped to these forwarding classes is treated as lossy (best-effort) traffic. This is
true even if the explicit configuration is exactly the same as the default configuration.

If your CoS configuration from Junos OS Release 12.1 or earlier includes the explicit
configuration of the fcoe or the no-loss forwarding class, then when you upgrade to Junos
OS Release 12.2, those forwarding classes are not lossless. To preserve the lossless
treatment of these forwarding classes, delete the the explicit fcoe and no-loss forwarding
class configuration before you upgrade to Junos OS Release 12.2.

See Overview of CoS Changes Introduced in Junos OS Release 12.2 for detailed
information about this change and how to delete an existing lossless configuration.

In Junos OS Release 12.3, the default behavior of the fcoe and no-loss forwarding classes
is the same as in Junos OS Release 12.2. However, in Junos OS Release 12.3, you can
configure up to six lossless forwarding classes. All explicitly configured lossless
forwarding classes must include the new no-loss packet drop attribute or the forwarding
class is lossy.

Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows provides detailed information about
the explicit configuration of lossless priorities and about the default configuration of lossless priorities,
including the input and output stanzas of the CNP.
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@ NOTE: PFC and Ethernet PAUSE are used only on Ethernet interfaces. Fabric (fte) ports
on QFabric systems (Node device fabric ports and Interconnect device fabric ports) use
link-layer flow control (LLFC) to ensure the appropriate treatment of lossless traffic.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release Description

21.2R1EVO PTX10008 routers support DCBX and PFC.

12.3 Starting with Junos OS Release 12.3, you can map one priority to multiple output queues.

Understanding DCB Features and Requirements | 482
Understanding CoS Explicit Congestion Notification
Configuring CoS PFC (Congestion Notification Profiles)
Example: Configuring CoS PFC for FCoE Traffic | 524

Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control

Ethernet PAUSE flow control is a congestion relief feature that works by providing link-level flow control
for all traffic on a full-duplex Ethernet link, including Ethernet links that belong to Ethernet link
aggregated (LAG) interfaces. Ethernet PAUSE works in both directions on the link. In one direction, an
interface generates and sends PAUSE messages to stop the connected peer from sending more traffic. In
the other direction, the interface responds to PAUSE messages it receives from the connected peer to
stop sending traffic.

Symmetric flow control means that an interface has the same PAUSE configuration in both directions.
The PAUSE generation and PAUSE response functions are both configured as enabled, or they are both
disabled.

Asymmetric flow control allows you to configure the PAUSE functionality in each direction
independently on an interface. The configuration for generating PAUSE messages and for responding to
PAUSE messages does not have to be the same. It can be enabled in both directions, disabled in both
directions, or enabled in one direction and disabled in the other direction. If you do not want to PAUSE
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all of the traffic on a link, you can use priority-based flow control (PFC) to selectively pause traffic based
on its IEEE 802.1p code point.

@ NOTE: OCX Series switches do not support PFC.

On any particular interface, symmetric and asymmetric flow control are mutually exclusive. If you
attempt to configure both features, the switch returns a commit error. Ethernet PAUSE and PFC are also
mutually exclusive features, so you cannot configure both of them on the same interface. If you attempt
to configure both Ethernet PAUSE and PFC on an interface, the switch returns a commit error.

By default, all flow control features are disabled. You enable symmetric flow control on the interfaces on
which you want to PAUSE all of the traffic on a link.

e To enable symmetric flow control on an interface:

[edit interfaces Interface-name ether-options]

user@switch# set flow-control

e To disable symmetric flow control on an interface:

[edit interfaces interface-name ether-options]

user@switch# set no-flow-control

Configuring CoS Asymmetric Ethernet PAUSE Flow Control | 230
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Configuring CoS Asymmetric Ethernet PAUSE Flow Control

Ethernet PAUSE flow control is a congestion relief feature that works by providing link-level flow control
for all traffic on a full-duplex Ethernet link, including Ethernet links that belong to link aggregated (LAG)
interfaces. Ethernet PAUSE works in both directions on the link. In one direction, an interface generates
and sends PAUSE messages to stop the connected peer from sending more traffic. In the other direction,
the interface responds to PAUSE messages it receives from the connected peer to stop sending traffic.
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Asymmetric flow control allows you to configure the PAUSE functionality in each direction
independently on an interface. The configuration for generating PAUSE messages and for responding to
PAUSE messages does not have to be the same. It can be enabled in both directions, disabled in both
directions, or enabled in one direction and disabled in the other direction.

Symmetric flow control means that the interface has the same configuration in both directions. The
PAUSE generation and PAUSE response functions are both configured as enabled or they are both
disabled. If you do not want to PAUSE all of the traffic on a link, you can use priority-based flow control
(PFC) to selectively pause traffic based on its IEEE 802.1p code point.

Asymmetric flow control provides the ability to configure the receive buffer and transmit buffer Ethernet
PAUSE actions independently on an interface. The buffers perform the following actions:

e The receive buffers generate and send PAUSE messages to the connected peer to ask the peer to
stop sending traffic for a time period specified in the PAUSE frame. The peer interface’s buffers may
store outgoing frames until the PAUSE period elapses and the interface can resume sending traffic.

e The transmit buffers respond to PAUSE messages received from the connected peer to stop sending
traffic to the peer. The transmit buffer may store outgoing frames until the PAUSE period elapses and
the interface can resume sending traffic.

Asymmetric flow control enables you to specify independently whether or not the interface receive
buffer generates and sends PAUSE messages to stop the connected peer from transmitting traffic, and
whether or not the interface transmit buffer responds to PAUSE messages it receives from the
connected peer and stops transmitting traffic. The receive buffer configuration determines if the
interface transmits PAUSE messages, and the transmit buffer configuration determines if the interface
receives and responds to PAUSE messages:

e Receive buffers on—Enable PAUSE transmission (generate and send PAUSE frames)
e Transmit buffers on—Enable PAUSE reception (respond to received PAUSE frames)

You must explicitly set both the receive buffer and the transmit buffer to configure asymmetric flow
control.

o To configure asymmetric flow control on an interface:

[edit interfaces Interface-name ether-options]

user@switch# set configured-flow-control rx-buffers (on | off) tx-buffers (on | off)


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ether-options-interfaces-qfx-series.html

For example, to configure interface xe-0/0/24 to generate and send PAUSE messages but not to
respond to received PAUSE messages:

set interfaces xe-0/0/24 ether-options configured-flow-control rx-buffers on tx-buffers off

For example, to configure interface xe-0/0/30 to respond to received PAUSE messages but not to
generate and send PAUSE messages:

set interfaces xe-0/0/30 ether-options configured-flow-control rx-buffers off tx-buffers on

@ NOTE: If you configure both buffers to be on, that is equivalent to symmetric flow
control. If you configure both buffers to be off, there is no flow control (flow control is
disabled).

Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control | 229
Configuring CoS PFC (Congestion Notification Profiles) | 213
Understanding CoS Flow Control (Ethernet PAUSE and PFC) | 216

Understanding PFC Functionality Across Layer 3 Interfaces

Priority-based flow control (PFC) allows you to select traffic flows within a link and pause them, so that
the output queues associated with the flows do not overflow and drop packets. (PFC is more granular
than Ethernet PAUSE, which pauses all traffic on a physical link.) PFC helps you configure lossless
transport for traffic flows across a data center bridging network.

However, you might want to create a traffic flow that losslessly traverses the Layer 2 data center
bridging network and also losslessly traverses a Layer 3 network that connects Ethernet hosts in
different Layer 2 networks. In addition to configuring PFC on Layer 2 (bridging) interfaces, you can
configure PFC on VLAN-tagged traffic that traverses Layer 3 interfaces. This enables you to preserve the
lossless characteristics that PFC provides on VLAN-tagged traffic, even when the traffic crosses Layer 3
interfaces that connect two Layer 2 networks.



@ NOTE: This topic is applicable for VLAN-tagged traffic only. On supported platforms, you
can configure DSCP-based PFC for untagged traffic on Layer 3 interfaces and Layer 2
access interfaces. DSCP-based PFC uses a DSCP classifier to classify the traffic based on
a 6-bit DSCP value that is mapped to a 3-bit PFC priority value. For details on using
DSCP-based PFC on supporting switches, see Understanding PFC Using DSCP at Layer
3 for Untagged Traffic.

PFC works the same way across Layer 3 interfaces as it works across Layer 2 interfaces. When an
output queue buffer reaches a certain fill level threshold, the switch sends a PFC pause message to the
connected peer to pause transmission of the traffic on which PFC is enabled. Pausing the incoming
traffic prevents the queue buffer from overflowing and dropping packets, just as on Layer 2 interfaces.
When the queue buffer fill level decreases below a certain threshold, the interface sends a message to

the connected peer to restart traffic transmission.

Although PFC is a data center bridging technology, PFC also works on Layer 3 interfaces because PFC
operates at the queue level. When you use an IEEE 802.1p classifier to classify incoming traffic (map
incoming traffic to a forwarding class and a loss priority based on the IEEE 802.1p code point in the
Ethernet frame header) and you enable PFC on the appropriate priority (IEEE 802.1p code point), PFC
works on Layer 2 and Layer 3 interfaces.

@ NOTE: Lossless VLAN-tagged traffic on Layer 3 interfaces mustuse an IEEE 802.1p
classifier to classify incoming traffic, because PFC does not use DSCP or DSCP IPvé
code points to identify VLAN-tagged traffic for flow control. PFC cannot pause traffic
flows unless the incoming traffic is classified by an IEEE 802.1p classifier. Do not apply a
DSCP (or a DSCP IPvé) classifier to Layer 3 VLAN-tagged traffic on which you want to
enable PFC.

Because PFC functionality relies on the mapping (classifying) of incoming traffic to IEEE 802.1p code
points and on enabling PFC on the correct code point(s) at each interface, you must ensure that
incoming traffic has the correct 3-bit IEEE 802.1p code point (priority) in the priority code point (PCP)
field of the Ethernet frame header (sometimes known as the CoS bits).

@ NOTE: Layer 3 interfaces do not support FCoE traffic. FCoE traffic must use Layer 2
interfaces and cannot use Layer 3 interfaces. Therefore, you cannot enable PFC on FCoE
traffic across Layer 3 interfaces.

Figure 6 on page 234 shows a topology in which two Ethernet hosts in Layer 2 networks communicate
across a Layer 3 network, with PFC enabled on all of the Layer 2 and Layer 3 switch interfaces.



Figure 6: Enabling PFC Across Layer 3 Interface Hops

xe-0/0/20 xe-0/0/40
- Layer 2 - Layer 3
- IRBinterface - |[EEE classifier

PFC + PFC

B B ERHHES == HEHe R

QFX5100 Switch

(5W1)
Ethernet
Host 1 : '
x2-0/0/21 xe-0/0/41
- Layer 2 - Layer 3
- IRBinterface « |EEE classifier
- PFC -PFC

xe-0/0/40 xe-0/0/20
- Layer 3 - Layer 2
- |[EEE classifier - IRBinterface

- PFC - PFC

s ==

QFX5100 Switch
(SW2)
Ethernet
! : Host 2
*xe-0/0/41 xe-0/0/21
«Layer 3 « Layer 2
« |EEE classifier + IRB interface
 PFC «PFC

The Ethernet host-facing interfaces (xe-0/0/20 and xe-0/0/21 on both switches) and the Layer 3
network-facing interfaces (interfaces xe-0/0/40 and xe-0/0/41 on both switches) require different

interface configurations to enable PFC on the Layer 3 interfaces. In addition, the class of service (CoS)

for each interface must be configured correctly, including enabling PFC on the traffic that you want to

treat as lossless traffic:

Ethernet-host facing interfaces (xe-0/0/20 and xe-0/0/21) require the following configuration:

e Set interfaces as family ethernet-switching

Set the interface mode as trunk mode

e Create VLANS to carry the traffic
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o Create IRB interfaces to place the Layer 2 VLAN traffic on Layer 3 for transport between IP networks

e Create an IEEE 802.1p classifier to classify incoming traffic into the correct forwarding class, based

on the IEEE 802.1p code point

e Create a congestion notification profile (CNP) to configure PFC on the IEEE 802.1p code point of the

traffic that you want treat as lossless traffic

e Apply the classifier and the CNP to the Layer 2 interfaces

e Configure CoS: lossless forwarding classes, hierarchical port scheduling (also known as enhanced

transmission selection), or direct port scheduling, depending on your switch, and apply it to the Layer

2 interfaces

Layer 3 IP network-facing interfaces (xe-0/0/40 and xe-0/0/41) require the following configuration:

e Set interfaces as family inet

e Set VLAN tagging on the interfaces



e Create VLANS to carry the traffic

o Create an IEEE 802.1p classifier to classify incoming traffic into the correct forwarding class, based
on the IEEE 802.1p code point (do not use a DSCP or DSCP IPvé classifier)

e Create a congestion notification profile (CNP) to configure PFC on the IEEE 802.1p code point of the
traffic that you want treat as lossless traffic on the Layer 3 interfaces

e Apply the IEEE 802.1p classifier and the CNP to the Layer 3 interfaces

e Configure CoS: lossless forwarding classes, hierarchical port scheduling (enhanced transmission
selection), or direct port scheduling, depending on your switch, and apply it to the Layer 3 interfaces

@ NOTE: Configuring or changing PFC on an interface blocks the entire port until the PFC
change is completed. After a PFC change is completed, the port is unblocked and traffic
resumes. Blocking the port stops ingress and egress traffic, and causes packet loss on all
queues on the port until the port is unblocked.

When you configure the Layer 2 and Layer 3 interfaces correctly, the switch enables PFC on the traffic
between Ethernet Host 1 and Ethernet Host 2 across the entire path between the two hosts. If any
output queue in the path on which PFC is enabled experiences congestion, PFC pauses the traffic and
prevents packet loss for the flow.

Example: Configuring PFC Across Layer 3 Interfaces | 235
Understanding CoS Flow Control (Ethernet PAUSE and PFC) | 216
Understanding Integrated Routing and Bridging

Example: Configuring PFC Across Layer 3 Interfaces
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https://www.juniper.net/documentation/en_US/junos/topics/topic-map/irb-and-bridging.html

Priority-based flow control (PFC) helps ensure lossless transport across data center bridging interfaces
by pausing incoming traffic when output queue buffers fill to a certain threshold. In addition to
configuring PFC on Layer 2 (bridging) interfaces, you can configure PFC on VLAN-tagged traffic that
traverses Layer 3 interfaces. This enables you to preserve the lossless characteristics that PFC provides
on VLAN-tagged traffic, even when the traffic crosses Layer 3 interfaces that connect two Layer 2
networks.

@ NOTE: This topic is applicable for VLAN-tagged traffic only. On supported platforms, you
can also configure DSCP-based PFC for untagged traffic on Layer 3 interfaces and Layer
2 access interfaces. DSCP-based PFC uses a DSCP classifier to classify the traffic based
on a 6-bit DSCP value that is mapped to a 3-bit PFC priority value. For details on
configuring DSCP-based PFC on supporting switches, see Configuring DSCP-based PFC
for Layer 3 Untagged Traffic.

Requirements

This example uses the following hardware and software components:
e Two switches

e Junos OS Release 13.2 or later for the QFX Series

e Two Ethernet hosts

Overview

IN THIS SECTION

Topology | 237

On a network that uses two QFX Series switches to connect hosts on two different Ethernet networks
across a Layer 3 network, to configure PFC across the Layer 2 and Layer 3 interfaces, you must:

e Configure the Layer 2 and Layer 3 interfaces on the switches
e Configure VLANSs to carry the traffic across the Layer 2 and Layer 3 networks

e Configure integrated routing and bridging (IRB) interfaces on the Layer 2 interfaces to move the
Layer 2 VLAN traffic to Layer 3

e Configure and apply the appropriate classifiers to the interfaces



e Configure and apply congestion notification profiles (CNPs) on the interfaces to enable PFC on the
traffic that you want to be lossless

@ NOTE: Configuring or changing PFC on an interface blocks the entire port until the PFC
change is completed. After a PFC change is completed, the port is unblocked and traffic
resumes. Blocking the port stops ingress and egress traffic, and causes packet loss on all
queues on the port until the port is unblocked.

e Configure lossless forwarding classes and either hierarchical port scheduling (also known as
enhanced transmission selection) or direct port scheduling, depending on your switch, on the
interfaces

@ NOTE: PFC operates at the queue level, based on the IEEE 802.1p code point in the
priority code point (PCP) field of the Ethernet frame header (sometimes known as the
CoS bits). For this reason, VLAN-tagged traffic on Layer 3 interfaces on which you want
to enable PFC must use an IEEE 802.1p classifier to map incoming traffic to forwarding
classes (which are in turn mapped to output queues) and loss priorities. You cannot use a
DSCP or DSCP IPvé6 classifier to classify Layer 3 traffic if you want to enable PFC on
VLAN-tagged traffic flows.

Topology

Figure 7 on page 237 shows the topology for this example.

Figure 7: Enabling PFC Across Layer 3 Interface Hops
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Table 58 on page 238 shows the configuration components for this example. On the two switches, the
Ethernet host-facing interfaces use the same interface names and configuration, and the Layer 3
network-facing interfaces use the same interface names and configuration.

Table 58: Components of the PFC Across Layer 3 Interfaces Topology

Component

Hardware

Layer 3 interfaces
(xe-0/0/40 and
xe-0/0/41) and
VLANSs

Layer 2 interfaces
(xe-0/0/20 and
xe-0/0/21) and
VLAN membership

VLANSs for the IRB
interfaces

Settings

Two switches, Switch SW1 and Switch SW2.
Two Ethernet hosts

Interface xe-0/0/40:

e [nterface family—inet

e |Interface IP address—100.103.1.2/24
e VLAN tagging—enabled

e |Interface VLAN ID—103

Interface xe-0/0/41:

e |Interface family—inet

e |Interface IP address—100.104.1.2/24
e VLAN tagging—enabled

e |Interface VLAN ID—104

Family: Ethernet switching

Interface mode—trunk

Interface xe-0/0/20 VLAN membership—vlan105
Interface xe-0/0/21 VLAN membership—vlan106

VLAN unit 105—family inet, IP address 100.105.1.1/24
VLAN unit 106—family inet, IP address 100.106.1.1/24



Table 58: Components of the PFC Across Layer 3 Interfaces Topology (Continued))

Component

Layer 2 IRB
interfaces

Forwarding classes
(both switches)

Settings

Interface xe-0/0/20:

IRB interface unit—105

IRB interface family—inet

IRB interface IP address—100.105.1.1/24

IRB interface VLAN ID—105

Layer 3 interface name—irb.105

Interface xe-0/0/21:

IRB interface unit—106

IRB interface family—inet

IRB interface IP address—100.106.1.1/24
IRB interface VLAN ID—106

Layer 3 interface name—irb.106

Name—lossless-3

Queue mapping—queue 3

Packet drop attribute—no-loss

Name—lossless-4

Queue mapping—queue 4

Packet drop attribute—no-loss

NOTE: Matching the forwarding class names (lossless- 3 and lossless-4) to the queue
number and to the classified IEEE 802.1p code point (priority) creates a configuration
that is logical and easy to map because the forwarding class, queue, and priority all use
the same number.

Name—all-others

Queue mapping—queue O

Packet drop attribute—none

NOTE: The forwarding class all-othersis for best-effort traffic that traverses the
interfaces.



Table 58: Components of the PFC Across Layer 3 Interfaces Topology (Continued))

Component

Layer 2 interface
behavior aggregate
(BA) classifier

Congestion
notification profile
(PFC, both switches)

Enhanced
transmission
selection (ETS)
hierarchical port
scheduling (only if
using ETS)

Settings

Name—Ilossless-3-4-ieee

Forwarding class lossless-3—mapped to code point 011 (IEEE 802.1p priority 3) and a
packet loss priority of low

Forwarding class lossless-4—mapped to code point 100 (IEEE 802.1p priority 4) and a
packet loss priority of low

Apply the Layer 2 IEEE 802.1p classifier to both the Layer 2 and the Layer 3 interfaces
(xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).

Name—lossless-cnp
PFC enabled on IEEE 802.1p code points—011 (lossless-3 forwarding class and priority),
100 (lossless-4 forwarding class and priority)

Apply the CNP to both the Layer 2 and the Layer 3 interfaces (xe-0/0/20, xe-0/0/21,
xe-0/040, and xe-0/0/41) to enable PFC on IEEE 802.1p code points 011 and 100.

Hierarchical port scheduling (ETS) includes configuring:

e Schedulers to assign bandwidth to traffic
e Scheduler mapping to forwarding classes
e Grouping of the forwarding classes (priorities) in forwarding class sets (priority groups)

e A traffic control profile to assign bandwidth to the forwarding class set and to
associate the forwarding class set with the scheduler mapping

Hierarchical port scheduling also includes applying the hierarchical scheduler (defined in
the traffic control profile) to the interfaces.

This example focuses on configuring PFC across the Layer 2 and Layer 3 interfaces. To
maintain this focus, this example includes the CLI statements needed to configure
hierarchical port scheduling, but does not include descriptive explanations of the
configuration. The Related Documentation section provides links to example documents
that show how to configure hierarchical port scheduling.

Apply the scheduling configuration to both the Layer 2 and the Layer 3 interfaces
(xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).



Table 58: Components of the PFC Across Layer 3 Interfaces Topology (Continued))

Component

Direct port
scheduling (only if
using port
scheduling instead of
ETS)

Configuration

Settings

Direct port scheduling includes configuring:

e Schedulers to assign bandwidth to traffic

e Scheduler mapping to forwarding classes

Port scheduling also includes applying the scheduler map to the interfaces.

This example focuses on configuring PFC across the Layer 2 and Layer 3 interfaces. To
maintain this focus, this example includes the CLI statements needed to configure direct
port scheduling, but does not include descriptive explanations of the configuration. The
Related Documentation section provides links to example documents that show how to
configure port scheduling.

Apply the scheduling configuration to both the Layer 2 and the Layer 3 interfaces
(xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).

IN THIS SECTION
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Port Scheduling Configuration | 248

Results | 248

CLI Quick Configuration

To configure PFC across Layer 3 interfaces, copy the following commands, paste them in a text file,

remove the line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level. The same configuration applies
to both Switch SW1 and Switch SW2. The configuration is separated into the configuration common to
ETS and direct port scheduling, and the portions of the configuration that apply only to ETS and only to

port scheduling.



Common Configuration (Applies to ETS Hierarchical Scheduling and to Port Scheduling)

set interfaces xe-0/0/40 vlan-tagging

set interfaces xe-0/0/40 unit 0 vlan-id 103

set interfaces xe-0/0/40 unit 0 family inet address 100.103.1.2/24

set interfaces xe-0/0/41 vlan-tagging

set interfaces xe-0/0/41 unit 0 vlan-id 104

set interfaces xe-0/0/41 unit 0 family inet address 100.104.1.2/24

set interfaces xe-0/0/20 unit @ family ethernet-switching interface-mode trunk

set interfaces xe-0/0/20 unit 0 family ethernet-switching vlan members vlan105

set interfaces xe-0/0/21 unit @ family ethernet-switching interface-mode trunk

set interfaces xe-0/0/21 unit 0 family ethernet-switching vlan members vlan106

set interfaces irb unit 105 family inet address 100.105.1.1/24

set interfaces irb unit 106 family inet address 100.106.1.1/24

set vlans vlan105 vlan-id 105

set vlans vlan106 vlan-id 106

set vlans vlan105 13-interface irb.105

set vlans vlan106 13-interface irb.106

set class-of-service forwarding-classes class lossless-3 queue-num 3 no-loss

set class-of-service forwarding-classes class lossless-4 queue-num 4 no-loss

set class-of-service forwarding-classes class all-others queue-num @

set class-of-service classifiers ieee-802.1 lossless-3-4-ieee forwarding-class lossless-3 loss-
priority low code-points 011

set class-of-service classifiers ieee-802.1 lossless-3-4-ieee forwarding-class lossless-4 loss-
priority low code-points 100

set class-of-service congestion-notification-profile lossless-cnp input ieee-802.1 code-point
011 pfc

set class-of-service congestion-notification-profile lossless-cnp input ieee-802.1 code-point
100 pfc

set class-of-service schedulers lossless_sch transmit-rate 6g

set class-of-service schedulers lossless_sch shaping-rate percent 100

set class-of-service schedulers all-others_sch transmit-rate 4g

set class-of-service scheduler-maps lossless_map forwarding-class lossless-3 scheduler
lossless_sch

set class-of-service scheduler-maps lossless_map forwarding-class lossless-4 scheduler
lossless_sch

set class-of-service scheduler-maps all-others_map forwarding-class all-others scheduler all-
others_sch

set class-of-service interfaces xe-0/0/20 congestion-notification-profile lossless-cnp

set class-of-service interfaces xe-0/0/20 unit @ classifiers ieee-802.1 lossless-3-4-ieee

set class-of-service interfaces xe-0/0/21 congestion-notification-profile lossless-cnp

set class-of-service interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 lossless-3-4-ieee



set class-of-service interfaces xe-0/0/40 congestion-notification-profile lossless-cnp

set class-of-service interfaces xe-0/0/40 classifiers ieee-802.1 lossless-3-4-ieee

set class-of-service interfaces xe-0/0/41 congestion-notification-profile lossless-cnp

set class-of-service interfaces xe-0/0/41 classifiers ieee-802.1 lossless-3-4-ieee

Configuration for ETS Hierarchical Scheduling

The ETS-specific portion of this example configures forwarding class set (priority group) membership

and priority group CoS settings (traffic control profile), and assigns the priority group and its CoS

configuration to the interfaces.

set
set class-of-service
set class-of-service
set class-of-service
set class-of-service
set class-of-service
set class-of-service
set class-of-service
set class-of-service
control-profile lossless_tcp

set class-of-service interfaces
control-profile all-others_tcp
set class-of-service interfaces
control-profile lossless_tcp

set class-of-service interfaces
control-profile all-others_tcp
set class-of-service interfaces
control-profile lossless_tcp

set class-of-service interfaces
control-profile all-others_tcp
set class-of-service interfaces
control-profile lossless_tcp

set class-of-service interfaces

control-profile all-others_tcp

Configuration for Port Scheduling

traffic-control-profiles
traffic-control-profiles
traffic-control-profiles
traffic-control-profiles
traffic-control-profiles

xe-0/0/20 forwarding-class-set

xe-0/0/21 forwarding-class-set

xe-0/0/21 forwarding-class-set

xe-0/0/40 forwarding-class-set

xe-0/0/40 forwarding-class-set

xe-0/0/41 forwarding-class-set

xe-0/0/41 forwarding-class-set

class-of-service forwarding-class-sets lossless_fc_set class lossless-3
forwarding-class-sets lossless_fc_set class lossless-4
forwarding-class-sets all-others_fc_set class all-others

lossless_tcp scheduler-map lossless_map
lossless_tcp guaranteed-rate percent 60
lossless_tcp shaping-rate percent 100
all-others_tcp scheduler-map all-others_map
all-others_tcp guaranteed-rate percent 40
interfaces xe-0/0/20 forwarding-class-set lossless_fc_set output-traffic-

all-others_fc_set output-traffic-

lossless_fc_set output-traffic-

all-others_fc_set output-traffic-

lossless_fc_set output-traffic-

all-others_fc_set output-traffic-

lossless_fc_set output-traffic-

all-others_fc_set output-traffic-



The port-scheduling-specific portion of this example assigns the scheduler maps (which set the CoS
treatment of the forwarding classes in the scheduler map) to the interfaces.

[edit class-of-service]

set interfaces xe-0/0/20 scheduler-map lossless_map
set interfaces xe-0/0/20 scheduler-map all-others_map
set interfaces xe-0/0/21 scheduler-map lossless_map
set interfaces xe-0/0/21 scheduler-map all-others_map
set interfaces xe-0/0/40 scheduler-map lossless_map
set interfaces xe-0/0/40 scheduler-map all-others_map
set interfaces xe-0/0/41 scheduler-map lossless_map
set interfaces xe-0/0/41 scheduler-map all-others_map

Common Configuration (Applies to ETS Hierarchical Scheduling and to Port Scheduling)

Step-by-Step Procedure

The following step-by-step procedure shows you how to configure the VLANS, IRB interfaces, lossless
forwarding classes, classifiers, PFC settings to enable PFC across Layer 3 interfaces, and the queue
scheduling configuration common to ETS and direct port scheduling. For completeness, the ETS
hierarchical port scheduling and direct port scheduling configurations are included separately, in the
following procedures, but without explanatory text. See the Related Documentation links for detailed
examples of the scheduling elements of the configuration.

1. Configure the Layer 3 interface VLANs and IP addresses:

[edit interfaces]

user@switch# set xe-0/0/40 vlan-tagging

user@switch# set xe-0/0/40 unit @ vlan-id 103

user@switch# set xe-0/0/40 unit 0 family inet address 100.103.1.2/24
user@switch# set xe-0/0/41 vlan-tagging

user@switch# set xe-0/0/41 unit @ vlan-id 104

user@switch# set xe-0/0/41 unit @ family inet address 100.104.1.2/24

2. Configure the Layer 2 interface VLAN membership and interface mode:

[edit interfaces]
user@switch# set xe-0/0/20 unit @ family ethernet-switching interface-mode trunk

user@switch# set xe-0/0/20 unit @ family ethernet-switching vlan members vlan105



user@switch# set xe-0/0/21 unit @ family ethernet-switching interface-mode trunk

user@switch# set xe-0/0/21 unit @ family ethernet-switching vlan members vlan106

3. Configure the IRB interfaces and VLANSs to transport incoming Layer 2 traffic assigned to VLANs
vlan105 (of which interface xe-0/0/20 is a member) and vlan106 (of which interface xe-0/0/21 is a
member) across Layer 3:

[edit]

user@switch# set interfaces irb unit 105 family inet address 100.105.1.1/24
user@switch# set interfaces irb unit 106 family inet address 100.106.1.1/24
user@switch# set vlans vlan105 vlan-id 105

user@switch# set vlans vlan106 vlan-id 106

user@switch# set vlans vlan105 13-interface irb.105

user@switch# set vlans vlan106 13-interface irb.106

4. Configure the lossless forwarding classes and a best-effort forwarding class for any other traffic that
might use the interfaces:

[edit class-of-service]
user@switch# set forwarding-classes class lossless-3 queue-num 3 no-loss
user@switch# set forwarding-classes class lossless-4 queue-num 4 no-loss

user@switch# set forwarding-classes class all-others queue-num 0

5. Configure the IEEE classifier for the Layer 2 and Layer 3 interfaces to classify incoming traffic into
the lossless forwarding classes based on the IEEE 802.1p code point of the traffic:

[edit class-of-service classifiers]

user@switch# set ieee-802.1 lossless-3-4-ieee forwarding-class lossless-3 loss-priority low
code-points 011

user@switch# set ieee-802.1 lossless-3-4-ieee forwarding-class lossless-4 loss-priority low

code-points 100



6. Configure the CNP to enable PFC on the lossless priorities (the lossless forwarding classes mapped to
IEEE 802.1p code points 3 and 4):

[edit class-of-service congestion-notification-profile]
user@switch# set lossless-cnp input ieee-802.1 code-point 011 pfc
user@switch# set lossless-cnp input ieee-802.1 code-point 100 pfc

7. Apply the Layer 2 IEEE 802.1p classifier and the CNP to the Layer 3 interfaces:

[edit class-of-service interfaces]

user@switch# set xe-0/0/40 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# set xe-0/0/40 congestion-notification-profile lossless-cnp
user@switch# set xe-0/0/41 classifiers ieee-802.1 lossless-3-4-ieee

user@switch# set xe-0/0/41 congestion-notification-profile lossless-cnp

8. Apply the Layer 2 IEEE 802.1p classifier and the CNP to the Layer 2 interfaces:

[edit class-of-service interfaces]

user@switch# xe-0/0/20 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# xe-0/0/20 congestion-notification-profile lossless-cnp
user@switch# xe-0/0/21 unit 0 classifiers ieee-802.1 lossless-3-4-ieee

user@switch# xe-0/0/21 congestion-notification-profile lossless-cnp

9. Configure queue scheduling to support the lossless configuration and map the schedulers to the
forwarding classes (statements included here for completeness; see the Related Documentation links
for detailed examples of scheduling configuration):

[edit class-of-service]

user@switch# set schedulers lossless_sch transmit-rate 6g

user@switch# set schedulers lossless_sch shaping-rate percent 100

user@switch# set schedulers all-others_sch transmit-rate 4g

user@switch# set scheduler-maps lossless_map forwarding-class lossless-3 scheduler
lossless_sch

user@switch# set scheduler-maps lossless_map forwarding-class lossless-4 scheduler
lossless_sch

user@switch# set scheduler-maps all-others_map forwarding-class all-others scheduler all-

others_sch



ETS Hierarchical Scheduling Configuration

Step-by-Step Procedure

1. Configure hierarchical scheduling to support the lossless configuration (included here for
completeness; see the Related Documentation links for detailed examples of scheduling

configuration) and apply it to the Layer 2 and Layer 3 interfaces:

[edit class-of-service interfaces]

user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#

set
set
set
set
set
set
set
set
set

forwarding-class-sets lossless_fc_set class lossless-3
forwarding-class-sets lossless_fc_set class lossless-4
forwarding-class-sets all-others_fc_set class all-others
traffic-control-profiles lossless_tcp scheduler-map lossless_map
traffic-control-profiles lossless_tcp guaranteed-rate percent 60
traffic-control-profiles lossless_tcp shaping-rate percent 100
traffic-control-profiles all-others_tcp scheduler-map all-others_map
traffic-control-profiles all-others_tcp guaranteed-rate percent 40
interfaces xe-0/0/20 forwarding-class-set lossless_fc_set output-traffic-

control-profile lossless_tcp

user@switch# set interfaces xe-0/0/20 forwarding-class-set all-others_fc_set output-traffic-

control-profile all-others_tcp

user@switch# set interfaces xe-0/0/21 forwarding-class-set lossless_fc_set output-traffic-

control-profile lossless_tcp

user@switch# set interfaces xe-0/0/21 forwarding-class-set all-others_fc_set output-traffic-

control-profile all-others_tcp

user@switch# set interfaces xe-0/0/40 forwarding-class-set lossless_fc_set output-traffic-

control-profile lossless_tcp

user@switch# set interfaces xe-0/0/40 forwarding-class-set all-others_fc_set output-traffic-

control-profile all-others_tcp

user@switch# set interfaces xe-0/0/41 forwarding-class-set lossless_fc_set output-traffic-

control-profile lossless_tcp

user@switch# set interfaces xe-0/0/41 forwarding-class-set all-others_fc_set output-traffic-

control-profile all-others_tcp



Port Scheduling Configuration

Step-by-Step Procedure

1. Apply port scheduling to support the lossless configuration on interfaces:

[edit class-of-service]

user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#
user@switch#

user@switch#

xe-0/0/20
xe-0/0/20
xe-0/0/21
xe-0/0/21
xe-0/0/40
xe-0/0/40
xe-0/0/41
xe-0/0/41

set interfaces

set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces

set interfaces

scheduler-map
scheduler-map
scheduler-map
scheduler-map
scheduler-map
scheduler-map
scheduler-map
scheduler-map

lossless_map
all-others_map
lossless_map
all-others_map
lossless_map
all-others_map
lossless_map
all-others_map

Results

Display the results of the interface, VLAN, and class-of-service configurations (the system shows only
the explicitly configured parameters; it does not show default parameters). The results are valid for both
Switch SW1 and Switch SW2 because the same configuration is used on both switches. The results are
from the ETS hierarchical scheduling configuration, which show the more complex configuration. Direct
port scheduling results would not show the traffic control profile or forwarding class set portions of the
configuration, but would display the name of the scheduler map under each interface (instead of the
names of the forwarding class set and output traffic control profile). Other than that, the results are the
same.

Display the results of the interface configuration:

user@switch# show configuration interfaces
xe-0/0/20 {
unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {

members vlan105;

}
xe-0/0/21 {



unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {

members vlan106;

}
}
}
}
xe-0/0/40 {
vlan-tagging;
unit 0 {
vlan-id 103;
family inet {
address 100.103.1.2/24;
}
}
}
xe-0/0/41 {
vlan-tagging;
unit @ {
vlan-id 104;
family inet {
address 100.104.1.2/24;
}
}
}
irb {
unit 105 {
family inet {
address 100.105.1.1/24;
}
}
unit 106 {
family inet {
address 100.106.1.1/24;
}
}
}
vlan {
unit 105 {

family inet {
address 100.105.1.1/24;



}
unit 106 {
family inet {
address 100.106.1.1/24;
}
}

Display the results of the vlan configuration:

user@switch# show configuration vlans

vlan105 {
vlan-id 105;
13-interface irb.105;
}
vlan106 {
vlan-id 106;
13-interface irb.106;
}

Display the results of the class-of-service configuration:

user@switch# show configuration class-of-service
classifiers {
ieee-802.1 lossless-3-4-ieee {
forwarding-class lossless-3 {
loss-priority low code-points 011;
}
forwarding-class lossless-4 {

loss-priority low code-points 100;

}

forwarding-classes {
class lossless-3 queue-num 3 no-loss;
class lossless-4 queue-num 4 no-loss;
class all-others queue-num 0;

}

traffic-control-profiles {



lossless_tcp {
scheduler-map lossless_map;
shaping-rate percent 100;
guaranteed-rate percent 60;

}

all-others_tcp {
scheduler-map all-others_map;

guaranteed-rate percent 40;

}
forwarding-class-sets {
lossless_fc_set {
class lossless-3;
class lossless-4;
}
all-others_fc_set {
class all-others;

}
congestion-notification-profile {

lossless-cnp {

input {
ieee-802.1 {
code-point 011 {
pfc;
}
code-point 100 {
pfc;
}
}
}
}
}
interfaces {
xe-0/0/20 {

forwarding-class-set {
lossless_fc_set {
output-traffic-control-profile lossless_tcp;
}
all-others_fc_set {
output-traffic-control-profile all-others_tcp;



congestion-notification-profile lossless-cnp;
unit 0 {
classifiers {
ieee-802.1 lossless-3-4-ieee;

}
xe-0/0/21 {
forwarding-class-set {
all-others_fc_set {
output-traffic-control-profile all-others_tcp;
}
lossless_fc_set {

output-traffic-control-profile lossless_tcp;

}
congestion-notification-profile lossless-cnp;
unit 0 {
classifiers {
ieee-802.1 lossless-3-4-ieee;

}
xe-0/0/40 {
forwarding-class-set {
lossless_fc_set {
output-traffic-control-profile lossless_tcp;
}
all-others_fc_set {

output-traffic-control-profile all-others_tcp;

}
congestion-notification-profile lossless-cnp;
classifiers {

ieee-802.1 lossless-3-4-ieee;

}
xe-0/0/41 {
forwarding-class-set {
lossless_fc_set {
output-traffic-control-profile lossless_tcp;
}
all-others_fc_set {



output-traffic-control-profile all-others_tcp;

}
congestion-notification-profile lossless-cnp;
classifiers {

ieee-802.1 lossless-3-4-ieee;

}
scheduler-maps {
lossless_map {
forwarding-class lossless-3 scheduler lossless_sch;

forwarding-class lossless-4 scheduler lossless_sch;

}
all-others_map {
forwarding-class all-others scheduler all-others_sch;

}
schedulers {
lossless_sch {
transmit-rate 6g;
shaping-rate percent 100;

}
all-others_sch {
transmit-rate 4g;

TIP: To quickly configure the switch, issue the load merge terminal command, and then
copy the hierarchies and paste them into the switch terminal window.

Verification

IN THIS SECTION

Verifying the Interface Configuration | 254
Verifying the VLAN Configuration | 256

Verifying the PFC Configuration (Congestion Notification Profile) | 257



Verify the Forwarding Class Configuration | 258
Verifying the Classifier Configuration | 258

Verifying the Interface CoS Configuration (Hierarchical Scheduling, PFC, and Classifier Mapping to
Interfaces) | 259

To verify that the PFC across Layer 3 interfaces configuration has been created and is operating
properly, perform these tasks:

Verifying the Interface Configuration

Purpose

Verify that the Layer 2 Ethernet interfaces, Layer 3 IP interfaces, IRB interfaces, and VLAN interfaces
have been created on the switch and are correctly configured.

Action

Display the switch interface configuration using the show configuration interfaces command:

user@switch> show configuration interfaces
xe-0/0/20 {
unit @ {
family ethernet-switching {
interface-mode trunk;
vlan {

members vlan105;

3
}
3
}
xe-0/0/21 {
unit @ {

family ethernet-switching {
interface-mode trunk;
vlan {

members vlan106;



}
xe-0/0/40 {
vlan-tagging;
unit @ {
vlan-id 103;
family inet {
address 100.103.1.2/24;

}
xe-0/0/41 {
vlan-tagging;
unit 0 {
vlan-id 104;
family inet {
address 100.104.1.2/24;

}
irb {
unit 105 {
family inet {
address 100.105.1.1/24;

}
unit 106 {
family inet {
address 100.106.1.1/24;

}
vlan {
unit 105 {
family inet {
address 100.105.1.1/24;

}
unit 106 {
family inet {
address 100.106.1.1/24;



Meaning

The show configuration interfaces command displays all of the interfaces configured on the switch. The

command output shows that:

Interfaces xe-0/0/20 and xe-0/0/21 are Ethernet interfaces (family ethernet-switching) in trunk
interface mode. Interface xe-0/0/20 is a member of VLAN vlan105, and interface xe-0/0/21 is a
member of VLAN vlan106.

Interfaces xe-0/0/40 and xe-0/0/41 are IP interfaces (family inet) with VLAN tagging enabled.
Interface xe-0/0/40 has an IP address of 100.103.1.2/24 and a VLAN ID of 103. Interface xe-0/0/41
has an IP address of 100.104.1.2/24 and a VLAN ID of 104.

Two IRB interfaces are configured, IRB unit 105 with an IP address of 100.105.1.1/24 and IRB unit
106 with an IP address of 100.106.1.1/24.

Two VLAN interfaces are configured, VLAN unit 105 with an IP address of 100.105.1.1/24 (for IRB
interface unit 105) and VLAN unit 106 with an IP address of 100.106.1.1/24 (for IRB interface unit
1006).

Verifying the VLAN Configuration

Purpose

Verify that VLANs have been created on the switch and are correctly configured.

Action

Display the VLAN configuration using the show configuration vlans command:

user@switch> show configuration vlans
vlan1e5 {
vlan-id 105;
13-interface irb.105;
}
vlan106 {
vlan-id 106;



13-interface irb.106;

Meaning

The show configuration vlans command displays all of the VLANSs configured on the switch. The command
output shows that:

e VLAN vlan105 has been configured with VLAN ID 105 on IRB interface irb.105.

e VLAN vlan106 has been configured with VLAN ID 106 on IRB interface irb.106.

Verifying the PFC Configuration (Congestion Notification Profile)

Purpose

Verify that PFC has been enabled on the correct IEEE 802.1p code points (priorities) in the CNP.

Action

Display the PFC configuration using the show configuration class-of-service congestion-notification-profile
command:

user@switch> show configuration class-of-service congestion-notification-profile
lossless-cnp {

input {
ieee-802.1 {
code-point 011 {
pfc;
}
code-point 100 {
pfc;
}
}
}
}
Meaning

The show configuration class-of-service congestion-notification-profile command displays all of the CNPs
configured on the switch. The command output shows that:



e The CNP named lossless-cnp is configured on the switch.

e The CNP lossless-cnp enables PFC on IEEE 802.1p code points 100 and 100.

Verify the Forwarding Class Configuration

Purpose

Verify that the two lossless forwarding classes and the best-effort forwarding class have been
configured on the switch.

Action

Display the forwarding class configuration using the show configuration class-of-service forwarding-classes
command:

user@switch> show configuration class-of-service forwarding-classes
class lossless-3 queue-num 3 no-loss;
class lossless-4 queue-num 4 no-loss;

class all-others queue-num 0;

Meaning

The show configuration class-of-service forwarding-classes command displays all of the forwarding classes
configured on the switch (default forwarding classes are not displayed). The command output shows
that:

e Forwarding class lossless-3 is mapped to queue 3 and is configured as a lossless forwarding class (the
no-loss attribute is applied)

e Forwarding class lossless-4 is mapped to queue 4 and is configured as a lossless forwarding class (the
no-loss attribute is applied)

e Forwarding class all-others is mapped to queue O. It is not a lossless forwarding class (the no-1loss
attribute is not applied).

Verifying the Classifier Configuration

Purpose

Verify that the IEEE 802.1p classifier has been configured on the switch.



Action

Display the classifier configuration using the show configuration class-of-service classifiers command:

user@switch> show configuration class-of-service classifiers
ieee-802.1 lossless-3-4-ieee {
forwarding-class lossless-3 {
loss-priority low code-points 011;
}
forwarding-class lossless-4 {
loss-priority low code-points 100;

Meaning

The show configuration class-of-service classifiers command displays all of the classifiers configured on the
switch. The command output shows that the Layer 2 IEEE 802.1p classifier lossless-3-4-ieee classifiers
traffic with the code point 011 into the lossless-3 forwarding class with a loss priority of low, and
classifies traffic with the code point 100 into the lossless-4 forwarding class with a loss priority of low.

Verifying the Interface CoS Configuration (Hierarchical Scheduling, PFC, and Classifier Mapping to
Interfaces)

Purpose

Verify that the interfaces have the correct hierarchical scheduling, PFC, and classifier configurations.

@ NOTE: The results are from the ETS hierarchical scheduling configuration, which shows
the more complex configuration. Direct port scheduling results would not show the
traffic control profile or forwarding class set portions of the interface configuration, but
would display the name of the scheduler map under each interface instead of the names
of the forwarding class set and output traffic control profile. Other than that, they are
the same.



Action

Display the interface CoS configuration using the show configuration class-of-service

user@switch> show configuration class-of-service interfaces
xe-0/0/20 {
forwarding-class-set {
lossless_fc_set {
output-traffic-control-profile lossless_tcp;
}
all-others_fc_set {

output-traffic-control-profile all-others_tcp;

}
congestion-notification-profile lossless-cnp;
unit 0 {
classifiers {
ieee-802.1 lossless-3-4-ieee;

}
xe-0/0/21 {
forwarding-class-set {
all-others_fc_set {
output-traffic-control-profile all-others_tcp;
}
lossless_fc_set {

output-traffic-control-profile lossless_tcp;

}
congestion-notification-profile lossless-cnp;
unit 0 {
classifiers {
ieee-802.1 lossless-3-4-ieee;

}
xe-0/0/40 {
forwarding-class-set {
lossless_fc_set {

output-traffic-control-profile lossless_tcp;

interfaces command:



all-others_fc_set {

output-traffic-control-profile all-others_tcp;

}
congestion-notification-profile lossless-cnp;
classifiers {

ieee-802.1 lossless-3-4-ieee;

}
xe-0/0/41 {
forwarding-class-set {
lossless_fc_set {
output-traffic-control-profile lossless_tcp;
}
all-others_fc_set {
output-traffic-control-profile all-others_tcp;

}
congestion-notification-profile lossless-cnp;
classifiers {

ieee-802.1 lossless-3-4-ieee;

Meaning

The show configuration class-of-service interfaces command displays all of the CoS components configured
on the switch interfaces. The command output shows that:

e The configuration on Layer 2 Ethernet interfaces xe-0/0/20 and xe-0/0/21 includes:

e Hierarchical scheduling—The forwarding class set lossless_fc_set with the traffic control profile
lossless_tcp for the lossless traffic, and the forwarding class set all-others_fc_set with the traffic
control profile all-others_tcp for the best-effort traffic are applied to both interfaces.

e PFC—The lossless-cnp congestion notification profile is applied to both interfaces.
e Classifiers—The Layer 2 IEEE 802.1p classifier lossless-3-4-ieee is applied to both interfaces.
e The configuration on Layer 3 IP interfaces xe-0/0/40 and xe-0/0/41 includes:

e Hierarchical scheduling—The forwarding class set lossless_fc_set with the traffic control profile
lossless_tcp for the lossless traffic, and the forwarding class set all-others_fc_set with the traffic
control profile all-others_tcp for the best-effort traffic are applied to both interfaces.



e PFC—The lossless-cnp congestion notification profile is applied to both interfaces.

e Classifiers—The Layer 2 IEEE 802.1p classifier lossless-3-4-ieee is applied to both interfaces. Traffic
that would use a DSCP or a DSCP IPvé classifier if it were configured uses the IEEE 802.1p
classifier instead. Using the IEEE 802.1p classifier allows the interface to use PFC to pause traffic
during periods of congestion to prevent packet loss.

‘ Understanding PFC Functionality Across Layer 3 Interfaces | 232

Understanding PFC Using DSCP at Layer 3 for Untagged Traffic

IN THIS SECTION

Overview of DSCP-based PFC | 262
Limitations of DSCP-based PFC | 263

Protocols such as Remote Direct Memory Access (RDMA) over converged Ethernet version 2 (RoCEv2)
require lossless behavior for traffic across Layer 3 connections to Layer 2 Ethernet subnetworks.
Traditionally, priority-based flow control (PFC) can be used to prevent traffic loss when congestion
occurs on Layer 2 or Layer 3 interfaces for VLAN-tagged traffic by selectively pausing traffic on any of
eight priorities corresponding to IEEE 802.1p code points in the VLAN headers of incoming traffic on an
interface. However, untagged traffic—traffic without VLAN tagging—cannot be examined for IEEE
802.1p code points on which to pause traffic.

Starting in Junos OS Release 17.4R1, to support lossless traffic flow at Layer 3 for untagged traffic, we
support enabling PFC for Layer 3 interfaces and Layer 2 access interfaces using Distributed Services
code point (DSCP) values in the Layer 3 IP header of incoming traffic, rather than IEEE 802.1p code
point values in a Layer 2 VLAN header.

Overview of DSCP-based PFC

PFC is a data center bridging technology operating at Layer 2, and DSCP information is exchanged in IP
headers at Layer 3. However, you can configure DSCP-based PFC, which preserves lossless behavior
across Layer 3 network connections for untagged traffic.



PFC operates by generating pause frames for traffic identified on configured code points in incoming
traffic to notify the peer to pause transmission when the link is congested. With DSCP-based PFC
enabled, pause frames are triggered based on a configured 6-bit DSCP value (corresponding to decimal
values 0-63) in the Layer 3 IP header of incoming traffic.

However, PFC can only send pause frames with a 3-bit PFC priority—one of 8 code points
corresponding to decimal values 0-7—which, for VLAN-tagged traffic, usually corresponds to the IEEE
802.1p code points in the incoming traffic VLAN headers. Untagged traffic provides no reference for
IEEE 802.1p code point values, so to trigger PFC on a DSCP value, the DSCP value must be mapped
explicitly in the configuration to a PFC priority to use in the PFC pause frames sent to the peer when
congestion occurs for that code point. You can map traffic on a DSCP value to a PFC priority when you
define the no-loss forwarding class with which you want to classify DSCP-based PFC traffic. The
forwarding class must also be mapped to an output queue with no-loss behavior.

@ NOTE: You cannot assign the same PFC priority to more than one forwarding class
because the mapped PFC priority value is used as the forwarding class ID when DSCP-
based PFC is configured.

A DSCP classifier (instead of an IEEE 802.1p classifier) is also required to specify that incoming traffic
with the above-configured DSCP value belongs to the no-loss forwarding class. Any DSCP values for
which DSCP-based PFC is enabled on a interface must be specified in either the default DSCP classifier
or in a user-defined DSCP classifier associated with the interface.

To enable DSCP-based PFC on an interface, define an input congestion notification profile with the
same DSCP value (and desired buffering parameters), and associate it with the interface.

The peer device should have a matching PFC configuration for the mapped PFC priority code points.

Limitations of DSCP-based PFC

The following are limitations of DSCP-based PFC:

e You cannot configure both DSCP-based PFC and IEEE 802.1p PFC under the same congestion
notification profile, or associate both a DSCP-based congestion notification profile and an IEEE
802.1p congestion notification profile with the same interface.

e DSCP-based PFC is supported on Layer 3 interfaces and Layer 2 access interfaces for untagged
traffic only. PFC behavior is unpredictable if VLAN-tagged packets are received on an interface with
DSCP-based PFC enabled.

e Each no-loss forwarding class can only be associated with a unique 3-bit PFC priority value from O
through 7.

Change History Table



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.4R1 Starting in Junos OS Release 17.4R1, to support lossless traffic flow at Layer 3 for untagged traffic, we
support enabling PFC for Layer 3 interfaces and Layer 2 access interfaces using Distributed Services
code point (DSCP) values in the Layer 3 IP header of incoming traffic, rather than IEEE 802.1p code
point values in a Layer 2 VLAN header.

Configuring DSCP-based PFC for Layer 3 Untagged Traffic

Understanding CoS Classifiers | 93

Understanding CoS Flow Control (Ethernet PAUSE and PFC) | 216
Understanding CoS Forwarding Classes | 152

Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows | 191

Configuring DSCP-based PFC for Layer 3 Untagged Traffic

You can configure DSCP-based PFC to support lossless behavior for untagged traffic across Layer 3
connections to Layer 2 subnetworks for protocols such as Remote Direct Memory Access (RDMA) over
converged Ethernet version 2 (RoCEv2).

With DSCP-based PFC, pause frames are generated to notify the peer that the link is congested based
on a configured 6-bit Distributed Services code point (DSCP) value in the Layer 3 IP header of incoming
traffic, rather than a 3-bit IEEE 802.1p code point in the Layer 2 VLAN header.

Because PFC can only send pause frames corresponding to PFC priority code points, the 6-bit
configured DSCP value must be mapped to a 3-bit PFC priority to use in pause frames when DSCP-
based PFC is triggered. Configuring the mapping involves mapping the PFC priority value to a no-loss
forwarding class when you map the forwarding class to a queue, defining a congestion notification
profile to enable PFC on traffic with the desired DSCP value, and configuring a DSCP classifier to
associate the PFC priority-mapped forwarding class (along with the loss priority) with the configured
DSCP value on which to trigger PFC pause frames.

The peer device should have output PFC and a corresponding flow control queue configured to match
the PFC priority configuration on the device.

To configure DSCP-based PFC:


https://apps.juniper.net/feature-explorer/

1. Map a lossless forwarding class to a PFC priority—a 3-bit value represented in decimal form (0-7)—to
use in the PFC pause frames.

You must also assign an output queue to the forwarding class with the queue-num option. The no-loss
option is required in this case to support lossless behavior for DSCP-based PFC, and the pfc-priority
statement specifies the priority value mapping, as follows:

[edit class-of-service]
user@switch# set forwarding-classes class class-name queue-num queue-number no-loss

user@switch# set forwarding-classes class class-name pfc-priority pfc-priority

2. Define an input congestion notification profile to enable PFC on traffic specified by the desired 6-bit
DSCP value, and optionally configure the maximum receive unit (MRU) at this time (used to
determine PFC buffer headroom space reserved for the link):

[edit class-of-service]
user@switch# set congestion-notification-profile name input dscp code-point code-point-bits

pfc mru mru-value

@ NOTE: You cannot configure both DSCP-based PFC and IEEE 802.1p PFC under the
same congestion notification profile.

3. Set up a DSCP classifier for the confgured DSCP value and no-loss forwarding class mapped in the
previous steps:

[edit class-of-service]
user@switch# set classifiers dscp classifier-name forwarding-class class-name loss-priority

level code-points code-point-bits

4. Assign the classifier and congestion notification profile set up in the previous steps to an interface on
which you are enabling DSCP-based PFC:

[edit class-of-service]
user@switch# set interfaces interface-name classifiers dscp classifier-name
user @swtich# set interfaces interface-name congestion-notification-profile profile-name



For example, with the following sample commands configuring DSCP-based PFC for interface xe-0/0/1,
PFC pause frames will be generated with PFC priority 3 when incoming traffic with DSCP value 110000
becomes congested:

set interfaces xe-0/0/1 unit @ family inet address 10.1.1.2/24

set class-of-service forwarding-classes class fc1 queue-num 1 no-loss

set class-of-service forwarding-classes class fc1 pfc-priority 3

set class-of-service congestion-notification-profile dpfc-cnp input dscp code-point 110000 pfc

set class-of-service classifiers dscp dpfc forwarding-class fc1 loss-priority low code-points 110000
set class-of-service interfaces xe-0/0/1 congestion-notification-profile dpfc-cnp

set class-of-service interfaces xe-0/0/1 classifiers dscp dpfc

Understanding PFC Using DSCP at Layer 3 for Untagged Traffic
Configuring CoS PFC (Congestion Notification Profiles) | 213
Defining CoS BA Classifiers (DSCP, DSCP IPvé, IEEE 802.1p) | 103

Defining CoS Forwarding Classes



https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/cos-forwarding-classes-qfx-series-cli.html

CHAPTER 8

CoS and Host Outbound Traffic
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Understanding Host Routing Engine Outbound Traffic Queues and
Defaults

The host Routing Engine and CPU generate outbound traffic that is transmitted using different
protocols. You cannot configure a classifier to map different types of outbound traffic that the host
generates to forwarding classes (queues). The traffic that the host generates is assigned to forwarding
classes by default as shown in Table 59 on page 268.

If you want to separate host outbound traffic from other traffic or if you want to assign that traffic to a
particular queue, you can configure a single forwarding class for all traffic that the host generates. If you
configure a forwarding class for outbound host traffic, that forwarding class is used globally for all traffic
generated by the host. (That is, the host outbound traffic is mapped to the selected queue on all egress
interfaces.) Configuring a forwarding class for host outbound traffic does not affect transit or incoming
traffic.

Whether you use the default host outbound traffic forwarding class configuration or configure a
forwarding class for all host outbound traffic, the configuration applies to all Layer 2 and Layer 3
protocols and to all application-level traffic such as FTP and ping operations.

If you configure a queue for host outbound traffic, the queue must be properly configured on all
interfaces.

@ NOTE: Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP) packets generated
by the CPU are always transmitted on the fcoe queue (queue 3), even if you configure a
queue for host outbound traffic. This helps to ensure lossless behavior for FCoE traffic.



QFabric systems classify FIP control packets into the same traffic class (fcoe) across the
Interconnect device (fabric) and the egress Node device.

This does not apply to OCX Series switches, which do not support FCoE.

By default, traffic generated by the host is sent to the best effort queue (queue 0) or to the network
control queue (queue 7). Table 59 on page 268 lists the default host traffic to output queue mapping.

Table 59: Routi