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About This Guide

Use this guide to remotely manage the configuration of devices running Junos OS using the Network
Configuration Protocol (NETCONF), understand the native YANG data models on devices running Junos
OS, or create YANG data models to add custom configuration hierarchies or RPCs to devices running

Junos OS.

Junos XML Management Protocol Developer Guide
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CHAPTER 1

NETCONF XML Management Protocol Overview

IN THIS CHAPTER

NETCONF XML Management Protocol and Junos XML API Overview | 2

Advantages of Using the NETCONF XML Management Protocol and Junos XML API | 3

NETCONF XML Management Protocol and Junos XML API Overview

The NETCONF XML management protocol is an Extensible Markup Language (XML)-based protocol that
client applications use to manage the configuration on routing, switching, and security devices. It uses
an XML-based data encoding for the configuration data and remote procedure calls (RPCs). The
NETCONF protocol defines basic operations that are equivalent to configuration mode commands in the
CLI. Applications use the protocol operations to display, edit, and commit configuration statements
(among other operations), just as administrators use CLI configuration mode commands to perform
those operations.

The Junos XML APl is an XML representation of Junos configuration statements and operational mode
commands. When the client application manages a Junos device, Junos XML configuration tag elements
are the content to which the NETCONF XML protocol operations apply. Junos XML operational tag
elements are equivalent in function to operational mode commands in the CLI, which administrators use
to retrieve status information for devices running Junos OS.

The NETCONF XML management protocol is described in RFC 6241, Network Configuration Protoco/
(NETCONEF), which is available at https://tools.ietf.org/html/rfc6241.

Client applications request information and change the configuration on a switch, router, or security
device by encoding the request with tag elements from the NETCONF XML management protocol and
Junos XML API and sending it to the NETCONF server on the device. On Junos devices, the NETCONF
server is integrated into the Junos operating system and does not appear as a separate entry in process
listings. The NETCONF server directs the request to the appropriate software modules within the
device, encodes the response in NETCONF and Junos XML API tag elements, and returns the result to
the client application.

For example, to request information about the status of a device's interfaces, a client application sends
the Junos XML API <get-interface-information> request tag. The NETCONF server gathers the information


https://tools.ietf.org/html/rfc6241

from the interface process and returns it in the Junos XML API <interface-information> response tag
element.

You can use the NETCONF XML management protocol and Junos XML API to configure Junos devices
or to request information about the device configuration or operation. You can write client applications
to interact with the NETCONF server, and you can also use the NETCONF XML protocol to build
custom end-user interfaces for configuration and information retrieval and display, such as a Web
browser-based interface.

Advantages of Using the NETCONF XML Management Protocol and Junos XML API | 3
XML and Junos OS Overview
XML Overview

Advantages of Using the NETCONF XML Management Protocol and
Junos XML API

IN THIS SECTION

Parsing Device Output | 4

Displaying Device Output | 5

The NETCONF XML management protocol and Junos XML API fully document all options for every
supported Junos OS operational request and all elements in every Junos OS configuration statement.
The tag names clearly indicate the function of an element in an operational request or configuration
statement.

The combination of meaningful tag names and the structural rules in a DTD makes it easy to understand
the content and structure of an XML-tagged data set or document. NETCONF and Junos XML tag
elements make it straightforward for client applications that request information from a device to parse
the output and find specific information.



Parsing Device Output

The following example illustrates how the Junos XML API makes it easier to parse device output and
extract the needed information. It compares formatted ASCII and XML-tagged versions of output from a
device running the Junos OS. The formatted ASCII follows:

Physical interface: fxp@, Enabled, Physical link is Up
Interface index: 4, SNMP ifIndex: 3

The corresponding XML-tagged version is:

<interface>
<name>fxp0@</name>
<admin-status>enabled</admin-status>
<operational-status>up</operational-status>
<index>4</index>
<snmp-index>3</snmp-index>

</interface>

When a client application needs to extract a specific value from formatted ASCII output, it must rely on
the value’s location, expressed either absolutely or with respect to labels or values in adjacent fields.
Suppose that the client application wants to extract the interface index. It can use a regular-expression
matching utility to locate specific strings, but one difficulty is that the number of digits in the interface
index is not necessarily predictable. The client application cannot simply read a certain number of
characters after the Interface index: label, but must instead extract everything between the label and the
subsequent label, which is

, SNMP ifIndex

A problem arises if the format or ordering of output changes in a later version of the Junos OS, for
example, if a Logical index field is added following the interface index number:

Physical interface: fxp@, Enabled, Physical link is Up
Interface index: 4, Logical index: 12, SNMP ifIndex: 3



An application that extracts the interface index number delimited by the Interface index: and SNMP ifIndex
labels now obtains an incorrect result. The application must be updated manually to search for the
following label instead:

, Logical index

In contrast, the structured nature of XML-tagged output enables a client application to retrieve the
interface index by extracting everything within the opening <index> tag and closing </index> tag. The
application does not have to rely on an element’s position in the output string, so the NETCONF server
can emit the child tag elements in any order within the <interface> tag element. Adding a new <logical-
index> tag element in a future release does not affect an application’s ability to locate the <index> tag
element and extract its contents.

Displaying Device Output

XML-tagged output is also easier to transform into different display formats. For instance, you might
want to display different amounts of detail about a given device component at different times. When a
device returns formatted ASCII output, you have to design and write special routines and data structures
in your display program to extract and store the information needed for a given detail level. In contrast,
the inherent structure of XML output is an ideal basis for a display program’s own structures. It is also
easy to use the same extraction routine for several levels of detail, simply ignoring the tag elements you
do not need when creating a less detailed display.

NETCONF XML Management Protocol and Junos XML API Overview | 2
XML Overview | 8



CHAPTER 2

NETCONF and Junos XML Tags Overview

IN THIS CHAPTER

XML and Junos OS Overview | 6

XML Overview | 8

XML and NETCONF XML Management Protocol Conventions Overview | 11

Map Junos OS Commands and Command Output to Junos XML Tag Elements | 16
Map Configuration Statements to Junos XML Tag Elements | 20

Using NETCONF Configuration Response Tag Elements in NETCONF Requests and Configuration
Changes | 28

XML and Junos OS Overview

Extensible Markup Language (XML) is a standard for representing and communicating information. It is a
metalanguage for defining customized tags that are applied to a data set or document to describe the
function of individual elements and codify the hierarchical relationships between them. Junos OS
natively supports XML for the operation and configuration of devices running Junos OS.

The Junos OS command-line interface (CLJ)) and the Junos OS infrastructure communicate using XML.
When you issue an operational mode command in the CLI, the CLI converts the command into XML
format for processing. After processing, Junos OS returns the output in the form of an XML document,
which the CLI converts back into a readable format for display. Remote client applications also use XML-
based data encoding for operational and configuration requests on devices running Junos OS.

The Junos XML AP/is an XML representation of Junos OS configuration statements and operational
mode commands. It defines an XML equivalent for all statements in the Junos OS configuration
hierarchy and many of the commands that you issue in CLI operational mode. Each operational mode
command with a Junos XML counterpart maps to a request tag element and, if necessary, a response tag
element.

To display the configuration or operational mode command output as Junos XML tag elements instead
of as the default formatted ASCII, issue the command, and pipe the output to the display xml command.
Infrastructure tag elements in the response belong to the Junos XML management protocol. The tag



elements that describe Junos OS configuration or operational data belong to the Junos XML API, which
defines the Junos OS content that can be retrieved and manipulated by both the Junos XML
management protocol and the NETCONF XML management protocol operations. The following example
compares the text and XML output for the show chassis alarms operational mode command:

user@host> show chassis alarms

No alarms currently active

user@host> show chassis alarms | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.4R1/junos">
<alarm-information xmlns="http://xml.juniper.net/junos/10.4R1/junos-alarm">
<alarm-summary>
<no-active-alarms/>
</alarm-summary>
</alarm-information>
<cli>
<banner></banner>
</cli>

</rpc-reply>

To display the Junos XML API representation of any operational mode command, issue the command,
and pipe the output to the display xml rpc command. The following example shows the Junos XML API
request tag for the show chassis alarms command.

user@host> show chassis alarms | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.4R1/junos">
<rpc>
<get-alarm-information>
</get-alarm-information>
</rpc>
<cli>
<banner></banner>
</cli>

</rpc-reply>

As shown in the previous example, the | display xml rpc option displays the Junos XML API request tag
that is sent to Junos OS for processing whenever the command is issued. In contrast, the | display xml
option displays the actual output of the processed command in XML format.



When you issue the show chassis alarms operational mode command, the CLI converts the command into
the Junos XML API <get-alarm-information> request tag and sends the XML request to the Junos OS
infrastructure for processing. Junos OS processes the request and returns the <alarm-information>
response tag element to the CLI. The CLI then converts the XML output into the “No alarms currently
active” message that is displayed to the user.

Junos OS automation scripts use XML to communicate with the host device. Junos OS provides XML-
formatted input to a script. The script processes the input source tree and then returns XML-formatted
output to Junos OS. The script type determines the XML input document that is sent to the script as
well as the output document that is returned to Junos OS for processing. Commit script input consists of
an XML representation of the post-inheritance candidate configuration file. Event scripts receive an
XML document containing the description of the triggering event. All script input documents contain
information pertaining to the Junos OS environment, and some scripts receive additional script-specific
input that depends on the script type.

‘ Junos XML API Explorer

XML Overview

IN THIS SECTION

Tag Elements | 9
Attributes | 10
Namespaces | 10

Document Type Definition | 11

Extensible Markup Language (XML) is a language for defining a set of markers, called tags, that are
applied to a data set or document to describe the function of individual elements and codify the
hierarchical relationships between them. XML tags look much like Hypertext Markup Language (HTML)
tags, but XML is actually a metalanguage used to define tags that best suit the kind of data being
marked.

For more details about XML, see A Technical Introduction to XML at http:/www.xml.com/pub/a/98/10/
guide0.html and the additional reference material at the http:/www.xml.com site. The official XML


https://apps.juniper.net/xmlapi/
http://www.xml.com/pub/a/98/10/guide0.html
http://www.xml.com/pub/a/98/10/guide0.html
http://www.xml.com

specification from the World Wide Web Consortium (W3C), Extensible Markup Language (XML) 1.0, is
available at http:/www.w3.org/TR/REC-xml.

The following sections discuss general aspects of XML:

Tag Elements

XML has three types of tags: opening tags, closing tags, and empty tags. XML tag names are enclosed in
angle brackets and are case sensitive. Items in an XML-compliant document or data set are always
enclosed in paired opening and closing tags, and the tags must be properly nested. That is, you must
close the tags in the same order in which you opened them. XML is stricter in this respect than HTML,
which sometimes uses only opening tags. The following examples show paired opening and closing tags
enclosing a value. The closing tags are indicated by the forward slash at the start of the tag name.

<interface-state>enabled</interface-state>
<input-bytes>25378</input-bytes>

The term tag element refers to a three-part set: opening tag, contents, and closing tag. The content can
be an alphanumeric character string as in the preceding examples, or can itself be a containertag
element, which contains other tag elements. For simplicity, the term tagis often used interchangeably
with tag element or element.

If a tag element is empty—has no contents—it can be represented either as paired opening and closing
tags with nothing between them, or as a single tag with a forward slash after the tag name. For example,
the notation <snmp-trap-flag/> is equivalent to <snmp-trap-flag></snmp-trap-flag>.

As the preceding examples show, angle brackets enclose the name of the tag element. This is an XML
convention, and the brackets are a required part of the complete tag element name. They are not to be
confused with the angle brackets used in the Juniper Networks documentation to indicate optional parts
of Junos OS CLI command strings.

Junos XML tag elements obey the XML convention that the tag element name indicates the kind of
information enclosed by the tags. For example, the name of the Junos XML <interface-state> tag element
indicates that it contains a description of the current status of an interface on the device, whereas the
name of the<input-bytes> tag element indicates that its contents specify the number of bytes received.

When discussing tag elements in text, this documentation conventionally uses just the opening tag to
represent the complete tag element (opening tag, contents, and closing tag). For example, the
documentation refers to the <input-bytes> tag to indicate the entire <input-bytes>number-of-bytes</input-
bytes> tag element.
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Attributes

XML elements can contain associated properties in the form of aftributes, which specify additional
information about an element. Attributes appear in the opening tag of an element and consist of an
attribute name and value pair. The attribute syntax consists of the attribute name followed by an equals
sign and then the attribute value enclosed in quotation marks. An XML element can have multiple
attributes. Multiple attributes are separated by spaces and can appear in any order.

In the following example, the configuration element has two attributes, junos:changed-seconds and

junos:changed-localtime.

<configuration junos:changed-seconds="1279908006" junos:changed-localtime="2010-07-23 11:00:06
PDT">

The value of the junos:changed-seconds attribute is "1279908006", and the value of the junos:changed-
localtime attribute is "2010-07-23 11:00:06 PDT".

Namespaces

Namespaces allow an XML document to contain the same tag, attribute, or function names for different
purposes and avoid name conflicts. For example, many namespaces may define a print function, and
each may exhibit a different functionality. To use the functionality defined in one specific namespace,
you must associate that function with the namespace that defines the desired functionality.

To refer to a tag, attribute, or function from a defined namespace, you must first provide the namespace
Uniform Resource Identifier (URI) in your style sheet declaration . You then qualify a tag, attribute, or
function from the namespace with the URI. Since a URI is often lengthy, generally a shorter prefix is
mapped to the URI.

In the following example the jcs prefix is mapped to the namespace identified by the URI http://

xml. juniper.net/junos/commit-scripts/1.9, which defines extension functions used in commit, op, event, and
SNMP scripts. The jcs prefix is then prepended to the output function, which is defined in that
namespace.

<?xml version="1.0"7>

<xsl:stylesheet version="1.0" xmlns:jcs="http://xml.juniper.net/junos/commit-scripts/1.0">

<xsl:value-of select="jcs:output('The VPN is up.')"/>
</xsl: stylesheet>

During processing, the prefix is expanded into the URI reference. Although there may be multiple
namespaces that define an output element or function, the use of jcs:output explicitly defines which output



function is used. You can choose any prefix to refer to the contents in a namespace, but there must be
an existing declaration in the XML document that binds the prefix to the associated URI.

Document Type Definition

An XML-tagged document or data set is structured, because a set of rules specifies the ordering and
interrelationships of the items in it. The rules define the contexts in which each tagged item can—and in
some cases must—occur. A file called a document type definition, or DTD, lists every tag element that
can appear in the document or data set, defines the parent-child relationships between the tags, and
specifies other tag characteristics. The same DTD can apply to many XML documents or data sets.

Junos XML Management Protocol and Junos XML APl Overview
XML and Junos OS Overview

XML and NETCONF XML Management Protocol Conventions Overview
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A client application must comply with XML and NETCONF XML management protocol conventions.
Each request from the client application must be a wel/-formed XML document; that is, it must obey the
structural rules defined in the NETCONF and Junos XML document type definitions (DTD)s for the kind
of information encoded in the request. The client application must emit tag elements in the required
order and only in the legal contexts. Compliant applications are easier to maintain in the event of
changes to the Junos OS or NETCONF protocol.



Similarly, each response from the NETCONF server constitutes a well-formed XML document (the
NETCONF server obeys XML and NETCONF conventions).

The following sections describe NETCONF XML management protocol conventions:

Request and Response Tag Elements

A requesttag element is one generated by a client application to request information about a device’s
current status or configuration, or to change the configuration. A request tag element corresponds to a
CLI operational or configuration command. It can occur only within an <rpc> tag. For information about
the <rpc> element, see "Send Requests to the NETCONF Server" on page 102.

A response tag element represents the NETCONF server's reply to a request tag element and occurs
only within an <rpc-reply> tag. For information about the <rpc-reply> element, see "Parse the NETCONF
Server Response" on page 106.

The following example represents an exchange in which a client application emits the <get-interface-
information> request tag element with the <extensive/> flag and the NETCONF server returns the
<interface-information> response tag element.

Client Application

<rpc>
<get-interface-information>
<extensive/>
</get-interface-information>
</rpc>

11>11>

NETCONF Server

<rpc-reply xmlns="URM' xmlns:junos="URL">
<interface-information xmlns="URL">
<!-- children of <interface-information> -->
</interface-information>
</rpc-reply>
1>11>

NOTE: This example, like all others in this guide, shows each tag element on a separate line, in
the tag streams emitted by both the client application and NETCONF server. In practice, a client



application does not need to include newline characters between tag elements, because the
server automatically discards such white space. For further discussion, see "Spaces, Newline
Characters, and Other White Space" on page 14.

For information about the attributes in the opening <rpc-reply> tag, see "Parse the NETCONF Server
Response" on page 106. For information about the xmlns attribute in the opening <interface-information>
tag, see "Request Operational Information Using NETCONF" on page 362. For information about

the 11>11> character sequence, see "Generate Well-Formed XML Documents" on page 33.

Child Tag Elements of a Request Tag Element

Some request tag elements contain child tag elements. For configuration requests, each child tag
element represents a configuration element (hierarchy level or configuration object). For operational
requests, each child tag element represents one of the options you provide on the command line when
issuing the equivalent CLI command.

Some requests have mandatory child tag elements. To make a request successfully, a client application
must emit the mandatory tag elements within the request tag element’s opening and closing tags. If any
of the children are themselves container tag elements, the opening tag for each must occur before any
of the tag elements it contains, and the closing tag must occur before the opening tag for another tag
element at its hierarchy level.

In most cases, the client application can emit children that occur at the same level within a container tag
element in any order. The important exception is a configuration element that has an identifier tag
element, which distinguishes the configuration element from other elements of its type. The identifier
tag element must be the first child tag element in the container tag element. Most frequently, the
identifier tag element specifies the name of the configuration element and is called <name>. For more
information, see "Mapping for Objects That Have an Identifier" on page 22.

Child Tag Elements of a Response Tag Element

The child tag elements of a response tag element represent the individual data items returned by the
NETCONF server for a particular request. The children can be either individual tag elements (empty tags
or tag element triples) or container tag elements that enclose their own child tag elements. For some
container tag elements, the NETCONF server returns the children in alphabetical order. For other
elements, the children appear in the order in which they were created in the configuration.

The set of child tag elements that can occur in a response or within a container tag element is subject to
change in later releases of the Junos XML API. Client applications must not rely on the presence or
absence of a particular tag element in the NETCONF server’s output, nor on the ordering of child tag
elements within a response tag element. For the most robust operation, include logic in the client



application that handles the absence of expected tag elements or the presence of unexpected ones as
gracefully as possible.

Spaces, Newline Characters, and Other White Space

As dictated by the XML specification, the NETCONF server ignores white space (spaces, tabs, newline
characters, and other characters that represent white space) that occurs between tag elements in the
tag stream generated by a client application. Client applications can, but do not need to, include white
space between tag elements. However, they must not insert white space within an opening or closing
tag. If they include white space in the contents of a tag element that they are submitting as a change to
the candidate configuration, the NETCONF server preserves the white space in the configuration
database.

In its responses, the NETCONF server includes white space between tag elements to enhance the
readability of responses that are saved to a file: it uses newline characters to put each tag element on its
own line, and spaces to indent child tag elements to the right compared to their parents. A client
application can ignore or discard the white space, particularly if it does not store responses for later
review by human users. However, it must not depend on the presence or absence of white space in any
particular location when parsing the tag stream.

For more information about white space in XML documents, see the XML specification from the World
Wide Web Consortium (W3C), Extensible Markup Language (XML) 1.0, at http://www.w3.org/TR/REC-
xml/ .

XML Comments

Client applications and the NETCONF server can insert XML comments at any point between tag
elements in the tag stream they generate, but not within tag elements. Client applications must handle
comments in output from the NETCONF server gracefully but must not depend on their content. Client
applications also cannot use comments to convey information to the NETCONF server, because the
server automatically discards any comments it receives.

XML comments are enclosed within the strings <!-- and -->, and cannot contain the string -- (two
hyphens). For more details about comments, see the XML specification at http:/www.w3.org/TR/REC-
xml/ .

The following is an example of an XML comment:

<!-- This is a comment. Please ignore it. -->
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Predefined Entity References
By XML convention, there are two contexts in which certain characters cannot appear in their regular
form:

¢ In the string that appears between opening and closing tags (the contents of the tag element)
¢ In the string value assigned to an attribute of an opening tag

When including a disallowed character in either context, client applications must substitute the
equivalent predefined entity reference, which is a string of characters that represents the disallowed
character. Because the NETCONF server uses the same predefined entity references in its response tag
elements, the client application must be able to convert them to actual characters when processing
response tag elements.

Table 1 on page 15 summarizes the mapping between disallowed characters and predefined entity
references for strings that appear between the opening and closing tags of a tag element.

Table 1: Predefined Entity Reference Substitutions for Tag Content Values

Disallowed Character Predefined Entity Reference
& (ampersand) &amp;

> (greater-than sign) &gt;

< (less-than sign) &lt;

Table 2 on page 15 summarizes the mapping between disallowed characters and predefined entity
references for attribute values.

Table 2: Predefined Entity Reference Substitutions for Attribute Values

Disallowed Character Predefined Entity Reference
& (ampersand) &amp;
' (apostrophe) &apos;

> (greater-than sign) &gt;



Table 2: Predefined Entity Reference Substitutions for Attribute Values (Continued))

Disallowed Character Predefined Entity Reference
< (less-than sign) &lt;
" (quotation mark) &quot;

As an example, suppose that the following string is the value contained by the <condition> tag element:

if (a<b && b>c) return "Peer’s not responding"

The <condition> tag element looks like this (it appears on two lines for legibility only):

<condition>if (a&lt;b &amp;&amp; bd&gt;c) return "Peer’s not \
responding"</condition>

Similarly, if the value for the <example> tag element’s heading attribute is Peer’s "age" <> 40, the opening tag
looks like this:

<example heading="Peer&apos;s &quot;age&quot; &1t;&gt; 40">

Map Junos OS Commands and Command Output to Junos XML Tag
Elements
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The Junos XML API is an XML representation of Junos OS configuration statements and operational
mode commands. It defines an XML equivalent for all statements in the Junos OS configuration
hierarchy and many of the commands that you issue in CLI operational mode. Each operational mode
command with a Junos XML counterpart maps to a request tag element and, if necessary, a response tag
element.

Request tag elements are used in remote procedure calls (RPCs) within NETCONF and Junos XML
protocol sessions to request information from a device running Junos OS. The server returns the
response using Junos XML tag elements enclosed within the response tag element. For example, the
show interfaces command maps to the <get-interface-information> request tag, and the server returns the

<interface-information> response tag.

The following sections outline how to map commands, command options, and command output to
Junos XML tag elements.

Mapping Command Output to Junos XML Elements

On the Junos OS command-line interface (CLI), to display command output as Junos XML tag elements
instead of as the default formatted ASCII text, include the | display xml option after the command. The
tag elements that describe the Junos OS configuration or operational data belong to the Junos XML API,
which defines the Junos OS content that can be retrieved and manipulated by NETCONF and Junos
XML management protocol operations.

The following example shows the output from the show chassis hardware command issued on an M20
router that is running Junos OS Release 9.3 (the opening <chassis-inventory> tag appears on two lines only
for legibility). This is identical to the server’s response for the <get-chassis-inventory> RPC request.

user@host> show chassis hardware | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/9.3R1/junos">
<chassis-inventory \
xmlns="http://xml.juniper.net/junos/9.3R1/junos-chassis">
<chassis junos:style="inventory">
<name>Chassis</name>
<serial-number>00118</serial-number>
<description>M20</description>
<chassis-module>
<name>Backplane</name>
<version>REV 06</version>
<part-number>710-001517</part-number>
<serial-number>AB5911</serial-number>
</chassis-module>
<chassis-module>
<name>Power Supply A</name>
<!-- other child tags of <chassis-module> -->



</chassis-module>
<!-- other child tags of <chassis> -->
</chassis>
</chassis-inventory>

</rpc-reply>

Mapping Commands to Junos XML Request Tag Elements

You can find information about the available Junos OS operational mode commands and their equivalent
Junos XML RPC request tags in the Junos XML API Explorer - Operational Tags tool and the Junos OS
CLI. You can use the tool to verify a command, map the command to its equivalent Junos XML RPC
request tag and child tags, and view the expected response tag for various Junos OS releases.

You can also display the Junos XML request tag elements for any operational mode command that has a
Junos XML counterpart on the Junos OS CLI. To display the Junos XML RPC request tags for an
operational mode command, enter the command and pipe it to the display xml rpc command.

The following example displays the RPC tags for the show route command:

user@host> show route | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.110/junos">
<rpc>
<get-route-information>
</get-route-information>
</rpc>
<cli>
<banner></banner>
</cli>

</rpc-reply>

NOTE: Starting in Junos OS Release 20.3R1, the names of some Junos XML RPC request tags
have been updated to ensure consistency across the Junos XML API. Devices running Junos OS
will still accept the old request tag names for backwards compatibility, but we recommend using
the new names going forward. To verify the Junos XML RPC request tag for an operational mode
command in a given Junos OS release, see the Junos XML API Explorer - Operational Tags tool.

Mapping for Command Options with Variable Values

Many CLI commands have options that identify the object that the command affects or reports about,
distinguishing the object from other objects of the same type. In some cases, the CLI does not precede
the identifier with a fixed-form keyword, but XML convention requires that the Junos XML API define a
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tag element for every option. To learn the names for each identifier (and any other child tag elements)
for an operational request tag element, consult the tag element’s entry in the appropriate DTD or in the
Junos XML API Operational Developer Reference, or issue the command and command option in the
CLI and append the | display xml rpc option.

The following example shows the Junos XML tag elements for two CLI operational commands that have
variable-form options. In the show interfaces command, t3-5/1/0:0 is the name of the interface. In the
show bgp neighbor command, 10.168.1.222 is the IP address for the BGP peer of interest.

CLI Command JUNOS XML Tags
show interfaces t3-5/1/0:0 <rpc=
<get-interface-information=
<interface-name=t3-5/1/0:0</interface-name=>
</ get-interface-information>
</rpc>
show bgp neighbor 10.168.1.122 <rpc>
<get-bgp-neighbor-information=
<neighbor-address=10.168.1.122</neighbor-address=>
</get-bgp-neighbor-information=
</rpc=
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You can display the Junos XML RPC tags for a command and its options in the CLI by executing the
command and command option and appending | display xml rpc.

user@host> show interfaces t3-5/1/0:0 | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
<rpc>
<get-interface-information>
<interface-name>t3-5/1/0:0</interface-name>
</get-interface-information>
</rpc>
<cli>
<banner></banner>
</cli>

</rpc-reply>

Mapping for Fixed-Form Command Options

Some CLI commands include options that have a fixed form, such as the brief and detail strings, which
specify the amount of detail to include in the output. The Junos XML API usually maps such an option to
an empty tag whose name matches the option name.

The following example shows the Junos XML tag elements for the show isis adjacency command, which
has a fixed-form option called detail:



CLI Command JUNOS XML Tags
show isis adjacency detail <rpcs=
=get-isis-adjacency-information=
<detail/=
</ get-isis-adjacency-information=
</rpc=

To view the tags in the CLI:

user@host> show isis adjacency detail | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
<rpc>
<get-isis-adjacency-information>
<detail/>
</get-isis-adjacency-information>
</rpc>
<cli>
<banner></banner>
</cli>

</rpc-reply>

Release History Table

Release = Description

20.3R1 Starting in Junos OS Release 20.3R1, the names of some Junos XML RPC request tags have been
updated to ensure consistency across the Junos XML API.

Map Configuration Statements to Junos XML Tag Elements
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The Junos XML API defines a tag element for every container and leaf statement in the configuration
hierarchy. At the top levels of the configuration hierarchy, there is almost always a one-to-one mapping
between tag elements and statements, and most tag names match the configuration statement name. At
deeper levels of the hierarchy, the mapping is sometimes less direct, because some CLI notational
conventions do not map directly to XML-compliant tagging syntax.

NOTE: For some configuration statements, the notation used when you type the statement at
the CLI configuration-mode prompt differs from the notation used in a configuration file. The
same Junos XML tag element maps to both notational styles.

The following sections describe the mapping between configuration statements and Junos XML tag
elements:

Mapping for Hierarchy Levels and Container Statements

The <configuration> element is the top-level Junos XML container element for configuration statements. It
corresponds to the [edit] hierarchy level in CLI configuration mode. Most statements at the next few
levels of the configuration hierarchy are container statements. The Junos XML container tag element
that corresponds to a container statement almost always has the same name as the statement.

The following example shows the Junos XML tag elements for two statements at the top level of the
configuration hierarchy. Note that a closing brace in a CLI configuration statement corresponds to a
closing Junos XML tag.



CLI Configuration Statements

system {

login {
...child statements...

JUNOS XML Tags
=configuration>
<system=
=login=
<l- - tags for child statements
</login=

=

} </system=>
protocols { <protocols>
ospf{ =pspf>
...child statements... <l- - fags for child statements - -=
i =/ ospf=
! </ protocols> o

eyl

< /configuration=

Mapping for Objects That Have an Identifier

At some hierarchy levels, the same kind of configuration object can occur multiple times. Each instance
of the object has a unique identifier to distinguish it from the other instances. In the CLI notation, the
parent statement for such an object consists of a keyword and identifier of the following form:

keyword identifier {
configuration statements for individual characteristics ..

keyword is a fixed string that indicates the type of object being defined, and identifieris the unique name
for this instance of the type. In the Junos XML API, the tag element corresponding to the keyword is a
container tag element for child tag elements that represent the object’s characteristics. The container
tag element’s name generally matches the keyword string.

The Junos XML API differs from the CLI in its treatment of the identifier. Because the Junos XML API
does not allow container tag elements to contain both other tag elements and untagged character data
such as an identifier name, the identifier must be enclosed in a tag element of its own. Most frequently,
identifier tag elements for configuration objects are called <name>. Some objects have multiple identifiers,
which usually have names other than <name>. To verify the name of each identifier tag element for a
configuration object, consult the entry for the object in the Junos XML API Configuration Developer
Reference.



NOTE: The Junos OS reserves the prefix junos- for the identifiers of configuration groups defined
within the junos-defaults configuration group. User-defined identifiers cannot start with the string

junos-.

Identifier tag elements also constitute an exception to the general XML convention that tag elements at
the same level of hierarchy can appear in any order; the identifier tag element always occurs first within
the container tag element.

The configuration for most objects that have identifiers includes additional leaf statements, which
represent other characteristics of the object. For example, each BGP group configured at the [edit
protocols bgp group] hierarchy level has an associated name (the identifier) and can have leaf statements
for other characteristics such as type, peer autonomous system (AS) number, and neighbor address. For
information about the Junos XML mapping for leaf statements, see "Mapping for Single-Value and
Fixed-Form Leaf Statements" on page 24, "Mapping for Leaf Statements with Multiple Values" on page
25, and "Mapping for Multiple Options on One or More Lines" on page 26.

The following example shows the Junos XML tag elements for configuration statements that define two
BGP groups called <name> and <name>. Notice that the Junos XML <name> element that encloses the
identifier of each group (and the identifier of the neighbor within a group) does not have a counterpart
in the CLI statements.



CLI Configuration Statements

protocols {

bgp {
group G1 {

type external;
peeras 56;
neighbor 10.0.0.1;

}
group G2 {

type external;
peeras 57,
neighbor 10.0.10.1;

24

JUNOS XML Tags
<configuration=
<protocols=

<hgp=
<group=
<name>Gl</name=>
<type>external</type>
<peer-as>=56</peeras=
<neighbor>
<name=>10.0.0.1</name=>
</neighbor=
</group=
=group=
<name=G2</name:=
<type>external</type>
<peer-as=57</peer-as=
<neighbor=
<name=10.0.10.1</name=
</neighbor=
</Eroup=
</bgp=

</protocols=
</configuration=
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Mapping for Single-Value and Fixed-Form Leaf Statements

A /eaf statementis a CLI configuration statement that does not contain any other statements. Most leaf
statements define a value for one characteristic of a configuration object and have the following form:

keyword value;

In general, the name of the Junos XML tag element corresponding to a leaf statement is the same as the

keyword string. The string between the opening and closing Junos XML tags is the same as the value string.

The following example shows the Junos XML tag elements for two leaf statements that have a keyword

and a value: the message statement at the [edit system login] hierarchy level and the preference statement at

the [edit protocols ospf] hierarchy level.



CLI Configuration Statements

system {
login {

message "Authorized users only";

...other statements under login...

JUNOS XML Tags
<configuration=
<system=
<|ogin=
zmessage=Authorized users only</message=
<|- - tags for other child statements - >

} </login=
} </system=
protocols { <protocols=

ospf { <ospf>

preference 15;
...cther statements under ospf...
}
}

<preference=15</preference=
<!- - tags for other child statements - >
</ospf=
</protocols=>
</ configuration=
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Some leaf statements consist of a fixed-form keyword only, without an associated variable-form value.
The Junos XML API represents such statements with an empty tag. The following example shows the
Junos XML tag elements for the disable statement at the [edit forwarding-options sampling] hierarchy level.

CLI Configuration Statement JUNOS XML Tags
=configuration=

forwarding-options { =forwarding-options=

sampling { <zsampling=
disable; =disable/=
...other statements under sampling ...  <!-- tags for other child statements - -»
} =/sampling=
} </forwarding-options= %
</configuration> =

Mapping for Leaf Statements with Multiple Values

Some Junos OS leaf statements accept multiple values, which can be either user-defined or drawn from
a set of predefined values. CLI notation uses square brackets to enclose all values in a single statement,
as in the following:

statement [ valuel value2 value3 ...J;

The Junos XML API instead encloses each value in its own tag element. The following example shows
the Junos XML tag elements for a CLI statement with multiple user-defined values. The import statement
imports two routing policies defined elsewhere in the configuration.



CLI Configuration Statements
protocaols {
bep {
Broup 23 {

import [ policyl policy2 |;

JUNOS XML Tags
<configuration=
=protocols>
{.'hgp:*
<group=
<name=23</name=
<import=policyl</import=
<import=policy2</import>
</group=
</bgp=>
=/ protocols=
</ configuration=

[fs]
(=]
L
—

'_

The following example shows the Junos XML tag elements for a CLI statement with multiple predefined
values. The permissions statement grants three predefined permissions to members of the user-accounts
login class.

JUNOS XML Tags

<configuration=

CLI Configuration Statements

system { <system:
login { <login=>
class user-accounts { <class=

<name>user-accounts</name=
<permissions=configure</permissions=
<permissions=admin</permissions=
<permissions=control</permissions=
} </class>

} </login=

} </ system>
</configuration=

permissions [ configure admin control |;
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Mapping for Multiple Options on One or More Lines

For some Junos OS configuration objects, the standard CLI syntax places multiple options on a single
line, usually for greater legibility and conciseness. In most such cases, the first option identifies the
object and does not have a keyword, but later options are paired keywords and values. The Junos XML
API encloses each option in its own tag element. Because the first option has no keyword in the CLI
statement, the Junos XML API assigns a name to its tag element.

The following example shows the Junos XML tag elements for a CLI configuration statement with
multiple options on a single line. The Junos XML API defines a tag element for both options and assigns
a name to the tag element for the first option (10.0.0.1), which has no CLI keyword.



CLI Configuration Statements

system {
backup-router 10.0.01 destination 10.0.0.2;

The syntax for some configuration objects includes more than one multioption line. Again, the Junos
XML API defines a separate tag element for each option. The following example shows Junos XML tag

JUNOS XML Tags
<configuration>
<systems=
<backup-router=

<address>10.0.0.1</address>
<destination=10.0.0.2</destination>

</backup-router=
</ system=
</configuration=
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elements for a traceoptions statement at the [edit protocols isis] hierarchy level. The statement has three

child statements, each with multiple options.
CLI Configuration Statements
protocols {

isis {

traceoptions {
file trace-file size 3m files 10 world-readable;

flag route detail;

flag state receive;

JUNOS XML Tags
<configuration=
<protocols=
<isis>
<traceoptions=
<file=
<filename=trace-file</filename=
=gize=3m</size>
<files=10</files=
<world-readable/>
</file>
<flag=
<name=>route</name:>
=detail/>
=/flag>
<flag=
<namex=state</name:=>
=receive/=
</flag>
</traceoptions=>
</isig>
</protocols>
</configuration=>

Mapping for Comments About Configuration Statements

A Junos OS configuration can include comments that describe statements in the configuration. In CLI
configuration mode, the annotate command defines the comment to associate with a statement at the
current hierarchy level. You can also use a text editor to insert comments directly into a configuration

file. For more information, see the CLI User Guide.

The Junos XML API encloses comments about configuration statements in the <junos:comment> element.
(These comments are different from the comments that are enclosed in the strings <!-- and --> and are

automatically discarded by the protocol server.)

In the Junos XML API, the <junos:comment> element immediately precedes the element for the associated
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configuration statement. (If the tag element for the associated statement is omitted, the comment is not


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

recorded in the configuration database.) The comment text string can include one of the two delimiters
that indicate a comment in the configuration database: either the # character before the comment or the
paired strings /* before the comment and */ after it. If the client application does not include the
delimiter, the protocol server adds the appropriate one when it adds the comment to the configuration.
The protocol server also preserves any white space included in the comment.

The following example shows the Junos XML tag elements that associate comments with two
statements in a sample configuration statement. The first comment illustrates how including newline
characters in the contents of the <junos:comment> element (/* New backbone area */) results in the comment
appearing on its own line in the configuration file. There are no newline characters in the contents of the
second <junos:comment> element, so in the configuration file the comment directly follows the associated
statement on the same line.

CLI Configuration Statements JUNOS XML Tags
<configuration=
protocols { <protocols>
ospf { <ospf=
<junos:comment=
/* New backbone area */
/¥ New backbone area */ </junos:comment=
area 0.0.0.0{ <area>
=name=0.0.0.0=</name=>
<junos:comment=> # From jnprl to jnpr2</junos:comment=
interface so-0/0/0 { # From jnprl to jnpr2 <interface=
<name=so-0/0/0</name=
hello-interval 5; <hello-interval=5</hello-interval=
} =/interface=
} </area=
} </ospf>
} </protocols> 2
=/ configuration=>

Using NETCONF Configuration Response Tag Elements in NETCONF
Requests and Configuration Changes

The NETCONF server encloses its response to each configuration request in <rpc-reply> and
<configuration> tag elements. Enclosing each configuration response within a <configuration> tag element
contrasts with how the server encloses each different operational response in a tag element named for
that type of response—for example, the <chassis-inventory> tag element for chassis information or the
<interface-information> tag element for interface information.

The Junos XML tag elements within the <configuration> tag element represent configuration hierarchy
levels, configuration objects, and object characteristics, always ordered from higher to deeper levels of
the hierarchy. When a client application loads a configuration, it can emit the same tag elements in the
same order as the NETCONF server uses when returning configuration information. This consistent



representation makes handling configuration information more straightforward. For instance, the client
application can request the current configuration, store the NETCONF server's response in a local
memory buffer, make changes or apply transformations to the buffered data, and submit the altered
configuration as a change to the candidate configuration. Because the altered configuration is based on
the NETCONF server's response, it is certain to be syntactically correct.

Similarly, when a client application requests information about a configuration element (hierarchy level
or configuration object), it uses the same tag elements that the NETCONF server will return in response.
To represent the element, the client application sends a complete stream of tag elements from the top of
the configuration hierarchy (represented by the <configuration> tag element) down to the requested
element. The innermost tag element, which represents the level or object, is either empty or includes
the identifier tag element only. The NETCONF server's response includes the same stream of parent tag
elements, but the tag element for the requested configuration element contains all the tag elements that
represent the element’s characteristics or child levels. For more information, see "Request Configuration
Data Using NETCONF" on page 375.

The tag streams emitted by the NETCONF server and by a client application can differ in the use of
white space, as described in "XML and NETCONF XML Management Protocol Conventions Overview"
on page 11.
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NETCONF Session Overview

Communication between the NETCONF server and a client application is session based. The server and
client explicitly establish a connection and session before exchanging data and close the session and
connection when they are finished.

The streams of NETCONF and Junos XML tag elements emitted by the NETCONF server and the client
application must each constitute well-formed XML by obeying the structural rules defined in the
document type definition (DTD) for the kind of information they are exchanging. The client application
must emit tag elements in the required order and only in the allowed contexts.

Client applications can access the NETCONF server by using the SSH protocol and standard SSH
authentication mechanisms; by using the TLS protocol, which uses mutual X.509 certificate-based
authentication; or by using outbound HTTPS, which uses one-way X.509 certificate based
authentication. After authentication, the NETCONF server uses the configured or derived Junos OS
username and class to determine whether a client application is authorized to make each request.

The following list outlines the basic structure of a NETCONF session:

1. The client application establishes a connection to the NETCONF server and opens the NETCONF
session.

2. The NETCONF server and client application exchange initialization information, which is used to
determine if they are using compatible versions of the Junos OS and the NETCONF XML
management protocol.

3. The client application sends one or more requests to the NETCONF server and parses its responses.



4. The client application closes the NETCONF session and the connection to the NETCONF server.

For an example of a complete NETCONF session, see "Sample NETCONF Session" on page 118.
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Understanding the Client Application’s Role in a NETCONF Session

To create a NETCONTF session and communicate with the NETCONF server, a client application
performs the following procedures, which are described in the indicated sections:

1. Satisfies the prerequisites for the given connection protocol, as described in:

e "Establish an SSH Connection for a NETCONF Session" on page 36

o "NETCONF Sessions over Transport Layer Security (TLS)" on page 48

e "NETCONF and Shell Sessions over Enhanced Outbound HTTPS" on page 65
2. Establishes a connection to the NETCONF server.

o For NETCONF sessions over SSH, see "Connect to the NETCONF Server Using SSH" on page
96.

o For NETCONF sessions over TLS, see "How to Establish a NETCONF Session over TLS" on page
53.

o For NETCONF sessions over outbound HTTPS, see "How to Establish NETCONF and Shell
Sessions over Enhanced Outbound HTTPS" on page 68.

3. Opens a NETCONF session, as described in "Start a NETCONF Session" on page 98.

4. Optionally locks the candidate configuration or opens an instance of the ephemeral configuration
database.

Locking the configuration prevents other users or applications from changing it at the same time. For
more information, see "Lock and Unlock the Candidate Configuration Using NETCONF" on page 113.

For information about the ephemeral configuration database, see "Understanding the Ephemeral
Configuration Database" on page 305 and "Enable and Configure Instances of the Ephemeral
Configuration Database" on page 322.



5. Requests operational or configuration information, or changes configuration information, as
described in "Request Operational Information Using NETCONF" on page 362, "Request
Configuration Data Using NETCONF" on page 375, and "Edit the Configuration Using NETCONF" on
page 255.

6. (Optional) Verifies the syntactic correctness of the candidate configuration before attempting to
commit it, as described in "Verify the Candidate Configuration Syntax Using NETCONF" on page 299.

7. Commits changes made to the candidate configuration, as described in "Commit the Candidate
Configuration Using NETCONF" on page 300 and "Commit the Candidate Configuration Only After
Confirmation Using NETCONF" on page 302, or commits changes made to an open instance of the
ephemeral configuration database, as described in "Commit and Synchronize Ephemeral
Configuration Data Using the 