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About This Guide

Use this guide to learn many aspects of configuring and connecting subscriber sessions, including the
Junos OS AAA framework; using RADIUS or Diameter for authentication, service authorization, and
accounting; CLI-based service activation/deactivation; DHCP and DHCPvé6 for address assignment and
client configuration; dual-stack access models; and managing subscriber access lines with ANCP.
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AAA for Subscriber Management
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AAA Service Framework Overview

The authentication, authorization, and accounting (AAA) Service Framework provides a single point of
contact for all the authentication, authorization, accounting, address assignment, and dynamic request
services that the router supports for network access. The framework supports authentication and
authorization through external servers, such as RADIUS. The framework also supports accounting and
dynamic-request change of authorization (CoA) and disconnect operations through external servers, and
address assignment through a combination of local address-assignment pools and RADIUS.

When interacting with external back-end RADIUS servers, the AAA Service Framework supports
standard RADIUS attributes and Juniper Networks vendor specific attributes (VSAs). The AAA Service
Framework also includes an integrated RADIUS client that is compatible with RADIUS servers that
conform to RFC-2865, Remote Authentication Dial In User Service (RADIUS), RFC-2866, RADIUS
Accounting, and RFC-3576, Dynamic Authorization Extensions to Remote Authentication Dial In User
Service (RADIUS), and which can initiate requests.

You create the following types of configurations to manage subscriber access.

e Authentication—Authentication parameters defined in the access profile determine the
authentication component of the AAA processing. For example, subscribers can be authenticated
using an external authentication service such as RADIUS.

e Accounting—Accounting parameters in the access profile specify the accounting part of the AAA
processing. For example, the parameters determine how the router collects and uses subscriber
statistics. You can also configure AAA to enable the router to collect statistics on a per-service
session basis for subscribers.

e RADIUS-initiated dynamic requests—A list of authentication server IP addresses in the access profile
specify the RADIUS servers that can initiate dynamic requests to the router. Dynamic requests



include CoA requests, which specify VSA modifications and service changes, and disconnect
requests, which terminate subscriber sessions. The list of authentication servers also provide
RADIUS-based dynamic service activation and deactivation during subscriber login.

o Address assighment—The AAA Service Framework assigns addresses to subscribers based on the
configuration of local address-assignment pools. For example, the AAA framework collaborates with
RADIUS servers to assign addresses from the specified pools.

e Subscriber secure policy—RADIUS VSAs and attributes provide RADIUS-initiated traffic mirroring on
a per-subscriber basis.
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RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service
Framework

IN THIS SECTION

Benefits of Using RADIUS Standard Attributes and VSAs | 4

The AAA Service Framework supports RADIUS attributes and vendor-specific attributes (VSAs). This
support provides tunable parameters that the subscriber access management feature uses when
creating subscribers and services.

RADIUS attributes are carried as part of standard RADIUS request and reply messages. The subscriber
management access feature uses the RADIUS attributes to exchange specific authentication,
authorization, and accounting information. VSAs allow the subscriber access management feature to
pass implementation-specific information that provide extended capabilities, such as service activation
or deactivation, and enabling and disabling filters.

When you use dynamic profiles, the AAA Service Framework supports the use of Junos OS predefined
variables to specify the RADIUS attribute or VSA for the information obtained from the RADIUS server.

Benefits of Using RADIUS Standard Attributes and VSAs

e RADIUS standard attributes are necessary to communicate with an external RADIUS server for
subscriber authentication, authorization, and accounting.

e Vendor-specific attributes extend the functionality of the RADIUS server beyond that provided by
the public standard attributes, enabling the implementation of many useful features necessary for
subscriber management and service support.

RADIUS IETF Attributes Supported by the AAA Service Framework

Table 1 on page 5 describes the RADIUS IETF attributes that the Junos OS AAA Service Framework
supports. Some attributes correspond to Juniper Networks predefined variables; see No Link Title



NOTE: A “Yes” entry in the Dynamic CoA Support column indicates that the attribute can be
dynamically configured by Access-Accept messages and dynamically modified by CoA-Request
messages.

Table 1: Supported RADIUS IETF Attributes

Attribute Number Attribute Name Description Dynamic CoA
Support
1 User-Name e Name of user to be No
authenticated.

o Configurable username
override.

e Non-standard use for LLID
preauthentication feature.

2 User-Password e Password of user to be No
authenticated by Password
Authentication Protocol (PAP).

e Configurable password
override.

e Non-standard use for LLID
preauthentication feature.

3 CHAP-Password Value provided by a PPP (CHAP) No
user in response to the challenge.

You can configure an override of
the CHAP challenge response.
When you configure an override
CHAP password, the User-
Password attribute contains the
override, and the CHAP-Password
attribute is not included in the
Access-Request.



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name

4 NAS-IP-Address

5 NAS-Port

6 Service-Type

7 Framed-Protocol

8 Framed-IP-Address
9 Framed-IP-Netmask

Description

IP address of the network access
server (NAS) that is requesting
authentication of the user.

Physical port number of the NAS
that is authenticating the user.

For a tunneled PPP user in an L2TP
LNS session, there is no physical
port. In this case, the port value is
reported as 4194303.

Type of service the user has
requested or the type of service to
be provided.

Framing type used for framed
access.

IP address to be configured for
the user.

e 0.0.0.0 or absence is
interpreted as
255.255.255.254.

e |P network to be configured for
the user when the user is a
router or switch to a network.

e Absence implies
255.255.255.255.

Dynamic CoA
Support

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

11

12

18

Attribute Name

Filter-1d

Framed-MTU

Reply-Message

Description

Name of a subscriber firewall filter,
formatted as follows:

e For an IPv4 input filter—IPv4-
ingress:ingress-filter-name

e For an IPv4 output filter—IPv4-
egress:egress-filter-name

e For an IPvé6 input filter—IPvé-
ingress:ingress-filter-name

e For an IPvé6 output filter—IPvé6-
egress:egress-filter-name

RADIUS accounting request
messages, Acct-Start and Acct-
Stop, can include more than one
Filter-Id attribute, one of each of
the listed types.

However, RADIUS Access-Accept
messages can include only one
attribute instance. The value is
always treated as an IPv4 input
filter name.

Maximum Transmission Unit
configured for the user, when it is
not negotiated by some other
means (such as PPP).

e Text that may be displayed to
the user.

e Only the first instance of this
attribute is used.

Dynamic CoA
Support

Yes

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

22

24

25

Attribute Name

Framed-Route

State

Class

Description

String that provides routing
information to be configured for
the user on the NAS in the format:

<addr>[/<maskLen>] [<nexthop>
[<cost>]] [tag <tagValue>]
[distance <distValue>]

If authd detects the IP address in
the Framed-Route to be bad—for
example, if the format is incorrect—
the subscriber is not allowed to log
in. Starting in Junos OS Release
19.1, the subscriber is allowed to
log in, but without that route or the
default route. For customers that
use multiple framed routes, this
behavior enables the subscriber to
have partial access to the network
using the routes that are accepted
rather than not being allowed any
access.

Starting in Junos OS Release
18.2R1, if this attribute does not
include the subnet mask, the MX
Series router ignores the attribute
but connects the session.

String enabling state information to
be maintained between the device
and the RADIUS server.

Arbitrary value that the NAS
includes in all accounting packets
for the user if supplied by the
RADIUS server.

Dynamic CoA
Support

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

27

28

31

32

40

41

42

43

Attribute Name

Session-Timeout

Idle-Timeout

Calling-Station-ID

NAS-Identifier

Acct-Status-Type

Acct-Delay-Time

Acct-Input-Octets

Acct-Output-Octets

Description

Maximum number of consecutive
seconds of service to be provided
to the user before termination of
the session.

Maximum number of consecutive
seconds of idle connection allowed
to the user before termination of
the session or prompt.

Phone number from which the call
originated.

NAS originating the request.

Whether this Accounting-Request
marks the beginning of the user
service (Start), the end (Stop), or the
interim (Interim-Update).

Number of seconds the client has
been trying to send a particular
record.

Number of octets that have been
received from the port during the
time this service has been provided.

Number of octets that have been
sent to the port during the time this
service has been provided.

Dynamic CoA
Support

Yes

Not supported for
DHCP sessions.

No

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

44

45

46

47

48

Attribute Name

Acct-Session-1D

Acct-Authentic

Acct-Session-Time

Acct-Input-Packets

Acct-Output-Packets

Description

Unique accounting identifier that
makes it easy to match start and
stop records in a log file. The
identifier can be in one of the
following formats:

o decimal—For example, 435264

e description—In the generic
format, jnpr interface-
specifier: subscriber-session-id.
For example, jnpr fastEthernet
3/2.6:1010101010101

Method by which user was
authentication: whether by
RADIUS, the NAS itself, or another
remote authentication protocol.

Number of seconds that the user
has received service

Number of packets that have been
received from the port during the
time this service has been provided
to a framed user.

Number of packets that have been
sent to the port in the course of
delivering this service to a framed
user.

Dynamic CoA
Support

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

49

Attribute Name

Acct-Terminate-Cause

Description

Reason the service (a PPP session)
was terminated. The service can be
terminated for the following
reasons:

e User Request (1)—User initiated
the disconnect (log out).

e |dle Timeout (4)—Idle timer has
expired.

e Session Timeout (5)—Client
reached the maximum
continuous time allowed on the
service or session.

e Admin Reset (6)—System
administrator terminated the
session.

e Port Error (8)—PVC failed; no
hardware or no interface.

e NAS Error (9)—Negotiation
failures, connection failures, or
address lease expiration.

o NAS Request (10)—PPP
challenge timeout, PPP request
timeout, tunnel establishment
failure, PPP bundle failure, IP
address lease expiration, PPP
keep-alive failure, tunnel
disconnect, or an unaccounted-
for error.

Dynamic CoA
Support

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name

52 Acct-Input-Gigawords
53 Acct-Output-Gigawords
55 Event-Timestamp

61 NAS-Port-Type

Description

Number of times the Acct-Input-
Octets counter has wrapped
around 232 during the time this
service has been provided. Can be
present in Accounting-Request
records only where the Acct-
Status-Type is set to Stop or
Interim-Update.

Number of times the Acct-Output-
Octets counter has wrapped
around 232 in the course of
delivering this service. Can be
present in Accounting-Request
records only where the Acct-
Status-Type is set to Stop or
Interim-Update.

Time that this event occurred on
the NAS, in seconds, since January
1, 1970 00:00 UTC.

Type of physical port the NAS is
using to authenticate the user.

For a tunneled PPP user in an L2TP
LNS session, there is no physical
port. In this case, the port type is
Virtual.

Dynamic CoA
Support

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

64

65

66

67

68

69

Attribute Name

Tunnel-Type

Tunnel-Medium-Type

Tunnel-Client-Endpoint

Tunnel-Server-Endpoint

Acct-Tunnel-Connection

Tunnel-Password

Description

e Tunneling protocol to use (in the
case of a tunnel initiator) or the
tunneling protocol already in
use (in the case of a tunnel
terminator).

e Only L2TP tunnels are currently
supported.

e Transport medium to use when
creating a tunnel for protocols
that can operate over multiple
transports.

e Only IPv4 is currently
supported.

Address of the initiator end of the
tunnel (LAC).

Address of the server end of the
tunnel (LNS).

Identifier assigned to the tunnel
session. Value is the same as the
Call Serial Number AVP received
from the LAC in the ICRQ message.

Encrypted password used to
authenticate to a remote server.
Recommended over using VSA
Tunnel-Password [26-9] because of
the encryption. Do not use both
this attribute and the VSA.

Dynamic CoA
Support

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name Description Dynamic CoA
Support
77 Connect-Info e Information sent from the NAS = No

that describes the subscriber’s
connection, such as transmit
speed.

e Non-standard use for LLID
preauthentication feature.

82 Tunnel-Assignment -Id Tunnel to which a session is No
assigned. When user profiles share
the same values for Tunnel-
Assignment-Id, Tunnel-Server-
Endpoint, and Tunnel-Type, the LAC
can group these users into the
same tunnel. This grouping enables
fewer tunnels to be created. (LAC)

83 Tunnel-Preference o Included in each set of No

tunneling attributes to indicate
the relative preference assigned
to each tunnel when more than
one set of tunneling attributes
is returned by the RADIUS
server to the tunnel initiator.

® Included in the Tunnel-Link-
Start, the Tunnel-Link-Reject,
and the Tunnel-Link-Stop
packets (LAC only).



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

85

Attribute Name

Acct-Interim-Interval

Description

Number of seconds between each
interim accounting update for this
session.

The router uses the following
guidelines for interim accounting:

e Attribute value is within the
acceptable range (from 600
through 86,400 seconds)—
Accounting is updated at the
specified interval.

e Attribute value of 0—No
RADIUS accounting is
performed.

e Attribute value is less than the
minimum acceptable value—
Accounting is updated at the
minimum interval (600
seconds).

e Attribute value is greater than
the maximum acceptable value
—Accounting is updated at the
maximum interval (86,400
seconds).

NOTE: Values are rounded up to
the next higher multiple of 10
minutes. For example, a setting of
900 seconds (15 minutes) is
rounded up to 20 minutes (1200
seconds).

Dynamic CoA
Support

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

87

88

90

91

95

96

Attribute Name

NAS-Port-Id

Framed-Pool

Tunnel-Client-Auth-Id

Tunnel-Server-Auth-Id

NAS-IPv6-Address

Framed-Interface-1D

Description

Text string that identifies the
physical interface of the NAS that is
authenticating the user.

For a tunneled PPP user in an L2TP
LNS session, there is no physical
port, and the NAS-Port-Id value has
the following format:

medlia:local address.peer
address:local tunnel id:peer tunnel
id:local session id:peer session
id:call serial number. For example,
[p:198.51.100.1:192.168.0.2:
3341:21031:16138:11846:2431.
The local information refers to the
LNS and the peer information
refers to the LAC.

Name of an assigned address pool
to use to assign an address for the
user.

Name of the tunnel initiator (LAC)
used during the authentication
phase of tunnel establishment.

Name of the tunnel terminator
(LNS) used during the
authentication phase of tunnel
establishment.

Address of the NAS that is
requesting authentication of the
user.

Interface identifier that is
configured for the user.

Dynamic CoA
Support

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name Description

97 Framed-IPv6-Prefix IPv6 prefix and address that are
configured for the user. Prefix
lengths of 128 are associated with
host addresses. Prefix lengths less
than 128 are associated with

NDRA prefixes.

98 Login-IPv6-Host System the user connects to when
the Login-Service attribute is
included.

99 Framed-IPv6-Route IPv6 routing information that is

configured for the user.

100 Framed-IPvé6-Pool Name of the assigned pool used to
assign the address and IPvé6 prefix
for the user.

Dynamic CoA
Support

No

No

Yes

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

101

Attribute Name

Error-Cause

Description

Reason that the RADIUS server
does not honor Disconnect-
Request or CoA-Request messages.
Depending on the value, can be
included in CoA NAK or Disconnect
NAK messages.

o 201—Residual Session Context
Removed (Disconnect ACK
only)

e 202—Invalid EAP Packet
(Ignored)

e 401—Unsupported Attribute;
request contains unsupported
attribute.

e 402—Missing Attribute; critical
attribute missing from request

o 403—NAS Identification
Mismatch

o 404—Invalid Request

o 405—Unsupported Service

e 406—Unsupported Extension
e 407—Invalid Attribute Value

o 501—Administratively
Prohibited

e 502—Request Not Routable
(Proxy)

o 503—Session Context Not
Found

Dynamic CoA
Support

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name Description Dynamic CoA
Support

e 504—Session Context Not
Removable

o 505—O0ther Proxy Processing
Error

o 506—Resources Unavailable
o 507—Request Initiated

e 508—Multiple Session Selection

Unsupported
123 Delegated-IPv6-Prefix IPv6 prefix that is delegated to the No
user.
168 Framed-IPv6-Address IPv6 address of the authenticated No

user. The Framed-IPv6-Address
attribute is sent if the IPv6 address
is assigned to the subscriber.

242 Ascend-Data-Filter Binary data that specifies RADIUS Yes
policy definitions.

Juniper Networks VSAs Supported by the AAA Service Framework

Table 2 on page 20 describes Juniper Networks VSAs supported by the Junos OS AAA Service
Framework. The AAA Service Framework uses vendor ID 4874, which is assigned to Juniper Networks
by the Internet Assigned Numbers Authority (IANA). Some VSAs correspond to Juniper Networks
predefined variables; see Junos OS Predefined Variables That Correspond to RADIUS Attributes and
VSAs.

NOTE: A “Yes” entry in the Dynamic CoA Support column indicates that the attribute can be
dynamically configured by Access-Accept messages and dynamically modified by CoA-Request
messages.



Table 2: Supported Juniper Networks VSAs

Attribute Number

26-1

Attribute Name
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)
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AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs
for Junos OS

Table 3 on page 434 shows the RADIUS attributes and Juniper Networks VSAs (vendor ID 4874)
support in AAA access messages. A checkmark in a column indicates that the message type supports
that attribute.

Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs

Attrib = Attribute Name Access  Access = Access @ Access CoA Discon
ute Request Accept = Reject Challen = Reques  nect
Numb ge t Reques
er t

1 User-Name v v - - - v/

2 User-Password v - - - - -

3 CHAP-Password v - - - - _

4 NAS-IP-Address v/ - - - - -

5 NAS-Port v/ - - - - -

6 Service-Type v v - - - _

7 Framed-Protocol v/ v - - - -

8 Framed-IP-Address v/ v - - v -

9 Framed-IP-Netmask - v - - - -

11 Filter-1d - v - - - -

12 Framed-MTU v - - - - _

18 Reply-Message - v v v - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

22 Framed-Route - v/ - — - _

24 State v v - v - _

25 Class - v/ - - 4 _

26-1 Virtual-Router v v - - v -

26-4 Primary-DNS - v - - - -
26-5 Secondary-DNS - v - - - -

26-6 Primary-WINS - v - - - -

26-7 Secondary-WINS - V4 - - - _

26-8 Tunnel-Virtual-Router - v - - - -

26-9 Tunnel-Password - v - - - _
26-10 | Ingress-Policy-Name - v - - - _
26-11  Egress-Policy-Name - v - - - _
26-23 | IGMP-Enable - v - - - -

26-24  PPPoE-Description v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-25 @ Redirect-VR-Name - v - - - -
26-31 @ Service-Bundle - v - - - -
26-33  Tunnel-Maximum-Sessions - v - - - -

26-34 | Framed-IP-Route-Tag. Supported only - v - - - -
on JunosE for ERX and E320 platforms.
26-47 | lpv6-Primary-DNS - v - - - -
26-48  Ipv6-Secondary-DNS - v - - - _
26-55  DHCP-Options v - - - - -
26-56 = DHCP-MAC-Address v v - - - -
26-57 | DHCP-GI-Address v - - - - -
26-58 | Ll-Action - v - - v -
26-59 | Med-Dev-Handle - v - - v -
26-60 @ Med-Ip-Address - v - - v -
26-61 | Med-Port-Number - v - - v -

26-63 | Interface-Desc v - - - - _



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-64 | Tunnel-Group - v - - - _
26-65 | Activate-Service - v - - v -
26-66 = Deactivate-Service - v - - v -
26-67 | Service-Volume - v - - v -
26-68 | Service-Timeout - v - - v -
26-69 | Service-Statistics - v - - v -
26-71  IGMP-Access-Name - v - - - _
26-72  IGMP-Access-Src-Name - v - - - _
26-74  MLD-Access-Name - V4 - - - _
26-75 ' MLD-Access-Src-Name - V4 - - - _
26-77 = MLD-Version - v/ - - - _
26-78 | IGMP-Version - v/ - - - _
26-91 | Tunnel-Switch-Profile - V4 - - - _

26-92  L2C-Up-Stream-Data v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-93 ' L2C-Down-Stream-Data v - - - - -
26-94 = Tunnel-Tx-Speed-Method - v - - - -
26-97  IGMP-Immediate-Leave - v - - -

26-10 = MLD-Immediate-Leave - v - - - -

0

26-10 | IPvé6-Ingress-Policy-Name - v - - - -

6

26-10  IPvé-Egress-Policy-Name - v - - - -

7

26-10 = CoS-Parameter-Type - v - - v -

8

26-10 = DHCP-Guided-Relay-Server - v - - - -

9

26-11 = Acc-Loop-Cir-Id v - - - - -

0

26-11 = Acc-Aggr-Cir-Id-Bin v - - - - -

1

26-11 = Acc-Aggr-Cir-ld-Asc v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-11 = Act-Data-Rate-Up v - - - - -

3

26-11 | Act-Data-Rate-Dn v - - - - -

4

26-11 = Min-Data-Rate-Up v - - - - -

5

26-11  Min-Data-Rate-Dn v - - - - -

6

26-11 = Att-Data-Rate-Up v - - - - -

7

26-11  Att-Data-Rate-Dn v - - - - -

8

26-11  Max-Data-Rate-Up v - - - - -

9

26-12 = Max-Data-Rate-Dn v - - - - -

0

26-12 = Min-LP-Data-Rate-Up v - - - - -

1

26-12 = Min-LP-Data-Rate-Dn v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-12 = Max-Interlv-Delay-Up v - - - - -

3

26-12  Act-Interlv-Delay-Up v - - - - -

4

26-12 = Max-Interlv-Delay-Dn v - - - - -

5

26-12  Act-Interlv-Delay-Dn v - - - - -

6

26-12 = DSL-Line-State v - - - - -

7

26-12  DSL-Type v - - - - -

8

26-13 ' QoS-Set-Name - v - - - -

0

26-14 = Service-Interim-Account-Interval - v - - v -

0

26-14 = Downstream-Calculated-QoS-Rate v - - - - -

1

26-14  Upstream-Calculated-QoS-Rate v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-14 = Max-Clients-Per-Interface - v - - - -

3

26-14 = Cos-Scheduler-Pmt-Type - v - - v -

6

26-15  PPPoE-Padn - v - - - -

8

26-16 @ Vlan-Map-Id - v - - - -

0

26- IPv6-Delegated-Pool-Name - v - - - -
161

26-16 = Tx-Connect-Speed v - - - - -

2

26-16 = Rx-Connect-Speed v - - - - -

3

26-16  |IPv4-Release-Control v - - - - -

4

26-17 @ Service-Activate-Type - v - - v -

3

26-17  Client-Profile-Name - v - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-17  Service-Volume-Gigawords - v - - v -

9

26-18 @ Update-Service - - - - v -

0

26-18 = DHCPv6-Guided-Relay-Server - v - - - -

1

26-18 = Acc-Loop-Remote-Id v - - - - -

2

26-18 = Acc-Loop-Encap v - - - - -

3

26-18 | Inner-Vlan-Map-Id - v - - - -

4

26-18 @ DHCP-First-Relay-IPv4-Address v - - - - -

9

26-19 = DHCP-First-Relay-IPv6-Address v - - - - -

0

26-19  Input-Interface-Filter v - - - v -

1

26-19 = Output-Interface-Filter v - - - v -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-19 = Pim-Enable - v - - - -

3

26-19  Bulk-CoA-Transaction-Id - - - - v -

4

26-19  Bulk-CoA-Identifier - - - - v -

5

26-19 | IPv4-Input-Service-Set v - - - - -

6

26-19 | IPv4-Output-Service-Set v - - - - -

7

26-19 | IPv4-Input-Service-Filter v - - - - -

8

26-19  IPv4-Output-Service-Filter v - - - - -

9

26- IPv6-Input-Service-Set v - - - - -
200

26-20 | IPv6-Output-Service-Set v - - - - -

1

26-20 | IPv6-Input-Service-Filter v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-20 | IPv6-Output-Service-Filter v - - - - -

3

26-20 = Adv-Pcef-Profile-Name v - - - - -

4

26-20 = Adv-Pcef-Rule-Name v - - - - -

5

26-20 = Re-Authentication-On-Renew - v - - - -

6

26-20 @ DHCPv6-Options v v - - - -

7

26-20 @ DHCP-Header v - - - - -

8

26-20 @ DHCPvé6-Header v - - - - -

9

26-21  Inner-Tag-Protocol-Id - v - - - -

1

26-21 | Routing-Services - v - - - -

2

26-21 | Interface-Set-Targeting-Weight - v - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-21  Interface-Targeting-Weight - v - - - -

4

26- Hybrid-Access-DSL-Downstream- - v - - - -

216 Speed

26-21  Hybrid-Access-LTE-Downstream- - v - - - -

7 Speed

26- Connection-Status-Message - v - - v -

218

26- PON-Access-Type v - - - - -

219

26- ONT/ONU-Average-Data-Rate- v - - - - -

220 Downstream

26- ONT/ONU-Peak-Data-Rate- v - - - - -

221 Downstream

26- ONT/ONU-Maximum-Data-Rate- v - - - - -

222 Upstream

26- ONT/ONU-Assured-Data-Rate- v - - - - -
223 Upstream

26- PON-Tree-Maximum-Data-Rate- v - - - - -
224 Upstream



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

26- PON-Tree-Maximum-Data-Rate- v - - - - -

225 Downstream

26- Expected-Throughput-Upstream v - - - - -

226

26- Expected-Throughput-Downstream v - - - - -

227

26- Attainable-Expected-Throughput- v - - - - -

228 Upstream

26- Attainable-Expected-Throughput- v - - - - -
229 Downstream

26- Gamma-Data-Rate-Upstream v - - - - -
230

26- Gamma-Data-Rate-Downstream v - - - - -
231

26- Attainable-Gamma-Data-Rate- v - - - - -

232 Upstream

26- Attainable-Gamma-Data-Rate- v - - - - -
233 Downstream
27 Session-Timeout - v - v v -

28 Idle-Timeout - v - v - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

31 Calling-Station-ID v - - - v -

32 NAS-Identifier v - - - - _

44 Acct-Session-ID v - - - v v

61 NAS-Port-Type v - - - - _

64 Tunnel-Type v v - - - _

65 Tunnel-Medium-Type v v - - - -

66 Tunnel-Client-Endpoint v v - - - _

67 Tunnel-Server-Endpoint v v - - - _

68 Acct-Tunnel-Connection v v - - - -

69 Tunnel-Password - V4 - - - _

82 Tunnel-Assignment-Id v v - - - -

83 Tunnel-Preference - v - - - -

85 Acct-Interim-Interval - V4 - - - _

87 NAS-Port-Id v/ - - - v/ -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

88 Framed-Pool - v/ - — - _

90 Tunnel-Client-Auth-Id v v - - - -

91 Tunnel-Server-Auth-Id v v - - - -

95 NAS-IPv6-Address v - - - - -

96 Framed-Interface-1D - v - - - _

97 Framed-IPvé6-Prefix - v - - - -

98 Login-IPv6-Host v v - - - _

99 Framed-IPvé6-Route - v - - - -

100 Framed-IPvé6-Pool - v - - - _

123 Delegated-IPvé6-Prefix - V4 - - - _

168 Framed-IP-Address - v/ - - - _

242 Ascend-Data-Filter - v - - v -

AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks
VSAs for Junos OS

Table 4 on page 449 shows the RADIUS attributes and Juniper Networks VSAs support in AAA
accounting messages. A checkmark in a column indicates that the message type supports that attribute.



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

Attribute Attribute Name Acct Start = Acct Stop = Interim Acct On Acct Off
Number Acct

1 User-Name v v v - -
3 CHAP-Password v - - - -
4 NAS-IP-Address v v v v v
5 NAS-Port v v v - _
6 Service-Type v v v - -
7 Framed-Protocol v v v - -
8 Framed-IP-Address v v v - -
9 Framed-IP-Netmask 4 v 4 - -
11 Filter-1d - v 4 - -
22 Framed-Route v v v - -
25 Class v v v - -
26-1 Virtual-Router 4 v v - -
26-10 Ingress-Policy-Name v v v - -
26-11 Egress-Policy-Name v v v - -

26-24 PPPoE-Description v v v - -



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs
(Continued)

Attribute Attribute Name Acct Start = Acct Stop = Interim Acct On Acct Off
Number Acct

26-42 Input-Gigapackets - v v - -
26-43 Output-Gigapackets - v v - -
26-47 Ipv6-Primary-DNS v v v - -
26-48 Ipv6é-Secondary-DNS v v v - -
26-51 Disconnect-Cause - v - - -
26-55 DHCP-Options 4 v 4 - -
26-56 DHCP-MAC-Address 4 v v - -
26-57 DHCP-GI-Address v v v - -
26-63 Interface-Desc v v 4 - -
26-83 Service-Session - v 4 - -
26-92 L2C-Up-Stream-Data v v v - -
26-93 L2C-Down-Stream-Data v 4 v - -
26-110 Acc-Loop-Cir-Id v v v - -
26-111 Acc-Aggr-Cir-Id-Bin v v v - -

26-112 Acc-Aggr-Cir-Id-Asc v v v - -



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

26-113

26-114

26-115

26-116

26-117

26-118

26-119

26-120

26-121

26-122

26-123

26-124

26-125

26-126

26-127

Attribute Name

Act-Data-Rate-Up

Act-Data-Rate-Dn

Min-Data-Rate-Up

Min-Data-Rate-Dn

Att-Data-Rate-Up

Att-Data-Rate-Dn

Max-Data-Rate-Up

Max-Data-Rate-Dn

Min-LP-Data-Rate-Up

Min-LP-Data-Rate-Dn

Max-Interlv-Delay-Up

Act-Interlv-Delay-Up

Max-Interlv-Delay-Dn

Act-Interlv-Delay-Dn

DSL-Line-State

Acct Start

Acct Stop

Interim Acct On Acct Off
Acct



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

26-128

26-141

26-142

26-151

26-152

26-153

26-154

26-155

26-156

26-160

26-162

26-163

26-164

26-177

Attribute Name

DSL-Type

Downstream-Calculated-QoS-
Rate

Upstream-Calculated-QoS-Rate

IPv6-Acct-Input-Octets

IPv6-Acct-Output-Octets

IPv6-Acct-Input-Packets

IPv6-Acct-Output-Packets

IPv6-Acct-Input-Gigawords

IPv6-Acct-Output-Gigawords

Vlan-Map-Id

Tx-Connect-Speed

Rx-Connect-Speed

IPv4-Release-Control

Cos-Shaping-Rate

Acct Start

4

v

Acct Stop

Interim Acct On
Acct

Acct Off



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

26-182

26-183

26-184

26-185

26-188

26-190

26-191

26-192

26-207

26-210

26-219

26-220

26-221

26-222

Attribute Name

Acc-Loop-Remote-Id

Acc-Loop-Encap

Inner-Vlan-Map-Id

Core-Facing-Interface

DHCP-First-Relay-IPv4-Address

DHCP-First-Relay-IPv6-Address

Input-Interface-Filter

Output-Interface-Filter

DHCPv6-Options

Acct-Request-Reason

PON-Access-Type

ONT/ONU-Average-Data-Rate-
Downstream

ONT/ONU-Peak-Data-Rate-
Downstream

ONT/ONU-Maximum-Data-
Rate-Upstream

Acct Start

Acct Stop

Interim Acct On
Acct

Acct Off



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute

Number

26-223

26-224

26-225

26-226

26-227

26-228

26-229

26-230

26-231

26-232

26-233

31

Attribute Name

ONT/ONU-Assured-Data-Rate-
Upstream

PON-Tree-Maximum-Data-Rate-
Upstream

PON-Tree-Maximum-Data-Rate-
Downstream

Expected-Throughput-Upstream

Expected-Throughput-
Downstream

Attainable-Expected-
Throughput-Upstream

Attainable-Expected-
Throughput-Downstream

Gamma-Data-Rate-Upstream

Gamma-Data-Rate-Downstream

Attainable-Gamma-Data-Rate-
Upstream

Attainable-Gamma-Data-Rate-
Downstream

Calling-Station-ID

Acct Start

Acct Stop

Interim Acct On Acct Off
Acct



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

32

40

41

42

43

44

45

46

47

48

49

52

53

55

61

Attribute Name

NAS-Identifier

Acct-Status-Type

Acct-Delay-Time

Acct-Input-Octets

Acct-Output-Octets

Acct-Session-ID

Acct-Authentic

Acct-Session-Time

Acct-Input-Packets

Acct-Output-Packets

Acct-Terminate-Cause

Acct-Input-Gigawords

Acct-Output-Gigawords

Event-Timestamp

NAS-Port-Type

Acct Start

Acct Stop

Interim Acct On
Acct

Acct Off



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

64

65

66

67

68

77

82

87

90

91

99

100

123

Attribute Name

Tunnel-Type

Tunnel-Medium-Type

Tunnel-Client-Endpoint

Tunnel-Server-Endpoint

Acct-Tunnel-Connection

Connect-Info

Tunnel-Assignment-Id

NAS-Port-Id

Tunnel-Client-Auth-Id

Tunnel-Server-Auth-Id

Framed-IPv6-Route

Framed-IPv6-Pool

Delegated-IPvé6-Prefix

Acct Start

Acct Stop

Interim Acct On Acct Off
Acct



DSL Forum Vendor-Specific Attributes

IN THIS SECTION

DSL Forum VSAs and PPPoE-IA Tags | 464

Broadband access lines have many characteristics that are not supported by standard RADIUS
attributes. A telecommunications and networking industry consortium, formerly called the DSL Forum
and since 2008 called the Broadband Forum, develops standards and specifications for broadband
technologies and products. The DSL Forum concentrated only on digital subscriber lines. The forum
changed its name as it expanded the scope of its work to other broadband access technologies, such as
passive optical networking (PON).

The DSL Forum defined RADIUS vendor-specific attributes (VSAs) to convey that information to the
RADIUS server for processing. These VSAs include information about the access lines, the subscribers
using the lines, and data rates on the lines. Subscriber management does not process the VSA values—
the router simply passes the values received from the subscriber to the RADIUS server, without
performing any parsing or manipulation. However, you can manage the content of the VSAs either by
using the client configuration to restrict the DSL Forum VSAs that the client sends, or by configuring the
RADIUS server to ignore unwanted DSL Forum VSAs.

The terminology used with the DSL Forum VSAs can be confusing. Each of these VSAs is actually a
subattribute of the DSL Forum RADIUS VSA. The DSL Forum RADIUS VSA is simply a container for the
subattributes that transports them to the RADIUS server. The DSL Forum RADIUS VSA provides the
following information that applies to each subattribute:

e Type = 26. This value indicates that the subattribute is a vendor-specific attribute.

e Vendor-ID = 3561. This value is the vendor ID (enterprise number) assigned to the Broadband Forum
by the Internet Assigned Numbers Authority (IANA).

Each subattribute is a TLV; that is, it specifies type, length, and value information:

e The vendor type is a number assigned by the Broadband Forum that identifies the subattribute. This
number is sometimes referred to as the attribute number.

o The vendor length is a number that specifies the length of the entire subattribute.

e The value field contains information specific to the subattribute, such as data rates or access line
identifiers.



After the name changed to the Broadband Forum, the forum added PON VSAs. We still refer to them as
DSL Forum VSAs because they are subattributes of the DSL Forum VSA. Some of the VSAs previously
used only for DSL networks are also used for PON networks.

NOTE: The full designation for a DSL Forum VSA is 26-3561-type. The vendor ID is critical to
distinguishing between VSAs. For example, 26-3561-1 is a different attribute than 26-4874-1;
4874 is a Juniper Networks enterprise number. When the enterprise is clear from the context,
our documentation may omit the enterprise number. For example, when a table refers to
attributes for only one enterprise, we may omit the number to make the table easier to read.

The following documents provide information about the attributes:
e RFC 4679, DSL Forum Vendor-Specific RADIUS Attributes

e RFC 5515, Layer 2 Tunneling Protocol (L2TP) Access Line Information Attribute Value Pair (AVP)
Extensions

e RFC 6320, Protocol for Access Node Control Mechanism in Broadband Networks
e RFC 6320 Draft Extension, Access Extensions for the Access Node Control Protocol
e Broadband Forum technical report TR-101, Migration to Ethernet-Based Broadband Aggregation

Table 5 on page 458 describes the DSL Forum VSAs. Starting in Junos OS Release 19.3R1, we support
the PON and DSL G.fast VSAs.

Table 5: DSL Forum VSAs (Vendor ID 3561)

Type Name Description Access Type Value

1 Agent-Circuit-Id Identifier for the subscriber agent DSL, PON string
circuit ID (ACI) that corresponds to
the access node interface from which
subscriber requests are initiated.

For auto-sensed VLANSs, the ACl is
extracted from DHCP discover,
DHCPvé6 solicit, or PPPoE PADI
messages, stored in the VLAN shared
database entry, and then presented
in the RADIUS Access-Request
message in this VSA.



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

129

130

Name

Agent-Remote-Id

Access-Aggregation-
Circuit-ID-ASCII

Access-Aggregation-
Circuit-ID-Binary

Actual-Data-Rate-
Upstream

Actual-Data-Rate-
Downstream

Description

Unique identifier for the subscriber
associated with the access node
interface from which requests are
initiated.

For auto-sensed VLANSs, the ARl is
extracted from DHCP discover,
DHCPv6 solicit, or PPPoE PADI
messages, stored in the VLAN shared
database entry, and then presented
in the RADIUS Access-Request
message in this VSA.

ASCII identifier for the subscriber
access line, based on its network-
facing logical appearance

If the string begins with a # sign,
then the remainder of the string
represents a logical intermediate
node (DPU-C or PON tree) in the
access network to which the
subscriber is attached. The string is
used as the name of a CoS Level 2
interface set that groups subscribers.

Binary identifier for the subscriber
access line

Actual upstream data rate of the
subscriber’s synchronized DSL link, in
bps

Actual downstream data rate of the
subscriber’s synchronized DSL link, in
bps

Access Type

DSL, PON

DSL, PON

DSL, PON

DSL

DSL

Value

string

string

string

32-bit integer

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

131

132

133

134

135

136

137

138

139

140

Name

Minimum-Data-Rate-
Upstream

Minimum-Data-Rate-
Downstream

Attainable-Data-Rate-
Upstream

Attainable-Data-Rate-
Downstream

Maximum-Data-Rate-
Upstream

Maximum-Data-Rate-
Downstream

Minimum-Data-Rate-
Upstream-Low-Power

Minimum-Data-Rate-
Downstream-Low-
Power

Maximum-
Interleaving-Delay-
Upstream

Actual-Interleaving-
Delay-Upstream

Description

Minimum upstream data rate
configured for the subscriber, in bps

Minimum downstream data rate
configured for the subscriber, in bps

Upstream data rate that the
subscriber can attain, in bps

Downstream data rate that the
subscriber can attain, in bps

Maximum upstream data rate
configured for the subscriber, in bps

Maximum downstream data rate
configured for the subscriber, in bps

Minimum upstream data rate in low
power state configured for the
subscriber, in bps

Minimum downstream data rate in
low power state configured for the
subscriber, in bps

Maximum one-way upstream
interleaving delay configured for the
subscriber, in milliseconds

Subscriber’s actual one-way
upstream interleaving delay, in
milliseconds

Access Type

DSL

DSL

DSL

DSL

DSL

DSL

DSL

DSL

DSL

DSL

Value

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

141

142

144

145

Name

Maximum-
Interleaving-Delay-
Downstream

Actual-Interleaving-
Delay-Downstream

Access-Loop-
Encapsulation

DSL-Type

Description

Maximum one-way downstream
interleaving delay configured for the
subscriber, in milliseconds

Subscriber’s actual one-way
downstream interleaving delay, in
milliseconds

Encapsulation used by the subscriber
associated with the DSLAM interface
from which requests are initiated

Type of DSL transmission system in
use:

0—OTHER

e 1-ADSL1

e )—ADSL2

e 3—ADSL2+

e 4-VDSL1

e 5-VDSL2

e 6—SDSL

o 3—G.fast

e 9—VDSL2 Annex Q

e 19—SDSL bonded

e 11—VDSL2 bonded

e 12—G.fast bonded

e 13—VDSL2 Annex Q bonded

Access Type

DSL

DSL

DSL, PON

DSL

Value

32-bit integer

32-bit integer

string: 3-byte

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

146

147

148

149

150

151

152

Name

PON-Access-Type

ONT/ONU-Average-
Data-Rate-
Downstream

ONT/ONU-Peak-
Data-Rate-
Downstream

ONT/ONU-
Maximum-Data-Rate-
Upstream

ONT/ONU-Assured-
Data-Rate-Upstream

PON-Tree-Maximum-
Data-Rate-Upstream

PON-Tree-Maximum-
Data-Rate-
Downstream

Description

Type of PON transmission system in

use:

e (0—OTHER

e 1-GPON

e 2—XG-PON1

e 3—TWDM-PON

e 4-—XGS-PON

e 5-WDM-PON

e 7—UNKNOWN

Average downstream data rate for

ONT/ONU, in Kbps

Peak downstream data rate for ONT/

ONU, in Kbps

Maximum upstream data rate for

ONT/ONU, in Kbps

Assured upstream data rate for ONT/

ONU, in Kbps

Maximum upstream data rate for the

PON tree, in Kbps

Maximum downstream data rate for

the PON tree, in Kbps

Access Type

PON

PON

PON

PON

PON

PON

PON

Value

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

155

156

157

158

159

160

161

162

Name

Expected-
Throughput-
Upstream

Expected-
Throughput-
Downstream

Attainable-Expected-
Throughput-
Upstream

Attainable-Expected-
Throughput-
Downstream

Gamma-Data-Rate-
Upstream

Gamma-Data-Rate-
Downstream

Attainable-Gamma-
Data-Rate-Upstream

Attainable-Gamma-
Data-Rate-
Downstream

Description

Expected upstream throughput,
which is the net data rate reduced by
expected rate loss, in Kbps

Expected upstream throughput,
which is the net data rate reduced by
expected rate loss, in Kbps

Maximum attainable expected
upstream throughput, in Kbps

Maximum attainable expected
downstream throughput, in Kbps

Actual upstream data rate (net data
rate) for the local loop, adjusted
down by any throughput capability
limitations, in Kbps

Actual downstream data rate (net
data rate) for the local loop, adjusted
down by any throughput capability
limitations, in Kbps

Maximum attainable upstream data
rate (net data rate) for the local loop,
adjusted down by any throughput
capability limitations, in Kbps

Maximum attainable downstream
data rate (net data rate) for the local
loop, adjusted down by any
throughput capability limitations, in
Kbps

Access Type

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

Value

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type Name Description Access Type Value
254 IWF-Session Indication that the interworking DSL No data field
function (IWF) has been performed required

for the subscriber’s PPPoA over
PPPoE session

DSL Forum VSAs and PPPoE-IA Tags

In addition to using information received in ANCP messages, the ANCP agent on the router can use
access line information conveyed in PPPoE packets, such as the PADI and PADR discovery packets. For
PPPoE subscribers that connect through an access node that is running ANCP, the access node adds
access-line information to PPPoE intermediate agent (PPPoE-IA) tags. These tags are located in the
discovery packets that it passes to the router during the establishment of dynamic PPPoE sessions.
Similarly to the way access line information is carried in sub-attributes of the DSL Forum VSA, this
information is contained in sub-tags in the PPPoE Vendor-Specific-Tag (0x105). The sub-tags are also
called tags. The data represents a current, accurate snapshot of the values at the moment that the
subscriber connection is initiated.

Table 6 on page 464 shows the PPPoE-IA tags that correspond to the DSL Forum VSAs. The tag value is
simply the hexadecimal equivalent of the VSA type number. The vendor ID is the same for both the DSL
Forum VSAs and the PPPoE tags: 3561 (OxDE9).

Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags

VSA Type VSA Name PPPoE Tag
1 Agent-Circuit-1d 0x01
2 Agent-Remote-Id 0x02
3 Access-Aggregation-Circuit-1D-ASCII 0x03
6 Access-Aggregation-Circuit-ID-Binary 0x06

129 Actual-Data-Rate-Upstream 0x81



Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags (Continued))

VSA Type VSA Name PPPoE Tag
130 Actual-Data-Rate-Downstream 0x82
131 Minimum-Data-Rate-Upstream 0x83
132 Minimum-Data-Rate-Downstream 0x84
133 Attainable-Data-Rate-Upstream 0x85
134 Attainable-Data-Rate-Downstream 0x86
135 Maximum-Data-Rate-Upstream 0x87
136 Maximum-Data-Rate-Downstream 0x88
137 Minimum-Data-Rate-Upstream-Low-Power 0x89
138 Minimum-Data-Rate-Downstream-Low- Ox8A
Power
139 Maximum-Interleaving-Delay-Upstream Ox8B
140 Actual-Interleaving-Delay-Upstream 0x8C
141 Maximum-Interleaving-Delay-Downstream 0x8D
142 Actual-Interleaving-Delay-Downstream 0x8D
144 Access-Loop-Encapsulation 0x90

145 DSL-Type 0x91



Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags (Continued))

VSA Type VSA Name PPPoE Tag
146 PON-Access-Type 0x92
147 ONT/ONU-Average-Data-Rate-Downstream 0x93
148 ONT/ONU-Peak-Data-Rate-Downstream 0x%94
149 ONT/ONU-Maximum-Data-Rate-Upstream 0x95
150 ONT/ONU-Assured-Data-Rate-Upstream 0x96
151 PON-Tree-Maximum-Data-Rate-Upstream 0x97
152 PON-Tree-Maximum-Data-Rate-Downstream = O0x98
155 Expected-Throughput-Upstream 0x9B
156 Expected-Throughput-Downstream 0x9C
157 Attainable-Expected-Throughput-Upstream 0x9D
158 Attainable-Expected-Throughput- Ox9E
Downstream
159 Gamma-Data-Rate-Upstream Ox9F
160 Gamma-Data-Rate-Downstream OxAO
161 Attainable-Gamma-Data-Rate-Upstream OxA1

162 Attainable-Gamma-Data-Rate-Downstream OxA2



Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags (Continued))

VSA Type VSA Name PPPoE Tag

254 IWF-Session OxFE

DSL Forum VSAs Support in AAA Access and Accounting Messages for Junos OS

Table 7 on page 467 lists the DSL Forum VSAs supported by Junos OS in RADIUS Access-Request, Acct-
Start, Acct-Stop, Interim-Acct, and CoA-Request messages. A checkmark in a column indicates that the
message type supports that attribute.

NOTE: The DSL Forum vendor ID is 3561 is omitted from the attribute number to simplify the
table. For example, the full designation for DSL Forum VSA Agent-Circuit-Id is 26-3561-1.

Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561)

Attribute Attribute Access Acct Start Acct Stop Interim Acct CoA Request

Number Name Request

26-1 Agent- v v v v v
Circuit-Id

26-2 Agent- v v v v v
Remote-Id

26-3 Access- v v v v -
Aggregation-
Circuit-1D-
ASCII

26-6 Access- v v v v -
Aggregation-
Circuit-1D-

Binary



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-129

26-130

26-131

26-132

26-133

26-134

26-135

26-136

Attribute
Name

Actual-Data-
Rate-
Upstream

Actual-Data-
Rate-
Downstream

Minimum-
Data-Rate-
Upstream

Minimum-
Data-Rate-
Downstream

Attainable-
Data-Rate-
Upstream

Attainable-
Data-Rate-
Downstream

Maximum-
Data-Rate-
Upstream

Maximum-
Data-Rate-
Downstream

Access
Request

Acct Start

Acct Stop

Interim Acct

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-137

26-138

26-139

26-140

26-141

26-142

26-144

26-145

Attribute
Name

Minimum-
Data-Rate-
Upstream-
Low-Power

Minimum-
Data-Rate-
Downstream-
Low-Power

Maximum-
Interleaving-
Delay-
Upstream

Actual-
Interleaving-
Delay-
Upstream

Maximum-
Interleaving-
Delay-
Downstream

Actual-
Interleaving-
Delay-
Downstream

Access-Loop-
Encapsulatio
n

DSL-Type

Access
Request

Acct Start

Acct Stop

Interim Acct

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-146

26-147

26-148

26-149

26-150

26-151

26-152

Attribute
Name

PON-Access-
Type

ONT/ONU-
Average-
Data-Rate-
Downstream

ONT/ONU-
Peak-Data-
Rate-
Downstream

ONT/ONU-
Maximum-
Data-Rate-
Upstream

ONT/ONU-
Assured-
Data-Rate-
Upstream

PON-Tree-
Maximum-
Data-Rate-
Upstream

PON-Tree-
Maximum-
Data-Rate-
Downstream

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-155

26-156

26-157

26-158

26-159

26-160

26-161

26-162

Attribute
Name

Expected-
Throughput-
Upstream

Expected-
Throughput-
Downstream

Attainable-
Expected-
Throughput-
Downstream

Attainable-
Expected-
Throughput-
Downstream

Gamma-
Data-Rate-
Upstream

Gamma-
Data-Rate-
Downstream

Attainable-
Gamma-
Data-Rate-
Upstream

Attainable-
Gamma-
Data-Rate-
Downstream

Access
Request

Acct Start

Acct Stop

Interim Acct

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute Attribute Access Acct Start Acct Stop Interim Acct CoA Request
Number Name Request
26-254 IWF-Session v v v v -

RADIUS Support for Microsoft Corporation VSAs for DNS Server Addresses

Starting in Junos OS Release 15.1, the Junos OS AAA implementation supports RADIUS VSAs that
identify the primary and secondary DNS servers for IANA private enterprise number 311 (Microsoft
Corporation). For example, during PPP authentication, the router receives the VSAs from a RADIUS
server and uses the attributes to provision customer premise equipment.

The two VSAs are shown in the following table, and are described in RFC 2548 (Microsoft Vendor-
specific RADIUS Attributes)

Table 8: Microsoft Vendor-Specific RADIUS Attributes for DNS Server Addresses

Attribute Attribute Name Description Value

Number

26-28 MS-Primary-DNS- IP address of the primary Domain Name integer: 4-octet
Server Server. primary-dns-address

This VSA can be included in Access-Accept
and Accounting-Request packets.

26-29 MS-Secondary- IP address of the secondary Domain Name integer: 4-octet
DNS-Server Server. secondary-dns-
address

This VSA can be included in Access-Accept
and Accounting-Request packets.

SEE ALSO

DNS Address Assignment Precedence | 780



Support for Cisco Systems VSAs

Cisco Systems, IANA private enterprise number 9, uses a single VSA, Cisco-AVPair (26-1). This VSA
conveys different information based on the values it contains. In some subscriber access networks,
which have a JunosE based BNG connected to both a RADIUS server and a Cisco BroadHop application
that is used as the Policy Control and Charging Rules Function (PCRF) server for provisioning services
using RADIUS change of authorization (CoA) messages, you can use this VSA in RADIUS messages to
activate and deactivate services. You cannot modify any attributes in authentication, accounting, or CoA
responses in the RADIUS messages that the BNG sends. See "Processing Cisco VSAs in RADIUS
Messages for Service Provisioning" on page 583 for more information.

Any Cisco VSAs other than the ones used to provision the services are considered as unsupported
attributes.

Subscriber Management RADIUS Dictionary Files

The Juniper Networks RADIUS dictionary that is used by default for subscriber management is updated
when software features that affect the file are added or changed. The dictionary is not updated for
every Junos OS release. The dictionary includes Juniper Networks vendor-specific attributes that are
used by Junos OS, JunosE OS, or both.

NOTE: The VSA names in the dictionary begin with the prefix “Jnpr-" or “Unisphere". By
convention, both prefixes are omitted from the Tech Library documentation to reduce confusion
in feature discussions.

e Junos OS Release 18.4 Subscriber Management RADIUS Dictionary [DCT]
e Junos OS Release 18.2 Subscriber Management RADIUS Dictionary [DCT]
e Junos OS Release 17.4 Subscriber Management RADIUS Dictionary [DCT]
e Junos OS Release 17.1 Subscriber Management RADIUS Dictionary [DCT]
e Junos OS Release 16.2 Subscriber Management RADIUS Dictionary [DCT]
e Junos OS Release 16.1 Subscriber Management RADIUS Dictionary [DCT]

e Junos OS Release 15.1 Subscriber Management RADIUS Dictionary [DCT]

Interface Text Descriptions for Inclusion in RADIUS Attributes

RADIUS attributes such as NAS-Port-ID (87) and Calling-Station-ID (31) include a description that
identifies the physical interface that is used to authenticate subscribers. The default format for
nonchannelized interfaces is as follows:


https://www.juniper.net/documentation/software/junos/junos184/radius-dictionary/unisphereDictionary_for_JUNOS_v18-4.dct
https://www.juniper.net/documentation/software/junos/junos182/radius-dictionary/unisphereDictionary_for_JUNOS_v18-2.dct
https://www.juniper.net/documentation/software/junos/junos174/radius-dictionary/unisphereDictionary_for_JUNOS_v17-4.dct
https://www.juniper.net/documentation/software/junos/junos171/radius-dictionary/unisphereDictionary_for_JUNOS_v17-1.dct
https://www.juniper.net/documentation/software/junos/junos162/radius-dictionary/unisphereDictionary_for_JUNOS_v16-2.dct
https://www.juniper.net/documentation/software/junos/junos161/radius-dictionary/unisphereDictionary_for_JUNOS_v16-1.dct
https://www.juniper.net/documentation/software/junos/junos151/radius-dictionary/unisphereDictionary_for_JUNOS_v15-1.dct

interface-type- slot/ adapter/ port. subinterfacel : svian-vian]

For example, consider physical interface ge-1/2/0, with a subinterface of 100 and SVLAN identifier of
100. The interface description used in the NAS-Port-ID is ge-1/2/0.100:100.

Starting in Junos OS Release 17.3R1, a different format is used for channelized interfaces. For
channelized interfaces, the default interface description is as follows:

Interface-type- slot/ adapter/ logical-port-number. subinterfacel : svian-vian]

The channel information (logical port number) is determined by this formula:
Logical port number = 100 + (actual-port-number x 20) + channel-number
For example, consider a channelized interface 3 on port 2 where the:

e Physical interface is xe-0/1/2:3.

e Subinterface is 4.

e SVLANs 5.

e VLAN s 6.

Using the formula, the logical port number = 100 + (2 x 20) + 3 = 143. Consequently, the default
interface description is xe-0/1/143.4-5.6.

You can optionally configure the interface description format in an access profile to exclude the adapter,
channel, or subinterface information.

For example, if you exclude the subinterface from the nonchannelized interface description format, the
description becomes ge-1/2/0:100. If you exclude the channel information from the channelized
interface description format, the description becomes xe-0/1/2.4-5.6.

SEE ALSO

RADIUS Servers and Parameters for Subscriber Access | 476
Configuring a Calling-Station-1D with Additional Options | 490

Release History Table

Release = Description

17.3R1 Starting in Junos OS Release 17.3R1, a different format is used for channelized interfaces.



475

15.1 Starting in Junos OS Release 15.1, the Junos OS AAA implementation supports RADIUS VSAs that
identify the primary and secondary DNS servers for IANA private enterprise number 311 (Microsoft
Corporation).
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Configuring parameters and options for RADIUS servers is a major part of your subscriber management
configuration. After defining the authentication and accounting servers, you configure options for all
RADIUS servers. You also configure access profiles that enable you to specify subscriber access
authentication, authorization and accounting configuration parameters for subscribers or groups of
subscribers. The profile settings override global settings. Although some options are available at both the
global level and the access profile level, many options are available only in access profiles.

After you have created an access profile, you must specify where the profile is used with an access-
profile statement; this is known as attaching the profile. Access profiles can be assigned at various levels.
For example, some of places you can attach access profiles

e Globally for a routing instance.

e In dynamic profiles.

¢ In a domain map, which maps access options and session parameters for subscriber sessions.
e On the interfaces for dynamic VLANs and dynamic stacked VLANs.

e On the interface or in a subscriber group for subscribers with statically configured interfaces for
dynamic service provisioning.

e On DHCP relay agents and DHCP local servers for DHCP clients or subscribers.

Because you can attach access profiles at many levels, the most specific access profile takes precedence
over any other profile assignments to avoid conflict. Authentication and accounting do not run unless
you attach the profile.

RADIUS Authentication and Accounting Server Definition

When you use RADIUS for subscriber management, you must define one or more external RADIUS
servers that the router communicates with for subscriber authentication and accounting. Besides
specifying the IPv4 or IPvé6 address of the server, you can configure options and attributes that
determine how the router interacts with the specified servers.



You can define RADIUS servers and connectivity options at the [edit access radius-server] hierarchy level,
at the [edit access profile name radius-server] hierarchy level, or at both levels.

NOTE: The AAA process (authd) determines which server definitions to use as follows:

e When RADIUS server definitions are present only in [edit access radius-server], authd uses
those definitions.

¢ When RADIUS server definitions are present only in the access profile, authd uses those
definitions.

¢ When RADIUS server definitions are present in both [edit access radius-server] and in the
access profile, authd uses only the access profile definitions.

To use a RADIUS server, you must designate it as an authentication server, an accounting server, or
both, in an access profile. You must do so for servers regardless of whether they are defined in an access
profile or at the [edit access radius-server] hierarchy level.

To define RADIUS servers and to specify how the router interacts with the server:

NOTE: This procedure shows only the [edit access radius-server] hierarchy level. You can
optionally configure any of these parameters at the [edit access profile profile-name] radius-server]
hierarchy level. You can do so either in addition to the global setting or instead of the global
setting. When you apply a profile, the profile settings override the global configuration.

1. Specify the IPv4 or IPv6 address of the RADIUS server.

[edit access]
user@host# edit radius-server server-address
2. (Optional) Configure the RADIUS server accounting port number.
[edit access radius-server server-address]
user@host# set accounting-port port-number
3. (Optional) Configure the port number the router uses to contact the RADIUS server.

[edit access radius-server server-address]

user@host# set port port-number



Configure the required secret (password) that the local router passes to the RADIUS client. Secrets
enclosed in quotation marks can contain spaces.

[edit access radius-server server-address]

user@host# set secret password

(Optional) Configure the maximum number of outstanding requests that a RADIUS server can
maintain. An outstanding request is a request to which the RADIUS server has not yet responded.

[edit access radius-server server-address]
user@host# set max-outstanding-requests value

Configure the source address for the RADIUS server. Each RADIUS request sent to a RADIUS
server uses the specified source address. The source address is a valid IPv4 or IPvé address
configured on one of the router interfaces.

[edit access radius-server server-address]
user@host# set source-address source-address

(Optional) Configure retry and timeout values for authentication and accounting messages.

a. Configure how many times the router attempts to contact a RADIUS server when it has received
no response.

[edit access radius-server server-address]

user@host# set retry number

b. Configure how long the router waits to receive a response from a RADIUS server before retrying
the contact.

[edit access radius-server server-address]
user@host# set timeout seconds

NOTE: The maximum retry duration (the number of retries times the length of the timeout)
cannot exceed 2700 seconds. An error message is displayed if you configure a longer
duration.



NOTE: The retry and timeout settings apply to both authentication and accounting messages
unless you configure both the accounting-retry statement and the accounting-timeout statement.
In that case, the retry and timeout settings apply only to authentication messages.

8. (Optional) Configure retry and timeout values for accounting messages separate from the settings
for authentication messages.

NOTE: You must configure both the accounting-retry and the accounting-timeout statements. If
you do not, then the value you configure is ignored in favor of the values configured with
the retry and timeout statements.

a. Configure how many times the router attempts to send accounting messages to the RADIUS
accounting server when it has received no response.

[edit access radius-server server-address]

user@host# set accounting-retry number

b. Configure how long the router waits to receive a response from a RADIUS accounting server
before retrying the request.

[edit access radius-server server-address]
user@host# set accounting-timeout seconds

9. (Optional) Configure the router to contact the RADIUS server for logical line identification (LLID)
preauthentication requests. See "RADIUS Logical Line Identification" on page 543.

10. (Optional) Configure the port that the router monitors for dynamic (CoA) requests from the
specified server. See Dynamic Service Management with RADIUS.

Configuring Options that Apply to All RADIUS Servers
You can configure RADIUS options that apply to all RADIUS servers globally.
To configure RADIUS options globally:

1. Specify that you want to configure RADIUS options.

[edit access ]
user@host# edit radius-options



2. (Optional) Configure the rate at which RADIUS interim update requests are sent to the server.

[edit access radius-options]
user@host# set interim-rate interim-rate

3. (Optional) Configure the maximum allowed deviation from the configured update interval that the
router sends interim accounting updates to the RADIUS server. The tolerance is relative to the
configured update interval.

For example, if the tolerance is set to 60 seconds, then the router sends interim accounting updates
no sooner than 30 seconds earlier than the configured update interval. When a subscriber logs in, the
first interim accounting update may be sent up to 30 seconds early (on average 15 seconds early).

You configure the update interval with the "update-interval" on page 2487 statement at the [edit
access profile profile-name accounting] hierarchy level.

[edit access radius-options]
user@host# set interim-update-tolerance seconds

4. (Optional) Configure the number of requests per second that the router can send to all configured
RADIUS servers collectively. Limiting the flow of requests from the router to the RADIUS servers
enables you to prevent the RADIUS servers from being flooded with requests.

[edit access radius-options]
user@host# set request-rate rate

5. (Optional) Configure the number of seconds that the router waits after a server has become
unreachable before rechecking the connection. If the router reaches the server when the revert
interval expires, the server is then used according to the order of the server list.

[edit access radius-options]
user@host# set revert-interval interval

NOTE: You can also configure the revert-interval in an access profile to override this global
value. See "Configuring Access Profile Options for Interactions with RADIUS Servers" on page
483.

6. (Optional) Configure the duration of a period during which unresponsive RADIUS authentication
servers are not yet considered to be unreachable or down. You can vary the period depending on



whether you want to redirect authentication requests more quickly to another server or provide the
unresponsive server more time to recover and respond.

See "Configuring a Timeout Grace Period to Specify When RADIUS Servers Are Considered Down or
Unreachable" on page 482 for more information.

[edit access radius-options]
user@host# set timeout-grace seconds

7. (Optional) Configure a NAS-Port value that is unique across all MX series routers in the network. You
can configure a NAS-Port value that is unique within the router only, or unique across the different
MX routers in the network.

See "Enabling Unique NAS-Port Attributes (RADIUS Attribute 5) for Subscribers" on page 523 for
more information.

[edit access radius-options]
user@host# set unique-nas-port chassis-id chassis-id
user@host# set unique-nas-port chassis-id-width chassis-id-width

Configuring a Timeout Grace Period to Specify When RADIUS Servers Are
Considered Down or Unreachable

When a RADIUS authentication server fails to respond to any of the attempts for a given authentication
request and times out, authd notes the time for reference, but it does not immediately mark the server
as down (if other servers are available) or unreachable (if it is the only configured server). Instead, a
configurable grace period timer starts at the reference time. The grace period is cleared if the server
responds to a subsequent request before the period expires.

During the grace period, the server is not marked as down or unreachable. Each time the server times
out for subsequent requests to that server, authd checks whether the grace period has expired. When
the check determines that the grace period has expired and the server has still not responded to a
request, the server is marked as unreachable or down.

Using a short grace period enables you to more quickly abandon an unresponsive server and direct
authentication requests to other available servers. A long grace period gives a server more opportunities
to respond and may avoid needlessly abandoning a resource. You might specify a longer grace period
when you have only one or a small number of configured servers.

To configure the grace period during which an unresponsive RADIUS server is not marked as
unreachable or down:



e Specify the duration of the grace period.

[edit access radius-options]
user@host# set timeout-grace seconds

Configuring Access Profile Options for Interactions with RADIUS Servers

You can use an access profile to specify options that the router uses when communicating with RADIUS
authentication and accounting servers for subscriber access. This procedure describes options that are
available only in access profiles. For options that are available at both the access profile and global level,
see "RADIUS Servers and Parameters for Subscriber Access" on page 476.

To configure RADIUS authentication and accounting server options:

1. Specify that you want to configure RADIUS options.

[edit access profile profile-name]

user@host# edit radius options

2. (Optional) Configure the format the router uses to identify the accounting session. The identifier
can be in one of the following formats:

e decimal—The default format. For example, 435264

e description—In the format, jnpr interface-specifier: subscriber-session-id. For example, jnpr
fastEthernet 3/2.6:1010101010101

[edit access profile profile-name radius options]
user@host# set accounting-session-id-format (decimal | description)

3. (Optional) Configure the delimiter character that the router inserts between values in RADIUS
attribute 31 (Calling-Station-Id).

[edit access profile profile-name radius options]
user@host# set calling-station-id-delimiter “delimiter-character”

4. (Optional) Configure the information that the router includes in RADIUS attribute 31 (Calling-
Station-Id).



See "Configuring a Calling-Station-1D with Additional Options" on page 490 for detailed
information.

[edit access profile profile-name radius options]

user@host# set calling-station-id-format parameter

(Optional) Configure the router to use the optional behavior that inserts the random challenge
generated by the NAS into the Request Authenticator field of Access-Request packets, rather than
sending the random challenge as the CHAP-Challenge attribute (RADIUS attribute 60) in Access-
Request packets. This optional behavior requires that the value of the challenge must be 16 bytes;
otherwise the statement is ignored and the challenge is sent as the CHAP-Challenge attribute.

[edit access profile profile-name radius options]

user@host# set chap-challenge-in-request-authenticator

(Optional) Configure the method the router uses to access RADIUS authentication and accounting
servers when multiple servers are configured:

e direct—The default method, in which there is no load balancing. The first server configured is the
primary server; servers are accessed in order of configuration. If the primary server is
unreachable, the router attempts to reach the second configured server, and so on.

¢ round-robin—The method that provides load balancing by rotating router requests among the list
of configured RADIUS servers. The server chosen for access is rotated based on which server
was used last. The first server in the list is treated as a primary for the first authentication
request, but for the second request, the second server configured is treated as primary, and so
on. With this method, all of the configured servers receive roughly the same number of requests
on average so that no single server has to handle all of the requests.

NOTE: When a RADIUS server in the round-robin list becomes unreachable, the next
reachable server in the round-robin list is used for the current request. That same server
is also used for the next request because it is at the top of the list of available servers. As
a result, after a server failure, the server that is used takes up the load of two servers.

e To configure the method the router uses to access RADIUS accounting servers:

[edit access profile profile-name radius options]
user@host# set client-accounting-algorithm (direct | round-robin)



¢ To configure the method the router uses to access RADIUS authentication servers:

[edit access profile profile-name radius options]
user@host# set client-authentication-algorithm (direct | round-robin)

(Optional) Configure the router to use the optional behavior when a CoA operation is unable to
apply a requested change to a client profile dynamic variable.

The optional behavior is that subscriber management does not apply any changes to client profile
dynamic variables in the CoA request and then responds with a NACK. The default behavior is that
subscriber management does not apply the incorrect update but does apply the other changes to
the client profile dynamic variables, and then responds with an ACK message.

[edit access profile profile-name radius options]
user@host# set coa-dynamic-variable-validation

(Optional) Configure the router to use a physical port type of virtual to authenticate clients. The
port type is passed in RADIUS attribute 61 (NAS-Port-Type). By default the router passes a port
type of ethernet in RADIUS attribute 61.

[edit access profile profile-name radius options]

user@host# set ethernet-port-type-virtual

NOTE: This statement takes precedence over the nas-port-type statement if you include both
in the same access profile.

(Optional) Specify the information that is excluded from the interface description that the router
passes to RADIUS for inclusion in RADIUS attribute 87 (NAS-Port-ID). By default, the interface
description includes adapter, channel, and subinterface information.

[edit access profile profile-name radius options]
user@host# set interface-description-format (exclude-adapter | exclude-channel | exclude-
subinterface)

. (Optional) For dual-stack PPP subscribers, include the IPv4-Release-Control VSA (26-164) in the
Access-Request that is sent during on-demand IP address allocation and in the Interim-Accounting
messages that are sent to report an address change.

Optionally, configure a message that is included in the IPv4-Release-Control VSA (26-164) when it
is sent to the RADIUS server



11.

The configuration of this statement has no effect when on-demand IP address allocation or
deallocation is not configured.

[edit access profile profile-name radius options]

user@host# set ip-address-change-notify message message

(Optional) Add Juniper Networks access line VSAs to the RADIUS authentication and accounting
request messages for subscribers. If the router has not received and processed the corresponding
ANCP attributes from the access node, then AAA provides only the following in these RADIUS
messages:

e Downstream-Calculated-QoS-Rate (IANA 4874, 26-141)—Default configured advisory transmit
speed.

e Upstream-Calculated-QoS-Rate (IANA 4874, 26-142)—Default configured advisory receive
speed.

[edit access profile profile-name radius options]

user@host# set juniper-access-line-attributes

Starting in Junos OS Release 19.2R1, the juniper-access-line-attributes option replaces the juniper-
dsl-attributes option. For backward compatibility with existing scripts, the juniper-dsl-attributes
option redirects to the new juniper-access-line-attributes option. We recommend that you use

juniper-access-line-attributes.

NOTE: The juniper-access-line-attributes option is not backward compatible with Junos OS
Release 19.1 or earlier releases. This means that if you have configured juniper-access-line-
attributes option in Junos OS Release 19.2 or higher releases, you must perform the
following steps to downgrade to Junos OS Release 19.1 or earlier releases:

a. Delete the juniper-access-line-attributes option from all access profiles that include it.
b. Perform the software downgrade.

c. Add the juniper-dsl-attributes option to the affected access profiles.

12. (Optional) Configure the value for the client RADIUS attribute 32 (NAS-Identifier), which is used for

authentication and accounting requests.

[edit access profile profile-name radius options]

user@host# set nas-identifier identifier-value



13.

14.

15.

16.

(Optional) Configure the RADIUS client to use the extended format for RADIUS attribute 5 (NAS-
Port) and specify the width of fields in the NAS-Port attribute, which specifies the physical port
number of the NAS that is authenticating the user.

e For Ethernet subscribers:

[edit access profile profile-name radius options]
user@host# set nas-port-extended-format field width

e For ATM subscribers:

[edit access profile profile-name radius options]
user@host# set nas-port-extended-format atm field width

(Optional) Configure the delimiter character that the router inserts between values in RADIUS
attribute 87 (NAS-Port-1d).

[edit access profile profile-name radius options]
user@host# set nas-port-id-delimiter delimiter-character

(Optional) Configure the optional information that the router includes in RADIUS attribute 87
(NAS-Port-1d). You can specify one or more options to appear in the default order. Alternatively,
you can specify both the options and the order in which they appear. The orders are mutually
exclusive and the configuration fails if you configure a NAS-Port-ID that includes values in both
types of order.

See "Configuring a NAS-Port-1D with Additional Options" on page 520 and "Configuring the Order
in Which Optional Values Appear in the NAS-Port-ID" on page 521 for detailed information.

[edit access profile profile-name radius options]
user@host# set nas-port-id-format optional-parameters

(Optional) Configure the port type that is included in RADIUS attribute 61 (NAS-Port-Type). This
specifies the port type the router uses to authenticate subscribers.

[edit access profile profile-name radius options]
user@host# set nas-port-type port-type



17.

18.

19.

20.

NOTE: This statement is ignored if you configure the ethernet-port-type-virtual in the same
access profile.

(Optional) Configure the LAC to override the configured Calling-Station-1D format for the value
sent in the L2TP Calling Number AVP 22. You can override the Calling-Station-ID format and
configure the LAC to use the ACI, the ARI, or both the ACI and ARI that are received from the L2TP
client in the PADR packet. You can also specify a delimiter to use between components of the AVP
string and a fallback value to use when the configured override components are not received in the
PADR packet.

NOTE: See Override the Calling-Station-ID Format for the Calling Number AVP for more
information.

[edit access profile profile-name radius options]

user@host# set override calling-station-id remote-circuit-id

(Optional) Override the value of the RADIUS NAS-IP-Address attribute (4) at the LNS with the
value of the session’s LAC endpoint IP address if it is present in the session database. If it is not
present, the original attribute value is used.

[edit access profile profile-name radius options]
user@host# set override nas-ip-address tunnel-client-gateway-address

(Optional) Override the value of the RADIUS NAS-Port attribute (5) at the LNS with the value from
the session database if the LAC NAS port information was conveyed to the LNS in the Cisco
Systems NAS Port Info AVP (100). If it is not present, the original attribute value is used.

[edit access profile profile-name radius options]
user@host# set override nas-port tunnel-client-nas-port

(Optional) Override the value of the RADIUS NAS-Port-Type attribute (61) at the LNS with the
value from the session database if the LAC NAS port information was conveyed to the LNS in the
Cisco Systems NAS Port Info AVP (100). If it is not present, the original attribute value is used.

[edit access profile profile-name radius options]
user@host# set override nas-port-type tunnel-client-nas-port-type
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22,

23.

(Optional) Configure a delimiter character for the remote circuit ID string when you use the remote-
circuit-id-format statement to configure the string to use instead of the Calling-Station ID in L2TP
Calling Number AVP 22. If more than one value is configured for the remote circuit ID format, the
delimiter character is used as a separator between the concatenated values in the resulting remote
circuit ID string.

NOTE: You must configure the override calling-circuit-id remote-circuit-id statement for the
remote circuit ID format to be used in the calling number AVP.

[edit access profile profile-name radius options]
user@host# set remote-circuit-id-delimiter “delimiter”

(Optional) Configure the fallback value for the LAC to send in L2TP Calling Number AVP 22, either
the configured Calling-Station-ID or the default underlying interface. Use of the fallback value is
triggered when the components of the override string you configured with the remote-circuit-id-
format statement—the ACI, the ARI, or both ACI and ARI—are not received by the LAC in the PPPoE
Active Discovery Request (PADR) packet.

[edit access profile profile-name radius options]
user@host# set remote-circuit-id-fallback {configured-calling-station-id | default}
(Optional) Configure the format of the string that overrides the Calling-Station-ID format in the

L2TP Calling Number AVP. You can specify the ACI, the ARI, or both the ACI and ARL.

NOTE: You must configure the override calling-circuit-id remote-circuit-id statement for the
remote circuit ID format to be used in the calling number AVP.

[edit access profile profile-name radius options]

user@host# set remote-circuit-id-format Format

24. (Optional) Configure the number of seconds that the router waits after a server has become

unreachable before making another attempt to reach the server. If the server is then reachable, it is
used in accordance with the order of the server list.

[edit access profile profile-name radius options]
user@host# set revert-interval interval



NOTE: You can also configure this option for all RADIUS servers. See Configuring Options
that Apply to All RADIUS Servers.

25. (Optional) Configure whether newly authenticated subscriber can successfully log in when service
activation failures related to configuration errors occur during authd processing of the activation
request for the subscriber’s address family. You can specify this behavior for services configured in
dynamic profiles or in Extensible Subscriber Services Manager (ESSM) operation scripts:

e optional-at-login—Service activation is optional. Activation failure due to configuration errors
does not prevent activation of the address family; it allows subscriber access. Service activation
failures due to causes other than configuration errors cause network family activation to fail.
The login attempt is terminated unless another address family is already active for the
subscriber.

e required-at-login—Service activation is required. Activation failure for any reason causes network
family activation to fail. The login attempt is terminated unless another address family is already
active for the subscriber.

[edit access profile profile-name radius options]
user@host# set service-activation (dynamic-profile | extensible-service) (optional-at-login
| required-at-login)

26. (Optional) Specify that RADIUS attribute 5 (NAS-Port) includes the S-VLAN ID, in addition to the
VLAN ID, for subscribers on Ethernet interfaces.

[edit access profile profile-name radius options]
user@host# set vlan-nas-port-stacked-format

Configuring a Calling-Station-ID with Additional Options

Use this section to configure an alternative value for the Calling-Station-ID (RADIUS IETF attribute 31)
in an access profile on the MX Series router.

You can configure the Calling-Station-ID to include one or more of the following options, in any
combination, at the [edit access profile profile-name radius options calling-station-id-format] hierarchy:

e Agent circuit identifier (agent-circuit-id)—Identifier of the subscriber’s access node and the digital
subscriber line (DSL) on the access node. The agent circuit identifier (ACI) string is stored in either
the DHCP option 82 field of DHCP messages for DHCP traffic, or in the DSL Forum Agent-Circuit-ID
VSA [26-1] of PPPoE Active Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR)
control packets for PPPoE traffic.



Agent remote identifier (agent-remote-id)—ldentifier of the subscriber on the digital subscriber line
access multiplexer (DSLAM) interface that initiated the service request. The agent remote identifier
(ARI) string is stored in either the DHCP option 82 field for DHCP traffic, or in the DSL Forum Agent-
Remote-ID VSA [26-2] for PPPoE traffic.

Interface description (interface-description)—Value of the interface.

Interface text description (interface-text-description)—Text description of the interface. The interface
text description is configured separately, using either the set interfaces interface-name description
description statement or the set interfaces interface-name unit unit-number description description
statement

MAC address (mac-address)—MAC address of the source device for the subscriber.

NAS identifier (nas-identifier)—Name of the NAS that originated the authentication or accounting
request. NAS-Identifier is RADIUS IETF attribute 32.

Stacked VLAN (stacked-vlan)—Stacked VLAN ID.

VLAN (vlan)—VLAN ID.

If you configure the format of the Calling-Station-ID with more than one optional value, a hash character

(#) is the default delimiter that the router uses as a separator between the concatenated values in the

resulting Calling-Station-1D string. Optionally, you can configure an alternative delimiter character for

the Calling-Station-ID to use. The following example shows the order of output when you configure
multiple optional values:

nas-identifiertinterface descriptiomtinterface text descriptiormtagent-circuit-idtagent-remote-
idtmac addresststacked viamtvian

To configure an access profile to provide optional information in the Calling-Station-ID:

1.

2.

Specify the access profile you want to configure.

[edit]
user@host# edit access profile profile-name
Specify that you want to configure RADIUS options.

[edit access profile profile-name]
user@host# edit radius options



Specify the nondefault character to use as the delimiter between the concatenated values in the
Calling-Station-ID.

By default, subscriber management uses the hash character (#) as the delimiter in Calling-Station-I1D
strings that contain more than one optional value.

[edit access profile profile-name radius options]
user@host# set calling-station-id-delimiter delimiter-character
Configure the value for the NAS-Identifier (RADIUS attribute 32), which is used for authentication
and accounting requests.
[edit access profile profile-name radius options]
user@host# set nas-identifier identifier-value
Specify that you want to configure the format of the Calling-Station-ID.
[edit access profile profile-name radius options]
user@host# edit calling-station-id-format
(Optional) Include the interface text description in the Calling-Station-ID.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set interface-text-description
(Optional) Include the interface description value in the Calling-Station-ID.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set interface-description
(Optional) Include the agent circuit identifier in the Calling-Station-1D.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set agent-circuit-id
(Optional) Include the agent remote identifier in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set agent-remote-id



10. (Optional) Include the configured NAS identifier value in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set nas-identifier

11. (Optional) Include the stacked VLAN ID in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set stacked-vlan

12. (Optional) Include the VLAN ID in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set vlan

13. (Optional) Include the MAC address in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]

user@host# set mac-address

Example: Calling-Station-ID with Additional Options in an Access Profile

The following example creates an access profile named retailerO1 that configures a Calling-Station-ID
string that includes the NAS-Identifier (fox), interface description, agent circuit identifier, and agent
remote identifier options.

[edit access profile retailer@1 radius options]
nas-identifier "fox";
calling-station-id-delimiter "x";
calling-station-id format {

nas-identifier;

interface-description;

agent-circuit-id;

agent-remote-id;

The resulting Calling-Station-ID string is formatted as follows:



fox*ge-1/2/0.100:100*as007*ar921
where:

The NAS-Identifier value is fox.

e The Calling-Station-ID delimiter character is * (asterisk).
e The interface description value is ge-1/2/0.100:100.

e The agent circuit identifier value is as007.

e The agent remote identifier value is ar921.

Consider an example where all options are configured, but no values are available for the Agent-Circuit-
ID, the Agent-Remote-Id, or the stacked VLAN identifier. The other values are as follows:

¢ NAS identifier—solarium

e interface description—ge-1/0/0.1073741824:101
e interface text description—example-interface

e MAC address—00:00:5E:00:53:00

e VLAN identifier—101

These values result in the following Calling-Station-ID:

solarium#ge-1/0/0.1073741824:101#example-interface###00-00-5E-00-53-00##101

Filtering RADIUS Attributes and VSAs from RADIUS Messages

Standard attributes and vendor-specific attributes (VSAs) received in RADIUS messages take precedence
over internally provisioned attribute values. Filtering attributes consists of choosing to jgnore certain
attributes when they are received in Access Accept packets and to exclude certain attributes from being
sent to the RADIUS server. Ignoring attributes received from the RADIUS server enables your locally
provisioned values to be used instead. Excluding attributes from being sent is useful, for example, for
attributes that do not change for the lifetime of a subscriber. It enables you to reduce the packet size
without loss of information.

You can specify standard RADIUS attributes and VSAs that the router or switch subsequently jgnores
when they are received in RADIUS Access-Accept messages. You can also specify attributes and VSAs
that the router or switch excludes from specified RADIUS message types. Exclusion means that the
router or switch does not include the attribute in specified messages that it sends to the RADIUS server.



Starting in Junos OS Release 18.1R1, you can configure the router or switch to ignore or exclude
RADIUS standard attributes and VSAs by specifying the standard attribute number or the IANA-
assigned vendor ID and the VSA number, respectively. With this flexible configuration method, you can
configure any standard attribute and VSA supported by your platform to be ignored or excluded. The
configuration has no effect if you configure unsupported attributes, vendors, and VSAs.

The legacy method allows you to configure only those attributes and VSAs for which the statement
syntax includes a specific option. Consequently, you can use the legacy method to ignore only a subset
of all attributes that can be received in Access-Accept messages.

To configure the attributes ignored or excluded by your router or switch:

1. Specify that you want to configure RADIUS in the access profile.

[edit access profile profile-name]
user@host# edit radius

2. Specify that you want to configure how RADIUS attributes are filtered.

[edit access profile profile-name radius]
user@host# edit attributes

3. (Optional) Specify one or more attributes you want your router or switch to ignore when the
attributes are in Access-Accept messages.

e Legacy method: Specify dedicated option for attribute:

[edit access profile profile-name radius attributes]
user@host# set ignore attribute-name

e Flexible method: Specify standard attribute number or the IANA-assigned vendor ID and the VSA
number:

[edit access profile profile-name radius attributes]
user@host# set ignore standard-attribute number
user@host# set ignore vendor-id Id-number vendor-attribute vsa-number

4. (Optional) Configure an attribute that you want your router or switch to exclude from one or more
specified RADIUS message types. You cannot configure a list of attributes, but you can specify a list
of message types for each attribute.



e Legacy method: Specify dedicated option for attribute and message type:

[edit access profile profile-name radius attributes]
user@host# set exclude attribute-name [packet-typel

o Flexible method: Specify standard attribute number or the IANA-assigned vendor ID, the VSA
number, and the message type:

[edit access profile profile-name radius attributes]

user@host# set exclude standard-attribute number packet-type [packet-typel

user@host# set exclude vendor-id id-number vendor-attribute vsa-number packet-type [packet-
typel

The following example compares the legacy and flexible configuration methods to ignore the standard
RADIUS attribute, Framed-IP-Netmask (9), and the Juniper Networks VSAs, Ingress-Policy-Name (26-10)
and Egress-Policy-Name (26-11).

e Legacy method:

[edit access profile prof-ign radius attributes]

user@host# set ignore framed-ip-netmask input-filter output-filter

e Flexible method:

[edit access profile prof-ign radius attributes]
user@host# set ignore standard-attribute 9
user@host# set ignore vendor-id 4874 vendor-attribute [ 10 11 ]

The following example compares the legacy and flexible configuration methods to exclude the standard
RADIUS attribute, Framed-IP-Netmask (9), and the Juniper Networks VSAs, Ingress-Policy-Name (26-10)
and Egress-Policy-Name (26-11).

e Legacy method:

[edit access profile prof-exc radius attributes]
user@host# set exclude framed-ip-netmask accounting-stop
user@host# set exclude input-filter [ accounting-start accounting-stop ]

user@host# set exclude output-filter [ accounting-start accounting-stop ]



¢ Flexible method: Specify standard attribute number or the IANA-assigned vendor ID, the VSA
number, and the message type:

[edit access profile prof-exc radius attributes]

user@host# set exclude standard-attribute 9 packet-type accounting-stop

user@host# set exclude vendor-id 4874 vendor-attribute 10 packet-type [ accounting-start
accounting-stop 1

user@host# set exclude vendor-id 4874 vendor-attribute 11 packet-type [ accounting-start

accounting-stop 1

What happens if you specify an attribute with both methods in the same profile? The effective
configuration is the logical OR of the two methods. Consider the following example for the standard
attribute, accounting-delay-time (41):

[edit access profile prof-3 radius attributes]
user@host# set exclude accounting-delay-time [ accounting-off accounting-on ]
user@host# set exclude standard-attribute 41 packet-type [ accounting-start accounting-stop ]

The result is that the attribute is excluded from all four message types: Accounting-Off, Accounting-On,
Accounting-Start, and Accounting-Stop. The effect is the same as if either of the following
configurations is used:

° [edit access profile prof-3 radius attributes]
user@host# set exclude accounting-delay-time [ accounting-off accounting-on accounting-start

accounting-stop 1]

o [edit access profile prof-3 radius attributes]
user@host# set exclude standard-attribute 41 packet-type [ accounting-off accounting-on

accounting-start accounting-stop ]

Release History Table

Release @ Description

18.1R1 Starting in Junos OS Release 18.1R1, you can configure the router or switch to ignore or exclude
RADIUS standard attributes and VSAs by specifying the standard attribute number or the IANA-assigned
vendor ID and the VSA number, respectively.
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You can configure Junos OS to store subscriber access interface descriptions and report the interface
description through RADIUS. This capability enables you to uniquely identify subscribers on a particular
logical or physical interface. When you enable storing of the interface descriptions, RADIUS requests
include the interface description in VSA 26-63, if the subscriber’s access interface has been configured
with an interface description. All interface descriptions must be statically configured using the Junos OS
CLI. Storing and reporting of interface descriptions is supported for DHCP, PPP, and authenticated
dynamic VLANS, and applies to any client session that either authenticates or uses the RADIUS
accounting service. The description can contain letters, numbers, and hyphens (-), and can be up to 64
characters long.

Interface Description Precedence

The interface description sent in the VSA depends on the configured interface. Two configuration
models apply across topologies and protocols for subscriber management.

e Subscriber /ogical interface directly over a physical interface (non-underlying logical interfaces).



e Subscriber logical interface over an underlying logical interface and physical interface.

In both models, Junos OS selects the interface description to report based on order of precedence.
Interfaces not configured with interface descriptions are excluded when selecting an interface by
precedence. If no interface description is configured on any of the static interfaces in the subscriber
interface hierarchy, VSA 26-63 is not sent in any of the RADIUS messages.

NOTE:

o For aggregated Ethernet physical interfaces, the interface description on the aggregated
Ethernet interface, for example AEO or AE1, serves as the physical interface description.

e [f the subscriber’s access is a combination of dynamic and static interfaces, Junos OS uses the
description on the static interface.

Example: Reporting Interface Descriptions on Non-Underlying Logical Interfaces

This topic shows an example of subscriber access with non-underlying logical interfaces. In this case, the
logical interface can be a VLAN or a VLAN demux interface. This example shows a DHCP subscriber
logical interface over a VLAN without a demux interface. For non-underlying interfaces, Junos OS
selects which interface description to report based on the following order of precedence:

1. Logical interface description
2. Physical interface description

Based on the order of precedence that Junos OS uses to select the interface description for non-
underlying interfaces, Junos OS reports subscriber_ifl_descr as the interface description.

system {
services {
dhcp-local-server {
group LSG1 {
authentication {
password $ABC123;
username-include {

user-prefix rich;

}
}
interface ge-1/0/0.100;



}
interfaces {
ge-1/0/0 {
description subscriber_ifd_descr;
vlan-tagging;
unit 100 {
description subscriber_ifl_descr;
vlan-id 100;
family inet {
unnumbered-address 100.0 preferred-source-address 198.51.100.20;

Reporting Interface Descriptions on Underlying Logical Interfaces

Underlying logical interfaces can apply to both DHCP and PPP.

For DHCP, Junos OS selects which interface description to report based on the following order of
precedence:

1. Underlying logical interface description

2. Underlying physical interface description

NOTE: For DHCP, Junos OS does not report the IP demux logical interface description.

For PPP over an underlying VLAN or VLAN demux interface, Junos OS selects which interface
description to report based on the following order of precedence:

1. PPP interface description
2. Underlying VLAN without a demux interface or VLAN demux logical interface description

3. Underlying physical interface description

Example: PPP over an Underlying VLAN Demux Interface

The following example shows a PPP subscriber over an underlying VLAN demux interface. This
configuration includes three possible interface descriptions. Based on the order of precedence that



Junos OS uses to select the interface description for PPP, the interface description is reported as
subscriber_ppp_ifl_descr_O.

interfaces {
ge-1/0/0 {
description subscriber_ifd_descr;
hierarchical-scheduler maximum-hierarchy-levels 2;

flexible-vlan-tagging;

}
demux@ {
unit 0 {
vlan-tags outer 1 inner 1;
description subscriber_under_ifl_descr_1_1;
demux-options {
underlying-interface ge-1/0/0;
}
family pppoe {
duplicate-protection;
}
}
unit 1 {
vlan-tags outer 1 inner 2;
description subscriber_under_ifl_descr_1_2;
demux-options {
underlying-interface ge-1/0/0;
}
family pppoe {
duplicate-protection;
}
}
}
ppo {
unit @ {

description subscriber_ppp_ifl_descr_0;
ppp-options {
chap;
pap;
}
pppoe-options {
underlying-interface demux0.0;

server;



}
unit 1 {
description subscriber_ppp_ifl_descr_1;
ppp-options {
chap;
pap;
}
pppoe-options {
underlying-interface demux@.1;

server;

Example: Reporting Interface Descriptions on Dynamic VLANs

If you create dynamic VLANs with authentication, Junos OS reports the interface description on the
physical interface. In the following example, dynamic VLANSs created over the ge-1/2/0 interface are
authenticated with an interface description of ge-1/2/0-bos-mktg-group.

ge-1/2/0 {
description ge-1/2/0-bos-mktg-group;
flexible-vlan-tagging;
auto-configure {
vlan-ranges {
dynamic-profile vlan-prof {
accept inet;
ranges {

any;

}

authentication {
password $ABC123;
username-include {

user-prefix rich;



Interface Description Storage and Reporting Configuration
To enable or disable storage and reporting of interface descriptions:

e Enable storing and reporting of interface descriptions.

[edit access]
user@host# set report-interface-descriptions

o Disable storing and reporting of interface descriptions per RADIUS message type.

[edit access profile profile-name radius attributes]
user@host# set exclude interface-description [ access-request | accounting-start | accounting-
stop ]
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Session options enable you to specify several characteristics for DHCP, L2TP, and terminated PPP
subscriber sessions. Session options are configured in access profiles that determine the parameters for
subscriber access, authentication, authorization, and accounting.
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You can use access profiles to configure several characteristics of the sessions that are created for
DHCP, L2TP, and terminated PPP subscribers. You can place limits on subscriber access based on how
long the session has been up, how long the user has been inactive, or both. You can limit subscriber
sessions by username per access profile. You can also set parameters that modify a subscriber’s
username at login based on the subscriber’s access profile.

Subscriber Session Timeouts

You can limit subscriber access by configuring a session timeout or an idle timeout. Use a session
timeout to specify a fixed period of time that the subscriber is permitted to have access. Use an idle
timeout to specify a maximum period of time that the subscriber can be idle. You can use these timeouts
separately or together. By default, neither timeout is present.

NOTE: For all subscriber types other than DHCP(such as L2TP-tunneled and PPP-terminated
subscribers), the session timeout value limits the subscriber session. For DHCP subscribers, the
session timeout value is used to limit the lease when no other lease time configuration is present.
The lease expires when the timeout value expires. If this value is not supplied by either the CLI or
RADIUS, the DHCP lease does not expire.

The idle timeout is based on accounting statistics for the subscriber. The router determines subscriber
inactivity by monitoring data traffic, both upstream from the user (ingress) and downstream to the user
(egress). Control traffic is ignored. The subscriber is not considered idle as long as data traffic is detected
in either direction.

Optionally, you can specify that only subscriber ingress traffic is monitored; egress traffic is ignored. This
configuration is useful in cases where the LNS sends traffic to the remote peer even when the peer is
not up, such as when the LNS does not have PPP keepalives enabled and therefore cannot detect that



the peer is not up. In this situation, because by default the LAC monitors both ingress and egress traffic,
it detects the egress traffic from the LNS and either does not log out the subscriber or delays detection
of inactivity until the egress traffic ceases. When you specify that only ingress traffic is monitored, the
LAC can detect that the peer is inactive and then initiate logout.

When either timeout period expires, the non-DHCP subscribers are gracefully logged out, similarly to a
RADIUS-initiated disconnect or a CLI-initiated logout. DHCP subscribers are disconnected. The Acct-
Terminate-Cause [RADIUS attribute 49] value includes a reason code of 5 for a session timeout and a
code of 4 for an idle timeout.

You can configure these limitations to subscriber access on a per-subscriber basis by using the RADIUS
attributes Session-Timeout [27] and Idle-Timeout [28]. RADIUS returns these attributes in Access-
Accept messages in response to Access-Request messages from the access server. Starting in Junos OS
Release 19.4R1, the Session-Timeout attribute [27] is supported in RADIUS CoA messages. This
capability is useful, for example, when subscribers purchase Internet access for a specific period of time
and must log out when the session expires.

When a CoA arrives with Session-Timeout, the timeout is counted from the time that the session
activated. This has the following consequences:

o If the attribute value is greater than the current session uptime and between the minimum and
maximum timeout values, the subscriber is logged out when that number of seconds has passed
since session activation. For example, suppose the session activated at 12:00:00 and the CoA is
received at 12:00:30 with a value of 120 seconds. The subscriber is logged out at 12:02:00.

Another way to look at this with the same values is that the current session uptime is 30 seconds and
the attribute value is 120 seconds. The subscriber is logged out when 90 more seconds have passed.

o |If the attribute value is greater than the current session uptime but less than the minimum timeout
value of 60 seconds, then the subscriber is logged out when the uptime reaches 60 seconds.

e If the attribute value is greater than the current session uptime but more than the maximum timeout
value of 31,622,400 seconds, then the subscriber is logged out when the uptime reaches 31,622,400
seconds.

e |If the attribute value is less than the current session uptime, the session timeout is not applied. AAA
replies to the CoA message with a NAK. For example, the session is unaffected if the Session-
Timeout is 60 seconds, but the uptime is 100 seconds.

Applying a session timeout according to the rules above also depends on whether all other aspects of
the CoA are successful. For example, if the CoA includes a service activation and that service activation
fails, then the session timeout is not applied. AAA replies to the CoA message with a NAK.



NOTE: If the Session-Timeout value is O, then any existing session timeout for that session is
cancelled.

Service providers often choose to apply the same limitations to large numbers of subscribers. You can
reduce the RADIUS provisioning effort for this scenario by defining the limitations for subscribers in an
access profile on a per-routing-instance basis. If you do so, RADIUS attributes subsequently returned for
a particular subscriber logged in with the profile override the per-routing-instance values.

BEST PRACTICE: We recommend that you do not configure a session timeout for subscribers
receiving voice services. Because the session timeout is based only on time and not user
activity, it is likely to interrupt subscribers actively using a voice service and terminate their
calls unexpectedly (from the subscriber viewpoint). This result is a particular concern for
emergency services calls.

BEST PRACTICE: We recommend that you do not configure an idle timeout for DHCP
subscribers. When the timeout expires with no activity and the connection is terminated, the
protocol has no means to inform the client. Consequently, these subscribers are forced to
reboot their CPE device the next time they attempt to access the Internet.

Contrast the behavior when an idle timeout is configured for PPP subscribers. In this case,
timeout expiration causes PPP to terminate the link with the peer. Depending on the CPE
device, this termination enables the peer to automatically retry the connection either on
demand or immediately. In either case, no subscriber intervention is required.

The available range for setting a timeout is the same whether you configure it in the CLI or through the
RADIUS attributes:

e Session timeouts can be set for 1 minute through 527,040 minutes in the CLI and the corresponding
number of seconds (60 through 31,622,400) in the Session-Timeout attribute [27].

¢ |dle timeouts can be set for 10 minutes through 1440 minutes in the CLI and the corresponding
number of seconds (600 through 86,400) in the Idle-Timeout attribute [28].

The router interprets the values in the attributes to conform to the supported ranges. For example, for
Session-Timeout [27]:

e A value of zero is treated as no timeout.

e Avalue in the range 1 through 59 is raised to 60 seconds.



e A value that exceeds 31,622,400 is reduced to 31,622,400 seconds.
For Idle-Timeout [28]:

o A value of zero is treated as no timeout.

e Avalue in the range 1 through 599 is raised to 600 seconds.

¢ A value that exceeds 86,400 is reduced to 86,400 seconds.

In configurations using dynamically created subscriber VLANS, the idle timeout also deletes the inactive
subscriber VLANs when the inactivity threshold has been reached. In addition to deleting inactive
dynamic subscriber VLANSs, the idle timeout also removes dynamic VLANs when no client sessions were
ever created (for example, in the event no client sessions are created on the dynamic VLAN or following
the occurrence of an error during session creation or client authentication where no client sessions are
created on the dynamic VLAN).

Session and idle timeouts for deleting dynamic subscriber VLANs are useful only in very limited use
cases; typically neither timeout is configured for this purpose.

A possible circumstance when they might be useful is when the dynamic VLANSs have no upper layer
protocol that helps determine when the VLAN is removed with the remove-when-no-subscribers statement;
for example, when the VLAN is supporting IP over Ethernet without DHCP in a business access model
with fixed addresses. However, business access is generally a higher-tier service than residential access
and as such typically is not subject to timeouts due to inactivity as might be desired for residential
subscribers.

An idle timeout might be appropriate in certain Layer 2 wholesale situations, where the connection can
be regenerated when any packet is received from the CPE.

When using the idle timeout for dynamic VLAN removal, keep the following in mind:

e The idle timeout period begins after a dynamic subscriber VLAN interface is created or traffic activity
stops on a dynamic subscriber VLAN interface.

e If a new client session is created or a client session is reactivated successfully, the client idle timeout
resets.

e The removal of inactive subscriber VLANs functions only with VLANSs that have been authenticated.

Limits on Subscriber Sessions per Username and Access Profile

Legitimate subscribers might share their login credentials with unauthorized persons, expending service
provider resources without benefit to the provider. Starting in Junos OS Release 18.4R1, you can control
or prevent the sharing of login credentials by limiting the number of active subscriber sessions that are
allowed for a specific username associated with an access profile. You can also achieve this control with
RADIUS, but configuring the limit locally on the BNG eliminates dependency on an external server.



When you configure a limit, active sessions for the username/access profile combination are tracked.
The number of tracked sessions is checked when authd receives a new session login request. If the
number of tracked session matches the limit, the new login attempt is rejected and counted as a blocked
request.

When authd receives a logout or client termination request for a session, the tracked-sessions count is

decremented for that username/access profile entry. If this continues until there are no active sessions
for the combination, the entry is removed from the session limit table. All associated username/access

profile entries are removed from the table if you delete the access profile or the session-limit from your
configuration.

The total number of sessions for a username can exceed the configured limit for a particular access
profile, because the same username can be used with multiple access profiles.

NOTE: For stacked subscriber sessions such as PPP with autoconfigured VLANSs, both usernames
in the stack are used for authentication and consequently both are counted against the session
limit.

The configured limit applies to existing active subscribers, but existing sessions are not torn down if
number of active sessions exceeds the limit for a subscriber with that username and access profile
combination.

Consider a situation where five sessions are currently active for a given username/access profile
combination when you configure a limit of two.

1. The active sessions count is recorded as five in the session limit table entry for the combination.

2. A new subscriber with the same username and access profile tries to log in. The attempt is blocked
because the limit of two sessions is already exceeded (five > two).

3. An existing subscriber logs out, decrementing the active sessions count to four.

4. A new subscriber with the same username and access profile tries to log in. The attempt is blocked
because the limit of two sessions is still exceeded (four > two).

5. Three existing subscribers log out, reducing the active sessions count to one.

6. A new subscriber with the same username and access profile tries to log in. The attempt is allowed
because the limit of two sessions has not yet been reached (one < two).

The session limit design prevents a denial-of-service event where a malicious user makes multiple login
attempts with the correct username and access profile, but the wrong password. The numerous login
attempts might exceed the configured session limit, but this does not occur because the tracked-
sessions count is incremented only when the subscriber session state transitions to the active state,
which the malicious logins do not achieve.
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Benefits of Limiting Sessions for Usernames with the CLI

e Enables you to limit the number of sessions locally on the router, rather than being dependent on an
external RADIUS server to provide the limit.

e Prevents some denial-of-service attacks based on multiple logins.

Subscriber Username Modification

For Layer 2 wholesale applications, some network service providers employ username modification to
direct subscribers to the appropriate retail enterprise network. This modification is also called username
stripping, because some of the characters in the username are stripped away and discarded. The
remainder of the string becomes the new, modified username. The modified username is used by an
external AAA server for session authentication and accounting. The modification parameters are applied
according to a subscriber access profile that also determines the subscriber and session context; that is,
the logical system:routing instance (LS:RI) used by the subscriber. Only the default (primary) logical
system is supported. Because the wholesaler differentiates between multiple retailers by placing each in
a different LS:RI, the usernames are appropriately modified for each retailer.

You can select up to eight characters as delimiters to mark the boundary between the discarded and
retained portions of the original username; there is no default delimiter. The portion of the name to the
right of the selected delimiter is discarded along with the delimiter. By configuring multiple delimiters, a
given username structure can result in different modified usernames. You can configure the direction in
which the original name is parsed to determine which delimiter marks the boundary. By default, the
parse direction is from left to right.

Consider the following examples:

¢ You specify one delimiter, @. The username is userl@example.com. In this case, the parse direction
does not matter. In either case, the single delimiter is found and example.com is discarded. The
modified username is user1.

left-to-right userl@example.com userl

right-to-left userl@example.com userl

8043376

¢ You specify one delimiter, @. The username is userl@test@example.com. In this case, the parse
direction results in different usernames.

e Parse direction is left-to-right—The left-most @ is identified as the delimiter and
test@example.com is discarded. The modified username is user1.



e Parse direction is right-to-left—The right-most @ is identified as the delimiter and example.com is

discarded. The modified username is userl@test.

left-to-right

userl@test@example.com

user]

right-to-left

userl@test@example.com

userl@test

e You specify two delimiters, @ and /. The username is userl@bldgl1/example.com. The parse direction
results in different usernames.

e Parse direction is left-to-right—The @ is identified as the delimiter and bldgl/example.com is

discarded. The modified username is user1.

e Parse direction is right-to-left—The / is identified as the delimiter and example.com is discarded.

The modified username is userl@bldg1.

left-to-right

userl@bldgl/example.com

userl

right-to-left

userl@bldgl/example.com

userl@bldgl

You can configure a subscriber access profile so that a portion of each subscriber login string is stripped
and subsequently used as a modified username by an external AAA server for session authentication
and accounting. The modified username appears, for example, in RADIUS Access-Request, Acct-Start,
and Acct-Stop messages, as well as RADIUS-initiated disconnect requests and change of authorization

(CoA) requests.

Benefits of Subscriber Username Modification

e Enables Layer 2 wholesale network service providers to easily direct subscribers to the appropriate

retail enterprise network.

SEE ALSO

RADIUS IETF Attributes Supported by the AAA Service Framework | 4
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Subscriber Session Timeout Options

Subscriber session timeout options enable you to place limits on subscriber access based on how long
the session has been up, how long the user has been inactive, or both. The subscriber session options
apply to both L2TP-tunneled and PPP-terminated subscriber sessions. For DHCP subscribers, the
session timeout limits the DHCP lease time.

NOTE: To configure the timeout attributes in RADIUS, refer to the documentation for your
RADIUS server.

To configure limitations on subscriber sessions, configure the session options in the client profile that
applies to the subscriber:

e Terminate the subscriber when the configured session timeout expires, regardless of activity.

[edit access profile profile-name session-options]

user@host# set client-session-timeout minutes

e Terminate the subscriber when there is no ingress or egress data traffic for the duration of the
configured idle timeout.

[edit access profile profile-name session-options]
user@host# set client-idle-timeout minutes

e Terminate the subscriber when there is no ingress data traffic for the duration of the configured idle
timeout; ignore egress traffic.

[edit access profile profile-name session-options]
user@host# set client-idle-timeout minutes
user@host# set client-idle-timeout-ingress-only

For example, to configure session timeout options in the acc-prof client profile, specifying an idle timeout
of 15 minutes, that only ingress traffic is monitored, and that the session times out after 120 minutes:

[edit]
access {
profile {

acc-prof {



session-options {
client-idle-timeout 15;
client-idle-timeout-ingress-only;
client-session-timeout 120;

Limiting the Number of Active Sessions per Username and Access Profile

You can control the degree to which legitimate subscribers can share their login credentials by limiting
the number of active subscriber sessions that are allowed for a specific username associated with an
access profile.

To limit the number of active sessions per username and access profile:

[edit access profile profile-namel
user@host# set session-limit-per-username number

For example, to set the maximum number of active sessions per username to five for the access profile
isp-weg-4:

[edit access profile isp-weg-4]

user@host# set session-limit-per-username 5

You can use the show network-access aaa statistics session-limit-per-username command to view statistics for
active sessions and blocked requests.

You can use the clear network-access aaa statistics session-limit-per-username username command as an aid to
debugging by clearing the blocked request statistics for any of the following cases:

e For all usernames across all access profiles.
e For a specific username across all access profiles.
e For a specific username in a specific access profile.

e For all usernames in a specific access profile.



Configuring Username Modification for Subscriber Sessions

You can use subscriber session options to set parameters that modify a subscriber’s username at login
based on the subscriber’s access profile. This modification is also called username strijpping, because
some of the characters in the username are stripped away and discarded. The remainder of the string
becomes the new, modified username. The modified username is used by an external AAA server for
session authentication and accounting. This capability can be useful, for example, in Layer 2 wholesale
implementations, where the network service providers employ username modification to direct
subscribers to the appropriate retail enterprise network.

The modification parameters are applied according to a subscriber access profile that also determines
the subscriber and session context; that is, the logical system:routing instance (LS:RI) used by the
subscriber. Only the default (primary) logical system is supported. Because the wholesaler differentiates
between multiple retailers by placing each in a different LS:RI, the usernames are appropriately modified
for each retailer.

You can select up to eight characters as delimiters to mark the boundary between the discarded and
retained portions of the original username; there is no default delimiter. The portion of the name to the
right of the selected delimiter is discarded along with the delimiter. By configuring multiple delimiters, a
given username structure can result in different modified usernames. You can configure the direction in
which the original name is parsed to determine which delimiter marks the boundary. By default, the
parse direction is from left to right.

To configure username modification:

1. Define a profile consisting of a set of AAA options for authorizing and configuring a subscriber or set
of subscribers with a subscriber access profile.

a. Specify the name of the subscriber access profile that includes the username stripping
configuration.

[edit access aaa-options aaa-options-name]

user@host# access-profile profile-name

b. (Optional) Specify the logical-system:routing-instance (LS:RI) that the subscriber session uses for
AAA (RADIUS) interactions like authenticating and accounting. For example, this may correspond
to the LS:RI for a retail ISP that provides services to the subscriber.

[edit access aaa-options aaa-options-name]

user@host# aaa-context aaa-context-name



c. (Optional) Specify the logical-system:routing-instance (LS:Rl) in which the subscriber interface is
placed. For example, this may correspond to the LAC-facing interface on the LNS that is accessed
by all requests from a subscriber residence.

[edit access aaa-options aaa-options-name]

user@host# subscriber-context subscriber-context-name

2. Configure the session options in the access profile that specify how usernames are stripped.

a. Specify one or more delimiters to mark the boundary between the discarded and retained
portions of the original username.

[edit access profile profile-name session-options strip-user-name]
user@host# set delimiter [ delimiter ]

b. (Optional) Specify the direction in which the original username is examined to find a delimiter. The
default direction is left-to-right.

[edit access profile profile-name session-options strip-user-name]
user@host# set parse-direction (left-to-right | right-to-left)

3. (Optional) Specify that the AAA options are on a per-interface basis when dynamic subscribers are
authenticated.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit “$junos-
interface-unit” ppp-options]
user@host# set aaa-options aaa-options-name

4, (Optional) Specify that the AAA options are part of the PPP options in a group profile that applies to
tunneled PPP subscribers at the LNS.

[edit access group-profile profile-name pppl
user@host# set ppp-options aaa-options aaa-options-name

In the following example, the AAA options profile, aaal, specifies a subscriber access profile, entA, for
subscribers in the default logical system and routing instance 1. The access profile, entA, specifies that



usernames are examined from left to right until the delimiter, @, is found. The AAA options profile is
applied to tunneled PPP subscribers that belong to the group profile, FD1.

[edit access aaa-options aaall
user@host# access-profile entA
user@host# aaa-context default:1

[edit access profile entA session-options strip-user-name]
user@host# set delimiter @
user@host# set parse-direction left-to-right

[edit access group-profile FD1 ppp]
user@host# set ppp-options aaa-options aaal

Given that configuration, suppose a subscriber attempts to log in with the username,
userl@example.com. When this name is examined, the delimiter and the string example.com are
discarded, leaving a modified username of userl. Note that the result is the same if the parse direction is
set to examine the name from right to left, because only one delimiter is defined and only one is present
in the original username.

left-to-right userl@example.com userl

right-to-left userl@example.com userl

g043376

Now suppose the subscriber logs in with the username, userl@test@example.com. For a username like
this, the parsing direction makes a difference in the modified username. The configuration determines
that the first instance of the delimiter @ is found first, because the name is parsed from left to right. This
delimiter and the string test@example.com are discarded, leaving userl as the modified username.

What happens when the configuration sets a different parsing direction?

[edit access profile entA session-options strip-user-name]
user@host# set delimiter @
user@host# set parse-direction right-to-left

In this case, for the username userl@test@example.com, the second instance of the delimiter is
identified and it is discarded with the string @example.com. The modified username is userl@test.
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left-to-right userl@test@example.com | userl

right-to-left userl@test@example.com | useri@test

8043377

You can achieve the same results of different modified usernames based on parse direction by
configuring more than one delimiter as in the following configuration, where you specify two delimiters,
@ and /.

[edit access profile entA session-options strip-user-name]
user@host# set delimiter [@ /]
user@host# set parse-direction left-to-right

For the username userl@bldg1/example.com, parsing left to right identifies the @ delimiter first and the
modified username is userl. Parsing right to left instead, identifies the / delimiter first and strips it away
with the string example.com, leaving a modified username of userl@bldg1.

left-to-right userl@bldgl/example.com | userl

right-to-left userl@bldgl/example.com | userl@bldgl

8043378

SEE ALSO

Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile
Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface

Removing Inactive Dynamic Subscriber VLANSs

Subscriber session timeouts enable you to place limits on subscriber access based on how long the
session has been up, how long the user has been inactive, or both. In configurations using dynamically
created subscriber VLANS, the idle timeout also:

e Deletes the inactive subscriber VLANs when the inactivity threshold has been reached.

e Removes dynamic VLANs when no client sessions were ever created (for example, in the event no
client sessions are created on the dynamic VLAN or following the occurrence of an error during
session creation or client authentication where no client sessions are created on the dynamic VLAN).
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NOTE: Session timeouts are typically not used for deleting dynamic subscriber VLANs. The
timeout might be useful only in very limited use cases. One case might be when the dynamic
VLANSs have no upper layer protocol that helps determine when the VLAN is removed with the
remove-when-no-subscribers statement; for example, when the VLAN is supporting IP over Ethernet
without DHCP in a business access model with fixed addresses.

NOTE: To configure the idle timeout attribute in RADIUS, refer to the documentation for your
RADIUS server.

To remove inactive dynamic subscriber VLANS:

1. Edit session options for the router access profile.
[edit]
user@host# edit access profile profile-name session-options
2. Configure the maximum period a subscriber session can remain idle.

[edit access profile profile-name session-options]

user@host# set client-idle-timeout minutes

Release History Table

Release = Description

19.4R1 Starting in Junos OS Release 19.4R1, the Session-Timeout attribute [27] is supported in RADIUS CoA

messages.
18.4R1 Starting in Junos OS Release 18.4R1, you can control or prevent the sharing of login credentials by

limiting the number of active subscriber sessions that are allowed for a specific username associated

with an access profile.
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Manual Configuration of the NAS-Port-ID RADIUS Attribute

Subscriber management uses the NAS-Port-ID (RADIUS attribute 87) to provide an interface description
that identifies the physical interface that is used to authenticate subscribers. The NAS-Port-ID is
included in RADIUS Access-Request, Acct-Start, Acct-Stop, Acct-On, and Acct-Off messages.

You can configure access profiles to specify additional information in the NAS-Port-ID. The additional
information can be any combination of the interface description (the default value), the Agent Circuit ID,
the Agent Remote ID, and the NAS identifier. You can also specify an optional delimiter character, which
separates the values in a NAS-Port-ID. The default delimiter character is the hash character (#).

The NAS-Port-ID for nonchannelized interfaces consists of an interface-description string with one of the
following formats:



e Default format:
interface-type- slot/ adapter/ port. subinterfacel : svian-vian]
For example, ge-1/2/0.100:100.
o Format when you use a demux VLAN as the underlying logical interface:
interface-type- slot/ adapter/ port.demux0. subinterfacel : svian-vian]
For example, ge-1/2/0.demux0.100:100-100

e Format when you use a demux VLAN as the underlying logical interface for an aggregated Ethernet
interface:

aeinterface-number.demux0. subinterfacel : svian-vian]

For example, ae1.demux0.101:100-101

Starting in Junos OS Release 17.3R1, a logical port number is added to the default format for only
channelized interfaces. For channelized interfaces, the default format for a NAS-Port-ID consists of the
following interface-description string:

interface-type- slot/ adapter/ logical-port-number. subinterfacel : svian-vian]
For example, xe-0/1/143.4-5.6.

You can optionally configure the interface description format in an access profile to exclude the adapter,
channel, or subinterface information.

You might optionally configure an access profile that specifies that the NAS-Port-1D includes the NAS
identifier, the Agent Circuit ID, and the Agent Remote ID, in addition to the default interface description.
For this configuration, the NAS-Port-ID consists of the following string:

nas-identifier#interface-descriptionfagent-circuit-id#agent-remote-id
For example:

retailer25#ge-1/2/0.100:100#ACI 12/1/22/1230:1.1.23#ARI 55/2/23.9999:10.11.1923

NOTE: The NAS-Port-ID displays the configured values in the following order (where # is the
delimiter):

nas-identifier#interface-description#agent-circuit-id#agent-remote-id



Configuring a NAS-Port-ID with Additional Options

The NAS-Port-ID (RADIUS attribute 87) identifies the physical interface that subscriber management
uses to authenticate subscribers. By default, the NAS-Port-ID includes the interface-description value
that describes the physical interface. You can include the following optional values in the NAS-Port-ID:

e agent-circuit-id

e agent-remote-id

e interface-description

e interface-text-description
® nas-identifier

e postpend-vlan-tags

NOTE: If you specify any optional values, the default interface-descrip