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About This Guide

The Junos operating system (Junos OS) supports multicast VPN on the EX9200 switches. Use the topics
on this page to configure MBGP MVPN.



Overview

Understanding Multicast VPNs | 2
Understanding Layer 3 VPNs | 5

Supported Standards | 9




CHAPTER 1

Understanding Multicast VPNs

IN THIS CHAPTER

MBGP Multicast VPN Sites | 2

Multicast VPN Terminology | 3

MBGP Multicast VPN Sites

The main characteristics of MBGP MVPNs are:

e They extend Layer 3 VPN service (RFC 4364) to support IP multicast for Layer 3 VPN service
providers.

e They follow the same architecture as specified by RFC 4364 for unicast VPNs. Specifically, BGP is
used as the provider edge (PE) router-to-PE router control plane for multicast VPN.

e They eliminate the requirement for the virtual router (VR) model (as specified in Internet draft draft-
rosen-vpn-mcast, Multicast in MPLS/BGP VPNs) for multicast VPNs and the RFC 4364 model for
unicast VPNs.

o They rely on RFC 4364-based unicast with extensions for intra-AS and inter-AS communication.

An MBGP MVPN defines two types of site sets, a sender site set and a receiver site set. These sites
have the following properties:

e Hosts within the sender site set can originate multicast traffic for receivers in the receiver site set.
e Receivers outside the receiver site set should not be able to receive this traffic.

e Hosts within the receiver site set can receive multicast traffic originated by any host in the sender
site set.

e Hosts within the receiver site set should not be able to receive multicast traffic originated by any
host that is not in the sender site set.



A site can be in both the sender site set and the receiver site set, so hosts within such a site can both
originate and receive multicast traffic. For example, the sender site set could be the same as the receiver
site set, in which case all sites could both originate and receive multicast traffic from one another.

Sites within a given MBGP MVPN might be within the same organization or in different organizations,
which means that an MBGP MVPN can be either an intranet or an extranet. A given site can be in more
than one MBGP MVPN, so MBGP MVPNs might overlap. Not all sites of a given MBGP MVPN have to
be connected to the same service provider, meaning that an MBGP MVPN can span multiple service
providers.

Feature parity for the MVPN extranet functionality or overlapping MVPNs on the Junos Trio chipset is
supported in Junos OS Releases 11.1R2, 11.2R2, and 11.4.

Another way to look at an MBGP MVPN is to say that an MBGP MVPN is defined by a set of
administrative policies. These policies determine both the sender site set and the receiver site set. These
policies are established by MBGP MVPN customers, but implemented by service providers using the
existing BGP and MPLS VPN infrastructure.

Release History Table

Release = Description

11.1R2 Feature parity for the MVPN extranet functionality or overlapping MVPNs on the Junos Trio chipset is
supported in Junos OS Releases 11.1R2, 11.2R2, and 11.4.

Example: Allowing MBGP MVPN Remote Sources
Example: Configuring a PIM-SSM Provider Tunnel for an MBGP MVPN

Multicast VPN Terminology

IN THIS SECTION

Inclusive tree | 4

Selective tree | 4


https://www.juniper.net/documentation/en_US/junos/topics/example/mcast-mbgp-mvpn-remote-sources.html
https://www.juniper.net/documentation/en_US/junos/topics/example/mcast-mbgp-mvpn-forwarder-election.html

Inclusive tree

A single multicast distribution tree in the backbone that carries all the multicast traffic from a specified
set of one or more multicast VPNs. An inclusive tree that carries the traffic of more than one multicast
VPN is an aggregate inclusive tree. An inclusive tree contains as its members all the PE routers that
attach to the receiver sites of any of the multicast VPNs using the tree.

Selective tree

A single multicast distribution tree in the backbone that carries traffic belonging only to a specified set
of one or more multicast groups, from one or more multicast VPNs. An aggregate selective tree carries
traffic for multicast groups that belong to different multicast VPNs. By default, traffic from most
multicast groups could be carried by an inclusive tree, whereas traffic from high-bandwidth groups
should be carried by a selective tree.



CHAPTER 2

Understanding Layer 3 VPNs

IN THIS CHAPTER

Introduction to Configuring Layer 3 VPNs | 5
Layer 3 VPN Platform Support | 8

Introduction to Configuring Layer 3 VPNs

To configure Layer 3 virtual private network (VPN) functionality, you must enable VPN support on the
provider edge (PE) router. You must also configure any provider (P) routers that service the VPN, and
you must configure the customer edge (CE) routers so that their routes are distributed into the VPN.

To configure Layer 3 VPNs, you include the following statements:

description text;
instance-type vrf;
interface interface-name;
protocols {
bgp {
group group-name {
peer-as as-number;

neighbor ip-address;

3

multihop ttl-value;
3
(ospf | ospf3) {

area area {

interface interface-name;
}
domain-id domain-id,
domain-vpn-tag number;
sham-1ink {

local address;



}

sham-link-remote address <metric number>;

}

rip {
rip-configuration;

}

}
route-distinguisher (as-number:id | ip-address:id);
router-id address;
routing-options {
autonomous-system autonomous-system {
independent-domain;
loops number;
}
forwarding-table {
export [ policy-names 1,
}
interface-routes {

rib-group group-name;

}
martians {

destination-prefix match-type <allow>;
}

maximum-paths {
path-1imit;
log-interval interval,
log-only;
threshold percentage;

}

maximum-prefixes {
prefix-1imit;
log-interval interval,
log-only;
threshold percentage;

}

multipath {

vpn-unequal-cost;

}
options {

syslog (level level | upto level);
}

rib routing-table-name {

martians {



destination-prefix match-type <allow>;
}
multipath {

vpn-unequal-cost;

}
static {
defaults {
static-options;
}
route destination-prefix {
next-hop [next-hops];
static-options;
}
}
}
}
static {
defaults {
static-options;
}
route destination-prefix {
policy [ policy-names 1,
static-options;
}
}
vrf-advertise-selective {
family {
inet-mvpn;
inet6-mvpn;
}
}

vrf-export [ policy-names 1;

vrf-import [ policy-names 1;

vrf-target (community | export community-name | import community-name);
vrf-table-label;

You can include these statements at the following hierarchy levels:
e [edit routing-instances routing-instance-namel

o [edit logical-systems logical-system-name routing-instances routing-instance-name]



NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

The sham-1ink, sham-1ink-remote, and vrf-advertise-selective statements are not applicable in ACX
Series routers.

For Layer 3 VPNs, only some of the statements in the [edit routing-instances] hierarchy are valid. For the
full hierarchy, see Junos OS Routing Protocols Library.

In addition to these statements, you must enable a signaling protocol, IBGP sessions between the PE
routers, and an interior gateway protocol (IGP) on the PE and P routers.

By default, Layer 3 VPNs are disabled.

Many of the configuration procedures for Layer 3 VPNs are common to all types of VPNs.

Layer 3 VPN Platform Support

Layer 3 VPNs are supported on most combinations of Juniper Networks routing and switching platforms
and PICs capable of running the JUNOS Software.

MX Series routers configured to be in Ethernet services mode can support some of the Junos OS

Layer 3 VPN features. For Layer 3 VPNs, Ethernet services mode supports configuring a loopback
interface for a VPN routing and forwarding (VRF) instance. You can configure up to two VRF instances in
Ethernet services mode. Each VRF instance can handle up to 10,000 routes. The ping mpls 13vpn
operational mode command is also supported.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html

CHAPTER 3

Supported Standards

IN THIS CHAPTER

Supported Multicast VPN Standards | 9

Supported Multicast VPN Standards

Junos OS substantially supports the following RFCs and Internet draft, which define standards for
multicast virtual private networks (VPNs).

RFC 6513, Multicast in MPLS/BGP IP VPNs

RFC 6514, BGP Encodings and Procedures for Multicast in MPLS/BGP IP VPNs

RFC 6515, /Pv4 and IPvé Infrastructure Addresses in BGP Updates for Multicast VPN

RFC 6625, Wildcards in Multicast VPN Auto-Discovery Routes

Internet draft draft-morin-I3vpn-mvpn-fast-failover-06.txt, Multicast VPN Fast Upstream Failover

Internet draft draft-raggarwa-I3vpn-bgp-mvpn-extranet-08.txt, Extranet in BGP Multicast VPN
(MVPN)

RFC 7900, Extranet Multicast in BGP/IP MPLS VVPNs (partial support)
RFC 8534, Explicit Tracking with Wildcard Routes in Multicast VPN (partial support)

RFC 9081, /nteroperation between Multicast Virtual Private Network (MVPN) and Multicast Source
Directory Protocol (MSDP) Source-Active Routes

Supported Carrier-of-Carriers and Interprovider VPN Standards
Supported VPWS Standards
Supported Layer 2 VPN Standards



Supported Layer 3 VPN Standards
Supported VPLS Standards
Supported MPLS Standards
Supported Standards for BGP

Accessing Standards Documents on the Internet

10


https://www.juniper.net/documentation/en_US/junos/topics/reference/standards/mpls.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/standards/bgp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/general/standards-documents-accessing.html
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Limiting Routes to Be Advertised by an MVPN VRF Instance

If a hub-and-spoke deployment uses one VPN routing and forwarding (VRF) routing instance for unicast
routing and a separate VRF for MVPN routing, you need to limit the PE routers at the hub site to
advertise only IPv4 MVPN routes, only IPv6 MVPN routes, or both. This is necessary to prevent the
multicast VRF instance from advertising unicast VPN routes to other PE routers.

NOTE: This configuration does not prevent the exportation of VPN routes to other VRF
instances on the same router if the auto-export statement is included in the [edit routing-options]
hierarchy.

To configure a VRF routing instance with the name green to advertise MVPN routes from both the inet
and inet6 address families, perform the following steps:

1. Configure the VRF routing instance to advertise IPv4 routes.

user@host# set routing-instances green vrf-advertise-selective family inet-mvpn

2. Configure the VRF routing instance to advertise IPvé routes.

user@host# set routing-instances green vrf-advertise-selective family inet6-mvpn



After the configuration is committed, only the MVPN routes for the specified address families are
advertised from the VRF instance to remote PE routers. To remove the restriction on routes being

advertised, delete the vrf-advertise-selective statement.

NOTE: You cannot include the vrf-advertise-selective statement and the no-vrf-advertise statement
in the same VRF configuration. However, if you configure the vrf-advertise-selective statement
without any of its options, the router has the same behavior as if you configured the no-vrf-
advertise statement. VPN routes are prevented from being advertised from a VRF routing

instance to the remote PE routers.

family
inet-mvpn
ineté6-mvpn

no-vrf-advertise

vrf-advertise-selective

Configuring VRF Route Targets for Routing Instances for an MBGP
MVPN

IN THIS SECTION

Configuring the Export Target for an MBGP MVPN | 15
Configuring the Import Target for an MBGP MVPN | 15

By default, the VPN routing and forwarding (VRF) import and export route targets (configured either
using VRF import and export policies or using the vrf-target statement) are used for importing and
exporting routes with the MBGP MVPN network layer reachability information (NLRI).

You can use the export-target and import-target statements to override the default VRF import and export
route targets. Export and import targets can also be specified specifically for sender sites or receiver



sites, or can be borrowed from a configured unicast route target. Note that a sender site export route
target is always advertised when security association routes are exported.

NOTE: When you configure an MBGP MVPN routing instance, you should not configure a target
value for an MBGP MVPN specific route target that is identical to a target value for a unicast
route target configured in another routing instance.

Specifying route targets in the MBGP MVPN NLRI for sender and receiver sites is useful when there is a
mix of sender only, receiver only, and sender and receiver sites. A sender site route target is used for
exporting automatic discovery routes by a sender site and for importing automatic discovery routes by a
receiver site. A receiver site route target is used for exporting routes by a receiver site and importing
routes by a sender site. A sender and receiver site exports and imports routes with both route targets.

A provider edge (PE) router with sites in a specific MBGP MVPN must determine whether a received
automatic discovery route is from a sender site or receiver site based on the following:

e If the PE router is configured to be only in a sender site, route targets are imported only from
receiver sites. Imported automatic discovery routes must be from a receiver site.

o If the PE router is configured to be only in a receiver site, route targets are imported only from
sender sites. Imported automatic discovery routes must be from a sender site.

o If a PE router is configured to be in both sender sites and receiver sites, these guidelines apply:

e Along with an import route target, you can optionally configure whether the route target is from a
receiver or a sender site.

e If a configuration is not provided, an imported automatic discovery route is treated as belonging
to both the sender site set and the receiver site set.

To configure a route target for the MBGP MVPN routing instance, include the route-target statement:

route-target {
export-target {
target target-community
unicast;
}
import-target {
target {
target-value;
receiver target-value;

sender target-value;



unicast {
receiver;

sender;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name protocols mvpn]
o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols mvpn]

The following sections describes how to configure the export target and the import target for an MBGP
MVPN:

Configuring the Export Target for an MBGP MVPN

To configure an export target, include the export-target statement:

export-target {
target target-community;

unicast;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols mvpn route-target]
o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols mvpn route target]

Configure the target option to specify the export target community. Configure the unicast option to use
the same target community that has been specified for unicast.

Configuring the Import Target for an MBGP MVPN

To configure an import target, include the import-target statement:

import-target {
target target-value {

receiver;
sender;

}

unicast {

receiver;



sender;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols mvpn route-target]
o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols mvpn route-target]

The following sections describe how to configure the import target and unicast parameters:

Configuring the Import Target Receiver and Sender for an MBGP MVPN

To configure the import target community, include the target statement and specify the target
community. The target community must by in the format target:x:y. The x value is either an IP address or
an AS number followed by an optional L to indicate a 4 byte AS number, and y is a number (for example,
target:123456L:100)

target target-value {
receiver;

sender;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols mvpn route-target import-target]

e [edit logical-systems logical-system-name routing-instances routing-instance-name protocols mvpn route-target
import-target]

You can specify the target community used when importing either receiver site sets or sender site sets
by including one of the following statements:

o receiver—Specify the target community used when importing receiver site sets.

o sender—Specify the target community used when importing sender site sets.

Configuring the Import Target Unicast Parameters for an MBGP MVPN

To configure a unicast target community as the import target, include the unicast statement:

unicast {

receiver;



sender;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name protocols mvpn route-target import-target]

o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols mvpn route-target
import-target]

You can specify the unicast target community used when importing either receiver site sets or sender
site sets by including one of the following statements:

e receiver—Specify the unicast target community used when importing receiver site sets.

e sender—Specify the unicast target community used when importing sender site sets.
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PIM Sparse Mode, PIM Dense Mode, Auto-RP, and BSR for MBGP
MVPNs

You can configure PIM sparse mode, PIM dense mode, auto-RP, and bootstrap router (BSR) for MBGP
MVPN networks:

o PIM sparse mode—Allows a router to use any unicast routing protocol and performs reverse-path
forwarding (RPF) checks using the unicast routing table. PIM sparse mode includes an explicit join
message, so routers determine where the interested receivers are and send join messages upstream
to their neighbors, building trees from the receivers to the rendezvous point (RP).

¢ PIM dense mode—Allows a router to use any unicast routing protocol and performs reverse-path
forwarding (RPF) checks using the unicast routing table. Packets are forwarded to all interfaces
except the incoming interface. Unlike PIM sparse mode, where explicit joins are required for packets
to be transmitted downstream, packets are flooded to all routers in the routing instance in PIM dense
mode.

e Auto-RP—Uses PIM dense mode to propagate control messages and establish RP mapping. You can
configure an auto-RP node in one of three different modes: discovery mode, announce mode, and
mapping mode.



e BSR—Establishes RPs. A selected router in a network acts as a BSR, which selects a unique RP for
different group ranges. BSR messages are flooded using a data tunnel between PE routers.

Example: Allowing MBGP MVPN Remote Sources
Example: Configuring a PIM-SSM Provider Tunnel for an MBGP MVPN

Example: Configuring PIM Join Load Balancing on Next-Generation
Multicast VPN

IN THIS SECTION

Requirements | 19
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Verification | 29

This example shows how to configure multipath routing for external and internal virtual private network
(VPN) routes with unequal interior gateway protocol (IGP) metrics and Protocol Independent Multicast
(PIM) join load balancing on provider edge (PE) routers running next-generation multicast VPN (MVPN).
This feature allows customer PIM (C-PIM) join messages to be load-balanced across available internal
BGP (IBGP) upstream paths when there is no external BGP (EBGP) path present, and across available
EBGP upstream paths when external and internal BGP (EIBGP) paths are present toward the source or
rendezvous point (RP).

Requirements

This example uses the following hardware and software components:

e Three routers that can be a combination of M Series, MX Series, or T Series routers.
e Junos OS Release 12.1 running on all the devices.

Before you begin:

1. Configure the device interfaces.


https://www.juniper.net/documentation/en_US/junos/topics/example/mcast-mbgp-mvpn-remote-sources.html
https://www.juniper.net/documentation/en_US/junos/topics/example/mcast-mbgp-mvpn-forwarder-election.html

2. Configure the following routing protocols on all PE routers:
e OSPF
e MPLS
e LDP
e PIM
e BGP

3. Configure a multicast VPN.

Overview and Topology

Junos OS Release 12.1 and later support multipath configuration along with PIM join load balancing.
This allows C-PIM join messages to be load-balanced across all available IBGP paths when there are only
IBGP paths present, and across all available upstream EBGP paths when EIBGP paths are present toward
the source (or RP). Unlike Draft-Rosen MVPN, next-generation MVPN does not utilize unequal EIBGP
paths to send C-PIM join messages. This feature is applicable to IPv4 C-PIM join messages.

By default, only one active IBGP path is used to send the C-PIM join messages for a PE router having
only IBGP paths toward the source (or RP). When there are EIBGP upstream paths present, only one
active EBGP path is used to send the join messages.

In a next-generation MVPN, C-PIM join messages are translated into (or encoded as) BGP customer
multicast (C-multicast) MVPN routes and advertised with the BGP MCAST-VPN address family toward
the sender PE routers. A PE router originates a C-multicast MVPN route in response to receiving a C-
PIM join message through its PE router to customer edge (CE) router interface. The two types of C-
multicast MVPN routes are:

e Shared tree join route (C-*, C-G)
e Oiriginated by receiver PE routers.

e Oiriginated when a PE router receives a shared tree C-PIM join message through its PE-CE router
interface.

e Source tree join route (C-S, C-G)
e Oiriginated by receiver PE routers.

e Originated when a PE router receives a source tree C-PIM join message (C-S, C-G), or originated
by the PE router that already has a shared tree join route and receives a source active
autodiscovery route.



The upstream path in a next-generation MVPN is selected using the Bytewise-XOR hash algorithm as
specified in Internet draft draft-ietf-13vpn-2547bis-mcast, Multicast in MPLS/BGP IP VPNs. The hash
algorithm is performed as follows:

1. The PE routers in the candidate set are numbered from lower to higher IP address, starting from
0.

2. A bytewise exclusive-or of all the bytes is performed on the C-root (source) and the C-G (group)
address.

3. The result is taken modulo n, where nis the number of PE routers in the candidate set. The result
is N.

4. N represents the IP address of the upstream PE router as numbered in Step 1.

During load balancing, if a PE router with one or more upstream IBGP paths toward the source (or RP)
discovers a new IBGP path toward the same source (or RP), the C-PIM join messages distributed among
previously existing IBGP paths get redistributed due to the change in the candidate PE router set.

In this example, PE1, PE2, and PE3 are the PE routers that have the multipath PIM join load-balancing
feature configured. Router PE1 has two EBGP paths and one IBGP upstream path, PE2 has one EBGP
path and one IBGP upstream path, and PE3 has two IBGP upstream paths toward the Source. Router
CE4 is the customer edge (CE) router attached to PE3. Source and Receiver are the Free BSD hosts.

On PE routers that have EIBGP paths toward the source (or RP), such as PE1 and PE2, PIM join load
balancing is performed as follows:

1. The C-PIM join messages are sent using EBGP paths only. IBGP paths are not used to propagate the

join messages.

In Figure 1 on page 23, the PE1 router distributes the join messages between the two EBGP paths
to the CE1 router, and PE2 uses the EBGP path to CE1 to send the join messages.

. If a PE router loses one or more EBGP paths toward the source (or RP), the RPF neighbor on the
multicast tunnel interface is selected based on a hash mechanism.

On discovering the first EBGP path, only new join messages get load-balanced across available EBGP
paths, whereas the existing join messages on the multicast tunnel interface are not redistributed.

If the EBGP path from the PE2 router to the CE1 router goes down, PE2 sends the join messages to
PE1 using the IBGP path. When the EBGP path to CE1 is restored, only new join messages that
arrive on PE2 use the restored EBGP path, whereas join messages already sent on the IBGP path are
not redistributed.

On PE routers that have only IBGP paths toward the source (or RP), such as the PE3 router, PIM join
load balancing is performed as follows:



1. The C-PIM join messages from CE routers get load-balanced only as BGP C-multicast data messages
among IBGP paths.

In Figure 1 on page 23, assuming that the CE4 host is interested in receiving traffic from the Source,
and CE4 initiates source join messages for different groups (Group 1 [C-S,C-G1] and Group 2 [C-S,C-
G2]), the source join messages arrive on the PE3 router.

Router PES3 then uses the Bytewise-XOR hash algorithm to select the upstream PE router to send the
C-multicast data for each group. The algorithm first numbers the upstream PE routers from lower to
higher IP address starting from O.

Assuming that Router PE1 router is numbered O and Router PE2 is 1, and the hash result for Group 1
and Group 2 join messages is 0 and 1, respectively, the PE3 router selects PE1 as the upstream PE
router to send Group 1 join messages, and PE2 as the upstream PE router to send the Group 2 join
messages to the Source.

2. The shared join messages for different groups [C-*,C-G] are also treated in a similar way to reach the
destination.



Figure 1: PIM Join Load Balancing on Next-Generation MVPN
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

PE1

set routing-instances vpnl instance-type vrf

set routing-instances vpnl interface ge-3/0/1.0

set routing-instances vpnl interface ge-3/3/2.0

set routing-instances vpn1l interface 100.1

set routing-instances vpnl route-distinguisher 1:1

set routing-instances vpn1l provider-tunnel rsvp-te label-switched-path-template default-template
set routing-instances vpn1l vrf-target target:1:1

set routing-instances vpn1l vrf-table-label

set routing-instances vpnl routing-options multipath vpn-unequal-cost equal-external-internal
set routing-instances vpn1 protocols bgp export direct

set routing-instances vpn1l protocols bgp group bgp type external

set routing-instances vpn1l protocols bgp group bgp local-address 10.40.10.1

set routing-instances vpnl protocols bgp group bgp family inet unicast

set routing-instances vpn1l protocols bgp group bgp neighbor 10.40.10.2 peer-as 3
set routing-instances vpnl protocols bgp group bgpl type external

set routing-instances vpn1l protocols bgp group bgpl local-address 10.10.10.1

set routing-instances vpnl protocols bgp group bgpl family inet unicast

set routing-instances vpn1l protocols bgp group bgp1l neighbor 10.10.10.2 peer-as 3
set routing-instances vpnl protocols pim rp static address 10.255.10.119

set routing-instances vpnl protocols pim interface all

set routing-instances vpnl protocols pim join-load-balance

set routing-instances vpn1l protocols mvpn mvpn-mode rpt-spt

set routing-instances vpnl protocols mvpn mvpn-join-load-balance bytewise-xor-hash

PE2

set routing-instances vpnl instance-type vrf

set routing-instances vpnl interface ge-1/0/9.0

set routing-instances vpnl interface 100.1

set routing-instances vpnl route-distinguisher 2:2

set routing-instances vpnl provider-tunnel rsvp-te label-switched-path-template default-template
set routing-instances vpnl vrf-target target:1:1

set routing-instances vpn1l vrf-table-label

set routing-instances vpn1l routing-options multipath vpn-unequal-cost equal-external-internal
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Step-by-Step Procedure

protocols bgp export direct

protocols bgp group bgp local-address 10.50.10.2
protocols bgp group bgp family inet unicast

protocols bgp group bgp neighbor 10.50.10.1 peer-as 3
protocols pim rp static address 10.255.10.119
protocols pim interface all

protocols mvpn mvpn-mode rpt-spt

protocols mvpn mvpn-join-load-balance bytewise-xor-hash

instance-type vrf

interface ge-0/0/8.0

interface 100.1

route-distinguisher 3:3

provider-tunnel rsvp-te label-switched-path-template default-template
vrf-target target:1:1

vrf-table-label

routing-options multipath vpn-unequal-cost equal-external-internal
routing-options autonomous-system 1

protocols bgp export direct

protocols bgp group bgp type external

protocols bgp group bgp local-address 10.80.10.1

protocols bgp group bgp family inet unicast

protocols bgp group bgp neighbor 10.80.10.2 peer-as 2

protocols pim rp static address 10.255.10.119

protocols pim interface all

protocols mvpn mvpn-mode rpt-spt

protocols mvpn mvpn-join-load-balance bytewise-xor-hash

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode. To configure the
PE1 router:



NOTE: Repeat this procedure for every Juniper Networks router in the MVPN domain, after
modifying the appropriate interface names, addresses, and any other parameters for each router.

1. Configure a VPN routing forwarding (VRF) routing instance.

[edit routing-instances vpni]

user@PE14# set instance-type vrf

user@PE1# set interface ge-3/0/1.0

user@PE14# set interface ge-3/3/2.0

user@PE1# set interface 100.1

user@PE1# set route-distinguisher 1:1

user@E1# set provider-tunnel rsvp-te label-switched-path-template default-template
user@PE14# set vrf-target target:1:1

user@PE1# set vrf-table-label

2. Enable protocol-independent load balancing for the VRF instance.

[edit routing-instances vpn1]
user@PE1# set routing-options multipath vpn-unequal-cost equal-external-internal

3. Configure BGP groups and neighbors to enable PE to CE routing.

[edit routing-instances vpn1 protocols]

user@PE1# set bgp export direct

user@PE1# set bgp group bgp type external

user@PE1# set bgp group bgp local-address 10.40.10.1
user@PE14# set bgp group bgp family inet unicast

user@PE1# set bgp group bgp neighbor 10.40.10.2 peer-as 3
user@PE1# set bgp group bgpl type external

user@PE1# set bgp group bgpl local-address 10.10.10.1
user@PE14# set bgp group bgpl family inet unicast

user@PE1# set bgp group bgpl neighbor 10.10.10.2 peer-as 3



4. Configure PIM to enable PE to CE multicast routing.

[edit routing-instances vpnl protocols]
user@E1# set pim rp static address 10.255.10.119

5. Enable PIM on all network interfaces.

[edit routing-instances vpn1 protocols]
user@E1# set pim interface all

6. Enable PIM join load balancing for the VRF instance.

[edit routing-instances vpnl protocols]
user@PE1# set pim join-load-balance

7. Configure the mode for C-PIM join messages to use rendezvous-point trees, and switch to the
shortest-path tree after the source is known.

[edit routing-instances vpn1 protocols]

user@E1# set mvpn mvpn-mode rpt-spt

8. Configure the VRF instance to use the Bytewise-XOR hash algorithm.

[edit routing-instances vpn1 protocols]

user@E1# set mvpn mvpn-join-load-balance bytewise-xor-hash

Results

From configuration mode, confirm your configuration by entering the show routing-instances command.
If the output does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@PE1# show routing-instances
routing-instances {
vpnl {
instance-type vrf;
interface ge-3/0/1.0;



interface ge-3/3/2.0;
interface 100.1;
route-distinguisher 1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
default-template;

}
vrf-target target:1:1;
vrf-table-label;
routing-options {
multipath {
vpn-unequal-cost equal-external-internal;

}
}
protocols {
bgp {
export direct;
group bgp {
type external;
local-address 10.40.10.1;
family inet {
unicast;
}
neighbor 10.40.10.2 {
peer-as 3;
}
}
group bgpl {
type external;
local-address 10.10.10.1;
family inet {
unicast;
}
neighbor 10.10.10.2 {
peer-as 3;
}
}
}
pim {

rp {



static {
address 10.255.10.119;

}
interface all;
join-load-balance;

}
mvpn {
mvpn-mode {
rpt-spt;
}
mvpn-join-load-balance {
bytewise-xor-hash;
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying MVPN C-Multicast Route Information for Different Groups of Join Messages

Purpose

Verify MVPN C-multicast route information for different groups of join messages received on the PE3
router.



Action

From operational mode, run the show mvpn c-multicast command.

user@PE3>

MVPN instance:

Legend for provider tunnel

I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel
Legend for c-multicast routes properties (Pr)

DS -- derived from (*, c-g) RM -- remote VPN route

Family : INET

Instance : vpni
MVPN Mode : RPT-SPT

C-mcast IPv4 (S:G) Ptnl St

0.0.0.0/0:203.0.113.1/24 RSVP-TE P2MP:10.255.10.2, 5834,10.255.10.2

192.0.2.2/24:203.0.113.1/24 RSVP-TE P2MP:10.255.10.2, 5834,10.255.10.2

0.0.0.0/0:203.0.113.2/24 RSVP-TE P2MP:10.255.10.14, 47575,10.255.10.14

192.0.2.2/24:203.0.113.2/24 RSVP-TE P2MP:10.255.10.14, 47575,10.255.10.14
Meaning

The output shows how the PE3 router has load-balanced the C-multicast data for the different groups.
e For source join messages (S,G):

e 192.0.2.2/24:203.0.113.1/24 (5,G1) toward the PE1 router (10.255.10.2 is the loopback address
of Router PE1).

e 192.0.2.2/24:203.0.113.2/24 (5,G2) toward the PE2 router (10.255.10.14 is the loopback address
of Router PE2).

e For shared join messages (*,G):

e 0.0.0.0/0:203.0.113.1/24 (*,G1) toward the PE1 router (10.255.10.2 is the loopback address of
Router PE1).

e 0.0.0.0/0:203.0.113.2/24 (*,G2) toward the PE2 router (10.255.10.14 is the loopback address of
Router PE2).



‘ PIM Join Load Balancing on Multipath MVPN Routes Overview

Example: Configuring MBGP Multicast VPNs
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This example provides a step-by-step procedure to configure multicast services across a multiprotocol
BGP (MBGP) Layer 3 virtual private network. (also referred to as next-generation Layer 3 multicast
VPNs)

Requirements

This example uses the following hardware and software components:

Junos OS Release 9.2 or later
e Five M Series, T Series, TX Series, or MX Series Juniper routers

e One host system capable of sending multicast traffic and supporting the Internet Group Management
Protocol (IGMP)

e One host system capable of receiving multicast traffic and supporting IGMP

Depending on the devices you are using, you might be required to configure static routes to:
e The multicast sender

o The Fast Ethernet interface to which the sender is connected on the multicast receiver

e The multicast receiver

e The Fast Ethernet interface to which the receiver is connected on the multicast sender


https://www.juniper.net/documentation/en_US/junos/topics/concept/pim-join-load-balancing-overview.html

Overview and Topology

IN THIS SECTION
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This example shows how to configure the following technologies:
o IPv4

e BGP

e OSPF

e RSVP

e MPLS

e PIM sparse mode

Static RP

Topology

The topology of the network is shown in Figure 2 on page 32.

Figure 2: Multicast Over Layer 3 VPN Example Topology

10.10.12.52 10.10.01.1M
Send to Group Receive from Group
224111 22410
Q RF Routing Instance vpn-a D
Source 100.110.10.47.101 Customer OSPF/PIM Receivers
PROVIDER
fe-1/3/0 OSPF/BGP/RSVP/MPLS fe-1/3/0
10,1021 10.10.11.1
fe-0/1/0 fe-0/1/0 at-0/2/0 at-0/2/0 at-0/21 at-0/21 fe-0/1/0 fe-0/1/0
10.0.67.13 10.0.67.14 10.0.78.5 10.0.78.6 10.0.89.5 10.0.89.6 10.0.90.13 10.0.90.14
CEl PE1 P PE2 CE2
lo0192,168.6.1 lo0 192.168.7.1 100.0192.168.8.1 l00.0192.168.9.1 lo0 192.168.0.1

l00.110.10.47100

RO43152

32



Configuration
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NOTE: In any configuration session, it is a good practice to periodically verify that the
configuration can be committed using the commit check command.

In this example, the router being configured is identified using the following command prompts:
e (E1identifies the customer edge 1 (CE1) router

e PE1 identifies the provider edge 1 (PE1) router

e P identifies the provider core (P) router

e (E2 identifies the customer edge 2 (CE2) router

e PE2 identifies the provider edge 2 (PE2) router

To configure MBGP multicast VPNs for the network shown in Figure 2 on page 32, perform the
following steps:



Configuring Interfaces

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

1. On each router, configure an IP address on the loopback logical interface O (100.0).

[edit interfaces]
user@CE1# set 100 unit @ family inet address 192.168.6.1/32 primary

user@PE1# set 100 unit @ family inet address 192.168.7.1/32 primary

user@# set 1lo@ unit @ family inet address 192.168.8.1/32 primary

user@PE2# set 100 unit @ family inet address 192.168.9.1/32 primary

user@CE2# set 100 unit @ family inet address 192.168.0.1/32 primary

Use the show interfaces terse command to verify that the IP address is correct on the loopback logical
interface.

2. On the PE and CE routers, configure the IP address and protocol family on the Fast Ethernet
interfaces. Specify the inet protocol family type.

[edit interfaces]
user@CE1# set fe-1/3/0 unit 0 family inet address 10.10.12.1/24
user@CE1# set fe-0/1/0 unit 0 family inet address 10.0.67.13/30

[edit interfaces]
user@E1# set fe-0/1/0 unit 0 family inet address 10.0.67.14/30

[edit interfaces]
user@PE2# set fe-0/1/0 unit 0 family inet address 10.0.90.13/30

[edit interfaces]
user@CE2# set fe-0/1/0 unit 0 family inet address 10.0.90.14/30
user@CE2# set fe-1/3/0 unit 0 family inet address 10.10.11.1/24


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

Use the show interfaces terse command to verify that the IP address is correct on the Fast Ethernet
interfaces.

. On the PE and P routers, configure the ATM interfaces' VPl and maximum virtual circuits. If the
default PIC type is different on directly connected ATM interfaces, configure the PIC type to be the
same. Configure the logical interface VCI, protocol family, local IP address, and destination IP
address.

[edit interfaces]

user@PE1# set at-0/2/0 atm-options pic-type atml

user@E1# set at-0/2/0 atm-options vpi 0 maximum-vcs 256

user@PE1# set at-0/2/0 unit 0 vci 0.128

user@PE1# set at-0/2/0 unit 0 family inet address 10.0.78.5/32 destination 10.0.78.6

[edit interfaces]

user@P# set at-0/2/0 atm-options pic-type atmil

user@P# set at-0/2/0 atm-options vpi 0 maximum-vcs 256

user@P# set at-0/2/0 unit 0 vci 0.128

user@P# set at-0/2/0 unit @ family inet address 10.0.78.6/32 destination 10.0.78.5
user@P# set at-0/2/1 atm-options pic-type atmil

user@P# set at-0/2/1 atm-options vpi 0 maximum-vcs 256

user@P# set at-0/2/1 unit 0 vci 0.128

user@P# set at-0/2/1 unit @ family inet address 10.0.89.5/32 destination 10.0.89.6

[edit interfaces]

user@PE2# set at-0/2/1 atm-options pic-type atml

user@PE2# set at-0/2/1 atm-options vpi @ maximum-vcs 256

user@PE2# set at-0/2/1 unit 0 vci 0.128

user@PE2# set at-0/2/1 unit 0 family inet address 10.0.89.6/32 destination 10.0.89.5

Use the show configuration interfaces command to verify that the ATM interfaces' VPl and maximum
VCs are correct and that the logical interface VCI, protocol family, local IP address, and destination IP
address are correct.



Configuring OSPF

Step-by-Step Procedure

1. On the P and PE routers, configure the provider instance of OSPF. Specify the 100.0 and ATM core-
facing logical interfaces. The provider instance of OSPF on the PE router forms adjacencies with the
OSPF neighbors on the other PE router and Router P.

user@PE1# set protocols ospf area 0.0.0.0 interface at-0/2/0.0
user@PE1# set protocols ospf area 0.0.0.0 interface 100.0

user@P# set protocols ospf area 0.0.0.0 interface 100.0
user@P# set protocols ospf area 0.0.0.0 interface all
user@P# set protocols ospf area 0.0.0.0 interface fxp@ disable

user@PE2# set protocols ospf area 0.0.0.0 interface 100.0
user@PE2# set protocols ospf area 0.0.0.0 interface at-0/2/1.0

Use the show ospf interfaces command to verify that the 100.0 and ATM core-facing logical interfaces
are configured for OSPF.

2. On the CE routers, configure the customer instance of OSPF. Specify the loopback and Fast Ethernet
logical interfaces. The customer instance of OSPF on the CE routers form adjacencies with the
neighbors within the VPN routing instance of OSPF on the PE routers.

user@CE14# set protocols ospf area 0.0.0.0 interface fe-0/1/0.0
user@CE14# set protocols ospf area 0.0.0.0 interface fe-1/3/0.0
user@CE1# set protocols ospf area 0.0.0.0 interface 100.0

user@CE2# set protocols ospf area 0.0.0.0 interface fe-0/1/0.0
user@CE2# set protocols ospf area 0.0.0.0 interface fe-1/3/0.0
user@CE2# set protocols ospf area 0.0.0.0 interface 100.0

Use the show ospf interfaces command to verify that the correct loopback and Fast Ethernet logical
interfaces have been added to the OSPF protocol.

3. On the P and PE routers, configure OSPF traffic engineering support for the provider instance of
OSPF.



The shortcuts statement enables the master instance of OSPF to use a label-switched path as the next
hop.

user@PE14# set protocols ospf traffic-engineering shortcuts
user@P# set protocols ospf traffic-engineering shortcuts
user@PE2# set protocols ospf traffic-engineering shortcuts

Use the show ospf overview or show configuration protocols ospf command to verify that traffic engineering
support is enabled.

Configuring BGP

Step-by-Step Procedure

1. On Router P, configure BGP for the VPN. The local address is the local 100.0 address. The neighbor
addresses are the PE routers' 100.0 addresses.

The unicast statement enables the router to use BGP to advertise network layer reachability
information (NLRI). The signaling statement enables the router to use BGP as the signaling protocol
for the VPN.

user@P# set protocols bgp group group-mvpn type internal

user@P# set protocols bgp group group-mvpn local-address 192.168.8.1
user@P# set protocols bgp group group-mvpn family inet unicast
user@P# set protocols bgp group group-mvpn family inet-mvpn signaling
user@P# set protocols bgp group group-mvpn neighbor 192.168.9.1
user@P# set protocols bgp group group-mvpn neighbor 192.168.7.1

Use the show configuration protocols bgp command to verify that the router has been configured to use
BGP to advertise NLRI.

2. On the PE and P routers, configure the BGP local autonomous system number.

user@PE14# set routing-options autonomous-system 0.65010
user@P# set routing-options autonomous-system 0.65010

user@PE2# set routing-options autonomous-system 0.65010



Use the show configuration routing-options command to verify that the BGP local autonomous system
number is correct.

3. On the PE routers, configure BGP for the VPN. Configure the local address as the local 100.0 address.
The neighbor addresses are the 100.0 addresses of Router P and the other PE router, PE2.

user@E1# set protocols bgp group group-mvpn type internal

user@PE1# set protocols bgp group group-mvpn local-address 192.168.7.1
user@PE14# set protocols bgp group group-mvpn family inet-vpn unicast
user@PE1# set protocols bgp group group-mvpn family inet-mvpn signaling
user@PE1# set protocols bgp group group-mvpn neighbor 192.168.9.1
user@PE1# set protocols bgp group group-mvpn neighbor 192.168.8.1

user@PE2# set protocols bgp group group-mvpn type internal

user@PE2# set protocols bgp group group-mvpn local-address 192.168.9.1
user@PE2# set protocols bgp group group-mvpn family inet-vpn unicast
user@PE2# set protocols bgp group group-mvpn family inet-mvpn signaling
user@PE2# set protocols bgp group group-mvpn neighbor 192.168.7.1
user@PE2# set protocols bgp group group-mvpn neighbor 192.168.8.1

Use the show bgp group command to verify that the BGP configuration is correct.

4. On the PE routers, configure a policy to export the BGP routes into OSPF.

user@E1# set policy-options policy-statement bgp-to-ospf from protocol bgp
user@PE1# set policy-options policy-statement bgp-to-ospf then accept

user@PE2# set policy-options policy-statement bgp-to-ospf from protocol bgp
user@PE2# set policy-options policy-statement bgp-to-ospf then accept

Use the show policy bgp-to-ospf command to verify that the policy is correct.

Configuring RSVP

Step-by-Step Procedure

1. On the PE routers, enable RSVP on the interfaces that participate in the LSP. Configure the Fast
Ethernet and ATM logical interfaces.

user@E14# set protocols rsvp interface fe-0/1/0.0
user@PE14# set protocols rsvp interface at-0/2/0.0



user@PE2# set protocols rsvp interface fe-0/1/0.0
user@PE2# set protocols rsvp interface at-0/2/1.0

2. On Router P, enable RSVP on the interfaces that participate in the LSP. Configure the ATM logical
interfaces.

user@P# set protocols rsvp interface at-0/2/0.0
user@P# set protocols rsvp interface at-0/2/1.0

Use the show configuration protocols rsvp command to verify that the RSVP configuration is correct.

Configuring MPLS

Step-by-Step Procedure

1. On the PE routers, configure an MPLS LSP to the PE router that is the LSP egress point. Specify the
IP address of the 100.0 interface on the router at the other end of the LSP. Configure MPLS on the
ATM, Fast Ethernet, and 100.0 interfaces.

To help identify each LSP when troubleshooting, configure a different LSP name on each PE router. In
this example, we use the name to-pe2 as the name for the LSP configured on PE1 and to-pel as the
name for the LSP configured on PE2.

user@E1# set protocols mpls label-switched-path to-pe2 to 192.168.9.1
user@PE1# set protocols mpls interface fe-0/1/0.0

user@E14# set protocols mpls interface at-0/2/0.0

user@PE14# set protocols mpls interface 100.0

user@PE2# set protocols mpls label-switched-path to-pel to 192.168.7.1
user@PE2# set protocols mpls interface fe-0/1/0.0

user@PE2# set protocols mpls interface at-0/2/1.0

user@PE2# set protocols mpls interface 100.0

Use the show configuration protocols mpls and show route label-switched-path to-pel commands to verify
that the MPLS and LSP configuration is correct.

After the configuration is committed, use the show mpls 1sp name to-pel and show mpls lsp name to-pe2
commands to verify that the LSP is operational.



2. On Router P, enable MPLS. Specify the ATM interfaces connected to the PE routers.

user@P# set protocols mpls interface at-0/2/0.0

user@# set protocols mpls interface at-0/2/1.0

Use the show mpls interface command to verify that MPLS is enabled on the ATM interfaces.

3. On the PE and P routers, configure the protocol family on the ATM interfaces associated with the

LSP. Specify the mpls protocol family type.

user@PET# set interfaces at-0/2/0 unit @ family mpls

user@P# set interfaces at-0/2/0 unit @ family mpls

user@P# set interfaces at-0/2/1 unit 0 family mpls

user@PE2# set interfaces at-0/2/1 unit 0 family mpls

Use the show mpls interface command to verify that the MPLS protocol family is enabled on the ATM

interfaces associated with the LSP.

Configuring the VRF Routing Instance

Step-by-Step Procedure

1. On the PE routers, configure a routing instance for the VPN and specify the vrf instance type. Add

the Fast Ethernet and 1060.1 customer-facing interfaces. Configure the VPN instance of OSPF and
include the BGP-to-OSPF export policy.

user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#

user@PE2#
user@PE2#
user@PE2#
user@PE2#
user@PE2#

set
set
set
set
set

set
set
set
set
set

routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

vpn-a
vpn-a
vpn-a
vpn-a

vpn-a

vpn-a
vpn-a
vpn-a
vpn-a

vpn-a

instance-type vrf

interface 100.1

interface fe-0/1/0.0

protocols ospf export bgp-to-ospf
protocols ospf area 0.0.0.0 interface all

instance-type vrf

interface 100.1

interface fe-0/1/0.0

protocols ospf export bgp-to-ospf
protocols ospf area 0.0.0.0 interface all



Use the show configuration routing-instances vpn-a command to verify that the routing instance
configuration is correct.

. On the PE routers, configure a route distinguisher for the routing instance. A route distinguisher
allows the router to distinguish between two identical IP prefixes used as VPN routes. Configure a
different route distinguisher on each PE router. This example uses 65010:1 on PE1 and 65010:2 on
PE2.

user@PE1# set routing-instances vpn-a route-distinguisher 65010:1
user@PE2# set routing-instances vpn-a route-distinguisher 65010:2

Use the show configuration routing-instances vpn-a command to verify that the route distinguisher is
correct.

. On the PE routers, configure default VRF import and export policies. Based on this configuration,
BGP automatically generates local routes corresponding to the route target referenced in the VRF
import policies. This example uses 2:1 as the route target.

NOTE: You must configure the same route target on each PE router for a given VPN routing
instance.

user@PE1# set routing-instances vpn-a vrf-target target:2:1
user@PE2# set routing-instances vpn-a vrf-target target:2:1

Use the show configuration routing-instances vpn-a command to verify that the route target is correct.

. On the PE routers, configure the VPN routing instance for multicast support.

user@E1# set routing-instances vpn-a protocols mvpn
user@E2# set routing-instances vpn-a protocols mvpn

Use the show configuration routing-instance vpn-a command to verify that the VPN r