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About This Guide

Use this guide to configure traffic flow monitoring, packet flow capture, inline monitoring, traffic
sampling for accounting or discard, real-time performance monitoring (RPM and TWAMP), RFC 2544
performance benchmarking, and inline video monitoring.
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Flow Monitoring Terms and Acronyms
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MultiServices 400 PIC | 4
MultiServices 500 PIC | 4

passive flow monitoring | 4

active flow monitoring

Technique to lawfully intercept and observe specified data network traffic on an active router
participating in the network.

Adaptive Services PIC

Advanced PIC that handles active flow monitoring, Network Address Translation (NAT), stateful firewall,
and intrusion detection functions. For more information on the Adaptive Services PIC, see the Junos
Services Interfaces Configuration Guide.

cflowd

Version 5 and version 8 flow monitoring process that captures flow information from network traffic and
exports this data into summary tables. Once captured, flow data can be analyzed as needed. For more
information about cflowd, see http:/www.caida.org.

content destination

A recipient of monitored packets sent by a DTCP or dynamic flow capture-enabled monitoring station.

control source

A dynamic flow capture client that wants to monitor electronic data or voice transfer over the network.
The control source sends filter requests to the dynamic flow capture-enabled monitoring station by
using DTCP.

dynamic flow capture

Technique that allows DTCP-enabled control sources to send specified filtering criteria in real time to a
monitoring station. The monitoring station passively monitors the specified traffic flows on demand and
sends the captured packets to content destinations.

DTCP (Dynamic Tasking Control Protocol)

Protocol used to specify filtering criteria in a dynamic flow capture environment.



ES PIC

PIC that handles encryption and security services (such as IP Security [IPSec]).

flow collector interface

Converted Monitoring Services Il PIC that processes multiple flow records into compressed ASCII data
files and exports these files to an FTP server.

Monitoring Services PIC

Original PIC that handles passive and active flow monitoring functions.

Monitoring Services Il PIC

Advanced PIC that handles passive flow monitoring functions.

Monitoring Services lll PIC

Advanced PIC that handles dynamic flow capture functions.

MultiServices 100 PIC

Also referred to as MultiServices PIC Type 1. Advanced PIC that handles active flow capture functions.

MultiServices 400 PIC

Also referred to as MultiServices PIC Type 2. Advanced PIC that handles active flow capture functions.

MultiServices 500 PIC

Also referred to as MultiServices PIC Type 3. Advanced PIC that handles active flow capture functions.

passive flow monitoring

Technique to lawfully intercept and observe specified data network traffic on a passive flow monitoring
station not participating in the network.



Configuring Flow Monitoring

IN THIS SECTION

Configuring Flow-Monitoring Interfaces | 5
Configuring Flow-Monitoring Properties | 7

Example: Configuring Flow Monitoring | 9

The flow-monitoring application performs traffic flow monitoring and enables lawful interception of
traffic between two routers or switches. Traffic flows can either be passively monitored by an offline
router or switch or actively monitored by a router participating in the network.

Configuring Flow-Monitoring Interfaces

To enable flow monitoring on the Monitoring Services PIC, include the mo- 7oc/ pic/ port statement at the
[edit interfaces] hierarchy level:

mo- fpc/ pic/ port {
unit logical-unit-number {
family inet {
address address {

destination address;

}
filter {
group filter-group-number;
input filter-name;
output filter-name;
}
sampling {
[ input output 1;
}

}

multiservice-options {
(core-dump | no-core-dump);
(syslog | no-syslog);

flow-control-options {



down-on-flow-control;
dump-on-flow-control;

reset-on-flow-control;

Specify the physical and logical location of the flow-monitoring interface. You cannot use unit 0, because
it is already used by internal processes. Specify the source and destination addresses. The filter
statement allows you to associate an input or output filter or a filter group that you have already
configured for this purpose. The sampling statement specifies the traffic direction: input, output, or both.

The multiservice-options statement allows you to configure properties related to flow-monitoring
interfaces:

e Include the core-dump statement to enable storage of core files in /var/tmp.

¢ Include the syslog statement to enable storage of system logging information in /var/log.

NOTE: Boot images for monitoring services interfaces are specified at the [edit chassis images
pic] hierarchy level. You must include the following configuration to make the flow monitoring
feature operable:

[edit system]

ntp {
boot-server ntp.example.net;
server 172.17.28.5;

}

processes {

ntp enable;

¢ Include the flow-control-options statement to configure flow control.

NOTE: Starting with Junos OS Release 15.1, the multiservices PIC management daemon core
file is generated when a prolonged flow control failure occurs and when you configure the
setting to generate a core dump during prolonged flow control (by using the dump-on-flow-
control option with the flow-control-options statement). The watchdog functionality continues
to generate a kernel core file in such scenarios. In Junos OS Release 14.2 and earlier, an



eJunos kernel core file is generated when a prolonged flow control failure occurs and when
you configure the setting to generate a core dump during prolonged flow control.

Configuring Flow-Monitoring Properties

To configure flow-monitoring properties, include the monitoring statement at the [edit forwarding-options]
hierarchy level:

monitoring name {
family inet {
output {
cflowd hostname port port-number;
export-format format;
flow-active-timeout Seconds;
flow-export-destination {
collector-pic;
}
flow-inactive-timeout seconds;
interface interface-name {
engine-id number;
engine-type number;
input-interface-index number:;
output-interface-index number;

source-address address;

A monitoring instance is a named entity that specifies collector information under the monitoring name
statement. The following sections describe the properties you can configure:

Directing Traffic to Flow-Monitoring Interfaces

To direct traffic to a flow-monitoring interface, include the interface statement at the [edit forwarding-
options monitoring name output] hierarchy level. By default, the Junos OS automatically assigns values for
the engine-id and engine-type statements:

e engine-id—Monitoring interface location.

e engine-type—Platform-specific monitoring interface type.



The source-address statement specifies the traffic source for transmission of cflowd information; you must
configure it manually. If you provide a different source-address statement for each monitoring services
output interface, you can track which interface processes a particular cflowd record.

By default, the input-interface-index value is the SNMP index of the input interface. You can override the
default by including a specific value. The input-interface-index and output-interface-index values are
exported in fields present in the cflowd version 5 flow format.

Exporting Flows

To direct traffic to a flow collection interface, include the flow-export-destination statement. For more
information about flow collection, see "Active Flow Monitoring Overview" on page 54.

To configure the cflowd version number, include the export-format statement at the [edit forwarding-options
monitoring name output] hierarchy level. By default, version 5 is used. Version 8 enables the router software
to aggregate the flow information using broader criteria and reduce cflowd traffic. Version 8 aggregation
is performed periodically (every few seconds) on active flows and when flows are allowed to expire.
Because the aggregation is performed periodically, active timeout events are ignored.

For more information on cflowd properties, see "Enabling Flow Aggregation" on page 577.

Configuring Time Periods When Flow Monitoring Is Active and Inactive

To configure time periods for active flow monitoring and intervals of inactivity, include the flow-active-
timeout and flow-inactive-timeout statements at the [edit forwarding-options monitoring name output] hierarchy
level:

e The flow-active-timeout statement specifies the time interval between flow exports for active flows. If
the interval between the time the last packet was received and the time the flow was last exported
exceeds the configured value, the flow is exported.

This timer is needed to provide periodic updates when a flow has a long duration. The active timeout
setting enables the router to retain the start time for the flow as a constant and send out periodic
cflowd reports. This in turn allows the collector to register the start time and determine that a flow
has survived for a duration longer than the configured active timeout.

NOTE: In active flow monitoring, the cflowd records are exported after a time period that is a
multiple of 60 seconds and greater than or equal to the configured active timeout value. For
example, if the active timeout value is 90 seconds, the cflowd records are exported at 120-
second intervals. If the active timeout value is 150 seconds, the cflowd records are exported
at 180-second intervals, and so forth.



e The flow-inactive-timeout statement specifies the interval of inactivity for a flow that triggers the flow
export. If the interval between the current time and the time that the last packet for this flow was
received exceeds the configured inactive timeout value, the flow is allowed to expire.

If the flow stops transmitting for longer than the configured inactive timeout value, the router or
switch purges it from the flow table and exports the cflowd record. As a result, the flow is forgotten
as far as the PIC is concerned and if the same 5-tuple appears again, it is assigned a new start time
and considered a new flow.

Both timers are necessary. The active timeout setting is needed to provide information for flows that
constantly transmit packets for a long duration. The inactive timeout setting enables the router or
switch to purge flows that have become inactive and that can waste tracking resources.

NOTE: The router must contain an Adaptive Services, Multiservices, or Monitoring Services PIC
for the flow-active-timeout and flow-inactive-timeout statements to take effect.

Example: Configuring Flow Monitoring

The following is an example of flow-monitoring properties configured to support input SONET/SDH
interfaces, output monitoring services interfaces, and export to cflowd for flow analysis. To complete the
configuration, you also need to configure the interfaces and set up a virtual private network (VPN)
routing and forwarding (VRF) instance. For information on cflowd, see "Enabling Flow Aggregation" on
page 577.

[edit forwarding-options]
monitoring groupl {
family inet {
output {
cflowd 192.168.245.2 port 2055;
export-format cflowd-version-5;
flow-active-timeout 60;
flow-inactive-timeout 30;
interface mo-4/0/0.1 {
engine-id 1;
engine-type 1;
input-interface-index 44;
output-interface-index 54;
source-address 192.168.245.1;
}
interface mo-4/1/0.1 {

engine-id 2;
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engine-type 1;
input-interface-index 45;
output-interface-index 55;
source-address 192.168.245.1;

}

interface mo-4/2/0.1 {
engine-id 3;
engine-type 1;
input-interface-index 46;
output-interface-index 56;
source-address 192.168.245.1;

}

interface mo-4/3/0.1 {
engine-id 4;
engine-type 1;
input-interface-index 47;
output-interface-index 57;
source-address 192.168.245.1;

}

}
}
}
Release History Table

Release ' Description

15.1 Starting with Junos OS Release 15.1, the multiservices PIC management daemon core file is generated
when a prolonged flow control failure occurs and when you configure the setting to generate a core
dump during prolonged flow control (by using the dump-on-flow-control option with the flow-control-
options statement).

RELATED DOCUMENTATION

Active Flow Monitoring Overview | 54
Directing Replicated Flows from M and T Series Routers to Multiple Flow Servers | 637

Configuring Services Interface Redundancy with Flow Monitoring | 72

Example: Configuring Active Monitoring on an M, MX or T Series Router’s Logical System | 58



Flow Monitoring Output Formats

When you implement passive flow monitoring and active flow monitoring, you should be familiar with
flow monitoring formats and fields. Version 5 and version 8 export data into specified fields. Version 9
exports data into templates.

The flow monitoring station monitors the traffic flow and exports the data in flow format to an external
server. The Junos OS collects information about the following fields:

e Source and destination IP address

e Total number of bytes and packets sent

e Start and end times of the data flow

e Source and destination port numbers

e TCP flags

e |P protocol and IP type of service

e Originating AS of source and destination address

e Source and destination address prefix mask lengths

e Next-hop router’s IP address

e MPLS label (version 9 only)

e |CMP (version 9 only)

Detailed descriptions of the formats are available as follows:

e "Flow Monitoring Version 5 Format Output Fields" on page 11
e "Flow Monitoring Version 8 Format Output Fields" on page 16

e "Flow Monitoring Version 9 Format Output Fields" on page 26

Flow Monitoring Version 5 Format Output Fields

A detailed explanation of version 5 packet formats and fields is shown in the following figures and
tables:

e Figure 1 on page 12



e Table 1 on page 12

o Figure 2 on page 13

e Table 2 on page 14

Figure 1: Version 5 Packet Header Format

Byte 3 Byte 2 Byte 1 Byte 0
Version Count
sysUptime
UNIX seconds
UNIX nanoseconds
Flow sequence number o
Engine type Engine ID Reserved S
[=]
Table 1: Export Version 5 Packet Header Fields
Field Description Comments
Version 5 -
Count The number of records in the Protocol Data = -
Unit (PDU) or packet
sysUptime Current time elapsed, in milliseconds, since -
the router started
UNIX seconds Current seconds since 0000 UTC 1970 NTP synchronized time; the clock on

UNIX nanoseconds

Residual nanoseconds since 0000 UTC
1970

each services PIC is autonomous
(200-400 msec jitter) across PICs in
a chassis

See Comments above for UNIX
seconds

12



Table 1: Export Version 5 Packet Header Fields (Continued)

Field Description Comments
Flow sequence number Sequence number of total flows received -
Engine type User-configured 8-bit value Also known as VIP type on other

vendors’ equipment

Engine ID User-configured 8-bit value -

Figure 2: Version 5 Flow-Export Flow Header Format

Byte 3 Byte 2 Byte 1 Byte 0
Source IP address
Destination IP address
Mext-hop |P address
Input ifindex Output ifindex
Packets
Bytes
Start time of flow
End time of flow
Source port Destination port
Padding TCP flags IP protocol TOS
Source AS Destination AS m
Source mask length | Dest. mask length Padding %




Table 2: Export Version 5 Flow-Export Flow Header Fields

Field

Source IP address

Destination IP address

Next-hop IP address

Input iflndex

Output ifIndex

Packets

Bytes

Start time of flow

End time of flow

Source port

Description

Source IP address of the flow

Destination IP address of the flow

IP address of the router where flows
are forwarded

SNMP index value for the input
interface where the router receives
flows

SNMP index value for the output
interface where the router forwards
flows

Total number of packets received in a
flow

Total number of bytes received in a
flow

System up time, in seconds, at the start
of the flow

System up time, in seconds, at the end
of the flow

Source application port

Comments

Junos OS Release 5.7 and later—
Dynamically inserted, but overridden
by manual configuration

Junos OS Release 5.5—Manually set

Junos OS Release 5.4—Set to zero

Junos OS Release 5.7 and later—
Dynamically inserted, but overridden
by manual configuration

Junos OS Release 5.5—Manually set

Junos OS Release 5.4—Set to zero

System up time for the services PIC
accepting flows

System up time for the services PIC
accepting flows



Table 2: Export Version 5 Flow-Export Flow Header Fields (Continued)

Field

Destination port

TCP flags

IP protocol

TOS

Source AS

Destination AS

Source mask length

Dest. mask length

Padding

Description

Destination application port

TCP flags set in the flow

IP protocol number

IP type of service

AS number of the source address

AS number of the destination address

Source address network mask length

Destination address network mask
length

Bytes available to ensure a minimum
packet length

Useful formulas for flow monitoring are:

Comments

The ICMP type is placed in the high-
order byte and the ICMP type code is
placed in the low-order byte of this
field

Junos OS Release 5.7 and later—
Dynamically inserted if AS
information is available

Junos OS Release 5.7 and later—
Dynamically inserted if AS
information is available

e start flow timestamp absolute = unix7ime x 1000 - (sysUptime - start flow timestamp)

¢ end flow timestamp absolute = unixTime x 1000 - (sysUptime - end flow timestamp)



NOTE: In the 2-byte destination port field of the export version 5 flow-export flow format,
the following information can be derived:

e High-order byte—ICMP type
e Low-order byte—ICMP type code

For example, if the ICMP type is 3 (00000011 in binary) and the ICMP type code is network unreachable
(Type Code 0, or 00000000 in binary), the resulting destination port field value is 00000011 00000000
(768 in decimal).

For more information on ICMP type and type code, see RFC 792 at http:/www.ietf.org.

Flow Monitoring Version 8 Format Output Fields

A detailed explanation of version 8 packet formats and fields is shown as follows:
o Figure 3 on page 17
e Table 3 on page 17
e Figure 4 on page 19
e Table 4 on page 19
e Figure 5 on page 20
e Table 5 on page 20
e Figure 6 on page 22
e Table 6 on page 22
e Figure 7 on page 24
e Table 7 on page 24

e Figure 8 on page 25



e Table 8 on page 25

Figure 3: Version 8 Template Flow Format

Byte 3 Byte 2 Byte 1 Byte 0

Version Count
sysUptime
UNIX seconds
UNIX nanoseconds

Flow Sequence Number

Engine type Engine ID Aggregation method | Aggregation version

G007

Reserved

Byte 3 Byte 2 Byte 1 Byte 0

Version Count
sysUptime
UNIX seconds
UNIX nanoseconds

Flow Sequence Number

Engine type Engine ID Aggregation method | Aggregation version

G007

Reserved

Table 3: Version 8 Flow Template Fields

Field Description

Version 8

Count The number of records in the protocol data unit (PDU) or
packet



Table 3: Version 8 Flow Template Fields (Continued)

Field

sysUptime

UNIX seconds

UNIX nanoseconds

Flow sequence number

Engine type

Engine ID

Aggregation method

Aggregation version

Reserved

Description

Current time elapsed, in milliseconds, since the router
started

Current seconds since 0000 UTC 1970

Residual nanoseconds since 0000 UTC 1970

Sequence counter of total flows received

Type of flow switching engine

ID number of the flow switching engine

Aggregation method used

Version of the aggregation export

Empty field reserved for future usage



Figure 4: Version 8 AS Aggregation Flow Entry Format

Byte 3 Byte 2 Byte 1 Byte 0
Flows
Packets
Bytes
Start Time of Flow
End Time of Flow
Source AS Destination AS .
Input interface Output interface E;

Table 4: Version 8 AS Aggregation Flow Entry Fields

Field

Flows

Packets

Bytes

Start time of flow

End time of flow

Source AS

Destination AS

Input interface

Description

Total number of flows

Total number of packets received in a flow

Total number of bytes received in a flow

System up time, in seconds, at the start of the flow

System up time, in seconds, at the end of the flow

AS number of the source address

AS number of the destination address

SNMP index value for the input interface where the router
receives flows



Table 4: Version 8 AS Aggregation Flow Entry Fields (Continued))

Field

Output interface

Description

SNMP index value for the output interface where the router
forwards flows

Figure 5: Version 8 Protocol/Port Aggregation Flow Entry Format

Byte 3 Byte 2 Byte 1 Byte 0
Flows
Packets
Bytes
Start Time of Flow
End Time of Flow
IP Protocol Padding Reserved -
Source port Destination port E;

Table 5: Version 8 Protocol/Port Aggregation Flow Entry Fields

Field

Flows

Packets

Bytes

Start time of flow

End time of flow

Description

Total number of flows

Total number of packets received in a flow

Total number of bytes received in a flow

System up time, in seconds, at the start of the flow

System up time, in seconds, at the end of the flow



Table 5: Version 8 Protocol/Port Aggregation Flow Entry Fields (Continued)

Field

IP protocol

Padding

Reserved

Source port

Destination port

Description

IP protocol number

Bytes available to ensure a minimum packet length

Empty field reserved for future usage

Source application port

Destination application port



Figure 6: Version 8 Prefix Aggregation Flow Entry Format

Byte 3

Byte 2

Byte 1

Byte 0

Flows

Packets

Bytes

Start Time of Flow

End Time of Flow

Source prefix

Destination prefix

Source Mask Length

Dest. Mask Length

Reserved

Source AS

Destination AS

Input interface

Output interface

Byte 3

Byte 2

Byte 1

Byte 0

Flows

Packets

Bytes

Start Time of Flow

End Time of Flow

Source prefix

Destination prefix

Source Mask Length

Dest. Mask Length

Reserved

Source AS

Destination AS

Input interface

Qutput interface

Table 6: Version 8 Prefix Aggregation Flow Entry Fields

Field

Flows

Description

Total number of flows

003079

q003079



Table 6: Version 8 Prefix Aggregation Flow Entry Fields (Continued)

Field

Packets

Bytes

Start time of flow

End time of flow

Source prefix

Destination prefix

Source mask length

Dest. mask length

Reserved

Source AS

Destination AS

Input interface

Output interface

Description

Total number of packets received in a flow

Total number of bytes received in a flow

System up time, in seconds, at the start of the flow

System up time, in seconds, at the end of the flow

Source IP address prefix

Destination IP address prefix

Source address network mask length

Destination address network mask length

Empty field reserved for future usage

AS number of the source address

AS number of the destination address

SNMP index value for the input interface where the router
receives flows

SNMP index value for the output interface where the router
forwards flows



Figure 7: Version 8 Source Prefix Aggregation Flow Entry Format

Byte 3

Byte 2

Byte 1

Byte 0

Flows

Packets

Bytes

Start Time of Flow

End Time of Flow

Source prefix

Source Mask Length

Padding

Source AS

Input interface

Reserved

Table 7: Version 8 Source Prefix Aggregation Flow Entry Fields

Field

Flows

Packets

Bytes

Start time of flow

End time of flow

Source prefix

Source mask length

Padding

Source AS

Description

Total number of flows

Total number of packets received in a flow

Total number of bytes received in a flow

g003080

System up time, in seconds, at the start of the flow

System up time, in seconds, at the end of the flow

Source IP address prefix

Source address network mask length

Bytes available to ensure a minimum packet length

AS number of the source address



Table 7: Version 8 Source Prefix Aggregation Flow Entry Fields (Continued)

Field

Input interface

Reserved

Description

SNMP index value for the input interface where the router
receives flows

Empty field reserved for future usage

Figure 8: Version 8 Destination Prefix Aggregation Flow Entry Format

Byte 3

Byle 2

Byte 1 Byte 0

Flows

Packets

Bytes

Start Time of Flow

End Time of Flow

Destination prefix

Dest. Mask Length

Padding

Destination AS

Qutput interface

Reserved

q003081

Table 8: Version 8 Destination Prefix Aggregation Flow Entry Fields

Field

Flows

Packets

Bytes

Start time of flow

Description

Total number of flows

Total number of packets received in a flow

Total number of bytes received in a flow

System up time, in seconds, at the start of the flow



Table 8: Version 8 Destination Prefix Aggregation Flow Entry Fields (Continued)

Field

End time of flow

Destination prefix

Dest. mask length

Padding

Destination AS

Output interface

Reserved

Description

System up time, in seconds, at the end of the flow

Destination IP address prefix

Destination address network mask length

Bytes available to ensure a minimum packet length

AS number of the destination address

SNMP index value for the output interface where the router
forwards flows

Empty field reserved for future usage

For more information about version 5 and version 8 packet formats and fields, see http:/www.caida.org.

Flow Monitoring Version 9 Format Output Fields

IN THIS SECTION

IPFIX (Version 10) IPv4 Fields | 38

A detailed explanation of active flow monitoring version 9 packet formats and fields is shown as follows:

e Table 9 on page 27
e Figure 9 on page 30

e Table 10 on page 31



Figure 11 on page 35
Table 10 on page 31
Figure 12 on page 36
Table 14 on page 36
Figure 13 on page 37

Table 15 on page 38

The Junos OS supports the version 9 template formats:

Table 9: Flow Monitoring Version 9 Template Formats

Template

IPv4

Fields

Flow selectors:

e Source and destination IP address

e Source and destination address prefix mask lengths
e Source and destination port numbers
e |P protocol and IP type of service

o |ICMP type

Flow nonselectors:

e TCP flags

e |nput and output SNMP

e |nput bytes

e |nput packets

e Start time

e Endtime



Table 9: Flow Monitoring Version 9 Template Formats (Continued)

Template

MPLS

MPLS_IPv4

Fields

Flow selectors:

e MPLS label 1

e  MPLS label 2

e MPLS label 3

Flow nonselectors:

e |nput and output SNMP
e |nput bytes

e |nput packets

e Start time

e Endtime

Flow selectors:

e MPLS label 1

e  MPLS label 2

e MPLS label 3

o MPLS top-level FEC address
Flow nonselectors:

e |nput and output SNMP

e Input bytes

e Input packets

e Start time

e Endtime



Table 9: Flow Monitoring Version 9 Template Formats (Continued)

Template

IPvé

Fields

Flow selectors:

e |P protocol and IP type of service

Source and destination port numbers

Input SNMP

e Source and destination IPvé6 address

ICMP type

Flow nonselectors:

Input bytes

e Input packets

e TCP flags

e OQutput SNMP

e Source and destination autonomous system
e Last and first switched

e |Pv6 source and destination mask

e |P protocol version

e |Pvé6 next hop



Table 9: Flow Monitoring Version 9 Template Formats (Continued)

Template Fields

Peer AS billing Flow selectors:
e [Pv4 class of service
e Ingress interface information
o BGP peer destination AS number
o BGP IPv4 nest hop address
Flow nonselectors
e |nput and output SNMP
e |nput bytes
e Input packets
e First switch
e Last switched

NOTE: Peer AS billing traffic is not supported for active
flow monitoring version 9 configuration on PTX5000
routers tethered to CSE2000.

Figure 9: Version 9 Flow Header Format

Byte 3 Byte 2 Byte 1 Byte 0

Version Count

sysUptime
UNIX seconds
Flow Sequence Number

B5

Source ID

GG




Table 10: Version 9 Flow Header Fields

Field

Version

Count

sysUptime

UNIX seconds

Flow sequence number

Source ID

Description

Total number of records in the protocol data unit (PDU) or
packet. This number includes all of the options FlowSet
records, template FlowSet records, and data FlowSet
records.

Current time elapsed, in milliseconds, since the router
started.

Current seconds since 0000 UTC 1970.

Sequence counter of total flows received.

32-bit value that identifies the data exporter. Version 9 uses
the integrated field diagnostics (IFD) SNMP index of the PIC
or device that is exporting the data flow. This field is
equivalent to engine type and engine ID fields found in
versions 5 and 8.



Figure 10: Version 9 Template FlowSet Format

Byte 3 Byle 2 Byte 1 Byte 0
Flowset ID=0 Length
Template ID 256 Field Count
Field Type 1 Field Length 1
Field Type 2 Field Length 2
Field Type N Field Typa N
Template ID 257 Field Count
Field Type 1 Field Length 1 2
Table 11: Version 9 Template FlowSet Fields
Field Description
FlowSet ID FlowSet type. FlowSet ID O is reserved for the Template
FlowSet.
Length FlowSet length. Individual template FlowSets might contain

multiple template records, which means that the length of
template FlowSets varies.

Template ID Unique template ID assigned to each newly generated
template. Templates numbered 256 and higher define data
formats. Templates numbered O through 255 define FlowSet
IDs.

Field Count Fields in the template record. This field allows the collector
to determine the end of the current template record and the
start of the next.

Field Type Field type. These are defined in Table 12 on page 33.



Table 11: Version 9 Template FlowSet Fields (Continued)

Field Description

Field Length Length, in bytes, of the corresponding field type.

Table 12: Field Type Definitions Supported in Junos OS

Field Description

Type

1 IN_BYTES: The number of bytes associated with an IP flow. By default, the length is 4 bytes.
2 IN_PKTS: The number of packets associated with an IP flow. By default, the length is 4 packets.
4 PROTOCOL: The IP protocol byte.

5 TOS: The type-of-service byte setting of an incoming packet.

6 TCP_FLAGS: The cumulative TCP flags associated with a flow.

7 L4_SRC_PORT: The TCP/UDP source port.

8 IPv4_SRC_ADDR: The IPv4 source address.

9 SRC_MASK: The number of contiguous bits in the source subnet mask.

10 INPUT_SNMP: The IFD SNMP input interface index. By default, the length is 2.

11 L4_DST_PORT: The TCP/UDP destination port number.

12 IPV4_DST_ADDR: The IPv4 destination address.

13 DST_MASK: The number of contiguous bits in the destination subnet mask.



Table 12: Field Type Definitions Supported in Junos OS (Continued)

Field Description

Type

14 OUTPUT_SNMP: The IFD SNMP output interface index. By default, the length is 2.

16 SRC_AS: The source autonomous system number. This is always set to zero.

17 DST_AS: The destination autonomous system number. This is always set to zero.

18 BGP_IPV4_NEXT_HOP: The BGP IPV4 next-hop address.

21 LAST_SWITCHED: The uptime of the device (in milliseconds) at which the last packet of the flow was
switched.

22 FIRST_SWITCHED: The uptime of the device (in milliseconds) at which the first packet of the flow was
switched.

29 IPV6_SRC_MASK: The length of the IPvé source mask, in contiguous bits.

30 IPV6_DST_MASK: The length of the IPv6 destination mask, in contiguous bits.

32 ICMP_TYPE: The ICMP type.

34 SAMPLING_INTERVAL: The rate at which packets are sampled. As an example, a rate of 100 means
that one packet is sampled for every 100 packets in the data flow.

35 SAMPLING_ALGORITHM: The type of algorithm being used. Ox01 indicates deterministic sampling
and 0x02 indicates random sampling.

47 MPLS_TOP_LABEL_IP_ADDRESS: The MPLS top- label address.

60 IP_PROTOCOL_VERSION: The IP protocol version being used.

62 IPV6_NEXT_HOP: The IPvé address of the next-hop router.



Table 12: Field Type Definitions Supported in Junos OS (Continued)

Field Description
Type

70 MPLS_LABEL_1: The first MPLS label in the stack.
71 MPLS_LABEL_2: The second MPLS label in the stack.
72 MPLS_LABEL_3: The third MPLS label in the stack.
128 DST_PEER_AS: The destination of the BGP peer AS.

Figure 11: Version 9 Data FlowSet Format

Byte 3

Byte 2

Byte 1 Byte 0

Flowset ID = Template ID

Length

Record 1 - Field Value 1

Record 1 - Field Value 2

Record 1 - Field Value 3

Record 2 - Field Value 1

Record 2 - Field Value 2

Record 2 - Field Value 3

Record 2 - Field Value 2

Record 3 - Field Value 1

C1ETET

Padding

Table 13: Version 9 Data FlowSet Format

Field

FlowSet ID = Template ID

Description

Data FlowSet that associated with a FlowSet ID. The
FlowSet ID maps to a previously generated template ID. The
flow collector must use the FlowSet ID to find the

corresponding template record and decode the flow records
from the FlowSet.



Table 13: Version 9 Data FlowSet Format (Continued)

Field

Length

Record Number - Field Value Number

Padding

Figure 12: Version 9 Options Template Format

Description

FlowSet length. Data FlowSets are fixed in length.

Flow data records, each containing a set of field values. The
template record identified by the FlowSet ID dictates the
type and length of the field values.

Bytes (in zeros) that the exporter inserts so that the
subsequent FlowSet starts at a 4-byte aligned boundary.

Byte 3 Byte 2 Byte 1 Byte 0
Flowset ID =1 Length
Template ID Option Scope Length
Option Length Scope 1 Field Type

Scope 1 Field Length

Scope N Field Length

Option 1 Field Type

Option 1 Field Length

Option M Field Length

Padding

CONETES

Table 14: Version 9 Options Template Format

Field

FlowSet ID

Length

Description

FlowSet type. FlowSet ID 1 is reserved for the options
template.

FlowSet length. Option template FlowSets are fixed in
length.



Table 14: Version 9 Options Template Format (Continued)

Field Description

Template ID Template ID of the options template. Options template
values are greater than 255.

Option Scope Length Length, in bytes, of any scope field definition that is part of
the options template record.

Scope 1 Field Type Relevant process. The Junos OS supports the system process
(2).

Scope 1 Field Length Length, in bytes, of the option field.

Padding Bytes the exporter inserts so that the subsequent FlowSet

starts at a 4-byte aligned boundary.

Figure 13: Active Flow Monitoring Version 9 Options Data Record Format

Byte 3 Byle 2 Byle 1 Byte 0
Flowset ID = Template ID Length
Record 1 - Scope 1 Value Record 1 - Option Field 1 Value

Record 1 - Option Field 2 Value
Record 2 - Option Field 2 Value

Record 3 - Scope 1 Value Record 3 - Option Field 1 Value
Padding

H

GO1E78




Table 15: Active Flow Monitoring Version 9 Options Data Record Format

Field

FlowSet ID = Template ID

Length

Number of Flow Data Records

Padding

IPFIX (Version 10) IPv4 Fields

Field Name

IPV4_SADDR

IPV4_DADDR

IPV4_TOS

IPV4_PROTO

TCP_UDP_SPORT

TCP_UDP_DPORT

Description

ID that precedes each options data flow record. The FlowSet
ID maps to a previously generated template ID. The collector
must use the FlowSet ID to find the corresponding template
record and decode the options data flow records from the
FlowSet.

FlowSet length. Option FlowSets are fixed in length.

Remainder of the options data FlowSet is a collection of
flow data records, each containing a set of field values. The
template record identified by the FlowSet ID dictates the
type and length of the field values.

Bytes (in zeros) the exporter inserts so that the subsequent
FlowSet starts at a 4-byte aligned boundary.

Flow Key Element ID Length in Bytes

8 4
12 4
5 1
4 1
7 2
11 2



(Continued)

Field Name

IMCP_TYPE_CODE_IPV4

IIF

VLAN_ID

IPV4_SMASK

IPV4_DMASK

SRC_AS

DST_AS

IPV4_NEXTHOP

TCP_FLAGS

OIF

FLOW_BYTES

FLOW_PACKETS

MIN_TTL

MAX_TTL

START_TIME

Flow Key

Configurable

Element ID

32

10

58

13

16

17

15

14

52

53

152

Length in Bytes



(Continued)

Field Name

END_TIME

FIRST_SWITCHED

LAST_SWITCHED

FLOW_END_REASON

IP_PROTOCOL_VERSION

BGP_NEXTHOP_ID

FLOW_DIRECTION

DOT_1Q_VLAN_ID

DOt_1Q_CUSTOMER_VLAN_ID

IP IDENTIFIER

Flow Key

Configurable

Element ID

153

22

21

136

60

18

61

243

245

54

Length in Bytes



CHAPTER 2

Monitoring Traffic Using Active Flow Monitoring
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Configuring Active Flow Monitoring

In active flow monitoring, the router participates in both the monitoring application and in the normal
routing functionality of the network. Although the Monitoring Services PIC was designed initially for use
as an offline passive flow monitoring tool, it can also be used in an active flow monitoring topology.

Table 16 on page 42 shows which Juniper Networks PICs and corresponding routers support active
flow monitoring. For more information on Juniper Networks PICs, see the PIC guide that corresponds to
your router.

Table 16: Passive and Active Flow Monitoring PIC Support

PIC Type and M5/M M7i/M10i  M20 M40e M120 M160 T TX

Service 10 Series/ = Matrix
M320

Monitoring Yes Yes Yes Yes No Yes No No

Services PIC: (versio (version

active flow n8 8 only)

monitoring only)

Monitoring No No No Yes No Yes No No

Services Il PIC: (version

flow collection 8 only)

services

Adaptive Services = Yes Yes Yes Yes No Yes No No

PIC: (versio (version

active flow n8 8 only)

monitoring only)



Table 16: Passive and Active Flow Monitoring PIC Support (Continued))

PIC Type and M5/M M7i/M10i M20 M40e M120 M160 T TX

Service 10 Series/ = Matrix
M320

Adaptive Services = Yes Yes Yes Yes Yes Yes Yes Yes

Il PIC: (versio (version

active flow n8 8 only)

monitoring only)

Adaptive Services = No Yes Yes Yes Yes No Yes No

Il PIC: flow-tap

services

MultiServices 100 = No Yes No Yes No No Yes Yes

PIC: active flow

monitoring

MultiServices 400 = No No No Yes Yes No Yes Yes

PIC: active flow

monitoring

MultiServices 500 '« No No No Yes Yes No Yes Yes

PIC: active flow

monitoring

Junos OS-enabled = No No No No No No No No

active flow

monitoring

Specified packets can be filtered and sent to the monitoring interface. For the Monitoring Services PIC,
the interface name contains the mo- prefix. For the Adaptive Services PICs and MultiServices PICs, the
interface name contains the sp- prefix.

NOTE: If you upgrade from the Monitoring Services PIC to the Adaptive Services PIC or
MultiServices PIC for active flow monitoring, you must modify the interface name of your
monitoring interface from mo-fpc/pic/port to sp-foc/pic/port.



The major active flow monitoring actions you can configure at the [edit forwarding-options] hierarchy level
are as follows:

e Sampling, with the [edit forwarding-options sampling] hierarchy. This option extracts limited
information (such as the source and destination IP address) from a copy of some of the packets in a
flow, while the original packets are forwarded to the intended destination. This option is extended to
define active sampling on a per Packet Forwarding Engine basis by defining a sampling instance that
specifies a name for the sampling parameters and binding the instance to the particular Packet
Forwarding Engine.

e Templates, with the [edit forwarding-options sampling] and [edit services monitoring] hierarchies.
With active flow monitoring support for version 5, version 8, and the customizing version 9, you can
use templates to organize the data gathered from sampling.

e Discard accounting, with the [edit forwarding-options accounting] hierarchy. This option quarantines
unwanted packets, creates flow monitoring records that describe the packets, and discards the
packets instead of forwarding them.

o Port mirroring, with the [edit forwarding-options port-mirroring] hierarchy. This option makes one full
copy of all packets in a flow and delivers the copy to a single destination.

e Multiple port mirroring, with the [edit forwarding-options next-hop-group] hierarchy. This option
allows multiple copies of selected traffic to be delivered to multiple destinations. (Multiple port
mirroring requires a Tunnel Services PIC.)

e Flow-tap services processing, with the [edit services flow-tap] hierarchy. This option sends copies of
packets that match dynamic filter criteria to one or more content destinations.

Unlike passive flow monitoring, you do not need to configure a monitoring group. Instead, you can send
filtered packets to a monitoring services or adaptive services interface (mo- or sp-) by using sampling or
discard accounting. Optionally, you can configure port mirroring or multiple port mirroring to direct
packets to additional interfaces.

These active flow monitoring options provide a wide variety of actions that can be performed on
network traffic flows. However, the following restrictions apply:

e The router can perform either sampling or port mirroring at any one time.
e The router can perform either forwarding ordiscard accounting at any one time.

Because the Monitoring Services PIC, Adaptive Services PIC, and MultiServices PIC allow only one
action to be performed at any one time, the following configuration options are available:

e Sampling and forwarding
o Sampling and discard accounting

e Port mirroring and forwarding



Port mirroring and discard accounting

Sampling and port mirroring on different sets of traffic

To configure active flow monitoring, complete these steps:

"Defining a Firewall Filter on M, MX and T Series Routers to Select Traffic for Active Flow
Monitoring" on page 93

"Configuring Actively Monitored Interfaces on M, MX and T Series Routers " on page 88

"Processing IPv4 traffic on an M, MX or T Series Router Using Monitoring services, Adaptive services
or Multiservices Interfaces" on page 95

"Collecting Flow Records" on page 88
Rerouting Packets on an M, MX or T Series Router with Port Mirroring
Option: Configuring Port Mirroring with Filter-Based Forwarding and a Monitoring Group

Sending Port-Mirrored Traffic from an M, MX or T Series Router to Multiple Export Interfaces by
Using Next-Hop Groups

"Sending Packets to a Mediation Device on MX, M and T Series Routers " on page 309

Active Flow Monitoring System Requirements

To implement active flow monitoring, your system must meet these minimum requirements:

Junos 10.4 or later for peer AS billing support on flow monitoring version 9

Junos 9.3R2 or later for IPv6 support on flow monitoring version 9

Junos 9.3R2 or later for multiple flows for flow monitoring version 9

Junos OS Release 9.0 or later for version 9 flow aggregation to multiple flow servers

Junos OS Release 8.5 or later for active flow monitoring support on MultiServices 500 PICs

Junos OS Release 8.3 or later for flow monitoring version 9 support, MPLS support, and active flow
monitoring support on MultiServices 100 and 400 PICs

Junos OS Release 8.2 or later for M120 router support and for flow monitoring version 5 and 8
support on MultiServices 100 and 400 PICs

Junos OS Release 8.1 or later for the flow-tap services application on Adaptive Services Il PICs
installed in M7i, M10i, M20, M40e, M320, and T Series routers


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/flowmonitoring-active-port-mirroring-solutions.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/flowmonitoring-active-port-mirroring-overview-solutions.html
https://www.juniper.net/documentation/en_US/junos/topics/example/flowmonitoring-active-next-hop-group-exporting-solutions.html
https://www.juniper.net/documentation/en_US/junos/topics/example/flowmonitoring-active-next-hop-group-exporting-solutions.html

e Junos OS Release 7.4 or later for port mirroring of IPvé6 packets

e Junos OS Release 7.3 or later for active flow monitoring on Adaptive Services Il PICs installed in TX
Matrix platforms

e Junos OS Release 7.0 or later for active flow monitoring on Adaptive Services Il PICs installed in T
Series and M320 routers

e Junos OS Release 6.0 or later for the Adaptive Services PIC

e Junos OS Release 5.7 or later for the automatic insertion of AS numbers and SNMP index values for
input and output interfaces into records, port mirroring to multiple ports, and discard accounting

e Junos OS Release 5.6 or later for the Monitoring Services PIC

e M5, M7i, M10, M10i, M20, M40e, M120, M160, M320, or T Series router with an Internet Processor
I ASIC or later

e Type 1 enhanced FPCs

o Two M Series or T Series PICs of your choice: One to receive incoming traffic and one to forward
outgoing traffic (the second PIC or PIM is not necessary for discard accounting)

e Export PICs to connect to the collector or packet analyzer
e Tunnel Services PIC (required for multiple port mirroring or mo- interface load balancing)
e Flow collector version 5, 8, or 9

e ES PIC and packet analyzers (optional)

Passive Flow Monitoring System Requirements for T Series, M Series and MX Series Routers | 152

Active Flow Monitoring PIC Specifications | 49

Active Flow Monitoring Applications

Flow monitoring can be used for many different reasons such as network planning, accounting, usage-
based network billing, security, and monitoring for Denial-of-Service attacks.

Some examples of the types of things you can use flow monitoring for are:

e Tracking what kind of traffic is entering or exiting an ISP or corporate network.



e Tracking traffic flows between BGP autonomous systems.
o Tracking traffic flows between enterprise network regions.

¢ Taking a snapshot of the existing quality-of-service (QoS) policy results prior to making changes in
QoS policy in case you need to roll back changes later in the process.

o \Verifying that load balancing techniques are performing as intended.

e Capturing a base line of current network performance prior to making changes intended to improve
performance so that you know if the changes are helping.

e Discovering if network users at an enterprise are using bandwidth for work-related activities or for
non work-related activities.

Examples of how flow monitoring helps with network administration include the following:

e A large service provider uses active flow monitoring on its core uplinks as a way to collect data on
the protocols in use, packet sizes, and flow durations to better understand the usage of its Internet
service offering. This helps the provider understand where network growth is coming from.

e Service providers bill customers for the data sent or bandwidth used by sending captured flow data
to third-party billing software.

e At alarge enterprise, VolP users at aremote site complained of poor voice quality. The flow
monitoring reports showed that the VolP traffic did not have the correct type of service settings.

e Users on an enterprise network, reported network slowdowns. The flow monitoring reports showed
that one user’s PC was generating a large portion of the network traffic. The PC was infected with
malware.

e A growing enterprise planned to deploy new business management software and needed to know
what type of network bandwidth demand the new software would create. During the software trial
period, flow monitoring reports were used to identify the expected increase in traffic.



48

Thus, while flow monitoring is traditionally associated with traffic analysis, it also has a role in

accounting and security.

Figure 14: Active Flow Monitoring
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https://www.juniper.net/documentation/en_US/junos/topics/concept/flowmonitoring-overview-solutions.html

Active Flow Monitoring PIC Specifications

For Monitoring Services PIC specifications, see Table 17 on page 49 and Table 18 on page 49. For
Adaptive Services PIC specifications, see Table 19 on page 50. For MultiServices PIC specifications, see
Table 20 on page 51 and Table 21 on page 52.

Table 17: Monitoring Services PIC Specifications

Specification Description

Physical dimensions Single-wide PIC that occupies one PIC slot
Connectors DB-9 diagnostic serial console port

Status LED One tricolor:

e Off—The PIC is offline; it is safe to remove it from the chassis.

o Green—The PIC is operating normally.

o Amber—The PIC is initializing.

o Red—The PIC has an error or failure; no further harm can be done by

removing it from the chassis.

Application LED One tricolor:

e Off—The service is not running.
o Green—The service is running under acceptable load.

o Amber—The service is overloaded.

Table 18: Monitoring Services Il PIC Specifications

Specification Description

Physical dimensions Single-wide PIC that occupies one PIC slot

Connectors N/A



Table 18: Monitoring Services Il PIC Specifications (Continued)

Specification

Status LED

Application LED

Description

One tricolor:

e Off—The PIC is offline; it is safe to remove it from the chassis.

e Green—The PIC is operating normally.

o Amber—The PIC is initializing.

o Red—The PIC has an error or failure; no further harm can be done by
removing it from the chassis.

One tricolor:

e Off—The flow collector is not running.

e Green—The flow collector is running under acceptable load.

o Amber—The flow collector is overloaded.

Table 19: Adaptive Services PIC Specifications

Specification

Physical dimensions

Connectors

Status LED

Description

Single-wide PIC that occupies one PIC slot

N/A

One tricolor:

e Off—The PIC is offline; it is safe to remove it from the chassis.
o Green—The PIC is operating normally.

o Amber—The PIC is initializing.

o Red—The PIC has an error or failure; no further harm can be done by
removing it from the chassis.



Table 19: Adaptive Services PIC Specifications (Continued)

Specification Description

Application LED One tricolor:
e Off—The flow collector is not running.
e Green—The flow collector is running under acceptable load.

o Amber—The flow collector is overloaded.

Table 20: MultiServices 100 PIC

Specification Description

Physical dimensions Single-wide PIC that occupies one PIC slot
Connectors N/A

Status LED One tricolor:

e Off—The PIC is offline; it is safe to remove it from the chassis.
e Green—The PIC is operating normally.
o Amber—The PIC is initializing.
e Red—The PIC has an error or failure; no further harm can be done by
removing it from the chassis.
Application LED One tricolor:
e Off—The service is not running.
o Green—The service is running under acceptable load.

o Amber—The service is overloaded.



Table 21: MultiServices 400 PIC

Specification Description

Physical dimensions Single-wide PIC that occupies one PIC slot
Connectors N/A

Status LED One tricolor:

o Off—The PIC is offline; it is safe to remove it from the chassis.

o Green—The PIC is operating normally.

o Amber—The PIC is initializing.

e Red—The PIC has an error or failure; no further harm can be done by

removing it from the chassis.

Application LED One tricolor:
e Off—The service is not running.
e Green—The service is running under acceptable load.

o Amber—The service is overloaded.

Table 22: MultiServices 500 PIC

Specification Description

Physical dimensions Single-wide PIC that occupies one PIC slot

Connectors N/A



Table 22: MultiServices 500 PIC (Continued)

Specification Description

Status LED One tricolor:
e Off—The PIC is offline; it is safe to remove it from the chassis.
o Green—The PIC is operating normally.
o Amber—The PIC is initializing.
o Red—The PIC has an error or failure; no further harm can be done by
removing it from the chassis.
Application LED One tricolor:
e Off—The service is not running.
o Green—The service is running under acceptable load.

o Amber—The service is overloaded.
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Active Flow Monitoring Overview

Flow monitoring versions 5, 8, and 9 support active flow monitoring. For active flow monitoring, the
monitoring station participates in the network as an active router. The major actions the router can
perform during active flow monitoring are as follows:

e Sampling—The router selects and analyzes only a portion of the traffic.

e Sampling with templates—The router selects, analyzes, and arranges a portion of the traffic into
templates.

e Sampling per sampling instance—The router selects, analyzes, and arranges a portion of the traffic
according to the configuration and binding of a sampling instance.



e Port mirroring—The router copies entire packets and sends the copies to another interface.

e Multiple port mirroring—The router sends multiple copies of monitored packets to multiple export
interfaces with the next-hop-group statement at the [edit forwarding-options] hierarchy level.

e Discard accounting—The router accounts for selected traffic before discarding it. Such traffic is not
forwarded out of the router. Instead, the traffic is quarantined and deleted.

e Flow-tap processing—The router processes requests for active flow monitoring dynamically by using
the Dynamic Tasking Control Protocol (DTCP).

Flow Monitoring Overview
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Active Flow Monitoring Overview

Using a Juniper Networks M Series Multiservice Edge or T Series Core router or EX9200, a selection of
PICs (including the Monitoring Services PIC, Adaptive Services [AS] PIC, Multiservices PIC, or
Multiservices DPC) and other networking hardware, you can monitor traffic flow and export the
monitored traffic. Monitoring traffic allows you to do the following:

e Gather and export detailed information about IP version 4 (IPv4) traffic flows between source and
destination nodes in your network.

e Sample all incoming IPv4 traffic on the monitoring interface and present the data in cflowd record
format.

e Perform discard accounting on an incoming traffic flow.
e Encrypt or tunnel outgoing cflowd records, intercepted IPv4 traffic, or both.

e Direct filtered traffic to different packet analyzers and present the data in its original format (port
mirror).

NOTE: Monitoring Services PICs, AS PICs, and Multiservices PICs must be mounted on an
Enhanced Flexible PIC Concentrator (FPC) in an M Series or T Series router.


https://www.juniper.net/documentation/en_US/junos/topics/concept/flowmonitoring-overview-solutions.html

Multiservices DPCs installed in Juniper Networks MX Series 3D Universal Edge routers
support the same functionality, with the exception of the passive monitoring and flow-tap
features.

Although the Monitoring Services PIC was designed initially for use as an offline passive flow monitoring
tool, it can also be used in an active flow monitoring topology. In contrast, the AS or Multiservices PIC is
designed exclusively for active flow monitoring. To use either the Monitoring Services PIC, AS PIC, or
Multiservices PIC for active flow monitoring, you must install the PIC in an M Series or T Series router.
The router participates in both the monitoring application and in the normal routing functionality of the
network.

Starting with Junos OS Release 11.4, support for active monitoring is extended to logical systems
running on T Series and MX Series routers. A logical system is a partition created from a physical router
that performs independent routing tasks. Several logical systems in a single router with their own
interfaces, policies, instances, and routing tables can perform functions handled by several different
routers. A shared services PIC handles flows from all the logical systems. Only version 9 flows, IPv4, and
MPLS templates are supported. See "Example: Configuring Active Monitoring on an M, MX or T Series
Router’s Logical System " on page 58 for a sample configuration that enables active monitoring on a
logical system.

Specified packets can be filtered and sent to the monitoring interface. For the Monitoring Services PIC,
the interface name contains the mo- prefix. For the AS or Multiservices PIC, the interface name contains
the sp- prefix.

NOTE: If you upgrade from the Monitoring Services PIC to the Adaptive Services or
Multiservices PIC for active flow monitoring, you must change the name of your monitoring
interface from mo-foc/ pic/ port to sp- fpc/ pic/ port.

The major active flow monitoring actions you can configure at the [edit forwarding-options] hierarchy level
are as follows:

o Sampling, with the [edit forwarding-options sampling] hierarchy. This option sends a copy of the traffic
stream to an AS or Monitoring Services PIC, which extracts limited information (such as the source
and destination IP address) from some of the packets in a flow. The original packets are forwarded to
the intended destination as usual.

e Discard accounting, with the [edit forwarding-options accounting] hierarchy. This option quarantines
unwanted packets, creates cflowd records that describe the packets, and discards the packets instead
of forwarding them.



e Port mirroring, with the [edit forwarding-options port-mirroring] hierarchy. This option makes one full
copy of all packets in a flow and delivers the copy to a single destination. The original packets are
forwarded to the intended destination.

e Multiple port mirroring, with the [edit forwarding-options next-hop-group] hierarchy. This option allows
multiple copies of selected traffic to be delivered to multiple destinations. (Multiple port mirroring
requires a Tunnel Services PIC.)

Unlike passive flow monitoring, you do not need to configure a monitoring group. Instead, you can send
filtered packets to a monitoring services or adaptive services interface (mo- or sp-) by using sampling or
discard accounting. Optionally, you can configure port mirroring or multiple port mirroring to direct
packets to additional interfaces.

These active flow monitoring options provide a wide variety of actions that can be performed on
network traffic flows. However, the following restrictions apply:

e The router or switch can perform sampling or port mirroring at any one time.
o The router or switch can perform forwarding or discard accounting at any one time.

Because the Monitoring Services, AS, and Multiservices PICs allow only one action to be performed at
any one time, the following configuration options are available:

e Sampling and forwarding

e Sampling and discard accounting

e Port mirroring and forwarding

e Port mirroring and discard accounting

e Sampling and port mirroring on different sets of traffic



Figure 15 on page 57 shows a sample topology.

Figure 15: Active Monitoring Configuration Topology
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In Figure 15 on page 57, traffic from Router 1 arrives on the monitoring router’s Gigabit Ethernet
ge-2/3/0 interface. The exit interface on the monitoring router leading to destination Router 2 is
ge-3/0/0, but this can be any interface type (such as SONET, Gigabit Ethernet, and so on). The export
interface leading to the cflowd server is fe-1/0/0.

To enable active monitoring, configure a firewall filter on the interface ge-2/3/0 with the following
match conditions:

o Traffic matching certain firewall conditions is sent to the Monitoring Services PIC using filter-based
forwarding. This traffic is quarantined and not forwarded to other routers.
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o All other traffic is port-mirrored to the Monitoring Services PIC. Port mirroring copies each packet
and sends the copies to the port-mirroring next hop (in this case, a Monitoring Services PIC). The
original packets are forwarded out of the router as usual.
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Example: Configuring Active Monitoring on an M, MX or T Series
Router’s Logical System

This example shows a sample configuration that allows you to configure active monitoring on a logical
M-series, MX-series, T-series, or PTX Series system.

The following section shows the configuration on the primary router:

[edit forwarding-options]
sampling {
instance inst1 {
input {
rate 1;
}
family inet;
output {
flow-server 198.51.100.2 {
port 2055;
version9 {
template {
ipv4;



interface sp-0/1/0 {
source-address 10.11.12.13;

}
}
}
family mpls;
output {
flow-server 198.51.100.2 {
port 2055;
version9 {
template {
mpls;
}
}
}
}

interface sp-0/1/0 {
source-address 10.11.12.13;

}
services {
flow-monitoring {
version9 {
template ipv4 {
flow-active-timeout 60;
flow-inactive-timeout 60;
ipv4-template;
template-refresh-rate {
packets 1000;
seconds 10;
}
option-refresh-rate {
packets 1000;
seconds 10;

}
template mpls {
mpls-template;



The configuration for the logical router uses the input parameters and the output interface for sampling
from the primary router. Each logical router should have separate template definitions for the flow-
server configuration. The following section shows the configuration on the logical router:

logical-systems {
1s-1 {
firewall {
family inet {
filter test-sample {
term term-1 {

then {
sample;
accept;
}
}
}
}
}
interfaces {
ge-0/0/1 {
unit 0 {
family inet {
filter {
input test-sample;
output test-sample;
}
}
}
}
}

forwarding-options {
sampling {
instance sample-inst1 {
family inet;
output {
flow-server 198.51.100.2 {
port 2055;
version9 {

template {



ipv4-1s1;

}
}
}
}
}
}
family mpls;
output {
flow-server 198.51.100.2 {
port 2055;
version9 {
template {
mpls-1s1;
}
}
}
}
}
}
}
services {

flow-monitoring {
version9 {
template ipv4-1s1 {

flow-active-timeout 60;

flow-inactive-timeout 60;

ipv4-template;

template-refresh-rate {
packets 1000;
seconds 10;

}

option-refresh-rate {
packets 1000;
seconds 10;

}
template mpls-1s1 {
mpls-template;
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Example: Configuring Flow Monitoring on an MX Series Router with MS-
MIC and MS-MPC
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This example shows how you can configure Junos Traffic Vision for flow monitoring on an MX Series
Router with MS-MIC and MS-MPC, and contains the following sections:

Configuring Flow Monitoring on MS-MIC

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.



NOTE: You can follow the same procedure and use the same configuration for configuring flow
monitoring on MS-MPC,

Enabling the Services Interface Card

set interfaces ms-2/0/0 unit 0 family inet

Configuring the Template and Timers

set services flow-monitoring version9 template templatel

set services flow-monitoring version9 template templatel flow-active-timeout 120

set services flow-monitoring version9 template templatel flow-inactive-timeout 60

set services flow-monitoring version9 template templatel ipv4-template

set services flow-monitoring version9 template templatel template-refresh-rate packets 100
set services flow-monitoring version9 template templatel template-refresh-rate seconds 600
set services flow-monitoring version9 template templatel option-refresh-rate packets 100

set services flow-monitoring version9 template templatel option-refresh-rate seconds 600

Configuring Service Set Properties

set services service-set ss1 jflow-rules sampling

set services service-set ss1 sampling-service service-interface ms-2/0/0.0

Configuring Forwarding Options and Flow Server Settings

set forwarding-options sampling input rate 10

set forwarding-options sampling input run-length 18

set forwarding-options sampling family inet output flow-server 10.44.4.3 port 1055

set forwarding-options sampling family inet output flow-server 10.44.4.3 version9 template
templatel

set forwarding-options sampling family inet output interface ms-2/0/0.0 source-address
203.0.113.1



Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CL/ User

Guide.

NOTE: The MS interface must be configured with the family type that the collector will be
reachable by. If the collector for the sampling traffic is reachable via IPv4, you must set the family
inet under the MS interface even if you are only sampling IPvé6 and MPLS traffic, for example.

1. Configure the services interface.

[edit interfaces]

user@routerl# set interfaces ms-2/0/0 unit @ family inet

user@router1# set interfaces ms-2/0/0 unit 1 family inet6

user@router1# set interfaces ms-2/0/0 unit 2 family mpls

2. Configure the template properties and the export policy timers.

[edit services]

user@router1# set flow-monitoring version9
user@router1# set flow-monitoring version9
user@router1# set flow-monitoring version9
user@router1# set flow-monitoring version9
user@router1# set flow-monitoring version9
100

user@router1# set flow-monitoring version9
600

user@router1# set flow-monitoring version9

user@router1# set flow-monitoring version9

template
template
template
template
template

template

template
template

templatel

templatel flow-active-timeout 120
templatel flow-inactive-timeout 60
templatel ipv4-template

templatel template-refresh-rate packets

templatel template-refresh-rate seconds

templatel option-refresh-rate packets 100
templatel option-refresh-rate seconds 600

Table 23: Quick Reference to Key Configuration Statements at This Hierarchy Level

Configuration Statement Description

flow-active-timeout Configures the interval (in seconds) after which an active flow is exported.

Range is 10 through 600 seconds, and the default value is 60 seconds.



Table 23: Quick Reference to Key Configuration Statements at This Hierarchy Level (Continued)

Configuration Statement

flow-inactive-timeout

ipv4-template | ipv6-template |
mpls-template | mpls-ipv4-
template

template-refresh-rate

option-refresh-rate

Description

Configures the interval (in seconds) of inactivity after which a flow is
marked inactive.

Range is 10 through 600 seconds, and the default value is 60 seconds.

Specifies the type of traffic for which the template is used for.

Specifies the template refresh rate either as number of packets (range is 1
through 480,000 and the default value is 4800) or in seconds (the range is
10 through 600 and the default is 60).

Because the communication between the flow generator and the flow
collector is a one-way communication, the flow generator has to regularly
send updates about template definitions to the flow collector. The value
configured for this statement controls the frequency of such updates.

Specifies the option refresh rate either as number of packets (range is 1
through 480,000 and the default value is 4800) or in seconds (the range is
10 through 600 and the default is 60).

3. Configure service set properties.

[edit services]

user@router1# set service-set ss1 jflow-rules sampling

user@router1# set service-set ss1 sampling-service service-interface ms-2/0/0.0

Table 24: Quick Reference to Configuration Statements at This Hierarchy Level

Configuration Statement

sampling

Description

Configures the service set to handle sampling/flow monitoring activities.



Table 24: Quick Reference to Configuration Statements at This Hierarchy Level (Continued)

Configuration Statement Description

service-interface Specifies the service interface associated with the service set.

The interface configured here should match the interface configured at the
[edit forwarding-options sampling family inet output]. Also, note that the
interface should not be associated with any other service set.

4. Configure forwarding options and flow-server properties.

[edit forwarding-options]

user@router1# set sampling input rate 10

user@router1# set sampling input run-length 18

user@router1# set sampling family inet output flow-server 10.44.4.3 port 1055

user@router1# set sampling family inet output flow-server 10.44.4.3 version9 template
templatel

user@router1# set sampling family inet output interface ms-2/0/0.0 source-address 203.0.113.1

NOTE: You can specify the sampling parameters either at the global level (as shown in this
example) or at the FPC level by defining a sampling instance. To define a sampling instance,
include the instance statement at the [edit forwarding-options sampling] hierarchy level, and the
sampling-instance statement at the [edit chassis fpc number] hierarchy level to associate the
sampling instance with an FPC. Under the [edit forwarding-options sampling instance instancel
hierarchy level, you must also include the input and output configurations explained in this step.

Table 25: Quick Reference to Key Configuration Statements at this Hierarchy Level

Configuration Statement Description

rate The ratio of the number of packets to be sampled. For example, if you
specify a rate of 10, every tenth packet (1 packet out of 10) is sampled.

The range is 1 through 16000000(16M).



Table 25: Quick Reference to Key Configuration Statements at this Hierarchy Level (Continued)

Configuration Statement Description

run-length The number of samples following the initial trigger event. This enables you
to sample packets following those already being sampled.

The range is O through 20, and the default is 0.

flow-server A host system to collect sampled flows using the version 9 format.
source-address An IPv4 address to be used as the source address of the exported packet.
Result

From the configuration mode, confirm your configuration by entering the show chassis fpc 2, show
interfaces, and show forwarding-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@router1# show interfaces
ms-2/0/0 {
unit @ {
family inet;

user@routerl1# show services
flow-monitoring {
version9 {
template templatel {
flow-active-timeout 120;
flow-inactive-timeout 60;
template-refresh-rate {
packets 100;
seconds 600;
}
option-refresh-rate {
packets 100;



seconds 600;

}
ipv4-template;

service-set ss1 {
jflow-rules {
sampling;
}
sampling-service {

service-interface ms-2/0/0.0

user@routerl1# show forwarding-options
sampling {
input {
rate 10;
run-length 18;
}
family inet {
output {
flow-server 10.44.4.3 {
port 1055;
version9 {
template {
templatel;

}
interface ms-2/0/0.0 {
source-address 203.0.113.1;

Hardware and Software Requirements

This example requires an MX Series router that has:



e Junos OS Release 13.2 running on it.

e An MS-MIC installed in it.

Junos Traffic Vision Support on MS-MIC and MS-MPC

Junos Traffic Vision (previously known as Jflow) is the accounting service that is available on the MS-
MIC and MS-MPC. Junos Traffic Vision enables users to keep track of the packets received on the MS-
MIC or MS-MPC and to generate flow records that contain information such as the source address of
the packet, the destination address of the packet, packets and byte counts, and so on. Junos Traffic
Vision implementation does not interrupt the traffic, instead it makes a copy of the incoming packet and
sends that copy to the service interface card for analyzing the information and maintaining the record.

Starting with Release 13.2, the Junos OS extension-provider packages come preinstalled on a
multiservices MIC and MPC (MS-MIC and MS-MPC). The adaptive-services configuration at the [edit
chassis fpc number pic number] hierarchy level is preconfigured on these cards.

Before you configure Junos Traffic Vision on an MS-MIC or an MS-MPC, you must create a firewall filter
that has sample configured as action, and apply that to the interface on which you want to monitor the
traffic. The flow-collector in Junos Traffic Vision implementations is a device for collecting the flow
records. The flow collector is typically deployed outside the network.

NOTE: For more information about configuring firewall filters, see the Junos OS Firewall Filters
Configuration Guide.

On MS-MIC and MS-MPC, Junos OS supports Junos Traffic Vision Version 9 (v9). Junos Traffic Vision v9
supports sampling of IPv4, IPv6, and MPLS traffic. A services interface card is essential for the v9
implementation, and hence this is often known as PIC-based monitoring.

You can configure the maximum time for which the flow records are stored on the services interface
card. The active timeout and inactive timeout values, configured while defining the template, control the
export of flow records to the collector. An MS-MIC can store a maximum of 14 million flow records,
whereas an MS-MPC can store upto 30 million flows per NPU.

NOTE: In Junos Traffic Vision configurations using the Junos OS extension-provider package,
modifying the following statements after flow monitoring has been initiated causes all existing
flows to expire:

e At the [edit forwarding-options sampling instance instance-name family (inet |inet6 |mpls) output]

and [edit forwarding-options sampling family (inet |inet6 |mpls) output] hierarchy levels:



o flow-server ip-address
e flow-server port port-number
o flow-server template template

e At the [edit services flow-monitoring version9 template template-name mpls-ipv4-template] and [edit
services flow-monitoring version9 template template-name mpls-template] hierarchy levels:

e label-position

Because these changes can disrupt the ongoing flow monitoring, we recommend that you do not
change these values after flow monitoring has been initiated on a device. The changes made to
these configuration statements when flow monitoring is going on, apply only to the newly
created flows.

Also, note that these changes do not disrupt flow monitoring on devices running Jflow
configuration using the Junos OS Layer 2 services package. However, even in the case of Layer 2
service package-based configuration, the changes are applied only to the newly created flows.
The existing flows continue to use the initial settings.

NOTE: When Junos Traffic Vision is configured on the MS-MIC and MS-MPC, the next-hop
address and outgoing interfaces are incorrectly displayed in the IPv4 and IPvé flow records when
the destination of the sampled flow is reachable through multiple paths.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.



Verifying the Junos Traffic Vision Configuration

Purpose

Verify that Junos Traffic Vision is enabled on the router.

Action

From operational mode, enter the show services accounting status command.

user@router1> show services accounting status
Service Accounting interface: ms-2/0/0
Export format: 9, Route record count: 2093
IFL to SNMP index count: 35, AS count: 2
Configuration set: Yes, Route record set: Yes, IFL SNMP map set: Yes

Meaning

Shows the service interface on which monitoring is configured, and also provides information about the
export format used (version 9 in this case).

Viewing the Flow Details

Purpose

View the flow details on the interface configured for flow monitoring.

Action

From operational mode, enter the show services accounting flow command.

user@router1> show services accounting flow

Flow information
Service Accounting interface: ms-2/0/0, Local interface index: 229
Flow packets: 220693, Flow bytes: 24276230
Flow packets 10-second rate: 99, Flow bytes 10-second rate: 10998
Active flows: 10, Total flows: 12
Flows exported: 199, Flows packets exported: 718
Flows inactive timed out: 2, Flows active timed out: 199



Viewing Details of Errors That Occurred on the Services Interface

Purpose

View details of errors, if any, on the interface that is configured for flow monitoring.

Action

From operational mode, enter the show services accounting errors command.

user@router1> show services accounting errors

Error information
Service Accounting interface: ms-2/0/0
Service sets dropped: 0, Active timeout failures: @
Export packet failures: @, Flow creation failures: 0

Memory overload: No

Multiservices MIC and Multiservices MPC (MS-MIC and MS-MPC) Overview
Example: Configuring Junos VPN Site Secure on MS-MIC and MS-MPC

Configuring Services Interface Redundancy with Flow Monitoring

Active monitoring services configurations on AS, Multiservices PICs, and Multiservices DPCs support
redundancy. To configure redundancy, you specify a redundancy services PIC (rsp) interface in which the
primary AS or Multiservices PIC is active and a secondary PIC is on standby. If the primary PIC fails, the
secondary PIC becomes active, and all service processing is transferred to it. If the primary PIC is
restored, it remains on standby and does not preempt the secondary PIC; you need to manually restore
the services to the primary PIC. To determine which PIC is currently active, issue the show interfaces

redundancy command.

NOTE: On flow-monitoring configurations, the only service option supported is warm standby, in
which one backup PIC supports multiple working PICs. Recovery times are not guaranteed,
because the configuration must be completely restored on the backup PIC after a failure is
detected. However, configuration is preserved and available on the new active PIC.



As with the other services that support warm standby, you can issue the request interfaces (revert
| switchover) command to switch manually between the primary and secondary flow monitoring
interfaces.

For more information, see Configuring AS or Multiservices PIC Redundancy. For information on
operational mode commands, see the CLI Explorer.

A sample configuration follows.

interface {
rspd {
redundancy-options {
primary sp-0/0/9;
secondary sp-1/3/0;

}
unit @ {
family inet;
}
}
}
interface {
ge-0/2/0 {
unit 0 {
family inet {
filter {
input as_sample;
}
}
address 10.58.255.49/28;
}
}
}
forwarding-options {
sampling {
instance instancel { # named instances of sampling parameters
input {
rate 1;

run-length 9;
max-packets-per-second 65535;
}
family inet {


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

output {
flow-server 10.10.10.2 {
port 5000;
version 5;
}
flow-active-timeout 60;
interface rsp@ {

source-address 10.10.10.1;

}
}
}
}
}
}
firewall {
filter as_sample {
term t1 {
then {
sample;
accept;
}
}
}
}
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Configuring Inline Active Flow Monitoring Using Routers, Switches or
NFX250

Inline active flow monitoring is implemented on the Packet Forwarding Engine. The Packet Forwarding
Engine performs functions such as creating and updating flows, and updating flow records. The flow
records are sent out in industry-standard IPFIX or version 9 format.



Support for active flow monitoring with IPFIX templates on QFX10002 switches was added in Junos OS
Release 17.2R1. Starting in Junos OS Release 20.3R1 on QFX10002-60C switches, you can configure
inline active flow monitoring for IPv4 and IPvé traffic. Both IPFIX and version 9 templates are
supported.

On routers with MS-PICs or MS-DPCs, IPv4 and IPvé6 fragments are processed accurately. The flow
monitoring application creates two flows for every fragmented flow. The first fragment that has the
complete Layer 4 information forms the first flow with 5-tuple data and subsequently, all the
fragmented packets related to this flow form another flow with the Layer 4 fields set to zero.

The following considerations apply to the inline flow-monitoring instance configuration:

Sampling run-length and clip-size are not supported.

For inline configurations, collectors are not reachable via fxpo.

Inline flow monitoring does not support cflowd. Therefore, inline flow monitoring does not support

the local dump option, which is available only with cflowd.

Inline active flow monitoring is not supported when you enable Next Gen Services on an MX Series
router.

The number of collectors that are supported depends on the device:

In Junos OS Release 16.2 and in Junos OS Release 16.1R3 and earlier, you can configure only one
collector under a family for inline active flow monitoring. Starting with Junos OS Release 16.1R4
and 17.2R1, you can configure up to four collectors under a family for inline active flow
monitoring. Starting with Junos OS Evolved 20.3R1, for the PTX10003 and PTX10008 (with the
JNP10K-LC1201 line card and the JNP10008-SF3) routers, you can configure up to four
collectors for inline active flow monitoring. Starting with Junos OS Evolved 20.4R1, for the
PTX10001-36MR and the PTX10008 (with the JNP10K-LC1202 line card and the JNP10008-
SF3) routers, you can configure up to four collectors for inline active flow monitoring. Starting
with Junos OS Evolved 21.1R1, for the PTX10004 router, you can configure up to four collectors
for inline active flow monitoring. The Packet Forwarding Engine (PFE) can export the flow record,
flow record template, option data, and option data template packet to all configured collectors. To
configure a collector under a family for inline active flow monitoring, configure the flow-server
statement at the edit forwarding-options sampling-instance instance-name family (inet | inet6) output
hierarchy level. To specify up to four collectors, include up to four flow-server statements.

For inline configurations on all other devices, each family can support only one collector.

Inline active flow monitoring is available in four hierarchy levels:

[edit chassis] —At this level, you associate the sampling instance with the FPC on which the media
interface is present (except on the MX80 and MX104—see "Configuring Inline Active Flow

Monitoring on MX80 and MX104 Routers" on page 537). If you are configuring sampling of IPv4



flows, IPvé6 flows or VPLS flows (Junos OS only), you can configure the flow hash table size for each
family, as described below.

e [edit firewall]—At this level, you configure a firewall filter for the family of traffic to be sampled. You
must attach this filter to the interface on which you want to sample the traffic.

e [edit forwarding-options]—At this level, you configure a sampling instance and associate the template
with the sampling instance. At this level, you also configure the flow-server IP address and port
number as well as the flow export rate.

o [edit services flow-monitoring] —At this level, you configure the template properties for inline flow
monitoring.

Before you configure inline active flow monitoring, you should ensure that you have adequately-sized
hash tables for IPv4, IPv6, MPLS, and VPLS flow sampling. (VPLS flow sampling is Junos OS only). These
tables can use one to fifteen 256K areas. Starting with Junos OS Release 16.1R1 and 15.1F2, the IPv4
table is assigned a default value of 1024. Prior to Junos OS Release 16.1 and 15.1F2, the IPv4 table is
assigned a default value of fifteen 256K areas. The IPvé table is assigned a default value of 1024, and
the VPLS table is assigned a default value of 1024. When anticipated traffic volume requires larger
tables, allocate larger tables.

To allocate flow hash tables:

1. Go to the [edit chassis fpc O inline-services flow-table-size] hierarchy level for inline services on the
FPC that processes the monitored flows.

[edit]
user@host# edit chassis fpc 0 inline-services flow-table-size

2. Specify the required sizes for the sampling hash tables.

[edit chassis fpc @ inline-services flow-table-size]
user@host# set bridge-flow-table-size wunits
user@host# set ipv4-flow-table-size wnits
user@host# set ipv6-flow-table-size wnits

user@host# set mpls-flow-table-size wnits
user@host# set vpls-flow-table-size wnits



NOTE: Starting in Junos OS Release 18.2R1, the bridge-flow-table-size option is available and
the vpls-flow-table-size option is deprecated; use the bridge-flow-table-size option instead. The
bridge-flow-table-size option supports both VPLS and bridge records.

NOTE: The total number of units used for IPv4, IPvé, MPLS, and VPLS cannot exceed 15.
Also, starting in Junos OS Release 16.1R1 and 15.1F2, changing the flow hash table size does
not automatically reboot the FPC (for earlier releases changing the flow hash table size
triggers the FPC to reboot).

To configure inline active flow monitoring on MX Series routers (except for MX80 and MX104 routers),
EX Series switches, and T4000 routers with Type 5 FPC:

1. Enable inline active flow monitoring and specify the source address for the traffic.

[edit forwarding-options sampling instance instance-name family (bridge | inet | inet6 |
mpls | vpls ) output]
user@host# set inline-jflow source address address

2. Specify the template to use with the sampling instance.

[edit forwarding-options sampling instance Instance-name family (bridge | inet | inet6 |
mpls | vpls ) output flow-server hostname]
user@host# set (version9 | version-ipfix) template template-name

3. Configure a template to specify output properties.

[edit services flow-monitoring]
user@host# set (version-ipfix | version9) template template-name

4, (Optional) Configure the interval after which an active flow is exported.

[edit services flow-monitoring (version-ipfix | version9) template template-name]

user@host# set flow-active-timeout seconds



(Optional) Configure the interval of activity that marks a flow as inactive.

[edit services flow-monitoring (version-ipfix | version9) template template-name]
user@host# set flow-inactive-timeout seconds

(Optional) Configure the template refresh rate in either number of packets or number of seconds.

[edit services flow-monitoring (version-ipfix | version9) template template-name]
user@host# set template-refresh-rate (packets packets | seconds seconds)

(Optional) Configure the refresh rate in either number of packets or number of seconds.

[edit services flow-monitoring (version-ipfix | version9) template template-name]
user@host# set option-refresh-rate (packets packets | seconds seconds)

Specify the type of record that the template is used for.

[edit services flow-monitoring (version-ipfix | version9) template template-name]
user@host# set (bridge-template | ipv4-template | ipv6-template | mpls-ipv4-template | mpls-
template | peer-as-billing-template | vpls-template)

The vpls-template option is only for IPFIX templates.

Starting in Junos OS Release 18.2R1, the bridge-template option is available and the vpls-template
option is deprecated; use the bridge-template option instead. The bridge-template option (Junos OS
only) supports both VPLS and bridge records and is for both IPFIX and version9 templates.

Starting in Junos OS Release 18.4R1, the mpls-ipv4-template option is deprecated for inline flow
monitoring. To configure MPLS records starting in Junos OS Release 18.4R1, use the mpls-template
option and the tunnel-observation option. This is described in step "9" on page 78.

Starting in Junos OS Release 18.4R1 for the MX Series, if you are configuring any type of MPLS
flow records, perform the following:

a. Specify the MPLS template.

[edit services flow-monitoring (version-ipfix | version9) template template-namel
user@host# set mpls-template



b. Configure the type of MPLS flow records to create.

[edit services flow-monitoring (version-ipfix | version9) template template-namel
user@host# set tunnel-observation [ipv4 | ipv6]

The tunnel-observation values enable the creation of the following types of flow records:
e ipv4—MPLS-IPv4 flows

o ipv6—MPLS-IPvé flows

You can configure multiple values for tunnel-observation.

For an MPLS traffic type that does not match any of the tunnel-observation values, plain MPLS
flow records are created. For example, if you only configure ipv4, then MPLS-IPvé traffic results
in plain MPLS flow records.

If you do not configure tunnel-observation, plain MPLS flow records are created.

c. If you are running inline flow monitoring on a Lookup (LU) card, enable sideband mode to create
MPLS-IPvé6 flow records.

[edit chassis fpc slot-number inline-services]
user@host# set use-extended-flow-memory

If you are running inline flow monitoring on an LU card and do not enable sideband mode, then
MPLS-IPvé6 traffic results in plain MPLS flow records.

10. (Optional) Include the flow direction value in the template.

[edit services flow-monitoring (version-ipfix | version9) template template-name]
user@host# set flow-key flow-direction

The reported data field contains 0x00 (ingress) or 0x01 (egress). If you do not include the flow-key
flow-direction statement, the flow direction data field contains the invalid value OxFF.

11. (Optional) Include VLAN IDs in both the ingress and egress directions in the flow key.

[edit services flow-monitoring (version-ipfix | version9) template template-name]
user@host# set flow-key vlan-id

This statement is not required for ingress and egress VLAN ID reporting on interfaces.



12. Associate the sampling instance with the FPC on which you want to implement inline active flow
monitoring.

For MX240, MX480, MX960, MX2010, MX2020, use the following command:

[edit ]

user@host# set chassis fpc fpc-number sampling-instance instance-name
a. Confirm the configuration by running the following show command:

user@host# show chassis

fpc 0 {

sampling-instance sample-insi;

For MX5, MX10, MX40, and MX80, use the following command:

[edit ]

user@host# set chassis tfeb slot @ sampling-instance instance-name
a. Confirm the configuration by running the following show command:

user@host# show chassis

tfeb {
slot 0 {

sampling-instance sample-insi;



For MX104, use the following command:

[edit ]
user@host# set chassis afeb slot @ sampling-instance instance-name

a. Confirm the configuration by running the following show command:

user@host# show chassis

afeb {
slot 0 {
sampling-instance sample-insi;

This example shows the sampling configuration for an instance that supports inline active flow
monitoring on family inet:

[edit]
user@host> show forwarding-options
sampling {
instance {
sample-ins1 {
input {
rate 1;
}
family inet {
output {
flow-server 192.0.2.2 {
port 2055;
version-ipfix {
template {
ipv4;

}
inline-jflow {

source-address 10.11.12.13;



Here is the output format configuration:

[edit]
user@host> show services flow-monitoring
services {
flow-monitoring {
version-ipfix {
template ipv4 {
flow-active-timeout 60;
flow-inactive-timeout 60;
ipv4-template;
template-refresh-rate {
packets 1000;
seconds 10;
}
option-refresh-rate {
packets 1000;
seconds 10;

The following example shows the output format configuration for chassis fpce:

[edit]
user@host> show services flow-monitoring
sampling-instance instance-1; {
inline-services {
flow-table-size {
ipv4-flow-table-size 8;
ipv6-flow-table-size 7;



}
Release History Table

Release Description

21.1R1-Evo @ Starting with Junos OS Evolved 21.1R1, for the PTX10004 router, you can configure up to four
collectors for inline active flow monitoring.

20.4R1-Evo | Starting with Junos OS Evolved 20.4R1, for the PTX10001-36MR and the PTX10008 (with the
JNP10K-LC1202 line card and the JNP10008-SF3) routers, you can configure up to four collectors
for inline active flow monitoring.

20.3R1-Evo | Starting with Junos OS Evolved 20.3R1, for the PTX10003 and PTX10008 (with the JNP10K-
LC1201 line card and the JNP10008-SF3) routers, you can configure up to four collectors for inline
active flow monitoring.

19.3R2 Inline active flow monitoring is not supported when you enable Next Gen Services on an MX Series
router.

18.4R1 Starting in Junos OS Release 18.4R1, the mpls-ipv4-template option is deprecated for inline flow
monitoring. To configure MPLS records starting in Junos OS Release 18.4R1, use the mpls-template
option and the tunnel-observation option.

18.2R1 Starting in Junos OS Release 18.2R1, the bridge-flow-table-size option is available and the vpls-flow-
table-size option is deprecated; use the bridge-flow-table-size option instead.

18.2R1 Starting in Junos OS Release 18.2R1, the bridge-template option is available and the vpls-template
option is deprecated; use the bridge-template option instead.

16.1R4 In Junos OS Release 16.2 and in Junos OS Release 16.1R3 and earlier, you can configure only one
collector under a family for inline active flow monitoring. Starting with Junos OS Release 16.1R4 and
17.2R1, you can configure up to four collectors under a family for inline active flow monitoring.

16.1R1 Also, starting in Junos OS Release 16.1R1 and 15.1F2, changing the flow hash table size does not
automatically reboot the FPC.

16.1R1 Starting with Junos OS Release 16.1R1 and 15.1F2, the IPv4 table is assigned a default value of

1024.
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Configuring Flow Offloading on MX Series Routers

The Junos OS enables you to configure flow offloading for PICS on MX Series routers using Modular
Port Concentrator (MPCs) with Modular Interface Cards (MICs). Flows are offloaded to Fast Update
Filters (FUFs) on the Packet Forwarding Engine. Offloading produces the greatest benefits when applied
to long-lasting or high-bandwidth flows.

The maximum number of active offloads is 200,000 per PIC. When offloaded flows are deleted, more
flows can be offloaded.

To configure flow offloading:

e At the [edit interfaces interface-name services-options] hierarchy level, enter the trio-flow-offload

minimum-bytes minimum-bytes statement.

user@host# edit services interface-name
[edit services interface-name services-options]
user@host# set trio-flow-offload minimum-bytes minimum- bytes

In the following example, flows are offloaded when they consist of no less than 1024 bytes:

user@host# edit services ms-0/1/0
[edit services ms-0/1/0 services-options]
user@host# set trio-flow-offload minimum-bytes 1024

trio-flow-offload



Configuring Active Flow Monitoring on PTX Series Packet Transport
Routers

You can use flow monitoring to help with network administration. Active flow monitoring on PTX Series
routers allows you to collect sampled packets, then the router does GRE encapsulation of the packets
and sends them to a remote server for flow processing. The GRE encapsulation includes an interface
index and GRE key field. The GRE encapsulation removes MPLS tags. You configure one or more port-
mirroring instances to define which traffic to sample and configure a server to receive the GRE
encapsulated packets. You configure a firewall filter on interfaces where you want to capture flows. You
can configure as many as 48 port-mirroring instances.

To configure the router to do GRE encapsulation of sampled packets and send them to a remote server
for flow processing:

1. Configure one or more server profiles that specify a host where GRE encapsulated sampled packets
are sent, and optionally, a source address to include in the header of each sampled packet.

a. Specify a name for each server profile and an IP address of the host where sampled packets are
sent:

[edit services hosted-services]

user@host# set server-profile server-profile-name server-address ipv4-address

b. (Optional) For each server profile, specify a source address to include in the header of each
sampled packet:

[edit services hosted-services server-profile server-profile-namel

user@host# set client-address ipv4-address

NOTE: The default client address is 0.0.0.0. You must specify an IPv4 address as the client
address. You can also specify the loopback address or management interface address as
the client address.

2. Configure one or more port-mirroring instances.

a. Specify a name for each port-mirroring instance:

[edit forwarding-options port-mirroring]
user@host# set instance instance-name



NOTE: You can configure a maximum of 48 port-mirroring instances.
b. Specify a protocol family for each port-mirroring instance:
[edit forwarding-options port-mirroring instance instance-name]
user@host# set family (inet | inet6 )
3. To set the ratio of the number of packets to sample, specify a value from 1 through 65,535 for each

port-mirroring instance:

[edit forwarding-options port-mirroring instance instance-name input]

user@host# set rate number

NOTE: You must specify a value for the rate statement. The default value is zero, which
effectively disables sampling. If, for example, you specify a rate value of 4, every fourth packet
(1 packet out of 4) is sampled.

4. (Optional) Specify the number of samples to collect after the initial trigger event for each port-
mirroring instance:

[edit forwarding-options port-mirroring instance instance-name input]

user@host# set run-length number

NOTE: The default value is zero. You can specify a number up to 20.

5. To designate a host where sampled traffic is sent, specify the name of server profile configured at the
[edit services hosted-services] hierarchy level for each port-mirroring instance:

[edit forwarding-options port-mirroring instance instance-name family ( inet | inet6) output]

user@host# set server-profile server-profile-name

6. Configure one or more firewall filters.



a. For each firewall filter, specify a protocol family, filter name, and match conditions:

[edit firewall]
user@host# set filter family (inet | inet6) filter filter-name term term-name from match-

condtions

b. For each firewall filter you configure, specify the name of a port-mirroring instance you configured
at the [edit forwarding-options] hierarchy level as a nonterminating action so that the traffic that
matches that instance is sampled:

[edit firewall family (inet | inet6) filter filter-name term term-name]

user@host# set then port-mirroring instance instance-name

7. Apply each firewall filter to an interface to evaluate incoming traffic:

[edit interfaces interface-name unit logical-unit-number]
user@host# set family (inet | inet6) filter input firewall-filter-name

NOTE: Active flow monitoring is supported only on incoming traffic. You cannot apply firewall
filters to evaluate outgoing traffic.

8. Configure the remote server, where GRE encapsulated packets are sent, to perform flow processing.

Configuring Port Mirroring
hosted-services

port-mirroring

server-profile (Active Flow Monitoring)

Firewall Filter Nonterminating Actions




Configuring Actively Monitored Interfaces on M, MX and T Series
Routers

Configure the input interfaces and apply the firewall filter that you defined earlier. Unlike passive flow
monitoring, the input interfaces for active flow monitoring are not restricted, so you can select most
standard network interfaces (such as ATM1 or Ethernet-based interfaces) as the input.

If you configure active flow monitoring with sampling, you can configure an interface filter in place of a
firewall filter with the sampling statement at the [edit interfaces interface-name-fpc/pic/port unit unit-number
family inet] hierarchy level.

[edit]
interfaces {
$0-2/2/0 {
unit @ {
family inet {
filter {
input active_filter;
}
address 10.36.11.2/32 {
destination 10.36.11.1;
}
sampling {
(input | output | [input outputl);
}
}
}
}
}

Collecting Flow Records

Traffic flows can be exported in flow monitoring version 5, 8, and 9 formats for active flow monitoring.
The default export format for flow monitoring records is version 5. To change the export format to flow
monitoring version 8, include the version 8 statement at either the [edit forwarding-options accounting
name output flow-server flow-server-address] or the [edit forwarding-options sampling output flow-
server flow-server-address] hierarchy level. To change the export format to flow monitoring version 9,
include the version9 template template-name statement at the [edit forwarding-options sampling output
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flow-server flow-server-address ] hierarchy level. For more information on flow record formats, see
"Flow Monitoring Output Formats" on page 11.

To capture flow data generated by the Monitoring Services PIC, Adaptive Services PIC, or MultiServices
PIC and export it to a flow server, you can use one of the following active flow monitoring methods:

e "Configuring M, MX and T Series Routers for Discard Accounting with a Sampling Group" on page
90

e "Configuring M, MX and T Series Routers for Discard Accounting with an Accounting Group" on page
89

e "Configuring M, MX and T Series Routers for Discard Accounting with a Template" on page 92

e "Replicating M, MX and T Series Routing Engine-Based Sampling to Multiple Flow Servers" on page
96

e "Replicating Version 9 Flow Aggregation From M, MX and T Series Routers to Multiple Flow Servers"
on page 97

e "Configuring Routing Engine-Based Sampling on M, MX and T Series Routers for Export to Multiple
Flow Servers" on page 98

e "Configuring an Aggregate Export Timer on M, MX and T Series Routers for Version 8 Records" on
page 126

Configuring M, MX and T Series Routers for Discard Accounting with an
Accounting Group

To perform discard accounting on specified traffic, you can collect flow records with the accounting
statement at the [edit forwarding-options] hierarchy level. Like sampling, your topology must be simple
(for example, one input interface and one export interface).

Again, you can collect flow records by specifying input and output interfaces. You can configure the
input interface to perform discard accounting by applying a firewall filter that contains the then discard
accounting statement. This match condition directs the filtered traffic to be converted into flow records
and exported for analysis by the monitoring services or adaptive services interface. The original packets
are then sent to the discard process. For the output, remember to specify the IP address and port of
your flow server and the services interface you plan to use for processing flow records.

You must configure a source address, but the engine-id and engine-type output interface statements are
added automatically. You can override these values manually to track different flows with a single flow



collector. SNMP input and output interface index information is captured in flow records by default
when you configure discard accounting.

[edit]
forwarding-options {
accounting counterl {
output {
flow-inactive-timeout 65;
flow-active-timeout 65;
flow-server 10.60.2.1 {
port 2055;
version 8;
aggregation {
protocol-port;
source-destination-prefix;

}
}
interface sp-2/0/0 {
engine-id 1;
engine-type 11;
source-address 10.60.2.2;
}

Configuring M, MX and T Series Routers for Discard Accounting with a
Sampling Group

If your needs for active flow monitoring are simple, you can collect flow records with a sampling group.
Sampling does not require you to configure a monitoring group (as required in passive flow monitoring)
because you can configure flow server information in the sampling hierarchy. When you wish to sample
traffic, include the sampling statement at the [edit forwarding-options] hierarchy level.

The typical sampling configuration has one input interface and one export interface. The input interface
is activated by the then sample statement in a firewall filter term. This match condition directs traffic to
the sampling process. Alternatively, you can use an interface-based filter in place of a firewall filter if you
include the sampling statement at the [edit interfaces interface-name-foc/pic/port unit unit-number family inet]
hierarchy level.



There are two types of sampling available: PIC-based sampling and Routing Engine-based sampling. PIC-
based sampling occurs when a monitoring services or adaptive services interface is the target for the
output of the sampling process. To enable PIC-based sampling, include the interface statement at the
[edit forwarding-options sampling output] hierarchy level and specify a monitoring services or adaptive
services interface as the output interface. If an output interface is not specified in the sampling
configuration, sampling is performed by the Routing Engine.

To specify a flow server in a sampling configuration, include the flow-server statement at the [edit
forwarding-options sampling output] hierarchy level. You must specify the IP address, port number, and flow
monitoring version of the destination flow server. Routing Engine-based sampling supports flow
aggregation of up to eight flow servers (version 5 servers and version 8 only) at a time. The export
packets are replicated to all flow servers configured to receive them. In contrast, PIC-based sampling
allows you to specify just one version 5 flow server and one version 8 server simultaneously. Flow
servers operating simultaneously must have different IP addresses.

As part of the output interface statements, you must configure a source address. In contrast, the
interface-level statements of engine-id and engine-type are both added automatically. However, you can
override these values with manually configured statements to track different flows with a single flow
collector, as needed. When you configure sampling, SNMP input and output interface index information
is captured in flow records by default.

[edit]
forwarding-options {
sampling {
input {
rate 1;
}
family inet {
output {
flow-inactive-timeout 15;
flow-server 10.60.2.1 {
port 2055;
version 5;
}
interface sp-2/0/0 {
engine-id 5;
engine-type 55;

source-address 10.60.2.2;



Configuring M, MX and T Series Routers for Discard Accounting with a
Template

Flow monitoring version 9, which is based on RFC 3954, provides a way to organize flow data into
templates. Version 9 also provides a way to actively monitor IPv4, IPv6, MPLS, and peer AS billing
traffic. Version 9 is not supported on the AS-I PIC.

To activate templates in flow monitoring, you must configure a template and include that template in the
version 9 flow monitoring configuration. Version 9 does not work in conjunction with versions 5 and 8.

To configure a version 9 template, include the template template-name statement at the [edit services flow-
monitoring version9] hierarchy level. The Junos OS supports five different templates: ipv4-template,
ipv6-template, mpls-template, mpls-ipv4-template, and peer-as-billing-template. To view the fields
selected in each of these templates, see "Flow Monitoring Version 9 Format Output Fields" on page 26.

[edit services]
flow-monitoring {
version9 { # Specifies flow monitoring version 9.
template mpls { # Specifies template you are configuring.
template-refresh-rate {
packets 6000; # The default is 4800 packets and the range is 1-480000 packets.
seconds 90; # The default is 60 seconds and the range is 1-600 seconds.
}
option--refresh-rate {
packets 3000; # The default is 4800 packets and the range is 1-480000 # packets.
seconds 30; # The default is 60 seconds and the range is 1-600.
}
flow-active-timeout 60; # The default is 60 seconds and the range is # 10-600.
flow-inactive-timeout 30; # The default is 60 seconds and the range 10-600.
template-refresh-rate seconds 10; # The default is 60 seconds and the # range is 10-600
mpls-template {
label-positions [1 | 2 | 3]; # Specifies label position for the MPLS template.



You can export to multiple templates at a time to a maximum of eight flow servers for AS PICs and one
flow server for all other PICs. To assign a template to a flow output, include the template template-name
statement at the [edit forwarding options sampling output flow-server version9] hierarchy level:

[edit]
forwarding-options {
sampling {
input {
family mpls {
rate 1;

run-length 1;

}
}
output {
flow-server 10.60.2.1 { # The IP address and port of the flow server.
port 2055;
source-address 192.0.2.1;
version9 { # Records are sent to the flow server using version 9 format.
template { # Indicates a template will organize records.
mpls; # Records are sent to the MPLS template.
}
}
}
}

Defining a Firewall Filter on M, MX and T Series Routers to Select Traffic
for Active Flow Monitoring

The first step in active flow monitoring is to configure the match conditions for acceptable traffic or
quarantined traffic. Common match actions for active flow monitoring include sample, discard
accounting, port-mirror, and accept. To configure, include the desired action statements and a counter as
part of the then statement in a firewall filter and apply the filter to an interface.

In sampling, the router reviews a portion of the traffic and sends reports about this sample to the flow
monitoring server. Discard accounting traffic is counted and monitored, but not forwarded out of the
router. Port-mirrored traffic is copied and sent to another interface. Accepted traffic is forwarded to the
intended destination.



Most of these match combinations are valid. However, you can either port-mirror or sample with the
same traffic at the same time, but not perform more than one action simultaneously on the same
packets.

[edit]
firewall {
family inet {
filter active_filter {
term quarantined_traffic {
from {
source-address {
10.36.1.2/32;

}

then {
count quarantined-counter;
sample;

discard accounting;

}
}
term copy_and_forward_the_rest {
then {
port-mirror;
accept;
}
}



Processing IPv4 traffic on an M, MX or T Series Router Using Monitoring
services, Adaptive services or Multiservices Interfaces

You configure the monitoring services, adaptive services, or multiservices interfaces with the family inet
statement so they can process IPv4 traffic. However, you must remember that a monitoring services
interface uses an mo- prefix and adaptive services and multiservices interfaces use an sp- prefix.

[edit]
interfaces {
sp-2/0/0 {
unit 0 {
family inet {
address 10.36.100.1/32 {
destination 10.36.100.2;

Active flow monitoring records leave the router through an export interface to reach the flow

monitoring server.

[edit]
interfaces {
fe-1/0/0 {
unit @ {
family inet {
address 10.60.2.2/30;



Replicating M, MX and T Series Routing Engine-Based Sampling to
Multiple Flow Servers

Routing Engine-based sampling supports up to eight flow servers for both flow monitoring version 5 and
version 8 configurations. The total number of flow servers is limited to eight, regardless of how many are

configured for version 5 or version 8.

When you configure version 5 or version 8 sampling, the export packets are replicated to all flow servers
configured to receive them. If two flow servers are configured to receive version 5 records, both flow
servers will receive records for a specified flow.

NOTE: With Routing-Engine-based sampling, if multiple flow servers are configured with version
8 export format, all of them must use the same aggregation type (for example, all flow servers
receiving version 8 export could be configured for source-destination aggregation type).

The following configuration example allows replication of export packets to two flow servers.

[edit]
forwarding-options {
sampling {
input {
rate 1;
}
}
output {
flow-server 10.10.3.2 {
port 2055;
version 5;
source-address 192.168.164.119;

}
flow-server 172.17.20.62 {

port 2055;

version 5;

source-address 192.168.164.119;
}



Replicating Version 9 Flow Aggregation From M, MX and T Series
Routers to Multiple Flow Servers

With this feature, you can configure up to eight flow servers to receive packets for a version 9 flow
monitoring template. Once a flow server is configured to receive this data, it will also receive the
following periodic version 9 flow monitoring updates:

e Options data
o Template definition

With Routing Engine-based sampling, if multiple collectors are configured with version 8 export format,
all of them must use the same aggregation-type.

The option and template definition refresh period is configured on a per-template basis at the [edit
services flow-monitoring] hierarchy level.

The following configuration example allows replication of version 9 export packets to two flow servers.

forwarding-options {
sampling {
input {
family inet {
rate 1;

}
output {
flow-server 10.10.3.2 {
port 2055;
version9 {
template {
ipv4;

}
flow-server 172.17.20.62 {
port 2055;
version9 {
template {
ipv4;



flow-inactive-timeout 30;

flow-active-timeout 60;

interface sp-4/0/0 {
source-address 10.10.3.4;

Active Flow Monitoring Overview | 54

Active Flow Monitoring Overview | 53

Active Flow Monitoring Applications | 46

Replicating M, MX and T Series Routing Engine-Based Sampling to Multiple Flow Servers | 96

Configuring Routing Engine-Based Sampling on M, MX and T Series
Routers for Export to Multiple Flow Servers

Routing Engine-based sampling supports up to eight flow servers for both version 5 and version 8
configurations. The total number of collectors is limited to eight, regardless of how many are configured
for version 5 or version 8. When you configure sampling, the export packets are replicated to all
collectors configured to receive them. If two collectors are configured to receive version 5 records, both
collectors will receive records for a specified flow.

The following configuration example allows replication of export packets to two collectors.

forwarding-options {
sampling {
input {
family inet {
rate 1;

3
output {

cflowd 10.10.3.2 {
port 2055;



version 5;
source-address 192.168.164.119;

}
cflowd 172.17.20.62 {

port 2055;

version 5;

source-address 192.168.164.119;
}

Example: Copying Traffic to a PIC While an M, MX or T Series Router
Forwards the Packet to the Original Destination

IN THIS SECTION
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Verification | 122

Traffic sampling enables you to copy traffic to a Physical Interface Card (PIC) while the router forwards
the packet to its original destination. This example describes how to configure a router to perform
sampling on the Routing Engine using the sampled process. For this method, you configure a filter (input
or output) with a matching term that contains the then sample statement. In addition, for VPN routing and
forwarding (VRF) Routing Engine-based sampling, you configure a VRF routing instance that maps to an
interface. Each VRF instance corresponds with a forwarding table. Routes on the interface go into the
corresponding forwarding table.

For VRF Routing Engine-based sampling, the kernel queries the correct VRF route table based on the
ingress interface index for the received packet. For interfaces configured in VRF, the sampled packets
contain the correct input and output interface SNMP index, the source and destination AS numbers, and
the source and destination mask.



NOTE: With Junos OS Release 10.1, VRF Routing Engine-based sampling is performed only on
IPv4 traffic. You cannot use Routing Engine-based sampling on IPvé traffic or on MPLS label-
switched paths.

This example describes how to configure and verify VRF Routing Engine-based sampling on one router
in a four-router topology.

Requirements

This example uses the following hardware and software components:
e Junos OS Release 10.1 or later

e M Series, MX Series, or T Series router

Before you configure VRF Routing Engine-Based sampling on your router, be sure you have an active
connection between the routers on which you configure sampling. In addition, you need to have an
understanding of VRF to configure the interfaces and routing instances that form the basis of the
sampling configuration; and an understanding of the BGP, MPLS, and OSPF protocols to configure the
other routers in the network to bring up the sampling configuration.

Overview and Topology

IN THIS SECTION

Topology | 101

The scenario in this example illustrates VRF Routing Engine-based sampling configured on the PE1
router in a four-router network. The CE routers use BGP as the routing protocol to communicate with
the PE routers. MPLS LSPs pass traffic between the PE routers. Packets from the CE1 router are
sampled on the PE1 router. Regular traffic is forwarded to the original destination (the CE2 router).



Topology

Figure 16: Routing Engine-Based Sampling Network Topology
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In this configuration example, the VRF Routing Engine-based sampling is configured on the PE1 router
that samples the traffic that goes through the interface and routes configured in the VRF. The
configurations on the other three routers are included to show the sampling configuration on the PE1
router working in the context of a network.

To configure VRF Routing Engine-based sampling for the network example, perform these tasks:
Configuring the CE1 Router

Step-by-Step Procedure

In this step, you configure interfaces, routing options, protocols, and policy options for the CE1 router.
To configure the CE1 router:

003495



1. Configure one interface with two IP addresses. One address is for traffic to the PE1 router; the other
address is to check that traffic is flowing to the CE2 router:

[edit interfaces]
user@router-cel# set ge-1/3/2 unit @ family inet address 192.0.2.1/24
user@router-cel# set ge-1/3/2 unit @ family inet address 198.51.100.2/8

2. Configure the autonomous system to establish a connection between BGP peers:

[edit routing-options]
user@router-cel# set autonomous-system 95000

3. Configure BGP as the routing protocol between the CE router and the PE router:

[edit protocols]

user@router-cel# set bgp group to_r1 type external
user@router-cel# set bgp group to_r1 export my_lo@_addr
user@router-cel# set bgp group to_r1 peer-as 200
user@router-cel# set bgp group to_r1 neighbor 192.0.2.2

4. Configure the policies that ensure that the CE routers exchange routing information. In this example,
Router CE1 exchanges routing information with Router CE2:

[edit policy-options]

user@router-cel# set policy-statement my_lo@_addr term one from protocol direct
user@router-cel# set policy-statement my_lo0_addr term one from route-filter 10.255.15.32/32
exact

user@router-cel# set policy-statement my_lo0_addr term one then accept

user@router-cel# set policy-statement my_lo@_addr term four from protocol direct
user@router-cel# set policy-statement my_lo0_addr term four from route-filter 203.0.113.0/8
exact

user@router-cel# set policy-statement my_lo0_addr term four then accept



Results

The output below shows the configuration of the CE1 router:

[edit]

user@router-cel# show

[...Output Truncated...]

interfaces {

ge-1/3/2 {
unit @ {
family inet {

address 192.0.2.1/24;
address 198.51.100.2/8;

}
routing-options {
autonomous-system 95000;

}
protocols {
bgp {
group to_r1 {
type external;
export my_lo@_addr;
peer-as 200;
neighbor 192.0.2.2;
}
}
}

policy-options {
policy-statement my_lo@_addr {
term one {
from {
protocol direct;
route-filter 10.255.15.32/32 exact;
}
then accept;
}
term four {
from {

protocol direct;



route-filter 203.0.113.0/8 exact;
}

then accept;

Configuring the PE1 Router

Step-by-Step Procedure

In this step, you configure a filter with a matching term that contains the then sample statement and apply
the filter to the ingress interface. You also configure a VRF routing instance with import and export
policies. In addition, you configure interfaces, forwarding options, routing options, protocols, and policy
options for the PE1 router. To configure the PE1 router:

1. Create the fw firewall filter that is applied to the logical interface being sampled:

[edit firewall]

user@router-pel# set family inet filter fw term 1 from protocol tcp
user@router-pel# set family inet filter fw term 1 from port bgp
user@router-pel# set family inet filter fw term 1 then accept

user@router-pel# set family inet filter fw term 2 then sample

2. Configure two interfaces, one interface that connects to the CE1 router (ge-2/0/2), and another
that connects to the PE2 router (ge-2/0/0):

[edit interfaces]

user@router-pel# set ge-2/0/2 unit @ family inet address 192.0.2.2/24
user@router-pel# set ge-2/0/0 unit @ family inet address 192.168.20.1/24
user@router-pel# set ge-2/0/0 unit 0 family mpls

3. Enable MPLS on the interface that connects to the PE2 router (ge-2/0/0):

[edit interfaces]
user@router-pel# set ge-2/0/0 unit @ family mpls



4. On the interface that connects to the CE1 router, apply the fw filter that was configured in the
firewall configuration:

[edit interfaces]
user@router-pel# set ge-2/0/2 unit @ family inet filter input fw
user@router-pel# set ge-2/0/2 unit @ family inet filter output fw

5. Configure the management (fxp0Q) and loopback (lo0) interfaces:

[edit interfaces]
user@router-pel# set fxp@ unit @ family inet address 192.168.69.153/21
user@router-pel# set 1o@ unit 0 family inet address 127.0.0.1/32

6. Configure the sampled log file in the /var/log directory to record traffic sampling:

[edit forwarding-options]

user@router-pel# set sampling traceoptions file sampled
user@router-pel# set sampling traceoptions file world-readable
user@router-pel# set sampling traceoptions flag all

7. Specify the sampling rate and threshold value for traffic sampling:

[edit forwarding-options]

user@router-pel# set sampling input rate 1

user@router-pel# set sampling input run-length @
user@router-pel# set sampling input max-packets-per-second 20000

8. Specify active and inactive flow periods, and the router (198.51.100.2) that sends out the
monitored information:

[edit forwarding-options]

user@router-pel# set sampling family inet output flow-active-timeout 60
user@router-pel# set sampling family inet output flow-inactive-timeout 60
user@router-pel# set sampling family inet output flow-server 198.51.100.2 port 2055
user@router-pel# set sampling family inet output flow-server 198.51.100.2 local-dump
user@router-pel# set sampling family inet output flow-server 198.51.100.2 version 500



9. Configure the autonomous system to establish a connection between BGP peers:

[edit routing-options]
user@router-pel# set autonomous-system 200

10. Configure RSVP to support MPLS label-switched paths (LSPs) between the PE routers:

[edit protocols]
user@router-pel# set rsvp interface all
user@router-pel# set rsvp interface fxp0.0 disable

11. Configure an MPLS LSP from the PE1 router to the PE2 router:

[edit protocols]

user@router-pel# set mpls label-switched-path R1toR2 from 192.168.20.1
user@router-pel# set mpls label-switched-path R1toR2 to 192.168.20.2
user@router-pel# set mpls interface all

user@router-pel# set mpls interface fxp0.0 disable

12. Configure an internal BGP group for the PE routers. Include the family inet-vpn unicast statement to
enable BGP to carry network layer reachability information (NLRI) parameters and for BGP peers to
only carry unicast routes for forwarding:

[edit protocols]

user@router-pel# set bgp group to_r2 type internal

user@router-pel# set bgp group to_r2 local-address 192.168.20.1

user@router-pel# set bgp group to_r2 neighbor 192.168.20.2 family inet-vpn unicast

13. Configure OSPF as the interior gateway protocol (IGP) and to compute the MPLS LSPs:

user@router-pel# set ospf traffic-engineering
user@router-pel# set ospf area 0.0.0.0 interface all
user@router-pel# set ospf area 0.0.0.0 interface fxp0.0 disable



14. Create the extended community that is applied in the policy options configuration:

[edit policy-options]
user@router-pel# set community vpna-comm members target:200:100

15. Define the vpna-export routing policy that is applied in the vrf-export statement in the routing
instance configuration. Also, apply the vpna-comm community from which routes are learned:

[edit policy-options]

user@router-pel# set policy-statement vpna-export term one from protocol bgp
user@router-pel# set policy-statement vpna-export term one from protocol direct
user@router-pel# set policy-statement vpna-export term one then community add vpna-comm
user@router-pel# set policy-statement vpna-export term one then accept

user@router-pel# set policy-statement vpna-export term two then reject

16. Define the vpna-import routing policy that is applied in the vrf-import statement in the routing
instance configuration. Also, apply the vpna-comm community from which routes are learned:

[edit policy-options]

user@router-pel# set policy-statement vpna-import term one from protocol bgp
user@router-pel# set policy-statement vpna-import term one from community vpna-comm
user@router-pel# set policy-statement vpna-import term one then accept
user@router-pel# set policy-statement vpna-import term two then reject

17. Configure a VRF routing instance so that routes received from the provider edge-provider edge
(PE-PE) session can be imported into any of the instance’s VRF secondary routing tables:

[edit routing-instances]
user@router-pel#set vrf1 instance-type vrf set vrf1l interface ge-2/0/2.0
user@router-pel# set vrf1 route-distinguisher 10.255.15.51:1
user@router-pel# set vrf1 vrf-import vpna-import
user@router-pel# set vrf1 vrf-export vpna-export
user@router-pel# set vrf1 protocols bgp group customer type external
user@router-pel# set vrf1 protocols bgp group customer peer-as 95000
user@router-pel# set vrf1 protocols bgp group customer as-override
user@router-pel# set vrf1 protocols bgp group customer neighbor 192.168.30.1
user@router-pel# set vrf1 protocols bgp group customer neighbor 192.0.2.1



Results

Check the results of the configuration for the PE1 router:

user@router-pel> show configuration
[...Output Truncated...]

}
interfaces {
ge-2/0/0 {
unit 0 {

family inet {
address 192.168.20.1/24;

}
family mpls;
}
}
ge-2/0/2 {
unit @ {
family inet {
filter {
input fw;
output fw;
}
address 192.0.2.2/24;
}
}
}
fxpo {
unit @ {
family inet {
address 192.168.69.153/21;
}
}
}
100 {
unit 0 {
family inet {
address 127.0.0.1/32;
}
}
}



forwarding-options {
sampling {
traceoptions {

file sampled world-readable;

flag all;
}
input {
rate 1;
run-length 0;
max-packets-per-second 20000;
}

family inet {
output {
flow-inactive-timeout 60;
flow-active-timeout 60;
flow-server 198.51.100.2 {
port 2055;
local-dump;

version 500;

}
routing-options {
[...Output Truncated...]
autonomous-system 200;
}
protocols {
rsvp {
interface all;
interface fxp0.0 {
disable;

}
mpls {
label-switched-path R1toR2 {
from 192.168.20.1;
to 192.168.20.2;
}
interface all;
interface fxp0.0 {
disable;



}
bgp {
group to_r2 {
type internal;
local-address 192.168.20.1;
neighbor 192.168.20.2 {
family inet-vpn {
unicast;
}
}
}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;
}
}
}

}
policy-options {
policy-statement vpna-export {
term one {
from protocol [ bgp direct I;
then {
community add vpna-comm;

accept;

3
term two {

then reject;

}
policy-statement vpna-import {
term one {
from {
protocol bgp;
community vpna-comm;
}

then accept;



}
term two {

then reject;

}
}
community vpna-comm members target:200:100;
}
firewall {
family inet {
filter fw {
term 1 {
from {
protocol tcp;
port bgp;
}
then accept;
}
term 2 {
then sample;
}
}
}
}
routing-instances {
vrf1 {

instance-type vrf;
interface ge-2/0/2.0;
route-distinguisher 10.255.15.51:1;
vrf-import vpna-import;
vrf-export vpna-export;
protocols {
bgp {
group customer {
type external;
peer-as 95000;
as-override;
neighbor 192.168.30.1;
neighbor 192.0.2.1;



Configuring the PE2 Router

Step-by-Step Procedure

In this step, you configure a filter with a matching term that contains the then sample statement and apply
the filter to the ingress interface. You also configure a VRF routing instance with import and export
policies. In addition, you configure interfaces, forwarding options, routing options, protocols, and policy
options for the PE2 router. To configure the PE2 router:

1. Create the fw firewall filter that is applied to the logical interface being sampled:

[edit firewall]

user@router-pe2# set family inet filter fw term 1 from protocol tcp
user@router-pe2# set family inet filter fw term 1 from port bgp
user@router-pe2# set family inet filter fw term 1 then accept
user@router-pe2# set family inet filter fw term 2 then sample
user@router-pe2# set family inet filter fw term 2 then accept

2. Configure two interfaces, one interface that connects to the CE2 router (ge-3/1/2), and another
that connects to the PE1 router (ge-3/1/0):

[edit interfaces]

user@router-pe2# set ge-3/1/0 unit @ family inet address 192.168.20.2/24
user@router-pe2# set ge-3/1/0 unit @ family mpls

user@router-pe2# set ge-3/1/2 unit 0 family inet address 10.10.10.2/24

3. Enable MPLS on the interface that connects to the PE1 router (ge-3/1/0):

[edit interfaces]

user@router-pe2# set ge-3/1/0 unit @ family mpls



4. On the interface that connects to the CE2 router, apply the fw filter that was configured in the
firewall configuration:

[edit interfaces]
user@router-pe2# set ge-3/1/2 unit 0 family inet filter input fw
user@router-pe2# set ge-3/1/2 unit 0 family inet filter output fw

5. Configure the sampled log file in the /var/log directory to record traffic sampling:

[edit forwarding-options]
user@router-pe2# set sampling traceoptions file sampled
user@router-pe2# set sampling traceoptions file world-readable

user@router-pel# set sampling traceoptions flag all

6. Specify the sampling rate and threshold value for traffic sampling:

[edit forwarding-options]

user@router-pe2# set sampling input rate 1

user@router-pe2# set sampling input run-length 0
user@router-pe2# set sampling input max-packets-per-second 20000

7. Specify active and inactive flow periods, and the router (198.51.100.2) that sends out the
monitored information:

[edit forwarding-options]

user@router-pe2# set sampling family inet output flow-active-timeout 60
user@router-pe2# set sampling family inet output flow-inactive-timeout 60
user@router-pe2# set sampling family inet output flow-server 198.51.100.2 port 2055
user@router-pe2# set sampling family inet output flow-server 198.51.100.2 local-dump

user@router-pe2# set sampling family inet output flow-server 198.51.100.2 version 500

8. Configure the autonomous system to establish a connection between BGP peers:

[edit routing-options]
user@router-pe2# set autonomous-system 200



9. Configure RSVP to support MPLS label-switched paths (LSPs) between the PE routers:

[edit protocols]
user@router-pe2# set rsvp interface all
user@router-pe2# set rsvp interface fxp0.0 disable

10. Configure an MPLS LSP from the PE2 router to the PE1 router:

[edit protocols]

user@router-pe2# set mpls label-switched-path R2toR1 from 192.168.20.2
user@router-pe2# set mpls label-switched-path R2toR1 to 192.168.20.1
user@router-pe2# set mpls interface all

user@router-pe2# set mpls interface fxp0.0 disable

11. Configure an internal BGP group for the PE routers. Include the family inet-vpn unicast statement to
enable BGP to carry network layer reachability information (NLRI) parameters and for BGP peers to
only carry unicast routes for forwarding:

[edit protocols]

user@router-pe2# set bgp group to_r1 type internal

user@router-pe2# set bgp group to_r1 local-address 192.168.20.2

user@router-pe2# set bgp group to_r1 neighbor 192.168.20.1 family inet-vpn unicast

12. Configure OSPF as the interior gateway protocol (IGP) and to compute the MPLS LSPs:

[edit protocols]

user@router-pe2# set ospf traffic-engineering

user@router-pe2# set ospf area 0.0.0.0 interface all
user@router-pe2# set ospf area 0.0.0.0 interface fxp0.0 disable

13. Create the extended community that is applied in the policy options configuration:

[edit policy-options]
user@router-pe2# set community vpna-comm members target:200:100



14. Define the vpna-export routing policy that is applied in the vrf-export statement in the routing
instance configuration. Also, apply the vpna-comm community from which routes are learned:

[edit policy-options]

user@router-pe2# set policy-statement vpna-export term one from protocol bgp
user@router-pe2# set policy-statement vpna-export term one from protocol direct
user@router-pe2# set policy-statement vpna-export term one then community add vpna-comm
user@router-pe2# set policy-statement vpna-export term one then accept

user@router-pe2# set policy-statement vpna-export term two then reject

15. Define the vpna-import routing policy that is applied in the vrf-import statement in the routing
instance configuration. Also, apply the vpna-comm community from which routes are learned:

[edit policy-options]

user@router-pe2# set policy-statement vpna-import term one from protocol bgp
user@router-pe2# set policy-statement vpna-import term one from community vpna-comm
user@router-pe2# set policy-statement vpna-import term one then accept
user@router-pe2# set policy-statement vpna-import term two then reject

16. Configure a VRF routing instance so that routes received from the provider edge-provider edge
(PE-PE) session can be imported into any of the instance’s VRF secondary routing tables:

[edit routing-instances]
user@router-pe2# set vrf1 instance-type vrf

user@router-pe2# set vrf1 interface ge-3/1/2.0

user@router-pe2# set vrf1 route-distinguisher 10.255.19.12:1
user@router-pe2# set vrf1 vrf-import vpna-import

user@router-pe2# set vrf1 vrf-export vpna-export
user@router-pe2#set vrf1 protocols bgp group R3-R4 type external
user@router-pe2# set vrf1 protocols bgp group R3-R4 peer-as 65000
user@router-pe2# set vrf1 protocols bgp group R3-R4 as-override
user@router-pe2# set vrf1 protocols bgp group R3-R4 neighbor 10.10.10.1



Results

Check the results of the configuration for the PE2 router:

user@router-pe2> show configuration
[...Output Truncated...]

}
interfaces {
ge-3/1/0 {
unit 0 {
family inet {
address 192.168.20.2/24;
}
family mpls;
}
}
ge-3/1/2 {
unit @ {
family inet {
filter {
input fw;
output fw;
}
address 10.10.10.2/24;
}
}
}
}

forwarding-options {
sampling {
traceoptions {

file sampled world-readable;

flag all;
}
input {
rate 1;
run-length 0;
max-packets-per-second 20000;
}

family inet {
output {

flow-inactive-timeout 60;



flow-active-timeout 60;
flow-server 198.51.100.2 {
port 2055;
local-dump;

version 500;

}
routing-options {
[...Output Truncated...]
autonomous-system 200;
}
protocols {
rsvp {
interface all;
interface fxp0.0 {

disable;
}
}
mpls {
label-switched-path R2toR1 {
from 192.168.20.2;
to 192.168.20.1;
}
interface all;
interface fxp0.0 {
disable;
}
}
bgp {

group to_r1 {
type internal;
local-address 192.168.20.2;
neighbor 192.168.20.1 {
family inet-vpn {

unicast;

}
neighbor 192.0.2.1;



ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
policy-options {
policy-statement vpna-export {
term one {
from protocol [ bgp direct 1;
then {
community add vpna-comm;

accept;

}
term two {

then reject;

}
policy-statement vpna-import {
term one {
from {
protocol bgp;
community vpna-comm;

}
then accept;
}
term two {
then reject;
}
}
community vpna-comm members target:200:100;
}
firewall {
family inet {
filter fw {
term 1 {
from {

protocol tcp;



port bgp;
}
then accept;
}
term 2 {
then {
sample;

accept;

}
routing-instances {
vrf1 {
instance-type vrf;
interface ge-3/1/2.0;
route-distinguisher 10.255.19.12:1;
vrf-import vpna-import;
vrf-export vpna-export;
protocols {
bgp {
group R3-R4 {
type external;
peer-as 65000;
as-override;
neighbor 10.10.10.1;

Configuring the CE2 Router

Step-by-Step Procedure

In this step, you configure interfaces, routing options, protocols, and policy options for the CE2 router.
To configure the CE2 router:



1. Configure one interface with two IP addresses. One address is for traffic to the PE2 router and the
other address is to check that traffic is flowing from the CE1 router:

[edit interfaces]
user@router-ce2# set ge-0/1/2 unit 0 family inet address 10.10.10.1/24
user@router-ce2# set ge-0/1/2 unit 0 family inet address 10.4.4.4/16

2. Configure the autonomous system to establish a connection between BGP peers:

[edit routing-options]
user@router-cel# set autonomous-system 65000

3. Configure BGP as the routing protocol between the CE and the PE routers:

[edit protocols]

user@router-ce2# set bgp group R3-R4 type external
user@router-ce2# set bgp group R3-R4 export 13vpn-policy
user@router-ce2# set bgp group R3-R4 peer-as 200
user@router-ce2# set bgp group R3-R4 neighbor 10.10.10.2

4. Configure the policies that ensure that the CE routers exchange routing information. In this example,
Router CE2 exchanges routing information with Router CE1:

[edit policy-options]

user@router-ce2# set policy-statement 13vpn-policy term one from protocol direct
user@router-ce2# set policy-statement 13vpn-policy term one from route-filter
10.255.15.75/32 exact

user@router-ce2# set policy-statement 13vpn-policy term one then accept

user@router-ce2# set policy-statement 13vpn-policy term two from protocol direct
user@router-ce2# set policy-statement 13vpn-policy term two from route-filter 10.4.0.0/16

exact

user@router-ce2# set policy-statement 13vpn-policy term two then accept



Results

The output below shows the configuration of the CE2 router:

[edit]

user@router-ce2# show

[...Output Truncated...]

interfaces {

ge-0/1/2 {
unit @ {
family inet {

address 10.10.10.1/24;
address 10.4.4.4/16;

}
routing-options {
autonomous-system 65000;

}
protocols {
bgp {
group R3-R4 {
type external;
export 13vpn-policy;
peer-as 200;
neighbor 10.10.10.2;
}
}
}

policy-options {
policy-statement 13vpn-policy {
term one {
from {
protocol direct;
route-filter 10.255.15.75/32 exact;
}
then accept;
}
term two {
from {

protocol direct;



route-filter 10.4.0.0/16 exact;
}

then accept;

Verification
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After you have completed the configuration of the four routers, you can verify that traffic is flowing
from the CE1 router to the CE2 router, and you can observe the sampled traffic from two locations. To
confirm that the configuration is working properly, perform these tasks:

Verifying the Traffic Flow Between the CE Routers

Purpose

Use the ping command to verify traffic between the CE routers.

Action

From the CE1 router, issue the ping command to the CE2 router:

user@router-ce2> ping 10.4.4.4 source 198.51.100.2
PING 10.4.4.4 (10.4.4.4): 56 data bytes

64 bytes from 10.4.4.4: icmp_seq=0 ttl=64 time=0.861 ms
64 bytes from 10.4.4.4: icmp_seq=1 ttl=64 time=0.869 ms
64 bytes from 10.4.4.4: icmp_seq=2 ttl=64 time=0.786 ms
*C

--- 10.4.4.4 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss



round-trip min/avg/max/stddev = 0.786/0.839/0.869/0.037 ms

Meaning

The output from the ping command shows that the ping command was successful. Traffic is flowing

between the CE routers.

Verifying Sampled Traffic

Purpose

You can observe the sampled traffic using the show log sampled command from the CLI or from the router
shell using the tail -f /var/log/sampled command. In addition, you can collect the logs in a flowcollector.

The same information appears in the output of both commands and in the flow collector. For

information about using a flow collector, see “'Sending cflowd Records to Flow Collector Interfaces" on
page 239" and “"Example: Configuring a Flow Collector Interface on an M, MX or T Series Router" on

page 208

Action

From the PE1 router, use the show log sampled command:

user@router-pel> show log sampled

[..
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

19
19
19
19
19
19
19
19
19
19
19
19
19
19
19

.Output Truncated...]
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

Src addr: 198.51.100.2

Dst addr: 10.4.4.4

Nhop addr: 192.168.20.2

Input interface: 503 # SNMP index of the incoming interface on PE1
Output interface: 505 # SNMP index of the outgoing interface on PE1
Pkts in flow: 5

Bytes in flow: 420

Start time of flow: 602411369

End time of flow: 602415369

Src port: @

Dst port: 2048

TCP flags: 0x0

IP proto num: 1

TOS: 0x0

Src AS: 95000 # The autonomous system of CE1



Nov 16 23:24:19 Dst AS: 65000, ,,,,# The autonomous system of CE2
Nov 16 23:24:19 Src netmask len: 8

Nov 16 23:24:19 Dst netmask len: 16

Nov 16 23:24:19 cflowd header:

Nov 16 23:24:19  Num-records: 1

Nov 16 23:24:19 Version: 500

Nov 16 23:24:19 Flow seq num: 13

Nov 16 23:24:19 Sys Uptime: 602450382 (msecs)

Nov 16 23:24:19 Time-since-epoch: 1258413859 (secs)
Nov 16 23:24:19 Engine id: @

Nov 16 23:24:19 Engine type: 0

Nov 16 23:24:19 Sample interval: 1

[...Output Truncated...]

Meaning
The output from the show log sampled command shows the correct SNMP index for the incoming and

outgoing interfaces on the PE1 router. Also, the source and destination addresses for the autonomous
systems for the two CE routers are correct.

Cross Verifying Sampled Traffic

Purpose

You can also double check that the sampled traffic is the correct traffic by using the show interface
Interface-name-foc/pic/port.unit-number | match SN\NMP command and the show route route-name detail command.

Action

The following output is a cross check of the output in the "Verifying Sampled Traffic" on page 123 task:

user@router-pel> show interfaces ge-2/0/2.0 | match SNMP
Logical interface ge-2/0/2.0 (Index 76) (SNMP ifIndex 503)
Flags: SNMP-Traps 0x4000000 Encapsulation: ENET2

user@router-pel> show route 10.4.4.4 detail

vrf1.inet.@: 5 destinations, 5 routes (5 active, @ holddown, @ hidden)
10.4.0.0/16 (1 entry, 1 announced)



Meaning

*BGP

Preference: 170/-101

Route Distinguisher: 10.255.19.12:1

Next hop type: Indirect

Next-hop reference count: 6

Source: 192.168.20.2

Next hop type: Router, Next hop index: 659
Next hop: 192.168.20.2 via ge-2/0/0.0 weight 0x1, selected
Label operation: Push 299776

Protocol next hop: 192.168.20.2

Push 299776

Indirect next hop: 8e6f780 1048574

State: <Secondary Active Int Ext>

Local AS: 200 Peer AS: 200

Age: 3d 19:49:32 Metric2: 65535

Task: BGP_200.20.20.20.2+179

Announcement bits (3): 0-RT 1-BGP RT Background 2-KRT
AS path: 65000 I

AS path: Recorded

Communities: target:200:100

Import Accepted

VPN Label: 299776

Localpref: 100

Router ID: 10.10.10.2

Primary Routing Table bgp.13vpn.@

The output of the show interfaces ge-2/0/2.0 | match SNMP command shows that the SNMP ifIndex field has
the same value (503) as the output for the show log sampled command in the "Verifying Sampled Traffic" on
page 123 task, indicating that the intended traffic is being sampled.

The output of the show route 10.4.4.4 detail command shows that the source address 10.4.4.4, the source

mask (16), and the source AS (65000) have the same values as the output for the show log sampled
command in the "Verifying Sampled Traffic" on page 123 task, indicating that the intended traffic is

being sampled.

Configuring Traffic Sampling on MX, M and T Series Routers | 420



Configuring an Aggregate Export Timer on M, MX and T Series Routers
for Version 8 Records

When you use flow monitoring version 8 records for active flow monitoring, you can configure an
aggregate export timer. To configure this timer, include the aggregate-export-interval statement at the [edit
forwarding-options sampling output] hierarchy level. The timer value has a default minimum setting of 90
seconds and a maximum value of 1800 seconds.

[edit]
forwarding-options {
sampling {
output {
aggregate-export-interval duration,



I Example: Sampling Configuration for M, MX and T Series Routers
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Figure 17: Active Flow Monitoring—Sampling Configuration Topology Diagram
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In Figure 17 on page 127, traffic from Router 1 arrives on the monitoring router's Gigabit Ethernet

ge-2/3/0 interface. The exit interface on the monitoring router that leads to destination Router 2 is
ge-3/0/0. In active flow monitoring, both the input interface and exit interface can be any interface type
(such as SONET/SDH, Gigabit Ethernet, and so on). The export interface leading to the flow server is

fe-1/0/0.
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Configure a firewall filter to sample, count, and accept all traffic. Apply the filter to the input interface,
and configure the exit interface (for traffic forwarding), the adaptive services interface (for flow
processing), and the export interface (for exporting flow records).

Configure sampling at the [edit forwarding-options] hierarchy level. Include the IP address and port of the
flow server with the flow-server statement and specify the adaptive services interface to be used for flow
record processing with the interface statement at the [edit forwarding-options sampling] hierarchy level.

Router 1

[edit]
interfaces {
sp-2/0/0 { # This adaptive services interface creates the flow records.
unit @ {
family inet {
address 10.5.5.1/32 {
destination 10.5.5.2;

}
}
}
}
fe-1/0/0 { # This is the interface where records are sent to the flow
server.
unit @ {
family inet {
address 10.60.2.2/30;
}
}
}
ge-2/3/0 { # This is the input interface where all traffic enters the
router.
unit @ {
family inet {
filter {
input catch_all; # This is where the firewall filter
is applied.
}
address 10.1.1.1/20;
}
}
}

ge-3/0/0 { # This is the interface where the original traffic is forwarded.
unit 0 {



family inet {
address 10.2.2.1/24;

}
forwarding-options {
sampling { # Traffic is sampled and sent to a flow server.
input {
rate 1; # Samples 1 out of

X packets (here, a rate of 1 sample per packet).

}
family inet {
output {
flow-server 10.60.2.1 { # The IP address and port of the flow server.
port 2055;
version 5; # Records are sent to the flow server using version 5 format.
}
flow-inactive-timeout 15;
flow-active-timeout 60;
interface sp-2/0/0 { # Adding an interface here enables PIC-based sampling.
engine-id 5; # Engine statements are dynamic, but can be co