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About This Guide

Routing policies allow you to control the routing information between the routing protocols and the
routing tables and between the routing tables and the forwarding table. All routing protocols use the
Junos OS routing tables to store the routes that they learn and to determine which routes they should
advertise in their protocol packets. Routing policies also allow you to control which routes the routing
protocols store in and retrieve from the routing table.

Firewall filter policies allow you to control packets transiting the router to a network destination and
packets destined for and sent by the router. They provide a means of protecting your router from
excessive traffic transiting the router to a network destination or destined for the Routing Engine.
Firewall filters that control local packets can also protect your router from external incidents such as
denial-of-service attacks.

Day One: Configuring Junos Policies and Firewall Filters
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The Junos® operating system (Junos OS) provides a policy framework, which is a collection of Junos OS
policies that allows you to control flows of routing information and packets.



The Junos OS policy architecture is simple and straightforward. However, the actual implementation of
each policy adds layers of complexity to the policy as well as adding power and flexibility to your
router’s capabilities. Configuring a policy has a major impact on the flow of routing information or
packets within and through the router. For example, you can configure a routing policy that does not
allow routes associated with a particular customer to be placed in the routing table. As a result of this
routing policy, the customer routes are not used to forward data packets to various destinations and the
routes are not advertised by the routing protocol to neighbors.

Before configuring a policy, determine what you want to accomplish with it and thoroughly understand
how to achieve your goal using the various match conditions and actions. Also, make certain that you
understand the default policies and actions for the policy you are configuring.

Routing Policy and Firewall Filters

The policy framework is composed of the following policies:

e Routing policy—Allows you to control the routing information between the routing protocols and the
routing tables and between the routing tables and the forwarding table. All routing protocols use the
Junos OS routing tables to store the routes that they learn and to determine which routes they
should advertise in their protocol packets. Routing policy allows you to control which routes the
routing protocols store in and retrieve from the routing table.

o Firewall filter policy—Allows you to control packets transiting the router to a network destination and
packets destined for and sent by the router.

NOTE: The term firewall filter policy is used here to emphasize that a firewall filter is a policy
and shares some fundamental similarities with a routing policy. However, when referring to a
firewall filter policy in the rest of this manual, the term firewall filteris used.

Reasons to Create a Routing Policy

The following are typical circumstances under which you might want to preempt the default routing
policies in the routing policy framework by creating your own routing policies:

¢ You do not want a protocol to import all routes into the routing table. If the routing table does not
learn about certain routes, they can never be used to forward packets and they can never be
redistributed into other routing protocols.

¢ You do not want a routing protocol to export all the active routes it learns.

¢ You want a routing protocol to announce active routes learned from another routing protocol, which
is sometimes called route redistribution.



You want to manipulate route characteristics, such as the preference value, AS path, or community.
You can manipulate the route characteristics to control which route is selected as the active route to
reach a destination. In general, the active route is also advertised to a router’s neighbors.

You want to change the default BGP route flap-damping parameters.
You want to perform per-packet load balancing.

You want to enable c/ass of service (CoS).

Router Flows Affected by Policies

The Junos OS policies affect the following router flows:

Flow of routing information between the routing protocols and the routing tables and between the
routing tables and the forwarding table. The Routing Engine handles this flow. Routing information is
the information about routes learned by the routing protocols from a router’s neighbors. This
information is stored in routing tables and is subsequently advertised by the routing protocols to the
router’s neighbors. Routing policies allow you to control the flow of this information.

Flow of data packets in and out of the router’s physical interfaces. The Packet Forwarding Engine
handles this flow. Data packets are chunks of data that transit the router as they are being forwarded
from a source to a destination. When a router receives a data packet on an interface, it determines
where to forward the packet by looking in the forwarding table for the best route to a destination.
The router then forwards the data packet toward its destination through the appropriate interface.
Firewall filters allow you to control the flow of these data packets.

Flow of local packets from the router’s physical interfaces and to the Routing Engine. The Routing
Engine handles this flow. Local packets are chunks of data that are destined for or sent by the router.
Local packets usually contain routing protocol data, data for IP services such as Telnet or SSH, and
data for administrative protocols such as the Internet Control Message Protocol (ICMP). When the
Routing Engine receives a local packet, it forwards the packet to the appropriate process or to the
kernel, which are both part of the Routing Engine, or to the Packet Forwarding Engine. Firewall filters
allow you to control the flow of these local packets.

NOTE: In the rest of this chapter, the term packets refers to both data and local packets
unless explicitly stated otherwise.

Figure 1 on page 5 illustrates the flows through the router. Although the flows are very different from
each other, they are also interdependent. Routing policies determine which routes are placed in the



forwarding table. The forwarding table, in turn, has an integral role in determining the appropriate
physical interface through which to forward a packet.

Figure 1: Flows of Routing Information and Packets
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You can configure routing policies to control which routes the routing protocols place in the routing
tables and to control which routes the routing protocols advertise from the routing tables (see Figure 2
on page 6). The routing protocols advertise active routes only from the routing tables. (An active
routeis a route that is chosen from all routes in the routing table to reach a destination.)

You can also use routing policies to do the following:

e Change specific route characteristics, which allow you to control which route is selected as the active
route to reach a destination. In general, the active route is also advertised to a router’s neighbors.

e Change to the default BGP route flap-damping values.

e Perform per-packet load balancing.



e Enable class of service (CoS).

Figure 2: Routing Policies to Control Routing Information Flow
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You can configure firewall filters to control the following aspects of packet flow (see Figure 3 on page

7):

o Which data packets are accepted on and transmitted from the physical interfaces. To control the flow

of data packets, you apply firewall filters to the physical interfaces.

e Which local packets are transmitted from the physical interfaces and to the Routing Engine. To
control local packets, you apply firewall filters on the loopback interface, which is the interface to the

Routing Engine.



Firewall filters provide a means of protecting your router from excessive traffic transiting the router to a
network destination or destined for the Routing Engine. Firewall filters that control local packets can
also protect your router from external incidents such as denial-of-service attacks.

Figure 3: Firewall Filters to Control Packet Flow
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Control Points

All policies provide two points at which you can control routing information or packets through the
router (see Figure 4 on page 8). These control points allow you to control the following:

e Routing information before and after it is placed in the routing table.

e Data packets before and after a forwarding table lookup.



e Local packets before and after they are received by the Routing Engine. (Figure 4 on page 8
appears to depict only one control point but because of the bidirectional flow of the local packets,
two control points actually exist.)

Figure 4: Policy Control Points
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Because there are two control points, you can configure policies that control the routing information or
data packets before and after their interaction with their respective tables, and policies that control local
packets before and after their interaction with the Routing Engine. /mport routing policies control the
routing information that is placed in the routing tables, whereas export routing policies control the
routing information that is advertised from the routing tables. /nput firewall filters control packets that
are received on a router interface, whereas output firewall filters control packets that are transmitted
from a router interface.

Policy Components

All policies are composed of the following components that you configure:

e Match conditions—Criteria against which a route or packets are compared. You can configure one or
more criteria. If all criteria match, one or more actions are applied.

e Actions—What happens if all criteria match. You can configure one or more actions.

e Jerms—Named structures in which match conditions and actions are defined. You can define one or
more terms.

The policy framework software evaluates each incoming and outgoing route or packet against the match
conditions in a term. If the criteria in the match conditions are met, the defined action is taken.



In general, the policy framework software compares the route or packet against the match conditions in
the first term in the policy, then goes on to the next term, and so on. Therefore, the order in which you
arrange terms in a policy is relevant.

The order of match conditions within a term is not relevant because a route or packet must match all
match conditions in a term for an action to be taken.

Comparison of Routing Policies and Firewall Filters | 9
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Comparison of Routing Policies and Firewall Filters

Although routing policies and firewall filters share an architecture, their purposes, implementation, and
configuration are different. Table 1 on page 9 describes their purposes. Table 2 on page 10 compares
the implementation details for routing policies and firewall filters, highlighting the similarities and
differences in their configuration.

Table 1: Purpose of Routing Policies and Firewall Filters

Policies

Routing policies

Firewall filters

Source

Routing information is generated by internal
networking peers.

Packets are generated by internal and external
devices through which hostile attacks can be
perpetrated.

Policy Purpose

To control the size and content of the routing
tables, which routes are advertised, and which
routes are considered the best to reach various
destinations.

To protect your router and network from
excessive incoming traffic or hostile attacks
that can disrupt network service, and to
control which packets are forwarded from
which router interfaces.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html

Table 2: Implementation Differences Between Routing Policies and Firewall Filters

Policy
Architecture

Control points

Configuration
tasks:

e Define
policy

e Apply
policy

Terms

Routing Policy Implementation

Control routing information that is placed in
the routing table with an import routing policy
and advertised from the routing table with an
export routing policy.

Define a policy that contains terms, match
conditions, and actions.

Apply one or more export or import policies to
a routing protocol. You can also apply a policy
expression, which uses Boolean logical
operators with multiple import or export
policies.

You can also apply one or more export policies
to the forwarding table.

Configure as many terms as desired. Define a
name for each term.

Terms are evaluated in the order in which you
specify them.

Evaluation of a policy ends after a packet
matches the criteria in a term and the defined
or default policy action of accept or reject is
taken. The route is not evaluated against
subsequent terms in the same policy or
subsequent policies.

Firewall Filter Implementation

Control packets that are accepted on a router
interface with an input firewall filter and that
are forwarded from an interface with an output
firewall filter.

Define a policy that contains terms, match
conditions, and actions.

Apply one input or output firewall filter to a
physical interface or physical interface group to
filter data packets received by or forwarded to
a physical interface (on routing platforms with
an Internet Processor Il application-specific
integrated circuit [ASIC] only).

You can also apply one input or output firewall
filter to the routing platform’s loopback
interface, which is the interface to the Routing
Engine (on all routing platforms). This allows
you to filter local packets received by or
forwarded from the Routing Engine.

Configure as many terms as desired. Define a
name for each term.

Terms are evaluated in the order in which you
specify them.

Evaluation of a firewall filter ends after a
packet matches the criteria in a term and the
defined or default action is taken. The packet is
not evaluated against subsequent terms in the
firewall filter.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy
Architecture

Match
conditions

Routing Policy Implementation

Specify zero or more criteria that a route must
match. You can specify criteria based on
source, destination, or properties of a route.
You can also specify the following match
conditions, which require more configuration:

e Autonomous system (AS) path expression—
A combination of AS numbers and regular
expression operators.

e Community—A group of destinations that
share a common property.

e Prefix list—A named list of prefixes.
e Route list—A list of destination prefixes.

e Subroutine—A routing policy that is called
repeatedly from other routing policies.

Firewall Filter Implementation

Specify zero or more criteria that a packet must
match. You must match various fields in the
packet’s header. The fields are grouped into the
following categories:

e Numeric values, such as port and protocol
numbers.

e Prefix values, such as IP source and
destination prefixes.

e Bit-field values—Whether particular bits in
the fields are set, such as IP options,
Transmission Control Protocol (TCP) flags,
and IP fragmentation fields. You can specify
the fields using Boolean logical operators.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy
Architecture

Actions

Routing Policy Implementation

Specify zero or one action to take if a route
matches all criteria. You can specify the
following actions:

e Accept—Accept the route into the routing
table, and propagate it. After this action is
taken, the evaluation of subsequent terms
and policies ends.

e Reject—Do not accept the route into the
routing table, and do not propagate it. After
this action is taken, the evaluation of
subsequent terms and policies ends.

In addition to the preceding actions, you can
also specify zero or more of the following types
of actions:

e Next term—Evaluate the next term in the
routing policy.

e Next policy—Evaluate the next routing
policy.

e Actions that manipulate characteristics
associated with a route as the routing
protocol places it in the routing table or
advertises it from the routing table.

e Trace action, which logs route matches.

Firewall Filter Implementation

Specify zero or one action to take if a packet
matches all criteria. (We recommend that you
always explicitly configure an action.) You can
specify the following actions:

o Accept—Accept a packet.

e Discard—Discard a packet silently, without
sending an ICMP message.

e Reject—Discard a packet, and send an
ICMP destination unreachable message.

e Routing instance—Specify a routing table to
which packets are forwarded.

e Next term—Evaluate the next term in the
firewall filter.

NOTE: On Junos OS Evolved, next term
cannot appear as the last term of the
action. A filter term where next termis
specified as an action but without any
match conditions configured is not
supported.

In addition to zero or the preceding actions,
you can also specify zero or more action
modifiers. You can specify the following action
modifiers:

e Count—Add packet to a count total.

e Forwarding class—Set the packet
forwarding class to a specified value from 0
through 3.

e |Psec security association—Used with the
source and destination address match
conditions, specify an IP Security (IPsec)
security association (SA) for the packet.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy Routing Policy Implementation Firewall Filter Implementation
Architecture

e |log—Store the header information of a
packet on the Routing Engine.

e |oss priority—Set the packet loss priority
(PLP) bit to a specified value, O or 1.

e Policer—Apply rate-limiting procedures to
the traffic.

e Sample—Sample the packet traffic.

e Syslog—Log an alert for the packet.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy
Architecture

Default
policies and
actions

Routing Policy Implementation

If an incoming or outgoing route arrives and a
policy related to the route is not explicitly
configured, the action specified by the default
policy for the associated routing protocol is
taken.

The following default actions exist for routing
policies:

e |f a policy does not specify a match
condition, all routes evaluated against the
policy match.

e |f a match occurs but the policy does not
specify an accept, reject, next term, or next
policy action, one of the following occurs:

e The next term, if present, is evaluated.

e If no other terms are present, the next
policy is evaluated.

e |f no other policies are present, the
action specified by the default policy is
taken.

e If a match does not occur with a termin a
policy and subsequent terms in the same
policy exist, the next term is evaluated.

e |f a match does not occur with any terms in
a policy and subsequent policies exist, the
next policy is evaluated.

e [f a match does not occur by the end of a
policy and no other policies exist, the
accept or reject action specified by the
default policy is taken.

Firewall Filter Implementation

If an incoming or outgoing packet arrives on an
interface and a firewall filter is not configured
for the interface, the default policy is taken (the
packet is accepted).

The following default actions exist for firewall
filters:

o |[f a firewall filter does not specify a match
condition, all packets are considered to
match.

e |f a match occurs but the firewall filter does
not specify an action, the packet is
accepted.

e |f a match occurs, the defined or default
action is taken and the evaluation ends.
Subsequent terms in the firewall filter are
not evaluated, unless the next term action is
specified.

NOTE: On Junos OS Evolved, next term
cannot appear as the last term of the
action. A filter term where next termis
specified as an action but without any
match conditions configured is not
supported.

e [f a match does not occur with a termin a
firewall filter and subsequent terms in the
same filter exist, the next term is evaluated.

e |f a match does not occur by the end of a
firewall filter, the packet is discarded.
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Understanding the Algorithm Used to Load Balance Traffic on MX Series Routers

Prefix Prioritization Overview

Junos OS routes have a predetermined order for route installation. This is no longer sufficient as it is
sometimes required to prioritize certain routes or prefixes over others for better convergence or to
provide differentiated services. In a network with a large number of routes, it is sometimes important to
control the order in which routes get updated due to a change in the network topology. For example, it
would be useful to first update OSPF routes that correspond to an IBGP neighbor, and only then update
the rest of the OSPF routes. At a system level, Junos OS implements reasonable defaults based on
heuristics to determine the order in which routes get updated. However, the default behavior is not
always optimal. Prefix prioritization allows the user to control the order in which the routes get updated
from LDP or OSPF to rpd, and from rpd to kernel. In Junos OS Release 16.1 and later, you can control
the order in which the routes get updated from LDP or OSPF to rpd, and from rpd to kernel.

In Junos OS Release 16.1 and later, the Junos OS policy language is extended to let the user set the
relative priority high and low for prefixes via the existing protocol import policy. Based on the tagged
priority, the routes are placed in different priority queues. Routes that are not explicitly assigned a
priority are treated as medium priority. Within the same priority level, routes will continue to be updated
in lexicographic order. Prefix prioritization would need each supporting protocol to prioritize its routes
internally. Prefix prioritization ensures that high priority IGP and LDP routes get updated to the FIB
(forwarding table) before medium and low priority routes.

NOTE: There is an upper limit on how many high priority prefixes are allowed in the kernel. Not
more than 10,000 high priority prefixes can coexist in the kernel. If this threshold is crossed in
the kernel, then any new high priority prefix addition request will be considered as normal
priority. This is a “best effort” prioritization scheme and will not be handled if the kernel is highly
loaded.

Example: Configuring the Priority for Route Prefixes in the RPD Infrastructure | 412
Configuring Priority for Route Prefixes in RPD Infrastructure | 426
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Accounting of the Policer Overhead Attribute at the Interface Level

IN THIS SECTION
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A bandwidth profile (BWP) enforces limits on bandwidth utilization according to the service level
specification (SLS) that has been agreed upon by the subscriber and the service provider as part of the
service level agreement (SLA).There are two types of bandwidth profiles:

¢ Ingress Bandwidth Profile

e Egress Bandwidth Profile

Need for Policer Overhead adjustment

The Metro Ethernet Forum (MEF) Carrier Ethernet (CE) 2.0 set of standards has stringent requirements
for the bandwidth profile enforcement at the user network interface (UNI). MEF CE 2.0 certification
compliance allows only a 2 percent deviation from UNI commited or peak rate across all frame sizes.
This means that the policers should take into account the frame size at the UNI interface, including
frame checksum and excluding all additional overheads that might be added inside the service provider
network (such as S-VLANSs). Therefore, this translates into two customer requirements:

e Junos OS egress policers use frame length before output VLAN manipulation. If VLANs are added on
output, those extra bytes will not be counted. In order to address MEF CE 2.0 requirements, adjust
the length of the packet that is used for policing purposes for Junos egress policers that use frame
length before output VLAN manipulation. Therefore, if VLANSs are added on output, the extra bytes
will not be counted.

¢ In some network designs, bandwidth profile enforcement is implemented at the Layer 2 (L2) VPN
Provider Edge Router and not at the Ethernet access device (EAD) terminating the physical UNI
interface. The EAD typically adds an S-VLAN that identifies the port in the access network. The S-
VLAN that is added is considered internal to the service provider network and typically should not be
taken into account for bandwidth profile enforcement purposes at the Provider Edge device in both
ingress and egress directions. This also translates into a requirement to allow adjusting the packet
length used for policing purposes on ingress and egress.

In order to address these requirements, policer-overhead adjustment is defined on a per logical interface
(IFL)/direction granularity, which is the range of -16 bytes to +16 bytes. The policer-overhead adjustment



is applied for all the policers that take into account Layer 1 (L1) or L2 packet length that are exercised in
the specified IFL/direction, including corresponding logical interface family (IFF) feature policers, and is
applied only to interface or filter-based policers.

Policer Overhead Adjustment Applicability for Policers

The ingress or egress policer overhead adjustment configuration is applicable for the following types of

policers on ingress or egress IFL and IFF, respectively:

L2 two-color and three-color policers.
IFL-level policers (configured at the IFL or in a filter attached to IFL).

Family-level policers that use L2 packet length, or policers in filters attached to L2 IFF (family bridge,
vpls, ccc).

NOTE: The list is applicable for all types of policers, including regular two-color policers, three-
color policers, and hierarchical policers, provided that the policer operates on an L1 or L2 packet
length.

Ingress policer overhead adjustment configuration is applied to any policers attached to ingress L2
routing instances.

NOTE: Note that any IFF policer on the L3 family (inet inet6), which considers only L3 packet
length, will not consider this adjustment. The policer overhead adjustment value (+ve or -ve) is
added to the actual L2 packet length to obtain the number of bytes to charge the policer.
Therefore, this is used only as an intermediate value, and does not affect actual L2 packet length.
This feature is applied before VLAN normalization, and is independent of the egress-shaping-
overhead or ingress-shaping-overhead configuration under class of service.

policer-overhead-adjustment | 2546
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Configuring the Accounting of Policer Overhead in Interface Statistics

The Metro Ethernet Forum (MEF) Carrier Ethernet (CE) 2.0 set of standards has stringent requirements
to the bandwidth profile enforcement at the user-to-network interfaces (UNI). MEF CE 2.0 certification
compliance allows only a 2 percent deviation from UNI committed or peak rate across all frame sizes.
This means that the policers should take into account the frame size at the UNI interface, including
frame checksum and excluding all additional overheads that might be added inside the service provider
network (such as S-VLANS).

In order to address the MEF CE 2.0 stringent requirements to the bandwidth profile, policer-overhead
adjustment is defined on a per IFL or direction granularity. The policer-overhead adjustment is in the range
of -16 bytes to +16 bytes and is applied for all the policers that take into account Layer 1/ Layer 2
(L1/L2) packet length in the specified IFL or direction, including corresponding logical interface family
(IFF) feature policers.

To configure the policer-overhead:

1. At the [edit interfaces] hierarchy level in configuration mode, create the interface on which to add
the policer-overhead to input or output traffic.

[edit interfaces]
user@host# edit interfaces interface name

For example:

[edit interfaces interface namel
user@host# edit xe-0/1/6

2. Create the unit on which to add the policer overhead.

[edit interfaces unit]
[edit interfaces interface name unit wunit-number]

For example:

[edit interfaces unit]
user@host# edit xe-0/1/6 unit 0



3. Configure the policer-overhead for the ingress policer.

[edit interfaces interface name unit unit-number ]

user@host# set policer-overhead ingress value in bytes (-16..+16 bytes)

For example:

[edit xe-0/1/6 unit 0]
user@host# set policer-overhead ingress 10;

4. Configure the policer-overhead for the egress policer.

user@host# set policer-overhead egress value in bytes (-16..+16 bytes)

[edit xe-0/1/6 unit 0]
user@host# set policer-overhead egress 10;

5. Verify the configuration.

[edit interfaces]

user@host# show interfaces xe-0/1/6

xe-0/1/6 {
unit 0 {
policer-overhead {
ingress 10;
egress 10;
}
}
}

user@host>show interfaces xe-0/1/6
Physical interface: xe-0/1/6, Enabled, Physical link is Up

Interface index: 161, SNMP ifIndex: 544

Link-level type: Ethernet, MTU: 1514, MRU: 1522, LAN-PHY mode, Speed: 10Gbps, BPDU Error:
None, MAC-REWRITE Error: None,

Loopback: None, Source filtering: Disabled, Flow control: Enabled

Pad to minimum frame size: Disabled

Device flags : Present Running

Interface flags: SNMP-Traps Internal: 0x4000

Link flags : None



CoS queues : 8 supported, 8 maximum usable queues

Schedulers 10

Current address: 00:23:9c:fc:a8:58, Hardware address: 00:23:9c:fc:a8:58
Last flapped : 2015-09-13 20:12:36 PDT (14:21:57 ago)

Input rate : 0 bps (@ pps)

Output rate : 0 bps (0 pps)

Active alarms : None

Active defects : None

PCS statistics Seconds
Bit errors 0
Errored blocks 0

Link Degrade :
Link Monitoring : Disable
Interface transmit statistics: Disabled

Logical interface xe-0/1/6.0 (Index 339) (SNMP ifIndex 571)
Flags: Up SNMP-Traps 0x4004000 Encapsulation: ENET2
Policer overhead :

Ingress policer overhead : 10 bytes
Egress policer overhead : 10 bytes
Input packets : 0
Output packets: @
Protocol multiservice, MTU: Unlimited

Flags: Is-Primary

user@host> show interfaces xe-0/1/6.0
Logical interface xe-0/1/6.0 (Index 339) (SNMP ifIndex 571)
Flags: Up SNMP-Traps 0x4004000 Encapsulation: ENET2
Policer overhead :
Ingress policer overhead : 10 bytes
Egress policer overhead : 10 bytes
Input packets : 0
Output packets: @
Protocol multiservice, MTU: Unlimited

Flags: Is-Primary
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Understanding Routing Policies
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For some routing platform vendors, the flow of routes occurs between various protocols. If, for example,
you want to configure redistribution from RIP to OSPF, the RIP process tells the OSPF process that it
has routes that might be included for redistribution. In Junos OS, there is not much direct interaction
between the routing protocols. Instead, there are central gathering points where all protocols install
their routing information. These are the main unicast routing tables inet.0 and inet6.0.

From these tables, the routing protocols calculate the best route to each destination and place these
routes in a forwarding table. These routes are then used to forward routing protocol traffic toward a
destination, and they can be advertised to neighbors.

Importing and Exporting Routes

Two terms—import and export—explain how routes move between the routing protocols and the routing
table.

¢ When the Routing Engine places the routes of a routing protocol into the routing table, it is importing
routes into the routing table.

o When the Routing Engine uses active routes from the routing table to send a protocol advertisement,
it is exporting routes from the routing table.



NOTE: The process of moving routes between a routing protocol and the routing table is
described always from the point of view of the routing table. That is, routes are imported into
a routing table from a routing protocol and they are exported from a routing table to a routing
protocol. Remember this distinction when working with routing policies.

As shown in Figure 5 on page 22, you use import routing policies to control which routes are placed in
the routing table, and export routing policies to control which routes are advertised from the routing
table to neighbors.

Figure 5: Importing and Exporting Routes
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In general, the routing protocols place all their routes in the routing table and advertise a limited set of
routes from the routing table. The general rules for handling the routing information between the
routing protocols and the routing table are known as the routing policy framework.

The routing policy framework is composed of default rules for each routing protocol that determine
which routes the protocol places in the routing table and advertises from the routing table. The default
rules for each routing protocol are known as default routing policies.

You can create routing policies to preempt the default policies, which are always present. A routing
policy allows you to modify the routing policy framework to suit your needs. You can create and
implement your own routing policies to do the following:

e Control which routes a routing protocol places in the routing table.

e Control which active routes a routing protocol advertises from the routing table. An active routeis a
route that is chosen from all routes in the routing table to reach a destination.

eO01TO6



e Manipulate the route characteristics as a routing protocol places the route in the routing table or
advertises the route from the routing table.

You can manipulate the route characteristics to control which route is selected as the active route to
reach a destination. The active route is placed in the forwarding table and is used to forward traffic
toward the route’s destination. In general, the active route is also advertised to a router’s neighbors.

Active and Inactive Routes

When multiple routes for a destination exist in the routing table, the protocol selects an active route and
that route is placed in the appropriate routing table. For equal-cost routes, the Junos OS places multiple
next hops in the appropriate routing table.

When a protocol is exporting routes from the routing table, it exports active routes only. This applies to
actions specified by both default and user-defined export policies.

When evaluating routes for export, the Routing Engine uses only active routes from the routing table.
For example, if a routing table contains multiple routes to the same destination and one route has a
preferable metric, only that route is evaluated. In other words, an export policy does not evaluate all
routes; it evaluates only those routes that a routing protocol is allowed to advertise to a neighbor.

NOTE: By default, BGP advertises active routes. However, you can configure BGP to advertise
inactive routes, which go to the same destination as other routes but have less preferable
metrics.

Explicitly Configured Routes

An explicitly configured routeis a route that you have configured. Direct routes are not explicitly
configured. They are created as a result of IP addresses being configured on an interface. Explicitly
configured routes include aggregate, generated, local, and static routes. (An aggregate routeis a route
that distills groups of routes with common addresses into one route. A generated routeis a route used
when the routing table has no information about how to reach a particular destination. A /ocal routeis
an IP address assigned to a router interface. A static route is an unchanging route to a destination.)

The policy framework software treats direct and explicitly configured routes as if they are learned
through routing protocols; therefore, they can be imported into the routing table. Routes cannot be
exported from the routing table to the pseudoprotocol, because this protocol is not a real routing
protocol. However, aggregate, direct, generated, and static routes can be exported from the routing
table to routing protocols, whereas local routes cannot.



Dynamic Database

In Junos OS Release 9.5 and later, you can configure routing policies and certain routing policy objects in
a dynamic database that is not subject to the same verification required by the standard configuration
database. As a result, you can quickly commit these routing policies and policy objects, which can be
referenced and applied in the standard configuration as needed. BGP is the only protocol to which you
can apply routing policies that reference policies configured in the dynamic database. After a routing
policy based on the dynamic database is configured and committed in the standard configuration, you
can quickly make changes to existing routing policies by modifying policy objects in the dynamic
database. Because Junos OS does not validate configuration changes to the dynamic database, when
you use this feature, you should test and verify all configuration changes before committing them.

‘ Example: Configuring Dynamic Routing Policies

Protocol Support for Import and Export Policies

Table 3: Protocol Support for Import and Export Policies

Protocol Import Policy Export Policy Supported Levels

BGP Yes Yes Import: global, group, peer
Export: global, group, peer

DVMRP Yes Yes Global
IS-1S Yes Yes Export: global
LDP Yes Yes Global

MPLS No No -
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Table 3: Protocol Support for Import and Export Policies (Continued)

Protocol Import Policy Export Policy Supported Levels

OSPF Yes Yes Export: global

Import: external routes

only
PIM dense mode Yes Yes Global
PIM sparse mode Yes Yes Global
Pseudoprotocol—Explicitly configured Yes No Import: global
routes, which include the following:
e Aggregate routes
e Generated routes
RIP and RIPng Yes Yes Import: global, neighbor

Export: group

Example: Applying Routing Policies at Different Levels of the BGP
Hierarchy
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This example shows BGP configured in a simple network topology and explains how routing polices take
effect when they are applied at different levels of the BGP configuration.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION

Topology | 28

For BGP, you can apply policies as follows:

o BGP global import and export statements—Include these statements at the [edit protocols bgp]
hierarchy level (for routing instances, include these statements at the [edit routing-instances routing-
Instance-name protocols bgp] hierarchy level).

e Group import and export statements—Include these statements at the [edit protocols bgp group group-
name] hierarchy level (for routing instances, include these statements at the [edit routing-instances

routing-instance-name protocols bgp group group-name] hierarchy level).

e Peer import and export statements—Include these statements at the [edit protocols bgp group group-name
neighbor address] hierarchy level (for routing instances, include these statements at the [edit routing-

instances routing-instance-name protocols bgp group group-name neighbor address] hierarchy level).

A peer-level import or export statement overrides a group import or export statement. A group-level import
or export statement overrides a global BGP import or export statement.

In this example, a policy named send-direct is applied at the global level, another policy named
send-192.168.0.1 is applied at the group level, and a third policy named send-192.168.20.1 is applied at the
neighbor level.

user@host# show protocols
bgp {
local-address 172.16.1.1;
export send-direct;
group internal-peers {
type internal;
export send-192.168.0.1;



neighbor 172.16.2.2 {
export send-192.168.20.1;
}
neighbor 172.16.3.3;
}
group other-group {
type internal;
neighbor 172.16.4.4;

A key point, and one that is often misunderstood and that can lead to problems, is that in such a
configuration, only the most explicit policy is applied. A neighbor-level policy is more explicit than a
group-level policy, which in turn is more explicit than a global policy.

The neighbor 172.16.2.2 is subjected only to the send-192.168.20.1 policy. The neighbor 172.16.3.3,
lacking anything more specific, is subjected only to the send-192.168.0.1 policy. Meanwhile, neighbor
172.16.4.4 in group other-group has no group or neighbor-level policy, so it uses the send-direct policy.

If you need to have neighbor 172.16.2.2 perform the function of all three policies, you can write and
apply a new neighbor-level policy that encompasses the functions of the other three, or you can apply
all three existing policies, as a chain, to neighbor 172.16.2.2.



Topology

Figure 6 on page 28 shows the sample network.

Figure 6: Applying Routing Policies to BGP
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"CLI Quick Configuration" on page 28 shows the configuration for all of the devices in Figure 6 on page

28.

The section "No Link Title" on page 31 describes the steps on Device R1.

Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

28



Device R1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
192.
set
set
set
192.
set
set
set
set
set

interfaces fe-1/2/0 unit @ description to-R2

interfaces fe-1/2/0 unit @ family inet address 10.10.10.1/30

interfaces lo@ unit 0 family inet address 172.16.1.1/32

protocols bgp local-address 172.16.1.1

protocols bgp export send-direct

protocols bgp group internal-peers type internal

protocols bgp group internal-peers export send-static-192.168.0

protocols bgp group internal-peers neighbor 172.16.2.2 export send-static-192.168.20
protocols bgp group internal-peers neighbor 172.16.3.3

protocols bgp group other-group type internal

protocols bgp group other-group neighbor 172.16.4.4

protocols ospf area 0.0.0.0 interface 100.0 passive

protocols ospf area 0.0.0.0 interface fe-1/2/0.0

policy-options policy-statement send-direct term 1 from protocol direct
policy-options policy-statement send-direct term 1 then accept

policy-options policy-statement send-static-192.168.0 term 1 from protocol static
policy-options policy-statement send-static-192.168.0 term 1 from route-filter
168.0.0/24 orlonger

policy-options policy-statement send-static-192.168.0 term 1 then accept
policy-options policy-statement send-static-192.168.20 term 1 from protocol static
policy-options policy-statement send-static-192.168.20 term 1 from route-filter
168.20.0/24 orlonger

policy-options policy-statement send-static-192.168.20 term 1 then accept
routing-options static route 192.168.0.1/32 discard

routing-options static route 192.168.20.1/32 discard

routing-options router-id 172.16.1.1

routing-options autonomous-system 17

Device R2

set
set
set
set
set
set
set
set
set

interfaces fe-1/2/0 unit @ description to-R1

interfaces fe-1/2/0 unit @ family inet address 10.10.10.2/30
interfaces fe-1/2/1 unit @ description to-R3

interfaces fe-1/2/1 unit @ family inet address 10.10.10.5/30
interfaces 100 unit @ family inet address 172.16.2.2/32
protocols bgp group internal-peers type internal

protocols bgp group internal-peers local-address 172.16.2.2
protocols bgp group internal-peers neighbor 172.16.3.3
protocols bgp group internal-peers neighbor 172.16.1.1



set protocols bgp group internal-peers neighbor 172.16.4.4
set protocols ospf area 0.0.0.0 interface 100.0 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set routing-options router-id 172.16.2.2

set routing-options autonomous-system 17

Device R3

set interfaces fe-1/2/1 unit @ description to-R2

set interfaces fe-1/2/1 unit 0 family inet address 10.10.10.6/30
set interfaces fe-1/2/2 unit 0 description to-R4

set interfaces fe-1/2/2 unit 0 family inet address 10.10.10.9/30
set interfaces 100 unit @ family inet address 172.16.3.3/32

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers local-address 172.16.3.3
set protocols bgp group internal-peers neighbor 172.16.2.2

set protocols bgp group internal-peers neighbor 172.16.1.1

set protocols bgp group internal-peers neighbor 172.16.4.4

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set routing-options router-id 172.16.3.3

set routing-options autonomous-system 17

Device R4

set interfaces fe-1/2/2 unit 0 description to-R3

set interfaces fe-1/2/2 unit 0 family inet address 10.10.10.10/30
set interfaces 100 unit @ family inet address 172.16.4.4/32

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers local-address 172.16.4.4
set protocols bgp group internal-peers neighbor 172.16.2.2

set protocols bgp group internal-peers neighbor 172.16.1.1

set protocols bgp group internal-peers neighbor 172.16.3.3

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set routing-options router-id 172.16.4.4

set routing-options autonomous-system 17



Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User

Guide.

To configure an IS-IS default route policy:

1. Configure the device interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 0 description to-R2

user@1# set fe-1/2/0 unit 0 family inet address 10.10.10.1/30
user@R1# set 1lo@ unit 0 family inet address 172.16.1.1/32

2. Enable OSPF, or another interior gateway protocols (IGP), on the interfaces.

[edit protocols OSPF area 0.0.0.0]
user@1# set interface 100.0 passive
user@R1# set interface fe-1/2/0.0

3. Configure static routes.

[edit routing-options]
user@R1# set static route 192.168.0.1/32 discard
user@1# set static route 192.168.20.1/32 discard

4. Enable the routing policies.

[edit protocols policy-options]

user@R1#
user@R1#
user@R1#
user@R1#
orlonger
user@R1#
user@R1#
user@R1#

set
set
set
set

set
set
set

policy-statement
policy-statement
policy-statement
policy-statement

policy-statement
policy-statement
policy-statement

send-direct term 1 from protocol direct

send-direct term 1 then accept

send-static-192.168.0 term 1 from protocol static
send-static-192.168.0 term 1 from route-filter 192.168.0.0/24

send-static-192.168.0 term 1 then accept
send-static-192.168.20 term 1 from protocol static
send-static-192.168.20 term 1 from route-filter 192.168.20.0/24
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orlonger
user@R1# set policy-statement send-static-192.168.20 term 1 then accept

5. Configure BGP and apply the export policies.

[edit protocols bgp]

user@R1# set local-address 172.16.1.1

user@R1# set protocols bgp export send-direct

user@R1# set group internal-peers type internal

user@R1# set group internal-peers export send-static-192.168.0

user@R1# set group internal-peers neighbor 172.16.2.2 export send-static-192.168.20
user@R1# set group internal-peers neighbor 172.16.3.3

user@R1# set group other-group type internal

user@R1# set group other-group neighbor 172.16.4.4

6. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@1# set router-id 172.16.1.1
user@1# set autonomous-system 17

7. If you are done configuring the device, commit the configuration.

[edit]
user@1# commit

Results

From configuration mode, confirm your configuration by issuing the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 0 {
description to-R2;
family inet {
address 10.10.10.1/30;



}
}
lo0 {
unit 0 {
family inet {
address 172.16.1.1/32;
}
}
}

user@R1# show protocols
bgp {
local-address 172.16.1.1;
export send-direct;
group internal-peers {
type internal;
export send-static-192.168.0;
neighbor 172.16.2.2 {
export send-static-192.168.20;
}
neighbor 172.16.3.3;
}
group other-group {
type internal;
neighbor 172.16.4.4;

}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/2/0.0;
}
}

user@R1# show policy-options
policy-statement send-direct {
term 1 {



from protocol direct;

then accept;

}
}
policy-statement send-static-192.168.0 {
term 1 {
from {
protocol static;
route-filter 192.168.0.0/24 orlonger;
}
then accept;
}
}
policy-statement send-static-192.168.20 {
term 1 {
from {
protocol static;
route-filter 192.168.20.0/24 orlonger;
}
then accept;
}
}

user@R1# show routing-options
static {
route 192.168.0.1/32 discard;
route 192.168.20.1/32 discard;

}
router-id 172.16.1.1;

autonomous-system 17;

Verification
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Confirm that the configuration is working properly.

Verifying BGP Route Learning

Purpose

Make sure that the BGP export policies are working as expected by checking the routing tables.

Action

user@1> show route protocol direct

inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

172.16.1.1/32 *[Direct/0] 1d 22:19:47
> via 100.0

10.10.10.0/30 *[Direct/0] 1d 22:19:47

> via fe-1/2/0.0

user@1> show route protocol static

inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.1/32 *[Static/5] 02:20:03
Discard

192.168.20.1/32 *[Static/5] 02:20:03
Discard

user@R2> show route protocol bgp
inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.20.1/32 *[BGP/170] 02:02:40, localpref 100, from 172.16.1.1



AS path: I, validation-state: unverified
> to 10.10.10.1 via fe-1/2/0.0

user@R3> show route protocol bgp
inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.1/32 *[BGP/170] 02:02:51, localpref 100, from 172.16.1.1
AS path: I, validation-state: unverified
> to 10.10.10.5 via fe-1/2/1.0

user@R4> show route protocol bgp
inet.@: 9 destinations, 11 routes (9 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.1.1/32 [BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1
AS path: I, validation-state: unverified
> to 10.10.10.9 via fe-1/2/2.0
10.10.10.0/30 [BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1
AS path: I, validation-state: unverified
> to 10.10.10.9 via fe-1/2/2.0

Meaning

On Device R1, the show route protocol direct command displays two direct routes: 172.16.1.1/32 and
10.10.10.0/30. The show route protocol static command displays two static routes: 192.168.0.1/32 and
192.168.20.1/32.

On Device R2, the show route protocol bgp command shows that the only route that Device R2 has learned
through BGP is the 192.168.20.1/32 route.

On Device R3, the show route protocol bgp command shows that the only route that Device R3 has learned
through BGP is the 192.168.0.1/32 route.

On Device R4, the show route protocol bgp command shows that the only routes that Device R4 has
learned through BGP are the 172.16.1.1/32 and 10.10.10.0/30 routes.



Verifying BGP Route Receiving

Purpose

Make sure that the BGP export policies are working as expected by checking the BGP routes received
from Device R1.

Action

user@2> show route receive-protocol bgp 172.16.1.1
inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 192.168.20.1/32 172.16.1.1 100 I

user@R3> show route receive-protocol bgp 172.16.1.1
inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 192.168.0.1/32 172.16.1.1 100 I

user@4> show route receive-protocol bgp 172.16.1.1

inet.@: 9 destinations, 11 routes (9 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path

172.16.1.1/32 172.16.1.1 100 I

10.10.10.0/30 172.16.1.1 100 I
Meaning

On Device R2, the route receive-protocol bgp 172.16.1.1 command shows that Device R2 received only one
BGP route, 192.168.20.1/32, from Device R1.

On Device R3, the route receive-protocol bgp 172.16.1.1 command shows that Device R3 received only one
BGP route, 192.168.0.1/32, from Device R1.

On Device R4, the route receive-protocol bgp 172.16.1.1 command shows that Device R4 received two BGP
routes, 172.16.1.1/32 and 10.10.10.0/30, from Device R1.



In summary, when multiple policies are applied at different CLI hierarchies in BGP, only the most specific
application is evaluated, to the exclusion of other, less specific policy applications. Although this point
might seem to make sense, it is easily forgotten during router configuration, when you mistakenly
believe that a neighbor-level policy is combined with a global or group-level policy, only to find that your
policy behavior is not as anticipated.

Example: Configuring Policy Chains and Route Filters | 257
Example: Configuring a Policy Subroutine | 288
Example: Configuring Routing Policy Prefix Lists | 396

export

import

Default Routing Policies
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If an incoming or outgoing route or packet arrives and there is no explicitly configured policy related to
the route or to the interface upon which the packet arrives, the action specified by the default policy is
taken. A default policyis a rule or a set of rules that determine whether the route is placed in or
advertised from the routing table, or whether the packet is accepted into or transmitted from the router
interface.

You must be familiar with the default routing policies to know when you need to modify them to suit
your needs. Table 4 on page 39 summarizes the default routing policies for each routing protocol that
imports and exports routes. The actions in the default routing policies are taken if you have not explicitly
configured a routing policy. This table also shows direct and explicitly configured routes, which for the
purposes of this table are considered a pseudoprotocol. Explicitly configured routes include aggregate,
generated, and static routes.



Table 4: Default Import and Export Policies for Protocols

Importing or Exporting
Protocol

BGP

DVMRP

IGMP

IS-IS

LDP

MPLS

OSPF

PIM dense mode

Default Import Policy

Accept all received BGP IPv4 routes
learned from configured neighbors and
import into the inet.O routing table.
Accept all received BGP IPvé6 routes
learned from configured neighbors and
import into the inet6.0 routing table.

Accept all DVMRP routes and import
into the inet.1 routing table.

Import: accept all groups (regardless of
being attached to an interface). In
IGMP, there is no "export" from the
routing table into IGMP.

Accept all IS-IS routes and import into
the inet.0 and inet6.0 routing tables.
More information is available here:
import (Protocols 1S-IS)

Accept all LDP routes and import into
the inet.3 routing table.

Accept all MPLS routes and import into
the inet.3 routing table.

Accept all OSPF routes and import into
the inet.0 routing table. (You cannot
override or change this default policy.)

Accept all PIM dense mode routes and
import into the inet.1 routing table.

Default Export Policy

Readvertise all active BGP routes to all
BGP speakers, while following protocol-
specific rules that prohibit one IBGP
speaker from readvertising routes
learned from another IBGP speaker,
unless it is functioning as a route
reflector.

Accept and export active DVMRP
routes.

Reject everything. (The protocol uses
flooding to announce local routes and
any learned routes.)

Reject everything.

Accept and export active MPLS routes.

Reject everything. (The protocol uses
flooding to announce local routes and
any learned routes.)

Accept active PIM dense mode routes.
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Table 4: Default Import and Export Policies for Protocols (Continued)

Importing or Exporting Default Import Policy Default Export Policy

Protocol

PIM sparse mode Accept all PIM sparse mode routes and | Accept and export active PIM sparse
import into the inet.1 routing table. mode routes.

Pseudoprotocol: Accept all direct and explicitly The pseudoprotocol cannot export any
configured routes and import into the routes from the routing table because it

e Direct routes inet.0 routing table. is not a routing protocol.

e Explicitly configured Routing protocols can export these or

routes: any routes from the routing table.
e Aggregate routes

e Generated routes

e Static routes

RIP Accept all RIP routes learned from Reject everything. To export RIP routes,
configured neighbors and import into you must configure an export policy for
the inet.O routing table. RIP.

RIPng Accept all RIPng routes learned from Reject everything. To export RIPng
configured neighbors and import into routes, you must configure an export
the inet6.0 routing table. policy for RIPng.

Test policy Accept all routes. For additional information about test policy, see "Example:

Testing a Routing Policy with Complex Regular Expressions" on page 753.

OSPF and IS-IS Import Policies

For OSPF, import policies apply to external routes only. An external route is a route that is outside the
OSPF autonomous system (AS). For internal routes (routes learned from OSPF), you cannot change the
default import policy for OSPF. As link-state protocols, I1S-IS and OSPF exchange routes between
systems within an autonomous system (AS). All routers and systems within an AS must share the same
link-state database, which includes routes to reachable prefixes and the metrics associated with the
prefixes. If an import policy is configured and applied to 1S-1S or OSPF, some routes might not be learned



or advertised or the metrics for learned routes might be altered, which would make a consistent link-
state database impossible.

The default export policy for IS-IS and OSPF protocols is to reject everything. These protocols do not
actually export their internally learned routes (the directly connected routes on interfaces that are
running the protocol). Both 1S-1S and OSPF protocols use a procedure called flooding to announce local
routes and any routes learned by the protocol. The flooding procedure is internal to the protocol, and is
unaffected by the policy framework. Exporting can be used only to announce information from other
protocols, and the default is not to do so.

Automatic Export

For Layer 3 VPNs, the automatic export feature can be configured to overcome the limitation of local
prefix leaking and automatically export routes between local VPN routing and forwarding (VRF) routing
instances.

In Layer 3 VPNs, multiple CE routers can belong to a single VRF routing instance on a PE router. A PE
router can have multiple VRF routing instances. In some cases, shared services might require routes to
be written to multiple VRF routing tables, both at the local and remote PE router. This requires the PE
router to share route information among each configured VRF routing instance. This exchange of route
information is accomplished with custom vrf-export and vrf-import policies that utilize BGP extended
community attributes to create hub-and-spoke topologies. This exchange of routing information, such as
route prefixes, is known as prefix leaking.

The automatic export feature leaks prefixes between VRF routing instances that are locally configured
on a given PE router. The automatic export feature is enabled by using the auto-export statement.

Automatic export is always applied on the local PE router, because it takes care of only local prefix
leaking by evaluating the export policy of each VRF and determining which route targets can be leaked
locally. The standard VRF import and export policies still affect only the remote PE prefix leaking.

If the vrf-export policy examined by the automatic export does not have an explicit then accept action, the
automatic export essentially ignores the policy and, therefore, does not leak the route targets specified
within it.

Protocol Support for Import and Export Policies | 24

Technology Overview: Understanding the Auto Export Feature
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Example: Configuring a Conditional Default Route Policy
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This example shows how to configure a conditional default route on one routing device and redistribute
the default route into OSPF.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview
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In this example, OSPF area O contains three routing devices. Device R3 has a BGP session with an
external peer, for example, an Internet Service Provider (ISP).

To propagate a static route into BGP, this example includes the discard statement when defining the
route. The ISP injects a default static route into BGP, which provides the customer network with a
default static route to reach external networks. The static route has a discard next hop. This means that
if a packet does not match a more specific route, the packet is rejected and a reject route for this
destination is installed in the routing table, but Internet Control Message Protocol (ICMP) unreachable
messages are not sent. The discard next hop allows you to originate a summary route, which can be
advertised through dynamic routing protocols.

Device R3 exports the default route into OSPF. The route policy on Device R3 is conditional such that if
the connection to the ISP goes down, the default route is no longer exported into OSPF because it is no



longer active in the routing table. This policy prevents packets from being silently dropped without
notification (also known as null-route filtering).

This example shows the configuration for all of the devices and the step-by-step configuration on
Device R3.

Topology

Figure 7 on page 43 shows the sample network.

Figure 7: OSPF with a Conditional Default Route to an ISP

AREA 0.0.0.0
% fe-1/2/0
R2 10.0.1.2
fe-1/2/1 fe-1/2/1
10.0.00 10.0.11
ge-0/0/2 ge-0/0/2
Rp3 10.0.452 10.0.45.1
fe-1/2/0 fe-1/2/0
10.0.0.2 10.0.2.1
% fe-1/2/1
R1 10.0.2.2
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Device R1

interfaces fe-1/2/0
interfaces fe-1/2/0
interfaces fe-1/2/1
interfaces fe-1/2/1

protocols ospf area

set
set
set
set
set
set protocols ospf area

Device R2

interfaces fe-1/2/0
interfaces fe-1/2/0
interfaces fe-1/2/1
interfaces fe-1/2/1
protocols ospf area

set
set
set
set
set
set protocols ospf area

Device R3

fe-1/2/0
fe-1/2/0
fe-1/2/1
fe-1/2/1
ge-0/0/2
ge-0/0/2
bgp group
bgp group
bgp group

set interfaces

set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set
set

set

unit 0 description R1->R3
unit @ family inet address
unit 2 description R1->R2

unit 2 family inet address

0.0.0.0 interface fe-1/2/0.
.2

0.0.0.0 interface fe-1/2/1

unit 1 description R2->R1
unit 1 family inet address
unit 4 description R2->R3

unit 4 family inet address

0.0.0.0 interface fe-1/2/0.
.4

0.0.0.0 interface fe-1/2/1

R3->R2
address
R3->R1
address
R3->ISP
address

unit 3 description
unit 3 family inet
unit 5 description
unit 5 family inet
unit @ description
unit 0 family inet
ext type external
ext peer-as 64500
ext neighbor 10.0.45.1

ospf export gendefault
ospf area 0.0.0.0 interface fe-1/2/1.4
ospf area 0.0.0.0 interface fe-1/2/0.3

policy-options policy-statement gendefault term upstreamroutes from protocol bgp

10.0.1.2/30

10.0.0.1/30
0

10.0.0.2/30

10.0.2.2/30
1

10.0.2.1/30

10.0.1.1/30

10.0.45.2/30

policy-options policy-statement gendefault term upstreamroutes from as-path upstream

policy-options policy-statement gendefault term upstreamroutes from route-filter 0.0.0.0/0



upto /16

set
set
set
set
set

policy-options policy-statement gendefault term upstreamroutes then next-hop 10.0.45.1
policy-options policy-statement gendefault term upstreamroutes then accept
policy-options policy-statement gendefault term end then reject

policy-options as-path upstream "*64500 "

routing-options autonomous-system 64501

Device ISP

set
set
set
set
set
set
set
set
set

interfaces ge-0/0/2 unit 0 family inet address 10.0.45.1/30

protocols bgp group ext type external

protocols bgp group ext export advertise-default

protocols bgp group ext peer-as 64501

protocols bgp group ext neighbor 10.0.45.2

policy-options policy-statement advertise-default term 1 from route-filter 0.0.0.0/0 exact
policy-options policy-statement advertise-default term 1 then accept

routing-options static route 0.0.0.0/0 discard

routing-options autonomous-system 64500

Procedure

Step

-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R3:

1. Configure the interfaces.

[edit interfaces]

user@r3# set fe-1/2/0 unit 3 description R3->R2

user@3# set fe-1/2/0 unit 3 family inet address 10.0.2.1/30

user@R3# set fe-1/2/1 unit 5 description R3->R1

user@3# set fe-1/2/1 unit 5 family inet address 10.0.1.1/30

user@R3# set ge-0/0/2 unit @ description R3->ISP

user@r3# set ge-0/0/2 unit @ family inet address 10.0.45.2/30


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

2. Configure the autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 64501

3. Configure the BGP session with the ISP device.

[edit protocols bgp group ext]
user@r3# set type external
user@R3# set peer-as 64500
user@R3# set neighbor 10.0.45.1

4. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@r3# set interface fe-1/2/1.4
user@R3# set interface fe-1/2/0.3

5. Configure the routing policy.

[edit policy-options policy-statement gendefault]

user@r3# set term upstreamroutes from protocol bgp

user@R3# set term upstreamroutes from as-path upstream

user@r3# set term upstreamroutes from route-filter 0.0.0.0/0 upto /16
user@R3# set term upstreamroutes then next-hop 10.0.45.1

user@r3# set term upstreamroutes then accept

user@R3# set term end then reject

[edit policy-options]

user@r3# set as-path upstream "*64500 "

6. Apply the export policy to OSPF.

[edit protocols ospf]
user@r3# set export gendefault



7. If you are done configuring the device, commit the configuration.

[edit]
user@3# commit

Results

Confirm your configuration by issuing the show command. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@r3# show
interfaces {
fe-1/2/0 {
unit 3 {
description R3->R2;
family inet {
address 10.0.2.1/30;

}
}
}
fe-1/2/1 {
unit 5 {
description R3->R1;
family inet {
address 10.0.1.1/30;
}
}
}
ge-1/2/0 {
unit @ {
description R3->ISP;
family inet {
address 10.0.45.2/30;
}
}
}
}
protocols {
bgp {
group ext {

type external;



peer-as 64500;
neighbor 10.0.45.1;

}
}
ospf {
export gendefault;
area 0.0.0.0 {
interface fe-1/2/1.4;
interface fe-1/2/0.3;
}
}

}
policy-options {
policy-statement gendefault {
term upstreamroutes {
from {
protocol bgp;
as-path upstreanm;
route-filter 0.0.0.0/0 upto /16;

}
then {
next-hop 10.0.45.1;
accept;
}
}
term end {
then reject;
}

}

as-path upstream "*64500 ";
}
routing-options {

autonomous-system 64501;

Verification
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Confirm that the configuration is working properly.

Verifying That the Route to the ISP Is Working

Purpose

Make sure connectivity is established between Device R3 and the ISP’s router.

Action

user@r3> ping 10.0.45.1

PING 10.0.45.1 (10.0.45.1): 56 data bytes

64 bytes from 10.0.45.1: icmp_seq=0 ttl=64 time=1.185 ms
64 bytes from 10.0.45.1: icmp_seq=1 ttl=64 time=1.199 ms
64 bytes from 10.0.45.1: icmp_seq=2 ttl=64 time=1.186 ms

Meaning

The ping command confirms reachability.

Verifying That the Static Route Is Redistributed

Purpose

Make sure that the BGP policy is redistributing the static route into Device R3's routing table. Also make
sure that the OSPF policy is redistributing the static route into the routing tables of Device R1 and
Device R2.

Action

user@R3> show route protocol bgp

inet.@: 9 destinations, 10 routes (9 active, @ holddown, 1 hidden)



+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[BGP/170] 00:00:25, localpref 100

AS path: 64500 I
> t0 10.0.45.1 via ge-0/0/2.6

user@1> show route protocol ospf

inet.0: 7 destinations, 7 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[OSPF/150] 00:03:58, metric @, tag @
> to 10.0.1.1 via fe-1/2/0.0

10.0.2.0/30 *[OSPF/10] 03:37:45, metric 2

to 10.0.1.1 via fe-1/2/0.0
> t0 10.0.0.2 via fe-1/2/1.2
172.16.233.5/32 *[OSPF/10] 03:38:41, metric 1
MultiRecv

user@R2> show route protocol ospf
inet.@: 7 destinations, 7 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[OSPF/150] 00:04:04, metric 0, tag 0
> to 10.0.2.1 via fe-1/2/1.4

10.0.1.0/30 *[OSPF/10] 03:37:46, metric 2

to 10.0.0.1 via fe-1/2/0.1
> t0 10.0.2.1 via fe-1/2/1.4
172.16.233.5/32 *[OSPF/10] 03:38:47, metric 1
MultiRecv

Meaning

The routing tables contain the default 0.0.0.0/0 route. If Device R1 and Device R2 receive packets
destined for networks not specified in their routing tables, those packets will be sent to Device R3 for
further processing. If Device R3 receives packets destined for networks not specified in its routing table,
those packets will be sent to the ISP for further processing.



Testing the Policy Condition

Purpose

Deactivate the interface to make sure that the route is removed from the routing tables if the external
network becomes unreachable.

Action

user@r3> deactivate interfaces ge-0/0/2 unit @ family inet address 10.0.45.2/30
user@R3> commit

user@1> show route protocol ospf

inet.0: 6 destinations, 6 routes (6 active, © holddown, © hidden)
+ = Active Route, - = Last Active, * = Both

10.0.2.0/30 *[OSPF/10] 03:41:48, metric 2
to 10.0.1.1 via fe-1/2/0.0
> to 10.0.0.2 via fe-1/2/1.2
172.16.233.5/32 *[OSPF/10] 03:42:44, metric 1
MultiRecv

user@R2> show route protocol ospf
inet.0: 6 destinations, 6 routes (6 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

10.0.1.0/30 *[OSPF/10] 03:42:10, metric 2
to 10.0.0.1 via fe-1/2/0.1
> to 10.0.2.1 via fe-1/2/1.4
172.16.233.5/32 *[OSPF/10] 03:43:11, metric 1
MultiRecv

Meaning
The routing tables on Device R1 and Device R2 do not contain the default 0.0.0.0/0 route. This verifies

that the default route is no longer present in the OSPF domain. To reactivate the ge-0/0/2.6 interface,
issue the activate interfaces ge-0/0/2 unit @ family inet address 10.0.45.2/30 configuration mode command.



CHAPTER 2

Evaluating Routing Policies Using Match Conditions,
Actions, Terms, and Expressions
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How a Routing Policy Is Evaluated

Figure 8 on page 53 shows how a single routing policy is evaluated. This routing policy consists of
multiple terms. Each term consists of match conditions and actions to apply to matching routes. Each
route is evaluated against the policy as follows:



1. The route is evaluated against the first term. If it matches, the specified action is taken. If the action
is to accept or reject the route, that action is taken and the evaluation of the route ends. If the next
term action is specified, if no action is specified, or if the route does not match, the evaluation
continues as described in Step 2. If the next policy action is specified, any accept or reject action
specified in this term is skipped, all remaining terms in this policy are skipped, all other actions are
taken, and the evaluation continues as described in Step 3.

2. The route is evaluated against the second term. If it matches, the specified action is taken. If the
action is to accept or reject the route, that action is taken and the evaluation of the route ends. If the
next term action is specified, if no action is specified, or if the route does not match, the evaluation
continues in a similar manner against the last term. If the next policy action is specified, any accept or
reject action specified in this term is skipped, all remaining terms in this policy are skipped, all other
actions are taken, and the evaluation continues as described in Step 3.

3. If the route matches no terms in the routing policy or the next policy action is specified, the accept or
reject action specified by the default policy is taken. For more information about the default routing
policies, see "Default Routing Policies" on page 38.

Figure 8: Routing Policy Evaluation
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Each term can consist of two statements, from and to, that define match conditions:

In the from statement, you define the criteria that an incoming route must match. You can specify one or
more match conditions. If you specify more than one, all conditions must match the route for a match to
occur.

In the to statement, you define the criteria that an outgoing route must match. You can specify one or
more match conditions. If you specify more than one, all conditions must match the route for a match to
occur.



The order of match conditions in a term is not important, because a route must match all match
conditions in a term for an action to be taken.

Categories of Routing Policy Match Conditions

A match condition defines the criteria that a route must match. You can define one or more match
conditions. If a route matches all match conditions, one or more actions are applied to the route.

Match conditions fall into two categories: standard and extended. In general, the extended match
conditions are more complex than standard match conditions. The extended match conditions provide
many powerful capabilities. The standard match conditions include criteria that are defined within a
routing policy and are less complex than the extended match conditions, also called named match
conditions.

Extended match conditions are defined separately from the routing policy and are given names. You
then reference the name of the match condition in the definition of the routing policy itself.

Named match conditions allow you to do the following:

e Reuse match conditions in other routing policies.

e Read configurations that include complex match conditions more easily.

Named match conditions include communities, prefix lists, and AS path regular expressions.

Table 5 on page 54 describes each match condition, including its category, when you typically use it,
and any relevant notes about it. For more information about match conditions, see "Routing Policy
Match Conditions" on page 56.

Table 5: Match Condition Concepts

Match Condition Category When to Use Notes

AS path regular expression— | Extended (BGP only) Match a route based on its AS You use regular

A combination of AS path. (An AS path consists of the AS expressions to match
numbers and regular numbers of all routers a packet must go the AS path.
expression operators. through to reach a destination.) You can

specify an exact match with a particular
AS path or a less precise match.



Table 5: Match Condition Concepts (Continued))

Match Condition Category

Community—A group of Extended
destinations that share a

property. (Community

information is included as a

path attribute in BGP update

messages.)

Prefix list—A named list of IP | Extended

addresses.

Route list—A list of Extended

destination prefixes.

Standard—A collection of Standard
criteria that can match a

route.

When to Use

Match a group of destinations that share a
property. Use a routing policy to define a
community that specifies a group of
destinations you want to match and one
or more actions that you want taken on
this community.

Match a route based on prefix
information. You can specify an exact
match of a particular route only.

Match a route based on prefix
information. You can specify an exact
match of a particular route or a less
precise match.

Match a route based on one of the
following criteria: area ID, color, external
route, family, instance (routing), interface
name, level number, local preference,
metric, neighbor address, next-hop
address, origin, preference, protocol,
routing table name, or tag.

You can specify a match condition for
policies based on protocols by naming a
protocol from which the route is learned
or to which the route is being advertised.

Notes

Actions can be
performed on the entire
group.

You can create multiple
communities associated
with a particular
destination.

You can create match
conditions using regular
expressions.

You can specify a
common action only for
all prefixes in the list.

You can specify an
action for each prefix in
the route list or a
common action for all
prefixes in the route list.

None.



Table 5: Match Condition Concepts (Continued))

Match Condition Category When to Use

Subroutine—A routing policy | Extended Use an effective routing policy in other
that is called repeatedly from routing policies. You can create a

another routing policy. subroutine that you can call over and over

from other routing policies.

Each term can consist of two statements, from and to, that define match conditions:

Notes

The subroutine action
influences but does not
necessarily determine
the final action. For
more information, see
"How a Routing Policy
Subroutine Is Evaluated"
on page 286.

¢ In the from statement, you define the criteria that an /ncoming route must match. You can specify one
or more match conditions. If you specify more than one, all conditions must match the route for a

match to occur.

¢ In the to statement, you define the criteria that an outgoing route must match. You can specify one or
more match conditions. If you specify more than one, all conditions must match the route for a match

to occur.

The order of match conditions in a term is not important, because a route must match all match

conditions in a term for an action to be taken.

‘ Routing Policy Match Conditions | 56

Routing Policy Match Conditions

Each term in a routing policy can include two statements, from and to, to define the conditions that a

route must match for the policy to apply:

from {
family family-name;
match-conditions;
policy subroutine-policy-name;

prefix-list name;



route-filter destination-prefix match-type <actions>;

source-address-filter source-prefix match-type <actions>;

}
to {

match-conditions;

policy subroutine-policy-name;
}

In the from statement, you define the criteria that an incoming route must match. You can specify one or
more match conditions. If you specify more than one, they all must match the route for a match to

OocCcur.

The from statement is optional. If you omit the from, all routes are considered to match. All routes then
take the configured actions of the policy term.

In the to statement, you define the criteria that an outgoing route must match. You can specify one or
more match conditions. If you specify more than one, they all must match the route for a match to
occur. You can specify most of the same match conditions in the to statement that you can in the from
statement. In most cases, specifying a match condition in the to statement produces the same result as
specifying the same match condition in the from statement.

The to statement is optional. If you omit both the to and the from statements, all routes are considered to
match.

Table 6 on page 57 summarizes key routing policy match conditions.

Table 6: Summary of Key Routing Policy Match Conditions

Match Condition Description

aggregate-contributor Matches routes that are contributing to a configured aggregate. This match
condition can be used to suppress a contributor in an aggregate route.

area area-id Matches a route learned from the specified OSPF area during the exporting of
OSPF routes into other protocols.

as-path name Matches the name of the path regular expression of an autonomous systems
(AS). BGP routes whose AS path matches the regular expression are processed.



Table 6: Summary of Key Routing Policy Match Conditions (Continued)

Match Condition Description

color preference Matches a color value. You can specify preference values that are finer-grained
than those specified in the preference match conditions. The color value can be
a number from O through 4,294,967,295 (232 - 1). A lower number indicates a
more preferred route.

community Matches the name of one or more communities. If you list more than one name,
only one name needs to match for a match to occur. (The matching is
effectively a logical OR operation.)

external [type metric-typel Matches external OSPF routes, including routes exported from one level to
another. In this match condition, type is an optional keyword. The metric-type
value can be either 1 or 2. When you do not specify type, this condition
matches all external routes.

interface interface-name Matches the name or IP address of one or more router interfaces. Use this
condition with protocols that are interface-specific. For example, do not use
this condition with internal BGP (IBGP).

Depending on where the policy is applied, this match condition matches routes
learned from or advertised through the specified interface.

internal Matches a routing policy against the internal flag for simplified next-hop self
policies.
level level Matches the IS-IS level. Routes that are from the specified level or are being

advertised to the specified level are processed.

local-preference value Matches a BGP local preference attribute. The preference value can be from O
through 4,294,967,295 (232 - 1).

metric metric Matches a metric value. The metric value corresponds to the multiple exit

discriminator (MED), and metric2 corresponds to the IGP metric if the BGP next

metric2 metric hop runs back through another route.



Table 6: Summary of Key Routing Policy Match Conditions (Continued)

Match Condition Description

neighbor address Matches the address of one or more neighbors (peers).

For BGP export policies, the address can be for a directly connected or
indirectly connected peer. For all other protocols, the address is for the
neighbor from which the advertisement is received.

next-hop address Matches the next-hop address or addresses specified in the routing information
for a particular route. For BGP routes, matches are performed against each
protocol next hop.

origin value Matches the BGP origin attribute, which is the origin of the AS path
information. The value can be one of the following:
e egp—Path information originated from another AS.
e igp—Path information originated from within the local AS.

e incomplete—Path information was learned by some other means.

preference preference Matches the preference value. You can specify a primary preference value
(preference) and a secondary preference value (preference?). The preference
value can be a number from O through 4,294,967,295 (232 - 1). A lower
number indicates a more preferred route.

preference2 preference

NOTE: Do not set preference2 for BGP route-policy.

protocol protocol Matches the name of the protocol from which the route was learned or to
which the route is being advertised. It can be one of the following: aggregate,

bgp, direct, dvmrp, isis, local, ospf, pim-dense, pim-sparse, rip, ripng, or static.

route-type value Matches the type of route. The value can be either external or internal.

All conditions in the from and to statements must match for the action to be taken. The match conditions
defined in Table 7 on page 60 are effectively a logical AND operation. Matching in prefix lists and route
lists is handled differently. They are effectively a logical OR operation. If you configure a policy that
includes some combination of route filters, prefix lists, and source address filters, they are evaluated
according to a logical OR operation or a longest-route match lookup.



Table 7 on page 60 describes the match conditions available for matching an incoming or outgoing
route. The table indicates whether you can use the match condition in both from and to statements and
whether the match condition functions the same or differently when used with both statements. If a
match condition functions differently in a from statement than in a to statement, or if the condition
cannot be used in one type of statement, there is a separate description for each type of statement.
Otherwise, the same description applies to both types of statements.

Table 7 on page 60 also indicates whether the match condition is standard or extended. In general, the
extended match conditions include criteria that are defined separately from the routing policy
(autonomous system [AS] path regular expressions, communities, and prefix lists) and are more complex
than standard match conditions. The extended match conditions provide many powerful capabilities.
The standard match conditions include criteria that are defined within a routing policy and are less
complex than the extended match conditions.

Table 7: Complete List of Routing Policy Match Conditions

Match Condition Match Statement Description

Condition

Category
aggregate- Standard Match routes that are contributing to a configured aggregate. This match
contributor condition can be used to suppress a contributor in an aggregate route.
area area-id Standard (Open Shortest Path First [OSPF] only) Area identifier.

In a from statement used with an export policy, match a route learned from the
specified OSPF area when exporting OSPF routes into other protocols.

as-path name Extended (Border Gateway Protocol [BGP] only) Name of an AS path regular expression.
For more information, see "Understanding AS Path Regular Expressions for
Use as Routing Policy Match Conditions" on page 433.

as-path-group Extended (BGP only) Name of an AS path group regular expression. For more
group-name information, see "Understanding AS Path Regular Expressions for Use as
Routing Policy Match Conditions" on page 433.

color preference Standard Color value. You can specify preference values (color and color2) that are
color2 preference finer-grained than those specified in the preference and preference2 match
conditions. The color value can be a number in the range from O
through 4,294,967,295 (232 - 1). A lower number indicates a more preferred
route.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

community-count
value (equal |
orhigher |
orlower)

community

[ names ]

Match Statement Description

Condition

Category

Standard (BGP only) Number of community entries required for a route to match. The

count value can be a number in the range of O through 1,024. Specify one of
the following options:

e equal—The number of communities must equal this value to be considered
a match.

e orhigher —The number of communities must be greater than or equal to
this value to be considered a match.

e orlower—The number of communities must be less than or equal to this
value to be considered a match.

NOTE: If you configure multiple community-count statements, the matching is
effectively a logical AND operation.

NOTE: The community-count attribute only works with standard communities. It
does not work with extended communities.

This match condition is not supported for use with the To statement.

Extended Name of one or more communities. If you list more than one name, only one
name needs to match for a match to occur (the matching is effectively a
logical OR operation). For more information, see Understanding BGP
Communities, Extended Communities, and Large Communities as Routing
Policy Match Condiitions.

BGP EVPN routes have a set of extended communities carried in the BGP
update message path attribute, and as such, you can use extended
communities for filtering BGP EVPN routes. The information available
includes encapsulation type, mac-mobility information, EVPN split-horizon
label information, ES| mode, and etree leaf label.

Use the following syntax to specify BGP EVPN extended communities:
e community (type, in decimal format) vall:val2?

vall and val2 can be specified as [2 + 4] octets, or as [4 + 2] octets.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match
Condition
Category

external [ type Standard
metric-type

evpn-esi Standard
evpn-etag Standard
evpn-mac-route Standard
interface Standard

interface-name

level Jevel Standard

Statement Description

(OSPF and IS-IS only) Match IGP external routes. For 1S-IS routes, the external
condition also matches routes that are exported from one IS-IS level to
another. The type keyword is optional and is applicable only to OSPF external
routes. When you do not specify type, the external condition matches all IGP
external (OSPF and 1S-1S) routes. When you specify type, the external
condition matches only OSPF external routes with the specified OSPF metric
type. The metric type can either be 1 or 2.

To match BGP external routes, use the route-type match condition.

You can filter BGP EVPN routes on the basis of Ethernet Segment Identifiers
(ESls) information for routes types 1, 2, 4, 7, and 8, which are the only types
to include the ESI attribute in their prefix. (ES| values are encoded as 10-byte
integers and are used to identify a multihomed segment.)

You can filter BGP EVPN routes on the basis of EVPN tag information, which
is available from the prefix of the EVPN route. Requires EVPN be set in the
following CLI hierarchy:

e filter policy-options policy-statement name term name family

Filtering BGP EVPN type-2 routes based on if it has any IP address.

EVPN type-2 MAC routes can have IP address in the prefix along with MAC
address. The IP address carried in the MAC-IP route can be either IPv4 or
IPvé6 address. It is possible to filter out type-2 routes based on only if it has
only mac address or mac+ipv4 address or mac+ipvé address.

Name or IP address of one or more routing device interfaces. Do not use this
qualifier with protocols that are not interface-specific, such as IBGP.

Match a route learned from, or to be advertised to, one of the specified
interfaces. Direct routes match routes configured on the specified interface.

(Intermediate System-to-Intermediate System [IS-IS] only) IS-IS level.

Match a route learned from, or to be advertised to, a specified level.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

local-preference
value

mac-filter-list

multicast-scoping
(scoping-name |
number) <
(orhigher |
orlower) >

Match Statement Description

Condition

Category

Standard (BGP only) BGP local preference (LOCAL_PREFlocal-preference (add |

subtract) number) attribute. The preference value can be a number in the
range O through 4,294,967,295 (232 - 1).

Standard (BGP only) Named mac filter list. EVPN type-2 routes have mac address as
part of the prefix, which you can use to create a list of MAC addresses.

Standard Multicast scope value of IPv4 or IPvé multicast group address. The multicast-
scoping name corresponds to an IPv4 prefix. You can match on a specific
multicast-scoping prefix or on a range of prefixes. Specify orhigher to match
on a scope and numerically higher scopes, or orlower to match on a scope and
numerically lower scopes. For more information, see the Junos OS Multicast
Protocols User Guide.

You can apply this scoping policy to the routing table by including the scope-
policy statement at the [edit routing-options] hierarchy level.

The number value can be any hexadecimal number from O through F. The
multicast-scope value is a number from O through 15, or one of the following
keywords with the associated meanings:

e node-local (value=1)—No corresponding prefix
e link-local (value=2)—Corresponding prefix 224.0.0.0/24
e site-local (value=5)—No corresponding prefix

e ¢global (value=14)—Corresponding prefix 224.0.1.0 through
238.255.255.255

e organization-local (value=8)—Corresponding prefix 239.192.0.0/14


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-multicast/config-guide-multicast.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-multicast/config-guide-multicast.html

Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match Statement Description
Condition
Category
neighbor address Standard Address of one or more neighbors (peers).

For BGP, the address can be a directly connected or indirectly connected peer.

For BGP import policies, specifying to neighbor produces the same result as
specifying from neighbor.

For BGP export policies, specifying the neighbor match condition has no effect
and is ignored.

For all other protocols, the address is the neighbor from which the
advertisement is received, or for to statements, it matches the neighbor to
which the advertisement is sent.

NOTE: The neighbor address match condition is not valid for the Routing
Information Protocol (RIP).

next-hop Standard One or more next-hop addresses specified in the routing information for a
[ addresses ] particular route. A next-hop address cannot include a netmask. For BGP
routes, matches are performed against each protocol next hop.

next-hop-type Standard LDP generates a next hop based on RSVP and IP next hops available to use,
merged combined with forwarding-class mapping.

This match condition is not supported for use with the To statement.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

nlri-route-type

origin value

policy [ policy-
name ]

preference
preference
preference2
preference

Match Statement Description

Condition

Category

Standard Route type from NLRI 1 through NLRI 10. Multiple route types can be

specified in a single policy.

For EVPN, NLRI route types range from 1 to 8 (the first octet of the route
prefix in the BGP update message is the EVPN route type).

In addition to filtering on EVPN NLRI route types, you can also filter on IP
address or MAC address (mac-ip) that is embedded in the EVPN route prefix
for route types 2 and 5. To do so, use a prefix-list or route-filter for the
address.

When a type-5 route is created from a type 2 mac-ip advertisement that was
learned remotely, then the community that was learned from the type-2 route
advertisement is included in the new type-5 route. You can prevent this by
enabling the donot-advertise-community statement at the protocols evpn ip-

prefix-routes hierarchy.

Standard (BGP only) BGP origin attribute, which is the origin of the AS path
information. The value can be one of the following:

e egp—Path information originated in another AS.
e igp—Path information originated within the local AS.

e incomplete—Path information was learned by some other means.

Extended Name of a policy to evaluate as a subroutine.

For information about this extended match condition, see "Understanding
Policy Subroutines in Routing Policy Match Conditions" on page 282.

Standard Preference value. You can specify a primary preference value (preference) and
a secondary preference value (preference?). The preference value can be a
number from O through 4,294,967,295 (232 - 1). A lower number indicates a
more preferred route.

To specify even finer-grained preference values, see the color and color?
match conditions in this table.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match
Condition
Category

prefix-list Extended
prefix-1ist-name

ip-addresses

prefix-list-filter = Extended
prefix-1ist-name
match-type

protocol protocol | Standard

Statement Description

Named list of IP addresses. You can specify an exact match with incoming
routes.

For information about this extended match condition, see "Understanding
Prefix Lists for Use in Routing Policy Match Conditions" on page 392.

This match condition is not supported for use with the To statement.

This match condition is not supported for use with the To statement.

Named prefix list. You can specify prefix length qualifiers for the list of
prefixes in the prefix list.

When used with EVPN NRLI route types 2 and 5, the following are supported:
o from prefix-list-filter [ exact | longer | orlonger ]

For information about this extended match condition, see "Understanding
Prefix Lists for Use in Routing Policy Match Conditions" on page 392.

This match condition is not supported for use with the To statement.

Name of the protocol from which the route was learned or to which the route
is being advertised. It can be one of the following: access, access-internal,
aggregate, anchor, arp, bgp, bgp-1s-epe,bgp-static, direct, dvmrp, esis, evpn, frr,
isis, 1-isis, isis, 12-1earned-host-routing, 12circuit, 12vpn, 1dp, local, mpls,
msdp, ospf (matches both OSPFv2 and OSPFv3 routes), ospf2 (matches OSPFv2
routes only), ospf3 (matches OSPFv3 routes only), pim, rift, rip, ripng, route-
target, rsvp, spring-te, static, or vpls.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match Statement Description
Condition
Category
rib routing-table = Standard Name of a routing table. The value of routing-table can be one of the
following:

e inet.0—Unicast IPv4 routes
e jnstance-name inet.0—Unicast IPv4 routes for a particular routing instance
e inet.1—Multicast IPv4 routes

e inet.2—Unicast IPv4 routes for multicast reverse-path forwarding (RPF)
lookup

e inet.3—MPLS routes
e mpls.0—MPLS routes for label-switched path (LSP) next hops

e inet6.0—Unicast IPvé6 routes

route- Standard Name of the route-distinguisher (RD).

distinguisher . . L Lo
RD supports filtering BGP EVPN routes. The RD information is carried in the

prefix of the EVPN route.

route-filter Standard Named route filter or route filter list. You can specify prefix length qualifiers
route-filter-list for the list of routes in the route filter list.

When used with EVPN NRLI route types 2 and 5, the following are supported:

e from route-filter [ address-mask | exact | longer | orlonger | prefix-
length-range | through | upto ]

This match condition is not supported for use with the To statement.

rtf-prefix-list Extended (BGP only) Named list of route target prefixes for BGP route target filtering
name route-targets and proxy BGP route target filtering.

For information about this extended match condition, see Example:
Configuring an Export Policy for BGP Route Target Filtering for VPNS.

This match condition is not supported for use with the To statement.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match Statement Description

Condition

Category
source-address- Extended List of multicast source addresses. When specifying a source address, you can
filter specify an exact match with a specific route or a less precise match using

destination-prefix match types. You can configure either a common action that applies to the

entire list or an action associated with each prefix. For more information, see

match-type
. "Understanding Route Filters for Use in Routing Policy Match Conditions" on
<actions>
page 302.
This match condition is not supported for use with the To statement.
state (active | Standard (BGP export only) Match on the following types of advertised routes:
inactive)

e active—An active BGP route

e inactive—A route advertised to internal BGP peers as the best external
path even if the best path is an internal route

e inactive—A route advertised by BGP as the best route even if the routing
table did not select it to be an active route



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

tag string tag2

string

validation-
database

Match
Condition
Category

Standard

Standard

Statement Description

Tag value. You can specify two tag strings: tag (for the first string) and tag2.
These values are local to the router and can be set on configured routes or by
using an import routing policy.

You can specify multiple tags under one match condition by including the tags
within a bracketed list. For example: from tag [ tagl tag2 tag3 1;

For OSPF routes, thetag action sets the 32-bit tag field in OSPF external link-
state advertisement (LSA) packets.

For IS-IS routes, the tag action sets the 32-bit flag in the IS-IS IP prefix type
length values. (TLV).

OSPF stores the INTERNAL route's OSPF area ID in thetag? attribute.
However, for EXTERNAL routes, OSPF does not store anything in the
tag2attribute.

You can configure a policy term to set the tag2 value for a route. If the route,
already has a tag?2 value (for example, an OSPF route that stores area id in

tag2), then the original tag2 value is overwritten by the new value.

When the policy contains the "from area" match condition, for internal OSPF
routes, where tag? is set, based on the OSPF area- ID, the evaluation is
conducted to compare the tag? attribute with the area ID. For external OSPF

routes that do not have the tag2 attribute set, the match condition fails.

When BGP origin validation is configured, triggers a lookup in the route
validation database to determine if the route prefix is valid, invalid, or
unknown. The route validation database contains route origin authorization
(ROA) records that map route prefixes to expected originating autonomous
systems (ASs). This prevents the accidental advertisement of invalid routes.

See Configuring Origin Validation for BGP.

Understanding Prefix Lists for Use in Routing Policy Match Conditions | 392

Understanding Route Filters for Use in Routing Policy Match Conditions | 302


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp-origin-as-validation.html

Route Filter Match Conditions

When specifying a destination prefix, you can specify an exact match with a specific route, or a less
precise match by using match types. You can configure either a common reject action that applies to the
entire list, or an action associated with each prefix.

You can specify known invalid (“bad”) routes to ignore by specifying matches on destination prefixes.
Additionally, you can specify that “good” routes be processed in a particular way. For instance, you can
group traffic from specific source or destination addresses into forwarding classes to be processed using
the class of service (CoS) feature.

Table 8 on page 71 lists route list match types.



Table 8: Route List Match Types

Match Type

address-mask netmask-value

exact

longer

Match Conditions

All of the following are true:

e The bit-wise logical AND of the netmask-value pattern and
the incoming IPv4 or IPvé route address and the bit-wise
logical AND of the netmask-value pattern and the
destination-prefix address are the same. The bits set in the
netmask-value pattern do not need to be contiguous.

e The prefix-Ilengthcomponent of the incoming IPv4 or IPvé
route address and the prefix-length component of the

destination-prefix address are the same.

NOTE: The address-mask routing policy match type is valid only
for matching an incoming IPv4 (family inet) or IPvé6 (family
inet6) route address to a list of destination match prefixes

specified in a route-filter statement.

The address-mask routing policy match type enables you to
match an incoming IPv4 or IPvé route address on a configured
netmask address in addition to the length of a configured
destination match prefix. The length of the route address must
match exactly with the length of the configured destination
match prefix, as the address-mask match type does not support
prefix length variations for a range of prefix lengths.

When the longest-match lookup is performed on a route filter,
the lookup evaluates an address-mask match type differently
from other routing policy match types. The lookup does not
consider the length of the destination match prefix. Instead, the
lookup considers the number of contiguous high-order bits set
in the netmask value.

The route shares the same most-significant bits (described by
prefix-length), and prefix-lengthis equal to the route's prefix
length.

The route shares the same most-significant bits (described by
prefix-length), and prefix-lengthis greater than the route's
prefix length.



Table 8: Route List Match Types (Continued)

Match Type

orlonger

prefix-length-range prefix-Ilength2-prefix-

length3

through destination-prefix

upto prefix-Iength?

Summary of Routing Policy Actions | 90

Match Conditions

The route shares the same most-significant bits (described by
prefix-length), and prefix-lengthis equal to or greater than the
route's prefix length.

The route shares the same most-significant bits (described by
prefix-length), and the route's prefix length falls between prefix-
length2? and prefix-length3, inclusive.

All the following are true:

e The route shares the same most-significant bits (described by
prefix-length) of the first destination prefix.

e The route shares the same most-significant bits (described by
prefix-length) of the second destination prefix for the
number of bits in the prefix length.

e The number of bits in the route's prefix length is less than or
equal to the number of bits in the second prefix.

You do not use the through match type in most routing policy
configurations.

The route shares the same most-significant bits (described by
prefix-Iength) and the route's prefix length falls between prefix-
lengthand prefix-Ilength2.

Categories of Routing Policy Match Conditions | 54

Example: Rejecting Known Invalid Routes | 135

Example: Grouping Source and Destination Prefixes into a Forwarding Class | 664



Actions in Routing Policy Terms

IN THIS SECTION

Configuring Flow Control Actions | 74

Configuring Actions That Manipulate Route Characteristics | 75
Configuring the Default Action in Routing Policies | 86
Configuring a Final Action in Routing Policies | 88

Logging Matches to a Routing Policy Term | 89
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Each term in a routing policy can include a then statement, which defines the actions to take if a route
matches all the conditions in the from and to statements in the term:

then {

actions;

You can include this statement at the following hierarchy levels:
o [edit policy-options policy-statement policy-name term term-name]
o [edit logical-systems logical-system-name policy-options policy-statement policy-name term term-name]

If a term does not have from and to statements, all routes are considered to match, and the actions apply
to them all. For information about the from and to statements, see "Routing Policy Match Conditions" on
page 56.

You can specify one or more actions in the then statement. There are three types of actions:

¢ Flow control actions, which affect whether to accept or reject the route and whether to evaluate the
next term or routing policy.

e Actions that manipulate route characteristics.

e Trace action, which logs route matches.



NOTE: When you specify an action that manipulates the route characteristics, the changes
occur in a copy of the source route. The source route itself does not change. The effect of the
action is visible only after the route is imported into or exported from the routing table. To
view the source route before the routing policy has been applied, use the show route receive-
protocol command. To view a route after an export policy has been applied, use the show route
advertised-protocol command.

During policy evaluation, the characteristics in the copy of the source route always change
immediately after the action is evaluated. However, the route is not copied to the routing
table or a routing protocol until the policy evaluation is complete.

The then statement is optional. If you omit it, one of the following occurs:
e The next term in the routing policy, if one is present, is evaluated.
e If there are no more terms in the routing policy, the next routing policy, if one is present, is evaluated.

e If there are no more terms or routing policies, the accept or reject action specified by the default
policy is taken. For more information, see "Default Routing Policies" on page 38.

The following sections discuss these actions:

Configuring Flow Control Actions

Table 9 on page 74 lists the flow control actions. You can specify one of these actions along with the
trace action or one or more of the actions that manipulate route characteristics (see "Configuring
Actions That Manipulate Route Characteristics" on page 75).

Table 9: Flow Control Actions

Flow Control Description
Action
accept Accept the route and propagate it. After a route is accepted, no other terms in the routing

policy and no other routing policies are evaluated.

default-action Accept and override any action intrinsic to the protocol. This is a nonterminating policy action.
accept
reject Reject the route and do not propagate it. After a route is rejected, no other terms in the routing

policy and no other routing policies are evaluated.



Table 9: Flow Control Actions (Continued))

Flow Control
Action

default-action
reject

next term

next policy

sr-te-template

Description

Reject and override any action intrinsic to the protocol. This is a nonterminating policy action.

Skip to and evaluate the next term in the same routing policy. Any accept or reject action
specified in the then statement is skipped. Any actions in the then statement that manipulate
route characteristics are applied to the route.

next termis the default control action if a match occurs and you do not specify a flow control
action.

NOTE: On Junos OS Evolved, next term cannot appear as the last term of the action. A filter
term where next termis specified as an action but without any match conditions configured is
not supported.

Skip to and evaluate the next routing policy. Any accept or reject action specified in the then
statement is skipped. Any actions in the then statement that manipulate route characteristics
are applied to the route.

next policy is the default control action if a match occurs, you do not specify a flow control
action, and there are no further terms in the current routing policy.

Segment routing-traffic engineered (SR-TE) template to apply for PCE-initiated LSPs.

Configuring Actions That Manipulate Route Characteristics

You can specify one or more of the actions listed in Table 10 on page 75 to manipulate route

characteristics.

Table 10: Actions That Manipulate Route Characteristics

Action Description
add-path send-count path- (BGP only) Enable sending up to 20 BGP paths to a destination for a subset of add-
count path advertised prefixes.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

as-path-prepend as-path

as-path-expand last-as count
n

bgp-output-queue-priority

class class-name

Description

(BGP only) Affix one or more AS numbers at the beginning of the AS path. If
specifying more than one AS number, enclose the numbers in quotation marks
(“"). The AS numbers are added after the local AS number has been added to the
path. This action adds AS numbers to AS sequences only, not to AS sets. If the
existing AS path begins with a confederation sequence or set, the affixed AS
numbers are placed within a confederation sequence. Otherwise, the affixed AS
numbers are placed within a nonconfederation sequence. For more information,
see "Understanding Prepending AS Numbers to BGP AS Paths" on page 457.

In Junos OS Release 9.1 and later, you can specify 4-byte AS numbers as defined
in RFC 4893, BGP Support for Four-octet AS Number Space, as well as the 2-byte
AS numbers that are supported in earlier releases of the Junos OS.

(BGP only) Extract the last AS number in the existing AS path and affix that AS

number to the beginning of the AS path 7 times, where nis a number from
1 through 32.

The AS number is added before the local AS number has been added to the path.
This action adds AS numbers to AS sequences only, not to AS sets. If the existing
AS path begins with a confederation sequence or set, the affixed AS numbers are
placed within a confederation sequence. Otherwise, the affixed AS numbers are
placed within a non-confederation sequence. This option is typically used in non-
IBGP export policies.

NOTE: Starting in Junos OS Release 17.3, it is possible to commit a null
configuration for the count value, and if so, Junos will convert the null to a 1 count
rather than a O count, or disallowing the commit. The effect of having your as-
path-expand count equal one is that such an as-pathis longer, and therefore less
preferable. We recommend that you either explicitly set the as-path-expand count,
or delete the unused setting to avoid any unexpected behavior.

(BGP only) Set the output priority queue used for this route. There are 17
prioritized output queues: an expedited queue that is the highest priority, and 16
numbered queues where 1 is the lowest priority and 16 is the highest.

(Class of service [CoS] only) Apply the specified class-of-service parameters to
routes installed into the routing table. For more information, see the Junos OS
Class of Service User Guide for Routing Devices.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

color preference color2
preference

color (add | subtract) number
color2 (add | subtract)
number

community (+ | add) [ names ]

community (- | delete)

[ names 1

community (= | set) [ names ]

cos-next-hop-map map-name

Description

Set the preference value to the specified value. The color and color2 preference
values are even more fine-grained than those specified in the preference and
preference? actions. The color value can be a number in the range from 0O

through 4,294,967,295 (232 - 1). A lower number indicates a more preferred
route.

If you set the preference with the color action, the value is internal to Junos OS
and is not transitive.

Change the color preference value by the specified amount. If an addition
operation results in a value that is greater than 4,294,967,295 (232 - 1), the value
is set to 232 - 1. If a subtraction operation results in a value less than 0, the value
is set to 0. If an attribute value is not already set at the time of the addition or
subtraction operation, the attribute value defaults to a value of O regardless of the
amount specified. If you perform an addition to an attribute with a value of 0, the
number you add becomes the resulting attribute value.

(BGP only) Add the specified communities to the set of communities in the route.
For more information, see Understanding BGP Communities, Extended
Communities, and Large Communities as Routing Policy Match Condlitions.

(BGP only) Delete the specified communities from the set of communities in the
route. For more information, see Understanding BGP Communities, Extended
Communities, and Large Communities as Routing Policy Match Condlitions.

(BGP only) Replace any communities that were in the route in with the specified
communities. For more information, see Understanding BGP Communities,
Extended Communities, and Large Communities as Routing Policy Match
Conditions.

Set CoS-based next-hop map in forwarding table.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

damping name

destination-class
destination-class-name

external type metric

Description

(BGP only) Apply the specified route-damping parameters to the route. These
parameters override the default damping parameters. This action is useful only in

an import policy, because the damping parameters affect the state of routes in the

routing table.

To apply damping parameters, you must enable BGP flap damping as described in
the Junos OS Routing Protocols Library for Routing Devices, and you must create
a named list of parameters as described in "Using Routing Policies to Damp BGP
Route Flapping" on page 591.

Maintain packet counts for a route passing through your network, based on the
destination address in the packet. You can do the following:

e Configure group destination prefixes by configuring a routing policy.

e Apply that routing policy to the forwarding table with the corresponding
destination class.

e Enable packet counting on one or more interfaces by including the
destination-class-usage statement at the [edit interfaces interface-name unit
logical-unit-number family inet accounting] hierarchy level (see the Junos OS
Class of Service User Guide for Routing Devices).

e View the output by using one of the following commands: show interfaces
destination-class (all | destination-class-name logical-interface-name), show
interfaces interface-name extensive, or show interfaces interface-name
statistics (see the CLI Explorer).

e To configure a packet count based on the source address, use the source-class

statement described in this table.

Set the external metric type for routes exported by OSPF. You must specify the
keyword type.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html
https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

forwarding-class forwarding-
class-name

install-nexthop <strict> 1sp
Isp-name

install-to-fib

load-balance consistent-hash

load-balance destination-ip-
only

load-balance per-packet

Description

Create the forwarding class that includes packets based on both the destination
address and the source address in the packet. You can do the following:

e Configure group prefixes by configuring a routing policy.

e Apply that routing policy to the forwarding table with the corresponding
forwarding class.

e Enable packet counting on one or more interfaces by using the procedure
described in either the destination-class or source-class actions defined in this
table.

Choose which next hops, among a set of equal LSP next hops, are installed in the
forwarding table. Use the export policy for the forwarding table to specify the LSP
next hop to be used for the desired routes. Specify the strict option to enable
strict mode, which checks to see if any of the LSP next hops specified in the policy
are up. If none of the specified LSP next hops are up, the policy installs the discard
next hop.

For PTX Series routers only, override the default BGP routing policy. For more
information, see Example: Overriding the Default BGP Routing Policy on PTX
Series Packet Transport Routers.

(BGP only) For MX Series routers with modular port concentrators (MPCs) and for
QFX10000 switches only, specify consistent load balancing for one or more IP
addresses. This feature preserves the affinity of a flow to a path in an equal-cost
multipath (ECMP) group when one or more next-hop paths fail. Only flows for
paths that are inactive are redirected. Flows mapped to servers that remain active
are maintained.

Calculate load balancing hash based solely on destination IP address. This allows a
service provider to direct traffic toward a specific content server in per-subscriber
aware environments.

(For export to the forwarding table only) Install all next-hop addresses in the
forwarding table and have the forwarding table perform per-packet load
balancing. This policy action allows you to optimize VPLS traffic flows across
multiple paths. For more information, see Configuring Per-Packet Load Balancing.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/policy-default-packet-transport.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/policy-default-packet-transport.html

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

load-balance per-prefix

load-balance source-ip-only

local-preference value

local-preference (add |
subtract) number

map-to-interface (interface-
name | self)

Description

For PTX Series routers only, override the default per-packet load balancing routing
policy for BGP. For more information, see Example: Overriding the Default BGP
Routing Policy on PTX Series Packet Transport Routers.

Calculate load balancing hash based solely on source IP address. This allows a
service provider to direct traffic toward a specific content server in per-subscriber
aware environments.

(BGP only) Set the BGP local preference (LOCAL_PREF) attribute. The preference
value can be a number in the range from O through 4,294,967,295 (232 - 1).

Change the local preference value by the specified amount. If an addition
operation results in a value that is greater than 4,294,967,295 (232 - 1), the value
is set to 232 - 1. If a subtraction operation results in a value less than 0, the value
is set to 0. If an attribute value is not already set at the time of the addition or
subtraction operation, the attribute value defaults to a value of O regardless of the
amount specified. If you perform an addition to an attribute with a value of 0, the
number you add becomes the resulting attribute value.

For BGP, if the attribute value is not known, it is initialized to 100 before the
routing policy is applied.

Sets the map-to-interface value which is similar to existing metric or tag actions.
The map-to-interface action requires you to specify one of the following:

e Alogical interface (for example, ge-0/0/0.0). The logical interface can be any
interface that multicast currently supports, including VLAN and aggregated
Ethernet interfaces.

NOTE: If you specify a physical interface as the map-to-interface (for example,
ge-0/0/0), a value of .0 is appended to physical interface to create a logical
interface.

e The keyword self. The self keyword specifies that multicast data packets are
sent on the same interface as the control packets and no mapping occurs.

If no term matches, then no multicast data packets are sent.
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Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

metric metric metric2 metric
metric3 metric metric4d metric

metric (add | subtract)
number metric2 (add |
subtract) number metric3 (add
| subtract) number metric4
(add | subtract) number

metric expression (metric
multiplier x offset a |
metric2 multiplier y offset 4

metric (igp | minimum-igp)

site-offset

Description

Set the metric. You can specify up to four metric values, starting with metric (for
the first metric value) and continuing with metric2, metric3, and metric4.

(BGP only) metric corresponds to the MED, and metric2 corresponds to the IGP
metric if the BGP next hop loops through another router.

Change the metric value by the specified amount. If an addition operation results
in a value that is greater than 4,294,967,295 (232 - 1), the value is set to 232 - 1. If
a subtraction operation results in a value less than 0, the value is set to O. If an
attribute value is not already set at the time of the addition or subtraction
operation, the attribute value defaults to a value of O regardless of the amount
specified. If you perform an addition to an attribute with a value of 0, the number
you add becomes the resulting attribute value.

Calculate a metric based on the current values of metric and metric2.

This policy action overrides the current value of the metric attribute with the
result of the expression

((x * metric) + a) + ((y * metric2) + b)

where metric and metric2 are the current input values. Metric multipliers are
limited in range to eight significant digits.

(BGP only) Change the metric (MED) value by the specified negative or positive
offset. This action is useful only in an external BGP (EBGP) export policy.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

next-hop (address | discard |
next-table table-name | peer-
address | reject | self)

Description

Set the next-hop address. When the advertising protocol is BGP, you can set the
next hop only when any third-party next hop can be advertised; that is, when you
are using IBGP or EBGP confederations.

If you specify self, the next-hop address is replaced by one of the local routing
device's addresses. The advertising protocol determines which address to use.
When the advertising protocol is BGP, this address is set to the local IP address
used for the BGP adjacency. A routing device cannot install routes with itself as
the next hop.

If you specify peer-address, the next-hop address is replaced by the peer’s IP
address. This option is valid only in import policies. Primarily used by BGP to
enforce using the peer’s IP address for advertised routes, this option is meaningful
only when the next hop is the advertising routing device or another directly
connected routing device.

If you specify discard, the next-hop address is replaced by a discard next hop.

If you specify next-table, the routing device performs a forwarding lookup in the
specified table.

If you use the next-table action, the configuration must include a term qualifier
that specifies a different table than the one specified in the next-table action. In
other words, the term qualifier in the from statement must exclude the table in the
next-table action. In the following example, the first term contains rib vrf-
customer2.inet.0 as a matching condition. The action specifies a next-hop in a
different routing table, vrf-customer1.inet.0. The second term does the opposite
by using rib vrf-customer1.inet.0 in the match condition and vrf-customer2.inet.0
In the next-table action.

term 1 {
from {
protocol bgp;
rib vrf-customer2.inet.o;

community customer;

}
then {
next-hop next-table vrf-customerl.inet.0;
3
}
term 2 {

from {



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action Description

protocol bgp;
rib vrf-customeri.inet.o;

community customer;

}
then {

next-hop next-table vrf-customer2.inet.0;
}

If you specify reject, the next-hop address is replaced by a reject next hop.

origin value (BGP only) Set the BGP origin attribute to one of the following values:

e igp—Path information originated within the local AS.
e egp—Path information originated in another AS.

e incomplete—Path information learned by some other means.

p2mp-1sp-root Set the ingress root node for a multipoint LDP (M-LDP)-based point-to-multipoint
label-switched path (LSP). For more information, see Example: Configuring
Multipoint LDP In-Band Signaling for Point-to-Multipoint LSPs.

preference preference Set the preference value. You can specify a primary preference value (preference)

preference? preference and a secondary preference value (preference2). The preference value can be a
number in the range from O through 4,294,967,295 (232 - 1). A lower number
indicates a more preferred route. When you use an import policy to set the value
of preference? to the highest allowed value of 4,294,967,295, Junos OS resets this
value to -1. If you set preference2 to a number greater than (231 - 1), it is reset to a
negative value.

To specify even finer-grained preference values, see the color and color2 actions in
this table.

If you set the preference with the preference action, the new preference remains
associated with the route. The new preference is internal to the Junos OS and is
not transitive.
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Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

preference (add | subtract)
number preference? (add |
subtract) number

priority (low | medium |
high)

Description

Change the preference value by the specified amount. If an addition operation
results in a value that is greater than 4,294,967,295 (232 - 1), the value is set

to 232 - 1. If a subtraction operation results in a value less than O, the value is set
to O. If an attribute value is not already set at the time of the addition or
subtraction operation, the attribute value defaults to a value of O regardless of the
amount specified. If you perform an addition to an attribute with a value of 0, the
number you add becomes the resulting attribute value.

(OSPF import only) Specify a priority for prefixes included in an OSPF import
policy. Prefixes learned through OSPF are installed in the routing table based on
the priority assigned to the prefixes. Prefixes assigned a priority of high are
installed first, while prefixes assigned a priority of low are installed last.

NOTE: An OSPF import policy can only be used to set priority or to filter OSPF
external routes. If an OSPF import policy is applied that results in a reject
terminating action for a nonexternal route, then the reject action is ignored and
the route is accepted anyway.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action Description
source-class source-class- Maintain packet counts for a route passing through your network, based on the
name source address. You can do the following:

e Configure group source prefixes by configuring a routing policy.

e Apply that routing policy to the forwarding table with the corresponding
source class.

e Enable packet counting on one or more interfaces by including the source-
class-usage interface-name statement at the [edit interfaces logical-unit-
number unit family inet accounting] hierarchy level. Also, follow the source-
class-usage statement with the input or output statement to define the
inbound and outbound interfaces on which traffic monitored for source-class
usage (SCU) is arriving and departing (or define one interface for both). The
complete syntax is [edit interfaces interface-name unit family inet
accounting source-class-usage (input | output | input output) wnit-number].

e View the output by using one of the following commands: show interfaces
interface-name source-class source-class-name, show interfaces interface-name
extensive, or show interfaces interface-name statistics (see the CLI Explorer).

e To configure a packet count based on the destination address, use the
destination-class statement described in this table.

e For a detailed source-class usage example configuration, see the "Example:
Grouping Source and Destination Prefixes into a Forwarding Class" on page
664.

NOTE: When configuring policy action statements, you can configure only one
source class for each matching route. In other words, more than one source class
cannot be applied to the same route.

ssm-source [ addresses 1; Specify one or more IPv4 or IPvé source addresses for the source-specific
multicast (SSM) policy

ssm-source [ addresses 1; Specify one or more IPv4 or IPvé source addresses for the source-specific
multicast (SSM) policy.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

tag tag tag2 tag

tag (add | subtract) number
tag2 (add | subtract) number

validation-state

Description

Set the tag value. You can specify two tag strings: tag (for the first string) and tag2
(a second string). These values are local to the router.

e For OSPF routes the tag action sets the 32-bit tag field in OSPF external link-
state advertisement (LSA) packets.

e For IS-IS routes, the tag action sets the 32-bit flag in the IS-IS IP prefix type
length values (TLV).

e For RIPv2 routes, the tag action sets the route-tag community. The tag2 option
is not supported.

Change the tag value by the specified amount. If an addition operation results in a
value that is greater than 4,294,967,295 (232 - 1), the value is set to 232 - 1. If a
subtraction operation results in a value less than O, the value is set to O. If an
attribute value is not already set at the time of the addition or subtraction
operation, the attribute value defaults to a value of O regardless of the amount
specified. If you perform an addition to an attribute with a value of 0, the number
you add becomes the resulting attribute value.

When BGP origin validation is configured, set the validation state of a route prefix
to valid, invalid, or unknown.

The route validation database contains route origin authorization (ROA) records
that map route prefixes to expected originating autonomous systems (ASs). This
prevents the accidental advertisement of invalid routes.

See Understanding Origin Validation for BGP.

Configuring the Default Action in Routing Policies

The default-action statement overrides any action intrinsic to the protocol. This action is also
nonterminating, so that various policy terms can be evaluated before the policy is terminated. You can

specify a default action, either accept or reject, as follows:

[edit]
policy-options {

policy-statement policy-name {


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp_origin_validation.html

term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list name;
route-filter destination-prefix match-type <actions>;

source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;
}
then {
actions;
default-action (accept | reject);
}

The resulting action is set either by the protocol or by the last policy term that is matched.

Example: Configuring the Default Action in a Routing Policy

Configure a routing policy that matches routes based on three policy terms. If the route matches the
first term, a certain community tag is attached. If the route matches two separate terms, then both
community tags are attached. If the route does not match any terms, it is rejected (protocol’s default
action). Note that the terms hub and spoke are mutually exclusive.

[edit]
policy-options {
policy-statement test {
term set-default {
then default-action reject;

}

term hub {
from interface ge-2/1/0.5;
then {

community add test-01-hub;
default-action accept;



}
term spoke {
from interface [ ge-2/1/0.1 ge-2/1/0.2 1;
then {
community add test-01-spoke;
default-action accept;

}
term management {
from protocol direct;
then {
community add management;
default-action accept;

Configuring a Final Action in Routing Policies

In addition to specifying an action using the then statement in a named term, you can also specify an
action using the then statement in an unnamed term, as follows:

[edit]
policy-options {
policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list name;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;
}
to {
match-conditions;
policy subroutine-policy-name;
}
then {

actions;
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then action;

Logging Matches to a Routing Policy Term

If you specify the trace action, the match is logged to a trace file. To set up a trace file, you must specify
the following elements in the global traceoptions statement:

e Trace filename
e policy option in the flag statement

The following example uses the trace filename of policy-log:

[edit]
routing-options {
traceoptions {
file “policy-log";
flag policy;

This action does not affect the flow control during routing policy evaluation.

If a term that specifies a trace action also specifies a flow control action, the name of the term is logged
in the trace file. If a term specifies a trace action only, the word <default> is logged.

Configuring Separate Actions for Routes in Route Lists

If you specify route lists in the from statement, for each route in the list, you can specify an action to take
on that individual route directly, without including a then statement. For more information, see
"Understanding Route Filters for Use in Routing Policy Match Conditions" on page 302.

Route Filter Match Conditions | 70
Routing Policy Match Conditions | 56



Summary of Routing Policy Actions

An actionis what the policy framework software does if a route matches all criteria defined in a match
condition. You can configure one or more actions in a term.

The policy framework software supports the following types of actions:

e Flow control actions, which affect whether to accept or reject the route or whether to evaluate the
next term or routing policy

e Actions that manipulate route characteristics
e Trace action, which logs route matches

Manipulating the route characteristics allows you to control which route is selected as the active route
to reach a destination. In general, the active route is also advertised to a routing platform’s neighbors.
You can manipulate the following route characteristics: AS path, class, color, community, damping
parameters, destination class, external type, next hop, load balance, local preference, metric, origin,
preference, and tag.

For the numeric information (color, local preference, metric, preference, and tag), you can set a specific
value or change the value by adding or subtracting a specified amount. The addition and subtraction
operations do not allow the value to exceed a maximum value and drop below a minimum value.

All policies have default actions in case one of the following situations arises during policy evaluation:
e A policy does not specify a match condition.

e A match occurs, but a policy does not specify an action.

e A match does not occur with a term in a policy and subsequent terms in the same policy exist.

e A match does not occur by the end of a policy.

An action defines what the router does with the route when the route matches all the match conditions
in the from and to statements for a particular term. If a term does not have from and to statements, all
routes are considered to match and the actions apply to all routes.

Each term can have one or more of the following types of actions. The actions are configured under the
then statement.

e Flow control actions, which affect whether to accept or reject the route and whether to evaluate the
next term or routing policy

e Actions that manipulate route characteristics

e Trace action, which logs route matches



If you do not specify an action, one of the following results occurs:

e The next term in the routing policy, if one exists, is evaluated.

¢ If the routing policy has no more terms, the next routing policy, if one exists, is evaluated.

o If there are no more terms or routing policies, the accept or reject action specified by the default

policy is executed.

Table 11 on page 91 summarizes the routing policy actions.

Table 11: Summary of Key Routing Policy Actions

Action

Flow Control Actions

accept

reject

next term

next policy

Route Manipulation Actions

Description

These actions control the flow of routing information into and out of the
routing table.

Accepts the route and propagates it. After a route is accepted, no other terms
in the routing policy and no other routing policies are evaluated.

Rejects the route and does not propagate it. After a route is rejected, no other
terms in the routing policy and no other routing policies are evaluated.

Skips to and evaluates the next term in the same routing policy. Any accept or
reject action specified in the then statement is ignored. Any actions specified in
the then statement that manipulate route characteristics are applied to the
route.

Skips to and evaluates the next routing policy. Any accept or reject action
specified in the then statement is ignored. Any actions specified in the then
statement that manipulate route characteristics are applied to the route.

These actions manipulate the route characteristics.



Table 11: Summary of Key Routing Policy Actions (Continued)

Action

as-path-prepend as-path

as-path-expand last-as count »

class class-name

color preference

color2 preference

damping name

local-preference value

Description

Appends one or more AS numbers at the beginning of the AS path. If you are
specifying more than one AS number, include the numbers in quotation marks.

The AS numbers are added after the local AS number has been added to the
path. This action adds AS numbers to AS sequences only, not to AS sets. If the
existing AS path begins with a confederation sequence or set, the appended AS
numbers are placed within a confederation sequence. Otherwise, the appended
AS numbers are placed with a nonconfederation sequence.

Extracts the last AS number in the existing AS path and appends that AS
number to the beginning of the AS path n times. Replace n with a number from
1 through 32.

The AS numbers are added after the local AS number has been added to the
path. This action adds AS numbers to AS sequences only, not to AS sets. If the
existing AS path begins with a confederation sequence or set, the appended AS
numbers are placed within a confederation sequence. Otherwise, the appended
AS numbers are placed with a nonconfederation sequence.

Applies the specified class-of-service (CoS) parameters to routes installed into
the routing table.

Sets the preference value to the specified value. The color and color?

preference values can be a number from 0 through 4,294,967,295 (232 - 1). A
lower number indicates a more preferred route.

Applies the specified route-damping parameters to the route. These parameters
override BGP's default damping parameters.

This action is useful only in import policies.

Sets the BGP local preference attribute. The preference can be a number from 0

through 4,294,967,295 (232 - 1).



Table 11: Summary of Key Routing Policy Actions (Continued)

Action Description

metric metric Sets the metric. You can specify up to four metric values, starting with metric

(for the first metric value) and continuing with metric2, metric3, and metric4.
metric2 metric

For BGP routes, metric corresponds to the MED, and metric2 corresponds to the

metric3 metric IGP metric if the BGP next hop loops through another router.

metric4 metric

next-hop address Sets the next hop.

If you specify address as self, the next-hop address is replaced by one of the
local router's addresses. The advertising protocol determines which address to
use.

‘ Routing Policies, Firewall Filters, and Traffic Policers User Guide

Example: Configuring a Routing Policy to Advertise the Best External
Route to Internal Peers

IN THIS SECTION

Requirements | 95
Overview | 95

Configuration | 97
Verification | 101

The BGP protocol specification, as defined in RFC 1771, specifies that a BGP peer shall advertise to its
internal peers the higher preference external path, even if this path is not the overall best (in other


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html

words, even if the best path is an internal path). In practice, deployed BGP implementations do not
follow this rule. The reasons for deviating from the specification are as follows:

e Minimizing the amount of advertised information. BGP scales according to the number of available
paths.

¢ Avoiding routing and forwarding loops.

There are, however, several scenarios in which the behavior, specified in RFC 1771, of advertising the
best external route might be beneficial. Limiting path information is not always desirable as path
diversity might help reduce restoration times. Advertising the best external path can also address
internal BGP (IBGP) route oscillation issues as described in RFC 3345, Border Gateway Protocol (BGP)
Persistent Route Oscillation Condiition.

The advertise-external statement modifies the behavior of a BGP speaker to advertise the best external
path to IBGP peers, even when the best overall path is an internal path.

NOTE: The advertise-external statement is supported at both the group and neighbor level. If you
configure the statement at the neighbor level, you must configure it for all neighbors in a group.
Otherwise, the group is automatically split into different groups.

The conditional option limits the behavior of the advertise-external setting, such that the external route is
advertised only if the route selection process reaches the point where the multiple exit discriminator
(MED) metric is evaluated. Thus, an external route is not advertised if it has, for instance, an AS path
that is worse (longer) than that of the active path. The conditional option restricts external path
advertisement to when the best external path and the active path are equal until the MED step of the
route selection process. Note that the criteria used for selecting the best external path is the same
whether or not the conditional option is configured.

Junos OS also provides support for configuring a BGP export policy that matches the state of an
advertised route. You can match either active or inactive routes, as follows:

policy-options {
policy-statement name{

from state (active|inactive);

This qualifier only matches when used in the context of an export policy. When a route is being
advertised by a protocol that can advertise inactive routes (such as BGP), state inactive matches routes
advertised as a result of the advertise-inactive and advertise-external statements.
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For example, the following configuration can be used as a BGP export policy toward internal peers to
mark routes advertised due to the advertise-external setting with a user-defined community. That
community can be later used by the receiving routers to filter out such routes from the forwarding table.
Such a mechanism can be used to address concerns that advertising paths not used for forwarding by
the sender might lead to forwarding loops.

user@host# show policy-options
policy-statement mark-inactive {
term inactive {
from state inactive;
then {

community set comm-inactive;

}

term default {
from protocol bgp;
then accept;

}

then reject;
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community comm-inactive members 65536:65284;

Requirements

Junos OS 9.3 or later is required.

Overview

IN THIS SECTION

Topology | 96

This example shows three routing devices. Device R2 has an external BGP (EBGP) connection to Device
R1. Device R2 has an IBGP connection to Device R3.

Device R1 advertises 172.16.6.0/24. Device R2 does not set the local preference in an import policy for
Device R1's routes, and thus 172.16.6.0/24 has the default local preference of 100.

Device R3 advertises 172.16.6.0/24 with a local preference of 200.



When the advertise-external statement is not configured on Device R2, 172.16.6.0/24 is not advertised
by Device R2 toward Device R3.

When the advertise-external statement is configured on Device R2 on the session toward Device R3,
172.16.6.0/24 is advertised by Device R2 toward Device R3.

When advertise-external conditional is configured on Device R2 on the session toward Device R3,
172.16.6.0/24 is not advertised by Device R2 toward Device R3. If you remove the then local-preference
200 setting on Device R3 and add the path-selection as-path-ignore setting on Device R2 (thus making the
path selection criteria equal until the MED step of the route selection process), 172.16.6.0/24 is
advertised by Device R2 toward Device R3.

NOTE: To configure the advertise-external statement on a route reflector, you must disable
intracluster reflection with the no-client-reflect statement, and the client cluster must be fully
meshed to prevent the sending of redundant route advertisements.

When a routing device is configured as a route reflector for a cluster, a route advertised by the
route reflector is considered internal if it is received from an internal peer with the same cluster
identifier or if both peers have no cluster identifier configured. A route received from an internal
peer that belongs to another cluster, that is, with a different cluster identifier, is considered
external.

Topology

Figure 9 on page 96 shows the sample network.

Figure 9: BGP Topology for advertise-external
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"CLI Quick Configuration" on page 97 shows the configuration for all of the devices in Figure 9 on page
96.

The section "No Link Title" on page 99 describes the steps on Device R2.

Configuration

IN THIS SECTION

CLI Quick Configuration | 97

Procedure | 98

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces fe-1/2/0 unit @ description to-R2

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit 0 family inet address 192.168.0.1/32

set protocols bgp group ext type external

set protocols bgp group ext export send-static

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 from route-filter 172.16.6.0/24 exact
set policy-options policy-statement send-static term 1 then accept

set policy-options policy-statement send-static term 2 then reject

set routing-options static route 172.16.6.0/24 reject

set routing-options router-id 192.168.0.1

set routing-options autonomous-system 100

Device R2

set interfaces fe-1/2/0 unit 0 description to-R1
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30



set interfaces fe-1/2/1 unit 0 description to-R3

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.5/30
set interfaces 100 unit @ family inet address 192.168.0.2/32
set protocols bgp group ext type external

set protocols bgp group ext peer-as 100

set protocols bgp group ext neighbor 10.0.0.1

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.2

set protocols bgp group int advertise-external

set protocols bgp group int neighbor 192.168.0.3

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set routing-options router-id 192.168.0.2

set routing-options autonomous-system 200

Device R3

set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30

set interfaces 100 unit @ family inet address 192.168.0.3/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int export send-static

set protocols bgp group int neighbor 192.168.0.2

set protocols ospf area 0.0.0.0 interface fe-1/2/0.6

set protocols ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then local-preference 200
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 172.16.6.0/24 reject

set routing-options static route 0.0.0.0/0 next-hop 10.0.0.5

set routing-options autonomous-system 200

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R2:
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1. Configure the device interfaces.

[edit interfaces]

user@R2# set fe-1/2/0 unit @ description to-R1

user@r2# set fe-1/2/0 unit 0 family inet address 10.0.0.2/30
user@R2# set fe-1/2/1 unit 0 description to-R3

user@r2# set fe-1/2/1 unit 0 family inet address 10.0.0.5/30
user@R2# set 1lo@ unit @ family inet address 192.168.0.2/32

2. Configure OSPF or another interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@R2# set interface fe-1/2/1.0

user@r2# set interface 100.0 passive

3. Configure the EBGP connection to Device R1.

[edit protocols bgp group ext]
user@r2# set type external
user@R2# set peer-as 100
user@r2# set neighbor 10.0.0.1

4. Configure the IBGP connection to Device R3.

[edit protocols bgp group int]
user@r2# set type internal

user@2# set local-address 192.168.0.2
user@r2# set neighbor 192.168.0.3

5. Add the advertise-external statement to the IBGP group peering session.

[edit protocols bgp group int]
user@2# set advertise-external



6. Configure the autonomous system (AS) number and the router ID.

[edit routing-options ]
user@2# set router-id 192.168.0.2
user@R2# set autonomous-system 200

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit of
description to-R1;
family inet {
address 10.0.0.2/30;

}
}
}
fe-1/2/1 {
unit @ {
description to-R3;
family inet {
address 10.0.0.5/30;
}
}
}
lo0 {
unit @ {
family inet {
address 192.168.0.2/32;
}
}
}

user@R2# show protocols
bgp {



group ext {
type external;

peer-as 100;
neighbor 10.0.0.1;
}
group int {
type internal;
local-address 192.168.0.2;
advertise-external;
neighbor 192.168.0.3;
}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/1.0;
interface 100.0 {
passive;
}
}
}

user@R2# show routing-options
router-id 192.168.0.2;
autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.



Verifying the BGP Active Path

Purpose

On Device R2, make sure that the 172.16.6.0/24 prefix is in the routing table and has the expected
active path.

Action

user@2> show route 172.16.6

inet.0: 8 destinations, 9 routes (8 active, 1 holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.6.0/24 *[BGP/170] 00:00:07, localpref 200, from 192.168.0.3
AS path: I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/1.0
[BGP/170] 03:23:03, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
Meaning
Device R2 receives the 172.16.6.0/24 route from both Device R1 and Device R3. The route from Device
R3 is the active path, as designated by the asterisk (*). The active path has the highest local preference.

Even if the local preferences of the two routes were equal, the route from Device R3 would remain
active because it has the shortest AS path.

Verifying the External Route Advertisement

Purpose

On Device R2, make sure that the 172.16.6.0/24 route is advertised toward Device R3.

Action

user@R2> show route advertising-protocol bgp 192.168.0.3

inet.0: 8 destinations, 9 routes (8 active, 1 holddown, @ hidden)



Prefix Nexthop MED Lclpref AS path
172.16.6.0/24 10.0.0.1 100 100 I

Meaning

Device R2 is advertising the 172.16.6.0/24 route toward Device R3.

Verifying the Route on Device R3

Purpose

Make sure that the 172.16.6.0/24 prefix is in Device R3's routing table.

Action

user@3> show route 172.16.6.0/24

inet.@: 7 destinations, 8 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
172.16.6.0/24 *[Static/5] 03:34:14
Reject

[BGP/170] 06:34:43, localpref 100, from 192.168.0.2
AS path: 100 I, validation-state: unverified
> to 10.0.0.5 via fe-1/2/0.6

Meaning

Device R3 has the static route and the BGP route for 172.16.6.0/24.

Note that the BGP route is hidden on Device R3 if the route is not reachable or if the next hop cannot
be resolved. To fulfill this requirement, this example includes a static default route on Device R3 (static
route 0.0.0.0/0 next-hop 10.0.0.5).

Experimenting with the conditional Option

Purpose

See how the conditional option works in the context of the BGP path selection algorithm.



Action

1. On Device R2, add the conditional option.

[edit protocols bgp group int]
user@r2# set advertise-external conditional
user@r2# commit

2. On Device R2, check to see if the 172.16.6.0/24 route is advertised toward Device R3.

user@?2> show route advertising-protocol bgp 192.168.0.3

As expected, the route is no longer advertised. You might need to wait a few seconds to see this
result.

3. On Device R3, deactivate the then local-preference policy action.

[edit policy-options policy-statement send-static term 1]
user@R3# deactivate logical-systems R3 then local-preference
user@R3# commit

4. On Device R2, ensure that the local preferences of the two paths are equal.

user@2> show route 172.16.6.0/24

inet.0: 8 destinations, 9 routes (8 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.6.0/24 *[BGP/170] 08:02:59, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
[BGP/170] 00:07:51, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/1.0



5. On Device R2, add the as-path-ignore statement.

[edit protocols bgp]
user@R2# set path-selection as-path-ignore
user@R2# commit

6. On Device R2, check to see if the 172.16.6.0/24 route is advertised toward Device R3.

user@?2> show route advertising-protocol bgp 192.168.0.3

inet.0: 8 destinations, 9 routes (8 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 172.16.6.0/24 10.0.0.1 100 100 I

As expected, the route is now advertised because the AS path length is ignored and because the local
preferences are equal.

Example: Configuring BGP to Advertise Inactive Routes
Understanding BGP Path Selection

Example: Configuring BGP to Advertise Inactive Routes
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By default, BGP readvertises only active routes. To have the routing table export to BGP the best route
learned by BGP even if Junos OS did not select it to be an active route, include the advertise-inactive
statement:

advertise-inactive;

In Junos OS, BGP advertises BGP routes that are installed or active, which are routes selected as the
best based on the BGP path selection rules. The advertise-inactive statement allows nonactive BGP
routes to be advertised to other peers.

NOTE: If the routing table has two BGP routes where one is active and the other is inactive, the
advertise-inactive statement does not advertise the inactive BGP prefix. This statement does not
advertise an inactive BGP route in the presence of another active BGP route. However, if the
active route is a static route, the advertise-inactive statement advertises the inactive BGP route.

Junos OS also provides support for configuring a BGP export policy that matches the state of an
advertised route. You can match either active or inactive routes, as follows:

policy-options {
policy-statement name{

from state (active|inactive);

This qualifier only matches when used in the context of an export policy. When a route is being
advertised by a protocol that can advertise inactive routes (such as BGP), state inactive matches routes
advertised as a result of the advertise-inactive (or advertise-external) statement.

For example, the following configuration can be used as a BGP export policy to mark routes advertised
due to the advertise-inactive setting with a user-defined community. That community can be later used
by the receiving routers to filter out such routes from the forwarding table. Such a mechanism can be
used to address concerns that advertising paths not used for forwarding by the sender might lead to
forwarding loops.

user@host# show policy-options
policy-statement mark-inactive {
term inactive {
from state inactive;
then {
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community set comm-inactive;

}

term default {
from protocol bgp;
then accept;

}

then reject;

}

community comm-inactive members 65536:65284;

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION
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In this example, Device R2 has two external BGP (EBGP) peers, Device R1 and Device R3.

Device R1 has a static route to 172.16.5/24. Likewise, Device R2 also has a static route to 172.16.5/24.
Through BGP, Device R1 sends information about its static route to Device R2. Device R2 now has
information about 172.16.5/24 from two sources—its own static route and the BGP-learned route
received from Device R1. Static routes are preferred over BGP-learned routes, so the BGP route is
inactive on Device R2. Normally Device R2 would send the BGP-learned information to Device R3, but
Device R2 does not do this because the BGP route is inactive. Device R3, therefore, has no information
about 172.16.5/24 unless you enable the advertise-inactive command on Device R2, which causes
Device R2 to send the BGP-learned to Device R3.



Topology

Figure 10 on page 108 shows the sample network.

Figure 10: BGP Topology for advertise-inactive
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"CLI Quick Configuration" on page 108 shows the configuration for all of the devices in Figure 10 on
page 108.

The section "No Link Title" on page 110 describes the steps on Device R2.

Configuration

IN THIS SECTION
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.
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Device R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit @ family inet address 192.168.0.1/32

set protocols bgp group to_R2 type external

set protocols bgp group to_R2 export send-static

set protocols bgp group to_R2 neighbor 10.0.0.2 peer-as 200

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 172.16.5.0/24 discard

set routing-options static route 172.16.5.0/24 install

set routing-options autonomous-system 100

Device R2

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.5/30
set interfaces 100 unit @ family inet address 192.168.0.2/32
set protocols bgp group to_R1 type external

set protocols bgp group to_R1 neighbor 10.0.0.1 peer-as 100
set protocols bgp group to_R3 type external

set protocols bgp group to_R3 advertise-inactive

set protocols bgp group to_R3 neighbor 10.0.0.6 peer-as 300
set routing-options static route 172.16.5.0/24 discard

set routing-options static route 172.16.5.0/24 install

set routing-options autonomous-system 200

Device R3

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.6/30
set interfaces fe-1/2/0 unit 9 family inet address 10.0.0.9/30
set interfaces 100 unit 0 family inet address 192.168.0.3/32
set protocols bgp group ext type external

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.5

set routing-options autonomous-system 300



Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]

user@r2# set fe-1/2/0 unit 0 family inet address 10.0.0.2/30
user@2# set fe-1/2/1 unit 0 family inet address 10.0.0.5/30
user@r2# set 1lo@ unit 0 family inet address 192.168.0.2/32

2. Configure the EBGP connection to Device R1.

[edit protocols bgp group to_R1]
user@r2# set type external
user@R2# set neighbor 10.0.0.1 peer-as 100

3. Configure the EBGP connection to Device R3.

[edit protocols bgp group to_R3]
user@R2# set type external
user@r2# set neighbor 10.0.0.6 peer-as 300

4. Add the advertise-inactive statement to the EBGP group peering session with Device R3.

[edit protocols bgp group to_R3]
user@R2# set advertise-inactive
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5. Configure the static route to the 172.16.5.0/24 network.

[edit routing-options static]
user@r2# set route 172.16.5.0/24 discard
user@R2# set route 172.16.5.0/24 install

6. Configure the autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 200

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit @ {
family inet {
address 10.0.0.2/30;

}
}
}
fe-1/2/1 {
unit 0 {
family inet {
address 10.0.0.5/30;
}
}
}
lo0 {
unit @ {

family inet {
address 192.168.0.2/32;



user@r2# show protocols
bgp {
group to_R1 {
type external;
neighbor 10.0.0.1 {

peer-as 100;

}
group to_R3 {
type external;
advertise-inactive;
neighbor 10.0.0.6 {
peer-as 300;

user@R2# show routing-options

static {
route 172.16.5.0/24 {
discard;
install;
}
}

autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Verification
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Experimenting with the advertise-inactive Statement | 115

Confirm that the configuration is working properly.

Verifying the BGP Active Path

Purpose

On Device R2, make sure that the 172.16.5.0/24 prefix is in the routing table and has the expected
active path.

Action

user@2> show route 172.16.5

inet.@: 7 destinations, 8 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
172.16.5.0/24 *[Static/5] 21:24:38
Discard

[BGP/170] 21:21:41, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
Meaning
Device R2 receives the 172.16.5.0/24 route from both Device R1 and from its own statically configured
route. The static route is the active path, as designated by the asterisk (*). The static route path has the

lowest route preference (5) as compared to the BGP preference (170). Therefore, the static route
becomes active.

Verifying the External Route Advertisement

Purpose

On Device R2, make sure that the 172.16.5.0/24 route is advertised toward Device R3.



Action

user@R2> show route advertising-protocol bgp 10.0.0.6

inet.0: 6 destinations, 7 routes (6 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
172.16.5.0/24 Self 100 I
Meaning

Device R2 is advertising the 172.16.5.0/24 route toward Device R3

Verifying the Route on Device R3

Purpose

Make sure that the 172.16.6.0/24 prefix is in Device R3's routing table.

Action

user@3> show route 172.16.5.0/24

inet.0: 5 destinations, 5 routes (5 active, © holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
172.16.5.0/24 *[BGP/170] 00:01:19, localpref 100
AS path: 200 100 I, validation-state: unverified
> to 10.0.0.5 via fe-1/2/1.0

Meaning

Device R3 has the BGP-learned route for 172.16.5.0/24.



Experimenting with the advertise-inactive Statement

Purpose

See what happens when the advertise-inactive statement is removed from the BGP configuration on
Device R2.

Action

1. On Device R2, deactivate the advertise-inactive statement.

[edit protocols bgp group to_R3]
user@r2# deactivate advertise-inactive
user@R2# commit

2. On Device R2, check to see if the 172.16.5.0/24 route is advertised toward Device R3.

user@?2> show route advertising-protocol bgp 10.0.0.6

As expected, the route is no longer advertised.

3. On Device R3, ensure that the 172.16.5/24 route is absent from the routing table.

user@3> show route 172.16.5/24

Meaning

Device R1 advertises route 172.16.5/24 to Device R2, but Device R2 has a manually configured static
route for this prefix. Static routes are preferred over BGP routes, so Device R2 installs the BGP route as
an inactive route. Because the BGP route is not active, Device R2 does not readvertise the BGP route to
Device R3. This is the default behavior in Junos OS. If you add the advertise-inactive statement to the
BGP configuration on Device R2, Device R2 readvertises nonactive routes.

Example: Configuring a Routing Policy to Advertise the Best External Route to Internal Peers



‘ Understanding BGP Path Selection

Example: Using Routing Policy to Set a Preference Value for BGP Routes
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This example shows how to use routing policy to set the preference for routes learned from BGP.
Routing information can be learned from multiple sources. To break ties among equally specific routes
learned from multiple sources, each source has a preference value. Routes that are learned through
explicit administrative action, such as static routes, are preferred over routes learned from a routing
protocol, such as BGP or OSPF. This concept is called administrative distance by some vendors.

Requirements

No special configuration beyond device initialization is required before you configure this example.

Overview

IN THIS SECTION
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Routing information can be learned from multiple sources, such as through static configuration, BGP, or
an interior gateway protocol (IGP). When Junos OS determines a route’s preference to become the
active route, it selects the route with the lowest preference as the active route and installs this route
into the forwarding table. By default, the routing software assigns a preference of 170 to routes that
originated from BGP. Of all the routing protocols, BGP has the highest default preference value, which
means that routes learned by BGP are the least likely to become the active route.



Some vendors have a preference (distance) of 20 for external BGP (EBGP) and a distance of 200 for
internal BGP (IGBP). Junos OS uses the same value (170) for both EBGP and IBGP. However, this
difference between vendors has no operational impact because Junos OS always prefers EBGP routes
over IBGP routes.

Another area in which vendors differ is in regard to IGP distance compared to BGP distance. For
example, some vendors assign a distance of 110 to OSPF routes. This is higher than the EBGP distance
of 20, and results in the selection of an EBGP route over an equivalent OSPF route. In the same
scenario, Junos OS chooses the OSPF route, because of the default preference 10 for an internal OSPF
route and 150 for an external OSPF route, which are both lower than the 170 preference assigned to all
BGP routes.

This example shows a routing policy that matches routes from specific next hops and sets a preference.
If a route does not match the first term, it is evaluated by the second term.

Topology

In the sample network, Device R1 and Device R3 have EBGP sessions with Device R2.

On Device R2, an import policy takes the following actions:

e For routes received through BGP from next-hop 10.0.0.1 (Device R1), set the route preference to 10.
e For routes received through BGP from next-hop 10.1.0.2 (Device R3), set the route preference to 15.

Figure 11 on page 117 shows the sample network.

Figure 11: BGP Preference Value Topology
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"CLI Quick Configuration" on page 118 shows the configuration for all of the devices in Figure 11 on
page 117.

The section "No Link Title" on page 119 describes the steps on Device R2.



Configuration

IN THIS SECTION
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit @ family inet address 192.168.0.1/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 100

Device R2

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.1/30

set interfaces 1o@ unit @ family inet address 192.168.0.2/32

set protocols bgp group ext type external

set protocols bgp group ext import set-preference

set protocols bgp group ext export send-direct

set protocols bgp group ext neighbor 10.0.0.1 peer-as 100

set protocols bgp group ext neighbor 10.1.0.2 peer-as 300

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement set-preference term terml from protocol bgp



set policy-options policy-statement
set policy-options policy-statement
set policy-options policy-statement
set policy-options policy-statement
set policy-options policy-statement

set-preference
set-preference
set-preference
set-preference
set-preference

set routing-options autonomous-system 200

Device R3

set interfaces fe-1/2/1 unit @ family inet address 10.1.
set interfaces 100 unit @ family inet address 192.168.0.

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as

200

set protocols bgp group ext neighbor 10.1.0.1

term
term
term
term

term

terml from next-hop 10.0.0.1
term1 then preference 10
term2 from protocol bgp
term2 from next-hop 10.1.0.2
term2 then preference 15

0.2/30
3/32

set policy-options policy-statement send-direct term 1 from protocol direct

set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 300

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS

CLI User Guide.
To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]

user@r2# set fe-1/2/0 unit 0 family inet address 10.0.0.2/30
user@2# set fe-1/2/1 unit 0 family inet address 10.1.0.1/30
user@r2# set 1lo@ unit 0 family inet address 192.168.0.2/32
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2. Configure the local autonomous system.

[edit routing-options]
user@R2# set autonomous-system 200

3. Configure the routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@r2# set from protocol direct
user@r2# set then accept

4. Configure the routing policy that changes the preference of received routes.

[edit policy-options policy-statement set-preference]
user@r2# set term terml from protocol bgp

user@R2# set term term1 from next-hop 10.0.0.1
user@r2# set term terml then preference 10

user@R2# set term term2 from protocol bgp

user@r2# set term term2 from next-hop 10.1.0.2
user@R2# set term term2 then preference 15

5. Configure the external peering with Device R2.

[edit protocols bgp group ext]

user@R2# set type external

user@r2# set export send-direct

user@R2# set neighbor 10.0.0.1 peer-as 100
user@r2# set neighbor 10.1.0.2 peer-as 300

6. Apply the set-preference policy as an import policy.

This affects Device R2’s routing table and has no impact on Device R1 and Device R3.

[edit protocols bgp group ext]
user@R2# set import set-preference



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@r2# show interfaces
fe-1/2/0 {
unit @ {
family inet {
address 10.0.0.2/30;

}
}
}
fe-1/2/1 {
unit 0 {
family inet {
address 10.1.0.1/30;
}
}
}
100 {
unit of
family inet {
address 192.168.0.2/32;
}
}
}

user@R2# show protocols
bgp {
group ext {
type external;
import set-preference;
export send-direct;
neighbor 10.0.0.1 {

peer-as 100;

}

neighbor 10.1.0.2 {
peer-as 300;



user@r2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

}
policy-statement set-preference {
term terml {
from {
protocol bgp;
next-hop 10.0.0.1;

}
then {

preference 10;
}

}
term term2 {
from {
protocol bgp;
next-hop 10.1.0.2;

}
then {

preference 15;
}

user@R2# show routing-options

autonomous-system 200;

If you are done configuring the device, enter comnit from configuration mode.



Verification

IN THIS SECTION

Verifying the Preference | 123

Confirm that the configuration is working properly.

Verifying the Preference

Purpose

Make sure that the routing tables on Device R1 and Device R2 reflect the fact that Device R1 is using
the configured EBGP preference of 8, and Device R2 is using the default EBGP preference of 170.

Action

From operational mode, enter the show route protocols bgp command.

user@2> show route protocols bgp
inet.0: 7 destinations, 9 routes (7 active, © holddown, © hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/30 [BGP/10] 04:42:23, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
10.1.0.0/30 [BGP/15] 04:42:23, localpref 100
AS path: 300 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0
192.168.0.1/32 *[BGP/10] 04:42:23, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
192.168.0.3/32 *[BGP/15] 04:42:23, localpref 100
AS path: 300 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0



Meaning

The output shows that on Device R2, the preference values have been changed to 15 for routes learned
from Device R3, and the preference values have been changed to 10 for routes learned from Device R1.

Route Preferences Overview

Understanding External BGP Peering Sessions

Example: Enabling BGP Route Advertisements
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Junos OS does not advertise the routes learned from one EBGP peer back to the same external BGP
(EBGP) peer. In addition, the software does not advertise those routes back to any EBGP peers that are
in the same autonomous system (AS) as the originating peer, regardless of the routing instance. You can
modify this behavior by including the advertise-peer-as statement in the configuration.

If you include the advertise-peer-as statement in the configuration, BGP advertises the route regardless of
this check.

To restore the default behavior, include the no-advertise-peer-as statement in the configuration:

no-advertise-peer-as;

The route suppression default behavior is disabled if the as-override statement is included in the
configuration. If you include both the as-override and no-advertise-peer-as statements in the configuration,
the no-advertise-peer-as statement is ignored.


https://www.juniper.net/documentation/en_US/junos/topics/concept/routing-protocols-route-preferences-overview.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp-peering-sessions.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/advertise-peer-as-edit-protocols-bgp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-advertise-peer-as-edit-protocols-bgp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/as-override-edit-protocols-bgp.html

Requirements

No special configuration beyond device initialization is required before you configure this example.

Overview
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This example shows three routing devices with external BGP (EBGP) connections. Device R2 has an
EBGP connection to Device R1 and another EBGP connection to Device R3. Although separated by
Device R2 which is in AS 64511, Device R1 and Device R3 are in the same AS (AS 64512). Device R1
and Device R3 advertise into BGP direct routes to their own loopback interface addresses.

Device R2 receives these loopback interface routes, and the advertise peer-as statement allows Device R2
to advertise them. Specifically, Device R1 sends the 192.168.0.1 route to Device R2, and because
Device R2 has the advertise peer-as configured, Device R2 can send the 192.168.0.1 route to Device R3.
Likewise, Device R3 sends the 192.168.0.3 route to Device R2, and advertise peer-as enables Device R2
to forward the route to Device R1.

To enable Device R1 and Device R3 to accept routes that contain their own AS number in the AS path,
the loops 2 statement is required on Device R1 and Device R3.

Topology

Figure 12: BGP Topology for advertise-peer-as
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MX MX MX
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Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces xe-0/2/0 description R1-to-R2

set interfaces xe-0/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit 0 family inet address 192.168.0.1/32

set protocols bgp family inet unicast loops 2

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as 64511

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 64512

Device R2

set interfaces xe-0/2/0 description R2-to-R1

set interfaces xe-0/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces xe-0/2/1 description R2-to-R3

set interfaces xe-0/2/1 unit 0 family inet address 10.1.0.1/30
set interfaces 100 unit @ family inet address 192.168.0.2/32
set protocols bgp group ext type external

set protocols bgp group ext advertise-peer-as

set protocols bgp group ext export send-direct

set protocols bgp group ext neighbor 10.0.0.1 peer-as 64512



set
set
set
set

protocols bgp group ext neighbor 10.1.0.2 peer-as 64512
policy-options policy-statement send-direct term 1 from protocol direct
policy-options policy-statement send-direct term 1 then accept

routing-options autonomous-system 64511

Device R3

set
set
set
set
set
set
set
set
set
set
set

interfaces xe-0/2/0 description R3-to-R2

interfaces xe-0/2/0 unit 0 family inet address 10.1.0.2/30

interfaces 100 unit @ family inet address 192.168.0.3/32

protocols bgp family inet unicast loops 2

protocols bgp group ext type external

protocols bgp group ext export send-direct

protocols bgp group ext peer-as 64511

protocols bgp group ext neighbor 10.1.0.1

policy-options policy-statement send-direct term 1 from protocol direct
policy-options policy-statement send-direct term 1 then accept

routing-options autonomous-system 64512

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R1:

1. Configure the device interfaces.

[edit interfaces]

user@R1# set xe-0/2/0 description R1-to-R2

user@14# set xe-0/2/0 unit 0 family inet address 10.0.0.1/30
user@1# set 1lo@ unit 0 family inet address 192.168.0.1/32

2. Configure BGP.

[edit protocols bgp group ext]
user@R1# set type external


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

user@R1# set peer-as 64511
user@R1# set neighbor 10.0.0.2
3. Prevent routes from Device R3 from being hidden on Device R1 by including the loops 2 statement.

The loops 2 statement means that the local device's own AS number can appear in the AS path up to
one time without causing the route to be hidden. The route is hidden if the local device’s AS number
is detected in the path two or more times.

[edit protocols bgp family inet unicast]
user@1# set loops 2

4. Configure the routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@1# set from protocol direct
user@R1# set then accept

5. Apply the export policy to the BGP peering session with Device R2.

[edit protocols bgp group ext]
user@14# set export send-direct

6. Configure the autonomous system (AS) number.

[edit routing-options ]
user@1# set autonomous-system 64512

Step-by-Step Procedure

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]

user@R2# set xe-0/2/0 description R2-to-R1

user@R2# set xe-0/2/0 unit 0 family inet address 10.0.0.2/30
user@R2# set xe-0/2/1 description R2-to-R3



user@R2# set xe-0/2/1 unit 0 family inet address 10.1.0.1/30
user@R2# set 1lo@ unit @ family inet address 192.168.0.2/32

2. Configure BGP.

[edit protocols bgp group ext]

user@r2# set type external

user@R2# set neighbor 10.0.0.1 peer-as 64512
user@r2# set neighbor 10.1.0.2 peer-as 64512

3. Configure Device R2 to advertise routes learned from one EBGP peer to another EBGP peer in the
same AS.

In other words, advertise to Device R1 routes learned from Device R3 (and the reverse), even though
Device R1 and Device R3 are in the same AS.

[edit protocols bgp group ext]
user@R2# set advertise-peer-as

4. Configure a routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@r2# set then accept

5. Apply the export policy.

[edit protocols bgp group ext]
user@r2# set export send-direct

6. Configure the AS number.

[edit routing-options]
user@R2# set autonomous-system 64511



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

Device R1

user@1# show interfaces
xe-0/2/0 {
description R1-to-R2;
unit 0 {
family inet {
address 10.0.0.1/30;

}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.1/32;
}
}
}

user@R1# show protocols

bgp {
family inet {

unicast {
loops 2;
}
}
group ext {

type external;
export send-direct;
peer-as 64511;
neighbor 10.0.0.2;



user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

user@R1# show routing-options

autonomous-system 64512;

Device R2

user@R2# show interfaces
xe-0/2/0 {
description R2-to-R1;
unit @ {
family inet {
address 10.0.0.2/30;

}
}
}
xe-0/2/1 {
description R2-to-R3;
unit @ {
family inet {
address 10.1.0.1/30;
}
}
}
100 {
unit 0 {

family inet {
address 192.168.0.2/32;



user@r2# show protocols
bgp {
group ext {
type external;
advertise-peer-as;
export send-direct;
neighbor 10.0.0.1 {
peer-as 64512;
}
neighbor 10.1.0.2 {
peer-as 64512;

user@R2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

user@R2# show routing-options

autonomous-system 64511;

If you are done configuring the devices, enter comit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying the BGP Routes

Purpose

Make sure that the routing tables on Device R1 and Device R3 contain the expected routes.

Action

1. On Device R2, deactivate the advertise-peer-as statement in the BGP configuration.

[edit protocols bgp group ext]
user@r2# deactivate advertise-peer-as

user@R2# commit

2. On Device R3, deactivate the loops statement in the BGP configuration.

[edit protocols bgp family inet unicast ]
user@r3# deactivate unicast loops
user@r3# commit

3. On Device R1, check to see what routes are advertised to Device R2.

user@1> show route advertising-protocol bgp 10.0.0.2
inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 Self I
* 192.168.0.1/32 Self I

4. On Device R2, check to see what routes are received from Device R1.

user@r2> show route receive-protocol bgp 10.0.0.1
inet.0: 7 destinations, 9 routes (7 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
10.0.0.0/30 10.0.0.1 64512 I
* 192.168.0.1/32 10.0.0.1 64512 I



5. On Device R2, check to see what routes are advertised to Device R3.

user@r2> show route advertising-protocol bgp 10.1.0.2

inet.0: 7 destinations, 9 routes (7 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 Self I
* 10.1.0.0/30 Self I
* 192.168.0.2/32 Self I

6. On Device R2, activate the advertise-peer-as statement in the BGP configuration.

[edit protocols bgp group ext]
user@R2# activate advertise-peer-as
user@R2# commit

7. On Device R2, recheck the routes that are advertised to Device R3.

user@2> show route advertising-protocol bgp 10.1.0.2

inet.0: 7 destinations, 9 routes (7 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 Self I
* 10.1.0.0/30 Self I
* 192.168.0.1/32 Self 64512 I
* 192.168.0.2/32 Self I
* 192.168.0.3/32 10.1.0.2 64512 I

8. On Device R3, check the routes that are received from Device R2.

user@R3> show route receive-protocol bgp 10.1.0.1

inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 10.1.0.1 64511 I
10.1.0.0/30 10.1.0.1 64511 I

* 192.168.0.2/32 10.1.0.1 64511 I



9.  On Device R3, activate the loops statement in the BGP configuration.

[edit protocols bgp family inet unicast ]
user@R3# activate unicast loops
user@R3# commit

10. On Device R3, recheck the routes that are received from Device R2.

user@R3> show route receive-protocol bgp 10.1.0.1

inet.0: 6 destinations, 8 routes (6 active, @ holddown, 1 hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 10.1.0.1 64511 I
10.1.0.0/30 10.1.0.1 64511 I
* 192.168.0.1/32 10.1.0.1 64511 64512 I
* 192.168.0.2/32 10.1.0.1 64511 I
Meaning

First the advertise-peer-as statement and the loops statement are deactivated so that the default behavior
can be examined. Device R1 sends to Device R2 a route to Device R1’s loopback interface address,
192.168.0.1/32. Device R2 does not advertise this route to Device R3. After activating the advertise-
peer-as statement, Device R2 does advertise the 192.168.0.1/32 route to Device R3. Device R3 does not
accept this route until after the loops statement is activated.

‘ Example: Configuring a Layer 3 VPN with Route Reflection and AS Override

Example: Rejecting Known Invalid Routes
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This example shows how to create route-based match conditions for a routing policy.

Requirements

Before you begin, be sure your router interfaces and protocols are correctly configured.

Overview

IN THIS SECTION

Topology | 136

In this example, you create a policy called rejectpolicyl that rejects routes with a mask of /8 and greater
(/8, /9, /10, and so on) that have the first 8 bits set to 0. This policy also accepts routes less than 8 bits
in length by creating a mask of 0/0 up to /7.

Topology

Configuration
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Procedure

CLI Quick Configuration
To quickly configure this example, copy the following commands, paste them into a text file, remove any

line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

set policy-options policy-statement rejectpolicyl term rejectterml from route-filter 0.0.0.0/0
upto /7 accept

set policy-options policy-statement rejectpolicyl term rejectterml from route-filter 0.0.0.0/8
orlonger reject

set policy-options policy-statement test term 1 from protocol direct

Step-by-Step Procedure

To create a policy that rejects known invalid routes:

1. Create the routing policy.

[edit]
user@host# edit policy-options policy-statement rejectpolicy1

2. Create the policy term.

[edit policy-options policy-statement rejectpolicyl]
user@host# edit term rejecttermi

3. Create a mask that specifies which routes to accept.

[edit policy-options policy-statement rejectpolicyl term rejectterml]
user@host# set from route-filter 0/0 upto /7 accept

4. Create a mask that specifies which routes to reject.

[edit policy-options policy-statement rejectpolicyl term rejectterml]

user@host# set from route-filter 0/8 orlonger reject



Results
Confirm your configuration by entering the show policy-options command from configuration mode. If

the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

user@host# show policy-options
policy-statement rejectpolicyl {
term rejectterml {
from {
route-filter 0.0.0.0/0 upto /7 accept;
route-filter 0.0.0.0/8 orlonger reject;

If you are done configuring the device, enter commit from configuration mode.

Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying the Route-Based Match Conditions

Purpose

Verify that the policy and term are configured on the device with the appropriate route-based match
conditions.

Action

From operational mode, enter the show policy-options command.



Route Filter Match Conditions | 70
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Example: Using Routing Policy in an ISP Network
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This example is a case study in how routing policies might be used in a typical Internet service provider
(ISP) network.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION
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In this network example, the ISP’s AS number is 64510. The ISP has two transit peers (AS 64514 and
AS 64515) to which it connects at an exchange point. The ISP is also connected to two private peers
(AS 64513 and AS 64516) with which it exchanges specific customer routes. The ISP has two customers
(AS 64511 and AS 64512).

The ISP policies are configured in an outbound direction. That is, the example focuses on the routes that
the ISP announces to its peers and customers, and includes the following:

1. The ISP has been assigned AS 64510 and the routing space of 172.16.32.0/21. With the exception
of the two customer networks, all other customer routes are simulated with static routes.

2. The exchange peers are used for transit service to other portions of the Internet. This means that the
ISP is accepting all routes (the full Internet routing table) from those BGP peers. To help maintain an
optimized Internet routing table, the ISP is configured to advertise only two aggregate routes to the
transit peers.

3. The ISP administrators want all data to the private peers to use the direct links. As a result, all the
customer routes from the ISP are advertised to those private peers. These peers then advertise all
their customer routes to the ISP.

4. Finally, each customer has a different set of requirements. Customer-1 requires a singe default route.
Customer-2 requires specific routes.



141

Topology

Figure 13 on page 142 shows the sample network.



Figure 13: ISP Network Example
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Set Commands for All Devices in the Topology
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device Customer-1

set interfaces fe-1/2/3 unit 0 description to_ISP-3

set interfaces fe-1/2/3 unit 0 family inet address 10.1.0.6/30

set interfaces 1o@ unit @ family inet address 192.168.0.8/32

set protocols bgp group ext type external

set protocols bgp group ext export send-statics

set protocols bgp group ext peer-as 64510

set protocols bgp group ext neighbor 10.1.0.5

set policy-options policy-statement send-statics term static-routes from protocol static
set policy-options policy-statement send-statics term static-routes then accept
set routing-options static route 172.16.40.0/25 reject

set routing-options static route 172.16.40.128/25 reject

set routing-options static route 172.16.41.0/25 reject

set routing-options static route 172.16.41.128/25 reject

set routing-options autonomous-system 64511

Device Customer-2

set interfaces fe-1/2/1 unit 0 description to_ISP-3

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.10/30
set interfaces fe-1/2/0 unit @ description to-Private-Peer-2
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.21/30
set interfaces 100 unit @ family inet address 192.168.0.9/32
set protocols bgp group ext type external

set protocols bgp group ext import inbound-routes

set protocols bgp group ext export outbound-routes



set protocols bgp group ext neighbor 10.0.0.9 peer-as 64510

set protocols bgp group ext neighbor 10.0.0.22 peer-as 64516

set policy-options policy-statement inbound-routes

set policy-options policy-statement inbound-routes

routes

set policy-options
set policy-options
set policy-options
set policy-options
routes

set policy-options
set policy-options
set policy-options
set policy-options
set policy-options
set policy-options
routes

policy-statement
policy-statement
policy-statement
policy-statement

policy-statement
policy-statement
policy-statement
policy-statement
policy-statement

policy-statement

inbound-routes
inbound-routes
inbound-routes

inbound-routes

inbound-routes

inbound-routes

outbound-routes term
outbound-routes term
outbound-routes term

outbound-routes term

term AS64510-primary from protocol bgp
term AS64510-primary from as-path AS64510-

term AS64510-primary then local-preference 200
term AS64510-primary then accept

term AS64516-backup from protocol bgp

term AS64516-backup from as-path AS64516-

term AS64516-backup then local-preference 50
term AS64516-backup then accept

statics from protocol static

statics then accept
internal-bgp-routes from protocol bgp

internal-bgp-routes from as-path my-own-

set
set
set
set
set
set
set
set
set
set

policy-options
policy-options
policy-options
policy-options
policy-options
routing-options
routing-options
routing-options
routing-options

routing-options

Device ISP-1

set
set
set
set
set
set
set
set
set
set
set
set

fe-1/2/0
fe-1/2/0
fe-1/2/1
fe-1/2/1
fe-1/2/2
fe-1/2/2
fe-1/2/3
fe-1/2/3
100 unit

protocols bgp group

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

protocols bgp group
protocols bgp group

policy-statement outbound-routes term
policy-statement outbound-routes term

internal-bgp-routes then accept
no-transit then reject

as-path my-own-routes "()"

as-path AS64510-routes "64510 .*"
as-path AS64516-routes "64516 .*"
static route 172.16.44.0/26 reject
static route 172.16.44.64/26 reject
static route 172.16.44.128/26 reject
static route 172.16.44.192/26 reject
autonomous-system 64512

unit @ description to_ISP-3
unit 0 family inet address 10.0.0.2/30
unit @ description to_ISP-2

address 10.1.0.2/30
to_Private-Peer-1
address 10.2.0.2/30
to_Exchange-1
family inet address 10.2.0.6/30
0 family inet address 192.168.0.1/32
int type internal

int local-address 192.168.0.1

int export internal-peers

family inet
unit @ description

unit

0
0
0
unit 0
0
0 family inet
0

unit @ description

unit 0



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
172.
set
set

protocols bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
ospf

g
g
g
g
g
g
g
g
g
g

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols ospf

protocols ospf

roup
roup
roup
to_64513
to_64513
to_64513
to_64514
to_64514
to_64514
to_64514

roup
roup
roup
roup
roup
roup
roup
area
area

area

int neighbor 192.168.0.2

int neighbor 192.168.0.3
to_64513 type external

export private-peer
peer-as 64513
neighbor 10.2.0.1
type external

export exchange-peer
peer-as 64514
neighbor 10.2.0.5
0.0.0.0 interface fe-1/2/0.0
0.0.0.0 interface fe-1/2/1.0
0.0.0.0 interface 100.0 passive

policy-options policy-statement exchange-peer term AS64510-Aggregate from protocol aggregate

policy-options policy-statement exchange-peer term AS64510-Aggregate from route-filter

16.32.0/21 exac
policy-options
policy-options

aggregate

set
172.
set
set
set
set
set
set
set
set
set
172.
set
set
set
set
set
set
set
set

policy-options
16.40.0/22 exac
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
policy-options
16.32.0/21 orlol

t
policy-statement

policy-statement

policy-statement
t
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
policy-statement
nger

exchange-peer term AS64510-Aggregate then accept

exchange-peer term Customer-2-Aggregate from protocol

exchange-peer term Customer-2-Aggregate from route-filter

exchange-peer term Customer-2-Aggregate then accept
exchange-peer term reject-all-other-routes then reject
internal-peers term statics from protocol static
internal-peers term statics then accept

internal-peers term next-hop-self then next-hop self
private-peer term statics from protocol static

private-peer term statics then accept

private-peer term isp-and-customer-routes from protocol bgp

private-peer term isp-and-customer-routes from route-filter

policy-options policy-statement private-peer term isp-and-customer-routes then accept

policy-options policy-statement private-peer term reject-all then reject
static route 172.16.32.0/24 reject
static route 172.16.33.0/24 reject

routing-options
routing-options
routing-options
routing-options
routing-options

routing-options

aggregate route
aggregate route

172.16.32.0/21
172.16.40.0/22

router-id 192.168.0.1
autonomous-system 64510



Device ISP-2

set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols

set protocols

fe-1/2/1
fe-1/2/1
fe-1/2/2
fe-1/2/2
fe-1/2/3
fe-1/2/3
fe-1/2/0
fe-1/2/0
100 unit
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group

unit
unit
unit
unit
unit
unit
unit

unit

0

description to_ISP-1

family inet address 10.1.0.1/30
description to_ISP-3

family inet address 10.0.0.6/30
description to_Private-Peer-2
family inet address 10.3.0.6/30
description to_Exchange-2
family inet address 10.3.0.2/30

0 family inet address 192.168.0.2/32
int type internal

int local-address 192.168.0.2
int export internal-peers

int neighbor 192.168.0.1

int neighbor 192.168.0.3
AS-64516 type external

bgp group AS-64516 export private-peer
bgp group AS-64516 peer-as 64516

bgp group AS-64516 neighbor 10.3.0.5
bgp group AS-64515 type external

bgp group AS-64515 export exchange-peer
bgp group AS-64515 peer-as 64515

bgp group AS-64515 neighbor 10.3.0.1
ospf area 0.0.0.0 interface fe-1/2/2.0
ospf area 0.0.0.0 interface fe-1/2/1.0

ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement exchange-peer term AS64510-Aggregate from protocol aggregate

set policy-options policy-statement exchange-peer term AS64510-Aggregate from route-filter

172.16.32.0/21

exact

set policy-options policy-statement exchange-peer term AS64510-Aggregate then accept

set policy-options policy-statement exchange-peer term Customer-2-Aggregate from protocol

aggregate

set policy-options policy-statement exchange-peer term Customer-2-Aggregate from route-filter

172.16.44.0/23
set policy-opt
set policy-opt
set policy-opt
set policy-opt
set policy-opt
set policy-opt
set policy-opt

exact

ions policy-statement exchange-peer term Customer-2-Aggregate then accept

ions policy-statement exchange-peer term reject-all-other-routes then reject

ions policy-statement internal-peers term statics from protocol static

ions policy-statement internal-peers term statics then accept

ions policy-statement internal-peers term next-hop-self then next-hop self

ions policy-statement private-peer term statics from protocol static

ions policy-statement private-peer term statics then accept



set policy-options policy-statement private-peer term isp-and-customer-routes from protocol bgp
set policy-options policy-statement private-peer term isp-and-customer-routes from route-filter
172.16.32.0/21 orlonger

set policy-options policy-statement private-peer term isp-and-customer-routes then accept

set policy-options policy-statement private-peer term reject-all then reject

set routing-options static route 172.16.34.0/24 reject

set routing-options static route 172.16.35.0/24 reject

set routing-options aggregate route 172.16.44.0/23

set routing-options aggregate route 172.16.32.0/21

set routing-options router-id 192.168.0.2

set routing-options autonomous-system 64510

Device ISP-3

set interfaces fe-1/2/0 unit 0 description to_ISP-1

0
set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30
set interfaces fe-1/2/2 unit 0 description to_ISP-2
set interfaces fe-1/2/2 unit 0 family inet address 10.0.0.5/30
set interfaces fe-1/2/3 unit 0 description to_Customer-1
0 family inet address 10.1.0.5/30
0

description to_Customer-2

set interfaces fe-1/2/3 unit
set interfaces fe-1/2/1 unit
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.9/30

set interfaces 100 unit @ family inet address 192.168.0.3/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int export internal-peers

set protocols bgp group int neighbor 192.168.0.1

set protocols bgp group int neighbor 192.168.0.2

set protocols bgp group to_64511 type external

set protocols bgp group to_64511 export customer-1-peer

set protocols bgp group to_64511 neighbor 10.1.0.6 peer-as 64511

set protocols bgp group to_64512 type external

set protocols bgp group to_64512 export customer-2-peer

set protocols bgp group to_64512 neighbor 10.0.0.10 peer-as 64512

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement customer-1-peer term defaut-route from route-filter
0.0.0.0/0 exact

set policy-options policy-statement customer-1-peer term defaut-route then accept

set policy-options policy-statement customer-1-peer term reject-all-other-routes then reject

set policy-options policy-statement customer-2-peer term statics from protocol static



set policy-options policy-statement
set policy-options policy-statement
bgp

set policy-options policy-statement
filter 172.16.32.0/21 orlonger

set policy-options policy-statement
set policy-options policy-statement
0.0.0.0/0 exact

set policy-options policy-statement
set policy-options policy-statement
set policy-options policy-statement

customer-2-peer

customer-2-peer

customer-2-peer

customer-2-peer
customer-2-peer

customer-2-peer

customer-2-peer

term statics then accept

term isp-and-customer-routes from protocol

term isp-and-customer-routes from route-

term isp-and-customer-routes then accept
term default-route from route-filter

term default-route then accept

term reject-all-other-routes then reject

if-upstream-routes-exist term only-certain-contributing-

routes from route-filter 172.16.8.0/21 exact
set policy-options policy-statement if-upstream-routes-exist term only-certain-contributing-

routes then accept

set policy-options policy-statement if-upstream-routes-exist term reject-all-other-routes then

reject
set
set
set
set

policy-options policy-statement internal-peers term statics from protocol static
policy-options policy-statement internal-peers term statics then accept
policy-options policy-statement internal-peers term next then next-hop self

set
set
set
set
set
set

routing-options
routing-options
routing-options
routing-options
routing-options
routing-options

routing-options

Device Exchange-1

set

interfaces

fe-1/2/3

static route 172.16.36.0/24 reject
static route 172.16.37.0/24 reject
static route 172.16.38.0/24 reject
static route 172.16.39.0/24 reject

generate route 0.0.0.0/0 policy if-upstream-routes-exist

router-id 192.168.0.3

autonomous-system 64510

unit @ description to_ISP-1

fe-1/2/3
fe-1/2/2
fe-1/2/2
fe-1/2/1
fe-1/2/1
100 unit
bgp group
bgp group
bgp group
bgp group
bgp group

set interfaces

set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set protocols
set protocols

set protocols ext peer-as

set protocols
set protocols

set

unit 0 family inet
unit @ description
unit 0 family inet
unit @ description
unit 0 family inet
0 family inet address 192.168.0.6/32
ext type external

ext export send-static

64510

ext neighbor 10.2.0.6
ext neighbor 10.3.0.41 peer-as 64515

policy-options policy-statement send-static from protocol static

address 10.2.0.5/30
to_Exchange-2
address 10.3.0.42/30
to_Private-Peer-1
address 10.3.0.45/30



set policy-options policy-statement send-static then accept
set routing-options static route 172.16.8.0/21 reject
set routing-options autonomous-system 64514

Device Exchange-2

set interfaces fe-1/2/0 unit 0 description to_ISP-2

set interfaces fe-1/2/0 unit 0 family inet address 10.3.0.1/30

set interfaces fe-1/2/2 unit 0 description to_Exchange-1

set interfaces fe-1/2/2 unit 0 family inet address 10.3.0.41/30

set interfaces fe-1/2/1 unit 0 description to_Private-Peer-2

set interfaces fe-1/2/1 unit 0 family inet address 10.3.0.49/30

set interfaces 100 unit @ family inet address 192.168.0.7/32

set protocols bgp group ext type external

set protocols bgp group ext export outbound-routes

set protocols bgp group ext neighbor 10.3.0.2 peer-as 64510

set protocols bgp group ext neighbor 10.3.0.50 peer-as 64516

set protocols bgp group ext neighbor 10.3.0.42 peer-as 64514

set policy-options policy-statement outbound-routes term statics from protocol static
set policy-options policy-statement outbound-routes term statics then accept
set routing-options autonomous-system 64515

set routing-options static route 172.16.16.0/21 reject

Device Private-Peer-1

set interfaces fe-1/2/2 unit 0 description to_ISP-1

set interfaces fe-1/2/2 unit 0 family inet address 10.2.0.1/30
set interfaces fe-1/2/1 unit @ description to_Exchange-1

set interfaces fe-1/2/1 unit 0 family inet address 10.3.0.46/30
set interfaces 100 unit @ family inet address 192.168.0.4/32
set protocols bgp group ext type external

set protocols bgp group ext peer-as 64510

set protocols bgp group ext neighbor 10.2.0.2

set routing-options autonomous-system 64513

Device Private-Peer-2

set interfaces fe-1/2/3 unit 0 description to_ISP-2

set interfaces fe-1/2/3 unit 0 family inet address 10.3.0.5/30
set interfaces fe-1/2/0 unit @ description to_Customer-1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.22/30



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces fe-1
interfaces fe-1
interfaces 1o0
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

group
group
group
group
group
group
group
group
group
group
group

group

12/1
/12/1
unit

ext peer-as

to-64512
to-64512
to-64512
to-64512
to-64515
to-64515
to-64515
to-64515

ext export outbound-routes

64510

ext neighbor 10.3.0.6
type external
peer-as 64512
neighbor 10.0.0.21
export internal-routes

type external

peer-as 64515
neighbor 10.3.0.49

unit @ description to_Exchange-2
unit 0 family inet address 10.3.0.50/30
0 family inet address 192.168.0.5/32

ext type external

export outbound-routes

policy-options policy-statement if-upstream-routes-exist term as-64515-routes from route-
filter 172.16.16.0/21 exact

set policy-options policy-statement

set policy-options policy-statement

reject

set
set
set

0.0.

set
set
set
set
set

policy-options
policy-options
policy-options
0.0/0 exact

policy-options
policy-options
policy-options
policy-options

policy-options

routes

set

policy-options

routes

set
set
set
set
set
set
set
set
set
set

policy-options
policy-options
policy-options
policy-options
routing-options
routing-options
routing-options
routing-options
routing-options

routing-options

policy-statement
policy-statement
policy-statement

policy-statement
policy-statement
policy-statement
policy-statement
policy-statement

policy-statement

policy-statement

policy-statement

if-upstream-routes-exist term as-64515-routes then accept

if-upstream-routes-exist term reject-all-other-routes then

internal-routes
internal-routes

internal-routes

internal-routes
internal-routes
outbound-routes
outbound-routes
outbound-routes

outbound-routes

outbound-routes
outbound-routes

as-path my-own-routes "()"
as-path AS64512-routes 64512
static route 172.16.24.0/25 reject
static route 172.16.24.128/25 reject
static route 172.16.25.0/26 reject
static route 172.16.25.64/26 reject
generate route 0.0.0.0/0 policy if-upstream-routes-exist

autonomous-system 64516

term
term

term

term
term
term
term

term

term

term

term

statics from protocol static
statics then accept
default-route from route-filter

default-route then accept
reject-all-other-routes then reject
statics from protocol static

statics then accept

allowed-bgp-routes from as-path my-own-

allowed-bgp-routes from as-path AS64512-

allowed-bgp-routes then accept
no-transit then reject
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

Device Customer-1 has multiple static routes configured to simulate customer routes. These routes are
sent to the ISP.

To configure Device Customer-1:

1. Configure the device interfaces.

[edit interfaces]

user@Customer-1# set fe-1/2/3 unit @ description to_ISP-3
user@Customer-1# set fe-1/2/3 unit @ family inet address 10.1.0.6/30
user@Customer-1# set 1o@ unit @ family inet address 192.168.0.8/32

2. Configure the static routes.

[edit routing-options static]

user@Customer-1# set route 172.16.40.0/25 reject
user@Customer-1# set route 172.16.40.128/25 reject
user@Customer-1# set route 172.16.41.0/25 reject
user@Customer-1# set route 172.16.41.128/25 reject
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3. Configure the policy to send static routes.

[edit policy-options policy-statement send-statics term static-routes]
user@Customer-1# set from protocol static
user@Customer-1# set then accept

4. Configure the external BGP (EBGP) connection to the ISP.

[edit protocols bgp group ext]
user@Customer-1# set type external
user@Customer-1# set export send-statics
user@Customer-1# set peer-as 64510
user@Customer-1# set neighbor 10.1.0.5

5. Configure the autonomous system (AS) number.

[edit routing-options]
user@Customer-1# set autonomous-system 64511

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@Customer-1# show interfaces
fe-1/2/1 {
unit 0 {
description to_ISP-3;
family inet {
address 10.1.0.6/30;

}
}
}
100 {
unit 0 {

family inet {
address 192.168.0.8/32;



user@Customer-1# show protocols

bgp {
group ext {
type external;
export send-statics;
peer-as 64510;
neighbor 10.1.0.5;
}
}

user@Customer-1# show policy-options
policy-statement send-statics {
term static-routes {
from protocol static;

then accept;

user@Customer-1# show routing-options

static {
route 172.16.40.0/25 reject;
route 172.16.40.128/25 reject;
route 172.16.41.0/25 reject;
route 172.16.41.128/25 reject;

}

autonomous-system 64511;

If you are done configuring the device, enter conmit from configuration mode.
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

Device Customer-2 has two static routes configured to simulate customer routes. These routes are sent
to the ISP. Customer-2 has a link to the ISP, as well as a link to AS 8000. This customer has requested
specific customer routes from the ISP, as well as from AS 64516. Customer-2 wants to use the ISP for
transit service to the Internet, and has requested a default route from the ISP.

To configure Device Customer-2:

1. Configure the device interfaces.

[edit interfaces]

user@Customer-2# set fe-1/2/1 unit 0 description to_ISP-3
user@Customer-2# set fe-1/2/1 unit @ family inet address 10.0.0.10/30
user@Customer-2# set fe-1/2/0 unit @ description to-Private-Peer-2
user@Customer-2# set fe-1/2/0 unit @ family inet address 10.0.0.21/30
user@Customer-2# set 1o@ unit @ family inet address 192.168.0.9/32

2. Configure the static routes.

[edit routing-options static]

user@Customer-2# set route 172.16.44.0/26 reject
user@Customer-2# set route 172.16.44.64/26 reject
user@Customer-2# set route 172.16.44.128/26 reject
user@Customer-2# set route 172.16.44.192/26 reject

3. Configure the import routing policy.
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The route with the highest local preference value is preferred. Routes from the ISP are preferred over
the same routes from Device Private-Peer-2

[edit policy-options policy-statement inbound-routes]
user@Customer-2# set term AS64510-primary from protocol bgp
user@Customer-2# set term AS64510-primary from as-path AS64510-routes
user@Customer-2# set term AS64510-primary then local-preference 200
user@Customer-2# set term AS64510-primary then accept

[edit policy-options policy-statement inbound-routes]
user@Customer-2# set term AS64516-backup from protocol bgp
user@Customer-2# set term AS64516-backup from as-path AS64516-routes
user@Customer-2# set term AS64516-backup then local-preference 50
user@Customer-2# set term AS64516-backup then accept

[edit policy-options]

user@Customer-2# set as-path AS64510-routes "64510 .*"
user@Customer-2# set as-path AS64516-routes "64516 .*"

4. Configure the export routing policy.

[edit policy-options policy-statement outbound-routes]

user@Customer-2# set term statics from protocol static

user@Customer-2# set term statics then accept

user@Customer-2# set term internal-bgp-routes from protocol bgp
user@Customer-2# set term internal-bgp-routes from as-path my-own-routes
user@Customer-2# set term internal-bgp-routes then accept
user@Customer-2# set term no-transit then reject

[edit policy-options]

user@Customer-2# set as-path my-own-routes "()"

5. Configure the external BGP (EBGP) connection to the ISP and to Device Private-Peer-2.

[edit protocols bgp group ext]

user@Customer-2# set type external

user@Customer-2# set import inbound-routes
user@Customer-2# set export outbound-routes
user@Customer-2# set neighbor 10.0.0.9 peer-as 64510
user@Customer-2# set neighbor 10.0.0.22 peer-as 64516



6. Configure the autonomous system (AS) number.

[edit routing-options]
user@Customer-2# set autonomous-system 64512

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@Customer-2# show interfaces
fe-1/2/1 {
unit 0 {
description to_ISP-3;
family inet {
address 10.0.0.10/30;

}
}
}
fe-1/2/0 {
unit 0 {
description to-Private-Peer-2;
family inet {
address 10.0.0.21/30;
}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.9/32;
}
}
}

user@Customer-2# show protocols
bgp {
group ext {



type external;

import inbound-routes;

export outbound-routes;

neighbor 10.0.0.9 {
peer-as 64510;

}

neighbor 10.0.0.22 {
peer-as 64516;

user@Customer-2# show policy-options
policy-statement inbound-routes {
term AS64510-primary {
from {
protocol bgp;
as-path AS64510-routes;

}
then {
local-preference 200;
accept;
}
}
term AS64516-backup {
from {
protocol bgp;
as-path AS64516-routes;
}
then {
local-preference 50;
accept;
}
}

}
policy-statement outbound-routes {
term statics {
from protocol static;
then accept;
}

term internal-bgp-routes {



from {
protocol bgp;
as-path my-own-routes;
}
then accept;
}
term no-transit {

then reject;

3

as-path my-own-routes "()";
as-path AS64510-routes "64510 .*";
as-path AS64516-routes "64516 .*";

user@Customer-2# show routing-options

static {
route 172.16.44.0/26 reject;
route 172.16.44.64/26 reject;
route 172.16.44.128/26 reject;
route 172.16.44.192/26 reject;

}

autonomous-system 64512;

If you are done configuring the device, enter commit from configuration mode.

Configuring Devices ISP-1 and ISP-2
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.
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Device ISP-1 and Device ISP-2 each have two policies configured: The private-peer policy and the
exchange-peer policy. Because of their similar configurations, this example shows the step-by-step
configuration only for Device ISP-2.

On Device ISP-2, the private-peer policy sends the ISP customer routes to Device Private-Peer-2. The
policy accepts all local static routes (local Device ISP-2 customers) and all BGP routes in the
172.16.32.0/21 range (advertised by other ISP routers). These two policy terms represent the ISP
customer routes. The final policy term rejects all other routes, which includes the entire Internet routing
table sent by the exchange peers. These routes do not need to be sent to Device Private-Peer-2 for two
reasons:

e The peer already maintains a connection to Device Exchange-2 in our example, so the routes are
redundant.

e The private peer wants customer routes only. The private-peer policy accomplishes this goal. The
exchange-peer policy sends routes to Device Exchange-2.

In the example, only two routes need to be sent to Device Exchange-2:

e The aggregate route that represents the AS 64510 routing space of 172.16.32.0/21. This route is
configured as an aggregate route locally and is advertised by the exchange-peer policy.

e The address space assigned to Customer-2, 172.16.44.0/23. This smaller aggregate route needs to
be sent to Device Exchange-2 because the customer is also attached to the AS 64516 peer (Device
Private-Peer-2).

Sending these two routes to Device Exchange-2 allows other networks in the Internet to reach the
customer through either the ISP or the private peer. If just the private peer were to advertise the /23
network while the ISP maintained only its /21 aggregate, all traffic destined for the customer would
transit AS 64516 only. Because the customer also wants routes from the ISP, the 172.16.44.0/23 route
is announced by Device ISP-2. Like the larger aggregate route, the 172.16.44.0/23 route is configured
locally and is advertised by the exchange-peer policy. The final term in that policy rejects all routes,
including the specific customer networks of the ISP, the customer routes from Device Private-Peer-1,
the customer routes from Device Private-Peer-2, and the routing table from Device Exchange-1. In
essence, this final term prevents the ISP from performing transit services for the Internet at large.

To configure Device ISP-2:

1. Configure the device interfaces.

[edit interfaces]

user@ISP-2# set fe-1/2/1 unit 0 description to_ISP-1
user@ISP-2# set fe-1/2/1 unit 0 family inet address 10.1.0.1/30
user@ISP-2# set fe-1/2/2 unit 0 description to_ISP-3
user@ISP-2# set fe-1/2/2 unit 0 family inet address 10.0.0.6/30



user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#

set fe-1/2/3 unit 0 description to_Private-Peer-2
set fe-1/2/3 unit @ family inet address 10.3.0.6/30
set fe-1/2/0 unit 0 description to_Exchange-2

set fe-1/2/0 unit @ family inet address 10.3.0.2/30
set 100 unit @ family inet address 192.168.0.2/32

2. Configure the interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@ISP-2# set interface fe-1/2/2.0
user@ISP-2# set interface fe-1/2/1.0
user@ISP-2# set interface 100.0 passive

3. Configure the static and aggregate routes.

[edit routing-options
user@ISP-2# set route
user@ISP-2# set route
[edit routing-options
user@ISP-2# set route
user@ISP-2# set route

static]
172.16.34.0/24 reject
172.16.35.0/24 reject
aggregate]
172.16.44.0/23
172.16.32.0/21

4. Configure the routing policies for the exchange peers.

[edit policy-options

user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#

set
set
set
set
set
set
set

term
term
term
term
term
term

term

policy-statement exchange-peer]

AS64510-Aggregate from protocol aggregate
AS64510-Aggregate from route-filter 172.16.32.0/21 exact
AS64510-Aggregate then accept

Customer-2-Aggregate from protocol aggregate
Customer-2-Aggregate from route-filter 172.16.44.0/23 exact
Customer-2-Aggregate then accept

reject-all-other-routes then reject

5. Configure the routing policies for the internal peers.

[edit policy-options policy-statement internal-peers]

user@ISP-2# set term statics from protocol static



user@ISP-2# set term statics then accept
user@ISP-2# set term next-hop-self then next-hop self

6. Configure the routing policies for the private peer.

[edit policy-options
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#

policy-statement private-peer]

set term statics from protocol static

set term statics then accept

set term isp-and-customer-routes from protocol bgp

set term isp-and-customer-routes from route-filter 172.16.32.0/21 orlonger

set term isp-and-customer-routes then accept

set term reject-all then reject

7. Configure the internal BGP (IBGP) connections to the other ISP devices.

[edit protocols
user@ISP-2# set
user@ISP-2# set
user@ISP-2# set
user@ISP-2# set
user@ISP-2# set

8. Configure the EBGP connections to the exchange peer and the private peer.

[edit protocols
user@ISP-2# set
user@ISP-2# set
user@ISP-2# set
user@ISP-2# set
[edit protocols
user@ISP-2# set
user@ISP-2# set
user@ISP-2# set
user@ISP-2# set

bgp group int]
type internal

local-address 192.168.0.2

export internal-peers
neighbor 192.168.0.1
neighbor 192.168.0.3

bgp group AS-64516]
type external

export private-peer
peer-as 64516
neighbor 10.3.0.5
bgp group AS-64515]
type external

export exchange-peer
peer-as 64515
neighbor 10.3.0.1



9. Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@ISP-2# set router-id 192.168.0.2
user@ISP-2# set autonomous-system 64510

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@ISP-2# show interfaces

fe-1/2/0 {
unit of
description to_Exchange-2;
family inet {
address 10.3.0.2/30;
}
}
}
fe-1/2/1 {
unit of
description to_ISP-1;
family inet {
address 10.1.0.1/30;
}
}
}
fe-1/2/2 {
unit @ {
description to_ISP-3;
family inet {
address 10.0.0.6/30;
}
}
}
fe-1/2/3 {
unit @ {

description

to_Private-Peer-2;



family inet {
address 10.3.0.6/30;

}
}
}
lo0 {
unit 0 {
family inet {
address 192.168.0.2/32;
}
}
}

user@ISP-2# show protocols

bgp {

group int {
type internal;
local-address 192.168.0.2;
export internal-peers;
neighbor 192.168.0.1;
neighbor 192.168.0.3;

}

group AS-64516 {
type external;
export private-peer;
peer-as 64516;
neighbor 10.3.0.5;

}

group AS-64515 {
type external;
export exchange-peer;
peer-as 64515;
neighbor 10.3.0.1;

}
ospf {
area 0.0.0.0 {
interface fe-1/2/2.0;
interface fe-1/2/1.0;
interface 100.0 {

passive;



user@ISP-2# show policy-options
policy-statement exchange-peer {
term AS64510-Aggregate {
from {
protocol aggregate;
route-filter 172.16.32.0/21 exact;
}
then accept;
}
term Customer-2-Aggregate {
from {
protocol aggregate;
route-filter 172.16.44.0/23 exact;
}
then accept;
}
term reject-all-other-routes {
then reject;

}
policy-statement internal-peers {
term statics {
from protocol static;

then accept;

}
term next-hop-self {
then {
next-hop self;
}
}

}
policy-statement private-peer {
term statics {
from protocol static;
then accept;
}

term isp-and-customer-routes {



from {
protocol bgp;
route-filter 172.16.32.0/21 orlonger;
}
then accept;
}
term reject-all {

then reject;

user@ISP-2# show routing-options
static {
route 172.16.34.0/24 reject;
route 172.16.35.0/24 reject;
}
aggregate {
route 172.16.44.0/23;
route 172.16.32.0/21;

}
router-id 192.168.0.2;
autonomous-system 64510;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device ISP-3
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

On Device ISP-3, a separate policy is in place for each customer. The default route for Customer-1 is
being sent by the customer-1-peer policy. This policy finds the 0.0.0.0/0 default route in inet.0 and accepts
it. The policy also rejects all other routes, thereby not sending all BGP routes on the ISP router. The
customer-2-peer policy is for Customer-2 and contains the same policy terms, which also send the default
route and no other transit BGP routes. The additional terms in the customer-2-peer policy send the ISP
customer routes to Customer-2. Because there are local static routes on Device ISP-3 that represent
local customers, these routes are sent as well as all other internal routes announced to the local router
by the other ISP routers.

If the upstream route from Device Exchange-1 (172.16.8.0/21) is present, Device ISP-3 generates a
default route.

To configure Device ISP-3:

1. Configure the device interfaces.

[edit interfaces]

user@ISP-3# set fe-1/2/0 unit 0 description to_ISP-1
user@ISP-3# set fe-1/2/0 unit 0 family inet address 10.0.0.1/30
user@ISP-3# set fe-1/2/2 unit 0 description to_ISP-2
user@ISP-3# set fe-1/2/2 unit 0 family inet address 10.0.0.5/30
user@ISP-3# set fe-1/2/3 unit 0 description to_Customer-1
user@ISP-3# set fe-1/2/3 unit 0 family inet address 10.1.0.5/30
user@ISP-3# set fe-1/2/1 unit 0 description to_Customer-2
user@ISP-3# set fe-1/2/1 unit 0 family inet address 10.0.0.9/30
user@ISP-3# set 100 unit @ family inet address 192.168.0.3/32

2. Configure the interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@ISP-3# set interface fe-1/2/0.0
user@ISP-34# set interface fe-1/2/2.0
user@ISP-3# set interface 100.0 passive

3. Configure the static routes.

[edit routing-options static]

user@ISP-3# set route 172.16.36.0/24 reject
user@ISP-3# set route 172.16.37.0/24 reject
user@ISP-3# set route 172.16.38.0/24 reject
user@ISP-3# set route 172.16.39.0/24 reject



4. Configure a routing policy that generates a default static route only if a certain upstream route
exists.

[edit policy-options policy-statement if-upstream-routes-exist term only-certain-
contributing-routes]

user@ISP-3# set from route-filter 172.16.8.0/21 exact

user@ISP-3# set then accept

[edit policy-options policy-statement if-upstream-routes-exist]

user@ISP-3# set term reject-all-other-routes then reject

[edit routing-options generate route 0.0.0.0/0]

user@ISP-3# set policy if-upstream-routes-exist

5. Configure the routing policy for Customer-1.

[edit policy-options policy-statement customer-1-peer]
user@ISP-3# set term defaut-route from route-filter 0.0.0.0/0 exact
user@ISP-3# set term defaut-route then accept

user@ISP-3# set term reject-all-other-routes then reject

6. Configure the routing policy for Customer-2.

[edit policy-options policy-statement customer-2-peer]

user@ISP-3# set term statics from protocol static

user@ISP-3# set term statics then accept

user@ISP-3# set term isp-and-customer-routes from protocol bgp

user@ISP-3# set term isp-and-customer-routes from route-filter 172.16.32.0/21 orlonger
user@ISP-3# set term isp-and-customer-routes then accept

user@ISP-34# set term default-route from route-filter 0.0.0.0/0 exact

user@ISP-3# set term default-route then accept

user@ISP-3# set term reject-all-other-routes then reject

7. Configure the routing policies for the internal peers.

[edit policy-options policy-statement internal-peers]
user@ISP-3# set term statics from protocol static
user@ISP-3# set term statics then accept

user@ISP-3# set term next then next-hop self



8. Configure the internal BGP (IBGP) connections to the other ISP devices.

[edit protocols bgp group int]
user@ISP-3# set type internal

user@ISP-3# set local-address 192.168.0.3
user@ISP-3# set export internal-peers
user@ISP-3# set neighbor 192.168.0.1
user@ISP-3# set neighbor 192.168.0.2

9. Configure the EBGP connections to the customer peers.

[edit protocols bgp group to_64511]

user@ISP-3# set type external

user@ISP-3# set export customer-1-peer
user@ISP-3# set neighbor 10.1.0.6 peer-as 64511
[edit protocols bgp group to_64512]

user@ISP-3# set type external

user@ISP-3# set export customer-2-peer
user@ISP-3# set neighbor 10.0.0.10 peer-as 64512

10. Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@ISP-3# set router-id 192.168.0.3

user@ISP-3# set autonomous-system 64510

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@ISP-3# show interfaces
fe-1/2/0 {
unit @ {
description to_ISP-1;
family inet {
address 10.0.0.1/30;



}
}
fe-1/2/1 {
unit @ {
description
family inet
address
}
}
}
fe-1/2/2 {
unit @ {
description
family inet
address
}
}
}
fe-1/2/3 {
unit @ {
description
family inet
address
}
}
}
lo0 {
unit @ {
family inet
address
}
}
}

to_Customer-2;

{
10.0.0.9/30;

to_ISP-2;
{
10.0.0.5/30;

to_Customer-1;

{
10.1.0.5/30;

{
192.168.0.3/32;

user@ISP-3# show protocols

bgp {
group int {

type internal;
local-address 192.168.0.3;

export internal-peers;



neighbor 192.168.0.1;
neighbor 192.168.0.2;

}

group to_64511 {
type external;
export customer-1-peer;
neighbor 10.1.0.6 {

peer-as 64511;

}
group to_64512 {
type external;
export customer-2-peer;
neighbor 10.0.0.10 {
peer-as 64512;

}
}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.0;
interface fe-1/2/2.0;
interface 100.0 {
passive;
}
}
}

user@ISP-3# show policy-options
policy-statement customer-1-peer {
term defaut-route {
from {
route-filter 0.0.0.0/0 exact;
}
then accept;
}
term reject-all-other-routes {
then reject;

3

policy-statement customer-2-peer {



term statics {
from protocol static;
then accept;
}
term isp-and-customer-routes {
from {
protocol bgp;
route-filter 172.16.32.0/21 orlonger;

}
then accept;
}
term default-route {
from {
route-filter 0.0.0.0/0 exact;
}
then accept;
}

term reject-all-other-routes {

then reject;

}
policy-statement if-upstream-routes-exist {
term only-certain-contributing-routes {
from {
route-filter 172.16.8.0/21 exact;
}
then accept;
}
term reject-all-other-routes {
then reject;

}
policy-statement internal-peers {
term statics {
from protocol static;
then accept;
}
term next {
then {
next-hop self;



user@ISP-3# show routing-options
static {
route 172.16.36.0/24 reject;
route 172.16.37.0/24 reject;
route 172.16.38.0/24 reject;
route 172.16.39.0/24 reject;

}
generate {

route 0.0.0.0/0 policy if-upstream-routes-exist;
}

router-id 192.168.0.3;

autonomous-system 64510;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device Exchange-2
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Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

Device Exchange-2 exchanges all BGP routes with all BGP peers. The outbound-routes policy for Device
Exchange-2 advertises locally defined static routes using BGP. The exclusion of a final then reject term
causes the default BGP export policy to take effect, which is to send all BGP routes to all external BGP
peers.

To configure Device Exchange-2:
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1. Configure the device interfaces.

[edit interfaces]
user@Exchange-2#
user@Exchange-2#
user@Exchange-2#
user@Exchange-2#
user@Exchange-2#
user@Exchange-2#

user@Exchange-2#

set fe-1/2/0 unit 0 description to_ISP-2

set fe-1/2/0 unit 0 family inet address 10.3.0.1/30
set fe-1/2/2 unit @ description to_Exchange-1

set fe-1/2/2 unit 0 family inet address 10.3.0.41/30
set fe-1/2/1 unit 0 description to_Private-Peer-2
set fe-1/2/1 unit 0 family inet address 10.3.0.49/30
set 100 unit @ family inet address 192.168.0.7/32

2. Configure the static routes.

[edit routing-options static]

set route 172.16.

3. Configure a routing

16.0/21 reject

policy that generates a default static route only if certain internal routes exist.

[edit policy-options policy-statement outbound-routes term statics]

user@Exchange-2#

user@Exchange-2#

set from protocol static

set then accept

4. Configure the EBGP connections to the customer peers.

[edit protocols bgp group ext]

user@Exchange-2#
user@Exchange-2#
user@Exchange-2#
user@Exchange-2#

user@Exchange-2#

set type external

set export outbound-routes

set neighbor 10.3.0.2 peer-as 64510
set neighbor 10.3.0.50 peer-as 64516
set neighbor 10.3.0.42 peer-as 64514

5. Configure the autonomous system (AS) number.

[edit routing-options]

user@Exchange-2#

set autonomous-system 64515



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@Exchange-2 show interfaces

fe-1/2/0 {
unit @ {
description to_ISP-2;
family inet {
address 10.3.0.1/30;
}
}
}
fe-1/2/1 {
unit @ {
description to_Private-Peer-2;
family inet {
address 10.3.0.49/30;
}
}
}
fe-1/2/2 {
unit @ {
description to_Exchange-1;
family inet {
address 10.3.0.41/30;
}
}
}
100 {
unit @ {
family inet {
address 192.168.0.7/32;
}
}
}

user@Exchange-2# show protocols

bgp {



group ext {

type external;

export outbound-routes;

neighbor 10.3.0.2 {
peer-as 64510;

}

neighbor 10.3.0.50 {
peer-as 64516;

}

neighbor 10.3.0.42 {
peer-as 64514;

user@Exchange-2# show policy-options
policy-statement outbound-routes {
term statics {
from protocol static;

then accept;

user@Exchange-2# show routing-options
static {
route 172.16.16.0/21 reject;

b

autonomous-system 64515;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device Private-Peer-2
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Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

Device Private-Peer-2 performs two main functions:

e Advertises routes local to AS 64516 to both the exchange peers and the ISP routers. The outbound-
routes policy advertises the local static routes (that is, customers) on the router, and also advertises all
routes learned by BGP that originated in either AS 64516 or AS 64512. These routes include other
AS 64516 customer routes in addition to the AS 64512 customer. The AS routes are identified by an
AS path regular expression match criteria in the policy.

e Advertises the 0.0.0.0/0 default route to the AS 64512 customer router. To accomplish this, the
private peer creates a generated route for 0.0.0.0/0 locally on the router. This generated route is
further assigned a policy called if-upstream-routes-exist, which allows only certain routes to contribute
to the generated route, making it an active route in the routing table. Once the route is active, it can
be sent to the AS 64512 router using BGP and the configured policies. The if-upstream-routes-exist
policy accepts only the 172.16.32.0/21 route from Device Exchange-2, and rejects all other routes. If
the 172.16.32.0/21 route is withdrawn by the exchange peer, the private peer loses the 0.0.0.0/0
default route and withdraws the default route from the AS 64512 customer router.

To configure Device Private-Peer-2:

1. Configure the device interfaces.

[edit interfaces]

user@Private-Peer-2# set fe-1/2/3 unit @ description to_ISP-2
user@rivate-Peer-2# set fe-1/2/3 unit 0 family inet address 10.3.0.5/30
user@Private-Peer-2# set fe-1/2/0 unit @ description to_Customer-1
user@rivate-Peer-2# set fe-1/2/0 unit 0 family inet address 10.0.0.22/30
user@Private-Peer-2# set fe-1/2/1 unit @ description to_Exchange-2
user@rivate-Peer-2# set fe-1/2/1 unit 0 family inet address 10.3.0.50/30
user@rivate-Peer-2# set 100 unit @ family inet address 192.168.0.5/32

2. Configure the static routes.

[edit routing-options static]
user@Private-Peer-2# set route 172.16.24.0/25 reject
user@rivate-Peer-2# set route 172.16.24.128/25 reject
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user@Private-Peer-2# set route 172.16.25.0/26 reject
user@rivate-Peer-2# set route 172.16.25.64/26 reject

3. Configure a routing policy that generates a default static route only if certain internal routes exist.

[edit policy-options policy-statement if-upstream-routes-exist]

user@Private-Peer-2# set term as-64515-routes from route-filter 172.16.16.0/21 exact
user@rivate-Peer-2# set term as-64515-routes then accept

user@rivate-Peer-2# set term reject-all-other-routes then reject

[edit routing-options generate route 0.0.0.0/0]

user@rivate-Peer-2# set policy if-upstream-routes-exist

4. Configure the routing policy that advertises local static routes and the default route.

[edit policy-options policy-statement internal-routes]

user@rivate-Peer-2# set term statics from protocol static
user@rivate-Peer-2# set term statics then accept

user@Private-Peer-2# set term default-route from route-filter 0.0.0.0/0 exact
user@rivate-Peer-2# set term default-route then accept

user@rivate-Peer-2# set term reject-all-other-routes then reject

5. Configure the routing policy that advertises local customer routes.

[edit policy-options policy-statement outbound-routes]

user@rivate-Peer-2# set term statics from protocol static
user@rivate-Peer-2# set term statics then accept

user@rivate-Peer-2# set term allowed-bgp-routes from as-path my-own-routes
user@rivate-Peer-2# set term allowed-bgp-routes from as-path AS64512-routes
user@rivate-Peer-2# set term allowed-bgp-routes then accept
user@rivate-Peer-2# set term no-transit then reject

[edit policy-options]

user@Private-Peer-2# set as-path my-own-routes "()"

user@rivate-Peer-2# set as-path AS64512-routes 64512

6. Configure the EBGP connection to Customer-2.

[edit protocols bgp group to-64512]
user@rivate-Peer-2# set type external
user@rivate-Peer-2# set export internal-routes



user@rivate-Peer-2# set peer-as 64512
user@rivate-Peer-2# set neighbor 10.0.0.21

7. Configure the EBGP connection to Device Exchange-2.

[edit protocols bgp group to-64515]
user@rivate-Peer-2# set type external
user@rivate-Peer-2# set export outbound-routes
user@rivate-Peer-2# set peer-as 64515
user@rivate-Peer-2# set neighbor 10.3.0.49

8. Configure the EBGP connections to the ISP.

[edit protocols bgp group ext]
user@Private-Peer-2# set type external
user@rivate-Peer-2# set export outbound-routes
user@Private-Peer-2# set peer-as 64510
user@rivate-Peer-2# set neighbor 10.3.0.6

9. Configure the autonomous system (AS) number.

[edit routing-options]
user@rivate-Peer-2# set autonomous-system 64516

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@rivate-Peer-2# show interfaces
fe-1/2/0 {
unit @ {
description to_Customer-1;
family inet {
address 10.0.0.22/30;



}
fe-1/2/1 {
unit @ {
description to_Exchange-2;
family inet {
address 10.3.0.50/30;

}
}
}
fe-1/2/3 {
unit 0 {
description to_ISP-2;
family inet {
address 10.3.0.5/30;
}
}
}
lo0 {
unit @ {
family inet {
address 192.168.0.5/32;
}
}
}

user@rivate-Peer-2# show protocols

bgp {
group ext {
type external;
export outbound-routes;
peer-as 64510;
neighbor 10.3.0.6;
}

group to-64512 {
type external;
export internal-routes;
peer-as 64512;
neighbor 10.0.0.21;
}
group to-64515 {

type external;



export outbound-routes;
peer-as 64515;
neighbor 10.3.0.49;

user@Private-Peer-2# show policy-options
policy-statement if-upstream-routes-exist {
term as-64515-routes {
from {
route-filter 172.16.16.0/21 exact;
}
then accept;
}
term reject-all-other-routes {
then reject;

}
policy-statement internal-routes {
term statics {
from protocol static;
then accept;
}
term default-route {
from {
route-filter 0.0.0.0/0 exact;
}
then accept;
}
term reject-all-other-routes {

then reject;

}
policy-statement outbound-routes {
term statics {
from protocol static;
then accept;
}
term allowed-bgp-routes {
from as-path [ my-own-routes AS64512-routes 1;
then accept;



}
term no-transit {

then reject;

}

as-path my-own-routes "()";
as-path AS64512-routes 64512;

user@rivate-Peer-2# show routing-options
static {

route 172.16.24.0/25 reject;

route 172.16.24.128/25 reject;

route 172.16.25.0/26 reject;

route 172.16.25.64/26 reject;

}
generate {

route 0.0.0.0/0 policy if-upstream-routes-exist;
}

autonomous-system 64516;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying the Routes on Device Customer-1 | 182
Verifying the Routes on Device Customer-2 | 183
Verifying the Routes on Device ISP-1 | 184
Verifying the Routes on Device ISP-2 | 188
Verifying the Routes on Device ISP-3 | 192
Verifying the Routes on Device Exchange-1 | 195
Verifying the Routes on Device Exchange-2 | 197
Verifying the Routes on Device Private-Peer-1 | 199

Verifying the Routes on Device Private-Peer-2 | 200



Confirm that the configuration is working properly.

Verifying the Routes on Device Customer-1

Purpose

On Device Customer-1, check the routes in the routing table.

Action

user@Customer-1> show route

inet.0: 8 destinations, 8 routes (8 active, © holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 00:09:25, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.1.0.5 via fe-1/2/3.0

10.1.0.4/30 *[Direct/0] 23:50:20
> via fe-1/2/3.0
10.1.0.6/32 *[Local/@] 5d 21:56:47

Local via fe-1/2/3.0
172.16.40.0/25 *[Static/5] 22:59:04
Reject
172.16.40.128/25  *[Static/5] 22:59:04
Reject
172.16.41.0/25 *[Static/5] 22:59:04
Reject
172.16.41.128/25  *[Static/5] 22:59:04
Reject
192.168.0.8/32 *[Direct/@] 5d 21:25:45
> via 100.0

Meaning

Device Customer-1 has its four static routes, and it has learned the default route through BGP.



Verifying the Routes on Device Customer-2

Purpose

On Device Customer-2, check the routes in the routing table.

Action

user@Customer-2> show route
inet.@: 22 destinations, 23 routes (22 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0

10.0.0.8/30

10.0.0.10/32

10.0.0.20/30

10.0.0.21/32

172.16.24.0/25

172.16.24.128/25

172.16.25.0/26

172.16.25.64/26

172.16.32.0/24

172.16.33.0/24

*[BGP/170] 00:10:35, localpref 200

AS path: 64510 I, validation-state:

> to 10.0.0.9 via fe-1/2/0.10
[BGP/170] 04:58:09, localpref 50

AS path: 64516 I, validation-state:

> to 10.0.0.22 via fe-1/2/0.0
*[Direct/0] 23:51:29
> via fe-1/2/0.10
*[Local/0@] 23:52:49

Local via fe-1/2/0.10
*[Direct/0] 23:52:49
> via fe-1/2/0.0
*[Local/0@] 23:52:49

Local via fe-1/2/0.0
*[BGP/170] 04:58:09, localpref 50

AS path: 64516 I, validation-state:

> to0 10.0.0.22 via fe-1/2/0.0
*[BGP/170] 04:58:09, localpref 50

AS path: 64516 I, validation-state:

> to 10.0.0.22 via fe-1/2/0.0
*[BGP/170] 04:58:09, localpref 50

AS path: 64516 I, validation-state:

> to0 10.0.0.22 via fe-1/2/0.0
*[BGP/170] 04:58:09, localpref 50

AS path: 64516 I, validation-state:

> to 10.0.0.22 via fe-1/2/0.0
*[BGP/170] 22:38:47, localpref 200

AS path: 64510 I, validation-state:

> to 10.0.0.9 via fe-1/2/0.10
*[BGP/170] 22:38:47, localpref 200

unverified

unverified

unverified

unverified

unverified

unverified

unverified



AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
172.16.34.0/24 *[BGP/170] 22:38:47, localpref 200
AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
172.16.35.0/24 *[BGP/170] 22:38:47, localpref 200
AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
172.16.36.0/24 *[BGP/170] 22:38:47, localpref 200
AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
172.16.37.0/24 *[BGP/170] 22:38:47, localpref 200
AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
172.16.38.0/24 *[BGP/170] 22:38:47, localpref 200
AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
172.16.39.0/24 *[BGP/170] 22:38:47, localpref 200
AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
172.16.44.0/26 *[Static/5] 22:57:28
Reject
172.16.44.64/26 *[Static/5] 22:57:28
Reject
172.16.44.128/26  *[Static/5] 22:57:28
Reject
172.16.44.192/26  *[Static/5] 22:57:28
Reject
192.168.0.9/32 *[Direct/0] 23:52:49
> via 100.0

Meaning
Device Customer-2 has learned the default route through its session with the ISP and also through its

session with the private peer. The route learned from the ISP is preferred because it has a higher local
preference.

Verifying the Routes on Device ISP-1

Purpose

On Device ISP-1, check the routes in the routing table.



Action

user@ISP-1> show route
inet.@: 42 destinations, 53 routes (42 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0

10.0.0.0/30

10.0.0.2/32

10.0.0.4/30

10.0.0.20/30

10.1.0.0/30

10.1.0.2/32

10.2.0.0/30

10.2.0.2/32

10.2.0.4/30

10.2.0.6/32

10.3.0.4/30

10.3.0.48/30

172.16.8.0/21

*[BGP/170] 22:44:26, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.1.0.1 via fe-1/2/1.0
*[Direct/0] 23:52:01
> via fe-1/2/0.0
x[Local/@] 23:52:01
Local via fe-1/2/0.0
*[OSPF/10] 23:51:06, metric 2
to 10.1.0.1 via fe-1/2/1.0
> to 10.0.0.1 via fe-1/2/0.0
*[BGP/170] 23:50:55, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.1.0.1 via fe-1/2/1.0
[BGP/170] 23:51:28, localpref 100
AS path: 64514 64515 64516 I, validation-state: unverified
> to 10.2.0.5 via fe-1/2/3.0
*[Direct/0] 23:52:01
> via fe-1/2/1.0
*[Local/e] 23:52:01
Local via fe-1/2/1.0
*[Direct/0] 23:52:01
> via fe-1/2/2.0
*[Local/e] 23:52:01
Local via fe-1/2/2.0
*[Direct/0] 23:52:00
> via fe-1/2/3.0
*[Local/e] 23:52:00
Local via fe-1/2/3.0
*[BGP/170] 23:51:28, localpref 100
AS path: 64514 64515 64516 I, validation-state: unverified
> to 10.2.0.5 via fe-1/2/3.0
*[BGP/170] 23:50:55, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.1.0.1 via fe-1/2/1.0
*[BGP/170] 00:11:08, localpref 100
AS path: 64514 I, validation-state: unverified



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.16.

.24.

.24.

.25.

.25.

.32.

.32

.33.

.34.

.35.

0/21

0/25

128/25

0/26

64/26

0/21

.0/24

0/24

0/24

0/24

> to 10.2.

*[BGP/170]
AS path:

> to 10.1

[BGP/170]

AS path:

> to 10.2.

*[BGP/170]
AS path:

> to 10.1

[BGP/170]

AS path:

> to 10.2.

*[BGP/170]
AS path:

> to 10.1

[BGP/170]

AS path:

> to 10.2.

*[BGP/170]
AS path:

> to 10.1

[BGP/170]

AS path:

> to 10.2.

*[BGP/170]
AS path:

> to 10.1

[BGP/170]

AS path:

> to 10.2.

0.5 via fe-1/2/3.0
02:02:10, localpref 100, from 192.168.0.2
64515 I, validation-state: unverified

.0.1 via fe-1/2/1.0

02:02:10, localpref 100

64514 64515 I, validation-state: unverified
0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2
64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

23:06:33, localpref 100

64514 64515 64516 I, validation-state: unverified
0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2

64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

23:06:33, localpref 100

64514 64515 64516 I, validation-state: unverified
0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2

64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

23:06:33, localpref 100

64514 64515 64516 I, validation-state: unverified
0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2

64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

23:06:33, localpref 100
64514 64515 64516 I, validation-state: unverified
0.5 via fe-1/2/3.0

*[Aggregate/130] 22:44:27

Reject

*[Static/5] 22:44:27

Reject

*[Static/5] 22:44:27

Reject
*[BGP/170]

AS path:
> to 10.1.
*[BGP/170]

AS path:
> to 10.1.

22:39:20, localpref 100, from 192.168.0.2
I, validation-state: unverified

0.1 via fe-1/2/1.0

22:39:20, localpref 100, from 192.168.0.2
I, validation-state: unverified

0.1 via fe-1/2/1.0



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.36.

.37.

.38.

.39.

.40.

.40.

.40.

.41

.41

.44,

.44,

.44,

0/24

0/24

0/24

0/24

0/22

0/25

128/25

.0/25

.128/25

0/26

64/26

128/26

*[BGP/170]
AS path
> to 10.0
*[BGP/170]
AS path
> to 10.0
*[BGP/170]
AS path
> to 10.0
*[BGP/170]
AS path
> to 10.0

22:39:20, localpref 100, from 192.168.0.3
: I, validation-state: unverified

.0.1 via fe-1/2/0.0

22:39:20, localpref 100, from 192.168.0.3
: I, validation-state: unverified

.0.1 via fe-1/2/0.0

22:39:20, localpref 100, from 192.168.0.3
: I, validation-state: unverified

.0.1 via fe-1/2/0.0

22:39:20, localpref 100, from 192.168.0.3
: I, validation-state: unverified

.0.1 via fe-1/2/0.0

*[Aggregate/130] 22:44:27

Reject
*[BGP/170]

AS path:

> to 10.0
*[BGP/170]

AS path:

> to 10.0
*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:

> to 10.0
*[BGP/170]

AS path:
> to 10.0.

[BGP/170]

AS path:

> to 10.2
*[BGP/170]

AS path:
> to 10.0.

[BGP/170]

AS path:

> to 10.2
*[BGP/170]

AS path:
> to 10.0.

[BGP/170]

AS path:

23:00:47, localpref 100, from 192.168.0.3
64511 I, validation-state: unverified
.0.1 via fe-1/2/0.0

23:00:47, localpref 100, from 192.168.0.3
64511 I, validation-state: unverified
.0.1 via fe-1/2/0.0

23:00:47, localpref 100, from 192.168.0.3
64511 I, validation-state: unverified
0.1 via fe-1/2/0.0

23:00:47, localpref 100, from 192.168.0.3
64511 I, validation-state: unverified
.0.1 via fe-1/2/0.0

22:58:01, localpref 100, from 192.168.0.3
64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:58:01, localpref 100

.0.5 via fe-1/2/3.0

22:58:01, localpref 100, from 192.168.0.3
64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:58:01, localpref 100

.0.5 via fe-1/2/3.0

22:58:01, localpref 100, from 192.168.0.3
64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:58:01, localpref 100

64514 64515 64516 64512 I, validation-state:

64514 64515 64516 64512 I, validation-state:

64514 64515 64516 64512 I, validation-state:

unverified

unverified

unverified



> to 10.2.0.5 via fe-1/2/3.0
172.16.44.192/26  *[BGP/170] 22:58:01, localpref 100, from 192.168.0.3
AS path: 64512 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
[BGP/170] 22:58:01, localpref 100
AS path: 64514 64515 64516 64512 I, validation-state: unverified
> to 10.2.0.5 via fe-1/2/3.0
192.168.0.1/32 *[Direct/0] 23:52:01
> via 100.0
192.168.0.2/32 *[0OSPF/10] 23:51:06, metric 1
> to 10.1.0.1 via fe-1/2/1.0
192.168.0.3/32 *[0OSPF/10] 23:51:06, metric 1
> t0 10.0.0.1 via fe-1/2/0.0
192.168.0.5/32 *[BGP/170] 23:50:55, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.1.0.1 via fe-1/2/1.0
[BGP/170] 23:51:28, localpref 100
AS path: 64514 64515 64516 I, validation-state: unverified
> to 10.2.0.5 via fe-1/2/3.0
172.16.233.5/32 *[OSPF/10] 23:52:07, metric 1
MultiRecv

Verifying the Routes on Device ISP-2

Purpose

On Device ISP-2, check the routes in the routing table.

Action

user@ISP-2> show route
inet.0: 41 destinations, 59 routes (41 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 22:45:44, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
10.0.0.0/30 *[OSPF/10] 23:52:25, metric 2
to 10.0.0.5 via fe-1/2/2.0
> t0 10.1.0.2 via fe-1/2/1.0
10.0.0.4/30 *[Direct/0] 23:53:21



> via fe-1/2/2.0

10.0.0.6/32 *[Local/@] 23:53:23
Local via fe-1/2/2.0
10.0.0.20/30 *[BGP/170] 23:53:11, localpref 100

AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:53:09, localpref 100

AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0

10.1.0.0/30 *[Direct/0] 23:53:19
> via fe-1/2/1.0
10.1.0.1/32 *[Local/@] 23:53:23
Local via fe-1/2/1.0
10.3.0.0/30 *[Direct/0] 23:53:22
> via fe-1/2/0.0
10.3.0.2/32 *[Local/@] 23:53:23
Local via fe-1/2/0.0
10.3.0.4/30 *[Direct/0] 23:53:23

> via fe-1/2/3.0
[BGP/170] 23:53:11, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:53:09, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
[BGP/170] 23:52:13, localpref 100, from 192.168.0.1
AS path: 64514 64515 64516 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0

10.3.0.6/32 *[Local/0] 23:53:23
Local via fe-1/2/3.0
10.3.0.48/30 *[BGP/170] 23:53:11, localpref 100

AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
172.16.8.0/21 *[BGP/170] 00:12:26, localpref 100, from 192.168.0.1
AS path: 64514 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0
[BGP/170] 00:12:26, localpref 100
AS path: 64515 64514 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.16.0/21 *[BGP/170] 02:03:28, localpref 100
AS path: 64515 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.24.0/25 *[BGP/170] 23:07:51, localpref 100



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.24.

.25.

.25.

.32.

.32.

.33.

.34.

.35

.36.

.37.

.38.

128/25

0/26

64/26

0/21

0/24

0/24

0/24

.0/24

0/24

0/24

0/24

AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100

AS path: 64515 64516 I, validation-state: unverified

> to 10.3.0.1 via fe-1/2/0.0
*[BGP/170] 23:07:51, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100

AS path: 64515 64516 I, validation-state: unverified

> to 10.3.0.1 via fe-1/2/0.0
*[BGP/170] 23:07:51, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100

AS path: 64515 64516 I, validation-state: unverified

> to 10.3.0.1 via fe-1/2/0.0
*[BGP/170] 23:07:51, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100

AS path: 64515 64516 I, validation-state: unverified

> to 10.3.0.1 via fe-1/2/0.0

*[Aggregate/130] 22:40:38
Reject

*[BGP/170] 22:45:44, localpref 100, from 192.168.0.1
AS path: I, validation-state: unverified

> to 10.1.0.2 via fe-1/2/1.0

*[BGP/170] 22:45:44, localpref 100, from 192.168.0.1
AS path: I, validation-state: unverified

> to 10.1.0.2 via fe-1/2/1.0

*[Static/5] 22:40:38
Reject

*[Static/5] 22:40:38
Reject

*[BGP/170] 22:40:38, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 22:40:38, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 22:40:38, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified



172.

172.

172.

172.

172.

172.

172.

16.39

16.40

16.40

16.41

16.41

16.44

16.44

.0/24

.0/25

.128/25

.0/25

.128/25

.0/23

.0/26

172.16.44.64/26

172.16.44.128/26

> to 10.0

*[BGP/170]
AS path

> to 10.0

*[BGP/170]
AS path

> to 10.0

*[BGP/170]
AS path

> to 10.0

*[BGP/170]
AS path

> to 10.0

*[BGP/170]
AS path

> to 10.0

.0.5 via fe-1/2/2.0

22:40:38, localpref 100, from 192.168.0.3
: I, validation-state: unverified

.0.5 via fe-1/2/2.0

23:02:05, localpref 100, from 192.168.0.3
: 64511 I, validation-state: unverified
.0.5 via fe-1/2/2.0

23:02:05, localpref 100, from 192.168.0.3
: 64511 I, validation-state: unverified
.0.5 via fe-1/2/2.0

23:02:05, localpref 100, from 192.168.0.3
: 64511 I, validation-state: unverified
.0.5 via fe-1/2/2.0

23:02:05, localpref 100, from 192.168.0.3
: 64511 I, validation-state: unverified
.0.5 via fe-1/2/2.0

*[Aggregate/130] 22:40:38

Reject
*[BGP/170]

AS path:

> to 10.0
[BGP/170]

AS path:
> to 10.3.

[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.0.

[BGP/170]

AS path:
> to 10.3.

[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.0.

[BGP/170]

AS path:

> to 10.3
[BGP/170]

22:59:19, localpref 100, from 192.168.0.3
64512 I, validation-state: unverified

.0.5 via fe-1/2/2.0

22:59:19, localpref 100

64516 64512 I, validation-state: unverified
0.5 via fe-1/2/3.0

22:59:19, localpref 100

64515 64516 64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:59:19, localpref 100, from 192.168.0.3
64512 I, validation-state: unverified

0.5 via fe-1/2/2.0

22:59:19, localpref 100

64516 64512 I, validation-state: unverified
0.5 via fe-1/2/3.0

22:59:19, localpref 100

64515 64516 64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:59:19, localpref 100, from 192.168.0.3
64512 I, validation-state: unverified

0.5 via fe-1/2/2.0

22:59:19, localpref 100

64516 64512 I, validation-state: unverified
.0.5 via fe-1/2/3.0

22:59:19, localpref 100



AS path: 64515 64516 64512 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.44.192/26  *[BGP/170] 22:59:19, localpref 100, from 192.168.0.3
AS path: 64512 I, validation-state: unverified
> to 10.0.0.5 via fe-1/2/2.0
[BGP/170] 22:59:19, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 22:59:19, localpref 100
AS path: 64515 64516 64512 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
192.168.0.1/32 *[0OSPF/10] 23:52:25, metric 1
> to 10.1.0.2 via fe-1/2/1.0
192.168.0.2/32 *[Direct/0] 23:53:23
> via 100.0
192.168.0.3/32 *[0OSPF/10] 23:52:30, metric 1
> to 10.0.0.5 via fe-1/2/2.0
192.168.0.5/32 *[BGP/170] 23:53:11, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:53:09, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.233.5/32 *[0SPF/10] 23:53:25, metric 1
MultiRecv

Verifying the Routes on Device ISP-3

Purpose

On Device ISP-3, check the routes in the routing table.

Action

user@ISP-3> show route

inet.0: 40 destinations, 41 routes (40 active, © holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[Aggregate/130] 23:53:57, metric2 1
> to 10.0.0.2 via fe-1/2/0.0



172.16

172.16

172.16

172.16

.0/30

.1/32

.4/30

.5/32

.8/30

.9/32

.20/30

.0/30

.4/30

.5/32

.4/30

.48/30

.8.0/21

.16.0/21

.24.0/25

.24.128/25

[BGP/170] 22:46:17, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
*[Direct/0] 23:53:52
> via fe-1/2/0.0
*x[Local/@] 23:53:53
Local via fe-1/2/0.0
*[Direct/@] 23:53:54
> via fe-1/2/2.0
x[Local/@] 23:53:54
Local via fe-1/2/2.0
*[Direct/0] 23:53:53
> via fe-1/2/1.0
*[Local/@] 23:53:53
Local via fe-1/2/1.0
*[BGP/170] 23:53:02, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
*[OSPF/10] 23:53:03, metric 2
> to 10.0.0.6 via fe-1/2/2.0
to 10.0.0.2 via fe-1/2/0.0
*[Direct/@] 23:53:54
> via fe-1/2/3.0
x[Local/@] 23:53:54
Local via fe-1/2/3.0
*[BGP/170] 23:52:46, localpref 100, from 192.168.0.1
AS path: 64514 64515 64516 I, validation-state: unverified
> to 10.0.0.2 via fe-1/2/0.0
*[BGP/170] 23:53:02, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
*[BGP/170] 00:12:59, localpref 100, from 192.168.0.1
AS path: 64514 I, validation-state: unverified
> to 10.0.0.2 via fe-1/2/0.0
*[BGP/170] 02:04:01, localpref 100, from 192.168.0.2
AS path: 64515 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
*[BGP/170] 23:08:24, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
*[BGP/170] 23:08:24, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.25.

.25.

.32.

.33.

.34.

.35.

.36.

.37.

.38.

.39.

.40.

.40.

.41

.41

.44,

.44.

0/26

64/26

0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/25

128/25

.0/25

.128/25

0/26

64/26

*[BGP/170] 23:08:24, localpref 100, from 192.168.0.2
64516 I, validation-state:

AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.

0.6 via fe-1/2/2.0

23:08:24, localpref 100, from 192.168.0.2
64516 I, validation-state:

0.6 via fe-1/2/2.0

22:46:17, localpref 100, from 192.168.0.1

unverified

unverified

I, validation-state: unverified

0.2 via fe-1/2/0.0

22:46:17, localpref 100, from 192.168.0.1

I, validation-state: unverified

0.2 via fe-1/2/0.0

22:41:11, localpref 100, from 192.168.0.2

I, validation-state: unverified

0.6 via fe-1/2/2.0

22:41:11, localpref 100, from 192.168.0.2

I, validation-state: unverified

0.6 via fe-1/2/2.0

*[Static/5] 22:41:11

Reject

*[Static/5] 22:41:11

Reject

*[Static/5] 22:41:11

Reject

*[Static/5] 22:41:11

Reject
*[BGP/170]
AS path:
> to 10.1.
*[BGP/170]
AS path:
> to 10.1.
*[BGP/170]
AS path:
> to 10.1.
*[BGP/170]
AS path:
> to 10.1.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:

23:02:38, localpref 100

64511 I, validation-state:

0.6 via fe-1/2/3.0
23:02:38, localpref 100

64511 I, validation-state:

0.6 via fe-1/2/3.0
23:02:38, localpref 100

64511 I, validation-state:

0.6 via fe-1/2/3.0
23:02:38, localpref 100

64511 I, validation-state:

0.6 via fe-1/2/3.0
22:59:52, localpref 100

64512 I, validation-state:

0.10 via fe-1/2/1.0
22:59:52, localpref 100

64512 I, validation-state:

unverified

unverified

unverified

unverified

unverified

unverified



> to 10.0.0.10 via fe-1/2/1.0
172.16.44.128/26  *[BGP/170] 22:59:52, localpref 100
AS path: 64512 I, validation-state: unverified
> to 10.0.0.10 via fe-1/2/1.0
172.16.44.192/26  *[BGP/170] 22:59:52, localpref 100
AS path: 64512 I, validation-state: unverified
> to 10.0.0.10 via fe-1/2/1.0
192.168.0.1/32 *[0OSPF/10] 23:53:03, metric 1
> to 10.0.0.2 via fe-1/2/0.0
192.168.0.2/32 *[0OSPF/10] 23:53:03, metric 1
> to 10.0.0.6 via fe-1/2/2.0
192.168.0.3/32 *[Direct/@] 23:53:54
> via 100.0
192.168.0.5/32 *[BGP/170] 23:53:02, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.233.5/32 *[OSPF/10] 23:53:58, metric 1
MultiRecv

Verifying the Routes on Device Exchange-1

Purpose

On Device Exchange-1, check the routes in the routing table.

Action

user@Exchange-1> show route

inet.0: 23 destinations, 24 routes (23 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.20/30 *[BGP/170] 23:53:51, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.0

10.2.0.4/30 *[Direct/0] 23:54:23
> via fe-1/2/3.0
10.2.0.5/32 *[Local/@] 23:54:29
Local via fe-1/2/3.0
10.3.0.4/30 *[BGP/170] 23:53:51, localpref 100

AS path: 64515 64516 I, validation-state: unverified



10.3.0.

10.3.0.

10.3.0.

10.3.0.

172.16.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

40/30

42/32

44/30

45/32

8.0/21

.16.0/21

.24.0/25

.24.128/25

.25.0/26

.25.64/26

.32.0/21

.40.0/22

.44.0/23

.44.0/26

.44.64/26

> to 10.3
*[Direct/0

.0.41 via fe-1/2/2.0
] 23:54:27

> via fe-1/2/2.0

*[Local/0]

23:54:29

Local via fe-1/2/2.0

*[Direct/0

] 23:54:29

> via fe-1/2/1.0

*[Local/0]

23:54:29

Local via fe-1/2/1.0
*[Static/5] 00:13:31

Reject
*[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:
> to 10.2.

[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:
> to 10.2.

*[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:

02:04:33, localpref 100

64515 I, validation-state: unverified

.0.41 via fe-1/2/2.0

23:08:56, localpref 100

64515 64516 I, validation-state: unverified
0.41 via fe-1/2/2.0

23:08:56, localpref 100

64515 64516 I, validation-state: unverified
.0.41 via fe-1/2/2.0

23:08:56, localpref 100

64515 64516 I, validation-state: unverified
0.41 via fe-1/2/2.0

23:08:56, localpref 100

64515 64516 I, validation-state: unverified
.0.41 via fe-1/2/2.0

22:46:49, localpref 100

64510 I, validation-state: unverified

0.6 via fe-1/2/3.0

22:41:43, localpref 100

64515 64510 I, validation-state: unverified
.0.41 via fe-1/2/2.0

22:46:49, localpref 100

64510 64511 I, validation-state: unverified
0.6 via fe-1/2/3.0

22:41:43, localpref 100

64515 64510 64512 I, validation-state: unverified
.0.41 via fe-1/2/2.0

23:00:24, localpref 100

64515 64516 64512 I, validation-state: unverified
0.41 via fe-1/2/2.0

23:00:24, localpref 100

64515 64516 64512 I, validation-state: unverified



> to 10.3.0.41 via fe-1/2/2.0
172.16.44.128/26  *[BGP/170] 23:00:24, localpref 100
AS path: 64515 64516 64512 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.0
172.16.44.192/26  *[BGP/170] 23:00:24, localpref 100
AS path: 64515 64516 64512 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.0
192.168.0.5/32 *[BGP/170] 23:53:51, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.0
192.168.0.6/32 *[Direct/0] 23:54:29
> via 100.0

Verifying the Routes on Device Exchange-2

Purpose

On Device Exchange-2, check the routes in the routing table.

Action

user@Exchange-2> show route
inet.0: 24 destinations, 26 routes (23 active, @ holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.20/30 *[BGP/170] 23:54:44, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0

10.3.0.0/30 *[Direct/0] 23:54:57
> via fe-1/2/0.0
10.3.0.1/32 *[Local/@] 23:54:57
Local via fe-1/2/0.0
10.3.0.4/30 *[BGP/170] 23:54:44, localpref 100

AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0

10.3.0.40/30 x[Direct/@] 23:54:57
> via fe-1/2/2.0
10.3.0.41/32 *[Local/@] 23:54:57
Local via fe-1/2/2.0
10.3.0.48/30 x[Direct/@] 23:54:57

> via fe-1/2/1.0



[BGP/170] 23:54:44, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0

10.3.0.49/32 *[Local/@] 23:54:57
Local via fe-1/2/1.0
172.16.8.0/21 *[BGP/170] 00:14:01, localpref 100

AS path: 64514 I, validation-state: unverified
> to 10.3.0.42 via fe-1/2/2.0
172.16.16.0/21 *[Static/5] 02:05:03
Reject
172.16.24.0/25 *[BGP/170] 23:09:26, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.24.128/25 *[BGP/170] 23:09:26, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.25.0/26 *[BGP/170] 23:09:26, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.25.64/26 *[BGP/170] 23:09:26, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.32.0/21 *[BGP/170] 22:42:13, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.3.0.2 via fe-1/2/0.0
[BGP/170] 22:47:19, localpref 100
AS path: 64514 64510 I, validation-state: unverified
> to 10.3.0.42 via fe-1/2/2.0
172.16.40.0/22 *[BGP/170] 22:47:19, localpref 100
AS path: 64514 64510 64511 I, validation-state: unverified
> to 10.3.0.42 via fe-1/2/2.9
172.16.44.0/23 *[BGP/170] 22:42:13, localpref 100
AS path: 64510 64512 I, validation-state: unverified
> to 10.3.0.2 via fe-1/2/0.0
172.16.44.0/26 *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.44.64/26 *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.44.128/26  *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0



172.16.44.192/26  *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
192.168.0.5/32 *[BGP/170] 23:54:44, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
192.168.0.7/32 x[Direct/@] 23:54:57
> via 100.0

Meaning

On Device Exchange-2, the default route 0/0 is hidden because the next hop for the route is its own
interface to Device Private-Peer-2, from which the route was received. The route is hidden to avoid a
loop.

Verifying the Routes on Device Private-Peer-1

Purpose

On Device Private-Peer-1, check the routes in the routing table.

Action

user@rivate-Peer-1> show route

inet.@: 13 destinations, 13 routes (13 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
10.2.0.0/30 *[Direct/@] 23:58:57

> via fe-1/2/2.0
10.2.0.1/32 *[Local/@] 5d 21:34:22

Local via fe-1/2/2.0

10.3.0.44/30 *[Direct/0] 23:59:02

> via fe-1/2/1.0
10.3.0.46/32 *[Local/e] 1d 03:19:52

Local via fe-1/2/1.0
172.16.32.0/24 *[BGP/170] 22:51:22, localpref 100
AS path: 64510 I, validation-state: unverified
> t0 10.2.0.2 via fe-1/2/2.0
172.16.33.0/24 *[BGP/170] 22:51:22, localpref 100
AS path: 64510 I, validation-state: unverified



172.

172.

172.

172.

172.

172.

192.

16.34

16.35

16.36

16.37

16.38

16.39

168.0

.0/24

.0/24

.0/24

.0/24

.0/24

.0/24

.4/32

> to 10.2.
*[BGP/170]
AS path:
> to 10.2.
*[BGP/170]
AS path:
> to 10.2.
*[BGP/170]
AS path:
> to 10.2.
*[BGP/170]
AS path:
> to 10.2.
*[BGP/170]
AS path:
> to 10.2.
*[BGP/170]
AS path:
> to 10.2.

0.2 via fe-1/2/2.0
22:46:16, localpref 100

64510 I, validation-state:

0.2 via fe-1/2/2.0
22:46:16, localpref 100

64510 I, validation-state:

0.2 via fe-1/2/2.0
22:46:16, localpref 100

64510 I, validation-state:

0.2 via fe-1/2/2.0
22:46:16, localpref 100

64510 I, validation-state:

0.2 via fe-1/2/2.0
22:46:16, localpref 100

64510 I, validation-state:

0.2 via fe-1/2/2.0
22:46:16, localpref 100

64510 I, validation-state:

0.2 via fe-1/2/2.0

*[Direct/@] 5d 21:34:22

> via lo@.

0

Verifying the Routes on Device Private-Peer-2

Purpose

unverified

unverified

unverified

unverified

unverified

unverified

On Device Private-Peer-2, check the routes in the routing table.

Action

user@rivate-Peer-2> show route

inet.0: 29 destinations, 29 routes (29 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[Aggregate/130] 1d 02:13:28

> to 10.3.0.49 via fe-1/2/1.0
10.0.0.20/30 *[Direct/0] 1d 00:00:53

> via fe-1/2/0.0
10.0.0.22/32 *[Local/@] 4d 23:51:14



Local via fe-1/2/0.0

10.3.0.4/30 *[Direct/0] 23:59:36
> via fe-1/2/3.0
10.3.0.5/32 *[Local/@] 5d 21:34:57
Local via fe-1/2/3.0
10.3.0.48/30 *[Direct/0] 23:59:35
> via fe-1/2/1.0
10.3.0.50/32 *[Local/@] 1d 03:20:27
Local via fe-1/2/1.0
172.16.8.0/21 *[BGP/170] 00:18:39, localpref 100

AS path: 64515 64514 I, validation-state: unverified
> to 10.3.0.49 via fe-1/2/1.0
172.16.16.0/21 *[BGP/170] 02:09:41, localpref 100
AS path: 64515 I, validation-state: unverified
> to 10.3.0.49 via fe-1/2/1.0
172.16.24.0/25 *[Static/5] 23:14:04
Reject
172.16.24.128/25  *[Static/5] 23:14:04
Reject
172.16.25.0/26 *[Static/5] 23:14:04
Reject
172.16.25.64/26 *[Static/5] 23:14:04
Reject
172.16.32.0/21 *[BGP/170] 22:46:51, localpref 100
AS path: 64515 64510 I, validation-state: unverified
> to 10.3.0.49 via fe-1/2/1.0
172.16.32.0/24 *[BGP/170] 22:46:51, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.3.0.6 via fe-1/2/3.0
172.16.33.0/24 *[BGP/170] 22:46:51, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.3.0.6 via fe-1/2/3.0
172.16.34.0/24 *[BGP/170] 22:46:51, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.3.0.6 via fe-1/2/3.0
172.16.35.0/24 *[BGP/170] 22:46:51, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.3.0.6 via fe-1/2/3.0
172.16.36.0/24 *[BGP/170] 22:46:51, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.3.0.6 via fe-1/2/3.0
172.16.37.0/24 *[BGP/170] 22:46:51, localpref 100
AS path: 64510 I, validation-state: unverified



172.16.38.

172.16.39.

172.16.40.

172.16.44.

172.16.44.

172.16.44.

172.16.44.

172.16.44.

192.168.0.

Example:

Example:

0/24

0/24

0/22

0/23

0/26

64/26

128/26

192/26

5/32

> to 10.3.
*[BGP/170]
AS path:
> to 10.3.
*[BGP/170]
AS path:
> to 10.3.
*[BGP/170]
AS path:
> to 10.3.
*[BGP/170]
AS path:
> to 10.3.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.
*[BGP/170]
AS path:
> to 10.0.

0.6 via fe-1/2/3.0
22:46:51, localpref 100

64510 I, validation-state:

0.6 via fe-1/2/3.0
22:46:51, localpref 100

64510 I, validation-state:

0.6 via fe-1/2/3.0
22:51:57, localpref 100

64515 64514 64510 64511 I,

0.49 via fe-1/2/1.0
22:46:51, localpref 100

64515 64510 64512 I, validation-state: unverified

0.49 via fe-1/2/1.0
23:05:32, localpref 100

64512 I, validation-state:

0.21 via fe-1/2/0.0
23:05:32, localpref 100

64512 I, validation-state:

0.21 via fe-1/2/0.0
23:05:32, localpref 100

64512 I, validation-state:

0.21 via fe-1/2/0.0
23:05:32, localpref 100

64512 I, validation-state:

0.21 via fe-1/2/0.0

*[Direct/@] 5d 21:34:57

> via lo@.

0

unverified

unverified

validation-state: unverified

unverified

unverified

unverified

unverified
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Understanding Policy Expressions

IN THIS SECTION

Policy Expression Examples | 205
Policy Expression Evaluation | 206

Evaluating Policy Expressions | 207

Policy expressions give the policy framework software a different way to evaluate routing policies. A
policy expression uses Boolean logical operators with policies. The logical operators establish rules by
which the policies are evaluated.

During evaluation of a routing policy in a policy expression, the policy action of accept, reject, or next
policy is converted to the value of TRUE or FALSE. This value is then evaluated against the specified
logical operator to produce output of either TRUE or FALSE. The output is then converted back to a
flow control action of accept, reject, or next policy. The result of the policy expression is applied as it
would be applied to a single policy; the route is accepted or rejected and the evaluation ends, or the
next policy is evaluated.

Table 12 on page 203 summarizes the policy actions and their corresponding TRUE and FALSE values
and flow control action values. Table 13 on page 204 describes the logical operators. For complete
information about policy expression evaluation, see "Policy Expression Evaluation" on page 206.

You must enclose a policy expression in parentheses. You can place a policy expression anywhere in the
import or export statements and in the from policy statement.

Table 12: Policy Action Conversion Values

Policy Action Conversion Value Flow Control Action Conversion Value
Accept TRUE Accept
Reject FALSE Reject

Next policy TRUE Next policy



Table 13: Policy Expression Logical Operators

Logical Operator

&& (Logical AND)

|| (Logical OR)

! (Logical NOT)

Policy Expression Logic

Logical AND requires that all values
must be TRUE to produce output of
TRUE.

Routing policy value of TRUE and
TRUE produces output of TRUE.
Value of TRUE and FALSE produces
output of FALSE. Value of FALSE
and FALSE produces output of
FALSE.

Logical OR requires that at least one
value must be TRUE to produce
output of TRUE.

Routing policy value of TRUE and
FALSE produces output of TRUE.
Value of TRUE and TRUE produces
output of TRUE. Value of FALSE and
FALSE produces output of FALSE.

Logical NOT reverses value of TRUE
to FALSE and of FALSE to TRUE. It
also reverses the actions of accept
and next policy to reject, and reject
to accept.

For more information, see the following sections:

How Logical Operator Affects Policy Expression
Evaluation

If the first routing policy returns the value of TRUE, the
next policy is evaluated. If the first policy returns the
value of FALSE, the evaluation of the expression ends
and subsequent policies in the expression are not
evaluated.

If the first routing policy returns the value of TRUE, the
evaluation of the expression ends and subsequent
policies in the expression are not evaluated. If the first
policy returns the value of FALSE, the next policy is
evaluated.

If used with the logical AND operator and the first
routing policy value of FALSE is reversed to TRUE, the
next policy is evaluated. If the value of TRUE is
reversed to FALSE, the evaluation of the expression
ends and subsequent policies in the expression are not
evaluated.

If used with the logical OR operator and the first
routing policy value of FALSE is reversed to TRUE, the
evaluation of the expression ends and subsequent
policies in the expression are not evaluated. If the value
of TRUE is reversed to FALSE, the next policy is
evaluated.

If used with a policy and the flow control action is
accept or next policy, these actions are reversed to
reject. If the flow control action is reject, this action is
reversed to accept.



Policy Expression Examples

The following examples show how to use the logical operators to create policy expressions:

e Logical AND—In the following example, policy1 is evaluated first. If after policy1 is evaluated, a value
of TRUE is returned, policy2 is evaluated. If a value of FALSE is returned, policy2 is not evaluated.

export (policyl &% policy2)

e Logical OR—In the following example, policy1 is evaluated first. If after policy1 is evaluated, a value of
TRUE is returned, policy2 is not evaluated. If a value of FALSE is returned, policy?2 is evaluated.

export (policyl || policy2)

e Logical OR and logical AND—In the following example, policy1 is evaluated first. If after policy1 is
evaluated, a value of TRUE is returned, policy? is skipped and policy3 is evaluated. If after policy1 is
evaluated, a value of FALSE is returned, policy2 is evaluated. If policy2 returns a value of TRUE, policy3
is evaluated. If policy2 returns a value of FALSE, policy3 is not evaluated.

export [(policyl || policy2) && policy3]

e Logical NOT—In the following example, policy1 is evaluated first. If after policy1 is evaluated, a value of
TRUE is returned, the value is reversed to FALSE and policy2 is not evaluated. If a value of FALSE is
returned, the value is reversed to TRUE and policy? is evaluated.

export (!policyl &% policy2)

The sequential list [policyl policy2 policy3]is not the same as the policy expression (policyl & policy2 &3
policy3).

The sequential list is evaluated on the basis of a route matching a routing policy. For example, if policy1
matches and the action is accept or reject, policy2 and policy3 are not evaluated. If policyl does not match,
policy? is evaluated and so on until a match occurs and the action is accept or reject.

The policy expressions are evaluated on the basis of the action in a routing policy that is converted to
the value of TRUE or FALSE and the logic of the specified logical operator. (For complete information
about policy expression evaluation, see "Policy Expression Evaluation" on page 206.) For example, if
policy1 returns a value of FALSE, policy2 and policy3 are not evaluated. If policy1 returns a value of TRUE,



policy?2 is evaluated. If policy2 returns a value of FALSE, policy3 is not evaluated. If policy2 returns a value
of TRUE, policy3 is evaluated.

You can also combine policy expressions and sequential lists. In the following example, if policy1 returns
a value of FALSE, policy? is evaluated. If policy2 returns a value of TRUE and contains a next policy action,
policy3 is evaluated. If policy2 returns a value of TRUE but does not contain an action, including a next
policy action, policy3 is still evaluated (because if you do not specify an action, next term or next policy
are the default actions). If policy2 returns a value of TRUE and contains an accept action, policy3 is not
evaluated.

export [(policyl || policy2) policy3]

Policy Expression Evaluation

During evaluation, the policy framework software converts policy actions to values of TRUE or FALSE,
which are factors in determining the flow control action that is performed upon a route. However, the
software does not actually perform a flow control action on a route until it evaluates an entire policy
expression.

The policy framework software evaluates a policy expression as follows:

1. The software evaluates a route against the first routing policy in a policy expression and converts the
specified or default action to a value of TRUE or FALSE. (For information about the policy action
conversion values, see Table 12 on page 203.)

2. The software takes the value of TRUE or FALSE and evaluates it against the logical operator used in
the policy expression (see Table 13 on page 204). Based upon the logical operator used, the software
determines whether or not to evaluate the next policy, if one is present.

The policy framework software uses a shortcut method of evaluation: if the result of evaluating a
policy predetermines the value of the entire policy expression, the software does not evaluate the
subsequent policies in the expression. For example, if the policy expression uses the logical AND
operator and the evaluation of a policy returns the value of FALSE, the software does not evaluate
subsequent policies in the expression because the final value of the expression is guaranteed to be
FALSE no matter what the values of the unevaluated policies.

3. The software performs Step 1 and Step 2 for each subsequent routing policy in the policy expression,
if they are present and it is necessary to evaluate them.

4. After evaluating the last routing policy, if it is appropriate, the software evaluates the value of TRUE
or FALSE obtained from each routing policy evaluation. Based upon the logical operator used, it
calculates an output of TRUE or FALSE.



5. The software converts the output of TRUE or FALSE back to an action. (For information about the
policy action conversion values, see Table 12 on page 203.) The action is performed.

If each policy in the expression returned a value of TRUE, the software converts the output of TRUE
back to the flow control action specified in the last policy. For example, if the policy expression
(policy1 8&& policy?) is specified and policy1 specifies accept and policy2 specifies next term, the next term
action is performed.

If an action specified in one of the policies manipulates a route characteristic, the policy framework
software carries the new route characteristic forward during the evaluation of the remaining policies.
For example, if the action specified in the first policy of a policy expression sets a route’s metric

to 500, this route matches the criteria of metric 500 defined in the next policy. However, if a route
characteristic manipulation action is specified in a policy located in the middle or the end of a policy
expression, it is possible, because of the shortcut evaluation, that the policy is never evaluated and
the manipulation of the route characteristic never occurs.

Evaluating Policy Expressions

The following sample routing policy uses three policy expressions:

[edit]
policy-options {
policy-statement policy-A {
from {
route-filter 10.10.0.0/16 orlonger;
}

then reject;

}
policy-options {
policy-statement policy-B {
from {
route-filter 10.20.0.0/16 orlonger;

}
then accept;
}
}
protocols {
bgp {

neighbor 192.168.1.1 {

export (policy-A && policy-B);
}
neighbor 192.168.2.1 {



export (policy-A || policy-B);
}
neighbor 192.168.3.1 {

export (!policy-A);

The policy framework software evaluates the transit BGP route 10.10.1.0/24 against the three policy

expressions specified in the sample routing policy as follows:

(policy-A && policy-B)—10.10.1.0/24 is evaluated against policy-A. 10.10.1.0/24 matches the route
list specified in policy-A, so the specified action of reject is returned. reject is converted to a value of
FALSE, and FALSE is evaluated against the specified logical AND. Because the result of FALSE is
certain no matter what the results of the evaluation of policy-B are (in policy expression logic, any
result AND a value of FALSE produces the output of FALSE), policy-B is not evaluated and the output
of FALSE is produced. The FALSE output is converted to reject, and 10.10.1.0/24 is rejected.

(policy-A || policy-B)—10.10.1.0/24 is evaluated against policy-A. 10.10.1.0/24 matches the route list
specified in policy-A, so the specified action of reject is returned. reject is converted to a value of
FALSE, then FALSE is evaluated against the specified logical OR. Because logical OR requires at least
one value of TRUE to produce an output of TRUE, 10.10.1.0/24 is evaluated against policy-B.
10.10.1.0/24 does not match policy-B, so the default action of next-policy is returned. The next-policy
is converted to a value of TRUE, then the value of FALSE (for policy-A evaluation) and TRUE (for
policy-B evaluation) are evaluated against the specified logical OR. In policy expression logic, FALSE
OR TRUE produce an output of TRUE. The output of TRUE is converted to next-policy. (TRUE is
converted to next-policy because next-policy was the last action retained by the policy framework
software.) policy-B is the last routing policy in the policy expression, so the action specified by the
default export policy for BGP is taken.

('policy-A)—10.10.1.0/24 is evaluated against policy-A. 10.10.1.0/24 matches the route list specified
in policy-A, so the specified action of reject is returned. reject is converted to a value of FALSE, and
FALSE is evaluated against the specified logical NOT. The value of FALSE is reversed to an output of
TRUE based on the rules of logical NOT. The output of TRUE is converted to accept, and route
10.10.1.0/24 is accepted.
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Understanding Backup Selection Policy for OSPF Protocol

Support for OSPF loop-free alternate (LFA) routes essentially adds IP fast-reroute capability for OSPF.
Junos OS precomputes multiple loop-free backup routes for all OSPF routes. These backup routes are
pre-installed in the Packet Forwarding Engine, which performs a local repair and implements the backup
path when the link for a primary next hop for a particular route is no longer available. The selection of
LFA is done randomly by selecting any matching LFA to progress to the given destination. This does not
ensure best backup coverage available for the network. In order to choose the best LFA, Junos OS
allows you to configure network-wide backup selection policies for each destination (IPv4 and IPvé) and
a primary next-hop interface. These policies are evaluated based on admin-group, srlg, bandwidth,
protection-type, metric, and node information.

During backup shortest-path-first (SPF) computation, each node and link attribute of the backup path is
accumulated by IGP and is associated with every node (router) in the topology. The next hop in the best
backup path is selected as the backup next hop in the routing table. In general, backup evaluation policy
rules are categorized into the following types:

e Pruning — Rules configured to select the eligible backup path.
o Ordering — Rules configured to select the best among the eligible backup paths.

The backup selection policies can be configured with both pruning and ordering rules. While evaluating
the backup policies, each backup path is assigned a score, an integer value that signifies the total weight
of the evaluated criteria. The backup path with the highest score is selected.

To enforce LFA selection, configure various rules for the following attributes:

e admin-group- Administrative groups, also known as link coloring or resource class, are manually
assigned attributes that describe the “color” of links, such that links with the same color conceptually
belong to the same class. These configured administrative groups are defined under protocol MPLS.
You can use administrative groups to implement a variety of backup selection policies using exclude,
include-all, include-any, or preference.

e srlg— A shared risk link group (SRLG) is a set of links sharing a common resource, which affects all
links in the set if the common resource fails. These links share the same risk of failure and are
therefore considered to belong to the same SRLG. For example, links sharing a common fiber are said
to be in the same SRLG because a fault with the fiber might cause all links in the group to fail. An
SRLG is represented by a 32-bit number unique within an IGP (OSPF) domain. A link might belong to
multiple SRLGs. You can define the backup selection to either allow or reject the common SRLGs
between the primary and the backup path. This rejection of common SRLGs are based on the non-
existence of link having common SRLGs in the primary next-hop and the backup SPF.

NOTE: Administrative groups and SRLGs can be created only for default topologies.



e bandwidth—The bandwidth specifies the bandwidth constraints between the primary and the backup
path. The backup next-hop link can be used only if the bandwidth of the backup next-hop interface is
greater than or equal to the bandwidth of the primary next hop.

e protection-type— The protection-type protects the destination from node failure of the primary
node or link failure of the primary link. You can configure node, link, or node-link to protect the
destination. If link-node is configured , then the node-protecting LFA is preferred over link-protection
LFA.

e node- The node is per-node policy information. Here, node can be a directly connected router,
remote router like RSVP backup LSP tail-end, or any other router in the backup SPF path. The nodes
are identified through the route-id advertised by a node in the LSP. You can list the nodes to either
prefer or exclude them in the backup path.

e metric— Metric decides how the LFAs should be preferred. In backup selection path, root metric and
dest-metric are the two types of metrics. root-metric indicates the metric to the one-hop neighbor or
a remote router such as an RSVP backup LSP tail-end router. The dest-metric indicates the metric
from a one-hop neighbor or remote router such as an RSVP backup LSP tail-end router to the final
destination. The metric evaluation is done either in ascending or descending order. By default, the
first preference is given to backup paths with lowest destination evaluation and then to backup paths
with lowest root metrics.

The evaluation-order allows you to control the order and criteria of evaluating these attributes in the
backup path. You can explicitly configure the evaluation order. Only the configured attributes influence
the backup path selection. The default order of evaluation of these attributes for the LFA is [ admin-
group srlg bandwidth protection-type node metric ] .

NOTE: TE attributes are not supported in OSPFv3 and cannot be used for backup selection
policy evaluation for IPvé prefixes.

‘ backup-selection (Protocols IS-1S)

Configuring Backup Selection Policy for the OSPF Protocol

Support for OSPF loop-free alternate (LFA) routes essentially adds IP fast-reroute capability for OSPF.
Junos OS precomputes multiple loop-free backup routes for all OSPF routes. These backup routes are
pre-installed in the Packet Forwarding Engine, which performs a local repair and implements the backup
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path when the link for a primary next hop for a particular route is no longer available. The selection of
LFA is done randomly by selecting any matching LFA to progress to the given destination. This does not
ensure best backup coverage available for the network. In order to choose the best LFA, Junos OS
allows you to configure network-wide backup selection policies for each destination (IPv4 and IPvé) and
a primary next-hop interface. These policies are evaluated based on admin-group, srlg, bandwidth,
protection-type, metric, and node information.

Before you begin to configure the backup selection policy for the OSPF protocol:

e Configure the router interfaces. See the Junos OS Network Management Administration Guide for
Routing Devices.

o Configure an interior gateway protocol or static routing. See the Junos OS Routing Protocols Library
for Routing Devices.

To configure the backup selection policy for the OSPF protocol:

1. Configure per-packet load balancing.

[edit policy-options]

user@host# set policy-statement ecmp term 1 then load-balance per-packet
2. Enable RSVP on all the interfaces.

[edit protocols]

user@host# set rsvp interface all
3. Configure administrative groups.

[edit protocols mpls]

user@host# set admin-groups group-name
4. Configure srlg values.

[edit routing-options]

user@host# set srlg srlg-name srlg-value srlg-value
5. Enable MPLS on all the interfaces.

[edit protocols mpls]

user@host# set interface all



10.

Apply MPLS to an interface configured with an administrative group.

[edit protocols mpls]

user@host# set interface interface-name admin-group group-name

Configure the ID of the router.

[edit routing-options]

user@host# set router-id router-id

Apply the routing policy to all equal cost multipaths exported from the routing table to the
forwarding table.

[edit routing-options]

user@host# set forwarding-table export ecmp

Enable link protection and configure metric values on all the interfaces for an area.

[edit protocols ospf]
user@host# set area area-id interface interface-name link-protection

user@host# set area area-id interface interface-name metric metric

Configure the administrative group of the backup selection policy for an IP address.

You can choose to exclude, include all, include any, or prefer the administrative groups from the
backup path.

[edit routing-options]

user@host# set backup-selection destination ip-address interface interface-name admin-group

Specify the administrative group to be excluded.

[edit routing-options backup-selection destination ip-address interface interface-name
admin-group]

user@host# set exclude group-name

The backup path is not selected as the loop-free alternate (LFA) or backup nexthop if any of the
links in the path have any one of the listed administrative groups.



For example, to exclude the group c1 from the administrative group:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]

user@host# set exclude c1

Configure all the administrative groups if each link in the backup path requires all the listed
administrative groups in order to accept the path.

[edit routing-options backup-selection destination ip-address interface interface-name
admin-group]
user@host# set include-all group-name

For example, to set all the administrative groups if each link requires all the listed administrative
groups in order to accept the path:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]

user@host# set include-all c2

Configure any administrative group if each link in the backup path requires at least one of the
listed administrative groups in order to select the path.

[edit routing-options backup-selection destination ip-address interface interface-name
admin-group]
user@host# set include-any group-name

For example, to set any administrative group if each link in the backup path requires at least one
of the listed administrative groups in order to select the path:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]

user@host# set include-any c3

Define an ordered set of an administrative group that specifies the preference of the backup
path.



The leftmost element in the set is given the highest preference.

[edit routing-options backup-selection destination ip-address interface interface-name
admin-group]

user@host# set preference group-name

For example, to set an ordered set of an administrative group that specifies the preference of
the backup path:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]
user@host# set preference c4

11. Configure the backup path to allow the selection of the backup next hop only if the bandwidth is
greater than or equal to the bandwidth of the primary next hop.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name bandwidth-
greater-equal-primary

12. Configure the backup path to specify the metric from the one-hop neighbor or from the remote
router such as an RSVP backup label-switched-path (LSP) tail-end router to the final destination.

The destination metric can be either highest or lowest.

¢ Configure the backup path that has the highest destination metric.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name dest-
metric highest

e Configure the backup path that has the lowest destination metric.

[edit routing-options]
user@host# set backup-selection destination iIp-address interface interface-name dest-
metric lowest



13. Configure the backup path that is a downstream path to the destination.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name downstream-
paths-only

14. Set the order of preference of the root and the destination metric during backup path selection.

The preference order can be :

e [root dest] — Backup path selection or preference is first based on the root-metric criteria. If the
criteria of all the root-metric is the same, then the selection or preference is based on the dest-
metric.

e [dest root] — Backup path selection or preference is first based on the dest-metric criteria. If the
criteria of all the dest-metric is the same, then the selection is based on the root-metric.

[edit routing-options]

user@host# set backup-selection destination ip-address interface interface-name metric-
order dest

user@host# set backup-selection destination ip-address interface interface-name metric-

order root

15. Configure the backup path to define a list of loop-back IP addresses of the adjacent neighbors to
either exclude or prefer in the backup path selection.

The neighbor can be a local (adjacent router) neighbor, remote neighbor, or any other router in the
backup path.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name node

e Configure the list of neighbors to be excluded.

[edit routing-options backup-selection destination ip-address interface interface-name
node]
user@host# set exclude node-address

The backup path that has a router from the list is not selected as the loop-free alternative or
backup next hop.



e Configure an ordered set of neighbors to be preferred.

[edit routing-options backup-selection destination ip-address interface interface-name
node]
user@host# set preference node-address

The backup path having the leftmost neighbor is selected.

16. Configure the backup path to specify the required protection type of the backup path to be link,
node, or node-link.

e Select the backup path that provides link protection.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name
protection-type link

e Select the backup path that provides node protection.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name
protection-type node

e Select the backup path that allows either node or link protection LFA where node-protection
LFA is preferred over link-protection LFA.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name
protection-type node-link

17. Specify the metric to the one-hop neighbor or to the remote router such as an RSVP backup label-
switched-path (LSP) tail-end router.

e Select the path with highest root metric.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all root-metric highest



e Select the path with lowest root metric.

[edit routing-options]
user@host# set backup-selection destination iIp-address interface all root-metric lowest

18. Configure the backup selection path to either allow or reject the common shared risk link groups
(SRLGs) between the primary link and each link in the backup path.
e Configure the backup path to allow common srigs between the primary link and each link in the

backup path.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all srlg loose

A backup path with a fewer number of srlg collisions is preferred.

e Configure the backup path to reject the backup path that has common srlgs between the
primary next-hop link and each link in the backup path.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all srlg strict

19. Configure the backup path to control the order and the criteria of evaluating the backup path based
on the administrative group, srlg, bandwidth, protection type, node, and metric.

The default order of evaluation is admin-group, srlg, bandwidth, protection-type, node, and metric.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all evaluation-order admin-

group
user@host# set backup-selection destination ip-address interface all evaluation-order srlg

user@host# set backup-selection destination ip-address interface all evaluation-order
bandwidth

backup-selection (Protocols IS-1S)


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/backup-selection.html

Configuring Backup Selection Policy for IS-1S Protocol

IN THIS SECTION

Understanding Backup Selection Policy for IS-IS Protocol | 218

Understanding Backup Selection Policy for IS-IS Protocol

Support for IS-1S loop-free alternate (LFA) routes essentially adds IP fast-reroute capability for IS-IS.
Junos OS precomputes multiple loop-free backup routes for all IS-IS routes. These backup routes are
pre-installed in the Packet Forwarding Engine, which performs a local repair and implements the backup
path when the link for a primary next hop for a particular route is no longer available. The selection of
LFA is done randomly by selecting any matching LFA to progress to the given destination. This does not
ensure best backup coverage available for the network. In order to choose the best LFA, Junos OS
allows you to configure network-wide backup selection policies for each destination (IPv4 and IPvé) and
a primary next-hop interface. These policies are evaluated based on admin-group, srlg, bandwidth,
protection-type, metric, and neighbor information.

During backup shortest-path-first (SPF) computation, each node and link attribute of the backup path is
accumulated by IGP and is associated with every node (router) in the topology. The next hop in the best
backup path is selected as the backup next hop in the routing table. In general, backup evaluation policy
rules are categorized into the following types:

e Pruning — Rules configured to select the eligible backup path.
e Ordering — Rules configured to select the best among the eligible backup paths.

The backup selection policies can be configured with both pruning and ordering rules. While evaluating
the backup policies, each backup path is assigned a score, an integer value that signifies the total weight
of the evaluated criteria. The backup path with the highest score is selected.

To enforce LFA selection, configure various rules for the following attributes:

e admin-group- Administrative groups, also known as link coloring or resource class, are manually
assigned attributes that describe the “color” of links, such that links with the same color conceptually
belong to the same class. These configured administrative groups are defined under protocol MPLS.
You can use administrative groups to implement a variety of backup selection policies using exclude,
include-all, include-any, or preference.

e backup-neighbor— A neighbor ID to either prefer or exclude in the backup path selection.



node— A list of loop-back IP addresses of the adjacent nodes to either prefer or exclude in the
backup path selection. The node can be a local (adjacent router) node, remote node, or any other
router in the backup path. The nodes are identified through the TE-router-ID TLV advertised by a
node in the LSP.

node-tag— A node tag identifies a group of nodes in the network based on criteria such as the same
neighbor tag values for all PE nodes to either prefer or exclude in the a backup path selection. This is
implemented using 1S-1S admin-tags. The routers are not identified with the explicit router-id but
with an admin-tag prefix to their loO address prefix. These tags are advertised as part of extended IP
reachability with a /32 prefix length that represents the TE-router _ID or node-ID of a router.

srlg— A shared risk link group (SRLG) is a set of links sharing a common resource, which affects all
links in the set if the common resource fails. These links share the same risk of failure and are
therefore considered to belong to the same SRLG. For example, links sharing a common fiber are said
to be in the same SRLG because a fault with the fiber might cause all links in the group to fail. An
SRLG is represented by a 32-bit number unique within an IGP (IS-1S) domain. A link might belong to
multiple SRLGs. You can define the backup selection to either allow or reject the common SRLGs
between the primary and the backup path.

bandwidth—The bandwidth specifies the bandwidth constraints between the primary and the backup
path. The backup next-hop link can be used only if the bandwidth of the backup next-hop interface is
greater than or equal to the bandwidth of the primary next hop.

protection-type— The protection-type protects the destination from node failure of the primary
node or link failure of the primary link. You can configure node, link, or node-link to protect the
destination.. If link-node is configured , then the node-protecting LFA is preferred over link-
protection LFA.

metric— Metric decides how the LFAs should be preferred. In backup selection path, root metric and
dest-metric are the two types of metrics. root-metric indicates the metric to the one-hop neighbor or
a remote router such as an RSVP backup LSP tail-end router. The dest-metric indicates the metric
from a one-hop neighbor or remote router such as an RSVP backup LSP tail-end router to the final
destination. The metric evaluation is done either in ascending or descending order. By default, the
first preference is given to backup paths with lowest destination evaluation and then to backup paths
with lowest root metrics.

The evaluation-order allows you to control the order and criteria of evaluating these attributes in the
backup path. You can explicitly configure the evaluation order. Only the configured attributes influence
the backup path selection. The default order of evaluation of these attributes for the LFA is [ admin-
group srlg bandwidth protection-type neighbor neighbor-tag metric ] .

SEE ALSO

Example: Configuring Backup Selection Policy for IS-IS Protocol
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This example shows how to configure the backup selection policy for the OSPF or OSPF3 protocol,
which enables you to select a loop-free alternate (LFA) in the network.

When you enable backup selection policies, Junos OS allows selection of LFA based on the policy rules
and attributes of the links and nodes in the network. These attributes are admin-group, srlg, bandwidth,
protection-type, metric, and node.

Requirements
This example uses the following hardware and software components:

o Eight routers that can be a combination of M Series Multiservice Edge Routers, MX Series 5G
Universal Routing Platforms, PTX Series Packet Transport Routers, and T Series Core Routers

e Junos OS Release 15.1 or later running on all devices
Before you begin:
1. Configure the device interfaces.

2. Configure OSPF.
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In Junos OS, the default loop-free alternative (LFA) selection algorithm or criteria can be overridden with
an LFA policy. These policies are configured for each destination (IPv4 and IPvé) and a primary next-hop
interface . These backup policies enforce LFA selection based on admin-group, srlg, bandwidth,
protection-type, metric, and node attributes of the backup path. During backup shortest-path-first (SPF)
computation, each attribute (both node and link) of the backup path, stored per backup next-hop, is
accumulated by IGP. For the routes created internally by IGP, the attribute set of every backup path is
evaluated against the policy configured for each destination (IPv4 and IPvé) and a primary next-hop
interface. The first or the best backup path is selected and installed as the backup next hop in the
routing table. To configure the backup selection policy, include the backup-selection configuration
statement at the [edit routing-options] hierarchy level. The show backup-selection command displays the
configured policies for a given interface and destination. The display can be filtered against a particular
destination, prefix, interface, or logical systems.



Topology

In this topology shown in Figure 14 on page 222, the backup selection policy is configured on Device

R3.

Figure 14: Example Backup Selection Policy for OSPF or OPSF3
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the

commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

RO

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

ge-0/0/0
ge-0/0/0
ge-0/0/0
ge-0/1/0
ge-0/1/0
ge-0/1/0
xe-0/2/0
xe-0/2/0
xe-0/2/0
ge-1/0/5
ge-1/0/5
ge-1/0/5
ge-1/1/1
ge-1/1/1
ge-1/1/1
xe-1/3/0
xe-1/3/0
xe-1/3/0

unit
unit
unit
unit
unit
unit
unit
unit

0
0
0
0
0
0
0
0
unit 0
unit 0
unit 0
unit 0
unit 0
unit 0
unit 0
unit 0
unit 0
unit 0

family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family

100 unit 0 family inet
100 unit @ family inet6 address 2001:db8::10:10:10:10/128 primary
100 unit 0 family mpls

inet address 10.1.1.1/30

inet6 address 2001:db8:10:1:1::1/64
mpls

inet address 172.16.15.1/30

inet6 address 2001:db8:15:1:1::1/64
mpls

inet address 172.16.20.1/30

inet6 address 2001:db8:20:1:1::1/64
mpls

inet address 172.16.150.1/24

inet6 address 2001:db8:150:1:1::1/64
mpls

inet address 172.16.30.1/30

inet6 address 2001:db8:30:1:1::1/64
mpls

inet address 172.16.25.1/30

inet6 address 2001:db8:25:1:1::1/64
mpls

address 10.10.10.10/32 primary

routing-options srlg srlgl srlg-value 1001

routing-options srlg

routing-options srlg

routing-options srlg

routing-options srlg

routing-options srlg

routing-options srlg

routing-options srlg

srlg2
srlg3
srlga
srlg5
srlgé
srlg7
srlg8

srlg-value 1002

srlg-value 1003

srlg-value 1004

srlg-value 1005

srlg-value 1006

srlg-value 1007

srlg-value 1008



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

routing-options
routing-options
routing-options
routing-options

routing-options

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

rsvp
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
ospf
ospf
ospf
ospf

srlg srlg9 srlg-value 1009

srlg srlg10 srlg-value 10010
srlg srlgll srlg-value 10011
srlg srlg12 srlg-value 10012
router-id 10.10.10.10

interface all

admin-groups c@
admin-groups c1
admin-groups c2
admin-groups c3
admin-groups c4
admin-groups c5
admin-groups cé6
admin-groups c7
admin-groups c8

W 0 N o U1 » W N = O

admin-groups c9
admin-groups c10 10

admin-groups c11 11

admin-groups c12 12

admin-groups c13 13

admin-groups c14 14

admin-groups c15 15

admin-groups c16 16

admin-groups c17 17

admin-groups c18 18

admin-groups c19 19

admin-groups c20 20

admin-groups c21 21

admin-groups c22 22

admin-groups c23 23

admin-groups c24 24

admin-groups c25 25

admin-groups c26 26

admin-groups c27 27

admin-groups c28 28

admin-groups c29 29

admin-groups c30 30

admin-groups c31 31

interface all

area 0.0.0.0 interface ge-0/0/0.0 metric 10
area 0.0.0.0 interface ge-0/1/0.0 metric 18
area 0.0.0.0 interface xe-0/2/0.0 metric 51
area 0.0.0.0 interface ge-1/1/1.0 metric 23



set protocols ospf area 0.0.0.0 interface xe-1/3/0.0 metric 52
set protocols ospf area 0.0.0.0 interface ge-1/0/5.0

set protocols ospf3 area 0.0.0.0 interface ge-0/0/0.0 metric 10
set protocols ospf3 area 0.0.0.0 interface ge-0/1/0.0 metric 18
set protocols ospf3 area 0.0.0.0 interface xe-0/2/0.0 metric 51
set protocols ospf3 area 0.0.0.0 interface ge-1/1/1.0 metric 23
set protocols ospf3 area 0.0.0.0 interface xe-1/3/0.0 metric 52
set protocols ospf3 area 0.0.0.0 interface ge-1/0/5.0

R1

family inet address 10.1.1.2/30
family inet6 address 2001:db8:10:1:1::2/64

set interfaces ge-0/0/0 unit
set interfaces ge-0/0/0 unit
family mpls

family inet address 172.16.35.1/30

family inet6 address 2001:db8:35:1:1::1/64

0
0
set interfaces ge-0/0/0 unit 0
0
0

set interfaces ge-0/0/5 unit 0 family mpls
0
0
0
0
0

set interfaces ge-0/0/5 unit

set interfaces ge-0/0/5 unit

family inet address 172.16.40.1/30

family inet6 address 2001:db8:40:1:1::1/64
family mpls

family inet address 172.16.45.1/30

family inet6 address 2001:db8:45:1:1::1/64
set interfaces xe-0/3/0 unit 0 family mpls

set interfaces xe-0/2/0 unit
set interfaces xe-0/2/0 unit
set interfaces xe-0/2/0 unit
set interfaces xe-0/3/0 unit

set interfaces xe-0/3/0 unit

set interfaces 100 unit @ family inet address 172.16.1.1/32 primary
set interfaces 100 unit @ family inet6 address 2001:db8::1:1:1:1/128 primary
set interfaces 100 unit @ family mpls

set routing-options srlg srlgl srlg-value 1001

set routing-options srlg srlg2 srlg-value 1002

set routing-options srlg srlg3 srlg-value 1003

set routing-options srlg srlg4 srlg-value 1004

set routing-options srlg srlgb srlg-value 1005

set routing-options srlg srlgé srlg-value 1006

set routing-options srlg srlg7 srlg-value 1007

set routing-options srlg srlg8 srlg-value 1008

set routing-options srlg srlg9 srlg-value 1009

set routing-options srlg srlgl@ srlg-value 10010

set routing-options srlg srlgl1 srlg-value 10011

set routing-options srlg srlg12 srlg-value 10012

set routing-options router-id 172.16.1.1

set protocols rsvp interface all

set protocols mpls admin-groups c0 @

set protocols mpls admin-groups c1 1



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

mpls admin-groups c2
mpls admin-groups c3
mpls admin-groups c4
mpls admin-groups c5
mpls admin-groups c6
mpls admin-groups c7
mpls admin-groups c8

W 0 N o U » W N

mpls admin-groups c9
mpls admin-groups c10 10

mpls admin-groups c11 11

mpls admin-groups c12 12

mpls admin-groups c13 13

mpls admin-groups c14 14

mpls admin-groups c15 15

mpls admin-groups c16 16

mpls admin-groups c17 17

mpls admin-groups c18 18

mpls admin-groups c19 19

mpls admin-groups c20 20

mpls admin-groups c21 21

mpls admin-groups c22 22

mpls admin-groups c23 23

mpls admin-groups c24 24

mpls admin-groups c25 25

mpls admin-groups c26 26

mpls admin-groups c27 27

mpls admin-groups c28 28

mpls admin-groups c29 29

mpls admin-groups c30 30

mpls admin-groups c31 31

mpls interface all

mpls interface ge-0/0/0.0 srlg srlg9

ospf area 0.0.0.0 interface ge-0/0/0.0 metric 10
ospf area 0.0.0.0 interface ge-0/0/5.0 metric 10
ospf area 0.0.0.0 interface xe-0/2/0.0 metric 10
ospf area 0.0.0.0 interface xe-0/3/0.0 metric 10
ospf3 area 0.0.0.0 interface ge-0/0/0.0 metric 10
ospf3 area 0.0.0.0 interface ge-0/0/5.0 metric 10
ospf3 area 0.0.0.0 interface xe-0/2/0.0 metric 10
ospf3 area 0.0.0.0 interface xe-0/3/0.0 metric 10



R2

set interfaces ge-0/0/2 unit 0 family inet address 172.16.35.2/30

set interfaces ge-0/0/2 unit 0 family inet6 address 2001:db8:35:1:1::2/64
set interfaces ge-0/0/2 unit 0 family mpls
family inet address 172.16.50.1/30

family inet6 address 2001:db8:50:1:1::1/64

set interfaces ge-0/1/0 unit
set interfaces ge-0/1/0 unit
set interfaces ge-0/1/0 unit 0 family mpls

family inet address 172.16.55.1/30

family inet6 address 2001:db8:55:1:1::1/64

0
0
0
0
0
0
set interfaces xe-0/2/1 unit 0
0

set interfaces xe-0/2/1 unit 0 family mpls
0
0
0
0
0
0
0
0

set interfaces xe-0/2/1 unit
set interfaces ge-1/0/2 unit 0 family inet address 172.16.60.1/30

family inet6 address 2001:db8:60:1:1::1/64
family mpls

set interfaces ge-1/0/2 unit
set interfaces ge-1/0/2 unit
set interfaces ge-1/0/9 unit 0 family inet address 172.16.65.1/30

family inet6 address 2001:db8:65:1:1::1/64
family mpls

family inet address 172.16.70.1/30

family inet6 address 2001:db8:70:1:1::1/64

set interfaces ge-1/1/5 unit 0 family mpls

set interfaces ge-1/0/9 unit
set interfaces ge-1/0/9 unit
set interfaces ge-1/1/5 unit

set interfaces ge-1/1/5 unit

set interfaces 100 unit @ family inet address 172.16.2.2/32 primary
set interfaces 100 unit @ family inet6 address 2001:db8::2:2:2:2/128 primary
set interfaces 100 unit 0 family mpls

set routing-options srlg srlgl srlg-value 1001
set routing-options srlg srlg2 srlg-value 1002
set routing-options srlg srlg3 srlg-value 1003
set routing-options srlg srlg4 srlg-value 1004
set routing-options srlg srlg5 srlg-value 1005
set routing-options srlg srlgé srlg-value 1006
set routing-options srlg srlg7 srlg-value 1007
set routing-options srlg srlg8 srlg-value 1008
set routing-options srlg srlg9 srlg-value 1009
set routing-options srlg srlgl0 srlg-value 10010
set routing-options srlg srlgll srlg-value 10011
set routing-options srlg srlgl2 srlg-value 10012
set routing-options router-id 172.16.2.2

set protocols rsvp interface all

set protocols mpls admin-groups c0 @

set protocols mpls admin-groups c1 1

set protocols mpls admin-groups c2 2

set protocols mpls admin-groups c3 3

set protocols mpls admin-groups c4 4



set protocols mpls admin-groups c5 5
set protocols mpls admin-groups c6 6
set protocols mpls admin-groups c7 7
set protocols mpls admin-groups c8 8
set protocols mpls admin-groups c9 9
set protocols mpls admin-groups c10 10
set protocols mpls admin-groups c11 11
set protocols mpls admin-groups c12 12
set protocols mpls admin-groups c13 13
set protocols mpls admin-groups c14 14
set protocols mpls admin-groups c15 15
set protocols mpls admin-groups c16 16
set protocols mpls admin-groups c17 17
set protocols mpls admin-groups c18 18
set protocols mpls admin-groups c19 19
set protocols mpls admin-groups c20 20
set protocols mpls admin-groups c21 21
set protocols mpls admin-groups c22 22
set protocols mpls admin-groups c23 23
set protocols mpls admin-groups c24 24
set protocols mpls admin-groups c25 25
set protocols mpls admin-groups c26 26
set protocols mpls admin-groups c27 27
set protocols mpls admin-groups c28 28
set protocols mpls admin-groups c29 29
set protocols mpls admin-groups c30 30
set protocols mpls admin-groups c31 31
set protocols mpls interface all

set protocols mpls interface ge-0/1/0.0 srlg srlgl
set protocols mpls interface ge-1/0/9.0 srlg srlgil
set protocols mpls interface ge-1/1/5.0 srlg srlg7

set protocols ospf area 0.0.0.0 interface ge-0/0/2.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-0/1/0.0 link-protection
set protocols ospf area 0.0.0.0 interface xe-0/2/1.0 metric 12
set protocols ospf area 0.0.0.0 interface ge-1/0/2.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-1/0/9.0 metric 12
set protocols ospf area 0.0.0.0 interface ge-1/1/5.0 metric 13

set protocols ospf3 area 0.0.0.0 interface ge-0/0/2.0 metric 10
set protocols ospf3 area 0.0.0.0 interface ge-0/1/0.0 link-protection
set protocols ospf3 area 0.0.0.0 interface xe-0/2/1.0 metric 12
set protocols ospf3 area 0.0.0.0 interface ge-1/0/2.0 metric 10



set
set

R3

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols ospf3

protocols ospf3

interfaces ge-0/0/5 unit
interfaces ge-0/0/5 unit
interfaces ge-0/0/5 unit
interfaces xe-0/3/1 unit
interfaces xe-0/3/1 unit
interfaces xe-0/3/1 unit
interfaces ge-1/0/0 unit
interfaces ge-1/0/0 unit
interfaces ge-1/0/0 unit
interfaces ge-1/0/5 unit
interfaces ge-1/0/5 unit
interfaces ge-1/0/6 unit
interfaces ge-1/0/6 unit
interfaces ge-1/0/6 unit
interfaces xe-1/3/0 unit
interfaces xe-1/3/0 unit

area 0.0.0.0 interface ge-1/0/9.0 metric 12
area 0.0.0.0 interface ge-1/1/5.0 metric 13

family inet address 172.16.50.2/30

family inet6 address 2001:db8:50:1:1::2/64
family mpls

family inet address 172.16.75.1/30

family inet6 address 2001:db8:75:1:1::1/64
family mpls

family inet address 172.16.80.1/30

family inet6 address 2001:db8:80:1:1::1/64
family mpls

family inet address 172.16.200.1/24

family inet6 address 2001:db8:200:1:1::1/64
family inet address 172.16.85.1/30

family inet6 address 2001:db8:85:1:1::1/64
family mpls

family inet address 172.16.90.1/30

family inet6 address 2001:db8:90:1:1::1/64

interfaces xe-1/3/0 unit @ family mpls

interfaces 1lo@ unit 0 family inet address 172.16.3.3/32 primary
interfaces 100 unit @ family inet6 address 2001:db8::3:3:3:3/128 primary
interfaces 100 unit 0 family mpls

routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options

routing-options

include-all c2

set

routing-options

srlg srlgl srlg-value 1001
srlg srlg2 srlg-value 1002
srlg srlg3 srlg-value 1003
srlg srlgd srlg-value 1004
srlg srlgh srlg-value 1005
srlg srlg6 srlg-value 1006
srlg srlg7 srlg-value 1007
srlg srlg8 srlg-value 1008
srlg srlg9 srlg-value 1009
srlg srlgl0 srlg-value 10010
srlg srlgl1 srlg-value 10011
srlg srlgl2 srlg-value 10012
router-id 172.16.3.3
forwarding-table export ecmp

backup-selection destination 10.1.1.0/30 interface xe-1/3/0.0 admin-group

backup-selection destination 10.1.1.0/30 interface all admin-group exclude c3



set routing-options
set routing-options
set routing-options
equal-primary

set
172.16.7.7
set

routing-options

routing-options
set routing-options
set routing-options
exclude c5

set routing-options
set routing-options
node

set routing-options
equal-primary

set routing-options

preference 172.16.7.

set routing-options
set routing-options
set routing-options
exclude c5

set routing-options
set routing-options
node

set routing-options
equal-primary

set routing-options

preference 172.16.7.

set routing-options

set routing-options

set protocols rsvp

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

backup-selection destination
backup-selection destination
backup-selection destination

backup-selection destination

backup-selection destination
backup-selection destination
backup-selection destination
backup-selection destination
backup-selection destination

backup-selection destination

backup-selection destination
7

backup-selection destination
backup-selection destination
backup-selection destination
backup-selection destination

backup-selection destination

backup-selection destination

backup-selection destination
7

backup-selection destination
backup-selection destination
interface all
c0
cl
c2
c3
c4
c5
c6
c7
c8
c9
c10 10
cl1 11

admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups

admin-groups

W 00 N o U A W N = O

admin-groups
admin-groups

admin-groups

10.1.1.
10.1.1.
10.1.1.

10.1.1.

10.1.1
10.1.1

172.

172.
172.

172.

172.

172.

172

172.

172.
172.

172.

172.

172.
172.

16.

16.
16.

16.

16.

16.

.16.

16.

16.
16.

16.

16.

16.
16.

0/30
0/30
0/30
0/30
.0/30
.0/30 interface all metric-order root

30.

30.
30.

30.

30.

30.

30.

45,

45,
45.

45.

45.

45.
45,

0/30

0/30
0/30

0/30

0/30

0/30

0/30

0/30

0/30
0/30

0/30

0/30

0/30
1/30

interface
interface
interface

interface

interface

all srlg strict
all protection-type node
all bandwidth-greater-

all neighbor preference

all root-metric lowest

interface all admin-group

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

all
all

all

all

all

all

all

all
all

all

all

all
all

srlg strict

protection-type
bandwidth-greater-
neighbor
root-metric lowest
metric-order root

admin-group

srlg strict
protection-type

bandwidth-greater-

neighbor

root-metric lowest

metric-order root



set protocols mpls admin-groups c12 12

set protocols mpls admin-groups c13 13

set protocols mpls admin-groups c14 14

set protocols mpls admin-groups c15 15

set protocols mpls admin-groups c16 16

set protocols mpls admin-groups c17 17

set protocols mpls admin-groups c18 18

set protocols mpls admin-groups c19 19

set protocols mpls admin-groups c20 20

set protocols mpls admin-groups c21 21

set protocols mpls admin-groups c22 22

set protocols mpls admin-groups c23 23

set protocols mpls admin-groups c24 24

set protocols mpls admin-groups c25 25

set protocols mpls admin-groups c26 26

set protocols mpls admin-groups c27 27

set protocols mpls admin-groups c28 28

set protocols mpls admin-groups c29 29

set protocols mpls admin-groups c30 30

set protocols mpls admin-groups c31 31

set protocols mpls interface all

set protocols mpls interface ge-0/0/5.0 admin-group c@
set protocols ospf area 0.0.0.0 interface ge-0/0/5.0 link-protection
set protocols ospf area 0.0.0.0 interface ge-0/0/5.0 metric 10
set protocols ospf area 0.0.0.0 interface xe-0/3/1.0 metric 21
set protocols ospf area 0.0.0.0 interface ge-1/0/6.0 metric 15

set protocols ospf area 0.0.0.0 interface xe-1/3/0

.0
.0
.0

set protocols ospf area 0.0.0.0 interface ge-1/0/0.0 metric 13
.0
.0 link-protection
.0

set protocols ospf area 0.0.0.0 interface xe-1/3/0.0 metric 22
set protocols ospf3 area 0.0.0.0 interface ge-0/0/5.0 link-protection
set protocols ospf3 area 0.0.0.0 interface ge-0/0/5.0 metric 10
set protocols ospf3 area 0.0.0.0 interface xe-0/3/1.0 metric 21
set protocols ospf3 area 0.0.0.0 interface ge-1/0/0.0 metric 13
set protocols ospf3 area 0.0.0.0 interface ge-1/0/6.0 metric 15
set protocols ospf3 area 0.0.0.0 interface xe-1/3/0.0 link-protection
set protocols ospf3 area 0.0.0.0 interface xe-1/3/0.0 metric 22

set policy-options policy-statement ecmp term 1 then load-balance per-packet

R4

set routing-options srlg srlgl srlg-value 1001
set routing-options srlg srlg2 srlg-value 1002



set routing-options srlg srlg3 srlg-value 1003
set routing-options srlg srlg4 srlg-value 1004
set routing-options srlg srlg5 srlg-value 1005
set routing-options srlg srlgé srlg-value 1006
set routing-options srlg srlg7 srlg-value 1007
set routing-options srlg srlg8 srlg-value 1008
set routing-options srlg srlg9 srlg-value 1009
set routing-options srlg srlgl0 srlg-value 10010
set routing-options srlg srlgll srlg-value 10011
set routing-options srlg srlgl2 srlg-value 10012
set routing-options router-id 172.16.4.4

set protocols rsvp interface all
set protocols mpls admin-groups c@
set protocols mpls admin-groups c1
set protocols mpls admin-groups c2
set protocols mpls admin-groups c3
set protocols mpls admin-groups c4
set protocols mpls admin-groups c5
set protocols mpls admin-groups cé6
set protocols mpls admin-groups c7
set protocols mpls admin-groups c8
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set protocols mpls admin-groups c9
set protocols mpls admin-groups c10 10
set protocols mpls admin-groups c11 11
set protocols mpls admin-groups c12 12
set protocols mpls admin-groups c13 13
set protocols mpls admin-groups c14 14
set protocols mpls admin-groups c15 15
set protocols mpls admin-groups c16 16
set protocols mpls admin-groups c17 17
set protocols mpls admin-groups c18 18
set protocols mpls admin-groups c19 19
set protocols mpls admin-groups c20 20
set protocols mpls admin-groups c21 21
set protocols mpls admin-groups c22 22
set protocols mpls admin-groups c23 23
set protocols mpls admin-groups c24 24
set protocols mpls admin-groups c25 25
set protocols mpls admin-groups c26 26
set protocols mpls admin-groups c27 27
set protocols mpls admin-groups c28 28
set protocols mpls admin-groups c29 29
set protocols mpls admin-groups c30 30



set
set
set
set
set
set
set
set
set
set
set
set
set
set

R5

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols mpls

protocols mpls
protocols ospf
protocols ospf
protocols ospf
protocols ospf
protocols ospf
protocols ospf
protocols ospf3
protocols ospf3
protocols ospf3
protocols ospf3
protocols ospf3

protocols ospf3

routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
protocols rsvp
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls

protocols mpls

admin-groups
interface al
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.
0.0.0.
0.0.0.
0.0.0.
0.0.0.
0.0.0.

area
area
area
area
area
area
area
area
area
area
area

area

srlg srlgi

srlg srlg2
srlg srlg3
srlg srlg4
srlg srlgh
srlg srlg6
srlg srlg7
srlg srlg8
srlg srlg9
srlg
srlg
srlg
router-id 1
interface al
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups

admin-groups

c31 31
1
interface ge-0/1/0.0 metric
interface xe-0/2/0.0 metric
interface xe-1/3/0.0 metric
interface ge-0/0/0.0 metric
interface ge-1/1/0.0 metric
interface xe-0/3/1.0 metric
0 interface ge-0/1/0.0 metric
0 interface xe-0/2/0.0 metric
0 interface xe-1/3/0.0 metric
0 interface ge-0/0/0.0 metric
0 interface ge-1/1/0.0 metric
0 interface xe-0/3/1.0 metric
srlg-value 1001
srlg-value 1002
srlg-value 1003
srlg-value 1004
srlg-value 1005
srlg-value 1006
srlg-value 1007
srlg-value 1008
srlg-value 1009

srlg10 srlg-value 10010
srlgl1 srlg-value 10011
srlg12 srlg-value 10012

72.16.5.5
1

co
cl
c2
c3
c4
c5
c6
c7
c8
c9
c10 10

W 00 N & U1 & W N = O

18
10
10
10
10
21
18
10
10
10
10
21



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

R6

set
set
set
set
set
set
set
set
set

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
ospf
ospf
ospf
ospf
ospf3
ospf3
ospf3
ospf3

routing-options

routing-options

routing-options

routing-options

routing-options

routing-options

routing-options

routing-options

routing-options

admin-groups c11 11

admin-groups c12 12

admin-groups c13 13

admin-groups c14 14

admin-groups c15 15

admin-groups c16 16

admin-groups c17 17

admin-groups c18 18

admin-groups c19 19

admin-groups c20 20

admin-groups c21 21

admin-groups c22 22

admin-groups c23 23

admin-groups c24 24

admin-groups c25 25

admin-groups c26 26

admin-groups c27 27

admin-groups c28 28

admin-groups c29 29

admin-groups c30 30

admin-groups c31 31

interface all

area 0.0.0.0 interface xe-0/2/0.0 metric 51

area 0.0.0.0 interface ge-0/0/1.0 metric 10

area 0.0.0.0 interface ge-0/0/5.0 metric 13

area 0.0.0.0 interface ge-0/1/0.0 metric 10

area 0.0.0.0 interface xe-0/2/0.0 metric 51
area 0.0.0.0 interface ge-0/0/1.0 metric 10
area 0.0.0.0 interface ge-0/0/5.0 metric 13
area 0.0.0.0 interface ge-0/1/0.0 metric 10

srlg srlgl srlg-value 1001
srlg srlg2 srlg-value 1002
srlg srlg3 srlg-value 1003
srlg srlg4 srlg-value 1004
srlg srlgh srlg-value 1005
srlg srlg6 srlg-value 1006
srlg srlg7 srlg-value 1007
srlg srlg8 srlg-value 1008
srlg srlg9 srlg-value 1009



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

routing-options srlg srlg1@ srlg-value 10010

routing-options srlg srlgll srlg-value 10011

routing-options srlg srlgl2 srlg-value 10012

routing-options router-id 172.16.6.6

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

rsvp interface all

mpls admin-groups c@
mpls admin-groups c1
mpls admin-groups c2
mpls admin-groups c3
mpls admin-groups c4
mpls admin-groups c5
mpls admin-groups c6
mpls admin-groups c7

mpls admin-groups c8
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mpls admin-groups c9
mpls admin-groups c10 10

mpls admin-groups c11 11

mpls admin-groups c12 12

mpls admin-groups c13 13

mpls admin-groups c14 14

mpls admin-groups c15 15

mpls admin-groups c16 16

mpls admin-groups c17 17

mpls admin-groups c18 18

mpls admin-groups c19 19

mpls admin-groups c20 20

mpls admin-groups c21 21

mpls admin-groups c22 22

mpls admin-groups c23 23

mpls admin-groups c24 24

mpls admin-groups c25 25

mpls admin-groups c26 26

mpls admin-groups c27 27

mpls admin-groups c28 28

mpls admin-groups c29 29

mpls admin-groups c30 30

mpls admin-groups c31 31

mpls interface all

ospf area 0.0.0.0 interface xe-0/3/0.0 metric 52
ospf area 0.0.0.0 interface ge-0/0/0.0 metric 12
ospf area 0.0.0.0 interface ge-0/0/4.0 metric 15
ospf area 0.0.0.0 interface xe-0/2/0.0 metric 10
ospf3 area 0.0.0.0 interface xe-0/3/0.0 metric 52



set protocols ospf3 area 0.0.0.0 interface ge-0/0/0.0 metric 12
set protocols ospf3 area 0.0.0.0 interface ge-0/0/4.0 metric 15
set protocols ospf3 area 0.0.0.0 interface xe-0/2/0.0 metric 10

R7

set routing-options srlg srlgl srlg-value 1001
set routing-options srlg srlg2 srlg-value 1002
set routing-options srlg srlg3 srlg-value 1003
set routing-options srlg srlg4 srlg-value 1004
set routing-options srlg srlgb srlg-value 1005
set routing-options srlg srlgé srlg-value 1006
set routing-options srlg srlg7 srlg-value 1007
set routing-options srlg srlg8 srlg-value 1008
set routing-options srlg srlg9 srlg-value 1009
set routing-options srlg srlgl@ srlg-value 10010
set routing-options srlg srlgl1 srlg-value 10011
set routing-options srlg srlg12 srlg-value 10012
set routing-options router-id 172.16.7.7

set protocols rsvp interface all
set protocols mpls admin-groups c@
set protocols mpls admin-groups c1
set protocols mpls admin-groups c2
set protocols mpls admin-groups c3
set protocols mpls admin-groups c4
set protocols mpls admin-groups c5
set protocols mpls admin-groups cé
set protocols mpls admin-groups c7
set protocols mpls admin-groups c8
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set protocols mpls admin-groups c9
set protocols mpls admin-groups c10 10
set protocols mpls admin-groups c11 11
set protocols mpls admin-groups c12 12
set protocols mpls admin-groups c13 13
set protocols mpls admin-groups c14 14
set protocols mpls admin-groups c15 15
set protocols mpls admin-groups c16 16
set protocols mpls admin-groups c17 17
set protocols mpls admin-groups c18 18
set protocols mpls admin-groups c19 19
set protocols mpls admin-groups c20 20

set protocols mpls admin-groups c21 21



set protocols mpls admin-groups c22 22

set protocols mpls admin-groups c23 23

set protocols mpls admin-groups c24 24

set protocols mpls admin-groups c25 26

set protocols mpls admin-groups c27 27

set protocols mpls admin-groups c28 28

set protocols mpls admin-groups c29 29

set protocols mpls admin-groups c30 30

set protocols mpls admin-groups c31 31

set protocols mpls interface all

set protocols mpls interface xe-0/3/0.0 srlg srlg8

set protocols ospf area 0.0.0.0 interface ge-0/1/5.0 metric 23
set protocols ospf area 0.0.0.0 interface xe-0/3/0.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-1/0/0.0 metric 13
set protocols ospf area 0.0.0.0 interface xe-1/3/0.0 metric 22
set protocols ospf area 0.0.0.0 interface xe-1/2/0.0 metric 10
set protocols ospf3 area 0.0.0.0 interface ge-0/1/5.0 metric 23
set protocols ospf3 area 0.0.0.0 interface xe-0/3/0.0 metric 10
set protocols ospf3 area 0.0.0.0 interface ge-1/0/0.0 metric 13
set protocols ospf3 area 0.0.0.0 interface xe-1/3/0.0 metric 22
set protocols ospf3 area 0.0.0.0 interface xe-1/2/0.0 metric 10

Configuring Device R3

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure Device R3:

1. Configure the interfaces.

[edit interfaces]

user@r3# set ge-0/0/5 unit 0 family inet address 172.16.50.2/30
user@R3# set ge-0/0/5 unit 0 family inet6 address 2001:db8:50:1:1::2/64
user@R3# set ge-0/0/5 unit 0 family mpls

user@R3# set xe-0/3/1 unit @ family inet address 172.16.75.1/30
user@r3# set xe-0/3/1 unit 0 family inet6 address 2001:db8:75:1:1::1/64
user@r3# set xe-0/3/1 unit @ family mpls

user@r3# set ge-1/0/0 unit 0 family inet address 172.16.80.1/30


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
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2.

3.

user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#

set
set
set
set
set
set
set
set
set
set
set
set
set

ge-1/0/0
ge-1/0/0
ge-1/0/5
ge-1/0/5
ge-1/0/6
ge-1/0/6
ge-1/0/6
xe-1/3/0
xe-1/3/0
xe-1/3/0
100 unit
100 unit

100 unit

Configure srlg values.

[edit routing-options]

user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#

set
set
set
set
set
set
set
set
set
set
set
set

srlg srlgil
srlg srlg2
srlg srlg3
srlg srlgd
srlg srlg5
srlg srlg6
srlg srlg7
srlg srlg8
srlg srlg9

unit
unit
unit
unit
unit
unit
unit
unit
unit
unit

0

family
family
family
family
family
family
family
family
family
family

0 family inet
0 family inet6 address 2001:db8::3:3:3:3/128 primary
0 family mpls

srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value

inet6 address 2001:db8:80:1:1::1/64
mpls

inet address 172.16.200.1/24

inet6 address 2001:db8:200:1:1::1/64
inet address 172.16.85.1/30

inet6 address 2001:db8:85:1:1::1/64
mpls

inet address 172.16.90.1/30

inet6 address 2001:db8:90:1:1::1/64
mpls

address 172.16.3.3/32 primary

1001
1002
1003
1004
1005
1006
1007
1008
1009

srlg srlg10 srlg-value 10010

srlg srlgl1 srlg-value 10011

srlg srlg12 srlg-value 10012

Configure the ID of the router.

[edit routing-options]

user@R3# set router-id 172.16.3.3



4. Apply the routing policy to all equal-cost multipaths exported from the routing table to the
forwarding table.

[edit routing-options]
user@r3# set forwarding-table export ecmp

5. Configure attributes of the backup selection policy.

[edit routing-options backup-selection]
user@R3# set destination 10.1.1.0/30 interface xe-1/3/0.0 admin-group include-all c2
user@R3# set destination 10.1.1.0/30 interface all admin-group exclude c3
user@R3# set destination 10.1.1.0/30 interface all srlg strict
user@R3# set destination 10.1.1.0/30 interface all protection-type node
user@R3# set destination 10.1.1.0/30 interface all bandwidth-greater-equal-primary
user@R3# set destination 10.1.1.0/30 interface all neighbor preference 172.16.7.7

user@R3# set destination 10.1.1.0/30 interface all root-metric lowest
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user@R3# set destination 10.1.1.0/30 interface all metric-order root

user@R3# set destination 172.16.30.0/30 interface all admin-group exclude c5

user@R3# set destination 172.16.30.0/30 interface all srlg strict

user@R3# set destination 172.16.30.0/30 interface all protection-type node

user@R3# set destination 172.16.30.0/30 interface all bandwidth-greater-equal-primary
user@R3# set destination 172.16.30.0/30 interface all neighbor preference 172.16.7.7
user@R3# set destination 172.16.30.0/30 interface all root-metric lowest

user@R3# set destination 172.16.30.0/30 interface all metric-order root

user@R3# set destination 192.168.45.0/30 interface all admin-group exclude c5
user@R3# set destination 192.168.45.0/30 interface all srlg strict

user@R3# set destination 192.168.45.0/30 interface all protection-type node

user@R3# set destination 192.168.45.0/30 interface all bandwidth-greater-equal-primary
user@R3# set destination 192.168.45.0/30 interface all neighbor preference 172.16.7.7
user@R3# set destination 192.168.45.0/30 interface all root-metric lowest

user@R3# set destination 192.168.45.0/30 interface all metric-order root

6. Enable RSVP on all the interfaces.

[edit protocols]
user@r3# set rsvp interface all



7.

Configure administrative groups.

[edit protocols mpls]
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8. Enable MPLS on all the interfaces and configure administrative group for an interface.

[edit protocols mpls]
user@R3# set interface all
user@R3# set interface ge-0/0/5.0 admin-group c@

9. Enable link protection and configure metric values on all the interfaces for an OSPF area.

[edit protocols ospf]

user@r3# set area 0.0.0.0 interface xe-1/3/0.
user@R3# set area 0.0.0.0 interface xe-1/3/0.

link-protection

user@R3# set area 0.0.0.0 interface ge-0/0/5.0 link-protection
user@R3# set area 0.0.0.0 interface ge-0/0/5.0 metric 10
user@R3# set area 0.0.0.0 interface xe-0/3/1.0 metric 21
user@R3# set area 0.0.0.0 interface ge-1/0/0.0 metric 13
user@R3# set area 0.0.0.0 interface ge-1/0/6.0 metric 15

0

0

metric 22

10. Enable link protection and configure metric values on all the interfaces for an OSPF3 area.

[edit protocols ospf3]

user@r3# set area 0.0.0.0 interface xe-1/3/0.
user@R3# set area 0.0.0.0 interface xe-1/3/0.

link-protection

user@R3# set area 0.0.0.0 interface ge-0/0/5.0 link-protection
user@R3# set area 0.0.0.0 interface ge-0/0/5.0 metric 10
user@R3# set area 0.0.0.0 interface xe-0/3/1.0 metric 21
user@R3# set area 0.0.0.0 interface ge-1/0/0.0 metric 13
user@R3# set area 0.0.0.0 interface ge-1/0/6.0 metric 15

0

0

metric 22

11. Configure the routing policy.

[edit policy-options]
user@r3# set policy-statement ecmp term 1 then load-balance per-packet



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R3# show interfaces
ge-0/0/5 {
unit @ {
family inet {
address 192.168.50.2/30;
}
family inet6 {
address 2001:db8:50:1:1::2/64;

}
family mpls;
}
}
xe-0/3/1 {
unit 0 {
family inet {
address 192.168.75.1/30;
}
family inet6 {
address 2001:db8:75:1:1::1/64;
}
family mpls;
}
}
ge-1/0/0 {
unit @ {
family inet {
address 192.168.80.1/30;
}
family inet6 {
address 2001:db8:80:1:1::1/64;
}
family mpls;
}
}
ge-1/0/5 {

unit 0 {



family inet {
address 172.16.200.1/24;
}
family inet6 {
address 2001:db8:200:1:1::1/64;

}
}
}
ge-1/0/6 {
unit 0 {
family inet {
address 192.168.85.1/30;
}
family inet6 {
address 2001:db8:85:1:1::1/64;
}
family mpls;
}
}
xe-1/3/0 {
unit @ {
family inet {
address 192.168.90.1/30;
}
family inet6 {
address 2001:db8:90:1:1::1/64;
}
family mpls;
}
}
100 {
unit 0 {

family inet {
address 172.16.3.3/32 {

primary;

}
family inet6 {
address 2001:db8:3:3:3:3/128 {

primary;

}
family mpls;



user@r3# show protocols
rsvp {
interface all;
}
mpls {
admin-groups {
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}

interface all;

interface ge-0/0/5.0 {
admin-group c0@;

}
ospf {
area 0.0.0.0 {
interface ge-0/0/5.0 {
link-protection;
metric 10;
}
interface xe-0/3/1.0 {
metric 21;
}
interface ge-1/0/0.0 {
metric 13;
}
interface ge-1/0/6.0 {
metric 15;
}
interface xe-1/3/0.0 {
link-protection;

metric 22;

}
ospf3 {
area 0.0.0.0 {
interface ge-0/0/5.0 {
link-protection;

metric 10;

}

interface xe-0/3/1.0 {
metric 21;

}

interface ge-1/0/0.0 {
metric 13;

}

interface ge-1/0/6.0 {
metric 15;

}

interface xe-1/3/0.0 {



link-protection;
metric 22;

user@r3# show routing-options

srlg {
srlgl srlg-value 1001;
srlg2 srlg-value 1002;
srlg3 srlg-value 1003;
srlg4 srlg-value 1004;
srlgh srlg-value 1005;
srlgb srlg-value 1006;
srlg7 srlg-value 1007;
srlg8 srlg-value 1008;
srlg9 srlg-value 1009;
srlgl@ srlg-value 10010;
srlgll srlg-value 10011;
srlgl2 srlg-value 10012;

}

router-id 172.16.3.3;

forwarding-table {
export ecmp;

}

backup-selection {
destination 10.1.1.0/30 {

interface xe-1/3/0.0 {
admin-group {
include-all c2;

}
interface all {
admin-group {
exclude c3;
}
srlg strict;
protection-type node;
bandwidth-greater-equal-primary;
node {
preference 172.16.7.7;



}
root-metric lowest;

metric-order root;

}
destination 172.16.30.0/30 {
interface all {
admin-group {
exclude c5;
}
srlg strict;
protection-type node;
bandwidth-greater-equal-primary;
node {
preference 172.16.7.7;
}
root-metric lowest;

metric-order root;

}
destination 192.168.45.0/30 {
interface all {
admin-group {
exclude c5;
}
srlg strict;
protection-type node;
bandwidth-greater-equal-primary;
node {
preference 172.16.7.7;
}
root-metric lowest;

metric-order root;

If you are done configuring the device, enter conmit from configuration mode.



Verification

IN THIS SECTION

Verifying the Routes | 248
Verifying the OSPF Route | 252
Verifying the OSPF3 Route | 252

Verifying the Backup Selection Policy for Device R3 | 253

Confirm that the configuration is working properly.

Verifying the Routes

Purpose

Verify that the expected routes are learned.

Action

From operational mode, run the show route command for the routing table.

user@3> show route
inet.0: 48 destinations, 48 routes (48 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
172.16.3.3/32 *[Direct/0] 02:22:27

> via 100.0
10.4.0.0/16 *[Static/5] 02:22:57

> to 10.92.31.254 via fxp0.0
10.5.0.0/16 *[Static/5] 02:22:57

> to 10.92.31.254 via fxp0.0
10.6.128.0/17 *[Static/5] 02:22:57

> to 10.92.31.254 via fxp0.0
10.9.0.0/16 *[Static/5] 02:22:57

> to 10.92.31.254 via fxp0.0
10.10.0.0/16 *[Static/5] 02:22:57

> to 10.92.31.254 via fxp0.0
10.13.4.0/23 *[Static/5] 02:22:57
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10.214.0.0/16 x[Static/5] 02:22:57
> to 10.92.31.254 via fxp@.0

10.215.0.0/16 x[Static/5] 02:22:57
> to 10.92.31.254 via fxp@.0
10.216.0.0/16 x[Static/5] 02:22:57

> to 10.92.31.254 via fxp@.0
10.218.13.0/24 x[Static/5] 02:22:57

> to 10.92.31.254 via fxp@.0
10.218.14.0/24 x[Static/5] 02:22:57

> to 10.92.31.254 via fxp@.0
10.218.16.0/20 x[Static/5] 02:22:57

> to 10.92.31.254 via fxp@.0
10.218.32.0/20 x[Static/5] 02:22:57

> to 10.92.31.254 via fxp@.0

10.227.0.0/16 *[Static/5] 02:22:57

> to 10.92.31.254 via fxp0.0
172.16.50.0/30 *[Direct/@] 02:19:55

> via ge-0/0/5.0
172.16.50.2/32 *[Local/@] 02:19:58

Local via ge-0/0/5.0

172.16.75.0/30 *[Direct/@] 02:19:55

> via xe-0/3/1.0
172.16.75.1/32 *[Local/@] 02:19:57

Local via xe-0/3/1.0
172.16.24.195/32  *[Direct/@] 02:22:57
> via 100.0
172.16.0.0/12 *[Static/5] 02:22:57
> to 10.92.31.254 via fxp0.0
192.168.0.0/16 *[Static/5] 02:22:57
> to 10.92.31.254 via fxp0.0
192.168.102.0/23  *[Static/5] 02:22:57
> to 10.92.31.254 via fxp0.0
192.168.136.0/24 x[Static/5] 02:22:57
> to 10.92.31.254 via fxp@.0
192.168.136.192/32 =*[Static/5] 02:22:57
> to 10.92.31.254 via fxp0.0
192.168.137.0/24 x[Static/5] 02:22:57
> to 10.92.31.254 via fxp@.0
192.168.233.5/32 *[OSPF/10] 00:16:55, metric 1
MultiRecv

1s0.0: 1 destinations, 1 routes (1 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both



47.0005.80ff.f800.0000.0108.0001.1280.9202.4195/152
*[Direct/0] 02:22:57
> via 100.0

mpls.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0 *[MPLS/0] 00:16:55, metric 1
Receive

1 *[MPLS/0] 00:16:55, metric 1
Receive

2 *[MPLS/0] 00:16:55, metric 1
Receive

13 *[MPLS/0] 00:16:55, metric 1
Receive

inet6.0: 10 destinations, 11 routes (10 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

2001:db8:50:1:1::/64  *[Direct/0] 02:19:44
> via ge-0/0/5.0
2001:db8:50:1:1::2/128 *[Local/@] 02:19:58
Local via ge-0/0/5.0
2001:db8:75:1:1::/64  *[Direct/0] 02:19:44
> via xe-0/3/1.0
2001:db8:75:1:1::1/128 *[Local/0] 02:19:57
Local via xe-0/3/1.0
2001:db8::3:3:3:3/128 *[Direct/0] 02:22:27
> via 100.0
2001:db8::128:92:24:195/128
*[Direct/0] 02:22:57
> via 100.0
fe80::/64 *[Direct/0] 02:19:44
> via ge-0/0/5.0
[Direct/0] 02:19:43
> via xe-0/3/1.0
fe80::205:86ff:fe00:ed05/128
*[Local/e] 02:19:58
Local via ge-0/0/5.0
fe80::205:86ff:fe00:ed3d/128
*[Local/0] 02:19:57
Local via xe-0/3/1.0



fe80::5668:a50f:fccl:3ca2/128
*[Direct/0] 02:22:57
> via 100.0

Meaning

The output shows all Device R3 routes.

Verifying the OSPF Route

Purpose

Verify the routing table of OSPF.

Action

From operational mode, run the show ospf route detail command for Device R3.

user@R3> show ospf route detail
Topology default Route Table:

Prefix Path Route NH Metric NextHop Nexthop
Type Type Type Interface Address/LSP
172.16.50.0/30 Intra Network IP 10 ge-0/0/5.0
area 0.0.0.9, origin 172.16.3.3, priority low
172.16.75.0/30 Intra Network IP 21 xe-0/3/1.0

area 0.0.0.9, origin 172.16.3.3, priority low

Meaning

The output displays the routing table of OSPF routers.

Verifying the OSPF3 Route

Purpose

Verify the routing table of OSPF3.



Action

From operational mode, run the show ospf3 route detail command for Device R3.

user@R3> show ospf3 route detail

Prefix Path Route NH Metric
Type Type Type
2001:db8:50:1:1::/64 Intra Network IP 10

NH-interface ge-0/0/5.0
Area 0.0.0.0, Origin 172.16.3.3, Priority low
2001:db8:75:1:1::/64 Intra Network P 21
NH-interface xe-0/3/1.0
Area 0.0.0.0, Origin 172.16.3.3, Priority low

Meaning

The output displays the routing table of OSPF3 routers.

Verifying the Backup Selection Policy for Device R3

Purpose

Verify the backup selection policy for Device R3.

Action

From operational mode, run the show backup-selection command for Device R3.

user@R3> show backup-selection
Prefix: 10.1.1.0/30
Interface: all
Admin-group exclude: c3
Neighbor preference: 172.16.7.7
Protection Type: Node, Downstream Paths Only: Disabled, SRLG: Strict, B/w >= Primary:
Enabled, Root-metric: lowest, Dest-metric: lowest
Metric Evaluation Order: Root-metric, Dest-metric
Policy Evaluation Order: Admin-group, SRLG, Bandwidth, Protection, node, Metric
Interface: xe-1/3/0.0
Admin-group include-all: c2



Protection Type: Link, Downstream Paths Only: Disabled, SRLG: Loose, B/w >= Primary:
Disabled, Root-metric: lowest, Dest-metric: lowest
Metric Evaluation Order: Dest-metric, Root-metric
Policy Evaluation Order: Admin-group, SRLG, Bandwidth, Protection, node, Metric Prefix:
172.16.30.0/30
Interface: all
Admin-group exclude: c5
Neighbor preference: 172.16.7.7
Protection Type: Node, Downstream Paths Only: Disabled, SRLG: Strict, B/w >= Primary:
Enabled, Root-metric: lowest, Dest-metric: lowest
Metric Evaluation Order: Root-metric, Dest-metric
Policy Evaluation Order: Admin-group, SRLG, Bandwidth, Protection, node, Metric
Prefix: 172.16.45.0/30
Interface: all
Admin-group exclude: c5
Neighbor preference: 172.16.7.7
Protection Type: Node, Downstream Paths Only: Disabled, SRLG: Strict, B/w >= Primary:
Enabled, Root-metric: lowest, Dest-metric: lowest
Metric Evaluation Order: Root-metric, Dest-metric

Policy Evaluation Order: Admin-group, SRLG, Bandwidth, Protection, node, Metric

Meaning

The output displays the configured policies per prefix per primary next-hop interface.

backup-selection (Protocols IS-1S)


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/backup-selection.html
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Understanding How a Routing Policy Chain Is Evaluated

Figure 15 on page 256 shows how a chain of routing policies is evaluated. These routing policies consist
of multiple terms. Each term consists of match conditions and actions to apply to matching routes. Each
route is evaluated against the policies as follows:

NOTE: On Junos OS Evolved, next term cannot appear as the last term of the action. A filter term
where next termis specified as an action but without any match conditions configured is not
supported.

1. The route is evaluated against the first term in the first routing policy. If it matches, the specified
action is taken. If the action is to accept or reject the route, that action is taken and the evaluation of
the route ends. If the next term action is specified, if no action is specified, or if the route does not
match, the evaluation continues as described in Step 2. If the next policy action is specified, any
accept or reject action specified in this term is skipped, all remaining terms in this policy are skipped,
all other actions are taken, and the evaluation continues as described in Step 3.

2. The route is evaluated against the second term in the first routing policy. If it matches, the specified
action is taken. If the action is to accept or reject the route, that action is taken and the evaluation of



the route ends. If the next term action is specified, if no action is specified, or if the route does not
match, the evaluation continues in a similar manner against the last term in the first routing policy. If

the next policy action is specified, any accept or reject action specified in this term is skipped, all
remaining terms in this policy are skipped, all other actions are taken, and the evaluation continues as
described in Step 3.

3. If the route does not match a term or matches a term with a next policy action in the first routing

policy, it is evaluated against the first term in the second routing policy.

4. The evaluation continues until the route matches a term with an accept or reject action defined or
until there are no more routing policies to evaluate. If there are no more routing policies, then the
accept or reject action specified by the default policy is taken.

Figure 15: Routing Policy Chain Evaluation
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Example: Configuring Policy Chains and Route Filters
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Requirements | 257
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Configuration | 260

Verification | 269

A policy chainis the application of multiple policies within a specific section of the configuration. A
route filteris a collection of match prefixes.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION

Topology | 259

An example of a policy chain applied to BGP is as follows:

user@R1# show protocols bgp
group int {
type internal;
local-address 192.168.0.1;
export [ adv-statics adv-large-aggregates adv-small-aggregates 1];
neighbor 192.168.0.2;
neighbor 192.168.0.3;



The adv-statics, adv-large-aggregates, and adv-small-aggregates policies, in addition to the default BGP policy,
make up the policy chain applied to the BGP peers of Device R1. Two of the policies demonstrate route
filters with different match types. The other policy matches all static routes, so no route filter is needed.

user@R1# show policy-options
policy-statement adv-large-aggregates {
term between-16-and-18 {
from {
protocol aggregate;
route-filter 172.16.0.0/16 upto /18;
}

then accept;

}
policy-statement adv-small-aggregates {
term between-19-and-24 {
from {
protocol aggregate;
route-filter 172.16.0.0/16 prefix-length-range /19-/24;
}

then accept;

}
policy-statement adv-statics {
term statics {
from protocol static;

then accept;

Optionally, you can convert this policy chain into a single multiterm policy for the internal BGP (IBGP)
peers. If you do this, one of the advantages of a policy chain is lost—the ability to reuse policies for
different purposes.

Figure 16 on page 259 displays Device R1 in AS 64510 with its IBGP peers, Device R2 and Device R3.
Device R1 also has external BGP (EBGP) connections to Device R4 in AS 64511 and Device R5 in AS
64512. The current administrative policy within AS 64510 is to send the customer static routes only to
other IBGP peers. Any EBGP peer providing transit service only receives aggregate routes with mask
lengths smaller than 18 bits. Any EBGP peer providing peering services receives all customer routes and
all aggregates whose mask length is larger than 19 bits. Each portion of these administrative policies is
configured in a separate routing policy within the [edit policy-opitons] configuration hierarchy. These



259

policies provide the administrators of AS 64510 with multiple configuration options for advertising
routes to peers.

Device R4 is providing transit service to AS 64510, which allows the AS to advertise its assigned routing
space to the Internet. On the other hand, the peering service provided by Device R5 allows AS 64510 to
route traffic directly between the autonomous systems (ASs) for all customer routes.

Topology

Figure 16 on page 259 shows the sample network.

Figure 16: BGP Topology for Policy Chains
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"CLI Quick Configuration" on page 260 shows the configuration for all of the devices in Figure 16 on
page 259.

The section "No Link Title" on page 263 describes the steps on Device R1.
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Device R1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

fe-1/2/0
fe-1/2/0
fe-1/2/2
fe-1/2/2
fe-1/2/3
fe-1/2/3
fe-1/2/1
fe-1/2/1
100 unit
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group

unit
unit
unit
unit
unit
unit
unit

unit

0

description to_R2
family inet address 10.0.0.1/30
description to_R3
family inet address 10.0.0.5/30
description to_R4
family inet address 10.1.0.5/30
description to_R5
family inet address 10.0.0.10/30

0 family inet address 192.168.0.1/32

int
int
int
int
int
int

int

type internal
local-address 192.168.0.1

export adv-statics

export adv-large-aggregates

export adv-small-aggregates
neighbor 192.168.0.2
neighbor 192.168.0.3
to_64511 type external

to_64511 export adv-large-aggregates
to_64511 neighbor 10.1.0.6 peer-as 64511
to_64512 type external

to_64512 export adv-small-aggregates

to0_64512 export adv-statics
t0_64512 neighbor 10.0.0.9 peer-as 64512
ospf area 0.0.0.0 interface fe-1/2/0.0



set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set protocols ospf area 0.0.0.0 interface 100.0 passive
set policy-options policy-statement adv-large-aggregates
aggregate

set policy-options policy-statement adv-large-aggregates
filter 172.16.0.0/16 upto /18

set policy-options policy-statement adv-large-aggregates
set policy-options policy-statement adv-small-aggregates
aggregate

set policy-options policy-statement adv-small-aggregates
filter 172.16.0.0/16 prefix-length-range /19-/24

set policy-options policy-statement adv-small-aggregates

term between-16-and-18 from protocol

term between-16-and-18 from route-

term between-16-and-18 then accept

term between-19-and-24 from protocol

term between-19-and-24 from route-

term between-19-and-24 then accept

set policy-options policy-statement adv-statics term statics from protocol static

set policy-options policy-statement adv-statics term statics then accept

set routing-options static route 172.16.1.16/28 discard
set routing-options static route 172.16.1.32/28 discard
set routing-options static route 172.16.1.48/28 discard
set routing-options static route 172.16.1.64/28 discard
set routing-options aggregate route 172.16.0.0/16

set routing-options aggregate route 172.16.1.0/24

set routing-options router-id 192.168.0.1

set routing-options autonomous-system 64510

Device R2

set interfaces fe-1/2/0 unit @ description to_R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit @ description to_R3

set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.1/30
set interfaces 1o@ unit @ family inet address 192.168.0.2/32

set protocols bgp group int type internal
set protocols bgp group int local-address 192.168.0.2

set protocols bgp group int neighbor 192.168.0.1 export send-static-aggregate

set protocols bgp group int neighbor 192.168.0.3

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0
set protocols ospf area 0.0.0.0 interface fe-1/2/1.0
set protocols ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement send-static-aggregate term 1 from protocol static

set policy-options policy-statement send-static-aggregate term 1 from protocol aggregate

set policy-options policy-statement send-static-aggregate term 1 then accept

set routing-options static route 172.16.2.16/28 discard
set routing-options static route 172.16.2.32/28 discard



set routing-options static route 172.16.2.48/28 discard
set routing-options static route 172.16.2.64/28 discard
set routing-options aggregate route 172.16.2.0/24

set routing-options aggregate route 172.16.0.0/16

set routing-options router-id 192.168.0.2

set routing-options autonomous-system 64510

Device R3

set interfaces fe-1/2/1 unit @ description to_R2

set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.2/30

set interfaces fe-1/2/2 unit @ description to_R1

set interfaces fe-1/2/2 unit 0 family inet address 10.0.0.6/30

set interfaces 1o@ unit @ family inet address 192.168.0.3/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int neighbor 192.168.0.1 export send-static-aggregate
set protocols bgp group int neighbor 192.168.0.2

set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement send-static-aggregate from protocol static
set policy-options policy-statement send-static-aggregate from protocol aggregate
set policy-options policy-statement send-static-aggregate then accept

set routing-options static route 172.16.3.16/28 discard

set routing-options static route 172.16.3.32/28 discard

set routing-options static route 172.16.3.48/28 discard

set routing-options static route 172.16.3.64/28 discard

set routing-options aggregate route 172.16.0.0/16

set routing-options aggregate route 172.16.3.0/24

set routing-options router-id 192.168.0.3

set routing-options autonomous-system 64510

Device R4

set interfaces fe-1/2/3 unit 0 description to_R1

set interfaces fe-1/2/3 unit 0 family inet address 10.1.0.6/30
set interfaces 100 unit @ family inet address 192.168.0.4/32
set protocols bgp group ext type external

set protocols bgp group ext peer-as 64510



set protocols bgp group ext neighbor 10.1.0.5

set routing-options autonomous-system 64511

Device R5

set interfaces fe-1/2/1 unit @ description to_R1

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.9/30
set interfaces 100 unit @ family inet address 192.168.0.5/32
set protocols bgp group ext type external

set protocols bgp group ext neighbor 10.0.0.10 peer-as 64510
set routing-options autonomous-system 64512

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

To configure Device R1:

1. Configure the device interfaces.

[edit interfaces]

user@R1# set fe-1/2/0 unit
user@R1# set fe-1/2/0 unit
user@R14# set fe-1/2/2 unit @ description to_R3

0 description to_R2

0

0
user@R1# set fe-1/2/2 unit 0 family inet address 10.0.0.5/30

0

0

0

family inet address 10.0.0.1/30

user@R14# set fe-1/2/3 unit
user@R1# set fe-1/2/3 unit 0 family inet address 10.1.0.5/30
user@14# set fe-1/2/1 unit @ description to_R5

user@R1# set fe-1/2/1 unit 0 family inet address 10.0.0.10/30
user@R14# set 1lo@ unit @ family inet address 192.168.0.1/32

description to_R4

2. Configure the IBGP connections to Device R2 and Device R3.

[edit protocols bgp group int]
user@R14# set type internal
user@R1# set local-address 192.168.0.1
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user@R1# set neighbor 192.168.0.2
user@r1# set neighbor 192.168.0.3

3. Apply the export policies for the internal peers.

[edit protocols bgp group int]

user@R1# set export adv-statics

user@R1# set export adv-large-aggregates
user@R1# set export adv-small-aggregates

4. Configure the EBGP connection to Device R4.

[edit protocols bgp group to_64511]
user@R1# set type external
user@R1# set neighbor 10.1.0.6 peer-as 64511

5. Apply the export policy for Device R4.

[edit protocols bgp group to_64511]
user@R1# set export adv-large-aggregates

6. Configure the EBGP connection to Device R5.

[edit protocols bgp group to_64512]
user@R1# set type external
user@R1# set neighbor 10.0.0.9 peer-as 64512

7. Apply the export policies for Device R5.

[edit protocols bgp group to_64512]
user@R1# set export adv-small-aggregates

user@R1# set export adv-statics

8. Configure OSPF connections to Device R2 and Device R3.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface fe-1/2/0.0



user@R1# set interface fe-1/2/2.0
user@R14# set interface 100.0 passive

9. Configure the routing policies.

[edit policy-options policy-statement adv-large-aggregates term between-16-and-18]
user@R14# set from protocol aggregate

user@R1# set from route-filter 172.16.0.0/16 upto /18

user@R1# set then accept

[edit policy-options policy-statement adv-small-aggregates term between-19-and-24]
user@R14# set from protocol aggregate

user@R1# set from route-filter 172.16.0.0/16 prefix-length-range /19-/24

user@R1# set then accept

[edit policy-options policy-statement adv-statics term statics]

user@R14# set from protocol static

user@R1# set then accept

10. Configure the static and aggregate routes.

[edit routing-options static]

user@R14# set route 172.16.1.16/28 discard
user@R1# set route 172.16.1.32/28 discard
user@R1# set route 172.16.1.48/28 discard
user@R1# set route 172.16.1.64/28 discard
[edit routing-options aggregate]

user@R1# set route 172.16.0.0/16

user@R1# set route 172.16.1.0/24

11. Configure the autonomous system (AS) number and router ID.

[edit routing-options]
user@R14# set router-id 192.168.0.1
user@R1# set autonomous-system 64510



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@1# show interfaces
fe-1/2/0 {
unit @ {
description to_R2;
family inet {
address 10.0.0.1/30;

}
}
}
fe-1/2/2 {
unit @ {
description to_R3;
family inet {
address 10.0.0.5/30;
}
}
}
fe-1/2/3 {
unit @ {
description to_R4;
family inet {
address 10.1.0.5/30;
}
}
}
fe-1/2/1 {
unit @ {
description to_R5;
family inet {
address 10.0.0.10/30;
}
}
}
100 {
unit @ {

family inet {



address 192.168.0.1/32;

user@R1# show protocols

bgp {

group int {
type internal;
local-address 192.168.0.1;
export [ adv-statics adv-large-aggregates adv-small-aggregates 1;
neighbor 192.168.0.2;
neighbor 192.168.0.3;

}

group to_64511 {
type external;
export adv-large-aggregates;
neighbor 10.1.0.6 {
peer-as 64511;

}
group to_64512 {
type external;
export [ adv-small-aggregates adv-statics 1;
neighbor 10.0.0.9 {
peer-as 64512;

}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.0;
interface fe-1/2/2.0;
interface 100.0 {

passive;



user@R1# show policy-options
policy-statement adv-large-aggregates {
term between-16-and-18 {
from {
protocol aggregate;
route-filter 172.16.0.0/16 upto /18;
}

then accept;

}
policy-statement adv-small-aggregates {
term between-19-and-24 {
from {
protocol aggregate;
route-filter 172.16.0.0/16 prefix-length-range /19-/24;
}

then accept;

}
policy-statement adv-statics {
term statics {
from protocol static;

then accept;

user@R1# show routing-options
static {
route 172.16.1.16/28 discard;
route 172.16.1.32/28 discard;
route 172.16.1.48/28 discard;
route 172.16.1.64/28 discard;
}
aggregate {
route 172.16.0.0/16;
route 172.16.1.0/24;



router-id 192.168.0.1;

autonomous-system 64510;

If you are done configuring the device, enter conmit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying the Route Advertisement to Device R4

Purpose

On Device R1, make sure that the customer routes are advertised to Device R4.

Action

user@1> show route advertising-protocol bgp 10.1.0.6

inet.0: 29 destinations, 31 routes (29 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.0.0/16 Self I
* 172.16.2.0/24 Self I
* 172.16.2.16/28 Self I
* 172.16.2.32/28 Self I
* 172.16.2.48/28 Self I
* 172.16.2.64/28 Self I
* 172.16.3.0/24 Self I
*x 172.16.3.16/28 Self I
* 172.16.3.32/28 Self I



* 172.16.3.48/28 Self I

* 172.16.3.64/28 Self I
Meaning
The adv-large-aggregates policy is applied to the peering session with Device R4 to advertise the aggregate
routes with a subnet mask length between 16 and 18 bits. The 172.16.0.0/16 aggregate route is being

sent as defined by the administrative policy, but a number of other routes with larger subnet masks are
also being sent to Device R4.

Checking Where the Longer Routes Are Originating

Purpose

On Device R1, find where the other routes are coming from.

Action

user@1> show route 172.16.3.16/28

inet.0: 29 destinations, 31 routes (29 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

172.16.3.16/28 *[BGP/170] 20:16:00, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0

Meaning

Device R1 has learned this route through its BGP session with Device R3. Because it is an active BGP
route, it is automatically advertised by the BGP default policy. Remember that the default policy is
always applied to the end of every policy chain. What is needed is a policy to block the more specific
routes from being advertised.



Blocking the More Specific Routes

Purpose
Create a policy called not-larger-than-18 that rejects all routes within the 172.16.0.0 /16 address space

that have a subnet mask length greater than or equal to 19 bits. This ensures that all aggregates with a
mask between 16 and 18 bits are advertised, thus accomplishing the goal of the administrative policy.

Action

1. On Device R1, configure the not-larger-than-18 policy.

[edit policy-options policy-statement not-larger-than-18 term reject-greater-than-18-bits]
user@14# set from route-filter 172.16.0.0/16 prefix-length-range /19-/32
user@1# set then reject

2. On Device R1, apply the policy to the peering session with Device R4.

[edit protocols bgp group to_64511]
user@1# set export not-larger-than-18
user@R1# commit

3. On Device R1, check which routes are advertised to Device R4.

user@1> show route advertising-protocol bgp 10.1.0.6

inet.0: 29 destinations, 31 routes (29 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.0.0/16 Self I
Meaning

The policy chain is working correctly. Only the 172.16.0.0 /16 route is advertised to Device R4.

Verifying the Route Advertisement to Device R5

Purpose

On Device R1, make sure that the customer routes are advertised to Device R5.



Device R5 is Device R1's EBGP peer in AS 64512. The administrative policy states that this peer
receives only aggregate routes larger than 18 bits in length and all customer routes. In anticipation of
encountering a problem similar to the problem on Device R4, you can create a policy called not-smaller-
than-18 that rejects all aggregates with mask lengths between 16 and 18 bits.

Action

1. On Device R2, configure an aggregate route for 172.16.128.0/17.

[edit routing-options aggregatel]
user@R2# set route 172.16.128.0/17 discard

user@R2# commit

2. On Device R1, check which routes are advertised to Device R5.

user@1> show route advertising-protocol bgp 10.0.0.9

inet.0: 30 destinations, 32 routes (30 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.1.0/24 Self I
* 172.16.1.16/28 Self I
* 172.16.1.32/28 Self I
* 172.16.1.48/28 Self I
* 172.16.1.64/28 Self I
* 172.16.2.0/24 Self I
* 172.16.2.16/28 Self I
* 172.16.2.32/28 Self I
* 172.16.2.48/28 Self I
* 172.16.2.64/28 Self I
* 172.16.3.0/24 Self I
* 172.16.3.16/28 Self I
* 172.16.3.32/28 Self I
* 172.16.3.48/28 Self I
* 172.16.3.64/28 Self I
* 172.16.128.0/17 Self I

The aggregate route 172.16.128.0/17 is advertised, in violation of the administrative policy



3. On Device R1, configure the not-smaller-than-18 policy.

[edit policy-options policy-statement not-smaller-than-18 term reject-less-than-18-bits]
user@14# set from protocol aggregate

user@R1# set from route-filter 172.16.0.0/16 upto /18

user@1# set then reject

4. On Device R1, apply the policy to the peering session with Device R5.

[edit protocols bgp group to_64512]
user@R1# set export not-smaller-than-18
user@R1# commit

5. On Device R1, check which routes are advertised to Device R5.

user@1> show route advertising-protocol bgp 10.0.0.9

inet.0: 29 destinations, 31 routes (29 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.1.0/24 Self I
* 172.16.1.16/28 Self I
* 172.16.1.32/28 Self I
* 172.16.1.48/28 Self I
* 172.16.1.64/28 Self I
* 172.16.2.0/24 Self I
* 172.16.2.16/28 Self I
* 172.16.2.32/28 Self I
* 172.16.2.48/28 Self I
* 172.16.2.64/28 Self I
* 172.16.3.0/24 Self I
* 172.16.3.16/28 Self I
* 172.16.3.32/28 Self I
* 172.16.3.48/28 Self I
* 172.16.3.64/28 Self I
Meaning

The policy chain is working correctly. Only aggregate routes larger than 18 bits in length and all
customer routes are advertised to Device R5.
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This example shows the use of firewall filter chains. Firewall filters filter1, filter2, and filter3, are applied
to interface ge-0/1/1.0 using the input-chain and the output-chain configuration statements.

Requirements
Before you begin:
¢ You should have a MX Series router with MPCs and running Junos release 18.4R1 or later.

If you are using PTX10001-36MR, PTX10004, PTX10008, or PTX10016 routers for this feature,
install Junos OS Evolved Release 21.4R1.

e The router should be configured for IP version 4 (IPv4) protocol (family inet) and configured the
logical interface with an interface address. All other initial router configurations should be complete,
with basic IPv4 connectivity between the devices confirmed.

e The traffic you send should be compatible with the firewall filter rules so the rules you configure can
match the test traffic you send.



Overview
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This examples shows how to chain multiple firewall filters for both ingress and egress so they can be
applied to a given interface and evaluated in sequence. Each filter in chain acts the same as the CLI filter.
The order of execution occurs in the same order as the chain, from left to right.

Using filter chains (as opposed to input-list filter) has the advantage of allowing multiple levels of
filtering, such as using an initial filter to perform generic classification (such as QoS), and then one or
more subsequent filters for additional refinement (such as security) because they avoid the inherit
conflict that can come when IP addresses used in the evaluation overlap.

Starting from Junos OS Evolved Release 21.4R1, you can use firewall filter chains on PTX10001-36MR,
PTX10004, PTX10008, and PTX10016 routers.

You can apply the filter chain as follows:

set interfaces interface-name unit unit family inet filter input-chain [Filter? filter? filter3],
set interfaces interface-name unit unit family inet filter output-chain [filter] filter? filter3];
On PTX Evo platforms, the feature has the following limitations:

e You can configure only the first filter in a chain of filters as interface specific. On MX Series routers,
you can configure all filters in a chain of filters as interface specific.

e You cannot configure the same filters as part of a regular CLI filter and chain filters on the same
interface specific bind point. On such interface specific bind points, replace the existing CLI filter
with filter chains or vice-versa and commit them separately, to avoid an error.

e You cannot configure chain filters along with “family ANY” and interface-policers on the same bind
point.

e On loopback interfaces, output chain filters are not supported.
e On loopback interfaces, you cannot configure both input CLI regular filter and chain filters.
e For IRB interfaces, you cannot configure both regular CLI interface-specific filter and filter chains.

e For Layer 2 SP style output, you cannot configure both regular CLI interface specific filter and chain
filters.



e Filters such as fast-lookup-filter are not supported as part of CLI chain filters.
o CLI filters chains are not supported for Urpf-fail-filters.

e As egress filters for MPLS family are supported as fast-lookup-filter only and chain filters do not
support fast-lookup-filters, relevant commit check will be provided while configuring the family
MPLS egress chain filters.

Topology

In this example, you configure multiple firewall filters and then apply them in sequence by chaining them
to a given interface. This example uses ge-0/1/1.0 configured with the IP address 172.16.1.1/30 for both
the input and output chain. If a packet does not match any of the filters in the chain list, the packet is
dropped.

Configuration

IN THIS SECTION

CLI Quick Configuration | 276
Configure IPv4 Firewall Filters | 277
Apply the Chain of Input Filters | 278

Confirm and Commit Your Candidate Configuration | 279

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853.

CLI Quick Configuration

To quickly configure this example, copy the following commands into a text file, remove any line breaks,
and then paste the commands into the CLI at the [edit] hierarchy level. The filter names used here are
filterl, and so on, while the term names are t1_f1 (term1, using filter1), and so on.

set firewall family inet filter filter1 term t1_f1 from protocol tcp
set firewall family inet filter filter1 term t1_f1 then count f1_t1_cnt
set firewall family inet filter filter1 term t2_f1 from precedence 7
set firewall family inet filter filter1 term t2_f1 then count f1_t2_cnt
set firewall family inet filter filter1 term t2_f1 then accept

set firewall family inet filter filter2 term t1_f2 from dscp 0



set firewall family inet filter filter2 term t1_f2 then count f2_t1_cnt

set firewall family inet filter filter2 term t2_f2 from source-port 1020

set firewall family inet filter filter2 term t2_f2 then count f2_t2_cnt

set firewall family inet filter filter2 term t2_f2 then accept

set firewall family inet filter filter3 term t1_f3 from destination-address 172.30.1.1/32
set firewall family inet filter filter3 term t1_f3 then count f3_t1_cnt

set firewall family inet filter filter3 term t2_f3 from destination-port 5454

set firewall family inet filter filter3 term t2_f3 then count f3_t2_cnt

set firewall family inet filter filter3 term t2_f3 then accept

set interfaces ge-0/1/1 unit @ family inet address 172.16.1.1/30

set interfaces ge-0/1/1 unit 0 family inet filter input-chain [ filter1 filter2 filter3 ]
set interfaces ge-0/1/1 unit 0 family inet filter output-chain [ filter1 filter2 filter3 ]

Configure IPv4 Firewall Filters

Here we configure the firewall filters. Each has different match conditions and count actions. The first
two filters have multiple terms with the non-terminating action of count, which means matching packets
will be passed on to the next filter in the chain, while the third has an action of accept. Packets that
don't match any of the specified conditions would be dropped.

Step-by-Step Procedure

To configure the firewall filters:

1. Navigate the CLI to the hierarchy level at which you configure IPv4 firewall filters.

[edit]
user@host# edit firewall family inet

2. Configure the first firewall filter to count TCP packets, or packets with a precedence of 7, before
sending them on to the next filter in the chain.

[edit firewall family inet]

user@host# set filter filter1 term t1_f1 from protocol tcp
user@host# set filter filter1 term t1_f1 then count f1_t1_cnt
user@host# set filter filter1 term t2_f1 from precedence 7
user@host# set filter filter1 term t2_f1 then count f1_t2_cnt
user@host# set filter filter1 term t2_f1 then accept



3. Configure the second firewall filter to count DSCP packets, or packets with a source port of 1020,
before sending them on to the next filter in the chain.

[edit firewall family inet]

user@host# set filter filter2 term t1_f2 from dscp 0
user@host# set filter filter2 term t1_f2 then count f2_t1_cnt
user@host# set filter filter2 term t2_f2 from source-port 1020
user@host# set filter filter2 term t2_f2 then count f2_t2_cnt
user@host# set filter filter2 term t2_f2 then accept

4. Configure the last firewall filter to count and accept packets with a destination address of
172.30.1.1/32, or a destination port of 5454.

[edit firewall family inet]

user@host# set filter filter3 term t1_f3 from destination-address 172.30.1.1/32
user@host# set filter filter3 term t1_f3 then count f3_t1_cnt

user@host# set filter filter3 term t2_f3 from destination-port 5454

user@host# set filter filter3 term t2_f3 then count f3_t2_cnt

user@host# set filter filter3 term t2_f3 then accept

Apply the Chain of Input Filters

Here we attach the firewall filters to a given interface. The order of execution occurs in the same order
as the chain, from left to right.

Step-by-Step Procedure

To assign the interface an IP address:

1. Navigate to the interface we are using for the filters, ge-0/1/1.0.

[edit]
user@host# edit interfaces ge-0/1/1 unit @ family inet

2. Assign an IPv4 address to the logical interface.

[edit interfaces ge-0/1/1 unit @ family inet]
user@host# set address 172.16.1.1/30



3. Apply the filters as a list of input filters.

[edit interfaces ge-0/1/1 unit @ family inet]
user@host# set filter input-chain [ filter1 filter2 filter3 ]
user@host# set filter out-chain [ filter1 filter2 filter3 1]

Confirm and Commit Your Candidate Configuration

Step-by-Step Procedure

To confirm and then commit your candidate configuration:

1. Confirm the configuration of the firewall filters by entering the show firewall configuration mode
command. If the command output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

[edit firewalll]
user@host# show

family inet {

}
filter filterl {
term t1_f1 {
from {
protocol tcp;
}
then count f1_t1_cnt;
accept;
}
term t2_f1 {
from {
precedence 7;
}
then count f1_t2_cnt;
accept;
}
}
filter filter2 {
term t1_f2 {
from {
dscp 0;



then count f2_t1_cnt;

}
term t2_f2 {
from {
source-port 1020;
}
then count f2_t2_cnt;
}
}
filter filter3 {
term t1_f3 {
from {
destination-address {
172.30.1.1/32;
}
}
then {
count f3_t1_cnt;
}
}
term t2_f3 {
from {
destination-port 5454;
}
then {
count f3_t2_cnt;
accept;
}
}
}

2. Confirm the configuration of the interface by entering the show interfaces configuration mode
command.

[edit]
user@host# show interfaces
ge-0/1/1 {
unit 0 {
family inet {
filter {



input-chain [ filter1 filter2 filter3 1;

}
address 172.16.1.1/30;

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification
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Confirm that the configuration works as expected, that is, that the matching traffic is evaluated by each
of the filters filter1, filter2, and filter3, and that the expected action (count or accept) has been taken.

Send Traffic Through the Firewall Filters

Purpose

Send traffic from one device to the router you have configured to see whether matching packets are
being evaluated by all relevant filters in the chain.

Action

To verify that input packets are evaluated by filter1, filter2, and filter3:

1. From the remote host that is connected to ge-0/1/1.0, send a packet with a precedence of 7. The
packet should be counted and then evaluated by filter2.

2. From the remote host that is connected to ge-0/1/1.0, send a packet with DSCP value of 0. The packet
should be counted and then evaluated by filter3.



3. From the remote host that is connected to ge-0/1/1.0, send a packet with a destination address of
172.30.1.1/32 and a destination port number of 5454. The packet should be counted and then
accepted.

4. To display counter information for the filters you configured, enter the show firewall filter Filter-name
operational mode command. The command output displays the number of bytes and packets that
match filter terms associated with the counters.

output-chain | 2402
input-chain | 2383

Understanding Policy Subroutines in Routing Policy Match Conditions
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You can use a routing policy called from another routing policy as a match condition. This process makes
the called policy a subroutine.

In some ways, the Junos OS policy framework is similar to a programming language. This similarity
includes the concept of nesting policies into a policy subroutine. A subroutine in a software program is a
section of code that you reference on a regular basis. A policy subroutine works in the same fashion—
you reference an existing policy as a match criterion in another policy. The routing device first evaluates
the subroutine and then evaluates the main policy. The evaluation of the subroutine returns a true or
false Boolean result to the main policy. Because you are referencing the subroutine as a match criterion,
a true result means that the main policy has a match and can perform any configured actions. A false
result from the subroutine, however, means that the main policy does not have a match.

Configuring Subroutines

To configure a subroutine in a routing policy to be called from another routing policy, create the
subroutine and specify its name using the policy match condition in the from or to statement of another
routing policy.



NOTE: Do not evaluate a routing policy within itself. The result is that no prefixes ever match the
routing policy.

The action specified in a subroutine is used to provide a match condition to the calling policy. If the
subroutine specifies an action of accept, the calling policy considers the route to be a match. If the
subroutine specifies an action of reject, the calling policy considers the route not to match. If the
subroutine specifies an action that is meant to manipulate the route characteristics, the changes are
made.

Possible Consequences of Termination Actions in Subroutines

A subroutine with particular statements can behave differently from a routing policy that contains the
same statements. With a subroutine, you must remember that the possible termination actions of
accept or reject specified by the subroutine or the default policy can greatly affect the expected results.

In particular, you must consider what happens if a match does not occur with routes specified in a
subroutine and if the default policy action that is taken is the action that you expect and want.

For example, imagine that you are a network administrator at an Internet service provider (ISP) that
provides service to Customer A. You have configured several routing policies for the different classes of
neighbors that Customer A presents on various links. To save time maintaining the routing policies for
Customer A, you have configured a subroutine that identifies their routes and various routing policies
that call the subroutine, as shown below:

[edit]
policy-options {
policy-statement customer-a-subroutine {
from {
route-filter 10.1/16 exact;
route-filter 10.5/16 exact;
route-filter 192.168.10/24 exact;
}

then accept;

}
policy-options {
policy-statement send-customer-a-default {
from {

policy customer-a-subroutine;



then {
set metric 500;

accept;

}
policy-options {
policy-statement send-customer-a-primary {
from {

policy customer-a-subroutine;

}

then {
set metric 100;
accept;

}

}
policy-options {
policy-statement send-customer-a-secondary {
from {

policy customer-a-subroutine;

}
then {
set metric 200;
accept;
}
}
}
protocols {
bgp {

group customer-a {
export send-customer-a-default;
neighbor 10.1.1.1;
neighbor 10.1.2.1;
neighbor 10.1.3.1 {
export send-customer-a-primary;
}
neighbor 10.1.4.1 {

export send-customer-a-secondary;



The following results occur with this configuration:

e The group-level export statement resets the metric to 500 when advertising all BGP routes to
neighbors 10.1.1.1 and 10.1.2.1 rather than just the routes that match the subroutine route filters.

e The neighbor-level export statements reset the metric to 100 and 200 when advertising all BGP
routes to neighbors 10.1.3.1 and 10.1.4.1, respectively, rather than just the BGP routes that match
the subroutine route filters.

These unexpected results occur because the subroutine policy does not specify a termination action for
routes that do not match the route filter and therefore, the default BGP export policy of accepting all
BGP routes is taken.

If the statements included in this particular subroutine had been contained within the calling policies
themselves, only the desired routes would have their metrics reset.

This example illustrates the differences between routing policies and subroutines and the importance of
the termination action in a subroutine. Here, the default BGP export policy action for the subroutine
was not carefully considered. A solution to this particular example is to add one more term to the
subroutine that rejects all other routes that do not match the route filters:

[edit]
policy-options {
policy-statement customer-a-subroutine {
term accept-exact {
from {
route-filter 10.1/16 exact;
route-filter 10.5/16 exact;
route-filter 192.168.10/24 exact;
}
then accept;
}
term reject-others {

then reject;

Termination action strategies for subroutines in general include the following:

e Depend upon the default policy action to handle all other routes.



e Add a term that accepts all other routes.
o Add a term that rejects all other routes.

The option that you choose depends upon what you want to achieve with your subroutine. Plan your
subroutines carefully.

How a Routing Policy Subroutine Is Evaluated | 286
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How a Routing Policy Subroutine Is Evaluated

Figure 17 on page 287 shows how a subroutine is evaluated. The subroutine is included in the first term
of the first routing policy in a chain. Each route is evaluated against the subroutine as follows:

1. The route is evaluated against the first term in the first routing policy. If the route does not match all
match conditions specified before the subroutine, the subroutine is skipped and the next term in the
routing policy is evaluated (see Step "2" on page 286). If the route matches all match conditions
specified before the subroutine, the route is evaluated against the subroutine. If the route matches
the match conditions in any of the subroutine terms, two levels of evaluation occur in the following
order:

a. The actions in the subroutine term are evaluated. If one of the actions is accept, evaluation of the
subroutine ends and a Boolean value of TRUE is returned to the calling policy. If one of the
actions is reject, evaluation of the subroutine ends and FALSE is returned to the calling policy.

If the subroutine does not specify the accept, reject or next-policy action, it uses the accept or reject
action specified by the default policy, and the values of TRUE or FALSE are returned to the calling
policy as described in the previous paragraph.

b. The calling policy’s subroutine match condition is evaluated. During this part of the evaluation,
TRUE equals a match and FALSE equals no match. If the subroutine returns TRUE to the calling
policy, then the evaluation of the calling policy continues. If the subroutine returns FALSE to the
calling policy, then the evaluation of the current term ends and the next term is evaluated.

2. The route is evaluated against the second term in the first routing policy.
If you specify a policy chain as a subroutine, the entire chain acts as a single subroutine. As with other

chains, the action specified by the default policy is taken only when the entire chain does not accept or
reject a route.
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If a term defines multiple match conditions, including a subroutine, and a route does not match a
condition specified before the subroutine, the evaluation of the term ends and the subroutine is not
called and evaluated. In this situation, an action specified in the subroutine that manipulates a route’s
characteristics is not implemented.

Figure 17: Routing Policy Subroutine Evaluation
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I Example: Configuring a Policy Subroutine
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This example demonstrates the use of a policy subroutine in a routing policy match condition.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION
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On Device R1, a policy called main is configured.

user@r1# show policy-options
policy-statement main {
term subroutine-as-a-match {



from policy subroutine;
then accept;

}

term nothing-else {

then reject;

This main policy calls a subroutine called subroutine.

user@R1# show policy-options
policy-statement subroutine {
term get-routes {
from protocol static;
then accept;
}
term nothing-else {

then reject;

The router evaluates the logic of main in a defined manner. The match criterion of from policy subroutine
allows the routing device to locate the subroutine. All terms of the subroutine are evaluated, in order,
following the normal policy processing rules. In this example, all static routes in the routing table match
the subroutine with an action of accept. This returns a true result to the original, or calling, policy which
informs the device that a positive match has occurred. The actions in the calling policy are executed and
the route is accepted. All other routes in the routing table do not match the subroutine and return a
false result to the calling policy. The device evaluates the second term of main and rejects the routes.

The actions in the subroutine do not actually accept or reject a specific route. The subroutine actions are
only translated into a true or a false result. Actions that modify a route’s attributes, however, are applied
to the route regardless of the outcome of the subroutine.

Device R1 in AS 64510 has multiple customer routes, some of which are static routes configured locally,
and some of which are received from Device R2 and Device R3 through internal BGP (IBGP). AS 64510
is connected to Device R4 in AS 64511. The policy main is applied as an export policy in Device R1's BGP
peering session with Device R4. This causes Device R1 to send only its own static routes to Device R4.
Because of the policy main, Device R1 does not send the routes received from its internal peers, Device
R2 and Device R3.

When you are working with policy subroutines, it is important to remember that the default EBGP
export policy is to advertise all learned BGP routes to all EBGP peers. This default policy is in effect in
the main policy and also in the subroutine. Therefore, as shown in this example, if you do not want the



default EBGP export policy to take effect, you must configure a then reject terminating action as the final
term in both the main policy and in the policy subroutine. This example demonstrates what happens
when the final then reject term is missing either from the main policy or from the policy subroutine.

Topology

Figure 18 on page 290 shows the sample network.

Figure 18: BGP Topology for Policy Subroutine
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"CLI Quick Configuration" on page 291 shows the configuration for all of the devices in Figure 18 on
page 290.

The section "No Link Title" on page 293 describes the steps on Device R1.

290
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set protocols
set policy-opt
set policy-opt
set policy-opt
set policy-opt
set policy-opt
set policy-opt

fe-1/2/0
fe-1/2/0
fe-1/2/2
fe-1/2/2
fe-1/2/3
fe-1/2/3
100 unit
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
bgp group
ospf area
ospf area

ospf area

unit 0 description to_R2

unit @ family inet address 10.0.0.1/30
unit 0 description to_R3

unit @ family inet address 10.0.0.5/30
unit 0 description to_R4

unit @ family inet address 10.1.0.5/30
0 family inet address 192.168.0.1/32
int type internal

int local-address 192.168.0.1

int neighbor 192.168.0.2

int neighbor 192.168.0.3

to_64511 type external

to_64511 export main

to_64511 neighbor 10.1.0.6 peer-as 64511
0.0.0.0 interface fe-1/2/0.0

0.0.0.0 interface fe-1/2/2.0

0.0.0.0 interface 100.0 passive

ions policy-statement main term subroutine-as-a-match from policy subroutine

ions policy-statement main term subroutine-as-a-match then accept

ions policy-statement main term nothing-else then reject

ions policy-statement subroutine term get-routes from protocol static

ions policy-statement subroutine term get-routes then accept

ions policy-statement subroutine term nothing-else then reject

set routing-options static route 172.16.1.16/28 discard



set routing-options static route 172.16.1.32/28 discard
set routing-options static route 172.16.1.48/28 discard
set routing-options static route 172.16.1.64/28 discard
set routing-options router-id 192.168.0.1

set routing-options autonomous-system 64510

Device R2

set interfaces fe-1/2/0 unit 0 description to_R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit 0 description to_R3

set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.1/30

set interfaces 100 unit 0 family inet address 192.168.0.2/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.2

set protocols bgp group int neighbor 192.168.0.1 export send-static
set protocols bgp group int neighbor 192.168.0.3

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 172.16.2.16/28 discard

set routing-options static route 172.16.2.32/28 discard

set routing-options static route 172.16.2.48/28 discard

set routing-options static route 172.16.2.64/28 discard

set routing-options router-id 192.168.0.2

set routing-options autonomous-system 64510

Device R3

set interfaces fe-1/2/1 unit 0 description to_R2

set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.2/30

set interfaces fe-1/2/2 unit 0 description to_R1

set interfaces fe-1/2/2 unit 0 family inet address 10.0.0.6/30

set interfaces 100 unit @ family inet address 192.168.0.3/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int neighbor 192.168.0.1 export send-static
set protocols bgp group int neighbor 192.168.0.2

set protocols ospf area 0.0.0.0 interface fe-1/2/2.6



set
set
set
set
set
set
set
set
set
set

protocols ospf a
protocols ospf a
policy-options p
policy-options p
routing-options
routing-options
routing-options
routing-options
routing-options

routing-options

Device R4

set
set
set
set
set
set
set

interfaces fe-1/
interfaces fe-1/
interfaces 100 u
protocols bgp gr
protocols bgp gr
protocols bgp gr

routing-options

Procedure

rea 0.0.0.0 interface fe-1/2/0.4

rea 0.0.0.0 interface 100.0 passive
olicy-statement send-static from protocol static
olicy-statement send-static then accept

static route 172.16.3.16/28 discard

static route 172.16.3.32/28 discard

static route 172.16.3.48/28 discard

static route 172.16.3.64/28 discard

router-id 192.168.0.3

autonomous-system 64510

2/3 unit 0 description to_R1

2/3 unit 0 family inet address 10.1.0.6/30
nit 0 family inet address 192.168.0.4/32
oup ext type external

oup ext peer-as 64510

oup ext neighbor 10.1.0.5

autonomous-system 64511

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

To configure Device R1:

1. Configure the device interfaces.

[edit interfaces]
user@1# set fe-1
user@R1# set fe-1
user@1# set fe-1
user@R1# set fe-1
user@1# set fe-1

/2/0 unit 0 description to_R2
/2/0 unit 0 family inet address 10.0.0.1/30
/2/2 unit 0 description to_R3
/2/2 unit 0 family inet address 10.0.0.5/30
/2/3 unit 0 description to_R4
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user@1# set fe-1/2/3 unit 0 family inet address 10.1.0.5/30
user@14# set 1lo@ unit @ family inet address 192.168.0.1/32

2. Configure the internal BGP (IBGP) connections to Device R2 and Device R3.

[edit protocols bgp group int]
user@R1# set type internal

user@1# set local-address 192.168.0.1
user@R1# set neighbor 192.168.0.2
user@R1# set neighbor 192.168.0.3

3. Configure the EBGP connection to Device R4.

[edit protocols bgp group to_64511]
user@R1# set type external

user@R1# set export main

user@R1# set neighbor 10.1.0.6 peer-as 64511

4. Configure OSPF connections to Device R2 and Device R3.

[edit protocols ospf area 0.0.0.0]
user@1# set interface fe-1/2/0.0
user@1# set interface fe-1/2/2.0
user@R1# set interface 100.0 passive

5. Configure the policy main.

[edit policy-options policy-statement main term subroutine-as-a-match]
user@1# set from policy subroutine

user@1# set then accept

[edit policy-options policy-statement main term nothing-else]

user@1# set then reject

6. Configure the policy subroutine.

[edit policy-options policy-statement subroutine term get-routes]
user@1# set from protocol static
user@R1# set then accept



[edit policy-options policy-statement subroutine term nothing-else]
user@R1# set then reject

7. Configure the static route to the 172.16.5.0/24 network.

[edit routing-options static]

user@R1# set route 172.16.1.16/28 discard
user@1# set route 172.16.1.32/28 discard
user@R1# set route 172.16.1.48/28 discard
user@1# set route 172.16.1.64/28 discard

8. Configure the autonomous system (AS) number and router ID.

[edit routing-options]
user@R1# set router-id 192.168.0.1
user@1# set autonomous-system 64510

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 0 {
description to_R2;
family inet {
address 10.0.0.1/30;

}
}
}
fe-1/2/2 {
unit @ {

description to_R3;
family inet {
address 10.0.0.5/30;



}
fe-1/2/3 {
unit @ {
description to_R4;
family inet {
address 10.1.0.5/30;

}
}
}
lo0 {
unit 0 {
family inet {
address 192.168.0.1/32;
}
}
}

user@R1# show protocols

bgp {
group int {
type internal;
local-address 192.168.0.1;
neighbor 192.168.0.2;
neighbor 192.168.0.3;
}

group to_64511 {
type external;
export main;
neighbor 10.1.0.6 {
peer-as 64511;

}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.0;
interface fe-1/2/2.0;
interface 100.0 {

passive;



user@R1# show policy-options
policy-statement main {
term subroutine-as-a-match {
from policy subroutine;
then accept;
}
term nothing-else {

then reject;

}
policy-statement subroutine {
term get-routes {
from protocol static;
then accept;
}
term nothing-else {
then reject;

user@R1# show routing-options
static {
route 172.6.1.16/28 discard;
route 172.6.1.32/28 discard;
route 172.6.1.48/28 discard;
route 172.6.1.64/28 discard;
}
router-id 192.168.0.1;

autonomous-system 64510;

If you are done configuring the device, enter commit from configuration mode.



Verification
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Confirm that the configuration is working properly.

Verifying the Routes on Device R1

Purpose

On Device R1, check the static routes in the routing table.

Action

user@1> show route protocol static

inet.0: 23 destinations, 23 routes (23 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.1.16/28 *[Static/5] 1d 02:02:13
Discard

172.16.1.32/28 *[Static/5] 1d 02:02:13
Discard

172.16.1.48/28 *[Static/5] 1d 02:02:13
Discard

172.16.1.64/28 *[Static/5] 1d 02:02:13
Discard

Meaning

Device R1 has four static routes.



Verifying the Route Advertisement to Device R4

Purpose

On Device R1, make sure that the static routes are advertised to Device R4.

Action

user@1> show route advertising-protocol bgp 10.1.0.6

inet.0: 23 destinations, 23 routes (23 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.1.16/28 Self I
* 172.16.1.32/28 Self I
* 172.16.1.48/28 Self I
* 172.16.1.64/28 Self I
Meaning

As expected, Device R1 only advertises its static routes to Device R4.

Experimenting with the Default BGP Export Policy

Purpose

See what can happen when you remove the final then reject term from the policy main or the policy

subroutine.

Action

1. On Device R1, deactivate the final term in the policy main.

[edit policy-options policy-statement main]
user@1# deactivate term nothing-else

user@R1# commit



2. On Device R1, check to see which routes are advertised to Device R4.

user@1> show route advertising-protocol bgp 10.1.0.6

inet.@: 23 destinations, 23 routes (23 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.1.16/28 Self I
* 172.16.1.32/28 Self I
* 172.16.1.48/28 Self I
* 172.16.1.64/28 Self I
* 172.16.2.16/28 Self I
* 172.16.2.32/28 Self I
* 172.16.2.48/28 Self I
* 172.16.2.64/28 Self I
* 172.16.3.16/28 Self I
* 172.16.3.32/28 Self I
* 172.16.3.48/28 Self I
* 172.16.3.64/28 Self I

Now, all the BGP routes from Device R1 are sent to Device R4. This is because after the processing is
returned to policy main, the default BGP export policy takes effect.

3. On Device R1, reactivate the final term in the policy main, and deactivate the final term in the policy

subroutine

[edit policy-options policy-statement main]
user@1# activate term nothing-else

[edit policy-options policy-statement subroutine]

user@R1# deactivate term nothing-else
user@R1# commit

4. On Device R1, check to see which routes are advertised to Device R4.

user@1> show route advertising-protocol bgp 10.1.0.6

inet.0: 23 destinations, 23 routes (23 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.1.16/28 Self I
* 172.16.1.32/28 Self I

* 172.16.1.48/28 Self I



* 172.16.1.64/28 Self I
% 172.16.2.16/28 Self I
* 172.16.2.32/28 Self I
* 172.16.2.48/28 Self I
* 172.16.2.64/28 Self I
% 172.16.3.16/28 Self I
* 172.16.3.32/28 Self I
* 172.16.3.48/28 Self I
* 172.16.3.64/28 Self I

Now, all the BGP routes from Device R1 are sent to Device R4. This is because before the processing
is returned to policy main, the default BGP export policy takes effect in the policy subroutine.

Meaning

To prevent the default BGP export policy from taking effect, you must include a final then reject termin
the main policy and in all referenced subroutines.

Understanding Policy Subroutines in Routing Policy Match Conditions | 282
How a Routing Policy Subroutine Is Evaluated | 286
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A route filteris a collection of match prefixes. When specifying a match prefix, you can specify an exact
match with a particular route or a less precise match. You can configure either a common action that
applies to the entire list or an action associated with each prefix.

NOTE: Because the configuration of route filters includes setting up prefixes and prefix lengths,
before proceeding with the configuration you should have a thorough understanding of IP
addressing, including supernetting, and how route filters are evaluated (explained here: "How
Route Filters Are Evaluated in Routing Policy Match Conditions" on page 313).

This section discusses the following topics:

Radix Trees

To understand the operation of a route filter, you need to be familiar with a device used for binary
number matching known as a radix tree (sometimes called a patricia trie or radix trie). A radix tree uses
binary lookups to identify IP addresses (routes). Remember that an IP address is a 32-bit number
represented in a dotted decimal format for easy comprehension by humans. These 8-bit groupings can
each have a value between 0 and 255. A radix tree can be a graphical representation of these binary
numbers.

In Figure 19 on page 303, the radix tree starts with no configured value (starts at 0) and is at the
leftmost position of the binary IP address. This is shown as 0/0, which is often referred to as the default
route.

Figure 19: Beginning of a Radix Tree
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Because this is binary, each bit can have only one of two possible values—a O or a 1. Moving down the
left branch represents a value of 0, while moving to the right represents a value of 1. The first step is
shown in Figure 20 on page 304. At the first position, the first octet of the IP address has a value of
00000000 or 10000000—a 0 or 128, respectively. This is represented in Figure 20 on page 304 by the

values 0/1 and 128/1.

Figure 20: First Step of a Radix Tree
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The second step is shown in Figure 21 on page 304. This second level of the tree has four possible
binary values for the first octet: 00000000, 01000000, 10000000, and 11000000. These decimal values
of 0, 64, 128, and 192 are represented by the IP addresses of 0/2, 64/2, 128/2, and 192/2 on the radix

tree.

Figure 21: Second Step of a Radix Tree
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This step-by-step process continues for 33 total levels to represent every possible IP address.

The radix tree structure is helpful when locating a group of routes that all share the same most
significant bits. Figure 22 on page 305 shows the point in the radix tree that represents the



192.168.0.0/16 network. All of the routes that are more specific than 192.168.0.0/16 are shown in the
highlighted section.

Figure 22: Locating a Group of Routes
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Configuring Route Filters

NOTE: The topic, Configuring Route Filters, describes default Junos OS behavior. The walkup
feature, which is not covered in this topic, alters the evaluation results discussed in this topic by
allowing the router to consider shorter match conditions configured within the same term. See
"Walkup for Route Filters Overview" on page 329 for details.

To configure a route filter, include one or more route-filter or source-address-filter statements:

[edit policy-options policy-statement policy-name term term-name from]
route-filter destination-prefix match-type {

actions;

The route-filter option is typically used to match an incoming route address to destination match
prefixes of any type except for unicast source addresses.



The destination-prefix address is the IP version 4 (IPv4) or IP version 6 (IPv6) address prefix specified as
prefix/prefix-length. If you omit prefix-length for an IPv4 prefix, the default is /32. If you omit prefix-length
for an IPvé prefix, the default is /128. Prefixes specified in a from statement must be either all IPv4
addresses or all IPv6 addresses.

The source-address-filter option is typically used to match an incoming route address to unicast source
addresses in multiprotocol BGP (MBGP) and Multicast Source Discovery Protocol (MSDP) environments.

source-address-filter source-prefix match-type {

actions;

source-prefix address is the IPv4 or IPvé address prefix specified as prefix/ prefix-Ilength. If you omit prefix-
length for an IPv4 prefix, the default is /32prefix-length. If you omit prefix-length for an IPvé prefix, the
default is /128. Prefixes specified in a from statement must be either all IPv4 addresses or all IPvé
addresses.

match-type is the type of match to apply to the source or destination prefix. It can be one of the match
types listed in Table 14 on page 307. For examples of the match types and the results when presented
with various routes, see Table 15 on page 312.

actions are the actions to take if a route address matches the criteria specified for a destination match
prefix (specified as part of a route-filter option) or for a source match prefix (specified as part of a
destination-address-filter option). The actions can consist of one or more of the actions described in
"Actions in Routing Policy Terms" on page 73.

In a route filter you can specify actions in two ways:

e In the route-filter or source-address-filter option—These actions are taken immediately after a match
occurs, and the then statement is not evaluated.

e In the then statement—These actions are taken after a match occurs but no actions are specified for
the route-filter or source-address-filter option.

The upto and prefix-length-range match types are similar in that both specify the most-significant bits and
provide a range of prefix lengths that can match. The difference is that upto allows you to specify an
upper limit only for the prefix length range, whereas prefix-length-range allows you to specify both lower
and upper limits.

For more examples of these route filter match types, see "Route Filter Examples" on page 316.



Table 14: Route Filter Match Types for a Prefix List

Match Type

address-mask netmask-

value

Match Criteria

All of the following are true:

e The bit-wise logical AND of the netmask-value pattern and the incoming IPv4 or IPvé route
address and the bit-wise logical AND of the netmask-value pattern and the destination-
prefixaddress are the same. The bits set in the netmask-value pattern do not need to be
contiguous.

o The prefix-Iength component of the incoming IPv4 or IPvé route address and the prefix-

Iengthcomponent of the destination-prefix address are the same.

NOTE: The address-mask routing policy match type is valid only for matching an incoming IPv4
(family inet) or IPvé (family inet6) route address to a list of destination match prefixes
specified in a route-filter statement.

The address-mask routing policy match type enables you to match an incoming IPv4 or IPvé
route address on a configured netmask address in addition to the length of a configured
destination match prefix. The length of the route address must match exactly with the length
of the configured destination match prefix, as the address-mask match type does not support
prefix length variations for a range of prefix lengths.

When the longest-match lookup is performed on a route filter, the lookup evaluates an
address-mask match type differently from other routing policy match types. The lookup
does not consider the length of the destination match prefix. Instead, the lookup considers
the number of contiguous high-order bits set in the netmask value.

For more information about this route filter match type, see "How an Address Mask Match
Type Is Evaluated" on page 315.

For example configurations showing route filters that contain the address-mask match type,
see the following topics:

e "Accepting Incoming IPv4 Routes by Applying an Address Mask to the Route Address and
the Destination Match Prefix" on page 322.

e "Accepting Incoming IPv4 Routes with Similar Patterns But Different Prefix Lengths" on
page 323.

e "Evaluation of an Address Mask Match Type with Longest-Match Lookup" on page 324.



Table 14: Route Filter Match Types for a Prefix List (Continued))

Match Type

exact

longer

orlonger

prefix-length-range
prefix-length2-prefix-
length3

Match Criteria

All of the following are true:

e The route address shares the same most-significant bits as the match prefix (destination-
prefixor source-prefix). The number of significant bits is described by the prefix-Iength
component of the match prefix.

e The prefix-length component of the match prefix is equal to the route’s prefix length.

All of the following are true:

e The route address shares the same most-significant bits as the match prefix (destination-
prefixor source-prefix). The number of significant bits is described by the prefix-Iength
component of the match prefix.

e The route’s prefix length is greater than the prefix-length component of the match prefix.

All of the following are true:

e The route address shares the same most-significant bits as the match prefix (destination-
prefixor the source-prefix). The number of significant bits is described by the prefix-
Iength component of the match prefix.

o The route’s prefix length is equal to or greater than the prefix-length component of the
configured match prefix.

All of the following are true:

e The route address shares the same most-significant bits as the match prefix (destination-
prefixor source-prefix). The number of significant bits is described by the prefix-Iength
component of the match prefix.

e The route’s prefix length falls between prefix-length? and prefix-Ilength3, inclusive.



Table 14: Route Filter Match Types for a Prefix List (Continued))

Match Type Match Criteria

through {destination- All of the following are true:

prefix2 | source- o .

prefix2 e The route address shares the same most-significant bits as the first match prefix
(destination-prefix or source-prefix). The number of significant bits is described by the

prefix-length component of the first match prefix.

e The route address shares the same most-significant bits as the second match prefix
(destination-prefix2 or source-prefix2. The number of significant bits is described by the

prefix-length component of the second match prefix.

e The route’s prefix length is less than or equal to the prefix-length component of the
second match prefix.

You do not use the through match type in most routing policy configurations. For an example,
see "Rejecting Routes from Specific Hosts" on page 318.

upto prefix-Iength? All of the following are true:

e The route address shares the same most-significant bits as the match prefix (destination-

prefixor source-prefix). The number of significant bits is described by the prefix-Iength
component of the match prefix.

e The route’s prefix length falls between the prefix-Iength component of the first match
prefix and prefix-Ilength2.



310

Figure 23 on page 310 shows the detailed radix tree for the route 192.168.0.0/16.

Figure 23: Portion of the Radix Tree
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Figure 24 on page 311 and Table 15 on page 312 demonstrate the operation of the various route filter
match types.

Figure 24: Route Filter Match Types

192.168.0.0 /16 192.168.0.0 /16
exact orlonger
192.168.0.0 /16 192.168.0.0 /16

B A

secoces e

longer upto

192.168.0.0 116 192.168.0.0 16

A

RN R RN

prefix-length-range through

gO4M4EB4

311



Table 15: Match Type Examples

Prefix

10.0.0.0/8

192.168.0.

0/16

192.168.0.

0/17
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0/18

192.168.0.

0/19

192.168.4.

0/24

192.168.5.

4/30
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92.0/18

192.168/1
6 exact

Match

192.168/1
6 longer

Match

Match

Match

Match

Match

Match

Match

Match

Match

192.168/1
6 orlonger

Match

Match

Match

Match

Match

Match

Match

Match

Match

Match

192.168/1
6 upto /24

Match

Match
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Match
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Match
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prefix-length-
range/18 -
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Match

Match

Match

Match

192.168/16
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168.16/20

Match

Match

Match

Match

Match
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address-
mask255.255.
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Table 15: Match Type Examples (Continued)

Prefix 192.168/1  192.168/1 192.168/1 @ 192.168/1 192.168/16 192.168/16 192.168/19
6 exact 6 longer 6 orlonger = 6 upto /24  prefix-length- through192. address-

range/18 - 168.16/20 mask255.255.
/20 0.0

192.168.2 @ - Match Match Match Match - Match

24.0/19

10.169.1.0 - - - - - - -

/24

10.170.0.0 @ - - - - - - -

/16

How Route Filters Are Evaluated in Routing Policy Match Conditions

During route filter evaluation, the policy framework software compares each route’s source address with
the destination prefixes in the route filter. The evaluation occurs in two steps:

1. The policy framework software performs a /ongest-match lookup, which means that the software
searches for the prefix in the list with the longest length.

The longest-match lookup considers the prefix and prefix-length components of the configured match
prefix only, and not the match-type component. The following sample route filter illustrates this point:

from {
route-filter 192.168.0.0/14 upto /24 reject;
route-filter 192.168.0.0/15 exact;

}

then accept;

The longest match for the candidate route 192.168.1.0/24 is the second route-filter,
192.168.0.0/15, which is based on prefix and prefix length only.

2. When an incoming route matches a prefix (longest first), the following actions occur:
a. The route filter stops evaluating other prefixes, even if the match type fails.

b. The software examines the match type and action associated with that prefix.



NOTE: When a route source address is evaluated against a match criteria that uses the address-
mask match type, both steps of the evaluation include the configured netmask value. For more
information, see "How an Address Mask Match Type Is Evaluated" on page 315.

In Step 1, if route 192.168.1.0/24 were evaluated, it would fail to match. It matches the longest prefix of
192.168.0.0/15, but it does not match exact. The route filter is finished because it matched a prefix, but
the result is a failed match because the match type failed.

If a match occurs, the action specified with the prefix is taken. If an action is not specified with the
prefix, the action in the then statement is taken. If neither action is specified, the software evaluates the
next term or routing policy, if present, or takes the accept or reject action specified by the default policy.
For more information about the default routing policies, see "Default Routing Policies" on page 38.

NOTE: If you specify multiple prefixes in the route filter, only one prefix needs to match for a
match to occur. The route filter matching is effectively a logical OR operation.

If a match does not occur, the software evaluates the next term or routing policy, if present, or takes the
accept or reject action specified by the default policy.

For example, compare the prefix 192.168.254.0/24 against the following route filter:

route-filter 192.168.0.0/16 orlonger;
route-filter 192.168.254.0/23 exact;

The prefix 192.168.254.0/23 is determined to be the longest prefix. When the software evaluates
192.168.254.0/24 against the longest prefix, a match occurs (192.168.254.0/24 is a subset of
192.168.254.0/23). Because of the match between 192.168.254.0/24 and the longest prefix, the
evaluation continues. However, when the software evaluates the match type, a match does not occur
between 192.168.254.0/24 and 192.168.254.0/23 exact. The software concludes that the term does
not match and goes on to the next term or routing policy, if present, or takes the accept or reject action
specified by the default policy.

NOTE: The walkup feature allows terms with multiple route filters to “walk-up” the evaluation
process to include less-specific routes as well as the longest match. In other words, enabling
walkup changes the default behavior from “if one fails, then the term fails” to “if one matches,



then the term matches.” For more information about the "walkup" on page 2314 feature, see
"Walkup for Route Filters Overview" on page 329.

How Prefix Order Affects Route Filter Evaluation

The order in which the prefixes are specified (from top to bottom) typically does not matter, because the
policy framework software scans the route filter looking for the longest prefix during evaluation. An
exception to this rule is when you use the same destination prefix multiple times in a list. In this case,
the order of the prefixes is important, because the list of identical prefixes is scanned from top to
bottom, and the first match type that matches the route applies.

NOTE: The walkup feature allows terms with multiple route filters to “walk-up” the evaluation
process to include less-specific routes as well as the longest match. In other words, enabling
walkup changes the default behavior from “if one fails, then the term fails” to “if one matches,
then the term matches.” For more information about the "walkup" on page 2314 feature, see
"Walkup for Route Filters Overview" on page 329.

In the following example, different match types are specified for the same prefix. The route 0.0.0.0/0
would be rejected, the route 0.0.0.0/8 would be marked with next-hop self, and the route 0.0.0.0/25
would be rejected.

route-filter 0.0.0.0/0 upto /7 reject;
route-filter 0.0.0.0/0 upto /24 next-hop self;
route-filter 0.0.0.0/0 orlonger reject;

How an Address Mask Match Type Is Evaluated

The address-mask routing policy match type enables you to match incoming IPv4 or IPv6 route addresses
on a configured netmask value in addition to the length of a configured destination match prefix. During
route filter evaluation, an address-mask match type is processed differently from other routing policy
match types, taking into consideration the configured netmask value:

e When a longest-match lookup evaluates an address-mask routing policy match type, the prefix-Ilength
component of the configured match prefix is not considered. Instead, the lookup considers the
number of contiguous high-order bits set in the configured netmask value.

e When an incoming IPv4 or IPvé6 route address is evaluated against a route filter match criteria that
uses the address-mask routing policy match type, the match succeeds if the following values are
identical:



e The bit-wise logical AND of the configured netmask value and the incoming IPv4 or IPvé route
address

e The bit-wise logical AND of the configured netmask value and the configured destination match
prefix

For an example configuration of a route filter that contains two address-mask match types, see "Evaluation
of an Address Mask Match Type with Longest-Match Lookup" on page 324.

Common Configuration Problem with the Longest-Match Lookup

A common problem when defining a route filter is including a shorter prefix that you want to match with
a longer, similar prefix in the same list. For example, imagine that the prefix 192.168.254.0/24 is
compared against the following route filter:

route-filter 192.168.0.0/16 orlonger;
route-filter 192.168.254.0/23 exact;

Because the policy framework software performs longest-match lookup, the prefix 192.168.254.0/23 is
determined to be the longest prefix. An exact match does not occur between 192.168.254.0/24 and
192.168.254.0/23 exact. The software determines that the term does not match and goes on to the
next term or routing policy, if present, or takes the accept or reject action specified by the default policy.
(For more information about the default routing policies, see "Default Routing Policies" on page 38.) The
shorter prefix 192.168.0.0/16 orlonger that you wanted to match is inadvertently ignored.

One solution to this problem is to remove the prefix 192.168.0.0/16 orlonger from the route filter in this
term and move it to another term where it is the only prefix or the longest prefix in the list.

Another solution is to enable the "walkup" on page 2314 feature. See "Walkup for Route Filters

Overview" on page 329 for details.

Route Filter Examples

The examples in this section show only fragments of routing policies. Normally, you would combine
these fragments with other terms or routing policies.

In all examples, remember that the following actions apply to nonmatching routes:
e Evaluate next term, if present.
e Evaluate next policy, if present.

o Take the accept or reject action specified by the default policy. For more information about the default
routing policies, see "Default Routing Policies" on page 38.



The following examples show how to configure route filters for various purposes:

Rejecting Routes with Specific Destination Prefixes and Mask Lengths

Reject routes with a destination prefix of 0.0.0.0 and a mask length from O through 8, and accept all
other routes:

[edit]
policy-options {
policy-statement policy-statement from-hall2 {
term 1 {
from {
route-filter 0.0.0.0/0 upto /8 reject;

}

then accept;

Rejecting Routes with a Mask Length Greater than Eight

Reject routes with a mask of /8 and greater (that is, /8, /9, /10, and so on) that have the first 8 bits set
to 0 and accept routes less than 8 bits in length:

[edit]
policy-options {
policy-statement from-hall3 {
term terml {
from {
route-filter @/0 upto /7 accept;
route-filter 0/8 orlonger;
}

then reject;



Rejecting Routes with Mask Length Between 26 and 29

Reject routes with the destination prefix of 192.168.10/24 and a mask between /26 and /29 and accept
all other routes:

[edit]
policy-options {
policy-statement from-customer-a {
term terml {
from {
route-filter 192.168.10/24 prefix-length-range /26-/29 reject;
}

then accept;

Rejecting Routes from Specific Hosts

Reject a range of routes from specific hosts, and accept all other routes:

[edit]
policy-options {
policy-statement hosts-only {
from {
route-filter 10.125.0.0/16 upto /31 reject;
route-filter 0/0;
}

then accept;

You do not use the through match type in most routing policy configurations. You should think of through
as a tool to group a contiguous set of exact matches. For example, instead of specifying four exact
matches:

from route-filter 0.0.0.0/1 exact
from route-filter 0.0.0.0/2 exact



from route-filter 0.0.0.0/3 exact
from route-filter 0.0.0.0/4 exact

You could represent them with the following single match:

from route-filter 0.0.0.0/1 through 0.0.0.0/4

Accepting Routes with a Defined Set of Prefixes

Explicitly accept a limited set of prefixes (in the first term) and reject all others (in the second term):

policy-options {
policy-statement internet-in {
term 1 {
from {

route-filter 192.168.231.0/24 exact accept;
route-filter 192.168.244.0/24 exact accept;
route-filter 192.168.198.0/24 exact accept;
route-filter 192.168.160.0/24 exact accept;
route-filter 192.168.59.0/24 exact accept;

}
}
term 2 {
then {
reject;
}
}

Rejecting Routes with a Defined Set of Prefixes

Reject a few groups of prefixes, and accept the remaining prefixes:

[edit policy-options]
policy-statement drop-routes {
term 1{
from { # first, reject a number of prefixes:
route-filter default exact reject; # reject 0.0.0.0/0 exact

route-filter 0.0.0.0/8 orlonger reject; # reject prefix 0, mask /8 or longer



route-filter 10.0.0.0/8 orlonger reject; # reject loopback addresses
}
route-filter 10.105.0.0/16 exact { # accept 10.105.0.0/16

as-path-prepend “1 2 3”;

accept;
}
route-filter 192.0.2.0/24 orlonger reject; # reject test network packets
route-filter 172.16.233.0/3 orlonger reject; # reject multicast and higher
route-filter 0.0.0.0/0 upto /24 accept; # accept everything up to /24
route-filter 0.0.0.0/0 orlonger accept; # accept everything else

}

Rejecting Routes with Prefixes Longer than 24 Bits

Reject all prefixes longer than 24 bits. You would install this routing policy in a sequence of routing
policies in an export statement. The first term in this filter passes on all routes with a prefix length of up
to 24 bits. The second, unnamed term rejects everything else.

[edit policy-options]
policy-statement 24bit-filter {
term acl20 {
from {
route-filter 0.0.0.0/0 upto /24;
}
then next policy;
}

then reject;

If, in this example, you were to specify route-filter 0.0.0.0/0 upto /24 accept, matching prefixes would be
accepted immediately and the next routing policy in the export statement would never get evaluated.

If you were to include the then reject statement in the term acl20, prefixes greater than 24 bits would
never get rejected because the policy framework software, when evaluating the term, would move on to
evaluating the next statement before reaching the then reject statement.



Rejecting PIM Multicast Traffic Joins

Configure a routing policy for rejecting Protocol Independent Multicast (PIM) multicast traffic joins for a
source destination prefix from a neighbor:

[edit]
policy-options {
policy-statement join-filter {
from {
neighbor 10.14.12.20;

source-address-filter 10.83.0.0/16 orlonger;
}

then reject;

Rejecting PIM Traffic

Configure a routing policy for rejecting PIM traffic for a source destination prefix from an interface:

[edit]
policy-options {
policy-statement join-filter {
from {
interface s0-1/0/0.0;

source-address-filter 10.83.0.0/16 orlonger;
}

then reject;

The following routing policy qualifiers apply to PIM:
e interface—Interface over which a join is received
e neighbor—Source from which a join originates

e route-filter—Group address

e source-address-filter—Source address for which to reject a join



For more information about importing a PIM join filter in a PIM protocol definition, see the Junos OS
Multicast Protocols User Guide.

Accepting Incoming IPv4 Routes by Applying an Address Mask to the Route Address and the
Destination Match Prefix

Accept incoming IPv4 routes with a destination prefix of 10.1.0/24 and the third byte an even number
from O to 14, inclusive:

[edit]
policy-options {

policy-statement from_customer_a {
term term_1 {
from {
route-filter 10.1.0.0/24 address-mask 255.255.241.0;

}

then {
reject;

}

The route filter in routing policy term term_1 matches the following incoming IPv4 route addresses:

10.1.0.0/24

10.1.2.0/24

10.1.4.0/24

10.1.6.0/24

10.1.8.0/24

10.1.10.0/24

10.1.12.0/24

10.1.14.0/24

The bit-wise logical AND of the netmask value and the candidate route address must match the bit-wise
logical AND of the netmask value and the match prefix address. That is, where the netmask bit pattern
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255.255.241.0 contains a set bit, the incoming IPv4 route address being evaluated must match the value
of the corresponding bit in the destination prefix address 10.1.0.0/24.

The first two bytes of the netmask value are binary 1111 1111 1111 1111, which means that a
candidate route address will fail the match if the first two bytes are not 10.1.

The third byte of the netmask value is binary 1111 0001, which means that a candidate route
address will fail the match if the third byte is greater than 15 (decimal), an odd number, or both.

The prefix length of the match prefix address is 24 (decimal), which means that a candidate route
address will fail the match if its prefix length is not exactly 24.

As an example, suppose that the candidate route address being tested in the policy is 10.1.8.0/24
(binary 0000 1010 0000 0001 0000 1000).

When the netmask value is applied to this candidate route address, the result is
binary 0000 1010 0000 0001 0000 0000.

When the netmask value is applied to the configured destination prefix address, the result is also
binary 0000 1010 0000 0001 0000 0000.

Because the results of both AND operations are the same, the match continues to the second match
criteria.

Because the prefix lengths of the candidate address and the configured destination prefix address are
the same (24 bits), the match succeeds.

As another example, suppose that the candidate route address being tested in the policy is 10.1.3.0/24
(binary 0000 1010 0000 0001 0000 0011).

When the netmask value is applied to this candidate route address, the result is
binary 0000 1010 0000 0001 0000 0001.

However, when the netmask value is applied to the configured destination prefix address, the result
is binary 0000 1010 0000 0001 0000 0000.

Because the results of the two AND operations are different (in the third byte), the match fails.

Accepting Incoming IPv4 Routes with Similar Patterns But Different Prefix Lengths

Accept incoming IPv4 route addresses of the form 10.*.1/24 or 10.*.1.*/32:

[edit]
policy-options {
policy-statement from_customer_b {

term term_2 {



from {
route-filter 10.0.1.0/24 address-mask 255.0.255.0;
route-filter 10.0.1.0/32 address-mask 255.0.255.0;

}

then {
reject;

}

The route filter match criteria 10.0.1.0/24 address-mask 255.0.255.0 matches an incoming IPv4 route address
of the form 10.*.1/24. The route’s prefix length must be exactly 24 bits long, and any value is acceptable
in the second byte.

The route filter match criteria 10.0.1.0/32 address-mask 255.0.255.0 matches an incoming IPv4 route address
of the form 10.*.1.%/32. The route’s prefix length must be exactly 32 bits long, and any value is
acceptable in the second byte and the fourth byte.

Evaluation of an Address Mask Match Type with Longest-Match Lookup

This example illustrates how a longest-match lookup evaluates a route filter that contains two address-
mask match types. Consider the route filter configured in the routing policy term term_3 below:

[edit]
policy-options {
policy-statement from_customer_c {
term term_3 {
from {
route-filter 10.0.1.0/24 address-mask 255.0.255.0;
route-filter 10.0.2.0/24 address-mask 255.240.255.0;
}
then {

Suppose that the incoming IPv4 route source address 10.1.1.0/24 is tested against the route filter
configured in the policy term term_3:



1. The longest-match lookup tree for routing policy term term_3 contains two match prefixes: one prefix
for 10.0.1.0/24 address-mask 255.0.255.0 and one prefix for 10.0.2.0/24 address-mask 255.240.255.0. When
searching the tree for the longest-prefix match for a candidate, the longest-match lookup considers
the number of contiguous high-order bits in the configured netmask-value instead of the length of the
configured destination-prefix.

o For the first route filter match criteria, the longest-match lookup entry is 10.0.0.0/8 because the
netmask value contains 8 contiguous high-order bits.

e For second route filter match criteria, the longest-match lookup entry is 10.0.0.0/12 because the
netmask value contains 12 contiguous high-order bits.

For the candidate route address 10.1.1.0/24, the longest-match lookup returns the tree entry
10.0.0.0/12, which is corresponds to the route filter match criteria 10.0.2.0/24 address-mask
255.240.255.0

2. Now that the longest-match prefix in term_3 has been identified for the candidate route address, the
candidate route address is evaluated against the route filter match criteria 10.0.2.0/24 address-mask
255.240.255.0:

a. To test the incoming IPv4 route address 10.1.1.0/24, the netmask value 255.240.255.0 is applied
t0 10.1.1.0/24. The result is 10.0.1.0.

b. To test the configured destination prefix address 10.0.2.0/24, the netmask value 255.240.255.0 is
applied to 10.0.2.0/24. The result is 10.0.2.0.

c. Because the results are different, the route filter match fails. No actions, whether specified with
the match criteria or with the then statement, are taken. The incoming IPv4 route address is not
evaluated against any other match criteria.
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Understanding Route Filter and Source Address Filter Lists for Use in
Routing Policy Match Conditions

Existing route filters and source address filters are configured and processed inline within the term of
the policy statement. When route policies are changed, the entire policy is purged and rebuilt during the
configuration parsing operation. When this happens on routing policies that include hundreds or even
thousands of route filters and source address filters, a significant amount of time is added to the rebuild
of the policy.

In order to speed the parsing operation, the route-filter-list and source-address-filter-list statements are
available as another means of configuring route filters and source address filters. These statements
maintain all the capabilities of the route-filter and source-address-filter statements, including
consideration of the prefix length and match type of the individual prefixes in the list.

Route filters and route filter lists are typically used to match an incoming route address to destination
match prefixes of any type except for unicast source addresses.

Source address filters and source address filter lists are typically used to match an incoming route
address to unicast source addresses in Multiprotocol BGP (MBGP) and Multicast Source Discovery
Protocol (MSDP) environments.

Multiple route filter lists and source address filter lists can be used within the same policy statements.
Route filter lists and source address filter lists can also be used in conjunction with route filters and
source address filters.

route-filter-list | 2302
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Understanding Load Balancing Using Source or Destination IP Only

In deep packet inspection (DPI) networks with per-subscriber awareness or transparent caches, all of the
PE routers in the service provider network should route all traffic to and from a particular subscriber
through the specific content server that maintains subscriber state for that subscriber. To reach the
same server consistently, the traffic must be hashed onto the same link towards that specific server for
traffic in both directions.

In order to accomplish this consistency, certain MX Series routers can be configured to make load-
balancing decisions based solely on the source IP address or the destination IP address of the traffic.



From a service provider perspective, using only the source IP for inbound traffic, and the destination IP
for outbound traffic limits the criteria used in hashing, making it more likely that a particular link will be
chosen to forward the traffic.

NOTE: This feature will only work on IP-based traffic. In the case of L3VPN traffic, only MPLS
lookup will be performed on the PE routers when the default label assignment scheme is used. In
order to use source-or-destination only load-balancing with L3VPN, you can either configure vrf-
table-label or add a vt- interface in the routing instance.

Configuring Load Balancing Using Source or Destination IP Only | 327
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Configuring Load Balancing Using Source or Destination IP Only

In equal-cost multipath, (ECMP) per-subscriber aware environments such as content service providers
who service residential customers, traffic in both directions within the service provider network should
always pass through the content servers that maintain the subscriber state information for a given
subscriber. This is accomplished by calculating the load balancing hash based solely on source address
for traffic coming into the service provider network and calculating the load balancing hash based solely
on the destination address for traffic leaving the service provider network.

Source and destination only load balancing is generally configured in an ECMP or aggregated ethernet
(AE) environment on an service provider network. It is usually applied to all of the PE routers. It is only
supported for IPv4 (inet) and IPv6 (inet6) traffic.

You do not need any special configuration in place before starting this configuration.

NOTE: This feature will only work on IP-based traffic. In the case of L3VPN traffic, only MPLS
lookup will be performed on the PE routers when the default label assignment scheme is used. In
order to use source-or-destination only load-balancing with L3VPN, you can either configure vrf-
table-label or add a vt- interface in the routing instance.

To configure load balancing using source or destination IP only, you first configure system-wide
forwarding options with a prefix-length to use when calculating the hash-key. Then, you configure a



policy action of either load-balance source-ip-only or load-balance destination-ip-only within a policy

statement.

1. To configure system-wide prefix length for use with source and destination IP only load balancing,
insert the source-destination-only-load-balancing configuration statement at the [edit forwarding-options

enhanced-hash-key] hierarchy level and add a prefix length:

[edit forwarding-options enhanced-hash-key]
source-destination-only-load-balancing {
family inet {
prefix-length prefix-length;
}
family inet6 {
prefix-length prefix-Iength;

2. To configure routing policy to use load balancing based on source or destination IP only, insert either
the source-ip-only or destination-ip-only as an action statement within a policy statement at the [edit

policy-options policy-statement policy-name] hierarchy level:

[edit policy-options policy-statement policy-name]
term term-name {
from {
route-filter filter-spec’

}
then {

load-balance (source-ip-only | destination-ip-only);
}

NOTE: The source-ip-only and destination-ip-only configuration elements cannot be used together
in the same term. This is because of the directional nature of the traffic that we are load
balancing. To use the two elements in the same policy statement, you create two separate terms,
each using a route filter specification that addresses the same traffic. Then use source-ip-only for
the inbound traffic and destination-ip-only for the outbound traffic.



NOTE:
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Walkup for Route Filters Overview

Use the walkup feature if you have concerns about policy performance because of split route filters
across multiple policy terms. The walkup feature enables the consolidation of route filters under one
policy term.

By default, Junos evaluates multiple route filters in a policy statement term by first finding the longest
match prefix and then evaluating the conditions attached to the route filter, such as prefix range. If the
route filter condition is false (for example, the prefix is not in the specified range), then the whole term is
false, even if there are potentially true shorter route filter prefixes. Due to this behavior, there can be
performance issues if route filters are split into individual policy statement terms. The walkup feature
changes the default route filter behavior.

Some automated policy tools — for example, those used for autonomous system border routers in the
Border Gateway Protocol (BGP) — break up route filters into multiple terms because of the default route
filter behavior. Route filters are also used in routing protocols other than BGP; the walkup feature is not
limited to BGP route filters.

NOTE: Technically, BGP does not deal with routes in the same way as OSPF or IS-IS. BGP
“routes” are more properly called network layer reachability information (NLRI) updates.
However, the term “route” is used in most documentation and is used here.

Route filters consist of three major parts:
1. A prefix and prefix length (for example, 10.0.0.0/8)

2. A match condition (for example, exact)



3. An action that is carried out if both previous parts — the prefix and match condition — both evaluate
to true (for example, accept)

So the 10.0.0.0/8 exact accept route filter succeeds if and only if the prefix considered is 10.0.0.0/8 exactly.
This route filter rejects routes with all other longer prefixes, such as 10.0.0.0/10, although there might be
other route filter terms in the policy chain that accept the 10.0.0.0/10 route.

NOTE: Although the 10.0.0.0/8 route and variations are not specifically reserved for
documentation, the private RFC 1918 10.0.0.0/8 address space is used in this topic because of
the flexibility and realistic scenarios that this address spaces provides.

Route filters can be combined in a single policy statement term. In that case, evaluation becomes more
complex. Consider the following routing policy:

[edit policy-options]
policy-statement RouteFilter-A {
term RouteFilter-1 {
from {
route-filter 10.0.0.0/16 prefix-length-range /22-/24;
route-filter 10.0.0.0/8 orlonger;
}
then accept;
}
term default {
then reject;

Note that the 10.0.0.0/8 orlonger filter includes the 10.0.0.0/16 prefix-length-range /22-/24 filter in its scope.
That is, any 10.0.0.0 route with a prefix of 8 bits or longer could also be a route with a prefix in the range
between 22 and 24 bits.

By default, evaluation of a policy statement term with multiple route filters is a two-step process:

1. The policy framework software performs a longest-match lookup on the list based on prefix and
prefix-length values.

2. The software considers the route filter condition (orlonger, exact, and so on). The route either fulfills
the route filter condition (success) or does not match the route filter condition (failure).



Based on the results of these two steps, the action determined by the match or failure is applied to the
route. In Route-Filter-A, this means that any route that is “true” is accepted and any route that is “false” in
the RouteFilter-1 term is rejected. This route becomes a hidden (filtered) route.

For example, consider what happens when the route 10.0.0.0/18 is evaluated by the policy statement
RouteFilter-A:

First, the 10.0.0.0/18 route is evaluated by the RouteFilter-1 term. Because 10.0.0.0/16 is longer than
10.0.0.0/8, the 10.0.0.0/18 route matches the longer and more specific route prefix. Next, the match fails
because the 10.0.0.0/18 route does not match the prefix-length-range /22-/24 condition. So the route match
fails in the RouteFilter-1 term, and the policy examines the next term, the default term. The 10.0.0.0/18
route is rejected by the default term.

As a result, the 10.0.0.9/18 route is hidden (filtered). (The 10.9.0.9/18 route can still be found with the
show route hidden command.)

The issue is that the user might actually want the 10.0.0.0/18 route to be accepted, not rejected.
Naturally, a route filter with a 10.0.0.0/18 exact configuration could be added. But in a backbone routing
table with 100,000 or more entries, it is not possible to configure a route filter tuned to every possible
route or every possible new route added to the network.

The default workaround to achieve the proper behavior from the example routing policy is to configure
a separate term for each route filter. This is frequently done, as follows:

[edit policy-options]
policy-statement RouteFilter-A {
term RouteFilter-1 {
from {
route-filter 10.0.0.0/16 prefix-length-range /22-/24;

}
then accept;
}
term RouteFilter-2 {
from {
route-filter 10.0.0.0/8 orlonger;
}
then accept;
}

term default {
then reject;



Now the 10.0.0.0/18 route is accepted because, although it still fails the RouteFilter-1 match condition, it
matches the new RouteFilter-2 term (10.0.0.0/8 is the longest match, and the orlonger condition is true).
The problem with this approach is that the complete routing policy now takes more time to evaluate
than when multiple route filters are grouped. This method also makes maintenance more complex.

The issues with the one-term-per-route-filters approach are solved with the walkup statement and
feature. Walkup alters the default behavior of route filter evaluation globally or on a per-policy basis.

The walkup feature allows terms with multiple route filters to “walk-up” the evaluation process to
include less-specific routes as well as the longest match. In other words, the walkup knob changes the
default behavior from “if one fails, then the term fails” to if “one matches, then the term matches.”

Consider the application of the walkup feature to the example policy statement (you can also apply
walk-up globally to all policies configured):

[edit policy-options]
policy-statement RouteFilter-A {
defaults {
route-filter walkup;

}
term RouteFilter-1 {
from {
route-filter 10.0.0.0/16 prefix-length-range /22-/24;
route-filter 10.0.0.0/8 orlonger;
}
then accept;
}

term default {
then reject;

This is what happens when the route prefix 10.0.0.0/18 is evaluated by the policy statement RouteFilter-A:

The default behavior is altered by the walkup knob. As before, the 10.0.0.0/18 route matches the longer
and more specific route prefix because 10.0.0.0/16 is longer than 10.0.0.0/8. As before, this match fails
because the 10.0.0.0/18 route does not match the prefix-length-range /22-/24 condition. However, this time
the process continues by a “walk up” and examines the less specific 10.0.0.0/8 route filter. The route
condition of orlonger matches this filter and therefore the route is accepted by the RouteFilter-1 term.

This can be verified (for a BGP route) by the show route protocol bgp 10.0.0.0/18 command. This time,
the route is not hidden.



If you enable the walkup feature globally, you can override it locally on a per-policy basis with the [edit
policy-options policy-statements policy-statement-name defaults route-filter no-walkup] statement.
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Verify That a Particular BGP Route Is Received on Your Router

Example: Configuring BGP Route Advertisement

Configuring Walkup for Route Filters to Improve Operational Efficiency

Use the walkup feature if you have concerns about policy performance because of split route filters
across multiple policy terms. The walkup feature enables the consolidation of route filters under one
policy term.

If policy statements have been split into multiple terms because of the default route filter behavior, the
route filter walkup feature allows you to consolidate multiple route filters into one policy statement
term. By default, Junos OS evaluates multiple route filters in a policy statement term by first finding the
longest match prefix and then evaluating the conditions attached to the route filter, such as the prefix
range. If the route filter condition is false (for example, the prefix is not in the specified range), then the
whole term is false, even if there are potentially true shorter route filter prefixes. The walkup feature
alters this default behavior, locally or globally.

The route filter walkup feature is used anywhere multiple route filters are used in a policy statement.
The walkup option is supported in the main routing instance at the [edit policy-options] hierarchy level
and in logical systems at the [edit logical-systems policy-options] hierarchy level.

Before you begin configuring route filter walkup, be sure you have:
e A properly configured routing policy or set of routing policies
e A need to consolidate multiple route filter terms into fewer routing policy terms

Route filter walkup can be configured in two different ways. You can configure the walkup option globally
at the [edit policy-options default route-filter] hierarchy level or in logical systems at the [edit logical-
systems policy-options default route-filter] hierarchy level. When you configure the walkup option globally,
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you alter the policy route filter behavior in every policy statement. Instead of the default policy
statement behavior (if the longest match route filter is false, then the term is false), the walkup option
changes this behavior globally (to “walk up” from the longest match route filter to less specific, and if any
is true, then the term is true).

If you configure the walkup option globally, you can still override it locally on a per-routing-policy basis.
So if you have enabled walkup globally, you can override it in a routing policy by configuring the no-walkup
option statement at the [edit policy-options policy-statement default route-filter] hierarchy level. The no-
walkup option restores the default route filter behavior locally for this policy statement.

NOTE: At the [edit policy-options default route-filter] global level, the only option is the walkup
statement because the default behavior globally is “no walkup.” However, for an individual policy
statement at the [edit policy-options policy-statement default route-filter] hierarchy level, you can
configure either the walkup or no-walkup option statement. In this way, at the local level, you can
control whether the policy statement performs a walkup (with the walkup statement configured)
or no walkup (with the no-walkup statement configured. This gives the user maximum control over
the walkup option

You configure the walkup feature globally with:

user@host> set policy-options defaults route-filter walkup

Alternatively, configure the walkup feature globally in a logical system with:

user@host> set logical-systems /ogical-system-name policy-options defaults route-filter walkup
You configure the walkup or no-walkup feature locally in a policy statement with:

user@host> set policy-options policy-statement policy-statement-name defaults route-filter [ no-
walkup | walkup ]

Alternatively, configure the walkup feature locally in a logical system with:

user@host> set logical-systems /ogical-system-name policy-options policy-statement policy-
statement-name defaults route-filter [ no-walkup | walkup ]

Route filter walkup behavior can be complex when the statements are configured at the global and local
level at the same time. Table 16 on page 335 shows the behavior of a policy statement with all six
possible combinations of the walkup option when you configure the feature both globally and locally.



Table 16: Route Filter Walkup and Policy Statements

Case: Global Configuration Local Configuration Result

1 (none) (none) The device does not perform a
walkup for any policy (default
operation).

2 (none) walkup The device performs a walkup for
this policy.

3 (none) no-walkup The device does not perform a
walkup for any policy (default
operation).

4 walkup (none) The device performs a walkup for
all policies.

5 walkup walkup The device performs a walkup for
all policies.

6 walkup no-walkup The device does not perform a

walkup for this policy only.

Each row forms a possible use case numbered 1 through 6. Each walkup case is configured as follows:

e Case #1: This is a trivial configuration for backward compatibility. No route filter walkup is enabled
either globally or locally. The device behaves exactly as it did before the feature was introduced. No
route filter walkup occurs in any policy.

e Case #2: Route filter walkup is not enabled globally, but is enabled locally for a specific policy named
RouteFilter-Case2. Route filter walkup occurs in this policy.

To configure the route filter walkup locally for a specific policy:

1. Enable the walkup feature locally for this policy statement.

[edit policy-options]
user@host# set policy-statement RouteFilter-Case2 defaults route-filter walkup



2. Configure policy terms locally (walkup applies to all terms in this policy).

[edit policy-options]
user@host# set policy-statement RouteFilter-Case2 term ...
3. Apply the policy statement to a routing protocol.

Case #3: Route filter walkup is not enabled globally, but no-walkup is enabled locally for a specific policy
named RouteFilter-Case3. (This case is not particularly helpful, because no walkup takes place in all
policies by default, but does make local behavior explicit, even if walkup is enabled globally in the
future.)

To configure the route filter no-walkup locally for a specific policy:

1. Enable the no-walkup feature locally for this policy statement.

[edit policy-options]
user@host# set policy-statement RouteFilter-Case3 defaults route-filter no-walkup

2. Configure policy terms locally (no-walkup applies to this policy).

[edit policy-options]
user@host# set policy-statement RouteFilter-Case3 term ...

3. Apply the policy statement to a routing protocol.

Case #4: Route filter walkup is enabled globally, but not enabled locally for a specific policy named
RouteFilter-Case4. Because of the global configuration, route filter walkup occurs in this policy.

To configure the route filter walkup globally for a device:

1. Enable the walkup feature globally for this device.

[edit policy-options]
user@host# set defaults route-filter walkup

NOTE: Global walkup, in contrast to the walkup or no-walkup statements configured locally in a
policy statement, is configured at the [edit policy-options defaults] or [edit logical-systems
logical-system-name policy-options defaults] hierarchy level and applies to all policies.



2. Configure policy statement RouteFilter-Case4 and terms locally (walkup applies to this policy).

[edit policy-options]
user@host# set policy-statement RouteFilter-Case4 term ...
3. Apply the policy statement to a routing protocol.

Case #5: Route filter walkup is enabled globally, and enabled locally for a specific policy named
RouteFilter-Case5. Although this configuration might appear redundant (walkup enabled globally as well
as locally), this ensures that route filter walkup occurs in this policy even if route filter walkup is
deleted at the global level.

To configure the route filter walkup globally for a device and locally for a specific policy:

1. Enable the walkup feature globally for this device.

[edit policy-options]

user@host# set defaults route-filter walkup

NOTE: Global walkup is configured at the [edit policy-options defaults] or [edit logical-
systems Jogical-system-name policy-options defaults] hierarchy level and applies to all policies.

2. Configure policy statement RouteFilter-Case5 and enable walkup locally (walkup applies to this policy).

[edit policy-options]

user@host# set policy-statement Route-Filter-Case5 defaults route-filter walkup

3. Configure policy statement RouteFilter-Case5 and terms locally (walkup applies to this policy).

[edit policy-options]

user@host# set policy-statement RouteFilter-Case5 term ...

4. Apply the policy statement to a routing protocol.

Case #6: Route filter walkup is enabled globally, but overridden locally with no-walkup for a specific
policy named RouteFilter-Case6. Because of the local configuration, no route filter walkup occurs in this
policy. This case is useful to make sure that a local policy still functions exactly as before global
walkup was enabled.



To configure the route filter walkup globally for a device and the no-walkup feature locally for a
specific policy:

1. Enable the walkup feature globally for this device.

[edit policy-options]

user@host# set defaults route-filter walkup

NOTE: Global walkup is configured at the [edit policy-options defaults] or [edit logical-
systems logical-system-name policy-options defaults] hierarchy level and applies to all policies.

2. Configure policy statement RouteFilter-Case6 and disable walkup locally with the no-walkup
statement (no walkup is performed in this policy).

[edit policy-options]

user@host# set policy-statement Route-Filter-Case6 defaults route-filter walkup

3. Configure policy statement RouteFilter-Case6 and terms locally.

[edit policy-options]

user@host# set policy-statement RouteFilter-Case6 term ...

4. Apply the policy statement to a routing protocol.

NOTE: Keep in mind that a policy statement does nothing until it is applied as an import or

export policy for the routing protocol itself. For BGP, this can be done at the global, group or
neighbor level.
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Verify That a Particular BGP Route Is Received on Your Router
Example: Configuring BGP Route Advertisement

Example: Configuring Route Filter Lists
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Junos OS has long supported route filters for use in policy statements. Whenever policies are changed,
the route filters have to be processed inline with the policy. Policies that contain large numbers of route
filters take time to load.

This example shows how to create a route filter list and use that list in a policy statement. Route filter
lists reduce the amount of time needed to reload a given policy.

NOTE: There is no speed benefit to using route filter lists in place of individual route filter entries
when there are only a few route filters to process. The speed benefit is seen mainly in
environments where there are hundreds or thousands of route filters listed within the policies.

Requirements

e A router configured with a routing protocol such as BGP or OSPF that is actively exchanging route
information with its peers.

e The router that is configured with route filter lists must be running Junos OS Release 15.2 or later.

Overview

The route-filter-list statement allows for the creation of a pre-defined list of route filters for use in
routing policies. You configure the list at the [edit policy-options] hierarchy level. The configured route
filter list is then referenced as a match condition in the from section of a policy statement at the [edit

policy-options policy-statement policy-statement-name term term-name from] hierarchy level.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/troubleshooting-bgp-sessions.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp-route-advertisement.html

In this example, the router that you are configuring is receiving some routes from its BGP neighbor
192.0.2.1. This is shown in the output of the show route receive-protocol bgp 192.0.2.1 operational
command.

user@router> show route receive-protocol bgp 192.0.2.1

inet.@: 17 destinations, 18 routes (16 active, @ holddown, 1 hidden)

Prefix Nexthop MED Lclpref AS path
* 198.151.100.0/29 192.0.2.1 103 I
* 198.151.100.8/29 192.0.2.1 103 I
* 203.0.113.0/29 192.0.2.1 103 I
* 203.0.113.8/29 192.0.2.1 103 I
* 203.0.113.16/29 192.0.2.1 103 I
Configuration

IN THIS SECTION
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

set policy-options route-filter-list rf-list-1 203.0.113.0/29 exact

set policy-options route-filter-list rf-list-1 203.0.113.8/29 exact

set policy-options route-filter-list rf-list-1 203.0.113.16/29 orlonger accept

set policy-options policy-statement rf-test-policy term term2 from route-filter 198.51.100.0/29
upto 198.51.100.0/30

set policy-options policy-statement rf-test-policy term term2 from route-filter 198.51.100.8/29
upto 198.51.100.8/30 accept

set policy-options policy-statement rf-test-policy term term2 from route-filter-list rf-list-1
set policy-options policy-statement rf-test-policy then reject

set protocols bgp group test-group import rf-test-policy



Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

The following step-by-step procedure will lead you through the steps needed to:
e Configure a route filter list named rf-list-1 and populate the list for later use in a route policy.

e Configure a routing policy statement named rf-test-policy that uses route filters and the configured
route filter list.

e Configure BGP to use rf-test-policy as an import filter.

1. Configure a route filter list named rf-list-1 for later use in a route policy.

[edit policy-options]
user@router# set route-filter-list rf-list-1

2. Populate the list rf-1list-1.

Note that one of the statements in the list has an action configured. This action will be carried out
immediately upon a match with a received destination prefix.

[edit policy-options]

user@router# set route-filter-list rf-list-1 203.0.113.0/29 exact
user@router# set route-filter-list rf-list-1 203.0.113.8/29 exact
user@router# set route-filter-list rf-list-1 203.0.113.16/29 orlonger accept

3. Configure a routing policy statement named rf-test-policy that uses route filters and the configured
route filter list.

The overall action for this policy is reject. There are individual route filters and elements of the route
filter list that have a configured action of accept. The actions configured in the individual route filter
statements and elements of the route filter list are carried out immediately upon matching a received
destination prefix.

[edit policy-options]
user@router# set policy-statement rf-test-policy term term2 from route-filter 198.51.100.0/29


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

upto 198.51.100.0/30

user@router# set policy-statement rf-test-policy term term2 from route-filter 198.51.100.8/29
upto 198.51.100.8/30 accept

user@router# set policy-statement rf-test-policy term term2 from route-filter-list rf-list-1

user@router# set policy-statement rf-test-policy then reject

4. Configure BGP to use the configured policy as an import filter to selectively allow some routes and
reject other routes from being added to the routing table.

[edit protocols bgp group test-group]
user@router# set import rf-test-policy

Verification
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Verifying the Configured Route Filter List | 342
Verifying the Configured Policy Statement | 343
Verifying That the Policy Statement Is Applied as an Import Policy in the BGP Protocol | 343

Verifying That the Route Filter List Is Operating as Expected | 344

Verifying the Configured Route Filter List

Purpose

To confirm that the route filter list is properly configured, issue the show policy-options route-filter-list
route-filter-1ist-name command at the [edit] hierarchy level.

Action

[edit]

user@routershow policy-options route-filter-list rf-list-1
203.0.113.0/29 exact;

203.0.113.8/29 exact;

203.0.113.16/29 orlonger accept;



Meaning

The output shows that the stored configuration is correct.
Verifying the Configured Policy Statement

Purpose

To confirm that the policy statement is properly configured, issue the show policy-options policy-statement
policy-statement-name command at the [edit] hierarchy level.

Action

[edit]

user@router# show policy-options policy-statement rf-test-policy

from {
route-filter 198.51.100.0/29 upto 198.51.100.0/30;
route-filter 198.51.100.8/29 upto 198.51.100.8/30 accept;
route-filter-list rf-list-1;

}

then reject;

Meaning

The output confirms that the stored configuration is correct.

Verifying That the Policy Statement Is Applied as an Import Policy in the BGP Protocol

Purpose

To confirm that the configured policy statement is applied as an import policy in the BGP Protocol, issue
the show protocols bgp import command at the [edit] hierarchy level.

Action

[edit]
user@router# show protocols bgp import
import rf-test-policy;



Meaning

The outptut confirms that the stored configuration is correct.

If you have not already done so, you can issue the commit command at the [edit] hierarchy level so that
the configuration is made active.

Verifying That the Route Filter List Is Operating as Expected

Purpose

Now that the configuration has been verified and committed, confirm the operation of the route filter
list by issuing the show route receive-protocol bgp 192.0.2.1 operational command.

Action

If you compare this output with the output of the same command issued prior to configuring the route
filter list and policy statement, you see that some routes are no longer installed in the routing table.

user@router> show route receive-protocol bgp 192.0.2.1
inet.0: 14 destinations, 15 routes (13 active, © holddown, 1 hidden)

Prefix Nexthop MED Lclpref AS path
* 198.151.100.8/29 192.0.2.1 103 I
* 203.0.113.16/29 192.0.2.1 103 I
Meaning

The output shows that three of the five previously installed BGP routes have been rejected by the policy
statement rf-test-policy. The only routes that remain from the previous list are the two that had accept
actions listed as part of the filter definition. The other routes were rejected by the action of the policy-

Statement.

route-filter-list | 2302

Understanding Route Filter and Source Address Filter Lists for Use in Routing Policy Match
Conditions | 326



Example: Configuring Walkup for Route Filters Globally to Improve
Operational Efficiency
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Use the walkup feature if you have concerns about policy performance because of split route filters
across multiple policy terms. The walkup feature enables the consolidation of route filters under one
policy term.

This example shows how to configure the route filter walkup feature globally for policy statements with
route filters. When configured at the global level, the route filter walkup option applies to all policy
statements. This example changes the default behavior of policy terms with multiple route filters
globally, so that any reversion to the default “no walkup” behavior must be established locally.

Requirements

This example uses the following hardware and software components:
e A Juniper Networks router

e A Junos operating system from 13.3 or above

Before you configure route filter walkup locally, be sure you have:

e A properly configured routing policy or set of routing policies

¢ A need to consolidate multiple route filter terms into fewer routing policy terms



Overview

IN THIS SECTION
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Routing protocols exchange information with other routers running the same routing protocols. In many
cases, route filters are used in routing policy statements to filter prefixes for import or export. In some
cases, when route filters are split into many separate terms, performance is impacted. The route filter
walkup feature allows consolidation of policy statement terms for operational efficiency.

This example uses BGP, but the same walkup feature applies to any routing protocol that supports route
filtering of input or output.

You can configure a Juniper Networks router to change the default operation of a term in a policy
statement with route filters. By default, only a single longest match attempt is made for all route filters in
a term. The walkup feature allows the router to “walk up” the route filters in a term from longest match
to less specific in search of a true condition. This allows consolidation of multiple terms in a policy
statement and corresponding operational efficiency.

This example changes the default behavior globally, for all policy statements. You can still configure no-
walkup for an individual policy.



Topology
In the sample network in Figure 25 on page 347, the router CE1 is a router from another vendor. The

rest are Juniper Networks routers. The walkup feature can be configured on any router in the figure,
except for router CE1. The vendor of router CE1 might or not might support a similar feature.

Figure 25: Topology for the Global Walkup Example
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In the example, the following addresses are used:

e 10.0.0.0/16

10.0.0.0/8

NOTE: Although the 10.0.0.0/8 address space is not specifically reserved for documentation, the
private RFC 1918 10.0.0.0/8 address space is used in this topic because of the flexibility and
realistic scenarios that this address spaces provides.

Configuring Route Filter Walkup Globally
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details such as addresses and interfaces to match your network configuration,
and then copy and paste the commands into the CLI at the [edit] hierarchy level.

Device PE1

set policy-options defaults route-filter walkup

set policy-options policy-statement routesetl-import term prefixes1 from route-filter
10.0.0.0/16 prefix-length-range /22-/24

set policy-options policy-statement routesetl-import term prefixes1 from route-filter 10.0.0.0/8
orlonger

set policy-options policy-statement routesetl-import term prefixes1 then accept

set policy-options policy-statement routeset1-import term reject-the-rest then reject

set policy-options policy-statement import-route-filter-a term import-routes from protocol bgp
set policy-options policy-statement import-route-filter-a term import-routes from policy
routeset1-import

set policy-options policy-statement import-route-filter-a term import-routes then next policy
set policy-options policy-statement import-route-filter-a term all-others then reject

set policy-options policy-statement route-filter-a-export term all then reject

set protocols bgp group routesetl type external

set protocols bgp group routesetl neighbor 10.0.10.13 import import-route-filter-a

set protocols bgp group routesetl neighbor 10.0.10.13 family inet unicast

set protocols bgp group routesetl neighbor 10.0.10.13 export route-filter-a-export

set protocols bgp group routesetl neighbor 10.0.10.13 peer-as 64506

Procedure

Step-by-Step Procedure

The following example requires that you navigate to various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide

To configure router PE1 to perform walkup globally and combine multiple route filters in one term:

1. Configure the walkup feature globally.

[edit policy-options defaults]
user@PE1# set route-filter walkup


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
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2. Configure the policy statements for an import policy named routeset1-import.

[edit policy-options]

user@PE1# set policy-statement routeset1-import term prefixesl from route-filter 10.0.0.0/16
prefix-length-range /22-/24

user@PE1# set policy-statement routeset1-import term prefixes1l from route-filter 10.0.0.0/8
orlonger

user@PE14# set policy-statement routeset1-import term prefixesl then accept

user@E1# set policy-statement routesetl-import term reject-the-rest then reject

3. Configure the policy options for the import and export policy statements.

[edit policy-options]

user@PE1# set policy-statement import-route-filter-a term import-routes from protocol bgp
user@PE1# set policy-statement import-route-filter-a term import-routes from policy routesetl-
import

user@PE14# set policy-statement import-route-filter-a term import-routes then next policy
user@E1# set policy-statement route-filter-a-export term all-others then reject

4. Apply the import and export policies to a BGP neighbor.

[edit protocols bgpl

user@PE1# set group routesetl type external

user@PE14# set group routesetl neighbor 10.0.10.13 import import-route-filter-a
user@PE1# set group routesetl neighbor 10.0.10.13 family inet unicast
user@PE14# set group routesetl neighbor 10.0.10.13 export route-filter-a-export
user@PE1# set group routesetl neighbor 10.0.10.13 peer-as 64506

Results

From configuration mode, confirm your configuration by entering the show protocols and show policy-
options commands. If the output does not display the intended configuration, repeat the instructions in
this example to correct the configuration.

user@PE1# show policy-options
defaults {
route-filter walkup;



policy-statement routesetl-import {
term prefixes1 {
from {
route-filter 10.0.0.0/16 prefix-length-range /22-/24;
route-filter 10.0.0.0/8 orlonger;
}
then accept;
}
term reject-the-rest {

then reject;

policy-statement import-route-filter-a {
term import-routes {
from {
protocol bgp;
policy routesetl-import;
}
then next policy;
}
term all-others {

then reject;

}
}
policy-statement route-filter-a-export {
term all {
then reject;
}
}

user@PE!# show protocols bgp
group routesetl {
type external;
neighbor 10.0.10.13 {
import import-route-filter-a;
family inet {
unicast;
}
export router-filter-a-export;
peer-as 64506;



If you are done configuring the device, enter conmit from configuration mode.

Verification
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Verifying Route Filter Operation

Purpose

Display expected information about the routes to confirm the route filters are working as expected.

Notice that the 10.0.0.0/8 orlonger filter includes the 10.0.0.0/16 prefix-length-range /22-/24 filter in its
scope. That is, any 10.0.0.0 route with a prefix of 8 bits or longer could also be a route with a prefix in the
range between 22 and 24 bits. Without the walkup feature enabled, a route such as 10.0.0.0/16 would be
rejected and become a hidden route. If the walkup feature is working as expected, then a route such as
10.0.0.0/16 would be accepted by the policy.

Action

From operational mode, enter the show route protocobgp 10.0.0.0/16 command. Make sure that
10.0.0.0/16 is not a hidden route.

user@E1>show route protocol bgp 10.0.0.0/16
inet.0: 520762 destinations, 520764 routes (520760 active, © holddown, 2 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/16 *[BGP/170] 01:07:37, localpref 100
AS path: 64506, I, validation-state: unverified
> t0 10.0.100.13 via xe-0/2/0.0

As a further check, make sure that no routes that should be accepted are hidden routes. From
operational mode, enter the show route protocolbgp ip-address-prefix hidden command to verify this.



Meaning

The presence of routes that are not the longest match in the configured policy route filter term shows
that the walkup feature is functioning globally.

Troubleshooting
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Troubleshooting BGP | 352
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Troubleshooting Route Filters | 353

To troubleshoot route filter walkup globally:
Troubleshooting BGP

Problem

BGP is not functioning as expected.

Solution
See the BGP Configuration Overview topic, examples, and troubleshooting.
Troubleshooting Policy Statements

Problem

The policy statements are not functioning as expected.

Solution

See the Verify That a Particular BGP Route Is Received on Your Router and Example: Configuring BGP
Route Advertisement topics, related examples, and troubleshooting.
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Troubleshooting Route Filters

Problem

The route filters are not functioning as expected.

Solution

See the "Route Filter Match Conditions" on page 70 topic, examples, and troubleshooting.
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Use the walkup feature if you have concerns about policy performance because of split route filters
across multiple policy terms. The walkup feature enables the consolidation of route filters under one
policy term.

This example shows how to configure the route filter walkup feature locally for policy statements with
route filters. When configured at the local level, the route filter walkup option applies only to the policy
statement in which it is configured. This example does not change the default behavior of policy terms
with route filters globally. This example establishes route filter walkup locally.

Requirements

This example uses the following hardware and software components:
e A Juniper Networks router

e A Junos operating system from 13.3 or above

Before you configure route filter walkup globally, be sure you have:

e A properly configured routing policy or set of routing policies

e A need to consolidate multiple route filter terms into fewer routing policy terms

Overview
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Routing protocols exchange information with other routers running the same routing protocols. In many
cases, route filters are used in routing policy statements to filter prefixes for import or export. In some
cases, when route filters are split into many separate terms, performance is impacted. The route filter
walkup feature allows consolidation of policy statement terms for operational efficiency.

This example uses BGP, but the same walkup feature applies to any routing protocol that supports route
filtering of input or output.

You can configure a Juniper Networks router to change the default operation of a term in a policy
statement with route filters. By default, only a single longest match attempt is made for all route filters in
a term. The walkup feature allows the router to “walk up” the route filters in a term from longest match
to less specific in search of a true condition. This allows consolidation of multiple terms in a policy
statement and corresponding operational efficiency.



This example changes the default behavior locally in a single policy statement. It does not affect the
behavior of other policy statements.

Topology
In the sample network in Figure 26 on page 355, the router CE1 is a router from another vendor. The

rest are Juniper Networks routers. The walkup feature can be configured on any router in the figure,
except for router CE1. The vendor of router CE1 might or not might support a similar feature.

Figure 26: Topology for the Local Walkup Example
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In the example, the following addresses are used:

e 10.0.0.0/16

10.0.0.0/8

NOTE: Although the 10.0.0.0/8 address space is not specifically reserved for documentation, the
private RFC 1918 10.0.0.0/8 address space is used in this topic because of the flexibility and
realistic scenarios that this address spaces provides.
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details such as addresses and interfaces to match your network configuration,
and then copy and paste the commands into the CLI at the [edit] hierarchy level.

Device PE1

set policy-options policy-statement routeset1-import defaults route-filter walkup

set policy-options policy-statement routesetl-import term prefixes1 from route-filter
10.0.0.0/16 prefix-length-range /22-/24

set policy-options policy-statement routesetl-import term prefixes1 from route-filter 10.0.0.0/8
orlonger

set policy-options policy-statement routesetl-import term prefixes1 then accept

set policy-options policy-statement routeset1-import term reject-the-rest then reject

set policy-options policy-statement import-route-filter-a term import-routes from protocol bgp
set policy-options policy-statement import-route-filter-a term import-routes from policy
routeset1-import

set policy-options policy-statement import-route-filter-a term import-routes then next policy
set policy-options policy-statement import-route-filter-a term all-others then reject

set policy-options policy-statement route-filter-a-export term all then reject

set protocols bgp group routesetl type external

set protocols bgp group routesetl neighbor 10.0.10.13 import import-route-filter-a

set protocols bgp group routesetl neighbor 10.0.10.13 family inet unicast

set protocols bgp group routesetl neighbor 10.0.10.13 export route-filter-a-export

set protocols bgp group routesetl neighbor 10.0.10.13 peer-as 64506

Procedure

Step-by-Step Procedure

The following example requires that you navigate to various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide

To configure router PE1 to perform walkup locally for multiple route filters in one term:

1. Configure the walkup feature locally in a policy named routeset1-import.

[edit policy-options policy-statement routesetl-import defaults]
user@PE1# set route-filter walkup
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2. Configure the policy statements for an import policy named routeset1-import.

[edit policy-options ]

user@PE1# set policy-statement routeset1-import term prefixesl from route-filter 10.0.0.0/16
prefix-length-range /22-/24

user@PE1# set policy-statement routeset1-import term prefixes1l from route-filter 10.0.0.0/8
orlonger

user@PE14# set policy-statement routeset1-import term prefixesl then accept

user@E1# set policy-statement routesetl-import term reject-the-rest then reject

3. Configure the policy options for the import and export policy statements.

[edit policy-options]

user@PE1# set policy-statement import-route-filter-a term import-routes from protocol bgp
user@PE1# set policy-statement import-route-filter-a term import-routes from policy routesetl-
import

user@PE14# set policy-statement import-route-filter-a term import-routes then next policy
user@E1# set policy-statement route-filter-a-export term all-others then reject

4. Apply the import and export policies to a BGP neighbor.

[edit protocols bgpl

user@PE1# set group routesetl type external

user@PE14# set group routesetl neighbor 10.0.10.13 import import-route-filter-a
user@PE1# set group routesetl neighbor 10.0.10.13 family inet unicast
user@PE14# set group routesetl neighbor 10.0.10.13 export route-filter-a-export
user@PE1# set group routesetl neighbor 10.0.10.13 peer-as 64506

Results

From configuration mode, confirm your configuration by entering the show protocols and show policy-
options commands. If the output does not display the intended configuration, repeat the instructions in
this example to correct the configuration.

user@PE1# show policy-options
policy-statement routesetl-import {
defaults {

route-filter walkup;



term prefixesl {
from {
route-filter 10.0.0.0/16 prefix-length-range /22-/24;
route-filter 10.0.0.0/8 orlonger;
}
then accept;
}
term reject-the-rest {

then reject;

policy-statement import-route-filter-a {
term import-routes {
from {
protocol bgp;
policy routesetl-import;
}
then next policy;
}
term all-others {

then reject;

}
}
policy-statement route-filter-a-export {
term all {
then reject;
}
}

user@PE!# show protocols bgp
group routesetl {
type external;
neighbor 10.0.10.13 {
import import-route-filter-a;
family inet {
unicast;
}
export router-filter-a-export;
peer-as 64506;



If you are done configuring the device, enter conmit from configuration mode.

Verification
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Verifying Route Filter Operation

Purpose

Display expected information about the routes to confirm the route filters are working as expected.

Notice that the 10.0.0.0/8 orlonger filter includes the 10.0.0.0/16 prefix-length-range /22-/24 filter in its
scope. That is, any 10.0.0.0 route with a prefix of 8 bits or longer could also be a route with a prefix in the
range between 22 and 24 bits. Without the walkup feature enabled in the policy example given, a route
such as 10.0.0.0/16 would be rejected and become a hidden route. If the walkup feature is working as
expected, then a route such as 10.0.0.0/16 would be accepted by the policy.

Action

From operational mode, enter the show route protocobgp 10.0.0.0/16 command. Make sure that
10.0.0.0/16 is not a hidden route.

user@PE1>show route protocol bgp 10.0.0.0/16
inet.0: 520762 destinations, 520764 routes (520760 active, © holddown, 2 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/16 *[BGP/170] 01:07:37, localpref 100
AS path: 64506, I, validation-state: unverified
> t0 10.0.100.13 via xe-0/2/0.0

As a further check, make sure that no routes that should be accepted are hidden routes. From
operational mode, enter the show route protocolbgp ip-address-prefix hidden command to verify this.



Meaning

The presence of routes that are not the longest match in the configured policy route filter term shows
that the walkup feature is functioning locally.

Troubleshooting

IN THIS SECTION

Troubleshooting BGP | 360
Troubleshooting Policy Statements | 360

Troubleshooting Route Filters | 361

To troubleshoot route filter walkup locally:
Troubleshooting BGP

Problem

BGP is not functioning as expected.

Solution
See the BGP Configuration Overview topic, examples, and troubleshooting.
Troubleshooting Policy Statements

Problem

The policy statements are not functioning as expected.

Solution

See the Verify That a Particular BGP Route Is Received on Your Router and Example: Configuring BGP
Route Advertisement topics, related examples, and troubleshooting.


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/routing-protocol-bgp-security-configuring.html
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Troubleshooting Route Filters

Problem

The route filters are not functioning as expected.

Solution

See the "Route Filter Match Conditions" on page 70 topic, examples, and troubleshooting.

RELATED DOCUMENTATION

Example: Configuring Walkup for Route Filters Globally to Improve Operational Efficiency | 345
Walkup for Route Filters Overview | 329

Configuring Walkup for Route Filters to Improve Operational Efficiency | 333

Route Filter Match Conditions | 70

BGP Configuration Overview

Verify That a Particular BGP Route Is Received on Your Router

Example: Configuring BGP Route Advertisement

Example: Configuring a Route Filter Policy to Specify Priority for Prefixes
Learned Through OSPF

IN THIS SECTION

Requirements | 362
Overview | 362
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Verification | 367

This example shows how to create an OSPF import policy that prioritizes specific prefixes learned
through OSPF.
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Requirements
Before you begin:
o Configure the device interfaces. See the Interfaces User Guide for Security Devices.

e Configure the router identifiers for the devices in your OSPF network. See Example: Configuring an
OSPF Router Ildentifier.

o Control OSPF designated router election See Example: Controlling OSPF Designated Router Election
o Configure a single-area OSPF network. See Example: Configuring a Single-Area OSPF Network .

e Configure a multiarea OSPF network. See Example: Configuring a Multiarea OSPF Network.

Overview

IN THIS SECTION

Topology | 363

In a network with a large number of OSPF routes, it can be useful to control the order in which routes
are updated in response to a network topology change. In Junos OS Release 9.3 and later, you can
specify a priority of high, medium, or low for prefixes included in an OSPF import policy. In the event of
an OSPF topology change, high priority prefixes are updated in the routing table first, followed by
medium and then low priority prefixes.

OSPF import policy can only be used to set priority or to filter OSPF external routes. If an OSPF import
policy is applied that results in a reject terminating action for a nonexternal route, then the reject action
is ignored and the route is accepted anyway. By default, such a route is now installed in the routing table
with a priority of low. This behavior prevents traffic black holes, that is, silently discarded traffic, by
ensuring consistent routing within the OSPF domain.

In general, OSPF routes that are not explicitly assigned a priority are treated as priority medium, except
for the following:

e Summary discard routes have a default priority of low.
e Local routes that are not added to the routing table are assigned a priority of low.

e External routes that are rejected by import policy and thus not added to the routing table are
assigned a priority of low.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/security/interfaces-overview.html

Any available match criteria applicable to OSPF routes can be used to determine the priority. Two of the
most commonly used match criteria for OSPF are the route-filter and tag statements.

In this example, the routing device is in area 0.0.0.0, with interfaces fe-8/1/6 and fe-1/1/6 connecting to
neighboring devices. You configure an import routing policy named ospf-import to specify a priority for
prefixes learned through OSPF. Routes associated with these prefixes are installed in the routing table in
the order of the prefixes’ specified priority. Routes matching 192.0.2.0/24 orlonger are installed first
because they have a priority of high. Routes matching 198.51.100.0/24 orlonger are installed next because
they have a priority of medium. Routes matching 203.0.113.0/24 orlonger are installed last because they have
a priority of low. You then apply the import policy to OSPF.

NOTE: The priority value takes effect when a new route is installed, or when there is a change to
an existing route.

Topology

Configuration
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CLI Quick Configuration

To quickly configure an OSPF import policy that prioritizes specific prefixes learned through OSPF, copy
the following commands, paste them into a text file, remove any line breaks, change any details
necessary to match your network configuration, copy and paste the commands into the CLI at the [edit]
hierarchy level, and then enter commit from configuration mode.

[edit]

set interfaces fe-0/1/0 unit @ family inet address 192.168.8.4/30

set interfaces fe-0/1/0 unit 0 family inet address 192.168.8.5/30

set policy-options policy-statement ospf-import term t1 from route-filter 203.0.113.0/24 orlonger
set policy-options policy-statement ospf-import term t1 then priority low

set policy-options policy-statement ospf-import term t1 then accept



set policy-options policy-statement ospf-import term t2 from route-filter 198.51.100.0/24
orlonger

set policy-options policy-statement ospf-import term t2 then priority medium

set policy-options policy-statement ospf-import term t2 then accept

set policy-options policy-statement ospf-import term t3 from route-filter 192.0.2.0/24 orlonger
set policy-options policy-statement ospf-import term t3 then priority high

set policy-options policy-statement ospf-import term t3 then accept

set protocols ospf import ospf-import

set protocols ospf area 0.0.0.0 interface fe-0/1/0

set protocols ospf area 0.0.0.0 interface fe-1/1/0

Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Modifying the Junos OS Configurationin theCLI User Guide.

To configure an OSPF import policy that prioritizes specific prefixes:

1. Configure the interfaces.

[edit]
user@host# set interfaces fe-0/1/0 unit 0 family inet address 192.168.8.4/30
user@host# set interfaces fe-0/2/0 unit @ family inet address 192.168.8.5/30

2. Enable OSPF on the interfaces.

NOTE: For OSPFv3, include the ospf3 statement at the [edit protocols] hierarchy level.

[edit]
user@host# set protocols ospf area 0.0.0.0 interface fe-0/1/0
user@host# set protocols ospf area 0.0.0.0 interface fe-0/2/0

3. Configure the policy to specify the priority for prefixes learned through OSPF.

[edit ]
user@host# set policy-options policy-statement ospf-import term t1 from route-filter


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

203.0.113.0/24 orlonger

user@host# set policy-options policy-statement ospf-import term t1 then priority low
user@host# set policy-options policy-statement ospf-import term t1 then accept
user@host# set policy-options policy-statement ospf-import term t2 from route-filter
198.51.100.0/24 orlonger

user@host# set policy-options policy-statement ospf-import term t2 then priority medium
user@host# set policy-options policy-statement ospf-import term t2 then accept
user@host# set policy-options policy-statement ospf-import term t3 from route-filter
192.0.2.0/24 orlonger

user@host# set policy-options policy-statement ospf-import term t3 then priority high
user@host# set policy-options policy-statement ospf-import term t3 then accept

4. Apply the policy to OSPF.

[edit]
user@host# set protocols ospf import ospf-import

5. If you are done configuring the device, commit the configuration

[edit]
user@host# commit

Results

Confirm your configuration by entering the show interfaces, show policy-options, and the show protocols ospf
commands. If the output does not display the intended configuration, repeat the instructions in this
example to correct the configuration.

user@host# show interfaces
fe-0/1/0 {
unit @ {
family inet {
address 192.168.8.4/30;

}
}
}
fe-0/2/0 {
unit 0 {

family inet {



address 192.168.8.5/30;

user@host# show protocols ospf
import ospf-import;
area 0.0.0.0 {
interface fe-0/1/0.0;
interface fe-0/2/0.0;

user@host# show policy-options
policy-statement ospf-import {
term t1 {
from {
route-filter 203.0.113.0/24 orlonger;
}
then {
priority low;

accept;

}
term t2 {
from {
route-filter 198.51.100.0/24 orlonger;
}
then {
priority medium;

accept;

}
term t3 {
from {
route-filter 192.0.2.0/24 orlonger;
}
then {
priority high;

accept;



user@host# show protocols ospf
import ospf-import;
area 0.0.0.0 {
interface fe-0/1/0.0;
interface fe-0/2/0.0;

To confirm your OSPFv3 configuration, enter the show interfaces, show policy-options, and show protocols
ospf3 commands.

Verification
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Confirm that the configuration is working properly.

Verifying the Prefix Priority in the OSPF Routing Table

Purpose

Verify the priority assigned to the prefix in the OSPF routing table.

Action

From operational mode, enter the show ospf route detail for OSPFv2, and enter the show ospf3 route detail
command for OSPFv3.



Example: Configuring the MED Using Route Filters
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This example shows how to configure a policy that uses route filters to modify the multiple exit
discriminator (MED) metric to advertise in BGP update messages.

Requirements

No special configuration beyond device initialization is required before you configure this example.

Overview

To configure a route-filter policy that modifies the advertised MED metric in BGP update messages,
include the metric statement in the policy action.



Figure 27 on page 369 shows a typical network with internal peer sessions and multiple exit points to a

neighboring autonomous system (AS).

Figure 27: Typical Network with IBGP Sessions and Multiple Exit Points

Device R4 has multiple loopback interfaces configured to simulate advertised prefixes. The extra
loopback interface addresses are 172.16.44.0/32 and 172.16.144.0/32. This example shows how to
configure Device R4 to advertise a MED value of 30 to Device R3 for all routes except 172.16.144.0.
For 172.16.144.0, a MED value of 10 is advertised to Device 3. A MED value of 20 is advertised to

AS 123 AS 4
R2
172.16.12.0/24 2 2 172.16.24.0/24
fe-1/2/0 fe-1/2/1
1| fe-172/0 fe-1/2/0| .4
1| fe-172/1 fe-1/72/1] .4
fe-1/2/0 fe-1/2/1
172.16.13.0/24 3 3 172.16.34.0/24
R3
loO:

R1 192.168.1.1
R2 192.168.2.1
R3 192.168.3.1

R4 192.168.4.1
172.16.44.0
172.16.144.0

Device R2, regardless of the route prefix.

Configuration
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Configuring Device R3 | 378

Configuring Device R4 | 381
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces fe-1/2/0 unit 1 family inet address 172.16.12.1/24
set interfaces fe-1/2/1 unit 2 family inet address 172.16.13.1/24
set interfaces 100 unit 1 family inet address 192.168.1.1/32

set protocols bgp group internal type internal

set protocols bgp group internal local-address 192.168.1.1

set protocols bgp group internal export send-direct

set protocols bgp group internal neighbor 192.168.2.1

set protocols bgp group internal neighbor 192.168.3.1

set protocols ospf area 0.0.0.0 interface lo0.1 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.1

set protocols ospf area 0.0.0.0 interface fe-1/2/1.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123

set routing-options router-id 192.168.1.1

Device R2

set interfaces fe-1/2/0 unit 3 family inet address 172.16.12.2/24
set interfaces fe-1/2/1 unit 4 family inet address 172.16.24.2/24
set interfaces 1o@ unit 2 family inet address 192.168.2.1/32

set protocols bgp group internal type internal

set protocols bgp group internal local-address 192.168.2.1

set protocols bgp group internal export send-direct

set protocols bgp group internal neighbor 192.168.1.1

set protocols bgp group internal neighbor 192.168.3.1

set protocols bgp group external type external

set protocols bgp group external export send-direct

set protocols bgp group external peer-as 4

set protocols bgp group external neighbor 172.16.24.4

set protocols ospf area 0.0.0.0 interface 1o00.2 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.3

set protocols ospf area 0.0.0.0 interface fe-1/2/1.4

set policy-options policy-statement send-direct term 1 from protocol direct



set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.2.1

Device R3

set interfaces fe-1/2/0 unit 5 family inet address 172.16.13.3/24
set interfaces fe-1/2/1 unit 6 family inet address 172.16.34.3/24
set interfaces 100 unit 3 family inet address 192.168.3.1/32

set protocols bgp group internal type internal

set protocols bgp group internal local-address 192.168.3.1

set protocols bgp group internal export send-direct

set protocols bgp group internal neighbor 192.168.1.1

set protocols bgp group internal neighbor 192.168.2.1

set protocols bgp group external type external

set protocols bgp group external export send-direct

set protocols bgp group external peer-as 4

set protocols bgp group external neighbor 172.16.34.4

set protocols ospf area 0.0.0.0 interface 100.3 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.5

set protocols ospf area 0.0.0.0 interface fe-1/2/1.6

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123

set routing-options router-id 192.168.3.1

Device R4

set interfaces fe-1/2/0 unit 7 family inet address 172.16.24.4/24
set interfaces fe-1/2/1 unit 8 family inet address 172.16.34.4/24
set interfaces 100 unit 4 family inet address 192.168.4.1/32

set interfaces 100 unit 4 family inet address 172.16.44.0/32

set interfaces 100 unit 4 family inet address 172.16.144.0/32

set protocols bgp group external type external

set protocols bgp group external export send-direct

set protocols bgp group external peer-as 123

set protocols bgp group external neighbor 172.16.34.3 export med-10
set protocols bgp group external neighbor 172.16.34.3 export med-30
set protocols bgp group external neighbor 172.16.24.2 metric-out 20
set policy-options policy-statement med-10 from route-filter 172.16.144.0/32 exact

set policy-options policy-statement med-10 then metric 10



set policy-options policy-statement med-10 then accept

set policy-options policy-statement med-30 from route-filter 0.0.0.0/0 longer
set policy-options policy-statement med-30 then metric 30

set policy-options policy-statement med-30 then accept

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 4

set routing-options router-id 192.168.4.1

Configuring Device R1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R1:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 1]

user@R1# set family inet address 172.16.12.1/24
[edit interfaces fe-1/2/1 unit 2]

user@R1# set family inet address 172.16.13.1/24
[edit interfaces lo@ unit 1]

user@1# set family inet address 192.168.1.1/32

2. Configure BGP.

[edit protocols bgp group internall]
user@1# set type internal

user@R1# set local-address 192.168.1.1
user@1# set export send-direct
user@1# set neighbor 192.168.2.1
user@R1# set neighbor 192.168.3.1
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3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface 1o00.1 passive
user@R1# set interface fe-1/2/0.1
user@1# set interface fe-1/2/1.2

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through OSPF or local
routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct

user@1# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@1# set autonomous-system 123
user@1# set router-id 192.168.1.1

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 1 {
family inet {
address 172.16.12.1/24;

}
}
}
fe-1/2/1 {
unit 2 {

family inet {



address 172.16.13.1/24;

}
}
}
100 {
unit 1 {
family inet {
address 192.168.1.1/32;
}
}
}

user@R1# show protocols
bgp {
group internal {

type internal;
local-address 192.168.1.1;
export send-direct;
neighbor 192.168.2.1;
neighbor 192.168.3.1;

}
}
ospf {
area 0.0.0.0 {
interface 100.1 {
passive;
}
interface fe-1/2/0.1;
interface fe-1/2/1.2;
}
}

user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;



user@R1# show routing-options
autonomous-system 123;
router-id 192.168.1.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 3]

user@R2# set family inet address 172.16.12.21/24
[edit interfaces fe-1/2/1 unit 4]

user@R2# set family inet address 172.16.24.2/24

[edit interfaces 1lo@ unit 2]

user@R2# set family inet address 192.168.2.1/32

2. Configure BGP.

[edit protocols bgp group internall]
user@2# set type internal

user@R2# set local-address 192.168.2.1
user@r2# set export send-direct
user@r2# set neighbor 192.168.1.1
user@R2# set neighbor 192.168.3.1
[edit protocols bgp group externall]
user@R2# set type external

user@r2# set export send-direct
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user@R2# set peer-as 4
user@R2# set neighbor 172.16.24.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface 100.2 passive
user@2# set interface fe-1/2/0.3
user@2# set interface fe-1/2/1.4

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through OSPF or local

routes.

[edit policy-options policy-statement send-direct term 1]
user@r2# set from protocol direct
user@r2# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 123
user@R2# set router-id 192.168.2.1

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 3 {
family inet {
address 172.16.12.2/24;



fe-1/2/1 {
unit 4 {
family inet {
address 172.16.24.2/24;

}
}
}
lo0 {
unit 2 {
family inet {
address 192.168.2.1/32;
}
}
}

user@r2# show protocols
bgp {
group internal {
type internal;
local-address 192.168.2.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.3.1;
}
group external {
type external;
export send-direct;
peer-as 4,
neighbor 172.16.24.4;

}
}
ospf {
area 0.0.0.0 {
interface 100.2 {
passive;
}

interface fe-1/2/0.3;
interface fe-1/2/1.4;



user@r2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

user@R2# show routing-options
autonomous-system 123;
router-id 192.168.2.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R3

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R3:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0@ unit 5]

user@3# set family inet address 172.16.13.3/24
[edit interfaces fe-1/2/1 unit 6]

user@r3# set family inet address 172.16.34.3/24
[edit interfaces 1lo@ unit 3]

user@r3# set family inet address 192.168.3.1/32
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2. Configure BGP.

[edit protocols bgp group internall]
user@R3# set type internal

user@R3# set local-address 192.168.3.1
user@r3# set export send-direct
user@R3# set neighbor 192.168.1.1
user@R3# set neighbor 192.168.2.1
[edit protocols bgp group externall]
user@R3# set type external

user@R3# set export send-direct
user@R3# set peer-as 4

user@R3# set neighbor 172.16.34.4

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R3# set interface lo0.3 passive
user@R3# set interface fe-1/2/0.5
user@R3# set interface fe-1/2/1.6

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through OSPF or local
routes.

[edit policy-options policy-statement send-direct term 1]
user@r3# set from protocol direct
user@R3# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 123
user@R3# set router-id 192.168.3.1



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@r3# show interfaces
fe-1/2/0 {
unit 5 {
family inet {
address 172.16.13.3/24;

}
}
}
fe-1/2/1 {
unit 6 {
family inet {
address 172.16.34.3/24;
}
}
}
100 {
unit 3 {
family inet {
address 192.168.3.1/32;
}
}
}

user@r3# show protocols
bgp {
group internal {
type internal;
local-address 192.168.3.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.2.1;
}
group external {
type external;
export send-direct;



peer-as 4;
neighbor 172.16.34.4;

}
}
ospf {
area 0.0.0.0 {
interface 100.3 {
passive;
}
interface fe-1/2/0.5;
interface fe-1/2/1.6;
}
}

user@r3# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

user@R3# show routing-options
autonomous-system 123;
router-id 192.168.3.1;

If you are done configuring the device, enter comnit from configuration mode.

Configuring Device R4

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R4:
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1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 7]

user@R4# set family inet address 172.16.24.4/24
[edit interfaces fe-1/2/1 unit 8]

user@R4# set family inet address 172.16.34.4/24
[edit interfaces 1o@ unit 4]

user@R4# set family inet address 192.168.4.1/32
user@r4# set family inet address 172.16.44.0/32
user@R4# set family inet address 172.16.144.0/32

Device R4 has multiple loopback interface addresses to simulate advertised prefixes.

2. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through OSPF or local
routes.

[edit policy-options policy-statement send-direct term 1]
user@r4# set from protocol direct
user@r4# set then accept

3. Configure BGP.

[edit protocols bgp group externall
user@r4# set type external

user@r4# set export send-direct
user@R4# set peer-as 123

4. Configure the two MED policies.

[edit policy-options]

set policy-statement med-10 from route-filter 172.16.144.0/32 exact
set policy-statement med-10 then metric 10

set policy-statement med-10 then accept

set policy-statement med-30 from route-filter 0.0.0.0/0 longer

set policy-statement med-30 then metric 30

set policy-statement med-30 then accept



5. Configure the two EBGP neighbors, applying the two MED policies to Device R3, and a MED value of
20 to Device R2.

[edit protocols bgp group externall

user@R4# set neighbor 172.16.34.3 export med-10
user@R4# set neighbor 172.16.34.3 export med-30
user@r4# set neighbor 172.16.24.2 metric-out 20

6. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R4# set autonomous-system 4
user@R4# set router-id 192.168.4.1

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit 7 {
family inet {
address 172.16.24.4/24;

}
}
}
fe-1/2/1 {
unit 8 {
family inet {
address 172.16.34.4/24;
}
}
}
100 {
unit 4 {

family inet {
address 192.168.4.1/32;



address 172.16.44.0/32;
address 172.16.144.0/32;

user@R4# show protocols
bgp {
group external {
type external;
export send-direct;
peer-as 123;
neighbor 172.16.24.2 {
metric-out 20;
}
neighbor 172.16.34.3 {
export [ med-10 med-30 1;

user@r4# show policy-options
policy-statement med-10 {
from {
route-filter 172.16.144.0/32 exact;

}

then {
metric 10;
accept;

}

}
policy-statement med-30 {
from {
route-filter 0.0.0.0/0 longer;

}

then {
metric 30;
accept;

}



policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

user@R4# show routing-options
autonomous-system 4;
router-id 192.168.4.1;

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Checking the Active Path from Device R1 to Device R4

Purpose

Verify that the active path goes through Device R2.

Action

From operational mode, enter the show route protocol bgp command.

user@1> show route protocol bgp
inet.0: 13 destinations, 19 routes (13 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

172.16.12.0/24 [BGP/170] 4d 01:13:32, localpref 100, from 192.168.2.1



AS path: I
> to 172.16.12.2 via fe-1/2/0.1
172.16.13.0/24 [BGP/170] 3d 05:36:10, localpref 100, from 192.168.3.1
AS path: I
> to 172.16.13.3 via fe-1/2/1.2
172.16.24.0/24 [BGP/170] 4d 01:13:32, localpref 100, from 192.168.2.1
AS path: I
> to 172.16.12.2 via fe-1/2/0.1
172.16.34.0/24 [BGP/170] 3d 05:36:10, localpref 100, from 192.168.3.1
AS path: I
> to 172.16.13.3 via fe-1/2/1.2
172.16.44.0/32 *[BGP/170] 00:06:03, MED 20, localpref 100, from 192.168.2.1
AS path: 4 1
> to 172.16.12.2 via fe-1/2/0.1
172.16.144.0/32 *[BGP/170] 00:06:03, MED 10, localpref 100, from 192.168.3.1

AS path: 4 1
> to 172.16.13.3 via fe-1/2/1.2
192.168.2.1/32 [BGP/170] 4d 01:13:32, localpref 100, from 192.168.2.1
AS path: I
> to 172.16.12.2 via fe-1/2/0.1
192.168.3.1/32 [BGP/170] 3d 05:36:10, localpref 100, from 192.168.3.1
AS path: I

> to 172.16.13.3 via fe-1/2/1.2
192.168.4.1/32 *[BGP/170] 00:06:03, MED 20, localpref 100, from 192.168.2.1
AS path: 4 1
> to 172.16.12.2 via fe-1/2/0.1

Meaning

The output shows that the preferred path to the routes advertised by Device R4 is through Device R2
for all routes except 172.16.144.0/32. For 172.16.144.0/32, the preferred path is through Device R3.

Verifying That Device R4 Is Sending Its Routes Correctly

Purpose

Make sure that Device R4 is sending update messages with a value of 20 to Device R2 and a value of 30
to Device R3.



Action

From operational mode, enter the show route advertising-protocol bgp command.

user@4> show route advertising-protocol bgp 172.16.24.2

inet.@: 11 destinations, 13 routes (11 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.24.0/24 Self 20 I
* 172.16.34.0/24 Self 20 I
* 172.16.44.0/32 Self 20 I
* 172.16.144.0/32 Self 20 I
* 192.168.4.1/32 Self 20 I

user@R4> show route advertising-protocol bgp 172.16.34.3

inet.0: 11 destinations, 13 routes (11 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.24.0/24 Self 30 I
* 172.16.34.0/24 Self 30 I
* 172.16.44.0/32 Self 30 I
* 172.16.144.0/32 Self 10 I
* 192.168.4.1/32 Self 30 I
Meaning

The MED column shows that Device R4 is sending the correct MED values to its two EBGP neighbors.

Example: Associating the MED Path Attribute with the IGP Metric and Delaying MED Updates
Understanding Route Filters for Use in Routing Policy Match Conditions | 302
Understanding BGP Path Selection

Understanding External BGP Peering Sessions
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Example: Configuring Layer 3 VPN Protocol Family Qualifiers for Route
Filters
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This example shows how to control the scope of BGP import policies by configuring a family qualifier for
the BGP import policy. The family qualifier specifies routes of type inet, inet6, inet-vpn, or inet6-vpn.

Requirements

This example uses Junos OS Release 10.0 or later.

Before you begin:

e Configure the device interfaces.

e Configure an interior gateway protocol. See the Junos OS Routing Protocols Library.

e Configure a BGP session for multiple route types. For example, configure the session for both family
inet routes and family inet-vpn routes. See Configuring IBGP Sessions Between PE Routers in VPNs
and Configuring Layer 3 VPNs to Carry IPvé Traffic.

Overview

Family qualifiers cause a route filter to match only one specific family. When you configure an IPv4 route
filter without a family qualifier, as shown here, the route filter matches inet and inet-vpn routes.

route-filter ipv4-address/mask;

Likewise, when you configure an IPvé route filter without a family qualifier, as shown here, the route
filter matches inet6 and inet6-vpn routes.

route-filter ipvé6-address/mask;


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html

Consider the case in which a BGP session has been configured for both family inet routes and family
inet-vpn routes, and an import policy has been configured for this BGP session. This means that both
family inet and family inet-vpn routes, when received, share the same import policy. The policy term
might look as follows:

from {

route-filter 0.0.0.0/0 exact;
}
then {

next-hop self;

accept;

This route-filter logic matches an inet route of 0.0.0.0 and an inet-vpn route whose IPv4 address portion
is 0.0.0.0. The 8-byte route distinguisher portion of the inet-vpn route is not considered in the route-filter
matching. This is a change in Junos OS behavior that was introduced in Junos OS Release 10.0.

If you do not want your policy to match both types of routes, add a family qualifier to your policy. To
have the route-filter match only inet routes, add the family inet policy qualifier. To have the route-filter
match only inet-vpn routes, add the family inet-vpn policy qualifier.

The family qualifier is evaluated before the route-filter is evaluated. Thus, the route-filter is not
evaluated if the family match fails. The same logic applies to family inet6 and family inet6-vpn. The route-
filter used in the inet6 example must use an IPvé address. There is a potential efficiency gain in using a
family qualifier because the family qualifier is tested before most other qualifiers, quickly eliminating
routes from undesired families.

Configuration
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

inet Example

set policy-options policy-statement specific-family from family inet

set policy-options policy-statement specific-family from route-filter 0.0.0.0/0 exact
set policy-options policy-statement specific-family then next-hop self

set policy-options policy-statement specific-family then accept

set protocols bgp import specific-family

Inet-vpn Example

set policy-options policy-statement specific-family from family inet-vpn

set policy-options policy-statement specific-family from route-filter 0.0.0.0/0 exact
set policy-options policy-statement specific-family then next-hop self

set policy-options policy-statement specific-family then accept

set protocols bgp import specific-family

inet6 Example

set policy-options policy-statement specific-family from family inet6

set policy-options policy-statement specific-family from route-filter 0::0/0 exact
set policy-options policy-statement specific-family then next-hop self

set policy-options policy-statement specific-family then accept

set protocols bgp import specific-family

Inet6-vpn Example

set policy-options policy-statement specific-family from family inet6-vpn

set policy-options policy-statement specific-family from route-filter 0::0/0 exact
set policy-options policy-statement specific-family then next-hop self

set policy-options policy-statement specific-family then accept

set protocols bgp import specific-family



Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure a flow map:

1. Configure the family qualifier.

[edit policy-options]
user@host# set policy-statement specific-family from family inet

2. Configure the route filter.

[edit policy-options]

user@host# set policy-statement specific-family from route-filter 0.0.0.0/0 exact

3. Configure the policy actions.

[edit policy-options]
user@host# set policy-statement specific-family then next-hop self

user@host# set policy-statement specific-family then accept

4. Apply the policy.

[edit protocols bgp]
user@host# set import specific-family

Results

From configuration mode, confirm your configuration by issuing the show protocols and show policy-options
command. If the output does not display the intended configuration, repeat the instructions in this
example to correct the configuration.

user@host# show protocols
bgp {
import specific-family;
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}
user@host# show policy-options
policy-statement specific-family {
from {
family inet;
route-filter 0.0.0.0/0 exact;

}

then {
next-hop self;
accept;

}

If you are done configuring the device, enter commit from configuration mode.

Repeat the procedure for every protocol family for which you need a specific route-filter policy.

Verification
To verify the configuration, run the following commands:
e show route advertising-protocol bgp neighbor detail

e show route instance instance-name detail

Understanding Prefix Lists for Use in Routing Policy Match Conditions

IN THIS SECTION
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A prefix listis a named list of IP addresses. You can specify an exact match with incoming routes and
(optionally) apply a common action to all matching prefixes in the list.



Suppose, for example, that you configure the following prefix list:

prefix-list bgp179 {
apply-path "protocols bgp group <*> neighbor <x>";

This works well when all neighbors on the device are in the same address family.

When the neighbors are in different address families, for example when both IPv4 and IPvé neighbors
are configured, you can use a prefix list as follows:

prefix-list IPV4-BGP-NEIGHBORS {

apply-path "protocols bgp group <*> neighbor <x.* x *>",
}
prefix-list IPV6-BGP-NEIGHBORS {

apply-path "protocols bgp group <*> neighbor <x:*:*>";

One prefix list matches IPv4 addresses. The other matches IPvé addresses. You can run the show
configuration policy-options prefix-list prefix-list name | display inheritance command to verify the
configuration.

A prefix list functions like a route list that contains multiple instances of the exact match type only. The
differences between these two extended match conditions are summarized in Table 17 on page 393.

Table 17: Prefix List and Route List Differences

Feature Prefix List Route Lists

Action Can specify action in a then statement Can specify action that is applied to a
only. If specified, the actions are applied | particular prefix in a route-filter match
to all prefixes that match the term. condition in a from statement, or to all

prefixes in the list using a then statement.

For information about configuring route lists, see "Understanding Route Filters for Use in Routing Policy
Match Conditions" on page 302.

This section includes the following information:



Configuring Prefix Lists

You can create a named prefix list and include it in a routing policy with the prefix-list match condition
(described in "Routing Policy Match Conditions" on page 56).

To define a prefix list, include the prefix-list statement:

[edit policy-options]
prefix-list prefix-list-name {
apply-path path;
Ip-addresses;

You can use the apply-path statement to include all prefixes (and their associated network mask) pointed
to by a defined path, or you can specify one or more addresses, or both.

To include a prefix list in a routing policy, specify the prefix-list match condition in the from statement at
the [edit policy-options policy-statement policy-name term term-name] hierarchy level:

[edit policy-options policy-statement policy-name term term-name]
from {

prefix-list prefix-1ist-name;
}

then actions;

name identifies the prefix list. It can contain letters, numbers, and hyphens (-) and can be up to 127 bytes
long. To include spaces in the name, enclose the entire name in quotation marks (“").

ip-addresses are the IPv4 or IP version 6 (IPvé6) prefixes specified as prefix/ prefix-length. If you omit prefix-
length for an IPv4 prefix, the default is /32prefix-Iength. If you omit prefix-iengthfor an IPvé prefix, the
default is /128. Prefixes specified in a from statement must be either all IPv4 addresses or all IPv6
addresses. You cannot apply actions to individual prefixes in the list.

You can specify the same prefix list in the from statement of multiple routing policies or firewall filters.
For information about firewall filters, see "Guidelines for Configuring Firewall Filters" on page 793 and
"Guidelines for Applying Standard Firewall Filters" on page 800.

Use the apply-path statement to configure a prefix list comprising all IP prefixes pointed to by a defined
path. This eliminates most of the effort required to maintain a group prefix list.

The path consists of elements separated by spaces. Each element matches a configuration keyword or
an identifier, and you can use wildcards to match more than one identifier. Wildcards must be enclosed
in angle brackets, for example, <*>.



NOTE: You cannot add a path element, including wildcards, after a leaf statement in the apply-path
statement. Path elements, including wildcards, can only be used after a container statement.
When you use apply-path to define a prefix list, you can also use the same prefix list in a policy
statement.

For examples of configuring a prefix list, see "Example: Configuring Routing Policy Prefix Lists " on page
396.

How Prefix Lists Are Evaluated in Routing Policy Match Conditions

During prefix list evaluation, the policy framework software performs a /ongest-match lookup, which
means that the software searches for the prefix in the list with the longest length. The order in which
you specify the prefixes, from top to bottom, does not matter. The software then compares a route’s
source address to the longest prefix.

You can use prefix list qualifiers for prefixes contained in a prefix list by configuring a prefix list filter. For
more information, see Configuring Prefix Lists for Use in Routing Policy Match Conditions.

If a match occurs, the evaluation of the current term continues. If a match does not occur, the evaluation
of the current term ends.

If you specify multiple prefixes in the prefix list, only one prefix must match for a match to occur. The
prefix list matching is effectively a logical OR operation.

Configuring Prefix List Filters

A prefix list filter allows you to apply prefix list qualifiers to a list of prefixes within a prefix list. The
prefixes within the list are evaluated using the specified qualifiers. You can configure multiple prefix list
filters under the same policy term.

To configure a prefix list filter, include the prefix-list-filter statement at the [edit policy-options policy-
statement policy-name from] hierarchy level:

[edit policy-options policy-statement policy-name]
from {
prefix-list-filter prefix-1ist-name match-type actions,

The prefix-1ist-name option is the name of the prefix list to be used for evaluation. You can specify only
one prefix list.



The match-type option is the type of match to apply to the prefixes in the prefix list. It can be one of the
match types listed in Table 18 on page 396.

The actions option is the action to take if the prefix list matches. It can be one or more of the actions

listed in "Configuring Flow Control Actions" on page 74 and "Configuring Actions That Manipulate Route
Characteristics" on page 75.

Table 18: Route List Match Types for a Prefix List Filter

Match Type Match Condition

exact The route shares the same most-significant bits (described by prefix-length), and prefix-
lengthis equal to the route’s prefix length.

longer The route shares the same most-significant bits (described by prefix-length), and prefix-
Iengthis greater than the route’s prefix length.

orlonger The route shares the same most-significant bits (described by prefix-length), and prefix-
lengthis equal to or greater than the route’s prefix length.
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In Junos OS, prefix lists provide one method of defining a set of routes. Junos OS provides other
methods of accomplishing the same task, such as route filters. A prefix list is a listing of IP prefixes that
represent a set of routes that are used as match criteria in an applied policy. Such a list might be useful
for representing a list of customer routes in your autonomous system (AS). A prefix list is given a name
and is configured within the [edit policy-options] configuration hierarchy.

Requirements
No special configuration beyond device initialization is required before configuring this example.

Updated and re-validated using Junos OS Release 22.1R1.

Overview
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Prefix lists are similar to a list of route filters. The functional difference between route filters and prefix
lists is that you cannot specify a range using a prefix list. You can simulate a range using a prefix list by
including additional prefixes in the list, or by using two prefix lists, one shorter and one longer, setting
one to accept and the other to reject. You can also filter a prefix list using the prefix-list-filter match
condition. Your choices are exact, longer, and orlonger.

The benefit of a prefix list over a list of route filters is seen when the prefixes are referenced in several
different locations. For instance, a prefix list can be referenced in a BGP import policy, an export policy,
an RPF policy, in firewall filters, in loopback filters, in setting a multicast scope, and so on.

When your list of prefixes changes, rather than trying to remember the many different locations prefixes
are configured, you can instead update the prefix list, changing the prefix one time instead of multiple
times. This helps to reduce the likelihood of configuration errors, such as mistyping the address in a
location or forgetting to update one or more locations.

Prefix lists also help when managing a large number of devices. You can write the various filters and
policies as generically as possible, referencing prefix lists instead of specific IP addresses. The more
complex logic in the filters and policies has to be written only one time, with minimal per-device and
per-site customizations.

As shown in Figure 28 on page 400, each router in AS 65000 has customer routes. Device R1 assigns
customer routes within the 172.16.1.0/24 subnet. Device R2 and Device R3 assign customer routes
within the 172.16.2.0/24 and 172.16.3.0/24 subnets, respectively. Device R1 has been designated the



central point in AS 65000 to maintain a complete list of customer routes. Device R1 has a prefix list
called customers, as follows:

user@1# show policy-options

prefix-list customers {
172.16.1.16/28;
172.16.1.32/28;

172.16.1.48/28,;
172.16.1.64/28;
172.16.2.16/28,;
172.16.2.32/28;
172.16.2.48/28,;
172.16.2.64/28;
172.16.3.16/28,;
172.16.3.32/28,;
172.16.3.48/28,;
172.16.3.64/28;

As you can see, the prefix list does not contain a match type for each route (as you would see with a
route filter). This is an important point when using a prefix list in a policy. Routes match only if they
exactly match one of the prefixes in the list. In other words, each route in the list must appear in the
routing table exactly as it is configured in the prefix list.

You reference the prefix list as a match criterion within a policy like this:

user@1# show policy-options
policy-statement customer-routes {
term get-routes {
from {
prefix-list customers;
}
then accept;
}
term others {

then reject;

In this example, all the routes in the customers prefix list appear in the routing table on Device R1. Device
R2 and Device R3 export to Device R1 static routes to their customers.



As previously mentioned, you can use the prefix-list-filter match condition with the exact, longer, or
orlonger match type. This provides a way to avoid the prefix list exact-match limitation of prefix lists. For
example:

user@R1# show policy-options
policy-statement customer-routes {
term get-routes {
from {
prefix-list-filter customers orlonger;
}
then accept;
}
term others {

then reject;

The example demonstrates the effects of both the prefix-list match condition and the prefix-list-filter
match condition.



400

Topology

Figure 28 on page 400 shows the sample network.

Figure 28: BGP Topology for Policy Prefix Lists
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"CLI Quick Configuration" on page 401 shows the configuration for all of the devices in Figure 28 on
page 400.

The section "No Link Title" on page 403 describes the steps on Device R1.

Configuration

IN THIS SECTION

®  CLI Quick Configuration | 401
®  Procedure | 403



CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1
set interfaces ge-0/0/0 unit @ description to_R2
set interfaces ge-0/0/0 unit @ family inet address 10.0.0.1/30
set interfaces ge-0/0/1 unit @ description to_R3
set interfaces ge-0/0/1 unit @ family inet address 10.0.0.5/30
set interfaces ge-0/0/2 unit @ description to_R4
set interfaces ge-0/0/2 unit @ family inet address 10.1.0.5/30
set interfaces 1o@ unit @ family inet address 192.168.0.1/32
set policy-options prefix-list customers 172.16.1.16/28
set policy-options prefix-list customers 172.16.1.32/28
set policy-options prefix-list customers 172.16.1.48/28
set policy-options prefix-list customers 172.16.1.64/28
set policy-options prefix-list customers 172.16.2.16/28
set policy-options prefix-list customers 172.16.2.32/28
set policy-options prefix-list customers 172.16.2.48/28
set policy-options prefix-list customers 172.16.2.64/28
set policy-options prefix-list customers 172.16.3.16/28
set policy-options prefix-list customers 172.16.3.32/28
set policy-options prefix-list customers 172.16.3.48/28
set policy-options prefix-list customers 172.16.3.64/28

set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

policy-options

policy-options

policy-options

routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
protocols
protocols
protocols
protocols
protocols

protocols

policy-statement customer-routes term get-routes from prefix-list customers

policy-statement customer-routes term get-routes then accept

policy-statement customer-routes term others then reject

router-id 192.168.0.1

autonomous-system 65000

static
static
static

static

bgp group int neighbor 192.168.0.2
bgp group int neighbor 192.168.0.3
bgp group to_65001 type external

route 172.16.1.16/28 discard
route 172.16.1.32/28 discard
route 172.16.1.48/28 discard
route 172.16.1.64/28 discard
bgp group int type internal

bgp group int local-address 192.168.0.1

bgp group to_65001 export customer-routes



set
set
set
set

protocols bgp group to_65001 neighbor 10.1.0.6 peer-as 65001
protocols ospf area 0.0.0.0 interface ge-0/0/0.0

protocols ospf area 0.0.0.0 interface ge-0/0/1.0

protocols ospf area 0.0.0.0 interface 100.0 passive

Device R2

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces ge-0/0/0 unit @ description to_R1

interfaces ge-0/0/0 unit @ family inet address 10.0.0.2/30
interfaces ge-0/0/1 unit @ description to_R3

interfaces ge-0/0/1 unit @ family inet address 10.1.0.1/30
interfaces 1lo@ unit @ family inet address 192.168.0.2/32
policy-options policy-statement send-static term 1 from protocol static
policy-options policy-statement send-static term 1 then accept
routing-options router-id 192.168.0.2

routing-options autonomous-system 65000

routing-options static route 172.16.2.16/28 discard
routing-options static route 172.16.2.32/28 discard
routing-options static route 172.16.2.48/28 discard
routing-options static route 172.16.2.64/28 discard

protocols bgp group int type internal

protocols bgp group int local-address 192.168.0.2

protocols bgp group int neighbor 192.168.0.1 export send-static
protocols bgp group int neighbor 192.168.0.3

protocols ospf area 0.0.0.0 interface ge-0/0/0.0

protocols ospf area 0.0.0.0 interface ge-0/0/1.0

protocols ospf area 0.0.0.0 interface 100.0 passive

Device R3

set
set
set
set
set
set
set
set
set
set
set

interfaces ge-0/0/0 unit @ description to_R1

interfaces ge-0/0/0 unit @ family inet address 10.0.0.6/30
interfaces ge-0/0/1 unit @ description to_R2

interfaces ge-0/0/1 unit @ family inet address 10.1.0.2/30
interfaces 1o@ unit @ family inet address 192.168.0.3/32
policy-options policy-statement send-static term 1 from protocol static
policy-options policy-statement send-static term 1 then accept
routing-options router-id 192.168.0.3

routing-options autonomous-system 65000

routing-options static route 172.16.3.16/28 discard
routing-options static route 172.16.3.32/28 discard



set routing-options static route 172.16.3.48/28 discard

set routing-options static route 172.16.3.64/28 discard

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int neighbor 192.168.0.1 export send-static
set protocols bgp group int neighbor 192.168.0.2

set protocols ospf area 0.0.0.0 interface ge-0/0/0.0

set protocols ospf area 0.0.0.0 interface ge-0/0/1.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

Device R4

set interfaces ge-0/0/0 unit @ description to_R1

set interfaces ge-0/0/0 unit @ family inet address 10.1.0.6/30
set interfaces 1o@ unit @ family inet address 192.168.0.4/32
set routing-options autonomous-system 65001

set protocols bgp group ext type external

set protocols bgp group ext peer-as 65000

set protocols bgp group ext neighbor 10.1.0.5

Procedure

Step-by-Step Procedure

We are showing the step-by-step procedure to configure R1. The other routers have a similar step-by-
step process. The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on
page 1853 in the Junos OS CLI User Guide.

To configure R1:

1. Configure the interfaces.

[edit]

user@1# set interfaces ge-0/0/0 unit @ description to_R2

user@R1# set interfaces ge-0/0/0 unit @ family inet address 10.0.0.1/30
user@R1# set interfaces ge-0/0/1 unit @ description to_R3

user@R1# set interfaces ge-0/0/1 unit @ family inet address 10.0.0.5/30
user@1# set interfaces ge-0/0/2 unit @ description to_R4
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user@1# set interfaces ge-0/0/2 unit @ family inet address 10.1.0.5/30
user@R1# set interfaces 1lo@ unit @ family inet address 192.168.0.1/32

2. Configure the internal BGP (IBGP) peerings to R2 and R3.

[edit]

user@R1# set protocols bgp group int type internal

user@1# set protocols bgp group int local-address 192.168.0.1
user@R1# set protocols bgp group int neighbor 192.168.0.2
user@1# set protocols bgp group int neighbor 192.168.0.3

3. Configure the external BGP (EBGP) peering to R4. The export policy configuration is shown in a later
step.

[edit]

user@R1# set protocols bgp group to_65001 type external

user@1# set protocols bgp group to_65001 export customer-routes
user@R1# set protocols bgp group to_65001 neighbor 10.1.0.6 peer-as 65001

4. Configure the OSPF peerings to R2 and R3. The OSPF protocol provides the learning of the loopback
address for each device which allows the IBGP peerings to establish.

[edit]

user@1# set protocols ospf area 0.0.0.0 interface ge-0/0/0.0
user@R1# set protocols ospf area 0.0.0.0 interface ge-0/0/1.0
user@1# set protocols ospf area 0.0.0.0 interface 100.0 passive

5. Configure the prefix list.

[edit]

user@1# set policy-options prefix-list customers 172.16.1.16/28
user@R1# set policy-options prefix-list customers 172.16.1.32/28
user@1# set policy-options prefix-list customers 172.16.1.48/28

user@R1# set policy-options prefix-list customers 172.16.1.64/28
user@1# set policy-options prefix-list customers 172.16.2.16/28
user@R1# set policy-options prefix-list customers 172.16.2.32/28
user@1# set policy-options prefix-list customers 172.16.2.48/28
user@R1# set policy-options prefix-list customers 172.16.2.64/28
user@1# set policy-options prefix-list customers 172.16.3.16/28



user@1# set policy-options prefix-list customers 172.16.3.32/28
user@R1# set policy-options prefix-list customers 172.16.3.48/28
user@1# set policy-options prefix-list customers 172.16.3.64/28

6. Configure the routing policy that references the prefix list as a match criterion.

[edit]

user@1# set policy-options policy-statement customer-routes term get-routes from prefix-list
customers

user@1# set policy-options policy-statement customer-routes term get-routes then accept

user@R1# set policy-options policy-statement customer-routes term others then reject

7. Configure the static routes for the 172.16.1.0/24 network. We are using static routes to emulate the
customer routes.

[edit]

user@1# set routing-options static route 172.16.1.16/28 discard
user@R1# set routing-options static route 172.16.1.32/28 discard
user@1# set routing-options static route 172.16.1.48/28 discard
user@R1# set routing-options static route 172.16.1.64/28 discard

8. Configure the autonomous system (AS) number and router ID.

[edit]
user@R1# set routing-options router-id 192.168.0.1

user@1# set routing-options autonomous-system 65000

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
ge-0/0/0 {
unit @ {
description to_R2;

family inet {



address 10.0.0.1/30;

}
}
}
ge-0/0/1 {
unit 0 {
description to_R3;
family inet {
address 10.0.0.5/30;
}
}
}
ge-0/0/2 {
unit 0 {
description to_R4;
family inet {
address 10.1.0.5/30;
}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.1/32;
}
}
}

user@R1# show protocols

bgp {
group int {
type internal;
local-address 192.168.0.1;
neighbor 192.168.0.2;
neighbor 192.168.0.3;
}

group to_65001 {
type external;
export customer-routes;
neighbor 10.1.0.6 {
peer-as 65001;



}
}
ospf {
area 0.0.0.0 {
interface ge-0/0/0.0;
interface ge-0/0/1.0;
interface 100.0 {
passive;
}
}
}

user@R1# show policy-options

prefix-list customers {

172.16.1.16/28;
172.16.1.32/28,;
172.16.1.48/28;
172.16.1.64/28;
172.16.2.16/28;
172.16.2.32/28,;
172.16.2.48/28;
172.16.2.64/28,;
172.16.3.16/28;
172.16.3.32/28,;
172.16.3.48/28;
172.16.3.64/28,;

}
policy-statement customer-routes {
term get-routes {
from {
prefix-1list customers;
}
then accept;
}
term others {

then reject;



user@R1# show routing-options
static {
route 172.16.1.16/28 discard;
route 172.16.1.32/28 discard;
route 172.16.1.48/28 discard;
route 172.16.1.64/28 discard;
}
router-id 192.168.0.1;
autonomous-system 65000;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying the Routes on R1 | 408
Verifying the Route Advertisement to R4 | 409

Experimenting with the prefix-list-filter Statement | 410

Confirm that the configuration is working properly.

Verifying the Routes on R1

Purpose

On R1, check the routes in the routing table.

Action

user@1> show route terse 172.16/16

inet.0: 30 destinations, 30 routes (30 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both



A V Destination P Prf Metric 1 Metric 2 Next hop AS path

* 27 172.16.1.16/28 S 5 Discard

* 7 172.16.1.32/28 S 5 Discard

* 27 172.16.1.48/28 S 5 Discard

* 7 172.16.1.64/28 S 5 Discard

* 27 172.16.2.16/28 B 170 100 I
unverified >10.0.0.2

* 27 172.16.2.32/28 B 170 100 I
unverified >10.0.0.2

* 7 172.16.2.48/28 B 170 100 I
unverified >10.0.0.2

* 27 172.16.2.64/28 B 170 100 I
unverified >10.0.0.2

* 7 172.16.3.16/28 B 170 100 I
unverified >10.0.0.6

* 7 172.16.3.32/28 B 170 100 I
unverified >10.0.0.6

* 7 172.16.3.48/28 B 170 100 I
unverified >10.0.0.6

* 7 172.16.3.64/28 B 170 100 I
unverified >10.0.0.6

Meaning

Device R1 has learned its own static routes (S) and the BGP routes from Devices R2 and R3 (B).

Verifying the Route Advertisement to R4

Purpose

On R1, make sure that the customer routes are advertised to R4.

Action

user@1> show route advertising-protocol bgp 10.1.0.6

inet.@: 30 destinations, 30 routes (30 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path

* 172.16.1.16/28 Self I

* 172.16.1.32/28 Self I



* 172.16.1.48/28 Self I
* 172.16.1.64/28 Self I
* 172.16.2.16/28 Self I
* 172.16.2.32/28 Self I
* 172.16.2.48/28 Self I
* 172.16.2.64/28 Self I
* 172.16.3.16/28 Self I
* 172.16.3.32/28 Self I
* 172.16.3.48/28 Self I
* 172.16.3.64/28 Self I
Meaning

As expected, only the routes from the customer prefix list are advertised to R4.

Experimenting with the prefix-list-filter Statement

Purpose

See what can happen when you use prefix-list-filter instead of prefix-list.

Action

1. On R3, add a static route that is longer than one of the existing static routes.

[edit routing-options static]
user@r3# set route 172.16.3.65/32 discard
user@3# commit

2. On R1, deactivate the prefix list and configure a prefix list filter with the orlonger match type.

[edit policy-options policy-statement customer-routes term get-routes]
user@R1# deactivate from prefix-list customers

user@1# set from prefix-list-filter customers orlonger

user@R1# commit



3. On R1, check which routes are advertised to R4.

user@1> show route advertising-protocol bgp 10.1.0.6

inet.@: 31 destinations, 31 routes (31 active, @ holddown, @ hidden)

Prefix

* 172.
* 172.
* 172.
* 172.
* 172.
* 172.
* 172.
* 172.
* 172.
* 172.
* 172.
* 172.
* 172.

Meaning

As expected, R1 is now advertising the 172.16.3.65/32 route to R4, even though 172.16.3.65/32 is not
in the prefix list.
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Example: Configuring the Priority for Route Prefixes in the RPD
Infrastructure
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This example shows how to configure priority for route prefixes in the RPD infrastructure for the OSPF,
LDP, and BGP protocols.

Requirements
This example uses the following hardware and software components:
e Three routers in a combination of ACX Series, M Series, MX Series, PTX Series, and T Series.
e Junos OS Release 16.1 or later running on all devices.
Before you begin:
1. Configure the device interfaces.
2. Configure the following protocols:
e BGP
e MPLS
o OSPF

e LDP



Overview

IN THIS SECTION

Topology | 413

In a network with a large number of routes, it is sometimes important to control the order in which
routes get updated for better convergence and to provide differentiated services. Prefix prioritization
helps users to prioritize certain routes/prefixes over others and have control over the order in which
routes get updated in the RIB (routing table) and the FIB (forwarding table). In Junos OS Release 16.1
and later, you can control the order in which the routes get updated from LDP/OSPF to rpd and rpd to
kernel. You can specify a priority of high or low through the existing import policy in the protocols. In the
event of a topology change, high priority prefixes are updated in the routing table first, followed by low
priority prefixes. In general, routes that are not explicitly assigned a priority are treated as medium
priority. Within the same priority level, routes will continue to be updated in lexicographic order.

In this example, the routing device is in area 0.0.0.0, with interface ge-1/3/0 connected to the
neighboring device. You configure three import routing policies: next-hop-self, ospf-prio, and
prio_for_bgp. The routing policy next-hop-self accepts routes from BGP. For the OSPF routing policy,
routes matching 172.16.25.3/32 are installed first because they have a priority of high. LDP imports
routes from OSPF. For BGP prioritization, routes matching 172.16.50.1/32 are installed first because
they have a priority of high. Routes associated with these prefixes are installed in the routing table in the
order of the specified priority of the prefix.

Topology

Figure 29 on page 413 shows the sample topology.

Figure 29: Priority for Route Prefixes in the rpd Infrastructure

R1 R2 R3

% ge-1/3/0 ge-1/0/5 % ge-1/3/0 ge-1/0/1 %

25.25.12.1/24 25.25.12.2/24 25.25.23.2/24 25.25.23.3/24

loO:

R1 25.25.1.1/32
R2 25.25.2.2/32
R3 25.25.3.3/32
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Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from the configuration mode.

R1

set interfaces ge-1/3/0 unit 0 family inet address 172.16.12.1/24

set interfaces ge-1/3/0 unit 0 family mpls

set interfaces 100 unit @ family inet address 172.16.25.1/32

set protocols mpls interface ge-1/3/0.0

set protocols bgp group prio_internal type internal

set protocols bgp group prio_internal local-address 172.16.25.1

set protocols bgp group prio_internal import prio_for_bgp

set protocols bgp group prio_internal neighbor 172.16.25.3 family inet unicast
set protocols bgp group prio_internal neighbor 172.16.25.3 export next-hop-self
sset protocols ospf import ospf_prio

set protocols ospf area 0.0.0.0 interface ge-1/3/0.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols 1ldp interface ge-1/3/0.0

set protocols 1ldp interface 100.0

set policy-options policy-statement next-hop-self term nhself from protocol bgp
set policy-options policy-statement next-hop-self term nhself then next-hop self
set policy-options policy-statement next-hop-self term nhself then accept

set policy-options policy-statement ospf_prio term ospf_ldp from protocol ospf
set policy-options policy-statement ospf_prio term ospf_ldp from route-filter 172.16.25.3/32
exact

set policy-options policy-statement ospf_prio term ospf_ldp then priority high
set policy-options policy-statement ospf_prio term ospf_ldp then accept

set policy-options policy-statement prio_for_bgp term bgp_prio from protocol bgp



set policy-options policy-statement prio_for_bgp term bgp_prio from route-filter 172.16.50.1/32
exact

set policy-options policy-statement prio_for_bgp term bgp_prio then priority high

set routing-options nonstop-routing

set routing-options router-id 172.16.25.1

set routing-options autonomous-system 2525

R2

set interfaces ge-1/0/5 unit @ family inet address 172.16.12.2/24
set interfaces ge-1/0/5 unit 0 family mpls

set interfaces ge-1/3/0 unit @ family inet address 172.16.23.2/24
set interfaces ge-1/3/0 unit 0 family mpls

set interfaces 1lo@ unit @ family inet address 172.16.25.2/32

set protocols mpls interface ge-1/0/5.0

set protocols mpls interface ge-1/3/0.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface ge-1/0/5.0

set protocols ospf area 0.0.0.0 interface ge-1/3/0.0

set protocols ldp interface ge-1/0/5.0

set protocols 1ldp interface ge-1/3/0.0

set protocols 1ldp interface 100.0

set routing-options nonstop-routing

set routing-options router-id 172.16.25.2

set routing-options autonomous-system 2525

R3

set interfaces ge-1/0/1 unit 0 family inet address 172.16.23.3/24

set interfaces ge-1/0/1 unit 0 family mpls

set interfaces 100 unit 0 family inet address 172.16.25.3/32

set protocols mpls interface ge-1/0/1.0

set protocols bgp group prio_internal type internal

set protocols bgp group prio_internal local-address 172.16.25.3

set protocols bgp group prio_internal neighbor 172.16.25.1 family inet unicast
set protocols bgp group prio_internal neighbor 172.16.25.1 export next-hop-self
set protocols bgp group prio_internal neighbor 172.16.25.1 export static_to_bgp
set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface ge-1/0/1.0

set protocols 1ldp interface ge-1/0/1.0

set protocols ldp interface 100.0



set policy-options policy-statement next-hop-self term nhself from protocol bgp

set policy-options policy-statement next-hop-self term nhself then next-hop self

set policy-options policy-statement next-hop-self term nhself then accept

set policy-options policy-statement static_to_bgp term s_to_b from protocol static

set policy-options policy-statement static_to_bgp term s_to_b from route-filter 172.16.50.1/32
exact

set policy-options policy-statement static_to_bgp term s_to_b from route-filter 172.16.50.2/32
exact

set policy-options policy-statement static_to_bgp term s_to_b then accept

set routing-options nonstop-routing

set routing-options static route 172.16.50.1/32 receive

set routing-options static route 172.16.50.2/32 receive

set routing-options router-id 172.16.25.3

set routing-options autonomous-system 2525

Configuring Device R1

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces]

user@R1# set interfaces ge-1/3/0 unit 0 family inet address 172.16.12.1/24
user@R1# set interfaces ge-1/3/0 unit 0 family mpls

user@R1# set interfaces 1lo@ unit @ family inet address 172.16.25.1/32

2. Assign the loopback address to the device.

[edit 100 unit @ family]
user@1# set address 172.16.25.1/32
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3. Configure MPLS.

[edit protocols]
user@R1# set protocols mpls interface ge-1/3/0.0

4. Configure the router ID and autonomous system of Router R1.

[edit routing-options]
user@R1# set router-id 172.16.7.7
user@R1# set autonomous-system 100

5. Enable OSPF on the interfaces of Router R1.

[edit protocols]

user@R1# set protocols ospf import ospf_prio

user@R1# set protocols ospf area 0.0.0.0 interface ge-1/3/0.0
user@R1# set protocols ospf area 0.0.0.0 interface 100.0 passive

6. Configure LDP protocols on the interfaces.

[edit protocols]
user@R1# set protocols ldp interface ge-1/3/0.0
user@1# set protocols ldp interface 100.0

7. Configure BGP.

[edit protocols]

user@R1# set protocols bgp group prio_internal type internal

user@R1# set protocols bgp group prio_internal local-address 172.16.25.1

user@R1# set protocols bgp group prio_internal import prio_for_bgp

user@1# set protocols bgp group prio_internal neighbor 172.16.25.3 family inet unicast
user@R1# set protocols bgp group prio_internal neighbor 172.16.25.3 export next-hop-self

8. Configure the policy options to prioritize the routes. The policy next-hop-self accepts routes from
BGP. You configure three import routing policies: next-hop-self, ospf-prio, and prio_for_bgp. The
routing policy next-hop-self accepts routes from BGP. For the ospf-prio routing policy, routes
matching 172.16.25.3/32 are installed first because they have a priority of high. LDP imports routes



from OSPF. For prio_for_bgp policy, routes matching 172.16.50.1/32 are installed first because they
have a priority of high.

[edit policy-options policy-statement]

user@R1# set policy-options policy-statement next-hop-self term nhself from protocol bgp
user@1# set policy-options policy-statement next-hop-self term nhself then next-hop self
user@R1# set policy-options policy-statement next-hop-self term nhself then accept
user@R1# set policy-options policy-statement ospf_prio term ospf_ldp from protocol ospf
user@R1# set policy-options policy-statement ospf_prio term ospf_ldp from route-filter
172.16.25.3/32 exact

set policy-options policy-statement ospf_prio term ospf_ldp then priority high

set policy-options policy-statement ospf_prio term ospf_ldp then accept

set policy-options policy-statement prio_for_bgp term bgp_prio from protocol bgp

set policy-options policy-statement prio_for_bgp term bgp_prio from route-filter
172.16.50.1/32 exact

set policy-options policy-statement prio_for_bgp term bgp_prio then priority high

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols,
show routing-options, and show policy-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@R1# show interfaces
ge-1/3/0 {
unit @ {
family inet {
address 172.16.12.1/24;

}
family mpls;
}
}
lo0 {
unit 0 {

family inet {
address address 172.16.25.1/32;



}
[edit]
user@R1# show protocols
mpls {
interface ge-1/3/0.0;
}
bgp {
group prio_internal {
type internal;
local-address 172.16.25.1;
import prio_for_bgp
neighbor 172.16.25.3 {
family inet {
unicast;
}
export next-hop-self;
}
}
}
ospf {
import ospf_prio;
area 0.0.0.0 {
interface ge-1/3/0.0;
interface 100.0 {
passive;
}
}
}
ldp {
interface ge-1/3/0.0;
interface 100.0;
}
}
[edit]

user@R1# show routing-options
nonstop-routing;



router-id 172.16.25.1;

autonomous-system 2525;

[edit]
user@1# show policy-options
policy-statement next-hop-self {
term nhself {
from protocol bgp;
then {
next-hop self;

accept;

}
policy-statement ospf_prio {
term ospf_ldp {
from {
protocol ospf;
route-filter 172.16.25.3/32 exact;

}
then {
priority high;
accept;
}
}

}
policy-statement prio_for_bgp {
term bgp_prio {
from {
protocol bgp;
route-filter 172.16.50.1/32 exact;
}
then priority high;

If you are done configuring the device, enter conmit from the configuration mode.



Verification
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Confirm that the configuration is working properly.

Verifying the Priority for OSPF Routes

Purpose

Verify that the priority is set for the expected route in OSPF.

Action

On Device R1, from operational mode, run the show ospf route 172.16.25.3/32 extensive command. A
priority of high is applied to OSPF route 172.16.25.3.

user@1> show ospf route 172.16.25.3/32 extensive

Topology default Route Table:

Prefix Path Route NH Metric NextHop Nexthop
Type Type Type Interface Address/LSP
172.16.25.3 Intra Router IP 2 ge-1/3/0.0 172.16.12.2
area 0.0.0.9, origin 172.16.25.3, optional-capability 0x@
172.16.25.3/32 Intra Network IP 2 ge-1/3/0.0 172.16.12.2

area 0.0.0.0, origin 172.16.25.3, priority high

Meaning

The output shows priority high is applied for OSPF route 172.16.25.3.



Verifying the Priority for LDP Routes

Purpose

Verify if LDP inherits from OSPF.

Action

From operational mode, enter the show route 172.16.25.3 command to verify if LDP has inherited routes
from OSPF.

user@1> show route 172.16.25.3

inet.0: 24 destinations, 24 routes (24 active, 0 holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.25.3/32 *[OSPF/10] 00:10:27, metric 2
> to 172.16.25.2 via ge-1/3/0.0

inet.3: 2 destinations, 2 routes (2 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.25.3/32 *[LDP/9] 00:10:24, metric 1
> to 172.16.25.2 via ge-1/3/0.0, Push 299824

From operational mode, enter the show route 172.16.25.3 extensive command to verify if LDP has inherited
priority.

user@R1> show route 172.16.25.3 extensive
inet.0: 24 destinations, 24 routes (24 active, @ holddown, @ hidden)
172.16.25.3/32 (1 entry, 1 announced)
State:<Flashall>
TSI:
KRT in-kernel 172.16.25.3/32 -> {172.16.12.2}
*0SPF  Preference: 10
Next hop type: Router, Next hop index: 549
Address: 0xa463390
Next-hop reference count: 6
Next hop: 172.16.12.2 via ge-1/3/0.0, selected
Session Id: 0x@



State:<Active Int HighPriority>
Local AS: 2525

Age: 10:43 Metric: 2

Validation State: unverified

Area: 0.0.0.0

Task: OSPF

Announcement bits (4): 0-KRT 4-LDP 6-Resolve tree 2 7-Resolve_IGP_FRR task
AS path: I

inet.3: 2 destinations, 2 routes (2 active, © holddown, @ hidden)

172.16.25.3/32 (1 entry, 1 announced)
State:<Flashall>

LDP Preference: 9
Next hop type: Router, Next hop index: 582
Address: 0xa477810
Next-hop reference count: 12
Next hop: 172.16.12.2 via ge-1/3/0.0, selected
Label operation: Push 299824
Label TTL action: prop-ttl
Load balance label: Label 299824: None;
Label element ptr: 0xal7ad0o
Label parent element ptr: 0x0
Label element references: 1
Label element child references: 0
Label element 1lsp id: @
Session Id: 0x0
State:<Active Int HighPriority>
Local AS: 2525
Age: 10:40 Metric: 1
Validation State: unverified
Task: LDP
Announcement bits (3): 2-Resolve tree 1 3-Resolve tree 2 4-Resolve_IGP_FRR task
AS path: I

Meaning

The output shows that LDP inherits priority high for route 172.16.25.3 from OSPF.



Verifying the Priority for BGP Routes

Purpose

Verify that priority is set for the expected route in BGP.

Action

On Device R1, from operational mode, run the show route protocol bgp command to display the routes
learned from BGP.

user@R1> show route protocol bgp

inet.0: 24 destinations, 24 routes (24 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.50.1/32 *[BGP/170] 00:11:24, localpref 100, from 172.16.25.3
AS path: I, validation-state: unverified
> to 172.16.12.2 via ge-1/3/0.0, Push 299824
172.16.50.2/32 *[BGP/170] 00:11:24, localpref 100, from 172.16.25.3
AS path: I, validation-state: unverified
> to 172.16.12.2 via ge-1/3/0.0, Push 299824

inet.3: 2 destinations, 2 routes (2 active, © holddown, @ hidden)

mpls.0: 9 destinations, 9 routes (9 active, @ holddown, @ hidden)

On Device R1, from operational mode, run the show route 172.16.50.1 extensive command. High priority is
applied for BGP route 172.16.50.1.

user@1> show route 172.16.50.1 extensive

inet.0: 24 destinations, 24 routes (24 active, @ holddown, @ hidden)
172.16.50.1/32 (1 entry, 1 announced)
TSI:
KRT in-kernel 172.16.50.1/32 -> {indirect(1048574)}
*BGP Preference: 170/-101
Next hop type: Indirect, Next hop index: @
Address: 0xa487b10
Next-hop reference count: 4
Source: 172.16.25.3



Next hop type: Router, Next hop index: 582
Next hop: 172.16.12.2 via ge-1/3/0.0, selected
Label operation: Push 299824
Label TTL action: prop-ttl
Load balance label: Label 299824: None;
Label element ptr: 0xal7ad0o
Label parent element ptr: 0x0
Label element references: 1
Label element child references: 0
Label element 1lsp id: @
Session Id: 0x@
Protocol next hop: 172.16.25.3
Indirect next hop: 0xa4a980@ 1048574 INH Session ID: 0x0
State: <Active Int Ext HighPriority>
Local AS: 2525 Peer AS: 2525
Age: 11:49 Metric2: 1
Validation State: unverified
Task: BGP_2525.172.16.25.3
Announcement bits (2): 0-KRT 6-Resolve tree 2
AS path: I (Atomic)
Accepted
Localpref: 100
Router ID: 172.16.25.3
Indirect next hops: 1
Protocol next hop: 172.16.25.3 Metric: 1
Indirect next hop: 0xa4a9800 1048574 INH Session ID: 0x0
Indirect path forwarding next hops: 1
Next hop type: Router
Next hop: 172.16.12.2 via ge-1/3/0.0
Session Id: 0x0
172.16.25.3/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 1
Nexthop: 172.16.12.2 via ge-1/3/0.0

Meaning

The output shows that priority high is applied for BGP route 172.16.50.1.
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Configuring Priority for Route Prefixes in RPD Infrastructure

Prefix prioritization helps users to prioritize certain routes or prefixes for better convergence and to
provide differentiated services. In a network with a large number of routes, it is sometimes important to
control the order in which routes get updated due to changes in the network topology. At a system level,
Junos OS implements reasonable defaults based on heuristics to determine the order in which routes
get updated. However, the default behavior is not always optimal. Prefix prioritization provides the user
the ability to control the order in which the routes get updated from LDP or OSPF to rpd, and rpd to
kernel. The Junos OS policy language is extended to let the user set relative priority (high and low) for
prefixes through the existing import policy in protocols. Based on the tagged priority, the routes are
placed in different priority queues. In the event of a topology change, high priority prefixes are updated
in the routing table first, followed by low priority prefixes. Within the same priority level, routes will
continue to be updated in lexicographic order. Routes that are not explicitly assigned a priority are
treated as medium priority.

Before you begin to configure prefix prioritization in rpd for protocols such as OSPF, LDP, and BGP:
e Configure the router interfaces.

e Configure MPLS.

e Configure the OSPF, BGP, and LDP protocols.

To configure the priority high for the OSPF protocol:

1. Configure the policy term.

[edit policy-options policy-statement policy-name]
user@host# set term term-name

For example:

[edit policy-options policy-statement ospf-prio]
user@host# set term t1



2. Configure the policy term to accept routes from OSPF.

[edit policy-options policy-statement ospf-prio term t1]

user@host# set from protocol ospf

3. Specify the desired route as a match condition for which you want to set priority high.

[edit policy-options policy-statement ospf-prio term t1]
user@host# set from route-filter destination-prefix match-type

For example:

[edit policy-options policy-statement ospf-prio term t1]
user@host# set from route-filter 172.16.25.3/32 exact

4. Specify that the route is to be accepted and set priority high for the route if the previous conditions
are matched.

[edit policy-options policy-statement ospf-prio term t1]
user@host# set then priority high
user@host# set then accept

5. Verify the configuration.
[edit]

user@host# show policy-options

policy-statement ospf-prio {

term t1 {
from {
route-filter 172.16.25.3/32 exact;
}
then {
priority high;
accept;
}
}
}

LDP inherits from OSPF.



To configure priority high for LDP:

1. Configure the policy term that imports from OSPF.

[edit policy-options policy-statement policy-name]
user@host# set term term-name

For example:

[edit policy-options policy-statement ospf-import]
user@host# set term ospf_ldp

2. Configure the term to accept routes and priority from OSPF.

[edit policy-options policy-statement ospf_import term ospf_ldp]
user@host# set from protocol ospf

user@host# set from route-filter destination-prefix match-type

For example:

[edit policy-options policy-statement ospf_import term ospf_ldp]
user@host# set from protocol ospf
user@host# set from route-filter 172.16.25.3/32 exact

3. Verify the configuration.

[edit]
user@host# show policy-options
policy-statement ospf-import {
term ospf_ldp {
from {
protocol ospf ;
route-filter 172.16.25.3/32 exact;
}
then {
priority high;
accept;

}



To configure the priority high for the BGP protocol:

1. Configure the policy term.

[edit policy-options policy-statement policy-name]
user@host# set term term-name

For example:

[edit policy-options policy-statement prio-for-bgp]
user@host# set term bgp_prio

2. Specify the desired route as a match condition.

[edit policy-options policy-statement prio-for-bgp term bgp_priol
user@host# set from protocol bgp

user@host# set from route-filter destination-prefix match-type

For example:

[edit policy-options policy-statement prio-for-bgp term bgp_priol
user@host# set from protocol bgp
user@host# set from route-filter 172.16.50.1/32 exact

3. Specify that the route is to be accepted and set the priority high for the route if the previous
conditions are matched.

[edit policy-options policy-statement prio-for-bgp term bgp_priol
user@host# set then priority high
user@host# set then accept

4. Verify the configuration.

policy-statement prio_for_bgp {
term bgp_prio {



from {
protocol bgp;
route-filter 172.16.50.1/32 exact;

}
then {
priority high;
accept;

}

NOTE: For BGP, you can also configure priority based on the route-distinguisher (RD) value in
case of L3VPN. For example, you can configure priority for BGP with route-distinguisher
51.51.51.51:111.

To configure priority for BGP based on the route-distinguisher (RD) value:

1. Configure the policy term.

[edit policy-options policy-statement policy-name]

user@host# set term term-name

For example:

[edit policy-options policy-statement prio-for-bgp]
user@host# set term bgp_prio

2. Specify the desired route as a match condition.

[edit policy-options policy-statement prio-for-bgp term bgp_prio]
user@host# set from rib bgp.13vpn.@
user@host# set from route-filter destination-prefix match-type

user@host# set from route-distinguisher route-distinguisher value

For example:

[edit policy-options policy-statement prio-for-bgp term bgp_priol
user@host# set from rib bgp.13vpn.@



user@host# set from route-filter 172.16.1.1/32 exact

user@host# set from route-distinguisher RD1

3. Specify that the route is to be accepted and set the priority high for the route if the previous
conditions are matched.

[edit policy-options policy-statement prio-for-bgp term bgp_priol
user@host# set then priority high
user@host# set then accept

4. Verify the configuration.

policy-statement prio_for_bgp {
term bgp_prio {
from {
protocol rib bgp.13vpn.0;
route-filter 172.16.1.1/32 exact;
route-distinguisher RD1;
}
then {
priority high;
accept;

}

NOTE: Low priority prefixes are installed only after the high priority prefixes in the routing table.
You can also configure priority low similarly to priority high for the routes you want to set to low
priority.

NOTE: Priority is applied only when routes are pushed from RIB to FIB. Therefore, you cannot
modify the priority of routes that are already installed. Changing the priority of routes already
installed does not make sense. If you try changing the priority of routes already installed, there is
a show output difference:

user@1> show route 172.16.25.3 extensive | match state
State: <FlashAll>



State: <Active Int HighPriority> <=== QSPF
Validation State: unverified
State: <FlashAll>

State: <Active Int> <=== LDP
Validation State: unverified

As the route is already installed in FIB, LDP does not show the priority as High.

Restarting the routing daemon to remove the routes and adding it again reflects the proper
priority from both the OSPF and LDP protocol perspective.

user@1> restart routing
Routing protocols process signalled but still running, waiting 8 seconds more
Routing protocols process started, pid 4512

user@1> show route 172.16.25.3 extensive |match state
State: <FlashAll>
State: <Active Int HighPriority> <=== QSPF
Validation State: unverified
State: <FlashAll>
State: <Active Int HighPriority> <=== |LDP
Validation State: unverified
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A BGP AS pathis the sequence of autonomous systems that network packets traverse to get to a
specified router. AS numbers are assembled in a sequence that is read from right to left. For example, for
a packet to reach a destination using a route with an AS path 5 4 3 2 1, the packet first traverses AS 5
and so on until it reaches AS 1. In this case, AS 1 is the last AS before the packet destination; it is the AS
that the source of the packet would peer with.



When working with AS paths and routing policy match conditions, you can use regular expressions to
locate routes. To do so, create one or more match conditions based on some or all of the AS path, and
then include it in a routing policy.

The following sections describe AS path regular expressions and provide configuration examples.

Configuration of AS Path Regular Expressions

You can create a named AS path regular expression and then include it in a routing policy with the as-
path match condition (described in "Routing Policy Match Conditions" on page 56). To create a named AS
path regular expression, include the as-path statement:

[edit policy-options]

as-path name regular-expression;

To include the AS path regular expression in a routing policy, include the as-path match condition in the
from statement.

Additionally, you can create a named AS path group made up of AS path regular expressions and then
include it in a routing policy with the as-path-group match condition. To create a named AS path group,
include the as-path-group statement.

[edit policy-options]
as-path-group group-name {
name [ regular-expressions 1;

To include the AS path regular expressions within the AS path group in a routing policy, include the as-
path-group match condition in the from statement.

NOTE: You cannot include both of the as-path and as-path-group statements in the same policy
term.

NOTE: You can include the names of multiple AS path regular expressions in the as-path match
condition in the from statement. If you do this, only one AS path regular expression needs to
match for a match to occur. The AS path regular expression matching is effectively a logical OR
operation.



The AS path name identifies the regular expression. It can contain letters, numbers, and hyphens (-), and
can be up to 65,536 characters. To include spaces in the name, enclose the entire name in quotation
marks (“”).

The regular expression is used to match all or portions of the AS path. It consists of two components,
which you specify in the following format:

term <operator>

o term—ldentifies an AS. You can specify it in one of the following ways:

e AS number—The entire AS number composes one term. You cannot reference individual
characters within an AS number, which differs from regular expressions as defined in
POSIX 1003.2.

e Wildcard character—Matches any single AS number. The wildcard character is a period (.). You can
specify multiple wildcard characters.

e AS path—A single AS number or a group of AS numbers enclosed in parentheses. Grouping the
regular expression in this way allows you to perform a common operation on the group as a whole
and to give the group precedence. The grouped path can itself include operators.

In Junos OS Release 9.1 and later, you can specify 4-byte AS numbers as defined in RFC 4893,
BGP Support for Four-octet AS Number Space, as well as the 2-byte AS numbers that are
supported in earlier releases of the Junos OS. You can configure a value in the range from 1
through 4,294,967,295.

e gperator—(Optional) An operator specifying how the term must match. Most operators describe how
many times the term must be found to be considered a match (for example, any number of
occurrences, or zero, or one occurrence). Table 19 on page 436 lists the regular expression operators
supported for AS paths. You place operators immediately after termwith no intervening space, except
for the pipe (| ) and dash (-) operators, which you place between two terms, and parentheses, with
which you enclose terms.

You can specify one or more term-operator pairs in a single regular expression.

Table 20 on page 437 shows examples of how to define regular expressions to match AS paths.



Table 19: AS Path Regular Expression Operators

Operator Match Definition

{m,n} At least mand at most 7 repetitions of term Both mand nmust be positive

integers, and mmust be smaller than 7.

{m} Exactly mrepetitions of term. mmust be a positive integer.
{m} mor more repetitions of term mmust be a positive integer.
* Zero or more repetitions of term. This is equivalent to {0,}.
+ One or more repetitions of term This is equivalent to {1,}.
? Zero or one repetition of term. This is equivalent to {0,1}.

One of two terms on either side of the pipe.

- Between a starting and ending range, inclusive.

A A character at the beginning of a community attribute regular expression. This
character is added implicitly; therefore, the use of it is optional.

$ A character at the end of a community attribute regular expression. This
character is added implicitly; therefore, the use of it is optional.

) A group of terms that are enclosed in the parentheses. Intervening space
between the parentheses and the terms is ignored. If a set of parentheses is
enclosed in quotation marks with no intervening space "()", it indicates a null
path.

[] Set of AS numbers. One AS number from the set must match. To specify the
start and end of a range, use a hyphen (-). A caret (*) may be used to indicate
that it does not match a particular AS number in the set, for example [*123].



Table 20: Examples of AS Path Regular Expressions

AS Path to Match Regular Expression
AS path is 1234 1234

Zero or more occurrences of AS 1234*

number 1234

Zero or one occurrence of AS 12347 or 1234{0,1}

number 1234

One through four occurrences of AS 1234{1,4}
number 1234
One through four occurrences of AS 12{1,4} 34

number 12, followed by one occurrence
of AS number 34

Range of AS numbers to match a single 123-125
AS number

Sample Matches

1234

1234
1234 1234
1234 1234 1234

Null AS path

1234

Null AS path

1234
1234 1234
1234 1234 1234

1234 1234 1234 1234

12 34
1212 34
12121234

1212121234

123
124

125



Table 20: Examples of AS Path Regular Expressions (Continued))

AS Path to Match Regular Expression Sample Matches
[123-125]* Null AS path
123
124 124
125125 125

123 124 125 123

Path whose second AS number must (.56)|(.78) or. (56| 78) 1234 56
be 56 or 78

123478
9876 56
385778
Path whose second AS number might .(56178)? 1234 56 52
be 56 or 78
3456 1234
1234 78 39
79478 2
Path whose first AS number is 123 and 123 (56]78) 123 56
second AS number is either 56 or 78
12378
Path of any length, except nonexistent, Cror. {0} 1234 1234 5678 1234567 8
whose second AS number can be
anything, including nonexistent
AS pathis123 123 123
One occurrence of the AS numbers 1 123+ 123
and 2, followed by one or more
1233

occurrences of the AS number 3

12333



Table 20: Examples of AS Path Regular Expressions (Continued))

AS Path to Match Regular Expression Sample Matches
One or more occurrences of AS number = 1+ 2+ 3+ 123
1, followed by one or more occurrences
of AS number 2, followed by one or 1123
more occurrences of AS 11223
number 3

112233
Path of any length that begins with AS 456 456
numbers 4, 5, 6

456789
Path of any length that ends with AS X456 456
numbers 4, 5, 6

123456

49456
AS path 5, 12, or 18 5|12]18 5

12

18

Configuring a Null AS Path

You can use AS path regular expressions to create a null AS path that matches routes (prefixes) that have
originated in your AS. These routes have not been advertised to your AS by any external peers. To
create a null AS path, use the parentheses operator enclosed in quotation marks with no intervening
spaces:

u()n

In the following example, locally administered AS 2 is connected to AS 1 (10.2.2.6) and AS 3. AS 3
advertises its routes to AS 2, but the administrator for AS 2 does not want to advertise AS 3 routes to
AS 1 and thereby allow transit traffic from AS 1 to AS 3 through AS 2. To prevent transit traffic, the



export policy only-my-routes is applied to AS 1. It permits advertisement of routes from AS 2 to AS 1 but
prevents advertisement of routes for AS 3 (or routes for any other connected AS) to AS 1:

[edit policy-options]
null-as "()";
policy-statement only-my-routes {
term just-my-as {
from {
protocol bgp;
as-path null-as;
}
then accept;
}
term nothing-else {

then reject;

}
}
protocol {
bgp {
neighbor 10.2.2.6 {
export only-my-routes;
}
}
}

How AS Path Regular Expressions Are Evaluated

AS path regular expressions implement the extended (modern) regular expressions as defined in
POSIX 1003.2. They are identical to the UNIX regular expressions with the following exceptions:

o The basic unit of matching in an AS path regular expression is the AS number and not an individual
character.

e Aregular expression matches a route only if the AS path in the route exactly matches regular-
expression. The equivalent UNIX regular expression is *regular-expression$. For example, the AS path
regular expression 1234 is equivalent to the UNIX regular expression *12343.

e You can specify a regular expression using wildcard operators.



Examples: Configuring AS Path Regular Expressions

Exactly match routes with the AS path 1234 56 78 9 and accept them:

[edit]
policy-options {
as-path wellington "1234 56 78 9";
policy-statement from-wellington {
term terml {

from as-path wellington;

then {
preference 200;
accept;
}
term term2 {

then reject;

Match alternate paths to an AS and accept them after modifying the preference:

[edit]

policy-options {
as-path wellington-alternate “1234{1,6} (56|47)? (78]101|112)% 9+”;
policy-statement from-wellington {

from as-path wellington-alternate;

}

then {
preference 200;
accept;

}

Match routes with an AS path of 123, 124, or 125 and accept them after modifying the preference:

[edit]

policy-options {



as-path addison "123-125";
policy-statement from-addison {

from as-path addison;

}

then {
preference 200;
accept;

}
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Example: Using AS Path Regular Expressions
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An autonomous system (AS) path is a route attribute used by BGP. The AS path is used both for route
selection and to prevent potential routing loops. This example shows how to use regular expressions
with AS path numbers to locate a set of routes.

Requirements

No special configuration beyond device initialization is required before configuring this example.



Overview

IN THIS SECTION

Topology | 444

Figure 30 on page 444 shows several ASs connected through external BGP (EBGP) peering sessions.
Each device is generating customer routes within its assigned address space.



444

Topology

Figure 30 on page 444 shows the sample network.

Figure 30: BGP Topology AS Regular Expressions
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The administrators of AS 64516 want to reject all routes originating in AS 64513 and AS 64514. Two AS
path regular expressions called orig-in-64513 and orig-in-64514 are created and referenced in a policy called
reject-some-routes. The routing policy is then applied as an import policy on Device Ré.

"CLI Quick Configuration" on page 445 shows the configuration for all of the devices in Figure 30 on

page 444.




The section "No Link Title" on page 448 describes the steps on Device R2 and Device Ré. "Verification"
on page 453 shows how to use the aspath-regex option with the show route command on Device R2 to
locate routes using regular expressions.

Configuration

IN THIS SECTION
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces fe-1/2/2 unit @ description to-R2

set interfaces fe-1/2/2 unit 0 family inet address 10.2.0.2/30

set interfaces fe-1/2/3 unit @ description to-R3

set interfaces fe-1/2/3 unit 0 family inet address 10.2.0.6/30

set interfaces fe-1/2/0 unit 0 description to-R5

set interfaces fe-1/2/0 unit @ family inet address 10.0.0.2/30

set interfaces 1o@ unit @ family inet address 192.168.0.1/32

set protocols bgp export send-static

set protocols bgp group 64512 type external

set protocols bgp group 64512 peer-as 64512

set protocols bgp group 64512 neighbor 10.2.0.1

set protocols bgp group 64513 type external

set protocols bgp group 64513 peer-as 64513

set protocols bgp group 64513 neighbor 10.2.0.5

set protocols bgp group 64515 type external

set protocols bgp group 64515 peer-as 64515

set protocols bgp group 64515 neighbor 10.0.0.1

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.10.1.0/24 reject



set routing-options static route 10.10.2.0/24 reject
set routing-options static route 10.10.3.0/24 reject
set routing-options autonomous-system 64511

Device R2

set interfaces fe-1/2/2 unit 0 description to-R1

set interfaces fe-1/2/2 unit 0 family inet address 10.2.0.1/30

set interfaces 100 unit 0 family inet address 192.168.0.2/32

set protocols bgp export send-static

set protocols bgp group 64511 type external

set protocols bgp group 64511 peer-as 64511

set protocols bgp group 64511 neighbor 10.2.0.2

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.20.1.0/24 reject

set routing-options static route 10.20.2.0/24 reject

set routing-options static route 10.20.3.0/24 reject

set routing-options autonomous-system 64512

Device R3

set interfaces fe-1/2/3 unit 0 description to-R1

set interfaces fe-1/2/3 unit 0 family inet address 10.2.0.5/30

set interfaces fe-1/2/2 unit 0 description to-R4

set interfaces fe-1/2/2 unit 0 family inet address 10.3.0.42/30
set interfaces 100 unit 0 family inet address 192.168.0.3/32

set protocols bgp export send-static

set protocols bgp group 64511 type external

set protocols bgp group 64511 peer-as 64511

set protocols bgp group 64511 neighbor 10.2.0.6

set protocols bgp group 64514 type external

set protocols bgp group 64514 peer-as 64514

set protocols bgp group 64514 neighbor 10.3.0.41

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.30.1.0/24 reject

set routing-options static route 10.30.2.0/24 reject

set routing-options static route 10.30.3.0/24 reject

set routing-options autonomous-system 64513



Device R4

set interfaces fe-1/2/2 unit 0 description to-R3

set interfaces fe-1/2/2 unit 0 family inet address 10.3.0.41/30
set interfaces 100 unit 0 family inet address 192.168.0.4/32

set protocols bgp export send-static

set protocols bgp group 64513 type external

set protocols bgp group 64513 peer-as 64513

set protocols bgp group 64513 neighbor 10.3.0.42

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.40.1.0/24 reject

set routing-options static route 10.40.2.0/24 reject

set routing-options static route 10.40.3.0/24 reject

set routing-options autonomous-system 64514

Device R5

set interfaces fe-1/2/0 unit 0 description to-R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces fe-1/2/1 unit 0 description to-R6

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.9/30

set interfaces 100 unit @ family inet address 192.168.0.5/32

set protocols bgp export send-static

set protocols bgp group 64511 type external

set protocols bgp group 64511 peer-as 64511

set protocols bgp group 64511 neighbor 10.0.0.2

set protocols bgp group 64516 type external

set protocols bgp group 64516 peer-as 64516

set protocols bgp group 64516 neighbor 10.0.0.10

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.50.1.0/24 reject

set routing-options static route 10.50.2.0/24 reject

set routing-options static route 10.50.3.0/24 reject

set routing-options autonomous-system 64515

Device R6

set interfaces fe-1/2/1 unit 0 description to-R5
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.10/30



set interfaces 100 unit @ family inet address 192.168.0.6/32

set protocols bgp export send-static

set protocols bgp group 64515 type external

set protocols bgp group 64515 import reject-some-routes

set protocols bgp group 64515 peer-as 64515

set protocols bgp group 64515 neighbor 10.0.0.9

set policy-options policy-statement send-static term 1 from protocol static

set policy-options policy-statement send-static term 1 then accept

set policy-options policy-statement reject-some-routes term find-routes from as-path orig-
in-64513

set policy-options policy-statement reject-some-routes term find-routes from as-path orig-
in-64514

set policy-options policy-statement reject-some-routes term find-routes then reject

set policy-options as-path orig-in-64513 ".* 64513"

set policy-options as-path orig-in-64514 ".* 64514"

set routing-options static route 10.60.1.0/24 reject

set routing-options static route 10.60.2.0/24 reject

set routing-options static route 10.60.3.0/24 reject

set routing-options autonomous-system 64516

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]

user@R2# set fe-1/2/2 unit @ description to-R1

user@R2# set fe-1/2/2 unit 0 family inet address 10.2.0.1/30
user@r2# set 1lo@ unit 0 family inet address 192.168.0.2/32

2. Configure the EBGP connection to Device R1.

[edit protocols bgp]
user@r2# set export send-static
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user@R2# set group 64511 type external
user@R2# set group 64511 peer-as 64511
user@2# set group 64511 neighbor 10.2.0.2

3. Configure the routing policy.

[edit policy-options policy-statement send-static term 1]
user@r2# set from protocol static
user@r2# set then accept

4. Configure the static routes.

[edit routing-options static]

user@R2# set route 10.20.1.0/24 reject
user@R2# set route 10.20.2.0/24 reject
user@R2# set route 10.20.3.0/24 reject

5. Configure the AS number.

[edit routing-options]
user@R2# set autonomous-system 64512

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 1853 in the
Junos OS CLI User Guide.

To configure Device Ré6:

1. Configure the device interfaces.

[edit interfaces]

user@r6# set fe-1/2/1 unit @ description to-R5

user@r6# set fe-1/2/1 unit @ family inet address 10.0.0.10/30
user@r6# set 1lo@ unit 0 family inet address 192.168.0.6/32
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2. Configure the EBGP connection to Device R5.

[edit protocols bgp]

user@r6# set export send-static

user@R6# set group 64515 type external

user@R6# set group 64515 import reject-some-routes
user@R6# set group 64515 peer-as 64515

user@r6# set group 64515 neighbor 10.0.0.9

3. Configure the routing policy that sends static routes.

[edit policy-options policy-statement send-static term 1]
user@r6# set from protocol static
user@r6# set then accept

4. Configure the routing policy that rejects certain routes.

[edit policy-options policy-statement reject-some-routes term find-routes]
user@r6# set from as-path orig-in-64513

user@R6# set from as-path orig-in-64514

user@r6# set then reject

[edit policy-options]

user@r6# set as-path orig-in-64513 ".* 64513"

user@R6# set as-path orig-in-64514 ".* 64514"

5. Configure the static routes.

[edit routing-options static]

user@r6# set route 10.60.1.0/24 reject
user@R6# set route 10.60.2.0/24 reject
user@r6# set route 10.60.3.0/24 reject

6. Configure the AS number.

[edit routing-options]
user@R6# set autonomous-system 64516



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

Device R2

user@r2# show interfaces
fe-1/2/0 {
unit @ {
description to-R1;
family inet {
address 10.2.0.1/30;

}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.2/32;
}
}
}

user@r2# show protocols
bgp {
export send-static;
group 64511 {
type external;
peer-as 64511;
neighbor 10.2.0.2;

user@r2# show policy-options
policy-statement send-static {
term 1 {
from protocol static;

then accept;



user@R2# show routing-options
static {
route 10.20.1.0/24 reject;
route 10.20.2.0/24 reject;
route 10.20.3.0/24 reject;
}

autonomous-system 64512;

Device R6

user@r6# show interfaces
fe-1/2/0 {
unit 0 {
description to-R5;
family inet {
address 10.0.0.10/30;

}
}
}
100 {
unit @ {
family inet {
address 192.168.0.6/32;
}
}
}

user@r6# show protocols
bgp {
export send-static;
group 64515 {
type external;
import reject-some-routes;
peer-as 64515;
neighbor 10.0.0.9;



user@r6# show policy-options
policy-statement reject-some-routes {
term find-routes {
from as-path [ orig-in-64513 orig-in-64514 1,
then reject;

}
}
policy-statement send-static {
term 1 {
from protocol static;
then accept;
}
}

as-path orig-in-64513 ".* 64513";
as-path orig-in-64514 ".x 64514";

user@R6# show routing-options
static {
route 10.60.1.0/24 reject;
route 10.60.2.0/24 reject;
route 10.60.3.0/24 reject;
}

autonomous-system 64516;

If you are done configuring the devices, enter commit from configuration mode.

Verification

IN THIS SECTION
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Making Sure That Routes Are Excluded on Device R6 | 455

Confirm that the configuration is working properly.



Finding Routes on Device R2

Purpose

On Device R2, use the show route aspath-regex command to locate routes using regular expressions.

Action

Look for routes that are originated by Device R6 in AS 64516.

user@2> show route terse aspath-regex ".* 64516"

inet.0: 21 destinations, 21 routes (21 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

A V Destination P Prf Metric 1 Metric 2 Next hop AS path

* 7 10.60.1.0/24 B 170 100 64511 64515 64516 I
unverified >10.2.0.2

* 7 10.60.2.0/24 B 170 100 64511 64515 64516 I
unverified >10.2.0.2

* 7 10.60.3.0/24 B 170 100 64511 64515 64516 I
unverified >10.2.0.2

Look for routes that are originated in either AS 64514 or AS 64516.

user@2> show route terse aspath-regex ".* (64514|64516)"

inet.0: 21 destinations, 21 routes (21 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

A V Destination P Prf Metric 1 Metric 2 Next hop AS path

* 7 10.40.1.0/24 B 170 100 64511 64513 64514 I
unverified >10.2.0.2

* 7 10.40.2.0/24 B 170 100 64511 64513 64514 I
unverified >10.2.0.2

* 7 10.40.3.0/24 B 170 100 64511 64513 64514 I
unverified >10.2.0.2

* 7 10.60.1.0/24 B 170 100 64511 64515 64516 I
unverified >10.2.0.2

* 7 10.60.2.0/24 B 170 100 64511 64515 64516 I

unverified >10.2.0.2



* 7 10.60.3.0/24 B 170 100 64511 64515 64516 I
unverified >10.2.0.2

Look for routes that use AS 64513 as a transit network.

user@2> show route terse aspath-regex ".* 64513 .+"

inet.0: 21 destinations, 21 routes (21 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

A V Destination P Prf  Metric 1 Metric 2 Next hop AS path

* 7 10.40.1.0/24 B 170 100 64511 64513 64514 I
unverified >10.2.0.2

* 7 10.40.2.0/24 B 170 100 64511 64513 64514 I
unverified >10.2.0.2

* 7 10.40.3.0/24 B 170 100 64511 64513 64514 I
unverified

Meaning

The output shows the routing table entries that match the specified AS path regular expressions.

Making Sure That Routes Are Excluded on Device R6

Purpose

On Device R6, use the show route and show route hidden commands to make sure that routes originating
from AS 64513 and AS 64514 are excluded from Device Ré'’s routing table.



Action

user@R6> show route 10.30.0/22
inet.@: 21 destinations, 21 routes (15 active, @ holddown, 6 hidden)

user@6> show route 10.40.0/22
inet.0: 21 destinations, 21 routes (15 active, @ holddown, 6 hidden)

user@6> show route hidden

inet.@: 21 destinations, 21 routes (15 active, @ holddown, 6 hidden)

+ = Active Route, - = Last Active, * = Both

10.30.1.0/24 [BGP ] 02:24:47, localpref 100
AS path: 64515 64511 64513 I, validation-state: unverified
> t0 10.0.0.9 via fe-1/2/1.0
10.30.2.0/24 [BGP 1 02:24:47, localpref 100
AS path: 64515 64511 64513 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/1.0
10.30.3.0/24 [BGP ] 02:24:47, localpref 100
AS path: 64515 64511 64513 I, validation-state: unverified
> t0 10.0.0.9 via fe-1/2/1.0
10.40.1.0/24 [BGP 1 02:24:47, localpref 100
AS path: 64515 64511 64513 64514 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/1.0
10.40.2.0/24 [BGP ] 02:24:47, localpref 100
AS path: 64515 64511 64513 64514 I, validation-state: unverified
> t0 10.0.0.9 via fe-1/2/1.0
10.40.3.0/24 [BGP 1 02:24:47, localpref 100
AS path: 64515 64511 64513 64514 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/1.0

Meaning

The output shows that the 10.30.0/22 and 10.40.0/22 routes are rejected on Device Ré6.
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Understanding Prepending AS Numbers to BGP AS Paths

You can prepend one or more autonomous system (AS) numbers at the beginning of an AS path. The AS
numbers are added at the beginning of the path after the actual AS number from which the route
originates has been added to the path. Prepending an AS path makes a shorter AS path look longer and
therefore less preferable to BGP.

The BGP best path algorithm determines how the best path to an autonomous system (AS) is selected.
The AS path length determines the best path when all of the following conditions are met:

e There are multiple potential routes to an AS.

¢ BGP has the lowest preference value (sometimes referred to as administrative distance) of the
available routes.

e The local preferences of the available routes are equal.

When these conditions are met, the AS path length is used as the tie breaker in the best path algorithm.
When two or more routes exist to reach a particular prefix, BGP prefers the route with the shortest AS
Path length.

If you are an enterprise that has multihoming to one or more service providers, you might prefer that
incoming traffic take a particular path to reach your network. Perhaps you have two connections, but
one costs less than the other. Or you might have one fast connection and another, much slower
connection that you only want to use as a backup if your primary connection is down. AS path
prepending is an easy method that you can use to influence inbound routing to your AS.

In Junos OS Release 9.1 and later, you can specify 4-byte AS numbers as defined in RFC 4893, BGP
Support for Four-octet AS Number Space, as well as the 2-byte AS numbers that are supported in earlier
releases of the Junos OS. In plain-number format, you can configure a value in the range from 1

through 4,294,967,295.

If you have a router that does not support 4-byte AS numbers in the AS path, the prependend AS
number displayed in the AS path is the AS_TRANS number, AS 23456. To display the route details, use
the show route command.
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Example: Configuring a Routing Policy to Prepend the AS Path
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This example shows how to configure a routing policy to prepend the AS path.

Requirements

Before you begin, make sure your router interfaces and protocols are correctly configured.

Overview

IN THIS SECTION

Topology | 458

In this example, you create a routing policy called prependpolicyl and a term called prependterm1. The
routing policy prepends the AS numbers 1 1 1 1 to routes that are greater than or equal to
172.16.0.0/12, 192.168.0.0/16, and 10.0.0.0/8. The policy is applied as an import policy to all BGP
routes and is evaluated when routes are imported to the routing table.

Topology



Configuration
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

set policy-options policy-statement prependpolicy1l term prependterml from route-filter
172.16.0.0/12 orlonger

set policy-options policy-statement prependpolicy1l term prependterml from route-filter
192.168.0.0/16 orlonger

set policy-options policy-statement prependpolicyl term prependterml from route-filter
10.0.0.0/8 orlonger

set policy-options policy-statement prependpolicy1l term prependterml then as-path-prepend "1 1 1
1

set policy-options policy-statement prependpolicyl term prependterml from protocol direct

set protocols bgp import prependpolicy1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see "Use the CLI Editor in Configuration Mode" on page 1853 in the Junos
OS CLI User Guide.

To create a routing policy that prepends AS numbers to multiple routes:

1. Create the routing policy.

[edit]
user@host# edit policy-options policy-statement prependpolicy1l
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2. Create the routing term.

[edit policy-options policy-statement prependpolicyl]
user@host# edit term prependtermi

3. Specify the routes to prepend with AS numbers.

[edit policy-options policy-statement prependpolicyl term prependtermi]
user@host# set from route-filter 172.16.0.0/12 orlonger

user@host# set from route-filter 192.168.0.0/16 orlonger

user@host# set from route-filter 10.0.0.0/8 orlonger

4. Specify the AS numbers to prepend.

[edit policy-options policy-statement prependpolicyl term prependtermi]
user@host# set then as-path-prepend “1 1 1 1”

NOTE: If you enter multiple numbers, you must separate each number with a space. Enclose
the numbers in double quotation marks.

5. Apply the policy as an import policy for all BGP routes.

[edit]
user@host# set protocols bgp import prependpolicy1l

NOTE: You can refer to the same routing policy one or more times in the same or different

import statement.



Results

Confirm your configuration by entering the show policy-options and show protocols bgp commands
from configuration mode. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@host# show policy-options
policy-statement prependpolicyl {
term prependterml {
from {
route-filter 172.16.0.0/12 orlonger;
route-filter 192.168.0.0/16 orlonger;
route-filter 10.0.0.0/8 orlonger;

}
then as-path-prepend "1 1 1 1";

user@host# show protocols bgp

import prependpolicyl;
If you are done configuring the device, enter commit from configuration mode.

Verification
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To confirm that the configuration is working properly, perform these tasks:



Verifying the AS Numbers to Prepend

Purpose

Verify that the policy and term are configured on the device and that the appropriate routes are
specified to prepend with AS numbers.

Action

From operational mode, enter the show policy-options command.
Verifying the Routing Policy

Purpose

Verify that the routing policy is applied to the routing protocol.

Action

From operational mode, enter the show protocols bgp command.

Understanding Adding AS Numbers to BGP AS Paths

You can expand or add one or more AS numbers to an AS sequence. The AS numbers are added before
the local AS number has been added to the path. Expanding an AS path makes a shorter AS path look
longer and therefore less preferable to BGP. The last AS number in the existing path is extracted and
prepended ntimes, where nis a number from 1 through 32. This is similar to the AS path prepend
action, except that the AS path expand action adds an arbitrary sequence of AS numbers.

NOTE: If you are configuring both as-path-expand and as-path-prepend policy actions in a routing
policy, ensure that you configure as-path-expand before configuring as-path-prepend to avoid the
misplacement of the AS numbers, which can result in an incorrect AS path calculation.

For example, from AS 1 there are two equal paths (through AS 2 and AS 3) to reach AS 4. You might
want packets from certain sources to use the path through AS 2. Therefore, you must make the path



through AS 3 less preferable so that BGP chooses the path through AS 2. In AS 1, you can expand
multiple AS numbers.

[edit]
policy-options {
policy-statement as-path-expand {
term expand {
from {
route-filter 192.168.0.0/16 orlonger;
route-filter 172.16.0.0/12 orlonger;
route-filter 10.0.0.0/8 orlonger;
}

then as-path-expand last-as count 4;

For routes from AS 2, this makes the route look like 1 2 2 2 2 2 when advertised, where 1 is from AS 1,
the 2 from AS 2 is prepended four times, and the final 2 is the original 2 received from the neighbor
router.

Example: Advertising Multiple Paths in BGP | 463
Example: Configuring a Routing Policy to Prepend the AS Path | 458

Example: Advertising Multiple Paths in BGP

IN THIS SECTION

Requirements | 464
Overview | 464
Configuration | 466
Verification | 493



In this example, BGP routers are configured to advertise multiple paths instead of advertising only the
active path. Advertising multiple paths in BGP is specified in RFC 7911, Advertisement of Multiple Paths
in BGP.

Requirements
This example uses the following hardware and software components:
e Eight BGP-enabled devices.

e Five of the BGP-enabled devices do not necessarily need to be routers. For example, they can be EX
Series Ethernet Switches.

e Three of the BGP-enabled devices are configured to send multiple paths or receive multiple paths (or
both send and receive multiple paths). These three BGP-enabled devices must be M Series
Multiservice Edge Routers, MX Series 5G Universal Routing Platforms, or T Series Core Routers.

e The three routers must be running Junos OS Release 11.4 or later.

Overview

IN THIS SECTION
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The following statements are used for configuring multiple paths to a destination:

[edit protocols bgp group group-name family family]
add-path {
receive;
send {
include-backup-path include-backup-path;
multipath;
path-count path-count;
path-selection-mode {
(all-paths | equal-cost-paths);
}

prefix-policy [ policy-names ... 1;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/add-path-edit-protocols-bgp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/send-edit-protocols-bgp.html

In this example, Router R5, Router R6, and Router R7 redistribute static routes into BGP. Router R1 and
Router R4 are route reflectors. Router R2 and Router R3 are clients to Route Reflector R1. Router R8 is a
client to Route Reflector R4.

Route reflection is optional when multiple-path advertisement is enabled in BGP.

With the add-path send path-count 6 configuration, Router R1 is configured to send up to six paths (per
destination) to Router R4.

With the add-path receive configuration, Router R4 is configured to receive multiple paths from Router
R1.

With the add-path send path-count 6 configuration, Router R4 is configured to send up to six paths to
Router R8.

With the add-path receive configuration, Router R8 is configured to receive multiple paths from Router
R4.

The add-path send prefix-policy allow_199 policy configuration (along with the corresponding route filter)
limits Router R4 to sending multiple paths for only the 172.16.199.1/32 route.

Topology Diagram

Figure 31 on page 465 shows the topology used in this example.

Figure 31: Advertisement of Multiple Paths in BGP
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Router R1

set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces

interfaces

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

fe-0/0/0
fe-0/0/1
fe-1/0/0
fe-1/2/0
100 unit
bgp group
bgp group
bgp
bgp
bgp
bgp
bgp
bgp
bgp

group
group
group
group
group
group
group

unit 12 family
unit 13 family
unit 14 family
unit 15 family
10 family inet
rr
rr
rr
rr

rr

neighbor 10.
neighbor 10.

inet address 10.0.12.1/24
inet address 10.0.13.1/24
inet address 10.0.14.1/24
inet address 10.0.15.1/24
address 10.0.0.10/32

type internal
local-address 10.0.0.10
cluster 10.0.0.10

0.0.20
0.0.30

el type external

el neighbor 10.
el neighbor 10.

rr

0.15.2 local-address 10.0.15.1

0.15.2 peer-as 2

_rr type internal



set
set
set
set
set
set
set
set
set

protocols bgp group rr_rr local-address 10.0.0.10

protocols bgp group rr_rr neighbor 10.0.0.40 family inet unicast add-path send path-count 6
protocols ospf area 0.0.0.0 interface 100.10 passive

protocols ospf area 0.0.0.0 interface fe-0/0/0.12

protocols ospf area 0.0.0.0 interface fe-0/0/1.13

protocols ospf area 0.0.0.0 interface fe-1/0/0.14

protocols ospf area 0.0.0.0 interface fe-1/2/0.15

routing-options router-id 10.0.0.10

routing-options autonomous-system 1

Router R2

set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces fe-1/2/0 unit 21 family inet address 10.0.12.2/24
interfaces fe-1/2/1 unit 26 family inet address 10.0.26.1/24
interfaces 100 unit 20 family inet address 10.0.0.20/32
protocols bgp group rr type internal

protocols bgp group rr local-address 10.0.0.20

protocols bgp group rr neighbor 10.0.0.10 export set_nh_self
protocols bgp group el type external

protocols bgp group el neighbor 10.0.26.2 peer-as 2
protocols ospf area 0.0.0.0 interface 100.20 passive
protocols ospf area 0.0.0.0 interface fe-1/2/0.21

protocols ospf area 0.0.0.0 interface fe-1/2/1.28
policy-options policy-statement set_nh_self then next-hop self

routing-options autonomous-system 1

Router R3

set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces fe-1/0/1 unit 31 family inet address 10.0.13.2/24
interfaces fe-1/0/2 unit 37 family inet address 10.0.37.1/24
interfaces 1lo@ unit 30 family inet address 10.0.0.30/32
protocols bgp group rr type internal

protocols bgp group rr local-address 10.0.0.30

protocols bgp group rr neighbor 10.0.0.10 export set_nh_self
protocols bgp group el type external

protocols bgp group el neighbor 10.0.37.2 peer-as 2
protocols ospf area 0.0.0.0 interface 100.30 passive
protocols ospf area 0.0.0.0 interface fe-1/0/1.31

protocols ospf area 0.0.0.0 interface fe-1/0/2.37
policy-options policy-statement set_nh_self then next-hop self

routing-options autonomous-system 1



Router R4

set
set
set
set
set
set
set
set
set
set
set

interfaces fe-1/2/0
interfaces fe-1/2/1
interfaces 1lo@ unit

protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

count 6

set

protocols

bgp
bgp
bgp
bgp
bgp
bgp
bgp
bgp

bgp

policy allow_199

set
set
set
set
set
set
set
set

protocols ospf
protocols ospf
protocols ospf
policy-options
policy-options
policy-options
policy-options

group
group
group
group
group
group
group
group

group

area

area
area

un
un
40
rr
rr
rr
rr
rr
rr
rr

rr

rr

0.

0.
0.

it 41 family inet address 10.0.14.2/24
it 48 family inet address 10.0.48.1/24
family inet address 10.0.0.40/32

type internal

local-address 10.0.0.40

family inet unicast add-path receive
neighbor 10.0.0.10
_client type internal
_client local-address 10.0.0.40
_client cluster 10.0.0.40
_client neighbor 10.0.0.80 family inet unicast add-path send path-

_client neighbor 10.0.0.80 family inet unicast add-path send prefix-
0.0.0 interface fe-1/2/0.41

0.0.0 interface 100.40 passive
0.0.0 interface fe-1/2/1.48

policy-statement allow_199 from route-filter 172.16.199.1/32 exact
policy-statement allow_199 term match_199 from prefix-list match_199

policy-statement allow_199 then add-path send-count 20

policy-statement allow_199 then accept

routing-options autonomous-system 1

Router R5

set
set
set
set
set
set
set
set
set
set
set
set

interfaces fe-1/2/0 unit 51 family inet address 10.0.15.2/24
interfaces 100 unit 50 family inet address 10.0.0.50/32
protocols bgp group el type external

protocols bgp group el neighbor 10.0.15.1 export s2b

protocols bgp group el neighbor 10.0.15.1 peer-as 1

policy-options policy-statement s2b from protocol static

policy-options policy-statement s2b from protocol direct

policy-options policy-statement s2b then as-path-expand 2

policy-options policy-statement s2b then accept

routing-options autonomous-system 2

routing-options static route 172.16.199.1/32 reject

routing-options static route 172.16.198.1/32 reject



Router R6

set interfaces fe-1/2/0 unit 62 family inet address 10.0.26.2/24
set interfaces 100 unit 60 family inet address 10.0.0.60/32
set protocols bgp group el type external

set protocols bgp group el neighbor 10.0.26.1 export s2b

set protocols bgp group el neighbor 10.0.26.1 peer-as 1

set policy-options policy-statement s2b from protocol static
set policy-options policy-statement s2b from protocol direct
set policy-options policy-statement s2b then accept

set routing-options autonomous-system 2

set routing-options static route 172.16.199.1/32 reject

set routing-options static route 172.16.198.1/32 reject

Router R7

set interfaces fe-1/2/0 unit 73 family inet address 10.0.37.2/24
set interfaces 100 unit 70 family inet address 10.0.0.70/32

set protocols bgp group el type external

set protocols bgp group el neighbor 10.0.37.1 export s2b

set protocols bgp group el neighbor 10.0.37.1 peer-as 1

set policy-options policy-statement s2b from protocol static

set policy-options policy-statement s2b from protocol direct

set policy-options policy-statement s2b then accept

set routing-options autonomous-system 2

set routing-options static route 172.16.199.1/32 reject

Router R8

set interfaces fe-1/2/0 unit 84 family inet address 10.0.48.2/24

set interfaces 1lo0@ unit 80 family inet address 10.0.0.80/32

set protocols bgp group rr type internal

set protocols bgp group rr local-address 10.0.0.80

set protocols bgp group rr neighbor 10.0.0.40 family inet unicast add-path receive
set protocols ospf area 0.0.0.0 interface 100.80 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.84

set routing-options autonomous-system 1



Configuring Router R1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Router R1:

1. Configure the interfaces to Router R2, Router R3, Router R4, and Router R5, and configure the
loopback (lo0) interface.

[edit interfaces]

user@R1# set fe-0/0/0 unit 12 family inet address 10.0.12.1/24
user@R1# set fe-0/0/1 unit 13 family inet address 10.0.13.1/24
user@1# set fe-1/0/0 unit 14 family inet address 10.0.14.1/24
user@R1# set fe-1/2/0 unit 15 family inet address 10.0.15.1/24
user@R1#set 1o@ unit 10 family inet address 10.0.0.10/32

2. Configure BGP on the interfaces, and configure IBGP route reflection.

[edit protocols bgp]

user@R1# set group rr type internal

user@R1# set group rr local-address 10.0.0.10
user@R1# set group rr cluster 10.0.0.10

user@R1# set group rr neighbor 10.0.0.20

user@R1# set group rr neighbor 10.0.0.30

user@R1# set group rr_rr type internal

user@R1# set group rr_rr local-address 10.0.0.10
user@R1# set group el type external

user@R1# set group el neighbor 10.0.15.2 local-address 10.0.15.1
user@R1# set group el neighbor 10.0.15.2 peer-as 2

3. Configure Router R1 to send up to six paths to its neighbor, Router R4.

The destination of the paths can be any destination that Router R1 can reach through multiple paths.

[edit protocols bgp]
user@R1# set group rr_rr neighbor 10.0.0.40 family inet unicast add-path send path-count 6


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

4. Configure OSPF on the interfaces.

[edit protocols ospf]

user@R1# set area 0.0.0.0 interface 100.10 passive
user@R14# set area 0.0.0.0 interface fe-0/0/0.12
user@R1# set area 0.0.0.0 interface fe-0/0/1.13
user@R14# set area 0.0.0.0 interface fe-1/0/0.14
user@1# set area 0.0.0.0 interface fe-1/2/0.15

5. Configure the router ID and the autonomous system number.

[edit routing-options]
user@1# set router-id 10.0.0.10
user@1# set autonomous-system 1

6. If you are done configuring the device, commit the configuration.

user@1# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
fe-0/0/0 {
unit 12 {
family inet {
address 10.0.12.1/24;

3
3
3
fe-0/0/1 {
unit 13 {

family inet {
address 10.0.13.1/24;



}
fe-1/0/0 {
unit 14 {
family inet {
address 10.0.14.1/24;
}
}
}
fe-1/2/0 {
unit 15 {
family inet {
address 10.0.15.1/24;
}
}
}
100 {
unit 10 {
family inet {
address 10.0.0.10/32;
}
}
}

user@R1# show protocols

bgp {
group rr {
type internal;
local-address 10.0.0.10;
cluster 10.0.0.10;
neighbor 10.0.0.20;
neighbor 10.0.0.30;
}
group el {
type external;
neighbor 10.0.15.2 {
local-address 10.0.15.1;
peer-as 2,
}
}

group rr_rr {



type internal;
local-address 10.0.0.10;
neighbor 10.0.0.40 {
family inet {
unicast {
add-path {
send {
path-count 6;

}
ospf {
area 0.0.0.0 {
interface 100.10 {
passive;

}
interface fe-0/0/0.12;
interface fe-0/0/1.13;
interface fe-1/0/0.14;
interface fe-1/2/0.15;

user@R1# show routing-options
router-id 10.0.0.10;

autonomous-system 1;

Configuring Router R2

Step-by-Step Procedure

To configure Router R2:



1. Configure the loopback (lo0) interface and the interfaces to Router R6 and Router R1.

[edit interfaces]

user@2# set fe-1/2/0 unit 21 family inet address 10.0.12.2/24
user@r2# set fe-1/2/1 unit 26 family inet address 10.0.26.1/24
user@R2# set 1o@ unit 20 family inet address 10.0.0.20/32

2. Configure BGP and OSPF on Router R2’s interfaces.

[edit protocols]

user@r2# set bgp group rr type internal

user@r2# set bgp group rr local-address 10.0.0.20
user@r2# set bgp group el type external

user@R2# set bgp group el neighbor 10.0.26.2 peer-as 2
user@R2# set ospf area 0.0.0.0 interface 100.20 passive
user@r2# set ospf area 0.0.0.0 interface fe-1/2/0.21
user@r2# set ospf area 0.0.0.0 interface fe-1/2/1.28

3. For routes sent from Router R2 to Router R1, advertise Router R2 as the next hop, because Router
R1 does not have a route to Router Ré’s address on the 10.0.26.0/24 network.

[edit]
user@r2# set policy-options policy-statement set_nh_self then next-hop self
user@R2# set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self

4. Configure the autonomous system number.

[edit]
user@2# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R2# commit



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options,and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@r2# show interfaces
fe-1/2/0 {
unit 21 {
family inet {
address 10.0.12.2/24;

}
}
}
fe-1/2/1 {
unit 26 {
family inet {
address 10.0.26.1/24;
}
}
}
100 {
unit 20 {
family inet {
address 10.0.0.20/32;
}
}
}

user@r2# show protocols

bgp {
group rr {
type internal;
local-address 10.0.0.20;
neighbor 10.0.0.10 {
export set_nh_self;
}
}
group el {

type external;
neighbor 10.0.26.2 {



peer-as 2;

}
}
}
ospf {
area 0.0.0.0 {
interface 100.20 {
passive;
}
interface fe-1/2/0.21;
interface fe-1/2/1.28;
}
}

user@r2# show policy-options
policy-statement set_nh_self {
then {
next-hop self;

user@R2# show routing-options

autonomous-system 1;

Configuring Router R3

Step-by-Step Procedure

To configure Router R3:

1. Configure the loopback (lo0) interface and the interfaces to Router R7 and Router R1.

[edit interfaces]

user@3# set fe-1/0/1 unit 31 family inet address 10.0.13.2/24
user@r3# set fe-1/0/2 unit 37 family inet address 10.0.37.1/24
user@r3# set 1lo@ unit 30 family inet address 10.0.0.30/32



2. Configure BGP and OSPF on Router R3’s interfaces.

[edit protocols]

user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#
user@R3#

set
set
set
set
set
set
set

bgp group
bgp group
bgp group
bgp group
ospf area
ospf area
ospf area

rr type internal

rr local-address 10.0.0.30

el type external

el neighbor 10.0.37.2 peer-as 2
0.0.0.0 interface 100.30 passive
0.0.0.0 interface fe-1/0/1.31
0.0.0.0 interface fe-1/0/2.37

3. For routes sent from Router R3 to Router R1, advertise Router R3 as the next hop, because Router
R1 does not have a route to Router R7’s address on the 10.0.37.0/24 network.

[edit]

user@R3# set policy-options policy-statement set_nh_self then next-hop self

user@R3# set protocols bgp group rr neighbor 10.0.0.10 export set_nh_self

4. Configure the autonomous system number.

[edit]

user@R3# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R3# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show

policy-options, and show routing-options commands. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@R3# show interfaces

fe-1/0/1 {
unit 31

{

family inet {



address 10.0.13.2/24;

}
}
}
fe-1/0/2 {
unit 37 {
family inet {
address 10.0.37.1/24;
}
}
}
lo0 {
unit 30 {
family inet {
address 10.0.0.30/32;
}
}
}

user@r3# show protocols

bgp {
group rr {
type internal;
local-address 10.0.0.30;
neighbor 10.0.0.10 {
export set_nh_self;
}
}
group el {
type external;
neighbor 10.0.37.2 {
peer-as 2,
}
}
}
ospf {
area 0.0.0.0 {
interface 100.30 {
passive;
}

interface fe-1/0/1.31;



interface fe-1/0/2.37;

}
user@R3# show policy-options
policy-statement set_nh_self {
then {
next-hop self;

user@r3# show routing-options

autonomous-system 1;

Configuring Router R4

Step-by-Step Procedure

To configure Router R4:

1. Configure the interfaces to Router R1 and Router R8, and configure the loopback (lo0) interface.

[edit interfaces]

user@R4# set fe-1/2/0 unit 41 family inet address 10.0.14.2/24
user@r4# set fe-1/2/1 unit 48 family inet address 10.0.48.1/24
user@R4# set 1lo@ unit 40 family inet address 10.0.0.40/32

2. Configure BGP on the interfaces, and configure IBGP route reflection.

[edit protocols bgp]

user@R4# set group rr type internal

user@R4# set group rr local-address 10.0.0.40
user@R4# set group rr neighbor 10.0.0.10

user@R4# set group rr_client type internal

user@R4# set group rr_client local-address 10.0.0.40
user@R4# set group rr_client cluster 10.0.0.40

3. Configure Router R4 to send up to six paths to its neighbor, Router R8.



The destination of the paths can be any destination that Router R4 can reach through multiple paths.

[edit protocols bgp]
user@R4# set group rr_client neighbor 10.0.0.80 family inet unicast add-path send path-count 6

4. Configure Router R4 to receive multiple paths from its neighbor, Router R1.

The destination of the paths can be any destination that Router R1 can reach through multiple paths.

[edit protocols bgp group rr family inet unicast]
user@r4# set add-path receive

5. Configure OSPF on the interfaces.

[edit protocols ospf area 0.0.0.0]
user@R4# set interface fe-1/2/0.41
user@R4# set interface 1o0.40 passive
user@R4# set interface fe-1/2/1.48

6. Configure a policy that allows Router R4 to send Router R8 multiple paths to the 172.16.199.1/32
route.

e Router R4 receives multiple paths for the 172.16.198.1/32 route and the 172.16.199.1/32 route.
However, because of this policy, Router R4 only sends multiple paths for the 172.16.199.1/32
route.

[edit protocols bgp group rr_client neighbor 10.0.0.80 family inet unicast]
user@r4# set add-path send prefix-policy allow_199

[edit policy-options policy-statement allow_199]

user@R4# set from route-filter 172.16.199.1/32 exact

user@r4# set then accept

e Router R4 can also be configured to send up-to 20 BGP add-path routes for a subset of add-path
advertised prefixes.

[edit policy-options policy-statement allow_199]
user@R4# set term match_199 from prefix-list match_199
user@R4# set then add-path send-count 20



7. Configure the autonomous system number.

[edit routing-options]
user@R4# set autonomous-system 1

8. If you are done configuring the device, commit the configuration.

user@R4# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit 41 {
family inet {
address 10.0.14.2/24;

}
}
}
fe-1/2/1 {
unit 48 {
family inet {
address 10.0.48.1/24;
}
}
}
lo0 {
unit 40 {

family inet {
address 10.0.0.40/32;



user@r4# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.40;
family inet {
unicast {
add-path {

receive;

}
neighbor 10.0.0.10;

}

group rr_client {
type internal;
local-address 10.0.0.40;
cluster 10.0.0.40;
neighbor 10.0.0.80 {

family inet {

unicast {
add-path {
send {
path-count 6;
prefix-policy allow_199;
}
}
}
}
}
}
}
ospf {
area 0.0.0.0 {
interface 100.40 {
passive;
}

interface fe-1/2/0.41;



interface fe-1/2/1.48;

user@r4# show policy-options
policy-statement allow_199 {
from {
route-filter 172.16.199.1/32 exact;

}
from term match_199 {
prefix-list match_199;

then add-path send-count 20;
then accept;

user@R4# show routing-options

autonomous-system 1;

Configuring Router R5

Step-by-Step Procedure

To configure Router R5:

1. Configure the loopback (lo0) interface and the interface to Router R1.

[edit interfaces]
user@5# set fe-1/2/0 unit 51 family inet address 10.0.15.2/24
user@5# set 1o@ unit 50 family inet address 10.0.0.50/32

2. Configure BGP on Router R5’s interface.

[edit protocols bgp group el]
user@5# set type external
user@r5# set neighbor 10.0.15.1 peer-as 1



3. Create static routes for redistribution into BGP.

[edit routing-options]
user@5# set static route 172.16.199.1/32 reject
user@r5# set static route 172.16.198.1/32 reject

4. Redistribute static and direct routes into BGP.

[edit protocols bgp group el neighbor 10.0.15.1]
user@R5# set export s2b

[edit policy-options policy-statement s2b]
user@r5# set from protocol static

user@r5# set from protocol direct

user@r5# set then as-path-expand 2

user@r5# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R5# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@5# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@5# show interfaces
fe-1/2/0 {
unit 51 {

family inet {
address 10.0.15.2/24;



}
}
lo0 {
unit 50 {
family inet {
address 10.0.0.50/32;
}
}
}

user@r5# show protocols

bgp {
group el {
type external;
neighbor 10.0.15.1 {
export s2b;
peer-as 1;
}
}
}

user@R5# show policy-options
policy-statement s2b {
from protocol [ static direct J;
then {
as-path-expand 2;

accept;

user@R5# show routing-options
static {
route 172.16.198.1/32 reject;
route 172.16.199.1/32 reject;
}

autonomous-system 2;



Configuring Router R6

Step-by-Step Procedure

To configure Router Ré6:

1. Configure the loopback (l00) interface and the interface to Router R2.

[edit interfaces]
user@r6# set fe-1/2/0 unit 62 family inet address 10.0.26.2/24
user@r6# set 1lo@ unit 60 family inet address 10.0.0.60/32

2. Configure BGP on Router Ré’s interface.

[edit protocols]
user@r6# set bgp group el type external
user@R6# set bgp group el neighbor 10.0.26.1 peer-as 1

3. Create static routes for redistribution into BGP.

[edit]
user@r6# set routing-options static route 172.16.199.1/32 reject
user@r6# set routing-options static route 172.16.198.1/32 reject

4. Redistribute static and direct routes from Router Ré's routing table into BGP.

[edit protocols bgp group el neighbor 10.0.26.1]
user@r6# set export s2b

[edit policy-options policy-statement s2b]
user@r6# set from protocol static

user@r6# set from protocol direct

user@r6# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R6# set autonomous-system 2



6. If you are done configuring the device, commit the configuration.

user@R6# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@6# show interfaces
fe-1/2/0 {
unit 62 {

family inet {
address 10.0.26.2/24;

}
}
}
100 {
unit 60 {
family inet {
address 10.0.0.60/32;
}
}
}

user@R6# show protocols
bgp {
group el {
type external;
neighbor 10.0.26.1 {
export s2b;

peer-as 1;



user@r6# show policy-options
policy-statement s2b {
from protocol [ static direct J;

then accept;

user@R6# show routing-options
static {
route 172.16.198.1/32 reject;
route 172.16.199.1/32 reject;
}

autonomous-system 2;

Configuring Router R7

Step-by-Step Procedure

To configure Router R7:

1. Configure the loopback (lo0) interface and the interface to Router R3.

[edit interfaces]
user@7# set fe-1/2/0 unit 73 family inet address 10.0.37.2/24
user@r7# set 1lo@ unit 70 family inet address 10.0.0.70/32

2. Configure BGP on Router R7’s interface.

[edit protocols bgp group el]
user@r7# set type external
user@r7# set neighbor 10.0.37.1 peer-as 1



3. Create a static route for redistribution into BGP.

[edit]
user@R7# set routing-options static route 172.16.199.1/32 reject

4. Redistribute static and direct routes from Router R7’s routing table into BGP.

[edit protocols bgp group el neighbor 10.0.37.1]
user@7# set export s2b

[edit policy-options policy-statement s2b]
user@r7# set from protocol static

user@r7# set from protocol direct

user@r7# set then accept

5. Configure the autonomous system number.

[edit routing-options]
user@R7# set autonomous-system 2

6. If you are done configuring the device, commit the configuration.

user@7# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@7# show interfaces
fe-1/2/0 {
unit 73 {

family inet {
address 10.0.37.2/24;



}

lo0 {
unit 70 {
family inet {
address 10.0.0.70/32;
}
}
}

user@r7# show protocols

bgp {
group el {
type external;
neighbor 10.0.37.1 {
export s2b;
peer-as 1;
}
}
}

user@R7# show policy-options
policy-statement s2b {
from protocol [ static direct J;

then accept;

user@R7# show routing-options
static {

route 172.16.199.1/32 reject;
}

autonomous-system 2;

Configuring Router R8

Step-by-Step Procedure

To configure Router R8:



1. Configure the loopback (lo0) interface and the interface to Router R4.

[edit interfaces]
user@r8# set fe-1/2/0 unit 84 family inet address 10.0.48.2/24
user@R8# set 1lo@ unit 80 family inet address 10.0.0.80/32

2. Configure BGP and OSPF on Router R8's interface.

[edit protocols]

user@R8# set bgp group rr type internal

user@r8# set bgp group rr local-address 10.0.0.80
user@R8# set ospf area 0.0.0.0 interface 100.80 passive
user@r8# set ospf area 0.0.0.0 interface fe-1/2/0.84

3. Configure Router R8 to receive multiple paths from its neighbor, Router R4.

The destination of the paths can be any destination that Router R4 can reach through multiple paths.

[edit protocols]
user@r8# set bgp group rr neighbor 10.0.0.40 family inet unicast add-path receive

4. Configure the autonomous system number.

[edit]
user@R8# set routing-options autonomous-system 1

5. If you are done configuring the device, commit the configuration.

user@R8# commit



Results
From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show

policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R8# show interfaces
fe-1/2/0 {

unit 84 {

family inet {
address 10.0.48.2/24;

}
}
}
100 {
unit 80 {
family inet {
address 10.0.0.80/32;
}
}
}

user@R8# show protocols
bgp {
group rr {
type internal;
local-address 10.0.0.80;
neighbor 10.0.0.40 {
family inet {
unicast {
add-path {

receive;

ospf {



area 0.0.0.0 {
interface 100.80 {
passive;

}
interface fe-1/2/0.84;

user@r8# show routing-options
autonomous-system 1;

Verification

IN THIS SECTION

Verifying That the BGP Peers Have the Ability to Send and Receive Multiple Paths | 493
Verifying That Router R1 Is Advertising Multiple Paths | 494

Verifying That Router R4 Is Receiving and Advertising Multiple Paths | 495

Verifying That Router R8 Is Receiving Multiple Paths | 496

Checking the Path ID | 497

Confirm that the configuration is working properly.

Verifying That the BGP Peers Have the Ability to Send and Receive Multiple Paths

Purpose

Make sure that one or both of the following strings appear in the output of the show bgp neighbor
command:

e NLRI's for which peer can receive multiple paths: inet-unicast

e NLRI's for which peer can send multiple paths: inet-unicast



Action

user@R1> show bgp neighbor 10.0.0.40
Peer: 10.0.0.40+179 AS 1 Local: 10.0.0.10+64227 AS 1
Type: Internal State: Established Flags: <Sync>

NLRI's for which peer can receive multiple paths: inet-unicast

user@R4> show bgp neighbor 10.0.0.10
Peer: 10.0.0.10+64227 AS 1 Local: 10.0.0.40+179 AS 1
Type: Internal State: Established Flags: <Sync>

NLRI's for which peer can send multiple paths: inet-unicast

user@R4> show bgp neighbor 10.0.0.80
Peer: 10.0.0.80+55416 AS 1 Local: 10.0.0.40+179 AS 1
Type: Internal State: Established (route reflector client)Flags: <Sync>

19

NLRI's for which peer can receive multiple paths: inet-unicast

user@r8> show bgp neighbor 10.0.0.40
Peer: 10.0.0.40+179 AS 1 Local: 10.0.0.80+55416 AS 1
Type: Internal State: Established Flags: <Sync>

NLRI's for which peer can send multiple paths: inet-unicast

Verifying That Router R1 Is Advertising Multiple Paths

Purpose

Make sure that multiple paths to the 172.16.198.1/32 destination and multiple paths to the
172.16.199.1/32 destination are advertised to Router R4.



Action

user@1> show route advertising-protocol bgp 10.0.0.40
inet.0: 21 destinations, 25 routes (21 active, © holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path

* 10.0.0.50/32 10.0.15.2 100 221

* 10.0.0.60/32 10.0.0.20 100 21

* 10.0.0.70/32 10.0.0.30 100 21

* 172.16.198.1/32 10.0.0.20 100 21
10.0.15.2 100 221

* 172.16.199.1/32 10.0.0.20 100 21
10.0.0.30 100 21
10.0.15.2 100 221

* 172.16.200.0/30 10.0.0.20 100 21

Meaning

When you see one prefix and more than one next hop, it means that multiple paths are advertised to
Router R4.

Verifying That Router R4 Is Receiving and Advertising Multiple Paths

Purpose

Make sure that multiple paths to the 172.16.199.1/32 destination are received from Router R1 and
advertised to Router R8. Make sure that multiple paths to the 172.16.198.1/32 destination are received
from Router R1, but only one path to this destination is advertised to Router R8.

Action

user@4> show route receive-protocol bgp 10.0.0.10
inet.0: 19 destinations, 22 routes (19 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.50/32 10.0.15.2 100 221
* 10.0.0.60/32 10.0.0.20 100 21
* 10.0.0.70/32 10.0.0.30 100 21
* 172.16.198.1/32 10.0.0.20 100 21
10.0.15.2 100 221

*

172.16.199.1/32 10.0.0.20 100 21



10.0.0.30 100 21
10.0.15.2 100 221
* 172.16.200.0/30 10.0.0.20 100 21

user@4> show route advertising-protocol bgp 10.0.0.80
inet.0: 19 destinations, 22 routes (19 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path

* 10.0.0.50/32 10.0.15.2 100 221

* 10.0.0.60/32 10.0.0.20 100 21

* 10.0.0.70/32 10.0.0.30 100 21

* 172.16.198.1/32 10.0.0.20 100 21

* 172.16.199.1/32 10.0.0.20 100 21
10.0.0.30 100 21
10.0.15.2 100 221

* 172.16.200.0/30 10.0.0.20 100 21

Meaning

The show route receive-protocol command shows that Router R4 receives two paths to the
172.16.198.1/32 destination and three paths to the 172.16.199.1/32 destination. The show route
advertising-protocol command shows that Router R4 advertises only one path to the 172.16.198.1/32
destination and advertises all three paths to the 172.16.199.1/32 destination.

Because of the prefix policy that is applied to Router R4, Router R4 does not advertise multiple paths to
the 172.16.198.1/32 destination. Router R4 advertises only one path to the 172.16.198.1/32
destination even though it receives multiple paths to this destination.

Verifying That Router R8 Is Receiving Multiple Paths

Purpose

Make sure that Router R8 receives multiple paths to the 172.16.199.1/32 destination through Router
R4. Make sure that Router R8 receives only one path to the 172.16.198.1/32 destination through
Router R4.



Action

user@R8> show route receive-protocol bgp 10.0.0.40
inet.0: 18 destinations, 20 routes (18 active, @ holddown, @ hidden)

*

*

>

>*

>

>*

Prefix Nexthop MED Lclpref AS
10.0.0.50/32 10.0.15.2 100 2
10.0.0.60/32 10.0.0.20 100 2
10.0.0.70/32 10.0.0.30 100 2
172.16.198.1/32 10.0.0.20 100
172.16.199.1/32 10.0.0.20 100
10.0.0.30 100 2
10.0.15.2 100 2
200.1.1.0/30 10.0.0.20 100 2

Checking the Path ID

Purpose

path
21
I
I
21
21
I
21
I

On the downstream devices, Router R4 and Router R8, verify that a path ID uniquely identifies the path.
Look for the Addpath Path ID: string.

Action

user@4> show route 172.16.199.1/32 detail

inet.0: 18 destinations, 20 routes (18 active, @ holddown, @ hidden)
172.16.199.1/32 (3 entries, 3 announced)

*BGP

Preference: 170/-101

Next hop type: Indirect

Next-hop reference count: 9

Source: 10.0.0.10

Next hop type: Router, Next hop index: 676
Next hop: 10.0.14.1 via 1t-1/2/0.41, selected
Protocol next hop: 10.0.0.20

Indirect next hop: 92041c8 262146

State: <Active Int Ext>

Local AS: 1 Peer AS: 1

Age: 1:44:37 Metric2: 2

Task: BGP_1.10.0.0.10+64227

Announcement bits (3): 2-KRT 3-BGP RT Background 4-Resolve tree 1



AS path: 2 I (Originator) Cluster list: 10.0.0.10
AS path: Originator ID: 10.0.0.20
Accepted
Localpref: 100
Router ID: 10.0.0.10
Addpath Path ID: 1
BGP Preference: 170/-101
Next hop type: Indirect
Next-hop reference count: 4
Source: 10.0.0.10
Next hop type: Router, Next hop index: 676
Next hop: 10.0.14.1 via 1t-1/2/0.41, selected
Protocol next hop: 10.0.0.30
Indirect next hop: 92042ac 262151
State: <NotBest Int Ext>
Inactive reason: Not Best in its group - Router ID
Local AS: 1 Peer AS: 1
Age: 1:44:37 Metric2: 2
Task: BGP_1.10.0.0.10+64227
Announcement bits (1): 3-BGP RT Background
AS path: 2 I (Originator) Cluster list: 10.0.0.10
AS path: Originator ID: 10.0.0.30
Accepted
Localpref: 100
Router ID: 10.0.0.10
Addpath Path ID: 2
BGP Preference: 170/-101
Next hop type: Indirect
Next-hop reference count: 4
Source: 10.0.0.10
Next hop type: Router, Next hop index: 676
Next hop: 10.0.14.1 via 1t-1/2/0.41, selected
Protocol next hop: 10.0.15.2
Indirect next hop: 92040e4 262150
State: <Int Ext>
Inactive reason: AS path
Local AS: 1 Peer AS: 1
Age: 1:44:37 Metric2: 2
Task: BGP_1.10.0.0.10+64227
Announcement bits (1): 3-BGP RT Background
AS path: 2 2 1
Accepted
Localpref: 100



Router ID: 10.0.0.10
Addpath Path ID: 3

user@R8> show route 172.16.199.1/32 detail

inet.@: 17 destinations, 19 routes (17 active, @ holddown, @ hidden)
172.16.199.1/32 (3 entries, 1 announced)
*BGP Preference: 170/-101
Next hop type: Indirect
Next-hop reference count: 9
Source: 10.0.0.40
Next hop type: Router, Next hop index: 1045
Next hop: 10.0.48.1 via 1t-1/2/0.84, selected
Protocol next hop: 10.0.0.20
Indirect next hop: 91fc0e4 262148
State: <Active Int Ext>
Local AS: 1 Peer AS: 1
Age: 1:56:51 Metric2: 3
Task: BGP_1.10.0.0.40+179
Announcement bits (2): 2-KRT 4-Resolve tree 1
AS path: 2 I (Originator) Cluster list: 10.0.0.40 10.0.0.10
AS path: Originator ID: 10.0.0.20
Accepted
Localpref: 100
Router ID: 10.0.0.40
Addpath Path ID: 1
BGP Preference: 170/-101
Next hop type: Indirect
Next-hop reference count: 4
Source: 10.0.0.40
Next hop type: Router, Next hop index: 1045
Next hop: 10.0.48.1 via 1t-1/2/0.84, selected
Protocol next hop: 10.0.0.30
Indirect next hop: 91fclc8 262152
State: <NotBest Int Ext>
Inactive reason: Not Best in its group - Router ID
Local AS: 1 Peer AS: 1
Age: 1:56:51 Metric2: 3
Task: BGP_1.10.0.0.40+179
AS path: 2 I (Originator) Cluster list: 10.0.0.40 10.0.0.10
AS path: Originator ID: 10.0.0.30



Accepted
Localpref: 100
Router ID: 10.0.0.40
Addpath Path ID: 2
BGP Preference: 170/-101
Next hop type: Indirect
Next-hop reference count: 4
Source: 10.0.0.40
Next hop type: Router, Next hop index: 1045
Next hop: 10.0.48.1 via 1t-1/2/0.84, selected
Protocol next hop: 10.0.15.2
Indirect next hop: 91fc2ac 262153
State: <Int Ext>
Inactive reason: AS path
Local AS: 1 Peer AS: 1
Age: 1:56:51 Metric2: 3
Task: BGP_1.10.0.0.40+179
AS path: 2 2 I (Originator) Cluster list: 10.0.0.40
AS path: Originator ID: 10.0.0.10
Accepted
Localpref: 100
Router ID: 10.0.0.40
Addpath Path ID: 3
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AS Path Lookup in a BGP Policy Without Regular Expression Overview
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Benefits of AS-Path without using regular expression in BGP policy: | 501

When working with BGP AS paths and routing policy match conditions, you can configure BGP policies
to check for an autonomous system (AS) match in an AS path without using regular expressions. The
BGP policy compares the AS to an AS-list or As-list-group and returns true if it finds a match. You can
configure the BGP policy to check for a matching origin, neighbor, or transit AS. This feature provides a
faster alternative to match origin, transit, and peer AS numbers than using a regular expression.

Benefits of AS-Path without using regular expression in BGP policy:

e Optimized lookup for origin, neighbor, transit ASes improves the performance.
e Provides a faster lookup in terms of speed.
The following operations to match the ASes in an AS path are supported:

o Match the Originating AS in the AS Path—Compares the AS that originated the route. Evaluates if the
right most AS number on the AS path belongs to the as-list or as-list-group specified in the as-path-
origins configuration statement at the [edit policy-options policy-statement policy-name from] hierarchy
level. In the case where the route has been aggregated, and the location of the originating AS
contains an AS-set, the as-path-origins operator evaluates to true if any AS contained in the AS-set
belongs to the as-list or as-list-group specified in the as-path-origins configuration statement.

¢ Match the Neighbor AS in the AS Path—Compares the neighbor AS in the AS path. Evaluates if the
first AS number on the AS path matches the as-1ist or as-list-group specified in the as-path-neighbors
configuration statement at the [edit policy-options policy-statement policy-name from] hierarchy level. If
the neighboring AS location happens to be an AS-set, the as-path-neighbors operator evaluates to true
if any AS contained in the AS-set belongs to the as-list or as-list-group specified in the as-path-
neighbors configuration statement.



Match the Transit AS in the AS Path—Compares any AS in the AS-Path. Evaluates when any AS
belongs to the as-list or as-list-group specified in the as-path-transit configuration statement at the
[edit policy-options policy-statement policy-name from] hierarchy level. In the case of AS-set, the as-path-
transit operator compares all the ASes in the AS-set.

Configure AS Path Lookup Without Using Regular Expression

You can configure AS path lookups by defining AS lists, or AS list groups for origin, neighbor, and transit

ASes and filter the routes without using regular expression.

The table here shows configurations of universal match based on regular expressions and equivalent
match with faster execution time.

Match type Universal match based on regular Equivalent match with faster
expressions execution time

Peer set policy-options as-path peer-match set policy-options as-list peer-
"A101.*" match members 101

Transit set policy-options as-path transit-match  set policy-options as-list
"*61453.¥10001.*40007$" transit-match members 61453

Origin set policy-options as-path origin-match set policy-options as-list origin-
"*54367%" match members 54367

The following sample configuration shows how you can define AS lists (as-list as-list-name) for origin,

neighbor, and transit ASes and how you can use policies to filter the routes without using regular

expression:

Step 1: Define AS lists for matching origin, neighbor, and transit AS and apply it as a filter to filter the

routes using policies.

set policy-options as-list origin-match members 54367
set policy-options as-list neighbor-match members 101
set policy-options as-list transit-match members 61453

set policy-options as-list transit-match members 10001

NOTE: You can also define AS list groups (as-1ist-group group-name) for matching origin, neighbor,
and transit ASes to filter the routes using policies. The following is a sample configuration to
define AS list groups to match origin ASes to filter the routes using policies:

set policy-options as-list-group origin_group as-list origin-match-1 members 3-4
set policy-options as-list-group origin_group as-list origin-match-2 members 6-9
set policy-options policy-statement neighbor-accept term 1 from as-path-origins as-list-group



origin_group
set policy-options policy-statement neighbor-accept term 1 then accept
set policy-options policy-statement neighbor-accept term 2 then reject

NOTE: AS list groups to match the origin, neighbor, and transit ASes could be an AS member (for
example, 101) or a range of AS members (for example, 6-9). In this case, all the routes originating
from 6, 7, 8, 9 will be matched.

If you are using a range of AS members (as-start to as-finish), then the as-start member value
should be less than or equal to as-finish member value. The AS member or the AS member range
(as-start to as-finish) cannot be O.

The as-list or as-list-group defines an AS set.

While performing an AS set lookup for origins and neighbors, the first or last AS from an AS path
is matched. In the case of transits, there could be multiple iterations on the AS path to perform
AS set lookup.

Step 2: Configure policies to match and filter routes based on origin, neighbor, and transit ASes.

set policy-options policy-statement as-list-match term transit-match from as-path-transits as-
list transit-match

set policy-options policy-statement as-list-match term transit-match then local-preference 300
set policy-options policy-statement as-list-match term transit-match then accept

set policy-options policy-statement as-list-match term origin-match from as-path-origins as-list
origin-match

set policy-options policy-statement as-list-match term origin-match then local-preference 400
set policy-options policy-statement as-list-match term origin-match then accept

set policy-options policy-statement as-list-match term neighbor-match from as-path-neighbors as-
list peer-match

set policy-options policy-statement as-list-match term peer-match then local-preference 200

set policy-options policy-statement as-list-match term peer-match then accept

Step 3: Define the local autonomous system.

set routing-options autonomous-system 100



Step 4: Apply the policy as BGP import policy to filter the routes.

set protocols
set protocols
set protocols
set protocols

set protocols

NOTE: This policy can be applied as an import or export policy to filter the routes to take

bgp group
bgp group
bgp group
bgp group
bgp group

ebgp-1
ebgp-1
ebgp-1
ebgp-1
ebgp-1

type external

import as-list-match

family inet unicast

neighbor 192.168.1.2 peer-as 101
neighbor 192.168.1.6 peer-as 102

corresponding action defined in the policy.

You can use the show route CLI command to view the routes in the routing table.

NOTE: The configuration statements in the from clause match condition occurs in both [edit

policy-options policy-statement policy-name from] and [edit policy-options policy-statement policy-name

term term-name from] hierarchy levels.
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Understanding BGP Communities, Extended Communities, and Large
Communities as Routing Policy Match Conditions

A BGP communityis a group of destinations that share a common property. Community information is
included as a path attribute in BGP update messages. This information identifies community members
and enables you to perform actions on a group without having to elaborate upon each member. You can
use community and extended communities attributes to trigger routing decisions, such as acceptance,
rejection, preference, or redistribution.

You can assign community tags to non-BGP routes through configuration (for static, aggregate, or
generated routes) or an import routing policy. These tags can then be matched when BGP exports the
routes.

A community value is a 32-bit field that is divided into two main sections. The first 16 bits of the value
encode the AS number of the network that originated the community, while the last 16 bits carry a
unique number assigned by the AS. This system attempts to guarantee a globally unique set of
community values for each AS in the Internet. Junos OS uses a notation of as-number: community-value,
where each value is a decimal number. The AS values of 0 and 65,535 are reserved, as are all of the



community values within those AS numbers. Each community, or set of communities, is given a name
within the [edit policy-options] configuration hierarchy. The name of the community uniquely identifies it
to the routing device and serves as the method by which routes are categorized. For example, a route
with a community value of 64510:1111 might belong to the community named AS64510-routes. The
community name is also used within a routing policy as a match criterion or as an action. The command
syntax for creating a community is: policy-options community name members [ community-ids]. The community-ids
are either a single community value or multiple community values. When more than one value is
assigned to a community name, the routing device interprets this as a logical AND of the community
values. In other words, a route must have all of the configured values before being assigned the
community name.

The regular community attribute is four octets. Networking enhancements, such as VPNs, have
functionality requirements that can be satisfied by an attribute such as a community. However, the 4-
octet community value does not provide enough expansion and flexibility to accommodate VPN
requirements. This leads to the creation of extended communities. An extended community is an 8-
octet value that is also divided into two main sections. The first 2 octets of the community encode a
type field while the last 6 octets carry a unique set of data in a format defined by the type field.
Extended communities provide a larger range for grouping or categorizing communities.

The BGP extended communities attribute format has three fields: #ype: administrator: assigned-number. The
routing device expects you to use the words target or origin to represent the type field. The
administrator field uses a decimal number for the AS or an IPv4 address, while the assigned number field
expects a decimal number no larger than the size of the field (65,535 for 2 octets or 4,294,967,295 for 4
octets).

When specifying community IDs for standard and extended community attributes, you can use UNIX-
style regular expressions. The only exception is for VPN import policies (vrf-import), which do not support
regular expressions for the extended communities attribute.

Regular BGP communities attributes are a variable length attribute consisting of a set of one or more 4-
byte values that was split into 16 bit values. The most significant word is interpreted as an AS number
and least significant word is a locally defined value assigned by the operator of the AS. Since the
adoption of 4-byte ASNs, the 4-byte BGP regular community and 6-byte BGP extended community can
no longer support BGP community attributes. Operators often encode AS number in the local portion of
the BGP community that means that sometimes the format of the community is ASN:ASN. With the 4-
byte ASN, you need 8-bytes to encode it. Although BGP extended community permits a 4-byte AS to
be encoded as the global administrator field, the local administrator field has only 2-byte of available
space. Thus, 6-byte extended community attribute is also unsuitable. To overcome this, Junos OS allows
you to configure optional transitive path attribute - a 12-byte BGP large community that provides the
most significant 4-byte value to encode autonomous system number as the global administrator and the
remaining two 4-byte assigned numbers to encode the local values as defined in RFC 8092. You can
configure BGP large community at the [edit policy-options community community-name members] and [edit
routing-options static route ip-address community] hierarchy levels. The BGP large community attributes
format has four fields: large:global administrator:assigned number: assigned number.



NOTE: The length of the BGP large communities attribute value should be a non-zero multiple of
12.
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Understanding How to Define BGP Communities and Extended
Communities
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To use a BGP community or extended community as a routing policy match condition, you define the
community as described in the following sections:

Defining BGP Communities for Use in Routing Policy Match Conditions

To create a named BGP community and define the community members, include the community statement:

[edit policy-options]
community name {

invert-match;



members [ community-ids 1;

name identifies the community. It can contain letters, numbers, and hyphens (-) and can be up to
255 characters long. To include spaces in the name, enclose the entire name in quotation marks (“ ).

community-ids identifies one or more members of the community. Each community ID consists of two
components, which you specify in the following format:

as-number: community-value;

o as-number—AS number of the community member. It can be a value from O through 65,535. You can
use the following notation in specifying the AS number:

e String of digits.

e Asterisk (*)—A wildcard character that matches all AS numbers. (In the definition of the
community attribute, the asterisk also functions as described in Table 21 on page 510.)

e Period (.)—A wildcard character that matches any single digit in an AS number.

e Group of AS numbers—A single AS number or a group of AS numbers enclosed in parentheses.
Grouping the numbers in this way allows you to perform a common operation on the group as a
whole and to give the group precedence. The grouped numbers can themselves include regular
expression operators. For more information about regular expressions, see "Using UNIX Regular
Expressions in Community Names" on page 509.

o community-value—ldentifier of the community member. It can be a number from O through 65,535.
You can use the following notation in specifying the community ID:

e String of digits.

e Asterisk (*)—A wildcard character that matches all community values. (In the definition of the
community attribute, the asterisk also functions as described in Table 21 on page 510.)

e Period (.)—A wildcard character that matches any single digit in a community value number.

e Group of community value numbers—A single community value number or a group of community
value numbers enclosed in parentheses. Grouping the regular expression in this way allows you to
perform a common operation on the group as a whole and to give the group precedence. The
grouped path can itself include regular expression operators.

You can also include one of the following well-known community names (defined in RFC 1997, BGP
Communities Attribute) in the community-ids option for the members statement. This will tag the routes
you specify in [policy-options policy-statement] with the configured name or community value. In a



separate configuration, you also need to create a filter for the imported routes in your BGP import
policy.

e no-advertise—Routes in this community name must not be advertised to other BGP peers.

e no-export—Routes in this community must not be advertised outside a BGP confederation boundary.
A stand alone autonomous system that is not part of a confederation should be considered a
confederation itself.

e no-export-subconfed—Routes in this community must not be advertised to external BGP peers,
including peers in other members’ ASs inside a BGP confederation.

Using UNIX Regular Expressions in Community Names

When specifying the members of a named BGP community (in the members [ commnity-ids ] statement),
you can use UNIX-style regular expressions to specify the AS number and the member identifier. A
regular expression consists of two components, which you specify in the following format:

term operator;

term identifies the string to match.

operator specifies how the term must match. Table 21 on page 510 lists the regular expression
operators supported in community IDs. You place an operator immediately after term with no
intervening space, except for the pipe ( | ) and dash (-) operators, which you place between two terms,
and parentheses, with which you enclose terms. Table 22 on page 511 shows examples of how to
define community-ids using community regular expressions. The operator is optional.

Community regular expressions are identical to the UNIX regular expressions. Both implement the
extended (or modern) regular expressions as defined in POSIX 1003.2.

Community regular expressions evaluate the string specified in termon a character-by-character basis.
For example, if you specify 1234:5678 as term, the regular expressions see nine discrete characters,
including the colon (:), instead of two sets of numbers (1234 and 5678) separated by a colon.

NOTE: In Junos OS Release 9.1 and later, you can specify 4-byte AS numbers as defined in
RFC 4893, BGP Support for Four-octet AS Number Space, as well as the 2-byte AS numbers that
are supported in earlier releases of the Junos OS.



Table 21: Community Attribute Regular Expression Operators

Operator

{m, n}

{m

{m?

Match Definition

At least mand at most n repetitions of term. Both m
and nmust be positive integers, and m must be

smaller than ».

Exactly mrepetitions of term. mmust be a positive
integer.

mor more repetitions of term mmust be a positive
integer.

Zero or more repetitions of term. This is
equivalent to {0, }.

One or more repetitions of term. This is equivalent
to {1,}.

Zero or one repetition of term This is equivalent
to {0,13.

One of the two terms on either side of the pipe.

Between a starting and ending range, inclusive.

Character at the beginning of a community
attribute regular expression.

Character at the end of a community attribute
regular expression.



Table 21: Community Attribute Regular Expression Operators (Continued))

Operator Match Definition

[1] Set of characters. One character from the set can
match. To specify the start and end of a range,
use a hyphen (-). To specify a set of characters
that do not match, use the caret (*) as the first

character after the opening square bracket ([).

() Group of terms that are enclosed in parentheses.
If enclosed in quotation marks with no
intervening space ("()" ), indicates a null.
Intervening space between the parentheses and
the terms is ignored.

“ » Characters (such as space, tab, question mark,
and bracket) that are enclosed within quotation
marks in a community attribute regular
expression indicate special characters.

Table 22: Examples of Community Attribute Regular Expressions

Community Attribute to Match Regular Sample
Expression Matches
AS number is 56 or 78. Community value is any number. M(56) | (78)):(.) | 56:1000
$
78:64500
AS number is 56. Community value is any number that starts with 2. A56:(2.9)% 56:2
56:222
56:234

AS number is any number. Community value is any number that ends with 5,7, | ~(*):(.*[579])$% 1234:5

or9.
78:2357

34:64509



Table 22: Examples of Community Attribute Regular Expressions (Continued))

Community Attribute to Match Regular Sample
Expression Matches
AS number is 56 or 78. Community value is any number that starts with 2 and MN(56) | (78)): 56:22
ends with 2 through 8. (2.*[2-8])%
56:21197
78:2678

Defining BGP Extended Communities for Use in Routing Policy Match Conditions

To create a named BGP community and define the community members, include the community statement:

[edit policy-options]
community name {

members [ community-ids 1,

name identifies the community. It can contain letters, numbers, and hyphens (-) and can be up to
255 characters long. To include spaces in the name, enclose the entire name in quotation marks (“ ).

community-ids identifies one or more members of the community. Each community ID consists of three
components, which you specify in the following format:

type: administrator: