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About This Guide

Use this guide to configure General Packet Radio Switching (GPRS) Tunneling Protocol (GTP) and Stream
Control Transmission Protocol (SCTP) in Junos OS on the SRX Series devices to secure GTP and SCTP
traffic flow to external networks. The GTP firewall features such as policy-based GTP, GTP inspection,
and GTP handover techniques address key security issues in mobile operators networks.
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Introduction to GPRS
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GPRS Overview
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General Packet Radio Service (GPRS) networks connect to several external networks including those of
roaming partners, corporate customers, GPRS Roaming Exchange (GRX) providers, and the public
Internet. GPRS network operators face the challenge of protecting their network while providing and
controlling access to and from these external networks. Juniper Networks provides solutions to many of
the security problems plaguing GPRS network operators.

In the GPRS architecture, the fundamental cause of security threats to an operator’s network is the
inherent lack of security in the GPRS tunneling protocol (GTP). GTP is the protocol used between GPRS
support nodes (GSNs). GTP is used to establish a GTP tunnel for individual user endpoints (UEs) and
between a Service Gateway (S-GW) and a PDN Gateway (P-GW) in 4G. A GTP tunnel is a channel
between GSNs through which two hosts exchange data. The SGSN (S-GW ) receives packets from the
user endpoints and encapsulates them within a GTP header before forwarding them to the GGSN
through the GTP tunnel. When the GGSN receives the packets, it decapsulates them and forwards them
to the external host.

Communication between different GPRS networks is not secure because GTP does not provide any
authentication, data integrity, or confidentiality protection. Implementing IP Security (IPsec) for



connections between roaming partners, setting traffic rate limits, and using stateful inspection can
eliminate a majority of the GTP’s security risks. The GTP firewall features in Junos OS address key
security issues in mobile operators’ networks.

Juniper Networks security devices mitigate a wide variety of attacks on the following types of GPRS
interfaces:

e Gn—The Gn interface is the connection between an SGSN (S-GW ) and a GGSN within the same
public land mobile network (PLMN).

S5 - The S5 interface is the connection between a S-GW and P-GW within the PLMN in 4G
networks.

e Gp—The Gp interface is the connection between two PLMNs.

S8 -The S8 interface is the bearer plane connection between home and visited PLMNs in 4G
networks.

e Gi—The Gi interface is the connection between a GGSN and the Internet or destination networks
connected to a PLMN.

SGi - The SGi interface is the connection between a P-GW and the Internet or destination networks
connected to a PLMN in 4G networks.

The term /nterface has different meanings in Junos OS and in GPRS technology. In Junos OS, an
interface is a doorway to a security zone that allows traffic to enter and exit the zone. In GPRS, an
interface is a connection, or a reference point, between two components of a GPRS infrastructure, for
example, an SGSN (S-GW) and a GGSN (P-GW).

Starting in Junos OS Release 18.4R1, GPRS tunneling protocol (GTP) traffic security inspection is
supported on IPv6 addresses along with existing IPv4 support. With this enhancement, a GTP tunnel
using either IPv4 and IPvé6 addresses is established for individual user endpoints (UEs) between a
Serving GPRS Support Node (SGSN) in 3G or a Service Gateway (S-GW) and a Gateway GPRS Support
Node (GGSN) in 3G or a PDN Gateway (P-GW) in 4G. With IPv6 support, GTP Application Layer
Gateway (ALG) inspects or ignores IPvé GTP sessions according to the policy configurations. All ALG
functions on IPv4 are supported on IPvé. You can Inspect GTP signaling or data messages transmitted
over IPvé based on the policy configurations.

This topic contains the following sections:

Gp and Gn Interfaces

You implement a security device on the Gn interface to protect core network assets such as the SGSN
(S-GW) and GGSN (P-GW). To secure GTP tunnels on the Gn interface, you place the security device
between SGSNs (S-GW) and GGSNs (P-GW) within a common PLMN.



When you implement a security device to the Gp interface, you protect a PLMN from another PLMN. To
secure GTP tunnels on the Gp interface, you place the SGSNs (S-GW) and GGSNs(P-GW) of a PLMN
behind the security device so that all traffic, incoming and outgoing, goes through the firewall.

Figure 1 on page 4 illustrates the placement of Juniper Networks SRX Series devices used to protect
PLMNs on the Gp and Gn interfaces.

Figure 1: Gp and Gn Interfaces
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Gi Interface

When you implement a security device on the Gi interface, you can simultaneously control traffic for
multiple networks, protect a PLMN against the Internet and external networks, and protect mobile users
from the Internet and other networks. Junos OS provides a great number of virtual routers, making it
possible for you to use one virtual router per customer network and thereby allow the separation of
traffic for each customer network.

The security device can securely forward packets to the Internet or destination networks using the
Layer 2 Tunneling Protocol (L2TP) for IPsec virtual private network (VPN) tunnels.

SRX Series devices do not support full L2TP.



Figure 2 on page 5 illustrates the implementation of a security device to protect a PLMN on the Gi
interface.

Figure 2: Gi Interface

Internet

Corpaorate
netwark B

Corpaorate
network A

| | i
-|||||||||||||| Services gateway

-—— 5j Interface

Hadio

towver ‘ /

- g

===

PLIAN 1

Q13056

Operational Modes

Junos OS supports two interface operational modes with GTP: transparent mode and route mode. If you
want the security device to participate in the routing infrastructure of your network, you can run it in
route mode. This requires a certain amount of network redesign. Alternatively, you can implement the
security device into your existing network in transparent mode without having to reconfigure the entire
network. In transparent mode, the security device functions as a Layer 2 switch or bridge, and the IP



addresses of interfaces are set at 0.0.0.0, making the presence of the security device invisible, or
transparent, to users.

Junos OS supports NAT on interfaces and policies that do not have GTP inspection enabled.

Currently in Junos OS, route mode supports active/passive, and active/active chassis cluster.
Transparent mode supports active/passive only.

GTP In-Service Software Upgrade

GTP supports unified in-service software upgrade (ISSU) between two SRX Series devices running two
different Junos OS releases. Unified ISSU is performed on a chassis cluster, enabling a software upgrade
between two different Junos OS releases with no disruption on the control plane and with minimal
disruption of traffic.

On SRX5400, SRX5600, and SRX5800 devices, ISSU is supported from Junos OS Release 12.1X45
through Junos OS Release 12.1X46 and from Junos OS Release 12.1X46 through Junos OS Release
12.3X48-D10. ISSU is not supported from Junos OS Release 12.1X45 through Junos OS Release
12.3X48-D10.

Understanding GTP Support for Central Point Architecture

IN THIS SECTION
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User equipment (for example, a cellphone) attaches to a Serving GPRS Support Node (SGSN) or S-GW
(Serving Gateway) for General Packet Radio Service (GPRS) data service. The SGSN (S-GW) connects to
a gateway GPRS support node to access the Internet. The user equipment requests the SGSN to create
one or multiple GPRS tunneling protocol (GTP) tunnels to the GGSN or P-GW (PDN Gateway) for
Internet access. In situations where the user equipment moves to a new location, the user equipment
has to attach to another SGSN. The new SGSN notifies the GGSN to update the new SGSN information
in the original tunnel.

The GTP Application Layer Gateway (ALG) maintains the status of the tunnels and permits tunnel
update request packets only for the existing tunnels. When the user equipment moves to a new location



and attaches to another SGSN, the new SGSN information must be updated in the original tunnel.
Because few GTP-C messages are bidirectional, and messages can be sent either sent by the SGSN or
the GGSN, correct session distribution is not guaranteed. That is, the GTP ALG stops creating a session
if the first packet originates from an unknown direction. In this case, the first packet and the other
pending packets are dropped.

To prevent GTP-C packets from being dropped, a new flow session is created and the GTP-C traffic is
allowed to pass even if the GGSN or SGSN direction is not determined. Later, the GGSN IP is
determined using the correct SPU to create the flow session; otherwise, the session is migrated to the
designated SPU.

Starting from Junos OS Release 18.4R1, the GTP-C tunnel is enhanced to support the tunnel-based
session distribution to speed up the tunnel set up process and load balance the sessions between the
SPUs. The tunnel-based session guarantees that the GTP-C tunnel messages reach the control tunnel
and finish the stateful inspection. If the GTP-C distribution is enabled, the GTP-C tunnels and the GTP-C
tunnel sessions are distributed by the SGSN tunnel endpoint identifier (TEID) of the tunnel. Use the set
security forwarding-process application-services enable-gtpu-distribution command to enable the tunnel-
based session distribution where the GTP-C traffic of different tunnels are spread across different SPUs.
This command is mandatory. If it's missing from the configuration, the GTP ALG will stop working and
will not inspect GTP packets.

Starting in Junos OS Release 15.1X49-D40 and Junos OS Release 17.3R1, the central point architecture
is enhanced. Enhancements are as follows:

e Prevent GTP-C packet drop issues during the SGSN handover.
e Support the GTP-C message rate-limiting to protect the GGSN from flooding of GTP-C messages.

e Distribute GTP-C and GTP-U traffic handled by a GGSN and SGSN pair on all SPUs by switching to
tunnel-based session distribution in which the GTP-C and GTP-U traffic of different tunnels is spread
across different SPUs. Use the enable-gtpu-distribution command to enable GTP-C or GTP-U session
distribution.

GTP Tunnel Management

GTP is used to establish a GTP tunnel for individual user endpoints (UEs) and between a Serving GPRS
Support Node (SGSN) and a Gateway GPRS Support Node (GGSN). A GTP tunnel is a channel between
GSNs through which two hosts exchange data. The SGSN receives packets from the user endpoints
(UEs) and encapsulates them within a GTP header before forwarding them to the GGSN through the
GTP tunnel. When the GGSN receives the packets, it decapsulates them and forwards them to the
external host.

Tunnel Object: The Client endpoints contain information for downstream GSN (SGSN), the Server
endpoints hold information for upstream GSN (GGSN). Each tunnel endpoint reserves the fields one for



IPv4 address and one for IPv6 address. The tunnel endpoint saves the addresses learned in the tunnel
creation or update messages.

Redirect Entry: Redirect entries (also called redirect tunnels) are installed to help finding the anchor SPU.
Redirect endpoints are created by means of the creation of normal GTP tunnels. A redirect entry is
mapped to one tunnel endpoint and it copies IP address(es), TEID value, and the anchor SPU ID from the
tunnel. With IPvé tunnel support, redirect entry is expanded like tunnel object.

GSN

The gateway GPRS support node (GGSN) or P-GW (PDN Gateway) converts the incoming data traffic
coming from the mobile users through the Service gateway GPRS support node (SGSN) and forwards it
to the relevant network, and vice versa. The GGSN and the SGSN together form the GPRS support
nodes (GSN).

GSN Object: The GTP ALG maintains a GSN table. Each GSN node in a GSN table will record one GSN
IP address, (IPv4 or IPvé6), GSN restart counter, and GSN-based rate-limiting counter, and so on. If a GSN
node has both IPv4 and IPvé6 address, The GTP ALG will generate two GSN entries, one for IPv4 address
and the other for IPvé6 address and the two GSN entries in the same GSN node counts the rate-limit
signaling messages independently, and ages out separately.

GSN Reboot: If a GSN reboots, the restart counter changes and the related tunnels will get deleted. For
example, if a GSN node is enabled with two IP addresses on tunnels. then the GSN restart is found by
only one IP address (IPv4 or IPvé6). The tunnels with both IP addresses are removed, and vice versa.

Path Object Management

A path object contains two GSN address and it supports both IPv4 and IPvé6 addresses. A path object
records the information between the GSN addresses such as message counter, the last time, and so on.
For a GSN that has both IPv4 and IPvé6 address, the two addresses have their separated paths. Each path
performs its own rate-limitation, and ages out separately.

Release History Table

Release Description

18.4R1 Starting in Junos OS Release 18.4R1, GPRS tunneling protocol (GTP) traffic security inspection is
supported on IPv6 addresses along with existing IPv4 support. With this enhancement, a GTP
tunnel using either IPv4 and IPv6 addresses is established for individual user endpoints (UEs)
between a Serving GPRS Support Node (SGSN) in 3G or a Service Gateway (S-GW) and a Gateway
GPRS Support Node (GGSN) in 3G or a PDN Gateway (P-GW) in 4G. With IPvé support, GTP
Application Layer Gateway (ALG) inspects or ignores IPvé GTP sessions according to the policy
configurations. All ALG functions on IPv4 are supported on IPvé. You can Inspect GTP signaling or
data messages transmitted over IPvé based on the policy configurations.



15.1X49- Starting in Junos OS Release 15.1X49-D40 and Junos OS Release 17.3R1, the central point
D40 architecture is enhanced.
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Policy-Based GTP
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The GPRS tunneling protocol (GTP) policies contain rules that permit, deny, or tunnel traffic. The device
performs GTP policy filtering by checking every GTP packet against policies that regulate GTP traffic
and by then forwarding, dropping, or tunneling the packet based on these policies.

Understanding Policy-Based GTP

By default, the public land mobile network (PLMN) that the Juniper Networks device protects is in the
Trust zone. The device protects the PLMN in the Trust zone against other PLMNs in other zones. You
can place all the PLMNs against which you are protecting your PLMN in the Untrust zone, or you can
create user-defined zones for each PLMN. A PLMN can occupy one security zone or multiple security
Zones.

You must create policies to enable traffic to flow between zones and PLMNSs. Policies contain rules that
permit, deny, or tunnel traffic. The device performs GPRS tunneling protocol (GTP) policy filtering by



checking every GTP packet against policies that regulate GTP traffic and by then forwarding, dropping,
or tunneling the packet based on these policies.

By selecting the GTP service in a policy, you enable the device to permit, deny, or tunnel GTP traffic.
However, this does not enable the device to inspect GTP traffic. For the device to inspect GTP traffic,
you must apply a GTP configuration, also referred to as a G7P inspection object, to a policy.

You can apply only one GTP inspection object per policy, but you can apply a GTP inspection object to
multiple policies. Using policies, you can permit or deny the establishment of GTP tunnels from certain
peers such as a Serving GPRS Support Node (SGSN).

Starting in Junos OS Release 19.4R1, to accommodate loT (Internet of Things) and roaming firewall use
cases, the GTP tunnel scale per SPU is increased for the following SRX5000 (SRX5400, SRX5600,
SRX5800), and SRX4600 devices:

Table 1:
Platform SRX5000 SPC2 SRX5000 SPC3 SRX4600
Pre 19.4 Tunnel Scale per SPU 600K 1.2M 400K
Pre 19.4 Tunnel Scale per SPC 600K * 4 1.2M* 2 400k
19.4 onwards Tunnel Scale per SPU 3M 12M 4M
19.4 onwards Tunnel Scale per SPC 3M*4 12M * 2 4M

Starting in Junos OS Release 20.1R1, to enable loT (Internet of Things) and roaming firewall use cases,
the GTP tunnel scale is increased for the following SRX devices:

Table 2:
Platform SRX1500 SRX4100 SRX4200
Pre 20.1 Tunnel Scale per system 204800 409600 819200
20.1 onwards Tunnel Scale per system 1024000 4096000 4096000

For vSRX instances, the number of tunnels supported depends on the available system memory.



Table 3:

Platform Memory

VSRX 4G/6G

8G/10G/12G/14G

16G/20G/24G/28G

32G/40G/48G

56G/64G

Tunnel Number

40K

200K

400K

800K

1600K (1.6M)

You can configure policies that specify “Any” as the source or destination zone (thereby including all
hosts in the zone), and you can configure policies that specify multiple source and destination addresses.

In policies, you can enable traffic logging.

Example: Enabling GTP Inspection in Policies
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This example shows how to enable GTP inspection in policies.

Requirements

Before you begin, the device must be restarted after GTP is enabled. By default, GTP is disabled on the

device.



Overview

In this example, you configure interfaces as ge-0/0/1 and ge-0/0/2, the addresses are 2.0.0.254/8 and
3.0.0.254/8. You then configure the security zone and specify address as 2.0.0.5/32 and 3.0.0.6/32. You
enable the GTP service in the security policies to allow bidirectional traffic between two networks
within the same PLMN.

Configuration

IN THIS SECTION

Procedure | 14

Procedure

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set security gprs gtp profile gtp1

set interfaces ge-0/0/1 unit 0 family inet address 2.0.0.254/8

set interfaces ge-0/0/2 unit 0 family inet address 3.0.0.254/8

set security zones security-zone sgsn interfaces ge-0/0/1.0 host-inbound-traffic system-services
all

set security zones security-zone sgsn host-inbound-traffic protocols all

set security zones security-zone ggsn interfaces ge-0/0/2.0 host-inbound-traffic system-services
all

set security zones security-zone ggsn host-inbound-traffic protocols all

set security address-book global address local-sgsn 2.0.0.5/32

set security address-book global address remote-ggsn 3.0.0.6/32

set security policies from-zone sgsn to-zone ggsn policy sgsn_to_ggsn match source-address local-
sgsn destination-address remote-ggsn application junos-gprs-gtp

set security policies from-zone sgsn to-zone ggsn policy sgsn_to_ggsn then permit application-
services gprs-gtp-profile gtp1

set security policies from-zone ggsn to-zone sgsn policy ggsn_to_sgsn match source-address
remote-ggsn destination-address local-sgsn application junos-gprs-gtp



set security policies from-zone ggsn to-zone sgsn policy ggsn_to_sgsn then permit application-
services gprs-gtp-profile gtp1

Step-by-Step Procedure

To configure GTP inspection in policies:

1. Create the GTP inspection object.

[edit]
user@host# set security gprs gtp profile gtpil

2. Configure interfaces.

[edit interfaces]
user@host# set ge-0/0/1 unit 0 family inet address 2.0.0.254/8
user@host# set ge-0/0/2 unit 0 family inet address 3.0.0.254/8

3. Configure security zones.

[edit security zones]

user@host# set security-zone sgsn interfaces ge-0/0/1.0

user@host# set security-zone sgsn host-inbound-traffic system-services all
user@host# set security-zone sgsn host-inbound-traffic protocols all
user@host# set security-zone ggsn interfaces ge-0/0/2.0

user@host# set security-zone ggsn host-inbound-traffic system-services all
user@host# set security-zone ggsn host-inbound-traffic protocols all

4. Specify addresses.

[edit security address-book globall
user@host# set address local-sgsn 2.0.0.5/32
user@host# set address remote-ggsn 3.0.0.6/32

5. Enable the GTP service in the security policies.

[edit security policies]
user@host# set from-zone sgsn to-zone ggsn policy sgsn_to_ggsn match source-address local-



sgsn destination-address remote-ggsn application junos-gprs-gtp

user@host# set from-zone sgsn to-zone ggsn policy sgsn_to_ggsn then permit application-
services gprs-gtp-profile gtp1

user@host# set from-zone ggsn to-zone sgsn policy ggsn_to_sgsn match source-address remote-
ggsn destination-address local-sgsn application junos-gprs-gtp

user@host# set from-zone ggsn to-zone sgsn policy ggsn_to_sgsn then permit application-
services gprs-gtp-profile gtp1

Results

From configuration mode, confirm your configuration by entering the show security command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

For brevity, this show output includes only the configuration that is relevant to this example. Any other
configuration on the system has been replaced with ellipses (...).

[edit]
user@host# show security
gprs {
gtp {
profile gtpl;
}
}
zones {
security-zone Trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;
}
}
interfaces {
ge-0/0/1.0;
}



host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}
}
interfaces {
ge-0/0/1.0;

}
}
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}
}
interfaces {
ge-0/0/2.0;

}
}
}
address-book {
global {
address local-sgsn 2.0.0.5/32;
address remote-ggsn 3.0.0.6/32;
}

}
policies {
from-zone sgsn to-zone ggsn {
policy sgsn_to_ggsn {
match {
source-address local-sgsn;
destination-address remote-ggsn;
application junos-gprs-gtp;
}
then {
permit {
application-services {

gprs-gtp-profile gtpl;



}
from-zone ggsn to-zone sgsn {
policy ggsn_to_sgsn {
match {
source-address remote-ggsn;
destination-address local-sgsn;
application junos-gprs-gtp;
}
}
then {
permit {
application-services {
gprs-gtp-profile gtpl;

}

}

}
}

default-policy {
permit-all;
}
}

If you are done configuring the device, enter conmit from configuration mode.

Verification

IN THIS SECTION

Verifying GTP Inspection in Policies | 19

Confirm that the configuration is working properly.



Verifying GTP Inspection in Policies

Purpose

Verify that GTP inspection is enabled.

Action

From operational mode, enter the show security command.

Understanding GTP Inspection Objects

For the device to perform the inspection of GPRS tunneling protocol (GTP) traffic, you must create a
GTP inspection object and then apply it to a policy. Use the following command to create a GTP
inspection object named la-ny: set security gprs gtp profile la-ny. GTP inspection objects provide more
flexibility in that they allow you to configure multiple policies that enforce different GTP configurations.
You can configure the device to control GTP traffic differently based on source and destination zones
and addresses, action, and so on.

To configure GTP features, you must enter the context of a GTP configuration. To save your settings in
the CLI, you must first exit the GTP configuration, then enter the commit command.

Example: Creating a GTP Inspection Object

IN THIS SECTION

Requirements | 20
Overview | 20
Configuration | 20

Verification | 20

This example shows how to create a GTP inspection object.



Requirements

No special configuration beyond device initialization is required before configuring this feature.

Overview

In this example, you create a GTP inspection object named LA-NY. You preserve most of the default
values, and enable the sequence number validation feature.

Configuration

IN THIS SECTION

Procedure | 20

Procedure

Step-by-Step Procedure

To configure a GTP inspection object:

1. Create a GTP inspection object.

[edit]
user@host# set security gprs gtp profile la-ny

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

IN THIS SECTION

Verifying GTP Inspection Object | 21



Confirm that the configuration is working properly.
Verifying GTP Inspection Object

Purpose

Verify that GTP inspection object is enabled.

Action

From operational mode, enter the show security gprs command.

Understanding GTPv2

The GPRS tunneling protocol (GTP) establishes a GTP tunnel between a Serving GPRS Support Node
(SGSN) and a Gateway GPRS Support Node (GGSN) for individual Mobile Stations (MS). GTP version 2
(GTPv2) is supported from Junos OS Release 11.4.

GTPv2 is part of Long Term Evolution (LTE), a fourth generation (4G) wireless broadband technology
developed by Third-Generation Partnership Project (3GPP). 3GPP is the standard body for developing
GPRS standards. LTE is designed to increase the capacity and speed of mobile telephone networks.
GTPv2 is a protocol designed for LTE networks. An LTE network comprises network elements, LTE
interfaces, and protocols.

GTPvO and GTPv1 are implemented using SGSNs and GGSNs. However, in GTPv2, the traditional
SGSNs and GGSNss are replaced by three logical nodes—a serving gateway (SGW), a packet data network
gateway (PGW), and a mobility management entity (MME).



Figure 3 on page 22 shows the following LTE interfaces where SRX Series devices are deployed in the
public land mobile network (PLMN).

Figure 3: LTE Interfaces
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happens because of user equipment mobility or SGW connection to a non-collocated PGW. The S5
interface is equivalent to the Gn interface in a Third Generation (3G) mobile network.

e S8—This interface connects an SGW in a visited PLMN (VPLM) and a PGW in a home PLMN
(HPLMN). S8 is the inter-PLMN variant of S5. The S8 interface is equivalent to the Gp interface in a
3G mobile network.

e S4—This interface connects an S4 SGSN and an SGW. It provides related control and mobility
support between GPRS core network and 3GPP Anchor function. It also provides user plane
tunneling if direct tunneling is not established. The S4 interface does not have any equivalent
interface in the 3G mobile network, because it provides interoperability between 3G and 4G
networks.

Understanding Policy-Based GTPv2

GPRS tunneling protocol version 2 (GTPv2) implements a policy mechanism that checks every GTPv2
packet against security policies that regulate GTPv2 traffic. Based on the security policy, the packet is
then forwarded, dropped, or tunneled.

A GTPv2 security policy allows you to forward, deny, or tunnel GTPv2 traffic. However, the security
policy does not enable GTPv2 traffic inspection on the device. To enable traffic inspection, you must
apply a GTPv2 inspection object to a security policy. A GTPv2 inspection object is a set of configuration
parameters for processing GTPv2 traffic.

You can apply only one GTPv2 inspection object per security policy. However, you can apply an
inspection object to multiple security policies.

By default, a GTPv2 inspection object is not applied to a security policy. You need to explicitly apply an
inspection object to a security policy.

Using GTPv2 security policies, you can permit or deny GTPv2 tunnel establishment from certain peers,
such as a serving gateway (SGW). You can configure GTPv2 security policies that specify multiple source
and destination addresses, address groups, or an entire zone.



Example: Enabling GTPv2 Inspection in Policies

IN THIS SECTION
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Verification | 28

This example shows how to enable GTPv2 inspection in policies.

Requirements

Before you begin, the device must be restarted after GTPv2 is enabled. By default, GTPv2 is disabled on
the device.

Overview

In this example, you configure interfaces as ge-0/0/1 and ge-0/0/2, and assign them the interface
addresses 4.0.0.254/8 and 5.0.0.254/8, respectively. You then configure the security zones and specify
the global addresses as 4.0.0.5/32 and 5.0.0.6/32, respectively. You enable GTPv2 inspection in security
policies to allow bidirectional traffic between two networks within the same public land mobile network
(PLMN).

Configuration

IN THIS SECTION

Procedure | 25



Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security gprs gtp profile gtp2

set interfaces ge-0/0/1 unit 0 family inet address 4.0.0.254/8

set interfaces ge-0/0/2 unit 0 family inet address 5.0.0.254/8

set security zones security-zone sgwl interfaces ge-0/0/1.0 host-inbound-traffic system-services
all

set security zones security-zone sgwl host-inbound-traffic protocols all

set security zones security-zone pgwl interfaces ge-0/0/2.0 host-inbound-traffic system-services
all

set security zones security-zone pgwl host-inbound-traffic protocols all

set security address-book global address local-sgwl 4.0.0.5/32

set security address-book global address remote-pgwl 5.0.0.6/32

set security policies from-zone sgwl to-zone pgwl policy sgwl_to_pgwl match source-address local-
sgwl destination-address remote-pgwl application junos-gprs-gtp

set security policies from-zone sgwl to-zone pgwl policy sgwl_to_pgwl then permit application-
services gprs-gtp-profile gtp2

set security policies from-zone pgwl to-zone sgwl policy pgwl_to_sgwl match source-address
remote-pgwl destination-address local-sgwl application junos-gprs-gtp

set security policies from-zone pgwl to-zone sgwl policy pgwl_to_sgwl then permit application-
services gprs-gtp-profile gtp2

Step-by-Step Procedure

To configure GTPv2 inspection in policies:

1. Create the GTPv2 inspection object.

[edit]
user@host# set security gprs gtp profile gtp2



2. Configure the interfaces.

[edit interfaces]

user@host# set
user@host# set

ge-0/0/1 unit
ge-0/0/2 unit

3. Configure the security zones.

[edit security
user@host# set
user@host# set
user@host# set
user@host# set
user@host# set
user@host# set

zones]

security-zone
security-zone
security-zone
security-zone
security-zone

security-zone

4. Specify the addresses.

0 family inet address 4.0.0.254/8
0 family inet address 5.0.0.254/8

sgwl
sgwil
sgwl
pgwl
pgwl
pgwl

interfaces ge-0/0/1.0
host-inbound-traffic system-services all
host-inbound-traffic protocols all
interfaces ge-0/0/2.0
host-inbound-traffic system-services all
host-inbound-traffic protocols all

[edit security address-book global]
user@host# set address local-sgwl 4.0.0.5/32
user@host# set address remote-pgwl 5.0.0.6/32

5. Enable GTPv2 inspection in the security policies.

[edit security

policies]

user@host# set from-zone sgwl to-zone pgwl policy sgwl_to_pgwl match source-address local-

sgwl destination-address remote-pgwl application junos-gprs-gtp

user@host# set from-zone sgwl to-zone pgwl policy sgwl_to_pgwl then permit application-

services gprs-gtp-profile gtp2

user@host# set from-zone pgwl to-zone sgwl policy pgwl_to_sgwl match source-address remote-

pgwl destination-address local-sgwl application junos-gprs-gtp

user@host# set from-zone pgwl to-zone sgwl policy pgwl_to_sgwl then permit application-

services gprs-gtp-profile gtp2



Results

From configuration mode, confirm your configuration by entering the show security policies command. If
the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security policies
from-zone sgwl to-zone pgwl {
policy sgwl_to_pgwl {
match {
source-address local-sgwl;
destination-address remote-pgwl;
application junos-gprs-gtp;
}
then {
permit {
application-services {

gprs-gtp-profile gtp2;

}
from-zone pgwl to-zone sgwl {
policy pgwl_to_sgwl {
match {
source-address remote-pgwl;
destination-address local-sgwl;

application junos-gprs-gtp;

then {
permit {
application-services {

gprs-gtp-profile gtp2;

}
default-policy {



permit-all;

If you are done configuring the device, enter conmit from configuration mode.

Verification

IN THIS SECTION

Verifying GTPv2 Inspection in Policies | 28

Confirm that the configuration is working properly.
Verifying GTPv2 Inspection in Policies

Purpose

Verify that GTPv2 inspection is enabled.

Action

From operational mode, enter the show security policies command.

Understanding GTP Path Restart

Restarting a GPRS tunneling protocol (GTP) path terminates all GTP tunnels between two devices. Each
GTP gateway is associated with a restart number. You can obtain a restart number from the Recovery
information element (IE) of a GTP message.

You can detect a restart by comparing the locally stored restart number with the newly obtained one.
The locally stored restart number is a nonzero value and does not match with the new restart number.

You can use the set security gprs gtp profile name restart-path (echo | create | all) configuration statement
to restart a GTP path.

After you configure this command, the device detects the changed restart number obtained from the
Recovery IE in the messages. You can use the echo option to obtain a new restart number from echo



messages, the create option to obtain a restart number from create-session messages, or the all option
to obtain a new restart number from all types of GTP messages.

Example: Restarting a GTPv2 Path

IN THIS SECTION
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This example shows how to restart a GTPv2 path.

Requirements

No special configuration beyond device initialization is required before configuring this feature.

Overview
For brevity, this example uses GTPv2.

In this example, you restart the GTPv2 path for the GTPv2 inspection object named gtp2. You obtain a
new restart number from the Recovery information element (IE) in an echo message.

Configuration

IN THIS SECTION
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Procedure

Step-by-Step Procedure

To restart the GTPv2 path:

1. Specify the GTPv2 profile.

[edit]
user@host# set security gprs gtp profile gtp2

2. Restart the path.

[edit]
user@host# set security gprs gtp profile gtp2 restart-path echo

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

IN THIS SECTION

| 30

To verify the configuration is working properly, enter the show security gprs command.

Purpose

Action



Understanding GTPv2 Tunnel Cleanup

A GPRS tunneling protocol version 2 (GTPv2) tunnel enables transmission of GTPv2 traffic between
GPRS support nodes (GSNs).

While transmitting traffic, GTPv2 tunnels might hang for a number of reasons. For example, delete-pdp-
request messages might get lost in the network, or a GSN might not shut down properly. In such a case,
you can remove hanging GTPv2 tunnels either automatically or manually.

To remove a hanging GTPv2 tunnel automatically, you need to set a GTPv2 tunnel timeout value on the
device. The device automatically identifies and removes a tunnel that is idle for the period specified by
the timeout value. The default GTPv2 tunnel timeout value is 36 hours.

You can use the set security gprs gtp profile name timeout configuration statementto configure this value
on the device. The timeout range is 1 through 1000 hours.

To remove a hanging GTPv2 tunnel manually, you need to use the clear security gprs gtp tunnel
operational mode command.

Example: Setting the Timeout Value for GTPv2 Tunnels

IN THIS SECTION
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This example shows how to set the timeout value for GTPv2 tunnels.

Requirements

No special configuration beyond device initialization is required before configuring this feature.

Overview

In this example, you set the tunnel timeout value to 40 hours for the GTPv2 inspection object named
gtp2.



Configuration

IN THIS SECTION
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Procedure

Step-by-Step Procedure

To configure the GTPv2 tunnel timeout value:

1. Specify the GTPv2 profile.

[edit]
user@host# set security gprs gtp profile gtp2

2. Specify the timeout value.

[edit]
user@host# set security gprs gtp profile gtp2 timeout 40

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

IN THIS SECTION

Verifying GTPv2 Tunnel Timeout Value | 33

Confirm that the configuration is working properly.



Verifying GTPv2 Tunnel Timeout Value

Purpose

Verify that GTPv2 tunnel timeout value.

Action

From operational mode, enter the show security gprs command.

Understanding GTPv2 Traffic Logging

You can use the console or syslog to view GPRS tunneling protocol version 2 (GTPv2) traffic logs. You
can configure the device to log GTPv2 packets based on their status. GTPv2 packet status can be any of
the following:

o Forwarded—GTPv2 packet was forwarded because it was valid.

e State-invalid—GTPv2 packet was dropped because it failed stateful inspection or a sanity check. In
case of a sanity check failure, the packet is marked as sanity.

e Prohibited—GTPv2 packet was dropped because it failed message length, message type, or
International Mobile Subscriber Identity (IMSI) prefix checks.

e Rate-limited—GTPv2 packet was dropped because it exceeded the maximum rate limit of the
destination GPRS support node (GSN).

By default, GTPv2 logging is disabled on the device. You can use the set security gprs gtp profile name log
configuration statement to enable GTPv2 logging on the device.

Example: Enabling GTPv2 Traffic Logging

IN THIS SECTION
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Verification | 35

This example shows how to enable GTPv2 traffic logging on a device.

Requirements

No special configuration beyond device initialization is required before configuring this 