JUDLR@! | Engineering

Simplicity

Junos® OS

Layer 3 VPNs User Guide for Routing
Devices

Published
2022-06-15




Juniper Networks, Inc.
1133 Innovation Way
Sunnyvale, California 94089
USA

408-745-2000
www.juniper.net

Juniper Networks, the Juniper Networks logo, Juniper, and Junos are registered trademarks of Juniper Networks, Inc.
in the United States and other countries. All other trademarks, service marks, registered marks, or registered service
marks are the property of their respective owners.

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right
to change, modify, transfer, or otherwise revise this publication without notice.

Junos® OS Layer 3 VPNs User Guide for Routing Devices
Copyright © 2022 Juniper Networks, Inc. All rights reserved.

The information in this document is current as of the date on the title page.

YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related
limitations through the year 2038. However, the NTP application is known to have some difficulty in the year 2036.

END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use
with) Juniper Networks software. Use of such software is subject to the terms and conditions of the End User License
Agreement ("EULA") posted at https://support.juniper.net/support/eula/. By downloading, installing or using such
software, you agree to the terms and conditions of that EULA.


https://support.juniper.net/support/eula/

Table of Contents

About This Guide | xx

1 Layer 3 VPNs

Overview of Layer 3 VPNs | 2

Overview | 2

Types of VPNs | 2

VPNs and Logical Systems | 6

Understanding Layer 3 VPNs | 6

Supported Layer 3 VPN Standards | 10

Understanding Layer 3 VPN Forwarding Through the Core | 11
Understanding Layer 3 VPN Attributes | 13

Routersina VPN | 15

Introduction to Configuring Layer 3 VPNs | 15

Routing in Layer 3 VPNs | 19
Routing Instances in Layer 3 VPNs | 19

Routing Instances in Layer 3 VPNs | 20

Configuring Logical Units on the Loopback Interface for Routing Instances in Layer 3 VPNs | 20
Configuring Routing Instances on PE Routers in VPNs | 22

Configuring Virtual-Router Routing Instances in VPNs | 28

Configuring Path MTU Checks for VPN Routing Instances | 30

Creating Unique VPN Routes Using VRF Tables | 32

Understanding Virtual Routing and Forwarding Tables | 32

Understanding VRF Localization in Layer 3 VPNs | 36

Maximizing VPN Routes Using VRF Localization for Layer 3 VPNs | 37
Example: Improving Scalability Using VRF Localization for Layer 3 VPNs | 39
Requirements | 39

Overview | 39

Configuration | 40

Verification | 53

Filtering Packets in Layer 3 VPNs Based on IP Headers | 55
Configuring a Label Allocation and Substitution Policy for VPNs | 63




Distributing VPN Routes | 65

Enabling Routing Information Exchange for VPNs | 65
Configuring IBGP Sessions Between PE Routers in VPNs | 65
Configuring Aggregate Labels for VPNs | 67

Configuring a Signaling Protocol and LSPs for VPNs | 68
Configuring Policies for the VRF Table on PE Routers in VPNs | 73
Configuring the Route Origin for VPNs | 81

Route Target Filtering | 86

Configuring Static Route Target Filtering for VPNs | 87

Reducing Network Resource Use with Static Route Target Filtering for VPNs | 87
Configuring BGP Route Target Filtering for VPNs | 88

Example: BGP Route Target Filtering for VPNs | 90

Example: Configuring BGP Route Target Filtering for VPNs | 93

Example: Configuring an Export Policy for BGP Route Target Filtering for VPNs | 104
Requirements | 105

Overview | 105

Configuration | 107

Verification | 127

Example: Configuring Layer 3 VPN Protocol Family Qualifiers for Route Filters | 128
Requirements | 129

Overview | 129

Configuration | 130

Verification | 133

Understanding Proxy BGP Route Target Filtering for VPNs | 133
Example: Configuring Proxy BGP Route Target Filtering for VPNs | 134
Requirements | 134

Overview | 135

Configuration | 137

Verification | 155

Configuring Routing Between PE and CE Routers | 156

Configuring Routing Between PE and CE Routers in Layer 3 VPNs | 157
Configuring an OSPF Domain ID for a Layer 3 VPN | 169

OSPFv2 Sham Links Overview | 176

Example: Configuring OSPFv2 Sham Links | 178



Requirements | 178

Overview | 178

Configuration | 180

Verification | 188
Configuring EBGP Multihop Sessions Between PE and CE Routers in Layer 3 VPNs | 191
Configuring an LDP-over-RSVP VPN Topology | 192

Configuring an Application-Based Layer 3 VPN Topology | 212

IPv4 Traffic Over Layer 3 VPNs | 218

Understanding IPv4 Route Distribution in a Layer 3 VPN | 219

Understanding VPN-IPv4 Addresses and Route Distinguishers | 224

Configuring IPv4 Packet Forwarding for Layer 3 VPNs | 227

Example: Configure a Basic MPLS-Based Layer 3 VPN | 229

Requirements | 230

Overview and Topology | 231

Quick Configurations | 232

Configure the Local PE (PE1) Device for a MPLS-Based Layer 3 VPN | 236
Configure the Remote PE (PE2) Device for a MPLS-Based Layer 3 VPN | 243
Verification | 249

Example: Configure a Basic MPLS-Based Layer 3 VPN | 257

Requirements | 258

Overview and Topology | 259

Quick Configurations | 260

Configure the Local PE (PE1) Device for a MPLS-Based Layer 3 VPN | 264
Configure the Remote PE (PE2) Device for a MPLS-Based Layer 3 VPN | 271

Verification | 277

IPvé6 Traffic over Layer 3 VPNs | 285

Understanding IPvé Layer 3 VPNs | 285
Configuring Layer 3 VPNs to Carry IPvé Traffic | 285

Example: Tunneling Layer 3 VPN IPvé Islands over an IPv4 Core Using IBGP and Independent
Domains | 290

Requirements | 291
Overview | 291
Configuration | 293

Verification | 300



Vi

Configuring an AS for Layer 3 VPNs | 304

Configuring Layer 3 VPNs to Carry IBGP Traffic | 304

Example: Configuring a Layer 3 VPN with Route Reflection and AS Override | 306
Requirements | 306

Overview | 306

Configuration | 307

Verification | 318

Configuring the Algorithm That Determines the Active Route to Evaluate AS Numbers in AS
Paths for VPN Routes | 320

Limiting VPN Routes Using Route Resolution | 321

Example: Configuring Route Resolution on PE Routers | 321
Requirements | 322

Overview | 322

Configuration | 322

Verification | 324

Example: Configuring Route Resolution on Route Reflectors | 324
Requirements | 325

Overview | 325

Configuration | 326

Verification | 328
Limiting the Number of Paths and Prefixes Accepted from CE Routers in Layer 3 VPNs | 328

Enabling Internet Access for Layer 3 VPNs | 330

Non-VRF Internet Access Through Layer 3 VPNs | 331
Distributed Internet Access Through Layer 3 VPNs | 332
Routing VPN and Internet Traffic Through Different Interfaces for Layer 3 VPNs | 333

Routing VPN and Outgoing Internet Traffic Through the Same Interface and Routing Return
Internet Traffic Through a Different Interface | 342

Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN Has Public
Addresses) | 344

Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN Has Private
Addresses) | 349

Routing Internet Traffic Through a Separate NAT Device | 355
Requirements | 355
Overview | 356
Configuration | 357



vii

Centralized Internet Access Through Layer 3 VPNs | 366

Connecting Layer 3 VPNs to Layer 2 Circuits | 381

Applications for Interconnecting a Layer 2 Circuit with a Layer 3 VPN | 381
Example: Interconnecting a Layer 2 Circuit with a Layer 3 VPN | 382
Requirements | 382

Overview and Topology | 382

Configuration | 384

Verifying the Layer 2 Circuit to Layer 3 VPN Interconnection | 399

Connecting Layer 3 VPNs to Layer 2 VPNs | 409
Interconnecting Layer 2 VPNs with Layer 3 VPNs Overview | 410
Example: Interconnecting a Layer 2 VPN with a Layer 3 VPN | 411
Requirements | 411
Overview and Topology | 412
Configuration | 416
Verification | 436

Interprovider and Carrier-of-Carrier VPNs | 444
Interprovider and Carrier-of-Carriers VPNs | 444

Traditional VPNs, Interprovider VPNs, and Carrier-of-Carriers VPNs | 444
Understanding Interprovider and Carrier-of-Carriers VPNs | 445
Interprovider and Carrier-of-Carrier VPNs Example Terminology | 446
bgp.13vpn.0 | 446

routing-instance-name. inet.0 | 446

vrf-import policy-name | 446

vrf-export policy-name | 447

MP-EBGP | 447
Supported Carrier-of-Carriers and Interprovider VPN Standards | 447

Interprovider VPNs | 448

Interprovider VPNs | 448

Example: Configuring Interprovider Layer 3 VPN Option A | 451
Requirements | 451
Overview and Topology | 452
Configuration | 453

Example: Configuring Interprovider Layer 3 VPN Option B | 480



viii

Requirements | 480

Configuration Overview and Topology | 480

Configuration | 482

Example: Configuring Interprovider Layer 3 VPN Option C | 499
Requirements | 499

Configuration Overview and Topology | 499

Configuration | 501

Carrier-of-Carrier VPNs | 530

Understanding Carrier-of-Carriers VPNs | 530

Configuring Carrier-of-Carriers VPNs for Customers That Provide Internet Service | 532
Carrier-of-Carriers VPN Example—Customer Provides Internet Service | 539
Configuring Carrier-of-Carriers VPNs for Customers That Provide VPN Service | 552

Carrier-of-Carriers VPN Example—Customer Provides VPN Service | 562

Multiple Instances for LDP and Carrier-of-Carriers VPNs | 577

Multicast on Layer 3 VPNs | 579
Multicast on Layer 3 VPNs | 579

Understanding MVPN Concepts and Protocols | 580

Supported Multicast VPN Standards | 584

Configuring Multicast Layer 3 VPNs | 585

Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN | 586
Requirements | 587

Overview and Topology | 587

Configuration | 592

Verification | 596
MBGP Multicast VPN Sites | 598
Example: Configuring MBGP Multicast VPNs | 599
Requirements | 600
Overview and Topology | 600
Configuration | 601
Configuring Point-to-Multipoint LSPs for an MBGP MVPN | 624
Segmented Inter-Area Point-to-Multipoint Label-Switched Paths Overview | 631
Configuring Segmented Inter-Area P2MP LSP | 633
Example: Configuring Segmented Inter-Area P2MP LSP | 636
Requirements | 636
Overview | 637



Configuration | 638
Verification | 708

MVPN Route Distribution | 711

Configuring Routing Instances for an MBGP MVPN | 712

Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNs | 713

Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs | 714
Configuring Internet Multicast Using Ingress Replication Provider Tunnels | 716
Controlling PIM Resources for Multicast VPNs Overview | 721

Example: Configuring PIM State Limits | 725

Requirements | 725

Overview | 725

Configuration | 726

Verification | 737

Understanding Wildcards to Configure Selective Point-to-Multipoint LSPs for an MBGP MVPN | 739
Configuring a Selective Provider Tunnel Using Wildcards | 744

Example: Configuring Selective Provider Tunnels Using Wildcards | 745

Configuring NLRI Parameters for an MBGP MVPN | 746

Resiliency in Multicast L3 VPNs with Redundant Virtual Tunnels | 748

Redundant Virtual Tunnels Providing Resiliency in Delivering Multicast Traffic Overview | 748
Configuring Redundant Virtual Tunnels to Provide Resiliency in Delivering Multicast Traffic | 749

Example: Configuring Redundant Virtual Tunnels to Provide Resiliency in Delivering Multicast
Traffic | 751

Requirements | 752
Overview | 752
Configuration | 753
Verification | 764

Understanding Redundant Virtual Tunnel Interfaces in MBGP MVPNs | 769
Example: Configuring Redundant Virtual Tunnel Interfaces in MBGP MVPNs | 770
Requirements | 770

Overview | 770

Configuration | 771

Verification | 782

MVPN VRF Import and Export Policies | 784

Configuring VRF Route Targets for Routing Instances for an MBGP MVPN | 785



Limiting Routes to Be Advertised by an MVPN VRF Instance | 788

Configuring Provider Tunnels in MVPNs | 790

PIM Sparse Mode, PIM Dense Mode, Auto-RP, and BSR for MBGP MVPNs | 790
Configuring PIM Provider Tunnels for an MBGP MVPN | 791
Configuring PIM-SSM GRE Selective Provider Tunnels | 791

Understanding Multicast Route Leaking for VRF and Virtual Router Instances | 792

Full-Mesh, Hub-and-Spoke, and Overlapping VPNs | 795
Full Mesh VPNs | 795

Configuring a Simple Full-Mesh VPN Topology | 795
Configuring a Full-Mesh VPN Topology with Route Reflectors | 815

I

ub-and-Spoke VPNs | 816
Configuring Hub-and-Spoke VPN Topologies: One Interface | 816

Configuring Hub-and-Spoke VPN Topologies: Two Interfaces | 832

Overlapping VPNs | 853
Configuring Overlapping VPNs Using Routing Table Groups | 853

Configuring Overlapping VPNs Using Automatic Route Export | 867

Layer 3 VPN Tunnels | 873

ES Tunnels for Layer 3 VPNs | 873

Configuring an ES Tunnel Interface for Layer 3 VPNs | 873
Configuring an ES Tunnel Interface Between a PE and CE Router | 876
GRE Tunnels for Layer 3 VPNs | 881

Configuring GRE Tunnels for Layer 3 VPNs | 881
Configuring a GRE Tunnel Interface Between PE Routers | 886
Configuring a GRE Tunnel Interface Between a PE and CE Router | 896

Next-Hop Based Tunnels for Layer 3 VPNs | 901
Example: Configuring Next-Hop-Based Dynamic GRE Tunnels | 901
Requirements | 902
Overview | 902
Configuration | 905
Verification | 912

Troubleshooting | 917



Example: Configuring Next-Hop-Based MPLS-Over-UDP Dynamic Tunnels | 918
Requirements | 919

Overview | 919

Configuration | 924

Verification | 931

Troubleshooting | 936

Anti-Spoofing Protection for Next-Hop-Based Dynamic Tunnels Overview | 937

Example: Configuring Anti-Spoofing Protection for Next-Hop-Based Dynamic Tunnels | 940
Requirements | 940

Overview | 941

Configuration | 943

Verification | 951

Protection and Performance Features for Layer 3 VPNs | 955
BGP PIC for Layer 3 VPNs | 955
Configuring BGP PIC Edge for MPLS Layer 3 VPNs | 955
Example: Configuring BGP PIC Edge for MPLS Layer 3 VPNs | 958
Requirements | 958

Overview | 959
Configuration | 960

Verification | 969

Egress Protection in Layer 3 VPNs | 975

Egress Protection for BGP Labeled Unicast | 975

Configuring Egress Protection for BGP Labeled Unicast | 977
Example: Configuring Egress Protection for BGP Labeled Unicast | 979
Requirements | 980

Overview | 980

Configuration | 981

Verification | 996

Egress Protection for Layer 3 VPN Edge Protection Overview | 998

Example: Configuring MPLS Egress Protection for Layer 3 VPN Services | 1006
Example: Configuring Egress Protection for Layer 3 VPN Services | 1007
Requirements | 1007

Overview | 1008

Configuration | 1009

Xi



Verification | 1016
Example: Configuring Layer 3 VPN Egress Protection with RSVP and LDP | 1019
Requirements | 1019
Overview | 1020
Configuration | 1021

Verification | 1042

Provider Edge Link Protections in Layer 3 VPNs | 1063

Understanding Provider Edge Link Protection for BGP Labeled Unicast Paths | 1063
Understanding Provider Edge Link Protection in Layer 3 VPNs | 1065

Example: Configuring Provider Edge Link Protection in Layer 3 VPNs | 1067
Requirements | 1067

Overview | 1067

Configuration | 1069

Verification | 1083

Example: Configuring Provider Edge Link Protection for BGP Labeled Unicast Paths | 1089
Requirements | 1089

Overview | 1089

Configuration | 1091

Verification | 1106

Understanding Host Fast Reroute | 1108
Example: Configuring Link Protection with Host Fast Reroute | 1114
Requirements | 1114
Overview | 1115
Configuration | 1117
Verification | 1126

Unicast Reverse Path Forwarding Check for VPNs | 1130

Understanding Unicast RPF (Switches) | 1130
Example: Configuring Unicast RPF (On a Router) | 1136
Requirements | 1136

Overview | 1136

Configuration | 1137

Verification | 1145

Load Balancing in Layer 3 VPNs | 1148

VPN Per-Packet Load Balancing | 1148

xii



xiii

Load Balancing and IP Header Filtering for Layer 3 VPNs | 1150

Layer 3 VPN Load Balancing Overview | 1151

Example: Load Balancing Layer 3 VPN Traffic While Simultaneously Using IP Header Filtering | 1151
Requirements | 1152

Overview | 1152

Configuration | 1156

Verification | 1167

Configuring Protocol-Independent Load Balancing in Layer 3 VPNs | 1173

Example: Configuring PIM Join Load Balancing on Next-Generation Multicast VPN | 1176
Requirements | 1177

Overview and Topology | 1177

Configuration | 1180

Verification | 1186

Improving Layer 3 VPN Performance | 1188

Chained Composite Next Hops for VPNs and Layer 2 Circuits | 1188

Accepting Route Updates with Unique Inner VPN Labels in Layer 3 VPNs | 1189

Accepting Up to One Million Layer 3 VPN Route Updates | 1190

Accepting More Than One Million Layer 3 VPN Route Updates | 1192

Enabling Chained Composite Next Hops for IPvé-Labeled Unicast Routes | 1194

Example: Configuring Chained Composite Next Hops for Direct PE-PE Connections in VPNs | 1194
Requirements | 1194

Overview | 1195

Configuration | 1196

Verification | 1207

Class of Service for VPNs | 1211

VPNs and Class of Service | 1211

Rewriting Class of Service Markers and VPNs | 1212

Configuring Traffic Policing in Layer 3 VPNs | 1212

Applying Custom MPLS EXP Classifiers to Routing Instances in Layer 3 VPNs | 1213

Graceful Restarts for VPNs | 1214

VPN Graceful Restart | 1215

Configuring Graceful Restart for VPNs | 1216

Configuring Nonstop Active Routing for BGP Multicast VPN | 1218

Troubleshooting Layer 3 VPNs | 1223



Pinging VPNs | 1223

Pinging VPNs, VPLS, and Layer 2 Circuits | 1223
Setting the Forwarding Class of the Ping Packets | 1224
Pinging a VPLS Routing Instance | 1224

Pinging a Layer 3 VPN | 1225

Troubleshooting Layer 3 VPNs | 1225

Diagnosing Common Layer 3 VPN Problems | 1226

Example: Troubleshooting Layer 3 VPNs | 1230
Requirements | 1231
Overview | 1231
Pinging the CE Router from Another CE Router | 1232
Pinging the Remote PE and CE Routers from the Local CE Router | 1234
Pinging a CE Router from a Multiaccess Interface | 1236
Pinging the Directly Connected PE Routers from the CE Routers | 1238
Pinging the Directly Connected CE Routers from the PE Routers | 1239
Pinging the Remote CE Router from the Local PE Router | 1242

Troubleshooting Inconsistently Advertised Routes from Gigabit Ethernet Interfaces | 1243

Example: Diagnosing Networking Problems Related to Layer 3 VPNs by Disabling TTL
Decrementing | 1244

Requirements | 1244
Overview | 1244
Configuration | 1246

Verification | 1253

Configuration Statements and Operational Commands

Configuration Statements (All VPNs) | 1255

aggregate-label | 1256

backup-neighbor | 1257

description (Routing Instances) | 1259
family route-target | 1260
graceful-restart (Enabling Globally) | 1262
instance-type | 1265

interface (Routing Instances) | 1268

Xiv



no-forwarding | 1269
forward-policy-mismatch (Security Group VPN Member) | 1271
proxy-generate | 1272

revert-time (Protocols Layer 2 Circuits) | 1274
route-distinguisher | 1276
route-distinguisher-id | 1280
route-target-filter | 1281

switchover-delay | 1283
unicast-reverse-path | 1285
vpn-apply-export | 1286

vrf-export | 1288

vrf-import | 1289

vrf-mtu-check | 1291

vrf-target | 1293

Configuration Statements (Layer 3 VPNs) | 1296

advertise-from-main-vpn-tables | 1299
advertise-mode (MPLS) | 1301
all-regions | 1303
allow-I3vpn-traceroute-src-select | 1305
arp-prefix-limit (Host Fast Reroute) | 1306
as-path-compare | 1308
chained-composite-next-hop | 1310
classifiers | 1313
create-new-ucast-tunnel | 1315
dynamic-tunnels | 1316

dynamic-tunnel-gre-key | 1319



egress-protection (BGP) | 1320
egress-protection (MPLS) | 1322
egress-protection (Routing Instances) | 1324
export-target | 1325

extended-space | 1326

family (VRF Advertisement) | 1328
forwarding-table | 1329

forwarding-context (Protocols BGP) | 1331

forward-policy-mismatch (Security Group VPN Member) | 1333
global-arp-prefix-limit (Host Fast Reroute) | 1334

global-supplementary-blackout-timer (Host Fast Reroute) | 1336

group (Routing Instances) | 1338
group-address (Routing Instances VPN) | 1341
group-range (MBGP MVPN Tunnel) | 1343
group-rp-mapping | 1344

host-fast-reroute | 1346

import-target | 1347

independent-domain | 1349

inet-mvpn (BGP) | 1351

inet-mvpn (VRF Advertisement) | 1352

ineté6 | 1353

inet6-mvpn (BGP) | 1354

inet6-mvpn (VRF Advertisement) | 1356
ineté6-vpn | 1357

ingress (Chained Composite Next Hop) | 1359

ingress-replication | 1362

XVi



XVii

interface (Host Fast Reroute) | 1364
ip-tunnel-rpf-check | 1365

interface (Virtual Tunnel in Routing Instances) | 1367
inter-region | 1368

inter-region-segmented | 1370
inter-region-template | 1372

I3vpn (ingress) | 1375

I3vpn (transit) | 1377

label | 1378

label-switched-path (Protocols MVPN) | 1380
label-switched-path-template (Multicast) | 1381
labeled-bgp | 1383

labeled-unicast | 1385

link-protection (Host Fast Reroute) | 1387
localized-fib | 1388

maximum-paths | 1389

maximum-prefixes | 1392

metric (Protocols OSPF Sham Link) | 1394
mpls-internet-multicast | 1395

multicast (Virtual Tunnel in Routing Instances) | 1397
multihop | 1398

multipath (Routing Options) | 1403

mvpn | 1404

mvpn-mode | 1407

no-vrf-advertise | 1409

no-vrf-propagate-ttl | 1410



per-group-label | 1412

pim-asm | 1413

pim-ssm (Selective Tunnel) | 1414

primary (Virtual Tunnel in Routing Instances) | 1416
protect core | 1418

protection (Protocols BGP) | 1419

provider-tunnel | 1420

redundancy-group (Chassis - MX Series) | 1427
redundancy-group (Interfaces) | 1428
redundant-logical-tunnel | 1430
redundant-virtual-tunnel | 1431

region | 1433

register-limit | 1435

route-target (Protocols MVPN) | 1437
routing-instances (CoS) | 1439

rpt-spt | 1441

rsvp-te (Routing Instances Provider Tunnel Selective) | 1442
rsvp-te (Protocols MVPN) | 1443

selective | 1445

sglimit | 1448

sham-link | 1450

sham-link-remote | 1452

source (Routing Instances Provider Tunnel Selective) | 1454
source-class-usage | 1456

spt-only | 1457

static-Isp | 1458

xviii



Xix

supplementary-blackout-timer (Host Fast Reroute) | 1461
target (Routing Instances MVPN) | 1463
template(Protocols MVPN) | 1464

threshold-rate | 1467

traceoptions (Protocols MVPN) | 1468

traffic-statistics (Protocols BGP) | 1472

tunnel-limit (Routing Instances Provider Tunnel Selective) | 1473
unicast (Route Target Community) | 1475

unicast (Virtual Tunnel in Routing Instances) | 1476
vpn-localization | 1478

vpn-unequal-cost | 1479

vrf-advertise-selective | 1481

vrf-propagate-ttl | 1482

vrf-table-label | 1484

wildcard-group-inet | 1486

wildcard-group-ineté | 1488

wildcard-source (Selective Provider Tunnels) | 1490

Operational Commands | 1492

ping mpls I3vpn | 1492

show hfrr profiles | 1496

show ingress-replication mvpn | 1499
show mvpn c-multicast | 1501

show mvpn instance | 1505

show mvpn neighbor | 1510

show route vpn-localization | 1517



About This Guide

The Junos operating system (Junos OS) supports layer 3 VPN service which allows customers to have
geographically dispersed private networks across service provider's networks. Use the topics on this
page to configure VPN routing and forwarding instances to support Layer 3 VPNs.
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Virtual-Router Routing Instances | 5

A virtual private network (VPN) consists of two topological areas: the provider’s network and the
customer’s network. The customer’s network is commonly located at multiple physical sites and is also
private (non-Internet). A customer site would typically consist of a group of routers or other networking
equipment located at a single physical location. The provider’s network, which runs across the public
Internet infrastructure, consists of routers that provide VPN services to a customer’s network as well as
routers that provide other services. The provider's network connects the various customer sites in what
appears to the customer and the provider to be a private network.

To ensure that VPNs remain private and isolated from other VPNs and from the public Internet, the
provider’s network maintains policies that keep routing information from different VPNs separate. A
provider can service multiple VPNs as long as its policies keep routes from different VPNs separate.
Similarly, a customer site can belong to multiple VPNs as long as it keeps routes from the different VPNs
separate.

The Junos® Operating System (Junos OS) provides several types of VPNs; you can choose the best
solution for your network environment. Each of the following VPNs has different capabilities and
requires different types of configuration:

Layer 2 VPNs

Implementing a Layer 2 VPN on a router is similar to implementing a VPN using a Layer 2 technology
such as ATM or Frame Relay. However, for a Layer 2 VPN on a router, traffic is forwarded to the router
in Layer 2 format. It is carried by MPLS over the service provider’s network and then converted back to
Layer 2 format at the receiving site. You can configure different Layer 2 formats at the sending and
receiving sites. The security and privacy of an MPLS Layer 2 VPN are equal to those of an ATM or
Frame Relay VPN.

On a Layer 2 VPN, routing occurs on the customer’s routers, typically on the CE router. The CE router
connected to a service provider on a Layer 2 VPN must select the appropriate circuit on which to send
traffic. The PE router receiving the traffic sends it across the service provider’s network to the PE router
connected to the receiving site. The PE routers do not need to store or process the customer’s routes;
they only need to be configured to send data to the appropriate tunnel.

For a Layer 2 VPN, customers need to configure their own routers to carry all Layer 3 traffic. The service
provider needs to know only how much traffic the Layer 2 VPN needs to carry. The service provider’s
routers carry traffic between the customer’s sites using Layer 2 VPN interfaces. The VPN topology is
determined by policies configured on the PE routers.



Layer 3 VPNs

In a Layer 3 VPN, the routing occurs on the service provider’s routers. Therefore, Layer 3 VPNs require
more configuration on the part of the service provider, because the service provider’s PE routers must
store and process the customer’s routes.

In the Junos OS, Layer 3 VPNs are based on RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNSs).

This RFC defines a mechanism by which service providers can use their IP backbones to provide Layer 3
VPN services to their customers. The sites that make up a Layer 3 VPN are connected over a provider's

existing public Internet backbone.

VPNs based on RFC 4364 are also known as BGP/MPLS VPNs because BGP is used to distribute VPN
routing information across the provider's backbone, and MPLS is used to forward VPN traffic across the
backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private addresses, as
defined in RFC 1918, Address Allocation for Private Internets. When customer networks that use
private addresses connect to the public Internet infrastructure, the private addresses might overlap with
the private addresses used by other network users. BGP/MPLS VPNs solve this problem by prefixing a
VPN identifier to each address from a particular VPN site, thereby creating an address that is unique
both within the VPN and within the public Internet. In addition, each VPN has its own VPN-specific
routing table that contains the routing information for that VPN only.

VPLS

Virtual private LAN service (VPLS) allows you to connect geographically dispersed customer sites as if
they were connected to the same LAN. In many ways, it works like a Layer 2 VPN. VPLS and Layer 2
VPNs use the same network topology and function similarly. A packet originating within a customer’s
network is sent first to a CE device. It is then sent to a PE router within the service provider’s network.
The packet traverses the service provider’s network over an MPLS LSP. It arrives at the egress PE router,
which then forwards the traffic to the CE device at the destination customer site.

The key difference in VPLS is that packets can traverse the service provider’s network in a point-to-
multipoint fashion, meaning that a packet originating from a CE device can be broadcast to PE routers in
the VPLS. In contrast, a Layer 2 VPN forwards packets in a point-to-point fashion only. The destination
of a packet received from a CE device by a PE router must be known for the Layer 2 VPN to function

properly.

In a Layer 3 network only, you can configure virtual private LAN service (VPLS), to connect
geographically dispersed Ethernet local area networks (LAN) sites to each other across an MPLS
backbone. For ISP customers who implement VPLS, all sites appear to be in the same Ethernet LAN
even though traffic travels across the service provider's network. VPLS is designed to carry Ethernet
traffic across an MPLS-enabled service provider network. In certain ways, VPLS mimics the behavior of
an Ethernet network. When a PE router configured with a VPLS routing instance receives a packet from
a CE device, it first checks the appropriate routing table for the destination of the VPLS packet. If the



router has the destination, it forwards it to the appropriate PE router. If it does not have the destination,
it broadcasts the packet to all the other PE routers that are members of the same VPLS routing instance.
The PE routers forward the packet to their CE devices. The CE device that is the intended recipient of
the packet forwards it to its final destination. The other CE devices discard it.

Virtual-Router Routing Instances

A virtual-router routing instance, like a VPN routing and forwarding (VRF) routing instance, maintains
separate routing and forwarding tables for each instance. However, many configuration steps required
for VRF routing instances are not required for virtual-router routing instances. Specifically, you do not
need to configure a route distinguisher, a routing table policy (the vrf-export, vrf-import, and route-
distinguisher statements), or MPLS between the P routers.

However, you need to configure separate logical interfaces between each of the service provider routers
participating in a virtual-router routing instance. You also need to configure separate logical interfaces
between the service provider routers and the customer routers participating in each routing instance.
Each virtual-router instance requires its own unique set of logical interfaces to all participating routers.

Figure 1 on page 5 shows how this works. The service provider routers G and H are configured for
virtual-router routing instances Red and Green. Each service provider router is directly connected to two
local customer routers, one in each routing instance. The service provider routers are also connected to
each other over the service provider network. These routers need four logical interfaces: a /ogical
interface to each of the locally connected customer routers and a logical interface to carry traffic
between the two service provider routers for each virtual-router instance.

Figure 1: Logical Interface per Router in a Virtual-Router Routing Instance

“Customer “Customer
RedA . Red B
“\_‘.. -~ /; l‘
— —f"" /
- ...-"-\_\_\--_\-\_"‘—\—\_ . I _'_'_'_'_,_,_,-'-
' I Y a——Interfaces for virlual-router Red ~—— ' l
| Provider G Provider H

I‘ i ™~ Interfaces for virtual-router Green '~

.,
" Customer ' [ Custumer
Green & . Green B

N F; \,
., ey \

GO THTO



Layer 3 VPNs do not have this configuration requirement. If you configure several Layer 3 VPN routing
instances on a PE router, all the instances can use the same logical interface to reach another PE router.
This is possible because Layer 3 VPNs use MPLS (VPN) labels that differentiate traffic going to and from
various routing instances. Without MPLS and VPN labels, as in a virtual-router routing instance, you
need separate logical interfaces to separate traffic from different instances.

One method of providing this logical interface between the service provider routers is by configuring
tunnels between them. You can configure IP Security (IPsec), generic routing encapsulation (GRE), or IP-
IP tunnels between the service provider routers, terminating the tunnels at the virtual-router instance.

VPNs and Logical Systems

You can partition a single physical router into multiple logical systems that perform independent routing
tasks. Because logical systems perform a subset of the tasks once handled by the physical router, logical
systems offer an effective way to maximize the use of a single routing platform.

Logical systems perform a subset of the actions of a physical router and have their own unique routing
tables, interfaces, policies, and routing instances. A set of logical systems within a single router can
handle the functions previously performed by several small routers.

Logical systems support Layer 2 VPNs, Layer 3 VPNs, VPLS, and Layer 2 circuits. For more information
about logical systems, see the Logical Systems User Guide for Routers and Switches.

Starting in Junos OS release 17.4R1, Ethernet VPN (EVPN) support has also been extended to logical
systems running on MX devices. The same EVPN options and performance are available, and can be
configured under the [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols evpn] hierarchy.

Understanding Layer 3 VPNs
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Virtual private networks (VPNs) are private networks that use a public network to connect two or more
remote sites. Instead of dedicated connections between networks, VPNs use virtual connections routed
(tunneled) through public networks that are typically service provider networks.

Layer 3 VPN operates at the Layer 3 level of the OSI model, the Network layer. A Layer 3 VPN is
composed of a set of customer sites that are connected over a service provider's existing public Internet


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-logical-systems/config-guide-logical-systems.html

backbone. A peer-to-peer model is used to connect to the customer sites, where the service providers
learn the customer routes on peering with the customers. The common routing information is shared
across the provider's backbone using multiprotocol BGP, and the VPN traffic is forwarded to the
customer sites using MPLS.

Junos OS supports Layer 3 VPNs based on RFC 4364. The RFC describes VPNs using MPLS tunnels for
connectivity, BGP to distribute reachability information, and an IP backbone for transport. Service
providers use their IP backbones to link a set of customer sites belonging to the same VPN.

Components of a Layer 3 VPN

There are three primary types of MPLS VPNs: Layer 2 VPNs, Layer 2 circuits, and Layer 3 VPNs. All
types of MPLS VPNs share certain components:

e CE devices—Customer Edge (CE) devices at the customer premises that connect to the provider’s
network. Some models call these Customer Premises Equipment (CPE) devices.

e Customer network—Customer sites with CE devices that belong to the VPN.
e Provider network—The service provider backbone network running the MPLS backbone.

e P devices—Provider (P) devices within the core of the provider's network. Provider devices are not
connected to any device at a customer site and are part of the tunnel between pairs of PE devices.
Provider devices support label-switched path (LSP) functionality as part of the tunnel support, but do
not support VPN functionality.

e PE devices—Provider Edge (PE) devices within a service provider core network that connect directly
to a CE device at the customer's site.

e MP-BGP— PE devices use MP-BGP to distribute customer routes to the proper PE devices across the
MPLS backbone.

Layer 3 VPN Terminology

VPNs use a distinct terminology to identify components of the network:

¢ |P routing table (also called the global routing table)—This table contains service provider routes not
included in a VRF. Provider devices need this table to be able to reach each other, while the VRF
table is needed to reach all customer devices on a particular VPN. For example, a PE router with
Interface A to a CE router and Interface B to a backbone P router places the Interface A addresses in
the VRF and the Interface B addresses in the global IP routing table.

e Route Distinguisher—A 64-bit value prepended to an IP address. This unique tag helps identify the
different customers’ routes as packets flow across the same service provider tunnel.



Because a typical transit network is configured to handle more than one VPN, the provider routers
are likely to have multiple VRF instances configured. As a result, depending on the origin of the traffic
and any filtering rules applied to the traffic, the BGP routing tables can contain multiple routes for a
particular destination address. Because BGP requires that exactly one BGP route per destination to
be imported into the forwarding table, BGP must have a way to distinguish between potentially
identical network layer reachability information (NLRI) messages received from different VPNs.

A route distinguisher is a locally unique number that identifies all route information for a particular
VPN. Unique numeric identifiers allow BGP to distinguish between routes that are otherwise
identical.

Each routing instance that you configure on a PE router must have a unique route distinguisher.
There are two possible formats:

e as-number:number—Where, as-numberis an autonomous system (AS) number (a 2-byte value) in
the range 1 through 65,535, and numberis any 4-byte value. We recommend that you use an
Internet Assigned Numbers Authority (IANA)-assigned, nonprivate AS number, preferably the ISP
or the customer AS number.

e ip-address:number—Where, jp-addressis an IP address (a 4-byte value), and numberis any 2-
byte value. The IP address can be any globally unique unicast address. We recommend that you
use the address that you configure in the router-id statement, which is a public IP address in your
assigned prefix range.

Route Target (RT)—A 64-bit value used to identify the final egress PE device for customer routes in a
particular VRF to enable complex sharing of routes. The route target defines which route is part of a
VPN. A unique route target helps distinguish between different VPN services on the same router.
Each VPN also has a policy that defines how routes are imported into the VRF table on the router. A
Layer 2 VPN is configured with import and export policies. A Layer 3 VPN uses a unique route target
to distinguish between VPN routes. For example, the RT enables the sharing of routes in a shared
service network to multiple customers. Each VPN route can have one or more RTs. A PE device
handles RTs as extended BGP community values and uses the RTs to install customer routes.

VPN-IPv4 routes—A route consisting of a 96-bit sequence composed of a 64-bit RD tag prepended
to a 32-bit IPv4 address. The PE devices export the VPN-IPv4 routes in IBGP sessions to the other
provider devices.These routes are exchanged across the MPLS backbone using iBGP. When the
outbound PE device receives the route, it strips off the route distinguisher and advertises the route
to the connected CE devices, typically through standard BGP IPv4 route advertisements.

VRF—The virtual routing and forwarding (VRF) table distinguishes the routes for different customers,
as well as customer routes from provider routes on the PE device. These routes can include
overlapping private network address spaces, customer-specific public routes, and provider routes on
a PE device useful to the customer.

A VRF instance consists of one or more routing tables, a derived forwarding table, the interfaces that
use the forwarding table, and the policies and routing protocols that determine what goes into the



forwarding table. Because each instance is configured for a particular VPN, each VPN has separate
tables, rules, and policies that control its operation.

A separate VRF table is created for each VPN that has a connection to a CE router. The VRF table is
populated with routes received from directly connected CE sites associated with the VRF instance,
and with routes received from other PE routers in the same VPN.

Layer 3 VPN Architecture

A Layer 3 VPN links customer-edge routers (CE routers) to routers on the edge of the service provider
network (PE routers). A Layer 3 VPN uses a peer routing model between local PE and CE routers that
directly connect. That is, without needing multiple hops on the provider backbone to connect PE and CE
router pairs. The PE routers distribute routing information to all CE routers belonging to the same VPN,
based on the BGP route distinguisher, locally and across the provider network. Each VPN has its own
routing table for that VPN, coordinated with the routing tables in the CE and PE peer routers. The CE
and PE routers have different VRF tables. Each CE router has only a single VRF table because the other
VPNs are invisible to the CE. A PE router can connect to more than one CE router, so the PE router has
a general IP routing table and VRF table for each attached CE with a VPN.

Figure 2 on page 9 shows the general architecture of a Layer 3 VPN.

Figure 2: General Layer 3 VPN Architecture.
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The PE router knows which VRF table to use for packets arriving from remote VPN sites because every
VREF table has one or more extended community attributes associated with hit. The community
attributes identify the route as belonging to a specific collection of routers. The route target community
attribute identifies a collection of sites (more accurately, the collection of their VRF tables) to which a PE
router distributes routes. The PE router uses the route target to import the correct remote VPN routes
into its VRF tables.

The import and export of VPN routes between VPN sites is not automatic. This process is controlled by
BPG routing polices. The routing policies establish the rules for exchanging routing information across
the service provider's MPLS network and must be configured correctly and maintained when the
network topology changes.

The PE router classifies IPv4 routes announced by a peer CE router and received by the PE router as
VPN-IPv4 routes. When an ingress PE router receives routes advertised from a directly connected peer
CE router, the ingress PE router checks the received route against the VRF export policy for that VPN.
That is, the ingress PE router decides which remote PE routers need to know about the advertised
routes. This is a two-step process:

e If the established export policy accepts the route, the PE router converts the information to VPN-
IPv4 format by adding the route distinguisher to the IPv4 address. The PE router then announces the
VPN-IPv4 route to the remote PE routers. The configured export target policy of the VRF table
determines the value of the attached route target. IBGP sessions distribute the VNP-IPv4 routes
across the service provider's core network.

o If the established export policy does not accept the route, the PE router does not export the route to
other PE routers, but the PE router uses the route locally. This happens, for example, when two CE
routers in the same VPN connect directly to the same PE router so general traffic can flow from one
CE site to another.

When an egress PE router on the other side of the service provider network receives a route, the egress
PE router checks the route against the IBGP import policy in place between the PE routers. If the egress
PE router accepts the route, then the egress PE router adds the route to the bgp.I3vpn.O routing table.
The router also checks the route against the VRF import policy for the VPN. If the route is accepted, the
egress PE router removes the route distinguisher and places the route into the correct VRF table. The
VRF tables use the routing-instance-name.inet.0 naming convention, so “VPN A" usually configures the
table as vpna.inet.0).

Supported Layer 3 VPN Standards

Junos OS substantially supports the following RFCs, which define standards for Layer 3 virtual private
networks (VPNs).

e RFC 2283, Multiprotocol Extensions for BGP-4

e RFC 2685, Virtual Private Networks Identifier



e RFC 2858, Multiprotocol Extensions for BGP-4

e RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNSs)

e RFC 4379, Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures
The traceroute functionality is supported only on transit routers.

o RFC 4576, Using a Link State Advertisement (LSA) Options Bit to Prevent Looping in BGP/MPLS IP
Virtual Private Networks (VPNs)

o RFC 4577, OSPF as the Provider/Customer Edge Protocol for BGP/MPLS IP Virtual Private Networks
(VPNs)

e RFC 4659, BGP-MPLS [P Virtual Private Network (VPN) Extension for IPvé VPN

e RFC 4684, Constrained Route Distribution for Border Gateway Protocol/MultiProtocol Label
Switching (BGP/MPLS) Internet Protocol (IP) Virtual Private Networks (VPNs)

The following RFCs do not define a standard, but provide information about technology related to
Layer 3 VPNSs. The IETF classifies them as a “Best Current Practice” or “Informational.”

e RFC 1918, Address Allocation for Private Internets

e RFC 2917, A Core MPLS IP VPN Architecture
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Understanding Layer 3 VPN Forwarding Through the Core

The PE routers in the provider’s core network are the only routers that are configured to support VPNs
and hence are the only routers to have information about the VPNs. From the point of view of VPN
functionality, the provider (P) routers in the core—those P routers that are not directly connected to CE
routers—are merely routers along the tunnel between the ingress and egress PE routers.
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The tunnels can be either LDP or MPLS. Any P routers along the tunnel must support the protocol used
for the tunnel, either LDP or MPLS.

When PE-router-to-PE router forwarding is tunneled over MPLS label-switched paths (LSPs), the MPLS
packets have a two-level label stack (see Figure 3 on page 12):

e Quter label—Label assigned to the address of the BGP next hop by the IGP next hop

¢ Inner label—Label that the BGP next hop assigned for the packet’s destination address

Figure 3: Using MPLS LSPs to Tunnel Between PE Routers
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Figure 4 on page 13 illustrates how the labels are assigned and removed:

R

1. When CE Router X forwards a packet to Router PE1 with a destination of CE Router Y, the PE route
identifies the BGP next hop to Router Y and assigns a label that corresponds to the BGP next hop
and identifies the destination CE router. This label is the inner label.

2. Router PE1 then identifies the IGP route to the BGP next hop and assigns a second label that
corresponds to the LSP of the BGP next hop. This label is the outer label.

3. Theinner label remains the same as the packet traverses the LSP tunnel. The outer label is swapped
at each hop along the LSP and is then popped by the penultimate hop router (the third P router).



4. Router PE2 pops the inner label from the route and forwards the packet to Router Y.

Figure 4: Label Stack
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Understanding Layer 3 VPN Attributes

Route distribution within a VPN is controlled through BGP extended community attributes. RFC 4364
defines the following three attributes used by VPNs:

o Target VPN—Identifies a set of sites within a VPN to which a provider edge (PE) router distributes
routes. This attribute is also called the route target. The route target is used by the egress PE router
to determine whether a received route is destined for a VPN that the router services.

Figure 5 on page 14 illustrates the function of the route target. PE Router PE1 adds the route target
“VPN B" to routes received from the customer edge (CE) router at Site 1 in VPN B. When it receives
the route, the egress router PE2 examines the route target, determines that the route is for a VPN
that it services, and accepts the route. When the egress router PE3 receives the same route, it does
not accept the route because it does not service any CE routers in VPN B.

o VPN of origin—Identifies a set of sites and the corresponding route as having come from one of the
sites in that set.

o Site of origin—Uniquely identifies the set of routes that a PE router learned from a particular site.
This attribute ensures that a route learned from a particular site through a particular PE-CE
connection is not distributed back to the site through a different PE-CE connection. It is particularly



useful if you are using BGP as the routing protocol between the PE and CE routers and if different
sites in the VPN have been assigned the same autonomous system (AS) numbers.

Figure 5: VPN Attributes and Route Distribution
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Routers in a VPN

Figure 6 on page 15 illustrates how VPN functionality is provided by the provider edge (PE) routers;
the provider and customer edge (CE) routers have no special configuration requirements for VPNs.

Figure 6: Routers in a VPN
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Introduction to Configuring Layer 3 VPNs

To configure Layer 3 virtual private network (VPN) functionality, you must enable VPN support on the
provider edge (PE) router. You must also configure any provider (P) routers that service the VPN, and
you must configure the customer edge (CE) routers so that their routes are distributed into the VPN.

To configure Layer 3 VPNs, you include the following statements:

description text;
instance-type vrf;
interface iInterface-name;
protocols {
bgp {
group group-name {
peer-as as-number;
neighbor ip-address;
}
multihop ttl-value;
}
(ospf | ospf3) {
area area {



interface interface-name;
}
domain-id domain-id,
domain-vpn-tag number;
sham-1link {

local address;

}

sham-link-remote address <metric number>;
}
rip {

rip-configuration;
}

}
route-distinguisher (as-number:id | ip-address:id)
router-id address;
routing-options {
autonomous-system autonomous-system {
independent-domain;
loops number;
}
forwarding-table {
export [ policy-names 1,
}
interface-routes {

rib-group group-name;

}
martians {

destination-prefix match-type <allow>;
}

maximum-paths {
path-1imit;
log-interval interval,
log-only;
threshold percentage;

}

maximum-prefixes {
prefix-1imit;
log-interval interval,
log-only;
threshold percentage;

}

multipath {

vpn-unequal-cost;



}
options {
syslog (level Ievel | upto level);
}
rib routing-table-name {
martians {
destination-prefix match-type <allow>;
}
multipath {
vpn-unequal-cost;

}
static {
defaults {
static-options;
}
route destination-prefix {
next-hop [next-hops];
static-options;
}
}
}
}
static {
defaults {
static-options;
}
route destination-prefix {
policy [ policy-names 1;
static-options;
}
}
vrf-advertise-selective {
family {
inet-mvpn;
inet6-mvpn;
}

}

vrf-export [ policy-names 1;

vrf-import [ policy-names 1;

vrf-target (community | export community-name | import community-name);
vrf-table-label;

You can include these statements at the following hierarchy levels:



e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

The sham-1ink, sham-link-remote, and vrf-advertise-selective statements are not applicable in ACX
Series routers.

For Layer 3 VPNs, only some of the statements in the [edit routing-instances] hierarchy are valid. For the
full hierarchy, see Junos OS Routing Protocols Library.

In addition to these statements, you must enable a signaling protocol, IBGP sessions between the PE
routers, and an interior gateway protocol (IGP) on the PE and P routers.

By default, Layer 3 VPNs are disabled.

Many of the configuration procedures for Layer 3 VPNs are common to all types of VPNs.

Release History Table

Release ' Description

17.4 Starting in Junos OS release 17.4R1, Ethernet VPN (EVPN) support has also been extended to logical
systems running on MX devices. The same EVPN options and performance are available, and can be
configured under the [edit logical-systems Jogical-system-name routing-instances routing-instance-name

protocols evpn] hierarchy.
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This topic discusses configuring routing instances in Layer 3 VPNs

Routing Instances in Layer 3 VPNs

A routing instance is a collection of routing tables, interfaces, and routing protocol parameters. The set
of interfaces belongs to the routing tables, and the routing protocol parameters control the information
in the routing tables. Each routing instance has a unique name and a corresponding IP unicast table.

To implement Layer 3 VPNs in the JUNOS Software, you configure one routing instance for each VPN.
You configure the routing instances on PE routers only. Each VPN routing instance consists of the
following components:

e VRF table—On each PE router, you configure one VRF table for each VPN.

e Set of interfaces that use the VRF table—The /ogical interface to each directly connected CE router
must be associated with a VRF table. You can associate more than one interface with the same VRF
table if more than one CE router in a VPN is directly connected to the PE router.

e Policy rules—These control the import of routes into and the export of routes from the VRF table.

e One or more routing protocols that install routes from CE routers into the VRF table—You can use
the BGP, OSPF, and RIP routing protocols, and you can use static routes.

Configuring Logical Units on the Loopback Interface for Routing Instances in Layer 3
VPNs

For Layer 3 VPNs (VRF routing instances), you can configure a logical unit on the loopback interface into
each VRF routing instance that you have configured on the router. Associating a VRF routing instance
with a logical unit on the loopback interface allows you to easily identify the VRF routing instance.

Doing this is useful for troubleshooting:

e It allows you to ping a remote CE router from a local PE router in a Layer 3 VPN. For more
information, see "Example: Troubleshooting Layer 3 VPNs" on page 1230.

e |t ensures that a path maximum transmission unit (MTU) check on traffic originating on a VRF or
virtual-router routing instance functions properly. For more information, see "Configuring Path MTU
Checks for VPN Routing Instances" on page 30.

You can also configure a firewall filter for the logical unit on the loopback interface; this configuration
allows you to filter traffic for the VRF routing instance associated with it.

The following describes how firewall filters affect the VRF routing instance depending on whether they
are configured on the default loopback interface, the VRF routing instance, or some combination of the
two. The “default loopback interface” refers to 100.0 (associated with the default routing table), and the
“VRF loopback interface” refers to 100. s, which is configured in the VRF routing instance.



e If you configure Filter A on the default loopback interface and Filter B on the VRF loopback interface,
the VRF routing instance uses Filter B.

e If you configure Filter A on the default loopback interface but do not configure a filter on the VRF
loopback interface, the VRF routing instance does not use a filter.

o If you configure Filter A on the default loopback interface but do not configure a VRF loopback
interface, the VRF routing instance uses Filter A. For MX80 devices, the behavior is slightly different:
If you configure filters on the default loopback interface but do not configure a VRF loopback
interface, the VRF routing instance uses only the input filters assigned to the default loopback (it
does not use output filters from the default loopback).

For some ACX Series Universal Metro Routers (ACX1000, ACX2000, ACX4000, and ACX5000), the
default loopback filter must be in the same routing, or virtual routing and forwarding (VRF), instance as
the ingress traffic it filters. That is, on these devices, the default loopback filter cannot be used for traffic
traversing an interface that belongs to a different routing instance.

To configure a logical unit on the loopback interface, include the unit statement:

unit number {
family inet {
address address;

You can include this statement at the following hierarchy levels:
e [edit interfaces lo@]
o [edit logical-systems logical-system-name interfaces 1o@]

To associate a firewall filter with the logical unit on the loopback interface, include the filter statement:

filter {

input filter-name;

You can include this statement at the following hierarchy levels:
o [edit interfaces 1o@ unit wnit-number family inet]

o [edit logical-systems logical-system-name interfaces 1o@ unit wnit-number family inet]



To include the 108. ninterface (where n specifies the logical unit) in the configuration for the VRF routing
instance, include the following statement:

interface 100.n;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring Routing Instances on PE Routers in VPNs
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You need to configure a routing instance for each VPN on each of the PE routers participating in the
VPN. The configuration procedures outlined in this section are applicable to Layer 2 VPNs, Layer 3
VPNs, and VPLS. The configuration procedures specific to each type of VPN are described in the
corresponding sections in the other configuration chapters.

To configure routing instances for VPNs, include the following statements:

description text;

instance-type type;

interface interface-name;

route-distinguisher (as-number: number | Ip-address:number);
vrf-import [ policy-names 1;

vrf-export [ policy-names 1;

vrf-target {

export community-name;



import community-name;

You can include these statements at the following hierarchy levels:
o [edit routing-instances routing-instance-namel
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

To configure VPN routing instances, you perform the steps in the following sections:

Configuring the Routing Instance Name for a VPN

The name of the routing instance for a VPN can be a maximum of 128 characters and can contain
letters, numbers, and hyphens. In Junos OS Release 9.0 and later, you can no longer specify default as
the actual routing-instance name. You also cannot use any special characters (! @ # $ % ~ & *, +< > 1)
within the name of a routing instance.

NOTE: In Junos OS Release 9.6 and later, you can include a slash (/) in a routing instance name
only if a logical system is not configured. That is, you cannot include the slash character in a
routing instance name if a logical system other than the default is explicitly configured.

Specify the routing-instance name with the routing-instance statement:

routing-instance routing-instance-name {...}

You can include this statement at the following hierarchy levels:
o [edit]

o [edit logical-systems logical-system-namel

Configuring the Description

To provide a text description for the routing instance, include the description statement. If the text
includes one or more spaces, enclose them in quotation marks (" "). Any descriptive text you include is
displayed in the output of the show route instance detail command and has no effect on the operation of
the routing instance.



To configure a text description, include the description statement:

description text;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring the Instance Type

The instance type you configure varies depending on whether you are configuring Layer 2 VPNs, Layer 3
VPNs, VPLS, or virtual routers. Specify the instance type by including the instance-type statement:

e To enable Layer 2 VPN routing on a PE router, include the instance-type statement and specify the
value 12vpn:

instance-type 12vpn;

e To enable VPLS routing on a PE router, include the instance-type statement and specify the value vpls:

instance-type vpls;

e Layer 3 VPNs require that each PE router have a VPN routing and forwarding (VRF) table for
distributing routes within the VPN. To create the VRF table on the PE router, include the instance-type
statement and specify the value vrf:

instance-type vrf;

NOTE: Routing Engine based sampling is not supported on VRF routing instances.

¢ To enable the virtual-router routing instance, include the instance-type statement and specify the
value virtual-router:

instance-type virtual-router;



You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring Interfaces for VPN Routing

On each PE router, you must configure an interface over which the VPN traffic travels between the PE
and CE routers.

The sections that follow describe how to configure interfaces for VPNs:

General Configuration for VPN Routing

The configuration described in this section applies to all types of VPNs. For Layer 3 VPNs and carrier-of-
carriers VPNs, complete the configuration described in this section before proceeding to the interface
configuration sections specific to those topics.

To configure interfaces for VPN routing, include the interface statement:

interface interface-name;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Specify both the physical and logical portions of the interface name, in the following format:

physical.logical

For example, in at-1/2/1.2, at-1/2/1 is the physical portion of the interface name and 2 is the logical
portion. If you do not specify the logical portion of the interface name, the value 0 is set by default.

A logical interface can be associated with only one routing instance. If you enable a routing protocol on
all instances by specifying interfaces all when configuring the master instance of the protocol at the
[edit protocols] hierarchy level, and if you configure a specific interface for VPN routing at the [edit
routing-instances routing-instance-name] hierarchy level or at the [edit logical-systems logical-system-name
routing-instances routing-instance-namel hierarchy level, the latter interface statement takes precedence and
the interface is used exclusively for the VPN.



If you explicitly configure the same interface name at the [edit protocols] hierarchy level and at either the
[edit routing-instances routing-instance-name] or [edit logical-systems logical-system-name routing-instances
routing-instance-name] hierarchy levels, an attempt to commit the configuration fails.

Configuring Interfaces for Layer 3 VPNs

When you configure the Layer 3 VPN interfaces at the [edit interfaces] hierarchy level, you must also
configure family inet when configuring the logical interface:

[edit interfaces]
interface-name {
unit logical-unit-number {

family inet;

Configuring Interfaces for Carrier-of-Carriers VPNs

When you configure carrier-of-carriers VPNSs, you need to configure the family mpls statement in addition
to the family inet statement for the interfaces between the PE and CE routers. For carrier-of-carriers
VPNs, configure the logical interface as follows:

[edit interfaces]
interface-name {
unit logical-unit-number {
family inet;

family mpls;

If you configure family mpls on the logical interface and then configure this interface for a non-carrier-of-
carriers routing instance, the family mpls statement is automatically removed from the configuration for
the logical interface, since it is not needed.

Configuring Unicast RPF on VPN Interfaces

For VPN interfaces that carry IP version 4 or version 6 (IPv4 or IPvé) traffic, you can reduce the impact
of denial-of-service (DoS) attacks by configuring unicast reverse path forwarding (RPF). Unicast RPF
helps determine the source of attacks and rejects packets from unexpected source addresses on
interfaces where unicast RPF is enabled.



You can configure unicast RPF on a VPN interface by enabling unicast RPF on the interface and
including the interface statement at the [edit routing-instances routing-instance-name] hierarchy level.

You cannot configure unicast RPF on the core-facing interfaces. You can only configure unicast RPF on
the CE router-to-PE router interfaces on the PE router. However, for virtual-router routing instances,
unicast RPF is supported on all interfaces you specify in the routing instance.

For information about how to configure unicast RPF on VPN interfaces, see Understanding Unicast RPF
(Routers).

Configuring the Route Distinguisher

Each routing instance that you configure on a PE router must have a unique route distinguisher
associated with it. VPN routing instances need a route distinguisher to help BGP to distinguish between
potentially identical network layer reachability information (NLRI) messages received from different
VPNs. If you configure different VPN routing instances with the same route distinguisher, the commit
fails.

For Layer 2 VPNs and VPLS, if you have configured the 12vpn-use-bgp-rules statement, you must configure
a unique route distinguisher for each PE router participating in a specific routing instance.

For other types of VPNs, we recommend that you use a unique route distinguisher for each PE router
participating in the routing instance. Although you can use the same route distinguisher on all PE routers
for the same VPN routing instance (except for Layer 2 VPNs and VPLS), if you use a unique route
distinguisher, you can determine the CE router from which a route originated within the VPN.

To configure a route distinguisher on a PE router, include the route-distinguisher statement:

route-distinguisher (as-number: number | ip-address:number);

For a list of hierarchy levels at which you can include this statement, see the statement summary section
for this statement.

The route distinguisher is a 6-byte value that you can specify in one of the following formats:

o as-number.number, where as-number is an autonomous system (AS) number (a 2-byte value) and number is
any 4-byte value. The AS number can be in the range 1 through 65,535. We recommend that you use
an Internet Assigned Numbers Authority (IANA)-assigned, nonprivate AS number, preferably the
Internet service provider’s (ISP’s) own or the customer’s own AS number.

e ip-address.number, where ip-addressis an IP address (a 4-byte value) and numberis any 2-byte value. The
IP address can be any globally unique unicast address. We recommend that you use the address that
you configure in the router-id statement, which is a nonprivate address in your assigned prefix range.
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Configuring Automatic Route Distinguishers

If you configure the route-distinguisher-id statement at the [edit routing-options] hierarchy level, a route

distinguisher is automatically assigned to the routing instance. If you also configure the route-

distinguisher statement in addition to the route-distinguisher-id statement, the value configured for route-

distinguisher supersedes the value generated from route-distinguisher-id.

To assign a route distinguisher automatically, include the route-distinguisher-id statement:

route-distinguisher-id 1p-address;

You can include this statement at the following hierarchy levels:
e [edit routing-options]
o [edit logical-systems logical-system-name routing-options]

A type 1 route distinguisher is automatically assigned to the routing instance using the format ip-
address: number. The IP address is specified by the route-distinguisher-id statement and the number is
unique for the routing instance.

Configuring Virtual-Router Routing Instances in VPNs
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A virtual-router routing instance, like a VRF routing instance, maintains separate routing and forwarding
tables for each instance. However, many of the configuration steps required for VRF routing instances
are not required for virtual-router routing instances. Specifically, you do not need to configure a route
distinguisher, a routing table policy (the vrf-export, vrf-import, and route-distinguisher statements), or MPLS

between the service provider routers.

Configure a virtual-router routing instance by including the following statements:

description text;

instance-type virtual-router;



interface Interface-name;

protocols { ... }

You can include these statements at the following hierarchy levels:
e [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

The following sections explain how to configure a virtual-router routing instance:

Configuring a Routing Protocol Between the Service Provider Routers

The service provider routers need to be able to exchange routing information. You can configure the
following protocols for the virtual-router routing instance protocols statement configuration at the [edit

routing-instances routing-instance-namel hierarchy level:

e BGP

o [S-IS

e LDP

o OSPF

e Protocol Independent Multicast (PIM)

e RIP

You can also configure static routes.

IBGP route reflection is not supported for virtual-router routing instances.

If you configure LDP under a virtual-router instance, LDP routes are placed by default in the routing
instance’s inet.0 and inet.3 routing tables (for example, sample.inet.0 and sample.inet.3). To restrict LDP
routes to only the routing instance’s inet.3 table, include the no-forwarding statement:

no-forwarding;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name protocols ldp]
o [edit logical-systems logical-system-name routing-instances routing-instance-name protocols ldp]

When you restrict the LDP routes to only the inet.3 routing table, the corresponding IGP route in the
inet.0 routing table can be redistributed and advertised into other routing protocols.



For information about routing tables, see Understanding Junos OS Routing Tables.

Configuring Logical Interfaces Between Participating Routers

You must configure an interface to each customer router participating in the routing instance and to
each P router participating in the routing instance. Each virtual-router routing instance requires its own
separate logical interfaces to all P routers participating in the instance. To configure interfaces for
virtual-router instances, include the interface statement:

interface interface-name;

You can include this statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Specify both the physical and logical portions of the interface name, in the following format:

physical.logical
For example, in at-1/2/1.2, at-1/2/1 is the physical portion of the interface name and 2 is the logical
portion. If you do not specify the logical portion of the interface name, 0 is set by default.
You must also configure the interfaces at the [edit interfaces] hierarchy level.

One method of providing this logical interface between the provider routers is by configuring tunnels
between them. You can configure IP Security (IPsec), generic routing encapsulation (GRE), or IP-IP
tunnels between the provider routers, terminating the tunnels at the virtual-router instance.

For information about how to configure tunnels and interfaces, see the Junos OS Services Interfaces
Library for Routing Devices.

Configuring Path MTU Checks for VPN Routing Instances
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By default, the maximum transmission unit (MTU) check for VPN routing instances is disabled on M
Series routers (except the M320 router) and enabled for the M320 router. On M Series routers, you can
configure path MTU checks on the outgoing interfaces for unicast traffic routed on VRF routing
instances and on virtual-router routing instances.

When you enable an MTU check, the routing platform sends an Internet Control Message Protocol
(ICMP) message when a packet traversing the routing instance exceeds the MTU size and has the do-not-
fragment bit set. The ICMP message uses the VRF local address as its source address.

For an MTU check to work in a routing instance, you must both include the vrf-mtu-check statement at
the [edit chassis] hierarchy level and assign at least one interface containing an IP address to the routing
instance.

For more information about the path MTU check, see the Junos OS Administration Library for Routing
Devices.

To configure path MTU checks, do the tasks described in the following sections:

Enabling Path MTU Checks for a VPN Routing Instance

To enable path checks on the outgoing interface for unicast traffic routed on a VRF or virtual-router
routing instance, include the vrf-mtu-check statement at the [edit chassis] hierarchy level:

[edit chassis]

vrf-mtu-check;

Assigning an IP Address to the VPN Routing Instance

To ensure that the path MTU check functions properly, at least one IP address must be associated with
each VRF or virtual-router routing instance. If an IP address is not associated with the routing instance,
ICMP reply messages cannot be sent.

Typically, the VRF or virtual-router routing instance IP address is drawn from among the IP addresses
associated with interfaces configured for that routing instance. If none of the interfaces associated with
a VRF or virtual-router routing instance is configured with an IP address, you need to explicitly configure
a logical loopback interface with an IP address. This interface must then be associated with the routing
instance. See "Configuring Logical Units on the Loopback Interface for Routing Instances in Layer 3
VPNs" on page 20 for details.

Routing Policies, Firewall Filters, and Traffic Policers User Guide
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Understanding Virtual Routing and Forwarding Tables

To separate a VPN's routes from routes in the public Internet or those in other VPNs, the PE router
creates a separate routing table for each VPN, called a VPN routing and forwarding (VRF) table. The PE
router creates one VRF table for each VPN that has a connection to a CE router. Any customer or site
that belongs to the VPN can access only the routes in the VRF tables for that VPN.



Figure 7 on page 33 illustrates the VRF tables that are created on the PE routers. The three PE routers
have connections to CE routers that are in two different VPNs, so each PE router creates two VRF

tables, one for each VPN.

Figure 7: VRF Tables
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Each VRF table is populated from routes received from directly connected CE sites associated with that
VREF routing instance and from routes received from other PE routers that passed BGP community

filtering and are in the same VPN.

Each PE router also maintains one global routing table (inet.0) to reach other routers in and outside the

provider’s core network.



Each customer connection (that is, each /ogical interface) is associated with one VRF table. Only the VRF

table associated with a customer site is consulted for packets from that site.

You can configure the router so that if a next hop to a destination is not found in the VRF table, the
router performs a lookup in the global routing table, which is used for Internet access.

The Junos OS uses the following routing tables for VPNs:

bgp.I3vpn.0—Stores routes learned from other PE routers. Routes in the bgp.I3vpn.O routing table are
copied into a Layer 3 VRF when there is a matching VRF import policy in the PE router. This table is
present only on PE routers, and it does not store routes received from directly connected CE routers.

When a PE router receives a route from another PE router, it places the route into its bgp.I3vpn.0O
routing table. The route is resolved using the information in the inet.3 routing table. The resultant
route is converted into IPv4 format and redistributed to all routing-instance-name.inet.O routing
tables on the PE router if it matches the VRF import policy.

The bgp.I3vpn.O table is also used to resolve routes over the MPLS tunnels that connect the PE
routers. These routes are stored in the inet.3 routing table. PE-to-PE router connectivity must exist in
inet.3 (not just in inet.0) for VPN routes to be resolved properly.

When a router is advertising non-local VPN-IPv4 unicast routes and the router is a route reflector or
is performing external peering, the VPN-IPv4 unicast routes are automatically exported into the VPN
routing table (bgp.I3vpn.0). This enables the router to perform path selection and advertise from the
bgp.I3vpn.O routing table.

To determine whether to add a route to the bgp.I3vpn.0 routing table, the Junos OS checks it against
the VRF instance import policies for all the VPNs configured on the PE router. If the VPN-IPv4 route
matches one of the policies, it is added to the bgp.I3vpn.0 routing table. To display the routes in the
bgp.I3vpn.0 routing table, use the show route table bgp.I3vpn.0 command.

routing-instance-name.inet.0—Stores all unicast IPv4 routes received from directly connected CE
routers in a routing instance (that is, in a single VPN) and all explicitly configured static routes in the
routing instance. This is the VRF table and is present only on PE routers. For example, for a routing
instance named VPN-A, the routing table for that instance is named VPN-A.inet.0.

When a CE router advertises to a PE router, the PE router places the route into the corresponding
routing-instance-name.inet.0 routing table and advertises the route to other PE routers if it passes a
VRF export policy. Among other things, this policy tags the route with the route distinguisher (route
target) that corresponds to the VPN site to which the CE belongs. A label is also allocated and
distributed with the route. The bgp.I3vpn.0 routing table is not involved in this process.

The routing-instance-name.inet.0 table also stores routes announced by a remote PE router that
match the VRF import policy for that VPN. The PE router redistributed these routes from its
bgp.I3vpn.O table.



Routes are not redistributed from the routing-instance-name.inet.0 table to the bgp.I3vpn.O table;
they are directly advertised to other PE routers.

For each routing-instance-name.inet.0 routing table, one forwarding table is maintained in the
router’s Packet Forwarding Engine. This table is maintained in addition to the forwarding tables that
correspond to the router’s inet.0 and mpls.O routing tables. As with the inet.0 and mpls.O routing
tables, the best routes from the routing-instance-name.inet.0 routing table are placed into the
forwarding table.

To display the routes in the routing-instance-name.inet.0 table, use the show route table routing-
instance-name.inet.0 command.

o inet.3—Stores all MPLS routes learned from LDP and RSVP signaling done for VPN traffic. The
routing table stores the MPLS routes only if the traffic-engineering bgp-igp option is not enabled.

For VPN routes to be resolved properly, the inet.3 table must contain routes to all the PE routers in
the VPN.

To display the routes in the inet.3 table, use the show route table inet.3 command.

¢ inet.0—Stores routes learned by the IBGP sessions between the PE routers. To provide Internet
access to the VPN sites, configure the routing-instance-name.inet.0 routing table to contain a default
route to the inet.0 routing table.

To display the routes in the inet.O table, use the show route table inet.0 command.

The following routing policies, which are defined in VRF import and export statements, are specific to
VRF tables.

e Import policy—Applied to VPN-IPv4 routes learned from another PE router to determine whether
the route should be added to the PE router’s bgp.I8vpn.0 routing table. Each routing instance on a PE
router has a VRF import policy.

e Export policy—Applied to VPN-IPv4 routes that are announced to other PE routers. The VPN-IPv4
routes are IPv4 routes that have been announced by locally connected CE routers.

VPN route processing differs from normal BGP route processing in one way. In BGP, routes are accepted
if they are not explicitly rejected by import policy. However, because many more VPN routes are
expected, the Junos OS does not accept (and hence store) VPN routes unless the route matches at least
one VRF import policy. If no VRF import policy explicitly accepts the route, it is discarded and not even
stored in the bgp.I3vpn.0 table. As a result, if a VPN change occurs on a PE router—such as adding a new
VREF table or changing a VRF import policy—the PE router sends a BGP route refresh message to the
other PE routers (or to the route reflector if this is part of the VPN topology) to retrieve all VPN routes
so they can be reevaluated to determine whether they should be kept or discarded.



SEE ALSO

IGP Shortcuts and VPNs

Understanding VRF Localization in Layer 3 VPNs

In a Layer 3 VPN, to separate routes of a VPN from routes in the public Internet or those in other VPN,
the PE router creates a separate routing table for each VPN, called a virtual routing and forwarding
(VRF) table. Each VRF uses a route distinguisher and route target to differentiate other VPNs so that
each VRF achieves a VPN in a public network. The PE router creates one VRF table for each VPN that
has a connection to a CE router. Any customer or site that belongs to the VPN can access only the
routes in the VRF tables for that VPN.

The PE routers in a Layer 3 VPN deployment have two types of line cards hosting the following
interfaces:

o CE-facing interfaces

e Core-facing interfaces

NOTE: An FPC can be either core-facing or CE-facing.

The VRFs are present on these line cards and currently, in Junos OS, all the routes of all the VRFs are
present on all line cards along with chained composite next hops on all the FPCs. This uses up the
memory in each line card. Since traffic from CE-facing interfaces comes in only through the
corresponding CE-facing FPCs, all the routes and next hops need not be present on all the line cards.
VRF localization provides a mechanism for localizing routes of VRF to specific line cards to help
maximize the number of routes that a router can handle. CE-facing interfaces localize all the routes of
instance type VRF to a specific line card. If CE-facing interfaces are logical interfaces like AE or RLSQ or
IRB, then a line card number has to be configured to localize routes. Core-facing line cards store all the
VRF routes. These cards have to be configured as VPN core-facing default or VPN core-facing only.
Core-facing line cards store routes of all the VRFs, and they are of the following types:

e vpn-core-facing-default — The core-facing FPC installs all the routes and next hops of the VRF
routes.

e vpn-core-facing-only — The core-facing FPC installs all the routes and does not store next hops of
the VRF routes.

NOTE: Core-facing FPCs can be configured as either core-facing-default or core-facing-only.
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Maximizing VPN Routes Using VRF Localization for Layer 3 VPNs

Virtual routing and forwarding (VRF) localization provides a mechanism for localizing routes of VRF to
specific line cards to help maximize the number of routes that a router can handle. CE-facing interfaces
localize all the routes of instance type VRF to a specific line card. If the CE-facing interfaces are logical
interfaces like AE/RLSQ/IRB, then the line card has to be configured to localize routes. Core-facing line
cards store all the VRF routes. These cards have to be configured as VPN core-facing only or VPN core-
facing default. To configure VRF localization, configure the localized-fib statement at the [edit routing-
instances Instance-name routing-options] hierarchy level and configure the vpn-localization statement at the
[edit chassis fpc fpc-siot] hierarchy level. The show route vpn-localization command displays the
localization information of all the VRFs in the system.

Before you begin to localize the VRF table:

e Configure the interfaces.

o Configure the routing and signaling protocols.
To configure VRF localization:

1. Configure the chassis of the router.

a. Configure the FPC slot as either VPN core-facing only or VPN core-facing default to store the
VRF routes.

[edit chassis]
user@host# set fpc slot-number vpn-localization vpn-core-facing-only
user@host# set fpc slot-number vpn-localization vpn-core-facing-default

2. Configure enhanced IP network service on the chassis.

[edit chassis]
user@host# set network-services enhanced-ip

3. Create an instance type, configure the route distinguisher, and configure the VRF target community
and VRF target label.

[edit routing-instances routing-instance]

user@host# set instance-type vrf

user@host# set interface interface-name

user@host# set route-distinguisher route-distinguisher-id
user@host# set provider-tunnel rsvp-te static-1lsp vpn1-p2mp



user@host# set vrf-target vrf-target-community
user@host# set vrf-table-label

4. Configure the multipath routing option to balance load independent of the protocol.

[edit routing-instances routing-instance routing-options]
user@host# set multipath

5. Configure the specific FPC of CE-facing physical interfaces or specify the FPC slot number if the CE-
facing interfaces are logical interfaces like AE or RSQL or IRB to localize the VRF routing instance
routes.

e Configure the specific FPC of CE-facing physical interfaces to localize the VRF routing instance
routes.

[edit routing-instances routing-instance routing-options]
user@host# set localized-fib

e Configure the FPC slot number of the CE-facing logical interfaces like AE or RSQL or IRB to
localize the VRF routing instance routes.

[edit routing-instances routing-instance routing-options]

user@host# set localized-fib fpc-slot fpc-slot-number

6. Configure the peer group of the BGP protocol for the routing instance.

[edit routing-instances routing-instance protocols bgp group group-name]
user@host# set type external

user@host# set export direct

user@host# set peer-as 100

user@host# set neighbor IP-address family inet unicast

user@host# set neighbor IP-address family inet6 unicast

7. Configure the MVPN protocol for the routing instance.

[edit routing-instances routing-instance protocols]

user@host# set mvpn
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This example shows how to configure VRF localization on MX Series routers, which enables you to
improve the VPN scalability on MX Series routers.

Requirements

This example uses the following hardware and software components:
e Five MX Series 5G Universal Routing Platforms

e Junos OS Release 14.2 or later running on all devices

Before you begin:

1. Configure the device interfaces.

2. Configure the BGP protocol.

Overview

IN THIS SECTION

Topology | 40

Starting with Junos OS Release 14.2, the VRF localization provides a mechanism for localizing routes of
VREF to specific line cards which helps maximize the number of routes that a router can handle. CE-
facing interfaces localize all the routes of instance type VRF to a specific line card. If the CE-facing
interfaces are logical interfaces like AE or RLSQ or IRB, then the line card has to be configured to localize
routes. Core-facing line cards store all the VRF routes. These cards have to be configured as VPN core-



facing only or VPN core-facing default. To configure VRF localization, configure the localized-fib
configuration statement at the [edit routing-instances instance-name routing-options] hierarchy level and
configure vpn-localization at the [edit chassis fpc 7pc-siot] hierarchy level. The show route vpn-localization
command displays the localization information of all the VRFs in the system.

Topology

In the topology shown in Figure 8 on page 40, VRF localization is configured on Device PE1.

Figure 8: Example VRF Localization
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from the configuration mode.

CE1

set interfaces ge-4/0/0 unit 0 family inet address 192.0.2.2/24

set interfaces ge-4/0/0 unit 0 family inet6 address abcd:a:a:a:1::2/126
set protocols bgp group vpnl type external

set protocols bgp group vpnl export direct



set
set
set
set
set
set
set
set

PE1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols
protocols
protocols
policy-opt
policy-opt
policy-opt
routing-op

routing-op

chassis re
chassis ag
chassis fp
chassis ne
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
interfaces
policy-opt
policy-opt
policy-opt
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp group vpnl peer-as 10

bgp group vpn1 neighbor 192.0.2.1 family inet unicast

bgp group vpn1 neighbor abcd:a:a:a:1::1 family inet6 unicast

ions policy-statement direct from protocol direct

ions policy-statement direct then accept

ions policy-statement load-balancing-policy then load-balance per-packet
tions autonomous-system 100

tions forwarding-table export load-balancing-policy

dundancy graceful-switchover
gregated-devices ethernet device-count 16
c 8 vpn-localization vpn-core-facing-only

twork-services enhanced-ip

ge-2/0/0 unit 0 family inet address 192.0.2.1/24
ge-2/0/0 unit 0 family inet6 address abcd:a:a:a:1::1/126
ge-8/1/0 gigether-options 802.3ad ae0

ge-8/1/9 gigether-options 802.3ad ae@

aed unit 0 family inet address 192.0.2.3/24

aed unit 0 family iso

aed unit 0 family mpls

100 unit 1 family inet address 10.255.19.254/24

100 unit 1 family inet6 address abcd::10:0:1:1/128

ions policy-statement direct from protocol direct

ions policy-statement direct then accept

ions policy-statement load-balancing-policy then load-balance per-packet
rsvp interface ae0.0
mpls ipv6-tunneling
mpls icmp-tunneling
mpls label-switched-path pel-pe2-p2mp-1 from 10.255.19.254
mpls label-switched-path pel-pe2-p2mp-1 to 10.255.19.251
mpls label-switched-path pel-pe2-p2mp-1 link-protection
mpls label-switched-path pel-pe2-p2mp-1 p2mp vpn1-p2mp
mpls label-switched-path pel-pe3-p2mp-1 from 10.255.19.254
mpls label-switched-path pel-pe3-p2mp-1 to 10.255.19.203
mpls label-switched-path pel-pe3-p2mp-1 link-protection
mpls label-switched-path pel-pe3-p2mp-1 p2mp vpn1-p2mp
mpls interface ae0.0

bgp group mpbg type internal

bgp group mpbg local-address 10.255.19.254

bgp group mpbg family inet unicast



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set
set
set
set
set
set
set
set
set
set

protocols bgp group mpbg family inet-vpn unicast

protocols bgp group mpbg family inet6 unicast

protocols bgp group mpbg family inet6-vpn unicast

protocols bgp group mpbg family inet-mvpn signaling

protocols bgp group mpbg family inet6-mvpn signaling

protocols bgp group mpbg neighbor 10.255.19.253

protocols ospf traffic-engineering

protocols ospf area 0.0.0.0 interface ae0.0

protocols ospf area 0.0.0.0 interface 100.0 passive

protocols ldp interface ae0.0

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl

instance-type vrf

interface ge-2/0/0.0

interface 100.1

route-distinguisher 1:1

provider-tunnel rsvp-te static-1lsp vpn1-p2mp

vrf-target target:1:1

vrf-table-label

routing-options multipath

routing-options localized-fib

protocols bgp group grpl type external

protocols bgp group grpl export direct

protocols bgp group grpl peer-as 100

protocols bgp group grpl neighbor 192.0.2.2 family inet unicast
protocols bgp group grpl neighbor abcd:a:a:a:1::2 family inet6 unicast
protocols mvpn

routing-options nonstop-routing

routing-options autonomous-system 10

routing-options forwarding-table export load-balancing-policy

routing-options forwarding-table chained-composite-next-hop ingress 13vpn extended-space

chassis aggregated-devices ethernet device-count 16

interfaces ge-1/0/1
interfaces ge-1/0/3
interfaces ge-1/1/1
interfaces ae@ unit
interfaces ae@ unit
interfaces ae@ unit
interfaces ael unit
interfaces ael unit

interfaces ael unit

gigether-options 802.3ad ae0
gigether-options 802.3ad ae0
gigether-options 802.3ad ael

0 family inet address 192.0.2.4/24

0 family iso

0 family mpls

0 family inet address 198.51.100.2/24
0 family iso

0 family mpls



set routing-options autonomous-system 10

set routing-options forwarding-table export load-balancing-policy
set protocols rsvp interface ae0.0

set protocols rsvp interface ael.0

set protocols mpls ipv6-tunneling

set protocols mpls icmp-tunneling

set protocols mpls interface ae0.0

set protocols mpls interface ael.0

set protocols bgp group mpbg type internal

set protocols bgp group mpbg local-address 10.255.19.253
set protocols bgp group mpbg family inet unicast

set protocols bgp group mpbg family inet-vpn unicast

set protocols bgp group mpbg family inet6 unicast

set protocols bgp group mpbg family inet6-vpn unicast
set protocols bgp group mpbg family inet-mvpn signaling
set protocols bgp group mpbg family inet6-mvpn signaling
set protocols bgp group mpbg cluster 10.255.19.253

set protocols bgp group mpbg neighbor 10.255.19.254

set protocols bgp group mpbg neighbor 10.255.19.251

set protocols bgp group mpbg neighbor 10.255.19.203

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface 100.0 passive
set protocols ospf area 0.0.0.0 interface ae0.0

set protocols ospf area 0.0.0.0 interface ael.0

set protocols ldp interface ae0.0

set protocols ldp interface ae1.0

set policy-options policy-statement load-balancing-policy then load-balance per-packet

PE2

set chassis redundancy graceful-switchover

set chassis aggregated-devices ethernet device-count 16

set interfaces ge-4/2/1 gigether-options 802.3ad ael

set interfaces ge-4/2/5 unit @ family inet address 198.51.100.3/24
set interfaces ge-4/2/5 unit 0 family inet6 address abcd:a:a:a:2::1/126
set interfaces ael unit @ family inet address 198.51.100.1/24

set interfaces ael unit 0 family iso

set interfaces ael unit @ family mpls

set interfaces 100 unit 2 family inet address 10.255.19.251/24

set interfaces 100 unit 2 family inet6 address abcd::203:0:113:2/128
set policy-options policy-statement direct from protocol direct

set policy-options policy-statement direct then accept



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

policy-options
protocols rsvp
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
bgp
bgp

bgp

protocols
protocols

protocols

interface ae1l.0
ipv6-tunneling
icmp-tunneling
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
interface ae1l.0

policy-statement load-balancing-policy then load-balance per-packet

from 10.255.19.251
to 10.255.19.254
link-protection

pe2-pel-p2mp-1
pe2-pel-p2mp-1
pe2-pel-p2mp-1
pe2-pel-p2mp-1 p2mp vpn1l-p2mp
from 10.255.19.251
to 10.255.19.203

link-protection

pe2-pe3-p2mp-1
pe2-pe3-p2mp-1
pe2-pe3-p2mp-1

pe2-pe3-p2mp-1 p2mp vpn1l-p2mp

group mpbg type internal
group mpbg local-address 10.255.19.251

group mpbg family inet unicast

protocols
protocols
protocols
protocols
protocols
protocols
protocols

bgp
bgp
bgp
bgp
bgp
bgp

group mpbg family
group mpbg family
group mpbg family
group mpbg family
group mpbg family
group mpbg neighbo

inet-vpn unicast per-prefix-label

inet6 unicast

inet6-vpn unicast per-prefix-label

inet-mvpn signaling

inet6-mvpn signaling

r 10.255.19.253

ospf traffic-engineering

protocols
protocols
protocols
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl
vpnl

ldp interface ae1.0

instance-
interface
route-dis
provider-
vrf-targe
vrf-table
routing-o
protocols
protocols
protocols
protocols
protocols
protocols

routing-options nonstop-routing

ospf area 0.0.0.0 interface 100.0 passive
ospf area 0.0.0.0 interface ael.0

type vrf

ge-4/2/5.0

tinguisher 1:1

tunnel rsvp-te static-lsp vpn1-p2mp
t target:1:1
-label

ptions multipath
bgp group grpl
bgp group grp1
bgp group grpl
bgp group grp1
bgp group grpl
mvpn

type external

export direct

peer-as 200

neighbor 198.51.100.4 family inet unicast

neighbor abcd:a:a:a:2::2 family inet6 unicast

routing-options autonomous-system 10

routing-options forwarding-table export load-balancing-policy



CE2

set interfaces ge-0/0/5 unit @ family inet address 198.51.100.4/24

set interfaces ge-0/0/5 unit 0 family inet6 address abcd:a:a:a:2::2/126
set protocols bgp group vpnl type external

set protocols bgp group vpnl export direct

set protocols bgp group vpnl export vpni

set protocols bgp group vpnl peer-as 10

set protocols bgp group vpnl neighbor 198.51.100.3 family inet unicast

set protocols bgp group vpnl neighbor abcd:a:a:a:2::1 family inet6 unicast
set policy-options policy-statement direct from protocol direct

set policy-options policy-statement direct then accept

set policy-options policy-statement load-balancing-policy then load-balance per-packet
set routing-options autonomous-system 200

set routing-options forwarding-table export load-balancing-policy

Configuring Device PE1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode.

To configure Device PE1:

1. Specify the number of aggregated Ethernet interfaces to be created, configure the FPCs as vpn-
core-facing-only, and enable enhanced IP network services.

[edit chassis]

user@PE1# set redundancy graceful-switchover

user@PE1# set aggregated-devices ethernet device-count 16
user@PE1# set fpc 8 vpn-localization vpn-core-facing-only
user@PE1# set network-services enhanced-ip

2. Configure the interfaces.

[edit interfaces]

user@PE1# set ge-2/0/0 unit 0 family inet address 192.0.2.1/24
user@PE1# set ge-2/0/0 unit 0 family inet6 address abcd:a:a:a:1::1/126
user@PE1# set ge-8/1/0 gigether-options 802.3ad ae@



user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#

set
set
set
set
set

aed
aed
aed
1o0
100

unit 0 family mpls
unit 1 family inet address 10.255.19.254/24
unit 1 family inet6 address abcd::10:0:1:1/128

set ge-8/1/9 gigether-options 802.3ad ae@
unit 0 family inet address 192.0.2.3/24
unit 0 family iso

3. Configure policy options to load balance the packets.

[edit policy-options policy-statement]

user@PE14# set direct from protocol direct

user@PE1# set

direct then accept

user@PE1# set load-balancing-policy then load-balance per-packet

4. Configure the RSVP protocol on the interface.

[edit protocols rsvp]

user@PE1# set

interface ae0.0

5. Configure the MPLS protocol.

[edit protocols mpls]

user@PE1# set
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#
user@PE1#

set
set
set
set
set
set
set
set
set
set

ipv6-tunneling

icmp-tunneling

label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
label-switched-path
interface ae0.0

pel-pe2-p2mp-1
pel-pe2-p2mp-1
pel-pe2-p2mp-1
pel-pe2-p2mp-1
pel-pe3-p2mp-1
pel-pe3-p2mp-1
pel-pe3-p2mp-1
pel-pe3-p2mp-1

6. Configure the BGP protocol for the mpbg group.

[edit protocols bgp group mpbg]

user@PE1# set

type internal

user@PE14# set local-address 10.255.19.254

from 10.255.19.254
to 10.255.19.251
link-protection
p2mp vpn1-p2mp
from 10.255.19.254
to 10.255.19.203
link-protection
p2mp vpn1-p2mp



user@PE1# set family inet unicast
user@PE1# set family inet-vpn unicast
user@PE1# set family inet6 unicast
user@PE14# set family inet6-vpn unicast
user@PE1# set family inet-mvpn signaling
user@PE1# set family inet6-mvpn signaling
user@PE1# set neighbor 10.255.19.253

7. Configure the OSPF protocol.

[edit protocols ospf]

user@PET# set traffic-engineering

user@PE1# set area 0.0.0.0 interface ae0.0
user@PE1# set area 0.0.0.0 interface 100.0 passive

8. Configure the LDP protocol on the interface.

[edit protocols]
user@PE14# set ldp interface ae0.0

9. Create an instance type and configure the routing instances on the interface.

[edit routing-instances vpnl]
user@PET# set instance-type vrf
user@PE14# set interface ge-2/0/0.0
user@PE1# set interface 100.1

10. Configure the route distinguisher, and configure the static LSP for the provider tunnel RSVP-TE.

[edit routing-instances vpn1]
user@PE1# set route-distinguisher 1:1
user@PE1# set provider-tunnel rsvp-te static-lsp vpnl-p2mp



11. Configure the VRF target and the VRF target label for the routing instance.

[edit routing-instances vpni]
user@PE1# set vrf-target target:1:1
user@PE1# set vrf-table-label

12. Configure the multipath routing option for a routing instance, and configure the localized fib routing
option for the routing instance.

[edit routing-instances vpnl routing-options]
user@PE1# set multipath
user@PE1# set localized-fib

13. Configure the group of BGP protocols for a routing instance.

[edit routing-instances vpnl protocols bgp group grpl]
user@PE1# set type external

user@PE14# set export direct

user@PE1# set peer-as 100

user@PE1# set neighbor 192.0.2.2 family inet unicast
user@PE1# set neighbor abcd:a:a:a:1::2 family inet6 unicast

14. Configure the MVPN protocols.

[edit routing-instances vpnl]
user@PE1# set protocols mvpn

15. Configure the nonstop active routing and the autonomous system number for a routing option.

[edit routing-options]
user@PE1# set nonstop-routing
user@PE1# set autonomous-system 10



16. Configure the load-balancing policy for the forwarding table and extended space for the chained
composite next hop for the L3VPN of the forwarding table.

[edit routing-options]
user@PE1# set forwarding-table export load-balancing-policy
user@PE1# set forwarding-table chained-composite-next-hop ingress 13vpn extended-space

Results

From configuration mode, confirm your configuration by entering the show chassis, show interfaces, show
policy-options, show protocols, show routing-instances, and show routing-options commands. If the output does
not display the intended configuration, repeat the instructions in this example to correct the
configuration.

user@PE1# show chassis
redundancy {
graceful-switchover;
}
aggregated-devices {
ethernet {
device-count 16;

}
fpc 8 {

vpn-localization vpn-core-facing-only;
}

network-services enhanced-ip;

user@PE1# show interfaces
ge-2/0/0 {
unit @ {
family inet {
address 192.0.2.1/24;
}
family inet6 {
address abcd:a:a:a:1::1/126;



ge-8/1/0 {
gigether-options {

802.3ad aeo0;
}
}
ge-8/1/9 {
gigether-options {
802.3ad ae0;
}
}
aed {
unit 0 {
family inet {
address 192.0.2.3/24;
}
family iso;
family mpls;
}
}
lo0 {
unit 1 {
family inet {
address 10.255.19.254/24;
}
family inet6 {
address abcd::10:0:1:1/128;
}
}
}

user@PE1# show policy-options
policy-statement direct {
from protocol direct;
then accept;
}
policy-statement load-balancing-policy {
then {
load-balance per-packet;



user@PE1# show routing-options
nonstop-routing;
autonomous-system 10;
forwarding-table {
export load-balancing-policy;
chained-composite-next-hop {
ingress {

13vpn extended-space;

user@PE1# show routing-instances
vpnl {
instance-type vrf;
interface ge-2/0/0.0;
interface 100.1;
route-distinguisher 1:1;
provider-tunnel {
rsvp-te {
static-1sp vpnl-p2mp;

}
vrf-target target:1:1;
vrf-table-label;

routing-options {

multipath;
localized-fib;
}
protocols {

bgp {
group grpl {
type external;
export direct;
peer-as 100;
neighbor 192.0.2.2 {
family inet {



unicast;

}
neighbor abcd:a:a:a:1::2 {
family inet6 {

unicast;

user@PE1# show protocols
rsvp {
interface ae0.0;
}
mpls {
ipv6-tunneling;
icmp-tunneling;
label-switched-path pel-pe2-p2mp-1 {
from 10.255.19.254;
to 10.255.19.251;
link-protection;
p2mp vpnl-p2mp;
}
label-switched-path pel-pe3-p2mp-1 {
from 10.255.19.254;
to 10.255.19.203;
link-protection;
p2mp vpnl-p2mp;
}
interface ae0.0;
}
bgp {
group mpbg {
type internal;
local-address 10.255.19.254;
family inet {

unicast;



}

family inet-vpn {
unicast;

}

family inet6 {
unicast;

}

family inet6-vpn {
unicast;

}

family inet-mvpn {
signaling;

}

family inet6-mvpn {
signaling;

}

neighbor 10.255.19.253;

}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ae0.0;
interface 100.0 {

passive;

}
1dp {
interface ae0.0;

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying VRF Localization

Purpose

Verify the localization of VRF in a Layer 3 VPN.

Action

From operational mode, run the show route vpn-localization command for Device PE1.

user@PE1> show route vpn-localization

Routing table: vpnl.inet, Localized
Index: 7, Address Family: inet, Localization status: Complete
Local FPC's: 2 8

Routing table: vpnl.inet6, Localized
Index: 7, Address Family: inet6, Localization status: Complete
Local FPC's: 2 8

Routing table: vpn2.inet, Non-localized
Index: 8, Address Family: inet, Localization status: Complete
Local FPC's: All

Routing table: vpn2.inet6, Non-localized

Index: 8, Address Family: inet6, Localization status: Complete
Local FPC's: All

Meaning

The output shows the localization information of all the VRFs.

Verifying VRF Localization for a VPN

Purpose

Verify VRF localization for a VPN.



Action

From operational mode, run the show route vpn-localization vpn-name vpn-name command.

user@PE1> show route vpn-localization vpn-name vpni

Routing table: vpnl.inet, Localized
Index: 7, Address Family: inet, Localization status: Complete
Local FPC's: 2 8

Routing table: vpnl.inet6, Localized
Index: 7, Address Family: inet6, Localization status: Complete
Local FPC's: 2 8

Meaning
The output shows the VPN localization of a VPN.

Filtering Packets in Layer 3 VPNs Based on IP Headers
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Including the vrf-table-label statement in the configuration for a routing instance makes it possible to
map the inner label to a specific VRF routing table; such mapping allows the examination of the
encapsulated IP header at an egress VPN router. You might want to enable this functionality so that you
can do either of the following:



e Forward traffic on a PE-router-to-CE-device interface, in a shared medium, where the CE device is a
Layer 2 switch without IP capabilities (for example, a metro Ethernet switch).

The first lookup is done on the VPN label to determine which VRF table to refer to, and the second
lookup is done on the IP header to determine how to forward packets to the correct end hosts on the
shared medium.

e Perform egress filtering at the egress PE router.

The first lookup on the VPN label is done to determine which VRF routing table to refer to, and the
second lookup is done on the IP header to determine how to filter and forward packets. You can
enable this functionality by configuring output filters on the VRF interfaces.

When you include the vrf-table-label statement in the configuration of a VRF routing table, a label-
switched interface (LSI) logical interface label is created and mapped to the VRF routing table. Any
routes in such a VRF routing table are advertised with the LSI logical interface label allocated for the
VREF routing table. When packets for this VPN arrive on a core-facing interface, they are treated as if
the enclosed IP packet arrived on the LSl interface and are then forwarded and filtered based on the
correct table.

To filter traffic based on the IP header, include the vrf-table-label statement:

vrf-table-label {

source—class-usage;

You can include the statement at the following hierarchy levels:
o [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

You can include the vrf-table-label statement for both IPv4 and IPvé Layer 3 VPNSs. If you include the
statement for a dual-stack VRF routing table (where both IPv4 and IPvé routes are supported), the
statement applies to both the IPv4 and IPvé6 routes and the same label is advertised for both sets of
routes.

You can also configure SCU accounting for Layer 3 VPNs configured with the vrf-table-label statement
by also including the source-class-usage option. Include the source-class-usage statement at the [edit
routing-instances routing-instance-name vrf-table-label] hierarchy level. The source-class-usage statement at
this hierarchy level is supported only for the vrf instance type (Layer 3 VPNs). DCU is not supported for
the vrf-table-label statement. For more information, see Enabling Source Class and Destination Class
Usage.

The following sections provide more information about traffic filtering based on the IP header:
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Egress Filtering Options

You can enable egress filtering (which allows egress Layer 3 VPN PE routers to perform lookups on the
VPN label and IP header at the same time) by including the vrf-table-1label statement at the [edit routing-
instances instance-name] hierarchy level. There is no restriction on including this statement for CE-router-
to-PE-router interfaces, but there are several limitations on other interface types, as described in
subsequent sections in this topic.

You can also enable egress filtering by configuring a VPN tunnel (VT) interface on routing platforms
equipped with a Tunnel Services Physical Interface Card (PIC). When you enable egress filtering this way,
there is no restriction on the type of core-facing interface used. There is also no restriction on the type
of CE-router-to-PE-router interface used.

Support on Aggregated and VLAN Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over aggregated and VLAN interfaces is available on the
routers summarized in Table 1 on page 57.

Table 1: Support for Aggregated and VLAN Interfaces

Interfaces M Series Router Without an M Series Router with an M320 Router T Series Router
Enhanced FPC Enhanced FPC

Aggregated = No Yes Yes Yes

VLAN No Yes Yes Yes

NOTE: The vrf-table-label statement is not supported for Aggregated Gigabit Ethernet, 10-
Gigabit Ethernet, and VLAN physical interfaces on M120 routers.

Support on ATM and Frame Relay Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Asynchronous Transfer Mode (ATM) and Frame Relay
interfaces is available on the routers summarized in Table 2 on page 58.



Table 2: Support for ATM and Frame Relay Interfaces

Interfaces M Series Router M Series Router with an = M320 Router = T Series Router
Without an Enhanced Enhanced FPC
FPC

ATM1 No No No No

ATM2 intelligent No Yes Yes Yes

queuing (IQ)

Frame Relay No Yes Yes Yes

Channelized No No No No

When you include the vrf-table-label statement, be aware of the following limitations with ATM or
Frame Relay interfaces:

e The vrf-table-label statement is supported on ATM interfaces, but with the following limitations:

e ATM interfaces can be configured on the M320 router and the T Series routers, and on M Series
routers with an enhanced FPC.

e The interface can only be a PE router interface receiving traffic from a P router.
e The router must have an ATM2 1Q PIC.

e The vrf-table-label statement is also supported on Frame Relay encapsulated interfaces, but with the
following limitations:

e Frame Relay interfaces can be configured on the M320 router and the T Series routers, and on M
Series routers with an enhanced FPC.

e The interface can only be a PE router interface receiving traffic from a P router.

Support on Ethernet, SONET/SDH, and T1/T3/E3 Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Ethernet, SONET/SDH, and T1/T3/E3 interfaces is
available on the routers summarized in Table 3 on page 59.



Table 3: Support for Ethernet, SONET/SDH, and T1/T3/E3 Interfaces

Interfaces M Series Router Without an M Series Router with an M320 Router = T Series Router
Enhanced FPC Enhanced FPC

Ethernet Yes Yes Yes Yes

SONET/SDH | Yes Yes Yes Yes

T1/T3/ES3 Yes Yes Yes Yes

Only the following Ethernet PICs support the vrf-table-1label statement on M Series routers without an
Enhanced FPC:

e 1-port Gigabit Ethernet
e 2-port Gigabit Ethernet

e 4-port Fast Ethernet

Support on SONET/SDH and DS3/E3 Channelized Enhanced Intelligent Queuing Interfaces for IP-
Based Filtering

Support for the vrf-table-label statement for the specified channelized IQE interfaces is only available on
M120 and M320 routers with Enhanced Ill FPCs as summarized in Table 4 on page 59.

Table 4: Support for Channelized IQE Interfaces on M320 Routers with Enhanced Il FPCs

Interfaces M120 Routers M320 Routers
with Enhanced Ill FPCs with Enhanced Ill FPCs
0C12 Yes Yes
STM4 Yes Yes
0OC3 Yes Yes

STM1 Yes Yes



Table 4: Support for Channelized IQE Interfaces on M320 Routers with Enhanced Il FPCs (Continued))

Interfaces M120 Routers M320 Routers

with Enhanced Ill FPCs with Enhanced Ill FPCs
DS3 Yes Yes
E3 Yes Yes

The following IQE Type-1 PICs are supported:

1-port OC12/STM4 IQE with SFP

4-port OC3/STM1 IQE with SFP

4-port DS3/E3 IQE with BNC

2-port Channelized OC3/STM1 IQE with SFP, with no SONET partitions

1-port Channelized OC12/5TM4 IQE with SFP, with no SONET partitions

The following constraints are applicable with respect to a router configuration utilizing logical systems:

Multiport IQE PIC interfaces constraints—On multiport IQE PICs, such as the 2-port Channelized
OC3/STM1 IQE with SFP, if the port 1 interface is configured as one logical system with its own
routing-instance and the port 2 interface is configured as a different logical system with its own
routing instances such that there are core-facing logical interfaces on both port 1 and port 2, then
you cannot configure the vrf-table-label statement on routing-instance in both logical systems. Only
one set of LSl labels are supported; the last routing instance with the vrf-table-label statement
configured is committed.

Frame Relay encapsulation and logical interfaces across logical systems constraints—Similar to the
multiport PIC with logical systems, if you try to configure one logical interface of an IQE PIC with
Frame Relay encapsulation in one logical system and configure another logical interface on the same
IQE PIC in the second logical system, the configuration will not work for all the vrf-table-label
statement configured instances. It will only work for the instances configured in one of the logical
systems.

Both the above constraints occur because the router configuration maintains one LSI tree in the Packet
Forwarding Engine per logical system, which is common across all streams. The stream channel table
lookup is then adjusted to point to the LSI tree. In the case of multiport type-1 IQE PICs, all physical
interfaces share the same stream. Therefore, the logical interfaces (multiport or not) obviously share the
same stream. Consequently, the LSI binding is at the stream level. Hence, provisioning logical interfaces
under the same stream provisioned to be core-facing and supporting a different set of routing instances

with the vrf-table-label statement is not supported.



Support on Multilink PPP and Multilink Frame Relay Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Multilink Point-to-Point Protocol (MLPPP) and Multilink
Frame Relay (MLFR) interfaces is available on the routers summarized in Table 5 on page 61.

Table 5: Support for Multilink PPP and Multilink Frame Relay Interfaces

Interfaces M Series Router M Series Router M320 T Series MX Series
Without an with an Enhanced Router Router
Enhanced FPC FPC

MLPPP No Yes No No No

End-to-End MLFR No Yes No No No

(FRF.15)

UNI/NNI MLFR No No No No No

(FRF.16)

M Series routers must have an AS PIC to support the vrf-table-label statement over MLPPP and MLFR
interfaces. The vrf-table-label statement over MLPPP interfaces is not supported on M120 routers.

Support for IP-Based Filtering of Packets with Null Top Labels

You can include the vrf-table-label statement in the configuration for core-facing interfaces receiving
MPLS packets with a null top label, which might be transmitted by some vendors’ equipment. These
packets can be received only on the M320 router, the M10i router, and T Series Core routers using one
of the following PICs:

1-port Gigabit Ethernet with SFP
e 2-port Gigabit Ethernet with SFP
e 4-port Gigabit Ethernet with SFP
e 10-port Gigabit Ethernet with SFP
e 1-port SONET STM4

e 4-port SONET STM4

e 1-port SONET STM16

e 1-port SONET STM16 (non-SFP)



4-port SONET STM16

1-port SONET STMé64

The following PICs can receive packets with null top labels, but only when installed in an M120 router or
an M320 router with an Enhanced Ill FPC:

1-port 10-Gigabit Ethernet

1-port 10-Gigabit Ethernet 1Q2

General Limitations on IP-Based Filtering

The following limitations apply when you include the vrf-table-1label statement:

Firewall filters cannot be applied to interfaces included in a routing instance on which you have
configured the vrf-table-label statement.

The time-to-live (TTL) value in the MPLS header is not copied back to the IP header of packets sent
from the PE router to the CE router.

You cannot include the vrf-table-label statement in a routing instance configuration that also includes
a virtual loopback tunnel interface; the commit operation fails in this case.

When you include the statement, MPLS packets with label-switched interface (LSI) labels that arrive
on core-facing interfaces are not counted at the logical interface level if the core-facing interface is
any of the following:

o ATM

e Frame Relay

o Ethernet configured with VLANs

o Aggregated Ethernet configured with VLANs

For LMNR, Stoli, and I-Chip-based Packet Forwarding Engines, you cannot include the statement in
the configuration of a VRF routing instance if the PE-router-to-P-router interface is any of the
following interfaces:

NOTE: The vrf-table-label statement is supported when the PE-router-to-P-router interface is
a tunnel interface on a Junos Trio-based Packet Forwarding Engine, so no limitation applies.

o Aggregated SONET/SDH interface

e Channelized interface



e Tunnel interface (for example, generic routing encapsulation [GRE] or IP Security [IPsec])
e Circuit cross-connect (CCC) or translational cross-connect (TCC) encapsulated interface
e Logical tunnel interface

¢ Virtual private LAN service (VPLS) encapsulated interface

NOTE: All CE-router-to-PE-router and PE-router-to-CE-router interfaces are supported.

e You cannot include the vrf-table-label statement in the configuration of a VRF routing instance if the
PE-router-to-P-router PIC is one of the following PICs:

e 10-portE1

e 8-port Fast Ethernet

e 12-port Fast Ethernet

e 48-port Fast Ethernet

e ATM PIC other than the ATM2 IQ

e Label-switched interface (LSI) traffic statistics are not supported for Intelligent Queuing 2 (1Q2),
Enhanced 1Q (IQE), and Enhanced 1Q2 (IQ2E) PICs on M Series routers.

SEE ALSO

Enabling Source Class and Destination Class Usage

Configuring a Label Allocation and Substitution Policy for VPNs

You can control label-advertisements on MPLS ingress and AS border routers (ASBRs). Labels can be
assigned on a per-next-hop (by default) or on a per-table basis (by configuring the vrf-table-label
statement). This choice affects all routes of a given routing instance. You can also configure a policy to
generate labels on a per-route basis by specifying a label allocation policy.

To specify a label allocation policy for the routing instance, configure the label statement and specify a
label allocation policy using the allocation option:

label {
allocation label-allocation-policy;
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You can configure this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name routing-options]

o [edit logical-systems logical-system-name routing-instances routing-instance-name routing-options]

NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

To configure the label allocation policy, include the label-allocation statement at the [edit policy-options
policy-statement policy-statement-name term term-name then] hierarchy level. You can configure the label
allocation mode as either per-nexthop or per-table.

For a VPN option B ASBR, labels for transit routes are substituted for a local virtual tunnel label or vrf-
table-label label. When a VRF table is configured on the ASBR (this type of configuration is uncommon
for the option B model), the ASBR does not generate MPLS swap or swap and push state for transit
routes. Instead, the ASBR re-advertises a local virtual-tunnel or vrf-table-label label and forwards that
transit traffic based on IP forwarding tables. The label substitution helps to conserve labels on Juniper
Networks routers.

However, this type of label substitution effectively breaks the MPLS forwarding path, which becomes
visible when using an MPLS OAM command such as LSP ping. You can configure the way in which labels
are substituted on a per-route basis by specifying a label substitution policy.

To specify a label substitution policy for the routing instance, configure the 1abel statement and specify a
label substitution policy using the substitution option:

label {
substitution label-substitution-policy;

You can configure this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name routing-options]

o [edit logical-systems logical-system-name routing-instances routing-instance-name routing-options]

NOTE: The [edit logical-systems] hierarchy level is not applicable in ACX Series routers.

The label substitution policy is used to determine whether or not a label should be substituted on an
ASBR router. The results of the policy operation are either accept (label substitution is performed) or
reject (label substitution is not performed). The default behavior is accept. The following set command



example illustrates how you can configure a reject label substitution policy: set policy-options policy-

statement no-label-substitution term default then reject.

Distributing VPN Routes
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This topic describes configuring a router to handle route information in BGP, MPLS signaling, and
policies.

Enabling Routing Information Exchange for VPNs

For Layer 2 VPNs, Layer 3 VPNs, virtual-router routing instances, VPLS, EVPNs, and Layer 2 circuits to
function properly, the service provider’s PE and P routers must be able to exchange routing information.
For this to happen, you must configure either an IGP (such as OSPF or IS-1S) or static routes on these
routers. You configure the IGP on the master instance of the routing protocol process at the

[edit protocols] hierarchy level, not within the routing instance used for the VPN—that is, not at the [edit

routing-instances] hierarchy level.

When you configure the PE router, do not configure any summarization of the PE router’s loopback
addresses at the area boundary. Each PE router’s loopback address should appear as a separate route.

Configuring IBGP Sessions Between PE Routers in VPNs

You must configure an IBGP session between the PE routers to allow the PE routers to exchange
information about routes originating and terminating in the VPN. The PE routers rely on this information
to determine which labels to use for traffic destined for remote sites.



Configure an IBGP session for the VPN as follows:

[edit protocols]
bgp {
group group-name {
type internal;
local-address ip-address;
family evpn {
signaling;
}
family (inet-vpn | inet6-vpn) {
unicast;
}
family 12vpn {
signaling;
}

neighbor ip-address;

The IP address in the local-address statement is the address of the loopback interface on the local PE
router. The IBGP session for the VPN runs through the loopback address. (You must also configure the
loopback interface at the [edit interfaces] hierarchy level.)

The IP address in the neighbor statement is the loopback address of the neighboring PE router. If you are
using RSVP signaling, this IP address is the same address you specify in the to statement at the [edit mpls
label-switched-path Isp-path-name] hierarchy level when you configure the MPLS LSP.

The family statement allows you to configure the IBGP session for Layer 2 VPNs, VPLS, EVPNs or for
Layer 3 VPNs.

e To configure an IBGP session for Layer 2 VPNs and VPLS, include the signaling statement at the [edit
protocols bgp group group-name family 12vpn] hierarchy level:

[edit protocols bgp group group-name family 12vpn]
signaling;



e To configure an IBGP session for EVPNSs, include the signaling statement at the [edit protocols bgp
group group-name family evpn] hierarchy level:

[edit protocols bgp group group-name family evpn]
signaling;

e To configure an IPv4 IBGP session for Layer 3 VPNs, configure the unicast statement at the
[edit protocols bgp group group-name family inet-vpn] hierarchy level:

[edit protocols bgp group group-name family inet-vpnl]

unicast;

o To configure an IPvé IBGP session for Layer 3 VPNs, configure the unicast statement at the

[edit protocols bgp group group-name family inet6-vpn] hierarchy level:

[edit protocols bgp group group-name family inet6-vpn]

unicast;

NOTE: You can configure both family inet and family inet-vpn or both family inet6 and family inet6-
vpn within the same peer group. This allows you to enable support for both IPv4 and IPv4 VPN
routes or both IPvé6 and IPv6 VPN routes within the same peer group.

Configuring Aggregate Labels for VPNs

Aggregate labels for VPNs allow a Juniper Networks routing platform to aggregate a set of incoming
labels (labels received from a peer router) into a single forwarding label that is selected from the set of
incoming labels. The single forwarding label corresponds to a single next hop for that set of labels. Label
aggregation reduces the number of VPN labels that the router must examine.

For a set of labels to share an aggregate forwarding label, they must belong to the same forwarding
equivalence class (FEC). The labeled packets must have the same destination egress interface.

Including the community community-name statement with the aggregate-label statement lets you specify prefixes
with a common origin community. Set by policy on the peer PE, these prefixes represent an FEC on the
peer PE router.



A CAUTION: If the target community is set by mistake instead of the origin community,
forwarding problems at the egress PE can result. All prefixes from the peer PE will
appear to be in the same FEC, resulting in a single inner label for all CE routers behind a
given PE in the same VPN.

To work with route reflectors in Layer 3 VPN networks, the Juniper Networks M10i router aggregates a
set of incoming labels only when the routes:

e Are received from the same peer router
e Have the same site of origin community
e Have the same next hop

The next hop requirement is important because route reflectors forward routes originated from different
BGP peers to another BGP peer without changing the next hop of those routes.

To configure aggregate labels for VPNs, include the aggregate-label statement:

aggregate-label {

community community-name;

For a list of hierarchy levels at which you can include this statement, see the statement summary for this
statement.

For information about how to configure a community, see Understanding BGP Communities, Extended
Communities, and Large Communities as Routing Policy Match Conditions.

Configuring a Signaling Protocol and LSPs for VPNs
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For VPNs to function, you must enable a signaling protocol, either the LDP or RSVP on the provider
edge (PE) routers and on the provider (P) routers. You also need to configure label-switched paths (LSPs)
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between the ingress and egress routers. In a typical VPN configuration, you need to configure LSPs from
each PE router to all of the other PE routers participating in the VPN in a full mesh.

NOTE: As with any configuration involving MPLS, you cannot configure any of the core-facing
interfaces on the PE routers over dense Fast Ethernet PICs.

To enable a signaling protocol, perform the steps in one of the following sections:

Using LDP for VPN Signaling

To use LDP for VPN signaling, perform the following steps on the PE and provider (P) routers:

1. Configure LDP on the interfaces in the core of the service provider’s network by including the 1dp
statement at the [edit protocols] hierarchy level.

You need to configure LDP only on the interfaces between PE routers or between PE and P routers.
You can think of these as the “core-facing” interfaces. You do not need to configure LDP on the
interface between the PE and customer edge (CE) routers.

[edit]
protocols {
1dp {
interface type-fpc/pic/port;

2. Configure the MPLS address family on the interfaces on which you enabled LDP (the interfaces you
configured in Step "1" on page 69) by including the family mpls statement at the [edit interfaces type-
focl pic/port unit logical-unit-number] hierarchy level.

[edit]
interfaces {
type- fpc/ pic/ port {
unit Zogical-unit-number {

family mpls;

3. Configure OSPF or IS-IS on each PE and P router.



You configure these protocols at the master instance of the routing protocol, not within the routing
instance used for the VPN.

e To configure OSPF, include the ospf statement at the [edit protocols] hierarchy level. At a minimum,
you must configure a backbone area on at least one of the router’s interfaces.

[edit]
protocols {
ospf {
area 0.0.0.0 {
interface type-fpc/pic/port;

e To configure IS-IS, include the isis statement at the [edit protocols] hierarchy level and configure
the loopback interface and International Organization for Standardization (ISO) family at the [edit
interfaces] hierarchy level. At a minimum, you must enable IS-IS on the router, configure a network
entity title (NET) on one of the router’s interfaces (preferably the loopback interface, 100), and
configure the ISO family on all interfaces on which you want IS-IS to run. When you enable IS-IS,
Level 1 and Level 2 are enabled by default. The following is the minimum IS-IS configuration. In
the address statement, addressis the NET.

[edit]
interfaces {
loo {
unit logical-unit-number {
family iso {

address address;

}
type- fpc/ pic/ port {
unit logical-unit-number {
family iso;

}
protocols {
isis {

interface all;



Using RSVP for VPN Signaling

To use RSVP for VPN signaling, perform the following steps:
1. On each PE router, configure traffic engineering.

To do this, you must configure an interior gateway protocol (IGP) that supports traffic engineering
(either IS-IS or OSPF) and enable traffic engineering support for that protocol.

To enable OSPF traffic engineering support, include the traffic-engineering statement at the [edit
protocols ospf] hierarchy level:

[edit protocols ospf]
traffic-engineering {

shortcuts;

For IS-IS, traffic engineering support is enabled by default.

2. On each PE and P router, enable RSVP on the interfaces that participate in the label-switched path
(LSP).

On the PE router, these interfaces are the ingress and egress points to the LSP. On the P router, these
interfaces connect the LSP between the PE routers. Do not enable RSVP on the interface between
the PE and the CE routers, because this interface is not part of the LSP.

To configure RSVP on the PE and P routers, include the interface statement at the [edit protocols rsvp]
hierarchy level. Include one interface statement for each interface on which you are enabling RSVP.

[edit protocols]
rsvp {
interface interface-name;

interface Iinterface-name;

3. On each PE router, configure an MPLS LSP to the PE router that is the LSP’s egress point.



To do this, include the interface and label-switched-path statements at the [edit protocols mpls] hierarchy

level:

[edit protocols]
mpls {
interface interface-name;
label-switched-path path-name {
to ip-address;

In the to statement, specify the address of the LSP’s egress point, which is an address on the remote

PE router.

In the interface statement, specify the name of the interface (both the physical and logical portions).
Include one interface statement for the interface associated with the LSP.

When you configure the logical portion of the same interface at the [edit interfaces] hierarchy level,
you must also configure the family inet and family mpls statements:

[edit interfaces]
Interface-name {
unit logical-unit-number {
family inet;

family mpls;

4. On all P routers that participate in the LSP, enable MPLS by including the interface statement at the
[edit mpls] hierarchy level.

Include one interface statement for each connection to the LSP.

[edit]
mpls {
interface interface-name;

interface Interface-name;

5. Enable MPLS on the interface between the PE and CE routers by including the interface statement at
the [edit mpls] hierarchy level.
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Doing this allows the PE router to assign an MPLS label to traffic entering the LSP or to remove the
label from traffic exiting the LSP.

[edit]
mpls {

interface Interface-name;

For information about configuring MPLS, see the Configuring the Ingress Router for MPLS-Signaled
LSPs.

SEE ALSO

Configuring the Ingress Router for MPLS-Signaled LSPs

Configuring Policies for the VRF Table on PE Routers in VPNs
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On each PE router, you must define policies that define how routes are imported into and exported from
the router’s VRF table. In these policies, you must define the route target, and you can optionally define
the route origin.

To configure policy for the VRF tables, you perform the steps in the following sections:

Configuring the Route Target

As part of the policy configuration for the VPN routing table, you must define a route target, which
defines which VPN the route is a part of. When you configure different types of VPN services (Layer 2
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VPNs, Layer 3 VPNs, EVPNs, or VPLS) on the same PE router, be sure to assign unique route target
values to avoid the possibility of adding route and signaling information to the wrong VPN routing table.

To configure the route target, include the target option in the community statement:

community name members target:community-id,

You can include this statement at the following hierarchy levels:

o [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

name is the name of the community.

community-idis the identifier of the community. Specify it in one of the following formats:

o as-numbernumber, where as-number is an AS number (a 2-byte value) and number is a 4-byte community
value. The AS number can be in the range 1 through 65,535. We recommend that you use an IANA-
assigned, nonprivate AS number, preferably the ISP’s own or the customer’s own AS number. The

community value can be a number in the range O through 4,294,967,295 (252 - 1).

o ip-address.number, where ip-addressis an IPv4 address (a 4-byte value) and number is a 2-byte community
value. The IP address can be any globally unique unicast address. We recommend that you use the
address that you configure in the router-id statement, which is a nonprivate address in your assigned
prefix range. The community value can be a number in the range 1 through 65,535.

Configuring the Route Origin

In the import and export policies for the PE router’s VRF table, you can optionally assign the route origin
(also known as the site of origin) for a PE router’s VRF routes using a VRF export policy applied to
multiprotocol external BGP (MP-EBGP) VPN IPv4 route updates sent to other PE routers.

Matching on the assigned route origin attribute in a receiving PE's VRF import policy helps ensure that
VPN-IPv4 routes learned through MP-EBGP updates from one PE are not reimported to the same VPN
site from a different PE connected to the same site.

To configure a route origin, complete the following steps:

1. Include the community statement with the origin option:

community name members origin:community-id,

You can include this statement at the following hierarchy levels:



e [edit policy-options]

o [edit logical-systems logical-system-name policy-options]

name is the name of the community.

community-idis the identifier of the community. Specify it in one of the following formats:

o as-number:number, where as-number is an AS number (a 2-byte value) and number is a 4-byte community
value. The AS number can be in the range 1 through 65,535. We recommend that you use an
IANA-assigned, nonprivate AS number, preferably the ISP’s own or the customer’s own AS
number. The community value can be a number in the range 0 through 4,294,967,295 (232 - 1).

e Ip-address.number, where ip-addressis an IPv4 address (a 4-byte value) and number is a 2-byte
community value. The IP address can be any globally unique unicast address. We recommend that
you use the address that you configure in the router-id statement, which is a nonprivate address in
your assigned prefix range. The community value can be a number in the range 1 through 65,535.

2. Include the community in the import policy for the PE router’s VRF table by configuring the community
statement with the community-ididentifier defined in Step "1" on page 74 at the [edit policy-options
policy-statement import-policy-name term import-term-name from] hierarchy level. See "Configuring an Import
Policy for the PE Router’s VRF Table" on page 75.

If the policy’s from clause does not specify a community condition, the vrf-import statement in which
the policy is applied cannot be committed. The Junos OS commit operation does not pass the
validation check.

3. Include the community in the export policy for the PE router’s VRF table by configuring the community
statement with the commnity-ididentifier defined in Step "1" on page 74 at the [edit policy-options
policy-statement export-policy-name term export-term-name then] hierarchy level. See "Configuring an Export
Policy for the PE Router’s VRF Table" on page 77.

See "Configuring the Route Origin for VPNs" on page 81 for a configuration example.

Configuring an Import Policy for the PE Router's VRF Table

Each VPN can have a policy that defines how routes are imported into the PE router’s VRF table. An
import policy is applied to routes received from other PE routers in the VPN. A policy must evaluate all
routes received over the IBGP session with the peer PE router. If the routes match the conditions, the
route is installed in the PE router’s routing-instance-name.inet.0 VRF table. An import policy must contain a
second term that rejects all other routes.

Unless an import policy contains only a then reject statement, it must include a reference to a
community. Otherwise, when you try to commit the configuration, the commit fails. You can configure
multiple import policies.



An import policy determines what to import to a specified VRF table based on the VPN routes learned
from the remote PE routers through IBGP. The IBGP session is configured at the [edit protocols bgp]
hierarchy level. If you also configure an import policy at the [edit protocols bgpl hierarchy level, the
import policies at the [edit policy-options] hierarchy level and the [edit protocols bgp] hierarchy level are
combined through a logical AND operation. This allows you to filter traffic as a group.

To configure an import policy for the PE router’s VRF table, follow these steps:

1. To define an import policy, include the policy-statement statement. For all PE routers, an import policy
must always include the policy-statement statement, at a minimum:

policy-statement import-policy-name {
term import-term-name {
from {
protocol bgp;
community community-id,
}
then accept;
}
term term-name {
then reject;

You can include the policy-statement statement at the following hierarchy levels:
e [edit policy-options]
o [edit logical-systems /logical-system-name policy-options]

The import-policy-name policy evaluates all routes received over the IBGP session with the other PE
router. If the routes match the conditions in the from statement, the route is installed in the PE
router’s routing-instance-name.inet.0 VRF table. The second term in the policy rejects all other
routes.

For more information about creating policies, see the Routing Policies, Firewall Filters, and Traffic
Policers User Guide.

2. You can optionally use a regular expression to define a set of communities to be used for the VRF
import policy.
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For example you could configure the following using the community statement at the [edit policy-options
policy-statement policy-statement-name] hierarchy level:

[edit policy-options vrf-import-policy-sample]

community high-priority members *:50

Note that you cannot configure a regular expression as a part of a route target extended community.
For more information about how to configure regular expressions for communities, see
Understanding How to Define BGP Communities and Extended Communities .

3. To configure an import policy, include the vrf-import statement:

vrf-import ZImport-policy-name;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-namel

Configuring an Export Policy for the PE Router’s VRF Table

Each VPN can have a policy that defines how routes are exported from the PE router’s VRF table. An
export policy is applied to routes sent to other PE routers in the VPN. An export policy must evaluate all
routes received over the routing protocol session with the CE router. (This session can use the BGP,
OSPF, or Routing Information Protocol [RIP] routing protocols, or static routes.) If the routes match the
conditions, the specified community target (which is the route target) is added to them and they are
exported to the remote PE routers. An export policy must contain a second term that rejects all other
routes.

Export policies defined within the VPN routing instance are the only export policies that apply to the
VREF table. Any export policy that you define on the IBGP session between the PE routers has no effect
on the VRF table. You can configure multiple export policies.

To configure an export policy for the PE router’s VRF table, follow these steps:

1. For all PE routers, an export policy must distribute VPN routes to and from the connected CE routers
in accordance with the type of routing protocol that you configure between the CE and PE routers
within the routing instance.
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To define an export policy, include the policy-statement statement. An export policy must always
include the policy-statement statement, at a minimum:

policy-statement export-policy-name {
term export-term-name {
from protocol (bgp | ospf | rip | static);
then {
community add community-id,

accept;

}
term term-name {

then reject;

NOTE: Configuring the community add statement is a requirement for Layer 2 VPN VRF export
policies. If you change the community add statement to the community set statement, the router at
the egress of the Layer 2 VPN link might drop the connection.

NOTE: When configuring draft-rosen multicast VPNs operating in source-specific mode and
using the vrf-export statement to specify the export policy, the policy must have a term that
accepts routes from the vrf-name.mdt.0 routing table. This term ensures proper PE
autodiscovery using the inet-mdt address family.

When configuring draft-rosen multicast VPNs operating in source-specific mode and using
the vrf-target statement, the VRF export policy is automatically generated and automatically
accepts routes from the vrf-name.mdt.O routing table.

You can include the policy-statement statement at the following hierarchy levels:
e [edit policy-options]
e [edit logical-systems logical-system-name policy-options]

The export-policy-name policy evaluates all routes received over the routing protocol session with the
CE router. (This session can use the BGP, OSPF, or RIP routing protocols, or static routes.) If the
routes match the conditions in the from statement, the community target specified in the then community
add statement is added to them and they are exported to the remote PE routers. The second term in
the policy rejects all other routes.



For more information about creating policies, see the Routing Policies, Firewall Filters, and Traffic
Policers User Guide.

2. To apply the policy, include the vrf-export statement:

vrf-export export-policy-name;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]

o [edit logical-systems logical-system-name routing-instances routing-instance-namel

Applying Both the VRF Export and the BGP Export Policies

When you apply a VRF export policy as described in "Configuring an Export Policy for the PE Router’s
VRF Table" on page 77, routes from VPN routing instances are advertised to other PE routers based on
this policy, whereas the BGP export policy is ignored.

If you include the vpn-apply-export statement in the BGP configuration, both the VRF export and BGP
group or neighbor export policies are applied (VRF first, then BGP) before routes are advertised in the
VPN routing tables to other PE routers.

NOTE: When a PE device is also acting as a Route Reflector (RR) or an Autonomous system
boundary router (ASBR) in a Carrier-over-Carrier or inter-AS VPN, the next-hop manipulation in
the vrf-export policy is ignored.

When you include the vpn-apply-export statement, be aware of the following:

e Routes imported into the bgp.I3vpn.0 routing table retain the attributes of the original routes (for
example, an OSPF route remains an OSPF route even when it is stored in the bgp.I3vpn.0 routing
table). You should be aware of this when you configure an export policy for connections between an
IBGP PE router and a PE router, a route reflector and a PE router, or AS boundary router (ASBR) peer
routers.

e By default, all routes in the bgp.I3vpn.O routing table are exported to the IBGP peers. If the last
statement of the export policy is deny all and if the export policy does not specifically match on
routes in the bgp.I3vpn.0 routing table, no routes are exported.
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To apply both the VRF export and BGP export policies to VPN routes, include the vpn-apply-export
statement:

vpn-apply-export;

For a list of hierarchy levels at which you can include this statement, see the statement summary section
for this statement.

Configuring a VRF Target

Including the vrf-target statement in the configuration for a VRF target community causes default VRF
import and export policies to be generated that accept and tag routes with the specified target
community. You can still create more complex policies by explicitly configuring VRF import and export
policies. These policies override the default policies generated when you configure the vrf-target
statement.

If you do not configure the import and export options of the vrf-target statement, the specified community
string is applied in both directions. The import and export keywords give you more flexibility, allowing you
to specify a different community for each direction.

The syntax for the VRF target community is not a name. You must specify it in the format target: x: . A
community name cannot be specified because this would also require you to configure the community
members for that community using the policy-options statement. If you define the policy-options
statements, then you can just configure VRF import and export policies as usual. The purpose of the vrf-
target statement is to simplify the configuration by allowing you to configure most statements at the
[edit routing-instances] hierarchy level.

To configure a VRF target, include the vrf-target statement:

vrf-target community;

You can include this statement at the following hierarchy levels:
e [edit routing-instances routing-instance-name]
o [edit logical-systems logical-system-name routing-instances routing-instance-name]

An example of how you might configure the vrf-target statement follows:

[edit routing-instances sample]
vrf-target target:69:102;



To configure the vrf-target statement with the export and import options, include the following statements:

vrf-target {
export community-name;

import community-name;

You can include this statement at the following hierarchy levels:

o [edit routing-instances routing-instance-namel

o [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring the Route Origin for VPNs
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You can use route origin to prevent routes learned from one customer edge (CE) router marked with
origin community from being advertised back to it from another CE router in the same AS.



In the example, the route origin is used to prevent routes learned from CE Router A that are marked
with origin community from being advertised back to CE Router E by AS 200. The example topology is
Figure 9: Network Topology of Site of Origin Example
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In this topology, CE Router A and CE Router E are in the same AS (AS200). They use EBGP to exchange
routes with their respective provider edge (PE) routers, PE Router B and PE Router D. The two CE
routers have a back connection.
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The following sections describe how to configure the route origin for a group of VPNs:

Configuring the Site of Origin Community on CE Router A

The following section describes how to configure CE Router A to advertise routes with a site of origin
community to PE Router B for this example.

NOTE: In this example, direct routes are configured to be advertised, but any route can be
configured.

Configure a policy to advertise routes with my-soo community on CE Router A as follows:

[edit]
policy-options {
policy-statement export-to-my-isp {
term a {
from {
protocol direct;
}
then {
community add my-soo;
accept;



Configuring the Community on CE Router A

Configure the my-soo community on CE Router A as follows:

[edit]
policy-options {
community my-soo {
members origin:100:1;

Applying the Policy Statement on CE Router A

Apply the export-to-my-isp policy statement as an export policy to the EBGP peering on the CE Router

A as follows:

[edit]
protocols {
bgp {
group my_isp {
export export-to-my-isp;

When you issue the show route receive-protocol bgp detail command, you should see the following routes
originated from PE Router B with my-soo community:

user@host> show route receive-protocol bgp 10.12.99.2 detail
inet.@: 16 destinations, 16 routes (15 active, @ holddown, 1 hidden)
inet.3: 2 destinations, 2 routes (2 active, © holddown, © hidden)
vpn_blue.inet.0: 8 destinations, 10 routes (8 active, @ holddown, @ hidden)
* 10.12.33.0/30 (2 entries, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1



10.12.99.0/30 (2 entries, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1
* 10.255.71.177/32 (1 entry, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1
* 192.168.64.0/21 (1 entry, 1 announced)

Nexthop: 10.12.99.2

AS path: 100 I

Communities: origin:100:1
is0.0: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)
mpls.0: 8 destinations, 8 routes (8 active, @ holddown, @ hidden)
bgp.13vpn.0: 4 destinations, 4 routes (4 active, @ holddown, @ hidden)
inet6.0: 2 destinations, 2 routes (2 active, © holddown, © hidden)
__Jjuniper_privatel__.inet6.0: 1 destinations, 1 routes (1 active, @ holddown, 0
hidden)

Configuring the Policy on PE Router D

Configure a policy on PE Router D that prevents routes with my-soo community tagged by CE Router A
from being advertised to CE Router E as follows:

[edit]
policy-options {
policy-statement soo-cel-policy {
term a {
from {
community my-soo;
then {

reject;



Configuring the Community on PE Router D

Configure the community on PE Router D as follows:

[edit]
policy-options {
community my-soo {

members origin:100:1;

Applying the Policy on PE Router D

To prevent routes learned from CE Router A from being advertised to CE Router E (the two routers can

communicate these routes directly), apply the soo-ce1-policy policy statement as an export policy to the
PE Router D and CE Router E EBGP session vpn_blue.

View the EBGP session on PE Router D using the show routing-instances command.

user@host# show routing-instances
vpn_blue {
instance-type vrf;
interface fe-2/0/0.0;
vrf-target target:100:200;
protocols {

bgp {
group ce2 {
advertise-peer-as;
peer-as 100;
neighbor 10.12.99.6;
}
}

Apply the soo-cel-policy policy statement as an export policy to the PE Router D and CE Router E EBGP
session vpn_blue as follows:

[edit routing-instances]
vpn_blue {



protocols {

bgp {

group ce2{
export soo-cel-policy;

}

}

}
}
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Configuring Static Route Target Filtering for VPNs

The BGP VPN route target extended community (RFC 4360, BGP Extended Communities Attribute) is
used to determine VPN membership. Static route target filtering helps to prevent resources from being
consumed in portions of the network where the VPN routes are not needed due to the lack of member
PE routers (RFC 4684, Constrained Route Distribution for Border Gateway Protocol/MultiProtocol Label
Switching (BGP/MPLS) Internet Protocol (IP) Virtual Private Networks (VPNs). Routers can originate
routes into the RT-Constrain protocol to indicate their interest in receiving VPN routes containing route
targets that match the RT-Constrain NLRI.

To configure static route target filtering for VPNs:

e Configure the route-target-filter statement at the [edit routing-options rib bgp.rtarget.@ static]
hierarchy level.

The following example illustrates how you could configure the route-target-filter statement:

[edit routing-options rib bgp.rtarget.@ static]
route-target-filter destination {

group bgp-group;

local;

neighbor bgp-peer;

e You can display route target filtering information using the show bgp group rtf detail command.

Reducing Network Resource Use with Static Route Target Filtering for VPNs

The BGP VPN route target extended community (RFC 4360, BGP Extended Communities Attribute) is
used to determine VPN membership. Static route target filtering helps to prevent resources from being
consumed in portions of the network where the VPN routes are not needed due to the lack of member
PE routers (RFC 4684, Constrained Route Distribution for Border Gateway Protocol/MultiProtocol Label
Switching (BGP/MPLS) Internet Protocol (IP) Virtual Private Networks (VPNs). Routers can originate
routes into the RT-Constrain protocol to indicate their interest in receiving VPN routes containing route
targets that match the RT-Constrain NLRI.

Normally, for the RT-Constrain feature to function properly, it must be broadly deployed throughout a
network. If this is not the case, the feature is less useful, because the RT-Constrain BGP speaker facing a
non-RT-Constrain speaker must advertise a default RT-Constrain route to the other RT-Constrain
speakers on behalf of the peer that does not support the feature. This effectively removes the resource
saving benefits of the feature in portions of the network where it is not supported since a default RT-
Constrain route causes the PE router and all intervening PE routers to need to receive all VPN routes.



The static RT-Constrain feature enables you to partially deploy the RT-Constrain feature in a network.
The feature is enabled at a boundary in the network where RT-Constrain is configured. However, some
BGP VPN peers do not support RT-Constrain, typically PE routers. The route targets of those PE routers
must be statically configured on the router. These route targets are disseminated using the RT-Constrain
protocol.

The proxy RT-Constrain feature permits BGP VPN peers that do not support the protocol to have their
route-targets discovered and disseminated automatically. However, this feature can only support
symmetric route-targets. For example, the import and export route-targets for a VRF routing instance
are identical. However, for a hub-and-spoke VPN, the import and export route-targets are not identical.
In this scenario, the import and export route-target may be statically configured to be disseminated in
the RT-Constrain protocol.

Configuring BGP Route Target Filtering for VPNs
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BGP route target filtering allows you to distribute VPN routes to only the routers that need them. In
VPN networks without BGP route target filtering configured, BGP distributes all VPN routes to all VPN
peer routers.

For more information about BGP route target filtering, see RFC 4684, Constrained Route Distribution
for Border Gateway Protocol/MultiProtocol Label Switching (BGP/MPLS) Internet Protocol (IP) Virtual
Private Networks (VPNs).

The following sections provide an overview of BGP route target filtering and how to configure it for
VPNs:

BGP Route Target Filtering Overview

PE routers, unless they are configured as route reflectors or are running an EBGP session, discard any
VPN routes that do not include a route target extended community as specified in the local VRF import
policies. This is the default behavior of the Junos OS.

However, unless it is explicitly configured not to store VPN routes, any router configured either as a
route reflector or border router for a VPN address family must store all of the VPN routes that exist in
the service provider's network. Also, though PE routers can automatically discard routes that do not
include a route target extended community, route updates continue to be generated and received.



By reducing the number of routers receiving VPN routes and route updates, BGP route target filtering
helps to limit the amount of overhead associated with running a VPN. BGP route target filtering is most
effective at reducing VPN-related administrative traffic in networks where there are many route
reflectors or AS border routers that do not participate in the VPNs directly (not acting as PE routers for
the CE devices).

BGP route target filtering uses standard UPDATE messages to distributes route target extended
communities between routers. The use of UPDATE messages allows BGP to use its standard loop
detection mechanisms, path selection, policy support, and database exchange implementation.

Configuring BGP Route Target Filtering for VPNs

BGP route target filtering is enabled through the exchange of the route-target address family, stored in
the bgp.rtarget.O routing table. Based on the route-target address family, the route target NLRI (address
family indicator [AFI]=1, subsequent AFI [SAFI]=132) is negotiated with its peers.

On a system that has locally configured VRF instances, BGP automatically generates local routes
corresponding to targets referenced in the vrf-import policies.

To configure BGP route target filtering, include the family route-target statement:

family route-target {
advertise-default;
external-paths number;

prefix-limit number;

For a list of hierarchy levels at which you can include this statement, see the statement summary section
for this statement.

The advertise-default, external-paths, and prefix-limit statements affect the BGP route target filtering
configuration as follows:

e The advertise-default statement causes the router to advertise the default route target route (0:0:0/0)
and suppress all routes that are more specific. This can be used by a route reflector on BGP groups
consisting of neighbors that act as PE routers only. PE routers often need to advertise all routes to
the route reflector.

Suppressing all route target advertisements other than the default route reduces the amount of
information exchanged between the route reflector and the PE routers. The Junos OS further helps
to reduce route target advertisement overhead by not maintaining dependency information unless a
nondefault route is received.



e The external-paths statement (which has a default value of 1) causes the router to advertise the VPN
routes that reference a given route target. The number you specify determines the number of
external peer routers (currently advertising that route target) that receive the VPN routes.

e The prefix-limit statement limits the number of prefixes that can be received from a peer router.

The route-target, advertise-default, and external-path statements affect the RIB-OUT state and must be
consistent between peer routers that share the same BGP group. The prefix-limit statement affects the
receive side only and can have different settings between different peer routers in a BGP group.

SEE ALSO
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Example: BGP Route Target Filtering for VPNs

BGP route target filtering is enabled by configuring the family route-target statement at the appropriate
BGP hierarchy level. This statement enables the exchange of a new route-target address family, which is
stored in the bgp.rtarget.O routing table.

The following configuration illustrates how you could configure BGP route target filtering for a BGP
group titled to_vpno4:

[edit]
protocols {
bgp {
group to_vpno4 {
type internal;
local-address 10.255.14.182;
peer-as 200;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;
}
family route-target;
}
}
}
}

The following configuration illustrates how you could configure a couple of local VPN routing and
forwarding (VRF) routing instances to take advantage of the functionality provided by BGP route target



filtering. Based on this configuration, BGP would automatically generate local routes corresponding to
the route targets referenced in the VRF import policies (note the targets defined by the vrf-target
statements).

[edit]
routing-instances {
vpnl {
instance-type vrf;
interface t1-0/1/2.0;
vrf-target target:200:101;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.0;

}
vpn2 {
instance-type vrf;
interface t1-0/1/2.1;
vrf-target target:200:102;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.1;

Issue the show route table bgp.rtarget.0 show command to verify the BGP route target filtering
configuration:

user@host> show route table bgp.rtarget.0

bgp.rtarget.0: 4 destinations, 6 routes (4 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

200:200:101/96



*[RTarget/5] 00:10:00
Local
200:200:102/96
*[RTarget/5] 00:10:00
Local
200:200:103/96
*[BGP/170] 00:09:48, localpref 100, from 10.255.14.174
AS path: I
> t3-0/0/0.0
200:200:104/96
*[BGP/170] 00:09:48, localpref 100, from 10.255.14.174
AS path: I
> t3-0/0/0.0

The show command display format for route target prefixes is:

AS number: route target extended community/length

The first number represents the autonomous system (AS) of the router that sent this advertisement. The
remainder of the display follows the Junos show command convention for extended communities.

The output from the show route table bgp-rtarget.0 command displays the locally generated and remotely
generated routes.

The first two entries correspond to the route targets configured for the two local VRF routing instances
(vpn1 and vpn2):

e 200:200:101/96—Community 200:101 in the vpn1 routing instance
e 200:200:102/96—Community 200:102 in the vpn2 routing instance
The last two entries are prefixes received from a BGP peer:

e 200:200:103/96—Tells the local router that routes tagged with this community (200:103) should be
advertised to peer 10.255.14.174 through t3-0/0/0.0

e 200:200:104/96—Tells the local router that routes tagged with this community (200:104) should be
advertised to peer 10.255.14.174 through t3-0/0/0.0



Example: Configuring BGP Route Target Filtering for VPNs
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BGP route target filtering reduces the number of routers that receive VPN routes and route updates,
helping to limit the amount of overhead associated with running a VPN. BGP route target filtering is
most effective at reducing VPN-related administrative traffic in networks where there are many route
reflectors or AS border routers that do not participate in the VPNs directly (do not act as PE routers for
the CE devices).

Figure 10 on page 93 illustrates the topology for a network configured with BGP route target filtering
for a group of VPNs.

Figure 10: BGP Route Target Filtering Enabled for a Group of VPNs
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The following sections describe how to configure BGP route target filtering for a group of VPNs:

Configure BGP Route Target Filtering on Router PE1

This section describes how to enable BGP route target filtering on Router PE1 for this example.



Configure the routing options on router PE1 as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.182;

autonomous-system 198;

Configure the BGP protocol on Router PE1 as follows:

[edit]
protocols {
bgp {
group to_VPN_D {
type internal;
local-address 10.255.14.182;
peer-as 198;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;
}

family route-target;

Configure the vpn1 routing instance as follows:

[edit]
routing-instances {
vpnl {
instance-type vrf;
interface t1-0/1/2.0;
vrf-target target:198:101;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.0;



Configure the vpn2 routing instance on Router PE1 as follows:

[edit]
routing-instances {
vpn2 {
instance-type vrf;
interface t1-0/1/2.1;
vrf-target target:198:102;
protocols {
ospf {
export bgp-routes;
area 0.0.0.0 {
interface t1-0/1/2.1;

Once you have implemented this configuration, you should see the following when you issue a show route
table bgp.rtarget.0 command:

user@host> show route table bgp.rtarget.0
bgp.rtarget.0: 4 destinations, 6 routes (4 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

198.198:101/96
*[RTarget/5] 00:27:42
Local
[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0
198.198:102/96
*[RTarget/5] 00:27:42
Local



[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0
198.198:103/96
*[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0
198.198:104/96
*[BGP/170] 00:27:30, localpref 100, from
10.255.14.174
AS path: I
> via t3-0/0/0.0

Configure BGP Route Target Filtering on Router PE2

This section describes how to enable BGP route target filtering on Router PE2 for this example.

Configure the routing options on Router PE2 as follows:

[edit]
routing-options {
route-distinguisher-id 10.255.14.176;

autonomous-system 198;

Configure the BGP protocol on Router PE2 as follows:

[edit]
protocols {
bgp {
group to_vpn@4 {
type internal;
local-address 10.255.14.176;
peer-as 198;
neighbor 10.255.14.174 {
family inet-vpn {
unicast;
}

family route-target;



Configure the vpn1 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpnl {
instance-type vrf;
interface t3-0/0/0.0;
vrf-target target:198:101;
protocols {
bgp {
group vpnl {
type external;
peer-as 101;
as-override;
neighbor 10.49.11.2;
}
}
}
}
}

Configure the vpn2 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpn2 {
instance-type vrf;
interface t3-0/0/0.1;
vrf-target target:198:102;
protocols {
bgp {
group vpn2 {
type external;
peer-as 102;
as-override;
neighbor 10.49.21.2;



Configure the vpn3 routing instance on Router PE2 as follows:

[edit]
routing-instances {
vpn3 {
instance-type vrf;
interface t3-