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About This Guide

Use this guide to configure and monitor application layer gateway (ALG) on NFX Series and SRX Series
devices to manage application protocols such as H.323, FTP, Session Initiation Protocol (SIP), and ICMP.
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ALG Overview

IN THIS SECTION

ALG Overview | 2

Understanding Custom ALG Services | 3

Understanding the IPv6 DNS ALG for Routing, NAT, and NAT-PT | 5
Understanding IPvé Support in FTP ALG | 7

Understanding TAP Mode Support for ALG | 9

Enabling and Disabling ALG in TAP Mode | 10

An Application Layer Gateway (ALG) enables the gateway to parse application layer payloads and take
decisions whether to allow or deny traffic to the application server. ALGs supports the applications such
as Transfer Protocol (FTP) and various IP protocols that use the application layer payload to
communicate the dynamic Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) ports
on which the applications open data connections.

ALG Overview

An Application Layer Gateway (ALG) is a software component that is designed to manage specific
protocols such as Session Initiation Protocol (SIP) or FTP on Juniper Networks devices running Junos
OS. The ALG module is responsible for Application-Layer aware packet processing on switches.

ALG functionality can be triggered either by a service or application configured in the security policy:

e A service is an object that identifies an application protocol using Layer 4 information (such as
standard and accepted TCP and UDP port numbers) for an application service (such as Telnet, FTP,
and SMTP).

e An application specifies the Layer 7 application that maps to a Layer 4 service.

A predefined service already has a mapping to a Layer 7 application. However, for custom services, you
must link the service to an application explicitly, especially if you want the policy to apply an ALG.



ALGs for packets destined to well-known ports are triggered by service type. The ALG intercepts and
analyzes the specified traffic, allocates resources, and defines dynamic policies to permit the traffic to
pass securely through the device:

1. When a packet arrives at the device, the flow module forwards the packet according to the security
rule set in the policy.

2. If a policy is found to permit the packet, the associated service type or application type is assigned
and a session is created for this type of traffic.

3. If a session is found for the packet, no policy rule match is needed. The ALG module is triggered if
that particular service or application type requires the supported ALG processing.

The ALG also inspects the packet for embedded IP address and port information in the packet payload,
and performs Network Address Translation (NAT) processing if necessary. A message buffer is allocated
only when the packet is ready to process. The buffer is freed after the packet completes ALG handling,
including modifying the payload, performing NAT, opening a pinhole for a new connection between a
client and a server, and transferring data between a client and a server located on opposite sides of a
Juniper Networks device

The maximum size of the jbuf is 9 Kb. If the message buffer size is more than 9 Kb, the entire message
cannot be transferred to the ALG packet handler. This causes subsequent packets in the session to
bypass ALG handling, resulting in a transaction failure. The ALG message buffer optimization is
enhanced to reduce high memory consumption.

The ALG also opens a gate for the IP address and port number to permit data exchange for the control
and data sessions. The control session and data session can be coupled to have the same timeout value,
or they can be independent.

ALGs are supported on chassis clusters.

SEE ALSO

Understanding H.323 ALG | 193
Understanding the SIP ALG | 329
Understanding SCCP ALGs | 297

Understanding Custom ALG Services

By default, ALGs are bound to predefined services. For example, the FTP ALG is bound to junos-ftp, the
RTSP ALG is bound to junos-rtsp, and so on.



A predefined service already has a mapping to a Layer 7 application. However, for custom services, you
must link the service to an application explicitly, especially if you want the policy to apply an ALG.

When you apply predefined services to your policy, traffic matching the service will be sent to its
corresponding ALG for further processing. However, under some circumstances, you might need to
define custom services to achieve the following:

o Utilize the ALG handler to process special traffic, with customer-specified protocols, destination
ports and so on.

e Permit traffic but bypass ALG processing, when traffic matches predefined services that bind with
ALG.

e Add more applications to the current ALG’s application set.

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CL/ User Guide.

The three usages of custom services are illustrated below, considering MS-RPC ALG as an example:

e Utilize the ALG handler to process special traffic:

[edit]

user@host# set applications application customer-msrpc application-protocol ms-rpc
user@host# set applications application customer-msrpc protocol tcp

user@host# set applications application customer-msrpc destination-port 6000

Traffic with TCP destination port 6000 will be sent to MS-RPC ALG for further processing.

o Permit traffic but bypass ALG processing:

[edit]

user@host# set applications application customer-ignore application-protocol ignore
user@host# set applications application customer-ignore protocol tcp

user@host# set applications application customer-ignore destination-port 135

All ALGs will be ignored by traffic with TCP destination port 135.

¢ Add more applications to an ALG’s application set—To add applications such as MS-RPC or Sun RPC
services, which are not predefined on the devices:

[edit]
user@host# set applications application customer-msrpc application-protocol ms-rpc
user@host# set applications application customer-msrpc term t1 protocol tcp



user@host# set applications application customer-msrpc term t1 uuid e3514235-4b06-11d1-
ab04-00c04fc2dcd2

MS-RPC data traffic with TCP, uuid €3514235-4b06-11d1-ab04-00c04fc2dcd2, will be permitted,
when custom-msrpc is applied to the policy along with other predefined junos-ms-rpc** applications.

SEE ALSO

Understanding Microsoft RPC Services
Understanding RPC ALGs

Understanding the IPvé6 DNS ALG for Routing, NAT, and NAT-PT

IN THIS SECTION

IPv6 DNS ALG Traffic in NAT mode | 5
IPv6 DNS ALG Traffic in NAT-PT mode | 6

Domain Name System (DNS) is the part of the ALG that handles DNS traffic, monitors DNS query and
reply packets, and closes the session if the DNS flag indicates the packet is a reply message.

The DNS ALG supports IPv4 in route mode for Junos OS Release 10.0 and earlier releases. In Junos OS
Release 10.4, this feature implements IPv6 support on the DNS ALG for routing, Network Address
Translation (NAT), and Network Address Translation-Protocol Translation (NAT-PT).

When the DNS ALG receives a DNS query from the DNS client, a security check is done on the DNS
packet. When the DNS ALG receives a DNS reply from the DNS server, a similar security check is done,
and then the session for the DNS traffic closes.

IPv6 DNS ALG Traffic in NAT mode

IPv6 NAT provides address translation between IPv4 and IPvé addressed network devices. It also
provides address translation between IPv6 hosts. NAT between IPvé hosts is done in a similar manner
and for similar purposes as IPv4 NAT.



When the DNS traffic works in NAT mode, the DNS ALG translates the public address in a DNS reply to
a private address when the DNS client is on private network, and similarly translates a private address to
a public address when the DNS client is on a public network.

In Junos OS Release 10.4 IPvé6 NAT supports:
e Source NAT translations
e Destination NAT mappings

o Static NAT mappings

NOTE: The IPv6 DNS ALG NAT supports only static NAT mapping.

IPv6 DNS ALG Traffic in NAT-PT mode

IPv6 NAT-PT provides address allocation and protocol translation between IPv4 and IPvé addressed
network devices. The translation process is based on the Stateless IP/ICMP Translation (SIIT) method;
however, the state and the context of each communication is retained during the session lifetime. IPvé
NAT-PT supports Internet Control Message Protocol (ICMP), Transmission Control Protocol (TCP), and
User Datagram Protocol (UDP) packets.

IPv6 NAT-PT supports the following types of NAT-PT:
e Traditional NAT-PT
e Bidirectional NAT-PT

A DNS-based mechanism dynamically maps IPvé addresses to IPv4-only servers. NAT-PT uses the DNS
ALG to transparently do the translations.

For example, a company using an internal IPvé network needs to be able to communicate with external
IPv4 servers that do not have IPvé addresses.

To support the dynamic address binding, a DNS should be used for name resolution. The IPv4 host looks
up the name of the IPvé6 node in its local configured IPv4 DNS server, which then passes the query to
the IPv6 DNS server through the device using NAT-PT.

When DNS traffic works in NAT-PT mode, the DNS ALG translates the IP address in a DNS reply packet
between the IPv4 address and the IPvé address when the DNS client is in an IPvé network and the
server is in an IPv4 network, and vice versa.



NOTE: In NAT-PT mode, only IPV4 to IPVé6 addresses translation is supported in the DNS ALG.
To support NAT-PT mode in a DNS ALG, the NAT module should support NAT-PT.

When the DNS ALG receives a DNS query from the DNS client, the DNS ALG performs the following
security and sanity checks on the DNS packets:

e Enforces the maximum DNS message length (the default is 512 bytes and the maximum length is
8KB)

e Enforces a domain-name length of 255 bytes and a label length of 63 bytes

e Verifies the integrity of the domain-name referred to by the pointer if compression pointers are
encountered in the DNS message

e Checks to see if a compression pointer loop exists

Similar sanity checks are done when the DNS ALG receives a DNS reply from the DNS Server, after
which the session for this DNS traffic gets closed.

SEE ALSO

DNS ALG Overview
IPv6 NAT Overview
IPv6 NAT PT Overview

Understanding IPv6 Support in FTP ALG

IN THIS SECTION

FTP ALG Support for IPvé | 8
EPRT mode | 8
EPSV mode | 9



File Transfer Protocol (FTP) is the part of the ALG that handles FTP traffic. The PORT/PASYV requests
and corresponding 200/227 responses in FTP are used to announce the TCP port, which the host listens
to for the FTP data connection.

EPRT/EPSV/229 commands are used for these requests and responses. FTP ALG supports EPRT/
EPSV/229 already, but only for IPv4 addresses.

In Junos OS Release 10.4, EPRT/EPSV/229 commands have been updated to support both IPv4 and
IPv6 addresses.

FTP ALG uses preallocated objcache to store its session cookies. When both IPv4 and IPvé addresses
are supported on FTP ALG, the session cookie structure will enlarge by 256 bits (32 bytes) to store IPvé
address.

FTP ALG Support for IPvé

The FTP ALG monitors commands and responses on the FTP control channel for syntactical correctness
and opens corresponding pinholes to permit data channel connections to be established. In Junos OS
Release 10.4, the FTP ALG supported IPv4 routing, IPv6 routing, and NAT mode only. In Junos OS
Release 11.2 and later releases, the FTP ALG also supports IPvé NAT and NAT-PT modes.

EPRT mode

The EPRT command allows for the specification of an extended address for the data connection. The
extended address must consist of the network protocol as well as the network and transport addresses.

The format of EPRT is:
EPRT<space><d><net-prt><d><net-addr><d><tcp-port><d>

e <pet-prt>: An address family number defined by IANA

e <net-addr>: A protocol specific string of the network address
e <tcp-port>: A TCP port number

The following are sample EPRT commands for IPvé:

EPRT |2|1080::8:800:200C:417A|5282|

In this mode, FTP ALG focuses only on the EPRT command; it extracts the IPvé address and port from
the EPRT command and opens the pinhole.



EPSV mode

The EPSV command requests that a server be listening on a data port and waiting for a connection. The
response to this command includes only the TCP port number of the listening connection.

An example response string is follows:

Entering Extended Passive Mode (|||6446])

NOTE: The response code for entering passive mode using an extended address must be 229.
You should extract the TCP port in 229 payloads and use it to open the pinhole.

SEE ALSO

\ FTP ALG Overview | 30

Understanding TAP Mode Support for ALG

The Terminal Access Point (TAP) mode is a standby device, which checks the mirrored traffic through
switch. The TAP mode does not depend on ALG enabled or disabled status. The ALG configuration
remains the same as non-TAP mode.

When you configure an SRX Series device to operate in TAP mode, the device generates security log
information to display the information on threats detected, application usage, and user details. When
the device is configured to operate in TAP mode, the device receives packets only from the configured
TAP interface. Except the configured TAP interface, other interfaces are configured to normal interface
that is used as management interface or connected to the outside server. The SRX Series device will
generate security report or log according to the incoming traffic.

ALG supports the application such as payload NAT, and dynamically permit its data traffic.

NOTE: You can configure only one TAP interface when you operate the device in TAP mode.



Enabling and Disabling ALG in TAP Mode

This topic shows how to enable or disable the ALG status in TAP mode.
Before you begin:

e Read the Understanding TAP Mode Support for ALG to understand about ALG support for TAP
mode.

e The default ALG status for SRX300, SRX320, SRX340, SRX345, SRX380, and SRX550M devices is

as follows:

ALG Status:

DNS : Enabled
FTP : Enabled
H323 : Enabled
MGCP : Enabled
MSRPC : Enabled
PPTP : Enabled
RSH : Disabled
RTSP : Enabled
SCCP : Enabled
SIP : Enabled
SQL : Disabled
SUNRPC  : Enabled
TALK : Enabled
TFTP : Enabled
IKE-ESP : Disabled
TWAMP : Disabled

e The default ALG status for SRX4100 device is as follows:

ALG Status:

DNS : Enabled
FTP : Enabled
H323 : Disabled
MGCP : Disabled
MSRPC : Enabled
PPTP : Enabled
RSH : Disabled
RTSP : Disabled

SCCP : Disabled



SIP : Disabled

SQL : Disabled
SUNRPC  : Enabled
TALK : Enabled
TFTP : Enabled
IKE-ESP : Disabled
TWAMP : Disabled

e To enable the ALG that is disabled by default, use the following command.

[edit]
user@host# set security alg alg-name

To change back the enabled ALG to the default status, use the following command.

[edit]
user@host# delete security alg alg-name

e To disable ALG that is enabled by default, use the following command.

[edit]
user@host# set security alg alg-name disable

To change back the disabled ALG to the default status, use the following command.

[edit]
user@host# delete security alg alg-name disable

e To enable the IKE ALG, use the following command.

[edit]
user@host# set security alg ike-esp-nat enable

To change back the enabled IKE ALG to the default status, use the following command.

[edit]
user@host# delete security alg ike-esp-nat enable
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Understanding Data ALG Types

Junos OS supports the data ALG types listed in Table 1 on page 14.

Table 1: Data ALG Types

Data ALG

DNS

DDNS

FTP

IKE and ESP ALG

MS-RPC

Description

Provides an ALG for the Domain Name System. The DNS ALG monitors DNS
query and reply packets and closes session if the DNS flag indicates the packet
is a reply message.

Dynamic DNS (DDNS) is an addition to the DNS standard. DDNS updates a
DNS server with new or changed records for IP addresses without the need for
human intervention. Unlike DNS that only works with static IP addresses, DDNS
is also designed to support dynamic IP addresses, such as those assigned by a
DHCP server. DDNS is a good option for home networks, which often receive
dynamic public IP addresses from their Internet provider that occasionally
changes.

Provides an ALG for the File Transfer Protocol (FTP).The FTP ALG monitors
PORT, PASV, and 227 commands. It performs NAT on the IP, port, or both in the
message and gate opening on the device as necessary.

Monitors IKE traffic between the client and the server and permits only one IKE
Phase 2 message exchange between any given client/server pair, not just one
exchange between any client and any server.

Internet Key Exchange (IKE) and Encapsulating Security Payload (ESP) traffic is
exchanged between the clients and the server. However, if the clients do not
support NAT-Traversal (NAT-T) and if the device assigns the same NAT-
generated IP address to two or more clients, the device will be unable to
distinguish and route return traffic properly.

NOTE: If the user wants to support both NAT-T-capable and non-NAT-T-
capable clients, then some additional configurations are required. If there are
NAT-T capable clients, the user must enable the source NAT address
persistence.

Provides an ALG for the Microsoft Remote Procedure Call.



Table 1: Data ALG Types (Continued)

Data ALG

PPTP

RSH

RTSP

SQL

SUNRPC

TALK

TFTP

TWAMP

Description

Provides an ALG for the Point-to-Point Tunneling Protocol (PPTP). The PPTP is a
Layer 2 protocol that tunnels PPP data across TCP/IP networks. The PPTP client
is freely available on Windows systems and it is also popularly applied on Linux
systems, and is widely deployed for building Virtual Private Networks (VPNs).

Provides an ALG for the Remote Shell (RSH). The RSH ALG handles TCP packets
destined for port 514 and processes the RSH port command. The RSH ALG
performs NAT on the port in the port command and opens gates as necessary.

Provides an ALG for the Real Time Streaming Protocol (RTSP). RTSP is a
standard protocol for streaming media applications. It controls the delivery of
data with real-time properties such as audio and video.

Provides an ALG for the Structured Query Language (SQL). The SQLNET ALG
processes SQL TNS response frame from the server side. It parses the packet
and looks for the (HOST=ipaddress), (PORT=port) pattern and performs NAT
and gate opening on the client side for the TCP data channel.

Provides an ALG for the SUN Remote Procedure Call.

Provides an ALG for the TALK Protocol. The TALK protocol uses UDP port 517
and port 518 for control channel connections. The talk program consists of a
server and a client. The server handles client notifications and helps to establish
talk sessions. There are two types of talk servers: ntalk and talkd. The TALK ALG
processes packets of both ntalk and talkd formats. It also performs NAT and
gate opening as necessary.

Provides an ALG for the Trivial File Transfer Protocol (TFTP). The TFTP ALG
processes TFTP packets that initiate the request and opens a gate to allow
return packets from the reverse direction to the port that sends the request.

The Two-Way Active Measurement Protocol (TWAMP) is an open protocol for
measuring network performance between any two devices in a network that
supports the protocols in the TWAMP framework. The TWAMP consists of two
interrelated protocols -TWAMP-Control and TWAMP-Test.



For information about enabling and configuring each of these ALGs through J-Web, select the
Configure>Security>ALG page in the J-Web user interface and click Help.

Starting with Junos OS Release 15.1X49-D60 and Junos OS Release 17.3R1, SRX5400, SRX5600, and
SRX5800 devices with the SRX5K-MPC (I0C2), SRX5K-MPC3-100G10G (I0C3), and SRX5K-
MPC3-40G10G (IOC3) support Express Path (formerly known as services offloading) for ALG traffic.

Starting in Junos OS Release 19.3R1, SRX5400, SRX5600, and SRX5800 devices with the IOC4 (SRX5K-
IOC4-MRAT and SRX5K-10C4-10G) support Express Path (formerly known as services offloading) for
ALG traffic.

The following ALG data traffic supports Express Path—FTP, H.323 (only RTP/RTCP sessions are
offloaded), MGCP, MS RPC, RSH, RTSP, SCCP, SIP (only RTP/RTCP sessions are offloaded), Sun RPC,
TALK (only TCP sessions are offloaded), and TFTP.

DNS, IKE and ESP, PPTP, and SQL-NET ALG data traffic do not support Express Path.
Once an Express Path session is set up, packets cannot be sent to the SPU again.

Release History Table

Release Description

19.3R1 Starting in Junos OS Release 19.3R1, SRX5400, SRX5600, and SRX5800 devices with the I0OC4
(SRX5K-IOC4-MRAT and SRX5K-IOC4-10G) support Express Path (formerly known as services
offloading) for ALG traffic.

15.1X49-D60 @ Starting with Junos OS Release 15.1X49-D60 and Junos OS Release 17.3R1, SRX5400, SRX5600,
and SRX5800 devices with the SRX5K-MPC (I0C2), SRX5K-MPC3-100G10G (IOC3), and SRX5K-
MPC3-40G10G (I0C3) support Express Path (formerly known as services offloading) for ALG
traffic.

Understanding Custom ALG Services | 3



DNS ALG
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The Domain Name System (DNS) Application Layer Gateway (ALG) service handles data associated with
locating and translating domain names into IP addresses. The ALG typically runs on port 53. The ALG
monitors DNS query and reply packets and supports only UDP traffic.

DNS ALG Overview

The DNS Application Layer Gateway (ALG) service provides an application-level gateway for use with
DNS clients. The DNS ALG service allows a client to access multiple DNS servers in different networks
and provides routing to and from those servers. It also supports flexible address translation of the DNS
guery and response packets. These functions allow the DNS client to query many different domains
from a single DNS server instance on the client side of the network.

The DNS server listens through UDP port 53 for incoming queries from DNS resolvers. A resolver
communicates with DNS servers by sending DNS queries and handling DNS responses.

NOTE: The default port for DNS ALG is port 53.

The DNS ALG performs the following functions:

e Monitors DNS query and reply packets and closes the session when the DNS reply is received
e Performs DNS doctoring

e Performs the IPv4 and IPvé6 address transformations

The Domain Name System (DNS) was originally designed to support queries of a static configured
database and the data was expected to change.



Dynamic DNS (DDNS) support is now available in addition to the DNS standard. The main difference
between DNS and DDNS is in the message format of the header section and the update message.

DDNS messages are processed differently when compared to DNS messages. Message parsing is
rewritten for DDNS. DDNS does NAT and NAT-PT in the query part of the message and DNS does NAT
and NAT-PT in the response part of the message.

SEE ALSO

DNS Overview
DNSSEC Overview

Example: Configuring the DNS ALG
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This example shows how to configure the DNS ALG to pass through DNS traffic with a static NAT pool
on Juniper Networks devices.

Requirements
Before you begin:
e Configure static NAT pool for all IP address.

e Understand the concepts behind ALG for DNS. See "DNS ALG Overview" on page 17.


https://www.juniper.net/documentation/en_US/junos/topics/concept/dns-overview.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/dnssec-overview.html

Overview

IN THIS SECTION

Topology | 20

In this example, the ALG for DNS is configured to monitor and allow DNS traffic to be exchanged
between the clients and the server located on opposite sides of a Juniper Networks device.

This example shows how to configure a static NAT pool and rule set, and associate the DNS ALG to a
policy.



Topology

Figure 1 on page 20 shows the DNS ALG topology.

Figure 1: DNS ALG Topology
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Configuration
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Configuring a NAT Static Pool and Rule Set

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network configuration, copy

and paste the commands into the CLI at the [edit] hierarchy level, and then enter comnit from

configuration mode.

set
set
set
set
set
set
set

security nat static rule-set rs1 from zone untrust

security nat static rule-set rsi1 rule r1 match destination-address 203.0.113.100

security nat static rule-set rsi1 rule r1 then static-nat prefix 192.0.2.100

security policies from-zone untrust to-zone trust policy u2t match source-address any
security policies from-zone untrust to-zone trust policy u2t match destination-address any
security policies from-zone untrust to-zone trust policy u2t match application junos-dns-udp
security policies from-zone untrust to-zone trust policy u2t then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a static NAT pool:

1. Create a NAT static rule set.

[edit]

user@host# set security nat static rule-set rs1 from zone untrust

user@host# set security nat static rule-set rsi1 rule r1 match destination-address
203.0.113.100

user@host# set security nat static rule-set rsi1 rule r1 then static-nat prefix 192.0.2.100

2. Associate the DNS application using a policy.

[edit]

user@host# set security policies from-zone untrust to-zone trust policy u2t match source-
address any

user@host# set security policies from-zone untrust to-zone trust policy u2t match destination-
address any

user@host# set security policies from-zone untrust to-zone trust policy u2t match application



junos-dns-udp
user@host# set security policies from-zone untrust to-zone trust policy u2t then permit

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

user@host# show security nat
static {
rule-set rsi1 {
from zone untrust;
rule r1 {
match {
destination-address 203.0.113.100;
}
then {
static-nat {
prefix {
192.0.2.100;

[edit]
user@host# show security policies
from-zone untrust to-zone trust {
policy u2t {
match {
source-address any;
destination-address any;
application [ junos-dns-udp];
}
then {
permit;



}
default-policy {
permit-all;

If you are done configuring the device, enter commit from configuration mode.

Configuring and Printing the DNS Trace

Purpose

Print the DNS trace file.

Action

From configuration mode, enter the following command.

set security alg traceoptions file alglog
set security alg traceoptions file size 1g
set security alg traceoptions level verbose

set security alg dns traceoptions flag all

Verification
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Verifying DNS ALG | 23
Verifying DNS ALG Security Flow Session | 24

To confirm that the configuration is working properly, perform these tasks:

Verifying DNS ALG

Purpose

Verify that DNS ALG is enabled.



Action

From operational mode, enter the show security alg status command.

user@host> show security alg status

ALG Status :
DNS : Enabled
FTP : Enabled
H323 : Disabled
MGCP : Disabled
MSRPC : Enabled
PPTP : Enabled
RSH : Disabled
RTSP : Disabled
Sccp : Disabled
SIP : Disabled
SQL : Disabled
SUNRPC ~ : Enabled
TALK : Enabled
TFTP : Enabled

IKE-ESP : Disabled

Meaning

The output shows the DNS ALG is enabled.

Verifying DNS ALG Security Flow Session

Purpose

Verify ALG security flow session is enabled.

Action

From operational mode, enter the show security flow session application dns extensive command.

user@host> show security flow session application dns extensive
Session ID: 24088, Status: Normal

Flags: 0x40/0x0/0x2/0x2000103

Policy name: unt2tru/6



Source NAT pool: Null, Application: junos-dns-udp/16
Dynamic application: junos:UNKNOWN,
Encryption: Unknown
Application traffic control rule-set: INVALID, Rule: INVALID
Maximum timeout: 60, Current timeout: 56
Session State: Valid
Start time: 658866, Duration: 10
In: 192.0.2.0/38926 --> 198.51.100.0/53;udp,
Conn Tag: 0x0, Interface: ge-0/0/3.0,
Session token: Oxa, Flag: 0x621
Route: 0x110010, Gateway: 192.0.2.0, Tunnel: @
Port sequence: @, FIN sequence: 0,
FIN state: 0,
Pkts: 2, Bytes: 116
Out: 198.51.100.0/53 --> 192.0.2.0/38926;udp,
Conn Tag: 0x0, Interface: ge-0/0/2.0,
Session token: 0x9, Flag: 0x620
Route: 0x100010, Gateway: 198.51.100.0, Tunnel: 0

Port sequence: @, FIN sequence: 0,

Meaning

The output shows there is an active flow utilizing the DNS ALG.

SEE ALSO

\ DNS ALG | 17

Understanding DNS and DDNS Doctoring

IN THIS SECTION

Disabling DNS and DDNS Doctoring | 29



Junos OS supports Domain Name System (DNS) for ALGs. The DNS ALG monitors DNS query and reply
packets and closes the session if the DNS flag indicates that the packet is a reply message. To configure
the DNS ALG, use the edit security alg dns statement at the [edit security alg] hierarchy level.

DNS provides name-to-address mapping within a routing class, whereas Network Address Translation
(NAT) attempts to provide transparent routing between hosts in disparate address realms of the same
routing class. As a result, NAT can cause some DNS problems the DNG ALG must handle through a
process called DNS doctoring.

The same doctoring feature applies to the dynamic domain name system (DDNS). For DDNS in NAT
mode, you also can do the IP translation in the DDNS update.

To resolve the problems introduced by NAT, DNS and DDNS ALG functionality has been extended to
support static NAT, allowing the problems to be resolved through DNS doctoring.

NOTE: The DNS ALG must be enabled on the devices to perform DNS doctoring. With the DNS
ALG enabled on SRX3400, SRX3600, SRX4600, SRX5600 and SRX5800 devices, DNS doctoring
is enabled by default. (Platform support depends on the Junos OS release in your installation.)

The restoring and doctoring process is performed in two parts:

e Packet sanity check

DNS packet format
‘ 32 bits =
< 0-15 4 16 -31 '
Identification Fags
Number of questions Mumber of answers RRs
Number of authority RRs MNumber of additional RRs
Questions
Answers
Authority

E043251

Additional information

For the DNS packet, the DNS ALG check fields are questions, answers, authority, and additional
information. The DNS ALG drops the packet if the number of questions is more than 1, the domain
name is more than 255 bytes, or the label length is more than 63 bytes.



DDNS packet format

4 32 bits 2
. 0-15 b4 16 -31 b

Identification Fags

Number of zone Mumber of prerequisite RRs

Number of updates RRs Number of additional RRs

Zone
Prerequisite
Update

Additional Data

£043252

For the DDNS packet, the DNS ALG check fields are zone, prerequisite, update, and additional data.
The DNS ALG drops the packet if the number of zones is more than 1, the domain name is more than
255 bytes, or the label length is more than 63 bytes.

For both DNS and DDNS, the DNS ALG drops the packet that does not comply with the standards.

e NAT

Figure 2 on page 27 shows how DNS translates a private address to a public address.

Figure 2: DNS Address Translation (Private to Public)
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When host X in external.com wants to resolve host A’s address through DNS and if the DNS ALG does
not support NAT, it takes a private address such as 172.19.1.10, which is invalid to host X. The private
address is translated to public address 131.108.1.10 through the DNS ALG.

Figure 3 on page 28 shows how DNS translates a public address to a private address.

Figure 3: DNS Address Translation (Public to Private)
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When host A in private.com wants to resolve host B's address through DNS and if the DNS ALG does
not support NAT, it takes a public address from the DNS server in external.com, such as 131.108.1.8. If
Host A sends traffic to host B with public address 131.108.1.8, which is invalid to host B in the private

domain. Hence, the public address in the DNS query A-record is translated to private address 172.19.2.1
through the DNS ALG.

NOTE: The DNS ALG can translate the first 32 A-records in a single DNS reply. A-records after
the first 32 records are not handled. Also note that the DNS ALG supports IPv4 and IPvé
addresses and does not support VPN tunnels.



Disabling DNS and DDNS Doctoring

The DNS ALG must be enabled on the devices to perform DNS and DDNS doctoring. With the DNS
ALG enabled on the device, the DNS and DDNS doctoring feature is enabled by default. You can disable
DNS and DDNS doctoring with the CLI.

To disable DNS and DDNS doctoring:
1. Disable all the doctoring features by specifying the none configuration option.

This command disables all the doctoring features.

user@host# set security alg dns doctoring none
2. Disable the NAT feature and retain the sanity-check feature by specifying the sanity-check

configuration option.

This option disables the NAT feature and retains the sanity-check feature.

user@host# set security alg dns doctoring sanity-check

3. If you are finished configuring the device, commit the configuration.

4. To verify the configuration, use the vty command show usp algs dns stats.

SEE ALSO
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FTP ALG
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File Transfer Protocol is a widely and commonly used method of exchanging files over IP networks. The
FTP ALG monitors PORT, PASV, and 227 commands. It performs NAT on the IP, port, or both in the
message and gate opening on the device as necessary.

FTP ALG Overview

IN THIS SECTION
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The File Transfer Protocol (FTP) is a widely and commonly used method of exchanging files over IP
networks. In addition to the main control connection, data connections are also made for any data
transfer between the client and the server; and the host, port, and direction are negotiated through the
control channel.

For active mode FTP, the Junos OS stateful firewall service scans the client-to-server application data
for the PORT command, which provides the IP address and port number to which the server connects.
For passive-mode FTP, the Junos OS stateful firewall service scans the client-to-server application data
for the PASV command and then scans the server-to-client responses for the 227 response, which
contains the IP address and port number to which the client connects.

FTP represents the addresses and port numbers in ASCII. As a result, when addresses and ports are
rewritten, the TCP sequence number might be changed, and thereafter the NAT service needs to
maintain this delta in SEQ and ACK numbers by performing sequence NAT on all subsequent packets.



The FTP ALG supports the following:

e Automatically allocates data ports and firewall permissions for dynamic data connection

Monitors the control connection in both active and passive modes

Rewrites the control packets with the appropriate NAT address and port information

Network Address Translation, Protocol Translation (NAT-PT)

Transport Layer Security (TLS) as the security mechanism

IPv6 FTP ALG for Routing
The PORT/PASV requests and corresponding 200/227 responses in FTP are used to announce the TCP

port, which the host listens to for the FTP data connection.

EPRT/EPSV/229 commands are used for these requests and responses. FTP ALG supports EPRT/
EPSV/229 already, but only for IPv4 addresses.

In Junos OS Release 10.4, EPRT/EPSV/229 commands have been updated to support both IPv4 and
IPvé6 addresses.

FTP ALG uses preallocated objcache to store its session cookies. When both IPv4 and IPvé addresses
are supported on FTP ALG, the session cookie structure will enlarge by 256 bits (32 bytes) to store IPvé
address.

FTP ALG Support for IPvé6

The FTP ALG monitors commands and responses on the FTP control channel for syntactical correctness
and opens corresponding pinholes to permit data channel connections to be established. In Junos OS
Release 10.4, the FTP ALG supported IPv4 routing, IPvé routing, and NAT mode only. In Junos OS
Release 11.2 and later releases, the FTP ALG also supports IPv6 NAT and NAT-PT modes..

Understanding FTP Commands

IN THIS SECTION

PORT Command | 32
PASV Command | 32



Extended FTP Commands | 32

The FTP ALG monitors commands and responses on the FTP control channel for syntactical correctness
and opens corresponding pinholes to permit data channel connections to be established. In Junos OS
Release 10.4, the FTP ALG supported IPv4 routing and NAT mode, and IPvé routing mode only. In Junos
OS Release 11.2 and later releases, the FTP ALG also supports IPv6 NAT and NAT-PT modes.

PORT Command

The PORT command is used in active FTP mode. The PORT command specifies the address and the port
number to which a server should connect. When you use this command, the argument is a
concatenation of a 32-bit Internet host address and a 16-bit TCP port address. The address information
is broken into 8-bit fields, and the value of each field is transmitted as a decimal number (in character
string representation). The fields are separated by commas.

The following is a sample PORT command, where h1 is the highest order 8-bit of the Internet host
address:

PORT h1,h2,h3,h4,p1,p2

PASV Command

The PASV command requests a server to listen on a data port that is not the default data port of the
server and to wait for a connection, rather than initiating another connection. The response to the PASV
command includes the host and port address the server is listening on.

Extended FTP Commands

Extended FTP commands provide a method by which FTP can communicate the data connection
endpoint information for network protocols other than IPv4. Extended FTP commands are specified in
RFC 2428. In RFC 2428, the extended FTP commands EPRT and EPSV, replace the FTP commands
PORT and PASV, respectively.

EPRT Command

The EPRT command allows for the specification of an extended address for the data connection. The
extended address must consist of the network protocol as well as the network and transport addresses.

The format of EPRT is:



EPRT<space><d><net-prt><d><net-addr><d><tcp-port><d>

Parameter = Description

net-prt An address family number defined by IANA.

net-addr A protocol-specific string of the network address.

tcp-port A TCP port number on which the host is listening for data connection.

Delimiter | The delimiter character must be one of the ASCII characters in range 33 to 126 inclusive. The
character "|" (ASCII 124) is recommended.

The following command shows how to specify the server to use an IPv4 address to open a data
connection to host 132.235.1.2 on TCP port 6275:

EPRT |1]132.235.1.2|6275|

The following command shows how to specify the server to use an IPvé network protocol and a
network address to open a TCP data connection on port 5282:

EPRT |2|1080::8:800:200C:417A|5282|

In this mode, FTP ALG focuses only on the EPRT command; it extracts the IPvé address and port from
the EPRT command and opens the pinhole.

EPSV mode

The EPSV command requests that a server listen on a data port and wait for a connection. The response
to this command includes only the TCP port number of the listening connection.

An example response string is as follows:

Entering Extended Passive Mode (|||6446])

NOTE: The response code for entering passive mode using an extended address must be 229.
You should extract the TCP port in 229 payloads and use it to open the pinhole.



Example: Configuring the FTP ALG
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This example shows how to configure the NAT-PT for FTP ALG.

Requirements
Before you begin:
o Configure proxy ARP for all IP addresses in the source NAT pool.

e Understand the concepts behind ALG for FTP. See "FTP ALG Overview" on page 30.

Overview

In this example, the ALG for FTP is configured to monitor and allow FTP traffic to be exchanged
between the clients and the server located on opposite sides of a Juniper Networks device.

This example shows how to configure the NAT-PT for FTP ALG.

Configuration

IN THIS SECTION
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Configuring FTP ALG Security Extension | 37



Configuring a NAT Source Pool, NAT Static Pool and Rule Set

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter comnit from
configuration mode.

set security nat static rule-set rs1 from zone untrust

set security nat source rule-set rs-source to zone trust

set security nat source rule-set rs-source rule src-nat match source-address 3333::130/128

set security nat source rule-set rs-source rule src-nat match destination-address 40.0.0.211/32
set security nat source rule-set rs-source rule src-nat then source-nat interface

set security nat static rule-set rs2 from zone untrust

set security nat static rule-set rs2 rule r2 match destination-address 4444::141/128

set security nat static rule-set rs2 rule r2 then static-nat prefix 40.0.0.211/32

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a source NAT pool:

1. Create a source NAT, static NAT, and interface NAT rule set.

[edit ]

user@host# set security nat source rule-set rs-source from zone untrust

user@host# set security nat source rule-set rs-source to zone trust

user@host# set security nat source rule-set rs-source rule src-nat match source-address
3333::130/128

user@host# set security nat source rule-set rs-source rule src-nat match destination-address
40.0.0.211/32

user@host# set security nat source rule-set rs-source rule src-nat then source-nat interface
user@host# set security nat static rule-set rs2 from zone untrust

user@host# set security nat static rule-set rs2 rule r2 match destination-address
4444::141/128

user@host# set security nat static rule-set rs2 rule r2 then static-nat prefix 40.0.0.211/32



2. Associate the NAT-PT application using a policy.

[edit]

user@host# set security policies from-zone trust to-zone untrust policy ftp-basic match
source-address any

user@host# set security policies from-zone trust to-zone untrust policy ftp-basic match
destination-address any

user@host# set security policies from-zone trust to-zone untrust policy ftp-basic match
application junos-ftp

user@host# set security policies from-zone trust to-zone untrust policy ftp-basic then permit

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

user@host# show security nat
static {
rule-set rs2 {
from zone untrust;
rule r2 {
match {
destination-address 4444::141/128;
}
then {
static-nat {
prefix {
40.0.0.211/32

[edit]
user@host# show security policies

from-zone untrust to-zone trust {



policy ftp-basic {
match {
source-address any;
destination-address any;
application [ junos-ping junos-mgcp junos-ftp junos-rsh junos-h323 1;

}

then {
permit;

}

}
default-policy {
permit-all;

If you are done configuring the device, enter conmit from configuration mode.
Configuring FTP ALG Security Extension

Purpose

Set the security alg ftp extension

Action

From configuration mode, enter the following command.

set security alg ftp ftps-extension

Verification
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To confirm that the configuration is working properly, perform these tasks:



Verifying the NAT Source Pool, NAT Static Pool Rule Set

Purpose

Verify that the NAT source pool and rule set used to support the FTP ALG are working properly.

Action

From operational mode, enter the show configuration security nat command.

Verifying FTP ALGs

Purpose

Verify that FTP ALG is enabled.

Action

From the operational mode, enter the show security alg status command.

user@host> show security alg status
FTP : Enabled

Meaning

The output shows the FTP ALG status as follows:
e Enabled—Shows the FTP ALG is enabled.

e Disabled—Shows the FTP ALG is disabled.

NOTE: The FTP ALG is enabled by default.

Release History Table

Release = Description

11.2 In Junos OS Release 11.2 and later releases, the FTP ALG also supports IPvé6 NAT and NAT-PT modes.



104 In Junos OS Release 10.4, EPRT/EPSV/229 commands have been updated to support both IPv4 and
IPv6 addresses.

104 In Junos OS Release 10.4, the FTP ALG supported IPv4 routing, IPvé6 routing, and NAT mode only.

PPTP ALG | 54
RPCALG | 74

IKE and ESP ALG
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Internet Key Exchange (IKE) and Encapsulating Security Payload (ESP) are a part of the IP Security
(IPsec) protocol. IKE and ESP traffic is exchanged between the clients and the server. The IKE and ESP
ALG helps in resolving the IPsec VPNs issues when the IPsec VPN passes through the device of which

NAT is enabled.

Understanding the IKE and ESP ALG
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Understanding IKE and ESP ALG Operation | 41



An NFX Series or SRX Series device can be used solely as a Network Address Translation (NAT) device
when placed between VPN clients on the private side of the NAT gateway and the virtual private
network (VPN) gateways on the public side.

Internet Key Exchange (IKE) and Encapsulating Security Payload (ESP) traffic is exchanged between the
clients and the server. However, if the clients do not support NAT-Traversal (NAT-T) and if the device
assigns the same NAT-generated IP address to two or more clients, the device will be unable to
distinguish and route return traffic properly.

NOTE: If the user wants to support both NAT-T-capable and non-NAT-T-capable clients, then
some additional configurations are required. If there are NAT-T capable clients, the user must
enable the source NAT address persistence.

The ALG for IKE and ESP monitors IKE traffic between the client and the server and permits only one

IKE Phase 2 message exchange between any given client/server pair, not just one exchange between
any client and any server.

ALG for IKE and ESP traffic has been created and NAT has been enhanced to implement the following:

e To enable the devices to pass IKE and ESP traffic with a source NAT pool

e To allow the device to be configured to return the same NAT-generated IP address for the same IP
address without NAT ("address-persistent NAT"). As a result, the device is able to associate a client's
outgoing IKE traffic with its return traffic from the server, especially when the IKE session times out
and needs to be reestablished.

e The resulting ESP traffic between the client and the server is also allowed, especially in the direction
from the server to the client.

e The return ESP traffic matches the following:
e The server IP address as source |IP

e The client IP address as destination IP

NOTE: In SRX1400, SRX1500, SRX3400, SRX3600, SRX5600, or SRX5800 devices, IKE
negotiations involving NAT traversal do not work if the IKE peer is behind a NAT device that will
change the source IP address of the IKE packets during the negotiation. For example, if the NAT
device is configured with DIP, it changes the source IP because the IKE protocol switches the
UDP port from 500 to 4500. (Platform support depends on the Junos OS release in your
installation.)



Understanding IKE and ESP ALG Operation

Application Layer Gateway (ALG) for Internet Key Exchange (IKE) and Encapsulating Security Payload
(ESP) traffic has the following behavior:

An IKE and ESP ALG monitors IKE traffic between the client and the server, and it permits only one
IKE Phase 2 message exchange between the client and the server at any given time.

For a Phase 2 message:

o If a Phase 2 message exchange between the client and server does not happen, the IKE ALG gates
are opened for the relevant ESP traffic from the client to the server and from the server to the
client.

o If both IKE ALG gates are not opened successfully, or if the Phase 2 message exchange already
took place, then the Phase 2 message is dropped.

When ESP traffic hits the IKE ALG gates, sessions are created to capture subsequent ESP traffic, and
to perform the proper NATing (that is, the source IP address translation from the client to the server
traffic and the destination IP address translation from the server to the client traffic).

When the ESP traffic does not hit either one or both of the gates, then the gates naturally time out.

Once the IKE ALG gates are collapsed or timed out, another IKE Phase 2 message exchange is
permitted.

IKE NAT-T traffic on floating port 4500 is not processed in an IKE ALG. To support a mixture of NAT-
T-capable and non-capable clients, you need to enable source NAT address persistent.

Example: Configuring the IKE and ESP ALG
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Verification | 49



This example shows how to configure the IKE and ESP ALG to pass through IKE and ESP traffic with a
source NAT pool on Juniper Networks devices.

Requirements
Before you begin:
o Configure proxy ARP for all IP addresses in the source NAT pool.

e Understand the concepts behind IKE and ESP ALG. See Understanding IKE and ESP ALG Operation.

Overview

IN THIS SECTION
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In this example, the ALG for IKE and ESP is configured to monitor and allow IKE and ESP traffic to be
exchanged between the clients and the server located on opposite sides of a Juniper Networks device.

This example shows how to configure a source NAT pool and rule set, configure a custom application to
support the IKE and ESP ALG, and associate this ALG to a policy.

If you want to support a mixture of NAT-traversal (NAT-T) capable clients and noncapable clients, you
must enable persistent source NAT translation (so that once a particular source NAT is associated with a
given IP address, subsequent source NAT translations use the same IP address). You also must configure
a custom IKE NAT traversal application to support the encapsulation of IKE and ESP in UDP port 4500.
This configuration enables IKE and ESP to pass through the NAT-enabled device.

Topology

Configuration
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Configuring a NAT Source Pool and Rule Set | 43
Configuring a Custom Application and Associating it to a Policy | 45

Configuring IKE and ESP ALG Support for Both NAT-T Capable and Noncapable Clients | 47
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Configuring a NAT Source Pool and Rule Set

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter comnit from
configuration mode.

set security nat source pool pooll address 10.10.10.1/32 to 10.10.10.10/32

set security zones security-zone green address-book address sal 1.1.1.0/24

set security zones security-zone red address-book address dal 2.2.2.0/24

set security nat source rule-set rs1 from zone green

set security nat source rule-set rs1 to zone red

set security nat source rule-set rsi1 rule r1 match source-address 1.1.1.0/24

set security nat source rule-set rsi1 rule r1 match destination-address 2.2.2.0/24

set security nat source rule-set rsi1 rule r1 then source-nat pool poolil

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a source NAT pool:

1. Create a NAT source pool.

[edit ]
user@host# set security nat source pool pooll address 10.10.10.1/32 to 10.10.10.10/32

2. Configure security zone address book entries.

[edit]
user@host# set security zones security-zone green address-book address sal 1.1.1.0/24

user@host# set security zones security-zone red address-book address dal 2.2.2.0/24



3. Create a NAT source rule set.

[edit security nat source rule-set rsi]

user@host# set from zone green

user@host# set to zone red

user@host# set rule r1 match source-address 1.1.1.0/24
user@host# set rule r1 match destination-address 2.2.2.0/24
user@host# set rule r1 then source-nat pool poolil

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

user@host# show security nat
source {
pool pooll {
address {
10.10.10.1/32 to 10.10.10.10/32;

}
rule-set rsi1 {
from zone green;
to zone red;
rule r1 {
match {
source-address 1.1.1.0/24;
destination-address 2.2.2.0/24;

}
then {
source-nat {
pool {
pooll;
}
}
}



If you are done configuring the device, enter comnit from configuration mode.

Configuring a Custom Application and Associating it to a Policy

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set applications application custom-ike-alg source-port 500 destination-port 500 protocol udp
application-protocol ike-esp-nat

set security policies from-zone green to-zone red policy poll match destination-address da1l
set security policies from-zone green to-zone red policy poll match application custom-ike-alg
set security policies from-zone green to-zone red policy pol1l then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a custom application and associate it to a policy:

1. Configure a custom application.

[edit]
user@host# set applications application custom-ike-alg source-port 500 destination-port 500

protocol udp application-protocol ike-esp-nat

2. Associate the custom application to a policy.

[edit security policies from-zone green to-zone red policy polil]
user@host# set match source-address sal

user@host# set match destination-address dat

user@host# set match application custom-ike-alg

user@host# set then permit



Results

From configuration mode, confirm your configuration by entering the show applications and show security
zones commands. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

[edit]
user@host# show applications
application custom-ike-alg {
application-protocol ike-esp-nat;
protocol udp;
source-port 500;
destination-port 500;

[edit]

user@host# show security zones

security-zone Trust {
host-inbound-traffic {

system-services {

all;
}
protocols {
all;
}
}
interfaces {
ge-0/0/1.0;
}

}
security-zone green {
address-book {
address sal 1.1.1.0/24;

}
security-zone red {
address-book {
address dal 2.2.2.0/24;



If you are done configuring the device, enter comnit from configuration mode.

Configuring IKE and ESP ALG Support for Both NAT-T Capable and Noncapable Clients

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set security nat source address-persistent

set applications application custom-ike-natt protocol udp source-port 4500 destination-port 4500
set security policies from-zone green to-zone red policy poll match source-address sat

set security policies from-zone green to-zone red policy poll match destination-address datl

set security policies from-zone green to-zone red policy poll match application custom-ike-natt
set security policies from-zone green to-zone red policy poll then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE and ESP ALG support for both NAT-T capable and noncapable clients:

1. Globally enable persistent source NAT translation.

[edit]
user@host# set security nat source address-persistent

2. Configure the IKE NAT-T application.

[edit]
user@host# set applications application custom-ike-natt protocol udp source-port 4500
destination-port 4500



3. Associate the NAT-T application using a policy.

[edit security policies from-zone green to-zone red policy polil]
user@host# set match source-address safl

user@host# set match destination-address da1

user@host# set match application custom-ike-natt

user@host# set then permit

Results

From configuration mode, confirm your configuration by entering the show security nat and show security
policies commands. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

[edit]
user@host# show security nat
source {

address-persistent;

[edit]
user@host# show security policies
from-zone green to-zone red {
policy poll {
match {
source-address sal;
destination-address dal;
application [ custom-ike-alg custom-ike-natt 1;

}

then {
permit;

}

}
default-policy {
permit-all;

If you are done configuring the device, enter conmit from configuration mode.



Verification
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Verifying the Security Polices of ALG | 50

To confirm that the configuration is working properly, perform these tasks:

Verifying IKE and ESP ALG Custom Applications

Purpose

Verify that the custom applications to support the IKE and ESP ALG are enabled.

Action

From operational mode, enter the show security alg status command.

user@host> show security alg status

ALG Status :
DNS : Enabled
FTP : Enabled
H323 : Enabled
MGCP : Enabled
MSRPC : Enabled
PPTP : Enabled
RSH : Disabled
RTSP : Enabled
Sccp : Enabled
SIP : Enabled
SQL : Enabled

SUNRPC  : Enabled
TALK : Enabled



TFTP : Enabled
IKE-ESP : Enabled
Meaning

The output shows the ALG status as follows:
e Enabled—Shows the ALG is enabled.

e Disabled—Shows the ALG is disabled.

Verifying the Security Polices of ALG

Purpose

Verify that the application custom IKE ALG and application custom IKE NATT are set.

Action

From operational mode, enter the show security policies command.

user@host> show security policies

Default policy: permit-all

From zone: green, To zone: red

Policy: poll, State: enabled, Index: 7, Scope Policy: @, Sequence number: 1
Source addresses: sal

Destination addresses: dal

Applications: custom-ike-alg, custom-ike-natt

Action: permit

Meaning

The sample output shows that custom IKE ALG and custom IKE NATT applications are set.



Example: Enabling the IKE and ESP ALG and Setting Timeouts
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This example shows how to enable the IKE and ESP ALG and set the timeout values to allow time for
the ALG to process ALG state information, ESP gates, and ESP sessions.

Requirements

Understand the concepts behind ALG for IKE and ESP. See Understanding IKE and ESP ALG Operation.

Overview

The IKE and ESP ALG processes all traffic specified in any policy to which the ALG is attached. In this
example, you configure the set security alg ike-esp-nat enable statement so the current default IPsec
pass-through behavior is disabled for all IPsec pass-through traffic, regardless of policy.

You then set the timeout values to allow time for the IKE and ESP ALG to process ALG state
information, ESP gates, and ESP sessions. In this example, you set the timeout of ALG state information.
The timeout range is 180 through 86400 seconds. The default timeout is 14400 seconds. You then set
the timeout of the ESP gates created after an IKE Phase 2 exchange has completed. The timeout range
is 2 through 30 seconds. The default timeout is 5 seconds. Finally, you set the idle timeout of the ESP
sessions created from the IPsec gates. If no traffic hits the session, it is aged out after this period of time.
The timeout range is 60 through 2400 seconds. The default timeout is 1800 seconds.

Configuration
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Procedure

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter comnit from
configuration mode.

set security alg ike-esp-nat enable

set security alg ike-esp-nat esp-gate-timeout 20

set security alg ike-esp-nat esp-session-timeout 2400
set security alg ike-esp-nat state-timeout 360

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To enable the IKE and ESP ALG and set the timeout values:

1. Enable the IKE and ESP ALG.

[edit]
user@host# set security alg ike-esp-nat enable

2. Set the timeout for the ALG state information.

[edit security alg ike-esp-nat]
user@host# set state-timeout 360

3. Set the timeout for the ESP gates created after an IKE Phase 2 exchange has completed.

[edit security alg ike-esp-nat]
user@host# set esp-gate-timeout 20



4. Set the idle timeout for the ESP sessions created from the IPsec gates.

[edit security alg ike-esp-nat]
user@host# set esp-session-timeout 2400

Results
From configuration mode, confirm your configuration by entering the show security alg command. If the

output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security alg
ike-esp-nat {
enable;
state-timeout 360;
esp-gate-timeout 20;

esp-session-timeout 2400;

If you are done configuring the device, enter commit from configuration mode.

Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying the ALG for IKE and ESP and Timeout Settings

Purpose

Verify that the ALG for IKE and ESP is enabled and the timeout settings for this feature are correct.



Action

From operational mode, enter the show security alg ike-esp-nat command.
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PPTP ALG
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The Point-to-Point Tunneling Protocol (PPTP) ALG is a TCP-based ALG. PPTP allows the Point-to-Point
Protocol (PPP) to be tunneled through an IP network. PPTP defines a client-server architecture, a PPTP
Network Server, and a PPTP Access Concentrator. The PPTP ALG requires a control connection and a
data tunnel. The control connection uses TCP to establish and disconnect PPP sessions, and runs on

port 1723. The data tunnel carries PPP traffic in generic routing encapsulated (GRE) packets that are
carried over IP.



Understanding the PPTP ALG
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The Point-to-Point Tunneling Protocol (PPTP) ALG is used for tunneling Point-to-Point Protocol (PPP)
packets over an IP network. The PPTP ALG is often used to implement a client/server architecture, a
PPTP network server, and a PPTP access concentrator.

The PPTP ALG processes PPTP packets, performs Network Address Translation (NAT), open pinholes for
new data connections between a client and a server, and transfers data between a client and a server
located on opposite sides of a Juniper Networks device.

Understanding IPv6 Support for the PPTP ALG

The PPTP ALG uses TCP port 1723 to connect and disconnect a client and a server. The PPTP ALG
supports IPv6 data packets.

The PPTP ALG with IPvé support, parses both IPv4 and IPvé PPTP packets, performs NAT, and then
opens a pinhole for the data tunnel.

The PPTP ALG with IPvé6 support does not support NAT-PT and NATé64, because PPP packets are
compressed with Microsoft Point-to-Point Encryption (MPPE) protocol after the tunnel is set up;
therefore translation of the IP header in the PPP package cannot be handled.

e The PPTP ALG with IPvé support has the following limitation:

e Because PPP packets are compressed with Microsoft Point-to-Point Encryption (MPPE) protocol
after the tunnel is set up, translation of the IP header in the PPP package cannot be handled;
therefore, to make sure PPTP connection works well, the PPTP client must be able to work in dual
stack mode. So that an IPv6 PPTP client can accept an IPv4 address for PPP tunnel interface, by
which it can communicate with the IPv4 PPTP server without IP address translation for PPP
packets.

The flow module supports IPvé6 to parse the GRE packet and use the GRE call ID as fake port
information to search the session table and gate table.



NOTE: The PPTP ALG can support NATé64 in a specific scenario in which translation of the IP
header in the PPP package is not required—that is, if the PPTP client works in dual-stack mode in
the IPv6 network and server in the IPv4 network.

Example: Configuring the PPTP ALG

IN THIS SECTION

Requirements | 56
Overview | 57
Configuration | 59

Verification | 70

The PPTP ALG processes PPTP packets, performs NAT, and open pinholes for new data connections
between a client and a server.

This example shows how to configure the PPTP ALG in route or NAT mode. The configuration allows
PPTP traffic to pass through a device, transferring data between a client and a server located on
opposite sides of a Juniper Networks device.

Requirements

This example uses the following hardware and software components:

e An SRX Series device

e Two PCs (client and server)

Before you begin:

e Understand the concepts behind ALGs. See "ALG Overview" on page 2.

e Understand the basics of PPTP ALG. See "Understanding the PPTP ALG" on page 55.



Overview
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In this example, first you configure network interfaces on the device, create security zones and assign
interfaces to the zones, and configure a policy to allow PPTP traffic to go through an SRX Series device.

Then you create a static NAT rule set rs1 with a rule r1 to match with the destination address
30.5.2.120/32, and you create a static NAT prefix with address 10.5.1.120/32.

Next you create a source NAT pool src-p1 with a source rule set src-rsl to translate packets from zone
trust to zone untrust. For matching packets, the source address is translated to an IP address in the src-
pl pool.

Then you create a destination NAT pool des-p1 with a destination rule set des-rs1 to translate packets
from zone trust to destination address 30.5.1.120/32. For matching packets, the destination address is
translated to an IP address in the des-p1 pool. Finally, you configure PPTP ALG trace options.



Topology

Figure 4 on page 58 shows the PPTP ALG topology.

Figure 4: PPTP ALG Topology

TRUST ZONE

B

Client
Client ethl: 20.20.20.32/32

1
PPTP
Tralffic

SRX Series
device

ge-0/0/1:20.20.20./8
fe-0/0/2:10.10.10.0/8

UNTRUST ZONE

Server

Server eth1:10.10.10.32/32

B041632

58



Configuration
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To configure the PPTP ALG, perform these tasks:
Configuring a Route Mode

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit 0 family inet address 20.20.20.1/8

set interfaces fe-0/0/2 unit 0 family inet address 10.10.10.1/8

set security zones security-zone trust interfaces ge-0/0/1 host-inbound-traffic system-services
all

set security zones security-zone trust interfaces ge-0/0/1 host-inbound-traffic protocols all
set security zones security-zone untrust interfaces fe-0/0/2 host-inbound-traffic system-
services all

set security zones security-zone untrust interfaces fe-0/0/2 host-inbound-traffic protocols all
set security policies from-zone trust to-zone untrust policy pptp match source-address any

set security policies from-zone trust to-zone untrust policy pptp match destination-address any
set security policies from-zone trust to-zone untrust policy pptp match application junos-pptp

set security policies from-zone trust to-zone untrust policy pptp then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.



To configure route mode:

1. Configure interfaces.

[edit interfaces]
user@hostitset ge-0/0/1 unit 0 family inet address 20.20.20.1/8
user@hostitset fe-0/0/2 unit 0 family inet address 10.10.10.1/8

2. Configure zones and assign interfaces to the zones.

[edit security zones security-zone trust]

user@hostitset interfaces ge-0/0/1 host-inbound-traffic system-services all
user@hostitset interfaces ge-0/0/1 host-inbound-traffic protocols all

[edit security zones security-zone untrust]

user@hosti#set interfaces fe-0/0/2 host-inbound-traffic system-services all
user@hostitset interfaces fe-0/0/2 host-inbound-traffic protocols all

3. Configure a PPTP policy that allows PPTP traffic from the trust zone to the untrust zone.

[edit security policies from-zone trust to-zone untrust]
user@hosti#set policy pptp match source-address any
user@hostitset policy pptp match destination-address any
user@hosti#set policy pptp match application junos-pptp
user@hostitset policy pptp then permit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security zones,
and show security policies commands. If the output does not display the intended configuration, repeat
the configuration instructions in this example to correct it.

For brevity, this show output includes only the configuration that is relevant to this example. Any other
configuration on the system has been replaced with ellipses (...).

[edit]
user@host# show interfaces

ge-0/0/1 {
unit 0 {



family inet {
address 20.20.20.1/8;

}
fe-0/0/2 {
unit @ {
family inet {
address 10.10.10.1/8;

[edit]
user@host# show security zones

security-zone trust {

interfaces {
ge-0/0/1 {
host-inbound-traffic {
system-services {

all;

}

protocols {
all;

}

security-zone untrust {
interfaces {
fe-0/0/2 {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;



[edit]
user@host# show security policies
from-zone trust to-zone untrust {
policy pptp {
match {
source-address any;
destination-address any;

application junos-pptp;

}

then {
permit;

}

If you are done configuring the device, enter comnit from configuration mode.

Configuring a Static NAT Rule Set

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security nat static rule-set rs1 from zone trust
set security nat static rule-set rs1 rule r1 match destination-address 30.5.2.120/32
set security nat static rule-set rs1 rule r1 then static-nat prefix 10.5.1.120/32

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.



To configure a static NAT rule set:

1. Create a static NAT rule set.

[edit security nat static rule-set rsi]

user@hosti#set from zone trust

2. Define the rule to match with the destination address.

[edit security nat static rule-set rsi]
user@host# set rule r1 match destination-address 30.5.2.120/32

3. Define the static NAT prefix for the device.

[edit security nat static rule-set rsi]
user@host# set rule r1 then static-nat prefix 10.5.1.120/32

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security nat
static {
rule-set rsi1 {
from zone trust;
rule r1 {
match {
destination-address 30.5.2.120/32;
}
then {
static-nat {
prefix {
10.5.1.120/32;



If you are done configuring the device, enter commit from configuration mode.

Configuring a Source NAT Pool and Rule Set

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security nat source pool src-pl1 address 30.5.1.120/32

set security nat source rule-set src-rs1 from zone trust

set security nat source rule-set src-rs1 to zone untrust

set security nat source rule-set src-rs1 rule src-r1 match source-address 20.5.1.120/32

set security nat source rule-set src-rs1 rule src-r1 match destination-address 10.5.2.120/32
set security nat source rule-set src-rsi1 rule src-r1 then source-nat pool src-p1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a source NAT pool and rule set:

1. Create a source NAT pool.

[edit security nat sourcel]
user@hosti#set pool src-p1 address 30.5.1.120/32

2. Create a source NAT rule set.

[edit security nat source ]
user@host# set rule-set src-rs1 from zone trust
user@host# set rule-set src-rs1 to zone untrust



3. Configure a rule that matches packets and translates the source address to an address in the source
pool.

[edit security nat source]
user@host# set rule-set src-rsl1 rule src-r1 match source-address 20.5.1.120/32

4. Configure a rule that matches packets and translates the destination address to an address in the
source pool.

[edit security nat sourcel]
user@host# set rule-set src-rsl1 rule src-r1 match destination-address 10.5.2.120/32

5. Configure a source NAT pool in the rule.

[edit security nat sourcel]
user@host# set rule-set src-rs1 rule src-r1 then source-nat pool src-pi

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security nat
source {
pool src-p1 {
address {
30.5.1.120/32;

}
rule-set src-rsi1 {
from zone trust;
to zone untrust;
rule src-r1 {
match {
source-address 20.5.1.120/32;
destination-address 10.5.2.120/32;



then {
source-nat {
pool {
src-pl;

If you are done configuring the device, enter commit from configuration mode.

Configuring a Destination NAT Pool and Rule Set

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security nat destination pool des-p1 address 10.5.1.120/32

set security nat destination rule-set des-rs1 from zone trust

set security nat destination rule-set des-rsi1 rule des-r1 match source-address 20.5.1.120/32

set security nat destination rule-set des-rsl1 rule des-r1 match destination-address 30.5.1.120/32
set security nat destination rule-set des-rs1 rule des-r1 then destination-nat pool des-p1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a destination NAT pool and rule set:

1. Create a destination NAT pool.

[edit security nat destination]
user@hostiset pool des-p1 address 10.5.1.120/32



2. Create a destination NAT rule set.

[edit security nat destination]
user@host# set rule-set des-rs1 from zone trust

3. Configure a rule that matches packets and translates the source address to the address in the pool.

[edit security nat destination]
user@host# set rule-set des-rsl1 rule des-r1 match source-address 20.5.1.120/32

4. Configure a rule that matches packets and translates the destination address to the address in the
pool.

[edit security nat destination]
user@host# set rule-set des-rs1 rule des-r1 match destination-address 30.5.1.120/32

5. Configure a source NAT pool in the rule.

[edit security nat destination]
user@host# set rule-set des-rs1 rule des-r1 then destination-nat pool des-p1

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security nat
destination {
pool des-p1 {
address {
10.5.1.120/32;

3
rule-set des-rs1 {
from zone trust;

rule des-r1 {



match {
source-address 20.5.1.120/32;
destination-address 30.5.1.120/32;

}
then {
destination-nat {
pool {
des-p1;
}
}
}

If you are done configuring the device, enter conmit from configuration mode.

Configuring PPTP ALG trace options

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security alg pptp traceoptions flag all
set security alg traceoptions file trace
set security alg traceoptions file size 1g

set security alg traceoptions level verbose

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure PPTP ALG trace options:



1. Enable PPTP ALG trace options.

[edit security alg]
user@hostitset pptp traceoptions flag all

2. Configure a filename to receive output from the tracing operation.

[edit security alg]
user@hostitset traceoptions file trace

3. Specify the maximum trace file size.

[edit security alg]
user@hosti#set traceoptions file size 1g

4. Specify the level of tracing output.

[edit security alg]
user@hostitset traceoptions level verbose

Results

From configuration mode, confirm your configuration by entering the show security alg command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security alg
traceoptions {
file trace size 1g;
level verbose;
}
pptp traceoptions flag all;

If you are done configuring the device, enter commit from configuration mode.
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Confirm that the configuration is working properly.

Verifying the PPTP ALG Control Session

Purpose

Verify that the PPTP control session is created and all the PPTP control and data sessions are created.

Action

From operational mode, enter the show security flow session command.

user@host>show security flow session

SSession ID: 57, Policy name: pptp, Timeout: 1787

Resource information : PPTP ALG, 1, 0

In: 20.20.20.32/3905 --> 10.10.10.32/1723;tcp, If: ge-0/0/1.0 Pkts: 6, Bytes: 584
Out: 10.10.10.32/1723 --> 20.20.20.32/3905;tcp, If: fe-0/0/2.0 Pkts: 4, Bytes: 352

Session ID: 58, Policy name: pptp, Timeout: 1799
In: 20.20.20.32/0 --> 10.10.10.32/256;gre, If: ge-0/0/1.0
Out: 10.10.10.32/256 --> 20.20.20.32/65001;gre, If: fe-0/0/2.0

Session ID: 59, Policy name: pptp, Timeout: 1787
In: .10.10.10.32/0 --> 20.20.20.32/260;gre, If: ge-0/0/1.0
Out: 20.20.20.32/260 --> 10.10.10.32/65000;gre, If: fe-0/0/2.0



Meaning

e Session ID—Number that identifies the session. Use this ID to get more information about the
session such as policy name or number of packets in and out.

e Policy name—Policy name that permitted the traffic.

¢ In—Incoming flow (source and destination IP addresses with their respective source and destination
port numbers, session is TCP, and the source interface for this session is ge-0/0/1.0).

e Out—Reverse flow (source and destination IP addresses with their respective source and destination
port numbers, session is TCP, and destination interface for this session is fe-0/0/2.0).

Verifying the PPTP ALG Flow Gate Information

Purpose

Verify that the flow gate is opened for TCP data channel connection.

Action

From operational mode, enter the show security flow gate command.

user@host>show security flow gate

Hole: 20.0.172.24-20.0.172.24/0-0->21.0.172.38-21.0.172.38/25750-25750
Translated: 2015::172:24/65000->2005::172:108/360

Protocol: gre

Application: PPTP ALG/69

Age: 118 seconds

Flags: 0x0080

Zone: trust

Reference count: 1

Resource: 12-1-1

Hole: 2005::172:108-0-0->2015::172:24-2432-2432
Translated: 21.0.172.38/65001->20.0.172.24/2432
Protocol: gre

Application: PPTP ALG/69

Age: 120 seconds

Flags: 0x8080

Zone: untrust

Reference count: 1



Resource: 12-1-2
Valid gates: 2
Pending gates: 0
Invalidated gates: 0

Gates in other states: 0
Total gates: 2

Verifying PPTP ALG

Purpose

Verify that the PPTP ALG is enabled.

Action

From operational mode, enter the show security alg status command.

user@host>show security alg status

ALG Status :
PPTP : Enabled
RSH : Disabled
RTSP : Enabled
SCCP : Enabled
SIP : Enabled
TALK : Enabled
TFTP : Enabled

IKE-ESP : Disabled

Meaning

The output shows the PPTP ALG status as follows:
e Enabled—Shows the PPTP ALG is enabled.

e Disabled—Shows the PPTP ALG is disabled.



Verifying the PPTP Resource Manager Group

Purpose

Verify the total number of resource manager groups and active groups that are used by the PPTP ALG.

Action

From operational mode, enter the show security resource-manager group active command.

user@host>show security resource-manager group active
Group ID 1: Application - PPTP ALG
Total groups 19763, active groups 1

Verifying the PPTP Resource Information

Purpose

Verify the total number of resources and active resources that are used by the PPTP ALG.

Action

From operational mode, enter the show security resource-manager resource active command.

user@host>show security resource-manager resource active
Resource ID 2: Group ID - 1, Application - PPTP ALG

Resource ID 1: Group ID - 1, Application - PPTP ALG
Total Resources 93286, active resources 2

RSH ALG | 89
RTSP ALG | 108
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The Remote Procedure Call (RPC) ALG uses well-known ports TCP 111 and UDP 111 for port mapping,
which dynamically assigns and opens ports for RPC services. The RPC Portmap ALG keeps track of port
requests and dynamically opens the firewall for these requested ports. The RPC ALG can further restrict
the RPC protocol by specifying the allowed program numbers.

Understanding RPC ALGs

Junos OS supports basic Remote Procedure Call Application Layer Gateway (RPC ALG) services. RPC is a
protocol that allows an application running in one address space to access the resources of applications
running in another address space as if the resources were local to the first address space. The RPC ALG
is responsible for RPC packet processing.

The RPC ALG in Junos OS supports the following services and features:
e Sun Microsystems RPC Open Network Computing (ONC)
e Microsoft RPC Distributed Computing Environment (DCE)

e Dynamic port negotiation



e Ability to allow and deny specific RPC services
e Static Network Address Translation (NAT) and source NAT (with no port translation)
e RPC applications in security policies

Use the RPC ALG if you need to run RPC-based applications such as NFS or Microsoft Outlook. The
RPC ALG functionality is enabled by default.

Understanding Sun RPC ALGs

Sun Microsystems Remote Procedure Call (Sun RPC)—also known as Open Network Computing Remote
Procedure Call (ONC RPC)—provides a way for a program running on one host to call procedures in a
program running on another host. Because of the large number of RPC services and the need to
broadcast, the transport address of an RPC service is dynamically negotiated based on the service's
program number and version number. Several binding protocols are defined for mapping the RPC
program number and version number to a transport address.

Junos OS supports the Sun RPC as a predefined service and allows and denies traffic based on a security
policy you configure. The Application Layer Gateway (ALG) provides the functionality for Juniper
Networks devices to handle the dynamic transport address negotiation mechanism of the Sun RPC and
to ensure program number-based security policy enforcement. You can define a security policy to permit
or deny all RPC requests, or to permit or deny by specific program number. The ALG also supports route
mode and Network Address Translation (NAT) mode for incoming and outgoing requests.

When an application or a PC client calls a remote service, it needs to find the transport address of the
service. In the case of TCP/UDP, the address is a port number. A typical procedure for this case is as
follows:

1. The client sends the GETPORT message to the RPCBIND service on the remote machine. The
GETPORT message contains the program number, and version and procedure number of the remote
service it is attempting to call.

2. The RPCBIND service replies with a port number.
3. The client calls the remote service using the port number returned.
4. The remote service replies to the client.

A client also can use the CALLIT message to call the remote service directly, without determining the
port number of the service. In this case, the procedure is as follows:

1. The client sends a CALLIT message to the RPCBIND service on the remote machine. The CALLIT
message contains the program number and the version and procedure number of the remote service
it attempting to call.



2. RPCBIND calls the service for the client.

3. RCPBIND replies to the client if the call has been successful. The reply contains the call result and
the service's port number.

The Sun RPC ALG dynamically allocates new mapping entries instead of using a default size (512
entries). It also offers a flexible time-based RPC mapping entry that removes the mapping entry (auto-
clean) without affecting the associated active RPC sessions, including both control session and data
session.

Starting in Junos OS 15.1X49-D10 and Junos OS Release 17.3R1, you can define the Sun RPC mapping
entry ageout value. Use the set security alg sunrpc map-entry-timeout value command. The ageout value
ranges from 1 hour to 72 hours, and the default value is 32 hours. If the Sun RPC ALG service does not
trigger the control negotiation even after 72 hours, the maximum RPC ALG mapping entry value times
out and the new data connection to the service fails.

Enabling Sun RPC ALGs

The Sun RPC ALG is enabled by default and requires no configuration.
Enabling Sun RPC ALGs (CLI Procedure)

To disable the Sun RPC ALG, enter the following command:

user@host# set security alg sunrpc disable

To re-enable the Sun RPC ALG, enter the following command:

user@host# delete security alg sunrpc

Customizing Sun RPC Applications (CLI Procedure)

All Sun RPC applications can be customized by using a predefined application set.



For example, an application can be customized to open the control session only and not allow any data
sessions:

application-set junos-sun-rpc {
application junos-sun-rpc-tcp;

application junos-sun-rpc-udp;

In the following example, the predefined application set allows data sessions only. It will not work
without the control session:

application-set junos-sun-rpc-portmap {
application junos-sun-rpc-portmap-tcp;

application junos-sun-rpc-portmap-udp;

To customize all Sun RPC applications with predefined application sets, use both application sets in the
policy:

application-set [junos-sun-rpc junos-sun-rpc-portmap]

NOTE: MS RPC applications are customized in the same way as Sun RPC applications.

Understanding Sun RPC Services

Sun RPC, also known as Open Network computing remote procedure call (ONC RPC), provides a way for
a program running on one host to call procedures in a program running on another host. Sun RPC
services are defined by a program identifier. The program identifier is independent of any transport
address, and most of the Sun RPC sessions are initiated through TCP or UDP port 111. Each host links
the required RPC service to a dynamic TCP or UDP port that is negotiated over the port 111 control
channel, allowing the client to connect to either TCP or UDP port 111.

Predefined Sun Microsystems remote procedure call (Sun RPC) services include:
®  junos-sun-rpc-tcp

®  junos-sun-rpc-udp



The Sun RPC ALG can be applied by using the following methods:

e ALG default application—Use one of the following predefined applications for control and data
connections in your policy:

®  junos-sun-rpc-any-tcp

®  junos-sun-rpc-any-udp

® junos-sun-rpc-mountd-tcp
® junos-sun-rpc-mountd-udp
® junos-sun-rpc-nfs-tcp

® junos-sun-rpc-nfs-udp

®  junos-sun-rpc-nlockmgr-tcp
® junos-sun-rpc-nlockmgr-udp
® junos-sun-rpc-portmap-tcp
®  junos-sun-rpc-portmap-udp
® junos-sun-rpc-rquotad-tcp
®  junos-sun-rpc-rquotad-udp
® junos-sun-rpc-ruserd-tcp
® junos-sun-rpc-ruserd-udp
®  junos-sun-rpc-sadmind-tcp
® junos-sun-rpc-sadmind-udp
® junos-sun-rpc-sprayd-tcp
® junos-sun-rpc-sprayd-udp
® junos-sun-rpc-status-tcp
® junos-sun-rpc-status-udp
® junos-sun-rpc-walld-tcp
® junos-sun-rpc-walld-udp

® junos-sun-rpc-ypbind-tcp



®  junos-sun-rpc-ypbind-udp
® junos-sun-rpc-ypserv-tcp
®  junos-sun-rpc-ypserv-udp
e Default control application—Use the predefined control through junos-sun-rpc:

e Create an application for data (USER_DEFINED_DATA). You can make a set of your own data (for
example, my_rpc_application_set) and use it in the policy.

o ALG default application set—Use the predefined application set for control and customized data
application in the policy:

e junos-sun-rpc (for control sessions)
®  junos-sun-rpc-any
®  junos-sun-rpc-mountd
® junos-sun-rpc-nfs
® junos-sun-rpc-nfs-access
® junos-sun-rpc-nlockmgr
e junos-sun-rpc-portmap (for data sessions)
® junos-sun-rpc-rquotad
®  junos-sun-rpc-ruserd
®  junos-sun-rpc-sadmind
® junos-sun-rpc-sprayd
® junos-sun-rpc-status
® junos-sun-rpc-walld
® junos-sun-rpc-ypbind
®  junos-sun-rpc-ypserv
e Custom control and custom data application—Use a customized application:
e Create an application for control (USER_DEFINED_CONTROL) and data (USER_DEFINED_DATA).
¢ In the policy, use the user-defined application set for a control and customized data application:

e USER_DEFINED_CONTROL



e USER_DEFINED_DATA

Table 2 on page 80 lists predefined Sun RPC services, a program identifier associated with each service,
and a description of each service.

Table 2: Predefined Sun RPC Services

Service Program ID Description

PORTMAP 100000 Sun RPC Portmapper protocol is a TCP or UDP
port-based service that includes TCP or UDP
port 111.

NFS 100003 Sun RPC Network File System.

MOUNT 100005 Sun RPC mount process.

YPBIND 100007 Sun RPC Yellow Page Bind service.

STATUS 100024 Sun RPC status.

Understanding Microsoft RPC ALGs

Microsoft Remote Procedure Call (MS-RPC) is the Microsoft implementation of the Distributed
Computing Environment (DCE) RPC. Like the Sun RPC, MS-RPC provides a way for a program running
on one host to call procedures in a program running on another host. Because of the large number of
RPC services and the need to broadcast, the transport address of an RPC service is dynamically
negotiated based on the service program's universal unique identifier (UUID). The specific UUID is
mapped to a transport address.

Junos OS devices running Junos OS support MS-RPC as a predefined service and allow and deny traffic
based on a policy you configure. The Application Layer Gateway (ALG) provides the functionality for
Juniper Networks devices to handle the dynamic transport address negotiation mechanism of the MS-
RPC, and to ensure UUID-based security policy enforcement. You can define a security policy to permit
or deny all RPC requests, or to permit or deny by specific UUID number. The ALG also supports route
mode and Network Address Translation (NAT) mode for incoming and outgoing requests.

When both the MS-RPC client and MS-RPC server are 64 bit capable (such as MS Exchange 2008), they
negotiate to use NDR64 transfer syntax during the network communication. when you use NDRé64, the



interface parameters should be encoded according to NDR64 syntax, because the packet format for
NDRé64 is different from the packet format for NDR20 (32 bit version).

In MS-RPC, there is a remote activation interface of the DCOM Remote Protocol called
ISystemActivator (also known as IRemoteSCMActivator). It is used by the Windows Management
Instrumentation Command-line (WMIC), Internet Information Services (IIS), and many other applications
that are used extensively.

The MS-RPC ALG dynamically allocates new mapping entries instead of using a default size (512
entries). It also offers a flexible time-based RPC mapping entry that removes the mapping entry (auto-
clean) without affecting the associated active RPC sessions, including both control session and data
session.

Starting in Junos OS Release 15.1X49-D10 and Junos OS Release 17.3R1, you can define the MS-RPC
mapping entry ageout value. Use the set security alg msrpc map-entry-timeout value command. The ageout
value ranges from 1 hour to 72 hours, and the default value is 32 hours. If the MS-RPC ALG service does
not trigger the control negotiation even after 72 hours, the maximum MS-RPC ALG mapping entry value
times out and the new data connection to the service fails.

Enabling Microsoft RPC ALGs

The MS-RPC ALG is enabled by default and requires no configuration.
Enabling Microsoft RPC ALGs (CLI Procedure)

To disable the Microsoft RPC ALG, enter the following command:

user@host# set security alg msrpc disable

To reenable the Microsoft RPC ALG, enter the following command:

user@host# delete security alg msrpc



Configuring the Microsoft RPC ALG
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You can configure the Microsoft RPC ALG using the following three methods:

Configuring the MS-RPC ALG with a Predefined Microsoft Application

There are several predefined MS applications. To view the predefined Microsoft applications from the
CLI, enter the show configuration groups junos-defaults command.

user@host> show security policies
from-zone trust to-zone untrust {
policy p1 {
match {
source-address any;
destination-address any;
application junos-ms-rpc-msexchange;

}

then {
permit;

}

After you commit the configuration, from the CLI, enter the show security alg msrpc object-id-map command
to view the output.

user@host> show security alg msrpc object-id-map

uuID 0ID
1544f5e0-613c-11d1-93df-00c04fd7bd09 0x80000001
a4f1db00-cad7-1067-b31f-00dd010662da 0x80000002

f5cchal8-4264-101a-8c59-08002b218426 0x80000003



The output shows that the UUID has been applied for the policy.

Configuring the MS-RPC ALG with a Wildcard UUID

To permit the configuration for any MS RPC application, add the application junos-ms-rpc-any statement to
the Permit configuration.

user@host> show security policies
from-zone trust to-zone untrust {
policy p1 {
match {
source-address any;
destination-address any;

application junos-ms-rpc-any;

}

then {
permit;

}

After you commit the configuration, from the CLI, enter the show security alg msrpc object-id-map command
to view the output.

user@host> show security alg msrpc object-id-map
UuID 0ID
fEfFffff-ffff-ffff-ffff-fFrffffffffff 0x80000004

Configuring the MS-RPC ALG with a Specific UUID

For applications that have not been predefined, you need to manually configure a specific UUID. For
example, to permit a NETLOGON application that has not been predefined, you add the application
msrpc-netlogon statement to the Permit configuration.

In Junos OS Release 15.1X49-D90 and earlier, on all SRX Series devices, the custom application
universal unique identifier (UUID) of Microsoft remote procedure call (MS-RPC) with leading zeros and
the nil UUID (00000000-0000-0000-0000-000000000000) might match all TCP traffic and referenced
policies allowing all TCP traffic instead of entering MS-RPC ALG check.



Starting with Junos OS Release 15.1X49-D100 and Junos OS Release 17.3R1, the custom application
UUID with leading zeros does not match all TCP traffic and referenced policies, which will enter MS-RPC
ALG check. This new application does not allow the nil UUID.

user@host> show applications
application msrpc-netlogon {
term t1 protocol tcp uuid 12345678-1234-abcd-ef00-01234567cffb;
term t2 protocol udp uuid 12345678-1234-abcd-ef00-01234567cffb;
term t3 protocol tcp uuid 12345778-1234-abcd-ef00-0123456789ab;
}
user@host> show security policies
from-zone trust to-zone untrust {
match {
source-address any;
destination-address any;
application msrpc-netlogon;
}
then {

permit;

After you commit the configuration, from the CLI, enter the show security alg msrpc object-id-map command
to verify the Microsoft universal unique identifier to Object ID (UUID-to-OID) mapping table. The
Microsoft RPC ALG monitors packets on TCP port 135.

user@host> show security alg msrpc object-id-map

uuID 0ID

12345778-1234-abcd-ef00-0123456789ab 0x80000006
12345678-1234-abcd-ef00-01234567cffb 0x80000005
be617c0-31a5-11cf-a7d8-00805f48a135 0x80000020
€3514235-4b06-11d1-ab04-00c04fc2dcd2 0x80000002
67df7c70-0f04-11ce-b13f-00aad03bacbe 0x80000014

NOTE: The show security alg msrpc object-id-map CLI command has a chassis cluster node option to
permit the output to be restricted to a particular node or to query the entire cluster. The show
security alg msrpc object-id-map node CLI command options are <node-id | all | local | primary>.



Understanding Microsoft RPC Services

MS-RPC is the Microsoft implementation of the Distributed Computing Environment (DCE) RPC. Like
the Sun RPC, the MS-RPC provides a way for a program running on one host to call procedures in a
program running on another host. The MS-RPC is dynamically negotiated based on the service
program's universal unique identifier (UUID). The specific UUID is mapped to a transport address.

In Junos OS Release 15.1X49-D90 and earlier, on all SRX Series devices, the custom application
universal unique identifier (UUID) of Microsoft remote procedure call (MS-RPC) with leading zeros and
the nil UUID (00000000-0000-0000-0000-000000000000) might match all TCP traffic and referenced
policies allowing all TCP traffic instead of entering MS-RPC ALG check.

Starting with Junos OS Release 15.1X49-D100 and Junos OS Release 17.3R1, the custom application
UUID with leading zeros does not match all TCP traffic and referenced policies, which will enter MS-RPC
ALG check. This new application does not allow the nil UUID.

Predefined Microsoft remote procedure call (MS-RPC) services include:
®  junos-ms-rpc-epm

® junos-ms-rpc-tcp

® junos-ms-rpc-udp

MS-RPC application defaults include:
® junos-ms-rpc-iis-com-1

® junos-ms-rpc-iis-com-adminbase

® junos-ms-rpc-msexchange-directory-nsp
® junos-ms-rpc-msexchange-directory-rfr
® junos-ms-rpc-msexchange-info-store

® junos-ms-rpc-uuid-any-tcp

® junos-ms-rpc-uuid-any-udp

® junos-ms-rpc-wmic-admin

®  junos-ms-rpc-wmic-admin2

®  junos-ms-rpc-wmic-mgmt

® junos-ms-rpc-wmic-webm-callresult



® junos-ms-rpc-wmic-webm-classobject

® junos-ms-rpc-wmic-webm-levelllogin

® junos-ms-rpc-wmic-webm-login-clientid

®  junos-ms-rpc-wmic-webm-login-helper

®  junos-ms-rpc-wmic-webm-objectsink

® junos-ms-rpc-wmic-webm-refreshing-services
® junos-ms-rpc-wmic-webm-remote-refresher

® junos-ms-rpc-wmic-webm-services

®  junos-ms-rpc-wmic-webm-shutdown

MS-RPC application-set defaults include:
®  junos-ms-rpc

®  junos-ms-rpc-any

® junos-ms-rpc-iis-com

® junos-ms-rpc-msexchange

®  junos-ms-rpc-wmic

Table 3 on page 86 lists predefined MS-RPC services, UUID values associated with each service, and a
description of each service.

Table 3: Predefined MS-RPC services

Service UuID Description

EPM €1af8308-5d1f-11c9-91a4-08002b14a0fa MS-RPC Endpoint Mapper
(EPM) protocol is a TCP/UDP
port-based service that
includes TCP/UDP port 135.

EXCHANGE-DATABASE 1a190310-bb9c-11cd-20f8-00aa00466520 Microsoft Exchange Database
service.



Table 3: Predefined MS-RPC services (Continued)

Service uuiD Description
EXCHANGE-DIRECTORY f5cc5a18-4264-101a-8c59-08002b2f8426 Microsoft Exchange Directory
service.

f5cc5a7c-4264-101a-8c59-08002b2f8426

f5cc59b4-4264-101a-8c59-08002b2f8426

WIN-DNS 50abc2a4-574d-40b3-9d66-ee4fd5fba076 Microsoft Windows DNS
server.

WINS 5f52¢28-7f9f-101a-b52b-08002b2efabe Microsoft WINS service.

811109bf-a4el-11d1-ab54-00a0c91e9b45

WMIC-Webm-Levelllogin f309ad18-d86a-11d0-a075-00c04fb68820 This service allows users to
connect to the management
services interface in a
particular namespace.

Customizing Microsoft RPC Applications (CLI Procedure)

MS-RPC applications are customized in the same way as SUN RPC applications.
MS-RPC services in security policies are:

o 0e4a0156-dd5d-11d2-8c2f-00c04fbbbcde

® 1453c42c-0fa6-11d2-a910-00c04f990f3b

o 10f24e8e-0fa6-11d2-a910-00c04f990f3b

o 1544f5e0-613c-11d1-93df-00c04fd7bd09

The corresponding TCP/UDP ports are dynamic. To permit them, you use the following statement for
each number:

set applications application-name term term-name uuid hex-number



The ALG maps the program numbers into dynamically negotiated TCP/UDP ports based on these four
UUIDs and permits or denies the service based on a policy you configure.

Release History Table

Release

15.1X49-
D90

15.1X49-
D90

15.1X49-
D100

15.1X49-
D100

15.1X49-
D10

15.1X49-
D10

Description

In Junos OS Release 15.1X49-D90 and earlier, on all SRX Series devices, the custom application
universal unique identifier (UUID) of Microsoft remote procedure call (MS-RPC) with leading zeros
and the nil UUID (00000000-0000-0000-0000-000000000000) might match all TCP traffic and
referenced policies allowing all TCP traffic instead of entering MS-RPC ALG check.

In Junos OS Release 15.1X49-D90 and earlier, on all SRX Series devices, the custom application
universal unique identifier (UUID) of Microsoft remote procedure call (MS-RPC) with leading zeros
and the nil UUID (00000000-0000-0000-0000-000000000000) might match all TCP traffic and
referenced policies allowing all TCP traffic instead of entering MS-RPC ALG check.

Starting with Junos OS Release 15.1X49-D100 and Junos OS Release 17.3R1, the custom
application UUID with leading zeros does not match all TCP traffic and referenced policies, which
will enter MS-RPC ALG check. This new application does not allow the nil UUID.

Starting with Junos OS Release 15.1X49-D100 and Junos OS Release 17.3R1, the custom
application UUID with leading zeros does not match all TCP traffic and referenced policies, which
will enter MS-RPC ALG check. This new application does not allow the nil UUID.

Starting in Junos OS 15.1X49-D10 and Junos OS Release 17.3R1, you can define the Sun RPC
mapping entry ageout value.

Starting in Junos OS Release 15.1X49-D10 and Junos OS Release 17.3R1, you can define the MS-
RPC mapping entry ageout value.
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RSH ALG

IN THIS SECTION

Understanding the RSH ALG | 89
Example: Configuring the RSH ALG | 90

The Remote Shell (RSH) provides a conduit to execute commands on a remote host. Unlike Telnet or
SSH, which create a terminal shell session on the remote system, RSH passes the command and
authentication data. The protocol uses the 514 TCP port to pass the authentication data and the
command. The server returns the stdout of the command to the client's source port. RSH requires an
ALG to pass a second client port to the server for transmission of the stderr stream.

Understanding the RSH ALG

The Remote Shell (RSH) Application Layer Gateway (ALG) processes RSH packets that initiate requests
and open two gates to allow return packets from the reverse direction to the client. One gate is used for
an identification (ident) session to apply authorization and the other gate is used for a standard error
(stderr) session to transfer an error message.

NOTE: The RSH ALG does not work if Port Address Translation (PAT) is configured. The RSH
requires the port range to be between 512 to 1024. The source NAT module cannot match this
port range.

SEE ALSO

Understanding Data ALG Types | 14



Example: Configuring the RSH ALG

IN THIS SECTION

Requirements | 90
Overview | 90

Configuration | 93
Verification | 105

This example shows how to configure the RSH ALG in route or NAT mode. The configuration allows
RSH traffic to pass through a device, and it transfers remote commands and results between a client and
a server located on opposite sides of a Juniper Networks device.

Requirements
This example uses the following hardware and software components:

e An SRX Series device

e Two PCs (server and client)

Before you begin:

e Understand the concepts behind ALGs. See "ALG Overview" on page 2

e Understand the basics of RSH ALG. See the "Understanding the RSH ALG" on page 89

Overview

IN THIS SECTION

Topology | 92

In this example, first you configure network interfaces on the device. Create security zones and assign
interfaces to the zones, and configure a policy to allow RSH traffic to go through an SRX Series device.



Then you create a static NAT rule set rs1 with a rule r1 to match with the destination address
40.0.172.10/32, and you create a static NAT prefix with address 40.0.172.45/32.

Next you create a source NAT pool src-p1 with a source rule set src-rsi to translate packets from
interface fe-3/0/0.0 to interface fe-3/0/1.0. For matching packets, the source address is translated to an
IP address in the src-p1 pool.

Then you create a destination NAT pool des-p1 with a destination rule set des-rs1 to translate packets
from zone trust to destination address 40.0.172.10/32. For matching packets, the destination address is
translated to an IP address in the des-p1 pool. Finally, you enable RSH ALG trace options.



Topology

Figure 5 on page 92 shows

the RSH ALG topology.

Figure 5: RSH ALG Topology
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Configuration

IN THIS SECTION

Configuring a Route Mode | 93

Configuring a Static NAT Rule Set | 97

Configuring a Source NAT Pool and Rule Set without PAT | 98

Configuring a Destination NAT Pool and Rule Set | 101

Enabling RSH ALG Trace Options | 103

To configure the RSH ALG, perform these tasks:

Configuring a Route Mode

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the

commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit 0 family inet address 10.208.172.58/21
set interfaces fe-3/0/0 unit 0 family inet address 30.3.3.149/8
set interfaces fe-3/0/1 unit 0 family inet address 40.4.4.149/8

set security
set security
set security
set security
set security
set security
set security
set security
set security

set security

zones
zones
zones
zones
zones

zones

security-zone
security-zone
security-zone
security-zone
security-zone

security-zone

trust host-inbound-traffic system-services all
trust host-inbound-traffic protocols all

trust interfaces fe-3/0/0.0

untrust host-inbound-traffic system-services all
untrust host-inbound-traffic protocols all
untrust interfaces fe-3/0/1.0

policies from-zone trust to-zone untrust policy rsh match source-address any

policies from-zone trust to-zone untrust policy rsh match destination-address any

policies from-zone trust to-zone untrust policy rsh match application junos-rsh

policies from-zone trust to-zone untrust policy rsh then permit



Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure route mode:

1. Configure interfaces.

[edit interfaces]

user@hostitset ge-0/0/0 unit 0 family inet address 10.208.172.58/21
user@hostitset fe-3/0/0 unit 0 family inet address 30.3.3.149/8
user@hostitset fe-3/0/1 unit 0 family inet address 40.4.4.149/8

2. Configure zones and assign interfaces to the zones.

[edit security zones security-zonel]

user@hostitset trust host-inbound-traffic system-services all
user@hostiset trust host-inbound-traffic protocols all
user@hostiset trust interfaces fe-3/0/0.0

user@hosti#set untrust host-inbound-traffic system-services all
user@hosti#set untrust host-inbound-traffic protocols all

user@hosti#set untrust interfaces fe-3/0/0.1

3. Configure an RSH policy that allows RSH traffic from the trust zone to the untrust zone.

[edit security policies from-zone trust to-zone untrust]
user@hostiset policy rsh match source-address any
user@hosti#set policy rsh match destination-address any
user@hostiset policy rsh match application junos-rsh
user@hostitset policy rsh then permit

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security zones,
and show security policies commands. If the output does not display the intended configuration, repeat
the configuration instructions in this example for correction.



For brevity, this show output includes only the configuration that is relevant to this example. Any other
configuration on the system has been replaced with ellipses (...).

[edit]
user@host# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 10.208.172.58/21;

}
fe-3/0/0 {
unit 0 {
family inet {
address 30.3.3.149/8;

}
fe-3/0/1 {
unit 0 {
family inet {
address 40.4.4.149/8;

[edit]
user@host# show security zones

security-zone trust {
host-inbound-traffic {

system-services {

all;

}

protocols {
all;

}

}

interfaces {
fe-3/0/0.0;



3

security-zone untrust {
host-inbound-traffic {

system-services {

all;
}
protocols {
all;
}
}
interfaces {
fe-3/0/1.0;
}
}
[edit]

user@host# show security policies
from-zone trust to-zone untrust {
policy rsh {
match {
source-address any;
destination-address any;

application junos-rsh;

}

then {
permit;

}

If you are done configuring the device, enter commit from configuration mode.



Configuring a Static NAT Rule Set

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security nat static rule-set rsi1 from zone trust
set security nat static rule-set rs1 rule r1 match destination-address 40.0.172.10/32
set security nat static rule-set rsi rule r1 then static-nat prefix 40.0.172.45/32

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a static NAT rule set:

1. Create a static NAT rule set.

[edit security nat static rule-set rsi]
user@hostitset from zone trust

2. Define the rule to match with the destination address.

[edit security nat static rule-set rsi]
user@host# set rule r1 match destination-address 40.0.172.10/32

3. Define the static NAT prefix for the device.

[edit security nat static rule-set rsi]
user@host# set rule r1 then static-nat prefix 40.0.172.45/32



Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

[edit]
user@host# show security nat
static {
rule-set rsi1 {
from zone trust;
rule r1 {
match {
destination-address 40.0.172.10/32;
}
then {
static-nat {
prefix {
40.0.172.45/32;

If you are done configuring the device, enter commit from configuration mode.
Configuring a Source NAT Pool and Rule Set without PAT

CLI Quick Configuration

NOTE: The RSH ALG does not support PAT configuration. The RSH ALG requires the stderr port
range to be between 512 to 1024. The source NAT module cannot match this port range.



To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security nat source pool src-pl address 40.0.172.100/32 to 40.0.172.101/32

set security nat source pool src-pl port no-translation

set security nat source rule-set src-rs1 from interface fe-3/0/0.0

set security nat source rule-set src-rsl1 to interface fe-3/0/1.0

set security nat source rule-set src-rsi1 rule r1 match source-address 30.0.0.0/8

set security nat source rule-set src-rsi1 rule r1 match destination-address 40.0.0.0/8
set security nat source rule-set src-rs1 rule r1 then source-nat pool src-pi

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a source NAT pool and rule set:

1. Create a source NAT pool.

[edit security nat source]
user@hostitset pool src-p1 address 40.0.172.100/32 to 40.0.172.101/32

2. Create a source NAT pool with no port translation.

[edit security nat source ]

set pool src-p1 port no-translation

3. Create a source NAT rule set.

[edit security nat source]
user@host# set rule-set src-rs1 from interface fe-3/0/0.0
user@host# set rule-set src-rs1 to interface fe-3/0/1.0



4. Configure a rule that matches packets and translates the source address to an address in the source
pool.

[edit security nat source]
user@host# set rule-set src-rsl1 rule r1 match source-address 30.0.0.0/8

5. Configure a rule that matches packets and translates the destination address to an address in the
source pool.

[edit security nat sourcel]
user@host# set rule-set src-rsl1 rule r1 match destination-address 40.0.0.0/8

6. Configure a source NAT pool in the rule.

[edit security nat sourcel]
user@host# set rule-set src-rs1 rule r1 then source-nat pool src-pi

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security nat
source {
pool src-pl {
address {
40.0.172.100/32 to 40.0.172.101/32;
}
port no-translation;
}
rule-set src-rsi1 {
from interface fe-3/0/0.0;
to interface fe-3/0/1.0;
rule r1 {
match {
source-address 30.0.0.0/8;
destination-address 40.0.0.0/8;



}
then {
source-nat {
pool {
src-pl;

If you are done configuring the device, enter commit from configuration mode.

Configuring a Destination NAT Pool and Rule Set

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security nat destination pool des-p1 address 40.0.172.45/32

set security nat destination rule-set des-rs1 from zone trust

set security nat destination rule-set des-rs1 rule des-r1 match source-address 30.0.172.12/32
set security nat destination rule-set des-rs1 rule des-r1 match destination-address
40.0.172.10/32

set security nat destination rule-set des-rs1 rule des-r1 then destination-nat pool des-p1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a destination NAT pool and rule set:

1. Create a destination NAT pool.

[edit security nat destination]
user@host#set pool des-p1 address 40.0.172.45/32



2. Create a destination NAT rule set.

[edit security nat destination]
user@host# set rule-set des-rs1 from zone trust

3. Configure a rule that matches packets and translates the source address to the address in the pool.

[edit security nat destination]
user@host# set rule-set des-rsl1 rule des-r1 match source-address 30.0.172.12/32

4. Configure a rule that matches packets and translates the destination address to the address in the
pool.

[edit security nat destination]
user@host# set rule-set des-rsl1 rule des-r1 match destination-address 40.0.172.10/32

5. Configure a source NAT pool in the rule.

[edit security nat destination]
user@host# set rule-set des-rs1 rule des-r1 then destination-nat pool des-p1

Results

From configuration mode, confirm your configuration by entering the show security nat command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security nat
destination {
pool des-p1 {
address {
40.0.172.45/32;

3
rule-set des-rs1 {
from zone trust;

rule des-r1 {



match {
source-address 30.0.172.12/32;
destination-address 40.0.172.10/32;

}
then {
destination-nat {
pool {
des--p1;
}
}
}

If you are done configuring the device, enter conmit from configuration mode.

Enabling RSH ALG Trace Options

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security alg rsh traceoptions flag all
set security alg traceoptions file trace

set security alg traceoptions file size 1g
set security alg traceoptions level verbose

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To enable RSH ALG trace options:



1. Enable RSH ALG trace options.

[edit security alg]
user@hostitset sql traceoptions flag all

2. Configure a filename to receive output from the tracing operation.

[edit security alg]
user@hostitset traceoptions file trace

3. Specify the maximum trace file size.

[edit security alg]
user@hosti#set traceoptions file size 1g

4. Specify the level of tracing output.

[edit security alg]
user@hostitset traceoptions level verbose

Results

From configuration mode, confirm your configuration by entering the show security alg command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security alg
traceoptions {
file trace size 1g;
level verbose;
}

rsh traceoptions flag all;

If you are done configuring the device, enter commit from configuration mode.



Verification

IN THIS SECTION

Verifying the RSH ALG Control Session | 105
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Verifying the RSH ALG Resource Information | 107

Confirm that the configuration is working properly.

Verifying the RSH ALG Control Session

Purpose

Verify that the RSH command is executed and all the RSH control and data sessions are created.

Action

From operational mode, enter the show security flow session command.

user@host>show security flow session

Session ID: 2924, Policy name: rsh/6, Timeout: 2, Valid

Resource information : RSH ALG, 2, 0
In: 30.0.172.12/1023 --> 40.0.172.45/514;tcp, If: fe-3/0/0.0, Pkts: 7, Bytes: 320
Out: 40.0.172.45/514 --> 30.0.172.12/1023;tcp, If: fe-3/0/1.0, Pkts: 7, Bytes: 314

Session ID: 2925, Policy name: rsh/6, Timeout: 2, Valid

Resource information : RSH ALG, 2, 24
In: 40.0.172.45/44864 --> 30.0.172.12/113;tcp, If: fe-3/0/1.0, Pkts: 5, Bytes: 278
Out: 30.0.172.12/113 --> 40.0.172.45/44864;tcp, If: fe-3/0/0.0, Pkts: 5, Bytes: 345

Session ID: 2926, Policy name: rsh/6, Timeout: 2, Valid

Resource information : RSH ALG, 2, 23
In: 40.0.172.45/1023 --> 30.0.172.12/1022;tcp, If: fe-3/0/1.0, Pkts: 4, Bytes: 216
Out: 30.0.172.12/1022 --> 40.0.172.45/1023;tcp, If: fe-3/0/0.0, Pkts: 3, Bytes: 164

Total sessions: 3



Meaning

e Session ID—Number that identifies the session. Use this ID to get more information about the
session such as policy name, number of packets in and out.

e Policy name—Policy name that permitted the traffic.

¢ In—Incoming flow (source and destination IP addresses with their respective source and destination
port numbers, session is TCP, and source interface for this session is fe-3/0/0.0).

e Out—Reverse flow (source and destination IP addresses with their respective source and destination
port numbers, session is TCP, and destination interface for this session is fe-3/0/1.0).

Verifying the RSH ALG

Purpose

Verify that the RSH ALG is enabled.

Action

From operational mode, enter the show security alg status command.

user@host>show security alg status

ALG Status :
PPTP : Enabled
RSH : Disabled
RTSP : Enabled
SCCP : Enabled
SIP : Enabled
TALK : Enabled
TFTP : Enabled

IKE-ESP : Disabled

NOTE: The RSH ALG is disabled by default. To enable the RSH ALG, enter the set security alg rsh
command in the configuration mode.

Meaning

The output shows the RSH ALG status as follows:



e Enabled—Shows the RSH ALG is enabled.

e Disabled—Shows the RSH ALG is disabled.

Verifying the RSH ALG Resource Manager Group

Purpose

Verify the total number of resource manager groups and active groups that are used by the RSH ALG.

Action

From operational mode, enter the show security resource-manager group active command.

user@host>show security resource-manager group active
Group ID 1: Application - RSH ALG
Total groups 677, active groups 1

Verifying the RSH ALG Resource Information

Purpose

Verify the total number of resources and active resources that are used by the RSH ALG.

Action

From operational mode, enter the show security resource-manager resource active command.

user@host>show security resource-manager resource active
Resource ID 2: Group ID - 1, Application - RSH ALG

Resource ID 1: Group ID - 1, Application - RSH ALG

Total Resources 4044, active resources 2

SEE ALSO
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RTSP ALG
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Example: Configuring the RTSP ALG | 115

The Real-Time Streaming Protocol (RTSP) controls the delivery of data with real-time properties such as
audio and video. Media can be transmitted on the same RTSP control stream. This is an HTTP-like text-
based protocol, but client and server maintain session information. A session is established using the
SETUP message and terminated using the TEARDOWN message. The transport (the media protocol,
address, and port numbers) is negotiated in the setup and the setup-response.

Support for stateful firewall and NAT services requires that you configure the RTSP ALG for TCP port
554. The ALG monitors the control connection, opens flows dynamically for media (RTP/RTSP) streams,
and performs NAT address and port rewrites.

Understanding the RTSP ALG

IN THIS SECTION

Overview | 108

RTSP Modes | 109

Overview

RTSP (Real-Time Streaming Protocol) is an Application Layer protocol for controlling the delivery of data
with real-time properties. It is similar in syntax and operation to HTTP/1.1. Unlike SIP and H.323, the
purpose of RTSP is to access existing media files over the network and to control the replay of the



media. The typical communication is between a client (running RealPlayer for example) and a streaming
media server. Commands include the ability to pause and play media files from the remote server.

RTSP is a control channel protocol between the media client and media server. The data channel uses a
different protocol, usually Real-Time Transport Protocol (RTP) or RTP Control Protocol (RTCP).

In RTSP standard mode, the client sets up three network channels with the RTSP server when media
data is delivered using RTP over UDP.

RTSP runs over TCP. RTP and RTCP run over UDP. The ports for RTP and RTCP packets are dynamically
negotiated by the client and server using RTSP. Because RTP and RTCP ports are dynamic, these ports
cannot be allowed by a static policy. The main purpose of introducing an RTSP ALG to a firewall is to
create dynamic policy (pinhole) according to the result of client/server negotiation so that RTP and RTCP
traffic can pass through.

When the client and server reside in different realms, they might not be able to determine how to route
to the address of the RTP or RTCP offer given by the peer. In this case, ALG needs to be involved to do
translation for the RTP or RTCP offer address and modify it in the payload.

After the connection is established, the RTSP ALG monitors the messages exchanged between the client
and server, tracks the status change of the dialog, and returns all the resources it acquired to support an
RTSP dialog back to the system after the dialog has completed or failed.

RTSP Modes

Standard Mode

In RTSP standard mode, the client sets up three network channels with the RTSP server when media
data is delivered using RTP over UDP.

A full-duplex TCP connection is used for control and negotiation. A full-duplex UDP channel is used for
media data delivery using the RTP packet format. In most cases, RTP is initiated from the server. A full-
duplex UDP channel called RTCP is used to provide synchronization information to the client and packet
loss information to the server.



Figure 6 on page 110 shows the RTSP ALG standard mode.

Figure 6: RTSP ALG Standard Mode
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Interleave Mode

In RTSP interleave mode, media data can be made into packets using RTP or RDT over TCP. In this
scenario , a single full-duplex TCP connection is used for both control and for media data delivery from
the RTSP server to the client. The data stream is interleaved with the RTSP control stream.

Figure 7 on page 110 shows the RTSP ALG interleave mode.

Figure 7: RTSP ALG Interleave Mode
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Understanding RTSP ALG Messages
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RTSP Message Format

RTSP is text based and uses the ISO 10646 character set in UTF-8 encoding. Lines are terminated by
CRLF, and an empty line is the separator of the message and body.

The first line is called the start-line. For request messages from client to server, the start-line represents

the RTSP method. For the response message from server to client, the start-line represents the RTSP

status code as the reply of method. The status code element is a 3-digit integer result code.

RTSP Methods

There are nine types of methods during one transaction.

OPTION—Represents a request for information about the communication options available on the
request/response chain identified by the Request-URL. This method allows the client to determine
the options, requirements, or both associated with a resource, or the capabilities of a server, without
implying a resource action or initiating a resource retrieval.

DESCRIBE—Retrieves the description of a presentation or media object identified by the request
URL from a server. This method might use the Accept header to specify the description formats that
the client interprets.

ANNOUNCE—Request sent from client to server, this method posts the description of a presentation
or media object identified by the request URL to a server. When request sent from server to client,
this method updates the session description in real-time.

SETUP—Requests a URI and specifies the transport mechanism to be used for the streamed media.
PLAY—Informs the server to start sending data using the mechanism specified in SETUP.

PAUSE—Requests the stream delivery to be interrupted temporarily.



TEARDOWN-—Stops the stream delivery for the given URI, freeing the resource associated with it.

GET_PARAMETER—Retrieves the value of a parameter of a presentation or stream specified in the
URI.

SET_PARAMETER—Sets the value of a parameter for a presentation or stream specified by the URI.

RTSP Status Code

The first digit of the status code defines the class of response.

1**: Informational—Request received, continuing process.

2**: Success

3**: Redirection—Further action must be taken in order to complete the request.
4**: Client Error—The request contains bad syntax or cannot be fulfilled.

5**: Server Error—The server failed to fulfill an apparently valid request.

RTSP Header

The RTSP header consists of the following fields:

CSeq—Specifies the sequence number for an RTSP request-response pair. For every RTSP request
containing the given sequence number, there will be a corresponding response having the same
number.

Content-Length—Contains the length of the content of the method, that is, after the double CRLF
following the last header.

TRANSPORT—Indicates which transport protocol is to be used and configures its parameters.

SESSION—Identifies an RTSP session started by the media server in a SETUP response and
concluded by TEARDOWN on the presentation URL.

Understanding RTSP ALG Conversation and NAT

This topic provides details on typical RTSP ALG conversation.

In general, RTP and RTCP packets are bidirectional, which means that either the client or server could
initiate an RTP or an RTCP session.



Figure 8 on page 113 describes an example of a sample packet capture in a standard RTSP conversation.

Figure 8: RTSP ALG Conversation
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The RTSP ALG performs the following actions for a RTSP sample packet capture in a standard RTSP
conversation:

1. Monitors SETUP and 200 OK messages.

2. Receives negotiated ports (6543 and 8765 in this example)

3. Opens a pinhole for UDP media data from server to client.

4. Receives the IP address in payload and translates the address if NAT is required.

Table 4 on page 114 describes the RTSP payload IP NAT.
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Table 4: RTSP Payload IP NAT

No NAT

Source NAT
(IPvx)

Destination
NAT (IPvx)

NAT64

NAT46

Forward(C->S)

A/4321->B/554

A/4321->B/554

A/4321->B’/554

A/4321->B"/554

A/4321-
>B"/554

Reverse(S->C)

A/4321<-
B/554

A'/P'<-B/554

A/4321<-

B/554

A"/Q'<-B/554

A"/R’<-B/554

Pinhole

B/9876->A/5678

A/5678->B/9876

B/9876->A'/P”

A/5678->B/9876

B/9876->A/5678

A/5678->B'/9876

B/9876->A"/Q”

A/5678->B"/9876

B/9876->A"/R”

A/5678->B"'/9876

In Table 4 on page 114, the following letters and symbols are used:

A—RTSP client IP address

A'—Translated IPv4 or IPv6 address of RTSP client

A"—Translated IPv4 address

A"’ —Translated IPvé address

B—RTSP server IP address

B'—RTSP server IP address before destination NAT

B”"—RTSP server IP address at IPv6 realm

B"’— RTSP server IP address at IPv4 realm

P'—Translated Port(translates from 4321) of RTSP client

Payload IP
Translate

N/A

N/A (%)

Bl > B (**)

B"(IPv6)->B(IPv4)

B"'(IPv4)->B(IPvé)

Payload
Port
Translate

N/A

5678<->p”

N/A

5678<-

>Qu

5678<->R”



e P"—Translated Port(translates from 5678 in message payload) of RTSP client

e Q'—Translated (IPvé6 to IPv4) Port(translates from 4321) of RTSP client

e Q"—Translated (IPvé6 to IPv4) Port (translates from 5678 in message payload) of RTSP client
e R'—Translated (IPv4 to IPvé) Port (translates from 4321) of RTSP client

e R"—Translated (IPv4 to IPvé6) Port (translates from 5678 in message payload) of RTSP client
e (*)—RTSP server IP address B appears in payload message; it does not need to translate

e (**)—IP address B’ appears in payload message from client to server; it needs to translate to B

Example: Configuring the RTSP ALG
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This example shows how to configure the RTSP ALG to pass through RTSP traffic with a source NAT
pool on Juniper Networks devices.

Requirements
e Configure proxy ARP for all IP addresses in the source NAT pool.
e Enable the RTSP ALG.

e Understand the basics concepts of the RTSP ALG. See "Understanding the RTSP ALG" on page 108.

Overview

In this example, the RTSP ALG is configured to monitor and allow RTSP traffic transferring media
between client and server located on opposite sides of a Juniper Networks device.



Configuration
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Enabling RTSP ALG

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

To configure proxy ARP for all IP addresses in the source NAT pool and to enable RTSP ALG:

set security nat proxy-arp interface <interface-name> address 10.10.10.1/32 to 10.10.10.10/32
set security alg rtsp

Enter commit from configuration mode.
Configuring a NAT Source Pool and Rule Set and a Policy

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set security nat source pool pooll address 10.10.10.1/32 to 10.10.10.10/32
set security zones security-zone green address-book address sal 1.1.1.0/24
set security zones security-zone red address-book address dal 2.2.2.0/24



set security nat source rule-set rs1 from zone green

set security nat source rule-set rs1 to zone red

set security nat source rule-set rsi1 rule r1 match source-address 1.1.1.0/24

set security nat source rule-set rsl1 rule r1 match destination-address 2.2.2.0/24

set security nat source rule-set rsi1 rule r1 then source-nat pool poolil

set security policy from-zone green to-zone red policy poll match destination-address dail
set security policy from-zone green to-zone red policy poll match source-address sal

set security policy from-zone green to-zone red policy pol1l match application junos-rtsp
set security policy from-zone green to-zone red policy pol1l then permit

Enter commit from configuration mode.

NOTE: If you are not sure of the RTSP client and server IP address, you can replace “dal” and
“sal” with “any”.

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a source NAT pool:

1. Create a NAT source pool.

[edit security]
user@host# set nat source pool pooll address 10.10.10.1/32 to 10.10.10.10/32

2. Configure security zone address book entries.

[edit security zones security-zone]
user@host# set green address-book address sal 1.1.1.0/24
user@host# set red address-book address dal 2.2.2.0/24

3. Create a NAT source rule set.

[edit security nat source rule-set rsi]

user@host# set from zone green



user@host# set to zone red
user@host# set rule r1 match source-address 1.1.1.0/24
user@host# set rule r1 match destination-address 2.2.2.0/24

user@host#