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Overview of Layer 2 Networking

Layer 2, also known as the Data Link Layer, is the second level in the seven-layer OSI reference model
for network protocol design. Layer 2 is equivalent to the link layer (the lowest layer) in the TCP/IP
network model. Layer2 is the network layer used to transfer data between adjacent network nodes in a
wide area network or between nodes on the same local area network.

A frameis a protocol data unit, the smallest unit of bits on a Layer 2 network. Frames are transmitted to
and received from devices on the same local area network (LAN). Unilke bits, frames have a defined
structure and can be used for error detection, control plane activities and so forth. Not all frames carry
user data. The network uses some frames to control the data link itself..

At Layer 2, unicastrefers to sending frames from one node to a single other node, whereas multicast
denotes sending traffic from one node to multiple nodes, and broadcasting refers to the transmission of
frames to all nodes in a network. A broadcast domainis a logical division of a network in which all nodes
of that network can be reached at Layer 2 by a broadcast.

Segments of a LAN can be linked at the frame level using bridges. Bridging creates separate broadcast
domains on the LAN, creating VLANSs, which are independent logical networks that group together
related devices into separate network segments. The grouping of devices on a VLAN is independent of
where the devices are physically located in the LAN. Without bridging and VLANSs, all devices on the
Ethernet LAN are in a single broadcast domain, and all the devices detect all the packets on the LAN.

Forwarding is the relaying of packets from one network segment to another by nodes in the network.
On a VLAN, a frame whose origin and destination are in the same VLAN are forwarded only within the



local VLAN. A network segment is a portion of a computer network wherein every device communicates
using the same physical layer.

Layer 2 contains two sublayers:

e Logical link control (LLC) sublayer, which is responsible for managing communications links and
handling frame traffic.

e Media access control (MAC) sublayer, which governs protocol access to the physical network
medium. By using the MAC addresses that are assigned to all ports on a switch, multiple devices on
the same physical link can uniquely identify one another.

The ports, or interfaces, on a switch operate in either access mode, tagged-access, or trunk mode:

e Access mode ports connect to a network device such as a desktop computer, an IP telephone, a
printer, a file server, or a security camera. The port itself belongs to a single VLAN. The frames
transmitted over an access interface are normal Ethernet frames. By default, all ports on a switch
are in access mode.

o Tagged-Access mode ports connect to a network device such as a desktop computer, an IP
telephone, a printer, a file server, or a security camera. The port itself belongs to a single VLAN.
The frames transmitted over an access interface are normal Ethernet frames. By default, all ports
on a switch are in access mode. Tagged-access mode accommodates cloud computing, specifically
scenarios including virtual machines or virtual computers. Because several virtual computers can
be included on one physical server, the packets generated by one server can contain an
aggregation of VLAN packets from different virtual machines on that server. To accommodate this
situation, tagged-access mode reflects packets back to the physical server on the same
downstream port when the destination address of the packet was learned on that downstream
port. Packets are also reflected back to the physical server on the downstream port when the
destination has not yet been learned. Therefore, the third interface mode, tagged access, has
some characteristics of access mode and some characteristics of trunk mode:

e Trunk mode ports handle traffic for multiple VLANs, multiplexing the traffic for all those VLANSs
over the same physical connection. Trunk interfaces are generally used to interconnect switches
to other devices or switches.

With native VLAN configured, frames that do not carry VLAN tags are sent over the trunk
interface. If you have a situation where packets pass from a device to a switch in access mode,
and you want to then send those packets from the switch over a trunk port, use native VLAN
mode. Configure the single VLAN on the switch’s port (which is in access mode) as a native VLAN.
The switch’s trunk port will then treat those frames differently than the other tagged packets. For
example, if a trunk port has three VLANSs, 10, 20, and 30, assigned to it with VLAN 10 being the
native VLAN, frames on VLAN 10 that leave the trunk port on the other end have no 802.1Q
header (tag). There is another native VLAN option. You can have the switch add and remove tags
for untagged packets. To do this, you first configure the single VLAN as a native VLAN on a port
attached to a device on the edge. Then, assign a VLAN ID tag to the single native VLAN on the



port connected to a device. Last, add the VLAN ID to the trunk port. Now, when the switch
receives the untagged packet, it adds the ID you specified and sends and receives the tagged
packets on the trunk port configured to accept that VLAN.

Including the sublayers, Layer 2 on the QFX Series supports the following functionality:

Unicast, multicast, and broadcast traffic.
Bridging.

VLAN 802.1Q—Also known as VLAN tagging, this protocol allows multiple bridged networks to
transparently share the same physical network link by adding VLAN tags to an Ethernet frame.

Extension of Layer 2 VLANSs across multiple switches using Spanning Tree Protocol (STP) prevents
looping across the network.

MAC learning, including per-VLAN MAC learning and Layer 2 learning suppression-This process
obtains the MAC addresses of all the nodes on a network

Link aggregation—This process groups of Ethernet interfaces at the physical layer to form a single link

layer interface, also known as a /ink aggregation group (LAG)or LAG bundle

NOTE: Link aggregation is not supported on NFX150 devices.

Storm control on the physical port for unicast, multicast, and broadcast

NOTE: Storm control is not supported on NFX150 devices.

STP support, including 802.1d, RSTP, MSTP, and Root Guard

SEE ALSO

Understanding Bridging and VLANs on Switches
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Layer 2 transparent mode provides the ability to deploy the firewall without making changes to the
existing routing infrastructure. The firewall is deployed as a Layer 2 switch with multiple VLAN
segments and provides security services within VLAN segments. Secure wire is a special version of Layer
2 transparent mode that allows bump-in-wire deployment.

A device operates in transparent mode when there are interfaces defined as Layer 2 interfaces. The
device operates in route mode (the default mode) if there are no physical interfaces configured as Layer
2 interfaces.

For SRX Series devices, transparent mode provides full security services for Layer 2 switching
capabilities. On these SRX Series devices, you can configure one or more VLANSs to perform Layer 2
switching. A VLAN is a set of logical interfaces that share the same flooding or broadcast characteristics.
Like a virtual LAN (VLAN), a VLAN spans one or more ports of multiple devices. Thus, the SRX Series
device can function as a Layer 2 switch with multiple VLANs that participate in the same Layer 2
network.

In transparent mode, the SRX Series device filters packets that traverse the device without modifying
any of the source or destination information in the IP packet headers. Transparent mode is useful for
protecting servers that mainly receive traffic from untrusted sources because there is no need to
reconfigure the IP settings of routers or protected servers.

In transparent mode, all physical ports on the device are assigned to Layer 2 interfaces. Do not route
Layer 3 traffic through the device. Layer 2 zones can be configured to host Layer 2 interfaces, and
security policies can be defined between Layer 2 zones. When packets travel between Layer 2 zones,
security policies can be enforced on these packets.

Table 1 on page 6 lists the security features that are supported and are not supported in transparent
mode for Layer 2 switching.



Table 1: Security Features Supported in Transparent Mode

Mode Type Supported Not Supported
Transparent mode e Application Layer Gateways e Network Address Translation
(ALGs) (NAT)
e Firewall User Authentication e VPN
(FWAUTH)

¢ |Intrusion Detection and
Prevention (IDP)

e Screen
e AppSecure

e Unified Threat Management
(UTM)

NOTE: On SRX300, SRX320, SRX340, SRX345, and SRX550M devices, the DHCP server
propagation is not supported in Layer 2 transparent mode.

In addition, the SRX Series devices do not support the following Layer 2 features in Layer 2 transparent
mode:

e Spanning Tree Protocol (STP), RSTP, or MSTP—It is the user’s responsibility to ensure that no flooding
loops exist in the network topology.

¢ Internet Group Management Protocol (IGMP) snooping—Host-to-router signaling protocol for IPv4
used to report their multicast group memberships to neighboring routers and determine whether
group members are present during IP multicasting.

e Double-tagged VLANSs or IEEE 802.1Q VLAN identifiers encapsulated within 802.1Q packets (also
called “Qin Q" VLAN tagging)—Only untagged or single-tagged VLAN identifiers are supported on
SRX Series devices.

e Nonqualified VLAN learning, where only the MAC address is used for learning within the VLAN—
VLAN learning on SRX Series devices is qualified; that is, both the VLAN identifier and MAC address
are used.



Also, on SRX100, SRX110, SRX210, SRX220, SRX240, SRX300, SRX320, SRX340, SRX345, SRX550, or
SRX650 devices, some features are not supported. (Platform support depends on the Junos OS release
in your installation.) The following features are not supported for Layer 2 transparent mode on the
mentioned devices:

e G-ARP on the Layer 2 interface

e |P address monitoring on any interface
e Transit traffic through IRB

¢ [RB interface in a routing instance

¢ |RB interface handling of Layer 3 traffic

NOTE: The IRB interface is a pseudointerface and does not belong to the reth interface and
redundancy group.

Layer 2 Transparent Mode on the SRX5000 Line Module Port Concentrator

The SRX5000 line Module Port Concentrator (SRX5K-MPC) supports Layer 2 transparent mode and
processes the traffic when the SRX Series device is configured in Layer 2 transparent mode.

When the SRX5K-MPC is operating in Layer 2 mode, you can configure all interfaces on the SRX5K-
MPC as Layer 2 switching ports to support Layer 2 traffic.

The security processing unit (SPU) supports all security services for Layer 2 switching functions, and the
MPC delivers the ingress packets to the SPU and forwards the egress packets that are encapsulated by
the SPU to the outgoing interfaces.

When the SRX Series device is configured in Layer 2 transparent mode, you can enable the interfaces on
the MPC to work in Layer 2 mode by defining one or more logical units on a physical interface with the
family address type as Ethernet switching. Later you can proceed with configuring Layer 2 security zones
and configuring security policies in transparent mode. Once this is done, next-hop topologies are set up
to process ingress and egress packets.

Understanding IPvé6 Flows in Transparent Mode on Security Devices

In transparent mode, the SRX Series device filters packets that traverse the device without modifying
any of the source or destination information in the packet MAC headers. Transparent mode is useful for
protecting servers that mainly receive traffic from untrusted sources because there is no need to
reconfigure the IP settings of routers or protected servers.



A device operates in transparent mode when all physical interfaces on the device are configured as
Layer 2 interfaces. A physical interface is a Layer 2 interface if its /ogical interface is configured with the
ethernet-switching option at the [edit interfaces interface-name unit unit-number family] hierarchy
level. There is no command to define or enable transparent mode on the device. The device operates in
transparent mode when there are interfaces defined as Layer 2 interfaces. The device operates in route
mode (the default mode) if all physical interfaces are configured as Layer 3 interfaces.

By default, IPv6 flows are dropped on security devices. To enable processing by security features such
as zones, screens, and firewall policies, you must enable flow-based forwarding for IPvé traffic with the
mode flow-based configuration option at the [edit security forwarding-options family inet6] hierarchy
level. You must reboot the device when you change the mode.

In transparent mode, you can configure Layer 2 zones to host Layer 2 interfaces, and you can define
security policies between Layer 2 zones. When packets travel between Layer 2 zones, security policies
can be enforced on these packets. The following security features are supported for IPvé traffic in
transparent mode:

e Layer 2 security zones and security policies. See Understanding Layer 2 Security Zones and
Understanding Security Policies in Transparent Mode.

e Firewall user authentication. See Understanding Firewall User Authentication in Transparent Mode.
e Layer 2 transparent mode chassis clusters.
e (lass of service functions. See Class of Service Functions in Transparent Mode Overview.

The following security features are not supported for IPvé6 flows in transparent mode:

Logical systems

IPv6 GTPv2

e J-Web interface

o NAT

e |Psec VPN

e With the exception of DNS, FTP, and TFTP ALGs, all other ALGs are not supported.

Configuring VLANSs and Layer 2 logical interfaces for IPvé flows is the same as configuring VLANs and
Layer 2 logical interfaces for IPv4 flows. You can optionally configure an integrated routing and bridging
(IRB) interface for management traffic in a VLAN. The IRB interface is the only Layer 3 interface allowed
in transparent mode. The IRB interface on the SRX Series device does not support traffic forwarding or
routing. The IRB interface can be configured with both IPv4 and IPvé addresses. You can assign an IPvé
address for the IRB interface with the address configuration statement at the [edit interfaces irb unit
number family inet6] hierarchy level. You can assign an IPv4 address for the IRB interface with the
address configuration statement at the [edit interfaces irb unit number family inet] hierarchy level.


https://www.juniper.net/documentation/en_US/junos/topics/concept/security-class-of-service-function-transparent-mode-overview.html

The Ethernet Switching functions on SRX Series devices are similar to the switching features on Juniper
Networks MX Series routers. However, not all Layer 2 networking features supported on MX Series
routers are supported on SRX Series devices. See Ethernet Switching and Layer 2 Transparent Mode
Overview.

The SRX Series device maintains forwarding tables that contain MAC addresses and associated
interfaces for each Layer 2 VLAN. The IPvé flow processing is similar to IPv4 flows. See "Layer 2
Learning and Forwarding for VLANs Overview" on page 83.

Understanding Layer 2 Transparent Mode Chassis Clusters on Security Devices

A pair of SRX Series devices in Layer 2 transparent mode can be connected in a chassis clusterto
provide network node redundancy. When configured in a chassis cluster, one node acts as the primary
device and the other as the secondary device, ensuring stateful failover of processes and services in the
event of system or hardware failure. If the primary device fails, the secondary device takes over
processing of traffic.

NOTE: If the primary device fails in a Layer 2 transparent mode chassis cluster, the physical ports
in the failed device become inactive (go down) for a few seconds before they become active
(come up) again.

To form a chassis cluster, a pair of the same kind of supported SRX Series devices combines to act as a
single system that enforces the same overall security.

Devices in Layer 2 transparent mode can be deployed in active/backup and active/active chassis cluster
configurations.

The following chassis cluster features are not supported for devices in Layer 2 transparent mode:

o Gratuitous ARP—The newly elected primary in a redundancy group cannot send gratuitous ARP
requests to notify network devices of a change in primary role on the redundant Ethernet interface
links.

e |P address monitoring—Failure of an upstream device cannot be detected.

A redundancy group is a construct that includes a collection of objects on both nodes. A redundancy
group is primary on one node and backup on the other. When a redundancy group is primary on a node,
its objects on that node are active. When a redundancy group fails over, all its objects fail over together.

You can create one or more redundancy groups numbered 1 through 128 for an active/active chassis
cluster configuration. Each redundancy group contains one or more redundant Ethernet interfaces. A
redundant Ethernet interface is a pseudointerface that contains physical interfaces from each node of
the cluster. The physical interfaces in a redundant Ethernet interface must be the same kind—either Fast
Ethernet or Gigabit Ethernet. If a redundancy group is active on node 0, then the child links of all



associated redundant Ethernet interfaces on node O are active. If the redundancy group fails over to the
node 1, then the child links of all redundant Ethernet interfaces on node 1 become active.

NOTE: In the active/active chassis cluster configuration, the maximum number of redundancy
groups is equal to the number of redundant Ethernet interfaces that you configure. In the active/
backup chassis cluster configuration, the maximum number of redundancy groups supported is
two.

Configuring redundant Ethernet interfaces on a device in Layer 2 transparent mode is similar to
configuring redundant Ethernet interfaces on a device in Layer 3 route mode, with the following
difference: the redundant Ethernet interface on a device in Layer 2 transparent mode is configured as a
Layer 2 Jogical interface.

The redundant Ethernet interface may be configured as either an access interface (with a single VLAN ID
assigned to untagged packets received on the interface) or as a trunk interface (with a list of VLAN IDs
accepted on the interface and, optionally, a native-vlan-id for untagged packets received on the
interface). Physical interfaces (one from each node in the chassis cluster) are bound as child interfaces to
the parent redundant Ethernet interface.

In Layer 2 transparent mode, MAC learning is based on the redundant Ethernet interface. The MAC
table is synchronized across redundant Ethernet interfaces and Services Processing Units (SPUs)
between the pair of chassis cluster devices.

The IRB interface is used only for management traffic, and it cannot be assigned to any redundant
Ethernet interface or redundancy group.

All Junos OS screen options that are available for a single, nonclustered device are available for devices
in Layer 2 transparent mode chassis clusters.

NOTE: Spanning Tree Protocols (STPs) are not supported for Layer 2 transparent mode. You must
ensure that there are no loop connections in the deployment topology.

Configuring Out-of-Band Management on SRX Devices

You can configure the fxp0 out-of-band management interface on the SRX Series device as a Layer 3
interface, even if Layer 2 interfaces are defined on the device. With the exception of the fxpO0 interface,
you can define Layer 2 and Layer 3 interfaces on the device’s network ports.



NOTE: There is no fxp0 out-of-band management interface on the SRX300, SRX320, and
SRX550M devices. (Platform support depends on the Junos OS release in your installation.)

Ethernet Switching

Ethernet switching forwards the Ethernet frames within or across the LAN segment (or VLAN) using the
Ethernet MAC address information. Ethernet switching on the SRX1500 device is performed in the

hardware using ASICs.

Starting in Junos OS Release 15.1X49-D40, use the set protocols 12-learning global-mode(transparent-
bridge | switching) command to switch between the Layer 2 transparent bridge mode and Ethernet
switching mode. After switching the mode, you must reboot the device for the configuration to take
effect. Table 2 on page 11 describes the default Layer 2 global mode on SRX Series devices.

Table 2: Default Layer 2 Global Mode on SRX Series Devices

Junos OS Release

Prior to Junos OS
Release 15.1X49-D50

and

Junos OS Release
17.3R1 onwards

Junos OS Release
15.1X49-D50 to Junos
OS Release 15.1X49-
D90

Platforms

SRX300,
SRX320,
SRX340, and
SRX345

SRX300,
SRX320,
SRX340, and
SRX345

Default Layer 2
Global Mode

Switching mode

Switching mode

Details

None

When you delete the Layer 2 global
mode configuration on a device, the
device is in transparent bridge mode.



Table 2: Default Layer 2 Global Mode on SRX Series Devices (Continued)

Junos OS Release Platforms Default Layer 2 Details
Global Mode
Junos OS Release SRX300, Switching mode = When you delete the Layer 2 global
15.1X49-D100 SRX320, mode configuration on a device, the
onwards SRX340, device is in switching mode.
SRX345, Configure the set protocols 12-
SRX550, and learning global-mode transparent-
SRX550M bridge command under the [edit]

hierarchy level to switch to
transparent bridge mode. Reboot the
device for the configuration to take
effect.

Junos OS Release SRX1500 Transparent None
15.1X49-D50 onwards bridge mode

The Layer 2 protocol supported in switching mode is Link Aggregation Control Protocol (LACP).

You can configure Layer 2 transparent mode on a redundant Ethernet interface. Use the following
commands to define a redundant Ethernet interface:

e set interfaces interface-name ether-options redundant-parent reth-interface-name

e set interfaces reth-interface-name redundant-ether-options redundancy-group number

Layer 2 Switching Exceptions on SRX Series Devices

The switching functions on the SRX Series devices are similar to the switching features on Juniper
Networks MX Series routers. However, the following Layer 2 networking features on MX Series routers
are not supported on SRX Series devices:

e Layer 2 control protocols—These protocols are used on MX Series routers for Rapid Spanning Tree
Protocol (RSTP) or Multiple Spanning Tree Protocol (MSTP) in customer edge interfaces of a VPLS
routing instance.

e Virtual switch routing instance—The virtual switching routing instance is used on MX Series routers
to group one or more VLANSs.

e Virtual private LAN services (VPLS) routing instance—The VPLS routing instance is used on MX
Series routers for point-to-multipoint LAN implementations between a set of sites in a VPN.



SEE ALSO

global-mode (Protocols) | 1250
[2-learning | 1312

Understanding Unicast

Unicastingis the act of sending data from one node of the network to another. In contrast, multicast
transmissions send traffic from one data node to multiple other data nodes.

Unknown unicast traffic consists of unicast frames with unknown destination MAC addresses. By
default, the switch floods these unicast frames that are traveling in a VLAN to all interfaces that are
members of the VLAN. Forwarding this type of traffic to interfaces on the switch can trigger a security
issue. The LAN is suddenly flooded with packets, creating unnecessary traffic that leads to poor network
performance or even a complete loss of network service. This is known as a traffic storm.

To prevent a storm, you can disable the flooding of unknown unicast packets to all interfaces by
configuring one VLAN or all VLANSs to forward any unknown unicast traffic to a specific trunk interface.
(This channels the unknown unicast traffic to a single interface.)

SEE ALSO

‘ Understanding Bridging and VLANs on Switches

Understanding Layer 2 Broadcasting on Switches

In a Layer 2 network, broadcasting refers to sending traffic to all nodes on a network.

Layer 2 broadcast traffic stays within a local area network (LAN) boundary; known as the broadcast
domain. Layer 2 broadcast traffic is sent to the broadcast domain using a MAC address of
FF:FF:FF:FF:FF:FF. Every device in the broadcast domain recognizes this MAC address and passes the
broadcast traffic on to other devices in the broadcast domain, if applicable. Broadcasting can be
compared to unicasting (sending traffic to a single node) or multicasting (delivering traffic to a group of
nodes simultaneously).

Layer 3 broadcast traffic, however, is sent to all devices in a network using a broadcast network address.
For example, if your network address is 10.0.0.0, the broadcast network address is 10.255.255.255. In
this case, only devices that belong to the 10.0.0.0 network receive the Layer 3 broadcast traffic. Devices
that do not belong to this network drop the traffic.



Broadcasting is used in the following situations:

e Address Resolution Protocol (ARP) uses broadcasting to map MAC addresses to IP addresses. ARP
dynamically binds the IP address (the logical address) to the correct MAC address. Before IP unicast
packets can be sent, ARP discovers the MAC address used by the Ethernet interface where the IP
address is configured.

e Dynamic Host Configuration Protocol (DHCP) uses broadcasting to dynamically assign IP addresses
to hosts on a network segment or subnet.

e Routing protocols use broadcasting to advertise routes.

Excessive broadcast traffic can sometimes create a broadcast storm. A broadcast storm occurs when
messages are broadcast on a network and each message prompts a receiving node to respond by
broadcasting its own messages on the network. This, in turn, prompts further responses that create a
snowball effect. The LAN is suddenly flooded with packets, creating unnecessary traffic that leads to
poor network performance or even a complete loss of network service.

SEE ALSO

‘ Understanding Bridging and VLANs on Switches

Using the Enhanced Layer 2 Software CLI

IN THIS SECTION
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Understanding ELS Configuration Statement and Command Changes | 20

Enhanced Layer 2 Software (ELS) provides a uniform CLI for configuring and monitoring Layer 2 features
on QFX Series switches, EX Series switches, and other Juniper Networks devices, such as MX Series
routers. With ELS, you configure Layer 2 features in the same way on all these Juniper Networks
devices.

This topic explains how to know if your platform is running ELS. It also explains how to perform some
common tasks using the ELS style of configuration.



Understanding Which Devices Support ELS

ELS is automatically supported if your device is running a Junos OS release that supports it. You do not
need to take any action to enable ELS, and you cannot disable ELS. See Feature Explorer for information
about which platforms and releases support ELS.

Understanding How to Configure Layer 2 Features Using ELS
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Configuring an Aggregated Ethernet Interface and Configuring LACP on That Interface | 19

Because ELS provides a uniform CLI, you can now perform the following tasks on supported devices in
the same way:

Configuring a VLAN

You can configure one or more VLANSs to perform Layer 2 bridging. The Layer 2 bridging functions
include integrated routing and bridging (IRB) for support for Layer 2 bridging and Layer 3 IP routing on
the same interface. EX Series and QFX Series switches can function as Layer 2 switches, each with
multiple bridging, or broadcast, domains that participate in the same Layer 2 network. You can also
configure Layer 3 routing support for a VLAN.

To configure a VLAN:

1. Create the VLAN by setting a unique VLAN name and configuring the VLAN ID:

[edit]
user@host# set vlans vlan-name vlan-id vlan-id-number


https://pathfinder.juniper.net/feature-explorer/feature-info.html?fKey=5890&fn=Uniform+Enhanced+Layer+2+Software+(ELS)+CLI+configuration+statements+and+operational+commands

Using the VLAN ID list option, you can optionally specify a range of VLAN IDs.

[edit]
user@host# set vlans vlan-name vlan-id-list vlan-ids [ vlan-id--vlan-id

2. Assign at least one interface to the VLAN:

[edit]

user@host# set interface interface-name family ethernet-switching vlan members vlan-name

Configuring the Native VLAN Identifier

EX Series and QFX Series switches support receiving and forwarding routed or bridged Ethernet frames
with 802.1Q VLAN tags. Typically, trunk ports, which connect switches to each other, accept untagged
control packets, but do not accept untagged data packets. You can enable a trunk port to accept
untagged data packets by configuring a native VLAN ID on the interface on which you want the
untagged data packets to be received.

To configure the native VLAN ID:

1. On the interface on which you want untagged data packets to be received, set the interface mode to
trunk, which specifies that the interface is in multiple VLANs and can multiplex traffic between
different VLANSs.

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching interface-
mode trunk

2. Configure the native VLAN ID and assign the interface to the native VLAN ID:

[edit interfaces]

user@host# set Interface-name native-vlan-id number
3. Assign the interface to the native VLAN ID:
[edit interfaces]

user@host# set interface-name unit logical-unit-number family ethernet-switching vlan members
native-vlan-id-number



Configuring Layer 2 Interfaces

To ensure that your high-traffic network is tuned for optimal performance, explicitly configure some
settings on the switch's network interfaces.

To configure a Gigabit Ethernet interface or a 10-Gigabit Ethernet interface as a trunk interface:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching

interface-mode trunk

To configure a Gigabit Ethernet interface or a 10-Gigabit Ethernet interface as a access interface:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching

interface-mode access

To assign an interface to VLAN:

[edit interfaces]
user@host# set interface-name unit logical-unit-number family ethernet-switching vlan members

[all | vlan-names | vlan-ids]

Configuring Layer 3 Interfaces

To configure a Layer 3 interface, you must assign an IP address to the interface. You assign an address to
an interface by specifying the address when you configure the protocol family. For the inet or inet6
family, configure the interface IP address.

You can configure interfaces with a 32-bit IP version 4 (IPv4) address and optionally with a destination
prefix, sometimes called a subnet mask. An IPv4 address utilizes a 4-octet dotted decimal address syntax
(for example, 192.168.1.1). An IPv4 address with destination prefix utilizes a 4-octet dotted decimal
address syntax with a destination prefix appended (for example, 192.168.1.1/16).

To specify an IP4 address for the logical unit:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family inet address ip-address



You represent IP version 6 (IPv6) addresses in hexadecimal notation by using a colon-separated list of
16-bit values. You assign a 128-bit IPvé address to an interface.

To specify an IP6 address for the logical unit:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family inet6 address ip-address

Configuring an IRB Interface

Integrated routing and bridging (IRB) provides support for Layer 2 bridging and Layer 3 IP routing on the
same interface. IRB enables you to route packets to another routed interface or to another VLAN that
has a Layer 3 protocol configured. IRB interfaces enable the device to recognize packets that are being
sent to local addresses so that they are bridged (switched) whenever possible and are routed only when
necessary. Whenever packets can be switched instead of routed, several layers of processing are
eliminated. An interface named irb functions as a logical router on which you can configure a Layer 3
logical interface for VLAN. For redundancy, you can combine an IRB interface with implementations of
the Virtual Router Redundancy Protocol (VRRP) in both bridging and virtual private LAN service (VPLS)
environments.

To configure an IRB interface:

1. Create a Layer 2 VLAN by assigning it a name and a VLAN ID:
[edit]
user@host# set vlans vlan-name vlan-id vlan-id
2. Create an IRB logical interface:
[edit]
user@host# set interface irb unit logical-unit-number family inet address ip-address
3. Associate the IRB interface with the VLAN:

[edit]
user@host# set vlans vlan-name 13-interface irb.logical-unit-number



Configuring an Aggregated Ethernet Interface and Configuring LACP on That Interface

Use the link aggregation feature to aggregate one or more links to form a virtual link or link aggregation
group (LAG). The MAC client can treat this virtual link as if it were a single link to increase bandwidth,
provide graceful degradation as failure occurs, and increase availability.

To configure an aggregated Ethernet interface:

1. Specify the number of aggregated Ethernet interfaces to be created:
[edit chassis]
user@host# set aggregated-devices ethernet device-count number
2. Specify the name of the link aggregation group interface:
[edit]
user@host# set interfaces aex
3. Specify the minimum number of links for the aggregated Ethernet interface (aex)- that is, the defined
bundle- to be labeled up:
[edit interfaces]
user@host# set aex aggregated-ether-options minimum-links number
4. Specify the link speed for the aggregated Ethernet bundle:
[edit interfaces]
user@host# set aex aggregated-ether-options link-speed Iink-speed
5. Specify the members to be included within the aggregated Ethernet bundle:
[edit interfaces]
user@host# set iInterface-name ether-options 802.3ad aex
6. Specify an interface family for the aggregated Ethernet bundle:

[edit interfaces]

user@host# set aex unit 0 family inet address ip-address



For aggregated Ethernet interfaces on the device, you can configure the Link Aggregation Control
Protocol (LACP). LACP bundles several physical interfaces to form one logical interface. You can
configure aggregated Ethernet with or without LACP enabled.

When LACP is enabled, the local and remote sides of the aggregated Ethernet links exchange protocol
data units (PDUs), containing information about the state of the link. You can configure Ethernet links to
actively transmit PDUs, or you can configure the links to passively transmit them, sending out LACP
PDUs only when they receive them from another link. One side of the link must be configured as active
for the link to be up.

To configure LACP:

1. Enable one side of the aggregated Ethernet link as active:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp active

2. Specify the interval at which the interfaces send LACP packets:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp periodic interval

Understanding ELS Configuration Statement and Command Changes
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ELS was introduced in Junos OS Release 12.3R2 for EX9200 switches. ELS changes the CLI for some of
the Layer 2 features on supported EX Series and QFX Series switches.

The following sections provide a list of existing commands that were moved to new hierarchy levels or
changed on EX Series switches as part of this CLI enhancement effort. These sections are provided as a
high-level reference only. For detailed information about these commands, use the links to the
configuration statements provided or see the technical documentation.

Changes to the ethernet-switching-options Hierarchy Level

This section outlines the changes to the ethernet-switching-options hierarchy level.

NOTE: The ethernet-switching-options hierarchy level has been renamed as switch-options.

Table 3: Renaming the ethernet-switching-options hierarchy

Original Hierarchy Changed Hierarchy

ethernet-switching-options { switch-options {
authentication-whitelist {
authentication-whitelist {

3
} }
3
ethernet-switching-options { switch-options {
interfaces interface-name { interfaces interface-name {
no-mac-learning; no-mac-learning;
} }


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-edit-ethernet-switching-options-bridging-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-mac-learning-edit-bridge-domains-edit-switch-options.html

Table 3: Renaming the ethernet-switching-options hierarchy (Continued)

Original Hierarchy

ethernet-switching-options {
unknown-unicast-forwarding {
...)
}

ethernet-switching-options {
voip {
interface (all | [interface-name
access-ports]) {
forwarding-class (assured-
forwarding | best-effort | expedited-forwarding
| network-control);

vlan vian-name;

Changed Hierarchy

switch-options {
unknown-unicast-forwarding {
...)
}

switch-options {
voip {
interface (all | [interface-name
access-ports]) {
forwarding-class (assured-
forwarding | best-effort | expedited-
forwarding | network-control);

vlan vian-name;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unknown-unicast-forwarding-edit-ethernet-switching-options-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unknown-unicast-forwarding-edit-ethernet-switching-options-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/voip-802-1x.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-voip-802-1x.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/voip-802-1x.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-voip-802-1x.html

Table 4: RTG Statements

Original Hierarchy

ethernet-switching-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;
}

preempt-cutover-timer seconds;

Table 5: Deleted Statements

Original Hierarchy

ethernet-switching-options {

mac-notification {

notification-interval seconds;

Changed Hierarchy

switch-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;
}

preempt-cutover-timer seconds;

Changed Hierarchy

The statements have been removed from

the switch-options hierarchy.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/redundant-trunk-group-cfm.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-edit-redundant-trunk-group.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/preempt-cutover-timer-edit-redundant-trunk-group.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/redundant-trunk-group-cfm.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/notification-interval-edit-ethernet-switching-options-bridging.html

Table 5: Deleted Statements (Continued))

Original Hierarchy Changed Hierarchy

The statements have been removed from
ethernet-switching-options { the switch-options hierarchy.
traceoptions {
file filename <files number> <no-stamp>
<replace>
<size size> <world-readable | no-world-readable>;

flag flag <disable>;

NOTE: The port-error-disable statement

ethernet-switching-options { has been replaced with a new statement.

port-error-disable {

disable-timeout timeout;
interfaces interface-name family ethernet-

switching {

recovery-timeout seconds;

Changes to the Port Mirroring Hierarchy Level

NOTE: Statements have moved from the ethernet-switching-options hierarchy level to the
forwarding-options hierarchy level.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/traceoptions-edit-ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/recovery-timeout-edit-interfaces.html

Table 6: Port Mirroring hierarchy

Original Hierarchy Changed Hierarchy
ethernet-switching-options { forwarding-options {
analyzer { analyzer {

name { name {
} }
} }
} }

Changes to the Layer 2 Control Protocol Hierarchy Level

The Layer 2 control protocol statements have moved from the ethernet-switching-options hierarchy to
the protocols hierarchy.

Table 7: Layer 2 Control Protocol

Original Hierarchy Changed Hierarchy
ethernet-switching-options { protocols {
bpdu-block { layer2-control {
bpdu-block {
}
} }

Changes to the dotlqg-tunneling Statement

The dot1g-tunneling statement has been replaced with a new statement and moved to a different
hierarchy level.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/analyzer-edit-ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/analyzer-edit-ethernet-switching-options.html

Table 8: dotlqg-tunneling

Original Hierarchy Changed Hierarchy
ethernet-switching-options { interfaces interface-name {
dot1q-tunneling { ether-options {
ether-type (0x8100 | 0x88a8 | 0x9100); ethernet-switch-profile {
tag-protocol-id [¢pids];
} }
} }
}

interfaces interface-name {
aggregated-ether-options {
ethernet-switch-profile {

tag-protocol-id [#pids];

Changes to the L2 Learning Protocol

The mac-table-aging-time statement has been replaced with a new statement and moved to a different
hierarchy level.

Table 9: mac-table-aging-time statement

Original Hierarchy Changed Hierarchy
ethernet-switching-options { protocols {
mac-table-aging-time seconds; 12-learning {

global-mac-table-aging-time seconds;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ether-options-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switch-profile-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/tag-protocol-id-edit-interfaces-ethernet-switch-profile.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/aggregated-ether-options-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switch-profile-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/tag-protocol-id-edit-interfaces-ethernet-switch-profile.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-table-aging-time-bridging.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/global-mac-table-aging-time-edit-protocols-l2-learning.html

Changes to Nonstop Bridging

The nonstop-bridging statement has moved to a different hierarchy level.

Table 10: Nonstop Bridging statement

Original Hierarchy Changed Hierarchy
ethernet-switching-options { protocols {
nonstop-bridging; layer2-control {
} nonstop-bridging {
}
}
}

Changes to Port Security and DHCP Snooping

Port security and DHCP snooping statements have moved to different hierarchy levels.
NOTE: The statement examine-dhcp does not exist in the changed hierarchy. DHCP snooping is

now enabled automatically when other DHCP security features are enabled on a VLAN. See
Configuring Port Security (ELS)for additional information.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/nonstop-bridging-edit-ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/nonstop-bridging-edit-protocols-layer2-control.html

Table 11: Port Security statements

Original Hierarchy

ethernet-switching-options {
secure-access-port {
interface (all | Interface-name) {
(dhcp-trusted | no-dhcp-trusted );
static-ip Ip-address {
mac mac-address;

vlan vlan-name;

}
vlan (all | vian-name) {
(arp-inspection | no-arp-
inspection );
dhcp-option82 {
disable;
circuit-id {
prefix hostname;
use-interface-description;

use-vlan-id;

}
remote-id {
prefix (hostname | mac
| none);
use-interface-description;
use-string Sstring;
}
vendor-id [stringl;
}
(examine-dhcp | no-examine-dhcp);
}
(ip-source-guard | no-ip-source-
guard);
}
}

Changed Hierarchy

vlans vlan-name forwarding-options{

dhep-security {

arp-inspection;

group group-name {

}

interfaceiinterface-name {
static-ip Ip-address {

mac mac-address;

}
overrides {
no-option82;

trusted;

ip-source-guard;

no-dhcp-snooping;

option-82 {

| logical);

| logical);

circuit-id {
prefix {
host-name;
routing-instance-name;
}

use-interface-description (device

use-vlan-id;
}
remote-id {
host-name;

use-interface-description (device

use-string string;
}
vendor-id {

use-string string;

28


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/secure-access-port-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-trusted-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-ip-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-edit-ethernet-switching-options-static-ip-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/arp-inspection-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-option82-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/circuit-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/prefix-edit-ethernet-switching-options-circuit-id-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-interface-description-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-vlan-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/remote-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/prefix-edit-ethernet-switching-options-remote-id-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-interface-description-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/use-string-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vendor-id-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/examine-dhcp-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ip-source-guard-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-security-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/arp-inspection-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-dhcp-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-ip-edit-ethernet-switching-options-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/overrides-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-option-82-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/trusted-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ip-source-guard-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-dhcp-snooping-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/option-82-edit-vlans.html

Table 11: Port Security statements (Continued)

Original Hierarchy Changed Hierarchy

TIP: For allowed mac configuration, the original hierarchy statement set ethernet-switching-
options secure-access-port interface ge-0/0/2 allowed-mac 00:05:85:3A:82:8 is replaced by the
ELS command set interfaces ge-0/0/2 unit 0 accept-source-mac mac-address 00:05:85:3A:82:8

NOTE: DHCP snooping statements have moved to a different hierarchy level.

Table 12: DHCP Snooping Statements

Original Hierarchy Changed Hierarchy
ethernet-switching-options { system [
secure-access-port { processes [
dhcp-snooping-file { dhcp-service
location local pathname | dhcp-snooping-file local_pathname |
remote_URL; remote_URL;
timeout seconds; write-interval interval,
write-interval seconds; }
} }

Changes to Configuring VLANs

The statements for configuring VLANs have moved to a different hierarchy level.

NOTE: Starting with Junos OS Release 14.1X53-D10 for EX4300 and EX4600 switches, when
enabling XSTP, you can enable it on some or all interfaces included in a VLAN. For example, if you
configure VLAN 100 to include interfaces ge-0/0/0, ge-0/0/1, and ge-0/0/2, and you want to


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/secure-access-port-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/location-edit-ethernet-switching-options-port-security-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/write-interval-edit-ethernet-switching-options-port-security-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-service-edit-system.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/dhcp-snooping-file-edit-system-processess-dhcp-service.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/write-interval-edit-ethernet-switching-options-port-security-ex-series.html

enable MSTP on interfaces ge-0/0/0 and ge-0/0/2, you can specify the set protocols mstp

interface ge-0/0/0 and set protocols mstp interface ge-0/0/2 commands. In this example, you
did not explicitly enable MSTP on interface ge-0/0/1; therefore, MSTP is not enabled on this

interface.

Table 13: VLAN hierarchy

Original Hierarchy

ethernet-switching-options {
secure-access-port vlan (all | vlan-name{

mac-move-limit

ethernet-switching-options {
static {
vlan vian-id {

mac mac-address next-hop Interface-

name;

Changed Hierarchy

vlans vian-name switch-options {

mac-move-limit

NOTE: Statement is replaced with a new

statement and has moved to a different hierarchy

level.

vlans {
vian-name {
switch-options {
interface interface-name {

static-mac mac-address;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/secure-access-port-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-move-limit-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-move-limit-port-security.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-edit-ethernet-switching-options-static.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/next-hop-edit-ethernet-switching-options-static.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-mac-edit-bridge-domains.html

Table 13: VLAN hierarchy (Continued))

Original Hierarchy

vlans {
vian-name {
interface Interface-name {
egress;
ingress;
mapping (native (push | swap) |
policy | tag (push | swap));
pvlan-trunk;

}
3
}
vlans {
vian-name {
isolation-id Zd-number;
}
}
vlans {
vian-name {
interface vlan. logical-interface-number;
}
}

Changed Hierarchy

These statements have been removed. You can
assign interfaces to a VLAN using the [edit
interfaces interface-name unit logical-unit-
number family ethernet-switching vlan members
vlan-name] hierarchy.

Statements have been removed.

NOTE: Syntax is changed.

vlans {
vian-name {

interface irb. logical-interface-number;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ingress-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/isolation-id-edit-vlans-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html

Table 13: VLAN hierarchy (Continued))

Original Hierarchy Changed Hierarchy

Statement is removed. Ingress traffic is

vlans { automatically tracked.

vian-name {
13-interface-ingress-counting Igyer-3-

interface-name;

}
}
Statement is removed.
vlans {
vian-name {
no-local-switching;
}
}
Statement has been moved to different hierarchy.
vlans {
vian-name {
no-mac-learning; vians {
vian-name {
} o switch-options {
) no-mac-learning Iimit
}
}
}
Statement has been removed.
vlans {
vian-name {
primary-vlan vian-name;
}


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/l3-interface-ingress-counting-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-local-switching-edit-vlans-private-vlans-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-mac-learning-edit-bridge-domains-edit-switch-options.html

Table 13: VLAN hierarchy (Continued))

Original Hierarchy Changed Hierarchy

Statement is removed.

vlans {
vian-name {
vlan-prune;
}
}
NOTE: Statement has been replaced with a new
vians { statement.
vian-name {
vlan-range vian-id-Ilow-vian-id-high;
vlans {
} vian-name {
) vlan-id-list [vian-id-numbers];
}
}
NOTE: Syntax is changed.
vlans {
vian-name {
13-interface vlan. logical-interface- vians {
vian-name {
number;
interface irb. logical-interface-number;
g }
}


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-prune-edit-vlans.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-id-list-edit-bridge-domains.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/l3-interface-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-vlans-qfx-series.html

Table 14: Statements Moved to a Different Hierarchy

Original Hierarchy Changed Hierarchy

For dot1g-tunneling:

vlans {
vlan-name {
dot1g-tunneling { interface interface-name {
customer-vlans (id | native | encapsulation extended-vlan-bridge;
range); flexible-vlan-tagging;

layer2-protocol-tunneling all | native-vlan-id number;

protocol-name unit logical-unit-number {

input-vlan-map action;
drop-threshold number; ety P ’

output-vlan-map action;
shutdown-threshold number; P P ’
vlan-id number;

vlan-id-list [vian-id vian-id-vlan-idl;

For layer2-protocol-tunneling (MAC rewrite
enabled on an interface):

protocols {
layer2-control {
mac-rewrite {
interface Interface-name {

protocol {


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/drop-threshold-edit-vlans-l2pt-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/shutdown-threshold-edit-vlans-l2pt-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/encapsulation-edit-interfaces-physical.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/flexible-vlan-tagging-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/native-vlan-id-edit-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unit-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/input-vlan-map-edit-interfaces-ge.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/output-vlan-map-edit-interfaces-ge.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-id-edit-interfaces-vp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-id-list-edit-interfaces-ethernet-vlan-circuit.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-rewrite-edit-protocols-layer2-control.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-edit-protocols-layer2-control-mac-rewrite.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/protocol-edit-protocols-layer2-control.html

Table 14: Statements Moved to a Different Hierarchy (Continued)

Original Hierarchy Changed Hierarchy
vlans { vlans {
vian-name { vian-name {
filter{ forwarding-options {
input filter-name filter{
output filter-name; input filter-name

output filter-name;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/filter-bridging-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/filter-bridging-ex-series.html

Table 14: Statements Moved to a Different Hierarchy (Continued)

Original Hierarchy Changed Hierarchy
vlans { vlans {
vian-name { vian-name {
mac-limit Zimit action action; switch-options {

interface-mac-limit Zimit {

} packet-action action;
}
}
}
}
}
vlans {
vian-name {
switch-options {
interface interface-name {
interface-mac-limit Zimit {
packet-action action;
}
}
}
}
}
vlans { protocols {
vian-name { 12-1earning {
mac-table-aging-time seconds; global-mac-table-aging-time Seconds;
} }


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-limit-edit-vlans-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-table-aging-time-bridging.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/global-mac-table-aging-time-edit-protocols-l2-learning.html

Changes to Storm Control Profiles

Storm control is configured in two steps. The first step is to create a storm control profile at the [edit
forwarding-options] hierarchy level, and the second step is to bind the profile to a logical interface at the
[edit interfaces] hierarchy level. See Example: Configuring Storm Control to Prevent Network Outages
on EX Series Switches for the changed procedure.

Table 15: Changes to the Storm Control Profile hierarchy level

Original Hierarchy Changed Hierarchy
ethernet-switching-options { forwarding-options {
storm-control { storm-control-profiles profile-name {
¢...) ...
} }
} }

interfaces interface-name unit number family
ethernet-switching {
storm-control Storm-control-profile;

Changes to the Interfaces Hierarchy

NOTE: Statements have been moved to a different hierarchy.


https://www.juniper.net/documentation/en_US/junos/topics/example/rate-limiting-storm-control-configuring-els.html
https://www.juniper.net/documentation/en_US/junos/topics/example/rate-limiting-storm-control-configuring-els.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ethernet-switching-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/storm-control-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/storm-control-profiles-rate-limiting.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/storm-control-edit-interfaces.html

Table 16: Changes to the Interfaces hierarchy

Original Hierarchy

interfaces Interface-name {
ether-options {

link-mode mode;

speed (auto-negotiation | speed)

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
native-vlan-id vian-id

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {

port-mode mode

interfaces vlan

Changed Hierarchy

interfaces interface-name {
link-mode mode;

speed speed)

interfaces interface-name {

native-vlan-id vlan-id

NOTE: Statement has been replaced with a new
statement.

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {

interface-mode mode

NOTE: Statement has been replaced with a new
statement.

interfaces irb


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/ether-options-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/link-mode-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/speed-edit-interfaces-ethernet.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/link-mode-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/speed-edit-interfaces-ethernet.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-edit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/native-vlan-id-edit-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/unit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-edit-interfaces-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/port-mode-interfaces-qfx-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-edit-interfaces-ex-series-els.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mode-edit-interfaces.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interfaces-interfaces-ex-series.html

Changes to IGMP Snooping

Table 17: IGMP Snooping hierarchy

Original Hierarchy

protocols {

igmp-snooping {

traceoptions {

file filename <files number> <no-
stamp> <replace> <size maximum-file-size>
<world-readable | no-world-readable>;

flag flag <flag-modifier> <disable>;

}
vlan (all | vian-identifier) {
disable;
data-forwarding {
receiver {
install;

source-vlans vlan-name;

}
source {

groups ip-address;
}

}

immediate-leave;

interface (all | Interface-name) {

multicast-router-interface;

static {

group multicast-ip-address;

}
}
proxy {

source-address ip-address;
}

robust-count number;

Changed Hierarchy

protocols {
igmp-snooping {
vlan vlan-name {
data-forwarding {
receiver {
install;
source-list vlan-name;

translate;
}
source {

groups Ip-address;
}

}
immediate-leave;

interface (all | interface-name)

group-limit <1..65535>
host-only-interface
multicast-router-interface;
immediate-leave;
static {
group multicast-ip-
address {

source <>

}
12-querier {

source-address ip-address;

}
proxy {

source-address ip-address;
}

query-interval number;


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/traceoptions-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/data-forwarding-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/receiver-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/source-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/multicast-router-interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/proxy-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/vlan-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/data-forwarding-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/receiver-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/source-edit-protocols-mvr-ex-series.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/multicast-router-interface-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/static-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/group-igmp-snooping.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/proxy-edit-protocols-mvr-ex-series.html

Table 17: IGMP Snooping hierarchy (Continued)

Original Hierarchy Changed Hierarchy

query-last-member-interval number;
query-response-interval number;
robust-count number;
traceoptions {
file filename <files number>
<no-stamp> <replace> <size maximum-file-size>
<world-readable | no-world-readable>;
flag flag <flag-modifier>;

Enhanced Layer 2 CLI Configuration Statement and Command Changes
for Security Devices

Starting in Junos OS Release 15.1X49-D10 and Junos OS Release 17.3R1, some Layer 2 CLI
configuration statements are enhanced, and some commands are changed. Table 18 on page 40 and
Table 19 on page 42 provide lists of existing commands that have been moved to new hierarchies or
changed on SRX Series devices as part of this CLI enhancement effort. The tables are provided as a high-
level reference only. For detailed information about these commands, see CLI Explorer.

Table 18: Enhanced Layer 2 Configuration Statement Changes

Original Hierarchy Changed Hierarchy Hierarchy Level Change
Description
[edit] Hierarchy
bridge-domains bridge- vlans vlans-name { renamed

domain--name {


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/traceoptions-igmp-snooping.html
https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

Table 18: Enhanced Layer 2 Configuration Statement Changes (Continued)

Original Hierarchy

bridge-domains bridge-

domain--name {
vlan-id-list [vian-

id] ;

}

bridge-options {
interface interface-
name {
encapsulation-
type;
ignore-
encapsulation-mismatch;

pseudowire-status-

tlv;
static-mac mac-
address {
vlan-id vian-
id,
}
}

mac-table-aging-time
seconds;
mac-table-size {
number;
packet-action
drop;
}

Changed Hierarchy

vlans vlans-name {

vlan members [vlan-
id] ;
}

switch-options {
interface interface-
name {
encapsulation-
type;
ignore-
encapsulation-mismatch;

pseudowire-status-

tlv;
static-mac mac-
address {
vlan-id vlan-
id,
}
}

mac-table-aging-time
seconds;
mac-table-size {
number;
packet-action
drop;
}

Hierarchy Level

[edit vlans vians-name]

[edit vlans vians-namel]

Change
Description

Statement
renamed.

Statement
renamed.



Table 18: Enhanced Layer 2 Configuration Statement Changes (Continued)

Original Hierarchy Changed Hierarchy Hierarchy Level Change
Description
[edit security flow] Statement
bridge { ethernet-switching { renamed.
block-non-ip-all; block-non-ip-all;
bpdu-vlan-flooding; bpdu-vlan-flooding;
bypass-non-ip-unicast; bypass-non-ip-unicast;
no-packet-flooding { no-packet-flooding {
no-trace-route; no-trace-route;
} }
} }
[edit interfaces interface- Hierarchy
family { family { name] unit unit-number  renamed.

bridge { ethernet-switching {
bridge-domain-
type (svlan| bvlan);

[edit vlans vians-name] Statement

renamed.
routing-interface irb.0; 13-interface 1irb.0;

Table 19: Enhanced Layer 2 Operational Command Changes

Original Operational Command Modified Operational Command
clear bridge mac-table clear ethernet-switching table
clear bridge mac-table persistent-learning clear ethernet-switching table persistent-learning

show bridge domain show vlans



Table 19: Enhanced Layer 2 Operational Command Changes (Continued)

Original Operational Command Modified Operational Command
show bridge mac-table show ethernet-switching table
show I12-learning interface show ethernet-switching interface

NOTE: There is no fxpO out-of-band management interface on the SRX300, SRX320, and
SRX500HM devices. (Platform support depends on the Junos OS release in your installation.)

SEE ALSO

‘ Understanding Switching Modes on Security Devices | 1018

Layer 2 Next Generation Mode for ACX Series

The Layer 2 Next Generation mode, also called Enhanced Layer 2 Software (ELS), is supported on
ACX5048, ACX5096, and ACX5448 routers for configuring Layer 2 features. The Layer 2 CLI
configurations and show commands for ACX5048, ACX5096, and ACX5448 routers differ from those
for other ACX Series routers (ACX1000, ACX1100, ACX2000, ACX2100, ACX2200, and ACX4000) and
MX Series routers.

Table 20 on page 43 shows the differences in CLI hierarchy for configuring Layer 2 features in Layer 2
next generation mode.

Table 20: Differences in CLI Hierarchy for Layer 2 Features in Layer 2 Next Generation Mode
Feature ACX1000, ACX1100, ACX2000, ACX5048 and ACX5096 Routers

ACX2100, ACX2200, ACX4000,
ACX5448, and MX Series Routers

Bridge Domain [edit bridge-domains bridge-domain- [edit vlans vian-name)

name)



Table 20: Differences in CLI Hierarchy for Layer 2 Features in Layer 2 Next Generation Mode

(Continued)

Feature

Family bridge

Layer 2 options

Ethernet options

Integrated routing and
bridging (IRB)

Storm control

Internet Group
Management Protocol
(IGMP) snooping

Family bridge firewall
filter

ACX1000, ACX1100, ACX2000,
ACX2100, ACX2200, ACX4000,
ACX5448, and MX Series Routers

[edit interfaces interface-name unit

unit-number family bridge]

[edit bridge-domains bridge-domain-

name bridge-options]

[edit interfaces interface-name

gigether-options]

[edit bridge-domains bridge-domain-

name] routing-interface irb.unit;

[edit vlans vian-name forwarding-

options flood filter filter-name)

[edit bridge-domains bridge-domain-

name protocols igmp-snooping]

[edit firewall family bridge]

ACX5048 and ACX5096 Routers

[edit interfaces interface-name
unit wnit-number family ethernet-

switching]

[edit vlans vian-name switch-

options]

[edit interfaces interface-name

ether-options]

[edit vlans vian-name] 13-

interface irb.unit;

[edit forwarding-options storm-

control-profiles]

ledit interfaces interface-name
ether-options] storm-control name;

recovery-timeout interval,

[edit protocols igmp-snooping vlan

vlan-name)

[edit firewall family ethernet-

switching]

Table 21 on page 45 shows the differences in show commands for Layer 2 features in Layer 2 next

generation mode.



Table 21: Differences in show Commands for Layer 2 Features in Layer 2 Next Generation Mode

Feature ACX1000, ACX1100, ACX2000, ACX5048, ACX5096, and
ACX2100, ACX2200, ACX4000, and ACX5448 Routers
MX Series Routers

VLAN show bridge-domain show vlans
MAC table show bridge mac-table show ethernet-switching table
MAC table options show bridge mac-table show ethernet-switching table

(MAC address, bridge-domain name,
interface, VLAN ID, and instance)

Switch port listing with show 12-learning interface show ethernet-switching
VLAN assignments interfaces

Kernel state of flush show route forwarding-table family show route forwarding-table
database bridge family ethernet-switching
SEE ALSO

Storm Control on ACX Series Routers Overview
Layer 2 Bridge Domains on ACX Series Overview
Guidelines for Configuring Firewall Filters

IGMP Snooping and Bridge Domains

Understanding Ethernet Link Aggregation on ACX Series Routers

Release History Table

Release Description

15.1X49-D40 @ Starting in Junos OS Release 15.1X49-D40, use the set protocols I2-learning global-
mode(transparent-bridge | switching) command to switch between the Layer 2 transparent bridge
mode and Ethernet switching mode.



15.1X49-D10 @ Starting in Junos OS Release 15.1X49-D10 and Junos OS Release 17.3R1, some Layer 2 CLI
configuration statements are enhanced, and some commands are changed.
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Introduction to the Media Access Control (MAC) Layer 2 Sublayer

This topic provides an introduction to the MAC sublayer of the data link layer (Layer 2).

In Layer 2 of a network, the Media Access Control (MAC) sublayer provides addressing and channel
access control mechanisms that enable several terminals or network nodes to communicate in a
network.

The MAC sublayer acts as an interface between the logical link control (LLC) Ethernet sublayer and
Layer 1 (the physical layer). The MAC sublayer emulates a full-duplex logical communication channel in a
multipoint network. This channel may provide unicast, multicast, or broadcast communication service.
The MAC sublayer uses MAC protocols to prevent collisions.

In Layer 2, multiple devices on the same physical link can uniquely identify one another at the data link
layer, by using the MAC addresses that are assigned to all ports on a switch. A MAC algorithm accepts
as input a secret key and an arbitrary-length message to be authenticated, and outputs a MAC address.

A MAC address is a 12-digit hexadecimal number (48 bits in long). MAC addresses are usually written in
one of these formats:

o MM:MM:MM:SS:SS:SS

¢ MM-MM-MM-SS-55-5S



The first half of a MAC address contains the ID number of the adapter manufacturer. These IDs are
regulated by an Internet standards body. The second half of a MAC address represents the serial number
assigned to the adapter by the manufacturer.

Contrast MAC addressing, which works at Layer 2, with IP addressing, which runs at Layer 3
(networking and routing). One way to remember the difference is that the MAC addresses apply to a
physical or virtual node, whereas IP addresses apply to the software implementation of that node. MAC
addresses are typically fixed on a per-node basis, whereas IP addresses change when the node moves
from one part of the network to another.

IP networks maintain a mapping between the IP and MAC addresses of a node using the Address
Resolution Protocol (ARP) table. DHCP also typically uses MAC addresses when assigning IP addresses
to nodes.

SEE ALSO

Overview of Layer 2 Networking

Understanding MAC Learning

Understanding MAC Address Assignment on an EX Series Switch

This topic describes MAC address assignment for interfaces on standalone Juniper Networks EX Series
Ethernet Switches. For information regarding MAC address assignments in a Virtual Chassis, see
Understanding MAC Address Assignment on a Virtual Chassis.

MAC addresses are used to identify network devices at Layer 2. Because all Layer 2 traffic decisions are
based on an interface’s MAC address, understanding MAC address assignment is important to
understanding how network traffic is forwarded and received by the switch. For additional information
on how a network uses MAC addresses to forward and receive traffic, see Understanding Bridging and
VLANSs on Switches.

A MAC address comprises six groups of two hexadecimal digits, with each group separated from the
next group by a colon—for instance, aa:bb:cc:dd:ee:00. The first five groups of hexadecimal digits are
derived from the switch and are the same for all interfaces on the switch.

The assignment of a unique MAC address to each network interface helps ensure that functions that
require MAC address differentiation—such as redundant trunk groups (RTGs), Link Aggregation Control
Protocol (LACP), and general monitoring functions—can properly function.

On switches that use line cards, this MAC addressing scheme differentiates the Layer 2 interfaces on
different line cards in the switch.



For EX Series switches, the first five groups of hexadecimal digits are determined when the switch is
manufactured. The switch then assigns a unique MAC address to each interface by assigning a unique
identifier as the last group of hexadecimal digits. The assignment depends on how the interface is
configured. The switch uses a different pattern to distinguish between an interface that is configured as
any of a routed VLAN interface (RV/), a virtual management Ethernet (VME) interface, or an aggregated
Ethernet interface or is not configured as any of an RVI, a VME, or as an aggregated Ethernet interface.

For aggregated Ethernet interfaces, the MAC address assignment remains constant regardless of
whether the configuration of the interface is Layer 2 or Layer 3.

NOTE: In Junos OS Release 11.3 and later releases through Release 12.1, the MAC address
assignment for aggregated Ethernet interfaces changes if the interface is changed from Layer 2
to Layer 3 or the reverse. Starting with Junos Release 12.2, the MAC address assignment for
aggregated Ethernet interfaces remains constant regardless of whether the interface is Layer 2 or
Layer 3.

NOTE: Prior to Junos OS Release 11.3, MAC addresses for Layer 2 interfaces could be shared
between interfaces and RVIs on different line cards in the same switch. However, if you upgrade
from Junos OS Release 11.2 or earlier to Junos OS Release 11.3 or later on a switch that
supports line cards, the MAC addresses of these interfaces will change.

MAC addresses are assigned to interfaces automatically—no user configuration is possible or required.
You can view MAC addresses assigned to interfaces using the show interfaces command.

SEE ALSO

‘ Interfaces Overview for Switches

Configuring MAC Move Parameters

When a MAC address appears on a different physical interface or within a different unit of the same
physical interface and this behavior occurs frequently, it is considered a MAC move. You can configure
the router to report a MAC address move based on the following parameters: the number of times a
MAC address move occurs, a specified period of time over which the MAC address move occurs, and
specified number of times a MAC address move occurs in one second. You can only configure the
global-mac-move statement at the global hierarchy level.



To globally disable the MAC move action feature, include the disable-action statement at the [edit
protocols 12-learning global-mac-move]. This disables the MAC move action feature, while MAC move
detection exists.

To configure the time duration after which the port will be unblocked, include the reopen-time statement
at the [edit protocols 12-learning global-mac-movel. The default reopen timer is 180 second.

To configure MAC address move reporting if the MAC address moves at least a specified number of
times in one second, include the threshold-time statement at the [edit protocols 12-learning global-
mac-move] hierarchy level. The default threshold time is 1 second.

To configure reporting of a MAC address move if the MAC address moves for a specified period of time,
include the notification-time statement at the [edit protocols 12-learning global-mac-move] hierarchy
level. The default notification timer is 1 second.

To configure reporting of a MAC address move if the MAC address moves a specified number of times,
include the threshold-count statement at the [edit protocols 12-learning global-mac-move] hierarchy
level. The default threshold count is 50 moves.

Use the show 12-learning mac-move-buffer command to view the actions as a result of MAC address
move feature.

Use the show 12-learning mac-move-buffer active command to view the set of IFLs blocked as a result of
MAC move action.

Use the exclusive-mac command exclude a MAC address from the MAC move limit algorithm, preventing
a MAC address from being tracked.

Use the clear 12-learning mac-move-buffer active command to unblock the IFBDs that were blocked by
MAC move action feature. This allows the user to keep the reopen-time configured to a large value, but
when the looping error is fixed, user can manually release the blocking.

The following example sets the notification time for MAC moves to 1 second, the threshold time to
1 second, reopen-time to 180 seconds and the threshold count to 50 moves.

[edit protocols 12-learning]

global-mac-move {
notification-time 1;
reopen-time 180;
threshold-count 50;
threshold-time 1;



Configuring MAC Limiting (ELS)

IN THIS SECTION

Limiting the Number of MAC Addresses Learned by an Interface | 52

Limiting the Number of MAC Addresses Learned by a VLAN | 53

This topic describes different ways of configuring a limitation on MAC addresses in packets that are
received and forwarded by the switch.

NOTE: The tasks presented in the first section uses Junos OS for EX Series switches and
QFX3500 and QFX3600 switches with support for the Enhanced Layer 2 Software (ELS)
configuration style. See Using the Enhanced Layer 2 Software CLI for more information about
ELS configurations.

e For information on configuring an interface to automatically recover from a shutdown caused
by MAC limiting, see Configuring Autorecovery for Port Security Eventslf you do not
configure the switch for autorecovery from the disabled condition, you can bring up the
disabled interfaces by running the ciear ethernet-switching recovery-timeout command.

The different ways of setting a MAC limit are described in the following sections:

Limiting the Number of MAC Addresses Learned by an Interface

To secure a port, you can set the maximum number of MAC addresses that can be learned by an
interface:

e Set the MAC limit on an interface, and specify an action that the switch takes after the specified limit
is exceeded:

[edit switch-options]

user@switch# set interface interface-name interface-mac-limit Zimit packet-action action

After you set a new MAC limit for the interface, the system clears existing entries in the MAC
address forwarding table associated with the interface.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/layer-2-understanding.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html

Limiting the Number of MAC Addresses Learned by a VLAN
To limit the number of MAC addresses learned by a VLAN, perform both of the following steps:

1. Set the maximum number of MAC addresses that can be learned by a VLAN, and specify an action
that the switch takes after the specified limit is exceeded:

[edit vlans]
user@switch# set vian-name switch-options mac-table-size Zimit packet-action action

2. Set the maximum number of MAC addresses that can be learned by one or all interfaces in the
VLAN, and specify an action that the switch takes after the specified limit is exceeded:

NOTE: If you specify a MAC limit and packet action for all interfaces in the VLAN and a
specific interface in the VLAN, the MAC limit and packet action specified at the specific
interface level takes precedence. Also, at the VLAN interface level, only the drop and drop-and-

log options are supported.

[edit vlans]
user@switch# set vlan-name switch-options interface interface-name interface-mac-limit Zimit

packet-action action

[edit vlans]
user@switch# set vlan-name switch-options interface-mac-limit limit packet-action action

After you set new MAC limits for a VLAN by using the mac-table-size statement or for interfaces
associated with a VLAN by using the interface-mac-limit statement, the system clears the
corresponding existing entries in the MAC address forwarding table.

NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option at the [edit vlans
vlan-name switch-options interface interface-name interface-mac-limit packet-action]
hierarchy level and issue the commit operation, the system generates a commit error. The
system does not generate an error if you include the shutdown option at the [edit switch-

options interface interface-name interface-mac-limit packet-action] hierarchy level.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/mac-table-size-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/interface-mac-limit-edit-bridge-domains-edit-switch-options.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/packet-action-edit-bridge-domains-edit-protocols-l2-learning-edit-switch-options.html

Adding a Static MAC Address Entry to the Ethernet Switching Table on a
Switch with ELS Support

NOTE: This task uses Junos OS for EX Series switches and Junos OS for QFX3500 and QFX3600
switches with support for the Enhanced Layer 2 Software (ELS) configuration style. If your switch
runs software that does not support ELS, see Adding a Static MAC Address Entry to the Ethernet
Switching Table. For ELS details, see Using the Enhanced Layer 2 Software CLI.

The Ethernet switching table, also known as the forwarding table, specifies the known locations of
VLAN nodes and the addresses of devices within those nodes. There are two ways to populate the

Ethernet switching table on a switch. The easiest method is to let the switch update the table with MAC
addresses.

The second way to populate the Ethernet switching table is to manually insert addresses into the table.
You can do this to reduce flooding and speed up the switch’s automatic learning process.

Before configuring a static MAC address, be sure that you have:
e Set up the VLAN. See Configuring VLANSs for EX Series Switches with ELS Support (CLI Procedure).

To configure an interface to have a static MAC address:

[edit vlans vlan-name switch-options interface interface-namel]
user@switch# set static-mac mac-address

Adding a Static MAC Address Entry to the Ethernet Switching Table

NOTE: This task uses Junos OS for EX Series switches and Junos OS for QFX3500 and QFX3600
switches that does not support the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that supports ELS, see Adding a Static MAC Address Entry to the Ethernet

Switching Table on a Switch with ELS Support. For ELS details, see Using the Enhanced Layer 2
Software CLI.

The Ethernet switching table, also known as the forwarding table, specifies the known locations of
VLAN nodes. There are two ways to populate the Ethernet switching table on a switch. The easiest
method is to let the switch update the table with MAC addresses.


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/bridging-vlans-ex-series-cli-els.html

The second way to populate the Ethernet switching table is to manually insert a VLAN node location
into the table. You can do this to reduce flooding and speed up the switch’s automatic learning process.
To further optimize the switching process, indicate the next hop (next interface) packets will use after
leaving the node.

Before configuring a static MAC address, be sure that you have:
e Set up the VLAN. See Configuring VLANs for EX Series Switches or Configuring VLANs on Switches.

To add a MAC address to the Ethernet switching table:

1. Specify the MAC address to add to the table:

[edit ethernet-switching-options]

set static vlan vian-name mac mac-address

2. Indicate the next hop MAC address for packets sent to the indicated MAC address:

[edit ethernet-switching-options]

set static vlan vian-name mac mac-address next-hop interface

Example: Configuring the Default Learning for Unknown MAC Addresses
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This example shows how to configure the device to use only ARP requests to learn the outgoing
interfaces for unknown destination MAC addresses.



Requirements

Before you begin, determine the MAC addresses and associated interfaces of the forwarding table. See
Layer 2 Learning and Forwarding for VLANs Overview.

Overview

In this example, you configure the device to use only ARP queries without traceroute requests.

Configuration

IN THIS SECTION

Procedure | 56

Procedure

CLI Quick Configuration
To quickly configure this example, copy the following commands, paste them into a text file, remove any

line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow ethernet-switching no-packet-flooding no-trace-route

Step-by-Step Procedure

To configure the device to use only ARP requests to learn unknown destination MAC addresses:

1. Enable the device.

[edit]
user@host# set security flow ethernet-switching no-packet-flooding no-trace-route



2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show security flow command.
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Understanding MAC Learning

MAC learning is the process of obtaining the MAC addresses of all the nodes on a network.

When a node is first connected to an Ethernet LAN or VLAN, it has no information about the other
nodes on the network. As data is sent through the network, data packets include a data frame listing
their source and destination MAC addresses. The data frame is forwarded to a target port, which is
connected to the second device. The MAC address is learned locally at the target port, which facilitates
communications for frames that later enter the target port and contain addresses previously learned
from a received frame.

By default, MAC learning is enabled on the QFX and NFX Series.

Disabling MAC Learning on Devices with ELS Support

By default, MAC learning is globally enabled on all nodes. This topic describes how to disable MAC
learning, as well as how to reenable and verify that MAC learning has been enabled or disabled.

NOTE: This task supports the Enhanced Layer 2 Software (ELS) configuration style. For ELS
details, see Using the Enhanced Layer 2 Software CL/If your switch runs software that does not
support ELS, see Disabling MAC Learning on QFX Switches.



Disabling dynamic MAC learning prevents a node from learning source and destination MAC addresses.

e To disable MAC learning:

[edit vlans vian-name switch-options interface interface-name]

user@switch# set no-mac-learning

e To enable MAC learning:

[edit vlans vian-name switch-options interface interface-name]
user@switch# delete no-mac-learning

user@switch# deactivate no-mac-learning

e To verify the status of MAC learning, view the Ethernet MAC learning statistics in operational mode.

user@switch> show ethernet-switching table

Ethernet-switching table: 2 entries, 1 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:1f:12:39:90:80 Learn 29 xe-/0/0.0

Disabling MAC Learning on QFX Switches

By default, MAC learning is globally enabled on all nodes in a device. This topic describes how to disable
MAC learning, as well as how to reenable and verify that MAC learning has been enabled or disabled.

Disabling dynamic MAC learning on the device prevents a node from learning source and destination
MAC addresses.

NOTE: This task uses Junos OS for QFX3500 and QFX3600 switches and does not support the
Enhanced Layer 2 Software (ELS) configuration style. If your switch runs software that supports
ELS, see "Disabling MAC Learning on Devices with ELS Support" on page 59.



e To disable MAC learning on the QFX Series:

[edit ethernet-switching-options interfaces interface]

user@switch# set no-mac-learning

e To enable MAC learning on the QFX Series:

[edit ethernet-switching-options interfaces interface]
user@switch# delete no-mac-learning

user@switch# deactivate no-mac-learning

o To verify the status of MAC learning on the QFX Series, view the Ethernet MAC learning statistics in
operational mode.

user@switch> show ethernet-switching table

Ethernet-switching table: 2 entries, 1 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:1f:12:39:90:80 Learn 29 xe-/0/0.0

Disabling MAC Learning in a VLAN on a QFX Switch

By default, MAC learning is enabled on a VLAN. This topic describes how to disable MAC learning in a
VLAN, as well as how to reenable and verify that MAC learning has been enabled or disabled.

Disabling dynamic MAC learning in a VLAN on a QFX Series product prevents a node from learning
source and destination MAC addresses.

e To disable MAC learning in a VLAN:

[edit vlans vlan-name]
user@switch# set no-mac-learning



e To reenable MAC learning in a VLAN, use either of the following two commands:

[edit vlans vlan-name]
user@switch# delete no-mac-learning

user@switch# deactivate no-mac-learning

e To verify the status of MAC learning on the QFX series:

user@switch> show ethernet-switching table

Disabling MAC Learning for a VLAN or Logical Interface

You can disable MAC learning for all logical interfaces in a specified VLAN, or for a specific logical
interface in a VLAN. Disabling dynamic MAC learning prevents the specified interfaces from learning
source MAC addresses.

To disable MAC learning for all logical interfaces in a VLAN in a virtual switch, include the no-mac-
learning statement at the [edit vlans vian-name switch-options] hierarchy level:

[edit]
vlans {
vian-name {
domain-type bridge;
interface Interface-name;
switch-options {

no-mac-learning;

To disable MAC learning for a specific logical interface in a VLAN, include the no-mac-learning statement

at the [edit vlans vlan-name switch-options interface interface-name] hierarchy level.

[edit]
vlans {
vian-name {

domain-type bridge;



interface Interface-name;
switch-options {
interface interface-name {

no-mac-learning;

NOTE: When you disable MAC learning, source MAC addresses are not dynamically learned, and
any packets sent to these source addresses are flooded into the VLAN.

NOTE: When you gather interfaces into a VLAN, the no-mac-learn-enable statement at the [edit
interfaces interface-name ether-options ethernet-switch-profile] hierarchy level is not
supported. You must use the no-mac-learning statement at the [edit vlans vlan-name switch-
options interface interface-name] hierarchy level to disable MAC learning on an interface in a
VLAN.

NOTE: When MAC learning is disabled for a VPLS routing instance, traffic is not load balanced
and only one of the equal-cost next hops is used.

Disabling MAC Learning for a Set of VLANs

You can disable MAC learning for a set of VLANSs. Disabling dynamic MAC learning prevents the Layer 2
trunk port associated with the set of VLANs from learning source and destination MAC addresses.
When you disable MAC learning, source MAC addresses are not dynamically learned, and any packets
sent to these source addresses are flooded into the switch.

To disable MAC learning for a set of VLANS, include the no-mac-learning statement at the [edit switch-
options] hierarchy level:

[edit switch-options]

no-mac-learning;
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Enabling MAC Accounting on a Device

By default, MAC accounting is disabled on the device. You can enable packet accounting either for a
device as a whole or for a specific VLAN. After you enable packet accounting, the Junos OS maintains
packet counters for each MAC address learned.

To enable MAC accounting, include the global-mac-statistics statement at the [edit protocols 12-

learning] hierarchy level:

[edit protocols 12-learning]

global-mac-statistics;

Enabling MAC Accounting for a VLAN

By default, MAC accounting is disabled. You can enable packet counting for a VLAN. When you enable
packet accounting, the Junos OS maintains packet counters for each MAC address learned on the
interfaces in the VLAN.

To enable MAC accounting for a VLAN, include the mac-statistics statement at the [edit vlans vian-

name switch-options] hierarchy level:

[edit vlans vian-name switch-options]

mac-statistics;



Enabling MAC Accounting for a Set of VLANSs

By default, MAC accounting is disabled. You can enable packet counting for a set of VLANSs. After you
enable packet accounting, the Junos OS maintains packet counters for each MAC address learned on the

trunk port associated with the set of VLANSs.
To enable MAC accounting for a set of VLANS, include the mac-statistics statement at the [edit switch-

options] hierarchy level:

[edit switch-options]

mac-statistics;

Verifying That MAC Accounting Is Working

IN THIS SECTION

Purpose | 66

Action | 66

Meaning | 69
Purpose

Verify that MAC accounting is enabled and the system is counting packets and collecting statistics.

Action

1. Verify that MAC accounting is enabled.

user@switch> show ethernet-switching table
MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch
Vlan MAC MAC Age Logical



name address flags interface
VLAN101 88:€0:f3:bb:07:f0 D,SE - ae20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch

Vlan MAC MAC Age Logical
name address flags interface
VLAN102 88:e0:f3:bb:07:f0 D,SE - 2e20.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC)

Routing instance : default-switch

Vlan MAC MAC Age Logical
name address flags interface
VLAN103 88:€0:f3:bb:07:f0 D,SE - ae20.0

[...output truncated...]

2. Display MAC accounting statistics for all VLANSs associated with an interface.

user@switch> show ethernet-switching statistics

Local interface: ae20.0, Index: 1039

Broadcast packets: 115
Broadcast bytes : 6900
Multicast packets: 395113
Multicast bytes : 61622869
Flooded packets : 0
Flooded bytes : 0
Unicast packets : 1419
Unicast bytes : 117924
Current MAC count: 4 (Limit 8192)

[...output truncated...]



3. Display MAC accounting statistics for each address in the MAC address table.

user@switch> show ethernet-switching table extensive
MAC address: 88:€0:f3:bb:07:f0
Routing instance: default-switch
VLAN ID: 101
Learning interface: ae20.0
Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
Epoch: 6 Sequence number: 13
Learning mask: 0x00000020
MAC address used as destination:
Packet count: 0 Byte count: 0
MAC address used as source:
Packet count: 9 Byte count: 1116

MAC address: 88:€0:f3:bb:07:f0
Routing instance: default-switch
VLAN ID: 102
Learning interface: ae20.0
Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
Epoch: 6 Sequence number: 13
Learning mask: 0x00000020
MAC address used as destination:
Packet count: 0 Byte count: 0
MAC address used as source:
Packet count: 9 Byte count: 1116

MAC address: 88:€0:f3:bb:07:f0
Routing instance: default-switch
VLAN ID: 103
Learning interface: ae20/0
Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,acct,kernel,in_ifbd
Epoch: 6 Sequence number: 13
Learning mask: 0x00000020
MAC address used as destination:
Packet count: 0 Byte count: 0
MAC address used as source:
Packet count: 9 Byte count: 1116
[...output truncated...]



Meaning

In the output for show ethernet-switching table, the MAC flag SE indicates that MAC accounting is
enabled for VLANs 101, 102, and 103, which are all associated with the default-switch routing instance.

The output for show ethernet-switching statistics displays packet statistics and the current number of
MAC addresses learned by the VLANSs associated with aggregated Ethernet interface ae20.0.

The output for show ethernet-switching table extensive shows information for each address in the MAC
address table. In particular, it displays the number of packets sent to and received by an interface, which
is identified by a MAC address.

The output from the three commands demonstrates that MAC accounting is working properly. That is,
MAC accounting is enabled on VLANs 101, 102, and 103, and as a result, you can view statistics for
each of these VLANSs, aggregated Ethernet interface ae20.0, and each MAC address.
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Understanding MAC Notification on EX Series Switches

Juniper Networks EX Series Switches track clients on a network by storing Media Access Control (MAC)
addresses in the Ethernet switching table on the switch. When switches learn or unlearn a MAC
address, SNMP notifications can be sent to the network management system at regular intervals to
record the addition or removal of the MAC address. This process is known as MAC notification.

The MAC Notification MIB controls MAC notification for the network management system. For general
information on the MAC Notification MIB, see the Junos OS Network Management Configuration
Guide.

The MAC notification interval defines how often these SNMP notifications are sent to the network
management system. The MAC notification interval works by tracking all of the MAC address additions
or removals on the switch over a period of time and then sending all of the tracked MAC address
additions or removals to the network management server at the end of the interval. For instance, if the
MAC notification interval is set to 10, all of the MAC address addition and removal SNMP notifications
are sent to the network management system every 10 seconds.

Enabling MAC notification allows users to monitor the addition and removal of MAC addresses from the
Ethernet switching table remotely using a network management system. The advantage of setting a high
MAC notification interval is that the amount of network traffic is reduced because updates are sent less
frequently. The advantage of setting a low MAC notification interval is that the network management
system is better synchronized with the switch.

MAC notification is disabled by default. When MAC notification is enabled, the default MAC notification
interval is 30 seconds.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html

Configuring MAC Notification on Switches with ELS Support
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NOTE: This task uses the Enhanced Layer 2 Software (ELS) configuration style. If your switch
runs software that does not support ELS, see Configuring Non-ELS MAC Notification or
Configuring Non-ELS MAC Notification . For ELS details, see Using the Enhanced Layer 2
Software CLI.

When a switch learns or unlearns a MAC address, SNMP notifications can be sent to the network
management system at regular intervals to record the addition or removal of the MAC address. This
process is known as MAC notification.

The MAC notification interval defines how often Simple Network Management Protocol (SNMP)
notifications logging the addition or removal of MAC addresses on the switch are sent to the network
management system.

MAC notification is disabled by default. When MAC notification is enabled, the default MAC notification
interval is 30 seconds.

To enable or disable MAC notification, or to set the MAC notification interval, perform these tasks:

Enabling MAC Notification

MAC notification is disabled by default. You need to perform this procedure to enable MAC notification.

To enable MAC notification on the switch with the default MAC notification interval of 30 seconds:

[edit switch-options]

user@switch# set mac-notification



To enable MAC notification on the switch with any other MAC notification interval (here, the MAC
notification interval is set to 60 seconds):

[edit switch-options]
user@switch# set mac-notification notification-interval 60

Disabling MAC Notification

MAC notification is disabled by default. Perform this procedure only if MAC notification was previously
enabled on your switch.

To disable MAC notification on the switch:

[edit switch-options]
user@switch# delete mac-notification

To disable MAC notification on a specific interface (here, the interface is ge-0/0/3):

[edit switch-options]
user@switch# set interface ge-0/0/3 no-mac-notification

Setting the MAC Notification Interval

The default MAC notification interval is 30 seconds. The procedure to change the MAC notification
interval to a different interval is identical to the procedure to enable MAC notification on the switch
with a nondefault value for the MAC notification interval.

To set the MAC notification interval on the switch (here, the MAC notification interval is set to 5
seconds):

[edit switch-options]
user@switch# set mac-notification notification-interval 5



Configuring Non-ELS MAC Notification
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NOTE: This task uses Junos OS for EX Series switches that do not support Enhanced Layer 2
Software (ELS) configuration style. If your switch runs software that supports ELS, see
Configuring MAC Notification on Switches with ELS Support. For ELS details, see Using the
Enhanced Layer 2 Software CLI.

When a switch learns or unlearns a MAC address, SNMP notifications can be sent to the network
management system at regular intervals to record the addition or removal of the MAC address. This
process is known as MAC notification.

The MAC notification interval defines how often Simple Network Management Protocol (SNMP)
notifications logging the addition or removal of MAC addresses on the switch are sent to the network
management system.

MAC notification is disabled by default. When MAC notification is enabled, the default MAC notification
interval is 30 seconds.

To enable or disable MAC notification, or to set the MAC notification interval, perform these tasks:

Enabling MAC Notification
MAC notification is disabled by default. You need to perform this procedure to enable MAC notification.

To enable MAC notification on the switch with the default MAC notification interval of 30 seconds:

[edit ethernet-switching-options]
user@switch# set mac-notification



To enable MAC notification on the switch with any other MAC notification interval (here, the MAC
notification interval is set to 60 seconds):

[edit ethernet-switching-options]
user@switch# set mac-notification notification-interval 60

Disabling MAC Notification

MAC Notification is disabled by default. Perform this procedure only if MAC notification was previously
enabled on your switch.

To disable MAC notification on the switch:

[edit ethernet-switching-options]

user@switch# delete mac-notification

Setting the MAC Notification Interval

The default MAC notification interval is 30 seconds. The procedure to change the MAC notification
interval to a different interval is identical to the procedure to enable MAC notification on the switch
with a nondefault value for the MAC notification interval.

To set the MAC notification interval on the switch (here, the MAC notification interval is set to 5
seconds):

[edit ethernet-switching-options]
user@switch# set mac-notification notification-interval 5

Verifying That MAC Notification Is Working Properly
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Purpose

Verify that MAC notification is enabled or disabled, and that the MAC notification interval is set to the
specified value.

Action

To verify that MAC notification is enabled or disabled on a QFX Series switch or an EX4600, and also to
verify the MAC notification interval setting:

user@switch> show ethernet-switching mac-notification
Notification Status: Enabled

Notification Interval: 60

Notifications Sent 10

Notifications Table Maxsize : 256

The output in the Notification Status field shows that MAC notification is enabled. The output in the
Notification Status field would display Disabled if MAC notification was disabled.

The Notification Interval field output shows that the MAC notification interval is set to 60 seconds.

To verify that MAC notification is enabled on an EX Series switch while also verifying the MAC
notification interval setting:

user@switch> show ethernet-switching mac-notification
Notification Status: Enabled

Notification Interval: 30

The output in the Notification Status field shows that MAC notification is enabled. The output in the
Notification Status field would display Disabled if MAC notification was disabled.

The Notification Interval field output shows that the MAC notification interval is set to 30 seconds.
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Understanding MAC Table Aging

Juniper Networks EX Series Ethernet Switches store MAC addresses in the Ethernet switching table,
also called the MAC table. When the aging time for a MAC address in the table expires, the address is
removed.

If your switch runs Juniper Networks Junos operating system (Junos OS) for EX Series switches with
support for the Enhanced Layer 2 Software (ELS) configuration style, you can configure the MAC table
aging time on all VLANSs on the switch. If your switch runs Junos OS that does not support ELS, you can
configure the MAC table aging time on all VLANs on the switch or on specified VLANSs, as well as
configure aging time to be unlimited, either on all VLANs or on specified VLANSs, so that MAC addresses
never age out of the table.

To learn MAC addresses, the switch reads all packets that it detects on the LAN or on the local VLAN,
looking for MAC addresses of sending nodes. It places these addresses into its Ethernet switching table,
along with two other pieces of information—the interface on which the traffic was received and the time
when the address was learned.

When the switch receives traffic on an interface, it searches the Ethernet switching table for the MAC
address of the destination. If the MAC address is not found, the traffic is flooded out all of the other
interfaces associated with the VLAN. For example, if traffic is received on an interface that is associated
with VLAN v-10 and there is no entry in the Ethernet switching table for VLAN v-10 (the Ethernet
switching table is organized by VLAN), then the traffic is flooded to all access and trunk interfaces that
are members of VLAN v-10.

Flooding allows the switch to learn about destinations that are not yet in its Ethernet switching table. If
a particular destination MAC address is not in the Ethernet switching table, the switch floods the traffic
to all interfaces except the interface on which it was received. When the destination node receives the
flooded traffic, it sends an acknowledgment packet back to the switch, allowing the switch to learn the
MAC address of the node and to add the address to its Ethernet switching table.



The switch uses a mechanism called aging to keep the Ethernet switching table current. For each MAC
address in the Ethernet switching table, the switch records a timestamp of when the information about
the network node was learned. Each time the switch detects traffic from a MAC address that is in its
Ethernet switching table, it updates the timestamp of that MAC address. A timer on the switch
periodically checks the timestamp, and if the MAC address of a node is older than the value set, the
switch removes that MAC address from the Ethernet switching table. This aging process ensures that
the switch tracks only active MAC addresses on the network and that it is able to flush out from the
Ethernet switching table MAC addresses that are no longer available.

You configure how long MAC addresses remain in the Ethernet switching table by:

e (On switches that run Junos OS with support for the ELS configuration style) Using the global-mac-
table-aging-time statement in the [edit protocols 12-learning] hierarchy.

e (On switches that run Junos OS that does not support ELS) Using the mac-table-aging-time statement
in either the [edit ethernet-switching-options] or the [edit vlans] hierarchy, depending on whether
you want to configure it for the entire switch or only for specific VLANSs.

For example, in a topology with EX switches that run Junos OS that does not support ELS, if you have a
printer VLAN, you might choose to configure the aging time for that VLAN to be considerably longer
than for other VLANSs so that MAC addresses of printers on this VLAN age out less frequently. Because
the MAC addresses remain in the table, even if a printer has been idle for some time before traffic
arrives for it, the switch still finds the MAC address and does not need to flood the traffic to all other
interfaces.

Similarly, in a data center environment where the list of servers connected to the switch is fairly stable,
you might choose to increase MAC address aging time, or even set it to unlimited, to increase the
efficiency of the utilization of network bandwidth by reducing flooding.

SEE ALSO

‘ Access Control and Authentication on Switching Devices

Configuring MAC Table Aging on Switches

MAC table aging ensures that a switch tracks only active nodes on the network and that it is able to
flush out network nodes that are no longer available.

To manage MAC entries more efficiently, you can configure an entry’s aging time, which is the maximum
time that an entry can remain in the MAC address table before it is deleted because it has reached its
maximum age.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/access-control-authentication-for-switching-device.html

The following example uses Junos OS for Junos OS for QFX3500 and QFX3600 switches with no
support for the Enhanced Layer 2 Software (ELS) configuration style. Use the set-mac-table-aging-time
command to configure how long entries remain in the Ethernet switching table before expiring. Here the
VLAN is employee-vlan:

[edit vlans employee-vlan]

user@switch# set mac-table-aging-time 200

NOTE: This command applies to all VLANs configured for the switch. You cannot configure
separate MAC table aging times for specific VLANSs.

The following example uses Junos OS for QFX Series switches with support for the Enhanced Layer 2
Software (ELS) configuration style. Use the global-mac-table-aging-time command to configure how long
entries remain in the Ethernet switching table before expiring, as follows:

[edit protocols 12-learning]
user@switch# set global-mac-table-aging-time 200

NOTE: This command applies to all VLANs configured for the switch. You cannot configure
separate MAC table aging times for specific VLANSs.

The following example uses Junos OS for EX Series switches with support for the Enhanced Layer 2
Software (ELS) configuration style.

The Ethernet switching table (or MAC table) aging process ensures that the EX Series switch tracks only
active MAC addresses on the network and is able to flush out MAC addresses that are no longer used.

You can configure the MAC table aging time, the maximum time that an entry can remain in the Ethernet
Switching table before it ages out, on all VLANs on the switch. This setting can influence efficiency of
network resource use by affecting the amount of traffic that is flooded to all interfaces because when
traffic is received for MAC addresses no longer in the Ethernet switching table, the switch floods the
traffic to all interfaces.

[edit]

user@switch# set protocols 12-learning global-mac-table-aging-time seconds



The following example uses Junos OS for EX Series switches that do not support the Enhanced Layer 2
Software (ELS) configuration style.

The Ethernet switching table (or MAC table) aging process ensures that the EX Series switch tracks only
active MAC addresses on the network and is able to flush out MAC addresses that are no longer used.

You can configure the MAC table aging time, the maximum time that an entry can remain in the Ethernet
Switching table before it “ages out,” either on all VLANs on the switch or on particular VLANSs. This
setting can influence efficiency of network resource use by affecting the amount of traffic that is flooded
to all interfaces because when traffic is received for MAC addresses no longer in the Ethernet switching
table, the switch floods the traffic to all interfaces.

To configure the MAC table aging time on all VLANs on the switch:

[edit]
user@switch# set ethernet-switching-options mac-table-aging-time seconds

To configure the MAC table aging time on a VLAN:

[edit]
user@switch# set vlans vlan-name mac-table-aging-time seconds

NOTE: You can set the MAC table aging time to unlimited. If you specify the value as unlimited,
entries are never removed from the table. Generally, use this setting only if the switch or the
VLAN has a fairly static number of end devices; otherwise the table will eventually fill up. You
can use this setting to minimize traffic loss and flooding that might occur when traffic arrives for
MAC addresses that have been removed from the table.
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Understanding Layer 2 Forwarding Tables on Switches, Routers and NFX Series
Devices

You can configure Layer 2 MAC address and VLAN learning and forwarding properties in support of
Layer 2 bridging. Unicast media access control (MAC) addresses are learned to avoid flooding the
packets to all the ports in a VLAN. A source MAC entry is created in its source and destination MAC
tables for each MAC address learned from packets received on ports that belong to the VLAN.

When you configure a VLAN, Layer 2 address learning is enabled by default. The VLAN learns unicast
media access control (MAC) addresses to avoid flooding the packets to all the ports in the VLAN. Each
VLAN creates a source MAC entry in its source and destination MAC tables for each source MAC
address learned from packets received on the ports that belong to the VLAN.



NOTE: Traffic is not flooded back onto the interface on which it was received. However, because
this “split horizon” occurs at a late stage, the packet statistics displayed by commands such as
show interfaces queue will include flood traffic.

You can optionally disable MAC learning either for the entire device or for a specific VLAN or logical
interface. You can also configure the following Layer 2 learning and forwarding properties:

e Timeout interval for MAC entries
e Static MAC entries for logical interfaces only

e Limit to the number of MAC addresses learned from a specific logical interface or from all the logical
interfaces in a VLAN

e Size of the MAC address table for the VLAN

e MAC accounting for a VLAN

Understanding Layer 2 Forwarding Tables on Security Devices

The SRX Series device maintains forwarding tables that contain MAC addresses and associated
interfaces for each Layer 2 VLAN. When a packet arrives with a new source MAC address in its frame
header, the device adds the MAC address to its forwarding table and tracks the interface at which the
packet arrived. The table also contains the corresponding interface through which the device can
forward traffic for a particular MAC address.

If the destination MAC address of a packet is unknown to the device (that is, the destination MAC
address in the packet does not have an entry in the forwarding table), the device duplicates the packet
and floods it on all interfaces in the VLAN other than the interface on which the packet arrived. This is
known as packet flooding and is the default behavior for the device to determine the outgoing interface
for an unknown destination MAC address. Packet flooding is performed at two levels: packets are
flooded to different zones as permitted by configured Layer 2 security policies, and packets are also
flooded to different interfaces with the same VLAN identifier within the same zone. The device learns
the forwarding interface for the MAC address when a reply with that MAC address arrives at one of its
interfaces.

You can specify that the SRX Series device use ARP queries and traceroute requests (which are ICMP
echo requests with the time-to-live values set to 1) instead of packet flooding to locate an unknown
destination MAC address. This method is considered more secure than packet flooding because the
device floods ARP queries and traceroute packets—not the initial packet—on all interfaces. When ARP or
traceroute flooding is used, the original packet is dropped. The device broadcasts an ARP or ICMP query
to all other devices on the same subnetwork, requesting the device at the specified destination IP



address to send back a reply. Only the device with the specified IP address replies, which provides the
requestor with the MAC address of the responder.

ARP allows the device to discover the destination MAC address for a unicast packet if the destination IP
address is in the same subnetwork as the ingress IP address. (The ingress IP address refers to the IP
address of the last device to send the packet to the device. The device might be the source that sent the
packet or a router forwarding the packet.) Traceroute allows the device to discover the destination MAC
address even if the destination IP address belongs to a device in a subnetwork beyond that of the
ingress IP address.

When you enable ARP queries to locate an unknown destination MAC address, traceroute requests are
also enabled. You can also optionally specify that traceroute requests not be used; however, the device
can then discover destination MAC addresses for unicast packets only if the destination IP address is in
the same subnetwork as the ingress IP address.

Whether you enable ARP queries and traceroute requests or ARP-only queries to locate unknown
destination MAC addresses, the SRX Series device performs the following series of actions:

1. The device notes the destination MAC address in the initial packet. The device adds the source MAC
address and its corresponding interface to its forwarding table, if they are not already there.

2. The device drops the initial packet.

3. The device generates an ARP query packet and optionally a traceroute packet and floods those
packets out all interfaces except the interface on which the initial packet arrived.

ARP packets are sent out with the following field values:

e Source IP address set to the IP address of the IRB

e Destination IP address set to the destination IP address of the original packet

e Source MAC address set to the MAC address of the IRB

e Destination MAC address set to the broadcast MAC address (all 0xf)

Traceroute (ICMP echo request or ping) packets are sent out with the following field values:
e Source IP address set to the IP address of the original packet

e Destination IP address set to the destination IP address of the original packet

e Source MAC address set to the source MAC address of the original packet

e Destination MAC address set to the destination MAC address of the original packet

e Time-to-live (TTL) set to 1



4. Combining the destination MAC address from the initial packet with the interface leading to that
MAC address, the device adds a new entry to its forwarding table.

5. The device forwards all subsequent packets it receives for the destination MAC address out the
correct interface to the destination.

Layer 2 Learning and Forwarding for VLANs Acting as a Switch for a
Layer 2 Trunk Port

Layer 2 learning is enabled by default. A set of VLANSs, configured to function as a switch with a Layer 2
trunk port, learns unicast media access control (MAC) addresses to avoid flooding packets to the trunk
port.

NOTE: Traffic is not flooded back onto the interface on which it was received. However, because
this “split horizon" occurs at a late stage, the packet statistics displayed by commands such as
show interfaces queue will include flood traffic.

You can optionally disable Layer 2 learning for the entire set of VLANs as well as modify the following
Layer 2 learning and forwarding properties:

e Limit the number of MAC addresses learned from the Layer 2 trunk port associated with the set of
VLANs

e Modify the size of the MAC address table for the set of VLANSs

e Enable MAC accounting for the set of VLANs
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Benefits of Unified Forwarding Tables

Traditionally, forwarding tables have been statically defined and have supported only a fixed number of
entries for each type of address. The unified forward table provides the following benefits:

e Enables you to allocate forwarding table resources to optimize the memory available for different
address types based on the needs of your network.

e Enables you to allocate a higher percentage of memory for one type of address or another.

Using the Unified Forwarding Table to Optimize Address Storage

On the QFX5100, EX4600, EX4650, QFX5110, QFX5200, and QFX5120 switches, you can control the
allocation of forwarding table memory available to store the following:

e MAC addresses—In a Layer 2 environment, the switch learns new MAC addresses and stores them in
a MAC address table

e Layer 3 host entries-In a Layer 2 and Layer 3 environment, the switch learns which IP addresses are
mapped to which MAC addresses; these key-value pairs are stored in the Layer 3 host table.

e Longest prefix match (LPM) table entries—In a Layer 3 environment, the switch has a routing table
and the most specific route has an entry in the forwarding table to associate a prefix or netmask to a
next hop. Note, however, that all IPv4 /32 prefixes and IPvé6 /128 prefixes are stored in the Layer 3
host table.

UFT essentially combines the three distinct forwarding tables to create one table with flexible resource
allocation. You can select one of five forwarding table profiles that best meets your network needs. Each
profile is configured with different maximum values for each type of address. For example, for a switch
that handles a great deal of Layer 2 traffic, such as a virtualized network with many servers and
virtualized machines, you would likely choose a profile that allocates a higher percentage of memory to
MAC addresses. For a switch that operates in the core of a network, participates in an IP fabric, you
probably want to maximize the number of routing table entries it can store. In this case, you would
choose a profile that allocates a higher percentage of memory to longest match prefixes. The QFX5200
switch supports a custom profile that allows you to partition the four available shared memory banks
with a total of 128,000 entries among MAC addresses, Layer 3 host addresses, and LPM prefixes.



NOTE: Support for QFX5200 switches was introduced in Junos OS Release 15.1x53-D30. The
QFX5200 switch is not supported on Junos OS Release 16.1R1.

Understanding the Allocation of MAC Addresses and Host Addresses

All five profiles are supported, each of which allocates different amounts of memory for Layer 2 or Layer
3 entries, enabling you choose one that best suits the needs of your network. The QFX5200 and
QFX5210 switches, however, supports different maximum values for each profile from the other
switches. For more information about the custom profile, see "Configuring the Unified Forwarding Table
on Switches" on page 103.

NOTE: The default profile is 12-profile-three, which allocates equal space for MAC Addresses
and Layer 3 host addresses. On QFX5100, EX4600, QFX5110, and QFX5200 switches, the
space is equal to 16,000 IPv4 entries for the LPM table, and on QFX5210 switches, the space is
equal to 32,000 IPv4 entries for the LPM table. For the 1pm-profile the LPM table size is equal to
256,000 IPv4 entries.

NOTE: Starting with Junos OS Release 18.1R1 on the QFX5210-64C switch, for all these
profiles, except for the 1pm-profile the longest prefix match (LPM) table size is equal to 32,000
IPv4 entries.

NOTE: Starting with Junos OS Release 18.3R1 on the QFX5120 and EX4650 switches, for all
these profiles, except for the 1pm-profile the longest prefix match (LPM) table size is equal to
32,000 IPv4 entries.

NOTE: On QFX5100, EX4600, EX4650, QFX5110, QFX5200, QFX5120, and QFX5210-64C
switches, IPv4 and IPvé6 host routes with ECMP next hops are stored in the host table.

BEST PRACTICE: If the host or LPM table stores the maximum number of entries for any given
type of entry, the entire shared table is full and is unable to accommodate any entries of any
other type. Different entry types occupy different amounts of memory. For example, an IPvé



unicast address occupies twice as much memory as an IPv4 unicast address, and an IPvé
multicast address occupies four times as much memory as an IPv4 unicast address.

Table 22 on page 89 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5100 and EX4600 switches.

Table 22: Unified Forwarding Table Profiles on QFX5100 and EX4600 Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC IPv4 IPvé6 IPv4 (*, IPv4 (S, IPvé6 (*, IPvé (S,
Address | unicast unicast @ G) G) G) G)
es
12-profile-one 288K 16K 8K 8K 8K 4K 4K
12-profile-two 224K 80K 40K 40K 40K 20K 20K
12-profile-three 160K 144K 72K 72K 72K 36K 36K
(default)
13-profile 96K 208K 104K 104K 104K 52K 52K
lpm-profile 32K 16K 8K 8K 8K 4K 4K
lpm-profilewith 32K (stored (stored 8K 8K 4K 4K
unicast-in-lpm in LPM in LPM
option table) table)

Table 23 on page 90 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5110 switches.



Table 23: Unified Forwarding Table Profiles on QFX5110 Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC IPv4 IPvé6 IPv4 (¥, IPv4 (S,

Address | unicast unicast
es

12-profile-one 288K 16K 8K
12-profile-two 224K 80K 40K
12-profile-three 160K 144K 72K
(default)

13-profile 96K 208K 104K

G) G)
8K 8K
40K 40K
72K 72K

104K 104K

IPVé6 (*,
G)

4K

20K

36K

52K

IPVé6 (S,
G)

4K

20K

36K

52K

Table 24 on page 90 lists the LPM table size variations for the QFX5110 switch depending on the

prefix entries.

Table 24: LPM Table Size Variations on QFX5110 Switches

Profile Name Prefix Entries
num-65-127-prefix IPv4 LPM<= /32
0 16K

1 12K

2 8K

3 4K

IPv6 LPM <= /64

8K

6K

4K

2K

OK

IPv6 LPM > /64

OK

1K

2K

3K

4K



Table 25 on page 91 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5200-32C switches.

Table 25: Unified Forwarding Table Profiles on QFX5200-32C Switches

Profile Name

12-profile-one

12-profile-two

12-profile-three
(default)

13-profile

lpm-profile

MAC Host Table (unicast and multicast addresses)

Table

MAC IPv4
Addres | unicast
ses

136K 8K
104K 40K
72K 72K
40K 104K
8K 8K

IPv6
unicast

4K

20K

36K

52K

4K

IPv4 (¥,
G)

4K

20K

36K

52K

4K

IPv4 (S,
G)

4K

20K

36K

52K

4K

IPV6 (*,
G)

2K

10K

18K

26K

2K

IPV6 (S,
G)

2K

10K

18K

26K

2K

Exact-
Match

Table 26 on page 91 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5200-48Y switches.

Table 26: Unified Forwarding Table Profiles on QFX5200-48Y Switches

Profile Name

12-profile-one

12-profile-two

MAC Host Table (unicast and multicast addresses)
Table

MAC IPv4 IPvé IPv4 (*, IPv4 (S,
Address | unicast unicast G) G)

es

136K 8K 4K 4K 4K
104K 40K 20K 20K 20K

IPV6 (%,
G)

2K

10K

IPV6 (S,
G)

2K

10K



Table 26: Unified Forwarding Table Profiles on QFX5200-48Y Switches (Continued)

Profile Name MAC Host Table (unicast and multicast addresses)

Table
12-profile-three 72K 72K 36K 36K 36K 18K 18K
(default)
13-profile 40K 104K 52K 52K 52K 26K 26K
lpm-profile 8K 8K 4K 4K 4K 2K 2K

Table 27 on page 92 lists the LPM table size variations for the QFX5200-48Y switch depending on the
prefix entries.

Table 27: LPM Table Size Variations on QFX5200-48Y Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 LPM<= /32 IPv6 LPM <= /64 IPv6 LPM > /64
0 16K 8K OK

1 12K 6K 1K

2 8K 4K 2K

3 40K 2K 3K

4 OK OK 4K

Table 28 on page 93 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5210-64C switches.



Table 28: Unified Forwarding Table Profiles on QFX5210-64C Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC IPv4 IPv6 IPv4 (¥, IPv4 (S, IPv6(*, IPv6 (S, | Exact
Addres | unicast ' unicast | G) G) G) G) Match
ses
12-profile-one 264K 8K 4K 4K 4K 2K 2K OK
12-profile-two 200K 72K 36K 36K 36K 18K 18K OK
12-profile-three = 136K 136K 72K 72K 72K 36K 36K OK
(default)
13-profile 72K 200K 100K 100K 100K 50K 50K OK

Table 29 on page 93 lists the profiles you can choose and the associated maximum values for the MAC
address and host table entries on QFX5120 and EX4650 switches.

Table 29: Unified Forwarding Table Profiles on QFX5120 and EX4650 Switches

Profile Name MAC Host Table (unicast and multicast addresses)
Table
MAC IPv4 IPvé6 IPv4 (¥, IPv4 (S, IPv6 (*, IPvé (S,
Address  unicast unicast G) G) G) G)
es
12-profile-one 288K 16K 8K 8K 8K 4K 4K
12-profile-two 224K 80K 40K 40K 40K 20K 20K
12-profile-three 160K 144K 72K 72K 72K 36K 36K

(default)



Table 29: Unified Forwarding Table Profiles on QFX5120 and EX4650 Switches (Continued)

Profile Name MAC Host Table (unicast and multicast addresses)
Table
13-profile 96K 208K 104K 104K 104K 52K 52K

Table 30 on page 94 lists the LPM table size variations for the QFX5210-64C switch depending on the
prefix entries.

Table 30: LPM Table Size Variations on QFX5210-64C Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 LPM<= /32 IPv6 LPM <= /64 IPv6 LPM > /64
0 32K 16K OK

1 28K 14K 1K

2 24K 12K 2K

3 20K 10K 3K

4 OK OK 4K

Table 31 on page 94 lists the Layer 3 Defip table size variations for the QFX5120 and EX4650 switches
depending on the changing IPv6/128 prefix entries.

Table 31: LPM Table Size Variations on QFX5210-64C and EX4650 Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 LPM<= /32 IPv6 LPM <= /64 IPv6 LPM > /64

0 32K 16K OK



Table 31: LPM Table Size Variations on QFX5210-64C and EX4650 Switches (Continued)

Profile Name Prefix Entries

2 24K 12K 2K
4 16K 8K 4K
6 8K 4K 6K
8 OK 0K 8K

Unified Forwarding Table Profiles on QFX5130 and QFX5700 Switches for Junos OS
Evolved Releases

You can configure a forwarding-profile for the Unified Forwarding Table feature on QFX5130 and
QFX5700 switches using the set system packet-forwarding-options forwarding-profile configuration
statement for Junos OS Evolved Releases.

user@switch#tset system packet-forwarding-options forwarding-profile ?
Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups

default-profile MAC: 32K L3-host: 32K LPM: 720K FP-Compression: 18K, restarts PFE
host-acl-profile MAC: 160K L3-host: 160K LPM: 65K FP-Compression: 18K, restarts PFE
host-profile MAC: 160K L3-host: 160K LPM: 72K FP-Compression: @, restarts PFE
lpm-profile MAC: 32K L3-host: 32K LPM: 1.24M ARP: 61K FP-Compression: @ Tunnels: 0,

restarts PFE



Table 32: Unified Forwarding Table Profiles on QFX5130 and QFX5700 Switches

Profile
Applications

Feature

Layer 2-MAC

Layer 3 Host
Unicast -IPv4

Layer 3 Host
Unicast -IPvé

IPv4 LPM

IPv6 LPM <= /64

IPv6 LPM > /64

FP-compression

ARP & NDP

VRF

Layer 3 Multicast
IPv4

Layer 3 Multicast
IPv6

Tunnels

(VXLAN and GRE)

NOTE:

Default profile

32K

32K

16K

720K

550K

335K

18K

32K

upto 8K

Supported

LPM-profile

32K

32K

16K

1.24M

868K

495K

61K

upto 12K

8K

4K

Not Supported

Host-profile

160K

160K

80K

72K

50K

22K

32K

upto 8K

16K

8K

Supported

Host-ACL-profile

160K

160K

80K

65K

22K

12K

18K

32K

upto 4K

16K

8K

Supported



1. When the host capacity is exceeded, the host unicast routes (IPv4 and IPvé) roll-over to the
LPM table.

2. LPM profile does not support tunnels (vxlan, gre etc) due to which an overlay next-hop scale
increases to 64K resulting in increasing ARP/NDP scale to 61K.

Understanding Ternary Content Addressable Memory (TCAM) and Longest Prefix
Match Entries

You can further customize non-LPM profiles by configuring the space available for ternary content
addressable memory (TCAM) to allocate more memory for longest prefix match entries. You can change
the number of entries allocated to these IPvé6 addresses, essentially allocating more or less space for
LPM IPv4 entries with any prefix length or IPv6 entries with prefix lengths of 64 of shorter. For more
information about how to change the default parameters of the TCAM memory space for LPM entries,
see "Configuring the Unified Forwarding Table on Switches" on page 103.

NOTE: The option to adjust TCAM space is not supported on the longest prefix match (LPM) or
custom profiles. However, for the LPM profile, you can configure TCAM space not to allocate any
memory for IPvé entries with prefix lengths of 65 or longer, thereby allocating that memory
space only for IPv4 routes or IP routes with prefix lengths equal to or less than 64 or a
combination of the two types of prefixes.

NOTE: Starting with Junos OS Release 18.1R1 on QFX5210 switches, you can configure TCAM
space to allocate a maximum of 8,000 IPvé entries with prefix lengths of 65 or longer. The
default value is 2,000 entries. Starting with Junos OS Release 13.2X51-D15, you can configure
TCAM space to allocate a maximum of 4,000 IPvé entries with prefix lengths of 65 or longer. The
default value is 1,000 entries. Previous to Junos OS Release 13.2X51-D15, you could allocate
only a maximum of 2,048 entries for IPv6 the IPv6 prefixes with lengths in the range /65 to /127
range. The default value was 16 entries for these types of IPvé prefixes.

On Junos OS Releases 13.2x51-D10 and 13.2x52D10, the procedure to change the default value
of 16 entries differs from later releases, where the maximum and default values are higher. For
more information about that procedure, see "Configuring the Unified Forwarding Table on
Switches" on page 103



Host Table Example for Profile with Heavy Layer 2 Traffic

Table 33 on page 98 lists various valid combinations that the host table can store if you use the 12-
profile-one profile on QFX5100 and EX4600 switches. This profile allocates the percentage of memory
to Layer 2 addresses. Note that the default values might be different on other switches. Each row in the
table represents a case in which the host table is full and cannot accommodate any more entries.

Table 33: Example Host Table Combinations Using 12-profile-one on QFX5100 and EX4600 Switches

IPv4 unicast = IPvé unicast

16K

12K

12K

8K

4K

2K

4K

2K

4K

IPv4 multicast

2K

2K

IPv4 multicast

2K

2K

IPv6 multicast

1K

IPv6 multicast
(S,G)

1K

Example: Configuring a Unified Forwarding Table Custom Profile
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Traditionally, forwarding tables have been statically defined and have supported only a fixed number of
entries for each type of address. The Unified Forwarding Table (UFT) feature enables you to optimize
how forwarding-table memory is allocated to best suit the needs of your network. This example shows
how to configure a Unified Forwarding Table profile that enables you to partition four shared hash
memory banks among three different types of forwarding-table entries: MAC addresses, Layer 3 host
addresses, and longest prefix match (LPM).

The UFT feature also supports five profiles that each allocate a specific maximum amount of memory for
each type of forwarding table entry. Some profiles allocate more memory to Layer 2 entries, while other
profiles allocate more memory to Layer 3 or LPM entries. The maximum values for each type of entry
are fixed in these profiles. With the custom profile, you can designate one or more shared memory
banks to store a specific type of forwarding-table entry. You can configure as few as one or as many as
four memory banks in a custom profile. The custom profile thus provides even more flexibility in
enabling you to allocate forwarding-table memory for specific types of entries.

Requirements

This example uses the following hardware and software components:
e One QFX5200 switch

e Junos OS Release 15.1x53-D30 or later.

Before you configure a custom profile, be sure you have:

e Configured interfaces

Overview

The Unified Forwarding Table custom profile enables you to allocate forwarding-table entries among
four banks of shared hash tables with a total memory equal to 128,000 unicast IPv4 addresses, or
32,000 entries for each bank. Specifically, you can allocate one or more of these shared banks to store a
specific type of forwarding-table entry. The custom profile does not affect the dedicated hash tables.
Those tables remain fixed with 8,000 entries allocated to Layer 2 addresses, the equivalent of 8,000
entries allocated to IPv4 addresses, and the equivalent of 16,000 entries allocated to longest prefix
match (LPM) addresses.

In this example, you allocate two memory banks to Layer 3 host addresses, and two memory banks to
LPM entries. This means that no shared hash table memory is allocated for Layer 2 addresses. Only the
dedicated hash table memory is allocated for Layer 2 addresses in this scenario.



Configuration

IN THIS SECTION
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Configuring the Custom Profile | 100

Configuring the Allocation of Shared Memory Banks | 101
Results | 101

To configure a custom profile for the Unified Forwarding Table feature on a QFX5200 switch that
allocates two shared memory banks for Layer 3 host address and two shared memory banks for LPM
entries, perform these tasks:

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode. A
commit check is performed to ensure that you have allocated forwarding-table space for no more than
four memory banks.

A CAUTION: When you configure and commit a profile, the Packet Forwarding Engine
restarts and all the data interfaces on the switch go down and come back up.

user@switch# set chassis forwarding-options custom-profile
user@switch# set chassis forwarding-options custom-profile 12-entries num-banks 0
user@switch# set chassis forwarding-options custom-profile 13-entries num-banks 2

user@switch# set chassis forwarding-options custom-profile lpm-entries num-banks 2

Configuring the Custom Profile

Step-by-Step Procedure

To create the custom profile:



1. Specify the custom-profile option.

[edit chassis forwarding-options]
user@switch# set custom-profile

Configuring the Allocation of Shared Memory Banks

Step-by-Step Procedure

To allocate memory for specific types of entries for the shared memory banks:

1. Specify to allocate no shared bank memory for Layer 2 entries.

[edit chassis forwarding-options custom-profile]
user@switch# set 12-entries num-banks 0

2. Specify to allocate two shared memory banks (or the equivalent of 64,000 IPv4 entries) for Layer 3
host entries.

[edit chassis forwarding-options custom-profile]
user@switch# set 13-entries num-banks 2

3. Specify to allocate two shared memory banks (or the equivalent of 64,000 IPv4 entries) for LPM
entries.

[edit chassis forwarding-options custom-profile]
user@switch# set lpm-entries numer-banks 2

Results

From configuration mode, confirm your configuration by entering the show chassis forwarding-options
command. If the output does not display the intended configuration, repeat the instructions in this
example to correct the configuration.

user@switch# show chassis forwarding-profile
custom-profile {

12-entries {



num-banks 0;

}
13-entries {
num-banks 2;

}
lpm-entries {
num-banks 2

If you are done configuring the switch, enter commit from configuration mode

& CAUTION: The Packet Forwarding Engine will restart and all the data interfaces on the
switch will go down and come back up.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.

Checking the Parameters of the Custom Profile

Purpose

Verify that the custom profile is enabled.

Action

user@switch> show chassis forwarding-options
UFT Configuration:

custom-profile

Configured custom scale:

Entry type Total scale(K)
L2(mac) 8



L3 (unicast & multicast) 72
Exact Match 0
Longest Prefix Match (1lpm) 80
num-65-127-prefix = 1K

Entry type Dedicated Bank Size(K) Shared Bank Size(K)

L2 (mac) 8 32 * num shared banks

L3 (unicast & multicast 8 32 * num shared banks

Exact match 0 16 * num shared banks

Longest Prefix match(lpm) 16 32 * num shared banks
Meaning

The output shows that the custom profile is enabled as configured with two shared memory banks
designated for Layer 3 host entries; two shared memory banks designated for LPM entries; and no
shared memory allocated for Layer 2 entries.

The total scale(K) field shows the total allocation of memory, that is, the amount allocated through the
shared memory banks plus the amount allocated through the dedicated hash tables. The amount
allocated through the dedicated hash tables is fixed and cannot be changed. Therefore, Layer 2 entries
have 8K of memory allocated only through the dedicated hash table. Layer 3 host entries have 64K of
memory allocated through two shared memory banks plus 8K through the dedicated hash table, for a
total of 72K of memory. LPM entries have 64K of memory allocated through two shared memory banks
plus 16K through the dedicated hash table, for a total of 80K of memory.

Configuring the Unified Forwarding Table on Switches

IN THIS SECTION

Configuring a Unified Forwarding Table Profile | 104

Configuring the Memory Allocation for Longest Prefix Match Entries | 105

Traditionally, forwarding tables have been statically defined and have supported only a fixed number of
entries for each type of address stored in the tables. The Unified Forwarding Table feature lets you

optimize how your switch allocates forwarding-table memory for different types of addresses. You can
choose one of five unified forwarding table profiles. Each profile allocates a different maximum amount



of memory for Layer 2, Layer 3 host, and longest prefix match (LPM) entries. In addition to selecting a
profile, you can also select how much additional memory to allocate for LPM entries.

Two profiles allocate higher percentages of memory to Layer 2 addresses. A third profile allocates a
higher percentage of memory to Layer 3 host address, while a fourth profile allocates a higher
percentage of memory to LPM entries. There is a default profile configured that allocates an equal
amount of memory to Layer 2 and Layer 3 host addresses with the remainder allocated to LPM entries.
For a switch in a virtualized network that handles a great deal of Layer 2 traffic, you would choose a
profile that allocates a higher percentage of memory to Layer 2 addresses. For a switch that operates in
the core of the network, you would choose a profile that allocates a higher percentage of memory to
LPM entries.

On QFX5200 and QFX5210-64C switches only, you can also configure a custom profile that allows you
to partition shared memory banks among the different types of forwarding table entries. On QFX5200
switches, these shared memory banks have a total memory equal to 128,000 IPv4 unicast addresses. On
QFX5210 switches, these shared memory banks have a total memory equal to 256,000 IPv4 unicast
addresses. For more information about configuring the custom profile, see Example: Configuring a
Unified Forwarding Table Custom Profile.

Configuring a Unified Forwarding Table Profile
To configure a unified forwarding table profile:

Specify a forwarding-table profile.

[edit chassis forwarding-options]

user@switch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 2 traffic:

[edit chassis forwarding-options]
user@switch# set 12-profile-one

A CAUTION: When you configure and commit a profile, in most cases the Packet
Forwarding Engine automatically restarts and all the data interfaces on the switch go
down and come back up (the management interfaces are unaffected).
Starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual
Chassis or Virtual Chassis Fabric (VCF) comprised of EX4600 or QFX5100 switches, the
Packet Forwarding Engine in member switches does not automatically restart upon
configuring and committing a unified forwarding table profile change. This behavior



avoids Virtual Chassis or VCF instability after the change propagates to member
switches and multiple Packet Forwarding Engines automatically restart at the same
time. Instead, a message is displayed at the CLI prompt and logged to the switch’s
system log to notify you that the profile change does not take effect until the next time
you reboot the Virtual Chassis or VCF. We recommend that you plan to make profile
changes only when you can perform a Virtual Chassis or VCF system reboot
immediately after committing the configuration update. Otherwise, the Virtual Chassis
or VCF could become inconsistent if one or more members have a problem and restart
with the new configuration before a planned system reboot activates the change on all
members.

NOTE: You can configure only one profile for the entire switch.

NOTE: The 12-profile-three is configured by default.

NOTE: If the host table stores the maximum number of entries for any given type, the entire
table is full and is unable to accommodate any entries of any other type. Keep in mind that an
IPv6 unicast address occupies twice as much memory as an IPv4 unicast address, and an IPvé
multicast address occupies four times as much memory as an IPv4 unicast address..

Configuring the Memory Allocation for Longest Prefix Match Entries
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In addition to choosing a profile, you can further optimize memory allocation for longest prefix match
(LPM) entries by configuring how many IPvé prefixes to store with lengths from /65 through /127. The
switch uses LPM entries during address lookup to match addresses to the most-specific (longest)
applicable prefix. Prefixes of this type are stored in the space for ternary content addressable memory
(TCAM). Changing the default parameters makes this space available for LPM entries. Increasing the



amount of memory available for these IPvé prefixes reduces by the same amount how much memory is
available to store IPv4 unicast prefixes and IPvé prefixes with lengths equal to or less than 64.

The procedures for configuring the LPM table are different, depending on which version of Junos OS
you are using. In the initial releases that UFT is supported, Junos OS Releases 13.2X51-D10 and
13.2X52-10, you can only increase the amount of memory allocated to IPvé6 prefixes with lengths

from /65 through /127 for any profile, except for 1pm-profile. Starting with Junos OS Release 13.2X51-
D15, you can also allocate either less or no memory for IPv6 prefixes with lengths in the range /65
through /127, depending on which profile is configured. For the 1pm-profie, however, the only change
you can make to the default parameters is to allocate no memory for these types of prefixes.

Configuring the LPM Table With Junos OS Releases 13.2X51-D10 and 13.2X52-D10

In Junos OS Releases 13.2x51-D10 and 13.2X52-D10, by default, the switch allocates memory for 16
IPv6 with prefixes with lengths in the range /65 through /127. You can configure the switch to allocate
more memory for IPv6 prefixes with lengths in the range /65 through /127.

To allocate more memory for IPvé prefixes in the range /65 through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]

user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 2 traffic:

[edit chassis forwarding-options]
user@swtitch# set 12-profile-one

2. Select how much memory to allocate for IPvé prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 32 IPvé prefixes in the range /65 through 127:

[edit chassis forwarding-options 12-profile-one]
user@switch# set num-65-127-prefix 2



NOTE: When you configure and commit the num-65-127-prefix number statement, all the data
interfaces on the switch restart. The management interfaces are unaffected.

The num-65-127-prefix number statement is not supported on the 1pm-profile.

Configuring the LPM Table With Junos OS Release 13.2x51-D15 and Later
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Configuring Layer 2 and Layer 3 Profiles With Junos OS Release 13.2x51-D15 or Later

Starting in Junos OS Release 13.2X51-D15, you can configure the switch to allocate forwarding table
memory for as many as 4,000 IPvé6 prefixes with lengths in the range /65 through /127 for any profile
other than the 1pm-profile or custom-profile. You can also specify to allocate no memory for these IPvé
entries. The default is 1,000 entries for IPvé6 prefixes with lengths in the range /65 through /127.
Previously, the maximum you could configure was for 2,048 entries for IPv6 prefixes with lengths in the
range /65 through /127. The minimum number of entries was previously 16, which was the default.

To specify how much forwarding table memory to allocate for IPvé prefixes with length in the range /65
through /127:

1. Choose a forwarding table profile.

[edit chassis forwarding-options]

user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 2 traffic:

[edit chassis forwarding-options]
user@swtitch# set 12-profile-one



2. Select how much memory to allocate for IPvé prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 2,000 IPvé6 prefixes in the range /65 through 127:

[edit chassis forwarding-options 12-profile-one]
user@switch# set num-65-127-prefix 2

Starting with Junos OS Release 13.2X51-D15, you can use the num-65-127-prefix statement to allocate
entries. Table 34 on page 108 shows the numbers of entries that you can allocate. Each row represents a
case in which the table is full and cannot accommodate any more entries.

Table 34: LPM Table Combinations for L2 and L3 profiles With Junos OS 13.2X51-D15 and Later

num-65-127-prefix IPv4 Entries IPvé6 Entries (Prefix <= IPv6 Entries (Prefix >=
Value 64) 65)
0 16K 8K OK
1 (default) 12K 6K 1K
2 8K 4K 2K
3 4K 2K 3K
4 OK OK 4K

A CAUTION: When you configure and commit a profile change with the num-65-127-prefix
number statement, the Packet Forwarding Engine automatically restarts and all the data
interfaces on the switch go down and come back up (the management interfaces are
unaffected).

However, starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, Packet
Forwarding Engines on switches in a Virtual Chassis or Virtual Chassis Fabric (VCF) do



not automatically restart upon configuring a unified forwarding table profile change.
This behavior avoids Virtual Chassis or VCF instability after the change propagates to
member switches and multiple Packet Forwarding Engines automatically restart at the
same time. Instead, a message is displayed at the CLI prompt and logged to the switch’s
system log to notify you that the profile change does not take effect until the next time
you reboot the Virtual Chassis or VCF. We recommend that you plan to make profile
changes only when you can perform a Virtual Chassis or VCF system reboot
immediately after committing the configuration update. Otherwise, the Virtual Chassis
or VCF could become inconsistent if one or more members have a problem and restart
with the new configuration before a planned system reboot activates the change on all
members.

Configuring the Ipm-profile With Junos OS Release 13.2x51-D15 and Later

Starting with Junos OS Release 13.2X51-D15 you can configure the 1pm-profile profile not to allocate
any memory for IPv6 entries with prefix lengths from /65 through /127. These are the default maximum
values allocated for LPM memory for the 1pm-profile by address type:

o 128K of IPv4 prefixes

e 16K of IPvé prefixes (all lengths)

NOTE: The memory allocated for each address type represents the maximum default value for all
LPM memory.

To configure the lpm-profile not to allocate forwarding-table memory for IPv6 entries with prefixes
from /65 through /127, thus allocating more memory for IPv4:

Specify to disable forwarding-table memory for IPvé prefixes with lengths in the range /65 through /
127.

[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable

For example, on the QFX5100 and EX4600 switches only, if you use the prefix-65-127-disable option,
each of the following combinations are valid:

e 100K IPv4 and 28K IPv6 /64 or shorter prefixes.
o 64K IPv4 and 64K IPvé6 /64 or shorter prefixes.

o 128K IPv4 and OK IPvé6 /64 or shorter prefixes.



e OKIPv4 and 128K IPvé6 /64 or shorter prefixes.

NOTE: On the QFX5200 switches, when you configure the prefix-65-127-disable statement, the
maximum number of IPvé entries with prefixes equal to or shorter than 64 is 98,000.

Configuring the Ipm-profile With Junos OS Release 14.1x53-D30 and Later

Starting in Junos OS Release 15.1X53-D30, you can configure the 1pm-profile profile to store unicast
IPv4 and IPvé6 host addresses in the LPM table , thereby freeing memory in the host table. Unicast IPv4
and IPvé addresses are stored in the LPM table instead of the host table, as shown in Table 35 on page
110 for QFX5100 and EX4600 switches. (Platform support depends on the Junos OS release in your
installation.) You can use this option in conjunction with the option to allocate no memory in the LPM
table for IPvé entries with prefix lengths in the range /65 through /127. Together, these options
maximize the amount of memory available for IPv4 unicast entries and IPvé6 entries with prefix lengths
equal to or less than 64.

Table 35: Ipm-profile with unicast-in-lpm Option for QFX5100 and EX4600 Switches

prefix-65- MAC Host Table (multicast addresses) LPM Table unicast
127-disable = Table addresses)

MAC | IPv4 IPv6 IPv4 IPv4 IPvé6 IPv6 IPv4 IPv6 IPv6
unicas unica (,G) (S5,G) | (*,G) | (5,G) | unica @ unicas  unica
t st st t st
(</65)  (>/64)

No 32K 0 0 8K 8K 4K 4K 128K | 16K 16K

Yes 32K 0 0] 8K 8K 4K 4K 128K 128K O

Starting with Junos Release 18.1R1, you cannot set configure a prefix for the num-65-127-prefix
statement on non-LPM profiles. You can only enable or disable the prefix-65-127-disable statement for
the lpm-profile.

Table 36 on page 111 lists the situations in which the prefix-65-127-disable statement should be
enabled or disabled.



Table 36: LPM Table Size Variations on QFX5200-48Y Switches

Profile Name Prefix Entries

num-65-127-prefix IPv4 <= /32 IPv6 <= /64 IPv6 > /64

Enabled > 128K (minimum | 98K OK
guaranteed)

Disabled 128K 16K 16K

On QFX5120 and EX4600 switches, you cannot set configure a prefix for the num-65-127-prefix
statement on non-LPM profiles. You can only enable or disable the prefix-65-127-disable statement for
the lpm-profile

Table 37 on page 111 lists the situations in which the prefix-65-127-disable statement should be
enabled or disabled.

Table 37: LPM Table Size Variations on QFX5120 and EX4650 Switches

Profile Name Prefix Entries

prefix-65-127-disable IPv4 <= /32 IPv6 <= /64 IPvé6 > /64

Enabled 351K (360,000 168K (172,000 OK
approximate) approximate)

Disabled 168K (172,000 64K (65,524 64K (65,524
approximate) approximate) approximate)

Note that all entries in each table share the same memory space. If a table stores the maximum number
of entries for any given type, the entire shared table is full and is unable to accommodate any entries of
any other type. For example, if you use the the unicast-in-1pm option and there are 128K IPv4 unicast
addresses stored in the LPM table, the entire LPM table is full and no IPvé addresses can be stored.
Similarly, if you use the unicast-in-1pm option but do not use the prefix-65-127-disable option, and 16K
IPvé6 addresses with prefixes shorter than /65 are stored, the entire LPM table is full and no additional
addresses (IPv4 or IPv6) can be stored.

To configure the 1pm-profile to store unicast IPv4 entries and IPvé entries with prefix lengths equal to or
less than 64 in the LPM table:



1. Specify the option to store these entries in the LPM table.

[edit chassis forwarding-options lpm-profile]

user@switch# set unicast-in-1lpm

2. (Optional) Specify to allocate no memory for in the LPM table for IPvé prefixes with length in the
range /65 through /127:

[edit chassis forwarding-options lpm-profile]
user@switch# set prefix-65-127-disable

Configuring Non-LPM Profiles on QFX5120 and EX4650 Switches

For non-LPM profiles, each profile provides the option of reserving a portion of the 16K L3-defip table
to store IPvé6 Prefixes > 64. Because these are 128-bit prefixes, you can have maximum of 8k IPv6/128
entries in the 13-defip table.

1. Choose a forwarding table profile.

[edit chassis forwarding-options]

user@swtitch# set profile-name

For example, to specify the profile that allocates the highest percentage of memory to Layer 3 traffic:

[edit chassis forwarding-options]
user@swtitch# set 13-profile
2. Select how much memory to allocate for IPvé prefixes in the range /65 thorugh 127.

[edit chassis forwarding-options profile-name]
user@swtitch# set num-65-127-prefix number

For example, to specify to allocate memory for 2,000 IPvé prefixes in the range /65 through 127:

You can choose between 0 and 4, 1 being the default.

[edit chassis forwarding-options 13-profile]
user@switch# set num-65-127-prefix 1



Release History Table

Release

18.1R1

14.1X53-D40

13.2X51-D15

13.2X51-D15

13.2X51-D15

Description

Starting with Junos Release 18.1R1, you cannot set configure a prefix for the num-65-127-prefix
statement on non-LPM profiles. You can only enable or disable the prefix-65-127-disable
statement for the Ipm-profile.

Starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual Chassis or Virtual
Chassis Fabric (VCF) comprised of EX4600 or QFX5100 switches, the Packet Forwarding Engine in
member switches does not automatically restart upon configuring and committing a unified
forwarding table profile change.

Starting with Junos OS Release 13.2X51-D15, you can also allocate either less or no memory for
IPvé6 prefixes with lengths in the range /65 through /127, depending on which profile is configured.

Starting in Junos OS Release 13.2X51-D15, you can configure the switch to allocate forwarding
table memory for as many as 4,000 IPvé prefixes with lengths in the range /65 through /127 for
any profile other than the Ipm-profile or custom-profile.

Starting with Junos OS Release 13.2X51-D15, you can use the num-65-127-prefix statement to
allocate entries.

Configuring Forwarding Mode on Switches

By default, packets packets are forwarded using store-and-forward mode. You can configure all the

interfaces to use cut-through mode instead.

To enable cut-through switching mode, enter the following statement:

[edit forwarding-options]

user@switch# set cut-through

SEE ALSO

cut-through


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/forwarding-options-edit-po.html

Disabling Layer 2 Learning and Forwarding
Disabling dynamic MAC learning on an MX Series router or an EX Series switch prevents all the logical
interfaces on the router or switch from learning source and destination MAC addresses.

To disable MAC learning for an MX Series router or an EX Series switch, include the global-no-mac-
learning statement at the [edit protocols 12-learning] hierarchy level:

[edit protocols I12-learning]

global-no-mac-learning;

For information about how to configure a virtual switch, see Configuring a Layer 2 Virtual Switch .

SEE ALSO

Understanding Layer 2 Learning and Forwarding
Configuring the MAC Table Timeout Interval
Enabling MAC Accounting

Limiting the Number of MAC Addresses Learned from Each Logical Interface

Release History Table
Release Description
18.1R1 Starting with Junos OS Release 18.1R1 on the QFX5210-64C switch, for all these profiles, except

for the Ipm-profile the longest prefix match (LPM) table size is equal to 32,000 IPv4 entries.

18.1R1 Starting with Junos OS Release 18.3R1 on the QFX5120 and EX4650 switches, for all these
profiles, except for the Ipm-profile the longest prefix match (LPM) table size is equal to 32,000 IPv4

entries.

18.1R1 Starting with Junos OS Release 18.1R1 on QFX5210 switches, you can configure TCAM space to
allocate a maximum of 8,000 IPvé entries with prefix lengths of 65 or longer. The default value is
2,000 entries.

18.1R1 Starting with Junos Release 18.1R1, you cannot set configure a prefix for the num-65-127-prefix
statement on non-LPM profiles. You can only enable or disable the prefix-65-127-disable
statement for the Ipm-profile.



14.1X53-D40

13.2X51-D15

13.2X51-D15

13.2X51-D15

13.2X51-D15

Starting with Junos OS Releases 14.1X53-D40, 15.1R5, and 16.1R3, for a Virtual Chassis or Virtual
Chassis Fabric (VCF) comprised of EX4600 or QFX5100 switches, the Packet Forwarding Engine in
member switches does not automatically restart upon configuring and committing a unified
forwarding table profile change.

Starting with Junos OS Release 13.2X51-D15, you can configure TCAM space to allocate a
maximum of 4,000 IPvé entries with prefix lengths of 65 or longer. The default value is 1,000
entries.

Starting with Junos OS Release 13.2X51-D15, you can also allocate either less or no memory for
IPvé6 prefixes with lengths in the range /65 through /127, depending on which profile is configured.

Starting in Junos OS Release 13.2X51-D15, you can configure the switch to allocate forwarding
table memory for as many as 4,000 IPvé prefixes with lengths in the range /65 through /127 for
any profile other than the Ipm-profile or custom-profile.

Starting with Junos OS Release 13.2X51-D15, you can use the num-65-127-prefix statement to
allocate entries.
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Network switches use Layer 2 bridging protocols to discover the topology of their LAN and to forward
traffic toward destinations on the LAN. This topic explains the following concepts regarding bridging and
VLANS:

NOTE: For Ethernet, Fast Ethernet, Tri-Rate Ethernet copper, Gigabit Ethernet, 10-Gigabit
Ethernet, and aggregated Ethernet interfaces supporting VPLS, the Junos OS supports a subset
of the IEEE 802.1Q standard for channelizing an Ethernet interface into multiple logical
interfaces, allowing many hosts to be connected to the same Gigabit Ethernet switch, but
preventing them from being in the same routing or bridging domain.

Benefits of Using VLANs

In addition to reducing traffic and thereby speeding up the network, VLANs have the following
advantages:

e VLANSs provide segmentation services traditionally provided by routers in LAN configurations,
thereby reducing hardware equipment costs.

e Packets coupled to a VLAN can be reliably identified and sorted into different domains. You can
contain broadcasts within parts of the network, thereby freeing up network resources. For example,
when a DHCP server is plugged into a switch and starts broadcasting its presence, you can prevent
some hosts from accessing it by using VLANSs to split up the network.

e For security issues, VLANs provide granular control of the network because each VLAN is identified
by a single IP subnetwork. All packets passing in and out of a VLAN are consistently tagged with the
VLAN ID of that VLAN, thereby providing easy identification, because a VLAN ID on a packet cannot



be altered. (For a switch that runs Junos OS that does not support ELS, we recommend that you
avoid using 1 as a VLAN ID, because that ID is a default value.)

e VLANSs react quickly to host relocation—this is also due to the persistent VLAN tag on packets.

e On an Ethernet LAN, all network nodes must be physically connected to the same network. In
VLANSs, the physical location of nodes is not important—you can group network devices in any way
that makes sense for your organization, such as by department or business function, types of
network nodes, or physical location.

History of VLANSs

Ethernet LANs were originally designed for small, simple networks that primarily carried text. However,
over time, the type of data carried by LANs grew to include voice, graphics, and video. This more
complex data, when combined with the ever-increasing speed of transmission, eventually became too
much of a load for the original Ethernet LAN design. Multiple packet collisions were significantly slowing
down the larger LANs.

The IEEE 802.1D-2004 standard helped evolve Ethernet LANs to cope with the higher data and
transmission requirements by defining the concept of transparent bridging (generally called simply
bridging). Bridging divides a single physical LAN (now called a single broadcast domain) into two or more
virtual LANs, or VLANSs. Each VLAN s a collection of some of the LAN nodes grouped together to form
individual broadcast domains.

When VLANSs are grouped logically by function or organization, a significant percentage of data traffic
stays within the VLAN. This relieves the load on the LAN because all traffic no longer has to be
forwarded to all nodes on the LAN. A VLAN first transmits packets within the VLAN, thereby reducing
the number of packets transmitted on the entire LAN. Because packets whose origin and destination are
in the same VLAN are forwarded only within the local VLAN, packets that are not destined for the local
VLAN are the only ones forwarded to other broadcast domains. This way, bridging and VLANSs limit the
amount of traffic flowing across the entire LAN by reducing the possible number of collisions and packet
retransmissions within VLANs and on the LAN as a whole.

How Bridging of VLAN Traffic Works

Because the objective of the IEEE 802.1D-2004 standard was to reduce traffic and therefore reduce
potential transmission collisions for Ethernet, a system was implemented to reuse information. Instead
of having a switch go through a location process every time a frame is sent to a node, the transparent
bridging protocol allows a switch to record the location of known nodes. When packets are sent to
nodes, those destination node locations are stored in address-lookup tables called Ethernet switching
tables. Before sending a packet, a switch using bridging first consults the switching tables to see if that
node has already been located. If the location of a node is known, the frame is sent directly to that node.



Transparent bridging uses five mechanisms to create and maintain Ethernet switching tables on the
switch:

Learning

Forwarding

Flooding

Filtering

Aging

The key bridging mechanism used by LANs and VLANSs is /earning. When a switch is first connected to
an Ethernet LAN or VLAN, it has no information about other nodes on the network. As packets are sent,
the switch learns the embedded MAC addresses of the sending nodes and stores them in the Ethernet
switching table, along with two other pieces of information—the interface (or port) on which the traffic
was received on the destination node and the time the address was learned.

Learning allows switches to then do forwarding. By consulting the Ethernet switching table to see
whether the table already contains the frame’s destination MAC address, switches save time and
resources when forwarding packets to the known MAC addresses. If the Ethernet switching table does
not contain an entry for an address, the switch uses flooding to learn that address.

Flooding finds a particular destination MAC address without using the Ethernet switching table. When
traffic originates on the switch and the Ethernet switching table does not yet contain the destination
MAC address, the switch first floods the traffic to all other interfaces within the VLAN. When the
destination node receives the flooded traffic, it can send an acknowledgment packet back to the switch,
allowing it to learn the MAC address of the node and add the address to its Ethernet switching table.

Filtering, the fourth bridging mechanism, is how broadcast traffic is limited to the local VLAN whenever
possible. As the number of entries in the Ethernet switching table grows, the switch pieces together an
increasingly complete picture of the VLAN and the larger LAN—it learns which nodes are in the local
VLAN and which are on other network segments. The switch uses this information to filter traffic.
Specifically, for traffic whose source and destination MAC addresses are in the local VLAN, filtering
prevents the switch from forwarding this traffic to other network segments.

To keep entries in the Ethernet switching table current, the switch uses a fifth bridging mechanism,
aging. Aging is the reason that the Ethernet switching table entries include timestamps. Each time the
switch detects traffic from a MAC address, it updates the timestamp. A timer on the switch periodically
checks the timestamp, and if it is older than a user-configured value, the switch removes the node's
MAC address from the Ethernet switching table. This aging process eventually flushes unavailable
network nodes out of the Ethernet switching table.



Packets Are Either Tagged or Untagged

When an Ethernet LAN is divided into VLANSs, each VLAN is identified by a unique 802.1Q ID. The
number of available VLANs and VLAN IDs are listed below:

e On a switch running ELS software, you can configure 4093 VLANSs using VLAN IDs 1 through 4094,
while VLAN IDs 0 and 4095 are reserved by Junos OS and cannot be assigned.

e On a switch running non-ELS software, you can configure 4091 VLANSs using VLAN IDs 1-4094.
Ethernet packets include a tag protocol identifier (TPID) EtherType field, which identifies the protocol
being transported. When a device within a VLAN generates a packet, this field includes a value of

0x8100, which indicates that the packet is a VLAN-tagged packet. The packet also has a VLAN ID field
that includes the unique 802.1Q ID, which identifies the VLAN to which the packet belongs.

Junos OS switches support the TPID value 0x92100 for Q-in-Q on switches. In addition to the TPID
EtherType value of 0x8100, EX Series switches that do not support the Enhanced Layer 2 Software (ELS)
configuration style also support values of 0x88a8 (Provider Bridging and Shortest Path Bridging) and
0x9100 (Q-inQ).

For a simple network that has only a single VLAN, all packets include a default 802.1Q tag, which is the
only VLAN membership that does not mark the packet as tagged. These packets are untagged packets.

NOTE: Q-in-Q tunnelling is not supported on NFX150 devices.

Switch Interface Modes—Access, Trunk, or Tagged Access

Ports, or interfaces, on a switch operate in one of three modes:
e Access mode
e Trunk mode

e Tagged-access mode

Access Mode

An interface in access mode connects a switch to a single network device, such as a desktop computer,
an IP telephone, a printer, a file server, or a security camera. Access interfaces accept only untagged
packets.

By default, when you boot a switch that runs Junos OS that does not support ELS and use the factory
default configuration, or when you boot such a switch and do not explicitly configure a port mode, all



interfaces on the switch are in access mode and accept only untagged packets from the VLAN named
default. You can optionally configure another VLAN and use that VLAN instead of default.

On a switch that supports ELS, the VLAN named default is not supported. Therefore, on such switches,
you must explicitly configure at least one VLAN, even if your network is simple and you want only one
broadcast domain to exist. After you assign an interface to a VLAN, the interface functions in access
mode.

For switches that run either type of software, you can also configure a trunk port or interface to accept
untagged packets from a user-configured VLAN. For details about this concept (native VLAN), see "Trunk
Mode and Native VLAN" on page 122.

Trunk Mode

Trunk mode interfaces are generally used to connect switches to one another. Traffic sent between
switches can then consist of packets from multiple VLANSs, with those packets multiplexed so that they
can be sent over the same physical connection. Trunk interfaces usually accept only tagged packets and
use the VLAN ID tag to determine both the packets’ VLAN origin and VLAN destination.

On a switch that runs software that does not support ELS, an untagged packet is not recognized on a
trunk port unless you configure additional settings on that port.

On a switch that runs Junos OS that supports ELS, a trunk port recognizes untagged control packets for
protocols such as the Link Aggregation Control Protocol (LACP) and the Link Layer Discovery Protocol
(LLDP). However, the trunk port does not recognize untagged data packets unless you configure
additional settings on that port.

NOTE: LACP is not supported on NFX150 devices.

In the rare case where you want untagged packets to be recognized by a trunk port on switches that run
either type of software, you must configure the single VLAN on a trunk port as a native VLAN. For more
information about native VLANS, see "Trunk Mode and Native VLAN" on page 122.

Trunk Mode and Native VLAN

On a switch that runs Junos OS that does not support ELS, a trunk port does not recognize packets that
do not include VLAN tags, which are also known an untagged packets. On a switch that runs Junos OS
that supports ELS, a trunk port recognizes untagged control packets, but it does not recognize untagged
data packets. With native VLAN configured, untagged packets that a trunk port normally does not
recognize are sent over the trunk interface. In a situation where packets pass from a device, such as an
IP phone or printer, to a switch in access mode, and you want those packets sent from the switch over a



trunk port, use native VLAN mode. Create a native VLAN by configuring a VLAN ID for it, and specify
that the trunk port is a member of the native VLAN.

The switch’s trunk port will then treat those packets differently than the other tagged packets. For
example, if a trunk port has three VLANSs, 10, 20, and 30, assigned to it with VLAN 10 being the native
VLAN, packets on VLAN 10 that leave the trunk port on the other end have no 802.1Q header (tag).

There is another native VLAN option for switches that do not support ELS. You can have the switch add
and remove tags for untagged packets. To do this, you first configure the single VLAN as a native VLAN
on a port attached to a device on the edge. Then, assign a VLAN ID tag to the single native VLAN on the
port connected to a device. Last, add the VLAN ID to the trunk port. Now, when the switch receives the
untagged packet, it adds the ID you specified and sends and receives the tagged packets on the trunk
port configured to accept that VLAN.

Tagged-Access Mode

Only switches that run Junos OS not using the ELS configuration style support tagged-access mode.
Tagged-access mode accommodates cloud computing, specifically scenarios including virtual machines
or virtual computers. Because several virtual computers can be included on one physical server, the
packets generated by one server can contain an aggregation of VLAN packets from different virtual
machines on that server. To accommodate this situation, tagged-access mode reflects packets back to
the physical server on the same downstream port when the destination address of the packet was
learned on that downstream port. Packets are also reflected back to the physical server on the
downstream port when the destination has not yet been learned. Therefore, the third interface mode,
tagged access, has some cha