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About This Guide

Use this guide to configure MX Series router cloud CPE services in your service provider network
including DHCP, NAT, Class of Service (CoS) and VPN.
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CHAPTER 1

Understanding How MX Series Router Cloud CPE
Services Work

IN THIS CHAPTER

Understanding How MX Series Router Cloud CPE Services Virtualize Customer Premises Equipment (CPE)
Services  |  2

MX Series Router Cloud CPE Services End-To-End Solution Architecture  |  7

Managing MX Series Router Cloud CPE Services  |  9

APIs for the Cloud CPE Selfcare Application for MX Series Routers  |  12

Understanding How MX Series Router Cloud CPE Services Virtualize
Customer Premises Equipment (CPE) Services

IN THIS SECTION

Basic Architecture of MX Series Router Cloud CPE Services  |  5

Components of MX Series Router Cloud CPE Services  |  6

Juniper Networks cloud CPE (cCPE) services enable service providers to offer their business enterprise
customers virtual customer premises equipment (CPE) services. When you transition your customers to
cCPE services, you can replace their complex and expensive Layer 3 CPEs with simple, low-cost Layer 2
CPE devices. Layer 3 CPE functions are provided by the MX Series 5G Universal Routing Platform in the
service provider cloud. cCPE uses existing Junos OS features to provide virtual or cloud CPE services.
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Figure 1 on page 4 shows the cCPE services solution versus today’s full-featured CPE.
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Figure 1: MX Series Router Cloud CPE Services Versus Full Featured CPE
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cCPE services redistribute traditional CPE features, reducing onsite CPE requirements like role, value,
complexity, and cost, to a minimum and moves these features into the cloud, under service provider
control. With cCPE services, the CPE evolves from a physical, hardware, static, and feature paradigm to
a logical, software, dynamic, and service paradigm.

cCPE services are most beneficial at enterprise business sites. The definition of a CPE is broad; however,
in general, CPE is the demarcation device that attaches a customer site to the service provider (for
example, a branch router). Some functions that are delivered today by other types of CPE devices (for
example, security appliances, storage servers, WiFi hotspots, and so forth) may also shift partially or
totally to the cloud CPE architecture.

The interfaces on the MX Series routers providing cCPE services must either be MultiServices PICs or
MultiServices Dense Port Concentrators (MS-DPCs). These muiltiservice cards provide adaptive services
interfaces, which allow you to coordinate multiple services on a single PIC by configuring a set of
services and applications. MultiServices PICs and MS-DPCs offer a special range of services you
configure in one or more service sets.

The MultiServices DPC is available for MX Series routers; it includes a subset of the functionality
supported on the MultiServices PIC. Currently the MultiServices DPC supports the following Layer 3
services: stateful firewall, NAT, IDS, IPsec, active flow monitoring, RPM, and generic routing
encapsulation (GRE) tunnels.

NOTE: Not all Layer 3 services can be configured using the cCPE Selfcare application.

Service providers can provision and manage cCPE services through the Junos OS CLI on the MX Series
router, or the cCPE Selfcare application, which runs on the Junos Space Network Management Platform.
In addition, APIs are provided for integrating the cCPE Selfcare application with your operations support
systems (OSS). The cCPE Selfcare application also includes web portal that enables subscribers to
monitor their cloud services and perform certain, secure configuration changes.

Basic Architecture of MX Series Router Cloud CPE Services

By using cCPE services, features typically provided by a Layer 2 or Layer 3 CPE, are moved out to the
network cloud resulting in a simplified and more profitable services architecture. The cCPE Selfcare
application is an open platform focused on networking and security services including:

• Routing

• DHCP

• NAT & firewall

• Virtual Router Redundancy Protocol (VRRP)
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• Unified Threat Management (UTM)

• WLAN controller (the hotspot is located at the subscriber site)

• Centralized management and provisioning

• Reporting

As an open platform, the cCPE Selfcare application is easily extensible to include new and adjacent
services that can be provided by Juniper Networks or through other partnerships, including:

• Network-based storage

• Virtual desktop infrastructure

• Remote maintenance

• Physical site security and automation

Components of MX Series Router Cloud CPE Services

cCPE services use existing Juniper Networks products like the MX Series router, Junos OS, and Junos
Space Network Management Platform to move features from the physical CPE out to the network cloud
by using the following components:

• An onsite, Layer 2 CPE.

• A cCPE routing context, residing in the provider edge (PE) MX Series router, providing aggregation,
isolation, and service binding.

• A service complex, which can include Layer 3 and above services.

• A provisioning and monitoring system. cCPE services can be provisioned and monitored with the
Junos OS CLI or the cCPE Selfcare application, which runs on the Junos Space Network Management
Platform. APIs are available for the cCPE Selfcare application that enable you to provision and
monitor cCPE services using your operations support systems (OSS).

RELATED DOCUMENTATION

MX Series Router Cloud CPE Services End-To-End Solution Architecture  |  7

Managing MX Series Router Cloud CPE Services  |  9

MX Series Router Cloud CPE Services Common Configuration Overview  |  32

Adaptive Services Overview

6



MX Series Router Cloud CPE Services End-To-End Solution Architecture

Figure 2 on page 8 shows the overall cCPE architecture.
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Figure 2: MX Series Router Cloud CPE Architecture
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In Figure 2 on page 8, one subscriber has two VPN sites (Site A and Site C) with Internet access. A
second subscriber (Site B) has a single VPN site with Internet access. The network consists of MX Series
routers providing Layer 2 or Layer 3 connectivity (Internet and VPN access) to the CPEs at the
subscriber sites. The cCPE context for each subscriber site is implemented by a routing instance to
provide separate routing, DHCP, SNMP, and other services to each subscriber site. Layer 3 connectivity,
including NAT for Internet access, and stateful firewalls is implemented by Multiservice-Dense Port
Concentrator (MS-DPC) interfaces in the router.

You can use the cCPE Selfcare application to provision and manage cCPE services. The cCPE Selfcare
application runs on the Junos Space Network Management Platform. Optionally, you can use Junos
Space Services Activation Director to provision the network, create subscriber sites, and associate Layer
3 VPN services with subscribers. If you use Junos Space Services Activation Director, the cCPE Selfcare
application can import customers and their associated network inventory (interfaces on the router
connecting to subscriber sites) from Junos Space Services Activation Director. Otherwise, the cCPE
Selfcare application provides its own API to enable importing this information from your OSS.

In addition to inventory management functions, the cCPE Selfcare application implements monitoring
and service change APIs that enable service providers to integrate their OSS.

The cCPE Selfcare Web portal provides management and monitoring capabilities for enterprise business
customers. Using the Web portal, authorized administrators can change certain configuration
parameters and view states and statistics for their cCPE resources. For security purposes, the cCPE
Selfcare portal exposes only configuration capabilities that are safely changed by the end subscriber;
changing the configuration does not affect other cCPE subscribers.

RELATED DOCUMENTATION

Understanding How MX Series Router Cloud CPE Services Virtualize Customer Premises Equipment
(CPE) Services  |  2

Managing MX Series Router Cloud CPE Services  |  9

APIs for the Cloud CPE Selfcare Application for MX Series Routers  |  12

Managing MX Series Router Cloud CPE Services

IN THIS SECTION

Cloud CPE Self Care Application for MX Series Routers  |  10

Cloud CPE Self Care Application for MX Series Routers Web Portal  |  11
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Downloading and Installing the Cloud CPE Self Care Application for MX Series Routers Software
Packages  |  11

You can manage MX Series router cloud CPE services in several ways:

• CLI — Service providers can use the Junos OS CLI to provision, manage, and monitor cCPE services.

• Cloud CPE Self Care Application for MX Series Routers — Service providers can use the cCPE
Selfcare application, which runs on the Junos Space Network Management Platform to provision,
manage, and monitor cCPE services.

• Cloud CPE Self Care Application for MX Series Routers Web Portal — Enterprise business customers
can use the cCPE Selfcare Web portal to monitor their cCPE services and perform certain
configuration changes.

• Operations support systems (OSS) — Service providers can integrate their OSS with the cCPE
Selfcare application APIs to manage and provision cCPE services.

Cloud CPE Self Care Application for MX Series Routers

The Cloud CPE Self Care Application for MX Series Routers:

• Provides configuration, management, and monitoring of cCPE services for service providers.

• Is a Java 2 Platform, Enterprise Edition (J2EE) application based on the Junos Space Network
Management Platform software development kit (SDK).

• Acts as the backend server processing configuration, management, and monitoring requests from
service providers and subscribers.

• Includes a representational state transfer API that service providers can use to integrate their
operations support systems (OSS).

• Uses the Junos Space Network Management Platform authentication and permission control to
expose cCPE resources only to authorized administrators at the business subscriber site. For security
purposes, only certain configuration capabilities are available to subscribers using the cCPE Selfcare
Web portal. Configuration changes made by one subscriber do not affect other subscribers.

The Junos Space Network Management Platform provides network management through the Device
Management Interface (DMI) for network devices running Junos OS and is the standard network
management platform for Juniper Networks devices. Through the Junos Space Network Management
Platform SDK, which contains APIs, applications can change configuration of network devices and issue
operational commands to monitor managed devices.
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Cloud CPE Self Care Application for MX Series Routers Web Portal

The cCPE Selfcare Web portal:

• Provides configuration, management, and monitoring capabilities for enterprise business subscribers
running cCPE services. Authorized administrators at the business subscriber site can make certain
configuration changes and view states and statistics of cCPE resources.

• Exposes only configuration capabilities that are safely changed by the subscriber. Configuration
changes made by one subscriber do not affect other subscribers.

Downloading and Installing the Cloud CPE Self Care Application for MX Series
Routers Software Packages

You install the cCPE Selfcare application like any other application using the Junos Space application
management functions. For overall information on installing Junos Space applications, see https://
www.juniper.net/documentation/en_US/junos-space12.3/platform/topics/concept/junos-space-app-
management-overview.html. For information about installing Junos Space applications, see https://
www.juniper.net/documentation/en_US/junos-space12.3/platform/topics/task/installation/junos-
space-application-install.html.

You can download the cCPE Selfcare application from the Juniper Networks software download page,
see Cloud CPE Selfcare Application for MX Series Routers.

NOTE: This release of the cCPE Selfcare application runs only on Junos Space Network
Management Platform release 12.3P2.8. The cCPE Selfcare application is not currently supported
on Junos Space Network Management Platform 13.x releases. To run the cCPE Selfcare
application on the Junos Space Network Management platform, you first need to download and
install the Junos Space 12.3R1.x software image. You then need to upgrade Junos Space by
downloading and installing the Junos Space 12.3P2.8 patch image.

RELATED DOCUMENTATION

Understanding How MX Series Router Cloud CPE Services Virtualize Customer Premises Equipment
(CPE) Services  |  2

MX Series Router Cloud CPE Services End-To-End Solution Architecture  |  7

APIs for the Cloud CPE Selfcare Application for MX Series Routers  |  12

MX Series Router Cloud CPE Services Common Configuration Overview  |  32
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APIs for the Cloud CPE Selfcare Application for MX Series Routers

The cCPE Selfcare application provides a representational state transfer API for cCPE monitoring and
configuration tasks. It exposes all the service provider and subscriber self-care functionality available
through the cCPE Selfcare application and can be used for OSS integration. The representational state
transfer API consists of three distinct interfaces:

• Subscriber management API— The subscriber management API provides the following functionality:

• Enables service providers to create, modify, delete, and retrieve customers and their associated
sites and access links.

• Enables service providers to import customers associated with Layer 3 VPNs provisioned by
Network Activate.

• Enables network administrators at the subscriber site to make configuration changes specific to
their cCPE services, as well as provide easy-to-understand names and descriptions to sites and
access links. The representational state transfer API hides all network specific information
associated with the enterprise administrators access links to the service provider network.

• Configuration management API— The configuration management API provides access to the cCPE
configuration on the router. Enterprise administrators can use this API to read, modify, and delete
router configuration. Service providers can use this API to provision services on behalf of their
subscribers. Using the configuration management API, you can configure:

• Private IP addresses for an access link

• Static routes for a VPN site

• DHCP server and DHCP relay configuration for a VPN site

• SNMP configuration for a VPN Site

• Monitoring API — Service providers and enterprise administrators can use this API to monitor and
audit the health of their cCPE services. It also enables the retrieval of graphs associated with
collected SNMP data. This API supports the following functionality:

• Functional audit — Enables the retrieval of functional audit results. Using the representational
state transfer API, you can schedule functional audits to verify the connectivity between different
sites of a particular subscriber.

• Status monitoring — Enables the retrieval of traffic counters for all access links or sites associated
with a subscriber.

• Historical data — Enables the retrieval of graphical views for SNMP data using OpenNMS.
Because OpenNMS is built into the Junos Space Network Management Platform, no additional
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software is required. You can specify the type of graph you want to display based on the selected
MIB and time interval for the data.

RELATED DOCUMENTATION

Understanding How MX Series Router Cloud CPE Services Virtualize Customer Premises Equipment
(CPE) Services  |  2
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MX Series Router Cloud CPE Services Common Configuration Overview  |  32

13



CHAPTER 2

MX Series Router Cloud CPE Services Overviews

IN THIS CHAPTER

MX Series Router Cloud CPE NAT Services Overview  |  14

MX Series Router Cloud CPE SNMP Monitoring Services Overview  |  15

Understanding How Class of Service Works with MX Series Router Cloud CPE Services  |  16

Understanding MX Series Router Cloud CPE Ethernet Frame Delay Measurement Services  |  18

MX Series Router Cloud CPE DHCP Services Overview  |  19

MX Series Router Cloud CPE VRRP Services Overview  |  21

MX Series Router Cloud CPE VRRP and DHCP Services Overview  |  24

MX Series Router Cloud CPE Multiple Ethernet Interface Services Overview  |  25

Understanding How MX Series Router Cloud CPE Services Route Internet Traffic from Layer 2 CPEs to a
Subscriber-Owned NAT Gateway  |  27

Understanding How MX Series Router Cloud CPE NAT Services Provide Internet Traffic Routing for Layer 2
CPEs  |  28

MX Series Router Cloud CPE Draft-Rosen Multicast VPN Services Overview  |  30

MX Series Router Cloud CPE NAT Services Overview
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This topic describes how to use the MX Series router Network Address Translation (NAT) function with
the cCPE services.
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Assigning Primary IP Addresses with MX Series Router Cloud CPE NAT Services

Using the NAT cCPE services, you can assign both public and private IP addresses to VPN subscribers.
Public addresses are assigned from the source address pool defined for the NAT service. If the
subscriber LAN is connected directly to the edge router, the private address range is defined on the
integrated routing and bridging (IRB) interface. When there are routers in the subscriber network, the
private network is defined on those routers, which advertise the routes to the VPN routing instance.
Alternatively, you can define static routes in the VPN routing instance.

Assigning Multiple Address Ranges (Primary and Secondary Addresses) with MX
Series Router Cloud CPE NAT Services

The NAT cCPE service assigns multiple IP address ranges and primary IP addresses in similar ways. To
configure multiple address ranges, you define the range in the NAT address pool and on the IRB
interface. To support multiple public address ranges, you configure multiple NAT address pools.

RELATED DOCUMENTATION

Configuring MX Series Router Cloud CPE NAT Services to Assign Primary IP Addresses   |  56

Configuring MX Series Router Cloud CPE NAT Services to Assign Multiple IP Address Ranges
(Primary and Secondary Addresses)  |  57

Verifying MX Series Router Cloud CPE NAT Services   |  183

MX Series Router Cloud CPE Services Common Configuration Overview  |  32

Configuring the Common Configuration for MX Series Router Cloud CPE Services  |  36

MX Series Router Cloud CPE Services End-To-End Solution Architecture  |  7

MX Series Router Cloud CPE SNMP Monitoring Services Overview

When you migrate subscribers to cCPE services, you can provide them with read-only access to systems
(SNMP MIB-2 System), interfaces (SNMP MIB-2 Interfaces), and some environment-monitoring MIBs.
Because the Layer 3 CPE functionality moves from the CPE device to the MX Series router, only the
interfaces MIB is relevant to cCPE services. However, you can also provide read-only access to the
systems MIB, which enables subscribers to retrieve the location or contact information of the cCPE
context. Traps for system-wide events for a specific subscriber are not relevant, because the router
hosting the cCPE context is shared by many customers (one cCPE context per subscriber).

The SNMP service supports routing instances in the following ways:
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• You can bind an SNMP community to a specific routing instance by using the edit snmp community
community routing-instance routing-instance configuration statement.

• If an SNMP request is received on a nondefault routing instance and the routing instance is not
bound to the specified community, the request is denied.

• SNMP requests received by a nondefault routing instance through one of its access links must use
community in the format of routing-instance@community, where the routing-instance must be one
of the routing instances bound to the community. In addition, the routing instance used in
community must be the routing instance where the request is received. Such requests return only
MIB objects pertaining to the specified routing instance. For example, an SNMP walk command
issued on the interfaces table (RFC 2863) with community “acme@public” returns only interfaces
defined in the routing instance “acme.” To learn more about the MIB objects that are segregated by
routing instances, see Support Classes for MIB Objects.

• SNMP read requests received on the default routing instance can also use community in the format
of routing-instance@community. The Junos OS SNMP agent returns only MIB objects pertaining to
the specified routing instance. If you want to provide MIB information through an NMS system that
connects to the default routing instance, you can use the format routing-instance@community to
provide the necessary MIB object isolation for a subscriber’s routing instance.

NOTE: For security purposes, after you configure cCPE services, subscribers cannot retrieve the
global router configuration. The only information customers can retrieve pertains to their cCPE
context, which includes the interfaces used for implementing the IP VPN services.

You can retrieve the status of VPN services by getting the usage counters of the interfaces.

RELATED DOCUMENTATION

Configuring MX Series Router Cloud CPE SNMP Monitoring Services  |  78

Support Classes for MIB Objects

Specifying a Routing Instance in an SNMPv1 or SNMPv2c Community

Configuring Access Lists for SNMP Access over Routing Instances

Understanding How Class of Service Works with MX Series Router Cloud
CPE Services

To prioritize subscriber traffic, you can use the CoS features of the MX Series router along with cCPE
services. cCPE services require only a Layer 2 CPE device at the subscriber site. If the subscriber is
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currently using a Layer 3 CPE device, replace it with a Layer 2 CPE that supports CoS, such as the
Juniper Networks EX Ethernet switch. To ensure the proper classification and management of upstream
traffic in a subscriber's access link, CoS should be supported from CPE to CPE across the provider
network. A Layer 2 CPE that supports CoS can classify traffic based on Layer 1 or Layer 2 information,
such as physical port, VLAN, or MAC address. It can subsequently mark the traffic with Ethernet 802.1p,
then prioritize the traffic through the CPE before passing it to the access link. If there are aggregation
switches in the network path located before the provider edge (PE) router, the switches must also
support Layer 2 CoS based on 802.1p bits in the traffic.

When the traffic reaches the PE router, the router uses CoS behavior aggregate (BA) classifiers to map
802.1p bits in the traffic to different forwarding classes and loss priorities. The traffic is prioritized to
pass through the PE router.

You configure rewrite rules to change CoS values in outgoing packets on the outbound interfaces of the
PE router to meet the policies of the core routers. If the remote Layer 2 CPE requires it, the remote PE
router can use rewrite rules to change CoS values back to 802.1p on the outbound interface. By default,
the MX Series router uses the BA classifier for 802.1p. For more information see, https://
www.juniper.net/documentation/en_US/junos13.1/topics/reference/general/default-802-1p-table-cos-
config-guide.html.

If the Layer 2 CPE does not support CoS marking, the MX Series router can classify incoming packets by
using a multifield classifier. The multifield classifier is a firewall filter that classifies packets to a
forwarding class by examining fields such as source and destination address, port, and IP protocol. CoS
rewrite rules are applied to packets on outbound interfaces to set or change CoS markings to meet the
policies of the core network.

RELATED DOCUMENTATION

Configuring CoS BA Classifiers and Rewrite Rules to Manage Traffic When Running MX Series Router
Cloud CPE Services  |  64

Configuring CoS to Manage VoIP Traffic When Running MX Series Router Cloud CPE Services  |  66
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Understanding MX Series Router Cloud CPE Ethernet Frame Delay
Measurement Services

IN THIS SECTION

Layer 2 Jitter Measurement Service — Ethernet Frame Delay Measurement   |  18

Layer 3 Jitter Measurement — Real-Time Performance Monitoring  |  19

MX Series routers support both Layer 2 and Layer 3 jitter measurement. Layer 2 jitter measurement is
provided through Ethernet frame delay measurements (referred to as ETH-DM in Ethernet
specifications), which is part of Ethernet OAM. The ETH-DM session sends an Ethernet frame delay
measurement protocol data unit (PDU) to the remote maintenance association end point (MEP) to
measure one-way or two-way frame delays and delay variations. Layer 3 jitter measurement is provided
through the real-time performance monitoring (RPM) service, which sends probes (such as ICMP-ping,
UDP-ping) to a remote node to measure round-trip time (RTT) and jitter between the two nodes.

NOTE: For cCPE services, jitter is measured between the cCPE contexts.

Layer 2 Jitter Measurement Service — Ethernet Frame Delay Measurement

Ethernet frame delay measurement is introduced in ITU-T Y.1731 on top of the IEEE 802.1ag Ethernet
connectivity fault management (CFM). CFM is an end-to-end per service instance (per VLAN) Ethernet
Layer OAM protocol. Two peers of a CFM session do not need to be adjacent. CFM partitions the
service network into various administrative domains. For example, operators, providers, and customers
may be part of different administrative domains. Each administrative domain is mapped into one
maintenance domain, which provides enough information to perform its own management, thus
avoiding security breaches and making end-to-end monitoring possible. Each maintenance domain is
associated with a maintenance domain level from 0 through 7. Level allocation is based on the network
hierarchy, where the outermost domains are assigned a higher level than the innermost domains.
Subscriber endpoints have the highest maintenance domain levels (from 5 through 7). In a CFM domain,
each service instance is called a maintenance association. A maintenance association can be thought of
as a full mesh of MEPs having similar characteristics. MEPs are active CFM entities generating and
responding to CFM protocol messages. There is also a maintenance intermediate point (MIP), which is a
CFM entity similar to the MEP, but more passive (MIPs respond only to CFM messages).
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MEPs in the same maintenance association of the same maintenance domain exchange a continuity
check message (CCM), which is a heartbeat message, to maintain the connectivity state with peers.
Because CCM is a multicast Ethernet frame, it can pass through switches between two MEPs.

ETH-DM uses CFM as an infrastructure. It measures frame delay and frame delay variations (jitter)
between two CFM MEPs, which must be in the same maintenance domain and maintenance association.
You can start an ETH-DM in either one-way or two-way (round-trip) mode to gather frame delay
statistics. You can also specify frame priority (802.1p) in an ETH-DM session.

Layer 3 Jitter Measurement — Real-Time Performance Monitoring

MX Series routers provide an RPM service that sends probes (such as ICMP-ping, UDP-ping) to a remote
node (router) to measure RTT and jitter between the two nodes. The probe packet is timestamped when
it exits and when it returns to the source. If the destination is another Juniper Networks router with the
RPM service configured, the probe packet is timestamped when it is received at the destination and
when the response exits the router. You can configure the probe’s DiffServ code point (DSCP) bits so
that RPM can measure performance of traffic being managed by a specific CoS configuration.

Because RPM is performed between two PE routers, it is not specific to cCPE services and is not
discussed here in detail.

RELATED DOCUMENTATION

Example: Configuring MX Series Router Cloud CPE Services to Perform Ethernet Frame Delay
Measurement Services  |  80

Triggering an Ethernet Frame Delay Measurements Session

Example: Configuring One-Way Ethernet Frame Delay Measurements with Single-Tagged Interfaces

Example: Configuring Two-Way Ethernet Frame Delay Measurements with Single-Tagged Interfaces

MX Series Router Cloud CPE DHCP Services Overview
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Using cCPE services, you can provide DHCP server and DHCP relay services to your customers.

DHCP Server

You can use the MX Series router DHCP server function in a VPN routing instance to provide DHCP
services to Layer 2 CPEs. To use this service, enable the DHCP server in at least one routing instance
corresponding to the subscriber VPN site; for all other sites you can use the DHCP relay agent pointing
to the same DHCP server. In addition, you need to configure the address pools within the VRF routing
instance. The address pools you configure for the VPN site need to be part of the subscriber’s private
subnets configured for the IRB interface.

To protect the Routing Engine from DHCP flooding, you can define interface-specific firewalls.

NOTE: The address assignment pool feature is part of the Junos Subscriber Management Feature
Pack license. You must install and properly configure the license to meet the requirements for
using the address assignment pool feature. The license includes 1000 address bindings.

DHCP Relay Agent

The MX Series router extended DHCP relay agent forwards DHCP request-reply packets between a
DHCP client and a central DHCP server. You configure the relay agent within the cCPE context; in other
words, within the VRF routing instance. Typically, the subscriber owns and operates the central DHCP
server, and manages the address pools.

NOTE: The stateless DHCP relay agent, which you can configure under the [routing-instance
routing-instance forwarding-options helpers bootp] edit hierarchy, cannot coexist with the
DHCP server in the same MX Series router, even if they are configured in different routing
instances.

RELATED DOCUMENTATION

Configuring MX Series Router Cloud CPE DHCP Services  |  89

Configuring MX Series Router Cloud CPE DHCP Relay Agent Services  |  93
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MX Series Router Cloud CPE VRRP Services Overview

IN THIS SECTION

Running Multiple VRRP Groups in Multiple Subnets with MX Series Router Cloud CPE Services (Load
Sharing)  |  22

Running Multiple VRRP Groups in a Single Subnet with MX Series Router Cloud CPE Services (Load
Sharing)  |  23

VRRP with Ethernet OAM Monitoring the Subscriber Access Link  |  23

Traditionally, the Virtual Router Redundancy Protocol (VRRP) is configured between two Layer 3 CPEs to
provide redundancy. VRRP monitors the access link state and triggers a redundancy switch when an
access link becomes unavailable. When you transition the subscriber to CCPE services, you replace the
Layer 3 CPE with a Layer 2 CPE, and VRRP is not applicable to the CPE. Instead, you run VRRP between
cloud CPEs, which exist in two MX Series routers. VRRP is configured on the IRB interface of the cloud
CPE context and monitors the state of the access links to the cCPE subscriber. A virtual IP address,
which is the gateway address of the cCPE LAN, is maintained by VRRP. When one link is down, VRRP
switches the virtual address to the other cCPE to maintain connectivity.

Figure 3: MX Series Router Cloud CPE VRRP Service

Figure 3 on page 21 shows the scenario of running VRRP between two Layer 2 CPEs running cCPE
services in two MX Series routers. Each VRRP instance monitors a Layer 2 access link connected to the
cCPE.

21



The VRRP routing platforms share the IP address corresponding to the default gateway configured on
the hosts. At any time, one of the VRRP routing platforms is the primary (active) and the other is the
backup. If the primary router fails, the backup PE router becomes the new active router, providing a
virtual default routing platform and allowing traffic on the LAN to be routed without relying on a single
routing platform. With VRRP, a backup router can take over a failed default router in less than 1 second.
This is done with minimum VRRP traffic and without any interaction with the hosts.

VRRP instances use multicast to communicate with each other. The two cCPEs are interconnected
through two access links and two Layer 2 CPEs so that VRRP messages can be exchanged bby means of
this path. If the link between the two Layer 2 CPEs is disconnected, it creates a split-brain situation, so
both VRRP instances assume the primary role. In this scenario, virtual IP address exist on both cCPEs.

If there is no aggregation switch between the Layer 2 CPE and PE router, VRRP can monitor the link
state of the access link and initiate a redundancy switch if the primary access link goes down.

However, if there is an aggregation switch between the Layer 2 CPE and PE router, the link state is not
sufficient to detect connectivity issues. In this case, you can use dynamic routing between the PE router
and the subscriber’s network, which enables VRRP to monitor access link connectivity by monitoring the
routing protocol. If there is no dynamic routing but the Layer 2 CPE supports 802.1ag (Ethernet OAM
Connectivity Fault Management), you can use CFM in the MX Series router to monitor connectivity
between the router and Layer 2 CPE. For example, you can configure an action profile, that shuts down
the subscriber-facing Layer 2 interface, under CFM in case of connectivity issues. When the CFM
session detects an issue and invokes the action profile to shut down the subscriber-facing Layer 2
interface in the PE router, it triggers VRRP switching redundancy.

Running Multiple VRRP Groups in Multiple Subnets with MX Series Router Cloud CPE
Services (Load Sharing)

In Figure 3 on page 21, there is only one virtual address for the cCPE subscriber. At any time, only one
access link is used because traffic from the subscriber flows only through the access link connected to
the active/primary VRRP at the time. To support load sharing, you need to split subscriber LAN traffic
into two subnets by configuring one VRRP group and one virtual IP address for each subnet. One cCPE
has a higher priority than the other cCPE in one VRRP group but lower priority in the other VRRP group.
So, when both subscriber access links are available, one virtual IP address exists in one cCPE and the
other virtual IP address is in the other cCPE. Traffic from hosts in one subnet flows through the access
link connected to the CCPE with the virtual IP address, which is the default gateway for the subnet, so
both links are used. When one access link is down, both virtual addresses are moved to the same CCPE
so connectivity is maintained.
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Running Multiple VRRP Groups in a Single Subnet with MX Series Router Cloud CPE
Services (Load Sharing)

You can configure two VRRP groups in a single subnet to achieve load sharing. Each VRRP group has
one virtual address. Hosts on the subscriber network are split into two groups: Each group uses one
virtual address as the default gateway. Similar to Figure 3 on page 21, you split the primary devices of
the VRRP groups into two PE routers to divide outgoing traffic to different access links. For return traffic
or incoming traffic, there are two routes through the two PE routers in the core network. By default,
when there are multiple equal-cost paths to the same destination for the active route, the Junos OS
uses a hash algorithm to choose one of the next-hop addresses to install in the forwarding table. You can
also configure the Junos OS to do per-packet or per-flow load balancing across multiple paths.

VRRP with Ethernet OAM Monitoring the Subscriber Access Link

If there are aggregation switches between the Layer 2 CPEs and PE routers, link state is not sufficient to
detect connectivity issues. If the Layer 2 CPE supports 802.1ag Ethernet OAM Connectivity Fault
Management (CFM), you can use Ethernet CFM in the MX Series router to monitor connectivity
between the router and the Layer 2 CPE. The Ethernet CFM session between the PE router and the
Layer 2 CPE exchange heartbeat messages to monitor the connectivity to the remote peer. Junos OS
enables you to configure an action profile in CFM, which is invoked when the CFM session detects a
connectivity issue. One of the actions you can invoke in an action profile is “interface down,” which
brings down the logical interface the CFM session is running on. You can use the “interface down” action
in a CFM session in the PE router to shutdown the subscriber-facing VLAN interface when CFM detects
a connection loss to the remote Layer 2 CPE. This will further trigger a VRRP redundancy switch. After
the connection issue is resolved, CFM automatically brings up the interface. Depending on your VRRP
configuration, redundancy can be switched back again.
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MX Series Router Cloud CPE VRRP and DHCP Services Overview

For customers running VRRP between two cCPE instances for dual access and who also want to use
DHCP to allocate addresses for their devices, you must determine the best place to run the DHCP
server.

The first option is running two DHCP servers, one in each cCPE instance, and splitting the address pool
between the two servers. In this scenario, both DHCP servers are active and devices can receive an IP
address from either server. Both DHCP servers configure the VRRP virtual address as the default
gateway, so that subscriber traffic travels through the active VRRP interface. When the active access
link goes down, the DHCP server in the corresponding MX Series router is unreachable to user devices.
New DHCP leases are provided by the live DHCP server; however, DHCP renew requests for the leases
managed by the unavailable DHCP server will fail. Devices requesting renewals receive new addresses
from the live server. Existing TCP connections to or from the device are broken, and the application
might need to be restarted to recover.

The second option, shown in Figure 4 on page 25, is to run stateless DHCP relay agents in each cCPE
instance. Both DHCP relay agents must point to the same DHCP server. When a device sends a DHCP
discovery request, the request is forwarded to the DHCP server by both relay agents. The DHCP server
may send two offers back to the client through the relay agents; however, the client will select an offer
and send a request for it. The DHCP server sends an acknowledgement back to the client and the other
offer expires. DHCP renew requests are sent to the sever using unicast. When one of the CCPE
instances is unavailable due to the corresponding access link being down, DHCP discover requests are
sent to the DHCP server by the other relay agent without interruption. Existing DHCP leases are
renewed successfully because renew requests are sent using unicast to the DHCP server without relay
agent involvement.

NOTE: The stateless DHCP relay agent, which you can configure under the [routing-instance
routing-instance forwarding-options helpers bootp] edit hierarchy, cannot coexist with the
DHCP server in the same MX Series router, even if they are configured in different routing
instances.

You must configure the DHCP relay agent by using the [routing-instance routing-instance-name
forwarding-options dhcp-relay] configuration statement. However, when you use this relay
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agent, it is possible that renew requests can be dropped if the router has not seen the original
discovery request for the address.

Figure 4: MX Series Router Cloud CPE VRRP with DHCP Relay Service
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MX Series Router Cloud CPE Multiple Ethernet Interface Services
Overview

You can use the multiple Ethernet interfaces to provide your customers with segregation of their LANs.
When you use multiple Ethernet interfaces, the subscriber’s LAN is split into multiple VLANs; for
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example, one for the sales office and one for manufacturing. Each VLAN uses a separate IP subnet.
Inter-VLAN communication is done through routing in the Layer 3 CPE. There are a couple of solutions
you can implement to achieve this same functionality when you replace the Layer 3 CPE with a Layer 2
CPE.

• The first solution is to extend subscriber the VLANs out to the PE router, either directly or through
Q-in-Q tunnel. — The PE router terminates the VLANs. Inter-VLAN communication is done through
routing in the VPN routing instance in the PE router. The main drawback to this solution is that the
inter-VLAN traffic uses up WAN bandwidth.

• The second solution is to configure inter-VLAN communication in the Layer 2 CPE to create a
shortcut for inter-VLAN traffic. — Juniper Networks routed VLAN interface (RVI) feature is designed
to facilitate inter-VLAN communication. RVI is a virtual Layer 3 interface with an IP address. RVIs
allow switches to recognize which packets are being sent to another VLAN’s MAC addresses—then,
packets are bridged (switched) whenever the destination is within the same VLAN and are only
routed through the RVI when necessary. If there are two VLANs that need to communicate with each
other, you need two RVIs with addresses in each subnet associated with the VLANs. The switch
automatically creates direct routes to these subnets and uses these routes to forward traffic between
VLANs. The RVI is actually Layer 3 technology so it only exists in multi-layer switches.

If subscriber VLANs use the same IP subnet, you can use a bridge domain in the Layer 2 CPE to bridge
traffic from different VLANs on different interfaces into the same VLAN. When a bridge domain is
defined, a VLAN ID is assigned to it. If incoming packets have a different VLAN ID than the bridge
domain VLAN ID, the packets are converted to the bridge domain VLAN ID. For outgoing packets, if the
egress interface has a different VLAN ID than the bridge domain VLAN ID, the packets are converted to
the egress interface VLAN ID. The bridge domain effectively joins multiple VLANs together. You can
configure a Layer 2 forwarding filter in the bridge domain if you need to stop broadcasts from reaching
into other VLANs. However, if the subscriber’s VLANs use different IP subnets, inter-VLAN traffic still
travels through the WAN link because the default gateway is the PE router.
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Understanding How MX Series Router Cloud CPE Services Route Internet
Traffic from Layer 2 CPEs to a Subscriber-Owned NAT Gateway

This topic describes how you can migrate from a scenario where the customer site requires a router to
forward Internet traffic to their NAT device, to a scenario where only a Layer 2 CPE is required and the
PE router routes the traffic to the Internet.

In the scenario depicted in Figure 5 on page 27, the NAT functions are provided by a subscriber-owned
device with Layer 3 capabilities. Two logical interfaces are configured between the subscriber site and
the PE router. One logical interface is for VPN internal traffic, and the other logical interface is for public
Internet traffic. For Internet-bound traffic, the subscriber CE router has a route defined in the VPN
routing instance, which forwards the traffic to the subscriber’s NAT device through the VPN internal
interface. After address translation, the Internet-bound traffic is converted to a public address and sent
through the public interface. In the PE router, the VPN internal interface is defined in the VPN routing
instance, and the public interface is defined in the default routing instance.

Figure 5: Using MX Series Router Cloud CPE to Route Internet Traffic to a Subscriber-Owned NAT
Device

When cCPE services are introduced into this same scenario, the CE router at the subscriber site is
replaced with a Layer 2 CPE and the routing is moved out to the PE router. Two VLAN interfaces are
connected to the Layer 2 CPE: one as a VPN internal interface and one as a public interface for Internet
traffic.

In the VPN site with Internet access, there is a NAT gateway that performs address translation between
private and public addresses. The inside interface of the NAT gateway on the LAN side has a private
address. In the VPN routing instance in the adjacent PE router, a static route is configured, which sends
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Internet-bound traffic to the private address of the inside interface of NAT gateway. This static route is
further propagated to the VPN in the remote sites through an internal BGP (IBGP) session. The WAN
side of the NAT gateway also has a route defined with the adjacent PE router as the next hop for
Internet-bound traffic. Packets going to the Internet are sent to the inside interface of the NAT gateway,
where the addresses are translated to public address and then routed to the PE router.

In the VPN site without Internet access, you do not need to configure a static route in the VPN routing
instance. This site relies on the static route propagated through the BGP routing protocol from the VPN
routing instance with Internet access.

RELATED DOCUMENTATION

Configuring MX Series Router Cloud CPE Services to Route Internet Traffic to a Subscriber-Owned
NAT Gateway  |  149
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Understanding How MX Series Router Cloud CPE NAT Services Provide
Internet Traffic Routing for Layer 2 CPEs

This topic describes how you can migrate from a scenario where the NAT function is performed by a
Layer 3 CPE device to a scenario where the Layer 3 CPE is replaced by a Layer 2 CPE and the MX Series
router provides carrier-grade NAT (CGN). The Junos OS provides CGN for IPv4 and IPv6 networks.

In the scenario shown in Figure 6 on page 29, the NAT function is performed by a Layer 3 CPE
provided by the service provider. In the Layer 3 CPE, a default route or route for public prefixes is
configured to send Internet-bound traffic to the inside interface of NAT. Routes for private address
prefixes, configured statically or learned through routing protocols, are used to send VPN internal traffic
to the VPN interfaces (the subscriber LAN or the VPN internal interface to the PE router).

If dynamic routing is enabled between the CE router and the adjacent PE router, the default route
configured in the CE router is advertised to the VPN routing instance in the PE router, which further
propagates it to other VPN sites through IBGP. The default route in the remote VPN sites, sends
Internet-bound traffic to the NAT inside interface of the CE router through the VPN. The addresses are
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translated, and the traffic is sent back to the PE router through the public interface. Internet-bound
traffic from the remote site travels through the WAN link of the VPN site with Internet access twice:
First from the PE router to the CE router and then from the CE router back to the PE router after
address translation by NAT. The process is the same for traffic from the Internet.

Figure 6: Using MX Series Router Cloud CPE NAT Service to Route Internet Traffic

There is one interface from the CE router to the subscriber LAN, and two interfaces between the CE
router and the PE router: one for VPN internal traffic and one for Internet traffic. The VPN internal
interface belongs to the VPN routing instance in the PE router, and the public interface is terminated in
the global routing instance in the PE router.

When you implement cCPE services into this same scenario, the Layer 3 CPE is replaced by a Layer 2
CPE. Layer 3 functions, including routing, NAT, and firewall, are provided as cloud services by the MX
Series router. In the VPN routing instance in the PE router, a static route is needed to send Internet-
bound traffic to the inside interface of the NAT gateway and the firewall. After address translation,
traffic travels through the global routing instance and is then routed to the Internet. Return traffic travels
back through the global routing instance and is then routed to the outside interface of the NAT gateway
and firewall. After the traffic is converted to the private destination address, the packets in the routing
instance are routed within the VPN.

Implementing cCPE services in this scenario provides two benefits:

• Internet traffic for remote sites (sites without Internet access) does not need to go through the WAN
link twice for address translation by NAT.
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• Only one interface is required between the PE router and the CE router.

RELATED DOCUMENTATION

Understanding How MX Series Router Cloud CPE Services Route Internet Traffic from Layer 2 CPEs
to a Subscriber-Owned NAT Gateway  |  27

Configuring MX Series Router Cloud CPE Services to Route Internet Traffic to a Subscriber-Owned
NAT Gateway  |  149

Configuring MX Series Router Cloud CPE NAT Services to Route Internet Traffic  |  162

MX Series Router Cloud CPE Draft-Rosen Multicast VPN Services
Overview

Junos OS supports Layer 3 VPNs based on the Internet draft draft-rosen-rfc2547bis, BGP/MPLS VPNs.
This Internet draft defines a mechanism by which service providers can use their IP backbones to
provide Layer 3 VPN services to their customers. The sites that encompass a Layer 3 VPN are
connected over the provider’s existing public Internet backbone.

In a unicast environment for Layer 3 VPNs, all VPN states are contained within the PE routers. With
multicast over Layer 3 VPNs, two PIM adjacencies are established: One between the CE router and the
PE router through a VRF routing instance, the second between the main PE routers and their service
provider core neighbors. The set of primary PIM adjacencies throughout the service provider’s network
provides the forwarding paths, and eventually forms a rendezvous point (RP) multicast distribution tree.
The tree is rooted at the RP contained within the service provider’s network. As a result, core provider
transit routers within the service provider’s network must maintain multicast state information for the
VPNs.

For draft-rosen multicast virtual private networks (MVPNs) to work correctly, there must be two types
of rendezvous points. The VPN customer rendezvous point (VPN C-RP) is an RP that resides within a
VPN, which connects the segments of a customer network. The service provider rendezvous point (SP-
RP) resides within the service provider network itself. Because a PE router connects to both the
customer network and the service provider network, the PE router acts as an SP-RP, a VPN C-RP, or
both.

In MVPNs, the Layer 3 CPE must run the PIM protocol to form the multicast distribution tree in the
customer network. Typically, C-RP is running in the Layer 3 CPE. Optionally, you can enable the
bootstrap router (BSR), or auto-RP, to support C-RP redundancy. Moving to the cCPE architecture, the
Layer 3 CPE is replaced with a Layer 2 CPE. IP multicast traffic can pass through the Layer 2 CPE, which
replicates the multicast packets to all interfaces if IGMP snooping is not enabled. C-RP and BSR, or
auto-RP functions, are moved to the cCPE architecture (the VRF routing instance in the adjacent PE
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router). The MX Series router supports C-RP, BSR, and auto-RP in VRF routing instances. If there is more
than one Layer 2 interface in the cCPE bridge domain, IGMP snooping can be enabled in the bridge
domain to ensure that IP multicast packets are replicated only to interfaces with receivers.

RELATED DOCUMENTATION

Configuring MX Series Router Cloud CPE Draft-Rosen Multicast VPN Services  |  174
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CHAPTER 3

MX Series Router Cloud CPE Services Common
Configuration

IN THIS CHAPTER

MX Series Router Cloud CPE Services Common Configuration Overview  |  32

MX Series Router Cloud CPE Services Common Configuration Overview

Using cCPE services on MX Series routers, each subscriber VPN site is represented by one VRF routing
instance. VPN routes are stored in the VRF routing table and exported to remote sites through internal
BGP (IBGP). VPN routes from remote sites received through IBGP are imported into the VRF table. The
VRF export and import polices control how routes are passed between sites.

With full-featured Layer 2 and Layer 3 CPEs, the routing instance learns the VPN routes from the local
VPN site through routing protocols or a static route. However, when you use cCPE services, the local
site appears as a direct route in the Junos OS because hosts connect to the PE router directly through a
Layer 2 switch. MX Series routers support direct routes in the VRF and export direct routes through
BGP to remote sites.

cCPE services allow heterogeneous setup; sites using the cCPE services can coexist with sites using a
full-featured Layer 3 CPE in the same VPN.

To use cCPE services, you must configure the MX Series router with a specific configuration. We refer to
this configuration as the cCPE common configuration because it is required to run any cCPE services.
The common configuration includes defining the physical access link to your subscriber sites; configuring
the cCPE context, which is a VRF routing instance for all VPN services; and configuring a generic routing
policy for advertising routes. The cCPE common configuration requires a Gigabit Ethernet interface be
used as the access link to the subscriber site. The logical interface is configured for Layer 2 mode (vlan-
bridge) encapsulation and integrated routing and bridging.
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NOTE: Minimum hardware requirements—cCPE services require a minimum of an MX80
Universal Routing Platform with MPCs/MICs.

NOTE: Configuration of MPLS and BGP between PE routers is not described here, because their
configuration is the same as the configuration of traditional MPLS/BGP VPNs with a Layer 3
CPE.
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CHAPTER 5

MX Series Router Cloud CPE Services Common
Configuration (CLI)
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Configuring the Common Configuration for MX Series Router Cloud CPE
Services

IN THIS SECTION

Configuring the Subscriber Access Link on the PE Router for the MX Series Router Cloud CPE Services
Common Configuration  |  37

Configuring the Layer 2 IRB Interface for the MX Series Router Cloud CPE Services Common
Configuration  |  39

(Optional) Configuring a Private Subnet on the IRB Interface  |  40

Configuring the Bridge Domains for the MX Series Router Cloud CPE Services Common Configuration  |  41

Configuring the Firewall Filters and Policers for the MX Series Router Cloud CPE Services Common
Configuration  |  42

Configuring the VPN Routing Instances for the MX Series Router Cloud CPE Services Common
Configuration  |  45

Configuring the VRF Import Routing Policies for the MX Series Router Cloud CPE Services Common
Configuration  |  47

Configuring the VRF Export Routing Policies for the MX Series Router Cloud CPE Services Common
Configuration  |  48

Configure the cCPE common configuration on each MX Series router that provides cloud services.
Complete the following tasks to configure the cCPE common configuration:
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Configuring the Subscriber Access Link on the PE Router for the MX Series Router
Cloud CPE Services Common Configuration

Complete the following tasks to configure the cCPE access link:

1. Specify the name of the physical interface being used to connect to the subscriber.

[edit]
user@host# edit interfaces type-fpc/pic/port 

For example:

[edit]
user@host# edit interfaces ge-1/1/1 

2. Configure a description to distinguish the subscriber interface.

[edit interfaces ge-1/1/1]
user@host# set description  description

3. Configure the speed of the interface.

[edit interfaces ge-1/1/1]
user@host# set speed (auto | 1Gbps | 100Mbps | 10Mbps)

4. Enable CoS hierarchical scheduling on the interface.

[edit interfaces ge-1/1/1]
user@host# set hierarchical-scheduler

5. Configure the encapsulation type for the interface for flexible Ethernet services.

[edit interfaces ge-1/1/1]
user@host# set encapsulation flexible-ethernet-services
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6. Enable the reception and transmission of 802.1Q VLAN-tagged frames on the interface.

[edit interfaces ge-1/1/1]
user@host# set vlan-tagging

7. Configure the link mode for full duplex.

[edit interfaces ge-1/1/1]
user@host# set link-mode full-duplex

8. Configure the interface for autonegotiation.

[edit interfaces ge-1/1/1]
user@host# set gigether-options auto-negotiation

9. Create a logical interface and configure it with a unique description that identifies the subscriber.

[edit interfaces ge-1/1/1]
user@host# edit unit interface-unit-number 

user@host# set description description

10. Configure the encapsulation type on the logical interface as Layer 2 Ethernet VLAN bridge
encapsulation.

[edit interfaces ge-1/1/1 unit 105]
user@host# set encapsulation vlan-bridge 

11. Configure the subscriber VLAN ID that you want to bind to the logical interface.

[edit interfaces ge-1/1/1 unit 105]
user@host# set vlan-id 105 

12. Verify the configuration.

user@host> show interfaces ge-1/2/3
ge-1/1/1 {
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    description "VPN-cCPE for ifd-acme-abc";
    hierarchical-scheduler;
    vlan-tagging;
    speed 1g;
    link-mode full-duplex;
    encapsulation flexible-ethernet-services;
    gigether-options {
        auto-negotiation;
    }
    unit 105 {
        description "ifl-acme-site-abc";
        encapsulation vlan-bridge;
        vlan-id 105;
    }

Configuring the Layer 2 IRB Interface for the MX Series Router Cloud CPE Services
Common Configuration

For the cCPE common configuration, you need to configure the logical interface as an integrated routing
and bridging (IRB) interface. For private IP addresses, you can configure multiple addresses on different
subnets on the IRB interface. Multiple VPN routes are advertised through the VPN routing protocol, like
BGP, to the remote VPN sites. Communication between hosts on different subnets, but the same LAN,
goes through the IRB interfaces on the edge router because their gateway addresses are on the IRB
interface. To configure the IRB interface:

1. Configure the logical interface as an IRB interface, and provide a description that identifies the
subscriber.

Be sure to specify the unit number from the physical interface used for the subscriber access link.

[edit]
user@host# edit interfaces irb unit 105 

2. Specify a description for the IRB interface that identifies the subscriber.

[edit interfaces irb unit 105]
user@host# set description description
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3. Specify the IPv4 subnet (subscriber-facing IP address/prefix) for private addresses for the subscriber
VPN site.

[edit interfaces irb unit 105]
user@host# set family inet address address

4. Specify the bandwidth for the IRB interface.

[edit interfaces irb unit 105]
user@host# set bandwidth bandwidth

5. Review the configuration of the IRB interface.

[edit interfaces irb unit 105]
user@host# show interfaces irb 

description "IRB interface of Example Customer";
bandwidth 1g;
family inet {
    address 192.168.1.1/24;
}

(Optional) Configuring a Private Subnet on the IRB Interface

If the subscriber has set up multiple private subnets in one site, the IRB interface connecting this
subscriber site to the PE router needs to be configured with multiple private subnets.

To configure a private subnet:

•

[edit] 
user@host# set interfaces irb unit vlan-unit-id family inet address private customer ip 2/prefix

SEE ALSO

MX Series Router Cloud CPE Services Common Configuration Overview  |  32
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MX Series Router Cloud CPE NAT Services Overview  |  14

Configuring MX Series Router Cloud CPE NAT Services to Assign Multiple IP Address Ranges
(Primary and Secondary Addresses)  |  57

Verifying MX Series Router Cloud CPE NAT Services   |  183

Configuring the Bridge Domains for the MX Series Router Cloud CPE Services
Common Configuration

To configure the bridge domains for the cCPE common configuration, you need to associate the IRB, the
physical interface, and the VLAN with the bridge domain. Configure one bridge domain for each
subscriber site. To configure the bridge domain:

1. Specify the domain name and configure the domain type as bridge.

[edit]
user@host# edit bridge-domains acme-bd

2. Define the bridge domain type as bridge.

[edit bridge-domains acme-bd]
user@host# set domain-type bridge

3. Associate the subscriber’s VLAN ID with the bridge domain.

[edit bridge-domains acme-bd]
user@host# set vlan-id105

4. Specify the routing interface to include in the bridge domain.

[edit bridge-domains acme-bd]
user@host# set routing-interface irb.105

5. Specify the logical interfaces to include in the bridge domain.

[edit bridge-domains acme-bd]
user@host# set interface ge-1/1/1.105

41



6. Specify the maximum number of MAC addresses allowed to be learned for the bridge domain, and
specify that packets for new source MAC addresses be dropped after the MAC address limit is
reached.

[edit bridge-domains acme-bd]
user@host# set bridge-options interface-mac-limit 64 packet-action drop

7. Review the configuration of the bridge domain.

[edit bridge-domains acme-bd]
user@host# show

domain-type bridge;
vlan-id 105;
interface ge-1/1/1.105; 
routing-interface irb.105;
bridge-options {
    interface-mac-limit {
        64;
        packet-action drop;
    }
}

Configuring the Firewall Filters and Policers for the MX Series Router Cloud CPE
Services Common Configuration

Create a firewall filter and a policer for the bridge domain. Traffic policing is an essential component of
network access security designed to minimize the risks of denial of service (DoS) attacks. It enables the
control of the maximum rate of traffic sent or received on an interface.

1. Configure an IPv4 firewall filter for Layer 2 traffic. Configure the filter to track Address Resolution
Protocol (ARP) packets. In the following procedure, ARP packets are policed by a policer called ARP-
Policer, and counted by a counter called ARP-Count. Ethernet packets using ARP are accepted.

[edit]
user@host# edit firewall family bridge filter L2-Traffic
[edit firewall family bridge filter L2-Traffic]
user@host# edit term ARP 
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[edit firewall family bridge filter L2-Traffic term ARP]
user@host# set from ether-type arp 

user@host# set then policer ARP-Policer 

user@host# set then count ARP-Count 

user@host# set then accept 

2. Configure filters for broadcast, multicast, and unicast traffic. In this example, broadcast, multicast,
and unicast packets are policed by a policer called BMU-Policer and counted by a counter called
BMU-Count. Any other types of packets are discarded.

[edit firewall family bridge filter L2-Traffic term ARP]
user@host# up 
[edit firewall family bridge filter L2-Traffic]
user@host# edit term BMU 
[edit firewall family bridge filter L2-Traffic term BMU]
user@host# set from traffic-type broadcast

user@host# set from traffic-type multicast 

user@host# set from traffic-type unknown-unicast 

user@host# set then policer BMU-Policer 

user@host# set then count BMU-Count 
user@host# set then accept 
user@host# up

user@host# edit term DROP
[edit firewall family bridge filter L2-Traffic term DROP]
user@host# set then discard

3. Configure the ARP policer traffic limits and action to take on nonconforming traffic.

[edit firewall family bridge filter L2-Traffic term DROP]
user@host# top

user@host# edit firewall policer ARP-Policer 
[edit firewall policer ARP-Policer]
user@host# set filter-specific

user@host# set if-exceeding bandwidth-limit 8k 

user@host# set if-exceeding burst-size-limit 1500 
user@host# set then discard
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4. Configure the broadcast, multicast, and unicast policer traffic limits and action to take on
nonconforming traffic.

[edit firewall policer ARP-Policer]
user@host# up

user@host# edit policer BMU-Policer 
[edit firewall policer BMU-Policer]
user@host# set filter-specific

user@host# set if-exceeding bandwidth-limit 8k 
user@host# set if-exceeding burst-size-limit 1500 
user@host# set then discard 

5. Apply the firewall filters and policers to the bridge domain.

[edit firewall policer BMU-Policer]
user@host# top

user@host# edit bridge-domains acme-bd forwarding-options filter 
user@host# set input L2-Traffic

6. Review the configuration.

user@host>  show firewall
family bridge {
    filter l2-traffic {
        term ARP {
            from {
                ether-type arp;
            }
            then {
                policer ARP-Policer;
                count ARP-Count;
                accept;
            }
        }
        term BMU {
            from {
                traffic-type [ broadcast multicast unknown-unicast ];
            }
            then {
                policer BMU-Policer;
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                count BMU-Count;
                accept;
            }
        }
        term DROP {
            then discard;
        }
    }
}
policer ARP-Policer {
    filter-specific;
    if-exceeding {
        bandwidth-limit 8k;
        burst-size-limit 1500;
    }
    then discard;
}
policer BMU-Policer {
    filter-specific;
    if-exceeding {
        bandwidth-limit 8k;
        burst-size-limit 1500;
    }
    then discard;
}

Configuring the VPN Routing Instances for the MX Series Router Cloud CPE Services
Common Configuration

For the common configuration, you must configure a routing instance that supports Layer 3 VPNs. To
configure the routing instance:

1. Configure a name for the routing instance.

[edit]
user@host# edit routing-instances ri-acme-site-abc 

2. Configure a unique description to identify the routing instance.

[edit routing-instances ri-acme-site-abc]
user@host# set description “routing-instance for acme site-abc”
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3. Configure the routing instance as a VRF instance.

[edit routing-instances ri-acme-site-abc]
user@host# set instance-type vrf

4. (Optional-Required only when using IRB interfaces) Associate the Layer 3 interface with the
subscriber.

[edit routing-instances ri-acme-site-abc]
user@host# set interface irb.105

5. Specify a route distinguisher for the routing instance, enabling you to distinguish which VPN the
route belongs to. Each routing instance must have a unique route distinguisher associated with it.
The route distinguisher is used to place boundaries around a VPN so that the same IP address
prefixes can be used in different VPNs without having them overlap. The format is as-number:id.

[edit routing-instances ri-acme-site-abc]
user@host# set route-distinguisher as-number:id

6. Reference the VRF import and export policies.

[edit routing-instances ri-acme-site-abc]
user@host# set vrf-import acme-import 
user@host# set vrf-export acme-export 

7. Map the inner label of a packet to a specific VRF table. This allows examination of the encapsulated
IP header. All routes in the VRF configured with this option are advertised with the label allocated
per VRF.

NOTE: vrf-table-label is mandatory when the PE router to customer edge (CE) router
connection is over a shared medium.

[edit routing-instances ri-acme-site-abc]
user@host# set vrf-table-label 
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8. Review the configuration.

user@host> show routing-instances
ri-acme-site-abc {
    description routing-instance for acme site-abc;
    instance-type vrf;
    interface irb.105;
    route-distinguisher 65535:1;
    }
    vrf-import acme-import;
    vrf-export acme-export;
    vrf-table-label;

Configuring the VRF Import Routing Policies for the MX Series Router Cloud CPE
Services Common Configuration

For the common configuration, you need to specify the VRF import routing policies. The import policy is
always based on an IBGP session between the PE routers; therefore, BGP is the protocol used for the
import policy. To configure the VRF import routing policies, specify the following options:

1. Specify the protocol used between the PE routers.

[edit]
user@host# edit policy-options policy-statement acme-import-policy term a from protocol bgp

user@host# set term a from protocol bgp

2. (Optional) If the protocol used between the edge routers is BGP, specify the BGP community.

[edit policy-options policy-statement acme-import-policy]
user@host# set term a from community vpn-acme-site-abc

3. Specify the match condition actions to take for import routing policies.

[edit policy-options policy-statement acme-import-policy]
user@host# set term a then accept

user@host# set term b then reject
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4. Review the configuration of the import policies.

user@host# show

    term a {
        from {
            protocol bgp;
            community vpn-acme;
        }
        then accept;
    }
    term b {
        then reject;
    }

Configuring the VRF Export Routing Policies for the MX Series Router Cloud CPE
Services Common Configuration

For the common configuration, you need to specify the VRF export routing policies to other sites that
are in the same VPN. The type of policies you define depends on the type of routing protocol that is
configured between the PE routers, the cCPE, and the customer edge (CE) router. PE routers always use
the IBPG protocol. To configure the VRF export routing policies, specify the following options:

1. Specify the routing protocol used for routing into the customer’s LAN (between the cCPE and the CE
router).

[edit]
user@host# edit policy-options policy-statement acme-export-policy 

user@host# set term a from protocol direct

2. Add the community to IBGP session.

[edit policy-options policy-statement acme-export-policy]
user@host# set term a then community add vpn-acme-site-abc
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3. Specify the export routing policies.

[edit policy-options policy-statement acme-export-policy]
user@host# set term a then accept

user@host# set term b then reject

4. (Optional) If the protocol used is BGP, add the subscriber route as a community member.

[edit]
user@host# set policy-options community vpn-acme-site-abc members target:65535:5

5.

user@host> show  

    term a {
        from {
            protocol direct;
            community vpn-acme-site-abc;
        }
        then accept;
    }
    term b {
        then reject;
    }
}
community vpn-acme-site-abc members target:65535:5;
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Configuration Tasks for MX Series Router Cloud CPE
Services (CLI)
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Configuring the Subscriber Access Link

To configure the access link for the cCPE subscriber:

1. Configure the physical interface name.

[edit]
user@host# edit interfaces ge-1/2/7 

2. Enable the physical interface for 802.1Q VLAN-tagged framing.

[edit interfaces ge-1/2/7]
user@host# set vlan-tagging

3. Configure the physical interface for flexible Ethernet services encapsulation.

[edit interfaces ge-1/2/7]
user@host# set encapsulation flexible-ethernet-services
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4. Configure the logical interface for Ethernet VLAN bridge encapsulation.

[edit interfaces ge-1/2/7]
user@host# edit unit 106 

user@host# set encapsulation vlan-bridge

5. Bind an 802.1Q VLAN tag ID to the logical interface.

[edit interfaces ge-1/2/7]
user@host# set vlan-id 106 

6. Configure the logical interface for Layer 2 bridging.

[edit interfaces ge-1/2/7 unit 106]
user@host# set family bridge

7. Review your configuration.

[edit interfaces ge-1/2/7 unit 106]
user@host# up
[edit interfaces ge-1/2/7 unit 106]
user@host# show

vlan-tagging;
encapsulation flexible-ethernet-services;
unit 106 {
    encapsulation vlan-bridge;
    vlan-id 106;
    family bridge;
}
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Configuring the Bridge Domain for MX Series Router Cloud CPE Services

To configure the bridge domain:

1. Configure the bridge domain.

[edit]
user@host# edit bridge-domains vlan-106 

2. Specify the domain type.

[edit bridge-domains vlan-106]
user@host# set domain-type bridge

3. Configure the VLAN ID.

[edit bridge-domains vlan-106]
user@host# set vlan-id 106

4. Specify the logical interface to include in the bridge domain.

[edit bridge-domains vlan-106]
user@host# set interface ge-1/2/7.106

For information on configuring the interface, see the steps in Configuring the Subscriber Access Link.

5. Specify a routing interface to include in the bridge domain.

[edit bridge-domains vlan-106]
user@host# set routing-interface irb.106
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6. Review the configuration.

[edit bridge-domains vlan-106]
user@host# show

domain-type bridge;
vlan-id 106;
interface ge-1/2/7.106;
routing-interface irb.106;
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Configuring the VPN Routing Instance for MX Series Router Cloud CPE
Services

To configure the VPN routing instance for VRRP cCPE services:

1. Specify a name for the VPN routing instance.

[edit]
user@host# edit routing-instances acme 
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2. Configure the routing instance as a VRF instance.

[edit routing-instances acme]
user@host# set instance-type vrf

3. Specify the interface over which the VPN traffic travels to the PE router.

Specify the interface name in the format: irb.logical-interface

[edit routing-instances acme]
user@host# set interface irb.106

4. Configure the route distinguisher.

[edit routing-instances acme]
user@host# set route-distinguisher 65535:1

5. Specify the VRF target community name.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

6. Map the inner label of a packet to a specific VRF table. This enables examination of the encapsulated
IP header.

[edit routing-instances acme]
user@host# set vrf-table-label

7. Review the configuration.

[edit routing-instances acme]
user@host# show

interface irb.106;
route-distinguisher 65535:1;
vrf-target target:65535:5;
vrf-table-label;
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Configuring MX Series Router Cloud CPE NAT Services to Assign Primary
IP Addresses

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

This topic describes how to configure NAT cCPE services to assign primary IP addresses to VPN
subscribers.

Then complete the following tasks to configure NAT cCPE services to assign primary IP addresses:

1. Enable NAT on the PE router. See "Configuring MX Series Router Cloud CPE NAT Services" on page
58.

2. Configure the service interfaces. See "Configuring the Service Interfaces for MX Series Router Cloud
CPE NAT Services" on page 59.
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3. Configure the default route for the cCPE context. See "Configuring the Static Route for MX Series
Router Cloud CPE Services Context" on page 60.

4. Configure the public address pools. See "Configuring Public Address Pools for MX Series Router
Cloud CPE NAT Services" on page 61.

5. Configure the NAT rules. See "Configuring NAT Rules for MX Series Router Cloud CPE NAT
Services" on page 62.

6. Configure the logical interfaces. See "Configuring the Inbound and Outbound Logical Interfaces for
MX Series Router Cloud CPE NAT Services" on page 63.

RELATED DOCUMENTATION

MX Series Router Cloud CPE Services Common Configuration Overview  |  32

MX Series Router Cloud CPE NAT Services Overview  |  14

Verifying MX Series Router Cloud CPE NAT Services   |  183

Configuring MX Series Router Cloud CPE NAT Services to Assign Multiple IP Address Ranges
(Primary and Secondary Addresses)  |  57

Configuring MX Series Router Cloud CPE NAT Services to Assign
Multiple IP Address Ranges (Primary and Secondary Addresses)

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the NAT service to assign multiple IP address ranges for
primary and secondary addresses:

1. Enable NAT. See "Configuring MX Series Router Cloud CPE NAT Services" on page 58.

2. Configure the service interfaces for NAT cCPE services. See "Configuring the Service Interfaces for
MX Series Router Cloud CPE NAT Services" on page 59.

3. Configure the default route for the cCPE context. See "Configuring the Static Route for MX Series
Router Cloud CPE Services Context" on page 60.

4. Configure multiple public address pools for NAT cCPE services. See "Configuring Public Address
Pools for MX Series Router Cloud CPE NAT Services" on page 61.

5. Configure the NAT rules for cCPE services. See "Configuring NAT Rules for MX Series Router Cloud
CPE NAT Services" on page 62.

6. Configure the inbound and outbound logical interfaces for NAT cCPE services. See "Configuring the
Inbound and Outbound Logical Interfaces for MX Series Router Cloud CPE NAT Services" on page
63.
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Configuring MX Series Router Cloud CPE NAT Services

The Junos OS provides carrier-grade NAT (CGN) for IPv4 and IPv6 networks. To enable the NAT service
for the cCPE services:

1. Configure the properties for the MS-DPC and enable the extension provider service package
application.

[edit]
edit chassis fpc 4 pic 0 adaptive-services service-package layer-3 

2. Verify the configuration.

user@host# show
chassis {
fpc 4 {
    pic 0 {
        adaptive-services {
            service-package layer-3;
        }
    }
}
}
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Configuring the Service Interfaces for MX Series Router Cloud CPE NAT
Services

To configure the service interfaces:

1. Configure the inbound physical and logical interface names, specify the IPv4 protocol (inet), and
specify the interface as an inside service domain.

[edit]
user@host# edit interfaces sp-4/0/0 unit 1

user@host# set service-domain inside

user@host# set family inet 

2. Configure the outbound physical and logical interface names, specify the IPv4 protocol (inet), and
specify the interface as an outside service domain.

[edit]
user@host# edit interfaces sp-4/0/0 unit 2001

user@host# set service-domain outside

user@host# set family inet 

3. Review the configuration.

user@host> show configuration interfaces sp-4/0/0 

unit 1 {
    family inet;
    service-domain inside;
}
unit 2001 {
    family inet;
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    service-domain outside;
}
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Configuring the Static Route for MX Series Router Cloud CPE Services
Context

To configure the static route for the cCPE context:

1. Add a static route for the cCPE context to forward traffic destined for the Internet to the MS-DPC.

[edit]
user@host# set routing-instances vpn-1 routing-options static route 0.0.0.0/0 sp-4/0/0.1

2. Review the configuration.

user@host> show configuration routing-instances vpn-1 routing-options 

static {
    route 0.0.0.0/0 next-hop sp-4/0/0.1;
}
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Configuring Public Address Pools for MX Series Router Cloud CPE NAT
Services

To configure a public address pool for the NAT service:

1. Define the NAT source pool used to provide public addresses to the VPN subscriber.

[edit]
user@host# edit services nat pool pool-name 

2. Specify the public addresses for the VPN subscriber.

[edit services nat pool acme-site-abc-pool]
user@host# set address subscriber-public-subnet

3. Configure the NAT pool port to be assigned automatically by the router.

[edit services nat pool acme-site-abc-pool]
user@host# set port automatic 
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Configuring NAT Rules for MX Series Router Cloud CPE NAT Services

This sample procedure configures a dynamic source rule for the NAT pool. This is just an example. You
can also configure other types of rules, such as a dynamic destination NAT rule.

To configure a dynamic source rule for the NAT pool:

1. Specify the direction in which the rule match is applied.

[edit]
user@host# edit services nat rule subscriber-id-nat-rule-name 

2. Specify the direction as input.

[edit services nat rule acme-site-abc-nat-rule]
user@host# set match-direction input

3. Define the properties for translated traffic.

[edit services nat rule acme-site-abc-nat-rule]
user@host# set term translate then translated source-pool acme-public-pool

4. Specify the translation type. We recommend setting the translation type to napt-44.

[edit services nat rule acme-site-abc-nat-rule]
user@host# set term translate then translated translation-type napt-44

5. Specify the NAT rules or rule set included in the subscriber’s service-set.

[edit services nat rule acme-site-abc-nat-rule]
user@host# up

user@host# up
[edit services]
user@host# set service-set acme-services nat-rules acme-nat-rule
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Configuring the Inbound and Outbound Logical Interfaces for MX Series
Router Cloud CPE NAT Services

To configure the inbound and outbound logical interfaces used by the next-hop service:

Specify the name and logical unit number of the service interface associated with the services applied
inside and outside the network.

[edit services]
user@host# edit service-set acme-services next-hop-service 

a. Specify the information for the services applied inside network

[edit services service-set acme-services next-hop-service]
user@host# set inside-service-interface interface-name.inbound-unit-number

b. Specify the information for the services applied inside network

[edit services service-set acme-services next-hop-service]
user@host# set outside-service-interface interface-name.outbound-unit-number
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Configuring CoS BA Classifiers and Rewrite Rules to Manage Traffic
When Running MX Series Router Cloud CPE Services

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

This topic describes how to configure the behavior aggregate (BA) classifier and rewrite rules to manage
traffic when you use cCPE services.

To configure the BA classifier and rewrite rules:

1. Configure the IEEE 802.1 default classifier to handle incoming packets.

[edit]
user@host# edit class-of-service interfaces interface-name unit vlan-unit-id  classifiers ieee-802.1  

For example:

[edit]
user@host# edit class-of-service interfaces ge-1/0/1 unit 3 classifiers ieee-802.1 default 
user@host# set default 
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2. Configure rewrite rules to map traffic to code points when the traffic exits the system, and apply the
rewrite rules to a specific interface.

[edit class-of-service interfaces ge-1/0/1 unit 105 classifiers ieee-802.1]
user@host# up 
user@host# up 
user@host# edit rewrite-rules ieee-802.1 
user@host# set default 

3. Review the configuration.

user@host>  show class-of-service interface ge-1/01  

Physical interface: ge-1/0/1, Index: 192
Queues supported: 8, Queues in use: 6
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: ge-1/0/1.0, Index: 65543
    Object                  Name                   Type                    
Index
    Classifier              ipprec-compatibility   ip                         
13

user@host> show class-of-service classifier name ieee8021p-default

Classifier: ieee8021p-default, Code point type: ieee-802.1, Index: 11
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low         
  001                best-effort                         high        
  010                expedited-forwarding                low         
  011                expedited-forwarding                high        
  100                assured-forwarding                  low         
  101                assured-forwarding                  high        
  110                network-control                     low         
  111                network-control                     high 
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In this example you configure a multifield classifier (firewall filter) called voip-filter, which is applied to
the MX Series PE router on ingress interface ge-1/2/3, logical interface 33. This interface connects the
subscriber router to the PE router. The firewall filter examines incoming packets and prioritizes any
Session Initiation Protocol (SIP) and Real-Time Transport Protocol (RTP) VoIP traffic by examining
incoming IPv4 packets for the following criteria:

• Terms=SIP and RTP

• Protocols=UDP and TCP

• From port=5060

When a match on all three of these criteria is found, the router accepts the packet and sends it to a
high-priority forwarding-class called cos-voice, which uses transmit queue 4. The cos-voice forwarding-
class and an egress scheduler called sip-voip-scheduler, are mapped to a scheduler map called sip-voip-
sched-map, which you apply to egress interface ge-1/1/1. The scheduler map ensures the SIP and RTP
packets receive a high priority and transmit rate.
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NOTE: This topic does not show a complete configuration; it shows how to configure only the PE
router for this class of service example. Core router or subscriber router configurations are
beyond the scope of this topic. To ensure end-to-end quality of service (QoS), you must configure
class of service parameters on each device in the network path.

This example uses the following topology:

NOTE: This example requires the following interfaces on the MX Series router:

• Modular Port Concentrators (MPCs) line modules with the hierarchical class of service (H-
CoS) option enabled.

Before you begin, complete the following steps:

• Configure the cCPE common configuration. See "Configuring the Common Configuration for MX
Series Router Cloud CPE Services" on page 36.

Complete the following tasks to configure class of service to manage VoIP traffic for MX Series router
cloud CPE services:

Example: Configuring Class of Service for MX Series Router Cloud CPE Services
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Configure the Scheduler for SIP VoIP Traffic  |  68

Configure the Scheduler Map  |  70

Apply the Scheduler Map to the Egress Interface   |  70

Complete the following tasks to configure class of service for MX Series router cloud CPE services:

Configure a Forwarding Class to Classify SIP VoIP Traffic

Configure VoIP traffic to be classified to the corresponding forwarding class:

1. Access the class of service forwarding class configuration hierarchy and specify the name of the
forwarding class.

[edit]
user@host# edit class-of-service forwarding-classes class cos-voice

2. Specify a high priority and queue number for the forwarding class.

[edit class-of-service forwarding-classes class cos-voice]
user@host# set priority high queue-num 4

3. Verify the configuration.

[edit class-of-service forwarding-classes class cos-voice]
user@host# show

class cos-voice queue-num 4 priority high;

4. Save your configuration.

user@host# commit

Configure the Scheduler for SIP VoIP Traffic

To configure a scheduler to properly prioritize the SIP VoIP traffic:
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1. Access the scheduler configuration hierarchy and specify a name for the SIP VoIP scheduler.

[edit]
user@host# edit class-of-service schedulers sip-voip-scheduler

2. Specify the buffer size for the queue. To ensure that the queue handling the SIP VoIP traffic receives
the highest priority, set the buffer size to 96 percent.

[edit class-of-service schedulers sip-voip-scheduler]
user@host# set buffer-size percent 96 

3. Specify the priority of the scheduler. For example, to ensure the SIP VoIP traffic receives the highest
priority, set the priority to strict-high.

[edit class-of-service schedulers sip-voip-scheduler]
user@host# set priority strict-high

4. Specify the transmission rate for SIP VoIP traffic. In this example, set the transmission rate to 70
percent.

[edit class-of-service schedulers sip-voip-scheduler]
user@host# set transmit-rate percent 70

5. Review the configuration.

[edit class-of-service schedulers sip-voip-scheduler]
user@host# show

transmit-rate percent 80;
buffer-size percent 96;
priority strict-high;

6. If the configuration looks correct, save it.

[edit class-of-service schedulers sip-voip-scheduler]
user@host# commit
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Configure the Scheduler Map

After defining the scheduler, you can associate it with a specified forwarding class by including it in a
scheduler map.

To associate the scheduler and forwarding class:

1. At the configuration hierarchy, specify a name for the scheduler map.

[edit class-of-service]
user@host# edit scheduler-maps sip-voip-sched-map

2. Create the mapping between the cos-voice forwarding class and the sip-voip-scheduler.

[edit scheduler-maps sip-voip-sched-map]
user@host# set forwarding-class cos-voice scheduler sip-voip-scheduler

3. Review the configuration.

[edit class-of-service scheduler-maps sip-voip-sched-map] 
user@host# show 
forwarding-class cos-voice scheduler sip-voip-scheduler;

4. If the configuration looks correct, save it.

[edit scheduler-maps sip-voip-sched-map]
user@host# commit

Apply the Scheduler Map to the Egress Interface

After you have defined the scheduler map, you must apply it to the output interface. For example:

1. From the class-of-service configuration hierarchy, specify the name of the output interface.

[edit class-of-service]
user@host# edit interface ge-1/1/1
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2. Apply the scheduler map to the output interface.

[edit class-of-service interfaces ge-1/1/1]
user@host# set scheduler-map sip-voip-sched-map

3. Review the configuration.

[edit class-of-service] 
user@host# show 
forwarding-classes {
    class cos-voice queue-num 4 priority high;
}
interfaces {
    ge-1/1/1 {
        scheduler-map sip-voip-sched-map;
    }
}
scheduler-maps {
    sip-voip-sched-map {
        forwarding-class cos-voice scheduler sip-voip-scheduler;
    }
}
schedulers {
    sip-voip-scheduler {
        transmit-rate percent 70;
        buffer-size percent 96;
        priority strict-high;
    }
}

4. If the configuration looks correct, save it.

[edit scheduler-maps sip-voip-sched-map]
user@host# commit
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Example: Configuring and Applying the Multifield Classifier
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Configure the Firewall Filter to Classify SIP Traffic

To configure an IPv4 firewall filter to classify session initiation protocol (SIP) VoIP traffic to a named
forwarding class:

1. Configure an IPv4 firewall filter named voip-filter that checks for packets from the UDP protocol.

[edit]
user@host# edit firewall family inet filter voip-filter term sip
user@host# set from protocol udp

2. Configure the same IPv4 firewall filter to check for packets from the TCP protocol.

[edit firewall family inet filter voip-filter term sip]
user@host# set from protocol tcp

3. Specify which port to use for UDP and TCP traffic.

[edit firewall family inet filter voip-filter term sip]
user@host# set from port 5060

4. Classify the UDP and TCP packets to the cos-voice forwarding class.

[edit firewall family inet filter voip-filter term sip]
user@host# set then forwarding-class cos-voice
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5. Specify that packets matching the filter conditions are accepted.

[edit firewall family inet filter voip-filter term sip]
user@host# set then accept

6. Verify the configuration.

user@host# show

from {
    protocol [ udp tcp ];
    port 5060;
}
then {
    forwarding-class cos-voice;
    accept;
}

Configure the Firewall Filter to Classify RTP Traffic

This procedure configures an IPv4 firewall filter to classify Real-Time Transport Protocol (RTP) VoIP
traffic to the cos-voice forwarding class.

1. Configure an IPv4 firewall filter that checks for packets from the UDP protocol.

[edit firewall family inet filter voip-filter term sip]
user@host# up
[edit firewall family inet filter voip-filter]
user@host# edit term rtp from 

user@host# set protocol udp

2. Specify which port is used for UDP and TCP traffic.

[edit firewall family inet filter voip-filter term rtp from]
user@host# set port 16384-32767
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3. Classify the UDP and TCP packets to the named forwarding class. Specify the same forwarding class
you configured for SIP traffic.

[edit firewall family inet filter voip-filter term rtp from]
user@host# up
[edit firewall family inet filter voip-filter term rtp]
user@host# set then forwarding-class cos-voice

4. Specify that packets matching the filter conditions are accepted.

[edit firewall family inet filter voip-filter term rtp]
user@host# set then accept

5. Verify the configuration.

[edit firewall family inet filter voip-filter term rtp]
user@host# top
user@host# [edit]
user@host# show

firewall {
    family inet {
        filter voip-filter {
            term sip {
                from {
                    protocol [ udp tcp ];
                    port 5060;
                }
                then {
                    forwarding-class cos-voice;
                    accept;
                }
            }
            term rtp {
                from {
                    protocol udp;
                    port 16384-32767;
                }
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                then {
                    forwarding-class cos-voice;
                    accept;
                }
            }
        }
    }
}

6. If the configuration looks correct, save it.

[edit]
user@host# commit

Apply the Firewall Filter to the Ingress Interface

To apply the firewall filter to the ingress interface:

1. Navigate to the interface to which you want to apply the firewall filter.

[edit firewall family inet filter voip-filter term rtp]
user@host# top

user@host# edit interfaces ge-1/2/3 unit 33 family inet filter input 
user@host# set voip-filter

2. Apply the filter as an input filter.

edit interfaces ge-1/2/3 unit 33 family inet filter input
user@host# set voip-filter

3. Verify the entire configuration.

[edit firewall family inet filter voip-filter term rtp]
user@host# top
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[edit]
user@host# show 

interfaces {
    ge-1/2/3 {
        unit 33 {
            family inet {
                filter {
                    input voip-filter;
                }
            }
        }
    }
}

class-of-service {
    forwarding-classes {
        class cos-voice queue-num 4 priority high;
    }
    interfaces {
        ge-1/1/1 {
            scheduler-map sip-voip-sched-map;
        }
    }
    scheduler-maps {
        sip-voip-sched-map {
            forwarding-class cos-voice scheduler sip-voip-scheduler;
        }
    }
    schedulers {
        sip-voip-scheduler {
            transmit-rate percent 70;
            buffer-size percent 96;
            priority strict-high;
        }
    }
}
firewall {
    family inet {
        filter voip-filter {
            term sip {
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                from {
                    protocol [ udp tcp ];
                    port 5060;
                }
                then {
                    forwarding-class cos-voice;
                    accept;
                }
            }
            term rtp {
                from {
                    protocol udp;
                    port 16384-32767;
                }
                then {
                    forwarding-class cos-voice;
                    accept;
                }
            }
        }
    }
}

4. If the configuration looks correct, save it.

[edit]
user@host# commit
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CHAPTER 9
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Configuring MX Series Router Cloud CPE SNMP Monitoring Services

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

To configure SNMP monitoring services for cCPE services:

1. Define the system MIB view.

[edit]
user@host# set snmp view system-mib-view oid 1.3.6.1.2.1.1 include

2. Specify the community allowed to view the system MIB.

NOTE: A community can be shared by multiple subscribers. There can be only one view per
community. A view can have multiple OIDs.

[edit snmp view system-mid-view oid 1.3.6.1.2.1.1]
user@host# up

user@host# up

user@host# edit snmp community acme 

user@host# set view system-mib-view
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3. Set the access authorization to read-only.

[edit]
user@host# set authorization read-only

4. Specify the customer’s routing instance and IP address of the SNMP client hosts that are authorized
to use this community.

[edit]
user@host# set routing-instance subscriber-id clients address

RELATED DOCUMENTATION

MX Series Router Cloud CPE SNMP Monitoring Services Overview  |  15

79



CHAPTER 10

Configuration Tasks for MX Series Router Cloud CPE
Ethernet Frame Delay Measurement Services (CLI)

IN THIS CHAPTER

Example: Configuring MX Series Router Cloud CPE Services to Perform Ethernet Frame Delay Measurement
Services  |  80
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Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Requirements

In this example, we use the following Juniper Networks hardware and software components:

• MX Series 5G Universal Routing Platform for the PE router
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• EX Series Ethernet switch for the Layer 2 CPE

• EX Series Ethernet switch for the aggregation switch

• Junos OS Release 13.2 or later

Overview and Topology

IN THIS SECTION

Topology  |  82

This example shows you how to configure and perform Layer 2 jitter measurement with Ethernet frame
delay measurement (ETH-DM) when you are using cCPE services. The configuration simulates an access
network in which a Layer 2 CPE connects to a PE router through an aggregation switch. Complete the
following high-level steps for this test configuration.

On the PE router:

1. Configure the Layer 2 interface, IRB, bridge domain, and VPN routing instance.

2. Configure the maintenance domain and maintenance association under the [edit protocols oam]
hierarchy.

3. Configure a maintenance end point (MEP) under the maintenance association, and bind the Layer 2
interface to it.

On the Layer 2 CPE:

1. Configure Layer 2 interface and VLAN.

2. Configure the same maintenance domain and maintenance association as those you specified for the
PE router.

3. Configure a maintenance end point (MEP) under the same maintenance association you configured
for the PE router, and bind the Layer 2 interface to it.

On the aggregation switch:

1. Configure a VLAN with two trunk ports to connect the PE router and Layer 2 CPE.
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Topology

Figure 7 on page 82 shows the example network setup for the Layer 2 jitter measurement:

Figure 7: Using MX Series Router Cloud CPE Ethernet Frame Delay Measurement Services

Two maintenance end points (MEPs), one on interface ge-0/0/10 of the Layer 2 CPE and one on
interface ge-1/2/3 on the PE router, are defined under the same maintenance association “acme” of
maintenance domain “Example-subscriber-md.” You can initiate ETH-DM from either end to measure
the delay and jitter.

To initiate the ETH-DM session run the command:

user@host> monitor ethernet delay-measurement one-way|two-way maintenance-domain domain-name  
maintenance-association ma-name mep remote-mep-id

You can initiate the ETH-DM scan from either end to measure delay and jitter.

Configuring the MX Series Router (PE Router)

IN THIS SECTION

Configuring the Layer 2 Interface, IRB, Bridge Domain, and VPN Routing Instance  |  83

Configuring the Maintenance Domain and Maintenance Association  |  83

Configuring the MEP Under the Maintenance Association  |  84

The following procedures explain how to configure the MX Series router so that you can perform Layer
2 jitter measurement with ETH-DM.

82



Configuring the Layer 2 Interface, IRB, Bridge Domain, and VPN Routing Instance

Step-by-Step Procedure

To configure the Layer 2 interface, IRB interface, bridge domains, and VPN routing instances:

1. Configure the Layer 2 interface and IRB.

[edit]
user@host# set interfaces ge-1/2/3 vlan-tagging 

user@host# set interfaces ge-1/2/3 encapsulation flexible-ethernet-services 

user@host# set interfaces ge-1/2/3 unit 106 encapsulation vlan-bridge 

user@host# set interfaces ge-1/2/3 unit 106 vlan-id 106 
user@host# set interfaces ge-1/2/3 unit 106 family bridge 

user@host# set interfaces irb unit 106 family inet address 10.132.11.1/24

2. Configure the bridge domains.

[edit]
user@host# set bridge-domains vlan-106 domain-type bridge 
user@host# set bridge-domains vlan-106 vlan-id 106 
user@host# set bridge-domains vlan-106 interface ge-1/2/3.106 
user@host# set bridge-domains vlan-106 routing-interface irb.106

3. Configure the VPN routing instances.

[edit]
user@host# set routing-instances acme instance-type vrf 
user@host# set routing-instances acme interface irb.106

Configuring the Maintenance Domain and Maintenance Association

Step-by-Step Procedure

To configure the maintenance domain and maintenance association:
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1. Enable hardware timestamping to ensure accurate measurement.

[edit]
user@host# set protocols oam ethernet connectivity-fault-management performance-monitoring 

hardware-assisted-timestamping

2. Create the maintenance domain and maintenance association.

[edit]
user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md level 3

3. Enable the continuity check (CC). The CC interval and hold interval must be set to the same value on
all MEPs in the same maintenance association.

[edit]
user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme continuity-check interval 100ms 

user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme continuity-check hold-interval 1

Configuring the MEP Under the Maintenance Association

Step-by-Step Procedure

To configure the MEP:

• Configure the MEP under the maintenance association, and bind the Layer 2 interface to it.

[edit]
user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme mep 201 interface ge-1/2/3.106 

user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme mep 201 direction down

user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme mep 201 auto-discovery
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Configuring the EX Series Ethernet Switch (Layer 2 CPE)

IN THIS SECTION
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The following procedures explain how to configure the EX Series Ethernet switch as a Layer 2 CPE
device and perform Layer 2 jitter measurement with ETH-DM.

Configuring the Layer 2 Interface and VLANs

Step-by-Step Procedure

To configure the Layer 2 interface and VLANs:

• Configure the Layer 2 interface and VLANs.

[edit]
user@host# set interfaces ge-0/0/10 unit 0 family ethernet-switching port-mode trunk 
user@host# set interfaces ge-0/0/9 unit 0 family ethernet-switching port-mode access 

user@host# set vlans vlan-106 vlan-id 106 

user@host# set vlans vlan-106 interface ge-0/0/10.0 

user@host# set vlans vlan-106 interface ge-0/0/9.0 

Creating the Maintenance Domain and Maintenance Association

Step-by-Step Procedure
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1. Configure the same maintenance domain and maintenance association as those you specified for the
PE router.

[edit]
user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md level 3

2. Configure the continuity check.

[edit]
user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme continuity-check interval 100ms 

user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme continuity-check hold-interval 1

Creating the MEP

Step-by-Step Procedure

Create the MEP and assign the interface to it.

• Configure a MEP under the same maintenance association you configured for the PE router, and bind
the Layer 2 interface to it.

[edit]
user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme mep 101 interface ge-0/0/10.0 

user@host# set protocols oam ethernet connectivity-fault-management maintenance-domain Example-

subscriber-md maintenance-association acme mep 101 interface vlan-id 106 

user@host#  set protocols oam ethernet connectivity-fault-management maintenance-domain 

Example-subscriber-md maintenance-association acme mep 101 direction down 
user@host#  set protocols oam ethernet connectivity-fault-management maintenance-domain 

Example-subscriber-md maintenance-association acme mep 101 auto-discovery
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Configuring the Aggregation Switch

IN THIS SECTION

Configuring the VLAN to Connect the PE Router and Layer 2 CPE  |  87

The following procedures describe how to configure the EX Series Ethernet switch as an aggregation
switch and perform Layer 2 jitter measurement with ETH-DM.

Configuring the VLAN to Connect the PE Router and Layer 2 CPE

Step-by-Step Procedure

• Configure a VLAN with two trunk ports to connect the PE router and Layer 2 CPE.

[edit]
user@host# set interfaces ge-0/0/23 unit 0 family ethernet-switching port-mode trunk 

user@host# set interfaces ge-0/0/2 unit 0 family ethernet-switching port-mode trunk 

user@host# set vlan vlan-106 vlan-id 106  
user@host# set vlan vlan-106 interface ge-0/0/2.0

user@host# set vlan vlan-106 interface ge-0/0/23.0

NOTE: When the EX Series switch is used as an aggregation switch, you need to disable
IGMP snooping or configure a firewall filter to allow CCM multicast packets to pass through
the switch.

Verification

IN THIS SECTION

Viewing CFM Sessions  |  88
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Verify the Layer 2 jitter measurement configuration by displaying the connectivity fault management
(CFM) sessions at the PE router or CPE by entering the show oam ethernet connectivity-fault-
management mep-database command.

Viewing CFM Sessions

Purpose

View CFM sessions.

Action

• To view the CFM sessions, enter the following command at either the PE router or the switch:

user@host> show oam ethernet connectivity-fault-management mep-database

RELATED DOCUMENTATION

Understanding MX Series Router Cloud CPE Ethernet Frame Delay Measurement Services  |  18

Triggering an Ethernet Frame Delay Measurements Session

Example: Configuring One-Way Ethernet Frame Delay Measurements with Single-Tagged Interfaces

Example: Configuring Two-Way Ethernet Frame Delay Measurements with Single-Tagged Interfaces
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CHAPTER 11

Configuration Tasks for MX Series Router Cloud CPE
DHCP Services (CLI)

IN THIS CHAPTER

Configuring MX Series Router Cloud CPE DHCP Services  |  89

Configuring MX Series Router Cloud CPE DHCP Relay Agent Services  |  93

Configuring MX Series Router Cloud CPE DHCP Services

IN THIS SECTION

Configuring the DHCP Server on the MX Series Router for the cCPE Context  |  89

Configuring Subscriber Address Pools for MX Series Router Cloud CPE DHCP Services  |  90

This topic describes how to configure DHCP cCPE services.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

To configure the DHCP cCPE services, complete the following tasks:

Configuring the DHCP Server on the MX Series Router for the cCPE Context

Configure DHCP local server options on the PE router. The DHCP local server receives DHCP request
and reply packets from DHCP clients and then responds with an IP address and other optional
configuration information to the client. To configure the local DHCP server for the cCPE context:
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1. Configure the DHCP server in each routing instance that corresponds to a subscriber VPN site.

[edit]
user@host# edit routing-instances acme system services dhcp-local-server group default-group 

interface irb.subscriber-vlan-unit-id

2. (Optional) When you configure a DHCP server in a VRF, if you want the server to handle DHCP
requests sent by DHCP relay agents located at remote sites of the same VPN, you need to add
tunnel interfaces to the DHCP server. Specifically, you need to add the following configuration to the
DHCP server:

user@host set routing-instances acme system services dhcp-local-server group default-group interface 

lsi.0 upto lsi.16385

Configuring Subscriber Address Pools for MX Series Router Cloud CPE DHCP
Services

Configure the address pools within the subscriber’s VRF routing instance. The address pools that you
configure for the VPN site need to be part of the subscriber’s private subnets, configured for the IRB
interface.

To configure the address pools:

1. Configure the address pools within the subscriber’s routing instance.

[edit]
user@host# edit routing-instances subscriber-id access address-assignment pool acme-pool family inet 

2. Configure the subnet information for the IPv4 address-assignment pool.

[edit routing-instances acme access address-assignment pool acme-pool family 
inet]
user@host# set network prefix/prefix-length

3. Configure a named range of IPv4 addresses, used within the address-assignment pool.
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a. Define the lower limit of the address range.

[edit routing-instances acme access address-assignment pool acme-pool 
family inet]
user@host# set range r1 low lower-limit

b. Define the upper limit of the address range.

[edit routing-instances acme access address-assignment pool acme-pool 
family inet]
user@host# set range r1 high upper-limit

c. Repeat the process for each subscriber and address range.

4. Configure address pools that can be used by different client applications. In the following example,
we configure the DNS, WINS, and router servers, however, there are many other DHCP attributes
that you can configure depending on your network requirements.

a. Specify a DNS server to which clients can send DNS queries.

[edit routing-instances acme access address-assignment pool acme-pool 
family inet]
user@host# edit dhcp-attributes
[edit routing-instances acme access address-assignment pool acme-pool 
family inet dhcp-attributes]
user@host# set name-server dns-server-ip-address

b. Specify one or more NetBIOS name servers that the client uses to resolve NetBIOS names.

[edit routing-instances acme access address-assignment pool acme-pool 
family inet dhcp-attributes]
user@host# set wins-server  wins-server-ip-address

c. Specify one or more routers located on the client’s subnet.

[edit routing-instances acme access address-assignment pool acme-pool 
family inet dhcp-attributes]
user@host# set router router-ip-address
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5. Review the configuration.

[edit routing-instances acme access address-assignment pool acme-pool family 
inet]
user@host# show

pool acme-pool {
    family inet {
        network 10.10.1.1/32;
        range r1 {
            low 10.10.0.1;
            high 10.10.10.10;
        }
        dhcp-attributes {
            name-server {
                10.10.1.2;
            }
            wins-server {
                10.10.1.3;
            }
            router {
                10.10.1.4;
            }
        }
    }
}

RELATED DOCUMENTATION
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Verifying DHCP Server Binding and Server Statistics

Understanding Differences Between Legacy DHCP and Extended DHCP

Address-Assignment Pools Overview

Address-Assignment Pools Licensing Requirements
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Configuring MX Series Router Cloud CPE DHCP Relay Agent Services

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

NOTE: The stateless DHCP relay agent, which you configure under the [routing-instance
routing-instance forwarding-options helpers bootp] edit hierarchy, cannot coexist with the
DHCP local server in the same MX Series router, even if they are configured in different routing
instances.

NOTE: When you configure a DHCP server in a VRF, if you want the server to handle DHCP
requests sent by DHCP relay agents located at remote sites of the same VPN, you need to add
tunnel interfaces to the DHCP server. Specifically, you need to add the following configuration to
the DHCP server:

user@host set routing-instances acme system services dhcp-local-server group default-
group interface lsi.0 upto lsi.16385

For more information about configuring the DHCP server, see "Configuring MX Series Router
Cloud CPE DHCP Services" on page 89.

Configure one server group and one client group for each subscriber. Define a reference to the server
group with the group stanza. To configure the DHCP relay agent:

1. Configure the server group by specifying the name of the group and DHCP server addresses for use
by the extended DHCP relay agent.

[edit]
user@host# edit routing-instances acme forwarding-options dhcp-relay 

user@host# set server-group server-group-name server-ip-address

2. (Optional) If the subscriber is using a DHCP server farm, you can add another server to the group.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set server-group server-group-name server-ip-address
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3. (Optional) If the subscriber has more than one server group, configure an active server group to apply
a common DHCP relay agent configuration to a named group of DHCP server addresses.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set active-server-group server-group-name 

4. (Optional) Specify the interface to be served by the DHCP relay agent. Typically, this is not required,
because the IRB interface is the single interface for the cCPE context.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set group group-name interface irb.vlan-unit-id

5. Override the default configuration settings for the extended DHCP relay agent, and enable DHCP
snooping.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set overrides  allow-snooped-clients

6. Review the configuration.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# show

overrides {
    allow-snooped-clients;
}
server-group {
    acme-server-group {
        10.1.2.3;
        10.2.3.4;
    }
}
    active-server-group {
        10.1.2.3;
    }
active-server-group acme-server-group;
group acme-group {
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    interface irb.105;
}
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CHAPTER 12

Configuration Tasks for Running MX Series Router
Cloud CPE VRRP Services (CLI)

IN THIS CHAPTER
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Configuring MX Series Router Cloud CPE VRRP Services

This topic describes how to configure Virtual Router Redundancy Protocol (VRRP) with cCPE services.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the primary PE router for VRRP cCPE services:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.
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2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the VRRP group. See "Configuring a VRRP IPv4 Group for MX Series Router Cloud CPE
Services" on page 104.

5. (Optional) Enable tracking of the CPE-facing Layer 2 interface. This step is optional if there is only
one Layer 2 interface in the bridge domain. If the only Layer 2 interface is down, the bridge domain is
down, including the IRB interface. This also brings down the VRRP instance. See "Enabling Tracking
of the CPE-Facing Layer 2 Interface" on page 106.

Complete the following tasks to configure the secondary PE router for VRRP cCPE services:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the VRRP group. The virtual IP address for the VRRP group is the gateway address of the
corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104.
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Configuring MX Series Router Cloud CPE VRRP Services with Multiple
VRRP Groups and Subnets (Load Sharing)

This procedure configures two VRRP groups in two subnets with load balancing. To support load sharing,
we need to split the customer LAN into two subnets. There is one VRRP group and one virtual IP
address for each subnet. One cCPE has a higher priority than the other cCPE in one VRRP group but a
lower priority in the other VRRP group. So, when both access links are available, one virtual IP address
exists in one cCPE instance and the other virtual IP address exists in the other cCPE instance. Traffic
from hosts in one subnet flows through the access link connected to the cCPE instance with the virtual
IP virtual address, which is the default gateway for the subnet. So both links are used. When one access
link is down, both virtual addresses are moved to the same cCPE instance so that connectivity is
maintained.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the primary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the first VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104.

5. Configure tracking of the CPE-facing Layer 2 interface for the first VRRP group. See "Enabling
Tracking of the CPE-Facing Layer 2 Interface" on page 106.

6. Configure a second VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. Be sure to set either a higher or lower priority as
compared to the first VRRP group. See "Configuring a VRRP IPv4 Group for MX Series Router Cloud
CPE Services" on page 104.

7. Configure tracking of the second CPE-facing Layer 2 interface for the second VRRP group. See
"Enabling Tracking of the CPE-Facing Layer 2 Interface" on page 106.

Complete the following tasks to configure the secondary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.
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3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the first VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104

5. Configure tracking of the CPE-facing Layer 2 interface for the first VRRP. See "Enabling Tracking of
the CPE-Facing Layer 2 Interface" on page 106.

6. Configure a second VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. Be sure to set either a higher or lower priority as
compared to the first VRRP group. See "Configuring a VRRP IPv4 Group for MX Series Router Cloud
CPE Services" on page 104.

7. Configure tracking of the second CPE-facing Layer 2 interface for the second VRRP group. See
"Enabling Tracking of the CPE-Facing Layer 2 Interface" on page 106.
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Configuring MX Series Router Cloud CPE VRRP Services with Multiple
VRRP Groups on a Single Subnet (Load Sharing)

You can configure two VRRP groups in a single subnet to achieve load balancing. Each VRRP group has
one virtual address. Hosts on the subscriber network are split into two groups: Each group uses one
virtual address as the default gateway. Similar to the configuration described in "Configuring MX Series
Router Cloud CPE VRRP Services with Multiple VRRP Groups and Subnets (Load Sharing)" on page 98,
we split primaries of the VRRP groups into two PE routers to divide outgoing traffic to different access
links. For return traffic or incoming traffic, there are two routes through two PE routers in the core
network. By default, when there are multiple equal-cost paths to the same destination for the active
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route, the Junos OS uses a hash algorithm to choose one of the next-hop addresses to install in the
forwarding table. You can also configure per-packet or per-flow load balancing across multiple paths.

This procedure configures two VRRP groups in a single subnet with load balancing.

NOTE: One cCPE has a higher priority than the other cCPE in one VRRP group but lower priority
in the other VRRP group. So when both access links are available, one virtual IP exists in one
cCPE and the other virtual IP address is in the other cCPE.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the primary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the first VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104

5. Configure tracking of the CPE-facing Layer 2 interface for the first VRRP. See "Enabling Tracking of
the CPE-Facing Layer 2 Interface" on page 106.

6. Configure a second VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. Be sure to set either a higher or lower priority as
compared to the first VRRP group. See "Configuring a VRRP IPv4 Group for MX Series Router Cloud
CPE Services" on page 104.

7. Configure tracking of the second CPE-facing Layer 2 interface for the second VRRP group. See
"Enabling Tracking of the CPE-Facing Layer 2 Interface" on page 106.

Complete the following tasks to configure the secondary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the first VRRP group. See "Configuring a VRRP IPv4 Group for MX Series Router Cloud
CPE Services" on page 104
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5. Configure tracking of the CPE-facing Layer 2 interface for the first VRRP. See "Enabling Tracking of
the CPE-Facing Layer 2 Interface" on page 106.

6. Configure a second VRRP group. Be sure to set either a higher or lower priority as compared to the
first VRRP group. See "Configuring a VRRP IPv4 Group for MX Series Router Cloud CPE Services" on
page 104.

7. Configure tracking of the second CPE-facing Layer 2 interface for the second VRRP group. See
"Enabling Tracking of the CPE-Facing Layer 2 Interface" on page 106.
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Configuring MX Series Router Cloud CPE VRRP with Ethernet OAM
Services

This procedure sets up CFM monitoring for the access link between the PE router and the CPE. You can
have multiple aggregation switches between the router and the CPE device. To perform the access link
monitoring, you need to configure CFM MEPs in the PE router and CPE so that they can exchange
heartbeat messages to monitor connectivity. Intermediate switches do not need a CFM-specific
configuration, because the heartbeat messages are just regular Ethernet multicast packets.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the primary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.
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4. Configure the first VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104.

5. Configure Ethernet OAM. See "Configuring MX Series Router Cloud CPE Ethernet OAM for VRRP
Services" on page 110.

Complete the following tasks to configure the Layer 2 CPE.

NOTE: This procedure uses a Juniper EX Series Ethernet Switch for the Layer 2 CPE.

1. Configure the Layer 2 CPE. See "Configuring the Layer 2 CPE When Running MX Series Router Cloud
CPE Ethernet OAM for VRRP Services" on page 112.

Complete the following tasks to configure the secondary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the first VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104.

5. Configure Ethernet OAM. See "Configuring MX Series Router Cloud CPE Ethernet OAM for VRRP
Services" on page 110.
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Configuring MX Series Router Cloud CPE VRRP with DHCP Services

For customers who run VRRP between two cCPE instances to achieve dual access and who also want to
use DHCP to allocate IP addresses for their devices, you can configure DHCP relay agents in the two
cCPE instances and point to the same DHCP server.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the primary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the first VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104

5. Configure tracking of the CPE facing Layer 2 interface for the first VRRP. See "Enabling Tracking of
the CPE-Facing Layer 2 Interface" on page 106.

6. Configure the DHCP relay agent. See "Configuring MX Series Router Cloud CPE DHCP Relay Agent
Services" on page 93.

Complete the following tasks to configure the secondary PE router:

1. Configure the subscriber access link. See "Configuring the Subscriber Access Link" on page 50.

2. Configure the bridge domain. See "Configuring the Bridge Domain for MX Series Router Cloud CPE
Services" on page 52.

3. Configure the routing instance. See "Configuring the VPN Routing Instance for MX Series Router
Cloud CPE Services" on page 53.

4. Configure the first VRRP group. The virtual IP address for the VRRP group is the gateway address of
the corresponding subnet in the cloud CPE LAN. See "Configuring a VRRP IPv4 Group for MX Series
Router Cloud CPE Services" on page 104

5. Configure tracking of the CPE-facing layer 2 interface for the first VRRP. See "Enabling Tracking of
the CPE-Facing Layer 2 Interface" on page 106.

6. Configure the DHCP relay agent. See "Configuring MX Series Router Cloud CPE DHCP Relay Agent
Services" on page 93.
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Configuring a VRRP IPv4 Group for MX Series Router Cloud CPE Services

To configure a VRRP group for cCPE services, complete the following tasks on the cCPE IRB interface
defined for the subscriber:

1. Specify the VRRP group.

[edit]
user@host# edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 106 

2. Specify the address of the virtual router in the IPv4 VRRP group.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106]
user@host# set virtual-address 10.132.11.3

3. Configure the VRRP router’s priority for becoming the primary default router.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106]
user@host# set priority 254

4. Enable the primary VRRP virtual router to accept all packets destined for the virtual IP address.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106]
user@host# set accept-data
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5. Configure the authentication scheme for the VRRP group to use simple password authentication.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106]
user@host# set authentication-type simple

6. Configure the VRRP authentication key.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106]
user@host# set authentication-key key

7. Verify the configuration.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106]
user@host# up

user@host# up

user@host# up
[edit interfaces irb unit 106]
user@host# show

    address 10.132.11.1/24 {
        vrrp-group 106 {
            virtual-address 10.132.11.3;
            priority 254;
            accept-data;
            authentication-type simple;
            authentication-key "$9$WqbLX-VwY4oZVbQnCtOBcylMxN"; ## SECRET-DATA
        }
    }
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Configuring MX Series Router Cloud CPE VRRP Services with Multiple VRRP Groups and Subnets
(Load Sharing)  |  98

Configuring MX Series Router Cloud CPE VRRP Services with Multiple VRRP Groups on a Single
Subnet (Load Sharing)  |  99

Enabling Tracking of the CPE-Facing Layer 2 Interface

This topic describes how to configure the VRRP group to track the status of the CPE-facing Layer 2
interface (subnet).

NOTE: If there is only one Layer 2 interface in the bridge domain, this step is optional. If the only
Layer 2 interface is down, the bridge domain is also down, including the IRB interface. This also
brings down the VRRP instance.

To enable interface tracking for the VRRP group:

1. Enable interface tracking for the VRRP group.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106]
user@host# edit track interface ge-1/2/7.106

user@host# set priority-cost 100

2. Review the configuration.

[edit interfaces irb unit 106 family inet address 10.132.11.1/24 vrrp-group 
106 track]
user@host# up

user@host# show

interface ge-1/2/7.106 {
    priority-cost 100;
}
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Configuring the Bridge Domain for MX Series Router Cloud CPE Services

To configure the bridge domain:

1. Configure the bridge domain.

[edit]
user@host# edit bridge-domains vlan-106 

2. Specify the domain type.

[edit bridge-domains vlan-106]
user@host# set domain-type bridge

3. Configure the VLAN ID.

[edit bridge-domains vlan-106]
user@host# set vlan-id 106

4. Specify the logical interface to include in the bridge domain.

[edit bridge-domains vlan-106]
user@host# set interface ge-1/2/7.106

For information on configuring the interface, see the steps in Configuring the Subscriber Access Link.

107

https://www.juniper.net/documentation/en_US/junos/topics/topic-map/ccpe-vrrp-access-link-no-virtual-addr-configure.html


5. Specify a routing interface to include in the bridge domain.

[edit bridge-domains vlan-106]
user@host# set routing-interface irb.106

6. Review the configuration.

[edit bridge-domains vlan-106]
user@host# show

domain-type bridge;
vlan-id 106;
interface ge-1/2/7.106;
routing-interface irb.106;
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Configuring the VPN Routing Instance for MX Series Router Cloud CPE
Services

To configure the VPN routing instance for VRRP cCPE services:
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1. Specify a name for the VPN routing instance.

[edit]
user@host# edit routing-instances acme 

2. Configure the routing instance as a VRF instance.

[edit routing-instances acme]
user@host# set instance-type vrf

3. Specify the interface over which the VPN traffic travels to the PE router.

Specify the interface name in the format: irb.logical-interface

[edit routing-instances acme]
user@host# set interface irb.106

4. Configure the route distinguisher.

[edit routing-instances acme]
user@host# set route-distinguisher 65535:1

5. Specify the VRF target community name.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

6. Map the inner label of a packet to a specific VRF table. This enables examination of the encapsulated
IP header.

[edit routing-instances acme]
user@host# set vrf-table-label
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7. Review the configuration.

[edit routing-instances acme]
user@host# show

interface irb.106;
route-distinguisher 65535:1;
vrf-target target:65535:5;
vrf-table-label;
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Configuring MX Series Router Cloud CPE Ethernet OAM for VRRP
Services

To configure Ethernet OAM for VRRP cCPE services on the PE routers:

1. Define an action profile with the interface down action.

[edit]
user@host# edit protocols oam ethernet connectivity-fault-management 

user@host# set action-profile acme default-actions interface-down

2. Configure the maintenance domain and maintenance association.

[edit protocols oam ethernet connectivity-fault-management]
user@host# set maintenance-domain acme-md
[edit protocols oam ethernet connectivity-fault-management maintenance-domain 
acme-md]
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user@host# set level 6

user@host# set maintenance-association acme 
[edit protocols oam ethernet connectivity-fault-management maintenance-domain 
acme-md maintenance-association acme]
user@host# set continuity-check 
[edit protocols oam ethernet connectivity-fault-management maintenance-domain 
acme-md maintenance-association acme continuity-check]
user@host# set interval 100ms 

user@host# set hold-interval 1

3. Create a local MEP on top of the Layer 2 interface you specified for the bridge domain.

[edit protocols oam ethernet connectivity-fault-management]
user@host# up 
user@host# set mep 201 
user@host# set interface ge-1/2/7.106 
user@host# set direction down 

user@host# set auto-discovery

4. Specify the remote MEP and the associated action profile.

[edit protocols oam ethernet connectivity-fault-management]
user@host# set remote-mep 101 action-profile ccpe-default

5. Repeat this procedure to configure the secondary PE router.
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Configuring the Layer 2 CPE When Running MX Series Router Cloud CPE
Ethernet OAM for VRRP Services

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the Layer 2 CPE.

To configure the Layer 2 CPE requirements:

1. Configure the Ethernet interfaces and VLAN.

a. Configure the Ethernet interfaces.

[edit]
user@host# edit interfaces ge-0/0/10  unit 0 family ethernet-switching

user@host set port-mode trunk 

user@host set port-mode access 

b. Configure the VLAN.

[edit interfaces ge-1/0/0 unit 0 family ethernet-switching]
user@host# edit vlans 
user@host# set interface ge-0/0/10.0

user@host# set interface ge-0/0/9.0

2. Configure the maintenance domain, maintenance association, and MEP.

a. Create the maintenance domain.

[edit]
user@host# edit protocols oam ethernet connectivity-fault-management 

user@host# maintenance-domain acme-md

user@host# set level 3

b. Create the maintenance association and configure the continuity check.

[edit protocols oam ethernet connectivity-fault-management maintenance-
domain acme-md]
user@host# set maintenance-association acme  
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user@host# set continuity-check 100ms 

user@host# set interval 100ms 

user@host# set hold-interval 1

c. Create local the MEP and assign the interface to it.

[edit protocols oam ethernet connectivity-fault-management maintenance-
domain acme-md]
user@host# set mep 101 
user@host# set interface ge-0/0/10.0 vlan vlan-id 106 
user@host# set direction down 

user@host# set auto-discovery
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Configuring MX Series Router Cloud CPE DHCP Relay Agent Services

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

NOTE: The stateless DHCP relay agent, which you configure under the [routing-instance
routing-instance forwarding-options helpers bootp] edit hierarchy, cannot coexist with the
DHCP local server in the same MX Series router, even if they are configured in different routing
instances.
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NOTE: When you configure a DHCP server in a VRF, if you want the server to handle DHCP
requests sent by DHCP relay agents located at remote sites of the same VPN, you need to add
tunnel interfaces to the DHCP server. Specifically, you need to add the following configuration to
the DHCP server:

user@host set routing-instances acme system services dhcp-local-server group default-
group interface lsi.0 upto lsi.16385

For more information about configuring the DHCP server, see "Configuring MX Series Router
Cloud CPE DHCP Services" on page 89.

Configure one server group and one client group for each subscriber. Define a reference to the server
group with the group stanza. To configure the DHCP relay agent:

1. Configure the server group by specifying the name of the group and DHCP server addresses for use
by the extended DHCP relay agent.

[edit]
user@host# edit routing-instances acme forwarding-options dhcp-relay 

user@host# set server-group server-group-name server-ip-address

2. (Optional) If the subscriber is using a DHCP server farm, you can add another server to the group.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set server-group server-group-name server-ip-address

3. (Optional) If the subscriber has more than one server group, configure an active server group to apply
a common DHCP relay agent configuration to a named group of DHCP server addresses.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set active-server-group server-group-name 

4. (Optional) Specify the interface to be served by the DHCP relay agent. Typically, this is not required,
because the IRB interface is the single interface for the cCPE context.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set group group-name interface irb.vlan-unit-id
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5. Override the default configuration settings for the extended DHCP relay agent, and enable DHCP
snooping.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# set overrides  allow-snooped-clients

6. Review the configuration.

[edit routing-instances acme forwarding-options dhcp-relay]
user@host# show

overrides {
    allow-snooped-clients;
}
server-group {
    acme-server-group {
        10.1.2.3;
        10.2.3.4;
    }
}
    active-server-group {
        10.1.2.3;
    }
active-server-group acme-server-group;
group acme-group {
    interface irb.105;
}
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CHAPTER 13

Configuration Tasks for Running MX Series Router
Cloud CPE Multiple Ethernet Interfaces Services
(CLI)
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Configuring MX Series Router Cloud CPE Multiple Ethernet Interface
Services—Extending Subscriber VLANs to the PE Router (One Bridge
Domain per VLAN)

This procedure configures one bridge domain and one IRB interface per subscriber VLAN. Each bridge
domain has one Layer 2 interface. The IRB interface is configured with the IP address matching the
subnet of the VLAN. Using multiple bridge domains effectively creates a separate broadcast domain for
each VLAN. You also need to configure a VRF routing instance for the VPN site and reference the IRB
(one for each subscriber VLAN) as the interface.

NOTE: To avoid VLAN ID conflicts between subscribers, you can configure VLAN ID translation
on the Layer 2 CPE or the aggregation router.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

In this procedure you configure two VLANs for the subscriber and one bridge domain and one IRB
interface per VLAN. You also need to configure a VRF routing instance for the subscriber VPN site and
reference each of the IRB interfaces (one for each subscriber VLAN) as the interface.

Complete the following tasks to configure the PE routers and Layer 2 CPE:

1. Configure the PE router. See "Configuring the PE Router for MX Series Router Cloud CPE Multiple
Ethernet Interface Services (One Bridge Domain per VLAN)" on page 121.

2. Configure the Layer 2 CPE. This procedure uses a Juniper Networks EX Series Ethernet Switch for
the Layer 2 CPE. See "Configuring the Layer 2 CPE for MX Series Router Cloud CPE Multiple
Ethernet Interface Services" on page 140.

RELATED DOCUMENTATION

MX Series Router Cloud CPE Multiple Ethernet Interface Services Overview  |  25

Configuring MX Series Router Cloud CPE Multiple Ethernet Interface Services—Extending Subscriber
VLANs to the PE Router (All VLANs in One Bridge Domain)  |  118

Configuring MX Series Router Cloud CPE Multiple Ethernet Interface Services—Extending Subscriber
VLANs to the PE Router Using a Q-in-Q Tunnel  |  119

Configuring MX Series Router Cloud CPE Multiple Ethernet Interface and Routed VLAN Interface
Services  |  120

Configuring the Layer 2 CPE for MX Series Router Cloud CPE Multiple Ethernet Interface Services  |
  140

117



Configuring MX Series Router Cloud CPE Multiple Ethernet Interface
Services—Extending Subscriber VLANs to the PE Router (All VLANs in
One Bridge Domain)

This procedure configures all subscriber VLANs in the same bridge domain, so only one IRB interface is
required per subscriber. You need to configure multiple IP addresses (one per subnet) on the IRB
interface. The bridge domain joins multiple VLANs together. To control broadcasts from one VLAN
reaching into other VLANs, do not enable local switching in the bridge domain. Alternatively, you can
control selected broadcast traffic with a Layer 2 forwarding filter.

NOTE: To avoid VLAN ID conflicts between subscribers, you can configure VLAN ID translation
on the Layer 2 CPE or the aggregation router.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the PE routers and Layer 2 CPE:

1. Configure the PE routers. See "Configuring the PE Router for MX Series Router Cloud CPE Multiple
Ethernet Interface Services (All VLANs in One Bridge Domain)" on page 127

2. Configure the Layer 2 CPE. This procedure uses a Juniper EX Series Ethernet Switch for the Layer 2
CPE. See "Configuring the Layer 2 CPE for MX Series Router Cloud CPE Multiple Ethernet Interface
Services" on page 140
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Configuring MX Series Router Cloud CPE Multiple Ethernet Interface
Services—Extending Subscriber VLANs to the PE Router Using a Q-in-Q
Tunnel

With the subscriber VLAN in a Q-in-Q tunnel, you do not need to be concerned about conflicting
subscriber VLAN IDs between multiple customers. You can configure the Q-in-Q tunnel in the Layer 2
CPE or an aggregation switch.

NOTE: This configuration uses one bridge domain and two subscriber VLANs from the Layer 2
CPE.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the PE router and Layer 2 CPE or aggregation switch:

1. Configure the PE router. See "Configuring the PE Router for MX Series Router Cloud CPE Multiple
Ethernet Interface Services (Q-in-Q Tunnel)" on page 134

2. Configure the Layer 2 CPE. See "Configuring the Layer 2 CPE for MX Series Router Cloud CPE
Multiple Ethernet Interface Services" on page 140.

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the Layer 2
CPE.

3. Configure the aggregation switch. See "Configuring the Q-in-Q Tunnel on the Aggregation Switch (EX
Series Ethernet Switch)" on page 143.

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the aggregation
switch.

RELATED DOCUMENTATION

MX Series Router Cloud CPE Multiple Ethernet Interface Services Overview  |  25

Configuring MX Series Router Cloud CPE Multiple Ethernet Interface Services—Extending Subscriber
VLANs to the PE Router (One Bridge Domain per VLAN)  |  117

Configuring MX Series Router Cloud CPE Multiple Ethernet Interface Services—Extending Subscriber
VLANs to the PE Router (All VLANs in One Bridge Domain)  |  118

119



Configuring MX Series Router Cloud CPE Multiple Ethernet Interface and Routed VLAN Interface
Services  |  120

Configuring the Q-in-Q Tunnel on the Aggregation Switch (EX Series Ethernet Switch)  |  143

Configuring MX Series Router Cloud CPE Multiple Ethernet Interface and
Routed VLAN Interface Services

When you configure routed VLAN interfaces (RVIs) in the Layer 2 CPE, it creates a shortcut for inter-
VLAN traffic. There is one RVI per subscriber VLAN. The RVI creates a direct route in the Layer 2 CPE
for inter-VLAN traffic.

NOTE: To run this configuration the host connecting to the customer VLAN needs a static route
with the RVI address as the gateway for inter-VLAN traffic .

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the Layer 2 CPE.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure the PE router and Layer 2 CPE:

1. Configure the PE router. See "Configuring the PE Router for MX Series Router Cloud CPE Multiple
Ethernet Interface Services (All VLANs in One Bridge Domain)" on page 127

2. Configure the Layer 2 CPE. See "Configuring the Layer 2 CPE When Running MX Series Router Cloud
CPE Multiple Ethernet Interface and RVI Services" on page 145

NOTE: This procedure uses a Juniper EX Series Ethernet Switch for the Layer 2 CPE.
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Configuring the PE Router for MX Series Router Cloud CPE Multiple
Ethernet Interface Services (One Bridge Domain per VLAN)
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In this procedure you configure two VLANs for the subscriber and one bridge domain and one IRB
interface per VLAN. You also need to configure a VRF routing instance for the subscriber VPN site and
reference each of the IRB (one for each subscriber VLAN) as the interface.

Complete the following tasks to configure multiple Ethernet interfaces with cCPE services with one
bridge domain per VLAN:

Configuring the Subscriber Access Link and VLANs for MX Series Router Cloud CPE
Multiple Ethernet Interface Services

To configure the access link and VLANs:

1. Configure the physical interface.

[edit]
user@host# edit interfaces ge-1/2/3 

user@host# set vlan-tagging

user@host# set encapsulation flexible-ethernet-services
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2. Configure the first logical interface and VLAN.

[edit interfaces ge-1/2/3]
user@host# edit unit 105 

user@host# set encapsulation vlan-bridge

user@host# set vlan-id 105 

user@host# set family bridge

3. Configure the second logical interface and VLAN.

[edit interfaces ge-1/2/3 unit 105]
user@host# up

user@host# edit unit 106 
[edit interfaces ge-1/2/3 unit 106]
user@host# set encapsulation vlan-bridge

user@host# set vlan-id 106 

user@host# set family bridge

4. Review your configuration.

[edit interfaces ge-1/2/3 unit 106]
user@host# up

user@host# show

unit 105 {
    encapsulation vlan-bridge;
    vlan-id 105;
    family bridge;
}
unit 106 {
    encapsulation vlan-bridge;
    vlan-id 106;
    }
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Configuring the IRB Interfaces for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

Configure the IRB interfaces, with the IP addresses matching the subnets of the VLAN.

To configure the IRB interfaces:

1. Configure the first IRB interface.

[edit]
user@host# edit interfaces irb unit 105 family inet address 192.168.1.1/24

2. Configure the second IRB interface.

[edit interfaces irb unit 105]
user@host# up
[edit interfaces irb]
user@host# edit unit 106 family inet address 192.168.2.1/24

3. Review the configuration.

[edit interfaces irb unit 106 family inet address 192.168.2.1/24]
user@host# up

user@host# up

user@host# up
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[edit interfaces irb]
user@host# show

unit 105 {
    family inet {
        address 192.168.1.1/24;
    }
}
unit 106 {
    family inet {
        address 192.168.2.1/24;
    }
}
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Configuring the Bridge Domains for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

To configure the bridge domains:

1. Configure the first bridge domain.

[edit]
user@host# edit bridge-domains bd-105 
user@host# set vlan-id 105 

user@host# set interface ge-1/2/3.105

user@host# set routing-interface irb.105
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2. Configure the second bridge domain.

[edit bridge-domains bd-105]
user@host# up

user@host# edit bd-106  
user@host# set vlan-id 106 

user@host# set interface ge-1/2/3.106

user@host# set routing-interface irb.106

3. Review the configuration.

[edit bridge-domains]
user@host# show

bd-105 {
    vlan-id 105;
    interface ge-1/2/3.105;
    routing-interface irb.105;
}
bd-106 {
    vlan-id 106;
    interface ge-1/2/3.106;
    routing-interface irb.106;
}
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Configuring the Routing Instance for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

Configure a VRF routing instance for the subscriber VPN site, and reference each of the IRB interfaces.

To configure the routing instance:

1. Configure the name of the routing instance.

[edit]
user@host# edit routing-instances ccpe1

2. Configure the VRF routing instance.

[edit routing-instances ccpe1]
user@host# set instance-type vrf

3. Reference the first IRB interface.

[edit routing-instances ccpe1]
user@host# set interface irb.105

4. Reference the second IRB interface.

[edit routing-instances ccpe1]
user@host# set interface irb.106

5. Review the configuration.

[edit routing-instances ccpe1]
user@host# show

instance-type vrf;
interface irb.105;
interface irb.106;
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Complete the following tasks to configure the PE router for multiple Ethernet interfaces with cCPE
services:

Configuring the Subscriber Access Link and VLANs for MX Series Router Cloud CPE
Multiple Ethernet Interface Services

To configure the access link and VLANs:

1. Configure the physical interface.

[edit]
user@host# edit interfaces ge-1/2/3 

user@host# set vlan-tagging

user@host# set encapsulation flexible-ethernet-services

2. Configure the first logical interface and VLAN.

[edit interfaces ge-1/2/3]
user@host# edit unit 105 

user@host# set encapsulation vlan-bridge

user@host# set vlan-id 105 

user@host# set family bridge

3. Configure the second logical interface and VLAN.

[edit interfaces ge-1/2/3 unit 105]
user@host# up

user@host# edit unit 106 
[edit interfaces ge-1/2/3 unit 106]
user@host# set encapsulation vlan-bridge

user@host# set vlan-id 106 

user@host# set family bridge
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4. Review your configuration.

[edit interfaces ge-1/2/3 unit 106]
user@host# up

user@host# show

unit 105 {
    encapsulation vlan-bridge;
    vlan-id 105;
    family bridge;
}
unit 106 {
    encapsulation vlan-bridge;
    vlan-id 106;
    }
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Configuring the Bridge Domain for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

To configure the bridge domain:

1. Configure the bridge domain for the first subscriber VLAN by specifying the name of the bridge
domain.

[edit]
user@host# edit bridge-domains bd-105 

129



2. Associate the subscriber’s VLAN ID with the bridge domain.

[edit bridge-domains bd-105]
user@host# set vlan-id 105 

3. Specify the interface names for the bridge domain.

[edit bridge-domains bd-105]
user@host# set interface ge-1/2/3.105 

user@host# set interface ge-1/2/3.106 

4. Specify the routing interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set routing-interface irb.105

5. To control broadcast from one VLAN reaching into other VLANs, you can either enable no-local-
switching in the bridge domain or configure a Layer 2 filter.

• (Optional) To enable no-local-switching in the bridge domain:

[edit bridge-domains bd-105]
user@host# set routing-interface irb.105 no-local-switching

• (Optional) To configure a Layer 2 filter:

[edit bridge-domains bd-105]
user@host# set forwarding-options filter input no-dhcp

user@host# top

user@host# edit firewall family bridge filter no-dhcp
[edit firewall family bridge filter no-dhcp]
user@host# set term dhcp from port dhcp

user@host# set term dhcp then discard

user@host# set term accept-all then accept 
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6. Review the configuration.

[edit bridge-domains bd-105]
user@host# show

vlan-id 105;
no-local-switching;
interface ge-1/2/3.105;
interface ge-1/2/3.106;
routing-interface irb.105;
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Configuring the Routing Instances for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

Configure a VRF routing instance for the subscriber VPN site, and reference the IRB as the interface. To
configure the routing instance:

1. Configure a name for the routing instance.

[edit]
user@host# edit routing-instances ccpe1 
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2. Configure the VRF routing instance.

[edit routing-instances ccpe1]
user@host# set instance-type vrf

3. Reference the IRB interface by specifying irb.vlan-id.

[edit routing-instances ccpe1]
user@host# set interface irb.105

4. Review the configuration.

[edit routing-instances ccpe1]
user@host# show

instance-type vrf;
interface irb.105;
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Configuring the IRB Interface for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

Configure the IRB interface, with the IP address matching the subnet of the VLAN.

To configure the IRB interface:
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1. Configure the first subnet on the IRB interface.

[edit]
user@host# edit interfaces irb unit 105 family inet 

user@host# set address 192.168.1.1/24

2. Configure the second subnet on the IRB interface.

[edit interfaces irb unit 105 family inet]
user@host# set address 192.168.2.1/24

3. Review the configuration.

[edit interfaces irb unit 106 family inet]
user@host# show

unit 105 {
    family inet {
        address 192.168.1.1/24;
        address 192.168.2.1/24;
    }
}
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Complete the following tasks to configure the PE router for multiple Ethernet interfaces cCPE services
(Q-in-Q tunnel):

Configuring the Subscriber Access Link and VLANs for MX Series Router Cloud CPE
Multiple Ethernet Interface Services (Q-in-Q Tunnel)

To configure the subscriber access link and VLANs:

1. Configure the physical interface.

[edit]
user@host# edit interfaces ge-1/2/3 
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user@host# set vlan-tagging

user@host# set encapsulation flexible-ethernet-services

2. Configure the first logical interface for Ethernet VLAN bridge encapsulation.

[edit interfaces ge-1/2/3]
user@host# set stacked-vlan-tagging

user@host# edit unit 105 

user@host# setencapsulation vlan-bridge

user@host# set vlan-tags outer 1000

user@host# set vlan-tags inner 105

user@host# set family bridge

3. Configure the second logical interface for Ethernet VLAN bridge encapsulation.

[edit interfaces ge-1/2/3 unit 105]
user@host# up 

user@host# edit unit 106 

user@host# set encapsulation vlan-bridge

user@host# set vlan-tags outer 1000

user@host# set vlan-tags inner 106

user@host# set family bridge

4. Review the configuration.

[edit interfaces ge-1/2/3 unit 106]
user@host# up

user@host# show

stacked-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 105 {
    encapsulation vlan-bridge;
    vlan-tags outer 1000 inner 105;
    family bridge;
}
unit 106 {
    encapsulation vlan-bridge;
    vlan-tags outer 1000 inner 106;
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    family bridge;
}
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Configuring the IRB Interface for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

Configure the IRB interface, with the IP address matching the subnet of the VLAN.

To configure the IRB interface:

1. Configure the first subnet on the IRB interface.

[edit]
user@host# edit interfaces irb unit 105 family inet 

user@host# set address 192.168.1.1/24

2. Configure the second subnet on the IRB interface.

[edit interfaces irb unit 105 family inet]
user@host# set address 192.168.2.1/24

136



3. Review the configuration.

[edit interfaces irb unit 106 family inet]
user@host# show

unit 105 {
    family inet {
        address 192.168.1.1/24;
        address 192.168.2.1/24;
    }
}
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Configuring the Bridge Domain for MX Series Router Cloud CPE Multiple Ethernet
Interface Services (Q-in-Q Tunnel)

To configure the bridge domain:

1. Configure the name of the bridge domain.

[edit]
user@host# edit bridge-domains bd-105 
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2. Associate the subscriber’s VLAN ID with the bridge domain.

[edit bridge-domains bd-105]
user@host# set vlan-id 105 

3. Specify the interface names for the bridge domain.

[edit bridge-domains bd-105]
user@host# set interface ge-1/2/3.105 

user@host# set interface ge-1/2/3.106 

4. Specify the routing interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set routing-interface irb.105

5. Review the configuration.

[edit bridge-domains bd-105]
user@host# show

vlan-id 105;
interface ge-1/2/3.105;
interface ge-1/2/3.106;
routing-interface irb.105;
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Configuring the Routing Instances for MX Series Router Cloud CPE Multiple Ethernet
Interface Services

Configure a VRF routing instance for the subscriber VPN site, and reference the IRB as the interface. To
configure the routing instance:

1. Configure a name for the routing instance.

[edit]
user@host# edit routing-instances ccpe1 

2. Configure the VRF routing instance.

[edit routing-instances ccpe1]
user@host# set instance-type vrf

3. Reference the IRB interface by specifying irb.vlan-id.

[edit routing-instances ccpe1]
user@host# set interface irb.105

4. Review the configuration.

[edit routing-instances ccpe1]
user@host# show

instance-type vrf;
interface irb.105;
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Configuring MX Series Router Cloud CPE Multiple Ethernet Interface Services—Extending Subscriber
VLANs to the PE Router Using a Q-in-Q Tunnel  |  119

Configuring MX Series Router Cloud CPE Multiple Ethernet Interface and Routed VLAN Interface
Services  |  120
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Configuring the Layer 2 CPE for MX Series Router Cloud CPE Multiple
Ethernet Interface Services

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the Layer 2 CPE.
For complete details on EX Series Ethernet switches see, EX Series Ethernet Switches

To configure the Layer 2 CPE for multiple Ethernet interfaces support:

1. Configure the first Ethernet interface on the CPE.

[edit]
user@host# edit interfaces ge-0/0/8 unit 0

user@host# set family ethernet-switching 
user@host# set port-mode access 

2. Configure the second Ethernet interface.

[edit interfaces ge-0/0/8 unit 0]
user@host# up
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user@host# up

user@host# edit interfaces ge-0/0/9 unit 0

user@host# set family ethernet-switching  
user@host# set port-mode access 

3. Configure the WAN link for trunk mode.

[edit interfaces ge-0/0/8 unit 0]
user@host# up

user@host# up

user@host# edit interfaces ge-0/0/9 unit 0

user@host# set family ethernet-switching  
user@host# set port-mode trunk 

4. Configure the VLAN for the first department; for example, Sales.

a. Specify the VLAN name.

[edit interfaces ge-0/0/10]
user@host# top

user@host# edit vlans sales-vlan 

b. Specify the VLAN ID.

[edit vlans sales-vlan]
user@host# set vlan-id 105

c. Specify the interface associated with the VLAN.

[edit vlans sales-vlan]
user@host# set interface ge-0/0/8.0

d. Specify the trunk port interface associated with the VLAN.

[edit vlans sales-vlan]
user@host# set interface ge-0/0/10.0

5. Configure the VLAN for the second department; for example, Engineering.
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a. Specify the VLAN name.

[edit vlans sales-vlan]
user@host# top

user@host# edit vlans eng-vlan 

b. Specify the VLAN ID.

[edit vlans eng-vlan]
user@host# set vlan-id 106

c. Specify the interface associated with the VLAN.

[edit vlans eng-vlan]
user@host# set interface ge-0/0/9.0

d. Specify the trunk port interface associated with the VLAN.

[edit vlans eng-vlan]
user@host# set interface ge-0/0/10.0
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Configuring the Q-in-Q Tunnel on the Aggregation Switch (EX Series
Ethernet Switch)

NOTE: This procedure assumes you are using a Juniper Networks EX Series Ethernet Switch for
the aggregation switch.

To configure the Q-in-Q tunnel:

1. Configure the physical and logical interfaces for the subscriber’s Ethernet LAN.

a. Configure the physical and logical interface.

[edit]
user@host# edit interfaces ge-0/0/2 unit 0 

b. Configure the protocol family for the logical interface on the switch.

[edit interfaces ge-0/0/2 unit 0]
user@host# edit family ethernet-switching 

c. Configure the interface to operate in access mode.

[edit interfaces ge-0/0/2 unit 0 family ethernet-switching]
user@host# set port-mode access

d. Bind the subscriber VLAN to the logical interface.

[edit interfaces ge-0/0/2 unit 0 family ethernet-switching]
user@host# set vlan members qinq-1000

2. Configure the VLAN trunk port for the WAN link.

a. Configure the physical and logical interface.

user@host# top

user@host# edit interfaces ge-0/0/23 unit 0 
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b. Configure the protocol family.

[edit interfaces ge-0/0/23 unit 0]
user@host# edit family ethernet-switching

c. Configure the WAN link as a trunk interface.

[edit interfaces ge-0/0/23 unit 0 family ethernet-switching]
user@host# set port-mode trunk

d. Configure the subscriber VLAN on the trunk interface.

[edit interfaces ge-0/0/23 unit 0 family ethernet-switching]
user@host# set vlan members qinq-1000

3. Configure the switching options for the tunnel.

user@host# top
[edit]
user@host# set ethernet-switching-options dot1q-tunneling ether-type 0x8100

4. Configure the subscriber VLANs.

a. Configure the VLAN name.

[edit]
user@host# edit vlans qinq-1000 

b. Configure the VLAN ID.

[edit vlans qinq-1000]
user@host# set vlan-id 1000
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c. Configure the interfaces for the VLAN.

[edit vlans qinq-1000]
user@host# set interface ge-0/0/2.0

user@host# set interface ge-0/0/2.0 ge-0/0/23.0

d. Enable Q-in-Q tunneling on the subscriber VLANs.

[edit vlans qinq-1000]
user@host# set dot1q-tunneling customer-vlans 105

user@host# set dot1q-tunneling customer-vlans 106
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Configuring the Layer 2 CPE When Running MX Series Router Cloud CPE
Multiple Ethernet Interface and RVI Services

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the Layer 2 CPE.

To configure the Layer 2 CPE for multiple Ethernet interfaces with RVIs:
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1. Configure the first Ethernet interface on the Layer 2 CPE.

[edit]
user@host# set interfaces ge-0/0/8 unit 0 family ethernet-switching port-mode access

2. Configure the second Ethernet interface by specifying a different physical interface. You can use the
same logical interface number, which in our example is 0.

[edit]
user@host# set interfaces ge-0/0/9 unit 0 family ethernet-switching port-mode access

3. Configure the VLAN trunk port for a WAN link.

[edit]
user@host# set interfaces ge-0/0/10 unit 0 family ethernet-switching port-mode trunk

4. Configure the RVIs.

[edit]
user@host# set interfaces vlan unit 0 family inet address 192.168.1.254/24

user@host# set interfaces vlan unit 1 family inet address 192.168.2.254/24

5. Configure the VLAN for the first department; for example, Sales.

a. Specify the VLAN name and VLAN ID.

[edit]
user@host# set vlans sales-vlan vlan-id 105

b. Specify the interface associated with the VLAN.

[edit vlans sales-vlan]
user@host# set interface ge-0/0/8.0
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c. Specify the trunk port interface associated with the VLAN.

[edit vlans sales-vlan]
user@host# set interface ge-0/0/10.0

d. Associate a Layer 3 interface with the VLAN. Configure Layer 3 interfaces on trunk ports to allow
the interface to transfer traffic between multiple VLANs. Within a VLAN, traffic is bridged,
whereas across VLANs, traffic is routed.

[edit vlans sales-vlan]
user@host# set l3-interface vlan.0

6. Configure the VLAN for the second department; for example, Engineering.

a. Specify the VLAN name and VLAN ID.

[edit]
user@host# set vlans eng-vlan vlan-id 106

b. Specify the interface associated with the VLAN.

[edit vlans eng-vlan]
user@host# set interface ge-0/0/9.0

c. Specify the trunk port interface associated with the VLAN.

[edit vlans eng-vlan]
user@host# set interface ge-0/0/10.0

d. Associate a Layer 3 interface with the VLAN. Configure Layer 3 interfaces on trunk ports to allow
the interface to transfer traffic between multiple VLANs. Within a VLAN, traffic is bridged,
whereas across VLANs, traffic is routed.

[edit vlans eng-vlan]
user@host# set l3-interface vlan.1

7. Finally, configure a static route with the RVI addresses as the gateway on the host connecting to the
subscriber VLAN for inter-VLAN traffic. If the customer host device uses DHCP to get IP addresses, a
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static route can be pushed by the DHCP server through option 121; otherwise, you must manually
configure the static route.

• Add a static route for the subnet using the RVI as the gateway.

route add -net 192.168.2.0/24 gw 192.168.1.254

• Add a static route using the IRB as the gateway.

route add -net 0.0.0.0/0 gw 192.168.1.1
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CHAPTER 14

Configuration Tasks for Using MX Series Router
Cloud CPE Services to Route Internet Traffic (CLI)

IN THIS CHAPTER
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Configuring MX Series Router Cloud CPE Services to Route Internet
Traffic to a Subscriber-Owned NAT Gateway

This topic describes how to configure a VPN subscriber called acme, with two sites. The subnet for Site
1 is 192.168.1.0/24, and the subnet for Site 2 is 192.168.2.0/24. Site 1, which is connected to PE1, has
Internet access. The NAT gateway is located in Site 1 with address 192.168.1.2. A static route is added
to the VPN routing instance to send Internet traffic to the NAT gateway. Site 1 has two VLAN interfaces
into the PE1 router: one for VPN internal traffic and one for public Internet traffic.

Internet access from Site 2 travels through the NAT gateway in Site 1. The static route configured in the
VPN routing instance of Site 1 is propagated to the VPN routing instance at Site 2 through IBGP.

For this configuration you will:

1. In PE1, configure a bridge domain, the IRB interface, and the VLAN interface for the VPN internal
interface.
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2. In PE1, configure a VPN routing instance that includes the IRB interface.

3. In PE1, configure the second VLAN interface for the public interface for the subscriber.

4. Optionally, configure a static or dynamic route for Internet access from the Site 1.

5. In the Layer 2 CPE, configure two VLAN interfaces: one as a VPN internal interface, and one as an
Internet public interface.

6. In PE2, configure the bridge domain, IRB interface, and the VLAN interface.

7. In PE2, configure the VPN routing instance that includes the IRB interface.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure CPE-based dual Ethernet:

1. Configure the PE1 router. See "Configuring MX Series Router Cloud CPE Services on PE1 to Route
Internet Traffic to a Subscriber-Owned NAT Gateway" on page 151.

2. Configure the PE2 router. See "Configuring MX Series Router Cloud CPE NAT Services on the PE2
Router to Route Internet Traffic" on page 156:

3. Configure the Layer 2 CPE. See "Configuring the Layer 2 CPE at the PE1 Site When Running MX
Series Router Cloud CPE Services to Route Internet Traffic to a Subscriber-Owned NAT Gateway" on
page 159.

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the Layer 2
CPE.

RELATED DOCUMENTATION

Understanding How MX Series Router Cloud CPE Services Route Internet Traffic from Layer 2 CPEs
to a Subscriber-Owned NAT Gateway  |  27

Understanding How MX Series Router Cloud CPE NAT Services Provide Internet Traffic Routing for
Layer 2 CPEs  |  28

Configuring MX Series Router Cloud CPE NAT Services to Route Internet Traffic  |  162

150



Configuring MX Series Router Cloud CPE Services on PE1 to Route
Internet Traffic to a Subscriber-Owned NAT Gateway

IN THIS SECTION

Configuring the Subscriber VLANs — Routed Internet Traffic Through a Subscriber NAT Device  |  151

Configuring the IRB Interface, Bridge Domain, and Routing Instance  |  153

This topic describes how to configure the PE1 router for routed Internet traffic through a subscriber-
owned NAT device. This configuration uses CPE-based dual-Ethernet. Complete the following tasks to
configure PE1:

Configuring the Subscriber VLANs — Routed Internet Traffic Through a Subscriber
NAT Device

To configure the subscriber VLANs:

1. Configure the physical interface for VLAN tagging and flexible Ethernet services encapsulation.

[edit]
user@host# edit interfaces ge-1/2/3 

user@host# set vlan-tagging

user@host# set encapsulation flexible-ethernet-services

2. Set up the first VLAN for internal VPN traffic.

a. Configure the logical interface.

[edit interfaces ge-1/2/3]
user@host# edit unit 105 

b. Configure the encapsulation for the logical interface.

[edit interfaces ge-1/2/3 unit 105 ]
user@host# set encapsulation vlan-bridge
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c. Bind an 802.1Q VLAN tag ID to the logical interface.

[edit interfaces ge-1/2/3 unit 105]
user@host# set vlan-id 105 

d. Configure the logical interface for Layer 2 bridging.

[edit interfaces ge-1/2/3 unit 105]
user@host# set family bridge

3. Set up the second VLAN as the Internet public interface. This public interface belongs to the global
routing instance. You can configure dynamic or static routing between this interface and the WAN
interface at the subscriber site.

a. Configure the second logical interface.

[edit interfaces ge-1/2/3 unit 105]
user@host# up
[edit interfaces ge-1/2/3]
user@host# edit unit 106

b. Configure the encapsulation for the logical interface.

[edit interfaces ge-1/2/3 unit 106 ]
user@host# set encapsulation vlan-bridge

c. Bind an 802.1Q VLAN tag ID to the logical interface.

[edit interfaces ge-1/2/3 unit 106]
user@host# set vlan-id 106 

d. Configure the logical interface for IPv4 protocol (inet) and configure the IP address of the WAN
link.

[edit interfaces ge-1/2/3 unit 106]
user@host# set family inet address IP prefix of WAN link
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4. Review the configuration.

[edit interfaces ge-1/2/3 unit 106]
user@host# up
[edit interfaces ge-1/2/3]

unit 105 {
    encapsulation vlan-bridge;
    vlan-id 105;
    family bridge;
}
unit 106 {
    encapsulation vlan-bridge;
    vlan-id 106;
    family inet {
        address 192.1.1.1/32;
    }
}

Configuring the IRB Interface, Bridge Domain, and Routing Instance

To configure the IRB interface, bridge domain, and routing instance:

1. Configure the IRB interface.

a. Configure the logical interface used for internal VPN traffic as the IRB interface.

[edit]
user@host# edit interfaces irb unit 105 

b. Specify the private subnet of the VPN site on the IRB interface.

[edit interfaces irb unit 105]
user@host# set family inet address 192.168.2.1/24

2. Configure the bridge domain.
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a. Configure the bridge domain name.

[edit]
user@host# edit bridge-domains bd-105 

b. Associate the subscriber’s VLAN ID with the bridge domain.

[edit bridge-domains bd-105]
user@host# set vlan-id 105 

c. Specify the interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set interface ge-1/2/3.105

d. Specify the routing interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set routing-interface irb.105

3. Configure the routing instance.

a. Configure the name of the routing instance.

[edit]
user@host# edit routing-instances acme 

b. Configure the routing instance as VRF.

[edit routing-instances acme]
user@host# set instance-type vrf

c. Reference the IRB interface by specifying irb.vlan-id.

[edit routing-instances acme]
user@host# set interface irb.105
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d. Specify a route distinguisher attached to the route, enabling you to distinguish which VPN the
route belongs to. Each routing instance must have a unique route distinguisher associated with it.
The route distinguisher is used to place boundaries around a VPN so that the same IP address
prefixes can be used in different VPNs without having them overlap. The format for the route
distinguisher is as-number:id.

[edit routing-instances acme]
user@host# set route-distinguisher 65535:1

e. Specify the VPN’s community. VRF import and export policies are automatically generated.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

f. Map the inner label of a packet to a specific VRF table. This enables examination of the
encapsulated IP header.

[edit routing-instances acme]
user@host# set vrf-table-label
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Configuring MX Series Router Cloud CPE NAT Services on the PE2
Router to Route Internet Traffic

IN THIS SECTION

Configuring the Subscriber VLAN  |  156

Configuring the IRB Interface, Bridge Domain, and Routing Instance  |  157

Complete the following tasks to configure PE2:

Configuring the Subscriber VLAN

To configure the subscriber VLANs:

1. Configure the physical interface for VLAN tagging and flexible Ethernet services encapsulation.

[edit]
user@host# edit interfaces ge-1/2/3 
[edit interfaces ge-1/2/3]
user@host# set vlan-tagging

user@host# set encapsulation flexible-ethernet-services

2. Set up the VLAN for internal VPN traffic.

a. Configure the logical interface.

[edit interfaces ge-1/2/3]
user@host# edit unit 105 

b. Configure the encapsulation for the logical interface.

[edit interfaces ge-1/2/3 unit 105 ]
user@host# set encapsulation vlan-bridge
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c. Bind an 802.1Q VLAN tag ID to the logical interface.

[edit interfaces ge-1/2/3 unit 105]
user@host# set vlan-id105 

d. Configure the logical interface for Layer 2 bridging.

[edit interfaces ge-1/2/3 unit 105]
user@host# set family bridge

Configuring the IRB Interface, Bridge Domain, and Routing Instance

To configure the IRB interface, bridge domain, and routing instance:

1. Configure the IRB interface.

a. Configure the logical interface used for internal VPN traffic as the IRB interface.

[edit]
user@host# edit interfaces irb unit 105 

b. Specify the private subnet of the VPN site on the IRB interface.

[edit interfaces irb unit 105]
user@host# set family inet address 192.168.2.1/24

2. Configure the bridge domain.

a. Configure the bridge domain name.

[edit]
user@host# edit bridge-domains bd-105 

b. Associate the subscriber’s VLAN ID with the bridge domain.

[edit bridge-domains bd-105]
user@host# set vlan-id 105 
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c. Specify the interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set interface ge-1/2/3.105

d. Specify the routing interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set routing-interface irb.105

3. Configure the routing instance.

a. Configure the name of the routing instance.

[edit]
user@host# edit routing-instances acme 

b. Configure the routing instance as VRF.

[edit routing-instances acme]
user@host# set instance-type vrf

c. Reference the IRB interface by specifying irb.vlan-id.

[edit routing-instances acme]
user@host# set interface irb.105

d. Specify a route distinguisher attached to the route, enabling you to distinguish which VPN the
route belongs to. Each routing instance must have a unique route distinguisher associated with it.
The route distinguisher is used to place boundaries around a VPN so that the same IP address
prefixes can be used in different VPNs without having them overlap. The format for the route
distinguisher is as-number:id.

[edit routing-instances acme]
user@host# set route-distinguisher 65535:1
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e. Specify the VPN’s community. VRF import and export policies are automatically generated.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

f. Map the inner label of a packet to a specific VRF table. This enables examination of the
encapsulated IP header.

[edit routing-instances acme]
user@host# set vrf-table-label
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Configuring the Layer 2 CPE at the PE1 Site When Running MX Series
Router Cloud CPE Services to Route Internet Traffic to a Subscriber-
Owned NAT Gateway

NOTE: This procedure uses a Juniper Networks EX Series Ethernet Switch for the Layer 2 CPE.

To configure the Layer 2 CPE:

1. Configure the first Ethernet interface on the CPE — ge-0/0/8 is the VPN Internal interface.

[edit]
user@host# set interfaces ge-0/0/8 unit 0 family ethernet-switching port-mode access
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2. Configure the second Ethernet interface — ge-0/0/9 is the public Internet interface connecting to
the WAN link of the subscriber’s NAT gateway.

[edit]
user@host# set interfaces ge-0/0/9 unit 0 family ethernet-switching port-mode access

3. Configure the VLAN trunk port for the WAN link — ge-0/0/10 is a trunk port connecting to the PE
router.

[edit]
user@host# set set interfaces ge-0/0/10 unit 0 family ethernet-switching port-mode trunk

4. Configure the first VLAN for VPN internal traffic.

a. Specify the VLAN name.

[edit]
user@host# edit vlans vlan-vpn 

b. Specify the VLAN ID.

[edit]
user@host# set vlans 105

c. Specify the interface associated with the VLAN.

[edit vlans vlan-vpn]
user@host# set interface ge-0/0/8.0

d. Specify the trunk port interface associated with the VLAN.

[edit vlans vlan-vpn]
user@host# set interface ge-0/0/10.0

5. Configure the second VLAN for public Internet traffic.
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a. Specify the VLAN name.

[edit vlans vlan-vpn]
user@host# top

user@host# edit vlans vlan-public 

b. Specify the VLAN ID.

[edit vlans vlan-public]
user@host# set vlan-id 106

c. Specify the interface associated with the VLAN.

[edit vlans vlan-public ]
user@host# set interface ge-0/0/9.0

d. Specify the trunk port interface associated with the VLAN.

[edit vlans vlan-public ]
user@host# set interface ge-0/0/10.0
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Configuring MX Series Router Cloud CPE NAT Services to Route Internet
Traffic

This topic describes how to configure routed Internet traffic with the CGN service provided by the PE1
(MX Series) router. A static route is added to the VPN routing instance to send Internet traffic to the
NAT inside interface. Site 1 has only one VLAN interface into the PE1 router.

Internet access from Site 2 goes through the NAT gateway in Site 1. A static route configured in the Site
1 VPN routing instance is propagated to the Site 2 VPN routing instance through IBGP.

For this configuration you will:

1. On PE1, configure a bridge domain, an IRB interface, and a VLAN interface as the VPN internal
interface.

2. On PE1 configure a VPN routing instance that includes the IRB interface.

3. On PE1 configure two service interfaces for NAT: one as the inside interface and one as the outside
interface.

4. On PE1 configure a next-hop service set that includes the NAT service. If required, you can add the
stateful firewall service to the service set.

5. On PE1 configure a static route to send Internet traffic to the inside interface of the service set.

6. On PE2 configure a bridge domain, an IRB interface, and a VLAN interface.

7. On PE2 configure a VPN routing instance that includes the IRB interface.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure CPE-based single Ethernet:

1. Configure the PE1 router. See "Configuring MX Series Router Cloud CPE NAT Services on the PE1
Router to Route Internet Traffic" on page 163.

2. Configure the PE2 router. See "Configuring the PE2 Router to Route Internet Traffic Using MX Series
Router Cloud CPE NAT Services" on page 170
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Configuring Pools of Addresses and Ports for Network Address Translation Overview

Configuring MX Series Router Cloud CPE NAT Services on the PE1
Router to Route Internet Traffic

IN THIS SECTION
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Configuring the Interface, Bridge Domain, and IRB Interface  |  166

Complete the following tasks to configure the PE1 router at Site 1:

Configuring MX Series Router Cloud CPE NAT Services

The Junos OS provides carrier-grade NAT (CGN) for IPv4 and IPv6 networks. To enable the NAT service
for the cCPE services:

1. Configure the properties for the MS-DPC and enable the extension provider service package
application.

[edit]
edit chassis fpc 4 pic 0 adaptive-services service-package layer-3 

2. Verify the configuration.

user@host# show
chassis {
fpc 4 {
    pic 0 {
        adaptive-services {
            service-package layer-3;
        }
    }
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}
}

SEE ALSO

Configuring MX Series Router Cloud CPE NAT Services to Assign Primary IP Addresses   |  56

Enabling Service Packages

MX Series Router Cloud CPE NAT Services Overview  |  14

Configuring MX Series Router Cloud CPE NAT Services to Assign Multiple IP Address Ranges
(Primary and Secondary Addresses)  |  57

Verifying MX Series Router Cloud CPE NAT Services   |  183

Configuring the Service Interfaces for NAT

To configure the inside and outside service interfaces:

1. Configure the inside interface.

[edit]
user@host# set interfaces sp-2/0/0 unit 1 family inet

user@host# set interfaces sp-2/0/0 unit 1 service-domain inside

2. Configure the outside interface.

[edit]
user@host# set interfaces sp-2/0/0 unit 2 family inet

user@host# set interfaces sp-2/0/0 unit 2 service-domain outside

Defining the Service Rules

In this sample procedure, the service set contains only the NAT service. You can also add other services
like stateful firewall. To define the service rules to be applied to traffic:

1. Configure the next-hop service set.

a. Configure a name for the service set.

[edit]
user@host# edit services service-set acme-services 
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b. Configure a name for the NAT rules.

[edit services service-set acme-services]
user@host# set nat-rules acme-nat-rule

c. Define the next-hop service for the inside service interface.

[edit services service-set acme-services]
user@host# set next-hop-service inside-service-interface sp-2/0/0.1

d. Define the next-hop service for the outside service interface.

[edit services service-set acme-services]
user@host# set next-hop-service outside-service-interface sp-2/0/0.2

2. Configure the public address pool and ports.

a. Configure the public address pool name.

user@host# top 
[edit]
user@host# edit services nat pool acme-public-pool 

b. Specify the address or address prefix for NAT.

[edit services nat pool acme-public-pool]
user@host# set address public-address

c. Configure the NAT port to be assigned automatically by the router.

[edit services nat pool acme-public-pool]
user@host# set port automatic

3. Configure the NAT rules.
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a. Specify the name of the NAT rule.

user@host# top 
[edit]
user@host# edit services nat rule acme-nat-rule 

b. Specify the direction in which the rule match is applied.

[edit services nat rule acme-nat-rule]
user@host# set match-direction input

c. Define the NAT term actions.

[edit services nat rule acme-nat-rule]
user@host# set term translate then translated source-pool acme-public-pool

user@host# set translation-type napt-44

Configuring the Interface, Bridge Domain, and IRB Interface

To configure the interface, bridge domain, and IRB interface:

1. Configure the interface for VLAN tagging and flexible Ethernet services encapsulation.

[edit]
user@host# edit interfaces ge-1/2/3 

user@host# set vlan-tagging

user@host#  set encapsulation flexible-ethernet-services

2. Configure the subscriber VLAN.

a. Configure the logical interface.

[edit interfaces ge-1/2/3]
user@host# edit unit 105 
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b. Configure the encapsulation for the logical interface.

[edit interfaces ge-1/2/3 unit 105 ]
user@host# set encapsulation vlan-bridge

c. Bind an 802.1Q VLAN tag ID to the logical interface.

[edit interfaces ge-1/2/3 unit 105]
user@host# set vlan-id 105 

d. Configure the logical interface for Layer 2 bridging.

[edit interfaces ge-1/2/3 unit 105]
user@host# set family bridge

3. Configure the IRB interface.

a. Configure the logical interface used for internal VPN traffic as the IRB interface.

user@host# top
[edit]
user@host# set interfaces irb unit 105 

b. Specify the private subnet of the VPN site on the IRB interface.

[edit interfaces irb unit 105]
user@host# set family inet address 192.168.1.1/24

4. Configure the bridge domain.

a. Configure the bridge domain name.

user@host# top
[edit]
user@host# edit bridge-domains bd-105 
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b. Associate the subscriber’s VLAN ID with the bridge domain.

[edit bridge-domains bd-105]
user@host# set vlan-id 105 

c. Specify the interface name for the bridge domain.

[edit bridge-domains bd-105]
user@host# set interface ge-1/2/3.105

d. Specify the routing interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set routing-interface irb.105

5. Configure the routing instance.

a. Configure the name of the routing instance.

user@host# top
[edit]
user@host# edit routing-instances acme 

b. Configure the routing instance as a VRF instance.

[edit routing-instances acme]
user@host# set instance-type vrf

c. Reference the IRB interface by specifying irb.vlan-id.

[edit routing-instances acme]
user@host# set interface irb.105

168



d. Add the NAT inside interface to the routing instance by specifying the inside interface name and
route distinguisher attached to the route.

[edit routing-instances acme]
user@host# set interface sp-2/0/0.1

user@host# set route-distinguisher 65535:1

e. Specify the VPN’s community. VRF import and export policies are automatically generated.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

f. Map the inner label of a packet to a specific VRF table. This enables examination of the
encapsulated IP header.

[edit routing-instances acme]
user@host# set vrf-table-label

g. Add a static route to send Internet traffic to the inside interface of NAT service.

[edit routing-instances acme]
user@host# set routing-options static route 0.0.0.0/0 next-hop sp-2/0/0.1

NOTE: You must advertise this route to remote PE routers through a VPN export policy.

RELATED DOCUMENTATION
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Configuring the PE2 Router to Route Internet Traffic Using MX Series
Router Cloud CPE NAT Services

IN THIS SECTION

Configuring the Subscriber VLAN  |  170

Configuring the IRB Interface, Bridge Domain, and Routing Instance  |  171

PE2 is the adjacent PE router of the VPN site without Internet access. Complete the following tasks to
configure PE2:

Configuring the Subscriber VLAN

To configure the subscriber VLANs:

1. Configure the physical interface for VLAN tagging and flexible Ethernet services encapsulation.

[edit]
user@host# edit interfaces ge-1/2/3 
[edit interfaces ge-1/2/3]
user@host# set vlan-tagging

user@host# set encapsulation flexible-ethernet-services

2. Set up the VLAN for internal VPN traffic.

a. Configure the logical interface.

[edit interfaces ge-1/2/3]
user@host# edit unit 105 

b. Configure the encapsulation for the logical interface.

[edit interfaces ge-1/2/3 unit 105 ]
user@host# set encapsulation vlan-bridge
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c. Bind an 802.1Q VLAN tag ID to the logical interface.

[edit interfaces ge-1/2/3 unit 105]
user@host# set vlan-id105 

d. Configure the logical interface for Layer 2 bridging.

[edit interfaces ge-1/2/3 unit 105]
user@host# set family bridge

Configuring the IRB Interface, Bridge Domain, and Routing Instance

To configure the IRB interface, bridge domain, and routing instance:

1. Configure the IRB interface.

a. Configure the logical interface used for internal VPN traffic as the IRB interface.

[edit]
user@host# edit interfaces irb unit 105 

b. Specify the private subnet of the VPN site on the IRB interface.

[edit interfaces irb unit 105]
user@host# set family inet address 192.168.2.1/24

2. Configure the bridge domain.

a. Configure the bridge domain name.

[edit]
user@host# edit bridge-domains bd-105 

b. Associate the subscriber’s VLAN ID with the bridge domain.

[edit bridge-domains bd-105]
user@host# set vlan-id 105 
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c. Specify the interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set interface ge-1/2/3.105

d. Specify the routing interface to include in the bridge domain.

[edit bridge-domains bd-105]
user@host# set routing-interface irb.105

3. Configure the routing instance.

a. Configure the name of the routing instance.

[edit]
user@host# edit routing-instances acme 

b. Configure the routing instance as VRF.

[edit routing-instances acme]
user@host# set instance-type vrf

c. Reference the IRB interface by specifying irb.vlan-id.

[edit routing-instances acme]
user@host# set interface irb.105

d. Specify a route distinguisher attached to the route, enabling you to distinguish which VPN the
route belongs to. Each routing instance must have a unique route distinguisher associated with it.
The route distinguisher is used to place boundaries around a VPN so that the same IP address
prefixes can be used in different VPNs without having them overlap. The format for the route
distinguisher is as-number:id.

[edit routing-instances acme]
user@host# set route-distinguisher 65535:1
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e. Specify the VPN’s community. VRF import and export policies are automatically generated.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

f. Map the inner label of a packet to a specific VRF table. This enables examination of the
encapsulated IP header.

[edit routing-instances acme]
user@host# set vrf-table-label
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CHAPTER 15

Configuration Tasks for Deploying MX Series Router
Cloud CPE Multicast VPNs Services (CLI)
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Configuring MX Series Router Cloud CPE Draft-Rosen Multicast VPN
Services

This topic describes how to configure draft-rosen multicast VPNs in the cCPE environment. For this
configuration, you need to configure PIM in sparse mode (PIM-SM) in the customer network. To ensure
rendezvous point (RP) redundancy, BSR is enabled for RP election and failover. Alternatively, you can
enable auto-RP instead of BSR. In the provider network, PIM sparse mode is used to establish a default
multicast distribution tree (MDT), which connects all PE routers configured in the same VPN. Each VPN
has one default MDT. The default MDT uses PIM Any Source Multicast. Initially, VPN multicast traffic is
sent to every PE router in the VPN through the default MDT, including those PE routers that do not
have receivers connected. If data MDT is configured (VRF in adjacent PE router), when the multicast
traffic exceeds a traffic rate threshold, a data MDT is created. This MDT includes only PE routers with
source or receivers of the attached multicast group. The provider network is transparent to customers,
and the transition to cCPE has no impact on it.

For this configuration you will:

1. Configure a bridge domain, an IRB interface, and a VLAN interface.

2. Configure an additional unit on the loopback interface of the PE router. Assign an address from the
VPN address space.

3. Configure a VPN routing instance that includes the IRB interface and the loopback interface.
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4. Configure a bootstrap router and RP in the routing instance. The BSR and RP do not need to be
configured in all routing instances of a VPN, and they do not need to reside in the same routing
instance.

5. Enable PIM version 2 on the IRB interface and the loopback interface.

Before you begin, make sure you have completed the steps for the cCPE common configuration. See
"Configuring the Common Configuration for MX Series Router Cloud CPE Services" on page 36.

Then complete the following tasks to configure multicast VPNs for cCPE services:

1. Configure PE1. See "Configuring PE1 for MX Series Router Cloud CPE Draft-Rosen Multicast VPN
Services" on page 175.

2. Configure PE2. See "Configuring PE2 for MX Series Router Cloud CPE Draft-Rosen Multicast VPN
Services" on page 178.
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Configuring the BSR and RP in the Routing Instance  |  177
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Complete the following tasks to configure the PE1 router for draft-rosen multicast VPNs and cCPE
services:
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Enabling PIM Version 2 on the IRB and Loopback Interfaces

To enable PIM on the IRB and loopback interfaces:

• Enable PIM on the IRB interface and configure the PIM mode as sparse.

[edit routing-instances acme protocols pim]
user@host# set interface (Protocols PIM)  irb.106 mode sparse

user@host# set interface irb.106 version 2

user@host# set interface lo0.2 mode sparse 

user@host# set interface lo0.2 version 2

Configuring the Loopback Interface and Assigning a VPN Private Address

Configure an additional logical interface on the loopback interface of the PE router, and assign an IP
address from the VPN address space.

• To configure the loopback interface:

[edit ]
user@host# set interfaces lo0 unit 2 family inet address 10.132.12.254/32

Configuring the Routing Instance

Configure a VPN routing instance that includes the IRB interface and the loopback interface. To
configure the routing instance:

1. Configure the name of the routing instance.

[edit]
user@host# edit routing-instances acme 

2. Configure the routing instance as a VRF instance.

[edit routing-instances acme]
user@host# set instance-type vrf
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3. Reference the IRB interface in the routing instance by specifying irb.vlan-id.

[edit routing-instances acme]
user@host# set interface irb.106

4. Reference the loopback interface in the routing instance.

[edit routing-instances acme]
user@host# set interface lo0.2

5. Specify a route distinguisher that is attached to the route, enabling you to distinguish which VPN the
route belongs to. Each routing instance must have a unique route distinguisher associated with it.

[edit routing-instances acme]
user@host# set route-distinguisher 65535:4

6. Specify the VPN’s community. VRF import and export policies are automatically generated.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

7. Map the inner label of a packet to a specific VRF table. This enables examination of encapsulated IP
headers.

[edit routing-instances acme]
user@host# set vrf-table-label

8. Configure the group address for the Layer 3 VPN in the service provider’s network.

[edit routing-instances acme]
user@host# set protocols pim vpn-group-address 192.0.2.28

Configuring the BSR and RP in the Routing Instance

To configure the BSR and RP:
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1. Configure the BSR. Make sure to set different priorities on the PE routers.

[edit routing-instances acme]
user@host# edit protocols pim rp bootstrap family inet priority 2

2. Configure a candidate RP in the VRF. Make sure to set different priorities on the PE routers.

[edit routing-instances acme protocols pim rp]
user@host# set local family inet address 10.132.12.254 

user@host# set local family inet priority 2

Enabling PIM Version 2 on the IRB and Loopback Interfaces

To enable PIM on the IRB and loopback interfaces:

• Enable PIM on the IRB interface and configure the PIM mode as sparse.

[edit routing-instances acme protocols pim]
user@host# set interface (Protocols PIM)  irb.106 mode sparse

user@host# set interface irb.106 version 2

user@host# set interface lo0.2 mode sparse 

user@host# set interface lo0.2 version 2
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Enabling PIM Version 2 on the IRB and Loopback Interfaces

To enable PIM on the IRB and loopback interfaces:

• Enable PIM on the IRB interface and configure the PIM mode as sparse.

[edit routing-instances acme protocols pim]
user@host# set interface (Protocols PIM)  irb.106 mode sparse

user@host# set interface irb.106 version 2

user@host# set interface lo0.2 mode sparse 

user@host# set interface lo0.2 version 2

Configuring the Loopback Interface and Assigning a VPN Private Address

Configure an additional logical interface on the loopback interface of the PE router, and assign an IP
address from the VPN address space.

• To configure the loopback interface:

[edit ]
user@host# set interfaces lo0 unit 2 family inet address 10.132.12.254/32

Configuring the Routing Instance

Configure a VPN routing instance that includes the IRB interface and the loopback interface. To
configure the routing instance:

1. Configure the name of the routing instance.

[edit]
user@host# edit routing-instances acme 
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2. Configure the routing instance as a VRF instance.

[edit routing-instances acme]
user@host# set instance-type vrf

3. Reference the IRB interface in the routing instance by specifying irb.vlan-id.

[edit routing-instances acme]
user@host# set interface irb.106

4. Reference the loopback interface in the routing instance.

[edit routing-instances acme]
user@host# set interface lo0.2

5. Specify a route distinguisher that is attached to the route, enabling you to distinguish which VPN the
route belongs to. Each routing instance must have a unique route distinguisher associated with it.

[edit routing-instances acme]
user@host# set route-distinguisher 65535:4

6. Specify the VPN’s community. VRF import and export policies are automatically generated.

[edit routing-instances acme]
user@host# set vrf-target target:65535:5

7. Map the inner label of a packet to a specific VRF table. This enables examination of encapsulated IP
headers.

[edit routing-instances acme]
user@host# set vrf-table-label

8. Configure the group address for the Layer 3 VPN in the service provider’s network.

[edit routing-instances acme]
user@host# set protocols pim vpn-group-address 192.0.2.28
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Configuring the BSR and RP in the Routing Instance

To configure the BSR and RP:

1. Configure the BSR. Make sure to set different priorities on the PE routers.

[edit routing-instances acme]
user@host# edit protocols pim rp bootstrap family inet priority 2

2. Configure a candidate RP in the VRF. Make sure to set different priorities on the PE routers.

[edit routing-instances acme protocols pim rp]
user@host# set local family inet address 10.132.12.254 

user@host# set local family inet priority 2

Enabling PIM Version 2 on the IRB and Loopback Interfaces

To enable PIM on the IRB and loopback interfaces:

• Enable PIM on the IRB interface and configure the PIM mode as sparse.

[edit routing-instances acme protocols pim]
user@host# set interface (Protocols PIM)  irb.106 mode sparse

user@host# set interface irb.106 version 2

user@host# set interface lo0.2 mode sparse 

user@host# set interface lo0.2 version 2
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CHAPTER 16

Verifying MX Series Router Cloud CPE NAT Services
(CLI)

IN THIS CHAPTER
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Verifying MX Series Router Cloud CPE NAT Services

IN THIS SECTION

Purpose  |  183

Action  |  183

Purpose

View the configuration for NAT cCPE services.

Action

• Verify that the primary routing instance has a route for the NAT pool IP address with a next hop of
the outside service interface:

user@host> show route subscriber-public-address/32
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• Verify that the subscriber’s routing instance has a default route with a next hop of the inside service
interface:

user@host> show route table  subscriber-id 0.0.0.0/0 exact

• Verify NAT by pinging from the subscriber site into the cloud. Check the NAT pool:

user@host> show services nat pool
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CHAPTER 17

Verifying MX Series Router Cloud CPE Class of
Service Services (CLI)
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Verifying MX Series Router Cloud CPE CoS Services

IN THIS SECTION

Purpose  |  185

Action  |  185

Purpose

View the information for CoS BA classifiers and rewrite rules for cCPE services.

Action

• To display the logical and physical interface associations for the classifier and rewrite rules for cCPE
services:

user@host> show class-of-service interface interface-name unit vlan-unit-id 
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• To display the classifier mapping of code point value to forwarding class and loss priority:

user@host> show class-of-service classifier name
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Verifying MX Series Router Cloud CPE DHCP
Services (CLI)
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Verifying DHCP Server Binding and Server Statistics

IN THIS SECTION

Purpose  |  187

Action  |  188

Purpose

View or clear information about client address bindings and statistics for the extended DHCP local
server.

NOTE: If you delete the DHCP server configuration, DHCP server bindings might still remain. To
ensure that DHCP bindings are removed, issue the clear dhcp server binding command before
you delete the DHCP server configuration.
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Action

• To display the address bindings in the client table on the extended DHCP local server:

user@host> show dhcp server binding 

• To display extended DHCP local server statistics:

user@host> show dhcp server statistics routing-instance customer routing instance

• To display the address bindings in the client table on the extended DHCP local server at routing-
instance level:

user@host> show dhcp server binding routing-instance customer routing instance

• To display extended DHCP local server statistics at routing-instance level:

user@host> show dhcp server statistics routing-instance customer routing instance

• To clear the binding state of a DHCP client from the client table on the extended DHCP local server
at routing-instance level:

user@host> clear dhcp server binding routing-instance customer routing instance

• To clear all extended DHCP local server statistics:

user@host> clear dhcp server statistics 

• To clear the binding state of a DHCP client from the client table on the extended DHCP local server:

user@host> clear dhcp server binding 
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• To clear all extended DHCP local server statistics at routing-instance level:

user@host> clear dhcp server statistics routing-instance customer routing instance

Verifying and Managing DHCP Relay Configuration

IN THIS SECTION

Purpose  |  189

Action  |  189

Purpose

View or clear address bindings or statistics for extended DHCP relay agent clients:

Action

• To display the address bindings for extended DHCP relay agent clients:

user@host> show dhcp relay binding routing-instance customer routing instance

• To display extended DHCP relay agent statistics:

user@host> show dhcp relay statistics routing-instance customer routing instance

• To clear the binding state of DHCP relay agent clients:

user@host> clear dhcp relay binding routing-instance customer routing instance
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• To clear all extended DHCP relay agent statistics:

user@host> clear dhcp relay statistics routing-instance customer routing instance
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Verifying MX Series Router Cloud CPE VRRP
Services (CLI)
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Verifying MX Series Router Cloud CPE VRRP Services

IN THIS SECTION

Purpose  |  191

Action  |  191

Purpose

Verify the configuration for VRRP cCPE services.

Action

• To display VRRP status:

user@host> show vrrp
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• To display bridge domain configuration:

user@host> show bridge domain bridge-domain-name

• To display the routing table of VPN routing instance:

user@host> show route table name.inet.0  
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Verifying MX Series Router Cloud CPE VRRP with Ethernet OAM
Services
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Purpose  |  192

Action  |  193

Purpose

View VRRP with Ethernet OAM cCPE services.
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Action

• To display VRRP status:

user@host> show vrrp

• To display bridge domain configuration:

user@host> show bridge domain bridge-domain-name

• To display the routing table of VPN routing instance:

user@host> show route table name.inet.0  

• To display CFM sessions at the PE router or the CE router:

user@host> show oam ethernet connectivity-fault-management mep-database 
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CHAPTER 20

Verifying MX Series Router Cloud CPE Multiple
Ethernet Interfaces Services (CLI)
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Verifying MX Series Router Cloud CPE Multiple Ethernet Interface
Services

IN THIS SECTION

Purpose  |  194

Action  |  194

Purpose

Verify multiple Ethernet interfaces for cCPE services.

Action

• To display the ARP table associated with the Ethernet interface:

user@host> show arp interface interface-name

194



• To display the bridge domain configuration:

user@host> show bridge domain domain-name

• To display the route table of the VPN routing instance:

user@host> show route table name.inet.0 
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CHAPTER 21

Verifying MX Series Router Cloud CPE NAT Services
for Routed Internet Traffic (CLI)
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Verifying MX Series Router Cloud CPE NAT Services for Routed Internet
Traffic

IN THIS SECTION

Purpose  |  196

Action  |  196

Purpose

Verify that the subscriber’s routing instance has a default route with a next hop of the inside service
interface.

Action

• Display the subscriber’s routing instance and verify that it has a default route with a next hop of the
inside service interface:

user@host> show route table table.inet.0
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CHAPTER 22

Verifying MX Series Router Cloud CPE Draft-Rosen
Multicast VPN Services (CLI)
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Verifying MX Series Router Cloud CPE Draft-Rosen Multicast VPN
Services

IN THIS SECTION

Purpose  |  198

Action  |  198

Purpose

View the draft-rosen multicast-VPN configuration for cCPE services.

Action

• To display the C-RP status:

user@host> show pim rps extensive instance vrf
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• To display the PIM bootstrap router status in the C Network:

user@host> show pim bootstrap instance vrf

• To display the PIM interfaces in the C Network:

user@host> show pim interfaces instance vrf

• To display the PIM neighbor information in the C Network:

user@host> show pim neighbors instance vrf

• To display the PIM joins in the C Network:

user@host> show pim join instance vrf

• To display the multicast forwarding cache entry—active multicast groups, source, and packet
counters:

user@host> show multicast route instance vrf extensive

• To display the IGMP status on the subscriber-facing interfaces:

user@host> show igmp interface interface

• To display IGMP snooping on the subscriber-facing interfaces:

user@host> show igmp snooping membership

user@host> show igmp snooping interface
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