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Requesting Technical Support | xxviii

Use this guide for information relevant to upgrading Junos OS and related software: software packages,
upgrading and downgrading Junos OS releases, system backup and recovery procedures, installing and
upgrading firmware, storage media, zero touch provisioning.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product
documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load merge relative
command. These commands cause the software to merge the incoming configuration into the current
candidate configuration. The example does not become active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple hierarchies), the example
is a full example. In this case, use the load merge command.


https://www.juniper.net/documentation/
https://www.juniper.net/books

If the example configuration does not start at the top level of the hierarchy, the example is a snippet. In
this case, use the load merge relative command. These procedures are described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following configuration to a file and name the file ex-script.conf. Copy the
ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;

2. Merge the contents of the file into your routing platform configuration by issuing the load merge

configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf

load complete



Merging a Snippet

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file ex-script-snippet.conf. Copy the
ex-script-snippet.conf file to the /var/tmp directory on your routing platform.

commit §
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following configuration mode
command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing the load merge
relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxvi defines notice icons used in this guide.


https://www.juniper.net/techpubs/content-applications/cli-explorer/junos/

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page xxvi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fixed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user@host> show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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Junos OS is the single operating system that powers Juniper'’s broad portfolio of physical and virtual
networking and security products.

Junos OS Overview

IN THIS SECTION

One Operating System | 32

One Modular Software Architecture | 32
Secure Boot | 32

FIPS 140-2 Security Compliance | 33

Juniper Networks provides high-performance network devices that create a responsive and trusted
environment for accelerating the deployment of services and applications over a single network. The
Junos® operating system (Junos OS) is the foundation of these high-performance networks.

Junos OS includes the following architecture variations:

e Junos OS FreeBSD 6 on bare metal. This is Junos OS based on a FreeBSD 6 kernel.

e Junos OS FreeBSD 10 on bare metal. This is Junos OS based on an upgraded FreeBSD kernel. Starting
with Junos OS Release 15.1, certain hardware platforms run Junos OS with upgraded FreeBSD. Starting
in Junos OS Release 16.1, Junos OS with upgraded FreeBSD can run as a guest virtual machine (VM) on
a Linux VM host. For more on which platforms run Junos OS with upgraded FreeBSD, see “Release
Information for Junos OS with Upgraded FreeBSD” on page 35.

e Junos OS Evolved



Unlike other complex, monolithic software architectures, Junos OS incorporates key design and
developmental differences to deliver increased network availability, operational efficiency, and flexibility.
The following are key advantages to this approach:

One Operating System

Unlike other network operating systems that share a common name but splinter into many different
programs, Junos OS is a single, cohesive operating system that is shared across all network devices and
product lines. This allows Juniper Networks engineers to develop software features once and share these
features across all product lines simultaneously. Because features are common to a single source, they
generally are implemented the same way for all product lines, thus reducing the training required to learn
different tools and methods for each product. Because all Juniper Networks products use the same code
base, interoperability between products is not an issue.

One Modular Software Architecture

Although individual modules of Junos OS communicate through well-defined interfaces, each module runs
in its own protected memory space, preventing one module from disrupting another. This separation
enables the independent restart of each module as necessary. This is in contrast to monolithic operating
systems where a malfunction in one module can ripple to other modules and cause a full system crash or
restart. This modular architecture then provides for high performance, high availability, security, and device
scalability not found in other operating systems.

The Junos OS is preinstalled on your Juniper Networks device when you receive it from the factory. Thus,
when you first power on the device, all software starts automatically. You simply need to configure the
software so that the device can participate in the network.

You can upgrade the device software as new features are added or software problems are fixed. You
normally obtain new software by downloading the software installation packages from the Juniper Networks
Support Web page onto your device or onto another system on your local network. You then install the
software upgrade onto the device.

Juniper Networks routing platforms run only binaries supplied by Juniper Networks, and currently do not
support third-party binaries. Each Junos OS image includes a digitally signed manifest of executables that
are registered with the system only if the signature can be validated. Junos OS will not execute any binary
without a registered signature. This feature protects the system against unauthorized software and activity
that might compromise the integrity of your device.

Secure Boot

Secure Boot is a significant system security enhancement based on the UEFI standard (see www.uefi.org).
It works by safeguarding the BIOS itself from tampering or modification and then maintaining that protection
throughout the boot process.


http://www.uefi.org/
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The Secure Boot process begins with Secure Flash, which ensures that unauthorized changes cannot be
made to the firmware. Authorized releases of Junos OS carry a digital signature produced by either Juniper
Networks directly or one of its authorized partners. At each point of the boot-up process, each component
verifies the next link is sound by checking the signature to ensure that the binaries have not been modified.
The boot process cannot continue unless the signature is correct. This "chain of trust" continues until the
operating system takes control. In this way, overall system security is enhanced, increasing resistance to
some firmware-based persistent threats.

Figure 1 shows a simplified version of this “chain of trust.”

BIOS checks Loader checks
Loader Signature Kernel Signatures
before handoff before handoff

9200108

Secure Boot requires no actions on your part to implement. It is implemented on supported hardware by
default.

For information on which Junos OS releases and hardware support Secure Boot, see Feature Explorer and
enter Secure Boot.

FIPS 140-2 Security Compliance

For advanced network security, a special version of Junos OS, called Junos-FIPS 140-2, is available.
Junos-FIPS 140-2 provides customers with software tools to configure a network of Juniper Networks
devices in a FIPS environment. FIPS support includes:

Upgrade package to convert Junos OS to Junos-FIPS 140-2

Revised installation and configuration procedures

Enforced security for remote access

FIPS user roles (Crypto Officer, User, and Maintenance)

FIPS-specific system logging and error messages

IPsec configuration for Routing Engine-to-Routing Engine communication

Enhanced password creation and encryption

Starting in Junos OS Release 15.1, Junos-FIPS is packaged in a domestic image only: a single Junos OS
image supports both domestic and FIPS features. Users that have the FIPS credentials and permission to
login can flip between a regular Junos image and FIPS image.


https://pathfinder.juniper.net/feature-explorer/

NOTE: Junos-FIPS has special password requirements. FIPS passwords must be between 10
and 20 characters in length. Passwords must use at least three of the five defined character sets
(uppercase letters, lowercase letters, digits, punctuation marks, and other special characters). If
Junos-FIPS is installed on the device, you cannot configure passwords unless they meet this
standard.
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Starting with Junos OS Release 15.1, certain hardware platforms run Junos OS based on an upgraded
FreeBSD kernel instead of older versions of FreeBSD. Basing Junos OS on the newer kernel (referred to
as Junos OS with upgraded FreeBSD) provides a clean-slate implementation of Junos OS on top of a
pristine (minimally modified) and current version of FreeBSD. Another advantage of using the upgraded
FreeBSD is access to sophisticated processing, efficiency, and security features which do not have to be
reproduced in Junos OS.

Certain changes came with Junos OS with Upgraded FreeBSD: how Junos OS installation packages are
named, some CLI commands and statements are deprecated and others are introduced, and how disk
volumes and system backup (snapshots) work.

For more information on changes in Junos OS installation package names, see “Junos OS Installation
Package Names” on page 110. For other changes in Junos OS with upgraded FreeBSD, see the following
subsections:



Release Information for Junos OS with Upgraded FreeBSD

Junos OS with upgraded FreeBSD was first introduced in Junos OS Release 15.1 running on bare metal.

In Junos OS Release 16.1, with the release of virtualized Routing Engines RE-MX-X6, RE-MX-X8, and
RE-PTX-X8, Junos OS with upgraded FreeBSD could run as a guest virtual machine (VM) on a Linux VM
host.

NOTE: VM hosts only run virtualized Junos OS with upgraded FreeBSD.

To find which platforms support Junos OS with upgraded FreeBSD, see Feature Explorer and enter one
of the following:

e For non-virtualized, enter freebsd and select Junos kernel upgrade to FreeBSD 10+.

e For virtualized, enter virtualization and select Virtualization of the Routing Engine.

NOTE: Before upgrading to Junos OS Release 15.1 or later on these platforms, see the installation
and upgrade procedures in the following topics:

o Bare metal: “Upgrading Junos OS with Upgraded FreeBSD” on page 282

o Guest VM: “Installing, Upgrading, Backing Up, and Recovery of VM Host” on page 326

Processing Changes in Junos OS with Upgraded FreeBSD

The major processing changes in Junos OS with upgraded FreeBSD are as follow:

o Interactions between Junos OS and the upgraded FreeBSD kernel use well-established interfaces because
Junos OS is now layered on a minimally modified and current version of FreeBSD.

o Symmetric multiprocessing (SMP) is enabled by default.
e FreeBSD provides a consistent runtime environment for all Junos OS platforms.

e An Upgraded FreeBSD image also includes FIPS mode as a configuration mode, eliminating the need for
a separate FIPS package.

e Better scaling numbers in platforms with multiple CPU cores.

o No adverse effect on the routing engine performance on platforms with no additional virtual CPUs
(VCPU).

e Storage space for JUNOS root partition is 4 G and 16 G for var and config partitions, which is same as
in the legacy JUNOS image.


https://pathfinder.juniper.net/feature-explorer/

Limitations:
The following limitations exist on the upgraded FreeBSD for SRX Series devices:

e Upgraded FreeBSD is supported only on Routing Engine 1800X4 type.
e The underlying FreeBSD is 64 bits, while there are specific 32-bit processes and utilities.

e ISSU is not supported from an older version of FreeBSD to an upgraded FreeBSD. However, it is supported
between upgraded FreeBSDs.

e If you downgrade from Junos OS Release 17.4 to any previous releases, the system boots up with default
factory configuration. Before attempting to downgrade from Junos OS Release 17.4 to any previous
releases, the IDP configuration must be deleted.

There are also major changes in file structures and software packages. These changes are as follows:

o New packages use XML description files instead of scripts.

o Multiple package sets (a collection of installed packages) are stored on the device at the same time. Sets
can be active (the currently used set), pending (the set that should be used at the next reboot), or previous
(a formerly active set). Nonrecovery snapshots (but not recoverable image snapshots) are available for
the package sets to preserve package content lists.

Changes in Package Names for Junos OS with Upgraded FreeBSD

IN THIS SECTION

Linux-Based Platforms Package Names | 37

EX Series Switches Package Names | 37

MX Series Routers Package Names | 38

QFX Series and EX4600 Switches Package Names | 39
SRX5400, SRX5600, and SRX5800 Devices Package Names | 40

Junos OS with upgraded FreeBSD is based on an upgraded FreeBSD kernel and has been released on a
platform-by-platform basis starting in Junos OS Release 15.1. Package-naming conventions changed in
certain ways with the release of Junos OS with upgraded FreeBSD, depending on the hardware platform.

Junos OS with upgraded FreeBSD packages use XML description files instead of scripts.

Installation package names for VM hosts begin with the junos-vmhost-install prefix.



For information on and examples of other installation package names for Junos OS with upgraded FreeBSD,
see the following subsections:

Linux-Based Platforms Package Names

The following are components of the Junos OS with upgraded FreeBSD package-naming conventions for
Linux-based packages such as those for SRX Series, ACX Series, NFX Series, OCX Series, and PTX Series:

o Prefix—Linux-based devices use the jinstall-host prefix for Junos OS with upgraded FreeBSD.
e Platform—This field indicates the major product group, such as acx, nfx, ocx, or ptx.
e Product—This field indicates the specific product.

o Architecture—This field indicates the CPU architecture of the platforms. Values include x86 for Intel
and arm for Advanced RISC Machines CPUs.

o Application Binary Interface (ABI)—This field indicates the “word length” of the CPU architecture. Values
include 32 for 32-bit architectures and 64 for 64-bit architectures.

e Release—This field indicates the release number, such as 17.3R1.3.

o Edition—The edition field is null (empty) for standard (domestic) images. For jurisdictions with limits on
dataplane encryption, this field is set to limited.

Examples of valid Junos OS with upgraded FreeBSD package names include the following:

e jinstall-host-acx5k-17.2R1.13-signed.tgz

o jinstall-host-nfx-2-flex-x86-32-17.2R1.13-secure-signed.tgz

EX Series Switches Package Names

There are multiple conventions for naming installation packages for EX Series switches.

e The EX9200 switch is based on the MX Series routers and has the same package-naming convention as
the MX Series routers. See “MX Series Routers Package Names” on page 38.

e The EX4600 switch is based on the QFX5100 platform and has the same package-naming convention
as the QFX5100 platform. See “QFX Series and EX4600 Switches Package Names” on page 39.

e The components of the Junos OS with Upgraded FreeBSD package-naming conventions for EX2300
and EX3400 switches are as follows:

o Prefix—This is junos-arm. This prefix takes the place of the jinstall prefix used in earlier releases of
Junos OS.

o Media keyword—Added to the prefix, a media keyword is only used when the image is not for use
with the request system software add command. Media keywords follow the term media in the package
name. Values for the media keyword include the following:

usb for images installed from a USB drive

net for images installed from the loader prompt



o Architecture—This field indicates the CPU architecture of the platforms. Values include x86 for Intel
and arm for Advanced RISC Machines CPUs.

o Application Binary Interface (ABI)—This field indicates the “word length” of the CPU architecture.
Values include 32 for 32-bit architectures and 64 for 64-bit architectures.

o Release—This field indicates the release number, such as 15.1R1.9.

o Edition—The edition field is null (empty) for standard (domestic) images. For jurisdictions with limits
on dataplane encryption, this field is set to limited.

As before, all images are in tarred and gzipped (.tgz) format.

NOTE: There are no longer “export” worldwide images or separate FIPS images. The keyword
“signed” no longer appears because all Junos OS images are signed for validation.

Examples of valid Junos OS software package names include the following:

e junos-arm-32-15.1X53-D50.2.tgz—Image for an EX2300 or EX3400 platform for jurisdictions without
limits on dataplane encryption.

e junos-arm-32-15.1X53-D50.2-limited.tgz —Image for an EX2300 or EX3400 platform for jurisdictions
with limits on dataplane encryption.

e junos-install-media-usb-arm-32-15.1X53-D50.2.img—Image stored on and installed from a USB drive
for a EX2300 or EX3400 platform for jurisdictions without limits on dataplane encryption.

e junos-install-media-net-arm-32-15.1X53-D50.2.tgz—Image stored on the tftp server and installed from

aloader prompt for a EX2300 or EX3400 platform for jurisdictions without limits on dataplane encryption.

MX Series Routers Package Names

The components of the Junos OS with Upgraded FreeBSD package-naming conventions for MX Series
routers and EX9200 switches are as follows:

o Prefix—This is junos-install. This prefix takes the place of the jinstall prefix used in earlier releases of
Junos OS.

e Media keyword—Added to the prefix, a media keyword is only used when the image is not for use with
the request system software add command. Media keywords follow the term media in the package
name. Values for the media keyword include the following:

usb for images installed from a USB drive

net for images installed from the loader prompt

e Platform—This field indicates the major product group, such as ex92xx or mx.

o Architecture—This field indicates the CPU architecture of the platforms. Values include x86 for Intel
and arm for Advanced RISC Machines CPUs.



e Application Binary Interface (ABI)—This field indicates the “word length” of the CPU architecture. Values
include 32 for 32-bit architectures and 64 for 64-bit architectures.

e Release—This field indicates the release number, such as 17.3R1.3.

¢ Edition—The edition field is null (empty) for standard (domestic) images. For jurisdictions with limits on
dataplane encryption, this field is set to limited.

As before, all images are in tarred and gzipped (.tgz) format.

NOTE: There are no longer “export” worldwide images or separate FIPS images. The keyword
“signed” no longer appears because all Junos OS images are signed for validation.

Examples of valid Junos OS with upgraded FreeBSD package names include the following:

e junos-install-mx-x86-32-15.1R1.9.tgz—Image for a supported MX Series platform for jurisdictions
without limits on dataplane encryption.

e junos-install-mx-x86-32-15.1R1.9-limited.tgz—Image for a supported MX Series platform used for
jurisdictions with limits on dataplane encryption.

¢ junos-install-media-usb-mx-x86-32-15.1R1.9.tgz—Image stored on and installed from a USB drive for
a supported MX Series platform for jurisdictions without limits on dataplane encryption.

e junos-install-ex92xx-x86-64-17.2R1.13-limited.tgz—Image for an EX9200 plaform for jurisdictions with
limits on dataplane encryption.

e junos-install-media-usbh-ex92xx-17.2R1.13.img.gz—Image stored on and installed from a USB for an

EX9200 platform for jurisdictions without limits on dataplace encryption.

QFX Series and EX4600 Switches Package Names

The components of the Junos OS with upgraded FreeBSD package-naming conventions for QFX Series
and EX4600 switches installation packages are as follows:

e Prefix—Linux-based devices use the jinstall-host prefix for Junos OS with upgraded FreeBSD.
e Platform—This field indicates the major product group, such as ex-4600 or qgfx.
e Product—This field indicates the specific product, such as 5e or 10-f or 10-m

e Architecture—This field indicates the CPU architecture of the platforms. Values include x86 for Intel
and arm for Advanced RISC Machines CPUs.

¢ Application Binary Interface (ABI)—This field indicates the “word length” of the CPU architecture. Values
include 32 for 32-bit architectures and 64 for 64-bit architectures.



o Release—This field indicates the release number, such as 17.3R1.3.

¢ Edition—The edition field is null (empty) for standard (domestic) images. For jurisdictions with limits on
dataplane encryption, this field is set to limited.

Examples of valid Junos OS with upgraded FreeBSD package names include the following:

o jinstall-host-ex-4600-17.2R1.13-limited-signed.tgz

e jinstall-host-ex-4600-17.2R1.13-signed.tgz

o jinstall-host-qfx-5e-x86-64-17.2R1.13.tgz

e jinstall-host-qfx-10-f-flex-x86-64-17.2R1.13-secure-signed.tgz

o jinstall-host-qfx-10-m-x86-64-17.2R1.13-secure-limited-signed.tgz
e jinstall-host-gfx-5-17.2R1.13-limited-signed.tgz

SRX5400, SRX5600, and SRX5800 Devices Package Names

The components of the Junos OS with upgraded FreeBSD package-naming conventions for SRX5400,
SRX5600, and SRX5800 are as follows:

o Prefix—This is junos-install. This prefix takes the place of the prefix junos-srx5000.

e Media keyword—Added to the prefix, a media keyword is only used when the image is not for use with
the request system software add command. Values for the media keyword include usb for images
installed from a USB drive or net for images installed from the loader prompt; for example, the entire
prefix of your package might be junos-install-media-net or junos-install-media-usb.

o Architecture—This field indicates the CPU architecture of the platforms. Values include x86 for Intel
and arm for Advanced RISC Machines CPUs.

e Application binary interface (ABI)—This field indicates the “word length” of the CPU architecture. Values
include 32 for 32-bit architectures and 64 for 64-bit architectures.

e Release—This field indicates the release number, such as 17.3.

¢ Edition—The edition field is null (empty) for the standard (domestic) images. For jurisdictions with limits
on dataplane encryption, this field is set to limited.

NOTE: There are no longer “export” worldwide images or separate FIPS images. The keyword
“signed” no longer appears because all Junos OS images are signed for validation.

Examples of valid Junos OS software package names include the following:

¢ junos-install-srx5000-x86-64-17.3R1.9.tgz—An image for a SRX5400, SRX5600, and SRX5800 devices.

¢ junos-install-media-usb-srx5000-x86-64-17.3R1.9.img.gz—An image stored on and installed from a
USB flash drive for SRX5400, SRX5600, and SRX5800 devices.



Changes in Commands and Statements in Junos OS with Upgraded FreeBSD

There is now a separate Operation, Administration, and Maintenance (OAM) volume (oam) distinct from
the Junos OS volume (junos).

One major change between Junos OS and Junos OS with upgraded FreeBSD is the distinction between
recovery snapshots and nonrecovery snapshots.

The upgraded FreeBSD kernel requires changes to several commands and statements and their related
parameters. The new and changed actions are summarized in Table 3 on page 41. For details on the changes
listed in Table 3 on page 41, see the topics covering the specific command or statement.

For changed actions for VM hosts, see “VM Host Operations and Management” on page 350.
Table 3: New and Changed Commands and Statements for Junos OS with Upgraded FreeBSD

Command or Statement Change

request system snapshot delete snapshot New action

request system snapshot recovery

request system snapshot load snapshot

request system recover volume

request system snapshot

show system snapshot

request system reboot (junos | network | oam | usb}

request system reboot

request system software validate on

request system software rollback

New action

New action

New action: volume is either /junos-volume or
/oam-volume

Changed action

Changed action

Changed action with new media options

Changed action

Changed action

Changed action

The upgraded FreeBSD kernel also requires that several commands and statements in Junos OS be
deprecated in Junos OS with upgraded FreeBSD. The deprecated commands and statements are summarized
in Table 4 on page 42. The date of deprecation is the release date for that platform supporting Junos OS
with upgraded FreeBSD. To find which platforms support Junos OS with upgraded FreeBSD, see Feature
Explorer and enter one of the following:

e For non-virtualized, enter freebsd and select Junos kernel upgrade to FreeBSD 10+.


https://pathfinder.juniper.net/feature-explorer/
https://pathfinder.juniper.net/feature-explorer/

e For virtualized, enter virtualization and select Virtualization of the Routing Engine.

Table 4: Deprecated Commands and Statements for Junos OS with Upgraded FreeBSD

Deprecated Command or Configuration Statement Release Deprecated

Deprecated Command

request system partition abort see Feature Explorer.
request system partition compact-flash

request system partition hard-disk

request system snapshot <config-partition>

request system snapshot <root-partition>

request system snapshot <slice>

request system software delete-backup

request system software rollback <force>

show system processes providers

show system snapshot <slice>

Deprecated Configuration Statement

set system mirror-flash-on-disk see Feature Explorer.

SEE ALSO

request system snapshot (Junos OS with Upgraded FreeBSD) | 603
show system snapshot (Junos OS with Upgraded FreeBSD) | 760
request system reboot (Junos OS with Upgraded FreeBSD) | 580


https://pathfinder.juniper.net/feature-explorer/
https://pathfinder.juniper.net/feature-explorer/

Changes in Disk Volumes for Junos OS with Upgraded FreeBSD
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In computer data storage, a volume or logical drive is a single accessible storage area with a single file
system, typically (though not necessarily) resident on a single partition of a hard disk.

Junos OS with upgraded FreeBSD has two volumes: dev/gpt/junos (/junos for short) and a separate
operations, administration, and maintenance (OAM) volume dev/gpt/oam (/oam for short).

/junos Volume

The /junos volume is used for running device software and holds configuration information and logs.

The /junos volume contains a directory named /packages/db that has all the components present on the
device, such as os-kernel-123, os-kernel-456, and so on. A sibling directory named /package-sets is also
present. Package sets are an important concept in Junos OS with upgraded FreeBSD.

The /package-sets directory contains a package listing that gathers all the components of the running
Junos OS into an XML format in the /active subdirectory. So os-kernel-123 could be a component in the
/package-sets/active subdirectory, but then os-kernel-456 could not be in the same XML package. Package
sets do not contain the kernel software itself (for example), but tell the device where to find the kernel
component needed for the software package. The same kernel can be present in several package listings,
but only one package can be active and running on the device at any given time.

There are several directories on the /junos volume where a particular software package listing can be
found:

o /previous— The package set in this directory contains the list of all the components that ran on the
device before the last upgrade.

e /active— The package set in this directory contains the list of all the software components currently
running on the device.

¢ /pending— The package set in this directory contains the list of all the software components on the
device that will run after the next reboot.

NOTE: After a successful reboot, the package set in the /pending directory becomes the active
package set, and the package set in the /active directory becomes the previous set.



The /junos volume also contains non-recovery snapshots taken with the request system snapshot command.
These types of snapshots are new to Junos OS with upgraded FreeBSD and cannot be used for recovery
of a failed system. Non-recovery snapshots are a special type of package set that includes a copy of the
configuration. For more information on non-recovery snapshots, see “Changes in Use of Snapshots for
Junos OS with Upgraded FreeBSD” on page 44.

/oam Volume

The compact flash drive is the /oam volume. In case of failure of the main drive (that is, the /junos volume),
the /oam volume can be used to boot the system. In order to perform this reboot, the /oam volume needs
to have all of the information required to provide the system with a running configuration. This information
is provided by the recovery snapshot, created with the request system snapshot recovery command.
Although it can take a while to perform, the recovery snapshot establishes an .izo or .iso image of the
running Junos OS. For more information on recovery snapshots, see “Changes in Use of Snapshots for
Junos OS with Upgraded FreeBSD” on page 44.

Changes in Use of Snapshots for Junos OS with Upgraded FreeBSD
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Recovery Snapshots | 44

Non-Recovery Snapshots | 45

Snapshots taken with Junos OS with upgraded FreeBSD are not the same as snapshots taken with Junos
OS (as in legacy Junos OS). The two are not compatible with each other. A recovery snapshot on a USB
taken from a router running Junos OS based on the older FreeBSD kernel is not supported for recovery
after the router is upgraded to Junos OS with upgraded FreeBSD.

Junos OS with upgraded FreeBSD has two types of snapshots: recovery snapshots (which are not the
same thing as recovery snapshots taken using the older Junos OS) and non-recovery snapshots. Recovery
snapshots and non-recovery snapshots have different content, locations, and purposes, so it is important
that they are created and maintained properly. We recommend that you generate both a non-recovery
and a recovery snapshot after you successfully upgrade to Junos OS with upgraded FreeBSD, and refresh
these snapshots periodically.

Recovery Snapshots

The major characteristics of recovery snapshots are as follow:

e Recovery snapshots are full copies of the packages and configuration taken at the time the snapshot
command is issued.

e Recovery snapshots reside on the OAM volume or USB medium.



Recovery snapshots take some time to complete because of the level of detail captured. Recovery snapshots
can be used to recover the Junos OS volume. There is only ever one recovery snapshot on the system.

A recovery snapshot is automatically taken when, for the first time, you upgrade from a pre-FreeBSD-based
Junos OS release to Junos OS with upgraded FreeBSD. Therefore, unless someone manually deletes the
recovery snapshot, there should always be a recovery snapshot.

If a device does not have a recovery snapshot, then the only way to recover the device would be to do a
media install (network or USB).

Helpful commands for recovery snapshots are:

¢ request system snapshot recovery—Use this command to create a recovery snapshot. You can use other
parameters to determine the details of the recovery snapshot created. There is only ever one recovery
snapshot on the system.

o show system snapshot—As of Junos OS Release 17.2, use this command to list the recovery snapshot.

e Previous to Junos OS Release 17.2, use the following shell command to see if a recovery snapshot exits
on the device:

# oamctl list-snapshots

Non-Recovery Snapshots

The major characteristics of the non-recovery snapshots are as follows:

Non-recovery snapshots reside on the /junos volume.

Non-recovery snapshots refer to the current running set of packages and a copy of the configuration
at the time the snapshot command is issued.

Non-recovery snapshots do not need to copy the whole Junos OS installation and so are very fast.

e Non-recovery snapshots can be requested as the boot image for the next reboot.

e There can be many non-recovery snapshots on the device, and the files can be renamed.

Multiple non-recovery snapshots, essentially lists of software components and configuration files, can be
helpful when major software or configuration changes are occurring and establishment of a known stable
system baseline is required.

Non-recovery snapshots consume little space, except for the config.tgz file.

A non-recovery snapshot is also a package set in a sense, with the addition of a copy of the configuration
at the time that the non-recovery snapshot is taken.

Packages that are no longer referenced by any package set or non-recovery snapshot are automatically
deleted. We recommend deleting any old non-recovery snapshots after an upgrade so that old packages
can be deleted and space recovered.



The snapshot script (which is the script that generates output for non-recovery snapshots) does not
generate XML output. In such cases, the <output> tag is used.

user@host> request system snapshot | display xml

<rpc-reply xmIns:junos="http://xml.juniper.net/junos/18.110/junos'>
<output>
NOTICE: Snapshot snap.20180105.165049 created successfully
</output>
<cli>
<banner></banner>
</cli>
</rpc-reply>

This is documented in <rpc-reply> in the Junos XML Management Protocol Developer Guide.
Some helpful commands for non-recovery snapshots are:

e request system snapshot—Use this command to create a non-recovery snapshot.
¢ show system snapshot—Use this command to list all the available non-recovery snapshots.

e request system snapshot delete—Use this command to delete a non-recovery snapshot.

SEE ALSO

show system snapshot (Junos OS with Upgraded FreeBSD) | 760
request system snapshot (Junos OS with Upgraded FreeBSD) | 603

Junos OS Installation Package Names | 110
Junos OS Editions | 115
Upgrading and Downgrading to Junos with Upgraded FreeBSD | 281
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The installation process removes all stored files on the device except the juniper.conf and SSH files.
Therefore, you should back up your current configuration in case you need to return to the current software
installation after running the installation program. You can also recover the configuration file and the Junos
OS if required.

Understanding How to Back Up an Installation on Switches
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Understanding System Snapshot on QFX Switches | 49

Understanding System Snapshot on EX Series Switches | 49

You can create copies of the software running on a switch using the system snapshot feature. The system
snapshot feature takes a “snapshot” of the files currently used to run the switch—the complete contents
of the /config and /var directories, which include the running Junos OS, the active configuration, and the
rescue configuration—and copies all of these files into an alternate (internal, meaning internal flash, or an
external, meaning USB flash) memory source. You can then use this snapshot to boot the switch at the
next boot up or as a backup boot option.

On devices running Junos OS Evolved, this command only copies the contents of the /soft directory, which
includes the running version of Junos OS Evolved.



Understanding System Snapshot on QFX Switches

NOTE: On QFX3500 and QFX3600 switches running Enhanced Layer 2 Software, all of the
directories that reside in the “/” partition are read only.

NOTE: System snapshot is not supported on QFX10000 switches.

You can only use snapshots to move files to external memory if the switch was booted from internal
memory, or to move files to internal memory if the switch was booted from external memory. You cannot
create a snapshot in the memory source that booted the switch even if the snapshot is being created on
a different partition in the same memory source.

Snapshots are particularly useful for moving files onto USB flash drives. You cannot use the copy command
or any other file-moving technique to move files from an internal memory source to USB memory on the
switch.

System snapshots on the switch have the following limitations:

e You cannot use snapshots to move files to any destination outside of the switch other than an installed
external USB flash drive.

e Snapshot commands are always executed on a local switch.

Understanding System Snapshot on EX Series Switches

The switch can boot from either internal flash media or external (USB) flash media. The contents of the
snapshot vary depending on whether you create the snapshot on the media that the switch booted from
or on the media that it did not boot from.

Snapshots are particularly useful for moving files onto USB flash drives. You cannot use the copy command
or any other file-moving technique to move files from an internal memory source to USB memory on the
switch.

e If you create the snapshot on the media that the switch did not boot from, the following partitions on
the boot media are included in the snapshot: root, altroot, var, var/tmp, and config.

The root partition is the primary boot partition, and the altroot partition is the backup boot partition.

o If you create the snapshot on the media that the switch booted from, the root partition that the switch
booted from is copied to the alternate root partition. The var, var/tmp, and config partitions are not
copied as part of the snapshot because they already exist on the boot media.



The system snapshot feature has the following limitations:

e You cannot use snapshots to move files to any destination outside the switch other than an installed
external USB flash drive or switches that are members of the same Virtual Chassis as the switch on
which you created the snapshot.

e Snapshot commands, like all commands executed on a Virtual Chassis, are executed on the local member
switch. If different member switches request the snapshot, the snapshot command is pushed to the
Virtual Chasis member creating the snapshot and is executed on that member, and the output is then
returned to the switch that initiated the process. For instance, if the command to create an external
snapshot on member 3 is entered on member 1, the snapshot of internal memory on member 3 is taken
on external memory on member 3. The output of the process is seen on member 1. No files move
between the switches.

Creating a Snapshot and Using It to Boot a QFX Series Switch
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The system snapshot feature takes a “ snapshot” of the files currently used to run the device— the complete
contents of the /config directories, which include the running Juniper Networks Junos OS, the active
configuration, and the rescue configuration, as well as the host OS— and copies all of these files into an
external USB flash drive.

NOTE: EX4600 and QFX Series products except for QFabric only support snapshot via external
USB. QFabric does not support request system snapshot at all.

You can use the snapshot to boot the device at the next bootup or as a backup boot option.

The system snapshot feature is especially effective as a bootup option after a partition corruption, as it is
the only recovery option that allows you to completely restore the Junos OS and configuration in the
event of a corrupted partition on a switch.



NOTE: EX4600 and most QFX Series switches support snapshot via external USB.

NOTE: The following products do not support system snapshot: QFabric and QFX5200 and
QFX10000 switches.

This topic includes the following tasks:

Creating a Snapshot on an External USB Flash Drive and Using It to Boot a QFX Series Switch

A snapshot can be created on an external USB flash drive after a device is booted using files stored in
internal memory.

Ensure that you have the following tools and parts available before creating a snapshot on an external
USB flash drive:

e An external USB flash drive that meets the device USB port specifications. See USB Port Specifications
for the QFX Series.

To create a snapshot on the external USB flash drive and use it to boot the device:

1. Insert the external USB flash drive.

2. Issue the request system snapshot command.

user@device> request system snapshot

Starting snapshot to usb (/dev/da0)

Creating snapshot on the host ..

Copying bootable disk image from host ..

Writing to usb (/dev/da0) ..

Copying "Host 0S" to "/dev/daOsl1l" .. (this may take a few minutes)
Copying "JUNOS®" to "/dev/daOsl® .. (this may take a few minutes)
The following filesystems were archived: / /config Host-0S

3. (Optional) Perform this step if you want to boot the device now using the snapshot stored on the
external USB flash drive. If you created the snapshot as a backup, do not perform this step.



¢ Insert the external USB flash drive.
e Power cycle the device.
The external USB flash drive is detected.

e The software prompts you with the following options:

Junos Snapshot Installer - (c) Juniper Networks 2013
Reboot

Install Junos Snapshot [13.2-20131115 x_132 x51 vjunos.O
Boot to host shell [debug]

o Select Install Junos Snapshot to install the snapshot located on the external USB flash drive to the
device.

The device copies the software from the external USB flash drive, occasionally displaying status
messages. When the software is finished being copied from the external USB flash drive to the device,
the device then reboots from the internal flash storage on which the software was just installed.
When the reboot is complete, the device displays the Junos OS login prompt:

root@device#

Creating a Snapshot and Using It to Boot a QFX3500 and QFX3600 Series Switch
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The system snapshot feature takes a “snapshot” of the files currently used to run the QFX Series switch—the
complete contents of the /config and /var directories, which include the running Juniper Networks Junos
OS, the active configuration, and the rescue configuration—and copies all of these files into an alternate
(internal, meaning internal flash, or an external, meaning USB flash) memory source. You can then use
these snapshots to boot the switch at the next bootup or as a backup boot option.



The system snapshot feature is especially effective as a bootup option after a partition corruption, as it is
the only recovery option that allows you to completely restore the Junos OS and configuration in the
event of a corrupted partition.

This topic includes the following tasks:

Creating a Snapshot on a USB Flash Drive and Using It to Boot the Switch

NOTE: Creating a snapshot is not supported on QFX10000 switches.

A snapshot can be created on USB flash memory after a switch is booted using files stored in internal
memory.

Ensure that you have the following tools and parts available before creating a snapshot on a USB Flash
drive:

e A USB flash drive that meets the QFX Series switch USB port specifications. See USB Port Specifications
for the QFX Series.

To create a snapshot on USB flash memory and use it to boot the switch:

1. Place the snapshot into USB flash memory:

user@switch> request system snapshot partition

NOTE: This example uses the partition option. If you have already created a partition for the
snapshot, you don't need to use the partition option.

2. (Optional) Perform this step if you want to boot the switch now using the snapshot stored on the
external USB flash drive. If you created the snapshot as a backup, do not perform this step.

e To reboot the switch using the most recently created snapshot:
user@switch> request system reboot
e To reboot the switch using a snapshot in a specific partition on the USB flash drive:

user@switch> request system reboot slice 1



Creating a Snapshot on an Internal Flash Drive and Using it to Boot the Switch

A snapshot can be created on internal memory after a switch is booted using files stored in external
memory.

To create a snapshot in internal memory and use it to boot the switch:

1. Place the snapshot files in internal memory:

user@switch> request system snapshot partition

NOTE: This example uses the partition option. If you have already created a partition for the
snapshot, you don’t need to use the partition option.

2. (Optional) Perform this step if you want to boot the switch now using the newly created snapshot. If
you created the snapshot as a backup, do not perform this step.

e To reboot the switch using the most recently created snapshot:

user@switch> request system reboot

e To reboot the switch using a snapshot in a specific partition in internal memory:

user@switch> request system reboot slice 1

Creating a Snapshot on the Alternate Slice of the Boot Media

The alternate slice of the boot media contains a backup software image that the switch can boot from if
it is unable to boot from the primary slice. When you upgrade software, the new software image gets
copied only to the primary slice of the boot media.

To create a snapshot of the currently booted software image on the backup slice of the boot media:

user@switch> request system snapshot slice alternate

After the system boots up, you will see the following message before the login prompt:
WARNING: THIS DEVICE HAS BOOTED FROM THE BACKUP JUNOS IMAGE

It is possible that the primary copy of JUNOS failed to boot up properly, and so this device has booted
up from the backup copy.

Please re-install JUNOS to recover the primary copy in case it has been corrupted.



The system will generate an alarm indicating that the switch has booted from the backup slice.

Creating a Snapshot and Using It to Boot an EX Series Switch
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The system snapshot feature takes a “snapshot” of the files currently used to run the switch and copies
them to an alternate storage location. You can then use this snapshot to boot the switch at the next bootup
or as a backup boot option.

This topic includes the following tasks:

Creating a Snapshot on a USB Flash Drive and Using It to Boot the Switch

You can create a snapshot on USB flash memory after a switch is booted by using files stored in internal
memory.

Ensure that you have the following tools and parts available before creating a snapshot on a USB flash
drive:

o A USB flash drive that meets the switch USB port specifications. See USB Port Specifications for an EX
Series Switch.

To create a snapshot on USB flash memory and use it to boot the switch:

1. Place the snapshot into USB flash memory:
user@switch> request system snapshot partition media usb

2. (Optional) Perform this step if you want to boot the switch now using the snapshot stored on the USB
flash drive.

user@switch> request system reboot media usb



Creating a Snapshot and Using It to Boot an SRX Series device
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This example shows how to configure a boot device.

Requirements

Before you begin, ensure that the backup device has a storage capacity of at least 1 GB. See “Ensuring
Sufficient Disk Space for Junos OS Upgrades on SRX Devices” on page 133.

Overview

You can configure a boot device to replace the primary boot device on your SRX Series device or to act
as a backup boot device. Use either the J-Web user interface or the CLI to take a snapshot of the
configuration currently running on the device, or of the original factory configuration and a rescue
configuration, and save it to an alternate medium.

NOTE: For media redundancy, we recommend that you keep a secondary storage medium
attached to the SRX Series device and updated at all times.

If the primary storage medium becomes corrupted and no backup medium is in place, you can recover the
primary internal media from the TFTP installation.

You can also configure a boot device to store snapshots of software failures for use in troubleshooting.



NOTE: You cannot copy software to the active boot device.

NOTE: After a boot device is created with the default factory configuration, it can operate only
in an internal media slot.

This example configures a boot device to back up the currently running and active file system partitions
by rebooting from internal media and including only files shipped from the factory.

Configuration

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

From operational mode, enter:

user@host> request system snapshot partition media internal factory

GUI Step-by-Step Procedure

To configure a boot device:

1. In the J-Web user interface, select Maintain>Snapshot.

2. On the Snapshot page, specify the boot device to copy the snapshot to. From the Target Media list,
select the internal boot device.

3. Select the Factory check box to copy only default files that were loaded on the internal media when it
was shipped from the factory, plus the rescue configuration if one has been set.

4. Select the Partition check box to partition the medium that you are copying the snapshot to. This
process is usually necessary for boot devices that do not already have software installed on them.

5. Click Snapshot.

6. Click OK to check your configuration and save it as a candidate configuration.

7. If you are done configuring the device, click Commit Options>Commit.



Step-by-Step Procedure
The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure a boot device:

user@host> request system snapshot partition media internal factory

Results
From configuration mode, confirm your configuration by entering the show system snapshot media internal
command. If the output does not display the intended configuration, repeat the configuration instructions

in this example to correct it.

user@host> show system snapshot media internal

Information for snapshot on internal (/dev/adOsla) (backup)
Creation date: Oct 9 13:30:06 2009
JUNOS version on snapshot:

junos : 10.0B3.10-domestic
Information for snapshot on internal (/dev/ad0s2a) (primary)
Creation date: Jan 6 15:45:35 2010
JUNOS version on snapshot:

junos : 10.2-20091229.2-domestic

If you are done configuring the device, enter commit from configuration mode.

Backing Up the Current Installation on SRX Series Devices

IN THIS SECTION

Backing Up the Current Installation on SRX5800, SRX5600, and SRX5400 Devices | 59

Backing Up the Current Installation on SRX300, SRX320, SRX340, SRX345, SRX380, SRX550M, SRX3400,
and SRX3600 Devices | 59

Configuring External CompactFlash for SRX650 Devices | 59

This topic includes the following sections:



Backing Up the Current Installation on SRX5800, SRX5600, and SRX5400 Devices

Back up the current installation so that you can return to the current software installation. The installation
process using the installation package (jinstall*, for example) removes all stored files on the device except
the juniper.conf and SSH files. Therefore, you should back up your current configuration in case you need
to return to the current software installation after running the installation program.

To back up Junos OS on the SRX Series devices, issue the request system snapshot CLI operational
command. This command saves the current software installation on the hard disk, external USB storage
media device, or solid-state drive (SSD).

When the request system snapshot command is issued, the /root file system is backed up to /altroot, and
/config is backed up to /altconfig. The /root and /config file systems are on the devices's CompactFlash
card, and the /altroot and /altconfig file systems are on the devices’s hard disk or or solid-state drive (SSD).
When the backup is completed, the current and backup software installations are identical.

To copy the files to the device’s hard disk or solid-state drive (SSD), use the following command:

user@host> request system snapshot media

Backing Up the Current Installation on SRX300, SRX320, SRX340, SRX345, SRX380, SRX550M, SRX3400,
and SRX3600 Devices

On SRX Series devices, you can backup the current Junos OS image and configuration files onto a media
(such as a USB or CompactFlash) so that you can retrieve it back if something goes wrong.

To back up the currently running and active file system partitions on the device, use the following command:
user@host> request system snapshot media
Following options are supported:

o internal— Copies the snapshot to internal media.

e usb— Copies the snapshot to the USB storage device. This is the default option for SRX300, SRX320,
SRX340, SRX345, SRX380, and SRX550M devices.

o external— Copies the snapshot to an external storage device. This option is available for the compact
flash on the SRX650 Services Gateway only.

Configuring External CompactFlash for SRX650 Devices

Following procedure shows how to backup current installation on an SRX650 device.

The SRX650 Services Gateway includes the following 2 GB CompactFlash (CF) storage device:

e The Services and Routing Engine (SRE) contains a hot-pluggable external CF storage device used to
upload and download files.

e The chassis contains an internal CF used to store the operating system.



By default, only the internal CF is enabled and an option to take a snapshot of the configuration from the
internal CF to the external CF is not supported. This can be done only by using a USB storage device.

To take a snapshot of the configuration from the external CF:

1. Take a snapshot from the internal CF to a USB storage device using the request system snapshot media
usb command.

2. Reboot the device from the USB storage device using the request system reboot media usb command.
3. Go to the U-boot prompt.

4. Stop at U-boot and set the following variables:

set ext.cf.pref 1
save
reset

5. Once the system is booted from the USB storage device, take a snapshot from the external CF using
the request system snapshot media external command.

NOTE: Once the snapshot is taken on the external CF, we recommend that you set the
ext.cf.pref to 0 at the U-boot prompt.

Creating a Snapshot and Using It to Boot an ACX Series Router
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Understanding System Snapshot on an ACX Series Router

The system snapshot feature enables you to create copies of the software running on an ACX Series router.
You can use the system snapshot feature to take a “snapshot” of the files currently used to run the



router—the complete contents of the root (/) and /config directories, which include the running Juniper
Networks Juniper operating system (Junos OS) and the active configuration—and copy all of these files to
another media, such as a universal serial bus (USB) storage device, the active slice of a dual-root partitioned
router, or the alternate slice of a dual-root partitioned router.

NOTE: Junos OS automatically uses the backup software if the currently running software goes
bad. For example, if the da0Os1 slice goes bad, Junos OS automatically comes up using the da0s2
slice, and takes a snapshot of the da0s2 slice and copies it to the da0Os1 slice if the auto snapshot
functionality is configured, which is disabled by default. However, you can also do this manually
using the system snapshot feature.

NOTE: In ACX5048 and ACX5096 routers, the system snapshot feature is applicable only when
a USB storage device is used.

Typically, you can take a snapshot prior to the upgrade of an image on the dual internal NAND flash device
(da0s1 or da0s2), or to remedy a bad image, thereby preventing the bad image from rendering the system
useless. A snapshot to another media ensures that the device can boot from the other media in case the
system does not boot up from the current image.

You can take a snapshot of the currently running software and configuration on a router in the following
situations:

e The router's active slice (for example, daOs1) is updated with a new Junos OS image (using the jinstall
package). In such a case, you must update the other slice (da0s2) with the new image.

NOTE: The active slice can be daOs1 or da0Os2.

e The router's active slice (for example, daOs1) is corrupted and the router is rebooted from the backup
slice (that is, from da0s2). Therefore, you must restore a new image on the active slice—that is, on daOs1.

e Both slices of the router's dual internal NAND flash device are corrupted and the router continues trying
to reboot. In this situation, you can insert a USB storage device, boot the router from that device, and
restore the NAND flash device slices—da0s1 and da0Os2.

NOTE: Before you attempt to take a snapshot from the USB storage device, ensure that the
USB storage device contains an image of Junos OS from which the router can boot up.



SEE ALSO

request system snapshot (ACX Series)

Example: Taking a Snapshot of the Software and Configuration
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This example includes six scenarios in which you can take a snapshot of the currently running software
and configuration on an ACX Series router, prior to the upgrade of an image or to remedy a bad image,
thereby preventing the bad image from rendering the system useless.

Requirements

This example uses the following hardware and software components:

e One ACX Series router

e Junos OS Release 12.2 or later

Overview

In this example, the request system snapshot command is used to take a copy of the currently running
software and configuration on another media—for example, a universal serial bus (USB) storage device,
the active slice (daOs1 or da0s2) of a dual-root partitioned router, or the alternate slice (daOs1 or da0s2)
of a dual-root partitioned router. A snapshot to another media ensures that the device can boot from the
other media in case the system does not boot up from the current image.

CAUTION: After you run the request system snapshot command, you cannot return
A to the previous version of the software, because the running and backup copies of the
software are identical.



Taking a Snapshot

Scenario: To take a snapshot from a NAND flash device slice to a USB storage device:

1. Boot up the router from the NAND flash device and make sure that a formatted USB storage device
is plugged in to the router’s USB port. The USB storage device must be formatted for the root (/) and
/config directories.

2. Issue the request system snapshot command.

user@host> request system snapshot

Verifying compatibility of destination media partitions...

Running newfs (254MB) on usb media / partition (dalsla)...

Running newfs (47MB) on usb media /config partition (dalsle)...
Copying "/dev/da0s2a® to "/dev/dalsla® .. (this may take a few minutes)
Copying “/dev/dal0s2e” to "/dev/dalsle® .. (this may take a few minutes)
The following filesystems were archived: / /config

The root (/) and /config directories from the currently mounted NAND flash slice are copied to the
USB storage device.

Scenario: To take a snapshot from a NAND flash device slice to a USB storage device with formatting:
1. Boot up the router from the NAND flash device and make sure that a USB storage device is plugged
in to the router's USB port.

NOTE: Formatting a USB storage device deletes all the data on the USB storage device.

2. lIssue the request system snapshot partition command.

user@host> request system snapshot partition

clearing current label. ..
Partitioning usb media (dal) ...
Partitions on snapshot:

Partition Mountpoint Size Snapshot argument
a / 312MB root-size
e /config 47VB config-size
T /var 620MB  var-size

Running newfs (312MB) on usb media / partition (dalsla)...
Running newfs (47MB) on usb media /config partition (dalsle)...



Running newfs (620MB) on usb media /var partition (dalslf)...

Copying "/dev/dal0s2a® to "/dev/dalsla® .. (this may take a few minutes)
Copying "/dev/da0s2e" to "/dev/dalsle® .. (this may take a few minutes)
The following filesystems were archived: / /config

After the USB storage device is formatted, the root (/) and /config directories from the currently
mounted NAND flash slice are copied to the USB storage device.

Scenario: To take a snapshot from the active slice of the NAND flash device to the alternate slice:

1. Boot up the router from the NAND flash device.

2. lIssue the request system snapshot slice alternate command.

user@host> request system snapshot slice alternate

Verifying compatibility of destination media partitions. ..

Running newfs (439MB) on internal media / partition (daOsla)...
Running newfs (46MB) on internal media /config partition (daOsle)...
Copying "/dev/dal0s2a” to "/dev/daOsla® .. (this may take a few minutes)
Copying "/dev/da0s2e" to "/dev/dalOsle" .. (this may take a few minutes)
The following filesystems were archived: / /config

The root (/) and /config directories from the currently mounted NAND flash slice are copied to the
other slice.

Scenario: To take a snapshot from an active slice of the NAND flash device to the alternate slice after
partitioning:

1. Boot up the router from the NAND flash device.

2. Issue the request system snapshot partition slice alternate command.

user@host> request system snapshot partition slice alternate

Verifying compatibility of destination media partitions...

Running newfs (439MB) on internal media / partition (da0Osla)...
Running newfs (46MB) on internal media /config partition (daOsle)...
Copying "/dev/da0s2a” to "/dev/daOsla® .. (this may take a few minutes)
Copying "/dev/dal0s2e” to "/dev/dalOsle® .. (this may take a few minutes)
The following filesystems were archived: / /config



The BSD label (disk partitioning information) for the active flash slice is installed and then the root (/)
and /config directories from the currently mounted NAND flash slice are copied to the other slice.

Scenario: To take a snapshot from a USB storage device to the active slice of the NAND flash device:

1. Boot up the router from a USB storage device containing the required Junos OS image.

2. lIssue the request system snapshot command.

user@host> request system snapshot

Verifying compatibility of destination media partitions...

Running newfs (439MB) on internal media / partition (da0Osla)...
Running newfs (46MB) on internal media /config partition (daOsle)...
Copying "/dev/dalsla® to "/dev/daOsla® .. (this may take a few minutes)
Copying "/dev/dalsle” to "/dev/daOsle® .. (this may take a few minutes)
The following filesystems were archived: / /config

The root (/) and /config directories from the USB storage device are copied to the active NAND flash
slice.

Scenario: To take a snapshot from a USB storage device to the active slice of the NAND flash device after
partitioning:

1. Boot up the router from a USB storage device containing the required Junos OS image.

2. lIssue the request system snapshot partition command.

user@host> request system snapshot partition

Verifying compatibility of destination media partitions. ..

Running newfs (439MB) on internal media / partition (da0Osla)...
Running newfs (46MB) on internal media /config partition (daOsle)...
Copying "/dev/dalsla® to "/dev/daOsla® .. (this may take a few minutes)
Copying "/dev/dalsle” to "/dev/daOsle” .. (this may take a few minutes)
The following filesystems were archived: / /config

The BSD label (disk partitioning information) for the active flash slice is installed and then the root (/)
and /config directories from the USB storage device are copied to the active NAND flash slice.

SEE ALSO
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Creating a Snapshot and Using It to Boot an MX Router

During a successful upgrade, the upgrade package completely reinstalls the existing Junos OS. It retains
configuration files, log files, and similar information from the previous version, that is, all stored files except
the juniper.conf and SSH files are removed. Creating a backup has the following advantages:

e The device can boot from a backup and come back online in case of failure or corruption of the primary
boot device in the event of power failure during an upgrade.

e Your active configuration files and log files are retained.

e The device can recover from a known, stable environment in case of an unsuccessful upgrade.

You can use either the J-Web user interface or the CLI to back up the primary boot device on to the
secondary storage device.

As of Junos OS Release 15.1, certain platforms run Junos OS based on an upgraded FreeBSD kernel (Junos
OS with upgraded FreeBSD). For information about backing up Junos OS with upgraded FreeBSD, see

“Upgrading Junos OS with Upgraded FreeBSD” on page 282. For information on which platforms use Junos
OS with upgraded FreeBSD, see “Release Information for Junos OS with Upgraded FreeBSD” on page 35.

After a successful upgrade, remember to back up the new current configuration to the secondary device.
On routers, you should back up the existing installation so that you can return to it if needed.

In a dual Routing Engine system, you need to back up both Routing Engines.

To back up files to the router’s hard disk or solid-state drive (SSD):

e Issue the request system snapshot CLI operational command:
user@host> request system snapshot

When the request system snapshot command is issued, the /root file system is backed up to /altroot,
and /config is backed up to /altconfig. The /root and /config file systems are on the router’s
CompactFlash card, and the /altroot and /altconfig file systems are on the router’s hard disk or SSD.
When the backup is completed, the current and backup software installations are identical.



NOTE: On routers without a CompactFlash card, where the hard disk is the primary boot device,
you cannot back up your software installation. On MX104 routers, which do not have a
CompactFlash card, you can back up your software installation on an external USB storage media
device.

To back up files on an MX104 to a specified external storage media device:

e Issue the request system snapshot media CLI operational command. For example:

user@host > request system snapshot media usb1

On MX104 routers, when you issue the request system snapshot operational command to back up the
current software installation, the backup is done on the first USB storage media device.

To back up files from the NAND flash device to a USB storage media device:

o Issue the request system snapshot CLI operational command:

user@host> request system snapshot

When you issue the request system snapshot operational command to back up the NAND flash device,
the backup is done on the first USB storage media device.

On ACX Series routers, when you issue the request system snapshot slice alternate command, the command
backs up the files to the router’'s NAND flash.

e Issue the request system snapshot slice alternate CLI operational command. For example:

user@host > request system snapshot slice alternate

When this command is issued, the /root file system is backed up to /altroot, and /config is backed up
to /altconfig on the router's NAND flash device.

To back up the files to an external USB storage device, you need to run the following command:

user@host > request system snapshot media usb



On ACX5000 line of routers, when you issue the request system snapshot slice alternate command, the
command backs up the files to an external USB storage device.

NOTE: ACX5000 line of routers do not have a NAND flash memory and alternate slice for Junos
OS. Junos OS for ACX5000 line of routers runs as a VM on a host image.

e Issue the request system snapshot slice alternate CLI operational command. For example:
user@host > request system snapshot slice alternate

If an external USB is not inserted to the router, then the command shows the following error:

user@host> request system snapshot slice alternate
fpcO:

SEE ALSO
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IN THIS SECTION

Creating an Emergency Boot Device for Routers | 69
Creating an Emergency Boot Device for QFX Series Switches | 70
Recovering the Installation Using an Emergency Boot Device | 72

Performing a Recovery Installation | 74


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/solutions/routing-matrix-tx-matrix-plus/index.html#operational-commands

If Junos OS software is damaged on your device, the emergency boot device helps you to recover the
software.

Creating an Emergency Boot Device for Routers

If the device’s Junos OS software is damaged in some way that prevents Junos OS software from loading
completely, you can use the emergency boot device to revive the device. The emergency boot device
repartitions the primary disk and reloads a fresh installation of Junos OS software.

The procedures outlined in this section discuss how to create an emergency boot device for any ACX
Series, M Series, MX Series, T Series, TX Matrix, and TX Matrix Plus router.

To create an emergency boot device:

1. Use FTP to copy the installation media into the router’s /var/tmp directory.
2. Insert the PC Card into the external PC Card slot or USB storage device into the USB port.

3. In the UNIX shell, navigate to the /var/tmp directory:

start shell
cd /var/tmp

4. Loginassu:

su [enter]
password: [enter SU password]

5. For Junos OS with upgraded FreeBSD only, expand the image, for example:
gzip -d installMedia.img.gz

where installMedia refers to the installation media ed into the /var/tmp directory. For example, for
Junos OS with upgraded FreeBSD, the filename might be
junos-install-media-usb-mx-x86-64-16.1R2.11.img.gz. (To determine which platforms use Junos OS
with upgraded FreeBSD, see “Release Information for Junos OS with Upgraded FreeBSD” on page 35.)

6. lIssue the following commands:

e For Junos OS with upgraded FreeBSD:



dd if=/dev/zero of=/dev/externalDrive count=20
if=i

dd if=installMedia.img of=/dev/externalDrive bs=256k

e For Junos OS:

dd if=/dev/zero of=/dev/externalDrive count=20
dd if=installMedia of=/dev/externalDrive bs=64k
where:

o externalDrive—Refers to the removable media name of the emergency boot device. For example, the
removable media name for an emergency boot device on the M120 router is da0 for both Routing
Engines. For the names of the removable media, see the table in“Routing Engines and Storage Media
Names (ACX Series, M Series, MX Series, PTX Series, T Series, TX Matrix, TX Matrix Plus, and JCS
1200 Routers)” on page 400.

e installMedia—Refers to the installation media ed into the /var/tmp directory. For example, the filename
might be install-media-9.0R2.10-domestic for Junos OS or, for Junos OS with upgraded FreeBSD,
junos-install-media-usb-mx-x86-64-16.1R2.11.img (unzipped). (To determine which platforms use
Junos OS with upgraded FreeBSD, see “Release Information for Junos OS with Upgraded FreeBSD”
on page 35.)

. Logout as su:

exit

Creating an Emergency Boot Device for QFX Series Switches

If Junos OS on the device is damaged in some way that prevents the software from loading properly, you
can use an emergency boot device to repartition the primary disk and load a fresh installation of Junos
OS. Use the following procedure to create an emergency boot device.

Before you begin, you need to the installation media image for your device and Junos OS release from
https://www.juniper.net/customers/support/ .

NOTE: You can create the emergency boot device on another Juniper Networks switch or router,
or any PC or laptop that supports Linux. The steps you take to create the emergency boot device
vary, depending on the device.


https://www.juniper.net/customers/support/

To create an emergency boot device:

1. Use FTP to copy the installation media image into the /var/tmp directory on the device.

2. Use gunzip to unzip the image file.

3. Insert a USB device into the USB port.

4. From the Junos OS command-line interface (CLI), start the shell:

user@device> start shell
%

5. Switch to the root account using the su command:

% su
Password: password

NOTE: The password is the root password for the device. If you logged in to the device as
root, you do not need to perform this step.

6. Enter the following command on the device:
root@device% dd if=/var/tmp/filename of=/dev/dal bs=1m

The device writes the installation media image to the USB device:

root@device% dd if=install-media-qfx-5e-15.1X53-D30.5-domestic.img of=/dev/da0
bs=1m

1399+0 records in

1399+0 records out

1466957824 bytes transferred in 394.081902 secs (3722469 bytes/sec)

7. Log out of the shell:

root@device% exit

% exit
user@device>



Recovering the Installation Using an Emergency Boot Device

If Junos OS on your device is damaged in some way that prevents the software from loading correctly,
you may need to perform a recovery installation using an emergency boot device (for example, a USB flash
drive) to restore the default factory installation. Once you have recovered the software, you need to
restore the device configuration. You can either create a new configuration as you did when the device
was shipped from the factory, or if you saved the previous configuration, you can simply restore that file
to the device.

If at all possible, you should try to perform the following steps before you perform the recovery installation:

1. Ensure that you have an emergency boot device to use during the installation. See “Creating an
Emergency Boot Device for QFX Series Switches” on page 70 for information on how to create an
emergency boot device.

2. Copy the existing configuration in the file /config/juniper.conf.gz from the device to a remote system,
such as a server, or to an emergency boot device. For extra safety, you can also copy the backup
configurations (the files named /config/juniper.conf.n, where n is a number from O through 9) to a
remote system or to an emergency boot device.

You can use the system snapshot feature to complete this step. The system snapshot feature takes a
“snapshot” of the files currently used to run the QFX Series switch—the complete contents of the
/config and /var directories, which include the running Juniper Networks Junos OS, the active
configuration, and the rescue configuration—and copies all of these files into a memory source. See
“Creating a Snapshot and Using It to Boot a QFX Series Switch” on page 50.

NOTE: System snapshot is not supported on QFX10000 and QFX5200 switches.

CAUTION: The recovery installation process completely overwrites the entire
A contents of the internal flash storage.

3. Copy any other stored files to a remote system as desired.
To reinstall Junos OS:
1. Insert the emergency boot device into the device.

2. Power cycle the device.

The emergency boot device is detected. At this time, you can load the Junos OS from the emergency
boot device onto the internal flash storage.



3. The software prompts you with the following option if you have a snapshot saved on the emergency
boot device:

Junos Snapshot Installer - (c) Juniper Networks 2013
Reboot
Install Junos Snapshot [14.1X53-D11_vjunos.61]
Boot to host shell [debug]

Select Install Junos Snapshot to install the snapshot.

The software prompts you with the following option if you have Junos OS software from the factory
installed on the emergency boot device.

Juniper Linux Installer - (c) Juniper Networks 2014
Reboot
Install Juniper Linux Platform
Boot to host shell [debug]

Select Install Juniper Linux Platform to install the Junos OS software from the emergency boot device.

4. The device copies the software from the emergency boot device, occasionally displaying status messages.
Copying the software can take up to 12 minutes.

When the software is finished being copied from the emergency device to the device, the device reboots
from the internal flash storage on which the software was just installed. When the reboot is complete,
the device displays the Junos OS login prompt:

root@switch#

5. Create a new configuration as you did when the device was shipped from the factory, or restore the
previously saved configuration file to the device.

6. Remove the emergency boot device.



Performing a Recovery Installation

If the device's software is corrupted or otherwise damaged, you may need to perform a recovery installation,
using the emergency boot device to restore the default factory installation. Once you have recovered the
software, you will need to restore the router or switch’s configuration. You can either create a new
configuration as you did when the device was shipped from the factory, or if you saved the device’s previous
configuration, you can simply restore that file to the system.

Depending on the situation, you should try to perform the following steps before you perform the recovery
installation:

1. Ensure you have an emergency recovery disk to use during the installation. When the router or switch
is first shipped, an emergency recovery disk is provided with it. For instructions on creating an emergency
boot device, see “Creating an Emergency Boot Device for Routers” on page 69

2. Copy the existing configuration in the file /config/juniper.conf.gz from the device to a remote system.
For extra safety, you can also copy the backup configurations (the files named /config/juniper.conf.n,
where n is a number from O through 9).

CAUTION: The recovery installation process completely overwrites the entire
A contents of the fixed storage media.

3. Copy any other stored files to a remote system as desired.
To reinstall Junos OS:

1. Insert the removable media emergency boot device into the device.

NOTE: You can store a configuration on installation media such as a PC Card or USB stick.

2. Reboot the device.

If the CLI is still active, issue the request system reboot command from command mode to reboot the
device.

If the CLI is not working, manually power off the device using the main power switch, wait 10 seconds,
and then power the device back on.



3. When the software prompts you with the following question, type y:

NOTE: Introduced in Junos OS Release 15.1, Junos OS with upgraded FreeBSD does not
display the following warning. To determine which platforms use Junos OS with upgraded
FreeBSD, see “Release Information for Junos OS with Upgraded FreeBSD"” on page 35.

WARNING: The installation will erase the contents of your disk. Do you wish to
continue (y/n)? y

The device copies the software from the removable media emergency boot device onto your system,
occasionally displaying status messages. Copying the software can take up to 45 minutes, depending
on the device. When the process is complete, the router boots into Amnesiac state and the login prompt
is displayed.

4, Remove the removable media emergency boot device.

5. Loginas root on the device’s console port and issue the request system reboot command from command
mode to reboot the device.

The device reboots from the boot device on which the software was just installed. When the reboot
is complete, the device displays the login prompt.

6. Create a new configuration as you did when the device was shipped from the factory, or restore a
previously saved configuration file to the system. For more information, see Creating a New Configuration
on a Single Routing Engine, Creating a New Configuration with Redundant Routing Engines, and “Restoring
a Saved Configuration” on page 81.

Rescue and Recovery of Configuration File
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In the event of software failure, a rescue configuration helps to load a known working configuration. No
need to remember the rollback number; if you saved a configuration, you can use it anytime when needed.

Saving and Reverting a Rescue Configuration File
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Saving a Rescue Configuration File
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A rescue configuration file is helpful in the event that your device’s configuration file has been misconfigured.
A rescue configuration allows you to define a known working configuration or a configuration with a known
state that you can roll back to at any time. This alleviates the necessity of having to remember the rollback
number with the rollback command. You can restore the device to this rescue configuration to bring the
device back online. If you save this file off the device, the rescue configuration can also be used to restore
your device in the event of a software failure.

As of Junos OS Release 16.1, for devices running Junos OS with upgraded FreeBSD, provided you have
saved a rescue configuration on the device, there is an automatic device recovery mode that goes into
action should the system fail to activate the current configuration (amnesiac mode).



NOTE: To determine which platforms run Junos OS with upgraded FreeBSD, see Feature Explorer,
enter freebsd, and select Junos kernel upgrade to FreeBSD 10+.

You can identify that the device has recovered automatically from amnesiac mode by the following:

e The syslog UI_DEVICE_IN_RECOVERY_MODE is generated, which indicates that there was a problem
in the normal boot time commit and that Junos OS has activated the rescue configuration as the device's
configuration.

e The CLI displays the banner Device is running in Recovery Mode in both operational and configuration
modes.

This topic covers the following procedures:

Saving a Rescue Configuration

To save a current device configuration as a rescue configuration file:

1. Edit the configuration file on the device to reflect the base configuration you wish to use.

2. In the CLI operational mode, save this edited base configuration as the rescue configuration file:

user@host> request system configuration rescue save

The rescue configuration file is automatically saved under /config directory as rescue.conf.gz.

Validating the Rescue Configuration

You can verify that the syntax of a configuration file is correct and check for commit check errors by using
the test configuration filename command.

To verify if a rescue configuration file is correct:

e Issue the test configuration filename command from the CLI operational mode.

user@host> test configuration /config/rescue.conf.gz
configuration check succeeds

If the configuration contains any syntax or commit check errors, a message is displayed to indicate the line
number and column number in which the error was found. This command only accepts text files.

Copying the Configuration to a Remote Server

This task is optional but recommended.


https://apps.juniper.net/feature-explorer

To copy the rescue configuration to a remote server:

1. Start the device shell.

user@host> start shell

2. Go to the /config directory and list the rescue configuration file..

% cd /config
% Is -Irt rescue.conf.gz
-rW-r----- 1 root wheel 1483 Dec 14 10:50 rescue.conf.gz

3. FTP the configuration file to the remote host.

% ftp host2

Name: username

Password: password

User user logged in.

ftp> cd /var/tmp

ftp> lcd /config

ftp> bin

ftp> putrescue.conf.gz

local: rescue.conf.gz remote: rescue.conf.gz

Transfer complete.
ftp> bye
Goodbye.

Rolling Back to Troubleshoot the Failed Configuration

Your rescue configuration is probably not exactly the configuration you want or need on your system.
Therefore, you will want to examine the failures that occurred when you tried to activate the current
configuration and make corrective actions.

To correct the failed configuration:

1. Login to the device through the management IP (or the console if permitted).

2. Load the failed configuration.



user@host# rollback 1

If you are doing this step right after the recovery mode, rollback 1 will be the configuration that cause
the amnesiac mode.

3. Make corrections to the configuration.

4. Do a commit check.

user@host># commit check

5. If there are other corrections to make, make them.

6. Commit configuration.

Rolling Back to the Rescue Configuration

Not all platforms run Junos OS with updated FreeBSD. Those that do not or are releases earlier than Junos
OS Release 16.1, do not have the automatic recovery mode. You will need to rollback to rescue configuration
manually to bring the device back to normal running mode.

To roll back to the rescue configuration:
1. Login to the device through the console.
2. lIssue the rollback rescue command from the configuration mode of the CLI.

user@host# rollback rescue

load complete

3. Commit the configuration.

user@host#commit

4. Fix the failed configuration. See “Rolling Back to Troubleshoot the Failed Configuration” on page 78.

Deleting an Existing Rescue Configuration

To delete an existing rescue configuration:

e Issue the request system configuration rescue delete command:



user@host> request system configuration rescue delete

Reverting to the Rescue Configuration

If someone inadvertently commits a configuration that denies management access to a device and the
console port is not accessible, you can overwrite the invalid configuration and replace it with the rescue
configuration. The rescue configuration is a previously committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.

[edit]
user@switch# commit filename

Copy Backup Configurations and Restoring a Saved Configurations
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Copy Backup Configurations to the Router

To copy backup configurations to the router, follow these steps:

1. To copy the existing configuration and any backup configurations back onto the router, use the file
copy command. Place the files in the /var/tmp directory.



user@host> file copy var/tmp/filename
2. Load and activate the desired configuration:

root@> configure

[edit]

root@# load merge/config/filename or load replace/config/filename
[edit]

root@# commit

Restoring a Saved Configuration

To restore a saved configuration, perform the following tasks:

1. Copy Saved Files to the Router | 81

2. Loading and Committing the Configuration File | 82

Copy Saved Files to the Router

To copy the saved configuration to the router:

1. Login to the console as root. There is no password.

Escape character is "/]".
[Enter]
router (ttydO)

login: root
Password: [Enter]

Initially, access to the router is limited to the console port after a recovery installation. Access through
the management ports and interfaces is set in the configuration. For information about accessing the
router through the console port, see the administration guide for your particular router.

2. Start the CLI:
# cli
3. Copy the configuration file on the remote server to the router’s /var/tmp directory:

root@host > ftp remote-server
User: username

password: password



ftp> bin

Type set to 1.

ftp> get /path/file
ftp> bye

Goodbye.

Loading and Committing the Configuration File

Once the saved configuration file is copied to the router, you load and commit the file:

1. Start the CLI configuration mode.

user@routername> configure
Entering configuration mode

[edit]
user@host#

2. Load the file into the current configuration. You should override the existing file.

user@host#
load override /var/tmp/filename
load complete

3. Commit the file.

user@host# commit
commit complete

4., Exit the CLI configuration mode.

user@host# exit
user@host>

5. Back up Junos OS.

After you have installed the software on the router, committed the configuration, and are satisfied that
the new configuration is successfully running, issue the request system snapshot command to back up
the new software to the /altconfig file system. If you do not issue the request system snapshot
command, the configuration on the alternate boot drive will be out of sync with the configuration on
the primary boot drive.

The request system snapshot command causes the root file system to be backed up to /altroot, and
/config to be backed up to /altconfig. The root and /config file systems are on the router's CompactFlash
card, and the /altroot and /altconfig file systems are on the router’s hard disk or solid-state drive (SSD).



Reverting to the Default Factory Configuration by Using the request system
zeroize Command

The request system zeroize command is a standard Junos OS operational mode command that removes
all configuration information and resets all key values. The operation unlinks all user-created data files,
including customized configuration and log files, from their directories. The switch then reboots and reverts
to the factory-default configuration.

To completely erase user-created data so that it is unrecoverable, use the request system zeroize media
command.

CAUTION: Before issuing request system zeroize, use the request system snapshot
A command to back up the files currently used to run the switch to a secondary device.

To revert to the factory-default configuration by using the request system zeroize command:

1. user@switch> request system zeroize
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (yes)

2. Type yes to remove configuration and log files and revert to the factory default configuration.

3. Complete the initial configuration of the switch.

SEE ALSO

request system zeroize | 703



Recovery of Junos OS
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In case of failed software installation or failure after installing Junos OS such as CLI not working, you can
recover the failed software. You can recover the software by installing Junos OS and remove the existing
Junos OS image to install a new image.

Recovering from a Failed Software Installation

Problem
Description: If the Junos OS appears to have been installed but the CLI does not work, or if the switch
has no software installed, you can use this recovery installation procedure to install the Junos OS.

Solution

If a Junos OS image already exists on the switch, you can either install the new Junos OS package in a
separate partition, in which case both Junos OS images remain on the switch, or you can remove the
existing Junos OS image before you start the new installation process.



NOTE: QFX5100, QFX5200, EX4600, QFX10000, and OCX Series switches do not have a
separate partition to reinstall a Junos OS image.

A recovery image is created automatically on these switches. If a previously-running switch is
powered on and unable to boot using a Junos OS image, you can boot the switch using the
recovery Junos OS image by selecting an option in the “Select a recovery image” menu.

We suggest creating a system snapshot on your switch onto the external USB flash drive, and
using the snapshot for recovery purposes. The system snapshot feature takes a “snapshot” of
the files currently used to run the device—the complete contents of the /config directories,
which include the running Juniper Networks Junos OS, the active configuration, and the rescue
configuration, as well as the host OS—and copies all of these files into an external USB flash
drive. See Creating a Snapshot and Using It to Boot a QFX3500 and QFX3600 Series Switch or
“Creating a Snapshot and Using It to Boot a QFX Series Switch” on page 50.

System snapshot is not supported on QFX5200 and QFX10000 switches.

To perform a recovery installation:

1. Power on the switch. The loader script starts.

2. After the message Loading /boot/defaults/loader.conf appears, you are prompted with the following
message:

Hit [Enter] to boot immediately, or space bar for command prompt.

Press the Spacebar to enter the manual loader. The loader> prompt appears.

NOTE: The loader prompt does not appear on QFX5100, QFX5200, EX4600, QFX10000,
and OCX Series switches.

On QFX5100, QFX5200, EX4600, QFX10000, and OCX Series switches only, a recovery
image is automatically saved if a previously-running switch is powered on and unable to boot
using a Junos OS image.

The “Select a recovery image” menu appears on the console when one of these switches is
booted and unable to load a version of Junos OS. Follow the instructions in the “Select a
recovery image” menu to load the recovery version of Junos OS for one of these switches.

You can ignore the remainder of this procedure if you are using a QFX5100, QFX5200,
EX4600, QFX10000, or OCX Series switch.



3. Enter the following command:
loader> install [- -format] [- -external] source

where:

o format—Enables you to erase the installation media before installing the installation package. If you
do not include this option, the system installs the new Junos OS in a different partition from that of
the most recently installed Junos OS.

o external—Installs the installation package onto external media (a USB stick, for example).

e source—Represents the name and location of the Junos OS package, either on a server on the network
or as a file on an external media, as shown in the following two examples:

o Network address of the server and the path on the server; for example,
tftp://192.0.2.0/junos/jinstall-qfx-5e-flex-15.1X53-D30.5-domestic-signed.tgz

¢ Junos OS package on a USB device (commonly stored in the root drive as the only file), for example,
file:///jinstall-qfx-5e-flex-15.1X53-D30.5-domestic-signed.tgz).

The installation now proceeds normally and ends with a login prompt.

SEE ALSO

Creating a Snapshot and Using It to Boot a QFX3500 and QFX3600 Series Switch
Creating a Snapshot and Using It to Boot a QFX Series Switch | 50



Recovering Junos OS on a Device Running Junos OS with Upgraded
FreeBSD

Juniper Networks devices that run Junos OS with upgraded FreeBSD have two separate volumes:

o dev/gpt/junos (/junos for short) volume that is used to run Junos OS and to store the configuration and
log files

e dev/gpt/oam (/oam for short), an Operations, Administration, and Maintenance (OAM) volume that is
used to store a complete backup of Junos OS and the configuration.

In case of damage to the device’s software or failure of the /junos volume, you can use the backed up
software and configuration stored in the /oam volume to boot the system and restore Junos OS with the
recovery configuration. To perform this reboot and restore the configuration, the /oam volume must have
all of the information required to provide the system with a running configuration. This information is
provided by the recovery snapshot, created using the request system snapshot recovery command.

NOTE: You need console access to perform the following procedure to recover Junos OS.

To recover Junos OS by using the recovery snapshot stored in the /oam volume:

1. Power off the device, such as a router or a switch, by pressing the power button on the front panel.

2. Connect and configure the management device, such as a PC or a laptop, as follows:

a. Turn off the power to the management device.

b. Plug one end of the Ethernet rollover cable supplied with the device into the RJ-45-to-DB-9 serial
port adapter supplied with the device.

c. Plug the RJ-45-to-DB-9 serial port adapter into the serial port on the management device.
d. Connect the other end of the Ethernet rollover cable to the console port on the device.
e. Turn on the power to the management device.

f. On the management device, start your asynchronous terminal emulation application (such as
Microsoft Windows Hyperterminal) and select the appropriate communication (COM) port to use
(for example, COM1).

g. Configure the port settings as follows:



e Bits per second: 9600
Data bits: 8

Parity: None
Stop bits: 1

e Flow control: None
3. Power on the device by pressing the power button on the front panel.
Verify that the POWER LED on the front panel turns green.

The terminal emulation screen on your management device displays the boot sequence of the device.

4. Access the Junos Main Menu.

¢ In released before Junos OS Release 17.3, the Junos Main Menu appears for 3 seconds on startup
before automatically booting the /junos volume. Press any key within the 3-second window to stop
the automatic boot sequence and display the Junos Main Menu.

NOTE: The Junos Main Menu will appear every time you reboot the router while connected
to the console.

e Starting in Junos OS Release 17.3, press Ctrl+c within the 3-second window to stop the automatic
boot sequence and display the Junos Main Menu.

Main Menu

[E=Y

Boot [J]Junos volume
2. Boot Junos volume in [S]afe mode

3. [R]eboot

4. [BJoot menu
5. [M]ore options

Choice:

5. At the Choice: prompt in Junos Main Menu, enter B or 4 to choose 4. [Bloot menu :

Boot Menu



1. Boot [P]revious installed Junos packages
2. Boot Junos in [S]ingle user mode
3. Boot from [R]ecovery snapshot

4. Boot from [U]SB

5. Boot to [O]AM shell
6. Snapshot [B]oot menu
7. [M]Jain menu

Choice:

6. At the Choice: prompt in Boot Menu, enter R or 3 to choose the 3. Boot from [R]ecovery snapshot
option. The device reboots into recovery mode. The following sample output shows the messages
displayed on the terminal when you recover Junos OS on an EX2300 switch.

Booting from recovery snapshot ...

/boot/junos/boot/os-kernel/kernel data=0xe8c000 syms=[0x4+0x6b020+0x4+0x72cfe]
/boot/junos/boot/os-kernel/ex2300-48mp.dth size=0x18b8
/boot/junos/boot/os-kernel/ex2300.dtb size=0x1e67
/boot/junos/boot/junos-modules/fips_core.ko text=0x13bc data=0x275+0x7
syms=[0x4+0x7a0+0x4+0x518]

loading required module “netstack®

/boot/junos/boot/netstack/netstack.ko text=0x910a3c data=0x3ae2f+0x10dded
syms=[0x4+0xf0570+0x4+0xdc394]

loading required module “crypto*”

[---Output truncated...]
/var/pdb/profile_db initialized

Profile database initialized

realpath: /dev/dumpdev: No such file or directory

/etc/rc: WARNING: Dump device does not exist. Savecore not run.
Prefetching /usr/sbin/rpd ...

Prefetching /Zusr/sbin/lacpd ...

Prefetching /usr/sbhin/chassisd ...

mkdir: /packages/sets/active: Read-only file system

Starting jlaunchhelperd.

sysctl: unknown oid "kern.rtc_retries”



Starting cron.
Fri Jun 22 01:25:20 PDT 2018
FreeBSD/arm (device-name) (ttyuQ)

login:
7. Login to the device and verify that the software is properly restored.

[---Output truncated...]
login: root

--- JUNOS 18.1-20180125.0 built 2018-01-25 20:34:55 UTC

root@:RE:0%

SEE ALSO

‘ Changes in Disk Volumes for Junos OS with Upgraded FreeBSD | 43
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Ways to Recover Junos OS with Upgraded FreeBSD Without the Use of
the CLI

IN THIS SECTION

Boot from the /junos Volume | 91
Boot from Safe Mode | 92

Boot from a Previously Installed Release of Junos OS with Upgraded FreeBSD | 92
Boot into Single-User Mode | 93
Boot from a Recovery Snapshot | 93
Boot from a USB Device | 93

Boot to the OAM Shell | 93

CLI Recovery Mode | 93

Check File System | 94
Enable/Disable Verbose Boot | 94
Boot Prompt | 94

If a device running Junos OS with upgraded FreeBSD has a damaged operating system or configuration
that prevents the system from booting normally, or you need to recover the root password, the CLI is
unavailable to you. But you can access and use the Junos Main Menu and Boot Menu. These menus have
options such as booting from a USB device or a previously installed version of Junos OS, or using CLI
Recovery mode to change you root password. To see how to access these menus, see “How to Access the
Junos Main Menu, Boot Menu, and Options Menu” on page 94.

Boot from the /junos Volume

Juniper Networks devices that run Junos OS with upgraded FreeBSD have two separate volumes:

o dev/gpt/junos (/junos for short) volume that is used to run Junos OS and to store the configuration and
log files

o dev/gpt/oam (/oam for short), an Operations, Administration, and Maintenance (OAM) volume that is
used to store a complete backup of Junos OS and the configuration.

If a device running Junos OS with upgraded FreeBSD has a damaged operating system or configuration,
preventing the system from booting normally, you can still boot from the /junos volume without using the
CLI command request system reboot. Access the Junos Main Menu. Booting the /junos volume is the first
option on the Junos Main Menu.



Boot from Safe Mode

Safe mode is a diagnostic mode of a computer’s operating system that has reduced functionality, making
the task of isolating problems easier since many non-core components are disabled. In Junos OS with
upgraded FreeBSD, safe mode boots the entire Junos OS and FreeBSD but with a few kernel features
disabled.

One other difference between normal mode and safe mode is that for EX3400 devices, symmetric
multiprocessing (SMP) in normal mode uses a dual core, whereas in safe mode, it uses a single core.

An installation that has a major problem (such as disk corruption or the installation of poorly configured
software) that prevents the operating system from booting into its normal operating mode may boot in
safe mode and allow you to diagnose the problem.

Booting from Safe Mode is the second option on the Junos Main Menu.

Boot from a Previously Installed Release of Junos OS with Upgraded FreeBSD

With devices running Junos OS with upgraded Freebsd, you can boot from a previous release of the OS,
provided there was a previous image on the device and it is still there. Previous image files can be found
in the /packages/sets/previous directory. Some platforms do not keep an older image due to storage
space limitations (for example, EX2300 and EX3400 do not have a /packages/sets/previous directory).

The following is sample output from an EX9200 switch, showing the previous image:

root@:/ # Is-al /packages/sets/previous/

total 20

drwxr-xr-x 4 root wheel 1536 Mar 30 15:45 .

drwxrwxrwx 4 root wheel 512 Mar 30 18:47 ..

drwxr-xr-x 2 root wheel 512 Mar 30 15:45 boot

Irwxr-xr-x 1 root wheel 66 Mar 30 15:44 jail-runtime ->
/packages/db/jail-runtime-x86-32-20171012.356211_builder_stable_10
Irwxr-xr-x 1 root wheel 62 Mar 30 15:44 jdocs ->

/packages/db/jdocs-x86-32-20171121.225603_builder_junos_161_r6
Irwxr-xr-x 1 root wheel 63 Mar 30 15:44 jpfe-X ->
/packages/db/jpfe-X-x86-32-20171121.225603 builder_junos_161 r6

To see if there are previous packages on the device, do one of the following:

e From a UNIX shell, issue the Is /packages/sets/previous command.

e From the CLI operational mode, use the file list /packages/sets/previous command.



Booting from a previously installed release of Junos OS with upgraded FreeBSD is the first option on the
Boot Menu.

System boots the previous Junos OS with upgraded FreeBSD image. If there is no previous image, system

boots from the currently installed image.

Boot into Single-User Mode

Single-user mode is a mode in which a multi-user computer operating system boots into a single superuser.
It is mainly used for maintenance of multi-user environments.

For devices running Junos OS with upgraded FreeBSD, single-user mode puts you in a shell with a prompt.
There is limited support and password recovery is not possible using this option. But you can do few file
operations.

Booting into single-user mode is the second option on the Boot Menu..

Boot from a Recovery Snapshot

A recovery snapshot for devices running Junos OS with upgraded FreeBSD is taken with the request
system snapshot recovery command. Recovery snapshots are full copies of the packages and configuration
taken at the time the snapshot command is issued.

Booting from a recovery snapshot is the third option on the Boot Menu.

Boot from a USB Device

If you want to boot from a USB device, you must connect the USB device to the router or switch. Then
select the fourth option on the Boot Menu. If no USB device is connected, you will see a message No USB
media found.

Boot to the OAM Shell

The Boot to the OAM Shell option is similar to the single-user mode except that you are put into the oam
shell or volume. The compact flash drive is the /oam volume and stores recovery snapshot backup
information. In case of failure of the /junos volume, the /oam volume can be used to boot the system.

Booting to the oam shell is the fifth option on the Boot Menu.
CLI Recovery Mode
If you choose the CLI Recovery Mode option, you end up at a root> prompt. Enter configure at the prompt

to enter the configuration CLI mode. From there you can change the root password to recover your access
to the device (see Recovering the Root Password on Routers).



The CLI Recovery Mode is the second option on the Options Menu.

Check File System

The check file system option lets you make sure there are no issues or corrupted files. The system boots
from the OAM volume to perform disk checks. This is the third option on the Options Menu.

Enable/Disable Verbose Boot

Choosing the fourth option on the Options Menu either enables verbose boot, which lets you see the
whole boot scroll by, or disables verbose boot.

Boot Prompt

The Boot Prompt option displays an OK prompt from which you can type one of the following commands:

e menu—Takes you back to the Junos Main Menu.
¢ boot-junos—Boots the device to the current version of Junos OS.

e reboot—Reboots the system.

You can also type ? at the OK prompt to see several other available commands. The boot prompt option
is the fifth option on the Options Menu.

How to Access the Junos Main Menu, Boot Menu, and Options Menu
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If a device running Junos OS with upgraded FreeBSD has a damaged operating system or configuration,
preventing the system from booting normally, you can still boot using an option on the Junos Main Menu,
Boot Menu, or Options Menu. The following procedures show you how to access these menus.



How to Access the Junos Main Menu

You access the Junos Main Menu by interrupting the reboot of a device.

NOTE: You need console access (either direct access to console or via a console server) to
perform the following procedure.

You can either perform the entire procedure or power-cycle the device and start the procedure from Step
4. (You can also perform these reboots by rebooting the device via the CLI if that is available.)

To boot a device running Junos OS with upgraded FreeBSD without using the CLI:

1. Power off the device, such as a router or a switch, by pressing the power button on the front panel.

2. Connect and configure the management device, such as a PC or a laptop, as follows:

a. Turn off the power to the management device.

b. Plug one end of the Ethernet rollover cable supplied with the device into the RJ-45-to-DB-9 serial
port adapter supplied with the device.

c. Plug the RJ-45-to-DB-9 serial port adapter into the serial port on the management device.

d. Connect the other end of the Ethernet rollover cable to the console port on the device.

e. Turn on the power to the management device.

f. On the management device, start your asynchronous terminal emulation application (such as
Microsoft Windows Hyperterminal) and select the appropriate communication (COM) port to use
(for example, COM1).

g. Configure the port settings as follows:
e Bits per second: 9600
e Data bits: 8
e Parity: None
e Stop bits: 1
¢ Flow control: None
3. Power on the device by pressing the power button on the front panel.

Verify that the POWER LED on the front panel turns green.



The terminal emulation screen on your management device displays the boot sequence of the device.

4. Access the Junos Main Menu.

Do one of the following

e Prior to Junos OS Release 17.3, the Junos Main Menu appears for three seconds on startup before
automatically booting from the /junos volume. Press any key within the three-second interval to stop
the automatic boot sequence and display the Junos Main Menu.

e Starting in Junos OS Release 17.3, press Ctrl+c at the following part in the reboot:

FreeBSD/x86 bootstrap loader, Revision 1.1
(builder@feyrith_juniper.net, Sun Feb 4 13:06:24 PST 2018)
/

Autoboot in 1 seconds... (press Ctrl-C to interrupt)

The Junos Main Menu is displayed:

Main Menu

=

Boot [J]Junos volume
2. Boot Junos volume in [S]afe mode

3. [R]eboot

4_ [B]oot menu
5. [M]ore options

Choice:

5. At the Choice: prompt in the Junos Main Menu, enter the number representing the option you want
to use. Alternatively, you can enter the letter in square brackets to choose an option.

How to Access the Boot Menu

The Boot Menu is one of two menus you can access from the Junos Main Menu.

NOTE: You need console access to perform the following procedure.



You must first access the Junos Main Menu. See “How to Access the Junos Main Menu” on page 95.
To access the Boot Menu:

1. At the Choice: prompt in the Junos Main Menu, enter 4 or B to choose 4. [Bloot menu.
The Boot Menu is displayed.
Boot Menu
1. Boot [P]revious installed Junos packages
2. Boot Junos in [S]ingle user mode
3. Boot from [R]ecovery snapshot
4. Boot from [U]SB
5. Boot to [O]JAM shell
6. Snapshot [B]oot menu

7. [M]Jain menu

Choice:

2. At the Choice: prompt in the Boot Menu, enter the number representing the option you want to use.
Alternatively, you can enter the letter in square brackets to choose an option.

How to Access the Options Menu

The Options Menu is one of two menus you can access from the Junos Main Menu.

NOTE: You need console access to perform the following procedure.

You must first access the Junos Main Menu. See “How to Access the Junos Main Menu” on page 95.
To access the Options Menu:

1. At the Choice: prompt in the Junos Main Menu, enter 5 or M to choose 5. [M]ore options.

The Options Menu is displayed.

Options Menu 4



1. Recover [J]Junos volume
2. Recovery mode - [C]LI

3. Check [F]ile system
4. Enable [V]erbose boot
5. [B]oot prompt

6. [M]ain menu

Choice:

2. At the Choice: prompt in the Options Menu, enter the number representing the option you want to
use. Alternatively, you can enter the letter in square brackets to choose an option.

Autorecovery of Configuration, Licenses, and Disk
Information on SRX Series Devices
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Autorecovery helps to detect and recover information on disk partitioning, configuration, and licenses in
the event of disk becomes corrupted



Overview

The autorecovery feature is supported on dual-partitioned SRX Series devices. With this feature, information
on disk partitioning, configuration, and licenses is recovered automatically in the event it becomes corrupted.

Autorecovery provides the following functions:

e Detect corruption in disk partitioning during system bootup and attempt to recover partitions automatically

e Detect corruption in the Junos OS rescue configuration during system bootup and attempt to recover
the rescue configuration automatically

e Detect corruptionin Junos OS licenses during system bootup and attempt to recover licenses automatically

How Autorecovery Works

The feature works in the following ways:

e Thefeature provides the request system autorecovery state save command, which backs up important
data such as disk partitioning information, licenses, and Junos OS rescue configuration.

e Once the backup copies are saved, they are used to check the integrity of the working copies of the
data on every bootup.

e The working copies are automatically recovered if any corruption is detected.

How to Use Autorecovery

You use autorecovery in the following ways:

e Prepare the router for deployment with the necessary licenses and configuration.

o After you finalize the state, execute the request system autorecovery state save command to back up
the state.

o After you save the state, integrity check and recovery actions (if any) occur automatically on every
bootup.

o If subsequent maintenance activities change the state of the router by adding licenses or updating the
configuration, you need to execute the request system autorecovery state save command again to
update the saved state.



o Execute the show system autorecovery state command any time to view the status of the saved
information and the integrity check status of each saved item.

o Execute the request system autorecovery state clear command to delete all backed up data and disable

autorecovery, if required.

Data That Is Backed Up in an Autorecovery

The following data is backed up during the autorecovery process:

¢ Rescue configuration (regenerated from the current configuration)

o License keys

e BSD lables (disk-partitioning information)

Data is backed up only when you execute the request system autorecovery state save command.
Disk-partitioning information is backed up automatically from factory defaults (for new systems), on
installation from the boot loader, and on snapshot creation.

Troubleshooting Alarms

Table 5 on page 100 lists types of autorecovery alarms, descriptions, and required actions.

Table 5: Autorecovery Alarms

Alarm
Alarm Type
Autorecovery Minor
information needs to be
saved
Autorecovery has Minor

recovered corrupted
information

Description

This alarm indicates:

o Unsaved data needs to be saved, or
saved data contains problems and
another save is required.

This alarm indicates:

e Boot time integrity check failed for
certain items; however, the items have
been recovered successfully.

Action Required

e Ensure that the system has all
required licenses and
configuration.

o Execute the request system
autorecovery state save
command.

e No action is required.

o Alarmis cleared on next bootup.



Table 5: Autorecovery Alarms (continued)

Alarm
Alarm Type Description Action Required
Autorecovery was unable | Major This alarm indicates: e The system might be
to recover data experiencing a fatal
e Boot time integrity check failed for .

completely malfunction.

certain items, which could not be

recovered successfully.

Considerations

e Devices must have dual-root partitioning for autorecovery to work.

e The request system configuration rescue save command regenerates the rescue configuration from the
current Junos OS configuration and then saves it. Therefore, executing the save command overwrites
any existing rescue configuration.

o In general, the saved contents of the rescue configuration are not updated automatically. If you add
licenses, you must execute the request system autorecovery state save command again.

NOTE: The rescue configuration is backed up. If /config is corrupted, the system boots from
the rescue configuration.

Creating a Snapshot and Using It to Boot an SRX Series device | 56
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Reverting the Junos OS Software Image Back to the Previous Version | 263
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Software Installation and Upgrade Overview
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A Juniper Networks device is delivered with the Juniper Networks operating system (Junos OS) preinstalled.
As new features and software fixes become available, you must upgrade your software to use them. Before
the upgrade, back up the configuration files.

Software Installation and Upgrade Overview
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A Juniper Networks device is delivered with the Juniper Networks operating system (Junos OS) preinstalled.
When you power on the device, it starts (boots) using the installed software. As new features and software
fixes become available, you must upgrade your software to use them.

You upgrade (or downgrade) the version of Junos OS on a device by copying a software installation package
to your device or other system on your local network and then using the CLI to install the new software
on the device. You then reboot the device, which boots from the newly installed software.



Before installing software, back up the system, select the software installation package you require, and
download it from the Juniper Networks downloads page. If you encounter any difficulties during software
installation, you can use the recovery installation procedure to install Junos OS on the device. After a
successful upgrade, back up the new existing configuration to a secondary device.

NOTE: Before installing software on a device that has one or more custom YANG data models
added to it, back up and remove the configuration data corresponding to the custom YANG data
models from the active configuration. For more information see “Managing YANG Packages and
Configurations During a Software Upgrade or Downgrade” on page 150.

To understand more about Junos OS Software Licensing, see the Juniper Licensing Guide. Please refer to
the product Data Sheets accessible from Products & Services for details, or contact your Juniper Account
Team or Juniper Partner.

o For features on EX Series Switches that require license, see Understanding Software Licenses for EX
Series Switches

o For features on M Series Routers that require license, see Software Features That Require Licenses on
M Series Routers Only

o For features on M Series, MX Series, and T Series Routers that require license, see Software Features
That Require Licenses on M Series, MX Series, and T Series Routers

o For features on MX Series Routers that require license, see Software Features That Require Licenses
on MX Series Routers Only

o For features on QFX Series Switches that require license, see Software Features That Require Licenses
on the QFX Series.

o For features on SRX Series devices that require license, see Software Feature Licenses for SRX Series
Devices.

The following subsections introduce the overall considerations in installing Junos OS:

Types of Junos OS Installation

The three types of installations used to upgrade or downgrade your device are standard installation,
category change, and recovery. The standard installation is the standard method of upgrading and
downgrading the software. Use a category change installation when you are moving from one software
category to another; for example, if you are changing the device from using the standard Junos OS to the
Junos-FIPS category. Perform a recovery installation when the software on the device is damaged or
otherwise unable to accommodate a software upgrade or downgrade.

Standard Installation—A standard installation is the typical method used to upgrade or downgrade software
on the server. This method uses the installation package that matches the installation package already
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installed on the system. For information on the different installation packages available, see “Junos
OS Installation Packages Prefixes” on page 111.

Category Change Installation—The category change installation process is used to move from one category
of Junos OS to another on the same router; for example, moving from a Junos OS standard installation
on a router to a Junos-FIPS installation. When moving from one installation category to another, you
need to be aware of the restrictions regarding this change.

NOTE: Juniper Networks does not support using the request system software rollback
command to restore a different installation category on the device. When installing a different
Junos OS category on a device, once the installation is complete, you should execute a request
system snapshot command to delete the backup installation from the system.

Recovery Installation—A recovery installation is performed to repair a device with damaged software or
a condition that prevents the upgrade, downgrade, or change in installation category of the software.

Backing Up the Current System’s Files

Creating a backup of the current system on your device has the following advantages:

e The device can boot from a backup and come back online in case of failure or corruption of the primary
boot device in the event of power failure during an upgrade.

e Your active configuration files and log files are retained.

e The device can recover from a known, stable environment in case of an unsuccessful upgrade.

During a successful upgrade, the upgrade package completely reinstalls the existing Junos OS. It retains
only the juniper.conf and SSH files. Other information is removed. Therefore, you should back up your
existing configuration in case you need to return to it after running the installation program.

You can create copies of the software running on a device using the system snapshot feature. The system
snapshot feature takes a “snapshot” of the files currently used to run the device—the complete contents
of the /config and /var directories, which include the running Junos OS, the active configuration, and the
rescue configuration—and copies all of these files into an alternate (internal, meaning internal flash, or an
external, meaning USB flash) memory source. You can then use this snapshot to boot the device at the
next boot up or as a backup boot option. When the backup is completed, the existing and backup software
installations are identical.



NOTE: Snapshots taken with the request system snapshot command in a Junos OS with upgraded
FreeBSD system are not the same as those snapshots taken with the request system snapshot
command in a Junos OS (as in legacy Junos OS) system. To back up your Junos OS with upgraded
FreeBSD system devices, use the request system snapshot recovery command.

When the correct snapshot command is issued, the /root file system is backed up to /altroot, and /config
is backed up to /altconfig. The /root and /config file systems are on the devices's CompactFlash card, and
the /altroot and /altconfig file systems are on the devices’s hard disk or or solid-state drive (SSD).

Determining Software Installation Package

All Junos OS releases are delivered in signed packages that contain digital signatures to ensure official
Juniper Networks software. To see which software packages are currently running on the device and to
get information about these packages, use the show version operational mode command at the top level
of the command-line interface (CLI).

NOTE: The show version command does not show the software edition installed, only the release
number of the software.

You can either download software to the /var/tmp directory of your device, or install it directly from the
downloads page.

For more information about signed software packages, see the [the packages topic]

Connecting to the Console

We recommend that you upgrade all individual software packages using an out-of-band connection from
the console or management Ethernet interface, because in-band connections can be lost during the upgrade
process.

Console ports allow root access to the Junos operating system (Junos OS) devices through a terminal or
laptop interface, regardless of the state of the Junos OS device, unless it is completely powered off. By
connecting to the console port, you can access the root level of the Junos OS device without using the
network to which the device might or might not be connected. This creates a secondary path to the Junos
OS device without relying on the network.

Using the terminal interface provides a technician sitting in a Network Operations Center a long distance
away the ability to restore a Junos OS device or perform an initialization configuration securely, using a
modem, even if the primary network has failed. Without a connection to the console port, a technician
would have to visit the site to perform repairs or initialization. A remote connection to the Junos OS device



through a modem requires the cable and connector (provided in the device accessory box), plus a DB-9
male to DB-25 male (or similar) adapter for your modem, which you must purchase separately. For more
information about connecting to the console port, see the administration guide for your particular router
or switch.

To configure the device initially, you must connect a terminal or laptop computer to the device through
the console port, as shown in Figure 1 on page 108.

Figure 1: Connecting to the Console Port on a Junos OS Device

Serial port

Validating the Installation Package with the Current Configuration

When you upgrade or downgrade Junos OS, we recommend that you include the validate option with the
request system software add command to check that the candidate software is compatible with the current
configuration. By default, when you add a package with a different release number, the validation check
is done automatically.

Direct validation of the running configuration does not work for upgrading to Junos OS with upgraded
FreeBSD from Junos OS based on older versions of the FreeBSD kernel. Therefore, when upgrading or
downgrading between Junos OS and Junos OS with upgraded FreeBSD, you might have to validate on a
different host.

If you do not want to validate when upgrading, you must specify the no-validate option.

Dual-Root and Single-Root Partitioning (SRX Series Only)

SRX Series devices that ship from the factory with Junos OS Release 10.0 or later are formatted with the
dual-root partitioning scheme.



NOTE: Junos OS Release 12.1X45 and later do not support single-root partitioning.

NOTE: SRX100, SRX110, SRX210, SRX220, and SRX240 devices with 2 GB RAM cannot be
upgraded to any Junos OS 12.1X46 Release after 12.1X46-D65. Attempting to upgrade to this
release on devices with 2 GB RAM will trigger the following error: ERROR: Unsupported platform
for 12.1X46 releases after 12.1X46-D65

Existing SRX Series devices that are running Junos OS Release 9.6 or earlier use the single-root partitioning
scheme. While upgrading these devices to Junos OS Release 10.0 or later, you can choose to format the
storage media with dual-root partitioning (strongly recommended) or retain the existing single-root
partitioning.

Certain Junos OS upgrade methods format the internal media before installation, whereas other methods
do not. To install Junos OS Release 10.0 or later with the dual-root partitioning scheme, you must use an
upgrade method that formats the internal media before installation.

NOTE: If you are upgrading to Junos OS Release 10.0 without transitioning to dual-root
partitioning, use the conventional CLI and J-Web user interface installation methods.

These upgrade methods format the internal media before installation:

e Installation from the boot loader using a TFTP server
¢ Installation from the boot loader using a USB storage device
o Installation from the CLI using the partition option (available in Junos OS Release 10.0)

¢ Installation using the J-Web user interface
These upgrade methods retain the existing partitioning scheme:

e Installation using the CLI

e Installation using the J-Web user interface

CAUTION: Upgrade methods that format the internal media before installation wipe
A out the existing contents of the media. Only the current configuration is preserved.
Any important data must be backed up before starting the process.



NOTE: Once the media has been formatted with the dual-root partitioning scheme, you can use
conventional CLI or J-Web user interface installation methods, which retain the existing
partitioning and contents of the media, for subsequent upgrades.

Junos OS Installation Package Names
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The installation package is used to upgrade or downgrade from one release to another. When installed,
the installation package completely reinstalls the software, rebuilds the Junos OS file system, and can
erase system logs and other auxiliary information from the previous installation. The installation package
does, however, retain the configuration files from the previous installation.

Junos OS installation packages have the following general pattern:
prefix-release-edition-signed.extension

For enhanced automation variants of Junos OS, the installation package looks like this:
prefix-flex-release-edition-signed.extension

The signed part of the filename indicates that the software is delivered in signed packages that contain
digital signatures, Secure Hash Algorithm (SHA-1), and Message Digest 5 (MD5) checksums. A package is
installed only if the checksum within it matches the hash recorded in its corresponding file. Which checksum
is used depends on the software version:

o Digital signatures are used when you upgrade or downgrade between Junos OS Release 7.0 and a later
version.

e The SHA-1 checksum is used when you upgrade or downgrade between Junos OS Release 6.4 and a
later version.

e The MD5 checksum is used when you upgrade or downgrade between Junos OS Release 6.3 or earlier
and a later version.



Starting in 2015, the word signed appears less frequently after the edition in the filename. But you might
still see it in software installation packages. Whether signed appears or not, all Junos OS images from
Junos OS Release 15.1 on are signed for validation.

Extensions are tgz, gz, img, iso, etc.

For more detail on the makeup of the installation package filename, see the following sections:

Junos OS Installation Packages Prefixes

The first part of the installation package filename is a combination of a standard prefix and product
designation. Table 6 on page 111 lists a variety of Junos OS package name prefixes.

Starting in Junos OS Release 15.1, certain hardware platforms run a Junos OS based on an upgraded
FreeBSD kernel (hereafter called Junos OS with upgraded FreeBSD). Table 6 on page 111 also indicates
the prefixes used for the different platforms running Junos OS with upgraded FreesBSD.

SRX Series packages use the following naming convention for package prefixes:
junos-product
Table 6 on page 111 lists several examples of installation package prefixes for the SRX Series.

Table 6 on page 111 does not list packages you do not use with the request system software add command.
For information on packages you load onto a USB drive to install, see Chapter 10 of the Software Installation
and Upgrade Guide.

Table 6: Installation Package Prefixes

Installation Package

Prefix Description
jinstall* Junos OS for M Series, MX Series, T Series, TX Matrix, and TX Matrix Plus routers.
jinstall64* 64-bit Junos OS for the JCS1200 Route Reflector, TX Matrix Plus routers with 3D

SIBs, and PTX Series Packet Transport Routers.

jinstall-ex* Junos OS for the EX Series Ethernet Switch portfolio.
jinstall-host-acx5k* Junos OS for the ACX5000 Series routers.
jinstall-host-nfx-2* Junos OS with upgraded FreeBSD for NFX2xx platforms that are Linux based; this

prefix indicates the image includes the host and Junos OS.

For details and specific examples of package names for Junos OS with upgraded
FreeBSD, see “Changes in Package Names for Junos OS with Upgraded FreeBSD” on
page 36.



Table 6: Installation Package Prefixes (continued)

Installation Package
Prefix

jinstall-host-gfx*

jinstall-ocx-flex*

jinstall-ppc*

junos-arm

junos-install*

junos-evo-install*

Description

Junos OS with upgraded FreeBSD for QFX platforms that are Linux based; this prefix
indicates the image includes the host and Junos OS. For example,
jinstall-host-qfx-5-release.tgz is the package name for Junos OS on the QFX5100.

For details and specific examples of package names for Junos OS with upgraded
FreeBSD, see “Changes in Package Names for Junos OS with Upgraded FreeBSD” on
page 36.

OCX Series switches.

Junos OS for the ACX Series, MX5, MX10, MX40, MX80, and MX104 routers.

Junos OS with Upgraded FreeBSD for EX2300 and EX3400 switches.

For details and specific examples of package names for Junos OS with upgraded
FreeBSD, see “Changes in Package Names for Junos OS with Upgraded FreeBSD” on
page 36.

Junos OS with upgraded FreeBSD for EX Series and MX Series routers that support
Junos OS with upgraded FreeBSD.

For specific examples of package names for Junos OS with upgraded FreeBSD, see
“Changes in Package Names for Junos OS with Upgraded FreeBSD” on page 36.

Junos OS Evolved, introduced as of Junos OS Evolved Release 18.3R1. For Junos OS
Evolved, there is a single image for all fixed form (versus chassis) platforms, and a
platform image name can also be distinguished as merchant silicon (ms). Here are some
examples:

e junos-evo-install-gfx-ms-fixed-x84-64-version.iso—Single image for all QFX
platforms based on merchant silicon. It could be Broadcom family or any other
vendor.

e junos-evo-install-ptx-fixed-x84-64-version.iso—All fixed PTX platform variants (that
is, PTX 10003, and so on) have a single ISO image. For PTX orders, this image is
installed as factory default.

o junos-evo-install-gfx-fixed-x84-64-version.iso—All fixed QFX platform variants
have a single ISO image. For QFX orders, this image is installed as factory default.

e junos-evo-install-ptx-chassis-x84-64-version.iso—One single ISO image for PTX
chassis platforms.

o junos-evo-install-gfx-chassis-x84-64-version.iso—One single ISO image for PTX
chassis platforms.



Table 6: Installation Package Prefixes (continued)

Installation Package
Prefix

junos-evo-profilel-install*

junos-install*

junos-installmedia-pxe-sihe-x86*
(USB)

junos-instalHmedia-usb-sixhe-x86*
(PXE)

junos-srxhe-x86* (CLI)

junos-srx1k3k*

junos-srx5000*

junos-srxentedge™

junos-srxmr*

junos-srxsme*

junos-vmhost-install*

nosistbmeds @6
(USB)

¢ nosinstameda usb e x86*
(PXE)

junos-srxhe-x86* (CLI)

SEE ALSO

show version

Description

Junos OS Evolved, introduced as of Junos OS Evolved Release 19.1R1. For example,
junos-evo-profilel-install-gfx-ms-fixed-x86-64-19.1-20190226.5-EVO.iso.

Junos OS with upgraded FreeBSD for EX Series and MX Series routers that support
Junos OS with upgraded FreeBSD.

For specific examples of package names for Junos OS with upgraded FreeBSD, see
“Changes in Package Names for Junos OS with Upgraded FreeBSD” on page 36.

Junos OS for SRX4600

Junos OS for SRX1400, SRX3400 and SRX3600.

Junos OS for SRX5400, SRX5600, and SRX5800.

Junos OS for SRX1500.

Junos OS for SRX4100 and SRX4200.

Junos OS for SRX300, SRX320, SRX340, SRX345, SRX380, and SRX550M .

Junos OS with upgraded FreeBSD on VM Host.

Junos OS for SRX4600



Junos OS Release Numbers

NOTE: Junos OS Evolved uses the same release numbering system as Junos OS.

The Junos OS release number represents a particular revision of the software that runs on a Juniper

Networks routing platform, for example, Junos OS Release 14.1,14.2,15.1, or 17.1. Each Junos OS release
has certain new features that complement the software processes that support Internet routing protocols,
control the device's interfaces and the device chassis itself, and allow device system management. On the
Juniper Networks Support web page, you download Junos OS for a particular Junos OS release number.

In this example, we dissect the format of the software release number to show what it indicates. The
generalized format is as follows:

Given the format of
m.nZb.s

The software release number 17.2R1.13, for example, maps to this format as follows:
e m is the main release number of the product, for example, 17.
e n is the minor release number of the product, for example, 2.
e Zis the type of software release, for example, R for FRS or maintenance release.

For types of software releases, see Table 7 on page 114.
e bis the build number of the product, for example, 1, indicating the FRS rather than a maintenance release..

e s is the spin number of the product, for example, 13.

Table 7: Software Release Types

Release

Type Description

R First revenue ship (FRS) or maintenance release software. R1 is FRS. R2 onward are maintenance
releases.

F Feature velocity release. Feature velocity releases are only in Junos OS Release 15.1.

B Beta release software.

| Internal release software. These are private software releases for verifying fixes.



Table 7: Software Release Types (continued)

Release

Type Description

S Service release software, which are released to customers to solve a specific problem—this release
will be maintained along with the life span of the underlying release. The service release number is
added after the R number, for example, 14.2R3-54.4. Here S4 represents the 4th service release
on top of 14.2R3 and is the 4th respin.

X Special (eXception) release software. X releases follow a numbering system that differs from the

standard Junos OS release numbering.

Starting with Junos OS Release 12.1X44-D10, SRX Series devices follow a special naming convention
for Junos OS releases. For more information, refer to the Knowledge Base article KB30092 at
https://kb.juniper.net/InfoCenter/index?page=home.

NOTE: Prior to Junos OS Release 11.4, the software release number format for service releases
was same as other releases. For example, 10.454.2 represented the 4th service release and 2nd
respin of 10.4.

Junos OS Editions

Editions show up in the installation package name after the release number string and before signed.

In releases earlier than Junos OS Release 15.1, installation packages came in several major software package
categories or editions, such as domestic, worldwide, or Federal Information Processing Standard (FIPS).
For those still using packages with names including these terms, here is what they indicate:

e domestic—Junos OS for customers in the United States and Canada and for all other customers with a
valid encryption agreement. This edition includes high-encryption capabilities such as IPsec and SSH for
data leaving the router or switch. Later images use a null, or empty, edition field for this category.

o limited—Junos OS for all other customers. This edition does not include any high-encryption capabilities
for data leaving the router or switch. Sometimes referred to as the Export edition, starting in Junos OS
Release 15.1R1, this category is is renamed to the limited edition.

o fips—Junos OS that provides advanced network security for customers who need software tools to
configure a network of Juniper Networks routers and switches in a Federal Information Processing
Standards (FIPS) 140-2 environment. For more information about Junos-FIPS, see FIPS 140-2 Security
Compliance. In later images, FIPS, instead of being a separate edition, is an option you select on installation.


https://kb.juniper.net/InfoCenter/index?page=content&id=KB30092

Starting with Junos OS 15.1, a simplified edition scheme was started:

e Junos OS with a null (empty) edition field is the standard image for Junos OS.

o limited—Version has no cryptographic support and is intended for countries in the Eurasian Customs
Union (EACU). These countries have import restrictions on software containing data-plane encryption.

Boot Sequence on Devices with Routing Engines
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Juniper Networks devices start using the installed Junos OS. Bootable copies of Junos OS are stored in
various locations: the internal flash disk, the hard drive, the removable media. The following subsections
discuss the order of locations checked for a valid bootable operating system.

Boot Order for Devices

Information about the boot order for the various devices with Routing Engines is given in this section in
alphabetical order of the device families.

NOTE: For information about which Routing Engines are supported by each device, see
https://www.juniper.net/documentation/en_US/release-independent/
junos/topics/reference/general/routing-engine-m-mx-t-series-support-by-chassis.html.

The ACX Series routers attempt to boot from the storage media in the following order:

1. USB storage media device

2. Dual, internal NAND flash device (first daOs1, then daOs2)
The router attempts to boot from the storage media in the following order:
MX80 routers attempt to boot from the storage media in the following order:

1. USB media emergency boot device
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2. Dual, internal NAND flash device (first daO, then dal)

MX104 routers attempt to boot from the storage media in the following order:
1. USB storage media device

2. Internal NAND flash device (da0O)

The M Series and MX Series with a Routing Engine that has a solid-state drive (SSD) attempt to boot from
the storage media in the following order:

1. USB media emergency boot device (if present)
2. CompactFlash card
3. Solid-state drive (SSD) in the SSD slot 1 or SSD slot 2 (if present)

The M Series and MX Series (except for the MX80 routers and the MX104 routers) routers with a Routing
Engine that has a hard disk attempt to boot from the storage media in the following order:

1. Removable media emergency boot device, such as a PC Card (if present)
2. CompactFlash card (if present)
3. Hard disk

The PTX Series Packet Transport Routers attempt to boot from the storage media in the following order:

USB media emergency boot device
CompactFlash card

Solid-state drive (SSD) in the Disk 1 slot (if present)

M w b e

Storage media available on the LAN

The T Series and TX Matrix routers with a Routing Engine that has a hard disk attempt to boot from the
storage media in the following order:

1. Removable media emergency boot device, such as a PC Card (if present)
2. CompactFlash card (if present)
3. Hard disk

The T Series routers with a Routing Engine that has a solid-state drive (SSD), and TX Matrix Plus routers
attempt to boot from the storage media in the following order:

1. USB media emergency boot device
2. CompactFlash card (if present)

3. Solid-state drive (SSD) in the Disk 1 slot (if present)



NOTE: The Disk 2 slot is not currently supported.

4. Storage media available on the LAN

Booting from an Alternate Boot Device

NOTE: Do not insert an emergency boot device during normal operations. The router does not
operate normally when it is booted from an emergency boot device.

If the router boots from an alternate boot device, Junos OS displays a message indicating this when you
log in to the router. For example, the following message shows that the software booted from the hard
disk (/dev/ad1s1a):

login: username

Password: password

Last login: date on terminal
--- Junos 8.0 R1 built date

--- NOTICE: System is running on alternate media device (/dev/ad2s1a).

This situation results when the router detects a problem with the primary boot device—usually the
CompactFlash card—that prevents it from booting, and consequently boots from the alternate boot device
(the hard disk drive). When this happens, the primary boot device is removed from the list of candidate
boot devices. The problem is usually a serious hardware error. We recommend you contact the Juniper
Networks Technical Assistance Center (JTAC).

NOTE: On MX104 routers, if the router boots from an alternate boot device, Junos OS does
not display any message indicating this when you log in to the router.

When the router boots from the alternate boot device, the software and configuration are only as current
as the most recent request system snapshot command. However, if the mirror-flash-on-disk command
was enabled, then the hard disk drive contains a synchronized, mirror image of the compact flash drive
and therefore the current software and configuration.



Release History Table

Release Description

12.1X46 SRX100, SRX110, SRX210, SRX220, and SRX240 devices with 2 GB RAM cannot be upgraded
to any Junos OS 12.1X46 Release after 12.1X46-D65. Attempting to upgrade to this release
on devices with 2 GB RAM will trigger the following error: ERROR: Unsupported platform
for 12.1X46 releases after 12.1X46-D65

12.1X45-D10 Junos OS Release 12.1X45 and later do not support single-root partitioning

‘ Storage Media and Routing Engines | 396

Preparing for Software Installation and Upgrade
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Before you install or upgrade Junos OS, you must ensure some basic checks such as sufficient disk space
availability and backing up configurations in place.
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Checklist for Reinstalling Junos OS

Table 8 on page 120 provides links and commands for reinstalling Junos OS.
Table 8: Checklist for Reinstalling Junos OS

Tasks Command or Action

Before You Reinstall Junos OS

=

Log the Software Version Information on page 122 ' show version | save filename

2. Logthe Hardware Version Information on page 123 | show chassis hardware | save filename

3. Log the Chassis Environment Information on show chassis environment | save filename
page 125

4. Log the System Boot-Message Information on show system boot-messages | save filename
page 125

5. Log the Active Configuration on page 128 show configuration | save filename

6. Log the Interfaces on the Router on page 128 show interface terse | save filename

120



Table 8: Checklist for Reinstalling Junos OS (continued)

Tasks

7. Logthe BGP, IS-IS, and OSPF Adjacency Information
on page 129

8. Log the System Storage Information on page 131

9. Back Up the Currently Running and Active File System

“Reinstall Junos OS” on page 145

“Reconfigure Junos OS” on page 146

1. Configure Host Names, Domain Names, and IP
Addresses on page 146

2. Protecting Network Security by Configuring the
Root Password on page 147

3. Check Network Connectivity on page 149

4. Copy Backup Configurations to the Router on
page 80

After You Reinstall Junos OS

Command or Action

show bgp summary | save filename
show isis adjacency brief | save filename
show ospf neighbor brief | save filename

show system storage | save filename

request system snapshot

Insert the floppy and reboot the system.

Log in as root.

Start the CLI.

Enter configuration mode: configure

set system host-name host-name

set system domain-name domain-name

set interfaces fxpO0 unit O family inet address
address/prefix-length

set system backup-router address

set system name-server address

set system root-authentication plain-text-password
set system root-authentication encrypted-password
password

set system root-authentication ssh-rsa key

commit

exit

ping address

file copy var/tmp
configure

[edit]

load merge /config/filename or load replace /config/filename

[edit]
commit



Table 8: Checklist for Reinstalling Junos OS (continued)

Tasks

1. Compare Information Logged Before and After the
Reinstall

2. Back Up the New Software

Log the Software Version Information

Purpose

Command or Action

show version | save filename

show chassis hardware | save filename
show chassis environment | save filename
show system boot-messages | save filename
show configuration | save filename

show interfaces terse | save filename

show bgp summary

show isis adjacency brief

show ospf neighbor brief | save filename
show system storage | save filename

request system snapshot

The purpose of this action is to log the Junos OS version information.

Action

Use the following Junos OS CLI operational mode command:

user@host> show version | save filename

Sample Output

user@host> show version | save test
Wrote 39 lines of output to “test’

user@host> show version

Hostname: my-router.net

Model: ml10

JUNOS Base 0S boot [5.0R5]

JUNOS Base OS Software Suite [5.0R5]
JUNOS Kernel Software Suite [5.0R5]
JUNOS Routing Software Suite [5.0R5]

JUNOS Packet Forwarding Engine Support [5.0R5]

JUNOS Crypto Software Suite [5.0R5]
JUNOS Online Documentation [5.0R5]

KERNEL 5.0R5 #0 built by builder on 2002-03-02 05:10:28 UTC



MGD release 5.0R5 built by builder on 2002-03-02 04:45:32 UTC

CLI release 5.0R5 built by builder on 2002-03-02 04:44:22 UTC
CHASSISD release 5.0R5 built by builder on 2002-03-02 04:43:37 UTC
DCD release 5.0R5 built by builder on 2002-03-02 04:42:47 UTC

RPD release 5.0R5 built by builder on 2002-03-02 04:46:17 UTC

SNMPD release 5.0R5 built by builder on 2002-03-02 04:52:26 UTC
MIB2D release 5.0R5 built by builder on 2002-03-02 04:45:37 UTC
APSD release 5.0R5 built by builder on 2002-03-02 04:43:31 UTC
VRRPD release 5.0R5 built by builder on 2002-03-02 04:52:34 UTC
ALARMD release 5.0R5 built by builder on 2002-03-02 04:43:24 UTC
PFED release 5.0R5 built by builder on 2002-03-02 04:46:06 UTC
CRAFTD release 5.0R5 built by builder on 2002-03-02 04:44:30 UTC
SAMPLED release 5.0R5 built by builder on 2002-03-02 04:52:20 UTC
ILMID release 5.0R5 built by builder on 2002-03-02 04:45:21 UTC
BPRELAYD rellease 5.0R5 built by builder on 2002-03-02 04:42:41 UTC
RMOPD release 5.0R5 built by builder on 2002-03-02 04:46:11 UTC
jJjkernel-dd release 5.0R5 built by builder on 2002-03-02 04:41:07 UTC
jJjroute-dd release 5.0R5 built by builder on 2002-03-02 04:41:21 UTC
jdocs-dd release 5.0R5 built by builder on 2002-03-02 04:39:11 UTC

Meaning
The sample output shows the hostname, router model, and the different Junos OS packages, processes,
and documents.

Log the Hardware Version Information

Purpose

You should log hardware version information in the rare event that a router cannot successfully reboot
and you cannot obtain the Routing Engine serial number. The Routing Engine serial number is necessary
for Juniper Networks Technical Assistance Center (JTAC) to issue a return to manufacturing authorization
(RMA). Without the Routing Engine serial number, an onsite technician must be dispatched to issue the
RMA.

Action
To log the router chassis hardware version information, use the following Junos OS CLI operational mode
command:

user@host> show chassis hardware | save filename

Sample Output



The output for the M-series routers varies depending on the chassis components of each router. All routers
have a chassis, midplanes or backplanes, power supplies, and Flexible PIC Concentrators (FPCs). Refer to
the hardware guides for information about the different chassis components.

user@host> show chassis hardware | save test
Wrote 43 lines of output to “test’

user@host> show chassis hardware

Item Version Part number Serial number Description
Chassis 101 M160
Midplane REV 02  710-001245 S/N AB4107
FPM CMB REV 01 710-001642 S/N AA2911
FPM Display REV 01  710-001647 S/N AA2999
CIP REV 02  710-001593 S/N AA9563
PEM O Rev 01  740-001243 S/N KJ35769 DC
PEM 1 Rev 01  740-001243 S/N KJ35765 DC
PCG O REV 01  710-001568 S/N AA9794
PCG 1 REV 01  710-001568 S/N AA9804
Host 1 da000004f8d57001 teknor
MCS 1 REV 03  710-001226  S/N AA9777
SFM O SPP REV 04 710-001228 S/N AA2975
SFM O SPR REV 02 710-001224 S/N AA9838 Internet Processor 1
SFM 1 SPP REV 04  710-001228 S/N AA2860
SFM 1 SPR REV 01 710-001224 S/N AB0139 Internet Processor 1
FPC O REV 03  710-001255 S/N AA9806 FPC Type 1
CPU REV 02  710-001217 S/N AA9590
PIC 1 REV 05 750-000616 S/N AA1527 1x 0C-12 ATM, MM
PIC 2 REV 05  750-000616  S/N AA1535 1x 0C-12 ATM, MM
PIC 3 REV 01  750-000616  S/N AA1519 1x 0C-12 ATM, MM
FPC 1 REV 02 710-001611 S/N AA9523 FPC Type 2
CPU REV 02  710-001217  S/N AA9571
PIC O REV 03  750-001900 S/N AA9626 1x STM-16 SDH, SMIR
PIC 1 REV 01  710-002381  S/N AD3633 2x G/E, 1000 BASE-SX
FPC 2 FPC Type 0C192
CPU REV 03  710-001217 S/N AB3329
PIC O REV 01 1x 0C-192 SM SR-2
Meaning

The sample output shows the hardware inventory for an M160 router with a chassis serial number of 101.
For each component, the output shows the version number, part number, serial number, and description.



Log the Chassis Environment Information

Action

To log the router chassis environment information, use the following Junos OS CLI operational mode
command:

user@host> show chassis environment | save filename

Sample Output

The following example shows output from the show chassis environment command for an M5 router:

user@m5-host> show chassis environment | save test
Wrote 14 lines of output to “test’

user@m5-host> show chassis environment

Class Item Status Measurement

Power Power Supply A OK
Power Supply B OK

Temp FPC Slot O OK 32 degrees C / 89 degrees F
FEB OK 31 degrees C / 87 degrees F
PS Intake OK 26 degrees C / 78 degrees F
PS Exhaust OK 31 degrees C / 87 degrees F

Fans Left Fan 1 OK Spinning at normal speed
Left Fan 2 OK Spinning at normal speed
Left Fan 3 OK Spinning at normal speed
Left Fan 4 OK Spinning at normal speed

Meaning

The sample output shows the environmental information about the router chassis, including the
temperature and information about the fans, power supplies, and Routing Engine.

Log the System Boot-Message Information

Action

To log the system boot-message information, use the following Junos OS CLI operational mode command:

user@host> show system boot-messages | save filename



Sample Output

user@host> show system boot-messages | save test
Wrote 80 lines of output to “test’

user@host> show system boot-messages
Copyright (c) 1992-1998 FreeBSD Inc.
Copyright (c) 1996-2000 Juniper Networks, Inc.
All rights reserved.
Copyright (c) 1982, 1986, 1989, 1991, 1993
The Regents of the University of California. All rights reserved.

JUNOS 4.1-20000216-7f8469 #0: 2000-02-16 12:57:28 UTC

tlim@devicel.example.com:/p/build/20000216-0905/4.1/release_kernel/sys/compile/GENERIC
CPU: Pentium Pro (332.55-MHz 686-class CPU)
Origin = "Genuinelntel™ 1Id = Ox66a Stepping=10

Features=0x183f9ff<FPU, WE, DE, PSE, TSC,MSR, PAE ,MCE ,CX8,, SEP ,MTRR, PGE , MCA,,CMOV,, <016>, <b17> ,MVIX , <b24>>

Teknor CPU Card Recognized

real memory = 805306368 (786432K bytes)

avail memory = 786280448 (767852K bytes)

Probing for devices on PCI bus 0:

chipO <generic PCl bridge (vendor=8086 device=7192 subclass=0)> rev 3 class 60000
on pci0:0:0

chipl <Intel 82371AB PCI-ISA bridge> rev 1 class 60100 on pci0:7:0

chip2 <Intel 82371AB IDE interface> rev 1 class 10180 on pci0O:7:1

chip3 <Intel 82371AB USB interface> rev 1 class c0300 int d irg 11 on pci0:7:2

smb0O <Intel 82371AB SMB controller> rev 1 class 68000 on pci0:7:3

pcicO <Tl PCI-1131 PCI-CardBus Bridge> rev 1 class 60700 int a irg 15 on pci0:13:0

TI11131 PCI Config Reg: [pci only][FUNCO pci int]

pcicl <TI PCI-1131 PCI-CardBus Bridge> rev 1 class 60700 int b irq 12 on pci0:13:1

T11131 PCl Config Reg: [pci only][FUNC1 pci int]

xp0 <Intel EtherExpress Pro 10/100B Ethernet> rev 8 class 20000 int a irg 12 on
pci0:16:0

chip4 <generic PCl bridge (vendor=1011 device=0022 subclass=4)> rev 4 class 60400
on pci0:17:0

fxpl <Intel EtherExpress Pro 10/100B Ethernet> rev 8 class 20000 int a irg 10 on
pci0:19:0

Probing for devices on PCl bus 1:mcsO <Miscellaneous Control Subsystem> rev 12
class 0000 int a irq 12 on pcil:13:0

fxp2 <Intel EtherExpress Pro 10/100B Ethernet> rev 8 class 20000 int a irg 10 on
pcil:14:0

Probing for devices on the ISA bus:



scO0 at 0x60-0x6f irg 1 on motherboard

sc0: EGA color <16 virtual consoles, flags=0x0>
ed0 not found at 0x300

edl not found at 0x280

ed2 not found at 0x340

psmO not found at 0x60

sio0 at Ox3f8-0x3ff irq 4 flags 0x20010 on isa
sio0: type 16550A, console

siol at 0x3e8-0x3ef irq 5 flags 0x20000 on isa
siol: type 16550A

sio2 at Ox2f8-0x2ff irq 3 flags 0x20000 on isa
sio2: type 16550A

pcicO at 0x3e0-0x3el on isa

PC-Card ctlr(0) Tl PCI-1131 [CardBus bridge mode] (5 mem & 2 1/0 windows)
pcicO: slot O controller 1/0 address 0x3e0

npx0 flags Ox1 on motherboard

npx0: INT 16

interface

fdcO: direction bit not set

fdcO: cmd 3 failed at out byte 1 of 3

fdcO not found at Ox3f0

wdcO at Ox1f0-Ox1f7 irg 14 on isa

wdcO: unit 0 (wd0): <SunDisk SDCFB-80>, single-sector-i/o

wdO: 76MB (156672 sectors), 612 cyls, 8 heads, 32 S/T, 512 B/S
wdcO: unit 1 (wdl): <IBM-DCXA-210000>

wdl: 8063MB (16514064 sectors), 16383 cyls, 16 heads, 63 S/T, 512 B/S
wdcl not found at 0x170

wdc2 not found at 0x180

ep0 not found at 0x300

fxp0: Ethernet address 00:a0:a5:12:05:5a

fxpl: Ethernet address 00:a0:a5:12:05:59

fxp2: Ethernet address 02:00:00:00:00:01

swapon: adding /dev/wdlslb as swap device

Automatic reboot in progress...

/dev/rwdOsla:
/dev/rwdOsle:
/dev/rwdOsla:
/dev/rwdlslif:

Meaning

clean, 16599 free (95 frags, 2063 blocks, 0.1% fragmentation)
clean, 9233 free (9 frags, 1153 blocks, 0.1% fragmentation)

clean, 16599 free (95 frags, 2063 blocks, 0.1% fragmentation)
clean, 4301055 free (335 frags, 537590 blocks, 0.0% fragmentation)

The sample output shows the initial messages generated by the system kernel upon boot. This is the
content of the /var/run/dmesg.boot file.



Log the Active Configuration

Action
To log the active configuration on the router, use the following Junos OS CLI operational mode command:

user@host> show configuration | save filename

Sample Output

user@host> show configuration | save test
Wrote 4076 lines of output to “test’

user@host> show configuration

system {

host-name l1ab8;

domain-name devicel._example.com;

backup-router 10.1.1.254;
time-zone America/Los_Angeles;

default-address-selection;
dump-on-panic;

name-server {

[---Output truncated...]

Meaning
The sample output shows the configuration currently running on the router, which is the last committed
configuration.

Log the Interfaces on the Router

Action

To log the interfaces on the router, use the following Junos OS CLI operational mode command:

user@host> show interface terse | save filename

Sample Output

user@host> show interfaces terse | save test
Wrote 81 lines of output to “test’

user@host> show interfaces terse



Interface
at-1/3/0
at-1/3/0.0

TxpO
xp0.0
gre
ipip
100
100.0

so-1/2/0
so-1/2/1
so0-1/2/2
so-1/2/3
so-2/0/0
so0-2/0/0.0

[---Output truncated...

Meaning

up
up
down
down
up
up

up
down
down
down
up
up

Link
up
up

up
up
up
up
up
up

down
down
down
down
up
up

Proto Local Remote
inet 203.0.113.1 --> 203.0.113.2
iso

inet 10.168.5.59/24

inet 127.0.0.1 --> 0/0
iso 47.0005.80ff.f800.0000.0108.0001.1921.6800.5059.00

inet 192.2.3.4 --> 192.2.3.5
iso

The sample output displays summary information about the physical and logical interfaces on the router.

Log the BGP, IS-IS, and OSPF Adjacency Information

Purpose

The following commands log useful information about Border Gateway Protocol (BGP), Intermediate
System-to-Intermediate System (IS-IS), and Open Shortest Path First (OSPF) protocols. If you have other
protocols installed, such as Multiprotocol Label Switching (MPLS), Resource Reservation Protocol (RSVP),
or Protocol Independent Multicast (PIM), you also might log summary information for them.

Action

To log the protocol peer information, use the following Junos OS CLI operational mode commands:

user@host> show bgp summary | save filename

user@host> show isis adjacency brief | save filename

user@host> show ospf neighbor brief | save filename



Sample Output 1

user@host> show bgp summary | save test
Wrote 45 lines of output to “test’

user@host> show bgp summary
Groups: 1 Peers: 1 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 4 4 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn
State|#Active/Received/Damped. .
9.9.3.1 2 2627 2628 0 0 21:50:12 4/4/0
0/0/0
Sample Output 2

user@host> show isis adjacency brief | save test
Wrote 7 lines of output to “test’

user@host> show isis adjacency brief
IS-1S adjacency database:

Interface System L State Hold (secs) SNPA
s0-1/0/0.0 1921.6800.5067 2 Up 13
s0-1/1/0.0 1921.6800.5067 2 Up 25
s0-1/2/0.0 1921.6800.5067 2 Up 20
s0-1/3/0.0 1921.6800.5067 2 Up 19
s0-2/0/0.0 1921.6800.5066 2 Up 19
s0-2/1/0.0 1921.6800.5066 2 Up 17
s0-2/2/0.0 1921.6800.5066 2 Up 20
s0-2/3/0.0 1921.6800.5066 2 Up 20
so-5/0/0.0 ranier 2 Up 17
Sample Output 3

user@host> show ospf neighbor brief | save test
Wrote 10 lines of output to “test’

user@host> show ospf neighbor brief
Address Intf State 1D Pri Dead
10.168.254.225 xp3.0 2Way 10.250.240.32 128 36



10.168.254.230 xp3.0 Full 10.250.240.8 128 38

10.168.254.229 xp3.0 Full 10.250.240.35 128 33

10.1.1.129 xp2.0 Full 10.250.240.12 128 37

10.1.1.131 xp2.0 Full 10.250.240.11 128 38

10.1.2.1 fxpl.0 Full 10.250.240.9 128 32

10.1.2.81 xp0.0 Full 10.250.240.10 128 33
Meaning

Sample output 1 displays summary information about BGP and its neighbors. Sample output 2 displays
information about IS-1S neighbors. Sample output 3 displays information about all OSPF neighbors.

Log the System Storage Information

Action

To log the system storage statistics for the amount of free disk space in the router’s file system, use the
following Junos OS CLI operational mode command:

user@host> show system storage | save filename

Sample Output

user@host> show system storage | save test

Wrote 14 lines of output to “test’

user@host> show system storage

Filesystem 1K-blocks Used Avail Capacity Mounted on

/dev/adOsla 65687 26700 33733 44% /

devfs 16 16 0 100% /dev/

/dev/vnl 9310 9310 0 100% /packages/mnt/jbase

/dev/vn2 8442 8442 0 100% /packages/mnt/jkernel-5.0R5.1
/dev/vn3 11486 11486 0 100% /packages/mnt/jpfe-5.0R5.1
/dev/vn4 5742 5742 0 100% /packages/mnt/jroute-5.0R5.1
/dev/vn5 1488 1488 0 100% /packages/mnt/jcrypto-5.0R5.1
/dev/vn6 792 792 0 100% /packages/mnt/jdocs-5.0R5.1
mfs:2373 1015815 3 934547 0% /tmp

/dev/adOsle 25263 11 23231 0% /config

procfs 4 4 0 100% /proc

/dev/adlslf 9825963 1811085 7228801 20% /var

Meaning



The sample output displays statistics about the amount of free disk space in the router’s file system. Values
are displayed in 1024-byte (1-KB) blocks.

Validating the Configuration Image Before Upgrading or Downgrading the
Software

If you upgrade or downgrade the Junos OS image on a switch that supports configuration image validation
(see Feature Explorer for feature support per EX Series switch), the system validates that the existing
configuration is compatible with the new image before the actual upgrade or downgrade commences.

Benefits of image validation—If validation fails, the new image is not loaded, and an error message provides
information about the failure. If you upgrade or downgrade the software on a system that does not support
validation, configuration incompatibilities between the existing and new image or insufficient memory to
load the new image might cause the system to lose its current configuration or go offline.

Here are some validation guidelines to keep in mind:

o Validation is set to on by default. You do not need to configure it or issue any command to start it on a
switch that supports image validation. You can disable validation (the procedure is given below) and
then re-enable it.

o Validation slows down the upgrade or downgrade process by as much as 7 minutes.
o Image validation is supported only on the jinstall package.

e If you invoke validation from an image that does not support validation, the new image is loaded but
validation does not occur.

¢ Validation does not work in a downgrade to an image that does not support validation if your system is
configured for graceful routing switchover (GRES) or if you run image loading without nonstop software
upgrade (NSSU). See the procedure below for steps to use validation in this type of scenario.

To disable validation, re-enable or invoke validation manually, or use validation when downgrading to an
image that does not support it:

e Todisable validation, issue request system software add image-name reboot no-validate command.

e Tore-enable or invoke validation manually, choose one of the following methods:
e Issue request system software add image-name.
e Issue request system software nonstop-upgrade image-name.
e Issue request system software validate to run just configuration validation.

e Touse validation when downgrading to an image that does not support it, choose one of the following
methods:


https://pathfinder.juniper.net/feature-explorer/

e Remove the graceful-switchover configuration and then issue the request system software add
image-name reboot command.

e Use NSSU by issuing the request system software nonstop-upgrade image-name command.

Ensuring Sufficient Disk Space for Junos OS Upgrades on SRX Devices

Before you begin upgrading Junos OS on an SRX Series device, perform the following tasks:

Verifying Available Disk Space on SRX Series Devices

The amount of free disk space necessary to upgrade a device with a new version of Junos OS can vary
from one release to another. Check the Junos OS software version you are installing to determine the free
disk space requirements.

If the amount of free disk space on a device is insufficient for installing Junos OS, you might receive a
warning similar to the following messages, that the /var filesystem is low on free disk space:

WARNING: The /var filesystem is low on free disk space.
WARNING: This package requires 1075136k free, but there is only 666502k available.

To determine the amount of free disk space on the device, issue the show system storage detail command.
The command output displays statistics about the amount of free disk space in the device file systems.

A sample of the show system storage detail command output is shown below:

user> show system storage detail

Filesystem 1024-blocks Used Avail Capacity Mounted on
/dev/da0s2a 300196 154410 121772 56% /

devfs 1 1 0 100% /dev
/dev/mdO 409000 409000 0 100% /junos

/ct 300196 154410 121772 56% /junos/cf
devfs 1 1 0 100% /junos/dev/
procfs 4 4 0 100% /proc
/dev/bo0s3e 25004 52 22952 0% /config
/dev/bo0s3f 350628 178450 144128 55% /cf/var
/dev/md1 171860 16804 141308 11% /mfs
/cft/var/jail 350628 178450 144128 55% /jail/var
/cf/var/log 350628 178450 144128 55% /jail/var/log

devfs 1 1 0 100% /jail/dev



/dev/md2 40172 4 36956 0% /mfs/var/run/utm
/dev/md3 1884 138 1596 8% /jail/mfs

Cleaning Up the System File Storage Space

When the system file storage space on the device is full, rebooting the device does not solve the problem.
The following error message is displayed during a typical operation on the device after the file storage
space is full.

user@host% cli

user@host> configure/var: write failed, filesystem is full

You can clean up the file storage on the device by deleting system files using the request system storage
cleanup command as shown in following procedure:

1. Request to delete system files on the device.
user@host> request system storage cleanup

The list of files to be deleted is displayed.

List of files to delete:

Size Date Name

11B Oct 28 23:40 /var/jail/tmp/alarmd.ts
92.4K Jan 11 17:12 /var/log/chassisd.0.gz
92.4K Jan 11 06:06 /var/log/chassisd.l.gz
92_5K Jan 10 19:00 /var/log/chassisd.2.gz
92.5K Jan 10 07:53 /var/log/chassisd.3.gz
92.2K Jan 10 15:00 /var/log/hostlogs/auth.log.1.9z
92_2K Jan 1 18:45 /var/log/hostlogs/auth._log.2.g9z
92.1K Jan 4 17:30 /var/log/hostlogs/auth.log.3.9z
92.2K Jan 1 18:45 /var/log/hostlogs/auth.log.4.9z
79.0K Jan 12 01:59 /var/log/hostlogs/daemon.log.1.gz
78.8K Jan 11 23:15 /var/log/hostlogs/daemon.log.2.9gz
78.7K Jan 11 20:30 /var/log/hostlogs/daemon.log.3.9gz
79.1K Jan 11 17:44 /var/log/hostlogs/daemon.log.4.9z
59.1K Jan 11 21:59 /var/log/hostlogs/debug.1.9z
59.2K Jan 11 17:44 /var/log/hostlogs/debug.2.gz
59.2K Jan 11 13:29 /var/log/hostlogs/debug.3.gz
59.3K Jan 11 09:14 /var/log/hostlogs/debug.4.9z
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17:
04:
16:
04:
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6 21:
21:

31
15
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45
00
00
45
30
15
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30

/var/log/hostlogs/kern. log.
/var/log/hostlogs/lcmd. log.
/var/log/hostlogs/lcmd. log.
/var/log/hostlogs/lcmd. log.
/var/log/hostlogs/lcmd. log.
/var/log/hostlogs/syslog.-1.
/var/log/hostlogs/syslog.2.
/var/log/hostlogs/syslog.3.
/var/log/hostlogs/syslog.4.
/var/log/messages.0.gz

/var/log/messages.l.gz

/var/log/messages.2.9z

Delete these files ? [yes,no] (ho)

2. Enter the option yes to proceed with deleting of the files.

Verifying Junos OS and Boot Loader Software Versions on an EX Series

Switch

IN THIS SECTION

1.9z
1.9z
2.9z
3.0z
4.9z

Verifying the Number of Partitions and File System Mountings | 135

Verifying the Loader Software Version | 137

Verifying Which Root Partition Is Active | 138

Verifying the Junos OS Version in Each Root Partition | 139

Before or after upgrading or downgrading Junos OS, you might need to verify the Junos OS version. You
might also need to verify the boot loader software version if you are upgrading to or downgrading from
a release that supports resilient dual-root partitions (Junos OS Release 10.4R3 and later).

This topic includes:

Verifying the Number of Partitions and File System Mountings

Purpose



Between Junos OS Release 10.4R2 and Release 10.4R3, upgrades were made to further increase resiliency
of root partitions, which required reformatting the disk from three partitions to four partitions. If your
switch is running Release 10.4R2 or earlier, it has three partitions, and if it is running Release 10.4R3 or
later, it has four partitions.

Action

Verify how many partitions the disk has, as well as where each file system is mounted, by using the following
command:

user@switch> show system storage

Filesystem Size Used Avail Capacity Mounted on

/dev/da0Osla 184M 124M 45M 73% /

devfs 1.0K 1.0K OB 100% /dev

/dev/mdO 37M 37M 0B 100% /packages/mnt/jbase
/dev/md1l 18M  18M OB 100%
/packages/mnt/jcrypto-ex-10.4120110121_ 0509 _hbRPSRL115184421081
/dev/md2 6.1M 6.1M OB 100%
/packages/mnt/jdocs-ex-10.4120110121 0509 hbRPSRL115184421081
/dev/md3 154M 154M OB 100%
/packages/mnt/jkernel-ex-10.4120110121 0509 hbRPSRL115184421081
/dev/md4 23M  23M OB 100%
/packages/mnt/jpfe-ex42x-10.4120110121_0509_hbRPSRL115184421081
/dev/md5 46M  46M OB 100%
/packages/mnt/jroute-ex-10.4120110121_0509_ hbRPSRL115184421081
/dev/md6 28M  28M OB 100%
/packages/mnt/jswitch-ex-10.4120110121 0509 hbRPSRL115184421081
/dev/md7 22M  22M OB 100%
/packages/mnt/jweb-ex-10.4120110121 0509 _hbRPSRL115184421081
/dev/md8 126M 10.0K 116M 0% /tmp

/dev/da0s3e 123M 632K 112M 1% /var

/dev/da0s3d 369M 20K 339M 0% /var/tmp

/dev/daOs4d  62M 62K  57M 0% /config

/dev/md9 118M  12M  96M 11% /var/rundb

procfs 4_0K 4.0K OB 100% /proc

/var/jail/etc 123M 632K 112M 1%

/packages/mnt/jweb-ex-10.4120110121 0509 hbRPSRL115184421081/jail/var/etc
/var/jail/run 123M 632K 112M 1%
/packages/mnt/jweb-ex-10.4120110121_ 0509 hbRPSRL115184421081/jail/var/run
/var/jail/tmp 123M 632K 112M 1%
/packages/mnt/jweb-ex-10.4120110121 0509 _hbRPSRL115184421081/jail/var/tmp
/var/tmp 369M 20K 339M 0%



/packages/mnt/jweb-ex-10.4120110121_0509_ hbRPSRL115184421081/jail/var/tmp/uploads
devfs 1.0K 1.0K OB 100%
/packages/mnt/jweb-ex-10.4120110121_0509_hbRPSRL115184421081/jail/dev

Meaning

The presence of the partition name containing s4d indicates that there is a fourth slice. If this were a
three-slice partition scheme, in place of sla, s3e, s3d, and s4d, you would see sla, s1f, s2a, s2f, s3d, and
s3e, and you would not see s4d.

Verifying the Loader Software Version

Purpose

For the special case of upgrading from Junos OS Release 10.4R2 or earlier to Release 10.4R3 or later, you
must upgrade the loader software.

Action

For EX Series switches except EX8200 switches:

user@switch> show chassis firmware

Part Type Version
FPC O uboot U-Boot 1.1.6 (Jan 3 2011 - 16:14:58) 1.0.0
loader FreeBSD/PowerPC U-Boot bootstrap loader 2.4

For EX8200 switches:

user@switch> show chassis firmware

Part Type Version
FPC O uboot U-Boot 1.1.6 (Jan 3 2011 - 16:14:58) 3.5.0
loader FreeBSD/PowerPC U-Boot bootstrap loader 2.4
Meaning

For EX Series switches other than EX8200 switches, with Junos OS Release 10.4R3 or later installed:

o If there is version information following the timestamp for U-Boot (1.0.0 in the preceding example), then
the loader software does not require upgrading.



o If there is no version number following the timestamp for U-boot, then the loader software requires
upgrading.

NOTE: If the software version is Release 10.4R2 or earlier, no version number is displayed
following the timestamp for U-boot, regardless of the loader software version installed. If you
do not know whether you have installed the new loader software, we recommend that you
upgrade the loader software when you upgrade the software version.

For EX8200 switches, if the version number following the timestamp for U-Boot is earlier than 3.5.0, you
must upgrade the loader software when you upgrade the software version.

Verifying Which Root Partition Is Active

Purpose

Switches running Release 10.4R3 or later have resilient dual-root partition functionality, which includes
the ability to boot transparently from the inactive partition if the system fails to boot from the primary
root partition.

You can verify which root partition is active using the following command:
Action

user@switch> show system storage partitions

Boot Media: internal (daO)
Active Partition: daOsla
Backup Partition: da0Os2a
Currently booted from: active (daOs1a)
Partitions information:
Partition Size Mountpoint

sla 184M 7/

s2a 184M altroot

s3d 369M  /var/tmp

s3e 123M  /var

s4d 62M /config

sde unused (backup config)
Meaning

The Currently boot