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Use this guide to understand the MPLS technology and MPLS applications functions, and to configure
MPLS and other feature modules deploying the MPLS applications.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product

documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load merge relative
command. These commands cause the software to merge the incoming configuration into the current
candidate configuration. The example does not become active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple hierarchies), the example
is a full example. In this case, use the load merge command.


https://www.juniper.net/documentation/
https://www.juniper.net/books

If the example configuration does not start at the top level of the hierarchy, the example is a snippet. In
this case, use the load merge relative command. These procedures are described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following configuration to a file and name the file ex-script.conf. Copy the
ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;

2. Merge the contents of the file into your routing platform configuration by issuing the load merge

configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf

load complete



Merging a Snippet

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file ex-script-snippet.conf. Copy the
ex-script-snippet.conf file to the /var/tmp directory on your routing platform.

commit §
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following configuration mode
command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing the load merge
relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page | defines notice icons used in this guide.


https://www.juniper.net/techpubs/content-applications/cli-explorer/junos/

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page | defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fixed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user@host> show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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Multiprotocol Label Switching (MPLS) is a protocol that uses labels to route packets instead of using IP
addresses. In a traditional network, each switch performs an IP routing lookup, determines a next-hop
based on its routing table, and then forwards a packet to that next-hop. With MPLS, only the first device
does a routing lookup, and, instead of finding the next-hop, finds the ultimate destination along with a
path to that destination. The path of an MPLS packet is called a label-switched path (LSP).

MPLS applies one or more labels to a packet so it can follow the LSP to the destination. Each switch pops
off its label and sends the packet to the next switch label in the sequence.

The Junos OS includes everything you need to configure MPLS. You do not need to install any additional
programs or protocols. MPLS is supported on switches with a subset of the commands supported on
routers. The Junos MPLS-configured switches can interact with each other and with Junos MPLS-configured
routers.

MPLS has the following advantages over conventional packet forwarding:

e Packets arriving on different ports can be assigned different labels.

¢ A packet arriving at a particular provider edge (PE) switch can be assigned a label that is different from
that of the same packet entering the network at a different PE switch. As a result, forwarding decisions
that depend on the ingress PE switch can be easily made.

e Sometimes it is desirable to force a packet to follow a particular route that is explicitly chosen at or
before the time the packet enters the network, rather than letting it follow the route chosen by the
normal dynamic routing algorithm as the packet travels through the network. In MPLS, a label can be
used to represent the route so that the packet need not carry the identity of the explicit route.

This topic describes:

Why Use MPLS?

MPLS reduces the use of the forwarding table by using labels instead of the forwarding table. The size of
forwarding tables on a switch are limited by silicon and using exact matching for forwarding to destination
devices is cheaper than buying more sophisticated hardware. In addition, MPLS allows you to control
where and how traffic is routed on your network - this is called traffic engineering.

Some reasons to use MPLS instead of another switching solution are:

e MPLS can connect different technologies that would not otherwise be compatible---service providers
have this compatibility issue when connecting clients with different autonomous systems in their networks.
In addition, MPLS has a feature called Fast Reroute that provides alternate backups for paths - this
prevents network degradation in case of a switch failure.

o o Other IP-based encapsulations such as Generic Route Encapsulation (GRE) or Virtual Extensible Local
Area Networks (VXLAN) support only two levels of hierarchy, one for the transport tunnel and one piece
of metadata. Using virtual servers means that you need multiple hierarchy levels. For example, one label
is needed for top-of-rack (ToR), one label for the egress port that identifies the server, and one for the
virtual server.



Why Not Use MPLS?

There are no protocols to auto-discover MPLS enabled nodes. MPLS protocol just exchanges label values
for an LSP. They do not create the LSPs.

You must build the MPLS mesh, switch by switch. We recommend using scripts for this repetitive process.
MPLS hides suboptimal topologies from BGP where multiple exits may exist for the same route.

Large LSPs are limited by the circuits they traverse. You can work around this by creating multiple, parallel
LSPs.

How Do I Configure MPLS?
There are three types of switches you must set up for MPLS:
o Label Edge Router/Switch (LER) or ingress node to the MPLS network. This switch encapsulates the

packets.

o Label Switching Routers/Switches (LSR). One or more switches that transfer MPLS packets in the MPLS
network.

e Egress router/switch is the final MPLS device that removes the last label before packets leave the MPLS
network.

Service providers (SP) use the term provider router (P) for a backbone router/switch doing label switching
only. The customer-facing router at the SP is called a provider edge router (PE). Each customer needs a
customer edge router (CE) to communicate with the PE. Customer facing routers typically can terminate
IP addresses, L3VPNs, L2VPNs/ pseudowires, and VPLS before packets are transferred to the CE.

Configure the MPLS LER (Ingress) Switch and the Egress Switch

To configure MPLS, you must first create one or more named paths on the ingress and egress routers. For
each path, you can specify some or all transit routers in the path, or you can leave it empty. See “Configuring
the Ingress and Egress Router Addresses for LSPs” on page 485 and “Configuring the Connection Between
Ingress and Egress Routers” on page 493.

Configure LSRs for MPLS
Configure one or more MPLS LSRs by following these steps:

1. Configure interfaces on each switch to transmit and receive MPLS packets using the usual interface
command with MPLS appended. For example:

[edit interfaces ge-0/0/0 unit O] family mpls;

2. Add those same interfaces under [edit protocols mpls]. For example:

[edit protocols mpls]



interface ge-0/0/0;

3. Configure the interfaces on each switch to handle MPLS labels with a protocol. For example, for LDP:

[edit protocols Idp]
Interface ge-0/0/0.0;

To watch a demo of these configurations, see https://www.youtube.com/watch?v=xegWBCUJ4tE.

What Does the MPLS Protocol Do?

Multiprotocol Label Switching (MPLS) is an Internet Engineering Task Force (IETF)-specified framework
that provides for the designation, routing, forwarding and switching of traffic flows through the network.
In addition, MPLS:

e Specifies mechanisms to manage traffic flows of various granularities, such as flows between different
hardware, machines, or even flows between different applications.

e Remains independent of the layer-2 and layer-3 protocols.

e Provides a means to map IP addresses to simple, fixed-length labels used by different packet-forwarding
and packet-switching technologies.

o Interfaces to existing routing protocols, such as Resource ReSerVation Protocol (RSVP) and Open Shortest
PathFirst (OSPF).

e Supports IP, ATM, and Frame Relay layer-2 protocols.
e Uses these additional technologies:

o FRR: MPLS Fast Reroute improves convergence during a failure by mapping out alternate LSPs in
advance.

Link Protection/ Next-hop backup: A bypass LSP is created for every possible link failure.

Node Protection/ Next-hop backup: A bypass LSP is created for every possible switch (node) failure.

VPLS: Creates Ethernet multipoint switching service over MPLS and emulates functions of an L2
switch.

L3VPN: IP-based VPN customers get individual virtual routing domains.

How Does MPLS Interface to Other Protocols?
Some of the protocols that work with MPLS are:
e RSVP-TE: Resource Reservation Protocol - Traffic Engineering reserves bandwidth for LSPs.

e LDP: Label Distribution Protocol is the defacto protocol used for distribution of MPLS packets and is
usually configured to tunnel inside RSVP-TE.



¢ IGP: Interior Gateway Protocol is a routing protocol. Edge routers (PE-routers) run BGP between
themselves to exchange external (customer) prefixes. Edge and core (P) routers run IGP (usually OSPF
or I1S-IS) to find optimum path toward BGP next hops. P- and PE-routers use LDP to exchange labels for
known IP prefixes (including BGP next hops). LDP indirectly builds end-to-end LSPs across the network
core.

o BGP: Border Gateway Protocol (BGP) allows policy-based routing to take place, using TCP as its transport
protocol on port 179 to establish connections. The Junos OS routing protocol software includes BGP
version 4. You do not configure BGP---configuring interfaces with MPLS and LDP/RSVP establishes the
labels and the ability to transmit packets. BGP automatically determines the routes packets take.

e OSPF and ISIS: These protocols are used for routing between the MPLS PE and CE. Open Shortest Path
First (OSPF) is perhaps the most widely used interior gateway protocol (IGP) in large enterprise networks.
IS-IS, another link-state dynamic routing protocol, is more common in large service provider networks.
Assuming you're running L3VPN to your customers, on the SP edge between the PE and the CE you can
run any protocol that your platform supports as a VRF aware instance.

If I Have Used Cisco MPLS, What Do | Need to Know?

Cisco Networks and Juniper Networks use different MPLS terminology.

What Cisco Calls: Juniper Calls:
affinities admin-groups
autoroute announce TE shortcuts
forwarding adjacency LSP-advertise
tunnel LSP
make-before-break adaptive
application-window adjust-interval
shared risk link groups fate-sharing

TTL Processing on Incoming MPLS Packets

The flow chart on Figure 1 on page 7 illustrates TTL processing on incoming MPLS packets. On a transit
LSR or an egress LER, MPLS pops one or more labels and can push one or more labels. The incoming TTL
of the packet is determined by the configured TTL processing tunnel model.

When all of the following conditions are met, the incoming TTL is set to the TTL value found in the
immediate inner header:



e The outer label is popped as opposed to being swapped
e The TTL processing model is configured to pipe

e The inner header is MPLS or IP

If any of those conditions is not met, then the incoming TTL is set to the TTL value found in the outermost
label. In all cases, the TTL values of any further inner labels are ignored.

When an IP packet is exposed after MPLS pops all the labels that should be popped, MPLS passes the
packet to IP for further processing, including TTL checking. When the uniform tunnel model for TTL
processing is in effect, MPLS sets the TTL value of the IP packet to the incoming TTL value that was just
set. In other words, the TTL value is copied from the outermost label to the IP packet. When the pipe
model for TTL processing is in effect, the TTL value in the IP header is left unchanged.

If an IP packet is not exposed by the label popping, then MPLS performs the TTL validation. If the incoming
TTL s less than 2, the packet is dropped. If innermost packet is IP, an ICMP packet is built and sent. If the
TTL does not expire and the packet needs to be sent out, the outgoing TTL is determined by the rules for
outgoing MPLS packets.

Figure 1: TTL Processing on Incoming MPLS Packets
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IP validates TTL

ICMP packet is built by MPLS a

and label-swtiched to the Yes
ICMP packet is
built and sent by IP

end of the LSP

013269

SEE ALSO



Disabling Normal TTL Decrementing
no-propagate-ttl | 1870

Link-Layer Support in MPLS

MPLS supports the following link-layer protocols, which are all supported in the Junos OS MPLS
implementation:

¢ Point-to-Point Protocol (PPP)—Protocol ID 0x0281, Network Control Protocol (NCP) protocol ID 0x8281.
e Ethernet/Cisco High-level Data Link Control (HDLC)—Ethernet type 0x8847.

e Asynchronous Transfer Mode (ATM)—Subnetwork attachment point encoded (SNAP-encoded) Ethernet
type 0x8847. Support is included for both point-to-point mode or nonbroadcast multiaccess (NBMA)
mode. Support is not included for encoding MPLS labels as part of ATM virtual path identifier/virtual
circuit identifier (VPI/VCI).

e Frame Relay—SNAP-encoded, Ethernet type 0x8847. Support is not included for encoding MPLS labels
as part of Frame Relay data-link connection identifier (DLCI).

e Generic routing encapsulation (GRE) tunnel—Ethernet type 0x8847.

MPLS Overview for ACX Series Universal Metro Routers

Multiprotocol Label Switching (MPLS) provides a mechanism for engineering network traffic patterns that
is independent of routing tables by assigning short labels to network packets, which describe how to
forward them through the network. MPLS is independent of any routing protocol and can be used for
unicast packets. On the ACX Series routers, the following MPLS features are supported:

¢ The configuration of a label-switching router (LSR) for processing of label-switched packets and forwarding
of packets based on their labels.

e The configuration of an ingress label edge router (LER) where IP packets are encapsulated within MPLS
packets and forwarded to the MPLS domain, and as an egress LER where MPLS packets are decapsulated
and the IP packets contained within the MPLS packets are forwarded using information in the IP
forwarding table. Configuring MPLS on the LER is the same as configuring an LSR.

o Uniform and pipe mode configuration providing different types of visibility in the MPLS network. Uniform
mode makes all the nodes that a label-switched path (LSP) traverses visible to nodes outside the LSP
tunnel. Uniform mode is the default. Pipe mode makes only the LSP ingress and egress points visible to
nodes outside the LSP tunnel. Pipe mode acts like a circuit and must be enabled with the global
no-propagate-ttl statement at the [edit protocols mpls] hierarchy level on each router that is in the path
of the LSP. The no-propagate-ttl statement disables time-to-live (TTL) propagation at the router level
and affects all RSVP-signalled or LDP-signalled LSPs. Only the global configuration of TTL propagation
is supported.



Exception packet handling of IP packets not processed by the normal packet flow through the Packet
Forwarding Engine. The following types of exception packet handling are supported:

e Router alert
o Time-to-live (TTL) expiry value

¢ Virtual circuit connection verification (VCCV)

LSP hot standby for secondary paths configuration to maintain a path in a hot-standby state enabling
swift cut over to the secondary path when downstream routers on the current active path indicate

connectivity problems.

Redundancy for a label-switched path (LSP) path with the configuration of fast reroute.

Configuration of link protection to ensure that traffic traversing a specific interface from one router to
another can continue to reach its destination in the event that this interface fails.

MPLS for EX Series Switches Overview

IN THIS SECTION

Benefits of MPLS | 10
Additional Benefits of MPLS and Traffic Engineering | 10



You can configure Junos OS MPLS on Juniper Networks EX Series Ethernet Switches to increase transport
efficiency in the network. MPLS services can be used to connect various sites to a backbone network and
to ensure better performance for low-latency applications such as voice over IP (VolP) and other
business-critical functions.

NOTE: MPLS configurations on EX Series switches are compatible with configurations on other
Juniper Networks devices that support MPLS and MPLS-based circuit cross-connect (CCC).
MPLS features available on the switches depend upon which switch you are using. For information
about the software features on the EX Series switches, see Feature Explorer.

NOTE: MPLS configurations on the switches do not support:

e Q-in-Q tunneling

This topic describes:

Benefits of MPLS

MPLS has the following advantages over conventional packet forwarding:

e Packets arriving on different ports can be assigned different labels.

¢ A packet arriving at a particular provider edge (PE) switch can be assigned a label that is different from
that of the same packet entering the network at a different PE switch. As a result, forwarding decisions
that depend on the ingress PE switch can be easily made.

e Sometimes it is desirable to force a packet to follow a particular route that is explicitly chosen at or
before the time the packet enters the network, rather than letting it follow the route chosen by the
normal dynamic routing algorithm as the packet travels through the network. In MPLS, a label can be
used to represent the route so that the packet need not carry the identity of the explicit route.

Additional Benefits of MPLS and Traffic Engineering

MPLS is the packet-forwarding component of the Junos OS traffic engineering architecture. Traffic
engineering provides the capabilities to do the following:

e Route primary paths around known bottlenecks or points of congestion in the network.

e Provide precise control over how traffic is rerouted when the primary path is faced with single or multiple
failures.

¢ Provide efficient use of available aggregate bandwidth and long-haul fiber by ensuring that certain
subsets of the network are not overutilized while other subsets of the network along potential alternate
paths are underutilized.

e Maximize operational efficiency.


https://pathfinder.juniper.net/feature-explorer/select-platform.html?swName=Junos+OS&typ=1

e Enhance the traffic-oriented performance characteristics of the network by minimizing packet loss,
minimizing prolonged periods of congestion, and maximizing throughput.

o Enhance statistically bound performance characteristics of the network (such as loss ratio, delay variation,
and transfer delay) required to support a multiservice Internet.

MPLS Feature Support on QFX Series and EX4600 Switches

IN THIS SECTION

Supported Features | 11

This topic describes the MPLS features that are supported on the QFX Series, EX4600, EX4650 switches.
Be sure to check for any exceptions to this support in “MPLS Limitations on QFX Series and EX4600
Switches” on page 22. Configuring unsupported statements on the switch does not affect its operation.

NOTE: EX4600 and EX4650 switches use the same chipset as QFX5100 switches—this is why
EX Series switches are included here along with QFX Series switches. Other EX Series switches
also support MPLS but with a different feature set.

Supported Features

The tables in this section lists the MPLS features that are supported on the QFX Series, EX4600, EX4650
switches, and the Junos OS release in which they were introduced. Table 3 on page 11 lists the features
for QFX10000 switches. Table 4 on page 14 lists the features for QFX3500, QFX5100, QFX5120, QFX5110,
QFX5200, QFX5210 switches.Table 5 on page 20 lists the features for EX4600 and EX4650 switches.

Table 3: QFX10000 MPLS Features

Feature QFX10002 QFX10008 QFX10016
QFX10000 standalone switch as an 15.1X53-D10 15.1X53-D30 15.1X53-D60
MPLS provider edge (PE) switch or

provider switch

Label edge router (LER) 15.1X53-D10 15.1X53-D30 15.1X53-D60

Label-switching router (LSR) 15.1X53-D10 15.1X53-D30 15.1X53-D60

BGP MPLS Ethernet VPN (EVPN) 17.4R1 17.4R1 17.4R1



Table 3: QFX10000 MPLS Features (continued)

Feature

BGP route reflectors

Automatic bandwidth and dynamic
label-switched path (LSP) count sizing

BGP labeled unicast

BGP link state distribution

Carrier-of-carriers and interprovider
Layer 3 VPNs

Entropy labels
Ethernet-over-MPLS (L2 circuit)
Fast reroute, one-to-one local
protection and many-to-one local

protection

Fast reroute using detours and
secondary LSP

Flexible Ethernet services

Firewall filters

RSVP graceful restart for OSPF

IP-over-MPLS LSPs, both static and
dynamic links

IPvé6 tunneling over an IPv4 network
(6PE)

LDP tunneling over RSVP

L2 Circuit on aggregated interfaces

L3VPNs for both IPv4 and IPvé

QFX10002

15.1X53-D10

15.1X53-D60

15.1X53-D10

17.1R1

17.1R1

17.2R1

15.1X53-D60

15.1X53-D10

15.1X53-D10

17.3R1

15.1X53-D30

15.1X53-D10

15.1X53-D10

15.1X53-D10

15.1X53-D10

17.3R1

15.1X53-D10

QFX10008

15.1X53-D30

15.1X53-D60, 17.2R1

15.1X53-D30

17.1R1

17.1R1

17.2R1

15.1X53-D60

15.1X53-D30

15.1X53-D30

17.3R1

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

17.3R1

15.1X53-D30

QFX10016

15.1X53-D60

15.1X53-D60, 17.2R1

15.1X53-D60

17.1R1

17.1R1

17.2R1

15.1X53-D60

15.1X53-D60

15.1X53-D60

17.3R1

15.1X53-D60

15.1X53-D60

15.1X53-D60

15.1X53-D60

15.1X53-D60

17.3R1

15.1X53-D60



Table 3: QFX10000 MPLS Features (continued)

Feature

MPLS over integrated bridging and
routing (IRB) interfaces

MPLS over UDP

MTU signaling in RSVP

Operation, Administration, and
Maintenance (OAM) including ping,
traceroute and Bidirectional
Forwarding Detection (BFD)

OSPF TE

OSPFv2 as an interior gateway
protocol (IGP)

Path Computation Element Protocol
for RSVP-TE

Pseudowire-over-aggregated Ethernet
interfaces (core-facing interface)

RSVP support, including bandwidth
allocation and traffic engineering

RSVP fast reroute (FRR), including
link-protection, node-link-protection,
fast reroute using detours, and
secondary LSP

SNMP MIB support

Static and dynamic LSPs

Traffic engineering extensions
(OSPF-TE, IS-IS-TE)

QFX10002

15.1X53-D10

18.3R1

15.1X53-D10

15.1X53-D10

15.1X53-D10

15.1X53-D10

16.3R1

15.1X53-D60 (supported
only on
network-to-network (NNI)
interfaces)

15.1X53-D10

15.1X53-D10

15.1X53-D10

15.1X53-D10

15.1X53-D10

QFX10008

15.1X53-D30

18.3R1

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

16.3R1

15.1X53-D60

(supported only on

NNI interfaces)

15.1X53-D30

15.1X53-D30

15.1X54-D30

15.1X53-D30

15.1X53-D30

QFX10016

15.1X53-D60

18.3R1

15.1X53-D60

15.1X53-D60

15.1X53-D60

15.1X53-D60

16.3R1

15.1X53-D60

(supported only on NNI

interfaces)

15.1X53-D60

15.1X53-D60

15.1X53-D60

15.1X53-D60

15.1X53-D60



Table 3: QFX10000 MPLS Features (continued)

Feature QFX10002

Traffic engineering (TE) 15.1X53-D10

Automatic bandwidth allocation and
RSVP bandwidth

Dynamic bandwidth management
using ingress LSP splitting and merging
Virtual routing and forwarding (VRF) | 15.1X53-D10
label support

QFX10008

15.1X53-D30

15.1X53-D30

QFX10016

15.1X53-D60

15.1X53-D60

Table 4: QFX3500, QFX5100, QFX5110, QFX5120, QFX5200, QFX5210 MPLS Features

QFX5110

Feature QFX3500 QFX5100
QFX Series 12.2X50-D10 | 13.2X51-D15
standalone
. VC/VCF
switches as
MPLS (14.1X53-D30)
provider edge
(PE) switches
or provider
switches
Label edge 12.2X50-D10 | 13.2X51-D15
router (LER)
VC/VCF
(14.1X53-D30)
Label-switching | 12.2X50-D10 | 13.2X51-D15
router (LSR)
VC/VCF
(14.1X53-D30)
Automatic Not supported | 13.2X51-D15
bandwidth
. VC/VCF
allocation on
LSPs (14.1X53-D30)
BGP labeled 12.2X50-D10 | 13.2X51-D15
unicast
VC/VCF

(14.1X53-D30)

15.1X53-D210

15.1X53-D210

15.1X53-D210

15.1X53-D210

15.1X53-D210

QFX5120

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

QFX5200

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

QFX5210

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1



Table 4: QFX3500, QFX5100, QFX5110, QFX5120, QFX5200, QFX5210 MPLS Features (continued)

Feature

BGP link state
distribution

BGP route
reflector

Carrier-to-carrier
and
interprovider
BGP Layer 3
VPNs

Class of
service (CoS
or QoS) for
MPLS traffic

Dynamic
label-switched
path (LSP)
count sizing:
TE++

Equal-cost
multipath
(ECMP) at
LSRs:

e SWAP

e PHP

e L3VPN

e L2 Circuit

Entropy labels

BhemetoeMPLS
( L2 Circuit)

QFX3500

Not supported

15.1X53-D10

14.1X53-D15

12.3X50-D10

Not supported

Not supported

Not supported

14.1X53-D10

QFX5100

17.1R1

15.1X53-D30

14.1X53-D15

VC/VCF
(14.1X53-D30)

13.2X51-D15

VC/VCF
(14.1X53-D30)

17.2R1

VC/VCF
17.2R1

14.1X53-D35
(Supported
only on label
stack. Not
supported on
flow label,
entropy label,
or ECMP
label)

Not supported

14.1X53-D10

VC/VCF
(14.1X53-D30)

QFX5110

17.1R1

15.1X53-D210

15.1X53-D210

15.1X53-D210

17.2R1

VC/VCF
17.2R1

15.1X53-D210
(Supported
only on label
stack. Not
supported on
flow label,
entropy label,
or ECMP
label)

Not supported

15.1X53-D210

QFX5120

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1
(Supported
only on label
stack. Not
supported on
flow label,
entropy label,
or ECMP
label)

Not supported

18.3R1

QFX5200

17.1R1

15.1X53-D30

15.1X53-D30

15.1X53-D30

17.2R1

15.1X53-D30

Not supported

15.1X53-D30

QFX5210

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1

Not supported

18.1R1



Table 4: QFX3500, QFX5100, QFX5110, QFX5120, QFX5200, QFX5210 MPLS Features (continued)

Feature

Fast reroute
(FRR),
one-to-one
local
protection and
many-to-one
local
protection

FRR using
detours and
secondary LSP

Firewall filters

Flow-aware
transport of
pseudowires
(FAT) flow
labels

RSVP graceful
restart for
OSPF

Traffic
engineering
extensions
(OSPF-TE,
IS-IS-TE)

IP-over-MPLS
LSPs, both
static and
dynamic links

QFX3500

14.1X53-D10

Not supported

12.3X50-D10

Not supported

12.2X50-D10

12.2X50-D10

12.2X50-D10

QFX5100

14.1X53-D10

Not supported

13.2X51-D15

VC/VCF
(14.1X53-D30)

Not supported

13.2X51-D15

VC/VCF
(14.1X53-D30)

13.2X51-D15

VC/VCF
(14.1X53-D30)

13.2X51-D15

VC/VCF
(14.1X53-D30)

QFX5110

15.1X53-D210

Not supported

15.1X53-D210

Not supported

15.1X53-D210

15.1X53-D210

15.1X53-D210

QFX5120

18.3R1

Not supported

18.3R1

Not supported

18.3R1

18.3R1

18.3R1

QFX5200

15.1X53-D30

Not supported

15.1X53-D30

Not supported

15.1X53-D30

15.1X53-D30

15.1X53-D30

QFX5210

18.1R1

Not supported

18.1R1

Not supported

18.1R1

18.1R1

18.1R1



Table 4: QFX3500, QFX5100, QFX5110, QFX5120, QFX5200, QFX5210 MPLS Features (continued)

Feature

IPv6 tunneling
over an MPLS
IPv4 network
(6PE)

IPvé over an
MPLS core
network

LDP tunneling
over RSVP

Layer 3 VPNs
for both IPv4
and IPvé

Loop-free
alternate
(LFA)

MPLS over
integrated
bridging and
routing (IRB)
interfaces

MTU signaling
in RSVP

QFX3500

12.3X50-D10

Not supported

12.2X50-D10

12.3X50-D10

Not supported

Not supported

12.3X50-D10

QFX5100

13.2X51-D15
VC/VCF
(14.1X53-D30)

Not supported

13.2X51-D15

VC/VCF
(14.1X53-D30)

13.2X51-D15

VC/VCF
(14.1X53-D30)

13.2X51-D15

VC/VCF
(14.1X53-D30)

14.1X53-D40

13.2X51-D15

VC/VCF
(14.1X53-D30)

QFX5110

15.1X53-D210

Not supported

15.1X53-D210

15.1X53-D210

15.1X53-D210

18.1R1

15.1X53-D210

QFX5120

18.3R1

Not supported

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

QFX5200

15.1X53-D30

Not supported

15.1X53-D30

15.1X53-D30

18.1R1

18.1R1

15.1X53-D30

QFX5210

18.1R1

Not supported

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1



Table 4: QFX3500, QFX5100, QFX5110, QFX5120, QFX5200, QFX5210 MPLS Features (continued)

Feature

Operation,
Administration,
and
Maintenance
(OAM)
including
MPLS ping,
traceroute,
and BFD

OSPF TE

OSPFv2 as an
interior
gateway
protocol

Path
Computation
Element
Protocol for
RSVP-TE

Padbnienasgetd
Ethernet
interfaces
(core-facing
interface)

RSVP
automatic
bandwidth

QFX3500

12.3X50-D10

12.3X50-D10

12.2X50-D10

Not supported

14.1X53-D10

12.2X50-D10

QFX5100

13.2X51-D15

VC/VCF
(14.1X53-D30)

13.2X51-D15

13.2X51-D15
VC/VCF
(14.1X53-D30)

17.4R1

14.1X53-D15

VC/VCF
(14.1X53-D30)

13.2X51-D15

VC/VCF
(14.1X53-D30)

QFX5110

15.1X53-D210

15.1X53-D210

15.1X53-D210

17.4R1

15.1X53-D210

15.1X53-D210

QFX5120

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

QFX5200

15.1X53-D30

15.1X53-D30

15.1X53-D30

17.4R1

15.1X53-D30

15.1X53-D30

QFX5210

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1



Table 4: QFX3500, QFX5100, QFX5110, QFX5120, QFX5200, QFX5210 MPLS Features (continued)

Feature

RSVP fast
reroute (FRR),
including
link-protection,
nodeink protection)
fast reroute
using detours,
and secondary
LSP

RSVP-TE
extensions
(IS-1S and
OSPF)

SNMP MIB
support

Static and
dynamic LSPs

Traffic
engineering
(TE) automatic
bandwidth
allocation on
LSPs

Virtual routing
and
forwarding
(VRF) label
support

VRF support
in IRB
Interfacesin a
Layer 3 VPN

QFX3500

14.1X53-D15

12.2X50-D10

12.2X50-D10

12.2X50-D10

13.1X51-D10

12.2X50-D10

Not supported

QFX5100

14.1X53-D15

13.2X51-D15
VC/VCF

(14.1X53-D30)
13.2X51-D15

VC/VCF
(14.1X53-D30)

13.2X51-D10

VC/VCF
(14.1X53-D30)

13.1X51-D10

VC/VCF
(13.2X51-D10)

13.2X51-D15

VC/VCF
(14.1X53-D30)

17.3R1

QFX5110

15.1X53-D210

15.1X53-D210

15.1X53-D210

15.1X53-D210

15.1X53-D210

15.1X53-D210

17.3R1

QFX5120

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

QFX5200

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

15.1X53-D30

17.3R1

QFX5210

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1

18.1R1



Table 5: EX4600 and EX4650 MPLS Features

Feature

EX4600 and EX4650 standalone
switches as MPLS provider edge (PE)
switches or provider switches

Label edge router (LER)

Label-switching router (LSR)

Automatic bandwidth allocation on
LSPs

BGP labeled unicast

BGP link state distribution

BGP route reflector

Carrier-to-carrier and interprovider
BGP Layer 3 VPNs

Class of service (CoS or QoS) for
MPLS traffic

Dynamic label-switched path (LSP)
count sizing: TE++

Equal-cost multipath (ECMP) at LSRs:

e SWAP

e PHP
L3VPN

e L2 Circuit

Entropy labels

Ethernet-over-MPLS
( L2 Circuit)

Fast reroute (FRR), one-to-one local
protection and many-to-one local
protection

EX4600

14.1X53-D15

14.1X53-D15

14.1X53-D15

Not supported

14.1X53-D15

Not supported

14.1X53-D15

14.1X53-D15

14.1X53-D15

Not supported

Not supported

Not supported

14.1X53-D15

14.1X53-D15

EX4650

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1

(Supported only on label stack. Not
supported on flow label, entropy label,
or ECMP label)

Not supported

18.3R1

18.3R1



Table 5: EX4600 and EX4650 MPLS Features (continued)

Feature

FRR using detours and secondary LSP

Firewall filters

Flow-aware transport of pseudowires
(FAT) flow labels

RSVP graceful restart for OSPF

Traffic engineering extensions
(OSPF-TE, IS-IS-TE)

IP-over-MPLS LSPs, both static and
dynamic links

IPvé tunneling over an MPLS IPv4
network (6PE)

IPvé6 over an MPLS core network

LDP tunneling over RSVP

Layer 3 VPNs for both IPv4 and IPvé

Loop-free alternate (LFA)

MPLS over integrated bridging and
routing (IRB) interfaces

MTU signaling in RSVP

Operation, Administration, and
Maintenance (OAM) including MPLS
ping, traceroute, and BFD

OSPF TE

OSPFv2 as an interior gateway
protocol

EX4600

Not supported

14.1X53-D15

Not supported

13.2X51-D25

14.1X53-D15

14.1X53-D15

14.1X53-D15

Not supported

14.1X53-D15

14.1X53-D15

Not supported

Not supported

14.1X53-D15

14.1X53-D15

14.1X53-D15

13.2X51-D25

EX4650

Not supported

18.3R1

Not supported

18.3R1

18.3R1

18.3R1

18.3R1

Not supported

18.3R1

18.3R1

Not supported

18.3R1

18.3R1

18.3R1

18.3R1

18.3R1



Table 5: EX4600 and EX4650 MPLS Features (continued)

Feature EX4600 EX4650
Path Computation Element Protocol = Not supported 18.3R1
for RSVP-TE

Pseudowire-over-aggregated Ethernet = 14.1X53-D15 18.3R1

interfaces (core-facing interface)

RSVP automatic bandwidth 14.1X53-D15 18.3R1

RSVP fast reroute (FRR), including 14.1X53-D15 18.3R1
link-protection, node-link-protection,

fast reroute using detours, and

secondary LSP

RSVP-TE extensions (IS-1S and OSPF) | 14.1X53-D15 18.3R1
SNMP MIB support 14.1X53-D15 18.3R1
Static and dynamic LSPs 14.1X53-D15 18.3R1
Traffic engineering (TE)automatic 14.1X53-D15 18.3R1

bandwidth allocation on LSPs

Virtual routing and forwarding (VRF) | 14.1X53-D15 18.3R1
label support

VRF support in IRB Interfaces in a Not supported 18.3R1
Layer 3 VPN
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MPLS is a fully implemented protocol on routers, while switches support a subset of the MPLS features.
The limitations of each switch are listed in a separate section here, although many of the limitations are
duplicates that apply to more than one switch.

MPLS Limitations on QFX10000 Switches

o Configuring an MPLS firewall filter on a switch that is deployed as an egress provider edge (PE) switch
has no effect.

¢ Configuring the revert-timer statement at the [edit protocols mpls] hierarchy level has no effect.

e These LDP features are not supported on the QFX10000 switches:

LDP multipoint

LDP link protection

LDP Bidirectional Forwarding Detection (BFD)

o LDP Operation Administration and Management (OAM)

o LDP multicast-only fast reroute (MoFRR)
e Pseudowire-over-aggregated Ethernet interfaces on UNI are not supported.
e MPLS-over-UDP tunnels are not supported on the following:

e MPLS TTL propagation

IP fragmentation at the tunnel start point

CoS rewrite rules and priority propagation for RSVP LSP labels (ingress tunnels only)

Plain IPv6

Multicast traffic

Firewall filters on tunnel start and endpoints

CoS tunnel endpoints

NOTE: MPLS-over-UDP tunnels are created only if corresponding RSVP-TE, LDP, or BGP-LU
tunnels are not available for the destination route.

MPLS Limitations on EX4600, EX4650, QFX5100, QFX5110, QFX5120, QFX5200, and QFX5210 Switches

e MPLS support differs on the various switches. EX4600 switches support only basic MPLS functionality
while the QFX5100, QFX5110, QFX5120, QFX5200, and QFX5210 switches support some of the more
advanced features. See “MPLS Feature Support on QFX Series and EX4600 Switches” on page 11 for
details.

e On a QFX5100 switch, configuring integrated bridging and routing (IRB) interfaces on the MPLS core is
implemented on the switch by using TCAM rules. This is the result of a chip limitation on the switch,



which only allows for a limited amount of TCAM space. There is 1K TCAM space is allocated for IRB. If
multiple IRBs exist, make sure that you have enough available TCAM space on the switch. To check the
TCAM space, see TCAM Filter Space Allocation and Verification in QFX Devices from Junos OS
12.2x50-D20 Onward.

(QFX5100, QFX5110, QFX5120, QFX5200, QFX5210, EX4600) When VLAN bridge encapsulation is
enabled on a CE connected interface, the switch drops packets if both flexible Ethernet services and

VLAN CCC encapsulations are configured on the same logical interface. Only one can be configured,

not both. For example:

set interfaces xe-0/0/18 encapsulation flexible-ethernet-services, or set interfaces xe-0/0/18
encapsulation vlan-ccc.

Layer 2 circuits on aggregated Ethernet (AE) interfaces are not supported on QFX5100, QFX5110,
QFX5120, QFX5200, and QFX5210 switches.

Layer 2 circuit local switching is not supported on the EX4600, EX4650, and QFX5100 switches.

The QFX5100, QFX5110, QFX5120, QFX5200, and QFX5210 switches do not depend on the VRF
match for loopback filters configured at different routing instances. Loopback filters per routing instance
(such as 100.100, 100.103, 100.105) are not supported and may cause unpredictable behavior. We
recommend that you only apply the loopback filter (l00.0) to the master routing instance

On EX4600 and EX4650 switches, when loopback filters with both accept and deny terms for the same
IP address are configured and if RSVP packets have that IP address in either source IP or destination IP,
then those RSVP packets will be dropped even if accept terms have higher priority than deny terms. As
per design, if the switch receives an RSVP packet with IP OPTION, the packet is copied to the CPU and
then the original packet is dropped. Because RSVP packets are marked for drop, the accept term will
not process these packets and the deny term will drop the packets.

On a link-protected, fast reroute Layer 2 circuit, you might see a traffic convergence delay of 200 to
300 milliseconds.

Layer 2 circuit local switching is not supported on the EX4600, EX4650, and QFX5100 switches.

If you configure the BGP labeled unicast address family (using the labeled-unicast statement at the [edit
protocols bgp family inet] hierarchy level) on a QFX Series switch or on an EX4600 switch deployed as
aroute reflector for BGP labeled routes, path selection will occur at the route reflector, and a single best
path will be advertised. This will result in loss of BGP multipath informaton.

Although fast reroute (FRR) on regular interfaces is supported, the include-all and include-any options
for FRR are not supported. See “Fast Reroute Overview” on page 472.

FRR is not supported on MPLS over IRB interfaces.

MPLS-based circuit cross-connects (CCC) are not supported—only circuit-based pseudowires are
supported.

Configuring link aggregation groups (LAGs) on user-to-network interface (UNI) ports for L2 circuits is
not supported.


https://kb.juniper.net/InfoCenter/index?page=content&id=KB28925&actp=search
https://kb.juniper.net/InfoCenter/index?page=content&id=KB28925&actp=search

e MTU signaling in RSVP and discovery is supported in the control plane. However, this cannot be enforced
in the data plane.

o With L2 circuit-based pseudowires, if multiple equal-cost RSVP LSPs are available to reach an L2 circuit
neighbor, one LSP is randomly used for forwarding. Use this feature to specify LSPs for specific L2 circuit
traffic to load-share the traffic in the MPLS core.

¢ Configuring an MPLS firewall filter on a switch that is deployed as an egress provider edge (PE) switch
has no effect.

o Firewall filters and policers on family mpls are only supported on QFX5100 switches that act as pure
label-switching routers (LSRs) in an MPLS network. A pure LSR is a transit router that switches paths
solely on the incoming label’s instructions. Firewall filters and policers on family mpls are not supported
on QFX5100 ingress and egress provider edge (PE) switches. This includes switches that perform
penultimate hop popping (PHP).

o Configuring the revert-timer statement at the [edit protocols mpls] hierarchy level has no effect.

e These are the hardware limitations for EX4600, EX4650, QFX5100, QFX5110, QFX5120, QFX5200,
and QFX5210 switches:

o Push of a maximum of three labels is supported in the MPLS edge switch if label swap is not done.

o Push of a maximum of two labels is supported in the MPLS edge switch if label swap is done.

Pop at line rate is supported for a maximum of two labels.

Global label space is supported but interface-specific label space is not supported.

MPLS ECMP on PHY node with BOS=1 is not supported for single labels.

QFX Series switches with Broadcom chips do not support separate next hops for the same label with
different S bits (5-0 and S-1). This includes the QFX3500, QFX3600, EX4600, QFX5100, and QFX5200
switches.

o On EX4600, EX4650, QFX5100, QFX5110, QFX5120, QFX5200, and QFX5210 switches, the MPLS
MTU command can cause unexpected behavior—this is due to SDK chipset limitations on this platform.

e These LDP features are not supported on the EX4600, EX4650, QFX5100, QFX5110, QFX5120,
QFX5200, and QFX5210 switches:

o LDP multipoint

e LDP link protection

o LDP Bidirectional Forwarding Detection (BFD)

o LDP Operation Administration and Management (OAM)

o LDP multicast-only fast reroute (MoFRR)

o Configuring unit with family mpls and unit with encapsulation vlan-bridge on the same physical interface
is not supported on EX4600, EX4650, QFX5100, QFX5110, or QFX5120.



MPLS Limitations on QFX5100 Virtual Chassis and Virtual Chassis Fabric Switches
The following MPLS features are not supported by the QFX5100 VC and QFX5100 VCF switches:

e Next-hop LSP

BFD including BFD triggered FRR
L2 VPN based on BGP (See RFC 6624)

e VPLS
Extended VLAN CCC

Pseudowire protection using Ethernet OAM

Local switching of pseudo-wire

Pseudowire fault detection based on VCCV

QFX Series switches with Broadcom chipsets do not support separate next hops for the same label with
different S bits (S-0 and S-1). This includes QFX3500, QFX3600, EX4600, QFX5100, and QFX5200
switches.

MPLS Limitations on QFX3500 Switches

e If you configure the BGP labeled unicast address family (using the labeled-unicast statement at the [edit
protocols bgp family inet] hierarchy level) on a QFX Series switch or on an EX4600 switch deployed as
aroute reflector for BGP labeled routes, path selection will occur at the route reflector, and a single best
path will be advertised. This will result in loss of BGP multipath information.

o Although fast reroute is supported, the include-all and include-any options for fast reroute are not
supported. See “Fast Reroute Overview” on page 472 for details.

e MPLS-based circuit cross-connects (CCC) are not supported—only circuit-based pseudowires are
supported.

e MTU signaling in RSVP and discovery is supported in the control plane. However, this cannot be enforced
in the data plane.

o With Layer 2 (L2) circuit-based pseudowires, if multiple equal-cost RSVP label-switched paths (LSPs)
are available to reach a L2 circuit neighbor, one LSP is randomly used for forwarding. Use this feature
to specify LSPs for specific L2 circuit traffic to load-share the traffic in the MPLS core.

o Configuring an MPLS firewall filter on a switch that is deployed as an egress provider edge (PE) switch
has no effect.

o Configuring the revert-timer statement at the [edit protocols mpls] hierarchy level has no effect.
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Supported MPLS Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define standards for MPLS
and traffic engineering.

e RFC 2858, Multiprotocol Extensions for BGP-4

RFC 3031, Multiprotocol Label Switching Architecture
RFC 3032, MPLS Label Stack Encoding

RFC 3140, Per Hop Behavior Identification Codes

RFC 3270, Multi-Protocol Label Switching (MPLS) Support of Differentiated Services
Only E-LSPs are supported.
e RFC 3443, Time To Live (TTL) Processing in Multi-Protocol Label Switching (MPLS) Networks



RFC 3478, Graceful Restart Mechanism for Label Distribution Protocol

RFC 3906, Calculating Interior Gateway Protocol (IGP) Routes Over Traffic Engineering Tunnels
RFC 4090, Fast Reroute Extensions to RSVP-TE for LSP Tunnels

Node protection in facility backup is not supported.

RFC 4124, Protocol Extensions for Support of Diffserv-aware MPLS Traffic Engineering

RFC 4182, Removing a Restriction on the use of MPLS Explicit NULL

RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs)

RFC 4379, Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures

RFC 4385, Pseudowire Emulation Edge-to-Edge (PWE3) Control Word for Use over an MPLS PSN.

Supported on MX Series routers with the Channelized OC3/STM1 (Multi-Rate) Circuit Emulation MIC
with SFP.

RFC 4875, Extensions to RSVP-TE for Point-to-Multipoint TE LSPs

RFC 4950, ICMP Extensions for Multiprotocol Label Switching

RFC 5317, Joint Working Team (JWT) Report on MPLS Architectural Considerations for a Transport Profile
RFC 5586, MPLS Generic Associated Channel

RFC 5654, Requirements of an MPLS Transport Profile

The following capabilities are supported in the Junos OS implementation of MPLS Transport Profile
(MPLS-TP):

o MPLS-TP OAM can send and receive packets with GAL and G-Ach, without IP encapsulation.

e Two unidirectional RSVP LSPs between a pair of routers can be associated with each other to create
an associated bidrectional LSP for binding a path for the GAL and G-Ach OAM messages. A single
Bidirectional Forwarding Detection (BFD) session is established for the associated bidirectional LSP.

RFC 5712, MPLS Traffic Engineering Soft Preemption

RFC 5718, An In-Band Data Communication Network For the MPLS Transport Profile

RFC 5860, Requirements for Operations, Administration, and Maintenance (OAM) in MPLS Transport Networks
RFC 5884, Bidirectional Forwarding Detection (BFD) for MPLS Label Switched Paths (LSPs)

RFC 5921, A Framework for MPLS in Transport Networks

RFC 5950, Network Management Framework for MPLS-based Transport Networks

RFC 5951, Network Management Requirements for MPLS-based Transport Networks

RFC 5960, MPLS Transport Profile Data Plane Architecture

RFC 6215, MPLS Transport Profile User-to-Network and Network-to-Network Interfaces

RFC 6291, Guidelines for the Use of the “OAM” Acronym in the IETF.



RFC 6370, MPLS Transport Profile (MPLS-TP) Identifiers

RFC 6371, Operations, Administration, and Maintenance Framework for MPLS-Based Transport Networks.
RFC 6372, MPLS Transport Profile (MPLS-TP) Survivability Framework

RFC 6373, MPLS-TP Control Plane Framework

RFC 6388, Label Distribution Protocol Extensions for Point-to-Multipoint and Multipoint-to-Multipoint Label
Switched Paths

Only Point-to-Multipoint LSPs are supported.

RFC 6424, Mechanism for Performing Label Switched Path Ping (LSP Ping) over MPLS Tunnels
RFC 6425, Detecting Data-Plane Failures in Point-to-Multipoint MPLS - Extensions to LSP Ping
RFC 6426, MPLS On-Demand Connectivity Verification and Route Tracing

RFC 6428, Proactive Connectivity Verification, Continuity Check, and Remote Defect Indication for the MPLS
Transport Profile

RFC 6510, Resource Reservation Protocol (RSVP) Message Formats for Label Switched Path (LSP) Attributes
Objects

RFC 7746, Label Switched Path (LSP) Self-Ping

Internet draft draft-ietf-mpls-rsvp-te-no-php-oob-mapping-01.txt, Non PHP behavior and Out-of-Band
Mapping for RSVP-TE LSPs

The following RFCs and Internet drafts do not define standards, but provide information about MPLS,
traffic engineering, and related technologies. The IETF classifies them variously as “Experimental,” “Historic,”

or “Informational.”

RFC 2547, BGP/MPLS VPNs

RFC 2702, Requirements for Traffic Engineering Over MPLS

RFC 2917, A Core MPLS IP VPN Architecture

RFC 3063, MPLS Loop Prevention Mechanism

RFC 3208, PGM Reliable Transport Protocol Specification

Only the network element is supported.

RFC 3469, Framework for Multi-Protocol Label Switching (MPLS)-based Recovery

RFC 3564, Requirements for Support of Differentiated Services-aware MPLS Traffic Engineering

RFC 4125, Maximum Allocation Bandwidth Constraints Model for Diffserv-aware MPLS Traffic Engineering
RFC 4127, Russian Dolls Bandwidth Constraints Model for Diffserv-aware MPLS Traffic Engineering

Internet draft draft-martini-l2circuit-encap-mpls-11.txt, Encapsulation Methods for Transport of Layer 2
Frames Over IP and MPLS Networks



Junos OS differs from the Internet draft in the following ways:

o A packet with a sequence number of O is treated as out of sequence.
o Any packet that does not have the next incremental sequence number is considered out of sequence.

« When out-of-sequence packets arrive, the expected sequence number for the neighbor is set to the
sequence number in the Layer 2 circuit control word.

Internet draft draft-martini-l2circuit-trans-mpls-19.txt, Transport of Layer 2 Frames Over MPLS
Internet draft draft-raggarwa-mpls-p2mp-te-02.txt, Establishing Point to Multipoint MPLS TE LSPs
The features discussed in the indicated sections of the draft are not supported:

« Nonadjacent signaling for branch LSPs (section 7.1)

o Make-before-break and fast reroute (section 9)

o LSP hierarchy using point-to-point LSPs (section 10)

Supported RSVP Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define standards for RSVP.

RFC 2205, Resource ReSerVation Protocol (RSVP)—Version 1 Functional Specification
RFC 2210, The Use of RSVP with IETF Integrated Services

RFC 2211, Specification of the Controlled-Load Network Element Service

RFC 2212, Specification of Guaranteed Quality of Service

RFC 2215, General Characterization Parameters for Integrated Service Network Elements
RFC 2745, RSVP Diagnostic Messages

RFC 2747, RSVP Cryptographic Authentication (updated by RFC 3097)

RFC 2750, RSVP Extensions for Policy Control (RFC is not supported. Fully compliant with devices that
support this RFC).

RFC 2961, RSVP Refresh Overhead Reduction Extensions

RFC 3097, RSVP Cryptographic Authentication—Updated Message Type Value

RFC 3209, RSVP-TE: Extensions to RSVP for LSP Tunnels

The Null Service Object for maximum transmission unit (MTU) signaling in RSVP is not supported.

RFC 3473, Generalized Multi-Protocol Label Switching (GMPLS) Signaling Resource ReserVation Protocol-Traffic
Engineering (RSVP-TE) Extensions

Only Section 9, “Fault Handling,” is supported.
RFC 3477, Signalling Unnumbered Links in Resource ReSerVation Protocol - Traffic Engineering (RSVP-TE)



e RFC 4090, Fast Reroute Extensions to RSVP-TE for LSP Tunnels

e RFC 4203, OSPF Extensions in Support of Generalized Multi-Protocol Label Switching (GMPLS)
(OSPF extensions can carry traffic engineering information over unnumbered links.)
e RFC 4558, Node-ID Based Resource Reservation Protocol (RSVP) Hello: A Clarification Statement
e RFC 4561, Definition of a Record Route Object (RRO) Node-Id Sub-Object
The RRO node ID subobject is for use in inter-AS link and node protection configurations.
e RFC 4875, Extensions to RSVP-TE for Point-to-Multipoint TE LSPs

e RFC 5420, Encoding of Attributes for MPLS LSP Establishment Using Resource Reservation Protocol Traffic
Engineering (RSVP-TE)

Only the LSP_ATTRIBUTES object is supported.
e RFC 7570, Label Switched Path (LSP) Attribute in the Explicit Route Object (ERO)
e RFC 8370, Techniques to Improve the Scalability of RSVP-TE Deployments
o draft-ietf-mpls-ri-rsvp-frr-05, Refresh Interval Independent FRR Facility Protection

o draft-ietf-mpls-rsvp-shared-labels-09, Signaling RSVP-TE tunnels on a shared MPLS forwarding plane

The following RFCs do not define standards, but provide information about RSVP and related technologies.
The IETF classifies them variously as “Experimental” or “Informational.”

e RFC 2209, Resource ReSerVation Protocol (RSVP)—Version 1 Message Processing Rules

RFC 2216, Network Element Service Specification Template

RFC 4125, Maximum Allocation Bandwidth Constraints Model for Diffserv-aware MPLS Traffic Engineering

RFC 4127, Russian Dolls Bandwidth Constraints Model for Diffserv-aware MPLS Traffic Engineering

Supported LDP Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define standards for LDP.
e RFC 3212, Constraint-Based LSP Setup using LDP

o RFC 3478, Graceful Restart Mechanism for Label Distribution Protocol

¢ Internet draft draft-napierala-mpls-targeted-mldp-01.txt, Using LDP Multipoint Extensions on Targeted
LDP Sessions

The following RFCs do not define standards, but provide information about LDP. The IETF classifies them
as “Informational.”

e RFC 3215, LDP State Machine
e RFC 5036, LDP Specification



For the following features described in the indicated sections of the RFC, Junos OS supports one of the
possible modes but not the others:

o Label distribution control (section 2.6.1): Ordered mode is supported, but not Independent mode.
o Label retention (section 2.6.2): Liberal mode is supported, but not Conservative mode.

o Label advertisement (section 2.6.3): Both Downstream Unsolicited mode and Downstream on Demand
mode are supported.

RFC 5283, LDP Extension for Inter-Area Label Switched Paths (LSPs)

RFC 5443, LDP IGP Synchronization

RFC 5561, LDP Capabilities

RFC 6826, Multipoint LDP In-Band Signaling for Point-to-Multipoint and Multipoint-to-Multipoint Label
Switched Paths

Junos OS support limited to point-to-multipoint extensions for LDP.

DiffServ-Aware Traffic Engineering Standards

The following RFCs provide information on DiffServ-aware traffic engineering and multiclass LSPs:

RFC 3270, Multi-Protocol Label Switching (MPLS) Support of Differentiated Services

RFC 3564, Requirements for Support of Differentiated Services-aware MPLS Traffic Engineering

e RFC 4124, Protocol Extensions for Support of Differentiated-Service-Aware MPLS Traffic Engineering
RFC 4125, Maximum Allocation Bandwidth Constraints Model for Diff-Serv-aware MPLS Traffic Engineering

RFC 4127, Russian Dolls Bandwidth Constraints Model for Diff-Serv-aware MPLS

These RFCs are available on the IETF website at http://www.ietf.org/.

Supported GMPLS Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define standards for
Generalized MPLS (GMPLS).

e RFC 3471, Generalized Multi-Protocol Label Switching (GMPLS) Signaling Functional Description

Only the following features are supported:

« Bidirectional LSPs (upstream label only)
e Control channel separation
o Generalized label (suggested label only)

o Generalized label request (bandwidth encoding only)


http://www.ietf.org/

RFC 3473, Generalized Multi-Protocol Label Switching (GMPLS) Signaling Resource ReserVation Protocol-Traffic
Engineering (RSVP-TE) Extensions

Only Section 9, “Fault Handling,” is supported.
RFC 4202, Routing Extensions in Support of Generalized Multi-Protocol Label Switching
Only interface switching is supported.

RFC 4206, Label Switched Paths (LSP) Hierarchy with Generalized Multi-Protocol Label Switching (GMPLS)
Traffic Engineering (TE)

Internet draft draft-ietf-ccamp-gmpls-rsvp-te-ason-02.txt, Generalized MPLS (GMPLS) RSVP-TE Signalling
in support of Automatically Switched Optical Network (ASON) (expires January 2005)

Internet draft draft-ietf-ccamp-gmpls-sonet-sdh-08.txt, Generalized Multi-Protocol Label Switching
Extensions for SONET and SDH Control

Only S,U,K,L,M-format labels and SONET traffic parameters are supported.
Internet draft draft-ietf-ccamp-Imp-10.txt, Link Management Protocol (LMP)

Internet draft draft-ietf-ccamp-ospf-gmpls-extensions-12.txt, OSPF Extensions in Support of Generalized
Muilti-Protocol Label Switching

The following sub-TLV types for the Link type, link, value (TLV) are not supported:

o Link Local/Remote Identifiers (type 11)
o Link Protection Type (type 14)
o Shared Risk Link Group (SRLG) (type 16)

The features described in Section 2 of the draft, “Implications on Graceful Restart,” are also not supported.

The Interface Switching Capability Descriptor (type 15) sub-TLV type is implemented, but only for packet
switching.

Internet draft draft-ietf-mpls-bundle-04.txt, Link Bundling in MPLS Traffic Engineering

Supported PCEP Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define standards for PCEP.

RFC 5440, Path Computation Element (PCE) Communication Protocol (PCEP)—Stateful PCE
RFC 8231, Path Computation Element Communication Protocol (PCEP)—Extensions for Stateful PCE

RFC 8281, Path Computation Element Communication Protocol (PCEP)—Extensions PCE-Initiated LSP Setup
in a Stateful PCE Model

Internet draft-ietf-pce-stateful-pce-07.txt, PCEP Extensions for Stateful PCE



¢ Internet draft-crabbe-pce-pce-initiated-Isp-03.txt, PCEP Extensions for PCE-initiated LSP Setup in a Stateful
PCE Model

¢ Internet draft-ietf-pce-segment-routing-06.txt, PCEP Extensions for Segment Routing

¢ Internet draft-ietf-pce-stateful-pce-p2mp-02.txt, Path Computation Element (PCE) Protocol Extensions for
Stateful PCE usage for Point-to-Multipoint Traffic Engineering Label Switched Paths

o Internet draft draft-cbrt-pce-stateful-local-protection-01, PCEP Extensions for RSVP-TE Local-Protection
with PCE-Stateful (excluding support for bypass LSP mapping)

o Internet draft draft-ietf-pce-pcep-flowspec-05, PCEP Extension for Flow Specification

The current implementation of this feature does not implement the following sections of the draft:

o Section 3.1.2—Advertising PCE capabilties in IGP
o Section 3.2—PCReq and PCRep message

o Section 7—Most of the flow specifications, except route distinguisher and IPv4 Multicast Flow
specifications, are not supported.

Accessing Standards Documents on the Internet
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MPLS Configuration Overview

When you first install Junos OS on your device, MPLS is disabled by default. You must explicitly configure
your device to allow MPLS traffic to pass through. Complete the following steps for all devices in your
MPLS network that are running Junos OS.

To enable MPLS:

1. Delete all configured security services from the device. If you do not complete this step, you will get
a commit failure. See Example: Deleting Security Services.

2. Enable MPLS on the device. See “Example: Enabling MPLS” on page 39.

3. Commit the configuration.



4. Reboot the device.

5. Configure MPLS features such as traffic engineering, VPNs, and VPLS. See:

e MPLS Traffic Engineering and Signaling Protocols Overview on page 1063
e MPLS VPN Overview

e CLNS Overview

e VPLS Overview

CAUTION: When packet forwarding mode is changed to MPLS, all flow-based security

A features are deactivated, and the device performs packet-based processing only.
Flow-based services such as security policies, zones, NAT, ALGs, chassis clustering,
screens, firewall authentication, and IPsec VPNs are unavailable on the device. However,
MPLS can be enabled in flow-based packet forwarding mode for selected traffic using
firewall filters.

MPLS Configuration Guidelines

When configuring MPLS on QFX Series devices or on EX4600, note that the number of IP prefixes supported
depends on the specific platform being used. See the scale specifications in the data sheet of your device
for additional information.

e We recommend the following:

o If your ingress provider edge (PE) switch needs to support more than 8000 external IP prefixes, use
a larger capacity device as an ingress PE switch.

o If you use a switch as a route reflector for BGP labeled routes, use it as a dedicated route reflector
(that is, the switch must not participate in managing data traffic).

e If you use a switch as a PE switch or as a route reflector for BGP labeled routes, configure routing
policies on the PE switch and the route reflector to filter external IP routes from the routing table.

The configuration example for a routing policy named fib_policy (at the [edit policy-options and [edit
routing-options hierarchy levels) to filter BGP labeled routes from the inet.O routing table is given
below:

user@switch# show policy-options
policy-statement fib_policy {
from {
protocol bgp;
rib inet.O;



}

then reject;

user@switch# show routing-options
forwarding-table {
export fib_policy;

¢ Packet fragmentation using the allow-fragmentation statement at the [edit protocols mpls path-mtu]
hierarchy level is not supported on QFX Series devices or on the EX4600 switch. Therefore, you must
ensure that the maximum transmission unit (MTU) values configured on every MPLS interface is sufficient
to handle MPLS packets. The packets whose size exceeds the MTU value of an interface will be dropped.

Configuring MPLS

You must also configure MPLS for a Layer 2 cross-connect to work. The following is a minimal MPLS
configuration:

[edit]
interfaces {
interface-name {
unit logical-unit-number;

1
protocols {
mpls {
interface all;

Example: Enabling MPLS

This example shows how to enable MPLS for packet-based processing. It also shows how to enable the
MPLS family and MPLS process on all of the transit interfaces in the network.



NOTE: When MPLS is enabled, all flow-based security features are deactivated and the device
performs packet-based processing. Flow-based services such as security policies, zones, NAT,
ALGs, chassis clustering, screens, firewall authentication, IP packets, and IPsec VPNs are
unavailable on the device.

Before changing from flow mode to packet mode, you must remove all security policies remaining
under flow mode. To prevent management connection loss, you must bind the management
interface to zones and enable host-inbound traffic to prevent the device from losing connectivity.

For information about configuring zones, see Security Policies User Guide for Security Devices.

Requirements

Before you begin, delete all configured security services. See Example: Deleting Security Services.

Overview

The instructions in this topic describe how to enable MPLS on the device. You must enable MPLS on the
device before including a device running Junos OS in an MPLS network.

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security forwarding-options family mpls mode packet-based
set interfaces ge-1/0/0 unit O family mpls
set protocols mpls ge-1/0/0 unit O

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To enable MPLS:

1. Enable MPLS for packet-based processing.

[edit security forwarding-options]
user@host# set family mpls mode packet-based

2. Enable the MPLS family on each transit interface that you want to include in the MPLS network.



[edit interfaces]
user@host# set interfaces ge-1/0/0 unit O family mpls

3. Enable the MPLS process on all of the transit interfaces in the MPLS network.

[edit protocols mpls]
user@host# set interface ge-1/0/0 unit 0

Results

From configuration mode, confirm your configuration by entering the show security forwarding-options
command. If the output does not display the intended configuration, repeat the configuration instructions
in this example to correct it.

NOTE: If you enable MPLS for packet-based processing by using the command set security
forward-option family mpls mode packet, the mode will not change immediately and the system
will display the following messages:

warning: Reboot may required when try reset flow inet mode

warning: Reboot may required when try reset mpls flow mode please check security flow status for
detail.

You need to reboot your device for the configuration to take effect.

CAUTION: If you disable MPLS and switch back to using the security services

A (flow-based processing), the mode will not change immediately and the system will
display warning messages instructing you to restart your device. You must reboot your
device for the configuration to take effect. This will also result in management sessions
being reset and transit traffic getting interrupted.

[edit]
user@host# show security forwarding-options
family {
mpls {
mode packet-based;



If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying MPLS Is Enabled at the Protocols Level | 42
Verifying MPLS Is Enabled at the Interfaces Level | 42

Confirm that the configuration is working properly.

Verifying MPLS Is Enabled at the Protocols Level

Purpose
Verify that MPLS is enabled at the protocols level.

Action

From operational mode, enter the show protocols command.

Verifying MPLS Is Enabled at the Interfaces Level

Purpose
Verify that MPLS is enabled at the interfaces level.

Action

From operational mode, enter the show interfaces command.

Example: Configuring MPLS on EX8200 and EX4500 Switches
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You can configure MPLS on switches to increase transport efficiency in your network. MPLS services can
be used to connect various sites to a backbone network and to ensure better performance for low-latency
applications such as voice over IP (VolP) and other business-critical functions.

To implement MPLS on the switches, you must configure two provider edge (PE) switches—an ingress PE
switch and an egress PE switch— and at least one provider (transit) switch. You can configure the customer
edge (CE) interfaces on the PE switches of the MPLS network as either circuit cross-connect (CCC) or IP
(family inet) interfaces.

This example shows how to configure an MPLS tunnel using a simple interface as a CCC:

NOTE: This example shows how to configure MPLS using a simple interface as a CCC. For
information on configuring a tagged VLAN interface as a CCC, see “Configuring an MPLS-Based
VLAN CCC Using a Layer 2 VPN (CLI Procedure)” on page 1347 or “Configuring an MPLS-Based
VLAN CCC Using a Layer 2 Circuit” on page 1314.

Requirements

This example uses the following hardware and software components:

e Junos OS Release 10.1 or later for switches

e Three EX Series switches

Before you begin configuring MPLS, ensure that you have configured the routing protocol (OSPF or IS-IS)
on the core interface and the loopback interface on all the switches. This example includes the configuration
of OSPF on all the switches. For information on configuring IS-IS as the routing protocol, see the Junos
OS Routing Protocols Configuration Guide.

Overview and Topology

This example includes an ingress or local PE switch, an egress or remote PE switch, and one provider
switch. It includes CCCs that tie the customer edge interface of the local PE switch (PE-1) to the customer
edge interface of the remote PE switch (PE-2). It also describes how to configure the core interfaces of
the PE switches and the provider switch to support the transmission of the MPLS packets. In this example,
the core interfaces that connect the local PE switch and the provider switch are individual interfaces, while
the core interfaces that connect the remote PE switch and the provider switch are aggregated Ethernet
interfaces.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html

NOTE:

e Core interfaces cannot be tagged VLAN interfaces.

o Coreinterfaces can be aggregated Ethernet interfaces. This example includes a LAG between
the provider switch and the remote PE switch because this type of configuration is another
option you can implement. For information on configuring LAGs, see Configuring Aggregated
Ethernet Links (CLI Procedure).

Figure 2 on page 44 shows the topology used in this example.

Figure 2: Configuring MPLS on EX Series Switches
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Table 6 on page 44 shows the MPLS configuration components used for the ingress PE switch in this

example.

Table 6: Components of the Ingress PE Switch in the Topology for MPLS with Interface-Based CCC

Property

Local PE switch hardware

Loopback address

Routing protocol

Settings

EX Series switch

o0 127.1.1.1/32

ospf traffic-engineering

Description

PE-1

Identifies PE-1 for interswitch
communications.

Indicates that this switch is using
OSPF as the routing protocol and that
traffic engineering is enabled.



Table 6: Components of the Ingress PE Switch in the Topology for MPLS with Interface-Based CCC (continued)

Property

MPLS protocol and definition of
label-switched path

RSVP

Interface family

Customer edge interface

Core interfaces

CCC definition

Settings

mpls
label-switched-path Isp_to_pe2_gel

to 127.1.13

rsvp

family inet
family mpls

family ccc

ge-0/0/1

ge-0/0/5.0 and ge-0/0/6.0 with IP
addresses 10.1.5.1/24 and
10.1.6.1/24

connections
remote-interface-switch ge-1-to-pe2

interface ge-0/0/1.0

transmit-Isp Isp_to_pe2_gel
receive-Isp Isp_to_pel_gel

Description

Indicates that this PE switch is using
the MPLS protocol with the specified
LSP to reach the other PE switch
(specified by the loopback address).

The statement must also specify the
core interfaces to be used for MPLS
traffic.

Indicates that this switch is using
RSVP. The statement must specify
the loopback address and the core
interfaces that will be used for the
RSVP session.

The logical units of the core
interfaces are configured to belong
to both family inet and family mpls.

The logical unit of the customer edge
interface is configured to belong to
family ccc.

Interface that connects this network
to devices outside the network.

Interfaces that connect to other
switches within the MPLS network.

Associates the circuit cross-connect
(CCC), ge-0/0/1, with the LSPs that
have been defined on the local and
remote PE switches.

Table 7 on page 46 shows the MPLS configuration components used for the egress PE switch in this

example.



Table 7: Components of the Egress PE Switch in the Topology for MPLS with Interface-Based CCC

Property

Remote PE switch hardware

Loopback address

Routing protocol

MPLS protocol and definition of
label-switched path

RSVP

Interface family

Customer edge interface

Core interface

Settings

EX Series switch

lo0 127.1.1.3/32

ospf traffic-engineering

mpls
label-switched-path Isp_to_pel_gel

to 127.1.1.1

rsvp

family inet

family mpls

family ccc

ge-0/0/1

ae0 with IP address 10.1.9.2/24

Description

PE-2

Identifies PE-2 for interswitch

communications.

Indicates that this switch is using
OSPF as the routing protocol and that
traffic engineering is enabled.

Indicates that this PE switch is using
the MPLS protocol with the specified
label-switched path (LSP) to reach the
other PE switch.

The statement must also specify the
core interfaces to be used for MPLS
traffic.

Indicates that this switch is using
RSVP. The statement must specify
the loopback address and the core
interfaces that will be used for the
RSVP session.

The logical unit of the core interface
is configured to belong to both family
inet and family mpls.

The logical unit of the customer edge
interface is configured to belong to
family ccc.

Interface that connects this network
to devices outside the network.

Aggregated Ethernet interface on
PE-2 that connects to aggregated
Ethernet interface ae0 of the provider
switch and belongs to family mpls.



Table 7: Components of the Egress PE Switch in the Topology for MPLS with Interface-Based CCC (continued)

Property

CCC definition

Settings

connections remote-interface-switch
ge-1-to-pel
interface ge-0/0/1.0

transmit-Isp Isp_to_pel_gel;
receive-Isp Isp_to_pe2_gel;

Description

Associates the CCC, ge-0/0/1, with
the LSPs that have been defined on
the local and remote PE switches.

Table 8 on page 47 shows the MPLS configuration components used for the provider switch in this example.

Table 8: Components of the Provider Switch in the Topology for MPLS with Interface-Based CCC

Property

Provider switch hardware

Loopback address

Routing protocol

MPLS protocol

RSVP

Settings

EX Series switch

lo0 127.1.1.2/32

ospf traffic-engineering

mpls

rsvp

Description

Transit switch within the MPLS
network configuration.

Identifies provider switch for
interswitch communications.

Indicates that this switch is using
OSPF as the routing protocol and that
traffic engineering is enabled.

Indicates that this switch is using the
MPLS protocol.

The statement must specify the core
interfaces that will be used for MPLS
traffic.

Indicates that this switch is using
RSVP. The statement must specify
the loopback and the core interfaces
that will be used for the RSVP
session.



Table 8: Components of the Provider Switch in the Topology for MPLS with Interface-Based CCC (continued)

Property Settings Description
Interface family family inet The logical units for the loopback
) interface and the core interfaces
family mpls belong to family inet.
The logical units of the core
interfaces are also configured to
belong to family mpls.
Core interfaces ge-0/0/5.0 and ge-0/0/6.0 with IP Interfaces that connect the provider
addresses 10.1.5.1/24 and switch (P) to PE-1.
10.1.6.1/24

and ae0 with IP address 10.1.9.1/24 = A8gregated Ethemet interface on P

that connects to aggregated Ethernet
interface ae0 of PE-2.

Configuring the Local PE Switch

CLI Quick Configuration

To quickly configure the local ingress PE switch, copy the following commands and paste them into the
switch terminal window of PE-1:

[edit]

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface 100.0

set protocols ospf area 0.0.0.0 interface ge-0/0/5.0

set protocols ospf area 0.0.0.0 interface ge-0/0/6.0

set protocols mpls label-switched-path Isp_to_pe2_gel to 127.1.1.3
set protocols mpls interface ge-0/0/5.0

set protocols mpls interface ge-0/0/6.0

set protocols rsvp interface 100.0

set protocols rsvp interface ge-0/0/5.0

set protocols rsvp interface ge-0/0/6.0

set interfaces lo0 unit O family inet address 127.1.1.1/32

set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
set interfaces ge-0/0/5 unit O family mpls

set interfaces ge-0/0/6 unit 0 family mpls

set interfaces ge-0/0/1 unit O family ccc

set protocols connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/1.0



set protocols connections remote-interface-switch ge-1-to-pe2 transmit-Isp Isp_to_pe2_gel

set protocols connections remote-interface-switch ge-1-to-pe2 receive-Isp Isp_to_pel_gel

Step-by-Step Procedure

To configure the local ingress PE switch:

1. Configure OSPF with traffic engineering enabled:

[edit protocols]
user@switchPE-1# set ospf traffic-engineering

2. Configure OSPF on the loopback address and the core interfaces:

[edit protocols]

user@switchPE-1# set ospf area 0.0.0.0 interface 100.0
user@switchPE-1# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switchPE-1# set ospf area 0.0.0.0 interface ge-0/0/6.0

3. Configure MPLS on this PE switch (PE-1) with a label-switched path (LSP) to the other PE switch (PE-2):

[edit protocols]
user@switchPE-1# set mpls label-switched-path Isp_to_pe2_gel to 127.1.1.3

4. Configure MPLS on the core interfaces:

[edit protocols]
user@switchPE-1# set mpls interface ge-0/0/5.0
user@switchPE-1# set mpls interface ge-0/0/6.0

5. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switchPE-1# set rsvp interface 100.0
user@switchPE-1# set rsvp interface ge-0/0/5.0
user@switchPE-1# set rsvp interface ge-0/0/6.0

6. Configure IP addresses for the loopback interface and the core interfaces:

[edit]

user@switchPE-1# set interfaces lo0 unit O family inet address 127.1.1.1/32
user@switchPE-1# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switchPE-1# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24

7. Configure family mpls on the logical unit of the core interface addresses:



[edit]
user@switchPE-1# set interfaces ge-0/0/5 unit O family mpls
user@switchPE-1# set interfaces ge-0/0/6 unit O family mpls

. Configure the logical unit of the customer edge interface as a CCC:

[edit interfaces ge-0/0/1 unit 0]
-user@PE-1# set family ccc

. Configure the interface-based CCC from PE-1 to PE-2:

NOTE: You can also configure a tagged VLAN interface as a CCC. See “Configuring an
MPLS-Based VLAN CCC Using a Layer 2 VPN (CLI Procedure)” on page 1347 or “Configuring
an MPLS-Based VLAN CCC Using a Layer 2 Circuit” on page 1314.

[edit protocols]
user@PE-1# set connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/1.0

user@PE-1# set connections remote-interface-switch ge-1-to-pe2 transmit-Isp Isp_to_pe2_gel

user@PE-1# set connections remote-interface-switch ge-1-to-pe2 receive-Isp Isp_to_pel_gel

Results

Display the results of the configuration:

user@switchPE-1> show configuration

interfaces {
ge-0/0/1 {
unit O {
family ccc;
}
}
ge-0/0/5 {
unit O §
family inet {
address 10.1.5.1/24;
}
family mpls;

}



ge-0/0/6 {
unit O {
family inet {
address 10.1.6.1/24;
}

family mpls;

}
o0 {
unit O {
family inet {
address 127.1.1.1/32;

}
protocols {
rsvp {
interface 100.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;
}
mpls {
label-switched-path Isp_to_pe2_gel {
to 127.1.1.3;
}
interface ge-0/0/5.0;
interface ge-0/0/6.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface 100.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;

}
connections {
remote-interface-switch ge-1-to-pe2 {
interface ge-0/0/1.0;
transmit-Isp Isp_to_pe2_gel;
receive-Isp Isp_to_pel_gel;



Configuring the Remote PE Switch

CLI Quick Configuration

To quickly configure the remote PE switch, copy the following commands and paste them into the switch
terminal window of PE-2:

[edit]

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface 100.0

set protocols ospf area 0.0.0.0 interface ae0

set protocols mpls label-switched-path Isp_to_pel_gel to 127.1.1.1

set protocols mpls interface ae0

set protocols rsvp interface 100.0

set protocols rsvp interface ae0

set interfaces 100 unit O family inet address 127.1.1.3/32

set interfaces ae0 unit O family inet address 10.1.9.2/24

set interfaces ae0 unit O family mpls

set interfaces ge-0/0/1 unit O family ccc

set protocols connections remote-interface-switch ge-1-to-pe1l interface ge-0/0/1.0
set protocols connections remote-interface-switch ge-1-to-pel transmit-Isp Isp_to_pel_gel

set protocols connections remote-interface-switch ge-1-to-pel receive-Isp Isp_to_pe2_gel

Step-by-Step Procedure
To configure the remote PE switch (PE-2):

1. Configure OSPF with traffic engineering enabled:

[edit protocols]
user@switchPE-2# set ospf traffic-engineering

2. Configure OSPF on the loopback interface and the core interface:

[edit protocols]
user@switchPE-2# set ospf area 0.0.0.0 interface 100.0

user@switchPE-2# set ospf area 0.0.0.0 interface ae0

3. Configure MPLS on this switch (PE-2) with a label-switched path (LSP) to the other PE switch (PE-1):

[edit protocols]
user@switchPE-2# set mpls label-switched-path Isp_to_pel_gel to 127.1.1.1

4. Configure MPLS on the core interface:



[edit protocols]

user@switchPE-2# set mpls interface ae0

5. Configure RSVP on the loopback interface and the core interface:

[edit protocols]
ser@switchPE-2# set rsvp interface 100.0

user@switchPE-2# set rsvp interface ae0

6. Configure IP addresses for the loopback interface and the core interface:

[edit]
user@switchPE-2# set interfaces o0 unit O family inet address 127.1.1.3/32
user@switchPE-2# set interfaces ae0 unit O family inet address 10.1.9.2/24

7. Configure family mpls on the logical unit of the core interface:

[edit]

user@switchPE-2# set interfaces ae0 unit 0 family mpls

8. Configure the logical unit of the customer edge interface as a CCC:

[edit interfaces ge-0/0/1 unit 0]
user@PE-2# set family ccc

9. Configure the interface-based CCC from PE-2 to PE-1:

[edit protocols]
user@PE-2# set connections remote-interface-switch ge-1-to-pel interface ge-0/0/1.0
user@PE-2# set connections remote-interface-switch ge-1-to-pel transmit-Isp Isp_to_pel_gel

user@PE-2# set connections remote-interface-switch ge-1-to-pel receive-lIsp Isp_to_pe2_gel

Results

Display the results of the configuration:

user@switchPE-2> show configuration

interfaces {
ge-0/0/1 {
unit O {
family ccc;

}



}
ae0 {
unit O {
family inet {
address 10.1.9.2/24;
}

family mpls;

}
100 {
unit O {
family inet {
address 127.1.1.3/32;

}
protocols {
rsvp {
interface 100.0;
interface ae0.0;
}
mpls {
label-switched-path Isp_to_pel_gel {
to 127.1.1.1;
}
interface ae0.0;
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ae0.0;

}
connections {
remote-interface-switch ge-1-to-pel {
interface ge-0/0/1.0;
transmit-Isp Isp_to_pel_gel;
receive-Isp Isp_to_pe2_gel;



Configuring the Provider Switch

CLI Quick Configuration

To quickly configure the provider switch, copy the following commands and paste them into the switch
terminal window:

[edit]

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface 100.0

set protocols ospf area 0.0.0.0 interface ge-0/0/5.0

set protocols ospf area 0.0.0.0 interface ge-0/0/6.0

set protocols ospf area 0.0.0.0 interface ae0

set protocols mpls interface ge-0/0/5.0

set protocols mpls interface ge-0/0/6.0

set protocols mpls interface ae0

set protocols rsvp interface 100.0

set protocols rsvp interface ge-0/0/5.0

set protocols rsvp interface ge-0/0/6.0

set protocols rsvp interface ae0

set interfaces lo0 unit O family inet address 127.1.1.2/32

set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
set interfaces ae0 unit O family inet address 10.1.9.1/24

set interfaces ge-0/0/5 unit 0 family mpls

set interfaces ge-0/0/6 unit O family mpls

set interfaces ae0 unit 0 family mpls

Step-by-Step Procedure

To configure the provider switch:

1. Configure OSPF with traffic engineering enabled:

[edit protocols]

user@switchP# set ospf traffic-engineering

2. Configure OSPF on the loopback interface and the core interfaces:

[edit protocols]

user@switchP# set ospf area 0.0.0.0 interface 100.0
user@switchP# set ospf area 0.0.0.0 interface ge-0/0/5
user@switchP# set ospf area 0.0.0.0 interface ge-0/0/6



user@switchP# set ospf area 0.0.0.0 interface ae0

3. Configure MPLS on the core interfaces on the switch:

[edit protocols]
user@switchP# set mpls interface ge-0/0/5
user@switchP# set mpls interface ge-0/0/6

user@switchP# set mpls interface ae0

4. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switchP# set rsvp interface 100.0
user@switchP# set rsvp interface ge-0/0/5
user@switchP# set rsvp interface ge-0/0/6

user@switchP# set rsvp interface ae0

5. Configure IP addresses for the loopback interface and the core interfaces:

[edit]

user@switchP# set interfaces 100 unit O family inet address 127.1.1.2/32
user@switchP# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switchP# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
user@switchP# set interfaces ae0 unit O family inet address 10.1.9.1/24

6. Configure family mpls on the logical unit of the core interface addresses:

[edit]
user@switchP# set interfaces ge-0/0/5 unit O family mpls
user@switchP# set interfaces ge-0/0/6 unit O family mpls

user@switchP# set interfaces ae0 unit O family mpls

Results

Display the results of the configuration:

user@switchP> show configuration

interfaces {
ge-0/0/5 {
unit O {
family inet {



address 10.1.5.1/24;
}
family mpls;
}
}
ge-0/0/6 {
unit O {
family inet {
address 10.1.6.1/24;
}
family mpls;

}

}
ae0 {
unit O {
family inet {
address 10.1.9.1/24;
}

family mpls;

}
100 {
unit O {
family inet {
address 127.1.1.2/32;

}
protocols {

rsvp {
interface 100.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;
interface ae0.0;

}

mpls {
interface ge-0/0/5.0;
interface ge-0/0/6.0;
interface ae0.0;

}

ospf {
traffic-engineering;
area 0.0.0.0 {



interface 100.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;
interface ae0.0;

Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying the Physical Layer on the Switches

Purpose

Verify that the interfaces are up. Perform this verification task on each of the switches.
Action

user@switchPE-1> show interfaces terse

Interface Admin Link Proto Local Remote
ge-0/0/0 up up

ge-0/0/0.0 up up eth-switch

ge-0/0/1 up up

ge-0/0/1.0 up up ccc

ge-0/0/2 up up

ge-0/0/2.0 up up eth-switch

ge-0/0/3 up up

ge-0/0/3.0 up up eth-switch

ge-0/0/4 up up



ge-0/0/4.0 up up eth-switch

ge-0/0/5 up up
ge-0/0/5.0 up up inet 10.1.5.1/24
mpls
ge-0/0/6 up up
ge-0/0/6.0 up up inet 10.1.6.1/24
mpls
Meaning

The show interfaces terse command displays status information about the Gigabit Ethernet interfaces on
the switch. This output verifies that the interfaces are up. The output for the protocol family (Proto column)
shows that interface ge-0/0/1.0 is configured as a circuit cross-connect. The output for the protocol family
of the core interfaces (ge-0/0/5.0 and ge-0/0/6.0) shows that these interfaces are configured as both inet
and mpls. The Local column for the core interfaces shows the IP address configured for these interfaces.

Verifying the Routing Protocol

Purpose

Verify the state of the configured routing protocol. Perform this verification task on each of the switches.
The state must be Full.

Action

user@switchPE-1> show ospf neighbor

Address Interface State 1D Pri Dead
127.1.1.2 ge—0/0/5 Full 10.10.10.10 128 39
Meaning

The show ospf neighbor command displays the status of the routing protocol. This output shows that the
state is Full, meaning that the routing protocol is operating correctly—that is, hello packets are being
exchanged between directly connected neighbors.

Verifying the Core Interfaces Being Used for MPLS Traffic

Purpose
Verify that the state of the MPLS interface is Up. Perform this verification task on each of the switches.

Action

user@switchPE-1> show mpls interface



Interface State Administrative groups

ge-0/0/5 Up <none>
ge-0/0/6 Up <none>
Meaning

The show mpls interface command displays the status of the core interfaces that have been configured
to belong to family mpls. This output shows that the interface configured to belong to family mpls is Up.

Verifying the Status of the RSVP Sessions

Purpose
Verify the status of the RSVP sessions. Perform this verification task on each of the switches.

Action

user@switchPE-1> show rsvp session

Ingress RSVP: 1 sessions
To From State Rt Style Labelin Labelout LSPname

127.1.13 127.1.1.1 Up 0O 1FF - 300064 Isp_to_pe2 gel
Total 1 displayed, Up 1, Down O

Egress RSVP: 1 sessions
To From State Rt Style Labelin Labelout LSPname

127.1.1.1 127.1.1.3 Up 0 1FF 299968 Isp_to_pel gel
Total 1 displayed, Up 1, Down O

Transit RSVP: 0 sessions
Total O displayed, Up O, Down O

Meaning
This output confirms that the RSVP sessions are Up.

Verifying the Assignment of Interfaces for MPLS Label Operations
Purpose

Verify which interface is being used as the beginning of the CCC and which interface is being used to push
the MPLS packet to the next hop. Perform this task only on the PE switches.



Action

user@switchPE-1> show route forwarding-table family mpls

MPLS:

Destination Type RtRef Next hop Type Index NhRef Netif

default perm 0 dscd 50 1

0 user 0 recv 49 3

1 user 0 recv 49 3

2 user 0 recv 49 3

299776 user 0 Pop 541 2 ge-0/0/1.0
ge-0/0/1.0 (CCC) user 0 2.0.0.1 Push 299792 540 2 ge-0/0/5.0

Meaning

This output shows that the CCC has been set up on interface ge-0/0/1.0. The switch receives ingress
traffic on ge-0/0/1.0 and pushes label 299792 onto the packet, which goes out through interface
ge-0/0/5.0. The output also shows when the switch receives an MPLS packet with label 29976, it pops
the label and sends the packet out through interface ge-0/0/1.0

After you have checked the local PE switch, run the same command on the remote PE switch.

Verifying the Status of the CCC

Purpose
Verify the status of the CCC. Perform this task only on the PE switches.

Action

user@switchPE-1> show connections

CCC and TCC connections [Link Monitoring On]

Legend for status (St) Legend for connection types

UN -- uninitialized if-sw: interface switching

NP -- not present rmt-if: remote interface switching
WE -- wrong encapsulation Isp-sw: LSP switching

DS -- disabled tx-p2mp-sw: transmit P2MP switching
Dn -- down rx-p2mp-sw: receive P2MP switching
-> —— only outbound conn is up

<- -- only inbound conn is up Legend for circuit types

Up -- operational intf —- interface

RmtDn -- remote CCC down tlsp -- transmit LSP

Restart -- restarting rlsp -- receive LSP



Connection/Circuit

gel-to-pe2
ge-0/0/1.0
Isp_to_pel gel
Isp_to_pe2 gel

Meaning

Type
rmt-if
intf
tisp
risp

St
Up
Up
Up
Up

Time last up # Up trans
Feb 17 05:00:09 1

The show connections command displays the status of the CCC connections. This output verifies that the
CCC interface and its associated transmit and receive LSPs are Up. After you have checked the local PE

switch, run the same command on the remote PE switch.
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Configuring MPLS on Provider Switches

To implement MPLS, you must configure at least one provider switch as a transit switch for the MPLS
packets.

MPLS requires the configuration of an interior gateway protocol (OSPF) and a signaling protocol (RSVP)
on the core interfaces and the loopback interface of all the switches. This procedure includes the
configuration of OSPF on the provider switch.

To configure the provider switch, complete the following tasks:

1. Configure OSPF on the loopback and core interfaces:

NOTE: You can use the switch address as an alternative to the loopback interface.

[edit protocols ospf]

user@switch# set area 0.0.0.0 interface 100.0
user@switch# set area 0.0.0.0 interface xe-0/0/5.0
user@switch# set area 0.0.0.0 interface xe-0/0/6.0

user@switch# set area 0.0.0.0 interface ae0

2. Configure MPLS on the core interfaces:

[edit protocols mpls]
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0

user@switch# set interface ae0

3. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols rsvp]
user@switch# set interface 100.0
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0

user@switch# set interface ae0

4. Configure an IP address for the loopback interface and the core interfaces:

[edit interfaces]
user@switch# set 100 unit O family inet address 127.1.1.1/32
user@switch# set xe-0/0/5 unit O family inet address 10.1.5.1/24



user@switch# set xe-0/0/6 unit O family inet address 10.1.6.1/24
user@switch# set ae0 unit O family inet address 10.1.9.2/24

5. Configure family mpls on the logical units of the core interfaces, thereby identifying the interfaces that
will be used for forwarding MPLS packets:

[edit interfaces]
user@switch# set xe-0/0/5 unit O family mpls
user@switch# set xe-0/0/6 unit O family mpls

user@switch# set ae0 unit 0 family mpls

Configuring MPLS on Provider Edge Switches

To implement MPLS, you must configure two provider edge (PE) switches—an ingress PE switch and an
egress PE switch—and at least one provider switch. You can configure the customer edge (CE) interfaces
on the PE switches of the MPLS network using IP over MPLS.

This topic describes how to configure an ingress PE switch and an egress PE switch using IP over MPLS:

1. Configuring the Ingress PE Switch | 64
2. Configuring the Egress PE Switch | 66

Configuring the Ingress PE Switch

To configure the ingress PE switch:

1. Configure an IP address for the loopback interface and the core interfaces:

[edit interfaces]

user@switch# set 100 unit O family inet address 192.168.10.1/32
user@switch# set xe-0/0/5 unit O family inet address 10.1.5.1/24
user@switch# set xe-0/0/6 unit O family inet address 10.1.6.1/24

NOTE: You cannot use routed VLAN interfaces (RVIs) or Layer 3 subinterfaces as core
interfaces.

2. Configure OSPF on the loopback interface and the core interfaces:

NOTE: You can use the switch address as an alternative to the loopback interface.



[edit protocols ospf]

user@switch# set area 0.0.0.0 interface 100.0
user@switch# set area 0.0.0.0 interface xe-0/0/5.0
user@switch# set area 0.0.0.0 interface xe-0/0/6.0

. Configure OSPF traffic engineering:

[edit protocols ospf]

user@switch# set traffic-engineering

. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols rsvp]
user@switch# set interface 100.0
user@switch# set interface xe-0/0/5.0

user@switch# set interface xe-0/0/6.0

. Configure MPLS traffic engineering.

[edit protocols mpls]

user@switch# set traffic-engineering

. Configure MPLS on the core interfaces:

[edit protocols mpls]
user@switch# set interface xe-0/0/5.0
user@switch# set interface xe-0/0/6.0

. Configure family mpls on the logical units of the core interfaces, thereby identifying the interfaces that
will be used for forwarding MPLS packets:

[edit interfaces]
user@switch# set xe-0/0/5 unit O family mpls
user@switch# set xe-0/0/6 unit O family mpls

. Configure a customer edge interface as a Layer 3 routed interface, specifying an IP address:

[edit interfaces]
user@switch# set xe-0/0/3 unit O family inet address 121.100.10.1/16

. Configure this Layer 3 customer edge interface for the routing protocol:

[edit]
user@switch# set protocols ospf area 0.0.0 interface xe-0/0/3.0



10. Configure an LSP on the ingress PE switch (192.168.10.1) to send IP packets over MPLS to the egress

PE switch (192.168.12.1):

[edit protocols mpls]
user@switch# set label-switched-path Isp_1 to 192.168.12.1

11. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]
user@switch# set label-switched-path Isp_1 no-cspf

12. Configure a static route from the ingress PE switch to the egress PE switch, thereby indicating to the

routing protocol that the packets will be forwarded over the MPLS LSP that has been set up to that
destination:

[edit routing-options]
user@switch# set static route 2.2.2.0/24 next-hop 192.168.10.1

user@switch# set static route 2.2.2.0/24 resolve

Configuring the Egress PE Switch

To configure the egress PE switch:

1.

Configure an IP address for the loopback interface and the core interfaces:

[edit interfaces]

user@switch# set lo0 unit O family inet address 192.168.12.1/32
user@switch# set xe-0/0/5 unit O family inet address 10.1.20.1/24
user@switch# set xe-0/0/6 unit O family inet address 10.1.21.1/24

NOTE: You cannot use routed VLAN interfaces (RVIs) or Layer 3 subinterfaces as core

interfaces.

Configure OSPF on the loopback interface and the core interfaces:

NOTE: You can use the switch address as an alternative to the loopback interface.

[edit protocols ospf]

user@switch# set area 0.0.0.0 interface 100.0
user@switch# set area 0.0.0.0 interface xe-0/0/5.0



user@switch# set area 0.0.0.0 interface xe-0/0/6.0

. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols rsvp]
user@switch# set rsvp interface 100.0
user@switch# set rsvp interface xe-0/0/5.0

user@switch# set rsvp interface xe-0/0/6.0

. Configure MPLS on the core interfaces:

[edit protocols mpls]
user@switch# set interface xe-0/0/5.0

user@switch# set interface xe-0/0/6.0

. Configure family mpls on the logical units of the core interfaces, thereby identifying the interfaces that
will be used for forwarding MPLS packets:

[edit interfaces]
user@switch# set xe-0/0/5 unit O family mpls
user@switch# set xe-0/0/6 unit O family mpls

. Configure a customer edge interface as a Layer 3 routed interface, specifying an IP address:

[edit interfaces]
user@switch# set xe-0/0/3 unit O family inet address 2.2.2.1/16

. Configure this Layer 3 customer edge interface for the routing protocol:

[edit]

user@switch# set protocols ospf area 0.0.0 interface xe-0/0/3

. Configure an LSP on the egress PE switch (192.168.12.1) to send IP packets over MPLS to the ingress
PE switch (192.168.10.1):

[edit protocols mpls]
user@switch# set label-switched-path Isp_2 to 192.168.10.1

. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]



user@switch# set label-switched-path Isp_2 no-cspf

10. Configure a static route from the ingress PE switch to the egress PE switch, thereby indicating to the
routing protocol that the packets will be forwarded over the MPLS LSP that has been set up to that
destination:

[edit routing-options]
user@switch# set static route 121.121.121.0/24 next-hop 192.168.12.1
user@switch# set static route 121.121.121.0/24 resolve

Configuring MPLS on Provider Edge Switches Using IP-Over-MPLS

You can configure MPLS on EX Series switches to increase transport efficiency in your network. MPLS
services can be used to connect various sites to a backbone network or to ensure better performance for
low-latency applications such as VolP and other business-critical functions.

To implement MPLS on switches, you must configure two provider edge (PE) switches—an ingress PE
switch and an egress PE switch—and at least one provider switch. You can configure customer edge (CE)
interfaces on the PE switches of the MPLS network by using either IP over MPLS or MPLS over circuit
cross-connect (CCC).

The main differences between configuring IP over MPLS and configuring MPLS over CCC are that for IP
over MLPS you configure the customer edge interfaces to belong to family inet (rather than family ccc)
and you configure a static route for the label-switched path (LSP). The configuration of the provider switch
is the same regardless of whether you have used IP over MPLS or MPLS over CCC. See “Configuring MPLS
on EX8200 and EX4500 Provider Switches” on page 78.

This topic describes how to configure an ingress PE switch and an egress PE switch using IP over MPLS:

1. Configuring the Ingress PE Switch | 68
2. Configuring the Egress PE Switch | 71

Configuring the Ingress PE Switch

To configure the ingress PE switch:

1. Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces o0 unit O family inet address 100.100.100.100/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24

2. Configure OSPF on the loopback and core interfaces:



[edit protocols]

user@switch# set ospf area 0.0.0.0 interface 100.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0

NOTE: If you want to use routed VLAN interfaces (RVIs) or Layer 3 subinterfaces as the core
interfaces, replace ge-0/0/5.0 and ge-0/0/6 each with an RVI name (for example,
vlan.logical-interface-number) or a subinterface name (for example,
interface-name.logical-unit-number).

RVIs function as logical routers, eliminating the need to have both a switch and a router.
Layer 3 subinterfaces allow you to route traffic among multiple VLANSs along a single trunk
line that connects an EX Series switch to a Layer 2 switch.

. Enable traffic engineering for the routing protocol:

[edit protocols]

user@switch# set ospf traffic-engineering

. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switch# set rsvp interface 100.0
user@switch# set rsvp interface ge-0/0/5.0
user@switch# set rsvp interface ge-0/0/6.0

. Configure MPLS traffic engineering:

[edit protocols]
user@switch# set protocols mpls traffic-engineering bgp-igp

. Configure MPLS on the core interfaces:

[edit protocols]
user@switch# set mpls interface ge-0/0/5.0
user@switch# set mpls interface ge-0/0/6.0

. Configure family mpls on the logical units of the core interfaces, thereby identifying the interfaces that
will be used for forwarding MPLS packets:

[edit]
user@switch# set interfaces ge-0/0/5 unit 0 family mpls



user@switch# set interfaces ge-0/0/6 unit O family mpls

8. Configure a customer edge interface as a Layer 3 routed interface, specifying an IP address:

[edit]
user@switch# set interfaces ge-2/0/3 unit O family inet 121.121.121.1/16

9. Configure this Layer 3 customer edge interface for the routing protocol:

[edit]
user@switch# set protocols ospf area 0.0.0 interface ge-2/0/3.0

10. Configure an LSP on the ingress PE switch (100.100.100.100) to send IP packets over MPLS to the
egress PE switch (208.208.208.208):

[edit protocols mpls]
user@switch# set label-switched-path ip_Ispjavae_29 from 100.100.100.100
user@switch# set label-switched-path ip_Ispjavae_29 to 208.208.208.208

11. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]
user@switch# set label-switched-path ip_Ispjavae_29 no-cspf

12. Configure a static route from the ingress PE switch to the egress PE switch, thereby indicating to the
routing protocol that the packets will be forwarded over the MPLS LSP that has been set up to that
destination:

NOTE: Do not configure a static route if you are using this procedure to configure an
MPLS-based Layer 3 VPN.

[edit]
user@switch# set routing-options static route 2.2.2.0/24 next-hop 100.100.100.100

user@switch# set routing-options static route 2.2.2.0/24 resolve



Configuring the Egress PE Switch

To configure the egress PE switch:

1.

2.

4.

5.

Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces lo0 unit O family inet address 208.208.208.208/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.20.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.21.1/24

Configure OSPF on the loopback interface (or switch address) and core interfaces:

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface 100.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0

NOTE: If you want to use routed VLAN interfaces (RVIs) or Layer 3 subinterfaces as the core
interfaces, replace ge-0/0/5.0 and ge-0/0/6 each with an RVI name (for example,

vlan.logical-interface-number) or a subinterface name (for example,
interface-name.logical-unit-number).

RVIs function as logical routers, eliminating the need to have both a switch and a router.
Layer 3 subinterfaces allow you to route traffic among multiple VLANSs along a single trunk

line that connects an EX Series switch to a Layer 2 switch.

Enable traffic engineering for the routing protocol:

[edit protocols]

user@switch# set ospf traffic-engineering

Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switch# set rsvp interface 100.0
user@switch# set rsvp interface ge-0/0/5.0
user@switch# set rsvp interface ge-0/0/6.0

Configure MPLS traffic engineering on both BGP and IGP destinations:

[edit protocols]
user@switch# set protocols mpls traffic-engineering bgp-igp



6. Configure MPLS on the core interfaces:

[edit protocols]
user@switch# set mpls interface ge-0/0/5.0
user@switch# set mpls interface ge-0/0/6.0

7. Configure family mpls on the logical units of the core interfaces, thereby identifying the interfaces that
will be used for forwarding MPLS packets:

[edit]
user@switch# set interfaces ge-0/0/5 unit O family mpls

user@switch# set interfaces ge-0/0/6 unit O family mpls

8. Configure a customer edge interface as a Layer 3 routed interface, specifying an IP address:

[edit]
user@switch# set interfaces ge-2/0/3 unit O family inet address 2.2.2.1/16

9. Configure this Layer 3 customer edge interface for the routing protocol:

[edit]
user@switch# set protocols ospf area 0.0.0 interface ge-2/0/3

10. Configure an LSP on the egress PE switch (208.208.208.208) to send IP packets over MPLS to the
ingress PE switch (100.100.100.100):

[edit protocols mpls]
user@switch# set label-switched-path ip_Isp29_javae from 208.208.208.208
user@switch# set label-switched-path ip_Isp29_javae to 100.100.100.100

11. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]
user@switch# set label-switched-path ip_Isp29_javae no-cspf

12. Configure a static route from the ingress PE switch to the egress PE switch, thereby indicating to the
routing protocol that the packets will be forwarded over the MPLS LSP that has been set up to that
destination:

NOTE: Do not configure a static route if you are using this procedure to configure an
MPLS-based Layer 3 VPN.

[edit]



user@switch# setrouting-options static route 121.121.121.0/24 next-hop 208.208.208.208
user@switch# set routing-options static route 121.121.121.0/24 resolve



Configuring MPLS on Provider Edge EX8200 and EX4500 Switches Using Circuit Cross-Connect

Junos OS MPLS for EX8200 and EX4500 switches supports Layer 2 protocols and Layer 2 virtual private
networks (VPNs). You can configure MPLS on switches to increase transport efficiency in your network.
MPLS services can be used to connect various sites to a backbone network and to ensure better performance
for low-latency applications such as VolP and other business-critical functions.

This topic describes configuring provider edge (PE) switches in an MPLS network using a circuit
cross-connect (CCC). The customer edge interface can be either a simple interface or a tagged VLAN
interface.

NOTE: If you are configuring a CCC on a tagged VLAN interface, you do not specify family ccc.
See Configuring an MPLS-Based VLAN CCC Using a Layer 2 VPN and Configuring an MPLS-Based
VLAN CCC Using a Layer 2 Circuit.

NOTE: If you are going through this procedure in preparation for configuring an MPLS-based
Layer 2 VPN, you do not need to configure the association of the label-switched path (LSP) with
the customer edge interface. The BGP signaling automates the connections, so manual
configuration of the connections is not required.

The following guidelines apply to CCC configurations:

e When an interface is configured to belong to family ccc, it cannot belong to any other family.

¢ You can send any kind of traffic over a CCC, including nonstandard bridge protocol data units (BPDUs)
generated by other vendors’ equipment.

e If you are configuring a CCC on a tagged VLAN interface, you must explicitly enable VLAN tagging and
specify a VLAN ID. The VLAN ID cannot be configured on logical interface unit 0. The logical unit number
must be 1 or higher. See Configuring an MPLS-Based VLAN CCC Using a Layer 2 VPN and Configuring
an MPLS-Based VLAN CCC Using a Layer 2 Circuit.

This procedure shows how to set up two CCCs:

e If you are configuring a CCC on a simple interface (ge-0/0/1), you do not need to enable VLAN tagging
or specify a VLAN ID, so you skip those steps.

e If you are configuring a CCC on a tagged VLAN interface (ge-0/0/2), include all the steps in this procedure.

To configure a PE switch with a CCC:



. Configure OSPF (or IS-IS) on the loopback (or switch address) and core interfaces:

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface 100.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0
user@switch# set ospf area 0.0.0.0 interface ae0

. Enable traffic engineering for the routing protocol:

[edit protocols]

user@switch# set ospf traffic-engineering

. Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces lo0 unit O family inet address 127.1.1.1/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
user@switch# set interfaces ae0 unit O family inet address 10.1.9.1/24

. Enable MPLS and define the LSP:

[edit protocols]
user@switch# set mpls label-switched-path Isp_to_pe2_gel to 127.1.1.3

TIP: Isp_to_pe2_gel is the LSP name. You will need to use the specified name again when
configuring the CCC.

. Configure MPLS on the core interfaces:

[edit protocols]
user@switch# set mpls interface ge-0/0/5.0
user@switch# set mpls interface ge-0/0/6.0

user@switch# set mpls interface ae0

. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]
user@switch# set rsvp interface 100.0

user@switch# set rsvp interface ge-0/0/5.0



user@switch# set rsvp interface ge-0/0/6.0

user@switch# set rsvp interface ae0

7. Configure family mpls on the logical units of the core interfaces:

[edit]
user@switch# set interfaces ge-0/0/5 unit 0 family mpls
user@switch# set interfaces ge-0/0/6 unit O family mpls

user@switch# set interfaces ae0 unit 0 family mpls

NOTE: You can enable family mpls on either individual interfaces or aggregated Ethernet
interfaces. You cannot enable it on tagged VLAN interfaces.

8. If you are configuring a CCC on a tagged VLAN interface, enable VLAN tagging on the customer edge
interface ge-0/0/2 of the local PE switch:

[edit interfaces ge-0/0/2]
user@switch# set vlan-tagging

If you are configuring a CCC on a simple interface (ge-0/0/1), omit this step.

9. If you are configuring a CCC on a tagged VLAN interface, configure the logical unit of the customer
edge interface with a VLAN ID:

[edit interfaces ge-0/0/2 unit 1]
user@switch# set vlan-id 100

If you are configuring a CCC on a simple interface (ge-0/0/1), omit this step.

10. Configure the logical unit of the customer edge interface to belong to family ccc:

e On a simple interface:

[edit interfaces ge-0/0/1 unit 0]
user@switch# set family ccc

e On a tagged VLAN interface:

[edit interfaces ge-0/0/2 unit 1]



user@switch# set family ccc

11. Associate the CCC interface with two LSPs, one for transmitting MPLS packets and the other for
receiving MPLS packets:

NOTE: If you are configuring a Layer 2 VPN, omit this step. The BGP signaling automates
the connections, so manual configuration of the connections is not required.

e On a simple interface:

[edit protocols]
user@switch# set connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/1.0
user@switch# set connections remote-interface-switch ge-1-to-pe2 transmit-Isp Isp_to_pe2_gel

user@switch# set connections remote-interface-switch ge-1-to-pe2 receive-Isp Isp_to_pel_gel

e On a tagged VLAN interface:

[edit protocols]
user@switch# set connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/2.1
user@switch# set connections remote-interface-switch ge-1-to-pe2 transmit-Isp Isp_to_pe2_gel

user@switch# set connections remote-interface-switch ge-1-to-pe2 receive-lsp Isp_to_pel_gel

TIP: The transmit-Isp option specifies the LSP name that was configured on PE-1 (the local
PE switch) by the label-switched-path statement within the [edit protocols mpls] hierarchy.
The receive-Isp option specifies the LSP name that was configured on PE-2 (the remote PE
switch) by the label-switched-path statement within the [edit protocols mpls] hierarchy.

When you have completed configuring one PE switch, follow the same procedures to configure the other
PE switch.



Configuring MPLS on EX8200 and EX4500 Provider Switches

You can configure MPLS on EX8200 and EX4500 switches to increase transport efficiency in your network.
MPLS services can be used to connect various sites to a backbone network and to ensure better performance
for low-latency applications such as VolP and other business-critical functions.

To implement MPLS on EX Series switches, you must configure at least one provider switch as a transit

switch for the MPLS packets. The configuration of all the provider switches remains the same regardless
of whether the provider edge (PE) switches are using circuit cross-connect (CCC) or using MPLS over IP
for the customer edge interfaces. Likewise, you do not need to change the configuration of the provider
switches if you implement an MPLS-based Layer 2 VPN, Layer 3 VPN, or a Layer 2 circuit configuration.

MPLS requires the configuration of a routing protocol (OSPF or I1S-IS) on the core interfaces and the
loopback interface of all the switches. This procedure includes the configuration of OSPF on the provider
switch. For information on configuring IS-IS as the routing protocol, see Junos OS Routing Protocols
Configuration Guide.

To configure the provider switch, complete the following tasks:

1. Enable the routing protocol (OSPF or IS-1S) on the loopback interface and on the core interfaces:

NOTE: You can use the switch address as an alternative to the loopback interface.

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface 100.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0

user@switch# set ospf area 0.0.0.0 interface ae0

2. Enable traffic engineering for the routing protocol (traffic engineering must be explicitly enabled for
OSPF):

[edit protocols]

user@switch# set ospf traffic-engineering

3. Enable MPLS within the protocols stanza and apply it to the core interfaces:

[edit protocols]

user@switch# set mpls interface ge-0/0/5.0
user@switch# set mpls interface ge-0/0/6.0
user@switch# set mpls interface ae0
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4. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switch# set rsvp interface 100.0
user@switch# set rsvp interface ge-0/0/5.0
user@switch# set rsvp interface ge-0/0/6.0

user@switch# set rsvp interface ae0

5. Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces o0 unit O family inet address 127.1.1.1/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
user@switch# set interfaces ae0 unit O family inet address 10.1.9.2/24

6. Configure family mpls on the logical units of the core interfaces:

[edit]
user@switch# set interfaces ge-0/0/5 unit 0 family mpls
user@switch# set interfaces ge-0/0/6 unit O family mpls

user@switch# set interfaces ae0 unit 0 family mpls

NOTE: You can enable family mpls on either individual interfaces or aggregated Ethernet
interfaces. You cannot enable it on tagged VLAN interfaces.

MPLS Overview | 2
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Configuring IPv6 Tunneling for MPLS

You can configure the IPv6 tunneling for MPLS to tunnel IPvé traffic over an MPLS-based IPv4 network.
This configuration allows you to interconnect a number of smaller IPvé networks over an IPv4-based
network core, giving you the ability to provide IPvé service without having to upgrade the switches in
your core network. BGP is configured to exchange routes between the IPvé networks, and data is tunneled
between these IPv6 networks by means of IPv4-based MPLS.

To configure IPvé6 tunneling for MPLS on your EX Series switch:

1. Configure IPv4 and IPvé IP addresses for all the core interfaces:

[edit]
user@switch# set interfaces interface-name unit logical-unit-number family inet address address

2. Configure the number assigned to you by the Network Information Center (NIC) as the autonomous
system (AS) number

[edit routing-options]



user@switch# set autonomous-system number

. Advertise label O to the egress router of the LSP:

[edit protocols]
user@switch# set mpls explicit-null

. Configure the LSP to allow IPvé routes to be resolved over an MPLS network by converting all routes
stored in the inet3 routing table to IPv4-mapped IPv6 addresses and then copying them into the inet6.3
routing table:

[edit protocols]
user@switch# set mpls ipvé6-tunneling

. Set the local AS number:

[edit protocols bgp]

user@switch# set local-as local-autonomous-system-number

. Configure the default import and export policies:

[edit protocols bgp]

user@switch# setlocal-address address

user@switch# setimport default-import

user@switch# set family ineté labeled-unicast explicit-null

user@switch# set export default-export

. Configure a BGP group that recognizes only the specified BGP systems as peers. Define a group name,
group type, local end of a BGP session, and a neighbor (peer). To configure multiple BGP peers, include
multiple neighbor statements:

[edit protocols bgp]

user@switch# set group group-name type internal

user@switch# set group group-name local-address address-of-the-local-end-of-a-bgp-session
user@switch# set group group-name family ineté labeled-unicast explicit-null
user@switch# set group group-name peer-as peer-autonomous-system-number

user@switch# set group group-name neighbor address family ineté labeled-unicast explicit-null

. Configure routing options to accept the default import and export policies:

[edit policy-options]
user@switch# set policy-statement default-import then accept

user@switch# set policy-statement default-export then accept



Example: Tunneling IPv6 Traffic over MPLS IPv4 Networks
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This example shows how to configure the Junos OS to tunnel IPv6 over an MPLS-based IPv4 network.
External BGP (EBGP) is used between the customer edge (CE) and provider edge (PE) devices. The remote
CE devices have different AS numbers for loop detection.

Requirements

No special configuration beyond device initialization is required before you configure this example.

Overview

Detailed information about the Juniper Networks implementation of IPvé6 over MPLS is described in the
following Internet drafts:

¢ Internet draft draft-ietf-13vpn-bgp-ipv6-07.txt, BGP-MPLS IP VPN extension for IPvé VPN (expires January
2006)

e Internet draft draft-ooms-véops-bgp-tunnel-06.txt, Connecting IPvé Islands over IPv4 MPLS using IPvé
Provider Edge Routers (expires July 2006)

These Internet drafts are available on the IETF website at http://www.ietf.org/.

This example shows you how to interconnect a two IPvé networks over an IPv4-based network core,
giving you the ability to provide IPvé6 service without having to upgrade the routers in your core network.
Multiprotocol Border Gateway Protocol (MP-BGP) is configured to exchange routes between the IPvé
networks, and data is tunneled between these IPvé networks by means of IPv4-based MPLS.

In Figure 3 on page 83, Routers PE1 and PE2 are dual-stack BGP routers, meaning they have both IPv4
and IPvé6 stacks. The PE routers link the IPvé networks through the customer edge (CE) routers to the
IPv4 core network. The CE routers and the PE routers connect through a link layer that can carry IPvé
traffic. The PE routers use IPv6 on the CE router-facing interfaces and use IPv4 and MPLS on the core-facing
interfaces. Note that one of the connected IPvé6 networks could be the global IPvé Internet.
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Figure 3: IPv6 Networks Linked by MPLS IPv4 Tunnels
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The two PE routers are linked through an MP-BGP session using IPv4 addresses. They use the session to
exchange IPvé routes with an IPvé (value 2) address family indicator (AF1) and a subsequent AFI (SAFI)
(value 4). Each PE router sets the next hop for the IPvé routes advertised on this session to its own IPv4
address. Because MP-BGP requires the BGP next hop to correspond to the same address family as the
network layer reachability information (NLRI), this IPv4 address needs to be embedded within an IPvé
format.

The PE routers can learn the IPvé6 routes from the CE routers connected to them using routing protocols
Routing Information Protocol next generation (RIPng) or MP-BGP, or through static configuration. Note
that if BGP is used as the PE-router-to-CE-router protocol, the MP-BGP session between the PE router
and CE router could occur over an IPv4 or IPv6 Transmission Control Protocol (TCP) session. Also, the
BGP routes exchanged on that session would have SAFI unicast. You must configure an export policy to
pass routes between IBGP and EBGP, and between BGP and any other protocol.

The PE routers have MPLS LSPs routed to each others' IPv4 addresses. IPv4 provides signaling for the
LSPs by means of either LDP or RSVP. These LSPs are used to resolve the next-hop addresses of the IPvé
routes learned from MP-BGP. The next hops use IPv4-mapped IPvé addresses, while the LSPs use IPv4
addresses.

The PE routers always advertise IPvé routes to each other using a label value of 2, the explicit null label
for IPvé as defined in RFC 3032, MPLS Label Stack Encoding. As a consequence, each of the forwarding
next hops for the IPv6 routes learned from remote PE routers normally push two labels. The inner label



is 2 (this label could be different if the advertising PE router is not a Juniper Networks routing platform),
and the outer label is the LSP label. If the LSP is a single-hop LSP, then only Label 2 is pushed.

It is also possible for the PE routers to exchange plain IPvé6 routes using SAFI unicast. However, there is
one major advantage in exchanging labeled IPvé routes. The penultimate-hop router for an MPLS LSP can
pop the outer label and then send the packet with the inner label as an MPLS packet. Without the inner
label, the penultimate-hop router would need to discover whether the packet is an IPv4 or IPvé packet to
set the protocol field in the Layer 2 header correctly.

When the PE1 router in Figure 3 on page 83 receives an IPv6 packet from the CE1 router, it performs a
lookup in the IPv6 forwarding table. If the destination matches a prefix learned from the CE2 router, then
no labels need to be pushed and the packet is simply sent to the CE2 router. If the destination matches a
prefix that was learned from the PE2 router, then the PE1 router pushes two labels onto the packet and
sends it to the provider router. The inner label is 2 and the outer label is the LSP label for the PE2 router.

Each provider router in the service provider’s network handles the packet as it would any MPLS packet,
swapping labels as it passes from provider router to provider router. The penultimate-hop provider router
for the LSP pops the outer label and sends the packet to the PE2 router. When the PE2 router receives
the packet, it recognizes the IPv6 explicit null label on the packet (Label 2). It pops this label and treats it
as an IPvé packet, performing a lookup in the IPvé6 forwarding table and forwarding the packet to the CE3
router.

This example includes the following settings:

¢ In addition to configuring the family inet6 statement on all the CE router-facing interfaces, you must
also configure the statement on all the core-facing interfaces running MPLS. Both configurations are
necessary because the router must be able to process any IPvé packets it receives on these interfaces.
You should not see any regular IPvé traffic arrive on these interfaces, but you will receive MPLS packets
tagged with Label 2. Even though Label 2 MPLS packets are sent in IPv4, these packets are treated as
native IPvé packets.

e You enable IPvé6 tunneling by including the ipvé6-tunneling statement in the configuration for the PE
routers. This statement allows IPvé routes to be resolved over an MPLS network by converting all routes
stored in the inet.3 routing table to IPv4-mapped IPv6 addresses and then copying them into the inet6.3
routing table. This routing table can be used to resolve next hops for both ineté and ineté-vpn routes.

NOTE: BGP automatically runs its import policy even when copying routes from a primary
routing table group to a secondary routing table group. If IPv4 labeled routes arrive from a
BGP session (for example, when you have configured the labeled-unicast statement at the
[edit protocols bgp family inet] hierarchy level on the PE router), the BGP neighbor’s import
policy also accepts IPvé routes, since the neighbor’s import policy is run while doing the copy
operation to the inet6.3 routing table.



e When you configure MP-BGP to carry IPvé traffic, the IPv4 MPLS label is removed at the destination
PE router. The remaining IPvé packet without a label can then be forwarded to the IPvé6 network. To
enable this, include the explicit-null statement in the BGP configuration.

Configuration

IN THIS SECTION
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device PE1

set interfaces fe-1/2/0 unit 2 family inet6 address ::10.1.1.2/126
set interfaces fe-1/2/0 unit 2 family mpls

set interfaces fe-1/2/1 unit 5 family inet address 10.1.1.5/30
set interfaces fe-1/2/1 unit 5 family ineté

set interfaces fe-1/2/1 unit 5 family mpls

set interfaces lo0 unit 2 family inet address 1.1.1.2/32

set protocols mpls ipvé-tunneling

set protocols mpls interface fe-1/2/0.2

set protocols mpls interface fe-1/2/1.5

set protocols bgp group toCE1 type external

set protocols bgp group toCE1 local-address ::10.1.1.2

set protocols bgp group toCE1 family ineté unicast

set protocols bgp group toCE1 export send-bgpé

set protocols bgp group toCE1 peer-as 1

set protocols bgp group toCE1 neighbor ::10.1.1.1

set protocols bgp group toPE2 type internal

set protocols bgp group toPE2 local-address 1.1.1.2

set protocols bgp group toPE2 family ineté labeled-unicast explicit-null
set protocols bgp group toPE2 export next-hop-self

set protocols bgp group toPE2 export send-vé

set protocols bgp group toPE2 neighbor 1.1.1.4

set protocols ospf area 0.0.0.0 interface fe-1/2/1.5

set protocols ospf area 0.0.0.0 interface 100.2 passive

set protocols Idp interface fe-1/2/1.5



set policy-options policy-statement next-hop-self then next-hop self
set policy-options policy-statement send-bgpé from family ineté6

set policy-options policy-statement send-bgpé from protocol bgp
set policy-options policy-statement send-bgpé then accept

set policy-options policy-statement send-vé from family ineté

set policy-options policy-statement send-vé from protocol bgp

set policy-options policy-statement send-vé from protocol direct

set policy-options policy-statement send-vé then accept

set routing-options router-id 1.1.1.2

set routing-options autonomous-system 2

Device PE2

set interfaces fe-1/2/0 unit 10 family inet address 10.1.1.10/30

set interfaces fe-1/2/0 unit 10 family inet6

set interfaces fe-1/2/0 unit 10 family mpls

set interfaces fe-1/2/1 unit 13 family inet6 address ::10.1.1.13/126
set interfaces fe-1/2/1 unit 13 family mpls

set interfaces 100 unit 4 family inet address 1.1.1.4/32

set protocols mpls ipvé-tunneling

set protocols mpls interface fe-1/2/0.10

set protocols mpls interface fe-1/2/1.13

set protocols bgp group toPE1 type internal

set protocols bgp group toPE1 local-address 1.1.1.4

set protocols bgp group toPE1 family ineté labeled-unicast explicit-null
set protocols bgp group toPE1 export next-hop-self

set protocols bgp group toPE1 export send-vé

set protocols bgp group toPE1 neighbor 1.1.1.2

set protocols bgp group toCE3 type external

set protocols bgp group toCE3 local-address ::10.1.1.13

set protocols bgp group toCE3 family ineté unicast

set protocols bgp group toCE3 export send-bgpé

set protocols bgp group toCE3 peer-as 3

set protocols bgp group toCE3 neighbor ::10.1.1.14

set protocols ospf area 0.0.0.0 interface fe-1/2/0.10

set protocols ospf area 0.0.0.0 interface 100.4 passive

set protocols Idp interface fe-1/2/0.10

set policy-options policy-statement next-hop-self then next-hop self
set policy-options policy-statement send-bgpé from family ineté6
set policy-options policy-statement send-bgpé from protocol bgp



set policy-options policy-statement send-bgpé then accept

set policy-options policy-statement send-vé from family ineté
set policy-options policy-statement send-vé from protocol bgp
set policy-options policy-statement send-vé from protocol direct
set policy-options policy-statement send-vé then accept

set routing-options router-id 1.1.1.4

set routing-options autonomous-system 2

Device P

set interfaces fe-1/2/0 unit 6 family inet address 10.1.1.6/30
set interfaces fe-1/2/0 unit 6 family inet6

set interfaces fe-1/2/0 unit 6 family mpls

set interfaces fe-1/2/1 unit 9 family inet address 10.1.1.9/30
set interfaces fe-1/2/1 unit 9 family ineté

set interfaces fe-1/2/1 unit 9 family mpls

set interfaces lo0 unit 3 family inet address 1.1.1.3/32

set protocols mpls interface fe-1/2/0.6

set protocols mpls interface fe-1/2/1.9

set protocols ospf area 0.0.0.0 interface fe-1/2/0.6

set protocols ospf area 0.0.0.0 interface fe-1/2/1.9

set protocols ospf area 0.0.0.0 interface 100.3 passive

set protocols Idp interface fe-1/2/0.6

set protocols Idp interface fe-1/2/1.9

set routing-options router-id 1.1.1.3

set routing-options autonomous-system 2

Device CE1

set interfaces fe-1/2/0 unit 1 family inet6 address ::10.1.1.1/126
set interfaces lo0 unit 1 family inet6 address ::11.1.1.1/128

set protocols bgp group toPE1 type external

set protocols bgp group toPE1 local-address ::10.1.1.1

set protocols bgp group toPE1 family ineté unicast

set protocols bgp group toPE1 export send-vé

set protocols bgp group toPE1 peer-as 2

set protocols bgp group toPE1 neighbor ::10.1.1.2



set policy-options policy-statement send-vé from family ineté
set policy-options policy-statement send-vé6 from protocol direct
set policy-options policy-statement send-vé then accept

set routing-options router-id 1.1.1.1

set routing-options autonomous-system 1

Device CE3

set interfaces fe-1/2/0 unit 14 family inet6 address ::10.1.1.14/126
set interfaces 100 unit 5 family ineté address ::1.1.1.5/128

set protocols bgp group toPE2 type external

set protocols bgp group toPE2 local-address ::10.1.1.14

set protocols bgp group toPE2 family ineté unicast

set protocols bgp group toPE2 export send-vé6

set protocols bgp group toPE2 peer-as 2

set protocols bgp group toPE2 neighbor ::10.1.1.13

set policy-options policy-statement send-vé from family ineté
set policy-options policy-statement send-vé from protocol direct
set policy-options policy-statement send-vé then accept

set routing-options router-id 1.1.1.5

set routing-options autonomous-system 3

Configuring Device PE1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For information
about navigating the CLI, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure Device PE1:

1. Configure the interfaces.

[edit interfaces]

user@PE1# set fe-1/2/0 unit 2 family inet6 address ::10.1.1.2/126
user@PE1# set fe-1/2/0 unit 2 family mpls

user@PE1# set fe-1/2/1 unit 5 family inet address 10.1.1.5/30
user@PE1# set fe-1/2/1 unit 5 family ineté

user@PE1# set fe-1/2/1 unit 5 family mpls

user@PE1# set 100 unit 2 family inet address 1.1.1.2/32



2. Configure MPLS on the interfaces.

[edit protocols mpls]

user@PE1# set ipv6-tunneling
user@PE1# set interface fe-1/2/0.2
user@PE1# set interface fe-1/2/1.5

3. Configure BGP.

[edit protocols bgp]

user@PE1# set group toCE1 type external
user@PE1# set group toCE1 local-address ::10.1.1.2
user@PE1# set group toCE1 family inet6é unicast
user@PE1# set group toCE1 export send-bgpé
user@PE1# set group toCE1 peer-as 1

user@PE1# set group toCE1 neighbor ::10.1.1.1
user@PE1# set group toPE2 type internal
user@PE1# set group toPE2 local-address 1.1.1.2
user@PE1# set group toPE2 family ineté labeled-unicast explicit-null
user@PE1# set group toPE2 export next-hop-self
user@PE1# set group toPE2 export send-vé6
user@PE1# set group toPE2 neighbor 1.1.1.4

4. Configure OSPF

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface fe-1/2/1.5
user@PE1# set interface 100.2 passive

5. Configure a signaling protocol.

[edit protocols]
user@PE1# set Idp interface fe-1/2/1.5

6. Configure the routing policies.

[edit policy-options]

user@PE1# set policy-statement next-hop-self then next-hop self
user@PE1# set policy-statement send-bgpé from family ineté
user@PE1# set policy-statement send-bgpé from protocol bgp



user@PE1# set policy-statement send-bgpé then accept
user@PE1# set policy-statement send-vé6 from family ineté
user@PE1# set policy-statement send-vé from protocol bgp
user@PE1# set policy-statement send-vé from protocol direct
user@PE1# set policy-statement send-vé then accept

7. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@PE1# set router-id 1.1.1.2
user@PE1# set autonomous-system 2

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
fe-1/2/0{
unit 2 {
family ineté {
address ::10.1.1.2/126;
}

family mpls;

}
fe-1/2/1{
unit 5 {
family inet {
address 10.1.1.5/30;
}
family ineté;
family mpls;

}
100 {
unit 2 {
family inet {
address 1.1.1.2/32;



user@R1# show policy-options
policy-statement next-hop-self {
then {
next-hop self;

}
policy-statement send-bgpé {
from {
family ineté;
protocol bgp;
}
then accept;
}
policy-statement send-vé {
from {
family ineté;
protocol [ bgp direct ];
}

then accept;

user@R1# show protocols
mpls {
ipv6-tunneling;
interface fe-1/2/0.2;
interface fe-1/2/1.5;
}
bgp {
group toCE1 {
type external;
local-address ::10.1.1.2;
family ineté {
unicast;
}
export send-bgpé;
peer-as 1;
neighbor ::10.1.1.1;
}
group toPE2 {
type internal;
local-address 1.1.1.2;
family ineté {
labeled-unicast {
explicit-null;



}

export [ next-hop-self send-vé |;
neighbor 1.1.1.4;

}
ospf {
area 0.0.0.0 {
interface fe-1/2/1.5;
interface 100.2 {
passive;

1
Idp {
interface fe-1/2/1.5;

user@R1# show routing-options
router-id 1.1.1.2;
autonomous-system 2;

If you are done configuring the device, enter commit from configuration mode.
Configure the other devices in the topology, as shown in “CLI Quick Configuration” on page 85.

Verification
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Confirm that the configuration is working properly.
Verifying That the CE Devices Have Connectivity

Purpose

Make sure that the tunnel is operating.

Action

From operational mode, enter the ping command.

user@CE1> ping:10.1.1.14



PING6(56=40+8+8 bytes) ::10.1.1.1 --> :0:10.1.1.14

16 bytes from ::10.1.1.14, icmp_seq=0 hlim=61 time=10.687 ms
16 bytes from ::10.1.1.14, icmp_seqg=1 hlim=61 time=9.239 ms
16 bytes from ::10.1.1.14, icmp_seq=2 hlim=61 time=1.842 ms

user@CE3> ping::10.1.1.1

PING6(56=40+8+8 bytes) ::10.1.1.14 --> ::10.1.1.1

16 bytes from ::10.1.1.1, icmp_seq=0 hlim=61 time=1.484 ms
16 bytes from ::10.1.1.1, icmp_seq=1 hlim=61 time=1.338 ms
16 bytes from ::10.1.1.1, icmp_seq=2 hlim=61 time=1.351 ms

Meaning

The IPv6 CE devices can communicate over the core IPv4 network.

\ Basic MPLS Configuration | 37

Next-Hop-Based Dynamic Tunnels
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Example: Configuring Next-Hop-Based MPLS-Over-UDP Dynamic Tunnels
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This example shows how to configure a dynamic MPLS-over-UDP tunnel that includes a tunnel composite
next hop. The MPLS-over-UDP feature provides a scaling advantage on the number of IP tunnels supported
on a device.

Starting in Junos OS Release 18.3R1, MPLS-over-UDP tunnels are supported on PTX Series routers and
QFX Series switches. For every dynamic tunnel configured on a PTX router or a QFX switch, a tunnel
composite next hop, an indirect next hop, and a forwarding next hop is created to resolve the tunnel
destination route. You can also use policy control to resolve the dynamic tunnel over select prefixes by
including the forwarding-rib configuration statement at the [edit routing-options dynamic-tunnels]
hierarchy level.

Requirements

This example uses the following hardware and software components:
e Five MX Series routers with MPCs and MICs.

e Junos OS Release 16.2 or later running on the PE routers.

Before you begin:

Configure the device interfaces, including the loopback interface.

Configure the router ID and autonmous system number for the device.

Establish an internal BGP (IBGP) session with the remote PE device.

0 doe

Establish OSPF peering among the devices.

Overview

Starting with Junos OS Release 16.2, a dynamic UDP tunnel supports the creation of a tunnel composite
next hop for every UDP tunnel configured. These next-hop-based dynamic UDP tunnels are referred to
as MPLS-over-UDP tunnels. The tunnel composite next hop are enabled by default for the MPLS-over-UDP
tunnels.



MPLS-over-UDP tunnels can be bidirectional or unidirectional in nature. When the PE devices are connected
over MPLS-over-UDP tunnels in both directions, it is called a bidirectional MPLS-over-UDP tunnel. When
two PE devices are connected over MPLS-over-UDP tunnel in one direction, and over MPLS/IGP in the
other direction, it is called an unidirectional MPLS-over-UDP tunnel.

Unidirectional MPLS-over-UDP tunnels are used in migration scenarios, or in cases where two PE devices
provide connectivity to each other over two disjoint networks. Because reverse direction tunnel does not
exist for unidirectional MPLS-over-UDP tunnels, you must configure a filter-based MPLS-over-UDP
decapsulation on the remote PE device for forwarding the traffic.

Starting in Junos OS Release 18.2R1, on PTX series routers and QFX10000 with unidirectional
MPLS-over-UDP tunnels, you must configure the remote PE device with an input filter for MPLS-over-UDP
packets, and an action for decapsulating the IP and UDP headers for forwarding the packets in the reverse
tunnel direction.

For example, on the remote PE device, Device PE2, the following configuration is required for unidirectional
MPLS-over-UDP tunnels:

PE2

[edit firewall filter]

user@host# set Decap_Filter term udp_decap from protocol udp
user@host# set Decap_Filter term udp_decap from destination-port 6635
user@host# set Decap_Filter term udp_decap then count UDP_PKTS
user@host# set Decap_Filter term udp_decap then decapsulate mpls-in-udp
user@host# set Decap_Filter term def then count def_pkt

user@host# set Decap_Filter term def then accept

In the above sample configuration, Decap_Filter is the name of the firewall filter used for MPLS-over-UDP
decapsulation. The term udp_decap is the input filter for accepting UDP packets on the core-facing interface
of Device PE2, and then decapsulate the MPLS-over-UDP packets to MPLS-over-IP packets for forwarding.

You can use the existing firewall operational mode commands, such as show firewall filter to view the
filter-based MPLS-over-UDP decapsulation.

For example:

user@host >show firewall filter Decap_Filter

Filter: Decap_Filter
Counters:
Name Bytes Packets



UDP_PKTS 16744 149
def _pkt 13049 136

NOTE:

For unidirectional MPLS-over-UDP tunnels:

e Only IPv4 address is supported as the outer header. Filter-based MPLS-over-UDP decapsulation
does not support IPvé address in the outer header.

e Only the default routing instance is supported after decapsulation.

Starting in Junos OS Release 17.1, on MX Series routers with MPCs and MICs, the scaling limit of
MPLS-over-UDP tunnels is increased.

Starting in Junos Release 19.2R1, on MX Series routers with MPCs and MICs, carrier supporting carrier
(CSC) architecture can be deployed with MPLS-over-UDP tunnels carrying MPLS traffic over dynamic IPv4
UDP tunnels that are established between supporting carrier's PE devices. With this enhancement, the
scaling advantage that the MPLS-over-UDP tunnels provided is further increased. The CSC support with
MPLS-over-UDP tunnel is not supported for IPv6 UDP tunnel.

The existing dynamic tunnel feature requires complete static configuration. Currently, the tunnel information
received from peer devices in advertised routes is ignored. Starting in Junos OS Release 17.4R1, on MX
Series routers, the next-hop-based dynamic MPLS-over-UDP tunnels are signaled using BGP encapsulation
extended community. BGP export policy is used to specify the tunnel types, advertise the sender side
tunnel information, and parse and convey the receiver side tunnel information. A tunnel is created according
to the received type tunnel community.

Multiple tunnel encapsulations are supported by BGP. On receiving multiple capability, the next-hop-based
dynamic tunnel is created based on the configured BGP policy and tunnel preference. The tunnel preference
should be consistent acr