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Use this guide to understand conceptual and configuration information about dynamic class of service,
policy filters, and traffic policing; dynamic IGMP and MLD for access to multicast networks;
application-aware policy control; HTTP redirect services to capture subscriber network requests and send
them to a captive portal for authentication and access to authorized Web resources; and subscriber secure
policy traffic mirroring to mirror subscriber traffic and monitor events related to the mirrored session.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product
documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load merge relative
command. These commands cause the software to merge the incoming configuration into the current
candidate configuration. The example does not become active until you commit the candidate configuration.


https://www.juniper.net/documentation/
https://www.juniper.net/books

If the example configuration contains the top level of the hierarchy (or multiple hierarchies), the example
is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example is a snippet. In
this case, use the load merge relative command. These procedures are described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following configuration to a file and name the file ex-script.conf. Copy the
ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;

2. Merge the contents of the file into your routing platform configuration by issuing the load merge

configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf

load complete



Merging a Snippet

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file ex-script-snippet.conf. Copy the
ex-script-snippet.conf file to the /var/tmp directory on your routing platform.

commit §
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following configuration mode
command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing the load merge
relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxxv defines notice icons used in this guide.


https://www.juniper.net/techpubs/content-applications/cli-explorer/junos/

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page xxxv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fixed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user@host> show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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CHAPTER 1

Subscriber Service Activation and Management
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Dynamic Service Management with RADIUS

IN THIS SECTION

Using RADIUS Dynamic Requests for Subscriber Access Management | 2
Configuring RADIUS-Initiated Dynamic Request Support | 4
RADIUS-Initiated Change of Authorization (CoA) Overview | 5
RADIUS-Initiated Disconnect Overview | 9
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Verifying RADIUS Dynamic-Request Statistics | 19

Using RADIUS Dynamic Requests for Subscriber Access Management

RADIUS dynamic requests provide an efficient way to centrally manage subscriber sessions. The AAA
Service Framework’s RADIUS dynamic request support allows RADIUS servers to initiate user-related
operations, such as a termination operation, by sending unsolicited request messages to the router. Without
the RADIUS dynamic request feature, the only way to disconnect a RADIUS user is from the router, which
can be cumbersome and time-consuming in large networks.



In a typical client-server RADIUS environment, the router functions as the client and initiates requests
sent to the remote RADIUS server. However, when using RADIUS dynamic requests, the roles are reversed.
For example, during a disconnect operation, the remote RADIUS server performs as the client and initiates
the request (the disconnect action) — the router functions as the server in the relationship.

You create an access profile to configure the router to support RADIUS dynamic requests. This configuration
enables the router to receive and act on the following types of messages from remote RADIUS servers:

e Access-Accept messages—Dynamically activate services based on attributes in RADIUS Access-Accept
messages received when a subscriber logs in.

e Change-of-Authorization (CoA) messages—Dynamically modify active sessions based on attributes in
CoA messages. CoA messages can include service creation requests, deletion requests, RADIUS attributes,
and Juniper Networks VSAs.

e Disconnect messages—Immediately terminate specific subscriber sessions.

By default, the router monitors UDP port 3799 for CoA requests from RADIUS servers. You can also
configure a nondefault port for RADIUS servers. You must either use the default port for all RADIUS
servers or configure the same nondefault port for all RADIUS servers. This rule applies at both the global
access and access profile levels.

NOTE: Any other configuration results in a commit check failure. Multiple port numbers—that
is, different port numbers for different servers—are not supported.

Benefits of Radius Dynamic Requests

Enables simplified central management of subscriber sessions by sending unsolicited changes to subscriber
sessions, including changes in attributes, service activation, service deactivation, and session termination.

SEE ALSO

RADIUS-Initiated Change of Authorization (CoA) Overview | 5
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Configuring RADIUS-Initiated Dynamic Request Support

The router uses the list of specified RADIUS authentication servers for both authentication and dynamic
request operations. By default, the router monitors UDP port 3799 for dynamic requests, also known as
Change of Authorization (CoA) requests.

To configure RADIUS dynamic request support:

o Specify the IP address of the RADIUS server.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.3

To configure the router to support dynamic requests from more than one RADIUS server:

e Specify the IP addresses of multiple RADIUS servers.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.3 192.168.10.15

When you configure dynamic request ports, you must do one of the following:

e Use the default port for all RADIUS servers at both the global access level and in all access profiles.

¢ Configure the same nondefault port for all servers at both the global access level and in all access profiles.

NOTE: Any other configuration results in a commit check failure. Multiple port numbers—that
is, different port numbers for different servers—are not supported.

To specify a global dynamic request port:

[edit access]
user@host# set radius-server server-address dynamic-request-port port-number

To specify the dynamic request port for a specific access profile:

[edit access]
user@host# set profile profile-name radius-server server-address dynamic-request-port port-number

Consider the following scenarios:

¢ The following configuration uses the default port for both a server globally and a different server in the
access profile. This is a valid configuration.



[edit access]
user@host# set radius-server 192.0.2.1
user@host# set profile ap1 radius-server 192.0.2.3

e The following configuration specifies nondefault port 50201 for both a server globally and a different
server in the access profile. This is a valid configuration.

[edit access]
user@host# set radius-server 192.0.2.1 dynamic-request-port 50201
user@host# set profile ap1 radius-server 192.0.2.3 dynamic-request-port 50201

e The following configuration specifies port 50201 globally for a server and port 51133 for the same
server in the ap1 access profile. This is an invalid configuration and commit check fails, because multiple
nondefault ports are not supported.

[edit access]
user@host# set radius-server 192.0.2.1 dynamic-request-port 50201
user@host# set profile ap1 radius-server 192.0.2.1 dynamic-request-port 51133

e The following configuration uses the default port 3799 for one server globally and port 51133 for another
server globally. This is an invalid configuration and the commit check fails, because for all servers you
must configure either the default port or the same nondefault port.

[edit access]
user@host# set radius-server 192.0.2.1
user@host# set radius-server 192.0.2.3 dynamic-request-port 51133

SEE ALSO
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RADIUS-Initiated Change of Authorization (CoA) Overview

The AAA Service Framework uses CoA messages to dynamically modify active subscriber sessions. For
example, RADIUS attributes in CoA messages might instruct the framework to create, modify, or terminate
a subscriber service. You can also use CoA messages to set or modify usage thresholds for current subscriber
services.



CoA Messages

Dynamic request support enables the router to receive and process unsolicited CoA messages from external
RADIUS servers. RADIUS-initiated CoA messages use the following codes in request and response messages:

e CoA-Request (43)
o CoA-ACK (44)
o CoA-NAK (45)

Qualifications for Change of Authorization

To complete the change of authorization for a user, you specify identification attributes and session
attributes. The identification attributes identify the subscriber. Session attributes specify the operation
(activation or deactivation) to perform on the subscriber’s session and also include any client attributes
for the session (for example, QoS attributes). The AAA Service Framework handles the actual request.

Table 3 on page 6 shows the identification attributes for CoA operations.

Table 3: Identification Attributes

Attribute Description
User-Name [RADIUS attribute 1] Subscriber username.
Acct-Session-ID [RADIUS attribute 44] Specific subscriber session.

NOTE: Using the Acct-Session-ID attribute to identify the subscriber session is more explicit
than using the User-Name attribute. When you use the User-Name as the identifier, the CoA
operation is applied to the first session that was logged in with the specified username. However,
because a subscriber might have multiple sessions associated with the same username, the first
session might not be the correct session for the CoA operation.

When you use the Acct-Session-ID attribute, it identifies the specific subscriber session, avoiding
that potential error. Although the Acct-Session-ID attribute can include an interface specifier in
addition to the session ID—when the attribute is in the description format—only the session ID
is used for subscriber matching. For example, if the subscriber has a subscriber session ID of
54785, then the subscriber is matched when the Acct-Session-ID attribute is 54785 (decimal
format), or jnpr demux0.1073759682:54785 (description format), or indeed any value:54785
(description format).

Table 4 on page 7 shows the session attributes for CoA operations. Any additional client attributes that
you include depend on your particular session requirements.



Table 4: Session Attributes

Attribute Description

Activate-Service [Juniper Networks VSA 26-65] Service to activate for the subscriber.

Deactivate-Service [Juniper Networks VSA 26-66] | Service to deactivate for the subscriber.

Service-Volume [Juniper Networks VSA 26-67] Amount of traffic, in MB, that can use the service; service is
deactivated when the volume is exceeded.

Service-Timeout [Juniper Networks VSA 26-68] Number of seconds that the service can be active; service is
deactivated when the timeout expires.

Service-Volume-Gigawords [Juniper Networks VSA | Amount of traffic, in 4GB units, that can use the service;
26-179] service is deactivated when the volume is exceeded.

Update-Service [Juniper Networks VSA 26-180] New values of service and time quotas for existing service.

Message Exchange

The RADIUS server and the AAA Service Framework on the router exchange messages using UDP. The
CoA-Request message sent by the RADIUS server has the same format as the Disconnect-Request packet
that is sent for a disconnect operation.

The response is either a CoA-ACK or a CoA-NAK message:

o If the AAA Service Framework successfully changes the authorization, the response is a RADIUS-formatted
packet with a CoA-ACK message, and the data filter is applied to the session.

o If AAA Service Framework is unsuccessful, the request is malformed, or attributes are missing, the
response is a RADIUS-formatted packet with a CoA-NAK message.

NOTE: The AAA Service Framework processes one dynamic request at a time per subscriber.
If the framework receives a second dynamic request (either another CoA or a Disconnect-Request)
while processing a previous request for the same subscriber, the framework responds with a
CoA-NAK message. Starting in Junos OS Release 15.1R5, CoA-Request retry messages are
ignored and no CoA-NAK is sent in response to them.

Bulk CoA Transactions

Starting in Junos OS Release 17.2R1, bulk CoA requests are supported to improve the processing efficiency
of RADIUS-based subscriber services on the BNG. The bulk CoA functionality enables the accumulation
of a series of CoA requests and commits all of them together, in bulk, automatically.



Bulk CoA transactions are particularly valuable for business services. RADIUS-based subscriber services
use the Juniper Networks VSAs, Activate-Service (26-65) and Deactivate-Service (26-66). The VSAs are
provided in RADIUS-Accept messages during login or in CoA requests after login.

For conventional, dynamic service profile-based services, up to 12 service activations can easily fit within
either RADIUS message. However, the op-script based services used by businesses typically have scaling
requirements that exceed the capacity of either message. This means that specifying and activating all the
services needed in a given subscriber session may require using an Accept-Access message and multiple
CoA requests.

Each CoA request message is independent of previous and future CoA requests in the same subscriber
session. All service-activations and deactivations in a message are processed before a CoA response is
offered. The CoA request provides a way to incrementally modify a subscriber session without affecting
existing services that are already present.

For op-script based services, the service sessions are collaboratively created by the authd and essmd
processes such that the last operation initiates a commit to apply all resultant static business logical
interfaces from the CoA request. Because the commit time is generally the largest part of applying a static
business service, there is an advantage to packing as many service-activations or deactivations as will fit
within a RADIUS message to efficiently use the commit window. Until the commit operation completes,
the BNG cannot accept a subsequent CoA request to apply additional business services for the same
subscriber session.

Bulk CoA improves the efficiency of commit processing by using a single commit action for all services in
the bulk transaction. The bulk transaction has the effect of managing a series of requests as a single
meta-request. It defers the commit processing until the final CoA request in the bulk transaction is received.

Bulk CoA requires each individual request to contain a single instance of the Juniper Networks
Bulk-CoA-Transaction-ld VSA (26-194). This VSA identifies requests as belonging to the same bulk
transaction; 26-194 must have the same value in all CoA requests in the bulk series. Each successive bulk
transaction in the session must have a different identifier; for example, three successive bulk transactions
can have IDs of 1, 2, and 1, but cannot have successive IDs of 1, 1, and 2. In practice, the
Bulk-CoA-Transaction-Id value typically is incremented for multiple bulk transactions, but this is not
required. An ID value used in a given subscriber session can also be used in different subscriber sessions.

Each CoA request within a bulk transaction has its own unique identifier, provided by a single instance of
the Bulk-CoA-Identifier VSA (26-195) in each CoA. An increasing series of values for the ID is typical but
not enforced. Values can be reused within a given session and between sessions. The final CoA request
in the series is identified by having a value of OXFFFFFFFF for the Bulk-CoA-ldentifier.

Benefits of Radius-Initiated Change of Authorization

Enables changes in attribute values to be dynamically pushed to subscriber sessions, as well as dynamic
activation and deactivation of subscriber services.
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RADIUS-Initiated Disconnect Overview

This section describes the AAA Service Framework’s support for RADIUS-initiated disconnect dynamic
requests. The AAA Service Framework uses disconnect messages to dynamically terminate active subscriber
sessions.

Disconnect Messages

To centrally control the disconnection of remote access subscribers, the RADIUS dynamic request feature
on the router receives and processes unsolicited messages from RADIUS servers.

The dynamic request feature uses the existing format of RADIUS disconnect request and response messages.
RADIUS-initiated disconnect uses the following codes in its RADIUS request and response messages:

¢ Disconnect-Request (40)
e Disconnect-ACK (41)
¢ Disconnect-NAK (42)

Qualifications for Disconnect

For the AAA Service Framework to disconnect a user, the Disconnect-Request message must contain an
attribute with an accounting session ID. The Disconnect-Request message can contain an Acct-Session-Id
(44) attribute or an Acct-Multi-Session-Id (50) attribute for the session ID or both. If both the Acct-Session-Id
and Acct-Multi-Session-Id attributes are present in the request, the router uses both attributes. If the
User-Name (1) attribute is also present in the request, the username and accounting session ID are used
to perform the disconnection. The AAA Service Framework handles the actual request.

Message Exchange

The RADIUS server and the AAA Service Framework exchange messages using UDP. The
Disconnect-Request message sent by the RADIUS server has the same format as the CoA-Request packet
that is sent for a change of authorization operation.

The disconnect response is either a Disconnect-ACK or a Disconnect-NAK message:

o If the AAA Service Framework successfully disconnects the user, the response is a RADIUS-formatted
packet with a Disconnect-ACK message.



o If the AAA Service Framework cannot disconnect the user, the request is malformed, or attributes are
missing from the request, the response is a RADIUS-formatted packet with a Disconnect-NAK message.

NOTE: The AAA Service Framework processes one dynamic request at a time per subscriber.
If the framework receives a second dynamic request while processing a previous request (either
a CoA or another Disconnect-Request) for the same subscriber, the framework responds with
a Disconnect-NAK message.

Benefits of Radius-Initiated Disconnects

Enables a RADIUS server to dynamically terminate subscriber sessions. This centralized subscriber
management feature simplifies handling large numbers of subscribers because operator termination would
otherwise require action on the router.
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Usage Thresholds for Subscriber Services

Starting in Junos OS Release 14.1, subscriber management enables you to manage subscriber services by
establishing usage thresholds when a service is dynamically activated or when an existing service is modified
by a RADIUS CoA action. The service is deactivated when the specified threshold is reached.

Subscriber management supports two types of usage thresholds—traffic volume and time. You use Juniper
Networks VSAs to set the usage thresholds. The VSAs are transmitted in RADIUS Access-Accept messages
for dynamically activated services, or in RADIUS-initiated CoA-Request messages for existing services.
The volume threshold sets the maximum amount of the total input and output traffic that can use the
service before the service is deactivated. A time threshold sets the maximum length of time that the service
can be active. Table 5 on page 11 shows the VSAs used for volume and time thresholds.



Table 5: Juniper Network VSAs Used for Service Thresholds

Attribute
Number

26-67

26-68

26-179

26-180
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Attribute Name

Service-Volume

Service-Timeout

SaviceVoume-Gigawords

Update-Service

Description

Amount of input and output traffic, in MB,
that can use the service; service is
deactivated when the volume is exceeded.
Tagged VSA, which supports 8 tags (1-8).
The router polls the traffic in 10 minute
intervals.

Number of seconds that the service can
be active; service is deactivated when the
timeout expires. Tagged VSA, which
supports 8 tags (1-8).

Amount of input and output traffic, in 4GB
units, that can use the service; service is
deactivated when the volume is exceeded.
Tagged VSA, which supports 8 tags (1-8).
The router polls the traffic in 10 minute
intervals.

New values of service and time quotas for
an existing service. Tagged VSA, which
supports 8 tags (1-8).

RADIUS-Initiated Change of Authorization (CoA) Overview | 5

Value

e range = 0 through 16777215
MB

e O =no limit

e range = 0 through 16777215
seconds

e O =no timeout

e range = 0 through 16777215
4GB units

e 0 =nolimit

string: service-name

Subscriber Session Logins and Service Activation Failures Overview

When a subscriber attempts to log in and is authenticated by RADIUS, the Access-Accept message may
include services in the RADIUS Activate-Service VSA (26-65) to be activated for a particular network

family. Depending on the configuration and service type, failure to activate a service can result in denial
of the subscriber login.

You can use the service activation statement at the [edit access profile profile-name radius options]
hierarchy level to configure the behavior subsequent to an activation failure.



Use the following options to configure this behavior separately for two types of services:

o dynamic-profile—This service type is configured in the dynamic profile that is applied by the subscriber
access profile.

o extensible-service—This service type is configured in an Extensible Subscriber Services Manager (ESSM)
operation script. These services often configure new interfaces for business subscribers.

Use the following options to specify whether successful activation of these services is required or optional
for subscriber login access:

¢ required-at-login—Activation is required. Failure for any reason causes the
Network-Family-Activate-Request for that network family to fail. If no other network family is already
active for the subscriber, then the client application logs out the subscriber. This is the default behavior
for the dynamic-profile service type.

o optional-at-login—Activation is optional. Failure due to configuration errors does not prevent activation
of the address family; it allows subscriber access. Failure for any other reason causes network family
activation to fail. If no other network family is already active for the subscriber, then the client application
logs out the subscriber. This is the default behavior for the extensible-service service type.

NOTE: Failures associated with the activation of subscriber secure policies (for mirroring traffic
to a mediation device) have no effect on access by subscribers subject to the policy.

This configuration does not apply to services activated by means of RADIUS CoA requests, JSRC
Push-Profile-Request (PPR) messages, or subscriber secure policies.

For the dynamic-profile service type, configuration errors include the following:

e Parsing errors of the dynamic profile and its attributes.

e Missing mandatory user variables.

e References to dynamic profiles that do not exist.

e Semantic check failures in the dynamic profile.

For the extensible-service service type, configuration errors include the following:
e Parsing errors of the operation script.

o Commit failures.



To activate a service, authd sends an activation request for the appropriate services to the subscriber
management infrastructure (SMI). For example, if the request is for the IPv4 family, then it requests
activation of only the IPv4 services. In turn, the SMI sends requests to the server daemons associated with
the service, such as cosd or filterd. The results returned by the daemons determine whether the service
activation is a success or a failure.

e When all server daemons report success, then SMI reports success to authd and the service is activated.

o If any server daemon reports a configuration error and no daemons report a nonconfiguration error,
then SMI reports a configuration error to authd. The service is not activated, but depending on the
configuration, the network family activation may succeed.

e If any server daemon reports a nonconfiguration error, then SMl reports failure to authd and the service
is not activated.

Service and Network Family Activation Process

When a subscriber logs in, authd has to activate the corresponding address family after the subscriber is
authenticated. The client application, such as DHCP or PPP, can request activation of a single network
family, IPv4 or IPvé, or it can sequentially request both families to be activated. Successful network family
activation is related to the activation of associated services. The following steps describe the process when
authd is configured to use RADIUS for authentication:

1. A subscriber attempts to log in.

a. The client application requests authentication from authd.

b. authd sends an Access-Request message to the RADIUS server.

c. The RADIUS server sends an Access-Accept message to authd that includes the RADIUS
Activate-Service VSA (26-65).

d. authd caches the service activation attributes and sends a grant to the client application.

2. The client application sends the first Network-Family-Activate request, for either the IPv4 or IPvé
address family. This request is sometimes referred to as the client-activate request.

3. authd reviews the cached service activation attributes and sends an activation request for the appropriate
services to the subscriber management infrastructure (SMI). For example, if the request is for the IPv4
family, then it requests activation of only the IPv4 services. In turn, the SMI sends requests to the server
daemons associated with the service, such as cosd or filterd.

4. What authd does next depends on whether the service activation request fails and whether the service
is optional or required.



e When the service activation fails due to a configuration error and the service is optional:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by using a RADIUS
change of authorization (CoA) request or a CLI command, without interference from
the failed service.

b. authd sends an ACK in response to the family activation request and the family is activated.

c. The subscriber login proceeds.

e When the service activation fails due to a configuration error and the service is required:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by using a RADIUS
change of authorization (CoA) request or a CLI command, without interference from
the failed service.

b. authd sends a NACK in response to the family activation, which causes the client application to
terminate the subscriber's login.

e When the service activation fails due to a nonconfiguration error and the service is either optional
or required:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by using a RADIUS
change of authorization (CoA) request or a CLI command, without interference from
the failed service.

b. authd sends a NACK in response to the family activation, which causes the client application to
terminate the subscriber's login.

e When the service activation succeeds:

a. authd activates the service.



b. authd sends an ACK in response to the family activation request and the family is activated.

c. The subscriber login proceeds.

5. Unless service activation was required and failed, causing the family activation to fail in the first request,
the client application may send a second request, but only for the family not requested the first time.
If the first request was for IPv4, then the second request can only be for IPvé. If the first request was
for IPvé6, then the second request can only be for IPv4.

6. authd reviews the cached service activation attributes and requests activation for the services associated
with the requested address family.

7. What authd does next depends on whether the service activation request fails and whether the service
is optional or required.

e When the service activation fails due to a configuration error and the service is optional:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by using a RADIUS
change of authorization (CoA) request or a CLI command, without interference from
the failed service.

b. authd sends an ACK in response to the family activation request and the family is activated.

c. The subscriber login proceeds.

e When the service activation fails due to a configuration error and the service is required:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by using a RADIUS
change of authorization (CoA) request or a CLI command, without interference from
the failed service.

b. authd sends a NACK in response to the family activation. Because this is the second family
activation request, the result of the first family activation determines what happens next:



o If the first family activation was successful and that subscriber logged in, failure of the second
request does not halt the current subscriber login. This event also does not cause authd to log
out the previous (first request) subscriber.

o If the first family activation was unsuccessful, failure of the second request causes the client
application to terminate the current subscriber login.

e When the service activation fails due to a nonconfiguration error and the service is either optional

or required:

a. authd deletes the cached service activation attributes for the service.

NOTE: This deletion enables you to re-issue the service request by using a RADIUS
change of authorization (CoA) request or a CLI command, without interference from
the failed service.

b. authd sends a NACK in response to the family activation, which causes the client application to
terminate the subscriber's login.

o When the service activation succeeds:

a. authd activates the service.

b. authd sends an ACK in response to the family activation request and the family is activated.

c. The subscriber login proceeds.



Configuring How Service Activation Failures Affect Subscriber Login

You can configure how an activation failure of optional services during subscriber login affects the outcome
of the login. These optional services are those referenced by the RADIUS Activate-Service VSA (26-65)
that appears in the RADIUS Access-Accept message during the subscriber’s initial login.

You can configure these two service-activation types to be required or optional.

o dynamic-profile—These services are configured in the dynamic profile that is applied by the subscriber
access profile to provide subscriber access and services for broadband applications. By default, service
activation is required for successful login. A configuration error during service activation prevents the
network family from being activated and causes the subscriber login to fail.

o extensible-service—These services are applied by operation scripts handled by the Extensible Subscriber
Services Manager (ESSM) daemon (essmd) for business subscribers. By default, service activation is
optional for successful subscriber login.

NOTE: The service-activation statement configuration affects only activation failures due to
configuration errors in the dynamic profile or the ESSM operation script. Failures due to
nonconfiguration errors always result in denial of access for the subscriber and termination of
the login attempt.

To configure the behavior for dynamic profile services, do one of the following:

o Specify that service activation is optional.

[edit access profile profile-name radius options service-activation]
user@host# set dynamic-profile optional-at-login

¢ Specify that service activation is required (the default).

[edit access profile profile-name radius options service-activation]
user@host# set dynamic-profile required-at-login

To configure the behavior for ESSM services, do one of the following:

e Specify that service activation is required.

[edit access profile profile-name radius options service-activation]
user@host# set extensible-service required-at-login

e Specify that service activation is optional (the default).



[edit access profile profile-name radius options service-activation]

user@host# set extensible-service optional-at-login
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Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests

When a RADIUS-initiated CoA or disconnect operation is unsuccessful, the router includes an error-cause
attribute (RADIUS attribute 101) in the CoA-NAK or Disconnect-NAK message that it sends back to the
RADIUS server. If the detected error does not map to one of the supported error-cause attributes, the

router sends the message without an error-cause attribute. Table 6 on page 18 describes the error-cause

codes.

Table 6: Error-Cause Codes (RADIUS Attribute 101)

Code Value

401 Unsupported attribute

402 Missing attribute

404 Invalid request

503 Session context not found

504 Session context not

removable

506 Resources unavailable

SEE ALSO

Description

The request contains an attribute that is not supported (for example, a
third-party attribute).

A critical attribute (for example, the session identification attribute) is
missing from a request.

Some other aspect of the request is invalid, such as if one or more
attributes are not formatted properly.

The session context identified in the request does not exist on the router.

The subscriber identified by attributes in the request is owned by a
component that is not supported.

A request could not be honored due to lack of available NAS resources
(such as memory).
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Verifying RADIUS Dynamic-Request Statistics

Purpose

Display RADIUS dynamic request statistics and information.

Action
e To display RADIUS dynamic request statistics:

user@host>show network-access aaa statistics dynamic-requests

SEE ALSO
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Service Activation and Deactivation Using the CLI Instead of RADIUS
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CLI-Activated Subscriber Services

Subscriber management enables you to use the Junos OS CLI to locally activate and deactivate dynamic
subscriber services. CLI-based activation and deactivation provides local control for dynamic subscriber
services that is similar to subscriber management’s change of authorization (CoA) feature. CoA is considered
a remote activation method because the commands, or triggers, are received from a remote server, such
as a RADIUS or provisioning server. Both the CoA and CLI-based methods enable you to manage services
for subscribers who are currently logged in to the network—you can activate a new service for the subscriber
or deactivate a current service.

The CLI-based feature activates the specified service—you cannot use it to modify a subscriber’s dynamic
profile instantiation or to modify user-defined variables in a dynamic profile. You can, however, include
variables that are defined for the service in the dynamic profile.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

Subscriber management does not support accounting for CLI-activated subscriber services. Accounting
for any service is disabled by default. Therefore when you use the CLI to activate a service, it is activated
with accounting disabled, and there is no way to explicitly enable accounting for the service. CLI deactivation
of a service previously activated (such as by RADIUS) has no effect on accounting for that service.

CLI-based activation and deactivation is useful in service provider networks that do not use provisioning
servers or RADIUS servers to activate and deactivate subscriber services. The local control provided by
the CLI-based operations enables service providers to add and remove services for existing subscribers
without requiring that the subscriber log out and than log in again to complete the change. For example,
a service provider might allow subscribers to log in and initially use the default service, which provides
basic features. After the default service is established, the provider might then use CLI-activation to upgrade
qualified subscribers to an advanced service, in addition to retaining the initial service. Later, the provider
can use CLI-deactivation to terminate the subscriber’s advanced service session. The subscriber retains
the initial service until the service is deactivated.

CLI-based activation or deactivation of a subscriber service fails if any of the following conditions exist:

e A RADIUS CoA operation or a previous CLI-based activation or deactivation is currently in progress for
the subscriber. Only one dynamic request can be active for the subscriber.

¢ A unified in-service software upgrade (unified ISSU) operation is active.

o The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a PCRF has successfully activated
any services for the subscriber. You must override the PCRF provisioning to be able to activate or deactivate
services for such a subscriber. For more information, see Disabling PCRF Control of a Subscriber Session.
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Default Subscriber Service Overview

Local and Remote Service Activation and Deactivation Using the CLI

Subscriber management enables you to use the Junos OS CLI to locally activate or deactivate dynamic
subscriber services for subscribers who are currently logged in to the network. You can activate an initial
service for the subscriber, provide an additional service, or deactivate the subscriber’s current service. This
method is an alternative to using external actions by your RADIUS server.

Starting in Junos OS Release 18.3R1, when the dynamic service profile is configured with the profile-type
remote-device-service statement, the CLI statements trigger the remote device services manager (RDSM)
to provision or deprovision the service on a remote device.



NOTE:

A CLI-based activation or deactivation of a subscriber service fails if any of the following
conditions exist:

o A RADIUS CoA operation or a previous CLI-based activation or deactivation is active for the
subscriber.

o A unified in-service software upgrade (unified ISSU) operation is active.

e The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a PCRF has successfully
activated any services for the subscriber. You must override the PCRF provisioning to be able
to activate or deactivate services for such a subscriber. For more information, see Disabling PCRF
Control of a Subscriber Session.

However, this caveat does not apply if the service was provisioned on a remote device by the
RDSM at the request of PCRF as the external authority supplying the service information. When
you issue the command to activate or deactivate such a service, RDSM handles the service action.

To use the CLI to activate a subscriber service:

1. (Optional) Verify the subscriber’s ID, and ensure that provisioning is not enabled. To display the session
IDs of all current subscribers, use the show subscribers detail or show network-access aaa subscribers
command.

user@host> show network-access aaa subscribers session-id 55 detail

Type: dhcp
Username: user23@example.net
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: O
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
Service State: SvcActive



Session ID: 56
Session uptime: 00:01:45

2. Activate the service for the subscriber.

user@host> request network-access aaa subscriber add session-id 55 service-profile gold-service

3. (Optional) Verify that the new service is activated for the subscriber. (The initial basic-service is also
listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail

Type: dhcp

Username: user23@example.net

Stripped username: user23

AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55

Multi Accounting Session ID: 0O

IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none

Service name: basic-service

Service State: SvcActive

Session ID: 56

Session uptime: 00:02:15
Service name: gold-service

Service State: SvcActive

Session ID: 57

Session uptime: 00:00:30

To use the CLI to deactivate a subscriber service:

1. Display the active services for the specified subscriber. The following example shows that the
basic-service and gold-service are active.

user@host> show network-access aaa subscribers session-id 55 detail



Type: dhcp

Username: user23@example._net

Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55

Multi Accounting Session ID: 0O

IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none

Service name: basic-service

Service State: SvcActive

Session ID: 56

Session uptime: 00:02:15

Service name: gold-service

Service State: SvcActive

Session ID: 57

Session uptime: 00:00:30

2. Deactivate the service for the subscriber. The following example deletes the subscriber’s basic-service
service.

user@host> request network-access aaa subscriber delete session-id 55 service-profile basic-service

3. (Optional) Verify that the deleted service is no longer active for the subscriber. (The gold-service is still
listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail

Type: dhcp

Username: user23@example._net

Stripped username: user23

AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc

Session ID: 55

Accounting Session ID: 55

Multi Accounting Session ID: 0O

IP Address: 192.168.44.104

Authentication State: AuthStateActive



Accounting State: Acc-Start-Send
Provisioning-type: none

Service name: gold-service
Service State: SvcActive
Session ID: 57

Session uptime: 00:00:30

The following sample commands illustrate CLI activation and deactivation for remote services applied by
RDSM to remote devices.

e user@host> request network-access aaa subscriber add session-id 131 service-profile
“upstreamBandwidth(100,100,100)”

Successful completion

e user@host> request network-access aaa subscriber delete session-id 131 service-profile
“upstreamBandwidth(100,100,100)"

Successful completion
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Services are activated for subscribers either at login, or by using Change of Authorization (CoA) RADIUS
messages or command-line interface (CLI) requests. A subscriber can have multiple instances of the same
named service, provided that each instance of the subscriber service has a different set of parameters.
Support for multiple instances of a subscriber service enables you to use service parameters to customize
the same service to meet different needs for a particular subscriber.

Subscriber Service Instances and Service Parameters

In a subscriber access network, each subscriber has its own set of services. You can configure a specific
service instance for a particular subscriber by specifying a service name, also referred to as a service profile,
and unique service parameters for that service instance. Service parameters can include a combination of
policy lists, filters, rate-limit profiles, class of service (CoS) profiles, and interface profiles.

For example, filter-service(up-filter,down-filter) and filter-service(upstream-filter,downstream-filter) are
considered two different instances of the same service (filter-service) because their parameters, enclosed
in parentheses after the service name, are different.

Each service instance is uniquely identified by the combination of its service name and service parameters.
In CoA messages, the router identifies a subscriber service by its complete activation string, which consists
of the service name and, if configured, one or more service parameters in the order specified.

CLI Deactivation of Subscriber Services with Multiple Instances
You can use the Junos OS CLI to deactivate subscriber services with multiple instances in either of the

following ways:

o Deactivate a single instance of a subscriber service by specifying the name and parameters of the service
to be deactivated.



With this feature, you can deactivate a particular instance of a subscriber service while other instances
of that same service remain active. For example, assume that a subscriber identified by a particular
session ID has two instances of filter-service activated: filter-service(up-filter,down-filter) and
filter-service(upstream-filter,downstream-filter). If you specify “filter-service(up-filter,down-filter)” in
the request network-access aaa subscriber delete session-id command, the router deactivates only
filter-service(up-filter,down-filter); filter-service(upstream-filter,downstream-filter) remains active.

The ability to use both service names and service parameters to identify the particular service instance
to be deactivated is analogous to the subscriber service deactivation feature in use on Juniper Networks
E Series Broadband Services Routers that run JunosE Software.

e Deactivate all instances of a subscriber service by specifying only the name of the service to be
deactivated, with no service parameters.

With this feature, you can deactivate all instances of the same subscriber service with a single operational
command. Using the same subscriber service example, if you specify “filter-service” in the request
network-access aaa subscriber delete session-id command, the router deactivates both
filter-service(up-filter,down-filter) and filter-service(upstream-filter,downstream-filter).

Subscriber Services with Multiple Instances in RADIUS Accounting Messages

RADIUS Acct-Start, Interim-Acct, and Acct-Stop accounting messages include the subscriber service name
and, if configured, service parameters. If RADIUS logging is enabled, the router logs all subscriber service
attributes, including service names and parameters, in messages sent to and received from the RADIUS
authentication server.

For example, assume that the router receives the following RADIUS Access-Accept message from the
RADIUS server:

Jul 13 12:37:02 radius-access-accept: Activate-Service (Juniper-ERX-VSA) received:
Tag (1) filter-service(up-filter,down-filter)

Table 7 on page 26 shows sample logged RADIUS Acct-Start, Interim-Acct, and Acct-Stop messages that
the router sends to the RADIUS server in response to the Access-Accept message. In each of these
accounting messages, the Activate-Service-Session-Name is the full activation string that includes both
the service name (filter-service) and service parameters (up-filter,down-filter) to identify the service
instance.

Table 7: Subscriber Services and Service Parameters in RADIUS Accounting Messages

RADIUS Accounting
Message Type RADIUS Accounting Message Text

Acct-Start Jul 13 12:37:02 radius-acct-start:
Activate-Service-Session-Name (Juniper-ERX-VSA) added:
Filter-service(up-filter,down-filter)



Table 7: Subscriber Services and Service Parameters in RADIUS Accounting Messages (continued)

RADIUS Accounting
Message Type RADIUS Accounting Message Text

Interim-Acct Jul 13 12:47:00 radius-acct-interim:
Activate-Service-Session-Name (Juniper-ERX-VSA) added:
Filter-service(up-filter,down-filter)

Acct-Stop Jul 13 12:53:59 radius-acct-stop: Activate-Service-Session-Name
(Juniper-ERX-VSA) added: filter-service(up-Ffilter,down-filter)
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Deactivating a Single Instance of a Subscriber Service

For subscriber services that have multiple instances, you can use the Junos OS CLI to deactivate a service
in either of the following ways:

o Deactivate a single instance of a service by specifying the name and parameters of the service to be
deactivated.

o Deactivate all instances of a service by specifying only the name of the service to be deactivated.
This topic describes how to deactivate a single instance of a subscriber service.
To use the Junos OS CLI to deactivate a single instance of a subscriber service with multiple instances:

1. Display the active services for the subscriber identified by the specified session ID.
user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP subscriber identified
by session ID 6. In this example, two instances of economy-service are active:
economy-service(up-filter,down-filter) and economy-service(upstrm-filter,dwnstrm-filter). A single
instance of premium-service named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail



Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: O
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

2. Deactivate the specified instance of a subscriber service by specifying its service name and parameters.



user@host> request network-access aaa subscriber delete session-id subscriber-session-id

service-profile “profile-name(parameters)”

For example, the following command deactivates only the instance of economy-service named
economy-service(up-filter,down-filter).

user@host> request network-access aaa subscriber delete session-id 6 service-profile

“economy-service(up-filter,down-filter)”
. (Optional) Verify that the deactivated service instance is no longer active for the subscriber.
user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the services still active for the DHCP subscriber identified
by session ID 6. In this example, economy-service(up-filter,down-filter) is no longer listed because it
was deactivated, but economy-service(upstrm-filter,dwnstrm-filter) and
premium-service(up-filter,down-filter) are still active.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: O
IP Address: 198.51.100.13.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service (upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet



Service Activation Source: Radius

Session ID: 9

Session uptime: 00:04:36

Accounting status: on/volume+time

Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
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Deactivating All Instances of a Subscriber Service

For subscriber services that have multiple instances, you can use the Junos OS CLI to deactivate a service
in either of the following ways:

e Deactivate a single instance of a service by specifying the name and parameters of the service to be
deactivated.

o Deactivate all instances of a service by specifying only the name of the service to be deactivated.
This topic describes how to deactivate all instances of a subscriber service.
To use the Junos OS CLI to deactivate all instances of a subscriber service with multiple instances:

1. Display the active services for the subscriber identified by the specified session ID.
user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP subscriber identified
by session ID 6. In this example, two instances of economy-service are active:
economy-service(up-filter,down-filter) and economy-service(upstrm-filter,dwnstrm-filter). A single
instance of premium-service named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default



Target Logical system/Routing instance: default:default
Access-profile: attr_test profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: O
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

2. Deactivate all instances of the specified service by specifying the service name without parameters.

user@host> request network-access aaa subscriber delete session-id subscriber-session-id

service-profile “profile-name”



For example, the following command deactivates both instances of economy-service.

user@host> request network-access aaa subscriber delete session-id 6 service-profile

“economy-service”
3. (Optional) Verify that all instances of the deactivated service are no longer active for the subscriber.
user@host> show network-access aaa subscribers session-id subscriber-session-id detail

In the following example, only premium-service(up-filter,down-filter) is still active. Neither
economy-service(up-filter,down-filter) nor economy-service(upstrm-filter,dwnstrm-filter) is listed
because all instances of economy-service were deactivated.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0O
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
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Verifying Subscriber Services with Multiple Instances

Purpose

Display information about the active services for a subscriber identified by the specified session ID.

Action

The following example displays information about the active services for the DHCP subscriber identified
by session ID 6.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp
Stripped username: fms2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service (upstrm-filter,dwnstrm-£filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent



Accounting interim interval: 600

Service name: premium-service
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

Meaning

If parameters are configured when a subscriber service with multiple instances is activated, the Service
name field in the show network-access aaa subscribers session-id command displays both the service
name and, in parentheses following the service name, the service parameters. If parameters are not
configured for a particular service, the show network-access aaa subscribers session-id command displays
only the service name. The value SvcActive in the Service State field indicates that the service is active.

In this example, two instances of economy-service are active: economy-service(up-filter,down-filter) and
economy-service(upstrm-filter,dwnstrm-filter). For premium-service, which is also active, the command
output displays only the service name, indicating that no parameters were configured for this service.
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CoS for Subscriber Access Overview

This topic describes class-of-service (CoS) functionality for dynamic subscriber access.

Junos CoS enables you to divide traffic into classes and offer various levels of throughput and packet loss
when congestion occurs. This functionality allows packet loss to happen according to rules that you
configure. The Junos CoS features provide a set of mechanisms that you can use to provide differentiated
services when best-effort traffic delivery is insufficient.

In a subscriber access environment, service providers want to provide video, voice, and data services over
the same network for subscribers. Subscriber traffic is delivered from the access network, through a router,
through a switched Ethernet network, to an Ethernet digital subscriber line access multiplexer (DSLAM).
The DSLAM forwards the subscriber’s traffic to the residential gateway over a digital subscriber line (DSL).
An MX Series router that is installed in a subscriber access network as an edge router can perform subscriber
management functions that include subscriber identification and per-subscriber CoS.

In a subscriber access network, a subscriber is an authenticated user—a user that has logged in to the
access network at a subscriber interface and then been verified by the configured authentication server
and subsequently granted initial CoS services. Subscribers can be identified statically or dynamically. In
this network, subscribers are mapped to VLANs, demux, or PPPoE interfaces.

You can configure the router to provide hierarchical scheduling or per-unit scheduling for subscribers:

e Hierarchical CoS enables you to apply traffic scheduling and queuing parameters (which can include a
delay-buffer bandwidth) and packet transmission scheduling parameters (which can include buffer
management parameters) to an individual subscriber interface rather than to all interfaces configured



on the port. Hierarchical CoS enables you to dynamically modify queues when subscribers require
services.

e Per-unit scheduling enables one set of output queues for each logical interface configured under the
physical interface. In per-unit scheduling configurations, each Layer 3 scheduler node is allocated a
dedicated set of queues.

Because the interface sets corresponding to VLANSs using agent-circuit-identifier information are created
dynamically, you can apply CoS attributes, such as shaping, at the household level. You must set and define
the CoS policy for the agent-circuit-identifier virtual VLAN interface set using the dynamic profile for the
agent-circuit-identifier interface set (not the subscriber profile). CoS on dynamic VLANSs includes support
for level 4, level 3, or level 2 scheduler nodes for a dynamic interface set. You can also configure a
traffic-control profile and a remaining traffic-control profile for a dynamic interface set. CoS on dynamic
VLANSs enables you to configure a dynamic scheduler map for a traffic-control profile that is used by a
dynamic interface set. In this case, the dynamic scheduler map must use the unique ID format.

Understanding Hierarchical CoS for Subscriber Interfaces
Guidelines for Configuring Dynamic CoS for Subscriber Access | 38

Configuring Static Hierarchical Scheduling in a Dynamic Profile

Configuring Per-Unit Scheduling in a Dynamic Profile | 84

Guidelines for Configuring Dynamic CoS for Subscriber Access

This topic describes the guidelines for configuring dynamic CoS in a subscriber access environment.

Configuration Guidelines for Hierarchical CoS and Per-Unit Scheduling

You can configure dynamic CoS with one of the following scheduling configurations:

e For hierarchical scheduling configurations, you must enable hierarchical scheduling in the static CLI for
the interface referenced in the dynamic profile. If not, the dynamic profile fails.

e For per-unit scheduling configurations, you must enable per-unit scheduling in the static CLI for the
interface referenced in the dynamic profile. If not, the dynamic profile fails and schedulers are not
attached to the interface.

Junos software supports either per-unit scheduling or hierarchical scheduling on an interface. You cannot
run both types of scheduling at the same time. If CoS is active on an interface, and you change the type
of scheduling configured on the interface, all traffic is dropped upon egress from the interface.



Configuration Guidelines for Dynamic Scheduling and Queuing

When configuring scheduling and queuing for subscriber access, consider the following guidelines:

e To improve CoS performance in IPv4, IPv6, and dual-stack networks that use a DHCP access model, we
recommend that you use the aggregate-clients replace statement rather than the aggregate-clients
merge statement.

e You configure the traffic scheduling and shaping parameters in a traffic-control profile within the dynamic
profile. You can configure the scheduler map and schedulers in a dynamic profile or in the [edit
class-of-service] hierarchy. You must statically configure the remaining CoS parameters, such as
hierarchical scheduling, classifiers, drop profiles, and forwarding classes, in the [edit class-of-service]
hierarchy.

e You can configure only one traffic-control-profile under a dynamic profile.

e You must define the output-traffic-control-profile that binds the traffic-control profile to the interface
within the same dynamic profile as the interface.

e We recommend that you provide different names for the schedulers defined in dynamic profiles that
are used for access and services. For example, if there are two dynamic profiles, voice-profile and
video-profile, provide unique names for the schedulers defined under those profiles.

e You must use a service dynamic profile with a different profile name for each RADIUS CoA request over
the same logical interface.

e When you configure scheduler and scheduler map sharing in client profiles, schedulers and scheduler
maps must use the unique ID format. If the client profile uses the unique ID format and you want to
have either scheduler or scheduler map sharing for service activation, you must configure the service
profile in unique ID format.

Configuration Guidelines for Dynamic Classifiers and Rewrite Rules

When you configure classifiers and rewrite rules for subscriber access, consider the following guidelines:

e To apply classifiers and rewrite rules to a subscriber interface in a dynamic profile, you must configure
the rewrite rule and classifier definitions in the static [edit class-of-service] hierarchy and reference
them in the dynamic profile.

o If a static classifier or a rewrite rule definition that is referenced by a dynamic subscriber interface
does not exist, the configuration is invalid and the subscriber cannot log in.

« If a network administrator changes the static classifiers and rewrite rules definitions that are referenced
in a dynamic profile with an active subscriber interface logged in, the changes are applied to the active
subscriber interface immediately.

o If anetwork administrator deletes a classifier or a rewrite rule definition that is referenced by an active
dynamic subscriber interface, the system removes the classifier or rewrite rule binding from the



interface. The classifier is replaced by the default classifier. If the network administrator adds the
removed classifier or rewrite rule to the configuration while the dynamic interface is active, the addition
does not take effect until the subscriber logs out and then logs in again.

¢ I[P demux interfaces can only instantiate Layer 3 rules (both rewrite rules and classifiers).

o An IP demux subscriber interface can implicitly inherit a classifier from the underlying interface. If an
IP demux interface is created without a classifier and a Layer 2 classifier is attached to the underlying
interface, the IP demux interface also inherits the Layer 2 classifier. The show class-of-service interface
interface-name command does not display this attachment.

Table 8 on page 40 lists the classification rule configuration for an IP demux subscriber interface with
a VLAN underlying interface.

Table 8: IP Demux Classification Rules

VLAN Underlying Interface IP Demux Interface Classifier

Classifier Configuration Configuration Resulting Classifier Configuration
Layer 2 — VLAN Layer 2

Layer 2 Layer 3 Demux Layer 3

Layer 3 — Default

Layer 3 Layer 3 Demux Layer 3

o An IP demux subscriber interface explicitly inherits Layer 2 rewrite rules from the underlying interface
if a Layer 2 rewrite rule is present. The show class-of-service interface interface-name command
displays the attachment.

Table 9 on page 40 lists the rewrite rule configuration for an IP demux subscriber interface with a
VLAN underlying interface.

Table 9: IP Demux Rewrite Rules

VLAN Underlying Interface IP Demux Interface Rewrite = Resulting Rewrite Rule
Rewrite Rule Configuration Rule Configuration Configuration

Layer 2 — VLAN Layer 2

Layer 2 Layer 3 VLAN Layer 2 and demux Layer 3
Layer 3 — Default

Layer 3 Layer 3 Demux Layer 3



o An L2TP subscriber interface can implicitly inherit a classifier from the underlying interface.

Table 10 on page 41 lists the classification rule configuration for an L2TP LAC subscriber interface

with a VLAN underlying interface.
Table 10: L2TP Classification Rules

VLAN Underlying Interface L2TP LAC Classifier

Classifier Configuration Configuration
Layer 2 or Fixed Layer 2 or Fixed
Layer 2 or Fixed Layer 3

Layer 3 Layer 2 or Fixed
Layer 3 Layer 3

Resulting Classifier
Configuration

VLAN Layer 2 or Fixed

Demux/PPPoE Layer 3

VLAN Layer 2 or Fixed

Demux/PPPoE Layer 3

e An L2TP LAC subscriber interface explicitly inherits Layer 2 rewrite rules from the underlying interface
if a Layer 2 rewrite rule is present. Table 11 on page 41 lists the rewrite rule configuration for an L2TP

LAC subscriber interface with a VLAN underlying interface.

Table 11: L2TP LAC Rewrite Rules

VLAN Underlying Interface L2TP Interface Rewrite
Rewrite Rule Configuration Rule Configuration

Layer 2 Layer 2
Layer 2 Layer 3
Layer 3 Layer 2
Layer 3 Layer 3
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Resulting Rewrite Rule Configuration

VLAN Layer 2

VLAN Layer 2 and demux/PPPoE Layer 3

VLAN Layer 2 and demux/PPPoE Layer 3

Demux/PPPoE Layer 3



CoS for Aggregated Ethernet Subscriber Interfaces Overview

You can apply static or dynamic hierarchical CoS to a scheduler node at the aggregated Ethernet logical
interface, its underlying physical interface, or an interface set.

When you configure CoS for aggregated Ethernet interfaces, consider the following guidelines:

e Configure the aggregated Ethernet logical interface over two physical interfaces capable of performing
hierarchical scheduling.

e For VLAN subscriber interfaces over aggregated Ethernet, you must enable link protection on the
aggregated Ethernet interface for hierarchical CoS to operate.

e Link protection is not required for IP or demux subscriber interfaces over aggregated Ethernet. We
recommend that you enable targeted distribution on the demux interface to provide accurate hierarchical
scheduling for these links.

o Keep the following guidelines in mind when configuring interface sets of aggregated Ethernet interfaces:

o Sets of aggregated Ethernet interfaces are supported on MPC/MIC interfaces on MX Series routers
only.

o The supported logical interfaces for aggregated Ethernet in an interface set include VLAN demux
interfaces, IP demux interfaces, and PPPoE logical interfaces over VLAN demux interfaces.

o The link membership list and scheduler mode of the interface set are inherited from the underlying
aggregated Ethernet interface over which the interface set is configured.

o« When an aggregated Ethernet interface operates in link protection mode, or if the scheduler mode is
configured to replicate member links, the scheduling parameters of the interface set are copied to
each of the member links.

o If the scheduler mode of the aggregated Ethernet interface is set to scale member links, the scheduling
parameters are scaled based on the number of active member links and applied to each of the
aggregated interface member links.



BEST PRACTICE: While subscribers are active on aggregated Ethernet physical interfaces with
targeted distribution, we recommend that you do not change any attribute of the physical
interfaces, such as MTU. Instead, perform the following steps:

Log out all the subscribers.
Disable the interface.

Make the desired attribute changes.
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Reenable the interface.

If you do not follow these steps, the attribute change brings down the physical interface and all
subscribers using that interface.

To avoid service interruptions, we recommend that you make the changes during a maintenance
window.
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CoS for PPPoE Subscriber Interfaces Overview

For all supported hardware platforms, you can attach an output traffic-control profile that contains basic
shaping and scheduling properties directly to a static or dynamic PPPoE interface. In this type of scenario,
you can use each PPPoE interface to represent a household and shape all of the household traffic to an
aggregate rate. Each forwarding class is mapped to a queue, and represents one type of services provided
to a household customer.

For MPCs that support hierarchical scheduling, you can shape subscriber or access node traffic at different
levels of the PPPoE interface hierarchy by attaching traffic-control profiles to interface sets that contain
PPPoE members.



MPCs support subscriber interfaces with PPPoE encapsulation over aggregated Ethernet interfaces. These
PPPoE subscriber interfaces are configured over VLAN demux interfaces, which are also configured over
Aggregated Ethernet interfaces.

You can configure 802.3ad link aggregation group (LAG) stateful