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Dynamic Host Configuration Protocol (DHCP) is a standardized client/server network protocol that
dynamically assigns IP addresses and other related configuration information to network devices. On Junos
OS devices, DHCP provides a framework for passing configuration information to clients and provides
reusable network addresses and configuration options to the hosts. Use the topics on this guide to configure
essential DHCP features for your system.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product
documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load merge relative
command. These commands cause the software to merge the incoming configuration into the current
candidate configuration. The example does not become active until you commit the candidate configuration.


https://www.juniper.net/documentation/
https://www.juniper.net/books

If the example configuration contains the top level of the hierarchy (or multiple hierarchies), the example
is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example is a snippet. In
this case, use the load merge relative command. These procedures are described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following configuration to a file and name the file ex-script.conf. Copy the
ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;

2. Merge the contents of the file into your routing platform configuration by issuing the load merge

configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf

load complete



Merging a Snippet

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file ex-script-snippet.conf. Copy the
ex-script-snippet.conf file to the /var/tmp directory on your routing platform.

commit §
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following configuration mode
command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing the load merge
relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxvi defines notice icons used in this guide.


https://www.juniper.net/techpubs/content-applications/cli-explorer/junos/

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page xxvi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fi xed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user @ost > show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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DHCP Overview
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The Dynamic Host Configuration Protocol (DHCP) is a network management protocol where a DHCP
server dynamically assigns an IP address and other network configuration parameters to end hosts in the
network to facilitate communication among the endpoints. For more information, read this topic.

Introduction to DHCP

Dynamic Host Configuration Protocol (DHCP) is a network management protocol used in TCP/IP networks
to dynamically assign IP addresses and other related configuration information to network devices.

On Junos OS devices, DHCP provides:
o A framework for passing configuration information to clients in the subnet.
e Reusable network addresses and configuration options to Internet hosts.

DHCP is based on BOOTP, a bootstrap protocol that allows a client to discover its own IP address, the IP
address of a server host, and the name of a bootstrap file. DHCP servers can handle requests from BOOTP
clients, but provide additional capabilities beyond BOOTP, such as the automatic allocation of reusable IP
addresses and additional configuration options.

The Juniper Networks device acts as the DHCP server, providing IP addresses and settings to hosts that
are connected to the device interfaces. The DHCP server is compatible with the DHCP servers of other
vendors on the network. The device can also operate as a DHCP client and DHCP relay agent.

Benefits of DHCP

Benefits of DHCP include:



e DHCP enables network administrators centrally manage a pool of IP addresses among hosts and automate
the assignment of IP addresses in a network.

e DHCP help you reduce the number of IP addresses needed on the network when you use it to manage
a pool of IP addresses among hosts. DHCP does this by leasing an IP address to a host for a limited
period of time, allowing the DHCP server to share a limited number of IP addresses.

e DHCP minimizes the overhead required to add clients to the network by providing a centralized,
server-based setup, which means that you do not have to manually create and maintain IP address
assignments for clients.

o DHCP provides a central database of devices that are connected to the network and eliminates duplicate
resource assignments.

e DHCP automates network-parameter assignment to network devices. Even in small networks, DHCP is
useful because it makes it easy to add new machines to the network.

e DHCP provides other configuration information, particularly the IP addresses of local caching Domain
Name System (DNS) resolvers, network boot servers, or other service hosts in addition to IP addresses
for clients.

e DHCP on the Junos OS device can automatically upgrade software on client systems.

DHCP Use Cases

¢ In a typical carrier edge network configuration, the DHCP client is on the subscriber's computer or
customer premises equipment (CPE), and the DHCP local server is configured on the router.

¢ In a typical network configuration, the DHCP client is on an access device, such as a personal computer,
and the DHCP local server is configured on the switch.

¢ In a typical branch network configuration, the DHCP client is on the subscriber’'s computer, and the
DHCP relay agent is configured on the device between the DHCP client and one or more DHCP local
servers.

DHCP Components

The DHCP architecture consists DHCP servers, DHCP clients, and DHCP relay agents. The client interacts
with servers using DHCP messages in a DHCP conversation to obtain and renew IP address leases and
network configuration parameters. Here is a brief description of the DHCP components:

DHCP Server

A DHCP server is a device or server in the network that automatically assigns IP addresses and other
network parameters to client devices. A Junos OS device acting as a DHCP server is compatible with DHCP
servers from other vendors on the network.



DHCP server assigns the following configuration parameters to client device:

e Provides temporary IP addresses from an IP address pool to all clients on a specified subnet (dynamic
binding)

o Assigns permanent IP addresses to specific clients based on their media access control (MAC) addresses
(static binding).

e Assigns following configuration parameters:
o |IP address

Subnet mask

Default gateway for the network

o DNS server

e A DHCP server provides persistent storage of network parameters for clients. Because DHCP is an
extension of BOOTP, DHCP servers can handle BOOTP requests.

The server does not support IPvé address assignment, user class-specific configuration, DHCP failover
protocol, dynamic DNS updates, or VPN connections. The Junos-FIPS software does not support the
DHCP server.

NOTE: You cannot configure a router as a DHCP server and a BOOTP relay agent at the same
time.

DHCP Client

A DHCP client is any IP device connected in the network that is configured to act as a host requesting
configuration parameters such as an IP address from a DHCP server.

A Juniper Networks device acting as a DHCP client receives its TCP/IP settings and the IP address for any
physical interface in any security zone from an external DHCP server. For the device to operate as a DHCP
client, you configure a logical interface on the device to obtain an IP address from the DHCP server in the
network. You set the vendor class ID, lease time, DHCP server address, retransmission attempts, and retry
interval. You can renew DHCP client releases.

DHCP Relay

DHCP relay agent is any TCP/IP host that forwards DHCP messages between servers and clients when
DHCP client and a DHCP server reside in different subnets. For example, in large network that has multiple
subnets, a single DHCP server can serve all the clients in the entire network with help of DHCP relay
agents located on the interconnecting routers.

You can configure a Junos OS device either as a DHCP server or as a DHCP relay server, but not both.
Whereas a DHCP server replies to a client with an IP address, a DHCP relay server relays DHCP messages
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to and from the configured DHCP server, even if the client and server are on different IP networks.
Configure a device to be a DHCP relay agent if you have locally attached hosts and a remote DHCP server.

DHCP Client and Server Model

DHCP IP address allocation works on a client/server model in which the server, in this case a Junos OS,
assigns the client reusable IP information from an address pool. A DHCP client might receive offer messages
from multiple DHCP servers and can accept any one of the offers; however, the client usually accepts the
first offer it receives. See Figure 1 on page 34.

Figure 1: DHCP Client/Server Model
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DHCP consists of a four-step transfer process beginning with a broadcast DHCP discovery message from
the client. As the second step, the client receives a DHCP offer message from the server. This message
includes the IP address and mask, and some other specific parameters. The client then sends a DHCP
request message to accept the IP address and other parameters that it received from the server in the
previous step. The DHCP server sends a DHCP response message and removes the now-allocated address
from the DHCP address pool. See Figure 2 on page 34.



NOTE: Because the DHCP discovery message from the client is a broadcast message and because
broadcast messages cross other segments only when they are explicitly routed, you might have
to configure a DHCP relay agent on the switch interface so that all DHCP discovery messages

from the clients are forwarded to one DHCP server.

The device supports DHCP client requests received on any Ethernet interface. DHCP requests received
from a relay agent are supported on all interface types. DHCP is not supported on interfaces that are part
of a virtual private network (VPN).

DHCP Client, Server, and Relay Agent Model

The DHCP relay agent is located between a DHCP client and DHCP server and forwards DHCP messages
between servers and clients as following:

1. The DHCP client sends a discover packet to find a DHCP server in the network from which to obtain
configuration parameters for the subscriber (or DHCP client), including an IP address.

2. The DHCP relay agent receives the discover packet and forwards copies to each of the two DHCP
servers. The DHCP relay agent then creates an entry in its internal client table to keep track of the
client’s state.

3. Inresponse to receiving the discover packet, each DHCP server sends an offer packet to the client.
The DHCP relay agent receives the offer packets and forwards them to the DHCP client.

4. On receipt of the offer packets, the DHCP client selects the DHCP server from which to obtain
configuration information. Typically, the client selects the server that offers the longest lease time on
the IP address.

5. The DHCP client sends a request packet that specifies the DHCP server from which to obtain
configuration information.

6. The DHCP relay agent receives the request packet and forwards copies to each of the two DHCP
servers.

7. The DHCP server requested by the client sends an acknowledgement (ACK) packet that contains the
client’s configuration parameters.

8. The DHCP relay agent receives the ACK packet and forwards it to the client.
9. The DHCP client receives the ACK packet and stores the configuration information.

10.If configured to do so, the DHCP relay agent installs a host route and Address Resolution Protocol
(ARP) entry for this client.

11.After establishing the initial lease on the IP address, the DHCP client and the DHCP server use unicast
transmission to negotiate lease renewal or release. The DHCP relay agent “snoops” on all of the packets
unicast between the client and the server that pass through the router (or switch) to determine when



the lease for this client has expired or been released. This process is referred to as lease shadowing or
passive snooping.

DHCP Conflict Detection and Resolution

A client that receives an IP address from the device operating as a DHCP server performs a series of
Address Resolution Protocol (ARP) tests to verify that the address is available and no conflicts exist. If the
client detects an address conflict, it informs the DHCP server about the conflict and can request another
IP address from the DHCP server.

The device maintains a log of all client-detected conflicts and removes addresses with conflicts from the
DHCP address pool. To display the conflicts list, you use the show system services dhcp conflict command.
The addresses in the conflicts list remain excluded until you use the clear system services dhcp conflict
command to manually clear the list.

Enable a DHCP Local Server, DHCP Relay Agent, and DHCP Client in a Routing Instance

The following considerations apply when you enable a DHCP local server, DHCP relay agent, or DHCP
client in a routing instance:

e The DHCP local server, DHCP relay agent, and DHCP client can be configured in one routing instance,
but the functionality is mutually exclusive on one interface. If the DHCP client is enabled on one interface,
the DHCP local server or the DHCP relay agent cannot be enabled on that interface.

e The DHCP client, DHCP relay agent and DHCP local server services act independently in their respective
routing instance. The following features can function simultaneously on a device:

o DHCP client and DHCP local server
o DHCP client and DHCP relay agent

o Multiple routing instances. Each instance can have a DHCP local server, DHCP relay agent, or DHCP
client, or each routing instance can have a DHCP client and DHCP local server or a DHCP client and
DHCP relay agent.

e Before you enable DHCP services in a routing instance, you must remove all the configuration related
to DHCP services that does not include routing instance support. If you do not do this, the old default
routing instance configuration will override the new routing instance configuration.

e On all SRX Series devices, logical systems and routing instances are not supported for a DHCP client in
chassis cluster mode.

Release History Table

Release Description
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DHCP Access Service Overview
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DHCP access service consists of two components:

o A method for allocating network addresses to a client host

e A protocol for delivering host-specific configuration information from a server to a client host

For more information, read this topic.

IP Address Assignments
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Network Address Assignments (Reusing a Previously Assigned Address) | 39

The following topics describe IP address assignment in detail:



Network Address Assignments (Allocating a New Address)

To receive configuration information and a network address assignment, a DHCP client negotiates with
DHCP servers in a series of messages. The following steps show the messages exchanged between a
DHCP client and servers to allocate a new network address. When allocating a new network address, the
DHCP process can involve more than one server, but only one server is selected by the client.

1. When a client computer is started, it broadcasts a DHCPDISCOVER message on the local subnet,
requesting a DHCP server. This request includes the hardware address of the requesting client.

Figure 3: DHCP Discover

DHCP client > | DHCP server1
DHCP server 2
DHCPDISCOVER
DHCP server 3 %

NOTE: Forimproved operation with DHCP clients that do not strictly conform to RFC 2131,
the DHCP server accepts and processes DHCPDISCOVER messages even if the overload
options in the messages are not properly terminated with an end statement.

2. Each DHCP server receiving the broadcast sends a DHCPOFFER message to the client, offering an IP
address for a set period of time, known as the lease period.

Figure 4: DHCP Offer
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3. The client receives one or more DHCPOFFER messages from one or more servers and selects one of
the offers received. Normally, a client looks for the longest lease period.

4. The client broadcasts a DHCPREQUEST message indicating the client has selected an offered leased
IP address and identifies the selected server.



Figure 5: DHCP Request
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5. Those servers not selected by the DHCPREQUEST message return the unselected IP addresses to the
pool of available addresses.

6. The selected DHCP server sends a DHCPACK acknowledgment that includes configuration information
such as the IP address, subnet mask, default gateway, and the lease period.

Figure 6: DHCP ACK
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The information offered by the server is configurable.

7. The client receives the DHCPACK message with configuration information. The process is complete.
The client is configured and has access to the network.

o If the client receives a DHCPNAK message (for example, if the client has moved to a new subnet),
the client restarts the negotiation process.

e The client can relinquish its lease on a network address by sending a DHCPRELEASE message to the
server (for example, when the client is restarted). When the server receives the DHCPRELEASE
message, it marks the lease as free and the IP address becomes available again.

Figure 7: DHCP Release

DHCP client DHCP server 1
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Network Address Assignments (Reusing a Previously Assigned Address)

To enable reuse of a previously allocated network address, the following events occur:



1. Aclient that previously had a lease broadcasts a DHCPREQUEST message on the local subnet.
2. The server with knowledge of the client’s configuration responds with a DHCPACK message.

3. The client verifies the DHCP configuration information sent by the server and uses this information to
reestablish the lease.

DHCP Address Allocation Methods

A DHCP server either assigns or sends an IP address to a client in following two ways:

e Dynamic bindings—The DHCP server assigns a reusable IP address from a pool of IP addresses to a
client for a specific period of time. This method of address allocation is useful when the clients need
only temporary access to the network.

e Static bindings—The DHCP server assigns IP addresses to the client which are permanent. You can
reserve an address which is used by DHCP server to assign to a particular client based on it's media
access control (MAC) addresses.

Static allocation is useful if you have a printer on a LAN and you do not want its IP address to keep
changing

You can configure a DHCP server to include both address pools and static bindings. Static bindings take
precedence over dynamic bindings. See “IP Address Assignment Pool” on page 52 for more information.

DHCP Lease Time Management

DHCP lease is a temporary assignment of IP address to a device on the network. The IP address information
assigned is only valid for a limited period of time, and is known as a DHCP lease.

When using DHCP server to manage a pool of IP addresses, it “rents” IP address to various clients for
specific period of time. Thus, IP addresses managed by a DHCP server are only assigned for a limited period
of time. When the lease expires, the client can no longer use the IP address and has to stop all
communication with the IP network unless he requests to extend the lease “rent” via the DHCP lease
renewal cycle.

If a client does not use its assigned address for some period of time, the DHCP server can assign that IP
address to another client.

When assignments are made or changed, the DHCP server updates information in the DNS server. The
DHCP server provides clients with their previous lease assignments whenever possible.



DHCP Options

DHCP options are tagged data items identified by Option Numbers that can be included in the request or
in the acknowledgment to pass information between a client and server. The options are sent in a
variable-length field at the end of a DHCP message. A DHCP client can use DHCP options to negotiate
with the DHCP server and limit the server to send only those options that client requests.

DHCP allows the client to receive options from the DHCP server describing the network configuration
and various services that are available on the network. DHCP options are used by a client to configure
itself dynamically during its booting procedure.

In a typical DHCP client-server settings, the DHCP client sends a DHCP Request to a DHCP server and
receives back a DHCP Acknowledgment. The DHCP request can contain information about the client and
requests for additional information from the server. The DHCP Acknowledgment contains the IP address
assigned to the client by the server along with any additional information as requested by the client.

Table 3 on page 41 lists commonly used DHCP options.

Table 3: Commonly Used DHCP Options

Parameter Equivalent DHCP Option
List of Domain Name servers (DNS) and NetBIOS servers DHCP option 6
List of gateway routers DHCP option 3

The name of the domain in which the client searches for a DHCP server | DHCP option 15
host. This is the default domain name that is appended to hostnames that
are not fully qualified.

Subnet mask for client IP address DHCP option 1

DHCP server identification DHCP option 54
Parameter Request List DHCP option 55
IP address of the boot server and the filename of the boot file to use DHCP option 67

DHCP options are defined in RFC 2132, DHCP Options and BOOTP Vendor Extensions.

Setting DHCP Options

DHCP option statements always start with the option keyword, followed by an option name, followed by
option data.



option {
[ (id-number option-type option-value) | (id-number array option-type option-value) ];

Extended DHCP

[edit access address-assignment pool pool-name family inet]
dhcp-attributes {

option 19 flag false;

option 40 string domain.tld;

option 16 ip-address 10.3.3.33;

Legacy DHCP

[edit system services dhcp]

option 19 flag off; # 19: "IP Forwarding" option

option 40 string "domain.tld"; # 40: "NIS Domain" option
option 16 ip-address 10.3.3.33; # 16: "Swap Server" option

How DHCP Provides Minimum Network Configuration

The DHCP local server provides a minimal configuration to the DHCP client if the client does not have
DHCP option 55 configured. The server provides the subnet mask of the address-assignment pool that is
selected for the client. In addition to the subnet mask, the server provides the following values to the client
if the information is configured in the selected address-assignment pool:

e Router—A router located on the client’s subnet. This statement is the equivalent of DHCP option 3.

e Domain name—The name of the domain in which the client searches for a DHCP server host. This is the
default domain name that is appended to hostnames that are not fully qualified. This is equivalent to
DHCP option 15.

e Domain name server—A Domain Name System (DNS) name server that is available to the client to resolve
hostname-to-client mappings. This is equivalent to DHCP option 6.

DHCP Overview | 31
IP Address Assignment Pool | 52
DHCP Server | 73



DHCP Relay Agent | 168
DHCP Client | 227

Legacy DHCP and Extended DHCP
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JDHCP or extended DHCP is the enhanced versions of the DHCP daemon available in the recent versions
of Junos OS (non-EoL Junos releases). To find out the extended DHCP support for specific Junos OS
release, see Feature Explorer.

Legacy DHCP functionality is deprecated—rather than immediately removed—to provide backward
compatibility and an opportunity to bring your configuration into compliance with the new configuration.

Read this topic to understand the new enhancements and the changes done in CLI configuration statement
syntax.

Understanding Differences Between Legacy DHCP and Extended DHCP
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https://apps.juniper.net/feature-explorer/

This topic covers the following sections:

New Features and Enhancements in Extended DHCP

Extended DHCP or JDHCP extends and enhances traditional DHCP operation. With the extended DHCP
local server, the client configuration information resides in a centralized address-assignment pool, which
supports advanced pool matching and address range selection. aAny new features are only added to the
Extended DHCP. Extended DHCP supports following features and enhancements:

e In extended DHCP, the address-assignment pools are external to the DHCP local server. The external
address-assignment pools are managed by the authd process, independently of the DHCP local server,
and can be shared by different client applications such as DHCP or PPPoE access. In legacy DHCP, client
address pool and client configuration information reside on the DHCP server.

o Extended DHCP server interacts with the local AAA Service Framework to use back-end authentication
servers, such as RADIUS, to provide DHCP client authentication.

e You can configure the dynamic profile and authentication support on a global basis or for a specific
group of interfaces.

e Extended DHCP local server supports IPvé clients.

e Both DHCP local server and DHCPvé6 local server support the specific address request feature, which
enables you to assign a particular address to a client.

e The extended DHCP local server provides a minimal configuration to the DHCP client if the client does
not have DHCP option 55 configured. The server provides the subnet mask of the address-assignment
pool that is selected for the client. In addition to the subnet mask, the server provides the following
values to the client if the information is configured in the selected address-assignment pool:

o router—A router located on the client’s subnet. This statement is the equivalent of DHCP option 3.

o domain name—The name of the domain in which the client searches for a DHCP server host. This is
the default domain name that is appended to hostnames that are not fully qualified. This is equivalent
to DHCP option 15.

« domain name server—A Domain Name System (DNS) name server that is available to the client to
resolve hostname-to-client mappings. This is equivalent to DHCP option 6.

e You can configure the local server to use DHCP option 82 information in the client PDU to determine
which named address range to use for a particular client. The client configuration information, which is
configured in the address-assignment pool, includes user-defined options, such as boot server, grace
period, and lease time.

e The extended DHCP server supports following features:

o Graceful Routing Engine switchover (GRES), which provides mirroring support for clients.



e Virtual routing and forwarding (VRF). The extended DHCP is also referred to as virtual router (VR)
aware DHCP. See EX Series Switch Software Features Overview for a list of switches that support
extended DHCP (VR-aware DHCP).

Table 4 on page 45 provides a comparison of the extended DHCP and a legacy DHCP configuration options.

Table 4: Comparing the Extended DHCP Local Server to the Traditional DHCP Local Server

Legacy DHCP Extended DHCP
Feature Local Server Local Server
Local address pools X X
External, centrally-managed address pools - X
Local configuration X X
External configuration using information from address-assignment = - X
pools or RADIUS servers
Dynamic-profile attachment - X
RADIUS-based subscriber authentication, and configuration using = - X
RADIUS attributes and Juniper Networks VSAs
IPvé6 client support - X
Default minimum client configuration X X

Benefits of Extended DHCP

o Extended DHCP local server enhances traditional DHCP server operation by providing additional address
assignment and client configuration functionality and flexibility in a subscriber-aware environment.

o Extended DHCP local server enables service providers to take advantage of external address-assignment
pools and integrated RADIUS-based configuration capabilities in addition to the continued support of
traditional local address pools.

Change in Configuring DHCP Local Server in Extended DHCP Environment

In extended DHCP, use the following steps to configure DHCP server and address assignment pool:

e Configure the extended DHCP local server on the device and specify how the DHCP local server
determines which address-assignment pool to use.



e Configure the address-assignment pools used by the DHCP local server. The address-assignment pools
contain the IP addresses, named address ranges, and configuration information for DHCP clients.

The extended DHCP local server and the address-assignment pools used by the server must be configured

in the same logical system and routing instance.

Legacy DHCP and Extended DHCP Server Hierarchy Levels Changes

Legacy DHCP and extended DHCP servers can be configured at the hierarchy levels shown in
Table 5 on page 46:

Table 5: Legacy DHCP and Extended DHCP Server Hierarchy Levels

DHCP Service Hierarchy

Legacy DHCP server edit system services dhcp

Extended DHCP server edit system services dhcp-local-server
Legacy DHCP relay edit forwarding-options helpers bootp
Extended DHCP relay edit forwarding-options dhcp-relay
Legacy DHCP address pool edit system services dhcp pool
Extended DHCP address pool edit access address-assignment pool

Since legacy DHCP is deprecated, that is, the commands are 'hidden' . These commands do not show in
the help nor automatic completion. When you use the option show configuration to display your
configuration, the system displays the following warning:

# ## \Warni ng: configuration block ignored: unsupported platform(...)
#H#t

DHCP Statement Hierarchy and Inheritance

Junos OS devices support two syntax styles for configuring DHCP Client, Server, and Relay—for legacy
DHCP and extended DHCP. Table 6 on page 47, Table 7 on page 47, and Table 8 on page 48 provide
differences in hierarchies for configuring some common features.



Table 6: DHCP Client Configuration - Difference in Legacy DHCP and Extended DHCP Server Hierarchy

Levels

Legacy DHCP

Hierarchy Level:

[edit interfaces interface-name unit logical-unit-number
family inet dhcp]

client-identifier
e ascii

o hexadecimal

Extended DHCP

Hierarchy Level:

[edit interfaces interface-name unit logical-unit-number
family inet dhcp-client]

client-identifier

e userid ascii

e userid hexadecimal

Table 7: DHCP Server Configuration - Difference in Legacy DHCP and Extended DHCP Server Hierarchy

Levels

Legacy DHCP

Hierarchy Level:

o [edit system services dhcp]

o [edit system services dhcp pool]

subnet-ip-address/mask

address-range

static-binding

e mac-address

o fixed-address

[edit system services dhcp pool subnet-ip-address/mask]

boot-file

boot-server

default-lease-time

domain-name

domain-search

Extended DHCP

Hierarchy Level:

[edit access address-assignment pool pool-name family
inet]

network

range

host host-name

e hardware-address

e ip-address

[edit access address-assignment pool pool-name family
inet dhcp-attributes]

boot-file

boot-server

maximum-lease-time

domain-name

option 119 string



Table 7: DHCP Server Configuration - Difference in Legacy DHCP and Extended DHCP Server Hierarchy

Levels (continued)

Legacy DHCP

exclude-address

maximum-lease-time

name-server

next-server

router

option

propagate-ppp-settings

server-identifier

sip-server

e address

e Name

wins-server

Hierarchy Level: [edit system services dhcp]

option

byte-stream

Extended DHCP

excluded-address

maximum-lease-time seconds

name-server

next-server

router

option

propagate-ppp-settings

server-identifier

sip-server

e address

e Name

wins-server

Hierarchy Level: [edit access address-assignment pool
pool-name family inet]

option

hex-string

Table 8: DHCP Relay Configuration - Difference in Legacy DHCP and Extended DHCP Server Hierarchy

Levels

Legacy DHCP

Hierarchy Level:

[edit forwarding-options helpers bootp]

dhcp-option-82

Extended DHCP

Hierarchy Level:

[edit forwarding-options dhcp-relay]

relay-option-82



Table 8: DHCP Relay Configuration - Difference in Legacy DHCP and Extended DHCP Server Hierarchy
Levels (continued)

Legacy DHCP Extended DHCP
interface interface-name group group-name
relay-agent-option relay-option-82
server server-group

Note if you are using legacy DHCP—In legacy DHCP, DHCP configuration statements are organized
hierarchically. Statements at the top of the hierarchy apply to the DHCP server and network, branches
contain statements that apply to address pools in a subnetwork, and leaves contain statements that apply
to static bindings for individual clients.

To minimize configuration changes, include common configuration statements shown in tables above. For
example, include the domain-name statement at the highest applicable level of the hierarchy (network or
subnetwork). Configuration statements at lower levels of the hierarchy override statements inherited from
a higher level. For example, if a statement appears at both the [edit system services dhcp] and [edit system
services dhcp pool] hierarchy levels, the value assigned to the statement at the [edit system services dhcp
pool] level takes priority.

Difference in Legacy DHCP Relay and Extended DHCP Relay

Legacy DHCP Relay can work as a DHCP IP helper, forwarding DHCP packets from DHCP servers to all
interfaces. Extended DHCP Relay cannot work as an DHCP IP helper; it can leverage Option-82 to forward
DHCP packets from DHCP server. See “DHCP Relay Agent Information Option (Option 82)” on page 207.

Restrictions in Using Legacy DHCP and Extended DHCP

Remember the following items while configuring extended DHCP:

¢ You can configure extended DHCP server and DHCP relay agent and legacy DHCP server and DHCP
relay agent in the same network.

e You cannot configure extended DHCP server and DHCP relay agent and legacy DHCP server and DHCP
relay agent on the same device. Because the newer extended DHCP server version has more features,
we recommend that you configure the extended DHCP server if it is supported by the switch. A commit
error is displayed if both legacy DHCPD and extended DHCP is configured simultaneously.



o DHCP clients on a switch are always configured at the hierarchy level [edit interfaces interface-name
family dhcp].

e If you delete the DHCP server configuration, DHCP server bindings might still remain. To ensure that
DHCP bindings are removed, issue the clear dhcp server binding command before you delete the DHCP
server configuration.

Features Not Supported by Extended DHCP

e Legacy DHCP supports the circuit ID and the remote ID fields for the relay agent option (option 82).
Extended DHCP for the relay agent option supports only circuit ID. For more information on option 82,
see “Using DHCP Relay Agent Option 82 Information” on page 207.

e In Junos Release 12.1X46, autoinstallation is not compatible with JDHCPd:

version 12. 1X46-D40. 2;
system {
/* not conpatible with j DHCPd */ <<<<<<
aut oi nstal l ati on {
usb {
di sabl e;
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Address pool is a set of Internet Protocol (IP) addresses available for allocation to users, such as in host
configurations with the DHCP. An address-assignment pool can support either IPv4 address or IPvé
addresses. You can create centralized IPv4 and IPv6 address pools independently of the client applications
that use the pools. For more information, read this topic.

Address-Assignment Pools Overview

The address-assignment pool enables you to create centralized IPv4 and IPvé6 address pools independent
of the client applications that use the pools. The authd process manages the pools and the address allocation,
whether the addresses come from local pools or from a RADIUS server.

For example, multiple client applications, such as DHCP, can use the same address-assignment pool to
provide addresses for their particular clients. Client applications can acquire addresses for either
authenticated or unauthenticated clients. The pool selected for a subscriber, based on the RADIUS server
or network matching or other rule, is called the matching pool for the subscriber.



Address Assignment Types

Address-assignment pools support both dynamic and static address assignment. In dynamic address
assignment, a client is automatically assigned an address from the address-assignment pool. In static address
assignment, which is supported for IPv4 pools only, you reserve an address that is then always used by a
particular client. Addresses that are reserved for static assignment are removed from the dynamic address
pool and cannot be assigned to other clients.

Named Address Ranges in Address Assignment Pool

You can configure named address ranges within an address-assignment pool. A named range is a subset
of the overall address range. A client application can use named ranges to manage address assignment
based on client-specific criteria. For example, for IPv4 address-assignment pools, you might create a named
range that is based on a specific DHCP option 82 value. Then, when a DHCP client request matches the
specified option 82 value, an address from the specified range is assigned to the client.

Address Allocation from Linked Address Pools

You can link address-assignment pools together to provide backup pools for address assignment. When
no addresses are available in the primary or in the matching address pool, the device automatically proceeds
to the linked (secondary) address pool to search for an available address to allocate.

Although the first pool in a chain of linked pools is generally considered the primary pool, a matching pool
is not necessarily the first pool in the chain.

Starting in Junos OS Release 18.1R1, search mechanism for an available address proceeds through a chain
of linked pools. This behavior enables the DHCP to search addresses contiguously..

Lets use an example on how the search mechanism works. Consider a chain of three pools— A, B, and C.
Pool A is the primary pool, Pool B is the matching pool for certain subscribers based on information returned
by the RADIUS server. The search for an available address for those subscribers uses the following sequence:

o By default, the matching pool (Pool B) is searched first.
e The search moves to the first pool (Pool A) in the chain if address not found.

e The search proceeds through the chain (Pool C) until an available address is found and allocated, or until
the search determines no addresses are free.

e In each pool, all address ranges are fully searched for an address.

You can configure the linked-pool-aggregation statement to start searching within a block of addresses
in each range in the matching pool and then successively through the linked pools. The search then moves
back to the first pool in the chain and searches all addresses in all ranges in each pool through the last pool
in the chain.



Address Pool Hold-Down State

You can configure an address-assignment pool in hold-down state. When the address pool is in hold-down
state, the pool is no longer available to allocate IP addresses for the subscribers. This configuration gracefully
transforms the active pool to an inactive state as the previously allocated addresses are returned to the
pool. When the pool is inactive, you can safely perform maintenance on the pool without affecting any
active subscribers.

Address-Assignment Pool for Neighbor Discovery Router Advertisement

You can explicitly allocate an address-assignment pool for Neighbor Discovery Router Advertisement
(NDRA).

Excluding Specified Address or Address Range

Starting in Junos OS Release 18.1R1, you can exclude a specified address or range of consecutive addresses
to prevent them from being allocated from an address pool.

For example, you might want to reserve certain addresses or ranges to be used only for static subscribers.
When you configure an address or range to be excluded, and the address or an address within the range,
has already been allocated, that subscriber is logged out, the address is deallocated, and the address is
marked for exclusion.

Licensing Requirement

This feature requires a license. To understand more about Subscriber Access Licensing , see Subscriber
Access Licensing Overview. Please refer to the Juniper Licensing Guide for general information about
License Management. Please refer to the product Data Sheets for details, or contact your Juniper Account
Team or Juniper Partner.

Benefits of Address Assignment Pools

e The address-assignment pool feature supports both subscriber management and DHCP management.
e You can create centralized pools of addresses independent of client applications.

e You can specify blocks of addresses, named ranges, so that a given address pool can be used to supply
different addresses for different client applications or for subscribers that match different sets of criteria.

e You can link pools together to ensure that pools are searched for free addresses in a specific manner,
contiguously or noncontiguously.

e You can gracefully transition an address pool from active to inactive by specifying that no further
addresses are allocated from the pool.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/software_licensing_requirements.html#id-subscriber-access-licensing-overview
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/software_licensing_requirements.html#id-subscriber-access-licensing-overview
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/licensing/licensing.html
https://www.juniper.net/us/en/products-services/routing/mx-series/

Extended DHCP Local Server and Address-Assignment Pools

The extended DHCP local server enhances traditional DHCP server operation in which the client address
pool and client configuration information reside on the DHCP server. With the extended DHCP local
server, the client address and configuration information reside in centralized address-assignment pools,
which are managed independently of the DHCP local server and which can be shared by different client
applications.

The extended DHCP local server also supports advanced pool matching and the use of named address
ranges. You can also configure the local server to use DHCP option 82 information in the client PDU to
determine which named address range to use for a particular client. The client configuration information,
which is configured in the address-assignment pool, includes user-defined options, such as boot server,
grace period, and lease time.

Configuring the DHCP environment that includes the extended DHCP local server requires two independent
configuration operations, which you can complete in any order.

In one operation, you configure the extended DHCP local server on the router and specify how the DHCP
local server determines which address-assignment pool to use.

In the other operation, you configure the address-assignment pools used by the DHCP local server. The
address-assignment pools contain the IP addresses, named address ranges, and configuration information
for DHCP clients. See Address-Assignment Pool Configuration Overview for details about creating and using
address-assignment pools.

NOTE: The extended DHCP local server and the address-assignment pools used by the server
must be configured in the same logical system and routing instance.

Interaction Among the DHCP Client, Extended DHCP Local Server, and
Address-Assignment Pools

The pattern of interaction between the DHCP local server, the DHCP client, and address-assignment pools
is the same regardless of whether you are using a router or a switch. However, there are some differences
in the details of usage.

e On routers—In a typical carrier edge network configuration, the DHCP client is on the subscriber’s
computer or customer premises equipment (CPE), and the DHCP local server is configured on the router.

e On switches—In a typical network configuration, the DHCP client is on an access device, such as a
personal computer, and the DHCP local server is configured on the switch.



The following steps provide a high-level description of the interaction among the DHCP local server, DHCP
client, and address-assignment pools:

1. The DHCP client sends a discover packet to one or more DHCP local servers in the network to obtain
configuration parameters and an IP address for the subscriber (or DHCP client).

2. Each DHCP local server that receives the discover packet then searches its address-assignment pool
for the client address and configuration options. Each local server creates an entry in its internal client
table to keep track of the client state, then sends a DHCP offer packet to the client.

3. On receipt of the offer packet, the DHCP client selects the DHCP local server from which to obtain
configuration information and sends a request packet indicating the DHCP local server selected to
grant the address and configuration information.

4. The selected DHCP local server sends an acknowledgement packet to the client that contains the client
address lease and configuration parameters. The server also installs the host route and ARP entry, and
then monitors the lease state.

Configuring How the Extended DHCP Local Server Determines Which
Address-Assignment Pool to Use

You can specify the match order in which the extended DHCP local server uses the client data to determine
the address-assignment pool that provides the IP address and configuration for a DHCP client. If you do
not specify any pool match order, the device uses the default IP address configured in IP address first
matching option to select the address pool.

Example:

[edit system services dhcp-local-server]
user@host# set pool-match-order

You can specify the order for pool matching methods. You can specify the methods in any order. All
methods are optional. IP address first method is default method.

o |IP address first—Default option. The server selects the address-assignment pool to use by matching the
IP address in the client DHCP request with the network address of the address-assignment pool.

o If the client request contains the gateway IP address (giaddr), the local server matches the giaddr to
the address-assignment pool’s address.

o If the client request does not contain the giaddr, then the DHCP local server matches the IP address
of the receiving interface to the address of the address-assignment pool.



Example:

[edit system services dhcp-local-server pool-match-order]
user@host# set ip-address-first

e External authority—The DHCP local server receives the address assignment from an external authority,
such as RADIUS or Diameter.

o If RADIUS is the external authority, the DHCP local server uses the Framed-IPvé-Pool attribute
(RADIUS attribute 100) to select the pool.

o If Diameter is the external authority, the server uses the Diameter counterpart of the Framed-IPvé6-Pool
attribute to determine the pool.

Example:

[edit system services dhcp-local-server pool-match-order]
user@host# set external-authority

e Option 82—For IPv4 address-Extended DHCP local server matches the DHCP relay agent information
option (option 82) in the client DHCP packets to a named range in the address-assignment pool. Named
ranges are subsets within the overall address-assignment pool address range, which you can configure
when you create the address-assignment pool.

Example:

[edit system services dhcp-local-server pool-match-order]
user@host# set option-82

To use the DHCP local server option 82 matching feature with an IPv4 address-assignment pool, you
must ensure that the option-82 statement is included in the dhcp-attributes statement for the
address-assignment pool.

This example shows an extended DHCP local server configuration that includes optional IPv4
address-assignment pool matching and interface groups. For pool matching, this configuration specifies
that the DHCP local server first check the response from an external authentication authority (for example,
RADIUS) and use the Framed-IPvé-Pool attribute to determine the address-assignment pool to use for
the client address. If no external authority match is found, the DHCP local server then uses ip-address-first
matching together with the option 82 information to match the named address range for client IPv4 address
assignment. The option 82 matching must also be included in the address-assignment pool configuration.

[edit system services]
dhcp-local-server {
group group_one {
interface fe-0/0/2.0;



interface fe-0/0/2.1;
}

group group_two {
interface fe-0/0/3.0;
interface fe-0/0/3.1;

}

pool-match-order {
external-authority
ip-address-first;
option-82;

Assign a Specific IP Address to a Client Using DHCP Option 50 and DHCPvé6
IA_NA Option

Subscriber management or DHCP management enables you to specify that DHCP local server assign a
particular address to a client. For example, if a client is disconnected, you might use this capability to assign
the same address that the client was using prior to being disconnected. If the requested address is available,
DHCP assigns it to the client. If the address is unavailable, the DHCP local server offers another address,
based on the address allocation process.

Both DHCP local server and DHCPvé local server support the specific address request feature. DHCP
local server uses DHCP option 50 in DHCP discover messages to request a particular address, while
DHCPv6 local server uses the IA_NA option (Identity Association for Non-Temporary Addresses) in DHCPvé
solicit messages.

NOTE: Subscriber management (DHCP management) supports only one address for each of the
DHCPvé6 IA_NA or IA_PD address types. If the DHCPvé client requests more than one address
for a given type, the DHCPV6 local server uses only the first address and ignores the other
addresses.



Configuring Address-Assignment Pools

The address-assignment pool feature enables you to create address pools that can be shared by different
client applications such as DHCPv4 or DHCPvé.

To configure an address-assignment pool, use the following order. The following procedures are tested
on for SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500 devices.

1. Configure the address-assignment pool name and specify the addresses for the pool.
2. (Optional) Configure named ranges (subsets) of addresses.
3. (Optional; IPv4 only) Create static address bindings.

4. (Optional) Configure attributes for DHCP clients.

Configuring an Address-Assignment Pool Name and Addresses

When configuring an address-assignment pool on devices, you must specify the name of the pool and its
addresses.

To configure an IPv4 address-assignment pool:

1. Configure the name of the pool and specify the IPv4 family.

[edit access]
user@host# edit address-assignment pool bir-pool family inet

2. Configure the network address and the prefix length of the addresses in the pool.

[edit access address-assignment pool blr-pool family inet]
user@host# set network 192.168.0.0/16

NOTE: You can configure an IPv4 address-assignment pool in a routing instance by configuring
the address-assignment statements at the[edit routing-instance routing-instance-name] hierarchy
level. For example [edit routing-instances routing-instances name access address-assignment
pool blr-pool family inet]. The above steps shows only the [edit access] configuration.



Configuring a Named Address Range for Dynamic Address Assignment

You can optionally configure multiple named ranges, or subsets, of addresses within an address-assignment
pool. During a dynamic address assignment, a client can be assigned an address from a specific named
range. To create a named range, you specify a name for the range and define the address range.

This example is tested on SRX300, SRX320, SRX340, SRX345, SRX1500, and SRX550M devices.
To create a named range within an IPv4 address-assignment pool:

1. Specify the name of the address-assignment pool.

[edit access]
user@host# edit address-assignment pool bir-pool family inet

2. Configure the name of the range and the lower and upper boundaries of the addresses in the range.

[edit access address-assignment pool isp_1 family inet]
user@host# set range southeast low 192.168.102.2 high 192.168.102.254

To configure named address ranges in a routing instance, configure the address-assignment statements
in the [edit routing-instances] hierarchy level.

Configuring Static Address Assignments

You can optionally create a static IPv4 address binding by reserving a specific address for a particular
client. The address is removed from the address-assignment pool so that it is not assigned to another
client. When you reserve an address, you identify the client host and create a binding between the client
MAC address and the assigned IP address.

This example is tested on SRX300, SRX320, SRX340, SRX345, SRX1500, and SRX550M devices.
To configure a static IPv4 address binding:

1. Specify the name of the IPv4 address-assignment pool containing the IP address you want to reserve
for the client.

[edit access]
user@host# edit address-assignment pool bir-pool family inet



2. Specify the name of the client for the static binding, the client MAC address, and the IP address to
reserve for the client. This configuration specifies that the client with MAC address 01:03:05:07:09:0b
is always assigned IP address 192.168.10.2.

[edit access address-assignment pool blr-pool family inet]
user@host# set host svale6_boston_net hardware-address 01:03:05:07:09:0b ip-address 192.168.10.2

NOTE: To configure static binding for an IPv4 address in a routing instance, configure the
address-assignment statements in the [edit routing-instances] hierarchy.

Configuring Address-Assignment Pool Linking

Address-assignment pool linking enables you to specify a secondary address pool for the device to use
when the primary address-assignment pool is fully allocated. When the primary pool has no available
addresses remaining, the device automatically switches over to the linked secondary pool and begins
allocating addresses from that pool. The device uses a secondary pool only when the primary
address-assignment pool is fully allocated.



To link a primary address-assignment pool named pool-1 to a secondary pool named pool-2, use the
following option:

[edit access address-assignment]
user@host# set pool pooll link pool2

Configuring DHCP Client-Specific Attributes for Address-Assignment Pools

You use the address-assignment pool feature to include application-specific attributes when clients obtain
an address. The client application, such as DHCP, uses the attributes to determine how addresses are

assigned and to provide optional application-specific characteristics to the client. For example, the DHCP
application might specify that a client that matches certain prerequisite information is dynamically assigned
an address from a particular named range. Based on which named range is used, DHCP specifies additional
DHCP attributes such as the boot file that the client uses, the DNS server, and the maximum lease time.

NOTE: This feature is supported on SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500
devices.

You use the dhcp-attributes statement to configure DHCP client-specific attributes for address-assignment
pools.

To configure address-assignment pool attributes for DHCP clients:

1. Specify the name of the address-assignment pool.

[edit access]
user@host# edit address-assignment pool blr-pool family inet

2. Configure optional DHCP client attributes.

[edit access address-assignment pool bir-pool family inet]
user@host# set dhcp-attributes maximum-lease-time 2419200
user@host# set dhcp-attributes name-server 192.168.10.2
user@host# set dhcp-attributes boot-file boot-file.txt

user@host# set dhcp-attributes boot-file boot-server example.com



NOTE: To configure DHCP client-specific attributes in a routing instance, configure the
dhcp-attributes statements in the [edit routing-instances] hierarchy.

Release History Table

Release Description

18.1R1 Starting in Junos OS Release 18.1R1, search mechanism for an available address proceeds
through a chain of linked pools. This behavior enables the DHCP to search addresses
contiguously.

18.1R1 Starting in Junos OS Release 18.1R1, you can exclude a specified address or range of
consecutive addresses to prevent them from being allocated from an address pool.
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Address pool is a set of Internet Protocol addresses available for allocation to users, such as in host
configurations with the DHCP. An address-assignment pool can support either IPv4 address or IPvé
addresses. You cannot use the same pool for both types of address. For more information, read this topic.
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This example shows how to configure an address-assignment pool on SRX1500, SRX5400, SRX5600, and
SRX5800 devices.

Requirements

Before you begin:

e Specify the name of the address-assignment pool and configure addresses for the pool.

e Set DHCPV6 attributes for the address-assignment pool.

Overview

In this example, you configure an address-pool called my-pool and specify the IPvé6 family as ineté. You
configure the IPvé prefix as 2001:db8:3000:1::/64, the range name as rangel, and the IPvé range for
DHCPvé clients from a low of 2001:db8:3000:1::/64 to a high of 2001:db8:3000:200::/64. You can define
the range based on the lower and upper boundaries of the prefixes in the range or based on the length of
the prefixes in the range. Finally, you specify the DHCPv6 attribute for the DNS server as 2001:db8:3001::1,
the grace period as 3600, and the maximum lease time as 120.

Configuration

CLI Quick Configuration



To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set access address-assignment pool my-pool family ineté prefix 2001:db8:3000:1::/64

set access address-assignment pool my-pool family ineté range rangel low 2001:db8:3000:1::/64 high
2001:db8:3000:200::/64

set access address-assignment pool my-pool family ineté dhcp-attributes dns-server 2001:db8:3001::1

set access address-assighnment pool my-pool family ineté6 dhcp-attributes grace-period 3600

set access address-assignment pool my-pool family ineté6 dhcp-attributes maximum-lease-time 120

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure an IPvé address-assignment pool:

1. Configure an address-pool and specify the IPv6 family.

[edit access]
user@host# edit address-assignment pool my-pool family ineté

2. Configure the IPv6 prefix, the range name, and IPvé range for DHCPvé clients.

[edit access address-assignment pool my-pool family ineté]
user@host# set prefix 2001:db8:3000:1::/64
user@host# set range rangel low 2001:db8:3000:1::/64 high 2001:db8:3000:200::/64

3. Configure the DHCPvé6 attribute for the DNS server for the address pool.

[edit access address-assignment pool my-pool family inet6]
user@host# set dhcp-attributes dns-server 2001:db8:3001::1

4. Configure the DHCPvé attribute for the grace period.

[edit access address-assignment pool my-pool family ineté]
user@host# set dhcp-attributes grace-period 3600

5. Configure the DHCPvé6 attribute for the maximum lease time.



[edit access address-assignment pool my-pool family ineté]
user@host# set dhcp-attributes maximum-lease-time 120

Results

From configuration mode, confirm your configuration by entering the show access address-assignment
command. If the output does not display the intended configuration, repeat the configuration instructions
in this example to correct it.

[edit]
user@host# show access address-assignment
pool my-pool {
family ineté {
prefix 2001:db8:3000:1::/64;
range rangel {
low 2001:db8:3000:1::/64 ;
high 2001:db8:3000:200::/64;

}
dhcp-attributes {
maximum-lease-time 120;
grace-period 3600;
dns-server {
2001:db8:3001::1;
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.
Verifying Configuration

Purpose

Verify that the address-assignment pool has been configured.

Action

From operational mode, enter the show access address-assignment command.



Configuring a Named Address Range and DHCPvé Attributes for Dynamic
Address Assignment

You can optionally configure multiple named ranges, or subsets of addresses, within an address-assignment
pool. During dynamic address assignment, a client can be assigned an address from a specific named range.
To create a named range, you specify a name for the range and define the address range and DHCPvé
attributes.

To configure a named address range for dynamic address assignment:

1. Specify the name of the address-assignment pool and the IPvé6 family.

[edit access]
user@host# edit address-assignment pool my-pool2 family ineté

2. Configure the IPv6 prefix and then define the range name and IPvé range for DHCPVé6 clients. You can
define the range based on the lower and upper boundaries of the prefixes in the range, or based on
the length of the prefixes in the range.

[edit access address-assignment pool my-pool2 family ineté]
user@host# set prefix 2001:db8:3000:5::/64
user@host# set range range2 low 2001:db8:3000:2::/64 high 2001:db8:3000:300::/64

3. Configure DHCPvé attributes for the address pool.

[edit access address-assignment pool my-pool2 family ineté]
user@host# set dhcp-attributes dns-server 2001:db8:18:: grace-period 3600 maximum-lease-time 120

4. If you are done configuring the device, enter commit from configuration mode.

Configuring an Address-Assignment Pool for Router Advertisement

For SRX1500, SRX5400, SRX5600, and SRX5800 devices, you can create an address-assignment pool that
is explicitly used for router advertisement address assignment. You populate the address-assignment pool
using the standard procedure, but you additionally specify that the pool is used for router advertisement.

To configure an address-assignment pool that is used for router advertisement:

1. Create the IPv6 address-assignment pool.



2. Specify that the address-assignment pool is used for router advertisement.

[edit access address-assignment]
user@host# set neighbor-discovery-router-advertisement routerl

3. If you are done configuring the device, enter commit from configuration mode.

Configuring Nontemporary Address Assignment

Nontemporary address assignment is also known as stateful address assignment. In the stateful address
assignment mode, the DHCPvé6 client requests global addresses from the DHCPvé6 server. Based on the
DHCPv6 server's response, the DHCPvé6 client assigns the global addresses to interfaces and sets a lease
time for all valid responses. When the lease time expires, the DHCPvé client renews the lease from the
DHCPv6 server.

This example is tested on SRX300, SRX320, SRX340, SRX550M, and SRX1500 devices.
To configure nontemporary (stateful) address assignment:

1. Specify the DHCPvé6 client interface.

[edit]
user@host# set interfaces ge-0/0/0 unit O family ineté6 dhcpvé-client

2. Configure the client type as statefull.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-type statefull

3. Specify the IA_NA assignment.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-na



Configuring Identity Associations for Nontemporary Addresses and Prefix
Delegation

The DHCPvVé client requests IPvé6 addresses and prefixes from the DHCPvé6 server. Based on the DHCPvé
server’s response, the DHCPvé client assigns the IPvé addresses to interfaces and sets a lease time for all
valid responses. When the lease time expires, the DHCPvé client renews the lease from the DHCPvé
server.

To configure identity association for nontemporary addresses (IA_NA) and identity association for prefix
delegation (IA_PD) on SRX300, SRX320, SRX340, SRX550M, and SRX1500 devices:

1. Specify the DHCPvé6 client interface.

[edit]
user@host# set interfaces ge-0/0/0 unit O family ineté6 dhcpvé-client

2. Configure the client type as statefull.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-type statefull

3. Specify the IA_NA.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-na

4. Specify the IA_PD.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-pd



Configuring Auto-Prefix Delegation

You can use DHCPvé client prefix delegation to automate the delegation of IPvé prefixes to the customer
premises equipment (CPE). With prefix delegation, a delegating router delegates IPvé prefixes to a requesting
router. The requesting router then uses the prefixes to assign global IPvé addresses to the devices on the
subscriber LAN. The requesting router can also assign subnet addresses to subnets on the LAN.

To configure auto-prefix delegation for SRX300, SRX320. SRX340, SRX345, SRX550M, and SRX1500
devices:

1. Configure the DHCPvé6 client type as statefull.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-type statefull

2. Specify the identity association type as ia-na for nontemporary addresses.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-na

3. Specify the identity association type as ia-pd for prefix delegation.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-pd

4. Configure the DHCPvVé client identifier by specifying the DUID type.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-identifier duid-type duid-Il

5. Specify the interface used to delegate prefixes.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set update-router-advertisement interface ge-0/0/0



Multiple Address Assignment for DHCPvé6 Clients

For a DHCPvVé local server, you can assign multiple addresses to a single DHCPvé client. Multiple address
support is enabled by default, and is activated when the DHCPvé local server receives a DHCPvé6 Solicit
message from a DHCP client that contains multiple addresses.

For example, if you are implementing this feature on the routers, you might use the multiple address
assignment feature when a customer premises equipment (CPE) device requires a host address and a
delegated prefix.

You can use either local address pools or RADIUS when assigning multiple addresses to a DHCP client.
When at least one address is successfully allocated, the switch creates a DHCP client entry and binds the
entry to the assigned address. If both addresses are successfully allocated, the switch creates a single
DHCP client entry and binds both addresses to that entry.

You can also configure a delegated address pool, which explicitly specifies the address pool that DHCP
management uses to assign IPvé prefixes for DHCP clients.

SEE ALSO

Specifying the Delegated Address-Assignment Pool to Be Used for DHCPv6 Prefix Delegation

IP Address Assignment Pool | 52
DHCPv6 Server | 127
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DHCPv6 Client | 246
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DHCP Server
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A DHCP Server is a network server that automatically provides and assigns IP addresses, default gateways,
and other network parameters to client devices. It relies on the standard protocol known as Dynamic Host
Configuration Protocol or DHCP to respond to broadcast queries by clients. Read this topic for more
information on DHCP server operations, configuring DHCP server and extended DHCP server.

Understanding DHCP Server Operation

IN THIS SECTION

DHCP Options | 73
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Chassis Cluster Support | 74

As a DHCP server, a Juniper Networks device can provide temporary IP addresses from an IP address pool
to all clients on a specified subnet, a process known as dynamic binding. Juniper Networks devices can
also perform static binding, assigning permanent IP addresses to specific clients based on their media
access control (MAC) addresses. Static bindings take precedence over dynamic bindings.

This section contains the following topics:
DHCP Options

In addition to its primary DHCP server functions, you can also configure the device to send configuration
settings like the following to clients through DHCP:



o |P address of the DHCP server (Juniper Networks device)

List of Domain Name System (DNS) and NetBIOS servers

List of gateway routers

IP address of the boot server and the filename of the boot file to use

DHCP options defined in RFC 2132, DHCP Options and BOOTP Vendor Extensions

Compatibility with Autoinstallation

The functions of a Juniper Networks device acting as a DHCP server are compatible with the autoinstallation
feature. The DHCP server automatically checks any autoinstallation settings for conflicts and gives the
autoinstallation settings priority over corresponding DHCP settings. For example, an IP address set by
autoinstallation takes precedence over an IP address set by the DHCP server.

Chassis Cluster Support

DHCP server operations are supported on all SRX Series devices in chassis cluster mode.

Graceful Routing Engine Switchover for DHCP

For EX Series switches, only extended DHCP local server maintains the state of active DHCP client leases.
The DHCP local server supports the attachment of dynamic profiles and also interacts with the local AAA
Service Framework to use back-end authentication servers, such as RADIUS, to provide subscriber
authentication. You can configure dynamic profile and authentication support on a global basis or for a
specific group of interfaces. The extended DHCP local server also supports the use of Junos
address-assignment pools or external authorities, such as RADIUS, to provide the client address and
configuration information.

For MX Series routers, the extended DHCP local server and the DHCP relay agent applications both
maintain the state of active DHCP client leases in the session database. The extended DHCP application
can recover this state if the DHCP process fails or is manually restarted, thus preventing the loss of active
DHCEP clients in either of these circumstances. However, the state of active DHCP client leases is lost if
a power failure occurs or if the kernel stops operating (for example, when the router is reloaded) on a
single Routing Engine.

You can enable graceful switchover support on both EX Series switches and MX Series routers. To enable
graceful switchover support for the extended DHCP local server or extended DHCP relay agent on a
switch, include the graceful-switchover statement at the [edit chassis redundancy] hierarchy level. To
enable graceful Routing Engine switchover support on MX Series routers, include the graceful-switchover
statement at the [edit chassis redundancy] hierarchy level. You cannot disable graceful Routing Engine



switchover support for the extended DHCP application when the router is configured to support graceful
Routing Engine switchover.

For more information about using graceful Routing Engine switchover, see Understanding Graceful Routing
Engine Switchover.
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This topic discusses on minimum DHCP server configuration, complete DHCP server configuration,
extended DHCP server configuration. You can also use this topic for information on how to configure a
router as a DHCP server, switch as a DHCP server, DHCP server on switches, and a device as a DHCP
server.

DHCP Server Configuration Overview

A typical DHCP server configuration provides the following configuration settings for a particular subnet
on a device interface:

e An IP address pool, with one address excluded from the pool.
e Default and maximum lease times.

e Domain search suffixes. These suffixes specify the domain search list used by a client when resolving
hostnames with DNS.

o A DNS name server.

¢ Device solicitation address option (option 32). The IP address excluded from the IP address pool is
reserved for this option.

In addition, the DHCP server might assign a static address to at least one client on the subnet.
Table 9 on page 76 provides the settings and values for the sample DHCP server configuration.

Table 9: Sample DHCP Server Configuration Settings

Setting Sample Value

DHCP Subnet Configuration

Address pool subnet address 192.168.2.0/24

High address in the pool range 192.168.2.254

Low address in the pool range 192.168.2.2

Address pool default lease time, in seconds 1,209,600 (14 days)

Address pool maximum lease time, in seconds 2,419,200 (28 days)

Domain search suffixes mycompany.net
mylab.net

Address to exclude from the pool 192.168.2.33



Table 9: Sample DHCP Server Configuration Settings (continued)

Setting Sample Value
DNS server address 192.168.10.2
Identifier code for router solicitation address option | 32

Type choice for router solicitation address option Ip address

IP address for router solicitation address option 192.168.2.33

DHCP MAC Address Configuration

Static binding MAC address 01:03:05:07:09:0B

Fixed address 192.168.2.50

Minimum DHCP Local Server Configuration

The following sample output shows the minimum configuration you must use to configure an SRX300,
SRX320, SRX340, SRX345, SRX550M, or SRX1500 device as a DHCP server. In this output, the server
group is named mobileusers, and the DHCP local server is enabled on interface ge-1/0/1.0 within the
group. The address pool is named acmenetwork from low range of 192.168.1.10/24 to a high range of
192.168.1.20/24.

[edit access]
address-assignment {
pool acmenetwork {
family inet {
network 192.168.1.0/24;
range r1 {
low 192.168.1.10;
high 192.168.1.20;

[edit system services]
dhcp-local-server {



group mobileusers {
interface ge-1/0/1.0

[edit interfaces ge-1/0/1 unit O]
family {
inet {
address 192.168.1.1/24

NOTE: You can configure the DHCP local server in a routing instance by using the dhcp-local
server, interface, and address-assignment statements in the [edit routing-instances] hierarchy
level.

This example shows the minimum configuration you need to use for the extended DHCP local server at
group-level:

[edit system services]
dhcp-local-server {
group group_one {
interface ge-0/0/2.0;

This example creates the server group named group_one, and specifies that the DHCP local server is
enabled on interface fe-0/0/2.0 within the group. The DHCP local server uses the default pool match
configuration of ip-address-first.

NOTE: If you delete the DHCP server configuration, DHCP server bindings might still remain.
To ensure that DHCP bindings are removed, issue the clear dhcp server binding command before
you delete the DHCP server configuration.



Example: Complete DHCP Server Configuration
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This topic shows a complete DHCP server configuration.

Requirements

e This example uses is tested on Junos OS Release 20.1R1.

Overview

You can configure a DHCP server only on an interface’s primary IP address. The primary address on an
interface is the address that is used by default as the local address for broadcast and multicast packets
sourced locally and sent out the interface.

The following example shows statements at the [edit interfaces] hierarchy level. The interface’s primary
address (10.3.3.1/24) has a corresponding address pool range (10.3.3.33 to 10.3.3.254) defined at the
[edit system services] hierarchy level.

Configuration

IN THIS SECTION

Configuring [item] | 80
Configure Legacy DHCP Server | 81

To configure the DHCP server, perform these tasks:



Configuring [item]

Step-by-Step Procedure
1. Configure DHCP server.

[edit access address-assignment pool P1 family inet dhcp-attributes]
range R1 {
low 10.3.3.33;
high 10.3.3.254;
}
dhcp-attributes {
maximum-lease-time 7200;
server-identifier 10.3.3.1;
domain-name domain.tld;
name-server {
10.6.6.6;
10.6.6.7;
}
wins-server {
10.7.7.7;
10.7.7.9;
}
router {
198.51.100.0;
198.51.100.1;
10.6.6.1;
10.7.7.1;
}
boot-file boot-client;
boot-server 10.4.4.1;
option 19 flag false;
option 40 string domain.tld;
option 16 ip-address 10.3.3.3;
}
host H1 {
hardware-address 00:0d:56:f4:20:01;
ip-address 10.4.4.4;
}
host H2 {
hardware-address 00:0d:56:f4:01:ab;
ip-address 10.5.5.6;
}
excluded-address 10.3.3.33;
excluded-address 192.0.2.5;
}



2. Configure client options.

[edit interfaces]
ge-0/0/1
unit O {
family inet {
dhcp {
client-identifier {
user-id ascii 01aa.001a.bc6é5.3¢;
}
lease-time 4100;
update-server;
}
address 10.3.3.1/24;

Configure Legacy DHCP Server

Step-by-Step Procedure
1. Specify DHCP server configuration option.

dhcp {
domain-name "domain.tld";
maximum-lease-time 7200;
default-lease-time 3600;
name-server {
10.6.6.6;
10.6.6.7;
}
domain-search [ subnet1.domain.tld subnet2.domain.tld |;
wins-server {
10.7.7.7;
10.7.7.9;
}
router {
10.6.6.1;
10.7.7.1;
}
option 19 flag off; # 19: "IP Forwarding" option
option 40 string "domain.tld"; # 40: "NIS Domain" option



option 16 ip-address 10.3.3.33; # 16: "Swap Server" option
pool 10.3.3.0/24 {
address-range low 10.3.3.2 high 10.3.3.254;
exclude-address {
10.3.3.33;
}
router {
10.3.3.1;
}
server-identifier 10.3.3.1;
}
pool 10.4.4.0/24 {
boot-file "boot.client";
boot-server 10.4.4.1;
}
static-binding 00:0d:56:f4:20:01 {
fixed-address 10.4.4.4;
host-name "host.domain.tld";
}
static-binding 00:0d:56:f4:01:ab {
fixed-address {
10.5.5.5;
10.6.6.6;
}
host-name "another-host.domain.tld";
client-identifier "01aa.001a.bc65.3e";

2. Configure client options.

[edit interfaces]
ge-0/0/1 {
unit O {
family inet {
address 10.3.3.1/24;



Configure a Router as an Extended DHCP Local Server

You can enable the router to function as an extended DHCP local server and configure the extended DHCP
local server options on the router. The extended DHCP local server provides an IP address and other
configuration information in response to a client request.

The extended DHCP local server enhances traditional DHCP server operation in which the client address
pool and client configuration information reside on the DHCP server. With the extended DHCP local
server, the client address and configuration information reside in centralized address-assignment pools,
which are managed independently of the DHCP local server and which can be shared by different client
applications.

The extended DHCP local server also supports advanced pool matching and the use of named address
ranges. You can also configure the local server to use DHCP option 82 information in the client PDU to
determine which named address range to use for a particular client. The client configuration information,
which is configured in the address-assignment pool, includes user-defined options, such as boot server,
grace period, and lease time.

Configuring the DHCP environment that includes the extended DHCP local server requires two independent
configuration operations, which you can complete in any order. In one operation, you configure the
extended DHCP local server on the router and specify how the DHCP local server determines which
address-assignment pool to use. In the other operation, you configure the address-assignment pools used
by the DHCP local server. The address-assignment pools contain the IP addresses, named address ranges,
and configuration information for DHCP clients. See “IP Address Assignment Pool” on page 52 for details
about creating and using address-assignment pools.

NOTE: The extended DHCP local server and the address-assignment pools used by the server
must be configured in the same logical system and routing instance.

You cannot configure the extended DHCP local server and extended DHCP relay on the same
interface.

To configure the extended DHCP local server on the router, include the dhcp-local-server statement at
the [edit system services] hierarchy level:

[edit system services]
dhcp-local-server {
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;



domain-name domain-name-string;
logical-system-name;

mac-address;

option-60;

option-82 <circuit-id> <remote-id>;
routing-instance-name;

user-prefix user-prefix-string;

}
group group-name {
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

1
interface interface-name <upto upto-interface-name> <exclude>;

}

pool-match-order {
ip-address-first;
option-82;

You can also include these statements at the following hierarchy levels:

o [edit logical-systems logical-system-name system services]
o [edit logical-systems logical-system-name routing-instances routing-instance-name system services]

¢ [edit routing-instances routing-instance-name system services]

In addition, you can configure tracing for DHCP local server operations by including the traceoptions
statement at the [edit system processes dhcp-service] hierarchy level:

[edit system processes]
traceoptions {



file filename <files number> <match regular-expression > <size maximum-file-size> <world-readable |
no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

Configuring a Switch as a DHCP Server

NOTE: This topic applies to Junos OS for EX Series switches and QFX Series switches with
support for the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs software
that does not support ELS, see “Configuring a DHCP Server on Switches” on page 89. For ELS
details, see Using the Enhanced Layer 2 Software CLI.

A Dynamic Host Configuration Protocol (DHCP) server provides a framework to pass configuration
information to client hosts on a TCP/IP network. A switch acting as a DHCP server can dynamically allocate
IP addresses and other configuration parameters, minimizing the overhead that is required to add clients
to the network.

A DHCP configuration consists of two components—an optional reconfiguration of default settings on
DHCP clients and the configuration of a DHCP server. This topic covers configuration of the switch as a
local DHCP server using DHCP for IPv4 (DHCPv4). For information about DHCPvé local server, see
“DHCPvé6 Local Server Overview” on page 128.

This topic describes the following task:

1. Configuring the Switch as a Local DHCP Server | 86



Configuring the Switch as a Local DHCP Server

To configure a switch as a local DHCP server, you must configure a DHCP address pool and indicate IP
addresses for the pool. The switch, operating as the DHCP server, dynamically distributes the IP addresses
from this pool. The switch can dynamically assign additional configuration parameters, such as default
gateway, to provide the client with information about the network.

Multiple address pools can be configured for a DHCP server. DHCP maintains the state information about
all configured pools. Clients are assigned addresses from pools with subnets that match the interface on
which the DHCPDISCOVER packet sent by the client is received on the server. When more than one pool
exists on the same interface, addresses are assigned on a rotating basis from all available pools.

You must ensure that you do not assign addresses that are already in use in the network to the address
pools. The DHCP server does not check whether the addresses are already in use in the network before
it assigns them to clients.

1. Configure a Layer 3 interface with an IP address on which the DHCP server will be reachable:

[edit]

user@switch# set interfaces interface-name unit unit-number family family address address/prefix-length
user@switch# set vlans vlan-name vlan-id vlan-id

user@switch# set vlans vlan-name I3-interface irb-name

user@switch# set interfaces irb-name family family address address/prefix-length

For example:

[edit]

user@switch# set interfaces ge-0/0/1 unit O family inet address 192.0.2.1/24
user@switch# set vlans server vlan-id 301

user@switch# set vlans server I3-interface irb.301

user@switch# set interfaces irb.301 family inet address 192.0.2.2/24

2. Configure the DHCP server for the Layer 3 interface:

[edit]
user@switch# set system services dhcp-local-server group-name interface interface-name

For example:
[edit]

user@switch# set system services dhcp-local-server group serverl interface ge-0/0/1
user@switch# set system services dhcp-local-server group serverl interface irb.301



3. Create an address pool for IPv4 addresses that can be assigned to clients. The addresses in the pool
must be on the subnet in which the DHCP clients reside. Do not include addresses that are already in
use on the network.

[edit]
user@switch# set access address-assignment pool pool-name family family network address/prefix-length

For example:

[edit]
user@switch# set access address-assignment pool pooll family inet network 198.51.100.0/24

4. (Optional) Define a range of addresses in the address-assignment pool. The range is a subset of addresses
within the pool that can be assigned to clients. If no range is specified, then all addresses within the
pool are available for assignment. Configure the name of the range and the lower and upper boundaries
of the addresses in the range:

[edit]

user@switch# set access address-assignment pool pool-name family family range range-name low
low-IP-address

user@switch# set access address-assignment pool pool-name family family range range-name high
high-IP-address

For example:
[edit]

user@switch# set access address-assignment pool pooll family inet range rangel low 198.51.100.1
user@switch# set access address-assignment pool pooll family inet range rangel high 198.51.100.2

5. (Optional) Configure one or more routers as the default gateway on the client’s subnet:

[edit]
user@switch# set access address-assignment pool pool-name family family dhcp-attributes router
gateway-ip-address

For example:

[edit]
user@switch# set access address-assignment pool pooll family inet dhcp-attributes router 198.1.1.254



6. (Optional) Configure the IP address that is used as the source address for the DHCP server in messages

8.

exchanged with the client. Clients use this information to distinguish between lease offers.

[edit]
user@switch# set access address-assignment pool pool-name family family dhcp-attributes server-identifier
ip-address

For example:
[edit]

user@switch# set access address-assignment pool pooll family inet dhcp-attributes server-identifier
198.51.100.254

(Optional) Specify the maximum time period, in seconds, that a client holds the lease for an assigned
IP address if the client does not renew the lease:
[edit]

user@switch# set access address-assignment pool pool-name family family dhcp-attributes
maximum-lease-time seconds

For example:
[edit]

user@switch# set access address-assignment pool pooll family inet dhcp-attributes maximum-lease-time
43,200

(Optional) Specify user-defined options to be included in DHCP packets:
[edit]
user@switch# set access address-assignment pool pool-name family family dhcp-attributes option
option-id-number option-type option-value

For example:

[edit]
user@switch# set access address-assignment pool pooll family inet dhcp-attributes option 98 string test98



Configuring a DHCP Server on Switches

NOTE: This task uses Junos OS for EX Series switches that does not support the Enhanced Layer
2 Software (ELS) configuration style. If your switch runs software that supports ELS, see
“Configuring a Switch as a DHCP Server” on page 85. For ELS details, see Using the Enhanced
Layer 2 Software CLI.

A Dynamic Host Configuration Protocol (DHCP) server can provide two valuable TCP/IP network services.
DHCP can dynamically allocate IP parameters, such as an IP address, to clients and it can also deliver
software upgrades to clients.

A DHCP configuration consists of two components—an optional reconfiguration of default settings on
DHCP clients and the configuration of a DHCP server. This topic covers configuration of the DHCP server.
For information about reconfiguring a DHCP client, see “Configuring a DHCP Client” on page 228.

You can configure either of two versions of a DHCP server on a switch— the extended server version or
the legacy server version. We recommend that you configure the extended server unless you need to keep
your DHCP server configuration backward-compatible with the legacy server version.

This topic includes the following tasks:

1. Configuring an Extended DHCP Server on a Switch | 89

Configuring an Extended DHCP Server on a Switch

To configure an extended DHCP server, you must configure a DHCP pool, indicate IP addresses for the
pool, and create a server group. Additional configurations are optional.

Do not assign addresses that are already in use in the network to address pools. The extended DHCP
server does not check whether addresses are already in use before it assigns them to clients.

1. Create an address pool for DHCP IP addresses:

[edit]
user@switch# set access address-pool address-pool

2. Configure an address-assignment pool that can be used by different client applications for DHCP
dynamic assignment:

[edit access address-assignment]
user@switch# set pool address-pool-name



3. Create a server group on the switch, providing a group name and an interface name for DHCP:

[edit system services dhcp-local-server]
user@switch# set group group-name interface interface-name

4. (Optional) Process the information protocol data units (PDUs):

[edit system services dhcp-local-server]
user@switch# set overrides process-inform

5. (Optional) Redefine the order of attribute matching for pool selection:

[edit system services dhcp-local-server]
user@switch# set pool-match-order ip-address-first

6. (Optional) Enable dynamic reconfiguration triggered by the DHCP extended server for all DHCP clients
or only for the DHCP clients serviced by the specified group of interfaces:

[edit system services dhcp-local-server]
user@switch# set reconfigure

[edit system services dhcp-local-server group group-name]
user@switch# set reconfigure

Example: Configuring a Security Device as a DHCP Server
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This example shows how to configure the device as a DHCP server.

For information on how to configure JDHCP in a routing instance, see How to configure JDHCP in a routing
instance.

Requirements

Before you begin:

e Determine the IP address pools and the lease durations to use for each subnet.

o Obtain the MAC addresses of the clients that require permanent IP addresses. Determine the IP addresses
to use for these clients.

e List the IP addresses that are available for the servers and devices on your network; for example, DNS,
NetBIOS servers, boot servers, and gateway devices. See the Understanding Management Predefined
Policy Applications.

e Determine the DHCP options required by the subnets and clients in your network.

Overview

In this example, you configure the device as a DHCP server. You specify the IP address pool as
192.168.2.0/24 and from a low range of 192.168.2.2 to a high range of 192.168.2.254. You set the
maximum-lease-time to 2,419,200. Then you specify the DNS server IP address as 192.168.10.2.

WARNING: Starting with Junos OS Release 15.1X49-D60 and Junos OS Release

A 17.3R1, the legacy DHCPD (DHCP daemon) configuration on all SRX Series devices
is being deprecated. and only the new JDHCP CLlI is supported. When you upgrade
to Junos OS Release 15.1X49-D60 and later releases on a device that already has the
DHCPD configuration, the following warning messages are displayed:

WARNING: The DHCP configuration command used will be deprecated in future
Junos releases.

WARNING: Please see documentation for updated commands.

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the set access hierarchy level, and then enter commit from configuration mode.


https://kb.juniper.net/InfoCenter/index?page=content&id=KB26897
https://kb.juniper.net/InfoCenter/index?page=content&id=KB26897

set interfaces ge-0/0/2 unit O family inet address 192.168.2.1/24

set system services dhcp-local-server group g1 interface ge-0/0/2.0

set access address-assignment pool p1 family inet network 192.168.2.0/24

set access address-assignment pool p1 family inet range r1 low 192.168.2.2

set access address-assignment pool p1 family inet range rl high 192.168.2.254

set access address-assignment pool p1 family inet dhcp-attributes maximum-lease-time 2419200
set access address-assignment pool p1 family inet dhcp-attributes name-server 192.168.10.2

GUI Step-by-Step Procedure

To configure the device as a DHCP server, specify the DHCP pool information, server information, lease
time, and option information:

. In the J-Web interface, select Configure > DHCP > DHCP Services.

. Select DHCP Pools. Click Add.

. Specify the IP address that is used as the source address the DHCP server includes in IP packets when
communicating with clients. The address is included in the DHCP packet in option 54.

. Specify the subnet information for the IPv4 address-assignment pool. Type 192.168.2.0/24.

. In the Address Range Low, type 192.168.2.2.

. In the Address Range High, type 192.168.2.254.

. In the Exclude Addresses box, type the addresses you want excluded from a DHCP address pool. Type
192.168.2.0/24

. Specify the server identifier to assign to any DHCP clients in this address pool. The identifier can be
used to identify a DHCP server in a DHCP message.

. Specify the domain name to assign to any DHCP clients in this address pool.

10. Specify the next server that DHCP clients need to contact. Type 192.168.10.2

11. Define the maximum amount of time (in seconds) that DHCP should lease an address. Type 2419200.

12. Define DHCP option 32, the device solicitation address option. You must enter a numeric value for

option code. Select the option type from the list that corresponds to the option code.



13.Click OK.

14.If you are done configuring the device, click Commit > Commit.

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure the device as a DHCP server:

1. Configure an interface with an IP address on which the DHCP server will be reachable.

[edit]
user@host# set interfaces ge-0/0/2 unit O family inet address 192.168.2.1/24

2. Configure the DHCP server.

[edit]
user@host# set system services dhcp-local-server group g1 interface ge-0/0/2.0

3. Create an address pool for IPv4 addresses that can be assigned to clients. The addresses in the pool
must be on the subnet in which the DHCP clients reside. Do not include addresses that are already in
use on the network.

[edit]]
user@host# set access address-assignment pool p1 family inet network 192.168.2.0/24

4. (Optional) Specify the IP address pool range. Define a range of addresses in the address-assignment
pool. The range is a subset of addresses within the pool that can be assigned to clients. If no range is
specified, then all addresses within the pool are available for assignment. Configure the name of the
range and the lower and upper boundaries of the addresses in the range.

[edit]]

user@host# set access address-assignment pool p1 192.168.2.0/24 address-range low 192.168.2.2
high 192.168.2.254

5. (Optional) Configure one or more routers as the default gateway on the client’s subnet.

[edit]
user@host# set access address-assignment pool p1 family inet dhcp-attributes router 192.168.10.3



. (Optional) Configure the IP address that is used as the source address for the DHCP server in messages
exchanged with the client. Clients use this information to distinguish between lease offers.

[edit]
user@host# set access address-assignment pool pooll family inet dhcp-attributes server-identifier
192.168.10.1

. (Optional) Specify the maximum time period, in seconds, that a client holds the lease for an assigned
IP address if the client does not renew the lease.

[edit]
user@host# set access address-assignment pool pooll family inet dhcp-attributes maximum-lease-time
2419200

. (Optional) Specify user-defined options to be included in DHCP packets

[edit]
user@host# set access address-assignment pool pooll family inet dhcp-attributes option 98 string test98

. Assign a fixed IP address with the MAC address of the client.

[edit]
user@host# set access address-assignment pool pooll family inet host host1 ip-address 192.168.2.100
hardware-address 2c:56:dc:72:99:f3

Results

e From configuration mode, confirm your configuration by entering the show access address-assignment

command. If the output does not display the intended configuration, repeat the configuration instructions
in this example to correct it.

[edit]
user@host# show access address-assignment
pool p1 {

family inet {

network 192.168.2.0/24;

range r1 {

low 192.168.2.2;

high 192.168.2.254;
}
dhcp-attributes {



maximum-lease-time 2419200;
name-server {
192.168.10.2;

e From configuration mode, confirm your configuration by entering the show system services
dhcp-local-server command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show system services dhcp-local-server

group g1 {
interface ge-0/0/2.0;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.

Verifying the DHCP Binding Database

Purpose
Verify that the DHCP binding database reflects the DHCP server configuration.

Action

From operational mode, enter these commands:

e show dhcp server binding command to display all active bindings in the database.



o show dhcp server binding address detail command (where address is the IP address of the client) to
display more information about a client.

These commands produce following sample output:

user @ost > show dhcp server binding

| P Addr ess Har dwar e Address Type Lease expires at
30.1.1.20 00:12:1e:a9:7b:81 dynamc 2007-05-11 11:14:43 PDT

user @ost > show dhcp server bindi ng address detail

| P address 192.0.2.2
Har dwar e addr ess 00: a0: 12: 00: 13: 02
Pool 192.0.2.0/ 24

Interface fe-0/0/0, relayed by 192.0.2.200

Lease i nformation:

Type DHCP

ot ai ned at 2004- 05-02 13:01: 42 PDT
Expi res at 2004- 05- 03 13:01: 42 PDT
State active

DHCP opti ons:
Name: nane-server, Value: { 6.6.6.6, 6.6.6.7 }
Nane: domai n-nane, Val ue: nydomain.tld
Code: 32, Type: ip-address, Value: 192.0.2.33

Verifying DHCP Server Operation

Purpose

Verify that the DHCP server operation has been configured.

Action

From operational mode, enter the following command:

o show dhcp server statistics command to verify the DHCP server statistics.

user @ost > show dhcp server statistics

Packet s dropped:
Tot al 0



Messages received:

BOOTREQUEST
DHCPDECLI NE
DHCPDI SCOVER
DHCPI NFORM
DHCPRELEASE
DHCPREQUEST

DHCPLEASEQUERY
DHCPBULKLEASEQUERY

Messages sent:
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

DHCPFORCERENEW
DHCPLEASEUNASSI GNED
DHCPL EASEUNKNOWN
DHCPLEASEACTI VE
DHCPLEASEQUERYDONE

SEE ALSO

45

= O

o O U1 O

O O O OO N WPEF O

Understanding DHCP Relay Agent Operation | 168

Release History Table

Release

15.1X49-D60

Description

Starting with Junos OS Release 15.1X49-D60 and Junos OS Release 17.3R1, the legacy
DHCPD (DHCP daemon) configuration on all SRX Series devices is being deprecated.
and only the new JDHCP CLlI is supported.

DHCP Overview | 31
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DHCP Server Options | 98
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DHCP Server Options
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DHCP options are tagged data items that provide information to a DHCP client. The options are sentin a
variable-length field at the end of a DHCP message. For more information about various DHCP options,
read this topic.

Configure DHCP Server Identifier

The server identifier identifies a DHCP server in a DHCP message. It can also be used as a destination
address from clients to servers (for example, when the boot file is set, but not the boot server).

To configure a DHCP server identifier, include the server-identifier statement at [edit access
address-assignment pool pool-name family inet dhcp-attributes] hierarchy level.



Example:

[edit access address-assignment pool P1 family inet]
dhcp-attributes {
server-identifier 192.0.2.0;

You can also include the server-identifier statement at the following hierarchy levels:

o [edit logical-systems logical-system-name access address-assignment pool pool-name family inet
dhcp-attributes]

o [edit logical-systems logical-system-name routing-instances routing-instance-name access
address-assignment pool pool-name family inet dhcp-attributes]

¢ [edit routing-instances routing-instance-name access address-assignment pool pool-name family inet
dhcp-attributes]

Configure Address Pools for DHCP Dynamic Bindings

For dynamic bindings, set aside a pool of IP addresses that can be assigned to clients. Addresses in a pool
must be available to clients on the same subnet. Configure the following options:

o Network - Include the client subnet number and prefix length (in bits). The addresses in the pool must
be on the subnet in which the DHCP clients reside.

e Address Range -Specify the range of IP addresses in the pool that are available for dynamic address
assignment. This statement is optional. If no range is specified, the pool will use all available addresses
within the subnet specified. (Broadcast addresses, interface addresses, and excluded addresses are not
available.)

e Excluded Addresses -Specify the addresses within the range that are not used for dynamic address
assignment. You can exclude one or more addresses within the range. This statement is optional.

The following is an example of a pool configuration.

[edit access address-assignment pool P1 family inet]
network 192.0.2.0/24;
range R1 {
low 192.0.2.0;
high 192.0.2.10;
}
excluded-address 10.3.3.33;
}



Note the following when configuring address pools:

e You can configure multiple address pools for a DHCP server, but only one address range per pool is
supported.

e DHCP maintains the state information for all pools configured. Clients are assigned addresses from pools
with subnets that match the interface on which the DHCPDISCOVER packet is received.

e When more than one pool exists on the same interface, addresses are assigned on a rotating basis from
all available pools.

Configure Manual (Static) DHCP Bindings Between a Fixed IP Address and
a Client MAC Address

Static bindings provide configuration information for specific clients. This information can include one or
more fixed Internet addresses, the client hostname, and a client identifier.

A static binding defines a mapping between a fixed IP address and the client’'s MAC address.

The hardware-address variable specifies the MAC address of the client. This is a hardware address that
uniquely identifies each client on the network.

The ip-address statement specifies the fixed IP address assigned to the client. Typically a client has one
address assigned, but you can assign more.

The following is an example of a static binding configuration:

[edit access address-assignment pool P1 family inet]
host H1 {

hardware-address 2¢:56:dc:72:99:3;

ip-address 192.0.2.0;

You can also include the server-identifier statement at the following hierarchy levels:

o [edit logical-systems logical-system-name access address-assignment pool pool-name family inet]

o [edit logical-systems logical-system-name routing-instances routing-instance-name access
address-assignment pool pool-name family inet]

o [edit routing-instances routing-instance-name access address-assignment pool pool-name family inet]



Enabling TCP/IP Propagation on a DHCP Local Server

Propagation of TCP/IP Settings for DHCP

The Juniper Networks device can operate simultaneously as a client of the DHCP server in the untrust
zone and a DHCP server to the clients in the trust zone. The device takes the TCP/IP settings that it
receives as a DHCP client and forwards them as a DHCP server to the clients in the trust zone. The device
interface in the untrust zone operates as the DHCP client, receiving IP addresses dynamically from an
Internet service provider (ISP) on the external network.

During the DHCP protocol exchange, the device receives TCP/IP settings from the external network on
its DHCP client interface. Settings include the address of the ISP's DHCP name server and other server
addresses. These settings are propagated to the DHCP server pools configured on the device to fulfill host
requests for IP addresses on the device's internal network.

This topic describes how to configure TCP/IP settings on a DHCP local server, which includes a DHCP
client and a DHCP local server.

NOTE: This feature is supported on SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500
devices.

To enable TCP/IP setting propagation on a DHCP local server:

1. Configure the update-server option on the DHCP client.

[edit interfaces ge-0/0/1 unit O family inet]
dhcp {
update-server;

2. Configure the address pool to specify the interface (where update-server is configured) from which
TCP/IP settings can be propagated.

[edit access]
address-assignment {
pool P1 family inet {
network 192.168.2.0/24;
dhcp-attributes {
propagate-settings ge-0/0/1.0;



3. Configure the DHCP local server.

edit system services
dhcp-local-server {
group G1 {
interface ge-1/0/1.0

Specify DHCP Lease Times for IP Address Assignments
For clients that do not request a specific lease time, the default lease time is one day. You can configure
a maximum lease time for IP address assignments or change the default lease time.

To configure maximum lease time, include the maximum-lease-time statement:

user@host# set access address-assignment pool P1 family inet dhcp-attributes maximum-lease-time 7200

To configure default lease time, include the lease-time statement:

user@host# set interfaces ge-0/0/1 unit O family inet dhcp lease-time 4100

Configure a DHCP Boot File and DHCP Boot Server

When a DHCP client starts, it contacts a boot server to download the boot file.
To configure a boot file and boot server, include the boot-file and boot-server statements:

After a client receives a DHCPOFFER response from a DHCP server, the client can communicate directly
with the boot server (instead of the DHCP server) to download the boot file. This minimizes network traffic
and enables you to specify separate boot server/file pairs for each client pool or subnetwork.

The boot-file statement configures the name and location of the initial boot file that the DHCP client loads
and executes. This file stores the boot image for the client. In most cases, the boot image is the operating
system the client uses to load.



The boot-server statement configures the IP address of the TFTP server that contains the client’s initial
boot file. You must configure an IP address or a hostname for the server.

You must configure at least one boot file and boot server. Optionally, you can configure multiple boot files
and boot servers. For example, you might configure two separate boot servers and files: one for static
binding and one for address pools. Boot file configurations for pools or static bindings take precedence
over boot file configurations at the [edit system services dhcp] hierarchy level.

The following example specifies a boot file and server for an address pool:
[edit access address-assignment pool P1 family inet]
dhcp-attributes {

boot-file "boot.client";
boot-server 10.4.4.1;

Configure Domain Name and Domain Search List

To configure the name of the domain in which clients search for a DHCP server host, include the
domain-name statement:

The domain-name statement sets the domain name that is appended to hostnames that are not fully
qualified. This statement is optional. If you do not configure a domain name, the default is the client’s
current domain.

[edit access address-assignment pool P1 family inet]
dhcp-attributes {
domain-name example.com;

Configure Routers Available to the DHCP Client

After a DHCP client loads the boot image and has booted, the client sends packets to a router.
To configure routers available to the DHCP client, include the router statement:

The router statement specifies a list of IP addresses for routers on the client’s subnet. List routers in order
of preference. You must configure at least one router for each client subnet.

Example:



[edit access address-assignment pool P1 family inet]
dhcp-attributes {
router {
198.51.100.0;
198.51.100.1;

Configure User-Defined DHCP Options

You can configure one or more user-defined options that are not included in the Junos default
implementation of the DHCP server. For example, if a client requests a DHCP option that is not included
in the DHCP server, you can create a user-defined option that enables the server to respond to the client’s
request.

To configure a user-defined DHCP option, include the option statement:

option {
[ (id-number option-type option-value) | (id-number array option-type option-value) ];

The option statement specifies the following values:

e id-number—Any whole number. The ID number is used to index the option and must be unique across
a DHCP server.

e option-type—Any of the following types: byte, byte-stream, flag, integer, ip-address, short, string,
unsigned-integer, unsigned-short.

e array—An option can include an array of values.

e option-value—Value associated with an option. The option value must be compatible with the option
type (for example, an On or Off value for a flag type).

The following example shows user-defined DHCP options:

[edit access address-assignment pool P1 family inet]
dhcp-attributes {
option 19 flag false;
option 40 string domain.tld;
option 16 ip-address 10.3.3.33;



Configure DHCP SIP Server

You can use the sip-server statement on the EX Series switch to configure option 120 on a DHCP server.
The DHCP server sends configured option values—Session Initiation Protocol (SIP) server addresses or
names—to DHCP clients when they request them. You specify either an IPv4 address or a fully qualified
domain name to be used by SIP clients to locate a SIP server. You cannot specify both an address and
name in the same statement.

To configure a SIP server using the dhcp-attributes option:

[edit access address-assignment pool P1 family inet]
dhcp-attributes {
sip-server 198.51.100.0;

Overriding the Default DHCP Local Server Configuration Settings

Subscriber management enables you to override certain default DHCP local server configuration settings.
You can override the configuration settings at the global level, for a named group of interfaces, or for a
specific interface within a named group.

e Tooverride global default DHCP local server configuration options, include the overrides statement and
its subordinate statements at the [edit system services dhcp-local-server] hierarchy level.

e To override DHCP local server configuration options for a named group of interfaces, include the
statements at the [edit system services dhcp-local-server group group-name] hierarchy level.

e To override DHCP local server configuration options for a specific interface within a named group of
interfaces, include the statements at the [edit system services dhcp-local-server group group-name
interface interface-name] hierarchy level.

e To configure overrides for DHCPvé local server at the global level, group level, or per-interface, use the
corresponding statements at the [edit system services dhcp-local-server dhcpvé] hierarchy level.



To override default DHCP local server configuration settings:

e (DHCPv4 and DHCPv6) Specify that you want to configure override options.
e DHCPv4 overrides.

Global override:

[edit system services dhcp-local-server]
user@host# edit overrides

Group-level override:

[edit system services dhcp-local-server]
user@host# edit group group-name overrides

Per-interface override:

[edit system services dhcp-local-server]
user@host# edit group group-name overrides interface interface-name

DHCPv6 overrides.

Global override:

[edit system services dhcp-local-server dhcpvé]
user@host# edit overrides

Group level override:

[edit system services dhcp-local-server dhcpvé]
user@host# edit group group-name overrides

Per-interface override:

[edit system services dhcp-local-server dhcpvé]
user@host# edit group group-name overrides interface interface-name

o (Optional) Override the maximum number of DHCP clients allowed per interface.

See “Specifying the Maximum Number of DHCP Clients Per Interface” on page 287.

e (Optional) Configure DHCP client auto logout.

See “Automatically Logging Out DHCP Clients” on page 286.



(Optional) Enable processing of information requests from clients.

See “Enabling Processing of Client Information Requests” on page 290.

(Optional) Specify that DHCP NAK and FORCERENEW messages support option 82 information.

See Configuring DHCP Message Exchange Between DHCP Server and Clients in Different Virtual Routing
Instances.

(Optional, DHCPv6 only) Specify a delegated pool name to use for DHCPvé multiple address assignment.

See Specifying the Delegated Address-Assignment Pool to Be Used for DHCPvé Prefix Delegation.

(Optional, DHCPv6 only) Enable DHCPvé rapid commit support.

See “Configuring DHCPvé6 Rapid Commit (MX Series, EX Series)” on page 136.

(Optional, DHCPv6 only) Specify that DHCPv6 local server return DNS server addresses as IA_NA or
IA_PD suboptions rather than as a global DHCPvé option.

See Overriding How the DNS Server Address Is Returned in a DHCPvé6 Multiple Address Environment.

(Optional, DHCPvé only) Automatically log out existing client when new client solicits on same interface.

See Automatically Logging Out DHCPvé6 Clients.

(Optional) Specify that when the DHCP or DHCPvé local server receives a Discover or Solicit message
that has a client ID that matches the existing client entry, the local server deletes the existing client
entry.

See DHCP Behavior When Renegotiating While in Bound State.

(Optional, DHCPv4 and DHCPvé) Specify that a short lease be sent to the client.

See Configuring DHCP Asymmetric Leasing.

(Optional, DHCPv4 and DHCPv6) Specify DHCP attributes globally or for groups.

See Configuring DHCP Attributes for All Clients or a Group of Clients.

Load balance traffic by allowing some local servers to respond to specific clients while preventing other
local servers from responding immediately to these clients.

See Delaying DHCP Offer and Advertise Responses to Load Balance DHCP Servers.
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If you are using the legacy DHCP on your device, use the following configuration options:

DHCP Server Identifier

The server identifier identifies a DHCP server in a DHCP message. It can also be used as a destination
address from clients to servers (for example, when the boot file is set, but not the boot server).

You can configure DHCP server identifier in following hierarchy levels:

[edit system services dhcp]
[edit system services dhcp pool]
[edit system services dhcp static-binding]

Example:

The following example shows a DHCP server identifier configured for an address pool:

[edit system services dhcp]

pool 10.3.3.0/24 {
address-range low 10.3.3.2 high 10.3.3.254;
server-identifier 10.3.3.1;



Static-Binding

A static binding defines a mapping between a fixed IP address and the client’s MAC address.

Static bindings provide configuration information for specific clients. This information can include one or
more fixed Internet addresses, the client hostname, and a client identifier.

[edit system services dhcp]
static-binding mac-address {
fixed-address {
address;

}
host client-hostname;
client-identifier (ascii client-id | hexadecimal client-id);

In the static-binding configuration, you must configure following parameters:

e The mac-address variable specifies the MAC address of the client. This is a hardware address that uniquely

identifies each client on the network.

o The fixed-address statement specifies the fixed IP address assigned to the client. Typically a client has
one address assigned, but you can assign more.

e The host statement specifies the hostname of the client requesting the DHCP server. The name can
include the local domain name. Otherwise, the name is resolved based on the domain-name statement.

e The client-identifier statement is used by the DHCP server to index the database of address bindings.
The client identifier is either an ASCII string or hexadecimal digits. It can include a type-value pair as
specified in RFC 1700, Assigned Numbers. Either a client identifier or the client’s MAC address must be
configured to uniquely identify the client on the network.

For each unique client-identifier client-id value, the DHCP server issues a unique lease and IP address
from the pool. Previously, when the client provided an incorrect client-identifier client-id value, the
DHCP server did not issue a lease.

Example:

[edit system services dhcp]
static-binding 00:0d:56:f4:01:ab {
fixed-address {
10.5.5.5;
10.6.6.6;
}
host-name "another-host.domain.tld";
client-identifier hexadecimal 01001122aabbcc;



Configuring Address Pools

For dynamic bindings, set aside a pool of IP addresses that can be assigned to clients. Addresses in a pool
must be available to clients on the same subnet. Configure the following options:

[edit system services dhcp]
pool address</prefix-length> {
address-range {
low address;
high address;
}

exclude-address {
address;

Example:

[edit system services dhcp]
pool 10.3.3.0/24 {
address-range low 10.3.3.2 high 10.3.3.254;
exclude-address {
10.3.3.33;

Maximum Lease Time

For clients that do not request a specific lease time, the default lease time is one day. You can configure
a maximum lease time for IP address assignments or change the default lease time.

To configure maximum lease time, include the maximum-lease-time statement:

maximum-lease-time;
default-lease-time;

You can include these statements at the following hierarchy levels:



[edit system services dhcp]
[edit system services dhcp pool]
[edit system services dhcp static-binding]

Lease times defined for static bindings and address pools take priority over lease times defined at the [edit
system services dhcp] hierarchy level.

The maximum-lease-time statement configures the maximum length of time in seconds for which a client
can request and hold a lease. If a client requests a lease longer than the maximum specified, the lease is
granted only for the maximum time configured on the server. After a lease expires, the client must request
a new lease.

NOTE: Maximum lease times do not apply to dynamic BOOTP leases. These leases are not
specified by the client and can exceed the maximum lease time configured.

The following example shows a configuration for maximum and default lease times:

[edit system services dhcp]
maximum-lease-time 7200;
default-lease-time 3600;

Boot File and Boot Server

When a DHCP client starts, it contacts a boot server to download the boot file.
To configure a boot file and boot server, include the boot-file and boot-server statements:

After a client receives a DHCPOFFER response from a DHCP server, the client can communicate directly
with the boot server (instead of the DHCP server) to download the boot file. This minimizes network traffic
and enables you to specify separate boot server/file pairs for each client pool or subnetwork.

boot-file filename;
boot-server (address | hostname);

You can include these statements at the following hierarchy levels:

[edit system services dhcp]
[edit system services dhcp pool]
[edit system services dhcp static-binding]



Example:

[edit system services dhcp]

pool 10.4.4.0/24 {
boot-file "boot.client";
boot-server 10.4.4.1;

Domain Name and Domain Search

domain-name domain;

You can include this statement at the following hierarchy levels:

[edit system services dhcp]
[edit system services dhcp pool]
[edit system services dhcp static-binding]

To configure a domain search list, include the domain-search statement:

domain-search [ domain-list ];

You can include this statement at the following hierarchy levels:

[edit system services dhcp]
[edit system services dhcp pool]
[edit system services dhcp static-binding]

The domain-search statement sets the order in which clients append domain names when searching for
the IP address of a host. You can include one or more domain names in the list. For more information, see
RFC 3397, Dynamic Host Configuration Protocol (DHCP) Domain Search Option.

The domain-search statement is optional, if you do not configure a domain search list, the default is the
client’s current domain.

Router Name

After a DHCP client loads the boot image and has booted, the client sends packets to a router.

To configure routers available to the DHCP client, include the router statement:



The router statement specifies a list of IP addresses for routers on the client’s subnet. List routers in order
of preference. You must configure at least one router for each client subnet.

The following example shows routers configured at the [edit system services dhcp] hierarchy level:

router {
address;

Example:

[edit system services dhcp]
router {

10.6.6.1;

10.7.7.1;

You can include this statement at the following hierarchy levels:

[edit system services dhcp]
[edit system services dhcp pool]
[edit system services dhcp static-binding]

DHCP Options

You can configure one or more user-defined options that are not included in the Junos default
implementation of the DHCP server. For example, if a client requests a DHCP option that is not included
in the DHCP server, you can create a user-defined option that enables the server to respond to the client’s
request.

Example

[edit system services dhcp]

option 19 flag off; # 19: "IP Forwarding" option

option 40 string "domain.tld"; # 40: "NIS Domain" option
option 16 ip-address 10.3.3.33; # 16: "Swap Server" option

User-defined options that conflict with DHCP configuration statements are ignored by the server. For
example, in the following configuration, the DHCP server ignores the user-defined option 3 router statement
and uses the router statement instead:

[edit system services dhcp]



option 3 router 10.7.7.2; # 3: "Default Router" option
router {
10.7.7.1;

You can include this statement at the following hierarchy levels:

[edit system services dhcp]
[edit system services dhcp pool]
[edit system services dhcp static-binding]

DHCP SIP Server

You can use the sip-server statement on the EX Series switch to configure option 120 on a DHCP server.
The DHCP server sends configured option values—Session Initiation Protocol (SIP) server addresses or
names—to DHCP clients when they request them. Previously, you were only allowed to specify a SIP
server by address using [edit system services dhcp option 120]. You specify either an IPv4 address or a
fully qualified domain name to be used by SIP clients to locate a SIP server. You cannot specify both an
address and name in the same statement.

[edit system services dhcp]
user@switch# set sip-server address

For example, to configure one address:

[edit system services dhcp]
user@switch set sip-server 192.168.0.11

To configure a SIP server using the name option:

[edit system services dhcp]
user@switch# set sip-server name

For example, to configure a name:

[edit system services dhcp]
user@switch set sip-server abc.example.com
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Verifying DHCP Server Configuration
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This topic discusses on various steps involved in verifying the DHCP server configuration.

Verifying DHCP Server Binding and Server Statistics

Purpose
View or clear information about client address bindings and statistics for the extended DHCP local server.

NOTE: If you delete the DHCP server configuration, DHCP server bindings might still remain.
To ensure that DHCP bindings are removed, issue the clear dhcp server binding command before
you delete the DHCP server configuration.

Action
e To display the address bindings in the client table on the extended DHCP local server:

user@host> show dhcp server binding

e To display extended DHCP local server statistics:



user@host> show dhcp server statistics routing-instance customer routing instance

e Todisplay the address bindings in the client table on the extended DHCP local server at routing-instance
level:

user@host> show dhcp server binding routing-instance customer routing instance
e To display extended DHCP local server statistics at routing-instance level:
user@host> show dhcp server statistics routing-instance customer routing instance

e To clear the binding state of a DHCP client from the client table on the extended DHCP local server at
routing-instance level:

user@host> clear dhcp server binding routing-instance customer routing instance

e To clear all extended DHCP local server statistics:
user@host> clear dhcp server statistics

e To clear the binding state of a DHCP client from the client table on the extended DHCP local server:
user@host> clear dhcp server binding

e To clear all extended DHCP local server statistics at routing-instance level:

user@host> clear dhcp server statistics routing-instance customer routing instance

Viewing DHCP Bindings (Legacy DHCP)

Use the CLI command show system services dhcp binding to view information about DHCP address
bindings, lease times, and address conflicts.

The following example shows the binding type and lease expiration times for IP addresses configured on
a router that supports a DHCP server:

user @ost > show system services dhcp binding



| P Addr ess Har dwar e Addr ess Type Lease expires at
192.168.1.2 00: a0: 12: 00: 12: ab static never
192.168.1.3 00: a0: 12: 00: 13: 02 dynami c 2004- 05- 03 13:01: 42 PDT

Enter an IP address to show binding for a specific IP address:

user @ost > show system services dhcp binding 192.168.1.3

DHCP bi ndi ng i nformati on:

| P address 192.168.1.3

Har dwar e addr ess 00: a0: 12: 00: 12: ab

Client identifier

61 63 65 64 2d 30 30 3a 61 30 3a 31 32 3a 30 30 aced-00:a0: 12: 00
3a 31 33 3a 30 32

Lease i nformati on:

Type dynam c
ot ai ned at 2004- 05- 02 13:01: 42 PDT
Expires at 2004- 05- 03 13:01: 42 PDT

Use the detail option to show detailed binding information:

user @ost > show system services dhcp binding detail

DHCP bi ndi ng i nformati on:

| P address 192.168.1.3

Har dwar e addr ess 00: a0: 12: 00: 12: ab

Pool 192.168. 1.0/ 24

Interface fe-0/0/0, relayed by 192.168. 4. 254
Lease i nformation:

Type dynam c

ot ai ned at 2004- 05-02 13:01: 42 PDT

Expires at 2004- 05- 03 13:01: 42 PDT

DHCP opti ons:

nanme- server foo. nmydomain.tld
domai n- nanme nydomain.tld
option 19 flag off



Viewing DHCP Address Pools (Legacy DHCP)

Use the CLI show system services dhcp pool command to view information about DHCP address pools.

The following example show address pools configured on a DHCP server:

user @ host > show system services dhcp pool

Pool nane Low address Hi gh address Excl uded addresses
10.40.1.0/ 24 10.40.1.1 10. 40. 1. 254 10. 40. 1. 254

Viewing and Clearing DHCP Conflicts (Legacy DHCP)

When a client receives an IP address from the DHCP server, the client performs a series of ARP tests to
verify that the IP address is available and no conflicts exist. If the client detects an address conflict, the
client notifies the DHCP server about the conflict and may request another IP address from the DHCP
server.

The DHCP server keeps a log of all conflicts and removes addresses with conflicts from the pool. These
addresses remain excluded until you manually clear the conflicts list with the clear system services dhcp
conflict command. Use the CLI command show system services dhcp conflict to show conflicts.

user @ost > show system services dhcp conflict

Detection tine Det ecti on net hod Addr ess
2004- 08-03 19: 04: 00 PDT client 192.168.1.5
2004- 08-04 04:23:12 PDT pi ng 192. 168.1. 8

Use the clear system services dhcp conflicts command to clear the conflicts list and return IP addresses
to the pool. The following command shows how to clear an address on the server that has a conflict:

user @ost > clear system services dhcp conflict 192.168.1.5

For more information about CLI commands you can use with the DHCP server, see the CLI Explorer.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/
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Monitoring the DHCP Server Configuration
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This topic discusses about how to trace various DHCP operations in a DHCP server. You can use various
trace options discussed in this topic to troubleshoot any issues that arise in the DHCP server. For more
information, read this topic.

DHCP Processes Tracing Flags

Table 10 on page 119 describes which operation or event is recorded by each DHCP tracing flag. By default,
all flags are disabled.

Table 10: DHCP Processes Tracing Flags

Flag Operation or Event

all All operations.

binding Binding operations.

config Logins to the configuration database.

conflict Client-detected conflicts for IP addresses.



Table 10: DHCP Processes Tracing Flags (continued)

Flag Operation or Event
event Important events.

ifdb Interface database operations.
io 1/0 operations.

lease Lease operations.

main Main loop operations.
misc Miscellaneous operations.
packet DHCP packets.

options DHCP options.

pool Address pool operations.
protocol Protocol operations.
rtsock Routing socket operations.
scope Scope operations.

signal DHCP signal operations.
trace Tracing operations.

ui User interface operations.

Tracing Extended DHCP Local Server Operations

The extended DHCP tracing operations track the extended DHCP local server operations and record them
in a log file. By default, no extended DHCP local server processes are traced. If you include the traceoptions
statement at the [edit system processes dhcp-service] hierarchy level, the default tracing behavior is the
following:



¢ Important extended DHCP local server events are logged in a file called jdhcpd located in the /var/log
directory.

e When the file jdhcpd reaches 128 kilobytes (KB), it is renamed jdhcpd.0, then jdhcpd.1, and so on, until
there are three trace files. Then the oldest trace file (jdhcpd.2) is overwritten. For more information
about how log files are created, see the Junos System Log Messages Reference.

e Log files can be accessed only by the user who configures the tracing operation.

NOTE: In software releases earlier than Junos OS 11.4, you configured tracing statements at
the [edit system services dhcp-local-server] and [edit forwarding-options dhcp-relay] hierarchy
levels. Starting in Junos OS Release 11.4, these statements have been deprecated and hidden
in favor of a new statement at the [edit system processes dhcp-service] hierarchy level. The
deprecated statements may be removed from a future release; we recommend that you transition
to the new statement.

To trace DHCP local server operations, include the traceoptions statement at the [edit system processes
dhcp-service] hierarchy level:

traceoptions {
file filename <files number> <match regular-expression > <size maximum-file-size> <world-readable |
no-world-readable>;
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

The following topics describe the tracing operation configuration statements:

1. Configuring the Filename of the Extended DHCP Local Server Processes Log | 121

2. Configuring the Number and Size of Extended DHCP Local Server Processes Log Files | 122
3. Configuring Access to the Log File | 122

4, Configuring a Regular Expression for Lines to Be Logged | 123

5. Configuring Trace Option Flags | 123

Configuring the Filename of the Extended DHCP Local Server Processes Log

By default, the name of the file that records trace output is jdhcpd. You can specify a different name by
including the file statement at the [edit system processes dhcp-service traceoptions] hierarchy level:



[edit system processes dhcp-servicetraceoptions]
file filename;

Configuring the Number and Size of Extended DHCP Local Server Processes Log Files

By default, when the trace file reaches 128 kilobytes (KB) in size, it is renamed jdhcpd.O, then jdhcpd.1,
and so on, until there are three trace files. Then the oldest trace file (jJdhcpd.2) is overwritten.

You can configure the limits on the number and size of trace files by including the following statements
at the [edit system processes dhcp-service traceoptions] hierarchy level:

[edit system processes dhcp-service traceoptions]
file filename files number size size;

For example, set the maximum file size to 2 MB, and the maximum number of files to 20. When the file
that receives the output of the tracking operation (jdhcpd) reaches 2 MB, jdhcpd is renamed jdhcpd.0, and
a new file called jdhcpd is created. When the new jdhcpd reaches 2 MB, jdhcpd.0 is renamed jdhcpd.1
and filename is renamed jdhcpd.0. This process repeats until there are 20 trace files. Then the oldest file
(jJdhcpd.19) is overwritten by the newest file (jdhcpd.0).

The number of files can be from 2 through 1000 files. The file size of each file can be from 10KB through
1 gigabyte (GB).

Configuring Access to the Log File

By default, log files can be accessed only by the user who configures the tracing operation.
To specify that any user can read all log files, include the file world-readable statement at the [edit system

processes dhcp-service traceoptions] hierarchy level:

[edit system processes dhcp-service traceoptions]
file filetname world-readable;

To set the default behavior explicitly, include the file no-world-readable statement at the [edit system
processes dhcp-service traceoptions] hierarchy level:

[edit system processes dhcp-service traceoptions]
file filename no-world readable;



Configuring a Regular Expression for Lines to Be Logged

By default, the trace operations output includes all lines relevant to the logged events.

You can refine the output by including the match statement at the [edit system processes dhcp-service
traceoptions] hierarchy level and specifying a regular expression (regex) to be matched:

[edit system processes dhcp-service traceoptions]
file filename match regex;

Configuring Trace Option Flags

By default, only important events are logged. You can configure the trace operations to be logged by
including extended DHCP local server tracing flags at the [edit system processes dhcp-service traceoptions]
hierarchy level:

[edit system processes dhcp-service traceoptions]
flag flag;

You can configure the following tracing flags:

¢ all—Trace all operations.

e auth—Trace authentication operations.

o database—Trace database events.

o fwd—Trace firewall process events.

e general—Trace miscellaneous events.

o ha—Trace high availability-related events.

¢ interface—Trace interface operations.

e io—Trace I/O operations.

e packet—Trace packet decoding operations.

¢ performance—Trace performance measurement operations.
o profile—Trace profile operations.

e rpd—Trace routing protocol process events.

e rtsock—Trace routing socket operations.

e session-db—Trace session database operations.

e state—Trace changes in state.



o statistics—Trace baseline statistics.

e ui—Trace user interface operations.

Configuring Tracing Operations for DHCP Processes

DHCP tracing operations track all DHCP operations and record them to a log file. By default, no DHCP
processes are traced. If you include the traceoptions statement at the [edit system services dhcp] hierarchy
level, the default tracing behavior is the following:

e Important events are logged in a file called dhcpd located in the /var/log directory.

e When the file dhcpd reaches 128 kilobytes (KB), it is renamed dhcpd.O, then dhcpd.1, and so on, until
there are three trace files. Then the oldest trace file (dhcpd.2 is overwritten). For more information about
how log files are created, see the System Log Explorer.

e Log files can be accessed only by the user who configures the tracing operation.

You cannot change the directory in which trace files are located. However, you can customize the other
trace file settings by including the following statements at the [edit system services dhcp traceoptions]
hierarchy level:

[edit system services dhcp traceoptions]
file filename <files number> <match regex> <size size> <world-readable | no-world-readable>;

flag {
all;

Tasks for configuring DHCP tracing operations are:

1. Configuring the DHCP Processes Log Filename | 124

2. Configuring the Number and Size of DHCP Processes Log Files | 125

3. Configuring Access to the DHCP Log File | 125

4. Configuring a Regular Expression for Refining the Output of DHCP Logged Events | 126
5. Configuring DHCP Trace Operation Events | 126

Configuring the DHCP Processes Log Filename

By default, the name of the file that records trace output is dhcpd. You can specify a different name by
including the file statement at the [edit system services dhcp traceoptions] hierarchy level:


http://contentapps.juniper.net/syslog-explorer/

[edit system services dhcp traceoptions]
file filename;

Configuring the Number and Size of DHCP Processes Log Files

By default, when the trace file reaches 128 kilobytes (KB) in size, it is renamed filename.0, then filename.1,
and so on, until there are three trace files. Then the oldest trace file (filename.2) is overwritten.

You can configure the limits on the number and size of trace files by including the following statements
at the [edit system services dhcp traceoptions] hierarchy level:

[edit system services dhcp traceoptions]
file files number size size;

For example, set the maximum file size to 2 MB, and the maximum number of files to 20. When the file
that receives the output of the tracking operation (filename) reaches 2 MB, filename is renamed filename.0O,
and a new file called filename is created. When the new filename reaches 2 MB, filename.0 is renamed
filename.1 and filename is renamed filename.0. This process repeats until there are 20 trace files. Then the
oldest file (filename.19) is overwritten by the newest file (filename.0).

The number of files can be from 2 through 1000 files. The file size of each file can be from 10KB through
1 gigabyte (GB).

Configuring Access to the DHCP Log File

By default, log files can be accessed only by the user who configures the tracing operation.
To specify that any user can read all log files, include the file world-readable statement at the [edit system

services dhcp traceoptions] hierarchy level:

[edit system services dhcp traceoptions]
file world-readable;

To set the default behavior explicitly, include the file no-world-readable statement at the [edit system
services dhcp traceoptions] hierarchy level:

[edit system services dhcp traceoptions]
file no-world readable;



Configuring a Regular Expression for Refining the Output of DHCP Logged Events

By default, the trace operations output includes all lines relevant to the logged events.

You canrefine the output by including the match statement at the [edit system services dhcp traceoptions
file filename] hierarchy level and specifying a regular expression (regex) to be matched:

[edit system services dhcp traceoptions]
file filename match regex;

Configuring DHCP Trace Operation Events

By default, only important events are logged. You can configure the trace operations to be logged by
including the following options at the [edit system services dhcp traceoptions] hierarchy level:

[edit dhcp system services dhcp traceoptions]

flag {
all;
binding;
config;
conflict;
event;
ifdb;
io;
lease;
main;
misc;
packet;
options;
pool;
protocol;
rtsock;
scope;
signal;
trace;

ui;
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DHCPv6 Server
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Junos OS device can act as a DHCPvé6 server and allocates IP addresses to IPvé clients. DHCPvé6 server
also delivers configuration settings to client hosts on a subnet or to the requesting devices that need an
IPv6 prefix. The DHCPvé6 local server sends and receives packets using the IPvé protocol and informs IPvé
of the routing requirements of router clients. For more information, read this topic.



DHCPv6 Local Server Overview

The DHCPv6 local server is compatible with the DHCP local server and the DHCP relay agent, and can
be enabled on the same interface as either the extended DHCP local server or DHCP relay agent.

The DHCPvé6 local server provides many of the same features as the DHCP local server, including:
e Configuration for a specific interface or for a group of interfaces

o Site-specific usernames and passwords

e Numbered Ethernet interfaces

o Statically configured CoS and filters

e AAA directed login

e Use of the IA_NA option to assign a specific address to a client

When a DHCPvé6 client logs in, the DHCPv6 local server can optionally use the AAA service framework
to interact with the RADIUS server. The RADIUS server, which is configured independently of DHCP,
authenticates the client and supplies the IPvé prefix and client configuration parameters.

The client username, which uniquely identifies a subscriber or a DHCP client, must be present in the
configuration in order for DHCPvé6 local server to use RADIUS authentication.

You can configure DHCPvé local server to communicate the following attributes to the AAA service
framework and RADIUS at login time:

e Client username

o Client password

Based on the attributes that the DHCPvé6 local server provides, RADIUS returns the information listed in
Table 11 on page 128 to configure the client:

Table 11: RADIUS Attributes and VSAs for DHCPvé Local Server

Attribute Number Attribute Name Description

27 Session-Timeout Lease time, in seconds. If not supplied, the lease
does not expire

123 Delegated-IPvé6-Prefix Prefix that is delegated to the client

26-143 Max-Clients-Per-Interface Maximum number of clients allowed per interface

To configure the extended DHCPvé6 local server on the router (or switch), you include the dhcpvé statement
at the [edit system services dhcp-local-server] hierarchy level.



You can also include the dhcpvé statement at the following hierarchy levels:

o [edit logical-systems logical-system-name system services dhcp-local-server]

o [edit logical-systems logical-system-name routing-instances routing-instance-name system services
dhcp-local-server]

o [edit routing-instances routing-instance-name system services dhcp-local-server]

DHCPv6 Server Overview

A Dynamic Host Configuration Protocol version 6 (DHCPvé) server can automatically allocate IP addresses
to IPv6 clients and deliver configuration settings to client hosts on a subnet or to the requesting devices
that need an IPvé prefix. A DHCPvé6 server allows network administrators to manage pool of IP addresses
centrally among hosts and to automate the assignment of IP addresses in a network.

NOTE: SRX Series devices do not support DHCP client authentication. Ina DHCPvé6 deployment,
security policies control access through the device for any DHCP client that has received an
address and other attributes from the DHCPvé6 server.

Some features include:

e Configuration for a specific interface or a group of interfaces
¢ Stateless address autoconfiguration (SLAAC)
e Prefix delegation, including access-internal route installation

e DHCPv6 server groups

The DHCPvé6 server configuration usually consists of DHCPvé options for clients, an IPvé prefix, an address
pool that contains IPv6é address ranges and options, and a security policy to allow DHCPvé traffic. In a
typical setup the provider Juniper Networks device is configured as an IPvé prefix delegation server that
assigns addresses to the customer edge device. The customer’s edge router then provides addresses to
internal devices.

To configure DHCPv6 local server on a device, you include the DHCPvé statement at the [edit system
services dhcp-local-server] hierarchy level. You then create an address assignment pool for DHCPvé6 that
is configured in the [edit access address-assignment pool] hierarchy level using the family ineté statement.

You can also include the dhcpvé statement at the [edit routing-instances routing-instance-name system
services dhcp-local-server] hierarchy.



NOTE: Existing DHCPv4 configurations in the [edit system services dhcp] hierarchy are not
affected when you upgrade to Junos OS Release 10.4 from an earlier version or enable DHCPvé6
server.

SEE ALSO

Example: Configuring an Address-Assignment Pool for IPvé Addresses | 64
Configuring a Named Address Range and DHCPvé Attributes for Dynamic Address Assignment | 67

Example: Configuring DHCPvé Server Options

IN THIS SECTION

Requirements | 130
Overview | 131
Configuration | 131
Verification | 133

This example shows how to configure DHCPvé server options on SRX1500, SRX5400, SRX5600, and
SRX5800 devices.

Requirements

Before you begin:

e Determine the IPvé6 address pool range.
e Determine the IPvé prefix. See the Understanding Address Books.
e Determine the grace period, maximum lease time, or any custom options that should be applied to clients.

List the IP addresses that are available for the devices on your network; for example, DNS and SIP

servers.



Overview

In this example, you set a default client limit as 100 for all DHCPvé groups. You then create a group called
my-group that contains at least one interface. In this case, the interface is ge-0/0/3.0. You set a range of
interfaces using the upto command and set a custom client limit as 200 for group my-group that overrides
the default limit. Finally, you configure interface ge-0/0/3.0 with IPv6 address 2001:db8:3001::1/64 and
set router advertisement for interface ge-0/0/3.0. Starting with Junos OS Release 15.X49-D70 and Junos
OS Release 17.3R1, you can add the option dynamic-server to dynamically support prefix and attributes
that are updated by the WAN server.

NOTE: A DHCPvé group must contain at least one interface.

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set system services dhcp-local-server dhcpvé overrides interface-client-limit 100

set system services dhcp-local-server dhcpvé group my-group interface ge-0/0/3.0

set system services dhcp-local-server dhcpvé group my-group interface ge-0/0/3.0 upto ge-0/0/6.0
set system services dhcp-local-server dhcpvé group my-group overrides interface-client-limit 200
set interfaces ge-0/0/3 unit O family inet6 address 2001:db8:3000::1/64

set protocols router-advertisement interface ge-0/0/3.0 prefix 2001:db8:3000::/64

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure DHCPv6 server options:

1. Configure a DHCP local server.

[edit]
user@host# edit system services dhcp-local-server dhcpvé

2. Set a default limit for all DHCPvé6 groups.



[edit system services dhcp-local-server dhcpvé]
user@host# set overrides interface-client-limit 100

3. Specify a group name and interface.

[edit system services dhcp-local-server dhcpvé]
user@host# set group my-group interface ge-0/0/3.0

4. Set arange of interfaces.

[edit system services dhcp-local-server dhcpvé]
user@host# set group my-group interface ge-0/0/3.0 upto ge-0/0/6.0

5. Set a custom client limit for the group.

[edit system services dhcp-local-server dhcpvé]
user@host# set group my-group overrides interface-client-limit 200

6. Configure an interface with an IPvé address.

[edit interfaces]
user@host# set ge-0/0/3 unit O family ineté address 2001:db8:3000::1/64

7. Set router advertisement for the interface.

[edit protocols]
user@host# set router-advertisement interface ge-0/0/3.0 prefix 2001:db8:3000::/64

Results

From configuration mode, confirm your configuration by entering the show system services
dhcp-local-server, show interfaces ge-0/0/3, and show protocols commands. If the output does not
display the intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show system services dhcp-local-server
dhcpvé {

overrides {



interface-client-limit 100;

]
group my-group {
overrides {
interface-client-limit 200;

1
interface ge-0/0/3.0 {
upto ge-0/0/6.0;

[edit]

user@host# show interfaces ge-0/0/3
unit O {
family ineté {

address 2001:db8:3000::1/64;

[edit]
user@host# show protocols
router-advertisement {
interface ge-0/0/3.0 {
prefix 2001:db8:3000::1/64;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying DHCPvé6 Local Server Configuration

Purpose

Verify that the client address bindings and statistics for the DHCPvé6 local server have been configured

Action

From operational mode, enter the show dhcpvé server binding command to display the address bindings
in the client table on the DHCPvé local server.



Prefix Session |d Expires State Interface Client DU D

2001: bd8: 1111: 2222::/64 6 86321 BOUND ge-1/0/0.0
LL_TI MEOx1- 0x2e159c0- 00: 10: 94: 00: 00: 01
2001: bd8: 1111: 2222::/64 7 86321 BOUND ge-1/0/0.0
LL_TI MEOx1- 0x2e159c0- 00: 10: 94: 00: 00: 02
2001: bd8: 1111: 2222::/64 8 86321 BOUND ge-1/0/0.0
LL_TI MEOx1- 0x2e159c0- 00: 10: 94: 00: 00: 03
2001: bd8: 1111: 2222::/64 9 86321 BOUND ge-1/0/0.0
LL_TI MEOx1- 0x2e159c1- 00: 10: 94: 00: 00: 04
2001: bd8: 1111: 2222::/64 10 86321 BOUND ge-1/0/0.0

LL_TI MEOx1- 0x2e159c1- 00: 10: 94: 00: 00: 05

From operational mode, enter the show dhcpvé server statistics command to display the DHCPvé6 local
server statistics.

Dhcpv6 Packets dropped:
Tot al 0

Messages recei ved:
DHCPV6_DECLI NE
DHCPV6_SCLI CI' T
DHCPV6_| NFORVATI ON_REQUEST
DHCPV6_ RELEASE
DHCPV6_REQUEST
DHCPV6_CONFI RM
DHCPV6_ RENEW
DHCPV6_REBI ND
DHCPV6_RELAY_FORW

Messages sent:
DHCPV6_ADVERTI SE
DHCPV6_REPLY
DHCPV6_ RECONFI GURE
DHCPV6_RELAY_REPL

O O O O U1 O © o o

o O 01 ©

o clear dhcpvé server bindings all command to clear all DHCPvé local server bindings. You can clear all
bindings or clear a specific interface, or routing instance.

o clear dhcpvé server statistics command to clear all DHCPvé6 local server statistics.

SEE ALSO



Example: Configuring an Address-Assignment Pool for IPvé Addresses | 64
Configuring a Named Address Range and DHCPvé Attributes for Dynamic Address Assignment | 67

Specifying the Delegated Address Pool for IPv6 Prefix Assignment

You can explicitly specify a delegated address pool:

¢ On routers—Subscriber management uses the pool to assign IPvé prefixes for subscribers. You can
specify the delegated address pool globally, for a specific group of interfaces, or for a particular interface.

e On switches—DHCP management uses the pool to assign IPvé prefixes for DHCP clients. You can specify
the delegated address pool globally, for a specific group of interfaces, or for a particular interface.

NOTE: You can also use by Juniper Networks VSA 26-161 to specify the delegated address
pool. The VSA-specified value always takes precedence over the delegated-address statement.

To configure the delegated address pool for DHCPvVé local server:

1. Specify that you want to configure override options.

[edit system services dhcp-local-server dhcpvé]
user@host# edit overrides

2. Configure the delegated address pool.

[edit system services dhcp-local-server dhcpvé overrides]
user@host# set delegated-pool paris-cable-12

SEE ALSO

Overriding the Default DHCP Local Server Configuration Settings | 105
Understanding Differences Between Legacy DHCP and Extended DHCP | 43
Extended DHCP Relay Agent Overview | 197



Preventing Binding of Clients That Do Not Support Reconfigure Messages

The DHCPvé6 client and server negotiate the use of reconfigure messages. When the client can accept
reconfigure messages from the server, then the client includes the Reconfigure Accept option in both
solicit and request messages sent to the server.

By default, the DHCPvé6 server accepts solicit messages from clients regardless of whether they support
reconfiguration. You can specify that the server require clients to accept reconfigure messages. In this
case, the DHCPvé server includes the Reconfigure Accept option in both advertise and reply messages
when reconfiguration is configured for the client interface. Solicit messages from nonsupporting clients
are discarded and the clients are not allowed to bind.

To configure the DHCPvé6 local server to bind only clients that support client-initiated reconfiguration:

e Specify strict reconfiguration.

For all DHCPvé6 clients:

[edit system services dhcp-local-server dhcpvé reconfigure]
user@host# set strict

For only a particular group of DHCPvé clients:

[edit system services dhcp-local-server dhcpvé group group-name reconfigure]
user@host# set strict

The show dhcpvé server statistics command displays a count of solicit messages that the server has
discarded.

SEE ALSO

Configuring Dynamic Reconfiguration of Extended Local Server Clients Overview | 296

Understanding Dynamic Reconfiguration of Extended DHCP Local Server Clients | 293

Configuring DHCPvé6 Rapid Commit (MX Series, EX Series)

You can configure the DHCPvé local server to support the DHCPvé6 Rapid Commit option (DHCPvé option
14). When rapid commit is enabled, the server recognizes the Rapid Commit option in Solicit messages
sent from the DHCPvé6 client. (DHCPvé clients are configured separately to include the DHCPvé Rapid
Commit option in the Solicit messages.) The server and client then use a two-message exchange (Solicit



and Reply) to configure clients, rather than the default four-message exchange (Solicit, Advertise, Request,
and Reply). The two-message exchange provides faster client configuration, and is beneficial in environments
in which networks are under a heavy load.

You can configure the DHCPvé local server to support the Rapid Commit option globally, for a specific
group, or for a specific interface. By default, rapid commit support is disabled on the DHCPvé6 local server.

To configure the DHCPvé6 local server to support the DHCPv6 Rapid Commit option:

1. Specify that you want to configure the overrides options:

[edit system services dhcp-local-server dhcpvé]
user@host# edit overrides

2. Enable rapid commit support:

[edit system services dhcp-local-server dhcpvé overrides]
user@host# set rapid-commit

SEE ALSO

‘ Overriding the Default DHCP Local Server Configuration Settings | 105

Creating a Security Policy to Enable DHCPvé Traffic

For the DHCPvV6 server to allow DHCPvé requests, you must create a security policy to enable DHCPvé6
traffic. In this example, the zone my-zone allows DHCPvé traffic from the zone untrust, and the ge-0/0/3.0
interface is configured with the IPvé6 address 2001:db8:3001::1.

To create a security zone policy to allow DHCPvé6 on SRX1500, SRX5400, SRX5600, and SRX5800 devices:

1. Create the zone and add an interface to that zone.

[edit security zones]
user@host# edit security-zone my-zone interfaces ge-0/0/3.0

2. Configure host inbound traffic system services to allow DCHPvé.



[edit security zones security-zone my-zone interfaces ge-0/0/3.0]
user@host# set host-inbound-traffic system-services dhcpvé

3. If you are done configuring the device, enter commit from configuration mode.

SEE ALSO

‘ Example: Configuring an Address-Assignment Pool for IPvé Addresses | 64

Verifying and Managing DHCPvé6 Local Server Configuration

Purpose

View or clear information about client address bindings and statistics for the DHCPvé local server.

Action
e To display the address bindings in the client table on the DHCPvé local server:

user@host> show dhcpvé server binding
e To display DHCPvVé local server statistics:
user@host> show dhcpvé server statistics
e To clear all DHCPv6 local server statistics:
user@host> clear dhcpvé server binding
e To clear all DHCPv6 local server statistics:

user@host> clear dhcpvé server statistics



Understanding Cascaded DHCPvé Prefix Delegating

You can use DHCPvé client prefix delegation to automate the delegation of IPvé prefixes to the customer
premises equipment (CPE). With prefix delegation, a delegating device delegates IPvé prefixes to a
requesting device. The requesting device then uses the prefixes to assign global IPv6 addresses to the
devices on the subscriber LAN. The requesting device can also assign subnet addresses to subnets on the
LAN.

With cascaded prefix delegation, the IPv6 address block is delegated to a DHCPvé6 client that is running
on the WAN interface of a customer edge device. The identity association (1A) for the client is used for
the identity association for prefix delegation (IA_PD). The CE device requests, through DHCPvé, an IPvé
address with the IA type of nontemporary addresses (IA_NA). Both IA_PD and IA_NA are requesting in
the same DHCPvé6 exchange.

Figure 8: IPv6 Prefix Delegation
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The topology in Figure 8 on page 139shows an SRX Series device acting as the CPE. The WAN interface
links to the provider edge (PE) device and the LAN interfaces link to the customer networks. The service
provider delegates a prefix (delegated-prefix) and an IPvé address (cpe-wan-ipvé-address) to a DHCPvé

client. When a requesting device receives that IPvé address through the DHCPvé client, the device must
install the IPvé6 address on its WAN interface. The DHCPvé6 client then divides the delegated prefix into

sub-prefixes and subsequently assigns them to the connected LAN interfaces of the CPE device, making
some subset of the remaining space available for sub-prefix delegation.

A CPE assigns sub-prefixes to its LAN interfaces and broadcasts the sub-prefixes through device
advertisement. In this scenario, the CPE acts as a sub-PE and delegates sub-prefixes and assigns them to
sub-CPEs.

NOTE: The requirements of sub-prefix delegation are the same as for the prefix delegation
defined in RFC 3769.



Figure 9: Sub-prefix Delegation
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There can be multi-level sub prefix delegations, see Figure 9 on page 140. The top level CPE gets a delegated
prefix from the PE and delegates the sub prefixes to second level sub-CPEs, then to the third level sub-CPEs,
and finally to the end levels. The end level sub-CPEs assign the IPvé6 address to end hosts through SLAAC,
stateless DHCPvé or stateful DHCPvé. This is called cascaded prefix delegating.

Example - Configuring DHCPv6 Prefix Delegation (PD) over Point-to-Point
Protocol over Ethernet (PPPoE)

IN THIS SECTION

Requirements | 141
Overview | 141
Configuration | 141
Verification | 160

This example shows how to configure DHCPvé6 PD over PPPoE on SRX Series devices.



Requirements

No special configuration beyond the device initialization is required before configuring this feature.

Overview

The example uses SRX550M devices for configuring DHCPvé6 PD over PPPoE. Before you begin, configure
DHCPv6 server to permit in host-inbound traffic and receive DHCPvé6 packet. Provide a host-name to
establish PPPoE session. To enable IPv6, chassis reboot is required.

Configuring DHCPvé6 PD over PPPoE involves the following configurations:

e Configuring DHCPvé Server
e DHCPv6 Client (PD)
e DHCPv6 Client (Auto)

Topology
The following illustration describes DHCPvé6 PD over PPPoE topology which provide a configuration suite

using SRX Series devices.

Figure 10 on page 141 shows the topology used in this example.

Figure 10: Configuring SRX Series Devices for DHCPvé6 PD over PPPoE

ERROR: Unresolved graphic fileref="g043753.svg" not found in
"//cmsxml/default/main/supplemental/STAGING/images/".

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

Quick configuration for DHCPvé6 Server:

e DHCPv6 server configuration

set interfaces ge-0/0/2 unit O family inet6é

set system services dhcp-local-server dhcpvé overrides interface-client-limit 100

set system services dhcp-local-server dhcpvé group my-group overrides interface-client-limit 200
set system services dhcp-local-server dhcpvé group my-group overrides delegated-pool v6-pd-pool
set system services dhcp-local-server dhcpvé group my-group interface pp0.0



e PPPoE configuration

set system host-name SRX550M

set interfaces ge-0/0/1 unit 0 encapsulation ppp-over-ether

set interfaces ppO unit O ppp-options chap access-profile prof-ge001
set interfaces pp0 unit O pppoe-options underlying-interface ge-0/0/1.0
set interfaces ppO unit O pppoe-options server

set interfaces ppO unit O family ineté6 address 3000::1/64

e Router advertisement configuration

set protocols router-advertisement interface pp0.0 max-advertisement-interval 20
set protocols router-advertisement interface pp0.0 min-advertisement-interval 10
set protocols router-advertisement interface pp0.0 managed-configuration

set protocols router-advertisement interface pp0.0 other-stateful-configuration
set protocols router-advertisement interface pp0.0 prefix 3000::1/64

Enable IPvé

set security forwarding-options family ineté6 mode flow-based

PPPoE profile configuration

set access profile prof-ge001 client test_user chap-secret test

PD address pool configuration

set access address-assignment pool v6-pd-pool family ineté prefix 2001:1:1::/48
set access address-assignment pool v6-pd-pool family ineté range vp-pd prefix-length 48
set access address-assignment pool v6-pd-pool family ineté dhcp-attributes dns-server 3000::1

Security zone configuration

set security zones security-zone trust interface pp0.0 host-inbound-traffic system-services dhcpvé

Quick configuration for DHCPvé Client (PD):

e DHCPv6 server configuration for autoconfig device

set interfaces ge-0/0/2 unit O family ineté

set system services dhcp-local-server dhcpvé overrides interface-client-limit 10
set system services dhcp-local-server dhcpvé overrides process-inform pool p1
set system services dhcp-local-server dhcpvé group ipvé interface ge-0/0/2.0



e PPPoE configuration

set system host-name SRX550M

set interfaces ge-0/0/1 unit 0 encapsulation ppp-over-ether

set interfaces ppO unit O ppp-options chap default-chap-secret test

set interfaces ppO unit O ppp-options chap local-name test_user

set interfaces ppO unit O ppp-options chap passive

set interfaces pp0 unit O pppoe-options underlying-interface ge-0/0/1.0
set interfaces ppO unit O pppoe-options client

e DHCPv6 client configuration

set interfaces ppO unit O family ineté dhcpvé-client client-type statefull

set interfaces pp0 unit O family inet6 dhcpvé-client client-ia-type ia-pd

set interfaces ppO unit O family ineté6 dhcpvé-client update-router-advertisement interface ge-0/0/2.0
other-stateful-configuration

set interfaces ppO unit O family ineté6 dhcpvé-client update-router-advertisement interface ge-0/0/2.0
max-advertisement-interval 10

set interfaces ppO unit 0 family inet6 dhcpvé-client update-router-advertisement interface ge-0/0/2.0
min-advertisement-interval 5

set interfaces pp0 unit O family ineté dhcpvé-client client-identifier duid-type duid-II

set interfaces pp0 unit O family ineté6 dhcpvé-client req-option dns-server

set interfaces ppO unit O family ineté6 dhcpvé-client update-server

set protocols router-advertisement interface pp0.0

e Enable IPvé6

set security forwarding-options family ineté6 mode flow-based

e DHCPv6 server propagate configuration

set access address-assignment pool p1 family ineté prefix 2001::/16
set access address-assignment pool p1 family ineté dhcp-attributes propagate-settings pp0.0

e Security zone configuration

set security zones security-zone untrust interface pp0.0 host-inbound-traffic system-services dhcpvé
set security zones security-zone trust interface ge-0/0/2.0 host-inbound-traffic system-services dhcpvé

Quick configuration for DHCPv6 Client (Auto):

e DHCPvé client configuration



set interfaces ge-0/0/0 unit O family ineté dhcpvé-client client-type autoconfig

set interfaces ge-0/0/0 unit O family ineté6 dhcpvé-client client-ia-type ia-na

set interfaces ge-0/0/0 unit 0 family ineté6 dhcpvé-client client-identifier duid-type duid-II
set interfaces ge-0/0/0 unit O family ineté6 dhcpvé-client req-option dns-server

e Router advertisement configuration

set protocols router-advertisement interface fe-0/0/0.0

e Enable IPv6

set security forwarding-options family ineté6 mode flow-based

e Security zone configuration

set security zones security-zone trust interface fe-0/0/0.0 host-inbound-traffic system-services dhcpvé

Step-by-Step Procedure



The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

1. To configure DHCPvé6 server on SRX550M device:

a. Set the interface.

[edit]
user@host# set interfaces ge-0/0/2 unit O family inet6

b. Configure a DHCP local server.

[edit ]
user@host# set system services dhcp-local-server dhcpvé

c. Set a default limit for all DHCPvé groups.

[edit system services dhcp-local-server dhcpvé]
user@host# set overrides interface-client-limit 100

d. Set a custom client limit for the group.

[edit system services dhcp-local-server dhcpvé]
user@host# set group my-group overrides interface-client-limit 200

e. Specify delegated pool name.

[edit system services dhcp-local-server dhcpvé]
user@host# set group my-group overrides delegated-pool v6-pd-pool

f. Create a group called my-group that contains ppO interface.

[edit system services dhcp-local-server dhcpvé]
user@host# set group my-group interface pp0.0

2. Configuring PPPoE:

a. Set interface to encapsulate PPPoE.

[edit]
user@host# set interfaces ge-0/0/1 unit 0 encapsulation ppp-over-ether

b. Set chap access profile value.



[edit system interface]
user@host# set interface ppO unit O ppp-options chap access-profile prof-ge001

c. Set underlying interface name.

[edit system interface]
user@host# set interface pp0 unit O pppoe-options underlying-interface ge-0/0/1.0

d. Set PPPoE-options server.

[edit system interface]
user@host# set interface ppO unit O pppoe-options server

e. Set family name and address.

[edit system interface]
user@host# set interface ppO unit O family ineté6 address 3000::1/64

3. Configuring Router advertisement:

a. Set max advertisement interval limit.

[edit system protocol]
user@host# set protocols router-advertisement interface pp0.0 max-advertisement-interval 20

b. Set minimum advertisement interval limit.

[edit system protocol]
user@host# set protocols router-advertisement interface pp0.0 min-advertisement-interval 10

c. Set the configuration state to managed configuration.

[edit system protocol]
user@host# set protocols router-advertisement interface pp0.0 managed-configuration

d. Set the configuration state to other stateful configuration.

[edit system protocol]
user@host# set protocols router-advertisement interface pp0.0 other-stateful-configuration

e. Set the prefix value.



[edit system protocol]
user@host# set protocols router-advertisement interface pp0.0 prefix 3000::1/64

4. Enable IPvé:

a. Set the family name and mode to enable IPvé.

[edit]
user@host# set security forwarding-options family ineté6 mode flow-based

5. Configuring PPPoE profile:

a. Set access profile name, client name and chap secret.

[edit]
user@host# set access profile prof-ge001 client test_user chap-secret test

6. Configuring PD address pool:

a. Set address-assignment pool name, family name and prefix.

[edit]
user@host# set access address-assignment pool v6-pd-pool family ineté prefix 2001:1:1::/48

b. Set range and prefix length.

[edit]
user@host# set access address-assignment pool v6-pd-pool family ineté range vp-pd prefix-length 48

c. Set dhcp attributes with dns server value.
[edit]
user@host# set access address-assignment pool v6-pd-pool family ineté dhcp-attributes dns-server

3000:1

7. Configuring Security zone:
a. Set the zone name, interface and host-inbound-traffic system-services.
[edit]

user@host# set security zones security-zone trust interface pp0.0 host-inbound-traffic system-services
dhcpvé

Step-by-Step Procedure



1. To configure DHCPvé client (PD) on SRX550M device:

a. Set the interface.

[edit]
user@host# set interfaces ge-0/0/2 unit O family inet6

b. Set DHCPvé6 local server to override the interface client limit.

[edit]
user@host# set system services dhcp-local-server dhcpvé overrides interface-client-limit 10

c. Set the process-inform pool name.

[edit]
user@host# set system services dhcp-local-server dhcpvé overrides process-inform pool pl

d. Set group name and interface.

[edit]
user@host# set system services dhcp-local-server dhcpvé group ipvé interface ge-0/0/2.0

2. Configuring PPPoE:

a. Set the interface to encapsulate ppp over ethernet.

[edit system interface]
user@host# set interface ge-0/0/1 unit O encapsulation ppp-over-ether

b. Set default chap secret.

[edit system interface]
user@host# set interfaces ppO unit O ppp-options chap default-chap-secret test

c. Set chap local name.

[edit system interface]
user@host# set interfaces ppO unit O ppp-options chap local-name test_user

d. Set PPP options chap state.

[edit system interface]
user@host# set interfaces ppO unit O ppp-options chap passive



e. Set underlying-interface.

[edit system interface]
user@host# set interfaces ppO unit O pppoe-options underlying-interface ge-0/0/1.0

f. Set pppoe-options.

[edit system interface]
user@host# set interfaces ppO unit O pppoe-options client

3. Configuring DHCPv6 client:

a. Set the family name and dhcpvé client type.

[edit]
user@host# set interfaces pp0 unit 0 family ineté dhcpvé-client client-type statefull

b. Set the dhcpvé client identity association type.

[edit]
user@host# set interfaces pp0 unit 0 family ineté dhcpvé-client client-ia-type ia-pd

c. Set update-router-advertisement interface and other stateful-configuration.
[edit]

user@host# set interfaces pp0 unit O family ineté dhcpvé-client update-router-advertisement interface
ge-0/0/2.0 other-stateful-configuration

d. Set maximum advertisement interval value.
[edit]
user@host# set interfaces ppO unit O family ineté dhcpvé-client update-router-advertisement interface
ge-0/0/2.0 max-advertisement-interval 10
e. Set minimum advertisement interval value.
[edit]
user@host# set interfaces pp0 unit O family ineté6 dhcpvé-client update-router-advertisement interface
ge-0/0/2.0 min-advertisement-interval 5

f. Set client-identifier duid type.

[edit]



user@host# set interfaces pp0 unit 0 family ineté dhcpvé-client client-identifier duid-type duid-11

g. Set requested option for DHCPvé client.

[edit]
user@host# set interfaces ppO unit 0 family ineté dhcpvé-client req-option dns-server

h. Update the server.

[edit]
user@host# set interfaces pp0O unit 0 family ineté dhcpvé-client update-server

i. Set the protocols and the interface.

[edit]
user@host# set protocols router-advertisement interface pp0.0

4. Enable IPv6

a. Set the family name and mode to enable IPvé.

[edit]
user@host# set security forwarding-options family ineté6 mode flow-based

5. Configuring DHCPv6 server to propagate DNS server information to end device:

a. Set address assignment pool name, family name and prefix.

[edit]
user@host# set access address-assignment pool p1 family ineté prefix 2001::/16

b. Set the interface name for propagating TCP/IP settings to pool.
[edit]
user@host# set access address-assignment pool p1 family ineté dhcp-attributes propagate-settings

pp0.0

6. Configuring security zone:

a. Set the zone name, untrust interface and system services.

[edit]



user@host# set security zones security-zone trust interface pp0.0 host-inbound-traffic system-services
dhcpvé

b. Set the trust interface.
[edit]

user@host# set security zones security-zone trust interface ge-0/0/2.0 host-inbound-traffic
system-services dhcpvé

Step-by-Step Procedure
1. To configure DHCPvé client (Auto) on SRX550M device:

a. Set the interface, unit value, family name and DHCPvVé client type.

[edit system interface]
user@host# set interfaces fe-0/0/0 unit O family ineté dhcpvé-client client-type autoconfig

b. Set Dhcpvé client identity association type.

[edit system interface]
user@host# set interfaces fe-0/0/0 unit 0 family ineté6 dhcpvé-client client-ia-type ia-na

c. Set client-identifier type.

[edit system interface]
user@host# set interfaces fe-0/0/0 unit O family inet6 dhcpvé-client client-identifier duid-type duid-11

d. Set DHCPVé6 client requested option.

[edit system interface]
user@host# set interfaces fe-0/0/0 unit O family inet6 dhcpvé-client req-option dns-server

2. Configuring router advertisement:

a. Set the protocol and interface.

[edit]
user@host# set protocols router-advertisement interface fe-0/0/0.0

3. Enable IPvé.

a. Set family name and mode.



[edit]
user@host# set security forwarding-options family ineté mode flow-based

4. Configuring security zone:

5. Set the zone name, trust interface and system services.

[edit]
user@host# set security zones security-zone trust interface pp0.0 host-inbound-traffic system-services
dhcpvé

Results
o Result for DHCPvé6 Server:

From configuration mode, confirm your configuration by entering the show system services
dhcp-local-server, show interfaces, show protocols, show security forwarding-options, show access
profile prof-ge001, show access address-assignment pool, and show security zones commands. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show system services dhcp-local-server
dhcpvé {
overrides {
interface-client-limit 100;
}
group my-group {
overrides {
interface-client-limit 200;
delegated-pool v6-pd-pool;
}
interface pp0.0set;
interface pp0.0;
}
}
[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
encapsulation ppp-over-ether;



1
pt-1/0/0 {
vdsl-options {
vdsl-profile auto;

}
ppO {
unit O {
ppp-options {
chap {
default-chap-secret "$ABC123"; ## SECRET-DATA

1
ge-0/0/1 {
unit O {
encapsulation ppp-over-ether;

}
pt-1/0/0 {
vdsl-options {
vdsl-profile auto;

}
ppO {
unit O {
ppp-options {
chap {
default-chap-secret "$ABC123"; ## SECRET-DATA

}

[edit]

user@host# show protocols

interface pp0.0 {
max-advertisement-interval 20;
min-advertisement-interval 10;
managed-configuration;

other-stateful-configuration;
prefix 3000::1/64;



[edit]
user@host# show security forwarding-options
family {
ineté {
mode flow-based;

}

[edit]

user@host# show access address-assignment

pool vé-pd-pool {

family ineté {

prefix 2001:1:1::/48;
range vp-pd prefix-length 48;
dhcp-attributes {

dns-server {
3000::1;

}

[edit]

user@host# show security zones

security-zone Host {
host-inbound-traffic {

system-services {
all;

}

interfaces {
ge-0/0/0.0;

}
security-zone trust {
interfaces {
pp0.0 {
host-inbound-traffic {
system-services {
dhcpvé;



e Result for DHCPvé Client (PD):

[edit]
user@host# show system services dhcp-local-server
dhcpvé {
overrides {
interface-client-limit 10;
process-inform {
pool p1;

}
group my-group {
overrides {
interface-client-limit 200;
delegated-pool v6-pd-pool;
}
interface pp0.0;
}
group ipvé {
interface ge-0/0/2.0;

1

[edit]

user@host# show interfaces
ge-0/0/1 {

unit O {
encapsulation ppp-over-ether;

}
pt-1/0/0 {
vdsl-options {
vdsl-profile auto;

}
ppO {
unit O {
ppp-options {
chap {
default-chap-secret "$ABC123"; ## SECRET-DATA
local-name test_user;



passive;

1

pppoe-options {
underlying-interface ge-0/0/1.0;
client;

}
[edit]
user@host# show interfaces pp0
unit O {
ppp-options {
chap {
default-chap-secret "$ABC123"; ## SECRET-DATA

local-name test_user;
passive;

}
pppoe-options {
underlying-interface ge-0/0/1.0;
client;
}
family ineté {
dhcpvé-client {
client-type statefull;
client-ia-type ia-pd;
update-router-advertisement {
interface ge-0/0/2.0 {
other-stateful-configuration;
max-advertisement-interval 10;
min-advertisement-interval 5;

}
client-identifier duid-type duid-Il;
req-option dns-server;

}

[edit]

user@host# show security forwarding-options
family {



ineté {
mode flow-based;

}
[edit]
user@host# show access address-assignment
pool vé-pd-pool {
family ineté {
prefix 2001:1:1::/48;
range vp-pd prefix-length 48;
dhcp-attributes {

dns-server {
3000::1;

}
pool p1 {
family ineté {
prefix 2001::/16;
dhcp-attributes {
propagate-settings pp0.0;

}
[edit]
user@host# show access address-assignment
security-zone Host {
host-inbound-traffic {

system-services {
all;

}

interfaces {
ge-0/0/0.0;

}
security-zone trust {
interfaces {
pp0.0 {
host-inbound-traffic {
system-services {



dhcpvé;

}
ge-0/0/2.0 {
host-inbound-traffic {
system-services {
dhcpvé;

security-zone untrust {
interfaces {
pp0.0 {
host-inbound-traffic {
system-services {
dhcpvé;

e Result for DHCPvé Client (Auto):

[edit]
user@host# show interfaces ge-0/0/0
unit O {
family ineté {
dhcpvé-client {
client-type autoconfig;
client-ia-type ia-na;
req-option dns-server;

}

[edit]

user@host# show protocols
router-advertisement {

interface pp0.0 {
max-advertisement-interval 20;



min-advertisement-interval 10;
managed-configuration;
other-stateful-configuration;
prefix 3000::1/64;
}
interface fe-0/0/0.0;
}
[edit]
user@host# show security forwarding-options
family {
ineté {
mode flow-based;

}
[edit]
user@host# show security zones
security-zone Host {
host-inbound-traffic {

system-services {
all;

}

interfaces {
ge-0/0/0.0;

}
security-zone trust {
interfaces {
pp0.0 {
host-inbound-traffic {
system-services {
dhcpvé;

}
ge-0/0/2.0 {
host-inbound-traffic {
system-services {
dhcpvé;



fe-0/0/0.0 {
host-inbound-traffic {
system-services {
dhcpvé;

security-zone untrust {
interfaces {
pp0.0 {
host-inbound-traffic {
system-services {
dhcpvé;

Verification

Confirm that the configuration is working properly.

Verifying DHCPvé6 Server Configuration

Purpose
Verify that the DHCPvé6 Server has been configured.

Action

[edit]

user@host>show dhcpvé server binding detail

Session |Id: 75

Client |Pv6 Prefix:

Cient DU D:
State:

Lease Expires:
Lease Expires in:

e From operational mode, enter the show dhcpvé server binding command.

The following output shows the options for the show dhcpvé server binding command.

2001:1:1::/48
LLOx1- 3c: 94: d5: 98: 90: 01
BOUND( DHCPV6_|LOCAL_SERVER_STATE_BOUND)

2016-03-26 10:12: 37 JST
86213 seconds



Lease Start: 2016-03-25 10:12: 37 JST

Last Packet Received: 2016- 03-25 10: 12: 50 JST
Incoming Aient Interface: pp0. 0

Server | p Address: 0.0.0.0

Client Prefix Pool Nane: v6- pd- pool

Client Id Length: 10

Cient Id: / 0x00030001/ 0x3c94d598/ 0x9001

e From operational mode, enter the show route table inet6.0 command.

The following output shows the options for the show route table inet6.0 command.

[edit]
user@host>show route table inet6.0
inet6.0: 4 destinations, 4 routes (4 active, 0 hol ddown, O hidden)

+ = Active Route, - = Last Active, * = Both

2001:1:1::/48 *[ Access/ 13] 00: 03: 45 <<<<<< Route for end device will be

automati cal |y generated
> to fe80::3e94: d50f: fc98: 8600 via pp0. 0

3000: : /64 *[Direct/0] 00:04: 04
> via pp0.0
3000::1/128 *[Local /0] 19:53:18

Local via pp0.0
fe80: : b2c6: 9a0f : f c7d: 6900/ 128
*[Local /0] 19:53:18
Local via pp0.0

e From operational mode, enter the show interfaces pp0.0 terse command.

The following output shows the options for the show interfaces pp0.0 terse command.

[edit]

user@host>show interfaces pp0.0 terse
Interface Admin Link Proto Local Renot e
pp0. 0 up up i net6 3000::1/64

f e80: : b2c6: 9a0f : f c7d: 6900/ 64

Verifying DHCPv6 Client (PD) Configuration

Purpose
Verify that the DHCPvé6 Client (PD) has been configured.

Action
e From operational mode, enter the show dhcpvé client binding detail command.



The following output shows the options for the show dhcpvé client binding detail command.

[edit]
user@host>show dhcpvé client binding detail
Client Interface: pp0.0

Har dwar e Addr ess: 3c: 94: d5: 98: 86: 01
St ate: BOUND( DHCPV6_CLI ENT_STATE BOUND) <<<<< SRX i s
bound to prefix via pp0.0
Cl i ent Type: STATEFUL
Lease Expires: 2016-03-26 10:12:50 JST
Lease Expires in: 86232 seconds
Lease Start: 2016-03-25 10:12:50 JST
Bi nd Type: I A PD
Client DU D: LLOx29- 3c: 94: d5: 98: 86: 01
Rapi d Conmit: O f
Server |p Address: fe80: : b2c6: 9a0f : f c7d: 6900
Updat e Server Yes
Client IP Prefix: 2001:1:1::/48
DHCP opti ons:

Nane: server-identifier, Value: VENDOROx00000583-0x41453530
Nane: dns-recursive-server, Value: 3000::1

e From operational mode, enter the show dhcpvé server binding detail command.
The following output shows the options for the show dhcpvé server binding detail command.
[edit]

user@host>show dhcpvé server binding detail
Session ld: 75

Client |1 Pv6 Prefix: 2001:1:1::/48

Client DUl D: LLOx1- 3c: 94: d5: 98: 90: 01

St ate: BOUND( DHCPV6_LOCAL_SERVER_STATE_BOUND)
Lease Expires: 2016- 03-26 10:12:37 JST

Lease Expires in: 86213 seconds

Lease Start: 2016-03-25 10:12: 37 JST

Last Packet Received: 2016- 03-25 10:12: 50 JST
Incoming Cient Interface: pp0. 0

Server | p Address: 0.0.0.0

Client Prefix Pool Nane: v6- pd- pool

Client Id Length: 10

Cient Id: / 0x00030001/ 0x3c94d598/ 0x9001

e From operational mode, enter the show route table inet6.0 command.

The following output shows the options for the show route table inet6.0 command.



[edit]

user@host>show route table inet6.0
inet6.0: 7 destinations, 7 routes (7 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

/0 *[ Access-internal/12] 00:03: 35
> to fe80::b2c6: 9a0f: fc7d: 6900 via ppO. 0
2001:1:1:1::/64 *[Direct/0] 00:03:48
> via ge-0/0/2.0
2001:1:1:1::1/128 *[Local /0] 00:03: 48 <<<<<< | Pv6 address all ocated by Prefix
del egati on
Local via ge-0/0/2.0

3000::/64 *[ Access-internal/12] 00:03: 35
> to fe80::b2c6: 9a0f: fc7d: 6900 via pp0.0
fe80::/64 *[Direct/0] 00:03:48

> via ge-0/0/2.0
f e80: : 3e94: d50f : f c98: 8600/ 128
*[Local /0] 19:05:19
Local via pp0.0
fe80:: 3e94: d5ff: fe98: 8602/ 128
*[Local /0] 00:03: 48
Local via ge-0/0/2.0

e From operational mode, enter the show interfaces pp0.0 terse command.

The following output shows the options for the show interfaces pp0.0 terse command.

[edit]

user@host>show interfaces pp0.0 terse
Interface Adm n Link Proto Local Renot e
pp0. 0 up up i net 6 fe80: : 3e94: d50f : f c98: 8600/ 64

e From operational mode, enter the show interfaces ge-0/0/2.0 terse command.

The following output shows the options for the show interfaces ge-0/0/2.0 terse command.

[edit]

user@host>show interfaces ge-0/0/2.0 terse
Interface Adm n Link Proto Local Renot e
ge-0/0/2.0 up up i net 6 2000:1:1:1::1/64

f e80: : 3e94: d5f f: f e98: 8602/ 64

e From operational mode, enter the show ipvé router-advertisement command.

The following output shows the options for the show ipvé router-advertisement command.



[edit]
user@host>show ipvé router-advertisement
Interface: pp0.0
Advertisenents sent: 3, last sent 00:01:56 ago
Solicits received: 0
Advertisenents received: 10
Advertisenent from fe80::b2c6: 9a0f: fc7d: 6900, heard 00: 00: 08 ago
Managed: 1 [O0]
O her configuration: 1 [O0]
Reachable time: 0 ns
Default lifetine: 60 sec [1800 sec]
Retransmit tinmer: O ns
Current hop limt: 64
Prefix: 3000::/64
Valid lifetime: 2592000 sec
Preferred lifetine: 604800 sec
On link: 1
Aut ononous: 1
Interface: ge-0/0/2.0
Advertisements sent: 24, |ast sent 00:00:03 ago
Solicits received: O
Advertisenents received: 0

Verifying DHCPv6 client (Auto) Configuration

Purpose
Verify that the DHCPvé client (Auto) has been configured.

Action
e From operational mode, enter the show dhcpvé client binding detail command.
The following output shows the options for the show dhcpvé client binding detail command.
[edit]

user@host>show dhcpvé client binding detail
Client Interface: fe-0/0/0.0

Har dwar e Addr ess: 00: 26: 88: 38: b5: 00

State: BOUND( DHCPV6_CLI ENT_STATE_BOUND)
d i ent Type: AUTO

Lease Expires: 2016- 03-26 10:15:35 JST

Lease Expires in: 86395 seconds

Lease Start: 2016-03-25 10:15: 35 JST

Bi nd Type: I A NA

Client DU D LLOx3- 00: 26: 88: 38: b5: 00



Rapi d Conmit: O f

Server | p Address: fe80: : 3e94: d5f f: fe98: 8602
Client |P Address: 2001: 1:1: 1: 226: 88ff: f e38: b500/ 128
Client IP Prefix: 2001:1:1:1::/64

DHCP opti ons:

Nane: server-identifier, Value: VENDOROX00000583-0x414c3131

e From operational mode, enter the show route table inet6.0 command.

The following output shows the options for the show route table inet6.0 command.

[edit]

user@host>show route table inet6.0
inet6.0: 5 destinations, 6 routes (5 active, 0 hol ddown, O hidden)
+ = Active Route, - = Last Active, * = Both

::/0 *[ Access-internal /12] 00: 02: 36
> to fe80::3e94: d5ff: fe98: 8602 via fe-0/0/0.0
2001:1:1:1::/64 *[ Access-internal/12] 00:02: 36
> to fe80::3e94: d5ff:fe98: 8602 via fe-0/0/0.0
2001: 1:1: 1: 226: 88f f: f e38: b500/ 128
*[Direct/0] 00:02: 36
> via fe-0/0/0.0
[ Local /0] 00: 02: 36
Local via fe-0/0/0.0
fe80::/64 *[Direct/0] 1w3dd 15:51:19
> via fe-0/0/0.0
fe80: : 226: 88f f: f e38: b500/ 128
*[Local /0] 1w3d 15:51:19
Local via fe-0/0/0.0

e From operational mode, enter the show ipvé router-advertisement command.

The following output shows the options for the show ipvé router-advertisement command.

[edit]
user@host>show ipvé router-advertisement
Interface: fe-0/0/0.0

Advertisements sent: 1, |last sent 00:02:45 ago

Solicits received: O

Advertisenents received: 8

Advertisement from fe80::3e94: d5ff:fe98: 8602, heard 00: 00: 02 ago
Managed: O
O her configuration: 1 [0]



Reachable time: 0 ns
Default lifetine: 30 sec [1800 sec]
Retransmit tinmer: O ns
Current hop limt: 64
Prefix: 2001:1:1:1::/64
Valid lifetinme: 86400 sec
Preferred lifetine: 86400 sec
On link: 1
Aut ononous: 1

Release History Table
Release Description
15.1X49-D70 Starting with Junos OS Release 15.X49-D70 and Junos OS Release 17.3R1, you can add

the option dynamic-server to dynamically support prefix and attributes that are updated
by the WAN server.
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The DHCP relay agent operates as the interface between DHCP clients and the server. The DHCP Relay
Agent relays DHCP messages between DHCP clients and DHCP servers on different IP networks. For
more information, read this topic.

Understanding DHCP Relay Agent Operation

A Juniper Networks device operating as a DHCP relay agent forwards incoming requests from BOOTP
and DHCP clients to a specified BOOTP or DHCP server. Client requests can pass through virtual private
network (VPN) tunnels.

You cannot configure a single device interface to operate as both a DHCP client and a DHCP relay.



NOTE: The DHCP requests received on an interface are associated to a DHCP pool that is in
the same subnet as the primary IP address/subnet on an interface. If an interface is associated
with multiple IP addresses/subnets, the device uses the lowest numerically assigned IP address
as the primary IP address/subnet for the interface. To change the IP address/subnet that is listed
as the primary address on an interface, use the set interfaces < interface name > unit O family
inet X0 XXX XxXX.xxx/yy primary command and commit the change.

Interaction Among the DHCP Relay Agent, DHCP Client, and DHCP Servers

The pattern of interaction among the DCHP Relay agent, DHCP client, and DHCP servers is the same
regardless of whether the software installation is on a router or a switch. However, there are some difference

in the details of usage.

On routers—In a typical carrier edge network configuration, the DHCP client is on the subscriber’s computer,
and the DHCP relay agent is configured on the router between the DHCP client and one or more DHCP

Servers.

On switches—In a typical network configuration, the DHCP client is on an access device such as a personal
computer and the DHCP relay agent is configured on the switch between the DHCP client and one or

more DHCP servers.

The following steps describe, at a high level, how the DHCP client, DHCP relay agent, and DHCP server

interact in a configuration that includes two DHCP servers.

1.

The DHCP client sends a discover packet to find a DHCP server in the network from which to obtain
configuration parameters for the subscriber (or DHCP client), including an IP address.

The DHCP relay agent receives the discover packet and forwards copies to each of the two DHCP
servers. The DHCP relay agent then creates an entry in its internal client table to keep track of the
client’s state.

In response to receiving the discover packet, each DHCP server sends an offer packet to the client.
The DHCP relay agent receives the offer packets and forwards them to the DHCP client.

On receipt of the offer packets, the DHCP client selects the DHCP server from which to obtain
configuration information. Typically, the client selects the server that offers the longest lease time on
the IP address.

. The DHCP client sends a request packet that specifies the DHCP server from which to obtain

configuration information.

. The DHCP relay agent receives the request packet and forwards copies to each of the two DHCP

Servers.



8.
9.

The DHCP server requested by the client sends an acknowledgement (ACK) packet that contains the
client’s configuration parameters.

The DHCP relay agent receives the ACK packet and forwards it to the client.

The DHCP client receives the ACK packet and stores the configuration information.

10.If configured to do so, the DHCP relay agent installs a host route and Address Resolution Protocol

(ARP) entry for this client.

11.After establishing the initial lease on the IP address, the DHCP client and the DHCP server use unicast

transmission to negotiate lease renewal or release. The DHCP relay agent “snoops” on all of the packets
unicast between the client and the server that pass through the router (or switch) to determine when
the lease for this client has expired or been released. This process is referred to as lease shadowing or
passive snooping.

Minimum DHCP Relay Agent Configuration

This example shows the minimum configuration you need to use the extended DHCP relay agent on the

router or switch:

[edit forwarding-options]
dhcp-relay {
server-group {
test 203.0.113.21;
}
active-server-group test;
group all {
interface fe-0/0/2.0;

NOTE: The interface type in this topic is just an example. The fe- interface type is not supported
by EX Series switches.

This example creates a server group and an active server group named test with IP address 203.0.113.21.
The DHCP relay agent configuration is applied to a group named all. Within this group, the DHCP relay

agent is enabled on interface fe-0/0/2.0.
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The DHCP relay agent operates as the interface between DHCP clients and the server. The DHCP Relay
Agent relays DHCP messages between DHCP clients and DHCP servers on different IP networks.

This example describes how to configure the DHCP relay agent on the SRX Series device. SRX series device
acting as DHCP relay agent is responsible for forwarding the requests and responses between the DHCP
clients and the server which are part of different routing instances.

Requirements

This example uses the following hardware and software components:

o SRX Series devices with Junos OS 15.1X49-D10 or later.

Overview

You can configure DHCP relay agent to provide additional security when exchanging DHCP messages
between a DHCP server and DHCP clients that reside in different virtual routing instances. This type of
configuration is for DHCP relay connection between a DHCP server and a DHCP client, when the DCHP
server resides in a network that is isolated from the client network.

Topology
To exchange DHCP messages between different routing instances, you must enable both the server-facing

interface and the client-facing interface of the DHCP relay agent to recognize and forward DHCP packets.

The following Figure 11 on page 172 shows DHCP performance as DHCP local server, DHCP client, and
DHCP relay agent



Figure 11: Understanding DHCP Services in a Routing Instance
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The following list provides an overview of the tasks required to create the DHCP message exchange
between the different routing instances:

o Configure the client-facing side of the DHCP relay agent.

e Configure the server-facing side of the DHCP relay agent.

e Configure the Security Zone to Allow the DHCP protocol.
Table1l: DHCP Relay Parameters:

Parameters Client-Side-Details Server-Side-Details
interface ge-0/0/3.0 ge-0/0/3.0

routing interface trust-vr untrust-vr

ip address 10.1.1.2/24 20.1.1.1/24

NOTE: In order to make this setup work, the DHCP server connecting route and relay agent
interface route must be in both routing-instances. For example, in the above topology, the
server route 30.1.1.0/24 needs to be shared with the dhcp-relay VR, and the dhcp-relay
interface route 10.1.1.0/24 exact needs to be shared with the default routing instance.

Also, a dummy dhcp-relay config must be added in the routing instance with the DHCP server.
If this is not configured, dhcp-relay will not be able to receive packets from the DHCP server.

Configuration

CLI Quick Configuration

The following procedures describe the configuration tasks for creating the DHCP message exchange
between the DHCP server and clients in different routing instances. To quickly configure this example,
copy the following commands, paste them into a text file, remove any line breaks, change any details



necessary to match your network configuration, copy and paste the commands into the CLI at the [edit]
hierarchy level, and then enter commit from configuration mode.

Quick configuration for Client-Facing Support:

set routing-instances trust-vr instance-type virtual-router
set routing-instances trust-vr interface ge-0/0/3.0
set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/24

Quick configuration for Server-Facing Support:

set routing-instances untrust-vr instance-type virtual-router

set routing-instances untrust-vr interface ge-0/0/4.0

set routing-instances untrust-vr forwarding-options dhcp-relay forward-only-replies
set interfaces ge-0/0/4 unit O family inet address 20.1.1.1/24

Quick configuration for DHCP Relay Support:

set routing-instances untrust-vr forwarding-options dhcp-relay server-group dummy-config

set routing-instances untrust-vr routing-options instance-import import_relay_route_to_server_vr

set routing-instances untrust-vr routing-options static route 30.1.1.0/24 next-hop 20.1.1.2

set routing-instances trust-vr forwarding-options dhcp-relay server-group server-1 30.1.1.2

set routing-instances trust-vr forwarding-options dhcp-relay active-server-group server-1

set routing-instances trust-vr forwarding-options dhcp-relay group relay-in-vr interface ge-0/0/3.0

set routing-instances trust-vr routing-options instance-import export_dhcp_server_route

set policy-options policy-statement export_dhcp_server_route term 1 from instance untrust-vr

set policy-options policy-statement export_dhcp_server_route term 1 from route-filter 30.1.1.0/24 exact
set policy-options policy-statement export_dhcp_server_route term 1 then accept

set policy-options policy-statement export_dhcp_server_route term 2 then reject

set policy-options policy-statement import_relay_route_to_server_vr term 1 from instance trust-vr

set policy-options policy-statement import_relay_route_to_server_vr term 1 from route-filter 10.1.1.0/24 exact
set policy-options policy-statement import_relay_route_to_server_vr term 1 then accept

set policy-options policy-statement import_relay_route_to_server_vr term 2 then reject

set routing-options static route 30.1.1.2/32 next-table untrust-vr.inet.0

Quick configuration for Security Zone to Allow the DHCP Protocol:

set security policies default-policy permit-all

set security zones security-zone untrust interfaces ge-0/0/4.0 host-inbound-traffic system-services all
set security zones security-zone untrust interfaces ge-0/0/4.0 host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/3.0 host-inbound-traffic system-services all
set security zones security-zone trust interfaces ge-0/0/3.0 host-inbound-traffic protocols all



Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure support on the client-facing side of the DHCP relay agent:

1. Set arouting instance type as virtual router.

[edit]

user@host# set routing-instances trust-vr instance-type virtual-router
2. Set an interface to the virtual router

[edit]

user@host# set routing-instances trust-vr interface ge-0/0/3.0
3. Set the IP address to the interface.

[edit]

user@host# set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/24

Step-by-Step Procedure

To configure support on the server-facing side of the DHCP relay agent:

1. Set a virtual router.

[edit]
user@host# set routing-instances untrust-vr instance-type virtual-router

2. Set aninterface to the virtual router.

[edit]
user@host# set routing-instances untrust-vr interface ge-0/0/4.0

3. Set the forward-only-replies option.

[edit]
user@host# set routing-instances untrust-vr forwarding-options dhcp-relay forward-only-replies



4. Set the IP address to the interface.

[edit]
user@host# set interfaces ge-0/0/4 unit O family inet address 20.1.1.1/24

Step-by-Step Procedure

To configure the DHCP local server to support:

1. Set the configuration in dhcp-relay for untrust-vr routing instance

[edit ]

user@host# set routing-instances untrust-vr forwarding-options dhcp-relay server-group dummy-config
user@host# set routing-instances untrust-vr routing-options instance-import import_relay_route_to_server_vr
user@host# set routing-instances untrust-vr routing-options static route 30.1.1.0/24 next-hop 20.1.1.2

2. Set the configuration in dhcp-relay for trust-vr routing instance

[edit ]

user@host# set routing-instances trust-vr forwarding-options dhcp-relay server-group server-1 30.1.1.2

user@host# set routing-instances trust-vr forwarding-options dhcp-relay active-server-group server-1

user@host# set routing-instances trust-vr forwarding-options dhcp-relay group relay-in-vr interface
ge-0/0/3.0

user@host# set routing-instances trust-vr routing-options instance-import export_dhcp_server_route

3. Set the configuration to share routes between routing instances.

[edit ]

user@host# set policy-options policy-statement export_dhcp_server_route term 1 from instance untrust-vr

user@host# set policy-options policy-statement export_dhcp_server_route term 1 from route-filter
30.1.1.0/24 exact

user@host# set policy-options policy-statement export_dhcp_server_route term 1 then accept

user@host# set policy-options policy-statement export_dhcp_server_route term 2 then reject

user@host# set policy-options policy-statement import_relay_route_to_server_vr term 1 from instance
trust-vr

user@host# set policy-options policy-statement import_relay_route_to_server_vr term 1 from route-filter
10.1.1.0/24 exact

user@host# set policy-options policy-statement import_relay_route_to_server_vr term 1 then accept

user@host# set policy-options policy-statement import_relay_route_to_server_vr term 2 then reject

user@host# set routing-options static route 30.1.1.2/32 next-table untrust-vr.inet.0



NOTE: You can enable an SRX Series device to function as a DHCP local server. The DHCP
local server provides an IP address and other configuration information in response to a client
request.

Step-by-Step Procedure

To configure the security zone to allow the DHCP Protocol:

1. Set the default security policy to permit all traffic.

[edit ]
user@host# set security policies default-policy permit-all

2. Set all system services and protocols on interface ge-0/0/4.0.

[edit ]
user@host# set security zones security-zone untrust interfaces ge-0/0/4.0 host-inbound-traffic
system-services all

user@host# set security zones security-zone untrust interfaces ge-0/0/4.0 host-inbound-traffic protocols
all

3. Set all system services and protocols on interface ge-0/0/3.0.

[edit ]
user@host# set security zones security-zone trust interfaces ge-0/0/3.0 host-inbound-traffic system-services
all

user@host# set security zones security-zone trust interfaces ge-0/0/3.0 host-inbound-traffic protocols all

Results
e Result for Client-facing Support:

From configuration mode, confirm your configuration by entering the show routing-instances command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show routing-instances
trust-vr {

instance-type virtual-router;



interface ge-0/0/3.0;

e Result for Server-Facing Support:

From configuration mode, confirm your configuration by entering the show routing-instances command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show routing-instances
untrust-vr {
instance-type virtual-router;
interface ge-0/0/4.0;
forwarding-options {
dhcp-relay {
forward-only-replies;

e Result for DHCP Local Server Support:

From configuration mode, confirm your configuration by entering the show routing-instances, show
policy-options and show routing-options commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show routing-instances
trust-vr {
routing-options {
instance-import export_dhcp_server_route;
}
forwarding-options {
dhcp-relay {
server-group {
server-1 {
30.1.1.2;

}
active-server-group server-1;
group relay-in-vr {

interface ge-0/0/3.0;



}
untrust-vr {
routing-options {
static {
route 30.1.1.0/24 next-hop 20.1.1.2;
}
instance-import import_relay_route_to_server_vr;
}
forwarding-options {
dhcp-relay {
server-group {
dummy-config;

}
[edit]
user@host# show policy-options
policy-statement export_dhcp_server_route {
term 1 {
from {
instance untrust-vr;
route-filter 30.1.1.0/24 exact;
}
then accept;
}
term 2 {
then reject;

}
policy-statement import_relay_route_to_server_vr {
term 1 {
from {
instance trust-vr;
route-filter 10.1.1.0/24 exact;
}
then accept;
}
term 2 {
then reject;



[edit]
user@host# show routing-options
static {
route 30.1.1.2/32 next-table untrust-vr.inet.O;

e Result for Security Zone to Allow the DHCP Protocol:

From configuration mode, confirm your configuration by entering the show security policies and show
security zones commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show security policies
default-policy {

permit-all;
}
[edit]
user@host# show security zones

security-zone HOST {

interfaces {
all;

}
security-zone untrust {
interfaces {
ge-0/0/4.0 {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

security-zone trust {
interfaces {
ge-0/0/3.0 {
host-inbound-traffic {
system-services {
all;



}
protocols {
all;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying the DHCP Relay Statistics Configuration:

Purpose
Verify that the DHCP Relay Statistics has been configured.

Action
e From operational mode, enter the show dhcp relay statistics routing-instance dhcp-relay command.

Packet s dropped:
Total O

Messages recei ved:
BOOTREQUEST 1
DHCPDECLI NE O
DHCPDI SCOVER 0
DHCPI NFORM 0
DHCPRELEASE 0
DHCPREQUEST 1

Messages sent:
BOOTREPLY 1
DHCPOFFER O
DHCPACK 1
DHCPNAK 0
DHCPFORCERENEW 0O

Verifying DHCP client bindings in the routing instance.

Purpose



Verify that the DHCP client bindings in the routing instances has been configured.

Action
e From operational mode, enter the show dhcp relay binding routing-instance dhcp-relay command.

| P address Session |Id Hardware address Expires State Interface
10. 10. 10. 2 14 00: Oc: 29: €9: 6d: 00 86381 BOUND ge-0/0/1.0

Configuring a DHCP Relay Agent on EX Series Switches

You can configure an EX Series switch to act as an extended DHCP relay agent. This means that a locally
attached host can issue a DHCP request as a broadcast message and the switch configured for DHCP
relay relays the message to a specified DHCP server. Configure a switch to be a DHCP relay agent if you
have locally attached hosts and a remote DHCP server.

Before you begin:
e Ensure that the switch can connect to the DHCP server.
To configure a switch to act as an extended DHCP relay agent server:

1. Create at least one DHCP server group, which is a group of 1 through 5 DHCP server IP addresses:

[edit forwarding-options dhcp-relay]
user@switch# set server-group server-group-name ip-address

2. Set the global active DHCP server group. The DHCP relay agent relays DHCP client requests to the
DHCP servers defined in the active server group:

[edit forwarding-options dhcp-relay]
user@switch# set active-server-group server-group-name

3. Create a DHCP relay group that includes at least one interface. DHCP relay runs on the interfaces
defined in DHCP groups:

[edit forwarding-options dhcp-relay]
user@switch# set group group-name interface interface-name



4. (Optional) Configure overrides of default DHCP relay behaviors, at the global level. See the override
options in the overrides statement.

[edit forwarding-options dhcp-relay]
user@switch# set overrides

5. (Optional) Configure DHCP relay to use the DHCP vendor class identifier option (option 60) in DHCP
client packets, at the global level:

[edit forwarding-options dhcp-relay]
user@switch# set relay-option option-number 60

6. (Optional) Configure settings for a DHCP relay group that override the settings at the global level, using
these statements:

[edit forwarding-options dhcp-relay group group-name]
user@switch# set active-server-group server-group-name
user@switch# set overrides

user@switch# set relay-option option-number 60

7. (Optional) Configure settings for a DHCP relay group interface that override the settings at the global
and group levels, using these statements:

[edit forwarding-options dhcp-relay group group-name interface interface-name]
user@switch# exclude

user@switch# set overrides

user@switch# set trace

user@switch# set upto upto-interface-name

Configuring DHCP Smart Relay (Legacy DHCP Relay)

You can use DHCP smart relay to provide redundancy and resiliency to your DHCP relay configuration.
Smart relay provides additional relay functionality and requires all of the configuration settings required
by DHCP relay. To use DHCP smart relay, you also need an interface with multiple IP addresses assigned
to it. You can achieve this by doing either of the following tasks:



e Create arouted VLAN interface and assign at least two IP addresses to it. See Configuring IRB Interfaces
on Switches and Example: Configuring Routing Between VLANs on One Switch Using an IRB Interface for
information about this approach.

o Create a Layer 3 logical interface (by using VLAN tagging) and assign at least two IP addresses to it. See
Understanding Layer 3 Logical Interfaces and Configuring a Layer 3 Logical Interface for information about
this approach.

Once you have created an interface with multiple IP addresses, complete the smart relay configuration by
entering one of the following statements:

o set forwarding-options helpers bootp smart-relay-global: Use this statement to enable smart relay on
all the interfaces that are configured as relay agents.

o set forwarding-options helpers bootp interface interface-name smart-relay-agent: Use this statement
to enable smart relay on a specific interface.

When smart relay is configured for an interface, the switch initially sends DHCP request (discover) messages
out of that interface using the primary address of the interface as the gateway IP address (in the giaddr
field) for the DHCP message. If no DHCP offer message is received from a server in reply, the switch allows
the client to send as many as three more discover messages using the same gateway IP address. If no
DHCP offer message is received after three retries, the switch resends the discover message using the
alternate IP address as the gateway IP address. If you configure more than two IP addresses on the relay
agent interface, the switch repeats this process until a DHCP offer message is received or all of the IP
addresses have been used without success.

SEE ALSO

‘ bootp

Disabling Automatic Binding of Stray DHCP Requests

DHCP requests that are received but have no entry in the database are known as stray requests. By default,
DHCP relay, DHCP relay proxy, and DHCPvé relay agent attempt to bind the requesting client by creating
a database entry and forwarding the request to the DHCP server. If the server responds with an ACK, the
client is bound and the ACK is forwarded to the client. If the server responds with a NAK, the database
entry is deleted and the NAK is forwarded to the client. This behavior occurs regardless of whether
authentication is configured.

You can override the default configuration at the global level, for a named group of interfaces, or for a
specific interface within a named group. Overriding the default causes DHCP relay, DHCP relay proxy,
and DHCPvé6 relay agent to drop all stray requests instead of attempting to bind the clients.



NOTE: Automatic binding of stray requests is enabled by default.

e To disable automatic binding behavior, include the no-bind-on-request statement when you configure

DHCP overrides at the global, group, or interface level.

[edit forwarding-options dhcp-relay overrides]
user@host# set no-bind-on-request

¢ To override the default behavior for DHCPvé relay agent, configure the override at the [edit
forwarding-options dhcp-relay dhcpvé] hierarchy level.

[edit forwarding-options dhcp-relay dhcpvé overrides]
user@host# set no-bind-on-request

The following two examples show a configuration that disables automatic binding of stray requests for a
group of interfaces and a configuration that disables automatic binding on a specific interface.

To disable automatic binding of stray requests on a group of interfaces:

1. Specify the named group.

[edit forwarding-options dhcp-relay]
user@host# edit group boston

2. Specify that you want to configure overrides.

[edit forwarding-options dhcp-relay group boston]
user@host# edit overrides

3. Disable automatic binding for the group.

[edit forwarding-options dhcp-relay group boston overrides]
user@host# set no-bind-on-request

To disable automatic binding of stray requests on a specific interface:

1. Specify the named group of which the interface is a member.

[edit forwarding-options dhcp-relay]



user@host# edit group boston

2. Specify the interface on which you want to disable automatic binding.

[edit forwarding-options dhcp-relay group boston]
user@host# edit interface fe-1/0/1.2

3. Specify that you want to configure overrides.

[edit forwarding-options dhcp-relay group boston interface fe-1/0/1.2]
user@host# edit overrides

4. Disable automatic binding on the interface.

[edit forwarding-options dhcp-relay group boston interface fe-1/0/1.2 overrides]
user@host# set no-bind-on-request

Using Layer 2 Unicast Transmission instead of Broadcast for DHCP Packets

You can configure the DHCP relay agent to override the setting of the broadcast bit in DHCP request
packets. DHCP relay agent then instead uses the Layer 2 unicast transmission method to send DHCP Offer
reply packets and DHCP ACK reply packets from the DHCP server to DHCP clients during the discovery
process.

To override the default setting of the broadcast bit in DHCP request packets:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that the DHCP relay agent uses the Layer 2 unicast transmission method.

[edit forwarding-options dhcp-relay overrides]
user@host# set layer2-unicast-replies



Changing the Gateway IP Address (giaddr) Field to the giaddr of the DHCP
Relay Agent

You can configure the DHCP relay agent to change the gateway IP address (giaddr) field in packets that
it forwards between a DHCP client and a DHCP server.

To overwrite the giaddr of every DHCP packet with the giaddr of the DHCP relay agent before forwarding
the packet to the DHCP server:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that the giaddr of DHCP packets is overwritten.

[edit forwarding-options dhcp-relay overrides]
user@host# set always-write-giaddr

Configure DHCP Relay Agent to Replace Request and Release Packets with
Gateway IP address

You can configure the DHCP relay agent to replace request and release packets with the gateway IP
address (giaddr) before forwarding the packet to the DHCP server.

To replace the source address with giaddr:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that you want to replace the IP source address in DHCP relay request and release packets with
the gateway IP address (giaddr).

[edit forwarding-options dhcp-relay overrides]
user@host# set replace-ip-source-with giaddr



Overriding the Default DHCP Relay Configuration Settings

You can override the default DHCP relay configuration settings at the global level, for a named group of
interfaces, or for a specific interface within a named group.

e To override global default DHCP relay agent configuration options, include the overrides statement and
its subordinate statements at the [edit forwarding-options dhcp-relay] hierarchy level.

e To override DHCP relay configuration options for a named group of interfaces, include the statements
at the [edit forwarding-options dhcp-relay group group-name] hierarchy level.

e To override DHCP relay configuration options for a specific interface within a named group of interfaces,
include the statements at the [edit forwarding-options dhcp-relay group group-name interface
interface-name] hierarchy level.

e To configure overrides for DHCPvé6 relay at the global level, group level, or per-interface, use the
corresponding statements at the [edit forwarding-options dhcp-relay dhcpvé] hierarchy level.



To override default DHCP relay agent configuration settings:

1. (DHCPv4 and DHCPvé) Specify that you want to configure override options.
e DHCPv4 overrides.

Global override:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

Group-level override:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name overrides

Per-interface override:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name interface interface-name overrides

e DHCPvV6 overrides.

Global override:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit overrides

Group-level override:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit group group-name overrides

Per-interface override:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit group group-name interface interface-name overrides

2. (DHCPv4 only) Enable DHCP relay proxy mode.
See “Enabling DHCP Relay Proxy Mode” on page 225.

3. (DHCPv4 only) Overwrite the giaddr in DHCP packets that the DHCP relay agent forwards.



See “Changing the Gateway IP Address (giaddr) Field to the giaddr of the DHCP Relay Agent” on
page 186.

. (DHCPv4 only) Replace the IP source address in DHCP relay request and release packets with the
gateway IP address (giaddr).

See “Configure DHCP Relay Agent to Replace Request and Release Packets with Gateway IP address”
on page 186.

. (DHCPv4 only) Override the DHCP relay agent information option (option 82) in DHCP packets.

See “Overriding Option 82 Information” on page 211.

. (DHCPv4 only) Override the setting of the broadcast bit in DHCP request packets and use the Layer
2 unicast transmission method.

See “Using Layer 2 Unicast Transmission instead of Broadcast for DHCP Packets” on page 185.

. (DHCPvV4 only) Trust DHCP client packets that have a giaddr of O and that contain option 82 information.

See “Enable Processing of Untrusted Packets So Option 82 Information Can Be Used” on page 218.

. (DHCPv4 and DHCPv6) Override the maximum number of DHCP clients allowed per interface.

See “Specifying the Maximum Number of DHCP Clients Per Interface” on page 287.

. (DHCPv4 only) Configure client auto logout.

See “DHCP Auto Logout Overview” on page 284.

10.(DHCPv4 and DHCPv6) Enable or disable support for DHCP snooped clients on interfaces.

See Enabling and Disabling DHCP Snooped Packets Support for DHCP Relay Agent.

11.(DHCPv4 and DHCPv6) Delay authentication of subscribers until the DHCP client sends a Request

packet.

See the delay-authentication.

12.(DHCPv4 and DHCPv6) Send release messages to the DHCP server when clients are deleted.

See “Sending Release Messages When Clients Are Deleted” on page 291.

13. (Optional) Specify that when the DHCP or DHCPVé relay agent receives a Discover or Solicit message

that has a client ID that matches the existing client entry, the relay agent deletes the existing client
entry.
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See DHCP Behavior When Renegotiating While in Bound State.

14.(DHCPv6 only) Automatically log out existing client when new client solicits on same interface.

See Automatically Logging Out DHCPvé Clients.

15.(DHCPv4 only) Disable the DHCP relay agent on specific interfaces.

See “Disabling DHCP Relay Agent for Interfaces, for Groups, or Globally” on page 190.

16.(DHCPv4 and DHCPvé6) Disable automatic binding of stray DHCP requests.

See “Disabling Automatic Binding of Stray DHCP Requests” on page 183.

17.(DHCPv4 and DHCPv6) Assign a single-session DHCP dual-stack group to a specified group of
subscribers. You must assign the group to both legs of the DHCP dual stack.

See Configuring Single-Session DHCP Dual-Stack Support.

18. (Optional, DHCPv4 and DHCPvéI) Specify that a short lease be sent to the client.

See Configuring DHCP Asymmetric Leasing.

Disabling DHCP Relay Agent for Interfaces, for Groups, or Globally

You can disable DHCP relay on all interfaces or a group of interfaces.
To disable DHCP relay agent:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Disable the DHCP relay agent.

[edit forwarding-options dhcp-relay overrides]
user@host# set disable-relay



Example: Configuring DHCP Relay Agent Selective Traffic Processing Based
on DHCP Option Strings
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This example shows how to configure DHCP relay agent to use DHCP option strings to selectively identify,
filter, and process client traffic.

Requirements

This example uses the following hardware and software components:
e MX Series 5G Universal Routing Platforms or EX Series Switches
Before you configure DHCP relay agent selective processing support, be sure you:

e Configure DHCP relay agent.
See “Extended DHCP Relay Agent Overview” on page 197.

¢ (Optional) Configure a named DHCP local server group if you want to forward client traffic to a server
group.

See “Grouping Interfaces with Common DHCP Configurations” on page 263.

Overview

In this example, you configure DHCP relay agent to use DHCP option strings in client packets to selectively
identify, filter, and process client traffic. To configure selective processing, you perform the following
procedures:

1. ldentify the client traffic—Specify the DHCP option that DHCP relay agent uses to identify the client
traffic you want to process. The option you specify matches the option in the client traffic.

2. Configure a default action—Specify the default processing action, which DHCP relay uses for identified
client traffic that does not satisfy any configured match criteria.



3. Create match filters and associate an action with each filter—Specify match criteria that filter the client
traffic. The criteria can be an exact match or a partial match with the option string in the client traffic.
Associate a processing action with each match criterion.

Configuration

IN THIS SECTION
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To configure DHCP relay agent selective processing based on DHCP option information, perform these
tasks:

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them in a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the command into the CLI at the [edit] hierarchy level.

set forwarding-options dhcp-relay relay-option option-number 60

set forwarding-options dhcp-relay relay-option equals ascii video-gold forward-only

set forwarding-options dhcp-relay relay-option equals ascii video-bronze local-server-group servergroup-15
set forwarding-options dhcp-relay relay-option starts-with hexadecimal fffff local-server-group servergroup-east
set forwarding-options dhcp-relay relay-option default-action drop

Configuring DHCP Relay Agent To Selectively Process Client Traffic Based on DHCP Option Strings

Step-by-Step Procedure

To configure DHCP relay selective processing:

1. Specify that you want to configure DHCP relay agent support.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify the DHCP option that DHCP relay agent uses to identify incoming client traffic.

[edit forwarding-options dhcp-relay]



user@host# set relay-option option-number 60

. Configure a default action, which DHCP relay agent uses when the incoming client traffic does not
satisfy any configured match criteria.

[edit forwarding-options dhcp-relay]
user@host# set relay-option default-action drop

. Configure an exact match condition and associated action that DHCP relay uses to process the identified
client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option equals ascii video-gold forward-only

. Configure a second exact match condition and associated action that DHCP relay uses to process client
traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option equals ascii video-bronze local-server-group servergroup-15

. Configure a partial match criteria and associated action that DHCP relay uses to process client traffic.

[edit forwarding-options dhcp-relay]
user@host# set relay-option starts-with hexadecimal fffff local-server-group servergroup-east

Results

From configuration mode, confirm the results of your configuration by issuing the show statement at the
[edit forwarding-options] hierarchy level. If the output does not display the intended configuration, repeat
the configuration instructions in this example to correct it.

[edit forwarding-options]
user@host# show
dhcp-relay {
relay-option {
option-number 60;
equals {
ascii video-gold {
forward-only;



}
equals {
ascii video-bronze {
local-server-group servergroup-15;

1
default-action {
drop;

1
starts-with {
hexadecimal fffff {

local-server-group servergroup-east;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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To verify the status of DHCP relay agent selective traffic processing, perform this task:
Verifying the Status of DHCP Relay Agent Selective Traffic Processing

Purpose

Verify the DHCP relay agent selective traffic processing status.
Action
Display statistics for DHCP relay agent.

user @ost > show dhcp relay statistics

Packet s dr opped:
Tot al 30



Bad har dwar e address
Bad opcode

Bad options

Invalid server address
No avail abl e addresses
No i nterface match

No routing instance match
No valid | ocal address
Packet too short

Read error

Send error

Option 60

Option 82

N P P PN ODNPEP U WF P

Messages received:
BOOTREQUEST 116
DHCPDECLI NE 0
DHCPDI SCOVER 11
DHCPI NFORM 0
DHCPRELEASE 0
DHCPREQUEST 105

Messages sent:
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK
DHCPFORCERENEW

O O Fr N O

Packets forwarded:
Tot al
BOOTREQUEST 2
BOOTREPLY

Meaning

The Packets forwarded field in the show dhcp relay statistics command output displays the number of
client packets that have been forwarded as a result of the selective traffic processing configuration. In this
example, the output indicates the total number of packets that DHCP relay agent has forwarded, as well
as a breakdown for the number of BOOTREQUEST and BOOTREPLY packets forwarded.



Verifying and Managing DHCP Relay Configuration

Purpose

View or clear address bindings or statistics for DHCP relay agent clients.

Action
e To display the address bindings for DHCP relay agent clients:

user@host> show dhcp relay binding

e To display DHCP relay agent statistics:
user@host> show dhcp relay statistics

e To clear the binding state of DHCP relay agent clients:
user@host> clear dhcp relay binding

e To clear all DHCP relay agent statistics:

user@host> clear dhcp relay statistics

To clear or view information about client bindings and statistics in a routing instance, run the following
commands:

show dhcp relay binding routing instance <routing-instance name>

o show dhcp relay statistics routing instance <routing-instance name>

clear dhcp relay binding routing instance <routing-instance name>

clear dhcp relay statistics routing instance <routing-instance name>

NOTE: On all SRX Series devices, DHCP relay is unable to update the binding status based on
DHCP_RENEW and DHCP_RELEASE messages.

SEE ALSO

Minimum DHCP Relay Agent Configuration



Extended DHCP Relay Agent Overview

You can configure extended DHCP relay options on the router or on the switch and enable the router (or
switch) to function as a DHCP relay agent. A DHCP relay agent forwards DHCP request and reply packets
between a DHCP client and a DHCP server.

DHCP relay supports the attachment of dynamic profiles and also interacts with the local AAA Service
Framework to use back-end authentication servers, such as RADIUS, to provide subscriber authentication
or DHCP client authentication. You can attach dynamic profiles and configure authentication support on
a global basis or for a specific group of interfaces.

NOTE: The PTX Series Packet Transport Routers do not support authentication for DHCP relay
agents.

On the routers, you can use DHCP relay in carrier edge applications such as video/IPTV to obtain
configuration parameters, including an IP address, for your subscribers.

On the switches, you can use DHCP relay to obtain configuration parameters including an IP address for
DHCP clients.

NOTE: The extended DHCP relay agent options configured with the dhcp-relay statement are
incompatible with the DHCP/BOOTP relay agent options configured with the bootp statement.
As a result, you cannot enable both the extended DHCP relay agent and the DHCP/BOOTP
relay agent on the router at the same time.

For information about the DHCP/BOOTP relay agent, see Configuring Routers, Switches, and
Interfaces as DHCP and BOOTP Relay Agents.

You can also configure the extended DHCP relay agent to support IPvé6 clients. See“‘DHCPvé Relay Agent
Overview” on page 219 for information about the DHCPvé relay agent feature.

To configure the extended DHCP relay agent on the router (or switch), include the dhcp-relay statement
at the [edit forwarding-options] hierarchy level.

You can also include the dhcp-relay statement at the following hierarchy levels:

o [edit logical-systems logical-system-name forwarding-options]
o [editlogical-systems logical-system-name routing-instances routing-instance-name forwarding-options]

o [edit routing-instances routing-instance-name forwarding-options]



Interaction Among the DHCP Relay Agent, DHCP Client, and DHCP Servers

The pattern of interaction among the DCHP Relay agent, DHCP client, and DHCP servers is the same
regardless of whether the software installation is on a router or a switch. However, there are some difference
in the details of usage.

On routers—In a typical carrier edge network configuration, the DHCP client is on the subscriber’s computer,
and the DHCP relay agent is configured on the router between the DHCP client and one or more DHCP
servers.

On switches—In a typical network configuration, the DHCP client is on an access device such as a personal
computer and the DHCP relay agent is configured on the switch between the DHCP client and one or
more DHCP servers.

The following steps describe, at a high level, how the DHCP client, DHCP relay agent, and DHCP server
interact in a configuration that includes two DHCP servers.

1. The DHCP client sends a discover packet to find a DHCP server in the network from which to obtain
configuration parameters for the subscriber (or DHCP client), including an IP address.

2. The DHCP relay agent receives the discover packet and forwards copies to each of the two DHCP
servers. The DHCP relay agent then creates an entry in its internal client table to keep track of the
client’s state.

3. Inresponse to receiving the discover packet, each DHCP server sends an offer packet to the client.
The DHCP relay agent receives the offer packets and forwards them to the DHCP client.

4. On receipt of the offer packets, the DHCP client selects the DHCP server from which to obtain
configuration information. Typically, the client selects the server that offers the longest lease time on
the IP address.

5. The DHCP client sends a request packet that specifies the DHCP server from which to obtain
configuration information.

6. The DHCP relay agent receives the request packet and forwards copies to each of the two DHCP
servers.

7. The DHCP server requested by the client sends an acknowledgement (ACK) packet that contains the
client’s configuration parameters.

8. The DHCP relay agent receives the ACK packet and forwards it to the client.
9. The DHCP client receives the ACK packet and stores the configuration information.

10.If configured to do so, the DHCP relay agent installs a host route and Address Resolution Protocol
(ARP) entry for this client.

11.After establishing the initial lease on the IP address, the DHCP client and the DHCP server use unicast
transmission to negotiate lease renewal or release. The DHCP relay agent “snoops” on all of the packets
unicast between the client and the server that pass through the router (or switch) to determine when



the lease for this client has expired or been released. This process is referred to as lease shadowing or

passive snooping.

DHCP Liveness Detection

Liveness detection for DHCP subscriber or DHCP client IP sessions utilizes an active liveness detection
protocol to institute liveness detection checks for relevant clients. Clients are expected to respond to
liveness detection requests within a specified amount of time. If the responses are not received within
that time for a given number of consecutive attempts, then the liveness detection check fails and a failure

action is implemented.

NOTE: DHCP liveness detection either globally or per DHCP group.

DHCP Overview | 31
Secure DHCP Message Exchange | 327

DHCP Client | 227
Suppressing DHCP Routes | 337

DHCP and BOOTP Relay Agent

IN THIS SECTION

DHCP and BOOTP Relay Overview for Switches | 200
Configuring DHCP and BOOTP Relay | 202
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You can configure a Juniper Networks switch to act as a Dynamic Host Configuration Protocol (DHCP) or
Bootstrap Protocol (BOOTP) relay agent. If you configure a switch to be a DHCP relay agent, you can also
enable smart DHCP relay.



You can also enable BOOTP support when the switch is configured as a DHCP server. For more details,
read this topic.

DHCP and BOOTP Relay Overview for Switches

You can configure a Juniper Networks switch to act as a Dynamic Host Configuration Protocol (DHCP) or
Bootstrap Protocol (BOOTP) relay agent. This means that if the switch receives a broadcast DHCP or
BOOTP request from a locally attached host (client), it relays the message to a specified DHCP or BOOTP
server. You should configure the switch to be a DHCP/BOOTP relay agent if you have locally attached
hosts and a distant DHCP or BOOTP server.

You can configure the switch to use the gateway IP address (giaddr) as the source IP address of the switch
for relayed DHCP packets when the switch is used as the DHCP relay agent. For information on configuring
this option, see the source-address-giaddr configuration statement.

You can also use smart DHCP relay, which enables you to configure alternative IP addresses for the gateway
interface so that if the server fails to reply to the requests sent from the primary gateway address, the
switch can resend the requests using the alternative gateway addresses. To use this feature, you must
configure a Layer 3 interface, Layer 3 subinterface, or IRB interface with multiple IP addresses and configure
that interface to be a relay agent.

NOTE: Because DHCP and BOOTP messages are broadcast and are not directed to a specific
server, switch, or router, Juniper switches cannot function as both a DHCP server and a
DHCP/BOOTP relay agent at the same time. The Junos operating system (Junos OS) generates
a commit error if both options are configured at the same time, and the commit operation does
not succeed until one of the options is removed.

DHCP Client and Server Model

DHCP IP address allocation works on a client/server model in which the server, in this case a Junos OS,
assigns the client reusable IP information from an address pool. A DHCP client might receive offer messages
from multiple DHCP servers and can accept any one of the offers; however, the client usually accepts the
first offer it receives. See Figure 1 on page 34.
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Figure 12: DHCP Client/Server Model
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DHCP consists of a four-step transfer process beginning with a broadcast DHCP discovery message from
the client. As the second step, the client receives a DHCP offer message from the server. This message
includes the IP address and mask, and some other specific parameters. The client then sends a DHCP

4041178

request message to accept the IP address and other parameters that it received from the server in the
previous step. The DHCP server sends a DHCP response message and removes the now-allocated address
from the DHCP address pool. See Figure 2 on page 34.

NOTE: Because the DHCP discovery message from the client is a broadcast message and because
broadcast messages cross other segments only when they are explicitly routed, you might have
to configure a DHCP relay agent on the switch interface so that all DHCP discovery messages

from the clients are forwarded to one DHCP server.



DHCP Client, Server, and Relay Agent Model

The DHCP relay agent is located between a DHCP client and DHCP server and forwards DHCP messages
between servers and clients as following:

1.

8.
9.

The DHCP client sends a discover packet to find a DHCP server in the network from which to obtain
configuration parameters for the subscriber (or DHCP client), including an IP address.

. The DHCP relay agent receives the discover packet and forwards copies to each of the two DHCP

servers. The DHCP relay agent then creates an entry in its internal client table to keep track of the
client’s state.

In response to receiving the discover packet, each DHCP server sends an offer packet to the client.
The DHCP relay agent receives the offer packets and forwards them to the DHCP client.

On receipt of the offer packets, the DHCP client selects the DHCP server from which to obtain
configuration information. Typically, the client selects the server that offers the longest lease time on
the IP address.

. The DHCP client sends a request packet that specifies the DHCP server from which to obtain

configuration information.

. The DHCP relay agent receives the request packet and forwards copies to each of the two DHCP

Servers.

. The DHCP server requested by the client sends an acknowledgement (ACK) packet that contains the

client’s configuration parameters.
The DHCP relay agent receives the ACK packet and forwards it to the client.

The DHCP client receives the ACK packet and stores the configuration information.

10.If configured to do so, the DHCP relay agent installs a host route and Address Resolution Protocol

(ARP) entry for this client.

11.After establishing the initial lease on the IP address, the DHCP client and the DHCP server use unicast

transmission to negotiate lease renewal or release. The DHCP relay agent “snoops” on all of the packets
unicast between the client and the server that pass through the router (or switch) to determine when
the lease for this client has expired or been released. This process is referred to as lease shadowing or
passive snooping.

Configuring DHCP and BOOTP Relay

You can configure a switch to act as a Dynamic Host Configuration Protocol (DHCP) and Bootstrap Protocol
(BOOTP) server or DHCP relay agent. When a switch is a relay agent, if a locally attached host issues a
DHCP or BOOTP request as a broadcast message, the switch relays the message to a specified DHCP or



BOOTP server. You should configure a switch to be a DHCP and BOOTP relay agent if you have locally
attached hosts and a remote DHCP or BOOTP server.

NOTE: This task uses the Enhanced Layer 2 Software (ELS) configuration style.If your switch
runs software that does not support ELS, see “Configuring DHCP and BOOTP Relay” on page 202.
For ELS details, see Using the Enhanced Layer 2 Software CLI.

To configure a switch to be a server, use the dhcp-local-server statement. To configure a switch to be a
relay agent, use the dhcp-relay statement.

If you want to enable BOOTP support when the switch is configured to be a DHCP server, enter the
following statement:

[edit system services dhcp-1ocal -server]

user @w t ch# set overrides bootp-support

If you want to enable BOOTP support when the switch is configured to be a DHCP relay agent, enter the
following statement:

[edit forwarding-options dhcp-relay]
user @w t ch# set overrides bootp-support

Configuring DHCP and BOOTP Relay on QFX Series

IN THIS SECTION

Configuring a DHCP and BOOTP Relay Agent on QFX Series | 204
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You can configure the QFX Series to act as a Dynamic Host Configuration Protocol (DHCP) and Bootstrap
Protocol (BOOTP) relay agent. This means that if a locally attached host can issue a DHCP or BOOTP
request as a broadcast message and the switch relays the message to a specified DHCP or BOOTP server.
You should configure a switch to be a DHCP and BOOTP relay agent if you have locally attached hosts
and a remote DHCP or BOOTP server.



NOTE: This task uses a release of Junos OS that does not support the Enhanced Layer 2 Software
(ELS) configuration style. If your switch runs software that supports ELS, see “Configuring DHCP
and BOOTP Relay” on page 202. For ELS details, see Using the Enhanced Layer 2 Software CLI.

If you configure a switch to be a DHCP relay agent, you can also enable smart DHCP relay, which allows
you to configure alternative gateway addresses for a DHCP server so that if the server fails to reply to the
requests sent using the primary gateway address, the switch can resend the requests via the alternative
gateway addresses. To use this feature, you must configure a routed VLAN interface or Layer 3 logical
interface with multiple IP addresses and configure that interface to be a relay agent.

Configuring a DHCP and BOOTP Relay Agent on QFX Series

To configure a switch to act as a DHCP and BOOTP relay agent, include the bootp statement at the [edit
forwarding-options helpers] hierarchy level:

[edit forwarding-options helpers]
bootp {
apply-secondary-as-giaddr text-description;
client-response-ttl number;
description text-description;
interface (interface-name | interface-group) {
client-response-ttl number;
description text-description;
maximum-hop-count number;
minimum-wait-time seconds;
no-listen;
server address
apply-secondary-as-giaddr
}
maximum-hop-count number;
minimum-wait-time seconds;
relay-agent-option;
server server-identifier

To include a description of the BOOTP service, DHCP service, or interface, use the description statement.

To configure a logical interface or a group of logical interfaces with a specific DHCP relay or BOOTP
configuration, include the interface statement.

To stop packets from being forwarded, include the no-listen statement.



To set the maximum allowed number in the hops field of the BOOTP message, include the
maximum-hop-count statement. BOOTP messages that have a larger number in the hops field than the
maximum allowed are not forwarded. If you omit the maximum-hop-count statement, the default maximum
number of hops is four.

To set the minimum allowed number of seconds in the secs field of the BOOTP message, include the
minimum-wait-time statement. This setting configures a minimum number of seconds since the client sent
its first BOOTP request. BOOTP messages that have a smaller number in the secs field than the allowed
minimum are not forwarded. The default value for the minimum wait time is zero (0).

To set the IP address that specify the DHCP or BOOTP server for the router, switch, or interface, include
the server statement. You can include multiple server statements.

To set an IP time-to-live (TTL) value for DHCP response packets sent to a DHCP client, include the
client-response-ttl statement.

The following example demonstrates a BOOTP relay agent configuration.

user@host# show forwarding-options
helpers {
bootp {
description "dhcp relay agent global parameters";
server 192.168.55.44;
server 172.16.0.3 routing-instance c3;
maximum-hop-count 10;
minimum-wait-time 8;
interface {
xe-0/0/1 {
description "use this info for this interface";
server 10.10.10.10;
server 192.168.14.14;
maximum-hop-count 11;
minimum-wait-time 3;
}
xe-0/0/2 {
no-listen; ###ignore DHCPDISCOVER messages on this interface
}
all {
description "globals apply to all other interfaces";



SEE ALSO

bootp

Configuring DHCP Smart Relay on QFX Series

You can use DHCP smart relay to provide redundancy and resiliency to your DHCP relay configuration.
Smart relay provides additional relay functionality and requires all of the configuration settings required
by DHCP relay. To use DHCP smart relay, you also need an interface with multiple IP addresses assigned
to it. You can achieve this by doing either of the following tasks:

e Create arouted VLAN interface and assign at least two IP addresses to it. See Configuring IRB Interfaces
on Switches and Example: Configuring Routing Between VLANs on One Switch Using an IRB Interface for
information about this approach.

¢ Create a Layer 3 logical interface (by using VLAN tagging) and assign at least two IP addresses to it. See
Understanding Layer 3 Logical Interfaces and Configuring a Layer 3 Logical Interface for information about
this approach.

Once you have created an interface with multiple IP addresses, complete the smart relay configuration by
entering one of the following statements:

o set forwarding-options helpers bootp smart-relay-global: Use this statement to enable smart relay on
all the interfaces that are configured as relay agents.

o set forwarding-options helpers bootp interface interface-name smart-relay-agent: Use this statement
to enable smart relay on a specific interface.

When smart relay is configured for an interface, the switch initially sends DHCP request (discover) messages
out of that interface using the primary address of the interface as the gateway IP address (in the giaddr
field) for the DHCP message. If no DHCP offer message is received from a server in reply, the switch allows
the client to send as many as three more discover messages using the same gateway IP address. If no
DHCP offer message is received after three retries, the switch resends the discover message using the
alternate IP address as the gateway IP address. If you configure more than two IP addresses on the relay
agent interface, the switch repeats this process until a DHCP offer message is received or all of the IP
addresses have been used without success.

SEE ALSO

bootp
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DHCP Relay Agent Information Option (Option 82)
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The DHCP relay agent information option (option 82) enables you to include additional useful information
in the client-originated DHCP packets that the DHCP relay forwards to a DHCP server. You can configure
the option 82 support globally or for a named group of interfaces. For more information, read this topic.

Using DHCP Relay Agent Option 82 Information
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Subscriber management enables you to configure the DHCP relay agent to include additional option 82
information in the DHCP packets that the relay agent receives from clients and forwards to a DHCP server.
The DHCP server uses the additional information to determine the IP address to assign to the client. The
server might also use the information for other purposes—for example, to determine which services to
grant the client, or to provide additional security against threats such as address spoofing. The DHCP



server sends its reply back to the DHCP relay agent, and the agent removes the option 82 information
from the message and forwards the packet to the client.

To configure support for the DHCP relay agent information option 82, you use the relay-option-82
statement. You can configure the DHCP relay agent to include the following suboptions in the packet the
relay agent sends to the DHCP server:

o Agent Circuit ID (suboption 1)—An ASCII string that identifies the interface on which the client DHCP
packet is received.

NOTE: If relay-option-82 is configured, but none of the attributes under relay-option-82 (that
is, circuit-id | remote-id | server-id-override) are explicitly configured, then the default behavior
is for the circuit-id (that is, suboption 1) to always be included in the option-82 value. This is
true whether or not the vendor-specific attribute under relay-option-82 is configured.

o Agent Remote ID (suboption 2)—An ASCII string assigned by the DHCP relay agent that securely identifies
the client.

You can configure the option 82 support globally or for a named group of interfaces.

To restore the default behavior, in which option 82 information is not inserted into DHCP packets, you
use the delete relay-option-82 statement.

NOTE: The DHCPvé relay agent provides similar Agent Circuit ID and Agent Remote ID support
for DHCPvV6 clients. For DHCPv6, subscriber management uses DHCPvé6 option 18 to include
the circuit ID in the packets that the relay agent sends to a DHCPvé6 server, and option 37 to
include the remote ID in the packets. See DHCPvé Relay Agent Options.

The following sections describe the option 82 operations you can configure:

Configuring Option 82 Information

You use the relay-option-82 statement to configure the DHCP relay agent to insert option 82 information
in DHCP packets that the relay agent receives from clients and forwards to a DHCP server. When you
configure option 82, you can include one of the suboption statements to specify the type of information
you want to include in the DHCP packets. If you configure option 82 without including one of the suboption
statements, the Agent Circuit ID option is included by default. Use the circuit-id statement to include the
Agent Circuit ID (suboption 1) in the packets, or the remote-id statement to include the Agent Remote ID
(suboption 2).



You can optionally configure DHCP relay agent to include a prefix or the interface description as part of
the suboption information. If you specify the circuit-id or remote-id statement without including any of
the optional prefix, use-interface-description, use-vlan-id, include-irb-and-12, or no-vlan-interface-name
statements, the format of the Agent Circuit ID or Agent Remote ID information for Fast Ethernet (fe),
Gigabit Ethernet (ge), and integrated routing and bridging (irb) interfaces is one of the following, depending
on your network configuration:

o For Fast Ethernet or Gigabit Ethernet interfaces that do not use VLANSs, stacked VLANs (S-VLANSs), or
bridge domains:

(fe | ge)-foc/pic/port.subunit

NOTE: For remote systems, the subunit is required and is used to differentiate an interface.

e For Fast Ethernet or Gigabit Ethernet interfaces that use VLANS:
(fe | ge)-foc/pic/port:vian-id
e For Fast Ethernet or Gigabit Ethernet interfaces that use S-VLANSs:

(fe | ge)-foc/pic/port:svlan-id-vian-id

NOTE: Integrated routing and bridging (IRB) provides simultaneous support for Layer 2 bridging
and Layer 3 IP routing on the same interface. IRB enables you to route local packets to another
routed interface or to another bridging domain that has a Layer 3 protocol configured.

The interface to bridge domain relationship might be implicit (the interface is mapped to the
bridge domain by the system based on the VLAN tag) or explicit (the interface is mapped to the
bridge domain by configuring it in the bridge domain definition). For the explicit case, tagging
might not be relevant for the mapping.

In the case of an IRB interface, the format displays the Layer 2 interface instead of the IRB interface along
with the bridge domain name. For IRB interfaces (or other pseudo devices) the default format is as follows:

¢ IRB interfaces that use bridge domains but do not use VLANs or S-VLANs:
(fe | ge)-foc/pic/port.subunit:bridge-domain-name

¢ IRB interfaces that use VLANSs:



(fe | ge)-fpc/pic/port.subunit:vlan-name

To include the IRB interface name with the Layer 2 interface name, configure the include-irb-and-12
statement. The format is as follows:

¢ IRB interfaces that use bridge domains but do not use VLANs or S-VLANSs:

(fe | ge)-fpc/pic/port:bridge-domain-name+irb.subunit

¢ IRB interfaces that use VLANSs:

(fe | ge)-foc/pic/port:vian-name+irb.subunit

To include only the IRB interface name without the Layer 2 interface and bridge domain or VLAN, configure
the no-vlan-interface-name statement. The format is as follows:

irb.subunit

To enable insertion of option 82 information:

1. Specify that you want to configure option 82 support.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option-82

2. Configure the DHCP relay agent to insert the Agent Circuit ID suboption, the Agent Remote ID
suboption, or both.

e To insert the Agent Circuit ID:

[edit forwarding-options dhcp-relay relay-option-82]
user@host# set circuit-id

e To insert the Agent Remote ID:

[edit forwarding-options dhcp-relay relay-option-82]
user@host# set remote-id

e To insert both, configure both set commands.

3. (Optional) Configure a prefix that is used in the option 82 information in the DHCP packets.



See Including a Prefix in DHCP Options.

4. (Optional) Configure the DHCP relay agent to include the interface’s textual description instead of the
interface identifier in the option 82 information.

See Including a Textual Description in DHCP Options.

Overriding Option 82 Information

You can configure the DHCP relay agent to add or remove the DHCP relay agent information option
(option 82) in DHCP packets.

This feature causes the DHCP relay agent to perform one of the following actions, depending on the
configuration:

o If the DHCP relay agent is configured to add option 82 information to DHCP packets, it clears the existing
option 82 values from the DHCP packets and inserts the new values before forwarding the packets to
the DHCP server.

o If the DHCP relay agent is not configured to add option 82 information to DHCP packets, it clears the
existing option 82 values from the packets, but does not add any new values before forwarding the
packets to the DHCP server.

To override the default option 82 information in DHCP packets destined for a DHCP server:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that the option 82 information in DHCP packets is overwritten.

[edit forwarding-options dhcp-relay overrides]
user@host# set always-write-option-82

Including a Prefix in DHCP Options

When you configure the DHCP relay agent to include DHCP options in the packets that the relay agent
sends to a DHCP server, you can specify that the relay agent add a prefix to the DHCP option. You can
add a prefix to the following DHCP options:

e DHCPv4 option 82 Agent Circuit ID (suboption 1)

o DHCPV4 option 82 Agent Remote ID (suboption 2)



e DHCPv6 option 18 Relay Agent Interface-ID
e DHCPv6 option 37 Relay Agent Remote-ID

The prefix is separated from the DHCP option information by a colon (:), and it can include any combination
of the host-name, logical-system-name, and routing-instance-name options. The DHCP relay agent obtains
the values for the host-name, logical-system-name, and routing-instance-name as follows:

e If you include the host-name option, the DHCP relay agent uses the hostname of the device configured
with the host-name statement at the [edit system] hierarchy level.

e If you include the logical-system-name option, the DHCP relay agent uses the logical system name
configured with the logical-system statement at the [edit logical-system] hierarchy level.

o If you include the routing-instance-name option, the DHCP relay agent uses the routing instance name
configured with the routing-instance statement at the [edit routing-instances] hierarchy level or at the
[edit logical-system logical-system-name routing-instances] hierarchy level.

If you include the hostname and either or both of the logical system name and the routing instance name
in the prefix, the hostname is followed by a forward slash (/). If you include both the logical system name
and the routing instance name in the prefix, these values are separated by a semicolon ;).

The following examples show several possible formats for the DHCP option information when you specify
the prefix statement for Fast Ethernet (fe) or Gigabit Ethernet (ge) interfaces with S-VLANSs.

o If you include only the hostname in the prefix for Fast Ethernet or Gigabit Ethernet interfaces with
S-VLANSs:

hostname:(fe | ge)-fpc/pic/port:svlan-id-vlan-id

¢ If you include only the logical system name in the prefix for Fast Ethernet or Gigabit Ethernet interfaces
with S-VLANSs:

logical-system-name:(fe | ge)-foc/pic/port:svlan-id-vian-id

e If youinclude only the routing instance name in the prefix for Fast Ethernet or Gigabit Ethernet interfaces
with S-VLANSs:

routing-instance-name:(fe | ge)-fpc/pic/port:svian-id-vian-id

e If you include both the hostname and the logical system name in the prefix for Fast Ethernet or Gigabit
Ethernet interfaces with S-VLANSs:

host-name/logical-system-name:(fe | ge)-fpc/pic/port:svlian-id-vlan-id



e If you include both the logical system name and the routing instance name in the prefix for Fast Ethernet
or Gigabit Ethernet interfaces with S-VLANSs:

logical-system-name;routing-instance-name:(fe | ge)-fpc/pic/port:svlian-id-vian-id

e If you include the hostname, logical system name, and routing instance name in the prefix for Fast
Ethernet or Gigabit Ethernet interfaces with S-VLANSs:

host-name/logical-system-name;routing-instance-name:(fe | ge)-fpc/pic/port:svlan-id-vlan-id

For Fast Ethernet or Gigabit Ethernet interfaces that use VLANs but not S-VLANSs, only the vlan-id value
appears in the DHCP option format.

(DHCPv4) To configure a prefix with the option 82 information:

1. Specify that you want to configure option 82 support.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option-82

2. Configure DHCP relay agent to insert the Agent Circuit ID, the Agent Remote ID, or both.

¢ To configure the Agent Circuit ID:

[edit forwarding-options dhcp-relay relay-option-82]
user@host# edit circuit-id

e To configure the Agent Remote ID:

[edit forwarding-options dhcp-relay relay-option-82]
user@host# edit remote-id

3. Specify that the prefix be included in the option 82 information. In this example, the prefix includes
the hostname and logical system name.

e To include the prefix with the Agent Circuit ID:

[edit forwarding-options dhcp-relay relay-option-82 circuit-id]
user@host# set prefix host-name logical-system-name

e To include the prefix with the Agent Remote ID:

[edit forwarding-options dhcp-relay relay-option-82 remote-id]



user@host# set prefix host-name logical-system-name

(DHCPv6) To use a prefix with the DHCPv6 option 18 or option 37 information:

1. Specify that you want to configure DHCPVé6 relay agent support.

[edit forwarding-options dhcp-relay]
user@host# edit dhcpvé

2. Configure DHCPvé6 relay agent to insert option 18 (Relay Agent Interface-1D), option 37 (Relay Agent
Remote-I1D), or both.

e To configure option 18:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit relay-agent-interface-id

e To configure option 37:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit relay-agent-remote-id

3. Specify that the prefix is included in the option information. In this example, the prefix includes the
hostname and logical system name

e To include the prefix with option 18:

[edit forwarding-options dhcp-relay dhcpvé relay-agent-interface-id]
user@host# set prefix host-name logical-system-name

e To include the prefix with option 37:

[edit forwarding-options dhcp-relay dhcpvé relay-agent-remote-id]
user@host# set prefix host-name logical-system-name

Including a Textual Description in DHCP Options

By default, when DHCP relay agent inserts option information in the packets sent to a DHCP server, the
options include the interface identifier. However, you can configure the DHCP relay agent to include the
textual description that is configured for the interface instead of the interface identifier. You can use the
textual description for either the logical interface or the device interface.



You can include the textual interface description in the following DHCP options:

e DHCPv4 option 82 Agent Circuit ID (suboption 1)
o DHCPv4 option 82 Agent Remote ID (suboption 2)
e DHCPv6 option 18 Relay Agent Interface-ID

e DHCPv6 option 37 Relay Agent Remote-ID

The textual description is configured separately, using the description statement at the [edit interfaces
interface-name] hierarchy level. If you specify that the textual description is used and no description is
configured for the interface, DHCP relay defaults to using the Layer 2 interface name.

In the case of integrated routing and bridging (IRB) interfaces, the textual description of the Layer 2 interface
is used instead of the textual description of the IRB interface. If there is no description configured, the
Layer 2 logical interface name is used.

NOTE: For IRB interfaces, the option 82 field must be able to uniquely identify the incoming
interface based on either the Agent Circuit ID or Agent Remote ID . You can modify the
information in the textual interface description to match the raw IFD (physical interface without
a subunit) name and configure the option 82 field to use the interface description.

You can use the textual description with the following DHCP options:

e DHCPv4 Option 82 Agent Circuit ID (suboption 1)
e DHCPv4 Option 82 Agent Remote ID (suboption 2)
e DHCPv6 Relay Agent Interface-ID (option 18)

e DHCPv6 Relay Agent Remote-ID (option 37)

(DHCPv4) To configure the DHCP relay option 82 suboption to include the textual interface description:

1. Specify that you want to configure option 82 support.

[edit forwarding-options dhcp-relay]
user@host# edit relay-option-82

2. Configure DHCP relay agent to insert the Agent Circuit ID, Agent Remote ID, or both.

[edit forwarding-options dhcp-relay relay-option-82]
user@host# edit circuit-id



3. Specify that the textual description is included in the option 82 information. In this example, the option
82 information includes the description used for the device interface.

[edit forwarding-options dhcp-relay relay-option-82 circuit-id]
user@host# set use-interface-description device

(DHCPv6) To configure the DHCPv6 option 18 or option 37 to include the textual interface description:

1. Specify that you want to configure DHCPvé6 relay agent support.

[edit forwarding-options dhcp-relay]
user@host# edit dhcpvé

2. Configure DHCPvé6 relay agent to insert option 18 (Relay Agent Interface-ID), option 37 (Relay Agent
Remote-1D), or both.

e To configure option 18:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit relay-agent-interface-id

e To configure option 37:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit relay-agent-remote-id

3. Specify that the textual description is included in the option information. In the following example, the
option information includes the description used for the device interface.

e To include the textual description in option 18:

[edit forwarding-options dhcp-relay dhcpvé relay-agent-interface-id]
user@host# set use-interface-description device

e To include the textual description in option 37:

[edit forwarding-options dhcp-relay dhcpvé relay-agent-remote-id]
user@host# set use-interface-description device

SEE ALSO



‘ Configuring Interface Description

How DHCP Relay Agent Uses Option 82 for Auto Logout

Table 12 on page 217 indicates how the DHCP relay agent determines the option 82 value used for the
client auto logout feature. Depending on the configuration settings, DHCP relay agent takes the action
indicated in the Action Taken column.

Table 12: DHCP Relay Agent Option 82 Value for Auto Logout

DHCP Relay Agent Configuration Settings

Discover

DHCP Relay Packet Override Override giaddr in

Configured Contains “trust-option- = “always-write- = non-snooped

with Option 82 @ Option 82 82" option-82” packet Action Taken

No No - - - No secondary
search
performed

No Yes Yes - - Use option 82
from packet

No Yes No - Zero Drop packet

No Yes No - Non-zero Use option 82
from packet

Yes No - - - Use configured
option 82

Yes Yes No - Zero Drop packet

Yes Yes No No Non-zero Use option 82
from packet

Yes Yes No Yes Non-zero Overwrite the
configured
option 82

Yes Yes Yes No - Use option 82

from packet



Table 12: DHCP Relay Agent Option 82 Value for Auto Logout (continued)

DHCP Relay Agent Configuration Settings

Discover
DHCP Relay Packet Override Override giaddr in
Configured Contains “trust-option- = “always-write- = non-snooped
with Option 82 Option 82 82" option-82" packet Action Taken
Yes Yes Yes Yes - Overwrite the
configured
option 82

Enable Processing of Untrusted Packets So Option 82 Information Can Be
Used

By default, the DHCP relay agent treats client packets with a giaddr of O (zero) and option 82 information
as if the packets originated at an untrusted source, and drops them without further processing. You can
override this behavior and specify that the DHCP relay agent process DHCP client packets that have a
giaddr of O (zero) and contain option 82 information.

To configure DHCP relay agent to trust option 82 information:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Specify that the DHCP relay agent process DHCP client packets with a giaddr of O and that contain
option 82 information.

[edit forwarding-options dhcp-relay overrides]
user@host# set trust-option-82

Secure DHCP Message Exchange | 327
DHCP Server | 73
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DHCPvé6 Relay Agent
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The DHCPvé6 relay agent enhances the DHCP relay agent by providing support in an IPvé network. The
DHCPv6 relay agent passes messages between the DHCPvé6 client and the DHCPv6 server, similar to the
way DHCP relay agent supports an IPv4 network. DHCPvé relay agents eliminate the necessity of having
a DHCPv6 server on each physical network. For more information about inserting DHCPvé6 Interface-1D
Option (Option 18) in DHCPvé packets and verifying the DHCPvé6 configuration, read this topic.

DHCPv6 Relay Agent Overview

When a DHCPvé client logs in, the DHCPvV6 relay agent uses the AAA service framework to interact with
the RADIUS server to provide authentication and accounting. The RADIUS server, which is configured
independently of DHCP, authenticates the client and supplies the IPvé prefix and client configuration
parameters, such as session timeout and the maximum number of clients allowed per interface.

NOTE: The PTX Series Packet Transport Routers do not support authentication for DHCPvé
relay agents.



NOTE:

The following DHCPvé functionalities are not supported on ACX Series routers:
e Subscriber authentication for DHCPvé relay agents

e DHCP snooping

o DHCPv6 client

Liveness detection

Dynamic profiles

Option 37 support for remote ID insertion

Bidirectional Forwarding Detection (BFD) for DHCPvé relay

DHCPvé6 relay persistence on router reboot, crash, or power failure

The DHCPvVé6 relay agent is compatible with the DHCP local server and the DHCP relay agent, and can be
enabled on the same interface as either the DHCP local server or DHCP relay agent.

To configure the DHCPvé6 relay agent on the router (or switch), you include the dhcpvé statement at the
[edit forwarding-options dhcp-relay] hierarchy level.

You can also include the dhcpvé statement at the following hierarchy levels:

o [edit logical-systems logical-system-name forwarding-options dhcp-relay]

o [edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options
dhcp-relay]

o [edit routing-instances routing-instance-name forwarding-options dhcp-relay]

See DHCPvé Monitoring and Management for commands specific to viewing and clearing DHCPvé6 bindings
and statistics.

Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPvé6 Packets

You can configure DHCPvé6 relay agent to insert the DHCPv6 Interface-ID (option 18) in the packets that
the relay sends to a DHCPvé6 server. You can configure the option 18 support at either the DHCPvé6 global
or group level.

When you configure option 18 support, you can optionally include the following additional information:

o Prefix—Specify the prefix option to add a prefix to the interface identifier. The prefix can be any
combination of hostname, logical system name, and routing instance name.



o Interface description—Specify the use-interface-description option to include the textual interface
description instead of the interface identifier. You can include either the device interface description or
the logical interface description.

¢ Option 82 Agent Circuit ID suboption (suboption 1)—Specify the use-option-82 option to include the
DHCPv4 Option 82 Agent Circuit ID suboption (suboption 1). This configuration is useful in a dual-stack
environment, which has both DHCPv4 and DHCPvé6 subscribers that reside over the same underlying
logical interface. The router checks for the option 82 suboption 1 value and inserts it into the outgoing
packets. If no DHCPv4 binding exists or if the binding does not have an option 82 suboption 1 value,
the router sends the packets without adding an option 18.

NOTE: If you specify one of the optional configurations, and the specified information does not
exist (for example, there is no interface description), DHCPv6 relay ignores the optional
configuration and inserts the default interface identifier in the packets.

To insert the DHCPv6 Interface-ID option (option 18) in DHCPvé packets:

1. Configure the DHCPVé relay to include option 18.

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit relay-agent-interface-id

2. (Optional) Specify the prefix to include in option 18.

[edit forwarding-options dhcp-relay dhcpvé relay-agent-interface-id]
user@host# set prefix prefix

3. (Optional) Specify that option 18 include the textual description of the interface. You can specify either
the logical interface description or the device interface description.

[edit forwarding-options dhcp-relay dhcpvé relay-agent-interface-id]
user@host# set use-interface-description (logical | device)

4. (Optional) Specify that option 18 use the DHCPv4 Option 82 Agent Circuit ID suboption (suboption
1) value.

[edit forwarding-options dhcp-relay dhcpvé relay-agent-interface-id]
user@host# set use-option-82



SEE ALSO

Including a Prefix in DHCP Options
Including a Textual Description in DHCP Options

Verifying and Managing DHCPvé6 Relay Configuration

Purpose

View or clear address bindings or statistics for extended DHCPvé relay agent clients:

Action
e To display the address bindings for extended DHCPvV6 relay agent clients:

user@host> show dhcpvé relay binding

e To display extended DHCPv6 relay agent statistics:

user@host> show dhcpvé relay statistics

e To clear the binding state of DHCPvé6 relay agent clients:

user@host> clear dhcpvé relay binding

e To clear all extended DHCPv6 relay agent statistics:

user@host> clear dhcpvé relay statistics
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DHCP Relay Proxy
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A DHCP relay is transparent to DHCP clients and DHCP servers, and simply forwards messages between
DHCP clients and servers. The DHCP relay agent is configured on the router or switch, which operates
between the DHCP client and one or more DHCP servers. For more information, read this topic.

DHCP Relay Proxy Overview

DHCP relay proxy mode is an enhancement to extended DHCP relay. DHCP relay proxy supports all DHCP
relay features while providing additional features and benefits.

Normally, extended DHCP relay operates as a helper application for DHCP operations. Except for the
ability to add DHCP relay agent options and the gateway address (giaddr) to DHCP packets, DHCP relay
is transparent to DHCP clients and DHCP servers, and simply forwards messages between DHCP clients
and servers.

When you configure DHCP relay to operate in proxy mode, the relay is no longer transparent. In proxy
mode, DHCP relay conceals DHCP server details from DHCP clients, which interact with a DHCP relay in
proxy mode as though it is the DHCP server. For DHCP servers there is no change, because proxy mode
has no effect on how the DHCP server interacts with the DHCP relay.

NOTE: You cannot configure both DHCP relay proxy and extended DHCP local server on the
same interface.



Benefits of Using DHCP Relay Proxy

DHCP relay proxy provides the following benefits:

DHCP server isolation and DoS protection—DHCP clients are unable to detect the DHCP servers, learn
DHCP server addresses, or determine the number of servers that are providing DHCP support. Server
isolation also provides denial-of-service (DoS) protection for the DHCP servers.

Multiple lease offer selection—DHCP relay proxy receives lease offers from multiple DHCP servers and
selects a single offer to send to the DHCP client, thereby reducing traffic in the network. Currently, the
DHCP relay proxy selects the first offer received.

Support for both numbered and unnumbered Ethernet interfaces—For DHCP clients connected through
Ethernet interfaces, when the DHCP client obtains an address, the DHCP relay proxy adds an access
internal host route specifying that interface as the outbound interface. The route is automatically removed
when the lease time expires or when the client releases the address.

Logical system support—DHCP relay proxy can be configured in a logical system, whereas a non-proxy
mode DHCP relay cannot.

Interaction Among DHCP Relay Proxy, DHCP Client, and DHCP Servers

The DHCP relay agent is configured on the router (or switch), which operates between the DHCP client

and one or more DHCP servers.

The following steps provide a high-level description of how DHCP relay proxy interacts with DHCP clients
and DHCP servers.

1.

The DHCP client sends a discover packet to locate a DHCP server in the network from which to obtain
configuration parameters for the subscriber.

. The DHCP relay proxy receives the discover packet from the DHCP client and forwards copies of the

packet to each supporting DHCP server. The DHCP relay proxy then creates a client table entry to
keep track of the client state.

In response to the discover packet, each DHCP server sends an offer packet to the client, which the
DHCP relay proxy receives. The DHCP relay proxy does the following:

a. Selects the first offer received as the offer to sent to the client
b. Replaces the DHCP server address with the address of the DHCP relay proxy

c. Forwards the offer to the DHCP client.

The DHCP client receives the offer from the DHCP relay proxy.

The DHCP client sends a request packet that indicates the DHCP server from which to obtain
configuration information—the request packet specifies the address of the DHCP relay proxy.



6. The DHCP relay proxy receives the request packet and forwards copies, which include the address of
selected server, to all supporting DHCP servers.

7. The DHCP server requested by the client sends an acknowledgement (ACK) packet that contains the
client configuration parameters.

8. The DHCP relay proxy receives the ACK packet, replaces the DHCP server address with its own address,
and forwards the packet to the client.

9. The DHCP client receives the ACK packet and stores the configuration information.

10.If configured to do so, the DHCP relay proxy installs a host route and Address Resolution Protocol
(ARP) entry for the DHCP client.

11.After the initial DHCP lease is established, the DHCP relay proxy receives all lease renewals and lease
releases from the DHCP client and forwards them to the DHCP server.

Enabling DHCP Relay Proxy Mode

You can enable DHCP relay proxy mode on all interfaces or a group of interfaces.
To enable DHCP relay proxy mode:

1. Specify that you want to configure override options.

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Enable DHCP relay proxy mode.

[edit forwarding-options dhcp-relay overrides]
user@host# set proxy-mode
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DHCP Client
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SRX Series device can act as a DHCP client, receiving its TCP/IP settings and the IP address for any physical
interface in any security zone from an external DHCP server. The device can also act as a DHCP server,
providing TCP/IP settings and IP addresses to clients in any zone. For more information, read this topic.

Understanding DHCP Client Operation

A Juniper Networks device can act as a DHCP client, receiving its TCP/IP settings and the IP address for
any physical interface in any security zone from an external DHCP server. The device can also act as a
DHCP server, providing TCP/IP settings and IP addresses to clients in any zone. When the device operates
as a DHCP client and a DHCP server simultaneously, it can transfer the TCP/IP settings learned through
its DHCP client module to its default DHCP server module. For the device to operate as a DHCP client,
you configure a logical interface on the device to obtain an IP address from the DHCP server in the network.
You set the vendor class ID, lease time, DHCP server address, retransmission attempts, and retry interval.

You can renew DHCP client releases.

DHCP client operations are supported on all SRX Series devices in chassis cluster mode.



Minimum DHCP Client Configuration

The following sample output shows the minimum configuration you must use to configure an SRX300,
SRX320, SRX340, SRX345, SRX550M, or SRX1500 device as a DHCP client. In this output, the interface
is ge-0/0/0 and the logical unit is O.

[edit interfaces]
ge-0/0/0 {
unit O {
family inet {
dhcp-client

NOTE: To configure a DHCP client in a routing instance, add the interface in a routing instance
using the [edit routing-instances] hierarchy.

Configuring a DHCP Client

A Dynamic Host Configuration Protocol (DHCP) server can provide many valuable TCP/IP network services.
DHCP can dynamically allocate IP parameters, such as an IP address, to clients, and it can also deliver
software upgrades to clients.

DHCP configuration consists of two components, configuration of DHCP clients and configuration of a
DHCP server. Client configuration determines how clients send a message requesting an IP address,
whereas a DHCP server configuration enables the server to send an IP address configuration back to the
client. This topic describes configuring a DHCP client. For directions for configuring a DHCP server, see
“Configuring a DHCP Server on Switches” on page 89 or “Configuring a Switch as a DHCP Server” on
page 85.

You can change DHCP client configurations from the switch, using client identifiers to indicate which
clients you want to configure.

To configure a DHCP client, you configure an interface to belong to the DHCP family and specify additional
attributes, as desired:



[edit]

user @wi tch# set interfaces interface-nane unit nunber fanmly inet dhcp

confi gurati on- st at enent

NOTE: Starting in Junos OS Release 18.1R1, DHCPv4 and DHCPvé clients are supported on
management interfaces (fxpO and emO) configured in the non-default management routing

instance, mgmt_junos.

The options that you can configure are listed in Table 13 on page 229. Replace the variable
configuration-statement with one or more of the statements listed in this table. If you do not explicitly

configure these options, the switch uses default values for them.

Table 13: DHCP Client Settings

Configuration Statement

client-identifier

lease-time

retransmission-attempt

retransmission-interval

server-address

update-server

vendor-option

Description

Unique client ID—By default this consists of the hardware type (01 for
Ethernet) and the MAC address (a.b.c.d). For this example, the value would
be Olabcd.

Time in seconds that a client holds the lease for an IP address assigned by a
DHCP server. If a client does not request a specific lease time, then the server
sends the default lease time. The default lease time on a Junos OS DHCP
server is 1 day.

Number of times the client attempts to retransmit a DHCP packet.

Time between transmission attempts.

IP address of the server that the client queries for an IP address.

TCP/IP settings learned from an external DHCP server to the DHCP server
running on the switch are propagated.

Vendor class ID (CPU's manufacturer ID string) for the DHCP client.

For the device to operate as a DHCP client, you configure a logical interface on the device to obtain an IP
address from the DHCP local server in the network. You can then set the client-identifier, options
no-hostname, lease time, retransmission attempts, retry interval, preferred DHCP local server address,

and vendor class ID.



To configure optional DHCP client attributes on SRX300, SRX320, SRX340, SRX550M, and SRX1500
devices:

1. Configure the DHCP client identifier prefix as the routing instance name.

[edit interfaces ge-0/0/1 unit O family inet dhcp-client]
user@host# set client-identifier prefix host

2. Configure the DHCP options no-hostname if you do not want the client to send hostname (RFC option
code 12) in the packets.

[edit interfaces ge-0/0/1 unit O family inet dhcp-client]
user@host# set options no-hostname

3. Set the DHCP lease time.

[edit interfaces ge-0/0/1 unit O family inet dhcp-client]
user@host# set lease-time 86400

4. Set the number of attempts allowed to retransmit a DHCP packet.

[edit interfaces ge-0/0/1 unit O family inet dhcp-client]
user@host# set retransmission-attempt 6

5. Set the interval (in seconds) allowed between retransmission attempts. The range is 4 through 64. The
default is 4 seconds.

[edit interfaces ge-0/0/1 unit O family inet dhcp-client]
user@host# set retransmission-interval 5

6. Set the IPv4 address of the preferred DHCP local server.

[edit interfaces ge-0/0/1 unit O family inet dhcp-client]
user@host# set server-address 10.1.1.1

7. Set the vendor class ID for the DHCP client.

[edit interfaces ge-0/0/1 unit O family inet dhcp-client]



user@host# set vendor-id ether

NOTE: To configure the DHCP client in a routing instance, configure the interface in the
[edit routing-instances] hierarchy.

Example: Configuring the Device as a DHCP Client
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This example shows how to configure the device as a DHCP client.

Requirements

Before you begin:

o Determine the IP address pools and the lease durations to use for each subnet. You can use the show
system services dhcp pool CLI command to view information on DHCP address pools.

o Obtain the MAC addresses of the clients that require permanent IP addresses. Determine the IP addresses
to use for these clients.

o List the IP addresses that are available for the servers and devices on your network; for example, DNS,
NetBIOS servers, boot servers, and gateway devices. See the Understanding Management Predefined
Policy Applications.

e Determine the DHCP options required by the subnets and clients in your network.



Overview

In this example, you configure the device as a DHCP client. You specify the interface as ge-0/0/2, set the
logical unit as O, and create a DHCP inet family. You then specify the DHCP client identifier as
00:02:12:00:12:12 in hexadecimal. You use hexadecimal if the client identifier is a MAC address. You set
the options no-hostname if you do not want the DHCP client to send the hostname with the packets. You
set the DHCP lease time as 86,400 seconds. The range is from 60 through 2,147,483,647 seconds.

Then you set the number of retransmission attempts to 6. The range is from 0 through 50,000, and the
default is 4. You set the retransmission interval to 5 seconds. The range is from 4 through 64, and the
default is 4 seconds. Set the force-discover option if you want to force the DHCP client to send a DHCP
discover packet after one to three failed dhcp-request attempts. The force-discover option ensures that
the DHCP server will assign the same or a new IP address to the client. Finally, you set the IPv4 address
of the preferred DHCP server to 10.1.1.1 and the vendor class ID to ether.

WARNING: Starting with Junos OS Release 15.1X49-D60 and Junos OS Release

A 17.3R1, the legacy DHCPD (DHCP daemon) configuration on all SRX Series devices
is being deprecated and only the new JDHCP CLI is supported. When you upgrade to
Junos OS Release 15.1X49-D60 and later releases on a device that already has the
DHCPD configuration, the following warning messages are displayed:

WARNING: The DHCP configuration command used will be deprecated in future
Junos releases.

WARNING: Please see documentation for updated commands.

NOTE: Starting with Junos OS Release 17.3R1, on all SRX Series devices and vSRX instances,
the CLI option dhcp-client at [edit interfaces interface-name unit logical-unit-number family
inet] hierarchy is changed to dhcp to align with other Junos platforms. There is no change in the
functionality.

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/2 unit O family inet dhcp-client client-identifier prefix host-name



set interfaces ge-0/0/2 unit O family inet dhcp-client lease-time 86400

set interfaces ge-0/0/2 unit O family inet dhcp-client retransmission-attempt 6
set interfaces ge-0/0/2 unit O family inet dhcp-client retransmission-interval 5
set interfaces ge-0/0/2 unit O family inet dhcp-client force-discover

set interfaces ge-0/0/2 unit O family inet dhcp-client server-address 192.168.2.1
set interfaces ge-0/0/2 unit O family inet dhcp-client vendor-id ether

set interfaces ge-0/0/2 unit O family inet dhcp-client options no-hostname

GUI Step-by-Step Procedure

To configure the device as a DHCP client:

1.

In the J-Web interface, select Configure > Services > DHCP > DHCP Client.

Under Interfaces, add ge-0/0/2.0.

Configure the DHCP client identifier as either an ASCII or hexadecimal value.

From the Client identifier choice list, select hexadecimal.

. In the Hexadecimal box, type the client identifier—00:0a:12:00:12:12.

. Set the DHCP lease time in seconds. This is the lease time in seconds requested in a DHCP client

protocol packet; the range is 60 through 2,147,483,647. Type 86400.

. Set the retransmission number of attempts to 6. This is the number of attempts to retransmit the DHCP

client protocol packet. The range is O through 6.

Set the retransmission interval in seconds to 5. This is the number of seconds between successive
transmissions. The range is 4 through 64. The default is 4 seconds.

Configure the force-discover option to force the DHCP client to send a DHCP discover packet after
one to three failed dhcp-request attempts.

10. Set the IPv4 address of the preferred DHCP server. Type 192.168.2.1.

11. Set the vendor class ID. This is the vendor class identification for the DHCP client. Type ether.

12. Configure options no-hostname if you do not want the client to send hostname in the packets (RFC

option code 12).



13.Click OK.

14.If you are done configuring the device, click Commit >.

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure the device as a DHCP client:

1. Specify the DHCP client interface.

[edit]
user@host# edit interfaces ge-0/0/2 unit O family inet dhcp-client

2. Configure the DHCP client identifier as a hexadecimal value.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]
user@host# set client-identifier prefix host

3. Set the DHCP lease time.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]
user@host# set lease-time 86400

4. Set the number of attempts allowed to retransmit a DHCP packet.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]
user@host# set retransmission-attempt 6

5. Set the interval (in seconds) allowed between retransmission attempts. The range is 4 through 64. The
default is 4 seconds.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]
user@host# set retransmission-interval 5

6. Configure the force-discover option.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]



user@host# set force-discover.

7. Set the IPv4 address of the preferred DHCP server.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]
user@host# set server-address 192.168.2.1

8. Set the vendor class ID for the DHCP client.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]
user@host# set vendor-id ether

9. Configure options no-hostname if you do not want the client to send the hostname in packets.

[edit interfaces ge-0/0/2 unit O family inet dhcp-client]
user@host# set options no-hostname

Results

From configuration mode, confirm your configuration by entering the show interfaces ge-0/0/2 unit 0
family inet command. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

[edit]
user@host# show interfaces ge-0/0/2 unit O family inet
dhcp-client {
client-identifier hexadecimal 00:0a:12:00:12:12;
options no-hostname;
lease-time 86400;
retransmission-attempt 6;
retransmission-interval 5;
force-discover;
server-address 192.168.2.1;
update-server;
vendor-id ether;

If you are done configuring the device, enter commit from configuration mode.



Verification
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Confirm that the configuration is working properly.

Verifying the DHCP Client

Purpose

Verify that the DHCP client information has been configured.

Action

From operational mode, enter these commands:

¢ show dhcp client binding command to display the binding state of a Dynamic Host Configuration Protocol
(DHCP) client.

o show dhcp client statistics command to display client statistics.

These commands produce the following sample output:

user@host> show dhcp client binding

| P address Har dwar e addr ess Expi res State Interface
192.168. 2. 2 88: a2: 5e: 0a: d6: 03 2419093 BOUND ge-0/0/2.0

user@host> show dhcp client statistics

Packet s dr opped:
Tot al
Send error 2

Messages received:
BOOTREPLY 6
DHCPOFFER
DHCPACK 2



DHCPNAK 0
DHCPFORCERENEW 0

Messages sent:

BOOTREQUEST 39
DHCPDECLI NE 0
DHCPDI SCOVER 23
DHCPREQUEST 16
DHCPI NFORM 0
DHCPRELEASE 0
DHCPRENEW 0
DHCPREBI ND 0

Verifying and Managing DHCP Client Configuration

Purpose

View or clear information about client address bindings and statistics for the DHCP client on SRX300,
SRX320, SRX340, SRX550M, and SRX1500 devices.

Action
e To display the address bindings in the client table on the DHCP client:

user@host> show dhcp client binding

e To display DHCP client statistics:
user@host> show dhcp client statistics

e To clear the binding state of a DHCP client from the client table on the DHCP client:
user@host> clear dhcp client binding

e To clear all DHCP client statistics:

user@host> clear dhcp client statistics



NOTE: To clear or view information about client bindings and statistics in a routing instance,
run the following commands:

o show dhcp client binding routing instance <routing-instance name>
o show dhcp client statistics routing instance <routing-instance name>
o clear dhcp client binding routing instance <routing-instance name>

o clear dhcp client statistics routing instance <routing-instance name>

Example: Configuring as a DHCP Client in Chassis Cluster Mode
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This example shows how to configure the device as a DHCP client in chassis cluster mode.

Requirements

This example uses the following hardware and software components:

e Two SRX Series devices as DHCP client
e One SRX Series device as DHCP server
e Junos OS Release 12.1X47-D10 or later for SRX Series Services Gateways

Before you begin:

e Determine the IP address pools and the lease durations to use for each subnet.

o Obtain the MAC addresses of the clients that require permanent IP addresses. Determine the IP addresses
to use for these clients.



o List the IP addresses that are available for the servers and devices on your network; for example, DNS,
NetBIOS servers, boot servers, and gateway devices.

o Determine the DHCP options required by the subnets and clients in your network.

Overview

In this example, you configure two SRX Series devices as DHCP clients and a third SRX Series device as a
DHCP server. Configure the two DHCP clients in chassis cluster mode.

For DHCP clients, you specify the interface as reth1, set the logical unit as 0, and create a DHCP inet
family. You then specify the DHCP client identifier as 00:0a:12:00:12:12 in hexadecimal. You use
hexadecimal if the client identifier is a MAC address. You set the options no-hostname if you do not want
the DHCP client to send the hostname with the packets. You set the DHCP lease time as 86,400 seconds.
The range is from 60 through 2,147,483,647 seconds. You set the number of retransmission attempts to
6. The range is from O through 6, and the default is 4. You set the retransmission interval to 5 seconds.
The range is from 4 through 64, and the default is 4 seconds. Finally, you set the IPv4 address of the
preferred DHCP server to 203.0.113.1 and the vendor class ID to ether.

For the DHCP server, configure the SRX Series device as a DHCP local server with minimum DHCP local
server configurations. You specify the server group as g1 and enable the DHCP local server on interface
ge-0/0/2.0.

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

Configure DHCP Client 1 and Client 2:

set interfaces reth1 unit O family inet dhcp-client

set interfaces reth1 unit O family inet dhcp-client client-identifier user-id ascii 00:0a:12:00:12:12
set interfaces reth1 unit O family inet dhcp-client options no-hostname

set interfaces reth1 unit O family inet dhcp-client lease-time 86400

set interfaces rethl unit O family inet dhcp-client retransmission-attempt 6

set interfaces reth1 unit O family inet dhcp-client retransmission-interval 5

set interfaces reth1 unit O family inet dhcp-client server-address 203.0.113.1

set interfaces reth1 unit O family inet dhcp-client vendor-id ether

Configure chassis cluster on Client 1 and Client 2:



set chassis cluster reth-count 2

set chassis cluster control-link-recovery

set chassis cluster heartbeat-interval 1000

set chassis cluster redundancy-group 1 node O priority 100

set chassis cluster redundancy-group 1 node 1 priority 1

set chassis cluster redundancy-group 0 node O priority 100

set chassis cluster redundancy-group 0 node 1 priority 1

set interfaces ge-0/0/1 gigether-options redundant-parent reth1
set interfaces ge-4/0/1 gigether-options redundant-parent reth1
set interfaces reth1 redundant-ether-options redundancy-group 1

Configure the DHCP server:

set system service dhcp-local-server group g1 interface ge-0/0/2.0

set interfaces ge-0/0/2 unit O family inet address 203.0.113.1/24

set access address-assignment pool p1 family inet network 203.0.113.0/24
set access address-assignment pool p1 family inet range r1 low 203.0.113.5
set access address-assignment pool p1 family inet range r1 high 203.0.113.20

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure the devices as DHCP clients:

1. Specify the DHCP client interface.

[edit]
user@host# edit interfaces reth1 unit O family inet dhcp-client

2. Configure the DHCP client identifier as a hexadecimal value.

[edit interfaces reth1 unit O family inet dhcp-client]
user@host# set client-identifier user-id ascii 00:0a:12:00:12:12

3. Set the hostname if you do not want the DHCP client to send hostname in the packets (RFC option
code 12).

[edit interfaces reth1 unit O family inet dhcp-client]
user@host# set options no-hostname



4. Set the DHCP lease time.

[edit interfaces reth1 unit O family inet dhcp-client]
user@host# set lease-time 86400

5. Set the number of attempts allowed to retransmit a DHCP packet.

[edit interfaces reth1 unit O family inet dhcp-client]
user@host# set retransmission-attempt 6

6. Set the interval (in seconds) allowed between retransmission attempts. The range is 4 through 64. The
default is 4 seconds.

[edit interfaces reth1 unit O family inet dhcp-client]
user@host# set retransmission-interval 5

7. Set the IPv4 address of the preferred DHCP server.

[edit interfaces reth1 unit O family inet dhcp-client]
user@host# set server-address 203.0.113.1

8. Set the vendor class ID for the DHCP client.

[edit interfaces reth1 unit O family inet dhcp-client]
user@host# set vendor-id ether

Step-by-Step Procedure

To configure the DHCP clients in chassis cluster mode:

1. Specify the number of redundant Ethernet interfaces for the chassis cluster.

{primary:node0}[edit]
user@host# set chassis cluster reth-count 2

2. Enable control link recovery.

{primary:node0}[edit]
user@host# set chassis cluster control-link-recovery



3. Configure heartbeat settings.

{primary:nodeO}[edit]
user@host# set chassis cluster heartbeat-interval 1000

4. Configure the redundancy groups.

{primary:node0}[edit]

user@host# set chassis cluster redundancy-group 1 node O priority 100
user@host# set chassis cluster redundancy-group 1 node 1 priority 1
user@host# set chassis cluster redundancy-group 0 node O priority 100
user@host# set chassis cluster redundancy-group O node 1 priority 1

5. Configure redundant Ethernet interfaces.

{primary:node0}[edit]
user@host# set interfaces ge-0/0/1 gigether-options redundant-parent reth1
user@host# set interfaces rethl redundant-ether-options redundancy-group 1

Step-by-Step Procedure

To configure the device as DHCP server:

1. Configure the DHCP local server.

[edit system services]
user@host# set dhcp-local-server group g1 interface ge-0/0/2.0

2. Configure IP address of the server.

[edit interfaces]
user@host# set interfaces ge-0/0/2 unit O family inet address 203.0.113.1/24

3. Configure an address pool.

[edit access]

user@host# set address-assignment pool p1 family inet network 203.0.113.0/24
user@host# set address-assignment pool p1 family inet range rl low 203.0.113.5
user@host# set address-assignment pool p1 family inet range rl high 203.0.113.20



Results

From configuration mode, confirm your configuration by entering the show commands. If the output does
not display the intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces reth1 unit O family inet
dhcp-client {
client-identifier user-id ascii 00:0a:12:00:12:12;
options no-hostname;
lease-time 86400;
retransmission-attempt 6;
retransmission-interval 5;
server-address 203.0.113.1;
vendor-id ether;

[edit]

user@host# show chassis cluster

control-link-recovery;

reth-count 2;

heartbeat-interval 1000;

redundancy-group O {
node O priority 100;
node 1 priority 1;

}

redundancy-group 1{
node O priority 100;
node 1 priority 1;

[edit]

user@host# show interfaces reth1

redundant-ether-options {
redundancy-group 1;

[edit]
user@host# show access address-assignment
pool p1 {
family inet {
network 203.0.113.0/24;
range r1 {



low 203.0.113.5;
high 203.0.113.20;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying the DHCP Client in Chassis Cluster Mode

Purpose

Verify that the DHCP client is working in chassis cluster mode.

Action
From operational mode, enter the show dhcp client binding, show dhcp client statistics and show dhcp
client binding interface reth1 detail commands.

user@host> show dhcp client binding

| P address Har dwar e addr ess Expires State Interface
203.0.113. 14 00: 1f: 12:e3: 34: 01 84587 BOUND rethl. 0

user@host> show dhcp client statistics

Packet s dr opped:
Tot al 4
Send error 4

Messages received:
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK
DHCPFORCERENEW

O O N P W

Messages sent:



BOOTREQUEST
DHCPDECLI NE
DHCPDI SCOVER
DHCPREQUEST
DHCPI NFORM
DHCPREL EASE
DHCPRENEW
DHCPREBI ND

O O P O 0 U1 O O

user@host> show dhcp client binding interface reth1 detail

Client Interface: rethl.0

Har dwar e Addr ess: 00: 10: db: ff: 10: 01
St at e: BOUND( LOCAL_CLI ENT_STATE_BOUND)
Lease Expires: 2013-12-18 10: 15: 36 CST
Lease Expires in: 30 seconds
Lease Start: 2013-12-17 10:15: 36 CST
Server ldentifier: 203.0.113.1
Client |P Address: 10.1.1. 14
Updat e Server No
DHCP opti ons:

Name: dhcp-I|ease-time, Value: 1 day
Nanme: server-identifier, Value: 10.1.1.1
Nanme: subnet-mask, Val ue: 255.255.255.0

Meaning

The sample output shows that DHCP clients configured in the example work in a chassis cluster.
Release History Table
Release Description
17.3R1 Starting with Junos OS Release 17.3R1, on all SRX Series devices and vSRX instances, the CLI

option dhcp-client at [edit interfaces interface-name unit logical-unit-number family inet]
hierarchy is changed to dhcp to align with other Junos platforms.

15.1X49-D60 Starting with Junos OS Release 15.1X49-D60 and Junos OS Release 17.3R1, the legacy
DHCPD (DHCP daemon) configuration on all SRX Series devices is being deprecated and only
the new JDHCP CLI is supported.
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SRX Series device can act as a DHCPvé client, receiving its TCP/IP settings and the IPv6 address for any
physical interface in any security zone from an external DHCPvé server. To enable a device to operate as
a DHCPvé client, you must configure a logical interface on the device to obtain an IPvé address from the
DHCPv6 local server in the network. For more information, read this topic.



DHCPvé6 Client Overview

A Juniper Networks device can act as a Dynamic Host Configuration Protocol version 6 (DHCPvé) client,
receiving its TCP/IP settings and the IPv6 address for any physical interface in any security zone from an
external DHCPvé6 server. When the device operates as a DHCPvé6 client and a DHCPvé6 server
simultaneously, it can transfer the TCP/IP settings learned through its DHCPvé client module to its default
DHCPv6 server module. For the device to operate as a DHCPvé client, you configure a logical interface
on the device to obtain an IPv6 address from the DHCPv6 server in the network.

DHCPvé6 client support for Juniper Networks devices includes the following features:

¢ Identity association for nontemporary addresses (IA_NA)
o ldentity association for prefix delegation (IA_PD)

e Rapid commit

e TCP/IP propagation

o Auto-prefix delegation

¢ Autoconfig mode (stateful and stateless)

To configure the DHCPvé client on the device, include the dhcpvé-client statement at the [edit interfaces]
hierarchy level.

NOTE: To configure a DHCPvé client in a routing instance, add the interface in a routing instance
using the [edit routing-instances] hierarchy.

NOTE: On all SRX Series devices, DHCPvé client authentication is not supported.

NOTE: On SRX300, SRX320, SRX340, SRX345, and SRX550M devices, DHCPvé client does
not support:

Temporary addresses

Reconfigure messages

Multiple identity association for nontemporary addresses (IA_NA)

Multiple prefixes in a single identity association for prefix delegation (IA_PD)

Multiple prefixes in a single router advertisement



Understanding DHCPvé6 Client and Server Identification

Each DHCPvé client and server is identified by a DHCP unique identifier (DUID). The DUID is unique
across all DHCPvé clients and servers, and it is stable for any specific client or server. DHCPvé clients use
DUIDs to identify a server in messages where a server needs to be identified. DHCPvé servers use DUIDs
to determine the configuration parameters to be used for clients and in the association of addresses with
clients.

NOTE: This feature is supported on SRX300, SRX320, SRX340, SRX550M, and SRX1500 devices.

The DUID is a 2-octet type code represented in network byte order, followed by a variable number of
octets that make up the actual identifier; for example, 00:02:00:01:02:03:04:05:07:a0. A DUID can be up
to 128 octets in length (excluding the type code). The following types are currently defined for the DUID
parameter:

e Type 1—Link Layer address plus time (duid-IIt)
¢ Type 2—Vendor-assigned unique ID based on enterprise number (vendor)

e Type 3—Link Llayer address (duid-Il)

The duid-Ilt DUID consists of a 2-octet type field that contains the value 1, a 2-octet hardware type code,
4 octets that signify a time value, followed by the Link Layer address of any one network interface that is
connected to the DHCP device at the time that the DUID is generated.

The vendor DUID is assigned by the vendor to the device and contains the vendor's registered private
enterprise number as maintained by the identity association for nontemporary addresses (IA_NA) assignment,
followed by a unique identifier assigned by the vendor.

The duid-ll DUID contains a 2-octet type field that stores the value 3, and a 2-octet network hardware
type code, followed by the Link Layer address of any one network interface that is permanently connected
to the client or server device.

SEE ALSO

DHCPv6 Client Overview | 247



Minimum DHCPvé Client Configuration on SRX Series Devices

This topic describes the minimum configuration you must use to configure an SRX300, SRX320, SRX340,
SRX345, SRX550M, or SRX1500 device as a DHCPvé client.

To configure the device as a DHCPvé6 client:

1. Specify the DHCPvé6 client interface.

[edit]
user@host# set interfaces ge-0/0/0 unit O family ineté6 dhcpvé-client

2. Configure the DHCPvé client type. The client type can be autoconfig or statefull.

e To enable DHCPvé6 auto configuration mode, configure the client type as autoconfig.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-type autoconfig

o For stateful address assignment, configure the client type as statefull.

[edit interfaces ge-0/0/0 unit O family inet6 dhcpvé-client]
user@host# set client-type statefull

3. Specify the identity association type.

¢ To configure identity association for nontemporary address (IA_NA) assignment, specify the client-ia
type as ia-na.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-na

¢ To configure identity association for prefix delegation (IA_PD), specify the client-ia-type as ia-pd.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-pd

4. Configure the DHCPvé client identifier by specifying the DHCP unique identifier (DUID) type. The
following DUID types are supported:

e Link Layer address (duid-Il)
e Link Layer address plus time (duid-Ilt)

¢ Vendor-assigned unique ID based on enterprise number (vendor)



[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-identifier duid-type duid-Il

NOTE: To configure a DHCPvé6 client in a routing instance, add the interface to a routing instance
using the [edit routing-instances] hierarchy.

Configuring DHCP Client-Specific Attributes

You use the address-assignment pool feature to include application-specific attributes when clients obtain
an address. A client application, such as DHCPvé, uses the attributes to determine how addresses are
assigned and to provide optional application-specific characteristics to the client. For example, the DHCPvé
application might specify that a client that matches certain prerequisite information is dynamically assigned
an address from a particular named range. Based on which named range is used, DHCPv6 specifies additional
DHCPv6 attributes such as the DNS server or the maximum lease time for clients.

You use the dhcp-attributes statement to configure DHCPvé client-specific attributes for
address-assignment pools at the [edit access address-assignment pool pool-name family ineté] hierarchy.

Table 14 on page 250 describes the DHCPVé client attributes for configuring IPv6 address-assignment
pools.

Table 14: DHCPvé6 Attributes

DHCPv6
Attribute Description Option
dns-server IPvé6 address of DNS server to which clients can send DNS | 23
queries

grace-period Grace period offered with the lease -
maximum-lease-time Maximum lease time allowed by the DHCPvé6 server -

option User-defined options -
sip-server-address IPvé address of SIP outbound proxy server 22

sip-server-domain-name Domain name of the SIP outbound proxy server 21



DHCPvé6 Client Configuration Options

To enable a device to operate as a DHCPvé client, you configure a logical interface on the device to obtain
an IPvé address from the DHCPvé6 local server in the network. You can then specify the retransmission
attempts, client requested configuration options, interface used to delegate prefixes, rapid commit, and
update server options.

To configure optional DHCPvé client attributes:

1. Specify one of the following DHCPvé client requested configuration options:
e dns-server

e domain

ntp-server
e sip-domain

sip-server

For example, to specify the DHCPvé client requested option as dns-server:

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set req-option dns-server

2. Set the number of attempts allowed to retransmit a DHCPvé6 client protocol packet.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set retransmission-attempt 6

3. Configure the update-server option on the DHCPvé client.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set update-server

4. Specify the interface used to delegate prefixes.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set update-router-advertisement interface ge-0/0/0

5. Configure the two-message (rapid commit) exchange option for address assignment.



[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set rapid-commit

NOTE: To configure a DHCPvé6 client in a routing instance, add the interface to a routing instance
using the [edit routing-instances] hierarchy.

NOTE: On all SRX Series devices, DHCPvé6 client authentication is not supported.

NOTE: On SRX300, SRX320, SRX340, and SRX345, and SRX550M devices, DHCPvé client does
not support:

Temporary addresses

Reconfigure messages

Multiple identity association for nontemporary addresses (IA_NA)

Multiple prefixes in a single identity association for prefix delegation (IA_PD)

Multiple prefixes in a single router advertisement

Configuring the DHCPvé6 Client Rapid Commit Option

The DHCPv6 client can obtain configuration parameters from a DHCPvé server through a rapid two-message
exchange (solicit and reply). When the rapid commit option is enabled by both the DHCPv6 client and the
DHCPv6 server, the two-message exchange is used, rather than the default four-method exchange (solicit,
advertise, request, and reply). The two-message exchange provides faster client configuration and is
beneficial in environments in which networks are under a heavy load.

To configure the DHCPvé client to support the DHCPvé rapid commit option on SRX300, SRX320, SRX340,
SRX550M, and SRX1500 devices:

1. Specify the DHCPvé client interface.

[edit]
user@host# set interfaces ge-0/0/0 unit O family ineté6 dhcpvé-client



2. Configure the two-message exchange option for address assignment.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set rapid-commit

Configuring a DHCPvé Client in Autoconfig Mode

A DHCPvé client configured in autoconfig mode acts as a stateful client, a stateless client (DHCPv6 server
is required for TCP/IP configuration), and stateless-no DHCP client, based on the managed (M) and other
configuration (O) bits in the received router advertisement messages.

If the managed bit is 1 and the other configuration bit is O, the DHCPvé6 client acts as a stateful client. In
stateful mode, the client receives IPvé6 addresses from the DHCPvé6 server, based on the identity association
for nontemporary addresses (IA_NA) assignment.

If the managed bit is O and the other configuration bit is 1, the DHCPvé client acts as a stateless client. In
stateless mode, the addresses are automatically configured, based on the prefixes in the router advertisement
messages received from the router. The stateless client receives configuration parameters from the DHCPvé
server.

If the managed bit is O and the other configuration bit is also O, the DHCPvé client acts as a stateless-no
DHCP client. In the stateless-no DHCP mode, the client receives IPvé6 addresses from the router
advertisement messages.

To configure DHCPvé client in autoconfig mode on SRX300, SRX320, SRX340, SRX550M, and SRX1500
devices:

1. Configure the DHCPvé client type as autoconfig.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-type autoconfig

2. Specify the identity association type as ia-na for nontemporary addresses.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set client-ia-type ia-na

3. Specify the interface on which to configure router advertisement.

[edit protocols router-advertisement]



user@host# set interface ge-0/0/0

Configuring TCP/IP Propagation on a DHCPvé Client

You can enable or disable the propagation of TCP/IP settings received on the device acting as a DHCPvé
client. The settings can be propagated to the server pool running on the device. This topic describes how
to configure TCP/IP settings on a DHCPvé client, where both the DHCPvé6 client and DHCPvé server are
on the same device.

NOTE: This feature is supported on SRX300, SRX320, SRX340, SRX550M, and SRX1500 devices.

To configure TCP/IP setting propagation on a DHCPvé client:

1. Configure the update-server option on the DHCPVé client.

[edit interfaces ge-0/0/0 unit O family ineté dhcpvé-client]
user@host# set update-server

2. Configure the address pool to specify the interface (where update-server is configured) from which
TCP/IP settings can be propagated.

[edit access]
user@host# set address-assignment pool 2 family inet6 dhcp-attributes propagate-settings ge-0/0/0

DHCP Client | 227
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Extended DHCP local server and the extended DHCP relay agent support the use of external AAA
authentication services, such as RADIUS, to authenticate DHCP clients. For more information, read this
topic.

This topic uses the term extended DHCP application to refer to both the extended DHCP local server and
the extended DHCP relay agent.

Using External AAA Authentication Services to Authenticate DHCP Clients

The authentication, authorization, and accounting (AAA) Service Framework provides a single point of
contact for all the authentication, authorization, accounting, address assignment, and dynamic request
services that the router supports for network access.

In extended DHCP applications, both DHCP server and the DHCP relay agent support the use of external
AAA authentication services, such as RADIUS, to authenticate DHCP clients. The support id available for
DHCPv6 local server and DHCPvVé relay agent.

Junos OS devices use the AAA infrastructure for authenticating (the DHCP client for DHCP service with
the assigned DHCP server. The following high-level steps are involved in DHCP client authentication:

e DHCP local server or relay agent receives a discover PDU from a client
e DHCP service contacts the AAA server to authenticate the DHCP client.

e DHCP service can obtain client addresses and DHCP configuration options from the external AAA
authentication server.



The external authentication feature also supports AAA directed logout. If the external AAA service supports
a user logout directive, the extended DHCP application honors the logout and views it as if it was requested
by a CLI management command.

All of the client state information and allocated resources are deleted at logout. The extended DHCP
application supports directed logout using the list of configured authentication servers you specify with
the authentication-server statement at the [edit access profile profile-name] hierarchy level.

1. Steps to Configure DHCP with External Authentication Server | 257

Steps to Configure DHCP with External Authentication Server

To configure DHCP local server and DHCP relay agent for authentication support:

1. Specify that you want to configure authentication by including authentication keyword at respective
hierarchy levels.

2. (Optional) Configure optional features to create a unique username.

3. (Optional) Configure a password that authenticates the username to the external authentication service.

Example:

authentication {

password password-string;

username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;



Client Configuration Information Exchanged Between the External
Authentication Server, DHCP Application, and DHCP Client

When the DHCP application receives a response from an external authentication server, the response
might include information in addition to the IP address and subnet mask. The DHCP service uses the
information and sends it to the DHCP client.

The DHCP application can either send the information in its original form or the application might merge
the information with local configuration specifications.

For example, if the authentication response includes an address pool name and a local configuration
specifies DHCP attributes for that pool, the DHCP service merges the authentication results and the
attributes in the reply that the server sends to the client.

A local configuration is optional—a client can be fully configured by the external authentication service.
However, if the external authentication service does not provide client configuration, you must configure
the local address assignment pool to provide the configuration for the client.

When a local configuration specifies options, the extended DHCP application adds the local configuration
options to the offer PDU the server sends to the client. If the two sets of options overlap, the options in
the authentication response from the external service take precedence.



When you use RADIUS to provide the authentication, the additional information might be in the form of
RADIUS attributes and Juniper Networks VSAs. Table 15 on page 259 lists the information that RADIUS
might include in the authentication grant. See RADIUS Attributes and Juniper Networks VSAs Supported by
the AAA Service Framework for a complete list of RADIUS attributes and Juniper Networks VSAs that the
extended DHCP applications supports for subscriber access management or DHCP management.

Table 15: Information in Authentication Grant

Attribute Number Attribute Name Description
RADIUS attribute 8 Framed-IP-Address Client IP address
RADIUS attribute 9 Framed-IP-Netmask Subnet mask for client IP address

(DHCP option 1)

Juniper Networks VSA 26-4 Primary-DNS Primary domain server (DHCP option
6)

Juniper Networks VSA 26-5 Secondary-DNS Secondary domain server (DHCP option
6)

Juniper Networks VSA 26-6 Primary-WINS Primary WINS server (DHCP option 44)

Juniper Networks VSA 26-7 Secondary-WINS Secondary WINS server (DHCP option
44)

RADIUS attribute 27 Session-Timeout Lease time

RADIUS attribute 88 Framed-Pool Address assignment pool name

Juniper Networks VSA 26-109 DHCP-Guided-Relay-Server DHCP relay server

Example-Configuring DHCP with External Authentication Server

To configure authentication at DHCP local server, DHCPvé local server, DHCP relay agent, and DHCPvé
relay agent levels.

1. Specify that you want to configure authentication.

[edit system services dhcp-local-server]
user@host# edit authentication



2. (Optional) Specify the optional information you want to include in the username.

[edit system services dhcp-local-server authentication username-include]
user@host# set username-include circuit-type

user@host# set username-include domain-name example.com
user@host# set username-include mac-address

user@host# set username-include user-prefix wallybrown

3. Configure an optional password that the extended DHCP application presents to the external AAA
authentication service to authenticate the specified username.

[edit system services dhcp-local-server authentication]
user@host# set password $ABC123

The following example shows a sample configuration that creates a unique username. The username is
shown after the configuration.

authentication {
username-include {
circuit-type;
domain-name example.com;
mac-address 2001:db8::/32;
user-prefix wallybrown;

The resulting unique username is:

wallybrown.2001:db8::/32.enet@example.com

Specifying Authentication Support

Include the authentication statement at hierarchy levels given in Table 16 on page 260. You can configure
either global authentication support or group-specific support.

Table 16: Supported Hierarchy Levels for Authentication Support

Supported Hierarchy Level Hierarchy Level

DHCP local server [edit system services dhcp-local-server]



Table 16: Supported Hierarchy Levels for Authentication Support (continued)

Supported Hierarchy Level Hierarchy Level

DHCP relay agent [edit forwarding-options dhcp-relay]

DHCPv6 local server [edit system services dhcp-local-server dhcpvé]
DHCPV6 relay agent [edit forwarding-options dhcp-relay dhcpvé]

Creating Unique Usernames for DHCP Clients

You can configure the extended DHCP application to include additional information in the username that
is passed to the external AAA authentication service when the DHCP client logs in. This additional
information enables you to construct usernames that uniquely identify subscribers (DHCP clients).

To configure unique usernames, use the username-include statement. You can include any or all of the
additional statements.

authentication {
username-include {

circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

NOTE: If you do not include a username in the authentication configuration, the router (or
switch) does not perform authentication; however, the IP address is provided by the local pool
if it is configured.

When you use the DHCPV6 local server, you must configure authentication and the client
username; otherwise client login fails.



The following list describes the optional information that you can include as part of the username:

circuit-type—The circuit type used by the DHCP client, for example enet.
client-id—The client identifier option (option 1). (DHCPv6 local server DHCPv6 relay agent only)

delimiter—The delimiter character that separates components that make up the concatenated username.
The default delimiter is a period (.). The semicolon (;) is not supported as a delimiter character.

domain-name—The client domain name as a string. The router adds the @ delimiter to the username.
interface-description—The description of the device (physical) interface or the logical interface.
interface-name—The interface name, including the interface device and associated VLAN IDs.
logical-system-name—The name of the logical system, if the receiving interface is in a logical system.
mac-address—The client MAC address, in a string of the format X0 xxXxx.xXxxx.

option-60—The portion of the option 60 payload that follows the length field. (Not supported for DHCPv6
local server)

option-82 <circuit-id> <remote-id>—The specified contents of the option 82 payload. (Not supported
for DHCPvé local server)

e circuit-id—The payload of the Agent Circuit ID suboption.
o remote-id—The payload of the Agent Remote ID suboption.

o Both circuit-id and remote-id—The payloads of both suboptions, in the format:
circuit-id[delimiter]remote-id.

o Neither circuit-id or remote-id—The raw payload of the option 82 from the PDU is concatenated to
the username.

NOTE: For DHCP relay agent, the option 82 value used in creating the username is based on
the option 82 value that is encoded in the outgoing (relayed) PDU.

relay-agent-interface-id—The Interface-1D option (option 18). (DHCPvé6 local server or DHCPvé relay
agent only)

relay-agent-remote-id—The DHCPvé6 Relay Agent Remote-ID option (option 37). (DHCPvé local server
or DHCPv6 relay agent only)

relay-agent-subscriber-id—(On routers only) The DHCPvé6 Relay Agent Subscriber-ID option (option
38). (DHCPv6 local server or DHCPvé relay agent only)

routing-instance-name—The name of the routing instance, if the receiving interface is in a routing
instance.



o user-prefix—A string indicating the user prefix.

¢ vlan-tags—The subscriber VLAN tags. Includes the outer VLAN tag and, if present, the inner VLAN tag.
You can use this option instead of the interface-name option when the outer VLAN tag is unique across
the system and you do not need the underlying physical interface name to be part of the format.

For DHCPvV6 clients, because the DHCPvé6 packet format has no specific field for the client MAC address,
the MAC address is derived from among several sources with the following priority:

e Client DUID Type 1 or Type 3.
e Option 79 (client link-layer address), if present.
e The packet source address if the client is directly connected.

e The link local address.

The router (switch) creates the unique username by including the specified additional information in the
following order, with the fields separated by a delimiter.

For DHCP local server and DHCP relay agent:
user-prefix[delimter]mac-address[delimter]logical-systemnane[delimter]

routing-i nstance-nane[del imter]circuit-type[deliniter]interface-nane[delimter]option-82[delimter]
opti on- 60@lonai n- nane

For DHCPvV6 local server:

user -prefi x| del i nt er] nac- address[ del i mter] | ogi cal - syst emnane[ del i nt er] routi ng-i nst ance- nane[ del i mter]
circuit-type[delimter]interface-name[deliniter]rel ay-agent-renote-id[delimter]
rel ay- agent - subscriber-id[delinmter]rel ay-agent-interface-id[deliniter]client-id@onain-name

Grouping Interfaces with Common DHCP Configurations

You use the group feature to group a set of interfaces and then apply a common DHCP configuration to
the named interface group. The extended DHCP local server, DHCPvé local server, DHCP relay agent,
and DHCPvé relay agent all support interface groups.

The following steps create a DHCP local server group; the steps are similar for the DHCPVé6 local server,
DHCP relay agent, and DHCPvVé relay agent.

To configure a DHCP local server interface group:

1. Specify that you want to configure DHCP local server.



[edit system services]
user@host# edit dhcp-local-server

. Create the group and assign a name.

[edit system services dhcp-local-server]
user@host# edit group boston

. Specify the names of one or more interfaces on which the extended DHCP application is enabled. You
can repeat the interface interface-name statement to specify multiple interfaces within the group, but
you cannot use the same interface in more than one group.

[edit system services dhcp-local-server group boston]
user@host# set interface fe-1/0/1.1
user@host# set interface fe-1/0/1.2

. (Optional) You can use the upto option to specify a range of interfaces for a group.

[edit system services dhcp-local-server group boston]
user@host# set interface fe-1/0/1.3 upto fe-1/0/1.9

. (Optional) You can use the exclude option to exclude a specific interface or a specified range of interfaces
from the group. For example:

[edit system services dhcp-local-server group boston]
user@host# set interface fe-1/0/1.1 upto fe-1/0/1.102
user@host# set interface fe-1/0/1.6 exclude

user@host# set interface fe-1/0/1.70 upto fe-1/0/1.80 exclude

Example- 2

To configure an interface group, use the group statement.

You can specify the names of one or more interfaces on which the extended DHCP application is enabled.
You can repeat the interface interface-name statement to specify multiple interfaces within a group, but
you cannot specify the same interface in more than one group. For example:

1. The extended DHCP applications enable you to group together a set of interfaces and apply a common

DHCP configuration to the named interface group.



group boston {
interface 192.168.10.1;
interface 192.168.15.5;

2. You can use the upto option to specify a range of interfaces on which the extended DHCP application
is enabled. For example:

group quebec {
interface 192.168.10.1 upto 192.168.10.255;

3. You can use the exclude option to exclude a specific interface or a specified range of interfaces from
the group. For example:

group paris {
interface 192.168.100.1 exclude;
interface 192.168.100.100 upto 192.168.100.125 exclude;

Example:

group group-name {
authentication {

password password-string;

username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;

}

interface interface-name <upto upto-interface-name> <exclude>;
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DHCP management on Junos OS devices support central configuration of DHCP options directly on the
RADIUS server (RADIUS-sourced options) and traditional client-sourced options configuration. Read the
following sections for information on central configuration of DHCP options on the RADIUS server.

RADIUS-Sourced Options

Subscriber management (on the routers) or DHCP management (on the switches) enables you to centrally
configure DHCP options on a RADIUS server and then distribute the options on a per-subscriber or per
DHCP-client basis. This method results in RADIUS-sourced DHCP options—the DHCP options originate
at the RADIUS server and are sent to the subscriber (or DHCP client). This differs from the traditional
client-sourced method (also called DHCP-sourced) of configuring DHCP options, in which the options
originate at the client and are sent to the RADIUS server. The subscriber management (DHCP management)
RADIUS-sourced DHCP options are also considered to be opaque, because DHCP local server performs
minimal processing and error checking for the DHCP options string before passing the options to the
subscriber (DHCP client).



Subscriber management (or DHCP management) uses Juniper Networks VSA 26-55 (DHCP-Options) to
distribute the RADIUS-sourced DHCP options. The RADIUS server includes VSA 26-55 in the Access-Accept
message that the server returns during subscriber authentication or DHCP client authentication. The
RADIUS server sends the Access-Accept message to the RADIUS client, and then on to DHCP local server
for return to the DHCP subscriber. The RADIUS server can include multiple instances of VSA 26-55in a
single Access-Accept message. The RADIUS client concatenates the multiple instances and uses the result
as a single instance.

There is no CLI configuration required to enable subscriber management (DHCP management) to use the
centrally configured DHCP options—the procedure is triggered by the presence of VSA 26-55 in the
RADIUS Access-Accept message.

When building the offer packet for the DHCP client, DHCP local server uses the following sequence:

1. Processes any RADIUS-configured parameters that are passed as separate RADIUS attributes; for
example, RADIUS attribute 27 (Session Timeout).

2. Processes any client-sourced parameters; for example, RADIUS attributes 53 (DHCP Message Type)
and 54 (Server ldentifier).

3. Appends (without performing any processing) the opaque DHCP options string contained in the VSA
26-55 received from the RADIUS server.

Client-Sourced Options Configuration

In addition to supporting central configuration of DHCP options directly on the RADIUS server
(RADIUS-sourced options), subscriber management (DHCP management) also supports the traditional
client-sourced options configuration, in which the router’s (switch’s) DHCP component sends the options
to the RADIUS server. The client-sourced DHCP options method is supported for both DHCP local server
and DHCP relay agent; however, the RADIUS-sourced central configuration method is supported on DHCP
local server only. Both the RADIUS-sourced and client-sourced methods support DHCPv4 and DHCPvé
subscribers (clients).

NOTE: You can use the RADIUS-sourced and client-sourced methods simultaneously on DHCP
local server. However, you must ensure that the central configuration method does not include
options that override client-sourced DHCP options, because this can create unpredictable results.



Data Flow for RADIUS-Sourced DHCP Options

Figure 14 on page 268 shows the procedure subscriber management (DHCP management) uses when
configuring DHCP options for subscribers (DHCP clients).

Figure 14: DHCP Options Data Flow
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The following general sequence describes the data flow when subscriber management (DHCP management)
uses RADIUS-sourced DHCP options and VSA 26-55 to configure a DHCP subscriber (client):

1. The subscriber (DHCP client) sends a DHCP discover message (or DHCPvé6 solicit message) to the
DHCP local server. The message includes client-sourced DHCP options.

2. The DHCP local server initiates authentication with the Junos OS RADIUS client.

3. The RADIUS client sends an Access-Request message on behalf of the subscriber (DHCP client) to the
external RADIUS server. The message includes the subscriber’s (DHCP client’s) client-sourced DHCP
options.

4. The external RADIUS server responds by sending an Access-Accept message to the RADIUS client.
The Access-Accept message includes the RADIUS-sourced opaque DHCP options in VSA 26-55.

5. The RADIUS client sends the DHCP options string to DHCP local server. If there are multiple VSA
26-55 instances, the RADIUS client first assembles them into a single options string.

6. DHCP local server processes all options into the DHCP offer (or DHCPvé reply) message, except for
the RADIUS-sourced VSA 26-55 DHCP options. After processing all other options, DHCP local server
then appends the unmodified VSA 26-55 DHCP options to the message and sends the message to the
subscriber (DHCP client).



7. The subscriber (DHCP client) is configured with the DHCP options.

8. The following operations occur after the subscriber (DHCP client) receives the DHCP options:

e Accounting—The RADIUS client sends Acct-Start and Interim-Accounting requests to the RADIUS
server, including the RADIUS-sourced DHCP options in VSA 26-55. By default, the DHCP options
are included in accounting requests.

e Renewal—When the subscriber (DHCP client) renews, the cached DHCP options value is returned
in the DHCP renew (or DHCPv6 ACK) message. The originally assigned DHCP options cannot be
modified during a renew cycle.

e Logout—When the subscriber (DHCP client) logs out, the RADIUS client sends an Acct-Stop message
to the RADIUS server, including the RADIUS-sourced VSA 26-55.

Multiple VSA 26-55 Instances Configuration

VSA 26-55 supports a maximum size of 247 bytes. If your RADIUS-sourced DHCP options field is greater
than 247 bytes, you must break the field up and manually configure multiple instances of VSA 26-55 for
the RADIUS server to return. When using multiple instances for an options field, you must place the
instances in the packet in the order in which the fragments are to by reassembled by the RADIUS client.
The fragments can be of any size of 247 bytes or less.

BEST PRACTICE: For ease of configuration and management of your DHCP options, you might
want to have one DHCP option per VSA 26-55 instance, regardless of the size of the option
field.

When the RADIUS client returns a reassembled opaque options field in an accounting request to the
RADIUS server, the client uses 247-byte fragments. If you had originally created instances of fewer than
247 bytes, the returned fragments might not be the same as you originally configured on the RADIUS
server.

NOTE: If you are configuring Steel-Belted Radius (SBR) to support multiple VSA 26-55 instances,
ensure that you specify VSA 26-55 with the RO flags in the Subscriber Management RADIUS
dictionary file. The R value indicates a multivalued reply attribute and the O value indicates an
ordered attribute.



DHCP Options That Cannot Be Centrally Configured

Table 17 on page 270 shows the DHCP options that you must not centrally configure on the RADIUS server.

Table 17: Unsupported Opaque DHCP Options

DHCP Option

Option O

Option 51

Option 52

Option 53

Option 54

Option 55

Option 255

DHCP with External Authentication Server | 256

Option Name

Pad Option

IP Address Lease Time

Option Overload

DHCP Message Type

Server |ldentifier

Parameter Request List

End

DHCP magic cookie

DHCP Overview | 31
IP Address Assignment Pool | 52

Comments

Not supported.

Value is provided by RADIUS attribute 27
(Session-Timeout).

Not supported.

Value is provided by DHCP local server.

Value is provided by DHCP local server.

Value is provided by DHCP local server.

Value is provided by DHCP local server.

Not supported.
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You use the group feature to group a set of interfaces and then apply a common DHCP configuration such
as extended DHCP local server, DHCPvé local server, DHCP relay agent, and DHCPvé6 relay agent to the
named interface group. For more information, read this topic.

Guidelines for Configuring Interface Ranges for Groups of DHCP Interfaces

This topic describes guidelines to consider when configuring interface ranges for named interface groups
for DHCP local server and DHCP relay. The guidelines refer to the following configuration statement:

user@host# set interface interface-name upto upto-interface-name

e The start subunit, interface interface-name , serves as the key for the stanza. The remaining configuration
settings are considered attributes.

o If the subunit is not included, an implicit .0 subunit is enforced. The implicit subunit is applied to all
interfaces when autoconfiguration is enabled. For example, interface ge-2/2/2 is treated as interface
ge-2/2/2.0.

e Ranged entries contain the upto option, and the configuration applies to all interfaces within the specified
range. The start of a ranged entry must be less than the end of the range. Discrete entries apply to a
single interface, except in the case of autoconfiguration, in which a 0 (zero) subunit acts as a wildcard.

¢ Interface stanzas defined within the same router or switch context are dependent and can constrain
each other—both DHCP local server and DHCP relay are considered. Interface stanzas defined across
different router (switch) contexts are independent and do not constrain one another.



Each interface stanza, whether discrete or ranged, has a unique start subunit across a given router
context. For example, the following configuration is not allowed within the same group because
ge-1/0/0.10 is the start subunit for both.

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.10

Two groups cannot share interface space. For example, the following configuration is not allowed because
the three stanzas share the same space and interfere with one another—interface ge-1/0/0.26 is common
to all three.

dhcp-relay group diamond interface ge-1/0/0.10 upto ge-1/0/0.30
dhcp-local-server group ruby interface ge-1/0/0.26
dhcp-relay group sapphire interface ge-1/0/0.25 upto ge-1/0/0.35

Two ranges cannot overlap, either within a group or across groups. Overlapping occurs when two
interface ranges share common subunit space but neither range is a proper subset of the other. The
following ranges overlap:

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.20 upto ge-1/0/0.40

A range can contain multiple nested ranges. A nested range is a proper subset of another range. When
ranges are nested, the smallest matching range applies.

In the following example, the three ranges nest properly:

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.12 upto ge-1/0/0.15 exclude
interface ge-1/0/0.25 upto ge-1/0/0.29 exclude

Discrete interfaces take precedence over ranges. In the following example, interface ge-1/0/0.20 takes
precedence and enforces an interface client limit of 5.

interface ge-1/0/0.10 upto ge-1/0/0.30
interface ge-1/0/0.15 upto ge-1/0/0.25 exclude
interface ge-1/0/0.20 overrides interface-client-limit 5



Configuring Group-Specific DHCP Local Server Options

You can include the following statements at the [edit system services dhcp-local-server group group-name]
hierarchy level to set group-specific DHCP local server configuration options. Statements configured at
the [edit system services dhcp-local-server group group-name] hierarchy level apply only to the named
group of interfaces, and override any global DHCP local server settings configured with the same statements
at the [edit system services dhcp-local-server] hierarchy level.

DHCPv6 local server supports the same set of statements with the exception of the dynamic-profile
statement.

¢ authentication—Configure the parameters the router sends to the external AAA server.
o dynamic-profile—Specify the dynamic profile that is attached to a group of interfaces.
o interface—Specify one or more interfaces, or a range of interfaces, that are within the specified group.

e liveness-detection—Configure bidirectional failure detection timers and authentication criteria for static
routes, or Layer 2 liveness detection using ARP and Neighbor Discovery packets. For more information,
see “DHCP Liveness Detection Overview” on page 302.

e overrides—Override the default configuration settings for the extended DHCP local server. For
information, see “Overriding the Default DHCP Local Server Configuration Settings” on page 105.

Configuring Group-Specific DHCP Relay Options

You can include the following statements at the [edit forwarding-options dhcp-relay group group-name]
hierarchy level to set group-specific DHCP relay agent configuration options. Group-specific statements
apply only to the named group of interfaces, and override any global DHCP relay agent settings for the
same statement.

Include the statements at the [edit forwarding-options dhcp-relay dhcpvé group group-name] hierarchy
level to configure group-specific options for DHCPvé6 relay agent.

e active-server-group—Configure an active server group to apply a common DHCP relay agent configuration
for a named group of DHCP server addresses. For information, see “Configuring Active Server Groups
to Apply a Common DHCP Relay Agent Configuration to Named Server Groups” on page 333.

¢ authentication—Configure the parameters the router (or switch) sends to the external AAA server.
o dynamic-profile—Specify the dynamic profile that is attached to a group of interfaces.

o interface—Specify one or more interfaces, or a range of interfaces, that are within the specified group.



e liveness-detection—Configure bidirectional failure detection timers and authentication criteria for static
routes, or Layer 2 liveness detection using ARP and Neighbor Discovery packets. For more information,
see “DHCP Liveness Detection Overview” on page 302.

e overrides—Override the default configuration settings for the extended DHCP relay agent. For
information, see “Overriding the Default DHCP Relay Configuration Settings” on page 187.

¢ relay-agent-interface-id—(DHCPvé only) Insert the DHCPvé6 Relay Agent Interface-ID option (option
18) in DHCPv6 packets destined for the DHCPv6 server.

¢ relay-agent-remote-id—(DHCPv6 only) Insert the DHCPvé Relay Agent Remote-ID option (option 37)
in DHCPv6 packets destined for the DHCPvé server.

¢ relay-option—Configure selective processing, which uses DHCP options in client packets to identify and
filter client traffic, and to specify the action DHCP relay agent takes with the traffic. For more information,
see Using DHCP Option Information to Selectively Process DHCP Client Traffic.

¢ relay-option-82—(DHCPv4 only) Enable or disable the insertion of option 82 information in packets
destined for a DHCP server. For information, see “Using DHCP Relay Agent Option 82 Information” on
page 207.

e service-profile—Specify the default subscriber service, (or default profile) which is activated when the
subscriber (or DHCP client) logs in and no other service is activated by a RADIUS server or a provisioning
server. For more information, see Default Subscriber Service Overview .

Configuring DHCP Server Configuration with Optional Pool Matching Using
Groups

The following example shows an extended DHCP local server configuration that includes optional pool
matching and interface groups. This configuration specifies that the DHCP local server uses option 82
information to match the named address range for client IP address assignment. The option 82 matching
must also be included in the address-assignment pool configuration. The DHCP local server uses the default
pool match configuration of ip-address-first.

[edit system services]
dhcp-local-server {
group group_one {
interface fe-0/0/2.0;
interface fe-0/0/2.1;
}
group group_two {
interface fe-0/0/3.0;
interface fe-0/0/3.1;



}

pool-match-order {
ip-address-first:
option-82:
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DHCP snooping on Junos OS device validates DHCP messages and drops invalid traffic. You can configure
how DHCP relay agent handles DHCP snooped packets. Depending on the configuration, DHCP relay
agent either forwards or drops the snooped packets it receives. For more information, read this topic.



DHCP Snooping Support

What is DHCP Snooping

DHCP snooping provides additional security by identifying the incoming DHCP packets and rejecting
DHCP traffic determined to be unacceptable from untrusted devices in the network.

DHCP allocates IP addresses dynamically, leasing addresses to devices so that the addresses can be reused
when they are no longer needed by the devices to which they were assigned. Hosts and end devices that
require IP addresses obtained through DHCP must communicate with a DHCP server across the LAN.

DHCP snooping looks into incoming DHCP packets and examines DHCP messages. It extracts their IP
addresses and lease information allocated to clients and builds up a database. Using this database, it can
determine if the packets arriving are from the valid clients—that is—the IP addresses of the clients was
assigned by the DHCP server. In this way, DHCP snooping acts as a guardian of network security by
keeping track of valid IP addresses assigned to downstream network devices by a trusted DHCP server
(the server is connected to a trusted network port).

Benefits of DHCP Snooping

e DHCP snooping provides an extra layer of security via dynamic IP source filtering.

e DHCP snooping can prevent rogue DHCP activity in the network by filtering out DHCP packets that
are arriving on the wrong ports, or with incorrect contents.

Configuring DHCP Snooping

In the default DHCP snooping configuration, all traffic is snooped. 3146531465

On Junos OS device, DHCP snooping is enabled in a routing instance when you configure the following
options in that routing instance:

o dhcp-relay statement at the [edit forwarding-options] hierarchy level
¢ dhcp-local-server statement at the [edit system services] hierarchy level

¢ You can optionally use the forward-snooped-clients statement to evaluate the snooped traffic and to
determine if the traffic is forwarded or dropped, based on whether or not the interface is configured as
part of a group.

The router discards snooped packets by default if there is no subscriber associated with the packet. To
enable normal processing of snooped packets, you must explicitly configure the allow-snooped-clients
statement at the [edit forwarding-options dhcp-relay] hierarchy level.



You can configure DHCP snooping support for a specific routing instance for the following:

e DHCPv4 relay agent—Override the router’s (or switch’s) default snooping configuration and specify that
DHCP snooping is enabled or disabled globally, for a named group of interfaces, or for a specific interface
within a named group.

In a separate procedure, you can set a global configuration to specify whether the DHCPv4 relay agent
forwards or drops snooped packets for all interfaces, only configured interfaces, or only nonconfigured
interfaces. The router also uses the global DHCP relay agent snooping configuration to determine
whether to forward or drop snooped BOOTREPLY packets. A renew request may be unicast directly to
the DHCP server. This is a BOOTPREQUEST packet and is snooped.

e DHCPv6 relay agent—As you can with snooping support for the DHCPv4 relay agent, you can override
the default DHCPvVé6 relay agent snooping configuration on the router to explicitly enable or disable
snooping support globally, for a named group of interfaces, or for a specific interface with a named group
of interfaces.

In multi-relay topologies where more than one DHCPvVé relay agent is between the DHCPvé6 client and
the DHCPV6 server, snooping enables intervening DHCPVé6 relay agents between the client and the
server to correctly receive and process the unicast traffic from the client and forward it to the server.
The DHCPvVé relay agent snoops incoming unicast DHCPvé packets by setting up a filter with UDP port
547 (the DHCPvé6 UDP server port) on a per-forwarding table basis. The DHCPvé6 relay agent then
processes the packets intercepted by the filter and forwards the packets to the DHCPvé server.

Unlike the DHCPv4 relay agent, the DHCPvé relay agent does not support global configuration of
forwarding support for DHCPvé snooped packets.

e DHCP local server—Configure whether DHCP local server forwards or drops snooped packets for all
interfaces, only configured interfaces, or only nonconfigured interfaces.

e You can also disable snooping filters. In the preceding configurations, all DHCP traffic is forwarded to
the slower routing plane of the routing instance before it is either forwarded or dropped. Disabling
snooping filters causes DHCP traffic that can be forwarded directly from the faster hardware control
plane to bypass the routing control plane.

Example: Configuring DHCP Snooping Support for DHCP Relay Agent
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This example shows how to configure DHCP snooping support for DHCP relay agent.

Requirements

e Configure DHCP relay agent. See “Extended DHCP Relay Agent Overview” on page 197.

Overview

In this example, you configure DHCP snooping support for DHCP relay agent by completing the following
operations:

¢ Override the default DHCP snooping configuration and enable DHCP snooping support for the interfaces
in group frankfurt.

e Configure DHCP relay agent to forward snooped packets to only configured interfaces.

NOTE: By default, DHCP snooping is disabled globally.

Configuration

Step-by-Step Procedure
To configure DHCP relay support for DHCP snooping:

1. Specify that you want to configure DHCP relay agent.

[edit]
user@host# edit forwarding-options dhcp-relay

2. Specify the named group of interfaces on which DHCP snooping is supported.

[edit forwarding-options dhcp-relay]
user@host# edit group frankfurt

3. Specify the interfaces that you want to include in the group. DHCP relay agent considers these as the
configured interfaces when determining whether to forward or drop traffic.

[edit forwarding-options dhcp-relay group frankfurt]
user@host# set interface fe-1/0/1.3 upto fe-1/0/1.9



4., Specify that you want to override the default configuration for the group.

[edit forwarding-options dhcp-relay group frankfurt]
user@host# edit overrides

5. Enable DHCP snooping support for the group.

[edit forwarding-options dhcp-relay group frankfurt overrides]
user@host# set allow-snooped-clients

6. Return to the [edit forwarding-options dhcp-relay] hierarchy level to configure the forwarding action
and specify that DHCP relay agent forward snooped packets on only configured interfaces:

[edit forwarding-options dhcp-relay group frankfurt overrides]
user@host# up 2

7. Enable DHCP snooped packet forwarding for DHCP relay agent.

[edit forwarding-options dhcp-relay]
user@host# edit forward-snooped-clients

8. Specify that snooped packets are forwarded on only configured interfaces (the interfaces in group
frankfurt).

[edit forwarding-options dhcp-relay forward-snooped-clients]
user@host# set configured-interfaces

Results

From configuration mode, confirm your configuration by entering the show forwarding-options command.
If the output does not display the intended configuration, repeat the instructions in this example to correct
it. The following output also shows a range of configured interfaces in group frankfurt.

[edit]
user@host# show forwarding-options
dhcp-relay {
forward-snooped-clients configured-interfaces;
group frankfurt {
overrides {



allow-snooped-clients;

1
interface fe-1/0/1.3 {
upto fe-1/0/1.9;

If you are done configuring the device, enter commit from configuration mode.

Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay
Agent

You can configure how DHCP relay agent handles DHCP snooped packets. Depending on the configuration,
DHCP relay agent either forwards or drops the snooped packets it receives.

DHCP relay uses a two-part configuration to determine how to handle DHCP snooped packets. This topic
describes how you use the forward-snooped-clients statement to manage whether DHCP relay agent
forwards or drops snooped packets, depending on the type of interface on which the packets are snooped.
In the other part of the DHCP relay agent snooping configuration, you enable or disable the DHCP relay
snooping feature.

Table 18 on page 281 shows the action the router or switch takes on snooped packets when DHCP snooping
is enabled by the allow-snooped-clients statement.

The router or switch also uses the configuration of the DHCP relay agent forwarding support to determine
how to handle snooped BOOTREPLY packets.

Table 18: Actions for DHCP Relay Agent Snooped Packets When DHCP Snooping Is Enabled

Action on
forward-snooped-clients Non-Configured
Configuration Action on Configured Interfaces Interfaces
forward-snooped-clients not snooped packets result in subscriber dropped
configured (DHCP client) creation
all-interfaces forwarded forwarded
configured-interfaces forwarded dropped
non-configured-interfaces snooped packets result in subscriber forwarded

(DHCP client) creation



Table 19 on page 282 shows the action the router (or switch) takes on snooped packets when DHCP
snooping is disabled by the no-allow-snooped-clients statement.

Table 19: Actions for DHCP Relay Agent Snooped Packets When DHCP Snooping Is Disabled

Action on Configured Action on Non-Configured
forward-snooped-clients Configuration = Interfaces Interfaces
forward-snooped-clients not configured dropped dropped
all-interfaces dropped forwarded
configured-interfaces dropped dropped
non-configured-interfaces dropped forwarded

Table 20 on page 282 shows the action the router (or switch) takes for the snooped BOOTREPLY packets.

Table 20: Actions for Snooped BOOTREPLY Packets

forward-snooped-clients Configuration Action

forward-snooped-clients not configured snooped BOOTREPLY packets dropped if client is not
found

forward-snooped-clients all configurations snooped BOOTREPLY packets forwarded if client is not
found

Configured interfaces have been configured with the group statement in the [edit forwarding-options
dhcp-relay] hierarchy. Non-configured interfaces are in the logical system/routing instance but have not
been configured by the group statement.

To configure DHCP snooped packet forwarding and BOOTREPLY snooped packet forwarding for DHCP
relay agent:

1. Specify that you want to configure DHCP relay agent.

[edit]
user@host# edit forwarding-options dhcp-relay

2. Enable DHCP snooped packet forwarding.

[edit forwarding-options dhcp-relay]
user@host# edit forward-snooped-clients



3. Specify the interfaces that are supported for snooped packet forwarding.

[edit forwarding-options dhcp-relay forward-snooped-clients]
user@host# set (all-interfaces | configured-interfaces | non-configured-interfaces)

For example, to configure DHCP relay agent to forward DHCP snooped packets on only configured
interfaces:

[edit]
forwarding-options {
dhcp-relay {
forward-snooped-clients configured-interfaces;
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For examples of DHCP snooping, see the Security Services Administration Guide.
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DHCP local server and DHCP relay agent support Auto logout feature. Auto logout releases and returns
IP addresses to the address pool if DHCP clients are no longer using these addresses. It improves the
efficiency of DHCP IP address assignment. For more information, read this topic.

DHCP Auto Logout Overview
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This topic provides an introduction to the DHCP auto logout feature and includes the following sections:

Auto Logout Overview

Auto logout is supported for DHCP local server and DHCP relay agent. It improves the efficiency of DHCP
IP address assignment by allowing IP addresses to be immediately released and returned to the address
pool when DHCP clients are no longer using the addresses. DHCP can then assign the addresses to other
clients. Without auto logout, an IP address is blocked for the entire lease period, and DHCP must wait
until the address lease time expires before reusing the address.

Auto logout is particularly useful when DHCP uses long lease times for IP address assignments and to help
avoid allocating duplicate IP addresses for a single client.

For example, you might have an environment that includes set-top boxes (STB) that are often upgraded
or replaced. Each time a STB is changed, the new STB repeats the DHCP discover process to obtain client
configuration information and an IP address. DHCP views the new STB as a completely new client and
assigns a new IP address— the previous IP address assigned to the client (the old STB) remains blocked
and unavailable until the lease expires. If auto logout is configured in this situation, DHCP recognizes that
the new STB is actually the same client and then immediately releases the original IP address. DHCP relay
agent acts as a proxy client for auto logout and sends a DHCP release message to the DHCP server.

How DHCP lIdentifies and Releases Clients

The auto logout feature requires that DHCP explicitly identify clients. By default, DHCP local server and
DHCP relay agent identify clients based on MAC address or Client Identifier, and subnet. However, in
some cases this type of identification might not be sufficient. For example, in the previous STB example,



each STB has a different MAC address, so DHCP incorrectly assumes that an upgraded or replacement
STB is a new client.

In order to explicitly identify clients, auto logout uses a secondary identification method when the primary
identification method is unsuccessful— the primary method is considered unsuccessful if the MAC address
or Client Identifier does not match that of an existing client. Subscriber management supports two secondary
identification methods that you can configure.

e Incoming interface method— DHCP views a new client connection on the interface as if it comes from
the same client. DHCP deletes the existing client binding before creating a binding for the newly connected
device. This method allows only one client device to connect on the interface.

NOTE: The incoming interface method differs from the overrides interface-client-limit 1
statement, which retains the existing binding and rejects the newly connected client.

e Option 60 and option 82 method— DHCP considers two clients as different if they have the same option
60 and option 82 information, but different subnets.

DHCP local server and DHCP relay agent perform the following operations when auto logout is enabled
and the secondary identification method identifies a duplicate client (that is, the Discover packet is from
an existing client).

e DHCP local server immediately releases the existing address.

e DHCP relay agent immediately releases the existing client and then sends a DHCP release packet to the
DHCP server. Sending the release packet ensures that DHCP relay and the DHCP server are synchronized.

If the DHCP relay receives a Discover message from an existing client, the DHCP relay forwards the
Discover message to the DHCP server. The DHCP relay preserves the binding if the client' s existing IP
address is returned by the DHCP server. This behavior is not applicable if the proxy-mode override or
client-discover-match functionality are enabled.

NOTE: If the DHCP relay agent is in snoop mode, DHCP relay releases the client but does not
send a release packet to the DHCP server if the discover packet is for a passive client (a client
added as a result of snooped packets) or if the discover packet is a snooped packet.

Option 60 and Option 82 Requirements

DHCP local server requires that the received discover packet include both DHCP option 60 and option
82. If either option is missing, the DHCP local server cannot perform the secondary identification method
and auto logout is not used.



DHCP relay agent requires that the received discover packet contain DHCP option 60. DHCP relay
determines the option 82 value based on the guidelines provided in “DHCP Relay Agent Option 82 Value
for Auto Logout” on page 217.

Automatically Logging Out DHCP Clients

You can configure the extended DHCP local server and extended DHCP relay to automatically log out
DHCP clients. Auto logout immediately releases an existing client when DHCP receives a discover packet
from a client whose identity matches an existing client. DHCP then releases the existing client IP address
without waiting for the normal lease expiration.

NOTE: When the existing client is released, the new client undergoes the normal authentication
process. The new client might not receive the same IP address as the original client.

To configure DHCP client auto logout:

1. Specify that you want to configure override options.

e For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit overrides

e For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

2. Enable auto logout and specify the secondary identification method you want to use when the primary
identification method is unsuccessful.

e For example, to configure DHCP local server to use the incoming interface method:

[edit system services dhcp-local-server overrides]
user@host# set client-discover-match incoming-interface

e For example, to configure DHCP relay agent to use the option 60 and option 82 method:

[edit forwarding-options dhcp-relay overrides]
user@host# set client-discover-match option60-and-option82



NOTE: If you change the auto logout configuration, existing clients continue to use the auto
logout setting that was configured when they logged in. New clients use the new setting.
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Specifying the Maximum Number of DHCP Clients Per Interface

By default, there is no limit to the number of DHCP local server or DHCP relay clients allowed on an
interface. However, you can override the default setting and specify the maximum number of clients
allowed per interface, in the range 1 through 500,000. When the number of clients on the interface reaches
the specified limit, no additional DHCP Discover PDUs or DHCPvé Solicit PDUs are accepted. When the
number of clients subsequently drops below the limit, new clients are again accepted.



NOTE: The maximum number of DHCP (and DHCPvé) local server clients or DHCP (and DHCPvé)
relay clients can also be specified by Juniper Networks VSA 26-143 during client login. The
VSA-specified value always takes precedence if the interface-client-limit statement specifies a
different number.

If the VSA-specified value differs with each client login, DHCP uses the largest limit set by the
VSA until there are no clients on the interface.

To configure the maximum number of DHCP clients allowed per interface:

1. Specify that you want to configure override options.

e For DHCP local server:

[edit system services dhcp-local-server]
user@host# edit overrides

e For DHCPvV6 local server:

[edit system services dhcp-local-server dhcpvé]
user@host# edit overrides

e For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

e For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit overrides

2. Configure the maximum number of clients allowed per interface. (DHCP local server, DHCPv6 local
server, DHCP relay agent and DHCPvé relay agent all support the interface-client-limit statement.)

[edit system services dhcp-local-server overrides]
user@host# set interface-client-limit number



NOTE: For DHCP local server and DHCP relay agent, you can use either the interface-client-limit
statement or the client-discover-match incoming-interface statement to set a limit of one client
per interface. The interface-client-limit statement with a value of 1 retains the existing client
and rejects any new client connections. The client-discover-match incoming-interface statement
deletes the existing client and allows a new client to connect.

DHCP Local Server Handling of Client Information Request Messages

DHCP clients that already have externally provided addresses may solicit further configuration information
from a DHCP server by sending a DHCP inform or DHCPvé information-request message that indicates
what information is desired. These message types can be collectively referred to as information request

messages. By default, DHCP local server and DHCPvé6 local server ignore any DHCP information requests
that they receive. You can override this default behavior to enable processing of these messages.

If you enable processing of information requests, DHCP local server responds to the client with a DHCP
acknowledgment message that includes the requested information—if it is available. DHCPvé6 local server
responds in the same manner but uses a DHCP reply message. No subscriber management or
DHCP-management is applied as a result of the DHCP information request message.

By default, DHCP relay and DHCP relay proxy automatically forward DHCP information request messages
without modification if the messages are received on an interface configured for a DHCP server group.
DHCP relay and relay proxy drop information request messages received on any other interfaces. You
cannot disable this default DHCP relay and relay proxy behavior.

The information requested by these clients is typically configured with the dhcp-attributes statement for
an address pool defined by the address-assignment pool pool-name statement at the [edit access] hierarchy
level.

When you enable processing of DHCP information requests, you can optionally specify the name of the
pool from which the local server retrieves the requested configuration information for the client. If you
do not do specify a local pool, then the local server requests that AAA selects and returns only the name
of the relevant pool.

NOTE: PPP interfaces are not supported on EX Series switches.

When DHCPVé is configured over PPP interfaces, the PPP RADIUS authentication data can be used to
select the pool from which the response information is taken. Additionally other RADIUS attributes can
also be inserted into the DHCPvé6 reply message. If an overlap exists between RADIUS attributes and local



pool attributes, the RADIUS values are used instead of the local configuration data. If no RADIUS information
is received from the underlying PPP interface, then the behavior is the same as described previously for
non-PPP interfaces.

Enabling Processing of Client Information Requests

By default, DHCP local server and DHCPvé local server do not respond to information request (DHCP
inform and DHCPv6 information-request) messages from the client. You can enable DHCP local server
and DHCPvé6 local server to process these messages and respond to them with an acknowledgment (ack
or reply message, respectively) and the requested information.

DHCP relay agent automatically forwards the information request messages without modification to the
configured server group by means of the interfaces configured for the respective server group. The
messages are dropped if they are received on an unconfigured interface. DHCP relay proxy also supports
forwarding these messages. You cannot disable forwarding of the information request messages.

Configure one or more local address pools if you want to use a local pool rather than one provided by
AAA. See “DHCPv6 Address-Assignment Pools” on page 63. For processing information request messages,
the address configuration is not necessary. For DHCP local server, you must specify the IPv4 family; for
DHCPv6 local server, you must specify the IPvé family.

See Configuring DHCP Client-Specific Attributes Applied When Clients Obtain an Address for details about
how to configure the information sought by clients that send information request messages.

To enable processing of DHCP client information request messages:

1. Specify that you want to configure override options.

e For DHCP local server:

[edit system services dhcp-local-server overrides]
user@host# set process-inform

e For DHCPvV6 local server:

[edit system services dhcp-local-server dhcpvé overrides]
user@host# set process-inform

2. (Optional) Specify a pool name from which DHCP information is returned to the client.

e For DHCP local server:

[edit system services dhcp-local-server overrides process-inform]



user@host# set pool pool-name
e For DHCPvVé local server:

[edit system services dhcp-local-server dhcpvé overrides process-inform]
user@host# set pool pool-name

Sending Release Messages When Clients Are Deleted

By default, when DHCP relay and relay proxy delete a client, they do not send a release message to the
DHCP server. You can override the default behavior and configure DHCP relay and relay proxy to send a
release message whenever they delete a client. The release message sent by DHCP relay and relay proxy
includes option 82 information.

NOTE: You must include the send-release-on-delete statement to configure DHCP relay and
relay proxy to send the release message when the client-discover-match statement is included.

You can use the [edit forwarding-options dhcp-relay dhcpvé] hierarchy level to override the default
behavior for DHCPv6 relay agent.

To send a release message:

1. Specify that you want to configure override options.

e For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# edit overrides

e For DHCPv6 relay agent:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit overrides

2. Specify that you want DHCP relay and relay proxy (or DHCPvé relay agent) to send a release message
when clients are deleted.

[edit forwarding-options dhcp-relay overrides]



user@host# set send-release-on-delete
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Junos OS allows you to perform different types of DHCP services such as attaching dynamic profiles, using
external authentication services with DHCP, specifying maximum number of clients, managing client
information request messages, dynamic reconfiguration of clients and so on. For more information, read
this topic.



Understanding Dynamic Reconfiguration of Extended DHCP Local Server
Clients

Dynamic reconfiguration of clients enables the extended DHCP local server to initiate a client update
without waiting for the client to initiate a request.

Default Client/Server Interaction

Typically the DHCP client initiates all of the basic DHCP client/server interactions. The DHCP server sends
information to a client only in response to a request from that client. This behavior does not enable a client
to be quickly updated with its network address and configuration in the event of server changes:

NOTE: Technically, the DHCP client/server interactions are the same on routers and switches.
However, the primary usage of this technology on the routers is for subscriber management.
The switches are not used for subscriber management. Therefore, this topic provides two sample
scenarios. The actions are the same, but the implementation details are different.

e On routers—Suppose a service provider restructures its addressing scheme or changes the server IP
addresses that it provided to clients. Without dynamic reconfiguration, the service provider typically
clears the DHCP server binding table, but cannot inform the DHCP clients that their bindings have been
cleared. Consequently, the DHCP client operates as though its IP address is still valid, but it is now unable
to communicate over the access network, resulting in an outage. The DHCP local server needs to wait
for the client to send a message to renew its lease or rebind to the server. In response, the server sends
a NAK message to the client to force it to begin the DHCP connection process again. Alternatively, the
provider can wait for customers to make a service call about the network failures and then instruct them
to power cycle their customer premises equipment to reinitiate the connection. Neither of these actions
is timely or convenient for customers.

e On switches—Suppose you restructure the addressing scheme or change the server IP addresses that
the DHCP server provides to clients. Without dynamic reconfiguration, the network typically clears the
DHCP server binding table, but cannot inform the DHCP clients that their bindings have been cleared.
Consequently, the DHCP client operates as though its IP address is still valid, but it is now unable to
communicate over the access network, resulting in an outage. The DHCP local server needs to wait for
the client to send a message to renew its lease or rebind to the server. In response, the server sends a
NAK message to the client to force it to begin the DHCP connection process again. Alternatively, you
can wait for users to notify you of the network failures and then instruct them to power cycle their
equipment to reinitiate the connection. Neither of these actions is timely or convenient for users.



Dynamic Client/Server Interaction for DHCPv4

Dynamic reconfiguration for DHCPv4 is available through a partial implementation of RFC 3203, DHCP
Reconfigure Extension for DHCPvA. It enables the DHCPv4 local server to send a message to the client to
force reconfiguration.

The server sends a forcerenew message to a DHCPv4 client, initiating a message exchange. In response,
DHCPv4 clients that support the forcerenew message then send a lease renewal message to the server.
The server rejects the lease renewal request and sends a NAK to the client, causing the client to reinitiate
the DHCP connection. A successful reconnection results in the reconfiguration of the DHCP client. Only
the exchange of forcerenew, renew, and NAK messages is supported from RFC 3202. DHCP relay and
DHCP relay proxy do not participate in the client reconfiguration or react to forcerenew messages other
than to forward them to the client.

When the local server state machine starts the reconfiguration process on a bound client, the client
transitions to the reconfiguring state and the local server sends a forcerenew message to the client. Because
the client was in the bound state before entering the reconfiguring state, all subscriber services or
DHCP-managed services, such as forwarding and statistics, continue to work. Client statistics are not
maintained in the interval between a successful reconfiguration and the subsequent client binding. When
the server responds to the client renewal request with a NAK, the client entry is removed from the binding
table and final statistics are reported. New statistics are collected when the client sends a discover message
to establish a new session.

Dynamic Client/Server Interaction for DHCPvé6

Dynamic reconfiguration for DHCPvé is available through a partial implementation of RFC 3315, Dynamic
Host Configuration Protocol for IPv6 (DHCPvA). It enables the DHCPvé6 local server to send a message to
the client to force reconfiguration.

DHCPvé6 servers send reconfigure messages to DHCPVé clients, initiating a message exchange. In response,
DHCPv6 clients that support the reconfigure message transition to the renewing state and send a renew
message to the server. The server returns a reply message with a lifetime of zero (0). The client transitions
to the init state and sends a solicit message. The server sends an advertise message to indicate that it is
available for service. The client sends a request for configuration parameters, which the server then includes
in its reply. DHCP relay and DHCP relay proxy do not participate in the client reconfiguration or react to
reconfigure messages other than to forward them to the client.

When a DHCPVé6 server is triggered to initiate reconfiguration on a bound DHCPvé client, the client
transitions to the reconfigure state. All subscriber services, such as forwarding and statistics, continue to
work. The server then sends the reconfigure message to the client. If the DHCPv6 client is already in the
reconfigure state, the DHCPv6 server ignores the reconfiguration trigger. For clients in any state other
than bound or reconfigure, the server clears the binding state of the client, as if the clear dhcpvé server
binding command had been issued.



Manually Forcing the Local Server to Initiate the Reconfiguration Process

You can force the local server to initiate the reconfiguration process for clients by issuing the request dhcp
server reconfigure command for DHCPV4 clients, and the request dhcpvé server reconfigure command
for DHCPvé clients. Command options determine whether reconfiguration is then attempted for all clients
or specified clients.

Action Taken for Events That Occur During a Reconfiguration

Events that take place while a reconfiguration is in process take precedence over the reconfiguration.
Table 21 on page 295 lists the actions taken in response to several different events.

Table 21: Action Taken for Events That Occur During a Reconfiguration

Event Action

Server receives a discover (DHCPv4) or solicit (DHCPvé6) Server drops packet and deletes client.
message from the client.

Server receives a request, renew, rebind, or init-reboot DHCPv4—Server sends NAK message and deletes
message from the client. client.

DHCPv6—Server drops packet and deletes client.
Server replies to renew message with lease time of
zero (0).

Server receives a release or decline message from the client. | Server deletes client.

The client lease times out. Server deletes client.

The clear dhcp server binding command is issued. Server deletes client.

The request dhcp server reconfigure (DHCPv4) or request = Command is ignored.
dhcpvé server reconfigure (DHCPv6) command is issued.

GRES or DHCP restart occurs. Reconfiguration process is halted.



Benefits of Dynamic Reconfiguration of DHCP Local Server Clients

e Enable the DHCP local server to dynamically reconfigure DHCP clients, avoiding extended outages
because of server configuration changes that otherwise require the server to wait for the client to renews
its lease or rebind to the server.

Configuring Dynamic Reconfiguration of Extended Local Server Clients
Overview

The DHCP local server can initiate reconfiguration of its clients to avoid extended outages because of
server configuration changes. You can enable dynamic reconfiguration for all DHCP clients or only the
DHCP clients serviced by a specified group of interfaces, and you can modify the behavior accordingly.

Starting in Junos OS Release 14.1, you can modify the behavior of the process in which the DHCP local
server initiates reconfiguration of its clients by including the appropriate configuration statements. You
can provide the statements at the [edit system services dhcp-local-server reconfigure] hierarchy level for
all DHCPvV4 clients, and at the [edit system services dhcp-local-server dhcpvé reconfigure] hierarchy level
for all DHCPvé clients. To override this global configuration for only the DHCP clients serviced by a
specified group of interfaces, you can include the statements with different values at the [edit system
services dhcp-local-server group group-name reconfigure] hierarchy level for DHCPv4 clients, and at the
[edit system services dhcp-local-server dhcpvé group group-name reconfigure] hierarchy level for DHCPvé6
clients.

To configure dynamic reconfiguration of DHCP clients:

1. Enable dynamic reconfiguration with default values for all clients.

For DHCPv4:

[edit system services dhcp-local-server]
user@host# set reconfigure

For DHCPvé:

[edit system services dhcp-local-server dhcpvé]
user@host# set reconfigure

2. (Optional) Enable dynamic reconfiguration for only the clients serviced by a group of interfaces.



For DHCPv4:

[edit system services dhcp-local-server group-name]
user@host# set reconfigure

For DHCPvé:

[edit system services dhcp-local-server dhcpvé group group-name]
user@host# set reconfigure

3. (Optional) Configure how the server attempts reconfiguration.
See “Configuring Dynamic Reconfiguration Attempts for DHCP Clients” on page 298.

4. (Optional) Configure the response to a failed reconfiguration.

See “Configuring Deletion of the Client When Dynamic Reconfiguration Fails” on page 299.

5. (Optional) Configure the behavior in response to a RADIUS-initiated disconnect.

See “Configuring Reconfiguration of the Client on Receipt of RADIUS-Initiated Disconnect” on page 301.

6. (Optional) Configure a token for rudimentary server authentication.

See “Configuring a Token for DHCP Local Server Authentication” on page 300.

7. (Optional) Prevent DHCPvé clients from binding if they do not support reconfigure messages.

See “Preventing Binding of Clients That Do Not Support Reconfigure Messages” on page 136.

Requesting DHCP Local Server to Initiate Reconfiguration of Client Bindings

You can request that the DHCP local server initiate reconfiguration of all of clients or only specified clients.
To request reconfiguration of all clients:

e Specify the all option.

user@host> request dhcp server reconfigure all

You can use any of the following methods to request reconfiguration of specific clients:

o Specify the IP address of the DHCPv4 client.



user@host> request dhcp server reconfigure 192.168.27.3

e Specify the MAC address of a DHCPv4 client.
user@host> request dhcp server reconfigure 00:00:5E:00:53:67

e Specify an interface; reconfiguration is attempted for all clients on this interface.
user@host> request dhcp server reconfigure interface fe-0/0/0.100

e Specify a logical system; reconfiguration is attempted for all clients or the specified clients in this logical
system.

user@host> request dhcp server reconfigure all logical-system Is-bldg5

e Specify a routing instance; reconfiguration is attempted for all clients or the specified clients in this
routing instance.

user@host> request dhcp server reconfigure all routing-instance ri-boston

Configuring Dynamic Reconfiguration Attempts for DHCP Clients

You can configure how many attempts the local server makes to initiate reconfiguration of the DHCP
client by sending forcerenew or reconfigure messages. You can also specify how long the server waits
between attempts. By default, eight attempts are made and the initial interval is two seconds.

Each successive attempt doubles the interval between attempts. For example, if the first value is 2, the
first retry is attempted 2 seconds after the first attempt fails. The second retry is attempted 4 seconds
after the first retry fails. The third retry is attempted 8 seconds after the second retry fails, and so on. A
group configuration takes precedence over a DHCP local server configuration.

(Optional) To configure DHCP local server reconfiguration behavior for all DHCP clients:

1. Specify the number of reconfiguration attempts.

For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set attempts 5



For DHCPvé:

[edit system services dhcp-local-server dhcpvé reconfigure]
user@host# set attempts 5

2. Specify the interval between reconfiguration attempts.

For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set timeout 8

For DHCPvé:

[edit system services dhcp-local-server dhcpvé reconfigure]
user@host# set timeout 8

To override the global configuration for a particular group of clients, include the statements at the [edit
system services dhcp-local-server group group-name reconfigure] hierarchy level or the [edit system
services dhcpvé dhcp-local-server group group-name reconfigure] hierarchy level.

Configuring Deletion of the Client When Dynamic Reconfiguration Fails

You can configure the local server to delete the client when the maximum number of reconfiguration
attempts has been made without success. By default, the client’s original configuration is restored.

(Optional) To configure the DHCP local server to delete the client when reconfiguration is not successful,
for all clients:

¢ Specify the client deletion.
For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set clear-on-abort

For DHCPvé:

[edit system services dhcp-local-server dhcpvé reconfigure]
user@host# set clear-on-abort



To override the global configuration for a particular group of clients, include the statement at the [edit
system services dhcp-local-server group group-name reconfigure] hierarchy level or the [edit system
services dhcpvé dhcp-local-server group group-name reconfigure] hierarchy level.

Configuring a Token for DHCP Local Server Authentication

You can configure an authentication token to provide rudimentary protection against inadvertently
instantiated DHCP servers. You can configure the local server to include a constant, unencoded token in
the DHCP forcerenew message as part of the authentication option it sends to clients. If the service
provider has previously configured the DHCP client with a token, then the client can compare that token
against the newly received token. If the tokens do not match, the DHCP client discards the forcerenew
message. This functionality corresponds to RFC 3118, Authentication for DHCP Messages, section 4.

(Optional) To configure the DHCP local server to include a token in the forcerenew message sent to the
client, for all clients:

¢ Specify the token.
For DHCPv4:

[edit system services dhcp-local-server reconfigure]
user@host# set token token-value

For DHCPvé:

[edit system services dhcp-local-server dhcpvé reconfigure]
user@host# set token token-value

(Optional) For only a particular group of clients:

o Specify the token.
For DHCPv4:

[edit system services dhcp-local-server group group-name reconfigure]
user@host# set token token-value

For DHCPvé:

[edit system services dhcp-local-server dhcpvé group group-name reconfigure]
user@host# set token token-value



Configuring Reconfiguration of the Client on Receipt of RADIUS-Initiated
Disconnect

You can configure the local server to reconfigure the client when the client receives a RADIUS-initiated
disconnect. By default, the client is deleted when a RADIUS-initiated disconnect is received.

(Optional) To configure the DHCP local server to reconfigure the client instead of deleting the client when
a RADIUS-initiated disconnect is received, for all clients:

e Specify the RADIUS-initiated disconnect trigger.
For DHCPv4:

[edit system services dhcp-local-server reconfigure trigger]
user@host# set radius-disconnect

For DHCPvé:

[edit system services dhcp-local-server dhcpvé reconfigure trigger]
user@host# set radius-disconnect

To override the global configuration for a particular group of clients, include the statement at the [edit
system services dhcp-local-server group group-name reconfigure trigger] hierarchy level or the [edit
system services dhcpvé dhcp-local-server group group-name reconfigure trigger] hierarchy level.
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DHCP Liveness Detection
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DHCP liveness detection for DHCP client IP sessions utilizes an active liveness detection protocol to
conduct liveness detection checks for relevant clients. When configured with a liveness detection protocol,
if a given client fails to respond to a configured number of consecutive liveness detection requests, the
client binding is deleted and its resources released. For more information, read this topic.

DHCP Liveness Detection Overview

Unlike PPP, DHCP does not define a native keepalive mechanism as part of either the DHCPv4 or DHCPvé6
protocols. Without a keepalive mechanism, DHCP local server, DHCP relay, and DHCP relay proxy are
unable to quickly detect if any of them has lost connectivity with a subscriber or a DHCP client. Instead,
they must rely on standard DHCP subscriber session or DHCP client session termination messages.

DHCP clients often do not send DHCP release messages before exiting the network. The discovery of
their absence is dependent on existing DHCP lease time and release request mechanisms. These mechanisms
are often insufficient when serving as session health checks for clients in a DHCP subscriber access or a
DHCP-managed network. Because DHCP lease times are typically too long to provide an adequate response
time for a session health failure, and configuring short DHCP lease times can pose an undue burden on
control plane processing, implementing a DHCP liveness detection mechanism enables better monitoring
of bound DHCP clients. When configured with a liveness detection protocol, if a given subscriber (or client)
fails to respond to a configured number of consecutive liveness detection requests, the subscriber (or
client) binding is deleted and its resources released.

DHCP liveness detection for DHCP subscriber IP or DHCP client IP sessions utilizes an active liveness
detection protocol to institute liveness detection checks for relevant clients. Clients must respond to
liveness detection requests within a specified amount of time. If the responses are not received within



that time for a given number of consecutive attempts, then the liveness detection check fails and a failure
action is implemented.

Examples of liveness detection protocols include Bidirectional Forwarding Detection (BFD) for both
DHCPv4 and DHCPvé subscribers, IPv4 Address Resolution Protocol (ARP) for DHCPv4 subscribers, and
IPv6 Neighbor Unreachability Detection (NUD) using Neighbor Discovery (ND) packets for DHCPv6
subscribers.

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and ND packets for DHCPvé
is supported on MX Series routers for Layer 2 liveness detection in addition to BFD liveness detection. In
earlier releases, only BFD is supported for all platforms.

The two liveness detection methods are mutually exclusive.
When configuring BFD liveness detection, keep the following in mind:

e You can configure liveness detection for both DHCP local server and DHCP relay.

e You can configure DHCPv4 and DHCPvé liveness detection either globally or per DHCPv4 or DHCPvé6
group.

e DHCPv4 or DHCPVé6 subscriber access clients that do not support BFD are not affected by the liveness
detection configuration. These clients can continue to access the network (after they are validated) even
if BFD liveness detection is enabled on the router (or switch).

e When configured, DHCPv4 or DHCPvé initiates liveness detection checks for clients that support BFD
when those clients enter a bound state.

o After protocol-specific messages are initiated for a BFD client, they are periodically sent to the subscriber
(or client) IP address of the client and responses to those liveness detection requests are expected within
a configured amount of time.

o If liveness detection responses are not received from clients that support BFD within the configured
amount of time for a configured number of consecutive attempts, the liveness detection check is deemed
to have failed. A configured failure action to clear the client binding is applied.

e The only failure action supported for Layer 2 Liveness detection is clear-binding.
When configuring DHCP ARP and ND Layer 2 liveness detection on MX Series, keep the following in mind:

e You can configure liveness detection for both DHCP local server and DHCP relay.

e You can configure DHCPv4 and DHCPvé6 ARP and ND liveness detection globally, per DHCPv4 or
DHCPvé6 group, and per dual-stack group.

o ARP/ND liveness detection applies only to DHCP clients that:

o Are directly connected over dynamic VLANS.



o Have permanent Layer 2 entries.

e DHCPv6 clients must have a unique source MAC address and link-local address. Only single liveness
detection entry is used for all IPv6 addresses associated with a specific client session.

Benefits of DHCP Liveness Detection

Using DHCP liveness detection, IP sessions are acted upon as soon as liveness detection checks fail. This
faster response time serves to:

e Provide more accurate time-based accounting of subscriber (or DHCP client) sessions.
o Better preserve router (switch) resources.

e Help to reduce the window of vulnerability to some security attacks.

Configuring Detection of DHCP Relay or DHCP Relay Proxy Client
Connectivity with BFD

You can configure liveness detection with Bidirectional Forwarding Detection (BFD) for DHCP subscriber
IP sessions or DHCP client IP sessions to check the connectivity of DHCP relay clients. Clients must respond
to liveness detection requests within a specified amount of time. If the responses are not received within
that time for a given number of consecutive attempts, then the liveness detection check fails and a failure
action is implemented.



To configure liveness detection for DHCP relay:

1. Specify that you want to configure liveness detection.

e For DHCP global configuration:

[edit forwarding-options dhcp-relay]
user@host# edit liveness-detection

e For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name]
user@host# edit liveness-detection

NOTE: Liveness detection is also supported for DHCPvé configurations. To configure DHCPvé
liveness detection, include the liveness-detection statement, and any subsequent configuration
statements, at the [edit forwarding-options dhcp-relay dhcpvé] or [edit forwarding-options
dhcp-relay dhcpvé group group-name hierarchy level.

2. (Optional) Specify that you want to use DHCP relay proxy mode.

[edit forwarding-options dhcp-relay group group-name]
user@host# set overrides proxy-mode

3. Specify that you want to configure the liveness detection method.

e For DHCP global configuration:

[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit method

e For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detection]
user@host# edit method

4. Specify the liveness detection method that you want DHCP to use.



NOTE: In releases earlier than Junos OS Release 17.4R1, the only method supported for
liveness detection on all platforms is BFD.

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and ND packets
for DHCPVé is supported on MX Series routers for Layer 2 liveness detection in addition to
BFD liveness detection. The two liveness detection methods are mutually exclusive. See
DHCP Liveness Detection Using ARP and Neighbor Discovery Packets for information about
configuring ARP and ND Layer 2 liveness detection.

e For DHCP global configuration:

[edit forwarding-options dhcp-relay liveness-detection method]
user@host# edit bfd

e For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detection method]
user@host# edit bfd

. Configure the liveness detection method as desired.

See “Example: Configuring Global Liveness Detection with BFD for DHCP Relay Agent Clients” on
page 307 for an example of how to globally configure DHCP relay liveness detection with BFD.

. Configure the action the router takes when a liveness detection failure occurs.

e For DHCP global configuration:

[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit failure-action action

e For DHCP group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detection]
user@host# edit failure-action action


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/dhcp-liveness-detection-arp-nd-packets.html

Example: Configuring Global Liveness Detection with BFD for DHCP Relay
Agent Clients
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This example shows how to configure liveness detection for DHCP relay agent subscribers using Bidirectional
Forwarding Detection (BFD) as the liveness detection method.

Requirements

This example uses the following hardware and software components:

¢ Juniper Networks MX Series routers.

e Junos OS Release 12.1 or later
Before you begin:

e Configure DHCP relay agent. See “Extended DHCP Relay Agent Overview” on page 197.

Overview

In this example, you configure liveness detection for DHCP relay agent subscribers by completing the
following operations:

1. Enable liveness detection globally for DHCP relay subscribers.
2. Specify BFD as the liveness detection method for all dynamically created DHCP relay subscribers.
3. Configure BFD-specific statements to define how the protocol behaves.

4. Configure the action the router takes when a liveness detection failure occurs.



NOTE: This example explains how to configure liveness detection for a DHCPv4 network.
Liveness detection is also supported for DHCPvé configurations. To configure DHCPVé liveness
detection, include the liveness-detection statement, and any subsequent configuration statements,
at the [edit forwarding-options dhcp-relay dhcpvé] or [edit forwarding-options dhcp-relay
dhcpvé group group-name] hierarchy level.

Configuration

Step-by-Step Procedure

To configure liveness detection for DHCP relay:

1. Specify that you want to configure liveness detection.

[edit forwarding-options dhcp-relay]
user@host# edit liveness-detection

N

. Specify that you want to configure the liveness detection method.

[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit method

w

. Specify BFD as the liveness detection method that you want DHCP to use.

[edit forwarding-options dhcp-relay liveness-detection method]
user@host# edit bfd

4. Configure the detection time threshold (in milliseconds) at which a trap is produced.

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set detection-time threshold 50000

w

. Configure the time (in milliseconds) for which BFD holds a session up notification.

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set holddown-interval 50



6. Configure the BFD minimum transmit and receive interval (in milliseconds).

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set minimum-interval 45000

7. Configure the minimum receive interval (in milliseconds).

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set minimum-receive-interval 60000

8. Configure a multiplier value for the detection time.

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set multiplier 100

9. Disable the ability for BFD interval timers to change or adapt to network situations.

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set no-adaptation

10. Configure the BFD session mode.

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set session-mode automatic

11. Configure the threshold and minimum interval for the BFD transmit interval.

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set transmit-interval threshold 60000 minimum-interval 45000

12. Configure the BFD protocol version you want to detect.

[edit forwarding-options dhcp-relay liveness-detection method bfd]
user@host# set version automatic

13. Configure the action the router takes when a liveness detection failure occurs. In this example, the
failure action is to clear the client session only when a liveness detection failure occurs and the local
interface is detected as being up.



[edit forwarding-options dhcp-relay liveness-detection]
user@host# edit failure-action action

Results

From configuration mode, confirm your configuration by entering the show forwarding-options command.
If the output does not display the intended configuration, repeat the instructions in this example to correct
it. The following output also shows a range of configured interfaces in group frankfurt.

[edit]
user@host# show forwarding-options
dhcp-relay {
liveness-detection {
failure-action clear-binding-if-interface-up;
method {
bfd {
version automatic;
minimum-interval 45000;
minimum-receive-interval 60000;
multiplier 100;
no-adaptation;
transmit-interval {
minimum-interval 45000;
threshold 60000;
}
detection-time {
threshold 50000;
}
session-mode automatic;
holddown-interval 50;

If you are done configuring the device, enter commit from configuration mode.

Configuring Detection of DHCP Local Server Client Connectivity with BFD

You can configure liveness detection with Bidirectional Forwarding Detection (BFD) for DHCP subscriber
IP sessions or DHCP client IP sessions to check the connectivity of DHCP local server clients. Clients must
respond to liveness detection requests within a specified amount of time. If the responses are not received



within that time for a given number of consecutive attempts, then the liveness detection check fails and
a failure action is implemented.

NOTE: You can also configure DHCP liveness detection for DHCP relay.

To configure liveness detection for DHCP local server:

1. Specify that you want to configure liveness detection.

e For DHCP global configuration:

[edit system services dhcp-local-server]
user@host# edit liveness-detection

e For DHCP group configuration:

[edit system services dhcp-local-server group group-name]
user@host# edit liveness-detection

NOTE: Liveness detection is also supported for DHCPvé configurations. To configure DHCPvé6
liveness detection, include the liveness-detection statement, and any subsequent configuration
statements, at the [edit system services dhcp-local-server dhcpvé] or [edit system services
dhcp-local-server dhcpvé group group-name] hierarchy level.

2. Specify that you want to configure the liveness detection method.

e For DHCP global configuration:

[edit system services dhcp-local-server liveness-detection]
user@host# edit method

e For DHCP group configuration:

[edit system services dhcp-local-server group group-name liveness-detection]
user@host# edit method

3. Specify the liveness detection method that you want DHCP to use.



NOTE: In releases earlier than Junos OS Release 17.4R1, the only method supported for
liveness detection on all platforms is BFD.

Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and ND packets
for DHCPvVé is supported on MX Series routers for Layer 2 liveness detection in addition to
BFD liveness detection. The two liveness detection methods are mutually exclusive. See
DHCP Liveness Detection Using ARP and Neighbor Discovery Packets for information about
configuring ARP and ND Layer 2 liveness detection.

e For DHCP global configuration:

[edit system services dhcp-local-server liveness-detection method]
user@host# edit bfd

e For DHCP group configuration:

[edit system services dhcp-local-server group group-name liveness-detection method]
user@host# edit bfd

. Configure the liveness detection method as desired.

See Example: Configuring Group Liveness Detection with BFD for DHCP Local Server Clients for an example
of how to configure DHCPv4 groups for DHCP local server liveness detection with BFD.

. Configure the action the router takes when a liveness detection failure occurs.

e For DHCP global configuration:

[edit system services dhcp-local-server liveness-detection]
user@host# edit failure-action action

e For DHCP group configuration:

[edit system services dhcp-local-server group group-name liveness-detection]
user@host# edit failure-action action


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/dhcp-liveness-detection-arp-nd-packets.html

Example: Configuring Group Liveness Detection with BFD for DHCP Local
Server Clients
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This example shows how to configure group liveness detection for DHCP local server subscribers or DHCP
clients using Bidirectional Forwarding Detection (BFD) as the liveness detection method.

Requirements

This example uses the following hardware and software components:

e Juniper Networks MX Series routers
e Juniper Networks EX Series switches

e Junos OS Release 12.1 or later
Before you begin:

e Configure DHCP local server. See “Understanding Differences Between Legacy DHCP and Extended
DHCP” on page 43.

Overview

In this example, you configure group liveness detection for DHCP local server subscribers (clients) by
completing the following operations:

1. Enable liveness detection for DHCP local server subscriber (or DHCP client) groups.

2. Specify BFD as the liveness detection method for all dynamically created DHCP local server subscribers
(clients).

3. Configure BFD-specific statements to define how the protocol behaves.

4. Configure the action the router (switch) takes when a liveness detection failure occurs.



NOTE: This example explains how to configure liveness detection for a DHCPv4 network.
Liveness detection is also supported for DHCPvé configurations. To configure DHCPVé liveness
detection, include the liveness-detection statement, and any subsequent configuration statements,
at the [edit system services dhcp-local-server dhcpvé] or [edit system services dhcp-local-server
dhcpvé group group-name] hierarchy level.

Configuration

Step-by-Step Procedure

To configure group liveness detection for DHCP local server:

1. Specify that you want to configure liveness detection.

[edit system services dhcp-local-server ]
user@host# edit liveness-detection

N

. Specify that you want to configure liveness detection for a specific DHCP local server group.

[edit system services dhcp-local-server liveness-detection]
user@host# edit group local_group_1

w

. Specify that you want to configure the liveness detection method.

[edit system services dhcp-local-server group local_group_1 liveness-detection]
user@host# edit method

4. Specify BFD as the liveness detection method that you want DHCP to use.

[edit system services dhcp-local-server group local_group_1 liveness-detection method]
user@host# edit bfd

w

. Configure the detection time threshold (in milliseconds) at which a trap is produced.

[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set detection-time threshold 30000



6. Configure the time (in milliseconds) for which BFD holds a session up notification.

[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set holddown-interval 50

7. Configure the BFD minimum transmit and receive interval (in milliseconds).

NOTE: You do not need to configure the BFD minimum transmit and receive interval if you
configure the minimum-interval for the BFD transmit-interval statement and the
minimum-receive-interval.

[edit system services dhcp-local-servergroup local_group_1 liveness-detection method bfd]
user@host# set minimum-interval 45000

8. Configure the minimum receive interval (in milliseconds).

NOTE: You do not need to configure the BFD minimum receive interval if you configure the
BFD minimum transmit and receive interval.

[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set minimum-receive-interval 60000

9. Configure a multiplier value for the detection time.

[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set multiplier 100

10. Disable the ability for BFD interval timers to change or adapt to network situations.

[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set no-adaptation

11. Configure the BFD session mode.



[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set session-mode automatic

12. Configure the threshold and minimum interval for the BFD transmit interval.

NOTE: You do not need to configure the transmit interval values if you have already
configured the minimum transmit and receive interval for BFD.

[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set transmit-interval threshold 60000 minimum-interval 45000

13. Configure the BFD protocol version you want to detect.

[edit system services dhcp-local-server group local_group_1 liveness-detection method bfd]
user@host# set version automatic

14. Configure the action the router (switch) takes when a liveness detection failure occurs. In this example,
the failure action is to clear the client session only when a liveness detection failure occurs and the
local interface is detected as being up.

[edit system services dhcp-local-server group local_group_1 liveness-detection]
user@host# edit failure-action action

Results

From configuration mode, confirm your configuration by entering the show system command. If the output
does not display the intended configuration, repeat the instructions in this example to correct it.

[edit]
user@host# show system
services {
dhcp-local-server {
group local_group_1 {
liveness-detection {
failure-action clear-binding-if-interface-up;
method {
bfd {



version automatic;

minimum-interval 45000;

minimum-receive-interval 60000;

multiplier 100;

no-adaptation;

transmit-interval {
minimum-interval 45000;
threshold 60000;

}

detection-time {
threshold 30000;
}

session-mode automatic;
holddown-interval 50;

If you are done configuring the device, enter commit from configuration mode.

DHCP Liveness Detection Using ARP and Neighbor Discovery Packets
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How DHCP Liveness Detection with ARP and Neighbor Discovery Packets Works

Starting in Junos OS Release 17.4R1, you can configure liveness detection using IPv4 Address Resolution
Protocol (ARP) for DHCPv4 clients and IPvé Neighbor Unreachability Detection for DHCPvé clients. This
Layer 2 liveness detection offers separate mechanisms for the DHCP client host and for the router acting



as a broadband network gateway (BNG) to determine the validity and state of the DHCP client sessions.
These mechanisms are referred to as the send functionality and the receive functionality. You can configure
Layer 2 liveness detection for DHCP local server and DHCP relay clients.

Send Functionality

The BNG uses the send functionality to conduct a host connectivity check on its directly connected
DHCPv4 and DHCPvé clients to determine the validity and state of the DHCP client session, and to clean
up inactive sessions. Figure 15 on page 318 illustrates the send functionality.

Figure 15: Layer 2 Liveness Detection Send Behavior Flow
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1. The BNG sends request packets to the each DHCP client at a configurable interval, then waits for a
response. The BNG retries the requests when it does not receive a timely response. It sends ARP
requests for DHCPv4 clients and Neighbor Discovery (ND) requests for DHCPvé clients.

2. If the BNG receives a response from the client before the interval times out, it waits for the timer to
expire and then sends another request to that client.

3. If the BNG does not receive a response before the interval times out, it sets the timer to 30 seconds
and sends another request. This is the first retry attempt; the timer is not configurable.

4. If the BNG receives a response from the client before the timer expires, then the BNG waits for the
timer to run down, resets it to the original, configurable value, sends another request, and starts the
timer.

5. If the 30-second timer expires before a response is received, the BNG sets the timer to 10 seconds
and sends another request. This timer value is not configurable.

6. If the BNG receives a response from the client before the timer expires, then the BNG waits for the
timer to run down, resets it to the original, configurable value, sends another request, and starts the
timer.

7. If the BNG does not receive a response within the 10-second interval, it sends another request and
starts the 10-second timer again. The BNG continues to send requests at 10-second intervals until it
receives a response from the client before the interval times out or it exhausts the number of retry
attempts.

The first retry attempt uses the 30-second interval. Subsequent retries occur at 10-second intervals.
The number of possible 10-second retries is therefore the total number minus 1. For example, if you
configure 5 retries, there is one 30-second retry and up to four 10-second retries.

8. If the BNG never sends a response from a client within the interval before the retries are exhausted,
then the liveness detection check fails and the clear-binding failure action is implemented. The client
session is cleared.

Receive Functionality

The receive functionality enables a DHCP client host to determine the state of the DHCPv4 or DHCPvé6
client session from the perspective of a BNG. The BNG conducts a host connectivity check on its directly
connected DHCPv4 and DHCPvé6 clients when it receives ARP or ND packets. Figure 16 on page 320
illustrates the receive functionality.



Figure 16: Layer 2 Liveness Detection Receive Behavior Flow
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When the BNG receives either of these packets, it does the following:

1. Checks whether Layer 2 liveness detection for subscriber management is enabled globally for the
relevant address family, inet or ineté.

2. If Layer 2 liveness detection is not enabled, then the BNG responds as usual to the received packets
without checking the state of the client session.

3. If liveness detection is enabled for the family, then the BNG checks whether the client session is still
in the bound state.

4. If the client session is bound, the BNG responds to the client with the appropriate ARP or ND packet.

5. Ifthe session is not bound, the BNG drops the received packet. It does not send an ARP or ND response
packet to the host, enabling the host to determine that the BNG considers the session to be down.

The usefulness of the receive functionality depends on the ability of the DHCP client host to reclaim
resources from the stale client based on the absence of a response packet from the BNG for an unbound
client session. If this capability requires a change in the client implementation, you may want to use the
send functionality.



Configuring BNG Detection of DHCP Local Server Client Connectivity with ARP and ND Packets

This procedure shows you how to configure the send functionality of Layer 2 liveness detection using
IPv4 Address Resolution Protocol (ARP) for DHCPv4 clients and IPvé Neighbor Unreachability Detection
for DHCPvé clients to check the connectivity of DHCP local server clients.

The send functionality enables the BNG to determine whether a client session is down based on a lack of
response from the DHCP client to the ARP or ND request packets it sends to the client.

NOTE: DHCP liveness detection can also be configured using Bidirectional Forwarding Detection
(BFD). BFD liveness detection and ARP/ND liveness detection are mutually exclusive.

To configure the send functionality for DHCPv4 local server liveness detection:

1. Specify that you want to configure the liveness detection method.

e For DHCPv4 global configuration:

[edit system services dhcp-local-server]
user@host# edit liveness-detection method

e For DHCPv4 group configuration:

[edit system services dhcp-local-server]
user@host# edit group group-name liveness-detection method

e For DHCPv4 dual-stack-group configuration:

[edit system services dhcp-local-server]
user@host# edit dual-stack-group dual-stack-group-name liveness-detection method

2. Specify the Layer 2 liveness detection method.

e For DHCPv4 global configuration:

[edit system services dhcp-local-server liveness-detection method]
user@host# set layer2-liveness-detection

e For DHCPv4 group configuration:

[edit system services dhcp-local-server group group-name liveness-detection method]
user@host# set layer2-liveness-detection



e For DHCPv4 dual-stack-group configuration:

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name liveness-detection method]
user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.

e For DHCPv4 global configuration:

[edit system services dhcp-local-server liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds

e For DHCPv4 group configuration:

[edit system services dhcp-local-server group group-name liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds

e For DHCPv4 dual-stack-group configuration:

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds

To configure the send functionality for DHCPv6 local server liveness detection:

1. Specify that you want to configure the liveness detection method.

e For DHCPvé global configuration:

[edit system services dhcp-local-server dhcpvé]
user@host# edit liveness-detection method

e For DHCPvé group configuration:

[edit system services dhcp-local-server dhcpvé]
user@host# edit group group-name liveness-detection method

2. Specify the Layer 2 liveness detection method.

e For DHCPvé global configuration:



[edit system services dhcp-local-server dhcpvé liveness-detection method]
user@host# set layer2-liveness-detection

e For DHCPvé group configuration:

[edit system services dhcp-local-server dhcpvé group group-name liveness-detection method]
user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.

e For DHCPv6 global configuration:

[edit system services dhcp-local-server dhcpvé liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds

e For DHCPvé group configuration:

[edit system services dhcp-local-server dhcpvé group group-name liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds

Configuring BNG Detection of DHCP Relay Client Connectivity with ARP and ND Packets

This procedure shows you how to configure the send functionality of Layer 2 liveness detection using
IPv4 Address Resolution Protocol (ARP) for DHCPV4 clients and IPvé Neighbor Unreachability Detection
for DHCPv6 clients to check the connectivity of DHCP relay clients.

The send functionality enables the BNG to determine whether a client session is down based on a lack of
response from the DHCP client to the ARP or ND request packets it sends to the client.

NOTE: DHCEP liveness detection can also be configured using Bidirectional Forwarding Detection
(BFD). BFD liveness detection and ARP/ND liveness detection are mutually exclusive.

To configure the send functionality for DHCPv4 relay liveness detection:

1. Specify that you want to configure the liveness detection method.

e For DHCPv4 global configuration:



[edit forwarding-options dhcp-relay]
user@host# edit liveness-detection method

e For DHCPv4 group configuration:

[edit forwarding-options dhcp-relay]
user@host# edit group group-name liveness-detection method

e For DHCPv4 dual-stack-group configuration:

[edit forwarding-options dhcp-relay]
user@host# edit dual-stack-group dual-stack-group-name liveness-detection method

2. Specify the Layer 2 liveness detection method.

e For DHCPv4 global configuration:

[edit forwarding-options dhcp-relay liveness-detection method]
user@host# set layer2-liveness-detection

e For DHCPv4 group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detection method]
user@host# set layer2-liveness-detection

e For DHCPv4 dual-stack-group configuration:

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name liveness-detection method]
user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.
e For DHCPv4 global configuration:
[edit forwarding-options dhcp-relay liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number
user@host# set transmit-interval seconds

e For DHCPv4 group configuration:

[edit forwarding-options dhcp-relay group group-name liveness-detection method]
user@host# edit layer2-liveness-detection



user@host# set max-consecutive-retries number
user@host# set transmit-interval seconds

e For DHCPv4 dual-stack-group configuration:

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds

To configure the send functionality for DHCPVé relay liveness detection:

1. Specify that you want to configure the liveness detection method.

e For DHCPvé global configuration:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit liveness-detection method

e For DHCPvé6 group configuration:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# edit group group-name liveness-detection method

2. Specify the Layer 2 liveness detection method.

e For DHCPvé global configuration:

[edit forwarding-options dhcp-relay dhcpvé liveness-detection method]
user@host# set layer2-liveness-detection

e For DHCPvé6 group configuration:

[edit forwarding-options dhcp-relay dhcpvé group group-name liveness-detection method]
user@host# set layer2-liveness-detection

3. (Optional) Configure the number of retry attempts and the interval timer.

e For DHCPvé global configuration:

[edit forwarding-options dhcp-relay dhcpvé liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds



e For DHCPvé group configuration:

[edit forwarding-options dhcp-relay dhcpvé group group-name liveness-detection method]
user@host# edit layer2-liveness-detection

user@host# set max-consecutive-retries number

user@host# set transmit-interval seconds

Configuring DHCP Host Detection of Client Connectivity with ARP and ND Packets

This procedure shows you how to configure the receive functionality of Layer 2 liveness detection using
IPv4 Address Resolution Protocol (ARP) for DHCPv4 clients and IPvé Neighbor Unreachability Detection
for DHCPvé clients to check the connectivity of DHCP local server clients.

The receive functionality enables the DHCP client host to determine whether a client session is down
based on a lack of response from the BNG to the ARP or ND packets it sends to the BNG. You configure
the receive functionality globally for DHCP per address family as an override to the global subscriber
management configuration.

1. Enable Layer 2 liveness detection globally per address family.

e For DHCPv4:

[edit system services subscriber-management overrides]
user@host# set interfaces family inet layer2-liveness-detection

e For DHCPvVé:

[edit system services subscriber-management overrides]
user@host# set interfaces family ineté layer2-liveness-detection

Release History Table
Release Description
17.4R1 Starting in Junos OS Release 17.4R1, you can configure liveness detection using IPv4 Address

Resolution Protocol (ARP) for DHCPv4 clients and IPvé Neighbor Unreachability Detection
for DHCPvé clients.



Release History Table

Release Description

17.4R1 Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and ND packets for
DHCPvVé is supported on MX Series routers for Layer 2 liveness detection in addition to BFD
liveness detection.

17.4R1 Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and ND packets for
DHCPVé is supported on MX Series routers for Layer 2 liveness detection in addition to BFD
liveness detection.

17.4R1 Starting in Junos OS Release 17.4R1, the use of ARP packets for DHCPv4 and ND packets for
DHCPvé6 is supported on MX Series routers for Layer 2 liveness detection in addition to BFD
liveness detection.

17.4R1 Starting in Junos OS Release 17.4R1, you can configure liveness detection using IPv4 Address
Resolution Protocol (ARP) for DHCPv4 clients and IPvé Neighbor Unreachability Detection for
DHCPvVé clients.

DHCP Overview | 31

IP Address Assignment Pool | 52
DHCP Server | 73

DHCP Relay Agent | 168
DHCPv6 Server | 127

DHCPv6 Relay Agent | 219

Secure DHCP Message Exchange

IN THIS SECTION

DHCP Message Exchange Between DHCP Clients and DHCP Server in Different VRFs | 328

Configuring DHCP Message Exchange Between DHCP Server and Clients in Different Virtual Routing
Instances | 329



Junos OS allows you to use the DHCP relay agent to provide secure message exchange between different
virtual routing and forwarding instances (VRFs). To enable secure exchange of DHCP messages, you must
configure both the server side and the client side of the DHCP relay agent to recognize and forward
acceptable traffic based on DHCP option information. For more information, read this topic.

DHCP Message Exchange Between DHCP Clients and DHCP Server in
Different VRFs

In some service provider networks, the service network in which the DHCP server resides is isolated from
the actual subscriber network. This separation of the service and subscriber networks can sometimes
introduce potential security issues, such as route leaking.

Starting in Junos OS Release 14.2, you can use the DHCP relay agent to provide additional security when
exchanging DHCP messages between different virtual routing and forwarding instances (VRFs). The DHCP
relay agent can ensure that there is no direct routing between the client VRF and the DHCP server VRF,
and that only acceptable DHCP packets are relayed across the two VRFs. Subscriber management supports
the cross-VRF message exchange for both DHCP and DHCPvé packets.

To exchange DHCP messages between different VRFs, you must enable both the server-side and the
client-side of the DHCP relay agent to recognize and forward acceptable traffic based on DHCP option
information in the packets. The message exchange uses the following DHPP options to identify the traffic
to be relayed.

o Agent Circuit ID (DHCP option 82 suboption 1) for DHCPv4 packets
e Relay Agent Interface-ID (DHCPvé6 option 18) for DHCPvé6 packets

Statistics for DHCP packets using the cross-VRF message exchange are counted in the client VRF.

The following list describe how DHCP relay agent exchanges messages between the DHCP clients and
DHCP server in different VRFs:

e Packets from DHCP client to DHCP server—DHCP relay agent receives the DHCP packet from the client
in the client VRF, and then inserts the appropriate DHCP option 82 suboption 1 or DHCPvé option 18
attribute into the packet. The relay agent then forwards the packet to the DHCP server in the server’s
VRF.

e Packets from DHCP server to DHCP client—DHCP relay agent receives the DHCP reply message from
the DHCP server in the server VRF. The relay agent derives the client’s interface, including VRF, from
the DHCP option 82 suboption 1 or DHCPvé6 option 18 attribute in the packet in the DHCP server VRF.
The relay agent then forwards the reply message to the DHCP client in the client’s VRF.



Configuring DHCP Message Exchange Between DHCP Server and Clients
in Different Virtual Routing Instances
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Starting in Junos OS Release 14.2, you can configure DHCP relay agent to provide additional security
when exchanging DHCP messages between a DHCP server and DHCP clients that reside in different
virtual routing and forwarding instances (VRFs).

You can configure DHCP relay agent to provide additional security when exchanging DHCP messages
between a DHCP server and DHCP clients that reside in different virtual routing instances. This type of
configuration is for a stateless DHCP relay connection between a DHCP server and a DHCP client, when
the DHCP server resides in a network that must be isolated from the client network.

A stateless DHCP relay agent does not maintain dynamic state information about the DHCP clients and
does not maintain a static route for the traffic to flow between the client and server routing instances.

To enable the DHCP message exchange between the two VRFs, you configure each side of the DHCP
relay to recognize and forward acceptable traffic based on the DHCP option information in the packets.
The acceptable traffic is identified by either the Agent Circuit ID (DHCP option 82 suboption 1) for DHCPv4
packets or the Relay Agent Interface-ID (DHCPvé6 option 18) for DHCPvé packets.

The following list provides an overview of the tasks required to create the DHCP message exchange
between the different VRFs:

o Client-side support—Configure the DHCP relay agent forward-only statement to specify the VRF location
of the DHCP server, to which the DHCP relay agent forwards the client packets with the appropriate
DHCP option information. The forward-only statement ensures that DHCP relay agent does not create
a new session or perform any other subscriber management operations (such as creating dynamic
interfaces or maintaining leases).

You can optionally configure a specific logical system and routing instance for the server VRF. If you do
not specify a logical system or routing instance, then DHCP uses the local logical system and routing
instance from which the configuration is added.

e Server-side support—Configure the DHCP relay agent forward-only-replies statement so the DHCP
relay agent forwards the reply packets that have the appropriate DHCP option information. This statement



also ensures that DHCP relay agent does not create a new session or perform any other subscriber
management operations.

NOTE: You do not need to configure the forward-only-replies statement if the DHCP client
and DHCP server reside in the same logical system/routing instance.

e DHCP local server support—Configure the DHCP local server to support option 82 information in DHCP
NAK and forcerenew messages. By default, the two message types do not support option 82.

o Additional support—Ensure that the following required support is configured:

o Proxy ARP support must be enabled on the server-facing interface in the DHCP server VRF so that
the DHCP relay agent can receive and respond to the ARP requests for clients and the client-facing
interface in the DHCP server VRF.

o Routes must be available to receive the DHCP packets from the DHCP server in the server VRF for

the clients reachable in the client VRF.

The following procedures describe the configuration tasks for creating the DHCP message exchange
between the DHCP server and clients in different VRFs.

Client-Side Support

To configure support on the client side of the DHCP relay agent:

1. Enable DHCP relay agent configuration.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Specify the DHCP server VRF to which the DHCP relay agent forwards the packets from the DHCP
client. DHCP relay agent forwards the acceptable packets that have the appropriate DHCP option
information, but does not perform any additional subscriber management operations. You can configure
the forward-only statement globally or for a named group of interfaces, and for DHCPv4 or DHCPvé.
You can specify the current, default, or a specific logical system or routing instance for the server VRF.

The following example configures the forward-only statement globally for DHCPv4, and specifies the
default logical system and routing instance:

[edit forwarding-options dhcp-relay]
user@host# set forward-only logical-system default routing-instance default



NOTE: For local DHCPv4 clients, the DHCP relay agent adds the Agent Circuit ID option.
However, if the Agent Circuit ID option is already present in the packet, you must ensure that
the DHCP server supports the option 82 Vendor-Specific Information suboption (suboption 9).

If the forward-only statement is configured at the [edit forwarding-options dhcp-relay
relay-option] hierarchy level, then that relay-option action takes precedence over the
configuration of the forward-only statement for the DHCP cross-VRF message exchange.

Server-Side Support

To configure the cross-VRF message exchange support on the server side of the DHCP relay:

NOTE: You do not need to configure the forward-only-replies statement if the DHCP client
and DHCP server reside in the same logical system/routing instance.

1. Enable DHCP relay agent configuration.

[edit forwarding-options]
user@host# edit dhcp-relay

2. Configure the DHCP relay agent to forward the DHCP packets from the DHCP server VRF to the client.
DHCP relay agent only forwards the packets, and does not perform any additional subscriber
management operations. You can configure the forward-only-replies statement globally for DHCPv4
and DHCPvé.

The following example configures the forward-only-replies statement globally for DHCPvA4.

[edit forwarding-options dhcp-relay]
user@host# set forward-only-replies

DHCP Local Server Support

To configure the DHCP local server to support option 82 information in NAK and forcerenew messages;
the cross-VRF message exchange feature uses the option 82 or DHCPvé option 18 information to determine
the client VRF:

1. Enable DHCP local server configuration.



[edit system services]
user@host# edit dhcp-local-server

2. Specify that you want to configure an override option.

[edit system services dhcp-local-server]
user@host# edit overrides

3. Configure DHCP local server to override the default behavior and support option 82 information in
DHCP NAK and forcerenew messages. You can configure the override action globally, for a group of
interfaces, or for a specific interface.

[edit system services dhcp-local-server overrides]
user@host# set include-option-82 forcerenew nak

Release History Table

Release Description

14.2 Starting in Junos OS Release 14.2, you can use the DHCP relay agent to provide additional security
when exchanging DHCP messages between different virtual routing and forwarding instances
(VRFs).

14.2 Starting in Junos OS Release 14.2, you can configure DHCP relay agent to provide additional

security when exchanging DHCP messages between a DHCP server and DHCP clients that reside
in different virtual routing and forwarding instances (VRFs).
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DHCP Active Server Groups

IN THIS SECTION

Configuring Active Server Groups to Apply a Common DHCP Relay Agent Configuration to Named Server
Groups | 333

You can apply a common DHCP or DHCPvé6 relay configuration to a set of DHCP server IP addresses
configured as a server group. For this, you must configure a group of DHCP server addresses, and apply
them as an active server group. For more information, read this topic.

Configuring Active Server Groups to Apply a Common DHCP Relay Agent
Configuration to Named Server Groups

You can apply a common DHCP or DHCPvVé relay configuration to a set of IP addresses configured as a
server group. An active server group is sometimes referred to as a trusted group of servers.

You can configure active server groups globally or at the group level (configured with the group. When
you apply the active server group at the group level, it overrides a global active server group configuration.

To configure a group of DHCP server addresses and apply them as an active server group:

1. Specify the name of the server group.

o For DHCPv4 servers:

[edit forwarding-options dhcp-relay]
user@host# set server-group server-group-name

e For DHCPvV6 servers:

[edit forwarding-options dhcp-relay dhcpvé]
user@host# set server-group server-group-name

2. Add the IP addresses of the DHCP servers belonging to the group.

[edit forwarding-options dhcp-relay server-group server-group-name]



user@host# set ip-address1
user@host# set ip-address2

NOTE: Starting in Junos OS Release 18.4R1, up to 32 server IP addresses are supported per
DHCPv4 server group. In earlier releases, a maximum of 5 server IP addresses are supported
for DHCPv4 servers. Configuring more than the maximum number of server addresses results
in a commit check failure.

3. Apply the server group as an active server group.

¢ At global level (DHCPv4)

[edit forwarding-options dhcp-relay]
user@host# set active-server-group server-group-name

o At group-level (DHCPvé)

[edit forwarding-options dhcp-relay group interface-group-name]
user@host# set active-server-group server-group-name

¢ At global level (DHCPv6)

[edit forwarding-options dhcp-relay dhcpvé]
user@host# set active-server-group server-group-name

o At group-level (DHCPv6)

[edit forwarding-options dhcp-relay dhcpvé group interface-group-name]
user@host# set active-server-group server-group-name

For example, you might want to direct certain DHCP client traffic to a DHCP server. You can configure
an interface group for each set of clients, specifying the DHCP relay interfaces for the group. In each of
these groups, you specify an active server group to which each client groups traffic is forwarded. After a
DHCP server group is created and server IP addresses are added to the group, the device used as the
DHCP relay agent can forward messages to specific servers.

e Three groups of DHCP server addresses are configured, Default, Campus-A, and Campus-B.

e The Default group is applied as the global active server group for the overall DHCP relay configuration.



e The Campus-A server group is assigned as the active server group for interface group
Campus-A-v10-DHCP-RELAY. DHCP traffic received on the interfaces in Campus-A-v10-DHCP-RELAY
is forwarded to DHCP servers 198.51.100.100 and 198.51.100.101.

e The Campus-B server group is assigned as the active server group for interface group
Campus-B-v200-DHCP-RELAY. DHCP traffic received on the interfaces in Campus-B-v200-DHCP-RELAY
is forwarded to DHCP servers 198.51.100.55 and 198.51.100.56.

o All other DHCP traffic is forwarded to DHCP server 203.0.113.1.

[edit forwarding-options dhcp-relay]

#

# Server groups

user@host# set server-group Default 203.0.113.1

user@host# set server-group Campus-A 198.51.100.100

user@host# set server-group Campus-A 198.51.100.101

user@host# set server-group Campus-B 198.51.100.55

user@host# set server-group Campus-B 198.51.100.56

#

# Default server group applied globally.

user@host# set active-server-group Default

#

# Interface groups with application of active server groups

user@host# set group Campus-A-v10-DHCP-RELAY interface ge-1/1/0.1
user@host# set group Campus-A-v10-DHCP-RELAY interface ge-1/1/0.2
user@host# set group Campus-A-v10-DHCP-RELAY interface ge-1/1/0.3
user@host# set group Campus-A-v10-DHCP-RELAY active-server-group Campus-A
user@host# set group Campus-B-v200-DHCP-RELAY interface ge-2/2/0.4
user@host# set group Campus-B-v200-DHCP-RELAY interface ge-2/2/0.5
user@host# set group Campus-B-v200-DHCP-RELAY interface ge-2/1/0.6
user@host# set group Campus-B-v200-DHCP-RELAY active-server-group Campus-B

Note the following:

¢ In some configurations, servers in an active server group maintain redundant information about the
DHCEP clients. If the binding server later becomes inaccessible, the client is unable to renew the lease
from that server. When the client attempts to rebind to a server, other servers in the group with the
client information can reply with an ACK message. By default, instead of forwarding the ACK to the
DHCP client, the relay agent drops any such ACKs that it receives from any server other than the binding
server because the new server address does not match the expected server address in the DHCP client
entry. Consequently the lease cannot be extended by any of the redundant servers.

e Starting in Junos OS Release 16.2R1, you can enable a DHCPv4 relay agent to forward DHCP request
(renew or rebind) ACKs from any server in the active server group (thus, any trusted server). The relay
agent updates the client entry with the new server address. Because the servers in the group are expected



to mirror the client information exactly, the lease option is expected to be the same as for the original
server and the relay agent does not need to verify the lease option.

e Starting in Junos OS Release 18.4R1, this capability is extended to allow a DHCP relay agent to forward
DHCP information request (DHCPINFORM) ACK messages from any server in the active server group.

To enable ACK forwarding from any server in the active server group:

e Enable forwarding for the active server group.

[edit forwarding-options dhcp-relay active-server-group]
user@host# set allow-server-change

Release History Table

Release Description
18.4R1 Starting in Junos OS Release 18.4R1
16.2R1 Starting in Junos OS Release 16.2R1
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Suppressing DHCP Routes

IN THIS SECTION

Suppressing DHCP Access, Access-Internal, and Destination Routes | 338

Preventing DHCP from Installing Access, Access-Internal, and Destination Routes by Default | 338

During the DHCP client binding operation, the DHCP process adds route information for the DHCP sessions
by default. However, you can override the default behavior and prevent DHCP from automatically installing
the route information. For more information, read this topic.



Suppressing DHCP Access, Access-Internal, and Destination Routes

During the DHCP client binding operation, the DHCP process adds route information for the DHCP sessions
by default. The DHCP process adds the following routes:

o DHCPv4 sessions—access-internal and destination routes.

e DHCPvVé6 sessions—access-internal and access routes.

An access route represents a network behind an attached video services router, and is set to a preference
of 13.

An access internal route is a /32 route that represents a directly attached end user, and is set to a preference
of 12.

These routes are used by the DHCP application on a video services router to represent either the end
users or the networks behind the attached video services router.

In some scenarios, you might want to override the default behavior and prevent DHCP from automatically
installing the route information.

For example, DHCP relay installs destination (host) routes by default—this action is required in certain
configurations to enable address renewals from the DHCP server to work properly. However, the default
installation of destination routes might cause a conflict when you configure DHCP relay with static
subscriber interfaces.

To avoid such configuration conflicts you can override the default behavior and prevent DHCP relay from
installing the routes.

Preventing DHCP from Installing Access, Access-Internal, and Destination
Routes by Default

You can use the route suppression option to override the default route installation behavior. You can
configure route suppression and prevent DHCP from installing specific types of routes for:

e DHCP local server and DHCP relay agent
e DHCPv4 and DHCPvé6 sessions

e Globally or for named interface groups

For DHCPv4 you can override the installation of destination routes only or access-internal routes (the
access-internal option prevents installation of both destination and access-internal routes). For DHCPvé
you can specify access routes, access-internal routes, or both.

Example:



e For DHCP local server route suppression (for example, a global configuration):

[edit system services dhcp-local-server]
user@host# set route-suppression access-internal

For DHCP relay (for example, a group-specific configuration):

[edit forwarding-options dhcp-relay group southeast]
user@host# set route-suppression destination

For DHCPvé6 local server (for example, a group-specific configuration):

[edit system services dhcp-local-server group southern3]
user@host# set dhcpvé route-suppression access access-internal

For DHCPvé relay (for example, a global configuration):

[edit forwarding-options dhcp-relay]
user@host# set dhcpvé route-suppression access

Note the following while configuring route suppression option:

e You cannot suppress access-internal routes when the subscriber is configured with both IA_NA and
IA_PD addresses over IP demux interfaces—the IA_PD route relies on the IA_NA route for next hop
connectivity.

e The no-arp statement supported in legacy DHCP is replaced by the route-suppression statement.

DHCP Server | 73
DHCP Client | 227
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access-profile

Syntax

access-profile profile-name;

Hierarchy Level

[edit],

[edit forwarding-options dhcp-relay]

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],
[edit forwarding-options dhcp-relay group group-name]

[edit forwarding-options dhcp-relay dhcpvé]

[edit forwarding-options dhcp-relay dhcpvé group group-name]

[edit logical-systems logical-system-name routing-instances routing-instance-name]
[edit interfaces interface-name auto-configure vlan-ranges],

[edit interfaces interface-name auto-configure stacked-vlan-ranges],

[edit routing-instances routing-instances-name]

[edit system services dhcp-local-server]

[edit system services dhcp-local-server group group-name]

[edit system services dhcp-local-server dhcpvé]

[edit system services dhcp-local-server dhcpvé group group-name]

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name]

Release Information
Statement introduced in Junos OS Release 9.1.
Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description

After you have created the access profile that specifies authentication and accounting parameters, you
must specify where the profile is used. Authentication and accounting will not run unless you specify the
profile. You can attach access profiles globally at the [edit] hierarchy level, or you can apply them to DHCP
clients or subscribers, VLANS, or to a routing instance.

Options
profile-name—Name of the access profile that you configured at the [edit access profile name] hierarchy
level.

Required Privilege Level
access—To view this statement in the configuration.
access-control—To add this statement to the configuration.
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active-server-group

Syntax

active-server-group server-group-name <allow-server-change>;

Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit forwarding-options dhcp-relay dhcpvé],

[edit forwarding-options dhcp-relay dhcpvé group group-name],

[edit forwarding-options dhcp-relay group group-namel],

[edit logical-systems logical-system-name forwarding-options dhcp-relay],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé group group-name],

[edit logical-systems logical-system-name forwarding-options dhcp-relaygroup group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé group group-namel],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé group group-namel],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name]

Release Information

Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.
Statement introduced in Junos OS Release 12.1 for EX Series switches.
allow-server-change option added in Junos OS Release 16.2R1.

Description

Apply a DHCP relay agent configuration to the named group of DHCP server addresses. The server group
itself is configured with the server-group statement. You can apply an active server group globally or for
specific groups of interfaces, configured with the group statement. An active server group applied to an
interface group overrides a global configuration.

Options
allow-server-change—(Optional) (DHCPv4 only) Enable the relay agent to accept and forward a DHCP
request (renew or rebind) ACK message to the client from any DHCP local server in the active server



group. Starting in Junos OS Release 18.4R1, this option also applies to DHCP information request
(DHCPINFORM) ACK messages.

Default: Forward ACK messages from only the original binding server.

server-group-name—Name of the group of DHCP or DHCPv6 server addresses to which the DHCP or
DHCPv6 relay agent configuration applies.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

RELATED DOCUMENTATION

Extended DHCP Relay Agent Overview | 197
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Configuring Group-Specific DHCP Relay Options | 274

351



address-pool

Syntax

address-pool pool-name {
address address-or-prefix;
address-range <low lower-limit> <high upper-limit>;

Hierarchy Level

[edit access]

Release Information
Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description

Allocate IP addresses for clients.

NOTE: This statement is not supported for L2TP LNS on MX Series routers.

Options

pool-name—Name assigned to an address pool.

address—(EX Series, M Series, PTX Series, T Series only) Configure the IP address or prefix value for clients.

Values: address-or-prefix—An address or prefix value.

address-range—Configure the address range.
Values:
o high upper-limit—Upper limit of an address range.

o low lower-limit—Lower limit of an address range.

Required Privilege Level
admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.
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address-pool (Access)

Syntax

address-pool pool-name {
address address or address prefix;
address-range {
high upper-limit;
low lower-limit;
mask network-mask;

}

primary-dns IP address;
primary-wins IP address;
secondary-dns IP address;
secondary-wins IP address;

Hierarchy Level

[edit access]
Release Information
Statement introduced in Junos OS Release 10.4.

Description

Create an address-pool for L2TP clients.

Options
pool-name—Name assigned to the address-pool.

¢ address—Configure subnet information for the address-pool.

address-range—Defines the address range available for clients.

primary-dns—Specify the primary-dns IP address.

secondary-dns—Specify the secondary-dns IP address.

primary-wins—Specify the primary-wins IP address.

secondary-wins—Specify the secondary-wins IP address.

Required Privilege Level
access—To view this statement in the configuration.
access-control—To add this statement to the configuration.



‘ access-control

allow-no-end-option (DHCP Relay Agent)
Syntax

allow-no-end-option;

Hierarchy Level

[edit forwarding-options dhcp-relay overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information
Statement introduced in Junos OS Release 14.1X53.

Description

Enable a DHCP relay agent to process packets sent from clients without DHCP Option-255 (end-of-options).

The default behavior in Junos OS is to drop packets that do not include Option 255. To override this default
behavior, configure the allow-no-end-option CLI statement at the [edit forwarding-options dhcp-relay
overrides] hierarchy level.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Extended DHCP Relay Agent Overview | 197
Overriding the Default DHCP Relay Configuration Settings | 187
DHCP Snooping Support | 277



allow-snooped-clients
Syntax

allow-snooped-clients;

Hierarchy Level

[edit forwarding-options dhcp-relay dhcpvé group group-name interface interface-name overrides],

[edit forwarding-options dhcp-relay dhcpvé group group-name overrides],

[edit forwarding-options dhcp-relay dhcpvé overrides],

[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay

o,

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information
Statement introduced in Junos OS Release 10.2.
Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 12.1.

Description

Explicitly enable DHCP snooping support on the DHCP relay agent.

Use the statement at the [edit ... dhcpvé] hierarchy levels to explicitly enable snooping support on the
router for DHCPvé relay agent.

Default
DHCP snooping is disabled by default.

NOTE: On EX4300 and EX9200 switches, the allow-snooped-clients statement is enabled by
default at the [edit forwarding-options dhcp-relay overrides] hierarchy level.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.
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always-write-giaddr
Syntax

always-write-giaddr;

Hierarchy Level

[edit forwarding-options dhcp-relay overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name interface
interface-name overrides]

Release Information
Statement introduced in Junos OS Release 8.3.
Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description

Overwrite the gateway IP address (giaddr) of every DHCP packet with the giaddr of the DHCP relay agent
before forwarding the packet to the DHCP server.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Extended DHCP Relay Agent Overview | 197
dhcp-relay | 430



always-write-option-82
Syntax

always-write-option-82;

Hierarchy Level

[edit forwarding-options dhcp-relay overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name interface
interface-name overrides]

Release Information
Statement introduced in Junos OS Release 8.3.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Override the DHCP relay agent information option (option 82) in DHCP packets destined for a DHCP
server. The use of this option causes the DHCP relay agent to perform one of the following actions,
depending on how it is configured:

o If the DHCP relay agent is configured to add option 82 information to DHCP packets, it clears the existing
option 82 values from the DHCP packets and inserts the new values before forwarding the packets to
the DHCP server.

o If the DHCP relay agent is not configured to add option 82 information to DHCP packets, it clears the
existing option 82 values from the packets, but does not add any new values before forwarding the
packets to the DHCP server.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.
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Extended DHCP Relay Agent Overview | 197



always-write-option-82
Syntax

always-write-option-82 {
apply-groups;
apply-groups-except;
1

Hierarchy Level

[edit forwarding-options dhcp-relay overrides]

Release Information
Statement introduced in Junos OS Release 15.1X49-D100.

Description

Override the DHCP relay agent information option (option 82) in DHCP packets destined for a DHCP
server. Using this option allows the DHCP relay agent to perform one of the following actions, depending
on the configuration:

o If the DHCP relay agent is configured to add option 82 information to the DHCP packets, the DHCP
relay agent clears the existing option 82 values from the DHCP packets and inserts the new values
before forwarding the packets to the DHCP server.

o If the DHCP relay agent is not configured to add option 82 information to DHCP packets, the DHCP
relay agent clears the existing option 82 values from the packets, but does not add any new values before
forwarding the packets to the DHCP server.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

replace-ip-source-with (DHCP Relay Agent) | 657
overrides (DHCP Relay Agent) | 604



attempts (DHCP Local Server)

Syntax

attempts attempt-count;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé group group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé group group-name
reconfigure],

[edit system services dhcp-local-server reconfigure],

[edit system services dhcp-local-server dhcpvé reconfigure],

[edit system services dhcp-local-server group group-name reconfigure],

[edit system services dhcp-local-server dhcpvé group group-name reconfigure]

Release Information

Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpvé ...] hierarchy levels introduced in Junos OS Release 10.4.

Description

Configure how many attempts are made to reconfigure all DHCP clients or only the DHCP clients serviced
by the specified group of interfaces before reconfiguration is considered to have failed. A group
configuration takes precedence over a DHCP local server configuration.

Options
attempt-count—Maximum number of attempts.
Range: 1 through 10



363

Default: 8

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

RELATED DOCUMENTATION

Configuring Dynamic Reconfiguration of Extended Local Server Clients Overview | 296

Configuring Dynamic Reconfiguration Attempts for DHCP Clients | 298



authentication (DHCP Local Server)

Syntax

authentication {

password password-string;

username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

Hierarchy Level

[edit system services dhcp-local-server],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-namel],

[edit system services dhcp-local-server dhcpvé],

[edit system services dhcp-local-server dhcpvé group group-name],

[edit system services dhcp-local-server group group-namel],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
ol

[edit logical-systems logical-system-name system services dhcp-local-server ...],

[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information
Statement introduced in Junos OS Release 9.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description



Configure the parameters the router sends to the external AAA server. A group configuration takes
precedence over a global DHCP relay or DHCP local server configuration.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Specifying Authentication Support | 260


https://apps.juniper.net/cli-explorer/

authentication (DHCP Relay Agent)

Syntax

authentication {

password password-string;

username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit forwarding-options dhcp-relay dhcpvél],

[edit forwarding-options dhcp-relay dhcpvé group group-name],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],

[edit forwarding-options dhcp-relay group group-namel],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
s

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information

Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.



Support at the [edit ... dual-stack-group dual-stack-group-name] hierarchy level introduced in Junos OS
Release 15.1.

Description

Configure the parameters the router sends to the external AAA server. A group configuration takes
precedence over a global DHCP relay configuration. Use the statement at the [edit...dhcpvé] hierarchy
levels to configure DHCPvé support.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

dhcp-relay | 430
Specifying Authentication Support | 260


https://apps.juniper.net/cli-explorer/

authentication-order (Access Profile)

Syntax

authentication-order [(none | Idap | password | radius | secureid)];

Hierarchy Level

[edit access profile profile-name]

Release Information
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description

(EX and QFX Series only) Configure the order of authentication, authorization, and accounting (AAA)
methods to use while sending authentication messages.

Default
Not enabled

Options

none—No authentication for specified subscribers.
Idap— Lightweight Directory Access Protocol.
password—Locally configured password in access profile.
radius—RADIUS authentication.

securid—RSA SecurlD authentication.

Required Privilege Level
admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch
Configuring 802.1X RADIUS Accounting (CLI Procedure)



authentication-server

Syntax

authentication-server [server-addresses];

Hierarchy Level

[edit access profile profile-name radius]

Release Information

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description

Configure the RADIUS server for authentication. To configure multiple RADIUS servers, include multiple
server addresses. The servers are tried in order and in a round-robin fashion until a valid response is
received from one of the servers or until all the configured retry limits are reached.

Options

server-addresses—Configure one or more RADIUS server addresses.

Required Privilege Level
admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch

show network-access aaa statistics authentication



bfd

Syntax

bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode (automatic | multihop | singlehop);
holddown-interval milliseconds;

Hierarchy Level

[edit system services dhcp-local-server liveness-detection method],

[edit system services dhcp-local-server dhcpvé liveness-detection method],

[edit forwarding-options dhcp-relay liveness-detection method],

[edit forwarding-options dhcp-relay dhcpvé liveness-detection method],

[edit system services dhcp-local-server group group-name liveness-detection method],

[edit system services dhcp-local-server dhcpvé group group-name liveness-detection method],
[edit forwarding-options dhcp-relay group group-name liveness-detection method],

[edit forwarding-options dhcp-relay dhcpvé group group-name liveness-detection method]

Release Information
Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Configure Bidirectional Forwarding Detection (BFD) as the liveness detection method.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
routing—To view this statement in the configuration.


https://apps.juniper.net/cli-explorer/
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routing-control—To add this statement to the configuration.

RELATED DOCUMENTATION

Example: Configuring Group Liveness Detection with BFD for DHCP Local Server Clients | 313
Example: Configuring Global Liveness Detection with BFD for DHCP Relay Agent Clients | 307



boot-server (DHCP)

Syntax

boot-server (address | hostname);

Hierarchy Level

[edit system services dhcpl,
[edit system services dhcp pool],
[edit system services dhcp static-binding]

Release Information
Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description

Configure the name of the boot server advertised to DHCP clients. The client uses a boot file located on
the boot server to complete DHCP setup.

Options
e address—I|P address of a DHCP boot server.

e hostname—Hostname of a DHCP boot server.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

boot-file



circuit-id (DHCP Relay Agent)

Syntax

circuit-id {
include-irb-and-12;
keep-incoming-circuit-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-vilan-id;

Hierarchy Level

[edit forwarding-options dhcp-relay relay-option-82],

[edit forwarding-options dhcp-relay group group-name relay-option-82],

[edit logical-systems logical-system-name forwarding-options dhcp-relay relay-option-82],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name relay-option-82],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
relay-option-82],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name relay-option-82],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay relay-option-82],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name relay-option-82]

Release Information

Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

include-irb-and-I12 , no-vlan-interface-name, and use-vlan-id options added in Junos OS Release 14.1.

Description

Specify the Agent Circuit ID suboption (suboption 1) of the DHCP relay agent information option (option
82) to include in DHCP packets destined for a DHCP server. Optionally specify that the suboption includes
a prefix, textual description, or VLAN tag.



NOTE: For Layer 3 interfaces, when you configure relay-option-82 only, the Agent Circuit ID is
the default. If no VLAN tags are configured, then the default is the logical interface device (IFL)
name. For integrated routing and bridging (IRB) interfaces, the default is the Layer 2 IFL name
and bridge domain name.

The interface to bridge domain relationship may be implicit (the interface is mapped to the bridge
domain by the system based on VLAN tag) or explicit (the interface is mapped to the bridge
domain by configuring it in the bridge domain definition). For the explicit case, tagging might not
be relevant for the mapping.

The format of the Agent Circuit ID information for Fast Ethernet or Gigabit Ethernet interfaces that do
not use virtual LANs (VLANSs), stacked VLANSs (S-VLANSs), or bridge domains is as follows:

(fe | ge)-fpc/pic/port.subunit

NOTE: For remote systems, the subunit is required and is used to differentiate an interface for
remote systems.

The format of the Agent Circuit ID information for Fast Ethernet or Gigabit Ethernet interfaces that use
VLANSs is as follows:

(fe | ge)-fpc/pic/port:vian-id

The format of the Agent Circuit ID information for Fast Ethernet or Gigabit Ethernet interfaces that use
S-VLANSs is as follows:

(fe | ge)-fpc/pic/port:svlan-id-vian-id

In the case of an IRB interface, the format displays the Layer 2 interface instead of the IRB interface along
with the bridge domain name. For IRB interfaces (or other pseudo devices) the default format is as follows:

¢ IRB interfaces that use bridge domains but do not use VLANs or S-VLANSs:

(fe | ge)-fpc/pic/port.subunit:bridge-domain-name

¢ |IRB interfaces that use VLANSs:

(fe | ge)-foc/pic/port.subunit:vian-name



To include the IRB interface name with the Layer 2 interface name, configure the include-irb-and-12
statement. The format is as follows:

¢ IRB interfaces that use bridge domains but do not use VLANs or S-VLANSs:
(fe | ge)-fpc/pic/port:bridge-domain-name+irb.subunit
¢ IRB interfaces that use VLANSs:

(fe | ge)-foc/pic/port:vlian-name+irb.subunit

Toinclude only the IRB interface name without the Layer 2 interface and bridge domain or VLAN, configure
the no-vlan-interface-name statement. The format is as follows:

irb.subunit

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Using DHCP Relay Agent Option 82 Information | 207
Configuring Option 82 Information
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circuit-type
Syntax

circuit-type;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name authentication
username-include],

[edit system services dhcp-local-server authenticationusername-include],

[edit system services dhcp-local-server group group-name authentication username-include]

Release Information
Statement introduced in Junos OS Release 9.1.

Description
Specify that the circuit type is concatenated with the username during the subscriber authentication
process.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.



circuit-type (DHCP Local Server)
Syntax

circuit-type;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé group group-name authentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé authentication
username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé group group-name
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name authentication
username-include],

[edit system services dhcp-local-server authentication username-include],

[edit system services dhcp-local-server dhcpvé authentication username-includel],

[edit system services dhcp-local-server dhcpvé group group-name authentication username-include],

[edit system services dhcp-local-server group group-name authentication username-include]

Release Information



Statement introduced in Junos OS Release 9.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify that the circuit type is concatenated with the username during the subscriber authentication or
client authentication process.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Specifying Authentication Support | 260



circuit-type (DHCP Relay Agent)
Syntax

circuit-type;

Hierarchy Level

[edit forwarding-options dhcp-relay authentication username-include],

[edit forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit forwarding-options dhcp-relay dhcpvé group group-name authentication username-include],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name authentication username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
.

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information

Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-group dual-stack-group-name] hierarchy level introduced in Junos OS
Release 15.1.

Description

Specify that the circuit type is concatenated with the username during the subscriber authentication or
client authentication process. Use the statement at the [edit ... dhcpvé] hierarchy levels to configure
DHCPvé6 support.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Specifying Authentication Support | 260
Creating Unique Usernames for DHCP Clients | 261



classification-key (DHCP Local Server)

Syntax

classification-key {
circuit-id circuit-id;
mac-address mac-address;
remote-id remote-id;

Hierarchy Level

[edit logical-systems name routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit logical-systems name system services dhcp-local-server dual-stack-group dual-stack-group-name 1,

[edit routing-instances name system services dhcp-local-server dual-stack-group dual-stack-group-name ],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name ]

Release Information
Statement introduced in Junos OS Release 17.3.

Description

Different mechanisms to identify a single household.

Options

circuit-id—Circuit-id as key.
mac-address—MAC address of client.

remote-id—Remote-id as key.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Single-Session DHCP Dual-Stack Overview



classification-key (DHCP Relay Agent)

Syntax

classification-key {
circuit-id circuit-id;
mac-address mac-address;
remote-id remote-id;

Hierarchy Level

[edit bridge-domains name forwarding-options dhcp-relay dhcpvé group name dual-stack-group dual-stack-group-name
1,

[edit bridge-domains name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit forwarding-options dhcp-relay dhcpvé group name dual-stack-group dual-stack-group-name ],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dhcpvé group name dual-stack-group
dual-stack-group-name ],

[edit logical-systems name bridge-domains name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dhcpvé group name dual-stack-group dual-stack-group-name
1,

[edit logical-systems name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpvé
group name dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name bridge-domains name forwarding-options dhcp-relay
dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dhcpvé group name
dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit logical-systems name routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit logical-systems name routing-instances name vlans name forwarding-options dhcp-relay dhcpvé group name
ddual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name vlans name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit logical-systems name system services dhcp-local-server dual-stack-group dual-stack-group-name 1,

[edit logical-systems name vlans name forwarding-options dhcp-relay dhcpvé group name dual-stack-group
dual-stack-group-name ],

[edit logical-systems name vlans name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],



[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dhcpvé group name
dual-stack-group dual-stack-group-name ],

[edit routing-instances name bridge-domains name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit routing-instances name forwarding-options dhcp-relay dhcpvé group name dual-stack-group ],

[edit routing-instances name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit routing-instances name system services dhcp-local-server dual-stack-group dual-stack-group-name ],

[edit routing-instances name vlans name forwarding-options dhcp-relay dhcpvé group name dual-stack-group
dual-stack-group-name ],

[edit routing-instances name vlans name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit system services dhcp dhcp-local-server dual-stack-group dual-stack-group-name ],

[edit vlans name forwarding-options dhcp-relay dhcpvé group name dual-stack-group dual-stack-group-name ],

[edit vlans name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ]

Release Information
Statement introduced in Junos OS Release 17.3.

Description

Different mechanisms to identify a single household.

Options

circuit-id—Circuit-id as key

mac-address—MAC address of client

remote-id—Remote-id as key

Required Privilege Level
system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Single-Session DHCP Dual-Stack Overview



clear-on-abort (DHCP Local Server)

Syntax

clear-on-abort;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name reconfigure],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name reconfigure],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé group group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name reconfigure],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé group group-name
reconfigure],

[edit system services dhcp-local-server reconfigure],

[edit system services dhcp-local-server dhcpvé reconfigure],

[edit system services dhcp-local-server group group-name reconfigure],

[edit system services dhcp-local-server dhcpvé group group-name reconfigure]

Release Information

Statement introduced in Junos OS Release 10.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpvé ...] hierarchy levels introduced in Junos OS Release 10.4.

Description

Delete all DHCP clients or only the DHCP clients serviced by the specified group of interfaces when
reconfiguration fails; that is, when the maximum number of retry attempts have been made without success.
A group configuration takes precedence over a DHCP local server configuration.

Default

Restores the original client configuration when reconfiguration fails.
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Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

RELATED DOCUMENTATION

Configuring Dynamic Reconfiguration of Extended Local Server Clients Overview | 296

Configuring Deletion of the Client When Dynamic Reconfiguration Fails | 299



client-discover-match (DHCP Local Server)

Syntax

client-discover-match <option60-and-option82 | incoming-interface>;

Hierarchy Level

[edit system services dhcp-local-server overrides],

[edit system services dhcp-local-server group group-name overrides],

[edit system services dhcp-local-server group group-name interface interface-name overrides]

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
... overrides],

[edit logical-systems logical-system-name system services dhcp-local-server ...overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server ...overrides]

Release Information

Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.
incoming-interface option added in Junos OS Release 13.3.

Description
Configure the match criteria DHCP local server uses to uniquely identify DHCP subscribers or clients when
primary identification fails. The options are mutually exclusive.

Default
By default, DHCP uses the option60-and-option82 option.

Options

incoming-interface—(Optional) Allow only one client device to connect on the interface. If the client device
changes, the router deletes the existing client binding and creates a binding for the newly connected
device.

NOTE: The overrides client-discover-match incoming-interface configuration deletes and
replaces the existing binding when a new device connects. This action differs from the overrides
interface-client-limit 1 statement, which retains the existing binding and rejects the newly
connected client.

option60-and-option82—(Optional) Use option 60 and option 82 information to identify subscribers.
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Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

RELATED DOCUMENTATION
Understanding Differences Between Legacy DHCP and Extended DHCP | 43
Overriding the Default DHCP Local Server Configuration Settings | 105

DHCP Auto Logout Overview | 284
Allowing Only One DHCP Client Per Interface




client-ia-type
Syntax

client-ia-type {
ia-na;
ia-pd;

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family ineté dhcpvé-client]
[edit logical-systems logical -system-name interfaces interface-name unit logical-unit-number family ineté dhcpvé-client]
[edit tenants tenant-name interfaces interface-name unit logical-unit-number family ineté dhcpvé-client]

Release Information
Statement introduced in Junos OS Release 12.1X45-D10.
The logical-systems and tenants options are introduced in Junos OS Release 18.4R1.

Description

Configure the DHCPvé6 client identity association type.

Options

ia-na— Identity association for nontemporary address

ia-pd—Identity association for prefix delegation

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCPv6 Client Overview | 247



client-id (DHCP Local Server)

Syntax

client-id;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé authentication
username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé group group-name
authentication username-include],

[edit system services dhcp-local-server dhcpvé authentication username-include],

[edit system services dhcp-local-server dhcpvé group group-name authentication username-include]

Release Information
Statement introduced in Junos OS Release 9.6.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify that the DHCPvé6 Client-ID option (option 1) in the client PDU name is concatenated with the
username during the subscriber authentication or client authentication process.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Creating Unique Usernames for DHCP Clients | 261



client-id (DHCP Relay Agent)

Syntax

client-id;

Hierarchy Level

[edit forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit forwarding-options dhcp-relay dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé ..],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé ...]

Release Information
Statement introduced in Junos OS Release 11.4.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify that the client ID is concatenated with the username during the subscriber authentication or client
authentication process.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Specifying Authentication Support | 260
Creating Unique Usernames for DHCP Clients | 261



client-identifier (DHCP Client)

Syntax

client-identifier {
user-id {ascii ascii hexadecimal hexadecimal;
use-interface-description {logical |device};
prefix [host-name routing-instance-name];

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family family dhcp-client]

Release Information

Statement introduced in Junos OS Release 12.1X44-D10 for SRX300, SRX320, SRX340, SRX345, SRX550M,
and SRX1500 devices.

Starting with Junos OS Release 17.3R1, on all SRX Series devices and vSRX instances, the CLI option
dhcp-client at [edit interfaces interface-name unit logical-unit-number family inet] hierarchy is changed
to dhcp to keep consistent with other Junos platforms. There is no change in the functionality with the
changed CLI option dhcp.

Description

The DHCP server identifies a client by a client-identifier value.

Options

The remaining statements are explained separately. See CLI Explorer.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCPvé6 Client Overview | 247


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

client-identifier (DHCPvé6 Client)

Syntax

client-identifier duid-type (duid-Il | duid-IIt | vendor);

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family family dhcpvé-client]
[edit logical-systems logical -system-name interfaces interface-name unit logical-unit-number family ineté6 dhcpvé-client]
[edit tenants tenant-name interfaces interface-name unit logical-unit-number family ineté dhcpvé-client]

Release Information
Statement introduced in Junos OS Release 12.1X45-D10.
The logical-systems and tenants options are introduced in Junos OS Release 18.4R1.

Description

The DHCPvé server identifies a client by a client-identifier value.

Options
duid-type—The DHCPv6 client is identified by a DHCP unique identifier (DUID).

duid-ll—Link Layer address.
duid-llt—Link Layer address plus time.

vendor—Vendor-assigned unique ID based on the enterprise number.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCPv6 Client Overview | 247



client-type
Syntax

client-type (autoconfig | stateful);

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family ineté dhcpvé-client]
[edit logical-systems logical -system-name interfaces interface-name unit logical-unit-number family ineté dhcpvé-client]
[edit tenants tenant-name interfaces interface-name unit logical-unit-number family ineté dhcpvé-client]

Release Information
Statement introduced in Junos OS Release 12.1X45-D10.
The logical-systems and tenants options are introduced in Junos OS Release 18.4R1.

Description
The type of DHCPvé6 client.

Options
¢ autoconfig—Autoconfig client type for router advertisement

o stateful— Stateful client type for address assignment

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCPvé6 Client Overview | 247



delegated-pool (DHCP Local Server)
Syntax

delegated-pool pool-name;

Hierarchy Level

[edit system services dhcp-local-server dhcpvé overrides],

[edit system services dhcp-local-server dhcpvé group group-name overrides],

[edit system services dhcp-local-server dhcpvé group group-name interface interface-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé ..],

[edit logical-systems logical-system-name system services system services dhcp-local-server dhcpvé ...],

[edit routing-instances routing-instance-name system services system services dhcp-local-server dhcpvé ...]

Release Information
Statement introduced in Junos OS Release 11.4.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description
Specify the address pool that assigns the IA_PD address. A pool specified by RADIUS VSA 26-161 takes
precedence over the pool specified by this delegated-pool statement.

Options

pool-name—Name of the address-assignment pool.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Specifying the Delegated Address-Assignment Pool to Be Used for DHCPvé6 Prefix Delegation
Overriding the Default DHCP Local Server Configuration Settings | 105
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delimiter (DHCP Local Server)

Syntax

delimiter delimiter-character;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé group group-name authentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé authentication
username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé group group-name
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name authentication
username-include],

[edit system services dhcp-local-server authentication username-include],

[edit system services dhcp-local-server dhcpvé authentication username-include],

[edit system services dhcp-local-server dhcpvé group group-name authentication username-include],

[edit system services dhcp-local-server group group-name authentication username-include]

Release Information



Statement introduced in Junos OS Release 9.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify the character used as the delimiter between the concatenated components of the username.

Options
delimiter-character—Character that separates components that make up the concatenated username. You
cannot use the semicolon (;) as a delimiter.

Default: . (period)

NOTE: When you include the interface-description in the username, the delimiter must not be
a character that is part of the interface description. For example, if the text description is
configured as “Backbone connection/PHLO1”, you cannot use the forward slash (/) as the delimiter.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Specifying Authentication Support | 260



delimiter (DHCP Relay Agent)

Syntax

delimiter delimiter-character;

Hierarchy Level

[edit forwarding-options dhcp-relay authentication username-include],

[edit forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit forwarding-options dhcp-relay dhcpvé group group-name authentication username-include],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name authentication username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé group group-name authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé group group-name authentication
username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name authentication
username-include]

Release Information

Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-group dual-stack-group-name] hierarchy level introduced in Junos OS
Release 15.1.

Description



Specify the character used as the delimiter between the concatenated components of the username. Use
the statement at the [edit ... dhcpvé] hierarchy levels to configure DHCPvé6 support.

Options
delimiter-character—Character that separates components that make up the concatenated username. You
cannot use the semicolon (;) as a delimiter.

Default: . (period)

NOTE: When you include the interface-description in the username, the delimiter must not be
a character that is part of the interface description. For example, if the text description is
configured as “Backbone connection/PHLO1”, you cannot use the forward slash (/) as the delimiter.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Specifying Authentication Support | 260
Creating Unique Usernames for DHCP Clients | 261



dhcp

Syntax

dhcp {
boot-file filename;
boot-server (address | hostname);
default-lease-time seconds;
domain-name domain-name;
domain-search [domain-list];
maximum-lease-time seconds;
name-server {
address;
}
next-servernext-server
option option-identifier-code ;
pool address/prefix-length {
address-range {
low address;
high address;
}
exclude-address {
address;

}
router {
address;
}
static-binding mac-address {
fixed-address {
address;
}
host-name hostname;
client-identifier (ascii client-id | hexadecimal client-id);
}
wins-server {
address;

Hierarchy Level

[edit system services]



[edit logical-systems logical -system-name system services]

Release Information
Statement introduced before Junos OS Release 7.4.
The logical-systems option is introduced in Junos OS Release 18.4R1.

Description
Configure a router, or a switch as a DHCP server. A DHCP server can allocate network addresses and
deliver configuration information to client hosts on a TCP/IP network.

The remaining statements are explained separately.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.



dhcp (DHCP Client)

Syntax (EX Series)

dhcp {
client-identifier duid-type (duid-Il | duid-IIt | vendor);
no-dns-install;
rapid-commit;
options name;

Syntax (SRX Series)

dhep {

client-identifier {
(ascii string | hexadecimal string);

}
force-discover;
lease-time (length | infinite);
metric;
no-dns-install;
options;
requested-options;
retransmission-attempt value;
retransmission-interval seconds;
server-address server-address;
update-server;
vendor-id vendor-id ;

Hierarchy level (EX Series)

[edit interfaces interface-name unit logical-unit-number family inet]
[edit logical-systems name interfaces interface-name unit logical-unit-number family inet]
[edit tenants tenant-name interfaces interface-name unit logical-unit-number family inet]

Hierarchy level (SRX Series)

[edit interfaces interface-name unit logical-unit-number family inet]

Release Information
Statement introduced in Junos OS Release 9.0 for EX Series switches.



Statement introduced in Junos OS Release 9.2 for SRX Series devices.
The logical-systems and tenants options are introduced in Junos OS Release 18.4R1.

Description

Configure a Dynamic Host Configuration Protocol (DHCP) client for an IPv4 interface for logical systems
and tenant systems.

The remaining statements are described separately.

NOTE: Starting in Junos OS Release 18.1R1, DHCPv4 and DHCPvé clients are supported on
management interfaces (fxpO and emO) configured in the non-default management routing
instance, mgmt_junos.

Options

client-identifier duid-type—Identify a client by a client-identifier value. This statement is mandatory.
no-dns-install—Configure the DHCPvé6 client DNS information.

options—Specify options requested by the DHCPv4 client.

force-discover—Send DHCPDISCOVER after DHCPREQUEST retransmission failure

lease-time—Specify lease time in seconds requested in DHCP client protocol packet (60 through
2147,,483,647 seconds for SRX devices)

metric—client initiated default-route metric (0..255 for SRX Series devices)
requested-options—Specify the DHCP options.

The remaining statements are explained separately.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Understanding Interfaces

Configuring a DHCP Client | 228



dhcp-attributes (Access IPv4 Address Pools)

Syntax

dhcp-attributes {
boot-file boot-file-name;
boot-server boot-server-name;
domain-name domain-name;
grace-period seconds;
maximum-lease-time (seconds | infinite);
name-server ipv4-address;
netbios-node-type (b-node | h-node | m-node | p-node);
next-server next-server-name;
option dhcp-option-identifier-code {
array {
byte [8-bit-valuel;
flag [ false| off |on [true];
integer [32-bit-numeric-values];
ip-address [ip-address];
short [signed-16-bit-numeric-valuel;
string [character string value];
unsigned-integer [unsigned-32-bit-numeric-value];
unsigned-short [16-bit-numeric-value];
}
byte 8-bit-value;
flag (false | off | on | true);
integer 32-bit-numeric-values;
ip-address ip-address;
short signed-16-bit-numeric-value;
string character string value;
unsigned-integer unsigned-32-bit-numeric-value;
unsigned-short 16-bit-numeric-value;

}
option-match {
option-82 {
circuit-id match-value {
range range-name;
}
remote-id match-value;
range range-name;
}
}
}

propagate-ppp-settings [interface-namel];



propagate-settings interface-name;
router ipv4-address;
server-identifier ip-address;
sip-server {

ip-address ipv4-address;

name sip-server-name;

tftp-server server-name;
wins-server ipv4-address;

Hierarchy Level

[edit access address-assignment pool pool-name family inet]

Release Information
Statement introduced in Junos OS Release 10.4.

Description
Configure attributes for IPv4 address pools that can be used by different clients. The DHCP attributes for
this statement uses standard IPv4 DHCP options.

Required Privilege Level
access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

DHCP Overview | 31



dhcp-attributes (Access IPv6 Address Pools)

Syntax

dhcp-attributes {
dns-server ipvé-address;
grace-period seconds;
maximum-lease-time (seconds | infinite);
option dhcp-option-identifier-code {
array {
byte [8-bit-value];
flag [ false| off |on [true];
integer [32-bit-numeric-values];
ip-address [ip-address];
short [signed-16-bit-numeric-value];
string [character string value];
unsigned-integer [unsigned-32-bit-numeric-value];
unsigned-short [16-bit-numeric-valuel;
}
byte 8-bit-value;
flag (false | off | on | true);
integer 32-bit-numeric-values;
ip-address ip-address;
short signed-16-bit-numeric-value;
string character string value;
unsigned-integer unsigned-32-bit-numeric-value;
unsigned-short 16-bit-numeric-value;
}
propagate-ppp-settings [interface-name];
sip-server-address ipvé-address;
sip-server-domain-name domain-name;

Hierarchy Level

[edit access address-assignment pool pool-name family ineté]

Release Information
Statement introduced in Junos OS Release 10.4.

Description

Configure attributes for address pools that can be used by different clients.

Options



o dns-server IPvé6-address—Specify a DNS server to which clients can send DNS queries.

e grace-period seconds —Specify the grace period offered with the lease.

Range: O through 4,294,967,295 seconds
Default: O (no grace period)

e maximum-lease-time seconds—Specify the maximum length of time in seconds for which a client can
request and hold a lease on a DHCP server.

Range: 30 through 4,294,967,295 seconds
Default: 86,400 seconds (24 hours)
o option dhcp-option-identifier-code—Specify the DHCP option identifier code.

e propagate-ppp-settings [interface-name—Specify PPP interface name for propagating DNS or WINS
settings.

o sip-server-address IPvé-address—Specify the IPvé address of the SIP outbound proxy server.

¢ sip-server-domain-name domain-name—Specify the domain name of the SIP outbound proxy server.

Required Privilege Level
access—To view this statement in the configuration.
access-control—To add this statement to the configuration.
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dhcp-client
Syntax

dhcp-client {
client-identifier {
prefix {
host-name;
logical-system-name;
routing-instance-name;
}
use-interface-description (device | logical);
user-id (ascii string| hexadecimal string);
}
force-discover;
lease-time (length | infinite);
no-dns-install;
options no-hostname;
retransmission-attempt value;
retransmission-interval seconds;
server-address server-address;
update-server;
vendor-id vendor-id ;

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family family]

Release Information

Statement introduced in Junos OS Release 12.1X44-D10 for SRX300, SRX320, SRX340, SRX345, SRX550M,
and SRX1500 devices.

Starting with Junos OS Release 17.4R1 and Junos OS Release 15.1X49-D60, on all SRX Series devices
and vSRX instances, the CLI option dhcp-client at [edit interfaces interface-name unit logical-unit-number
family inet] hierarchy is changed to dhcp to align with other Junos platforms. There is no change in the
functionality.

Description

Configure the Dynamic Host Configuration Protocol (DHCP) client.

Options



o force-discover—Forces the DHCP client to send a DHCP discover packet after one to three failed
dhcp-request attempts. The force-discover option ensures that the DHCP server will assign the same
or a new IP address to the client.

o lease-time—Specify the time to negotiate and exchange DHCP information.
o infinite—Lease never expires.

o length—Number of seconds.

¢ no-dns-install—Do not add DNS information to the DHCP client (resolve.conf) even after learn from
DHCP server

¢ retransmission-attempt—Specify the number of times the device attempts to retransmit a DHCP packet
fallback. Range is 0-6.

o server-address—Specify the preferred DHCP server address that is sent to DHCP clients.
o update-server—Propagate TCP/IP settings to a local DHCP server.

e vendor-id—Vendor class ID for the DHCP client.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.
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dhcp-local-server
Syntax

dhcp-local-server {
access-profile profile-name;
allow-active-leasequery {
idle-timeout seconds;
peer-address address;
timeout seconds;
}
allow-bulk-leasequery {
max-connections number-of-connections;
max-empty-replies number-of-replies;
restricted-requestor;
timeout seconds;
}
allow-leasequery {
restricted-requestor;
}
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
dhcpvé {
access-profile profile-name;
allow-active-leasequery {
idle-timeout seconds;
peer-address address;
timeout seconds;



allow-bulk-leasequery {
max-connections number-of-connections;
max-empty-replies number-of-replies;
restricted-requestor;
timeout seconds;

}

allow-leasequery {
restricted-requestor;

}

authentication {

}

duplicate-clients incoming-interface;



group group-name {
access-profile profile-name;
authentication {

}
interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
dual-stack dual-stack-group-name;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;
}
protocol-attributes attribute-set-name;
rapid-commit;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;
upto upto-interface-name;
}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);



method {
bfd {

}

version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;

}

session-mode (automatic | multihop | singlehop);

holddown-interval milliseconds;

layer2-liveness-detection {

max-consecutive-retries number;
transmit-interval interval,
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overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
delegated-pool;
dual-stack dual-stack-group-name;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;
}
protocol-attributes attribute-set-name;
rapid-commit;
}
route-suppression;
server-duid-type type;
service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode (automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;



overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}

delay-time seconds;
}
delegated-pool;
dual-stack dual-stack-group-name;
include-option-82 {

forcerenew;

nak;
}
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {

pool pool-name;
}
protocol-attributes attribute-set-name;
rapid-commit;
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reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
support-option-pd-exclude;
timeout timeout-value;
token token-value;
trigger {

radius-disconnect;

}

reauthenticate (<lease-renewal> <remote-id-mismatch >);
requested-ip-network-match subnet-mask;

route-suppression;

server-duid-type type;

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
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dual-stack-group name {
access-profile access-profile;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id,;
relay-agent-remote-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
classification-key {
circuit-id circuit-id;
mac-address mac-address;
remote-id remote-id;
}
dual-stack-interface-client-limit number;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval,

}

on-demand-address-allocation;

protocol-master (inet | inet6);

reauthenticate (<lease-renewal> <remote-id-mismatch >);
service-profile service-profile;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
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duplicate-clients-in-subnet (incoming-interface | option-82);
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary primary-profile-name>;
forward-snooped-clients (all-interfaces | configured-interfaces | non-configured-interfaces);



group group-name {
authentication {

}
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary primary-profile-name>;
interface interface-name {
exclude;
overrides {
asymmetric-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-offer {
based-on (option-60 | option-77 | option-82) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
include-option-82 {
forcerenew;
nak;
}
dual-stack dual-stack-group-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
protocol-attributes attribute-set-name;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;
upto upto-interface-name;
}

liveness-detection {



failure-action (clear-binding | clear-binding-if-interface-up | log-only);

method {
bfd {

}

version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;

layer2-liveness-detection {

max-consecutive-retries number;
transmit-interval interval;
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overrides {
asymmetric-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-offer {
based-on (option-60 | option-77 | option-82) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
include-option-82 {
forcerenew;
nak;
}
dual-stack dual-stack-group-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
protocol-attributes attribute-set-name;
}
requested-ip-network-match subnet-mask
route-suppression;
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode (automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}

on-demand-address-allocation;
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overrides {
asymmetric-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
delay-offer {
based-on (option-60 | option-77 | option-82) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
dual-stack dual-stack-group-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
protocol-attributes attribute-set-name;
}
pool-match-order {
external-authority;
ip-address-first;
option-82;
}
protocol-master;
reauthenticate (<lease-renewal> <remote-id-mismatch >);
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;



requested-ip-network-match subnet-mask;

route-suppression;

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services],
[edit logical-systems logical-system-name system services],

[edit routing-instances routing-instance-name system services],

[edit system services]

Release Information

Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.
Statement introduced in Junos OS Release 13.2X51 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description

Configure Dynamic Host Configuration Protocol (DHCP) local server options on the router or switch to
enable the router or switch to function as an extended DHCP local server. The DHCP local server receives
DHCP request and reply packets from DHCP clients and then responds with an IP address and other
optional configuration information to the client.

The extended DHCP local server is incompatible with the DHCP server on J Series routers and, therefore,
is not supported on J Series routers. Also, the DHCP local server and the DHCP/BOOQOTP relay server,
which are configured under the [edit forwarding-options helpers] hierarchy level, cannot both be enabled
on the router or switch at the same time. The extended DHCP local server is fully compatible with the
extended DHCP relay feature.

The dhcpvé stanza configures the router or switch to support Dynamic Host Configuration Protocol for
IPv6 (DHCPv6). The DHCPv6 local server is fully compatible with the extended DHCP local server and
the extended DHCP relay feature.

NOTE: When you configure the dhcp-local-server statement at the routing instance hierarchy
level, you must use a routing instance type of virtual-router.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.


https://apps.juniper.net/cli-explorer/
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Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.
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Understanding Differences Between Legacy DHCP and Extended DHCP | 43
DHCPv6 Local Server Overview | 128



dhcp-local-server (System Services)
Syntax

dhcp-local-server {
dhcpvé {
authentication {

password password,

username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix;

}
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile-name;
}
group group-name {
authentication {
password password,
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;



routing-instance-name;
user-prefix user-prefix;

}
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile;
}
interface interface-name {
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile-name;
}
exclude;
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
rapid-commit ;
}
service-profile service-profile-name
trace ;
upto interface-name;



liveness-detection {
failure-action {
clear-binding;
clear-binding-if-interface-up;
log-only;
}
method {
bfd {
detection-time {
threshold milliseconds;
}
holddown-interval interval;
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}

version (0 | 1 | automatic);

}
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
rapid-commit ;
}
reconfigure {
attempts number;
clear-on-abort;
strict;
timeout number;
token token-name;
trigger {
radius-disconnect;

}

service-profile service-profile-name;



liveness-detection {
failure-action {
clear-binding;
clear-binding-if-interface-up;
log-only;
}
method {
bfd {
detection-time {
threshold milliseconds;
}
holddown-interval interval;
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}

version (0 | 1 | automatic);

}
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
rapid-commit ;
}
reconfigure {
attempts number;
clear-on-abort;
strict;
timeout number;
token token-name;
trigger {
radius-disconnect;

}

service-profile service-profile-name;



group group-name {
interface interface-name {
exclude;
upto upto-interface-name;

Hierarchy Level

[edit system services]

Release Information
Statement introduced in Junos OS Release 10.4.

Description

Configure DHCP Local Server for DHCPvé, forwarding snoop (unicast) packets, and setting traceoptions.

NOTE: SRX Series devices do not support client authentication.

Options

The remaining statements are explained separately. See CLI Explorer.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.
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dhcp-relay

Syntax

dhcp-relay {

access-profile profile-name;

active-leasequery {

idle-timeout seconds;

peer-address address;

timeout seconds;

topology-discovery;

}

active-server-group server-group-name;

authentication {

password password-string;

username-include {

}

circuit-type;

delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;

mac-address;

option-60;

option-82 <circuit-id> <remote-id>;
routing-instance-name;

user-prefix user-prefix-string;
vlan-tags;

bulk-leasequery {

attempts number-of-attempts;

timeout seconds;

}

dhcpvé {
access-profile profile-name;

active-leasequery {

}

idle-timeout seconds;
peer-address address;
timeout seconds;
topology-discovery;

active-server-group server-group-name;

}



authentication {

password password-string;

username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name interface-name;
logical-system-name;
mac-address mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;
}
duplicate-clients incoming-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;
}
forward-only-replies;
}

forward-snooped-clients (all-interfaces | configured-interfaces | non-configured-interfaces);



group group-name {

access-profile profile-name;

active-server-group server-group-name;

authentication {

password password-string;
username-include {

circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name interface-name;
logical-system-name;
mac-address mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;
}
interface interface-name {
access-profile profile-name;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
exclude;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
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dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;
upto upto-interface-name;
}
}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;
}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;



overrides {

}

allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;

relay-source interface-name;
send-release-on-delete;

relay-agent-interface-id {

}

include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82 <strict>;

use-vlan-id;

relay-agent-remote-id {

include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82 <strict>;

use-vlan-id;
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relay-option {

option-number option-number;

default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}

equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}

starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;

relay-server-group relay-server-group;

}
remote-id-mismatch disconnect;
route-suppression;
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

}

leasequery {
attempts number-of-attempts;
timeout seconds;

}

lease-time-validation {
lease-time-threshold seconds;
violation-action action;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;
}
route-suppression;
service-profile dynamic-profile-name;

}

No-snoop;

overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;



relay-agent-interface-id {

}

include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82 <strict>;

use-vlan-id;

relay-agent-remote-id {

}

include-irb-and-12;
keep-incoming-remote-id;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82 <strict>;

use-vlan-id;

relay-option {

}

option-number option-number;
default-action {

drop;

forward-only;

relay-server-group relay-server-group;

}

equals (ascii ascii-string | hexadecimal hexadecimal-string) {

drop;
forward-only;
relay-server-group relay-server-group;

}

starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {

drop;
forward-only;
relay-server-group relay-server-group;

relay-option-vendor-specific{

host-name;
location;

remote-id-mismatch disconnect;

route-suppression;
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server-group {
server-group-name {
server-ip-address;

}

server-response-time seconds;

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
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dual-stack-group dual-stack-group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
classification-key {
circuit-id circuit-id;
mac-address mac-address;
remote-id remote-id;
}
dual-stack-interface-client-limit number;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}

protocol-master (inet | inet6);

relay-agent-interface-id {
include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
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use-interface-description (logical | device);
use-option-82 <strict>;
use-vlan-id;
}
relay-agent-remote-id {
include-irb-and-12;
keep-incoming-remote-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;
use-vlan-id;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
}
duplicate-clients-in-subnet (incoming-interface | option-82):
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;
}
forward-only-replies;
forward-snooped-clients (all-interfaces | configured-interfaces | non-configured-interfaces);



group group-name {
access-profile profile-name;
active-server-group server-group-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name interface-name;
logical-system-name;
mac-address;
option-60;
option-82 [circuit-id] [remote-id];
routing-instance-name;
user-prefix user-prefix-string;
}
vlan-tags;
}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;
}
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;



transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode (automatic | multihop | singlehop);
holddown-interval milliseconds;

}

overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

trace;

upto upto-interface-name;
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overrides {

}

allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;

dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;

proxy-mode;

relay-source

replace-ip-source-with;
send-release-on-delete;
trust-option-82;

relay-option {

option-number option-number;
default-action {
drop;
forward-only;
relay-server-group group-name;
}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;
}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;
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relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);
}
remote-id {
prefix prefix;
use-interface-description (logical | device);
}
server-id-override
}
remote-id-mismatch disconnect;
route-suppression:
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
}
leasequery {
attempts number-of-attempts;
timeout seconds;
}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode (automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}

NO-SNOoop;



overrides {

}

allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match (option60-and-option82 | incoming-interface);
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;

dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;

proxy-mode;

relay-source

replace-ip-source-with;
send-release-on-delete;
trust-option-82;

relay-option {

option-number option-number;
default-action {
drop;
forward-only;
relay-server-group group-name;
}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;
}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;
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relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);
}
remote-id {
prefix prefix;
use-interface-description (logical | device);
}
server-id-override
}
}
remote-id-mismatch disconnect;
route-suppression:
server-group {
server-group-name {
server-ip-address;

server-response-time seconds;
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

Hierarchy Level

[edit forwarding-options],

[edit logical-systems logical-system-name forwarding-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options],
[edit routing-instances routing-instance-name forwarding-options]

Release Information

Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 12.1 for EX Series switches.
Statement introduced in Junos OS Release 13.2X51 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.



Description

Configure extended Dynamic Host Configuration Protocol (DHCP) relay and DHCPv6 relay options on
the router or switch to enable the router (or switch) to function as a DHCP relay agent. A DHCP relay
agent forwards DHCP request and reply packets between a DHCP client and a DHCP server.

DHCP relay supports the attachment of dynamic profiles and also interacts with the local AAA Service
Framework to use back-end authentication servers, such as RADIUS, to provide subscriber authentication
or client authentication. You can attach dynamic profiles and configure authentication support on a global
basis or for a specific group of interfaces.

The extended DHCP and DHCPvé relay agent options configured with the dhcp-relay and dhcpvé
statements are incompatible with the DHCP/BOOTP relay agent options configured with the bootp
statement. As a result, the extended DHCP or DHCPvVé relay agent and the DHCP/BOOTP relay agent
cannot both be enabled on the router (or switch) at the same time.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Extended DHCP Relay Agent Overview | 197
DHCPv6 Relay Agent Overview | 219

DHCP Relay Proxy Overview | 223
Specifying Authentication Support | 260


https://apps.juniper.net/cli-explorer/

dhcp-service
Syntax

dhcp-service {
accept-max-tcp-connections max-tcp-connections;
dhcp-snooping-file(local_pathname | remote_URL) {
write-interval interval,
}
dhcpvé-snooping-file {
location;
write-interval seconds;
}
(disable | enable);
interface-traceoptions {
file filename <files number> <match regular-expression > <size maximum-file-size> <world-readable |
no-world-readable>;
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;
}
log {
session {
client;
all;
dhcpvé {
client;
server;
relay;
dynamic-server;
all;
}
server;
relay;

}
Itv-syslog-interval seconds;
persistent-storage {
backup-interval backup-interval;
file-name;
}
request-max-tcp-connections max-tcp-connections;
traceoptions {



file filename <files number> <match regular-expression > <size maximum-file-size> <world-readable |
no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

Hierarchy Level

[edit system processes]

Release Information

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.
Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 14.1 for MX Series routers.

Support for log option introduced in Junos OS Release 19.1R1 for SRX Series devices.

Description

Enable DHCP services on the device. DHCP services automate network-parameter assignment to network
devices. The DHCP service process is enabled by default. However, by default, IP-MAC bindings in the
DHCP snooping database do not persist through device reboots. You can inprove performance after
rebooting by configuring the IP-MAC bindings to persist, by configuring a storage location for the DHCP
database file. When specifying the location for the DHCP database, you must also specify how frequently
the switch writes the database entries into the DHCP snooping database file.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

Configuring Persistent Bindings in the DHCP or DHCPvé (ELS)


https://apps.juniper.net/cli-explorer/

dhcpvé (DHCP Local Server)

Syntax

dhcpvé {
access-profile profile-name;
allow-active-leasequery {
idle-timeout seconds;
peer-address address;
timeout seconds;
}
allow-bulk-leasequery {
max-connections number-of-connections;
max-empty-replies number-of-replies;
restricted-requestor;
timeout seconds;
}
allow-leasequery {
restricted-requestor;
}
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
duplicate-clients incoming-interface;
group group-name {
access-profile profile-name;
authentication {

interface interface-name {
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access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;



overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;
}
protocol-attributes attribute-set-name;
rapid-commit;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;

upto upto-interface-name;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;



overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {
pool pool-name;
}
protocol-attributes attribute-set-name;
rapid-commit;
}
route-suppression;
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;



overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}

delay-time seconds;
}
delegated-pool;
delete-binding-on-renegotiation;
interface-client-limit number;
multi-address-embedded-option-response;
process-inform {

pool pool-name;
}
protocol-attributes attribute-set-name;
rapid-commit;
reconfigure {

attempts attempt-count;

clear-on-abort;

strict;

timeout timeout-value;

token token-value;

trigger {

radius-disconnect;

}

reauthenticate (<lease-renewal> <remote-id-mismatch >);



reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
support-option-pd-exclude;
timeout timeout-value;
token token-value;
trigger {

radius-disconnect;

}

requested-ip-network-match subnet-mask;

route-suppression;

server-duid-type type;

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server],
[edit logical-systems logical-system-name system services dhcp-local-server],

[edit routing-instances routing-instance-name system services dhcp-local-server],

[edit system services dhcp-local-server]

Release Information
Statement introduced in Junos OS Release 9.6.
Statement introduced in Junos OS Release 12.3 for EX Series switches.

Description

Configure DHCPvVé local server options on the router or switch to enable the router or switch to function
as a server for the DHCP protocol for IPv6. The DHCPvé local server sends and receives packets using
the IPvé6 protocol and informs IPvé of the routing requirements of router clients. The local server works
together with the AAA service framework to control subscriber access (or DHCP client access) and
accounting.

The DHCPvV6 local server is fully compatible with the extended DHCP local server and DHCP relay agent.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.


https://apps.juniper.net/cli-explorer/
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dhcpvé (DHCP Relay Agent)

Syntax

dhcpvé {
access-profile profile-name;
active-leasequery {
idle-timeout seconds;
peer-address address;
timeout seconds;
topology-discovery;
}
active-server-group server-group-name;
}
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name interface-name;
logical-system-name;
mac-address mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
bulk-leasequery {
attempts number-of-attempts;
timeout seconds;
trigger automatic;
}
duplicate-clients incoming-interface;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}

forward-only {



logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;

}

forward-only-replies;

}

forward-snooped-clients (all-interfaces | configured-interfaces | non-configured-interfaces);



group group-name {

access-profile profile-name;

active-server-group server-group-name;

authentication {

password password-string;
username-include {

circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;
}
interface interface-name {
access-profile profile-name;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
exclude;
overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
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dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;
upto upto-interface-name;
}
}
lease-time-validation {
lease-time-threshold seconds;
violation-action action;
}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;



overrides {

}

allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;

relay-source interface-name;
send-release-on-delete;

relay-agent-interface-id {

}

include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82;

relay-agent-remote-id {

include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82 <strict>;
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relay-option {

option-number option-number;

default-action {
drop;
forward-only;
relay-server-group relay-server-group;

}

equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}

starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

}
remote-id-mismatch disconnect;
route-suppression;
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

}

leasequery {
attempts number-of-attempts;
timeout seconds;

}

lease-time-validation {
lease-time-threshold seconds;
violation-action action;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;
}
route-suppression;
service-profile dynamic-profile-name;

1

Nno-snoop;

overrides {
allow-snooped-clients;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
no-allow-snooped-clients;
no-bind-on-request;
relay-source interface-name;
send-release-on-delete;



relay-agent-interface-id {
include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82;
}
relay-agent-remote-id {
include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;
}
relay-option {
option-number option-number;
default-action {
drop;
forward-only;
relay-server-group relay-server-group;
}
equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;
}
starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
relay-server-group relay-server-group;

1
relay-option-vendor-specific{
host-name;
location;
remote-id-mismatch disconnect;
route-suppression;
server-group {
server-group-name {
server-ip-address;
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server-response-time seconds;
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit logical-systems logical-system-name forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information

Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3 for EX Series switches.

Support for forward-snooped-clients introduced in Junos OS Release 15.1X53-D56 for EX Series switches
and Junos OS Release 17.1R1.

Description

Configure DHCPVé relay options on the router or switch and enable the router or switch to function as a
DHCPv6 relay agent. A DHCPvé6 relay agent forwards DHCPvé6 request and reply packets between a
DHCPvé6 client and a DHCPvVé server.

The DHCPvVé6 relay agent server is fully compatible with the extended DHCP local server and DHCP relay
agent. However, the options configured with the dhcpvé statement are incompatible with the DHCP/BOOTP
relay agent options configured with the bootp statement. As a result, the DHCPvVé6 relay agent and the
DHCP/BOOTP relay agent cannot be enabled on the router or switch at the same time.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

dhcp-relay | 430
DHCPvé6 Relay Agent Overview | 219
Specifying Authentication Support | 260


https://apps.juniper.net/cli-explorer/

dhcpvé (System Services)

Syntax

dhcpvé {
authentication {

password password,

username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix;

}
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile-name;
}
group group-name {
authentication {
password password,
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;



user-prefix user-prefix;

}
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile;
}
interface interface-name {
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile-name;
}
exclude;
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
rapid-commit ;
}
service-profile service-profile-name
trace ;
upto interface-name;



liveness-detection {
failure-action {
clear-binding;
clear-binding-if-interface-up;
log-only;
}
method {
bfd {
detection-time {
threshold milliseconds;
}
holddown-interval interval;
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}

version (0 | 1 | automatic);

}
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
rapid-commit ;
}
reconfigure {
attempts number;
clear-on-abort;
strict;
timeout number;
token token-name;
trigger {
radius-disconnect;

}

service-profile service-profile-name;



liveness-detection {
failure-action {
clear-binding;
clear-binding-if-interface-up;
log-only;
}
method {
bfd {
detection-time {
threshold milliseconds;
}
holddown-interval interval;
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}

version (0 | 1 | automatic);

}
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
rapid-commit ;
}
reconfigure {
attempts number;
clear-on-abort;
strict;
timeout number;
token token-name;
trigger {
radius-disconnect;

}

service-profile service-profile-name;



Hierarchy Level

[edit system services]

Release Information
Statement introduced in Junos OS Release 10.4.

Description

Configure DHCPvVé server to provide IPv6 addresses to clients.

NOTE: SRX Series devices do not support client authentication.

Options
o duplicate-clients-on-interface—Allow duplicate clients on different interfaces in a subnet.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

DHCP Overview | 31


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

dhcpvé-client

Syntax

dhcpvé-client §
client-ia-type {
ia-na;
ia-pd;
}
client-identifier duid-type (duid-Il | duid-IIt | vendor);
client-type (autoconfig | stateful);
rapid-commit;
reg-option (dns-server | domain | fqdn | nis-domain | nis-server | ntp-server | sip-domain | sip-server [time-zone
| vendor-spec);
retransmission-attempt number;
update-router-advertisement {
interface interface-name;

}

update-server;

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family ineté]
[edit logical-systems name interfaces name unit name family ineté]
[edit tenants tenant-name interfaces name unit name family inet6]

Release Information
Statement introduced in Junos OS Release 12.1X45-D10.
The logical-systems and tenants options are introduced in Junos OS Release 18.4R1.

Description

Configure the Dynamic Host Configuration Protocol version 6 (DHCPv6) client.

NOTE: Starting in Junos OS Release 18.1R1, DHCPv4 and DHCPvé clients are supported on
management interfaces (fxpO and emO) configured in the non-default management routing
instance, mgmt_junos.

Options

client-ia-type— Identity association type for DHCPvé client. This statement is mandatory.



client-identifier duid-type— ldentity a client by a client-identifier value. This statement is mandatory.
client-type— Identify the type of DHCPVé client. This statement is mandatory.

rapid-commit— The use of the two-message exchange for address assignment.

reg-option— Specify options requested by the DHCPvé client.

retransmission-attempt number— Specify the number of times the device retransmits a DHCPvé client
packet if a DHCPv6 server fails to respond. After the specified number of attempts, no further attempts
at reaching a server are made.

update-router-advertisement— Specify the interface used to delegate prefixes.
update-server— Propagate TCP/IP settings to the DHCPvé server.

For detailed information about these commands, see CLI Explorer.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCP Overview | 31
Minimum DHCPvé6 Client Configuration on SRX Series Devices | 249


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

disable-relay

Syntax

disable-relay;

Hierarchy Level

[edit forwarding-options dhcp-relay overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name interface
interface-name overrides]

Release Information
Statement introduced in Junos OS Release 8.3.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Disable DHCP relay on specific interfaces in a group.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Extended DHCP Relay Agent Overview | 197



domain (Domain Map)

Syntax

domain {
delimiter [delimiter-character];
map domain-map-name {
aaa-logical-system logical-system-name {
aaa-routing-instance routing-instance-name;
}
aaa-routing-instance routing-instance-name;
access-profile profile-name;
address-pool pool-name;
dynamic-profile profile-name;
padn destination-address {
mask destination-mask;
metric route-metric;
}
strip-domain;
target-logical-system logical-system-name {
target-routing-instance routing-instance-name;
}
target-routing-instance routing-instance-name;
tunnel-profile profile-name;
}
parse-direction (left-to-right | right-to-left);
parse-order (domain-first | realm-first);
realm-delimiter [delimiter-character];
realm-parse-direction (left-to-right | right-to-left);

Hierarchy Level

[edit access]

Release Information
Statement introduced in Junos OS Release 10.4.

Description

Configure a domain map, which is used to map access options and session parameters for subscriber
sessions.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.


https://apps.juniper.net/cli-explorer/

Required Privilege Level
admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

Configuring a Domain Map



domain-name (DHCP)

Syntax

domain-name domain-name;

Hierarchy Level

[edit system services dhcp

[edit system services dhcp],

[edit system services dhcp pool],

[edit system services dhcp static-binding]

Release Information
Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description
Configure the name of the domain in which clients search for a DHCP server host. This is the default
domain name that is appended to hostnames that are not fully qualified.

Options

domain-name—Name of the domain.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Configuring a DHCP Server on Switches | 89



domain-name (DHCP Local Server)

Syntax

domain-name domain-name-string;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé group group-name authentication
username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé authentication
username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé group group-name
authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name authentication
username-include],

[edit system services dhcp],

[edit system services dhcp-local-server authentication username-include],

[edit system services dhcp-local-server dhcpvé authentication username-include],

[edit system services dhcp-local-server dhcpvé group group-name authentication username-include],

[edit system services dhcp-local-server group group-name authentication username-include]

Release Information



Statement introduced in Junos OS Release 9.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify the domain name that is concatenated with the username during the subscriber authentication or
DHCP client authentication process.

Options

domain-name-string—Domain name formatted string.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Specifying Authentication Support | 260



domain-name (DHCP Relay Agent)
Syntax

domain-name domain-name-string;

Hierarchy Level

[edit forwarding-options dhcp-relay authentication username-include],

[edit forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit forwarding-options dhcp-relay dhcpvé group group-name authentication username-include],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name authentication username-include],

[edit forwarding-options dhcp-relay group group-name authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé group group-name authentication
username-include],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name authentication
username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé group group-name authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé authentication username-include],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé group group-name authentication
username-include]

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name authentication
username-include]

Release Information

Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.

Support at the [edit ... dual-stack-group dual-stack-group-name] hierarchy level introduced in Junos OS
Release 15.1.

Description



Specify the domain name that is concatenated with the username during the subscriber authentication or
client authentication process. Use the statement at the [edit ... dhcpvé] hierarchy levels to configure
DHCPvé6 support.

Options

domain-name-string—Domain name formatted string.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Specifying Authentication Support | 260
Creating Unique Usernames for DHCP Clients | 261



domain-name-server (Routing Instances and Access
Profiles)

Syntax

domain-name-server dns-address;

Hierarchy Level

[edit access];
[edit access profile]

Release Information
Statement introduced in Junos OS Release 12.3.
Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description

Configure an IPv4 address for a DNS name server. You can configure an address globally for a routing
instance at the [edit access] hierarchy level or for an access profile at the [edit access profile profile-name]
hierarchy level. You can configure more than one address by including the statement multiple times.

NOTE: A DNS name server address configured with this statement is less preferred than one
configured with the domain-name-server-inet statement. That is, the server with the address
configured with the domain-name-server-inet takes precedence over a server configured with
this statement.

Options

dns-address—|Pv4 address of the DNS name server.

Required Privilege Level
admin—To view this statement in the configuration
admin-control—To add this statement to the configuration.

Configuring DNS Name Server Addresses for Subscriber Management

DNS Name Server Address Overview



domain-name-server-inet (Routing Instances and
Access Profiles)

Syntax

domain-name-server-inet dns-address;

Hierarchy Level

[edit access],
[edit access profile]

Release Information
Statement introduced in Junos OS Release 12.3.
Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description

Configure an IPv4 address for a DNS name server. You can configure an address globally for a routing
instance at the [edit access] hierarchy level or for an access profile at the [edit access profile profile-name]
hierarchy level. You can configure more than one address by including the statement multiple times.

NOTE: A DNS name server address configured with this statement is higher in preference than
one configured with the domain-name-server statement. That is, the server with the address
configured with the domain-name-server-inet takes precedence over a server configured with
the domain-name-server statement.

Options

dns-address—|Pv4 address of the DNS name server.

Required Privilege Level
admin—To view this statement in the configuration
admin-control—To add this statement to the configuration.

Configuring DNS Name Server Addresses for Subscriber Management

DNS Name Server Address Overview



domain-name-server-ineté (Routing Instances and
Access Profiles)

Syntax

domain-name-server-ineté dns-address;

Hierarchy Level

[edit access],
[edit access profile]

Release Information
Statement introduced in Junos OS Release 12.3.
Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description

Configure an IPv6 address for a DNS name server. You can configure an address globally for a routing
instance at the [edit access] hierarchy level or for an access profile at the [edit access profile profile-name]
hierarchy level. You can configure more than one address by including the statement multiple times.

Options

dns-address—IPvé6 address of the DNS name server.

Required Privilege Level
admin—To view this statement in the configuration
admin-control—To add this statement to the configuration.

Configuring DNS Name Server Addresses for Subscriber Management

DNS Name Server Address Overview



domain-search

Syntax

domain-search [domain-list ];

Hierarchy Level

[edit system],

[edit system services dhcp],

[edit system services dhcp],

[edit system services dhcp pool],

[edit system services dhcp static-binding]

Release Information
Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description

Configure a list of domains to search (in the case where you want to configure access to multiple DNS
servers for redundancy, and/or to resolve hosts that the previous server could not).

Options
domain-list—List of domain servers to search. The list can contain up to six domain names, separated by a
space, with a total of up to 256 characters.

For example to search domaini.net, and if it fails to resolve the host, domain2.net, and if fails to resolve
the host, domain3.net, you would configure the following domain list at the domain-search hierarchy level:

[edit system]
set domain-search [domainl.net domain2.net domain3.net]

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.



drop (DHCP Relay Agent Option)

Syntax

drop;

Hierarchy Level

[edit forwarding-options dhcp-relay relay-option (default-action | equals | starts-with)],

[edit forwarding-options dhcp-relay dhcpvé relay-option (default-action | equals | starts-with)],

[edit forwarding-options dhcp-relay group group-name relay-option (default-action | equals | starts-with)],

[edit forwarding-options dhcp-relay dhcpvé group group-name relay-option (default-action | equals | starts-with)],
[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay

-

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information
Statement introduced in Junos OS Release 12.3.

Description

Drop (discard) specified DHCP client packets when you use DHCP relay agent selective processing. You
can configure the drop operation globally or for a group of interfaces, and for either DHCP or DHCPvé
relay agent.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Using DHCP Option Information to Selectively Process DHCP Client Traffic



dual-stack (DHCP Local Server Overrides)

Syntax

dual-stack dual-stack-group-name;

Hierarchy Level

[edit logical-systems name routing-instances routing-instance-name system services dhcp-local-server ...],
[edit logical-systems name system services dhcp-local-server ...],

[edit routing-instances name system services dhcp-local-server ...],

[edit system services dhcp-local-server group group-name interface interface-name overrides],

[edit system services dhcp-local-server group group-name overrides],

[edit system services dhcp-local-server overrides]

Release Information
Statement introduced in Junos OS Release 17.3R1.

Description

Assigns the specified dual-stack group to both legs (DHCP and DHCPvé) of the DHCP dual stack. The
dual-stack group defines the common configuration settings for DHCP and DHCPvé subscribers on both
legs. These settings take precedence over all other configurations, such as those specified in global, group,
or interface settings.

Options

dual-stack-group-name—Name of the globally configured dual-stack group.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement in the configuration.

Single-Session DHCP Dual-Stack Overview
Configuring Single-Session DHCP Dual-Stack Support



dual-stack (DHCP Relay Agent Overrides)

Syntax

dual-stack dual-stack-group-name;

Hierarchy Level

[edit forwarding-options dhcp-relay overrides],

[edit forwarding-options dhcp-relay dhcpvé overrides],

[edit forwarding-options dhcp-relay dhcpvé group group-name overrides],

[edit forwarding-options dhcp-relay dhcpvé group group-name interface interface-name overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit forwarding-options dhcp-relay group group-name interface interface-name overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay

o,

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information
Statement introduced in Junos OS Release 15.1.

Description

Assigns the specified dual-stack group to both legs (DHCP and DHCPvé) of the DHCP dual stack. The
dual-stack group defines the common configuration settings for DHCP and DHCPvé subscribers on both
legs. These settings take precedence over all other configurations, such as those specified in global, group,
or interface settings.

Options

dual-stack-group-name—Name of the globally configured dual-stack group.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement in the configuration.

Single-Session DHCP Dual-Stack Overview
Configuring Single-Session DHCP Dual-Stack Support



dual-stack-group (DHCP Local Server)
Syntax

dual-stack-group name {
access-profile access-profile;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
classification-key {
circuit-id circuit-id;
mac-address mac-address;
remote-id remote-id;
}
dual-stack-interface-client-limit number;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval,

}
on-demand-address-allocation;
protocol-master (inet | ineté);



reauthenticate (<lease-renewal> <remote-id-mismatch >);
service-profile service-profile;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

Hierarchy Level

[edit logical-systems name routing-instances name system services dhcp-local-server],
[edit logical-systems name system services dhcp-local-server],

[edit routing-instances name system services dhcp-local-server],

[edit system services dhcp-local-server]

Release Information
Statement introduced in Junos OS Release 17.3R1 on MX Series routers.

Description

Specifies common configuration settings that are used for both legs (DHCP and DHCPvé6) of the DHCP
local server dual-stack, and names the dual-stack group.

When applied, the dual-stack configuration takes precedence over all other configurations, such as those
specified in global, group, or interface settings.

Options
name—Name of the dual-stack group.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement in the configuration.

Single-Session DHCP Dual-Stack Overview

DHCP Liveness Detection Using ARP and Neighbor Discovery Packets | 317
Configuring RADIUS Reauthentication for DHCP Subscribers

RADIUS Reauthentication As an Alternative to RADIUS CoA for DHCP Subscribers



https://apps.juniper.net/cli-explorer/

dual-stack-group (DHCP Relay Agent)

Syntax

dual-stack-group name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name;
logical-system-name;
mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
classification-key {
circuit-id circuit-id;
mac-address mac-address;
remote-id remote-id;
}
dual-stack-interface-client-limit number;
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval,

}
protocol-master (inet | inet6);
relay-agent-interface-id {



include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;
use-vlan-id;
}
relay-agent-remote-id {
include-irb-and-12;
keep-incoming-remote-id;
no-vlan-interface-name;
prefix prefix;
use-interface-description (logical | device);
use-option-82 <strict>;
use-vian-id;
}
service-profile dynamic-proflle-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit logical-systems logical-system-name forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information
Statement introduced in Junos OS Release 15.1.

Description

Specifies common configuration settings that are used for both legs (DHCP and DHCPvé) of the DHCP
dual stack, and names the dual stack group.

The group is assigned to each leg of the DHCP dual-stack with the dual-stack statement in the overrides
stanza. When applied, the dual-stack configuration takes precedence over all other configurations, such
as those specified in global, group, or interface settings.

Options

name—Name of the dual-stack group.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.


https://apps.juniper.net/cli-explorer/
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Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement in the configuration.

RELATED DOCUMENTATION

Single-Session DHCP Dual-Stack Overview
Configuring Single-Session DHCP Dual-Stack Support
DHCP Liveness Detection Using ARP and Neighbor Discovery Packets | 317



dual-stack-interface-client-limit (DHCP Local Server
and Relay Agent)

Syntax

dual-stack-interface-client-limit number;

Hierarchy Level

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit logical-systems name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit logical-systems name routing-instances name forwarding-options dhcp-relay dual-stack-group
dual-stack-group-name ],

[edit logical-systems name routing-instances name system services dhcp-local-server dual-stack-group
dual-stack-group-name ],

[edit logical-systems name system services dhcp-local-server dual-stack-group dual-stack-group-name ],

[edit routing-instances name forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],

[edit routing-instances name system services dhcp-local-server dual-stack-group dual-stack-group-name |,

[edit system services dhcp dhcp-local-server dual-stack-group dual-stack-group-name ],

Release Information
Statement introduced in Junos OS Release 17.3R1.

Description

Limit the number of clients allowed on an interface.

Options
number—Maximum number of dual-stack subscribers that can log in per interface.
Range: 1 through 500,000

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Single-Session DHCP Dual-Stack Overview



dynamic-pool
Syntax

dynamic-pool <dynamic-pool>{
family {
ineté {

from-interface <interface>;

delegated-prefix-length <network-prefix-length>;

range <range-name> {
masked-low <masked-low>;
masked-high <masked-high>;
prefix-length <prefix-length>;

}

dhcp-attributes {
dns-server <address>;
t1-percentage <t1-percentage>;
t2-percentage <t2-percentage>;
preferred-lifetime <preferred-lifetime>;
valid-lifetime <valid-lifetime>;

Hierarchy Level

[edit access address-assignment (Access)]

Release Information
Statement introduced in Junos OS Release 15.1X49-D70.

Description

Configure the dynamic pool updated by the client running on the WAN interface.

Options

The remaining statements are explained separately.

Required Privilege Level
access—To view this statement in the configuration.
access-control—To add this statement to the configuration.
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RELATED DOCUMENTATION

address-assignment (Access)
IP Address Assignment Pool | 52



dynamic-profile (DHCP Local Server)
Syntax

dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

Hierarchy Level

[edit system services dhcp-local-server],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-namel,

[edit system services dhcp-local-server dhcpvé],

[edit system services dhcp-local-server dhcpvé group group-name],

[edit system services dhcp-local-server dhcpvé group group-name interface interface-name],

[edit system services dhcp-local-server group group-name],

[edit system services dhcp-local-server group group-name interface interface-name],

[edit logical-systems logical-system-name system services dhcp-local-server ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server

-

[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information

Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Options aggregate-clients and use-primary introduced in Junos OS Release 9.3.
Support at the [edit ... interface] hierarchy levels introduced in Junos OS Release 11.2.

Description
Specify the dynamic profile that is attached to all interfaces, a named group of interfaces, or a specific
interface.

Options

profile-name—Name of the dynamic profile.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.


https://apps.juniper.net/cli-explorer/

Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

Configuring a Default Subscriber Service



dynamic-profile (DHCP Relay Agent)
Syntax

dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;

Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit forwarding-options dhcp-relay dhcpvé],

[edit forwarding-options dhcp-relay dhcpvé group group-name],

[edit forwarding-options dhcp-relay dhcpvé group group-name interface interface-name],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name],

[edit forwarding-options dhcp-relay group group-namel],

[edit forwarding-options dhcp-relay group group-name interface interface-namel,

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay

-

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information

Statement introduced in Junos OS Release 9.2.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Support at the [edit ... dual-stack-group dual-stack-group-name] hierarchy level introduced in Junos OS
Release 15.1.

Description

Specify the dynamic profile that is attached to all interfaces, to a named group of interfaces, or to a specific
interface.

M120 and M320 routers do not support DHCPvé.

Options

profile-name—Name of the dynamic profile.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.


https://apps.juniper.net/cli-explorer/
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interface-control—To add this statement to the configuration.

RELATED DOCUMENTATION

dhcp-relay | 430
Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces
Grouping Interfaces with Common DHCP Configurations | 263

Configuring a Default Subscriber Service



dynamic-server

Syntax

dhcpvé {
dynamic-server {
group <group> {
neighbor-discovery-router-advertisement <ndra-pool>;
interface <interface> {
overrides {
delegated-pool <delegated-pool>;
ia-na-pool <ia-na-pool>;
process-inform {
pool <pool>;

Hierarchy Level

[edit system services]

Release Information
Statement introduced in Junos OS Release 15.1X49-D70.

Description

Configure the server running on a LAN interface.

Options

The remaining statements are explained separately.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

dhcp-local-server (System Services) | 425
dhcp-client | 406



excluded-address (Address-Assignment Pools)

Syntax

excluded-address ip-address;

Hierarchy Level

[edit access address assignment-address pool]

Release Information
Statement introduced in Junos OS Release 15.1X49-D20.

Description

Allows you to exclude select IPv4 or IPvé addresses from a DHCP address pool. Within a configured
address pool, you can specifically exclude up to 20 addresses. Junos OS will not assign these excluded
addresses to any clients. If you configure an excluded address that has already been assigned to a DHCP
client, that excluded address will be revoked from the client.

NOTE: Excluded addresses must match the address family of the configured address pool. For
example, you cannot exclude an IPv4 address within an IPvé address pool.

Required Privilege Level
access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

pool
Preventing Addresses from Being Allocated from an Address Pool



excluded-address (Address-Assignment Pools)

Syntax

excluded-address ip-address;

Hierarchy Level

[edit access address-assignment pool name family (inet | inet6)],

[edit logical-systems name access address-assignment pool name family (inet | ineté6)],

[edit logical-systems name routing-instances name access address-assignment pool name family (inet | ineté)],
[edit routing-instances name access address-assignment pool name family (inet | inet6)]

Release Information
Statement introduced in Junos OS Release 18.1R1 on MX Series routers.

Description

Specify an address to exclude from consideration when addresses are allocated from the corresponding
address pool. If an address that you configure for exclusion has already been allocated, the subscriber that
has that address is logged out. The address is then deallocated and marked for exclusion from future
allocation.

Options

ip-address—IPv4 or IPv6 address to exclude from the address pool for the specified family.

Required Privilege Level
admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

Preventing Addresses from Being Allocated from an Address Pool
Address-Assignment Pools Overview

Address-Assignment Pool Configuration Overview



external-authority

Syntax

external-authority;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
pool-match-order],

[edit logical-systems logical-system-name system services dhcp-local-server pool-match-order],

[edit routing-instances routing-instance-name system services dhcp-local-server pool-match-order],

[edit system services dhcp-local-server pool-match-order]

Release Information
Statement introduced in Junos OS Release 10.0.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify that an external authority (for example, RADIUS or Diameter) provides the address assignment.

When RADIUS is the external authority, the router uses the Framed-IPvé-Pool attribute (RADIUS attribute
100) to select the pool. When Diameter is the external authority, the router uses the Diameter counterpart
of RADIUS Framed-IPvé6-Pool attribute.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Configuring How the Extended DHCP Local Server Determines Which Address-Assignment Pool to
Use | 56

Understanding Differences Between Legacy DHCP and Extended DHCP | 43

Address-Assignment Pools Overview



failure-action
Syntax

failure-action (clear-binding | clear-binding-if-interface-up | log-only);

Hierarchy Level

[edit system services dhcp-local-server liveness-detection],

[edit system services dhcp-local-server dhcpvé liveness-detection],

[edit forwarding-options dhcp-relay liveness-detection],

[edit forwarding-options dhcp-relay dhcpvé liveness-detection],

[edit system services dhcp-local-server group group-name liveness-detection],

[edit system services dhcp-local-server dhcpvé group group-name liveness-detection],
[edit forwarding-options dhcp-relay group group-name liveness-detection],

[edit forwarding-options dhcp-relay dhcpvé group group-name liveness-detection]

Release Information
Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Configure the action the router (or switch) takes when a liveness detection failure occurs.

Options
Default: clear-binding

clear-binding—The DHCP client session is cleared when a liveness detection failure occurs, except when
maintain-subscribers interface-delete setting is configured and active.

clear-binding-if-interface-up—The DHCP client session is cleared only when a liveness detection failure
occurs and the local interface is detected as being up. Use this setting to distinguish failures from between
a liveness detection failure due to a local network error, and a host disconnecting from the network. If the
client binding is in the maintain-binding Finite State Machine (FSM) state when the liveness detection
failure detection occurs, then the binding is not deleted. Not supported for Layer 2 ARP/ND liveness
detection on MX Series routers.

log-only—A message is logged to indicate the event; no action is taken and DHCP is left to manage the
failure and maintain the client binding. Not supported for Layer 2 ARP/ND liveness detection on MX Series
routers.

Required Privilege Level
routing—To view this statement in the configuration.
routing-control—To add this statement to the configuration.



DHCP Liveness Detection Overview | 302

Configuring Detection of DHCP Local Server Client Connectivity with BFD | 310

Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with BFD | 304
Example: Configuring Group Liveness Detection with BFD for DHCP Local Server Clients | 313

Example: Configuring Global Liveness Detection with BFD for DHCP Relay Agent Clients | 307

force-discover (DHCP Client)

Syntax

force-discover;

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number dhcp-client]

Release Information

Statement introduced in Junos OS Release 15.1X49-D80.

Starting with Junos OS Release 17.3R1, on all SRX Series devices and vSRX instances, the CLI option
dhcp-client at [edit interfaces interface-name unit logical-unit-number family inet] hierarchy is changed
to dhcp to keep consistent with other Junos platforms. There is no change in the functionality with the
changed CLI option dhcp.

Description

Forces the DHCP client to send a DHCP discover packet after one to three failed dhcp-request attempts.
The force-discover option ensures that the DHCP server will assign the same or a new IP address to the
client.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Configuring a DHCP Client
Minimum DHCP Client Configuration | 228



forward-snooped-clients (DHCP Local Server)

Syntax

forward-snooped-clients (all-interfaces | configured-interfaces | non-configured-interfaces);

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server],
[edit logical-systems logical-system-name system services dhcp-local-server],

[edit routing-instances routing-instance-name system services dhcp-local-server],

[edit system services dhcp-local-server]

Release Information
Statement introduced in Junos OS Release 10.4.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Configure how the DHCP local server filters and handles DHCP snooped packets on the specified interfaces.

Options

all-interfaces—Perform the action on all interfaces.

configured-interfaces—Perform the action only on interfaces that are configured as part of an interface
group.

non-configured-interfaces—Perform the action only on interfaces that are not configured as part of a

group.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

DHCP Snooping Support | 277
Configuring DHCP Snooped Packets Forwarding Support for DHCP Local Server



forward-snooped-clients (DHCP Relay Agent)

Syntax

forward-snooped-clients (all-interfaces | configured-interfaces | non-configured-interfaces);

Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit forwarding-options dhcp-relay dhcpvé],

[edit logical-systems logical-system-name forwarding-options dhcp-relay],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay],
[edit routing-instances routing-instance-name forwarding-options dhcp-relay]

Release Information

Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit forwarding-options dhcp-relay dhcpvé] hierarchy level introduced in Junos OS Release
15.1X53-D56 for EX Series switches and Junos OS Release 17.1R1.

Description

Configure how DHCP relay agent filters and handles DHCP snooped packets on the specified interfaces.
The router or switch determines the DHCP snooping action to perform based on a combination of the
forward-snooped-clients configuration and the configuration of either the allow-snooped-clients statement
or the no-allow-snooped-clients statement.

The router (or switch) also uses this statement to determine how to handle snooped BOOTREPLY packets
received on non-configured interfaces.

Options
all-interfaces—Perform the action on all interfaces.

Default: On EX Series switches, the action is performed on all interfaces by default.

configured-interfaces—Perform the action only on interfaces that are configured as part of an interface
group.

non-configured-interfaces—Perform the action only on interfaces that are not part of a group.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.
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RELATED DOCUMENTATION

DHCP Snooping Support | 277
Configuring DHCP Snooped Packets Forwarding Support for DHCP Relay Agent | 281



group (DHCP Local Server)
Syntax

group group-name {
access-profile profile-name;
authentication {

password password-string;

username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary primary-profile-name>;
interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;



1
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
delay-offer {
based-on (option-60 | option-77 | option-82) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;

hexadecimal hexadecimal-string;

}
delay-time seconds;
}
dual-stack dual-stack-group-name;
interface-client-limit number;
process-inform {
pool pool-name;
}
rapid-commit;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;
upto upto-interface-name;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;



overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
delay-offer {
based-on (option-60 | option-77 | option-82) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}

delay-time seconds;
}
delegated-pool;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
process-inform {



pool pool-name;

}

protocol-attributes attribute-set-name;
rapid-commit;

}

reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {

radius-disconnect;

1

route-suppression;

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

Hierarchy Level

[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpvé],
[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server

-,
[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information
Statement introduced in Junos OS Release 9.0.
Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description
Configure a group of interfaces that have a common configuration, such as authentication parameters. A
group must contain at least one interface.

Options

group-name—Name of the group.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.


https://apps.juniper.net/cli-explorer/

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

RELATED DOCUMENTATION

Understanding Differences Between Legacy DHCP and Extended DHCP | 43
Grouping Interfaces with Common DHCP Configurations | 263

Specifying Authentication Support | 260

Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces
DHCP Liveness Detection Using ARP and Neighbor Discovery Packets | 317
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group (DHCP Relay Agent)

Syntax

group group-name {

access-profile profile-name;

active-server-group server-group-name;

authentication {

password password-string;
username-include {

circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
interface-name interface-name;
logical-system-name;
mac-address mac-address;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
dynamic-profile profile-name {
aggregate-clients (merge | replace);
use-primary primary-profile-name;
}
forward-only {
logical-system <current | default | logical-system-name>;
routing-instance <current | default | routing-instance-name>;
}
interface interface-name {
access-profile profile-name;
exclude;
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
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multiplier number;

no-adaptation;

transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;

}

detection-time {
threshold milliseconds;

}

session-mode (automatic | multihop | singlehop);

holddown-interval milliseconds;

}

overrides {
allow-no-end-option;
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <optioné60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
delay-authentication;
delete-binding-on-renegotiation;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

trace;

upto upto-interface-name;
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liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode (automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;



overrides {

}

allow-snooped-clients;

always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
disable-relay;

dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
no-bind-on-request;

proxy-mode;

relay-source

replace-ip-source-with;
send-release-on-delete;

trust-option-82;

relay-agent-interface-id {

}

include-irb-and-12;
keep-incoming-interface-id ;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82 <strict>;

use-vlan-id;

relay-agent-remote-id {

include-irb-and-12;
keep-incoming-remote-id;
no-vlan-interface-name;

prefix prefix;

use-interface-description (logical | device);
use-option-82 <strict>;

use-vlan-id;
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relay-option {

option-number option-number;

default-action {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}

equals (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}

starts-with (ascii ascii-string | hexadecimal hexadecimal-string) {
drop;
forward-only;
local-server-group local-server-group;
relay-server-group relay-server-group;

}
relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);
use-option-82;
}
remote-id {
prefix prefix;
use-interface-description (logical | device);
}
server-id-override
}
remote-id-mismatch disconnect;
route-suppression;
service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
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Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit forwarding-options dhcp-relay dhcpvé],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay

s

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information

Statement introduced in Junos OS Release 8.3.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.
Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description

Specify the name of a group of interfaces that have a common DHCP or DHCPvé relay agent configuration.
A group must contain at least one interface. Use the statement at the [edit ... dhcpvé] hierarchy levels to
configure DHCPvé support.

Options
group-name—Name of a group of interfaces that have a common DHCP or DHCPvVé6 relay agent
configuration.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Extended DHCP Relay Agent Overview | 197

Configuring DHCP Relay Agent | 171

Configuring Group-Specific DHCP Relay Options | 274

Grouping Interfaces with Common DHCP Configurations | 263

Specifying Authentication Support | 260

Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces
DHCP Liveness Detection Using ARP and Neighbor Discovery Packets | 317



https://apps.juniper.net/cli-explorer/

group (System Services DHCP)
Syntax

group group-name {
authentication {

password password,

username-include {
circuit-type;
client-id;
delimiter delimiter-character,;
domain-name domain-name;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix;

}
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile;
}
interface interface-name {
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;
}
junos-default-profile;
use-primary dynamic-profile-name;
}
exclude;
overrides {
delegated-pool pool-name;
interface-client-limit number;



process-inform {
pool pool-name;
}
rapid-commit ;
}
service-profile service-profile-name
trace ;
upto interface-name;
}
liveness-detection {
failure-action {
clear-binding;
clear-binding-if-interface-up;
log-only;
}
method {
bfd {
detection-time {
threshold milliseconds;
}
holddown-interval interval;
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}

version (0 | 1 | automatic);

}
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;
}

rapid-commit ;



reconfigure {
attempts number;
clear-on-abort;
strict;
timeout number;
token token-name;

trigger {
radius-disconnect;

}

service-profile service-profile-name;

Hierarchy Level

[edit system services dhcp-local-server dhcpvé]
Release Information
Statement introduced in Junos OS Release 10.4.

Description

Configure a group of interfaces that have a common configuration.

The remaining statements are explained separately. See CLI Explorer.
Options

e group-name—Name of the group.

NOTE: SRX Series devices do not support DHCP client authentication.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege Level
access—To view this statement in the configuration.
access-control—To add this statement to the configuration.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/
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holddown-interval

Syntax

holddown-interval milliseconds;

Hierarchy Level

[edit system services dhcp-local-server liveness-detection method bfd],

[edit system services dhcp-local-server dhcpvé liveness-detection method bfd],

[edit forwarding-options dhcp-relay liveness-detection method bfd], [edit forwarding-options dhcp-relay dhcpvé
liveness-detection method bfd],

[edit system services dhcp-local-server group group-name liveness-detection method bfd],

[edit system services dhcp-local-server dhcpvé group group-name liveness-detection method bfd],

[edit forwarding-options dhcp-relay group group-name liveness-detection method bfd],

[edit forwarding-options dhcp-relay dhcpvé group group-name liveness-detection method bfd]

Release Information
Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description
Configure the time (in milliseconds) for which Bidirectional Forwarding Detection (BFD) holds a session
up notification.

Options
milliseconds—Interval specifying how long a BFD session must remain up before a state change notification
is sent.

Range: 0 through 255,000

Default: O

Required Privilege Level
routing—To view this statement in the configuration.
routing-control—To add this statement to the configuration.

Example: Configuring Group Liveness Detection with BFD for DHCP Local Server Clients | 313
Example: Configuring Global Liveness Detection with BFD for DHCP Relay Agent Clients | 307



host-name (DHCP Relay Agent)

Syntax

host-name name;

Hierarchy Level

[edit forwarding-options dhcp-relay relay-option-82],
[edit forwarding-options dhcp-relay group group-name relay-option-82]

Release Information
Command introduced in Junos OS Release 16.2.

Description

Supports the addition of vendor-specific hostname in the option 82, suboption 9 field of DHCPv4 control
messages on server-facing interfaces. The hostname can be a string of characters such as Juniper-AB-1.

Junos OS automatically adds the remaining vendor-specific information as per RFC 4243, Vendor-Specific
Information Suboption for the Dynamic Host Configuration Protocol (DHCP) Relay Agent Option. The Juniper
Networks enterprise ID is 2636. The hostname is option-data 1 (the location is option-data 2). The DHCPv4
relay strips the suboption data from replies from the server before it relays the packets out the client facing
interface.

This feature can be useful, in conjunction with operator-developed tools, for troubleshooting DHCP servers
and providing service assurances. For example, a central DHCP server can log the information, and operators
can query the hostname to track and troubleshoot subscriber IP information and network attachment
points.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.



include-irb-and-12

Syntax

include-irb-and-12;

Hierarchy Level

[edit forwarding-options dhcp-relay dhcpvé (relay-agent-interface-id | relay-agent-remote-id)],

[edit forwarding-options dhcp-relay dhcpvé group group-name (relay-agent-interface-id | relay-agent-remote-id)],

[edit forwarding-options dhcp-relay relay-option-82 (circuit-id | remote-id)],

[edit forwarding-options dhcp-relay group group-name relay-option-82 (circuit-id | remote-id)],

[edit logical-systems logical-system-name ... forwarding-options dhcp-relay dhcpvé (relay-agent-interface-id |
relay-agent-remote-id)],

[edit logical-systems logical-system-name ... forwarding-options dhcp-relay ... relay-option-82 (circuit-id | remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé (relay-agent-interface-id |
relay-agent-remote-id)],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ... relay-option-82 (circuit-id | remote-id)],

[edit vlans vlan-name forwarding-options dhcp-security dhcpvé-options option-18],

[edit vlans vlan-name forwarding-options dhcp-security dhcpvé-options option-37]

Release Information
Statement introduced in Junos OS Release 14.1.

NOTE: The EX Series switches that support the include-irb-and-12 statement are the EX4300,
EX4600, and EX9200 switches.

Description

Include both the integrated routing and bridging (IRB) interface name and Layer 2 interface name in the
circuit-id or remote-id value in the DHCP option 82 information. VLAN tags are global.

For leasequery and bulk leasequery operations that involve integrated routing and bridging (IRB) interfaces,
you must configure DHCP relay agent to include the layer 2 interface name along with IRB name in the
circuit ID of option 82. DHCP relay agent uses the layer 2 interface name when using leasequery or bulk
leasequery to restore the lease database.

When you configure the include-irb-and-12 statement without including the no-vlan-interface statement,
the format is as follows:

e Bridge domain:



(fe | ge)-fpc/pic/port.subunit:bridge-domain-name+irb.subunit

e VLAN:

(fe | ge)-fpc/pic/port.subunit:vian-name+irb.subunit

NOTE: For remote systems, the subunit is required and is used to differentiate an interface.

When you configure both the include-irb-and-12 statement and the use-vlan-id statement, the format is
as follows:

(fe | ge)-fpc/pic/port.subunit:svlan-id-vlan-id+irb.subunit

NOTE: The svlan-id-vlan-id represents the VLANs associated with the bridge domain.

When you configure both the include-irb-and-I2 and no-vlan-interface-name statements, the format is
as follows:

(fe | ge)-fpc/pic/port.subunit+irb.subunit

When you configure both the include-irb-and-I12 and use-interface-description statements, the format
displays the description for the Layer 2 interface:

12_descr:vlan-name+irb.subunit

If you configure both the include-irb-and-12 and use-interface-description statements, and no description
for the Layer 2 interface is found, the format displays the Layer 2 logical interface name:

(fe | ge)-fpc/pic/port.subunit:vlan-name+irb.subunit

When you configure the include-irb-and-12 statement with both the no-vlan-interface-name and
use-interface-description statements, the format displays as follows:

12_descr+irb.subunit



If you configure the include-irb-and-I2 statement with both the no-vlan-interface-name and
use-interface-description statements, and no description is found for the Layer 2 interface, the format
displays as follows:

(fe | ge)-fpc/pic/port.subunit+irb.subunit

Required Privilege Level
routing—To view this statement in the configuration.
routing-control—To add this statement to the configuration.

Including a Textual Description in DHCP Options
Using DHCP Relay Agent Option 82 Information | 207
Configuring DHCPvé Relay Agent Options



interface (DHCP Local Server)

Syntax

interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
delay-time seconds;
}
delay-offer {
based-on (option-60 | option-77 | option-82) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;
}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;



delay-time seconds;

}

dual-stack dual-stack-group-name;

interface-client-limit number;

rapid-commit;
}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;
upto upto-interface-name;

Hierarchy Level

[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server dhcpvé group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server

-,
[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information

Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.
Options upto and exclude introduced in Junos OS Release 9.1.

Description

Specify one or more interfaces, or a range of interfaces, that are within a specified group on which the
DHCP local server is enabled. You can repeat the interface interface-name statement to specify multiple
interfaces within a group, but you cannot specify the same interface in more than one group. Also, you
cannot use an interface that is being used by the DHCP relay agent.

NOTE: DHCP values are supported in integrated routing and bridging (IRB) configurations. When
you configure an IRB interface in a network that is using DHCP, the DHCP information (for
example, authentication, address assignment, and so on) is propagated in the associated bridge
domain. This enables the DHCP server to configure client IP addresses residing within the bridge
domain. IRB currently supports only static DHCP configurations.



Options
exclude—Exclude an interface or a range of interfaces from the group. This option and the overrides option
are mutually exclusive.

interface-name—Name of the interface. You can repeat this option multiple times.

upto-interface-name—Upper end of the range of interfaces; the lower end of the range is the interface-name
entry. The interface device name of the upto-interface-name must be the same as the device name of the
interface-name.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Understanding Differences Between Legacy DHCP and Extended DHCP | 43
Grouping Interfaces with Common DHCP Configurations | 263
Specifying Authentication Support | 260
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interface (DHCP Relay Agent)

Syntax

interface dhcp-interface-name {

access-profile profile-name;

exclude;

overrides {
allow-no-end-option
allow-snooped-clients;
always-write-giaddr;
always-write-option-82;
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82 | incoming-interface>;
client-negotiation-match incoming-interface;
disable-relay;
dual-stack dual-stack-group-name;
interface-client-limit number;
layer2-unicast-replies;
no-allow-snooped-clients;
proxy-mode;
relay-source
replace-ip-source-with;
send-release-on-delete;
trust-option-82;

}

service-profile dynamic-profile-name;

short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

trace;

upto upto-interface-name;

Hierarchy Level

[edit forwarding-options dhcp-relay dhcpvé group group-namel],

[edit forwarding-options dhcp-relay group group-name],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
.

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information



Statement introduced in Junos OS Release 8.3.

Options upto and exclude introduced in Junos OS Release 9.1.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.
Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description

Specify one or more interfaces, or a range of interfaces, that are within a specified group on which the
DHCP or DHCPvé relay agent is enabled. You can repeat the interface interface-name statement to specify
multiple interfaces within a group, but you cannot specify the same interface in more than one group. Also,
you cannot use an interface that is being used by the DHCP local server. Use the statement at the [edit
... dhcpvé] hierarchy levels to configure DHCPv6 support.

EX Series switches do not support DHCPvé.

NOTE: DHCP values are supported in integrated routing and bridging (IRB) configurations. When
you configure an IRB interface in a network that is using DHCP, the DHCP information (for
example, authentication, address assignment, and so on) is propagated in the associated bridge
domain. This enables the DHCP server to configure client IP addresses residing within the bridge
domain. IRB currently only supports static DHCP configurations. .

Options
exclude—Exclude an interface or a range of interfaces from the group. This option and the overrides option
are mutually exclusive.

interface-name—Name of the interface. You can repeat this option multiple times.

overrides—Override the specified default configuration settings for the interface. The overrides statement
is described separately.

upto-interface-name—Upper end of the range of interfaces; the lower end of the range is the interface-name
entry. The interface device name of the upto-interface-name must be the same as the device name of the
interface-name.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.


https://apps.juniper.net/cli-explorer/
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interface (System Services DHCP)
Syntax

interface interface-name {
exclude;
overrides {
interface-client-limit number;

}
trace;
upto upto-interface-name;

Hierarchy Level

[edit system services dhcp-local-server dhcpvé group group-namel

Release Information
Statement introduced in Junos OS Release 10.4.

Description

Specify one or more interfaces, or a range of interfaces, that are within a specified group on which the
DHCP local server is enabled. You can repeat the interface interface-name statement to specify multiple
interfaces within a group, but you cannot specify the same interface in more than one group.

Options
e interface-name—Name of the interface.
o trace—Enable tracing of the interface specified by the interface-name argument.

e upto upto-interface-name—The upper end of the range of interfaces; the lower end of the range is the
interface-name entry. The interface device name of the upto-interface-name must be the same as the
device name of the interface-name.

Required Privilege Level
security—To view this statement in the configuration.
security-control—To add this statement to the configuration.

DHCP Server Configuration | 75
DHCP Server Options | 98



interface-client-limit (DHCP Local Server)

Syntax

interface-client-limit number;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server overrides],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé overrides],

[edit logical-systems logical-system-name system services dhcp-local-server dhcpvé group group-name overrides],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
dhcpvé group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server dhcpvé group group-name overrides],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name overrides],

[edit system services dhcp-local-server overrides],

[edit system services dhcp-local-server dhcpvé overrides],

[edit system services dhcp-local-server dhcpvé group group-name overrides],

[edit system services dhcp-local-server dhcpvé group interface interface-name group-name overrides],

[edit system services dhcp-local-server group group-name overrides],

[edit system services dhcp-local-server group group-name interface interface-name overrides]

Release Information
Statement introduced in Junos OS Release 9.2.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description



Set the maximum number of DHCP subscribers or DHCP clients per interface allowed for a specific group
or for all groups. A group specification takes precedence over a global specification for the members of
that group.

Default
No limit

Options
number—Maximum number of clients allowed.
Range: 1 through 500,000

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Specifying the Maximum Number of DHCP Clients Per Interface | 287
Overriding the Default DHCP Local Server Configuration Settings | 105



interface-client-limit (DHCP Relay Agent)

Syntax

interface-client-limit number;

Hierarchy Level

[edit forwarding-options dhcp-relay dhcpvé overrides],

[edit forwarding-options dhcp-relay overrides],

[edit forwarding-options dhcp-relay dhcpvé group group-name overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé group group-name overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name interface
interface-name overrides]

Release Information

Statement introduced in Junos OS Release 9.2.

Support at the [edit ... dhcpvé] hierarchy levels introduced in Junos OS Release 11.4.
Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description

Set the maximum number of DHCP (or DHCPv6) subscribers or clients per interface allowed for a specific
group or for all groups. A group specification takes precedence over a global specification for the members
of that group. Use the statement at the [edit ... dhcpvé] hierarchy levels to configure DHCPvé support.

M120 and M320 routers do not support DHCPvé.

Default
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No limit

Options
number—Maximum number of clients allowed.
Range: 1 through 500,000

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

RELATED DOCUMENTATION

dhcp-relay | 430
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Configuring Group-Specific DHCP Relay Options | 274
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interface-delete (Subscriber Management or DHCP
Client Management)

Syntax

interface-delete;

Hierarchy Level

[edit system services subscriber-management maintain-subscriber]

Release Information
Statement introduced in Junos OS Release 11.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

On router—Configure the router to maintain, rather than log out, subscribers when the subscriber interface
is deleted. By default, the router logs out subscribers when the subscriber interface is deleted.

On switch—Configure the switch to maintain rather than log out DHCP clients when the client interface
is deleted. By default, the switch logs out DHCP clients when the client interface is deleted.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Configuring the Router to Maintain DHCP Subscribers During Interface Delete Events



interface-name (DHCP Local Server)
Syntax

interface-name;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
.

[edit logical-systems logical-system-name system services dhcp-local-server ...],

[edit routing-instances routing-instance-name system services dhcp-local-server ...],

[edit system services dhcp-local-server authentication username-include],

[edit system services dhcp-local-server dhcpvé authentication username-include],

[edit system services dhcp-local-server dhcpvé group group-name authentication username-include],

[edit system services dhcp-local-server group group-name authentication username-include]

Release Information
Statement introduced in Junos OS Release 11.4.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify that the interface name is concatenated with the username during the subscriber authentication
or DHCP client authentication process. Use the statement at the [edit ... dhcpvé] hierarchy levels to
configure DHCPvé support.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Creating Unique Usernames for DHCP Clients | 261



interface-traceoptions (System Services DHCP)

Syntax

interface-traceoptions {
file {
filename ;
files number;
match regular-expression;
size maximum-file-size;
(world-readable | no-world-readable);
}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

Hierarchy Level

[edit routing-instances routing-instance-name system services dhcp-local-server],
[edit system services dhcp-local-server]

Release Information
Statement introduced in Junos OS Release 10.4.

Description

Configure extended DHCP local server tracing operations that can be enabled on a specific interface or
group of interfaces. You use the interface interface-name trace statement at the [edit system services
group group-name] hierarchy level to enable the tracing operation on the specific interfaces.

Options

file-name—Name of the file to receive the output of the tracing operation. Enclose the name in quotation
marks (“ ”). All files are placed in a file named jdhcpd in the directory /var/log. If you include the file
statement, you must specify a filename.

files number—(Optional) Maximum number of trace files. When a trace file named trace-file reaches its
maximum size, it is renamed trace-file.0, then trace-file.1, and so on, until the maximum number of trace
files is reached. Then the oldest trace file is overwritten. If you specify a maximum number of files, you
also must specify a maximum file size with the size option.

Range: 2 through 1000
Default: 3 files



flag flag—Tracing operation to perform. To specify more than one tracing operation, include multiple flag
statements. You can include the following flags:

e all-Trace all events

e dhcpvé-packet—Trace DHCPv6 packet decoding operations.

o dhcpvé-packet-option—Trace DHCPvé6 option decoding operations.
e dhcpvé-state—Trace changes in state for DHCPvé6 operations.

o packet—Trace packet decoding operations

e packet-option—Trace DHCP option decoding operations

e state—Trace changes in state

match regular-expression—(Optional) Refine the output to include lines that contain the regular expression.
no-remote-trace—Disable remote tracing.

no-world-readable—(Optional) Disable unrestricted file access.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB), or gigabytes (GB).
If you specify a maximum file size, you also must specify a maximum number of trace files with the files
option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through 1 GB

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCP Server Configuration | 75
DHCP Server Options | 98



ip-address-first

Syntax

ip-address-first;

Hierarchy Level

[edit logical-systems logical-system-name system services dhcp-local-server pool-match-order],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
pool-match-order],

[edit routing-instances routing-instance-name system services dhcp-local-server pool-match-order],

[edit system services dhcp-local-server pool-match-order]

Release Information
Statement introduced in Junos OS Release 9.0.
Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description

Configure the extended DHCP local server to use the IP address method to determine which
address-assignment pool to use. The local server uses the IP address in the gateway IP address if one is
present in the DHCP client PDU. If no gateway IP address is present, the local server uses the IP address
of the receiving interface to find the address-assignment pool. The DHCP local server uses this method
by default when no method is explicitly specified.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Configuring How the Extended DHCP Local Server Determines Which Address-Assignment Pool to
Use | 56

Understanding Differences Between Legacy DHCP and Extended DHCP | 43

Address-Assignment Pools Overview



keep-incoming-circuit-id (DHCP Relay Agent)
Syntax

keep-incoming-circuit-id ;

Hierarchy Level

[edit forwarding-options dhcp-relay relay-option-82 circuit-id],

[edit logical-systems logical-system-name forwarding-options dhcp-relay relay-option-82 circuit-id],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
relay-option-82 circuit-id],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay relay-option-82 circuit-id]

Release Information
Statement introduced in Junos OS Release 16.1.

Description

Specify that the jdhcpd process keeps the incoming circuit ID and prepends the ID with the locally generated
ID (in the format, generated-id + incoming-id) before sending the leasequery packet to the DHCP server.

This configuration is required for leasequery and bulk leasequery operations when subscriber authentication
is based on the circuit ID, and enables leasequery and bulk leasequery to restore the agent circuit
identifier/agent remote identifier (ACI/ARI) pair and to use the circuit ID to authenticate subscribers.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Using DHCP Relay Agent Option 82 Information | 207



keep-incoming-remote-id (DHCP Relay Agent)
Syntax

keep-incoming-remote-id ;

Hierarchy Level

[edit forwarding-options dhcp-relay dhcpvé relay-agent-remote-id],

[edit forwarding-options dhcp-relay relay-option-82 circuit-id],

[edit logical-systems logical-system-name forwarding-options dhcp-relay dhcpvé relay-agent-remote-id],

[edit logical-systems logical-system-name forwarding-options dhcp-relay relay-option-82 XXXcircuit-id],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
dhcpvé relay-agent-remote-id],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
relay-option-82 circuit-id],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay dhcpvé relay-agent-remote-id],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay relay-option-82 circuit-id],

Release Information
Statement introduced in Junos OS Release 16.1.

Description

Specify that the jdhcpd process keeps the incoming remote ID and prepends the ID with the locally
generated ID (in the format, generated-id + incoming-id) before sending the leasequery packet to the
DHCPv6 server.

This configuration is required for leasequery and bulk leasequery operations when subscriber authentication
is based on the remote ID, and enables leasequery and bulk leasequery to restore the agent circuit
identifier/agent remote identifier (ACI/ARI) pair and to use the remote ID to authenticate subscribers.

Use the statement at the [edit ... dhcpvé] hierarchy level to configure DHCPvé support.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Using DHCP Relay Agent Option 82 Information | 207
Inserting DHCPVé Interface-ID Option (Option 18) In DHCPvé Packets | 220



layer2-liveness-detection (Send)

Syntax

layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval seconds;

Hierarchy Level

[edit forwarding-options dhcp-relay dhcpvé group group-name liveness-detection method],

[edit forwarding-options dhcp-relay dhcpvé liveness-detection method],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name liveness-detection method],
[edit forwarding-options dhcp-relay group group-name liveness-detection method],

[edit forwarding-options dhcp-relay liveness-detection method],

[edit system services dhcp-local-server dhcpvé group group-name liveness-detection method],

[edit system services dhcp-local-server dhcpvé liveness-detection method],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name liveness-detection method],
[edit system services dhcp-local-server group group-name liveness-detection method],

[edit system services dhcp-local-server liveness-detection method],

Release Information
Statement introduced in Junos OS Release 17.4R1.

Description

Configure a router acting as a broadband network gateway (BNG) to conduct a host connectivity check
on its directly connected DHCPv4 and DHCPvé clients to determine the validity and state of the DHCP
client session, and to clean up inactive sessions.

The BNG sends ARP or ND request packets to the each DHCP client at a configurable interval, then waits
for aresponse. If it receives a response from a client before the interval times out, it sends another request
to the client when the timer expires.

If the BNG does not receive a response before the interval times out, it sets the timer to 30 seconds and
sends another request. This is the first retry attempt.

If it receives a response from a client before the 30-second interval times out, it sends another request to
the client when the timer expires. If the 30-second timer expires before a response is received, the BNG
sets the timer to 10 seconds and sends another request. This is the second retry attempt. If the BNG does
not receive a response within this interval it resets the timer to 10 seconds and sends another request.
The BNG continues to send requests at 10-second intervals until it either receives a response from the
client before the interval times out or exhausts the number of retry attempts.



The first retry attempt uses a 30-second interval. Subsequent retries occur at 10-second intervals. The
number of possible 10-second retries is therefore the total number of retries minus 1. For example, if you
configure 5 retries, there is one 30-second retry and up to four 10-second retries.

If the BNG attempts all the retries and never receives a response from a client within the interval, the
client session is declared to be down.

NOTE: The only option to the failure-action statement supported by Layer 2 liveness detection
is clear-binding.

Options

max-consecutive-retries number—Maximum number of consecutive times that the router sends an ARP
request packet in the absence of an ARP response packet.
Range: 3 through 6 retries

Default: 3 retries

transmit-interval seconds—Initial interval that the router waits for an ARP response after sending an ARP
request packet to the client or waits for an ND response packet after sending an NG request packet
to the client.

Range: 300 through 1800 seconds
Default: 300 seconds

Required Privilege Level
routing—To view this statement in the configuration.
routing-control—To add this statement to the configuration.

DHCP Liveness Detection Using ARP and Neighbor Discovery Packets | 317
DHCP Liveness Detection Overview | 302



layer2-unicast-replies
Syntax

layer2-unicast-replies;

Hierarchy Level

[edit forwarding-options dhcp-relay overrides],

[edit forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay overrides],

[edit logical-systems logical-system-name forwarding-options dhcp-relay group group-name overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
overrides],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay
group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name overrides],

[edit routing-instances routing-instance-name forwarding-options dhcp-relay group group-name interface
interface-name overrides]

Release Information
Statement introduced in Junos OS Release 8.3.
Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description

Override the setting of the broadcast bit in DHCP request packets and instead use the Layer 2 unicast
transmission method to transmit DHCP Offer reply packets and DHCP ACK reply packets from the DHCP
server to DHCP clients during the discovery process.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Extended DHCP Relay Agent Overview | 197
dhcp-relay | 430



lease-time

Syntax

lease-time (length | infinite);

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family inet dhcp]

Release Information

Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 9.2 for SRX Series devices.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description
Request a specific lease time for the IP address. The lease time is the length of time in seconds that a client
holds the lease for an IP address assigned by a DHCP server.

Default
If no lease time is requested by client, then the server sends the lease time. The default lease time on a
Junos OS DHCP server is one day.

Options
seconds —Request a lease time of a specific duration.
Range: 60 through 2147483647 seconds

infinite—Request that the lease never expire.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCP Client | 227
DHCPv6 Client | 246



lease-time (dhcp-client)
Syntax

lease-time seconds;

Hierarchy Level

[edit interfaces interface-name unit logical-unit-number family family dhcp-client]

Release Information

Statement introduced in Junos OS Release 12.1X44-D10 for SRX300, SRX320, SRX340, SRX345, SRX550M,
and SRX1500 devices.

Starting with Junos OS Release 17.3R1, on all SRX Series devices and vSRX instances, the CLI option
dhcp-client at [edit interfaces interface-name unit logical-unit-number family inet] hierarchy is changed
to dhcp to keep consistent with other Junos platforms. There is no change in the functionality with the
changed CLI option dhcp.

Description

Specify the time to negotiate and exchange Dynamic Host Configuration Protocol (DHCP) information.

Options

seconds— Request time to negotiate and exchange information.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

DHCP Overview | 31



liveness-detection
Syntax

liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (O | 1 | automatic);
minimum-interval milliseconds;
minimum-receive-interval milliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-interval milliseconds;
threshold milliseconds;
}
detection-time {
threshold milliseconds;
}
session-mode(automatic | multihop | singlehop);
holddown-interval milliseconds;
}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

Hierarchy Level

[edit forwarding-options dhcp-relay],

[edit forwarding-options dhcp-relay dhcpvé],

[edit forwarding-options dhcp-relay dhcpvé group group-name],

[edit forwarding-options dhcp-relay dual-stack-group dual-stack-group-name ],
[edit forwarding-options dhcp-relay group group-name],

[edit system services dhcp-local-server],

[edit system services dhcp-local-server dhcpvé],

[edit system services dhcp-local-server dhcpvé group group-name],

[edit system services dhcp-local-server dual-stack-group dual-stack-group-name],
[edit system services dhcp-local-server group group-name]

Release Information



557

Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Configure bidirectional failure detection timers and authentication criteria for static routes.

The remaining statements are explained separately. Search for a statement in CLI Explorer or click a linked
statement in the Syntax section for details.

Required Privilege Level
routing—To view this statement in the configuration.
routing-control—To add this statement to the configuration.

RELATED DOCUMENTATION

DHCP Liveness Detection Overview | 302

Configuring Detection of DHCP Local Server Client Connectivity with BFD | 310

Configuring Detection of DHCP Relay or DHCP Relay Proxy Client Connectivity with BFD | 304
Example: Configuring Group Liveness Detection with BFD for DHCP Local Server Clients | 313
Example: Configuring Global Liveness Detection with BFD for DHCP Relay Agent Clients | 307
DHCP Liveness Detection Using ARP and Neighbor Discovery Packets | 317



https://apps.juniper.net/cli-explorer/

local-server-group (DHCP Relay Agent Option)
Syntax

local-server-group local-server-group;

Hierarchy Level

[edit forwarding-options dhcp-relay relay-option (default-action | equals | starts-with)],

[edit forwarding-options dhcp-relay group group-name relay-option (default-action | equals | starts-with)],

[edit logical-systems logical-system-name forwarding-options dhcp-relay ...],

[edit logical-systems logical-system-name routing-instances routing-instance-name forwarding-options dhcp-relay

o,

[edit routing-instances routing-instance-name forwarding-options dhcp-relay ...]

Release Information
Statement introduced in Junos OS Release 12.3.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Forward DHCP client packets to the specified group of DHCP local servers when you use the DHCP relay
selective processing feature. You can configure the forwarding operation globally or for a group of interfaces.

The local-server-group option is not supported for DHCPvé relay agent.

Options

local-server-group—Name of DHCP local server group.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

Using DHCP Option Information to Selectively Process DHCP Client Traffic



location (DHCP Relay Agent)

Syntax

location name;

Hierarchy Level

[edit forwarding-optionsdhcp-relay relay-option-82 vendor-specific],
[edit forwarding-options dhcp-relaygroup group-name relay-option-82 vendor-specific]

Release Information
Command introduced in Junos OS Release 16.2.

Description

Supports the addition of a vendor-specific location in the option 82, suboption 9 field of DHCPv4 control
messages on server-facing interfaces. The location should be specified as interface, vlan ID, and if applicable,
svlan ID. For example, <ifd-name>:<vlan> (ae0:100) or <ifd-name>:<svlan> -<vlan> (ae0:100-10).

Junos OS automatically adds the remaining vendor-specific information as per RFC 4243, Vendor-Specific
Information Suboption for the Dynamic Host Configuration Protocol (DHCP) Relay Agent Option. The Juniper
Networks enterprise ID is 2636. The the location is option-data 2 (the hostname is option-data 1). The
DHCPv4 relay strips the suboption data from replies from the server before it relays the packets out the
client facing interface.

This feature can be useful, in conjunction with operator-developed tools, for troubleshooting DHCP servers
and providing service assurances. For example, a central DHCP server can log the information, and operators
can query the hostname to track and troubleshoot subscriber IP information and network attachment
points.

Required Privilege Level
interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.



log
Syntax

log {
session {

client;

all;

dhcpvé {
client;
server;
relay;
dynamic-server;
all;

}

server;

relay;

Hierarchy Level

[edit system processes dhcp-service]

Release Information
Statement introduced in Junos OS Release 19.1R1 for SRX Series devices.

Description

Enable DHCP session log on the device. Session logs include the information on the session creation,
deletion and renew events. You can use the session logs for monitoring and troubleshooting purposes.

Options
¢ session—Logs of the DHCP sessions.

client—Log sessions of the DHCP client.

all—Log sessions of the DHCP client, server and relay.

dhcpv6—Log sessions of the DHCPvé.

client—Log sessions of the DHCPvé client.

dynamic-server—Log sessions of the DHCPvé6 dynamic server.

¢ all-Log sessions of the DHCPvé6 client, server, relay and dynamic server.

server—Log sessions of the DHCP server.



e relay—Log sessions of the DHCP relay.

Required Privilege Level
admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

dhcp-service | 449



logical-system-name (DHCP Local Server)

Syntax

logical-system-name;

Hierarchy Level

[edit system services dhcp-local-server authentication username-include],

[edit system services dhcp-local-server dhcpvé authentication username-include],

[edit system services dhcp-local-server dhcpvé group group-name authentication username-include],

[edit system services dhcp-local-server group group-name authentication username-include]

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server

|

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information
Statement introduced in Junos OS Release 9.1.
Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description

Specify that the logical system name be concatenated with the username during the subscriber
authentication or DHCP client process. No logical system name is concatenated if the configuration is in
the default logical system.

Required Privilege Level
system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

Specifying Authentication Support | 260



mac-address (DHCP Local Server)

Syntax

mac-address;

Hierarchy Level

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
authentication username-include],

[edit logical-systems logical-system-name routing-instances routing-instance-name system services dhcp-local-server
group group-name authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server authentication username-include],

[edit logical-systems logical-system-name system services dhcp-local-server group group-name authentication
username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server authentication username-include],

[edit routing-instances routing-instance-name system services dhcp-local-server group group-name authentication
username-include],

[edit system services dhcp-local-server authentication username-include],

[edit system services dhcp-local-server dhcpvé authentication username-include],

[edit system services dhcp-local-server dhcpvé group group-name authentication username-include],

[edit system services dhcp-local-server group group-name authentication username-include]

Release Information

Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.
Support for DHCPvé added in Junos OS Release 17.2 for MX Series Routers.

Description

Specify that the MAC address from the client PDU be concatenated with the username during the subscriber
authentication or DHCP client authentication process.

For DHCPvé clients, because the DHCPvé pa