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Multicast allows an IP network to support more than just the unicast model of data delivery that prevailed
in the early stages of the Internet. Multicast provides an efficient method for delivering traffic flows that
can be characterized as one-to-many or many-to-many.

In a multicast network, the key component is the routing device, which is able to replicate packets and is
therefore multicast-capable. The routing devices in the IP multicast network, which has exactly the same
topology as the unicast network it is based on, use a multicast routing protocol to build a distribution tree
that connects receivers (preferred to the multimedia implications of listeners, but listeners is also used) to
sources. In multicast terminology, the distribution tree is rooted at the source (the root of the distribution
tree is the source). The interface on the routing device leading toward the source is the upstream interface,
although the less precise terms incoming or inbound interface are used as well. To keep bandwidth use to
a minimum, it is best for only one upstream interface on the routing device to receive multicast packets.
The interface on the routing device leading toward the receivers is the downstream interface, although
the less precise terms outgoing or outbound interface are used as well. There can be O to N-1 downstream
interfaces on a routing device, where N is the number of logical interfaces on the routing device.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product
documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.


https://www.juniper.net/documentation/

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load merge relative
command. These commands cause the software to merge the incoming configuration into the current
candidate configuration. The example does not become active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple hierarchies), the example
is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example is a snippet. In
this case, use the load merge relative command. These procedures are described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following configuration to a file and name the file ex-script.conf. Copy the
ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit §
file ex-script.xsl;

}
interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;


https://www.juniper.net/books

2. Merge the contents of the file into your routing platform configuration by issuing the load merge
configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet

To merge a snippet, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration snippet into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file ex-script-snippet.conf. Copy the
ex-script-snippet.conf file to the /var/tmp directory on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following configuration mode
command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the load merge
relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xli defines notice icons used in this guide.


https://www.juniper.net/techpubs/content-applications/cli-explorer/junos/

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page xli defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fixed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user@host> show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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Understanding Multicast
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Multicast Overview

IP has three fundamental types of addresses: unicast, broadcast, and multicast. A unicast address is used
to send a packet to a single destination. A broadcast address is used to send a datagram to an entire
subnetwork. A multicast address is used to send a datagram to a set of hosts that can be on different
subnetworks and that are configured as members of a multicast group.

A multicast datagram is delivered to destination group members with the same best-effort reliability as a
standard unicast IP datagram. This means that multicast datagrams are not guaranteed to reach all members
of a group or to arrive in the same order in which they were transmitted. The only difference between a

multicast IP packet and a unicast IP packet is the presence of a group address in the IP header destination
address field. Multicast addresses use the Class D address format.

NOTE: On all SRX Series devices, reordering is not supported for multicast fragments. Reordering

of unicast fragments is supported.

Individual hosts can join or leave a multicast group at any time. There are no restrictions on the physical
location or the number of members in a multicast group. A host can be a member of more than one multicast
group at any time. A host does not have to belong to a group to send packets to members of a group.

Routers use a group membership protocol to learn about the presence of group members on directly
attached subnetworks. When a host joins a multicast group, it transmits a group membership protocol



message for the group or groups that it wants to receive and sets its IP process and network interface
card to receive frames addressed to the multicast group.

Comparing Multicast to Unicast

The Junos” operating system (Junos OS) routing protocol process supports a wide variety of routing
protocols. These routing protocols carry network information among routing devices not only for unicast
traffic streams sent between one pair of clients and servers, but also for multicast traffic streams containing
video, audio, or both, between a single server source and many client receivers. The routing protocols
used for multicast differ in many key ways from unicast routing protocols.

Information is delivered over a network by three basic methods: unicast, broadcast, and multicast.
The differences among unicast, broadcast, and multicast can be summarized as follows:

e Unicast: One-to-one, from one source to one destination.
e Broadcast: One-to-all, from one source to all possible destinations.

e Multicast: One-to-many, from one source to multiple destinations expressing an interest in receiving
the traffic.

NOTE: This list does not include a special category for many-to-many applications, such as
online gaming or videoconferencing, where there are many sources for the same receiver and
where receivers often double as sources. Many-to-many is a service model that repeatedly
employs one-to-many multicast and therefore requires no unigue protocol. The original multicast
specification, RFC 1112, supports both the any-source multicast (ASM) many-to-many model
and the source-specific multicast (SSM) one-to-many model.

With unicast traffic, many streams of IP packets that travel across networks flow from a single source,
such as a website server, to a single destination such as a client PC. Unicast traffic is still the most common
form of information transfer on networks.

Broadcast traffic flows from a single source to all possible destinations reachable on the network, which
is usually a LAN. Broadcasting is the easiest way to make sure traffic reaches its destinations.

Television networks use broadcasting to distribute video and audio. Even if the television network is a
cable television (CATV) system, the source signal reaches all possible destinations, which is the main reason
that some channels’ content is scrambled. Broadcasting is not feasible on the Internet because of the
enormous amount of unnecessary information that would constantly arrive at each end user's device, the
complexities and impact of scrambling, and related privacy issues.

Multicast traffic lies between the extremes of unicast (one source, one destination) and broadcast (one
source, all destinations). Multicast is a “one source, many destinations” method of traffic distribution,



meaning only the destinations that explicitly indicate their need to receive the information from a particular
source receive the traffic stream.

On an IP network, because destinations (clients) do not often communicate directly with sources (servers),
the routing devices between source and destination must be able to determine the topology of the network
from the unicast or multicast perspective to avoid routing traffic haphazardly. Multicast routing devices
replicate packets received on one input interface and send the copies out on multiple output interfaces.

In IP multicast, the source and destination are almost always hosts and not routing devices. Multicast
routing devices distribute the multicast traffic across the network from source to destinations. The multicast
routing device must find multicast sources on the network, send out copies of packets on several interfaces,
prevent routing loops, connect interested destinations with the proper source, and keep the flow of
unwanted packets to a minimum. Standard multicast routing protocols provide most of these capabilities,
but some router architectures cannot send multiple copies of packets and so do not support multicasting
directly.

IP Multicast Uses

Multicast allows an IP network to support more than just the unicast model of data delivery that prevailed
in the early stages of the Internet. Multicast, originally defined as a host extension in RFC 1112 in 1989,
provides an efficient method for delivering traffic flows that can be characterized as one-to-many or
many-to-many.

Unicast traffic is not strictly limited to data applications. Telephone conversations, wireless or not, contain
digital audio samples and might contain digital photographs or even video and still flow from a single source
to a single destination. In the same way, multicast traffic is not strictly limited to multimedia applications.
In some data applications, the flow of traffic is from a single source to many destinations that require the
packets, as in a news or stock ticker service delivered to many PCs. For this reason, the term receiver is
preferred to listener for multicast destinations, although both terms are common.

Network applications that can function with unicast but are better suited for multicast include collaborative
groupware, teleconferencing, periodic or “push” data delivery (stock quotes, sports scores, magazines,
newspapers, and advertisements), server or website replication, and distributed interactive simulation (DIS)
such as war simulations or virtual reality. Any IP network concerned with reducing network resource
overhead for one-to-many or many-to-many data or multimedia applications with multiple receivers
benefits from multicast.

If unicast were employed by radio or news ticker services, each radio or PC would have to have a separate
traffic session for each listener or viewer at a PC (this is actually the method for some Web-based services).
The processing load and bandwidth consumed by the server would increase linearly as more people “tune
in” to the server. This is extremely inefficient when dealing with the global scale of the Internet. Unicast

places the burden of packet duplication on the server and consumes more and more backbone bandwidth
as the number of users grows.



If broadcast were employed instead, the source could generate a single IP packet stream using a broadcast
destination address. Although broadcast eliminates the server packet duplication issue, this is not a good
solution for IP because IP broadcasts can be sent only to a single subnetwork, and IP routing devices
normally isolate IP subnetworks on separate interfaces. Even if an IP packet stream could be addressed
to literally go everywhere, and there were no need to “tune” to any source at all, broadcast would be
extremely inefficient because of the bandwidth strain and need for uninterested hosts to discard large
numbers of packets. Broadcast places the burden of packet rejection on each host and consumes the
maximum amount of backbone bandwidth.

For radio station or news ticker traffic, multicast provides the most efficient and effective outcome, with
none of the drawbacks and all of the advantages of the other methods. A single source of multicast packets
finds its way to every interested receiver. As with broadcast, the transmitting host generates only a single
stream of IP packets, so the load remains constant whether there is one receiver or one million. The network
routing devices replicate the packets and deliver the packets to the proper receivers, but only the replication
role is a new one for routing devices. The links leading to subnets consisting of entirely uninterested

receivers carry no multicast traffic. Multicast minimizes the burden placed on sender, network, and receiver.

IP Multicast Terminology

Multicast has its own particular set of terms and acronyms that apply to IP multicast routing devices and
networks. Figure 1 on page 6 depicts some of the terms commonly used in an IP multicast network.

In a multicast network, the key component is the routing device, which is able to replicate packets and is
therefore multicast-capable. The routing devices in the IP multicast network, which has exactly the same
topology as the unicast network it is based on, use a multicast routing protocol to build a distribution tree
that connects receivers (preferred to the multimedia implications of listeners, but listeners is also used) to
sources. In multicast terminology, the distribution tree is rooted at the source (the root of the distribution
tree is the source). The interface on the routing device leading toward the source is the upstream interface,
although the less precise terms incoming or inbound interface are used as well. To keep bandwidth use to
a minimum, it is best for only one upstream interface on the routing device to receive multicast packets.
The interface on the routing device leading toward the receivers is the downstream interface, although the
less precise terms outgoing or outbound interface are used as well. There can be O to N-1 downstream
interfaces on a routing device, where N is the number of logical interfaces on the routing device. To prevent
looping, the upstream interface must never receive copies of downstream multicast packets.



Figure 1: Multicast Terminology in an IP Network
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Routing loops are disastrous in multicast networks because of the risk of repeatedly replicated packets.
One of the complexities of modern multicast routing protocols is the need to avoid routing loops, packet
by packet, much more rigorously than in unicast routing protocols.

Reverse-Path Forwarding for Loop Prevention

The routing device's multicast forwarding state runs more logically based on the reverse path, from the
receiver back to the root of the distribution tree. In RPF, every multicast packet received must pass an
RPF check before it can be replicated or forwarded on any interface. When it receives a multicast packet
on an interface, the routing device verifies that the source address in the multicast IP packet is the destination
address for a unicast IP packet back to the source.

If the outgoing interface found in the unicast routing table is the same interface that the multicast packet
was received on, the packet passes the RPF check. Multicast packets that fail the RPF check are dropped,
because the incoming interface is not on the shortest path back to the source. Routing devices can build
and maintain separate tables for RPF purposes.

Shortest-Path Tree for Loop Prevention

The distribution tree used for multicast is rooted at the source and is the shortest-path tree (SPT), but this
path can be long if the source is at the periphery of the network. Providing a shared tree on the backbone
as the distribution tree locates the multicast source more centrally in the network. Shared distribution
trees with roots in the core network are created and maintained by a multicast routing device operating
as a rendezvous point (RP), a feature of sparse mode multicast protocols.



Administrative Scoping for Loop Prevention

Scoping limits the routing devices and interfaces that can forward a multicast packet. Multicast scoping is
administrative in the sense that a range of multicast addresses is reserved for scoping purposes, as described
in RFC 2365, Administratively Scoped IP Multicast. Routing devices at the boundary must filter multicast
packets and ensure that packets do not stray beyond the established limit.

Multicast Leaf and Branch Terminology

Each subnetwork with hosts on the routing device that has at least one interested receiver is a leaf on the
distribution tree. Routing devices can have multiple leaves on different interfaces and must send a copy
of the IP multicast packet out on each interface with a leaf. When a new leaf subnetwork is added to the
tree (that is, the interface to the host subnetwork previously received no copies of the multicast packets),
a new branch is built, the leaf is joined to the tree, and replicated packets are sent out on the interface.
The number of leaves on a particular interface does not affect the routing device. The action is the same
for one leaf or a hundred.

NOTE: On Juniper Networks security devices, if the maximum number of leaves on a multicast
distribution tree is exceeded, multicast sessions are created up to the maximum number of leaves,
and any multicast sessions that exceed the maximum number of leaves are ignored. The maximum
number of leaves on a multicast distribution tree is device specific.

When a branch contains no leaves because there are no interested hosts on the routing device interface
leading to that IP subnetwork, the branch is pruned from the distribution tree, and no multicast packets
are sent out that interface. Packets are replicated and sent out multiple interfaces only where the distribution
tree branches at a routing device, and no link ever carries a duplicate flow of packets.

Collections of hosts all receiving the same stream of IP packets, usually from the same multicast source,
are called groups. In IP multicast networks, traffic is delivered to multicast groups based on an IP multicast
address, or group address. The groups determine the location of the leaves, and the leaves determine the
branches on the multicast network.

IP Multicast Addressing

Multicast uses the Class D IP address range (224.0.0.0 through 239.255.255.255). Class D addresses are
commonly referred to as multicast addresses because the entire classful address concept is obsolete.
Multicast addresses can never appear as the source address in an IP packet and can only be the destination
of a packet.

Multicast addresses usually have a prefix length of /32, although other prefix lengths are allowed. Multicast
addresses represent logical groupings of receivers and not physical collections of devices. Blocks of multicast
addresses can still be described in terms of prefix length in traditional notation, but only for convenience.



For example, the multicast address range from 232.0.0.0 through 232.255.255.255 can be written as
232.0.0.0/8 or 232/8.

Internet service providers (ISPs) do not typically allocate multicast addresses to their customers because
multicast addresses relate to content, not to physical devices. Receivers are not assigned their own multicast
addresses, but need to know the multicast address of the content. Sources need to be assigned multicast
addresses only to produce the content, not to identify their place in the network. Every source and receiver
still needs an ordinary, unicast IP address.

Multicast addressing most often references the receivers, and the source of multicast content is usually
not even a member of the multicast group for which it produces content. If the source needs to monitor
the packets it produces, monitoring can be done locally, and there is no need to make the packets traverse
the network.

Many applications have been assigned a range of multicast addresses for their own use. These applications
assign multicast addresses to sessions created by that application. You do not usually need to statically
assign a multicast address, but you can do so.

Multicast Addresses

Multicast host group addresses are defined to be the IP addresses whose high-order four bits are 1110,
giving an address range from 224.0.0.0 through 239.255.255.255, or simply 224.0.0.0/4. (These addresses
also are referred to as Class D addresses.)

The Internet Assigned Numbers Authority (IANA) maintains a list of registered IP multicast groups. The
base address 224.0.0.0 is reserved and cannot be assigned to any group. The block of multicast addresses
from 224.0.0.1 through 224.0.0.255 is reserved for local wire use. Groups in this range are assigned for
various uses, including routing protocols and local discovery mechanisms.

The range from 239.0.0.0 through 239.255.255.255 is reserved for administratively scoped addresses.
Because packets addressed to administratively scoped multicast addresses do not cross configured
administrative boundaries, and because administratively scoped multicast addresses are locally assigned,
these addresses do not need to be unique across administrative boundaries.

Layer 2 Frames and IPv4 Multicast Addresses

Multicasting on a LAN is a good place to start an investigation of multicasting at Layer 2. At Layer 2,
multicast deals with media access control (MAC) frames and addresses instead of IPv4 or IPv6 packets
and addresses. Consider a single LAN, without routing devices, with a multicast source sending to a certain
group. The rest of the hosts are receivers interested in the multicast group’s content. So the multicast
source host generates packets with its unicast IP address as the source, and the multicast group address
as the destination.

Which MAC addresses are used on the frame containing this packet? The packet source address—the
unicast IP address of the host originating the multicast content—translates easily and directly to the MAC



address of the source. But what about the packet’s destination address? This is the IP multicast group
address. Which destination MAC address for the frame corresponds to the packet’s multicast group
address?

One option is for LANs simply to use the LAN broadcast MAC address, which guarantees that the frame
is processed by every station on the LAN. However, this procedure defeats the whole purpose of multicast,
which is to limit the circulation of packets and frames to interested hosts. Also, hosts might have access

to many multicast groups, which multiplies the amount of traffic to noninterested destinations. Broadcasting
frames at the LAN level to support multicast groups makes no sense.

However, there is an easy way to effectively use Layer 2 frames for multicast purposes. The MAC address
has a bit that is set to O for unicast (the LAN term is individual address) and set to 1 to indicate that this is
a multicast address. Some of these addresses are reserved for multicast groups of specific vendors or
MAC-level protocols. Internet multicast applications use the range 0x01-00-5E-00-00-00 to
0x01-00-5E-FF-FF-FF. Multicast receivers (hosts running TCP/IP) listen for frames with one of these
addresses when the application joins a multicast group. The host stops listening when the application
terminates or the host leaves the group at the packet layer (Layer 3).

This means that 3 bytes, or 24 bits, are available to map IPv4 multicast addresses at Layer 3 to MAC
multicast addresses at Layer 2. However, all IPv4 addresses, including multicast addresses, are 32 bits
long, leaving 8 IP address bits left over. Which method of mapping IPv4 multicast addresses to MAC
multicast addresses minimizes the chance of “collisions” (that is, two different IP multicast groups at the
packet layer mapping to the same MAC multicast address at the frame layer)?

First, it is important to realize that all IPv4 multicast addresses begin with the same 4 bits (1110), so there
are really only 4 bits of concern, not 8. A LAN must not drop the last bits of the IPv4 address because
these are almost guaranteed to be host bits, depending on the subnet mask. But the high-order bits, the
leftmost address bits, are almost always network bits, and there is only one LAN (for now).

One other bit of the remaining 24 MAC address bits is reserved (an initial 0 indicates an Internet multicast
address), so the 5 bits following the initial 1110 in the IPv4 address are dropped. The 23 remaining bits
are mapped, one for one, into the last 23 bits of the MAC address. An example of this process is shown
in Figure 2 on page 10.



Figure 2: Converting MAC Addresses to Multicast Addresses

@ 'Pv4 header multicast destination address 232. 224, 202. 181
Written in hexadecimal E8 EO CA B5
Written in binary 11010001 110 0000 11001010 1011 0101

e Ignore the first 9 bits and copy the remaining 23 bits X 110 0000 11001010 10110101

© First bit X = O for Internet; X = 1for other 0] 110 0000 11001010 10110101

@ \Written in hexadecimal 60 CA B5

e MAC address in hexadecimal 01:00:5E:EQ0:CA:B5

@ Drop last 24 bits 01:00:5E:

0 Copy the multicast bits 01:00:5E:60:CA:B5 <«

8016859

6 MAC frame destination address 01:00:5E:60:CA:B5 corresponds to multicast IPv4 address 232.224.202.181

Note that this process means that there are 32 (25) IPv4 multicast addresses that could map to the same
MAC multicast addresses. For example, multicast IPv4 addresses 224.8.7.6 and 229.136.7.6 translate to
the same MAC address (0x01-00-5E-08-07-06). This is a real concern, and because the host could be
interested in frames sent to both of the those multicast groups, the IP software must reject one or the
other.

NOTE: This “collision” problem does not exist in IPvé because of the way IPvé handles multicast
groups, but it is always a concern in IPv4. The procedure for placing IPvé multicast packets inside
multicast frames is nearly identical to that for IPv4, except for the MAC destination address
0x3333 prefix (and the lack of “collisions”).

Once the MAC address for the multicast group is determined, the host's operating system essentially
orders the LAN interface card to join or leave the multicast group. Once joined to a multicast group, the
host accepts frames sent to the multicast address as well as the host’s unicast address and ignores other
multicast group’s frames. It is possible for a host to join and receive multicast content from more than one
group at the same time, of course.

Multicast Interface Lists

To avoid multicast routing loops, every multicast routing device must always be aware of the interface
that leads to the source of that multicast group content by the shortest path. This is the upstream (incoming)



interface, and packets are never to be forwarded back toward a multicast source. All other interfaces are
potential downstream (outgoing) interfaces, depending on the number of branches on the distribution
tree.

Routing devices closely monitor the status of the incoming and outgoing interfaces, a process that
determines the multicast forwarding state. A routing device with a multicast forwarding state for a particular
multicast group is essentially “turned on” for that group's content. Interfaces on the routing device's
outgoing interface list send copies of the group's packets received on the incoming interface list for that
group. The incoming and outgoing interface lists might be different for different multicast groups.

The multicast forwarding state in a routing device is usually written in either (S,G) or (*,G) notation. These
are pronounced “ess comma gee” and “star comma gee,” respectively. In (S5,G), the S refers to the unicast
IP address of the source for the multicast traffic, and the G refers to the particular multicast group IP
address for which S is the source. All multicast packets sent from this source have S as the source address
and G as the destination address.

The asterisk (*) in the (*,G) notation is a wildcard indicating that the state applies to any multicast application
source sending to group G. So, if two sources are originating exactly the same content for multicast group
224.1.1.2, a routing device could use (*,224.1.1.2) to represent the state of a routing device forwarding
traffic from both sources to the group.

Multicast Routing Protocols

Multicast routing protocols enable a collection of multicast routing devices to build (join) distribution trees
when a host on a directly attached subnet, typically a LAN, wants to receive traffic from a certain multicast
group, prune branches, locate sources and groups, and prevent routing loops.

There are several multicast routing protocols:

¢ Distance Vector Multicast Routing Protocol (DVMRP)—The first of the multicast routing protocols and
hampered by a number of limitations that make this method unattractive for large-scale Internet use.
DVMREP is a dense-mode-only protocol, and uses the flood-and-prune or implicit join method to deliver
traffic everywhere and then determine where the uninterested receivers are. DVMRP uses source-based
distribution trees in the form (S,G), and builds its own multicast routing tables for RPF checks.

o Multicast OSPF (MOSPF)—Extends OSPF for multicast use, but only for dense mode. However, MOSPF
has an explicit join message, so routing devices do not have to flood their entire domain with multicast
traffic from every source. MOSPF uses source-based distribution trees in the form (S,G).

e Bidirectional PIM mode—A variation of PIM. Bidirectional PIM builds bidirectional shared trees that are
rooted at a rendezvous point (RP) address. Bidirectional traffic does not switch to shortest path trees
as in PIM-SM and is therefore optimized for routing state size instead of path length. This means that
the end-to-end latency might be longer compared to PIM sparse mode. Bidirectional PIM routes are
always wildcard-source (*,G) routes. The protocol eliminates the need for (S,G) routes and data-triggered
events. The bidirectional (*,G) group trees carry traffic both upstream from senders toward the RP, and
downstream from the RP to receivers. As a consequence, the strict reverse path forwarding (RPF)-based



rules found in other PIM modes do not apply to bidirectional PIM. Instead, bidirectional PIM (*,G) routes
forward traffic from all sources and the RP. Bidirectional PIM routing devices must have the ability to
accept traffic on many potential incoming interfaces. Bidirectional PIM scales well because it needs no
source-specific (S,G) state. Bidirectional PIM is recommended in deployments with many dispersed
sources and many dispersed receivers.

PIM dense mode—In this mode of PIM, the assumption is that almost all possible subnets have at least
one receiver wanting to receive the multicast traffic from a source, so the network is flooded with traffic
on all possible branches, then pruned back when branches do not express an interest in receiving the
packets, explicitly (by message) or implicitly (time-out silence). This is the dense mode of multicast
operation. LANs are appropriate networks for dense-mode operation. Some multicast routing protocols,
especially older ones, support only dense-mode operation, which makes them inappropriate for use on
the Internet. In contrast to DVMRP and MOSPF, PIM dense mode allows a routing device to use any
unicast routing protocol and performs RPF checks using the unicast routing table. PIM dense mode has
an implicit join message, so routing devices use the flood-and-prune method to deliver traffic everywhere
and then determine where the uninterested receivers are. PIM dense mode uses source-based distribution
trees in the form (S,G), as do all dense-mode protocols. PIM also supports sparse-dense mode, with
mixed sparse and dense groups, but there is no special notation for that operational mode. If sparse-dense
mode is supported, the multicast routing protocol allows some multicast groups to be sparse and other
groups to be dense.

PIM sparse mode—In this mode of PIM, the assumption is that very few of the possible receivers want
packets from each source, so the network establishes and sends packets only on branches that have at
least one leaf indicating (by message) an interest in the traffic. This multicast protocol allows a routing
device to use any unicast routing protocol and performs reverse-path forwarding (RPF) checks using the
unicast routing table. PIM sparse mode has an explicit join message, so routing devices determine where
the interested receivers are and send join messages upstream to their neighbors, building trees from
receivers to the rendezvous point (RP). PIM sparse mode uses an RP routing device as the initial source
of multicast group traffic and therefore builds distribution trees in the form (*,G), as do all sparse-mode
protocols. PIM sparse mode migrates to an (S,G) source-based tree if that path is shorter than through
the RP for a particular multicast group's traffic. WANSs are appropriate networks for sparse-mode
operation, and indeed a common multicast guideline is not to run dense mode on a WAN under any
circumstances.

Core Based Trees (CBT)—Shares all of the characteristics of PIM sparse mode (sparse mode, explicit join,
and shared (*,G) trees), but is said to be more efficient at finding sources than PIM sparse mode. CBT is
rarely encountered outside academic discussions. There are no large-scale deployments of CBT,
commercial or otherwise.

PIM source-specific multicast (SSM)—Enhancement to PIM sparse mode that allows a client to receive
multicast traffic directly from the source, without the help of an RP. Used with IGMPv3 to create a
shortest-path tree between receiver and source.

IGMPv1—The original protocol defined in RFC 1112, Host Extensions for IP Multicasting. IGMPv1 sends
an explicit join message to the routing device, but uses a timeout to determine when hosts leave a group.



Three versions of the Internet Group Management Protocol (IGMP) run between receiver hosts and
routing devices.

e IGMPv2—Defined in RFC 2236, Internet Group Management Protocol, Version 2. Among other features,
IGMPv2 adds an explicit leave message to the join message.

e IGMPv3—Defined in RFC 3376, Internet Group Management Protocol, Version 3. Among other features,
IGMPv3 optimizes support for a single source of content for a multicast group, or source-specific multicast
(SSM). Used with PIM SSM to create a shortest-path tree between receiver and source.

¢ Bootstrap Router (BSR) and Auto-Rendezvous Point (RP)—Allow sparse-mode routing protocols to find
RPs within the routing domain (autonomous system, or AS). RP addresses can also be statically configured.

¢ Multicast Source Discovery Protocol (MSDP)—Allows groups located in one multicast routing domain
to find RPs in other routing domains. MSDP is not used on an RP if all receivers and sources are located
in the same routing domain. Typically runs on the same routing device as PIM sparse mode RP. Not
appropriate if all receivers and sources are located in the same routing domain.

¢ Session Announcement Protocol (SAP) and Session Description Protocol (SDP)—Display multicast session
names and correlate the names with multicast traffic. SDP is a session directory protocol that advertises
multimedia conference sessions and communicates setup information to participants who want to join
the session. A client commonly uses SDP to announce a conference session by periodically multicasting
an announcement packet to a well-known multicast address and port using SAP.

e Pragmatic General Multicast (PGM)—Special protocol layer for multicast traffic that can be used between
the IP layer and the multicast application to add reliability to multicast traffic. PGM allows a receiver to
detect missing information in all cases and request replacement information if the receiver application
requires it.

The differences among the multicast routing protocols are summarized in Table 3 on page 13.

Table 3: Multicast Routing Protocols Compared

Multicast

Routing

Protocol Dense Mode = Sparse Mode | Implicit Join  Explicit Join (S,G)SBT | (*,G) Shared Tree
DVMRP Yes No Yes No Yes No

MOSPF Yes No No Yes Yes No

PIM dense mode | Yes No Yes No Yes No

PIM sparse mode | No Yes No Yes Yes, maybe @ Yes, initially
Bidirectional PIM | No No No Yes No Yes

CBT No Yes No Yes No Yes



Table 3: Multicast Routing Protocols Compared (continued)

Multicast

Routing

Protocol Dense Mode Sparse Mode | Implicit Join = Explicit Join (S,G)SBT @ (*,G) Shared Tree
SSM No Yes No Yes Yes, maybe | Yes, initially
IGMPv1 No Yes No Yes Yes, maybe @ Yes, initially
IGMPv2 No Yes No Yes Yes, maybe @ Yes, initially
IGMPVv3 No Yes No Yes Yes, maybe | Yes, initially
BSRand Auto-RP | No Yes No Yes Yes, maybe | Yes, initially

MSDP No Yes No Yes Yes, maybe @ Yes, initially

It is important to realize that retransmissions due to a high bit-error rate on a link or overloaded routing

device can make multicast as inefficient as repeated unicast. Therefore, there is a trade-off in many multicast
applications regarding the session support provided by the Transmission Control Protocol (TCP) (but TCP
always resends missing segments), or the simple drop-and-continue strategy of the User Datagram Protocol
(UDP) datagram service (but reordering can become an issue). Modern multicast uses UDP almost exclusively.

T Series Router Multicast Performance

The Juniper Networks T Series Core Routers handle extreme multicast packet replication requirements
with a minimum of router load. Each memory component replicates a multicast packet twice at most. Even
in the worst-case scenario involving maximum fan-out, when 1 input port and 63 output ports need a copy
of the packet, the T Series routing platform copies a multicast packet only six times. Most multicast
distribution trees are much sparser, so in many cases only two or three replications are necessary. In no
case does the T Series architecture have an impact on multicast performance, even with the largest multicast
fan-out requirements.

Understanding Layer 3 Multicast Functionality on the SRX5K-MPC

Multicast is a “one source, many destinations” method of traffic distribution, meaning that only the
destinations that explicitly indicate their need to receive the information from a particular source receive
the traffic stream.



In the data plane of the SRX Series chassis, the SRX5000 line Module Port Concentrator (SRX5K-MPC)
forwards Layer 3 IP multicast data packets, which include multicast protocol packets (for example, MLD,
IGMP and PIM packets), and the data packets.

In incoming direction, the MPC receives multicast packets from an interface and forwards them to the
central point or to a Services Processing Unit (SPU). The SPU performs multicast route lookup, flow-based
security check, and packet replication.

In outgoing direction, the MPC receives copies of a multicast packet or Layer 3 multicast control protocol
packets from SPU, and transmits them to either multicast capable routers or to hosts in a multicast group.

In the SRX Series chassis, the SPU perform multicast route lookup, if available, to forward an incoming
multicast packet and replicates it for each multicast outgoing interface. After receiving replicated multicast
packets and their corresponding outgoing interface information from the SPU, the MPC transmits these
packets to next hops.

NOTE: On all SRX Series devices, during RG1 failover with multicast traffic and high number of
multicast sessions, the failover delay is from 90 through 120 seconds for traffic to resume on
the secondary node. The delay of 90 through 120 seconds is only for the first failover. For
subsequent failovers, the traffic resumes within 8 through 18 seconds.

‘ Enabling PIM Sparse Mode | 289

Multicast Configuration Overview

You configure a router network to support multicast applications with a related family of protocols. To
use multicast, you must understand the basic components of a multicast network and their relationships,
and then configure the device to act as a node in the network.

To configure the device as a node in a multicast network:

1. Determine whether the router is directly attached to any multicast sources.

Receivers must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers.

If receivers are present, IGMP is needed.



. Determine whether to use the sparse, dense, or sparse-dense mode of multicast operation.

Each mode has different configuration considerations.

. Determine the address of the rendezvous point (RP) if sparse or sparse-dense mode is used.

. Determine whether to locate the RP with the static configuration, bootstrap router (BSR), or auto-RP
method.

See:

e Understanding Static RP on page 313

e Understanding the PIM Bootstrap Router on page 334
e Understanding PIM Auto-RP on page 339

. Determine whether to configure multicast to use its own reverse-path forwarding (RPF) routing table
when configuring PIM in sparse, dense, or sparse-dense modes.

See “Understanding Multicast Reverse Path Forwarding” on page 1005

. (Optional) Configure the SAP and SDP protocols to listen for multicast session announcements.

See “Configuring the Session Announcement Protocol” on page 521.

. Configure IGMP.

See “Configuring IGMP” on page 22.

. (Optional) Configure the PIM static RP.

See “Configuring Static RP” on page 313.

10. (Optional) Filter PIM register messages from unauthorized groups and sources.

See “Example: Rejecting Incoming PIM Register Messages on RP Routers” on page 356 and “Example:
Stopping Outgoing PIM Register Messages on a Designated Router” on page 351.

11. (Optional) Configure a PIM RPF routing table.

See “Example: Configuring a PIM RPF Routing Table” on page 1012.

RELATED DOCUMENTATION

Multicast Overview | 2

Verifying a Multicast Configuration

16



IPv6 Multicast Flow

IN THIS SECTION
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IPv6 Multicast Flow Overview

The IPv6 multicast flow adds or enhances the following features:

e |IPvé6 transit multicast which includes the following packet functions:
o Normal packet handling
e Fragment handling

o Packet reordering

e Protocol-Independent Multicast version 6 (PIMvé) flow handling

o Other multicast routing protocols, such as Multicast Listener Discovery (MLD)

The structure and processing of IPv6 multicast data session are the same as those of IPv4. Each data
session has the following:

e One template session

o Several leaf sessions.

The reverse path forwarding (RPF) check behavior for IPvé is the same as that for IPv4. Incoming multicast
data is accepted only if the RPF check succeeds. In an IPvé multicast flow, incoming Multicast Listener
Discovery (MLD) protocol packets are accepted only if MLD or PIM is enabled in the security zone for the
incoming interface. Sessions for multicast protocol packets have a default timeout value of 300 seconds.
This value cannot be configured. The null register packet is sent to rendezvous point (RP).

In IPv6 multicast flow, a multicast router has the following three roles:

o Designated router

This router receives the multicast packets, encapsulates them with unicast IP headers, and sends them
for multicast flow.

e Intermediate router

There are two sessions for the packets, the control session, for the outer unicast packets, and the data
session. The security policies are applied to the data session and the control session, is used for forwarding.



e Rendezvous point

The RP receives the unicast PIM register packet, separates the unicast header, and then forwards the
inner multicast packet. The packets received by RP are sent to the pd interface for decapsulation and
are later handled like normal multicast packets.

On a Services Processing Unit (SPU), the multicast session is created as a template session for matching
the incoming packet's tuple. Leaf sessions are connected to the template session. On the Customer Premise
Equipment (CPE), only the template session is created. Each CPE session carries the fan-out lists that are
used for load-balanced distribution of multicast SPU sessions.

NOTE: IPv6 multicast uses the IPv4 multicast behavior for session distribution.

The network service access point identifier (nsapi) of the leaf session is set up on the multicast text traffic
going into the tunnels, to point to the outgoing tunnel. The zone ID of the tunnel is used for policy lookup
for the leaf session in the second stage. Multicast packets are unidirectional. Thus for multicast text session
sent into the tunnels, forwarding sessions are not created.

When the multicast route ages out, the corresponding chain of multicast sessions is deleted. When the
multicast route changes, then the corresponding chain of multicast sessions is deleted. This forces the
next packet hitting the multicast route to take the first path and re-create the chain of sessions; the
multicast route counter is not affected.

NOTE: The IPvé6 multicast packet reorder approach is same as that for IPv4.

For the encapsulating router, the incoming packet is multicast, and the outgoing packet is unicast. For the
intermediate router, the incoming packet is unicast, and the outgoing packet is unicast.

Muilticast Protocols User Guide



Supported IP Multicast Protocol Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define standards for IP
multicast protocols, including the Distance Vector Multicast Routing Protocol (DVMRP), Internet Group
Management Protocol (IGMP), Multicast Listener Discovery (MLD), Multicast Source Discovery Protocol
(MSDP), Pragmatic General Multicast (PGM), Protocol Independent Multicast (PIM), Session Announcement
Protocol (SAP), and Session Description Protocol (SDP).

e RFC 1112, Host Extensions for IP Multicasting (defines IGMP Version 1)

e RFC 2236, Internet Group Management Protocol, Version 2

e RFC 2327, SDP: Session Description Protocol

e RFC 2710, Multicast Listener Discovery (MLD) for IPvé

e RFC 2858, Multiprotocol Extensions for BGP-4

e RFC 3031, Multiprotocol Label Switching Architecture

e RFC 3376, Internet Group Management Protocol, Version 3

e RFC 3956, Embedding the Rendezvous Point (RP) Address in an IPv6 Multicast Address

e RFC 3590, Source Address Selection for the Multicast Listener Discovery (MLD) Protocol

e RFC 7761, Protocol Independent Multicast - Sparse Mode (PIM-SM): Protocol Specification

e RFC 4604, Using IGMPv3 and MLDv2 for Source-Specific Multicast

e RFC 4607, Source-Specific Multicast for IP

e RFC 4610, Anycast-RP Using Protocol Independent Multicast (PIM)

e RFC 5015, Bidirectional Protocol Independent Multicast (BIDIR-PIM)

e RFC 5059, Bootstrap Router (BSR) Mechanism for Protocol Independent Multicast (PIM)
The scoping mechanism is not supported.

e RFC 6513, Multicast in MPLS/BGP IP VPNs

e RFC 6514, BGP Encodings and Procedures for Multicast in MPLS/BGP IP VPNs

¢ Internet draft draft-raggarwa-I3vpn-bgp-mvpn-extranet-08.txt, Extranet in BGP Multicast VPN (MVPN)

¢ Internet draft draft-rosen-I3vpn-spmsi-joins-mldp-03.txt, MVPN: S-PMSI Join Extensions for mLDP-Created
Tunnels



The following RFCs and Internet drafts do not define standards, but provide information about multicast
protocols and related technologies. The IETF classifies them variously as “Best Current Practice,”
“Experimental,” or “Informational.”

e RFC 1075, Distance Vector Multicast Routing Protocol

e RFC 2362, Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol Specification
e RFC 2365, Administratively Scoped IP Multicast

e RFC 2547, BGP/MPLS VPNs

e RFC 2974, Session Announcement Protocol

e RFC 3208, PGM Reliable Transport Protocol Specification

e RFC 3446, Anycast Rendevous Point (RP) mechanism using Protocol Independent Multicast (PIM) and Multicast
Source Discovery Protocol (MSDP)

e RFC 3569, An Overview of Source-Specific Multicast (SSM)

e RFC 3618, Multicast Source Discovery Protocol (MSDP)

e RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) for IPvé

e RFC 3973, Protocol Independent Multicast - Dense Mode (PIM-DM): Protocol Specification (Revised)

e RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs)

o Internet draft draft-ietf-idmr-dvmrp-v3-11.txt, Distance Vector Multicast Routing Protocol

o Internet draft draft-ietf-mboned-ssm232-08.txt, Source-Specific Protocol Independent Multicast in 232/8
e Internet draft draft-ietf-mmusic-sap-00.txt, SAP: Session Announcement Protocol

¢ Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP VPNs

Only section 7, “Data MDT: Optimizing flooding,” is supported.

Accessing Standards Documents on the Internet
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Understanding Group Membership Protocols

There is a big difference between the multicast protocols used between host and routing device and
between the multicast routing devices themselves. Hosts on a given subnetwork need to inform their
routing device only whether or not they are interested in receiving packets from a certain multicast group.
The source host needs to inform its routing devices only that it is the source of traffic for a particular
multicast group. In other words, no detailed knowledge of the distribution tree is needed by any hosts;
only a group membership protocol is needed to inform routing devices of their participation in a multicast
group. Between adjacent routing devices, on the other hand, the multicast routing protocols must avoid
loops as they build a detailed sense of the network topology and distribution tree from source to leaf. So,
different multicast protocols are used for the host-router portion and the router-router portion of the
multicast network.

Multicast group membership protocols enable a routing device to detect when a host on a directly attached
subnet, typically a LAN, wants to receive traffic from a certain multicast group. Even if more than one host
on the LAN wants to receive traffic for that multicast group, the routing device sends only one copy of
each packet for that multicast group out on that interface, because of the inherent broadcast nature of
LANs. When the multicast group membership protocol informs the routing device that there are no
interested hosts on the subnet, the packets are withheld and that leaf is pruned from the distribution tree.

The Internet Group Management Protocol (IGMP) and the Multicast Listener Discovery (MLD) Protocol
are the standard IP multicast group membership protocols: IGMP and MLD have several versions that are
supported by hosts and routing devices:

e IGMPv1—The original protocol defined in RFC 1112. An explicit join message is sent to the routing
device, but a timeout is used to determine when hosts leave a group. This process wastes processing
cycles on the routing device, especially on older or smaller routing devices.

e IGMPv2—Defined in RFC 2236. Among other features, IGMPv2 adds an explicit leave message to the
join message so that routing devices can more easily determine when a group has no interested listeners
on a LAN.

e IGMPv3—Defined in RFC 3376. Among other features, IGMPv3 optimizes support for a single source
of content for a multicast group, or source-specific multicast (SSM).

e MLDv1—Defined in RFC 2710. MLDv1 is similar to IGMPv2.
e MLDv2—Defined in RFC 3810. MLDv2 similar to IGMPv3.



The various versions of IGMP and MLD are backward compatible. It is common for a routing device to run
multiple versions of IGMP and MLD on LAN interfaces. Backward compatibility is achieved by dropping

back to the most basic of all versions run on a LAN. For example, if one host is running IGMPv1, any routing
device attached to the LAN running IGMPv2 can drop back to IGMPv1 operation, effectively eliminating
the IGMPv2 advantages. Running multiple IGMP versions ensures that both IGMPv1 and IGMPv2 hosts

find peers for their versions on the routing device.

CAUTION: On MX Series platforms, IGMPv2 and IGMPv3 can or cannot be configured

A together on the same interface, depending on the Junos OS release at your installation.
Configuring both together can cause unexpected behavior in multicast traffic
forwarding.

SEE ALSO

Configuring MLD | 55

Understanding IGMP

The Internet Group Management Protocol (IGMP) manages the membership of hosts and routing devices
in multicast groups. IP hosts use IGMP to report their multicast group memberships to any immediately
neighboring multicast routing devices. Multicast routing devices use IGMP to learn, for each of their
attached physical networks, which groups have members.

IGMP is also used as the transport for several related multicast protocols (for example, Distance Vector
Multicast Routing Protocol [DVMRP] and Protocol Independent Multicast version 1 [PIMv1]).

A routing device receives explicit join and prune messages from those neighboring routing devices that
have downstream group members. When PIM is the multicast protocol in use, IGMP begins the process
as follows:

1. To join a multicast group, G, a host conveys its membership information through IGMP.

2. Therouting device then forwards data packets addressed to a multicast group G to only those interfaces
on which explicit join messages have been received.

3. A designated router (DR) sends periodic join and prune messages toward a group-specific rendezvous
point (RP) for each group for which it has active members. One or more routing devices are automatically
or statically designated as the RP, and all routing devices must explicitly join through the RP.

4. Each routing device along the path toward the RP builds a wildcard (any-source) state for the group
and sends join and prune messages toward the RP.



The term route entry is used to refer to the state maintained in a routing device to represent the
distribution tree.

A route entry can include such fields as:

source address

group address

incoming interface from which packets are accepted

list of outgoing interfaces to which packets are sent

o timers
o flag bits

The wildcard route entry's incoming interface points toward the RP.

The outgoing interfaces point to the neighboring downstream routing devices that have sent join and
prune messages toward the RP as well as the directly connected hosts that have requested membership
to group G.

5. This state creates a shared, RP-centered, distribution tree that reaches all group members.

IGMP is also used as the transport for several related multicast protocols (for example, Distance Vector
Multicast Routing Protocol [DVMRP] and Protocol Independent Multicast version 1 [PIMv1]).

Starting in Junos OS Release 15.2, PIMv1 is not supported.

IGMP is an integral part of IP and must be enabled on all routing devices and hosts that need to receive
IP multicast traffic.

For each attached network, a multicast routing device can be either a querier or a nonquerier. The querier
routing device periodically sends general query messages to solicit group membership information. Hosts
on the network that are members of a multicast group send report messages. When a host leaves a group,
it sends a leave group message.

IGMP version 3 (IGMPv3) supports inclusion and exclusion lists. Inclusion lists enable you to specify which
sources can send to a multicast group. This type of multicast group is called a source-specific multicast
(SSM) group, and its multicast address is 232/8.

IGMPv3 provides support for source filtering. For example, a routing device can specify particular routing
devices from which it accepts or rejects traffic. With IGMPv3, a multicast routing device can learn which
sources are of interest to neighboring routing devices.

Exclusion mode works the opposite of an inclusion list. It allows any source but the ones listed to send to
the SSM group.

IGMPv3 interoperates with versions 1 and 2 of the protocol. However, to remain compatible with older
IGMP hosts and routing devices, IGMPv3 routing devices must also implement versions 1 and 2 of the



protocol. IGMPv3 supports the following membership-report record types: mode is allowed, allow new
sources, and block old sources.

SEE ALSO
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Configuring IGMP

Before you begin:

1.

Determine whether the router is directly attached to any multicast sources. Receivers must be able to
locate these sources.

Determine whether the router is directly attached to any multicast group receivers. If receivers are
present, IGMP is needed.

Determine whether to configure multicast to use sparse, dense, or sparse-dense mode. Each mode has
different configuration considerations.

Determine the address of the RP if sparse or sparse-dense mode is used.
Determine whether to locate the RP with the static configuration, BSR, or auto-RP method.

Determine whether to configure multicast to use its own RPF routing table when configuring PIM in
sparse, dense, or sparse-dense mode.

Configure the SAP and SDP protocols to listen for multicast session announcements. See “Configuring
the Session Announcement Protocol” on page 521.

To configure the Internet Group Management Protocol (IGMP), include the igmp statement:

igmp {

accounting;

interface interface-name {
disable;
(accounting | no-accounting);
group-policy [ policy-names |;
immediate-leave;
oif-map map-name;
promiscuous-mode;
ssm-map ssm-map-name;



static {
group multicast-group-address {

exclude;

group-count number;

group-increment increment;

source ip-address {
source-count number;
source-increment increment;

}

version version;

}

query-interval seconds;

query-last-member-interval seconds;

query-response-interval seconds;

robust-count number;

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

You can include this statement at the following hierarchy levels:

o [edit protocols]

o [edit logical-systems logical-system-name protocols]

By default, IGMP is enabled on all interfaces on which you configure Protocol Independent Multicast (PIM),
and on all broadcast interfaces on which you configure the Distance Vector Multicast Routing Protocol
(DVMRP).

NOTE: You can configure IGMP on an interface without configuring PIM. PIM is generally not
needed on IGMP downstream interfaces. Therefore, only one “pseudo PIM interface” is created
to represent all IGMP downstream (IGMP-only) interfaces on the router. This reduces the amount
of router resources, such as memory, that are consumed. You must configure PIM on upstream
IGMP interfaces to enable multicast routing, perform reverse-path forwarding for multicast data
packets, populate the multicast forwarding table for upstream interfaces, and in the case of
bidirectional PIM and PIM sparse mode, to distribute IGMP group memberships into the multicast
routing domain.



Enabling IGMP

The Internet Group Management Protocol (IGMP) manages multicast groups by establishing, maintaining,
and removing groups on a subnet. Multicast routing devices use IGMP to learn which groups have members
on each of their attached physical networks. IGMP must be enabled for the router to receive IPv4 multicast
packets. IGMP is only needed for IPv4 networks, because multicast is handled differently in IPvé networks.
IGMP is automatically enabled on all IPv4 interfaces on which you configure PIM and on all IPv4 broadcast
interfaces when you configure DVMRP.

If IGMP is not running on an interface—either because PIM and DVMRP are not configured on the interface
or because IGMP is explicitly disabled on the interface—you can explicitly enable IGMP.

To explicitly enable IGMP:

1. If PIM and DVMRP are not running on the interface, explicitly enable IGMP by including the interface
name.

[edit protocols igmp]
user@host# set interface fe-0/0/0.0

2. See if IGMP is disabled on any interfaces. In the following example, IGMP is disabled on a Gigabit
Ethernet interface.

[edit protocols igmp]

user@host# show

interface fe-0/0/0.0;

interface ge-1/0/0.0 {
disable;

3. Enable IGMP on the interface by deleting the disable statement.

[edit protocols igmp]
delete interface ge-1/0/0.0 disable

4. Verify the configuration.

[edit protocols igmp]
user@host# show
interface fe-0/0/0.0;



interface ge-1/0/0.0;

5. Verify the operation of IGMP on the interfaces by checking the output of the show igmp interface
command.

SEE ALSO

Understanding IGMP | 24
Disabling IGMP | 53
show igmp interface | 1832

Modifying the IGMP Host-Query Message Interval

The objective of IGMP is to keep routers up to date with group membership of the entire subnet. Routers
need not know who all the members are, only that members exist. Each host keeps track of which multicast
groups are subscribed to. On each link, one router is elected the querier. The IGMP querier router
periodically sends general host-query messages on each attached network to solicit membership information.
The messages are sent to the all-systems multicast group address, 224.0.0.1.

The query interval, the response interval, and the robustness variable are related in that they are all variables
that are used to calculate the group membership timeout. The group membership timeout is the number
of seconds that must pass before a multicast router determines that no more members of a host group
exist on a subnet. The group membership timeout is calculated as the (robustness variable x query-interval)
+ (query-response-interval). If no reports are received for a particular group before the group membership
timeout has expired, the routing device stops forwarding remotely-originated multicast packets for that
group onto the attached network.

By default, host-query messages are sent every 125 seconds. You can change this interval to change the
number of IGMP messages sent on the subnet.

To modify the query interval:

1. Configure the interval.

[edit protocols igmp]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.

2. Verify the configuration by checking the IGMP Query Interval field in the output of the show igmp
interface command.



3. Verify the operation of the query interval by checking the Membership Query field in the output of
the show igmp statistics command.

SEE ALSO

Understanding IGMP | 24
Modifying the IGMP Query Response Interval | 30
Modifying the IGMP Robustness Variable | 35

show igmp interface | 1832

show igmp statistics | 1886

Modifying the IGMP Query Response Interval

The query response interval is the maximum amount of time that can elapse between when the querier
router sends a host-query message and when it receives a response from a host. Configuring this interval
allows you to adjust the burst peaks of IGMP messages on the subnet. Set a larger interval to make the
traffic less bursty. Bursty traffic refers to an uneven pattern of data transmission: sometimes a very high
data transmission rate, whereas at other times a very low data transmission rate.

The query response interval, the host-query interval, and the robustness variable are related in that they
are all variables that are used to calculate the group membership timeout. The group membership timeout
is the number of seconds that must pass before a multicast router determines that no more members of
a host group exist on a subnet. The group membership timeout is calculated as the (robustness variable x
query-interval) + (query-response-interval). If no reports are received for a particular group before the
group membership timeout has expired, the routing device stops forwarding remotely originated multicast
packets for that group onto the attached network.

The default query response interval is 10 seconds. You can configure a subsecond interval up to one digit
to the right of the decimal point. The configurable range is 0.1 through 0.9, then in 1-second intervals 1
through 999,999.

To modify the query response interval:

1. Configure the interval.

[edit protocols igmp]
user@host# set query-response-interval 0.4

2. Verify the configuration by checking the IGMP Query Response Interval field in the output of the show
igmp interface command.



3. Verify the operation of the query interval by checking the Membership Query field in the output of
the show igmp statistics command.

SEE ALSO

Understanding IGMP | 24

Modifying the IGMP Host-Query Message Interval | 29
Modifying the IGMP Robustness Variable | 35

show igmp interface | 1832

show igmp statistics | 1886

Specifying Immediate-Leave Host Removal for IGMP

The immediate leave setting is useful for minimizing the leave latency of IGMP memberships. When this
setting is enabled, the routing device leaves the multicast group immediately after the last host leaves the
multicast group.

The immediate-leave setting enables host tracking, meaning that the device keeps track of the hosts that
send join messages. This allows IGMP to determine when the last host sends a leave message for the
multicast group.

When the immediate leave setting is enabled, the device removes an interface from the forwarding-table
entry without first sending IGMP group-specific queries to the interface. The interface is pruned from the
multicast tree for the multicast group specified in the IGMP leave message. The immediate leave setting
ensures optimal bandwidth management for hosts on a switched network, even when multiple multicast
groups are being used simultaneously.

When immediate leave is disabled and one host sends a leave group message, the routing device first
sends a group query to determine if another receiver responds. If no receiver responds, the routing device
removes all hosts on the interface from the multicast group. Immediate leave is disabled by default for
both IGMP version 2 and IGMP version 3.

NOTE: Although host tracking is enabled for IGMPv2 and MLDv1 when you enable immediate
leave, use immediate leave with these versions only when there is one host on the interface.
The reason is that IGMPv2 and MLDv1 use a report suppression mechanism whereby only one
host on an interface sends a group join report in response to a membership query. The other
interested hosts suppress their reports. The purpose of this mechanism is to avoid a flood of
reports for the same group. But it also interferes with host tracking, because the router only
knows about the one interested host and does not know about the others.



To enable immediate leave on an interface:

1. Configure immediate leave on the IGMP interface.

[edit protocols IGMP]
user@host# set interface ge-0/0/0.1 immediate-leave

2. Verify the configuration by checking the Immediate Leave field in the output of the show igmp interface
command.

SEE ALSO

Understanding IGMP | 24
show igmp interface | 1832

Filtering Unwanted IGMP Reports at the IGMP Interface Level

Suppose you need to limit the subnets that can join a certain multicast group. The group-policy statement
enables you to filter unwanted IGMP reports at the interface level. When this statement is enabled on a
router running IGMP version 2 (IGMPv2) or version 3 (IGMPv3), after the router receives an IGMP report,
the router compares the group against the specified group policy and performs the action configured in
that policy (for example, rejects the report if the policy matches the defined address or network).

You define the policy to match only IGMP group addresses (for IGMPv2) by using the policy's route-filter
statement to match the group address. You define the policy to match IGMP (source, group) addresses
(for IGMPv3) by using the policy's route-filter statement to match the group address and the policy's
source-address-filter statement to match the source address.

CAUTION: On MX Series platforms, IGMPv2 and IGMPv3 can or cannot be configured

A together on the same interface, depending on the Junos OS release at your installation.
Configuring both together can cause unexpected behavior in multicast traffic
forwarding.

To filter unwanted IGMP reports:

1. Configure an IGMPv2 policy.

[edit policy-statement reject_policy_v2]
user@host# set from route-filter 233.252.0.1/32 exact



user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set then reject

2. Configure an IGMPv3 policy.

[edit policy-statement reject_policy_v3]

user@host# set from route-filter 233.252.0.1/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set from source-address-filter 10.0.0.0/8 orlonger
user@host# set from source-address-filter 127.0.0.0/8 orlonger
user@host# set then reject

3. Apply the policies to the IGMP interfaces on which you prefer not to receive specific group or (source,
group) reports. In this example, ge-0/0/0.1 is running IGMPv2, and ge-0/1/1.0 is running IGMPv3.

[edit protocols igmp]
user@host# set interface ge-0/0/0.1 group-policy reject_policy_v2
user@host# set interface ge-0/1/1.0 group-policy reject_policy_v3

4. Verify the operation of the filter by checking the Rejected Report field in the output of the show igmp
statistics command.

SEE ALSO

Understanding IGMP | 24
Example: Configuring Policy Chains and Route Filters
show igmp statistics | 1886

Accepting IGMP Messages from Remote Subnetworks

By default, IGMP interfaces accept IGMP messages only from the same subnet. Including the
promiscuous-mode statement enables the routing device to accept IGMP messages from indirectly
connected subnets.



NOTE: When you enable IGMP on an unnumbered Ethernet interface that uses a /32 loopback
address as a donor address, you must configure IGMP promiscuous mode to accept the IGMP
packets received on this interface.

NOTE: When enabling promiscuous-mode, all routers on the ethernet segment must be configured
with the promiscuous mode statement. Otherwise, only the interface configured with lowest
IPv4 address acts as the querier for IGMP for this Ethernet segment.

To enable IGMP promiscuous mode on an interface:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/1/1.0 promiscuous-mode

2. Verify the configuration by checking the Promiscuous Mode field in the output of the show igmp
interface command.

3. Verify the operation of the filter by checking the Rx non-local field in the output of the show igmp
statistics command.

SEE ALSO

Understanding IGMP | 24
Loopback Interface Configuration in the Junos OS Network Interfaces Library for Routing Devices

show igmp interface | 1832

show igmp statistics | 1886

Modifying the IGMP Last-Member Query Interval

The last-member query interval is the maximum amount of time between group-specific query messages,
including those sent in response to leave-group messages. You can configure this interval to change the
amount of time it takes a routing device to detect the loss of the last member of a group.

When the routing device that is serving as the querier receives a leave-group message from a host, the
routing device sends multiple group-specific queries to the group being left. The querier sends a specific



number of these queries at a specific interval. The number of queries sent is called the last-member query
count. The interval at which the queries are sent is called the last-member query interval. Because both
settings are configurable, you can adjust the leave latency. The IGMP leave latency is the time between a
request to leave a multicast group and the receipt of the last byte of data for the multicast group.

The last-member query count x (times) the last-member query interval = (equals) the amount of time it
takes a routing device to determine that the last member of a group has left the group and to stop forwarding
group traffic.

The default last-member query interval is 1 second. You can configure a subsecond interval up to one digit
to the right of the decimal point. The configurable range is 0.1 through 0.9, then in 1-second intervals 1
through 999,999.

To modify this interval:

1. Configure the time (in seconds) that the routing device waits for a report in response to a group-specific
query.

[edit protocols igmp]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking the IGMP Last Member Query Interval field in the output of the
show igmp interfaces command.

NOTE: You can configure the last-member query count by configuring the robustness variable.
The two are always equal.

SEE ALSO

Modifying the IGMP Robustness Variable | 35

show pim interfaces | 2067

Modifying the IGMP Robustness Variable

Fine-tune the IGMP robustness variable to allow for expected packet loss on a subnet. The robust count
automatically changes certain IGMP message intervals for IGMPv2 and IGMPv3. Increasing the robust
count allows for more packet loss but increases the leave latency of the subnetwork.



When the query router receives an IGMP |leave message on a shared network running IGMPv2, the query
router must send an IGMP group query message a specified number of times. The number of IGMP group
guery messages sent is determined by the robust count.

The value of the robustness variable is also used in calculating the following IGMP message intervals:

o Group member interval—Amount of time that must pass before a multicast router determines that there
are no more members of a group on a network. This interval is calculated as follows: (robustness variable
x query-interval) + (1 x query-response-interval).

e Other querier present interval—The robust count is used to calculate the amount of time that must pass
before a multicast router determines that there is no longer another multicast router that is the querier.
This interval is calculated as follows: (robustness variable x query-interval) + (0.5 x
query-response-interval).

e Last-member query count—Number of group-specific queries sent before the router assumes there are
no local members of a group. The number of queries is equal to the value of the robustness variable.

In IGMPv3, a change of interface state causes the system to immediately transmit a state-change report
from that interface. In case the state-change report is missed by one or more multicast routers, it is
retransmitted. The number of times it is retransmitted is the robust count minus one. In IGMPv3, the robust
count is also a factor in determining the group membership interval, the older version querier interval, and
the other querier present interval.

By default, the robustness variable is set to 2. You might want to increase this value if you expect a subnet
to lose packets.

The number can be from 2 through 10.
To change the value of the robustness variable:

1. Configure the robust count.

When you set the robust count, you are in effect configuring the number of times the querier retries
queries on the connected subnets.

[edit protocols igmp]
user@host# set robust-count 5

2. Verify the configuration by checking the IGMP Robustness Count field in the output of the show igmp
interfaces command.

SEE ALSO

Modifying the IGMP Host-Query Message Interval | 29



Modifying the IGMP Query Response Interval | 30
Modifying the IGMP Last-Member Query Interval | 34
show pim interfaces | 2067

RFC 2236, Internet Group Management Protocol, Version 2
RFC 3376, Internet Group Management Protocol, Version 3

Limiting the Maximum IGMP Message Rate

This section describes how to change the limit for the maximum number of IGMP packets transmitted in
1 second by the router.

Increasing the maximum number of IGMP packets transmitted per second might be useful on a router with
a large number of interfaces participating in IGMP.

To change the limit for the maximum number of IGMP packets the router can transmit in 1 second, include
the maximum-transmit-rate statement and specify the maximum number of packets per second to be
transmitted.

SEE ALSO

maximum-transmit-rate (Protocols IGMP) | 1421

Changing the IGMP Version

By default, the routing device runs IGMPv2. Routing devices running different versions of IGMP determine
the lowest common version of IGMP that is supported by hosts on their subnet and operate in that version.

To enable source-specific multicast (SSM) functionality, you must configure version 3 on the host and the
host's directly connected routing device. If a source address is specified in a multicast group that is statically
configured, the version must be set to IGMPv3.

If a static multicast group is configured with the source address defined, and the IGMP version is configured
to be version 2, the source is ignored and only the group is added. In this case, the join is treated as an
IGMPv2 group join.



BEST PRACTICE: If you configure the IGMP version setting at the individual interface hierarchy
level, it overrides the interface all statement. That is, the new interface does not inherit the
version number that you specified with the interface all statement. By default, that new interface
is enabled with version 2. You must explicitly specify a version number when adding a new
interface. For example, if you specified version 3 with interface all, you would need to configure
the version 3 statement for the new interface. Additionally, if you configure an interface for a
multicast group at the [edit interface interface-name static group multicast-group-address]
hierarchy level, you must specify a version number as well as the other group parameters.
Otherwise, the interface is enabled with the default version 2.

If you have already configured the routing device to use IGMP version 1 (IGMPv1) and then configure it
to use IGMPv2, the routing device continues to use IGMPv1 for up to 6 minutes and then uses IGMPv2.

To change to IGMPv3 for SSM functionality:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/0/0 version 3

2. Verify the configuration by checking the version field in the output of the show igmp interfaces
command. The show igmp statistics command has version-specific output fields, such as V1 Membership
Report, V2 Membership Report, and V3 Membership Report.

CAUTION: On MX Series platforms, IGMPv2 and IGMPv3 can or cannot be configured

A together on the same interface, depending on the Junos OS release at your installation.
Configuring both together can cause unexpected behavior in multicast traffic
forwarding.

SEE ALSO

Understanding IGMP | 24

show pim interfaces | 2067

show igmp statistics | 1886

RFC 2236, Internet Group Management Protocol, Version 2

RFC 3376, Internet Group Management Protocol, Version 3



Enabling IGMP Static Group Membership

You can create IGMP static group membership to test multicast forwarding without a receiver host. When
you enable IGMP static group membership, data is forwarded to an interface without that interface receiving
membership reports from downstream hosts. The router on which you enable static IGMP group membership
must be the designated router (DR) for the subnet. Otherwise, traffic does not flow downstream.

When enabling IGMP static group membership, you cannot configure multiple groups using the group-count,
group-increment, source-count, and source-increment statements if the all option is specified as the IGMP
interface.

Class-of-service (CoS) adjustment is not supported with IGMP static group membership.
In this example, you create static group 233.252.0.1.

1. On the DR, configure the static groups to be created by including the static statement and group
statement and specifying which IP multicast address of the group to be created. When creating groups
individually, you must specify a unique address for each group.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 233.252.0.1

2. After you commit the configuration, use the show configuration protocol igmp command to verify the
IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 233.252.0.1;

3. After you have committed the configuration and the source is sending traffic, use the show igmp group
command to verify that static group 233.252.0.1 has been created.

user@host> show igmp group

Interface: fe-0/1/2
Group: 233.252.0.1
Source: 10.0.0.2



Last reported by: Local
Timeout: O Type: Static

NOTE: When you configure static IGMP group entries on point-to-point links that connect
routing devices to a rendezvous point (RP), the static IGMP group entries do not generate join
messages toward the RP.

When you create IGMP static group membership to test multicast forwarding on an interface on which
you want to receive multicast traffic, you can specify that a number of static groups be automatically

created. This is useful when you want to test forwarding to multiple receivers without having to configure
each receiver separately.

In this example, you create three groups.

1. Onthe DR, configure the number of static groups to be created by including the group-count statement
and specifying the number of groups to be created.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 233.252.0.1 group-count 3

2. After you commit the configuration, use the show configuration protocol igmp command to verify the
IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 233.252.0.1 {
group-count 3;

}

3. After you have committed the configuration and after the source is sending traffic, use the show igmp

group command to verify that static groups 233.252.0.1, 233.252.0.2, and 233.252.0.3 have been
created.

user@host> show igmp group



Interface: fe-0/1/2
Group: 233.252.0.1
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
Group: 233.252.0.2
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
Group: 233.252.0.3
Source: 10.0.0.2
Last reported by: Local
Timeout: 0 Type: Static

When you create IGMP static group membership to test multicast forwarding on an interface on which
you want to receive multicast traffic, you can also configure the group address to be automatically
incremented for each group created. This is useful when you want to test forwarding to multiple receivers

without having to configure each receiver separately and when you do not want the group addresses to
be sequential.

In this example, you create three groups and increase the group address by an increment of two for each
group.

1. On the DR, configure the group address increment by including the group-increment statement and
specifying the number by which the address should be incremented for each group. The increment is
specified in dotted decimal notation similar to an IPv4 address.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 233.252.0.1 group-count 3 group-increment 0.0.0.2

2. After you commit the configuration, use the show configuration protocol igmp command to verify the
IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 233.252.0.1 {
group-increment 0.0.0.2;
group-count 3;



3. After you have committed the configuration and after the source is sending traffic, use the show igmp

group command to verify that static groups 233.252.0.1, 233.252.0.3, and 233.252.0.5 have been
created.

user@host> show igmp group

Interface: fe-0/1/2
Group: 233.252.0.1
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
Group: 233.252.0.3
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
Group: 233.252.0.5
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static

When you create IGMP static group membership to test multicast forwarding on an interface on which
you want to receive multicast traffic, and your network is operating in source-specific multicast (SSM)
mode, you can also specify that the multicast source address be accepted. This is useful when you want
to test forwarding to multicast receivers from a specific multicast source.

If you specify a group address in the SSM range, you must also specify a source.

If a source address is specified in a multicast group that is statically configured, the IGMP version on the
interface must be set to IGMPv3. IGMPV2 is the default value.

In this example, you create group 233.252.0.1 and accept IP address 10.0.0.2 as the only source.

1. On the DR, configure the source address by including the source statement and specifying the IPv4
address of the source host.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 233.252.0.1 source 10.0.0.2



2. After you commit the configuration, use the show configuration protocol igmp command to verify the
IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 233.252.0.1 {
source 10.0.0.2;

3. After you have committed the configuration and the source is sending traffic, use the show igmp group
command to verify that static group 233.252.0.1 has been created and that source 10.0.0.2 has been
accepted.

user@host> show igmp group

Interface: fe-0/1/2
Group: 233.252.0.1
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static

When you create IGMP static group membership to test multicast forwarding on an interface on which
you want to receive multicast traffic, you can specify that a number of multicast sources be automatically
accepted. This is useful when you want to test forwarding to multicast receivers from more than one
specified multicast source.

In this example, you create group 233.252.0.1 and accept addresses 10.0.0.2, 10.0.0.3, and 10.0.0.4 as
the sources.

1. On the DR, configure the number of multicast source addresses to be accepted by including the
source-count statement and specifying the number of sources to be accepted.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 233.252.0.1 source 10.0.0.2 source-count 3

2. After you commit the configuration, use the show configuration protocol igmp command to verify the
IGMP protocol configuration.



user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 233.252.0.1 {
source 10.0.0.2 {
source-count 3;

3. After you have committed the configuration and the source is sending traffic, use the show igmp group

command to verify that static group 233.252.0.1 has been created and that sources 10.0.0.2, 10.0.0.3,
and 10.0.0.4 have been accepted.

user@host> show igmp group

Interface: fe-0/1/2
Group: 233.252.0.1
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
Group: 233.252.0.1
Source: 10.0.0.3
Last reported by: Local
Timeout: O Type: Static
Group: 233.252.0.1
Source: 10.0.0.4
Last reported by: Local
Timeout: O Type: Static



When you configure static groups on an interface on which you want to receive multicast traffic, and
specify that a number of multicast sources be automatically accepted, you can also specify the number by
which the address should be incremented for each source accepted. This is useful when you want to test
forwarding to multiple receivers without having to configure each receiver separately and you do not want
the source addresses to be sequential.

In this example, you create group 233.252.0.1 and accept addresses 10.0.0.2, 10.0.0.4, and 10.0.0.6 as
the sources.

1. Configure the multicast source address increment by including the source-increment statement and
specifying the number by which the address should be incremented for each source. The increment is
specified in dotted decimal notation similar to an IPv4 address.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 233.252.0.1 source 10.0.0.2 source-count 3 source-increment
0.0.0.2

2. After you commit the configuration, use the show configuration protocol igmp command to verify the
IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 233.252.0.1
source 10.0.0.2 {
source-count 3;
source-increment 0.0.0.2;

3. After you have committed the configuration and after the source is sending traffic, use the show igmp
group command to verify that static group 233.252.0.1 has been created and that sources 10.0.0.2,
10.0.0.4, and 10.0.0.6 have been accepted.

user@host> show igmp group

Interface: fe-0/1/2
Group: 233.252.0.1



Source: 10.0.0.2

Last reported by: Local

Timeout: O Type: Static
Group: 233.252.0.1

Source: 10.0.0.4

Last reported by: Local

Timeout: O Type: Static
Group: 233.252.0.1

Source: 10.0.0.6

Last reported by: Local

Timeout: O Type: Static

When you configure static groups on an interface on which you want to receive multicast traffic and your
network is operating in source-specific multicast (SSM) mode, you can specify that certain multicast source
addresses be excluded.

By default the multicast source address configured in a static group operates in include mode. In include
mode the multicast traffic for the group is accepted from the source address configured. You can also
configure the static group to operate in exclude mode. In exclude mode the multicast traffic for the group
is accepted from any address other than the source address configured.

If a source address is specified in a multicast group that is statically configured, the IGMP version on the
interface must be set to IGMPv3. IGMPV2 is the default value.

In this example, you exclude address 10.0.0.2 as a source for group 233.252.0.1.

1. On the DR, configure a multicast static group to operate in exclude mode by including the exclude
statement and specifying which IPv4 source address to exclude.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 233.252.0.1 exclude source 10.0.0.2

2. After you commit the configuration, use the show configuration protocol igmp command to verify the
IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 233.252.0.1 {
exclude;



source 10.0.0.2;

3. After you have committed the configuration and the source is sending traffic, use the show igmp group
detail command to verify that static group 233.252.0.1 has been created and that the static group is
operating in exclude mode.

user@host> show igmp group detail

Interface: fe-0/1/2
Group: 233.252.0.1
Group mode: Exclude
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static

SEE ALSO

Enabling MLD Static Group Membership | 70
group (Protocols IGMP) | 1297

group-count (Protocols IGMP) | 1305
group-increment (Protocols IGMP) | 1307
source-count (Protocols IGMP) | 1621

source-increment (Protocols IGMP) | 1623
static (Protocols IGMP) | 1639

Recording IGMP Join and Leave Events

To determine whether IGMP tuning is needed in a network, you can configure the routing device to record
IGMP join and leave events. You can record events globally for the routing device or for individual interfaces.

Table 4 on page 48 describes the recordable IGMP events.



Table 4: IGMP Event Messages

ERRMSG Tag Definition

RPD_IGMP_JOIN Records IGMP join events.

RPD_IGMP_LEAVE Records IGMP leave events.

RPD_IGMP_ACCOUNTING_ON Records when IGMP accounting is enabled on an IGMP interface.
RPD_IGMP_ACCOUNTING_OFF Records when IGMP accounting is disabled on an IGMP interface.
RPD_IGMP_MEMBERSHIP_TIMEOUT Records IGMP membership timeout events.

To enable IGMP accounting:

1. Enable accounting globally or on an IGMP interface. This example shows both options.

[edit protocols igmp]
user@host# set accounting
user@host# set interface fe-0/1/0.2 accounting

2. Configure the events to be recorded and filter the events to a system log file with a descriptive filename,
such as igmp-events.

[edit system syslog file igmp-events]

user@host# set any info

user@host# set match “*RPD_IGMP_JOIN.* | .*RPD_IGMP_LEAVE.* | .*RPD_IGMP_ACCOUNTING.* |
*RPD_IGMP_MEMBERSHIP_TIMEOUT.*”

3. Periodically archive the log file.

This example rotates the file size when it reaches 100 KB and keeps three files.

[edit system syslog file igmp-events]

user@host# set archive size 100000

user@host# set archive files 3

user@host# set archive archive-sites “ftp://user@host1//var/tmp” password “anonymous”
user@host# set archive archive-sites “ftp://user@host2//var/tmp” password “test”
user@host# set archive transfer-interval 24

user@host# set archive start-time 2011-01-07:12:30



4. You can monitor the system log file as entries are added to the file by running the monitor start and
monitor stop commands.

user@host> monitor start igmp-events

*** jgmp-events ***
Apr 16 13:08:23 host mgd[16416]: UI_CMDLINE_READ_ LINE: User “user®, command

“run monitor start igmp-events
monitor

SEE ALSO

Understanding IGMP | 24
Specifying Log File Size, Number, and Archiving Properties

Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces

The group-limit statement enables you to limit the number of IGMP multicast group joins for logical
interfaces. When this statement is enabled on a router running IGMP version 2 (IGMPv2) or version 3
(IGMPv3), the limit is applied upon receipt of the group report. Once the group limit is reached, subsequent
join requests are rejected.

When configuring limits for IGMP multicast groups, keep the following in mind:

e Each any-source group (*,G) counts as one group toward the limit.
o Each source-specific group (S,G) counts as one group toward the limit.
e Groups in IGMPv3 exclude mode are counted toward the limit.

e Multiple source-specific groups count individually toward the group limit, even if they are for the same
group. For example, (S1, G1) and (S2, G1) would count as two groups toward the configured limit.

e Combinations of any-source groups and source-specific groups count individually toward the group
limit, even if they are for the same group. For example, (*, G1) and (S, G1) would count as two groups
toward the configured limit.

e Configuring and committing a group limit on a network that is lower than what already exists on the
network results in the removal of all groups from the configuration. The groups must then request to
rejoin the network (up to the newly configured group limit).

e You can dynamically limit multicast groups on IGMP logical interfaces using dynamic profiles.



Starting in Junos OS Release 12.2, you can optionally configure a system log warning threshold for IGMP
multicast group joins received on the logical interface. It is helpful to review the system log messages for
troubleshooting purposes and to detect if an excessive amount of IGMP multicast group joins have been
received on the interface. These log messages convey when the configured group limit has been exceeded,
when the configured threshold has been exceeded, and when the number of groups drop below the
configured threshold.

The group-threshold statement enables you to configure the threshold at which a warning message is
logged. The range is 1 through 100 percent. The warning threshold is a percentage of the group limit, so
you must configure the group-limit statement to configure a warning threshold. For instance, when the
number of groups exceed the configured warning threshold, but remain below the configured group limit,
multicast groups continue to be accepted, and the device logs the warning message. In addition, the device
logs a warning message after the number of groups drop below the configured warning threshold. You
can further specify the amount of time (in seconds) between the log messages by configuring the log-interval
statement. The range is 6 through 32,767 seconds.

You might consider throttling log messages because every entry added after the configured threshold and
every entry rejected after the configured limit causes a warning message to be logged. By configuring a
log interval, you can throttle the amount of system log warning messages generated for IGMP multicast
group joins.

NOTE: On ACX Series routers, the maximum number of multicast routes is 1024.

To limit multicast group joins on an IGMP logical interface:

1. Access the logical interface at the IGMP protocol hierarchy level.

[edit]
user@host# edit protocols igmp interface interface-name

2. Specify the group limit for the interface.

[edit protocols igmp interface interface-name]
user@host# set group-limit limit

3. (Optional) Configure the threshold at which a warning message is logged.

[edit protocols igmp interface interface-name]
user@host# set group-threshold value



4. (Optional) Configure the amount of time between log messages.

[edit protocols igmp interface interface-name]
user@host# set log-interval seconds

To confirm your configuration, use the show protocols igmp command. To verify the operation of IGMP
on the interface, including the configured group limit and the optional warning threshold and interval
between log messages, use the show igmp interface command.

SEE ALSO

Enabling IGMP Static Group Membership | 39

Tracing IGMP Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols, such as the various
types of routing protocol packets sent and received, and routing policy actions. You can specify which
trace operations are logged by including specific tracing flags. The following table describes the flags that
you can include.

Flag Description

all Trace all operations.

client-notification Trace notifications.

general Trace general flow.

group Trace group operations.

host-notification Trace host notifications.

leave Trace leave group messages (IGMPv2 only).

mtrace Trace mtrace packets. Use the mtrace command to troubleshoot

the software.

normal Trace normal events.

packets Trace all IGMP packets.

policy Trace policy processing.



Flag Description

query Trace IGMP membership query messages, including general and
group-specific queries.

report Trace membership report messages.
route Trace routing information.

state Trace state transitions.

task Trace task processing.

timer Trace timer processing.

In the following example, tracing is enabled for all routing protocol packets. Then tracing is narrowed to
focus only on IGMP packets of a particular type. To configure tracing operations for IGMP:

1. (Optional) Configure tracing at the routing options level to trace all protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

N

. Configure the filename for the IGMP trace file.

[edit protocols igmp traceoptions]
user@host# set file igmp-trace

w

. (Optional) Configure the maximum number of trace files.

[edit protocols igmp traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols igmp traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.



[edit protocols igmp traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Suppose you are troubleshooting issues with a particular multicast group. The
following example shows how to flag all events for packets associated with the group IP address.

[edit protocols igmp traceoptions]
user@host# set flag group | match 233.252.0.2

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/igmp-trace

SEE ALSO

Understanding IGMP | 24
Tracing and Logging Junos OS Operations
mtrace | 1790

Disabling IGMP

To disable IGMP on an interface, include the disable statement:

disable;

You can include this statement at the following hierarchy levels:

o [edit protocols igmp interface interface-name]

o [edit logical-systems logical-system-name protocols igmp interface interface-name]

NOTE: ACX Series routers do not support [edit logical-systems logical-system-name protocols]
hierarchy level.



SEE ALSO

Understanding IGMP | 24
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IGMP and Nonstop Active Routing

Nonstop active routing (NSR) configurations include two Routing Engines that share information so that
routing is not interrupted during Routing Engine failover. These NSR configurations include passive support
with IGMP in connection with PIM. The master Routing Engine uses IGMP to determine its PIM multicast
state, and this IGMP-derived information is replicated on the backup Routing Engine. IGMP on the new
master Routing Engine (after failover) relearns the state information quickly through IGMP operation. In
the interim, the new master Routing Engine retains the IGMP-derived PIM state as received by the
replication process from the old master Routing Engine. This state information times out unless refreshed
by IGMP on the new master Routing Engine. No additional IGMP configuration is required.

SEE ALSO

Understanding Nonstop Active Routing for PIM | 468
Configuring MLD | 55

Release History Table

Release Description
15.2 Starting in Junos OS Release 15.2, PIMv1 is not supported.
12.2 Starting in Junos OS Release 12.2, you can optionally configure a system log warning

threshold for IGMP multicast group joins received on the logical interface.

\ Configuring MLD | 55

Verifying the IGMP Version

Purpose



Verify that IGMP version 2 is configured on all applicable interfaces.

Action

From the CLI, enter the show igmp interface command.

Sample Output

user@host> show igmp interface

Interface: ge-0/0/0.0
Querier: 192.168.4.36
State: Up Timeout: 197 Version: 2 Groups: 0

Configured Parameters:

IGMP Query Interval: 125.0

IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

Meaning

The output shows a list of the interfaces that are configured for IGMP. Verify the following information:

e Each interface on which IGMP is enabled is listed.

o Next to Version, the number 2 appears.

Configuring MLD
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Understanding MLD

The Multicast Listener Discovery (MLD) Protocol manages the membership of hosts and routers in multicast
groups. IP version 6 (IPv6) multicast routers use MLD to learn, for each of their attached physical networks,
which groups have interested listeners. Each routing device maintains a list of host multicast addresses
that have listeners for each subnetwork, as well as a timer for each address. However, the routing device
does not need to know the address of each listener—just the address of each host. The routing device
provides addresses to the multicast routing protocol it uses, which ensures that multicast packets are
delivered to all subnetworks where there are interested listeners. In this way, MLD is used as the transport
for the Protocol Independent Multicast (PIM) Protocol.

MLD is an integral part of IPv6 and must be enabled on all IPvé routing devices and hosts that need to
receive IP multicast traffic. The Junos OS supports MLD versions 1 and 2. Version 2 is supported for
source-specific multicast (SSM) include and exclude modes.

In include mode, the receiver specifies the source or sources it is interested in receiving the multicast group
traffic from. Exclude mode works the opposite of include mode. It allows the receiver to specify the source
or sources it is not interested in receiving the multicast group traffic from.

For each attached network, a multicast routing device can be either a querier or a nonquerier. A querier
routing device, usually one per subnet, solicits group membership information by transmitting MLD queries.
When a host reports to the querier routing device that it has interested listeners, the querier routing device
forwards the membership information to the rendezvous point (RP) routing device by means of the receiver's
(host's) designated router (DR). This builds the rendezvous-point tree (RPT) connecting the host with
interested listeners to the RP routing device. The RPT is the initial path used by the sender to transmit



information to the interested listeners. Nonquerier routing devices do not transmit MLD queries on a
subnet but can do so if the querier routing device fails.

All MLD-configured routing devices start as querier routing devices on each attached subnet (see
Figure 3 on page 57). The querier routing device on the right is the receiver's DR.

Figure 3: Routing Devices Start Up on a Subnet
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To elect the querier routing device, the routing devices exchange query messages containing their IPvé
source addresses. If a routing device hears a query message whose IPvé source address is numerically
lower than its own selected address, it becomes a nonquerier. In Figure 4 on page 57, the routing device
on the left has a source address numerically lower than the one on the right and therefore becomes the
querier routing device.

NOTE: In the practical application of MLD, several routing devices on a subnet are nonqueriers.
If the elected querier routing device fails, query messages are exchanged among the remaining
routing devices. The routing device with the lowest IPvé source address becomes the new querier
routing device. The IPv6 Neighbor Discovery Protocol (NDP) implementation drops incoming
Neighbor Announcement (NA) messages that have a broadcast or multicast address in the target
link-layer address option. This behavior is recommended by RFC 2461.

Figure 4: Querier Routing Device Is Determined
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The querier routing device sends general MLD queries on the link-scope all-nodes multicast address
FFO02::1 at short intervals to all attached subnets to solicit group membership information (see
Figure 5 on page 58). Within the query message is the maximum response delay value, specifying the
maximum allowed delay for the host to respond with a report message.



Figure 5: General Query Message Is Issued
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If interested listeners are attached to the host receiving the query, the host sends a report containing the
host's IPv6 address to the routing device (see Figure 6 on page 58). If the reported address is not yet in
the routing device's list of multicast addresses with interested listeners, the address is added to the list
and a timer is set for the address. If the address is already on the list, the timer is reset. The host's address
is transmitted to the RP in the PIM domain.

Figure 6: Reports Are Received by the Querier Routing Device
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If the host has no interested multicast listeners, it sends a done message to the querier routing device. On
receipt, the querier routing device issues a multicast address-specific query containing the last listener
query interval value to the multicast address of the host. If the routing device does not receive a report
from the multicast address, it removes the multicast address from the list and notifies the RP in the PIM
domain of its removal (see Figure 7 on page 58).

Figure 7: Host Has No Interested Receivers and Sends a Done Message to Routing Device
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If a done message is not received by the querier routing device, the querier routing device continues to
send multicast address-specific queries. If the timer set for the address on receipt of the last report expires,
the querier routing device assumes there are no longer interested listeners on that subnet, removes the
multicast address from the list, and notifies the RP in the PIM domain of its removal (see

Figure 8 on page 59).



Figure 8: Host Address Timer Expires and Address Is Removed from Multicast Address List
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Configuring MLD

To configure the Multicast Listener Discovery (MLD) Protocol, include the mld statement:

mld {
accounting;
interface interface-name {
disable;
(accounting | no-accounting);
group-policy [ policy-names |;
immediate-leave;
oif-map [ map-names |;
passive;
ssm-map ssm-map-name;
static {
group multicast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}

version version;

59



maximum-transmit-rate packets-per-second,
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;

You can include this statement at the following hierarchy levels:

o [edit protocols]

o [edit logical-systems logical-system-name protocols]

By default, MLD is enabled on all broadcast interfaces when you configure Protocol Independent Multicast
(PIM) or the Distance Vector Multicast Routing Protocol (DVMRP).

Enabling MLD

The Multicast Listener Discovery (MLD) Protocol manages multicast groups by establishing, maintaining,
and removing groups on a subnet. Multicast routing devices use MLD to learn which groups have members
on each of their attached physical networks. MLD must be enabled for the router to receive IPvé multicast
packets. MLD is only needed for IPv6 networks, because multicast is handled differently in IPv4 networks.
MLD is enabled on all IPvé interfaces on which you configure PIM and on all IPvé broadcast interfaces
when you configure DVMRP.

MLD specifies different behaviors for multicast listeners and for routers. When a router is also a listener,
the router responds to its own messages. If a router has more than one interface to the same link, it needs
to perform the router behavior over only one of those interfaces. Listeners, on the other hand, must
perform the listener behavior on all interfaces connected to potential receivers of multicast traffic.

If MLD is not running on an interface—either because PIM and DVMRP are not configured on the interface
or because MLD is explicitly disabled on the interface—you can explicitly enable MLD.

To explicitly enable MLD:

1. If PIM and DVMRP are not running on the interface, explicitly enable MLD by including the interface
name.

[edit protocols mlid]
user@host# set interface fe-0/0/0.0

2. Check to see if MLD is disabled on any interfaces. In the following example, MLD is disabled on a
Gigabit Ethernet interface.



[edit protocols mid]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0 {
disable;

}

3. Enable MLD on the interface by deleting the disable statement.

[edit protocols mid]
delete interface ge-0/0/0.0 disable

4. Verify the configuration.

[edit protocols mid]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0;

5. Verify the operation of MLD by checking the output of the show mld interface command.

SEE ALSO
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show mld interface | 1905 in the CLI Explorer
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Modifying the MLD Version

By default, the router supports MLD version 1 (MLDv1). To enable the router to use MLD version 2
(MLDv2) for source-specific multicast (SSM) only, include the version 2 statement.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

If you configure the MLD version setting at the individual interface hierarchy level, it overrides configuring
the IGMP version using the interface all statement.

If a source address is specified in a multicast group that is statically configured, the version must be set to
MLDv2.

To change an MLD interface to version 2:

1. Configure the MLD interface.

[edit protocols mid]
user@host# set interface fe-0/0/0.0 version 2

2. Verify the configuration by checking the version field in the output of the show mld interface command.
The show mld statistics command has version-specific output fields, such as the counters in the MLD
Message type field.
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Modifying the MLD Host-Query Message Interval

The objective of MLD is to keep routers up to date with IPvé group membership of the entire subnet.
Routers need not know who all the members are, only that members exist. Each host keeps track of which
multicast groups are subscribed to. On each link, one router is elected the querier. The MLD querier router
periodically sends general host-query messages on each attached network to solicit membership information.
These messages solicit group membership information and are sent to the link-scope all-nodes address
FF02::1. A general host-query message has a maximum response time that you can set by configuring the
guery response interval.

The query response timeout, the query interval, and the robustness variable are related in that they are
all variables that are used to calculate the multicast listener interval. The multicast listener interval is the



number of seconds that must pass before a multicast router determines that no more members of a host
group exist on a subnet. The multicast listener interval is calculated as the (robustness variable x
query-interval) + (1 x query-response-interval). If no reports are received for a particular group before the
multicast listener interval has expired, the routing device stops forwarding remotely-originated multicast
packets for that group onto the attached network.

By default, host-query messages are sent every 125 seconds. You can change this interval to change the
number of MLD messages sent on the subnet.

To modify the query interval:

1. Configure the interval.

[edit protocols mlid]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.

2. Verify the configuration by checking the MLD Query Interval field in the output of the show mlid
interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the output of the
show mld statistics command.

SEE ALSO
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Modifying the MLD Query Response Interval

The query response interval is the maximum amount of time that can elapse between when the querier
router sends a host-query message and when it receives a response from a host. You can change this
interval to adjust the burst peaks of MLD messages on the subnet. Set a larger interval to make the traffic
less bursty.

The query response timeout, the query interval, and the robustness variable are related in that they are
all variables that are used to calculate the multicast listener interval. The multicast listener interval is the
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number of seconds that must pass before a multicast router determines that no more members of a host
group exist on a subnet. The multicast listener interval is calculated as the (robustness variable x
query-interval) + (1 x query-response-interval). If no reports are received for a particular group before the
multicast listener interval has expired, the routing device stops forwarding remotely-originated multicast
packets for that group onto the attached network.

The default query response interval is 10 seconds. You can configure a subsecond interval up to one digit
to the right of the decimal point. The configurable range is 0.1 through 0.9, then in 1-second intervals 1
through 999,999.

To modify the query response interval:

1. Configure the interval.

[edit protocols mid]
user@host# set query-response-interval 0.5

2. Verify the configuration by checking the MLD Query Response Interval field in the output of the show
mld interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the output of the
show mld statistics command.

SEE ALSO
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Modifying the MLD Last-Member Query Interval

The last-member query interval (also called the last-listener query interval) is the maximum amount of time
between group-specific query messages, including those sent in response to done messages sent on the
link-scope-all-routers address FF02::2. You can lower this interval to reduce the amount of time it takes
a router to detect the loss of the last member of a group.

When the routing device that is serving as the querier receives a leave-group (done) message from a host,
the routing device sends multiple group-specific queries to the group. The querier sends a specific number
of these queries, and it sends them at a specific interval. The number of queries sent is called the last-listener
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query count. The interval at which the queries are sent is called the last-listener query interval. Both settings
are configurable, thus allowing you to adjust the leave latency. The IGMP leave latency is the time between
a request to leave a multicast group and the receipt of the last byte of data for the multicast group.

The last-listener query count x (times) the last-listener query interval = (equals) the amount of time it takes
a routing device to determine that the last member of a group has left the group and to stop forwarding
group traffic.

The default last-listener query interval is 1 second. You can configure a subsecond interval up to one digit
to the right of the decimal point. The configurable range is 0.1 through 0.9, then in 1-second intervals 1
through 999,999.

To modify this interval:
1. Configure the time (in seconds) that the routing device waits for a report in response to a group-specific

query.

[edit protocols mlid]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking the MLD Last Member Query Interval field in the output of the
show igmp interfaces command.

NOTE: You can configure the last-member query count by configuring the robustness variable.
The two are always equal.
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Specifying Immediate-Leave Host Removal for MLD

The immediate leave setting is useful for minimizing the leave latency of MLD memberships. When this
setting is enabled, the routing device leaves the multicast group immediately after the last host leaves the
multicast group.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

The immediate-leave setting enables host tracking, meaning that the device keeps track of the hosts that
send join messages. This allows MLD to determine when the last host sends a leave message for the
multicast group.

When the immediate leave setting is enabled, the device removes an interface from the forwarding-table
entry without first sending MLD group-specific queries to the interface. The interface is pruned from the
multicast tree for the multicast group specified in the MLD leave message. The immediate leave setting
ensures optimal bandwidth management for hosts on a switched network, even when multiple multicast
groups are being used simultaneously.

When immediate leave is disabled and one host sends a leave group message, the routing device first
sends a group query to determine if another receiver responds. If no receiver responds, the routing device
removes all hosts on the interface from the multicast group. Immediate leave is disabled by default for
both MLD version 1 and MLD version 2.

NOTE: Although host tracking is enabled for IGMPv2 and MLDv1 when you enable immediate
leave, use immediate leave with these versions only when there is one host on the interface.
The reason is that IGMPv2 and MLDv1 use a report suppression mechanism whereby only one
host on an interface sends a group join report in response to a membership query. The other
interested hosts suppress their reports. The purpose of this mechanism is to avoid a flood of
reports for the same group. But it also interferes with host tracking, because the router only
knows about the one interested host and does not know about the others.

To enable immediate leave:

1. Configure immediate leave on the MLD interface.

[edit protocols mid]
user@host# set interface ge-0/0/0.1 immediate-leave

2. Verify the configuration by checking the Immediate Leave field in the output of the show mld interface
command.

SEE ALSO
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Filtering Unwanted MLD Reports at the MLD Interface Level

Suppose you need to limit the subnets that can join a certain multicast group. The group-policy statement
enables you to filter unwanted MLD reports at the interface level.

When the group-policy statement is enabled on a router, after the router receives an MLD report, the
router compares the group against the specified group policy and performs the action configured in that
policy (for example, rejects the report if the policy matches the defined address or network).

You define the policy to match only MLD group addresses (for MLDv1) by using the policy's route-filter
statement to match the group address. You define the policy to match MLD (source, group) addresses (for
MLDv2) by using the policy's route-filter statement to match the group address and the policy's
source-address-filter statement to match the source address.

To filter unwanted MLD reports:

1. Configure an MLDv1 policy.

[edit policy-statement reject_policy_v1]
user@host# set from route-filter fec0:1:1:4::/64 exact
user@host# set then reject

2. Configure an MLDv2 policy.

[edit policy-statement reject_policy_v2]

user@host# set from route-filter fec0:1:1:4::/64 exact

user@host# set from source-address-filter fe80::2e0:81ff:fe05:1a8d/32 orlonger
user@host# set then reject

3. Apply the policies to the MLD interfaces where you prefer not to receive specific group or (source,
group) reports. In this example, ge-0/0/0.1 is running MLDv1 and ge-0/1/1.0 is running MLDv2.

[edit protocols mid]
user@host# set interface ge-0/0/0.1 group-policy reject_policy_v1
user@host# set interface ge-0/1/1.0 group-policy reject_policy_v2

4. Verify the operation of the filter by checking the Rejected Report field in the output of the show mld
statistics command.

SEE ALSO
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Example: Modifying the MLD Robustness Variable

IN THIS SECTION

Requirements | 68
Overview | 68
Configuration | 69
Verification | 69

This example shows how to configure and verify the MLD robustness variable in a multicast domain.
Requirements

Before you begin:

o Configure the router interfaces.

o Configure an interior gateway protocol or static routing. See the Junos OS Routing Protocols Library.
e Enable IPvé6 unicast routing. See the Junos OS Routing Protocols Library.

e Enable PIM. See “PIM Overview” on page 252.

Overview

The MLD robustness variable can be fine-tuned to allow for expected packet loss on a subnet. Increasing
the robust count allows for more packet loss but increases the leave latency of the subnetwork.

The value of the robustness variable is used in calculating the following MLD message intervals:

e Group member interval—Amount of time that must pass before a multicast router determines that there
are no more members of a group on a network. This interval is calculated as follows: (robustness variable
x query-interval) + (1 x query-response-interval).

e Other querier present interval—Amount of time that must pass before a multicast router determines
that there is no longer another multicast router that is the querier. This interval is calculated as follows:
(robustness variable x query-interval) + (0.5 x query-response-interval).

e Last-member query count—Number of group-specific queries sent before the router assumes there are
no local members of a group. The default number is the value of the robustness variable.
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By default, the robustness variable is set to 2. The number can be from 2 through 10. You might want to
increase this value if you expect a subnet to lose packets.

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set protocols mld robust-count 5

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For information
about navigating the CLI, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To change the value of the robustness variable:
1. Configure the robust count.

[edit protocols mid]
user@host# set robust-count 5

2. If you are done configuring the device, commit the configuration.

[edit protocols mid]
user@host# commit

Verification

To verify the configuration is working properly, check the MLD Robustness Count field in the output of
the show mld interfaces command.

SEE ALSO
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Limiting the Maximum MLD Message Rate

You can change the limit for the maximum number of MLD packets transmitted in 1 second by the router.

Increasing the maximum number of MLD packets transmitted per second might be useful on a router with
a large number of interfaces participating in MLD.

To change the limit for the maximum number of MLD packets the router can transmit in 1 second, include
the maximum-transmit-rate statement and specify the maximum number of packets per second to be
transmitted.

Enabling MLD Static Group Membership
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Create a MLD Static Group Member

You can create MLD static group membership to test multicast forwarding without a receiver host. When
you enable MLD static group membership, data is forwarded to an interface without that interface receiving
membership reports from downstream hosts.

Class-of-service (CoS) adjustment is not supported with MLD static group membership.

When you configure static groups on an interface on which you want to receive multicast traffic, you can
specify the number of static groups to be automatically created.

In this example, you create static group ffOe::1:ff05:1a8d.

1. Configure the static groups to be created by including the static statement and group statement and
specifying which IPvé multicast address of the group to be created.

[edit protocols mid]
user@host# set interface fe-0/1/2 static group ffOe::1:ff05:1a8d



2. After you commit the configuration, use the show configuration protocol mld command to verify the
MLD protocol configuration.

user@host> show configuration protocol mid

interface fe-0/1/2.0 {
static {
group ffOe::1:ff05:1a8d;

3. After you have committed the configuration and after the source is sending traffic, use the show mld
group command to verify that static group ffOe::1:ff05:1a8d has been created.

user@host> show mld group

Interface: fe-0/1/2

Group: ffOe::1:ff05:1a8d

Group mode: Include

Source: fe80::2e0:81ffF:fe05:1a8d
Last reported by: Local

Timeout: O Type: Static

NOTE: You must specify a unique address for each group.

Automatically create static groups

When you create MLD static group membership to test multicast forwarding on an interface on which
you want to receive multicast traffic, you can specify that a number of static groups be automatically
created. This is useful when you want to test forwarding to multiple receivers without having to configure
each receiver separately.

In this example, you create three groups.

1. Configure the number of static groups to be created by including the group-count statement and
specifying the number of groups to be created.

[edit protocols mid]
user@host# set interface fe-0/1/2 static group ffOe::1:ff05:1a8d group-count 3



2. After you commit the configuration, use the show configuration protocol mld command to verify the
MLD protocol configuration.

user@host> show configuration protocol mid

interface fe-0/1/2.0 {
static {
group ffOe::1:ff05:1a8d {
group-count 3;

3. After you have committed the configuration and the source is sending traffic, use the show mld group

command to verify that static groups ffOe::1:ff05:1a8d, ffOe::1:ff05:1a8e, and ffOe::1:ff05:1a8f have
been created.

user@host> show mld group

Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static
Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8e
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static
Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8F
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static



Automatically increment group addresses

When you configure static groups on an interface on which you want to receive multicast traffic and you
specify the number of static groups to be automatically created, you can also configure the group address
to be automatically incremented by some number of addresses.

In this example, you create three groups and increase the group address by an increment of two for each
group.

1. Configure the group address increment by including the group-increment statement and specifying
the number by which the address should be incremented for each group. The increment is specified in
a format similar to an IPv6 address.

[edit protocols mid]

user@host# set interface fe-0/1/2 static group ffOe::1:ff05:1a8d group-count 3 group-increment ::2

2. After you commit the configuration, use the show configuration protocol mld command to verify the
MLD protocol configuration.

user@host> show configuration protocol mid

interface fe-0/1/2.0 {
static {
group ffOe::1:ff05:1a8d {
group-increment ::2;
group-count 3;

3. After you have committed the configuration and the source is sending traffic, use the show mld group

command to verify that static groups ffOe::1:ff05:1a8d, ffOe::1:ff05:1a8f, and ffOe::1:ff05:1a91 have
been created.

user@host> show mld group

Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static
Interface: fe-0/1/2



Group: ffOe::1:ff05:1a8f
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static

Interface: fe-0/1/2

Group: ffOe::1:ff05:1a91
Source: fe80::2e0:81fFf:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static

Specify multicast source address (in SSM mode)

When you configure static groups on an interface on which you want to receive multicast traffic and your
network is operating in source-specific multicast (SSM) mode, you can specify the multicast source address
to be accepted.

If you specify a group address in the SSM range, you must also specify a source.

If a source address is specified in a multicast group that is statically configured, the MLD version must be
set to MLDv2 on the interface. MLDv1 is the default value.

In this example, you create group ffOe::1:ff05:1a8d and accept IPvé6 address fe80::2e0:81ff:fe05:1a8d as
the only source.

1. Configure the source address by including the source statement and specifying the IPvé address of
the source host.

[edit protocols mid]
user@host# set interface fe-0/1/2 static group ffOe::1:ff05:1a8d source fe80::2e0:81ff:fe05:1a8d

2. After you commit the configuration, use the show configuration protocol mld command to verify the
MLD protocol configuration.

user@host> show configuration protocol mid

interface fe-0/1/2.0 {
static {
group ffOe::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d;



3. After you have committed the configuration and the source is sending traffic, use the show mld group

command to verify that static group ffOe::1:ff05:1a8d has been created and that source
fe80::2e0:81ff:fe05:1a8d has been accepted.

user@host> show mld group

Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static

Automatically specify multicast sources

When you configure static groups on an interface on which you want to receive multicast traffic, you can
specify a number of multicast sources to be automatically accepted.

In this example, you create static group ffOe::1:ff05:1a8d and accept fe80::2e0:81ff:fe05:1a8d,
fe80::2e0:81ff:fe05:1a8¢, and fe80::2e0:81ff:fe05:1a8f as the source addresses.

1. Configure the number of multicast source addresses to be accepted by including the source-count
statement and specifying the number of sources to be accepted.

[edit protocols mld]

user@host# set interface fe-0/1/2 static group ffOe::1:ff05:1a8d source fe80::2e0:81ff:fe05:1a8d source-count
3

2. After you commit the configuration, use the show configuration protocol mld command to verify the
MLD protocol configuration.

user@host> show configuration protocol mid

interface fe-0/1/2.0 {
static {
group ffOe::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d {
source-count 3;



3. After you have committed the configuration and the source is sending traffic, use the show mld group
command to verify that static group ffOe::1:ff05:1a8d has been created and that sources
fe80::2e0:81ff:.fe05:1a8d, fe80::2e0:81ff:fe05:1a8e, and fe80::2e0:81ff:fe05:1a8f have been accepted.

user@host> show mld group

Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static
Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a8e
Last reported by: Local
Timeout: O Type: Static
Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a8f
Last reported by: Local
Timeout: O Type: Static

Automatically increment source addresses

When you configure static groups on an interface on which you want to receive multicast traffic, and
specify a number of multicast sources to be automatically accepted, you can also specify the number by
which the address should be incremented for each source accepted.

In this example, you create static group ffOe::1:ff05:1a8d and accept fe80::2e0:81ff:fe05:1a8d,
fe80::2e0:81ff:fe05:1a8f, and fe80::2e0:81ff:fe05:1a91 as the sources.

1. Configure the number of multicast source addresses to be accepted by including the source-increment
statement and specifying the number of sources to be accepted.

[edit protocols mld]

user@host# set interface fe-0/1/2 static group ffOe::1:ff05:1a8d source fe80::2e0:81ff:fe05:1a8d source-count
3 source-increment ::2

2. After you commit the configuration, use the show configuration protocol mld command to verify the
MLD protocol configuration.

user@host> show configuration protocol mid



interface fe-0/1/2.0 {
static {
group ffOe::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d {
source-count 3;
source-increment ::2;

3. After you have committed the configuration and the source is sending traffic, use the show mld group
command to verify that static group ffOe::1:ff05:1a8d has been created and that sources
fe80::2e0:81ff:.fe05:1a8d, fe80::2e0:81ff:fe05:1a8f, and fe80::2e0:81ff:fe05:1a91 have been accepted.

user@host> show mid group

Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: feB80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static
Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a8f
Last reported by: Local
Timeout: O Type: Static
Interface: fe-0/1/2
Group: ff0e2::1:ff05:1a8d
Source: fe80::2e0:81ff:fe05:1a91
Last reported by: Local
Timeout: O Type: Static

Interface: fe-0/1/2

Group: ffOe::1:ff05:1a8d

Group mode: Include

Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local

Timeout: O Type: Static

Group: ffOe::1:ff05:1a8d

Group mode: Include

Source: fe80::2e0:81ff:fe05:1a8f



Last reported by: Local

Timeout: O Type: Static

Group: ffOe::1:ff05:1a8d

Group mode: Include

Source: fe80::2e0:81ff:fe05:1a91
Last reported by: Local

Timeout: O Type: Static

Exclude multicast source addresses (in SSM mode)

When you configure static groups on an interface on which you want to receive multicast traffic and your
network is operating in source-specific multicast (SSM) mode, you can specify that certain multicast source
addresses be excluded.

By default the multicast source address configured in a static group operates in include mode. In include
mode the multicast traffic for the group is accepted from the configured source address. You can also
configure the static group to operate in exclude mode. In exclude mode the multicast traffic for the group
is accepted from any address other than the configured source address.

If a source address is specified in a multicast group that is statically configured, the MLD version must be
set to MLDv2 on the interface. MLDv1 is the default value.

In this example, you exclude address fe80::2e0:81ff:fe05:1a8d as a source for group ffOe::1:ff05:1a8d.

1. Configure a multicast static group to operate in exclude mode by including the exclude statement and
specifying which IPvé source address to be excluded.

[edit protocols mid]
user@host# set interface fe-0/1/2 static group ffOe::1:ff05:1a8d exclude source fe80::2e0:81ff:.fe05:1a8d

2. After you commit the configuration, use the show configuration protocol mld command to verify the
MLD protocol configuration.

user@host> show configuration protocol mid

interface fe-0/1/2.0 {
static {
group ffOe::1:ff05:1a8d {
exclude;
source fe80::2e0:81ff:fe05:1a8d;



3. After you have committed the configuration and the source is sending traffic, use the show mld group
detail command to verify that static group ffOe::1:ff05:1a8d has been created and that the static group
is operating in exclude mode.

user@host> show mld group detail

Interface: fe-0/1/2
Group: ffOe::1:ff05:1a8d
Group mode: Exclude
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: O Type: Static

Similar configuration is available for IPv4 multicast traffic using the IGMP protocol.

SEE ALSO
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Example: Recording MLD Join and Leave Events
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This example shows how to determine whether MLD tuning is needed in a network by configuring the
routing device to record MLD join and leave events.

Requirements

Before you begin:



e Configure the router interfaces.
e Configure an interior gateway protocol or static routing. See the Junos OS Routing Protocols Library.
e Enable IPv6 unicast routing. See the Junos OS Routing Protocols Library.

e Enable PIM. See “PIM Overview” on page 252.

Overview

Table 5 on page 80 describes the recordable MLD join and leave events.

Table 5: MLD Event Messages

ERRMSG Tag Definition
RPD_MLD_JOIN Records MLD join events.
RPD_MLD_LEAVE Records MLD leave events.
RPD_MLD_ACCOUNTING_ON Records when MLD accounting is enabled on an MLD interface.
RPD_MLD_ACCOUNTING_OFF Records when MLD accounting is disabled on an MLD interface.
RPD_MLD_MEMBERSHIP_TIMEOUT Records MLD membership timeout events.

Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set protocols mld interface fe-0/1/0.2 accounting

set system syslog file mld-events any info

set system syslog file mld-events match ".*RPD_MLD_JOIN.* | *RPD_MLD_LEAVE.* |
*RPD_MLD_ACCOUNTING.* | .*RPD_MLD_MEMBERSHIP_TIMEOUT.*"

set system syslog file mld-events archive size 100000

set system syslog file mld-events archive files 3

set system syslog file mld-events archive transfer-interval 1440

set system syslog file mld-events archive archive-sites "ftp://user@host1//var/tmp" password "anonymous'
set system syslog file mld-events archive archive-sites "ftp://user@host2//var/tmp" password "test"

Step-by-Step Procedure



The following example requires you to navigate various levels in the configuration hierarchy. For information
about navigating the CLI, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure recording of MLD join and leave events:

1. Enable accounting globally or on an MLD interface. This example shows the interface configuration.

[edit protocols mid]
user@host# set interface fe-0/1/0.2 accounting

2. Configure the events to be recorded, and filter the events to a system log file with a descriptive filename,
such as mld-events.

[edit system syslog file mld-events]

user@host# set any info

[edit system syslog file mld-events]

user@host# set match “*RPD_MLD_JOIN.* | .*RPD_MLD_LEAVE.* | .*RPD_MLD_ACCOUNTING.* |
*RPD_MLD_MEMBERSHIP_TIMEOUT.*”

3. Periodically archive the log file.

This example rotates the file every 24 hours (1440 minutes) when it reaches 100 KB and keeps three
files.

[edit system syslog file mld-events]

user@host# set archive size 100000

[edit system syslog file mld-events]

user@host# set archive files 3

[edit system syslog file mld-events]

user@host# set archive archive-sites “ftp://user@host1//var/tmp” password “anonymous”
[edit system syslog file mld-events]

user@host# set archive archive-sites “ftp://user@host2//var/tmp” password “test”
[edit system syslog file mld-events]

user@host# set archive transfer-interval 1440

[edit system syslog file mld-events]

user@host# set archive start-time 2011-01-07:12:30

4. If you are done configuring the device, commit the configuration.

[edit system syslog file mld-events]]
user@host# commit



Verification

You can view the system log file by running the file show command.

user@host> file show mld-events

You can monitor the system log file as entries are added to the file by running the monitor start and
monitor stop commands.

user@host> monitor start mld-events

*** mld-events ***
Apr 16 13:08:23 host mgd[16416]: UI_CMDLINE_READ_LINE: User "user®, command "run

monitor start mld-events
monitor

SEE ALSO
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Configuring the Number of MLD Multicast Group Joins on Logical Interfaces

The group-limit statement enables you to limit the number of MLD multicast group joins for logical
interfaces. When this statement is enabled on a router running MLD version 2, the limit is applied upon
receipt of the group report. Once the group limit is reached, subsequent join requests are rejected.

When configuring limits for MLD multicast groups, keep the following in mind:

e Each any-source group (*,G) counts as one group toward the limit.
o Each source-specific group (S,G) counts as one group toward the limit.
e Groups in MLDv2 exclude mode are counted toward the limit.

e Multiple source-specific groups count individually toward the group limit, even if they are for the same
group. For example, (S1, G1) and (S2, G1) would count as two groups toward the configured limit.

e Combinations of any-source groups and source-specific groups count individually toward the group
limit, even if they are for the same group. For example, (*, G1) and (S, G1) would count as two groups
toward the configured limit.



e Configuring and committing a group limit on a network that is lower than what already exists on the
network results in the removal of all groups from the configuration. The groups must then request to
rejoin the network (up to the newly configured group limit).

e You can dynamically limit multicast groups on MLD logical interfaces by using dynamic profiles. For
detailed information about creating dynamic profiles, see the Junos OS Broadband Subscriber Management
and Services Library.

Beginning with Junos OS 12.2, you can optionally configure a system log warning threshold for MLD
multicast group joins received on the logical interface. It is helpful to review the system log messages for
troubleshooting purposes and to detect if an excessive amount of MLD multicast group joins have been
received on the interface. These log messages convey when the configured group limit has been exceeded,
when the configured threshold has been exceeded, and when the number of groups drop below the
configured threshold.

The group-threshold statement enables you to configure the threshold at which a warning message is
logged. The range is 1 through 100 percent. The warning threshold is a percentage of the group limit, so
you must configure the group-limit statement to configure a warning threshold. For instance, when the
number of groups exceed the configured warning threshold, but remain below the configured group limit,
multicast groups continue to be accepted, and the device logs a warning message. In addition, the device
logs a warning message after the number of groups drop below the configured warning threshold. You
can further specify the amount of time (in seconds) between the log messages by configuring the log-interval
statement. The range is 6 through 32,767 seconds.

You might consider throttling log messages because every entry added after the configured threshold and
every entry rejected after the configured limit causes a warning message to be logged. By configuring a
log interval, you can throttle the amount of system log warning messages generated for MLD multicast
group joins.

To limit multicast group joins on an MLD logical interface:

1. Access the logical interface at the MLD protocol hierarchy level.

[edit]
user@host# edit protocols mld interface interface-name

2. Specify the group limit for the interface.

[edit protocols mld interface interface-name]
user@host# set group-limit limit

3. (Optional) Configure the threshold at which a warning message is logged.



[edit protocols mld interface interface-name]
user@host# set group-threshold value

4. (Optional) Configure the amount of time between log messages.

[edit protocols mld interface interface-name]
user@host# set log-interval seconds

To confirm your configuration, use the show protocols mld command. To verify the operation of MLD on
the interface, including the configured group limit and the optional warning threshold and interval between
log messages, use the show mld interface command.

SEE ALSO
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Disabling MLD

To disable MLD on an interface, include the disable statement:

interface interface-name {
disable;

You can include this statement at the following hierarchy levels:

o [edit protocols mld]

o [edit logical-systems logical-system-name protocols mid]

SEE ALSO
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Release History Table

Release Description

12.2 Beginning with Junos OS 12.2, you can optionally configure a system log warning threshold
for MLD multicast group joins received on the logical interface.
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Understanding Distributed IGMP
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By default, Internet Group Management Protocol (IGMP) processing takes place on the Routing Engine
for MX Series routers. This centralized architecture may lead to reduced performance in scaled environments
or when the Routing Engine undergoes CLI changes or route updates. You can improve system performance
for IGMP processing by enabling distributed IGMP, which utilizes the Packet Forwarding Engine to maintain
a higher system-wide processing rate for join and leave events.

Distributed IGMP Overview

Distributed IGMP works by moving IGMP processing from the Routing Engine to the Packet Forwarding
Engine. When distributed IGMP is not enabled, IGMP processing is centralized on the routing protocol
process (rpd) running on the Routing Engine. When you enable distributed IGMP, join and leave events
are processed across Modular Port Concentrators (MPCs) on the Packet Forwarding Engine. Because join
and leave processing is distributed across multiple MPCs instead of being processed through a centralized
rpd on the Routing Engine, performance improves and join and leave latency decreases.

When you enable distributed IGMP, each Packet Forwarding Engine processes reports and generates
gueries, maintains local group membership to the interface mapping table and updates the forwarding
state based on this table, runs distributed IGMP independently, and implements the group-policy and
ssm-map-policy IGMP interface options.

NOTE: Information from group-policy and ssm-map-policy IGMP interface options passes from
the Routing Engine to the Packet Forwarding Engine.

When you enable distributed IGMP, the rpd on the Routing Engine synchronizes all IGMP configurations
(including global and interface-level configurations) from the rpd to each Packet Forwarding Engine, runs



passive IGMP on distributed interfaces, and notifies Protocol Independent Multicast (PIM) of all group
memberships per distributed IGMP interface.

Guidelines for Configuring Distributed IGMP

Consider the following guidelines when you configure distributed IGMP on an MX Series router with MPCs:

e Distributed IGMP increases network performance by reducing the maximum join and leave latency and
by increasing join and leave events.

NOTE: Join and leave latency may increase if multicast traffic is not preprovisioned and
destined for an MX Series router when a join or leave event is received from a client interface.

o Distributed IGMP is supported for Ethernet interfaces. It does not improve performance on PIM interfaces.

e Startingin Junos OS release 18.2, distributed IGMP is supported on aggregated Ethernet interfaces, and
for enhanced subscriber management. As such, IGMP processing for subscriber flows is moved from
the Routing Engine to the Packet Forwarding Engine of supported line cards. Multicast groups can be
comprised of mixed receivers, that is, some centralized IGMP and some distributed IGMP.

¢ You can reduce initial join delays by enabling Protocol Independent Multicast (PIM) static joins or IGMP
static joins. You can reduce initial delays even more by preprovisioning multicast traffic. When you
preprovision multicast traffic, MPCs with distributed IGMP interfaces receive multicast traffic.

e For distributed IGMP to function properly, you must enable enhanced IP network services on a
single-chassis MX Series router. Virtual Chassis is not supported.

e When you enable distributed IGMP, the following interface options are not supported on the Packet
Forwarding Engine: oif-map, group-limit, ssm-map, and static. The traceoptions and accounting
statements can only be enabled for IGMP operations still performed on the Routing Engine; they are
not supported on the Packet Forwarding Engine. The clear igmp membership command is not supported
when distributed IGMP is enabled.

Release History Table

Release Description

18.2 Starting in Junos OS release 18.2, distributed IGMP is supported on aggregated Ethernet interfaces,
and for enhanced subscriber management. As such, IGMP processing for subscriber flows is moved
from the Routing Engine to the Packet Forwarding Engine of supported line cards. Multicast groups
can be comprised of mixed receivers, that is, some centralized IGMP and some distributed IGMP.
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For general information about IGMP, see the Multicast Protocols User Guide

Enabling Distributed IGMP
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Enabling Distributed IGMP on Static Interfaces | 87
Enabling Distributed IGMP on Dynamic Interfaces | 88
Configuring Multicast Traffic for Distributed IGMP | 88

Configuring distributed IGMP improves performance by reducing join and leave latency. This works by
moving IGMP processing from the Routing Engine to the Packet Forwarding Engine. In contrast to centralized
IGMP processing on the Routing Engine, the Packet Forwarding Engine disperses traffic across multiple
Modular Port Concentrators (MPCs).

You can enable distributed IGMP on static interfaces or dynamic interfaces. As a prerequisite, you must
enable enhanced IP network services on a single-chassis MX Series router.

Enabling Distributed IGMP on Static Interfaces

You can enable distributed IGMP on a static interface by configuring enhanced IP network services and
including the distributed statement at the [edit protocols igmp interface interface-name] hierarchy level.
Enhanced IP network services must be enabled (at the [chassis network-services enhanced-ip] hierarchy).

To enable distributed IGMP on a static interface:

1. Configure the IGMP static interface.

[edit protocols igmp ]
user@host# set interface interface-name

2. Enable distributed IGMP on a static interface.

[edit protocols igmp interface interface-name]



user@host# set distributed

3. Commit the configuration.

Enabling Distributed IGMP on Dynamic Interfaces

You can enable distributed IGMP on a dynamic interface by configuring enhanced IP network services and
including the distributed statement at the [edit dynamic profiles profile-name protocols] hierarchy level.
Enhanced IP network services must be enabled (at the [chassis network-services enhanced-ip] hierarchy).

1. Configure the IGMP interface.

[edit dynamic profiles profile-name protocols]
user@host# set interface $junos-interface-name

2. Enable distributed IGMP on a dynamic interface.

[edit dynamic profiles profile-name protocols interface $junos-interface-name]
user@host# set distributed

3. Commit the configuration.

Configuring Multicast Traffic for Distributed IGMP

Configuring static source and group (S,G) addresses for distributed IGMP reduces join delays and sends
multicast traffic to the last-hop router. You can configure static multicast groups (S,G) for distributed IGMP
at the [edit protocols pim] hierarchy level. You can issue the distributed keyword at one of the following
three hierarchy levels:

o [edit protocols pim static]

Issuing the distributed keyword at this hierarchy level enables static joins for specific multicast (S,G)
groups and preprovisions all of them so that all distributed IGMP Packet Forwarding Engines receive
traffic.

o [edit protocols pim static group multicast-group-address]

Issuing the distributed keyword at this hierarchy level enables static joins for multicast (S,G) groups so
that all distributed IGMP Packet Forwarding Engines receive traffic and preprovisions a specific multicast
group address (G).

o [edit protocols pim static group multicast-group-address source source-address]



Issuing the distributed keyword at this hierarchy level enables static joins for multicast (S,G) groups so
that all Packet Forwarding Engines receive traffic, but preprovisions a specific multicast (S,G) group.

To configure static multicast (S,G) addresses for distributed IGMP:

1. Configure static PIM.

[edit protocols pim]
user@host# set static

2. (Optional) Enable static joins for specific (S,G) addresses and preprovision all of them so that all
distributed IGMP Packet Forwarding Engines receive traffic. In the example, multicast traffic for all of
the groups (225.0.0.1, 10.10.10.1), (225.0.0.1, 10.10.10.2), and (225.0.0.2, *) is preprovisioned.

[edit protocols pim]

user@host# set protocols pim static distributed

user@host# set protocols pim static group 225.0.0.1 source 10.10.10.1
user@host# set protocols pim static group225.0.0.1 source10.10.10.2
user@host# set protocols pim static group 225.0.0.2

3. (Optional) Enable static joins for specific multicast (S,G) groups so that all distributed IGMP Packet
Forwarding Engines receive traffic and preprovision a specific multicast group address (G). In the
example, multicast traffic for groups (225.0.0.1, 10.10.10.1) and (225.0.0.1, 10.10.10.2) is preprovisioned,
but group (225.0.0.2, *) is not preprovisioned.

[edit protocols pim]

user@host# set protocols pim static

user@host# set protocols pim static group 225.0.0.1 distributed
user@host# set protocols pim static group 225.0.0.1 source10.10.10.1
user@host# set protocols pim static group 225.0.0.1 source10.10.10.2
user@host# set protocols pim static group 225.0.0.2

4. (Optional) Enable a static join for specific multicast (S,G) groups so that all Packet Forwarding Engines
receive traffic, but preprovision only one specific multicast address group. In the example, multicast
traffic for group (225.0.0.1, 10.10.10.1) is preprovisioned, but all other groups are not preprovisioned.

[edit protocols pim]

user@host# set protocols pim static

user@host# set protocols pim static group 225.0.0.1

user@host# set protocols pim static group 225.0.0.1 source 10.10.10.1 distributed
user@host# set protocols pim static group225.0.0.1 source10.10.10.2



user@host# set protocols pim static group 225.0.0.2

5. Commit the configuration.

SEE ALSO

Configuring Dynamic DHCP Client Access to a Multicast Network
For information about enabling IGMP, see “Enabling IGMP” in the Multicast Protocols User Guide

For general information about configuring IGMP, see the Multicast Protocols User Guide
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Internet Group Management Protocol (IGMP) snooping constrains the flooding of IPv4 multicast traffic
on VLANSs on a device. With IGMP snooping enabled, the device monitors IGMP traffic on the network
and uses what it learns to forward multicast traffic to only the downstream interfaces that are connected
to interested receivers. The device conserves bandwidth by sending multicast traffic only to interfaces
connected to devices that want to receive the traffic, instead of flooding the traffic to all the downstream
interfaces in a VLAN.

Benefits of IGMP Snooping

o Optimized bandwidth utilization—IGMP snooping’s main benefit is to reduce flooding of packets. The
device selectively forwards IPv4 multicast data to a list of ports that want to receive the data instead of
flooding it to all ports in a VLAN.

o Improved security—Prevents denial of service attacks from unknown sources.

How IGMP Snooping Works

Devices usually learn unicast MAC addresses by checking the source address field of the frames they
receive and then send any traffic for that unicast address only to the appropriate interfaces. However, a
multicast MAC address can never be the source address for a packet. As a result, when a device receives
traffic for a multicast destination address, it floods the traffic on the relevant VLAN, sending a significant
amount of traffic for which there might not necessarily be interested receivers.

IGMP snooping prevents this flooding. When you enable IGMP snooping, the device monitors IGMP
packets between receivers and multicast routers and uses the content of the packets to build a multicast
forwarding table—a database of multicast groups and the interfaces that are connected to members of
the groups. When the device receives multicast packets, it uses the multicast forwarding table to selectively
forward the traffic to only the interfaces that are connected to members of the appropriate multicast
groups.

On EX Series and QFX Series switches that do not support the Enhanced Layer 2 Software (ELS)
configuration style, IGMP snooping is enabled by default on all VLANSs (or only on the default VLAN on
some devices) and you can disable it selectively on one or more VLANSs. On all other devices, you must
explicitly configure IGMP snooping on a VLAN or in a bridge domain to enable it.

NOTE: You can't configure IGMP snooping on a secondary (private) VLAN (PVLAN). However,
starting in Junos OS Release 18.3R1 on EX4300 switches and EX4300 Virtual Chassis, and Junos
OS Release 19.2R1 on EX4300 multigigabit switches, when you enable IGMP snooping on a
primary VLAN, you also implicitly enable it on any secondary VLANs defined for that primary
VLAN. See “IGMP Snooping on Private VLANs (PVLANS)” on page 97 for details.



How IGMP Snooping Works with Routed VLAN Interfaces

The device can use a routed VLAN interface (RVI) to forward traffic between VLANS in its configuration.
IGMP snooping works with Layer 2 interfaces and RVIs to forward multicast traffic in a switched network.

When the device receives a multicast packet, its Packet Forwarding Engines perform a multicast lookup
on the packet to determine how to forward the packet to its local interfaces. From the results of the lookup,
each Packet Forwarding Engine extracts a list of Layer 3 interfaces that have ports local to the Packet
Forwarding Engine. If the list includes an RVI, the device provides a bridge multicast group ID for the RVI
to the Packet Forwarding Engine.

For VLANSs that include multicast receivers, the bridge multicast ID includes a sub-next-hop ID, which
identifies the Layer 2 interfaces in the VLAN that are interested in receiving the multicast stream. The
Packet Forwarding Engine then forwards multicast traffic to bridge multicast IDs that have multicast
receivers for a given multicast group.

IGMP Message Types

Multicast routers use IGMP to learn which groups have interested listeners for each of their attached
physical networks. In any given subnet, one multicast router acts as an IGMP querier. The IGMP querier
sends out the following types of queries to hosts:

e General query—Asks whether any host is listening to any group.

o Group-specific query—(IGMPv2 and IGMPv3 only) Asks whether any host is listening to a specific
multicast group. This query is sent in response to a host leaving the multicast group and allows the router
to quickly determine if any remaining hosts are interested in the group.

¢ Group-and-source-specific query—(IGMPv3 only) Asks whether any host is listening to group multicast
traffic from a specific multicast source. This query is sent in response to a host indicating that it is not
longer interested in receiving group multicast traffic from the multicast source and allows the router to
quickly determine any remaining hosts are interested in receiving group multicast traffic from that source.

Hosts that are multicast listeners send the following kinds of messages:

e Membership report—Indicates that the host wants to join a particular multicast group.

o Leave report—(IGMPv2 and IGMPv3 only) Indicates that the host wants to leave a particular multicast
group.

How Hosts Join and Leave Multicast Groups

Hosts can join multicast groups in two ways:

¢ By sending an unsolicited IGMP join message to a multicast router that specifies the IP multicast group
the host wants to join.



¢ By sending an IGMP join message in response to a general query from a multicast router.

A multicast router continues to forward multicast traffic to a VLAN provided that at least one host on that
VLAN responds to the periodic general IGMP queries. For a host to remain a member of a multicast group,
it must continue to respond to the periodic general IGMP queries.

Hosts can leave a multicast group in either of two ways:

¢ By not responding to periodic queries within a particular interval of time, which is considered a “silent
leave.” This is the only leave method for IGMPv1 hosts.

e By sending a leave report. This method can be used by IGMPv2 and IGMPv3 hosts.

Support for IGMPv3 Multicast Sources

In IGMPvV3, a host can send a membership report that includes a list of source addresses. When the host
sends a membership report in INCLUDE mode, the host is interested in group multicast traffic only from
those sources in the source address list. If host sends a membership report in EXCLUDE mode, the host
is interested in group multicast traffic from any source except the sources in the source address list. A host
can also send an EXCLUDE report in which the source-list parameter is empty, which is known as an
EXCLUDE NULL report. An EXCLUDE NULL report indicates that the host wants to join the multicast
group and receive packets from all sources.

Devices that support IGMPv3 process INCLUDE and EXCLUDE membership reports, and most devices
forward source-specific multicast (SSM) traffic only from requested sources to subscribed receivers
accordingly. However, you might see the device doesn't strictly forward multicast traffic on a per-source
basis in some configurations such as:

e EX Series and QFX Series switches that do not use the Enhanced Layer 2 Software (ELS) configuration
style

e EX2300 and EX3400 switches running Junos OS Releases prior to 18.1R2

e EX4300 switches running Junos OS Releases prior to 18.2R1, 18.1R2, 17.4R2, 17.3R3, 17.2R3, and
14.1X53-D47

e SRX Series Services Gateways

In these cases, the device might consolidate all INCLUDE and EXCLUDE mode reports they receive on a
VLAN for a specified group into a single route that includes all multicast sources for that group, with the
next hop representing all interfaces that have interested receivers for the group. As a result, interested
receivers on the VLAN can receive traffic from a source that they did not include in their INCLUDE report
or from a source they excluded in their EXCLUDE report. For example, if Host 1 wants traffic for G from
Source A and Host 2 wants traffic for group G from Source B, they both receive traffic for group G regardless
of whether A or B sends the traffic.



IGMP Snooping and Forwarding Interfaces

To determine how to forward multicast traffic, the device with IGMP snooping enabled maintains information
about the following interfaces in its multicast forwarding table:

e Multicast-router interfaces—These interfaces lead toward multicast routers or IGMP queriers.

e Group-member interfaces—These interfaces lead toward hosts that are members of multicast groups.

The device learns about these interfaces by monitoring IGMP traffic. If an interface receives IGMP queries
or Protocol Independent Multicast (PIM) updates, the device adds the interface to its multicast forwarding
table as a multicast-router interface. If an interface receives membership reports for a multicast group,
the device adds the interface to its multicast forwarding table as a group-member interface.

Learned interface table entries age out after a time period. For example, if a learned multicast-router
interface does not receive IGMP queries or PIM hellos within a certain interval, the device removes the
entry for that interface from its multicast forwarding table.

NOTE: For the device to learn multicast-router interfaces and group-member interfaces, the
network must include an IGMP querier. This is often in a multicast router, but if there is no
multicast router on the local network, you can configure the device itself to be an IGMP querier.

You can statically configure an interface to be a multicast-router interface or a group-member interface.
The device adds a static interface to its multicast forwarding table without having to learn about the
interface, and the entry in the table is not subject to aging. A device can have a mix of statically configured
and dynamically learned interfaces.

General Forwarding Rules

An interface in a VLAN with IGMP snooping enabled receives multicast traffic and forwards it according
to the following rules.

IGMP traffic:

e Forward IGMP general queries received on a multicast-router interface to all other interfaces in the
VLAN.

e Forward IGMP group-specific queries received on a multicast-router interface to only those interfaces
in the VLAN that are members of the group.

e Forward IGMP reports received on a host interface to multicast-router interfaces in the same VLAN,
but not to the other host interfaces in the VLAN.



Multicast traffic that is not IGMP traffic:

e Flood multicast packets with a destination address of 233.252.0.0/24 to all other interfaces on the
VLAN.

e Forward unregistered multicast packets (packets for a group that has no current members) to all
multicast-router interfaces in the VLAN.

e Forward registered multicast packets to those host interfaces in the VLAN that are members of the
multicast group and to all multicast-router interfaces in the VLAN.

Using the Device as an IGMP Querier

With IGMP snooping on a pure Layer 2 local network (that is, Layer 3 is not enabled on the network), if
the network doesn’t include a multicast router, multicast traffic might not be properly forwarded through
the network. You might see this problem if the local network is configured such that multicast traffic must
be forwarded between devices in order to reach a multicast receiver. In this case, an upstream device does
not forward multicast traffic to a downstream device (and therefore to the multicast receivers attached
to the downstream device) because the downstream device does not forward IGMP reports to the upstream
device. You can solve this problem by configuring one of the devices to be an IGMP querier. The IGMP
querier device sends periodic general query packets to all the devices in the network, which ensures that
the snooping membership tables are updated and prevents multicast traffic loss.

If you configure multiple devices to be IGMP queriers, the device with the lowest (smallest) IGMP querier
source address takes precedence and acts as the querier. The devices with higher IGMP querier source
addresses stop sending IGMP queries unless they do not receive IGMP queries for 255 seconds. If the
device with a higher IGMP querier source address does not receive any IGMP queries during that period,
it starts sending queries again.

NOTE: QFabric systems in Junos OS Release 14.1X53-D15 support the igmp-querier statement,
but do not support this statement in Junos OS 15.1.

To configure a device to act as an IGMP querier, enter the following:

[edit protocols]

user@host# set igmp-snooping vlan vlan-name |12-querier source-address source address
To configure a QFabric Node device switch to act as an IGMP querier, enter the following:

[edit protocols]
user@host# set igmp-snooping vlan vian-name igmp-querier source-address source address



IGMP Snooping on Private VLANs (PVLANS)

A PVLAN consists of secondary isolated and community VLANs configured within a primary VLAN. Without
IGMP snooping support on the secondary VLANSs, multicast streams received on the primary VLAN are
flooded to the secondary VLANSs.

Starting in Junos OS Release 18.3R1, EX4300 switches and EX4300 Virtual Chassis support IGMP snooping
with PVLANS. Starting in Junos OS Release 19.2R1, EX4300 multigigabit model switches support IGMP
snooping with PVLANs. When you enable IGMP snooping on a primary VLAN, you also implicitly enabled
it on all secondary VLANSs. The device learns and stores multicast group information on the primary VLAN,
and also learns the multicast group information on the secondary VLANSs in the context of the primary
VLAN. As a result, the device further constrains multicast streams only to interested receivers on secondary
VLANSs, rather than flooding the traffic in all secondary VLANS.

The CLI prevents you from explicitly configuring IGMP snooping on secondary isolated or community
VLANSs. You only need to configure IGMP snooping on the primary VLAN under which the secondary
VLANSs are defined. For example, for a primary VLAN vlan-pri with a secondary isolated VLAN vlan-iso
and a secondary community VLAN vlan-comm:

set vlans vlan-pri vlan-id 100

set vlans vlan-pri isolated-vlan vlan-iso
set vlans vlan-pri community-vlans vlan-comm
set vlans vlan-iso vlan-id 300

set vlans vlan-iso private-vlan isolated

set vlans vlan-comm vlan-id 200

set vlans vlan-comm private-vlan community
set protocols igmp-snooping vlan vlan-pri

IGMP reports and leave messages received on secondary VLAN ports are learned in the context of the
primary VLAN. Promiscuous trunk ports or inter-switch links acting as multicast router interfaces for the
PVLAN receive incoming multicast data streams from multicast sources and forward them only to the
secondary VLAN ports with learned multicast group entries.

This feature does not support secondary VLAN ports as multicast router interfaces. The CLI does not
strictly prevent you from statically configuring an interface on a community VLAN as a multicast router
port, but IGMP snooping does not work properly on PVLANSs with this configuration. When IGMP snooping
is configured on a PVLAN, the switch also automatically disables dynamic multicast router port learning
on any isolated or community VLAN interfaces. IGMP snooping with PVLANSs also does not support
configurations with an IGMP querier on isolated or community VLAN interfaces.

See Understanding Private VLANs and Creating a Private VLAN Spanning Multiple EX Series Switches with ELS
Support (CLI Procedure) for details on configuring PVLANS.



Release History Table

Release Description

19.2R1 Starting in Junos OS Release 19.2R1, EX4300 multigigabit model switches support IGMP
snooping with PVLANSs.

18.3R1 Starting in Junos OS Release 18.3R1, EX4300 switches and EX4300 Virtual Chassis support
IGMP snooping with PVLANS.

14.1X53-D15 QFabric systems in Junos OS Release 14.1X53-D15 support the igmp-querier statement,
but do not support this statement in Junos OS 15.1.
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Internet Group Management Protocol (IGMP) snooping constrains multicast traffic in a broadcast domain
to interested receivers and multicast devices. In an environment with a significant volume of multicast
traffic, using IGMP snooping preserves bandwidth because multicast traffic is forwarded only on those
interfaces where there are IGMP listeners.

Starting with Junos OS Release 17.2R1, QFX10000 switches support IGMP snooping in an Ethernet VPN
(EVPN)-Virtual Extensible LAN (VXLAN) edge-routed bridging overlay (EVPN-VXLAN topology with a
collapsed IP fabric).

Starting with Junos OS Release 17.3R1, QFX10000 switches support the exchange of traffic between
multicast sources and receivers in an EVPN-VXLAN edge-routed bridging overlay, which uses IGMP, and
sources and receivers in an external Protocol Independent Multicast (PIM) domain. A Layer 2 multicast
VLAN (MVLAN) and associated IRB interfaces enable the exchange of multicast traffic between these two
domains.

IGMP snooping support in an EVPN-VXLAN network is available on the following switches in the QFX5000
line. In releases up until Junos OS Releases 18.4R2 and 19.1R2, with IGMP snooping enabled, these
switches only constrain flooding for multicast traffic coming in on the VXLAN tunnel network ports; they
still flood multicast traffic coming in from an access interface to all other access and network interfaces:

e Starting with Junos OS Release 18.1R1, QFX5110 switches support IGMP snooping in an EVPN-VXLAN
centrally-routed bridging overlay (EVPN-VXLAN topology with a two-layer IP fabric).

e Starting with Junos OS Release 18.4R2 (but not Junos OS Releases 19.1R1 and 19.2R1), QFX5120-48Y
switches support IGMP snooping in an EVPN-VXLAN centrally-routed bridging overlay.

e Starting with Junos OS Release 19.1R1, QFX5120-32C switches support IGMP snooping in an
EVPN-VXLAN centrally-routed bridging overlay.

e Starting in Junos OS Releases 18.4R2 and 19.1R2, selective multicast forwarding is enabled by default
on QFX5110 and QFX5120 when you configure IGMP snooping in EVPN-VXLAN networks, further
constraining multicast traffic flooding. With IGMP snooping and selective multicast forwarding, these
switches send the multicast traffic only to interested receivers in both the EVPN core and on the access
side for multicast traffic coming in either from an access interface or an EVPN network interface.

Starting with Junos OS Release 19.3R1, EX9200 switches, MX Series routers, and vMX virtual routers
support IGMP version 2 (IGMPv2) and IGMP version 3 (IGMPv3), IGMP snooping, selective multicast
forwarding, external PIM gateways, and external multicast routers with an EVPN-VXLAN centrally-routed
bridging overlay.



NOTE:
Unless called out explicitly, the information in this topic applies to IGMPv2 and IGMPv3 and the
following IP fabric architectures:

o EVPN-VXLAN edge-routed bridging overlay
e EVPN-VXLAN centrally-routed bridging overlay

NOTE: On a Juniper Networks switching device, for example, a QFX10000 switch, you can
configure a VLAN. On a Juniper Networks routing device, for example, an MX480 router, you
can configure the same entity, which is called a bridge domain. To keep things simple, this topic
uses the term VLAN when referring to the same entity configured on both Juniper Networks
switching and routing devices.

Benefits of Multicast Forwarding with IGMP Snooping in an EVPN-VXLAN Environment

¢ In an environment with a significant volume of multicast traffic, using IGMP snooping constrains multicast
traffic in a VLAN to interested receivers and multicast devices, which conserves network bandwidth.

e Synchronizing the IGMP state among all EVPN devices for multihomed receivers ensures that all
subscribed listeners receive multicast traffic, even in cases such as the following:

o IGMP membership reports for a multicast group might arrive on an EVPN device that is not the Ethernet
segment’s designated forwarder (DF).

o An IGMP message to leave a multicast group arrives at a different EVPN device than the EVPN device
where the corresponding join message for the group was received.

e Selective multicast forwarding conserves bandwidth usage in the EVPN core and reduces the load on
egress EVPN devices that do not have listeners.

e The support of external PIM gateways enables the exchange of multicast traffic between sources and
listeners i