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Use this guide to configure, monitor, and manage the IPsec VPN feature in Junos OS on SRX Series devices
to enable secure communications across a public WAN such as the Internet.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product

documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load merge relative
command. These commands cause the software to merge the incoming configuration into the current
candidate configuration. The example does not become active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple hierarchies), the example
is a full example. In this case, use the load merge command.


https://www.juniper.net/documentation/
https://www.juniper.net/books

If the example configuration does not start at the top level of the hierarchy, the example is a snippet. In
this case, use the load merge relative command. These procedures are described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following configuration to a file and name the file ex-script.conf. Copy the
ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;

2. Merge the contents of the file into your routing platform configuration by issuing the load merge

configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf

load complete



Merging a Snippet

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into a text file, save the
file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file ex-script-snippet.conf. Copy the
ex-script-snippet.conf file to the /var/tmp directory on your routing platform.

commit §
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following configuration mode
command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing the load merge
relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxiv defines notice icons used in this guide.


https://www.juniper.net/techpubs/content-applications/cli-explorer/junos/

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page xxiv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fixed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user@host> show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.


https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf
https://www.juniper.net/support/warranty/
https://www.juniper.net/customers/support/
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A VPN is a private network that uses a public network to connect two or more remote sites. Instead of
using dedicated connections between networks, VPNs use virtual connections routed (tunneled) through
public networks. IPsec VPN is a protocol, consists of set of standards used to establish a VPN connection.
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A VPN provides a means by which remote computers communicate securely across a public WAN such
as the Internet.

A VPN connection can link two LANSs (site-to-site VPN) or a remote dial-up user and a LAN. The traffic
that flows between these two points passes through shared resources such as routers, switches, and other
network equipment that make up the public WAN. To secure VPN communication while passing through
the WAN, the two participants create an IP Security (IPsec) tunnel.

NOTE: The term tunnel does not denote tunnel mode (see “Packet Processing in Tunnel Mode”
on page 41). Instead, it refers to the IPsec connection.

IPsec is a suite of related protocols for cryptographically securing communications at the IP Packet Layer.
IPsec also provides methods for the manual and automatic negotiation of security associations (SAs) and
key distribution, all the attributes for which are gathered in a domain of interpretation (DOI). The IPsec
DOl is a document containing definitions for all the security parameters required for the successful
negotiation of a VPN tunnel—essentially, all the attributes required for SA and IKE negotiations. See RFC
2407 and RFC 2408 for more information.

This topic includes the following sections:

Security Associations

A security association (SA) is a unidirectional agreement between the VPN participants regarding the
methods and parameters to use in securing a communication channel. Full bidirectional communication
requires at least two SAs, one for each direction. Through the SA, an IPsec tunnel can provide the following
security functions:

e Privacy (through encryption)
¢ Content integrity (through data authentication)

e Sender authentication and—if using certificates—nonrepudiation (through data origin authentication)

The security functions you employ depend on your needs. If you need only to authenticate the IP packet
source and content integrity, you can authenticate the packet without applying any encryption. On the
other hand, if you are concerned only with preserving privacy, you can encrypt the packet without applying
any authentication mechanisms. Optionally, you can both encrypt and authenticate the packet. Most
network security designers choose to encrypt, authenticate, and replay-protect their VPN traffic.



An IPsec tunnel consists of a pair of unidirectional SAs—one SA for each direction of the tunnel—that
specify the security parameter index (SPI), destination IP address, and security protocol (Authentication
Header [AH] or Encapsulating Security Payload [ESP] employed. An SA groups together the following
components for securing communications:

e Security algorithms and keys.

e Protocol mode, either transport or tunnel. Junos OS devices always use tunnel mode. (See “Packet
Processing in Tunnel Mode” on page 41.)

o Key-management method, either manual key or AutoKey IKE. (See “IPsec Key Management” on page 33.)

o SA lifetime.
For inbound traffic, Junos OS looks up the SA by using the following triplet:
e Destination IP address.

e Security protocol, either AH or ESP. (See “IPsec Security Protocols” on page 35.)

e Security parameter index (SPI) value.

For outbound VPN traffic, the policy invokes the SA associated with the VPN tunnel.

IPsec Key Management
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The distribution and management of keys are critical to using VPNs successfully. Junos OS supports IPsec
technology for creating VPN tunnels with three kinds of key creation mechanisms:

e Manual key

o AutoKey IKE with a preshared key or a certificate

You can choose your key creation mechanism—also called authentication method—during Phase 1 and
Phase 2 proposal configuration. See “IPsec Tunnel Negotiation” on page 37.

This topic includes the following sections:



Manual Key

With manual keys, administrators at both ends of a tunnel configure all the security parameters. This is a
viable technique for small, static networks where the distribution, maintenance, and tracking of keys are
not difficult. However, safely distributing manual-key configurations across great distances poses security
issues. Aside from passing the keys face-to-face, you cannot be completely sure that the keys have not
been compromised while in transit. Also, whenever you want to change the key, you are faced with the
same security issues as when you initially distributed it.

AutoKey IKE

When you need to create and manage numerous tunnels, you need a method that does not require you
to configure every element manually. IPsec supports the automated generation and negotiation of keys
and security associations using the Internet Key Exchange (IKE) protocol. Junos OS refers to such automated
tunnel negotiation as AutoKey IKE and supports AutoKey IKE with preshared keys and AutoKey IKE with
certificates.

o AutoKey IKE with preshared keys—Using AutoKey IKE with preshared keys to authenticate the participants
in an IKE session, each side must configure and securely exchange the preshared key in advance. In this
regard, the issue of secure key distribution is the same as that with manual keys. However, once
distributed, an autokey, unlike a manual key, can automatically change its keys at predetermined intervals
using the IKE protocol. Frequently changing keys greatly improves security, and automatically doing so
greatly reduces key-management responsibilities. However, changing keys increases traffic overhead;
therefore, changing keys too often can reduce data transmission efficiency.

NOTE: A preshared key is a key for both encryption and decryption, which both participants
must have before initiating communication.

o AutoKey IKE with certificates—When using certificates to authenticate the participants during an AutoKey
IKE negotiation, each side generates a public-private key pair and acquires a certificate. As long as the
issuing certificate authority (CA) is trusted by both sides, the participants can retrieve the peer’s public
key and verify the peer's signature. There is no need to keep track of the keys and SAs; IKE does it
automatically.

Diffie-Hellman Exchange

A Diffie-Hellman (DH) exchange allows participants to produce a shared secret value. The strength of the
technique is that it allows participants to create the secret value over an unsecured medium without
passing the secret value through the wire. The size of the prime modulus used in each group's calculation
differs as follows:

e DH Group 1—768-bit modulus

e DH Group 2—1024-bit modulus
e DH Group 5—1536-bit modulus



e DH Group 14—2048-bit modulus
DH Group 15—3072-bit modulus

DH Group 16—4096-bit modulus
DH Group 19—256-bit modulus elliptic curve

DH Group 20—384-bit modulus elliptic curve

DH Group 21—521-bit modulus elliptic curve
e DH Group 24—2048-bit modulus with 256-bit prime order subgroup

Starting in Junos OS Release 19.1R1, SRX5000 line of devices with SRX5K-SPC3 card support DH groups
15, 16, and 21.

NOTE: We do not recommend the use of DH groups 1, 2, and 5.

Because the modulus for each DH group is a different size, the participants must agree to use the same
group.

SEE ALSO

ipsec (Security) | 1416
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IPsec Security Protocols
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IPsec uses two protocols to secure communications at the IP layer:

o Authentication Header (AH)—A security protocol for authenticating the source of an IP packet and
verifying the integrity of its content



e Encapsulating Security Payload (ESP)—A security protocol for encrypting the entire IP packet (and
authenticating its content)

You can choose your security protocols—also called authentication and encryption algorithms—during Phase
2 proposal configuration. See “IPsec Tunnel Negotiation” on page 37.

For each VPN tunnel, both AH and ESP tunnel sessions are installed on Services Processing Units (SPUs)
and the control plane. Tunnel sessions are updated with the negotiated protocol after negotiation is
completed. For SRX5400, SRX5600, and SRX5800 devices, tunnel sessions on anchor SPUs are updated
with the negotiated protocol while non-anchor SPUs retain ESP and AH tunnel sessions. ESP and AH
tunnel sessions are displayed in the outputs for the show security flow session and show security flow
cp-session operational mode commands.

This topic includes the following sections:

AH Protocol

The Authentication Header (AH) protocol provides a means to verify the authenticity and integrity of the
content and origin of a packet. You can authenticate the packet by the checksum calculated through a
Hash Message Authentication Code (HMAC) using a secret key and either MD5 or SHA hash functions.

e Message Digest 5 (MD5)—An algorithm that produces a 128-bit hash (also called a digital signature or
message digest) from a message of arbitrary length and a 16-byte key. The resulting hash is used, like a
fingerprint of the input, to verify content and source authenticity and integrity.

e Secure Hash Algorithm (SHA)—An algorithm that produces a 160-bit hash from a message of arbitrary
length and a 20-byte key. It is generally regarded as more secure than MD5 because of the larger hashes
it produces. Because the computational processing is done in the ASIC, the performance cost is negligible.

NOTE: For more information on MD5 hashing algorithms, see RFC 1321 and RFC 2403. For
more information on SHA hashing algorithms, see RFC 2404. For more information on HMAC,
see RFC 2104.

ESP Protocol

The Encapsulating Security Payload (ESP) protocol provides a means to ensure privacy (encryption) and
source authentication and content integrity (authentication). ESP in tunnel mode encapsulates the entire
IP packet (header and payload) and then appends a new IP header to the now-encrypted packet. This new
IP header contains the destination address needed to route the protected data through the network. (See
“Packet Processing in Tunnel Mode” on page 41.)

With ESP, you can both encrypt and authenticate, encrypt only, or authenticate only. For encryption, you
can choose one of the following encryption algorithms:

¢ Data Encryption Standard (DES)—A cryptographic block algorithm with a 56-bit key.



e Triple DES (3DES)—A more powerful version of DES in which the original DES algorithm is applied in
three rounds, using a 168-bit key. DES provides significant performance savings but is considered
unacceptable for many classified or sensitive material transfers.

¢ Advanced Encryption Standard (AES)—An encryption standard which offers greater interoperability with
other devices. Junos OS supports AES with 128-bit, 192-bit, and 256-bit keys.

For authentication, you can use either MD5 or SHA algorithms.

NOTE: Even though it is possible to select NULL for encryption, it has been demonstrated that
IPsec might be vulnerable to attack under such circumstances. Therefore, we suggest that you
choose an encryption algorithm for maximum security.

IPsec Tunnel Negotiation

To establish an AutoKey IKE IPsec tunnel, two phases of negotiation are required:

¢ In Phase 1, the participants establish a secure channel in which to negotiate the IPsec security associations
(SAs).

e In Phase 2, the participants negotiate the IPsec SAs for encrypting and authenticating the ensuing
exchanges of user data.

For a manual key IPsec tunnel, because all the SA parameters have been previously defined, there is no
need to negotiate which SAs to use. In essence, the tunnel has already been established. When traffic
matches a policy using that manual key tunnel or when a route involves the tunnel, the Juniper Networks
device simply encrypts and authenticates the data, as you determined, and forwards it to the destination
gateway.

The remote IKE gateway address can be in any virtual routing (VR) instance. VR is determined during IKE
Phase 1 and Phase 2 negotiation. VR does not have to be configured in the IKE proposals. If the IKE
gateway interface is moved from one VR to another, the existing IKE Phase 1 and Phase 2 negotiations
for the IKE gateway are cleared, and new Phase 1 and Phase 2 negotiations are performed.



NOTE:
e On SRX Series devices, when you enable VPN, overlapping of IP addresses across virtual
routers is supported with the following limitations:

o An IKE external interface address cannot overlap with any other virtual router.
o An internal or trust interface address can overlap across virtual routers.

o An stO interface address cannot overlap in route-based VPN in point-to-multipoint tunnel
such as NHTB.

o An stO interface address can overlap in route-based VPN in point-to-point tunnel.

e The combinations of local IP addresses and remote gateway IP addresses of IPsec VPN tunnels
configured across VRs have to be unique.

o When the loopback interface is used as the IKE gateway external interface, the physical
interface for IKE negotiation should be in the same VR.

SEE ALSO

Example: Configuring a Policy-Based VPN | 644
Example: Configuring a Route-Based VPN | 142
proposal (Security IPsec) | 1471

authentication-algorithm (Security IPsec) | 1340

IPsec VPN Topologies on SRX Series Devices

The following are some of the IPsec VPN topologies that Junos operating system (OS) supports:

e Site-to-site VPNs—Connects two sites in an organization together and allows secure communications
between the sites.

o Hub-and-spoke VPNs—Connects branch offices to the corporate office in an enterprise network. You
can also use this topology to connect spokes together by sending traffic through the hub.

e Remote access VPNs—Allows users working at home or traveling to connect to the corporate office and
its resources. This topology is sometimes referred to as an end-to-site tunnel.



SEE ALSO

‘ Example: Configuring a Hub-and-Spoke VPN | 93

Comparison of Policy-Based VPNs and Route-Based VPNs

NOTE: Policy-based VPNs are only supported on SRX5400, SRX5600, and SRX5800 devices.
Platform support depends on the Junos OS release in your installation.

Table 3 on page 39 summarizes the differences between policy-based VPNs and route-based VPNs.

Table 3: Comparison Between Policy-Based VPNs and Route-Based VPNs

Policy-Based VPNs

In policy-based VPNs, a tunnel is treated as an object
that, together with source, destination, application,
and action, constitutes a tunnel policy that permits
VPN traffic.

A tunnel policy specifically references a VPN tunnel
by name.

The number of policy-based VPN tunnels that you can
create is limited by the number of tunnels that the
device supports.

With a policy-based VPN, although you can create
numerous tunnel policies referencing the same VPN
tunnel, each tunnel policy pair creates an individual
IPsec SA with the remote peer. Each SA counts as an
individual VPN tunnel.

In a policy-based VPN, the action must be permit and
must include a tunnel.

The exchange of dynamic routing information is not
supported in policy-based VPNs.

Route-Based VPNs

In route-based VPN, a policy does not specifically reference
a VPN tunnel.

A route determines which traffic is sent through the tunnel
based on a destination IP address.

The number of route-based VPN tunnels that you create is
limited by the number of stO interfaces (for point-to-point
VPNs) or the number of tunnels that the device supports,
whichever is lower.

Because the route, not the policy, determines which traffic
goes through the tunnel, multiple policies can be supported
with a single SA or VPN.

In a route-based VPN, the regulation of traffic is not coupled
to the means of its delivery.

Route-based VPNs support the exchange of dynamic routing
information through VPN tunnels. You can enable an instance
of a dynamic routing protocol, such as OSPF, on an stO
interface that is bound to a VPN tunnel.



Table 3: Comparison Between Policy-Based VPNs and Route-Based VPNs (continued)

Policy-Based VPNs Route-Based VPNs

If you need more granularity than a route can provide = Route-based VPNs uses routes to specify the traffic sent to
to specify the traffic sent to a tunnel, using a a tunnel; a policy does not specifically reference a VPN tunnel.
policy-based VPN with security policies is the best

choice.

With a policy-based VPN tunnel, you can consider a | When the security device does a route lookup to find the
tunnel as an element in the construction of a policy. | interface through which it must send traffic to reach an
address, it finds a route through a secure tunnel (stO) interface.

With a route-based VPN tunnel, you can consider a tunnel as
a means for delivering traffic, and can consider the policy as
a method for either permitting or denying the delivery of that
traffic.

SEE ALSO
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Understanding IKE and IPsec Packet Processing
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An IPsec VPN tunnel consists of tunnel setup and applied security. During tunnel setup, the peers establish
security associations (SAs), which define the parameters for securing traffic between themselves. (See
“IPsec VPN Overview” on page 31.) After the tunnel is established, IPsec protects the traffic sent between
the two tunnel endpoints by applying the security parameters defined by the SAs during tunnel setup.
Within the Junos OS implementation, IPsec is applied in tunnel mode, which supports the Encapsulating
Security Payload (ESP) and Authentication Header (AH) protocols.



This topic includes the following sections:

Packet Processing in Tunnel Mode

IPsec operates in one of two modes—transport or tunnel. When both ends of the tunnel are hosts, you
can use either mode. When at least one of the endpoints of a tunnel is a security gateway, such as a Junos
OS router or firewall, you must use tunnel mode. Juniper Networks devices always operate in tunnel mode
for IPsec tunnels.

In tunnel mode, the entire original IP packet—payload and header—is encapsulated within another IP
payload, and a new header is appended to it, as shown in Figure 1 on page 41. The entire original packet
can be encrypted, authenticated, or both. With the Authentication Header (AH) protocol, the AH and new
headers are also authenticated. With the Encapsulating Security Payload (ESP) protocol, the ESP header
can also be authenticated.

Figure 1: Tunnel Mode

Tunnel Mode - ESP New Header ESP Header Original Header Payload

L Encrypted ;
Authenticated —I

In a site-to-site VPN, the source and destination addresses used in the new header are the IP addresses
of the outgoing interface. See Figure 2 on page 42.



Figure 2: Site-to-Site VPN in Tunnel Mode
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In a dial-up VPN, there is no tunnel gateway on the VPN dial-up client end of the tunnel; the tunnel extends
directly to the client itself (see Figure 3 on page 43). In this case, on packets sent from the dial-up client,
both the new header and the encapsulated original header have the same IP address: that of the client’s
computer.

NOTE: Some VPN clients, such as the dynamic VPN client and Netscreen-Remote, use a virtual
inner IP address (also called a “sticky address”). Netscreen-Remote enables you to define the
virtual IP address. The dynamic VPN client uses the virtual IP address assigned during the XAuth
configuration exchange. In such cases, the virtual inner IP address is the source IP address in the
original packet header of traffic originating from the client, and the IP address that the ISP
dynamically assigns the dial-up client is the source IP address in the outer header.



Figure 3: Dial-Up VPN in Tunnel Mode
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IKE Packet Processing

When a cleartext packet arrives on a Juniper Networks device that requires tunneling, and no active
Phase 2 SA exists for that tunnel, Junos OS begins IKE negotiations and drops the packet. The source and
destination addresses in the IP packet header are those of the local and remote IKE gateways, respectively.
In the IP packet payload, there is a UDP segment encapsulating an ISAKMP (IKE) packet. The format for
IKE packets is the same for Phase 1 and Phase 2. See Figure 4 on page 44.

Meanwhile, the source host has sent the dropped packet again. Typically, by the time the second packet
arrives, IKE negotiations are complete, and Junos OS protects the packet and all subsequent packets in
the session—with IPsec before forwarding it.



Figure 4: IKE Packet for Phases 1 and 2
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The Next Payload field contains a number indicating one of the following payload types:

e 0002—SA Negotiation Payload contains a definition for a Phase 1 or Phase 2 SA.
e 0004—Proposal Payload can be a Phase 1 or Phase 2 proposal.

e 0008—Transform Payload gets encapsulated in a proposal payload that gets encapsulated in an SA
payload.



e 0010—Key Exchange (KE) Payload contains information necessary for performing a key exchange, such
as a DH public value.

e 0020—Identification (IDx) Payload.
¢ In Phase 1, IDii indicates the initiator ID, and IDir indicates the responder ID.
o In Phase 2, IDui indicates the user initiator, and IDur indicates the user responder.
The IDs are IKE ID types such as FQDN, U-FQDN, IP address, and ASN.1_DN.
e 0040—Certificate (CERT) Payload.
e 0080—Certificate Request (CERT_REQ) Payload.
e 0100—Hash (HASH) Payload contains the digest output of a particular hash function.
e 0200—Signature (SIG) Payload contains a digital signature.
e 0400—Nonce (Nx) Payload contains some pseudorandom information necessary for the exchange).
e 0800—Notify Payload.
e 1000—ISAKMP Delete Payload.

e 2000—Vendor ID (VID) Payload can be included anywhere in Phase 1 negotiations. Junos OS uses it to
mark support for NAT-T.

Each ISAKMP payload begins with the same generic header, as shown in Figure 5 on page 45.

Figure 5: Generic ISAKMP Payload Header
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There can be multiple ISAKMP payloads chained together, with each subsequent payload type indicated
by the value in the Next Header field. A value of 0000 indicates the last ISAKMP payload. See
Figure 6 on page 46 for an example.



Figure 6: ISAKMP Header with Generic ISAKMP Payloads

Initiatar's SPI
Responder's SPI (0000 for the first packet)
Mext Payload (0002 for 5A) | Maj Ver | MinVer Exchange Type Flags ISAKMP
| header
Message |D
Total Message Length
MNext Header )
(0004 for Transform) Reserved oA Payload Length o oad
— payloa
SA Payload
MNext Header ]
(0004 far Transfarm) Reserved Freooe)] g et LEngin _ Proposal
Proposal Payload payload
Next Header T
(0004 for Transform) Reserved Transform Payload Length e
— Transform
Transform Payload payload 5

IPsec Packet Processing

After IKE negotiations complete and the two IKE gateways have established Phase 1 and Phase 2 security
associations (SAs), all subsequent packets are forwarded using the tunnel. If the Phase 2 SA specifies the
Encapsulating Security Protocol (ESP) in tunnel mode, the packet looks like the one shown in

Figure 7 on page 47. The device adds two additional headers to the original packet that the initiating host
sends.

NOTE: Forinformation about ESP, see “ESP Protocol” on page 36. For information about tunnel
mode, see “Packet Processing in Tunnel Mode” on page 41.

As shown in Figure 7 on page 47, the packet that the initiating host constructs includes the payload, the
TCP header, and the inner IP header (IP1).



Figure 7: IPsec Packet—ESP in Tunnel Mode
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The router IP header (IP2), which Junos OS adds, contains the IP address of the remote gateway as the

destination IP address and the IP address of the local router as the source IP address. Junos OS also adds
an ESP header between the outer and inner IP headers. The ESP header contains information that allows
the remote peer to properly process the packet when it receives it. This is shown in Figure 8 on page 47.

Figure 8: Outer IP Header (IP2) and ESP Header
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The Next Header field indicates the type of data in the payload field. In tunnel mode, this value is 4,

indicating an IP packet is contained within the payload. See Figure 9 on page 48.

Figure 9: Inner IP Header (IP1) and TCP Header
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SEE ALSO
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‘ Example: Configuring a Route-Based VPN | 142

Understanding Phase 1 of IKE Tunnel Negotiation

IN THIS SECTION

Main Mode | 49

Aggressive Mode | 50

Phase 1 of an AutoKey Internet Key Exchange (IKE) tunnel negotiation consists of the exchange of proposals
for how to authenticate and secure the channel. The participants exchange proposals for acceptable
security services such as:

¢ Encryption algorithms—Data Encryption Standard (DES), triple Data Encryption Standard (3DES), and
Advanced Encryption Standard (AES). (See “IPsec VPN Overview” on page 31.)

¢ Authentication algorithms—Message Digest 5 (MD5 ) and Secure Hash Algorithm (SHA). (See “IPsec
VPN Overview” on page 31.)

¢ Diffie-Hellman (DH) group. (See “IPsec VPN Overview” on page 31.)

e Preshared key or RSA/DSA certificates. (See “IPsec VPN Overview” on page 31.)

A successful Phase 1 negotiation concludes when both ends of the tunnel agree to accept at least one set
of the Phase 1 security parameters proposed and then process them. Juniper Networks devices support
up to four proposals for Phase 1 negotiations, allowing you to define how restrictive a range of security

parameters for key negotiation you will accept. Junos OS provides predefined standard, compatible, and
basic Phase 1 proposal sets. You can also define custom Phase 1 proposals.

Phase 1 exchanges can take place in either main mode or aggressive mode. You can choose your mode
during IKE policy configuration.

This topic includes the following sections:

Main Mode

In main mode, the initiator and recipient send three two-way exchanges (six messages total) to accomplish
the following services:

o First exchange (messages 1 and 2)—Proposes and accepts the encryption and authentication algorithms.



e Second exchange (messages 3 and 4)—Executes a DH exchange, and the initiator and recipient each
provide a pseudorandom number.

o Third exchange (messages 5 and 6)—Sends and verifies the identities of the initiator and recipient.

The information transmitted in the third exchange of messages is protected by the encryption algorithm
established in the first two exchanges. Thus, the participants’ identities are encrypted and therefore not
transmitted “in the clear.”

Aggressive Mode

In aggressive mode, the initiator and recipient accomplish the same objectives as with main mode, but in
only two exchanges, with a total of three messages:

¢ First message—The initiator proposes the security association (SA), initiates a DH exchange, and sends
a pseudorandom number and its IKE identity.

NOTE: When configuring aggressive mode with multiple proposals for Phase 1 negotiations,
use the same DH group in all proposals because the DH group cannot be negotiated. Up to
four proposals can be configured.

e Second message—The recipient accepts the SA; authenticates the initiator; and sends a pseudorandom
number, its IKE identity, and, if using certificates, the recipient's certificate.

o Third message—The initiator authenticates the recipient, confirms the exchange, and, if using certificates,
sends the initiator's certificate.

Because the participants’ identities are exchanged in the clear (in the first two messages), aggressive mode
does not provide identity protection.

NOTE: Main and aggressive modes applies only to IKEv1 protocol. IKEv2 protocol does not
negotiate using main and aggressive modes.

SEE ALSO

Understanding IKE Phase 1 Configuration for Group VPNv1 | 882
proposal-set (Security IKE) | 1475
authentication-algorithm (Security IKE) | 1338

proposals (Security IKE) | 1473



‘ authentication-method | 1342

Understanding Phase 2 of IKE Tunnel Negotiation

IN THIS SECTION

Proxy IDs | 51
Perfect Forward Secrecy | 52

Replay Protection | 52

After the participants have established a secure and authenticated channel, they proceed through Phase 2,
in which they negotiate security associations (SAs) to secure the data to be transmitted through the IPsec
tunnel.

Similar to the process for Phase 1, the participants exchange proposals to determine which security
parameters to employ in the SA. A Phase 2 proposal also includes a security protocol—either Encapsulating
Security Payload (ESP) or Authentication Header (AH)—and selected encryption and authentication
algorithms. The proposal can also specify a Diffie-Hellman (DH) group, if Perfect Forward Secrecy (PFS)
is desired.

Regardless of the mode used in Phase 1, Phase 2 always operates in quick mode and involves the exchange
of three messages.

Juniper Networks devices support up to four proposals for Phase 2 negotiations, allowing you to define
how restrictive a range of tunnel parameters you will accept. Junos OS provides predefined standard,
compatible, and basic Phase 2 proposal sets. You can also define custom Phase 2 proposals.

This topic includes the following sections:

Proxy IDs

In Phase 2, the peers exchange proxy IDs. A proxy ID consists of a local and remote IP address prefix. The
proxy ID for both peers must match, which means that the local IP address specified for one peer must
be the same as the remote IP address specified for the other peer.



Perfect Forward Secrecy

PFS is a method for deriving Phase 2 keys independent from and unrelated to the preceding keys.
Alternatively, the Phase 1 proposal creates the key (the SKEYID_d key) from which all Phase 2 keys are
derived. The SKEYID_d key can generate Phase 2 keys with a minimum of CPU processing. Unfortunately,
if an unauthorized party gains access to the SKEYID_d key, all your encryption keys are compromised.

PFS addresses this security risk by forcing a new DH key exchange to occur for each Phase 2 tunnel. Using
PFS is thus more secure, although the rekeying procedure in Phase 2 might take slightly longer with PFS
enabled.

Replay Protection

A replay attack occurs when an unauthorized person intercepts a series of packets and uses them later
either to flood the system, causing a denial of service (DoS), or to gain entry to the trusted network. Junos
OS provides a replay protection feature that enables devices to check every IPsec packet to see if it has
been received previously. If packets arrive outside a specified sequence range, Junos OS rejects them. Use
of this feature does not require negotiation, because packets are always sent with sequence numbers. You
simply have the option of checking or not checking the sequence numbers.

SEE ALSO

proposal-set (Security IPsec) | 1479
Understanding IPsec SA Configuration for Group VPNv2 | 930
policy (Security IPsec) | 1459

perfect-forward-secrecy (Security IPsec) | 1452

Supported IPsec and IKE Standards

On routers equipped with one or more MS-MPCs, MS-MICs, or DPCs, the Canada and U.S. version of
Junos OS substantially supports the following RFCs, which define standards for IP Security (IPsec) and
Internet Key Exchange (IKE).

e RFC 2085, HMAC-MD?5 IP Authentication with Replay Prevention
RFC 2401, Security Architecture for the Internet Protocol (obsoleted by RFC 4301)

RFC 2402, IP Authentication Header (obsoleted by RFC 4302)

e RFC 2403, The Use of HMAC-MD5-96 within ESP and AH

RFC 2404, The Use of HMAC-SHA-1-96 within ESP and AH (obsoleted by RFC 4305)



RFC 2405, The ESP DES-CBC Cipher Algorithm With Explicit IV

RFC 2406, IP Encapsulating Security Payload (ESP) (obsoleted by RFC 4303 and RFC 4305)

RFC 2407, The Internet IP Security Domain of Interpretation for ISAKMP (obsoleted by RFC 4306)

RFC 2408, Internet Security Association and Key Management Protocol (ISAKMP) (obsoleted by RFC 4306)
RFC 2409, The Internet Key Exchange (IKE) (obsoleted by RFC 4306)

RFC 2410, The NULL Encryption Algorithm and Its Use With IPsec

RFC 2451, The ESP CBC-Mode Cipher Algorithms

RFC 2460, Internet Protocol, Version 6 (IPv6)

RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP

RFC 3193, Securing L2TP using IPsec

RFC 3280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
RFC 3602, The AES-CBC Cipher Algorithm and Its Use with IPsec

RFC 3948, UDP Encapsulation of IPsec ESP Packets

RFC 4106, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload (ESP)

RFC 4210, Internet X.509 Public Key Infrastructure Certificate Management Protocol (CMP)

RFC 4211, Internet X.509 Public Key Infrastructure Certificate Request Message Format (CRMF)

RFC 4301, Security Architecture for the Internet Protocol

RFC 4302, IP Authentication Header

RFC 43083, IP Encapsulating Security Payload (ESP)

RFC 4305, Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP)
and Authentication Header (AH)

RFC 4306, Internet Key Exchange (IKEv2) Protocol
RFC 4307, Cryptographic Algorithms for Use in the Internet Key Exchange Version 2 (IKEv2)
RFC 4308, Cryptographic Suites for IPsec

NOTE: Only Suite VPN-A is supported in Junos OS.

RFC 4754, IKE and IKEv2 Authentication Using the Elliptic Curve Digital Signature Algorithm (ECDSA)

RFC 4835, Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP)
and Authentication Header (AH)

RFC 5996, Internet Key Exchange Protocol Version 2 (IKEv2)



Junos OS partially supports the following RFCs for IPsec and IKE:

e RFC 3526, More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key Exchange (IKE)
e RFC 5114, Additional Diffie-Hellman Groups for Use with IETF Standards
e RFC 5903, Elliptic Curve Groups modulo a Prime (ECP Groups) for IKE and IKEv2

The following RFCs and Internet draft do not define standards, but provide information about IPsec, IKE,
and related technologies. The IETF classifies them as “Informational.”

RFC 2104, HMAC: Keyed-Hashing for Message Authentication
RFC 2412, The OAKLEY Key Determination Protocol

e RFC 3706, A Traffic-Based Method of Detecting Dead Internet Key Exchange (IKE) Peers

Internet draft draft-eastlake-sha2-02.txt, US Secure Hash Algorithms (SHA and HMAC-SHA) (expires July
2006)

SEE ALSO

Services Interfaces Overview for Routing Devices
MX Series 5G Universal Routing Platform Interface Module Reference

Accessing Standards Documents on the Internet

Understanding Distributed VPNs in SRX Series Services Gateways

In the SRX5400, SRX5600, and SRX5800 devices, IKE provides tunnel management for IPsec and
authenticates end entities. IKE performs a Diffie-Hellman (DH) key exchange to generate an IPsec tunnel
between network devices. The IPsec tunnels generated by IKE are used to encrypt, decrypt, and authenticate
user traffic between the network devices at the IP layer.

The VPN is created by distributing the IKE and IPsec workload among the multiple Services Processing
Units (SPUs) of the platform. For site-to-site tunnels, the least-loaded SPU is chosen as the anchor SPU.
If multiple SPUs have the same smallest load, any of them can be chosen as an anchor SPU. Here, load
corresponds to the number of site-to-site gateways or manual VPN tunnels anchored on an SPU. For
dynamic tunnels, the newly established dynamic tunnels employ a round-robin algorithm to select the
SPU.

In IPsec, the workload is distributed by the same algorithm that distributes the IKE. The Phase 2 SA for a
given VPN tunnel termination points pair is exclusively owned by a particular SPU, and all IPsec packets
belonging to this Phase 2 SA are forwarded to the anchoring SPU of that SA for IPsec processing.



Multiple IPsec sessions (Phase 2 SA) can operate over one or more IKE sessions. The SPU that is selected
for anchoring the IPsec session is based on the SPU that is anchoring the underlying IKE session. Therefore,
all IPsec sessions that run over a single IKE gateway are serviced by the same SPU and are not load-balanced
across several SPUs.

Table 4 on page 55 shows an example of an SRX5000 line device with three SPUs running seven IPsec
tunnels over three IKE gateways.

Table 4: Distribution of IKE and IPsec Sessions Across SPUs

SPU IKE Gateway IPsec Tunnel

SPUO IKE-1 IPsec-1
IPsec-2
IPsec-3

SPU1 IKE-2 IPsec-4
IPsec-5
IPsec-6

SPU2 IKE-3 IPsec-7

The three SPUs have an equal load of one IKE gateway each. If a new IKE gateway is created, SPUO, SPU1,
or SPU2 could be selected to anchor the IKE gateway and its IPsec sessions.

Setting up and tearing down existing IPsec tunnels does not affect the underlying IKE session or existing
IPsec tunnels.

Use the following show command to view the current tunnel count per SPU: show security ike tunnel-map.

Use the summary option of the command to view the anchor points of each gateway: show security ike
tunnel-map summary.

SEE ALSO



Understanding VPN Support for Inserting Services Processing Cards

SRX5400, SRX5600, and SRX5800 devices have a chassis-based distributed processor architecture. The
flow processing power is shared and is based on the number of Services Processing Cards (SPCs). You can
scale the processing power of the device by installing new SPCs.

In an SRX5400, SRX5600, or SRX5800 chassis cluster, you can insert new SPCs on the devices without
affecting or disrupting the traffic on the existing IKE or IPsec VPN tunnels. When you insert a new SPC
in each chassis of the cluster, the existing tunnels are not affected and traffic continues to flow without
disruption.

Starting in Junos OS Release 19.4R1, on all SRX5000 Series devices chassis cluster, you can insert a new
SRX5K-SPC3 (SPC3) or SRX5K-SPC-4-15-320 (SPC2) card to an existing chassis containing SPC3 card.
You can only insert the cards in a higher slot than the existing SPC3 card on the chassis. You must reboot
the node after the inserting SPC3 to activate the card. After the node reboot is complete, IPsec tunnels
are distributed to the cards.

However, existing tunnels cannot use the processing power of the Service Processing Units (SPUs) in the
new SPCs. A new SPU can anchor newly established site-to-site and dynamic tunnels. Newly configured
tunnels are not, however, guaranteed to be anchored on a new SPU.

Site-to-site tunnels are anchored on different SPUs based on a load-balancing algorithm. The load-balancing
algorithm is dependent on number flow threads each SPU is using. Tunnels belonging to the same local
and remote gateway IP addresses are anchored on the same SPU on different flow RT threads used by
the SPU. The SPU with the smallest load is chosen as the anchor SPU. Each SPU maintains number of flow
RT threads that are hosted in that particular SPU. The number of flow RT threads hosted on each SPU
vary based on the type of SPU.

Tunnel load factor = Number of tunnels anchored on the SPU / Total number of flow RT threads used by
the SPU.

Dynamic tunnels are anchored on different SPUs based on a round-robin algorithm. Newly configured
dynamic tunnels are not guaranteed to be anchored on the new SPC.

Starting in Junos OS Release 18.2R2 and 18.4R1, all the existing IPsec VPN features that are currently
supported on SRX5K-SPC3 (SPC3) only will be supported on SRX5400, SRX5600, and SRX5800 devices
when SRX5K-SPC-4-15-320 (SPC2) and SPC3 cards are installed and operating on the device in a chassis
cluster mode or in a standalone mode.

When both SPC2 and SPC3 cards are installed, you can verify the tunnel mapping on different SPUs using
the show security ipsec tunnel-distribution command.

Use the command show security ike tunnel-map to view the tunnel mapping on different SPUs with only
SPC2 card inserted. The command show security ike tunnel-map is not valid in an environment where
SPC2 and SPC3 cards are installed.



Inserting SPC3 Card: Guidelines and Limitations:
e In achassis cluster, if one of the nodes has 1 SPC3 card and the other node has 2 SPC3 cards, the failover
to the node that has 1 SPC3 card is not supported.

e You must insert the SPC3 or SPC2 in an existing chassis in a higher slot than a current SPC3 present in
a lower slot.

e For SPC3 ISHU to work, you must insert the new SPC3 card into the higher slot number.

e On SRX5800 chassis cluster, you must not insert the SPC3 card in the highest slot (slot no. 11) due to
the power and heat distribution limit.

o We do not support SPC3 hot removal.

SEE ALSO

‘ show security ike tunnel-map | 1683

Enabling IPsec VPN Feature Set on SRX5K-SPC3 Services Processing Card

SRX 5000 Series devices with SRX5K-SPC3 card requires junos-ike package to install and to enable any
of the IPsec VPN features. By default, Junos-ike package is included in Junos OS releases for SRX 5000
Series device , but not installed. You need to manually install the junos-ike package when a SPC3 card is
plugged in the SRX 5000 Series device chassis for the first time.

When SPC3 card is plugged into the device for the first time, the following command should be executed
to enable IPsec VPN feature support. For all the subsequent software upgrades of the device, the junos-ike
package is upgraded automatically from the new Junos OS releases that is being installed in the device.

user@host> request system software add optional://junos-ike.tgz

The above configuration is required only for the first time when SPC3 card is plugged in a SRX5000 Series
device.

NOTE: The CLI request system software add optional://junos-ike.tgz command should be
executed on both the nodes if a chassis cluster is enabled.

If junos-ike package is not added when SPC3 card is plugged in the chassis, you get the below syslog
warning.



WARNING: KMD_INSTALL_JUNOS_IKE: IPsec VPN functionality on SPC3 needs
A junos-ike pkg, Please execute on cli: request system software add
optional://junos-ike.tgz

You get the above syslog warning for every 60 seconds for 30 minutes. After the initial set of 30 syslog
warnings, you get the syslog warning once for every 24 hours.

For example:

Nov 19 17:25:15 <DUT-NAME> kmd[21236]: KMD_INSTALL_JUNOS_IKE: IPsec VPN functionality
on SPC3 needs junos-ike pkg, Please execute on cli: request system software add
optional://junos-ike.tgz

Nov 19 17:26:15 <DUT-NAME> kmd[21236]: KMD_INSTALL_JUNOS_IKE: IPsec VPN functionality
on SPC3 needs junos-ike pkg, Please execute on cli: request system software add

optional://junos-ike.tgz

On SRX5000 Series device, if you have already installed the junos-ike package, and later change the
hardware configuration to use only SPC2 cards, then you must uninstall the junos-ike package and reboot

the device. If you are operating your SRX Series device in chassis cluster mode, ensure that you uninstall
the junos-ike package on both nodes and reboot the nodes.

To uninstall the junos-ike package, use the following command from the operational mode:

user@host> request system software delete junos-ike

To check the installed junos-ike package, use the following command:

user@host> show version | grep ike

JUNOS ike [20190617.180318 builder_ junos 182 x41]
JUNOS ike [20190617.180318 builder_junos_ 182 x41]

{primary:nodeO}

IPsec VPN Configurations Not Supported with SRX5K-SPC3 Services Processing Card

Following IPsec VPN configurations are not supported with SRX5K-SPC3 services processing card:



o set security ipsec proposal <proposal name> lifetime-kilobytes
e set security ipsec vpn <vpn-name> manual

o Only set security ike traceoptions flag all configuration is supported. Other configurations under ike
traceoption flags are not supported.

¢ set security ike proposal <ike proposal name> authentication-method dsa-signatures
o set security ike policy <ike policy name> reauth-frequency

o set security ike policy <ike policy name> certificate policy-oids

¢ set security ike gateway <gateway name> advpn

o set security ike gateway <gateway name> dynamic connections-limit

o set security ike gateway <gateway name> aaa

o set security ike gateway <gateway name> tcp-encap-profile

o set security ipsec vpn <vpn name> vpn-monitor

set security ipsec vpn <vpn name> multi-sa
Following are the CLI commands are not supported with SRX5K-SPC3 services processing card:

o show security ipsec tunnel-events-statistics
¢ show security ipsec control-plane-security-associations

o show security ike tunnel-map

IPsec VPN Feature Processes Supported with SRX5K-SPC3 Services Processing Card

IPsec VPN feature is supported by 2 processes, iked and ikemd on SRX5K-SPC3. A single instance of iked
and ikemd will run on the Routing Engine at a time.

To restart ikemd process in the Routine Engine:

user@host> restart ike-config-management

To restart iked process in the Routing Engine:

user@host> restart ike-key-management



SRX5K-SPC3 Card Supported IPsec VPN Features

NOTE: To determine if a feature is supported by a specific platform or Junos OS release, refer

Feature Explorer.

Table 5 on page 60 lists the IPsec VPN features that are supported on SRX5K-SPC3 services processing

card.

Table 5: IPsec VPN Feature Support on SRX Series Devices

Features

Anti-Replay.

Authentication Header (AH).

Auto Discovery VPN (ADVPN) protocol.

Automatic and manual SA and key management.

Automatic or manual enrollment over IPv4.

Automatic or manual revocation over IPv4.

Automatic or manual enrollment over IPvé.

Automatic or manual revocation over IPvé.

AutoVPN

AutoVPN hubs.

AutoVPN Protocol Independent Multicast (PIM) point-to-multipoint mode.

AutoVPN RIP support for unicast traffic.

AutoVPN spokes and Auto Discovery VPN (ADVPN) partners.

AutoVPN with routing protocols (p2mp).

AutoVPN with traffic selectors.

Supported on
SRX5K-SPC3 Services
Processing Card
Yes

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

Yes

Yes


https://pathfinder.juniper.net/feature-explorer/

Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Features

Bidirectional Forwarding Detection (BFD) over OSPFv3 routes on stO interface.

Binding trusted CAs to an IKE Policy.

BGP over IPsec.

Configuring forwarding class on IPsec VPNs.

Config Mode (draft-dukes-ike-mode-cfg-03).

Certificate - Configure local certificate sent to peer.

Certificate - Configure requested CA of peer certificate.

Certificate - Encoding: PKCS7.

Certificate chain authentication.

Certificate - Encoding: X509.

Class of service.

Chassis cluster.

Copying outer IP header DSCP and ECN to inner IP header.

CoS support for the stO interface.

Dead peer detection (DPD) and DPD gateway failover.

DF bit.

Dialup VPN.

Diffie-Hellman (PFS) Group 1.

Diffie-Hellman (PFS) Group 2.

Diffie-Hellman (PFS) Group 5.

Supported on
SRX5K-SPC3 Services
Processing Card

Yes

Yes

Yes

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

No

Yes

Yes

Yes



Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Supported on
SRX5K-SPC3 Services

Features Processing Card
Diffie-Hellman Group 1. Yes
Diffie-Hellman Group 2. Yes
Diffie-Hellman Group 5. Yes
DNS name as IKE gateway address. Yes
DSA signature authentication (1024-bit, 2048-bit, or 4096-bit key size). Yes
Dual-stack (parallel IPv4 and IPv6 tunnels) over a single physical interface. Yes
Dynamic IP address. Yes
Dynamic Policy for Dialup (based of IKE/IPsec). No
Dual active-backup IPsec VPN chassis clusters. Yes
Dynamic endpoint VPN. Yes
ECDSA signatures. Yes
Encapsulating Security Payload (ESP) protocol. Yes
Encryption Algorithms 3DES. Yes
Encryption Algorithms AES 128, 192, and 256. Yes
Encryption Algorithms DES. Yes
Encryption Algorithms NULL (authentication only). Yes
Encrypted control link. Yes
Encryption sets, authentication algorithms, and DH groups support. Yes
Enhanced VPN support for inactive-tunnel reporting and syslog. Yes

Enhanced X2 interface monitoring. Yes



Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Supported on
SRX5K-SPC3 Services

Features Processing Card
ESP and AH transport modes. No
ESP and AH tunnel modes. Yes
Extended sequence number. No
Fragmentation and reassembly. Yes
Generic proposals and policies for IPv6 and IPv4. Yes
General IKE ID. Yes
Group VPN. No
Hard lifetime limit. Yes
Hash Algorithms MD5. Yes
Hash Algorithms SHA-1 Yes
Hash Algorithms SHA-2 (SHA-256). Yes
HMAC-SHA-256-128 authentication. Yes
Hub-and-spoke scenario for site-to-site VPNs. Yes
Hub and Spoke VPN. Yes
Idle timers for IKE. No
Idle timers for IPsec SA. No
IKE Diffie Hellman Group 14 support. Yes
IKE Phase 1 Yes
IKE Phase 1 lifetime. Yes

IKE Phase 2. Yes



Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Features

IKE Phase 2 lifetime.

IKEv2 configuration payload support with RADIUS.

IKEv2 message fragmentation.

IKEv2 reauthentication.

IKEv2 with NAT-T and dynamic endpoint VPN.

Improvements in VPN debugging capabilities.

Improvements in VPN Debug Capabilities.

Increased IKE security associations.

Invalid SPI response.

Initial Contact.

Internet Key Exchange (IKE) support.

Internet Key Exchange version 2 (IKEv2).

IPsec NAT-Traversal.

IPsec tunnel termination in routing-instances.

IPv6 address for point-to-point AutoVPN networks that use traffic selectors.

IPv6 support for dynamic endpoint VPNs.

IPvé addresses within PKI certificate fields.

IPvé6 support for AutoVPN and ADVPN with dynamic routing protocol.

IPv6 extension headers.

ISSU.

Supported on
SRX5K-SPC3 Services
Processing Card

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

Yes

Yes



Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Features

J-Web support for IKE path fragmentation.

Lifetime of IKE or IPsec SA, in seconds.

Lifetime of IKE SA, in kilobytes.

Local address selection.

Logical system.

Loopback address termination.

Loopback interface for chassis cluster VPN.

Manual key management.

Manual proxy-ID (Phase 2 ID) configuration.

Manual VPN.

Multicast dynamic routing (PIM).

Multicast over IPsec tunnels.

Multiple SPUs.

Multiple traffic selector pairs.

Multicast traffic.

NAT-Traversal (NAT-T) for IPv4 IKE peers.

NCP Exclusive Remote Access Client connections to IPsec VPN gateways.

Neighbor Discovery Protocol (NDP) over stO interfaces.

NHTB - Next Hop Tunnel Binding.

Numbered and unnumbered tunnel interfaces.

Supported on
SRX5K-SPC3 Services
Processing Card

Yes

Yes

No

Yes

No

Yes

Yes

No

Yes

No

No

No

Yes

Yes

No

Yes

No

No

Yes

Yes



Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Supported on
SRX5K-SPC3 Services

Features Processing Card
Packet size configuration for IPsec datapath verification. No
Packet reordering for IPv6 fragments over tunnel. No
PKI authentication. Yes
PKl in virtual router. Yes
PKI Support. Yes
Point-to-point tunnel interfaces. Yes
Point-to-multipoint tunnel interfaces. No
Policy-based IPsec VPN. No
Preshared key or certificate authentication. Yes
Preshared key (PSK). Yes
Protocol Requirements for IP Modular Encryption (PRIME) IKEv2 AES-GCM. Yes
Remote Access. No
Remote Access user IKE peer. No
Remote Access user-group IKE peer - group IKE ID. No
RIP over IPsec. No
Route-based VPN. Yes
RSA signature authentication (512-bit, 1024-bit, 2048-bit, or 4096-bit key size). Yes
Single proxy ID pairs. Yes
Site-to-site VPN support for NAT-T. No

Site-to-site VPN. Yes



Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Supported on
SRX5K-SPC3 Services

Features Processing Card
SNMP MIB. Yes
Soft lifetime. Yes
Stateful Failover - IPsec VPN (Route based). Yes
SSL remote access VPNs by encapsulating IPsec traffic over TCP connections. No
SSL remote access VPN support by bypassing an application-based firewall. No
Stateful Failover - IPsec VPN (Policy based). No
Statistics, logs, per-tunnel debugging. Yes
Static IP address. Yes
Suite B cryptographic suites. Yes
Support group IKE IDs for Dynamic VPN configuration. Yes
Traffic selectors for IKEv2 site-to-site VPNs. Yes
TOS/DSCP Honoring for IPsec (outer/Inner). Yes
Tunnel IP services (Screen, NAT, ALG, IPS, and AppSecure). No
Tunnel Mode with clear/copy/set Don't Fragement bit. Yes
Unicast static and dynamic (RIP, OSPF, BGP) routing. Yes

Verification of the IPsec data path before a point-to-point secure tunnel (stO) interface | No

is activated.
Virtual router. Yes
Virtual router support for route-based VPNs. Yes

VPN monitoring. No



Table 5: IPsec VPN Feature Support on SRX Series Devices (continued)

Supported on
SRX5K-SPC3 Services

Features Processing Card
VPN support for inserting Services Processing Cards. Yes
VPN session affinity. Yes
VPN tunnel. No
VPN tunnel interface. No
XAuth (draft-beaulieu-ike-xauth-03). No
Xauth or modecfg over IPvé. No
X.509 encoding for IKE. Yes

Anti-Replay Window

On SRX Series devices, anti-replay-window is enabled by default with a window size value of 64.

On the SRX Series 5000 line of devices with SPC3 cards installed, you can configure the anti-replay-window
size in the range of 64 to 8192 (power of 2). To configure the window size, use the new
anti-replay-window-size option. An incoming packet is validated for replay attack based on the
anti-replay-window-size that is configured.

You can configure replay-window-size at two different levels:

¢ Global level—Configured at the [edit security ipsec] hierarchy level.
For example:

[edit security ipsec vpn vpn-name ike]
user@host# set anti-replay-window-size <64..8192>;

¢ VPN object—Configured at the [edit security ipsec vpn vpn-name ike] hierarchy level.
For example:

[edit security ipsec]
user@host#set anti-replay-window-size <64..8192>;

If anti-replay is configured at both levels, the window size configured for a VPN object level takes
precedence over the window size configured at the global level. If anti-replay is not configured, the window
size is 64 by default.



To disable the anti-replay window option on a VPN object, use the set no-anti-replay command at the
[edit security ipsec vpn vpn-name ike] hierarchy level. You cannot disable anti-replay at the global level.

NOTE: You cannot configure both anti-replay-window-size and no-anti-replay on a VPN object.

Understanding Extended Sequence Number (ESN)

Starting from Junos OS Release 19.4R1, on SRX5400, SRX5600, and SRX5600 devices using SPC3, the
Extended Sequence Number (ESN) offer the ability to enable a 64-bit from a default 32-bit sequence
number used for the sequence number. When the device is out of sequence numbers, a rekey for the
security association takes place.

Extended Sequence Number (ESN) can be enabled per IPsec VPN, for the VPN to use Extended Sequence
Number, both nodes must agree that they are capable of using ESN.

ESN is configured manually under a IPsec proposal.

You can enable ESN using the set extended-sequence-number command at the edit security ipsec proposal
proposal-name level.

[edit]

set security ipsec proposal ipsec_prop
protocol esp;

authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;
lifetime-seconds 220;
extended-sequence-number ;

ESN supports:

e IPv4 and IPvé6 packets

e AH and ESP protocol

¢ Separate confidentiality and integrity algorithms (encapsulation/decapsulation in data plane)
e Combined confidentiality and integrity algorithms (encapsulation/decapsulation in data plane)
e PowerMode IPsec

e Determining the Higher-Order Bits (Seqgh) of the Sequence Number

e Managing and using the Anti-Replay window with 64-bit sequence number

When ESN is configured, a ESN transform value of 1 is sent during the tunnel establishment to indicate
the we intent to use ESN. If the peer respond with 1, ESN will be used, if the peer instead respond with
0, this would indicate that it is either not capable or not configured to use ESN.

e A proposal containing an ESN transform with value O means “do not use extended sequence numbers”.



e A proposal containing an ESN transform with value 1 means “use extended sequence numbers”

e A proposal containing two ESN transforms with values O and 1 means “I support both normal and
extended sequence numbers, you choose”.

NOTE: ESN is only supported in combination with IKEv2.

SEE ALSO

show security ipsec security-associations | 1696

show security ipsec tunnel-distribution | 1728

Understanding Hub-and-Spoke VPNs

If you create two VPN tunnels that terminate at a device, you can set up a pair of routes so that the device
directs traffic exiting one tunnel to the other tunnel. You also need to create a policy to permit the traffic
to pass from one tunnel to the other. Such an arrangement is known as hub-and-spoke VPN. (See

Figure 10 on page 71.)

You can also configure multiple VPNs and route traffic between any two tunnels.

NOTE: SRX Series devices support only the route-based hub-and-spoke feature.
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Figure 10: Multiple Tunnels in a Hub-and-Spoke VPN Configuration
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SEE ALSO
Example: Configuring a Hub-and-Spoke VPN | 93
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A VPN connection can link two LANs (site-to-site VPN) or a remote dial-up user and a LAN. The traffic
that flows between these two points passes through shared resources such as routers, switches, and other
network equipment that make up the public WAN. An IPsec tunnel is created between two participant
devices to secure VPN communication.

IPsec VPN with Autokey IKE Configuration Overview

IPsec VPN negotiation occurs in two phases. In Phase 1, participants establish a secure channel in which
to negotiate the IPsec security association (SA). In Phase 2, participants negotiate the IPsec SA for
authenticating traffic that will flow through the tunnel.

This overview describes the basic steps to configure a route-based or policy-based IPsec VPN using autokey
IKE (preshared keys or certificates).

To configure a route-based or policy-based IPsec VPN using autokey IKE:

1. Configure interfaces, security zones, and address book information.

(For route-based VPNs) Configure a secure tunnel st0.x interface. Configure routing on the device.

2. Configure Phase 1 of the IPsec VPN tunnel.

a. (Optional) Configure a custom IKE Phase 1 proposal. This step is optional, as you can use a predefined
IKE Phase 1 proposal set (Standard, Compatible, or Basic).



b. Configure an IKE policy that references either your custom IKE Phase 1 proposal or a predefined
IKE Phase 1 proposal set. Specify autokey IKE preshared key or certificate information. Specify the
mode (main or aggressive) for the Phase 1 exchanges.

c. Configure an IKE gateway that references the IKE policy. Specify the IKE IDs for the local and remote
devices. If the IP address of the remote gateway is not known, specify how the remote gateway is
to be identified.

3. Configure Phase 2 of the IPsec VPN tunnel.

a. (Optional) Configure a custom IPsec Phase 2 proposal. This step is optional, as you can use a
predefined IPsec Phase 2 proposal set (Standard, Compatible, or Basic).

b. Configure an IPsec policy that references either your custom IPsec Phase 2 proposal or a predefined
IPsec Phase 2 proposal set. Specify perfect forward secrecy (PFS) keys.

c. Configure an IPsec VPN tunnel that references both the IKE gateway and the IPsec policy. Specify
the proxy IDs to be used in Phase 2 negotiations.

(For route-based VPNs) Bind the secure tunnel interface st0.x to the IPsec VPN tunnel.

4. Configure a security policy to permit traffic from the source zone to the destination zone.

(For policy-based VPNs) Specify the security policy action tunnel ipsec-vpn with the name of the IPsec
VPN tunnel that you configured.

5. Update your global VPN settings.

SEE ALSO

Understanding Route-Based IPsec VPNs | 141
Understanding Policy-Based IPsec VPNs | 643

IPsec VPN with Manual Keys Configuration Overview

This overview describes the basic steps to configure a route-based or policy-based IPsec VPN using manual
keys.

To configure a route-based or policy-based IPsec VPN using manual keys:

1. Configure interfaces, security zones, and address book information.



(For route-based VPNs) Configure routing. Configure a secure tunnel st0.x interface.

2. Configure an IPsec VPN tunnel by specifying the following parameters:
e Authentication algorithm and key

Encryption algorithm and key

Outgoing interface
o |IP address of the peer

IPsec protocol for the security association

e Security parameter index

(For route-based VPNs) Bind the secure tunnel interface st0.x to the IPsec VPN tunnel.

3. Configure security policy to permit traffic from the source zone to the destination zone.

(For policy-based VPNs) Specify the security policy action tunnel ipsec-vpn with the name of the IPsec
VPN tunnel that you configured.

SEE ALSO

Understanding Route-Based IPsec VPNs | 141
Understanding Policy-Based IPsec VPNs | 643
Example: Configuring an IPvé6 IPsec Manual VPN | 843

Recommended Configuration Options for Site-to-Site VPN with Static IP
Addresses

Table 6 on page 74 lists the configuration options for a generic site-to-site VPN between two security
devices with static IP addresses. The VPN can be either route-based or policy-based.

Table 6: Recommended Configuration for Site-to-Site VPN with Static IP Addresses

Configuration Option Comment
IKE configuration options:
Autokey IKE with certificates Manual key is not recommended.

Main mode Used when peers have static IP addresses.



Table 6: Recommended Configuration for Site-to-Site VPN with Static IP Addresses (continued)

Configuration Option

RSA or DSA certificates

Diffie-Hellman (DH) group 14

Advanced Encryption Standard (AES)
encryption

Secure Hash Algorithm 256 (SHA-256)
authentication

IPsec configuration options:

Perfect Forward Secrecy (PFS) DH group
14

Encapsulating Security Payload (ESP)

protocol

AES encryption

SHA-256 authentication

Anti-replay protection

SEE ALSO

IPsec VPN Overview | 31

Comment

RSA or DSA certificates can be used on the local device. Specify the type
of certificate (PKCS7 or X.509) on the peer.

DH group 14 provides more security than DH groups 1, 2, or 5.

AES is cryptographically stronger than Data Encryption Standard (DES)
and Triple DES (3DES) when key lengths are equal. Approved encryption
algorithm for Federal Information Processing Standards (FIPS) and Common
Criteria EAL4 standards.

SHA-256 provides more cryptographic security than SHA-1 or Message
Digest 5 (MD5) .

PFS DH group 14 provides increased security because the peers perform
a second DH exchange to produce the key used for IPsec encryption and
decryption.

ESP provides both confidentiality through encryption and encapsulation
of the original IP packet and integrity through authentication.

AES is cryptographically stronger than DES and 3DES when key lengths
are equal. Approved encryption algorithm for FIPS and Common Criteria
EAL4 standards.

SHA-256 provides more cryptographic security than SHA-1 or MD5.

Enabled by default. Disabling this feature might resolve compatibility issues
with third-party peers.



Recommended Configuration Options for Site-to-Site or Dialup VPNs with

Dynamic IP Addresses

Table 7 on page 76 lists the configuration options for a generic site-to-site or dialup VPN, where the peer

devices have dynamic IP addresses.

Table 7: Recommended Configuration for Site-to-Site or Dialup VPNs with Dynamic IP Addresses

Configuration Option

IKE configuration options:

Autokey IKE with certificates

Main mode

2048-bit certificates

Diffie-Hellman (DH) group 14

Advanced Encryption Standard (AES)
encryption

Secure Hash Algorithm 256 (SHA-256)
authentication

IPsec configuration options:

Perfect Forward Secrecy (PFS) DH group
14

Encapsulating Security Payload (ESP)

protocol

AES encryption

SHA-256 authentication

Comment

Manual key is not recommended.

Used with certificates.

RSA or DSA certificates can be used. Specify the certificate to be used on
the local device. Specify the type of certificate (PKCS7 or X.509) on the
peer.

DH group 14 provides more security than DH groups 1, 2, or 5.

AES is cryptographically stronger than Data Encryption Standard (DES) and
Triple DES (3DES) when key lengths are equal. Approved encryption
algorithm for Federal Information Processing Standards (FIPS) and Common
Criteria EAL4 standards.

SHA-256 provides more cryptographic security than SHA-1 or Message
Digest 5 (MD5).

PFS DH group 14 provides increased security because the peers perform
a second DH exchange to produce the key used for IPsec encryption and
decryption.

ESP provides both confidentiality through encryption and encapsulation
of the original IP packet and integrity through authentication.

AES is cryptographically stronger than DES and 3DES when key lengths
are equal. Approved encryption algorithm for FIPS and Common Criteria

EAL4 standards.

SHA-256 provides more cryptographic security than SHA-1 or MD5.



Table 7: Recommended Configuration for Site-to-Site or Dialup VPNs with Dynamic IP Addresses (continued)

Configuration Option Comment

Anti-replay protection Enabled by default. Disabling this might resolve compatibility issues with
third-party peers.

SEE ALSO

‘ IPsec VPN Overview | 31

Understanding IPsec VPNs with Dynamic Endpoints
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NAT | 78

Group and Shared IKE IDs | 79

Overview

An IPsec VPN peer can have an IP address that is not known to the peer with which it is establishing the
VPN connection. For example, a peer can have an IP address dynamically assigned by means of Dynamic
Host Configuration Protocol (DHCP). This could be the case with a remote access client in a branch or
home office or a mobile device that moves between different physical locations. Or, the peer can be located
behind a NAT device that translates the peer’s original source IP address into a different address. A VPN
peer with an unknown IP address is referred to as a dynamic endpoint and a VPN established with a dynamic
endpoint is referred to as a dynamic endpoint VPN.

On SRX Series devices, IKEv1 or IKEV2 is supported with dynamic endpoint VPNs. Dynamic endpoint
VPNs on SRX Series devices support IPv4 traffic on secure tunnels. Starting with Junos OS Release
15.1X49-D80, dynamic endpoint VPNs on SRX Series devices support IPvé traffic on secure tunnels.



NOTE: IPvé traffic is not supported for AutoVPN networks.

The following sections describe items to note when configuring a VPN with a dynamic endpoint.

IKE Identity

On the dynamic endpoint, an IKE identity must be configured for the device to identify itself to its peer.
The local identity of the dynamic endpoint is verified on the peer. By default, the SRX Series device expects
the IKE identity to be one of the following:

¢ When certificates are used, a distinguished name (DN) can be used to identify users or an organization.
e A hostname or fully qualified domain name (FQDN) that identifies the endpoint.

o Auser fully qualified domain name (UFQDN), also known as user-at-hostname. This is a string that follows
the e-mail address format.

Aggressive Mode for IKEv1 Policy

When IKEv1 is used with dynamic endpoint VPNs, the IKE policy must be configured for aggressive mode.
IKEv2 does not use aggressive mode, so you can configure either main or aggressive mode when using
IKEv2 with dynamic endpoint VPNSs.

IKE Policies and External Interfaces

Starting with Junos OS Release 12.3X48-D40, Junos OS Release 15.1X49-D70, and Junos OS Release
17.3R1, all dynamic endpoint gateways configured on SRX Series devices that use the same external

interface can use different IKE policies, but the IKE policies must use the same IKE proposal. This applies
to IKEv1 and IKEv2.

NAT

If the dynamic endpoint is behind a NAT device, NAT-T must be configured on the SRX Series device. NAT
keepalives might be required to maintain the NAT translation during the connection between the VPN
peers. By default, NAT-T is enabled on SRX Series devices and NAT keepalives are sent at 20-second
intervals.



Group and Shared IKE IDs

You can configure an individual VPN tunnel for each dynamic endpoint. For IPv4 dynamic endpoint VPNSs,
you can use the group IKE ID or shared IKE ID features to allow a number of dynamic endpoints to share
an IKE gateway configuration.

The group IKE ID allows you to define a common part of a full IKE ID for all dynamic endpoints, such as
“example.net.” A user-specific part, such as the username “Bob,” concatenated with the common part
forms a full IKE ID (Bob.example.net) that uniquely identifies each user connection.

The shared IKE ID allows dynamic endpoints to share a single IKE ID and preshared key.

SEE ALSO

‘ Example: Configuring NAT-T with Dynamic Endpoint VPN | 779

Understanding IKE Identity Configuration

IN THIS SECTION

IKE ID Types | 80
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Remote IKE IDs and Dynamic Endpoint VPNs | 81
Local IKE ID of the SRX Series Device | 81

The IKE identification (IKE ID) is used for validation of VPN peer devices during IKE negotiation. The IKE
ID received by the SRX Series device from a remote peer can be an IPv4 or IPv6 address, a hostname, a
fully qualified domain name (FQDN), a user FQDN (UFQDN), or a distinguished name (DN). The IKE ID
sent by the remote peer needs to match what is expected by the SRX Series device. Otherwise, IKE ID
validation fails and the VPN is not established.



IKE ID Types

The SRX Series devices support the following types of IKE identities for remote peers:

e An IPv4 or IPv6 address is commonly used with site-to-site VPNs, where the remote peer has a static
IP address.

e A hostname is a string that identifies the remote peer system. This can be an FQDN that resolves to an
IP address. It can also be a partial FQDN that is used in conjunction with an IKE user type to identify a
specific remote user.

NOTE: When a hostname is configured instead of an IP address, the committed configuration
and subsequent tunnel establishment is based on the currently-resolved IP address. If the
remote peer’s IP address changes, the configuration is no longer valid.

e A UFQDN is a string that follows the same format as an e-mail address, such as user@example.com.

e A DN is a name used with digital certificates to uniquely identify a user. For example, a DN can be
“CN=user, DC=example, DC=com.” Optionally, you can use the container keyword to specify that the
order of the fields in a DN and their values exactly match the configured DN, or use the wildcard keyword
to specify that the values of fields in a DN must match but the order of the fields does not matter.

Starting in Junos OS Release 19.4R1, you can now configure only one dynamic DN attribute among
container-string and wildcard-string at [edit security ike gateway gateway_name dynamic
distinguished-name] hierarchy. If you try configuring the second attribute after you configure the first
attribute, the first attribute is replaced with the second attribute. Before your upgrade your device, you
must remove one of the attributes if you have configured both the attributes.

o An IKE user type can be used with AutoVPN and remote access VPNs when there are multiple remote
peers connecting to the same VPN gateway on the SRX Series device. Configure ike-user-type
group-ike-id to specify a group IKE ID or ike-user-type shared-ike-id to specify a shared IKE ID.

Remote IKE IDs and Site-to-Site VPNs

For site-to-site VPNs, the remote peer’s IKE ID can be the IP address of the egress network interface card,
a loopback address, a hostname, or a manually configured IKE ID, depending on the configuration of the
peer device.

By default, SRX Series devices expect the remote peer’s IKE ID to be the IP address configured with the
set security ike gateway gateway-name address configuration. If the remote peer’s IKE ID is a different
value, you need to configure the remote-identity statement at the [edit security ike gateway gateway-name]
hierarchy level.



For example, an IKE gateway on the SRX Series devices is configured with the set security ike gateway
remote-gateway address 203.0.113.1 command. However, the IKE ID sent by the remote peer is
host.example.net. There is a mismatch between what the SRX Series device expects for the remote peer’s
IKE ID (203.0.113.1) and the actual IKE ID (host.example.net) sent by the peer. In this case, IKE ID validation
fails. Use the set security ike gateway remote-gateway remote-identity hostname host.example.net to
match the IKE ID received from the remote peer.

Remote IKE IDs and Dynamic Endpoint VPNs

For dynamic endpoint VPNs, the remote peer’s expected IKE ID is configured with the options at the [edit
security ike gateway gateway-name dynamic] hierarchy level. For AutoVPN, hostname combined with
ike-user-type group-ike-id can be used where there are multiple peers that have a common domain name.
If certificates are used for verifying the peer, a DN can be configured.

Local IKE ID of the SRX Series Device

By default, the SRX Series device uses the IP address of its external interface to the remote peer as its IKE
ID. This IKE ID can be overridden by configuring the local-identity statement at the [edit security ike
gateway gateway-name] hierarchy level. If you need to configure the local-identity statement on an SRX
Series device, make sure that the configured IKE ID matches the IKE ID expected by the remote peer.

SEE ALSO

‘ Understanding Spoke Authentication in AutoVPN Deployments | 288

Configuring Remote IKE IDs for Site-to-Site VPNs

By default, SRX Series devices validate the IKE ID received from the peer with the IP address configured
for the IKE gateway. In certain network setups, the IKE ID received from the peer (which can be an IPv4
or IPv6 address, fully qualified domain name [FQDN], distinguished name, or e-mail address) does not

match the IKE gateway configured on the SRX Series device. This can lead to a Phase 1 validation failure.

To modify the configuration of the SRX Series device or the peer device for the IKE ID that is used:

e On the SRX Series device, configure the remote-identity statement at the [edit security ike gateway
gateway-name] hierarchy level to match the IKE ID that is received from the peer. Values can be an IPv4
or IPvé address, FQDN, distinguished name, or e-mail address.



NOTE: If you do not configure remote-identity, the device uses the IPv4 or IPv6 address
that corresponds to the remote peer by default.

e On the peer device, ensure that the IKE ID is the same as the remote-identity configured on the SRX
Series device. If the peer device is an SRX Series device, configure the local-identity statement at the
[edit security ike gateway gateway-name] hierarchy level. Values can be an IPv4 or IPvé6 address, FQDN,
distinguished name, or e-mail address.

SEE ALSO

Understanding NAT-T | 705
Example: Configuring a Route-Based VPN with Only the Responder Behind a NAT Device | 706

Example: Configuring a Policy-Based VPN with Both an Initiator and a Responder Behind a NAT
Device | 742

Understanding OSPF and OSPFv3 Authentication on SRX Series Devices

OSPFv3 does not have a built-in authentication method and relies on the IP Security (IPsec) suite to provide
this functionality. IPsec provides authentication of origin, data integrity, confidentiality, replay protection,
and nonrepudiation of source. You can use IPsec to secure specific OSPFv3 interfaces and virtual links
and to provide encryption for OSPF packets.

OSPFv3 uses the IP authentication header (AH) and the IP Encapsulating Security Payload (ESP) portions
of the IPsec protocol to authenticate routing information between peers. AH can provide connectionless
integrity and data origin authentication. It also provides protection against replays. AH authenticates as
much of the IP header as possible, as well as the upper-level protocol data. However, some IP header fields
might change in transit. Because the value of these fields might not be predictable by the sender, they
cannot be protected by AH. ESP can provide encryption and limited traffic flow confidentiality or
connectionless integrity, data origin authentication, and an anti-replay service.

IPsec is based on security associations (SAs). An SA is a set of IPsec specifications that are negotiated
between devices that are establishing an IPsec relationship. This simplex connection provides security
services to the packets carried by the SA. These specifications include preferences for the type of
authentication, encryption, and IPsec protocol to be used when establishing the IPsec connection. An SA
is used to encrypt and authenticate a particular flow in one direction. Therefore, in normal bidirectional
traffic, the flows are secured by a pair of SAs. An SA to be used with OSPFv3 must be configured manually
and use transport mode. Static values must be configured on both ends of the SA.



To configure IPsec for OSPF or OSPFv3, first define a manual SA with the security-association sa-name
option at the [edit security ipsec] hierarchy level. This feature only supports bidirectional manual key SAs
in transport mode. Manual SAs require no negotiation between the peers. All values, including the keys,
are static and specified in the configuration. Manual SAs statically define the security parameter index
(SPI) values, algorithms, and keys to be used and require matching configurations on both endpoints (OSPF
or OSPFv3 peers). As a result, each peer must have the same configured options for communication to
take place.

The actual choice of encryption and authentication algorithms is left to your IPsec administrator; however,
we have the following recommendations:

e Use ESP with null encryption to provide authentication to protocol headers but not to the IPvé6 header,
extension headers, and options. With null encryption, you are choosing not to provide encryption on
protocol headers. This can be useful for troubleshooting and debugging purposes. For more information
about null encryption, see RFC 2410, The NULL Encryption Algorithm and Its Use with IPsec.

e Use ESP with DES or 3DES for full confidentiality.

e Use AH to provide authentication to protocol headers, immutable fields in IPvé headers, and extension
headers and options.

The configured SA is applied to the OSPF or OSPFv3 configurations as follows:

e For an OSPF or OSPFv3 interface, include the ipsec-sa name statement at the [edit protocols ospf area
area-id interface interface-name] or [edit protocols ospf3 area area-id interface interface-name] hierarchy
level. Only one IPsec SA name can be specified for an OSPF or OSPFv3 interface; however, different
OSPF/OSPFv3 interfaces can specify the same IPsec SA.

e For an OSPF or OSPFv3 virtual link, include the ipsec-sa name statement at the [edit protocols ospf
area area-id virtual-link neighbor-id router-id transit-area area-id] or [edit protocols ospf3 area area-id
virtual-link neighbor-id router-id transit-area area-id] hierarchy level. You must configure the same IPsec
SA for all virtual links with the same remote endpoint address.

The following restrictions apply to IPsec authentication for OSPF or OSPFv3 on SRX Series devices:

e Manual VPN configurations that are configured at the [edit security ipsec vpn vpn-name manual] hierarchy
level cannot be applied to OSPF or OSPFv3 interfaces or virtual links to provide IPsec authentication
and confidentiality.

You cannot configure IPsec for OSPF or OSPFv3 authentication if there is an existing IPsec VPN
configured on the device with the same local and remote addresses.

IPsec for OSPF or OSPFv3 authentication is not supported over secure tunnel stO interfaces.

Rekeying of manual keys is not supported.

¢ Dynamic Internet Key Exchange (IKE) SAs are not supported.

Only IPsec transport mode is supported. In transport mode, only the payload (the data you transfer) of
the IP packet is encrypted, authenticated, or both. Tunnel mode is not supported.



e Because only bidirectional manual SAs are supported, all OSPFv3 peers must be configured with the
same IPsec SA. You configure a manual bidirectional SA at the [edit security ipsec] hierarchy level.

e You must configure the same IPsec SA for all virtual links with the same remote endpoint address.

SEE ALSO

‘ IPsec VPN Overview | 31

Example: Configuring IPsec Authentication for an OSPF Interface on an
SRX Series Device
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This example shows how to configure and apply a manual security association (SA) to an OSPF interface.

Requirements

Before you begin:

o Configure the device interfaces.

o Configure the router identifiers for the devices in your OSPF network.
e Control OSPF designated router election.

e Configure a single-area OSPF network.

e Configure a multiarea OSPF network.



Overview

You can use IPsec authentication for both OSPF and OSPFv3. You configure the manual SA separately
and apply it to the applicable OSPF configuration. Table 8 on page 85 lists the parameters and values
configured for the manual SA in this example.

Table 8: Manual SA for IPsec OSPF Interface Authentication

Parameter Value

SA name sal

Mode transport
Direction bidirectional
Protocol AH

SPI 256
Authentication algorithm hmac-md5-96

Key

Encryption algorithm

Key

Configuration

IN THIS SECTION

Configuring a Manual SA | 85

(ASCII) 123456789012abc

des

(ASCII) cba210987654321

Enabling IPsec Authentication for an OSPF Interface | 88

Configuring a Manual SA

CLI Quick Configuration

To quickly configure a manual SA to be used for IPsec authentication on an OSPF interface, copy the
following commands, paste them into a text file, remove any line breaks, change any details necessary to



match your network configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

[edit]

set security ipsec security-association sal

set security ipsec security-association sal mode transport

set security ipsec security-association sal manual direction bidirectional

set security ipsec security-association sal manual direction bidirectional protocol ah

set security ipsec security-association sal manual direction bidirectional spi 256

set security ipsec security-association sal manual direction bidirectional authentication algorithm hmac-md5-96
key ascii-text 123456789012abc

set security ipsec security-association sal manual direction bidirectional encryption algorithm des key ascii-text
cba210987654321

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a manual SA:

1. Specify a name for the SA.

[edit]
user@host# edit security ipsec security-association sal

2. Specify the mode of the manual SA.

[edit security ipsec security-association sai]
user@host# set mode transport

3. Configure the direction of the manual SA.

[edit security ipsec security-association sai]
user@host# set manual direction bidirectional

4. Configure the IPsec protocol to use.

[edit security ipsec security-association sal]
user@host# set manual direction bidirectional protocol ah



5. Configure the value of the SPI.

[edit security ipsec security-association sal]
user@host# set manual direction bidirectional spi 256

6. Configure the authentication algorithm and key.

[edit security ipsec security-association sal]
user@host# set manual direction bidirectional authentication algorithm hmac-md5-96 key ascii-text
123456789012abc

7. Configure the encryption algorithm and key.

[edit security ipsec security-association sai]
user@host# set manual direction bidirectional encryption algorithm des key ascii-text cha210987654321

Results

Confirm your configuration by entering the show security ipsec command. If the output does not display
the intended configuration, repeat the instructions in this example to correct the configuration.

NOTE: After you configure the password, you do not see the password itself. The output displays
the encrypted form of the password you configured.

[edit]
user@host# show security ipsec
security-association sal {
mode transport;
manual {
direction bidirectional {
protocol ah;
spi 256;
authentication {
algorithm hmac-md5-96;
key ascii-text "$9$AP5Hp1RcyIMLxSygoZUHk1REhKMVwY20Jx7jHq.zF69A00R"; ## SECRET-DATA
}
encryption {
algorithm des;
key ascii-text "$9$AP5Hp1RcyIMLxSygoZUHk1REhKMVwY20Jx7jHq.zZF69A00R"; ## SECRET-DATA



If you are done configuring the device, enter commit from configuration mode.

Enabling IPsec Authentication for an OSPF Interface

CLI Quick Configuration

To quickly apply a manual SA used for IPsec authentication to an OSPF interface, copy the following
command, paste it into a text file, change any details necessary to match your network configuration, copy
and paste the command into the CLI at the [edit] hierarchy level, and then enter commit from configuration

mode.

[edit]
set protocols ospf area 0.0.0.0 interface so-0/2/0 ipsec-sa sal

Step-by-Step Procedure

To enable IPsec authentication for an OSPF interface:

1. Create an OSPF area.

NOTE: To specify OSPFv3, include the ospf3 statement at the [edit protocols] hierarchy

level.

[edit]
user@host# edit protocols ospf area 0.0.0.0

2. Specify the interface.

[edit protocols ospf area 0.0.0.0]
user@host# edit interface so-0/2/0

3. Apply the IPsec manual SA.

[edit protocols ospf area 0.0.0.0 interface so-0/2/0.0]
user@host# set ipsec-sa sal



Results

Confirm your configuration by entering the show ospf interface detail command. If the output does not
display the intended configuration, repeat the instructions in this example to correct the configuration.

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.
[edit]
user@host# show protocols ospf
area 0.0.0.0 {

interface so-0/2/0.0 {
ipsec-sa sal;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.

Verifying the IPsec Security Association Settings

Purpose

Verify the configured IPsec security association settings. Verify the following information:
e The Security association field displays the name of the configured security association.
e The SPI field displays the value you configured.

e The Mode field displays transport mode.

e The Type field displays manual as the type of security association.

Action

From operational mode, enter the show ospf interface detail command.



Verifying the IPsec Security Association on the OSPF Interface

Purpose

Verify that the IPsec security association that you configured has been applied to the OSPF interface.
Confirm that the IPsec SA name field displays the name of the configured IPsec security association.

Action

From operational mode, enter the show ospf interface detail command for OSPF, and enter the show
ospf3 interface detail command for OSPFv3.

SEE ALSO
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Configuring IPsec VPN Using the VPN Wizard

The VPN Wizard enables you to perform basic IPsec VPN configuration, including both Phase 1 and Phase
2. For more advanced configuration, use the J-Web interface or the CLI. This feature is supported on
SRX300, SRX320, SRX340, SRX345, and SRX550HM devices.

To configure IPsec VPN using the VPN Wizard:

1. Select Configure>Device Setup>VPN in the J-Web interface.
2. Click the Launch VPN Wizard button.
3. Follow the wizard prompts.

The upper left area of the wizard page shows where you are in the configuration process. The lower left
area of the page shows field-sensitive help. When you click a link under the Resources heading, the
document opens in your browser. If the document opens in a new tab, be sure to close only the tab (not
the browser window) when you close the document.

SEE ALSO
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Understanding Suite B and PRIME Cryptographic Suites

Suite B is a set of cryptographic algorithms designated by the U.S. National Security Agency to allow
commercial products to protect traffic that is classified at secret or top secret levels. Suite B protocols are
defined in RFC 6379, Suite B Cryptographic Suites for IPsec. The Suite B cryptographic suites provide
Encapsulating Security Payload (ESP) integrity and confidentiality and should be used when ESP integrity
protection and encryption are both required. Protocol Requirements for IP Modular Encryption (PRIME),
an IPsec profile defined for public sector networks in the United Kingdom, is based on the Suite B
cryptographic suite, but uses AES-GCM rather than AES-CBC for IKEv2 negotiations.

The following cryptographic suites are supported:

e Suite-B-GCM-128

o ESP: Advanced Encryption Standard (AES) encryption with 128-bit keys and 16-octet integrity check
value (ICV) in Galois Counter Mode (GCM).

o IKE: AES encryption with 128-bit keys in cipher block chaining (CBC) mode, integrity using SHA-256
authentication, key establishment using Diffie-Hellman (DH) group 19, and authentication using Elliptic
Curve Digital Signature Algorithm (ECDSA) 256-bit elliptic curve signatures.

e Suite-B-GCM-256
o ESP: AES encryption with 256-bit keys and 16-octet ICV in GCM for ESP.

o IKE: AES encryption with 256-bit keys in CBC mode, integrity using SHA-384 authentication, key
establishment using DH group 20, and authentication using ECDSA 384-bit elliptic curve signatures.

e PRIME-128
o ESP: AES encryption with 128-bit keys and 16-octet ICV in GCM.

o IKE: AES encryption with 128-bit keys in GCM, key establishment using DH group 19, and authentication
using ECDSA 256-bit elliptic curve signatures.

e PRIME-256
o ESP: AES encryption with 256-bit keys and 16-octet ICV in GCM for ESP.

o IKE: AES encryption with 256-bit keys in GCM, key establishment using DH group 20, and authentication
using ECDSA 384-bit elliptic curve signatures.

Suite-B cryptographic suites support IKEv1 and IKEv2. PRIME cryptographic suites only support IKEv2.



NOTE: Suite B and PRIME are not fully supported on SRX3400 and SRX3600 devices and on
SRX5400, SRX5600, and SRX5800 devices that do not have the SPC2 (SRX5K-SPC-4-14-320).
(Platform support depends on the Junos OS release in your installation.) You can configure IKE
with Suite B options on these devices, but AES-GCM options are not supported. If you configure
IKE with Suite B options on these devices, VPN establishment is slower because the devices do
not have the hardware processors that can accelerate Suite B algorithm processing.

NOTE: Suite B and PRIME are not supported with the Group VPNv2 feature.

CLI options support Suite B and PRIME compliance in IKE and IPsec proposal configuration:

o For IKE proposals configured at the [edit security ike proposal proposal-name] hierarchy level:
« authentication-algorithm options include sha-256 and sha-384.
« authentication-method options include ecdsa-signatures-256 and ecdsa-signatures-384.
o dh-group options include group19 and group20.

« encryption-algorithm options for PRIME include aes-128-gcm and aes-256-gcm.

NOTE: When aes-128-gcm or aes-256-gcm encryption algorithms are configured in
the IPsec proposal, it is not mandatory to configure AES-GCM encryption algorithm in
the corresponding IKE proposal.

e For IPsec proposals configured at the [edit security ipsec proposal proposal-name] hierarchy level,
encryption-algorithm options include aes-128-gcm, aes-192-gcm, and aes-256-gcm.

e For IPsec policies configured at the [edit security ipsec policy policy-name] hierarchy level, the
perfect-forward-secrecy keys options include group19 and group20.

e For convenience, predefined proposals that provide compliance with Suite B (suiteb-gcm-128 and
suiteb-gcm-256) and PRIME (prime-128 and prime-256) are available at the [edit security ike policy
policy-name] and [edit security ipsec policy policy-name] hierarchy levels.

NOTE: VPN monitoring and cryptographic configuration options ecdsa-signatures-384 (for IKE
authentication) and DH group 20 consume considerable CPU resources. If VPN monitoring and
the ecdsa-signatures-384 and group20 options are used on an SRX Series device with a large
number of tunnels configured, the SRX Series device must have the SPC2 installed.



SEE ALSO
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Example: Configuring a Hub-and-Spoke VPN
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This example shows how to configure a hub-and-spoke IPsec VPN for an enterprise-class deployment.

Requirements

This example uses the following hardware:

e SRX240 device
e SRX5800 device
e S5G140 device

Before you begin, read “IPsec VPN Overview” on page 31.

Overview

This example describes how to configure a hub-and-spoke VPN typically found in branch deployments.
The hub is the corporate office, and there are two spokes—a branch office in Sunnyvale, California, and a
branch office in Westford, Massachusetts. Users in the branch offices will use the VPN to securely transfer
data with the corporate office.

Figure 11 on page 94 shows an example of a hub-and-spoke VPN topology. In this topology, an SRX5800
device is located at the corporate office. An SRX Series device is located at the Westford branch, and an
SSG140 device is located at the Sunnyvale branch.



Figure 11: Hub-and-Spoke VPN Topology
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In this example, you configure the corporate office hub, the Westford spoke, and the Sunnyvale spoke.
First you configure interfaces, IPv4 static and default routes, security zones, and address books. Then you
configure IKE Phase 1 and IPsec Phase 2 parameters, and bind the st0.0 interface to the IPsec VPN. On
the hub, you configure st0.0 for multipoint and add a static NHTB table entry for the Sunnyvale spoke.
Finally, you configure security policy and TCP-MSS parameters. See Table 9 on page 94 through

Table 13 on page 100 for specific configuration parameters used in this example.

Table 9: Interface, Security Zone, and Address Book Information

Hub or Spoke

Hub

Feature

Interfaces

Name

ge-0/0/0.0

ge-0/0/3.0

Configuration Parameters

192.168.10.1/24

10.1.1.2/30

924



Table 9: Interface, Security Zone, and Address Book Information (continued)

Hub or Spoke

Spoke

Hub

Spoke

Hub

Feature

Interfaces

Security zones

Security zones

Address book entries

Name

stO

ge-0/0/0.0

ge-0/0/3.0

stO

trust

untrust

vpn

trust

untrust

vpn

local-net

Configuration Parameters

10.11.11.10/24

10.3.3.2/30

192.168.178.1/24

10.11.11.12/24

e All system services are
allowed.

e The ge-0/0/0.0 interface
is bound to this zone.

o IKE is the only allowed
system service.

e The ge-0/0/3.0 interface
is bound to this zone.

The st0.0 interface is bound
to this zone.

o All system services are
allowed.

e The ge-0/0/3.0 interface
is bound to this zone.

o IKE is the only allowed
system service.

e The ge-0/0/0.0 interface
is bound to this zone.

The st0.0 interface is bound
to this zone.

e This address is for the
trust zone's address book.

e The address for this
address book entry is
192.168.10.0/24.



Table 9: Interface, Security Zone, and Address Book Information (continued)

Hub or Spoke Feature Name Configuration Parameters

sunnyvale-net e This address book is for
the vpn zone's address
book.

e The address for this

address book entry is
192.168.168.0/24.

westford-net e Thisaddressis for the vpn
zone's address book.

e The address for this

address book entry is
192.168.178.0/24.

Spoke Address book entries local-net e This address is for the
trust zone's address book.

e The address for this

address book entry is
192.168.168.178.0/24.

corp-net e Thisaddressis for the vpn
zone's address book.

e The address for this

address book entry is
192.168.10.0/24.

sunnyvale-net e This address is for the vpn
zone’s address book.

e The address for this
address book entry is
192.168.168.0/24.



Table 10: IKE Phase 1 Configuration Parameters

Hub or Spoke

Hub

Spoke

Feature

Proposal

Policy

Gateway

Proposal

Name

ike-phase1-proposal

ike-phasel-policy

gw-westford

gw-sunnyvale

ike-phase1-proposal

Configuration Parameters

e Authentication method:
pre-shared-keys

e Diffie-Hellman group:
group2

e Authentication algorithm:
shal

e Encryption algorithm:
aes-128-cbhc

e Mode: main

e Proposal reference:
ike-phasel-proposal

o |IKE Phase 1 policy
authentication method:
pre-shared-key ascii-text

e IKE policy reference:
ike-phase1-policy

e External interface:
ge-0/0/3.0

e Gateway address: 10.3.3.2

o |IKE policy reference:
ike-phase1-policy

e External interface:
ge-0/0/3.0

e Gateway address: 10.2.2.2

e Authentication method:
pre-shared-keys

o Diffie-Hellman group:
group2
e Authentication algorithm:

shal

e Encryption algorithm:
aes-128-cbc



Table 10: IKE Phase 1 Configuration Parameters (continued)

Hub or Spoke

Table 11: IPsec Phase 2 Configuration Parameters

Hub or

Spoke Feature

Hub Proposal
Policy
VPN

Spoke Proposal
Policy

Feature

Policy

Gateway

Name

ipsec-phase2-proposal

ipsec-phase2-policy

vpn-sunnyvale

vpn-westford

ipsec-phase2-proposal

ipsec-phase2-policy

Name Configuration Parameters

ike-phase1-policy Mode: main

Proposal reference:

ike-phase1-proposal

o IKE Phase 1 policy
authentication method:
pre-shared-key ascii-text

gw-corporate o |IKE policy reference:
ike-phasel-policy

e External interface:
ge-0/0/0.0

o Gateway address: 10.1.1.2

Configuration Parameters

e Protocol: esp
o Authentication algorithm: hmac-shal-96

e Encryption algorithm: aes-128-cbc

e Proposal reference: ipsec-phase2-proposal

o PFS: Diffie-Hellman group2

o IKE gateway reference: gw-sunnyvale
e |Psec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0

o IKE gateway reference: gw-westford
o IPsec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0

e Protocol: esp
e Authentication algorithm: hmac-shal-96

e Encryption algorithm: aes-128-cbc

e Proposal reference: ipsec-phase2-proposal

o PFS: Diffie-Hellman group2



Table 11: IPsec Phase 2 Configuration Parameters (continued)

Hub or
Spoke Feature Name Configuration Parameters

VPN vpn-corporate o IKE gateway reference: gw-corporate
e |Psec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0

Table 12: Security Policy Configuration Parameters

Hub
or
Spoke ' Purpose Name Configuration Parameters
Hub The security policy permits traffic | local-to-spokes | e Match criteria:
from the trust zone to the vpn » source-address local-net
zone. o destination-address sunnyvale-net
o destination-address westford-net
e application any
The security policy permits traffic | spokes-to-local | Match criteria:
from the vpn zone to the trust
Jone. e source-address sunnyvale-net
e source-address westford-net
e destination-address local-net
e application any
The security policy permits spoke-to-spoke | Match criteria:
intrazone traffic.
e source-address any
e destination-address any
e application any
Spoke | The security policy permits traffic | to-corp e Match criteria:
from the trust zone to the vpn » source-address local-net
zone.

o destination-address corp-net
o destination-address sunnyvale-net

o application any



Table 12: Security Policy Configuration Parameters (continued)

Hub
or
Spoke = Purpose Name

The security policy permits traffic | from-corp

from the vpn zone to the trust

zone.

The security policy permits traffic | permit-any

from the untrust zone to the trust

zone.

Table 13: TCP-MSS Configuration Parameters

Purpose

Configuration Parameters

Match criteria:

e source-address corp-net
e source-address sunnyvale-net
o destination-address local-net

e application any
Match criteria:

e source-address any

e source-destination any

e application any

e Permit action: source-nat interface

By specifying source-nat interface, the SRX Series
device translates the source IP address and port
for outgoing traffic, using the IP address of the
egress interface as the source IP address and a
random high-number port for the source port.

Configuration
Parameters

TCC-MSS is negotiated as part of the TCP three-way handshake and limits the maximum size | MSS value: 1350
of a TCP segment to better fit the MTU limits on a network. For VPN traffic, the IPsec
encapsulation overhead, along with the IP and frame overhead, can cause the resulting ESP

packet to exceed the MTU of the physical interface, which causes fragmentation. Fragmentation

results in increased use of bandwidth and device resources.

NOTE: The value of 1350 is a recommended starting point for most Ethernet-based networks
with an MTU of 1500 or greater. You might need to experiment with different TCP-MSS values
to obtain optimal performance. For example, you might need to change the value if any device

in the path has a lower MTU, or if there is any additional overhead such as PPP or Frame Relay.



Configuration
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Configuring Basic Network, Security Zone, and Address Book Information for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit O family inet address 192.168.10.1/24

set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/30

set interfaces stO unit O family inet address 10.11.11.10/24

set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

set routing-options static route 192.168.168.0/24 next-hop 10.11.11.11

set routing-options static route 192.168.178.0/24 next-hop 10.11.11.12

set security zones security-zone untrust interfaces ge-0/0/3.0

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone vpn interfaces st0.0

set security address-book book1 address local-net 192.168.10.0/24

set security address-book book1 attach zone trust

set security address-book book2 address sunnyvale-net 192.168.168.0/24
set security address-book book2 address westford-net 192.168.178.0/24



set security address-book book2 attach zone vpn

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure basic network, security zone, and address book information for the hub:

1. Configure Ethernet interface information.
[edit]
user@hub# set interfaces ge-0/0/0 unit O family inet address 192.168.10.1/24

user@hub# set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/30
user@hub# set interfaces stO unit O family inet address 10.11.11.10/24

2. Configure static route information.
[edit]
user@hub# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

user@hub# set routing-options static route 192.168.168.0/24 next-hop 10.11.11.11
user@hub# set routing-options static route 192.168.178.0/24 next-hop 10.11.11.12

3. Configure the untrust security zone.

[edit ]
user@hub# set security zones security-zone untrust

4. Assign an interface to the untrust security zone.

[edit security zones security-zone untrust]
user@hub# set interfaces ge-0/0/3.0

5. Specify allowed system services for the untrust security zone.

[edit security zones security-zone untrust]
user@hub# set host-inbound-traffic system-services ike

6. Configure the trust security zone.



[edit]
user@hub# edit security zones security-zone trust

7. Assign an interface to the trust security zone.

[edit security zones security-zone trust]
user@hub# set interfaces ge-0/0/0.0

8. Specify allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@hub# set host-inbound-traffic system-services all

9. Create an address book and attach a zone to it.

[edit security address-book book1]
user@hub# set address local-net 10.10.10.0/24
user@hub# set attach zone trust

10. Configure the vpn security zone.

[edit]
user@hub# edit security zones security-zone vpn

11. Assign an interface to the vpn security zone.

[edit security zones security-zone vpn]
user@hub# set interfaces st0.0

12. Create another address book and attach a zone to it.

[edit security address-book book2]

user@hub# set address sunnyvale-net 192.168.168.0/24
user@hub# set address westford-net 192.168.178.0/24
user@hub# set attach zone vpn

Results



From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
show security zones, and show security address-book commands. If the output does not display the
intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@hub# show interfaces
ge-0/0/0 {
unit O {
family inet {
address 192.168.10.1/24;

}
ge-0/0/3 {
unit O {
family inet {
address 10.1.1.2/30

}
stOf{
unit O {
family inet {
address 10.11.11.10/24

[edit]

user@hub# show routing-options

static {
route 0.0.0.0/0 next-hop 10.1.1.1;
route 192.168.168.0/24 next-hop 10.11.11.11;
route 192.168.178.0/24 next-hop 10.11.11.12;

[edit]
user@hub# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
ike;



}

interfaces {
ge-0/0/3.0;
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security-zone trust {
host-inbound-traffic {
system-services {
all;

}

interfaces {
ge-0/0/0.0;

}
security-zone vpn {
host-inbound-traffic {
}
interfaces {
st0.0;

}
[edit]
user@hub# show security address-book
book1 {
address local-net 10.10.10.0/24;
attach {
zone trust;

book2 {
address sunnyvale-net 192.168.168.0/24;
address westford-net 192.168.178.0/24;
attach {
zone vpn;

If you are done configuring the device, enter commit from configuration mode.

Configuring IKE for the Hub

CLI Quick Configuration



To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ike-phasel-proposal authentication-method pre-shared-keys
set security ike proposal ike-phasel-proposal dh-group group2

set security ike proposal ike-phasel-proposal authentication-algorithm shal

set security ike proposal ike-phasel-proposal encryption-algorithm aes-128-cbc
set security ike policy ike-phasel-policy mode main

set security ike policy ike-phasel-policy proposals ike-phasel-proposal

set security ike policy ike-phase1-policy pre-shared-key ascii-text “¢éABC123”
set security ike gateway gw-westford external-interface ge-0/0/3.0

set security ike gateway gw-westford ike-policy ike-phasel-policy

set security ike gateway gw-westford address 10.3.3.2

set security ike gateway gw-sunnyvale external-interface ge-0/0/3.0

set security ike gateway gw-sunnyvale ike-policy ike-phase1-policy

set security ike gateway gw-sunnyvale address 10.2.2.2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE for the hub:

1. Create the IKE Phase 1 proposal.

[edit security ike]
user@hub# set proposal ike-phasel-proposal

2. Define the IKE proposal authentication method.

[edit security ike proposal ike-phasel-proposal]
user@hub# set authentication-method pre-shared-keys

3. Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ike-phasel-proposal]
user@hub# set dh-group group2

4. Define the IKE proposal authentication algorithm.



[edit security ike proposal ike-phasel-proposal]
user@hub# set authentication-algorithm shal

. Define the IKE proposal encryption algorithm.

[edit security ike proposal ike-phasel-proposal]
user@hub# set encryption-algorithm aes-128-cbc

. Create an IKE Phase 1 policy.

[edit security ike]
user@hub# set policy ike-phase1-policy

. Set the IKE Phase 1 policy mode.

[edit security ike policy ike-phasel-policy]
user@hub# set mode main

. Specify a reference to the IKE proposal.

[edit security ike policy ike-phasel-policy]
user@hub# set proposals ike-phasel-proposal

. Define the IKE Phase 1 policy authentication method.

[edit security ike policy ike-phasel-policy]
user@hub# set pre-shared-key ascii-text “$ABC123"

10. Create an IKE Phase 1 gateway and define its external interface.

[edit security ike]
user@hub# set gateway gw-westford external-interface ge-0/0/3.0

11. Define the IKE Phase 1 policy reference.

[edit security ike]



user@hub# set gateway gw-westford ike-policy ike-phasel-policy

12. Define the IKE Phase 1 gateway address.

[edit security ike]
user@hub# set gateway gw-westford address 10.3.3.2

13. Create an IKE Phase 1 gateway and define its external interface.

[edit security ike]
user@hub# set gateway gw-sunnyvale external-interface ge-0/0/3.0

14. Define the IKE Phase 1 policy reference.

[edit security ike gateway]
user@hub# set gateway gw-sunnyvale ike-policy ike-phase1-policy

15. Define the IKE Phase 1 gateway address.

[edit security ike gateway]
user@hub# set gateway gw-sunnyvale address 10.2.2.2

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@hub# show security ike
proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;
}
policy ike-phasel-policy {
mode main;
proposals ike-phasel-proposal;



pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA

}

gateway gw-sunnyvale {
ike-policy ike-phasel-policy;
address 10.2.2.2;
external-interface ge-0/0/3.0;

}

gateway gw-westford {
ike-policy ike-phase1-policy;
address 10.3.3.2;
external-interface ge-0/0/3.0;

If you are done configuring the device, enter commit from configuration mode.

Configuring IPsec for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec proposal ipsec-phase2-proposal protocol esp

set security ipsec proposal ipsec-phase2-proposal authentication-algorithm hmac-shal-96
set security ipsec proposal ipsec-phase2-proposal encryption-algorithm aes-128-cbc

set security ipsec policy ipsec-phase2-policy proposals ipsec-phase2-proposal

set security ipsec policy ipsec-phase2-policy perfect-forward-secrecy keys group2

set security ipsec vpn vpn-westford ike gateway gw-westford

set security ipsec vpn vpn-westford ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn vpn-westford bind-interface st0.0

set security ipsec vpn vpn-sunnyvale ike gateway gw-sunnyvale

set security ipsec vpn vpn-sunnyvale ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn vpn-sunnyvale bind-interface st0.0

set interfaces stO unit O multipoint

set interfaces stO unit O family inet next-hop-tunnel 10.11.11.11 ipsec-vpn vpn-sunnyvale
set interfaces stO unit O family inet next-hop-tunnel 10.11.11.12 ipsec-vpn vpn-westford

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec for the hub:

1. Create an IPsec Phase 2 proposal.



[edit]
user@hub# set security ipsec proposal ipsec-phase2-proposal

. Specify the IPsec Phase 2 proposal protocol.

[edit security ipsec proposal ipsec-phase2-proposal]
user@hub# set protocol esp

. Specify the IPsec Phase 2 proposal authentication algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@hub# set authentication-algorithm hmac-sha1-96

. Specify the IPsec Phase 2 proposal encryption algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@hub# set encryption-algorithm aes-128-cbc

. Create the IPsec Phase 2 policy.

[edit security ipsec]
user@hub# set policy ipsec-phase2-policy

. Specify the IPsec Phase 2 proposal reference.

[edit security ipsec policy ipsec-phase2-policy]
user@hub# set proposals ipsec-phase2-proposal

. Specify IPsec Phase 2 PFS to use Diffie-Hellman group 2.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set perfect-forward-secrecy keys group2

. Specify the IKE gateways.

[edit security ipsec]



user@hub# set vpn vpn-westford ike gateway gw-westford
user@hub# set vpn vpn-sunnyvale ike gateway gw-sunnyvale

9. Specify the IPsec Phase 2 policies.

[edit security ipsec]
user@hub# set vpn vpn-westford ike ipsec-policy ipsec-phase2-policy
user@hub# set vpn vpn-sunnyvale ike ipsec-policy ipsec-phase2-policy

10. Specify the interface to bind.

[edit security ipsec]
user@hub# set vpn vpn-westford bind-interface st0.0
user@hub# set vpn vpn-sunnyvale bind-interface st0.0

11. Configure the stO interface as multipoint.

[edit]
user@hub# set interfaces stO unit O multipoint

12. Add static NHTB table entries for the Sunnyvale and Westford offices.

[edit]
user@hub# set interfaces stO unit O family inet next-hop-tunnel 10.11.11.11 ipsec-vpn vpn-sunnyvale
user@hub# set interfaces stO unit O family inet next-hop-tunnel 10.11.11.12 ipsec-vpn vpn-westford

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If
the output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]

user@hub# show security ipsec

proposal ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm aes-128-cbc;



policy ipsec-phase2-policy {
perfect-forward-secrecy {
keys group2;
}
proposals ipsec-phase2-proposal;
}
vpn vpn-sunnyvale {
bind-interface st0.0;
ike {
gateway gw-sunnyvale;
ipsec-policy ipsec-phase2-policy;

}
vpn vpn-westford {
bind-interface st0.0;
ike {
gateway gw-westford,;
ipsec-policy ipsec-phase2-policy;

If you are done configuring the device, enter commit from configuration mode.

Configuring Security Policies for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone trust to-zone vpn policy local-to-spokes match source-address local-net

set security policies from-zone trust to-zone vpn policy local-to-spokes match destination-address sunnyvale-net
set security policies from-zone trust to-zone vpn policy local-to-spokes match destination-address westford-net
set security policies from-zone trust to-zone vpn policy local-to-spokes match application any

set security policies from-zone trust to-zone vpn policy local-to-spokes then permit

set security policies from-zone vpn to-zone trust policy spokes-to-local match source-address sunnyvale-net
set security policies from-zone vpn to-zone trust policy spokes-to-local match source-address westford-net
set security policies from-zone vpn to-zone trust policy spokes-to-local match destination-address local-net
set security policies from-zone vpn to-zone trust policy spokes-to-local match application any

set security policies from-zone vpn to-zone trust policy spokes-to-local then permit

set security policies from-zone vpn to-zone vpn policy spoke-to-spoke match source-address any

set security policies from-zone vpn to-zone vpn policy spoke-to-spoke match destination-address any

set security policies from-zone vpn to-zone vpn policy spoke-to-spoke match application any

set security policies from-zone vpn to-zone vpn policy spoke-to-spoke then permit



Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies for the hub:

1. Create the security policy to permit traffic from the trust zone to the vpn zone.

[edit security policies from-zone trust to-zone vpn]

user@hub# set policy local-to-spokes match source-address local-net
user@hub# set policy local-to-spokes match destination-address sunnyvale-net
user@hub# set policy local-to-spokes match destination-address westford-net
user@hub# set policy local-to-spokes match application any

user@hub# set policy local-to-spokes then permit

2. Create the security policy to permit traffic from the vpn zone to the trust zone.

[edit security policies from-zone vpn to-zone trust]

user@hub# set policy spokes-to-local match source-address sunnyvale-net
user@hub# set policy spokes-to-local match source-address westford-net
user@hub# set policy spokes-to-local match destination-address local-net
user@hub# set policy spokes-to-local match application any

user@hub# set policy spokes-to-local then permit

3. Create the security policy to permit intrazone traffic.

[edit security policies from-zone vpn to-zone vpn]

user@hub# set policy spoke-to-spoke match source-address any
user@hub# set policy spoke-to-spoke match destination-address any
user@hub# set policy spoke-to-spoke match application any
user@hub# set policy spoke-to-spoke then permit

Results

From configuration mode, confirm your configuration by entering the show security policies command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]

user@hub# show security policies

from-zone trust to-zone vpn {
policy local-to-spokes {



match {
source-address local-net;
destination-address [ sunnyvale-net westford-net J;
application any;
}
then {
permit;

}
from-zone vpn to-zone trust {
policy spokes-to-local {
match {
source-address [ sunnyvale-net westford-net |;
destination-address local-net;
application any;
}
then {
permit;

}
from-zone vpn to-zone vpn {
policy spoke-to-spoke {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;

If you are done configuring the device, enter commit from configuration mode.
Configuring TCP-MSS for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.



set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure
To configure TCP-MSS information for the hub:

1. Configure TCP-MSS information.

[edit]
user@hub# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@hub# show security flow
tcp-mss {
ipsec-vpn {
mss 1350;

If you are done configuring the device, enter commit from configuration mode.

Configuring Basic Network, Security Zone, and Address Book Information for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit O family inet address 10.3.3.2/30

set interfaces ge-0/0/3 unit O family inet address 192.168.178.1/24

set interfaces stO unit O family inet address 10.11.11.12/24

set routing-options static route 0.0.0.0/0 next-hop 10.3.3.1

set routing-options static route 10.10.10.0/24 next-hop 10.11.11.10

set routing-options static route 192.168.168.0/24 next-hop 10.11.11.10

set security zones security-zone untrust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone trust interfaces ge-0/0/3.0

set security zones security-zone trust host-inbound-traffic system-services all



set security zones security-zone vpn interfaces st0.0

set security address-book book1 address local-net 192.168.178.0/24

set security address-book book1 attach zone trust

set security address-book book2 address corp-net 10.10.10.0/24

set security address-book book2 address sunnyvale-net 192.168.168.0/24
set security address-book book2 attach zone vpn

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure basic network, security zone, and address book information for the Westford spoke:

1. Configure Ethernet interface information.
[edit]
user@spoke# set interfaces ge-0/0/0 unit O family inet address 10.3.3.2/30

user@spoke# set interfaces ge-0/0/3 unit O family inet address 192.168.178.1/24
user@spoke# set interfaces stO unit O family inet address 10.11.11.12/24

2. Configure static route information.
[edit]
user@spoke# set routing-options static route 0.0.0.0/0 next-hop 10.3.3.1

user@spoke# set routing-options static route 10.10.10.0/24 next-hop 10.11.11.10
user@spoke# set routing-options static route 192.168.168.0/24 next-hop 10.11.11.10

3. Configure the untrust security zone.

[edit]
user@spoke# set security zones security-zone untrust

4. Assign an interface to the security zone.

[edit security zones security-zone untrust]
user@spoke# set interfaces ge-0/0/0.0

5. Specify allowed system services for the untrust security zone.



[edit security zones security-zone untrust]
user@spoke# set host-inbound-traffic system-services ike

6. Configure the trust security zone.

[edit]
user@spoke# edit security zones security-zone trust

7. Assign an interface to the trust security zone.

[edit security zones security-zone trust]
user@spoke# set interfaces ge-0/0/3.0

8. Specify allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@spoke# set host-inbound-traffic system-services all

9. Configure the vpn security zone.

[edit]
user@spoke# edit security zones security-zone vpn

10. Assign an interface to the vpn security zone.

[edit security zones security-zone vpn]
user@spoke# set interfaces st0.0

11. Create an address book and attach a zone to it.

[edit security address-book book1]
user@spoke# set address local-net 192.168.178.0/24
user@spoke# set attach zone trust

12. Create another address book and attach a zone to it.



[edit security address-book book2]

user@spoke# set address corp-net 10.10.10.0/24
user@spoke# set address sunnyvale-net 192.168.168.0/24
user@spoke# set attach zone vpn

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
show security zones, and show security address-book commands. If the output does not display the
intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@spoke# show interfaces
ge-0/0/0 {
unit O {
family inet {
address 10.3.3.2/30;

}
ge-0/0/3 {
unit O {
family inet {
address 192.168.178.1/24;

}
stO {
unit O {
family inet {
address 10.11.11.10/24;

[edit]

user@spoke# show routing-options

static {
route 0.0.0.0/0 next-hop 10.3.3.1;
route 192.168.168.0/24 next-hop 10.11.11.10;
route 10.10.10.0/24 next-hop 10.11.11.10;



[edit]
user@spoke# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
ike;

}

interfaces {
ge-0/0/0.0;

}
security-zone trust {
host-inbound-traffic {
system-services {
all;

}

interfaces {
ge-0/0/3.0;

1
security-zone vpn {
interfaces {
st0.0;

}
[edit]
user@spoke# show security address-book
book1 {
address corp-net 10.10.10.0/24;
attach {
zone trust;

book2 {
address local-net 192.168.178.0/24;
address sunnyvale-net 192.168.168.0/24;
attach {
zone vpn;

If you are done configuring the device, enter commit from configuration mode.



Configuring IKE for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ike-phasel-proposal authentication-method pre-shared-keys
set security ike proposal ike-phasel-proposal dh-group group2

set security ike proposal ike-phasel-proposal authentication-algorithm shal

set security ike proposal ike-phasel-proposal encryption-algorithm aes-128-cbc

set security ike policy ike-phasel-policy mode main

set security ike policy ike-phasel-policy proposals ike-phasel-proposal

set security ike policy ike-phase1-policy pre-shared-key ascii-text “$ABC123”

set security ike gateway gw-corporate external-interface ge-0/0/0.0

set security ike gateway gw-corporate ike-policy ike-phasel-policy

set security ike gateway gw-corporate address 10.1.1.2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE for the Westford spoke:

1. Create the IKE Phase 1 proposal.

[edit security ike]
user@spoke# set proposal ike-phasel-proposal

2. Define the IKE proposal authentication method.

[edit security ike proposal ike-phasel-proposal]
user@spoke# set authentication-method pre-shared-keys

3. Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ike-phasel-proposal]
user@spoke# set dh-group group2

4. Define the IKE proposal authentication algorithm.



[edit security ike proposal ike-phasel-proposal]
user@spoke# set authentication-algorithm shal

. Define the IKE proposal encryption algorithm.

[edit security ike proposal ike-phasel-proposal]
user@spoke# set encryption-algorithm aes-128-cbc

. Create an IKE Phase 1 policy.

[edit security ike]
user@spoke# set policy ike-phasel-policy

. Set the IKE Phase 1 policy mode.

[edit security ike policy ike-phasel-policy]
user@spoke# set mode main

. Specify a reference to the IKE proposal.

[edit security ike policy ike-phasel-policy]
user@spoke# set proposals ike-phasel-proposal

. Define the IKE Phase 1 policy authentication method.

[edit security ike policy ike-phasel-policy]
user@spoke# set pre-shared-key ascii-text “$ABC123”

10. Create an IKE Phase 1 gateway and define its external interface.

[edit security ike]
user@spoke# set gateway gw-corporate external-interface ge-0/0/0.0

11. Define the IKE Phase 1 policy reference.

[edit security ike]



user@spoke# set gateway gw-corporate ike-policy ike-phasel-policy

12. Define the IKE Phase 1 gateway address.

[edit security ike]
user@spoke# set gateway gw-corporate address 10.1.1.2

Results
From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

[edit]

user@spoke# show security ike

proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

}

policy ike-phasel-policy {
mode main;
proposals ike-phasel-proposal;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA

}

gateway gw-corporate {
ike-policy ike-phase1-policy;
address 10.1.1.2;
external-interface ge-0/0/0.0;

If you are done configuring the device, enter commit from configuration mode.

Configuring IPsec for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec proposal ipsec-phase2-proposal protocol esp



set security ipsec proposal ipsec-phase2-proposal authentication-algorithm hmac-shal-96
set security ipsec proposal ipsec-phase2-proposal encryption-algorithm aes-128-cbc

set security ipsec policy ipsec-phase2-policy proposals ipsec-phase2-proposal

set security ipsec policy ipsec-phase2-policy perfect-forward-secrecy keys group2

set security ipsec vpn vpn-corporate ike gateway gw-corporate

set security ipsec vpn vpn-corporate ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn vpn-corporate bind-interface st0.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec for the Westford spoke:

1. Create an IPsec Phase 2 proposal.

[edit]
user@spoke# set security ipsec proposal ipsec-phase2-proposal

2. Specify the IPsec Phase 2 proposal protocol.

[edit security ipsec proposal ipsec-phase2-proposal]
user@spoke# set protocol esp

3. Specify the IPsec Phase 2 proposal authentication algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@spoke# set authentication-algorithm hmac-shal-96

4. Specify the IPsec Phase 2 proposal encryption algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@spoke# set encryption-algorithm aes-128-cbc

5. Create the IPsec Phase 2 policy.

[edit security ipsec]
user@spoke# set policy ipsec-phase2-policy



6. Specify the IPsec Phase 2 proposal reference.

[edit security ipsec policy ipsec-phase2-policy]
user@spoke# set proposals ipsec-phase2-proposal

7. Specify IPsec Phase 2 PFS to use Diffie-Hellman group 2.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set perfect-forward-secrecy keys group2

8. Specify the IKE gateway.

[edit security ipsec]
user@spoke# set vpn vpn-corporate ike gateway gw-corporate

9. Specify the IPsec Phase 2 policy.

[edit security ipsec]
user@spoke# set vpn vpn-corporate ike ipsec-policy ipsec-phase2-policy

10. Specify the interface to bind.

[edit security ipsec]
user@spoke# set vpn vpn-corporate bind-interface st0.0

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If
the output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@spoke# show security ipsec
proposal ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm aes-128-cbc;
}
policy ipsec-phase2-policy {
perfect-forward-secrecy {



keys group2;
}
proposals ipsec-phase2-proposal;
}
vpn vpn-corporate {
bind-interface st0.0;
ike {
gateway gw-corporate;
ipsec-policy ipsec-phase2-policy;

If you are done configuring the device, enter commit from configuration mode.

Configuring Security Policies for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone trust to-zone vpn policy to-corporate match source-address local-net

set security policies from-zone trust to-zone vpn policy to-corporate match destination-address corp-net

set security policies from-zone trust to-zone vpn policy to-corporate match destination-address sunnyvale-net
set security policies from-zone trust to-zone vpn policy to-corporate application any

set security policies from-zone trust to-zone vpn policy to-corporate then permit

set security policies from-zone vpn to-zone trust policy from-corporate match source-address corp-net

set security policies from-zone vpn to-zone trust policy from-corporate match source-address sunnyvale-net
set security policies from-zone vpn to-zone trust policy from-corporate match destination-address local-net
set security policies from-zone vpn to-zone trust policy from-corporate application any

set security policies from-zone vpn to-zone trust policy from-corporate then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies for the Westford spoke:

1. Create the security policy to permit traffic from the trust zone to the vpn zone.

[edit security policies from-zone trust to-zone vpn]

user@spoke# set policy to-corp match source-address local-net
user@spoke# set policy to-corp match destination-address corp-net
user@spoke# set policy to-corp match destination-address sunnyvale-net



user@spoke# set policy to-corp match application any
user@spoke# set policy to-corp then permit

2. Create the security policy to permit traffic from the vpn zone to the trust zone.

[edit security policies from-zone vpn to-zone trust]

user@spoke# set policy spokes-to-local match source-address corp-net
user@spoke# set policy spokes-to-local match source-address sunnyvale-net
user@spoke# set policy spokes-to-local match destination-address local-net
user@spoke# set policy spokes-to-local match application any

user@spoke# set policy spokes-to-local then permit

Results

From configuration mode, confirm your configuration by entering the show security policies command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@spoke# show security policies
from-zone trust to-zone vpn {
policy to-corp {
match {
source-address local-net;
destination-address [ sunnyvale-net westford-net J;
application any;
}
then {
permit;

}
from-zone vpn to-zone trust {
policy spokes-to-local {
match {
source-address [ sunnyvale-net westford-net ];
destination-address local-net;
application any;
}
then {
permit;



If you are done configuring the device, enter commit from configuration mode.

Configuring TCP-MSS for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure
To configure TCP-MSS for the Westford spoke:

1. Configure TCP-MSS information.

[edit]
user@spoke# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@spoke# show security flow
tcp-mss {
ipsec-vpn {
mss 1350;

If you are done configuring the device, enter commit from configuration mode.

Configuring the Sunnyvale Spoke

CLI Quick Configuration

This example uses an SSG Series device for the Sunnyvale spoke. For reference, the configuration for the
SSG Series device is provided. For information about configuring SSG Series devices, see the Concepts and
Examples ScreenOS Reference Guide, which is located at https://www.juniper.net/documentation.


https://www.juniper.net/documentation

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set zone name "VPN"

set interface ethernet0/6 zone "Trust"

set interface "tunnel.1" zone "VPN"

set interface ethernet0/6 ip 192.168.168.1/24

set interface ethernet0/6 route

set interface ethernet0/0 ip 10.2.2.2/30

set interface ethernet0/0 route

set interface tunnel.1ip 10.11.11.11/24

set flow tcp-mss 1350

set address "Trust" "sunnyvale-net" 192.168.168.0 255.255.255.0

set address "VPN" "corp-net" 10.10.10.0 255.255.255.0

set address "VPN" "westford-net" 192.168.178.0 255.255.255.0

set ike gateway "corp-ike" address 10.1.1.2 Main outgoing-interface ethernet0/0 preshare "395psksecr3t"
sec-level standard

set vpn corp-vpn monitor optimized rekey

set vpn "corp-vpn" bind interface tunnel.1

set vpn "corp-vpn" gateway "corp-ike" replay tunnel idletime O sec-level standard

set policy id 1 from "Trust" to "Untrust” "ANY" "ANY" "ANY" nat src permit

set policy id 2 from "Trust" to "VPN" "sunnyvale-net" "corp-net" "ANY" permit

set policy id 2

exit

set dst-address "westford-net"

exit

set policy id 3 from "VPN" to "Trust" "corp-net" "sunnyvale-net" "ANY" permit

set policy id 3

set src-address "westford-net"

exit

set route 10.10.10.0/24 interface tunnel.1

set route 192.168.178.0/24 interface tunnel.1

set route 0.0.0.0/0 interface ethernet0/0 gateway 10.2.2.1

Verification

IN THIS SECTION

Verifying the IKE Phase 1 Status | 129
Verifying the IPsec Phase 2 Status | 131



Verifying Next-Hop Tunnel Bindings | 133
Verifying Static Routes for Remote Peer Local LANs | 133
Reviewing Statistics and Errors for an IPsec Security Association | 134

Testing Traffic Flow Across the VPN | 135

To confirm that the configuration is working properly, perform these tasks:

Verifying the IKE Phase 1 Status

Purpose
Verify the IKE Phase 1 status.

Action

NOTE: Before starting the verification process, you need to send traffic from a host in the
192.168.10/24 network to a host in the 192.168.168/24 and 192.168.178/24 networks to
bring the tunnels up. For route-based VPNs, you can send traffic initiated from the SRX Series
device through the tunnel. We recommend that when testing IPsec tunnels, you send test traffic
from a separate device on one side of the VPN to a second device on the other side of the VPN.
For example, initiate a ping from 192.168.10.10 to 192.168.168.10.

From operational mode, enter the show security ike security-associations command. After obtaining an
index number from the command, use the show security ike security-associations index index_number

detail command.

user@hub> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
6 10.3.3.2 UP 94906ae2263bbd8e 1c35e4c3fc54d6d3 Main
7 10.2.2.2 up 7e7alc0367dfe73c f284221c656a5fbc Main

user@hub> show security ike security-associations index 6 detail

IKE peer 10.3.3.2, Index 6,
Role: Responder, State: UP
Initiator cookie: 94906ae2263bbd8e,, Responder cookie: 1c35e4c3fc54d6d3
Exchange type: Main, Authentication method: Pre-shared-keys



Local: 10.1.1.2:500, Remote: 10.3.3.2:500
Lifetime: Expires in 3571 seconds

Algorithms:
Authentication : shal
Encryption : aes-cbc (128 bits)

Pseudo random function: hmac-shal
Traffic statistics:

Input bytes : 1128
Output bytes : 988
Input packets : 6
Output packets : 5

Flags: Caller notification sent
IPSec security associations: 1 created, 0 deleted
Phase 2 negotiations in progress: 1
Negotiation type: Quick mode, Role: Responder, Message ID: 1350777248
Local: 10.1.1.2:500, Remote: 10.3.3.2:500
Local identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Flags: Caller notification sent, Waiting for done

Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external interface
settings in your configuration.

If SAs are listed, review the following information:

o Index—This value is unique for each IKE SA, which you can use in the show security ike
security-associations index detail command to get more information about the SA.

e Remote Address—Verify that the remote IP address is correct.
o State

UP—The Phase 1 SA has been established.

DOWN-—There was a problem establishing the Phase 1 SA.
e Mode—Verify that the correct mode is being used.

Verify that the following information is correct in your configuration:

External interfaces (the interface must be the one that receives IKE packets)

IKE policy parameters

Preshared key information

Phase 1 proposal parameters (must match on both peers)



The show security ike security-associations index 1 detail command lists additional information about the
security association with an index number of 1:

e Authentication and encryption algorithms used

Phase 1 lifetime

Traffic statistics (can be used to verify that traffic is flowing properly in both directions)

Initiator and responder role information

NOTE: Troubleshooting is best performed on the peer using the responder role.

Number of IPsec SAs created

Number of Phase 2 negotiations in progress

Verifying the IPsec Phase 2 Status

Purpose
Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ipsec security-associations command. After obtaining
an index number from the command, use the show security ipsec security-associations index index_number
detail command.

user@hub> show security ipsec security-associations

total configured sa: 4

ID Gateway Port Algorithm SP1 Life:sec/kb Mon vsys
<16384 10.2.2.2 500 ESP:aes-128/shal b2fc36f8 3364/ unlim - O
>16384 10.2.2.2 500 ESP:aes-128/shal  5d73929e 3364/ unlim - O
ID Gateway Port Algorithm SP1 Life:sec/kb Mon vsys
<16385 10.3.3.2 500 ESP:3des/shal 70f789c6 28756/unlim - O
>16385 10.3.3.2 500 ESP:3des/shal 80f4126d 28756/unlim - O

user@hub> show security ipsec security-associations index 16385 detail

Virtual-system: Root

Local Gateway: 10.1.1.2, Remote Gateway: 10.3.3.2
Local Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/24)
Remote ldentity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)



DF-bit: clear

Direction: inbound, SPI: 1895270854, AUX-SPI: O

Hard lifetime: Expires in 28729 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 28136 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -

Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)

Anti-replay service: enabled, Replay window size: 32

Direction: outbound, SPI: 2163479149, AUX-SPI: O

Hard lifetime: Expires in 28729 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 28136 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -

Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)

Anti-replay service: enabled, Replay window size: 32

Meaning

The output from the show security ipsec security-associations command lists the following information:

e The ID number is 16385. Use this value with the show security ipsec security-associations index
command to get more information about this particular SA.

e There is one IPsec SA pair using port 500, which indicates that no NAT-traversal is implemented.
(NAT-traversal uses port 4500 or another random high-number port.)

e The SPIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
28756/ unlim value indicates that the Phase 2 lifetime expires in 28756 seconds, and that no lifesize
has been specified, which indicates that it is unlimited. Phase 2 lifetime can differ from Phase 1 lifetime,
as Phase 2 is not dependent on Phase 1 after the VPN is up.

¢ VPN monitoring is not enabled for this SA, as indicated by a hyphen in the Mon column. If VPN monitoring
is enabled, U indicates that monitoring is up, and D indicates that monitoring is down.

e The virtual system (vsys) is the root system, and it always lists O.

The output from the show security ipsec security-associations index 16385 detail command lists the
following information:

e The local identity and remote identity make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common causes for a Phase 2 failure. If no IPsec SA is listed,
confirm that Phase 2 proposals, including the proxy ID settings, are correct for both peers. For route-based
VPN, the default proxy ID is local=0.0.0.0/0, remote=0.0.0.0/0, and service=any. Issues can occur with



multiple route-based VPNs from the same peer IP. In this case, a unique proxy ID for each IPsec SA must
be specified. For some third-party vendors, the proxy ID must be manually entered to match.

e Another common reason for Phase 2 failure is not specifying the ST interface binding. If IPsec cannot
complete, check the kmd log or set trace options.

Verifying Next-Hop Tunnel Bindings

Purpose

After Phase 2 is complete for all peers, verify the next-hop tunnel bindings.

Action

From operational mode, enter the show security ipsec next-hop-tunnels command.

user@hub> show security ipsec next-hop-tunnels

Next-hop gateway interface IPSec VPN name Flag

10.11.11.11 st0.0 sunnyvale-vpn Static

10.11.11.12 st0.0 westford-vpn Auto
Meaning

The next-hop gateways are the IP addresses for the stO interfaces of all remote spoke peers. The next hop
should be associated with the correct IPsec VPN name. If no NHTB entry exists, there is no way for the
hub device to differentiate which IPsec VPN is associated with which next hop.

The Flag field has one of the following values:

e Static— NHTB was manually configured in the st0.0 interface configurations, which is required if the
peer is not an SRX Series device.

e Auto— NHTB was not configured, but the entry was automatically populated into the NHTB table during
Phase 2 negotiations between two SRX Series devices

There is no NHTB table for any of the spoke sites in this example. From the spoke perspective, the stO
interface is still a point-to-point link with only one IPsec VPN binding.

Verifying Static Routes for Remote Peer Local LANs

Purpose

Verify that the static route references the spoke peer’s stO IP address.

Action

From operational mode, enter the show route command.

user@hub> show route 192.168.168.10



inet.0: 9 destinations, 9 routes (9 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

192.168.168.0/24 *[Static/5] 00:08:33
> to 10.11.11.11 via st0.0

user@hub> show route 192.168.178.10

inet.0: 9 destinations, 9 routes (9 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

192.168.178.0/24 *[Static/5] 00:04:04
> to 10.11.11.12 via st0.0

The next hop is the remote peer’s stO IP address, and both routes point to st0.0 as the outgoing interface.

Reviewing Statistics and Errors for an IPsec Security Association

Purpose

Review ESP and authentication header counters and errors for an IPsec security association.

Action

From operational mode, enter the show security ipsec statistics index command.

user@hub> show security ipsec statistics index 16385

ESP Statistics:

Encrypted bytes: 920
Decrypted bytes: 6208
Encrypted packets: 5
Decrypted packets: 87

AH Statistics:
Input bytes:
Output bytes:
Input packets:
Output packets:

Errors:

O O O O

AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: O



You can also use the show security ipsec statistics command to review statistics and errors for all SAs.

To clear all IPsec statistics, use the clear security ipsec statistics command.

Meaning

If you see packet loss issues across a VPN, you can run the show security ipsec statistics or show security
ipsec statistics detail command several times to confirm that the encrypted and decrypted packet counters
are incrementing. You should also check whether the other error counters are incrementing.

Testing Traffic Flow Across the VPN

Purpose
Verify the traffic flow across the VPN.

Action

You can use the ping command from the SRX Series device to test traffic flow to a remote host PC. Make
sure that you specify the source interface so that the route lookup is correct and the appropriate security
zones are referenced during policy lookup.

From operational mode, enter the ping command.

user@hub> ping 192.168.168.10 interface ge-0/0/0 count 5

PING 192.168.168.10 (192.168.168.10): 56 data bytes

64 bytes from 192.168.168.10: icmp_seq=0 ttl=127 time=8.287 ms
64 bytes from 192.168.168.10: icmp_seq=1 ttl=127 time=4.119 ms
64 bytes from 192.168.168.10: icmp_seq=2 ttl=127 time=5.399 ms
64 bytes from 192.168.168.10: icmp_seq=3 ttl=127 time=4.361 ms
64 bytes from 192.168.168.10: icmp_seq=4 ttl=127 time=5.137 ms

--- 192.168.168.10 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 4.119/5.461/8.287/1.490 ms

You can also use the ping command from the SSG Series device.

user@hub> ping 192.168.10.10 from ethernet0/6

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 1 seconds from
ethernet0/6



Success Rate is 100 percent (5/5), round-trip time min/avg/max=4/4/5 ms

ssg-> ping 192.168.178.10 from ethernet0/6

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 192.168.178.10, timeout is 1 seconds from

ethernet0/6

Success Rate is 100 percent (5/5), round-trip time min/avg/max=8/8/10 ms

Meaning

If the ping command fails from the SRX Series or SSG Series device, there might be a problem with the
routing, security policies, end host, or encryption and decryption of ESP packets.
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Release History Table

Release

19.4R1

15.1X49-D80

12.3X48-D40

Description

Starting in Junos OS Release 19.4R1, you can now configure only one dynamic DN attribute
among container-string and wildcard-string at [edit security ike gateway gateway_name dynamic
distinguished-name] hierarchy. If you try configuring the second attribute after you configure
the first attribute, the first attribute is replaced with the second attribute. Before your upgrade
your device, you must remove one of the attributes if you have configured both the attributes.

Starting with Junos OS Release 15.1X49-D80, dynamic endpoint VPNs on SRX Series devices
support IPvé6 traffic on secure tunnels.

Starting with Junos OS Release 12.3X48-D40, Junos OS Release 15.1X49-D70, and Junos OS
Release 17.3R1, all dynamic endpoint gateways configured on SRX Series devices that use the
same external interface can use different IKE policies, but the IKE policies must use the same
IKE proposal.
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Route-Based IPsec VPNs

IN THIS SECTION
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Example: Configuring a Route-Based VPN | 142
Understanding CoS Support on stO Interfaces | 165

A route-based VPN is a configuration in which an IPsec VPN tunnel created between two end points is
referenced by a route that determines which traffic is sent through the tunnel based on a destination IP
address.

Understanding Route-Based IPsec VPNs

With route-based VPNs, you can configure dozens of security policies to regulate traffic flowing through
a single VPN tunnel between two sites, and there is just one set of IKE and IPsec SAs at work. Unlike
policy-based VPNs, for route-based VPNs, a policy refers to a destination address, not a VPN tunnel. When
Junos OS looks up a route to find the interface to use to send traffic to the packet’s destination address,
it finds a route through a secure tunnel interface (st0.x). The tunnel interface is bound to a specific VPN
tunnel, and the traffic is routed to the tunnel if the policy action is permit.

NOTE: A secure tunnel (stO) interface supports only one IPv4 address and one IPv6 address at
the same time. This applies to all route-based VPNs. The disable option is not supported on stO
interfaces.

Examples of where route-based VPNs can be used:
e There are overlapping subnets or IP addresses between the two LANs.
e A hub-and-spoke VPN topology is used in the network, and spoke-to-spoke traffic is required.

e Primary and backup VPNs are required.

e A dynamic routing protocol (for example, OSPF, RIP, or BGP) is running across the VPN.



NOTE: Configuring RIP demand circuits over point-to-multipoint VPN interfaces is not
supported.

We recommend that you use route-based VPN when you want to configure VPN between multiple remote
sites. Route-based VPN allows for routing between the spokes between multiple remote sites; it is easier
to configure, monitor, and troubleshoot.

SEE ALSO

Class of Service User Guide (Security Devices)
IPsec VPN Overview | 31
Example: Configuring a Hub-and-Spoke VPN | 93

Example: Configuring a Policy-Based VPN | 644

Example: Configuring a Route-Based VPN
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This example shows how to configure a route-based IPsec VPN to allow data to be securely transferred
between a branch office and the corporate office.

Requirements

This example uses the following hardware:

e Any SRX Series device
e S5G140 device



143

Before you begin, read “IPsec VPN Overview” on page 31.

Overview

In this example, you configure a route-based VPN for a branch office in Chicago, because you want to
conserve tunnel resources but still get granular restrictions on VPN traffic. Users in the Chicago office will
use the VPN to connect to their corporate headquarters in Sunnyvale, California.

Figure 12 on page 143 shows an example of a route-based VPN topology. In this topology, the SRX Series
device is located in Sunnyvale, and an SSG Series device (or a third-party device) is located in Chicago.

Figure 12: Route-Based VPN Topology

Trust Zone

L1

ge-0/0/1.0
198.51.100.10/24

ge-0/0/0.0
198.51.100.1/24
VPN-chicago zone
tunnel 1

ge-0/0/1.0

10.1.1.1/30

Chicago e s
SSG Series Device

!
!
!
!
!
1
:
!
Untrust Zone .
!
!
!
1
!
1
!
!

INTERNET

1
:
1
: ge-0/0/1.0
1 10.1.1.2/30
Sunnyvale [FEE:Z552 st0.0 VPN-sunnyvale zone

SRX Series Device| ge-0/0/0.0
192.0.2.1/24

Trust Zone

L1

e-0/0/0.0
192.0.2.10/24

g040511a



In this example, you configure interfaces, an IPv4 default route, security zones, and address books. Then
you configure IKE, IPsec, security policy, and TCP-MSS parameters. See Table 14 on page 144 through
Table 18 on page 146 for specific configuration parameters used in this example.

Table 14: Interface, Static Route, Security Zone, and Address Book Information

Feature Name Configuration Parameters
Interfaces ge-0/0/0.0 192.0.2.1/24
ge-0/0/3.0 10.1.1.2/30
st0.0 (tunnel interface) 10.10.11.10/24
Static routes 0.0.0.0/0 (default route) The next hop is st0.0.
Security zones trust o All system services are allowed.
e The ge-0/0/0.0 interface is bound
to this zone.
untrust e IKE is the only allowed system
service.
e The ge-0/0/3.0 interface is bound
to this zone.
vpn The st0.0 interface is bound to this
zone.

Table 15: IKE Configuration Parameters

Feature Name Configuration Parameters

Proposal ike-proposal o Authentication method: rsa-signatures

Diffie-Hellman group: group14
e Authentication algorithm: sha256
e Encryption algorithm: aes-256-cbc

Policy ike-policy e Mode: main

Proposal reference: ike-policy

e IKE policy authentication method: rsa-signatures



Table 15: IKE Configuration Parameters (continued)

Feature Name Configuration Parameters

Gateway gw-sunnyvale e IKE policy reference: ike-policy
e External interface: ge-0/0/3.0
o Gateway address: 10.2.2.2

Table 16: IPsec Configuration Parameters

Feature Name Configuration Parameters

Proposal ipsec_prop e Protocol: esp

Authentication algorithm: hmac-sha-256

e Encryption algorithm: aes-256-cbc

Policy ipsec_pol e Proposal reference: ipsec_prop
e PFS: Diffie-Hellman group2
VPN ipsec_vpnl e IKE gateway reference: gw-sunnyvale

e IPsec policy reference: ipsec_pol

e Bind to interface: st0.0
Table 17: Security Policy Configuration Parameters

Purpose Name Configuration Parameters

The security policy permits traffic from the | vpn Match criteria:

trust zone to the vpn zone. « source-address sunnyvale

e destination-address chicago

o application any

e Action: permit

The security policy permits traffic from the | vpn Match criteria:

vpn zone to the trust zone. « source-address chicago

o destination-address sunnyvale

e application any

e Action: permit



Table 18: TCP-MSS Configuration Parameters

Purpose Configuration Parameters

TCP-MSS is negotiated as part of the TCP three-way MSS value: 1350
handshake and limits the maximum size of a TCP segment to

better fit the MTU limits on a network. For VPN traffic, the

IPsec encapsulation overhead, along with the IP and frame

overhead, can cause the resulting ESP packet to exceed the

MTU of the physical interface, which causes fragmentation.

Fragmentation increases bandwidth and device resources.

NOTE: We recommend a value of 1350 as the starting point
for most Ethernet-based networks with an MTU of 1500 or
greater. You might need to experiment with different
TCP-MSS values to obtain optimal performance. For example,
you might need to change the value if any device in the path
has a lower MTU, or if there is any additional overhead such
as PPP or Frame Relay.

Configuration
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Configuring Basic Network and Security Zone Information

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.



set interfaces ge-0/0/0 unit O family inet address 192.0.2.1/24

set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/30

set interfaces st0 unit O family inet address 10.10.11.10/24

set routing-options static route 0.0.0.0/0 next-hop st0.0

set security zones security-zone untrust interfaces ge-0/0/3.0

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone vpn-chicago interfaces st0.0

set security zones security-zone vpn-chicago host-inbound-traffic protocols all
set security zones security-zone vpn-chicago host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone untrust host-inbound-traffic protocols all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure interface, static route, security zone, and address book information:

1. Configure Ethernet interface information.
[edit]
user@host# set interfaces ge-0/0/0 unit O family inet address 192.0.2.1/24

user@host# set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/30
user@host# set interfaces stO unit O family inet address 10.10.11.10/24

2. Configure static route information.

[edit]
user@host# set routing-options static route 0.0.0.0/0 next-hop st0.0

3. Configure the untrust security zone.

[edit ]
user@host# edit security zones security-zone untrust

4. Specify allowed system services for the untrust security zone.

[edit security zones security-zone untrust]
user@host# set host-inbound-traffic protocols all



5. Assign an interface to the security zone.

[edit security zones security-zone untrust]
user@host# set interfaces ge-0/0/3.0

6. Specify allowed system services for the security zone.

[edit security zones security-zone untrust]
user@host# set host-inbound-traffic system-services ike

7. Configure the trust security zone.

[edit]
user@host# edit security zones security-zone trust

8. Assign an interface to the trust security zone.

[edit security zones security-zone trust]
user@host# set interfaces ge-0/0/0.0

9. Specify allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all

10. Configure the vpn security zone.

[edit]
user@host# edit security zones security-zone vpn

11. Assign an interface to the security zone.

[edit security zones security-zone vpn-chicago]
user@host# set interfaces st0.0

user@host# set host-inbound-traffic protocols all
user@host# set host-inbound-traffic system-services all



Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
show security zones, and show security address-book commands. If the output does not display the
intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family inet {
address 192.0.2.1/24;

}
ge-0/0/3 {
unit O {
family inet {
address 10.1.1.2/30;

}
stO {
unit O {
family inet {
address 10.10.11.10/24;
}

[edit]
user@host# show routing-options
static {

route 0.0.0.0/0 next-hop st0.0;

[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
ike;
}

protocols {



all;

}

interfaces {
ge-0/0/3.0;

}

security-zone trust {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}

interfaces {
ge-0/0/0.0;

}
security-zone vpn-chicago {
host-inbound-traffic {
system-services {
all;

1
protocols {
all;

}

interfaces {
st0.0;

If you are done configuring the device, enter commit from configuration mode.
Configuring IKE

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.



set security ike proposal ike-proposal authentication-method pre-shared-keys
set security ike proposal ike-proposal dh-group group14

set security ike proposal ike-proposal authentication-algorithm sha-256
set security ike proposal ike-proposal encryption-algorithm aes-256-cbc
set security ike policy ike-policy mode main

set security ike policy ike-policy proposals ike-proposal

set security ike policy ike-policy pre-shared-key ascii-text $ABC123

set security ike gateway gw-sunnyvale external-interface ge-0/0/3.0
set security ike gateway gw-sunnyvale ike-policy ike-policy

set security ike gateway gw-sunnyvale address 10.2.2.2

set security ike gateway gw-sunnyvale version v2-only

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE:

1. Create the IKE proposal.

[edit security ike]
user@host# set proposal ike-proposal

2. Define the IKE proposal authentication method.

[edit security ike proposal ike-proposal]
user@host# set authentication-method pre-shared-keys

3. Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ike-proposal]
user@host# set dh-group group14

4. Define the IKE proposal authentication algorithm.

[edit security ike proposal ike-proposal]
user@host# set authentication-algorithm sha-256

5. Define the IKE proposal encryption algorithm.



[edit security ike proposal ike-proposal]
user@host# set encryption-algorithm aes-256-cbhc

6. Create an IKE policy.

[edit security ike]
user@host# set policy ike-policy

7. Set the IKE policy mode.

[edit security ike policy ike-policy]
user@host# set mode main

8. Specify a reference to the IKE proposal.

[edit security ike policy ike-policy]
user@host# set proposals ike-proposal

9. Define the IKE policy authentication method.

[edit security ike policy ike-policy]
user@host# set pre-shared-key ascii-text $ABC123

10. Create an IKE gateway and define its external interface.

[edit security ike]
user@host# set gateway gw-sunnyvale external-interface ge-0/0/3.0

11. Define the IKE policy reference.

[edit security ike gateway gw-sunnyvale]
user@host# set ike-policy ike-policy

12. Define the IKE gateway address.

[edit security ike gateway gw-sunnyvale]



user@host# set address 10.2.2.2

13. Define the IKE gateway version.

[edit security ike gateway gw-sunnyvale]
user@host# set version v2-only

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method pre-shared-keys;
dh-group group14;
authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;

}

policy ike-policy {
mode main;
proposals ike-proposal;
pre-shared-key ascii-text "$ABC123";

}

gateway gw-sunnyvale {
ike-policy ike-policy;
address 10.2.2.2;
external-interface ge-0/0/3.0;
version v2-only;

If you are done configuring the device, enter commit from configuration mode.
Configuring IPsec

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.



set security ipsec traceoptions flag all

set security ipsec proposal ipsec_prop protocol esp

set security ipsec proposal ipsec_prop authentication-algorithm hmac-sha-256
set security ipsec proposal ipsec_prop encryption-algorithm aes256-chc

set security ipsec policy ipsec_pol proposals ipsec_prop

set security ipsec vpn ipsec_vpn1 ike ipsec-policy ipsec_pol

set security ipsec vpn ipsec_vpn1 bind-interface st0.0

set security ipsec vpn ipsec_vpn1 ike ipsec-policy ipsec_pol

set security ipsec vpn ipsec_vpn1 ike gateway gw_sunnyvale

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec:

1. Enable IPsec trace options.

[edit]
user@host# set security ipsec traceoptions flag all

2. Create an IPsec proposal.

[edit]
user@host# set security ipsec proposal ipsec_prop

3. Specify the IPsec proposal protocol.

[edit security ipsec proposal ipsec_prop]
user@host# set protocol esp

4. Specify the IPsec proposal authentication algorithm.

[edit security ipsec proposal ipsec_prop]
user@host# set authentication-algorithm hmac-sha-256

5. Specify the IPsec proposal encryption algorithm.

[edit security ipsec proposal ipsec_prop]



user@host# set encryption-algorithm aes256-chc

6. Create the IPsec policy.

[edit security ipsec]
user@host# set policy ipsec_pol

7. Specify the IPsec proposal reference.

[edit security ipsec policy ipsec_pol]
user@host# set proposals ipsec_prop

8. Specify the IKE gateway.

[edit security ipsec]
user@host# set vpn ipsec_vpn1 ike gateway gw_sunnyvale

9. Specify the IPsec policy.

[edit security ipsec]
user@host# set vpn ipsec_vpn1 ike ipsec-policy ipsec_pol

10. Specify the interface to bind.

[edit security ipsec]
user@host# set vpn ipsec_vpn1 bind-interface st0.0

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If
the output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security ipsec
traceoptions {

flag all;



proposal ipsec_prop {
protocol esp;
authentication-algorithm hmac-sha-256;
encryption-algorithm aes256-cbc;
}
proposal ipsec_prop;
policy ipsec_pol {
proposals ipsec_prop;
}
vpn ipsec_vpn1 {
bind-interface st0.0;
ike {
gateway gw_sunnyvale;
ipsec-policy ipsec_pol;

If you are done configuring the device, enter commit from configuration mode.
Configuring Security Policies

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set security policies from-zone trust to-zone vpn policy vpn match source-address sunnyvale

set security policies from-zone trust to-zone vpn policy vpn match destination-address chicago
set security policies from-zone trust to-zone vpn policy vpn match application any

set security policies from-zone trust to-zone vpn policy vpn then permit

set security policies from-zone vpn to-zone trust policy vpn match source-address chicago

set security policies from-zone vpn to-zone trust policy vpn match destination-address sunnyvale
set security policies from-zone vpn to-zone trust policy vpn match application any

set security policies from-zone vpn to-zone trust policy vpn then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies:

1. Create the security policy to permit traffic from the trust zone to the vpn zone.



[edit security policies from-zone trust to-zone vpn]
user@host# set policy vpn match source-address sunnyvale
user@host# set policy vpn match destination-address chicago
user@host# set policy vpn match application any

user@host# set policy vpn then permit

2. Create the security policy to permit traffic from the vpn zone to the trust zone.

[edit security policies from-zone vpn to-zone trust]

user@host# set policy vpn match source-address chicago
user@host# set policy vpn match destination-address sunnyvale
user@host# set policy vpn match application any

user@host# set policy vpn then permit

Results

From configuration mode, confirm your configuration by entering the show security policies command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security policies
from-zone trust to-zone vpn {
policy vpn {
match {
source-address sunnyvale;
destination-address chicago;
application any;
}
then {
permit;

}
from-zone vpn to-zone trust {
policy vpn {
match {
source-address chicago;
destination-address sunnyvale;
application any;
}
then {
permit;



If you are done configuring the device, enter commit from configuration mode.
Configuring TCP-MSS

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure TCP-MSS information:

1. Configure TCP-MSS information.

[edit]
user@host# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security flow
tcp-mss §
ipsec-vpn {
mss 1350;

If you are done configuring the device, enter commit from configuration mode.



Configuring the SSG Series Device

CLI Quick Configuration

For reference, the configuration for the SSG Series device is provided. For information about configuring
SSG Series devices, see the Concepts and Examples ScreenOS Reference Guide, which is located at
http://www.juniper.net/techpubs.

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set zone name vpn

set interface ethernet0/6 zone Trust

set interface ethernet0/0 zone Untrust

set interface tunnel.1 zone vpn

set interface ethernet0/6 ip 198.51.100.1/24

set interface ethernet0/6 route

set interface ethernet0/0 ip 10.2.2.2/30

set interface ethernet0/0 route

set interface tunnel.1ip 10.11.11.11/24

set flow tcp-mss 1350

set address Trust “192.51.100-net” 198.51.100.0 255.255.255.0

set address vpn "10.1.1-net" 10.1.1.0 255.255.255.0

set ike gateway corp-ike address 10.1.1.2 Main outgoing-interface ethernet0/0 preshare $ABC123 sec-level
standard

set vpn corp-vpn gateway corp-ike replay tunnel idletime O sec-level standard

set vpn corp-vpn monitor optimized rekey

set vpn corp-vpn bind interface tunnel.1

set policy from Trust to Untrust “ANY” “ANY” “ANY” nat src permit

set policy from Trust to vpn “192.51.100-net” “10.1.1-net” “ANY” permit

set policy from vpn to Trust “10.1.1-net” “192.51.100-net” “ANY” permit

set route 0.0.0.0/0 interface ethernet0/0 gateway 10.2.2.2

Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying the IKE Status

Purpose
Verify the IKE status.

Action

NOTE: Before starting the verification process, you need to send traffic from a host in the
192.0.2.10/24 network to a host in the 198.51.100.10/24 network. For route-based VPNs,
traffic can be initiated by the SRX Series device through the tunnel. We recommend that when
testing IPsec tunnels, test traffic be sent from a separate device on one side of the VPN to a
second device on the other side of the VPN. For example, initiate a ping from 192.0.2.10 to

198.51.100.10.

From operational mode, enter the show security ike security-associations command. After obtaining an
index number from the command, use the show security ike security-associations index index_number

detail command.

user@host> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
1 10.2.2.2 UP 744a594d957dd513 1e1307db82f58387 Main

user@host> show security ike security-associations index 1 detail

IKE peer 10.2.2.2, Index 1,
Role: Responder, State: UP
Initiator cookie: 744a594d957dd513, Responder cookie: 1e1307db82f58387
Exchange type: Main, Authentication method: Pre-shared-keys
Local: 198.51.100.2:500, Remote: 10.2.2.2:500
Lifetime: Expires in 28570 seconds

Algorithms:
Authentication : shal
Encryption : aes-cbc (128 bits)

Pseudo random function: hmac-shal
Traffic statistics:

Input bytes : 852
Output bytes : 940
Input packets : 5

Output packets : 5



Flags: Caller notification sent
IPSec security associations: 1 created, O deleted
Phase 2 negotiations in progress: 0

Meaning

The show security ike security-associations command lists all active IKE SAs. If no SAs are listed, there
was a problem with IKE establishment. Check the IKE policy parameters and external interface settings in
your configuration.

If SAs are listed, review the following information:

¢ Index—This value is unique for each IKE SA, which you can use in the show security ike
security-associations index detail command to get more information about the SA.

o Remote Address—Verify that the remote IP address is correct.
o State

o UP—The IKE SA has been established.

o DOWN-—There was a problem establishing the IKE SA.

e Mode—Verify that the correct mode is being used.

Verify that the following are correct in your configuration:

o External interfaces (the interface must be the one that receives IKE packets)
e IKE policy parameters

e Preshared key information

¢ Proposal parameters (must match on both peers)

The show security ike security-associations index 1 detail command lists additional information about the
security association with an index number of 1:

e Authentication and encryption algorithms used
o lifetime

Traffic statistics (can be used to verify that traffic is flowing properly in both directions)

Role information

NOTE: Troubleshooting is best performed on the peer using the responder role.

Initiator and responder information



o Number of IPsec SAs created

e Number of negotiations in progress

Verifying the IPsec Status

Purpose

Verify the IPsec status.

Action

From operational mode, enter the show security ipsec security-associations command. After obtaining

an index number from the command, use the show security ipsec security-associations index index_number

detail command.

user@host> show security ipsec security-associations

total configured sa: 2

ID Gateway Port Algorithm SP1 Life:sec/kb Mon vsys
<16384 10.2.2.2 500 ESP:aes-128/shal  76d64dld 3363/ unlim - O
>16384 10.2.2.2 500 ESP:aes-128/shal  al024ee2 3363/ unlim - O

user@host> show security ipsec security-associations index 16384 detail

Virtual-system: Root

Local Gateway: 198.51.100.2, Remote Gateway: 10.2.2.2

Local Identity: ipv4_subnet(any:0,[0..7]=192.0.2.0/24)

Remote ldentity: ipv4_subnet(any:0,[0..7]=192.0.2.168/24)
DF-bit: clear

Direction: inbound, SPI: 1993755933, AUX-SPI1: O

Hard lifetime: Expires in 3352 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 2775 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -

Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)

Anti-replay service: enabled, Replay window size: 32

Direction: outbound, SPI: 2701283042, AUX-SPI1: O

Hard lifetime: Expires in 3352 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 2775 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc



(128 bits)
Anti-replay service: enabled, Replay window size: 32

Meaning

The output from the show security ipsec security-associations command lists the following information:

e The ID number is 16384. Use this value with the show security ipsec security-associations index
command to get more information about this particular SA.

e There is one IPsec SA pair using port 500, which indicates that no NAT-traversal is implemented.
(NAT-traversal uses port 4500 or another random high-number port.)

e The SPIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
3363/ unlim value indicates that the lifetime expires in 3363 seconds, and that no lifesize has been
specified, which indicates that it is unlimited. Lifetime can differ from lifetime, as IPsec is not dependent
on IKE after the VPN is up.

¢ VPN monitoring is not enabled for this SA, as indicated by a hyphen in the Mon column. If VPN monitoring
is enabled, U indicates that monitoring is up, and D indicates that monitoring is down.

e The virtual system (vsys) is the root system, and it always lists O.

The output from the show security ipsec security-associations index 16384 detail command lists the
following information:

e The local identity and remote identity make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common causes for a IPsec failure. If no IPsec SA is listed, confirm
that IPsec proposals, including the proxy ID settings, are correct for both peers. For route-based VPNs,
the default proxy ID is local=0.0.0.0/0, remote=0.0.0.0/0, and service=any. Issues can occur with multiple
route-based VPNs from the same peer IP. In this case, a unique proxy ID for each IPsec SA must be
specified. For some third-party vendors, the proxy ID must be manually entered to match.

e Another common reason for IPsec failure is not specifying the ST interface binding. If IPsec cannot
complete, check the kmd log or set trace options.

Reviewing Statistics and Errors for an IPsec Security Association

Purpose

Review ESP and authentication header counters and errors for an IPsec security association.

Action

From operational mode, enter the show security ipsec statistics index index_number command, using the
index number of the VPN for which you want to see statistics.

user@host> show security ipsec statistics index 16384



ESP Statistics:

Encrypted bytes: 920
Decrypted bytes: 6208
Encrypted packets: 5
Decrypted packets: 87

AH Statistics:
Input bytes:
Output bytes:
Input packets:
Output packets:

Errors:

O O O O

AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: 0O
Bad headers: 0, Bad trailers: 0O

You can also use the show security ipsec statistics command to review statistics and errors for all SAs.

To clear all IPsec statistics, use the clear security ipsec statistics command.

Meaning

If you see packet loss issues across a VPN, you can run the show security ipsec statistics or show security
ipsec statistics detail command several times to confirm that the encrypted and decrypted packet counters
are incrementing. You should also check whether the other error counters are incrementing.

Testing Traffic Flow Across the VPN

Purpose
Verify the traffic flow across the VPN.

Action

You can use the ping command from the SRX Series device to test traffic flow to a remote host PC. Make
sure that you specify the source interface so that the route lookup is correct and the appropriate security
zones are referenced during policy lookup.

From operational mode, enter the ping command.

ssg-> ping 10.10.11.10 interface ge-0/0/0 count 5

PING 10.10.11.10 (10-10.11.10): 56 data bytes

64 bytes from 10.10.11.10: icmp_seq=0 ttl=127 time=8.287 ms
64 bytes from 10.10.11.10: icmp_seqg=1 ttl=127 time=4.119 ms
64 bytes from 10.10.11.10: icmp_seg=2 ttl=127 time=5.399 ms
64 bytes from 10.10.11.10: icmp_seq=3 ttl=127 time=4.361 ms
64 bytes from 10.10.11.10: icmp_seq=4 ttl=127 time=5.137 ms



--- 10.10.11.10 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 4.119/5.461/8.287/1.490 ms

You can also use the ping command from the SSG Series device.

user@host> ping 198.51.100.1 from ethernet0/6

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 198.51.100.1, timeout is 1 seconds from
ethernet0/6

Success Rate is 100 percent (5/5), round-trip time min/avg/max=4/4/5 ms

Meaning
If the ping command fails from the SRX Series or SSG Series device, there might be a problem with the
routing, security policies, end host, or encryption and decryption of ESP packets.
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Understanding CoS Support on stO Interfaces

Starting with Junos OS Release 15.1X49-Dé60 and Junos OS Release 17.3R1, class of service (CoS) features
such as classifier, policer, queuing, scheduling, shaping, rewriting markers, and virtual channels can now
be configured on the secure tunnel interface (stO) for point-to-point VPNs.

The stO tunnel interface is an internal interface that can be used by route-based VPNs to route cleartext
traffics to an IPsec VPN tunnel. The following CoS features are supported on the stO interface on all
available SRX Series devices and vSRX2.0:



o Classifiers

e Policers

e Queuing, scheduling, and shaping

o Rewrite markers

o Virtual channels

NOTE: Starting with Junos OS Release 15.1X49-D70 and Junos OS Release 17.3R1, support
for queuing, scheduling, shaping, and virtual channels is added to the stO interface for SRX5400,
SRX5600, and SRX5800 devices. Support for all the listed CoS features is added for the stO
interface for SRX1500, SRX4100, and SRX4200 devices. Starting with Junos OS Release 17.4R1,
support for listed CoS features is added for the stO interface for SRX4600 devices.

Limitations of CoS support on VPN stO interfaces

The following limitations apply to CoS support on VPN stO interfaces:

e The maximum number for software queues is 2048. If the number of stO interfaces exceeds 2048, not
enough software queues can be created for all the stO interfaces.

e Only route-based VPNs can apply CoS features on stO interfaces. Table 19 on page 166 describes the
stO CoS feature support for different types of VPNs.

Table 19: CoS Feature Support for VPN

Classifier Features

Classifiers, policers,
and rewriting markers

Queueing, scheduling,
and shaping based on
stO logical interfaces

Queueing, scheduling,
and shaping based on
virtual channels

Site-to-Site VPN (P2P)

Supported

Supported

Supported

AutoVPN (P2P)

Supported

Not supported

Supported

Site-to-Site/Auto VPN
/AD-VPN (P2MP)

Supported

Not supported

Supported

e On SRX300, SRX320, SRX340, SRX345, and SRX550HM devices, one st0 logical interface can bind to
multiple VPN tunnels. The eight queues for the stO logical interface cannot reroute the traffic to different
tunnels, so pre-tunneling is not supported.



NOTE: The virtual channel feature can be used as a workaround on SRX300, SRX320,
SRX340, SRX345, and SRX550HM devices.

e When defining a CoS shaping rate on an stO tunnel interface, consider the following restrictions:
o The shaping rate on the tunnel interface must be less than that of the physical egress interface.

o The shaping rate only measures the packet size that includes the inner Layer 3 cleartext packet with
an ESP/AH header and an outer IP header encapsulation. The outer Layer 2 encapsulation added by
the physical interface is not factored into the shaping rate measurement.

o The CoS behavior works as expected when the physical interface carries the shaped GRE or IP-IP
tunnel traffic only. If the physical interface carries other traffic, thereby lowering the available bandwidth
for tunnel interface traffic, the CoS features do not work as expected.

e On SRX550M, SRX5400, SRX5600, and SRX5800 devices, bandwidth limit and burst size limit values
in a policer configuration are a per-SPU, not per-system limitation. This is the same policer behavior as
on the physical interface.

SEE ALSO
Class of Service User Guide (Security Devices)

Release History Table

Release Description

17.4R1 Starting with Junos OS Release 17.4R1, support for listed CoS features is added for the stO
interface for SRX4600 devices.

15.1X49-D70 Starting with Junos OS Release 15.1X49-D70 and Junos OS Release 17.3R1, support for
queuing, scheduling, shaping, and virtual channels is added to the stO interface for SRX5400,
SRX5600, and SRX5800 devices. Support for all the listed CoS features is added for the stO
interface for SRX1500, SRX4100, and SRX4200 devices.

15.1X49-D60 Starting with Junos OS Release 15.1X49-D60 and Junos OS Release 17.3R1, class of service
(CoS) features such as classifier, policer, queuing, scheduling, shaping, rewriting markers, and

virtual channels can now be configured on the secure tunnel interface (stO) for point-to-point
VPNs.
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VPNs for IKEv2
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Internet Key Exchange version 2 (IKEv2) is an IPsec based tunneling protocol that provides a secure VPN
communication channel between peer VPN devices and defines negotiation and authentication for IPsec
security associations (SAs) in a protected manner.

Understanding Internet Key Exchange Version 2

Internet Key Exchange version 2 (IKEv2) is the latest version of the Internet Key Exchange (IKE) protocol
defined in RFC 7296.

A VPN peer is configured as either IKEv1 or IKEv2. When a peer is configured as IKEv2, it cannot fall back
to IKEv1 if its remote peer initiates IKEv1 negotiation. By default, Juniper Networks security devices are
IKEv1 peers.

Use the version v2-only configuration statement at the [edit security ike gateway gw-name] hierarchy
level to configure IKEv2. The IKE version is displayed in the output of the show security ike
security-associations and show security ipsec security-associations CLI operational commands.



The advantages of using IKEv2 over IKEv1 are as follows:

e Replaces eight initial exchanges with a single four-message exchange.

Reduces the latency for the IPsec SA setup and increases connection establishment speed.

Increases robustness against DOS attacks.

Improves reliability through the use of sequence numbers, acknowledgements, and error correction.

e Improves reliability, as all messages are requests or responses. The initiator is responsible for retransmitting
if it does not receive a response.

IKEv2 includes support for:

e Route-based VPNSs.

NOTE: IKEv2 does not support policy-based VPNs.

e Site-to-site VPNs.

e Dead peer detection.

e Chassis cluster.

e Certificate-based authentication.

e Child SAs. An IKEv2 child SA is known as a Phase 2 SA in IKEv1. In IKEv2, a child SA cannot exist without
the underlying IKE SA. If a child SA is required, it is rekeyed. However, if child SAs are currently active,
the corresponding IKE SA is rekeyed.

NOTE: On SRX Series devices, if an IPsec VPN tunnel is established using IKEv2, a small
number of packet drops might be observed during CHILD_SA rekey as a result of "bad SPI"
being logged. This occurs only when the SRX Series device is the responder for this rekey
and the peer is a non-Juniper Networks device, and the latency between the peers is low
and the packet rate is high. To avoid this issue, ensure that the SRX Series device always
initiates the rekeys by setting its IPsec lifetime to a lower value than that of the peer.

e AutoVPN.
e Dynamic endpoint VPN.
e EAP is supported for Remote Access using IKEv2.

o Traffic selectors.



IKEv2 does not support the following features:

Policy-based VPN.

Dialup tunnels.

VPN monitoring.

e Multiple child SAs for the same traffic selectors for each QoS value.

¢ |P Payload Compression Protocol (IPComp).

Starting in Junos OS Release 19.1R1, two new options for establishment of IPSec tunnels are introduced,
responder-only and responder-only-no-rekey are added to the establish-tunnels command under the
[edit security ipsec vpn vpn-name] hierarchy-level.

The responder-only option does not establish any VPN tunnel from the device, so the VPN tunnel is
initiated from the remote peer. An established tunnel rekeys both IKE and IPSec based on the configured
IKE and IPSec lifetime values.

The responder-only-no-rekey option does not establish any VPN tunnel from the device, so the VPN
tunnel is initiated from the remote peer. An established tunnel does not rekey from the device and relies
on the remote peer to initiate rekey. If the remote peer does not initiate rekey, then the tunnel teardown
occurs after hard-lifetime expires.

Understanding IKEv2 Configuration Payload

Configuration payload is an Internet Key Exchange version 2 (IKEv2) feature used to propagate provisioning
information from a responder (or server) to an initiator (or client). IKEv2 configuration payload is supported
with route-based VPNs only.

RFC 5996, Internet Key Exchange Protocol Version 2 (IKEv2), defines 15 different configuration attributes
that can be returned to the initiator by the responder. Table 20 on page 170 describes the IKEv2 configuration
attributes supported on SRX Series devices.

Table 20: IKEv2 Configuration Attributes

Attribute Type Value @ Description Length

INTERNAL_IP4_ADDRESS @ 1 Specifies an address on the internal network. Multiple internal = 0 or 4 octets
addresses can be requested. The responder can send up to
the number of addresses requested.

INTERNAL_IP4_NETMASK @ 2 Specifies the internal network's netmask value. Only one 0 or 4 octets
netmask value is allowed in the request and response
messages (for example, 255.255.255.0), and it must be used
only with an INTERNAL_IP4_ADDRESS attribute.



Table 20: IKEv2 Configuration Attributes (continued)

Attribute Type Value @ Description Length

INTERNAL_IP4_DNS 3 Specifies an address of a DNS server within the network. 0 or 4 octets
Multiple DNS servers can be requested. The responder can
respond with zero or more DNS server attributes.

INTERNAL_IP4_NBNS 4 Specifies an address of a NetBIOS name server (NBNS), for | 0 or 4 octets
example, a WINS server, within the network. Multiple NBNS
servers can be requested. The responder can respond with
zero or more NBNS server attributes.

INTERNAL_IP4_DHCP 6 Instructs the host to send any internal DHCP request to the | O or 4 octets
address contained within the attribute. Multiple DHCP servers
can be requested. The responder can respond with zero or
more DHCP server attributes.

For the IKE responder to provide the initiator with provisioning information, it must acquire the information
from a specified source such as a RADIUS server. Provisioning information can also be returned from a
DHCP server through a RADIUS server. On the RADIUS server, the user information should not include
an authentication password. The RADIUS server profile is bound to the IKE gateway using the aaa
access-profile profile-name configuration at the [edit security ike gateway gateway-name] hierarchy level.

In a route-based VPN, secure tunnel (stO) interfaces operate in either point-to-multipoint or point-to-point
mode. Dynamic address assignment through the IKEv2 configuration payload is supported for
point-to-multipoint interfaces only. For point-to-multipoint interfaces, the interfaces must be numbered
and the addresses in the configuration payload INTERNAL_IP4_ADDRESS attribute type must be within
the subnetwork range of the associated point-to-multipoint interface.

Understanding Pico Cell Provisioning

IKEv2 configuration payload can be used to propagate provisioning information from an IKE responder,
such as an SRX Series device, to multiple initiators, such as LTE pico cell base stations in a cellular network.
The pico cells ship from the factory with a standard configuration that allows them to connect to the SRX
Series device, but the pico cell provisioning information is stored on one or more provisioning servers
within a protected network. The pico cells receive full provisioning information after establishing secure
connections with the provisioning servers.



The workflow required to bootstrap and provision a pico cell and introduce it to service includes four
distinct stages:

1. Initial addresses acquisition—The pico cell ships from the factory with the following information:
o Configuration for the secure gateway tunnel to the SRX Series device
o Digital certificate issued by the manufacturer

e Fully qualified domain name (FQDN) of the provisioning servers that lie within the protected network

The pico cell boots up and acquires an address to be used for IKE negotiation from a DHCP server. A
tunnel is then built to the secure gateway on the SRX Series device using this address. An address for
Operation, Administration, and Management (OAM) traffic is also assigned by the DHCP server for use
on the protected network.

2. Pico cell provisioning—Using its assigned OAM traffic address, the pico cell requests its provisioning
information—typically operator certificate, license, software, and configuration information—from
servers within the protected network.

3. Reboot—The pico cell reboots and uses the acquired provisioning information to make it specific to
the service provider’'s network and operation model.

4. Service provision—When the pico cell enters service, it uses a single certificate that contains distinguished
name (DN) and subject alternative name values with a FQDN to build two tunnels to the secure gateway
on the SRX Series device: one for OAM traffic and the other for Third-Generation Partnership Project
(3GPP) data traffic.

Figure 13 on page 173 shows a typical workflow for a pico cell deployment.



Figure 13: Typical Pico Cell Deployment Workflow
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NOTE: The IKEv2 configuration payload feature is supported only for point-to-multipoint secure
tunnel (stO) interfaces. Point-to-multipoint interfaces must be numbered, and the addresses
provided in the configuration payload must be within the subnetwork range of the associated
point-to-multipoint interface.

SEE ALSO

‘ Example: Configuring NAT-T with Dynamic Endpoint VPN | 779

Configuring Establish-Tunnel Responder-only in IKE

This topic shows how to configure establish-tunnels responder-only in Internet Key Exchange (IKE). Initiate
the tunnels from the remote peer and send the traffic through all the tunnels. Specifies when IKE is
activated.

Before you begin:
e Understand how to establish an AutoKey IKE IPsec tunnel. Read “IPsec VPN Overview” on page 31.
To configure establish-tunnel responder-only in IKE:

1. Configure establish-tunnel responder-only

user@host# set security ipsec vpn S2S_VPN establish-tunnel responder-only

2. Confirm your configuration by entering the show security ipsec vpn IPSEC_VPN command.

user@host# show security ipsec vpn IPSEC_VPN
bind-interface st0.1;
ike {
gateway IKE_GW,;
ipsec-policy IPSEC_POL;
}

establish-tunnels responder-only;

3. Configure establish-tunnel responder-only-no-rekey



user@host# set security ipsec vpn S2S_VPN establish-tunnel responder-only-no-rekey

4. Confirm your configuration by entering the show security ipsec vpn IPSEC_VPN command.

user@host# show security ipsec vpn IPSEC_VPN
bind-interface st0.1;
ike {
gateway IKE_GW,;
ipsec-policy IPSEC_POL;
}

establish-tunnels responder-only-no-rekey;

NOTE: In case of multiple VPN objects, the Responder-only mode will take precedence.
If any of the VPN in a gateway is configured with responder-only mode, all VPN's in the
gateway must be configured with the responder-only mode.

Understanding IKEv2 Reauthentication

IN THIS SECTION

Overview | 175
Supported Features | 176
Limitations | 176

Overview

With IKEv2, rekeying and reauthentication are separate processes. Rekeying establishes new keys for the
IKE security association (SA) and resets message ID counters, but it does not reauthenticate the peers.
Reauthentication verifies that VPN peers retain their access to authentication credentials. Reauthentication
establishes new keys for the IKE SA and child SAs; rekeys of any pending IKE SA or child SA are no longer
needed. After the new IKE and child SAs are created, the old IKE and child SAs are deleted.



IKEv2 reauthentication is disabled by default. You enable reauthentication by configuring a reauthentication
frequency value between 1 and 100. The reauthentication frequency is the number of IKE rekeys that
occurs before reauthentication occurs. For example, if the configured reauthentication frequency is 1,
reauthentication occurs every time there is an IKE rekey. If the configured reauthentication frequency is
2, reauthentication occurs at every other IKE rekey. If the configured reauthentication frequency is 3,
reauthentication occurs at every third IKE rekey, and so on.

You configure the reauthentication frequency with the reauth-frequency statement at the [edit security
ike policy policy-name] hierarchy level. Reauthentication is disabled by setting the reauthentication frequency
to O (the default). Reauthentication frequency is not negotiated by peers, and each peer can have its own
reauthentication frequency value.

Supported Features

IKEv2 reauthentication is supported with the following features:

e IKEV2 initiators or responders

e Dead peer detection (DPD)

e Virtual routers and secure tunnel (stO) interfaces in virtual routers

o Network Address Translation traversal (NAT-T)

e Chassis clusters in active-active and active-passive mode for SRX5400, SRX5600, and SRX5800 devices
¢ In-service software upgrade (ISSU) on SRX5400, SRX5600, and SRX5800 devices

o Upgrade or insertion of a new Services Processing Unit (SPU) using the in-service hardware upgrade
(ISHU) procedure

Limitations

Note the following caveats when using IKEv2 reauthentication:

o With NAT-T, a new IKE SA can be created with different ports from the previous IKE SA. In this scenario,
the old IKE SA might not be deleted.

e Ina NAT-T scenario, the initiator behind the NAT device can become the responder after reauthentication.
If the NAT session expires, the NAT device might discard new IKE packets that might arrive on a different
port. NAT-T keepalive or DPD must be enabled to keep the NAT session alive. For AutoVPN, we
recommend that the reauthentication frequency configured on the spokes be smaller than the
reauthentication frequency configured on the hub.

e Based on the reauthentication frequency, a new IKE SA can be initiated by either the initiator or the
responder of the original IKE SA. Because Extensible Authentication Protocol (EAP) authentication and
configuration payload require the IKE SA to be initiated by the same party as the original IKE SA,
reauthentication is not supported with EAP authentication or configuration payload.



SEE ALSO

Understanding Certificate Chains

IN THIS SECTION

Multilevel Hierarchy for Certificate Authentication | 177

Multilevel Hierarchy for Certificate Authentication

Certificate-based authentication is an authentication method supported on SRX Series devices during IKE
negotiation. In large networks, multiple certificate authorities (CAs) can issue end entity (EE) certificates
to their respective end devices. It is common to have separate CAs for individual locations, departments,
or organizations.

When a single-level hierarchy for certificate-based authentication is employed, all EE certificates in the
network must be signed by the same CA. All firewall devices must have the same CA certificate enrolled
for peer certificate validation. The certificate payload sent during IKE negotiation only contains EE
certificates.

Alternatively, the certificate payload sent during IKE negotiation can contain a chain of EE and CA
certificates. A certificate chain is the list of certificates required to validate a peer’s EE certificate. The
certificate chain includes the EE certificate and any CA certificates that are not present in the local peer.

The network administrator needs to ensure that all peers participating in an IKE negotiation have at least
one common trusted CA in their respective certificate chains. The common trusted CA does not have to
be the root CA. The number of certificates in the chain, including certificates for EEs and the topmost CA
in the chain, cannot exceed 10.

Starting with Junos OS Release 18.1R1, validation of a configured IKE peer can be done with a specified
CA server or group of CA servers. With certificate chains, the root CA must match the trusted CA group
or CA server configured in the IKE policy

In the example CA hierarchy shown in Figure 14 on page 178, Root-CA is the common trusted CA for all
devices in the network. Root-CA issues CA certificates to the engineering and sales CAs, which are identified
as Eng-CA and Sales-CA, respectively. Eng-CA issues CA certificates to the development and quality
assurance CAs, which are identified as Dev-CA and Qa-CA, respectively. Host-A receives its EE certificate
from Dev-CA while Host-B receives its EE certificate from Sales-CA.



Figure 14: Multilevel Hierarchy for Certificate-Based Authentication
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Eng-CA, and Dev-CA certificates; Sales-CA and Qa-CA certificates are not necessary. Host-B must have
Root-CA and Sales-CA certificates. Certificates can be loaded manually in a device or enrolled using the

Simple Certificate Enrollment Process (SCEP).

Each end device must be configured with a CA profile for each CA in the certificate chain. The following

output shows the CA profiles configured on Host-A:

admin@host-A# show security
pki {
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {
url “www.example.net/scep/Root/”;

}
}
ca-profile Eng-CA {
ca-identity Eng-CA;
enrollment {
url “www.example.net/scep/Eng/”’;

}
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ca-profile Dev-CA {
ca-identity Dev-CA;
enrollment {
url “www.example.net/scep/Dev/”;

The following output shows the CA profiles configured on Host-B:

admin@host-B# show security
pki {
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {
url “www.example.net/scep/Root/”’;

}
ca-profile Sales-CA {

ca-identity Sales-CA;
enrollment {
url “www.example.net/scep/Sales/”;

SEE ALSO

Understanding Certificates and PKI | 1205
Understanding Certificate Authority Profiles | 1228



Example: Configuring a Device for Peer Certificate Chain Validation
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This example shows how to configure a device for certificate chains used to validate peer devices during
IKE negotiation.

Requirements

Before you begin, obtain the address of the certificate authority (CA) and the information they require
(such as the challenge password) when you submit requests for local certificates.

Overview

This example shows how to configure a local device for certificate chains, enroll CA and local certificates,
check the validity of enrolled certificates, and check the revocation status of the peer device.

This example shows the configuration and operational commands on Host-A, as shown in
Figure 15 on page 181. A dynamic CA profile is automatically created on Host-A to allow Host-A to download
the CRL from Sales-CA and check the revocation status of Host-B's certificate.
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Figure 15: Certificate Chain Example
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NOTE: The IPsec VPN configuration for Phase 1 and Phase 2 negotiation is shown for Host-A
in this example. The peer device (Host-B) must be properly configured so that Phase 1 and Phase
2 options are successfully negotiated and security associations (SAs) are established. See

“Configuring Remote IKE IDs for Site-to-Site VPNs” on page 81 for examples of configuring peer

devices for VPNs.

Configuration

IN THIS SECTION

®  Configure CA Profiles | 182
®  Enroll Certificates | 183
®  Configure IPsec VPN Options | 186

To configure a device for certificate chains:



Configure CA Profiles

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile Root-CA ca-identity CA-Root

set security pki ca-profile Root-CA enrollment url http://198.51.100.230:8080/scep/Root/
set security pki ca-profile Root-CA revocation-check crl

set security pki ca-profile Eng-CA ca-identity Eng-CA

set security pki ca-profile Eng-CA enrollment url http://198.51.100.230:8080/scep/Eng/
set security pki ca-profile Eng-CA revocation-check crl

set security pki ca-profile Dev-CA ca-identity Dev-CA

set security pki ca-profile Dev-CA enrollment url http://198.51.100.230:8080/scep/Dev/
set security pki ca-profile Dev-CA revocation-check crl

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure CA profiles:

1. Create the CA profile for Root-CA.

[edit security pki]

user@host# set ca-profile Root-CA ca-identity CA-Root

user@host# set ca-profile Root-CA enrollment url http://198.51.100.230:8080/scep/Root/
user@host# set ca-profile Root-CA revocation-check crl

2. Create the CA profile for Eng-CA.

[edit security pki]

user@host# set ca-profile Eng-CA ca-identity Eng-CA

user@host# set ca-profile Eng-CA enrollment url http://198.51.100.230:8080/scep/Eng/
user@host# set ca-profile Eng-CA revocation-check crl

3. Create the CA profile for Dev-CA.

[edit security pki]
user@host# set ca-profile Dev-CA ca-identity Dev-CA
user@host# set ca-profile Dev-CA enrollment url http://198.51.100.230:8080/scep/Dev/



user@host# set ca-profile Dev-CA revocation-check crl

Results
From configuration mode, confirm your configuration by entering the show security pki command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

[edit]
user@host# show security pki
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {
url "http:/;/198.51.100.230:8080/scep/Root/";
}
revocation-check {
crl;

}
ca-profile Eng-CA {
ca-identity Eng-CA;
enrollment {
url "http:/;/198.51.100.230:8080/scep/Eng/";

}

revocation-check {
crl;

}
ca-profile Dev-CA {
ca-identity Dev-CA;
enrollment {
url "http:/;/198.51.100.230:8080/scep/Dev/";

}

revocation-check {
crl;

If you are done configuring the device, enter commit from configuration mode.
Enroll Certificates

Step-by-Step Procedure



To enroll certificates:

1. Enroll the CA certificates.

user@host> request security pki ca-certificate enroll ca-profile Root-CA

user@host> request security pki ca-certificate enroll ca-profile Eng-CA

user@host> request security pki ca-certificate enroll ca-profile Dev-CA

Type yes at the prompts to load the CA certificate.

2. Verify that the CA certificates are enrolled in the device.

user@host> show security pki ca-certificate ca-profile Root-CA

Certificate identifier: Root-CA
Issued to: Root-CA, Issued by: C = us, 0 = example, CN = Root-CA
Validity:
Not before: 08-14-2012 22:19
Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(2048 bits)

user@host> show security pki ca-certificate ca-profile Eng-CA

Certificate identifier: Eng-CA
Issued to: Eng-CA, lIssued by: C = us, O = example, CN = Root-CA
Validity:
Not before: 08-15-2012 01:02
Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(2048 bits)

user@host> show security pki ca-certificate ca-profile Dev-CA

Certificate identifier: Dev-CA
Issued to: Dev-CA, Issued by: C = us, O = example, CN = Eng-CA
Validity:
Not before: 08-15-2012 17:41
Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(2048 bits)

3. Verify the validity of the enrolled CA certificates.



user@host> request security pki ca-certificate verify ca-profile Root-CA

CA certificate Root-CA verified successfully

user@host> request security pki ca-certificate verify ca-profile Eng-CA

CA certificate Eng-CA verified successfully

user@host> request security pki ca-certificate verify ca-profile Dev-CA

CA certificate Dev-CA verified successfully

. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Host-A type rsa size 1024

. Enroll the local certificate.

user@host> request security pki local-certificate enroll certificate-id Host-A ca-profile Dev-CA
challenge-password example domain-name host-a.example.net email host-a@example.net subject
DC=example,CN=Host-A, OU=DEV,0=PKIl,L=Sunnyvale,ST=CA,C=US

. Verify that the local certificate is enrolled in the device.

user@host> show security pki local-certificate
Issued to: Host-A, Issued by: C = us, O = example, CN = Dev-CA
Validity:
Not before: 09-17-2012 22:22

Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(1024 bits)

. Verify the validity of the enrolled local certificate.

user@host> request security pki local-certificate verify certificate-id Host-A

Local certificate Host-A verification success

. Check the CRL download for configured CA profiles.

user@host> show security pki crl



CA profile: Root-CA
CRL version: V00000001
CRL issuer: C = us, O = example, CN = Root-CA
Effective date: 09- 9-2012 13:08
Next update: 09-21-2012 02:55

CA profile: Eng-CA
CRL version: V00000001
CRL issuer: C = us, O = example, CN = Eng-CA
Effective date: 08-22-2012 17:46
Next update: 10-24-2015 03:33

CA profile: Dev-CA
CRL version: V00000001
CRL issuer: C = us, O = example, CN = Dev-CA
Effective date: 09-14-2012 21:15
Next update: 09-26-2012 11:02

Configure IPsec VPN Options

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ike_cert_prop_01 authentication-method rsa-signatures
set security ike proposal ike_cert_prop_01 dh-group group5

set security ike proposal ike_cert_prop_01 authentication-algorithm shal

set security ike proposal ike_cert_prop_01 encryption-algorithm aes-256-chc
set security ike policy ike_cert_pol_01 mode main

set security ike policy ike_cert_pol_01 proposals ike_cert_prop_01

set security ike policy ike_cert_pol_01 certificate local-certificate Host-A

set security ike gateway ike_cert_gw_01 ike-policy ike_cert_pol_01

set security ike gateway ike_cert_gw_01 address 192.0.2.51

set security ike gateway ike_cert_gw_01 external-interface ge-0/0/1.0

set security ike gateway ike_cert_gw_01 local-identity 192.0.2.31

set security ipsec proposal ipsec_prop_01 protocol esp

set security ipsec proposal ipsec_prop_01 authentication-algorithm hmac-shal-96
set security ipsec proposal ipsec_prop_01 encryption-algorithm 3des-cbc

set security ipsec proposal ipsec_prop_01 lifetime-seconds 300

set security ipsec policy ipsec_pol_01 proposals ipsec_prop_01

set security ipsec vpn ipsec_cert_vpn_01 bind-interface st0.1

set security ipsec vpn ipsec_cert_vpn_01 ike gateway ike_cert_gw_01



set security ipsec vpn ipsec_cert_vpn_01 ike ipsec-policy ipsec_pol_01

Step-by-Step Procedure
The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec VPN options:

1. Configure Phase 1 options.

[edit security ike proposal ike_cert_prop_01]
user@host# set authentication-method rsa-signatures
user@host# set dh-group group5

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-256-cbhc

[edit security ike policy ike_cert_pol_01]
user@host# set mode main

user@host# set proposals ike_cert_prop_01
user@host# set certificate local-certificate Host-A

[edit security ike gateway ike_cert_gw_01]
user@host# set ike-policy ike_cert_pol_01
user@host# set address 192.0.2.51
user@host# set external-interface ge-0/0/1.0
user@host# set local-identity 192.0.2.31

2. Configure Phase 2 options.

[edit security ipsec proposal ipsec_prop_01]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-shal-96
user@host# set encryption-algorithm 3des-cbc
user@host# set lifetime-seconds 300

[edit security ipsec policy ipsec_pol_01]
user@host# set proposals ipsec_prop_01

[edit security ipsec vpn ipsec_cert_vpn_01]
user@host# set bind-interface st0.1
user@host# set ike gateway ike_cert_gw_01
user@host# set ike ipsec-policy ipsec_pol_01



Results

From configuration mode, confirm your configuration by entering the show security ike and show security
ipsec commands. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

[edit]

user@host# show security ike

proposal ike_cert_prop_01 {
authentication-method rsa-signatures;
dh-group group5;
authentication-algorithm shai;
encryption-algorithm aes-256-cbc;

policy ike_cert_pol_01 {
mode main;
proposals ike_cert_prop_01;
certificate {
local-certificate Host-A;

}
gateway ike_cert_gw_01 {
ike-policy ike_cert_pol_01;
address 192.0.2.51;
external-interface ge-0/0/1.0;
}
[edit]
user@host# show security ipsec
proposal ipsec_prop_01 {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 300;

policy ipsec_pol_01 {
proposals ipsec_prop_01;
}
vpn ipsec_cert_vpn_01 {
bind-interface st0.1;
ike {
gateway ike_cert_gw_01;
ipsec-policy ipsec_pol_01;

If you are done configuring the device, enter commit from configuration mode.



Verification

IN THIS SECTION

Verifying IKE Phase 1 Status | 189
Verifying IPsec Phase 2 Status | 189

If certificate validation is successful during IKE negotiation between peer devices, both IKE and IPsec
security associations (SAs) are established.

The IKE SA is UP if the certificate is valid. The IKE SA is DOWN and IPSEC SA is formed if the certificate
is revoked, only if revocation check is configured on the peer device

Verifying IKE Phase 1 Status

Purpose
Verify the IKE Phase 1 status.

Action
Enter the show security ike security-associations command from operational mode.

user@host> show security ike security-associations

Index State Initiator cookie Responder cookie Mode Remote Address

2090205 DOWN 285feach50824495 59fca3f72b64dald0 Main 192.0.2.51

Verifying IPsec Phase 2 Status

Purpose
Verify the IPsec Phase 2 status.

Action
Enter the show security ipsec security-associations command from operational mode.

user@host> show security ipsec security-associations



Total active tunnels: 1

ID Algorithm SP1 Life:sec/kb Mon vsys Port Gateway
<131073 ESP:3des/shal a4756de9 207/ unlim - root 500 192.0.2.51
>131073 ESP:3des/shal 353bacd3 207/ unlim - root 500 192.0.2.51

IKE and IPsec SA Failure for a Revoked Certificate

IN THIS SECTION

Checking for Revoked Certificates | 190

Checking for Revoked Certificates

Problem

If certificate validation fails during IKE negotiation between peer devices, check to make sure that the
peer’s certificate has not been revoked. A dynamic CA profile allows the local device to download the CRL
from the peer’'s CA and check the revocation status of the peer’s certificate. To enable dynamic CA profiles,
the revocation-check crl option must be configured on a parent CA profile.

Solution

To check the revocation status of a peer’s certificate:

1. Identify the dynamic CA profile that will show the CRL for the peer device by entering the show security
pki crl command from operational mode.

user@host> show security pki crl

CA profile: Root-CA
CRL version: V00000001
CRL issuer: C = us, O = example, CN
Effective date: 09- 9-2012 13:08
Next update: 09-21-2012 02:55

Root-CA

CA profile: Eng-CA
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN = Eng-CA
Effective date: 08-22-2012 17:46



Next update: 10-24-2015 03:33

CA profile: Dev-CA
CRL version: V00000001
CRL issuer: C = us, O = example, CN = Dev-CA
Effective date: 09-14-2012 21:15
Next update: 09-26-2012 11:02

CA profile: dynamic-001
CRL version: V00000001
CRL issuer: C = us, O = example, CN = Sales-CA
Effective date: 09-14-2012 21:15
Next update: 09-26-2012 11:02

The CA profile dynamic-001 is automatically created on Host-A so that Host-A can download the CRL
from Host-B’s CA (Sales-CA) and check the revocation status of the peer’s certificate.

2. Display CRL information for the dynamic CA profile by entering the show security pki crl ca-profile
dynamic-001 detail command from operational mode.

Enter
user@host> show security pki crl ca-profile dynamic-001 detail

CA profile: dynamic-001
CRL version: V00000001
CRL issuer: C = us, O = example, CN = Subll
Effective date: 09-19-2012 17:29
Next update: 09-20-2012 01:49
Revocation List:
Serial number Revocation date
10647C84 09-19-2012 17:29 UTC

Host-B’s certificate (serial number 10647084) has been revoked.

SEE ALSO

Understanding Certificates and PKI | 1205
Understanding Certificate Authority Profiles | 1228



Understanding IKEv2 Fragmentation

IN THIS SECTION

Overview | 192

Message Fragmentation | 192
Configuration | 192

Caveats | 193

Overview

When certificate-based authentication is used, IKEv2 packets can exceed the path MTU if multiple
certificates are transmitted. If the IKE message size exceeds the path MTU, the messages are fragmented
at the IP level. Some network equipment, such as NAT devices, does not allow IP fragments to pass through,
which prevents the establishment of IPsec tunnels.

Message Fragmentation

IKEv2 message fragmentation, as described in RFC 7383, Internet Key Exchange Protocol Version 2 (IKEv2)
Message Fragmentation, allows IKEv2 to operate in environments where IP fragments might be blocked
and peers would not be able to establish an IPsec security association (SA). IKEv2 fragmentation splits a
large IKEv2 message into a set of smaller ones so that there is no fragmentation at the IP level.
Fragmentation takes place before the original message is encrypted and authenticated, so that each
fragment is separately encrypted and authenticated. On the receiver, the fragments are collected, verified,
decrypted, and merged into the original message.

For IKEv2 fragmentation to occur, both VPN peers must indicate fragmentation support by including the
IKEV2_FRAGMENTATION_SUPPORTED notification payload in the IKE_SA_INIT exchange. If both peers
indicate fragmentation support, it is up to the initiator of the message exchange to determine whether or
not IKEv2 fragmentation is used.

On SRX Series devices, a maximum of 32 fragments are allowed per IKEv2 message. If the number of
IKEv2 message fragments to be sent or received exceeds 32, the fragments are dropped and the tunnel
is not established. Retransmission of individual message fragments is not supported

Configuration

On SRX Series devices, IKEV2 fragmentation is enabled by default for IPv4 and IPvé6 messages. To disable
IKEv2 fragmentation, use the disable statement at the [edit security ike gateway gateway-name



fragmentation] hierarchy level. You can also use the size statement to configure the size of the packet at
which messages are fragmented; the packet size ranges from 500 to 1300 bytes. If size is not configured,
the default packet size is 576 bytes for IPv4 traffic and 1280 bytes for IPvé traffic. An IKEv2 packet that
is larger than the configured packet size is fragmented.

After IKEv2 fragmentation is disabled or enabled or the packet fragment size is changed, the VPN tunnels
that are hosted on the IKE gateway are brought down and IKE and IPsec SAs are renegotiated.

Caveats

The following features are not supported with IKEv2 fragmentation:

e Path MTU Discovery.
e SNMP.

SEE ALSO

‘ Understanding Certificate Authority Profiles | 1228

Example: Configuring a Route-Based VPN for IKEv2

IN THIS SECTION

Requirements | 193
Overview | 194
Configuration | 197
Verification | 210

This example shows how to configure a route-based IPsec VPN to allow data to be securely transferred
between a branch office and a corporate office.

Requirements

This example uses the following hardware:

e SRX240 device



e S5G140 device

Before you begin, read “IPsec VPN Overview” on page 31.

Overview

In this example, you configure a route-based VPN for a branch office in Chicago, lllinois, because you want
to conserve tunnel resources but still get granular restrictions on VPN traffic. Users in the Chicago office
will use the VPN to connect to their corporate headquarters in Sunnyvale, California.

In this example, you configure interfaces, an IPv4 default route, security zones, and address books. Then
you configure IKE Phase 1, IPsec Phase 2, a security policy, and TCP-MSS parameters. See
Table 21 on page 194 through Table 25 on page 196 for specific configuration parameters used in this

example.

Table 21: Interface, Static Route, Security Zone, and Address Book Information

Feature Name
Interfaces ge-0/0/0.0
ge-0/0/3.0

st0.0 (tunnel interface)

Static routes 0.0.0.0/0 (default route)

192.168.168.0/24

Security zones trust

untrust

vpn-chicago

Configuration Parameters

192.168.10.1/24

10.1.1.2/30

10.11.11.10/24

The next hop is 10.1.1.1.

The next hop is st0.0.

o All system services are allowed.

e The ge-0/0/0.0 interface is bound
to this zone.

o IKE is the only allowed system
service.

e The ge-0/0/3.0 interface is bound
to this zone.

The st0.0 interface is bound to this

zone.



Table 21: Interface, Static Route, Security Zone, and Address Book Information (continued)

Feature Name Configuration Parameters

Address book entries sunnyvale e This address is for the trust zone’s
address book.

e The address for this address book
entry is 192.168.10.0/24.

chicago e This address is for the untrust zone's
address book.

e The address for this address book
entry is 192.168.168.0/24.

Table 22: IKE Phase 1 Configuration Parameters

Feature Name Configuration Parameters

Proposal ike-phase1-proposal o Authentication method: pre-shared-keys
o Diffie-Hellman group: group2
e Authentication algorithm: shal

e Encryption algorithm: aes-128-cbc

Policy ike-phase1-policy e Mode: main
e Proposal reference: ike-phasel1-proposal

e IKE Phase 1 policy authentication method: pre-shared-key ascii-text

Gateway gw-chicago o IKE policy reference: ike-phasel-policy
e External interface: ge-0/0/3.0
o Gateway address: 10.2.2.2

Table 23: IPsec Phase 2 Configuration Parameters

Feature Name Configuration Parameters

Proposal ipsec-phase2-proposal e Protocol: esp
e Authentication algorithm: hmac-shal-96

e Encryption algorithm: aes-128-cbc

Policy ipsec-phase2-policy o Proposal reference: ipsec-phase2-proposal

e PFS: Diffie-Hellman group2

VPN ipsec-vpn-chicago o |IKE gateway reference: gw-chicago

IPsec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0



Table 24: Security Policy Configuration Parameters

Purpose Name

The security policy permits traffic from the | vpn-tr-chi
trust zone to the vpn-chicago zone.

The security policy permits traffic from the | vpn-chi-tr
vpn-chicago zone to the trust zone.

Table 25: TCP-MSS Configuration Parameters

Purpose

TCP-MSS is negotiated as part of the TCP three-way
handshake and limits the maximum size of a TCP segment
to better fit the MTU limits on a network. For VPN traffic,
the IPsec encapsulation overhead, along with the IP and
frame overhead, can cause the resulting ESP packet to
exceed the MTU of the physical interface, which causes
fragmentation. Fragmentation increases bandwidth and
device resources.

NOTE: We recommend a value of 1350 as the starting point
for most Ethernet-based networks with an MTU of 1500 or

greater. You might need to experiment with different
TCP-MSS values to obtain optimal performance. For

example, you might need to change the value if any device

in the path has a lower MTU, or if there is any additional
overhead such as PPP or Frame Relay.

Configuration Parameters

e Match criteria:
e source-address sunnyvale
o destination-address chicago

o application any
e Action: permit
e Match criteria:
e source-address chicago

o destination-address sunnyvale

e application any

e Action: permit

Configuration Parameters

MSS value: 1350



Configuration

IN THIS SECTION

Configuring Interface, Static Route, Security Zone, and Address Book Information | 197
Configuring IKE | 201

Configuring IPsec | 204

Configuring Security Policies | 206

Configuring TCP-MSS | 208

Configuring the SSG Series Device | 209

Configuring Interface, Static Route, Security Zone, and Address Book Information

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit O family inet address 192.168.10.1/24

set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/30

set interfaces stO unit O family inet address 10.11.11.10/24

set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

set routing-options static route 192.168.168.0/24 next-hop st0.0

set security zones security-zone untrust interfaces ge-0/0/3.0

set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust address-book address sunnyvale 192.168.10.0/24
set security zones security-zone vpn-chicago interfaces st0.0

set security zones security-zone vpn-chicago address-book address chicago 192.168.168.0/24

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure interface, static route, security zone, and address book information:

1. Configure Ethernet interface information.



[edit]

user@host# set interfaces ge-0/0/0 unit O family inet address 192.168.10.1/24
user@host# set interfaces ge-0/0/3 unit O family inet address 10.1.1.2/30
user@host# set interfaces stO unit O family inet address 10.11.11.10/24

. Configure static route information.

[edit]
user@host# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1
user@host# set routing-options static route 192.168.168.0/24 next-hop st0.0

. Configure the untrust security zone.

[edit ]
user@host# edit security zones security-zone untrust

. Assign an interface to the security zone.

[edit security zones security-zone untrust]
user@host# set interfaces ge-0/0/3.0

. Specify allowed system services for the security zone.

[edit security zones security-zone untrust]
user@host# set host-inbound-traffic system-services ike

. Configure the trust security zone.

[edit]
user@host# edit security zones security-zone trust

. Assign an interface to the trust security zone.

[edit security zones security-zone trust]
user@host# set interfaces ge-0/0/0.0

. Specify allowed system services for the trust security zone.



[edit security zones security-zone trust]
user@host# set host-inbound-traffic system-services all

9. Configure the address book entry for the trust security zone.

[edit security zones security-zone trust]
user@host# set address-book address sunnyvale 192.168.10.0/24

10. Configure the vpn-chicago security zone.

[edit]
user@host# edit security zones security-zone vpn-chicago

11. Assign an interface to the security zone.

[edit security zones security-zone vpn-chicago]
user@host# set interfaces st0.0

12. Configure the address book entry for the vpn-chicago zone.

[edit security zones security-zone vpn-chicago]
user@host# set address-book address chicago 192.168.168.0/24

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
and show security zones commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family inet {
address 192.168.10.1/24;

}
ge-0/0/3 {



unit O {
family inet {
address 10.1.1.2/30

}
stOf
unit O {
family inet {
address 10.11.11.10/24

[edit]

user@host# show routing-options

static {
route 0.0.0.0/0 next-hop 10.1.1.1;
route 192.168.168.0/24 next-hop st0.0;

[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
ike;

}

interfaces {
ge-0/0/3.0;

}
security-zone trust {
address-book {
address sunnyvale 192.168.10.0/24;
}
host-inbound-traffic {
system-services {
all;

}

interfaces {



ge-0/0/0.0;

}
security-zone vpn-chicago {
host-inbound-traffic {
address-book {
address chicago 192.168.168.0/24;

}

interfaces {
st0.0;

If you are done configuring the device, enter commit from configuration mode.

Configuring IKE

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ike-phasel-proposal authentication-method pre-shared-keys

set security ike proposal ike-phasel-proposal dh-group group2

set security ike proposal ike-phasel-proposal authentication-algorithm shal

set security ike proposal ike-phasel-proposal encryption-algorithm aes-128-cbhc

set security ike policy ike-phasel-policy proposals ike-phasel-proposal

set security ike policy ike-phase1-policy pre-shared-key ascii-text “$ABC123”

set security ike gateway gw-chicago external-interface ge-0/0/3.0

set security ike gateway gw-chicago ike-policy ike-phasel-policy

set security ike gateway gw-chicago address 10.2.2.2

set security ike gateway gw-chicago version v2-only

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE:

1. Create the IKE Phase 1 proposal.

[edit security ike]

user@host# set proposal ike-phase1-proposal



. Define the IKE proposal authentication method.

[edit security ike proposal ike-phasel-proposal]
user@host# set authentication-method pre-shared-keys

. Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ike-phasel-proposal]
user@host# set dh-group group2

. Define the IKE proposal authentication algorithm.

[edit security ike proposal ike-phasel-proposal]
user@host# set authentication-algorithm shal

. Define the IKE proposal encryption algorithm.

[edit security ike proposal ike-phasel-proposal]
user@host# set encryption-algorithm aes-128-cbhc

. Create an IKE Phase 1 policy.

[edit security ike]
user@host# set policy ike-phasel-policy

. Specify a reference to the IKE proposal.

[edit security ike policy ike-phasel-policy]
user@host# set proposals ike-phase1-proposal

. Define the IKE Phase 1 policy authentication method.

[edit security ike policy ike-phasel-policy]
user@host# set pre-shared-key ascii-text “$ABC123”

. Create an IKE Phase 1 gateway and define its external interface.



[edit security ike]
user@host# set gateway gw-chicago external-interface ge-0/0/3.0

10. Define the IKE Phase 1 policy reference.

[edit security ike gateway gw-chicago]
user@host# set ike-policy ike-phasel-policy

11. Define the IKE Phase 1 gateway address.

[edit security ike gateway gw-chicago]
user@host# set address 10.2.2.2

12. Define the IKE Phase 1 gateway version.

[edit security ike gateway gw-chicago]
user@host# set version v2-only

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]

user@host# show security ike

proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

}

policy ike-phasel-policy {
proposals ike-phasel-proposal;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA

}

gateway gw-chicago {
ike-policy ike-phasel-policy;
address 10.2.2.2;
external-interface ge-0/0/3.0;



version v2-only;

If you are done configuring the device, enter commit from configuration mode.
Configuring IPsec

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec proposal ipsec-phase2-proposal protocol esp

set security ipsec proposal ipsec-phase2-proposal authentication-algorithm hmac-shal-96
set security ipsec proposal ipsec-phase2-proposal encryption-algorithm aes-128-cbc

set security ipsec policy ipsec-phase2-policy proposals ipsec-phase2-proposal

set security ipsec policy ipsec-phase2-policy perfect-forward-secrecy keys group2

set security ipsec vpn ipsec-vpn-chicago ike gateway gw-chicago

set security ipsec vpn ipsec-vpn-chicago ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn ipsec-vpn-chicago bind-interface st0.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec:

1. Create an IPsec Phase 2 proposal.

[edit]
user@host# set security ipsec proposal ipsec-phase2-proposal

2. Specify the IPsec Phase 2 proposal protocol.

[edit security ipsec proposal ipsec-phase2-proposal]
user@host# set protocol esp

3. Specify the IPsec Phase 2 proposal authentication algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@host# set authentication-algorithm hmac-shal-96



4. Specify the IPsec Phase 2 proposal encryption algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@host# set encryption-algorithm aes-128-cbhc

5. Create the IPsec Phase 2 policy.

[edit security ipsec]
user@host# set policy ipsec-phase2-policy

6. Specify the IPsec Phase 2 proposal reference.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set proposals ipsec-phase2-proposal

7. Specify IPsec Phase 2 PFS to use Diffie-Hellman group 2.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set perfect-forward-secrecy keys group2

8. Specify the IKE gateway.

[edit security ipsec]
user@host# set vpn ipsec-vpn-chicago ike gateway gw-chicago

9. Specify the IPsec Phase 2 policy.

[edit security ipsec]
user@host# set vpn ipsec-vpn-chicago ike ipsec-policy ipsec-phase2-policy

10. Specify the interface to bind.

[edit security ipsec]
user@host# set vpn ipsec-vpn-chicago bind-interface st0.0

Results



From configuration mode, confirm your configuration by entering the show security ipsec command. If
the output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security ipsec
proposal ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm aes-128-cbc;
}
policy ipsec-phase2-policy {
perfect-forward-secrecy {
keys group2;
}
proposals ipsec-phase2-proposal;
}
vpn ipsec-vpn-chicago {
bind-interface st0.0;
ike {
gateway gw-chicago;
ipsec-policy ipsec-phase2-policy;

If you are done configuring the device, enter commit from configuration mode.
Configuring Security Policies

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi match source-address sunnyvale
set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi match destination-address chicago
set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi match application any

set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi then permit

set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr match source-address chicago

set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr match destination-address sunnyvale
set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr match application any

set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr then permit

Step-by-Step Procedure



The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies:

1. Create the security policy to permit traffic from the trust zone to the vpn-chicago zone.

[edit security policies from-zone trust to-zone vpn-chicago]
user@host# set policy vpn-tr-chi match source-address sunnyvale
user@host# set policy vpn-tr-chi match destination-address chicago
user@host# set policy vpn-tr-chi match application any

user@host# set policy vpn-tr-chi then permit

2. Create the security policy to permit traffic from the vpn-chicago zone to the trust zone.

[edit security policies from-zone vpn-chicago to-zone trust]
user@host# set policy vpn-chi-tr match source-address sunnyvale
user@host# set policy vpn-chi-tr match destination-address chicago
user@host# set policy vpn-chi-tr match application any

user@host# set policy vpn-chi-tr then permit

Results

From configuration mode, confirm your configuration by entering the show security policies command.
If the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security policies
from-zone trust to-zone vpn-chicago {
policy vpn-tr-vpn {
match {
source-address sunnyvale;
destination-address chicago;
application any;
}
then {
permit;

1
from-zone vpn-chicago to-zone trust {
policy vpn-tr-vpn {
match {



source-address chicago;
destination-address sunnyvale;
application any;

1
then {
permit;

If you are done configuring the device, enter commit from configuration mode.
Configuring TCP-MSS

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure TCP-MSS information:

1. Configure TCP-MSS information.

[edit]
user@host# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security flow
tcp-mss §
ipsec-vpn {
mss 1350;



If you are done configuring the device, enter commit from configuration mode.

Configuring the SSG Series Device

CLI Quick Configuration

For reference, the configuration for the SSG Series device is provided. For information about configuring
SSG Series devices, see the Concepts & Examples ScreenOS Reference Guide, which is located at
https://www.juniper.net/documentation.

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set zone name vpn-chicago

set interface ethernet0/6 zone Trust

set interface ethernet0/0 zone Untrust

set interface tunnel.1 zone vpn-chicago

set interface ethernet0/6 ip 192.168.168.1/24

set interface ethernet0/6 route

set interface ethernet0/0 ip 10.2.2.2/30

set interface ethernet0/0 route

set interface tunnel.1ip 10.11.11.11/24

set flow tcp-mss 1350

set address Trust “192.168.168-net” 192.168.168.0 255.255.255.0

set address vpn-chicago "192.168.10-net" 192.168.10.0 255.255.255.0

set ike gateway corp-ike address 10.1.1.2 IKEv2 outgoing-interface ethernet0/0 preshare 395psksecr3t sec-level
standard

set vpn corp-vpn gateway corp-ike replay tunnel idletime O sec-level standard

set vpn corp-vpn monitor optimized rekey

set vpn corp-vpn bind interface tunnel.1

set policy from Trust to Untrust “ANY” “ANY” “ANY” nat src permit

set policy from Trust to vpn-chicago “192.168.168-net” “192.168.10-net” “ANY” permit

set policy from vpn-chicago to Trust “192.168.10-net” “192.168.168-net” “ANY” permit

set route 192.168.10.0/24 interface tunnel.1

set route 0.0.0.0/0 interface ethernet0/0 gateway 10.2.2.1


https://www.juniper.net/documentation

Verification
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Confirm that the configuration is working properly.

Verifying the IKE Phase 1 Status

Purpose
Verify the IKE Phase 1 status.

Action

NOTE: Before starting the verification process, you need to send traffic from a host in the
192.168.10/24 network to a host in the 192.168.168/24 network. For route-based VPN, traffic
can be initiated by the SRX Series device through the tunnel. We recommend that when testing
IPsec tunnels, test traffic be sent from a separate device on one side of the VPN to a second
device on the other side of the VPN. For example, initiate a ping from 192.168.10.10 to

192.168.168.10.

From operational mode, enter the show security ike security-associations command. After obtaining an
index number from the command, use the show security ike security-associations index index_number

detail command.

user@host> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
1 10.2.2.2 upr 744a594d957dd513 1e1307db82f58387 IKEv2

user@host> show security ike security-associations index 1 detail



IKE peer 10.2.2.2, Index 1,
Role: Responder, State: UP
Initiator cookie: 744a594d957dd513, Responder cookie: 1e1307db82f58387
Exchange type: IKEv2, Authentication method: Pre-shared-keys
Local: 10.1.1.2:500, Remote: 10.2.2.2:500
Lifetime: Expires in 28570 seconds

Algorithms:
Authentication : shal
Encryption : aes-cbc (128 bits)

Pseudo random function: hmac-shal
Traffic statistics:

Input bytes : 852
Output bytes : 940
Input packets : 5
Output packets : 5

Flags: Caller notification sent
IPSec security associations: 1 created, O deleted

Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external interface
settings in your configuration.

If SAs are listed, review the following information:

¢ Index—This value is unique for each IKE SA, which you can use in the show security ike
security-associations index detail command to get more information about the SA.

e Remote Address—Verify that the remote IP address is correct.
o State

UP—The Phase 1 SA has been established.

DOWN-—There was a problem establishing the Phase 1 SA.

e Mode—Verify that the correct mode is being used.

Verify that the following are correct in your configuration:

o External interfaces (the interface must be the one that receives IKE packets).
e IKE policy parameters.

e Preshared key information.

¢ Phase 1 proposal parameters (must match on both peers).



The show security ike security-associations index 1 detail command lists additional information about the
SA with an index number of 1:

e Authentication and encryption algorithms used

Phase 1 lifetime

Traffic statistics (can be used to verify that traffic is flowing properly in both directions)

Role information

NOTE: Troubleshooting is best performed on the peer using the responder role.

Initiator and responder information

Number of IPsec SAs created

Verifying the IPsec Phase 2 Status

Purpose
Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ipsec security-associations command. After obtaining
an index number from the command, use the show security ipsec security-associations index index_number
detail command.

user@host> show security ipsec security-associations

total configured sa: 2

ID Gateway Port Algorithm SP1 Life:sec/kb Mon vsys
<16384 10.2.2.2 500 ESP:aes-128/shal  76d64dld 3363/ unlim - O
>16384 10.2.2.2 500 ESP:aes-128/shal al024ee2 3363/ unlim - O

user@host> show security ipsec security-associations index 16384 detail

Virtual-system: Root

Local Gateway: 10.1.1.2, Remote Gateway: 10.2.2.2

Local Identity: ipv4_subnet(any:0,[0..7]=192.168.10.0/24)
Remote ldentity: ipv4_subnet(any:0,[0..7]=192.168.168.0/24)
Version: IKEv2



DF-bit: clear

Direction: inbound, SPI: 1993755933, AUX-SPI: O

Hard lifetime: Expires in 3352 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires In 2775 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -

Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)

Anti-replay service: enabled, Replay window size: 32

Direction: outbound, SPI: 2701283042, AUX-SPI1: O

Hard lifetime: Expires in 3352 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires In 2775 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -

Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc
(128 bits)

Anti-replay service: enabled, Replay window size: 32

Meaning

The output from the show security ipsec security-associations command lists the following information:

e The ID number is 16384. Use this value with the show security ipsec security-associations index
command to get more information about this particular SA.

e There is one IPsec SA pair using port 500.

e The SPIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
3363/ unlim value indicates that the Phase 2 lifetime expires in 3363 seconds, and that no lifesize has
been specified, which indicates that it is unlimited. Phase 2 lifetime can differ from Phase 1 lifetime,
because Phase 2 is not dependent on Phase 1 after the VPN is up.

e The vsys is the root system, and it is always listed as O.

e The IKEv2 allows connections from a version 2 peer and will initiate a version 2 negotiation.

The output from the show security ipsec security-associations index 16384 detail command lists the
following information:

e The local identity and remote identity make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common causes for a Phase 2 failure. If no IPsec SA is listed,
confirm that Phase 2 proposals, including the proxy ID settings, are correct for both peers. For route-based
VPNs, the default proxy ID is local=0.0.0.0/0, remote=0.0.0.0/0, and service=any. Issues can occur with
multiple route-based VPNs from the same peer IP. In this case, a unique proxy ID for each IPsec SA must
be specified. For some third-party vendors, the proxy ID must be manually entered to match.



e Another common reason for Phase 2 failure is not specifying the ST interface binding. If IPsec cannot
complete, check the kmd log or set trace options.

Reviewing Statistics and Errors for an IPsec Security Association

Purpose

Review ESP and authentication header counters and errors for an IPsec SA.

Action

From operational mode, enter the show security ipsec statistics index index_number command, using the
index number of the VPN for which you want to see statistics.

user@host> show security ipsec statistics index 16384

ESP Statistics:

Encrypted bytes: 920
Decrypted bytes: 6208
Encrypted packets: 5
Decrypted packets: 87

AH Statistics:
Input bytes:
Output bytes:
Input packets:
Output packets:

Errors:

O O O O

AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: 0O

You can also use the show security ipsec statistics command to review statistics and errors for all SAs.

To clear all IPsec statistics, use the clear security ipsec statistics command.

Meaning

If you see packet loss issues across a VPN, you can run the show security ipsec statistics or show security
ipsec statistics detail command several times to confirm that the encrypted and decrypted packet counters
are incrementing. You should also check that the other error counters are incrementing.

Testing Traffic Flow Across the VPN

Purpose
Verify the traffic flow across the VPN.

Action



You can use the ping command from the SRX Series device to test traffic flow to a remote host PC. Make
sure that you specify the source interface so that the route lookup is correct and the appropriate security
zones are referenced during policy lookup.

From operational mode, enter the ping command.

ssg-> ping 192.168.168.10 interface ge-0/0/0 count 5

PING 192.168.168.10 (192.168.168.10): 56 data bytes

64 bytes from 192.168.168.10: icmp_seq=0 ttl=127 time=8.287 ms
64 bytes from 192.168.168.10: icmp_seq=1 ttl=127 time=4.119 ms
64 bytes from 192.168.168.10: icmp_seq=2 ttl=127 time=5.399 ms
64 bytes from 192.168.168.10: icmp_seq=3 ttl=127 time=4.361 ms
64 bytes from 192.168.168.10: icmp_seq=4 ttl=127 time=5.137 ms

--- 192.168.168.10 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 4.119/5.461/8.287/1.490 ms

You can also use the ping command from the SSG Series device.

user@host> ping 192.168.10.10 from ethernet0/6

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 1 seconds from
ethernet0/6

Success Rate is 100 percent (5/5), round-trip time min/avg/max=4/4/5 ms

Meaning

If the ping command fails from the SRX Series or SSG Series device, there might be a problem with the
routing, security policies, end host, or encryption and decryption of ESP packets.

SEE ALSO
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Example: Configuring the SRX Series for Pico Cell Provisioning with IKEv2
Configuration Payload
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In networks where many devices are being deployed, managing the network needs to be simple. The IKEv2
configuration payload feature supports the provisioning of these devices without touching either the
device configuration or the SRX Series configuration. This example shows how to configure an SRX Series
to support pico cell provisioning using the IKEv2 configuration payload feature.

Requirements

This example uses the following hardware and software components:

e Two SRX Series devices configured in a chassis cluster

e One SRX Series device configured as an intermediate router

e Two pico cell clients

e One RADIUS server configured with pico cell client provisioning information

e Junos OS Release 12.1X46-D10 or later for IKEv2 configuration payload support

Overview

In this example, an SRX Series uses the IKEv2 configuration payload feature to propagate provisioning
information to a series of pico cells. The pico cells ship from the factory with a standard configuration that
allows them to connect to the SRX Series, but the pico cell provisioning information is stored on an external
RADIUS server. The pico cells receive full provisioning information after establishing secure connections
with provisioning servers in a protected network. The IKEv2 configuration payload feature is supported
for IPv4 only.

Figure 16 on page 217 shows a topology in which the SRX Series supports pico cell provisioning using the
IKEv2 configuration payload feature.



Figure 16: SRX Series Support for Pico Cell Provisioning with IKEv2 Configuration Payload
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Each pico cell in this topology initiates two IPsec VPNs: one for management and one for data. In this
example, management traffic uses the tunnel labeled OAM Tunnel, while the data traffic flows through
the tunnel labeled 3GPP Tunnel. Each tunnel supports connections with OAM and 3GPP provisioning
servers on separate, configurable networks, requiring separate routing instances and VPNs. This example
provides the IKE Phase 1 and Phase 2 options for establishing the OAM and 3GPP VPNs.

In this example, the SRX Series acts as the IKEv2 configuration payload server, acquiring provisioning
information from the RADIUS server and providing that information to the pico cell clients. The SRX Series
returns the provisioning information for each authorized client in the IKEv2 configuration payload during
tunnel negotiation. The SRX Series cannot be used as a client device.

Additionally, the SRX Series uses the IKEv2 configuration payload information to update the Traffic Selector
initiator (TSi) and Traffic Selector responder (TSr) values exchanged with the client during tunnel negotiation.
The configuration payload uses the TSi and TSr values that are configured on the SRX Series using the
proxy-identity statement at the [edit security ipsec vpn vpn-name ike] hierarchy level. The TSi and TSr
values define the network traffic for each VPN.

The intermediate router routes pico cell traffic to the appropriate interfaces on the SRX Series.

The following process describes the connection sequence:

1. The pico cell initiates an IPsec tunnel with the SRX Series using the factory configuration.

2. The SRX Series authenticates the client using the client certificate information and the root certificate

of the CA that is enrolled in the SRX Series. After authentication, the SRX Series passes the IKE identity
information from the client certificate to the RADIUS server in an authorization request.

3. After authorizing the client, the RADIUS server responds to the SRX Series with the client provisioning
information:

o IP address (TSi value)

o |P subnet mask (optional; the default is 32 bit)



o DNS address (optional)

4. The SRX Series returns the provisioning information in the IKEv2 configuration payload for each client
connection, and exchanges final TSi and TSr values with the pico cells. In this example, the SRX Series
provides the following TSi and TSr information for each VPN:

VPN Connection TSi/TSr Values Provided by SRX

Pico 1 OAM TSi: 12.12.1.201/32, TSr: 192.168.2.0/24

Pico 1 3GPP TSi: 13.13.1.201/32, TSr: 192.169.2.0/24, TSr: 13.13.0.0/16
Pico 2 OAM TSi: 12.12.1.205/32, TSr: 192.168.2.0/24

Pico 2 3GPP TSi: 13.13.1.205/32, TSr: 192.169.2.0/24, TSr: 13.13.0.0/16

NOTE: If the provisioning information supplied by the RADIUS server includes a subnet
mask, the SRX Series returns a second TSr value for the client connection that includes
the IP subnet. This enables intrapeer communication for devices on that subnet. In this
example, intrapeer communication is enabled for the subnet associated with the 3GPP
VPN (13.13.0.0/16).

NOTE: The IKEv2 configuration payload feature is supported only for point-to-multipoint
secure tunnel (st0) interfaces. For point-to-multipoint interfaces, the interfaces must be
numbered, and the addresses provided in the configuration payload must be within the
subnetwork range of the associated point-to-multipoint interface.

Table 26 on page 218 shows the Phase 1 and Phase 2 options configured on the SRX Series, including
information for establishing both OAM and 3GPP tunnels.

Table 26: Phase 1 and Phase 2 Options for the SRX Series

Option Value
IKE proposal:
Proposal name IKE_PROP

Authentication method RSA digital certificates



Table 26: Phase 1 and Phase 2 Options for the SRX Series (continued)

Option

Diffie-Hellman (DH) group

Authentication algorithm

Encryption algorithm

IKE policy:

IKE Policy name

Local certificate

IKE gateway (OAM):

IKE policy

Remote IP address

IKE user type

Local IKE ID

Remote IKE ID

External interface

Access profile

IKE version

IKE gateway (3GPP):

IKE policy

Remote IP address

IKE user type

Local IKE ID

Remote IKE ID

Value

group5

SHA-1

AES 256 CBC

IKE_POL

Example_SRX

IKE_POL

dynamic

group-ike-id

hostname srx_series.example.net

hostname .pico_cell.net

reth0.0

radius_pico

v2-only

IKE_POL

Dynamic

group-ike-id

distinguished-name wildcard OU=srx_series

distinguished-name wildcard OU=pico_cell



Table 26: Phase 1 and Phase 2 Options for the SRX Series (continued)

Option

External interface

Access profile

IKE version

IPsec proposal:

Proposal name

Protocol

Authentication algorithm

Encryption algorithm

IPsec policy:

Policy name

Perfect Forward Secrecy (PFS) keys

IPsec proposals

IPsec VPN (OAM):

Bind interface

IKE gateway

Local proxy-identity

Remote proxy-identity

IPsec policy

IPsec VPN (3GPP):

Bind interface

IKE gateway

Value

rethl

radius_pico

v2-only

IPSEC_PROP

ESP

HMAC SHA-1 96

AES 256 CBC

IPSEC_POL

group5

IPSEC_PROP

st0.0

OAM_GW

192.168.2.0/24

0.0.0.0/0

IPSEC_POL

st0.1

3GPP_GW



Table 26: Phase 1 and Phase 2 Options for the SRX Series (continued)

Option Value

Local proxy-identity 192.169.2.0/24
Remote proxy-identity 0.0.0.0/0

IPsec policy IPSEC_POL

Certificates are stored on the pico cells and the SRX Series.

NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security
Policies Overview.

Configuration
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Configuring the SRX Series

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set chassis cluster reth-count 5

set chassis cluster node O

set chassis cluster node 1

set chassis cluster redundancy-group 0 node O priority 250



set chassis cluster redundancy-group 0 node 1 priority 150

set chassis cluster redundancy-group 1 node O priority 220

set chassis cluster redundancy-group 1 node 1 priority 149

set chassis cluster redundancy-group 1 interface-monitor ge-3/0/0 weight 255
set chassis cluster redundancy-group 1 interface-monitor ge-8/0/0 weight 255
set chassis cluster redundancy-group 1 interface-monitor ge-3/0/1 weight 255
set chassis cluster redundancy-group 1 interface-monitor ge-8/0/1 weight 255
set chassis cluster redundancy-group 1 interface-monitor ge-3/2/0 weight 255
set chassis cluster redundancy-group 1 interface-monitor ge-8/2/0 weight 255
set chassis cluster redundancy-group 1 interface-monitor ge-3/2/1 weight 255
set chassis cluster redundancy-group 1 interface-monitor ge-8/2/1 weight 255
set interfaces ge-3/0/0 gigether-options redundant-parent rethO

set interfaces ge-3/0/1 gigether-options redundant-parent reth1

set interfaces ge-3/2/0 gigether-options redundant-parent reth2

set interfaces ge-3/2/1 gigether-options redundant-parent reth3

set interfaces ge-8/0/0 gigether-options redundant-parent rethO

set interfaces ge-8/0/1 gigether-options redundant-parent reth1

set interfaces ge-8/2/0 gigether-options redundant-parent reth2

set interfaces ge-8/2/1 gigether-options redundant-parent reth3

set interfaces rethO redundant-ether-options redundancy-group 1

set interfaces rethO unit O family inet address 2.2.2.1/24

set interfaces reth1 redundant-ether-options redundancy-group 1

set interfaces reth1 unit O family inet address 3.3.3.1/24

set interfaces reth2 redundant-ether-options redundancy-group 1

set interfaces reth2 unit O family inet address 192.168.2.20/24

set interfaces reth3 redundant-ether-options redundancy-group 1

set interfaces reth3 unit O family inet address 192.169.2.20/24

set interfaces stO unit 0 multipoint

set interfaces stO unit O family inet address 12.12.1.20/24

set interfaces stO unit 1 multipoint

set interfaces stO unit 1 family inet address 13.13.1.20/24

set routing-options static route 1.1.0.0/16 next-hop 2.2.2.253

set routing-options static route 5.5.0.0/16 next-hop 2.2.2.253

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces reth0.0

set security zones security-zone untrust interfaces reth1.0

set security zones security-zone oam-trust host-inbound-traffic system-services all
set security zones security-zone oam-trust host-inbound-traffic protocols all
set security zones security-zone oam-trust interfaces reth2.0

set security zones security-zone oam-trust interfaces st0.0

set security zones security-zone 3gpp-trust host-inbound-traffic system-services all
set security zones security-zone 3gpp-trust host-inbound-traffic protocols all
set security zones security-zone 3gpp-trust interfaces reth3.0



set security zones security-zone 3gpp-trust interfaces st0.1

set access profile radius_pico authentication-order radius

set access profile radius_pico radius-server 192.168.2.22 secret "$ABC123"

set access profile radius_pico radius-server 192.168.2.22 routing-instance VR-OAM
set security ike proposal IKE_PROP authentication-method rsa-signatures

set security ike proposal IKE_PROP dh-group group5

set security ike proposal IKE_PROP authentication-algorithm shal

set security ike proposal IKE_PROP encryption-algorithm aes-256-chc

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate example_SRX

set security ike gateway OAM_GW ike-policy IKE_POL

set security ike gateway OAM_GW dynamic hostname .pico_cell.net

set security ike gateway OAM_GW dynamic ike-user-type group-ike-id

set security ike gateway OAM_GW local-identity hostname srx_series.example.net
set security ike gateway OAM_GW external-interface reth0.0

set security ike gateway OAM_GW aaa access-profile radius_pico

set security ike gateway OAM_GW version v2-only

set security ike gateway 3GPP_GW ike-policy IKE_POL

set security ike gateway 3GPP_GW dynamic distinguished-name wildcard OU=pico_cell
set security ike gateway 3GPP_GW dynamic ike-user-type group-ike-id

set security ike gateway 3GPP_GW local-identity distinguished-name wildcard OU=srx_series
set security ike gateway 3GPP_GW external-interface reth1.0

set security ike gateway 3GPP_GW aaa access-profile radius_pico

set security ike gateway 3GPP_GW version v2-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP authentication-algorithm hmac-shal-96
set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-cbc

set security ipsec proposal IPSEC_PROP lifetime-seconds 300

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group5

set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn OAM_VPN bind-interface st0.0

set security ipsec vpn OAM_VPN ike gateway OAM_GW

set security ipsec vpn OAM_VPN ike proxy-identity local 192.168.2.0/24

set security ipsec vpn OAM_VPN ike proxy-identity remote 0.0.0.0/0

set security ipsec vpn OAM_VPN ike ipsec-policy IPSEC_POL

set security ipsec vpn 3GPP_VPN bind-interface st0.1

set security ipsec vpn 3GPP_VPN ike gateway 3GPP_GW

set security ipsec vpn 3GPP_VPN ike proxy-identity local 192.169.2.0/24

set security ipsec vpn 3GPP_VPN ike proxy-identity remote 0.0.0.0/0

set security ipsec vpn 3GPP_VPN ike ipsec-policy IPSEC_POL

set routing-instances VR-OAM instance-type virtual-router

set routing-instances VR-OAM interface reth2.0

set routing-instances VR-OAM interface st0.0

set routing-instances VR-3GPP instance-type virtual-router



set routing-instances VR-3GPP interface reth3.0
set routing-instances VR-3GPP interface st0.1
set security policies default-policy permit-all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the SRX Series:

1. Configure the chassis cluster.

[edit chassis cluster]

user@host# set reth-count 5

user@host# set node 0

user@host# set node 1

user@host#set redundancy-group 0 node O priority 250

user@host#set redundancy-group 0 node 1 priority 150

user@host#set redundancy-group 1 node O priority 220

user@host#set redundancy-group 1 node 1 priority 149

user@host# set redundancy-group 1 interface-monitor ge-3/0/0 weight 255
user@host# set redundancy-group 1 interface-monitor ge-8/0/0 weight 255
user@host# set redundancy-group 1 interface-monitor ge-3/0/1 weight 255
user@host# set redundancy-group 1 interface-monitor ge-8/0/1 weight 255
user@host# set redundancy-group 1 interface-monitor ge-3/2/0 weight 255
user@host# set redundancy-group 1 interface-monitor ge-8/2/0 weight 255
user@host# set redundancy-group 1 interface-monitor ge-3/2/1 weight 255
user@host# set redundancy-group 1 interface-monitor ge-8/2/1 weight 255

2. Configure interfaces.

[edit interfaces]

user@host# set ge-3/0/0 gigether-options redundant-parent rethO
user@host# set ge-3/0/1 gigether-options redundant-parent reth1
user@host# set ge-3/2/0 gigether-options redundant-parent reth2
user@host# set ge-3/2/1 gigether-options redundant-parent reth3
user@host# set ge-8/0/0 gigether-options redundant-parent rethO
user@host# set ge-8/0/1 gigether-options redundant-parent reth1
user@host# set ge-8/2/0 gigether-options redundant-parent reth2
user@host# set ge-8/2/1 gigether-options redundant-parent reth3
user@host# set rethO redundant-ether-options redundancy-group 1
user@host# set rethO unit O family inet address 2.2.2.1/24
user@host# set reth1 redundant-ether-options redundancy-group 1



user@host# set reth1 unit O family inet address 3.3.3.1/24
user@host# set reth2 redundant-ether-options redundancy-group 1
user@host# set reth2 unit O family inet address 192.168.2.20/24
user@host# set reth3 redundant-ether-options redundancy-group 1
user@host# set reth3 unit O family inet address 192.169.2.20/24
user@host# set stO unit O multipoint

user@host# set stO unit O family inet address 12.12.1.20/24
user@host# set stO unit 1 multipoint

user@host# set stO unit 1 family inet address 13.13.1.20/24

3. Configure routing options.

[edit routing-options]
user@host# set static route 1.1.0.0/16 next-hop 2.2.2.253
user@host# set static route 5.5.0.0/16 next-hop 2.2.2.253

4. Specify security zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic protocols all
user@host# set host-inbound-traffic system-services all
user@host# set interfaces reth0.0

user@host# set interfaces reth1.0

[edit security zones security-zone oam-trust]
user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces reth2.0

user@host# set interfaces st0.0

[edit security zones security-zone 3gpp-trust]
user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces reth3.0

user@host# set interfaces st0.1

5. Create the RADIUS profile.

[edit access profile radius_pico]
user@host# set authentication-order radius
user@host# set radius-server 192.168.2.22 secret “$ABC123”



user@host# set radius-server 192.168.2.22 routing-instance VR-OAM

6. Configure Phase 1 options.

[edit security ike proposal IKE_PROP]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group5

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-256-cbhc

[edit security ike policy IKE_POL]
user@host# set proposals IKE_PROP
user@host# set certificate local-certificate example_SRX

[edit security ike gateway OAM_GW]

user@host# set ike-policy IKE_POL

user@host# set dynamic hostname .pico_cell.net
user@host# set dynamic ike-user-type group-ike-id
user@host# set local-identity hostname srx.example.net
user@host# set external-interface reth0.0

user@host# set aaa access-profile radius_pico
user@host# set version v2-only

[edit security ike gateway 3GPP_GW]

user@host# set ike-policy IKE_POL

user@host# set dynamic distinguished-name wildcard OU=pico_cell
user@host# set dynamic ike-user-type group-ike-id

user@host# set local-identity distinguished-name wildcard OU=srx_series
user@host# set external-interface reth1.0

user@host# set aaa access-profile radius_pico

user@host# set version v2-only

7. Specify Phase 2 options.

[edit set security ipsec proposal IPSEC_PROP]
user@host# set protocol esp

user@host# set authentication-algorithm hmac-shal-96
user@host# set encryption-algorithm aes-256-chc
user@host# set lifetime-seconds 300

[edit security ipsec policy IPSEC_POL]
user@host# set perfect-forward-secrecy keys group5



user@host# set proposals IPSEC_PROP

[edit security ipsec vpn OAM_VPN]

user@host# set bind-interface st0.0

user@host# set ike gateway OAM_GW

user@host# set ike proxy-identity local 192.168.2.0/24
user@host# set ike proxy-identity remote 0.0.0.0/0
user@host# set ike ipsec-policy IPSEC_POL

[edit security ipsec vpn 3GPP_VPN]

user@host# set bind-interface st0.1

user@host# set ike gateway 3GPP_GW

user@host# set ike proxy-identity local 192.169.2.0/24
user@host# set ike proxy-identity remote 0.0.0.0/0
user@host# set ike ipsec-policy IPSEC_POL

8. Specify the routing instances.

[edit routing-instances VR-OAM]
user@host# set instance-type virtual router
user@host# set interface reth2.0
user@host# set interface st0.0

[edit routing-instances VR-3GPP]
user@host# set instance-type virtual router
user@host# set interface reth3.0
user@host# set interface st0.1

9. Specify security policies to permit site-to-site traffic.

[edit security policies]
user@host# set default-policy permit-all

Results

From configuration mode, confirm your configuration by entering the show chassis cluster, show interfaces,
show security zones, show access profile radius_pico, show security ike, show security ipsec, show
routing-instances, and show security policies commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]



user@host# show chassis cluster
reth-count 5
node O
node 1
redundancy-group 0{
node O priority 250;
node 1 priority 150;
redundancy-group 1 {
node O priority 220;
node 1 priority 149;
interface-monitor {
ge-3/0/0 weight 255;
ge-8/0/0 weight 255;
ge-3/0/1 weight 255;
ge-8/0/1 weight 255;
ge-3/2/0 weight 255;
ge-8/2/0 weight 255;
ge-3/2/1 weight 255;
ge-8/2/1 weight 255;

}
[edit]
user@host# show interfaces
ge-3/0/0 {
gigether-options {
redundant-parent rethO;

1
ge-3/0/1
gigether-options {
redundant-parent reth1;

}
ge-3/2/0
gigether-options {
redundant-parent reth2;

}
ge-3/2/1{
gigether-options {
redundant-parent reth3;

1
ge-8/0/0 {



gigether-options {
redundant-parent rethO;

1
ge-8/0/1 {
gigether-options {
redundant-parent reth1;

}
ge-8/2/0 {
gigether-options {
redundant-parent reth2;

}
ge-8/2/1 {
gigether-options {
redundant-parent reth3;

}
rethO {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
address 2.2.2.1/24;

}
reth1 {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
address 3.3.3.1/24;

}
reth2 {
redundant-ether-options {
redundancy-group 1;
}
unit O {



family inet {
address 192.168.2.20/24;

}
reth3 {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
address 192.169.2.20/24;

}
stO {
unit Of
multipoint;
family inet {
address 12.12.1.20/24;

}
unit 1§
multipoint;
family inet {
address 13.13.1.20/24;

}
[edit]
user@host# show routing-options
static {
route 1.1.0.0/16 next-hop 2.2.2.253;
route 5.5.0.0/16 next-hop 2.2.2.253;
}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;



}

interfaces {
reth1.0;
reth0.0;

}
security-zone oam-trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
reth2.0;
st0.0;

}
security-zone 3gpp-trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
reth3.0;
st0.1;

}
[edit]
user@host# show access profile radius_pico
authentication-order radius;
radius-server {
192.168.2.22 {
secret "$ABC123";
routing-instance VR-OAM;



[edit]
user@host# show security ike
proposal IKE_PROP {
authentication-method rsa-signatures;
dh-group group5;
authentication-algorithm shal;
encryption-algorithm aes-256-cbc;
}
policy IKE_POL {
proposals IKE_PROP;
certificate {
local-certificate example_SRX;

}
gateway OAM_GW {
ike-policy IKE_POL;
dynamic {
hostname .pico_cell.net;
ike-user-type group-ike-id;
}
local-identity hostname srx_series.example.net;
external-interface reth0.0;
aaa access-profile radius_pico;
version v2-only;
}
gateway 3GPP_GW {
ike-policy IKE_POL;
dynamic {
distinguished-name {
wildcard OU=pico_cell;
}
ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface reth1.0;
aaa access-profile radius_pico;
version v2-only;
}
[edit]
user@host# show security ipsec
proposal IPSEC_PROP {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm aes-256-cbc;



lifetime-seconds 300;
}
policy IPSEC_POL {
perfect-forward-secrecy {
keys group5;
}
proposals IPSEC_PROP;
}
vpn OAM_VPN {
bind-interface st0.0;
ike {
gateway OAM_GW;
proxy-identity {
local 192.168.2.0/24;
remote 0.0.0.0/0;
}
ipsec-policy IPSEC_POL;

}
vpn 3GPP_VPN {
bind-interface st0.1;
ike {
gateway 3GPP_GW;
proxy-identity {
local 192.169.2.0/24;
remote 0.0.0.0/0;
}
ipsec-policy IPSEC_POL,;

}
[edit]
user@host# show routing-instances
VR-OAM {
instance-type virtual-router;
interface reth2.0;
interface st0.0;
}
VR-3GPP {
instance-type virtual-router;
interface reth3.0;
interface st0.1;
}
[edit]
user@host# show security policies



default-policy {
permit-all;

If you are done configuring the device, enter commit from configuration mode.

Configuring the Intermediate Router

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 1.1.1.253/24

set interfaces ge-0/0/2 unit O family inet address 5.5.5.253/24

set interfaces ge-0/0/14 unit O family inet address 3.3.3.253/24

set interfaces ge-0/0/15 unit O family inet address 2.2.2.253/24

set routing-options static route 192.169.2.0/24 next-hop 2.2.2.1

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/14.0

set security zones security-zone trust interfaces ge-0/0/15.0

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone untrust interfaces ge-0/0/2.0

set security policies default-policy permit-all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the intermediate router:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit O family inet address 1.1.1.253/24
user@host# set ge-0/0/2 unit 0 family inet address 5.5.5.253/24
user@host# set ge-0/0/14 unit O family inet address 3.3.3.253/24
user@host# set ge-0/0/15 unit O family inet address 2.2.2.253/24

2. Configure routing options.



[edit routing-options]
user@host# set static route 192.169.2.0/24 next-hop 2.2.2.1

3. Specify security zones.

[edit security zones security-zone trust]

user@host# set host-inbound-traffic protocols all
user@host# set host-inbound-traffic system-services all
user@host# set interfaces ge-0/0/14.0

user@host# set interfaces ge-0/0/15.0

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces ge-0/0/2.0

4. Specify security policies.

[edit security policies]
user@host# set default-policy permit-all

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
show security zones, and show security policies commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family inet {
address 1.1.1.253/24;

}
ge-0/0/2 {
unit O {
family inet {
address 5.5.5.253/24;



}
ge-0/0/14 {
unit O {
family inet {
address 3.3.3.253/24;

}
ge-0/0/15 {
unit O {
family inet {
address 2.2.2.253/24;

}
[edit]
user@host# show routing-options
static {
route 192.169.2.0/24 next-hop 2.2.2.1;
}
[edit]
user@host# show security zones
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-0/0/14.0;
ge-0/0/15.0;

}
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}

protocols {



all;

}

interfaces {
ge-0/0/1.0;
ge-0/0/2.0;

}
}
[edit]
user@host# show security policies
default-policy {
permit-all;

If you are done configuring the device, enter commit from configuration mode.

Configuring the Pico Cell (Sample Configuration)

Step-by-Step Procedure

The pico cell information in this example is provided for reference. Detailed pico cell configuration
information is beyond the scope of this document. The pico cell factory configuration must include the
following information:

o Local certificate (X.509v3) and IKE identity information
o Traffic Selector (TSi, TSr) values set to any/any (0.0.0.0/0)
e SRX Series IKE identity information and public IP address

e Phase 1 and Phase 2 proposals that match the SRX Series configuration

The pico cells in this example use strongSwan open source software for IPsec-based VPN connections.
This information is used by the SRX Series for pico cell provisioning using the IKEv2 configuration payload
feature. In networks where many devices are being deployed, the pico cell configuration can be identical
except for the certificate (leftcert) and identity (leftid) information. The following sample configurations
illustrate factory settings.

1. Review the Pico 1 configuration:

conn %default
ikelifetime=8h
keylife=1h
rekeymargin=1m
keyingtries=1
keyexchange=ikev2



authby=pubkey
mobike=no

conn oam
left=%any
leftsourceip=%config
leftcert=/usr/local/etc/ipsec.d/certs/<cert_name>
leftid=picol.pico_cell_net
leftfirewal l=yes
reauth=yes
right=2.2.2.1/24
rightid=srx_series.example.net
rightsubnet=0.0.0.0/0 #peer net for proxy id
ike=aes256-sha-modp1536!
esp=aes256-sha-modp1536!
auto=add

conn 3gpp
left=%any
leftsourceip=%config
leftcert=/usr/local/etc/ipsec.d/certs/<cert_name>
leftid="C=US, ST=CA, L=Sunnyvale, O=org, OU=pico_cell, CN=picol”
leftfirewal l=yes
reauth=yes
right=3.3.3.1/24
rightid="0U=srx_series”
rightsubnet=0.0.0.0/0 #peer net for proxy id
ike=aes256-sha-modp1536!
esp=aes256-sha-modp1536!
auto=add

2. Review the Pico 2 configuration:

conn %default

ikelifetime=8h
keylife=1h
rekeymargin=1m
keyingtries=1
keyexchange=ikev2
authby=pubkey
mobike=no

conn oam



left=%any
leftsourceip=%config
leftcert=/usr/local/etc/ipsec.d/certs/<cert_name>
leftid=pico2.pico_cell._net

leftfirewal l=yes

#reauth=no

right=2.2.2.1/24
rightid=srx_series.example._net
rightsubnet=0.0.0.0/0 #peer net for proxy id
ike=aes256-sha-modp1536!
esp=aes256-sha-modp1536!

auto=add

conn 3gpp
left=%any
leftsourceip=%config
leftcert=/usr/local/etc/ipsec.d/certs/<cert_name>
leftid="C=US, ST=CA, L=Sunnyvale, O=org, OU=pico_cell, CN=pico2”
leftfirewal I=yes
#reauth=no
right=3.3.3.1/24
rightid="0U=srx_series”
rightsubnet=0.0.0.0/0 #peer net for proxy id
ike=aes256-sha-modp1536!
esp=aes256-sha-modp1536!
auto=add

Configuring the RADIUS Server (Sample Configuration using a FreeRADIUS)

Step-by-Step Procedure



The RADIUS server information in this example is provided for reference. Complete RADIUS server
configuration information is beyond the scope of this document. The following information is returned to
the SRX Series by the RADIUS server:

e Framed-IP-Address
¢ Framed-IP-Netmask (optional)

e Primary-DNS and Secondary-DNS (optional)

In this example, the RADIUS server has separate provisioning information for the OAM and 3GPP
connections. The User-Name is taken from the client certificate information provided in the SRX Series
authorization request.

NOTE: If the RADIUS server acquires client provisioning information from a DHCP server, the
client identity information relayed to the DHCP server by the RADIUS server must be consistent
with the client IKE identity information relayed to the RADIUS server by the SRX Series device.
This ensures the continuity of the client identity across the various protocols.

NOTE: The communication channel between the SRX Series device and the RADIUS server is
protected by a RADIUS shared secret.

1. Review the RADIUS configuration for the Pico 1 OAM VPN. The RADIUS server has the following
information:

Sample RADIUS configuration earlier to Junos OS Releases 17.3R3, 17.4R2, 18.1R3, 18.2R2, 18.3R1,
and 18.1R3-52:

FreeRADIUS configuration example:

DEFAULT User-Name =~ "device@example.net", Cleartext-Password := "juniper"
Service-Type = Framed-User,
Framed-1P-Address = 12.12.1.201,
Framed-I1P-Netmask = 255.255.255.255,
Primary-Dns = 192.168.2.104,
Secondary-Dns = 192.168.2.106,

Sample RADIUS configuration starting from Junos OS Releases 17.3R3, 17.4R2, 18.1R3, 18.2R2, 18.3R1,
and 18.1R3-S2:

FreeRADIUS configuration example:



DEFAULT User-Name =~ "device@example.net”, Auth-Type := "Accept”
Service-Type = Framed-User,
Framed-1P-Address = 12.12.1.201,
Framed-1P-Netmask = 255.255.255.255,
Primary-Dns = 192.168.2.104,
Secondary-Dns = 192.168.2.106,

In this case, the RADIUS server provides the default subnet mask (255.255.255.255), which blocks
intrapeer traffic.

. Review the RADIUS configuration for the Pico 1 3GPP VPN. The RADIUS server has the following
information:

Sample RADIUS configuration earlier to Junos OS Release 17.3R4, 17.4R2, 18.1R3, 18.2R2, 18.3R1,
and 18.1R2-S3:

FreeRADIUS configuration example:

DEFAULT User-Name =~ "device@example.net", Cleartext-Password := "juniper"
Service-Type = Framed-User,
Framed-I1P-Address = 13.13.1.201.10,
Framed-1P-Netmask = 255.255.0.0,
Primary-Dns = 192.168.2.104,
Secondary-Dns = 192.168.2.106,

Sample RADIUS configuration starting from Junos OS Release 17.3R4,17.4R2, 18.1R3, 18.2R2, 18.3R1,
and 18.1R2-S3:

FreeRADIUS configuration example:

DEFAULT User-Name =~ "device@example.net", Auth-Type := "Accept"
Service-Type = Framed-User,
Framed-1P-Address = 13.13.1.201.10,
Framed-I1P-Netmask = 255.255.0.0,
Primary-Dns = 192.168.2.104,
Secondary-Dns = 192.168.2.106,

In this case, the RADIUS server provides a subnet mask value (255.255.0.0), which enables intrapeer
traffic.



NOTE: The clear-text password is hard-coded and is not configurable. Additionally, this
example creates two tunnels from the same client certificate by using different parts of
the certificate for User-Name (IKE identity) information.

Verification

IN THIS SECTION

Verifying the IKE Phase 1 Status for the SRX Series | 242

Verifying IPsec Security Associations for the SRX Series | 244

Confirm that the configuration is working properly.
Verifying the IKE Phase 1 Status for the SRX Series

Purpose
Verify the IKE Phase 1 status.

Action

From operational mode on node O, enter the show security ike security-associations command. After
obtaining an index number from the command, use the show security ike security-associations detail
command.

user@host# show security ike security-associations

node0

Index State [Initiator cookie Responder cookie Mode Remote Address
553329718 UP 99919a471d1a5278 3be7c5a49172e6¢c2 IKEv2 1.1.1.1
1643848758 UP 9e31d4323195a195 4d142438106d4273 IKEv2 1.1.1.1

user@host# show security ike security-associations index 553329718 detail

IKE peer 1.1.1.1, Index 553329718, Gateway Name: OAM_GW



Location: FPC 2, PIC 0, KMD-Instance 1

Role: Responder, State: UP

Initiator cookie: 99919a471d1a5278, Responder cookie: 3be7c5a49172e6c¢c2
Exchange type: IKEv2, Authentication method: RSA-signatures

Local: 2.2.2.1:500, Remote: 1.1.1.1:500

Lifetime: Expires in 28738 seconds

Peer ike-id: C=US, ST=CA, L=Sunnyvale, O=org, OU=pico_cell, CN=picol
aaa assigned IP: 12.12.1.201

Algorithms:
Authentication : hmac-shal-96
Encryption : aes256-cbc

Pseudo random function: hmac-shal
Diffie-Hellman group : DH-group-5
Traffic statistics:

Input bytes : 2104
Output bytes : 425
Input packets: 2
Output packets: 1

IPSec security associations: 0 created, 0 deleted
Phase 2 negotiations in progress: 1

Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs with pico cells
devices. If no SAs are listed, there was a problem with Phase 1 establishment. Check the IKE policy
parameters and external interface settings in your configuration. This example shows only the IKE Phase
1 SA for the OAM VPN; however, a separate IKE Phase 1 SA will be displayed showing the IKE Phase 1
parameters for the 3GPP VPN.

If SAs are listed, review the following information:

¢ Index—This value is unique for each IKE SA: you can use the show security ike security-associations
index detail command to get more information about the SA.

e Remote address—Verify that the local IP address is correct and that port 500 is being used for peer-to-peer
communication.

e Role responder state:
Up—The Phase 1 SA has been established.

Down—There was a problem establishing the Phase 1 SA.

e Peer (remote) IKE ID—Verify the certificate information is correct.
e Local identity and remote identity—Verify these addresses are correct.

e Mode—Verify that the correct mode is being used.



Verify that the following items are correct in your configuration:

o External interfaces (the interface must be the one that sends IKE packets)
o IKE policy parameters

e Phase 1 proposal parameters (must match between peers)

The show security ike security-associations command lists the following additional information about
security associations:

e Authentication and encryption algorithms used

Phase 1 lifetime

Traffic statistics (can be used to verify that traffic is flowing properly in both directions)

Role information

NOTE: Troubleshooting is best performed on the peer using the responder role.

Initiator and responder information

o Number of IPsec SAs created

Number of Phase 2 negotiations in progress

Verifying IPsec Security Associations for the SRX Series

Purpose
Verify the IPsec status.

Action

From operational mode on node O, enter the show security ipsec security-associations command. After
obtaining an index number from the command, use the show security ipsec security-associations detail
command.

user@host# show security ipsec security-associations

Total active tunnels: 2

ID Algorithm SPI1 Life:sec/kb Mon Isys Port Gateway
<214171651 ESP:aes-chc-256/shal cc2869e2 3529/ - root 500 1.1.1.1
>214171651 ESP:aes-chbc-256/shal c0a54936 3529/ - root 500 1.1.1.1



<205520899 ESP:aes-chc-256/shal 84e49026 3521/ - root 500 1.1.1.1
>205520899 ESP:aes-chbc-256/shal c4edl1849 3521/ - root 500 1.1.1.1

user@host# show security ipsec security-associations detail

Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0x604a29
Last Tunnel Down Reason: SA not initiated
ID: 214171651 Virtual-system: root, VPN Name: 3GPP_VPN
Local Gateway: 3.3.3.1, Remote Gateway: 1.1.1.1
Local Identity: list(any:0, ipv4_subnet(any:0-65535,[0..7]=192.169.2.0/24),
ipv4_subnet(any:0-65535,[0..7]=13.13.0.0/16))
Remote ldentity: ipv4(any:0,[0..3]=13.13.1.201)
DF-bit: clear
Bind-interface: st0.1

Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0x608a29
Last Tunnel Down Reason: SA not initiated
Location: FPC 6, PIC 0, KMD-Instance 2
Direction: inbound, SP1: cc2869e2, AUX-SPI: O
, VPN Monitoring: -
Hard lifetime: Expires in 3523 seconds
Lifesize Remaining:
Soft lifetime: Expires in 2965 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

Location: FPC 6, PIC O, KMD-Instance 2
Direction: outbound, SPI: c0a54936, AUX-SPI: O
, VPN Monitoring: -
Hard lifetime: Expires in 3523 seconds
Lifesize Remaining:
Soft lifetime: Expires in 2965 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

ID: 205520899 Virtual-system: root, VPN Name: OAM_VPN

Local Gateway: 2.2.2.1, Remote Gateway: 1.1.1.1

Local Identity: ipv4_subnet(any:0-65535,[0..7]=192.168.2.0/24)
Remote ldentity: ipv4(any:0,[0.-3]=12.12.1.201)



Version: IKEv2
DF-bit: clear
Bind-interface: st0.0

Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0x608a29
Last Tunnel Down Reason: SA not initiated
Location: FPC 2, PIC 0, KMD-Instance 1
Direction: inbound, SPI: 84e49026, AUX-SPI: O
, VPN Monitoring: -
Hard lifetime: Expires in 3515 seconds
Lifesize Remaining:
Soft lifetime: Expires in 2933 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

Location: FPC 2, PIC 0, KMD-Instance 1
Direction: outbound, SPI: c4ed1849, AUX-SPI: O
, VPN Monitoring: -
Hard lifetime: Expires in 3515 seconds
Lifesize Remaining:
Soft lifetime: Expires in 2933 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

Meaning

This examples shows the active IKE Phase 2 SAs for Pico 1. If no SAs are listed, there was a problem with
Phase 2 establishment. Check the IPsec policy parameters in your configuration. For each Phase 2 SA
(OAM and 3GPP), information is provided in both the inbound and outboard direction. The output from
the show security ipsec security-associations command lists the following information:

e The remote gateway has an IP address of 1.1.1.1.

e The SPlIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
3529/ value indicates that the Phase 2 lifetime expires in 3529 seconds, and that no lifesize has been
specified, which indicates that it is unlimited. The Phase 2 lifetime can differ from the Phase 1 lifetime,
because Phase 2 is not dependent on Phase 1 after the VPN is up.

o VPN monitoring is not enabled for this SA, as indicated by a hyphen in the Mon column. If VPN monitoring
is enabled, U indicates that monitoring is up, and D indicates that monitoring is down.

e The virtual system (vsys) is the root system, and it always lists O.



The above output from the show security ipsec security-associations index index_id detail command lists
the following information:

e The local identity and remote identity make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common causes for a Phase 2 failure. If no IPsec SA is listed,
confirm that Phase 2 proposals, including the proxy ID settings, are correct for both peers. For route-based
VPNs, the default proxy ID is local=0.0.0.0/0, remote=0.0.0.0/0, and service=any. Issues can occur with
multiple route-based VPNs from the same peer IP. In this case, a unique proxy ID for each IPsec SA must
be specified. For some third-party vendors, the proxy ID must be manually entered to match.

e Authentication and encryption algorithms used.
e Phase 2 proposal parameters (must match between peers).

¢ Secure tunnel (st0.0 and st0.1) bindings to the OAM and 3GPP gateways.

SEE ALSO

IPsec VPN Overview | 31
Understanding Certificates and PKI | 1205



Configuring an IKE Policy with a Trusted CA

This example shows how to bind a trusted CA server to an IKE policy of the peer.

Before you begin, you must have a list of all the trusted CAs you want to associate with the IKE policy of
the peer.

You can associate an IKE policy to a single trusted CA profile or a trusted CA group. For establishing a
secure connection, the IKE gateway uses the IKE policy to limit itself to the configured group of CAs
(ca-profiles) while validating the certificate. A certificate issued by any source other than the trusted CA
or trusted CA group is not validated. If there is a certificate validation request coming from an IKE policy
then the associated CA profile of the IKE policy will validate the certificate. If an IKE policy is not associated
with any CA then by default the certificate is validated by any one of the configured CA profiles.

In this example, a CA profile named root-ca is created and a root-ca-identity is associated to the profile.

NOTE: You can configure a maximum of 20 CA profiles that you want to add to a trusted CA
group. You cannot commit your configuration if you configure more than 20 CA profiles in a
trusted CA group.

1. Create a CA profile and associate a CA identifier to the profile.

[edit]
user@host# set security pki ca-profile root-ca ca-identity root-ca

2. Define an IKE proposal and the IKE proposal authentication method.
[edit]

user@host# set security ike proposal ike_prop authentication-method rsa-signatures

3. Define the Diffie-Hellman group, authentication algorithm, an encryption algorithm for the IKE proposal.

[edit]

user@host# set security ike proposal ike_prop dh-group group2

user@host# set security ike proposal ike_prop authentication-algorithm sha-256
user@host# set security ike proposal ike_prop encryption-algorithm aes-256-cbc

4. Configure an IKE policy and associate the policy with the IKE proposal.



[edit]
user@host# set security ike policy ike_policy proposals ike_prop

5. Configure a local certificate identifier for the IKE policy.

[edit]
user@host# set security ike policy ike_policy certificate local-certificate SPOKE

6. Define the CA to be used for the IKE policy.

[edit]
user@host# set security ike policy ike_policy certificate trusted-ca ca-profile root-ca

To view the CA profiles and the trusted CA groups configured on your device, run show security pki
command.

user@host# show security ike
proposal ike _prop {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;
}
policy ike_policy {
proposals ike_prop;
certificate {
local-certificate SPOKE;
trusted-ca ca-profile root-ca;

The show security ike command displays the CA profile group under the IKE policy named ike_policy and
the certificate associated with the IKE policy.

SEE ALSO

trusted-ca (Security IKE Policy) | 1522
Understanding Certificate Authority Profiles | 1228



Release History Table
Release Description

18.1R1 Starting with Junos OS Release 18.1R1, validation of a configured IKE peer can be done
with a specified CA server or group of CA servers.

‘ Configuring Certificate Authority Profiles | 1228

Secure Tunnel Interface in a Virtual Router

IN THIS SECTION

Understanding Virtual Router Support for Route-Based VPNs | 250

Example: Configuring an stO Interface in a Virtual Router | 252

A secure tunnel interface (stO) is an internal interface that is used by route-based VPNs to route cleartext
traffic to an IPsec VPN tunnel.

Understanding Virtual Router Support for Route-Based VPNs

This feature includes routing-instance support for route-based VPNs. In previous releases, when an stO
interface was put in a nondefault routing instance, the VPN tunnels on this interface did not work properly.
In the Junos OS 10.4 release, the support is enabled to place stO interfaces in a routing instance, where
each unit is configured in point-to-point mode or multipoint mode. Therefore, VPN traffic now works
correctly in a nondefault VR. You can now configure different subunits of the stO interface in different
routing instances. The following functions are supported for nondefault routing instances:

e Manual key management
e Transit traffic

o Self-traffic



e VPN monitoring

e Hub-and-spoke VPNs

e Encapsulating Security Payload (ESP) protocol

¢ Authentication Header (AH) protocol

e Aggressive mode or main mode

¢ st0 anchored on the loopback (Io0) interface

e Maximum number of virtual routers (VRs) supported on an SRX Series device

Applications such as Application Layer Gateway (ALG), Intrusion Detection and Prevention (IDP), and
Unified Threat Management (UTM)

Dead peer detection (DPD)

e Chassis cluster active/backup
e Open Shortest Path First (OSPF) over stO
e Routing Information Protocol (RIP) over stO

e Policy-based VPN inside VR

Understanding Virtual Router Limitations

The following features are not supported for virtual router (VR):
e Public key infrastructure (PKI) inside VR
e Chassis cluster active/active with VPN inside VR

When you configure VPN on SRX Series devices, overlapping of IP addresses across virtual routers is
supported with the following limitations:

o An IKE external interface address cannot overlap with any other virtual router.
e Aninternal or trust interface address can overlap across any other virtual router.

e An stO interface address cannot overlap in route-based VPN in point-to-multipoint tunnels such as
NHTB.

e An stO interface address can overlap in route-based VPN in point-to-point tunnels.

SEE ALSO

IPsec VPN Overview | 31



Example: Configuring an stO Interface in a Virtual Router

IN THIS SECTION

Requirements | 252
Overview | 252
Configuration | 253
Verification | 257

This example shows how to configure an stO interface in a virtual router.

Requirements

Before you begin, configure the interfaces and assign the interfaces to security zones. See "Security Zones
Overview".

Overview

In this example, you perform the following operations:

e Configure the interfaces.

e Configure IKE Phase 1 proposals.

o Configure IKE policies, and reference the proposals.

e Configure an IKE gateway, and reference the policy.

e Configure Phase 2 proposals.

e Configure policies, and reference the proposals.

o Configure AutoKey IKE, and reference the policy and gateway.
e Configure the security policy.

e Configure the routing instance.

e Configure the VPN bind to tunnel interface.

¢ Configure the routing options.



Configuration

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit O family inet address 10.1.1.2/30

set interfaces ge-0/0/1 unit O family inet address 10.2.2.2/30

set interfaces stO unit O family inet address 10.3.3.2/30

set security ike proposal first_ikeprop authentication-method pre-shared-keys
set security ike proposal first_ikeprop dh-group group2

set security ike proposal first_ikeprop authentication-algorithm md5

set security ike proposal first_ikeprop encryption-algorithm 3des-cbc

set security ike policy first_ikepol mode main

set security ike policy first_ikepol proposals first_ikeprop

set security ike policy first_ikepol pre-shared-key ascii-text "$ABC123"

set security ike gateway first ike-policy first_ikepol

set security ike gateway first address 10.4.4.2

set security ike gateway first external-interface ge-0/0/0.0

set security ipsec proposal first_ipsecprop protocol esp

set security ipsec proposal first_ipsecprop authentication-algorithm hmac-md5-96
set security ipsec proposal first_ipsecprop encryption-algorithm 3des-cbc

set security ipsec policy first_ipsecpol perfect-forward-secrecy keys group1
set security ipsec policy first_ipsecpol proposals first_ipsecprop

set security ipsec vpn first_vpn bind-interface st0.0

set security ipsec vpn first_vpn ike gateway first

set security ipsec vpn first_vpn ike ipsec-policy first_ipsecpol

set security ipsec vpn first_vpn establish-tunnels immediately

set security policies default-policy permit-all

set routing-instances VR1 instance-type virtual-router

set routing-instances VR1 interface ge-0/0/1.0

set routing-instances VR1 interface st0.0

set routing-instances VR1 routing-options static route 10.6.6.0/24 next-hop st0.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure an stO in a VR:

1. Configure the interfaces.

[edit]



user@host# set interfaces ge-0/0/0 unit O family inet address 10.1.1.2/30
user@host# set interfaces ge-0/0/1 unit O family inet address 10.2.2.2/30
user@host# set interfaces stO unit O family inet address 10.3.3.2/30

2. Configure Phase 1 of the IPsec tunnel.

[edit security ike]

user@host# set proposal first_ikeprop authentication-method pre-shared-keys
user@host# set proposal first_ikeprop dh-group group2

user@host# set proposal first_ikeprop authentication-algorithm md5
user@host# set proposal first_ikeprop encryption-algorithm 3des-chc

3. Configure the IKE policies, and reference the proposals.

[edit security ike]

user@host# set policy first_ikepol mode main

user@host# set policy first_ikepol proposals first_ikeprop

user@host# set policy first_ikepol pre-shared-key ascii-text "$ABC123"

4. Configure the IKE gateway, and reference the policy.

[edit security ike]

user@host# set gateway first ike-policy first_ikepol
user@host# set gateway first address 10.4.4.2

user@host# set gateway first external-interface ge-0/0/0.0

5. Configure Phase 2 of the IPsec tunnel.

[edit security ipsec]

user@host# set proposal first_ipsecprop protocol esp

user@host# set proposal first_ipsecprop authentication-algorithm hmac-md5-96
user@host# set proposal first_ipsecprop encryption-algorithm 3des-cbc

6. Configure the policies, and reference the proposals.

[edit security ipsec]
user@host# set policy first_ipsecpol perfect-forward-secrecy keys group1
user@host# set policy first_ipsecpol proposals first_ipsecprop



7. Configure AutoKey IKE, and reference the policy and gateway.

[edit security ipsec]

user@host# set vpn first_vpn ike gateway first

user@host# set vpn first_vpn ike ipsec-policy first_ipsecpol
user@host# set vpn first_vpn establish-tunnels immediately

8. Configure the VPN bind to tunnel interface.

[edit security ipsec]
user@host# set vpn first_vpn bind-interface st0.0

9. Configure the security policy.

[edit security policies]
user@host# set default-policy permit-all

10. Configure the stO in the routing instance.

[edit routing-instances]

user@host# set VR1 instance-type virtual-router
user@host# set VR1 interface ge-0/0/1.0
user@host# set VR1 interface st0.0

11. Configure the routing options.

[edit routing-instances VR1 routing-options]
user@host# set static route 10.6.6.0/24 next-hop st0.0

Results

From configuration mode, confirm your configuration by entering the show security and show
routing-instances commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

user@host# show security
ike {
proposal first_ikeprop {
authentication-method pre-shared-keys;
dh-group group2;



authentication-algorithm md5;
encryption-algorithm 3des-cbc;
}
policy first_ikepol {
mode main;
proposals first_ikeprop;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA
}
gateway first {
ike-policy first_ikepol;
address 10.4.4.2;
external-interface ge-0/0/0.0;

ipsec {
proposal first_ipsecprop {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm 3des-cbc;
}
policy first_ipsecpol {
perfect-forward-secrecy {
keys groupl;
}
proposals first_ipsecprop;
}
vpn first_vpn {
bind-interface st0.0;
ike {
gateway first;
ipsec-policy first_ipsecpol;
}

establish-tunnels immediately;

}
policies {
default-policy {
permit-all;

}
user@host# show routing-instances
VR1 {
instance-type virtual-router;
interface ge-0/0/1.0;



interface st0.0;

routing-options {

static {

route 10.6.6.0/24 next-hop st0.0;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying an st0 interface in the Virtual Router | 257

To confirm that the configuration is working properly, perform this task:

Verifying an st0 interface in the Virtual Router

Purpose

Verify the stO interface in the virtual router.

Action

From operational mode, enter the show interfaces st0.0 detail command. The number listed for routing
table corresponds to the order that the routing tables in the show route all command.

SEE ALSO

Understanding Virtual Router Support for Route-Based VPNs | 250

Route-Based IPsec VPNs | 141



Traffic Selectors in Route-Based VPNs

IN THIS SECTION

Understanding Traffic Selectors in Route-Based VPNs | 258

Example: Configuring Traffic Selectors in a Route-Based VPN | 265

A traffic selector is an agreement between IKE peers to permit traffic through a VPN tunnel if the traffic
matches a specified pair of local and remote addresses. Only the traffic that conforms to a traffic selector
is permitted through the associated security association (SA).

Understanding Traffic Selectors in Route-Based VPNs

IN THIS SECTION

Traffic Selector Configuration | 258
Understanding Auto Route Insertion | 259

Understanding Traffic Selectors and Overlapping IP Addresses | 260

A traffic selector is an agreement between IKE peers to permit traffic through a tunnel if the traffic matches
a specified pair of local and remote addresses. With this feature, you can define a traffic selector within
a specific route-based VPN, which can result in multiple Phase 2 IPsec security associations (SAs). Only
traffic that conforms to a traffic selector is permitted through the associated SA.

Starting with Junos OS Release 12.1X46-D10 and Junos OS Release 17.3R1, traffic selectors can be
configured with IKEv1 site-to-site VPNs. Starting with Junos OS Release 15.1X49-D100, traffic selectors
can be configured with IKEv2 site-to-site VPNs.

Traffic Selector Configuration

To configure a traffic selector, use the traffic-selector configuration statement at the [edit security ipsec
vpn vpn-name] hierarchy level. The traffic selector is defined with the mandatory local-ip ip-address/netmask



and remote-ip ip-address/netmask statements. The CLI operational command show security ipsec
security-association detail displays traffic selector information for SAs. The show security ipsec
security-association traffic-selector traffic-selector-name CLI command displays information for a specified
traffic selector.

For a given traffic selector, a single address and netmask is specified for the local and remote addresses.
Traffic selectors can be configured with IPv4 or IPv6 addresses. Address books cannot be used to specify
local or remote addresses.

Multiple traffic selectors can be configured for the same VPN. A maximum of 200 traffic selectors can be
configured for each VPN. Traffic selectors can be used with IPv4-in-IPv4, IPv4-in-IPvé, IPv6-in-IPvé6, or
IPv6-in-1Pv4 tunnel modes.

Below features are not supported with traffic selectors:

e VPN monitoring
¢ Different address families configured for the local and remote IP addresses in a traffic selector
¢ A remote address of 0.0.0.0/0 (IPv4) or 0::0 (IPvé) for site-to-site VPNs

Starting with Junos OS Release 15.1X49-D140, on all SRX Series devices and vSRX instances, when you
configure the traffic-selector with a remote address of 0::0 (IPvé), the following “error: configuration
check-out failed” message is displayed when performing the commit and the configuration checkout
fails.

e Point-to-multipoint interfaces

e Dynamic routing protocols configured on stO interfaces

When there are multiple traffic selectors configured for a route-based VPN, clear traffic may enter a VPN
tunnel without matching a traffic selector if the IKE gateway external interface is moved to another virtual
router (VR). The software does not handle the multiple asynchronous interface events generated when
an IKE gateway external interface is moved to another VR. As a workaround, first deactivate the IPsec
VPN tunnel and commit the configuration without that tunnel before moving the IKE gateway external
interface to another VR.

Understanding Auto Route Insertion

Auto route insertion (ARI) automatically inserts a static route for the remote network and hosts protected
by a remote tunnel endpoint. A route is created based on the remote IP address configured in the
traffic-selector. In the case of traffic selectors, the configured remote address is inserted as a route in the
routing instance associated with the stO interface that is bound to the VPN.



NOTE: Routing protocols and traffic selector configuration are mutually exclusive ways of
steering traffic to a tunnel. ARI routes might conflict with routes that are populated through
routing protocols. Therefore, you should not configure routing protocols on an stO interface that
is bound to a VPN on which traffic selectors are configured.

ARl is also known as reverse route insertion (RRI). ARI routes are inserted in the routing table as follows:

o If the establish-tunnels immediately option is configured at the [edit security ipsec vpn vpn-name]
hierarchy level, ARI routes are added after Phase 1 and Phase 2 negotiations are complete. Because a
route is not added until SAs are established, a failed negotiation does not result in traffic being routed
to a stO interface that is down. An alternate or backup tunnel is used instead.

o If the establish-tunnels immediately option is not configured at the [edit security ipsec vpn vpn-name]
hierarchy level, ARI routes are added at configuration commit.

¢ An ARl route is not added if the configured or negotiated remote address in a traffic selector is 0.0.0.0/0
or 0::0.

The preference for the static ARI route is 5. This value is necessary to avoid conflict with similar routes
that might be added by a routing protocol process. There is no configuration of the metric for the static
ARl route.

NOTE: The static ARI route cannot be leaked to other routing instances using the rib-groups

configuration. Use the import-policy configuration to leak static ARI routes.

Understanding Traffic Selectors and Overlapping IP Addresses

IN THIS SECTION

Overlapping IP Addresses in Different VPNs Bound to the Same stO Interface | 261
Overlapping IP Addresses in the Same VPN Bound to the Same stO Interface | 261
Overlapping IP Addresses in Different VPNs Bound to Different stO Interfaces | 262

This section discusses overlapping IP addresses in traffic selector configurations.



Overlapping IP Addresses in Different VPNs Bound to the Same stO Interface

This scenario is not supported with traffic selectors. Traffic selectors cannot be configured on different
VPNs that are bound to the same point-to-multipoint stO interface, as shown in the following example:

[edit]
user@host# show security ipsec
vpn vpn-1 {
bind-interface st0.1;
}
vpn vpn-2 {
bind-interface st0.1;

Overlapping IP Addresses in the Same VPN Bound to the Same st0 Interface

When overlapping IP addresses are configured for multiple traffic selectors in the same VPN, the first
configured traffic selector that matches the packet determines the tunnel used for packet encryption.

In the following example, four traffic selectors (ts-1, ts-2, ts-3, and ts-4) are configured for the VPN (vpn-1),
which is bound to the point-to-point st0.1 interface:

[edit]
user@host# show security ipsec vpn vpn-1
vpn vpn-1 {
bind-interface st0.1;
traffic-selector ts-1 {
local-ip 192.168.5.0/24;
remote-ip 10.1.5.0/24;
}
traffic-selector ts-2 {
local-ip 192.168.0.0/16;
remote-ip 10.1.0.0/16;
}
traffic-selector ts-3 {
local-ip 172.16.0.0/16;
remote-ip 10.2.0.0/16;
}
traffic-selector ts-4 {
local-ip 172.16.5.0/24;
remote-ip 10.2.5.0/24;



A packet with a source address 192.168.5.5 and a destination address 10.1.5.10 matches traffic selectors
ts-1 and ts-2. However, traffic selector ts-1 is the first configured match and the tunnel associated with
ts-1 is used for packet encryption.

A packet with a source address 172.16.5.5 and a destination address 10.2.5.10 matches the traffic selectors
ts-3 and ts-4. However, traffic selector ts-3 is the first configured match and the tunnel associated with
traffic selector ts-3 is used for packet encryption.

Overlapping IP Addresses in Different VPNs Bound to Different st0 Interfaces

When overlapping IP addresses are configured for multiple traffic selectors in different VPNs that are
bound to different point-to-point stO interfaces, an stO interface is first selected by the longest prefix
match for a given packet. Within the VPN that is bound to the selected stO interface, the traffic selector
is then selected based on the first configured match for the packet.

In the following example, a traffic selector is configured in each of two VPNs. The traffic selectors are
configured with the same local subnetwork but different remote subnetworks.

[edit]
user@host# show security ipsec
vpn vpn-1 {
bind-interface st0.1;
traffic-selector ts-1 {
local-ip 192.168.1.0/24;
remote-ip 10.1.1.0/24;

}
vpn vpn-2 {
bind-interface st0.2;
traffic-selector ts-2 {
local-ip 192.168.1.0/24;
remote-ip 10.2.2.0/24;

Different remote subnetworks are configured in each traffic selector, therefore two different routes are
added to the routing table. Route lookup uses the stO interface bound to the appropriate VPN.

In the following example, a traffic selector is configured in each of two VPNs. The traffic selectors are
configured with different remote subnetworks. The same local subnetwork is configured for each traffic
selector, but different netmask values are specified.

[edit]
user@host# show security ipsec
vpn vpn-1 {



bind-interface st0.1;

traffic-selector ts-1 {
local-ip 192.168.0.0/8;
remote-ip 10.1.1.0/24;

}
vpn vpn-2 {
bind-interface st0.2;
traffic-selector ts-2 {
local-ip 192.168.0.0/16;
remote-ip 10.2.2.0/24;

A different remote subnetwork is configured in each traffic selector, therefore two different routes are
added to the routing table. Route lookup uses the stO interface bound to the appropriate VPN.

In the following example, traffic selectors are configured in each of two VPNs. The traffic selectors are
configured with different local and remote subnetworks.

[edit]
user@host# show security ipsec
vpn vpn-1 {
bind-interface st0.1;
traffic-selector ts-1 {
local-ip 192.168.1.0/24;
remote-ip 10.1.1.0/24;

}
vpn vpn-2 {
bind-interface st0.2;
traffic-selector ts-2 {
local-ip 172.16.1.0/24;
remote-ip 10.2.2.0/24;

In this case, the traffic selectors do not overlap. The remote subnetworks configured in the traffic selectors
are different, therefore two different routes are added to the routing table. Route lookup uses the stO
interface bound to the appropriate VPN.

In the following example, a traffic selector is configured in each of two VPNs. The traffic selectors are
configured with the same local subnetwork. The same remote subnetwork is configured for each traffic
selector, but different netmask values are specified.



[edit]
user@host# show security ipsec
vpn vpn-1 {
bind-interface st0.1;
traffic-selector ts-1 {
local-ip 192.168.1.0/24;
remote-ip 10.1.1.0/24;

}
vpn vpn-2 {
bind-interface st0.2;
traffic-selector ts-2 {
local-ip 192.168.1.0/24;
remote-ip 10.1.0.0/16;

Note that the remote-ip configured for ts-1 is 10.1.1.0/24 while the remote-ip configured for ts-2 is
10.1.0.0/16. For a packet destined to 10.1.1.1, route lookup selects the st0.1 interface as it has the longer
prefix match. The packet is encrypted based on the tunnel corresponding to the st0.1 interface.

In some cases, valid packets can be dropped due to traffic selector traffic enforcement. In the following
example, traffic selectors are configured in each of two VPNs. The traffic selectors are configured with
different local subnetworks. The same remote subnetwork is configured for each traffic selector, but
different netmask values are specified.

[edit]
user@host# show security ipsec
vpn vpn-1 {
bind-interface st0.1;
traffic-selector ts-1 {
local-ip 192.168.1.0/24;
remote-ip 10.1.1.0/24;

}
vpn vpn-2 {
bind-interface st0.2;
traffic-selector ts-2 {
local-ip 172.16.1.0/16;
remote-ip 10.1.0.0/16;



Two routes to 10.1.1.0 (10.1.1.0/24 via interface st0.1 and 10.1.0.0/16 via interface st0.2) are added to
the routing table. A packet sent from source 172.16.1.1 to destination 10.1.1.1 matches the routing table
entry for 10.1.1.0/24 via interface st0.1. However, the packet does not match the traffic specified by
traffic selector ts-1 and is dropped.

NOTE: If multiple traffic selectors are configured with the same remote subnetwork and netmask,
equal cost routes are added to the routing table. This case is not supported with traffic selectors
as the route chosen cannot be predicted.

SEE ALSO
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Example: Configuring Traffic Selectors in a Route-Based VPN
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This example shows how to configure traffic selectors for a route-based VPN.
Requirements

Before you begin, read “Understanding Traffic Selectors in Route-Based VPNs” on page 258.
Overview

This example configures traffic selectors to allow traffic to flow between subnetworks on SRX_A and
subnetworks on SRX_B.



Table 27 on page 266 shows the traffic selectors for this example. Traffic selectors are configured under
Phase 2 options.

Table 27: Traffic Selector Configurations

SRX_A SRX_B

Traffic Traffic

Selector Selector

Name Local IP Remote IP Name Local IP Remote IP

TS1-ipv6 2001:db8:10::0/64 | 2001:db8:20::0/64 | TS1-ipvé 2001:db8:20::0/64 | 2001:db8:10::0/64

TS2-ipv4 192.168.10.0/24 192.168.0.0/16 TS2-ipv4 192.168.0.0/16 192.168.10.0/24

NOTE: Flow-based processing of IPvé traffic must be enabled with the mode flow-based
configuration option at the [edit security forwarding-options family ineté] hierarchy level.

Topology

In Figure 17 on page 266, an IPv6 VPN tunnel carries both IPv4 and IPvé traffic between the SRX_A and
SRX_B devices. That is, the tunnel operates in both IPv4-in-IPvé6 and IPvé6-in-IPv6 tunnel modes.

Figure 17: Traffic Selector Configuration Example

192.168.10.0/24 192.168.20.0/24
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Configuration
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Configuring SRX_A

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family ineté address 2001:db8:2000::1/64

set interfaces stO unit 1 family inet

set interfaces stO unit 1 family ineté6

set interfaces ge-1/0/1 unit O family inet address 192.168.10.1/24

set interfaces ge-1/0/1 unit O family inet6 address 2001:db8:10::0/64

set security ike proposal PSK-DH14-AES256-SHA256 authentication- method pre-shared-keys

set security ike proposal PSK-DH14-AES256-SHA256 dh-group group14

set security ike proposal PSK-DH14-AES256-SHA256 authentication- algorithm sha-256

set security ike proposal PSK-DH14-AES256-SHA256 encryption-algorithm aes-256-chc

set security ike policy site-2-site mode main

set security ike policy site-2-site proposals PSK-DH14-AES256-SHA256

set security ike policy site-2-site pre-shared-key ascii-text "$ABC123"

set security ike gateway SRX_A-to-SRX_B ike-policy site-2-site

set security ike gateway SRX_A-to-SRX_B address 192.168.20.2

set security ike gateway SRX_A-to-SRX_B external-interface ge-0/0/1.0

set security ike gateway SRX_A-to-SRX_B local-address 192.168.10.1

set security ipsec proposal ESP-AES256-SHA256 protocol esp

set security ipsec proposal ESP-AES256-SHA256 authentication- algorithm hmac-sha-256-128

set security ipsec proposal ESP-AES256-SHA256 encryption-algorithm aes-256-cbc

set security ipsec policy site-2-site perfect-forward-secrecy keys group14

set security ipsec policy site-2-site proposals ESP-AES256-SHA256

set security ipsec vpn SRX_A-to-SRX_B bind-interface st0.1

set security ipsec vpn SRX_A-to-SRX_B ike ipsec-policy site-2-site

set security ipsec vpn SRX_A-to-SRX_B ike gateway SRX_A-to-SRX_B

set security ipsec vpn SRX_A-to-SRX_B traffic-selector TS1- ipvé6 local-ip 2001:db8:10::0/64 remote-ip
2001:db8:20::0/64



set security ipsec vpn SRX_A-to-SRX_B traffic-selector TS2- ipv4 local-ip 192.168.10.0/24 remote-ip
192.168.0.0/16

set security forwarding-options family ineté6 mode flow-based

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-1/0/1.0

set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone VPN interfaces st0.1

set security policies from-zone VPN to-zone trust policy 1 match source-address any

set security policies from-zone VPN to-zone trust policy 1 match destination-address any

set security policies from-zone VPN to-zone trust policy 1 match application any

set security policies from-zone VPN to-zone trust policy 1 then permit

set security policies from-zone trust to-zone VPN policy 1 match source-address any

set security policies from-zone trust to-zone VPN policy 1 match destination-address any

set security policies from-zone trust to-zone VPN policy 1 match application any

set security policies from-zone trust to-zone VPN policy 1 then permit

set security policies default-policy deny -all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure traffic selectors:

1. Configure the external interface.

[edit interfaces]
user@host# set ge-0/0/1 unit O family inet6 address 2001:db8:2000::1/64

2. Configure the secure tunnel interface.

[edit interfaces]
user@host# set stO unit 1 family inet
user@host# set stO unit 1 family ineté

3. Configure the internal interface.

[edit interfaces]
user@host# set ge-1/0/1 unit O family inet address 192.168.10.1/24
user@host# set ge-1/0/1 unit O family ineté address 2001:db8:10::0/64



4. Configure Phase 1 options.

[edit security ike proposal PSK-DH14-AES256-SHA256]
user@host# set authentication-method pre-shared-keys
user@host# set dh-group group14

user@host# set authentication-algorithm sha-256
user@host# set encryption-algorithm aes-256-cbhc

[edit security ike policy site-2-site]

user@host# set mode main

user@host# set proposals PSK-DH14-AES256-SHA256
user@host# set pre-shared-key ascii-text "$ABC123"

[edit security ike gateway SRX_A-to-SRX_B]
user@host# set ike-policy site-2-site
user@host# set address 192.168.20.2
user@host# set external-interface ge-0/0/1.0
user@host# set local-address 192.168.10.1

5. Configure Phase 2 options.

[edit security ipsec proposal ESP-AES256-SHA256]
user@host# set protocol esp

user@host# set authentication-algorithm hmac-sha-256-128
user@host# set encryption-algorithm aes-256-cbhc

[edit security ipsec policy site-2-site]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ESP-AES256-SHA256

[edit security ipsec vpn SRX_A-to-SRX_B]

user@host# set bind-interface st0.1

user@host# set ike gateway SRX_A-to-SRX_B

user@host# set ike ipsec-policy site-2-site

user@host# set traffic-selector TS1-ipvé local-ip 2001:db8:10::0/64 remote-ip 2001:db8:20::0/64
user@host# set traffic-selector TS2-ipv4 local-ip 192.168.10.0/24 remote-ip 192.168.0.0/16

6. Enable IPv6 flow-based forwarding.

[edit security forwarding-options]
user@host# set family inet6 mode flow-based



7. Configure security zones and the security policy.

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-1/0/1.0

[edit security zones security-zone untrust]
user@host# set host-inbound-traffic system-services ike
user@host# set interfaces ge-0/0/1.0

[edit security zones security-zone VPN]
user@host# set interfaces st0.1

[edit security policies from-zone VPN to-zone trust ]
user@host# set policy 1 match source-address any
user@host# set policy 1 match destination-address any
user@host# set policy 1 match application any
user@host# set policy 1 then permit

[edit security policies from-zone trust to-zone VPN ]
user@host# set policy 1 match source-address any
user@host# set policy 1 match destination-address any
user@host# set policy 1 match application any
user@host# set policy 1 then permit

[edit security policies]

user@host# set default-policy deny-all

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security ike,
show security ipsec, show security forwarding-options, show security zones, and show security policies
commands. If the output does not display the intended configuration, repeat the configuration instructions
in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family ineté {
address 2001:db8:2000::1/64;

}
ge-1/0/1 {



unit O {
family inet {
address 192.168.10.1/24;
}
family ineté {
address 10::1/64;

}
stO {
unit 1 {
family inet;
family ineté;

}

[edit]

user@host# show security ike

proposal PSK-DH14-AES256-SHA256 {
authentication-method pre-shared-keys;
dh-group group14;
authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;

}

policy site-2-site {
mode main;
proposals PSK-DH14-AES256-SHA256;
pre-shared-key ascii-text
"$ABC123"; ## SECRET-DATA

}

gateway SRX_A-to-SRX_B {
ike-policy site-2-site;
address 192.168.20.2;
external-interface ge-0/0/1.0;
local-address 192.168.10.1;

}

[edit]

user@host# show security ipsec

proposal ESP-AES256-SHA256 {
protocol esp;
authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-256-cbc;

}

policy site-2-site {
perfect-forward-secrecy keys group14;



proposals ESP-AES256-SHA256;
}
vpn SRX_A-to-SRX_B {
bind-interface st0.1;
ike {
ipsec-policy site-2-site;
gateway SRX_A-to-SRX_B;
}
traffic-selector TS1-ipvé {
local-ip 2001:db8:10::0/64;
remote-ip 2001:db8:20::0/64;
}
traffic-selector TS2-ipv4 {
local-ip 192.168.10.0/24;
remote-ip 192.168.0.0/16;

}
[edit]
user@host# show security forwarding-options
family {
ineté {
mode flow-based;

}
[edit]
user@host# show security zones
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-1/0/1.0;

}
security-zone untrust {
host-inbound-traffic {
system-services {
ike;



}

interfaces {
ge-0/0/1.0;

}
security-zone VPN {
interfaces {
st0.1;

}
[edit]
user@host# show security policies
from-zone VPN to-zone trust {
policy 1 {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;

}
from-zone trust to-zone VPN {
policy 1 {
match {
source-address any;
destination-address any;
application any;

}
then {
permit;

If you are done configuring the device, enter commit from configuration mode.
Configuring SRX_B

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.



set interfaces ge-0/0/1 unit O family inet6 address 2001:db8:2000::2/64

set interfaces stO unit 1 family inet

set interfaces stO unit 1 family ineté6

set interfaces ge-1/0/1 unit O family inet address 192.168.20.1/24

set interfaces ge-1/0/1 unit O family inet6 address 2001:db8:20::0/64

set interfaces ge-1/1/1 unit O family inet address 192.168.0.1/24

set security ike proposal PSK-DH14-AES256-SHA256 authentication-method pre-shared-keys

set security ike proposal PSK-DH14-AES256-SHA256 dh-group group14

set security ike proposal PSK-DH14-AES256-SHA256 authentication-algorithm sha-256

set security ike proposal PSK-DH14-AES256-SHA256 encryption-algorithm aes-256-cbc

set security ike policy site-2-site mode main

set security ike policy site-2-site proposals PSK-DH14-AES256-SHA256

set security ike policy site-2-site pre-shared-key ascii-text "$ABC123"

set security ike gateway SRX_B-to-SRX_A ike-policy site-2-site

set security ike gateway SRX_B-to-SRX_A address 192.168.10.1

set security ike gateway SRX_B-to-SRX_A external-interface ge-0/0/1.0

set security ike gateway SRX_B-to-SRX_A local-address 192.168.20.2

set security ipsec proposal ESP-AES256-SHA256 protocol esp

set security ipsec proposal ESP-AES256-SHA256 authentication-algorithm hmac-sha-256-128

set security ipsec proposal ESP-AES256-SHA256 encryption-algorithm aes-256-cbhc

set security ipsec policy site-2-site perfect-forward-secrecy keys group14

set security ipsec policy site-2-site proposals ESP-AES256-SHA256

set security ipsec vpn SRX_B-to-SRX-A bind-interface st0.1

set security ipsec vpn SRX_B-to-SRX-A ike ipsec-policy site-2-site

set security ipsec vpn SRX_B-to-SRX-A ike gateway SRX_B-to-SRX_A

set security ipsec vpn SRX_B-to-SRX-A traffic-selector TS1-ipvé local-ip 2001:db8:20::0/64 remote-ip
2001:db8:10::0/64

set security ipsec vpn SRX_B-to-SRX-A traffic-selector TS2-ipv4 local-ip 192.168.0.0/16 remote-ip
192.168.10.0/24

set security forwarding-options family ineté6 mode flow-based

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-1/0/1.0

set security zones security-zone trust interfaces ge-1/1/1.0

set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone VPN interfaces st0.1

set security zones security-zone untrust interfaces ge-0/0/1.0

set security policies from-zone VPN to-zone trust policy 1 match source-address any

set security policies from-zone VPN to-zone trust policy 1 match destination-address any

set security policies from-zone VPN to-zone trust policy 1 match application any

set security policies from-zone VPN to-zone trust policy 1 then permit

set security policies from-zone trust to-zone VPN policy 1 match source-address any

set security policies from-zone trust to-zone VPN policy 1 match destination-address any

set security policies from-zone trust to-zone VPN policy 1 match application any



set security policies from-zone trust to-zone VPN policy 1 then permit
set security policies default-policy deny -all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure traffic selectors:

1. Configure the external interface.

[edit interfaces]
user@host# set ge-0/0/1 unit O family inet6 address 2001:db8:2000::2/64

2. Configure the secure tunnel interface.

[edit interfaces]
user@host# set stO unit 1 family inet
user@host# set stO unit 1 family ineté

3. Configure the internal interfaces.

[edit interfaces]

user@host# set ge-1/0/1 unit O family inet address 192.168.20.1/24
user@host# set ge-1/0/1 unit O family inet6 address 2001:db8:20::0/64
user@host# set ge-1/1/1 unit O family inet address 192.168.0.1/24

4. Configure Phase 1 options.

[edit security ike proposal PSK-DH14-AES256-SHA256]
user@host# set authentication-method pre-shared-keys
user@host# set dh-group group14

user@host# set authentication-algorithm sha-256
user@host# set encryption-algorithm aes-256-cbhc

[edit security ike policy site-2-site]

user@host# set mode main

user@host# set proposals PSK-DH14-AES256-SHA256
user@host# set pre-shared-key ascii-text "$ABC123"



[edit security ike gateway SRX_B-to-SRX_A]
user@host# set ike-policy site-2-site
user@host# set address 192.168.10.1
user@host# set external-interface ge-0/0/1.0
user@host# set local-address 192.168.20.2

5. Configure Phase 2 options.

[edit security ipsec proposal ESP-AES256-SHA256]
user@host# set protocol esp

user@host# set authentication-algorithm hmac-sha-256-128
user@host# set encryption-algorithm aes-256-cbhc

[edit security ipsec policy site-2-site]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ESP-AES256-SHA256

[edit security ipsec vpn SRX_B-to-SRX-A]

user@host# set bind-interface st0.1

user@host# set ike gateway SRX_B-to-SRX_A

user@host# set ike ipsec-policy site-2-site

user@host# set traffic-selector TS1-ipvé local-ip 2001:db8:20::0/64 remote-ip 2001:db8:10::0/64
user@host# set traffic-selector TS2-ipv4 local-ip 192.168.0.0/16 remote-ip 192.168.10.0/24

6. Enable IPvé6 flow-based forwarding.

[edit security forwarding-options]
user@host# set family ineté6 mode flow-based

7. Configure security zones and the security policy.

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-1/0/1.0

[edit security zones security-zone untrust]
user@host# set host-inbound-traffic system-services ike

user@host# set interfaces ge-0/0/1.0

[edit security zones security-zone VPN]



user@host# set interfaces st0.1

[edit security policies from-zone VPN to-zone trust ]
user@host# set policy 1 match source-address any
user@host# set policy 1 match destination-address any
user@host# set policy 1 match application any
user@host# set policy 1 then permit

[edit security policies from-zone trust to-zone VPN ]
user@host# set policy 1 match source-address any
user@host# set policy 1 match destination-address any
user@host# set policy 1 match application any
user@host# set policy 1 then permit

[edit security policies]

user@host# set default-policy deny-all

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security ike,
show security ipsec, show security forwarding-options, show security zones, and show security policies
commands. If the output does not display the intended configuration, repeat the configuration instructions
in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family ineté {
address 2001:db8:2000::2/64;

}
ge-1/0/1 {
unit O {
family inet {
address 192.168.20.1/24;
}
family ineté {
address 2001:db8:20::0/64;

}
ge-1/1/1{
unit O {
family inet {



address 192.168.0.1/24;

}
stO {
unit 1 {
family inet;
family ineté;

}

[edit]

user@host# show security ike

proposal PSK-DH14-AES256-SHA256 {
authentication-method pre-shared-keys;
dh-group group14;
authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;

}

policy site-2-site {
mode main;
proposals PSK-DH14-AES256-SHA256;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA

}

gateway SRX_B-to-SRX_A {
ike-policy site-2-site;
address 192.168.10.1;
external-interface ge-0/0/1.0;
local-address 192.168.20.2;

}

[edit]

user@host# show security ipsec

proposal ESP-AES256-SHA256 {
protocol esp;
authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-256-cbc;

}

policy site-2-site {
perfect-forward-secrecy keys group14;
proposals ESP-AES256-SHA256;

}

vpn SRX_B-to-SRX-A {
bind-interface st0.1;
ike {

ipsec-policy site-2-site;



gateway SRX_B-to-SRX_A;

}

traffic-selector TS1-ipvé {
local-ip 2001:db8:20::0/64;
remote-ip 2001:db8:10::0/64;

}

traffic-selector TS2-ipv4 {
local-ip 192.168.0.0/16;
remote-ip 192.168.10.0/24;

}
[edit]
user@host# show security forwarding-options
family {
ineté {
mode flow-based;

}
[edit]
user@host# show security zones
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-1/0/1.0;
ge-1/1/1.0;

}
security-zone untrust {
host-inbound-traffic {
system-services {
ike;

}

interfaces {
ge-0/0/1.0;



security-zone VPN {
interfaces {
st0.1;

}
[edit]
user@host# show security policies
from-zone VPN to-zone trust {
policy 1 {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;

}
from-zone trust to-zone VPN {
policy 1 {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

NOTE: The sample outputs shown are on SRX-A.

Verifying IPsec Phase 2 Status

Purpose
Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ipsec security-associations command.

user@host> show security ipsec security-associations

Total active tunnels: 3
1D Algorithm SPI Life:sec/kb Mon Isys Port Gateway

<268173313 ESP:3des/ sha-256 3d75aeff 2984/ unlim - root 500 2001:db8:2000::

>268173313 ESP:3des/ sha-256 a468fece 2984/ unlim - root 500 2001:db8:2000::

<268173316 ESP:3des/ sha-256 417f3cea 3594/ unlim - root 500 2001:db8:2000::

>268173316 ESP:3des/ sha-256 a4344027 3594/ unlim - root 500 2001:db8:2000::

From operational mode, enter the show security ipsec security-associations detail command.

user@host> show security ipsec security-associations detail

ID: 268173313 Virtual-system: root, VPN Name: SRX_A-to-SRX_B
Local Gateway: 192.168.10.1, Remote Gateway: 2192.168.20.2
Traffic Selector Name: TS1-ipv6
Local Identity: ipv6(2001:db8:10::-2001:db8:10: : FFff: FFFF-FFFF:FFFTF)
Remote ldentity: ipv6(2001:db8:20::-2001:db8:20: : FFff:FFff: FIff:fFfff)
Version: IKEvl

DF-bit: clear

Bind-interface: st0.1

Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: c608b29
Tunnel Down Reason: SA not initiated
Direction: inbound, SPl: 3d75aeff, AUX-SPI: O
, VPN Monitoring: -



Hard lifetime: Expires in 2976 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 2354 seconds

Mode: Tunnel(0 0), Type: dynamic, State: installed

Protocol: ESP, Authentication: hmac-sha-256-128, Encryption: aes-256-cbc
Anti-replay service: counter-based enabled, Replay window size: 64

Direction: outbound, SPI: a468fece, AUX-SPI: O
, VPN Monitoring: -
Hard lifetime: Expires in 2976 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2354 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha-256-128, Encryption: aes-256-cbc
Anti-replay service: counter-based enabled, Replay window size: 64

ID: 268173316 Virtual-system: root, VPN Name: SRX_A-to-SRX_B
Local Gateway: 192.168.10.1, Remote Gateway: 192.168.20.2
Traffic Selector Name: TS2-ipv4
Local lIdentity: ipv4(192.168.10.0-192.168.10.255)
Remote ldentity: ipv4(192.168.20.0-192.168.20.255)
Version: IKEvl

DF-bit: clear

Bind-interface: st0.1

Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: c608b29
Tunnel Down Reason: SA not initiated
Direction: inbound, SPl: 417f3cea, AUX-SPI: O
, VPN Monitoring: -
Hard lifetime: Expires in 3586 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2948 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha-256-128, Encryption: aes-256-cbc
Anti-replay service: counter-based enabled, Replay window size: 64

Direction: outbound, SPI: a4344027, AUX-SPI: O
, VPN Monitoring: -
Hard lifetime: Expires in 3586 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2948 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha-256-128, Encryption: aes-256-cbc
Anti-replay service: counter-based enabled, Replay window size: 64



Meaning

The show security ipsec security-associations command lists all active IKE Phase 2 SAs. If no SAs are
listed, there was a problem with Phase 2 establishment. Check the IKE policy parameters and external
interface settings in your configuration. Phase 2 proposal parameters must match on the peer devices.

Verifying Traffic Selectors

Purpose

Verify negotiated traffic selectors on the secure tunnel interface.

Action

From operational mode, enter the show security ipsec traffic-selector st0.1 command.

user@host> show security ipsec traffic-selector st0.1

Source IP Destination IP
Interface  Tunnel-id IKE-1D
2001:db8:10::-2001:db8:10: : FFff:FIFf: FIFF-TFFF
2001:db8:20::-2001:db8:20: : FFff: FFff: FIff-Ffff st0.1 268173313
2001:db8:2000::1
192.168.10.0-192.168.10.255 192.168.0.0-192.168.255.255
st0.1 268173316 2001:db8:2000::1
192.168.10.0-192.168.10.255 192.168.20.0-192.168.20.255
st0.1 268173317 2001:db8:2000::1
Verifying Routes
Purpose

Verify active routes

Action

From operational mode, enter the show route command.

user@host> show route

inet.0: 24 destinations, 24 routes (24 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

192.168.0.0/16 *[Static/5] 00:00:32
> via st0.1

2001:db8:20::0/64 *[Static/5] 00:00:34

> via st0.1



Meaning
The show route command lists active entries in the routing tables. Routes to the remote IP address
configured in each traffic selector should be present with the correct stO interface.

SEE ALSO

Understanding VPN Tunnel Modes | 803

Release History Table

Release Description

15.1X49-D140 Starting with Junos OS Release 15.1X49-D140, on all SRX Series devices and vSRX
instances, when you configure the traffic-selector with a remote address of 0::0 (IPvé6),
the following “error: configuration check-out failed” message is displayed when performing
the commit and the configuration checkout fails.

15.1X49-D100 Starting with Junos OS Release 15.1X49-D100, traffic selectors can be configured with
IKEv2 site-to-site VPNs.

12.1X46-D10 Starting with Junos OS Release 12.1X46-D10 and Junos OS Release 17.3R1, traffic
selectors can be configured with IKEv1 site-to-site VPNs.

‘ Route-Based IPsec VPNs | 141

AutoVPN on Hub-and-Spoke Devices
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AutoVPN supports an IPsec VPN aggregator (known as a hub) that serves as a single termination point for
multiple tunnels to remote sites (known as spokes). AutoVPN allows network administrators to configure
a hub for current and future spokes.

Understanding AutoVPN
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AutoVPN supports an IPsec VPN aggregator (known as a hub) that serves as a single termination point for
multiple tunnels to remote sites (known as spokes). AutoVPN allows network administrators to configure
a hub for current and future spokes. No configuration changes are required on the hub when spoke devices
are added or deleted, thus allowing administrators flexibility in managing large-scale network deployments.



Secure Tunnel Modes

AutoVPN is supported on route-based IPsec VPNs. For route-based VPNs, you configure a secure tunnel
(stO) interface and bind it to an IPsec VPN tunnel. stO interfaces in AutoVPN networks can be configured
in one of two modes:

e Point-to-point mode—By default, an stO interface configured at the [edit interfaces stO unit x] hierarchy
level is in point-to-point mode. Starting with Junos OS Release 17.4R1, IPvé6 address is supported on
AutoVPN.

¢ Point-to-multipoint mode—In this mode, the multipoint option is configured at the [edit interfaces stO
unit x] hierarchy level on both AutoVPN hub and spokes. stO interfaces on the hub and spokes must be
numbered and the IP address configured on a spoke must exist in the hub's stO interface subnetwork.

Table 28 on page 286 compares AutoVPN point-to-point and point-to-multipoint secure tunnel interface
modes.

Table 28: Comparison Between AutoVPN Point-to-Point and Point-to-Multipoint Secure Tunnel Modes

Point-to-Point Mode Point-to-Multipoint Mode

Supports IKEv1 or IKEv2. Supports IKEv1 or IKEv2.

Supports IPv4 and IPvé traffic. Supports IPv4 or IPvé.

Traffic selectors Dynamic routing protocols (OSPF, OSPFv3 and iBGP)
Dead peer detection Dead peer detection

Allows spoke devices to be SRX Series or third-party This mode is only supported with SRX Series devices.
devices.

Authentication

The supported authentication for AutoVPN hubs and spokes is X.509 public key infrastructure (PKI)
certificates. The group IKE user type configured on the hub allows strings to be specified to match the
alternate subject field in spoke certificates. Partial matches for the subject fields in spoke certificates can
also be specified. See “Understanding Spoke Authentication in AutoVPN Deployments” on page 288.

Configuration and Management

AutoVPN is configured and managed on SRX Series devices using the CLI. Multiple AutoVPN hubs can be
configured on a single SRX Series device. The maximum number of spokes supported by a configured hub
is specific to the model of the SRX Series device.



Understanding AutoVPN Limitations

The following features are not supported for AutoVPN:

e Policy-based VPNs are not supported.

e The RIP dynamic routing protocol is not supported with AutoVPN tunnels.

e Manual keys and Autokey IKE with preshared keys are not supported.

¢ Configuring static next-hop tunnel binding (NHTB) on the hub for spokes is not supported.
e Multicast is not supported.

e The group IKE ID user type is not supported with an IP address as the IKE ID.

e When the group IKE ID user type is used, the IKE ID should not overlap with other IKE gateways
configured on the same external interface.

Understanding AutoVPN with Traffic Selectors

AutoVPN hubs can be configured with multiple traffic selectors to protect traffic to spokes. This feature
provides the following benefits:

e Assingle VPN configuration can support many different peers.
e VPN peers can be non-SRX Series devices.
e Assingle peer can establish multiple tunnels with the same VPN.

e A larger number of tunnels can be supported than with AutoVPN with dynamic routing protocols.

Starting with Junos OS Release 17.4R1, AutoVPN networks that use secure tunnel interfaces in
point-to-point mode support IPv6 addresses for traffic selectors and for IKE peers.

When the hub-to-spoke tunnel is established, the hub uses auto route insertion (ARI), known in previous
releases as reverse route insertion (RRI), to insert the route to the spoke prefix in its routing table. The ARI
route can then be imported to routing protocols and distributed to the core network.

AutoVPN with traffic selectors can be configured with the secure tunnel (stO) interface in point-to-point
mode for both IKEv1 and IKEv2.

NOTE: Dynamic routing protocols are not supported on stO interfaces when traffic selectors
are configured.



Note the following caveats when configuring AutoVPN with traffic selectors:

e Dynamic routing protocols are not supported with traffic selectors with stO interfaces in point-to-point
mode.

e Auto Discovery VPN and IKEv2 configuration payload cannot be configured with AutoVPN with traffic
selectors.

e Spokes can be non-SRX Series devices; however, note the following differences:

¢ InIKEV2, a non-SRX Series spoke can propose multiple traffic selectors in a single SA negotiation. This
is not supported on SRX Series devices and the negotiation is rejected.

o A non-SRX Series spoke can identify specific ports or protocols for traffic selector use. Ports and
protocols are not supported with traffic selectors on SRX Series devices and the negotiation is rejected.

SEE ALSO

Understanding Spoke Authentication in AutoVPN Deployments | 288
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Example: Configuring Traffic Selectors in a Route-Based VPN | 265

Understanding Spoke Authentication in AutoVPN Deployments
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In AutoVPN deployments, the hub and spoke devices must have valid X.509 PKI certificates loaded. You
can use the show security pki local-certificate detail command to display information about the certificates
loaded in a device.

This topic covers the configuration on the hub that allows spokes to authenticate and connect to the hub:



Group IKE ID Configuration on the Hub

The group IKE ID feature allows a number of spoke devices to share an IKE configuration on the hub. The
certificate holder’s identification, in the subject or alternate subject fields in each spoke’s X.509 certificate,
must contain a part that is common to all spokes; the common part of the certificate identification is
specified for the IKE configuration on the hub.

For example, the IKE ID example.net can be configured on the hub to identify spokes with the hostnames
devicel.example.net, device2.example.net, and device3.example.net. The certificate on each spoke must
contain a hostname identity in the alternate subject field with example.net in the right-most part of the
field; for example, devicel.example.net. In this example, all spokes use this hostname identity in their IKE
ID payload. During IKE negotiation, the IKE ID from a spoke is used to match the common part of the peer
IKE identity configured on the hub. A valid certificate authenticates the spoke.

The common part of the certificate identification can be one of the following:

e A partial hostname in the right-most part of the alternate subject field of the certificate, for example
example.net.

o A partial e-mail address in the right-most part of the alternate subject field of the certificate, for example
@example.net.

e A container string, a set of wildcards, or both to match the subject fields of the certificate. The subject
fields contain details of the digital certificate holder in Abstract Syntax Notation One (ASN.1) distinguished
name (DN) format. Fields can include organization, organizational unit, country, locality, or common
name.

To configure a group IKE ID to match subject fields in certificates, you can specify the following types
of identity matches:

o Container—The hub authenticates the spoke’s IKE ID if the subject fields of the spoke’s certificate
exactly match the values configured on the hub. Multiple entries can be specified for each subject
field (for example, ou=eng,ou=sw). The order of values in the fields must match.

o Wildcard—The hub authenticates the spoke’s IKE ID if the subject fields of the spoke’s certificate
match the values configured on the hub. The wildcard match supports only one value per field (for
example, ou=eng or ou=sw but not ou=eng,ou=sw). The order of the fields is inconsequential.

The following example configures a group IKE ID with the partial hostname example.net in the alternate
subject field of the certificate.

[edit]
security {
ike {
policy common-cert-policy {
proposals common-ike-proposal;



certificate {
local-certificate hub-local-certificate;

}

gateway common-gateway-to-all-spoke-peer {
ike-policy common-cert-policy;
dynamic {
hostname example.net;
ike-user-type group-ike-id;
}

external-interface fe-0/0/2;

In this example, example.net is the common part of the hostname identification used for all spokes. All
X.509 certificates on the spokes must contain a hostname identity in the alternate subject field with
example.net in the right-most part. All spokes must use the hostname identity in their IKE ID payload.

The following example configures a group IKE ID with wildcards to match the values sales in the
organizational unit and example in the organization subject fields of the certificate.

[edit]
security {
ike {
policy common-cert-policy {
proposals common-ike-proposal;
certificate {
local-certificate hub-local-certificate;

}

gateway common-gateway-to-all-spoke-peer {
ike-policy common-cert-policy;
dynamic {
distinguished-name {
wildcard ou=sales,o=example;
}
ike-user-type group-ike-id;

}

external-interface fe-0/0/2;



In this example, the fields ou=sales,o=example are the common part of the subject field in the certificates
expected from the spokes. During IKE negotiation, if a spoke presents a certificate with the subject fields
cn=alice,ou=sales,o=example in its certificate, authentication succeeds and the tunnel is established. If a
spoke presents a certificate with the subject fields cn=thomas,ou=engineer,o=example in its certificate,

the certificate is rejected by the hub as the organization unit should be sales.

Excluding a Spoke Connection

To exclude a particular spoke from connecting to the hub, the certificate for that spoke must be revoked.
The hub needs to retrieve the latest certificate revocation list (CRL) from the CA that contains the serial
number of the revoked certificate. The hub will then refuse a VPN connection from the revoked spoke.
Until the latest CRL is available in the hub, the hub might continue to establish a tunnel from the revoked

spoke. For more information, see “Understanding Online Certificate Status Protocol and Certificate
Revocation Lists” on page 1253 and “Understanding Certificate Authority Profiles” on page 1228.

SEE ALSO

‘ IPsec VPN with Autokey IKE Configuration Overview | 72

AutoVPN Configuration Overview

The following steps describe the basic tasks for configuring AutoVPN on hub and spoke devices. The
AutoVPN hub is configured once for all current and new spokes.

To configure the AutoVPN hub:

1. Enroll a CA certificate and the local certificate in the device.

2. Create a secure tunnel (st0) interface and configure it in point-to-multipoint mode.
3. Configure a single IKE policy.

4. Configure an IKE gateway with a group IKE ID that is common to all spokes.

5. Configure a single IPsec policy and VPN.

6. Configure a dynamic routing protocol.



To configure an SRX Series AutoVPN spoke device:

1. Enroll a CA certificate and the local certificate in the device.

2. Create an stO interface and configure it in point-to-multipoint mode.

3. Configure an IKE policy to match the IKE policy configured on the hub.

4., Configure an IKE gateway with an ID to match the group IKE ID configured on the hub.
5. Configure an IPsec policy to match the IPsec policy configured on the hub.

6. Configure a dynamic routing protocol.

SEE ALSO

‘ Understanding Traffic Selectors in Route-Based VPNs | 258

Example: Configuring Basic AutoVPN with iBGP
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This example shows how to configure an AutoVPN hub to act as a single termination point, and then
configure two spokes to act as tunnels to remote sites. This example configures iBGP to forward packets
through the VPN tunnels.



Requirements

This example uses the following hardware and software components:

e Three supported SRX Series devices as AutoVPN hub and spokes
e Junos OS Release 12.1X44-D10 and later that support AutoVPN

Before you begin:

o Obtain the address of the certificate authority (CA) and the information they require (such as the challenge
password) when you submit requests for local certificates.

NOTE: You should be familiar with the dynamic routing protocol that is used to forward packets
through the VPN tunnels. For more information about specific requirements for a dynamic routing
protocol, see the Routing Protocols Overview.

Overview

This example shows the configuration of an AutoVPN hub and the subsequent configurations of two
spokes.

In this example, the first step is to enroll digital certificates in each device using the Simple Certificate
Enrollment Protocol (SCEP). The certificates for the spokes contain the organizational unit (OU) value
“SLT” in the subject field; the hub is configured with a group IKE ID to match the value “SLT” in the OU
field.

The spokes establish IPsec VPN connections to the hub, which allows them to communicate with each
other as well as access resources on the hub. Phase 1 and Phase 2 IKE tunnel options configured on the
AutoVPN hub and all spokes must have the same values. Table 29 on page 293 shows the options used in
this example.

Table 29: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke Configurations

Option Value

IKE proposal:

Authentication method RSA digital certificates
Diffie-Hellman (DH) group 2

Authentication algorithm SHA-1



Table 29: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke Configurations (continued)

Option Value
Encryption algorithm AES 128 CBC
IKE policy:

Mode Main

IPsec proposal:

Protocol ESP
Authentication algorithm HMAC MD5 96
Encryption algorithm DES CBC

IPsec policy:

Perfect Forward Secrecy (PFS) group 14

The same certificate authority (CA) is configured on all devices.

NOTE: Junos OS only supports a single level of certificate hierarchy.

Table 30 on page 294 shows the options configured on the hub and on all spokes.

Table 30: AutoVPN Configuration for Hub and All Spokes

Option

IKE gateway:

Remote IP address

Remote IKE ID

Local IKE ID

Hub All Spokes

Dynamic 1.1.11
Distinguished name (DN) on the spoke’s | DN on the hub'’s certificate
certificate with the string SLT in the

organizational unit (OU) field

DN on the hub’s certificate DN on the spoke’s certificate



Table 30: AutoVPN Configuration for Hub and All Spokes (continued)

Option Hub All Spokes

External interface ge-0/0/1.0 Spoke 1: fe-0/0/1.0

Spoke 2: ge-0/0/1.0

VPN:
Bind interface st0.0 st0.0
Establish tunnels (not configured) Immediately on configuration commit

Table 31 on page 295 shows the configuration options that are different on each spoke.

Table 31: Comparison Between the Spoke Configurations

Option Spoke 1 Spoke 2

st0.0 interface 10.10.10.2/24 10.10.10.3/24

Interface to internal network (fe-0.0/4.0) 60.60.60.1/24 (fe-0.0/4.0) 70.70.70.1/24
Interface to Internet (fe-0/0/1.0) 2.2.2.1/30 (ge-0/0/1.0) 3.3.3.1/30

Routing information for all devices is exchanged through the VPN tunnels.

NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security
Policies Overview.

Topology
Figure 18 on page 296 shows the SRX Series devices to be configured for AutoVPN in this example.
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Figure 18: Basic AutoVPN Deployment with iBGP
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Configuration
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To configure AutoVPN, perform these tasks:



NOTE: The first section describes how to obtain CA and local certificates online using the Simple
Certificate Enrollment Protocol (SCEP) on the hub and spoke devices.

Enroll Device Certificates with SCEP

Step-by-Step Procedure
To enroll digital certificates with SCEP on the hub:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email hub@example.net ip-address 1.1.1.1 subject
DC=example.net,CN=hub,0U=SLT,O=example,L=Bangalore,ST=KA,C=IN challenge-password <password>
5. Verify the local certificate.
user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3



Serial number: 40a6d5300000000258d
Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Bangalore, Common name: hub, Domain component: example.net
Subject string:
C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SLT, CN=hub
Alternate subject: "hub@example.net', example.net, 1.1.1.1
Validity:
Not before: 11- 6-2012 09:39
Not after: 11- 6-2013 09:49
Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:c9:¢9:¢cc:30:b6:7a:86:12:89:b5:18:b3:76
0l:2d:cc:65:a8:a8:42:78:cd:d0:9a:a2:cO:aa:c4:bd:-da:af:88:f3
2a:78:1f:0a:58:e€6:11:2c:81:8F:0e:7c:de:86:fc:48:4c:28:5b:8b
34:91:Ff:2e:91:e7:b5:bd:79:12:de:39:46:d9:fb:5c:91:41:d1l:da
90:15:09:00:9b:90:07:9d:50:92:7d:FF:fb:3F:3c:bc:34:e7:e3:c8
ea:cbh:99:18:b4:b6:1d:a8:99:d3:36:b9:1b:36:ef:3e-al:fd:48:82
6a:da:z22:07:da:e0:d2:55:ef:57:be:09:7a:0e:17:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1 .crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:
el:f7:al:a6:1e:¢c3:97:69:a5:07:9b:09:14:1a:c7:ae:09:Ff1:f6:35 (shal)
a0:02:fa:8d:5c:63:e5:6d:f7:f4:78:56:ac:4e:b2:c4 (md5)
Auto-re-enrolIment:
Status: Disabled
Next trigger time: Timer not started

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 1:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.



user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name

example.net email spokel@example.net ip-address 2.2.2.1 subject

DC=example.net,CN=spokel,0U=SLT,0=example,L=Mysore,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate

identifier:

Certificate version: 3

Serial number:

Issuer:

Locall

40a7975f00000000258e

Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:

Organization: example, Organizational unit: SLT, Country: IN, State: KA,

Locality: Mysore, Common name: spokel, Domain component: example.net

Subject string:

C=IN, DC=example.net, ST=KA, L=Mysore,

Alternate subject: "spokel@example.net",
Validity:
Not before: 11- 6-2012 09:40

Not after:

Public key

30:
b0:
c9:
90:
4a:
1b:
e4:

81:89:
c7:8a:
25:d9:
01:08:
£5:92:
6b:01:
24:1a:

11- 6-2013 09:50

algorithm: rsaEncryption(1024

ee:c8

02:81:

74:-a2:
33:33:
b7:57:
96:15:
19:0d:

81:00:
:d7:a6
8l:ad:
75:2c:
ae:73:
Oa:lc:
14:2c:

4b:94

d8:45:
td2:e2:
ea:e0:
44:26:
4f:8e:
54:e3:

09:77:
e7:20:
38:a0:
£8:25:
56:71:
db:f8:
a4:04:

cd:36:
46:2b:
2f:-2d:
18:97:
ab:81:
ec:ec:
91:3f:

O=example, OU=SLT, CN=spokel
example.net, 2.2.2.1

bits)

9a:6f:58:44:18:91:db
26:1a:92:e2:4e:8a:ce
ab:a6:58:ac:88:35:f4
96:e4:28:de:3b:35:12
54:1d:75:88:77:13:64
27:5b:86:39:c1:09:al
cb:ef:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption



Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1 .crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:
b6:24:2a:0e:96:5d:8c:4a:11:f3:5a:24:89:7c:df:ea:d5:c0:80:56 (shal)
31:58:7f:15:bb:d4:66:b8:76:1a:42:4a:8a:16:b3:a9 (md5)
Auto-re-enrollment:
Status: Disabled
Next trigger time: Timer not started

NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration
on the hub includes ou=SLT to identify the spoke.

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 2:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.



user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spoke2@example.net ip-address 3.3.3.1 subject
DC=example.net,CN=spoke2,0U=SLT,O=example,L=Tumkur,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3
Serial number: 40bb71d400000000258F
Issuer:

Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:

Organization: example, Organizational unit: SLT, Country: IN, State: KA,

Locality: Tumkur, Common name: spoke2, Domain component: example.net
Subject string:

C=IN, DC=example.net, ST=KA, L=Tumkur, O=example, OU=SLT, CN=spoke2
Alternate subject: "spoke2@example.net'", example.net, 3.3.3.1
Validity:

Not before: 11- 6-2012 10:02

Not after: 11- 6-2013 10:12
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:b6:2e:e2:da:eb6:ac:57:-e4:5d:ff:de:f6:89

27:d6:3e:1b:4a:3f:b2:2d:b3:d3:61:ed:ed:6a:07:d9:8a:d2:24:03
77:1la:fe:84:e1:12:8a:2d:63:6e:bf:02:6b:15:96:5a:4F:37:a0:46
44:09:96:c0:fd:bb:ab:79:2c:5d:92:bd:31:f0:3b:29:51:ce:89:8e
7c:2b:02:d0:14:5b:0a:a9:02:93:21:ea:f9:fc:4a:e7:08:bc:bl:6d
7c:18:3e:53:58:8e:11:86:13:Fe:78:b5:df:0b:8e:53:00:4a:46:11
58:4a:38:€9:82:43:d8:25:47:7d:ef:18:f0:ef-a7:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:

http://ca-serverl/CertEnrol 1/CASERVER1.crl

File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

la:6d:77:ac:fd:94:68:ce:cf:8a:85:f0:39:fc:e0:6b:fd:fe:b8:66 (shal)

00:b1:32:5F:7b:24:9c:e5:02:€6:72:75:9e:a5:f4:77 (md5)
Auto-re-enrol Iment:

Status: Disabled

Next trigger time: Timer not started



NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration
on the hub includes ou=SLT to identify the spoke.

Configuring the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 1.1.1.1/30

set interfaces ge-0/0/3 unit O family inet address 50.50.50.1/24

set interfaces stO unit 0 multipoint

set interfaces stO unit O family inet address 10.10.10.1/24

set policy-options policy-statement lan_nw from interface ge-0/0/3.0

set policy-options policy-statement lan_nw then accept

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 10.10.10.1

set protocols bgp group ibgp export lan_nw

set protocols bgp group ibgp cluster 1.2.3.4

set protocols bgp group ibgp peer-as 10

set policy-options policy-statement lan_nw from interface ge-0/0/3.0

set policy-options policy-statement lan_nw then accept

set policy-options policy-statement bgp_nh_self term 1 from protocol bgp
set policy-options policy-statement bgp_nh_self term 1 then next-hop self
set policy-options policy-statement bgp_nh_self term 1 then accept

set protocols bgp group ibgp export bgp_nh_self

set protocols bgp group ibgp allow 10.10.10.0/24

set routing-options static route 2.2.2.0/30 next-hop 1.1.1.2

set routing-options static route 3.3.3.0/30 next-hop 1.1.1.2

set routing-options autonomous-system 10

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc
set security ike policy ike-policyl mode main

set security ike policy ike-policy1 proposals ike-proposal

set security ike policy ike-policy1 certificate local-certificate Locall

set security ike gateway hub-to-spoke-gw ike-policy ike-policyl

set security ike gateway hub-to-spoke-gw dynamic distinguished-name wildcard OU=SLT
set security ike gateway hub-to-spoke-gw dynamic ike-user-type group-ike-id
set security ike gateway hub-to-spoke-gw local-identity distinguished-name



set security ike gateway hub-to-spoke-gw external-interface ge-0/0/1.0

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbhc

set security ipsec policy vpn-policyl perfect-forward-secrecy keys group14

set security ipsec policy vpn-policyl proposals ipsec-proposal

set security ipsec vpn hub-to-spoke-vpn bind-interface st0.0

set security ipsec vpn hub-to-spoke-vpn ike gateway hub-to-spoke-gw

set security ipsec vpn hub-to-spoke-vpn ike ipsec-policy vpn-policyl

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces st0.0

set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/3.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the hub:

1. Configure the interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit 0 family inet address 1.1.1.1/30
user@host# set ge-0/0/3 unit 0 family inet address 50.50.50.1/24
user@host# set stO unit O multipoint

user@host# set stO unit O family inet address 10.10.10.1/24

2. Configure routing protocol.

[edit policy-options]

user@host# set policy-statement lan_nw from interface ge-0/0/3.0
user@host# set policy-statement lan_nw then accept

user@host# set policy-statement bgp_nh_self term 1 from protocol bgp
user@host# set policy-statement bgp_nh_self term 1 then next-hop self
user@host# set policy-statement bgp_nh_self term 1 then accept



[edit protocols bgp]

user@host# set group ibgp type internal
user@host# set group ibgp local-address 10.10.10.1
user@host# set group ibgp export lan_nw
user@host# set group ibgp cluster 1.2.3.4
user@host# set group ibgp peer-as 10

user@host# set group ibgp allow 10.10.10.0/24
user@host# set group ibgp export bgp_nh_self

[edit routing-options]

user@host# set static route 2.2.2.0/30 next-hop 1.1.1.2
user@host# set static route 3.3.3.0/30 next-hop 1.1.1.2
user@host# set autonomous-system 10

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-cbc

[edit security ike policy ike-policy1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike gateway hub-to-spoke-gw]

user@host# set ike-policy ike-policy1

user@host# set dynamic distinguished-name wildcard OU=SLT
user@host# set dynamic ike-user-type group-ike-id
user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/1.0

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy1]



user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn hub-to-spoke-vpn]
user@host# set bind-interface st0.0
user@host# set ike gateway hub-to-spoke-gw
user@host# set ike ipsec-policy vpn-policyl

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces st0.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/3.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.



[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family inet {
address 1.1.1.1/30;

ge-0/0/3 {
unit O {
family inet {
address 50.50.50.1/24;

}
stO {
unit O {
multipoint;
family inet {
address 10.10.10.1/24;

}
[edit]
user@host# show policy-options
policy-statement bgp_nh_self {
term 1 {
from protocol bgp;
then {
next-hop self;
accept;

}

policy-statement lan_nw {
from interface ge-0/0/3.0;
then accept;
}
[edit]
user@host# show protocols
bgp {
group ibgp {
type internal;



local-address 10.10.10.1;
export lan_nw;

cluster 1.2.3.4;

peer-as 10;

allow 10.10.10.0/24;
export bgp_nh_self;

}

[edit]

user@host# show routing-options

static {
route 2.2.2.0/30 next-hop 1.1.1.2;
route 3.3.3.0/30 next-hop 1.1.1.2;
}

autonomous-system 10;

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy1 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Locall;

}
gateway hub-to-spoke-gw {
ike-policy ike-policy1;
dynamic {
distinguished-name {
wildcard OU=SLT;
}
ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/1.0;
}
[edit]
user@host# show security ipsec
proposal ipsec-proposal {



protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;
}
policy vpn-policy1 {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn hub-to-spoke-vpn {
bind-interface st0.0;
ike {
gateway hub-to-spoke-gw;
ipsec-policy vpn-policy1;

}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
st0.0;
ge-0/0/1.0;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-0/0/3.0;



}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profile1 {
ca-identity ca-profilel;
enrollment {
url http://pc4/certsrv/mscep/mscep.dll;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 1

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces fe-0/0/1 unit O family inet address 2.2.2.1/30

set interfaces fe-0/0/4 unit O family inet address 60.60.60.1/24

set interfaces stO unit O multipoint

set interfaces stO unit O family inet address 10.10.10.2/24

set policy-options policy-statement lan_nw from interface fe-0/0/4.0
set policy-options policy-statement lan_nw then accept

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 10.10.10.2

set protocols bgp group ibgp export lan_nw

set protocols bgp group ibgp neighbor 10.10.10.1

set routing-options static route 1.1.1.0/30 next-hop 2.2.2.2

set routing-options autonomous-system 10

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc



set security ike policy ike-policyl mode main

set security ike policy ike-policyl proposals ike-proposal

set security ike policy ike-policy1 certificate local-certificate Locall

set security ike gateway spoke-to-hub-gw ike-policy ike-policy1

set security ike gateway spoke-to-hub-gw address 1.1.1.1

set security ike gateway spoke-to-hub-gw local-identity distinguished-name

set security ike gateway spoke-to-hub-gw remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw external-interface fe-0/0/1.0

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbc

set security ipsec policy vpn-policyl perfect-forward-secrecy keys group14

set security ipsec policy vpn-policyl proposals ipsec-proposal

set security ipsec vpn spoke-to-hub bind-interface st0.0

set security ipsec vpn spoke-to-hub ike gateway spoke-to-hub-gw

set security ipsec vpn spoke-to-hub ike ipsec-policy vpn-policyl

set security ipsec vpn spoke-to-hub establish-tunnels immediately

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces fe-0/0/1.0

set security zones security-zone untrust interfaces st0.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces fe-0/0/4.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 1:

1. Configure interfaces.

[edit interfaces]

user@host# set fe-0/0/1 unit O family inet address 2.2.2.1/30
user@host# set fe-0/0/4 unit O family inet address 60.60.60.1/24
user@host# set stO unit O multipoint

user@host# set stO unit O family inet address 10.10.10.2/24

2. Configure routing protocol.



[edit policy-options]
user@host# set policy-statement lan_nw from interface fe-0/0/4.0
user@host# set policy-statement lan_nw then accept

[edit protocols bgp]

user@host# set group ibgp type internal
user@host# set group ibgp local-address 10.10.10.2
user@host# set group ibgp export lan_nw
user@host# set group ibgp neighbor 10.10.10.1

[edit routing-options]
user@host# set static route 1.1.1.0/30 next-hop 2.2.2.2
user@host# set autonomous-system 10

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-cbc

[edit security ike policy ike-policy1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike gateway spoke-to-hub-gw]
user@host# set ike-policy ike-policy1

user@host# set address 1.1.1.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface fe-0/0/1.0

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy1]



user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn spoke-to-hub]
user@host# set bind-interface st0.0
user@host# set ike gateway spoke-to-hub-gw
user@host# set ike ipsec-policy vpn-policyl
user@host# set establish-tunnels immediately

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/1.0

user@host# set interfaces st0.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/4.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.



[edit]
user@host# show interfaces
fe-0/0/1{
unit O {
family inet {
address 2.2.2.1/30;

fe-0/0/4 {
unit O {
family inet {
address 60.60.60.1/24;

}
stO {
unit O {
multipoint;
family inet {
address 10.10.10.2/24;

}
[edit]
user@host# show policy-options
policy-statement lan_nw {
from interface fe-0/0/4.0;
then accept;
}
[edit]
user@host# show protocols
bgp {
group ibgp {
type internal;
local-address 10.10.10.2;
export lan_nw;
neighbor 10.10.10.1;

}
[edit]
user@host# show routing-options
static {
route 1.1.1.0/30 next-hop 2.2.2.2;



}

autonomous-system 10;

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy1 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Local1;

}
gateway spoke-to-hub-gw {
ike-policy ike-policy1;
address 1.1.1.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface fe-0/0/1.0;
}
[edit]
user@host# show security ipsec
proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;

policy vpn-policy1 {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn spoke-to-hub {
bind-interface st0.0;
ike {
gateway spoke-to-hub-gw;
ipsec-policy vpn-policy1;
}

establish-tunnels immediately;



}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/1.0;
st0.0;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/4.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profilel {
ca-identity ca-profilel;
enrollment {
url http://pc4/certsrv/mscep/mscep.dll;
}
revocation-check {
disable;



If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 2

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 3.3.3.1/30

set interfaces fe-0/0/4 unit O family inet address 70.70.70.1/24

set interfaces stO unit 0 multipoint

set interfaces stO unit O family inet address 10.10.10.3/24

set policy-options policy-statement lan_nw from interface fe-0/0/4.0

set policy-options policy-statement lan_nw then accept

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 10.10.10.3

set protocols bgp group ibgp export lan_nw

set protocols bgp group ibgp neighbor 10.10.10.1

set routing-options static route 1.1.1.0/30 next-hop 3.3.3.2

set routing-options autonomous-system 10

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc
set security ike policy ike-policyl mode main

set security ike policy ike-policy1 proposals ike-proposal

set security ike policy ike-policy1 certificate local-certificate Locall

set security ike gateway spoke-to-hub-gw ike-policy ike-policyl

set security ike gateway spoke-to-hub-gw address 1.1.1.1

set security ike gateway spoke-to-hub-gw local-identity distinguished-name
set security ike gateway spoke-to-hub-gw remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw external-interface ge-0/0/1.0
set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbhc

set security ipsec policy vpn-policyl perfect-forward-secrecy keys group14
set security ipsec policy vpn-policyl proposals ipsec-proposal

set security ipsec vpn spoke-to-hub bind-interface st0.0

set security ipsec vpn spoke-to-hub ike gateway spoke-to-hub-gw

set security ipsec vpn spoke-to-hub ike ipsec-policy vpn-policyl



set security ipsec vpn spoke-to-hub establish-tunnels immediately

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone untrust interfaces st0.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces fe-0/0/4.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 2:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit O family inet address 3.3.3.1/30
user@host# set fe-0/0/4 unit O family inet address 70.70.70.1/24
user@host# set stO unit 0 multipoint

user@host# set stO unit O family inet address 10.10.10.3/24

2. Configure routing protocol.

[edit policy-options]
user@host# set policy-statement lan_nw from interface fe-0/0/4.0
user@host# set policy-statement lan_nw then accept

[edit protocols bgp]

user@host# set group ibgp type internal
user@host# set group ibgp local-address 10.10.10.3
user@host# set group ibgp export lan_nw
user@host# set group ibgp neighbor 10.10.10.1

[edit routing-options]
user@host# set static route 1.1.1.0/30 next-hop 3.3.3.2
user@host# set autonomous-system 10



3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-cbhc

[edit security ike policy ike-policy1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike gateway spoke-to-hub-gw]
user@host# set ike-policy ike-policy1

user@host# set address 1.1.1.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface ge-0/0/1.0

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbhc

[edit security ipsec policy vpn-policy1]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn spoke-to-hub]
user@host# set bind-interface st0.0
user@host# set ike gateway spoke-to-hub-gw
user@host# set ike ipsec-policy vpn-policyl
user@host# set establish-tunnels immediately

5. Configure zones.

[edit security zones security-zone untrust]
user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all



user@host# set interfaces ge-0/0/1.0
user@host# set interfaces st0.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/4.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1
unit O {
family inet {
address 3.3.3.1/30;

fe-0/0/4 {
unit O {
family inet {
address 70.70.70.1/24;



}
stO {
unit O {
multipoint;
family inet {
address 10.10.10.3/24;

}
[edit]
user@host# show policy-options
policy-statement lan_nw {
from interface fe-0/0/4.0;
then accept;
}
[edit]
user@host# show protocols
bgp {
group ibgp {
type internal;
local-address 10.10.10.3;
export lan_nw;
neighbor 10.10.10.1;

}

[edit]

user@host# show routing-options

static {
route 1.1.1.0/30 next-hop 3.3.3.2;
}

autonomous-system 10;

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy1 {
mode main;
proposals ike-proposal;
certificate {



local-certificate Local1;

}
gateway spoke-to-hub-gw {
ike-policy ike-policy1;
address 1.1.1.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface ge-0/0/1.0;
}
[edit]
user@host# show security ipsec
proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;

policy vpn-policy1 {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn spoke-to-hub {
bind-interface st0.0;
ike {
gateway spoke-to-hub-gw;
ipsec-policy vpn-policy1;
}
establish-tunnels immediately;
}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-0/0/1.0;



st0.0;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/4.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profilel {
ca-identity ca-profilel;
enrollment {
url http://pcé/certsrv/mscep/mscep.dll;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Verifying BGP | 324

Verifying Learned Routes | 325

Confirm that the configuration is working properly.

Verifying IKE Phase 1 Status

Purpose
Verify the IKE Phase 1 status.

Action

From operational mode, enter the show security ike security-associations command.

user@host> show security ike security-associations

Index State Initiator cookie Responder cookie Mode Remote Address

5480163 UP ab58717f387074ab 6d0135c5ecaed6ld Main 3.3.3.1

5480162 UP 7a63d16a5a723dfl c471f7ael66d3a34 Main 2.2.2.1
Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external interface
settings in your configuration. Phase 1 proposal parameters must match on the hub and spokes.

Verifying IPsec Phase 2 Status

Purpose
Verify the IPsec Phase 2 status.

Action

From operational mode, enter the security ipsec security-associations command.

user@host> security ipsec security-associations



Total active tunnels: 2

ID Algorithm SP1 Life:sec/kb Mon vsys Port Gateway
<268173400 ESP:des/ md5 9bf33bc7 3567/ unlim root 500 2.2.2.1
>268173400 ESP:des/ md5 aae5196b 3567/ unlim root 500 2.2.2.1
<268173401 ESP:des/ md5 69c24d81 622/ unlim root 500 3.3.3.1
>268173401 ESP:des/ md5 e3fe0231 622/ unlim root 500 3.3.3.1

Meaning

The show security ipsec security-associations command lists all active IKE Phase 2 SAs. If no SAs are
listed, there was a problem with Phase 2 establishment. Check the IKE policy parameters and external
interface settings in your configuration. Phase 2 proposal parameters must match on the hub and spokes.

Verifying IPsec Next-Hop Tunnels

Purpose

Verify the IPsec next-hop tunnels.
Action
From operational mode, enter the show security ipsec next-hop-tunnels command.

user@host> show security ipsec next-hop-tunnels

Next-hop gateway interface IPSec VPN name Flag IKE-1D
XAUTH username

10.10.10.2 st0.0 hub-to-spoke-vpn Auto C=IN,

DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel

10.10.10.3 st0.0 hub-to-spoke-vpn Auto C=IN,

DC=example.net, ST=KA, L=Tumkur, O=example, OU=SLT, CN=spoke2

Meaning

The next-hop gateways are the IP addresses for the stO interfaces of the spokes. The next hop should be
associated with the correct IPsec VPN name.

Verifying BGP

Purpose

Verify that BGP references the IP addresses for the stO interfaces of the spokes.
Action
From operational mode, enter the show bgp summary command.

user@host> show bgp summary



Groups: 1 Peers: 2 Down peers: O
Unconfigured peers: 2

Pending

50:25

50:04

Table Tot Paths Act Paths Suppressed History Damp State

inet.0 2 2 0 0 0

Peer AS InPkt OutPkt OoutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .

10.10.10.2 10 116 119 0 0

1/1/1/0 0/0/0/0

10.10.10.3 10 114 114 0 0

1/1/1/0 0/0/0/0

Verifying Learned Routes

Purpose

Verify that routes to the spokes have been learned.

Action

From operational mode, enter the show route 60.60.60.0 command.

user@host> show route 60.60.60.0

inet.0: 45 destinations, 45 routes (44 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

60.60.60.0/24 *[BGP/170] 00:50:57,

AS path: 1

localpref 100

> to 10.10.10.2 via st0.0

From operational mode, enter the show route 70.70.70.0 command.

user@host> show route 70.70.70.0

inet.0: 45 destinations, 45 routes (44 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

70.70.70.0/24 *[BGP/170] 00:50:42,
AS path: 1

localpref 100

> to 10.10.10.3 via st0.0

0
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Example: Configuring Basic AutoVPN with iBGP for IPvé Traffic
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This example shows how to configure an AutoVPN hub to act as a single termination point, and then
configure two spokes to act as tunnels to remote sites. This example configures AutoVPN for IPvé
environment using iBGP to forward packets through the VPN tunnels.

Requirements

This example uses the following hardware and software components:
e Three supported SRX Series devices as AutoVPN hub and spokes.
e Junos OS Release 18.1R1 and later releases.

Before you begin:

o Obtain the address of the certificate authority (CA) and the information they require (such as the challenge
password) when you submit requests for local certificates.

NOTE: You should be familiar with the dynamic routing protocol that is used to forward packets
through the VPN tunnels. For more information about specific requirements for a dynamic routing
protocol, see the Routing Protocols Overview.



Overview

This example shows the configuration of an AutoVPN hub and the subsequent configurations of two
spokes .

In this example, the first step is to enroll digital certificates in each device using the Simple Certificate
Enrollment Protocol (SCEP). The certificates for the spokes contain the organizational unit (OU) value
“SLT” in the subject field; the hub is configured with a group IKE ID to match the value “SLT” in the OU
field.

The spokes establish IPsec VPN connections to the hub, which allows them to communicate with each
other as well as access resources on the hub. Phase 1 and Phase 2 IKE tunnel options configured on the
AutoVPN hub and all spokes must have the same values. Table 32 on page 327 shows the options used in
this example.

Table 32: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke Configurations

Option Value

IKE proposal:

Authentication method RSA digital certificates
Diffie-Hellman (DH) group 19

Authentication algorithm SHA-384

Encryption algorithm AES 256 CBC

IKE policy:

Mode Main

IPsec proposal:

Protocol ESP

Lifetime Seconds 3000
Encryption algorithm AES 256 GCM
IPsec policy:

Perfect Forward Secrecy (PFS) group 19



The same certificate authority (CA) is configured on all devices.

NOTE: Junos OS only supports a single level of certificate hierarchy.

Table 33 on page 328 shows the options configured on the hub and on all spokes.

Table 33: AutoVPN Configuration for Hub and All Spokes

Option

IKE gateway:

Remote IP address

Remote IKE ID

Local IKE ID

External interface

VPN:

Bind interface

Establish tunnels

Hub

Dynamic

Distinguished name (DN) on the spoke’s
certificate with the string SLT in the
organizational unit (OU) field

DN on the hub'’s certificate

ge-0/0/0

st0.1

(not configured)

All Spokes

2001:db8:2000::1

DN on the hub'’s certificate

DN on the spoke’s certificate

Spoke 1: ge-0/0/0.0

Spoke 2: ge-0/0/0.0

st0.1

establish-tunnels on-traffic

Table 34 on page 328 shows the configuration options that are different on each spoke.

Table 34: Comparison Between the Spoke Configurations

Option

st0.0 interface

Interface to internal network

Interface to Internet

Spoke 1

2001:db8:7000::2/64

(ge-0/0/1.0) 2001:db8:4000::1/64

(ge-0/0/0.0) 2001:db8:3000::2/64

Spoke 2

2001:db8:7000::3/64

(ge-0/0/1.0) 2001:db8:6000::1/64

(ge-0/0/0.0) 2001:db8:5000::2/64

Routing information for all devices is exchanged through the VPN tunnels.



NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security

Policies Overview.

Topology

Figure 19 on page 329 shows the SRX Series devices to be configured for AutoVPN in this example.

Figure 19: Basic AutoVPN Deployment with iBGP
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Configuration
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To configure AutoVPN, perform these tasks:

NOTE: The first section describes how to obtain CA and local certificates online using the Simple
Certificate Enrollment Protocol (SCEP) on the hub and spoke devices.

Enroll Device Certificates with SCEP

Step-by-Step Procedure
To enroll digital certificates with SCEP on the hub:

1. Configure the CA.
[edit]
user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel
user@host# set security pki ca-profile ca-profilel enrollment url
http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll

user@host# set security pki ca-profile ca-profilel revocation-check disable
user@host# commit

2. Enroll the CA certificate.
user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.



user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email hub@example.net ip-address 1.1.1.1 subject
DC=example.net,CN=hub,0U=SLT,O=example,L=Bangalore,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall

Certificate version: 3

Serial number: 40a6d5f300000000258d

Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Bangalore, Common name: hub, Domain component: example.net

Subject string:
C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SLT, CN=hub

Alternate subject: "hub@example.net', example.net, 1.1.1.1

Validity:
Not before: 11- 6-2012 09:39
Not after: 11- 6-2013 09:49

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:c9:¢9:¢cc:30:b6:7a:86:12:89:b5:18:b3:76
0l:2d:cc:65:a8:a8:42:78:cd:d0:9a:a2:cO:aa:c4:bd:-da:af:88:f3
2a:78:1f:0a:58:€6:11:2c:81:8Ff:0e:7c:de:86:fc:48:4c:28:5b:8b
34:91:Ff:2e:91:e7:b5:bd:79:12:de:39:46:d9:fb:5c:91:41:d1l:da
90:¥5:09:00:9b:90:07:9d:50:92:7d:FF:fb:3F:3c:bc:34:e7:e3:c8
ea:cbh:99:18:b4:b6:1d:a8:99:d3:36:b9:1b:36:ef:3e-al:fd:48:82
6a:da:z22:07:da:e0:d2:55:ef:57:be:09:7a:0e:17:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1.crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl

Fingerprint:
el:f7:al:a6:1e:¢c3:97:69:a5:07:9b:09:14:1a:c7:ae:09:f1:f6:35 (shal)
a0:02:fa:8d:5c:63:e5:6d:f7:f4:78:56:ac:4e:b2:c4 (md5)



Auto-re-enrollment:
Status: Disabled
Next trigger time: Timer not started

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 1:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url
http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll

user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spokel@example.net ip-address 2.2.2.1 subject
DC=example.net,CN=spokel,0U=SLT,0=example,L=Mysore,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3



Serial number: 40a7975f00000000258e
Issuer:

Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:

Organization: example, Organizational unit: SLT, Country:

Subject string:

IN, State: KA,
Locality: Mysore, Common name: spokel, Domain component: example.net

C=IN, DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel
Alternate subject: "spokel@example.net', example.net, 2.2.2.1

Validity:
Not before: 11- 6-2012 09:40
Not after: 11- 6-2013 09:50
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:d8:45:09:77:cd:36:9a:6f:
b0:c7:8a:ee:c8:d7:a6:d2:e2:e7:20:46:2b:26:1a:
Cc9:25:d9:74:a2:81:ad:ea:e0:38:a0:2f:2d:ab:a6:
90:01:08:33:33:75:2c:44:26:18:25:18:97:96:e4:
4a:f5:92:b7:57:ae:73:4F:8e:56:71:ab:81:54:1d:
1b:6b:01:96:15:0a:1c:54:e3:db:f8:ec:ec:27:5b:
€4:24:1a:19:0d:14:2c:4b:94:a4:04:91:3fF:cb:ef:

Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1 .crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

b6:24:2a:0e:96:5d:8c:4a:11:f3:5a:24:89:7c:df:
31:58:7F:15:bb:d4:66:b8:76:1a:42:4a:8a:16:b3:

Auto-re-enrollment:
Status: Disabled
Next trigger time: Timer not started

58:
92:
58:
28:
75:
86:
02:

ea:

44:
e2:
ac:
de:
88:
39:
03:

d5:

18:
de:
88:
3b:
77:
cl:
01:

cO:

a9 (md5)

91:
8a:
35:
35:
13:
09:
00:

80:

db
ce
T4
T2
64
al
01

56

(shal)

NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration

on the hub includes ou=SLT to identify the spoke.

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 2:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel



user@host# set security pki ca-profile ca-profilel enrollment url
http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll

user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spoke2@example.net ip-address 3.3.3.1 subject
DC=example.net,CN=spoke2,0U=SLT,O=example,L=Tumkur,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3
Serial number: 40bb71d400000000258F
Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Tumkur, Common name: spoke2, Domain component: example.net
Subject string:
C=IN, DC=example.net, ST=KA, L=Tumkur, O=example, OU=SLT, CN=spoke2
Alternate subject: “spoke2@example.net™, example.net, 3.3.3.1
Validity:
Not before: 11- 6-2012 10:02
Not after: 11- 6-2013 10:12
Public key algorithm: rsaEncryption(1024 bits)



30:81:89:02:81:81:00:b6:2e:e2:da:eb6:ac:57:e4:5d:ffF:de:6:89
27:d6:3e:1b:4a:3f:b2:2d:b3:d3:61:ed:ed:6a:07:d9:8a:d2:24:03
77:1a:fe:84:el1:12:8a:2d:63:6e:bf:02:6b:15:96:5a:4Ff:37:a0:46
44:09:96:c0:fd:bb:ab:79:2c:5d:92:bd:31:f0:3b:29:51:ce:89:8e
7c:2b:02:d0:14:5b:0a:a9:02:93:21:ea:f9:fc:4a:e7:08:bc:bl:6d
7c:¥8:3e:53:58:8e:11:86:13:Fe:78:b5:df:0b:8e:53:00:4a:46:11
58:4a:38:€9:82:43:d8:25:47:7d:ef:18:f0:ef:a7:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1I/CASERVER1 . crl
Ffile://\\ca-serverl\CertEnrol IN\CASERVER1 .crl
Fingerprint:
la:6d:77:ac:fd:94:68:ce:cf:8a:85:1f0:39:fc:e0:6b:fd:Fe:b8:66 (shal)
00:b1:32:5F:7b:24:9c:e5:02:e6:72:75:9e:a5:f4:77 (md5)
Auto-re-enrol Iment:
Status: Disabled
Next trigger time: Timer not started

NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration
on the hub includes ou=SLT to identify the spoke.

Configuring the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile ROOT-CA ca-identity ROOT-CA

set security pki ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
set security pki ca-profile ROOT-CA enrollment retry 5

set security pki ca-profile ROOT-CA enrollment retry-interval O

set security pki ca-profile ROOT-CA revocation-check disable

set security ike traceoptions file ik

set security ike traceoptions flag all

set security ike proposal IKE_PROP authentication-method rsa-signatures
set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP authentication-algorithm sha-384

set security ike proposal IKE_PROP encryption-algorithm aes-256-cbc
set security ike proposal IKE_PROP lifetime-seconds 6000



set security ike policy IKE_POL mode main

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate HUB

set security ike gateway IKE_GWA _1 ike-policy IKE_POL

set security ike gateway IKE_GWA_1 dynamic distinguished-name wildcard OU=SLT
set security ike gateway IKE_GWA _1 dead-peer-detection always-send

set security ike gateway IKE_GWA _1 dead-peer-detection interval 10

set security ike gateway IKE_GWA_1 dead-peer-detection threshold 3

set security ike gateway IKE_GWA _1 local-identity distinguished-name

set security ike gateway IKE_GWA _1 external-interface ge-0/0/0

set security ike gateway IKE_GWA_1 version v1-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm
set security ipsec proposal IPSEC_PROP lifetime-seconds 3000

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19
set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPNA_1 bind-interface st0.1

set security ipsec vpn IPSEC_VPNA_1 ike gateway IKE_GWA _1

set security ipsec vpn IPSEC_VPNA_1 ike ipsec-policy IPSEC_POL

set security policies default-policy permit-all

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols ospf3
set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone untrust interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols ospf3
set security zones security-zone trust interfaces ge-0/0/0.0

set interfaces ge-0/0/0 unit O family inet6 address 2001:db8:2000::1/64

set interfaces ge-0/0/1 unit O family inet6 address 2001:db8:1000::2/64

set interfaces stO unit 1 multipoint

set interfaces stO unit 1 family ineté address 2001:db8:7000::1/64

set routing-options rib inet6.0 static route 2001:db8:3000::/64 next-hop 2001:db8:2000::2
set routing-options rib inet6.0 static route 2001:db8:5000::/64 next-hop 2001:db8:2000::2
set routing-options autonomous-system 100

set routing-options forwarding-table export load_balance

set protocols bgp traceoptions file bgp

set protocols bgp traceoptions flag all

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 2001:db8:9000::1

set protocols bgp group ibgp export ibgp

set protocols bgp group ibgp cluster 1.2.3.4

set protocols bgp group ibgp peer-as 100

set protocols bgp group ibgp multipath

set protocols bgp group ibgp allow 2001:db8:9000::/64



set policy-options policy-statement ibgp from interface ge-0/0/1.0
set policy-options policy-statement ibgp then accept
set policy-options policy-statement load_balance then load-balance per-packet

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the hub:

1. Configure the interfaces.

[edit interfaces]

user@host# set ge-0/0/0 unit O family ineté6 address 2001:db8:2000::1/64
user@host# set ge-0/0/1 unit O family ineté address 2001:db8:1000::2/64
user@host# set stO unit 1 multipoint

user@host# set stO unit 1 family inet6 address 2001:db8:7000::1/64

2. Configure routing protocol.

[edit policy-options]

user@host# set policy-statement ibgp from interface ge-0/0/1.0
user@host# set policy-statement ibgp then accept

user@host# set policy-statement load_balance then load-balance per-packet

[edit protocols bgp]

user@host# set traceoptions file bgp

user@host# set traceoptions flag all

user@host# set group ibgp type internal

user@host# set group ibgp local-address 2001:db8:9000::1
user@host# set group ibgp export ibgp

user@host# set group ibgp cluster 1.2.3.4

user@host# set group ibgp peer-as 100

user@host# set group ibgp multipath

user@host# set group ibgp allow 2001:db8:9000::/64

[edit routing-options]

user@host# set rib inet6.0 static route 2001:db8:3000::/64 next-hop 2001:db8:2000::2
user@host# set rib inet6.0 static route 2001:db8:5000::/64 next-hop 2001:db8:2000::2
user@host# set autonomous-system 100

user@host# set forwarding-table export load_balance



3. Configure Phase 1 options.

[edit security ike traceoptions]
user@host# set file ik
user@host# set flag all

[edit security ike proposal ike-proposal IKE_PROP]
user@host# set authentication-method rsa-signatures
user@host# set dh-group group19

user@host# set authentication-algorithm sha-384
user@host# set encryption-algorithm aes-256-cbhc
user@host# set lifetime-seconds 6000

[edit security ike policy IKE_POL]

user@host# set mode main

user@host# set proposals IKE_PROP
user@host# set certificate local-certificate HUB

[edit security ike gateway IKE_GWA_1]

user@host# set ike-policy IKE_POL

user@host# set dynamic distinguished-name wildcard OU=SLT
user@host# set dead-peer-detection always-send

user@host# set dead-peer-detection interval 10

user@host# set dead-peer-detection threshold 3

user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/0

user@host# set version v1-only

4. Configure Phase 2 options.

[edit security ipsec proposal IPSEC_PROP]
user@host# set protocol esp

user@host# set encryption-algorithm aes-256-gcm
user@host# set lifetime-seconds 3000

[edit security ipsec policy IPSEC_POL]
user@host# set perfect-forward-secrecy keys group19
user@host# set proposals IPSEC_PROP

[edit security ipsec vpn IPSEC_VPNA_1]
user@host# set bind-interface st0.1
user@host# set ike gateway IKE_GWA_1
user@host# set ike ipsec-policy IPSEC_POL



5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces st0.1

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/0.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ROOT-CA ca-identity ROOT-CA

user@host# set ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
user@host# set ca-profile ROOT-CA enrollment retry 5

user@host# set ca-profile ROOT-CA enrollment retry-interval O

user@host# set ca-profile ROOT-CA revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family ineté {
address 2001:db8:2000::1/64;



ge-0/0/1 {
unit O {
family ineté {
address 2001:db8:1000::2/64;

}
stO {
unit 1§
multipoint;
family ineté {
address 2001:db8:7000::1/64;

}
[edit]
user@host# show policy-options
policy-statement ibgp {
from interface ge-0/0/1.0;
then accept;
}
policy-statement load_balance {
then {
load-balance per-packet;

}
[edit]
user@host# show protocols
bgp {
traceoptions {
file bgp;
flag all;
}
group ibgp {
type internal;
local-address 2001:db8:9000::1;
export ibgp;
cluster 1.2.3.4;
peer-as 100;
multipath;
allow 2001:db8:9000::/64;



[edit]
user@host# show routing-options
rib inet6.0 {
static {
route route 2001:db8:3000::/64 next-hop 2001:db8:2000::2;
route 2001:db8:5000::/64 next-hop 2001:db8:2000::2;

}
[edit]
user@host# show security ike
traceoptions {
file ik;
flag all;
}
proposal IKE_PROP {
authentication-method rsa-signatures;
dh-group group19;
authentication-algorithm sha-384;
encryption-algorithm aes-256-cbc;
lifetime-seconds 6000;
}
policy IKE_POL {
mode main;
proposals IKE_PROP;
certificate {
local-certificate HUB;

}
gateway IKE_GWA_1 {
ike-policy IKE_POL;
dynamic {
distinguished-name {
wildcard OU=SLT;

}
dead-peer-detection {
always-send;
interval 10;
threshold 3;
}
local-identity distinguished-name;
external-interface ge-0/0/0;
version v1-only;



[edit]
user@host# show security ipsec
proposal IPSEC_PROP {
protocol esp;
encryption-algorithm aes-256-gcm;
lifetime-seconds 3000;
}
policy IPSEC_POL {
perfect-forward-secrecy {
keys group19;
}
proposals IPSEC_PROP;
}
vpn IPSEC_VPNA_1 {
bind-interface st0.1;
ike {
gateway IKE_GWA_1;
ipsec-policy IPSEC_POL;

}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/1.0;
st0.1;

}
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;



}

interfaces {
ge-0/0/0.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ROOT-CA {
ca-identity ROOT-CA;
enrollment {
url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll;
retry 5;
retry-interval O;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 1

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile ROOT-CA ca-identity ROOT-CA

set security pki ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
set security pki ca-profile ROOT-CA enrollment retry 5

set security pki ca-profile ROOT-CA enrollment retry-interval O

set security pki ca-profile ROOT-CA revocation-check disable

set security ike traceoptions file ik

set security ike traceoptions flag all

set security ike proposal IKE_PROP authentication-method rsa-signatures
set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP authentication-algorithm sha-384

set security ike proposal IKE_PROP encryption-algorithm aes-256-cbhc



set security ike proposal IKE_PROP lifetime-seconds 6000

set security ike policy IKE_POL mode main

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate SPOKE1

set security ike gateway IKE_GW_SPOKE_1 ike-policy IKE_POL

set security ike gateway IKE_GW_SPOKE_1 address 2001:db8:2000::1

set security ike gateway IKE_GW_SPOKE_1 dead-peer-detection always-send
set security ike gateway IKE_GW_SPOKE_1 dead-peer-detection interval 10
set security ike gateway IKE_GW_SPOKE_1 dead-peer-detection threshold 3
set security ike gateway IKE_GW_SPOKE_1 local-identity distinguished-name
set security ike gateway IKE_GW_SPOKE_1 remote-identity distinguished-name container OU=SLT
set security ike gateway IKE_GW_SPOKE_1 external-interface ge-0/0/0.0

set security ike gateway IKE_GW_SPOKE_1 version v1-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm
set security ipsec proposal IPSEC_PROP lifetime-seconds 3000

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19
set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPN_SPOKE_1 bind-interface st0.1

set security ipsec vpn IPSEC_VPN_SPOKE_1 ike gateway IKE_GW_SPOKE_1
set security ipsec vpn IPSEC_VPN_SPOKE_1 ike ipsec-policy IPSEC_POL

set security ipsec vpn IPSEC_VPN_SPOKE_1 establish-tunnels on-traffic

set security policies default-policy permit-all

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols ospf3
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols ospf3
set security zones security-zone untrust interfaces st0.1

set security zones security-zone untrust interfaces ge-0/0/1.0

set interfaces ge-0/0/0 unit O family inet6 address 2001:db8:3000::2/64

set interfaces ge-0/0/1 unit O family inet6 address 2001:db8:4000::1/64

set interfaces stO unit 1 family ineté address 2001:db8:7000::2/64

set routing-options rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:3000::1
set routing-options autonomous-system 100

set protocols bgp traceoptions file bgp

set protocols bgp traceoptions flag all

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 2001:db8:9000::2

set protocols bgp group ibgp export ibgp

set protocols bgp group ibgp peer-as 100

set protocols bgp group ibgp neighbor 2001:db8:9000::1

set policy-options policy-statement ibgp from interface ge-0/0/1.0

set policy-options policy-statement ibgp then accept



Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 1:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/0 unit O family inet6 address 2001:db8:3000::2/64
user@host# set ge-0/0/1 unit O family ineté address 2001:db8:4000::1/64
user@host# set stO unit 1 family ineté6 address 2001:db8:7000::2/64

2. Configure routing protocol.

[edit policy-options]
user@host# set policy-statement ibgp from interface ge-0/0/1.0
user@host# set policy-statement ibgp then accept

[edit protocols bgp]

user@host# set traceoptions file bgp

user@host# set traceoptions flag all

user@host# set group ibgp type internal

user@host# set group ibgp local-address 2001:db8:9000::2
user@host# set group ibgp export ibgp

user@host# set group ibgp peer-as 100

user@host# set group ibgp neighbor 2001:db8:9000::1

[edit routing-options]
user@host# set rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:3000::1
user@host# set autonomous-system 100

3. Configure Phase 1 options.

[edit security ike traceoptions]
user@host# set file ik
user@host# set flag all

[edit security ike proposal ike-proposal IKE_PROP]
user@host# set authentication-method rsa-signatures
user@host# set dh-group group19

user@host# set authentication-algorithm sha-384
user@host# set encryption-algorithm aes-256-cbhc



user@host# set lifetime-seconds 6000

[edit security ike policy IKE_POL]

user@host# set mode main

user@host# set proposals IKE_PROP

user@host# set certificate local-certificate SPOKE1

[edit security ike gateway IKE_GW_SPOKE_1]

user@host# set ike-policy IKE_POL

user@host# set address 2001:db8:2000::1

user@host# set dead-peer-detection always-send

user@host# set dead-peer-detection interval 10

user@host# set dead-peer-detection threshold 3

user@host# set local-identity distinguished-name

user@host# set remote-identity distinguished-name container OU=SLT
user@host# set external-interface ge-0/0/0

user@host# set version vi-only

4. Configure Phase 2 options.

[edit security ipsec proposal IPSEC_PROP]
user@host# set protocol esp

user@host# set encryption-algorithm aes-256-gcm
user@host# set lifetime-seconds 3000

[edit security ipsec policy IPSEC_POL]
user@host# set perfect-forward-secrecy keys group19
user@host# set proposals IPSEC_PROP

[edit security ipsec vpn IPSEC_VPNA_SPOKE_1]
user@host# set bind-interface st0.1

user@host# set ike gateway IKE_GWA_SPOKE_1
user@host# set ike ipsec-policy IPSEC_POL
user@host# set establish-tunnels on-traffic

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces st0.1



[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/0.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ROOT-CA ca-identity ROOT-CA

user@host# set ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
user@host# set ca-profile ROOT-CA enrollment retry 5

user@host# set ca-profile ROOT-CA enrollment retry-interval O

user@host# set ca-profile ROOT-CA revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family ineté {
address 2001:db8:3000::2/64;

ge-0/0/1 {
unit O {
family ineté {
address 2001:db8:4000::1/64;



}
stO {
unit 1{
family ineté {
address 2001:db8:7000::2/64;

}
[edit]
user@host# show policy-options
policy-statement ibgp {
from interface ge-0/0/1.0;
then accept;
}
[edit]
user@host# show protocols
bgp {
traceoptions {
file bgp;
flag all;
}
group ibgp {
type internal;
local-address 2001:db8:9000::2;
export ibgp;
peer-as 100;
neighbor 2001:db8:9000::1;

}
[edit]
user@host# show routing-options
rib inet6.0 {
static {
route route 2001:db8:2000::/64 next-hop 2001:db8:3000::1;

}
[edit]
user@host# show security ike
traceoptions {
file ik;
flag all;
}
proposal IKE_PROP {
authentication-method rsa-signatures;



dh-group group19;
authentication-algorithm sha-384;
encryption-algorithm aes-256-cbc;
lifetime-seconds 6000;
}
policy IKE_POL {
mode main;
proposals IKE_PROP;
certificate {
local-certificate SPOKE1;

}
gateway IKE_GWA_SPOKE1 {
ike-policy IKE_POL,;
dynamic {
distinguished-name {
wildcard OU=SLT;

}
dead-peer-detection {
always-send;
interval 10;
threshold 3;
}
local-identity distinguished-name;
external-interface ge-0/0/0;
version v1-only;
}
[edit]
user@host# show security ipsec
proposal IPSEC_PROP {
protocol esp;
encryption-algorithm aes-256-gcm;
lifetime-seconds 3000;
}
policy IPSEC_POL {
perfect-forward-secrecy {
keys group19;
}
proposals IPSEC_PROP;
}
vpn IPSEC_VPNA_SPOKE_1 {
bind-interface st0.1;
ike {



gateway IKE_GWA_SPOKE_1;
ipsec-policy IPSEC_POL;

}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/1.0;
st0.1;

}
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/0.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ROOT-CA {
ca-identity ROOT-CA,;
enrollment {
url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll;



retry 5;
retry-interval O;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 2

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile ROOT-CA ca-identity ROOT-CA

set security pki ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
set security pki ca-profile ROOT-CA enrollment retry 5

set security pki ca-profile ROOT-CA enrollment retry-interval O

set security pki ca-profile ROOT-CA revocation-check disable

set security ike traceoptions file ik

set security ike traceoptions flag all

set security ike proposal IKE_PROP authentication-method rsa-signatures

set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP authentication-algorithm sha-384

set security ike proposal IKE_PROP encryption-algorithm aes-256-cbhc

set security ike proposal IKE_PROP lifetime-seconds 6000

set security ike policy IKE_POL mode main

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate SPOKE2

set security ike gateway IKE_GW_SPOKE_2 ike-policy IKE_POL

set security ike gateway IKE_GW_SPOKE_2 address 2001:db8:2000::1

set security ike gateway IKE_GW_SPOKE_2 dead-peer-detection always-send
set security ike gateway IKE_GW_SPOKE_2 dead-peer-detection interval 10
set security ike gateway IKE_GW_SPOKE_2 dead-peer-detection threshold 3
set security ike gateway IKE_GW_SPOKE_2 local-identity distinguished-name
set security ike gateway IKE_GW_SPOKE_2 remote-identity distinguished-name container OU=SLT
set security ike gateway IKE_GW_SPOKE_2 external-interface ge-0/0/0.0

set security ike gateway IKE_GW_SPOKE_2 version v1-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm
set security ipsec proposal IPSEC_PROP lifetime-seconds 3000



set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19
set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPN_SPOKE_2 bind-interface st0.1

set security ipsec vpn IPSEC_VPN_SPOKE_2 ike gateway IKE_GW_SPOKE_2
set security ipsec vpn IPSEC_VPN_SPOKE_2 ike ipsec-policy IPSEC_POL

set security ipsec vpn IPSEC_VPN_SPOKE_2 establish-tunnels on-traffic

set security policies default-policy permit-all

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols ospf3
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols ospf3
set security zones security-zone untrust interfaces st0.1

set security zones security-zone untrust interfaces ge-0/0/1.0

set interfaces ge-0/0/0 unit O family ineté address 2001:db8:5000::2/64

set interfaces ge-0/0/1 unit O family inet6 address 2001:db8:6000::1/64

set interfaces stO unit 1 family ineté address 2001:db8:7000::3/64

set routing-options rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:5000::1
set routing-options autonomous-system 100

set protocols bgp traceoptions file bgp

set protocols bgp traceoptions flag all

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 2001:db8:9000::3

set protocols bgp group ibgp export ibgp

set protocols bgp group ibgp peer-as 100

set protocols bgp group ibgp neighbor 2001:db8:9000::1

set policy-options policy-statement ibgp from interface ge-0/0/1.0

set policy-options policy-statement ibgp then accept

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 2:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/0 unit O family ineté address 2001:db8:5000::2/64
user@host# set ge-0/0/1 unit O family inet6 address 2001:db8:6000::1/64
user@host# set stO unit 1 family inet6 address 2001:db8:7000::3/64

2. Configure routing protocol.



[edit policy-options]
user@host# set policy-statement ibgp from interface ge-0/0/1.0
user@host# set policy-statement ibgp then accept

[edit protocols bgp]

user@host# set traceoptions file bgp

user@host# set traceoptions flag all

user@host# set group ibgp type internal

user@host# set group ibgp local-address 2001:db8:9000::3
user@host# set group ibgp export ibgp

user@host# set group ibgp peer-as 100

user@host# set group ibgp neighbor 2001:db8:9000::1

[edit routing-options]
user@host# set rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:5000::1
user@host# set autonomous-system 100

3. Configure Phase 1 options.

[edit security ike traceoptions]
user@host# set file ik
user@host# set flag all

[edit security ike proposal ike-proposal IKE_PROP]
user@host# set authentication-method rsa-signatures
user@host# set dh-group group19

user@host# set authentication-algorithm sha-384
user@host# set encryption-algorithm aes-256-chc
user@host# set lifetime-seconds 6000

[edit security ike policy IKE_POL]

user@host# set mode main

user@host# set proposals IKE_PROP

user@host# set certificate local-certificate SPOKE2

[edit security ike gateway IKE_GW_SPOKE_2]

user@host# set ike-policy IKE_POL

user@host# set address 2001:db8:2000::1

user@host# set dead-peer-detection always-send

user@host# set dead-peer-detection interval 10

user@host# set dead-peer-detection threshold 3

user@host# set local-identity distinguished-name

user@host# set remote-identity distinguished-name container OU=SLT



user@host# set external-interface ge-0/0/0
user@host# set version v1-only

4. Configure Phase 2 options.

[edit security ipsec proposal IPSEC_PROP]
user@host# set protocol esp

user@host# set encryption-algorithm aes-256-gcm
user@host# set lifetime-seconds 3000

[edit security ipsec policy IPSEC_POL]
user@host# set perfect-forward-secrecy keys group19
user@host# set proposals IPSEC_PROP

[edit security ipsec vpn IPSEC_VPNA_SPOKE_2]
user@host# set bind-interface st0.1

user@host# set ike gateway IKE_GWA_SPOKE_2
user@host# set ike ipsec-policy IPSEC_POL
user@host# set establish-tunnels on-traffic

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces st0.1

[edit security zones security-zone trust]
user@host# set host-inbound-traffic system-services all

user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/0.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.



[edit security pki]

user@host# set ca-profile ROOT-CA ca-identity ROOT-CA

user@host# set ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
user@host# set ca-profile ROOT-CA enrollment retry 5

user@host# set ca-profile ROOT-CA enrollment retry-interval O

user@host# set ca-profile ROOT-CA revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family ineté {
address 2001:db8:5000::2/64;

ge-0/0/1 {
unit O §
family ineté {
address 2001:db8:6000::1/64;

}
stO {
unit 1{
family ineté {
address 2001:db8:7000::3/64;

}
[edit]
user@host# show policy-options
policy-statement ibgp {
from interface ge-0/0/1.0;
then accept;
}
[edit]



user@host# show protocols
bgp {
traceoptions {
file bgp;
flag all;
}
group ibgp {
type internal;
local-address 2001:db8:9000::3;
export ibgp;
peer-as 100;
neighbor 2001:db8:9000::1;

}
[edit]
user@host# show routing-options
rib inet6.0 {
static {
route route 2001:db8:2000::/64 next-hop 2001:db8:5000::1;

}
[edit]
user@host# show security ike
traceoptions {
file ik;
flag all;
}
proposal IKE_PROP {
authentication-method rsa-signatures;
dh-group group19;
authentication-algorithm sha-384;
encryption-algorithm aes-256-cbc;
lifetime-seconds 6000;
}
policy IKE_POL {
mode main;
proposals IKE_PROP;
certificate {
local-certificate SPOKE2;

1

gateway IKE_GWA_SPOKE?2 {
ike-policy IKE_POL;
dynamic {



distinguished-name {
wildcard OU=SLT;

}
dead-peer-detection {
always-send;
interval 10;
threshold 3;
}
local-identity distinguished-name;
external-interface ge-0/0/0;
version v1-only;
}
[edit]
user@host# show security ipsec
proposal IPSEC_PROP {
protocol esp;
encryption-algorithm aes-256-gcm;
lifetime-seconds 3000;
}
policy IPSEC_POL {
perfect-forward-secrecy {
keys group19;
}
proposals IPSEC_PROP;
}
vpn IPSEC_VPNA_SPOKE_2 {
bind-interface st0.1;
ike {
gateway IKE_GWA_SPOKE_2;
ipsec-policy IPSEC_POL;

}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;



interfaces {
ge-0/0/1.0;
st0.1;

}
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/0.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ROOT-CA {
ca-identity ROOT-CA,;
enrollment {
url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll;
retry 5;
retry-interval O;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.



Verification

IN THIS SECTION
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Confirm that the configuration is working properly.

Verifying IKE Status

Purpose
Verify the IKE status.

Action

From operational mode, enter the show security ike sa command.

user@host> show security ike sa

Index State Initiator cookie Responder cookie Mode Remote Address

493333 UP 2001 :db8:88b49d915e684c93 2001:db8:fe890blcac8522b5 Main
2001:db8:3000::2

493334 UP 2001:db8:26e40244ad3d722d 2001:db8:68b4d9f94097d32e Main
2001:db8:5000::2

Meaning

The show security ike sa command lists all active IKE Phase 1 SAs. If no SAs are listed, there was a problem
with Phase 1 establishment. Check the IKE policy parameters and external interface settings in your
configuration. Phase 1 proposal parameters must match on the hub and spokes.

Verifying IPsec Status

Purpose

Verify the IPsec status.



Action
From operational mode, enter the show security ipsec sa command.

user@host> show security ipsec sa

Total active tunnels: 2
ID Algorithm SP1 Life:sec/kb Mon Isys Port Gateway
>67108885 ESP:aes-gcm-256/None fdef4dab 2918/ unlim - root 500 2001:db8:3000::2

>67108885 ESP:aes-gcm-256/None e785dadc 2918/ unlim - root 500 2001:db8:3000::2
>67108887 ESP:aes-gcm-256/None 34a787af 2971/ unlim - root 500 2001:db8:5000::2

>67108887 ESP:aes-gcm-256/None cf57007f 2971/ unlim - root 500 2001:db8:5000::2

Meaning

The show security ipsec sa command lists all active IKE Phase 2 SAs. If no SAs are listed, there was a
problem with Phase 2 establishment. Check the IKE policy parameters and external interface settings in
your configuration. Phase 2 proposal parameters must match on the hub and spokes.

Verifying IPsec Next-Hop Tunnels

Purpose

Verify the IPsec next-hop tunnels.
Action
From operational mode, enter the show security ipsec next-hop-tunnels command.

user@host> show security ipsec next-hop-tunnels

Next-hop gateway interface IPSec VPN name Flag IKE-ID
XAUTH username

2001:db8:9000::2 st0.1 IPSEC VPNA 1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE1l Not-Available

2001:db8:9000::3 st0.1 IPSEC VPNA 1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE2 Not-Available

2001:db8::5668:ad10:fcd8:163c st0.1 IPSEC VPNA 1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE1l Not-Available



2001:db8::5668:ad10:fcd8:18al st0.1 IPSEC_VPNA 1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE2 Not-Available

Meaning
The next-hop gateways are the IP addresses for the stO interfaces of the spokes. The next hop should be
associated with the correct IPsec VPN name.

Verifying BGP

Purpose
Verify that BGP references the IP addresses for the st0 interfaces of the spokes.

Action
From operational mode, enter the show bgp summary command.

user@host> show bgp summary

Groups: 1 Peers: 2 Down peers: O
Unconfigured peers: 2

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet6.0
2 2 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State
2001:db8:9000: :2 100 4 4 0 0 32 Establ
inet6.0: 1/1/1/0
2001:db8:9000::3 100 4 4 0] 0] 8 Establ

inet6.0: 1/1/1/0

SEE ALSO

Example: Configuring a Route-Based VPN | 142

Routing Protocols Overview



Example: Configuring AutoVPN with iBGP and ECMP
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This example shows how to configure two IPsec VPN tunnels between an AutoVPN hub and spoke. This
example configures iBGP with equal-cost multipath (ECMP) to forward packets through the VPN tunnels.

Requirements

This example uses the following hardware and software components:
e Two supported SRX Series devices as AutoVPN hub and spoke
e Junos OS Release 12.1X44-D10 and later that support AutoVPN

Before you begin:

o Obtain the address of the certificate authority (CA) and the information they require (such as the challenge
password) when you submit requests for local certificates.

NOTE: You should be familiar with the dynamic routing protocol that is used to forward packets
through the VPN tunnels.

Overview

This example shows the configuration of an AutoVPN hub and a spoke with two IPsec VPN tunnels.

In this example, the first step is to enroll digital certificates in each device using the Simple Certificate
Enrollment Protocol (SCEP). Certificates are enrolled in the hub and in the spoke for each IPsec VPN tunnel.
One of the certificates for the spoke contains the organizational unit (OU) value “SLT” in the distinguished
name (DN); the hub is configured with a group IKE ID to match the value “SLT" in the OU field. The other
certificate for the spoke contains the OU value “SBU” in the DN; the hub is configured with a group IKE
ID to match the value “SBU” in the OU field.



The spoke establishes IPsec VPN connections to the hub, which allows it to access resources on the hub.
Phase 1 and Phase 2 IKE tunnel options configured on the AutoVPN hub and the spoke must have the
same values.Table 35 on page 363 shows the options used in this example.

Table 35: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke iBGP ECMP Configurations

Option

IKE proposal:

Authentication method

Diffie-Hellman (DH) group

Authentication algorithm

Encryption algorithm

IKE policy:

Mode

IPsec proposal:

Protocol

Authentication algorithm

Encryption algorithm

IPsec policy:

Perfect Forward Secrecy (PFS) group

The same certificate authority (CA) is configured on all devices.

Value

RSA digital certificates

SHA-1

AES 128 CBC

Main

ESP

HMAC MD5 96

DES CBC

14

NOTE: Junos OS only supports a single level of certificate hierarchy.

Table 36 on page 364 shows the options configured on the hub and on the spoke.



Table 36: AutoVPN iBGP ECMP Configuration for Hub and Spoke 1

Option

IKE gateway:

Remote IP address

Remote IKE ID

Local IKE ID

External interface

VPN:

Bind interface

Establish tunnels

Hub

hub-to-spoke-gw-1: Dynamic

hub-to-spoke-gw-2: Dynamic

hub-to-spoke-gw-1: DN on the spoke’s
certificate with the string SLT in the OU field

hub-to-spoke-gw-2: DN on the spoke’s
certificate with the string SBU in the OU field

DN on the hub'’s certificate

hub-to-spoke-gw-1: ge-0/0/1.0

hub-to-spoke-gw-2: ge-0/0/2.0

hub-to-spoke-vpn-1: st0.0

hub-to-spoke-vpn-2: st0.1

(not configured)

Spoke 1

spoke-to-hub-gw-1:1.1.1.1

spoke-to-hub-gw-2:1.1.2.1

spoke-to-hub-gw-1: DN on the hub’s
certificate

spoke-to-hub-gw-2: DN on the hub’s
certificate

DN on the spoke’s certificate

spoke-to-hub-gw-1: fe-0/0/1.0

spoke-to-hub-gw-2: fe-0/0/2.0

spoke-to-hub-1: st0.0

spoke-to-hub-2: st0.1

Immediately on configuration commit

Routing information for all devices is exchanged through the VPN tunnels.

NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security

Policies Overview.

Topology

Figure 20 on page 365 shows the SRX Series devices to be configured for AutoVPN in this example.



Figure 20: AutoVPN Deployment with iBGP and ECMP
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To configure AutoVPN, perform these tasks:

NOTE: The first section describes how to obtain CA and local certificates online using the Simple
Certificate Enrollment Protocol (SCEP) on the hub and spoke devices.

Enroll Device Certificates with SCEP

Step-by-Step Procedure
To enroll digital certificates with SCEP on the hub:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair for each certificate.

user@host> request security pki generate-key-pair certificate-id Locall
user@host> request security pki generate-key-pair certificate-id Local2

4. Enroll the local certificates.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email hub@example.net ip-address 1.1.1.1 subject
DC=example.net,CN=hub,0U=SLT,0O=example,L=Bangalore,ST=KA,C=IN challenge-password <password>

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Local2 domain-name
example.net email hub_backup@example.net ip-address 1.1.2.1 subject
DC=example.net,CN=hub_backup,0U=SBU,O=example,L=Bangalore,ST=KA,C=IN challenge-password
<password>

5. Verify the local certificates.



user@host> show security pki local-certificate certificate-id Locall detail

Certificate identifier: Locall
Certificate version: 3
Serial number: 40a6d5f300000000258d
Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Bangalore, Common name: hub, Domain component: example.net
Subject string:
C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SLT, CN=hub
Alternate subject: "hub@example.net'”, example.net, 1.1.1.1
Validity:
Not before: 11- 6-2012 09:39
Not after: 11- 6-2013 09:49
Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:¢c9:¢c9:cc:30:b6:7a:86:12:89:b5:18:b3:76
01:2d:cc:65:a8:a8:42:78:cd:d0:9a:a2:c0:aa:c4:bd:da:af:88:13
2a:78:1f:0a:58:e€6:11:2c:81:8f:0e:7c:de:86:fc:48:4c:28:5b:8b
34:91:Ff:2e:91:e7:b5:bd:79:12:de:39:46:d9:fb:5c:91:41:d1l:da
90:15:09:00:9b:90:07:9d:50:92:7d:ff:fb:3F:-3c:bc:34:e7:e3:c8
ea:cbh:99:18:b4:b6:1d:a8:99:d3:36:b9:1b:36:ef:3e:al:fd:48:82
6a:da:22:07:da:e0:d2:55:ef:57:be:09:7a:0e:17:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1.crl
Ffile://\\ca-serverl\CertEnrol IN\CASERVER1 .crl
Fingerprint:
el:f7:al:a6:1e:¢c3:97:69:a5:07:9b:09:14:1a:c7:ae:09:Ff1:f6:35 (shal)
a0:02:fa:8d:5c:63:e5:6d:f7:f4:78:56:ac:4e:b2:c4 (md5)
Auto-re-enrolIment:
Status: Disabled
Next trigger time: Timer not started

user@host> show security pki local-certificate certificate-id Local2 detail

Certificate identifier: Local2
Certificate version: 3
Serial number: 505efdf900000000259a
Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:



Organization: example, Organizational unit: SBU, Country: IN, State: KA,
Locality: Bangalore, Common name: hub_backup, Domain component: example.net

Subject string:

C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SBU, CN=hub_backup
Alternate subject: "hub_backup@example.net”, example.net, 1.1.2.1
Validity:

Not before: 11- 9-2012 10:55

Not after: 11- 9-2013 11:05
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:d5:44:08:96:f6:77:05:€6:91:50:8a:8a:2a

4e:95:43:1e:88:ea:43:7c:c5:ac:88:d7:a0:8d:b5:d9:3f:41:db:db
44:34:1F:56:a5:38:4b:b2:c5:85:F9:F1:bFf:b2:7b:d4:b2:af:98:a0
95:50:02:ad:f5:dd:4d:dc:67:85:dd:84:09:df:-9c:68:a5:58:65:e7
2c:72:cc:47:4b:d0:cc:4a:28:ca:09:db:ad:6e:5a:13:6c:e6:cc:f0
29:ed:2b:2d:d1:38:38:bc:68:84:de:ae:86:39:c9:dd-06:d5:36:F0
e6:2a:7b:46:4c:cd:ab5:24:1c:e0:92:8d:ad:35:29:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:

http://ca-serverl/CertEnrol 1/CASERVER1 .crl

File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

98:96:2f:ff:ca:af:33:ee:d7:4c:c8:4F:F7:71:53:c0:5d:5F:c5:59 (shal)

c9:87:e3:a4:5c:47:b5:aa:90:22:e3:06:b2:0b:el:ea (md5)
Auto-re-enrolIment:

Status: Disabled

Next trigger time: Timer not started

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 1:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel



Type yes at the prompt to load the CA certificate.

3. Generate a key pair for each certificate.

user@host> rrequest security pki generate-key-pair certificate-id Locall
user@host> request security pki generate-key-pair certificate-id Local2

4. Enroll the local certificates.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spokel@example.net ip-address 2.2.2.1 subject
DC=example.net,CN=spokel,0U=SLT,O=example,L=Mysore,ST=KA,C=IN challenge-password <password>

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Local2 domain-name
example.net email spokel_backup@example.net ip-address 3.3.3.1 subject
DC=example.net,CN=spokel_backup,0U=SBU,O=example,L=Mysore,ST=KA,C=IN challenge-password
<password>

5. Verify the local certificates.

user@host> show security pki local-certificate certificate-id Locall detail

Certificate identifier: Locall
Certificate version: 3
Serial number: 40a7975f00000000258e
Issuer:

Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:

Organization: example, Organizational unit: SLT, Country: IN, State: KA,

Locality: Mysore, Common name: spokel, Domain component: example.net
Subject string:

C=IN, DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel
Alternate subject: “spokel@example.net™, example.net, 2.2.2.1
Validity:

Not before: 11- 6-2012 09:40

Not after: 11- 6-2013 09:50
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:d8:45:09:77:cd:36:9a:6f:58:44:18:91:db

bO:c7:8a:ee:c8:d7:a6:d2:e2:e7:20:46:2b:26:1a:92:e2:4e:-8a:ce

Cc9:25:d9:74:-a2:81:ad:ea:e0:38:a0:2f:2d:ab:a6:58:ac:88:35:14

90:01:08:33:33:75:2c:44:26:18:25:18:97:96:e4:28:de:3b:35:12

4a:15:92:b7:57:ae:73:4F:8e:56:71:ab:81:54:1d:75:88:77:13:64
1b:6b:01:96:15:0a:1c:54:e3:db:f8:ec:ec:27:5b:86:39:c1:09:al



€4:24:1a:19:0d:14:2c:4b:94:a4:04:91:3f:cb:ef:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1 . crl
Ffile://\\ca-serverl\CertEnrol IN\CASERVER1 .crl
Fingerprint:
b6:24:2a:0e:96:5d:8c:4a:11:f3:5a:24:89:7c:df:ea:d5:c0:80:56 (shal)
31:58:7f:15:bb:d4:66:b8:76:1a:42:4a:8a:16:b3:a9 (md5)
Auto-re-enrolIment:
Status: Disabled
Next trigger time: Timer not started

user@host> show security pki local-certificate certificate-id Local2 detail

Certificate identifier: Local2

Certificate version: 3

Serial number: 506c3d0600000000259b

Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:
Organization: example, Organizational unit: SBU, Country: IN, State: KA,
Locality: Mysore, Common name: spokel backup, Domain component: example.net

Subject string:

C=IN, DC=example.net, ST=KA, L=Mysore, O=example, OU=SBU, CN=spokel_backup
Alternate subject: "spokel_backup@example.net”, example.net, 3.3.3.1
Validity:

Not before: 11- 9-2012 11:09

Not after: 11- 9-2013 11:19
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:a7:02:b5:e2:¢cd:79:24:-18:97:a3:8d:4d:27

8c:2b:dd:f1:57:72:4d:2b:6d:d5:95:0d:9c:1b:5c:e2:a4:b0:84:2e
31:82:3c:91:08:a82:58:b9:30:4c:5F:a3:6b:e6:2b:9c:b1l:42:dd:1c
cd:a2:7a:84:ea:7b:a6:b7:9a:13:33:¢c6:27:2b:79:2a:b1:0c:fe:08
4c:a7:35:fc:da:4f:df:1f:cf:f4:ba:bc:5a:05:06:63:92:41:b4:f2
54:00:3f:ef:ff:41:e6:ca:74:10:56:Ff7:2b:5F:d3:1a:33:7e:49:74
1c:42:cf:c2:23:ea:4b:8f:50:2c:eb:1c:a6:37:89:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:

http://ca-serverl/CertEnrol 1/CASERVER1.crl

File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

d6:7f-52:a3:b6:F8:ae:cb:70:3f:a9:79:ea:8a:da:9e:ba:83:e4:5Ff (shal)



76:0b:72:73:cf:51:ee:58:81:2d:f7:b4:e2:5c:f4:5c (md5)
Auto-re-enrolIment:

Status: Disabled

Next trigger time: Timer not started

NOTE: The organizational unit (OU) shown in the subject field is SLT for Locall and SBU
for Local2. The IKE configurations on the hub include OU=SLT and OU=SBU to identify
the spoke.

Configuring the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 1.1.1.1/30

set interfaces ge-0/0/2 unit O family inet address 1.1.2.1/30

set interfaces ge-0/0/3 unit O family inet address 50.50.50.1/24
set interfaces stO unit O multipoint

set interfaces stO unit O family inet address 10.10.10.1/24

set interfaces stO unit 1 multipoint

set interfaces stO unit 1 family inet address 20.20.20.1/24

set policy-options policy-statement lan_nw from interface ge-0/0/3.0
set policy-options policy-statement lan_nw then accept

set policy-options policy-statement load_balance then load-balance per-packet
set protocols bgp group ibgp-1 type internal

set protocols bgp group ibgp-1 local-address 10.10.10.1

set protocols bgp group ibgp-1 export lan_nw

set protocols bgp group ibgp-1 cluster 1.2.3.4

set protocols bgp group ibgp-1 multipath

set protocols bgp group ibgp-1 allow 10.10.10.0/24

set protocols bgp group ibgp-2 type internal

set protocols bgp group ibgp-2 local-address 20.20.20.1

set protocols bgp group ibgp-2 export lan_nw

set protocols bgp group ibgp-2 cluster 1.2.3.5

set protocols bgp group ibgp-2 multipath

set protocols bgp group ibgp-2 allow 20.20.20.0/24

set routing-options static route 2.2.2.0/30 next-hop 1.1.1.2

set routing-options static route 3.3.3.0/30 next-hop 1.1.2.2



set routing-options autonomous-system 10

set routing-options forwarding-table export load_balance

set security ike proposal ike-proposal authentication-method rsa-signatures

set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc

set security ike policy ike-policy-1 mode main

set security ike policy ike-policy-1 proposals ike-proposal

set security ike policy ike-policy-1 certificate local-certificate Locall

set security ike policy ike-policy-2 mode main

set security ike policy ike-policy-2 proposals ike-proposal

set security ike policy ike-policy-2 certificate local-certificate Local2

set security ike gateway hub-to-spoke-gw-1 ike-policy ike-policy-1

set security ike gateway hub-to-spoke-gw-1 dynamic distinguished-name wildcard OU=SLT
set security ike gateway hub-to-spoke-gw-1 dynamic ike-user-type group-ike-id
set security ike gateway hub-to-spoke-gw-1 local-identity distinguished-name
set security ike gateway hub-to-spoke-gw-1 external-interface ge-0/0/1.0

set security ike gateway hub-to-spoke-gw-2 ike-policy ike-policy-2

set security ike gateway hub-to-spoke-gw-2 dynamic distinguished-name wildcard OU=SBU
set security ike gateway hub-to-spoke-gw-2 dynamic ike-user-type group-ike-id
set security ike gateway hub-to-spoke-gw-2 local-identity distinguished-name
set security ike gateway hub-to-spoke-gw-2 external-interface ge-0/0/2.0

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbhc

set security ipsec policy vpn-policy perfect-forward-secrecy keys group14

set security ipsec policy vpn-policy proposals ipsec-proposal

set security ipsec vpn hub-to-spoke-vpn-1 bind-interface st0.0

set security ipsec vpn hub-to-spoke-vpn-1 ike gateway hub-to-spoke-gw-1

set security ipsec vpn hub-to-spoke-vpn-1 ike ipsec-policy vpn-policy

set security ipsec vpn hub-to-spoke-vpn-2 bind-interface st0.1

set security ipsec vpn hub-to-spoke-vpn-2 ike gateway hub-to-spoke-gw-2

set security ipsec vpn hub-to-spoke-vpn-2 ike ipsec-policy vpn-policy

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces st0.0

set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone untrust interfaces ge-0/0/2.0

set security zones security-zone untrust interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/3.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel



set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the hub:

1. Configure the interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit O family inet address 1.1.1.1/30
user@host# set ge-0/0/2 unit 0 family inet address 1.1.2.1/30
user@host# set ge-0/0/3 unit O family inet address 50.50.50.1/24
user@host# set stO unit 0 multipoint

user@host# set stO unit O family inet address 10.10.10.1/24
user@host# set stO unit 1 multipoint

user@host# set stO unit 1 family inet address 20.20.20.1/24

2. Configure routing protocol.

[edit policy-options]

user@host# set policy-statement lan_nw from interface ge-0/0/3.0
user@host# set policy-statement lan_nw then accept

user@host# set policy-statement load_balance then load-balance per-packet

[edit protocols bgp]

user@host# set group ibgp-1 type internal
user@host# set group ibgp-1 local-address 10.10.10.1
user@host# set group ibgp-1 export lan_nw
user@host# set group ibgp-1 cluster 1.2.3.4
user@host# set group ibgp-1 multipath

user@host# set group ibgp-1 allow 10.10.10.0/24

user@host# set group ibgp-2 type internal
user@host# set group ibgp-2 local-address 20.20.20.1
user@host# set group ibgp-2 export lan_nw
user@host# set group ibgp-2 cluster 1.2.3.5
user@host# set group ibgp-2 multipath

user@host# set group ibgp-2 allow 20.20.20.0/24

[edit routing-options]



user@host# set static route 2.2.2.0/30 next-hop 1.1.1.2
user@host# set static route 3.3.3.0/30 next-hop 1.1.2.2
user@host# set autonomous-system 10

user@host# set forwarding-table export load_balance

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-chc

[edit security ike policy ike-policy-1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike policy ike-policy-2]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Local2

[edit security ike gateway hub-to-spoke-gw-1]

user@host# set ike-policy ike-policy-1

user@host# set dynamic distinguished-name wildcard OU=SLT
user@host# set dynamic ike-user-type group-ike-id
user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/1.0

[edit security ike gateway hub-to-spoke-gw-2]

user@host# set ike-policy ike-policy-2

user@host# set dynamic distinguished-name wildcard OU=SBU
user@host# set dynamic ike-user-type group-ike-id
user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/2.0

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec-proposal]
user@host# set protocol esp
user@host# set authentication-algorithm hmac-md5-96



user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn hub-to-spoke-vpn-1]
user@host# set bind-interface st0.0

user@host# set ike gateway hub-to-spoke-gw-1
user@host# set ike ipsec-policy vpn-policy

[edit security ipsec vpn hub-to-spoke-vpn-2]
user@host# set bind-interface st0.1

user@host# set ike gateway hub-to-spoke-gw-2
user@host# set ike ipsec-policy vpn-policy

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces st0.0

user@host# set interfaces ge-0/0/1.0

user@host# set interfaces ge-0/0/2.0

user@host# set interfaces st0.1

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/3.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]
user@host# set ca-profile ca-profilel ca-identity ca-profilel
user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll



user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family inet {
address 1.1.1.1/30;

ge-0/0/2 {
unit O {
family inet {
address 1.1.2.1/30;

}
ge-0/0/3 {
unit O {
family inet {
address 50.50.50.1/24;

}
stO {
unit O §
multipoint;
family inet {
address 10.10.10.1/24;

}
unit 1 §
multipoint;
family inet {
address 20.20.20.1/24;



}
[edit]
user@host# show policy-options
policy-statement lan_nw {
from interface ge-0/0/3.0;
then accept;

policy-statement load_balance {
then {
load-balance per-packet;

}
[edit]
user@host# show protocols
bgp {
group ibgp-1 {
type internal;
local-address 10.10.10.1;
export lan_nw;
cluster 1.2.3.4;
multipath;
allow 10.10.10.0/24;
}
group ibgp-2 {
type internal;
local-address 20.20.20.1;
export lan_nw;
cluster 1.2.3.5;
multipath;
allow 20.20.20.0/24;

}
[edit]
user@host# show routing-options
static {
route 2.2.2.0/30 next-hop 1.1.1.2;
route 3.3.3.0/30 next-hop 1.1.2.2;
}
autonomous-system 10;
forwarding-table {
export load_balance;
}
[edit]



user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy-1 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Local1;

}
policy ike-policy-2 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Local2;

}
gateway hub-to-spoke-gw-1 {
ike-policy ike-policy-1;
dynamic {
distinguished-name {
wildcard OU=SLT;
}
ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/1.0;
}
gateway hub-to-spoke-gw-2 {
ike-policy ike-policy-2;
dynamic {
distinguished-name {
wildcard OU=SBU;
}
ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/2.0;
}
[edit]



user@host# show security ipsec

proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;

policy vpn-policy {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn hub-to-spoke-vpn-1 {
bind-interface st0.0;
ike {
gateway hub-to-spoke-gw-1;
ipsec-policy vpn-policy;

}
vpn hub-to-spoke-vpn-2 {
bind-interface st0.1;
ike {
gateway hub-to-spoke-gw-2;
ipsec-policy vpn-policy;

}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
st0.0;
ge-0/0/1.0;
ge-0/0/2.0;
st0.1;



security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-0/0/3.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profilel {
ca-identity ca-profilel;
enrollment {
url http://pcé/certsrv/mscep/mscep.dll;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 1

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces fe-0/0/1 unit O family inet address 2.2.2.1/30

set interfaces fe-0/0/2 unit O family inet address 3.3.3.1/30

set interfaces fe-0/0/4 unit O family inet address 60.60.60.1/24
set interfaces stO unit O family inet address 10.10.10.2/24

set interfaces stO unit 1 family inet address 20.20.20.2/24



set policy-options policy-statement lan_nw from interface fe-0/0/4.0

set policy-options policy-statement lan_nw then accept

set protocols bgp group ibgp-1 type internal

set protocols bgp group ibgp-1 local-address 10.10.10.2

set protocols bgp group ibgp-1 export lan_nw

set protocols bgp group ibgp-1 neighbor 10.10.10.1

set protocols bgp group ibgp-2 type internal

set protocols bgp group ibgp-2 local-address 20.20.20.2

set protocols bgp group ibgp-2 export lan_nw

set protocols bgp group ibgp-2 neighbor 20.20.20.1

set routing-options static route 1.1.1.0/30 next-hop 2.2.2.2

set routing-options static route 1.1.2.0/30 next-hop 3.3.3.2

set routing-options autonomous-system 10

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc

set security ike policy ike-policy-1 mode main

set security ike policy ike-policy-1 proposals ike-proposal

set security ike policy ike-policy-1 certificate local-certificate Locall

set security ike policy ike-policy-2 mode main

set security ike policy ike-policy-2 proposals ike-proposal

set security ike policy ike-policy-2 certificate local-certificate Local2

set security ike gateway spoke-to-hub-gw-1 ike-policy ike-policy-1

set security ike gateway spoke-to-hub-gw-1 address 1.1.1.1

set security ike gateway spoke-to-hub-gw-1 local-identity distinguished-name
set security ike gateway spoke-to-hub-gw-1 remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw-1 external-interface fe-0/0/1.0

set security ike gateway spoke-to-hub-gw-2 ike-policy ike-policy-2

set security ike gateway spoke-to-hub-gw-2 address 1.1.2.1

set security ike gateway spoke-to-hub-gw-2 local-identity distinguished-name
set security ike gateway spoke-to-hub-gw-2 remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw-2 external-interface fe-0/0/2.0

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbc

set security ipsec policy vpn-policy perfect-forward-secrecy keys group14

set security ipsec policy vpn-policy proposals ipsec-proposal

set security ipsec vpn spoke-to-hub-1 bind-interface st0.0

set security ipsec vpn spoke-to-hub-1 ike gateway spoke-to-hub-gw-1

set security ipsec vpn spoke-to-hub-1 ike ipsec-policy vpn-policy

set security ipsec vpn spoke-to-hub-1 establish-tunnels immediately

set security ipsec vpn spoke-to-hub-2 bind-interface st0.1

set security ipsec vpn spoke-to-hub-2 ike gateway spoke-to-hub-gw-2



set security ipsec vpn spoke-to-hub-2 ike ipsec-policy vpn-policy

set security ipsec vpn spoke-to-hub-2 establish-tunnels immediately

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces fe-0/0/1.0

set security zones security-zone untrust interfaces st0.0

set security zones security-zone untrust interfaces fe-0/0/2.0

set security zones security-zone untrust interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces fe-0/0/4.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 1:

1. Configure interfaces.

[edit interfaces]

user@host# set fe-0/0/1 unit O family inet address 2.2.2.1/30
user@host# set fe-0/0/2 unit O family inet address 3.3.3.1/30
user@host# set fe-0/0/4 unit O family inet address 60.60.60.1/24
user@host# set stO unit O family inet address 10.10.10.2/24
user@host# set stO unit 1 family inet address 20.20.20.2/24

2. Configure routing protocol.

[edit policy-options]
user@host# set policy-statement lan_nw from interface fe-0/0/4.0
user@host# set policy-statement lan_nw then accept

[edit protocols bgp]

user@host# set group ibgp-1 type internal
user@host# set group ibgp-1 local-address 10.10.10.2
user@host# set group ibgp-1 export lan_nw
user@host# set group ibgp-1 neighbor 10.10.10.1



user@host# set group ibgp-2 type internal
user@host# set group ibgp-2 local-address 20.20.20.2
user@host# set group ibgp-2 export lan_nw
user@host# set group ibgp-2 neighbor 20.20.20.1

[edit routing-options]

user@host# set static route 1.1.1.0/30 next-hop 2.2.2.2
user@host# set static route 1.1.2.0/30 next-hop 3.3.3.2
user@host# set autonomous-system 10

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-chc

[edit security ike policy ike-policy-1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike policy ike-policy-2]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Local2

[edit security ike gateway spoke-to-hub-gw-1]
user@host# set ike-policy ike-policy-1

user@host# set address 1.1.1.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface fe-0/0/1.0

[edit security ike gateway spoke-to-hub-gw-2]
user@host# set ike-policy ike-policy-2

user@host# set address 1.1.2.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface fe-0/0/2.0

4. Configure Phase 2 options.



[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn spoke-to-hub-1]
user@host# set bind-interface st0.0

user@host# set ike gateway spoke-to-hub-gw-1
user@host# set ike ipsec-policy vpn-policy
user@host# set establish-tunnels immediately

[edit security ipsec vpn spoke-to-hub-2]
user@host# set bind-interface st0.1

user@host# set ike gateway spoke-to-hub-gw-2
user@host# set ike ipsec-policy vpn-policy
user@host# set establish-tunnels immediately

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/1.0

user@host# set interfaces st0.0

user@host# set interfaces fe-0/0/2.0

user@host# set interfaces st0.1

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/4.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.



[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
fe-0/0/1 {
unit O {
family inet {
address 2.2.2.1/30;

fe-0/0/2 {
unit O {
family inet {
address 3.3.3.1/30;

}
fe-0/0/4 {
unit O {
family inet {
address 60.60.60.1/24;

}
stO {
unit O §
family inet {
address 10.10.10.2/24;

}
unit 1 {
family inet {
address 20.20.20.2/24;



}
[edit]
user@host# show policy-options
policy-statement lan_nw {
from interface fe-0/0/4.0;
then accept;
}
[edit]
user@host# show protocols
bgp {
group ibgp-1 {
type internal;
local-address 10.10.10.2;
export lan_nw;
neighbor 10.10.10.1;
}
group ibgp-2 {
type internal;
local-address 20.20.20.2;
export lan_nw;
neighbor 20.20.20.1;

}

[edit]

user@host# show routing-options

static {
route 1.1.1.0/30 next-hop 2.2.2.2;
route 1.1.2.0/30 next-hop 3.3.3.2;
}

autonomous-system 10;

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy-1 {
mode main;
proposals ike-proposal;
certificate {



local-certificate Local1;

}
policy ike-policy-2 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Local2;

}
gateway spoke-to-hub-gw-1 {
ike-policy ike-policy-1;
address 1.1.1.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface fe-0/0/1.0;
}
gateway spoke-to-hub-gw-2 {
ike-policy ike-policy-2;
address 1.1.2.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface fe-0/0/2.0;
}
[edit]
user@host# show security ipsec
proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;

policy vpn-policy {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn spoke-to-hub-1 {
bind-interface st0.0;
ike {
gateway spoke-to-hub-gw-1;
ipsec-policy vpn-policy;
}

establish-tunnels immediately;



}
vpn spoke-to-hub-2 {
bind-interface st0.1;
ike {
gateway spoke-to-hub-gw-2;
ipsec-policy vpn-policy;
}
establish-tunnels immediately;
}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/1.0;
st0.0;
fe-0/0/2.0;
st0.1;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/4.0;

}
[edit]
user@host# show security policies
default-policy {

permit-all;



}
[edit]
user@host# show security pki
ca-profile ca-profile1 {
ca-identity ca-profilel;
enrollment {
url http://pc4/certsrv/mscep/mscep.dll;
}

revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying IKE Phase 1 Status | 389
Verifying IPsec Phase 2 Status | 390
Verifying IPsec Next-Hop Tunnels | 390
Verifying BGP | 391

Verifying Learned Routes | 391

Verifying Route Installation in Forwarding Table | 393

Confirm that the configuration is working properly.

Verifying IKE Phase 1 Status

Purpose
Verify the IKE Phase 1 status.

Action

From operational mode, enter the show security ike security-associations command.

user@host> show security ike security-associations



Index State Initiator cookie Responder cookie Mode Remote Address

3733049 UP bc9686796c2e52e9 1fbedb6eeel68f24e Main 2.2.2.1
3733048 UP a88db7ed23ec5f6b ¢88b81dff52617a5 Main 3.3.3.1
Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external interface
settings in your configuration. Phase 1 proposal parameters must match on the hub and spoke.

Verifying IPsec Phase 2 Status

Purpose
Verify the IPsec Phase 2 status.

Action
From operational mode, enter the security ipsec security-associations command.

user@host> security ipsec security-associations

Total active tunnels: 2

ID Algorithm SP1 Life:sec/kb Mon vsys Port Gateway

<268173315 ESP:des/ md5 93cfb417 1152/ unlim - root 500 2.2.2.1

>268173315 ESP:des/ md5 101de6f7 1152/ unlim - root 500 2.2.2.1

<268173313 ESP:des/ md5 272e29c0 1320/ unlim - root 500 3.3.3.1

>268173313 ESP:des/ md5 a3bf8fad 1320/ unlim - root 500 3.3.3.1
Meaning

The show security ipsec security-associations command lists all active IKE Phase 2 SAs. If no SAs are
listed, there was a problem with Phase 2 establishment. Check the IKE policy parameters and external
interface settings in your configuration. Phase 2 proposal parameters must match on the hub and spoke.

Verifying IPsec Next-Hop Tunnels

Purpose

Verify the IPsec next-hop tunnels.
Action

From operational mode, enter the show security ipsec next-hop-tunnels command.



user@host> show security ipsec next-hop-tunnels

Next-hop gateway interface IPSec VPN name Flag IKE-1D
XAUTH username

10.10.10.2 st0.0 hub-to-spoke-vpn-1 Auto C=IN,

DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel

20.20.20.2 st0.1 hub-to-spoke-vpn-2 Auto C=IN,

DC=example.net, ST=KA, L=Mysore, O=example, OU=SBU, CN=spokel_backup

Meaning
The next-hop gateways are the IP addresses for the st0 interfaces of the spokes. The next hop should be
associated with the correct IPsec VPN name.

Verifying BGP

Purpose

Verify that BGP references the IP addresses for the stO interfaces of the spoke.
Action
From operational mode, enter the show bgp summary command.

user@host> show bgp summary

Groups: 2 Peers: 2 Down peers: O
Unconfigured peers: 2

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 2 2 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .
10.10.10.2 10 4819 4820 0 2 1d 12:15:14
1/1/1/0 0/0/0/0
20.20.20.2 10 4926 4928 (0] 0 1d 13:03:03
1/1/1/0 0/0/0/0

Verifying Learned Routes

Purpose

Verify that routes to the spoke have been learned.
Action

From operational mode, enter the show route 60.60.60.0 detail command.



user@host> show route 60.60.60.0 detail

inet.0: 47 destinations, 48 routes (46 active, 0 holddown, 1 hidden)
60.60.60.0/24 (2 entries, 1 announced)
*BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x167407c
Next-hop reference count: 3
Source: 10.10.10.2
Next hop type: Router
Next hop: 10.10.10.2 via st0.0
Next hop type: Router
Next hop: 20.20.20.2 via st0.1, selected
Protocol next hop: 10.10.10.2
Indirect next hop: 15c8000 262142
Protocol next hop: 20.20.20.2
Indirect next hop: 15c80e8 262143
State: <Act Int Ext>
Local AS: 10 Peer AS: 10
Age: 1d 12:16:25 Metric2: 0O
Task: BGP_10.10.10.10.2+53120
Announcement bits (2): 0-KRT 3-Resolve tree 1
AS path: 1
Accepted Multipath
Localpref: 100
Router 1D: 10.207.36.182
BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x15b8acO
Next-hop reference count: 1
Source: 20.20.20.2
Next hop type: Router
Next hop: 20.20.20.2 via st0.1, selected
Protocol next hop: 20.20.20.2
Indirect next hop: 15c80e8 262143
State: <NotBest Int Ext>
Inactive reason: Not Best in its group - Update source
Local AS: 10 Peer AS: 10
Age: 1d 13:04:14 Metric2: O
Task: BGP_10.20.20.20.2+50733
AS path: 1
Accepted MultipathContrib
Localpref: 100
Router 1D: 10.207.36.182



Verifying Route Installation in Forwarding Table

Purpose

Verify that routes to the spoke have been installed in the forwarding table.
Action

From operational mode, enter the show route forwarding-table matching 60.60.60.0 command.

user@host> show route forwarding-table matching 60.60.60.0

Routing table: default.inet

Internet:
Destination Type RtRef Next hop Type Index NhRef Netif
60.60.60.0/24 user 0 ulst 262144 1
indr 262142 2
10.10.10.2 ucst 572 3 st0.0
indr 262143 2
20.20.20.2 ucst 573 3 st0.1
SEE ALSO

‘ Example: Configuring a Route-Based VPN | 142

Example: Configuring AutoVPN with iBGP and Active-Backup Tunnels

IN THIS SECTION
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This example shows how to configure active and backup IPsec VPN tunnels between an AutoVPN hub
and spoke. This example configures iBGP to forward traffic through the VPN tunnels.



Requirements

This example uses the following hardware and software components:

e Two supported SRX Series devices as AutoVPN hub and spoke
e Junos OS Release 12.1X44-D10 and later that support AutoVPN

Before you begin:

o Obtain the address of the certificate authority (CA) and the information they require (such as the challenge
password) when you submit requests for local certificates.

NOTE: You should be familiar with the dynamic routing protocol that is used to forward packets
through the VPN tunnels.

Overview

This example shows the configuration of an AutoVPN hub and a spoke with two IPsec VPN tunnels.

In this example, the first step is to enroll digital certificates in each device using the Simple Certificate
Enroliment Protocol (SCEP). Certificates are enrolled in the hub and in the spoke for each IPsec VPN tunnel.
One of the certificates for the spoke contains the organizational unit (OU) value “SLT” in the distinguished
name (DN); the hub is configured with a group IKE ID to match the value “SLT” in the OU field. The other
certificate for the spoke contains the OU value “SBU” in the DN; the hub is configured with a group IKE
ID to match the value “SBU” in the OU field.

The spoke establishes IPsec VPN connections to the hub, which allows it to access resources on the hub.
Phase 1 and Phase 2 IKE tunnel options configured on the AutoVPN hub and the spoke must have the
same values. Table 37 on page 394 shows the options used in this example.

Table 37: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke iBGP Active-Backup Tunnel
Configurations

Option Value

IKE proposal:

Authentication method RSA digital certificates
Diffie-Hellman (DH) group 2

Authentication algorithm SHA-1



Table 37: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke iBGP Active-Backup Tunnel
Configurations (continued)

Option

Encryption algorithm

IKE policy:

Mode

IPsec proposal:

Protocol

Authentication algorithm

Encryption algorithm

IPsec policy:

Perfect Forward Secrecy (PFS) group

The same certificate authority (CA) is configured on all devices.

Value

AES 128 CBC

Main

ESP

HMAC MD5 96

DES CBC

14

NOTE: Junos OS only supports a single level of certificate hierarchy.

Table 38 on page 395 shows the options configured on the hub and on the spoke.

Table 38: AutoVPN IBGP Active-Backup Tunnel Configuration for Hub and Spoke 1

Option

IKE gateway:

Remote IP address

Remote IKE ID

Hub

hub-to-spoke-gw-1: Dynamic

hub-to-spoke-gw-2: Dynamic

hub-to-spoke-gw-1: DN on the spoke’s
certificate with the string SLT in the OU field

hub-to-spoke-gw-2: DN on the spoke’s
certificate with the string SBU in the OU field

Spoke 1

spoke-to-hub-gw-1:1.1.1.1

spoke-to-hub-gw-2:1.1.2.1

spoke-to-hub-gw-1: DN on the hub’s
certificate

spoke-to-hub-gw-2: DN on the hub’s
certificate



Table 38: AutoVPN IBGP Active-Backup Tunnel Configuration for Hub and Spoke 1 (continued)

Option Hub Spoke 1

Local IKE ID DN on the hub's certificate DN on the spoke’s certificate

External interface hub-to-spoke-gw-1: ge-0/0/1.0 spoke-to-hub-gw-1: fe-0/0/1.0
hub-to-spoke-gw-2: ge-0/0/2.0 spoke-to-hub-gw-2: fe-0/0/2.0

VPN:

Bind interface hub-to-spoke-vpn-1: st0.0 spoke-to-hub-1: st0.0
hub-to-spoke-vpn-2: st0.1 spoke-to-hub-2: st0.1

VPN monitor hub-to-spoke-vpn-1: ge-0/0/1.0 (source spoke-to-hub-1: 1.1.1.1 (destination IP)
interface)

spoke-to-hub-2: 1.1.2.1 (destination IP)
hub-to-spoke-vpn-2: ge-0/0/2.0 (source
interface)

Establish tunnels (not configured) Immediately on configuration commit

Routing information for all devices is exchanged through the VPN tunnels.

NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security
Policies Overview.

Topology
Figure 21 on page 397 shows the SRX Series devices to be configured for AutoVPN in this example.
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Figure 21: AutoVPN Deployment with iBGP and Active-Backup Tunnels
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In this example, two IPsec VPN tunnels are established between the hub and spoke 1. Routing information
is exchanged through iBGP sessions in each tunnel. The longest prefix match for the route to 60.60.60.0/24
is through the st0.0 interface on the hub. Thus, the primary tunnel for the route is through the st0.0
interfaces on the hub and spoke 1. The default route is through the backup tunnel on the st0.1 interfaces
on the hub and spoke 1.

VPN monitoring checks the status of the tunnels. If there is a problem with the primary tunnel (for example,
the remote tunnel gateway is not reachable), the tunnel status changes to down and data destined for
60.60.60.0/24 is rerouted through the backup tunnel.



Configuration

IN THIS SECTION
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To configure AutoVPN, perform these tasks:

NOTE: The first section describes how to obtain CA and local certificates online using the Simple
Certificate Enrollment Protocol (SCEP) on the hub and spoke devices.

Enroll Device Certificates with SCEP

Step-by-Step Procedure
To enroll digital certificates with SCEP on the hub:

1. Configure the CA.
[edit]
user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel
user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll

user@host# set security pki ca-profile ca-profilel revocation-check disable
user@host# commit

2. Enroll the CA certificate.
user@host> request security pki ca-certificate enroll ca-profile ca-profilel
Type yes at the prompt to load the CA certificate.
3. Generate a key pair for each certificate.

user@host> request security pki generate-key-pair certificate-id Locall
user@host> request security pki generate-key-pair certificate-id Local2



4. Enroll the local certificates.

5.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email hub@example.net ip-address 1.1.1.1 subject
DC=example.net,CN=hub,0U=SLT,O=example,L=Bangalore,ST=KA,C=IN challenge-password <password>

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Local2 domain-name
example.net email hub_backup@example.net ip-address 1.1.2.1 subject
DC=example.net,CN=hub_backup,0U=SBU,O=example,L=Bangalore,ST=KA,C=IN challenge-password
<password>

Verify the local certificates.

user@host> show security pki local-certificate certificate-id Locall detail

Certificate identifier: Locall

Certificate version: 3

Serial number: 40a6d5f300000000258d

Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Bangalore, Common name: hub, Domain component: example.net

Subject string:
C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SLT, CN=hub

Alternate subject: "hub@example.net', example.net, 1.1.1.1

Validity:
Not before: 11- 6-2012 09:39
Not after: 11- 6-2013 09:49

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:c9:¢9:¢cc:30:b6:7a:86:12:89:b5:18:b3:76
0l:2d:cc:65:a8:a8:42:78:cd:d0:9a:a2:cO:aa:c4:bd:da:af:88:f3
2a:78:1f:0a:58:€6:11:2c:81:8f:0e:7c:de:86:fc:48:4c:28:5b:8b
34:91:Ff:2e:91:e7:b5:bd:79:12:de:39:46:d9:fb:5c:91:41:d1l:da
90:15:09:00:9b:90:07:9d:50:92:7d:FF:fb:3F:3c:bc:34:e7:e3:c8
ea:cbh:99:18:b4:b6:1d:a8:99:d3:36:b9:1b:36:ef:3e-al:fd:48:82
6a:da:z22:07:da:e0:d2:55:ef:57:be:09:7a:0e:17:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1.crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl

Fingerprint:
el:f7:al:a6:1e:c3:97:69:a5:07:9b:09:14:1a:c7:ae:09:Ff1:f6:35 (shal)
a0:02:fa:8d:5c:63:e5:6d:f7:f4:78:56:ac:4e:b2:c4 (md5)



Auto-re-enrolIment:
Status: Disabled
Next trigger time: Timer not started

user@host> show security pki local-certificate certificate-id Local2 detail

Certificate identifier: Local2

Certificate version: 3

Serial number: 505efdf900000000259a

Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:
Organization: example, Organizational unit: SBU, Country: IN, State: KA,
Locality: Bangalore, Common name: hub_backup, Domain component: example.net

Subject string:

C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SBU, CN=hub_backup
Alternate subject: "hub_backup@example.net'"”, example.net, 1.1.2.1
Validity:

Not before: 11- 9-2012 10:55

Not after: 11- 9-2013 11:05
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:d5:44:08:96:f6:77:05:€6:91:50:8a:8a:2a

4e:95:43:1e:88:ea:43:7c:c5:ac:88:d7:a0:8d:b5:d9:3f:41:db:db
44:34:1F:56:a5:38:4b:b2:c5:85:F9:F1:bFf:b2:7b:d4:b2:af:98:a0
95:50:02:ad:f5:dd:4d:dc:67:85:dd:84:09:df:-9c:68:a5:58:65:e7
2c:72:cc:47:4b:d0:cc:4a:28:ca:09:db:ad:6e:5a:13:6c:e6:cc:f0

29:ed:2b:2d:d1:38:38:bc:68:84:de:ae:86:39:c9:dd:-06:d5:36: 10

e6:2a:7b:46:4c:cd:ab:24:1c:e0:92:8d:ad:35:29:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:

http://ca-serverl/CertEnrol 1/CASERVER1.crl

File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

98:96:2f:ff:ca:af:33:ee:d7:4c:c8:4F:F7:71:53:c0:5d:5F:c5:59 (shal)

c9:87:e3:a4:5¢c:47:b5:a2a:90:22:e3:06:b2:0b:el:ea (md5)
Auto-re-enrol Iment:

Status: Disabled

Next trigger time: Timer not started

Step-by-Step Procedure



To enroll digital certificates with SCEP on spoke 1:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair for each certificate.

user@host> rrequest security pki generate-key-pair certificate-id Locall
user@host> request security pki generate-key-pair certificate-id Local2

4. Enroll the local certificates.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spokel@example.net ip-address 2.2.2.1 subject
DC=example.net,CN=spokel,0U=SLT,0=example,L=Mysore,ST=KA,C=IN challenge-password <password>

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Local2 domain-name
example.net email spokel_backup@example.net ip-address 3.3.3.1 subject
DC=example.net,CN=spokel_backup,0U=SBU,O=example,L=Mysore,ST=KA,C=IN challenge-password
<password>

5. Verify the local certificates.

user@host> show security pki local-certificate certificate-id Locall detail

Certificate identifier: Locall
Certificate version: 3
Serial number: 40a7975f00000000258e
Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal



Subject:

Organization: example, Organizational unit: SLT, Country: IN, State: KA,

Locality: Mysore, Common name: spokel, Domain component: example.net
Subject string:

C=IN, DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel
Alternate subject: "spokel@example.net', example.net, 2.2.2.1
Validity:

Not before: 11- 6-2012 09:40

Not after: 11- 6-2013 09:50
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:d8:45:09:77:¢cd:36:9a:6F:58:44:18:91:db

b0:c7:8a:ee:c8:d7:a6:d2:e2:e7:20:46:2b:26:1a:92:e2:4e:-8a:ce
c9:25:d9:74:a2:81:ad:ea:e0:38:a0:2f:2d:ab:a6:58:-ac:88:35:f4
90:01:08:33:33:75:2c:44:26:18:25:18:97:96:e4:28:de:3b:35:12
4a:15:92:b7:57:ae:73:4Ff:8e:56:71:ab:81:54:1d:75:88:77:13:64
1b:6b:01:96:15:0a:1c:54:e3:db:f8:ec:ec:27:5b:86:39:c1:09:al
€4:24:1a:19:0d:14:2c:4b:94:a4:04:91:3F:cb:-ef:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:

http://ca-serverl/CertEnrol 1/CASERVER1 .crl

File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

b6:24:2a:0e:96:5d:8c:4a:11:f3:5a:24:89:7c:df:ea:d5:c0:80:56 (shal)

31:58:7f:15:bb:d4:66:b8:76:1a:42:4a:8a:16:b3:a9 (md5)
Auto-re-enrolIment:

Status: Disabled

Next trigger time: Timer not started

user@host> show security pki local-certificate certificate-id Local2 detail

Certificate identifier: Local2

Certificate version: 3

Serial number: 506c3d0600000000259b

Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:
Organization: example, Organizational unit: SBU, Country: IN, State: KA,
Locality: Mysore, Common name: spokel backup, Domain component: example.net

Subject string:

C=IN, DC=example.net, ST=KA, L=Mysore, O=example, OU=SBU, CN=spokel_backup
Alternate subject: "spokel_ backup@example.net', example.net, 3.3.3.1
Validity:



Not before: 11- 9-2012 11:09
Not after: 11- 9-2013 11:19
Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:a7:02:b5:e2:cd:79:24:18:97:a3:8d:4d:27
8c:2b:dd:f1:57:72:4d:2b:6d:d5:95:0d:9c:1b:5c:e2:a4:b0:84:2¢
31:82:3c:91:08:a82:58:h9:30:4c:5F:a3:6b:e6:2b:9c:b1l:42:dd:1c
cd:a2:7a:84:ea:7b:a6:b7:9a:13:33:¢6:27:2b:79:2a:b1:0c:fe:08
4c:a7:35:fc:da:4f:df:1f:cf:f4:ba:bc:5a:05:06:63:92:41:b4:f2
54:00:3f:ef:ff:41:e6:ca:74:10:56:F7:2b:5F:d3:1a:33:7e:49:74
1c:42:cf:c2:23:ea:4b:8F:50:2c:eb:1c:a6:37:89:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1I/CASERVER1 . crl
Ffile://\\ca-serverl\CertEnrol IN\CASERVER1 .crl
Fingerprint:
d6:7F:52:a3:b6:f8:ae:cb:70:3fF:a9:79:ea:8a:da:9e:ba:83:e4:5Ff (shal)
76:0b:72:73:cf:51:ee:58:81:2d:f7:b4:e2:5c:f4:5¢c (md5)
Auto-re-enrol Iment:
Status: Disabled
Next trigger time: Timer not started

NOTE: The organizational unit (OU) shown in the subject field is SLT for Local1 and SBU
for Local2. The IKE configurations on the hub include OU=SLT and OU=SBU to identify
the spoke.

Configuring the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 1.1.1.1/30

set interfaces ge-0/0/2 unit O family inet address 1.1.2.1/30

set interfaces ge-0/0/3 unit O family inet address 50.50.50.1/24

set interfaces stO unit 0 multipoint

set interfaces stO unit O family inet address 10.10.10.1/24

set interfaces stO unit 1 multipoint

set interfaces stO unit 1 family inet address 20.20.20.1/24

set policy-options policy-statement lan_nw from interface ge-0/0/3.0



set policy-options policy-statement lan_nw then accept

set protocols bgp group ibgp-1 type internal

set protocols bgp group ibgp-1 local-address 10.10.10.1

set protocols bgp group ibgp-1 export lan_nw

set protocols bgp group ibgp-1 cluster 1.2.3.4

set protocols bgp group ibgp-1 allow 10.10.10.0/24

set protocols bgp group ibgp-2 type internal

set protocols bgp group ibgp-2 local-address 20.20.20.1

set protocols bgp group ibgp-2 export lan_nw

set protocols bgp group ibgp-2 cluster 1.2.3.5

set protocols bgp group ibgp-2 allow 20.20.20.0/24

set routing-options static route 2.2.2.0/30 next-hop 1.1.1.2

set routing-options static route 3.3.3.0/30 next-hop 1.1.2.2

set routing-options autonomous-system 10

set security ike proposal ike-proposal authentication-method rsa-signatures

set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc

set security ike policy ike-policy-1 mode main

set security ike policy ike-policy-1 proposals ike-proposal

set security ike policy ike-policy-1 certificate local-certificate Locall

set security ike policy ike-policy-2 mode main

set security ike policy ike-policy-2 proposals ike-proposal

set security ike policy ike-policy-2 certificate local-certificate Local2

set security ike gateway hub-to-spoke-gw-1 ike-policy ike-policy-1

set security ike gateway hub-to-spoke-gw-1 dynamic distinguished-name wildcard OU=SLT
set security ike gateway hub-to-spoke-gw-1 dynamic ike-user-type group-ike-id
set security ike gateway hub-to-spoke-gw-1 local-identity distinguished-name
set security ike gateway hub-to-spoke-gw-1 external-interface ge-0/0/1.0

set security ike gateway hub-to-spoke-gw-2 ike-policy ike-policy-2

set security ike gateway hub-to-spoke-gw-2 dynamic distinguished-name wildcard OU=SBU
set security ike gateway hub-to-spoke-gw-2 dynamic ike-user-type group-ike-id
set security ike gateway hub-to-spoke-gw-2 local-identity distinguished-name
set security ike gateway hub-to-spoke-gw-2 external-interface ge-0/0/2.0

set security ipsec vpn-monitor-options interval 5

set security ipsec vpn-monitor-options threshold 2

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbc

set security ipsec policy vpn-policy perfect-forward-secrecy keys group14

set security ipsec policy vpn-policy proposals ipsec-proposal

set security ipsec vpn hub-to-spoke-vpn-1 bind-interface st0.0

set security ipsec vpn hub-to-spoke-vpn-1 vpn-monitor source-interface ge-0/0/1.0
set security ipsec vpn hub-to-spoke-vpn-1 ike gateway hub-to-spoke-gw-1



set security ipsec vpn hub-to-spoke-vpn-1 ike ipsec-policy vpn-policy

set security ipsec vpn hub-to-spoke-vpn-2 bind-interface st0.1

set security ipsec vpn hub-to-spoke-vpn-2 vpn-monitor source-interface ge-0/0/2.0
set security ipsec vpn hub-to-spoke-vpn-2 ike gateway hub-to-spoke-gw-2

set security ipsec vpn hub-to-spoke-vpn-2 ike ipsec-policy vpn-policy

set security zones security-zone untrust host-inbound-traffic system-services all

set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces st0.0

set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone untrust interfaces ge-0/0/2.0

set security zones security-zone untrust interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/3.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the hub:

1. Configure the interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit O family inet address 1.1.1.1/30
user@host# set ge-0/0/2 unit O family inet address 1.1.2.1/30
user@host# set ge-0/0/3 unit 0 family inet address 50.50.50.1/24
user@host# set stO unit O multipoint

user@host# set stO unit O family inet address 10.10.10.1/24
user@host# set stO unit 1 multipoint

user@host# set stO unit 1 family inet address 20.20.20.1/24

2. Configure routing protocol.
[edit policy-options]
user@host# set policy-statement lan_nw from interface ge-0/0/3.0

user@host# set policy-statement lan_nw then accept

[edit protocols bgp]



user@host# set group ibgp-1 type internal
user@host# set group ibgp-1 local-address 10.10.10.1
user@host# set group ibgp-1 export lan_nw
user@host# set group ibgp-1 cluster 1.2.3.4
user@host# set group ibgp-1 allow 10.10.10.0/24

user@host# set group ibgp-2 type internal
user@host# set group ibgp-2 local-address 20.20.20.1
user@host# set group ibgp-2 export lan_nw
user@host# set group ibgp-2 cluster 1.2.3.5
user@host# set group ibgp-2 allow 20.20.20.0/24

[edit routing-options]

user@host# set static route 2.2.2.0/30 next-hop 1.1.1.2
user@host# set static route 3.3.3.0/30 next-hop 1.1.2.2
user@host# set autonomous-system 10

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-cbc

[edit security ike policy ike-policy-1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike policy ike-policy-2]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Local2

[edit security ike gateway hub-to-spoke-gw-1]

user@host# set ike-policy ike-policy-1

user@host# set dynamic distinguished-name wildcard OU=SLT
user@host# set dynamic ike-user-type group-ike-id
user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/1.0

[edit security ike gateway hub-to-spoke-gw-2]



user@host# set ike-policy ike-policy-2

user@host# set dynamic distinguished-name wildcard OU=SBU
user@host# set dynamic ike-user-type group-ike-id
user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/2.0

4. Configure Phase 2 options.

[edit security ipsec vpn-monitor]
user@host# set options interval 5
user@host# set options threshold 2

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn hub-to-spoke-vpn-1]

user@host# set bind-interface st0.0

user@host# set vpn-monitor source-interface ge-0/0/1.0
user@host# set ike gateway hub-to-spoke-gw-1
user@host# set ike ipsec-policy vpn-policy

[edit security ipsec vpn hub-to-spoke-vpn-2]

user@host# set bind-interface st0.1

user@host# set vpn-monitor source-interface ge-0/0/2.0
user@host# set ike gateway hub-to-spoke-gw-2
user@host# set ike ipsec-policy vpn-policy

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces st0.0

user@host# set interfaces ge-0/0/1.0

user@host# set interfaces ge-0/0/2.0

user@host# set interfaces st0.1



[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/3.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family inet {
address 1.1.1.1/30;

ge-0/0/2 {
unit O {
family inet {
address 1.1.2.1/30;

}
ge-0/0/3 {



unit O {
family inet {
address 50.50.50.1/24;

}
stO {
unit O {
multipoint;
family inet {
address 10.10.10.1/24;

}
unit 1 {
multipoint;
family inet {
address 20.20.20.1/24;

}

[edit]
user@host# show policy-options

policy-statement lan_nw {

from interface ge-0/0/3.0;
then accept;

[edit]
user@host# show protocols
bgp {
group ibgp-1 {
type internal;
local-address 10.10.10.1;
export lan_nw;
cluster 1.2.3.4;
allow 10.10.10.0/24;
}
group ibgp-2 {
type internal;
local-address 20.20.20.1;
export lan_nw;
cluster 1.2.3.5;
allow 20.20.20.0/24;



[edit]

user@host# show routing-options

static {
route 2.2.2.0/30 next-hop 1.1.1.2;
route 3.3.3.0/30 next-hop 1.1.2.2;
}

autonomous-system 10;

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy-1 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Locall;

}
policy ike-policy-2 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Local2;

}
gateway hub-to-spoke-gw-1 {
ike-policy ike-policy-1;
dynamic {
distinguished-name {
wildcard OU=SLT;
}
ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/1.0;
}
gateway hub-to-spoke-gw-2 {
ike-policy ike-policy-2;
dynamic {
distinguished-name {



wildcard OU=SBU;
}
ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/2.0;
}
[edit]
user@host# show security ipsec
vpn-monitor-options {
interval 5;
threshold 2;

proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;
}
policy vpn-policy {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn hub-to-spoke-vpn-1 {
bind-interface st0.0;
vpn-monitor {
source-interface ge-0/0/1.0;
}
ike {
gateway hub-to-spoke-gw-1;
ipsec-policy vpn-policy;

}
vpn hub-to-spoke-vpn-2 {
bind-interface st0.1;
vpn-monitor {
source-interface ge-0/0/2.0;
}
ike {
gateway hub-to-spoke-gw-2;
ipsec-policy vpn-policy;



[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
st0.0;
ge-0/0/1.0;
ge-0/0/2.0;
st0.1;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-0/0/3.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profilel {
ca-identity ca-profilel;
enrollment {
url http://pcé/certsrv/mscep/mscep.dll;
}

revocation-check {



disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 1

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces fe-0/0/1 unit O family inet address 2.2.2.1/30

set interfaces fe-0/0/2 unit O family inet address 3.3.3.1/30

set interfaces fe-0/0/4 unit O family inet address 60.60.60.1/24

set interfaces stO unit O family inet address 10.10.10.2/24

set interfaces stO unit 1 family inet address 20.20.20.2/24

set policy-options policy-statement default_route from protocol static
set policy-options policy-statement default_route from route-filter 0.0.0.0/0 exact
set policy-options policy-statement default_route then accept

set policy-options policy-statement lan_nw from interface fe-0/0/4.0
set policy-options policy-statement lan_nw then accept

set protocols bgp group ibgp-1 type internal

set protocols bgp group ibgp-1 local-address 10.10.10.2

set protocols bgp group ibgp-1 export lan_nw

set protocols bgp group ibgp-1 neighbor 10.10.10.1

set protocols bgp group ibgp-2 type internal

set protocols bgp group ibgp-2 local-address 20.20.20.2

set protocols bgp group ibgp-2 export default_route

set protocols bgp group ibgp-2 neighbor 20.20.20.1

set routing-options static route 1.1.1.0/30 next-hop 2.2.2.2

set routing-options static route 1.1.2.0/30 next-hop 3.3.3.2

set routing-options static route 0.0.0.0/0 next-hop st0.1

set routing-options autonomous-system 10

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal
set security ike proposal ike-proposal encryption-algorithm aes-128-cbc
set security ike policy ike-policy-1 mode main

set security ike policy ike-policy-1 proposals ike-proposal

set security ike policy ike-policy-1 certificate local-certificate Locall
set security ike policy ike-policy-2 mode main

set security ike policy ike-policy-2 proposals ike-proposal



set security ike policy ike-policy-2 certificate local-certificate Local2

set security ike gateway spoke-to-hub-gw-1 ike-policy ike-policy-1

set security ike gateway spoke-to-hub-gw-1 address 1.1.1.1

set security ike gateway spoke-to-hub-gw-1 local-identity distinguished-name
set security ike gateway spoke-to-hub-gw-1 remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw-1 external-interface fe-0/0/1.0

set security ike gateway spoke-to-hub-gw-2 ike-policy ike-policy-2

set security ike gateway spoke-to-hub-gw-2 address 1.1.2.1

set security ike gateway spoke-to-hub-gw-2 local-identity distinguished-name
set security ike gateway spoke-to-hub-gw-2 remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw-2 external-interface fe-0/0/2.0

set security ipsec vpn-monitor-options interval 5

set security ipsec vpn-monitor-options threshold 2

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbhc

set security ipsec policy vpn-policy perfect-forward-secrecy keys group14

set security ipsec policy vpn-policy proposals ipsec-proposal

set security ipsec vpn spoke-to-hub-1 bind-interface st0.0

set security ipsec vpn spoke-to-hub-1 vpn-monitor destination-ip 1.1.1.1

set security ipsec vpn spoke-to-hub-1 ike gateway spoke-to-hub-gw-1

set security ipsec vpn spoke-to-hub-1 ike ipsec-policy vpn-policy

set security ipsec vpn spoke-to-hub-1 establish-tunnels immediately

set security ipsec vpn spoke-to-hub-2 bind-interface st0.1

set security ipsec vpn spoke-to-hub-2 vpn-monitor destination-ip 1.1.2.1

set security ipsec vpn spoke-to-hub-2 ike gateway spoke-to-hub-gw-2

set security ipsec vpn spoke-to-hub-2 ike ipsec-policy vpn-policy

set security ipsec vpn spoke-to-hub-2 establish-tunnels immediately

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces fe-0/0/1.0

set security zones security-zone untrust interfaces st0.0

set security zones security-zone untrust interfaces fe-0/0/2.0

set security zones security-zone untrust interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces fe-0/0/4.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure



The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 1:

1. Configure interfaces.

[edit interfaces]

user@host# set fe-0/0/1 unit O family inet address 2.2.2.1/30
user@host# set fe-0/0/2 unit O family inet address 3.3.3.1/30
user@host# set fe-0/0/4 unit O family inet address 60.60.60.1/24
user@host# set stO unit O family inet address 10.10.10.2/24
user@host# set stO unit 1 family inet address 20.20.20.2/24

2. Configure routing protocol.

[edit policy-options]

user@host# set policy-statement default_route from protocol static

user@host# set policy-statement default_route from route-filter 0.0.0.0/0 exact
user@host# set policy-statement default_route then accept

user@host# set policy-statement lan_nw from interface fe-0/0/4.0

user@host# set policy-statement lan_nw then accept

[edit protocols bgp]

user@host# set group ibgp-1 type internal
user@host# set group ibgp-1 local-address 10.10.10.2
user@host# set group ibgp-1 export lan_nw
user@host# set group ibgp-1 neighbor 10.10.10.1

user@host# set group ibgp-2 type internal
user@host# set group ibgp-2 local-address 20.20.20.2
user@host# set group ibgp-2 export default_route
user@host# set group ibgp-2 neighbor 20.20.20.1

[edit routing-options]

user@host# set static route 1.1.1.0/30 next-hop 2.2.2.2
user@host# set static route 1.1.2.0/30 next-hop 3.3.3.2
user@host# set static route 0.0.0.0/0 next-hop st0.1
user@host# set autonomous-system 10

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]



user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-cbhc

[edit security ike policy ike-policy-1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike policy ike-policy-2]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Local2

[edit security ike gateway spoke-to-hub-gw-1]
user@host# set ike-policy ike-policy-1

user@host# set address 1.1.1.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface fe-0/0/1.0

[edit security ike gateway spoke-to-hub-gw-2]
user@host# set ike-policy ike-policy-2

user@host# set address 1.1.2.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface fe-0/0/2.0

4. Configure Phase 2 options.

[edit security ipsec vpn-monitor]
user@host# set options interval 5
user@host# set options threshold 2

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbhc

[edit security ipsec policy vpn-policy]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal



[edit security ipsec vpn spoke-to-hub-1]
user@host# set bind-interface st0.0

user@host# set vpn-monitor destination-ip 1.1.1.1
user@host# set ike gateway spoke-to-hub-gw-1
user@host# set ike ipsec-policy vpn-policy
user@host# set establish-tunnels immediately

[edit security ipsec vpn spoke-to-hub-2]
user@host# set bind-interface st0.1

user@host# set vpn-monitor destination-ip 1.1.2.1
user@host# set ike gateway spoke-to-hub-gw-2
user@host# set ike ipsec-policy vpn-policy
user@host# set establish-tunnels immediately

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/1.0

user@host# set interfaces st0.0

user@host# set interfaces fe-0/0/2.0

user@host# set interfaces st0.1

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/4.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable



Results

From configuration mode, confirm your configuration by entering the show interfaces, show policy-options,
show protocols, show routing-options, show security ike, show security ipsec, show security zones, show
security policies, and show security pki commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
fe-0/0/1 {
unit O {
family inet {
address 2.2.2.1/30;

fe-0/0/2 {
unit O {
family inet {
address 3.3.3.1/30;

}
fe-0/0/4 {
unit O {
family inet {
address 60.60.60.1/24;

}
stO {
unit O {
family inet {
address 10.10.10.2/24;

}
unit 1 {
family inet {
address 20.20.20.2/24;

}
[edit]
user@host# show policy-options
policy-statement default_route {



from {

protocol static;

route-filter 0.0.0.0/0 exact;
}

then accept;

policy-statement lan_nw {
from interface fe-0/0/4.0;
then accept;
}
[edit]
user@host# show protocols
bgp {
group ibgp-1 {
type internal;
local-address 10.10.10.2;
export lan_nw;
neighbor 10.10.10.1;
}
group ibgp-2 {
type internal;
local-address 20.20.20.2;
export default_route;
neighbor 20.20.20.1;

}

[edit]

user@host# show routing-options

static {
route 1.1.1.0/30 next-hop 2.2.2.2;
route 1.1.2.0/30 next-hop 3.3.3.2;
route 0.0.0.0/0 next-hop st0.1;
}

autonomous-system 10;

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy-1 {
mode main;



proposals ike-proposal;
certificate {
local-certificate Local1;

}
policy ike-policy-2 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Local2;

}
gateway spoke-to-hub-gw-1 {
ike-policy ike-policy-1;
address 1.1.1.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface fe-0/0/1.0;
}
gateway spoke-to-hub-gw-2 {
ike-policy ike-policy-2;
address 1.1.2.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface fe-0/0/2.0;
}
[edit]
user@host# show security ipsec
vpn-monitor-options {
interval 5;
threshold 2;

proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;
}
policy vpn-policy {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;

}
vpn spoke-to-hub-1 {



bind-interface st0.0;
vpn-monitor {
destination-ip 1.1.1.1;
}
ike {
gateway spoke-to-hub-gw-1;
ipsec-policy vpn-policy;
}
establish-tunnels immediately;
}
vpn spoke-to-hub-2 {
bind-interface st0.1;
vpn-monitor {
destination-ip 1.1.2.1;
}
ike {
gateway spoke-to-hub-gw-2;
ipsec-policy vpn-policy;
}
establish-tunnels immediately;
}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/1.0;
st0.0;
fe-0/0/2.0;
st0.1;

security-zone trust {
host-inbound-traffic {
system-services {
all;



protocols {
all;

}

interfaces {
fe-0/0/4.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profile1 {
ca-identity ca-profilel;
enrollment {
url http://pc4/certsrv/mscep/mscep.dll;
}

revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.

Verifying IKE Phase 1 Status (Both Tunnels Are Up)

Purpose
Verify the IKE Phase 1 status when both IPSec VPN tunnels are up.

Action
From operational mode, enter the show security ike security-associations command.

user@host> show security ike security-associations

Index State Initiator cookie Responder cookie Mode Remote Address

3733075 UP d4f51c28c0a82101 05b125993a864d3c Main 3.3.3.1

3733076 UP d53c8alb7d4c319b ¢23c5f7a26388247 Main 2.2.2.1
Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external interface
settings in your configuration. Phase 1 proposal parameters must match on the hub and spoke.

Verifying IPsec Phase 2 Status (Both Tunnels Are Up)

Purpose

Verify the IPsec Phase 2 status when both IPsec VPN tunnels are up.
Action
From operational mode, enter the security ipsec security-associations command.

user@host> security ipsec security-associations

Total active tunnels: 2

1D Algorithm SPI Life:sec/kb Mon vsys Port Gateway
<268173316 ESP:des/ md5 3cd96946 3555/ unlim U root 500 2.2.2.1
>268173316 ESP:des/ md5 1c09b9b 3555/ unlim U root 500 2.2.2.1
<268173313 ESP:des/ md5 7c6ffca3 3340/ unlim U root 500 3.3.3.1
>268173313 ESP:des/ md5 33bf6f2f 3340/ unlim U root 500 3.3.3.1

Meaning



The show security ipsec security-associations command lists all active IKE Phase 2 SAs. If no SAs are
listed, there was a problem with Phase 2 establishment. Check the IKE policy parameters and external
interface settings in your configuration. Phase 2 proposal parameters must match on the hub and spoke.

Verifying IPsec Next-Hop Tunnels (Both Tunnels Are Up)

Purpose

Verify the IPsec next-hop tunnels.
Action
From operational mode, enter the show security ipsec next-hop-tunnels command.

user@host> show security ipsec next-hop-tunnels

Next-hop gateway interface IPSec VPN name Flag IKE-1D
XAUTH username

10.10.10.2 st0.0 hub-to-spoke-vpn-1 Auto C=IN,

DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel

20.20.20.2 st0.1 hub-to-spoke-vpn-2 Auto C=IN,

DC=example.net, ST=KA, L=Mysore, O=example, OU=SBU, CN=spokel_backup

Meaning

The next-hop gateways are the IP addresses for the st0 interfaces of the spoke. The next hop should be
associated with the correct IPsec VPN name.

Verifying BGP (Both Tunnels Are Up)

Purpose

Verify that BGP references the IP addresses for the stO interfaces of the spoke when both IPsec VPN
tunnels are up.

Action
From operational mode, enter the show bgp summary command.

user@host> show bgp summary

Groups: 2 Peers: 2 Down peers: O
Unconfigured peers: 2

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 2 2 0 0 0 0
Peer AS InPkt OutPkt OoutQ Flaps Last Up/Dwn

State|#Active/Received/Accepted/Damped. . .
10.10.10.2 10 5 6 0 0 54



1/1/1/0 0/0/0/0
20.20.20.2 10 13 16 0 0 4:29
1/1/1/0 0/0/0/0

Verifying Learned Routes (Both Tunnels Are Up)

Purpose

Verify that routes to the spoke have been learned when both tunnels are up. The route to 60.60.60.0/24
is through the st0.0 interface and the default route is through the st0.1 interface.

Action

From operational mode, enter the show route 60.60.60.0 command.

user@host> show route 60.60.60.0

inet.0: 48 destinations, 48 routes (47 active, 0 holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
60.60.60.0/24 *[BGP/170] 00:01:11, localpref 100
AS path: 1

> to 10.10.10.2 via st0.0

From operational mode, enter the show route 0.0.0.0 command.

user@host> show route 0.0.0.0

inet.0: 48 destinations, 48 routes (47 active, 0 holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[BGP/170] 00:04:55, localpref 100
AS path: 1

> to 20.20.20.2 via st0.1

Verifying IKE Phase 1 Status (Primary Tunnel Is Down)

Purpose

Verify the IKE Phase 1 status when the primary tunnel is down.
Action

From operational mode, enter the show security ike security-associations command.



user@host> show security ike security-associations

Index State Initiator cookie Responder cookie Mode Remote Address

3733075 UP d4f51c28c0a82101 05b125993a864d3c Main 3.3.3.1

3733076 UP d53c8alb7d4c319b c23c5f7a26388247 Main 2.2.2.1
Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external interface
settings in your configuration. Phase 1 proposal parameters must match on the hub and spoke.

Verifying IPsec Phase 2 Status (Primary Tunnel Is Down)

Purpose

Verify the IPsec Phase 2 status when the primary tunnel is down.
Action
From operational mode, enter the security ipsec security-associations command.

user@host> security ipsec security-associations

Total active tunnels: 1

ID Algorithm SP1 Life:sec/kb Mon vsys Port Gateway
<268173313 ESP:des/ md5 7c6ffca3 3156/ unlim U root 500 3.3.3.1
>268173313 ESP:des/ md5 33bf6f2f 3156/ unlim U root 500 3.3.3.1

Meaning

The show security ipsec security-associations command lists all active IKE Phase 2 SAs. If no SAs are
listed, there was a problem with Phase 2 establishment. Check the IKE policy parameters and external
interface settings in your configuration. Phase 2 proposal parameters must match on the hub and spoke.

Verifying IPsec Next-Hop Tunnels (Primary Tunnel Is Down)

Purpose

Verify the IPsec next-hop tunnel.
Action
From operational mode, enter the show security ipsec next-hop-tunnels command.

user@host> show security ipsec next-hop-tunnels



Next-hop gateway interface IPSec VPN name Flag IKE-ID
XAUTH username

20.20.20.2 st0.1 hub-to-spoke-vpn-2 Auto C=IN,

DC=example.net, ST=KA, L=Mysore, O=example, OU=SBU, CN=spokel backup

Meaning

The next-hop gateways are the IP addresses for the stO interfaces of the spoke. The next hop should be
associated with the correct IPsec VPN name, in this case the backup VPN tunnel.

Verifying BGP (Primary Tunnel Is Down)

Purpose

Verify that BGP references the IP addresses for the stO interfaces of the spoke when the primary tunnel
is down.

Action
From operational mode, enter the show bgp summary command.

user@host> show bgp summary

Groups: 2 Peers: 1 Down peers: O
Unconfigured peers: 1

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 1 1 0] 0 0] 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .

20.20.20.2 10 20 24 0 0 7:24
1/1/1/0 0/0/0/0

Verifying Learned Routes (Primary Tunnel Is Down)

Purpose

Verify that routes to the spoke have been learned when the primary tunnel is down. Both the route to
60.60.60.0/24 and the default route are through the st0.1 interface.

Action
From operational mode, enter the show route 60.60.60.0 command.

user@host> show route 60.60.60.0



inet.0: 46 destinations, 46 routes (45 active, 0 holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[BGP/170] 00:07:41, localpref 100
AS path: 1

> to 20.20.20.2 via st0.1

From operational mode, enter the show route 0.0.0.0 command.

user@host> show route 0.0.0.0

inet.0: 46 destinations, 46 routes (45 active, 0 holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[BGP/170] 00:07:47, localpref 100
AS path: 1

> to 20.20.20.2 via st0.1
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Example: Configuring Basic AutoVPN with OSPF
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This example shows how to configure an AutoVPN hub to act as a single termination point, and then
configure two spokes to act as tunnels to remote sites. This example configures OSPF to forward packets
through the VPN tunnels.



Requirements

This example uses the following hardware and software components:

e Three supported SRX Series devices as AutoVPN hub and spokes
e Junos OS Release 12.1X44-D10 and later that support AutoVPN

Before you begin:

o Obtain the address of the certificate authority (CA) and the information they require (such as the challenge
password) when you submit requests for local certificates.

NOTE: You should be familiar with the dynamic routing protocol that is used to forward packets
through the VPN tunnels.

Overview

This example shows the configuration of an AutoVPN hub and the subsequent configurations of two
spokes.

In this example, the first step is to enroll digital certificates in each device using the Simple Certificate
Enrollment Protocol (SCEP). The certificates for the spokes contain the organizational unit (OU) value
“SLT” in the subject field; the hub is configured with a group IKE ID to match the value “SLT” in the OU
field.

The spokes establish IPsec VPN connections to the hub, which allows them to communicate with each
other as well as access resources on the hub. Phase 1 and Phase 2 IKE tunnel options configured on the
AutoVPN hub and all spokes must have the same values. Table 39 on page 429 shows the options used in
this example.

Table 39: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke Basic OSPF Configurations

Option Value

IKE proposal:

Authentication method RSA digital certificates
Diffie-Hellman (DH) group 2

Authentication algorithm SHA-1

Encryption algorithm AES 128 CBC



Table 39: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke Basic OSPF Configurations (continued)

Option Value

IKE policy:

Mode Main

IPsec proposal:

Protocol ESP
Authentication algorithm HMAC MD5 96
Encryption algorithm DES CBC

IPsec policy:

Perfect Forward Secrecy (PFS) group 14

The same certificate authority (CA) is configured on all devices.

NOTE: Junos OS only supports a single level of certificate hierarchy.

Table 40 on page 430 shows the options configured on the hub and on all spokes.

Table 40: AutoVPN Basic OSPF Configuration for Hub and All Spokes

Option

IKE gateway:

Remote IP address

Remote IKE ID

Local IKE ID

External interface

Hub

Dynamic

Distinguished name (DN) on the spoke’s
certificate with the string SLT in the
organizational unit (OU) field

DN on the hub’s certificate

ge-0/0/1.0

All Spokes

1111

DN on the hub’s certificate

DN on the spoke’s certificate

Spoke 1: fe-0/0/1.0

Spoke 2: ge-0/0/1.0



Table 40: AutoVPN Basic OSPF Configuration for Hub and All Spokes (continued)

Option Hub All Spokes

VPN:

Bind interface st0.0 st0.0

Establish tunnels (not configured) Immediately on configuration commit

Table 41 on page 431 shows the configuration options that are different on each spoke.

Table 41: Comparison Between the Basic OSPF Spoke Configurations

Option Spoke 1 Spoke 2

st0.0 interface 10.10.10.2/24 10.10.10.3/24

Interface to internal network fe-0.0/4.0: 60.60.60.1/24 fe-0.0/4.0: 70.70.70.1/24
Interface to Internet fe-0/0/1.0: 2.2.2.1/30 ge-0/0/1.0: 3.3.3.1/30

Routing information for all devices is exchanged through the VPN tunnels.

NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security
Policies Overview.

Topology
Figure 22 on page 432 shows the SRX Series devices to be configured for AutoVPN in this example.
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Figure 22: Basic AutoVPN Deployment with OSPF
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Configuration
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To configure AutoVPN, perform these tasks:



NOTE: The first section describes how to obtain CA and local certificates online using the Simple
Certificate Enrollment Protocol (SCEP) on the hub and spoke devices.

Enroll Device Certificates with SCEP

Step-by-Step Procedure
To enroll digital certificates with SCEP on the hub:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email hub@example.net ip-address 1.1.1.1 subject
DC=example.net,CN=hub,0U=SLT,O=example,L=Bangalore,ST=KA,C=IN challenge-password <password>
5. Verify the local certificate.
user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3



Serial number: 40a6d5300000000258d
Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Bangalore, Common name: hub, Domain component: example.net
Subject string:
C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SLT, CN=hub
Alternate subject: "hub@example.net', example.net, 1.1.1.1
Validity:
Not before: 11- 6-2012 09:39
Not after: 11- 6-2013 09:49
Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:c9:¢9:¢cc:30:b6:7a:86:12:89:b5:18:b3:76
0l:2d:cc:65:a8:a8:42:78:cd:d0:9a:a2:cO:aa:c4:bd:-da:af:88:f3
2a:78:1f:0a:58:e€6:11:2c:81:8F:0e:7c:de:86:fc:48:4c:28:5b:8b
34:91:Ff:2e:91:e7:b5:bd:79:12:de:39:46:d9:fb:5c:91:41:d1l:da
90:15:09:00:9b:90:07:9d:50:92:7d:FF:fb:3F:3c:bc:34:e7:e3:c8
ea:cbh:99:18:b4:b6:1d:a8:99:d3:36:b9:1b:36:ef:3e-al:fd:48:82
6a:da:z22:07:da:e0:d2:55:ef:57:be:09:7a:0e:17:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1 .crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:
el:f7:al:a6:1e:¢c3:97:69:a5:07:9b:09:14:1a:c7:ae:09:Ff1:f6:35 (shal)
a0:02:fa:8d:5c:63:e5:6d:f7:f4:78:56:ac:4e:b2:c4 (md5)
Auto-re-enrolIment:
Status: Disabled
Next trigger time: Timer not started

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 1:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.



user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name

example.net email spokel@example.net ip-address 2.2.2.1 subject

DC=example.net,CN=spokel,0U=SLT,0=example,L=Mysore,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate

identifier:

Certificate version: 3

Serial number:

Issuer:

Locall

40a7975f00000000258e

Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:

Organization: example, Organizational unit: SLT, Country: IN, State: KA,

Locality: Mysore, Common name: spokel, Domain component: example.net

Subject string:

C=IN, DC=example.net, ST=KA, L=Mysore,

Alternate subject: "spokel@example.net",
Validity:
Not before: 11- 6-2012 09:40

Not after:

Public key

30:
b0:
c9:
90:
4a:
1b:
e4:

81:89:
c7:8a:
25:d9:
01:08:
£5:92:
6b:01:
24:1a:

11- 6-2013 09:50

algorithm: rsaEncryption(1024

ee:c8

02:81:

74:-a2:
33:33:
b7:57:
96:15:
19:0d:

81:00:
:d7:a6
8l:ad:
75:2c:
ae:73:
Oa:lc:
14:2c:

4b:94

d8:45:
td2:e2:
ea:e0:
44:26:
4f:8e:
54:e3:

09:77:
e7:20:
38:a0:
£8:25:
56:71:
db:f8:
a4:04:

cd:36:
46:2b:
2f:-2d:
18:97:
ab:81:
ec:ec:
91:3f:

O=example, OU=SLT, CN=spokel
example.net, 2.2.2.1

bits)

9a:6f:58:44:18:91:db
26:1a:92:e2:4e:8a:ce
ab:a6:58:ac:88:35:f4
96:e4:28:de:3b:35:12
54:1d:75:88:77:13:64
27:5b:86:39:c1:09:al
cb:ef:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption



Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1 .crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:
b6:24:2a:0e:96:5d:8c:4a:11:f3:5a:24:89:7c:df:ea:d5:c0:80:56 (shal)
31:58:7f:15:bb:d4:66:b8:76:1a:42:4a:8a:16:b3:a9 (md5)
Auto-re-enrollment:
Status: Disabled
Next trigger time: Timer not started

NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration
on the hub includes ou=SLT to identify the spoke.

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 2:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.



user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spoke2@example.net ip-address 3.3.3.1 subject
DC=example.net,CN=spoke2,0U=SLT,O=example,L=Tumkur,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3
Serial number: 40bb71d400000000258F
Issuer:

Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:

Organization: example, Organizational unit: SLT, Country: IN, State: KA,

Locality: Tumkur, Common name: spoke2, Domain component: example.net
Subject string:

C=IN, DC=example.net, ST=KA, L=Tumkur, O=example, OU=SLT, CN=spoke2
Alternate subject: "spoke2@example.net'", example.net, 3.3.3.1
Validity:

Not before: 11- 6-2012 10:02

Not after: 11- 6-2013 10:12
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:b6:2e:e2:da:eb6:ac:57:-e4:5d:ff:de:f6:89

27:d6:3e:1b:4a:3f:b2:2d:b3:d3:61:ed:ed:6a:07:d9:8a:d2:24:03
77:1la:fe:84:e1:12:8a:2d:63:6e:bf:02:6b:15:96:5a:4F:37:a0:46
44:09:96:c0:fd:bb:ab:79:2c:5d:92:bd:31:f0:3b:29:51:ce:89:8e
7c:2b:02:d0:14:5b:0a:a9:02:93:21:ea:f9:fc:4a:e7:08:bc:bl:6d
7c:18:3e:53:58:8e:11:86:13:Fe:78:b5:df:0b:8e:53:00:4a:46:11
58:4a:38:€9:82:43:d8:25:47:7d:ef:18:f0:ef-a7:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:

http://ca-serverl/CertEnrol 1/CASERVER1.crl

File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

la:6d:77:ac:fd:94:68:ce:cf:8a:85:f0:39:fc:e0:6b:fd:fe:b8:66 (shal)

00:b1:32:5F:7b:24:9c:e5:02:€6:72:75:9e:a5:f4:77 (md5)
Auto-re-enrol Iment:

Status: Disabled

Next trigger time: Timer not started



NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration
on the hub includes ou=SLT to identify the spoke.

Configuring the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 1.1.1.1/30

set interfaces ge-0/0/3 unit O family inet address 50.50.50.1/24

set interfaces stO unit 0 multipoint

set interfaces stO unit O family inet address 10.10.10.1/24

set protocols ospf area 0.0.0.0 interface st0.0 interface-type p2mp

set protocols ospf area 0.0.0.0 interface st0.0 dynamic-neighbors

set protocols ospf area 0.0.0.0 interface ge-0/0/3.0

set routing-options static route 2.2.2.0/30 next-hop 1.1.1.2

set routing-options static route 3.3.3.0/30 next-hop 1.1.1.2

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc

set security ike policy ike-policyl mode main

set security ike policy ike-policy1 proposals ike-proposal

set security ike policy ike-policy1 certificate local-certificate Locall

set security ike gateway hub-to-spoke-gw ike-policy ike-policyl

set security ike gateway hub-to-spoke-gw dynamic distinguished-name wildcard OU=SLT
set security ike gateway hub-to-spoke-gw dynamic ike-user-type group-ike-id
set security ike gateway hub-to-spoke-gw local-identity distinguished-name
set security ike gateway hub-to-spoke-gw external-interface ge-0/0/1.0

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbc

set security ipsec policy vpn-policyl perfect-forward-secrecy keys group14
set security ipsec policy vpn-policyl proposals ipsec-proposal

set security ipsec vpn hub-to-spoke-vpn bind-interface st0.0

set security ipsec vpn hub-to-spoke-vpn ike gateway hub-to-spoke-gw

set security ipsec vpn hub-to-spoke-vpn ike ipsec-policy vpn-policyl

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces st0.0



set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/3.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the hub:

1. Configure the interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit 0 family inet address 1.1.1.1/30
user@host# set ge-0/0/3 unit 0 family inet address 50.50.50.1/24
user@host# set stO unit O multipoint

user@host# set stO unit O family inet address 10.10.10.1/24

2. Configure the routing protocol.

[edit protocols ospf]

user@host# set area 0.0.0.0 interface st0.0 interface-type p2mp
user@host# set area 0.0.0.0 interface st0.0 dynamic-neighbors
user@host# set area 0.0.0.0 interface ge-0/0/3.0

[edit routing-options]
user@host# set static route 2.2.2.0/30 next-hop 1.1.1.2
user@host# set static route 3.3.3.0/30 next-hop 1.1.1.2

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-cbhc



[edit security ike policy ike-policy1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike gateway hub-to-spoke-gw]

user@host# set ike-policy ike-policy1

user@host# set dynamic distinguished-name wildcard OU=SLT
user@host# set dynamic ike-user-type group-ike-id
user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/1.0

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy1]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn hub-to-spoke-vpn]
user@host# set bind-interface st0.0
user@host# set ike gateway hub-to-spoke-gw
user@host# set ike ipsec-policy vpn-policyl

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces st0.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/3.0

6. Configure the default security policy.



[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols,
show routing-options, show security ike, show security ipsec, show security zones, show security policies,
and show security pki commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family inet {
address 1.1.1.1/30;

ge-0/0/3 {
unit O {
family inet {
address 50.50.50.1/24;

}
stO {
unit O §
multipoint;
family inet {
address 10.10.10.1/24;

[edit]



user@host# show protocols
ospf {
area 0.0.0.0 {
interface st0.0 {
interface-type p2mp;
dynamic-neighbors;
}
interface ge-0/0/3.0;

}

[edit]

user@host# show routing-options

static {
route 2.2.2.0/30 next-hop 1.1.1.2;
route 3.3.3.0/30 next-hop 1.1.1.2;

}

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy1 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Locall;

}
gateway hub-to-spoke-gw {
ike-policy ike-policy1;
dynamic {
distinguished-name {
wildcard OU=SLT;
}
ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/1.0;
}
[edit]
user@host# show security ipsec



traceoptions {
flag all;

proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;
}
policy vpn-policy1 {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn hub-to-spoke-vpn {
bind-interface st0.0;
ike {
gateway hub-to-spoke-gw;
ipsec-policy vpn-policy1;

}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
st0.0;
ge-0/0/1.0;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;



}

interfaces {
ge-0/0/3.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profilel {
ca-identity ca-profilel;
enrollment {
url http://pc4/certsrv/mscep/mscep.dll;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 1

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces fe-0/0/1 unit O family inet address 2.2.2.1/30

set interfaces fe-0/0/4 unit O family inet address 60.60.60.1/24

set interfaces stO unit 0 multipoint

set interfaces stO unit O family inet address 10.10.10.2/24

set protocols ospf area 0.0.0.0 interface st0.0 interface-type p2mp

set protocols ospf area 0.0.0.0 interface st0.0 neighbor 10.10.10.1

set protocols ospf area 0.0.0.0 interface fe-0/0/4.0

set routing-options static route 1.1.1.0/30 next-hop 2.2.2.2

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc



set security ike policy ike-policyl mode main

set security ike policy ike-policyl proposals ike-proposal

set security ike policy ike-policy1 certificate local-certificate Locall

set security ike gateway spoke-to-hub-gw ike-policy ike-policy1

set security ike gateway spoke-to-hub-gw address 1.1.1.1

set security ike gateway spoke-to-hub-gw local-identity distinguished-name

set security ike gateway spoke-to-hub-gw remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw external-interface fe-0/0/1.0

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbc

set security ipsec policy vpn-policyl perfect-forward-secrecy keys group14

set security ipsec policy vpn-policyl proposals ipsec-proposal

set security ipsec vpn spoke-to-hub bind-interface st0.0

set security ipsec vpn spoke-to-hub ike gateway spoke-to-hub-gw

set security ipsec vpn spoke-to-hub ike ipsec-policy vpn-policyl

set security ipsec vpn spoke-to-hub establish-tunnels immediately

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces fe-0/0/1.0

set security zones security-zone untrust interfaces st0.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces fe-0/0/4.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 1:

1. Configure interfaces.

[edit interfaces]

user@host# set fe-0/0/1 unit O family inet address 2.2.2.1/30
user@host# set fe-0/0/4 unit O family inet address 60.60.60.1/24
user@host# set stO unit O multipoint

user@host# set stO unit O family inet address 10.10.10.2/24

2. Configure the routing protocol.



[edit protocols ospf]

user@host# set area 0.0.0.0 interface st0.0 interface-type p2mp
user@host# set area 0.0.0.0 interface st0.0 neighbor 10.10.10.1
user@host# set area 0.0.0.0 interface fe-0/0/4.0

[edit routing-options]
user@host# set static route 1.1.1.0/30 next-hop 2.2.2.2

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-cbhc

[edit security ike policy ike-policy1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike gateway spoke-to-hub-gw]
user@host# set ike-policy ike-policy1

user@host# set address 1.1.1.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface fe-0/0/1.0

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy1]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn spoke-to-hub]
user@host# set bind-interface st0.0



user@host# set ike gateway spoke-to-hub-gw
user@host# set ike ipsec-policy vpn-policyl
user@host# set establish-tunnels immediately

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/1.0

user@host# set interfaces st0.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/4.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols,
show routing-options, show security ike, show security ipsec, show security zones, show security policies,
and show security pki commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
fe-0/0/1{

unit O {



family inet {
address 2.2.2.1/30;

fe-0/0/4 {
unit O {
family inet {
address 60.60.60.1/24;

}
stO {
unit O {
multipoint;
family inet {
address 10.10.10.2/24;

}
[edit]
user@host# show protocols
ospf {
area 0.0.0.0 {
interface st0.0 {
interface-type p2mp;
neighbor 10.10.10.1;
}
interface fe-0/0/4.0;

}

[edit]

user@host# show routing-options

static {
route 1.1.1.0/30 next-hop 2.2.2.2;

}

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;



policy ike-policy1 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Locall;

}
gateway spoke-to-hub-gw {
ike-policy ike-policy1;
address 1.1.1.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface fe-0/0/1.0;
}
[edit]
user@host# show security ipsec
proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;

policy vpn-policy1 {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn spoke-to-hub {
bind-interface st0.0;
ike {
gateway spoke-to-hub-gw;
ipsec-policy vpn-policy1;
}
establish-tunnels immediately;
}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;



}

interfaces {
fe-0/0/1.0;
st0.0;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/4.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profile1 {
ca-identity ca-profilel;
enrollment {
url http://pc4/certsrv/mscep/mscep.dll;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 2

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.



set interfaces ge-0/0/1 unit O family inet address 3.3.3.1/30

set interfaces fe-0/0/4 unit O family inet address 70.70.70.1/24

set interfaces stO unit 0 multipoint

set interfaces stO unit O family inet address 10.10.10.3/24

set protocols ospf area 0.0.0.0 interface st0.0 interface-type p2mp

set protocols ospf area 0.0.0.0 interface st0.0 neighbor 10.10.10.1

set protocols ospf area 0.0.0.0 interface fe-0/0/4.0

set routing-options static route 1.1.1.1/32 next-hop 3.3.3.2

set security ike proposal ike-proposal authentication-method rsa-signatures
set security ike proposal ike-proposal dh-group group2

set security ike proposal ike-proposal authentication-algorithm shal

set security ike proposal ike-proposal encryption-algorithm aes-128-cbc

set security ike policy ike-policyl mode main

set security ike policy ike-policyl proposals ike-proposal

set security ike policy ike-policy1 certificate local-certificate Locall

set security ike gateway spoke-to-hub-gw ike-policy ike-policy1

set security ike gateway spoke-to-hub-gw address 1.1.1.1

set security ike gateway spoke-to-hub-gw local-identity distinguished-name
set security ike gateway spoke-to-hub-gw remote-identity distinguished-name
set security ike gateway spoke-to-hub-gw external-interface ge-0/0/1.0

set security ipsec proposal ipsec-proposal protocol esp

set security ipsec proposal ipsec-proposal authentication-algorithm hmac-md5-96
set security ipsec proposal ipsec-proposal encryption-algorithm des-cbc

set security ipsec policy vpn-policy1 perfect-forward-secrecy keys group14
set security ipsec policy vpn-policyl proposals ipsec-proposal

set security ipsec vpn spoke-to-hub bind-interface st0.0

set security ipsec vpn spoke-to-hub ike gateway spoke-to-hub-gw

set security ipsec vpn spoke-to-hub ike ipsec-policy vpn-policyl

set security ipsec vpn spoke-to-hub establish-tunnels immediately

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone untrust interfaces st0.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces fe-0/0/4.0

set security policies default-policy permit-all

set security pki ca-profile ca-profilel ca-identity ca-profilel

set security pki ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
set security pki ca-profile ca-profilel revocation-check disable

Step-by-Step Procedure



The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 2:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit O family inet address 3.3.3.1/30
user@host# set fe-0/0/4 unit O family inet address 70.70.70.1/24
user@host# set stO unit 0 multipoint

user@host# set stO unit O family inet address 10.10.10.3/24

2. Configure the routing protocol.

[edit protocols ospf]

user@host# set area 0.0.0.0 interface st0.0 interface-type p2mp
user@host# set area 0.0.0.0 interface st0.0 neighbor 10.10.10.1
user@host# set area 0.0.0.0 interface fe-0/0/4.0

[edit routing-options]
user@host# set static route 1.1.1.1/32 next-hop 3.3.3.2

3. Configure Phase 1 options.

[edit security ike proposal ike-proposal]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group2

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-128-chc

[edit security ike policy ike-policy1]

user@host# set mode main

user@host# set proposals ike-proposal
user@host# set certificate local-certificate Locall

[edit security ike gateway spoke-to-hub-gw]
user@host# set ike-policy ike-policy1

user@host# set address 1.1.1.1

user@host# set local-identity distinguished-name
user@host# set remote-identity distinguished-name
user@host# set external-interface ge-0/0/1.0



4. Configure Phase 2 options.

[edit security ipsec proposal ipsec-proposal]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-md5-96
user@host# set encryption-algorithm des-cbc

[edit security ipsec policy vpn-policy1]
user@host# set perfect-forward-secrecy keys group14
user@host# set proposals ipsec-proposal

[edit security ipsec vpn spoke-to-hub]
user@host# set bind-interface st0.0
user@host# set ike gateway spoke-to-hub-gw
user@host# set ike ipsec-policy vpn-policyl
user@host# set establish-tunnels immediately

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces st0.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces fe-0/0/4.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ca-profilel ca-identity ca-profilel

user@host# set ca-profile ca-profilel enrollment url http://pc4/certsrv/mscep/mscep.dll
user@host# set ca-profile ca-profilel revocation-check disable



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols,
show routing-options, show security ike, show security ipsec, show security zones, show security policies,
and show security pki commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family inet {
address 3.3.3.1/30;

fe-0/0/4 {
unit O {
family inet {
address 70.70.70.1/24;

}
stO {
unit O {
multipoint;
family inet {
address 10.10.10.3/24;

}
[edit]
user@host# show protocols
ospf {
area 0.0.0.0 {
interface st0.0 {
interface-type p2mp;
neighbor 10.10.10.1;
}
interface fe-0/0/4.0;

}

[edit]

user@host# show routing-options
static {



route 1.1.1.1/32 next-hop 3.3.3.2;

}

[edit]

user@host# show security ike

proposal ike-proposal {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shai;
encryption-algorithm aes-128-cbc;

policy ike-policy1 {
mode main;
proposals ike-proposal;
certificate {
local-certificate Local1;

}
gateway spoke-to-hub-gw {
ike-policy ike-policy1;
address 1.1.1.1;
local-identity distinguished-name;
remote-identity distinguished-name;
external-interface ge-0/0/1.0;
}
[edit]
user@host# show security ipsec
proposal ipsec-proposal {
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algorithm des-cbc;

policy vpn-policy1 {
perfect-forward-secrecy {
keys group14;
}
proposals ipsec-proposal;
}
vpn spoke-to-hub {
bind-interface st0.0;
ike {
gateway spoke-to-hub-gw;
ipsec-policy vpn-policy1;
}

establish-tunnels immediately;



}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
ge-0/0/1.0;
st0.0;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
fe-0/0/4.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ca-profilel {
ca-identity ca-profilel;
enrollment {
url http://pc4/certsrv/mscep/mscep.dll;
}
revocation-check {
disable;



If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying IKE Phase 1 Status | 457
Verifying IPsec Phase 2 Status | 458
Verifying IPsec Next-Hop Tunnels | 458
Verifying OSPF | 459

Verifying Learned Routes | 459

Confirm that the configuration is working properly.

Verifying IKE Phase 1 Status

Purpose
Verify the IKE Phase 1 status.

Action

From operational mode, enter the show security ike security-associations command.

user@host> show security ike security-associations

Index State Initiator cookie Responder cookie Mode Remote Address

5480159 UP 22432Fb6Ff7fbc389 412b751F79b45099 Main 2.2.2.1

5480161 UP d455050707bc3eaf b3ddell11232270d2 Main 3.3.3.1
Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external interface
settings in your configuration. Phase 1 proposal parameters must match on the hub and spokes.



Verifying IPsec Phase 2 Status

Purpose
Verify the IPsec Phase 2 status.

Action
From operational mode, enter the security ipsec security-associations command.

user@host> security ipsec security-associations

Total active tunnels: 2

ID Algorithm SP1 Life:sec/kb Mon vsys Port Gateway
<268173400 ESP:des/ md5 f38eeal2 2954/ unlim root 500 2.2.2.1
>268173400 ESP:des/ md5 bb48d228 2954/ unlim root 500 2.2.2.1
<268173401 ESP:des/ md5 bcd1390b 3530/ unlim root 500 3.3.3.1
>268173401 ESP:des/ md5 77fcf6e2 3530/ unlim - root 500 3.3.3.1

Meaning

The show security ipsec security-associations command lists all active IKE Phase 2 SAs. If no SAs are
listed, there was a problem with Phase 2 establishment. Check the IKE policy parameters and external
interface settings in your configuration. Phase 2 proposal parameters must match on the hub and spokes.

Verifying IPsec Next-Hop Tunnels

Purpose

Verify the IPsec next-hop tunnels.
Action
From operational mode, enter the show security ipsec next-hop-tunnels command.

user@host> show security ipsec next-hop-tunnels

Next-hop gateway interface IPSec VPN name Flag IKE-ID
XAUTH username

10.10.10.2 st0.0 hub-to-spoke-vpn Auto C=IN,

DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel

10.10.10.3 st0.0 hub-to-spoke-vpn Auto C=IN,

DC=example.net, ST=KA, L=Tumkur, O=example, OU=SLT, CN=spoke2

Meaning

The next-hop gateways are the IP addresses for the stO interfaces of the spokes. The next hop should be
associated with the correct IPsec VPN name.



Verifying OSPF

Purpose

Verify that OSPF references the IP addresses for the stO interfaces of the spokes.

Action

From operational mode, enter the show ospf neighbor command.

user@host> show ospf neighbor

Address Interface State 1D Pri
10.10.10.3 st0.0 Full 10.255.226.179 128
10.10.10.2 st0.0 Full 10.207.36.182 128

Verifying Learned Routes

Purpose

Verify that routes to the spokes have been learned.

Action

From operational mode, enter the show route 60.60.60.0 command.

user@host> show route 60.60.60.0

inet._0: 48 destinations, 48 routes (47 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

60.60.60.0/24 *[OSPF/10] 00:51:13, metric 2
> to 10.10.10.2 via st0.0

From operational mode, enter the show route 70.70.70.0 command.

user@host> show route 70.70.70.0

inet.0: 48 destinations, 48 routes (47 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

70.70.70.0/24 *[OSPF/10] 00:51:48, metric 2
> to 10.10.10.3 via st0.0

Dead
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Example: Configuring AutoVPN with OSPFv3 for IPvé6 Traffic
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This example shows how to configure an AutoVPN hub to act as a single termination point, and then
configure two spokes to act as tunnels to remote sites. This example configures AutoVPN for IPvé
environment using OSPFv3 to forward packets through the VPN tunnels.

Requirements

This example uses the following hardware and software components:

e Three supported SRX Series devices as AutoVPN hub and spokes.

e Junos OS Release 18.1R1 and later releases.
Before you begin:

o Obtain the address of the certificate authority (CA) and the information they require (such as the challenge
password) when you submit requests for local certificates.

NOTE: You should be familiar with the dynamic routing protocol that is used to forward packets
through the VPN tunnels.



Overview

This example shows the configuration of an AutoVPN with OSPFv3 routing protocol on hub and the
subsequent configurations of two spokes.

In this example, the first step is to enroll digital certificates in each device using the Simple Certificate
Enrollment Protocol (SCEP). The certificates for the spokes contain the organizational unit (OU) value
“SLT” in the subject field; the hub is configured with a group IKE ID to match the value “SLT” in the OU
field.

The spokes establish IPsec VPN connections to the hub, which allows them to communicate with each
other as well as access resources on the hub. Phase 1 and Phase 2 IKE tunnel options configured on the
AutoVPN hub and all spokes must have the same values. Table 42 on page 461 shows the options used in
this example.

Table 42: Phase 1 and Phase 2 Options for AutoVPN Hub and Spoke Basic OSPFv3 Configurations

Option Value

IKE proposal:

Authentication method RSA digital certificates
Diffie-Hellman (DH) group 19

Authentication algorithm SHA-384

Encryption algorithm AES 256 CBC

IKE policy:

Mode Main

IPsec proposal:

Protocol ESP

Lifetime seconds 3000
Encryption algorithm AES 256 GCM
IPsec policy:

Perfect Forward Secrecy (PFS) group 19



The same certificate authority (CA) is configured on all devices.

Table 43 on page 462 shows the options configured on the hub and on all spokes.

Table 43: AutoVPN OSPFv3 Configuration for Hub and All Spokes

Option

IKE gateway:

Remote IP address

Remote IKE ID

Local IKE ID

External interface

VPN:

Bind interface

Establish tunnels

Hub

Dynamic

Distinguished name (DN) on the spoke’s
certificate with the string SLT in the
organizational unit (OU) field

DN on the hub’s certificate

ge-0/0/0

st0.1

(not configured)

All Spokes

2001:db8:2000::1

DN on the hub’s certificate

DN on the spoke’s certificate

Spoke 1: ge-0/0/0.0

Spoke 2: ge-0/0/0.0

st0.1

Immediately on configuration commit

Table 44 on page 462 shows the configuration options that are different on each spoke.

Table 44: Comparison Between the OSPFv3 Spoke Configurations

Option

st0.1 interface

Interface to internal network

Interface to Internet

Spoke 1

2001:db8:7000::2/64

(ge-0/0/1.0) 2001:db8:4000::1/64

(ge-0/0/0.0) 2001:db8:3000::2/64

Spoke 2

2001:db8:7000::3/64

(ge-0/0/1.0) 2001:db8:6000::1/64

(ge-0/0/0.0) 2001:db8:5000::2/64

Routing information for all devices is exchanged through the VPN tunnels.



NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security

Policies Overview.

Topology

Figure 23 on page 463 shows the SRX Series devices to be configured for AutoVPN in this example.

Figure 23: Basic AutoVPN Deployment with OSPFv3
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Configuration

IN THIS SECTION

Enroll Device Certificates with SCEP | 464
Configuring the Hub | 469
Configuring Spoke 1 | 476
Configuring Spoke 2 | 484

To configure AutoVPN, perform these tasks:

NOTE: The first section describes how to obtain CA and local certificates online using the Simple
Certificate Enrollment Protocol (SCEP) on the hub and spoke devices.

Enroll Device Certificates with SCEP

Step-by-Step Procedure
To enroll digital certificates with SCEP on the hub:

1. Configure the CA.
[edit]
user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel
user@host# set security pki ca-profile ca-profilel enrollment url
http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll

user@host# set security pki ca-profile ca-profilel revocation-check disable
user@host# commit

2. Enroll the CA certificate.
user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.



user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email hub@example.net ip-address 1.1.1.1 subject
DC=example.net,CN=hub,0U=SLT,O=example,L=Bangalore,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall

Certificate version: 3

Serial number: 40a6d5f300000000258d

Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Bangalore, Common name: hub, Domain component: example.net

Subject string:
C=IN, DC=example.net, ST=KA, L=Bangalore, O=example, OU=SLT, CN=hub

Alternate subject: "hub@example.net', example.net, 1.1.1.1

Validity:
Not before: 11- 6-2012 09:39
Not after: 11- 6-2013 09:49

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:c9:¢9:¢cc:30:b6:7a:86:12:89:b5:18:b3:76
0l:2d:cc:65:a8:a8:42:78:cd:d0:9a:a2:cO:aa:c4:bd:-da:af:88:f3
2a:78:1f:0a:58:€6:11:2c:81:8Ff:0e:7c:de:86:fc:48:4c:28:5b:8b
34:91:Ff:2e:91:e7:b5:bd:79:12:de:39:46:d9:fb:5c:91:41:d1l:da
90:¥5:09:00:9b:90:07:9d:50:92:7d:FF:fb:3F:3c:bc:34:e7:e3:c8
ea:cbh:99:18:b4:b6:1d:a8:99:d3:36:b9:1b:36:ef:3e-al:fd:48:82
6a:da:z22:07:da:e0:d2:55:ef:57:be:09:7a:0e:17:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1.crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl

Fingerprint:
el:f7:al:a6:1e:¢c3:97:69:a5:07:9b:09:14:1a:c7:ae:09:f1:f6:35 (shal)
a0:02:fa:8d:5c:63:e5:6d:f7:f4:78:56:ac:4e:b2:c4 (md5)



Auto-re-enrollment:
Status: Disabled
Next trigger time: Timer not started

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 1:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel

user@host# set security pki ca-profile ca-profilel enrollment url
http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll

user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spokel@example.net ip-address 2.2.2.1 subject
DC=example.net,CN=spokel,0U=SLT,0=example,L=Mysore,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3



Serial number: 40a7975f00000000258e
Issuer:

Common name: CASERVER1, Domain component: net, Domain component: internal

Subject:

Organization: example, Organizational unit: SLT, Country:

Subject string:

IN, State: KA,
Locality: Mysore, Common name: spokel, Domain component: example.net

C=IN, DC=example.net, ST=KA, L=Mysore, O=example, OU=SLT, CN=spokel
Alternate subject: "spokel@example.net', example.net, 2.2.2.1

Validity:
Not before: 11- 6-2012 09:40
Not after: 11- 6-2013 09:50
Public key algorithm: rsaEncryption(1024 bits)

30:81:89:02:81:81:00:d8:45:09:77:cd:36:9a:6f:
b0:c7:8a:ee:c8:d7:a6:d2:e2:e7:20:46:2b:26:1a:
Cc9:25:d9:74:a2:81:ad:ea:e0:38:a0:2f:2d:ab:a6:
90:01:08:33:33:75:2c:44:26:18:25:18:97:96:e4:
4a:f5:92:b7:57:ae:73:4F:8e:56:71:ab:81:54:1d:
1b:6b:01:96:15:0a:1c:54:e3:db:f8:ec:ec:27:5b:
€4:24:1a:19:0d:14:2c:4b:94:a4:04:91:3fF:cb:ef:

Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1/CASERVER1 .crl
File://\\ca-serverl\CertEnrol INCASERVER1.crl
Fingerprint:

b6:24:2a:0e:96:5d:8c:4a:11:f3:5a:24:89:7c:df:
31:58:7F:15:bb:d4:66:b8:76:1a:42:4a:8a:16:b3:

Auto-re-enrollment:
Status: Disabled
Next trigger time: Timer not started

58:
92:
58:
28:
75:
86:
02:

ea:

44:
e2:
ac:
de:
88:
39:
03:

d5:

18:
de:
88:
3b:
77:
cl:
01:

cO:

a9 (md5)

91:
8a:
35:
35:
13:
09:
00:

80:

db
ce
T4
T2
64
al
01

56

(shal)

NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration

on the hub includes ou=SLT to identify the spoke.

Step-by-Step Procedure
To enroll digital certificates with SCEP on spoke 2:

1. Configure the CA.

[edit]

user@host# set security pki ca-profile ca-profilel ca-identity ca-profilel



user@host# set security pki ca-profile ca-profilel enrollment url
http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll

user@host# set security pki ca-profile ca-profilel revocation-check disable

user@host# commit

2. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile ca-profilel

Type yes at the prompt to load the CA certificate.

3. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Locall

4. Enroll the local certificate.

user@host> request security pki local-certificate enroll ca-profile ca-profilel certificate-id Locall domain-name
example.net email spoke2@example.net ip-address 3.3.3.1 subject
DC=example.net,CN=spoke2,0U=SLT,O=example,L=Tumkur,ST=KA,C=IN challenge-password <password>

5. Verify the local certificate.

user@host> show security pki local-certificate detail

Certificate identifier: Locall
Certificate version: 3
Serial number: 40bb71d400000000258F
Issuer:
Common name: CASERVER1, Domain component: net, Domain component: internal
Subject:
Organization: example, Organizational unit: SLT, Country: IN, State: KA,
Locality: Tumkur, Common name: spoke2, Domain component: example.net
Subject string:
C=IN, DC=example.net, ST=KA, L=Tumkur, O=example, OU=SLT, CN=spoke2
Alternate subject: “spoke2@example.net™, example.net, 3.3.3.1
Validity:
Not before: 11- 6-2012 10:02
Not after: 11- 6-2013 10:12
Public key algorithm: rsaEncryption(1024 bits)



30:81:89:02:81:81:00:b6:2e:e2:da:eb6:ac:57:e4:5d:ffF:de:6:89
27:d6:3e:1b:4a:3f:b2:2d:b3:d3:61:ed:ed:6a:07:d9:8a:d2:24:03
77:1a:fe:84:el1:12:8a:2d:63:6e:bf:02:6b:15:96:5a:4Ff:37:a0:46
44:09:96:c0:fd:bb:ab:79:2c:5d:92:bd:31:f0:3b:29:51:ce:89:8e
7c:2b:02:d0:14:5b:0a:a9:02:93:21:ea:f9:fc:4a:e7:08:bc:bl:6d
7c:¥8:3e:53:58:8e:11:86:13:Fe:78:b5:df:0b:8e:53:00:4a:46:11
58:4a:38:€9:82:43:d8:25:47:7d:ef:18:f0:ef:a7:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption
Distribution CRL:
http://ca-serverl/CertEnrol 1I/CASERVER1 . crl
Ffile://\\ca-serverl\CertEnrol IN\CASERVER1 .crl
Fingerprint:
la:6d:77:ac:fd:94:68:ce:cf:8a:85:1f0:39:fc:e0:6b:fd:Fe:b8:66 (shal)
00:b1:32:5F:7b:24:9c:e5:02:e6:72:75:9e:a5:f4:77 (md5)
Auto-re-enrol Iment:
Status: Disabled
Next trigger time: Timer not started

NOTE: The organizational unit (OU) shown in the subject field is SLT. The IKE configuration
on the hub includes ou=SLT to identify the spoke.

Configuring the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile ROOT-CA ca-identity ROOT-CA

set security pki ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
set security pki ca-profile ROOT-CA enrollment retry 5

set security pki ca-profile ROOT-CA enrollment retry-interval O

set security pki ca-profile ROOT-CA revocation-check disable

set security ike traceoptions file ik

set security ike traceoptions flag all

set security ike proposal IKE_PROP authentication-method rsa-signatures
set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP authentication-algorithm sha-384

set security ike proposal IKE_PROP encryption-algorithm aes-256-cbc
set security ike proposal IKE_PROP lifetime-seconds 6000



set security ike policy IKE_POL mode main

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate HUB

set security ike gateway IKE_GWA _1 ike-policy IKE_POL

set security ike gateway IKE_GWA_1 dynamic distinguished-name wildcard OU=SLT
set security ike gateway IKE_GWA _1 dead-peer-detection always-send

set security ike gateway IKE_GWA _1 dead-peer-detection interval 10

set security ike gateway IKE_GWA_1 dead-peer-detection threshold 3

set security ike gateway IKE_GWA _1 local-identity distinguished-name

set security ike gateway IKE_GWA _1 external-interface ge-0/0/0

set security ike gateway IKE_GWA_1 version v1-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm

set security ipsec proposal IPSEC_PROP lifetime-seconds 3000

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19

set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPNA_1 bind-interface st0.1

set security ipsec vpn IPSEC_VPNA_1 ike gateway IKE_GWA _1

set security ipsec vpn IPSEC_VPNA_1 ike ipsec-policy IPSEC_POL

set security policies default-policy permit-all

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols ospf3
set security zones security-zone untrust interfaces ge-0/0/1.0

set security zones security-zone untrust interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols ospf3

set security zones security-zone trust interfaces ge-0/0/0.0

set interfaces ge-0/0/0 unit O family inet6 address 2001:db8:2000::1/64

set interfaces ge-0/0/1 unit O family inet6 address 2001:db8:1000::2/64

set interfaces stO unit 1 multipoint

set interfaces stO unit 1 family ineté address 2001:db8:7000::1/64

set routing-options rib inet6.0 static route 2001:db8:3000::/64 next-hop 2001:db8:2000::2
set routing-options rib inet6.0 static route 2001:db8:5000::/64 next-hop 2001:db8:2000::2
set protocols ospf3 traceoptions file ospf

set protocols ospf3 traceoptions flag all

set protocols ospf3 area 0.0.0.0 interface st0.1 interface-type p2mp

set protocols ospf3 area 0.0.0.0 interface st0.1 demand-circuit

set protocols ospf3 area 0.0.0.0 interface st0.1 dynamic-neighbors

set protocols ospf3 area 0.0.0.0 interface ge-0/0/1.0

Step-by-Step Procedure



The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure the hub:

1. Configure the interfaces.

[edit interfaces]

user@host# set ge-0/0/0 unit O family inet6 address 2001:db8:2000::1/64
user@host# set ge-0/0/1 unit O family ineté address 2001:db8:1000::2/64
user@host# set stO unit 1 multipoint

user@host# set stO unit 1 family inet6 address 2001:db8:7000::1/64

2. Configure the routing protocol.

[edit protocols ospf3]

user@host# set traceoptions file ospf

user@host# set traceoptions flag all

user@host# set area 0.0.0.0 interface st0.1 interface-type p2mp
user@host# set area 0.0.0.0 interface st0.1 demand-circuit
user@host# set area 0.0.0.0 interface st0.1 dynamic-neighbors
user@host# set area 0.0.0.0 interface ge-0/0/1.0

[edit routing-options]
user@host# set rib inet6.0 static route 2001:db8:3000::/64 next-hop 2001:db8:2000::2
user@host# set rib inet6.0 static route 2001:db8:5000::/64 next-hop 2001:db8:2000::2

3. Configure Phase 1 options.

[edit security ike traceoptions]
user@host# set file ik
user@host# set flag all

[edit security ike proposal IKE_PROP]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group19

user@host# set authentication-algorithm sha-384
user@host# set encryption-algorithm aes-256-cbhc
user@host# set lifetime-seconds 6000

[edit security ike policy IKE_POL]
user@host# set mode main
user@host# set proposals IKE_PROP



user@host# set certificate local-certificate HUB

[edit security ike gateway IKE_GWA_1]

user@host# set ike-policy IKE_POL

user@host# set dynamic distinguished-name wildcard OU=SLT
user@host# set dead-peer-detection always-send

user@host# set dead-peer-detection interval 10

user@host# set dead-peer-detection threshold 3

user@host# set local-identity distinguished-name

user@host# set external-interface ge-0/0/0

user@host# set version vi-only

4. Configure Phase 2 options.

[edit security ipsec proposal IPSEC_PROP]
user@host# set protocol esp

user@host# set encryption-algorithm aes-256-gcm
user@host# set lifetime-seconds 3000

[edit security ipsec policy IPSEC_POL]
user@host# set perfect-forward-secrecy keys group19
user@host# set proposals IPSEC_PROP

[edit security ipsec vpn IPSEC_VPNA_1]
user@host# set bind-interface st0.1
user@host# set ike gateway IKE_GWA_1
user@host# set ike ipsec-policy IPSEC_POL

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/1.0

user@host# set interfaces st0.1

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/0.0

6. Configure the default security policy.



[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ROOT-CA ca-identity ROOT-CA

user@host# set ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
user@host# set ca-profile ROOT-CA enrollment retry 5

user@host# set ca-profile ROOT-CA enrollment retry-interval O

user@host# set pki ca-profile ROOT-CA revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols,
show routing-options, show security ike, show security ipsec, show security zones, show security policies,
and show security pki commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family ineté {
address 2001:db8:2000::1/64;

ge-0/0/1 {
unit O {
family ineté {
address 2001:db8:1000::2/64;

}
stO {
unit 1 {
family ineté {
address 2001:db8:7000::1/64;



[edit]
user@host# show protocols
ospf3 {
traceoptions {
file ospf;
flag all;
}
area 0.0.0.0 {
interface st0.1 {
interface-type p2mp;
demand-circuit;
dynamic-neighbors;
}
interface ge-0/0/1.0;

}

[edit]

user@host# show routing-options

rib inet6.0 {
static {
route 2001:db8:3000::/64 next-hop 2001:db8::2;
route 2001:db8:5000::/64 next-hop 2001:db8::2;
}

}

[edit]

user@host# show security ike

traceoptions {
file ik;
flag all;

}

proposal IKE_PROP {
authentication-method rsa-signatures;
dh-group group19;
authentication-algorithm sha-384;
encryption-algorithm aes-256-cbc;
lifetime-seconds 6000;

policy IKE_POL {
mode main;
proposals IKE_PROP;
certificate {
local-certificate HUB;



gateway IKE_GWA_1 {
ike-policy IKE_POL;
dynamic {
distinguished-name {
wildcard OU=SLT;
}
}

dead-peer-detection {
always-send;
interval 10;
threshold 3;
}
local-identity distinguished-name;
external-interface ge-0/0/0.0;
version vi1-only;
}
[edit]
user@host# show security ipsec
proposal IPSEC_PROP {
protocol esp;
authentication-algorithm aes-256-gcm;
set lifetime-seconds 3000;
}
policy IPSEC_POL {
perfect-forward-secrecy {
keys group19;
}
proposals IPSEC_PROP;
}
vpn IPSEC_VPNA_1 {
bind-interface st0.1;
ike {
gateway IKE_GWA_1;
ipsec-policy IPSEC_POL;

}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}

protocols {



ospf3;

}

interfaces {
ge-0/0/1.0;
st0.1;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/0.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ROOT-CA {
ca-identity ROOT-CA,;
enrollment {
url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll;
retry 5;
retry-interval O;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 1

CLI Quick Configuration



To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile ROOT-CA ca-identity ROOT-CA

set security pki ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
set security pki ca-profile ROOT-CA enrollment retry 5

set security pki ca-profile ROOT-CA enrollment retry-interval O

set security pki ca-profile ROOT-CA revocation-check disable

set security ike traceoptions file ik

set security ike traceoptions flag all

set security ike proposal IKE_PROP authentication-method rsa-signatures

set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP authentication-algorithm sha-384

set security ike proposal IKE_PROP encryption-algorithm aes-256-chc

set security ike proposal IKE_PROP lifetime-seconds 6000

set security ike policy IKE_POL mode main

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate SPOKE1

set security ike gateway IKE_GW_SPOKE_1 ike-policy IKE_POL

set security ike gateway IKE_GW_SPOKE_1 address 2001:db8:2000::1

set security ike gateway IKE_GW_SPOKE_1 dead-peer-detection always-send
set security ike gateway IKE_GW_SPOKE_1 dead-peer-detection interval 10
set security ike gateway IKE_GW_SPOKE_1 dead-peer-detection threshold 3
set security ike gateway IKE_GW_SPOKE_1 local-identity distinguished-name
set security ike gateway IKE_GW_SPOKE_1 remote-identity distinguished-name container OU=SLT
set security ike gateway IKE_GW_SPOKE_1 external-interface ge-0/0/0.0

set security ike gateway IKE_GW_SPOKE_1 version v1-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm
set security ipsec proposal IPSEC_PROP lifetime-seconds 3000

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19
set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPN_SPOKE_1 bind-interface st0.1

set security ipsec vpn IPSEC_VPN_SPOKE_1 ike gateway IKE_GW_SPOKE_1
set security ipsec vpn IPSEC_VPN_SPOKE_1 ike ipsec-policy IPSEC_POL

set security ipsec vpn IPSEC_VPN_SPOKE_1 establish-tunnels immediately
set security policies default-policy permit-all

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols ospf3
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols ospf3
set security zones security-zone untrust interfaces st0.1

set security zones security-zone untrust interfaces ge-0/0/1.0



set interfaces ge-0/0/0 unit O family inet6 address 2001:db8:3000::2/64

set interfaces ge-0/0/1 unit O family inet6 address 2001:db8:4000::1/64

set interfaces stO unit 1 family ineté address 2001:db8:7000::2/64

set routing-options rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:3000::1
set protocols ospf3 traceoptions file ospf

set protocols ospf3 traceoptions flag all

set protocols ospf3 area 0.0.0.0 interface st0.1 interface-type p2mp

set protocols ospf3 area 0.0.0.0 interface st0.1 demand-circuit

set protocols ospf3 area 0.0.0.0 interface st0.1 dynamic-neighbors

set protocols ospf3 area 0.0.0.0 interface ge-0/0/1.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 1:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/0 unit O family ineté address 2001:db8:3000::2/64
user@host# set ge-0/0/1 unit O family inet6 address 2001:db8:4000::1/64
user@host# set stO unit 1 family inet6 address 2001:db8:7000::2/64

2. Configure the routing protocol.

[edit protocols ospf3]

user@host# set traceoptions file ospf

user@host# set traceoptions flag all

user@host# set area 0.0.0.0 interface st0.1 interface-type p2mp
user@host# set area 0.0.0.0 interface st0.1 demand-circuit
user@host# set area 0.0.0.0 interface st0.1 dynamic-neighbors
user@host# set area 0.0.0.0 interface ge-0/0/1.0

[edit routing-options]
user@host# set rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:3000::1

3. Configure Phase 1 options.

[edit security ike proposal IKE_PROP]
user@host# set authentication-method rsa-signatures



user@host# set dh-group group19

user@host# set authentication-algorithm sha-384
user@host# set encryption-algorithm aes-256-cbc
user@host# set lifetime-seconds 6000

[edit security ike traceoptions]
user@host# set file ik
user@host# set flag all

[edit security ike policy IKE_POL]

user@host# set mode main

user@host# set proposals IKE_PROP

user@host# set certificate local-certificate SPOKE1

[edit security ike gateway IKE_GW_SPOKE_1]

user@host# set ike-policy IKE_POL

user@host# set address 2001:db8:2000::1

user@host# set dead-peer-detection always-send

user@host# set dead-peer-detection interval 10

user@host# set dead-peer-detection threshold 3

user@host# set local-identity distinguished-name

user@host# set remote-identity distinguished-name container OU=SLT
user@host# set external-interface ge-0/0/0.0

user@host# set version v1-only

4. Configure Phase 2 options.

[edit security ipsec proposal IPSEC_PROPI]
user@host# set protocol esp

user@host# set encryption-algorithm aes-256-gcm
user@host# set lifetime-seconds 3000

[edit security ipsec policy IPSEC_POL]
user@host# set perfect-forward-secrecy keys group19
user@host# set proposals IPSEC_PROP

[edit security ipsec vpn IPSEC_VPN_SPOKE_1]
user@host# set bind-interface st0.1
user@host# set ike gateway IKE_GW_SPOKE_1
user@host# set ike ipsec-policy IPSEC_POL
user@host# set establish-tunnels immediately

5. Configure zones.



[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces st0.1

user@host# set interfaces ge-0/0/1.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/0.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ROOT-CA ca-identity ROOT-CA

user@host# set ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
user@host# set ca-profile ROOT-CA enrollment retry 5

user@host# set ca-profile ROOT-CA enrollment retry-interval O

user@host# set ca-profile ROOT-CA revocation-check disable

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols,
show routing-options, show security ike, show security ipsec, show security zones, show security policies,
and show security pki commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family ineté {
address 2001:db8:3000::2/64;



ge-0/0/1 {
unit O {
family ineté {
address 2001:db8:4000::1/64;

stO {
unit 1 {
family ineté {
address 2001:db8:7000::2/64;

}
[edit]
user@host# show protocols
ospf3 {
traceoptions {
file ospf;
flag all;
}
area 0.0.0.0 {
interface st0.1 {
interface-type p2mp;
demand-circuit;
dynamic-neighbors;
}
interface ge-0/0/1.0;

}
[edit]
user@host# show routing-options
rib inet6.0 {
static {
route 2001:db8:2000::/64 next-hop [ 2001:db8:3000::1 2001:db8:5000::1 ;
}
}
[edit]
user@host# show security ike
traceoptions {
file ik;
flag all;
}
proposal IKE_PROP {



authentication-method rsa-signatures;
dh-group group19;
authentication-algorithm sha-384;
encryption-algorithm aes-256-cbc;
lifetime-seconds 6000;

}

policy IKE_POL {
mode main;
proposals IKE_PROP;
certificate {

local-certificate SPOKE1;

}
gateway IKE_GW_SPOKE_1 {
ike-policy IKE_POL;
address 2001:db8:2000::1;
dead-peer-detection {
always-send;
interval 10;
threshold 3;
}
local-identity distinguished-name;
remote-identity distinguished-name container OU=SLT;
external-interface ge-0/0/0.0;
version v1-only;
}
[edit]
user@host# show security ipsec
proposal IPSEC_PROP {
protocol esp;
encryption-algorithm aes-256-gcm;
lifetime-seconds 3000;
}
policy IPSEC_POL {
perfect-forward-secrecy {
keys group19;
}
proposals IPSEC_PROP;
}
vpn IPSEC_VPN_SPOKE_1 {
bind-interface st0.1;
ike {
gateway IKE_GW_SPOKE_1;
ipsec-policy IPSEC_POL;



}
establish-tunnels immediately;
}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/1.0;
st0.1;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/0.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ROOT-CA {
ca-identity ROOT-CA;
enrollment {
url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll;
retry 5;



retry-interval O;
}
revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.
Configuring Spoke 2

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile ROOT-CA ca-identity ROOT-CA

set security pki ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
set security pki ca-profile ROOT-CA enrollment retry 5

set security pki ca-profile ROOT-CA enrollment retry-interval O

set security pki ca-profile ROOT-CA revocation-check disable

set security ike traceoptions file ik

set security ike traceoptions flag all

set security ike proposal IKE_PROP authentication-method rsa-signatures

set security ike proposal IKE_PROP dh-group group19

set security ike proposal IKE_PROP authentication-algorithm sha-384

set security ike proposal IKE_PROP encryption-algorithm aes-256-cbhc

set security ike proposal IKE_PROP lifetime-seconds 6000

set security ike policy IKE_POL mode main

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate SPOKE2

set security ike gateway IKE_GW_SPOKE_2 ike-policy IKE_POL

set security ike gateway IKE_GW_SPOKE_2 address 2001:db8:2000::1

set security ike gateway IKE_GW_SPOKE_2 dead-peer-detection always-send
set security ike gateway IKE_GW_SPOKE_2 dead-peer-detection interval 10
set security ike gateway IKE_GW_SPOKE_2 dead-peer-detection threshold 3
set security ike gateway IKE_GW_SPOKE_2 local-identity distinguished-name
set security ike gateway IKE_GW_SPOKE_2 remote-identity distinguished-name container OU=SLT
set security ike gateway IKE_GW_SPOKE_2 external-interface ge-0/0/0.0

set security ike gateway IKE_GW_SPOKE_2 version v1-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP encryption-algorithm aes-256-gcm
set security ipsec proposal IPSEC_PROP lifetime-seconds 3000

set security ipsec policy IPSEC_POL perfect-forward-secrecy keys group19



set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPN_SPOKE_2 bind-interface st0.1

set security ipsec vpn IPSEC_VPN_SPOKE_2 ike gateway IKE_GW_SPOKE_2
set security ipsec vpn IPSEC_VPN_SPOKE_2 ike ipsec-policy IPSEC_POL

set security ipsec vpn IPSEC_VPN_SPOKE_2 establish-tunnels on-traffic

set security policies default-policy permit-all

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols ospf3
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols ospf3
set security zones security-zone untrust interfaces st0.1

set security zones security-zone untrust interfaces ge-0/0/1.0

set interfaces ge-0/0/0 unit O family inet6 address 2001:db8:5000::2/64

set interfaces ge-0/0/1 unit O family ineté address 2001:db8:6000::1/64

set interfaces stO unit 1 family ineté address 2001:db8:7000::3/64

set routing-options rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:5000::1
set protocols ospf3 traceoptions file ospf

set protocols ospf3 traceoptions flag all

set protocols ospf3 area 0.0.0.0 interface st0.1 interface-type p2mp

set protocols ospf3 area 0.0.0.0 interface st0.1 demand-circuit

set protocols ospf3 area 0.0.0.0 interface st0.1 dynamic-neighbors

set protocols ospf3 area 0.0.0.0 interface ge-0/0/1.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode.

To configure spoke 2:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/0 unit O family inet6 address 2001:db8:5000::2/64
user@host# set ge-0/0/1 unit O family inet6 address 2001:db8:6000::1/64
user@host# set stO unit 1 family inet6 address 2001:db8:7000::3/64

2. Configure the routing protocol.

[edit protocols ospf3]
user@host# set traceoptions file ospf
user@host# set traceoptions flag all



user@host# set area 0.0.0.0 interface st0.1 interface-type p2mp
user@host# set area 0.0.0.0 interface st0.1 demand-circuit
user@host# set area 0.0.0.0 interface st0.1 dynamic-neighbors
user@host# set area 0.0.0.0 interface ge-0/0/1.0

[edit routing-options]
user@host# set rib inet6.0 static route 2001:db8:2000::/64 next-hop 2001:db8:5000::1

3. Configure Phase 1 options.

[edit security ike proposal IKE_PROP]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group19

user@host# set authentication-algorithm sha-384
user@host# set encryption-algorithm aes-256-cbc
user@host# set lifetime-seconds 6000

[edit security ike traceoptions]
user@host# set file ik
user@host# set flag all

[edit security ike policy IKE_POL]

user@host# set mode main

user@host# set proposals IKE_PROP

user@host# set certificate local-certificate SPOKE2

[edit security ike gateway IKE_GW_SPOKE_2]

user@host# set ike-policy IKE_POL

user@host# set address 2001:db8:2000::1

user@host# set dead-peer-detection always-send

user@host# set dead-peer-detection interval 10

user@host# set dead-peer-detection threshold 3

user@host# set local-identity distinguished-name

user@host# set remote-identity distinguished-name container OU=SLT
user@host# set external-interface ge-0/0/0.0

user@host# set version v1-only

4. Configure Phase 2 options.

[edit security ipsec proposal IPSEC_PROPI]
user@host# set protocol esp
user@host# set encryption-algorithm aes-256-gcm



user@host# set lifetime-seconds 3000

[edit security ipsec policy IPSEC_POL]
user@host# set perfect-forward-secrecy keys group19
user@host# set proposals IPSEC_PROP

[edit security ipsec vpn IPSEC_VPN_SPOKE_2]
user@host# set bind-interface st0.1
user@host# set ike gateway IKE_GW_SPOKE_2
user@host# set ike ipsec-policy IPSEC_POL
user@host# set establish-tunnels on-traffic

5. Configure zones.

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces st0.1

user@host# set interfaces ge-0/0/1.0

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols ospf3
user@host# set interfaces ge-0/0/0.0

6. Configure the default security policy.

[edit security policies]
user@host# set default-policy permit-all

7. Configure the CA profile.

[edit security pki]

user@host# set ca-profile ROOT-CA ca-identity ROOT-CA

user@host# set ca-profile ROOT-CA enrollment url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll
user@host# set ca-profile ROOT-CA enrollment retry 5

user@host# set ca-profile ROOT-CA enrollment retry-interval O

user@host# set ca-profile ROOT-CA revocation-check disable

Results



From configuration mode, confirm your configuration by entering the show interfaces, show protocols,
show routing-options, show security ike, show security ipsec, show security zones, show security policies,
and show security pki commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit O {
family ineté {
address 2001:db8:5000::2/64;

}
ge-0/0/1 {
unit O {
family ineté {
address 2001:db8:6000::1/64;

stO {
unit 1 §
family ineté {
address 2001:db8:7000::3/64;

}
[edit]
user@host# show protocols
ospf3 {
traceoptions {
file ospf;
flag all;
}
area 0.0.0.0 {
interface st0.1 {
interface-type p2mp;
demand-circuit;
dynamic-neighbors;
}
interface ge-0/0/1.0;



[edit]
user@host# show routing-options
rib inet6.0 {
static {
route 2001:db8:2000::/64 next-hop [ 2001:db8:3000::1 2001:db8:5000::1 ];
}
}
[edit]
user@host# show security ike
traceoptions {
file ik;
flag all;
}
proposal IKE_PROP {
authentication-method rsa-signatures;
dh-group group19;
authentication-algorithm sha-384;
encryption-algorithm aes-256-cbc;
lifetime-seconds 6000;
}
policy IKE_POL {
mode main;
proposals IKE_PROP;
certificate {
local-certificate SPOKE2;

}
gateway IKE_GW_SPOKE_2 {
ike-policy IKE_POL,;
address 2001:db8:2000::1;
dead-peer-detection {
always-send;
interval 10;
threshold 3;
}
local-identity distinguished-name;
remote-identity distinguished-name container OU=SLT;
external-interface ge-0/0/0.0;
version v1-only;
}
[edit]
user@host# show security ipsec
proposal IPSEC_PROP {
protocol esp;



encryption-algorithm aes-256-gcm;
lifetime-seconds 3000;
}
policy IPSEC_POL {
perfect-forward-secrecy {
keys group19;
}
proposals IPSEC_PROP;
}
vpn IPSEC_VPN_SPOKE_2 {
bind-interface st0.1;
ike {
gateway IKE_GW_SPOKE_2;
ipsec-policy IPSEC_POL;
}
establish-tunnels on-traffic;
}
[edit]
user@host# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/1.0;
st0.0;

security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
ospf3;

}

interfaces {
ge-0/0/0.0;



}
[edit]
user@host# show security policies
default-policy {
permit-all;
}
[edit]
user@host# show security pki
ca-profile ROOT-CA {
ca-identity ROOT-CA;
enrollment {
url http://2001:db8:1710:f00::2/certsrv/mscep/mscep.dll;
retry 5;
retry-interval O;

}

revocation-check {
disable;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying IKE Status | 491

Verifying IPsec Status | 492

Verifying IPsec Next-Hop Tunnels | 493
Verifying OSPFv3 | 493

Confirm that the configuration is working properly.

Verifying IKE Status

Purpose
Verify the IKE status.



Action
From operational mode, enter the show security ike sa command.

user@host> show security ike sa

Index State Initiator cookie Responder cookie Mode Remote Address

493333 UP 2001 :db8:88b49d915e684c93 2001:db8:fe890blcac8522b5 Main
2001:db8:3000::2

493334 UP 2001 :db8:26e40244ad3d722d 2001:db8:68b4d9f94097d32e Main
2001:db8:5000::2

Meaning

The show security ike sa command lists all active IKE Phase 1 SAs. If no SAs are listed, there was a problem
with Phase 1 establishment. Check the IKE policy parameters and external interface settings in your
configuration. Phase 1 proposal parameters must match on the hub and spokes.

Verifying IPsec Status

Purpose

Verify the IPsec status.
Action
From operational mode, enter the show security ipsec sa command.

user@host> show security ipsec sa

Total active tunnels: 2
ID Algorithm SP1 Life:sec/kb Mon Isys Port Gateway
>67108885 ESP:aes-gcm-256/None fdef4dab 2918/ unlim - root 500 2001:db8:3000::2
>67108885 ESP:aes-gcm-256/None e785dadc 2918/ unlim - root 500 2001:db8:3000::2

>67108887 ESP:aes-gcm-256/None 34a787af 2971/ unlim - root 500 2001:db8:5000::2

>67108887 ESP:aes-gcm-256/None cf57007f 2971/ unlim - root 500 2001:db8:5000::2

Meaning



The show security ipsec sa command lists all active IKE Phase 2 SAs. If no SAs are listed, there was a
problem with Phase 2 establishment. Check the IKE policy parameters and external interface settings in
your configuration. Phase 2 proposal parameters must match on the hub and spokes.

Verifying IPsec Next-Hop Tunnels

Purpose

Verify the IPsec next-hop tunnels.
Action

From operational mode, enter the show security ipsec next-hop-tunnels command.

user@host> show security ipsec next-hop-tunnels

Next-hop gateway interface I1PSec VPN name Flag IKE-ID
XAUTH username

2001:db8:9000::2 st0.1 IPSEC_VPNA_1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE1l Not-Available

2001:db8:9000::3 st0.1 IPSEC_VPNA_1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE2 Not-Available

2001:db8::5668:ad10:fcd8:163c st0.1 IPSEC_VPNA 1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE1l Not-Available

2001:db8::5668:ad10:fcd8:18al st0.1 IPSEC_VPNA 1 Auto C=US, DC=example.net,
ST=CA, L=Sunnyvale, O=example, OU=SLT, CN=SPOKE2 Not-Available

Meaning

The next-hop gateways are the IP addresses for the stO interfaces of the spokes. The next hop should be
associated with the correct IPsec VPN name.

Verifying OSPFv3

Purpose

Verify that OSPFv3 references the IP addresses for the st0 interfaces of the spokes.

Action

From operational mode, enter the show ospf3 neighbor detail command.

Hub:

user@host> show ospf3 neighbor detail



1D Interface State Pri Dead

2001:db8:128.221.129.22 st0.1 Full 128 -
Neighbor-address 2001:db8::5668:ad10:fcd8:18al
Area 0.0.0.0, opt 0x33, OSPF3-Intf-Index 2
DR-ID 0.0.0.0, BDR-ID 0.0.0.0

Up 00:01:35, adjacent 00:01:31 Hello suppressed 00:01:31 ago

2001:db8:128.221.129.124 st0.1 Full
Neighbor-address 2001:db8::5668:ad10:fcd8:163c
Area 0.0.0.0, opt 0x33, OSPF3-Intf-Index 2
DR-ID 0.0.0.0, BDR-ID 0.0.0.0

128

Up 00:01:41, adjacent 00:01:37 Hello suppressed 00:01:37 ago

Spoke 1:

user@host> show ospf3 neighbor detail

ID Interface State Pri
2001:db8:128.221.130.33 st0.1 Full 128
Neighbor-address 2001:db8::5668:ad10:fcd8:1946
Area 0.0.0.0, opt 0x33, OSPF3-Intf-Index 2
DR-ID 0.0.0.0, BDR-ID 0.0.0.0

Dead

Up 00:05:38, adjacent 00:05:38 Hello suppressed 00:05:34 ago

Spoke 2:

user@host> show ospf3 neighbor detail

1D Interface State Pri
2001:db8:128.221.130.33 st0.1 Full 128
Neighbor-address 2001:db8::5668:ad10:fcd8:1946
Area 0.0.0.0, opt 0x33, OSPF3-Intf-Index 2
DR-ID 0.0.0.0, BDR-ID 0.0.0.0

Dead

Up 00:04:44, adjacent 00:04:44 Hello suppressed 00:04:40 ago

SEE ALSO

Example: Configuring a Route-Based VPN | 142



Example: Forwarding Traffic Through an AutoVPN Tunnel with Traffic
Selectors

IN THIS SECTION
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This example shows how to configure traffic selectors, instead of dynamic routing protocols, to forward
packets through a VPN tunnel in an AutoVPN deployment. When traffic selectors are configured, the
secure tunnel (stO) interface must be in point-to-point mode. Traffic selectors are configured on both the
hub and spoke devices.

Requirements

This example uses the following hardware and software components:

e Two SRX Series devices connected and configured in a chassis cluster. The chassis cluster is the AutoVPN
hub.

e An SRX Series device configured as an AutoVPN spoke.
e Junos OS Release 12.3X48-D10 or later.

¢ Digital certificates enrolled in the hub and the spoke devices that allow the devices to authenticate each
other.

Before you begin:

¢ Obtain the address of the certificate authority (CA) and the information they require (such as the challenge

password) when you submit requests for local certificates. See “Understanding Local Certificate Requests
on page 1234,

¢ Enroll the digital certificates in each device. See “Example: Loading CA and Local Certificates Manually”
on page 1245.



Overview

In this example, traffic selectors are configured on the AutoVPN hub and spoke. Only traffic that conforms
to the configured traffic selector is forwarded through the tunnel. On the hub, the traffic selector is
configured with the local IP address 192.0.0.0/8 and the remote IP address 172.0.0.0/8. On the spoke,
the traffic selector is configured with the local IP address 172.0.0.0/8 and the remote IP address 192.0.0.0/8.

NOTE: The traffic selector IP addresses configured on the spoke can be a subset of the traffic
selector IP addresses configured on the hub. This is known as traffic selector flexible match.

Certain Phase 1 and Phase 2 IKE tunnel options configured on the AutoVPN hubs and spokes must have
the same values. Table 45 on page 496 shows the values used in this example:

Table 45: Phase 1 and Phase 2 Options for AutoVPN Hubs and Spokes with Traffic Selectors

Option Value

IKE proposal:

Authentication method rsa-signatures
Diffie-Hellman (DH) group group5
Authentication algorithm sha-1

Encryption algorithm aes-256-cbc

IKE policy:

Mode main

Certificate local-certificate
IKE gateway:

Dynamic distinguished name wildcard DC=Common_component
IKE user type group IKE id

Local identity distinguished name

Version vi1-only



Table 45: Phase 1 and Phase 2 Options for AutoVPN Hubs and Spokes with Traffic Selectors (continued)

Option Value

IPsec proposal:

Protocol esp
Authentication algorithm hmac-shal-96
Encryption algorithm aes-192-cbc
Lifetime 3600 seconds

150,000 kilobytes

IPsec policy:

Perfect Forward Secrecy (PFS) group group5

Topology

Figure 24 on page 498 shows the SRX Series devices to be configured for this example.



Figure 24: AutoVPN with Traffic Selectors
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Configuration
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Configuring the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.



set interfaces ge-0/0/2 gigether-options redundant-parent reth1

set interfaces ge-0/0/3 gigether-options redundant-parent rethO

set interfaces ge-8/0/2 gigether-options redundant-parent reth1

set interfaces ge-8/0/3 gigether-options redundant-parent rethO

set interfaces lo0 unit O family inet address 10.100.1.100/24

set interfaces lo0 redundant-pseudo-interface-options redundancy-group 1
set interfaces rethO redundant-ether-options redundancy-group 1

set interfaces rethO unit O family inet address 192.168.81.1/8

set interfaces reth1 redundant-ether-options redundancy-group 1

set interfaces reth1 unit O family inet address 10.2.2.1/24

set interfaces stO unit 1 family inet

set security ike proposal prop_ike authentication-method rsa-signatures
set security ike proposal prop_ike dh-group group5

set security ike proposal prop_ike authentication-algorithm shal

set security ike proposal prop_ike encryption-algorithm aes-256-cbc

set security ike policy ikepoll mode main

set security ike policy ikepoll proposals prop_ike

set security ike policy ikepol1 certificate local-certificate Hub_ID

set security ike gateway HUB_GW ike-policy ikepoll

set security ike gateway HUB_GW dynamic distinguished-name wildcard DC=Domain_component
set security ike gateway HUB_GW dynamic ike-user-type group-ike-id

set security ike gateway HUB_GW local-identity distinguished-name

set security ike gateway HUB_GW external-interface rethl

set security ike gateway HUB_GW version vi1-only

set security ipsec proposal prop_ipsec protocol esp

set security ipsec proposal prop_ipsec authentication-algorithm hmac-shal-96
set security ipsec proposal prop_ipsec encryption-algorithm aes-192-cbc
set security ipsec proposal prop_ipsec lifetime-seconds 3600

set security ipsec proposal prop_ipsec lifetime-kilobytes 150000

set security ipsec policy ipsecpoll perfect-forward-secrecy keys group5
set security ipsec policy ipsecpoll proposals prop_ipsec

set security ipsec vpn HUB_VPN bind-interface st0.1

set security ipsec von HUB_VPN ike gateway HUB_GW

set security ipsec vpn HUB_VPN ike ipsec-policy ipsecpoll

set security ipsec vpn HUB_VPN traffic-selector ts1 local-ip 192.0.0.0/8
set security ipsec vpn HUB_VPN traffic-selector ts1 remote-ip 172.0.0.0/8
set security pki ca-profile rsa ca-identity rsa

set security pki ca-profile rsa revocation-check disable

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces st0.1

set security zones security-zone trust interfaces reth0.0

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all



set security zones security-zone untrust interfaces 100.0
set security zones security-zone untrust interfaces reth1.0
set security policies default-policy permit-all

Starting with Junos OS Release 15.1X49-D120, you can configure the CLI option
reject-duplicate-connection at the [edit security ike gateway gateway-name dynamic] hierarchy level to
retain an existing tunnel session and reject negotiation requests for a new tunnel with the same IKE ID.
By default, an existing tunnel is tear down when a new tunnel with the same IKE ID is established. The
reject-duplicate-connection option is only supported when ike-user-type group-ike-id or ike-user-type
shared-ike-id is configured for the IKE gateway; the aaa access-profile profile-name configuration is not
supported with this option.

NOTE: Use the CLI option reject-duplicate-connection only when you are certain that
reestablishment of a new tunnel with the same IKE ID should be rejected.

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure the hub:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/2 gigether-options redundant-parent reth1
user@host# set ge-0/0/3 gigether-options redundant-parent rethO
user@host# set ge-8/0/2 gigether-options redundant-parent reth1
user@host# set ge-8/0/3 gigether-options redundant-parent rethO
user@host# set o0 unit O family inet address 10.100.1.100/24
user@host# set lo0 redundant-pseudo-interface-options redundancy-group 1
user@host# set rethO redundant-ether-options redundancy-group 1
user@host# set rethO unit O family inet address 192.168.81.1/8
user@host# set reth1 redundant-ether-options redundancy-group 1
user@host# set reth1 unit O family inet address 10.2.2.1/24
user@host# set stO unit 1 family inet

2. Configure Phase 1 options.

[edit security ike proposal prop_ike]
user@host# set authentication-method rsa-signatures



user@host# set dh-group group5
user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-256-cbc

[edit security ike policy ikepol1]

user@host# set mode main

user@host# set proposals prop_ike

user@host# set certificate local-certificate Hub_ID

[edit security ike gateway HUB_GW]

user@host# set ike-policy ikepoll

user@host# set dynamic distinguished-name wildcard DC=Domain_component
user@host# set dynamic ike-user-type group-ike-id

user@host# set local-identity distinguished-name

user@host# set external-interface reth1

user@host# set version v1-only

3. Configure Phase 2 options.

[edit security ipsec proposal prop_ipsec]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-shal-96
user@host# set encryption-algorithm aes-192-cbhc
user@host# set lifetime-seconds 3600

user@host# set lifetime-kilobytes 150000

[edit security ipsec policy ipsecpoli]
user@host# set perfect-forward-secrecy keys group5
user@host# set proposals prop_ipsec

[edit security ipsec HUB_VPN]

user@host# set bind-interface st0.1

user@host# set ike gateway HUB_GW

user@host# set ike ipsec-policy ipsecpoll

user@host# set traffic-selector ts1 local-ip 192.0.0.0/8
user@host# set traffic-selector ts1 remote-ip 172.0.0.0/8

4. Configure certificate information.

[edit security pki]
user@host# set ca-profile rsa ca-identity rsa
user@host# set ca-profile rsa revocation-check disable



5. Configure security zones.

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces st0.1

user@host# set interfaces reth0.0

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces 100.0

user@host# set interfaces reth1.0

[edit security policies]
user@host# set default-policy permit-all

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security ike,
show security ipsec, show security pki, show security zones, and show security policies commands. If the
output does not display the intended configuration, repeat the instructions in this example to correct the
configuration.

[edit]
user@host# show interfaces
ge-0/0/2 {
gigether-options {
redundant-parent reth1;

}
ge-0/0/3 {
gigether-options {
redundant-parent rethO;

}
100 {
unit O {
family inet {
address 10.100.1.100/24;

}
redundant-pseudo-interface-options {
redundancy-group 1;



}
rethO {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
address 192.168.81.1/8;

}
reth1 {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
address 10.2.2.1/24;

}
stO {
unit 1 {
family inet;

}

[edit]

user@host# show security ike
proposal prop_ike {

authentication-method rsa-signatures;

dh-group group5;
authentication-algorithm shai;

encryption-algorithm aes-256-cbc;

}
policy ikepol1 {
mode main;
proposals prop_ike;
certificate {
local-certificate Hub_ID;

1
gateway HUB_GW {
ike-policy ikepol1;



dynamic distinguished-name wildcard DC=Domain_component;
dynamic ike-user-type group-ike-id;
local-identity distinguished-name;
external-interface reth1;
version vi-only;
}
[edit]
user@host# show security ipsec
proposal prop_ipsec {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm aes-192-cbc;
lifetime-seconds 3600;
lifetime-kilobytes 150000;
}
policy ipsecpoli {
perfect-forward-secrecy {
keys group5;
}
proposals prop_ipsec;
}
vpn HUB_VPN {
bind-interface st0.1;
ike {
gateway HUB_GW;
ipsec-policy ipsecpoll;
}
traffic-selector ts1 {
local-ip 192.0.0.0/8;
remote-ip 172.0.0.0/8;

}
[edit]
user@host# show security pki
ca-profile rsa {
ca-identity rsa;
revocation-check {
disable;

}

[edit]

user@host# show security zones

security-zone trust {
host-inbound-traffic {



system-services {
all;

}

protocols {
all;

}

interfaces {
st0.1;
reth0.0;

}
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
100.0;
reth1.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;

If you are done configuring the device, enter commit from configuration mode.
Configuring the Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 172.16.1.1/24
set interfaces ge-0/0/3 unit O family inet address 10.2.2.253/24
set interfaces stO unit 1 family inet



set security ike proposal prop_ike authentication-method rsa-signatures

set security ike proposal prop_ike dh-group group5

set security ike proposal prop_ike authentication-algorithm shal

set security ike proposal prop_ike encryption-algorithm aes-256-cbc

set security ike policy ikepoll mode main

set security ike policy ikepoll proposals prop_ike

set security ike policy ikepol1 certificate local-certificate Spokel_ID

set security ike gateway SPOKE_GW ike-policy ikepoll

set security ike gateway SPOKE_GW address 10.2.2.1

set security ike gateway SPOKE_GW local-identity distinguished-name

set security ike gateway SPOKE_GW remote-identity distinguished-name container DC=Domain_component
set security ike gateway SPOKE_GW external-interface ge-0/0/3.0

set security ike gateway SPOKE_GW version v1-only

set security ipsec proposal prop_ipsec protocol esp

set security ipsec proposal prop_ipsec authentication-algorithm hmac-shal-96
set security ipsec proposal prop_ipsec encryption-algorithm aes-192-cbc

set security ipsec proposal prop_ipsec lifetime-seconds 3600

set security ipsec proposal prop_ipsec lifetime-kilobytes 150000

set security ipsec policy ipsecpoll perfect-forward-secrecy keys group5

set security ipsec policy ipsecpoll proposals prop_ipsec

set security ipsec vpn SPOKE_VPN bind-interface st0.1

set security ipsec vpn SPOKE_VPN ike gateway SPOKE_GW

set security ipsec vpn SPOKE_VPN ike ipsec-policy ipsecpoll

set security ipsec vpn SPOKE_VPN traffic-selector ts1 local-ip 172.0.0.0/8
set security ipsec vpn SPOKE_VPN traffic-selector ts1 remote-ip 192.0.0.0/8
set security ipsec vpn SPOKE_VPN establish-tunnels immediately

set security pki ca-profile rsa ca-identity rsa

set security pki ca-profile rsa revocation-check disable

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces st0.1

set security zones security-zone trust interfaces ge-0/0/3.0

set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces ge-0/0/1.0

set security policies default-policy permit-all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure the hub:

1. Configure interfaces.



[edit interfaces]

user@host# set ge-0/0/1 unit O family inet address 172.16.1.1/24
user@host# set ge-0/0/3 unit O family inet address 10.2.2.253/24
user@host# set stO unit 1 family inet

2. Configure Phase 1 options.

[edit security ike proposal prop_ike]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group5

user@host# set authentication-algorithm shal
user@host# set encryption-algorithm aes-256-cbhc

[edit security ike policy ikepol1]

user@host# set mode main

user@host# set proposals prop_ike

user@host# set certificate local-certificate Spokel_ID

[edit security ike gateway SPOKE_GW]

user@host# set ike-policy ikepoll

user@host# set address 10.2.2.1

user@host# set local-identity distinguished-name

user@host# set remote-identity distinguished-name container DC=Domain_component
user@host# set external-interface ge-0/0/3.0

user@host# set version v1-only

3. Configure Phase 2 options.

[edit security ipsec proposal prop_ipsec]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-shal-96
user@host# set encryption-algorithm aes-192-cbhc
user@host# set lifetime-seconds 3600

user@host# set lifetime-kilobytes 150000

[edit security ipsec policy ipsecpoli]
user@host# set perfect-forward-secrecy keys group5
user@host# set proposals prop_ipsec

[edit security ipsec SPOKE_VPN]
user@host# set bind-interface st0.1
user@host# set ike gateway SPOKE_GW



user@host# set ike ipsec-policy ipsecpoll

user@host# set traffic-selector ts1 local-ip 172.0.0.0/8
user@host# set traffic-selector ts1 remote-ip 192.0.0.0/8
user@host# set establish-tunnels immediately

4. Configure certificate information.

[edit security pki]
user@host# set ca-profile rsa ca-identity rsa
user@host# set ca-profile rsa revocation-check disable

5. Configure security zones.

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces st0.1

user@host# set interfaces ge-0/0/3.0

[edit security zones security-zone untrust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces ge-0/0/1.0

[edit security policies]
user@host# set default-policy permit-all

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security ike,
show security ipsec, show security pki, show security zones, and show security policies commands. If the
output does not display the intended configuration, repeat the instructions in this example to correct the
configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit O {
family inet {
address 172.16.1.1/24;



}
ge-0/0/3 {
unit O {
family inet {
address 10.2.2.253/24;

}
stO {
unit 1 {
family inet;

}
[edit]
user@host# show security ike
proposal prop_ike {
authentication-method rsa-signatures;
dh-group group5;
authentication-algorithm shai;
encryption-algorithm aes-256-cbc;
}
policy ikepol1l {
mode main;
proposals prop_ike;
certificate {
local-certificate Spokel_ID;

}

gateway SPOKE_GW {
ike-policy ikepol1;
address 10.2.2.1;
local-identity distinguished-name;
remote-identity distinguished-name container DC=Domain_component;
external-interface ge-0/0/3.0;
version v1-only;

}

[edit]

user@host# show security ipsec

proposal prop_ipsec {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm aes-192-cbc;
lifetime-seconds 3600;



lifetime-kilobytes 150000;
}
policy ipsecpoll {
perfect-forward-secrecy {
keys group5;
}
proposals prop_ipsec;
}
vpn SPOKE_VPN {
bind-interface st0.1;
ike {
gateway SPOKE_GW;
ipsec-policy ipsecpoll;
}
traffic-selector ts1 {
local-ip 172.0.0.0/8;
remote-ip 192.0.0.0/8;
}
establish-tunnels immediately;
}
[edit]
user@host# show security pki
ca-profile rsa {
ca-identity rsa;
revocation-check {
disable;

}
[edit]
user@host# show security zones
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
st0.1;
ge-0/0/3.0;



security-zone untrust {
host-inbound-traffic {
system-services {
all;

1
protocols {
all;

}

interfaces {
ge-0/0/1.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying Tunnels | 511
Verifying Traffic Selectors | 514

Confirm that the configuration is working properly.

Verifying Tunnels

Purpose

Verify that tunnels are established between the AutoVPN hub and spoke.

Action

From operational mode, enter the show security ike security-associations and show security ipsec
security-associations commands on the hub.

user@host> show security ike security-associations



Index State Initiator cookie Responder cookie Mode Remote Address

1350248074 UP d195bce6cecfcf9af 8F1569c6592c8408 Main 10.2.2.253

user@host> show security ipsec security-associations

Total active tunnels: 1
ID Algorithm SP1 Life:sec/kb Mon Isys Port Gateway
<77594650 ESP:aes-chc-192/shal ac97cbl 2799/ 150000 - root 500 10.2.2.253

>77594650 ESP:aes-cbc-192/shal 828dc013 2798/ 150000 - root 500 10.2.2.253

user@host> show security ipsec security-associations detail

ID: 77594650 Virtual-system: root, VPN Name: HUB_VPN
Local Gateway: 10.2.2.1, Remote Gateway: 10.2.2.253
Traffic Selector Name: tsl
Local Identity: ipv4(192.0.0.0-192.255.255.255)
Remote ldentity: ipv4(172.0.0.0-172.255.255.255)
Version: IKEvl
DF-bit: clear, Bind-interface: st0.1
Port: 500, Nego#: 2, Fail#: 0, Def-Del#: 0 Flag: 0x24608b29
Tunnel events:
Tue Dec 30 2014 11:30:21 -0800: IPSec SA negotiation successfully completed
(1 times)
Tue Dec 30 2014 11:30:20 -0800: Tunnel is ready. Waiting for trigger event or
peer to trigger negotiation (1 times)
Tue Dec 30 2014 11:30:20 -0800: IKE SA negotiation successfully completed (3
times)
Location: FPC 5, PIC 0, KMD-Instance 1
Direction: inbound, SP1: ac97cbl, AUX-SPI: O
Hard lifetime: Expires iIn 2796 seconds
Lifesize Remaining: 150000 kilobytes
Soft lifetime: Expires in 2211 seconds



Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Location: FPC 5, PIC 0, KMD-Instance 1
Direction: outbound, SPI: 828dc013, AUX-SPI: O
Hard lifetime: Expires in 2796 seconds
Lifesize Remaining: 150000 kilobytes
Soft lifetime: Expires in 2211 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

From operational mode, enter the show security ike security-associations and show security ipsec
security-associations commands on the spoke.

user@host> show security ike security-associations

Index State Initiator cookie Responder cookie Mode Remote Address

276505646 UP  d195bce6ecfcf9af 8F1569c6592¢c8408 Main 10.2.2.1

user@host> show security ipsec security-associations

Total active tunnels: 1
ID Algorithm SP1 Life:sec/kb Mon Isys Port Gateway
<69206018 ESP:aes-cbc-192/shal 828dc013 2993/ 150000 - root 500 10.2.2.1

>69206018 ESP:aes-chbc-192/shal ac97cbl 2993/ 150000 - root 500 10.2.2.1

user@host> show security ipsec security-associations detail

ID: 69206018 Virtual-system: root, VPN Name: SPOKE_VPN
Local Gateway: 10.2.2.253, Remote Gateway: 10.2.2.1
Traffic Selector Name: tsl
Local Identity: ipv4(172.0.0.0-172.255.255.255)
Remote ldentity: ipv4(192.0.0.0-192.255.255._255)
Version: IKEvl
DF-bit: clear, Bind-interface: st0.1
Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0x2c608b29



Tunnel events:
Tue Dec 30 2014 11:30:20 -0800: IPSec SA negotiation successfully completed
(1 times)
Tue Dec 30 2014 11:30:20 -0800: IKE SA negotiation successfully completed (1
times)
Tue Dec 30 2014 11:26:11 -0800: Tunnel is ready. Waiting for trigger event or
peer to trigger negotiation (1 times)
Location: FPC 1, PIC 0, KMD-Instance 1
Direction: inbound, SP1: 828dc013, AUX-SPI: O
Hard lifetime: Expires in 2991 seconds
Lifesize Remaining: 150000 kilobytes
Soft lifetime: Expires in 2369 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Location: FPC 1, PIC 0, KMD-Instance 1
Direction: outbound, SPI: ac97cbl, AUX-SPI: O
Hard lifetime: Expires in 2991 seconds
Lifesize Remaining: 150000 kilobytes
Soft lifetime: Expires in 2369 seconds
Mode: Tunnel(0 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. The show security
ipsec security-associations command lists all active IKE Phase 2 SAs. The hub shows one active tunnel to
the spoke while the spoke shows one active tunnel to the hub.

If no SAs are listed for IKE Phase 1, then there was a problem with Phase 1 establishment. Check the IKE
policy parameters and external interface settings in your configuration. Phase 1 proposal parameters must
match on the hub and spoke.

If no SAs are listed for IKE Phase 2, then there was a problem with Phase 2 establishment. Check the IKE
policy parameters and external interface settings in your configuration. Phase 2 proposal parameters must
match on the hub and spoke.

Verifying Traffic Selectors

Purpose

Verify the traffic selectors.

Action



From operational mode, enter the show security ipsec traffic-selector interface-name st0.1 command
on the hub.

user@host> show security ipsec traffic-selector interface-name st0.1

nodeO
Source IP Destination IP Interface
Tunnel-id IKE-ID
192.0.0.0-192.255.255.255 172.0.0.0-172.255.255.255 st0.1
77594650 DC=Domain_component, CN=Spokel ID, OU=Sales, 0=XYZ, L=Sunnyvale,
ST=CA, C=US

From operational mode, enter the show security ipsec traffic-selector interface-name st0.1 command
on the spoke.

user@host> show security ipsec traffic-selector interface-name st0.1

Source IP Destination IP Interface
Tunnel-id IKE-1D
172.0.0.0-172.255.255.255 192.0.0.0-192.255.255.255 st0.1
69206018 DC=Domain_component, CN=Hub_ID, OU=Sales, 0=XYZ, L=Sunnyvale,
ST=CA, C=US
Meaning

A traffic selector is an agreement between IKE peers to permit traffic through a tunnel if the traffic matches
a specified pair of local and remote addresses. Only traffic that conforms to a traffic selector is permitted
through an SA. Traffic selectors are negotiated between the initiator and the responder (the SRX Series
hub).

SEE ALSO

Understanding Traffic Selectors in Route-Based VPNs | 258



Example: Ensuring VPN Tunnel Availability with AutoVPN and Traffic
Selectors

IN THIS SECTION

Requirements | 516
Overview | 517
Configuration | 519
Verification | 539

Georedundancy is the deployment of multiple geographically distant sites so that traffic can continue to
flow over a provider network even if there is a power outage, a natural disaster, or other catastrophic
event that affects a site. In a mobile provider network, multiple Evolved Node B (eNodeB) devices can be
connected to the core network through georedundant IPsec VPN gateways on SRX Series devices. The
alternate routes to the eNodeB devices are distributed to the core network using a dynamic routing
protocol.

This example configures AutoVPN hubs with multiple traffic selectors on SRX Series devices to ensure

that there are georedundant IPsec VPN gateways to eNodeB devices. Auto route insertion (ARI) is used
to automatically insert routes toward the eNodeB devices in the routing tables on the hubs. ARI routes
are then distributed to the provider’s core network through BGP.

Requirements

This example uses the following hardware and software components:

e Two SRX Series devices connected and configured in a chassis cluster. The chassis cluster is AutoVPN
hub A.

e An SRX Series device configured as AutoVPN hub B.
e Junos OS Release 12.3X48-D10 or later.

o eNodeB devices that can establish IPsec VPN tunnels with AutoVPN hubs. eNodeB devices are third-party
network equipment providers that initiate a VPN tunnel with AutoVPN hubs.

o Digital certificates enrolled in the hubs and the eNodeB devices that allow the devices to authenticate
each other.



Before you begin:

o Obtain the address of the certificate authority (CA) and the information they require (such as the challenge

password) when you submit requests for local certificates. See “Understanding Local Certificate Requests

on page 1234.

»

o Enroll the digital certificates in each device. See “Example: Loading CA and Local Certificates Manually”

on page 1245,

NOTE: This example uses the BGP dynamic routing protocol to advertise routes toward the

eNodeB devices to the core network.

Overview

In this example, two AutoVPN hubs are configured with multiple traffic selectors on SRX Series devices
to provide georedundant IPsec VPN gateways to eNodeB devices. ARl automatically inserts routes to the
eNodeB devices in the routing tables on the hubs. ARI routes are then distributed to the provider’s core

network through BGP.

Certain Phase 1 and Phase 2 IKE tunnel options configured on the AutoVPN hubs and eNodeB devices

must have the same values. Table 46 on page 517 shows the values used in this example:

Table 46: Phase 1 and Phase 2 Options for Georedundant AutoVPN Hubs

Option

IKE proposal:

Authentication method

Diffie-Hellman (DH) group

Authentication algorithm

Encryption algorithm

IKE policy:

Certificate

IKE gateway:

Dynamic

Value

rsa-signatures

group5

sha-1

aes-256-cbc

local-certificate

distinguished name wildcard DC=Common_component



Table 46: Phase 1 and Phase 2 Options for Georedundant AutoVPN Hubs (continued)

Option Value

IKE user type group IKE id
Dead peer detection probe-idle-tunnel
Local identity distinguished name
Version v2-only

IPsec proposal:

Protocol esp
Authentication algorithm hmac-shal-96
Encryption algorithm aes-256-chc
IPsec policy:

Perfect Forward Secrecy (PFS) group group5

NOTE: In this example, the default security policy that permits all traffic is used for all devices.
More restrictive security policies should be configured for production environments. See Security
Policies Overview. For simplicity, the configuration on the SRX Series devices allows all types of
inbound traffic; this configuration is not recommended for production deployments.

Topology

Figure 25 on page 519 shows the SRX Series devices to be configured for this example.



Figure 25: Georedundant IPsec VPN Gateways to eNodeB Devices
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Configuration

IN THIS SECTION

Configuring Hub A | 519
Configuring Hub B | 529
Configuring the eNodeB (Sample Configuration) | 537

Configuring Hub A

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/2 gigether-options redundant-parent reth1

set interfaces ge-0/0/3 gigether-options redundant-parent rethO

set interfaces ge-8/0/2 gigether-options redundant-parent reth1

set interfaces ge-8/0/3 gigether-options redundant-parent rethO

set interfaces 100 unit O family inet address 100.100.1.100/24

set interfaces loO redundant-pseudo-interface-options redundancy-group 1
set interfaces rethO redundant-ether-options redundancy-group 1

set interfaces rethO unit O family inet address 172.168.2.1/16

set interfaces rethl1 redundant-ether-options redundancy-group 1



set interfaces reth1 unit O family inet address 2.2.2.1/24

set interfaces stO unit 1 family inet

set security ike proposal prop_ike authentication-method rsa-signatures

set security ike proposal prop_ike dh-group group5

set security ike proposal prop_ike authentication-algorithm shal

set security ike proposal prop_ike encryption-algorithm aes-256-cbc

set security ike policy ph1_ike_policy proposals prop_ike

set security ike policy ph1_ike_policy certificate local-certificate HubA_certificate

set security ike gateway HUB_GW ike-policy ph1_ike_policy

set security ike gateway HUB_GW dynamic distinguished-name wildcard DC=Common_component
set security ike gateway HUB_GW dynamic ike-user-type group-ike-id

set security ike gateway HUB_GW dead-peer-detection probe-idle-tunnel

set security ike gateway HUB_GW local-identity distinguished-name

set security ike gateway HUB_GW external-interface rethl

set security ike gateway HUB_GW version v2-only

set security ipsec proposal prop_ipsec protocol esp

set security ipsec proposal prop_ipsec authentication-algorithm hmac-sha1-96

set security ipsec proposal prop_ipsec encryption-algorithm aes-256-cbc

set security ipsec policy ph2_ipsec_policy perfect-forward-secrecy keys group5

set security ipsec policy ph2_ipsec_policy proposals prop_ipsec

set security ipsec vpn HUB_VPN bind-interface st0.1

set security ipsec vpn HUB_VPN ike gateway HUB_GW

set security ipsec vpn HUB_VPN ike ipsec-policy ph2_ipsec_policy

set security ipsec vpn HUB_VPN traffic-selector ts1 local-ip 172.0.0.0/8

set security ipsec vpn HUB_VPN traffic-selector ts1 remote-ip 50.0.0.0/8

set security ipsec vpn HUB_VPN traffic-selector ts2 local-ip 172.0.0.0/8

set security ipsec vpn HUB_VPN traffic-selector ts2 remote-ip 30.0.0.0/8

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers local-address 172.168.2.1

set protocols bgp group internal-peers export inject_ts1_routes

set protocols bgp group internal-peers export inject_ts2_routes

set protocols bgp group internal-peers export inject_up_routes

set protocols bgp group internal-peers neighbor 172.168.2.4

set policy-options policy-statement inject_ts1_routes term cp_allow from protocol static

set policy-options policy-statement inject_ts1_routes term cp_allow from route-filter 30.1.2.0/24 orlonger
set policy-options policy-statement inject_ts1_routes term cp_allow from route-filter 30.1.1.0/24 orlonger
set policy-options policy-statement inject_ts1_routes term cp_allow then next-hop self

set policy-options policy-statement inject_ts1_routes term cp_allow then accept

set policy-options policy-statement inject_ts2_routes term mp_allow from protocol static

set policy-options policy-statement inject_ts2_routes term mp_allow from route-filter 50.1.1.0/24 orlonger
set policy-options policy-statement inject_ts2_routes term mp_net_allow from route-filter 50.1.2.0/24 orlonger
set policy-options policy-statement inject_ts2_routes term mp_net_allow then next-hop self

set policy-options policy-statement inject_ts2_routes term mp_net_allow then accept

set policy-options policy-statement inject_up_routes term up_allow from protocol static



set policy-options policy-statement inject_up_routes term up_allow from route-filter 172.168.1.0/24 orlonger
set policy-options policy-statement inject_up_routes term up_allow from route-filter 172.168.2.0/24 orlonger
set policy-options policy-statement inject_up_routes term up_allow then next-hop self

set policy-options policy-statement inject_up_routes term up_allow then accept

set security pki ca-profile csa ca-identity csa

set security pki ca-profile csa revocation-check disable

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces st0.1

set security zones security-zone trust interfaces reth0.0

set security zones security-zone untrust host-inbound-traffic system-services all

set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces 100.0

set security zones security-zone untrust interfaces reth1.0

set security policies default-policy permit-all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure hub A:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/2 gigether-options redundant-parent reth1
user@host# set ge-0/0/3 gigether-options redundant-parent rethO
user@host# set ge-8/0/2 gigether-options redundant-parent reth1
user@host# set ge-8/0/3 gigether-options redundant-parent rethO
user@host# set loO unit O family inet address 100.100.1.100/24
user@host# set lo0 redundant-pseudo-interface-options redundancy-group 1
user@host# set rethO redundant-ether-options redundancy-group 1
user@host# set rethO unit O family inet address 172.168.2.1/16
user@host# set rethl redundant-ether-options redundancy-group 1
user@host# set reth1 unit O family inet address 2.2.2.1/24
user@host# set stO unit 1 family inet

2. Configure Phase 1 options.

[edit security ike proposal prop_ike]

user@host# set authentication-method rsa-signatures
user@host# set dh-group group5

user@host# set authentication-algorithm shal



user@host# set encryption-algorithm aes-256-cbhc

[edit security ike policy ph1_ike_policy]
user@host# set proposals prop_ike
user@host# set certificate local-certificate HubA_certificate

[edit security ike gateway HUB_GW]

user@host# set ike-policy ph1_ike_policy

user@host# set dynamic distinguished-name wildcard DC=Common_component
user@host# set dynamic ike-user-type group-ike-id

user@host# set dead-peer-detection probe-idle-tunnel

user@host# set local-identity distinguished-name

user@host# set external-interface reth1

user@host# set version v2-only

3. Configure Phase 2 options.

[edit security ipsec proposal prop_ipsec]

user@host# set protocol esp

user@host# set authentication-algorithm hmac-shal-96
user@host# set encryption-algorithm aes-256-cbhc

[edit security ipsec policy ph2_ipsec_policy]
user@host# set perfect-forward-secrecy keys group5
user@host# set proposals prop_ipsec

[edit security ipsec vpn HUB_VPN]

user@host# set bind-interface st0.1

user@host# set ike gateway HUB_GW

user@host# set ike ipsec-policy ph2_ipsec_policy
user@host# set traffic-selector ts1 local-ip 172.0.0.0/8
user@host# set traffic-selector ts1 remote-ip 50.0.0.0/8
user@host# set traffic-selector ts2 local-ip 172.0.0.0/8
user@host# set traffic-selector ts2 remote-ip 30.0.0.0/8

4. Configure the BGP routing protocol.

[edit protocols bgp group internal-peers]
user@host# set type internal

user@host# set local-address 172.168.2.1
user@host# set export inject_ts1_routes
user@host# set export inject_ts2_routes



user@host# set export inject_up_routes
user@host# set neighbor 172.168.2.4

5. Configure routing options.

[edit policy-options policy-statement inject_ts1_routes]

user@host# set term cp_allow from protocol static

user@host# set term cp_allow from route-filter 30.1.2.0/24 orlonger
user@host# set term cp_allow from route-filter 30.1.1.0/24 orlonger
user@host# set term cp_allow then next-hop self

user@host# set term cp_allow then accept

[edit policy-options policy-statement inject_ts2_routes]

user@host# set term mp_allow from protocol static

user@host# set term mp_allow from route-filter 50.1.1.0/24 orlonger
user@host# set term mp_allow from route-filter 50.1.2.0/24 orlonger
user@host# set term mp_allow then next-hop self

user@host# set term mp_allow then accept

[edit policy-options policy-statement inject_up_routes]

user@host# set term up_allow from protocol static

user@host# set term up_allow from route-filter 172.168.1.0/24 orlonger
user@host# set term up_allow from route-filter 172.168.2.0/24 orlonger
user@host# set term up_allow then next-hop self

user@host# set term up_allow then accept

6. Configure certificate information.

[edit security pki]
user@host# set ca-profile csa ca-identity csa
user@host# set ca-profile csa revocation-check disable

7. Configure security zones.

[edit security zones security-zone trust]

user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces st0.1

user@host# set interfaces reth0.0

[edit security zones security-zone untrust]



user@host# set host-inbound-traffic system-services all
user@host# set host-inbound-traffic protocols all
user@host# set interfaces 100.0

user@host# set interfaces reth1.0

[edit security policies]
user@host# set default-policy permit-all

Results

From configuration mode, confirm your configuration by entering the show interfaces show security ike,
show security ipsec, show protocols bgp, show policy-options, show security pki, show security zones,
and show security policies commands. If the output does not display the intended configuration, repeat
the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/2 {
gigether-options {
redundant-parent reth1;

}
ge-0/0/3 {
gigether-options {
redundant-parent rethO;

}
ge-8/0/2 {
gigether-options {
redundant-parent reth1;

}
ge-8/0/3 {
gigether-options {
redundant-parent rethO;

}
100 {
unit O {
family inet {
address 100.100.1.100/24;

}

redundant-pseudo-interface-options {



redundancy-group 1;

}
rethO {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
address 172.168.2.1/16;

}
rethl {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
address 2.2.2.1/24;

}
stO {
unit 1 {
family inet;

}
[edit]
user@host# show security ike
proposal prop_ike {
authentication-method rsa-signatures;
dh-group group5;
authentication-algorithm shai;
encryption-algorithm aes-256-cbc;
}
policy ph1_ike_policy {
proposals prop_ike;
certificate {
local-certificate HubA_certificate;

}
gateway HUB_GW {
ike-policy ph1_ike_policy;



dynamic {
distinguished-name {
wildcard DC=Common_component;
}
ike-user-type group-ike-id;
}
dead-peer-detection {
probe-idle-tunnel;
}
local-identity distinguished-name;
external-interface reth1;
version v2-only;
}
[edit]

user@host# show security ipsec

proposal prop_ipsec {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm aes-256-cbc;
}
policy ph2_ipsec_policy {
perfect-forward-secrecy {
keys group5;
}
proposals prop_ipsec;
}
vpn HUB_VPN {
bind-interface st0.1;
ike {
gateway HUB_GW;
ipsec-policy ph2_ipsec_policy;
}
traffic-selector ts1 {
local-ip 172.0.0.0/8;
remote-ip 50.0.0.0/8;
}
traffic-selector ts2 {
local-ip 172.0.0.0/8;
remote-ip 30.0.0.0/8;

}

[edit]

user@host# show protocols bgp
group internal-peers {



type internal;
local-address 172.168.2.1;
export [ inject_ts1_routes inject_ts2_routes inject_up_routes |;
neighbor 172.168.2.4;
}
[edit]
user@host# show policy-options
policy-statement inject_ts1_routes {
term cp_allow {
from {
protocol static;
route-filter 30.1.2.0/24 orlonger;
route-filter 30.1.1.0/24 orlonger;
}
then {
next-hop self;
accept;

}
policy-statement inject_ts2_routes {
term mp_allow {
from {
protocol static;
route-filter 50.1.1.0/24 orlonger;
route-filter 50.1.2.0/24 orlonger;
}
then {
next-hop self;
accept;

}
policy-statement inject_up_routes {
term up_allow {
from {
protocol static;
route-filter 172.168.1.0/24 orlonger;
route-filter 172.168.2.0/24 orlonger;
}
then {
next-hop self;
accept;



}
[edit]
user@host# show security pki
ca-profile csa {
ca-identity csa;
revocation-check {
disable;

}
[edit]
user@host# show security zones
security-zone trust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
st0.1;
reth0.0;

}
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}

interfaces {
100.0;
reth1.0;

}
[edit]
user@host# show security policies
default-policy {
permit-all;



If you are done configuring the device, enter commit from configuration mode.
Configuring Hub B

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/1 unit O family inet address 4.4.4.1/24

set interfaces ge-0/0/2 unit O family inet address 172.169.1.1/16

set interfaces 100 unit O family inet address 100.100.1.101/24

set interfaces stO unit 1 family inet

set security ike proposal prop_ike authentication-method rsa-signatures

set security ike proposal prop_ike dh-group group5

set security ike proposal prop_ike authentication-algorithm shal

set security ike proposal prop_ike encryption-algorithm aes-256-cbhc

set security ike policy ph1_ike_policy proposals prop_ike

set security ike policy ph1_ike_policy certificate local-certificate HubB_certificate
set security ike gateway HUB_GW ike-policy ph1_ike_policy

set security ike gateway HUB_GW dynamic distinguished-name wildcard DC=Common_component
set security ike gateway HUB_GW dynamic ike-user-type group-ike-id

set security ike gateway HUB_GW dead-peer-detection probe-idle-tunnel

set security ike gateway HUB_GW local-identity distinguished-name

set security ike gateway HUB_GW external-interface ge-0/0/1

set security ike gateway HUB_GW version v2-only

set security ipsec proposal prop_ipsec protocol esp

set security ipsec proposal prop_ipsec authentication-algorithm hmac-shal-96
set security ipsec proposal prop_ipsec encryption-algorithm aes-256-cbc

set security ipsec policy ph2_ipsec_policy perfect-forward-secrecy keys group5
set security ipsec policy ph2_ipsec_policy proposals prop_ipsec

set security ipsec vpn HUB_VPN bind-interface st0.1

set security ipsec von HUB_VPN ike gateway HUB_GW

set security ipsec vpn HUB_VPN ike ipsec-policy ph2_ipsec_policy

set security ipsec vpn HUB_VPN traffic-selector ts1 local-ip 172.0.0.0/8

set security ipsec vpn HUB_VPN traffic-selector ts1 remote-ip 50.0.0.0/8

set security ipsec vpn HUB_VPN traffic-selector ts2 local-ip 172.0.0.0/8

set security ipsec vpn HUB_VPN traffic-selector ts2 remote-ip 30.0.0.0/8

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers local-address 172.169.1.1

set protocols bgp group internal-peers export inject_ts1_routes

set protocols bgp group internal-peers export inject_ts2_routes



set protocols bgp group internal-peers export inject_up_routes

set policy-options policy-statement inject_ts1_routes term cp_allow from protocol static

set policy-options policy-statement inject_ts1_routes term cp_allow from route-filter 30.1.2.0/24 orlonger
set policy-options policy-statement inject_ts1_routes term cp_allow from route-filter 30.1.1.0/24 orlonger
set policy-options policy-statement inject_ts1_routes term cp_allow then next-hop self

set policy-options policy-statement inject_ts1_routes term cp_allow then accept

set policy-options policy-statement inject_ts2_routes term mp_allow from protocol static

set policy-options policy-statement inject_ts2_routes term mp_allow from route-filter 50.1.1.0/24 orlonger
set policy-options policy-statement inject_ts2_routes term mp_net_allow from route-filter 50.1.2.0/24 orlonger
set policy-options policy-statement inject_ts2_routes term mp_net_allow then next-hop self

set policy-options policy-statement inject_ts2_routes term mp_net_allow then accept

set policy-options policy-statement inject_up_routes term up_allow from protocol static

set policy-options policy-statement inject_up_routes term up_allow from route-filter 172.169.1.0/24 orlonger
set policy-options policy-statement inject_up_routes term up_allow from route-filter 172.169.2.0/24 orlonger
set policy-options policy-statement inject_up_routes term up_allow then next-hop self

set policy-options policy-statement inject_up_routes term up_allow then accept

set security pki ca-profile csa ca-identity csa

set security pki ca-profile csa revocation-check disable

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces st0.1

set security zones security-zone trust interfaces ge-0/0/2.0

set security zones security-zone untrust host-inbound-traffic system-services all

set security zones security-zone untrust host-inbound-traffic protocols all

set security zones security-zone untrust interfaces 100.0

set security zones security-zone untrust interfaces ge-0/0/1.0

set security policies default-policy permit-all

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For instructions
on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure hub B:

1. Configure interfaces.

[edit interfaces]

user@host# set ge-0/0/1 unit O family inet address 4.4.4.1/24
user@host# set ge-0/0/2 unit O family inet address 172.169.1.1/16
user@host# set lo0 unit O family inet address 100.100.1.101/24
user@host# set stO unit 1 family inet

2. Configure Phase 1 options.



[edit security ike proposal prop_ike]

user@host# set authentication-method rsa-signatures
user@host# set dh-gro