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About the Documentation

• Documentation and Release Notes on page xi

• Using the Examples in This Manual on page xi

• Documentation Conventions on page xiii

• Documentation Feedback on page xv

• Requesting Technical Support on page xv

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.
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Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xiii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xiv defines the text and syntax conventions used in this guide.

xiiiCopyright © 2019, Juniper Networks, Inc.
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Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You

can use either of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page

on the Juniper Networks TechLibrary site, and do one of the following:

• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you

or if you have suggestions for improvement, and use the pop-up form to provide

feedback.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active Juniper Care or Partner Support

Services support contract, or are covered under warranty, and need post-sales technical

support, you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Create a service request online: https://myjuniper.juniper.net

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on theWeb or by telephone.

• Visit https://myjuniper.juniper.net.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://support.juniper.net/support/requesting-support/.
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CHAPTER 1

Understanding Layer 2 Bridging, Address
Learning, and Forwarding

• Understanding Layer 2 Bridge Domains on page 17

• Understanding Layer 2 Learning and Forwarding on page 18

• Layer 2 Bridge Domains on ACX Series Overview on page 19

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

Understanding Layer 2 Bridge Domains

You can configure one or more bridge domains on MX Series routers to perform Layer 2

bridging. TheLayer 2bridging functionsof theMXSeries routers include integrated routing

and bridging (IRB) for support for Layer 2 bridging and Layer 3 IP routing on the same

interface, andvirtual switches that isolateaLANsegmentwith its spanning-treeprotocol

instance and separate its VLAN ID space.

A bridge domain is a set of logical ports that share the same flooding or broadcast

characteristics. Like a virtual LAN (VLAN), a bridge domain spans one or more ports of

multiple devices.

On Juniper Networks MX Series 5G Universal Routing Platforms only, you can configure

one or more bridge domains to perform Layer 2 bridging. Thus, MX Series routers can

function as Layer 2 switches, each with multiple bridging, or broadcast, domains that

participate in the same Layer 2 network. You can also configure Layer 3 routing support

for a bridge domain. Integrated routing and bridging (IRB) provides support for Layer 2

bridging and Layer 3 IP routing on the same interface. IRB enables you to route packets

to another routed interface or to another bridge domain that has a Layer 3 protocol

configured.

You can also group one ormore bridge domainswithin a single instance, or virtual switch.

The MX Series routers also support multiple virtual switches, each of which operates

independently of other virtual switches on the router. Virtual switches isolate a LAN

segment with its spanning-tree protocol instance. . Thus, each virtual switch can

participate in a different Layer 2 network.

In Junos OS Release 9.2 and later, bridge domains provide support for a Layer 2 trunk

port. A Layer 2 trunk interface enables you to configure a single logical interface to

represent multiple VLANs on a physical interface. You can configure a set of bridge
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domainsandVLAN identifiers that areautomatically associatedwithoneormoreLayer 2

trunk interfaces. Packets received on a trunk interface are forwarded within a bridge

domain that has the same VLAN identifier. A Layer 2 trunk interface also supports IRB

within a bridge domain. In addition, you can configure Layer 2 learning and forwarding

properties that apply to the entire set of bridge domains.

In JunosOSRelease9.3 and later, you can configureVPLSports in a virtual switch instead

of a dedicated routing instance of type vpls so that the logical interfaces of the Layer 2

bridge domains in the virtual switch can handle VPLS routing instance traffic. Packets

received on a Layer 2 trunk interface are forwarded within a bridge domain that has the

same VLAN identifier.

Related
Documentation

Understanding Layer 2 Virtual Switches on page 47•

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Configuring a Bridge Domain on page 25

Understanding Layer 2 Learning and Forwarding

OnMX Series routers only, you can configure Layer 2 MAC address and VLAN learning

and forwarding properties in support of Layer 2 bridging. The router learns unicastmedia

access control (MAC) addresses to avoid flooding the packets to all the ports in a bridge

domain. The MX Series router creates a source MAC entry in its source and destination

MAC tables for each MAC address learned from packets received on ports that belong

to the bridge domain. If the bridge domain receives a control protocol data unit (PDU)

which does not have a corresponding protocol configured, then the control PDU is

considered as an unknownmulticast data packet and the packets are flooded across all

the ports that are part of the same bridge domain. If the bridge domain has the protocol

corresponding to the PDU configured , then the control PDU is considered as a control

packet and is processed by the routing engine.

By default, Layer 2 address learning is enabled. You can disable MAC learning for the

router or for a specific bridge domain or logical interfaces. You can also configure the

following Layer 2 forwarding properties for an MX Series router:

• Timeout interval for MAC entries

• MAC accounting

• A limit to the number of MAC addresses learned from the logical interfaces

Related
Documentation

Understanding Layer 2 Bridge Domains on page 17•

• Configuring the MAC Table Timeout Interval on page 61

• Enabling MAC Accounting on page 62

• Limiting theNumberofMACAddressesLearned fromEachLogical Interfaceonpage63
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• Disabling Layer 2 Learning and Forwarding

Layer 2 Bridge Domains on ACX Series Overview

A bridge domain is a set of logical interfaces that share the same flooding or broadcast

characteristics. Layer 2 logical interfaces are created by defining one ormore logical units

on a physical interface with encapsulation as ethernet-bridge or vlan-bridge. All the

member ports of the bridge domain participate in Layer 2 learning and forwarding. You

can configure one or more bridge domains on ACX Series routers to perform Layer 2

bridging. The Layer 2 bridging functions of ACX Series routers include integrated routing

and bridging (IRB) support for Layer 2 bridging and Layer 3 IP routing on the same

interface. IRB enables you to route packets to another routed interface or to another

bridge domain that has a Layer 3 protocol configured

NOTE: ACX Series routers do not support the creation of bridge domains by
using access and trunk ports.

You can configure E-LAN and E-LINE services by using bridge domains.

OnACXSeries routers, youcanconfigurebridgedomainsbyusing the followingmethods:

• Bridge domain without a vlan-id number statement

• Bridge domain with the vlan-id value set to none

• Bridge domain with a single vlan-id

• Bridge domain with a vlan-id-list

NOTE: The Layer 2 CLI configurations and show commands for ACX5048
and ACX5096 routers differ compared to other ACXSeries routers. Formore
information, see Layer 2 Next Generation Mode for ACX Series.

When you configure E-LAN and E-LINE services using a bridge domain without a vlan-id

number statement, the bridge domain should explicitly be normalized to a service VLAN

ID and TPID by configuring an input VLANmap under a logical interface. Explicit

normalization is required when a logical interface’s outer VLAN ID and TPID is not the

same as the service VLAN ID and TPID of the service being configured using a bridge

domain.

The following input VLANmap functions are supported in ACX Series routers:

• push—Add a new VLAN tag to the top of the VLAN stack.

• swap—Replace the outer VLAN tag of the VLAN stack in a frame.

• pop—Remove a VLAN tag from the top of the VLAN tag stack.
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• swap-swap—Replace both the outer and inner VLAN tags of the frame.

• push-push—Push two VLAN tags on top of the VLAN stack.

NOTE: push-push does not work on ACX Series routers if the incoming

packet already has a VLAN tag.

The following VLANmap functions are not supported in ACX Series routers:

• swap-push—Replace the outer VLAN tag of the frame and add a new VLAN tag to the

top of the VLAN stack.

• pop-swap—Remove the outer VLAN tag of the frame and replace the inner VLAN tag

of the frame.

• pop-pop—Remove both the outer and inner VLAN tags of the frame.

NOTE: You can configure Q-in-Q tunneling by explicitly configuring an input
VLANmapwith the push function on the ingress logical interface.

AbridgedomaincanalsobecreatedbyusingaggregatedEthernet interfaces.Aggregated

Ethernet interfaces are considered as logical interfaces in a bridge domain.

The following steps outline the process for bridging a packet received over a Layer 2

logical interface:

1. When a packet is received on a physical port, it is accepted only if the VLAN identifier

of the packet matches the VLAN identifier of one of the logical interfaces configured

on that port.

2. If the bridge domain is configuredwithout a vlan-idnumber statement, then the VLAN

tags are rewritten based on the input VLANmap configured on the logical interface

and normalized to a service VLAN ID.

3. If the bridge domain is configured with a normalizing VLAN identifier by using the

vlan-id number statement, the VLAN tags of the received packet are compared with

the normalizing VLAN identifier. If the VLAN tags of the packet are different from the

normalizing VLAN identifier, the VLAN tags are rewritten as described in

Table 3 on page 21.

4. If the source MAC address of the received packet is not present in the source MAC

table, it is learned based on the normalizing VLAN identifier.

5. The packet is then forwarded toward one ormore outbound Layer 2 logical interfaces

based on the destination MAC address. A packet with a known unicast destination

MAC address is forwarded only to one outbound logical interface.

Copyright © 2019, Juniper Networks, Inc.20

Layer 2 Bridging, Address Learning, and Forwarding Feature Guide



6. If the bridge domain is configured without a vlan-id number statement, then for each

outbound Layer 2 logical interface, the VLAN tags are rewritten based on the output

VLANmap configured on that logical interface.

7. If the bridge domain is configured with a normalizing VLAN identifier by using the

vlan-idnumber statement, for eachoutboundLayer 2 logical interface, thenormalizing

VLAN identifier configured for the bridge domain is compared with the VLAN tags

configured on that logical interface. If the VLAN tags associated with an outbound

logical interfacedonotmatch thenormalizingVLAN identifier configured for thebridge

domain, the VLAN tags are rewritten as described in Table 4 on page 21.

Table 3 on page 21 shows specific examples of how the VLAN tags of packets sent to

the bridge domain are processed and translated, depending on your configuration. “–”

means that the statement is not supported for the specified logical interface VLAN

identifier. “No operation” means that the VLAN tags of the received packet are not

translated for the specified input logical interface.

Table 3: Statement Usage and Input Rewrite Operations for VLAN Identifiers for a Bridge Domain

VLAN Configurations for Bridge Domain

VLAN Identifier of
Logical Interface vlan-id 200vlan-id none

push 200No operationnone

No operationpop 200200

swap 1000 to 200pop 10001000

pop 2000, swap 300
to 200

pop 2000, pop 300vlan-tags outer 2000
inner 300

pop 100, swap 400
to 200

pop 100, pop 400vlan-tags outer 100
inner 400

––vlan-id-range 10-100

Table 4 on page 21 shows specific examples of how the VLAN tags for packets sent from

the bridge domain are processed and translated, depending on your configuration. “–”

means that the statement is not supported for the specified logical interface VLAN

identifier. “No operation” means that the VLAN tags of the outbound packet are not

translated for the specified output logical interface.

Table 4: Statement Usage and Output Rewrite Operations for VLAN Identifiers for a Bridge Domain

VLAN Configurations for Bridge Domain

VLAN Identifier of
Logical Interface vlan-id 200vlan-id none

pop 200no operationnone
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Table 4: Statement Usage and Output Rewrite Operations for VLAN Identifiers for a Bridge Domain (continued)

VLAN Configurations for Bridge Domain

VLAN Identifier of
Logical Interface vlan-id 200vlan-id none

No operationpush 200200

swap 200 to 1000push 10001000

swap 200 to 300,
push 2000

push 2000, push 300vlan-tags outer 2000
inner 300

swap 200 to 400,
push 100

push 100, push 400vlan-tags outer 100 inner 400

––vlan-id-range 10-100

LimitationsonLayer 2bridging—The following Layer 2 bridging limitations apply for ACX

Series Universal Metro Routers:

• A bridge domain cannot have two or more logical interfaces that belong to the same

physical interface.

• A bridge domain with dual VLAN ID tag is not supported.

• Themaximum number of supported input VLANmaps with TPID swap is 64.

• MAC learning cannot be disabled at a logical interface level.

• MAC limit per logical interface cannot be configured.

Related
Documentation

Q-in-Q Tunneling on ACX Series Overview on page 87•

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72

Layer 2 Learning and Forwarding for Bridge Domains Overview

When you configure a bridge domain, Layer 2 address learning is enabled by default. The

bridge domain learns unicast media access control (MAC) addresses to avoid flooding
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the packets to all the ports in the bridge domain. Each bridge domain creates a source

MACentry in its source anddestinationMAC tables for each sourceMACaddress learned

from packets received on the ports that belong to the bridge domain.

NOTE: Traffic is not floodedbackonto the interfaceonwhich itwas received.

You can optionally disableMAC learning either for the entire router or for a specific bridge

domain. You can also configure the following Layer 2 learning and forwarding properties:

• Static MAC entries on logical interfaces

• Size of the MAC address table for the bridge domain

Related
Documentation

• Layer 2 Bridge Domains on ACX Series Overview on page 19

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72

23Copyright © 2019, Juniper Networks, Inc.

Chapter 1: Understanding Layer 2 Bridging, Address Learning, and Forwarding



Copyright © 2019, Juniper Networks, Inc.24

Layer 2 Bridging, Address Learning, and Forwarding Feature Guide



CHAPTER 2

Configuring Layer 2 Bridging and Layer 3
IP Routing

• Configuring a Bridge Domain on page 25

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Example: Configuring Basic Layer 2 Switching on MX Series on page 29

• ConfiguringVLAN Identifiers forBridgeDomainsandVPLSRouting Instancesonpage38

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Configuring Bridge Domains as Switches for Layer 2 Trunk Ports on page 44

Configuring a Bridge Domain

Abridgedomainmust includea set of logical interfaces thatparticipate in Layer 2 learning

and forwarding. You can optionally configure a VLAN identifier and a routing interface

for the bridge domain to also support Layer 3 IP routing.

To enable a bridge domain, include the following statements:

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge:
interface interface-name;
routing-interface routing-interface-name;
vlan-id (none | all | number);
vlan-id-list [ vlan-id-numbers ];
vlan-tags outer number inner number);

}
}

Youcannotuse theslash (/) character inbridgedomainnames. If youdo, theconfiguration

does not commit and an error is generated.

For the vlan-id statement, you can specify either a valid VLAN identifier or the none or all

options. For information about VLAN identifiers and VLAN tags for a bridge domain, see

“ConfiguringVLAN Identifiers forBridgeDomainsandVPLSRouting Instances”onpage38.
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To include one ormore logical interfaces in the bridge domain, specify an interface-name

for an Ethernet interface you configured at the [edit interfaces] hierarchy level.

NOTE: Amaximum of 4000 active logical interfaces are supported on a
bridge domain or on eachmesh group in a virtual private LAN service (VPLS)
instance configured for Layer 2 bridging.

By default, each bridge domain maintains a Layer 2 forwarding database that contains

media access control (MAC) addresses learned from packets received on the ports that

belong to the bridge domain. You canmodify Layer 2 forwarding properties, including

disabling MAC learning for the entire system or a bridge domain, adding static MAC

addresses for specific logical interfaces, and limiting the number of MAC addresses

learned by the entire system, the bridge domain, or a logical interface.

You can also configure spanning tree protocols to prevent forwarding loops. .

In Junos OS Release 8.5 and later, you can configure IGMP snooping for a bridge domain.

For more information, see theMulticast Protocols Feature Guide .

Integrated routing and bridging (IRB) provides simultaneous support for Layer 2 bridging

and Layer 3 routing on the same interface. IRB enables you to route packets to another

routed interface or to another bridge domain that has an IRB interface configured. You

configure a logical routing interface by including the irb statement at the [edit interfaces]

hierarchy level and include that interface in the bridge domain. For more information

about how to configure a routing interface, see the Junos OS Network Interfaces Library

for Routing Devices.

NOTE: You can include only one routing interface in a bridge domain.

To configure a bridge domain with IRB support, include the following statements:

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
routing-interface routing-interface-name;
service-id number;
vlan-id (none | number);
vlan-tags outer number inner number;

}
}

For each bridge domain that you configure, specify a bridge-domain-name. Youmust also

specify the value bridge for the domain-type statement.

For the vlan-id statement, youcanspecify either a validVLAN identifier or thenoneoption.
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NOTE: If you configure a routing interface to support IRB in a bridge domain,
you cannot use the all option for the vlan-id statement.

The vlan-tags statement enables you to specify a pair of VLAN identifiers; an outer tag

and an inner tag.

NOTE: Forasinglebridgedomain, youcan includeeither thevlan-idstatement

or the vlan-tags statement, but not both.

ForMC-LAGbridgedomains,whentheVLAN identifier isnone, use theservice-idstatement

to facilitate media access control (MAC) and Address Resolution Protocol (ARP)

synchronization among MC-LAG peers.

To includeoneormore logical interfaces in thebridgedomain, specify the interfacename

for eachEthernet interface to include that youconfiguredat the [edit interfaces]hierarchy

level.

NOTE: Amaximum of 4000 active logical interfaces are supported on a
bridge domain or on eachmesh group in a VPLS routing instance configured
for Layer 2 bridging.

To associate a routing interface with a bridge domain, include the

routing-interface routing-interface-name statement and specify a routing-interface-name

you configured at the [edit interfaces irb] hierarchy level. You can configure only one

routing interface for each bridge domain. For more information about how to configure

logical and routing interfaces, see the Junos OS Network Interfaces Library for Routing

Devices.

In Junos OS Release 9.0 and later, IRB interfaces are supported for multicast snooping.

Formore informationaboutmulticast snooping, see theUnderstandingMulticastSnooping

and VPLS Root Protection.

In Junos 11.4 and later, IP multicast is supported on Layer 2 trunk ports through IRB

interfaces using the Trio chipset.

In JunosOSRelease 9.6 and later, inmultihomedVPLS configurations, you can configure

VPLS to keep a VPLS connection up if only an IRB interface is available by configuring

the irb option for the connectivity-type statement at the [edit routing-instances

routing-instance-name protocols vpls] hierarchy level. The connectivity-type statement

has two options, ce and irb. The ce option is the default and specifies that a CE interface

is required tomaintain theVPLSconnection.Bydefault, if only an IRB interface is available,

the VPLS connection is brought down. For more information about configuring VPNs,

see the Junos VPN Configuration Guide.
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NOTE: When you configure IRB interfaces in more than one logical system
on a device, all of the of the IRB logical interfaces share the sameMAC
address.

IntegratedBridgingandRouting (IRB) interfacesare used to tie together Layer 2 switched

and Layer 3 routed domains on MX routers. MX routers support classifiers and rewrite

rules on the IRB interface at the [edit class-of-service interfaces irb unit

logical-unit-number] level of the hierarchy. All types of classifiers and rewrite rules are

allowed, including IEEE 802.1p.

NOTE: The IRB classifiers and rewrite rules are used only for routed packets;
in otherwords, it is for traffic that originated in the Layer 2domain and is then
routed through IRB into theLayer3domain, or viceversa.Only IEEEclassifiers
and IEEE rewrite rules are allowed for pure Layer 2 interfaces within a bridge
domain.

Related
Documentation

Understanding Layer 2 Learning and Forwarding on page 18•

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

Configuring a Bridge Domain on ACX Series Routers

Abridgedomainmust includea set of logical interfaces thatparticipate in Layer 2 learning

and forwarding.

To configure a bridge domain, include the following statements:

[edit]
bridge-domains {
bridge-domain-name {
interface interface-name;
vlan-id (none | number);
vlan-id-list [ vlan-id-numbers ];

}
}

Youcannotuse theslash (/) character inbridgedomainnames. If youdo, theconfiguration

does not commit and an error is generated.

For the vlan-id statement, you can specify either a valid VLAN identifier or none.

To include one ormore logical interfaces in the bridge domain, specify an interface name

for anEthernet interface youconfiguredat the [editbridge-domainsbridge-domain-name]

hierarchy level.
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To configure a layer 2 logical interface to be included in a bridge domain, you can either

include the encapsulation vlan-bridge statement under the logical interface, or the

encapsulation ethernet-bridge statement under the physical interface.

NOTE: Amaximumof 1000logical interfacescanbeconfiguredonaphysical
interface. You can configure amaximumof 3000 bridge domains on an ACX
Series router.

Related
Documentation

Layer 2 Bridge Domains on ACX Series Overview on page 19•

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72

Example: Configuring Basic Layer 2 Switching onMX Series

This example shows how to configure Layer 2 switching with all interfaces participating

in a single VLAN.

• Requirements on page 29

• Overview on page 29

• Configuration on page 30

• Verification on page 32

Requirements

No special configuration beyond device initialization is required before configuring this

example.

This example uses an MX Series device to perform Layer 2 switching.

Overview

In this example, a single MX Series device is configured to act as a basic single-VLAN

switch.Threeconnectionsare inplace.Theconnections fromtheMXSeriesdeviceattach

to Junos OS routers, but the routers are used here for testing purposes only. In place of

routers, you can use any IP networking devices.
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Topology

Figure 1 on page 30 shows the sample network.

Figure 1: Basic Layer 2 Switching

“CLI Quick Configuration” on page 30 shows the configuration for all of the devices in

Figure 1 on page 30.

The section “Step-by-Step Procedure” on page 31 describes the steps on Device S1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device S1 set interfaces ge-2/0/0 vlan-tagging
set interfaces ge-2/0/0 encapsulation extended-vlan-bridge
set interfaces ge-2/0/0 unit 0 vlan-id 600
set interfaces ge-2/0/1 vlan-tagging
set interfaces ge-2/0/1 encapsulation extended-vlan-bridge
set interfaces ge-2/0/1 unit 0 vlan-id 600
set interfaces ge-2/0/2 vlan-tagging
set interfaces ge-2/0/2 encapsulation extended-vlan-bridge
set interfaces ge-2/0/2 unit 0 vlan-id 600
set bridge-domains customer1 domain-type bridge
set bridge-domains customer1 interface ge-2/0/0.0
set bridge-domains customer1 interface ge-2/0/2.0
set bridge-domains customer1 interface ge-2/0/1.0

Device R1 set interfaces ge-1/3/2 vlan-tagging
set interfaces ge-1/3/2 unit 0 vlan-id 600
set interfaces ge-1/3/2 unit 0 family inet address 10.0.0.1/24

Device R2 set interfaces ge-3/1/0 vlan-tagging
set interfaces ge-3/1/0 unit 0 vlan-id 600
set interfaces ge-3/1/0 unit 0 family inet address 10.0.0.2/24
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Device R3 set interfaces ge-2/0/1 vlan-tagging
set interfaces ge-2/0/1 unit 0 vlan-id 600
set interfaces ge-2/0/1 unit 0 family inet address 10.0.0.3/24

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure Device S1:

1. Configure the device interfaces.

[edit interfaces]
user@S1# set interfaces ge-2/0/0 vlan-tagging
user@S1# set interfaces ge-2/0/0 encapsulation extended-vlan-bridge
user@S1# set interfaces ge-2/0/0 unit 0 vlan-id 600
user@S1# set interfaces ge-2/0/1 vlan-tagging
user@S1# set interfaces ge-2/0/1 encapsulation extended-vlan-bridge
user@S1# set interfaces ge-2/0/1 unit 0 vlan-id 600
user@S1# set interfaces ge-2/0/2 vlan-tagging
user@S1# set interfaces ge-2/0/2 encapsulation extended-vlan-bridge
user@S1# set interfaces ge-2/0/2 unit 0 vlan-id 600

2. Configure the bridge domain.

[edit interfaces]
user@S1# set bridge-domains customer1 domain-type bridge
user@S1# set bridge-domains customer1 interface ge-2/0/0.0
user@S1# set bridge-domains customer1 interface ge-2/0/2.0
user@S1# set bridge-domains customer1 interface ge-2/0/1.0

Results Fromconfigurationmode, confirm your configuration by entering the show interfacesand

showbridge-domainscommands. If theoutputdoesnotdisplay the intendedconfiguration,

repeat the instructions in this example to correct the configuration.

user@S1# show interfaces
ge-2/0/0 {
vlan-tagging;
encapsulation extended-vlan-bridge;
unit 0 {
vlan-id 600;

}
}
ge-2/0/1 {
vlan-tagging;
encapsulation extended-vlan-bridge;
unit 0 {
vlan-id 600;

}
}

31Copyright © 2019, Juniper Networks, Inc.

Chapter 2: Configuring Layer 2 Bridging and Layer 3 IP Routing



ge-2/0/2 {
vlan-tagging;
encapsulation extended-vlan-bridge;
unit 0 {
vlan-id 600;

}
}

user@S1# show bridge-domains
customer1 {
domain-type bridge;
interface ge-2/0/0.0;
interface ge-2/0/2.0;
interface ge-2/0/1.0;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Confirming the MAC Address Learning on page 32

• Making Sure That the Attached Devices Can Reach Each Other on page 33

• Checking the Bridge Domain on page 34

• Checking the Bridge Statistics on page 35

• Checking the Bridge Flooding on page 36

• Checking Layer 2 Learning on page 37

Confirming theMACAddress Learning

Purpose Display Layer 2 MAC address information.

Action From Device S1, run the show bridgemac-table command.•

user@S1> show bridgemac-table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : default-switch
 Bridging domain : customer1, VLAN : NA
   MAC                 MAC      Logical          NH     RTR
   address             flags    interface        Index  ID
   00:12:1e:ee:34:dd   D        ge-2/0/2.0      
   00:1d:b5:5e:86:79   D        ge-2/0/0.0      
   00:21:59:0f:35:2b   D        ge-2/0/1.0   

• From Device S1, run the show bridgemac-table extensive command.
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user@S1> show bridgemac-table extensive

MAC address: 00:12:1e:ee:34:dd
  Routing instance: default-switch
   Bridging domain: customer1, VLAN : NA
   Learning interface: ge-2/0/2.0   
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 1                            Sequence number: 0     
   Learning mask: 0x00000004        

MAC address: 00:1d:b5:5e:86:79
  Routing instance: default-switch
   Bridging domain: customer1, VLAN : NA
   Learning interface: ge-2/0/0.0   
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 1                            Sequence number: 0     
   Learning mask: 0x00000004        

MAC address: 00:21:59:0f:35:2b
  Routing instance: default-switch
   Bridging domain: customer1, VLAN : NA
   Learning interface: ge-2/0/1.0   
   Layer 2 flags: in_hash,in_ifd,in_ifl,in_vlan,in_rtt,kernel,in_ifbd
   Epoch: 3                            Sequence number: 0     
   Learning mask: 0x00000004        

Meaning The output shows that the MAC addresses have been learned.

Making Sure That the Attached Devices Can Reach Each Other

Purpose Verify connectivity.
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Action user@R1> ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2): 56 data bytes
64 bytes from 10.0.0.2: icmp_seq=0 ttl=64 time=1.178 ms
64 bytes from 10.0.0.2: icmp_seq=1 ttl=64 time=1.192 ms
64 bytes from 10.0.0.2: icmp_seq=2 ttl=64 time=1.149 ms
^C
--- 10.0.0.2 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.149/1.173/1.192/0.018 ms

user@R1> ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3): 56 data bytes
64 bytes from 10.0.0.3: icmp_seq=0 ttl=64 time=1.189 ms
64 bytes from 10.0.0.3: icmp_seq=1 ttl=64 time=1.175 ms
64 bytes from 10.0.0.3: icmp_seq=2 ttl=64 time=1.178 ms
64 bytes from 10.0.0.3: icmp_seq=3 ttl=64 time=1.133 ms
^C
--- 10.0.0.3 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.133/1.169/1.189/0.021 ms

user@R2> ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3): 56 data bytes
64 bytes from 10.0.0.3: icmp_seq=0 ttl=64 time=0.762 ms
64 bytes from 10.0.0.3: icmp_seq=1 ttl=64 time=0.651 ms
64 bytes from 10.0.0.3: icmp_seq=2 ttl=64 time=0.722 ms
64 bytes from 10.0.0.3: icmp_seq=3 ttl=64 time=0.705 ms
^C
--- 10.0.0.3 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.651/0.710/0.762/0.040 ms

Meaning The output shows that the attached devices have established Layer 3 connectivity, with

Device S1 doing transparent Layer 2 bridging.

Checking the Bridge Domain

Purpose Display bridge domain information.
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Action user@S1> show bridge domain extensive

Routing instance: default-switch
Bridge domain: customer1                      State: Active
Bridge VLAN ID: NA 
Interfaces:
    ge-2/0/0.0
    ge-2/0/1.0
    ge-2/0/2.0
Total MAC count: 3 

Meaning The output shows that bridge domain is active.

Checking the Bridge Statistics

Purpose Display bridge statistics.
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Action user@S1> show bridge statistics

   Local interface: ge-2/0/0.0, Index: 65543
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                    80
     Multicast bytes  :                  8160
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     1
     Unicast bytes    :                    64
     Current MAC count:                     1 (Limit 1024)
   Local interface: ge-2/0/2.0, Index: 324
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                    80
     Multicast bytes  :                  8160
     Flooded packets  :                     1
     Flooded bytes    :                    74
     Unicast packets  :                    52
     Unicast bytes    :                  4332
     Current MAC count:                     1 (Limit 1024)
   Local interface: ge-2/0/1.0, Index: 196613
     Broadcast packets:                     2
     Broadcast bytes  :                   128
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     1
     Flooded bytes    :                    93
     Unicast packets  :                    51
     Unicast bytes    :                  4249
     Current MAC count:                     1 (Limit 1024)

Meaning The output shows that bridge domain interfaces are sending and receiving packets.

Checking the Bridge Flooding

Purpose Display bridge flooding information.
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Action user@S1> show bridge flood extensive

Name: __juniper_private1__
CEs: 0
VEs: 0
Name: default-switch
CEs: 3
VEs: 0
Bridging domain: customer1
  Flood route prefix: 0x30003/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __all_ces__
  Flood group name: __all_ces__
  Flood group index: 1
  Nexthop type: comp
  Nexthop index: 568
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            562     
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ge-2/0/0.0       CE             ucst            524     
        ge-2/0/1.0       CE             ucst            513     
        ge-2/0/2.0       CE             ucst            523     

  Flood route prefix: 0x30005/51
  Flood route type: FLOOD_GRP_COMP_NH
  Flood route owner: __re_flood__
  Flood group name: __re_flood__
  Flood group index: 65534
  Nexthop type: comp
  Nexthop index: 565
    Flooding to:
    Name             Type          NhType          Index
    __all_ces__      Group          comp            562     
        Composition: split-horizon
        Flooding to:
        Name             Type          NhType          Index
        ge-2/0/0.0       CE             ucst            524     
        ge-2/0/1.0       CE             ucst            513     
        ge-2/0/2.0       CE             ucst            523    

Meaning If the destination MAC address of a packet is unknown to the device (that is, the

destination MAC address in the packet does not have an entry in the forwarding table),

the device duplicates the packet and floods it on all interfaces in the bridge domain other

than the interface on which the packet arrived. This is known as packet flooding and is

the default behavior for the device to determine the outgoing interface for an unknown

destination MAC address.

Checking Layer 2 Learning

Purpose Display Layer 2 learning information for all the interfaces.
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Action user@S1> show l2-learning interface

Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down )
Logical             BD         MAC        STP          Logical          
Interface           Name       Limit      State        Interface flags  
ge-2/0/2.0                     0                      
                    custom..   1024       Forwarding  
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down )
Logical             BD         MAC        STP          Logical          
Interface           Name       Limit      State        Interface flags  
ge-2/0/0.0                     0                      
                    custom..   1024       Forwarding  
Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down )
Logical             BD         MAC        STP          Logical          
Interface           Name       Limit      State        Interface flags  
ge-2/0/1.0                     0                      
                    custom..   1024       Forwarding  

Related
Documentation

Understanding OSPF Areas•

• Examples: Configuring OSPF Stub and Not-So-Stubby Areas

Configuring VLAN Identifiers for Bridge Domains and VPLS Routing Instances

For a bridge domain that is performing Layer 2 switching only, you do not have to specify

a VLAN identifier.

For a bridge domain that is performing Layer 3 IP routing, youmust specify either a VLAN

identifier or dual VLAN identifier tags.

For a VPLS routing instance, youmust specify either a VLAN identifier or dual VLAN

identifier tags.

You can configure VLAN identifiers for a bridge domain or a VPLS routing instance in the

following ways:

• Byusing the input-vlan-mapand theoutput-vlan-map statementsat the [edit interfaces

interface-name]or [edit logical-systems logical-system-name interfaces interface-name]

hierarchy level to configure VLANmapping. For information about configuring input

andoutputVLANmaps to stackand rewriteVLAN tags in incomingor outgoing frames,

see the Junos OS Network Interfaces Library for Routing Devices.

• By using either the vlan-id statement or the vlan-tags statement to configure a

normalizing VLAN identifier. This topic describes how normalizing VLAN identifiers are

processed and translated in a bridge domain or a VPLS routing instance.
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The vlan-id and vlan-tags statements are used to specify the normalizing VLAN identifier

under the bridge domain or VPLS routing instance. The normalizing VLAN identifier is

used to perform the following functions:

• Translate, or normalize, the VLAN tags of received packets received into a learn VLAN

identifier.

• Create multiple learning domains that each contain a learn VLAN identifier. A learning

domain is a MAC address database to which MAC addresses are added based on the

learn VLAN identifier.

NOTE: You cannot configure VLANmapping using the input-vlan-map and

output-vlan-map statements if you configure a normalizing VLAN identifier

for a bridge domain or VPLS routing instance using the vlan-id or vlan-tags

statements.

To configure a VLAN identifier for a bridge domain, include either the vlan-id or the

vlan-tags statement at the [edit interfaces interface-name unit logic-unit-number family

bridge] or [edit logical-systems logical-system-name interfaces interface-name unit

logic-unit-number family bridge] hierarchy level, and then include that logical interface in

thebridgedomainconfiguration. Formore informationabout configuringabridgedomain,

see “Configuring a Bridge Domain” on page 25.

For a VPLS routing instance, include either the vlan-id or vlan-tags statement at the [edit

interfaces interface-name unit logic-unit-number] or [edit logical-systems

logical-system-name interfaces interface-nameunit logic-unit-number]hierarchy level, and

then include that logical interface in the VPLS routing instance configuration. For more

information about configuring a VPLS routing instance, see the Junos OS VPNs Library

for Routing Devices.

NOTE: Themaximum number of Layer 2 interfaces that you can associate
with a bridge domain or a VPLS instance onMX Series routers is 4000.

NOTE: For a single bridge domain or VPLS routing instance, you can include
either the vlan-id or the vlan-tags statement, but not both. If you do not

configure a vlan-id, vlan-tags, or vlan-id-list [ vlan-id-numbers ] for the bridge

domain or the VPLS routing instance, the Layer 2 packets received are
forwarded to the outbound Layer 2 interface without having the VLAN tag
modified unless an output-vlan-map is configured on the Layer 2 interface.

This results in a frame being forwarded to a Layer 2 interface with a VLAN
tag that is different fromwhat is configured for the Layer 2 interface. Note
that a frame received from the Layer 2 interface is still required tomatch the
VLANtag(s) specified in the interfaceconfiguration.The invalid configuration
may cause a Layer 2 loop to occur.
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The VLAN tags associated with the inbound logical interface are compared with the

normalizing VLAN identifier. If the tags are different, they are rewritten as described in

Table 3 on page 21. The source MAC address of a received packet is learned based on

the normalizing VLAN identifier.

NOTE: You do not have to specify a VLAN identifier for a bridge domain that
is performing Layer 2 switching only. To support Layer 3 IP routing, youmust
specify either a VLAN identifier or a pair of VLAN tags. However, you cannot
specify the same VLAN identifier for more than one bridge domain within a
routing instance. Each bridge domainmust have a unique VLAN identifier.

If the VLAN tags associated with the outbound logical interface and the normalizing

VLAN identifier are different, the normalizing VLAN identifier is rewritten to match the

VLAN tags of the outbound logical interface, as described in Table 4 on page 21.

For the packets sent over the VPLS routing instance to be tagged by the normalizing

VLAN identifier, include one of the following configuration statements:

• vlan-id number to tag all packets that are sent over the VPLS virtual tunnel (VT)

interfaces with the VLAN identifier.

• vlan-tagsouternumber innernumber to tagall packets sent over theVPLSVT interfaces

with dual outer and inner VLAN tags.

Use the vlan-idnone statement to have theVLAN tags removed frompackets associated

with an inbound logical interface when those packets are sent over VPLS VT interfaces.

Note that those packets might still be sent with other customer VLAN tags.

The vlan-id all statement enables you to configure bridging for several VLANs with a

minimumamount of configuration. Configuring this statement creates a learningdomain

for:

• Each inner VLAN, or learn VLAN, identifier of a logical interface configured with two

VLAN tags

• Each VLAN, or learn VLAN, identifier of a logical interface configured with one VLAN

tag

We recommend that you do not use customer VLAN IDs in a VPLS routing instance

because customer VLAN IDs are used for learning only.

You should use the service VLAN ID in a VPLS routing instance, as in the following
configuration:

[edit]
interface ge-1/1/1 {
vlan-tagging;
unit 1 {
vlan-id s1; /* Service vlan */
encapsulation vlan-vpls;
input-vlan-map pop; /* Pop the service vlan on input */
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output-vlan-map push; /* Push the service vlan on output */
}

}
interface ge-1/1/2 {
encapsulation ethernet-vpls;
unit 0;

}
routing-instance {
V1 {
instance-type vpls;
vlan-id all;
interface ge-1/1/1.1;
interface ge-1/1/2.0;

}
}

NOTE: If you configure the vlan-id all statement in a VPLS routing instance,

we recommend using the input-vlan-map pop and output-vlan-map push

statements on the logical interface to pop the service VLAN ID on input and
push the service VLAN ID on output and in this way limit the impact of
doubly-taggedframesonscaling.Youcannotusethenativevlan- idstatement

when the vlan-id all statement is included in the configuration.

Thevlan-id-list [vlan-id-numbers]statementenablesyou toconfigurebridging formultiple

VLANs on a trunk interface. Configuring this statement creates a learning domain for:

• Each VLAN listed: vlan-id-list [ 100 200 300 ]

• Each VLAN in a range: vlan-id-list [ 100-200 ]

• Each VLAN in a list and range combination: vlan-id-list [ 50, 100-200, 300 ]

The following steps outline the process for bridging a packet received over a Layer 2

logical interface when you specify a normalizing VLAN identifier using either the vlan-id

number or vlan-tags statement for a bridge domain or a VPLS routing instance:

1. When a packet is received on a physical port, it is accepted only if the VLAN identifier

of the packet matches the VLAN identifier of one of the logical interfaces configured

on that port.

2. The VLAN tags of the received packet are then compared with the normalizing VLAN

identifier. If the VLAN tags of the packet are different from the normalizing VLAN

identifier, the VLAN tags are rewritten as described in Table 3 on page 21.

3. If the source MAC address of the received packet is not present in the source MAC

table, it is learned based on the normalizing VLAN identifier.

4. The packet is then forwarded toward one ormore outbound Layer 2 logical interfaces

based on the destination MAC address. A packet with a known unicast destination

41Copyright © 2019, Juniper Networks, Inc.

Chapter 2: Configuring Layer 2 Bridging and Layer 3 IP Routing



MAC address is forwarded only to one outbound logical interface. For each outbound

Layer 2 logical interface, the normalizing VLAN identifier configured for the bridge

domain or VPLS routing instance is compared with the VLAN tags configured on that

logical interface. If the VLAN tags associated with an outbound logical interface do

not match the normalizing VLAN identifier configured for the bridge domain or VPLS

routing instance, the VLAN tags are rewritten as described in Table 4 on page 21.

The tables below showhowVLAN tags are applied for traffic sent to and from the bridge

domain, depending on how the vlan-id and vlan-tags statements are configured for the

bridge domain and on how VLAN identifiers are configured for the logical interfaces in a

bridge domain or VPLS routing instance. Depending on your configuration, the following

rewrite operations are performed on VLAN tags:

• pop—Remove a VLAN tag from the top of the VLAN tag stack.

• pop-pop—Remove both the outer and inner VLAN tags of the frame.

• pop-swap—Remove the outer VLAN tag of the frame and replace the inner VLAN tag

of the frame.

• swap—Replace the VLAN tag of the frame.

• push—Add a new VLAN tag to the top of the VLAN stack.

• push-push—Push two VLAN tags in front of the frame.

• swap-push—Replace the VLAN tag of the frame and add a new VLAN tag to the top

of the VLAN stack.

• swap-swap—Replace both the outer and inner VLAN tags of the frame.

Table 3 on page 21 shows specific examples of how the VLAN tags for packets sent to

the bridge domain are processed and translated, depending on your configuration. “–”

means that the statement is not supported for the specified logical interface VLAN

identifier. “No operation” means that the VLAN tags of the received packet are not

translated for the specified input logical interface.

Table 5: Statement Usage and Input Rewrite Operations for VLAN Identifiers for a Bridge Domain

VLAN Configurations for Bridge Domain

VLAN Identifier of
Logical Interface

vlan tags outer 100
inner 300vlan-id allvlan-id 200vlan-id none

push 100, push 300–push 200No operationnone

swap 200 to 300,
push 100

No operationNo operationpop 200200

swap 1000 to 300,
push 100

No operationswap 1000 to 200pop 10001000

swap 2000 to 100pop 2000pop 2000, swap 300
to 200

pop 2000, pop 300vlan-tags outer 2000
inner 300
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Table 5: Statement Usage and Input Rewrite Operations for VLAN Identifiers for a Bridge Domain (continued)

VLAN Configurations for Bridge Domain

VLAN Identifier of
Logical Interface

vlan tags outer 100
inner 300vlan-id allvlan-id 200vlan-id none

swap 400 to 300pop 100pop 100, swap 400
to 200

pop 100, pop 400vlan-tags outer 100
inner 400

–No operation––vlan-id-range 10-100

–pop 200––vlan-tags outer 200
inner-range 10-100

Table 4 on page 21 shows specific examples of how the VLAN tags for packets sent from

the bridge domain are processed and translated, depending on your configuration. “–”

means that the statement is not supported for the specified logical interface VLAN

identifier. “No operation” means that the VLAN tags of the outbound packet are not

translated for the specified output logical interface.

Table 6: Statement Usage and Output Rewrite Operations for VLAN Identifiers for a Bridge Domain

VLAN Configurations for Bridge Domain

VLAN Identifier of
Logical Interface

vlan tags outer 100
inner 300vlan-id allvlan-id 200vlan-id none

pop 100, pop 300–pop 200no operationnone

pop 100, swap 300
to 200

No operationNo operationpush 200200

pop 100, swap 300
to 1000

No operationswap 200 to 1000push 10001000

swap 100 to 2000push 2000swap 200 to 300,
push 2000

push 2000, push 300vlan-tags outer 2000
inner 300

swap 300 to 400push 100swap 200 to 400,
push 100

push 100, push 400vlan-tags outer 100
inner 400

–No operation––vlan-id-range 10-100

–push 200––vlan-tags outer 200
inner-range 10-100

Related
Documentation

Understanding Layer 2 Learning and Forwarding on page 18•

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69
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• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

Configuring VLAN Identifiers for Bridge Domains in ACX Series

You can configure VLAN identifiers for a bridge domain for normalization in the following

ways:

• Configure VLANmapping by using the input-vlan-map and the output-vlan-map

statements at the [edit interfaces interface-name] hierarchy level.

• Configure an implicit normalizingVLAN identifier under the bridge domain by using the

vlan-id statement at the [edit bridge-domains bridge-domain-name] hierarchy level.

NOTE: YoucannotconfigureVLANmappingbyusing the input-vlan-mapand

output-vlan-map statements if you configure a normalizing VLAN identifier

for a bridge domain by using the vlan-id statement.

Youcanuse the vlan-id-list [vlan-id-numbers ] statement toconfigurebridging formultiple

VLANs. Configuring this statement creates a bridge domain for:

• Each VLAN listed—for example, vlan-id-list [ 100 200 300 ]

• Each VLAN in a range—for example, vlan-id-list [ 100-200 ]

• Each VLAN in a list and range combination—for example, vlan-id-list [ 50, 100-200,

300 ]

Related
Documentation

Layer 2 Bridge Domains on ACX Series Overview on page 19•

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72

Configuring Bridge Domains as Switches for Layer 2 Trunk Ports

You can configure a set of bridge domains that are associated with a Layer 2 trunk port.

The set of bridge domains function as a switch. Packets received on a trunk interface are
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forwarded within a bridge domain that has the same VLAN identifier. A trunk interface

also provides support for IRB, which provides support for Layer 2 bridging and Layer 3 IP

routing on the same interface.

To configure a Layer 2 trunk port and set of bridge domains, include the following
statements:

[edit interfaces]
interface-name {
unit number {
family bridge {
interface-mode access;
vlan-id number;

}
}

}
interface-name {
native-vlan-id number;
unit number {
family bridge {
interface-mode trunk;
vlan-id-list [ vlan-id-numbers ];

}
}

}
[edit bridge-domains]
bridge-domain-name {
vlan-id number;
vlan-id-list [ vlan-id-numbers ];
. . . .

}

For interface-mode trunk, you can include the vlan-id-list statement.

Youmust configure a bridge domain and VLAN identifier for each VLAN associated with

the trunk interface. You can configure one or more trunk or access interfaces at the [edit

interfaces] hierarchy level. An access interface enables you to accept packets with no

VLAN identifier. Formore information about configuring trunk and access interfaces, see

the Interfaces Feature Guide for Security Devices.

Related
Documentation

• Configuring a Bridge Domain on page 25
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CHAPTER 3

Configuring Layer 2 Virtual Switches

• Understanding Layer 2 Virtual Switches on page 47

• Configuring a Layer 2 Virtual Switch on page 48

• Configuring a Virtual Switch Routing Instance on MX Series Routers on page 49

• Configuring Integrated Routing and Bridging for a Bridge Domain in a Layer 2 Virtual

Switch on page 50

• Configuring Integrated Routing and Bridging in ACX Series on page 51

• Configuring VPLS Ports in a Virtual Switch on page 55

• Configuring a Layer 2 Virtual Switch with a Layer 2 Trunk Port on page 57

Understanding Layer 2 Virtual Switches

OnMX Series routers only, you can group one or more bridge domains to form a virtual

switch to isolate a LAN segment with its spanning-tree protocol instance and separate

its VLAN ID space. A bridge domain consists of a set of logical ports that share the same

flooding or broadcast characteristics. Like a virtual LAN, a bridge domain spans one or

moreports ofmultipledevices. Youcanconfiguremultiple virtual switches, eachofwhich

operates independently of the other virtual switches on the routing platform. Thus, each

virtual switch can participate in a different Layer 2 network.

You can configure a virtual switch to participate only in Layer 2 bridging and optionally

to perform Layer 3 routing. In addition, you can configure one of three Layer 2 control

protocols—Spanning-Tree Protocol, Rapid Spanning-Tree Protocol (RSTP), or Multiple

Spanning-Tree Protocol (MSTP)—to prevent forwarding loops. For more information

about how to configure Layer 2 logical ports on an interface, see the Junos OS Network

Interfaces Library for Routing Devices.

In Junos OS Release 9.2 and later, you can associate one or more logical interfaces

configured as trunk interfaces with a virtual switch. A trunk interface, or Layer 2 trunk

port, enables you to configure a logical interface to represent multiple VLANs on the

physical interface. Packets received on a trunk interface are forwarded within a bridge

domain that has same VLAN identifier. For more information about how to configure

trunk interfaces, see the Junos OS Network Interfaces Library for Routing Devices.

You can also configure Layer 2 forwarding and learning properties for the virtual switch

as well as any bridge domains that belong to a virtual switch. .
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Formore information about configuring a routing instance for Layer 2 VPN, see the Junos

OS VPNs Library for Routing Devices. .

Related
Documentation

Configuring a Layer 2 Control Protocol Routing Instance•

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Understanding Layer�2 Protocol Tunneling

Configuring a Layer 2 Virtual Switch

A Layer 2 virtual switch, which isolates a LAN segment with its spanning-tree protocol

instance and separates its VLAN ID space, filters and forwards traffic only at the data

link layer. Layer 3 routing is not performed. Each bridge domain consists of a set of logical

ports that participate in Layer 2 learning and forwarding. A virtual switch represents a

Layer 2 network.

Twomain types of interfaces are used in virtual switch hierarchies:

• Layer 2 logical interface—This type of interface uses the VLAN-ID as a virtual circuit

identifier and the scope of the VLAN-ID is local to the interface port. This type of

interface is often used in service-provider-centric applications.

• Accessor trunk interface—This typeof interfaceusesaVLAN-IDwithglobal significance.

The access or trunk interface is implicitly associated with bridge domains based on

VLANmembership. Access or trunk interfaces are typically used in enterprise-centric

applications.

NOTE: The difference between access interfaces and trunk interfaces is
that access interfaces can be part of one VLAN only and the interface is
normallyattached toanend-userdevice (packetsare implicitly associated
with the configured VLAN). In contrast, trunk interfacesmultiplex traffic
frommultiple VLANs and usually interconnect switches.

To configure a Layer 2 virtual switch, include the following statements:

[edit]
routing-instances {
routing-instance-name (
instance-type virtual-switch;
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
vlan-id (all | none | number); # Cannot be used with ’vlan-tags’ statement
vlan-id-list [ vlan-id-numbers ];
vlan-tags outer number inner number; # Cannot be used with ’vlan-id’ statement

}
}
protocols {
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mstp {
...mstp-configuration ...

}
}

}
}

To enable a virtual switch, youmust specify virtual-switch as the instance-type.

For each bridge domain that you configure for the virtual switch, specify a

bridge-domain-name. Youmust also specify the value bridge for the domain-type

statement.

For the vlan-id statement, you can specify either a valid VLAN identifier or the none or all

options.

The all option is not supported with IRB.

NOTE: You do not have to specify a VLAN identifier for a bridge domain.
However, you cannot specify the same VLAN identifier for more than one
bridge domain within a virtual switch. Each bridge domain within a virtual
switchmust have a unique VLAN identifier.

NOTE: Forasinglebridgedomain, youcan includeeither thevlan-idstatement

or the vlan-tags statement, but not both. The vlan-id statement, vlan-id-list

statement, and vlan-tags statement aremutually exclusive.

The vlan-id-list statement allows you to automatically create multiple bridge-domains

for each vlan-id in the list.

To specify one or more logical interfaces to include in the bridge domain, specify an

interface-name for an Ethernet interface you configured at the [edit interfaces] hierarchy

level. Formore information, see the JunosOSNetwork InterfacesLibrary forRoutingDevices.

Related
Documentation

ConfiguringVLAN Identifiers forBridgeDomainsandVPLSRouting Instancesonpage38•

• Configuring Integrated Routing and Bridging for a Bridge Domain in a Layer 2 Virtual

Switch on page 50

Configuring a Virtual Switch Routing Instance onMX Series Routers

OnMX Series routers only, use the virtual-switch routing instance type to isolate a LAN

segment with its spanning-tree instance and to separate its VLAN ID space. A bridge

domainconsistsofasetofports that share thesamefloodingorbroadcastcharacteristics.

Each virtual switch represents a Layer 2 network. You can optionally configure a virtual

switch to support Integrated Routing and Bridging (IRB), which facilitates simultaneous

Layer 2 bridging and Layer 3 IP routing on the same interface. You can also configure
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Layer 2 control protocols to provide loop resolution. Protocols supported include the

Spanning-Tree Protocol (STP), Rapid Spanning-Tree Protocols (RSTP), Multiple

Spanning-Tree Protocol (MSTP), and VLAN Spanning-Tree Protocol (VSTP).

To create a routing instance for a virtual switch, include at least the following statements
in the configuration:

[edit]
routing-instances {
routing-instance-name
instance-type virtual-switch;
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
vlan-id (all | none | number);
vlan-tags outer number inner number;

}
}
protocols {
(rstp | mstp | vstp) {
...stp-configuration ...

}
}

}
}

Formore informationabout configuring virtual switches, see “ConfiguringaLayer 2Virtual

Switch” on page 48.

Related
Documentation

Configuring Integrated Routing and Bridging for a Bridge Domain in a Layer 2 Virtual
Switch

Integrated routing and bridging (IRB) provides simultaneous support for Layer 2 bridging

and Layer 3 IP routing on the same interface. IRB enables you to route local packets to

another routed interface or to another bridge domain that has a Layer 3 protocol

configured. You configure a logical routing interface by including the irb statement at

[edit interfaces] hierarchy level and include that interface in the bridge domain. Formore

information about how to configure a routing interface, see the Junos OS Network

Interfaces Library for Routing Devices.

NOTE: You can include only one routing interface in a bridge domain.

To configure a virtual switch with IRB support, include the following statements:

[edit]
routing-instances {
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routing-instance-name {
instance-type virtual-switch;
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
routing-interface routing-interface-name;
vlan-id (none | number);
vlan-tags outer number inner number;

}
}

}
}

To enable a virtual switch, youmust specify virtual-switch as the instance-type. The

instance-type virtual-switch statement is not supported at the [edit logical-systems

logical-system-name] hierarchy level.

For each bridge domain that you configure for the virtual switch, specify a

bridge-domain-name. Youmust also specify the value bridge for the domain-type

statement.

For the vlan-id statement, youcanspecify either a validVLAN identifier or thenoneoption.

NOTE: Forasinglebridgedomain, youcan includeeither thevlan-idstatement

or the vlan-tags statement, but not both.

To include one ormore logical interfaces in the bridge domain, specify the interface-name

for each Ethernet interface to include that you configured at the [edit interfaces irb]

hierarchy level.

To associate a routing interface with a bridge domain, include the

routing-interface routing-interface-name statement and specify a routing-interface-name

you configured at the [edit interfaces irb] hierarchy level. You can configure only one

routing interface for each bridge domain. For more information about how to configure

logical and routing interfaces, see the Junos OS Network Interfaces Library for Routing

Devices.

NOTE: If you configure a routing interface to support IRB in a bridge domain,
you cannot use the all option for the vlan-id statement.

Related
Documentation

ConfiguringVLAN Identifiers forBridgeDomainsandVPLSRouting Instancesonpage38•

Configuring Integrated Routing and Bridging in ACX Series

Integrated routing and bridging (IRB) provides simultaneous support for Layer 2 bridging

and Layer 3 routing on the same interface. IRB enables you to route packets to another
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routed interface or to another bridge domain that has an IRB interface configured. You

configure a logical routing interface by including the irb statement at the [edit interfaces]

hierarchy level and include that interface in the bridge domain. For more information

about how to configure a routing interface, see the Junos OS Network Interfaces Library

for Routing Devices.

NOTE: You can include only one routing interface in a bridge domain.

The following are the list of features supported for IRB:

• Family inet, inet6, and iso are supported on an IRB interface.

• Routing protocols supported on an IRB interface are BGP, ISIS, OSPF, RIP, IGMP, and

PIM.

• DHCP Relay with option 82 is supported on an IRB interface.

• IRB can be added in a VRF routing instance.

• VRRP is supported on an IRB inteface.

• Bidirectional Forwarding Detection (BFD) protocol is supported on an IRB interface.

• The following Class-of-Service configurations are supported on an IRB interface:

• The IRB classifiers and rewrite on routed packets.

• Fixed classifier can be applied on an IRB logical interface.

• Firewall filters (multifield filter) can be used to assign forwarding class and loss

priority. You should define a family inet or inet6 filter and apply it as the input filter

on an IRB logical interface under family inet.

NOTE: physical-interface-filter is not supported for family inet6 filter on

IRB logical interface.

• Re-write can be applied only at the IRB interface level.

• dscp, inet-precedence, ieee-802.1, and ieee-802.1ad values can be rewritten.

ACX routers do not support MPLS families on IRB.

IRB can be configured under the following hierarchies:

• [edit intefaces irb interface_type] hierarchy level

• disable—Disables the interface

• gratuitous-arp-reply—Enables gratuitous ARP reply

• hold-time—Hold time for link up and link down

• mtu—Maximum transmit packet size (256..9192)
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• no-gratuitous-arp-reply—Does not enable gratuitous ARP reply

• no-gratuitous-arp-request—Ignores gratuitous ARP request

• [edit interfaces irb.unit family (inet | inet6 | iso)] hierarchy level

• [edit bridge-domains routing-interface interface irb.unit] hierarchy level

• [edit routing-instances instance-type vrf] hierarchy level

• [edit protocols (bgp | isis | ospf | rip | igmp | pim) interface irb.unit] hierarchy level

• [edit class-of-service interfaces irb]] hierarchy level

In ACX5048 and ACX5096 routers, you can configure IRB at the [edit vlans vlan-name]

l3-interface irb.unit; level.

NOTE: The Layer 2 CLI configurations and show commands for ACX5048
and ACX5096 routers differ compared to other ACXSeries routers. Formore
information, see Layer 2 Next Generation Mode for ACX Series.

To configure a bridge domain with IRB support, include the following statements:

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
routing-interface routing-interface-name;
vlan-id (none | number);
vlan-tags outer number inner number;

}
}

For each bridge domain that you configure, specify a bridge-domain-name. Youmust also

specify the value bridge for the domain-type statement.

For the vlan-id statement, youcanspecify either a validVLAN identifier or thenoneoption.

The vlan-tags statement enables you to specify a pair of VLAN identifiers; an outer tag

and an inner tag.

NOTE: Forasinglebridgedomain, youcan includeeither thevlan-idstatement

or the vlan-tags statement, but not both.

To include one ormore logical interfaces in the bridge domain, specify the interface-name

for eachEthernet interface to include that youconfiguredat the [edit interfaces]hierarchy

level.
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NOTE: Amaximum of 4000 active logical interfaces are supported on a
bridge domain configured for Layer 2 bridging.

To associate a routing interface with a bridge domain, include the

routing-interface routing-interface-name statement and specify a routing-interface-name

you configured at the [edit interfaces irb] hierarchy level. You can configure only one

routing interface for each bridge domain. For more information about how to configure

logical and routing interfaces, see the Junos OS Network Interfaces Library for Routing

Devices.

In Junos OS Release 9.0 and later, IRB interfaces are supported for multicast snooping.

Formore informationaboutmulticast snooping, see theMulticastProtocols FeatureGuide

.

NOTE: When you configuremultiple IRB logical interfaces, all the IRB logical
interfaces share the sameMAC address.

The following is a sample configuration for IRB over bridge domain:

[edit]
interfaces {
ge-1/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 0 {
encapsulation vlan-bridge;
vlan-id 100;

}
}

}
ge-1/0/1 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 0 {
encapsulation vlan-bridge;
vlan-id 100;

}
}

}
irb {
unit 0 {
family inet {
address 10.0.1.2/24 {

}
}

}
}
bridge-domains {
bd {
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domain-type bridge;
vlan-id none;
interface ge-1/0/0.0;
interface ge-1/0/1.0;
routing-interface irb.0;

}
}

Related
Documentation

Configuring VPLS Ports in a Virtual Switch

In Junos OS Release 9.3 and later, you can configure VPLS ports in a virtual switch so

that the logical interfaces of the Layer 2 bridge domains in the virtual switch can handle

VPLS routing instance traffic. VPLS configuration no longer requires a dedicated routing

instance of type vpls. Packets received on a Layer 2 trunk interface are forwarded within

a bridge domain that has the same VLAN identifier.

A trunk interface is implicitly associatedwithbridgedomainsbasedonVLANmembership.

Whereasaccess interfacescanbepart of oneVLANonly, trunk interfacesmultiplex traffic

frommultipleVLANsandusually interconnect switches.ALayer 2 trunkport also supports

IRB.

To configure VPLS ports in a virtual switch, perform the following tasks:

1. To configure the Layer 2 trunk ports that you will associate with the bridge domains
in the virtual switch, include the following statements in the configuration:

[edit]
interfaces {
interface-name {
unit logical-unit-number { # Call this ’L2-trunk-port-A’
family bridge {
interface-mode trunk;
vlan-id-list [ vlan-id-numbers ] ; # Trunkmode VLANmembership for this
interface

}
}

}
.
.
.
interface-name {
unit logical-unit-number { # Call this ’L2-trunk-port-B’
family bridge {
interface-mode trunk;
vlan-id-list [ vlan-id-numbers ] ; # Trunkmode VLANmembership for this
interface

}
}

}
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}

To configure a logical interface as a trunk port, include the interface-mode statement

and the trunk option at the [edit interfaces interface-name unit logical-unit-number

family bridge] hierarchy level.

To configure all the VLAN identifiers to associate with a Layer 2 trunk port, include

the vlan-id-list [ vlan-id-numbers ] statement at the [edit interfaces interface-name

unit logical-unit-number family bridge] hierarchy level.

Each of the logical interfaces “L2-trunk-port-A” and “L2-trunk-port-B” accepts packets

tagged with any VLAN ID specified in the respective vlan-id-list statements.

2. To configure a virtual switch consisting of a set of bridge domains that are associated
with one or more logical interfaces configured as a trunk ports, include the following
statements in the configuration:

[edit]
routing-instance {
routing-instance-name
instance-type virtual-switch;
interface L2-trunk-port-A; # Include one trunk port
interface L2-trunk-port-B; # Include the other trunk port
bridge-domains {
bridge-domain-name-0 {
domain-type bridge;
vlan-id number;

}
bridge-domain-name-1 {
domain-type bridge;
vlan-id number;

}
}
protocols {
vpls {
vpls-id number;
... vpls-configuration ...

}
}

}
}

To begin configuring a virtual switch, include the instance-type statement and the

virtual-switch option at the [edit routing-instances routing-instance-name] hierarchy

level.

To configure a virtual switch consisting of a set of bridge domains that are associated

with one ormore logical interfaces configured as a trunk ports, youmust identify each

logical interface by including the interface interface-name statement at the [edit

routing-instances routing-instance-name] hierarchy level.

For each VLAN configured for a trunk port, you must configure a bridge-domain that

includes the trunk port logical interface and uses a VLAN identifier within the range

carried by that trunk interface. To configure, include the domain-type bridge, vlan-id
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number, and statements at the [edit routing-instances routing-instance-name

bridge-domain bridge-domain-name] hierarchy level.

Related
Documentation

Configuring a Bridge Domain on page 25•

Configuring a Layer 2 Virtual Switch with a Layer 2 Trunk Port

You can associate one or more Layer 2 trunk interfaces with a virtual switch. A Layer 2

trunk interface enables you to configure a logical interface to represent multiple VLANs

on the physical interface. Within the virtual switch, you configure a bridge domain and

VLAN identifier for each VLAN identifier configured on the trunk interfaces. Packets

received on a trunk interface are forwarded within a bridge domain that has the same

VLAN identifier. Each virtual switch you configure operates independently and can

participate in a different Layer 2 network.

A virtual switch configured with a Layer 2 trunk port also supports IRB within a bridge

domain. IRB provides simultaneous support for Layer 2 bridging and Layer 3 IP routing

on the same interface. Only an interface configured with the interface-mode (access |

trunk) statement can be associated with a virtual switch. An access interface enables

you to accept packets with no VLAN identifier. For more information about configuring

trunk and access interfaces, see the Junos OS Network Interfaces Library for Routing

Devices.

In addition, you can configure Layer 2 learning and forwarding properties for the virtual

switch.

To configure a virtual switch with a Layer 2 trunk interface, include the following
statements:

[edit]
routing-instances {
routing-instance-name {
instance-type virtual-switch;
interface interface-name;
bridge-domains {
bridge-domain-name {
vlan-id number;

}
}

}
}

NOTE: Youmust configure a bridge domain and VLAN identifier for each
VLAN identifier configured for the trunk interface.

Layer 2 trunk ports are used in two distinct types of virtual switch configuration. One

method is called service provider style and the other is called enterprise style. The two
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methods can be confusing because both methods involve configuring interfaces known

as trunk interfaces. However, both types of configuration are distinct.

Service provider style and enterprise style each have benefits and drawbacks.

• Service provider style—Offers more control, but requires more care in configuration.

Service providers can use all bridging features in any shape or size, but for large bridged

designs, customization requirements quickly grow.

• Enterprise style—Offers a single Layer 2 network connected by simple bridges. Easier

to use, but more limited in function. Configuration is simple and straightforward and

condensed.

NOTE: The terms “service provider style” and “enterprise style” do not imply
any limitations based on organization type or size. Any large enterprise may
useservice-provider-styleconfigurationsandasmall regional serviceprovider
is free to use enterprise style. The differences apply only to the configuration
styles.

The easiest way to understand the differences in configuration of the two styles is to

compare them using the same interfaces and VLAN IDs.

Youcanconfiguremultiplebridgedomainsbetween the samepair of Ethernet interfaces,

for example, xe-0/0/1 and xe-0/0/2. If there are two bridge domains needed, you can

configure one bridge domain as VLAN-100 and the other as VLAN-200. However, the

configuration requirements are different when implementing service provider style or

enterprise style. Here is a look at both styles using the same interfaces and VLANs.

Service provider style involves configuring the values for threemain parameters, plus the

bridge domains to connect them:

• VLAN tagging—Configure the bridged physical interfaces with vlan-tagging to allow

them to operate in IEEE 802.1Qmode, also known as a trunk interface.

• Extended VLAN Bridge—Configure the physical interface with the encapsulation

statement type extended-vlan-bridge to allow bridging on each logical interface.

• Logical unit—Configure a logical unit for each bridged VLAN ID. In most cases, you

configure the unit number to be the same as the VLAN ID (that is, unit 100 = VLAN ID

100).

• Bridgedomains—Configure theVLANbridgedomains toassociate the logical interfaces

with the correct VLAN IDs.

Here is the service provider style configuration showing two interfaces used for bridging
across two bridge domains, VLAN ID 100 and 200.

[edit]
interfaces {
xe-0/0/1 {
vlan-tagging;
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encapsulation extended-vlan-bridge;
unit 100 {
vlan-id 100;

}
unit 200 {
vlan-id 200;

}
}
xe-0/0/2 {
vlan-tagging;
encapsulation extended-vlan-bridge;
unit 100 {
vlan-id 100;

}
unit 200 {
vlan-id 200;

}
}

}

bridge-domains {
VLAN-100 {
vlan-id 100;
interface xe-0/0/1.100;
interface xe-0/0/2.100;

}
VLAN-200 {
vlan-id 200;
interface xe-0/0/1.200;
interface xe-0/0/2.200;

}
}

Note that each physical interface has VLAN tagging enabled as well as extended VLAN

bridge encapsulation. There aremanymore parameters that can be configured in service

provider style.

In contrast, enterprise style involves configuring the values for threedifferentparameters,

plus the bridge domains to connect them:

• Family— Configure each bridged physical interface with the family type bridge.

• Interface mode—Configure logical interface so that the physical interface operates as

either an untagged access port (not shown in this topic) or as an IEEE 801Q trunk.

• VLAN ID—Configure each logical interface with a VLAN ID to determine with which

bridge the interface belongs.

• Bridge domain—Configure the VLAN bridge domains to associate with the correct

VLAN IDs.
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NOTE: Enterprise style is simpler than the service provider style. Enterprise
style automatically places interfaces in bridge domains when the
configuration is committed.

Here is the enterprise style configuration showing the same two interfaces used for
bridging across the same two bridge domains, VLAN ID 100 and 200.

[edit]
interfaces {
xe-0/0/1 {
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list [ 100 200 ];

}
}

}
xe-0/0/2 {
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list [ 100 200 ];

}
}

}
}

bridge-domains {
VLAN-100 {
vlan-id 100;

}
VLAN-200 {
vlan-id 200;

}
}

In exchange for simplicity, enterprise style does not allow you to configure VLAN tagging

options or encapsulation type. You do not create a separate logical interface for each

VLAN ID.

NOTE: You can configuremore parameters in each style. These further
parameters are beyond the scope of this basic configuration topic.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83
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CHAPTER 4

Configuring Layer 2 Address Learning and
Forwarding

• Configuring the MAC Table Timeout Interval on page 61

• Enabling MAC Accounting on page 62

• Limiting theNumberofMACAddressesLearned fromEachLogical Interfaceonpage63

• Disabling Layer 2 Learning and Forwarding on page 64

• Example: Loop Detection Using the MACMove Approach on page 64

Configuring theMAC Table Timeout Interval

The MAC table aging process ensures that a router tracks only active MAC addresses on

the network and is able to flush out address that are no longer used.

You can configure theMAC table aging time, themaximum time that an entry can remain

in the MAC table before it “ages out,” on all bridge domains, one or all VPLS instances,

or one or all Ethernet virtual private network (EVPNs) instances on the router. This

configuration can influence efficiency of network resource use by affecting the amount

of traffic that is flooded to all interfaces because when traffic is received for MAC

addresses no longer in the Ethernet routing table, the router floods the traffic to all

interfaces.

Depending on how long youwant to keep aMACaddress in aMAC table before it expires,

you can either increase or decrease the aging timer. By default, the timeout interval for

all entries in theMAC table is 300 seconds. You canmodify the timeout interval for MAC

table entries on an MX Series router. You cannot modify the timeout interval for a virtual

switch.

NOTE: The timeout interval applies only to dynamically learnedMAC
addresses. This value does not apply to configured static MAC addresses,
which never time out.

The range for seconds is from 10 through 1,000,000.
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You canmodify the timeout interval for a router(at the global level) or on a per-domain

basis (bridge domain).

• Tomodify the timeout interval for the MAC table for a router:

[edit protocols l2-learning]
user@host# set global-mac-table-aging-time time;

• Tomodify the timeout interval for a bridge domain:

[edit bridge-domain bridge-domain-name bridge-options];
user@host# setmac-table-aging-time time;

• Tomodify the timeout for a VPLS or an Ethernet virtual private network (EVPN)

instance within a bridge domain:

[edit routing-instance routing-instance-name protocols vpls];
[edit routing-instance routing-instance-name protocols evpn];
user@host# setmac-table-aging-time time;

Related
Documentation

Understanding Layer 2 Learning and Forwarding on page 18•

• Enabling MAC Accounting on page 62

• Limiting theNumberofMACAddressesLearned fromEachLogical Interfaceonpage63

• Disabling Layer 2 Learning and Forwarding

EnablingMACAccounting

By default, MAC accounting is disabled. On MX Series routers, you can enable packet

accounting either for the router as a whole or for a specific bridge domain. After you

enablepacketaccounting, the JunosOSmaintainspacket counters for eachMACaddress

learned.

To enable MAC accounting for an MX Series router, include the global-mac-statistics
statement at the [edit protocols l2-learning] hierarchy level:

[edit protocols l2-learning]
global-mac-statistics;

Related
Documentation

Understanding Layer 2 Learning and Forwarding on page 18•

• Configuring the MAC Table Timeout Interval on page 61

• Limiting theNumberofMACAddressesLearned fromEachLogical Interfaceonpage63

• Disabling Layer 2 Learning and Forwarding
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Limiting the Number of MAC Addresses Learned from Each Logical Interface

You can configure a limit to the number of MAC addresses learned from the logical
interfaces on an MX Series router.

To configure a limit to the total number of MAC addresses that can be learned from the
logical interfaces, include the global-mac-limit limit statement at the [edit protocols
l2-learning] hierarchy level:

[edit]
protocols {
l2-learning {
global-mac-limit limit;

}
}

The default limit to the number of MAC addresses that can be learned the router as a

whole is 393,215. The range that you can configure for the router as a whole is 20

through 1,048,575.

After the configured MAC address limit is reached, the default is for packets to be
forwarded. You can specify that the packets be dropped by including the packet-action
drop statement at the [edit protocols l2-learning global-mac-limit] hierarchy level:

[edit]
protocols {
l2-learning {
global-mac-limit limit {
packet-action drop;

}
}

}

You can also configure a limit to the number of MAC address learned from all the

interfaces in a bridge domain or from a specific logical interface only. .

NOTE: The behavior is different for some configurations. For aggregated
Ethernet interfaces and label-switched interfaces, the behavior is to learn
all thenewMACaddressesevenwhen the limithasbeen reached.Theexcess
addressesare laterdeleted.The learning limitdoesnotapply tobridgedomain
trunk ports, because they have no counters for the individual domains, and
those domainsmight have different MAC learning limits.

NOTE: When static MAC addresses are configured, the learning limit is the
configured limit minus the number of static addresses.
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NOTE: OnMXSeries routers running JunosOSRelease8.4and later, statistics
for an aged destination MAC entry are not retained. In addition, source and
destination statistics are reset during aMACmove. In previous releases, only
source statistics were reset during a MACmove.

Disabling Layer 2 Learning and Forwarding

Disabling dynamic MAC learning on an MX Series router or an EX Series switch prevents

all the logical interfaces on the router or switch from learning source and destination

MAC addresses.

To disable MAC learning for an MX Series router or an EX Series switch, include the

global-no-mac-learning statement at the [edit protocols l2-learning] hierarchy level:

[edit protocols l2-learning]
global-no-mac-learning;

For information about how to configure a virtual switch, see “Configuring a Layer 2Virtual

Switch” on page 48.

Related
Documentation

Understanding Layer 2 Learning and Forwarding on page 18•

• Configuring the MAC Table Timeout Interval on page 61

• Enabling MAC Accounting on page 62

• Limiting theNumberofMACAddressesLearned fromEachLogical Interfaceonpage63

Example: Loop Detection Using theMACMove Approach

This example shows how to detect loops using the MACmove approach.

• Requirements on page 64

• Overview on page 65

• Configuration on page 65

• Verification on page 67

Requirements

This example requires the following hardware and software components:

• MX Series 3D Universal Edge Routers

• Junos OS Release 13.2 running on all the devices
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Overview

When a MAC address appears on a different physical interface or within a different unit

of the same physical interface and if this behavior occurs frequently, it is considered a

MACmove.

Configuration errors at the network can force traffic into never ending circular paths.

Once thereare loops in theLayer 2network, oneof thesymptoms is frequentMACmoves,

which can be used for rectification of the problem.When it is observed that a source

MAC address is moving among the ports, interface is blocked based on the configured

action-priority for the interface. If the action-priority value configured for interfaces is the

same, the last interface for the bridge domain onwhich theMAC addressmove occurred

is blocked.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set interfaces ge-1/0/4 vlan-tagging
set interfaces ge-1/0/4 encapsulation flexible-ethernet-services
set interfaces ge-1/0/4 unit 10 encapsulation vlan-bridge
set interfaces ge-1/0/4 unit 10 vlan-id 10
set interfaces ge-1/0/4 unit 11 encapsulation vlan-bridge
set interfaces ge-1/0/4 unit 11 vlan-id 11
set interfaces ge-1/0/5 unit 0 family bridge interface-mode trunk
set interfaces ge-1/0/5 unit 0 family bridge vlan-id-list 10-12
set interfaces ge-1/0/6 unit 0 family bridge interface-mode trunk
set interfaces ge-1/0/6 unit 0 family bridge vlan-id-list 10-12
set bridge-domains bd10 vlan-id 10
set bridge-domains bd10 enable-mac-move-action
set bridge-domains bd10 bridge-options interface ge-1/0/5.0 action-priority 1
set bridge-domains bd10 bridge-options interface ge-1/0/6.0 action-priority 5
set bridge-domains bd11 vlan-id 11
set bridge-domains bd11 enable-mac-move-action
set bridge-domains bd12 vlan-id 12

In the previous example, all the interfaces, including the trunk interfaces in bd10 and bd11

will be monitored. If there are frequent MACmoves detected within interfaces ge-1/0/5

and ge-1/0/6, interface ge-1/0/5 is blocked. The blocking for trunk interfaces is such that

data traffic only for a VLAN (on which the MACmove is detected) will be blocked and

not for all the VLANs in the trunk. No action will be taken if a frequent MACmove is

observed in bd12.
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Configuring Loop Detection Using theMACMove Approach

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To configure loop detection using the MAC address move approach:

1. Configure the interfaces.

[edit interfaces]
user@host# set ge-1/0/4 vlan-tagging
user@host# set ge-1/0/4 encapsulation flexible-ethernet-services
user@host# set ge-1/0/4 unit 10 encapsulation vlan-bridge
user@host# set ge-1/0/4 unit 10 vlan-id 10
user@host# set ge-1/0/4 unit 11 encapsulation vlan-bridge
user@host# set ge-1/0/4 unit 11 vlan-id 11

user@host# set ge-1/0/5 unit 0 family bridge interface-mode trunk
user@host# set ge-1/0/5 unit 0 family bridge vlan-id-list 10-12

user@host# set ge-1/0/6 unit 0 family bridge interface-mode trunk
user@host# set ge-1/0/6 unit 0 family bridge vlan-id-list 10-12

2. Configure the bridge domain parameters.

[edit bridge-domains]
user@host# set bd10 vlan-id 10
user@host# set bd10 enable-mac-move-action
user@host# set bd10 bridge-options interface ge-1/0/5.0 action-priority 1
user@host# set bd10 bridge-options interface ge-1/0/6.0 action-priority 5

user@host# set bd11 vlan-id 11
user@host# set bd11 enable-mac-move-action

user@host# set bd12 vlan-id 12

Results

From configuration mode, confirm your configuration by entering show interfaces and

showbridge-domainscommands. If theoutputdoesnotdisplay the intendedconfiguration,

repeat the instructions in this example to correct the configuration.

user@host# show interfaces
ge-1/0/4 {
    vlan-tagging;
    encapsulation flexible-ethernet-services;
    unit 10 {
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        encapsulation vlan-bridge;
        vlan-id 10;
    }
    unit 11 {
        encapsulation vlan-bridge;
        vlan-id 11;
    }
}
ge-1/0/5 {
    unit 0 {
        family bridge {
            interface-mode trunk;
            vlan-id-list 10-12;
        }
    }
}
ge-1/0/6 {
    unit 0 {
        family bridge {
            interface-mode trunk;
            vlan-id-list 10-12;
        }
    }
}

user@host# show bridge-domains
bridge-domains {
bd10 {
vlan-id 10;
bridge-options {
interface ge-1/0/5.0 {
action-priority 1;

}
interface ge-1/0/6.0 {
action-priority 5

}
}
enable-mac-move-action;

}
bd11 {
vlan-id 11;
enable-mac-move-action;

}
bd12 {
vlan-id 12;

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying That the Logical Interfaces Blocked Due toMACMove Are Displayed

Purpose Ensure that the current set of logical interfaces blocked due to a MACmove, if any, are

displayed.
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Action From operational mode, enter the show l2-learningmac-move-buffer active command.

user@host# show l2-learningmac-move-buffer active

MAC Address: 00:00:00:00:01:01, VLAN Id: 0
    Time Rec : 2012-06-25 06:23:41   Bridge Domain: bd10                
    Prev IFL : ge-1/0/5.0            New IFL: ge-1/0/6.0               
    IFBD     : ge-1/0/6.0:10         Blocked  : YES   

Meaning As a result of MACmove detection, one of the involved interface bridge domains will be

blocked. The output shows that the ge-1/0/6 logical interface is blocked.

Related
Documentation

• bridge-domains on page 93

• Understanding Layer 2 Learning and Forwarding on page 18
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CHAPTER 5

Configuring Layer 2 Learning and
Forwarding for Bridge Domains

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• ConfiguringStaticMACAddresses for Logical Interfaces in aBridgeDomain onpage 70

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for a Bridge Domain on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX

Series on page 72

• Limiting MAC Addresses Learned from an Interface in a Bridge Domain on page 73

• Configuring MAC Address Limits on a Logical Interface on page 75

• Enabling MAC Accounting for a Bridge Domain on page 78

• Disabling MAC Learning for a Bridge Domain or Logical Interface on page 78

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• PreventingCommunicationAmongCustomerEdgeDevicesasACXRoutersonpage80

Understanding Layer 2 Learning and Forwarding for Bridge Domains

When you configure a bridge domain, Layer 2 address learning is enabled by default. The

bridge domain learns unicast media access control (MAC) addresses to avoid flooding

the packets to all the ports in the bridge domain. Each bridge domain creates a source

MACentry in its source anddestinationMAC tables for each sourceMACaddress learned

from packets received on the ports that belong to the bridge domain.

NOTE: Traffic is not floodedbackonto the interfaceonwhich itwas received.
However, because this “split horizon” occurs at a late stage, the packet
statistics displayed by commands such as show interfaces queuewill include

flood traffic.

You can optionally disableMAC learning either for the entire router or for a specific bridge

domain or logical interface. You can also configure the following Layer 2 learning and

forwarding properties:
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• Static MAC entries for logical interfaces only

• Limit to the number ofMAC addresses learned froma specific logical interface or from

all the logical interfaces in a bridge domain

• Size of the MAC address table for the bridge domain

• MAC accounting for a bridge domain

Related
Documentation

Understanding Layer 2 Learning and Forwarding on page 18•

Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain

You canmanually add static MAC entries for the logical interfaces in a bridge domain.

You can specify one or more static MAC addresses for each logical interface.

To add a static MAC address for a logical interface in a bridge domain, include the
static-macmac-address statement at the [edit bridge-domains bridge-domain-name
bridge-options interface interface-name] hierarchy level.

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
bridge-options {
interface interface-name {
static-macmac-address {
<vlan-id number>;

}
}

}
}

}

You can optionally specify a VLAN identifier for the static MAC address by using the

vlan-id statement. To specify a VLAN identifier for a static MAC address, youmust use

the all option when configuring a VLAN identifier for the bridge domain.

NOTE: If a static MAC address you configure for a logical interface appears
on a different logical interface, packets sent to that interface are dropped.

Related
Documentation

Disabling MAC Learning for a Bridge Domain or Logical Interface on page 78•

• Configuring the Size of the MAC Address Table for a Bridge Domain on page 71

• Limiting MAC Addresses Learned from an Interface in a Bridge Domain on page 73

• Enabling MAC Accounting for a Bridge Domain on page 78
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Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX
Series

You canmanually add static MAC entries for the logical interfaces in a bridge domain.

You can specify one or more static MAC addresses for each logical interface.

To add a static MAC address for a logical interface in a bridge domain, include the
static-macmac-address statement at the [edit bridge-domains bridge-domain-name
bridge-options interface interface-name] hierarchy level.

[edit]
bridge-domains {
bridge-domain-name {
bridge-options {
interface interface-name {
static-macmac-address {
}

}
}

}
}

Related
Documentation

Layer 2 Bridge Domains on ACX Series Overview on page 19•

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72

Configuring the Size of theMACAddress Table for a Bridge Domain

You canmodify the size of the MAC address table for each bridge domain. The default

table size is 5120 addresses. Theminimum you can configure is 16 addresses, and the

maximum is 1,048,575 addresses.

If the MAC table limit is reached, new addresses can no longer be added to the table.

Unused MAC addresses are removed from the MAC address table automatically. This

frees space in the table, allowing new entries to be added.
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Tomodify the size of the MAC table, include themac-table-size limit statement at the
[edit bridge-domains bridge-domain-name bridge-options] hierarchy level:

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
bridge-options {
mac-table-size limit {
packet-action drop;

}
}

}
}

Related
Documentation

Disabling MAC Learning for a Bridge Domain or Logical Interface on page 78•

• ConfiguringStaticMACAddresses for Logical Interfaces in aBridgeDomain onpage 70

• Limiting MAC Addresses Learned from an Interface in a Bridge Domain on page 73

• Enabling MAC Accounting for a Bridge Domain on page 78

Configuring the Size of theMACAddress Table for Bridge Domains in ACX Series

You canmodify the size of the MAC address table for each bridge domain. The default

table size is 5120 addresses per bridge domain. Theminimum you can configure is 1

address, and themaximum is 32,000 addresses.

If the MAC table limit is reached, new addresses can no longer be added to the table.

NOTE: UnusedMAC addresses are removed from theMAC address table
automatically. This frees space in the table thereby allowing new entries to
be added.

Tomodify the size of the MAC table, include themac-table-size limit statement at the
[edit bridge-domains bridge-domain-name bridge-options] hierarchy level:

[edit]
bridge-domains {
bridge-domain-name {
bridge-options {
mac-table-size limit {
packet-action drop;

}
}

}
}
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NOTE: Themac-table-size CLI statement is not supported on ACX5048 and

ACX5096 routers.

Related
Documentation

Layer 2 Bridge Domains on ACX Series Overview on page 19•

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

LimitingMACAddresses Learned from an Interface in a Bridge Domain

You can configure a limit on the number ofMACaddresses learned froma specific bridge

domain or from a specific logical interface that belongs to a bridge domain.

To configure a limit for the number ofMAC addresses learned fromeach logical interface
in a bridge domain, include the interface-mac-limit limit statement at the [edit
bridge-domains bridge-domain-name bridge-options] hierarchy level:

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
bridge-options {
interface-mac-limit limit;

}
}

}

To limit the number ofMACaddresses learned froma specific logical interface in a bridge
domain or an entire bridge domain, include the interface-mac-limit limit statement at the
[edit bridge-domains bridge-domain-name bridge-options interface interface-name] or
[edit bridge-domains bridge-domain-name bridge-options] hierarchy level:

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
bridge-options {
interface-mac-limit limit{
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packet-action drop;
}
interface interface-name {
interface-mac-limit limit{
packet-action drop;

}
}

}
}

}

For an access port, the default limit on the maximum number of MAC addresses that

can be learned on an access port is 1024. Because an access port can be configured in

only one bridge domain in a network topology, the default limit is 1024 addresses, which

is same as the limit for MAC addresses learned on a logical interface in a bridge domain

(configuredby including the interface-mac-limit limitstatementat the [editbridge-domains

bridge-domain-name bridge-options interface interface-name] or [edit bridge-domains

bridge-domain-name bridge-options] hierarchy level.

For a trunk port, the default limit on the maximum number of MAC addresses that can

be learned on a trunk port is 8192. Because a trunk port can be associated with multiple

bride domains, the default limit is the same as the limit for MAC addresses learned on a

logical interface inavirtual switch instance(configuredby including the interface-mac-limit

limit statement at the [edit routing-instances routing-instance-name switch- options

interface interface-name] for a virtual switch instance).

The value you configure for a specific logical interface overrides any value you specify

for the entire bridge domain at the [edit bridge-domains bridge-domain-name

bridge-options] hierarchy level.

The default limit to the number of MAC addresses that can be learned on a logical

interface is 1024. The range that you can configure for a specific logical interface is 1

through 131,071.

After the MAC address limit is reached, the default is for any incoming packets with a
new source MAC address to be forwarded. You can specify that the packets be dropped
by including the packet-action drop statement. To specify that packets be dropped for
the entire bridge domain, include the packet-action drop statement at the [edit
bridge-domains bridge-domain-name bridge-options interface-mac-limit limit] hierarchy
level:

[edit bridge-domains bridge-domain-name bridge-options interface-mac-limit limit]
packet-action drop;

To specify that the packets be dropped for a specific logical interface in a bridge domain,
include thepacket-actiondrop statementat the [editbridge-domainsbridge-domain-name
bridge-options interface interface-name interface-mac-limit limit] hierarchy level:

[edit bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit]

packet-action drop;
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NOTE: The behavior is different for some configurations. For aggregated
Ethernet interfaces and label-switched interfaces, the behavior is to learn
all thenewMACaddressesevenwhen the limithasbeen reached.Theexcess
addressesare laterdeleted.The learning limitdoesnotapply tobridgedomain
trunk ports, because they have no counters for the individual domains, and
those domainsmight have different MAC learning limits.

NOTE: When static MAC addresses are configured, the learning limit is the
configured limit minus the number of static addresses.

NOTE:

You can also configure a limit to the number of MAC addresses learned for an MX Series

router.

Related
Documentation

Disabling MAC Learning for a Bridge Domain or Logical Interface on page 78•

• ConfiguringStaticMACAddresses for Logical Interfaces in aBridgeDomain onpage 70

• Configuring the Size of the MAC Address Table for a Bridge Domain on page 71

• Enabling MAC Accounting for a Bridge Domain on page 78

ConfiguringMACAddress Limits on a Logical Interface

You can configure a limit on the number ofMACaddresses learned froma specific logical

interface. This feature allows the MAC address table space to be distributed among

different logical interfaces, thereby avoiding congestion. The MAC address limit can be

applied for bothVLANandVPLS routing instances andby default theMAC limit depends

on theprofile configured. You can limit the number ofMACaddresses learned for a bridge

domain and a logical interface at the same time.

NOTE: MAC address limiting is supported only on ACX5000 line of routers.

• Configuring MAC Address Limit on page 75

• Configuring MAC Address Limit for VLANs on page 76

• Configuring MAC Address Limit for VPLS on page 76

• CLI Commands to Configure MAC Address Limiting on page 77

ConfiguringMACAddress Limit

You can configure the MAC Address limit by using the set protocols l2-learning

global-no-hw-mac-learning CLI command.
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The following configuration example enables limiting MAC address learning on logical

interfaces:

[edit protocols]
l2-learning {
global-no-hw-mac-learning;

}

ConfiguringMACAddress Limit for VLANs

To configure a limit for the number of MAC addresses learned on each logical interface

in a VLAN, include the interface-mac-limit limit statement at the [edit vlans vlan-name]

hierarchy level. To limit the MAC addresses learned on a specific logical interface of the

VLAN, include the interface-mac-limit limitstatementat the [editvlansvlan-name interface

interface-name] hierarchy level. To limit theMACaddresses learnedon eachof the logical

interfaces of the VLAN, include the interface-mac-limit limit statement at the [edit vlans

vlan-name switch-options] hierarchy level.

The following example configures a limit for the number of MAC addresses learned on

a logical interface in a VLAN:

[edit vlans]
vlan10 {
interface ge-0/0/3.1;
interface ge-0/0/1.5;
switch-options {
interface-mac-limit {
10;

}
}
interface ge-0/0/1.5 {
interface-mac-limit {
20;

}
}

}

ConfiguringMACAddress Limit for VPLS

To configure a limit for the number of MAC addresses learned on each logical interface

in a VPLS routing instance, include the interface-mac-limit limit statement at the [edit

routing-instances routing-instance-name protocols vpls] hierarchy level. To limit the MAC

addresses learned on a specific logical interface of the VPLS instance, include the

interface-mac-limit limit statement at the [edit routing-instances routing-instance-name

protocols vpls interface interface-name] hierarchy level.

The following is anexample to configure a limit for thenumber ofMACaddresses learned

on a logical interface in VPLS routing instance:

[edit routing-instance]
v1 {
protocols {
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vpls {
interface-mac-limit {
10;

}
interface ge-0/0/1.3 {
interface-mac-limit {
20;

}
}

}
}

}

If you have configured an interface MAC address limit for the logical interface in a bridge

domain and a global MAC address limit for a bridge domain, then the interface MAC

address limit is considered. The following example shows twoMAC address limits

configured on the interface ge-0/0/3.5 with the global value as 50 and local value as

30. In this case, the MAC address limit of 30 is considered for the interface ge-0/0/3.5

in the bridge domain.

vlan20 {
interface ge-0/0/1.5;
interface ge-0/0/3.5;
switch-options {
interface-mac-limit {
50;

}
interface ge-0/0/1.5;
interface ge-0/0/3.5 {
interface-mac-limit {
30;

}
}

}
}

CLI Commands to Configure MACAddress Limiting

The following CLI commands are used for configuring MAC address limiting:

• set protocols l2-learning global-no-hw-mac-learning—Command to change the

hardware-based MAC learning to software-based MAC learning mode.

• set vlans vlan-name switch-options interface-mac-limit limit—Command to configure

the MAC address limit for each logical interface in a VLAN. The limit is applied to all

logical interfaces belonging to the VLAN for which a separate interface MAC address

limit is not configured.

• set vlans vlan-name switch-options interface interface-name interface-mac-limit

limit—Command to configure the interface MAC address limit for a logical interface in

a VLAN. The limit is applied to a specific logical interface in the VLAN for which it is

configured.
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• set routing-instances routing-instance-name protocols vpls interface-mac-limit

limit—Command to configure the MAC address limit for each logical interface in the

VPLS routing instance. This limit is applied to all logical interfaces belonging to the

VPLS for which a separate interface MAC address limit is not configured.

• set routing-instances routing-instance-name protocols vpls interface interface-name

interface-mac-limit limit—Command to configure the interface MAC address limit for

a logical interface in the VPLS. This limit is applied to a specific logical interface in the

VPLS for which it is configured.

Related
Documentation

EnablingMACAccounting for a Bridge Domain

By default, MAC accounting is disabled. You can enable packet counting for a bridge

domain. When you enable packet accounting, the Junos OSmaintains packet counters

for each MAC address learned on the interfaces in the bridge domain.

To enable MAC accounting for a bridge domain, include themac-statistics statement at
the [edit bridge-domains bridge-domain-name bridge-options] hierarchy level:

[edit bridge-domains bridge-domain-name bridge-options]
mac-statistics;

Related
Documentation

Disabling MAC Learning for a Bridge Domain or Logical Interface on page 78•

• ConfiguringStaticMACAddresses for Logical Interfaces in aBridgeDomain onpage 70

• Configuring the Size of the MAC Address Table for a Bridge Domain on page 71

• Limiting MAC Addresses Learned from an Interface in a Bridge Domain on page 73

DisablingMAC Learning for a Bridge Domain or Logical Interface

You can disable MAC learning for all logical interfaces in a specified bridge domain, or

fora specific logical interface inabridgedomain.DisablingdynamicMAC learningprevents

the specified interfaces from learning source MAC addresses.

To disable MAC learning for all logical interfaces in a bridge domain in a virtual switch,
include the no-mac-learning statement at the [edit bridge-domains bridge-domain-name
bridge-options] hierarchy level:

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
bridge-options {
no-mac-learning;

}
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}
}

To disable MAC learning for a specific logical interface in a bridge domain, include the
no-mac-learningstatementat the [editbridge-domainsbridge-domain-namebridge-options
interface interface-name] hierarchy level.

[edit]
bridge-domains {
bridge-domain-name {
domain-type bridge;
interface interface-name;
bridge-options {
interface interface-name {
no-mac-learning;

}
}

}
}

NOTE: When you disable MAC learning, source MAC addresses are not
dynamically learned, and any packets sent to these source addresses are
flooded into the bridge domain.

NOTE: When you gather interfaces into a bridge domain, the
no-mac-learn-enable statement at the [edit interfaces interface-name

gigether-optionsethernet-switch-profile]hierarchy level is not supported. You

must use the no-mac-learning statement at the [edit bridge-domains

bridge-domain-name bridge-options interface interface-name] hierarchy level

to disable MAC learning on an interface in a bridge domain.

NOTE: WhenMAC learning is disabled for a VPLS routing instance, traffic is
not load balanced and only one of the equal-cost next hops is used.

Related
Documentation

ConfiguringStaticMACAddresses for Logical Interfaces in aBridgeDomain onpage 70•

• Configuring the Size of the MAC Address Table for a Bridge Domain on page 71

• Limiting MAC Addresses Learned from an Interface in a Bridge Domain on page 73

• Enabling MAC Accounting for a Bridge Domain on page 78

DisablingMAC Learning for Bridge Domains on ACX Series

You can disable MAC learning in a bridge domain. Disabling dynamic MAC learning

prevents the bridge domain from learning source MAC addresses.

79Copyright © 2019, Juniper Networks, Inc.

Chapter 5: Configuring Layer 2 Learning and Forwarding for Bridge Domains



To disable MAC learning in a bridge domain, include the no-mac-learning statement at
the [edit bridge-domains bridge-domain-name bridge-options] hierarchy level:

[edit]
bridge-domains {
bridge-domain-name {
bridge-options {
no-mac-learning;

}
}

}

NOTE: When you disable MAC learning, source MAC addresses are not
dynamically learned, and any packets sent to these source addresses are
flooded into the bridge domain.

Related
Documentation

Layer 2 Bridge Domains on ACX Series Overview on page 19•

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72

Preventing Communication Among Customer Edge Devices as ACX Routers

In a bridge domain, when a frame is received fromaCE interface, it is flooded to the other

CE interfaces and all of the provider edge (PE) interfaces if the destinationMAC address

is not learned or if the frame is either broadcast or multicast. If the destination MAC

address is learned on another CE device, such a frame is unicasted to the CE interface

on which the MAC address is learned. This might not be desirable if the service provider

does not want CE devices to communicate with each other directly.

To prevent CE devices from communicating directly, include the no-local-switching

statement at the [edit bridge-domains bridge-domain-name] hierarchy level. Configure

the logical interfaces in the bridge domain as core-facing (PE interfaces) by including

the core-facing statement at the [edit interfaces interface-nameunit logical-unit-number

family family] hierarchy level to specify that the VLAN is physically connected to a

core-facing ISP routerandensures that thenetworkdoesnot improperly treat the interface

as a client interface. When specified, traffic from one CE interface is not forwarded to

another CE interface.
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For the no-local-switching option , integrated routing and bridging (IRB) configured on a

bridge domainwith this option enabled is not treated as a designated CE or PE interface.

Traffic arriving fromaCEorPE interfacecannavigate towards IRBand traffic that reaches

in the input direction to the IRB can pass out of a CE or PE interface. The disabling of

local switching achieves the functionality of split-horizon in a bridge domain. If

no-local-switching is configured in a bridge domain, , then traffic cannot flow between

CE and CE interfaces. This stoppage of trafic flow includes known unicast andmulticast,

unknown unicast andmulticast, and broadcast traffic. However, traffic continues to be

transmitted between CE and PE interfaces, and PE and PE interfaces..

Related
Documentation

• no-local-switching
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CHAPTER 6

Configuring Layer 2 Learning and
Forwarding for Bridge Domains
Functioning as Switches with Layer 2
Trunk Ports

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Limiting MAC Addresses Learned from a Layer 2 Trunk Port on page 84

• Configuring the Size of theMACAddress Table for a Set of Bridge Domains on page 85

• Enabling MAC Accounting for a Set of Bridge Domains on page 85

• Disabling MAC Learning for a Set of Bridge Domains on page 86

Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as
Switches with Layer 2 Trunk Ports

Layer 2 learning is enabled by default. A set of bridge domains, configured to function as

a switch with a Layer 2 trunk port, learns unicast media access control (MAC) addresses

to avoid flooding packets to the trunk port.

NOTE: Traffic is not floodedbackonto the interfaceonwhich itwas received.
However, because this “split horizon” occurs at a late stage, the packet
statistics displayed by commands such as show interfaces queuewill include

flood traffic.

You can optionally disable Layer 2 learning for the entire set of bridge domains as well

as modify the following Layer 2 learning and forwarding properties:

• Limit the number of MAC addresses learned from the Layer 2 trunk port associated

with the set of bridge domains

• Modify the size of the MAC address table for the set of bridge domains

• Enable MAC accounting for the set of bridge domains
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Related
Documentation

Understanding Layer 2 Learning and Forwarding on page 18•

LimitingMACAddresses Learned from a Layer 2 Trunk Port

You can configure a limit on the number of MAC addresses learned from a trunk port or

from a specific trunk or access interface.

To limit the number of MAC addresses learned through a trunk port associated with a
set of bridge domains, include the interface-mac-limit limit statement at the [edit
switch-options] hierarchy level:

[edit]
switch-options {
interface-mac-limit limit;

}

To limit thenumberofMACaddresses learned fromaspecific logical interfaceconfigured
asanaccess interfaceor a trunk interface, include the interface-mac-limit limit statement
at the [edit switch-options interface interface-name] hierarchy level:

[edit]
switch-options {
interface interface-name {
interface-mac-limit limit;

}
}

The default value for the number MAC addresses that can be learned from a logical

interface is 1024. You can specify a limit either for a set of bridge domains or for a specific

logical interface in the range from 1 through 131,071. The value you configure for a specific

logical interface overrides any value you specify for the set of bridge domains.

After the specified MAC address limit is reached, the default is for any incoming packets
with a new source MAC address to be forwarded. You can specify that the packets be
dropped for the entire virtual switch after the MAC address limit is reached by including
the packet-action drop statement at the [edit switch-options interface-mac-limit limit]
hierarchy level:

[edit switch-options interface interface-name interface-mac-limit limit]
packet-action drop;

To specify that the packets be dropped from a specific logical interface in a set of bridge
domainswitha trunkport after theMACaddress limit is reached, include thepacket-action
drop statement at the [edit routing-instances routing-instance-name
interface interface-name interface-mac-limit limit] hierarchy level:

[edit routing-instances routing-instance-name interface interface-name interface-mac-limit
limit]

packet-action drop;

Copyright © 2019, Juniper Networks, Inc.84

Layer 2 Bridging, Address Learning, and Forwarding Feature Guide



Related
Documentation

Disabling MAC Learning for a Set of Bridge Domains on page 86•

• Configuring the Size of theMACAddress Table for a Set of Bridge Domains on page 85

• Enabling MAC Accounting for a Set of Bridge Domains on page 85

Configuring the Size of theMACAddress Table for a Set of Bridge Domains

You canmodify the size of the MAC address table for a set of bridge domains. The

minimum you can configure is 16 addresses, and themaximum is 1,048,575 addresses.

The default table size is 5120 addresses.

If the MAC table limit is reached, new addresses can no longer be added to the table.

Unused MAC addresses are removed from the MAC address table automatically. This

frees space in the table, allowing new entries to be added to the table.

Tomodify the sizeof theMACtable for a set ofbridgedomains, include themac-table-size
statement at the [edit switch-options] hierarchy level:

[edit switch-options]
mac-table-size limit;

Related
Documentation

Disabling MAC Learning for a Set of Bridge Domains on page 86•

• Limiting MAC Addresses Learned from a Layer 2 Trunk Port on page 84

• Enabling MAC Accounting for a Set of Bridge Domains on page 85

EnablingMACAccounting for a Set of Bridge Domains

By default, MAC accounting is disabled. You can enable packet counting for a set of

bridge domains. After you enable packet accounting, the Junos OSmaintains packet

counters for eachMACaddress learnedon the trunkport associatedwith thesetofbridge

domains.

To enable MAC accounting for a set of bridge domains, include themac-statistics
statement at the [edit switch-options] hierarchy level:

[edit switch-options]
mac-statistics;

Related
Documentation

Disabling MAC Learning for a Set of Bridge Domains on page 86•

• Limiting MAC Addresses Learned from a Layer 2 Trunk Port on page 84

• Configuring the Size of theMACAddress Table for a Set of Bridge Domains on page 85
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DisablingMAC Learning for a Set of Bridge Domains

By default, MAC learning is enabled for a set of bridge domains. You can disable MAC

learning for a set of bridgedomains.DisablingdynamicMAC learningprevents theLayer 2

trunkport associatedwith the set of bridgedomains from learning sourceanddestination

MAC addresses. When you disable MAC learning, source MAC addresses are not

dynamically learned, and any packets sent to these source addresses are flooded into

the switch.

To disable MAC learning for a set of bridge domains, include the no-mac-learning
statement at the [edit switch-options] hierarchy level:

[edit switch-options]
no-mac-learning;

Related
Documentation

• Limiting MAC Addresses Learned from a Layer 2 Trunk Port on page 84

• Configuring the Size of theMACAddress Table for a Set of Bridge Domains on page 85

• Enabling MAC Accounting for a Set of Bridge Domains on page 85
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CHAPTER 7

Configuring Q-in-Q Tunneling

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Configuring Q-in-Q Tunneling on ACX Series on page 88

Q-in-Q Tunneling on ACX Series Overview

Q-in-Qtunnelingallowsserviceproviders tocreateaLayer 2Ethernet connectionbetween

two customer sites. Providers can segregate different customers’ VLAN traffic on a link

(for example, if the customers use overlapping VLAN IDs) or bundle different customer

VLANs into a single service VLAN. Service providers can use Q-in-Q tunneling to isolate

customer trafficwithin a single site or to enable customer traffic flows across geographic

locations.

Q-in-Q tunneling adds a service VLAN tag before the customer’s 802.1Q VLAN tags. The

Juniper Networks Junos operating system implementation of Q-in-Q tunneling supports

the IEEE 802.1ad standard.

In Q-in-Q tunneling, as a packet travels from a customer VLAN (C-VLAN) to a service

provider's VLAN (S-VLAN), another 802.1Q tag for the appropriate S-VLAN is added

before theC-VLAN tag. TheC-VLAN tag remains and is transmitted through thenetwork.

As the packet exits from the S-VLAN space, in the downstream direction, the S-VLAN

802.1Q tag is removed.

In ACX Series routers, you can configure Q-in-Q tunneling by explicitly configuring an

input VLANmapwith push function on customer facing interfaces in a bridge domain.

You can configure Q-in-Q tunneling on aggregated Ethernet interface by configuring

input and output VLANmap.

Related
Documentation

Layer 2 Bridge Domains on ACX Series Overview on page 19•

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring Q-in-Q Tunneling on ACX Series on page 88

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79
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• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72

Configuring Q-in-Q Tunneling on ACX Series

To configure Q-in-Q tunneling, you need to configure the logical interface connected to

the customer network (user-to-network interfaces (UNI)) and the logical interface

connected to the service provider network (network-to-network interface (NNI)).

The following is an example to configure a logical interface connected to a customer
network:

[edit]
interface ge-1/0/1 {
flxible-vlan-tagging;
encapsulation flexible-ethernet-services;

unit 0 {
encapsulation vlan-bridge;
vlan-id-list 10-20;
input-vlan-map {
push;
vlan-id 500;
}
output-vlan-map pop;

}
}

The following is anexample toconfigurea logical interfaceconnected toaserviceprovider
network:

[edit]
interface ge-1/0/2; {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 0 {
encapsulation vlan-bridge;
vlan-id 500;

}
}

The following is an example to configure the bridge domain:

[edit]
bridge-domains {
qnq-stag-500{
interface ge-1/0/1;
interface ge-1/0/2;

}
}
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You can configure Q-in-Q tunneling on aggregated Ethernet interface connected to the

customer network (UNI) and the logical interface connected to the service provider

network (NNI).

Related
Documentation

• Layer 2 Bridge Domains on ACX Series Overview on page 19

• Q-in-Q Tunneling on ACX Series Overview on page 87

• Layer 2 Learning and Forwarding for Bridge Domains Overview on page 22

• Configuring a Bridge Domain on ACX Series Routers on page 28

• Configuring VLAN Identifiers for Bridge Domains in ACX Series on page 44

• Disabling MAC Learning for Bridge Domains on ACX Series on page 79

• Configuring Static MAC Addresses for Logical Interfaces in a Bridge Domain in ACX

Series on page 71

• Configuring the Size of the MAC Address Table for Bridge Domains in ACX Series on

page 72
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CHAPTER 8

Configuration Statements for Layer 2
Bridge Domains

• action-priority on page 92

• bridge-domains on page 93

• bridge-options on page 94

• disable-action on page 95

• domain-type (Bridge Domains) on page 96

• enable-mac-move-action on page 97

• interface on page 98

• interface-mac-limit on page 99

• mac-statistics on page 101

• mac-table-size on page 103

• mac-table-aging-time on page 105

• no-irb-layer-2-copy on page 106

• no-mac-learning on page 107

• packet-action on page 110

• reopen-time on page 113

• routing-interface on page 114

• service-id on page 115

• static-mac on page 116

• vlan-id-list on page 118

• vlan-tags on page 119
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action-priority

Syntax action-priority number;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name]

Release Information Statement introduced in Junos OS Release 13.2.

Description Configure the action priority value for an interface in a bridge domain on MACmove

detection. This priority value is used to determine which interface should be blocked

when a throttled MACmove is detected between two interfaces. The priority value can

be between 0 and 7 inclusive. A higher valuemeans lower priority. For example, if a MAC

address move occurs between two interfaces with the action priority value set to 5 and

6, the interface with value 5 as the action priority value is blocked.

Default 4

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25

• Configuring a Layer 2 Virtual Switch on page 48
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bridge-domains

Syntax bridge-domains {
bridge-domain-name {
bridge-options {
...bridge-options-configuration...

}
domain-type bridge;
interface interface-name;
no-irb-layer-2-copy;
no-local-switching;
routing-interface routing-interface-name;
vlan-id (all | none | number);
vlan-id-list [ vlan-id-numbers ];
vlan-tags outer number inner number;
bridge-options {
interface interface-name {
mac-pinning
static-macmac-address;

}
interface-mac-limit limit;
mac-statistics;
mac-table-size limit;
no-mac-learning;

}
}

}

Hierarchy Level [edit],
[edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for logical systems added in Junos OS Release 9.6.

Support for the no-irb-layer-2-copy statement added in Junos OS Release 10.2.

Description (MXSeries routers only)Configureadomain that includesa set of logical ports that share

the same flooding or broadcast characteristics in order to perform Layer 2 bridging.

Options bridge-domain-name—Name of the bridge domain.

NOTE: You cannot use the slash (/) character as part of the bridge domain
name. If you do, the configuration will not commit.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25

• Configuring a Layer 2 Virtual Switch on page 48

bridge-options

Syntax bridge-options {
interface interface-name;
static-mac static-mac-address;

}
global-mac-ip-limit limit;
interface-mac-ip-limit limit;
interface-mac-limit limit;
packet-action drop;

}
mac-pinning
mac-statistics;
mac-ip-table-size limit;
mac-table-size limit;
mac-table-aging-time time;
no-mac-learning;

}

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for logical systems added in Junos OS Release 9.6.

Statment (mac-pinning) introduced in Junos OS Release 16.2.

global-mac-ip limit, interface-mac-ip-limit, andmac-ip-table-size statements introduced

in Junos OS Release 17.4R1.

Description (MXSeries routers only)Configure Layer 2 learning and forwardingproperties for a bridge

domain or a virtual switch.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69
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disable-action

Syntax disable-action;

Hierarchy Level [edit protocols l2-learning global-mac-move]

Release Information Statement introduced in Junos OS Release 13.2.

Description (MX Series routers only) Disable the MACmove action feature globally. MACmove

detection configuration does exist, but the action is disabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters
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domain-type (Bridge Domains)

Syntax domain-type bridge;

ACX Series andMX
Series

[edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]

SRX Series [edit bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

Description Define the domain type bridge for a Layer 2 bridge domain.

NOTE: There is only one domain type bridge, that can be configured on SRX

Series devices. Domain type bridge is not enabled by default. An SRX Series

device operates in the Layer 2 transparent mode when all physical bridge
domains on the device are partitioned into logical bridge domains.

NOTE: Starting with Junos OS Release 15.1X49-D10 and Junos OS Release
17.3R1, the CLI domain-type is not available.

NOTE: Starting in Junos OS Release 15.1X49-D10 and Junos OS Release
17.3R1, the hierarchy [edit bridge-domains bridge-domain-name] is renamed

to [edit vlans vlan-name]. For detailed information about themodified

hierarchies, seeEnhancedLayer 2CLI ConfigurationStatement andCommand
Changes for Security Devices.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Ethernet Switching and Layer 2 Transparent Mode Overview•

• Configuring a Bridge Domain on page 25
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• Configuring a Layer 2 Virtual Switch on page 48

enable-mac-move-action

Syntax enable-mac-move-action;

Hierarchy Level [edit bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 13.2.

Statement supported in Junos OS Release 14.2 for MX104 Router.

Description Enable the MACmove action feature at the bridge domain level. This statement blocks

the logical interface for thebridgedomainwhenaMACmove is detectedon the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25
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interface

Syntax interface interface-name;

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name],
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for top-level configuration for the virtual-switch type of routing instance added

in Junos OS Release 9.2.

In Junos OS Release 9.1 and earlier, the routing instances hierarchy supported this

statement only for a VPLS instance or a bridge domain configuredwithin a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 12.3X52 for ACX Series routers.

Statement introduced in Junos OS Release 15.1.

Description (MX Series routers and EX Series switches only) Specify the logical interfaces to include

in the bridge domain, VLAN, VPLS instance, or virtual switch.

Options interface-name—Nameofa logical interface. Formore informationabouthowtoconfigure

logical interfaces, see the Junos OS Network Interfaces Library for Routing Devices.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25

• Configuring a Layer 2 Virtual Switch on page 48

• Configuring a Layer 2 Virtual Switch on an EX Series Switch

• Tunnel Services Overview

• Tunnel Interface Configuration on MX Series Routers Overview
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interface-mac-limit

Syntax interface-mac-limit {
limit
disable;
packet-action ;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name],

[edit logical-systems logical-system-name switch-options],
[edit logical-systems logical-system-name switch-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name switch-options interface interface-name],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[edit switch-options interface interface-name],
[edit vlans vlan-name switch-options],
[edit vlans vlan-name switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options], [edit switch-options interface interface-name], [edit vlans

vlan-name switch-options], and [edit vlans vlan-name switch-options interface

interface-name] hierarchy levels introduced in Junos OS Release 12.3R2 for EX Series

switches.
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Description Configure a limit to the number of MAC addresses that can be learned from a bridge

domain, VLAN, virtual switch, or set of bridge domains or VLANs.

NOTE: For multichassis link aggregation (MC-LAG) peers in active-active
mode, configuring the interface-mac-limit statement or changing the
interface-mac-limit configuration when traffic is flowing can cause the MAC

entries to be out of synchronization between the twoMC-LAG peers, which
might result in flooding. To avoid flooding, youmust either halt traffic
forwarding and then configure the interface-mac-limit statement or use the
commit at configuration statement to commit the changes at the same time
in both the peer nodes.

Alternatively, if flooding does occur, you can clear the bridge MAC table on
both the routers or switches by using the clear bridgemac-table command.
Running this command ensures that the MAC entries are re-learned and in
synchronization between both the peers.

Default The default MAC limit varies with the platform.

Options disable—Disables the global interface-mac-limit configuration on an interface and sets

the maximum interface-mac-limit that is permitted on the device.

limit—Sets the maximum number of MAC addresses learned from an interface.

Range: 1 through <default MAC limit> MAC addresses per interface. Range is platform

specific.

If you configure both disable and limit, disable takes precedence and packet-action is

set to none. The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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mac-statistics

Syntax mac-statistics;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name protocols evpn],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 12.3R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 13.2 for the QFX Series.

Description (MX Series routers, EX Series switches, and QFX Series only) For bridge domains or

VLANs, enable MAC accounting either for a specific bridge domain or VLAN, or for a set

of bridge domains or VLANs associated with a Layer 2 trunk port.

Default disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69•

• Layer�2 Learning and Forwarding for VLANs Overview
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• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches
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mac-table-size

Syntax mac-table-size limit {
packet-action drop;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name switch-options],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels
introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit vlans vlan-name switch-options hierarchy level introduced in Junos

OS Release 13.2 for the QFX Series.

Description Modify the size of the MAC address table for the bridge domain or VLAN, a set of bridge

domainsorVLANsassociatedwitha trunkport, or avirtual switch.Thedefault is5120MAC

addresses.

NOTE: For multichassis link aggregation (MC-LAG) peers in active-active
mode, configuring themac-table-size statement or changing the
mac-table-sizeconfigurationwhentraffic is flowingcancause theMACentries

to be out of synchronization between the twoMC-LAG peers, whichmight
result in flooding. To avoid flooding, youmust either halt traffic forwarding
and then configure themac-table-size statement or use the commit at
configuration statement to commit the changes at the same time in both the
peer nodes.
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Alternatively, if flooding does occur, you can clear the bridge MAC table on
both the routers by using the clear bridgemac-table command. Running this
commandensures that theMACentriesare re-learnedand insynchronization
between both the peers.

Options limit—Specify the maximum number of addresses in the MAC address table.

Range: 16 through 1,048,575 MAC addresses

Default: 5120MACaddressesThere is nodefaultMACaddress limit for themac-table-size

statementat the [edit switch-options]hierarchy level. ThenumberofMACaddresses

that can be learned is only limited by the platform, 65,535 MAC addresses for EX

Series switches and 1,048,575 MAC addresses for other devices.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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mac-table-aging-time

Syntax mac-table-aging-time time;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit routing-instances routing-instance-name protocols vpls]
[edit bridge-options],
[edit routing-instances routing-instance-name protocols evpn]

NOTE: For MX Series routers, the configuration statement is supported at
the [bridge-options], [protocols vpls], and [protocols evpn] hierarchy levels

only.

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 15.1 for MX Series routers.

Description Modify the timeout interval for the MAC table.

For MX Series routers, you can use the global-mac-table-aging-time statement at the

[edit protocols l2-learning] hierarchy level to configure the timeout interval at the global

level or use themac-table-aging-time to configure the timeout interval for abridgedomain

or for a specific VPLSor EVPN instance. Ifmultiple timeout interval values are configured

on a router, the router determines the timeout interval value in the following order of

priority:

• Timeout interval configured at the VPLS or EVPN instance

• Timeout interval configured for the bridge domain

• Global timeout interval configured on the router

NOTE: For MX Series routers, the timeout interval configuration feature is
supported on routers with MPCs only.

Options time—Specify the number of seconds to wait between MAC table clearings.

Range: 10 through 1,000,000 seconds

Default: 300 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the VPLS MAC Table Timeout Interval

• Configuring the MAC Table Timeout Interval on page 61

no-irb-layer-2-copy

Syntax no-irb-layer-2-copy;

Hierarchy Level [edit bridge-domains],
[edit logical-routers logical-router-name bridge-domains],
[edit routing-instances routing-instance-name bridge-domains]

Release Information Statement introduced in Junos OS Release 10.2.

Description If you include this statement when using port mirroring with Integrated Routing and

Bridging (IRB), then the packet is mirrored as a Layer 3 packet. By default, the packet is

mirrored as a Layer 2 packet. This statement is also supported if a routing instance is set

to type VPLS.

Usage Guidelines See “Configuring a Bridge Domain” on page 25

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Configuring a Layer 2 Virtual Switch on page 48
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no-mac-learning

Syntax no-mac-learning;

QFX Series and
EX4600

For QFX Series and EX4600 platforms without ELS:

[edit ethernet-switching-options interfaces interface-name]

For QFX Series and EX4600 platforms with ELS:

[edit vlans vlan-name switch-options]

QFX Series per VLAN [edit vlans vlan-name]

[edit vlans vlan-name switch-options]

EX Series Q-in-Q
Interfaces

[edit ethernet-switching-options interfaces interface-name]

EX Series and SRX
Series Q-inQ Vlans

[edit vlans vlan-name]

ACX Series, MX Series,
EX Series with ELS

[edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],

support, M Series, T
Series

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn],
[edit routing-instances routing-instance-name protocols evpn interface interface-name],
[edit routing-instances routing-instance-name switch-options],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[set vlans vlan-name switch-options]
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Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or bridge domain configured within

a virtual switch.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

[edit switch-options], [edit switch-options interface interface-name], [edit vlansvlan-name

switch-options], and [edit vlans vlan-name switch-options interface interface-name]

hierarchy levels introduced in Junos OS Release 12.3 R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

Hierarchy levels [edit switch-options interface interface-name] and [edit vlans vlan-name

switch-options] introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description ForQFXSeries, EXSeries switchesandSRXSeriesdevices, disablesMACaddress learning

for the specified VLAN.

For QFX Series and EX4600, disable MAC address learning for the specified interface.

Disabling MAC address learning on an interface disables learning for all the VLANs of

which that interface is a member.

ForEXSeries switches’Q-in-Q interfaces, disablesMACaddress learning for thespecified

interface. Disabling MAC address learning on an interface disables learning for all the

VLANs of which that interface is a member.

For MX Series routers and EX Series switches with ELS support, disables MAC learning

for a virtual switch, for a bridge domain or VLAN, for a specific logical interface in a bridge

domain or VLAN, or for a set of bridge domains or VLANs associatedwith a Layer 2 trunk

port. On platforms that support EVPNs, you can disable MAC learning on an EVPN.

NOTE: WhenMAC learning is disabled for a VPLS routing instance, traffic is
not load-balanced and only one of the equal-cost next hops is used.

Default MAC learning is enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Understanding Bridging and VLANs on Switches

• Understanding Q-in-Q Tunneling and VLAN Translation

• Understanding Q-in-Q Tunneling and VLAN Translation

• Configuring Q-in-Q Tunneling on EX Series Switches
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packet-action

Syntax packet-action action;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface-mac-limit limit],

[edit logical-systems logical-system-name switch-options interface-mac-limit limit],
[edit protocols l2-learning global-mac-limit limit],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit routing-instances routing-instance-name protocols evpn interface-mac-limit (VPLS)],
[edit routing-instances routing-instance-name protocols evpn interface interface-name
interface-mac-limit (VPLS)],

[edit routing-instances routing-instance-name protocols evpnmac-table-size limit],
[edit routing-instances routing-instance-name switch-options interface interface-name
interface-mac-limit limit],

[edit routing-instances routing-instance-name switch-options interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-optionsmac-table-size limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy
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supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options interface interface-name interface-mac-limit limit], [edit

switch-options interface-mac-limit limit], [edit switch-options mac-table-size limit],

[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],

[edit vlansvlan-nameswitch-options interface-mac-limit limit], and[edit vlansvlan-name

switch-options mac-table-size limit] hierarchy levels introduced in Junos OS Release

12.3R2 for EX Series switches.

Support for EVPNs introduced in JunosOSRelease 13.2onMXSeries5GUniversalRouting

Platforms.

Support at the [edit switch-options interface interface-name interface-mac-limit limit]

hierarchy level and hierarchy levels under [edit vlans vlan-name] introduced in Junos OS

Release 13.2X50-D10 forEXSeries switchesand JunosOSRelease 13.2 for theQFXSeries.

Description Specify the action taken when packets with new source MAC addresses are received

after the MAC address limit is reached. If this statement is not configured, packets with

new source MAC addresses are forwarded by default.

NOTE: Thepacket-action statement is not supportedon theQFX10002-60C

switch.

Default NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generateanerror if you include the shutdownoptionat the [edit switch-options

interface interface-name interface-mac-limit packet-action] hierarchy level.

Disabled. The default is for packets for new sourceMAC addresses to be forwarded after

the MAC address limit is reached.
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Options drop—Drop packets with new source MAC addresses, and do not learn the new source

MAC addresses.

NOTE: OnQFX10000switches, if you includethedropoption, youcannot
configure unicast reverse-path forwarding (URFP) on integrated routing
and bridging (IRB) andMAC limiting on the same interface. If you have
anMC-LAG configuration, you cannot configure MAC limiting on the
interchassis link (ICL) interface.

drop-and-log—(EX Series switches and QFX Series only) Drop packets with new source

MAC addresses, and generate an alarm, an SNMP trap, or a system log entry.

log—(EX Series switches and QFX Series only) Hold packets with new source MAC

addresses, and generate an alarm, an SNMP trap, or a system log entry.

none—(EX Series switches andQFX Series only) Forward packets with new sourceMAC

addresses, and learn the new source MAC address.

shutdown—(EX Series switches and QFX Series only) Disable the specified interface,

and generate an alarm, an SNMP trap, or a system log entry.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Configuring MAC Limiting (ELS)

• Configuring Persistent MAC Learning (ELS)

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Overview

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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reopen-time

Syntax reopen-time seconds;

Hierarchy Level [edit protocols l2-learning global-mac-move]

Release Information Statement introduced in Junos OS Release 13.2.

Description (MX Series routers only) Configure the value for the reopen timer.

Default 180 seconds

Options seconds—Time duration after which the port is unblocked.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters
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routing-interface

Syntax routing-interface routing-interface-name;

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for logical systems added in Junos OS Release 9.6.

Description (MX Series routers only) Specify a routing interface to include in a bridge domain or a

VPLS routing instance.

When you configure routing-interface irb.x, the VPLS connection comes up, even if no

customer edge (CE) interfaces are configured. This works with one site configured, but

not whenmultiple sites (multisite) are configured.

Options routing-interface-name—Name of the routing interface to include in the bridge domain or

the VPLS routing instance. The format of the routing interface name is irb.x, where

x is the unit number of the routing interface you configured at the [edit interfaces irb]

hierarchy level. Formore information about how to configure a routing interface, see

the Junos OS Network Interfaces Library for Routing Devices.

NOTE: You can specify only one routing interface for each bridge domain or
VPLS instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25

• Configuring a Layer 2 Virtual Switch on page 48
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service-id

Syntax service-id number;

Hierarchy Level [edit bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 13.2

Description Specify a service identifier to include in the packets sent to and from themultichassis

link aggregation (MC-LAG) bridge domain when the VLAN identifier is set to none. This

configuration facilitates media access control (MAC) and Address Resolution Protocol

(ARP) synchronization among MC-LAG peers.

NOTE: The VLAN identifier none is supported only for IPv4 traffic.

Options number—A valid service identifier. Youmust configure the same service identifier within

the bridge domains of MC-LAG peers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25

• ConfiguringVLAN Identifiers forBridgeDomainsandVPLSRouting Instancesonpage38

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• bridge-domains on page 93
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static-mac

Syntax static-macmac-address;

static-macmac-address {
vlan-id number;

}

Hierarchy Level [edit vlans vlan-name switch-options interface interface-name]

[edit bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers. The vlan-id

option is not available for EVPNs.

[edit vlans vlan-name switch-options interface interfacename] hierarchy level introduced

in Junos OS Release 13.2 for the QFX Series.

Description Configure a static MAC address for a logical interface in a bridge domain or VLAN.

The vlan-id option can be specified for static-macs only if vlan-id all is configured for the

bridging domain or VLAN.

Options mac-address—MAC address

vlan-id number—(Optional) VLAN identifier to associate with static MAC address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring EVPN Routing Instances

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Adding a Static MACAddress Entry to the Ethernet Switching Table on a Switchwith ELS

Support

• Understanding VLANs on Security Devices
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vlan-id-list

Syntax vlan-id-list [ vlan-id-numbers ];

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name],
[edit interfaces interface-name unit 0],
[edit interfaces interface-name unit logical-unit-number],
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Description Specify a VLAN identifier list to use for a bridge domain or VLAN in trunk mode.

Specify the trunk option in the interface-mode statement to accept packetswith a VLAN

ID thatmatches the list of VLAN IDs specified in the vlan-id-list statement to forward the

packetwithin the bridge domain or VLAN configuredwith thematching VLAN ID. Specify

the access option to accept packets with no VLAN ID to forward the packet within the

bridge domain or VLAN configuredwith the VLAN ID thatmatches the VLAN ID specified

in the vlan-id statement.

This statement also enables you to bind a logical interface to a list of VLAN IDs, thereby

configuring the logical interface to receive and forward a frame with a tag that matches

the specified VLAN ID list.

WARNING: On some EX and QFX Series switches, you can apply nomore
than eight VLAN identifier lists to a physical interface.

Options vlan-id-numbers—ValidVLAN identifiers. You can combine individual numberswith range

lists by including a hyphen.

Range: 0 through 4095

NOTE: On EX Series switches and the QFX Series, the range is 0 through
4094.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25

• Configuring a VLAN

• ConfiguringVLAN Identifiers forBridgeDomainsandVPLSRouting Instancesonpage38

• Configuring VLAN Identifiers for VLANs and VPLS Routing Instances

vlan-tags

Syntax vlan-tags outer number inner number;

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]
[edit vlans vlan-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D10 for QFX Series switches.

Description Specify dual VLAN identifier tags for a bridge domain, VLAN, or VPLS routing instance.

Options outer number—A valid VLAN identifier.

inner number—A valid VLAN identifier.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Bridge Domain on page 25

• Configuring a VLAN

• ConfiguringVLAN Identifiers forBridgeDomainsandVPLSRouting Instancesonpage38

• Configuring VLAN Identifiers for VLANs and VPLS Routing Instances

• Configuring a Layer 2 Virtual Switch on page 48.

• Configuring a Layer 2 Virtual Switch on an EX Series Switch
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CHAPTER 9

Configuration Statements for Layer 2
Bridge Domains Functioning as Switches
with Layer 2 Trunk Ports

• switch-options on page 122

• interface-mac-limit on page 123

• mac-statistics on page 125

• mac-table-size on page 127

• no-mac-learning on page 129

• packet-action on page 132
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switch-options

Syntax switch-options {
interface interface-name {
mac-pinning;
interface-mac-limit limit;

}
interface-mac-limit limit {
packet-action drop;

}
mac-statistics;
mac-table-size limit {
packet-action drop;

}
no-mac-learning;
route-distinguisher (as-number:id | ip-address:id);
service-id number; number;
vrf-target {
community;
auto
import community-name;
export community-name;

}
vrf-import[ policy-names ];
vrf-export[ policy-names ];

}

Hierarchy Level [edit],
[edit logical-systems logical-system-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 9.2.

Support for logical systems added in Junos OS Release 9.6.

14.1x53-D10

Description Configure Layer 2 learning and forwarding properties for a set of bridge domains.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83
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interface-mac-limit

Syntax interface-mac-limit {
limit
disable;
packet-action ;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name],

[edit logical-systems logical-system-name switch-options],
[edit logical-systems logical-system-name switch-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name switch-options interface interface-name],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[edit switch-options interface interface-name],
[edit vlans vlan-name switch-options],
[edit vlans vlan-name switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options], [edit switch-options interface interface-name], [edit vlans

vlan-name switch-options], and [edit vlans vlan-name switch-options interface

interface-name] hierarchy levels introduced in Junos OS Release 12.3R2 for EX Series

switches.
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Description Configure a limit to the number of MAC addresses that can be learned from a bridge

domain, VLAN, virtual switch, or set of bridge domains or VLANs.

NOTE: For multichassis link aggregation (MC-LAG) peers in active-active
mode, configuring the interface-mac-limit statement or changing the
interface-mac-limit configuration when traffic is flowing can cause the MAC

entries to be out of synchronization between the twoMC-LAG peers, which
might result in flooding. To avoid flooding, youmust either halt traffic
forwarding and then configure the interface-mac-limit statement or use the
commit at configuration statement to commit the changes at the same time
in both the peer nodes.

Alternatively, if flooding does occur, you can clear the bridge MAC table on
both the routers or switches by using the clear bridgemac-table command.
Running this command ensures that the MAC entries are re-learned and in
synchronization between both the peers.

Default The default MAC limit varies with the platform.

Options disable—Disables the global interface-mac-limit configuration on an interface and sets

the maximum interface-mac-limit that is permitted on the device.

limit—Sets the maximum number of MAC addresses learned from an interface.

Range: 1 through <default MAC limit> MAC addresses per interface. Range is platform

specific.

If you configure both disable and limit, disable takes precedence and packet-action is

set to none. The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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mac-statistics

Syntax mac-statistics;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name protocols evpn],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 12.3R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels

introduced in Junos OS Release 13.2 for the QFX Series.

Description (MX Series routers, EX Series switches, and QFX Series only) For bridge domains or

VLANs, enable MAC accounting either for a specific bridge domain or VLAN, or for a set

of bridge domains or VLANs associated with a Layer 2 trunk port.

Default disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69•

• Layer�2 Learning and Forwarding for VLANs Overview
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• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches
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mac-table-size

Syntax mac-table-size limit {
packet-action drop;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name switch-options],
[edit switch-options],
[edit switch-options],
[edit vlans vlan-name switch-options]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options] and [edit vlans vlan-name switch-options] hierarchy levels
introduced in Junos OS Release 12.3R2 for EX Series switches.

Support at the [edit vlans vlan-name switch-options hierarchy level introduced in Junos

OS Release 13.2 for the QFX Series.

Description Modify the size of the MAC address table for the bridge domain or VLAN, a set of bridge

domainsorVLANsassociatedwitha trunkport, or avirtual switch.Thedefault is5120MAC

addresses.

NOTE: For multichassis link aggregation (MC-LAG) peers in active-active
mode, configuring themac-table-size statement or changing the
mac-table-sizeconfigurationwhentraffic is flowingcancause theMACentries

to be out of synchronization between the twoMC-LAG peers, whichmight
result in flooding. To avoid flooding, youmust either halt traffic forwarding
and then configure themac-table-size statement or use the commit at
configuration statement to commit the changes at the same time in both the
peer nodes.
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Alternatively, if flooding does occur, you can clear the bridge MAC table on
both the routers by using the clear bridgemac-table command. Running this
commandensures that theMACentriesare re-learnedand insynchronization
between both the peers.

Options limit—Specify the maximum number of addresses in the MAC address table.

Range: 16 through 1,048,575 MAC addresses

Default: 5120MACaddressesThere is nodefaultMACaddress limit for themac-table-size

statementat the [edit switch-options]hierarchy level. ThenumberofMACaddresses

that can be learned is only limited by the platform, 65,535 MAC addresses for EX

Series switches and 1,048,575 MAC addresses for other devices.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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no-mac-learning

Syntax no-mac-learning;

QFX Series and
EX4600

For QFX Series and EX4600 platforms without ELS:

[edit ethernet-switching-options interfaces interface-name]

For QFX Series and EX4600 platforms with ELS:

[edit vlans vlan-name switch-options]

QFX Series per VLAN [edit vlans vlan-name]

[edit vlans vlan-name switch-options]

EX Series Q-in-Q
Interfaces

[edit ethernet-switching-options interfaces interface-name]

EX Series and SRX
Series Q-inQ Vlans

[edit vlans vlan-name]

ACX Series, MX Series,
EX Series with ELS

[edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],

support, M Series, T
Series

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name switch-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name protocols evpn],
[edit routing-instances routing-instance-name protocols evpn interface interface-name],
[edit routing-instances routing-instance-name switch-options],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[set vlans vlan-name switch-options]
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Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or bridge domain configured within

a virtual switch.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

[edit switch-options], [edit switch-options interface interface-name], [edit vlansvlan-name

switch-options], and [edit vlans vlan-name switch-options interface interface-name]

hierarchy levels introduced in Junos OS Release 12.3 R2 for EX Series switches.

Support for EVPNs added in Junos OS Release 13.2 for MX 3D Series routers.

Hierarchy levels [edit switch-options interface interface-name] and [edit vlans vlan-name

switch-options] introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description ForQFXSeries, EXSeries switchesandSRXSeriesdevices, disablesMACaddress learning

for the specified VLAN.

For QFX Series and EX4600, disable MAC address learning for the specified interface.

Disabling MAC address learning on an interface disables learning for all the VLANs of

which that interface is a member.

ForEXSeries switches’Q-in-Q interfaces, disablesMACaddress learning for thespecified

interface. Disabling MAC address learning on an interface disables learning for all the

VLANs of which that interface is a member.

For MX Series routers and EX Series switches with ELS support, disables MAC learning

for a virtual switch, for a bridge domain or VLAN, for a specific logical interface in a bridge

domain or VLAN, or for a set of bridge domains or VLANs associatedwith a Layer 2 trunk

port. On platforms that support EVPNs, you can disable MAC learning on an EVPN.

NOTE: WhenMAC learning is disabled for a VPLS routing instance, traffic is
not load-balanced and only one of the equal-cost next hops is used.

Default MAC learning is enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Understanding Bridging and VLANs on Switches

• Understanding Q-in-Q Tunneling and VLAN Translation

• Understanding Q-in-Q Tunneling and VLAN Translation

• Configuring Q-in-Q Tunneling on EX Series Switches
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packet-action

Syntax packet-action action;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface-mac-limit limit],

[edit logical-systems logical-system-name switch-options interface-mac-limit limit],
[edit protocols l2-learning global-mac-limit limit],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit routing-instances routing-instance-name protocols evpn interface-mac-limit (VPLS)],
[edit routing-instances routing-instance-name protocols evpn interface interface-name
interface-mac-limit (VPLS)],

[edit routing-instances routing-instance-name protocols evpnmac-table-size limit],
[edit routing-instances routing-instance-name switch-options interface interface-name
interface-mac-limit limit],

[edit routing-instances routing-instance-name switch-options interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-optionsmac-table-size limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy
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supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options interface interface-name interface-mac-limit limit], [edit

switch-options interface-mac-limit limit], [edit switch-options mac-table-size limit],

[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],

[edit vlansvlan-nameswitch-options interface-mac-limit limit], and[edit vlansvlan-name

switch-options mac-table-size limit] hierarchy levels introduced in Junos OS Release

12.3R2 for EX Series switches.

Support for EVPNs introduced in JunosOSRelease 13.2onMXSeries5GUniversalRouting

Platforms.

Support at the [edit switch-options interface interface-name interface-mac-limit limit]

hierarchy level and hierarchy levels under [edit vlans vlan-name] introduced in Junos OS

Release 13.2X50-D10 forEXSeries switchesand JunosOSRelease 13.2 for theQFXSeries.

Description Specify the action taken when packets with new source MAC addresses are received

after the MAC address limit is reached. If this statement is not configured, packets with

new source MAC addresses are forwarded by default.

NOTE: Thepacket-action statement is not supportedon theQFX10002-60C

switch.

Default NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generateanerror if you include the shutdownoptionat the [edit switch-options

interface interface-name interface-mac-limit packet-action] hierarchy level.

Disabled. The default is for packets for new sourceMAC addresses to be forwarded after

the MAC address limit is reached.
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Options drop—Drop packets with new source MAC addresses, and do not learn the new source

MAC addresses.

NOTE: OnQFX10000switches, if you includethedropoption, youcannot
configure unicast reverse-path forwarding (URFP) on integrated routing
and bridging (IRB) andMAC limiting on the same interface. If you have
anMC-LAG configuration, you cannot configure MAC limiting on the
interchassis link (ICL) interface.

drop-and-log—(EX Series switches and QFX Series only) Drop packets with new source

MAC addresses, and generate an alarm, an SNMP trap, or a system log entry.

log—(EX Series switches and QFX Series only) Hold packets with new source MAC

addresses, and generate an alarm, an SNMP trap, or a system log entry.

none—(EX Series switches andQFX Series only) Forward packets with new sourceMAC

addresses, and learn the new source MAC address.

shutdown—(EX Series switches and QFX Series only) Disable the specified interface,

and generate an alarm, an SNMP trap, or a system log entry.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Configuring MAC Limiting (ELS)

• Configuring Persistent MAC Learning (ELS)

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Overview

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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CHAPTER 10

Configuration Statements for Layer 2
Address Learning and Forwarding

• l2-learning on page 136

• global-mac-limit on page 137

• global-mac-move on page 138

• global-mac-statistics on page 139

• global-mac-table-aging-time on page 140

• global-no-mac-learning on page 141

• interface-mac-limit on page 142

• notification-time on page 144

• packet-action on page 145

• threshold-count on page 148

• threshold-time on page 149
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l2-learning

List of Syntax Syntax (MX Series, QFX Series, EX Series) on page 136

Syntax (SRX Series) on page 136

Syntax (MX Series,
QFX Series, EX Series)

l2-learning {
global-le-bridge-domain-aging-time;
global-mac-ip-limit number;
global-mac-ip-table-aging-time seconds;
global-mac-limit limit;
global-mac-statistics;
global-mac-table-aging-time seconds;
global-no-mac-learning;
global-mac-move;

}

Syntax (SRX Series) l2-learning {
global-mac-limit limit {
packet-action-drop
}
global-mac-table-aging-time seconds;
global-mode (switching | transparent-bridge) ;
global-no-mac-learning;

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 8.4.

Statement modified in Junos OS Release 9.5. Support for global mode added in Junos

OS Release 15.1X49-D40.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D10 for QFX Series.

global-le-bridge-domain-aging-time option introduced in Junos OS Release 14.2R5 for

the MX Series.

global-mac-ip-limit and global-mac-ip-table-aging-time options introduced in Junos OS

Release 17.4R1 for MX Series routers and EX9200 switches.

Description Configure Layer 2 address learning and forwarding properties globally.

The remaining statements are explained separately. See CLI Explorer.

Options global-le-bridge-domain-aging-time—Specify the aging timeof LEbridge-domain. The

MACaddress is learnt after nexthop(NH)andbridge-domain(BD), alsocalledNHBD.

This aging time delays the deletion of NHBD. Configuring lesser time, in seconds,

results in faster deletion of NHBD.

Range: 120 to 1000000 seconds
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding on page 18

• global-mac-table-aging-time on page 140

• global-mac-limit (Protocols)

• global-no-mac-learning on page 141

• global-mode (Protocols)

global-mac-limit

Syntax global-mac-limit limit {
packet-action drop;

}

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 8.4.

Support for logical systems added in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description (MXSeries routersandEXSeries switchesonly) Limit thenumberofmediaaccesscontrol

(MAC) addresses learned from the logical interfaces on the router or switch.

Default (MX Series) 393,215 MAC addresses

(EX9200) 524,287 MAC addresses

Options limit—Number of MAC addresses that can be learned systemwide.

Range: 20 through 1,048,575

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting theNumberofMACAddressesLearned fromEachLogical Interfaceonpage63
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global-mac-move

Syntax global-mac-move {
cooloff-time seconds;
disable-action;
exclusive-mac virtual-mac-mac-address/mask;
interface-recovery-time seconds;
notification-time seconds;
reopen-time seconds;
statistical-approach-wait-time seconds;
threshold-count count;
threshold-time seconds;
virtual-macmac-address /mask;

}

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Support for disable-action and reopen-time added in Junos OS Release 13.2.

Support for exclusive-mac added in Junos OS Release 14.1X53-D45.

Statements cooloff-time, interface-recovery-time, statistical-approach-wait-time, and

virtual-macmoved from vpls-mac-move to global-mac-move hierarchy level in Junos

OS Release 17.4.

Description Set parameters for media access control (MAC) address move reporting.

Default By default, MACmoves notify every second, with a threshold time of 1 second and a

threshold count of 50.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters

• MACMoves Loop Prevention in VPLS Network Overview

• Example: Configuring Loop Prevention in VPLS Network Due to MACMoves

• virtual-mac
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global-mac-statistics

Syntax global-mac-statistics;

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.2.

Support for logical systems added in Junos OS Release 9.6.

Description (MX Series routers and EX Series switches only) Enable MAC accounting for the entire

router or switch.

Default disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MAC Accounting on page 62
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global-mac-table-aging-time

Syntax global-mac-table-aging-time seconds;

Hierarchy Level [edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.2.

Statement modified in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

Description Configure the timeout interval for entries in the MAC table.

NOTE: The global-mac-table-aging-time statement appears in the Junos OS

CLI for devices that support the Enhanced Layer 2 Software (ELS)
configuration style. If your device runs software that does not support ELS,
use themac-table-aging-time statement, which appears in the [edit

ethernet-switching-options] and the [edit vlans] hierarchies. For ELS details,

seeUsing the Enhanced Layer 2 Software CLI.

Default 300 seconds

Options seconds—Time elapsed before MAC table entries are timed out and entries are deleted

from the table.

Range: ForMXSeries routers: 10 through 1million; for EXSeries andQFXSeries switches:

60 through 1 million; for SRX devices: 10 through 64,000 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the MAC Table Timeout Interval on page 61

• Configuring MAC Table Aging on Switches

• Example: Configuring VLANs on Security Devices
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global-no-mac-learning

Syntax global-no-mac-learning;

Hierarchy Level [edit protocols l2-learning],
[edit protocols l2-learning]

Release Information Statement introduced in Junos OS Release 9.2.

Statement modified for SRX Series in Junos OS Release 9.5.

Support for logical systems added in Junos OS Release 9.6.

Description Disable MAC learning on the entire device.

Default MAC learning is enabled.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling Layer 2 Learning and Forwarding

• Understanding Q-in-Q Tunneling and VLAN Translation

• Example: Configuring VLANs on Security Devices
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interface-mac-limit

Syntax interface-mac-limit {
limit
disable;
packet-action ;

}

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options],
[edit bridge-domains bridge-domain-name bridge-options interface interface-name],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name],

[edit logical-systems logical-system-name switch-options],
[edit logical-systems logical-system-name switch-options interface interface-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name],

[edit routing-instances routing-instance-name switch-options],
[edit routing-instances routing-instance-name switch-options interface interface-name],
[edit switch-options],
[edit switch-options],
[edit switch-options interface interface-name],
[edit switch-options interface interface-name],
[edit vlans vlan-name switch-options],
[edit vlans vlan-name switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy

supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options], [edit switch-options interface interface-name], [edit vlans

vlan-name switch-options], and [edit vlans vlan-name switch-options interface

interface-name] hierarchy levels introduced in Junos OS Release 12.3R2 for EX Series

switches.
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Description Configure a limit to the number of MAC addresses that can be learned from a bridge

domain, VLAN, virtual switch, or set of bridge domains or VLANs.

NOTE: For multichassis link aggregation (MC-LAG) peers in active-active
mode, configuring the interface-mac-limit statement or changing the
interface-mac-limit configuration when traffic is flowing can cause the MAC

entries to be out of synchronization between the twoMC-LAG peers, which
might result in flooding. To avoid flooding, youmust either halt traffic
forwarding and then configure the interface-mac-limit statement or use the
commit at configuration statement to commit the changes at the same time
in both the peer nodes.

Alternatively, if flooding does occur, you can clear the bridge MAC table on
both the routers or switches by using the clear bridgemac-table command.
Running this command ensures that the MAC entries are re-learned and in
synchronization between both the peers.

Default The default MAC limit varies with the platform.

Options disable—Disables the global interface-mac-limit configuration on an interface and sets

the maximum interface-mac-limit that is permitted on the device.

limit—Sets the maximum number of MAC addresses learned from an interface.

Range: 1 through <default MAC limit> MAC addresses per interface. Range is platform

specific.

If you configure both disable and limit, disable takes precedence and packet-action is

set to none. The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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notification-time

Syntax notification-time seconds;

Hierarchy Level [edit protocols l2-learning global-mac-move]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Description (MXSeries routers only) Configure the notification time value forMACmove reports that

a MAC address moves before counting against the threshold values.

Default 1 second

Options seconds—Time elapsed before MACmove reports are generated.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters

Copyright © 2019, Juniper Networks, Inc.144

Layer 2 Bridging, Address Learning, and Forwarding Feature Guide



packet-action

Syntax packet-action action;

Hierarchy Level [edit bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],
[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface interface-name
interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name bridge-options interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface interface-name interface-mac-limit limit],

[edit logical-systems logical-system-name routing-instances routing-instance-name
switch-options interface-mac-limit limit],

[edit logical-systems logical-system-name switch-options interface-mac-limit limit],
[edit protocols l2-learning global-mac-limit limit],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface interface-name interface-mac-limit limit],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
bridge-options interface-mac-limit limit],

[edit routing-instances routing-instance-name protocols evpn interface-mac-limit (VPLS)],
[edit routing-instances routing-instance-name protocols evpn interface interface-name
interface-mac-limit (VPLS)],

[edit routing-instances routing-instance-name protocols evpnmac-table-size limit],
[edit routing-instances routing-instance-name switch-options interface interface-name
interface-mac-limit limit],

[edit routing-instances routing-instance-name switch-options interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit switch-options interface-mac-limit limit],
[edit switch-optionsmac-table-size limit],
[edit switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]
[edit vlans vlan-name switch-options interface-mac-limit limit],
[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],
[edit vlans vlan-name switch-optionsmac-table-size limit]

Release Information Statement introduced in Junos OS Release 8.4.

Support for the switch-options statement added in Junos OS Release 9.2.

Support for top-level configuration for the virtual-switch type of routing instance added

in JunosOSRelease9.2. In JunosOSRelease9.1 andearlier, the routing instanceshierarchy
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supported this statement only for a VPLS instance or a bridge domain configured within

a virtual switch.

Support for logical systems added in Junos OS Release 9.6.

[edit switch-options interface interface-name interface-mac-limit limit], [edit

switch-options interface-mac-limit limit], [edit switch-options mac-table-size limit],

[edit vlans vlan-name switch-options interface interface-name interface-mac-limit limit],

[edit vlansvlan-nameswitch-options interface-mac-limit limit], and[edit vlansvlan-name

switch-options mac-table-size limit] hierarchy levels introduced in Junos OS Release

12.3R2 for EX Series switches.

Support for EVPNs introduced in JunosOSRelease 13.2onMXSeries5GUniversalRouting

Platforms.

Support at the [edit switch-options interface interface-name interface-mac-limit limit]

hierarchy level and hierarchy levels under [edit vlans vlan-name] introduced in Junos OS

Release 13.2X50-D10 forEXSeries switchesand JunosOSRelease 13.2 for theQFXSeries.

Description Specify the action taken when packets with new source MAC addresses are received

after the MAC address limit is reached. If this statement is not configured, packets with

new source MAC addresses are forwarded by default.

NOTE: Thepacket-action statement is not supportedon theQFX10002-60C

switch.

Default NOTE: On a QFX Series Virtual Chassis, if you include the shutdown option

at the [edit vlans vlan-name switch-options interface interface-name

interface-mac-limit packet-action] hierarchy level and issue the commit

operation, the system generates a commit error. The system does not
generateanerror if you include the shutdownoptionat the [edit switch-options

interface interface-name interface-mac-limit packet-action] hierarchy level.

Disabled. The default is for packets for new sourceMAC addresses to be forwarded after

the MAC address limit is reached.
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Options drop—Drop packets with new source MAC addresses, and do not learn the new source

MAC addresses.

NOTE: OnQFX10000switches, if you includethedropoption, youcannot
configure unicast reverse-path forwarding (URFP) on integrated routing
and bridging (IRB) andMAC limiting on the same interface. If you have
anMC-LAG configuration, you cannot configure MAC limiting on the
interchassis link (ICL) interface.

drop-and-log—(EX Series switches and QFX Series only) Drop packets with new source

MAC addresses, and generate an alarm, an SNMP trap, or a system log entry.

log—(EX Series switches and QFX Series only) Hold packets with new source MAC

addresses, and generate an alarm, an SNMP trap, or a system log entry.

none—(EX Series switches andQFX Series only) Forward packets with new sourceMAC

addresses, and learn the new source MAC address.

shutdown—(EX Series switches and QFX Series only) Disable the specified interface,

and generate an alarm, an SNMP trap, or a system log entry.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring EVPN Routing Instances

• Configuring EVPN Routing Instances on EX9200 Switches

• Configuring MAC Limiting (ELS)

• Configuring Persistent MAC Learning (ELS)

• Understanding Layer 2 Learning and Forwarding for Bridge Domains on page 69

• Layer�2 Learning and Forwarding for VLANs Overview

• Understanding Layer 2 Learning and Forwarding for Bridge Domains Functioning as

Switches with Layer 2 Trunk Ports on page 83

• Layer�2 Learning and Forwarding for VLANs Overview

• Layer�2 Learning and Forwarding for VLANs Acting as a Switch for a Layer�2 Trunk Port
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threshold-count

Syntax threshold-count count;

Hierarchy Level [edit protocols l2-learning global-mac-move]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Description (MX Series routers only) Configure the threshold count value for MACmove reports.

Default 50

Options count—Number of MACmoves needed in the notification time to generate a MACmove

report.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters
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threshold-time

Syntax threshold-time seconds;

Hierarchy Level [edit protocols l2-learning global-mac-move]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Description (MX Series routers only) Configure the threshold time value for MACmove reports when

the MAC address moves at least a specified number of times (threshold count) in the

configured interval.

Default 1 second

Options seconds—Timer threshold before MACmove reports are generated.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MACMove Parameters
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CHAPTER 11

Operational Mode Commands for Layer
2 Bridge Domains

• clear bridge mac-table

• clear interfaces mac-database

• clear interfaces mac-database statistics

• show bridge domain

• show bridge flood

• show bridge mac-table

• show bridge statistics
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clear bridgemac-table

Syntax clear bridgemac-table
<bridge-domain (all | bridge-domain-name)>
<instance instance-name>
<interface interface-name>
<learning-vlan id (all-vlan | learning-vlan-id)>
<mac-address>

Release Information Command introduced in Junos OS Release 8.4.

Description (MXSeries routersonly)Clear learnedLayer 2address information fromthemediaaccess

control (MAC) address table.

Options none—Clear all learned Layer 2 address information from the MAC address table.

bridge-domain (all | bridge-domain-name)—(Optional) Clear learned Layer 2 MAC

addresses for all bridging domains or for the specified bridging domain.

instance instance-name—(Optional) Clear learned Layer 2 MAC addresses for the

specified routing instance.

interface interface-name—(Optional) Clear learned Layer 2 MAC addresses for the

specified interface.

learning-vlan-id (all-vlan | learning-vlan-id)—(Optional) Clears learned Layer 2 MAC

addresses for all VLANs or for the specified VLAN.

mac-address—(Optional) Clear the specified learned Layer 2 address from the MAC

address table.

Required Privilege
Level

clear

List of Sample Output clear bridgemac-table on page 152

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear bridgemac-table

user@host> clear bridgemac-table
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clear interfacesmac-database

Syntax clear interfacesmac-database (interface-name | aex) <mac-addressmac-address>

Release Information Command introduced in Junos OS Release 8.3.

Support for statement with the aex option introduced in Junos OS Release 15.1.

Description Clear learnedmedia access control (MAC) addresses from the hardware and MAC

database for Gigabit Ethernet IQ2 interfaces or aggregated Ethernet interfaces. Static

MAC addresses configured by the operator are not cleared.

Options interface-name—Name of a physical or logical interface. When you clear a physical

interface, all learned MAC addresses on all the logical interfaces under the physical

interface are cleared.

aex—Name of aggregated Ethernet interface.

mac-addressmac-address—(Optional) Clear only the specified MAC address.

Required Privilege
Level

view

List of Sample Output clear interfacesmac-database on page 153

Output Fields This command produces no output.

Sample Output

clear interfacesmac-database

user@host> clear interfacesmac-database ge-0/0/0.0
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clear interfacesmac-database statistics

Syntax clear interfacesmac-database statistics (interface-name |all)

Release Information Command introduced in Junos OS Release 8.3.

Description Clear statistics that are collected for every MAC address, including policer statistics, on

a physical or logical interface or all interfaces.

Options (interface-name | all)—ClearMACdatabasestatistics for the specifiedphysical or logical

gigabit or 10-Gigabit Ethernet interface. Specify all to clear the MAC database

statistics for all interfaces.

Required Privilege
Level

view

List of Sample Output clear interfacesmac-database statistics (Gigabit Ethernet) on page 154

Output Fields This command produces no output.

Sample Output

clear interfacesmac-database statistics (Gigabit Ethernet)

user@host> clear interfacesmac-database statistics ge-0/1/0

Copyright © 2019, Juniper Networks, Inc.154

Layer 2 Bridging, Address Learning, and Forwarding Feature Guide



show bridge domain

Syntax show bridge domain
<brief | detail | extensive>
<bridge-domain (all | domain-name)>
<instance instance-name>
<operational>

Release Information Command introduced in Junos OS Release 8.4.

Description (MX Series routers only) Display bridge domain information.

Options none—Display information for all bridge domains.

brief | detail | extensive—(Optional) Display the specified level of output.

bridge-domain (all | domain-name)— (Optional) Display information about all bridge

domains or the specified bridge domain.

instance instance-name—(Optional) Display information for the specified routing

instance.

operational—(Optional) Display information for the operational routing instances.

Required Privilege
Level

view

List of Sample Output show bridge domain on page 155
show bridge domain brief on page 155
show bridge domain detail on page 156

Sample Output

show bridge domain

user@host> show bridge domain

Instance                   Bridging Domain          Type
            Primary Table                                           Active
vs1                        vlan100                  bridge         
            bridge.0                                                2       
vs1                        vlan200                  bridge         
            bridge.0                                                0       

show bridge domain brief

user@host> show bridge domain brief

Instance                   Bridging Domain          Type
            Primary Table                                           Active
vs1                        vlan100                  bridge         
            bridge.0                                                2       
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vs1                        vlan200                  bridge         
            bridge.0                                                0       

show bridge domain detail

user@host> show bridge domain detail

Routing Instance:vs1
  Bridging Domain:vlan100                         
  Router ID: 0.0.0.0
  Type: bridge              State: Active          
  Interfaces:
    ge-11/0/3.0
    ge-11/1/4.100
    ge-11/1/1.100
    ge-11/1/0.100
    xe-10/2/0.100
    xe-10/0/0.100
  Tables:
     bridge.0               : 2 macs (2 active)
Routing Instance:vs1
  Bridging Domain:vlan200                         
  Router ID: 0.0.0.0
  Type: bridge              State: Active          
  Interfaces:
    ge-11/1/0.200
    ge-11/1/1.200
    ge-11/1/4.200
    xe-10/0/0.200
    xe-10/2/0.200
  Tables:
     bridge.0               : 0 macs (0 active)
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show bridge flood

Syntax show bridge flood
<brief | detail | extensive>
<bridge-domain domain-name>
<event-queue>
<instance instance-name>
<route (all-ce-flood | all ve-flood | alt-root-flood | bd-flood | mlp-flood | re-flood)>

Release Information Command introduced in Junos OS Release 8.4.

Description (MX Series routers only) Display bridging flooding information.

Options none—Display all bridging flooding information for all bridging domains.

brief | detail | extensive—(Optional) Display the specified level of output.

bridge-domain domain-name—(Optional) Display bridging flooding information for the

specified bridge domain.

event-queue—(Optional) Display the queue of pending bridge flood events.

instance instance-name—(Optional) Display bridging flooding information for the

specified routing instance.

route (all-ce-flood | all ve-flood | alt-root-flood | bd-flood | mlp-flood |
re-flood)—(Optional) Display the following:

• all-ce-flood—Display the route for flooding traffic to all customer edge routers if

no-local-switching is enabled.

• all-ve-flood—Display the route for flooding traffic to all VPLS edge routers if

no-local-switching is enabled.

• alt-root-flood—Display the Spanning Tree Protocol (STP) alt-root flooding route

used for the interface.

• bd-flood—Display the route for flooding traffic of a bridge domain if

no-local-switching is not enabled.

• mlp-flood—Display the route for flooding traffic to MAC learning chips.

• re-flood—Display the route for Routing Engine flooding to all interfaces.

Required Privilege
Level

view

List of Sample Output show bridge flood on page 158
show bridge flood brief on page 158
show bridge flood detail on page 158
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show bridge flood extensive on page 159

Output Fields to be provided

Sample Output

show bridge flood

user@host> show bridge flood

Name: __juniper_private1__
CEs: 0
VEs: 0
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x36/16   MLP_FLOOD     __vs1+vlan100__       flood           426     
  0x3a/16   MLP_FLOOD     __vs1+vlan200__       flood           428     
Name: vs1::vlan100
CEs: 6
VEs: 0
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x35/16   ALL_FLOOD     __vs1+vlan100__       flood           425     
  0x35/16   RE_FLOOD      __vs1+vlan100__       flood           425     
  0x3780/17 ALT_ROOT_RT   ge-11/0/3.0           flood           425     
  0x3b80/17 ALT_ROOT_RT   ge-11/1/4.100         flood           425     
  0x3c80/17 ALT_ROOT_RT   ge-11/1/1.100         flood           425     
  0x3d80/17 ALT_ROOT_RT   ge-11/1/0.100         flood           425     
  0x3e80/17 ALT_ROOT_RT   xe-10/2/0.100         flood           425     
  0x3f80/17 ALT_ROOT_RT   xe-10/0/0.100         flood           425     
Name: vs1::vlan200
CEs: 5
VEs: 0
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x39/16   ALL_FLOOD     __vs1+vlan200__       flood           427     
  0x39/16   RE_FLOOD      __vs1+vlan200__       flood           427     
  0x4180/17 ALT_ROOT_RT   ge-11/1/0.200         flood           427     
  0x4080/17 ALT_ROOT_RT   ge-11/1/1.200         flood           427     
  0x4280/17 ALT_ROOT_RT   ge-11/1/4.200         flood           427     
  0x4480/17 ALT_ROOT_RT   xe-10/0/0.200         flood           427     
  0x4380/17 ALT_ROOT_RT   xe-10/2/0.200         flood           427     

show bridge flood brief

user@host> show bridge flood brief

Name                Active CEs         Active VEs
__juniper_private1__ 0                 0    
vs1::vlan100        6                  0    
vs1::vlan200        5                  0    

show bridge flood detail

user@host> show bridge flood detail

Name: __juniper_private1__
CEs: 0
VEs: 0
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Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x36/16   MLP_FLOOD     __vs1+vlan100__       flood           426     
  0x3a/16   MLP_FLOOD     __vs1+vlan200__       flood           428     
Name: vs1::vlan100
CEs: 6
VEs: 0
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x35/16   ALL_FLOOD     __vs1+vlan100__       flood           425     
  0x35/16   RE_FLOOD      __vs1+vlan100__       flood           425     
  0x3780/17 ALT_ROOT_RT   ge-11/0/3.0           flood           425     
  0x3b80/17 ALT_ROOT_RT   ge-11/1/4.100         flood           425     
  0x3c80/17 ALT_ROOT_RT   ge-11/1/1.100         flood           425     
  0x3d80/17 ALT_ROOT_RT   ge-11/1/0.100         flood           425     
  0x3e80/17 ALT_ROOT_RT   xe-10/2/0.100         flood           425     
  0x3f80/17 ALT_ROOT_RT   xe-10/0/0.100         flood           425     
Name: vs1::vlan200
CEs: 5
VEs: 0
Flood Routes:
  Prefix    Type          Owner                 NhType          NhIndex
  0x39/16   ALL_FLOOD     __vs1+vlan200__       flood           427     
  0x39/16   RE_FLOOD      __vs1+vlan200__       flood           427     
  0x4180/17 ALT_ROOT_RT   ge-11/1/0.200         flood           427     
  0x4080/17 ALT_ROOT_RT   ge-11/1/1.200         flood           427     
  0x4280/17 ALT_ROOT_RT   ge-11/1/4.200         flood           427     
  0x4480/17 ALT_ROOT_RT   xe-10/0/0.200         flood           427     
  0x4380/17 ALT_ROOT_RT   xe-10/2/0.200         flood           427    

show bridge flood extensive

user@host> show bridge flood extensive

Name: __juniper_private1__
CEs: 0
VEs: 0
  Flood route prefix: 0x36/16
  Flood route type: MLP_FLOOD
  Flood route owner: __vs1+vlan100__
  Nexthop type: flood
  Nexthop index: 426
    Interfaces Flooding to:
    Name             Type          NhType          Index
    lc-11/0/0.32769  LC          
    lc-10/2/0.32769  LC          
    lc-10/0/0.32769  LC          
    lc-11/1/0.32769  LC          

  Flood route prefix: 0x3a/16
  Flood route type: MLP_FLOOD
  Flood route owner: __vs1+vlan200__
  Nexthop type: flood
  Nexthop index: 428
    Interfaces Flooding to:
    Name             Type          NhType          Index
    lc-10/0/0.32769  LC          
    lc-10/2/0.32769  LC          
    lc-11/1/0.32769  LC          
Name: vs1::vlan100
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CEs: 6
VEs: 0

  Flood route prefix: 0x35/16
  Flood route type: ALL_FLOOD
  Flood route owner: __vs1+vlan100__
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          

  Flood route prefix: 0x35/16
  Flood route type: RE_FLOOD
  Flood route owner: __vs1+vlan100__
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          

  Flood route prefix: 0x3780/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: ge-11/0/3.0
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          

  Flood route prefix: 0x3b80/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: ge-11/1/4.100
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          

  Flood route prefix: 0x3c80/17
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  Flood route type: ALT_ROOT_RT
  Flood route owner: ge-11/1/1.100
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          

  Flood route prefix: 0x3d80/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: ge-11/1/0.100
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          

  Flood route prefix: 0x3e80/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: xe-10/2/0.100
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          

  Flood route prefix: 0x3f80/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: xe-10/0/0.100
  Nexthop type: flood
  Nexthop index: 425
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/0/3.0      CE          
    ge-11/1/4.100    CE          
    ge-11/1/1.100    CE          
    ge-11/1/0.100    CE          
    xe-10/2/0.100    CE          
    xe-10/0/0.100    CE          
Name: vs1::vlan200
CEs: 5
VEs: 0

  Flood route prefix: 0x39/16
  Flood route type: ALL_FLOOD

161Copyright © 2019, Juniper Networks, Inc.

Chapter 11: Operational Mode Commands for Layer 2 Bridge Domains



  Flood route owner: __vs1+vlan200__
  Nexthop type: flood
  Nexthop index: 427
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/1/0.200    CE          
    ge-11/1/1.200    CE          
    ge-11/1/4.200    CE          
    xe-10/0/0.200    CE          
    xe-10/2/0.200    CE          

  Flood route prefix: 0x39/16
  Flood route type: RE_FLOOD
  Flood route owner: __vs1+vlan200__
  Nexthop type: flood
  Nexthop index: 427
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/1/0.200    CE          
    ge-11/1/1.200    CE          
    ge-11/1/4.200    CE          
    xe-10/0/0.200    CE          
    xe-10/2/0.200    CE          

  Flood route prefix: 0x4180/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: ge-11/1/0.200
  Nexthop type: flood
  Nexthop index: 427
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/1/0.200    CE          
    ge-11/1/1.200    CE          
    ge-11/1/4.200    CE          
    xe-10/0/0.200    CE          
    xe-10/2/0.200    CE          

  Flood route prefix: 0x4080/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: ge-11/1/1.200
  Nexthop type: flood
  Nexthop index: 427
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/1/0.200    CE          
    ge-11/1/1.200    CE          
    ge-11/1/4.200    CE          
    xe-10/0/0.200    CE          
    xe-10/2/0.200    CE          

  Flood route prefix: 0x4280/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: ge-11/1/4.200
  Nexthop type: flood
  Nexthop index: 427
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/1/0.200    CE          
    ge-11/1/1.200    CE          
    ge-11/1/4.200    CE          
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    xe-10/0/0.200    CE          
    xe-10/2/0.200    CE          

  Flood route prefix: 0x4480/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: xe-10/0/0.200
  Nexthop type: flood
  Nexthop index: 427
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/1/0.200    CE          
    ge-11/1/1.200    CE          
    ge-11/1/4.200    CE          
    xe-10/0/0.200    CE          
    xe-10/2/0.200    CE          

  Flood route prefix: 0x4380/17
  Flood route type: ALT_ROOT_RT
  Flood route owner: xe-10/2/0.200
  Nexthop type: flood
  Nexthop index: 427
    Interfaces Flooding to:
    Name             Type          NhType          Index
    ge-11/1/0.200    CE          
    ge-11/1/1.200    CE          
    ge-11/1/4.200    CE          
    xe-10/0/0.200    CE          
    xe-10/2/0.200    CE          
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show bridgemac-table

Syntax show bridgemac-table
<age>
<brief | count | detail | extensive>
<bridge-domain (all | bridge-domain-name)>
<global-count>
<instance instance-name>
<interface interface-name>
<mac-address>
<instance instance-name>
<vlan-id (all-vlan | vlan-id)>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 15.1

Support for PBB-EVPN instance added in Junos OS Release 16.1

MAC Flag P to indicate a MAC Pinned interface introduced in Junos OS 16.2

Description (MX Series routers only) Display Layer 2 MAC address information.

Options none—Display all learned Layer 2 MAC address information.

age— (Optional) Display age of a single mac-address.

brief | count | detail | extensive—(Optional) Display the specified level of output.

bridge-domain (all | bridge-domain-name)—(Optional) Display learned Layer 2 MAC

addresses for all bridging domains or for the specified bridging domain.

global-count—(Optional) Display the total number of learned Layer 2 MAC addresses

on the system.

instance instance-name—(Optional) Display learned Layer 2 MAC addresses for the

specified routing instance.

interface interface-name—(Optional) Display learned Layer 2 MAC addresses for the

specified interface.

mac-address—(Optional)Display thespecified learnedLayer 2MACaddress information.

vlan-id (all-vlan | vlan-id)—(Optional) Display learned Layer 2 MAC addresses for all

VLANs or for the specified VLAN.

Additional Information WhenLayer2protocol tunneling is enabled, the tunnelingMACaddress01:00:0c:cd:cd:d0

is installed in the MAC table. When the Cisco Discovery Protocol (CDP), Spanning Tree

Protocol (STP), orVLANTrunkProtocol (VTP) is configured for Layer 2protocol tunneling

on an interface, the corresponding protocol MAC address is installed in the MAC table.
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Required Privilege
Level

view

List of Sample Output show bridgemac-table on page 166
show bridgemac-table (with Layer 2 Services over GRE Interfaces) on page 166
show bridgemac-table (with VXLAN enabled) on page 167
show bridgemac-table age (for GE interface) on page 167
show bridgemac-table age (for AE interface) on page 167
show bridgemac-table count on page 167
show bridgemac-table detail on page 168
show bridgemac-table instance pbb-evpn on page 168
show bridgemac-table on page 168

Output Fields Table 7 on page 165 describes the output fields for the showbridgemac-table command.

Output fields are listed in the approximate order in which they appear.

Table 7: show bridgemac-table Output Fields

Field DescriptionField Name

Age of a single mac-address.Age

Name of the routing instance.Routing instance

Name of the bridging domain.Bridging domain

MAC address or addresses learned on a logical interface.MAC address

Status of MAC address learning properties for each interface:

• S—Static MAC address is configured.

• D—Dynamic MAC address is configured.

• L—Locally learned MAC address is configured.

• C—Control MAC address is configured.

• SE—MAC accounting is enabled.

• NM—Non-configured MAC.

• R—Remote PE MAC address is configured.

• P—MAC Pinned interface is configured

MAC flags

Name of the logical interface.Logical interface

Number of MAC addresses learned on the specific routing instance or
interface.

MAC count

Name of the logical interface on which the MAC address was learned.Learning interface

VLAN ID of the routing instance or bridge domain in which theMAC address
was learned.

Learning VLAN

VXLAN Network Identifier (VNI).VXLAN ID/VXLAN
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Table 7: show bridgemac-table Output Fields (continued)

Field DescriptionField Name

Debugging flags signifying that the MAC address is present in various lists.Layer 2 flags

Spanning Tree Protocol epoch number identifying when the MAC address
was learned. Used for debugging.

Epoch

Sequence number assigned to this MAC address. Used for debugging.Sequence number

Maskof thePacketForwardingEngineswhere thisMACaddresswas learned.
Used for debugging.

Learning mask

Creation time of the logical interface when this MAC address was learned.
Used for debugging.

IPC generation

Sample Output

show bridgemac-table

user@host> show bridgemac-table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : default-switch
 Bridging domain : test1, VLAN : 1
   MAC                 MAC      Logical          NH     RTR
   address             flags    interface        Index  ID
   01:00:0c:cc:cc:cc   S,NM     NULL            
   01:00:0c:cc:cc:cd   S,NM     NULL            
   01:00:0c:cd:cd:d0   S,NM     NULL            
   64:87:88:6a:17:d0   D        ae0.1           
   64:87:88:6a:17:f0   D        ae0.1           

show bridgemac-table (with Layer 2 Services over GRE Interfaces)

user@host> show bridgemac-table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : default-switch
 Bridging domain : vlan-1, VLAN : 1
   MAC                 MAC      Logical      
   address             flags    interface    
   00:01:01:00:01:f7   D,SE     gr-1/2/10.0 
   00:03:00:32:01:f7   D,SE     gr-1/2/10.0  
   00:00:21:11:11:10   DL       ge-1/0/0.0
   00:00:21:11:11:11   DL       ge-1/1/0.0

Routing instance : default-switch
 Bridging domain : vlan-2, VLAN : 2
   MAC                 MAC      Logical     
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   address             flags    interface   
   00:02:01:33:01:f7   D,SE     gr-1/2/10.1 
   00:00:21:11:21:10   DL       ge-1/0/0.1
   00:00:21:11:21:11   DL       ge-1/1/0.1

show bridgemac-table (with VXLAN enabled)

user@host> show bridgemac-table

MAC flags (S -static MAC, D -dynamic MAC, L -locally learned
           SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC)

Routing instance : default-switch
 Bridging domain : vlan-1, VLAN : 1
  VXLAN: Id : 100, Multicast group: 233.252.0.1
   MAC                 MAC      Logical      
   address             flags    interface    
   00:01:01:00:01:f7   D,SE     vtep.1052010 
   00:03:00:32:01:f7   D,SE     vtep.1052011 
   00:00:21:11:11:10   DL       ge-1/0/0.0
   00:00:21:11:11:11   DL       ge-1/1/0.0

Routing instance : default-switch
 Bridging domain : vlan-2, VLAN : 2, VXLAN : 200
  VXLAN: Id : 200, Multicast group: 233.252.0.2
   MAC                 MAC      Logical     
   address             flags    interface   
   00:02:01:33:01:f7   D,SE     vtep.1052010
   00:04:00:14:01:f7   D,SE     vtep.1052011
   00:00:21:11:21:10   DL       ge-1/0/0.1
   00:00:21:11:21:11   DL       ge-1/1/0.1

show bridgemac-table age (for GE interface)

user@host> show vplsmac-table age 00:02:03:aa:bb:1a instance vpls_instance_1

MAC Entry Age information
Current Age: 4 seconds

show bridgemac-table age (for AE interface)

user@host> show vplsmac-table age 00:02:03:aa:bb:1a instance vpls_instance_1

MAC Entry Age information
Current Age on FPC1: 102 seconds
Current Age on FPC2: 94 seconds

show bridgemac-table count

user@host> show bridgemac-table count

2 MAC address learned in routing instance vs1 bridge domain vlan100

  MAC address count per interface within routing instance:
    Logical interface        MAC count
    ge-11/0/3.0                      1
    ge-11/1/4.100                    0
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    ge-11/1/1.100                    0
    ge-11/1/0.100                    0
    xe-10/2/0.100                    1
    xe-10/0/0.100                    0

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID            MAC count
                0                    2

0 MAC address learned in routing instance vs1 bridge domain vlan200

  MAC address count per interface within routing instance:
    Logical interface        MAC count
    ge-11/1/0.200                    0
    ge-11/1/1.200                    0
    ge-11/1/4.200                    0
    xe-10/0/0.200                    0
    xe-10/2/0.200                    0

  MAC address count per learn VLAN within routing instance:
    Learn VLAN ID            MAC count
                0                    0    

show bridgemac-table detail

user@host> show bridgemac-table detail

MAC address: 00:00:00:19:1c:db
  Routing instance: vs1
   Bridging domain: vlan100
   Learning interface: ge-11/0/3.0     Learning VLAN: 0    
   Layer 2 flags: in_ifd, in_ifl, in_vlan, kernel
   Epoch: 4                            Sequence number: 0     
   Learning mask: 0x800                IPC generation: 0     

MAC address: 00:00:00:59:3a:2f
  Routing instance: vs1
   Bridging domain: vlan100
   Learning interface: xe-10/2/0.100   Learning VLAN: 0    
   Layer 2 flags: in_ifd, in_ifl, in_vlan, kernel
   Epoch: 7                            Sequence number: 0     
   Learning mask: 0x400                IPC generation: 0     

show bridgemac-table instance pbb-evpn

user@host> show bridgemac-table instance pbb-evpn

Routing instance : pbb-evpn
 Bridging domain : isid-bd10000, ISID : 10000
   MAC                      MAC      Logical          NH     RTR
   address                 flags      interface        Index  ID
   00:19:e2:b0:76:eb   D         cbp.1000   
   aa:bb:cc:dd:ee:f2   DC                        1048576 1048576 
   aa:bb:cc:dd:ee:f3   DC                        1048575 1048575 

show bridgemac-table

user@host>run show bridgemac-table
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MAC flags (S -static MAC, D -dynamic MAC, L -locally learned, C -Control MAC
O -OVSDB MAC, SE -Statistics enabled, NM -Non configured MAC, R -Remote PE MAC, 
P -PinnedMAC)

Routing instance : VS-541
Bridging domain : 541, VLAN : 541
MAC MAC Logical NH RTR
address flags interface Index ID
00:00:01:00:00:01 DPRC xe-0/0/3.0
00:00:02:00:00:01 DP xe-0/0/3.0
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show bridge statistics

Syntax show bridge statistics
<bridge-domain domain-name>
<instance instance-name>

Release Information Command introduced in Junos OS Release 8.4.

Description (MX Series routers only) Display bridge statistics.

Options none—Display bridge statistics for all bridge domains in all routing instances.

bridge-domain domain-name—(Optional) Display statistics for the specified bridge

domain.

instance instance-name—(Optional)Display statistics for the specified routing instance.

Required Privilege
Level

view

List of Sample Output show bridge statistics on page 170

Sample Output

show bridge statistics

user@host> show bridge statistics

Information for routing instance:

Routing instance : __juniper_private1__
   Index: 1                        Sequence number: 0
   MAC limit: 5000                 MACs learned: 0
   Static MACs learned: 0          Non config Static MACs learned: 0
   Handle: 0x829e800            

Information for routing instance:

Routing instance : vs1
 Bridging domain : vlan100
   Index: 3                        Sequence number: 0
   MAC limit: 5120                 MACs learned: 2
   Static MACs learned: 0          Non config Static MACs learned: 0
   Handle: 0x829e400            
   Flags: Bridge instance, Config defined, VLAN : 100
   Local interface: ge-11/0/3.0, Index: 79
     Broadcast packets:                     1
     Broadcast bytes  :                    65
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :             358624489
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     Unicast bytes    :           23310592305
     Current MAC count:                     1 (Limit 1024)
   Local interface: ge-11/1/4.100, Index: 84
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
   Local interface: ge-11/1/1.100, Index: 86
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
   Local interface: ge-11/1/0.100, Index: 87
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
   Local interface: xe-10/2/0.100, Index: 88
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :             358627393
     Unicast bytes    :           23310781065
     Current MAC count:                     1 (Limit 1024)
   Local interface: xe-10/0/0.100, Index: 89
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)

Information for routing instance:

Routing instance : vs1
 Bridging domain : vlan200
   Index: 4                        Sequence number: 0
   MAC limit: 5120                 MACs learned: 0
   Static MACs learned: 0          Non config Static MACs learned: 0
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   Handle: 0x829e600            
   Flags: Bridge instance, Config defined, VLAN : 200
   Local interface: ge-11/1/0.200, Index: 90
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
   Local interface: ge-11/1/1.200, Index: 91
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
   Local interface: ge-11/1/4.200, Index: 92
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
   Local interface: xe-10/0/0.200, Index: 93
     Broadcast packets:                     0
     Broadcast bytes  :                     0
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
   Local interface: xe-10/2/0.200, Index: 94
     Broadcast packets:                     4
     Broadcast bytes  :                   260
     Multicast packets:                     0
     Multicast bytes  :                     0
     Flooded packets  :                     0
     Flooded bytes    :                     0
     Unicast packets  :                     0
     Unicast bytes    :                     0
     Current MAC count:                     0 (Limit 1024)
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CHAPTER 12

OperationalModeCommands for Layer 2
Learning

• clear l2-learning mac-move-buffer

• show l2-learning global-information

• show l2-learning global-mac-count

• show l2-learning instance

• show l2-learning interface

• show l2-learning mac-move-buffer
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clear l2-learningmac-move-buffer

Syntax clear l2-learningmac-move-buffer
<active>

Release Information Command introduced in Junos OS Release 13.2.

Description Clear the MACmove buffer entries.

Options none—Clear the MACmove buffer entries.

active— (Optional) Unblock the interfaces that were blocked by the MACmove action

feature. This allows the user to keep the reopen-time configured to a large value, but

when the looping error is fixed, the user canmanually release the blocking.

Required Privilege
Level

clear

List of Sample Output clear l2-learningmac-move-buffer on page 174
clear l2-learningmac-move-buffer active on page 174

Output Fields When you enter this command, the MACmove buffer entries are deleted.

Sample Output

clear l2-learningmac-move-buffer

user@host> clear l2-learningmac-move-buffer

clear l2-learningmac-move-buffer active

user@host> clear l2-learningmac-move-buffer active
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show l2-learning global-information

Syntax show l2-learning global-information

Release Information Command introduced in Junos OS Release 8.4.

Description (MX Series routers only) Display Layer 2 learning process-related information for the

entire router.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show l2-learning global-information on page 175

Output Fields Table8onpage 175describes theoutput fields for the showl2-learningglobal-information

command. Output fields are listed in the approximate order in which they appear.

Table 8: show l2-learning global-information Output Fields

Field DescriptionField Name

Configured timeout interval, in seconds, for all MAC table entries.MAC aging
interval

Status of MAC learning: Enabled or Disabled.MAC learning

Status of MAC accounting: Enabled or Disabled.MAC statistics

Configuredmaximum limit on the number of MAC addresses that can be
learned.

MAC limit Count

Status of the learnedMAC limit hit flag: Enabled (the learnedMAC exceeds
the global MAC limit) or Disabled (the learned MAC does not exceed the
global MAC limit).

MAC limit hit flag

Status of action to drop packets after the configured MAC address limit is
reached:Enabled (packetsaredropped)orDisabled (packetsare forwarded).

MAC packet
action drop

Sample Output

show l2-learning global-information

user@host> show l2-learning global-information

Global Configuration:

MAC aging interval    : 300         
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MAC learning          : Enabled     
MAC statistics        : Disabled    
MAC limit Count       : 393215      
MAC limit hit flag    : Disabled    
MAC packet action drop: Disabled    
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show l2-learning global-mac-count

Syntax show l2-learning global-mac-count

Release Information Command introduced in Junos OS Release 9.3.

Description (MX Series routers only) Display the total number of dynamic and static MAC addresses

learned for the entire router.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show l2-learning global-mac-count on page 177

Output Fields Displays the total number of dynamic and static MAC addresses learned for the entire

router.

Sample Output

show l2-learning global-mac-count

user@host> show l2-learning global-mac-count

100 dynamic and static MAC addresses learned globally  
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show l2-learning instance

Syntax show l2-learning instance

Release Information (MX Series routers only) Command introduced in Junos OS Release 8.4.

Description Display Layer 2 learning properties for all the configured routing instances.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show l2-learning instance on page 179

Output Fields Table9onpage 178describes theoutput fields for the showl2-learning instancecommand.

Output fields are listed in the approximate order in which they appear.

Table 9: show l2-learning instance Output Fields

Field DescriptionField Name

Name of routing instance.Routing Instance

Name of bridging domain.

On MX Series routers you can use the show l2-learning instance <extensive> command option to
display the Bridge Service-id information which includes the Config Service ID and the Active Service
ID.

Bridging Domain

Number associated with the routing instance or bridging domain.Index

Name of logical system or Default if no logical system is configured.Logical System

Status of Layer 2 learning properties for each routing instance:

• DL—MAC learning is disabled.

• SE—MAC accounting is enabled.

• AD—Packets are dropped after MAC address limit is reached.

• LH—ThemaximumnumberofMACaddresseshasbeen learnedon the routing instance.The routing
instance is not able to learn any additional MAC addresses.

Routing instance flags

Maximum number of MAC addresses that can be learned from each interface in the routing instance
or bridging domain.

MAC limit
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Sample Output

show l2-learning instance

user@host> show l2-learning instance

Information for routing instance:

Routing Instance flags (DL -disable learning, SE -stats enabled,
                        AD -packet action drop, LH -mac limit hit)

Routing              Bridging     Index   Logical       Routing     MAC
Instance             Domain               System        flags       limit
__juniper_private1__                  1   Default                    5000
vs1                  vlan100          3   Default                    5120
vs1                  vlan200          4   Default                    5120
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show l2-learning interface

Syntax show l2-learning interface

Release Information Command introduced in Junos OS Release 8.4.

Added sample output to indicate an EVPNMAC Pinned interface, introduced in Junos

OS 16.2R1.

Description (MX Series routers only) Display Layer 2 learning information for all the interfaces.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show l2-learning interface on page 180
show l2 learning-interface on page 181

Output Fields Table 10 on page 180 describes the output fields for the show l2-learning interface

command. Output fields are listed in the approximate order in which they appear.

Table 10: show l2-learning interfaceOutput Fields

Field DescriptionField Name

Name of the logical interface.Logical interface

Index of the interface.Index

Number of the routing instance to which the interface belongs.Routing Instance

Valueof theorder inwhich the JunosOSfindsand initializes the interface.Interface device

Status of Layer 2 learning properties for each interface:

• DL—MAC learning is disabled.

• SE—MAC accounting is enabled.

• AD—Packets are dropped after the MAC interface limit is reached.

• MAC limit—Maximum number of MAC addresses that can be learned
from the interface.

• MP—MAC Pinning enabled.

Logical interface flags

Sample Output

show l2-learning interface

user@host> showl2-learning interface
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Information for interface family:

Logical Interface flags (DL -disable learning, SE -stats enabled,
                         AD -packet action drop, LH -mac limit hit)

Logical           Index  Routing   Interface   Logical              MAC
interface                instance  device      Interface flags      limit
ge-11/0/3.0          79         3        136                         1024
ge-11/1/4.100        84         3        150                         1024
ge-11/1/1.100        86         3        147                         1024
ge-11/1/0.100        87         3        146                         1024
xe-10/2/0.100        88         3        144                         1024
xe-10/0/0.100        89         3        129                         1024
ge-11/1/0.200        90         4        146                         1024
ge-11/1/1.200        91         4        147                         1024
ge-11/1/4.200        92         4        150                         1024
xe-10/0/0.200        93         4        129                         1024
xe-10/2/0.200        94         4        144                         1024

show l2 learning-interface

user@host> run show l2-learning interface

Routing Instance Name : default-switch
Logical Interface flags (DL -disable learning, AD -packet action drop,
                         LH - MAC limit hit, DN - Interface Down, MP -MACPinning
enabled)
Logical             BD         MAC        STP          Logical
Interface           Name       Limit      State        Interface flags
ae0.0                          8192                      MP
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show l2-learningmac-move-buffer

Syntax show l2-learningmac-move-buffer
<brief | detail | extensive>
<active>

Release Information Command introduced in Junos OS Release 9.4.

Description (MX Series routers only) Display action as a result of configuring the MAC address move

feature.

Options none—Display action as a result of the MAC address move feature.

brief | detail | extensive— (Optional) Display the specified level of output.

active— (Optional) Display the set of interfaces blocked as a result of the MAC address

move action.

Required Privilege
Level

view

List of Sample Output show l2-learningmac-move-buffer active on page 182
show l2-learningmac-move-buffer extensive on page 182

Output Fields Display action as a result of the MAC address move feature.

Sample Output

show l2-learningmac-move-buffer active

user@host> show l2-learningmac-move-buffer active

MAC Address: 00:00:00:00:01:01, VLAN Id: 0
    Time Rec : 2012-06-25 06:23:41   Bridge Domain: bd10                
    Prev IFL : ge-1/0/5.0            New IFL: ge-1/0/6.0               
    IFBD     : ge-1/0/6.0:10         Blocked  : YES              

show l2-learningmac-move-buffer extensive

user@host> show l2-learningmac-move-buffer extensive | display xml

<l2ald-mac-move-buffer>
<l2ald-mac-move-entry junos:style="extensive">
<l2ald-mac-address>aa:00:00:00:02:00</l2ald-mac-address>
<l2ald-learn-vlan-id>0<l2ald-learn-vlan-id>
<l2ald-mac-move-time-rec>11:27:57</l2ald-mac-move-time-rec>
<l2ald-mac-move-bridge-domain>bd</l2ald-mac-move-bridge-domain>
<l2ald-mac-move-from-ifl>ge-1/0/5.200</l2ald-mac-move-from-ifl>
<l2ald-mac-move-to-ifl>ge-1/0/6.200</l2ald-mac-move-to-ifl>
<l2ald-mac-move-to-ifbd>ge-1/0/6.200</l2ald-mac-move-to-ifbd>
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<l2ald-mac-move-is-blocked>Yes</l2ald-mac-move-is-blocked>
</l2ald-mac-move-entry>
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