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« Documentation and Release Notes on page xxxi
« Using the Examples in This Manual on page xxxi
« Documentation Conventions on page xxxiii

« Documentation Feedback on page xxxv

« Requesting Technical Support on page xxxv

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.
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Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
1

interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]

user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:
[edit system scripts]

user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1T on page xxxiii defines notice icons used in this guide.

Table I: Notice Icons

Icon Meaning Description

@ Informational note Indicates important features or instructions.
f Caution Indicates a situation that might result in loss of data or hardware damage.
f Warning Alerts you to the risk of personal injury or death.
2 Laser warning Alerts you to the risk of personal injury from a laser.

@ Tip Indicates helpful information.

Best practice Alerts you to a recommended use or implementation.

Table 2 on page xxxiv defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

[talic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
. Identifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

# (pound sign)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({})

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

XXXV
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Bold text like this Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You
can use either of the following methods:

« Online feedback system—Click TechLibrary Feedback, on the lower right of any page
on the Juniper Networks TechLibrary site, and do one of the following:

TechLibrary Feedback %

Is this page helpful?

- Click the thumbs-up icon if the information on the page was helpful to you.

- Click the thumbs-down icon if the information on the page was not helpful to you
or if you have suggestions for improvement, and use the pop-up form to provide
feedback.

« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

. Product warranties—For product warranty information, visit
https://www.juniper.net/support/warranty/.

- JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: https://www.juniper.net/customers/support/

« Search for known bugs: https:/prsearch.juniper.net/

« Find product documentation: https:/www.juniper.net/documentation/

« Find solutions and answer questions using our Knowledge Base: https:/kb.juniper.net/

« Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

« Create a service request online: https:/myjuniper.juniper.net

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC
You can create a service request with JTAC on the Web or by telephone.

« Visit https://myjuniper.juniper.net.
. Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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PART 1

Subscriber Service Activation and
Management

« Subscriber Service Activation and Management on page 3
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CHAPTERI1

Subscriber Service Activation and
Management

Dynamic Service Management with RADIUS on page 3
Service Activation and Deactivation Using the CLI Instead of RADIUS on page 19

Management of Subscriber Services with Multiple Instances on page 23

Dynamic Service Management with RADIUS

Using RADIUS Dynamic Requests for Subscriber Access Management on page 3
Configuring RADIUS-Initiated Dynamic Request Support on page 4
RADIUS-Initiated Change of Authorization (CoA) Overview on page 6
RADIUS-Initiated Disconnect Overview on page 9

Usage Thresholds for Subscriber Services on page 11

Subscriber Session Logins and Service Activation Failures Overview on page 11
Configuring How Service Activation Failures Affect Subscriber Login on page 17
Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests on page 18
Verifying RADIUS Dynamic-Request Statistics on page 18

Using RADIUS Dynamic Requests for Subscriber Access Management

RADIUS dynamic requests provide an efficient way to centrally manage subscriber

sessions. The AAA Service Framework’s RADIUS dynamic request support allows RADIUS
servers to initiate user-related operations, such as a termination operation, by sending

unsolicited request messages to the router. Without the RADIUS dynamic request feature,
the only way to disconnect a RADIUS user is from the router, which can be cumbersome

and time-consuming in large networks.

In a typical client-server RADIUS environment, the router functions as the client and
initiates requests sent to the remote RADIUS server. However, when using RADIUS

dynamic requests, the roles are reversed. For example, during a disconnect operation,
the remote RADIUS server performs as the client and initiates the request (the disconnect

action) — the router functions as the server in the relationship.
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You create an access profile to configure the router to support RADIUS dynamic requests.
This configuration enables the router to receive and act on the following types of messages
from remote RADIUS servers:

« Access-Accept messages—Dynamically activate services based on attributesin RADIUS
Access-Accept messages received when a subscriber logs in.

« Change-of-Authorization (CoA) messages—Dynamically modify active sessions based
on attributes in CoA messages. CoA messages can include service creation requests,
deletion requests, RADIUS attributes, and Juniper Networks VSAs.

« Disconnect messages—Immediately terminate specific subscriber sessions.

By default, the router monitors UDP port 3799 for CoA requests from RADIUS servers.
You can also configure a nondefault port for RADIUS servers. You must either use the
default port for all RADIUS servers or configure the same nondefault port for all RADIUS
servers. This rule applies at both the global access and access profile levels.

@ NOTE: Any other configuration results in a commit check failure. Multiple
port numbers—that is, different port numbers for different servers—are not
supported.

Benefits of Radius Dynamic Requests

Enables simplified central management of subscriber sessions by sending unsolicited
changes to subscriber sessions, including changes in attributes, service activation, service
deactivation, and session termination.

See Also . RADIUS-Initiated Change of Authorization (CoA) Overview on page 6
« RADIUS-Initiated Disconnect Overview on page 9
« Configuring RADIUS-Initiated Dynamic Request Support on page 4

« RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service Framework

« Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests on page 18

Configuring RADIUS-Initiated Dynamic Request Support

Therouter uses the list of specified RADIUS authentication servers for both authentication
and dynamic request operations. By default, the router monitors UDP port 3799 for
dynamic requests, also known as Change of Authorization (CoA) requests.

To configure RADIUS dynamic request support:

« Specify the IP address of the RADIUS server.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.3
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To configure the router to support dynamic requests from more than one RADIUS server:
. Specify the IP addresses of multiple RADIUS servers.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.3 192.168.10.15

When you configure dynamic request ports, you must do one of the following:

. Use the default port for all RADIUS servers at both the global access level and in all
access profiles.

« Configure the same nondefault port for all servers at both the global access level and
in all access profiles.

@ NOTE: Any other configuration results in a commit check failure. Multiple
port numbers—that is, different port numbers for different servers—are not
supported.

To specify a global dynamic request port:

[edit access]
user@host# set radius-server server-address dynamic-request-port port-number

To specify the dynamic request port for a specific access profile:

[edit access]
user@host# set profile profile-name radius-server server-address dynamic-request-port
port-number

Consider the following scenarios:

« The following configuration uses the default port for both a server globally and a
different server in the access profile. This is a valid configuration.

[edit access]
user@host# set radius-server 192.0.2.1
user@host# set profile apl radius-server 192.0.2.3

. The following configuration specifies nondefault port 50201 for both a server globally
and a different server in the access profile. This is a valid configuration.

[edit access]
user@host# set radius-server 192.0.2.1 dynamic-request-port 50201
user@host# set profile apl radius-server 192.0.2.3 dynamic-request-port 50201

« The following configuration specifies port 50201 globally for a server and port 51133
for the same serverinthe aplaccess profile. Thisis an invalid configuration and commit
check fails, because multiple nondefault ports are not supported.
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[edit access]
user@host# set radius-server 192.0.2.1 dynamic-request-port 50201
user@host# set profile apl radius-server 192.0.2.1 dynamic-request-port 51133

« The following configuration uses the default port 3799 for one server globally and port
51133 for another server globally. This is an invalid configuration and the commit check
fails, because for all servers you must configure either the default port or the same
nondefault port.

[edit access]
user@host# set radius-server 192.0.2.1
user@host# set radius-server 192.0.2.3 dynamic-request-port 51133

See Also . RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service Framework

RADIUS-Initiated Change of Authorization (CoA) Overview

The AAA Service Framework uses CoA messages to dynamically modify active subscriber
sessions. For example, RADIUS attributes in CoA messages might instruct the framework
to create, modify, or terminate a subscriber service. You can also use CoA messages to
set or modify usage thresholds for current subscriber services.

CoA Messages

Dynamic request support enables the router to receive and process unsolicited CoA
messages from external RADIUS servers. RADIUS-initiated CoA messages use the
following codes in request and response messages:

« CoA-Request (43)
. CoA-ACK (44)
. CoA-NAK (45)

Qualifications for Change of Authorization

To complete the change of authorization for a user, you specify identification attributes
and session attributes. The identification attributes identify the subscriber. Session
attributes specify the operation (activation or deactivation) to perform on the subscriber’s
session and also include any client attributes for the session (for example, QoS attributes).
The AAA Service Framework handles the actual request.

Table 3 on page 6 shows the identification attributes for CoA operations.

Table 3: Identification Attributes

Attribute Description

User-Name [RADIUS attribute 1] Subscriber username.

Acct-Session-ID [RADIUS attribute 44] Specific subscriber session.
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@ NOTE: Using the Acct-Session-ID attribute to identify the subscriber session
is more explicit than using the User-Name attribute. When you use the
User-Name as the identifier, the CoA operation is applied to the first session
that was logged in with the specified username. However, because a
subscriber might have multiple sessions associated with the same username,
the first session might not be the correct session for the CoA operation.

When you use the Acct-Session-ID attribute, it identifies the specific
subscriber session, avoiding that potential error. Although the Acct-Session-ID
attribute caninclude aninterface specifier in addition to the session ID—when
the attribute is in the description format—only the session ID is used for
subscriber matching. For example, if the subscriber has a subscriber session
ID of 54785, then the subscriber is matched when the Acct-Session-ID
attribute is 54785 (decimal format), or jnpr demux0.1073759682:54785
(description format), or indeed any value:54785 (description format).

Table 4 on page 7 shows the session attributes for CoA operations. Any additional client
attributes that you include depend on your particular session requirements.

Table 4: Session Attributes

Attribute Description

Activate-Service [Juniper Networks VSA Service to activate for the subscriber.
26-65]

Deactivate-Service [Juniper Networks VSA  Service to deactivate for the subscriber.

26-66]
Service-Volume [Juniper Networks VSA Amount of traffic, in MB, that can use the service;
26-67] service is deactivated when the volume is exceeded.

Service-Timeout [Juniper Networks VSA Number of seconds that the service can be active;

26-68] service is deactivated when the timeout expires.

Service-Volume-Gigawords [Juniper Amount of traffic, in 4GB units, that can use the

Networks VSA 26-179] service; service is deactivated when the volume is
exceeded.

Update-Service [Juniper Networks VSA New values of service and time quotas for existing

26-180] service.

Message Exchange

The RADIUS server and the AAA Service Framework on the router exchange messages
using UDP. The CoA-Request message sent by the RADIUS server has the same format
as the Disconnect-Request packet that is sent for a disconnect operation.
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The response is either a CoA-ACK or a CoA-NAK message:

« If the AAA Service Framework successfully changes the authorization, the response is
a RADIUS-formatted packet with a CoA-ACK message, and the data filter is applied
to the session.

. |f AAA Service Framework is unsuccessful, the request is malformed, or attributes are
missing, the response is a RADIUS-formatted packet with a CoA-NAK message.

@ NOTE: The AAA Service Framework processes one dynamic request atatime
per subscriber. If the framework receives a second dynamic request (either
another CoA or a Disconnect-Request) while processing a previous request
for the same subscriber, the framework responds with a CoA-NAK message.
Startingin Junos OS Release 15.1R5, CoA-Request retry messages are ignored

and no CoA-NAK is sent in response to them.

Bulk CoA Transactions

Starting in Junos OS Release 17.2R1, bulk CoA requests are supported to improve the
processing efficiency of RADIUS-based subscriber services on the BNG. The bulk CoA
functionality enables the accumulation of a series of CoA requests and commits all of
them together, in bulk, automatically.

Bulk CoA transactions are particularly valuable for business services. RADIUS-based
subscriber services use the Juniper Networks VSAs, Activate-Service (26-65) and
Deactivate-Service (26-66). The VSAs are provided in RADIUS-Accept messages during
login or in CoA requests after login.

For conventional, dynamic service profile-based services, up to 12 service activations can
easily fit within either RADIUS message. However, the op-script based services used by
businesses typically have scaling requirements that exceed the capacity of either message.
This means that specifying and activating all the services needed in a given subscriber
session may require using an Accept-Access message and multiple CoA requests.

Each CoA request message is independent of previous and future CoA requests in the
same subscriber session. All service-activations and deactivations in a message are
processed before a CoA response is offered. The CoA request provides a way to
incrementally modify a subscriber session without affecting existing services that are
already present.

For op-script based services, the service sessions are collaboratively created by the authd
and essmd processes such that the last operation initiates a commit to apply all resultant
static business logical interfaces from the CoA request. Because the commit time is
generally the largest part of applying a static business service, there is an advantage to
packing as many service-activations or deactivations as will fit within a RADIUS message
to efficiently use the commit window. Until the commit operation completes, the BNG
cannot accept a subsequent CoA request to apply additional business services for the
same subscriber session.
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Bulk CoA improves the efficiency of commit processing by using a single commit action
for all services in the bulk transaction. The bulk transaction has the effect of managing
a series of requests as a single meta-request. It defers the commit processing until the
final CoA request in the bulk transaction is received.

Bulk CoA requires each individual request to contain a single instance of the Juniper
Networks Bulk-CoA-Transaction-Id VSA (26—194). This VSA identifies requests as
belonging to the same bulk transaction; 26—-194 must have the same value in all CoA
requests in the bulk series. Each successive bulk transaction in the session must have a
different identifier; for example, three successive bulk transactions can have IDs of 1, 2,
and 1, but cannot have successive IDs of 1,1,and 2. In practice, the Bulk-CoA-Transaction-Id
value typically is incremented for multiple bulk transactions, but this is not required. An
ID value usedin a given subscriber session can also be used in different subscriber sessions.

Each CoA request within a bulk transaction has its own unique identifier, provided by a
single instance of the Bulk-CoA-Identifier VSA (26—195) in each CoA. Anincreasing series
of values for the ID is typical but not enforced. Values can be reused within a given session
and between sessions. The final CoA request in the series is identified by having a value
of OXFFFFFFFF for the Bulk-CoA-Identifier.

Benefits of Radius-Initiated Change of Authorization

Enables changes in attribute values to be dynamically pushed to subscriber sessions, as
well as dynamic activation and deactivation of subscriber services.

See Also . Using RADIUS Dynamic Requests for Subscriber Access Management on page 3
« RADIUS-Initiated Disconnect Overview on page 9
. Configuring RADIUS-Initiated Dynamic Request Support on page 4
. Usage Thresholds for Subscriber Services on page 11

« RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service Framework

RADIUS-Initiated Disconnect Overview

This section describes the AAA Service Framework’s support for RADIUS-initiated
disconnect dynamic requests. The AAA Service Framework uses disconnect messages
to dynamically terminate active subscriber sessions.

Disconnect Messages

To centrally control the disconnection of remote access subscribers, the RADIUS dynamic
request feature on the router receives and processes unsolicited messages from RADIUS
servers.

The dynamic request feature uses the existing format of RADIUS disconnect request and
response messages. RADIUS-initiated disconnect uses the following codes inits RADIUS
request and response messages:

« Disconnect-Request (40)
. Disconnect-ACK (41)
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See Also

« Disconnect-NAK (42)

Qualifications for Disconnect

For the AAA Service Framework to disconnect a user, the Disconnect-Reguest message
must contain an attribute with an accounting session ID. The Disconnect-Request
message can contain an Acct-Session-Id (44) attribute or an Acct-Multi-Session-Id (50)
attribute for the session ID or both. If both the Acct-Session-Id and Acct-Multi-Session-Id
attributes are present in the request, the router uses both attributes. If the User-Name
(1) attribute is also present in the request, the username and accounting session ID are
used to perform the disconnection. The AAA Service Framework handles the actual
request.

Message Exchange

The RADIUS server and the AAA Service Framework exchange messages using UDP. The
Disconnect-Request message sent by the RADIUS server has the same format as the
CoA-Request packet that is sent for a change of authorization operation.

The disconnect response is either a Disconnect-ACK or a Disconnect-NAK message:

. |f the AAA Service Framework successfully disconnects the user, the response is a
RADIUS-formatted packet with a Disconnect-ACK message.

. |f the AAA Service Framework cannot disconnect the user, the request is malformed,
or attributes are missing from the request, the response is a RADIUS-formatted packet
with a Disconnect-NAK message.

@ NOTE: The AAA Service Framework processes onedynamic request atatime
per subscriber. If the framework receives a second dynamic request while
processing a previous request (either a CoA or another Disconnect-Request)
for the same subscriber, the framework responds with a Disconnect-NAK
message.

Benefits of Radius-Initiated Disconnects

Enables a RADIUS server to dynamically terminate subscriber sessions. This centralized
subscriber management feature simplifies handling large numbers of subscribers because
operator termination would otherwise require action on the router.

« Using RADIUS Dynamic Requests for Subscriber Access Management on page 3

« Configuring RADIUS-Initiated Dynamic Request Support on page 4
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Usage Thresholds for Subscriber Services

Starting in Junos OS Release 14.1, subscriber management enables you to manage
subscriber services by establishing usage thresholds when a service is dynamically
activated or when an existing service is modified by a RADIUS CoA action. The service is
deactivated when the specified threshold is reached.

Subscriber management supports two types of usage thresholds—traffic volume and
time. You use Juniper Networks VSAs to set the usage thresholds. The VSAs are
transmitted in RADIUS Access-Accept messages for dynamically activated services, or
in RADIUS-initiated CoA-Request messages for existing services. The volume threshold
sets the maximum amount of the total input and output traffic that can use the service
before the service is deactivated. A time threshold sets the maximum length of time that
the service can be active. Table 5 on page 11 shows the VSAs used for volume and time
thresholds.

Table 5: Juniper Network VSAs Used for Service Thresholds

Attribute

Number Attribute Name Description

26-67 Service-Volume Amount of input and output traffic,inMB,that « range = O through 16777215 MB
can use the service; service is deactivated
when the volume is exceeded. Tagged VSA,
which supports 8 tags (1-8). The router polls
the traffic in 10 minute intervals.

e O =nolimit

26-68 Service-Timeout Number of seconds that the service can be « range = O through 16777215
active; service is deactivated when the timeout seconds
expires. Tagged VSA, which supports 8 tags . 0 =no timeout
(1-8).

26-179 Senice-Volume-Gigawords  Amount of input and output traffic, in 4GB « range = 0 through 16777215 4GB
units, that can use the service; service is units
deactivated when the volume is exceeded.
Tagged VSA, which supports 8 tags (1-8). The
router polls the traffic in 10 minute intervals.

e 0=nolimit

26-180 Update-Service New values of service and time quotas foran  string: service-name
existing service. Tagged VSA, which supports
8 tags (1-8).

See Also . RADIUS-Initiated Change of Authorization (CoA) Overview on page 6

Subscriber Session Logins and Service Activation Failures Overview

When a subscriber attempts to login andis authenticated by RADIUS, the Access-Accept
message may include services in the RADIUS Activate-Service VSA (26-65) to be
activated for a particular network family. Depending on the configuration and service
type, failure to activate a service can result in denial of the subscriber login.
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You can use the service activation statement at the [edit access profile profile-name radius
options] hierarchy level to configure the behavior subseguent to an activation failure.

Use the following options to configure this behavior separately for two types of services:

« dynamic-profile—This service type is configured in the dynamic profile that is applied
by the subscriber access profile.

. extensible-service—This service type is configured in an Extensible Subscriber Services
Manager (ESSM) operation script. These services often configure new interfaces for
business subscribers.

Use the following options to specify whether successful activation of these services is
required or optional for subscriber login access:

. required-at-login—Activation is required. Failure for any reason causes the
Network-Family-Activate-Request for that network family to fail. If no other network
family is already active for the subscriber, then the client application logs out the
subscriber. This is the default behavior for the dynamic-profile service type.

. optional-at-login—Activation is optional. Failure due to configuration errors does not
prevent activation of the address family; it allows subscriber access. Failure for any
other reason causes network family activation to fail. If no other network family is
already active for the subscriber, then the client application logs out the subscriber.
This is the default behavior for the extensible-service service type.

@ NOTE: Failures associated with the activation of subscriber secure policies
(for mirroring traffic to a mediation device) have no effect on access by
subscribers subject to the policy.

This configuration does not apply to services activated by means of RADIUS
CoA requests, JSRC Push-Profile-Request (PPR) messages, or subscriber
secure policies.

For the dynamic-profile service type, configuration errors include the following:

« Parsing errors of the dynamic profile and its attributes.
« Missing mandatory user variables.
. References to dynamic profiles that do not exist.

« Semantic check failures in the dynamic profile.
For the extensible-service service type, configuration errors include the following:

« Parsing errors of the operation script.

. Commit failures.
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To activate a service, authd sends an activation request for the appropriate services to
the subscriber management infrastructure (SMI). For example, if the request is for the
IPv4 family, then it requests activation of only the IPv4 services. In turn, the SMI sends
requests to the server daemons associated with the service, such as cosd or filterd. The
results returned by the daemons determine whether the service activation is a success
or a failure.

« When all server daemons report success, then SMI reports success to authd and the
service is activated.

« If any server daemon reports a configuration error and no daemons report a
nonconfiguration error, then SMI reports a configuration error to authd. The service is
not activated, but depending on the configuration, the network family activation may
succeed.

« Ifany server daemon reports a nonconfiguration error, then SMI reports failure to authd
and the service is not activated.

Service and Network Family Activation Process

When a subscriber logs in, authd has to activate the corresponding address family after
the subscriber is authenticated. The client application, such as DHCP or PPP, can request
activation of a single network family, IPv4 or IPv6, or it can sequentially request both
families to be activated. Successful network family activation is related to the activation
of associated services. The following steps describe the process when authd is configured
to use RADIUS for authentication:

1. A subscriber attempts to log in.

a. The client application requests authentication from authd.

b. authd sends an Access-Request message to the RADIUS server.

c. The RADIUS server sends an Access-Accept message to authd that includes the
RADIUS Activate-Service VSA (26-65).

d. authd caches the service activation attributes and sends a grant to the client
application.

2. Theclient application sends the first Network-Family-Activate request, for either the
IPv4 or IPv6 address family. This request is sometimes referred to as the client-activate
request.

3. authdreviews the cached service activation attributes and sends an activation request
for the appropriate services to the subscriber management infrastructure (SMI). For
example, if the request is for the IPv4 family, then it requests activation of only the
IPv4 services. In turn, the SMI sends requests to the server daemons associated with
the service, such as cosd or filterd.
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4. What authd does next depends on whether the service activation request fails and
whether the service is optional or required.

- When the service activation fails due to a configuration error and the service is
optional:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends an ACK in response to the family activation request and the family
is activated.

c. The subscriber login proceeds.
- When the service activation fails due to a configuration error and the service is

required:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sendsaNACK inresponse to the family activation, which causes the client
application to terminate the subscriber's login.

- When the service activation fails due to a nonconfiguration error and the service is
either optional or required:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends a NACK inresponse to the family activation, which causes the client
application to terminate the subscriber's login.

- When the service activation succeeds:

a. authd activates the service.
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b. authd sends an ACK in response to the family activation request and the family
is activated.

c. The subscriber login proceeds.

5. Unless service activation was required and failed, causing the family activation to fail
in the first request, the client application may send a second request, but only for the
family not requested the first time. If the first request was for IPv4, then the second
request can only be for IPv6. If the first request was for IPv6, then the second request
can only be for IPv4.

6. authd reviews the cached service activation attributes and requests activation for the
services associated with the requested address family.

7. What authd does next depends on whether the service activation request fails and
whether the service is optional or required.

- When the service activation fails due to a configuration error and the service is
optional:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends an ACK in response to the family activation request and the family
is activated.

c. The subscriber login proceeds.
- When the service activation fails due to a configuration error and the service is

required:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends a NACK in response to the family activation. Because this is the
second family activation request, the result of the first family activation
determines what happens next:
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- If the first family activation was successful and that subscriber logged in, failure
of the second request does not halt the current subscriber login. This event
also does not cause authd to log out the previous (first request) subscriber.

- If the first family activation was unsuccessful, failure of the second request
causes the client application to terminate the current subscriber login.

- When the service activation fails due to a nonconfiguration error and the service is
either optional or required:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by
using a RADIUS change of authorization (CoA) request or a CLI
command, without interference from the failed service.

b. authd sends a NACK inresponse to the family activation, which causes the client
application to terminate the subscriber's login.

- When the service activation succeeds:

a. authd activates the service.

b. authd sends an ACK in response to the family activation request and the family
is activated.

c. The subscriber login proceeds.

See Also . service-activation on page 918
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Configuring How Service Activation Failures Affect Subscriber Login

You can configure how an activation failure of optional services during subscriber login
affects the outcome of the login. These optional services are those referenced by the
RADIUS Activate-Service VSA (26-65) that appears in the RADIUS Access-Accept
message during the subscriber’s initial login.

You can configure these two service-activation types to be required or optional.

« dynamic-profile—These services are configured in the dynamic profile that is applied
by the subscriber access profile to provide subscriber access and services for broadband
applications. By default, service activation is required for successful login. A
configuration error during service activation prevents the network family from being
activated and causes the subscriber login to fail.

. extensible-service—These services are applied by operation scripts handled by the
Extensible Subscriber Services Manager (ESSM) daemon (essmd) for business
subscribers. By default, service activation is optional for successful subscriber login.

@ NOTE: The service-activation statement configuration affects only activation
failures due to configuration errors in the dynamic profile or the ESSM
operation script. Failures due to nonconfiguration errors always result in
denial of access for the subscriber and termination of the login attempt.

To configure the behavior for dynamic profile services, do one of the following:
. Specify that service activation is optional.

[edit access profile profile-name radius options service-activation]
user@host# set dynamic-profile optional-at-login

« Specify that service activation is required (the default).

[edit access profile profile-name radius options service-activation]
user@host# set dynamic-profile required-at-login

To configure the behavior for ESSM services, do one of the following:
. Specify that service activation is required.

[edit access profile profile-name radius options service-activation]
user@host# set extensible-service required-at-login

. Specify that service activation is optional (the default).

[edit access profile profile-name radius options service-activation]
user@host# set extensible-service optional-at-login

See Also . Subscriber Session Logins and Service Activation Failures Overview on page 11
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Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests

When a RADIUS-initiated CoA or disconnect operationis unsuccessful, the routerincludes
an error-cause attribute (RADIUS attribute 101) in the CoA-NAK or Disconnect-NAK
message that it sends back to the RADIUS server. If the detected error does not map to
one of the supported error-cause attributes, the router sends the message without an
error-cause attribute. Table 6 on page 18 describes the error-cause codes.

Table 6: Error-Cause Codes (RADIUS Attribute 101)

Code | Value Description
401 Unsupported attribute The request contains an attribute that is not supported (for
example, a third-party attribute).
402 Missing attribute A critical attribute (for example, the session identification
attribute) is missing from a request.
404 Invalid request Some other aspect of the request is invalid, such as if one or
more attributes are not formatted properly.
503 Session context not The session context identified in the request does not exist
found on the router.
504 Session context not The subscriber identified by attributes in the request is owned
removable by a component that is not supported.
506 Resources unavailable A request could not be honored due to lack of available NAS

resources (such as memory).

See Also . RADIUS-Initiated Change of Authorization (CoA) Overview on page 6

« RADIUS-Initiated Disconnect Overview on page 9

Verifying RADIUS Dynamic-Request Statistics

Purpose Display RADIUS dynamic request statistics and information.

Action . Todisplay RADIUS dynamic request statistics:

user@host>show network-access aaa statistics dynamic-requests

See Also . CLIExplorer
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Service Activation and Deactivation Using the CLI Instead of RADIUS

« CLI-Activated Subscriber Services on page 19

« Local and Remote Service Activation and Deactivation Using the CLI on page 20

CLI-Activated Subscriber Services

Subscriber management enables you to use the Junos OS CLI to locally activate and
deactivate dynamic subscriber services. CLI-based activation and deactivation provides
local control for dynamic subscriber services that is similar to subscriber management’s
change of authorization (CoA) feature. CoA is considered a remote activation method
because the commands, or triggers, are received from a remote server, such as a RADIUS
or provisioning server. Both the CoA and CLI-based methods enable you to manage
services for subscribers who are currently logged in to the network—you can activate a
new service for the subscriber or deactivate a current service.

The CLI-based feature activates the specified service—you cannot use it to modify a
subscriber’s dynamic profile instantiation or to modify user-defined variables in a dynamic
profile. You can, however, include variables that are defined for the service in the dynamic
profile.

Subscriber management does not support accounting for CLI-activated subscriber
services. Accounting for any service is disabled by default. Therefore when you use the
CLI to activate a service, it is activated with accounting disabled, and there is no way to
explicitly enable accounting for the service. CLI deactivation of a service previously
activated (such as by RADIUS) has no effect on accounting for that service.

CLI-based activation and deactivation is useful in service provider networks that do not
use provisioning servers or RADIUS servers to activate and deactivate subscriber services.
The local control provided by the CLI-based operations enables service providers to add
and remove services for existing subscribers without requiring that the subscriber log out
and than log in again to complete the change. For example, a service provider might allow
subscribers to log in and initially use the default service, which provides basic features.
After the default service is established, the provider might then use CLI-activation to
upgrade qualified subscribers to an advanced service, in addition to retaining the initial
service. Later, the provider can use CLI-deactivation to terminate the subscriber’s
advanced service session. The subscriber retains the initial service until the service is
deactivated.

CLI-based activation or deactivation of a subscriber service fails if any of the following
conditions exist:

« ARADIUS CoA operation or a previous CLI-based activation or deactivation is currently
in progress for the subscriber. Only one dynamic request can be active for the subscriber.

. Aunified in-service software upgrade (unified ISSU) operation is active.

« The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a PCRF has
successfully activated any services for the subscriber. You must override the PCRF
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provisioning to be able to activate or deactivate services for such a subscriber. For more
information, see Disabling PCRF Control of a Subscriber Session.

See Also . Local and Remote Service Activation and Deactivation Using the CLI on page 20

. Using the CLIto Modify Traffic-Control Profiles That Are Currently Applied to Subscribers
on page 45

« Default Subscriber Service Overview

Local and Remote Service Activation and Deactivation Using the CLI

Subscriber management enables you to use the Junos OS CLI to locally activate or
deactivate dynamic subscriber services for subscribers who are currently logged in to the
network. You can activate an initial service for the subscriber, provide an additional service,
or deactivate the subscriber’s current service. This method is an alternative to using
external actions by your RADIUS server.

Starting in Junos OS Release 18.3R1, when the dynamic service profile is configured with
the profile-type remote-device-service statement, the CLI statements trigger the remote
device services manager (RDSM) to provision or deprovision the service on a remote
device.

NOTE:
@ A CLI-based activation or deactivation of a subscriber service fails if any of
the following conditions exist:

. ARADIUS CoA operation or a previous CLI-based activation or deactivation
is active for the subscriber.

. Aunified in-service software upgrade (unified ISSU) operation is active.

. The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a
PCRF has successfully activated any services for the subscriber. You must
override the PCRF provisioning to be able to activate or deactivate services
for such a subscriber. For more information, see Disabling PCRF Control of a
Subscriber Session.

However, this caveat does not apply if the service was provisioned on a remote
device by the RDSM at the request of PCRF as the external authority supplying
the service information. When you issue the command to activate or
deactivate such a service, RDSM handles the service action.

To use the CLI to activate a subscriber service:

1. (Optional) Verify the subscriber’s ID, and ensure that provisioning is not enabled. To
display the session IDs of all current subscribers, use the show subscribers detail or
show network-access aaa subscribers command.
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user@host> show network-access aaa subscribers session-id 55 detail

Type: dhcp
Username: user23@example._net
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: O
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
Service State: SvcActive
Session ID: 56
Session uptime: 00:01:45

2. Activate the service for the subscriber.

user@host > request network-access aaa subscriber add session-id 55 service-profile
gold-service

3. (Optional) Verify that the new service is activated for the subscriber. (The initial
basic-service is also listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail

Type: dhcp

Username: user23@example.net

Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55

Multi Accounting Session ID: O

IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none

Service name: basic-service

Service State: SvcActive

Session ID: 56

Session uptime: 00:02:15

Service name: gold-service

Service State: SvcActive

Session ID: 57

Session uptime: 00:00:30

To use the CLI to deactivate a subscriber service:

1. Display the active services for the specified subscriber. The following example shows
that the basic-service and gold-service are active.
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user@host> show network-access aaa subscribers session-id 55 detail

Type: dhcp

Username: user23@example._net

Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55

Multi Accounting Session ID: O

IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none

Service name: basic-service

Service State: SvcActive

Session ID: 56

Session uptime: 00:02:15

Service name: gold-service

Service State: SvcActive

Session ID: 57

Session uptime: 00:00:30

Deactivate the service for the subscriber. The following example deletes the
subscriber’s basic-service service.

user@host > request network-access aaa subscriber delete session-id 55 service-profile
basic-service

(Optional) Verify that the deleted service is no longer active for the subscriber. (The
gold-service is still listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail

Type: dhcp
Username: user23@example.net
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: O
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: gold-service
Service State: SvcActive
Session ID: 57
Session uptime: 00:00:30
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The following sample commands illustrate CLI activation and deactivation for remote
services applied by RDSM to remote devices.

. user@host> request network-access aaa subscriber add session-id 131 service-profile
“upstreamBandwidth(100,100,100)”

Successful completion

. user@host> request network-access aaa subscriber delete session-id 131 service-profile
“upstreamBandwidth(100,100,100)”

Successful completion

See Also . CLI-Activated Subscriber Services on page 19

« Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to Subscribers
on page 45

« Default Subscriber Service Overview
. Configuring Remote Device Management for Service Provisioning on page 560

« Remote Device Services Manager (RDSM) Overview on page 545

Management of Subscriber Services with Multiple Instances

« Subscriber Services with Multiple Instances Overview on page 23
« Deactivating a Single Instance of a Subscriber Service on page 26
« Deactivating All Instances of a Subscriber Service on page 28

« Verifying Subscriber Services with Multiple Instances on page 30

Subscriber Services with Multiple Instances Overview

Services are activated for subscribers either at login, or by using Change of Authorization
(CoA) RADIUS messages or command-line interface (CLI) requests. A subscriber can
have multiple instances of the same named service, provided that each instance of the
subscriber service has a different set of parameters. Support for multiple instances of a
subscriber service enables you to use service parameters to customize the same service
to meet different needs for a particular subscriber.

« Subscriber Service Instances and Service Parameters on page 23
« CLI Deactivation of Subscriber Services with Multiple Instances on page 24

« Subscriber Services with Multiple Instances in RADIUS Accounting Messages on page 24

Subscriber Service Instances and Service Parameters

In a subscriber access network, each subscriber has its own set of services. You can
configure a specific service instance for a particular subscriber by specifying a service
name, also referred to as a service profile, and unique service parameters for that service
instance. Service parameters can include a combination of policy lists, filters, rate-limit
profiles, class of service (CoS) profiles, and interface profiles.
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For example, filter-service(up-filter,down-filter) and

filter-service (upstream-filter,downstream-filter) are considered two different instances
of the same service (filter-service) because their parameters, enclosed in parentheses
after the service name, are different.

Each service instance is uniquely identified by the combination of its service name and
service parameters. In CoA messages, the router identifies a subscriber service by its
complete activation string, which consists of the service name and, if configured, one or
more service parameters in the order specified.

CLI Deactivation of Subscriber Services with Multiple Instances

You can use the Junos OS CLI to deactivate subscriber services with multiple instances
in either of the following ways:

. Deactivate a single instance of a subscriber service by specifying the name and
parameters of the service to be deactivated.

With this feature, you can deactivate a particular instance of a subscriber service while
other instances of that same service remain active. For example, assume that a
subscriber identified by a particular session ID has two instances of filter-service
activated: filter-service (up-filter,down-filter) and
filter-service(upstream-filter,downstream-filter). If you specify

“filter-service (up-filter,down-filter)” in the request network-access aaa subscriber delete
session-id command, the router deactivates only filter-service (up-filter,down-filter);
filter-service(upstream-filter,downstream-filter) remains active.

The ability to use both service names and service parameters to identify the particular
service instance to be deactivated is analogous to the subscriber service deactivation
feature in use on Juniper Networks E Series Broadband Services Routers that run JunosE
Software.

. Deactivate all instances of a subscriber service by specifying only the name of the
service to be deactivated, with no service parameters.

With this feature, you can deactivate all instances of the same subscriber service with
a single operational command. Using the same subscriber service example, if you
specify “filter-service” in the request network-access aaa subscriber delete session-id
command, the router deactivates both filter-service(up-filter,down-filter) and
filter-service (upstream-filter,downstream-filter).

Subscriber Services with Multiple Instances in RADIUS Accounting Messages

RADIUS Acct-Start, Interim-Acct, and Acct-Stop accounting messages include the
subscriber service name and, if configured, service parameters. If RADIUS logging is
enabled, the router logs all subscriber service attributes, including service names and
parameters, in messages sent to and received from the RADIUS authentication server.
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For example, assume that the router receives the following RADIUS Access-Accept
message from the RADIUS server:

Jul 13 12:37:02 radius-access-accept: Activate-Service (Juniper-ERX-VSA) received:
Tag (1) filter-service(up-filter,down-filter)

Table 7on page 25 shows sample logged RADIUS Acct-Start, Interim-Acct, and Acct-Stop
messages that the router sends to the RADIUS server in response to the Access-Accept
message. In each of these accounting messages, the Activate-Service-Session-Name is
the full activation string that includes both the service name (filter-service) and service
parameters (up-filter,down-filter) to identify the service instance.

Table 7: Subscriber Services and Service Parameters in RADIUS Accounting Messages

RADIUS Accounting

Message Type RADIUS Accounting Message Text

Acct-Start Jul 13 12:37:02 radius-acct-start:
Activate-Service-Session-Name (Juniper-ERX-VSA) added:
filter-service(up-filter,down-filter)

Interim-Acct Jul 13 12:47:00 radius-acct-interim:
Activate-Service-Session-Name (Juniper-ERX-VSA) added:
filter-service(up-filter,down-filter)

Acct-Stop Jul 13 12:53:59 radius-acct-stop:
Activate-Service-Session-Name (Juniper-ERX-VSA) added:
filter-service(up-filter,down-filter)

See Also . Deactivating a Single Instance of a Subscriber Service on page 26
. Deactivating All Instances of a Subscriber Service on page 28

. Verifying Subscriber Services with Multiple Instances on page 30
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Deactivating a Single Instance of a Subscriber Service

For subscriber services that have multiple instances, you can use the Junos OS CLI to

deactivate a service in either of the following ways:

. Deactivate a single instance of a service by specifying the name and parameters of

the service to be deactivated.

. Deactivate all instances of a service by specifying only the name of the service to be

deactivated.

This topic describes how to deactivate a single instance of a subscriber service.

To use the Junos OS CLI to deactivate a single instance of a subscriber service with

multiple instances:

1. Display the active services for the subscriber identified by the specified session ID.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP
subscriber identified by session ID 6. In this example, two instances of economy-service
are active: economy-service(up-filter,down-filter) and
economy-service(upstrm-filter,dwnstrm-filter). A single instance of premium-service

named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: O
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
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Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

2. Deactivate the specified instance of a subscriber service by specifying its service name
and parameters.

user@host> request network-access aaa subscriber delete session-id subscriber-session-id
service-profile “profile-name(parameters)”

Forexample, the following command deactivates only the instance of economy-service
named economy-service(up-filter,down-filter).

user@host> request network-access aaa subscriber delete session-id 6 service-profile
“economy-service(up-filter,down-filter)”

3. (Optional) Verify that the deactivated service instance is no longer active for the
subscriber.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the services still active for the DHCP
subscriber identified by session ID 6. In this example,
economy-service(up-filter,down-filter) is no longer listed because it was deactivated,
but economy-service(upstrm-filter,dwnstrm-filter) and
premium-service(up-filter,down-filter) are still active.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: O
IP Address: 198.51.100.13.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8

Copyright © 2019, Juniper Networks, Inc. 27



Broadband Subscriber Services Feature Guide

Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

Service name: premium-service(up-filter,down-Ffilter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

See Also . Deactivating All Instances of a Subscriber Service on page 28
« Verifying Subscriber Services with Multiple Instances on page 30

« Subscriber Services with Multiple Instances Overview on page 23

Deactivating All Instances of a Subscriber Service

For subscriber services that have multiple instances, you can use the Junos OS CLI to
deactivate a service in either of the following ways:

« Deactivate a single instance of a service by specifying the name and parameters of
the service to be deactivated.

. Deactivate all instances of a service by specifying only the name of the service to be
deactivated.

This topic describes how to deactivate all instances of a subscriber service.

To use the Junos OS CLI to deactivate all instances of a subscriber service with multiple
instances:

1. Display the active services for the subscriber identified by the specified session ID.
user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP
subscriber identified by session ID 6. In this example, two instances of economy-service
are active: economy-service(up-filter,down-filter) and
economy-service(upstrm-filter,dwnstrm-filter). A single instance of premium-service
named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp

Stripped username: fran2

AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
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Access-profile: attr_test profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: O
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service(up-Ffilter,down-Ffilter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

2. Deactivate all instances of the specified service by specifying the service name without
parameters.

user@host> request network-access aaa subscriber delete session-id subscriber-session-id
service-profile “profile-name”

Forexample, the following command deactivates both instances of economy-service.

user@host> request network-access aaa subscriber delete session-id 6 service-profile
“economy-service”

3. (Optional) Verify that all instances of the deactivated service are no longer active for
the subscriber.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

In the following example, only premium-service(up-filter,down-filter) is still active.
Neither economy-service(up-filter,down-filter) nor
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economy-service(upstrm-filter,dwnstrm-filter) is listed because all instances of
economy-service were deactivated.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: O
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: premium-service(up-Ffilter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

See Also . Deactivating a Single Instance of a Subscriber Service on page 26
« Verifying Subscriber Services with Multiple Instances on page 30

« Subscriber Services with Multiple Instances Overview on page 23

Verifying Subscriber Services with Multiple Instances

Purpose Display information about the active services for a subscriber identified by the specified
session ID.

Action The following example displays information about the active services for the DHCP
subscriber identified by session ID 6.

user@host> show network-access aaa subscribers session-id 6 detail

Type: dhcp

Stripped username: fms2

AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel

Session ID: 6

Accounting Session ID: 6

Multi Accounting Session ID: 0O

IP Address: 198.51.100.10

Authentication State: AuthStateActive

Accounting State: Acc-Interim-Sent

Provisioning Type: None
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Service name: economy-service(up-Ffilter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

Meaning If parameters are configured when a subscriber service with multiple instances is activated,
the Service name field in the show network-access aaa subscribers session-id command
displays both the service name and, in parentheses following the service name, the service
parameters. If parameters are not configured for a particular service, the show
network-access aaa subscribers session-id command displays only the service name. The
value SvcActive in the Service State field indicates that the service is active.

In this example, two instances of economy-service are active:
economy-service(up-filter,down-filter) and economy-service(upstrm-filter,dwnstrm-filter).
For premium-service, which is also active, the command output displays only the service
name, indicating that no parameters were configured for this service.

See Also . Deactivating a Single Instance of a Subscriber Service on page 26

« Deactivating All Instances of a Subscriber Service on page 28
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Configuring Dynamic Class of Service

CoS for Subscriber Access and Interfaces Overview on page 35
Configuring Scheduling and Shaping for Subscriber Access on page 43

Configuring Hierarchical CoS Scheduling on MPLS Ethernet Pseudowire Subscriber
Interfaces on page 61

Allocating Dedicated Queues for Each Logical Interface Using Per-Unit
Scheduling on page 79

Configuring Dedicated Queue Scaling with Hierarchical CoS or Per-Unit
Scheduling on page 93

Shaping Downstream Traffic Based on Frames or Cells on page 99

Applying CoS to Households or Individual Subscribers Using ACI-Based Dynamic
VLANs on page 115

Applying CoS to Households or Individual Subscribers Using Access Line Identifier
Dynamic VLANs on page 123

Managing Excess Bandwidth Distribution and Traffic Bursts on page 131
Applying CoS Using Parameters Received from RADIUS on page 137

Modifying a Subscriber’ s Shaping Characteristics After a Subscriber is
Instantiated on page 161

Applying CoS to Groups of Subscriber Interfaces on page 165
Applying CoS to Subscriber Interfaces on page 189
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CHAPTER 2

CoS for Subscriber Access and Interfaces
Overview

« CoS for Subscriber Access Overview on page 35
» Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36
. CoS for Aggregated Ethernet Subscriber Interfaces Overview on page 40

« CoS for PPPoE Subscriber Interfaces Overview on page 41

CoS for Subscriber Access Overview

This topic describes class-of-service (CoS) functionality for dynamic subscriber access.

Junos CoS enables you to divide traffic into classes and offer various levels of throughput
and packet loss when congestion occurs. This functionality allows packet loss to happen
according torules that you configure. The Junos CoS features provide a set of mechanisms
that you can use to provide differentiated services when best-effort traffic delivery is
insufficient.

In a subscriber access environment, service providers want to provide video, voice, and

data services over the same network for subscribers. Subscriber traffic is delivered from
the access network, through a router, through a switched Ethernet network, to an Ethernet
digital subscriber line access multiplexer (DSLAM). The DSLAM forwards the subscriber’s
traffic to the residential gateway over a digital subscriber line (DSL). An MX Series router
that is installed in a subscriber access network as an edge router can perform subscriber
management functions that include subscriber identification and per-subscriber CoS.

In a subscriber access network, a subscriber is an authenticated user—a user that has
logged in to the access network at a subscriber interface and then been verified by the
configured authentication server and subsequently granted initial CoS services.
Subscribers can be identified statically or dynamically. In this network, subscribers are
mapped to VLANSs, demux, or PPPOE interfaces.

You can configure the router to provide hierarchical scheduling or per-unit scheduling for
subscribers:

. Hierarchical CoS enables you to apply traffic scheduling and queuing parameters
(which caninclude a delay-buffer bandwidth) and packet transmission scheduling
parameters (which can include buffer management parameters) to an individual
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Related
Documentation

subscriber interface rather than to all interfaces configured on the port. Hierarchical
CoS enables you to dynamically modify queues when subscribers require services.

« Per-unit scheduling enables one set of output queues for each logical interface
configured under the physical interface. In per-unit scheduling configurations, each
Layer 3 scheduler node is allocated a dedicated set of queues.

Because the interface sets corresponding to VLANS using agent-circuit-identifier
information are created dynamically, you can apply CoS attributes, such as shaping, at
the household level. You must set and define the CoS policy for the agent-circuit-identifier
virtual VLAN interface set using the dynamic profile for the agent-circuit-identifier interface
set (not the subscriber profile). CoS on dynamic VLANSs includes support for level 4, level
3, or level 2 scheduler nodes for a dynamic interface set. You can also configure a
traffic-control profile and a remaining traffic-control profile for a dynamic interface set.
CoS on dynamic VLANSs enables you to configure a dynamic scheduler map for a
traffic-control profile that is used by a dynamic interface set. In this case, the dynamic
scheduler map must use the unique ID format.

« Understanding Hierarchical CoS for Subscriber Interfaces
« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36
. Configuring Static Hierarchical Scheduling in a Dynamic Profile

« Configuring Per-Unit Scheduling in a Dynamic Profile on page 80

Guidelines for Configuring Dynamic CoS for Subscriber Access

This topic describes the guidelines for configuring dynamic CoS in a subscriber access
environment.

Configuration Guidelines for Hierarchical CoS and Per-Unit Scheduling

You can configure dynamic CoS with one of the following scheduling configurations:

« For hierarchical scheduling configurations, you must enable hierarchical scheduling in
the static CLI for the interface referenced in the dynamic profile. If not, the dynamic
profile fails.

« For per-unit scheduling configurations, you must enable per-unit scheduling in the
static CLI for the interface referenced in the dynamic profile. If not, the dynamic profile
fails and schedulers are not attached to the interface.

Junos software supports either per-unit scheduling or hierarchical scheduling on an
interface. You cannot run both types of scheduling at the same time. If CoS is active on
aninterface, and you change the type of scheduling configured on the interface, all traffic
is dropped upon egress from the interface.

36
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Configuration Guidelines for Dynamic Scheduling and Queuing

When configuring scheduling and queuing for subscriber access, consider the following
guidelines:

. To improve CoS performance in IPv4, IPv6, and dual-stack networks that use a DHCP
access model, we recommend that you use the aggregate-clients replace statement
rather than the aggregate-clients merge statement.

« You configure the traffic scheduling and shaping parameters in a traffic-control profile
within the dynamic profile. You can configure the scheduler map and schedulers in a
dynamic profile or in the [edit class-of-service] hierarchy. You must statically configure
the remaining CoS parameters, such as hierarchical scheduling, classifiers, drop profiles,
and forwarding classes, in the [edit class-of-service] hierarchy.

« You can configure only one traffic-control-profile under a dynamic profile.

« You must define the output-traffic-control-profile that binds the traffic-control profile
to the interface within the same dynamic profile as the interface.

« Werecommend that you provide different names for the schedulers defined in dynamic
profiles that are used for access and services. For example, if there are two dynamic
profiles, voice-profile and video-profile, provide unique names for the schedulers
defined under those profiles.

« You must use a service dynamic profile with a different profile name for each RADIUS
CoA request over the same logical interface.

« When you configure scheduler and scheduler map sharing in client profiles, schedulers
and scheduler maps must use the unique ID format. If the client profile uses the unique
ID format and you want to have either scheduler or scheduler map sharing for service
activation, you must configure the service profile in unique ID format.

Configuration Guidelines for Dynamic Classifiers and Rewrite Rules

When you configure classifiers and rewrite rules for subscriber access, consider the
following guidelines:

. To apply classifiers and rewrite rules to a subscriber interface in a dynamic profile, you
must configure the rewrite rule and classifier definitions in the static [edit
class-of-service] hierarchy and reference them in the dynamic profile.

- If a static classifier or a rewrite rule definition that is referenced by a dynamic
subscriber interface does not exist, the configuration is invalid and the subscriber
cannot log in.

- If a network administrator changes the static classifiers and rewrite rules definitions
that are referenced in a dynamic profile with an active subscriber interface logged
in, the changes are applied to the active subscriber interface immediately.

- If a network administrator deletes a classifier or a rewrite rule definition that is
referenced by an active dynamic subscriber interface, the system removes the
classifier or rewrite rule binding from the interface. The classifier is replaced by the
default classifier. If the network administrator adds the removed classifier or rewrite
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rule to the configuration while the dynamic interface is active, the addition does not
take effect until the subscriber logs out and then logs in again.

. IPdemuxinterfaces can only instantiate Layer 3 rules (both rewrite rules and classifiers).

- An|P demux subscriberinterface canimplicitly inherit a classifier from the underlying
interface. If an IP demux interface is created without a classifier and a Layer 2 classifier
is attached to the underlying interface, the IP demux interface also inherits the Layer
2 classifier. The show class-of-service interface interface-name command does not
display this attachment.

Table 8 on page 38 lists the classification rule configuration for an IP demux subscriber
interface with a VLAN underlying interface.

Table 8: IP Demux Classification Rules

VLAN Underlying Interface IP Demux Interface Resulting Classifier
Classifier Configuration Classifier Configuration Configuration

Layer 2 — VLAN Layer 2

Layer 2 Layer 3 Demux Layer 3
Layer 3 — Default

Layer 3 Layer 3 Demux Layer 3

- An IP demux subscriber interface explicitly inherits Layer 2 rewrite rules from the
underlying interface if a Layer 2 rewrite rule is present. The show class-of-service
interface interface-name command displays the attachment.

Table 9 on page 38 lists the rewrite rule configuration for an IP demux subscriber
interface with a VLAN underlying interface.

Table 9: IP Demux Rewrite Rules

IP Demux Interface

VLAN Underlying Interface Rewrite Rule Resulting Rewrite Rule
Rewrite Rule Configuration | Configuration Configuration

Layer 2 — VLAN Layer 2

Layer 2 Layer 3 VLAN Layer 2 and demux Layer 3
Layer 3 — Default

Layer 3 Layer 3 Demux Layer 3

- An L2TP subscriber interface can implicitly inherit a classifier from the underlying
interface.

Table 10 on page 39 lists the classification rule configuration for an L2TP LAC
subscriber interface with a VLAN underlying interface.
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Table 10: L2TP Classification Rules

VLAN Underlying Interface

Classifier Configuration

L2TP LAC Classifier
Configuration

Resulting Classifier
Configuration

Layer 2 or Fixed Layer 2 or Fixed VLAN Layer 2 or Fixed
Layer 2 or Fixed Layer 3 Demux/PPPoE Layer 3
Layer 3 Layer 2 or Fixed VLAN Layer 2 or Fixed
Layer 3 Layer 3 Demux/PPPoE Layer 3

- An L2TP LAC subscriber interface explicitly inherits Layer 2 rewrite rules from the
underlying interface if a Layer 2 rewrite rule is present. Table 11 on page 39 lists the
rewrite rule configuration foran L2TP LAC subscriber interface with a VLAN underlying

interface.

Table 11: L2TP LAC Rewrite Rules

VLAN Underlying
Interface Rewrite Rule

Configuration

L2TP Interface Rewrite
Rule Configuration

Resulting Rewrite Rule
Configuration

Layer 2 Layer 2 VLAN Layer 2

Layer 2 Layer 3 VLAN Layer 2 and demux/PPPoE
Layer 3

Layer 3 Layer 2 VLAN Layer 2 and demux/PPPoE
Layer 3

Layer 3 Layer 3 Demux/PPPoE Layer 3

Related .
Documentation

CoS for Subscriber Access Overview on page 35

« Understanding Hierarchical CoS for Subscriber Interfaces

. Configuring Static Hierarchical Scheduling in a Dynamic Profile

« Configuring Per-Unit Scheduling in a Dynamic Profile on page 80

« Configuring Static CoS foran L2TP LNS Inline Service
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CosS for Aggregated Ethernet Subscriber Interfaces Overview

Related
Documentation

You can apply static or dynamic hierarchical CoS to a scheduler node at the aggregated
Ethernet logical interface, its underlying physical interface, or an interface set.

When you configure CoS for aggregated Ethernet interfaces, consider the following
guidelines:

Configure the aggregated Ethernet logical interface over two physical interfaces capable
of performing hierarchical scheduling.

For VLAN subscriber interfaces over aggregated Ethernet, you must enable link
protection on the aggregated Ethernet interface for hierarchical CoS to operate.

Link protection is not required for IP or demux subscriber interfaces over aggregated
Ethernet. We recommend that you enable targeted distribution on the demux interface
to provide accurate hierarchical scheduling for these links.

Keep the following guidelines in mind when configuring interface sets of aggregated
Ethernet interfaces:

- Sets of aggregated Ethernet interfaces are supported on MPC/MIC interfaces on MX
Series routers only.

- The supported logical interfaces for aggregated Ethernet in an interface set include
VLAN demux interfaces, IP demux interfaces, and PPPoE logical interfaces over
VLAN demux interfaces.

- The link membership list and scheduler mode of the interface set are inherited from
the underlying aggregated Ethernet interface over which the interface set is
configured.

- When an aggregated Ethernet interface operates in link protection mode, or if the
scheduler mode is configured to replicate member links, the scheduling parameters
of the interface set are copied to each of the member links.

. If the scheduler mode of the aggregated Ethernet interface is set to scale member
links, the scheduling parameters are scaled based on the number of active member
links and applied to each of the aggregated interface member links.

Understanding Hierarchical CoS for Subscriber Interfaces
Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet Links

Configuring an Interface Set of Subscribers in a Dynamic Profile on page 168

Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview
Static and Dynamic VLAN Subscriber Interfaces over Aggregated Ethernet Overview

Distribution of Demux Subscribers in an Aggregated Ethernet Interface

40
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CoS for PPPoE Subscriber Interfaces Overview

Related
Documentation

For all supported hardware platforms, you can attach an output traffic-control profile
that contains basic shaping and scheduling properties directly to a static or dynamic
PPPoE interface. In this type of scenario, you can use each PPPoE interface to represent
a household and shape all of the household traffic to an aggregate rate. Each forwarding
class is mapped to a queue, and represents one type of services provided to a household
customer.

For MPCs that support hierarchical scheduling, you can shape subscriber or access node
traffic at different levels of the PPPoE interface hierarchy by attaching traffic-control
profiles to interface sets that contain PPPoE members.

MPCs support subscriber interfaces with PPPoE encapsulation over aggregated Ethernet
interfaces. These PPPoOE subscriber interfaces are configured over VLAN demux interfaces,
which are also configured over Aggregated Ethernet interfaces.

You can configure 802.3ad link aggregation group (LAG) stateful port and dense port
concentrator (DPC) redundancy. This provides targeted distribution of non-replicated
(stacked) PPPoE or IP demux links over VLAN demux links, which in turn are over an
aggregated Ethernet (AE) logical interface. Service providers with PPPoE or IP demux
interfaces for CoS configurations can provide DPC and port redundancy to subscribers.

@ NOTE: For static PPPoE underlying logical interfaces, use PPPoE interface
sets.

« Understanding Hierarchical CoS for Subscriber Interfaces
. Configuring Static Hierarchical Scheduling in a Dynamic Profile
« Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface

« CoS on Enhanced IQ2 PICs Overview
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Configuring Scheduling and Shaping for
Subscriber Access

« Configuring Traffic Scheduling and Shaping for Subscriber Access on page 43
« Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 48
« Configuring Scheduler and Scheduler Map Sharing on page 54

« Example: Providing Unique Rate Configurations for Schedulers in a Dynamic
Profile on page 56

« Example: Configuring Aggregate Scheduling of Queues for Residential Subscribers on
Static IP Demux Interfaces on page 57

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 59

Configuring Traffic Scheduling and Shaping for Subscriber Access

You use traffic-control profiles to configure traffic shaping and scheduling properties.

You can choose to configure static values or dynamic variables for the shaping parameters.
The values for the dynamic variables are obtained from RADIUS when a subscriber logs
in or when a subscriber changes services.

You cannot configure a traffic-control profile that contains a combination of static and
dynamic parameters.

This topic includes the following tasks:

» Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic
Profile on page 43

« Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic
Profile on page 44

« Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to
Subscribers on page 45

Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic Profile
To configure static traffic shaping and scheduling parameters in a traffic-control profile:

1. Create the traffic-control profile and assign a name.

Copyright © 2019, Juniper Networks, Inc. 43



Broadband Subscriber Services Feature Guide

See Also

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles profile-name

Apply a static scheduler map that has been configured in the [edit class-of-service]
hierarchy.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set scheduler-map map-name

Configure the shaping rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set shaping-rate (rate <burst-size bytes>

Configure the guaranteed rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set guaranteed-rate (rate <burst-size bytes>

Configure the delay-buffer rate.

If you do not include this statement, the delay-buffer rate is based on the guaranteed
rate if one is configured, or on the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set delay-buffer-rate (percent percentage | rate)

Configuring Static Hierarchical Scheduling in a Dynamic Profile

Example: Maintaining a Constant Traffic Flow by Configuring a Static VLAN Interface
with a Dynamic Profile for Subscriber Access

Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

CoS for Subscriber Access Overview on page 35

Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic Profile

You can configure variables for the traffic shaping and scheduling parameters. The values
for the parameters are dynamically obtained by RADIUS when a subscriber logs in or
changes a service.

To configure dynamic traffic-control profiles in a dynamic profile:

1.

Create the traffic-control profile.

44
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SeeAlso .

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles profile-name

Reference a dynamic scheduler map.

The scheduler map is dynamically configured in the [edit dynamic-profiles profile-name
class-of-service scheduler-maps] hierarchy.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set scheduler-map $Sjunos-cos-scheduler-map

Configure the shaping rate variable.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set shaping-rate Sjunos-cos-shaping-rate <burst-size bytes>

Configure the guaranteed rate variable.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set guaranteed-rate Sjunos-cos-guaranteed-rate <burst-size [ bytes |
$junos-cos-guaranteed-rate-burst] >

Configure a variable for the delay-buffer rate.

If you do not include this statement, the delay-buffer rate is based on the guaranteed
rate if one is configured, or the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set delay-buffer-rate Sjunos-cos-delay-buffer-rate

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

Example: Maintaining a Constant Traffic Flow by Configuring a Static VLAN Interface
with a Dynamic Profile for Subscriber Access

Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

CoS for Subscriber Access Overview on page 35

Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to Subscribers

Subscriber management enables you to use the CLI to modify a traffic-control profile
that is currently applied to existing subscribers. This feature allows you to update
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subscribers who are initially assigned the default traffic-control profile, which might have
limited features.

TIP: You specify the default traffic-control profile with the

predefined-variable-defaults statement and the cos-traffic-control-profile

variable at the [edit dynamic-profiles profile-name class-of-service] hierarchy
level. See Junos OS Predefined Variables and Configuring Predefined Dynamic
Variables in Dynamic Profiles for more information about predefined variables.

There are two methods you can use to modify a traffic-control profile that is in use—global
and per-subscriber. The global method modifies the traffic-control profile for all
subscribers currently using the traffic-control profile. The per-subscriber method modifies
the traffic-control profile for a particular subscriber—all other subscribers currently using
the traffic-control profile remain unaffected.

The global and per-subscriber methods share the following characteristics:

« They modify traffic-control profiles that are currently applied to active subscribers.

« Neither method creates new traffic-control profiles; they modify existing traffic-control
profiles that have been previously created using the traffic-control-profiles statement
at the [edit dynamic-profiles profile-name class-of-service] hierarchy level.

- Modifications are transparent to the active subscribers who are using the modified
profile. The modified traffic-control profile is assigned without requiring any action by
the subscriber.

. Both methods are useful when updating subscribers who are initially assigned the
default traffic-control profile, which might have limited features. You specify the default
traffic-control profile with the predefined-variable-defaults statement and the
cos-traffic-control-profile variable at the [edit dynamic-profiles profile-name
class-of-service] hierarchy level.

@ NOTE: Tosupport CLI modification of traffic-control profiles in an IPv4/IPv6
dual-stack environment, you must have the aggregate-clients replace
statement enabled at the [edit system services dhcp-local-server group
group-name dynamic-profile profile-name] hierarchy

This topic includes the following tasks:
« Using the CLI to Globally Modify a Traffic-Control Profile Currently Applied to Multiple
Subscribers on page 47

» Using the CLI to Modify a Traffic-Control Profile for a Specific Current
Subscriber on page 47

46
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Using the CLI to Globally Modify a Traffic-Control Profile Currently Applied to
Multiple Subscribers

To make a global modification for all current subscribers assigned a particular
traffic-control profile, you change one or more parameters for the traffic-control profile
and commit the changes.

In this example, the statement changes the shaping rate for the existing traffic-control
profile named TCP-silver. After the change, the new shaping rate applies to all subscribers
currently using TCP-silver.

1. Access the traffic-control profile you want to modify.
[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles TCP-silver

2. Specify the parameters that you want to modify in the traffic-control profile.
[edit dynamic-profiles business-profile class-of-service traffic-control-profiles

TCP-silver]
user@host# set shaping-rate 20m

3. Commit the configuration change to update the traffic-control profile. All current
subscribers using TCP-silver now have the new shaping-rate.

Using the CLI to Modify a Traffic-Control Profile for a Specific Current Subscriber

To make a per-subscriber modification for a specific subscriber that is currently assigned
a traffic-control profile, you specify the name of the new traffic-control profile to use.

In this example, the command replaces the existing traffic-control profile with the profile
named TCP-gold. The new traffic-control profile applies only to the subscriber identified
by session ID 2551.

« Request that the traffic-control profile named TCP-gold be applied to session ID 2551.

user@host> request network-access aaa subscriber modify session-id 2551
junos-cos-traffic-control-profile TCP-gold

The system then displays the status message, Successful completion, indicating that the
modification is successful. The subscriber identified by session ID 2551 now uses the
TCP-gold traffic-control profile.

See Also . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

Related . Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Documentation Dynamic CoS for Subscriber Access on page 36

« CoS for Subscriber Access Overview on page 35
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. Configuring Static Hierarchical Scheduling in a Dynamic Profile

« Example: Maintaining a Constant Traffic Flow by Configuring a Static VLAN Interface
with a Dynamic Profile for Subscriber Access

« Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

. Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 59

Configuring Schedulers in a Dynamic Profile for Subscriber Access

You use schedulers to define the parameters of output queues. These properties include
the amount of interface bandwidth assigned to the queue, the size of the memory buffer
allocated for storing packets, the priority of the queue, and the tail drop profiles associated
with the queue.

You can configure up to four schedulers in a dynamic profile.

Within a dynamic profile, you can choose to define schedulers with static values, dynamic
variables, ora combination of static values and dynamic variables. The dynamic variables
enable RADIUS to provide the value for the scheduler parameter when the subscriber
logs in.

« Configuring Static Schedulers in a Dynamic Profile on page 48

« Configuring Dynamic Schedulers with Variables in a Dynamic Profile on page 50

» Configuring a Combination of Static and Dynamic Scheduler Parametersin a Scheduler
Definition on page 51

Configuring Static Schedulers in a Dynamic Profile

This topic describes how to configure schedulers with static values in a dynamic profile
for subscriber access.

To configure static scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.

a. Specify the scheduler for which you want to configure parameters.
[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name
b. Configure the buffer size.
[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size remainder
c. Configure the drop-profile map and drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

48
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user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

d. Configure the priority.
[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set priority low

e. Configure the transmit rate.
[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate percent 40

f. Configure the excess rate.
[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent 90

g. (Optional) Configure the priority value for the excess-rate.
[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

user@host# set excess-priority high

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.
[edit dynamic-profiles profile-name class-of-service]
user@host# set scheduler-maps data-smap
b. Configure the forwarding class.
[edit dynamic-profiles profile-name class-of-service scheduler-maps map-name]
user@host# set forwarding-class be
c. Configure the scheduler.
[edit dynamic-profiles profile-name class-of-service scheduler-maps map-name

forwarding-class forwarding-class-name]
user@host# set scheduler be_sch

See Also . Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 36

« Changing CoS Services Overview on page 141
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Configuring Dynamic Schedulers with Variables in a Dynamic Profile

You can configure variables for the dynamic scheduler parameters. These values are
dynamically obtained by RADIUS when a subscriber logs in or changes a service using a
RADIUS change of authorization (CoA) message.

To configure dynamic scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.

a. Specify the scheduler name using a variable.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers $Sjunos-cos-scheduler

b. Configure the variable for the buffer size.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set buffer-size (percent Sjunos-cos-scheduler-bs | temporal
Sjunos-cos-scheduler-bs)

c. Configure the variables for the drop-profile maps and the drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers]

user@host# set drop-profile-map loss-priority low protocol any drop-profile
Sjunos-cos-scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any
drop-profile Sjunos-cos-scheduler-medium-low

user@host# set drop-profile-map loss-priority medium-high protocol any
drop-profile Sjunos-cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile
Sjunos-cos-scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile
$junos-cos-scheduler-any

d. Configure the variable for the priority.
[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set priority Sjunos-cos-scheduler-pri

e. Configure the variable for the transmit rate.
[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set transmit-rate Sjunos-cos-scheduler-tx

f. Configure the variable for the excess rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set excess-rate percent Sjunos-cos-scheduler-excess-rate
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g. Configure the variable for the priority of the excess-rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set excess-priority Sjunos-cos-scheduler-excess-priority

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit scheduler-maps scheduler-map-name

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set scheduler Sjunos-cos-scheduler

See Also . Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 36

« Changing CoS Services Overview on page 141

Configuring a Combination of Static and Dynamic Scheduler Parameters in a Scheduler Definition

Within a dynamic profile, you can choose to configure one dynamic scheduler definition,
or combine static and dynamic scheduler parameters in many static scheduler definitions.

Combining static and dynamic scheduler parameters enables you to provide subscribers
with unigue rate configurations that the RADIUS definitions for predefined variables do
not allow.

To configure a scheduler definition that contains static and dynamic scheduling and
queuing parameters:

1. Configure the scheduler definition.

a. Specify the scheduler name.

@ NOTE: To configure a static scheduler that contains both static and
dynamic parameters, you must specify a unique scheduler name, not
the Sjunos-cos-scheduler variable.
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[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name

b. Configure the buffer size.

Do either of the following:
« Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size (percent percentage | remainder | temporal
(microseconds)

« Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size (percent Sjunos-cos-scheduler-bs | temporal
Sjunos-cos-scheduler-bs)

c. Configure the drop-profile maps, the drop profile, and the priority.

Do either of the following:
« Configure static values.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set priority low

« Configure variables.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

user@host# set drop-profile-map loss-priority low protocol any drop-profile
$junos-cos-scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any
drop-profile $junos-cos-scheduler-medium-low

user@host# set drop-profile-map loss-priority medium-high protocol any
drop-profile $Sjunos-cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile
Sjunos-cos-scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile
Sjunos-cos-scheduler-any

d. Configure the priority.

Do either of the following:
. Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high
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« Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority Sjunos-cos-scheduler-excess-priority

e. Configure the transmit rate.

Do either of the following:
. Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate

« Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate $junos-cos-scheduler-tx

f. Configure the excess rate.

Do either of the following:
« Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent 250

« Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent Sjunos-cos-scheduler-excess-rate

g. Configure the priority for the excess-rate.

Do either of the following:
« Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high

« Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority percent $junos-cos-scheduler-excess-priority

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit scheduler-maps scheduler-map-name

b. Configure the forwarding class.
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See Also

Related
Documentation

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set scheduler Sjunos-cos-scheduler

. Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 36

« Changing CoS Services Overview on page 141

. Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 36

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 59

« Changing CoS Services Overview on page 141

Configuring Scheduler and Scheduler Map Sharing

The system generates unique identifiers (IDs) in dynamic profiles created for services.
The generated unique IDs enable you to identify and configure separate parameter values
with the same variable name. When applied to CoS, you can configure scheduler and
scheduler map sharing. In client-access profiles, schedulers and scheduler maps must
use the unique ID format. If the client-access profile uses the unique ID format and you
want to have either scheduler or scheduler map sharing for service activation, you must
configure the service profile in unique ID format. Generating unique IDs based on
schedulers and scheduler maps eliminates duplication and improves router performance
and scalability. You can configure scheduler and scheduler map sharing by including the
variables for CoS in the client access or service dynamic profile. All scheduler maps and
schedulers must be in the unigue ID format.

Before you configure variables for the client access or service dynamic profile:

« Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.
To configure variables for the client access or service dynamic profile:
1. Configure the variables for the dynamic client access profile.

[edit dynamic-profiles client-profile variables]
user@host# set smap_data uid
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user@host# set data_sched vid

2. Configure the CoS parameters for the variables in the scheduler profile.

[edit dynamic-profiles client-profile class-of-service]
user@host# edit schedulers “Sdata_sched”
user@host# set transmit-rate percent 10
user@host# set buffer-size remainder

user@host# set priority low

3. Configure the CoS parameters for the variables in the scheduler maps profile.

[edit dynamic-profiles client-profile class-of-service]
user@host# edit scheduler-maps “$Ssmap_data”
user@host# edit forwarding-class be scheduler “Sdata_sched”

Forexample, you can configure scheduler maps and schedulers for a client access profile:

dynamic-profiles {
cos-para {
variables {

data_smap uid;
data_video_smap uid;
voice_smap uid;
data_sched uid;
video_sched uid;
voice_sched uid;

}

class-of-service {
traffic-control-profiles {
tcpl {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate 10m;
delay-buffer-rate "$junos-cos-delay-buffer-rate";
1
}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcpl;
}
1
}

scheduler-maps {
"$data_smap" {
forwarding-class be scheduler "$data_sched";
1
"$data_video_smap" {
forwarding-class be scheduler "$data_sched";
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forwarding-class af scheduler "$video_sched";

1

“$voice_smap” {
forwarding-class ef scheduler “$voice_sched”;

1

1
schedulers {

"$data_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";

}

"$video_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";

1

“$voice_sched” {
transmit-rate percent 10;
buffer-size remainder;;
priority low;

Related . Dynamic Profiles Overview

Documentation « Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

Example: Providing Unique Rate Configurations for Schedulers in a Dynamic Profile

Combining static and dynamic schedulers in a dynamic profile enables you to provide
subscribers with services that have unique scheduler definitions.

In this example, the network administrator configures the data service with a transmit-rate
that is rate controlled using the $Sjunos-cos-scheduler-tx predefined variable. RADIUS
dynamically supplies the percentage value for the transmission rate that is specified in
the RADIUS VSA to the data scheduler when the subscriber logs in.

For the best-effort service, the network administrator assigns the remaining transmission
rate that is available.

schedulers {
data-scheduler {
transmit-rate percent rate-limit $junos-cos-scheduler-tx;
buffer-size percent $junos-cos-scheduler-bs;
priority $junos-cos-scheduler-pri;
drop-profile-map loss-priority low protocol any drop-profile dO;
drop-profile-map loss-priority medium-low protocol any drop-profile di;
drop-profile-map loss-priority medium-high protocol any drop-profile d2;
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drop-profile-map loss-priority high protocol any drop-profile d3;
drop-profile-map loss-priority any protocol any drop-profile all;
1
best-effort-scheduler {
transmit-rate remainder;
buffer-size percent $junos-cos-scheduler-bs;
priority medium-high;
drop-profile-map loss-priority low protocol any drop-profile
$junos-cos-scheduler-dropfile-low;
drop-profile-map loss-priority medium-low protocol any drop-profile di;
drop-profile-map loss-priority medium-high protocol any drop-profile
$junos-cos-scheduler-dropfile-medium-high;
drop-profile-map loss-priority high protocol any drop-profile d3;
drop-profile-map loss-priority any protocol any drop-profile
$junos-cos-scheduler-dropfile-any;

Related . Configuringa Combination of Static and Dynamic Scheduler Parametersina Scheduler
Documentation Definition on page 51

Example: Configuring Aggregate Scheduling of Queues for Residential Subscribers on
Static IP Demux Interfaces

In this example, scheduling is configured for a residential subscriber. Each forwarding
class represents a multiplay service (voice, video, and data), and is equivalent to a queue.

An interface set of IP demux interfaces represents a DSLAM, and provides shaping of
subscribers services to a DSLAM aggregate rate.

[edit]
interfaces {
interface-set demux-set {
interface demuxO {
unit O;
unit1;
}
1
ge-2/0/114
vlan-tagging;
unit1{
per-session-scheduler;
vlan-id 1;
demux-source inet;
family inet {
address 192.0.2.4/24;
1
}
1
demuxO {
unit O {
demux-options {
underlying-interface ge-2/0/1.1;
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}
family inet {
address 192.0.2.1/24;
demux-source {
192.0.2.0/24;
}
}
}
unit 1§
demux-options {
underlying-interface ge-2/0/1.1;
1
family inet {
address 192.0.2.21/24;
demux-source {
192.0.2.20/24;

1
}
1
}
class-of-service {
traffic-control-profiles {
T1{
scheduler-map mi;
shaping-rate 5m;
}
T2{
shaping-rate 60m;
}
1
interfaces {
interface-set demux-set {
output-traffic-control-profile T2;

1
demuxO {
unit 0 {
output-traffic-control-profile T1;
1
unit1{
output-traffic-control-profile TT;
1
1
1
scheduler-maps {
mi {
forwarding-class best-effort scheduler s0O;
forwarding-class expedited-forwarding scheduler si;
forwarding-class assured-forwarding scheduler s2;
forwarding-class network-control scheduler s3;
1
}
schedulers {
sO {

transmit-rate percent 10;
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buffer-size percent 10;

}

s1{
transmit-rate percent 20;
buffer-size percent 20;

1

s2{
transmit-rate percent 30;
buffer-size percent 30;

}

s3{
transmit-rate percent 40;
buffer-size percent 40;

}

1

}

Verifying the Scheduling and Shaping Configuration for Subscriber Access

Purpose View the class-of-service (CoS) configurations that are referenced in a dynamic profile
for subscriber access.

Action .

To display the entire CoS configuration, including static and dynamic parameters:
user@host> show class-of-service

To display the CoS configuration for a subscriber interface:
user@host> show class-of-service interface

To display traffic shaping and scheduling profiles:

user@host> show class-of-service traffic-control-profile

Todisplay the mapping of schedulers to forwarding classes and a summary of scheduler

parameters for each entry:

user@host> show class-of-service scheduler-map
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Configuring Hierarchical CoS Scheduling
on MPLS Ethernet Pseudowire Subscriber
INterfaces

« Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets
Over Underlying Logical Interfaces for a CoS scheduler Hierarchy on page 61

« Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets
Over MPLS Pseudowires for a CoS scheduler Hierarchy on page 64

« Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical Schedulers Using
Dynamic Profiles for Differentiating Home and Access Node Networks on page 67

» Example: Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical
Schedulers Using Static CoS for Differentiating Home and Access Node
Networks on page 72

Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets
Over Underlying Logical Interfaces for a CoS scheduler Hierarchy

Starting in Junos OS Release 15.1, you can enable a CoS scheduling hierarchy for subscriber
logical interfaces or interface sets over underlying logical interfaces. Until Junos OS
Release 14.2, an interface set can be either at Layer 2 or Layer 3 levels of the CoS
three-level hierarchical scheduler. When the interface set is at the Layer 3 level, a
mechanism to configure the Layer 2 node to which the Layer 3 node belonged was not
available. As a result, the Layer 2 node was a dummy node in such a case for the
three-level hierarchical scheduler.

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an
interface set to denote a home network, it might be necessary to configure the home
network and the access node (such as a digital subscriber line access multiplexer, or
DSLAM) in a scheduler hierarchy. This method of hierarchical scheduler is necessary in
agent circuit identifier (ACI) VLANs because a home or an ACl is always an interface set
in such topologies. You can now enable an enhanced subscriber management logical
interface, such as an MPLS pseudowire logical interface to function as a Layer 2 node in
a CoS hierarchical scheduler. A subscriber logical interface is considered to operate at
Layer 2 only if you configure three-level hierarchical scheduling on the logical tunnel
anchor point on the physical interface (the IFD). An MPLS pseudowire is a virtual device
that is stacked above the logical tunnel anchor point. Implicit hierarchy processes the
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interface stack properly in such a setup. To configure three-level hierarchical scheduling,
include the implicit- hierarchy option at the [edit interfaces “Sjunos-interface-ifd-name”
hierarchical-scheduler] or the [edit interfaces lt-device hierarchical-scheduler] hierarchy
level. If the implicit-hierarchy option is not set on the logical tunnel anchor point, logical
interfaces behave normally with the hierarchical-scheduler mode configured with or
without the hierarchical-scheduler maximum-hierarchy-levels option under the [edit
interfaces interface-name hierarchical-scheduler] statement.

In this case, when you apply a traffic-control profile to the pseudowire and service logical
interfaces, they both reside in level 3 scheduler nodes and do not form a scheduling
hierarchy, which might not be the desirable behavior. Subscriber logical interfaces at
Layer 3 that are stacked over the underlying logical interfaces at Layer 2 are supported
if the Layer 2 logical interface is an underlying interface of the Layer 3 interface.

For example, if a PPPOE logical interface contains an underlying logical interface,
ge-1/0/0.100, the ge-1/0/0.100 interface can be at Layer 2 and the PPPoE logical interface
can be at Layer 3. You can also configure PPP or IP demux interfaces in such a fashion
at Layer 3. Similarly, you can configure logical interfaces at Layer 2 that serve as underlying
interfaces for logical interface sets, such as PPPoE ACl interface sets or IP demux interface
sets, where all the member logical interfaces of the interface set contain the same
underlying logical interface at Layer 2. You can configure the logical interfaces at Layer
2 in a dynamic profile or in a static CoS configuration.

Dynamic profile CoS configuration for underlying logical interfaces is supported because
two interface stanzas with TCPs in one dynamic profile are considered valid. For dynamic
underlying logical interfaces, you can configure in a profile different from the client logical
interface profile orin the same profile as the client profile. If the underlying logical interface
is static and CoS is configured dynamically in a dynamic profile, it must be specified in
the same profile as the client logical interface. However, CoS for the underlying logical
interfaces must be configured either in a dynamic profile or in a static CoS because both
static CoS and dynamic CoS are not supported on the same logical interface.

Reparenting is a technigue that denotes the movement of the CoS hierarchical scheduler
from one node to another node, such as moving all logical interfaces stacked over an
underlying logical interface on top of the base physical interface to be over the underlying
logical interface directly and adding the scheduling node. This movement might occur
when when CoS for the underlying logical interface or the underlying interface set is
configured later than the client logical interface (IP demux or PPPoE).

Reparenting is not supported for enhanced subscriber management logical interfaces
in a CoS hierarchical scheduler that includes enhanced subscriber management logical
interfaces over a purely dynamic column and enhanced subscriber management logical
interfaces over a partially static column. The following describes real-world network
environments where reparenting might be required and the alternative approaches that
can be adopted in such conditions:

Adding or removing static CoS configuration from an IFL set or an underlying IFL with
enhanced subscriber management logical interface on top of it—In such a scenario,
adding or removing static CoS is not supported after a subscriber has logged in to the
interface columninan environment where enhanced subscriber management is enabled.
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A commit error occurs when you attempt this CoS configuration change. This commit
failure is not a problem in customer networks because the networks are previously
designed, Layer 2 nodes specified, and CoS is configured much before clients are logged
in.

Two dynamic profiles for Client logical interfaces over a single CVLAN (or an ACI VLAN)
with underlying CoS configuration in one client profile and not in the other profile—In
such a scenario, you can maintain dynamic profiles with underlying configuration to be
consistent — either all profiles contain underlying CoS config or none of them contain
CoS configuration. A negative acknowledgment is sent when a subscriber attempts to
log in if a differing way of CoS configuration is observed in the client profiles.

A client profile foraninternal node (for example, C-VLAN or IFL set) that does not contain
CoSinitiallyand CoS is applied later using a service profile—In such a scenario, it is required
that you always specify CoS scheduling in the client profile if you want to reapply some
of the settings using a service profile. If this method of configuration is not adopted, a
negative acknowledgment is sent when a subscriber attempts to log in. Static or dynamic
demux, PPPOE, or PPP interfaces over aggregated Ethernet logical interfaces are not
supported.

Consider a scenario in which three subscriber queues, namely, PPPoE subscriber queue
1, PPPoE subscriber queue 2, and DHCP subscriber queues, are established. A Gigabit
Ethernet interface, ge-1/0/0 is at Layer 1. Two Layer 2 interface nodes are stacked over
the Layer 1 base interface. The Layer 2 interfaces are ge-1/0/0.x or demux0.x and
ge-1/0/0.y or demuxO0.y. Logical interface sets, pppoe-iflset (for access node) and
demux-iflset (for home network), are configured at Layer 3 to handle two sets of PPPoE
subscriber queues respectively over the Layer 2 interface, ge-1/0/0.x or demux0.x. A
traffic control profile, subscriber-tcp, is attached to both these Layer 3 IFL sets.
ppp-demux-iflset (demux and pppoe) is the interface set over the Layer 2 interface of
ge-1/0/0.y or demuxO.y. A traffic control profile, subscriber-tcp, is attached to this
interface set. ge-1/70/0.X or demux0.X is the UIFL for all logical interfaces that belong to
the pppoe-iflset and demux-iflset. In this topology, ge-1/0/0.Y or demuxQ.Y is the UIFL
for all logical interface that belong to ppp-demux-iflset.

Consider another scenario in which three susbcriber queues, PPPoE subscriber queues,
demux subscriber queues, and DHCP subscriber queues, are established. A Gigabit
Ethernet interface, ge-1/0/0 is at Layer 1. Two Layer 2 interface nodes are stacked over
the Layer 1 base interface. The Layer 2 interfaces are ge-1/0/0.X or demux0.X, and
ge-1/0/0.Y or demux0.Y. At Layer 3, pp0.XX is configured over the underlying Layer 2
interface of ge-1/0/0.X or demux0.X, demux0.ZZ is configured over the underlying Layer
2 interface of ge-1/0/0.X or demux0.X, and ppO.YY is configured over the underlying
Layer 2 interface of ge-170/0.Y or demux0.Yge- 1/0/0.Y or demux0.Y. Traffic control
profiles, subcriber-tcp, are applied to pp0.xx for PPPoE subscriber queues, to demuxO.yy
for demux subscriber queues, and ppO.yy for DHCP subscriber queues. In this topology,
ge-1/0/0.X or demux0.X is the underlying IFL for pp0.XX and demux0.ZZ. ge-1/0/0.Y or
demuxQ.Y is the underlying IFL for ppO.YY.

Related .
Documentation

Copyright © 2019, Juniper Networks, Inc. 63



Broadband Subscriber Services Feature Guide

Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets
Over MPLS Pseudowires for a CoS scheduler Hierarchy

Starting in Junos OS Release 15.1, you can enable a CoS scheduling hierarchy for subscriber
logical interfaces or interface sets over underlying MPLS pseudowire logical interfaces.
Until Junos OS Release 14.2, an interface set can be either at Layer 2 or Layer 3 levels of
the CoS three-level hierarchical scheduler. When the interface set is at the Layer 3 level,
a mechanism to configure the Layer 2 node to which the Layer 3 node belonged was not
available. As a result, the Layer 2 node was a dummy node in such a case for the
three-level hierarchical scheduler.

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an
interface set to denote a home network, it might be necessary to configure the home
network and the access node (such as a digital subscriber line access multiplexer, or
DSLAM) in a scheduler hierarchy. This method of hierarchical scheduler is necessary in
agent circuit identifier (ACIl) VLANs because a home or an ACl is always an interface set
in such topologies.

Enhanced subscriber management enables you to take advantage of increased scaling
and performance for configuring and managing dynamic interfaces and services for
subscriber management. You can now enable an enhanced subscriber management
logical interface, such as an MPLS pseudowire logical interface to function as a Layer 2
nodein a CoS hierarchical scheduler. A subscriber logical interface is considered to operate
at Layer 2 only if you configure three-level hierarchical scheduling on the logical tunnel
anchor point on the physical interface (the IFD). An MPLS pseudowire is a virtual device
that is stacked above the logical tunnel anchor point. Implicit hierarchy processes the
interface stack properly in such a setup. To configure three-level hierarchical scheduling,
include the implicit- hierarchy option at the [edit interfaces “Sjunos-interface-ifd-name”
hierarchical-scheduler] or the [edit interfaces lt-device hierarchical-scheduler] hierarchy
level. If the implicit-hierarchy option is not set on the logical tunnel anchor point, logical
interfaces behave normally with the hierarchical-scheduler mode configured with or
without the hierarchical-scheduler maximum-hierarchy-levels option under the [edit
interfaces interface-name hierarchical-scheduler] statement. Figure 1 on page 65 shows
the protocol stack for a pseudowire subscriber logical interface.

64

Copyright © 2019, Juniper Networks, Inc.



Chapter 4: Configuring Hierarchical CoS Scheduling on MPLS Ethernet Pseudowire Subscriber Interfaces

Figure 1: Pseudowire Subscriber Interface Protocol Stack
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In this case, when you apply a traffic-control profile to the pseudowire and service logical
interfaces, they both reside in level 3 scheduler nodes and do not form a scheduling
hierarchy, which might not be the desirable behavior. Subscriber logical interfaces at
Layer 3 that are stacked over the underlying MPLS pseudowire logical interfaces at Layer
2 are supported if the Layer 2 logical interface is an underlying interface of the Layer 3
interface.

For example, if a PPPOE logical interface contains an MPLS pseudowire,
psps-anchor-device- name.logical-unit-number, as the underlying interface, the
psps-anchor-device-name.logical-unit-number interface can be at Layer 2 and the PPPoE
logical interface can be at Layer 3. You can also configure PPP or IP demux interfaces in
such afashion at Layer 3. Similarly, you can configure MPLS pseudowire logical interfaces
at Layer 2 that serve as underlying interfaces for logical interface sets, such as PPPoE
ACl interface sets or IP demux interface sets, where all the member logical interfaces of
the interface set contain the same underlying MPLS pseudowire at Layer 2. You can
configure the MPLS pseudowire logical interfaces at Layer 2 in a dynamic profile orin a
static CoS configuration.

Dynamic profile CoS configuration for underlying logical interfaces is supported because
two interface stanzas with TCPs in one dynamic profile are considered valid. For dynamic
pseudowire underlying logical interfaces, you can configure in a profile different from the
client logical interface profile or in the same profile as the client profile. If the underlying
logical interface is static and CoS is configured dynamically in a dynamic profile, it must
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be specified in the same profile as the client logical interface. However, CoS for the
underlying logical interfaces must be configured either in a dynamic profile or in a static
CoS because both static CoS and dynamic CoS are not supported on the same logical
interface.

Reparenting is a technigue that denotes the movement of the CoS hierarchical scheduler
from one node to another node, such as moving all logical interfaces stacked over an
underlying logical interface on top of the base physical interface to be over the underlying
logical interface directly and adding the scheduling node. This movement might occur
when when CoS for the underlying logical interface or the underlying interface set is
configured later than the client logical interface (IP demux or PPPoE).

Reparenting is not supported for enhanced subscriber management logical interfaces
in a CoS hierarchical scheduler that includes enhanced subscriber management logical
interfaces over a purely dynamic column and enhanced subscriber management logical
interfaces over a partially static column. The following describes real-world network
environments where reparenting might be required and the alternative approaches that
can be adopted in such conditions:

Adding or removing static CoS configuration from a logical interface (IFL) set or an
underlying IFL with enhanced subscriber management logical interface on top of it is not
supported. In such a scenario, adding or removing static CoS is not supported after a
subscriber has logged in to the interface column in an environment where enhanced
subscriber management is enabled. A commit error occurs when you attempt this CoS
configuration change. This commit failure is not a problem in customer networks because
the networks are previously designed, Layer 2 nodes specified, and CoS is configured
much before clients are logged in.

Two dynamic profiles for Client logical interfaces over a single CVLAN (or an ACI VLAN)
with underlying CoS configuration in one client profile and not in the other profile—In
such a scenario, you can maintain dynamic profiles with underlying configuration to be
consistent — either all profiles contain underlying CoS config or none of them contain
CoS configuration. A negative acknowledgment is sent when a subscriber attempts to
log in if a differing way of CoS configuration is observed in the client profiles.

A client profile foraninternal node (for example, C-VLAN or IFL set) that does not contain
CoSinitiallyand CoS is applied later using a service profile—In such a scenario, it is required
that you always specify CoS scheduling in the client profile if you want to reapply some
of the settings using a service profile. If this method of configuration is not adopted, a
negative acknowledgment is sent when a subscriber attempts to log in. Static or dynamic
demux, PPPoE, or PPP interfaces over aggregated Ethernet logical interfaces are not
supported.

Consider a scenario in which three subscriber queues, namely, PPPoE subscriber queue
1, PPPOE subscriber queue 2, and DHCP subscriber queues, are established. A logical
tunnel interface, [t-170/0 is at Layer 1. Two Layer 2 interface nodes are stacked over the
Layer 1 base interface. The Layer 2 interfaces are psX.Y and psX.Z. Logical interface sets,
ppp0.XX (for access node) and demux0.ZZ (for home network), are configured at Layer
3 to handle PPPoE subscriber queues and DHCP subscriber queues respectively over the
Layer 2 interface, psX.Y. A logical interface, ppO.YY, is configured at Layer 3 to handle
PPPoE subscriber queues over the Layer 2 interface, psX.Z. A traffic control profile,
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subscriber-tcp, is attached to these Layer 3 interfaces. psX.Y is the underlying logical
interface for pp0.XX and demux0.ZZ if Y is not 0. psX.Z is the underlying logical interface
for ppO.YY if Z is not 0. psX.0 is called the pseudowire transport logical interface and
psX.Y (where Y is not equal to 0) is called the pseudowire service logical interface.

Consider another scenario in which two susbcriber queues, PPPoE subscriber queues
and DHCP subscriber queues, are established. A logical tunnel interface, lt- 170/0 is at
Layer 1. Two Layer 2 interface nodes are stacked over the Layer 1 base interface. The
Layer 2 interfaces are psX.Y and psX.Z. Logical interface sets, pppoe-iflset (for access
node) and demux-iflset (for home network), are configured at Layer 3 to handle PPPoE
subscriber queues and DHCP subscriber queues respectively over the Layer 2 interface,
psX.Y. A logical interface set, ppp-demux-iflset, is configured at Layer 3 to handle PPPoE
and DHCP subscriber queues over the Layer 2 interface, psX.Z. A traffic control profile,
subscriber-tcp, is attached to these Layer 3 interfaces. psX.Y is the underlying logical
interface for all logical interfaces that belong to the pppoe-iflset and demux-iflset if Y
is not equal to 0. psX.Z is the underlying logical interface for all logical interfaces that
belong to the ppp-demux-iflset interface set if Z is not 0. psX.0 is called the pseudowire
transport logical interface and psX.Y (where Y is not equal to O) is called the pseudowire
service logical interface.

Related .
Documentation

Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical Schedulers Using
Dynamic Profiles for Differentiating Home and Access Node Networks

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an
interface set to denote a home network, it might be necessary to configure the home
network and the access node (such as a digital subscriber line access multiplexer, or
DSLAM) in a scheduler hierarchy. This method of hierarchical scheduler is necessary in
agent circuit identifier (ACl) VLANs because a home or an ACl is always an interface set
in such topologies. You can configure a subscriber logical interface or an interface set at
Layer 3 over an underlying enhanced subscriber management logical interface that
functions as a Layer 2 node. You can configure a the Layer 2 logical interface in a CoS
dynamic profile.

Consider a scenario in which a Layer 3 interface set, ACI-set aci-1006-ps0.3221225479,
is stacked over dynamic a MPLS pseudowire service logical interface, ps0.3221225479,
at Layer 2. You can configure only one traffic-control-profile under a dynamic profile.
You must define the output-traffic-control-profile that binds the traffic-control profile
to the interface within the same dynamic profile as the interface. Two traffic control
profiles are defined to apply an output traffic scheduling and shaping profile to the MPLS
pseudowire logical interface. These control profiles are an-tcp to be applied for TCP
subscribers that are terminated at the access mode and an-tcp-remaining, which is a
remaining traffic-control profile to a logical interface to provide minimal CoS scheduling
when you have not configured or over-provisioned Layer 3 schedulers.

To apply CoS attributes, such as shaping, at the household level, you must set and define
the CoS policy for the agent-circuit-identifier VLAN interface set using the dynamic profile
for the agent-circuit-identifier interface set (not the subscriber profile). You can also
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configure a traffic-control profile and a remaining traffic-control profile for a dynamic
interface set.

The following example is a CoS profile for an ACl set using a unique-ID based dynamic
scheduler map:

Before you apply CoS attributes to VLANS:

« Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to
the dynamic interface set that represents the ACI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]
user@host# edit interface "$junos-interface-name"

2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]
user@host# edit interface-set "Sjunos-interface-set-name"
user@host# edit interface "S$junos-interface-ifd-name"

3. Configure the CoS traffic-control profile.

[edit class-of-service]

user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate

user@host# set guaranteed-rate rate

4. Specify the output traffic control profile and the remaining traffic control profile for
the underlying logical interfaces that are members of the interface set.

[edit class-of-service interfaces]

user@host# edit interface "Sjunos-interface-ifd-name" unit
"Sjunos-underlying-interface-unit"

user@host# edit output-traffic-control-profile profile-name

user@host# edit output-traffic-control-profile-remaining profile-name

5. Specify the output traffic control profile for the interface set.
[edit class-of-service interfaces]

user@host# edit interface-set "$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ACl set using a unique ID-based dynamic
scheduler map:
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aci-set-profile {
variables {
ds1g0qg2DP uid;
ds1qlg2DP uid;
bel_dp uid;
efl_dp uid;
afl_dp uid;
ncl_dp uid;
1
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";
}
1
class-of-service {
traffic-control-profiles {
tcp2 {
inactive: scheduler-map ss1qg0q1DP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;
}
tcp3 {
scheduler-map "$ds1qlg2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;
}
1
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;
}
1
scheduler-maps {
"$ds1g0g2DP" {
forwarding-class be scheduler "$bel_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";
1
"$ds1qlg2DP" {
forwarding-class ef scheduler "$efl_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";
}
1
schedulers {
"$bel_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile dO;
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}

"$efl_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile dT;
drop-profile-map loss-priority high protocol any drop-profile dO;

}

"$afl_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile dO;

1

"$ncl_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d;
drop-profile-map loss-priority high protocol any drop-profile dO;

You can use the show class-of-service scheduler-hierarchy interface interface-name
command to verify the CoS hierarchical schedulers configured on the interfaces. For
example, the following output illustrates that ACI-set aci-1003-demux0.3221225482 is
stacked over demux0.3221225482.

user@host> show class-of-service scheduler-hierarchy interface ge-0/2/0

Interface/ Shaping Guarnteed Guaranteed/ Queue  Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
ge-0/2/0 1000000
ge-0/2/0 RTP 1000000 0 1 1
best-effort 1000000 0 Low Low 950
network-control 1000000 0 Low Low 50
demux0.3221225482 100000 80000 500 500

demux0.3221225482 RTP

30000 20000 125 125
best-effort 30000 19000 Low Low 950
network-control 30000 1000 Low Low 50
aci-1003-demux0.3221225482 out-of-scheduler-resources
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From the following sample output, you can verify that ACl-iflset aci-1001-ps1.3221225472
is stacked over a static pseudowire transport logical interface, ps1.0

user@host> show class-of-service scheduler-hierarchy interface psl

Interface/ Shaping Guarnteed Guaranteed/  Queue Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
psl1l.0 100000 0 1 1
psl.0 RTP 500000 0 1 1
best-effort 400000 0 Low Low 1000

aci-1001-ps1.3221225472

200000 10000 500 500
best-effort 160000 2000 Low Low 1000

From the following sample output, you can verify that ACI-set aci-1006-ps0.3221225479
is stacked over the dynamic pseudowire service logical interface, ps0.3221225479.

user@host> show class-of-service scheduler-hierarchy interface psO

Interface/ Shaping Guarnteed Guaranteed/ Queue  Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps0.32767 10000000 2000 50 50
best-effort 10000000 1900 Low Low 950
network-control 10000000 100 Low Low 50
ps0.3221225479 100000 0 1 1
ps0.3221225479 RTP 40000 20000 500 500
best-effort 5000 3000 Medium Low 1
expedited-forwarding 40000 2000 Medium High 1000

aci-1006-ps0.3221225479

100000 10000 250 250
best-effort 5000 1500 Medium Low 1
expedited-forwarding 100000 1000 Medium High 500
assured-forwarding 100000 1000 Medium High 500
network-control 100000 2000 High High 1

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

Documentation
v ! « Changing CoS Services Overview on page 141
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Example: Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical
Schedulers Using Static CoS for Differentiating Home and Access Node Networks

Requirements

Overview

Configuration

Starting in Junos OS Release 15.1, in certain Broadband Remote Access Server (B-RAS)
deployments, when you use an interface set to denote a home network, it might be
necessary to configure the home network and the access node (such as a digital subscriber
line access multiplexer, or DSLAM) in a scheduler hierarchy. This method of hierarchical
scheduler is necessary in agent circuit identifier (ACI) VLANs because a home or an ACI
is always an interface set in such topologies. You can enable an enhanced subscriber
management logical interface, such as an MPLS pseudowire logical interface to function
as a Layer 2 node in a CoS hierarchical scheduler. A subscriber logical interface is
considered to operate at Layer 2 only if you configure CoS three-level hierarchical
scheduling on the logical tunnel anchor point on the physical interface (the IFD). When
you include the implicit-hierarchy option, a hierarchical relationship is formed between
the CoS scheduler nodes at level 1, level 2, and level 3. The implicit-hierarchy option is
supported only on MPC/MIC subscriber interfaces and interface sets running over
aggregated Ethernet on MX Series routers.

« Requirements on page 72
« Overview on page 72

« Configuration on page 72

« Verification on page 75

This example uses the following hardware and software components:

« Junos OS Release 15.1

« MX Series Router with MPCs

You specify an anchor point, which identifies the logical tunnel interface that terminates
the pseudowire tunnel at the access node. Consider a scenario in which [t-0/3/0 is the
logical tunnel interface, and an MPLS pseudowire transport logical interface, ps1.0, that
is anchored on the logical tunnel. Three-level hierarchical scheduling is enabled on the
logical tunnel interface for static CoS configuration.

To configure an enhanced subscriber management logical interface, such as an MPLS
pseudowire logical interface to function as a Layer 2 node in a CoS hierarchical scheduler.
perform these tasks:

« Configuring an MPLS Pseudowire Transport Logical Interface Over a Logical Tunnel in
a Static CoS Setup on page 73

« Results on page 74

72
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CLI Quick
Configuration

Step-by-Step
Procedure

To quickly configure the MPLS pseudowire logical interface to function as a Layer 2 node
in a three-level hierarchical scheduler, copy the following commands and paste them
into the router terminal window:

[edit]

set interfaces lt-0/3/0

set interfaces lt-0/3/0 hierarchical-scheduler implicit-hierarchy
set interfaces psl

set interfaces ps1 description client-port-12circuit

set interfaces ps] flexible-vlan-tagging

set interfaces ps1 anchor-point [t-0/3/0

set interfaces ps1unit O

set interfaces ps1 unit O encapsulation ethernet-ccc

set interfaces ps1 unit O output-traffic-control-profile profile-name

Configuring an MPLS Pseudowire Transport Logical Interface Over a Logical
Tunnel in a Static CoS Setup

Three-level scheduling on pseudowire logical interfaces over a transport logical interface
requires you to apply the traffic-control profiles at both the pseudowire logical interface
and the pseudowire transport logical interface. To configure three-level scheduling on
pseudowire transport logical interfaces over a logical tunnel physical interface (LT ifd):

1. Configure the hierarchical scheduler for the physical interface used for the logical
tunnel (anchor point). For three-level scheduling the hierarchical scheduler must
be set to implicit-hierarchy.

[edit]

user@host#edit interfaces lt-0/3/0
user@host#set hierarchical-scheduler implicit-hierarchy

2. Specify that you want to configure the pseudowire subscriber logical interface
device.
[edit]
user@host# edit interfaces psi
3.  Configure a description for the pseudowire subscriber logical interface.
[edit interfaces ps1]
user@host# set description client-port-12circuit
4. Specify the flexible-vlan-tagging statement to indicate that this interface is for use
with both VLAN and stacked VLAN ranges.

[edit interfaces ps1]
user@host# set flexible-vlan-tagging
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Specify the logical tunnel (lt) interface that identifies the Packet Forwarding Engine
that processes the pseudowire termination.

[edit interfaces ps1]

user@host# set anchor-point lt-0/3/0

Specify that you want to configure unit O, which represents the transport logical
interface.

[edit interfaces ps1]
user@host# edit unit O

Specify the ethernet-ccc encapsulation method for the transport logical interface.
[edit interfaces psO unit 0]
user@host# set encapsulation ethernet-ccc

Specify the traffic-control profile to use on the pseudowire transport logical interface.
[edit class-of-service]
user@host#edit interfaces ps 1

user@host#edit unit O
user@host#set output-traffic-control-profile profile-name

Results

In configuration mode, confirm your configuration by entering the show command. If the
output does not display the intended configuration, repeat the configuration instructions
in this example to correct it.

[edit]
1t-0/3/0 {

hierarchical-scheduler implicit-hierarchy;

psl {

description client-port-12circuit;
anchor-point {
1t-0/3/0;
b
flexible-vlan-tagging;
unit 0 {
encapsulation ethernet-ccc;

3

74
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Verification
Confirm that the configuration is working properly.

« Verifying the Scheduler Hierarchy Configured on the Interfaces on page 75

Verifying the Scheduler Hierarchy Configured on the Interfaces

Purpose \Verify the CoS hierarchical scheduler configured on the Layer 2 and Layer 3 interface
nodes.
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Action From operational mode, enter the show class-of-service scheduler-hierarchy interface
psO command.

user@host> show class-of-service scheduler-hierarchy interface psO

Interface/ Shaping Guarnteed Guaranteed/  Queue Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps0.0 200000 0 1 1
ps0.0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps0.3221225474 100000 0 1 1
best-effort 5000 0 Medium Low 1000

user@host> show class-of-service scheduler-hierarchy interface psO

Interface/ Shaping Guarnteed Guaranteed/ Queue  Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps0.32767 10000000 2000 33 33
best-effort 10000000 1900 Low Low 950
network-control 10000000 100 Low Low 50
ps0.3221225474 200000 0 1 1
ps0.3221225474 RTP 100000 30000 500 500
best-effort 30000 3000 Medium Low 250
expedited-forwarding 32000 9000 Low Low 750
pp0.3221225475 100000 10000 166 166
best-effort 5000 1500 Low Low 1
expedited-forwarding 100000 1000 Medium High 500
assured-forwarding 100000 1000 Medium High 500
network-control 100000 2000 High High 1

Meaning Shows that dynamic pseudowire service logical interface, ps0.3221225474, is stacked
over the static pseudowire transport logical interface, ps0.0. Also, the sample output
denotes that pp0.3221225475 is stacked over dynamic pseudowire service logical interface,
ps0.3221225474.
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Release History Table Release Description

15.1 Starting in Junos OS Release 15.1, in certain Broadband Remote Access Server
(B-RAS) deployments, when you use an interface set to denote a home network,
it might be necessary to configure the home network and the access node (such
as a digital subscriber line access multiplexer, or DSLAM) in a scheduler hierarchy.

Related .
Documentation
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Allocating Dedicated Queues for Each
Logical Interface Using Per-Unit
Scheduling

« Hardware Requirements for Dynamic Per-Unit Scheduling on page 79
« Configuring Per-Unit Scheduling in a Dynamic Profile on page 80

« Example: Configuring Per-Unit Scheduling for Subscriber Access on page 82

Hardware Requirements for Dynamic Per-Unit Scheduling

Table 12 on page 79 lists the hardware requirements based on subscriber interface type
for per-unit scheduling in dynamic CoS configurations.

Table 12: Hardware Required for Per-Unit Scheduling Dynamic CoS Configurations

MPC/MIC Modules on MX Series

Subscriber Interface Type EQ DPCs on MX Series Routers Routers
Static and dynamic VLANs Yes Yes
Static and dynamic VLANSs over No No

aggregated Ethernet

Static or dynamic IP demux interfaces Yes No

Static or dynamic IP demux interfaces No No
over aggregated Ethernet

Static or dynamic VLAN demux No No
interfaces
Static or dynamic VLAN demux No No

interfaces over aggregated Ethernet

Static PPPOE interfaces No Yes

Dynamic PPPoE interfaces No No
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Table 12: Hardware Required for Per-Unit Scheduling Dynamic CoS Configurations (continued)

MPC/MIC Modules on MX Series

Subscriber Interface Type EQ DPCs on MX Series Routers Routers

Static or dynamic PPPoE interfacesover No No
aggregated Ethernet

L2TP LAC tunnel over PPP No No

L2TP LNS inline service over PPP No No

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

D tati
ocumentation « Configuring Per-Unit Scheduling in a Dynamic Profile on page 80

Configuring Per-Unit Scheduling in a Dynamic Profile

Per-unit scheduling enables one set of output queues for each logical interface configured
under the physical interface. In per-unit scheduling configurations, each Layer 3 scheduler
node is allocated a dedicated set of queues.

If you do not explicitly configure CoS parameters, a default traffic profile with queues is
attached to the logical interface.

To configure per-unit scheduling and queuing for subscriber access:

1. Configure the static CoS parameters in the [edit class-of-service] hierarchy.

a. Enable the per-unit scheduler for the physical interface.

[edit interfaces interface-name]
user@host# set per-unit-scheduler

b. Configure the drop profiles.
See Defining Packet Drop Behavior by Configuring RED Drop Profiles.

c. Configure the forwarding classes.

See Configuring a Custom Forwarding Class for Each Queue.

d. Configure the rewrite-rules and classifier definitions.

See Configuring Rewrite Rules and Configuring Behavior Aggregate Classifiers.
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See The Junos OS CoS Components Used to Manage Congestion and Control Service
Levels for information about configuring the remaining CoS parameters.

2. Configure a static or dynamic subscriber interface that can be referenced in the
dynamic profile.

3. Configure CoS parameters in a dynamic profile.
a. Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

b. Configure traffic shaping and scheduling parameters in the dynamic profile using
a traffic-control profile.

See “Configuring Traffic Scheduling and Shaping for Subscriber Access” on page 43.

c. Configure the schedulers and scheduler map in the dynamic profile.

You can configure the schedulers using dynamic variables or a combination of both
static values and dynamic variables.

See “Configuring Schedulers in a Dynamic Profile for Subscriber Access” on page 48.

d. Apply CoS parameters to a subscriber interface by referencing an interface in the
dynamic profile.

« For traffic shaping and scheduling, see “Applying Traffic Shaping and Scheduling
to a Subscriber Interface in a Dynamic Profile” on page 189.

« Forrewriterules, see “Applying a Rewrite Rule Definition to a Subscriber Interface
in a Dynamic Profile” on page 191.

« For classifiers, see “Applying a Classifier to a Subscriber Interface in a Dynamic
Profile” on page 192.

4. (Optional) Configure variables in access and service profiles to enable RADIUS to
activate subscriber and upgrade services through CoA.

@ NOTE: Do not instantiate a CoA request using a service dynamic profile
that is already in use on the same logical interface.

Because you have configured the scheduler map in the dynamic profile, queues are
merged when subscribers change services. Other CoS parameters are replaced.

When multiple subscribers are enabled on a DHCP subscriber interface, and the
dynamic profile referenced by DHCP does not have the replace keyword configured,
the system does not replace the parameters. Instead, it combines the values of the
parameters to their maximum scalar value.

a. Configure CoS variables in a dynamic profile.
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See “Configuring Static Default Values for Traffic Scheduling and Shaping” on
page 148

b. (Optional) Enable multiple clients for the same subscriber (logical interface) to
aggregate attributes by configuring the aggregate-clients option for the dynamic
profile attached to a DHCP subscriber interface.

See Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client
Interfaces.

Related . CoS for Subscriber Access Overview on page 35
D tati
ocumentation « Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

« Example: Configuring Per-Unit Scheduling for Subscriber Access on page 82

Example: Configuring Per-Unit Scheduling for Subscriber Access

In this example, a network administrator sets up a subscriber access configuration with
per-unit scheduling.

1. The administrator configures the static VLAN interfaces and enables per-unit
scheduling for the interfaces.

[edit]
interfaces {
ge-1/1/0 {
per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
unnumbered-address l00.0 preferred-source-address 192.0.2.100;
1
}
unit 200 {
vlan-id 200;
family inet {
unnumbered-address l00.0 preferred-source-address 192.0.2.100;
1
}
}
ge-1/1/14
per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
unnumbered-address l00.0 preferred-source-address 192.0.2.100;
}
}
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}

unit 200 {
vlan-id 200;
family inet {
unnumbered-address l00.0 preferred-source-address 192.0.2.100;
1
}
}
ge-1/0/11
unit0 {
family inet {
address 203.0.113.31/24;
}
}
}
ge-1/1/2{
description "wfcel4 ethl soso ge-1/1/2";
vlan-tagging;
gigether-options {
no-auto-negotiation;
1
unit 100 {
vlan-id 100;
family inet {
address 203.0.113.121/24;
}
1
}

2. The administrator configures static CoS parameters, including forwarding classes
and classifiers, to be referenced in the dynamic profiles.

[edit]

class-of-service {
classifiers {
inet-precedence 8g-inet {
forwarding-class be {
loss-priority low code-points 000;
}
forwarding-class ef {
loss-priority low code-points 007,
1
forwarding-class af {
loss-priority low code-points 010;
}
forwarding-class nc {
loss-priority low code-points O11;
1
forwarding-class voice {
loss-priority low code-points 100;
}
forwarding-class video {
loss-priority low code-points 101;
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}
forwarding-class game {
loss-priority low code-points 110;
1
forwarding-class data {
loss-priority low code-points 117;
}
1
inet-precedence 4g-inet {
forwarding-class be {
loss-priority low code-points [ 000 001 ;
}
forwarding-class ef {
loss-priority low code-points [ 010 011 ];
}
forwarding-class af {
loss-priority low code-points [ 100 101 ;
}
forwarding-class nc {
loss-priority low code-points [ 110 111 ;
}
}
inet-precedence 8g-drop-inet {
forwarding-class be {
loss-priority low code-points 000;
1
forwarding-class ef {
loss-priority medium-low code-points 00T;
1
forwarding-class af {
loss-priority medium-high code-points 010;
1
forwarding-class nc {
loss-priority high code-points 011;
1
forwarding-class voice {
loss-priority low code-points 100;
1
forwarding-class video {
loss-priority medium-low code-points 101,
1
forwarding-class game {
loss-priority medium-high code-points 110;
1
forwarding-class data {
loss-priority high code-points 111,
1
}
inet-precedence 4qg-drop-inet {
forwarding-class be {
loss-priority low code-points [ 000 001 ];
1
forwarding-class ef {
loss-priority medium-low code-points [ 010 011 ];

}
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forwarding-class af {
loss-priority medium-high code-points [ 100 101 J;
}
forwarding-class nc {
loss-priority high code-points [ 110 111 ];
}
}
}
drop-profiles {
do {
fill-level 25 drop-probability 100;
fill-level O drop-probability O;
}
di{
fill-level 50 drop-probability 100;
fill-level O drop-probability O;
1
d2{
fill-level 75 drop-probability 100;
fill-level O drop-probability O;
}
d3{
fill-level 100 drop-probability 100;
fill-level O drop-probability O;
}
all {
fill-level O drop-probability O;
fill-level 100 drop-probability 100;
1
}
forwarding-classes {
queue 0O be;
queue 1 ef;
queue 2 af;
queue 3 nc;
gueue 4 voice;
gueue 5 video;
queue 6 game;
queue 7 data;
}
interfaces {
ge-1/0/1{
unit 0 {
classifiers {
inet-precedence 8g-drop-low-high-inet;
}
1
}
}
traceoptions {
flag all;
flag asynch;
flag route-socket;

}
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3. The administrator configures the access and service dynamic profiles to receive CoS
parameters for the subscriber interfaces through RADIUS.

[edit]

dynamic-profiles {
subscriber {
interfaces {
"$junos-interface-ifd-name" {

}
}

unit "$junos-underlying-interface-unit" {
family inet;

}

class-of-service {
traffic-control-profiles {

}

zero {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";
delay-buffer-rate "$junos-cos-delay-buffer-rate";

}

interfaces {

}

"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile zero;
1
}

scheduler-maps {

be_smap {
forwarding-class be scheduler be_sch;
}
all_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
forwarding-class video scheduler video_sch;
forwarding-class data scheduler data_sch;
}
be_ef smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
}
af_smap {
forwarding-class af scheduler af_sch;
}
be_ef_af nc_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
}

voice_video_game_data_smap {
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forwarding-class voice scheduler voice_sch;
forwarding-class video scheduler video_sch;
forwarding-class game scheduler game_sch;
forwarding-class data scheduler data_sch;
}
}
schedulers {
"$junos-cos-scheduler" {
transmit-rate percent "$junos-cos-scheduler-tx";
buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
drop-profile-map loss-priority low protocol any drop-profile
"$junos-cos-scheduler-dropfile-low";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-low";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-high";
drop-profile-map loss-priority high protocol any drop-profile
"$junos-cos-scheduler-dropfile-high";
}
}
}
}
service {
variables {
fc_1 default-value be;
sch_1 default-value be_sch;
sch-tx_1 default-value 20000000;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;
sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value di;
sch-drop-high_1 default-value dO;
sch-drop-any_1 default-value d3;
fc_2 default-value af;
sch_2 default-value af_sch;
sch-tx_2 default-value 10;
sch-bs_2 default-value 10;
sch-pri_2 default-value high;
sch-drop-low_2 default-value d3;
sch-drop-med-low_2 default-value d2;
sch-drop-med-high_2 default-value di;
sch-drop-high_2 default-value dO;
sch-drop-any_2 default-value d3;
fc_3 default-value voice;
sch_3 default-value voice_sch;
sch-tx_3 default-value 20000000;
sch-bs_3 default-value 10;
sch-pri_3 default-value high;
sch-drop-low_3 default-value d3;
sch-drop-med-low_3 default-value d2;
sch-drop-med-high_3 default-value d1;
sch-drop-high_3 default-value dO;
sch-drop-any_3 default-value d3;
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fc_4 default-value game;
sch_4 default-value game_sch;
sch-tx_4 default-value 10;
sch-bs_4 default-value 10;
sch-pri_4 default-value high;
sch-drop-low_4 default-value d3;
sch-drop-med-low_4 default-value d2;
sch-drop-med-high_4 default-value di;
sch-drop-high_4 default-value dO;
sch-drop-any_4 default-value d3;
scheduler-map default-value all_smap;
}
class-of-service {
scheduler-maps {
"$scheduler-map" {
forwarding-class "$fc_1" scheduler "$sch_1";
forwarding-class "$fc_2" scheduler "$sch_2";
forwarding-class "$fc_3" scheduler "$sch_3";
forwarding-class "$fc_4" scheduler "$sch_4";
}
}
schedulers {
"$sch_ 1" {
transmit-rate "$sch-tx_1";
buffer-size percent "$sch-bs_1";
priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_1";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_1";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_1";
}
"$sch_2" {
transmit-rate percent "$sch-tx_2";
buffer-size percent "$sch-bs_2";
priority "$sch-pri_2";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_2";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_2";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_2";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_2";
}
"$sch_3" {
transmit-rate "$sch-tx_3";
buffer-size percent "$sch-bs_3";
priority "$sch-pri_3";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_3";
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drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_3";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_3";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_3";
}
"$sch_4" {
transmit-rate percent "$sch-tx_4";
buffer-size percent "$sch-bs_4";
priority "$sch-pri_4";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_4";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_4";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_4";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_4";
}
}
}
}
service_2 {
variables {
fc_1 default-value be;
sch_1 default-value be_sch;
sch-tx_1 default-value 10;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;
sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value di;
sch-drop-high_1 default-value dO;
sch-drop-any_1 default-value d3;
scheduler-map default-value all_smap;
}
class-of-service {
scheduler-maps {
"$scheduler-map" {
forwarding-class "$fc_1" scheduler "$sch_1";
}
}
schedulers {
"$sch_ 1" {
transmit-rate percent "$sch-tx_1";
buffer-size percent "$sch-bs_1";
priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_1";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_1";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";
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drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_1";

4. The network administrator configures DHCP and RADIUS to grant access and services
to the interfaces referenced by the subscriber dynamic profile.

[edit]
forwarding-options {
dhcp-relay {
traceoptions {
file size 1g;
flag all;
}
dynamic-profile subscriber aggregate-clients replace;
server-group {
subscriber-server {
203.0.113.2;
1
}
active-server-group subscriber-server;
group relay-0 {
authentication {
password $ABC123;
username-include {
user-prefix userO;
mac-address;

}
1
interface ge-1/1/0.100;
interface ge-1/1/0.200;
}
}
1
radius-server {
198.51.100.11 secret "$ABC123$ABCI123$ABC123"; ## SECRET-DATA
1
profile subscriber-profile {
authentication-order radius;
radius {
authentication-server 198.51.100.17;
accounting-server 198.51.100.17;
1
radius-server {
198.51.100.11 secret "$ABC123$ABC123"; ## SECRET-DATA
1
accounting {
order radius;
statistics time;
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Related . Configuring Per-Unit Scheduling in a Dynamic Profile on page 80
Documentation
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Configuring Dedicated Queue Scaling with
Hierarchical CoS or Per-Unit Scheduling

« Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces
Overview on page 93

« Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC
and MPC Interfaces on page 95

« Verifying the Number of Dedicated Queues Configured on MIC and MPC
Interfaces on page 97

Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview

Queuing Ethernet Modular Port Concentrators (MPCs) provide a set of dedicated queues
for subscriber interfaces configured with hierarchical scheduling or per-unit scheduling.

The dedicated queues offered on these MPCs enable service providers to reduce costs
through different scaling configurations. These queuing MPCs enable service providers
to reduce the cost per subscriber by allowing many subscriber interfaces to be created
with four or eight queues.

This topic describes the overall queue, scheduler node, and logical interface scaling for
subscriber interfaces created on these MIC and MPC combinations.

Queue Scaling for MPCs

Beginning with Junos OS Release 15.1, MPC2E-3D-NG-Q, MPC3E-3D-NG-Q,
MPC5EQ-40G10G, and MPC5EQ-100G10G MPCs support up to five levels of hierarchical
queuing. Beginning with Junos OS Release 16.1R1, MPC7 line cards also support five levels
of hierarchical queuing. Table 13 on page 93 lists the number of dedicated queues and
nodes supported per MPC.

Table 13: Dedicated Queues for MPCs

Dedicated Level 1 Nodes

Queues Level 4 Nodes Level 3 Nodes Level 2 Nodes (Ports)

MPC2E-3D-NG-Q 512,000 64,000 16,000 4000 384

MPC3E-3D-NG-Q
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Table 13: Dedicated Queues for MPCs (continued)

Dedicated Level 1 Nodes

Queues Level 4 Nodes Level 3 Nodes Level 2 Nodes (Ports)

MPC5EQ-40G10G 1 million 128,000 32,000 4000 384

MPC5EQ-100G10G

MPC7 256,000 32,000 8000 4000 126

A CAUTION: The maximum scaling targets provided in Table 13 on page 93 are
based on system level design specifications. Actual realized subscriber or

session scale is highly dependent upon the configuration and can be
influenced by configuration variables including: the number of routes, the
number of enabled services, the number of policy and firewall filters, policers,
counters, statistics and access model type. Once you define a configuration,
your Juniper account team can help characterize the expected system level
scale or scale range for your live deployment.

MPCs vary in the number of Packet Forwarding Engines on board. MPC2E-3D-NG-Q and
MPC3E-3D-NG-Q MPCs each have one Packet Forwarding Engine, allowing all 64,000
level 4 (subscriber) nodes to be allocated to a single MIC. MPC5EQ MPCs have two
Packet Forwarding Engines, one for each possible MIC, each supporting 64,000 level 4
(subscriber) nodes.

@ NOTE: The nongueuing MPCs MPC2E-3D-NG, MPC3E-3D-NG,
MPC5E-40G10G, and MPC5E-100G10G provide up to eight queues per port
in standard configuration. However, each of these MPCs can be configured
to provide limited-scale hierarchical class of service (HCoS) and up to 32,000

queues.

Managing Remaining Queues

In Junos OS releases earlier than Release 15.1R4, SNMP traps generate system log
messages to notify you:

- When the number of available dedicated queues on the MPC drops below 10 percent.
For example:

Mar 15 14:55:22.977 host cosd[1963]: COSD_OUT_OF_DEDICATED_QUEUES: Queue usage
count for interface xe-3/0/0 is at 90 percent

« When the maximum number of dedicated queues on the MPCsis reached. For example,

Mar 15 18:01:59.344 host cosd[3848]: COSD_OUT_OF_DEDICATED_QUEUES: Queue usage
count for interface xe-3/0/0 is at 100 percent.
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When the maximum number of dedicated queues is allocated, the system does not
provide subsequent subscriber interfaces with a dedicated set of queues. For per-unit
scheduling configurations, there are no configurable queues remaining on the MPC.

For hierarchical scheduling configurations, remaining queues are available when the
maximum number of dedicated queues is reached on the MPC. Traffic from these logical
interfaces is considered unclassified and attached to a common set of queues that are
shared by all subsequent logical interfaces. These common queues are the default port
queues that are created for every port. You can configure a traffic-control profile and
attach that to the interface to provide CoS parameters for the remaining queues. These
subscriber interfaces remain with this traffic-control profile, even if dedicated queues
become available.

@ NOTE: Starting in Junos OS Release 15.1R4, the

COSD_OUT_OF_DEDICATED_QUEUES functionality is not available for
QoS-enabled dynamic subscribers. Starting in Junos OS Release 17.4R1, CoS
resource monitoring enables you to set a per-FPC queue threshold of up to
90 percent of resources bound to a scheduling hierarchy; subscriber logins
are not allowed when the threshold is reached. However, this threshold applies
to all queues, not dedicated queues alone. See Resource Monitoring for
Subscriber Management and Services Overview for more information.

16.1R1 Beginning with Junos OS Release 16.1R1, MPC7 line cards also support five
levels of hierarchical queuing.

15.1R1 Beginning with Junos OS Release 15.1, MPC2E-3D-NG-0Q, MPC3E-3D-NG-0,
MPC5EQ-40G10G, and MPC5EQ-100G10G MPCs support up to five levels of
hierarchical queuing.

Related . Hierarchical Class of Service Feature Guide

D tati
ocumentation Understanding Hierarchical Scheduling

. Managing Dedicated and Remaining Queues for Static CoS Configurations on MIC and
MPC Interfaces

« Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC
and MPC Interfaces on page 95

« Understanding Hierarchical Scheduling for MIC and MPC Interfaces

Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC
and MPC Interfaces

This topic describes how to manage dedicated and remaining queues for static and
dynamic subscriber interfaces configured in dynamic profiles.
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You manage queues at the chassis and physical port level in the static configuration
hierarchies, then configure dynamic scheduling and shaping parameters for the subscriber
interfaces in the dynamic profile.

« Configuring the Maximum Number of Queues for MIC and MPC Interfaces on page 96

« Configuring Remaining Common Queues on MIC and MPC Interfaces on page 96

Configuring the Maximum Number of Queues for MIC and MPC Interfaces

30-Gigabit Ethernet Queuing MPCs and 60-Gigabit Ethernet Queuing and Enhanced
Queuing MPCs support a dedicated number of queues when configured for hierarchical
scheduling and per-unit scheduling configurations.

To scale the number of subscriber interfaces per queue, you can modify the number of
gueues supported on the MIC.

To configure the number of queues:
1. Specify that you want to configure the MIC.

user@host# edit chassis fpc slot-number pic pic-number

2. Configure the number of queues.

[edit chassis fpc slot-number pic pic-number]
user@host# set max-queues-per-interface (8| 4)

« Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview
on page 93

Configuring Remaining Common Queues on MIC and MPC Interfaces

30-Gigabit Ethernet Queuing MPCs and 60-Gigabit Ethernet Queuing and Enhanced
Queuing MPCs support a dedicated set of queues when configured with hierarchical
scheduling.

When the number of dedicated queues is reached on the module, there can be queues
remaining. Traffic from these logical interfaces are considered unclassified and attached
to a common set of queues that are shared by all subsequent logical interfaces.

You can configure traffic shaping and scheduling resources for the remaining queues by
attaching a special traffic-control profile to the interface. This feature enables you to
provide the same shaping and scheduling to remaining queues as the dedicated queues.

To configure the remaining queues on a MIC or MPC interface:
1. Configure CoS parameters in a traffic-control profile.

[edit class-of-service]
user@host# edit traffic-control-profiles profile-name

96
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2. Enable hierarchical scheduling for the interface.

[edit interfaces interface-name]
user@host# set hierarchical-scheduler

3. Attach the traffic control profiles for the dedicated and remaining queues to the port
on which you enabled hierarchical scheduling.

To provide the same shaping and scheduling parameters to dedicated and remaining
queues, reference the same traffic-control profile.

a. Attach the traffic-control profile for the dedicated queues on the interface.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile profile-name

b. Attach the traffic-control profile for the remaining queues on the interface.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile-remaining profile-name

See Also . Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview
on page 93

Related . Verifying the Number of Dedicated Queues Configured on MIC and MPC Interfaces on
Documentation page 97

« Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview
on page 93

. Configuring Static Hierarchical Scheduling in a Dynamic Profile

Verifying the Number of Dedicated Queues Configured on MIC and MPC Interfaces

Purpose Display the number of dedicated queue resources that are configured for the logical
interfaces on a port.
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Action

Related
Documentation

user@host#show class-of-service interface ge-1/1/0

Physical

interface: ge-1/1/0,

Index: 166

Queues supported: 4, Queues in use: 4
Total non-default queues created: 4

Scheduler map: <default>,
Chassis scheduler map: <default-chassis>,

Logical interface: ge-
Shaping rate: 32000
Object
Scheduler-map
Classifier

Logical interface: ge-
Shaping rate: 32000
Object
Scheduler-map
Classifier

Logical interface: ge-

Shaping rate: 32000
Object

Traffic-control-profile

Index: 2

1/1/0.100, Index: 72
Name

<remaining>
ipprec-compatibility
1/1/0.101, Index: 73
Name

<remaining>
ipprec-compatibility

1/1/0.102, Index: 74

Name

<control_tc_prof>

Index: 4
, Dedicated Queues: no
Type Index
0
ip 13
, Dedicated Queues: no
Type Index
0
ip 13
, Dedicated Queues: yes
Type Index
Output 45866

« Managing Dedicated and Remaining Queues for Static CoS Configurations on MIC and
MPC Interfaces

. Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC
and MPC Interfaces on page 95

98
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Shaping Downstream Traffic Based on
Frames or Cells

« Bandwidth Management for Downstream Traffic in Edge Networks Overview on page 99

« Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream
Traffic Rates on page 101

« Example: Configuring Dynamic Shaping Parameters to Account for Overhead in
Downstream Traffic Rates on page 102

« Configuring Static Shaping Parameters to Account for Overhead in Downstream Traffic
Rates on page 106

« Example: Configuring Static Shaping Parameters to Account for Overhead in
Downstream Traffic Rates on page 107

« Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Tags on page 109

« Configuring the Shaping Rate and Overhead Accounting Based on PPPoE
Vendor-Specific Tags on Dynamic Subscriber Interfaces on page 111

« Reporting the Effective Shaping Rate for Subscribers on page 112
« Verifying the Effective Shaping Rate Reporting Configuration on page 112

Bandwidth Management for Downstream Traffic in Edge Networks Overview

In a subscriber access network, traffic with different encapsulations can be passed
downstream to other customer premise equipment (CPE) through the MX Series router.
Managing the bandwidth of downstream ATM traffic to Ethernet interfaces can be
especially difficult because of the different Layer 2 encapsulations.

The downstream network is not necessarily the directly attached network. In typical
broadband network gateway (BNG) configurations, the directly attached network is an
Ethernet access network, which provides access to either another frame-based network,
or a cell-based network.

The overhead accounting feature enables you to shape traffic based on whether the
downstream network is a frame-based network, like Ethernet, or a cell-based network,
like ATM. It assigns a byte adjustment value to account for different encapsulations.

This feature is available on MIC and MPC interfaces.
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Effective Shaping Rate

Shaping Modes

Byte Adjustments

The shaping-rate, also known as peak information rate (PIR), is the maximum rate for a
scheduler node or gueue.

The true rate of a subscriber at the access-loop/CPE is a function of:

. The shaping-rate in effect for the subscriber’s household, in bits per second.
« Whether the subscriber is connected to a frame-based or cell-based network.

- Number of bytes in each frame that are accounted for by the shaper.

@ NOTE: Chassis egress-shaping-overhead is not included in the effective rate.
Egress-shaping-overhead accounts for the physical interface overhead (1ISO
OSl Layer 1). Effective shaping-rate is a Layer 2 (1SO OSI) rate.

There are two modes used for adjusting downstream traffic:

« Frame shaping mode is useful for adjusting downstream traffic with different
encapsulations. Shaping is based on the number of bytes in the frame, without regard
to cell encapsulation or padding overhead. Frame is the default shaping mode on the
router.

« Cell shaping mode is useful for adjusting downstream cell-based traffic. In cell shaping
mode, shaping is based on the number of bytes in cells, and accounts for the cell
encapsulation and padding overhead.

When you specify cell mode, the resulting traffic stream conforms to the policing rates
configured in downstream ATM switches, reducing the number of packet drops in the
Ethernet network.

To account for ATM segmentation, the router adjusts all of the rates by 48/53 to
account for 5-byte ATM AALS5 encapsulation. In addition, the router accounts for cell
padding, and internally adjusts each frame by 8 bytes to account for the ATM trailer.

When the downstream traffic has different byte sizes per encapsulation, it is useful to
configure a byte adjustment value to adjust the number of bytes per packet to be included
in or excluded from the shaping mechanism. This value represents the number of bytes
that are encapsulated and decapsulated by the downstream equipment. For example,
to properly account for a 4-byte header stripped by the downstream network, set the
overhead-accounting bytes to -4. To properly account for a 12-byte header added by the
downstream network, set the overhead-accounting bytes to 12.

We recommend that you specify a byte adjustment value that represents the difference
between the CPE protocol overhead and B-RAS protocol overhead.

100
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The system rounds up the byte adjustment value to the nearest multiple of 4. For example,
a value of 6 is rounded to 8, and a value of —10 is rounded to —8.

You do not need to configure a byte adjustment value to account for the downstream
ATM network. However, you can specify the byte value to account for additional
encapsulations or decapsulations in the downstream network.

Relationship with Other CoS Features

Enabling the overhead accounting feature affects the resulting shaping rates, guaranteed
rate, and excess rate parameters, if they are configured.

The overhead accounting feature also affects the egress shaping overhead feature that
you can configure at the chassis level. We recommend that you use the egress
shaping-overhead feature to account for the Layer 2 overhead of the outgoing interface,
and use the overhead-accounting feature to account for downstream traffic with different
encapsulations and cell-based networks.

When both features are configured, the total byte adjustment value is equal to the
adjusted value of the overhead-accounting feature plus the value of the
egress-shaping-overhead feature. For example, if the configured byte adjustment value
is 40, and the router internally adjusts the size of each frame by 8, the adjusted overhead
accounting value is 48. That value is added to the egress shaping overhead of 24 for a
total byte adjustment value of 72.

Related . To configure overhead accounting for static Ethernet interfaces, see Configuring Static
Documentation Shaping Parameters to Account for Overhead in Downstream Traffic Rates on page 106

. To configure overhead accounting for dynamic subscriber access, see Configuring
Dynamic Shaping Parameters to Account for Overhead in Downstream Traffic Rates
on page 101

. Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Tags on page 109

Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream
Traffic Rates

You can configure the overhead accounting feature to shape downstream traffic based
on either frames or cells.

You can also account for the different byte sizes per encapsulation by configuring a byte
adjustment value for the shaping mode.

This feature is supported on MPCs on MX Series routers.
To configure the overhead accounting feature in a dynamic profile:

1. Do one of the following to configure the shaping mode:
- Specify the shaping mode.

Frame shaping mode is enabled by default.
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[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name
user@host#set overhead-accounting (frame-mode | cell-mode)

. Configure a variable for the shaping mode.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name
user@host#set overhead-accounting $junos-cos-shaping-mode

2. (Optional) Do one of the following to configure the byte adjustment value:

. Specify a byte adjustment value.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name
user@host#set overhead-accounting bytes byte-value

- Configure a variable for the byte adjustment.
[edit dynamic-profiles profile-name class-of-service traffic-control-profiles

profile-name
user@host#set overhead-accounting bytes $Sjunos-cos-byte-adjust

BEST PRACTICE: We recommend that you specify a byte adjustment
value that represents the difference between the customer premise

equipment (CPE) protocol overhead and B-RAS protocol overhead.

The available range is —120 through 124 bytes. The system rounds up
the byte adjustment value to the nearest multiple of 4. For example, a
value of 6 is rounded to 8, and a value of -10 is rounded to -8.

Related . BandwidthManagement for Downstream Traffic in Edge Networks Overview on page 99

Documentation
v ! . Example: Configuring Dynamic Shaping Parameters to Account for Overhead in

Downstream Traffic Rates on page 102

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 59

Example: Configuring Dynamic Shaping Parameters to Account for Overhead in
Downstream Traffic Rates

This topic describes two scenarios for which you can configure dynamic shaping
parameters to account for packet overhead in a downstream network.

The RADIUS administrator supplies the initial values on the RADIUS server, and the service
activation is performed at subscriber login.

Figure 2 on page 103 shows the sample network that the examples reference.
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Figure 2: Sample Network Topology for Downstream Traffic
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Managing Traffic with Different Encapsulations

In this example, the MX Series router shown in Figure 2 on page 103 sends stacked VLAN
frames to the DSLAM, and the DSLAM sends single-tagged VLAN frames to the residential
gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account
for the different frame sizes. The difference between the stacked VLAN (S-VLAN) frames
sent by therouter and the single-tagged VLAN frames received at the residential gateway
is a 4-byte VLAN tag. The residential gateway receives frames that are 4 bytes less.

To account for the different frame sizes, you configure the frame shaping mode with -4
byte adjustment:

1. Configure the traffic shaping parameters in the dynamic profile and attach them to
the interface.

Enabling the overhead accounting feature affects the resulting shaping rate,
guaranteed rate, and excess rate parameters, if they are configured.

[edit]
dynamic-profiles {
ethernet-downstream-network {
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {
family inet;
1
}
}
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-frame-mode {
excess-rate percent $junos-cos-excess-rate
guaranteed-rate $junos-cos-guaranteed-rate
overhead-accounting $junos-cos-shaping-mode bytes $junos-cos-byte-adjust
shaping-rate $junos-cos-shaping-rate;
1
1
interfaces {
$junos-interface-ifd-name {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcp];
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Table 14 on page 104 lists the initial values defined by the RADIUS administrator for
the shaping rates.

Table 14: Initial Shaping Values at Subscriber Login For Traffic With Different

Encapsulations
Predefined Variable RADIUS Tag Value
$junos-cos-shaping-rate TO2 10m
$junos-cos-guaranteed-rate TO3 2m
$junos-cos-excess-rate TO5 50
$junos-cos-shaping-mode TO7 frame-mode
$junos-cos-byte-adjust TO8 -4

2. Verify the adjusted rates.

user@host#show class-of-service traffic-control-profile

Traffic control profile: tcp-example-overhead-accounting-frame-mode, Index:
61785

Excess rate 50

Shaping rate: 10000000

Guaranteed rate: 2000000

Overhead accounting mode: Frame Mode

Overhead bytes: —4

Managing Downstream Cell-Based Traffic

In this example, the DSLAM and residential gateway shown in Figure 2 on page 103 are
connected through an ATM cell-based network. The MX Series router sends Ethernet
frames to the DSLAM, and the DSLAM sends ATM cells to the residential gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account
for the different physical network characteristics.

The administrator does not need to configure a byte adjustment value to account for the
downstream ATM network, but has the option of configuring a byte adjustment value to
account for different encapsulations or decapsulations.
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To account for the different frame sizes, configure cell shaping mode:

1. Configure the traffic shaping parameters in the dynamic profile and attach them to
the interface.

Enabling the overhead accounting feature affects the resulting shaping rate,
guaranteed rate, and excess rate parameters, if they are configured.

[edit]
dynamic-profiles {
atm-downstream-network {
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {
family inet;
}
}
}
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-cell-mode {
excess-rate percent $junos-cos-excess-rate
guaranteed-rate $junos-cos-guaranteed-rate
overhead-accounting $junos-cos-shaping-mode
shaping-rate $junos-cos-shaping-rate
1
1
interfaces {
$junos-interface-ifd-name {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcpl;

Table 15 on page 105 lists the initial values defined by the RADIUS administrator for
the shaping rates.

Table 15: Initial Shaping Values at Subscriber Login For Downstream Cell-Based Traffic

Predefined Variable RADIUS Tag Value
$junos-cos-shaping-rate TO2 10m
$junos-cos-guaranteed-rate TO3 2m
$junos-cos-excess-rate TO5 50
$junos-cos-shaping-mode TO7 cell-mode
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2. Verify the adjusted rates.

user@host#show class-of-service traffic-control-profile

Traffic control profile: tcp-example-overhead-accounting-cell-mode, Index:
61785

Shaping rate: 10000000

Excess rate 50

Guaranteed rate: 2000000

Overhead accounting Cell Mode

Overhead bytes: 0

To account for ATM segmentation, the MX Series router adjusts all of the rates by
48/53 to account for ATM AAL5 encapsulation. In addition, the router accounts for
cell padding, and internally adjusts each frame by 8 bytes to account for the ATM
trailer.

Related . Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream
Documentation Traffic Rates on page 101

Configuring Static Shaping Parameters to Account for Overhead in Downstream Traffic
Rates

The overhead accounting feature enables you to account for downstream traffic that
has different encapsulations or downstream traffic from cell-based equipment, such as
ATM switches.

You can configure the overhead accounting feature to shape downstream traffic based
on frames or cell shaping mode.

You can also account for the different byte sizes per encapsulation by configuring a byte
adjustment value for the shaping mode.

To configure the shaping mode and byte adjustment value for static CoS configurations:

1. Specify the shaping mode.

Frame shaping mode is enabled by default.
[edit class-of-service traffic-control-profiles profile-name]
user@host# set overhead-accounting (frame-mode | cell-mode)
2. (Optional) Specify a byte adjustment value.

[edit class-of-service traffic-control-profiles profile-name
user@host# set overhead-accounting bytes byte-value]

BEST PRACTICE: We recommend that you specify a byte adjustment
value that represents the difference between the customer premise
equipment (CPE) protocol overhead and the B-RAS protocol overhead.

106 Copyright © 2019, Juniper Networks, Inc.



Chapter 7: Shaping Downstream Traffic Based on Frames or Cells

The available range is —120 through 124 bytes. The system rounds up the
byte adjustment value to the nearest multiple of 4. For example, a value
of 6 is rounded to 8, and a value of —10 is rounded to —8.

Related . BandwidthManagement for Downstream Traffic in Edge Networks Overview on page 99
Documentation

Example: Configuring Static Shaping Parameters to Account for Overhead in
Downstream Traffic Rates

This topic describes two scenarios for which you can configure static shaping parameters
to account for packet overhead in a downstream network.

Figure 2 on page 103 shows the sample network that the examples reference.

Figure 3: Sample Network Topology for Downstream Traffic
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Managing Traffic with Different Encapsulations

In this example, the MX Series router shown in Figure 2 on page 103 sends stacked VLAN
frames to the DSLAM, and the DSLAM sends single-tagged VLAN frames to the residential
gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account
for the different frame sizes. The difference between the stacked VLAN (S-VLAN) frames
sent by the router and the single-tagged VLAN frames received at the residential gateway
is a 4-byte VLAN tag. The residential gateway receives frames that are 4 bytes less.

To account for the different frame sizes, the network administrator configures the frame
shaping mode with —4 byte adjustment:

1. The network administrator configure the traffic shaping parameters and attaches
them to the interface.

Enabling the overhead accounting feature affects the resulting shaping rate,
guaranteed rate, and excess rate parameters, if they are configured.

[edit]
class-of-service {
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traffic-control-profiles {
tcp-example-overhead-accounting-frame-mode {
shaping-rate 10m;
shaping-rate-priority-high 4m;
guaranteed-rate 2m;
excess-rate percent 50;
overhead-accounting frame-mode bytes -4;
1
}
interfaces {
ge-170/0 {
output-traffic-control-profile tcp-example-overhead-accounting-frame-mode;
}
1
}
1

2. The network administrator verifies the adjusted rates.

user@host#show class-of-service traffic-control-profile

Traffic control profile: tcp-example-overhead-accounting-frame-mode, Index:
61785

Shaping rate: 10000000

Shaping rate priority high: 4000000

Excess rate 50

Guaranteed rate: 2000000

Overhead accounting mode: Frame Mode

Overhead bytes: —4

Managing Downstream Cell-Based Traffic

In this example, the DSLAM and residential gateway shown in Figure 2 on page 103 are
connected through an ATM cell-based network. The MX Series router sends Ethernet
frames to the DSLAM, and the DSLAM sends ATM cells to the residential gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account
for the different physical network characteristics.

To account for the different frame sizes, the network administrator configures the cell
shaping mode with —4 byte adjustment:

1. Configure the traffic shaping parameters and attach them to the interface.

Enabling the overhead accounting feature affects the resulting shaping rate,
guaranteed rate, and excess rate parameters, if they are configured.

[edit]
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-cell-mode {
shaping-rate 10m;
shaping-rate-priority-high 4m;
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guaranteed-rate 2m;
excess-rate percent 50;
overhead-accounting cell-mode;
1

1

interfaces {
ge-1/0/0 {

output-traffic-control-profile tcp-example-overhead-accounting-cell-mode;

}

}

}
}

2. Verify the adjusted rates.

user@host#show class-of-service traffic-control-profile

Traffic control profile: tcp-example-overhead-accounting-cell-mode, Index:
61785

Shaping rate: 10000000

Shaping rate priority high: 4000000

Excess rate 50

Guaranteed rate: 2000000

Overhead accounting mode: Cell Mode

Overhead bytes: 0

To account for ATM segmentation, the MX Series router adjusts all of the rates by
48/53 to account for ATM AAL5 encapsulation. In addition, the router accounts for
cell padding, and internally adjusts each frame by 8 bytes to account for the ATM
trailer.

Related . Configuring Static Shaping Parameters to Account for Overhead in Downstream Traffic
Documentation Rates on page 106

Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Tags

You can use access line parameters in PPPoE discovery packets to set the shaping-rate
and overhead-accounting class-of-service attributes on dynamic subscriber interfaces
in a broadband access network. This feature is supported on MPC/MIC interfaces on MX
Series routers.

The shaping rate is based on the actual-data-rate-downstream attribute.

The overhead accounting value is based on the access-loop-encapsulation attribute
and specifies whether the access loop uses Ethernet (frame mode) or ATM (cell mode).

You can configure class-of-service attributes, for example the shaping-rate, using the
CLI, RADIUS vendor-specific attributes, ANCP, multicast, or in this case, PPPoE
vendor-specific tags.

Copyright © 2019, Juniper Networks, Inc. 109



Broadband Subscriber Services Feature Guide

CLI Interaction with PPPoE Vendor-Specific Tags

When you enable this feature, the values supplied by the PPPoE vendor-specific tags
override the parameters that you have configured in the CLI for the shaping-rate and
overhead-accounting statements at the [edit dynamic-profiles profile-name class-of-service
traffic-control-profiles] hierarchy level. The shaping rate is based on the
actual-data-rate-downstream attribute, and is only overridden if the vs-tag value is less
than the configured value.

To enable this feature, include the actual-data-rate-downstream or
access-loop-encapsulation option with the vendor-specific-tags statement at the [edit
dynamic-profiles profile-name class-of-service dynamic-class-of-service-options] hierarchy
level.

RADIUS Interaction with PPPoE Vendor-Specific Tags

When you enable this feature, the PPPoE vendor-specific tags override the dynamic
configuration of the shaping-rate and overhead-accounting values in RADIUS
vendor-specific attributes. The shaping-rate value is only overridden if the vs-tag value
is less than the RADIUS value.

RADIUS CoA can overwrite the existing values. Upon receipt of a RADIUS CoA, the RADIUS
value overrides the value set from the PPPoE vendor-specific tags.

PPPoE vendor-specific tags can override the RADIUS values, but a later RADIUS CoA
request can then override that value.

ANCP Interaction with PPPoE Vendor-Specific Tags

You can mix ANCP and PPPoE vendor-specific tags on dynamic PPPoE interfaces,
dynamically instantiated PPPoE interfaces, and ACI-sets. ANCP values override the
PPPoE values. In this case, the ANCP shaping rate value overrides the PPPoE value.

Multicast QoS Adjustment Interaction with PPPoE Vendor-Specific Tags

Multicast QoS adjustments are not affected by this feature. The multicast adjustments
adjust the shaping-rate set by PPPoE vendor-specific tags.

Shaping Rate Restrictions

Shaping rate has the following restrictions regarding the downstream-rate:

. If the downstream-rate is less than the configured shaping-rate (as set in the CLI or
using RADIUS attributes) then it is applied, subject to other restrictions. If the
downstream-rate is greater than or equal to the configured shaping-rate, no changes
are performed.

. The downstream-rate cannot be less than a configured guaranteed-rate. If it is, the
downstream-rate is set to the guaranteed-rate.

. The downstream-rate cannot be less than a configured adjust-minimume-rate. If it is,
the downstream-rate is set to the adjust-mimimum-rate.

1o
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. The downstream-rate cannot be less than 1000 bps. If it is, the downstream-rate is
set to 1000 bps.

« The downstream-rate cannot be less than the sum of the transmit-rates of all queues.

Related . Bandwidth Management for Downstream Traffic in Edge Networks Overview on page 99

Documentation « Configuring the Shaping Rate and Overhead Accounting Based on PPPoE

Vendor-Specific Tags on Dynamic Subscriber Interfaces on page 111

Configuring the Shaping Rate and Overhead Accounting Based on PPPoE
Vendor-Specific Tags on Dynamic Subscriber Interfaces

To configure the PPPoE vendor-specific tags feature in a dynamic profile:

@ NOTE: When you enable this feature, the values supplied by the PPPoE
vendor-specific tags override the parameters that you have configured for
shaping-rate and overhead-accounting statements at the [edit
dynamic-profiles profile-name class-of-service traffic-control-profile] hierarchy
level.

j—

(Optional) To configure the shaping rate based on access line information:
[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags actual-data-rate-downstream

2. (Optional)To configure the overhead-accounting based on access-line information:

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags access-loop-encapsulation

Related . Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Documentation Tags on page 109

. Bandwidth Management for Downstream Traffic in Edge Networks Overview on page 99

Copyright © 2019, Juniper Networks, Inc. m



Broadband Subscriber Services Feature Guide

Reporting the Effective Shaping Rate for Subscribers

The Effective-Shaping-Rate VSA [26—177] provides the best estimate for a subscriber’s
downstream traffic rate for accounting purposes. The VSA is included in RADIUS
Acct-Start, Acct-Stop, and Interim-Acct messages. The reported rate is the rate enforced
onthe L3, L2, or L1 node according to local policy. The value of the VSA varies depending
on your configuration:

. Actual rate—When effective shaping rate reporting is enabled.

« Advisory rate—When the advisory rate is configured and effective shaping rate reporting
is not enabled.

« Port speed—When the advisory rate is not configured and effective shaping rate
reporting is not enabled.

When you disable reporting, the VSA reports either the advisory rate or port speed for
both existing subscribers and new subscribers that log in after reporting is disabled.

To enable reporting of the actual downstream traffic rate:
« Enable reporting.

[edit chassis]
user@hostl# set effective-shaping-rate

@ NOTE: When the traffic control profile for the subscriber specifies cell-mode,
the effective shaping rate does not account for cell padding according to the
encapsulation type. The rate includes the 48/53 cell tax.

Related . Verifying the Effective Shaping Rate Reporting Configuration on page 112
Documentation « Hierarchical CoS Shaping-Rate Adjustments Overview
. Bandwidth Management for Downstream Traffic in Edge Networks Overview on page 99
« Juniper Networks VSAs Supported by the AAA Service Framework

« AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks VSAs
for Junos OS

Verifying the Effective Shaping Rate Reporting Configuration

Purpose Verify whether reporting is enabled for the effective shaping rate. Display the effective
shaping rate when reporting is enabled.

Action . Todisplay configuration information for effective shaping rate reporting:
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Related
Documentation

[edit]
user@host# show chassis

effective-shaping-rate;

. Todisplay the effective shaping rate in kilobits per second when reporting is enabled:

user@host> show subscribers extensive

Type: VLAN

Logical System: default

Routing Instance: default
Interface: demux0.1073741837
Interface type: Dynamic

Interface Set: ifset-1

Underlying Interface: ael

Dynamic Profile Name: svlan-dhcp-test
State: Active

Session ID: 1

Stacked VLAN Id: 0x8100.201

VLAN Id: 0x8100.201

Login Time: 2011-11-30 00:18:04 PST
Effective shaping-rate: 31000000

« Reporting the Effective Shaping Rate for Subscribers on page 112

Copyright © 2019, Juniper Networks, Inc.

13



Broadband Subscriber Services Feature Guide

N4 Copyright © 2019, Juniper Networks, Inc.



CHAPTER 8

Applying CoS to Households or Individual
Subscribers Using ACI-Based Dynamic
VLANS

« Applying CoS Attributes to VLANs Using Agent-Circuit-ldentifiers on page 115

« Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management
Overview on page 118

« Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
for Dynamic ACI Interface Sets on page 121

« Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent Circuit
|dentifier-Based Dynamic VLANs on page 121

Applying CoS Attributes to VLANs Using Agent-Circuit-ldentifiers

To apply CoS attributes, such as shaping, at the household level, you must set and define
the CoS policy for the ACI VLAN interface set using the dynamic profile for the ACl interface
set (not the subscriber profile). You can also configure a traffic-control profile and a
remaining traffic-control profile for a dynamic interface set.

The following example is a CoS profile for an ACl interface set using a unique-ID based
dynamic scheduler map:

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to
the dynamic interface set that represents the ACI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:
[edit dynamic-profiles profile-name]
user@host# edit interface "Sjunos-interface-name"

2. Configure the interfaces.
[edit dynamic-profiles profile-name interfaces]

user@host# edit interface-set "Sjunos-interface-set-name"
user@host# edit interface "Sjunos-interface-ifd-name"
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3. Configure the CoS traffic-control profile.

[edit class-of-service]

user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate

user@host# set guaranteed-rate rate

4. Specify the interfaces.

[edit class-of-service interfaces]
user@host# edit interface-set "Sjunos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ACl set using a unique ID-based dynamic
scheduler map:

dynamic-profiles {

aci-set-profile {

variables {
ds1g0qg2DP uid;
dsl1qlg2DP uid;
bel_dp uid;
efl_dp uid;
afl_dp uid;
ncl_dp uid;

}

interfaces {
interface-set "$junos-interface-set-name" {

interface "$junos-interface-ifd-name";

}

1

class-of-service {
traffic-control-profiles {
tcp2 {
scheduler-map ss1g0ql1DP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;
1
tcp3{
scheduler-map "$ds1qlig2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;
1
}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;
1
}
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scheduler-maps {
"$ds1g0g2DP" {

}

}

forwarding-class be scheduler "$bel_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";

"$ds1qlg2DP" {

}

forwarding-class ef scheduler "$efl_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";

schedulers {
||$be'|_dp|| {

}

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile dO;

"$ef'|_dp" {

}

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile dO;

"$aﬂ_dp" {

}

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d;
drop-profile-map loss-priority high protocol any drop-profile dO;

||$nc-|_dp|| {

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile dT;
drop-profile-map loss-priority high protocol any drop-profile dO;

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

Documentation

« Changing CoS Services Overview on page 141
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Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview

A router in a subscriber access network ensures class of service (CoS) for dynamic
subscriber interfaces. An MX Series router with Modular Port Concentrator/Modular
Interface Card (MPC/MIC) interfaces ensures that subscribers receive an adequate
minimum bandwidth, referred to as the guaranteed rate, and maximum bandwidth,
referred to as the shaping rate. For dynamic VLAN subscriber interfaces based on agent
circuit identifier (ACI) information, you can shape the bandwidth either at a per-household
level for a dynamic AClI interface set, or at a per-subscriber level for a dynamic VLAN
subscriber interface associated with an ACl interface set.

To help you manage bandwidth more efficiently and economically for ACI-based dynamic
VLAN subscriber interfaces for PPPoE subscribers, you can configure the router to use
specific PPPoE vendor-specific attributes (VSAs) found in PPPoE control packets to
adjust the CoS shaping-rate and overhead-accounting attributes for dynamic AClinterface
sets and their associated ACI-based dynamic VLAN subscriber interfaces.

This overview covers the following topics:

« CoS Shaping Rate Adjustment on page 118
« CoS Overhead Accounting Adjustment on page 119

« Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead
Accounting on page 119

« Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead
Accounting on page 120

CoS Shaping Rate Adjustment

The CoS shaping rate adjustment is based on the value of the
Actual-Data-Rate-Downstream DSL Forum VSA [26-130] found in PPPoE Active
Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR) control packets
for PPPoE traffic. The Actual-Data-Rate-Downstream VSA contains the actual
downstream data rate, in kilobits per second, of the subscriber’s synchronized digital
subscriber line (DSL) link.

To configure the router to use the Actual-Data-Rate-Downstream VSA to adjust the CoS
shaping-rate attribute, include the vendor-specific-tags statement with the
actual-data-rate-downstream option at the [edit dynamic-profiles profile-name
class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic
profile that defines the ACl interface set or the dynamic profile that configures the
associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Actual-Data-Rate-Downstream VSA
overrides the shaping-rate value configured at the [edit dynamic-profiles profile-name
class-of-service traffic-control-profiles] hierarchy level only if the
Actual-Data-Rate-Downstream VSA value is less than the shaping-rate value configured
with the CLI.

18
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CoS Overhead Accounting Adjustment

The CoS overhead accounting adjustment is based on the value of the
Access-Loop-Encapsulation DSL Forum VSA [26-144] found in PADI and PADR control
packets for PPPoE traffic. The Access-Loop-Encapsulation VSA identifies the
encapsulation used by the subscriber associated with the digital subscriber line access
multiplexer (DSLAM) access loop from which requests are initiated.

The value of the Data Link subfield in the Access-Loop-Encapsulation VSA determines
the overhead accounting mode in use on the access loop. If the Data Link subfield value
is O (ATM Adaptation Layer 5, or AAL5), the access loop uses cell-mode encapsulation.
If the Data Link subfield value is 1 (Ethernet), the access loop uses frame-mode
encapsulation.

In subscriber access networks where the router passes downstream ATM traffic to
Ethernet interfaces, the different Layer 2 encapsulations between the router and the
PPPoE Intermediate Agent on the DSLAM make managing the bandwidth of downstream
ATM traffic difficult. Using the Access-Loop-Encapsulation VSA to shape traffic based
on frames or cells enables the router to adjust the overhead-accounting attribute in order
to apply the correct downstream rate for the subscriber.

To configure the router to use the Access-Loop-Encapsulation VSA to adjust the CoS
overhead-accounting attribute, include the vendor-specific-tags statement with the
access-loop-encapsulation option at the [edit dynamic-profiles profile-name
class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic
profile that defines the ACl interface set or the dynamic profile that configures the
associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Access-Loop-Encapsulation VSA always
overrides the overhead-accounting value configured at the [edit dynamic-profiles
profile-name class-of-service traffic-control-profiles] hierarchy level.

Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting

When you configure the router to use one or both of the Actual-Data-Rate-Downstream
VSA value and Access-Loop-Encapsulation VSA value to adjust the CoS shaping rate
and overhead accounting attributes, respectively, the router adjusts these attributes
when the dynamic AClinterface set is created and the router receives the PADI and PADR
packets from the first subscriber interface belonging to the ACl interface set.

You can configure CoS adjustment based on either or both VSAs in either or both of the
following dynamic profiles:

« To configure adjustment of the CoS shaping rate and overhead accounting on a
per-household basis, use the dynamic profile that defines the dynamic ACl interface
set.

« To configure adjustment of the CoS shaping rate and overhead accounting on a
per-subscriber basis, use the dynamic profile that defines the ACI-based dynamic
PPPoE (pp0) subscriber interface associated with the ACl interface set.
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Table 16 on page 120 summarizes how the dynamic profile in which you configure CoS
adjustment for ACl-based dynamic VLANSs using one or both VSAs affects the router
behavior.

Table 16: CoS Adjustment in Dynamic Profiles for ACI Interface Sets and AC/-Based
Subscriber Interfaces

VSAs Specified in ACI VSAs Specified in PPPoE
Interface Set Dynamic Subscriber Interface

Profile Dynamic Profile Result

Yes No Router adjusts specified CoS
attributes only for dynamic ACI
interface set

No Yes Router adjusts specified CoS
attributes only for ACI-based
dynamic PPPoE subscriber
interface

Yes Yes Router adjusts specified CoS
attributes for both dynamic ACI
interface set and ACl-based
dynamic PPPoE subscriber
interface

No No Router does not adjust CoS
attributes for either the dynamic
ACl interface set or the ACIl-based
dynamic PPPoE subscriber
interface

Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting

You can also configure the router to use the Actual-Data-Rate-Downstream VSA and
Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS
shaping rate and overhead accounting attributes, respectively, for dynamic subscriber
interfaces not associated with dynamic ACl interface sets.

With the exception of the constraints described in “Restrictions for Configuring Adjustment
of CoS Shaping Rate and Overhead Accounting for Dynamic ACI Interface Sets” on
page 121, most of the guidelines and restrictions that apply to this feature for use with
non—ACI-based dynamic subscriber interfaces also apply to its use for dynamic ACI
interface sets and their associated ACl-based dynamic VLAN subscriber interfaces.

Related . Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Documentation Tags on page 109

. Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent Circuit
Identifier-Based Dynamic VLANSs on page 121

« Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
for Dynamic ACI Interface Sets on page 121
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Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
for Dynamic ACI Interface Sets

The following restrictions apply when you configure the router to use the
Actual-Data-Rate-Downstream VSA and Access-Loop-Encapsulation vendor-specific
attribute (VSA) values in PPPoE control packets to adjust the CoS shaping rate and
overhead accounting attributes, respectively, for dynamic ACl interface sets and their
associated agent circuit identifier (ACI)-based dynamic VLAN subscriber interfaces:

« You cannot configure adjustment of CoS shaping rate and overhead accounting
attributes based on Actual-Data-Rate-Downstream VSA and
Access-Loop-Encapsulation VSA values that the router receives from the following
sources:

- RADIUS servers
- Access Node Control Protocol (ANCP) access loop information

- Dynamic Host Configuration Protocol (DHCP) discovery packets

« You cannot use this feature to report information about the PPPoE VSA values to
RADIUS.

« You cannot use this feature to configure CoS adjustment of upstream data traffic on
a dynamic ACl interface set.

Related . Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview on
Documentation page 118

« Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Tags on page 109

« Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent Circuit
Identifier-Based Dynamic VLANs on page 121

Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent Circuit
Identifier-Based Dynamic VLANSs

You can configure the router to use either or both of the Actual-Data-Rate-Downstream
[26-130] or Access-Loop-Encapsulation [26-144] DSL Forum vendor-specific attribute
(VSA) values in PPPoE control packets to adjust the CoS shaping-rate and
overhead-accounting attributes, respectively, for dynamic agent circuit identifier (ACI)
interface sets and their associated ACI-based dynamic VLAN subscriber interfaces.

Before you begin:

« To configure adjustment of the CoS shaping rate and overhead accounting attributes
on a per-household basis, create a dynamic profile that defines the dynamic ACI
interface set.

See Defining ACI Interface Sets.
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Related
Documentation

« To configure adjustment of the CoS shaping rate and overhead accounting attributes
on a per-subscriber basis, create a dynamic profile that defines the ACI-based dynamic
PPPoE (pp0) subscriber interface associated with the ACl interface set.

See Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier
Information.

To configure the router to use the Actual-Data-Rate-Downstream or
Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS
shaping-rate and overhead-accounting attributes for dynamic ACI interface sets and
associated ACl-based dynamic VLAN subscriber interfaces, do either or both of the
following:

. Inadynamic profile for an ACl interface set or a dynamic profile for an ACIl-based
PPPoE subscriber interface, configure adjustment of the CoS shaping-rate attribute
based on the value of the Actual-Data-Rate-Downstream VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags actual-data-rate-downstream

. Inadynamic profile for an ACl interface set or a dynamic profile for an ACl-based
PPPoE subscriber interface, configure adjustment of the CoS overhead-accounting
attribute based on the value of the Access-Loop-Encapsulation VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags access-loop-encapsulation

. Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview on
page 118

« Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
for Dynamic ACI Interface Sets on page 121

« Configuring Dynamic VLANSs Based on Agent Circuit Identifier Information
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Applying CoS to Households or Individual
Subscribers Using Access Line ldentifier
Dynamic VLANS

« Applying CoS Attributes to VLANs Using Access-Line Identifiers on page 123

« Bandwidth Management Overview for Dynamic VLANs Based on Access-Line
|dentifiers on page 126

« Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
for Dynamic ALl Interface Sets on page 129

« Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic
VLANs Based on Access-Line Identifiers on page 129

Applying CoS Attributes to VLANs Using Access-Line Identifiers

To apply CoS attributes, such as shaping, at the household level, you must set and define
the CoS policy for the access-line-identifier (ALI) VLAN interface set using the dynamic
profile for the ALl interface set (not the subscriber profile). You can also configure a
traffic-control profile and a remaining traffic-control profile for a dynamic interface set.

The following example is a CoS profile for an ALl interface set using a unique-ID based
dynamic scheduler map:

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to
the dynamic interface set that represents the ALI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:
[edit dynamic-profiles profile-name]
user@host# edit interface "Sjunos-interface-name"

2. Configure the interfaces.
[edit dynamic-profiles profile-name interfaces]

user@host# edit interface-set "Sjunos-interface-set-name"
user@host# edit interface "Sjunos-interface-ifd-name"
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3. Configure the CoS traffic-control profile.

[edit class-of-service]

user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate

user@host# set guaranteed-rate rate

4. Specify the interfaces.

[edit class-of-service interfaces]
user@host# edit interface-set "Sjunos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ALl set using a unique ID-based dynamic
scheduler map:

dynamic-profiles {

ali-set-profile {

variables {
ds1g0qg2DP uid;
dsl1qlg2DP uid;
bel_dp uid;
efl_dp uid;
afl_dp uid;
ncl_dp uid;

}

interfaces {
interface-set "$junos-interface-set-name" {

interface "$junos-interface-ifd-name";

}

1

class-of-service {
traffic-control-profiles {
tcp2 {
scheduler-map ss1g0ql1DP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;
1
tcp3{
scheduler-map "$ds1qlig2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;
1
}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;
1
}
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scheduler-maps {
"$ds1g0g2DP" {

}

}

forwarding-class be scheduler "$bel_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";

"$ds1qlg2DP" {

}

forwarding-class ef scheduler "$efl_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";

schedulers {
||$be'|_dp|| {

}

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile dO;

"$ef'|_dp" {

}

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile dO;

"$aﬂ_dp" {

}

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d;
drop-profile-map loss-priority high protocol any drop-profile dO;

||$nc-|_dp|| {

transmit-rate percent 25;

priority low;

drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile dT;
drop-profile-map loss-priority high protocol any drop-profile dO;

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

Documentation

« Changing CoS Services Overview on page 141
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Bandwidth Management Overview for Dynamic VLANs Based on Access-Line Identifiers

A router in a subscriber access network ensures class of service (CoS) for dynamic
subscriber interfaces. An MX Series router with Modular Port Concentrator/Modular
Interface Card (MPC/MIC) interfaces ensures that subscribers receive an adequate
minimum bandwidth, referred to as the guaranteed rate, and maximum bandwidth,
referred to as the shaping rate. For dynamic VLAN subscriber interfaces based on
access-line identifiers (ALI), you can shape the bandwidth either at a per-household
level for a dynamic ALl interface set, or at a per-subscriber level for a dynamic VLAN
subscriber interface associated with an ALl interface set.

To help you manage bandwidth efficiently and economically for ALI-based dynamic
VLAN subscriber interfaces for PPPoE subscribers, you can configure the router to use
specific PPPoE vendor-specific attributes (VSAs) found in PPPoE control packets to
adjust the CoS shaping-rate and overhead-accounting attributes for dynamic ALl interface
sets and their associated ALI-based dynamic VLAN subscriber interfaces.

This overview covers the following topics:

« CoS Shaping Rate Adjustment on page 126
« CoS Overhead Accounting Adjustment on page 127

« Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead
Accounting on page 127

« Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead
Accounting on page 128

CoS Shaping Rate Adjustment

The CoS shaping rate adjustment is based on the value of the
Actual-Data-Rate-Downstream DSL Forum VSA [26-130] found in PPPoE Active
Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR) control packets
for PPPoE traffic. The Actual-Data-Rate-Downstream VSA contains the actual
downstream data rate, in bits per second, of the subscriber’s synchronized DSL link.

To configure the router to use the Actual-Data-Rate-Downstream VSA to adjust the CoS
shaping-rate attribute, include the vendor-specific-tags statement with the
actual-data-rate-downstream option at the [edit dynamic-profiles profile-name
class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic
profile that defines the ALl interface set or the dynamic profile that configures the
associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Actual-Data-Rate-Downstream VSA
overrides the shaping-rate value configured at the [edit dynamic-profiles profile-name
class-of-service traffic-control-profiles] hierarchy level only if the
Actual-Data-Rate-Downstream VSA value is less than the shaping-rate value configured
with the CLI.

126
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CoS Overhead Accounting Adjustment

The CoS overhead accounting adjustment is based on the value of the
Access-Loop-Encapsulation DSL Forum VSA [26-144] found in PADI and PADR control
packets for PPPoE traffic. The Access-Loop-Encapsulation VSA identifies the
encapsulation used by the subscriber associated with the DSL access multiplexer
(DSLAM) access loop from which requests are initiated.

The value of the Data Link subfield in the Access-Loop-Encapsulation VSA determines
the overhead accounting mode in use on the access loop. If the Data Link subfield value
is O (ATM Adaptation Layer 5, or AAL5), the access loop uses cell-mode encapsulation.
If the Data Link subfield value is 1 (Ethernet), the access loop uses frame-mode
encapsulation.

In subscriber access networks where the router passes downstream ATM traffic to
Ethernet interfaces, the different Layer 2 encapsulations between the router and the
PPPoE Intermediate Agent on the DSLAM make managing the bandwidth of downstream
ATM traffic difficult. Using the Access-Loop-Encapsulation VSA to shape traffic based
on frames or cells enables the router to adjust the overhead-accounting attribute to
apply the correct downstream rate for the subscriber.

To configure the router to use the Access-Loop-Encapsulation VSA to adjust the CoS
overhead-accounting attribute, include the vendor-specific-tags statement with the
access-loop-encapsulation option at the [edit dynamic-profiles profile-name
class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic
profile that defines the ALl interface set or the dynamic profile that configures the
associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Access-Loop-Encapsulation VSA always
overrides the overhead-accounting value configured at the [edit dynamic-profiles
profile-name class-of-service traffic-control-profiles] hierarchy level.

Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting

When you configure the router to use either or both of the Actual-Data-Rate-Downstream
VSA value and Access-Loop-Encapsulation VSA value to adjust the CoS shaping rate
and overhead accounting attributes, respectively, the router adjusts these attributes
when the dynamic ALl interface set is created and the router receives the PADI and PADR
packets from the first subscriber interface belonging to the ALl interface set.

You can configure CoS adjustment based on either or both VSAs in either or both of the
following dynamic profiles:

« To configure adjustment of the CoS shaping rate and overhead accounting on a
per-household basis, use the dynamic profile that defines the dynamic ALl interface
set.

« To configure adjustment of the CoS shaping rate and overhead accounting on a
per-subscriber basis, use the dynamic profile that defines the ALI-based dynamic
PPPoE (pp0) subscriber interface associated with the ALl interface set.
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Table 17 on page 128 summarizes how the dynamic profile in which you configure CoS
adjustment for ALI-based dynamic VLANSs using one or both VSAs affects the router
behavior.

Table 17: CoS Adjustment in Dynamic Profiles for ALI Interface Sets and ALI-Based
Subscriber Interfaces

VSAs Specified in ALI VSAs Specified in PPPoE
Interface Set Dynamic Subscriber Interface

Profile Dynamic Profile Result

Yes No Router adjusts specified CoS
attributes only for dynamic ALI
interface set

No Yes Router adjusts specified CoS
attributes only for ALI-based
dynamic PPPoE subscriber
interface

Yes Yes Router adjusts specified CoS
attributes for both dynamic ALI
interface set and ALI-based
dynamic PPPoE subscriber
interface

No No Router does not adjust CoS
attributes for either the dynamic
ALl interface set or the ALI-based
dynamic PPPoE subscriber
interface

Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting

You can also configure the router to use the Actual-Data-Rate-Downstream VSA and
Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS
shaping rate and overhead accounting attributes, respectively, for dynamic subscriber
interfaces not associated with dynamic ALl interface sets.

With the exception of the constraints described in “Restrictions for Configuring Adjustment
of CoS Shaping Rate and Overhead Accounting for Dynamic ALl Interface Sets” on
page 129, most of the guidelines and restrictions that apply to this feature for use with
dynamic subscriber interfaces that are not based on ALls also apply to its use for dynamic
ALl interface sets and their associated ALI-based dynamic VLAN subscriber interfaces.

Related . Restrictionsfor Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
Documentation for Dynamic ALl Interface Sets on page 129

. Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Tags on page 109

. Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic
VLANSs Based on Access-Line Identifiers on page 129
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Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
for Dynamic ALI Interface Sets

Related
Documentation

The following restrictions apply when you configure the router to use the
Actual-Data-Rate-Downstream VSA and Access-Loop-Encapsulation vendor-specific
attribute (VSA) values in PPPoE control packets to adjust the CoS shaping rate and
overhead accounting attributes, respectively, for dynamic interface sets based on the
access-line identifier (ALI) and their associated ALI-based dynamic VLAN subscriber
interfaces:

« You cannot configure adjustment of CoS shaping rate and overhead accounting
attributes based on Actual-Data-Rate-Downstream VSA and
Access-Loop-Encapsulation VSA values that the router receives from the following
sources:

- RADIUS servers
- Access Node Control Protocol (ANCP) access loop information

- Dynamic Host Configuration Protocol (DHCP) discovery packets

« You cannot use this feature to report information about the PPPoE VSA values to
RADIUS.

« You cannot use this feature to configure CoS adjustment of upstream data traffic on
a dynamic ACl interface set.

« Bandwidth Management Overview for Dynamic VLANs Based on Access-Line Identifiers
on page 126

« Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Tags on page 109

. Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic
VLANSs Based on Access-Line Identifiers on page 129

Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic
VLANSs Based on Access-Line Identifiers

You can configure the router to use either or both of the Actual-Data-Rate-Downstream
[26-130] or Access-Loop-Encapsulation [26-144] DSL Forum vendor-specific attribute
(VSA) values in PPPoE control packets to adjust the CoS shaping-rate and
overhead-accounting attributes, respectively, for dynamic access-line-identifier (ALI)
interface sets and their associated ALI-based dynamic VLAN subscriber interfaces.

Before you begin:

« To configure adjustment of the CoS shaping rate and overhead accounting attributes
on a per-household basis, create a dynamic profile that defines the dynamic ALI
interface set.
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Related
Documentation

See Defining Access-Line-Identifier Interface Sets.

To configure adjustment of the CoS shaping rate and overhead accounting attributes
on a per-subscriber basis, create a dynamic profile that defines the ALI-based dynamic
PPPoE (pp0) subscriber interface associated with the ALl interface set.

See Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers.

To configure the router to use the Actual-Data-Rate-Downstream or
Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS
shaping-rate and overhead-accounting attributes for dynamic ALl interface sets and
associated ALI-based dynamic VLAN subscriber interfaces, do either or both of the
following:

In a dynamic profile for an ALl interface set or a dynamic profile for an ALI-based
PPPoE subscriber interface, configure adjustment of the CoS shaping-rate attribute
based on the value of the Actual-Data-Rate-Downstream VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags actual-data-rate-downstream

In a dynamic profile for an ALl interface set or a dynamic profile for an ALI-based
PPPoE subscriber interface, configure adjustment of the CoS overhead-accounting
attribute based on the value of the Access-Loop-Encapsulation VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags access-loop-encapsulation

Configuring Dynamic VLANs Based on Access-Line Identifiers

Bandwidth Management Overview for Dynamic VLANs Based on Access-Line |dentifiers
on page 126

Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting
for Dynamic ALl Interface Sets on page 129
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Managing Excess Bandwidth Distribution
and Traffic Bursts

« Excess Bandwidth Distribution on MIC and MPC Interfaces Overview on page 131
« Traffic Burst Management on MIC and MPC Interfaces Overview on page 132

« Managing Excess Bandwidth Distribution for Dynamic CoS on MIC and MPC
Interfaces on page 134

Excess Bandwidth Distribution on MIC and MPC Interfaces Overview

Related
Documentation

Service providers often used tiered services to provide bandwidth for excess traffic as
traffic patterns vary. By default, excess bandwidth between a configured guaranteed
rate and shaping rate is shared equally among all queues on MIC and MPC interfaces,
which might not be optimal for all subscribers to a service.

You can adjust this distribution by configuring the rates and priorities for the excess
bandwidth.

By default, when traffic exceeds the shaping or guaranteed rates, the system demotes
traffic with guaranteed high (GH) priority and guaranteed medium (GM) priority. You can
disable this priority demotion for the MIC and MPC interfaces in your router.

« Managing Excess Bandwidth Distribution on Static Interfaces on MICs and MPCs

« Managing Excess Bandwidth Distribution for Dynamic CoS on MIC and MPC Interfaces
on page 134

« Per-Priority Shaping on MIC and MPC Interfaces Overview

« Traffic Burst Management on MIC and MPC Interfaces Overview on page 132
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Traffic Burst Management on MIC and MPC Interfaces Overview

You can manage the impact of bursts of traffic on your network by configuring a burst-size
value with the shaping rate or the guaranteed rate. The value is the maximum bytes of
rate credit that can accrue for an idle queue or scheduler node. When a queue or node
becomes active, the accrued rate credits enable the queue or node to catch up to the
configured rate.

Figure 4: Sample Burst Shaping Rates
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In Figure 4 on page 132, the network administrator configures a large burst-size value for
the shaping rate, then configures a small burst-size value. The larger burst size is subject
to a maximum value. The smaller burst size is subject to a minimum value that enables
the system to achieve the configured rates.

In both configurations, the scheduler node can burst beyond its shaping rate for a brief
interval. The burst of traffic beyond the shaping rate is more noticeable with the larger
burst size than the smaller burst size.

« Guidelines for Configuring the Burst Size on page 132

« How the System Calculates the Burst Size on page 133

Guidelines for Configuring the Burst Size

Typically, the default burst-size (100 ms) for both scheduler nodes and queues on MIC
and MPC interfaces is adequate for most networks. However, if you have intermediate
equipment in your network that has very limited buffering and is intolerant of bursts of
traffic, you might want to configure a lower value for the burst size.

Use caution when selecting a different burst size for your network. A burst size that is too
high can overwhelm downstream networking equipment, causing dropped packets and
inefficient network operation. Similarly, a burst size that is too low can prevent the network
from achieving your configured rate.

132
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When configuring a burst size, keep the following considerations in mind:

« The system uses an algorithm to determine the actual burst size that is implemented
for a node or queue. For example, to reach a shaping rate of 8 Mbps, you must allocate
1Mb of rate credits every second. A shaping rate of 8 Mbps with a burst size of 500,000
bytes of rate-credit per seconds enables the system to transmit at most 500,000
bytes, or 4 Mbps. The system cannot implement a burst size that prevents the rate
from being achieved.

For more information, see “How the System Calculates the Burst Size” on page 133.

« There are minimum and maximum burst sizes for each platform, and different nodes
and queue types have different scaling factors. For example, the system ensures the
burst cannot be set lower than 1 Mbps for a shaping rate of 8 Mbps. To smoothly shape
traffic, rate credits are sent much faster than once per second. The interval at which
rate credits are sent varies depending on the platform, the type of rate, and the
scheduler level.

- When you have configured adjustments for the shaping rate (either by percentage or
through an application such as ANCP or Multicast OIF), the system bases the default
and minimum burst-size calculations on the adjusted shaping rate.

« When you have configured cell shaping mode to account for ATM cell tax, the system
bases the default and minimum burst-size calculations on the post-tax shaping rate.

. The guaranteed rate and shaping rate share the value specified for the burst size. If
the guaranteed rate has a burst size specified, that burst size is used for the shaping
rate; if the shaping rate has a burst size specified, that bursts size is used for the
guaranteed rate. If you have specified a burst size for both rates, the system uses the
lesser of the two values.

« The burst size configured for the guaranteed rate cannot exceed the burst-size
configured for the shaping rate. Starting in Junos OS Release 15.1, the CLI no longer
generates a commit error when the guaranteed-rate burst size is statically configured
to be more than the shaping-rate burst size. This behavior changed with the advent of
enhanced subscriber management. The system logs an error when the guaranteed-burst
rate is higher, whether the it is configured statically, dynamically with predefined
variables, or by means of a change of authorization request.

« If you have not configured a guaranteed rate, logical interfaces and interface sets
receive a default guaranteed rate from the port speed. Queues receive a default
guaranteed rate from the parent logical interface or interface set.

How the System Calculates the Burst Size

When calculating the burst size, the system uses an exponent of a power of two. For
example:

Shaping-rate in bps * 100 ms / (8 bits/byte * 1000 ms/s) = 1,875,000 bytes

The system then rounds this value up. For example, the system uses the following
calculation to determine the burst size for a scheduler node with a shaping rate of 150
Mbps:
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Max (Shaping rate, Guaranteed rate) bps * 100 ms / (8 bits/byte * 1000 ms/s) = 1,875,000
bytes

Rounded up to the next higher power of two = 2,097,150 (which is 2**21, or 0x200000)
The system assigns a single burst size to each of the following rate pairs:

. Shaping rate and guaranteed rate
« Guaranteed high (GH) and guaranteed medium (GM)
« Excess high (EH) and excess low (EL)

« Guaranteed low (GL)
To calculate the burst size for each pair, the system:

. Uses the configured burst-size if only one of the pair is configured.
« Uses the lesser of the two burst sizes if both values are configured.
. Uses the next lower power of two.

« To calculate the minimum burst size, the system uses the greater of the two rates.

Release History Table Release Description

15.1 Starting in Junos OS Release 15.1, the CLI no longer generates a commit error
when the guaranteed-rate burst size is statically configured to be more than
the shaping-rate burst size.

Related . Per-Priority Shaping on MIC and MPC Interfaces Overview

Documentation . Managing Excess Bandwidth Distribution on Static Interfaces on MICs and MPCs

Managing Excess Bandwidth Distribution for Dynamic CoS on MIC and MPC Interfaces

Service providers often used tiered services that must utilize excess bandwidth as traffic
patterns vary. By default, excess bandwidth between a configured guaranteed rate and
shaping rate is shared equally among all queues with the same excess priority value,
which might not be optimal for all subscribers to a service.

This feature is supported for MIC and MPC interfaces on MX Series routers.
To configure parameters to manage excess bandwidth for subscriber interfaces:

1. Configure the parameters for the interface.
a. Configure the guaranteed and shaping rates.

i. Configure the guaranteed rate:
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[edit dynamic-profiles profile-name class-of-service traffic-control-profiles

profile-name]

user@host# set guaranteed-rate(rate | Sjunos-cos-guaranteed-rate) <burst-size

(bytes | Sjunos-cos-guaranteed-rate-burst) >

ii. Configure the shaping rate:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles

profile-name]

user@host# set shaping-rate (rate | Sjunos-cos-shaping-rate) <burst-size (bytes

| Sjunos-cos-shaping-rate-burst) >

TIP: OnMPC/MIC interfaces, the guaranteed rate and the shaping rate
share the value specified for the burst size. If the guaranteed rate has
a burst size specified, it is used for the shaping rate; if the shaping rate
has a burst size specified, it is used for the guaranteed rate. If you have
specified a burst for both rates, the system uses the lesser of the two
values.

b. Configure a rate for excess bandwidth.

You can configure an excess rate for all priorities of traffic:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name]

user@host# set excess-rate (percent percentage | Sjunos-cos-excess-rate) |
proportion value )

Optionally, you can configure an excess rate specifically for high- and low-priority
traffic. When you configure the excess-rate statement for an interface, you cannot
also configure the excess-rate-low and excess-rate-high statements.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name]

user@host# set excess-rate-high(percent percentage |
Sjunos-cos-excess-rate-high) | proportion value )

user@host# set excess-rate-low (percent percentage | Sjunos-cos-excess-rate-low)
| proportion value )

BEST PRACTICE: We recommend that you configure either a
percentage or a proportion of the excess bandwidth for all schedulers
with the same parent in the hierarchy. For example, if you configure
interface 1.1 with twenty percent of the excess bandwidth, configure
interface 1.2 with eighty percent of the excess bandwidth.
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2. (Optional) Configure parameters for the queue.
a. Configure the shaping rate.
[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#set shaping-rate (rate | Sjunos-cos-scheduler-shaping-rate) <burst-size
bytes>
b. Configure the excess rate.
[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#set excess-rate (percent percentage | percent
Sjunos-cos-scheduler-excess-rate)
c. (Optional) Configure the priority of excess bandwidth for the queue.
[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]

user@host#set excess-priority (low | high | Sjunos-cos-scheduler-excess-priority
| none)

TIP:
‘ For queues, you cannot configure the excess rate or excess priority in

these cases:

« When the transmit-rate exact statement is configured. In this case,
the shaping rate is equal to the transmit rate and the queue does not
operate in the excess region.

« When the scheduling priority is configured as strict-high. In this case,
the queue gets all available bandwidth and never operates in the
excess region.

By default, when traffic exceeds the shaping or guaranteed rates, the
system demotes traffic configured with high or medium priority. To
disable priority demotion, specify the none option. You cannot configure
this option for queues configured with transmit-rate expressed as a
percent and when the parent’s guaranteed rate is set to zero.

Related . Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Documentation Dynamic CoS for Subscriber Access on page 36
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« Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
RADIUS on page 137

« Changing CoS Services Overview on page 141

« CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview on page 144

« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 146

« Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 147
« Configuring Static Default Values for Traffic Scheduling and Shaping on page 148

« Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Subscriber Sessions on page 150

. CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 152

« Example: Configuring Initial CoS Parameters Dynamically Obtained from
RADIUS on page 158

Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
RADIUS

You can configure interface-specific CoS parameters that the router obtains when
subscribers log in at appropriately configured static or dynamic subscriber interfaces.
This feature is supported only for interfaces on Enhanced Queuing Dense Port
Concentrators (EQ DPCs) in MX Series 5G Universal Routing Platforms.

To configure a dynamic profile to provide initial CoS Services, make sure you understand
the following concepts:

« Dynamic Configuration of Initial CoS in Access Profiles on page 138

« Predefined Variables for Dynamic Configuration of Initial Traffic Shaping on page 138

« Predefined Variables for Dynamic Configuration of Initial Scheduling and
Queuing on page 139
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Dynamic Configuration of Initial CoS in Access Profiles

When a router interface receives a join message from a DHCP subscriber, the Junos OS
applies the values configured in the dynamic profile associated with that router interface.
A dynamic profile that is activated through its association with a subscriber interface is
known as anaccess dynamic profile. You can associate a dynamic profile with a subscriber
interface on the router by including statements at the [edit dynamic-profiles profile-name
class-of-service interfaces] hierarchy level.

The Junos OS supports predefined variables for obtaining CoS parameters from the
RADIUS authentication server. When a client authenticates over a router interface
associated with the access dynamic profile, the router replaces the predefined variables
with interface-specific values obtained from the RADIUS server.

@ NOTE: To associate dynamically configured initial CoS features with a
subscriber interface, reference Junos OS predefined variables—and not
user-defined variables—in an access dynamic profile for that interface.

Predefined Variables for Dynamic Configuration of Initial Traffic Shaping

You can configure an access dynamic profile that provides initial traffic-shaping
parameters when a subscriber logs in. The Junos OS obtains this information from the
RADIUS server when a subscriber authenticates over the static or dynamic subscriber
interface to which the access dynamic profile is attached.

If you define the Juniper Networks authentication and authorization VSA for CoS
traffic-shaping parameter values (attribute number 26-108) on the RADIUS
authentication server, the RADIUS server includes the values in RADIUS Access-Accept
messages it sends to the router when a subscriber successfully authenticates over the
interface.

To provide an initial scheduler map name and traffic shaping parameters obtained from
the RADIUS authentication server when a subscriber logs in, reference the Junos OS
predefined variables for CoS listed in Table 18 on page 138 in an access dynamic profile
associated with the subscriber interface.

Table 18: CoS Predefined Variables for Scheduler Map and Traffic Shaping

Variable Description

$junos-cos-scheduler-map

Scheduler-map name to be dynamically configured in a traffic-control profile in the access
dynamic profile when a subscriber logs in.

NOTE: The scheduler map referenced by the scheduler-map statement can be defined
dynamically (at the [edit dynamic-profiles profile-name class-of-service scheduler-maps]
hierarchy level) or statically (at the [edit class-of-service scheduler-maps] hierarchy level).

$junos-cos-shaping-rate

Shaping rate to be dynamically configured in a traffic-control profile in the access dynamic

profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic profile is attached.
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Table 18: CoS Predefined Variables for Scheduler Map and Traffic Shaping (continued)

Variable Description

$junos-cos-guaranteed-rate Guaranteed rate to be dynamically configured in a traffic-control profile in the access dynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic profile is attached.

$junos-cos-delay-buffer-rate  Delay-buffer rate to be dynamically configured in a traffic-control profile in the access dynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic profile is attached.

Predefined Variables for Dynamic Configuration of Initial Scheduling and Queuing

You can configure an access dynamic profile that provides initial traffic-shaping
parameters when a subscriber logs in. The Junos OS obtains this information from the
RADIUS server when a subscriber authenticates over the static or dynamic subscriber
interface to which the access dynamic profile is attached.

If you define the Juniper Networks authentication and authorization VSA for CoS
scheduling and queuing parameter values (attribute number 26-146) on the RADIUS
authentication server, the RADIUS server includes the values in RADIUS Access-Accept
messages it sends to the router when a subscriber successfully authenticates over the
interface.

To provide an initial scheduler name and scheduler and queuing parameters obtained
from the RADIUS authentication server when a subscriber logs in, reference the Junos
OS predefined variables listed in Table 19 on page 139 in an access dynamic profile
associated with the subscriber interface.

Table 19: CoS Predefined Variables for Scheduling and Queuing

Variable Description

$junos-cos-scheduler Name of a scheduler to be dynamically configured in the access dynamic
profile. You can configure a RADIUS authentication server to include this
information in the Accept-Accept message when a subscriber successfully
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

$junos-cos-scheduler-transmit-rate Transmit rate to be dynamically configured for the scheduler in the access
dynamic profile. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

$junos-cos-scheduler-bs Buffer size, as a percentage of total buffer, to be dynamically configured for
the scheduler in the access dynamic profile. You can configure a RADIUS
authentication server to include this information in the Accept-Accept message
when a subscriber successfully authenticates over the static or dynamic
subscriber interface to which the access dynamic profile is attached.
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Table 19: CoS Predefined Variables for Scheduling and Queuing (continued)

Variable Description

$junos-cos-scheduler-pri

Packet-scheduling priority value to be dynamically configured for the scheduler
in the access dynamic profile. You can configure a RADIUS authentication
server to include this information in the Accept-Accept message when a
subscriber successfully authenticates over the static or dynamic subscriber
interface to which the access dynamic profile is attached.

$junos-cos-scheduler-dropfile-low

Name of the drop profile for RED for loss-priority level low to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
a RADIUS authentication server to include this information in the Accept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level) for
loss-priority low.

$junos-cos-scheduler-dropfile-medium-low

Name of the drop profile for RED for loss-priority level medium-low to be
dynamically configured for the scheduler in the access dynamic profile. The
Junos OS obtains this information from the RADIUS server when a subscriber
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-medium-high

Name of the drop profile for RED for loss-priority level medium-high to be
dynamically configured for the scheduler in the access dynamic profile. You
can configure a RADIUS authentication server to include this information in
the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic
profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-high

$junos-cos-scheduler-dropfile-any

Name of the drop profile for RED for loss-priority level high to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
aRADIUS authentication server to include this information in the Accept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

Name of the drop profile for RED for loss-priority level any to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
aRADIUS authentication server to include this information in the Accept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).
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Related . Subscriber Activation and Service Management in an Access Network
Documentation « Dynamic Profiles Overview
« Dynamic Variables Overview
« Junos OS Predefined Variables
« Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 147

. Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on
page 158

Changing CoS Services Overview

This topic describes how to provide CoS when subscribers dynamically upgrade or
downgrade services in an access environment.

You can configure your network with a dynamic client profile that provides all subscribers
with default CoS parameters when they log in. For example, all subscribers can receive
a basic data service. By configuring the client profile with Junos OS predefined variables
for RADIUS-provided CoS parameters, you also enable the service to be activated for
those subscribers at login.

@ NOTE: Thedynamic client profileis alsoreferred to as a dynamic clientaccess
profile, or sometimes just access profile for brevity. Do not confuse this profile,

configured at the [edit dynamic-profiles profile-name] hierarchy level, with
the access profile configured at the [edit access profile profile-name] hierarchy
level. These static access profiles are used to configure authentication,
accounting, and authorization parameters for subscriber access, some session
attributes, and client-specific properties for L2TP and PPP sessions. Access
profiles are applied at various configuration levels with the access-profile
statement.

To enable subscribers to activate a service or upgrade to different services through
RADIUS change-of-authorization (CoA) messages after login, configure a dynamic service
profile that includes user-defined variables.

Types of CoS Variables Used in a Service Profile
You can configure variables for the following CoS parameters in a service profile:
« Shaping rate
. Delay buffer rate

« Guaranteedrate

« Scheduler map

For each CoS parameter, you must associate a RADIUS vendor ID. For each vendor ID,
you must assign an attribute number and a tag. The tag is used to differentiate between
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values for different CoS variables when you specify the same attribute number for those
variables. These values are matched with the values supplied by RADIUS during subscriber
authentication. All of the values in the dynamic profile must be defined in RADIUS or
none of the values are passed.

Optionally, you can configure default values for each parameter. Configuring default
values is beneficial if you do not configure RADIUS to enable service changes. During
service changes, RADIUS takes precedence over the default value that is configured.

Static and Dynamic CoS Configurations

Depending on how you configure CoS parameters in the access and service profiles,
certain CoS parameters are replaced or merged when subscribers change or activate
new services.

Static configuration is when you configure the scheduler map and schedulers in the static
[edit class-of-service] hierarchy and reference the scheduler map in the dynamic profile.
Dynamic configuration is when you configure the scheduler map and schedulers within
the dynamic profile.

The CoS configuration also depends on whether you have enabled multiple subscribers
on the same logical interface using the aggregate-clients statements in the dynamic
profile referenced by DHCP. When you specify the aggregate-clients replace statement,
the scheduler map names are replaced. In both cases, if the length of the scheduler map
name exceeds 128 characters, subscribers cannot log in. When you specify the
aggregate-clients merge statement, the scheduler map names specified in the dynamic
profile are appended.

BEST PRACTICE: Toimprove CoS performance in IPv4, IPv6, and dual-stack
networks, we recommend that you use the aggregate-clients replace statement
rather than the aggregate-clients merge statement.

Scenarios for Static and Dynamic Configuration of CoS Parameters

Table 20 on page 143 lists the scenarios for static and dynamic configuration of CoS
parameters in access profiles and service profiles at subscriber login. The table also lists
the behavior for each configuration for service activation and service modification using
RADIUS CoA messages.
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Table 20: CoS Services and Variables

Scenario

Subscriber login

Static CoS
Configuration (Single
Subscriber)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map in edit
class-of-service
hierarchy and
reference in access
profile

Dynamic CoS
Configuration (Single
Subscriber)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map and schedulers
in access profile

Dynamic CoS
Configuration
(Multiple Subscribers
Enabled on a Logical

Interface with the
aggregate-clients
merge Statement)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map and schedulers
in access profile

Dynamic CoS
Configuration
(Multiple Subscribers
Enabled on a Logical
Interface with the
aggregate-clients
replace Statement)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map and schedulers
in access profile

RADIUS CoA for service
or variable change

Replaces the following
parameters:

« Delay buffer rate
« Guaranteedrate
« Scheduler map
« Shapingrate

Replaces the following
parameters:

« Delay buffer rate
« Guaranteedrate
« Shapingrate

« Scheduler map

Combines the values of
the following
parameters to their
maximum scalar value:

« Delay buffer rate
« Guaranteed rate
« Shaping rate

Appends the scheduler
map parameter

Replaces the following
parameters:

« Delay buffer rate
« Guaranteedrate
« Shapingrate

« Scheduler map

RADIUS CoAforservice Does not merge Merge queues if the Merge gueues if the Merge gueues if the
activation queues queue specifiedinthe  queue specifiedinthe  queue specified in the
service profile is not service profile is not service profile is not
NOTE:In this case,use  already in use for the already in use for the already in use for the
a similar configuration  subscriber subscriber subscriber
to the access profile,
including the same NOTE: Do not NOTE: Do not NOTE: Do not
name for the instantiate a CoA instantiate a CoA instantiate a CoA
traffic-control-profile. request using a service request using a service  request using a service
During service dynamic profile thatis  dynamic profile thatis  dynamic profile that is
activation, this already in use on the already in use on the already in use on the
configuration replaces  same logical interface. same logical interface. = same logical interface.
the original
configuration in the
access profile.
Related . Configuring Static Hierarchical Scheduling in a Dynamic Profile

Documentation

« Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview

« RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service Framework

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36
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CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview

To control bandwidth at a household level in a subscriber access network, you can apply
RADIUS dynamic class of service (CoS) traffic-shaping attributes to a dynamic interface
set and its member subscriber sessions when the subscriber sessions are authenticated.
(The dynamic interface set itself does not go through the authentication process.)

A household is represented by either a dynamic interface set or a dynamic
agent-circuit-identifier (ACI) interface set from which the subscriber sessions originate.
For this feature, dynamic interface sets and dynamic ACl interface sets are mapped to
Level 2 of the Junos OS CoS scheduler hierarchy, which enables you to use CoS
traffic-shaping to shape the bandwidth at the household (interface set) level.

The subscriber sessions, also referred to as subscriber interfaces or client sessions, can be
dynamic VLAN, PPPoE, or IP demultiplexing (IP demux) subscriber interfaces. The
subscriber interfaces are mapped to Level 3 of the Junos OS CoS scheduler hierarchy.

« Supported Network Configurations on page 144

« Traffic-Control Profiles in Subscriber Interface Dynamic Profiles on page 144

« CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets and Member
Subscriber Sessions on page 145

Supported Network Configurations

Applying RADIUS dynamic CoS traffic-shaping attributes to a dynamic interface set and
its member subscriber sessions is supported for the following network configurations:

« Dynamic IP demux subscriber interfaces (for DHCP subscribers) over either a dynamic
interface set or a dynamic ACl interface set

« Dynamic PPPoE subscriber interfaces over either a dynamic interface set or a dynamic
AClinterface set

Traffic-Control Profiles in Subscriber Interface Dynamic Profiles

To apply dynamic CoS traffic-shaping attributes to a dynamic interface set and its
member subscriber sessions, you must define and attach the traffic-control profiles for
both the dynamic interface set and the dynamic subscriber sessions within the dynamic
profile for the subscriber interface.

At the [edit dynamic-profiles profile-name class-of-service traffic-control-profiles] hierarchy
level in the dynamic profile, configure both of the following:

. Traffic-control profile for the dynamic VLAN, PPPoE, or IP demux subscriber interfaces

« Traffic-control profile for the dynamic interface set or dynamic ACl interface set to
which the subscriber interfaces belong
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RADIUS tag values for the Junos OS CoS traffic shaping predefined variables used in
both traffic-control profiles must be in the 100s range, as described in “CoS Traffic Shaping
Predefined Variables for Dynamic Interface Sets” on page 152.

At the [edit dynamic-profiles profile-name interfaces] hierarchy level in the dynamic profile,
use the output-traffic-control-profile statement to apply the traffic-control profiles to
the dynamic subscriber interface and the dynamic interface set or dynamic ACl interface
set.

CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets and Member Subscriber

Sessions

Related
Documentation

The set of $junos-cos-parameter predefined dynamic variables has been duplicated and
assigned a RADIUS tag value in the 100s range for use with this feature. The RADIUS tag
value is the only difference between the existing CoS traffic-shaping predefined dynamic
variables and the predefined dynamic variables that you must use with this feature.

Both RADIUS instances of the $junos-cos-parameter predefined dynamic variables are
available, but you must use the dynamic variables with tag values in the 100s range to
apply CoS traffic-shaping attributes to both the dynamic interface set and member
subscriber sessions in a subscriber interface dynamic profile.

Forexample, the existing $junos-cos-shaping-rate predefined variable is assigned RADIUS
vendor ID 4874, attribute number 108, and tag value 2. To apply CoS traffic-shaping
attributes to the dynamic interface set and its member subscriber sessions, you must
instead use the S$junos-cos-shaping-rate predefined variable that is assigsned RADIUS
vendor ID 4874, attribute number 108, and tag value 102.

@ NOTE: Do not configure a combination of $junos-cos-parameter predefined
dynamic variables with RADIUS tag values in the 100s range and
Sjunos-cos-parameter predefined dynamic variables with tag values not in
the 100s range in the same traffic-control profile. If you do so, the subscriber
authentication process fails.

« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 146

« Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Subscriber Sessions on page 150

. CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 152
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Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions

Observe the following guidelines when you apply dynamic CoS traffic-shaping attributes
to a dynamic interface set or a dynamic ACl interface set and its member subscriber
sessions. For complete information about the Junos OS CoS traffic-shaping predefined
dynamic variables and RADIUS tag values used with this feature, see “CoS Traffic Shaping
Predefined Variables for Dynamic Interface Sets” on page 152.

« This feature is supported only for dynamically configured and instantiated subscriber
interfaces.

. Do not configure a combination of $Sjunos-cos-parameter predefined dynamic variables
with RADIUS tag values in the 100s range and S$junos-cos-parameter predefined dynamic
variables with tag values not in the 100s range in the same traffic-control profile. If you
do so, the subscriber authentication process fails.

« Use the Sjunos-cos-adjust-minimum predefined variable (tag 109) only in traffic-control
profiles for dynamic subscriber interfaces. Using this variable in a traffic-control profile
for a dynamic interface set or dynamic ACl interface set has no effect.

« Do not configure the $junos-cos-excess-rate-high predefined variable (tag 110) when
the $junos-cos-excess-rate predefined variable (tag 105) is configured, and vice-versa.

« Do not configure the Sjunos-cos-excess-rate-low predefined variable (tag 111) when
the Sjunos-cos-excess-rate predefined variable (tag 105) is configured, and vice-versa.

« Do not configure the $junos-cos-byte-adjust-frame predefined variable (tag 114) when
the $junos-cos-byte-adjust predefined variable (tag 108) is configured, and vice-versa.

« Do not configure the Sjunos-cos-byte-adjust-cell predefined variable (tag 115) when
the Sjunos-cos-byte-adjust predefined variable (tag 108) is configured, and vice-versa.

. Use the per-priority $junos-cos-shaping-rate-parameter predefined variables (tags 116
through 125) only in traffic-control profiles for dynamic interface sets or dynamic ACI
interface sets. Using these variables in traffic-control profiles for a dynamic logical
subscriber interface causes the subscriber session to fail.

Related . Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Documentation Subscriber Sessions on page 150

. CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 152

. CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview on page 144
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Configuring Initial CoS Parameters Dynamically Obtained from RADIUS

You can configure a subscriber interface so that subscribers receive initial CoS parameters
that the router obtains from the RADIUS authentication server when subscribers log in
using that logical interface on the router.

1. Configure external RADIUS server VSAs with values that you expect subscribers to
log in with.

« To configure a RADIUS authentication server to include CoS traffic-shaping
parameters in authentication grants on certain subscriber interfaces, configure
Juniper Networks VSA 26-108.

- Toconfigure a RADIUS authentication server toinclude CoS scheduling and queuing
parameters in authentication grants a certain subscriber interfaces, configure Juniper
Networks VSA 28-146.

See Configuring Router or Switch Interaction with RADIUS Servers and RADIUS Servers
and Parameters for Subscriber Access.

2. Configure a subscriber interface that supports hierarchical CoS.

3. Associate a traffic-control profile with the interface.

See “Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic
Profile” on page 189.

4. Configuring initial traffic-shaping parameters to be obtained from RADIUS.

See “Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic
Profile” on page 44.

5. Configure forwarding classes and scheduler maps statically.

See Configuring a Custom Forwarding Class for Each Queue and Configuring Scheduler
Maps.

6. Configure a scheduler to specify initial scheduling and queuing parameters to be
dynamically obtained from RADIUS when a subscriber logs in.

See “Configuring Dynamic Schedulers with Variables in a Dynamic Profile” on page 50.

Related . Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
Documentation RADIUS on page 137

« Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on
page 158

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36
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. Subscriber Activation and Service Management in an Access Network
« Juniper Networks VSAs Supported by the AAA Service Framework

- Dynamic Profiles Overview

« Dynamic Variables Overview

« Junos OS Predefined Variables

Configuring Static Default Values for Traffic Scheduling and Shaping

To provide subscribers with default values for CoS parameters, configure user-defined
variables for CoS parameters and assign static default values to the variables. If you have
configured values to be supplied by a RADIUS CoA, subscribers receive the default value
when deactivating a service.

To configure user-defined variables with default values for CoS in a dynamic profile:
1. Specify that you want to configure variables in the dynamic profile.

[edit dynamic-profiles residential-silver variables]

2. Configure a default value for the shaping rate.
[edit dynamic-profiles residential-silver variables]
user@host# set srate default-value 5m

3. Configure a default value for the guaranteed rate.
[edit dynamic-profiles residential-silver variables]
user@host# set grate default-value 5m

4. Configure a default value for the delay buffer rate.
[edit dynamic-profiles residential-silver variables]
user@host# set dbrate default-value 10m

5. Configure a default value for the scheduler map.
[edit dynamic-profiles residential-silver variables]

user@host# set smap default-value triple-play

6. Configure the variables for the CoS parameters in the traffic-control profile.
Either the shaping rate or the guaranteed rate is required in the traffic-control profile.

a. Access the traffic-control profile in the dynamic profile.
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user@host# edit dynamic-profiles residential-silver class-of-service
traffic-control-profiles tcpl

b. Configure the scheduler map variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set scheduler-map "$Ssmap"

c. Configure the shaping rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set shaping-rate "Ssrate"

d. Configure the guaranteed rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set guaranteed-rate "Sgrate"

e. Configure the delay buffer rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set delay-buffer-rate "Sdbrate"

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

Documentation « Changing CoS Services Overview on page 141
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Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Subscriber Sessions

To control bandwidth at a household level in a subscriber access network, you can apply
RADIUS dynamic class of service (CoS) traffic-shaping attributes to a dynamic interface
set or agent-circuit-identifer (ACI) interface set and its member subscriber sessions when
the member sessions are authenticated. The dynamic interface set or ACl interface set
represents the household from which the subscriber sessions originate. The subscriber
sessions, also referred to as client sessions or subscriber interfaces, can be dynamic VLAN,
PPPoE, or IP demultiplexing (IP demux, for DHCP) subscriber interfaces.

To apply RADIUS dynamic CoS traffic-shaping attributes to both the dynamic interface
set and its member subscriber sessions, you must configure two traffic-control profiles
in the dynamic profile for the subscriber interface: one traffic-control profile for the
“parent” dynamic interface set, and a second traffic-control profile for the dynamic
subscriber interfaces. RADIUS tag values for the Junos OS CoS traffic shaping predefined
variables used in both traffic-control profiles must be in the 100s range.

Before you begin:

« Create a dynamic profile that defines the VLAN, PPPoE, or IP demux logical subscriber
interface.

See the following topics:

- Configuring a Basic Dynamic Profile

- Configuring a Dynamic Profile Used to Create Single-Tag VLANs

- Configuring a Dynamic Profile Used to Create Stacked VLANs

- Configuring Dynamic PPPoE Subscriber Interfaces

- Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles

To apply dynamic CoS traffic-shaping attributes to a dynamic ACI or non-ACl interface
set and its member subscriber sessions in a dynamic profile for the subscriber interface:

1. Configure two traffic-control profiles at the [edit dynamic-profiles profile-name
class-of-service traffic-control profiles] hierarchy level:

. Traffic-control profile for the VLAN, PPPoE, or IP demux dynamic subscriber
interfaces

. Traffic-control profile for the dynamic interface set or dynamic ACl interface set to
which the subscriber interfaces belong

2. Inthe traffic-control profiles configured for the dynamic interface set and the subscriber
interfaces, reference Junos OS CoS traffic-shaping predefined variables with RADIUS
tag values in the 100s range.

See “CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets” on page 152
for a complete list of the Junos OS predefined variables and RADIUS tag values that
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you must use in the traffic-control profiles for the dynamic subscriber interfaces and
the dynamic interface set.

3. At the [edit dynamic-profiles profile-name interfaces] hierarchy level, use the
output-traffic-control-profile statement to apply the traffic-control profiles to the
dynamic subscriber interface and the dynamic interface set or dynamic ACl interface
set.

Example: Dynamic
PPPoOE Subscriber
Interface over Dynamic
ACl Interface Set

The following example shows a dynamic profile named pppoe-subscriber that configures
a dynamic PPPoE (pp0) subscriber interface over a dynamic ACl interface set.

The traffic-control-profiles stanza defines two traffic-control profiles: tcp-pppoe-session
for the dynamic PPPoE subscriber interface, and tcp-parent-aci-set for the dynamic
“parent” ACl interface set. The $junos-cos-shaping-rate predefined variable included in
each of these traffic-control profiles is assigned RADIUS vendor ID 4874, attribute number
108, and tag value 102. The Sjunos-cos-shaping-mode variable is assigned RADIUS vendor
ID 4874, attribute number 108, and tag value 107.

The interfaces stanza applies output traffic-control profile tcp-pppoe-session to the
dynamic PPPoE (pp0) subscriber interface, and output traffic-control profile
tcp-parent-aci-set to the dynamic ACl interface set.

[edit dynamic-profiles]
pppoe-subscriber {
interfaces {
interface-set "$junos-interface-set-name" {
interface ppO {
unit "$junos-interface-unit";
}
}
ppPO {
unit "$junos-interface-unit" {
ppp-options {
pap;
1
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;
1
no-keepalives;
family inet {
unnumbered-address l00.0;
1
1
}
1

class-of-service {
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traffic-control-profiles {
tcp-pppoe-session {
scheduler-map smap-1;
shaping-rate $junos-cos-shaping-rate;
overhead-accounting $junos-cos-shaping-mode frame-mode-bytes -4
cell-mode-bytes 12;
}
tcp-parent-aci-set {
shaping-rate Sjunos-cos-shaping-rate;
overhead-accounting Sjunos-cos-shaping-mode frame-mode-bytes -4
cell-mode-bytes 12;
1
}
interfaces {
ppO {
unit "$junos-interface-unit" {
output-traffic-control-profile tcp-pppoe-session;
}
}
interface-set $junos-interface-set-name {
output-traffic-control-profile tcp-parent-aci-set;

. CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 152

. CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview on page 144

« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 146

CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets

To control bandwidth at a household level in a subscriber access network, you can apply
RADIUS CoS traffic-shaping attributes to a dynamic interface set and its member
subscriber sessions when the member sessions are authenticated. The dynamic interface
set, which represents the household level in a subscriber access network, can be either
a dynamic agent-circuit-identifier (ACl) interface set or a non-ACl—based dynamic
interface set. The subscriber sessions belonging to the interface set can be dynamic
VLAN, DHCP, or PPPoE subscriber interfaces.

To apply RADIUS CoS traffic-shaping attributes to both the dynamic interface set and
its member subscriber sessions, you must configure two traffic-control profiles in the
dynamic profile for the subscriber interface: one traffic-control profile for the “parent”
dynamic interface set, and a second traffic-control profile for the dynamic subscriber
interfaces. RADIUS tag values for the Junos OS CoS traffic-shaping predefined variables
used in these traffic-control-profiles must be in the 100s range, as described in

Table 21 on page 153.
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To accommodate this feature, the set of existing $junos-cos-parameter predefined
dynamic variables for traffic shaping have been duplicated and assigned a tag value in
the 100s range, as listed in Table 21 on page 153. The tag value is the only difference
between the existing predefined dynamic variables and the predefined dynamic variables
that you must use with this feature.

For example, the existing $junos-cos-shaping-rate predefined variable is assigned RADIUS
vendor ID 4874, attribute number 108, and tag value 2. To apply RADIUS CoS
traffic-shaping attributes to the dynamic interface set and its member subscriber sessions,
you must instead use the $junos-cos-shaping-rate predefined variable that is assigned
RADIUS vendor ID 4874, attribute number 108, and tag value 102.

Table 21 on page 153 describes the Junos OS predefined dynamic variables and RADIUS
tag values that you can use in a dynamic profile to apply RADIUS CoS traffic-shaping
attributes to the dynamic interface set and its member subscriber sessions. The table
lists the predefined dynamic variables in ascending order by tag value.

@ NOTE: Allof the predefined variables listed in Table 21 on page 153 use RADIUS
vendor ID 4874 and RADIUS attribute value 108.

Table 21: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets

RADIUS Tag
Predefined Variable Value Description
$junos-cos-scheduler-map 101 Scheduler-map name configuredin
a traffic-control profile in a dynamic
profile.
$junos-cos-shaping-rate 102 Shaping rate configured in a

traffic-control profile in a dynamic
profile. Represents the maximum
bandwidth of a CoS scheduler node.

$junos-cos-guaranteed-rate 103 Guaranteed rate configured in a
traffic-control profile in a dynamic
profile. Represents the minimum
bandwidth of a CoS scheduler node.

$junos-cos-delay-buffer-rate 104 Delay-buffer rate configured in a
traffic-control profile in a dynamic
profile.
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Table 21: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic Interface
Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-excess-rate 105 Excess rate configured in a
traffic-control profile in a dynamic
profile; scheduler weighting when
operating in the excess region
between the guranteed rate and the
shaping rate.

NOTE: Do not configure the
$junos-cos-excess-rate variable
when either the
$junos-cos-excess-rate-high
variable or the
$junos-cos-excess-rate-low
variable is configured.

$junos-cos-traffic-control-profile 106 Traffic-control profile configured in
a dynamic profile for subscriber
access.

$junos-cos-shaping-mode 107 Overhead-accounting mode

configured in a traffic-control profile
in a dynamic profile to shape
downstream ATM traffic based on
either frames (frame-mode) or cells
(cell-mode).

$junos-cos-byte-adjust 108 Byte adjustment value for the cell
or frame shaping mode configured
in a traffic-control profile in a
dynamic profile.

NOTE: Do not configure the
$junos-cos-byte-adjust variable
when either the
$junos-cos-byte-adjust-frame
variable or the
$junos-cos-byte-adjust-cell
variable is configured.

$junos-cos-adjust-minimum 109 Minimum adjusted shaping rate
configured in a traffic-control profile
for a dynamic subscriber interface.
Specifying this variable in a
traffic-control profile for a dynamic
interface set has no effect.
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Table 21: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic Interface
Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-excess-rate-high 110 Shaping rate configured for excess
high-priority traffic in a
traffic-control profile in a dynamic
profile.

NOTE: Do not configure the
$junos-cos-excess-rate-high
variable when the
$junos-cos-excess-rate variable is
configured.

$junos-cos-excess-rate-low m Shaping rate configured for excess
low-priority trafficin a
traffic-control profile in a dynamic
profile.

NOTE: Do not configure the
$junos-cos-excess-rate-low
variable when the
$junos-cos-excess-rate variable is
configured.

$junos-cos-shaping-rate-burst 12 Burst size for the shaping rate
configured in a traffic-control profile
in a dynamic profile.

$junos-cos-guaranteed-rate-burst N3 Burst size for the guaranteed rate
configured in a traffic-control profile
in a dynamic profile.

$junos-cos-byte-adjust-frame N4 Overhead bytes when downstream
ATM traffic is in frame-mode.

NOTE: Do not configure the
$junos-cos-byte-adjust-frame
variable when the
$junos-cos-byte-adjust variable is
configured.

$junos-cos-byte-adjust-cell 15 Overhead bytes when downstream
ATM traffic is in cell-mode.

NOTE: Do not configure the
$junos-cos-byte-adjust-cell
variable when the
$junos-cos-byte-adjust variable is
configured.

Copyright © 2019, Juniper Networks, Inc. 155



Broadband Subscriber Services Feature Guide

Table 21: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic Interface
Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-shaping-rate-priority-high e Shaping rate configured for
high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-high-burst 117 Shaping rate burst size configured
for high-priority trafficina
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-medium 118 Shaping rate configured for
medium-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-medium-burst 119 Shaping rate burst size configured
for medium-priority trafficin a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-low 120 Shaping rate configured for
low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.
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Table 21: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic Interface
Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-shaping-rate-priority-low-burst 121 Shaping rate burst size configured
for low-priority trafficin a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-high 122 Shaping rate configured for excess
high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-high-burst 123 Shaping rate burst size configured
for excess high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-low 124 Shaping rate configured for excess
low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-low-burst 125 Shaping rate burst size configured
for excess low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

Related . Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Documentation Subscriber Sessions on page 150

. CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview on page 144
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« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 146

« Junos OS Predefined Variables

Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS

The following configuration is an example of a client dynamic profile in which initial CoS
parameters are dynamically obtained from the RADIUS server when a subscriber
authenticates over the interface to which the dynamic profile is applied.

For this example, assume that the RADIUS authentication server has been configured
with traffic-shaping parameters (at Juniper Networks VSA 26-108) and CoS scheduling
and queuing parameters (at Juniper Networks VSA 26-146).

The subscriber interface is a single-unit static gigabit Ethernet VLAN interface on an EQ
DPC port:

[edit]
interfaces {
ge-9/0/3 {
hierarchical-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
address 192.168.32.2/24;
1
}
1
}

The client dynamic profile residential_silver attaches the traffic-control profile tcp_1 to
the subscriber interface that is defined in the dynamic profile using the
Sjunos-interface-ifd-name predefined variable.

[edit]
dynamic-profiles {
residential_silver {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
family inet;
1
1
}
class-of-service {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
output-traffic-control-profile tcp_J;
}
1
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}
}
}

The traffic-control profile tep_1, references Junos OS predefined variables to obtain a
scheduler-map name and traffic-shaping parameter values from RADIUS when a
subscriber logs in. For this example, assume that the RADIUS server replaces the Junos
OS predefined variable $junos-cos-scheduler-map scheduler-map name business_smap_1.
The scheduler map business_smap_1 is configured in the client dynamic profile:

[edit]
dynamic-profiles {
residential_silver {
class-of-service {
traffic-control-profiles {
tcp 14
scheduler-map “$junos-cos-scheduler-map”; # 'business_smap_1’
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";
delay-buffer-rate "$junos-cos-delay-buffer-rate";
1
1
scheduler-maps {
business_smap_1 {
forwarding-class best-effort scheduler be_sched;
forwarding-class ef scheduler home_sched

A scheduler definition references Junos OS predefined variables to obtain scheduler
configurations from RADIUS when a subscriber logs in. For this example, assume that
the RADIUS server provides scheduler configurations for schedulers named be_sched
and home_sched, which are included in the scheduler map business_smap_l:

[edit]
dynamic-profiles {
residential_silver {
class-of-service {
schedulers {
“$junos-cos-scheduler” { # 'be_sched’ and 'home_sched’
transmit-rate "$junos-cos-scheduler-tx";
buffer-size "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
drop-profile-map loss-priority low protocol any drop-profile
“$junos-cos-scheduler-dropfile-low*;
drop-profile-map loss-priority medium-low protocol any drop-profile
“$junos-cos-scheduler-dropfile-medium-low*;
drop-profile-map loss-priority medium-high protocol any drop-profile
“$junos-cos-scheduler-dropfile-medium-high*;

Copyright © 2019, Juniper Networks, Inc. 159



Broadband Subscriber Services Feature Guide

Related
Documentation

drop-profile-map loss-priority high protocol any drop-profile
“$junos-cos-scheduler-dropfile-high*;

Static configurations for CoS consist of configurations for the forwarding classes used
in the scheduler map business_smap_1and configurations for drop-profile names provided
by RADIUS for as part of the scheduler configurations provided (for be_sched and
home_sched) when a subscriber logs in:

[edit]
class-of-service {
forwarding-classes {
gueue O best-effort;
queue 1 ef;
}
drop-profiles {
... configurations_for_drop_profile_names_provided_by_RADIUS ...
}
1
}

. Subscriber Activation and Service Management in an Access Network
« Dynamic Profiles Overview

« Dynamic Variables Overview

« Junos OS Predefined Variables

« Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
RADIUS on page 137

« Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 147
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Modifying a Subscriber’ s Shaping
Characteristics After a Subscriber is
INnstantiated

« CoS Adjustment Control Profiles Overview on page 161
« Configuring CoS Adjustment Control Profiles on page 163
« Verifying the CoS Adjustment Control Profile Configuration on page 164

CoS Adjustment Control Profiles Overview

CoS adjustment control profiles control which applications and algorithms can modify
asubscriber’s shaping characteristics after a subscriber is instantiated. Subscriber shaping
characteristics are configured using the Junos OS CLI or by RADIUS messages. Adjustment
control profiles enable subscriber shaping characteristics by to be adjusted by other
applications like ANCP, PPPoE tags, and RADIUS Change of Authorization (CoA) after

a subscriber is instantiated. Adjustment control profiles are router-wide and apply to
both static and dynamic interfaces.

Table 22 on page 161 describes the applications and their associated default algorithms
that can be configured to perform rate adjustments after the subscriber is instantiated.

Table 22: Adjustment Control Profile Applications and Algorithms

Default

Application Priority Default Algorithm Description

RADIUS-CoA 1 Adjust-always RADIUS CoA messages can update the subscriber’s
attributes (like shaping rate) after the subscriber is
authenticated and QoS parameters (like shaping rate)
are assigned.

ANCP 1 Adjust-always The ANCP application can modify the existing shaping
rate for both static and dynamic logical interfaces, and
static interface sets. By default, ANCP can override all
other applications. The shaping rate must be specified
in order to override it.
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Table 22: Adjustment Control Profile Applications and Algorithms (continued)

Default

Application Priority Default Algorithm Description

PPPoE-Tags 2 Adjust-less The PPPOE IA tag access-rate-downstream can modify
the Junos OS CLI configured shaping-rate value, as well
as the RADIUS shaping- rate value. By default, these
values can be modified by subsequent RADIUS CoA
messages and ANCP actions. These values are conveyed
in PPPoE (PADI) discovery packets.

@ NOTE: The lower the priority value, the higher the priority.

Applications and Associated Algorithms in Adjustment Control Profiles

You must enable each application to perform rate adjustments. Rate adjustments are
global and affect all static and dynamically instantiated subscribers. The following rules
apply to adjustment control profiles:

« If no adjustment control profile is configured, the default adjustment control profile is
used.

« You can configure a maximum of one adjustment control profile; a commit error occurs
if you configure more than one adjustment control profile.

. If an application is not configured with an adjustment control profile, Junos OS uses
its default values for priority and algorithm. For example, if ANCP is not configured in
the adjustment control profile, the ANCP application is set to a priority of 1and the
algorithm is set to adjust-always.

. Adjustment control profiles apply to both static and dynamic interfaces.
« You can configure the algorithm to the following values:

- Adjust-never

- Adjust-always

- Adjust less

- Adjust less than or equal

- Adjust greater

- Adjust greater than or equal

« When you modify an adjustment control profile, the changes take effect immediately
and the modified profile is used for all further adjustments. However, existing
adjustments are not reevaluated when you modify the adjustment control profile.

For example, if you have an ANCP adjustment that overrides a PPPoE adjustment on
interface ge-1/1/0.100, and then you use the adjustment control profile to change the
priority so that the ANCP priority is now lower than the PPPoE priority, Junos OS does
not go back and reevaluate the adjustment on ge-1/1/0.100.
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CoS Shaping Rate Fallback Behavior

When a CoS service profile is deactivated or removed, the CoS shaping rate falls back
to the next highest available adjustment source as follows:

1. Fall back to the ANCP shaping rate if it is present and it has a higher priority than the
PPPOE IA tags.

2. Fall back to the PPPOE IA tag rate, if present.
3. Fall back to the shaping rate configured in the associated traffic control profile.

When a shaping rate is adjusted by ANCP, if that adjustment is removed, the rate reverts
to the PPPOE |A tag rate if it is present. If the tag rate is not present then the shaping rate
reverts to the configured rate in the traffic control profile.

When an ANCP adjustment for overhead-accounting mode is removed, the value reverts
to the PPPOE |IA tag value if it is present. If the tag value is not present, then the mode
reverts to the configured value in the traffic control profile.

When an ANCP adjustment for overhead-accounting bytes is removed, the value reverts
to the configured value in the traffic control profile; PPPoE |A tags cannot provide this
value.

Related . Configuring CoS Adjustment Control Profiles on page 163
Documentation . Verifying the CoS Adjustment Control Profile Configuration on page 164

. adjustment-control-profiles on page 609

Configuring CoS Adjustment Control Profiles

To configure adjustment control profiles:

@ NOTE: You can only configure one adjustment control profile.

1. Configure the adjustment control profile name.
[edit]

user@host# edit class-of-service adjustment-control-profiles profile-name

2. (Optional) Configure the adjustment controls for the Access Node Control Protocol
(ANCP) application:

[edit class-of-service adjustment-control-profiles profile-name ]
user@host# set application ancp priority priority algorithm algorithm
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3. (Optional) Configure the adjustment controls for the RADIUS CoA application:

[edit class-of-service adjustment-control-profiles profile-name ]
user@host# set application radius-coa priority priority algorithm algorithm

4. (Optional) Configure the adjustment controls for the PPPOE tags:

[edit class-of-service adjustment-control-profiles profile-name ]
user@host# set application pppoe-tags priority priority algorithm algorithm

5. (Optional) Verify your configuration.

user@host> show class-of-service adjustment-control-profiles

name: ANCP, priority: 1, algorithm: less;
name: RADIUS CoA, priority: 1, algorithm: always;
name: PPPoE IA tags, priority: 2, algorithm: less;

Related . CoS Adjustment Control Profiles Overview on page 161
D tati
ocumentation « Verifying the CoS Adjustment Control Profile Configuration on page 164
. adjustment-control-profiles on page 609

. overhead-accounting (Dynamic Traffic Shaping) on page 816

Verifying the CoS Adjustment Control Profile Configuration

Purpose View the class-of-service (CoS) adjustment control profile.

Action . Todisplay the CoS adjustment control profile:

user@host> show class-of-service adjustment-control-profile profile-name

user@host> show class-of-service adjustment-control-profile acpl
name: ANCP, priority: 1, algorithm: less
name: RADIUS CoA, priority: 1, algorithm: always
name: PPPOE IA tags, priority: 2, algorithm: less

user@host>

Related . CoS Adjustment Control Profiles Overview on page 161
D tati
ocumentation . Configuring CoS Adjustment Control Profiles on page 163
. adjustment-control-profiles on page 609

. application (Adjustment Control Profiles) on page 622

164 Copyright © 2019, Juniper Networks, Inc.



CHAPTER13

Applying CoS to Groups of Subscriber
Interfaces

« CoS for Interface Sets of Subscribers Overview on page 165
« Configuring an Interface Set of Subscribers in a Dynamic Profile on page 168
« Example: Configuring a Dynamic Interface Set of VLAN Subscribers on page 169

« Example: Configuring a Dynamic Service VLAN Interface Set of Subscribers in a Dynamic
Profile on page 184

CoS for Interface Sets of Subscribers Overview

Interface sets enable service providers to group logical interfaces or other interface sets
so they can apply CoS parameters to all of the traffic in the group.

Interface sets are beneficial for various scenarios in a subscriber access network. For
example, you can use an interface set to configure a local loop with a small number of
subscribers. Interface sets are also useful for grouping a large number of subscribers into
a particular service class or for defining traffic engineering aggregates for DSLAMSs.

« Guidelines for Configuring Dynamic Interface Sets in a Subscriber Access
Network on page 166
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Guidelines for Configuring Dynamic Interface Sets in a Subscriber Access Network

Interface sets enable service providers to group logical interfaces so they can apply CoS
parameters to all of the traffic in the group.

Interface sets are beneficial for various scenarios in a subscriber access network. For
example, you can use an interface set to configure a local loop with a small number of
subscribers. Interface sets are also useful for grouping a large number of subscribers into
a particular service class or for defining traffic engineering aggregates for DSLAMs.

When configuring interface sets for subscriber access, keep the following guidelines in
mind:

« You can configure interface sets of VLAN demux, PPPoE, or demux interfaces over
aggregated Ethernet interfaces.

« Aninterface can only belong to one interface set. If you try to add the same interface
to different interface sets, the commit operation fails.

« You configure the interface set and the traffic scheduling and shaping parameters in
a dynamic profile. However, you must apply the traffic-control profile to the interface
set in the static [edit class-of-service] hierarchy.

@ NOTE: This rule applies to all interface sets except ACl sets.

« The Sjunos-interface-set-name predefined variable is available only for RADIUS Accept
messages; change of authorization (CoA) requests are not supported.

« The Sjunos-aggregation-interface-set-name s the L2 interface-set representing a logical
intermediate node (DPU-C or PON tree) in the access network.

« The Sjunos-phy-ifd-underlying-intf-set-name represents a default, topology-based
interface-set (based on the physical interface name with a post-pend of “-underlying”)
to conserve L2 CoS nodes.

« The Sjunos-svlan-interface-set-name predefined variable locally generates an interface
set name for use by dual-tagged VLAN interfaces based on the outer tag of the
dual-tagged VLAN. The format of the generated variable is physical_interface_name -
outer_VLAN_tag. For example, an aggregated Ethernet interface “ae0,” with a
dual-tagged VLAN interface that has an outer tag of “111,” results in a
Sjunos-svlan-interface-set-name dynamic variable of “ae0-111". Similarly, a
non-aggregated Ethernet interface of ge-1/1/0, with the same dual-tagged VLAN
interface that has an outer tag of “111,” results in a $junos-svlan-interface-set-name
dynamic variable of “ge-1/1/0-11".

- The Sjunos-phy-ifd-interface-set-name predefined variable locally generates aninterface
set name associated with the underlying physical interface in a dynamic profile. This
predefined variable enables you to group all the subscribers on a specific physical
interface so that you can apply services to the entire group of subscribers.

Another use case for this predefined variable is to conserve CoS resources in a mixed
business and residential topology by collecting the residential subscribers into an
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interface set associated with the physical interface, so that a level 2 node is used for
the interface set rather than for each residential interface. Otherwise, because the
business and residential subscribers share the same interface and business subscribers
require three levels of CoS, then three levels are configured for each residential
subscriber. That results in an unnecessary level 2 node being consumed for each
residential connection, wasting CoS resources.

« The Sjunos-tagged-vlan-interface-set-name predefined variable locally generates an
interface set name used for grouping logical interfaces stacked over logical stacked
VLAN demux interfaces for either a 1:1 (dual-tagged; individual client) VLAN or N:1
(single tagged; service) VLAN. The format of the generated variable differs with VLAN
type as follows:

- Dual-tagged (client) VLAN—physical_interface_name - outer_VLAN_tag -
inner_VLAN_tag. For example, an aggregated Ethernet interface “ae0,” with a
dual-tagged VLAN interface that has an outer tag of “111” and an inner tag of “200,”
results in a Sjunos-tagged-vlan-interface-set-name dynamic variable of “ae0-200-111".
Similarly, a non-aggregated Ethernet interface of ge-1/1/0, with the same dual-tagged
VLAN interface that has an outer tag of “111” and an inner tag of “200,” results in a
Sjunos-tagged-vlan-interface-set-name dynamic variable of “ge-1/1/0-200-111".

- Single tagged (service) VLAN—physical_interface_name - VLAN_tag. For example, an
aggregated Ethernet interface “ae0,” with an N:1 VLAN using the single tag of “200,”
results in a $junos-tagged-vlan-interface-set-name dynamic variable of “ae0-200".
Similarly, a non-aggregated Ethernet interface of ge-1/1/0, with the same N:1 VLAN
using the single tag of “200,” results in a $junos-tagged-vlan-interface-set-name
dynamic variable of “ge-1/1/0-200".

« All dynamic demux, dual-tagged VLAN logical interfaces with the same outer VLAN
tag and physical interface are assigned to the same interface set and all CoS values
provisioned with the dynamic profile are applied to the interfaces that are part of the
set.

« Theinterface set name must be explicitly referenced in the CoS configuration as part
of the static configuration outside of the dynamic profile. The CoS configuration is
static and the interface set name must be statically referenced.

@ NOTE: Thisrule applies to all interface sets except ACl sets.

« RADIUS can return an access-accept message under certain conditions. A configured
RADIUS VSA for the interface set name takes precedence over the locally generated
variable on the router. This means that if the interface-set-name VSA is configured on
RADIUS, the router continues to use this variable instead of the locally generated value
from the dynamic variable.

. Sets of aggregated Ethernet interfaces are supported on MPC/MIC interfaces on MX
Series routers only.

« The supported interface stacks for aggregated Ethernet in an interface set include
VLAN demux interfaces, IP demux interfaces, and PPPoE logical interfaces over VLAN
demux interfaces.
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Related
Documentation

« The link membership list and scheduler mode of the interface set are inherited from
the underlying aggregated Ethernet interface over which the interface set is configured.

-« When an aggregated Ethernet interface operates in link protection mode, or if the
scheduler mode is configured to replicate member links, the scheduling parameters
of the interface set are copied to each of the member links.

« If the scheduler mode of the aggregated Ethernet interface is set to scale member
links, the scheduling parameters are scaled based on the number of active member
links and applied to each of the aggregated interface member links.

. Configuring an Interface Set of Subscribers in a Dynamic Profile on page 168

« Example: Configuring a Dynamic Service VLAN Interface Set of Subscribersin a Dynamic
Profile on page 184

Configuring an Interface Set of Subscribers in a Dynamic Profile

Interface sets enable you to provide hierarchical scheduling to a group of subscriber
interfaces.

Before you begin, configure the subscriber interfaces that you intend to include in the
interface set.

To configure an interface set of subscriber interfaces:
1. Configure the interface set in the dynamic profile.

[edit dynamic-profiles profile-name interfaces]
user@host#edit interface-set interface-set-name

Replacing the interface-set-name variable with the Sjunos-interface-set-name,
Sjunos-svlan-interface-set-name, or Sjunos-tagged-vlan-interface-set-name predefined
variable. The interface set is created dynamically when the subscriber logs in.

2. Include the interfaces within the dynamic interface-set.

[edit dynamic-profiles profile-name interfaces interface-set $junos-interface-set-name]
user@host# set interface interface-name unit logical-unit-number

3. Apply traffic shaping and queuing parameters to the interface set.

@ TIP: You must configure the interface set in the static [edit class-of-service]
hierarchy, not in the [edit dynamic-profiles] hierarchy.

[edit class-of-service interfaces]
user@host# edit interface-set interface-set-name
[edit class-of-service interfaces interface-set interface-set-name]
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Related .
Documentation

user@host# set output-traffic-control-profile profile-name

CoS for Interface Sets of Subscribers Overview on page 165

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 36

CoS for Interface Sets of Subscribers Overview on page 165

Example: Configuring a Dynamic Interface Set of VLAN Subscribers on page 169

CoS for Aggregated Ethernet Subscriber Interfaces Overview on page 40

Example: Configuring a Dynamic Interface Set of VLAN Subscribers

Requirements

Requirements on page 169

Overview on page 169

Configuring the Dynamic VLANs on page 169

Configuring Dynamic Traffic Scheduling and Shaping on page 172
Configuring the Interface Set in the Dynamic Profile on page 175
Configuring DHCP Access on page 177

Configuring RADIUS Authentication on page 179

Verification on page 183

This example uses the following software and hardware components:

Overview

MX Series Router with MPCs

In this example, the network administrator groups dynamic VLAN interfaces in aninterface
set. The interface set is configured in a dynamic profile, and enables hierarchical scheduling
for the VLAN interfaces for a multiplay service.

DHCP is used as the access method, and RADIUS is used as the authentication method
for the interfaces associated with the interface set.

Configuring the Dynamic VLANs

CLIQuick To quickly configure the dynamic VLANSs, copy the following commands and paste them
Configuration into the router terminal window:

[edit]

edit dynamic-profiles vlan-prof

edit interfaces $Sjunos-interface-ifd-name unit Sjunos-interface-unit
set vlan-id Sjunos-vlan-id

set demux-source inet
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set family inet unnumbered-address l00.0 preferred-source-address 203.0.113.32
top

edit interfaces ge-170/0

set hierarchical-scheduler

set vlan-tagging

edit auto-configure vlan-ranges dynamic-profile vlan-prof

set ranges any

set accept inet

top

set interfaces loO unit O family inet address 203.0.113.32/32

Configuring the Dynamic Profile for the Autoconfigured VLANs

Step-by-Step Inthissection, you create a dynamic profile for the VLAN IDs to be automatically assigned
Procedure when subscribers log in.

To configure the dynamic profile for the VLANS:
1. Configure the dynamic profile.
[edit]
user@host#edit dynamic-profile vlan-prof
2. Configure the interfaces.
[edit dynamic-profiles vlan-prof]
user@host#edit interfaces Sjunos-interface-ifd-name unit $junos-interface-unit
3. Addthe VLAN ID variable.
[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]
user@host#set vlan-id Sjunos-vlan-id
4. Configure the demux source as IPv4.
[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]
user@host#set demux-source inet
5.  Configure the family.
[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host#set family inet unnumbered-address l00.0 preferred-source-address
203.0.113.32
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Configuring the VLAN Interfaces

Step-by-Step  To configure the VLAN interfaces:
Procedure
1. Create the VLAN interface.
[edit]
user@host# edit interfaces ge-1/0/0
2. Enable hierarchical scheduling.
[edit interfaces ge-1/0/0]
user@host# set hierarchical-scheduler
3.  Configure VLAN tagging.
[edit interfaces ge-1/0/0]
user@host# set vlan-tagging
4. Configure auto-configuration for the dynamic profile.
[edit interfaces ge-1/0/0]
user@host# edit auto-configure vlan-ranges dynamic-profile vlan-prof
5.  Configure any VLAN ID range.
[edit interfaces ge-1/0/0 auto-configure vlan-ranges dynamic-profile vlan-prof]
user@host# set ranges any

6.  Specify IPv4 traffic for the VLAN.

[edit interfaces ge-1/0/0 auto-configure vlan-ranges dynamic-profile vlan-prof]
user@host# set accept inet

Configuring the Loopback Interface

Step-by-Step  To configure the loopback interface:
Procedure

1. Create the loopback interface.
[edit]
user@host# edit interfaces loO

2. Configure the unit and the family.

Copyright © 2019, Juniper Networks, Inc. 17



Broadband Subscriber Services Feature Guide

Configuring Dynamic Traffic Scheduling and Shaping

[edit intefaces lo0]

user@host# set unit O family inet address 203.0.113.32/32

CLIQuick To quickly configure the traffic scheduling and shaping parameters, copy the following
commands and paste them into the router terminal window:

Configuration

[edit]

edit dynamic-profiles multiplay class-of-service schedulers be_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit ef_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit af_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit nc_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit voice_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit video_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit game_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit data_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up 2

edit scheduler-maps all_smap
set forwarding-class be scheduler be_sch
set forwarding-class ef scheduler ef_sch
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set forwarding-class af scheduler af_sch

set forwarding-class nc scheduler nc_sch

set forwarding-class voice scheduler voice_sch
set forwarding-class video scheduler video_sch
set forwarding-class game scheduler game_sch
set forwarding-class data scheduler data_sch
up 2

edit traffic-control-profiles multiplay

set scheduler-map all_smap

set shaping-rate 100m

set guaranteed-rate 20m

Configuring the Schedulers in the Dynamic Profile

Step-by-Step In this section, you create a dynamic profile for the multiplay service and configure

Procedure scheduling and shaping.
To configure the schedulers:

1. Create the multiplay dynamic profile.

[edit]

user@host# edit dynamic-profiles multiplay class-of-service schedulers

2. Configure the best effort scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]

user@host# edit be_sch

user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

3.  Configure the expedited forwarding scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]

user@host# edit ef_sch

user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

4, Configure the assured forwarding scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]

user@host# edit af_sch

user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

5.  Configure the network control scheduler.
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[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit nc_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

6.  Configure the voice scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit voice_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

7. Configure the video scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit video_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

8. Configure the gaming scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit game_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

9.  Configure the data scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit data_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

Configuring the Scheduler Map in the Dynamic Profile

Step-by-Step  To configure the scheduler map:

Procedure
1. Configure the scheduler map for all of the services.

[edit dynamic-profiles multiplay class-of-service]
user@host# edit scheduler-maps all_smap
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2. Configure the forwarding classes for each service in the scheduler map.

[edit dynamic-profiles multiplay class-of-service scheduler-maps all_smap]
user@host# set forwarding-class be scheduler be_sch

user@host# set forwarding-class ef scheduler ef_sch

user@host# set forwarding-class af scheduler af_sch

user@host# set forwarding-class nc scheduler nc_sch

user@host# set forwarding-class voice scheduler voice_sch

user@host# set forwarding-class video scheduler video_sch

user@host# set forwarding-class game scheduler game_sch

user@host# set forwarding-class data scheduler data_sch

Configuring the Traffic-Control Profile in the Dynamic Profile

Step-by-Step  To configure the traffic-control profile the interface set:

Procedure
1. Configure the traffic-control profile.

[edit dynamic-profiles multiplay class-of-service]
user@host# edit traffic control-profiles multiplay

2. Configure the scheduler map.
[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set scheduler-map all_smap

3.  Configure the shaping rate.
[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set shaping-rate 100m

4. Configure the guaranteed rate.

[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set guaranteed-rate 20m

Configuring the Interface Set in the Dynamic Profile

CLIQuick To quickly configure the interface set, copy the following commands and paste them
Configuration into the router terminal window:

[edit]

edit dynamic-profiles multiplay

edit interfaces interface-set Sjunos-interface-set-name

set interface $junos-interface-ifd-name unit Sjunos-underlying-interface-unit
top

edit class-of-service interfaces interface-set

Copyright © 2019, Juniper Networks, Inc. 175



Broadband Subscriber Services Feature Guide

Step-by-Step
Procedure

Step-by-Step
Procedure

set output-traffic-control-profile multiplay

Configuring the Interfaces for the Interface Set

To configure the interface variable for the interface set:

1. Configure the dynamic profile for the interface set.
[edit]
user@host#edit dynamic-profiles multiplay
2. Configure the interface using the Junos OS predefined variable.
[edit dynamic-profiles multiplay]
user@host#edit interfaces $Sjunos-interface-ifd-name unit
Sjunos-underlying-interface-unit
3.  Configure the family.
[edit dynamic-profiles multiplay interfaces $junos-interface-set-name unit
$junos-underlying-interface-unit]

user@host#set family inet unnumbered-address l00.0 preferred-source-address
203.0.113.32

Configuring the Interface Set

To configure the interface set:

1. Configure the interface set using the Junos OS predefined variable.
[edit dynamic-profiles multiplay]
user@host#edit interfaces interface-set Sjunos-interface-set-name

2. Addthe dynamic VLAN interfaces to the interface set.
[edit dynamic-profiles multiplay interfaces $junos-interface-set-name]

user@host#set interface Sjunos-interface-ifd-name unit
S$junos-underlying-interface-unit
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Applying the Traffic-Control Profile to the Interface Set

Step-by-Step  You apply the traffic-control profile outside of the dynamic profile in the [edit
Procedure class-of-service] hierarchy.

To apply the traffic-control profile:

1. Specify the interface set to which you want to apply the traffic-control profile.

[edit class-of-service]
user@host#edit interfaces interface-set dynamic-set

2. Attachthe output traffic-control profile defined in the dynamic profile to the interface
set.

[edit class-of-service interfaces]
user@host#set output-traffic-control-profile multiplay

Configuring DHCP Access

CLIQuick To quickly configure DHCP access, copy the following commands and paste them into
Configuration the router terminal window:

[edit]

edit system services dhcp-local-server authentication
set password SABC123

set username-include user-prefix multiplay

upl

set dynamic-profile dhcp-vlan-prof aggregate-clients replace
set group vlans interface ge-1/0/0

top

edit access address-assignment pool v4 family inet
set network 203.0.113.0/16

set range limited low 203.0.113.10

set range limited high 203.0.113.250

set dhcp-attributes maximum-lease-time 84600

Configuring the DHCP Local Server

Step-by-Step  To configure DHCP access:

Procedure
1. Configure the DHCP local server.

[edit system]
user@host# edit services dhcp-local-server authentication

2. Set the password.
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[edit system services dhcp-local-server authentication]
user@host# set password SABC123
3.  Specify that you want to include optional information in the username.
[edit system services dhcp-local-server authentication]
user@host# set username-include user-prefix multiplay
4, Attach the dynamic profile with the interface set.
[edit system services dhcp-local-server]
user@host# set dynamic-profile dhcp-vlan-prof aggregate-clients replace
5.  Configure a group for the VLAN interface.

[edit system services dhcp-local-server]
user@host# set group vlans interface ge-1/0/0

Configuring Address Assignment Pools

Step-by-Step  To configure address assignment pools:
Procedure

1. Configure the pool of IPv4 addresses.
[edit access]
user@host#edit address-assignment pool v4 family inet
2. Configure the family of interfaces in the pool.
[edit access address-assignment pool v4]
user@host#set network 203.0.113.0/16
3. Configure the upper and lower bounds of the address range.
[edit access address-assignment pool v4]

user@host#set range limited low 203.0.113.10
user@host#set range limited high 203.0.113.250

4. Configure the maximum length of time in seconds for which a subscriber can request
and hold a lease.

[edit access address-assignment pool v4]
user@host#set dhcp-attributes maximum-lease-time 84600

178 Copyright © 2019, Juniper Networks, Inc.



Chapter 13: Applying CoS to Groups of Subscriber Interfaces

Configuring RADIUS Authentication

CLI Quick
Configuration

Step-by-Step
Procedure

To quickly configure RADIUS authentication, copy the following commands and paste
them into the router terminal window:

[edit]

edit access radius-server 192.51.100.108

set secret SABC123ABCI123ABC123

set timeout 5

setretry 5

up 2

edit profile acc-prof

set authentication-order radius

set radius authentication-server 192.51.100.108

Configuring RADIUS Access

To configure RADIUS access:

1. Configure the RADIUS server.
[edit access]

user@host#edit radius-server 192.51.100.108

2. Configure the required secret (password) that the local router or switch passes to
the RADIUS client.

[edit access radius-server 192.51.100.108]
user@host# set secret SABC123ABC123ABC123

3.  Configure the length of time that the local router or switch waits to receive a
response from a RADIUS server.

[edit access radius-server 192.51.100.108]

user@host# set timeout 5

4, Configure the number of times that the router or switch attempts to contact a
RADIUS accounting server.

[edit access radius-server 192.51.100.108]
user@host# set retry 5
5. Configure the access profile.

[edit access]
user@host#edit profile acc-prof
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6. Configure the authentication order.

[edit access profile acc-prof ]

user@host# set authentication-order radius
7. Configure the authentication server.

[edit access profile acc-prof]
user@host#set radius authentication-server 192.51.100.108

Results

dynamic-profiles {
vlan-prof {
interfaces {
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
vlan-id "$junos-vlan-id";
demux-source inet;
family inet {
unnumbered-address l00.0 preferred-source-address 203.0.113.32;
}
1
1
}
1
multiplay {
class-of-service {
traffic-control-profiles {
multiplay {
scheduler-map all_smap;
shaping-rate 100m;
guaranteed-rate 20m;
1
}
interfaces {
interface-set “$junos-interface-set-name” {
interface “$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit”;
}
}
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
output-traffic-control-profile multiplay;
}
1
}
scheduler-maps {
allLsmap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
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forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
forwarding-class voice scheduler voice_sch;
forwarding-class video scheduler video_sch;
forwarding-class game scheduler game_sch;
forwarding-class data scheduler data_sch;
1
}
schedulers {
be_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
ef sch{
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
af_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
}
nc_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
}
voice_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
}
video_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
}
game_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
data_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
}
1
}
access {
radius-server {
192.51.100.108 {
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secret "$ABC123ABC123ABC123"; ## SECRET-DATA
timeout 5;
retry 5;
1
1
profile acc-prof {
authentication-order radius;
radius {
authentication-server 192.51.100.108;
1
1
address-assignment {
pool v4 {
family inet {
network 203.0.113.0/16;
range limited {
low 203.0.113.10;
high 203.0.113.250;
}
dhcp-attributes {
maximum-lease-time 84600;

1
}
}
}
class-of-service {
interfaces {
interface-set dynamic-set {
output-traffic-control-profile multiplay;
1
}
}
interfaces {
interface-set “$junos-interface-set-name” {
interface "$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";
1
}
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet {
unnumbered-address l00.0 preferred-source-address 203.0.113.32;

interfaces {
ge-1/0/0 {
hierarchical-scheduler;
vlan-tagging;
auto-configure {
vlan-ranges {
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dynamic-profile vlan-prof {
acceptinet;
ranges {
any,
1
}
1
}
}
lo0 {
unit O {
family inet {
address 203.0.113.32/32;
1
}
}
1
system {
services {
dhcp-local-server {
authentication {
password $ABC123;
username-include {
user-prefix multiplay;
}
1

dynamic-profile multiplay aggregate-clients replace;
group vlans {
interface ge-170/0.0;

}
}
}
}

Verification

To confirm that the configuration is correct, perform these tasks:

« Verifying the Interfaces that are Included in the Interface Set on page 183

- Verifying the Traffic Scheduling and Shaping Parameters for the Interface
Set on page 184

Verifying the Interfaces that are Included in the Interface Set

Purpose \Verify the interfaces included in the interface set.

Copyright © 2019, Juniper Networks, Inc.

183



Broadband Subscriber Services Feature Guide

Action

Purpose

Action

Related
Documentation

user@host> show interfaces interface-set dynamic-set terse

Verifying the Traffic Scheduling and Shaping Parameters for the Interface Set

Verify that the traffic scheduling and shaping parameters are applied properly to an
interface included in the interface set.

user@host> show class-of-service interface

« Understanding Hierarchical CoS for Subscriber Interfaces

. Configuring an Interface Set of Subscribers in a Dynamic Profile on page 168

Example: Configuring a Dynamic Service VLAN Interface Set of Subscribersina Dynamic

Profile

Requirements

Interface sets enable you to provide hierarchical scheduling to a group of subscriber
interfaces. In this example, by using the $Sjunos-svlan-interface-set-name internal dynamic
variable when specifying the interface set name, you can locally generate an interface
set name for use by SVLAN interfaces based on the outer tag of the dual-tagged VLAN.
The format of the generated variable is physical_interface_name - outer_VLAN_tag.

« Requirements on page 184
« Overview on page 185

« Configuration on page 185

« Verification on page 187

Before you begin, configure the subscriber interfaces that you intend to include in the
interface set. You can find general configuration instructions for the supported dynamic
interface configuration in DHCP Subscriber Interface Overviewand in the following:

« For dynamic VLAN interfaces, see Configuring a Static or Dynamic VLAN Subscriber
Interface over Aggregated Ethernet.

« For dynamic IP demux interfaces, see Configuring Dynamic Subscriber Interfaces Using
IP Demux Interfaces in Dynamic Profiles and Configuring a Static or Dynamic IP Demux
Subscriber Interface over Aggregated Ethernet.

« For dynamic VLAN demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using VLAN Demux Interfaces in Dynamic Profiles.
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Overview

Configuration

CLI Quick
Configuration

Step-by-Step
Procedure

Interface sets enable you to provide hierarchical scheduling to a group of subscriber
interfaces. By using the $junos-svlan-interface-set-name internal dynamic variable when
specifying the interface set name, you can locally generate an interface set name for use
by SVLAN interfaces based on the outer tag of the dual-tagged VLAN. The format of the
generated variable is physical_interface_name - outer_VLAN_tag.

This example includes the following statements:

« interface-set—Configures the name of the scheduler for dynamic CoS. In this example,
you use the Sjunos-svlan-interface-set-name variable to obtain the locally generated
interface set name for use by SVLAN interfaces based on the outer tag of the
dual-tagged VLAN.

« output-traffic-control-profile—Applies an output traffic scheduling and shaping profile
to the interface set.

« output-traffic-control-profile-remaining—Applies an output traffic scheduling and
shaping profile for remaining traffic to the interface set.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

[edit]

set dynamic-profiles profile-dhcp-ipdemux interfaces interface-set
Sjunos-svlan-interface-set-name interface Sjunos-interface-ifd-name unit
Sjunos-underlying-interface-unit

set dynamic-profiles profile-dhcp-ipdemux interfaces Sjunos-interface-ifd-name unit
S$junos-underlying-interface-unit

set class-of-service traffic-control-profiles tcpl scheduler-map schedMap

set class-of-service traffic-control-profiles tcpl shaping-rate 50m

set class-of-service traffic-control-profiles tcpl guaranteed-rate 200k

set class-of-service traffic-control-profiles tcp3 scheduler-map ss1g0ql

set class-of-service traffic-control-profiles tcp3 shaping-rate 20m

set class-of-service traffic-control-profiles tcp3 guaranteed-rate 5m

set class-of-service interfaces interface-set ae0-111 output-traffic-control-profile tcpl

set class-of-service interfaces interface-set ae0-111
output-traffic-control-profile-remaining tcp3

To configure an SVLAN interface set of subscriber interfaces:

1. Access the dynamic profile you want to modify for interface sets.

[edit]
user@host# edit dynamic-profiles profile-dhcp-ipdemux
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Access the dynamic profile interface configuration.

[edit dynamic-profiles profile-dhcp-ipdemux]
user@host# edit interfaces

Configure the SVLAN interface set in the dynamic profile.

The interface set is created dynamically when the subscriber logs in.

[edit dynamic-profiles profile-dhcp-ipdemux interfaces]
user@host# edit interface-set Sjunos—svlan-interface-set-name

Include dynamic IP demux interface creation within the dynamic interface set.

[edit dynamic-profiles profile-dhcp-ipdemux interfaces interface-set
$junos-svlan-interface-set-name]

user@host# set interface $junos-interface-ifd-name unit
S$junos-underlying-interface-unit

Access the SVLAN interface set name that you expect
Sjunos-svlan-interface-set-name to generate. For example, to specify the expected
interface set name for aggregated Ethernet interface aeO and outer VLAN tag 111,
include aeO-111 for the interface-set-name variable.

[edit class-of-service interfaces]
user@host# edit interface-set ae0-111

Apply traffic shaping and queuing parameters to the SVLAN interface set.

TIP: You must configure the interface set in the static [edit

class-of-service] hierarchy, not in the [edit dynamic-profiles] hierarchy.

[edit class-of-service interfaces interface-set ae0-111]
user@host# set output-traffic-control-profile tcpl

Apply traffic shaping and queuing parameters to any remaining trafficon the SVLAN
interface set.

[edit class-of-service interfaces interface-set ae0-111]
user@host# set output-traffic-control-profile-remaining tcp3

186

Copyright © 2019, Juniper Networks, Inc.



Chapter 13: Applying CoS to Groups of Subscriber Interfaces

Verification

Results

From configuration mode, confirm your configuration by entering the show
dynamic-profiles command and the show class-of-service command. If the output does
not display the intended configuration, repeat the instructions in this example to correct

the configuration.

user@host# show dynamic-profiles
dynamic-profiles {
profile-dhcp-ipdemux {
interfaces {
interface-set "$junos-svlan-interface-set-name" {
interface "$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";
1
1

"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";
}
}
1
1

user@host# show class-of-service
class-of-service {
traffic-control-profiles {
tcpl {
scheduler-map schedMap;
shaping-rate 50m;
guaranteed-rate 200k;
}
tcp3 {
inactive: scheduler-map ss1q0q];
shaping-rate 20m;
guaranteed-rate 5m;
}
1
interfaces {
interface-set ae0-111 {
output-traffic-control-profile tcpl,;
output-traffic-control-profile-remaining tcp3;
}
1
}

To confirm that the configuration is correct, perform these tasks:

Verifying the Interfaces that are Included in the Interface Set

Verify the interfaces that are included in the interface set.
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Action user@host> show class-of-service interface-set

Displaying Information for Active Subscribers

Purpose Display information for active subscribers.

Action user@host> show subscribers detail

Related . Dynamic Profiles Overview
Documentation — . . '
. Configuring a Basic Dynamic Profile
. Configuring Hierarchical Schedulers for CoS

« Configuring Remaining Common Queues on MIC and MPC Interfaces on page 96
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Applying CoS to Subscriber Interfaces

Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic
Profile on page 189

Applying Minimal Shaping and Scheduling to Remaining Subscriber Traffic on page 190

Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic
Profile on page 191

Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 192

Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

After you configure the traffic shaping and scheduling CoS parameters in a dynamic
profile, you apply them to an interface. The output traffic-control profile enables you to
provide traffic scheduling to the interface.

To apply CoS attributes to an interface in a dynamic profile:

1.

Specify that you want to apply CoS attributes to an interface in the dynamic profile.

user@host# edit dynamic-profiles profile-name class-of-service

2. Configure the interface name and logical interface using a variable, and apply the

output traffic-control profile to the interface.

[edit dynamic-profiles profile-name class-of-service interfaces]
user@host# set interfaces Sjunos-interface-ifd-name unit
Sjunos-underlying-interface-unit output-traffic-control-profile profile-name

You can use one of the following methods to specify the output traffic-control profile
you want to use:

- Reference the $junos-cos-traffic-control-profile predefined variable. At subscriber
login, subscriber management takes one of the following actions, in the order listed:

a. If RADIUS is being used and it returns a value for the traffic-control profile,
subscriber management uses the RADIUS value.

b. If RADIUS is not being used, subscriber management uses the default
traffic-control profile (which is specified by the predefined-variables-default
statement at the [edit dynamic-profiles] hierarchy).
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For example:

user@host# set interfaces Sjunos-interface-ifd-name unit
Sjunos-underlying-interface-unit output-traffic-control-profile
Sjunos-cos-traffic-control-profile

- Explicitly reference the name of the traffic-control profile.

For example:

user@host# set interfaces Sjunos-interface-ifd-name unit
$jiunos-underlying-interface-unit output-traffic-control-profile tcp-sales-2

Related . Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Documentation Dynamic CoS for Subscriber Access on page 36

. Configuring Static Hierarchical Scheduling in a Dynamic Profile

« Example: Maintaining a Constant Traffic Flow by Configuring a Static VLAN Interface
with a Dynamic Profile for Subscriber Access

« Example: Configuring Dynamic Hierarchical Scheduling for Subscribers
« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 59

. CoS for Subscriber Access Overview on page 35

Applying Minimal Shaping and Scheduling to Remaining Subscriber Traffic

It is beneficial to apply a remaining traffic-control profile to a logical interface to provide
minimal CoS scheduling when you have not configured or over-provisioned Layer 3
schedulers. In the event that schedulers are not available, the remaining subscriber traffic
receives the essential level of service.

To configure scheduling for remaining subscriber traffic:
1. Enable hierarchical scheduling for the interface.
[edit interfaces interface-name]

user@host# set hierarchical-scheduler

2. Apply the remaining traffic-control profile to the port on which you enabled hierarchical
scheduling.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile-remaining profile-name

Related . Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile
Documentation on page 189
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Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile

Rewrite rules define the marking for various CoS values, including DSCP, DSCP IPv6, IP
precedence, and IEEE 802.1 CoS values. Rewrite rules have an associated forwarding
class and code-point alias or bit set.

@ NOTE: Bydefault, subscriber lawful intercept does not intercept DHCP control
packets that are generated by the routing engine. To ensure that a DHCP
control packet generated by the routing engine is intercepted, you need to
configure the ieee-802.1 rewrite-rule for VLAN demux.

For dynamic CoS, you define the rewrite rules mapping for the CoS values statically, then
reference the rewrite rule configuration in the dynamic profile for the subscriber interface.

To configure a rewrite rule in a dynamic profile:

1. Define the rewrite-rules mapping for the traffic that passes through all queues on the
interface. The available rewrite-rules types for dynamic CoS are dscp, dscpv6,
ieee-802.1 and inet-precedence.

See Configuring Rewrite Rules.

2. Apply the rewrite-rules definition to the subscriber interface in the dynamic profile.

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]
user@host# edit rewrite-rules

3. Configure the applicable rewrite rule markers in the dynamic profile.

« For DSCP:
[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]
user@host# set dscp (rewrite-name | default)
« For DSCPv6:
[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]
user@host# set dscp-ipv6 (rewrite-name | default)
« For IEEE 802.1:
[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit

logical-unit-number rewrite-rules]
user@host# setieee-802.1 (rewrite-name | default) vlian-tag (outer | outer-and-inner)

. Forinet-precedence:
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[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]
user@host# set inet-precedence (rewrite-name | default)

. Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 36

« Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 59
« Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 192

« Applying IEEE 802.1p Rewrite Rules to Dual VLAN Tags

« Rewriting Packet Headers to Ensure Forwarding Behavior

Applying a Classifier to a Subscriber Interface in a Dynamic Profile

You can apply the classification map to a subscriber interface in a dynamic profile.

For dynamic CoS, you define the classification map for the CoS values statically, then
reference the classifier configuration in the dynamic profile for the subscriber interface.

To apply a classifier to an interface in a dynamic profile:

1. Define the classifier.

The available classifier types for dynamic CoS are dscp, dscp-ipv6, ieee-802.1, and
inet-precedence.

See Configuring Behavior Aggregate Classifiers.

2. Apply the classifier definition to the subscriber interface in the dynamic profile.

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]
user@host# edit classifiers

3. Configure the applicable classifiers in the dynamic profile.

. For DSCP:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]
user@host# set dscp (classifier-name | default)

« For DSCPv6:
[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit

logical-unit-number classifiers]
user@host# set dscp-ipv6 (classifier-name | default)

192

Copyright © 2019, Juniper Networks, Inc.



Chapter 14: Applying CoS to Subscriber Interfaces

Related .
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» For |[EEE 802.1:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]
user@host# set ieee-802.1 (classifier-name | default) vlan-tag (inner | outer)

. Forinet-precedence:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]
user@host# set inet-precedence (classifier-name | default)

For hardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 36

Example: Configuring Dynamic Hierarchical Scheduling for Subscribers
Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 59

Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile on
page 191

Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic
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Configuring Dynamic Filters and Policers

« Dynamic Firewall Filters Overview on page 197

« Configuring Static Firewall Filters That Are Dynamically Applied on page 201

« Streamlining Processing of Chains of Static Filters on page 209

« Dynamically Attaching Static or Fast Update Filters to an Interface on page 215
« Configuring Filters That Are Created Dynamically on page 219

« Using Ascend Data Filters to Implement Firewalls Based on RADIUS
Attributes on page 263

« Configuring Fast Update Filters to Provide More Efficient Processing Over Classic Static
Filters on page 279

« Defending Against DoS and DDoS Attacks Using Unicast RPF and Fail Filters on page 299
« Improving Scaling and Performance of Filters on Static Subscriber Interfaces on page 309
« Configuring Dynamic Service Sets on page 313

« Configuring Rate-Limiting Premium and Non-Premium Traffic on an Interface Using
Hierarchical Policers on page 317

« Monitoring and Managing Firewalls for Subscriber Access on page 335

Copyright © 2019, Juniper Networks, Inc. 195



Broadband Subscriber Services Feature Guide

196 Copyright © 2019, Juniper Networks, Inc.



CHAPTER 15

Dynamic Firewall Filters Overview

« Understanding Dynamic Firewall Filters on page 197

« Defining Dynamic Filter Processing Order on page 198

Understanding Dynamic Firewall Filters

Firewall filters provide rules that define whether to accept or reject packets that are
transiting an interface on a router. The subscriber management feature supports four
categories of firewall filters:

. Classic filters are static filters that are applied to an interface dynamically. They are
compiled at commit time and then, when a service is activated, an interface-specific
filter is created and attached to a logical interface. This dynamic application is
performed by associating input or output filters with a dynamic profile. When triggered,
a dynamic profile applies the filter to an interface. Because classic filters are static,
they cannot contain subscriber-specific terms (also called rules).

. Parameterized filters allow you to implement customized filters for each subscriber
session. In parameterized filters, you use variables to define a filter. When services are
activated for a subscriber, actual values such as policing rates, destination addresses,
or ports are substituted for the variables and are used to create filters.

« Ascend-Data-Filters allow you to create dynamic filters based on values received from
the RADIUS server in the Ascend-Data-Filter attribute (RADIUS attribute 242). The
filter is configured on the RADIUS server and contains rules that specifically match
conditions for traffic and define an action for the router to perform. When services are
activated for a subscriber, a filter is created based on the values in the RADIUS attribute.
You can also use Ascend-Data-Filters to create static filters by configuring the
Ascend-Data-Filter attribute in a dynamic profile.

. Fast update filters are similar to classic filters. However, fast update filters support
subscriber-specific, rather than interface-specific, filter values. Fast update filters also
allow individual filter terms to be incrementally added or removed from filters without
requiring that the entire filter be recompiled for each modification. Fast update filters
are essential for networking environments in which multiple subscribers share the same
logical interface.

You configure firewall filters to determine whether to accept or reject traffic before it
enters or exits an interface to which the firewall filter is applied. Aninput (or ingress)
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firewall filter is applied to packets that are entering a network. An output (or egress)
firewall filter is applied to packets that are exiting a network. You can configure firewall
filters to subject packets to filtering or class-of-service (CoS) marking (grouping similar
types of traffic together and treating each type of traffic as a class with its own level of
service priority).

. Classic Filters Overview on page 201

. Ascend-Data-Filter Policies for Subscriber Management Overview on page 263
. Parameterized Filters Overview on page 219

. Fast Update Filters Overview on page 280

. Dynamically Attaching Statically Created Filters for Any Interface Type on page 216

« Dynamically Attaching Statically Created Filters for a Specific Interface Family Type
on page 215

« Dynamically Attaching Filters Using RADIUS Variables on page 251

Defining Dynamic Filter Processing Order

You can force filter processing to occur in a particular order by using the precedence
statement. You specify a precedence for input and output filters within a dynamic profile
at the [edit dynamic-profiles profile-name interfaces (interface-name | demux0) unit
logical-unit-number family family] hierarchy level.

The precedence range is from O through 250. Setting a lower precedence value for a
filter gives it a higher precedence within the dynamic profile. A precedence of zero (the
default) gives the filter the highest precedence. If no precedence is specified, the filter
receives a precedence of zero (highest precedence). Filters with matching precedence
(zero or otherwise) are applied in random order.

Before you define a precedence for a filter in a dynamic profile.

1. Create the filters you want to attach to the dynamic profile.

See Firewall Filters Overview for information about firewall filters and how to create
them.

2. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

3. Attach the filters to the dynamic profile.

See “Dynamically Attaching Statically Created Filters for Any Interface Type” on
page 216, “Dynamically Attaching Statically Created Filters for a Specific Interface
Family Type” on page 215, or “Dynamically Attaching Filters Using RADIUS Variables”
on page 251.

198
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To define a precedence for an input and output filter:
1. Specify the input filter precedence in the dynamic profile.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family]
user@host# set filter input precedence 50

2. Specify the output filter precedence in the dynamic profile.

[editdynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family]
user@host# set filter output precedence 5

Related . Classic Filters Overview on page 201

Documentation « Firewall Filters Overview

Copyright © 2019, Juniper Networks, Inc. 199



Broadband Subscriber Services Feature Guide

200 Copyright © 2019, Juniper Networks, Inc.



CHAPTER 16

Configuring Static Firewall Filters That Are
Dynamically Applied

« Classic Filters Overview on page 201
» Basic Classic Filter Syntax on page 204
« Examples: Configuring Static Filters on page 204

Classic Filters Overview

Classic Filter Types

The dynamic firewall feature supports classic filters, which are static filters that are
applied to an interface dynamically. They are compiled at commit time and then, when
a service is activated, an interface-specific clone of the filter is created and attached to
a logical interface. This dynamic application is performed by associating input or output
filters with a dynamic profile.

This overview covers:

« Classic Filter Types on page 201
« Classic Filter Components on page 202
« Classic Filter Processing on page 202

« Guidelines for Creating and Applying Classic Filters for Subscriber Interfaces on page 203

The following classic filter types are supported:

- Port (Layer 2) firewall filter—Port firewall filters apply to Layer 2 switch ports. You can
apply port firewall filters only in the ingress direction on a physical port.

« VLAN firewall filter—VLAN firewall filters provide access control for packets that enter
a VLAN, are bridged within a VLAN, and leave a VLAN. You can apply VLAN firewall
filters in both ingress and egress directions on a VLAN. VLAN firewall filters are applied
to all packets that are forwarded to or forwarded from the VLAN.

- Router (Layer 3) firewall filter—You can apply a router firewall filter in both ingress and
egress directions on Layer 3 (routed) interfaces.
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Classic Filter Components

When creating a classic filter, you first define the family address type (inet or inet6) and
then you define one or more terms that specify the filtering criteria and the action to take
when a match occurs.

Each term, or rule, consists of the following components:

. Match conditions—Specifies values or fields that the packet must contain. You can
define various match conditions, including:

- |P source address field
- |P destination address field

- Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) source port
field

- IP protocol field
- Internet Control Message Protocol (ICMP) packet type
- TCPflags

- interfaces

« Actions—Specifies what to do when a match condition occurs. Possible actions are to
accept or discard a packet. In addition, packets can be counted to collect statistical
information. If no action is specified for a term, the default action is to accept the
packet.

Classic Filter Processing

The order of the terms within a classic filter isimportant. Packets are tested against each
term in the order in which the terms are listed in the firewall filter configuration. When a
firewall filter contains multiple terms, the router takes a top-down approach and compares
a packet against the first term in the firewall filter. If the packet matches the first term,
the router executes the action defined by that term to either accept or reject the packet,
and no other terms are evaluated. If the router does not find a match between the packet
and first term, it then compares the packet to the next term in the firewall filter by using
the same match process. If no match occurs between the packet and the second term,
the router continues to compare the packet to each successive term defined in the firewall
filter until a match is found. If a packet does not match any terms in a firewall filter, the
default action is to discard the packet.

You can also specify a precedence (from O through 255) for input and output filters
within a dynamic profile to force filter processing in a particular order. Setting a lower
precedence value for a filter gives it a higher precedence within the dynamic profile. Filters
with lower precedence values are applied to interfaces before filters with higher
precedence values. A precedence of zero (the default) gives the filter the highest
precedence. If no precedence is specified, the filter receives a precedence of zero (highest
precedence). Filters with matching precedence (zero or otherwise) are applied inrandom
order.

202
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@ NOTE: Dynamic filters do not process outbound packets that are sourced
from the routing engine. To filter outbound packets that are sourced from
the routing engine, you can create static outbound filters for each interface.

Guidelines for Creating and Applying Classic Filters for Subscriber Interfaces

Related
Documentation

Dynamic configuration of firewall filters is supported. However, you can also continue to
create static firewall filters for interfaces as you do normally, and then dynamically apply
those filters to statically created interfaces using dynamic profiles. You can also use
dynamic profiles to attach input and output filters through RADIUS.

When creating and applying filters, keep the following in mind:

. Dynamic application of only input and output filters is supported.
« The filters must be interface-specific.
« You can create family-specific inet and inet6 filters.

« You can create interface-specific filters at the unit level that apply to any family type
(inet or inet6) configured on the interface.

« You can add or remove both IPv4 and IPv6 filters with the same service activation or
deactivation.

« You can remove one filter type without impacting the other type of filter. For example,
you can remove IPv6 filters and leave the current IPv4 filters active.

« You can chain up to five input filters and four output filters together.

« If you do not configure and apply a filter, the interface uses the default group filter
configuration.

« You cannot modify or delete a firewall filter while subscribers on the same logical
interface are bound.

« Understanding Dynamic Firewall Filters on page 197
. Fast Update Filters Overview on page 280
. Dynamically Attaching Statically Created Filters for Any Interface Type on page 216

. Dynamically Attaching Statically Created Filters for a Specific Interface Family Type
on page 215

« Dynamically Attaching Filters Using RADIUS Variables on page 251

. Verifying and Managing Firewall Filter Configuration on page 335
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Basic Classic Filter Syntax

This section provides the basic classic filter CLI statement syntax. The first part of this
syntax provides the CLI statements to associate aninput and output filter with a dynamic
profile. The second part of this syntax represents the configured input and output filters
applied to the dynamic profile. When a DHCP event occurs, the dynamic profile applies
the specified filters to the DHCP client interface on the router.

[edit]
dynamic-profiles [profile-name] {
interfaces {
[$junos-interface-ifd-name] {
unit [$junos-underlying-interface-unit] {
family family] {
filter {
input {
[filter-name];
precedence [precedence];
1
output {
[filter-name];
precedence [precedence];

[edit]
firewall {
family [family] {
filter [filter-name] {
[desired filter configuration]
}
filter [filter-name] {
[desired filter configuration]
}
1
1

Related . Dynamically Attaching Statically Created Filters for a Specific Interface Family Type
Documentation on page 215

. Understanding Dynamic Firewall Filters on page 197

Examples: Configuring Static Filters

This topic provides some static filter configuration examples.

firewall {
policer p1 {

204 Copyright © 2019, Juniper Networks, Inc.



Chapter 16: Configuring Static Firewall Filters That Are Dynamically Applied

if-exceeding {
bandwidth-limit 5m;
burst-size-limit 10m;
}
then discard;
}
family inet {
filter dfwd {
interface-specific;
term1{
from {
source-address {
192.51.100.10/24;
}
1
then {
countcl;
next term;
1
}
term 2 {
from {
source-address {
192.51.100.20/24,
}
1
then count c2;
}
term 3 {
then accept;
}
}
filter dfwdl {
interface-specific;
term1{
from {
address {
192.51.100.10/24;
}
1
then {
discard;
1
}
}
filter tos {
interface-specific;
term1{
from {
precedence priority;
1
then forwarding-class assured-forwarding;
1
term 2 {
then {

Copyright © 2019, Juniper Networks, Inc. 205



Broadband Subscriber Services Feature Guide

log;
accept;
1
}
1
filter dfwd2 {
interface-specific;
term1{
from {
forwarding-class best-effort;
1
then {
sample;
forwarding-class expedited-forwarding;
1
}
term 2 {
then accept;
}
}
filter nodhcp {
term dhcpdiscover {
from {
protocol udp;
source-port 68;
destination-port 67,
1
then {
discard;
}
}
term others {
then accept;
}
1
filter p1{
interface-specific;
term1{
from {
precedence priority;
1
then {
policer pl;
log;
1
}
term 2 {
then accept;
1
}
filter dscp {
interface-specific;
term1{
from {
dscp afll;
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1
then log;
}
term 2 {
then accept;
1
}
filtertcm {
interface-specific;
term1{
from {
dscp afll;
1
then policer pJ;
}
term 2 {
then accept;
1
}
1
traceoptions {
flag dynamic;
1
1

Related
Documentation

. Dynamically Attaching Statically Created Filters for Any Interface Type on page 216

« Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 215
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Streamlining Processing of Chains of
Static Filters

« Configuring Firewall Filter Bypass on page 209

. Example: Bypassing Firewall Filters on page 210

Configuring Firewall Filter Bypass

You can streamline the filter process, decrease the amount of packet handling for each
filter in a chain, and effectively bypass unnecessary filters by using the service-filter-hit
match/action combination at the [edit firewall family family-name filter filter-name term
term-name] hierarchy level.

To bypass firewall filters using the service-filter-hit match/action combination, you
configure the service-filter-hit action in at least one filter in the chain and configure
service-filter-hit match condition in any subsequent filters that you want to bypass. All
packets must pass through each filter in a chain. However, after the service-filter-hit flag
is set in a packet, the packet “bypasses” any subsequent filters that contain the
service-filter-hit match condition and more efficiently passes (accepts) marked packets
and accelerating the filter process.

@ NOTE: When using the service-filter-hit match/action combination, the order
inwhich the filters are applied is important. You can ensure the order in which
the filters are processed by specifying a filter precedence value for the
interface. See “Defining Dynamic Filter Processing Order” on page 198 for more
information about dynamic filter processing.

To bypass filter processing:
1. Specify the service-filter-hit action for any filters in a filter chain.

[edit firewall family inet filter video term 1]
user@host# set then service-filter-hit

When the match conditions for the filter are met, the service-filter-hit action is set to
indicate to subsequent filters that further processing is unnecessary.
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2. Specify the service-filter-hit match condition in any filters with a lower precedence
(thatis, a higher precedence statement value) that you want to detect service-filter-hit
actions applied from previous filters in the chain.

[edit firewall family inet filter data term 1]
user@host# set from service-filter-hit
3. Configure the filter to pass (accept) any packet that has a service-filter-hit action

applied from any previous filters.

[edit firewall family inet filter data term 1]
user@host# set then accept

« Classic Filters Overview on page 201

Defining Dynamic Filter Processing Order on page 198

Example: Bypassing Firewall Filters on page 210

Example: Bypassing Firewall Filters

Before You Begin

This example describes how to configure multiple filters using the service-filter-hit
match/action combination and contains the following sections:

- Before You Begin on page 210

« Filter Bypass Overview on page 210

« Configuring Filter Bypass on page 211

When using the service-filter-hit match/action combination, keep the following in mind:

« Theorderinwhich the filters are applied isimportant. You can ensure the order in which
the filters are processed by specifying a filter precedence value for the interface. See
“Defining Dynamic Filter Processing Order” on page 198 for more information about
dynamic filter processing and how to use the precedence statement.

Filter Bypass Overview

Packets must pass through each filter in a chain. However, if you create a chain of filters
to process different types of packets (for example, voice, video, and data packets), you
can streamline the filter process, decreasing the amount of packet handling for each
filter in the chain, effectively bypassing unnecessary filters, by using the service-filter-hit
match/action combination at the [edit firewall family family-name filter filter-name term
term-name] hierarchy level.

Figure 5 on page 211 shows the logical processing flow through a chain of three filters
(voice, video, and data) where only processing for a specific data type is desired. This
configuration example shows an ingress filter flow. Though subseqguent ingress filters in
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a chain can detect whether the service-filter-hit action is set, egress filters do not. To
bypass egress filters, you must also configure the service-filter-hit match/action
combination on those filters.

Figure 5: Logical Flow Example for Filter Bypass Processing

Voice Packets

Interface _ Voice Video Data _: Routing
Filter /' Filter Table
Video and Data Packets Video Packets e
<
~
Voice, Video, and Data Packets Data Packets 3

Configuring Filter Bypass

» Configuring the Voice Filter on page 211
« Configuring the Video Filter on page 212
« Configuring the Data Filter on page 212
« Results on page 213

CLIQuick To quickly configure this example:
Configuration
[edit]
set firewall filter voice term T1 from address 203.0.113.11/32
set firewall filter voice term T1 from source-port 5004-5005
set firewall filter voice term T1then forwarding-class assured-forwarding service-filter-hit
accept
set firewall filter voice term default then accept
set firewall filter video term T1 from service-filter-hit
set firewall filter video term T1 then accept
set firewall filter video term T2 from source-address 203.0.113.100/32
set firewall filter video term T2 then policer video-policer service-filter-hit accept
set firewall filter video term default then accept
set firewall filter data term T1 from service-filter-hit
set firewall filter data term T1 then accept
set firewall filter data term T2 then policer data-policer service-filter-hit accept

Configuring the Voice Filter

Step-by-Step  To configure the voice filter for the logical flow in Figure 5 on page 211:

Procedure
1. Configure the filter to apply the assured forwarding class and set the service-filter-hit

action for traffic from a specific address and port range (over which voice traffic is
expected).

[edit]
set firewall filter voice term T1 from address 203.0.113.11/32
set firewall filter voice term T1 from source-port 5004-5005
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set firewall filter voice term T1 then forwarding-class assured-forwarding
service-filter-hit accept

2. Configure the filter default action to pass (accept) packet traffic from any other
address or port range.

[edit]
set firewall filter voice term default then accept

Configuring the Video Filter

Step-by-Step  To configure the video filter for the logical flow in Figure 5 on page 211:

Procedure
1. Configure the filter to pass (accept) incoming packets that are tagged by the

service-filter-hit action.

[edit]
set firewall filter video term T1 from service-filter-hit
set firewall filter video term T1 then accept

2. Configure the filter to apply a video policer and set the service-filter-hit action for
traffic from a specific address (over which video traffic is expected).

[edit]

set firewall filter video term T2 from source-address 203.0.113.100/32
set firewall filter video term T2 then policer video-policer service-filter-hit accept

3.  Configure the filter default action to pass (accept) packet traffic from any other
address or port range.

[edit]
set firewall filter video term default then accept

Configuring the Data Filter

Step-by-Step  To configure the data filter for the logical flow in Figure 5 on page 211:

Procedure
1. Configure the filter to pass (accept) incoming packets that are tagged by the

service-filter-hit action.

[edit]
set firewall filter data term T1 from service-filter-hit
set firewall filter data term T1 then accept
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2. Configure the filter to apply a data policer and set the service-filter-hit action for
traffic from a specific address (over which video traffic is expected).

[edit]
set firewall filter data term T2 then policer data-policer service-filter-hit accept

Results

Display the results of the configuration:

[edit firewall]
user@host# show
filter voice {
term T1{
from {
address {
203.0.113.11/32;
}
source-port 5004-5005;
}
then {
forwarding-class assured-forwarding;
service-filter-hit;
accept;
}

}
term default {
then accept;

}
}
filter video {
term T1{
from {
service-filter-hit;
}
then accept;
1
term T2 {
from {
source-address {
203.0.113.100/32;
}
}
then {
policer video_policer;
service-filter-hit;
accept;
}
1

term default {
then accept;

}
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}
filter data {
term T1{
from {
service-filter-hit;
}
then accept;
1
term T2 {
then {
policer data_policer;
service-filter-hit;
accept;
}
1
}

Related . Classic Filters Overview on page 201
D tati
ocumentation « Defining Dynamic Filter Processing Order on page 198

« Configuring Firewall Filter Bypass on page 209
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Dynamically Attaching Static or Fast
Update Filters to an Interface

« Dynamically Attaching Statically Created Filters for a Specific Interface Family
Type on page 215

» Dynamically Attaching Statically Created Filters for Any Interface Type on page 216

Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

You can dynamically attach statically created filters for either IPv4 (inet) or IPv6 (inet6)
interface types. These filters apply only to interfaces of the specified type.

Before you can attach a statically created filter using a dynamic profile.

1. Create the filters you want to attach.

See Firewall Filters Overview for information about classic firewall filters and how to
create them. See “Configuring Fast Update Filters” on page 284 for information about
creating fast update filters.

2. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

To dynamically attach statically created input and output filters:

1. Specify the unit family type you want to use when dynamically attaching the filters.

a. ForIPv4 interfaces, specify the inet unit family.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1]
user@host# set family inet

b. For IPv6 interfaces, specify the inet6 unit family.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1]
user@host# set family inet6
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2. Specify the input filter in the dynamic profile.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1 family inet]
user@host# set filter input static-input-filter

3. Specify the output filter in the dynamic profile.

@ NOTE: The following example specifies an optional precedence value for
the output filter.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1 family inet]
user@host# set filter output static-output-filter precedence 50

« Classic Filters Overview on page 201

. Fast Update Filters Overview on page 280

. Dynamically Attaching Statically Created Filters for Any Interface Type on page 216
« Dynamically Attaching Filters Using RADIUS Variables on page 251

« Using the junos-defaults Configuration Group

« Firewall Filters Overview

Dynamically Attaching Statically Created Filters for Any Interface Type

You can dynamically attach statically created filters for any interface type. These filters
apply to any interfaces that are created using the dynamic profile.

@ NOTE: Foran L2TP LNS on MX Series routers, you can attach firewall for
static LNS sessions by configuring these at logical interfaces directly on the
inline services device (si-fpc/pic/port). RADIUS-configured firewall
attachments are not supported.

Before you can attach a statically created filter using a dynamic profile.

1. Create the filters you want to attach.

See Firewall Filters Overview for information about classic firewall filters and how to
create them. See “Configuring Fast Update Filters” on page 284 for information about
creating fast update filters.

2. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.
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To dynamically attach statically created input and output filters for all interfaces created
dynamically using the dynamic profile:

1. Access the dynamic profile, interface, and unit that you want to use when applying
the static filters.

[edit]
user@host# edit dynamic-profiles access-profile interfaces ge-1/1/1unit 1

2. Specify the input filter for the interface unit.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1]
user@host# set filter input static-input-filter

3. Specify the output filter for the interface unit.

[edit dynamic-profiles access-profile interfaces ge-1/1/1unit 1]
user@host# set filter output static-output-filter

Related . Classic Filters Overview on page 201
D tati
ocumentation . Fast Update Filters Overview on page 280

« Dynamically Attaching Statically Created Filters for a Specific Interface Family Type
on page 215

« Dynamically Attaching Filters Using RADIUS Variables on page 251
. Using the junos-defaults Configuration Group

. Firewall Filters Overview
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Configuring Filters That Are Created
Dynamically

« Parameterized Filters Overview on page 219

« Uniqgue Identifiers for Firewall Variables on page 220

« Configuring Unique Identifiers for Parameterized Filters on page 222

« Sample Dynamic-Profile Configuration for Parameterized Filters on page 223
« Dynamic Profile After UID Substitutions for Parameterized Filters on page 225
« Multiple Parameterized Filters on page 227

« Parameterized Filter Processing Overview on page 227

« Parameterized Filters Configuration Considerations on page 228

« Guidelines for Creating and Applying Parameterized Filters for Subscriber
Interfaces on page 230

« Parameterized Filter Match Conditions for IPv4 Traffic on page 230
« Parameterized Filter Match Conditions for IPv6 Traffic on page 236
« Parameterized Filter Nonterminating and Terminating Actions and Modifiers on page 241

« Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service
Profiles on page 246

« Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent
Traffic in Dynamic Service Profiles on page 248

« Interface-Shared Filters Overview on page 250

« Dynamically Attaching Filters Using RADIUS Variables on page 251

« Example: Implementing a Filter for Households That Use ACI-Based VLANs on page 253
« Example: Dynamic-Profile Parsing on page 255

« Example: Firewall Dynamic Profile on page 256

« Example: Configuring a Filter to Exclude DHCPv6 and ICMPv6 Control Traffic for LAC
Subscriber on page 257

Parameterized Filters Overview

Parameterized filters allow you to implement customized filters for each subscriber
session. In parameterized filters, you use variables called unigue identifiers (UIDs) to
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define your filter. When services are activated for a subscriber, actual values are
substituted for the variables and are used to create filters.

Parameterized filters are configured under a dynamic profile. You can configure a general
baseline filter under a dynamic profile and then provide specific variables of that filter
when a dynamic session is activated. These variables can include policing rates,
destination addresses, ports, and other items.

To provide better scaling, the system analyzes a dynamic profile, and then determines
whether the set of variables for one session is the same as for a previous session. If a
matching filter already exists, the session creates an interface-specific filter copy of that
filter template. If the filter does not already exist, the session reads the configuration and
compiles a new filter. This filter is installed as a template with an interface-specific filter
copy for the current session pointing to it.

« Parameterized Filters Configuration Considerations on page 228

« Parameterized Filter Processing Overview on page 227

« Unique Identifiers for Firewall Variables on page 220

. Sample Dynamic-Profile Configuration for Parameterized Filters on page 223

. Dynamic Profile After UID Substitutions for Parameterized Filters on page 225

. Example: Dynamic-Profile Parsing on page 255

. Parameterized Filter Nonterminating and Terminating Actions and Modifiers on page 241
« Parameterized Filter Match Conditions for IPv4 Traffic on page 230

. Parameterized Filter Match Conditions for IPv6 Traffic on page 236

« Understanding Dynamic Firewall Filters on page 197

Unique Identifiers for Firewall Variables

The system uses unique identifiers (UIDs) to aid with scaling. The UID enables the system
to determine when configuration objects from multiple subscribers are identical and can
be shared. In many situations, such as a filter definition, sharing a single filter among
multiple subscribers instead of creating a new filter for every subscriber helps to conserve
system resources.

Within a dynamic profile a UID is used to name a configuration object. The system assigns
the value of the UID (the object's name) based upon all the variables contained within
that configuration stanza along with the dynamic profile's name. The assigned UID value
consists of the UID name combined with the string _UID and a unique number. For instance,
the UID $Smy-filter might be given the value my-filter_UID1022.

You must first define a UID under the variable stanza using the option uid. The UID must
be defined at the end, after all the variables that are assigned values externally.

dynamic-profile test-profile {
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variables {
... [other variables] ...
[my-filter] {
uid;
1
}
}

After a UID has been defined, it can then be used to name an object:

dynamic-profile test-profile {
firewall {
family inet {
filter [$my-filter] {
... [filter definition that makes use of other variables] ...
1
}
1
1

As previously described, the system assigns the value of Smy-filter depending on the
values of the variables used within that filter's definition.

The UID is also used in any other place that the object's name is used. For example, here
is an interface stanza to use Smy-filter as an input filter:

dynamic-profile [test-profile] {
interfaces {
[$junos-interface-ifd-name]" {
unit [$junos-interface-unit] {
family inet {
filter {
input [$my-filter];

You can define multiple configuration objects of the same type (that is, multiple filters)
as long as each one uses its own, individual, UID. To ensure that the system selects the
correct object when assigning a name, use the vid-reference variable.

When the uid-reference is used, it is effectively evaluated twice. First, the value of the
uid-reference variable is retrieved. Second, that value is used as the name of a UID and
that UID value is retrieved. A uid-reference with a value that is not the name ofaUID is
considered an error.

A uid-reference is defined similarly to any other variable:

dynamic-profile [test-profile] {
variables {
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[my-filter-selector] {
uid-reference;
}
1
1

A uid-reference is used wherever the name of the object is needed. One example is the
name of the input filter in the following interface stanza:

dynamic-profile [test-profile] {
interfaces {
[$junos-interface-ifd-name] {
unit [$junos-interface-unit] {
family inet {
filter {
input [$my-filter-selector];

Consider the case where two parameterized filters are defined: Smy-filter-1and
Smy-filter-2. The Smy-filter-selector variable might be assigned the value my-filter-1 or
my-filter-2, depending upon which filter is appropriate.

Related . Configuring Unique Identifiers for Parameterized Filters on page 222
D tati
ocumentation . Parameterized Filter Processing Overview on page 227

« Parameterized Filters Configuration Considerations on page 228

Configuring Unique Identifiers for Parameterized Filters

This topic discusses how to configure unigue identifiers (UIDs) that can then be used in
parameterized filters. The dynamic profile obtains and replaces data for these variables
from an incoming client data packet.

To configure unique identifiers for parameterized filters in a dynamic profile:
1. Access the desired dynamic profile.
[edit]

user@host# edit dynamic-profiles Profilel
[edit dynamic-profiles Profilel]

2. Configure the UIDs.

If the value for the variable UID comes from RADIUS, configure the variable as a UID
reference.
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[edit dynamic-profiles Profilel]

user@host# set variable policerl uid
user@host# set variable policer2 vid
user@host# set variable filterl uid

user@host# set variable filter2 uid

user@host# set variables in-filter vid-reference

Example of UIDs that can be used in parameterized filters:

dynamic profile {
Profilel {
variables {
policerl uid;
filterl uvid;
policer2 uid;
filter2 uvid;
in-filter {
uid-reference;
1
}
1

Related . Unigue Identifiers for Firewall Variables on page 220
Documentation
v ! . Parameterized Filters Overview on page 219
« Dynamic Variables Overview

« Junos OS Predefined Variables

Sample Dynamic-Profile Configuration for Parameterized Filters

In the following sample configuration, the my-svc-prof profile provides two different
filters: my-filt-1gw and my-filt-2gw. These filters match on either one or two gateway
addresses and apply a policer for that traffic. The name of the filter to apply, the gateway
addresses, and the bandwidth for the policer are passed into the service profile from the
RADIUS service activation. The uid-reference type supports selection of a particular UID
generated object out of multiple objects in the profile. The UID type indicates that a
variable is used for UID generation.

dynamic-profile {
[my-svc-prof] {
variable {
[my-in-filter] {
mandatory;
vid-reference;
}
gwi{
mandatory;
}
gw2 {
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mandatory;
}
bw {
mandatory;
1
my-filt-1gw {
uid;
}
my-filt-2gw {
uid;
1
[my-policer] {
uid;
}
}
interfaces {
[$junos-interface-ifd-name] {
unit [$junos-underlying-interface-unit] {
family inet {
filter {
input [$my-in-filter];
}
1
}
}
}
firewall {
policer [$my-policer] {
if-exceeding {
bandwidth-limit $bw;
burst-size-limit 15000;
1
then discard;
}
family inet {
filter [$my-filt-1gw] {
interface-specific;
termtO {
from {
destination-address $gw1;
1
then {
policer [$my-policer];
}
}
term last {
then {
count drops;
discard;
}
}
1
filter [$my-file-2gw] {
interface-specific;
termtO {
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from {
destination-address {
$ewl;
$sw2;
1
1
then {
policer [$my-policer];
}
}
term last {
then {
count drops;
discard;

Related .
Documentation

Dynamic Profile After UID Substitutions for Parameterized Filters on page 225

. Example: Dynamic-Profile Parsing on page 255

. Parameterized Filters Overview on page 219

« Parameterized Filter Processing Overview on page 227

Dynamic Profile After UID Substitutions for Parameterized Filters

In the following example, the client session is created on the ge-1/0/0.7 interface and

this service is activated:

my-svc-prof(my-filt-1gw, 198.51.100.239/32, 0, 5m)

A dynamic profile is created by the process. The UIDs assigned by the process are based
on the parameters being passed in as well as the sessions previously created.

dynamic-profile {
[my-svc-prof] {
interfaces {
ge-1/0/0 {
unit7{
family inet {
filter {

input my-filt-1gw_UID1022;

}
}
}
}
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}
firewall {
policer my-policer_UID1005 {
if-exceeding {
bandwidth-limit 5m;
burst-size-limit 15000;
1
then discard;
}
family inet {
filter my-filt-1gw_UID1022 {
interface-specific;
termtO {
from {
destination-address 198.51.100.239/32;
}
then {
policer my-policer_UID1005;
}
}
term last {
then {
count drops;
discard;
}
}
1
filter my-filt-2gw_UID11018 {
interface-specific;
termtO {
from {
destination-address {
198.51.100.239/32;
0;
1
1
then {
policer my-policer_UID1005;
}
}
term last {
then {
count drops;
discard;

Related . Sample Dynamic-Profile Configuration for Parameterized Filters on page 223

Documentation . Example: Dynamic-Profile Parsing on page 255
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« Parameterized Filters Overview on page 219

. Parameterized Filter Processing Overview on page 227

Multiple Parameterized Filters

Differing filter match conditions can be achieved by allowing the filter that is being
attached to be selected by the unique-identifier--reference capabilities of parameterized
filters. If a variable number of terms or varying match conditions are needed, multiple
filters are defined. When the service is activated, that activation will select the particular
filter that should be applied in the stanza specifying the interface, unit, family and
input/output filter:

interfaces {
ge-1/0/0 {
unit7 {
family inet {
filter {
input my-filt-1gw-uid1022;

Related . Parameterized Filters Overview on page 219

Documentation « Parameterized Filters Configuration Considerations on page 228

Parameterized Filter Processing Overview

When creating a parameterized filter, you first define the family address type (inet, inet6,
or any) and then you define one or more terms that specify the filtering criteria and the
action to take when a match occurs.

Each term, or rule, consists of the following components:

. Match conditions—Specifies values or fields that the packet must contain. You can
define various match conditions, including:

- IP source address field
- |P destination address field

- Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) source port
field

- |P protocol field
- Internet Control Message Protocol (ICMP) packet type

nc. 227
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. TCP flags

- interfaces

« Actions—Specifies what to do when a match condition occurs. Possible actions are to
accept or discard a packet. In addition, packets can be counted to collect statistical
information. If no action is specified for a term, the default action is to accept the
packet.

The processing of parameterized filters is the same as classic filters. The order of the
terms within a parameterized filter is important. Packets are tested against each term
inthe order in which the terms are listed in the firewall filter configuration. When a firewall
filter contains multiple terms, the router takes a top-down approach and compares a
packet against the first term in the firewall filter. If the packet matches the first term, the
router executes the action defined by that term to either accept or reject the packet, and
no other terms are evaluated. If the router does not find a match between the packet
and first term, it then compares the packet to the next term in the firewall filter by using
the same match process. If no match occurs between the packet and the second term,
the router continues to compare the packet to each successive term defined in the firewall
filter until a match is found. If a packet does not match any terms in a firewall filter, the
default action is to discard the packet.

You can also specify a precedence (from O through 255) for input and output filters
within a dynamic profile to force filter processing in a particular order. Setting a lower
precedence value for a filter gives it a higher precedence within the dynamic profile. Filters
with lower precedence values are applied to interfaces before filters with higher
precedence values. A precedence of zero (the default) gives the filter the highest
precedence. If no precedence is specified, the filter receives a precedence of zero (highest
precedence). Filters with matching precedence (zero or otherwise) are applied in an
unspecified order.

@ NOTE: Parameterized filters do not support outbound packets that are
sourced from the routing engine.

. Parameterized Filters Configuration Considerations on page 228

Parameterized Filters Configuration Considerations

Keep the following considerations in mind when configuring parameterized filters.

« Subscriber IP Address on page 229

- Interaction with Static Configuration on page 229

« Interface-Specific Dynamic Service Filters on page 229
« Service Session Support on page 229

« Filter Naming Conventions on page 229
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Subscriber IP Address

In most deployment scenarios, the interface is based on the subscriber’s IP address.
Because subscribers may not be unique, they cannot be used in determining similar filters
and policers. Do not use the junos-subscriber-ip-address IP address as a match candidate.
Doing so causes unique filters per subscriber, which inhibits scaling.

Interaction with Static Configuration

Searching for a filter to attach takes place in the following order:

1. Static filter. For example, firewall family inet filter my-filter.

2. Fast update filter within the current dynamic profile. For example, dynamic-profile
[profile-name] firewall family inet fast-update-filter my-filter.

3. Parameterized filter within the current dynamic profile. For example, dynamic-profile
[profile-name] firewall family inet filter.

The following static configuration objects may be referenced by a parameterized filter.
Thesearch orderis firstin the static configuration and thenin the current dynamic-profile:

. firewall policer
. firewall hierarchical-policer
. three-color policer

policy-options prefix-list

If an object in the static configuration is being used by an active parameterized filter, you
cannot delete that object from the configuration while the subscriber is logged in.

Interface-Specific Dynamic Service Filters

All dynamic service filters must be defined as interface-specific.

Service Session Support

Parameterized filters and policers are supported for service activations only, not client
sessions.

Filter Naming Conventions

Related
Documentation

The base filter name is based on the interface and direction (ingress and egress) appended
to it. With parameterized filters, the filter-naming process comes from the UID.

« Understanding Dynamic Firewall Filters on page 197

. Verifying and Managing Firewall Filter Configuration on page 335

« Unique Identifiers for Firewall Variables on page 220

« Sample Dynamic-Profile Configuration for Parameterized Filters on page 223

. Example: Dynamic-Profile Parsing on page 255
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. Parameterized Filter Processing Overview on page 227

Guidelines for Creating and Applying Parameterized Filters for Subscriber Interfaces

Related
Documentation

You can configure dynamic or static firewall filters. When you use statically configured
firewall filters, you then dynamically apply those filters to statically created interfaces
using dynamic profiles. You can also use dynamic profiles to attach input and output
filters through RADIUS.

When creating and applying filters, keep the following in mind:

. Dynamic application of only input and output filters is supported.
« The filters must be interface-specific.
« You can create family-specific any, inet, and inet6 filters.

« You can create interface-specific filters at the unit level that apply to any family type
(any, inet, or inet6) configured on the interface.

« You can add or remove filters of different family types with the same service activation
or deactivation.

« You can remove one filter type without impacting the other type of filter. For example,
you can remove IPv6 filters and leave the current IPv4 filters active.

« You can chain up to five input filters and four output filters together.

« If you do not configure and apply a filter, the interface uses the default group filter
configuration.

« You cannot modify a firewall filter while subscribers on the same logical interface are
bound.

« Parameterized Filter Processing Overview on page 227

« Parameterized Filters Configuration Considerations on page 228

Parameterized Filter Match Conditions for IPv4 Traffic

You can configure a parameterized filter with match conditions for Internet Protocol
version 4 (IPv4) traffic (family inet).

@ NOTE: For MX Series routers with MPCs, you need to initialize certain new
firewall filters by walking the corresponding SNMP MIB, for example, show
snmp mib walk name ascii. This forces Junos to learn the filter counters and
ensure that the filter statistics are displayed. This guidance applies to all
enhanced mode firewall filters, filters with flexible conditions, and filters with
certain terminating actions. See those topics, listed under Related
Documentation, for details.
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Table 23 on page 231describes the match-conditions you can configure at the [edit firewall
family inet filter filter-name term term-name from] hierarchy level.

Table 23: Parameterized Filter Match Conditions for IPv4 Traffic

Match Condition Description

address address [ except ] Match the IPv4 source or destination address field unless the except option is included. If the
option is included, do not match the IPv4 source or destination address field.

destination-addressaddress Match the IPv4 destination address field unless the except option is included. If the optionis
[ except ] included, do not match the IPv4 destination address field.

You cannot specify both the address and destination-address match conditions in the same term.

destination-port number Match the UDP or TCP destination port field.
You cannot specify both the port and destination-port match conditions in the same term.

If you configure this match condition, we recommend that you also configure the protocol udp or
protocol tcp match statement in the same term to specify which protocol is being used on the
port.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),

klogin (543), kpasswd (761), krb-prop (754 ), krbupdate (760), kshell (544 ), ldap (389), ldp (646),
login (513), mobileip-agent (434 ), mobilip-mn (435), msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),

snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525), who (513), or xdmcp (177).

destination-port-except Do not match the UDP or TCP destination port field. For details, see the destination-port match
number condition.

destination-prefix-list Match destination prefixes in the specified list unless the except option is included. If the option
prefix-list-name [ except ] is included, do not match the destination prefixes in the specified list.

Specify the name of a prefix list defined at the [edit policy-options prefix-list prefix-list-name]
hierarchy level.
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Table 23: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

Match Condition Description

dscp number

Match the Differentiated Services code point (DSCP). The DiffServ protocol uses the
type-of-service (ToS) byte in the IP header. The most significant 6 bits of this byte form the
DSCP. For more information, see Understanding How Behavior Aggregate Classifiers Prioritize
Trusted Traffic.

Starting in Junos OS Release 13.3R7, support was added for filtering on Differentiated Services
Code Point (DSCP) and forwarding class for Routing Engine sourced packets, including I1S-IS
packets encapsulated in generic routing encapsulation (GRE). Subsequently, when upgrading
from a previous version of Junos OS where you have both a class of service (CoS) and firewall
filter, and both include DSCP or forwarding class filter actions, the criteria in the firewall filter
automatically takes precedence over the CoS settings. The same is true when creating new
configurations; that is, where the same settings exist, the firewall filter takes precedence over
the CoS, regardless of which was created first.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include Ox as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify one of the following text synonyms (the field values
are also listed):

« RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

« RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

- afll (10), af12 (12), af13 (14)

- af21(18), af22 (20), af23 (22)
- af31(26), af32 (28), af33 (30)
. af41(34),af42 (36), af43 (38)

dscp-except number

Do not match on the DSCP number. For more information, see the dscp match condition.

forwarding-class class

Match the forwarding class of the packet.
Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For information about forwarding classes and router-internal output queues, see Understanding
How Forwarding Classes Assign Classes to Output Queues.

forwarding-class-except
class

Do not match the forwarding class of the packet. For details, see the forwarding-class match
condition.
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Table 23: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

Match Condition Description

icmp-code number

Match the ICMP message code field.

If you configure this match condition, we recommend that you also configure the protocol icmp
match condition in the same term.

If you configure this match condition, you must also configure the icmp-type message-type match
condition in the same term. An ICMP message code provides more specific information than an
ICMP message type, but the meaning of an ICMP message code is dependent on the associated
ICMP message type.

In place of the numeric value, you can specify one of the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

« parameter-problem: ip-header-bad (0), required-option-missing (1)

« redirect: redirect-for-host (1), redirect-for-network (0), redirect-for-tos-and-host (3),
redirect-for-tos-and-net (2)

« time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

« unreachable: communication-prohibited-by-filtering (13), destination-host-prohibited (10),
destination-host-unknown (7), destination-network-prohibited (9),
destination-network-unknown (6), fragmentation-needed (4), host-precedence-violation (14),
host-unreachable (1), host-unreachable-for-TOS (12), network-unreachable (0),
network-unreachable-for-TOS (11), port-unreachable (3), precedence-cutoff-in-effect (15),
protocol-unreachable (2), source-host-isolated (8), source-route-failed (5)

icmp-code-except
message-code

Do not match the ICMP message code field. For details, see the icmp-code match condition.

icmp-type number

Match the ICMP message type field.

If you configure this match condition, we recommend that you also configure the protocol icmp
match condition in the same term.

In place of the numeric value, you can specify one of the following text synonyms (the field values
are also listed): echo-reply (0), echo-request (8), info-reply (16), info-request (15),

mask-request (17), mask-reply (18), parameter-problem (12), redirect (5), router-advertisement (9),
router-solicit (10), source-quench (4), time-exceeded (11), timestamp (13), timestamp-reply (14),
or unreachable (3).

icmp-type-except
message-type

Do not match the ICMP message type field. For details, see the icmp-type match condition.

loss-priority level

Match the packet loss priority (PLP) level.
Specify a single level or multiple levels: low, medium-low, medium-high, or high.

For IP traffic on MX Series routers with Enhanced Il Flexible PIC Concentrators (FPCs), you must
include the tri-color statement at the [edit class-of-service] hierarchy level to commit a PLP
configuration with any of the four levels specified. If the tri-color statement is not enabled, you
can only configure the high and low levels. This applies to all protocol families.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking
Policers. For information about using behavior aggregate (BA) classifiers to set the PLP level of
incoming packets, see Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic.
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Table 23: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

Match Condition Description

loss-priority-except level

Do not match the PLP level. For details, see the loss-priority match condition.

packet-length bytes

Match the length of the received packet, in bytes. The length refers only to the IP packet, including
the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length-except bytes

Do not match the length of the received packet, in bytes. For details, see the packet-length match
type.

port number

Match the UDP or TCP source or destination port field.

If you configure this match condition, you cannot configure the destination-port match condition
or the source-port match condition in the same term.

If you configure this match condition, we recommend that you also configure the protocol udp or
protocol tcp match statement in the same term to specify which protocol is being used on the
port.

In place of the numeric value, you can specify one of the text synonyms listed under the
destination-port match condition.

port-except number

Do not match either the source or destination UDP or TCP port field. For details, see the port
match condition.

precedence
ip-precedence-value

precedence-except
ip-precedence-value

Match the IP precedence field.

In place of the numeric field value, you can specify one of the following text synonyms (the field
values are also listed): critical-ecp (Oxa0), flash (Ox60), flash-override (Ox80), immediate (0x40),
internet-control (Oxc0O), net-control (Oxe0), priority (Ox20), or routine (0x00). You can specify
precedence in hexadecimal, binary, or decimal form.

Do not match the IP precedence field.

In place of the numeric field value, you can specify one of the following text synonyms (the field
values are also listed): critical-ecp (Oxa0), flash (0x60), flash-override (0x80), immediate (0x40),
internet-control (Oxc0O), net-control (Oxe0), priority (Ox20), or routine (0x00). You can specify
precedence in hexadecimal, binary, or decimal form.

prefix-list
prefix-list-name [ except ]

Match the prefixes of the source or destination address fields to the prefixes in the specified list
unless the except option is included. If the option is included, do not match the prefixes of the
source or destination address fields to the prefixes in the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

protocol number

Match the IP protocol type field. In place of the numeric value, you can specify one of the following
text synonyms (the field values are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0O), icmp (1), icmp6 (58), icmpv6é (58), igmp (2), ipip (4),
ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

protocol-except number

Do not match the IP protocol type field. In place of the numeric value, you can specify one of the
following text synonyms (the field values are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0O), icmp (1), icmp6 (58), icmpv6é (58), igmp (2), ipip (4),
ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).
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Table 23: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

Match Condition Description

service-filter-hit

Match a packet received from a filter where a service-filter-hit action was applied.

source-address address
[ except ]

Match the IPv4 address of the source node sending the packet unless the except optionis included.
If the option is included, do not match the IPv4 address of the source node sending the packet.

You cannot specify both the address and source-address match conditions in the same term.

source-class class-names

Match one or more specified source class names (sets of source prefixes grouped together and
given a class name). For more information, see Firewall Filter Match Conditions Based on Address
Classes.

source-class-except
class-names

Do not match one or more specified source class names. For details, see the source-class match
condition.

source-port number

Match the UDP or TCP source port field.

You cannot specify the port and source-port match conditions in the same term.

If you configure this match condition for IPv4 traffic, we recommmend that you also configure the
protocol udp or protocol tcp match statement in the same term to specify which protocol is being

used on the port.

In place of the numeric value, you can specify one of the text synonyms listed with the
destination-port number match condition.

source-port-except number

Do not match the UDP or TCP source port field. For details, see the source-port match condition.

source-prefix-list name
[ except ]

Match source prefixes in the specified list unless the except option is included. If the option is
included, do not match the source prefixes in the specified list.

Specify the name of a prefix list defined at the [edit policy-options prefix-list prefix-list-name]
hierarchy level.

ttl number

Match the IPv4 time-to-live number. Specify a TTL value or a range of TTL values. For number,
you can specify one or more values from 0 through 255. This match condition is supported only
on M120, M320, MX Series, and T Series routers.

ttl-except number

Do not match on the IPv4 TTL number. For details, see the ttl match condition.

Release History Table

Related
Documentation

Release

Description

13.3R7 Starting in Junos OS Release 13.3R7, support was added for filtering on
Differentiated Services Code Point (DSCP) and forwarding class for Routing
Engine sourced packets, including IS-1S packets encapsulated in generic routing

encapsulation (GRE).

. Parameterized Filters Overview on page 219
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. Guidelines for Creating and Applying Parameterized Filters for Subscriber Interfaces
on page 230

. Parameterized Filter Nonterminating and Terminating Actions and Modifiers on page 241

Parameterized Filter Match Conditions for IPv6 Traffic

You can configure a parameterized filter with match conditions for Internet Protocol
version 6 (IPv6) traffic (family inet6).

@ NOTE: For MX Series routers with MPCs, you need to initialize certain new
firewall filters by walking the corresponding SNMP MIB, for example, show
snmp mib walk name ascii. This forces Junos to learn the filter counters and
ensure that the filter statistics are displayed. This guidance applies to all
enhanced mode firewall filters, filters with flexible conditions, and filters with
certain terminating actions. See those topics, listed under Related
Documentation, for details.

Table 24 on page 236 describes the match conditions you can configure at the [edit firewall
family inet6 filter filter-name term term-name from] hierarchy level.

Table 24: Firewall Filter Match Conditions for IPv6 Traffic

Match Condition Description

address address [ except ] Match the IPv6 source or destination address field unless the except option is included. If the
option is included, do not match the IPv6 source or destination address field.

destination-addressaddress Match the IPv6 destination address field unless the except option is included. If the option is
[ except ] included, do not match the IPv6 destination address field.

You cannot specify both the address and destination-address match conditions in the same term.

destination-port number Match the UDP or TCP destination port field.
You cannot specify both the port and destination-port match conditions in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcp match condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),

klogin (543), kpasswd (761), krb-prop (754 ), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513), mobileip-agent (434 ), mobilip-mn (435), msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),

snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525), who (513), or xdmcp (177).
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Table 24: Firewall Filter Match Conditions for IPv6 Traffic (continued)

Match Condition Description

destination-port-except
number

Do not match the UDP or TCP destination port field. For details, see the destination-port match
condition.

destination-prefix-list
prefix-list-name [ except ]

Match the IPv6 destination prefix to the specified list unless the except option is included. If the
option is included, do not match the IPv6 destination prefix to the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

forwarding-class class

Match the forwarding class of the packet.
Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For information about forwarding classes and router-internal output queues, see Understanding
How Forwarding Classes Assign Classes to Output Queues.

forwarding-class-except
class

Do not match the forwarding class of the packet. For details, see the forwarding-class match
condition.

icmp-code message-code

icmp-code-except
message-code

Match the ICMP message code field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6 match condition in the same term.

If you configure this match condition, you must also configure the icmp-type message-type match
condition in the same term. An ICMP message code provides more specific information than an
ICMP message type, but the meaning of an ICMP message code is dependent on the associated
ICMP message type.

In place of the numeric value, you can specify one of the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

« parameter-problem: ip6-header-bad (0O), unrecognized-next-header (1), unrecognized-option
(2)
« time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

« destination-unreachable: administratively-prohibited (1), address-unreachable (3),
no-route-to-destination (0), port-unreachable (4)

Do not match the ICMP message code field. For details, see the icmp-code match condition.
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Table 24: Firewall Filter Match Conditions for IPv6 Traffic (continued)

Match Condition Description

icmp-type message-type

Match the ICMP message type field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6 match condition in the same term.

In place of the numeric value, you can specify one of the following text synonyms (the field values
are also listed): certificate-path-advertisement (149), certificate-path-solicitation (148),
destination-unreachable (1), echo-reply (129), echo-request (128),
home-agent-address-discovery-reply (145), home-agent-address-discovery-request (144),
inverse-neighbor-discovery-advertisement (142), inverse-neighbor-discovery-solicitation (141),
membership-query (130), membership-report (131), membership-termination (132),
mobile-prefix-advertisement-reply (147), mobile-prefix-solicitation (146),
neighbor-advertisement (136), neighbor-solicit (135), node-information-reply (140),
node-information-request (139), packet-too-big (2), parameter-problem (4),
private-experimentation-100 (100), private-experimentation-101 (101), private-experimentation-200
(200), private-experimentation-201 (201), redirect (137), router-advertisement (134),
router-renumbering (138), router-solicit (133), or time-exceeded (3).

For private-experimentation-201 (201), you can also specify a range of values within square
brackets.

icmp-type-except
message-type

Do not match the ICMP message type field. For details, see the icmp-type match condition.

loss-priority level

Match the packet loss priority (PLP) level.
Specify a single level or multiple levels: low, medium-low, medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers and EX Series switches.

For IP trafficon M320, MX Series, T Series routers and EX Series switches with Enhanced Il Flexible
PIC Concentrators (FPCs), you must include the tri-color statement at the [edit class-of-service]
hierarchy level to commit a PLP configuration with any of the four levels specified. If the tri-color
statement is not enabled, you can only configure the high and low levels. This applies to all
protocol families.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking
Policers. For information about using behavior aggregate (BA) classifiers to set the PLP level of
incoming packets, see Understanding How Forwarding Classes Assign Classes to Output Queues.

loss-priority-except level

Do not match the PLP level. For details, see the loss-priority match condition.
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Table 24: Firewall Filter Match Conditions for IPv6 Traffic (continued)

Match Condition Description

next-header header-type

Match the first 8-bit Next Header field in the packet. Support for the next-header firewall match
condition is available in Junos OS Release 13.3R6 and later.

For IPv6, we recommend that you use the payload-protocol term rather than the next-header
term when configuring a firewall filter with match conditions. Although either can be used,
payload-protocol provides the more reliable match condition because it uses the actual payload
protocol to find a match, whereas next-header simply takes whatever appears in the first header
following the IPv6 header, which may or may not be the actual protocol. In addition, if next-header
is used with IPv6, the accelerated filter block lookup process is bypassed and the standard filter
used instead.

Match the first 8-bit Next Header field in the packet.

In place of the numeric value, you can specify one of the following text synonyms (the field values
are also listed): ah (51), dstops (60), egp (8), esp (50), fragment (44), gre (47), hop-by-hop (0),
icmp (1), icmp6 (58),icmpv6 (58), igmp (2), ipip (4), ipv6 (41), mobility (135), no-next-header (59),
ospf (89), pim (103), routing (43), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

NOTE: next-headericmp6 and next-headericmpv6 match conditions perform the same function.
next-header icmp6 is the preferred option. next-header icmpv6 is hidden in the Junos OS CLI.

next-header-except
header-type

Do not match the 8-bit Next Header field that identifies the type of header between the IPv6
header and payload. For details, see the next-header match type.

packet-length bytes

Match the length of the received packet, in bytes. The length refers only to the IP packet, including
the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length-except bytes

Do not match the length of the received packet, in bytes. For details, see the packet-length match
type.

port number

Match the UDP or TCP source or destination port field.

If you configure this match condition, you cannot configure the destination-port match condition
or the source-port match condition in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcp match condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the text synonyms listed under the
destination-port match condition.

port-except number

Do not match the UDP or TCP source or destination port field. For details, see the port match
condition.

prefix-list prefix-list-name
[ except ]

Match the prefixes of the source or destination address fields to the prefixes in the specified list
unless the except option is included. If the option is included, do not match the prefixes of the
source or destination address fields to the prefixes in the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

service-filter-hit

Match a packet received from a filter where a service-filter-hit action was applied.
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Table 24: Firewall Filter Match Conditions for IPv6 Traffic (continued)

Match Condition Description

source-address address
[ except ]

Match the IPv6 address of the source node sending the packet unless the except optionis included.
If the option is included, do not match the IPv6 address of the source node sending the packet.

You cannot specify both the address and source-address match conditions in the same term.

source-class class-names

Match one or more specified source class names (sets of source prefixes grouped together and
given a class name). For more information, see Firewall Filter Match Conditions Based on Address
Classes.

source-class-except
class-names

Do not match one or more specified source class names. For details, see the source-class match
condition.

source-port number

Match the UDP or TCP source port field.

You cannot specify the port and source-port match conditions in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcp match condition in the same term to specify which protocol is being used

on the port.

In place of the numeric value, you can specify one of the text synonyms listed with the
destination-port number match condition.

source-port-except number

Do not match the UDP or TCP source port field. For details, see the source-port match condition.

source-prefix-list name
[ except ]

Match the IPv6 address prefix of the packet source field unless the except option is included. If
the option is included, do not match the IPv6 address prefix of the packet source field.

Specify a prefix list name defined at the [edit policy-options prefix-list prefix-list-name] hierarchy
level.

traffic-class number

Match the 8-bit field that specifies the class-of-service (CoS) priority of the packet.
This field was previously used as the type-of-service (ToS) field in IPv4.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include Ox as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify one of the following text synonyms (the field values
are also listed):

o RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

« RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

- afl1 (10), af12 (12), afi3 (14)

- af21(18), af22 (20), af23 (22)
- af31(26), af32 (28), af33 (30)
- af4l(34), af42 (36), af43 (38)

traffic-class-except number

Do not match the 8-bit field that specifies the CoS priority of the packet. For details, see the
traffic-class match description.
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@ NOTE: If you specify an IPv6 address in a match condition (the address,
destination-address, or source-address match conditions), use the syntax for
text representations described in RFC 4291, IP Version 6 Addressing
Architecture. For more information about IPv6 addresses, see IPv6 Overview
and Supported IPv6 Standards.

Release History Table Release Description

13.3R6 Support for the next-header firewall match condition is available in
Junos OS Release 13.3R6 and later.

Related . Guidelines for Configuring Firewall Filters
Documentation « Firewall Filter Terminating Actions
« Firewall Filter Nonterminating Actions
. Firewall Filter Match Conditions for IPv4 Traffic
. enhanced-mode on page 697

. Firewall Filter Flexible Match Conditions

Parameterized Filter Nonterminating and Terminating Actions and Modifiers

The nonterminating and terminating actions and modifiers for parameterized filters are
a subset of those available for static firewall filters.

@ NOTE: You cannot configure the next term nonterminating action with a
terminating action in the same filter term. However, you can configure the
next term action with another nonterminating action in the same filter term.

Nonterminating actions carry with them an implicit accept action. In this
context, nonterminating means that other actions can follow these actions,
whereas no other actions can follow a terminating action.

Table 25 on page 241describes the nonterminating actions and modifiers you can configure
for a parameterized filter term.

Table 25: Nonterminating Actions for Parameterized Filters

Nonterminating

Action Description Protocol Families

count counter-name Count the packet in the named counter. « family any
« familyinet

« family inet6
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Table 25: Nonterminating Actions for Parameterized Filters (continued)

Nonterminating

Action Description Protocol Families

dscp value Set the IPv4 Differentiated Services code point (DSCP) bit. You can specify a family inet
numerical value from 0 through 63. To specify the value in hexadecimal form,
include Ox as a prefix. To specify the value in binary form, include b as a prefix.

The default DSCP value is best effort, that is, be or 0.
You can also specify one of the following text synonyms:

« afll—Assured forwarding class 1, low drop precedence

« afl2—Assured forwarding class 1, medium drop precedence
« afl3—Assured forwarding class 1, high drop precedence

« af21—Assured forwarding class 2, low drop precedence

« af22—Assured forwarding class 2, medium drop precedence
« af23—Assured forwarding class 2, high drop precedence

« af31—Assured forwarding class 3, low drop precedence

« af32—Assured forwarding class 3, medium drop precedence
« af33—Assured forwarding class 3, high drop precedence

« af41—Assured forwarding class 4, low drop precedence

« af42—Assured forwarding class 4, medium drop precedence
« af43—Assured forwarding class 4, high drop precedence

« be—Best effort

« csO—Class selector O

« csl—Class selector 1

« cs2—Class selector 2

« cs3—Class selector 3

o cs4—Class selector 4

« cs5—Class selector 5

« cs6—Class selector 6

« cs7—Class selector 7

« ef—Expedited forwarding

forwarding-class Classify the packet to the named forwarding class: « family any
class-name ] « family inet
« assured-forwarding

« family inet6
« best-effort

« expedited-forwarding

« network-control

hierarchical-policer Police the packet using the specified hierarchical policer. « family any
« family inet

« family inet6
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Table 25: Nonterminating Actions for Parameterized Filters (continued)

Nonterminating

Action Description Protocol Families
log Log the packet header information in a buffer within the Packet Forwarding Engine. « family inet
You can access this information by issuing the show firewall log command at the

« family inet6
CLLI.

NOTE: The Layer 2 (L2) families log action is available only for MX Series routers
with MPCs (MPC mode if the router has only MPCs, or mix mode if it has MPCs
and DCPs). For MX Series routers with DPCs, the log action for L2 families is
ignored if configured.

loss-priority (high | Set the packet loss priority (PLP) level. « family any

medium-high |

medium-low | low) You cannot also configure the three-color-policer nonterminating action for the o
same firewall filter term. These two nonterminating actions are mutually exclusive, * family inet6

o familyinet

For IP traffic on MX Series routers with Enhanced Il Flexible PIC Concentrators
(FPCs), you must include the tri-color statement at the [edit class-of-service]
hierarchy level to commit a PLP configuration with any of the four levels specified.
If the tri-color statement is not enabled, you can only configure the high and low
levels. This applies to all protocol families.

For information about the tri-color statement and using behavior aggregate (BA)
classifiers to set the PLP level of incoming packets, see Understanding How
Behavior Aggregate Classifiers Prioritize Trusted Traffic.

next Proceed to the next filter term. « family any
« family inet

« family inet6

next-ip ip-address (MX Series) Direct packets to the specified destination IPv4 address. You can family inet
<routing-instance optionally specify a routing instance for the address. In the following example,
routing-instance> the variables $IP-address and $RT-name would be defined in [edit

dynamic-profiles service-profile-name variables]:

[edit dynamic-profiles service-profile-name firewall family inet filter $nextip]
user@host# set term t1then next-ip $IP-address routing-instance $RT-name

Supported starting in Junos OS Release 18.2R1.

next-ip6ipv6-address (MX Series) Direct packets to the specified destination IPv6 address. You can family inet6
<routing-instance optionally specify a routing instance for the address. In the following example,
routing-instance> the variables $IPv6-address and $RT-name would be defined in [edit

dynamic-profiles service-profile-name variables]

[edit dynamic-profiles service-profile-name firewall family inet filter $nextip6]
user@host# set term t1 then next-ip6 $IPv6-address routing-instance
$RT-name

Supported starting in Junos OS Release 18.2R1.

policer policer-name  Name of policer to use to rate-limit traffic. « family any
o family inet
« family inet6
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Table 25: Nonterminating Actions for Parameterized Filters (continued)

Nonterminating
Action

port-mirror
instance-name

Description

Port-mirror the packet based on the specified family.

We recommend that you do not use both the next-hop-group and the port-mirror
actions in the same firewall filter.

Protocol Families

family any
family inet

family inet6

port-mirror-instance
instance-name

Port-mirror a packet for an instance. This action is supported only on the MX
Series routers.

We recommend that you do not use both the next-hop-group and the
port-mirror-instance actions in the same firewall filter.

family any
family inet

family inet6

routing-instance
routing-instance-name

Direct packets to the specified routing instance.

family inet
family inet6

sample

Sample the packet.

NOTE: Junos OS does not sample packets originating from the router. If you
configure a filter and apply it to the output side of an interface, then only the
transit packets going through that interface are sampled. Packets that are sent
from the Routing Engine to the Packet Forwarding Engine are not sampled.

family inet

family inet6

service-accounting Use the inline counting mechanism when capturing subscriber per-service family any
statistics. family inet
Count the packet for service accounting. The count is applied to a specific named family inet6
counter (_junos-dyn-service-counter) that RADIUS can obtain.
The service-accounting and service-accounting-deferred keywords are mutually
exclusive, both per-term and per-filter.
service-accounting- Use the deferred counting mechanism when capturing subscriber per-service family any
deferred statistics. The count is applied to a specific named counter family inet
(_junos-dyn-service-counter) that RADIUS can obtain. o
family inet6
The service-accounting and service-accounting-deferred keywords are mutually
exclusive, both per-term and per-filter.
service-filter-hit (Only if the service-filter-hit flag is marked by a previous filter in the current type family any
of chained filters) Direct the packet to the next type of filters. family inet
Indicate to subsequent filters in the chain that the packet was already processed. family inet6
This action, coupled with the service-filter-hit match condition in receiving filters,
helps to streamline filter processing.
three-color-policer Police the packet using the specified single-rate or two-rate three-color-policer. family any
(single-rate | family inet
two-rate) NOTE: You cannot also configure the loss-priority action for the same firewall
family inet6

policer-name

filter term. These two actions are mutually exclusive.
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Table 25: Nonterminating Actions for Parameterized Filters (continued)

Nonterminating

Action Description Protocol Families

traffic-class value Specify the traffic-class code point. You can specify a numerical value from O family inet6
through 63. To specify the value in hexadecimal form, include Ox as a prefix. To
specify the value in binary form, include b as a prefix.

The default traffic-class value is best effort, that is, be or 0.
In place of the numeric value, you can specify one of the following text synonyms:

« afll—Assured forwarding class 1, low drop precedence

« afl2—Assured forwarding class 1, medium drop precedence
« afl3—Assured forwarding class 1, high drop precedence

« af21—Assured forwarding class 2, low drop precedence

« af22—Assured forwarding class 2, medium drop precedence
« af23—Assured forwarding class 2, high drop precedence

« af31—Assured forwarding class 3, low drop precedence

« af32—Assured forwarding class 3, medium drop precedence
« af33—Assured forwarding class 3, high drop precedence

« af41—Assured forwarding class 4, low drop precedence

« af42—Assured forwarding class 4, medium drop precedence
« af43—Assured forwarding class 4, high drop precedence

« be—Best effort

« cs0—Class selector O

« csl—Class selector 1

« cs2—Class selector 2

« cs3—Class selector 3

« cs4—Class selector 4

« cs5—Class selector 5

« cs6—Class selector 6

« cs7—Class selector 7

« ef—Expedited forwarding

Table 26 on page 245 describes the terminating actions and modifiers you can configure
for a parameterized filter term.

Table 26: Terminating Actions for Parameterized Filters

Terminating

Action Description Protocol Families

accept Accept the packet. « family any
« familyinet
« family ineté

discard Discard a packet silently, without sending an Internet Control Message Protocol . family any

(ICMP) message. Discarded packets are available for logging and sampling. « family inet

« family inet6
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Table 26: Terminating Actions for Parameterized Filters (continued)

Terminating

Action Description Protocol Families

reject message-type Reject the packet and return an ICMPv4 or ICMPv6 message: « family inet
. - N . « family inet6
« If no message-type is specified, a destination unreachable message is returned
by default.

« If tcp-reset is specified as the message-type, tcp-reset is returned only if the
packet is a TCP packet. Otherwise, the administratively-prohibited message,
which has a value of 13, is returned.

« If any other message-type is specified, that message is returned.

NOTE: Rejected packets can be sampled or logged if you configure the sample
or syslog action.

The message-type can be one of the following values: address-unreachable,
administratively-prohibited, bad-host-tos, bad-network-tos, beyond-scope,
fragmentation-needed, host-prohibited, host-unknown, host-unreachable,
network-prohibited, network-unknown, network-unreachable, no-route,
port-unreachable, precedence-cutoff, precedence-violation, protocol-unreachable,
source-host-isolated, source-route-failed, or tcp-reset.

Related . Parameterized Filters Overview on page 219
Documentation

. Guidelines for Creating and Applying Parameterized Filters for Subscriber Interfaces
on page 230

« Parameterized Filter Match Conditions for IPv4 Traffic on page 230

« Parameterized Filter Match Conditions for IPv6 Traffic on page 236

. Understanding Filter-Based Forwarding to a Specific Outgoing Interface or Destination
IP Address

Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service
Profiles

You configure firewall filter match conditions to determine which packets are filtered.
Starting in Junos OS Release 16.1, you can configure match conditions that are supported
for protocol-independent traffic—that is, configured under family any—for filters in dynamic
service profiles. Table 27 on page 247 describes these match conditions.

@ NOTE: Protocol-independent firewall filters in dynamic service profiles are
supported only on MX Series routers with MPCs.
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Table 27: Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service Profiles

Match Condition Description

forwarding-class class

Match the forwarding class of the packet.
Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

Forinformation about forwarding classes and router-internal output queues, see Understanding
How Forwarding Classes Assign Classes to Output Queues.

forwarding-class-except class

Do not match on the forwarding class. For details, see the forwarding-class match condition.

loss-priority level

Match the packet loss priority (PLP) level.
Specify a single level or multiple levels: low, medium-low, medium-high, or high.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking
Policers. For information about using behavior aggregate (BA) classifiers to set the PLP level
of incoming packets, see Understanding How Forwarding Classes Assign Classes to Output
Queues.

loss-priority-except level

Do not match the PLP level. For details, see the loss-priority match condition.

packet-length bytes

Match the length of the received packet, in bytes. The length refers only to the IP packet,
including the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length-except bytes

Do not match on the received packet length, in bytes. For details, see the packet-length match
type.

service-filter-hit

(Only if the service-filter-hit flag is marked by a previous filter in the current type of chained
filters) Direct the packet to the next type of filters.

Indicate to subsequent filters in the chain that the packet was already processed. This match
option, coupled with the service-filter-hit nonterminating action, helps to streamline filter
processing.

Release History Table

Related
Documentation

Release Description

16.1 Starting in Junos OS Release 16.1, you can configure match conditions that are

supported for protocol-independent traffic—that is, configured under family
any—for filters in dynamic service profiles.

Guidelines for Configuring Firewall Filters

Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent
Traffic in Dynamic Service Profiles on page 248

Firewall Filter Match Conditions for IPv4 Traffic
Firewall Filter Match Conditions for IPv6 Traffic
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Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent
Traffic in Dynamic Service Profiles

Firewall filters in dynamic service profiles support a set of terminating actions that halt
all evaluation of a firewall filter for a specific packet. The router performs the specified
action, and no additional terms are examined. Table 28 on page 248 describes the
terminating actions conditions that are supported for protocol-independent traffic—that
is, configured under family any—for filters in dynamic service profiles.

@ NOTE: You cannot configure the next action with a terminating action in the
same filter term. However, you can configure the next action with another
nonterminating action in the same filter term.

@ NOTE: Protocol-independent firewall filters in dynamic service profiles are
supported only on MX Series routers with MPCs.

Table 28: Terminating Actions for Firewall Filters for Protocol-Independent Traffic in Dynamic Service Profiles

Terminating Action Description

accept Accept the packet.

discard Discard a packet silently, without sending an Internet Control Message Protocol (ICMP) message.
Discarded packets are available for logging and sampling.

Firewall filters in dynamic service profiles also support a set of nonterminating actions
that are performed for a specific packet before the packet is passed to any subsequent
actions in the term. Table 28 on page 248 describes the terminating actions conditions
that are supported for protocol-independent traffic—that is, configured under family
any—for filters in dynamic service profiles.

Table 29: Nonterminating Actions for Firewall Filters for Protocol-Independent Traffic in Dynamic Service Profiles

Nonterminating

Action Description
count counter-name Count the packet in the named counter.
force-premium By default, a hierarchical policer processes the traffic it receives according to the traffic’s forwarding

class. Premium, expedited-forwarding traffic, has priority for bandwidth over aggregate, best-effort
traffic. The force-premium filter ensures that traffic matching the term is treated as premium traffic by
a subseqguent hierarchical policer, regardless of its forwarding class. This traffic is given preference over
any aggregate traffic received by that policer.

NOTE: The force-premium filter option is supported only on MPCs.
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Table 29: Nonterminating Actions for Firewall Filters for Protocol-Independent Traffic in Dynamic Service
Profiles (continued)

Nonterminating

Action Description
forwarding-class Classify the packet to the named forwarding class:
class-name

« forwarding-class-name
« assured-forwarding

« best-effort

« expedited-forwarding

« network-control

NOTE: This action is supported on ingress only.

hierarchical-policer Police the packet using the specified hierarchical policer.

loss-priority (high | Set the packet loss priority (PLP) level.

medium-high |

medium-low | low) You cannot also configure the three-color-policer nonterminating action for the same firewall filter

term. These two nonterminating actions are mutually exclusive.

You must include the tri-color statement at the [edit class-of-service] hierarchy level to commit a PLP
configuration with any of the four levels specified. If the tri-color statement is not enabled, you can
configure only the high and low levels. This applies to all protocol families.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking Policers.
Forinformation about using behavior aggregate (BA) classifiers to set the PLP level of incoming packets,
see Understanding How Forwarding Classes Assign Classes to Output Queues.

For information about the tri-color statement and using behavior aggregate (BA) classifiers to set the
PLP level of incoming packets, see Understanding How Behavior Aggregate Classifiers Prioritize Trusted
Traffic.

NOTE: This action is supported on ingress only.

next Proceed to the next filter term.

policer policer-name Name of policer to use to rate-limit traffic.

port-mirror Port-mirror the packet based on the specified family.
instance-name NOTE: This action is supported on ingress only.
service-accounting Use the inline counting mechanism when capturing subscriber per-service statistics.

Count the packet for service accounting. The count is applied to a specific named counter
(__junos-dyn-service-counter) that RADIUS can obtain.

The service-accounting and service-accounting-deferred keywords are mutually exclusive, both per-term
and per-filter.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series Packet Transport Routers.
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Table 29: Nonterminating Actions for Firewall Filters for Protocol-Independent Traffic in Dynamic Service

Profiles (continued)

Nonterminating
Action

service-accounting-
deferred

Description

Use the deferred counting mechanism when capturing subscriber per-service statistics. The count is
applied to a specific named counter (__junos-dyn-service-counter) that RADIUS can obtain.

The service-accounting and service-accounting-deferred keywords are mutually exclusive, both per-term
and per-filter.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series Packet Transport Routers.

service-filter-hit

(Only if the service-filter-hit flag is marked by a previous filter in the current type of chained filters)
Direct the packet to the next type of filters.

Indicate to subsequent filters in the chain that the packet was already processed. This action, coupled
with the service-filter-hit match condition in receiving filters, helps to streamline filter processing.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series Packet Transport Routers.

three-color-policer
(single-rate |
two-rate)
policer-name

Police the packet using the specified single-rate or two-rate three-color-policer.

NOTE: You cannot also configure the loss-priority action for the same firewall filter term. These two
actions are mutually exclusive.

Related . Guidelines for Configuring Firewall Filters
Documentation

« Firewall Filter Nonterminating Actions
« Firewall Filter Terminating Actions

. Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service
Profiles on page 246

Interface-Shared Filters Overview

Interface-shared filters can be defined statically or dynamically, but can only be applied
using dynamic profiles, and are supported for both client and service sessions. The same
interface-shared instance can be attached to multiple interfaces only if these interfaces
reference the same interface-shared filter name and have the same shared name.

The shared name can be taken from either the $junos-interface-set-name variable or the
Sjunos-svlan-interface-set-name variable, where the values of the variables are provided
by the related client session or service session. For example, if the
Sjunos-interface-set-name variable is defined as the shared name, the same
interface-shared filter instance is attached to all logical interfaces that belong to the
interface set defined by the variable of that session. Similarly, if
Sjunos-svlan-interface-set-name is defined for the shared name, all logical interfaces
that belong to the VLAN interfaces set defined by the session's variable share the same
interface-shared instance.
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With VLAN subscriber interfaces that use the agent-circuit-identifier information, many
subscribers share the same underlying logical interface. Because some of these
subscribers are related to each other as part of the same household, you must apply an
interface-shared filter to the subscriber logical interfaces that make up the household
to be able to filter and police these related subscribers at a household level. All interfaces
that share the same interface-shared filter instance share the same set of counters and
policer actions.

The base filter name of a parameterized filter is assigned depending upon the profile
name and the contents of the filter definition. Therefore, when an interface-shared filter
is used with parameterized filters, all service sessions that want to share the same instance
of an interface-shared filter must have the exact same parameterized filter and profile.
A service session uses a different instance of the interface-shared filter if either the
parameterized filter or the profile is different.

Related . Example:Implementing a Filter for Households That Use ACI-Based VLANs on page 253
Documentation

Dynamically Attaching Filters Using RADIUS Variables

You can attach filters to static interfaces by using dynamic profiles. By specifying a
variable for the input and output filters, the dynamic profile uses RADIUS VSA attributes
foringress and egress policy.

RADIUS VSA Attribute Name Variable

26-10 Ingress-Policy-Name $junos-input-filter

26-11 Egress-Policy-Name $junos-output-filter

26-106 IPv6-Ingress-Policy-Name $junos-input-ipv6-filter
26-107 IPv6-Egress-Policy-Name $junos-output-ipve-filter
26-191 Input-Interface-Filter $junos-input-interface-filter
26-192 Output-Interface-Filter $junos-output-interface-filter

To dynamically attach IPv4 input and output filters using RADIUS:

1. Specify the dynamic profile you want to attach, the interface, the logical unit number,
and family inet.

[edit]
user@host# edit dynamic-profiles myProfile interface ge-1/1/1 unit 1 family inet
2. Specify the IPv4 input filter variable in the dynamic profile.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet]
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user@host# set filter input Sjunos-input-filter

3. Specify the IPv4 output filter variable in the dynamic profile.
[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet]
user@host# set filter output Sjunos-output-filter

To dynamically attach IPv6 input and output filters using RADIUS:

1. Specify the dynamic profile you want to attach, the interface, the logical unit number,
and family inet6.

[edit]
user@host# edit dynamic-profiles myProfile interface ge-1/1/1 unit 1 family ineté
2. Specify the IPv6 input filter variable in the dynamic profile.
[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet6]
user@host# set filter input Sjunos-input-ipv6e-filter
3. Specify the IPv6 output filter variable in the dynamic profile.
[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet6]

user@host# set filter output Sjunos-output-ipv6-filter

To dynamically attach input and output filters to any interface independent of protocol

using RADIUS:
1. Specify the dynamic profile you want to attach, the interface, and the logical unit
number.
[edit]

user@host# edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1
2. Specify the input filter variable that applies to all families configured for the logical
interface.
[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1
user@host# set filter input Sjunos-input-interface-filter
3. Specify the output filter variable that applies to all families configured for the logical

interface.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1]
user@host# set filter output Sjunos-output-interface-filter
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Related . Classic Filters Overview on page 201
D .
ocumentation . Dynamically Attaching Statically Created Filters for Any Interface Type on page 216

. Dynamically Attaching Statically Created Filters for a Specific Interface Family Type
on page 215

« Junos OS Predefined Variables
« Using the junos-defaults Configuration Group

« Firewall Filters Overview

Example: Implementing a Filter for Households That Use ACI-Based VLANs

In the following example using an interface-shared filter, you configure a dynamic profile
that is used to implement agent-circuit-identifier VLAN household filtering. If
Sjunos-input-filter is FILTER1 and $junos-interface-set-name is ACIT, then a filter with the
name FILTERT-ACI1-in is created and attached to the demux0O unit. When a subsequent
login from the same household occurs, it is in the same VLAN. If Sjunos-input-filter is also
FILTER], the next demuxO interface also has the FILTER1-ACI1-in filter attached. A low
value precedence was used with the interface-shared filter. If you want to have the
interface-shared filter applied first, give a higher precedence to any other filters that are
attached to the same interfaces.

Filter with interface-set match cannot be used on dynamic interface—dynamic
interface-set match is not supported. The shared-name of an interface-shared filter can
now be populated from the $junos-svilan-interface-set-name variable. This means
interface-shared filter can also be attached to dynamic SVLAN interface-set, before
which the shared-name could only be taken from the $junos-interface-set-name variable.

To configure an interface-shared filter using a dynamic profile that is used to implement
agent-circuit-identifier VLAN household filtering:

1. Access the dynamic profile you want to use.
[edit]
user@host# edit dynamic-profiles client-profile
2. Specify the interfaces and the unit.
[edit dynamic-profiles client-profile]
user@host# edit interfaces demux0 unit $Sjunos-interface-unit
3. Specify the family.
[edit dynamic-profiles client-profile interfaces demuxO unit “$junos-interface-unit”]

user@host# edit family inet

4. Specify the input filter and the filter terms for the interface unit.
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[edit dynamic-profiles client-profile interfaces demux0 unit “$junos-interface-unit”
family inet]

user@host# edit input Sjunos-input-filter shared-name Sjunos-interface-set-name
precedence precedence-number

5. Specify the output filter and the filter terms for the interface unit.

[edit dynamic-profiles client-profile interfaces demux0 unit “$junos-interface-unit”
family inet]

user@host# edit input Sjunos-output-filter shared-name Sjunos-interface-set-name
precedence precedence-number

6. Specify that you want to configure a firewall, and specify the family.

[edit dynamic-profiles client-profile]
user@host# edit firewall family inet

7. Specify the filter.

[edit dynamic-profiles client-profile firewall family inet
user@host# edit filter vid

8. Specify that the filter is an interface-shared filter.

[edit dynamic-profiles client-profile firewall family inet filter vid]
user@host# set interface-shared

[edit]

dynamic-profile {

client-profile {
interfaces {
demuxO {
unit $junos-interface-unit {
family inet {
filter {
input $junos-input-filter shared-name $junos-interface-set-name precedence
10;

firewall {
family inet {
filter FILTER1 {
interface-shared;
term... # the filter’s terms
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Related . Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

Documentation

on page 215

. Dynamically Attaching Filters Using RADIUS Variables on page 251

« Firewall Filters Overview

Example: Dynamic-Profile Parsing

The following example shows the basic dynamic-profile parsing steps for parameterized
filters.

1.

Read dynamic-profiles my-svc-prof interface ge-1/70/0 unit 7 family inet filter input
and get the value my-filt-1lgw_UID1022. The my-in-filter variable received the name
of the UID (my-filt-1gw) from the first service parameter. The name
my-filt-1lgw_UID1022 comes from the value of the my-filt-1gw UID.

Determine whether a static filter called my-filt-1gw_UID1022 exists. If so, this is the
existing classic filter case and not a parameterized filter.

Try to read dynamic-profile my-svc-prof firewall family inet fast-update-filter
my-filt-1gw_UID1022’. If this exists, this is a fast update filter, not a parameterized
filter.

Try to read dynamic-profile my-svc-prof firewall family inet filter
my-filt-1gw_UID1022. If this does not exist, return a “filter not found” error.

Search for a template named my-filt-1gw_UID1022. If it does not exist:

a. Read the parameterized filter configuration. This adds the match destination
address 198.51.100.239 and the policer my-policer_UID1005 as the action.

b. Determine whether my-policer_UID1005 exists. If it does not, read the
dynamic-profile my-svc-prof firewall policer my-policer_UID1005 configuration
and create the my-policer_UID1005 policer.

c. Compile the my-filt-1gw_UID1022 filter.
d. Install my-filt-1gw_UID1022 as a filter template.

Create and install an interface-specific filter reference named
my-filt-1gw_UID1022-ge-1/0/0.7-in with my-filt-Igw_UID1022 as its template.

Attach my-filt-1gw_UID1022-ge-1/0/0.7-in to interface ge-1/0/0.7.
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When subsequent sessions are created with the same parameters, the system returns
the same my-filt-1gw_UID1022 filter name. In this case, Step 5 finds the existing filter
template and proceeds directly to Step 6.

Related . Sample Dynamic-Profile Configuration for Parameterized Filters on page 223

Documentation . Dynamic Profile After UID Substitutions for Parameterized Filters on page 225

Example: Firewall Dynamic Profile

In this example, dynamic firewall is configured for subscriber access using Junos IPv4
predefined variables.

The predefined variables equate to RADIUS settings as follows:

Junos OS Predefined Variable RADIUS VSA Name RADIUS Attribute Number
$junos-input-filter Ingress-Policy-Name 26-10
$junos-output-filter Egress-Policy-Name 26-11

dynamic-profiles {
DynamicFilterProfile {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
family inet {
filter {
input “$junos-input-filter”;
output “$junos-output-filter”;

@ NOTE: You must also configure any global firewall parameters.

Related . Understanding Dynamic Firewall Filters on page 197
Documentation
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Example: Configuring a Filter to Exclude DHCPv6 and ICMPVv6 Control Traffic for LAC

Subscriber

Requirements

Overview

Configuration

CLI Quick
Configuration

This example shows how to configure a standard stateless firewall filter that excludes
DHCPv6 and ICMPv6 control packets from being considered for idle-timeout detection
for tunneled subscribers at the LAC.

« Requirements on page 257
« Overview on page 257

« Configuration on page 257

No special configuration beyond device initialization is required before configuring this
example.

Subscriber access on a LAC can be limited by configuring an idle timeout period that
specifies the maximum period of time a subscriber can remain idle after the subscriber
session is established. The LAC monitors the subscriber’s upstream and downstream
data traffic to determine whether the subscriber is inactive. Based on the session
accounting statistics. the subscriber is not considered idle as long as data traffic is
detected in either direction. When no traffic is detected for the duration of the idle time
out, the subscriber is logged out gracefully similarly to a RADIUS-initiated disconnect or
a CLI-initiated logout.

However, after a tunnel is established for L2TP subscribers, all packets through the tunnel
at the LAC are treated as data packets. Consequently, the accounting statistics for the
session are inaccurate and the subscriber is not considered to be idle as long as DHCPv6
and ICMPv6 control packets are being sent.

Starting in Junos OS Release 17.2R1, you can define a firewall filter for the inet6 family
with terms to match on these control packets. Include the use the exclude-accounting
terminating action in the filter terms to drop these control packets.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set access profile v6-exclude-idle session-options client-idle-timeout 10

set access profile v6-exclude-idle session-options client-idle-timeout-ingress-only
edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER

set interface-specific

set term EXCLUDE-ACCT-DHCP-INET6 from next-header udp

set term EXCLUDE-ACCT-DHCP-INET6 from source-port 546

set term EXCLUDE-ACCT-DHCP-INET6 from source-port 547

set term EXCLUDE-ACCT-DHCP-INET6 from destination-port 546
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set term EXCLUDE-ACCT-DHCP-INET6 from destination-port 547

set term EXCLUDE-ACCT-DHCP-INET6 then count exclude-acct-dhcpve
set term EXCLUDE-ACCT-DHCP-INET6 then exclude-accounting

set term EXCLUDE-ACCT-ICMP6 from next-header icmp6

set term EXCLUDE-ACCT-ICMP6 from icmp-type router-solicit

set term EXCLUDE-ACCT-ICMP6 from icmp-type neighbor-solicit

set term EXCLUDE-ACCT-ICMP6 from icmp-type neighbor-advertisement
set term EXCLUDE-ACCT-ICMP®6 then count exclude-acct-icmpv6é

set term EXCLUDE-ACCT-ICMP6 then exclude-accounting

set term default then accept

top

edit dynamic-profiles pppoe-dynamic-profileinterfaces ppO unit "Sjunos-interface-unit"
set family inet6 filter input EXCLUDE-ACCT-INET6-FILTER

set family inet6 filter output EXCLUDE-ACCT-INET6-FILTER

set actual-transit-statistics

Configure the Filter

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in theCL/ User Guide.

To configure the filter:
1. Set the idle timeout for subscriber sessions..
[edit access profile v6-exclude-idle]
user@host# set session-options client-idle-timeout 10
2. Specify the idle timeout applies only to ingress traffic.
[edit access profile vb6-exclude-idle]

user@host# set session-options client-idle-timeout-ingress-only

3. Define the firewall filter term that excludes the DHCPv6 control packets from
accounting statistics.

a. Specify a match on packets with the first Next Header field set to UDP (17).

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from next-header udp

b. Specify a match on packets with a source port of 546 or 547 (DHCPvV6).
[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from source-port 546
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from source-port 547

c. Specify a match on packets with a DHCP destination port of 546 or 547
(DHCPVb).
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[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from destination-port 546
user@host# set term EXCLUDE-ACCT-DHCP-INET®6 from destination-port 547

d. Count the matched DHCPv6 packets.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 then count
exclude-acct-dhcpv6

e. Exclude the matched DHCPv6 packets from accounting statistics.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 then exclude-accounting

4, Define the firewall filter term that excludes the ICMPv6 control packets from
accounting statistics.

a. Specify a match on packets with the first Next Header field set to ICMPv6 (58).

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-ICMP6 from next-header icmp6

b. Specify a match on packets with an ICMPv6 message type.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]

user@host# set term EXCLUDE-ACCT-ICMP6 from icmp-type router-solicit

user@host# set term EXCLUDE-ACCT-ICMP6 from icmp-type neighbor-solicit

user@host# set term EXCLUDE-ACCT-ICMP6 from icmp-type
neighbor-advertisement

c. Count the matched ICMPv6 packets.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-ICMP6 then count exclude-acct-icmpv6é

d. Exclude the matched ICMPv6 packets from accounting statistics.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 then exclude-accounting

5.  Define the default filter term to accept all other packets.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term default then accept

6.  Configure the dynamic profile to apply the filter to input and output interfaces for
the inet6 family.

[edit dynamic-profiles pppoe-dynamic-profile interfaces pp0O unit
"$junos-interface-unit"]

user@host# set family inet6 filter input EXCLUDE-ACCT-INET6-FILTER

user@host# set family inet6 filter output EXCLUDE-ACCT-INET6-FILTER
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7. Enable subscriber management accurate accounting.
[edit dynamic-profiles pppoe-dynamic-profile interfaces ppO unit

"$junos-interface-unit"]
user@host# set actual-transit-statistics

Results

From configuration mode, confirm your configuration by entering the show access, show
firewall, and show dynamic-profiles commmands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@host# show access
profile v6-exclude-idle {
session-options {
client-idle-timeout 10;
client-idle-timeout-ingress-only;
1
}

user@host# show firewall
family inet6 {
filter EXCLUDE-ACCT-INET6-FILTER {
interface-specific;
term EXCLUDE-ACCT-DHCP-INET®6 {
from {
next-header udp;
source-port [ 546 547 ];
destination-port [ 546 547 ];
}
then {
count exclude-acct-dhcpv6;
exclude-accounting
}
}
term EXCLUDE-ACCT-ICMP®6 {
from {
next-header icmp6;
icmp-type [ router-solicit neighbor-solicit neighbor-advertisement ]
1
then {
count exclude-acct-icmpv6;
exclude-accounting;
1
}
term default {
then accept;
}
1
1
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user@host# show dynamic-profiles
pppoe-dynamic-profile {
interfaces {
ppPO {
unit "$junos-interface-unit" {
actual-transit-statistics;
family inet6 {
filter {
input EXCLUDE-ACCT-INET6-FILTER;
output EXCLUDE-ACCT-INET6-FILTER;

If you are done configuring the device, enter commit from configuration mode.

Related . Classic Filters Overview on page 201
Documentation

. Dynamically Attaching Statically Created Filters for a Specific Interface Family Type
on page 215

« Understanding How to Use Standard Firewall Filters

« Firewall Filter Terminating Actions

« Firewall Filter Match Conditions for IPv6 Traffic
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Using Ascend Data Filters to Implement
Firewalls Based on RADIUS Attributes

« Ascend-Data-Filter Policies for Subscriber Management Overview on page 263
- Ascend-Data-Filter Attribute Fields on page 265
« Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 268

« Example: Configuring Dynamic Ascend-Data-Filter Support for Subscriber
Access on page 270

« Example: Configuring Static Ascend-Data-Filter Support for Subscriber
Access on page 273

« Verifying and Managing Dynamic Ascend-Data-Filter Policy Configuration on page 278

Ascend-Data-Filter Policies for Subscriber Management Overview

Subscriber management enables you to use Ascend-Data-Filters to create policies for
subscriber traffic. An Ascend-Data-Filter is a binary value that is configured on the RADIUS
server. The filter contains rules that specify match conditions for traffic and an action for
the router to perform (such as accept or discard the traffic). The match conditions might
include the source and destination IP address or port, the protocol, the filter direction,
the traffic class, and policer information.

Subscriber management uses a dynamic profile to obtain the Ascend-Data-Filter attribute
(RADIUS attribute 242) from the RADIUS server and apply the policy to a subscriber
session. Dynamic profiles support Ascend-Data-Filters for inet and inet6 family types,
and both families can be present in a dynamic profile. You include Junos OS predefined
variables in the dynamic profiles — $junos-adf-rule-v4 for family inet and
Sjunos-adf-rule-v6 for inet6. The Ascend-Data-Filter attribute can include rules for both
address families. The predefined variables map the Ascend-Data-Filter rules for the
respective family to the Junos OS firewall filter process. A firewall filter is created and
attached to the subscriber’s logical interface.

You can also configure a static Ascend-Data-Filter by manually entering the required
binary data as a hexadecimal string in a dynamic profile. A statically configured
Ascend-Data-Filter in a dynamic profile takes precedence over an Ascend-Data-Filter
attribute that is received from RADIUS. The static method is time-consuming to configure;
it is typically used only for testing purposes.
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The Ascend-Data-Filter attribute is supported in RADIUS Access-Accept and Change of
Authorization (CoA) messages.

CoA updates existing filters based on the Ascend-Data-Filter Type field, as shown in the
following list:

. Ifthe Typefieldis1, IPv4 rules are updated and IPv6 rules are unchanged. The opposite
is true if the Type field is 3.

« If both Type 1and 3 are specified, then all rules are updated.

« If the CoA has no Ascend-Data-Filter rules, then the existing rules are unchanged.

Filter Naming Conventions

Each Ascend-Data-Filter has a unique name, which is assigned by the dynamic firewall
process, dfwd. The assigned names are displayed in the results of the show subscriber
extensive and show firewall commands. Ascend-Data-Filters use the following naming
convention:

__junos_adf_session#-interfacename-family-direction
For example:
__junos_adf_33847-ge/1/0/4.53-init-in

Each Ascend-Data-Filter rule maps to a single term, and the term names are simply tO,
t1, ..., tn. If you configure the counter option, the router adds a count action to each term
that is created. The counter names are a combination of the the term names with -cnt
appended. For example t0-cnt and t1-cnt.

Use of Multiple Sessions with Ascend-Data-Filters on an Interface

An interface can have multiple subscriber sessions, each session using its own
Ascend-Data-Filter rules. When an Ascend-Data-Filter is applied to a subscriber session,
the rules are created independently of any other filters and are added to the interface
filter list. The Ascend-Data-Filter rules for the other sessions on the same interface are
also added to the filter list. All packets that are processed for the interface must go
through all filters, and the filters are applied according to the precedence you set.

Because the filter list can be a combination of several rules, you must consider how the
multiple filters coexist. You must ensure that thefilters are designed and applied correctly
in order to provide the desired filtering and resulting action. For example, a session might
have a filter that accepts traffic from Subscriber-A and discards all other traffic. However,
a second session on the same interface might have a filter that accepts traffic from
Subscriber-B only and discards other traffic. When the two filters are combined in the
filter list, traffic from Subscriber-B is discarded by the first filter, and traffic from
Subscriber-A is discarded by the second filter. As a result, no traffic is accepted on the
interface because the two filters essentially cancel out each other and discard all traffic.
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Optional ADF Filter Requirement for Some Subscribers

When you include either of the predefined variables—S$junos-adf-rule-v4 or
Sjunos-adf-rule-v6—in the dynamic profile, by default the RADIUS reply message must
include the Ascend-Data-Filter attribute (RADIUS attribute 242) for each subscriber. If
the attribute is not included, the router reports an error.

A service provider might apply the same dynamic profile to a mixed pool of subscribers,
such that the attribute is included by RADIUS for some of the subscribers and is not
included for others. By default, the router returns an error for each of the subscribers
without the attribute, consuming system resources. You can configure the dynamic profile
to accommodate such a mixture of subscribers by making the attribute requirement
optional. To do so, and to suppress attribute error reporting, specify the not-mandatory
option with the adf statement at the [edit dynamic-profiles profile-name interfaces
interface-name unit logical-unit-number family family filter] hierarchy level. With this
configuration, the Ascend-Data-filter is simply not created when the Ascend-Data-Filter
attribute is not present.

Related . Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 268

Documentation . Ascend-Data-Filter Attribute Fields on page 265

Ascend-Data-Filter Attribute Fields

Table 30 on page 265 provides information about the fields used in the Ascend-Data-Filter
attribute (RADIUS attribute 242) and how the fields map to Junos OS filter functions.
The table lists the fields in the order in which they occur in the Ascend-Data-Filter attribute.

Table 30: Ascend-Data-Filter Attribute Fields

Action or Classifier | Format Junos OS Filter Function
Type 1 byte . 1=IPV4

« 3=|Pv6
Filter or forward 1byte o 0O =filter « 0 =maps to discard

. 1=forward action

« 1=maps to accept
action

Indirection 1byte « 0 =egress « 0 =adds egress terms

.« 1=ingress to the output filter

« l=addsingresstermsto
the input filter

Spare 1 byte — —
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Table 30: Ascend-Data-Filter Attribute Fields (continued)

Action or Classifier | Format Value Junos OS Filter Function
Source |P address IPv4 = 4 bytes  |IP address of the source « 0 =nomapping
interface performed
15\46 =16 « From source-address
vies address entry added to
term
Destination IP IPv4 = 4 bytes  IP address of the « 0 =nomapping
address destination interface performed
IPv6 =16 o Efemm
bytes destination-address
address entry added to
term
Source IP prefix 1byte « Type 1= Number of « 0 =nomapping
leading zeros in the performed
wildcard mask « From source-address
« Type 3 = Higher order prefix entry added to
contiguous bits of the term
address that make up
the network portion of
the address
Destination IP prefix  1byte « Typel=Number of « 0 =nomapping
leading zeros in the performed
wildcard mask . From
« Type 3 = Higher order destination-address
contiguous bits of the prefix entry added to
address that make up term
the network portion of
the address
Protocol 1 byte Protocol type « 0 =nomapping
performed
o |IPv4 = from protocol
number added to term
« |Pv6 = from next-header
number added to term
Established 1 byte Not implemented Not implemented
Source port 2 bytes Port number of the source  From source-portx-y entry
port added to term
Destination port 2 bytes Port number of the From destination-port x - y
destination port entry added to term
Source port qualifier  1byte « O =nocompare « 0 =nomapping

e 1=lessthan
« 2=equalto
« 3 =greater than
« 4 =notequalto

performed
« 1—3=mapped to
corresponding option
« 4 =mapped to except
match option
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Table 30: Ascend-Data-Filter Attribute Fields (continued)

Action or Classifier | Format

Value

Junos OS Filter Function

Destination port 1 byte ¢« 0 =nocompare « 0 =nomapping
qualifier . 1=lessthan performed
. 2=equalto + 1-3=mappedto
3= h corresponding match
e 3 = greater than option
e« 4 =notequalto . 4 =mapped to except
match option
Reserved 2 bytes Not used Not used
Marking value 1 byte « ForIPv4 = Type of Not implemented
Service (ToS)
e ForlIPv6 =
Differentiated Services
Code Point (DSCP)
Marking mask 1byte 0 = no packet marking Not implemented
Traffic class 1-41 bytes « 0 =no traffic class Maps to the forwarding

(required if there is no
profile)

First byte specifies the
length of the ASCII
name of the traffic class

Traffic class must be
statically configured

Name can optionally be
null terminated, which
consumes 1 byte

If a name is given, it
must match one of the
default forwarding
classes (such as
best-effort) or the name
of a forwarding class
configured under the
[edit class-of-service
scheduler-maps
map-name] stanza.

class name. The action
forwarding-class name is
added to term.
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Table 30: Ascend-Data-Filter Attribute Fields (continued)

Action or Classifier

Rate-limit profile

Format

1-41bytes

Value

« 0 =norate limit

(required if there is no
profile)

First byte specifies the
length of the ASCII,
followed by the ASCII
name of the profile

Profile must be
statically configured

Name can optionally be
null terminated, which
consumes 1 byte

If a name is given, it
must match the name
of one of the firewall
policers that is
configured under the
[edit firewall] stanza.

Junos OS Filter Function

Maps to the policer
policer-name action
modifier of the same
name. The action policer
name is added to term.

Related . Ascend-Data-Filter Policies for Subscriber Management Overview on page 263

Documentation

Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions

Subscriber management enables you to use dynamic profiles to dynamically apply
policies that are defined in Ascend-Data-Filters (RADIUS attribute 242) to subscriber
sessions. The dynamic profiles include a Junos OS predefined variable that maps the
rules and actions defined in the Ascend-Data-Filter to Junos OS features. The RADIUS
administrator configures the Ascend-Data-Filter on the RADIUS server in a separate

operation.

Subscriber management dynamic profiles use the following Junos OS predefined variables
to map family-specific Ascend-Data-Filter rules to Junos OS filter functionality:

- S$junos-adf-rule-v4—Used for IPv4 family inet.

« Sjunos-adf-rule-v6—Used for IPv6 family inet6.

To configure a dynamic profile to dynamically apply the policy defined by an
Ascend-Data-Filter to a subscriber session:

1. Specify the dynamic profile in which you want to include the Ascend-Data-Filter.
Specify the interface, the logical unit number, and the family type.

[edit]

user@host# edit dynamic-profiles profile-name interfaces interface-name unit

logical-unit-number family family

268
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. Specify that you want to include an Ascend-Data-Filter in the dynamic profile.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family]
user@host# edit filter adf

. Specify the Junos OS predefined variable that maps the Ascend-Data-Filter actions
to Junos OS filter functionality. Use the variable that corresponds to the specified
family type.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]
user@host# set rule (Sjunos-adf-rule-v4 | Sjunos-adf-rule-v6)

@ NOTE: You can also statically configure the Ascend-Data-Filter in this
step by entering the filter in hexadecimal format, rather than use a
predefined variable. You might use a static filter for testing purposes.

. (Optional) Suppress error-reporting in the event the RADIUS reply messages do not
include the Ascend-Data-Filter attribute.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]
user@host# set not-mandatory

. (Optional) Enable the counter feature. The counter increments each time a packet
matches the rule.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]
user@host# set counter

. (Optional) Specify the input precedence used to establish the order in which filters
on the interface are applied. A lower precedence value equals a higher precedence.
The precedence relates to other dynamic filters configured on the same interface.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]
user@host# set input-precedence precedence

(Optional) Specify the output precedence used to establish the order in which filters
on the interface are applied. A lower precedence value equals a higher precedence.
The precedence relates to other dynamic filters configured on the same interface.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]
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user@host# set output-precedence precedence

Related . Ascend-Data-Filter Policies for Subscriber Management Overview on page 263
Documentation « Ascend-Data-Filter Attribute Fields on page 265
« Verifying and Managing Dynamic Ascend-Data-Filter Policy Configuration on page 278

« Example: Configuring Dynamic Ascend-Data-Filter Support for Subscriber Access on
page 270

« Example: Configuring Static Ascend-Data-Filter Support for Subscriber Access on
page 273

Example: Configuring Dynamic Ascend-Data-Filter Support for Subscriber Access

This example shows how to configure support for dynamic Ascend-Data-Filter policies.

« Requirements on page 270
« Overview on page 270
« Configuration on page 271

« Verification on page 272

Requirements
« Ensure that the Ascend-Data-Filter has been configured on the RADIUS server.
. Create the dynamic profile. See Dynamic Profiles Overview.

« Configure RADIUS support. See RADIUS Servers and Parameters for Subscriber Access.

Overview

Ascend-Data-Filters are configured on a RADIUS server, and contain rules that create
policies. Subscriber management uses a dynamic profile to obtain the Ascend-Data-Filter
attribute (RADIUS attribute 242) from the RADIUS server and apply the policy to a
subscriber session.

« Specify the dynamic profile to use to apply the Ascend-Data-Filter policy to the
subscriber session.

. Specify the Junos OS predefined variable that maps the Ascend-Data-Filter rules to
Junos OS filter functionality.

« Configure optional settings, which include counting the rule usage and setting the
precedence order for the filter.
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Configuration

Step-by-Step  To configure dynamic Ascend-Data-Filter support:
Procedure

—_

Specify the dynamic profile in which you want to include the Ascend-Data-Filter,
and configure the interface, the logical unit number, and the family type.

[edit]
user@host# edit dynamic-profiles adf-profile-v4 interfaces
Sjunos-interface-ifd-name unit $Sjunos-underlying-interface-unit family inet

2. Specify that you want to include an Ascend-Data-Filter in the dynamic profile and
provide the Junos OS predefined variable as the rule that maps the
Ascend-Data-Filter actions to Junos OS filter functionality.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]
user@host# set filter adf rule $Sjunos-adf-rule-v4

3. Enable the counter for the rule.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]
user@host# set filter adf counter

4. Specify the precedence for received packets on the interface.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]
user@host# set filter adf input-precedence 75

5. Specify the precedence for transmitted packets on the interface.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]
user@host# set filter adf output precedence 80

Results From configuration mode, confirm your configuration by entering the show
dynamic-profiles command. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show dynamic-profiles

adf-profile-v4 {
interfaces {
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"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet {
filter {
adf {
rule "$junos-adf-rule-v4";
counter;
input-precedence 75;
output-precedence 80;

If you are done configuring the device, enter commit from configuration mode.

Verification
To confirm that the configuration is working properly, perform these tasks:
« Verifying that Dynamic Ascend-Data-Filter Rules Are Applied to Subscriber
Sessions on page 272
« Verifying Dynamic Ascend-Data-Filter Usage on page 273
Verifying that Dynamic Ascend-Data-Filter Rules Are Applied to Subscriber
Sessions
Purpose Verify that the Ascend-Data-Filter rules were attached to the subscriber.
Action From operational mode, enter the show subscribers extensive command.
user@host>show subscribers extensive
Type: DHCP
User Name: userl-adf
IP Address: 192.168.1.10
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.0
Interface type: Static
Dynamic Profile Name: adf-profile-v4
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 5
Login Time: 2010-08-12 14:06:27 PDT
ADF IPv4 Input Filter Name: _ junos_adf 5-ge-1/0/0.0-inet-in
Rule 0: 0101010000000000d879200001800000000000000000000
from {
destination-address 198.51.100.146.0/24;
}
then {
accept;
}
Rule 1: 010001000000000000000000000006000000001900020000
from {
protocol 6;
destination-port 25;
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T
then {
discard;

¥
Rule 2: 010101000000000000000000000000000000000000000000

then {
accept;

3

Meaning The output shows the information for the dynamic profile, including Ascend-Data-Filter
rules. Verify the following information:

. The User Name field indicates the correct subscriber.
. The Dynamic Profile Name field is correct for the subscriber.

. The correct Ascend-Data-Filter rules are applied to the subscriber. The display shows
the rules that are configured on the RADIUS server.

Verifying Dynamic Ascend-Data-Filter Usage

Purpose \Verify usage of the dynamic Ascend-Data-Filter. Counter statistics are displayed when
the counter option is configured for the adf command in the dynamic profile.

Action From operational mode, enter the show firewall command.

user@host> show firewall

Filter: _ junos_adf 5-ge-1/0/0.0-inet-in

Counters:

Name Bytes Packets
t0-cnt 32758 22
tl-cnt 22199 15
t2-cnt 21723 14

Meaning Theoutput shows the name of the filter and lists the counter activity. If the counter option
is not configured, the output displays only the filter name.

Related . Ascend-Data-Filter Policies for Subscriber Management Overview on page 263

Documentation
« Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 268

Example: Configuring Static Ascend-Data-Filter Support for Subscriber Access

This example shows how to configure support for static Ascend-Data-Filter policies. In
a static configuration, you manually configure the Ascend-Data-Filter as part of the
dynamic profile configuration. This procedure differs from dynamic configuration, in which
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Requirements

Overview

Configuration

Step-by-Step
Procedure

the Ascend-Data-Filter is defined on the RADIUS server and then subscriber management
uses a predefined variable to map the Ascend-Data-Filter rules to Junos OS filter
functionality. Because creating a static Ascend-Data-Filter configuration can be
labor-intensive, you might typically use this method for testing purposes.

Requirements on page 274
Overview on page 274
Configuration on page 274
Verification on page 276

Create the dynamic profile. See Dynamic Profiles Overview.

Configure RADIUS support. See RADIUS Servers and Parameters for Subscriber Access.

Ascend-Data-Filters contain rules that creat