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About the Documentation

• Documentation and Release Notes on page xvii

• Using the Examples in This Manual on page xvii

• Documentation Conventions on page xix

• Documentation Feedback on page xxi

• Requesting Technical Support on page xxi

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.
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Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xix defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xx defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You

can use either of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page

on the Juniper Networks TechLibrary site, and do one of the following:

• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you

or if you have suggestions for improvement, and use the pop-up form to provide

feedback.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active Juniper Care or Partner Support

Services support contract, or are covered under warranty, and need post-sales technical

support, you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Create a service request online: https://myjuniper.juniper.net

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on theWeb or by telephone.

• Visit https://myjuniper.juniper.net.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://support.juniper.net/support/requesting-support/.
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CHAPTER 1

Overview

• CLI Overview on page 23

CLI Overview

The Junos command-line interface (CLI) is the software interface used to access your

device. From here you configure the device, monitor its operations, and adjust the

configuration as needed. For more information, see the following topics:

• Introducing the Junos OS Command-Line Interface on page 23

• Understanding the Junos OS CLI Modes, Commands, and Statement

Hierarchies on page 25

• Other Tools to Configure and Monitor Devices Running Junos OS on page 28

• Configuring Junos OS in a FIPS Environment on page 28

Introducing the Junos OS Command-Line Interface

The Junos
®
operating system (Junos OS) command-line interface (CLI) is the software

interface you use to access a device running Junos OS—whether from the console or

through a network connection.

The Junos OS CLI is a Juniper Networks-specific command shell that runs on top of a

FreeBSD UNIX-based operating system kernel. By leveraging industry-standard tools

and utilities, the CLI provides a powerful set of commands that you can use to monitor

and configure devices running Junos OS (see Figure 1 on page 24).

The Junos OS CLI has twomodes:

• Operationalmode—Thismode displays the current status of the device. In operational

mode, you enter commands to monitor and troubleshoot the Junos OS, devices, and

network connectivity.

• Configuration mode—This mode enables you to configure the device. A configuration

is storedasahierarchyof configuration statements. In thismode, youenter statements

toconfigureall propertiesof thedevice, including interfaces, general routing information,

routing protocols, user access, and several system and hardware properties.

Whenyouenter configurationmode, youareactually viewingandchanginga file called

the candidate configuration. The candidate configuration file enables you to make
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configuration changes without causing operational changes to the current operating

configuration, called the active configuration. The router or switch does not implement

the changes you added to the candidate configuration file until you commit them,

which activates the configuration on the device. Candidate configurations enable you

to alter your configuration without causing potential damage to your current network

operations.

Figure 1: Monitoring and Configuring Routers

Key Features of the CLI

The Junos OS CLI commands and statements follow a hierarchal organization and have

a regular syntax. The Junos OS CLI provides the following features to simplify CLI use:

• Consistentcommandnames—Commandsthatprovide thesametypeof functionhave

the same name, regardless of the portion of the software onwhich they are operating.

For example, all show commands display software information and statistics, and all

clear commands erase various types of system information.

• Lists and short descriptions of available commands—Information about available

commands is provided at each level of the CLI command hierarchy. If you type a

question mark (?) at any level, you see a list of the available commands along with a

short description of each command. This means that if you already are familiar with

the Junos OS or with other routing software, you can usemany of the CLI commands

without referring to the documentation.

• Command completion—Command completion for command names (keywords) and

for command options is available at each level of the hierarchy. To complete a

command or option that you have partially typed, press the Tab key or the Spacebar.

If the partially typed letters begin a string that uniquely identifies a command, the

complete commandnameappears.Otherwise, a beep indicates that youhaveentered

an ambiguous command, and the possible completions are displayed. Completion

also applies to other strings, such as filenames, interface names, usernames, and

configuration statements.

If youhave typed themandatoryarguments for executingacommand in theoperational

or configurationmode the CLI displays <[Enter]> as one of the choices when you type

a question mark (?). This indicates that you have entered themandatory arguments

and can execute the command at that level without specifying any further options.

Likewise, the CLI also displays <[Enter]>when you have reached a specific hierarchy
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level in the configuration mode and do not have to enter any more mandatory

arguments or statements.

• Industry-standard technology—With FreeBSD UNIX as the kernel, a variety of UNIX

utilities are available on the Junos OS CLI. For example, you can:

• Use regular expression matching to locate and replace values and identifiers in a

configuration, filter command output, or examine log file entries.

• Use Emacs-based key sequences to move around on a command line and scroll

through the recently executed commands and command output.

• Store and archive Junos OS device files on a UNIX-based file system.

• Use standard UNIX conventions to specify filenames and paths.

• Exit fromtheCLI environmentandcreateaUNIXCshell orBourne shell tonavigate

the file system, manage router processes, and so on.

See Also Getting Started with the Junos OS Command-Line Interface on page 31•

Understanding the Junos OS CLI Modes, Commands, and Statement Hierarchies

The Junos OS command-line interface (CLI) commands and statements are organized

under two commandmodes and various hierarchies. The following sections provide you

an overview of the Junos OS CLI commandmodes and commands and statements

hierarchies:

• Junos OS CLI CommandModes on page 25

• CLI Command Hierarchy on page 26

• Configuration Statement Hierarchy on page 26

• Moving Among Hierarchy Levels on page 27

Junos OS CLI CommandModes

The Junos OS CLI has twomodes:

• Operationalmode—Thismode displays the current status of the device. In operational

mode, you enter commands to monitor and troubleshoot the Junos OS, devices, and

network connectivity. To enter the operational mode, type the CLI command. The
character “>” identifies operational mode. For example, user@router>

• Configuration mode—A configuration for a device running on Junos OS is stored as a

hierarchy of statements. In configuration mode, you enter these statements to define

all properties of the JunosOS, including interfaces, general routing information, routing

protocols, user access, and several system and hardware properties. You enter the

configuration mode by issuing the configure command from the operational mode.

The character “#” identifies configuration mode. For example, user@router#

When you enter configuration mode, you are actually viewing and changing a file called

the candidate configuration. The candidate configuration file enables you to make

configuration changes without causing operational changes to the current operating
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configuration, called the active configuration. The router or switch does not implement

the changes you added to the candidate configuration file until you commit them, which

activates the configuration on the router or switch (see Figure 2 on page 26). Candidate

configurations enable you to alter your configuration without causing potential damage

to your current network operations.

Figure 2: Committing a Configuration

CLI Command Hierarchy

CLI commands are organized in a hierarchy. Commands that perform a similar function

are grouped together under the same level of the hierarchy. For example, all commands

that display information about the system and the system software are grouped under

the showsystemcommand, andall commands thatdisplay informationabout the routing

table are grouped under the show route command.

To execute a command, you enter the full command name, starting at the top level of

the hierarchy. For example, to display a brief view of the routes in the routing table, use

the command show route brief.

Configuration Statement Hierarchy

Theconfigurationstatementhierarchyhas two typesof statements:container statements,

which are statements that contain other statements, and leaf statements, which do not

contain other statements. All of the container and leaf statements together form the

configuration hierarchy.

Figure 3 on page 27 illustrates a part of the hierarchy tree. The protocols statement is a

top-level statement at the trunk of the configuration tree. The ospf, area, and interface

statements are all subordinate container statements of a higher statement (they are

branches of the hierarchy tree), and the hello-interval statement is a leaf on the tree.
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Figure 3: Configuration Statement Hierarchy Example

Moving Among Hierarchy Levels

You can use the CLI commands in Table 3 on page 27 to navigate the levels of the

configuration statement hierarchy.

Table 3: CLI Configuration Mode Navigation Commands

DescriptionCommand

Moves to an existing configuration statement hierarchy or creates a hierarchy
andmoves to that level.

edit
hierarchy-level

Moves up the hierarchy to the previous level where you were working. This
command is, in effect, the opposite of the edit command. Alternatively, you
canuse thequit command. The exitandquit commandsare interchangeable.

exit

Moves up the hierarchy one level at a time.up

Moves directly to the top level of the hierarchy.top

See Also Getting Started with the Junos OS Command-Line Interface on page 31•
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Other Tools to Configure andMonitor Devices Running Junos OS

Apart fromthecommand-line interface, JunosOSalsosupports the followingapplications,

scripts, and utilities that enable you to configure andmonitor devices running Junos OS:

• J-Web graphical user interface (GUI)—Allows you to monitor, configure, troubleshoot,

andmanage the router on a client bymeans of aWeb browserwith Hypertext Transfer

Protocol (HTTP) or HTTP over Secure Sockets Layer (HTTPS) enabled. For more

information, see the J-Web Interface User Guide.

• Junos XMLmanagement protocol—Application programmers can use the Junos XML

management protocol to monitor and configure Juniper Networks routers. Juniper

Networks provides a Perl module with the API to help youmore quickly and easily

develop custom Perl scripts for configuring andmonitoring routers. For more

information, see the Junos XML Management Protocol Developer Guide.

• NETCONF Application Programming Interface (API)—Application programmers can

also use the NETCONF XMLmanagement protocol to monitor and configure Juniper

Networks routers. For more information, see theNETCONF XMLManagement Protocol

Developer Guide.

• JunosOScommit scriptsandself-diagnosis features—Youcandefinescripts toenforce

custom configuration rules, use commit script macros to provide simplified aliases for

frequently used configuration statements, and configure diagnostic event policies and

actionsassociatedwitheachpolicy. Formore information, see theAutomationScripting

Feature Guide.

• Management InformationBases (MIBs)—Youcanuseenterprise-specific andstandard

MIBSto retrieve informationabout thehardwareandsoftwarecomponentsona Juniper

Networks router. For more information about MIBs, see the Network Management and

Monitoring Guide.

See Also Getting Started with the Junos OS Command-Line Interface on page 31•

Configuring Junos OS in a FIPS Environment

Junos-FIPS enables you to configure a network of Juniper Networks routers in a Federal

Information Processing Standards (FIPS) 140-2 environment.

The Junos-FIPS software environment requires the installation of FIPS software by a

cryptoofficer. In Junos-FIPS, some JunosOScommandsandstatementshave restrictions

and some additional configuration statements are available. For more information, see

the following resources:

• Common Criteria and FIPS Certifications—Provides links to guidelines for configuring

devices running Junos OS so that the secure environment is in compliance with the

requirements of public sector certifications such as Common Criteria (CC) and FIPS

certification.
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• ComplianceAdvisor—AWebapplication thatprovides regulatorycompliance information

aboutCommonCriteria, FIPS,Homologation, ROHS2, andUSGv6 for JuniperNetworks

products.

See Also IPsec Requirements for Junos-FIPS•

• Configuring IPsec for Enabling Internal Communications Between Routing Engines for

Junos OS in FIPS Mode

Related
Documentation

• Day One: Exploring the Junos CLI
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CHAPTER 2

Getting Started

• Getting Started: A Quick Tour of the CLI on page 31

• Online Help in the CLI on page 51

• CLI Environment Settings on page 56

Getting Started: A Quick Tour of the CLI

To get started with the Junos OS CLI after installing Junos OS on the device, perform

configurationchanges, switchbetweenoperationalmodeandconfigurationmode, create

a user account, execute some of the basic commands, see the following topics:

• Getting Started with the Junos OS Command-Line Interface on page 31

• Switching Between Junos OS CLI Operational and Configuration Modes on page 33

• Using Keyboard Sequences to Move Around and Edit the Junos OS CLI on page 35

• Configuring a User Account on a Device Running Junos OS on page 37

• Using the CLI Editor in Configuration Mode on page 39

• Checking the Status of a Device Running Junos OS on page 41

• Rolling Back Junos OS Configuration Changes on page 43

• Configuring a Routing Protocol on page 44

Getting Started with the Junos OS Command-Line Interface

As an introduction to the Junos OS command-line interface (CLI), this topic provides

instructions for simple steps you take after installing Junos OS on the device. It shows

you how to start the CLI, view the command hierarchy, andmake small configuration

changes. The related topics listed at the end of this topic provide youmore detailed

information about using the CLI.
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NOTE:

• The instructions and examples in this topic are based on sample M Series
and T Series routers. You can use them as a guideline for entering
commands on your devices running Junos OS.

• Before you begin, make sure your device hardware is set up and Junos OS
is installed. Youmust have a direct console connection to the device or
network access using SSH or Telnet. If your device is not set up, follow the
installation instructions provided with the device before proceeding.

To log in to a router and start the CLI:

1. Log in as root.

The root login account has superuser privileges, with access to all commands and

statements.

2. Start the CLI:

root# cli
root@>

The > command prompt shows you are in operational mode. Later, when you enter

configuration mode, the prompt will change to #.

NOTE: If you are using the root account for the first time on the device,
remember that the device ships with no password required for root, but the
first time you commit a configuration with Junos OS Release 7.6 or later, you
must set a root password. Root access is not allowed over a telnet session.
Toenable rootaccessoveranSSHconnection, youmustconfigure the system

services ssh root-login allow statement.

The CLI includes several ways to get help about commands. This section shows some

examples of how to get help:

1. Type ? to show the top-level commands available in operational mode.

root@> ?

Possible completions:
    clear           Clear information in the system
    configure       Manipulate software configuration information
    diagnose        Invoke diagnose script
    file            Perform file operations
    help            Provide help information
    monitor         Show real-time debugging information
    mtrace          Trace multicast path from source to receiver
    ping            Ping remote target
    quit            Exit the management session
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    request         Make system-level requests
    restart         Restart software process
    set             Set CLI properties, date/time, craft interface message
    show            Show system information
    ssh             Start secure shell on another host
    start           Start shell
    telnet          Telnet to another host
    test            Perform diagnostic debugging
    traceroute      Trace route to remote host

2. Type file ? to show all possible completions for the file command.

root@> file ?

Possible completions:
    <[Enter]>            Execute this command
    archive              Archives files from the system
    checksum             Calculate file checksum
    compare              Compare files
    copy                 Copy files (local or remote)
    delete               Delete files from the system
    list                 List file information
    rename               Rename files
    show                 Show file contents
    source-address       Local address to use in originating the connection
    |                    Pipe through a command

3. Type file archive ? to show all possible completions for the file archive command.

root@> file archive ?

Possible completions:
    compress             Compresses the archived file using GNU gzip (.tgz)
    destination          Name of created archive (URL, local, remote, or floppy)
    source               Path of directory to archive

See Also Getting Online Help from the Junos OS Command-Line Interface on page 51•

• Examples: Using the Junos OS CLI Command Completion on page 252

Switching Between Junos OS CLI Operational and ConfigurationModes

When youmonitor and configure a device running Junos OS, youmay need to switch

between operational mode and configuration mode. When you change to configuration

mode, the commandpromptalso changes. Theoperationalmodeprompt is a right angle

bracket (>) and the configuration mode prompt is a pound sign (#).

To switch between operational mode and configuration mode:
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1. When you log in to the router and type the cli command, you are automatically in

operational mode:

---  JUNOS 9.2B1.8 built 2008-05-09 23:41:29 UTC
% cli
user@host>

2. To enter configurationmode, type the configure command or the edit command from

the CLI operation mode. For example:

user@host> configure
Entering configuration mode

[edit]
user@host# 

The CLI prompt changes from user@host> to user@host# and a banner appears to

indicate the hierarchy level.

3. You can return to operational mode in one of the following ways:

• To commit the configuration and exit:

[edit]
user@host# commit and-quit
commit complete
Exiting configurationmode
user@host>

• To exit without committing:

[edit]
user@host# exit
Exiting configurationmode
user@host>

When you exit configuration mode, the CLI prompt changes from user@host# to

user@host> and the banner no longer appears. You can enter or exit configuration

mode asmany times as you wish without committing your changes.

4. To display the output of an operational mode command, such as show, while in

configurationmode, issue the run configurationmode commandand then specify the

operational mode command:

[edit]
user@host# run operational-mode-command

For example, todisplay thecurrently setpriority valueof theVirtualRouterRedundancy

Protocol (VRRP) primary router while you are modifying the VRRP configuration for

a backup router:
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[edit interfaces xe-4/2/0 unit 0 family inet vrrp-group 27]
user@host# show
virtual-address [ 192.168.1.15 ];
[edit interfaces xe-4/2/0 unit 0 family inet vrrp-group 27]
user@host# run show vrrp detail
Physical interface: xe-5/2/0, Unit: 0, Address: 192.168.29.10/24
Interface state: up, Group: 10, State: backup
Priority: 190, Advertisement interval: 3, Authentication type: simple
Preempt: yes, VIP count: 1, VIP: 192.168.29.55
Dead timer: 8.326, Master priority: 201, Master router: 192.168.29.254
[edit interfaces xe-4/2/0 unit 0 family inet vrrp-group 27]
user@host# set priority ...

See Also Understanding the Junos OS CLI Modes, Commands, and Statement Hierarchies on

page 25

•

• Getting Online Help from the Junos OS Command-Line Interface on page 51

Using Keyboard Sequences toMove Around and Edit the Junos OS CLI

You can use keyboard sequences in the JunosOS command-line interface (CLI) tomove

aroundandedit thecommand line.Youcanalsousekeyboardsequences toscroll through

a list of recently executed commands. Table 4 on page 35 lists some of the CLI keyboard

sequences. They are the same as those used in Emacs.

Table 4: CLI Keyboard Sequences

Keyboard SequenceActionCategory

Ctrl+bMove the cursor back one character.Move the
Cursor

Esc+b or Alt+bMove the cursor back one word.

Ctrl+fMove the cursor forward one
character.

Esc+f or Alt+fMove the cursor forward one word.

Ctrl+aMove the cursor to the beginning of
the command line.

Ctrl+eMove the cursor to the end of the
command line.
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Table 4: CLI Keyboard Sequences (continued)

Keyboard SequenceActionCategory

Ctrl+h, Delete, or BackspaceDelete the character before the
cursor.

Delete
Characters

Ctrl+dDelete the character at the cursor.

Ctrl+kDelete all characters from the cursor
to the end of the command line.

Ctrl+u or Ctrl+xDelete all characters on the
command line.

Ctrl+w, Esc+Backspace, or
Alt+Backspace

Delete the word before the cursor.

Esc+d or Alt+dDelete the word after the cursor.

Ctrl+yInsert the most recently deleted text
at the cursor.

Insert Recently
Deleted Text

Ctrl+lRedraw the current line.Redraw the
Screen

Ctrl+pScroll backward through the list of
recently executed commands.

Display
Previous
Command
Lines Ctrl+nScroll forward through the list of

recently executed commands.

Ctrl+rSearch theCLI history in reverseorder
for lines matching the search string.

Esc+/Search theCLIhistoryby typingsome
text at the prompt, followed by the
keyboardsequence.TheCLIattempts
to expand the text into the most
recent word in the history for which
the text is a prefix.

Esc+. or Alt+.Scroll backward through the list of
recentlyenteredwords inacommand
line.

Display
Previous
Command
Words

Esc+numbersequence orAlt+number
sequence

Specify the number of times to
execute a keyboard sequence.
number can be from 1 through 9 and
sequence is the keyboard sequence
that you want to execute.

Repeat
Keyboard
Sequences

See Also UsingWildcard Characters in Interface Names on page 251•
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• Using Global Replace in the Junos OS Configuration on page 108

Configuring a User Account on a Device Running Junos OS

This topic describes how to log on to a device running JunosOS using a root account and

configure a new user account. You can configure an account for your own use or create

a test account.

To configure a new user account on the device:

1. Log in as root and enter configuration mode:

root@host> configure
[edit]
root@host#

The prompt in brackets ([edit]), also known as a banner, shows that you are in

configuration edit mode at the top of the hierarchy.

2. Change to the [edit system login] section of the configuration:

[edit]
root@host# edit system login
[edit system login]
root@host#

The prompt in brackets changes to [edit system login] to show that you are at a new

level in the hierarchy.

3. Now add a new user account:

[edit system login]
root@host# edit user nchen

This example adds an account nchen (for Nathan Chen).

NOTE: In JunosOSRelease 12.2and later, useraccountnamescancontain
a period (.) in the name. For example, you can have a user account named
nathan.chen. However, the username cannot begin or end with a period.

4. Configure a full name for the account. If the name includes spaces, enclose the entire

name in quotation marks (" " ):

[edit system login user nchen]
root@host# set full-name "Nathan Chen"

5. Configure an account class. The account class sets the user access privileges for the

account:
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[edit system login user nchen]
root@host# set class super-user

6. Configure an authentication method and password for the account:

[edit system login user nchen
root@host# set authentication plain-text-password
New password:
Retype new password:

Whenthenewpasswordpromptappears, enteraclear-textpassword that thesystem

can encrypt, and then confirm the new password.

7. Commit the configuration:

[edit system login user nchen]
root@host# commit
commit complete

Configuration changes are not activated until you commit the configuration. If the

commit is successful, a commit completemessage appears.

8. Return to the top level of the configuration, and then exit:

[edit system login user nchen]
root@host# top
[edit]
root@host# exit
Exiting configurationmode

9. Log out of the device:

root@host> exit
% logout Connection closed.

10. To test your changes, log back in with the user account and password you just

configured:

login: nchen
Password: password
--- Junos 8.3-R1.1 built 2005-12-15 22:42:19 UTC
nchen@host>

When you log in, you should see the new username at the command prompt.

You have successfully used the CLI to view the device status and perform a simple

configuration change. See the related topics listed in this section for more information

about the Junos OS CLI features.
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NOTE: For complete information about the commands to issue to configure
your device, including examples, see the Junos OS configuration guides.

See Also Getting Online Help from the Junos OS Command-Line Interface on page 51•

• Displaying the Junos OS CLI Command andWord History on page 269

Using the CLI Editor in ConfigurationMode

This topicdescribessomeof thebasiccommands that youmustuse toenter configuration

mode in the command-line interface (CLI) editor, navigate through the configuration

hierarchy, get help, and commit or revert the changes that youmake during the

configuration session.

ExampleCommand/StatementTask

Edit Your Configuration

user@host> configure

[edit]
user@host#

configureEnter configuration mode.

When you first log in to the device, the
device is in operational mode. Youmust
explicitly enter configuration mode.
When you do, the CLI prompt changes
fromuser@host> touser@host#and the
hierarchy level appears in square
brackets.

[edit]
user@host# edit security zones
security-zonemyzone

[edit security zones security-zone
myzone]

user@host#

edit hierarchy-level valueCreate a statement hierarchy.

You can use the edit command to
simultaneously create a hierarchy and
move to that new level in the hierarchy.
You cannot use the edit command to
change the value of identifiers.

[edit]
user@host# set security zones
security-zonemyzone

[edit]
user@host#

set hierarchy-level valueCreate a statement hierarchy and set
identifier values.

The set command is similar to edit
except that your current level in the
hierarchy does not change.

Navigate the Hierarchy

[edit]
user@host# edit security zones

[edit security zones]
user@host#

edit hierarchy-levelNavigate down to an existing hierarchy
level.
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ExampleCommand/StatementTask

[edit security zones]
user@host# up

[edit security]
user@host#

upNavigate up one level in the hierarchy.

[edit security zones]
user@host# top

[edit]
user@host#

topNavigate to the top of the hierarchy.

Commit or Revert Changes

[edit]
user@host# commit

commit complete

commitCommit your configuration.

[edit]
user@host# rollback

load complete

rollbackRoll back changes from the current
session.

Use the rollback command to revert all
changes from the current configuration
session. When you run the rollback
command before exiting your session or
committing changes, the software loads
the most recently committed
configuration onto the device. Youmust
enter the rollback statement at the edit
level in the hierarchy.

Exit ConfigurationMode

[edit]
user@host# commit and-quit

user@host>

commit and-quitCommit the configuration and exit
configuration mode.

[edit]
user@host# exit

The configuration has been changed
but not committed

Exit with uncommitted changes?
[yes,no] (yes)

exitExit configuration mode without
committing your configuration.

Youmust navigate to the top of the
hierarchy using the up or top commands
before you can exit configuration mode.

Get Help

[edit ]
user@host# edit security zones ?

Possible completions:
<[Enter]> Execute this command
> functional-zone Functional zone
> security-zone Security zones
| Pipe through a command
[edit]

?Display a list of valid options for the
current hierarchy level.
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See Also Understanding Junos OS CLI Configuration Mode on page 69•

• Entering and Exiting the Junos OS CLI Configuration Mode on page 76

• Displaying the Current Junos OS Configuration on page 150

Checking the Status of a Device Running Junos OS

You can use show commands to check the status of the device andmonitor the activities

on the device.

To help you become familiar with show commands:

• Type show ? to display the list of show commands you can use to monitor the router:

root@> show ?

Possible completions:
  accounting           Show accounting profiles and records
  aps                  Show Automatic Protection Switching information
  arp                  Show system Address Resolution Protocol table entries
  as-path              Show table of known autonomous system paths
  bfd                  Show Bidirectional Forwarding Detection information
  bgp                  Show Border Gateway Protocol information
  chassis              Show chassis information
  class-of-service     Show class-of-service (CoS) information
  cli                  Show command-line interface settings
  configuration        Show current configuration
  connections          Show circuit cross-connect connections
  dvmrp                Show Distance Vector Multicast Routing Protocol        
info
  dynamic-tunnels      Show dynamic tunnel information information
  esis                 Show end system-to-intermediate system information
  firewall             Show firewall information
  helper               Show port-forwarding helper information
  host                 Show hostname information from domain name server
  igmp                 Show Internet Group Management Protocol information
  ike                  Show Internet Key Exchange information
  ilmi                 Show interim local management interface information
  interfaces           Show interface information
  ipsec                Show IP Security information
  ipv6                 Show IP version 6 information
  isis                 Show Intermediate System-to-Intermediate System info
  l2circuit            Show Layer 2 circuit information
  l2vpn                Show Layer 2 VPN information
  lacp                 Show Link Aggregation Control Protocol information
  ldp                  Show Label Distribution Protocol information
  link-management      Show link management information
  llc2                 Show LLC2 protocol related information
  log                  Show contents of log file
  mld                  Show multicast listener discovery information
  mpls                 Show Multiprotocol Label Switching information
  msdp                 Show Multicast Source Discovery Protocol information
  multicast            Show multicast information
  ntp                  Show Network Time Protocol information
  ospf                 Show Open Shortest Path First information
  ospf3                Show Open Shortest Path First version 3 information
  passive-monitoring   Show information about passive monitoring
  pfe                  Show Packet Forwarding Engine information
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  pgm                  Show Pragmatic Generalized Multicast information
  pim                  Show Protocol Independent Multicast information
  policer              Show interface policer counters and information
  policy               Show policy information
  ppp                  Show PPP process information
  rip                  Show Routing Information Protocol information
  ripng                Show Routing Information Protocol for IPv6 info
  route                Show routing table information
  rsvp                 Show Resource Reservation Protocol information
  sap                  Show Session Announcement Protocol information
  security             Show security information
  services             Show services information
  snmp                 Show Simple Network Management Protocol information
  system               Show system information
  task                 Show routing protocol per-task information
  ted                  Show Traffic Engineering Database information
  version              Show software process revision levels
  vpls                 Show VPLS information
  vrrp                 Show Virtual Router Redundancy Protocol information

• Use the show chassis routing-engine command to view the Routing Engine status:

root@> show chassis routing-engine

Routing Engine status:
  Slot 0:
    Current state                  Master
    Election priority              Master (default)
    Temperature                 31 degrees C / 87 degrees F
    CPU temperature             32 degrees C / 89 degrees F
    DRAM                       768 MB
    Memory utilization          84 percent
    CPU utilization:
      User                       0 percent
      Background                 0 percent
      Kernel                     1 percent
      Interrupt                  0 percent
      Idle                      99 percent
    Model                          RE-2.0
    Serial ID                      b10000078c10d701
    Start time                     2005-12-28 13:52:00 PST
    Uptime                        12 days, 3 hours, 44 minutes, 19 seconds
    Load averages:                 1 minute   5 minute  15 minute
                                       0.02       0.01       0.00

• Use the show system storage command to view available storage on the device:

root@> show system storage

Filesystem        Size       Used     Avail  Capacity   Mounted on
/dev/ad0s1a       865M       127M      669M       16%  /
devfs             1.0K       1.0K        0B      100%  /dev
devfs             1.0K       1.0K        0B      100%  /dev/
/dev/md0          30M        30M         0B      100%  /packages/mnt/jbase
/dev/md1          158M       158M        0B      100%  
/packages/mnt/jkernel-9.3B1.5
/dev/md2          16M        16M         0B      100%  
/packages/mnt/jpfe-M7i-9.3B1.5
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/dev/md3          3.8M       3.8M        0B      100%  
/packages/mnt/jdocs-9.3B1.5
/dev/md4          44M        44M         0B      100%  
/packages/mnt/jroute-9.3B1.5
/dev/md5          12M        12M         0B      100%  
/packages/mnt/jcrypto-9.3B1.5
/dev/md6          25M        25M         0B      100%  
/packages/mnt/jpfe-common-9.3B1.5
/dev/md7          1.5G       196K      1.4G        0%  /tmp
/dev/md8          1.5G       910K      1.4G        0%  /mfs
/dev/ad0s1e       96M        38K        88M        0%  /config
procfs            4.0K       4.0K        0B      100%  /proc
/dev/ad1s1f       17G        2.6G       13G       17%  /var

See Also Displaying the Junos OS CLI Command andWord History on page 269•

• Managing Programs and Processes Using Junos OSOperational Mode Commands on

page 263

• Viewing Files and Directories on a Device Running Junos OS on page 257

Rolling Back Junos OS Configuration Changes

This topic shows how to use the rollback command to return to the most recently

committed Junos OS configuration. The rollback command is useful if youmake

configuration changes and then decide not to keep the changes.

The following procedure shows how to configure an SNMP health monitor on a device

running Junos OS and then return to the most recently committed configuration that

doesnot include thehealthmonitor.Whenconfigured, theSNMPhealthmonitorprovides

the network management system (NMS) with predefinedmonitoring for file system

usage, CPU usage, andmemory usage on the device.

1. Enter configuration mode:

user@host> configure
entering configurationmode
[edit]
user@host#

2. Show the current configuration (if any) for SNMP:

[edit]
user@host# show snmp

No snmp statements appear because SNMP has not been configured on the device.

3. Configure the health monitor:

[edit]
user@host# set snmp health-monitor

4. Show the new configuration:
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[edit]
user@host# show snmp
health-monitor;

The health-monitor statement indicates that SNMP health monitoring is configured

on the device.

5. Enter the rollback configuration mode command to return to the most recently

committed configuration:

[edit]
user@host# rollback
load complete

6. Show the configuration again to make sure your change is no longer present:

[edit]
user@host# show snmp

No snmpconfigurationstatementsappear. Thehealthmonitor is no longer configured.

7. Enter the commit command to activate the configuration to which you rolled back:

[edit]
user@host# commit

8. Exit configuration mode:

[edit]
user@host# exit
Exiting configurationmode

You can also use the rollback command to return to earlier configurations.

See Also Returning to the Most Recently Committed Junos OS Configuration on page 191•

Configuring a Routing Protocol

This topic provides a sample configuration that describes how to configure an OSPF

backbone area that has two SONET interfaces.

The final configuration looks like this:

[edit]
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;
dead-interval 20;

}
interface so-0/0/1 {
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hello-interval 5;
dead-interval 20;

}
}

}
}

This topic contains the following examples of configuring a routing protocol:

• Shortcut on page 45

• Longer Configuration on page 45

• Making Changes to a Routing Protocol Configuration on page 48

Shortcut

You can create a shortcut for this entire configurationwith the following two commands:

[edit]
user@host# set protocols ospf area 0.0.0.0 interface so-0/0/0 hello-interval 5
dead-interval 20

[edit]
user@host# set protocols ospf area 0.0.0.0 interface so-0/0/1 hello-interval 5
dead-interval 20

Longer Configuration

This section provides a longer example of creating the previous OSPF configuration. In

the process, it illustrates how to use the different features of the CLI.

1. Enter configuration mode by issuing the configure top-level command:

user@host> configure
entering configurationmode
[edit]
user@host#

Notice that the prompt has changed to a pound sign (#) to indicate configuration

mode.

2. To create the above configuration, you start by editing the protocols ospf statements:

[edit]
user@host# edit protocols ospf
[edit protocols ospf]
user@host#

3. Now add the OSPF area:

[edit protocols ospf]
user@host# edit area 0.0.0.0
[edit protocols ospf area 0.0.0.0]
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user@host#

4. Add the first interface:

[edit protocols ospf area 0.0.0.0]
user@host# edit interface so0
[edit protocols ospf area 0.0.0.0 interface so-0/0/0]
user@host#

You now have four nested statements.

5. Set the hello and dead intervals.

[edit protocols ospf area 0.0.0.0 interface so-0/0/0]
user@host#set ?
user@host# set hello-interval 5
user@host# set dead-interval 20
user@host#

6. You can see what is configured at the current level with the show command:

[edit protocols ospf area 0.0.0.0 interface so-0/0/0]
user@host# show
hello-interval 5;
dead-interval 20;
[edit protocols ospf area 0.0.0.0 interface so-0/0/0]
user@host#

7. You are finished at this level, so back up a level and take a look at what you have so

far:

[edit protocols ospf area 0.0.0.0 interface so-0/0/0]
user@host# up
[edit protocols ospf area 0.0.0.0]
user@host# show
interface so-0/0/0 {
hello-interval 5;
dead-interval 20;

}
[edit protocols ospf area 0.0.0.0]
user@host#

The interface statement appears because you havemoved to the area statement.

8. Add the second interface:

[edit protocols ospf area 0.0.0.0]
user@host# edit interface so-0/0/1
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# set hello-interval 5
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
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user@host# set dead-interval 20
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# up
[edit protocols ospf area 0.0.0.0]
user@host# show
interface so-0/0/0 {
hello-interval 5;
dead-interval 20;

}
interface so-0/0/1 {
hello-interval 5;
dead-interval 20;

}
[edit protocols ospf area 0.0.0.0]
user@host#

9. Back up to the top level and see what you have:

[edit protocols ospf area 0.0.0.0]
user@host# top
[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;
dead-interval 20;

}
interface so-0/0/1 {
hello-interval 5;
dead-interval 20;

}
}

}
}
[edit]
user@host#

This configuration now contains the statements you want.

10. Before committing the configuration (and thereby activating it), verify that the

configuration is correct:

[edit]
user@host# commit check
configuration check succeeds
[edit]
user@host#

11. Commit the configuration to activate it on the router:
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[edit]
user@host# commit
commit complete
[edit]
user@host#

Making Changes to a Routing Protocol Configuration

Suppose you decide to use different dead and hello intervals on interface so-0/0/1. You

canmake changes to the configuration.

1. Go directly to the appropriate hierarchy level by typing the full hierarchy path to the

statement you want to edit:

[edit]
user@host# edit protocols ospf area 0.0.0.0 interface so-0/0/1
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# show
hello-interval 5;
dead-interval 20;
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# set hello-interval 7
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# set dead-interval 28
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# top
[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;
dead-interval 20;

}
interface so-0/0/1 {
hello-interval 7;
dead-interval 28;

}
}

}
}
[edit]
user@host#

2. If you decide not to run OSPF on the first interface, delete the statement:

[edit]
user@host# edit protocols ospf area 0.0.0.0
[edit protocols ospf area 0.0.0.0]
user@host# delete interface so-0/0/0
[edit protocols ospf area 0.0.0.0]
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user@host# top
[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/1 {
hello-interval 7;
dead-interval 28;

}
}

}
}
[edit]
user@host#

Everything inside the statement youdeletedwasdeletedwith it. Youcanalsoeliminate

the entire OSPF configuration by simply entering delete protocols ospfwhile at the

top level.

3. If youdecide touse thedefault values for thehelloanddead intervalsonyour remaining

interfacebut youwantOSPF to runon that interface, delete thehello anddead interval

timers:

[edit]
user@host# edit protocols ospf area 0.0.0.0 interface so-0/0/1
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# delete hello-interval
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# delete dead-interval
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# top
[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/1;

}
}

}
[edit]
user@host#

You can set multiple statements at the same time as long as they are all part of the

same hierarchy (the path of statements from the top inward, as well as one or more

statements at the bottom of the hierarchy). This feature can reduce considerably the

number of commands youmust enter.

4. To go back to the original hello and dead interval timers on interface so-0/0/1, enter:

[edit]
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user@host# edit protocols ospf area 0.0.0.0 interface so-0/0/1
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# set hello-interval 5 dead-interval 20
[edit protocols ospf area 0.0.0.0 interface so-0/0/1]
user@host# exit
[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/1 {
hello-interval 5;
dead-interval 20;

}
}

}
}
[edit]
user@host#

5. You also can recreate the other interface, as you had it before, with only a single entry:

[edit]
user@host# set protocols ospf area 0.0.0.0 interface so-0/0/1 hello-interval 5
dead-interval 20

[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;
dead-interval 20;

}
interface so-0/0/1 {
hello-interval 5;
dead-interval 20;

}
}

}
}
[edit]
user@host#

See Also Displaying the Junos OS CLI Command andWord History on page 269•

• InterfaceNamingConventionsUsed intheJunosOSOperationalCommandsonpage250

Related
Documentation

Day One: Exploring the Junos CLI•
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Online Help in the CLI

The JunosOSCLI includes comprehensive systemof online help. The online help system

includes several options for gettinghelpany time. Formore information, see the following

topics:

• Getting Online Help from the Junos OS Command-Line Interface on page 51

• Junos OS CLI Online Help Features on page 54

• CLI Explorer Overview on page 56

Getting Online Help from the Junos OS Command-Line Interface

The Junos OS command-line interface (CLI) has a context-sensitive online help feature

thatenables you toaccess informationabout commandsandstatements fromthe Junos

OS CLI. This topic contains the following sections:

• Getting Help About Commands on page 51

• Getting Help About a String in a Statement or Command on page 52

• Getting Help About Configuration Statements on page 53

• Getting Help About System Log Messages on page 53

Getting Help About Commands

Information about commands is provided at each level of the CLI command hierarchy.

You can type a question mark to get help about commands:

• If you type the question mark at the command-line prompt, the CLI lists the available

commands and options. For example, to view a list of top-level operational mode

commands, type a question mark (?) at the command-line prompt.

user@host> ?

Possible completions:
clear       Clear information in the system
configure   Manipulate software configuration information
file        Perform file operations
help        Provide help information
mtrace      Trace mtrace packets from source to receiver.
monitor     Real-time debugging
ping        Ping a remote target
quit        Exit the management session
request     Make system-level requests
restart     Restart a software process
set         Set CLI properties, date, time, craft display text
show        Show information about the system
ssh         Open a secure shell to another host
start       Start a software process
telnet      Telnet to another host
test        Diagnostic debugging commands
traceroute  Trace the route to a remote host
user@host>
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• If you type the question mark after entering the complete name of a command or

commandoption, theCLI lists theavailablecommandsandoptionsand then redisplays

the command names and options that you typed.

user@host> clear ?

Possible completions:
arp        Clear address-resolution information
bgp          Clear BGP information
chassis      Clear chassis information
firewall     Clear firewall counters
igmp         Clear IGMP information
interfaces   Clear interface information
ilmi         Clear ILMI statistics information
isis         Clear IS-IS information
ldp          Clear LDP information
log          Clear contents of a log file
mpls         Clear MPLS information
msdp         Clear MSDP information
multicast    Clear Multicast information
ospf         Clear OSPF information
pim          Clear PIM information
rip          Clear RIP information
route        Clear routing table information
rsvp         Clear RSVP information
snmp         Clear SNMP information
system       Clear system status
vrrp         Clear VRRP statistics information
user@host> clear

• If you type the questionmark in themiddle of a command name, the CLI lists possible

commandcompletions thatmatch the letters youhaveentered so far. It then redisplays

the letters that you typed. For example, to list all operational mode commands that

start with the letter c, type the following:

user@host> c?

Possible completions:
clear      Clear information in the system
configure  Manipulate software configuration information
user@host> c

• For introductory information on using the question mark or the help command, you

can also type help and press Enter:

user@host> help

Getting Help About a String in a Statement or Command

You can use the help command to display help about a text string contained in a

statement or command name:

help apropos string
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string is a text string about which you want to get help. This string is used to match

statement or command names as well as to match the help strings that are displayed

for the statements or commands.

If the string contains spaces, enclose it in quotation marks (" " ). You can also specify a

regular expression for the string, using standard UNIX-style regular expression syntax.

For statements or commands which need input data type as STRING, the supported

characters set are as follows:

• Any printable ASCII characters

• For characters with space, it should be enclosed in double-quotes

• To have double-quote as the input, it should be escaped with ‘\’

NOTE: Noescapecharactersaresupported inastringother than toescape
from double quotes.

Range of supported characters for attributes is 0 through 65499 characters.

Range of supported characters for string type identifiers is 1 through 255 characters.

In configurationmode, this commanddisplays statementnamesandhelp text thatmatch

the string specified. In operational mode, this command displays command names and

help text that match the string specified.

Getting Help About Configuration Statements

You can display help based on text contained in a statement name using the help topic

and help reference commands:

help topicword
help reference statement-name

Thehelptopiccommanddisplaysusageguidelines for thestatementbasedon information

that appears in the JunosOSconfiguration guides. The help reference commanddisplays

summary information about the statement based on the summary descriptions that

appear in the Junos OS configuration guides.

Getting Help About System LogMessages

You can display help based on a system log tag using the help syslog command:

help syslog syslog-tag

The help syslog command displays the contents of a system logmessage.

See Also Getting Started with the Junos OS Command-Line Interface on page 31•
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Junos OS CLI Online Help Features

The Junos OS CLI online help provides the following features for ease of use and error

prevention:

• Help for Omitted Statements on page 54

• Using CLI Command Completion on page 54

• Using Command Completion in Configuration Mode on page 55

• Displaying Tips About CLI Commands on page 55

Help for Omitted Statements

If youhaveomitteda requiredstatementataparticular hierarchy level,whenyouattempt

tomove from that hierarchy level or when you issue the show command in configuration

mode, a message indicates which statement is missing. For example:

[edit protocols pim interface so-0/0/0]
user@host# top
Warning: missingmandatory statement: 'mode'
[edit]
user@host# show
protocols {
pim {
interface so-0/0/0 {
priority 4;
version 2;
#Warning: missingmandatory statement(s): 'mode'

}
}

}

Using CLI Command Completion

The Junos OS CLI provides you a command completion option that enables Junos OS to

recognize commands and options based on the initial few letters you typed. That is, you

do not always have to remember or type the full command or option name for the CLI

to recognize it.

• To display all possible command or option completions, type the partial command

followed immediately by a question mark.

• To complete a command or option that you have partially typed, press Tab or the

Spacebar. If thepartially typed lettersbegina string thatuniquely identifiesacommand,

the complete command name appears. Otherwise, a prompt indicates that you have

entered an ambiguous command, and the possible completions are displayed.

Command completion also applies to other strings, such as filenames, interface names,

and usernames. To display all possible values, type a partial string followed immediately

by a question mark. To complete a string, press Tab.
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Using Command Completion in ConfigurationMode

The CLI command completion functions also apply to the commands in configuration

mode and to configuration statements. Specifically, to display all possible commands

or statements, type the partial string followed immediately by a question mark. To

complete a command or statement that you have partially typed, press Tab or the

Spacebar.

Command completion also applies to identifiers, with one slight difference. To display

all possible identifiers, type a partial string followed immediately by a question mark. To

complete an identifier, you must press Tab. This scheme allows you to enter identifiers

with similar names; then press the Spacebar when you are done typing the identifier

name.

Displaying Tips About CLI Commands

To get tips about CLI commands, issue the help tip cli command. Each time you enter

the command, a new tip appears. For example:

user@host> help tip cli
Junos tip:
Use 'request system software validate' to validate the incoming software
against the current configuration without impacting the running system.
user@host> help tip cli
Junos tip:
Use 'commit and-quit' to exit configurationmode after the commit has
succeeded. If the commit fails, you are left in configurationmode.

You can also enter help tip cli number to associate a tip with a number. This enables you

to recall the tip at a later time. For example:

user@host> help tip cli 10
JUNOS tip:
Use '#' in the beginning of a line in command scripts to cause the
rest of the line to be ignored.

user@host> help tip cli
JUNOS tip:
Use the 'apply-groups' statement at any level of the configuration
hierarchy to inherit configuration statements from a configuration group.

user@host>

See Also Examples: Using the Junos OS CLI Command Completion on page 252•
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CLI Explorer Overview

CLI Explorer is aWeb application that helps you to explore Junos OS configuration

statements and commands. It lists all the configuration statements and commands

supported in the Junos OS across different platforms on several products.

To view the available configuration statements and commands, you can use any of the

following filtering options:

• Filter by product family—To find the CLI reference information by product family, you

can either select “All products” or select any of the specific product.

For example: ACX Series, EX Series.

• Filter by number or letter—To find the CLI reference information by number or letter,

you can either select “All” or filter by numbers “3” or “8” or any of the letters (“A”, “B”,

“C”...).

For example, if you select the letter “A”, commands such as aaa, aaa clients (TDF),

aaa-access-profile (L2TP LNS) appear.

• Filter by the normal search option—To use this option to filter the commands and

statements, you enter your search criteria.

For example, if youenter thenumber “3”, all the commandsand statements containing

the number “3” appear in the search results.

When you click on the link in the search results, you are directed to a page describing the

command or statement that is referenced in a feature guide.

To explore the Junos OS configuration statements and commands, see the CLI Explorer.

See Also Understanding the Junos OS CLI Modes, Commands, and Statement Hierarchies on

page 25

•

Related
Documentation

Day One: Exploring the Junos CLI•

CLI Environment Settings

In operational mode, you can control the Junos OS command-line interface (CLI)

environment and change the default CLI environment according to your specific

requirements. For more information, see the following topics:

• Controlling the Junos OS CLI Environment on page 57

• Setting the Junos OS CLI Screen Length andWidth on page 59

• Example: Controlling the CLI Environment on page 60

• Example: Enabling Configuration Breadcrumbs on page 66
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Controlling the Junos OS CLI Environment

In operational mode, you can control the Junos OS command-line interface (CLI)

environment. For example, you can specify the number of lines that are displayed on the

screen or your terminal type. The following output lists the options that you can use to

control the CLI environment:

user@host>set cli ?

Possible completions:
  complete-on-space    Set whether typing space completes current word
  directory            Set working directory
  idle-timeout         Set maximum idle time before login session ends
  logical-system       Set default logical system
  prompt               Set CLI command prompt string
  restart-on-upgrade   Set whether CLI prompts to restart after software upgrade

  screen-length        Set number of lines on screen
  screen-width         Set number of characters on a line
  terminal             Set terminal type
  timestamp            Timestamp CLI output

NOTE: When you use SSH to log in to the router or log in from the console
when its terminal type isalreadyconfigured , your terminal type, screen length,
and screen width are already set.

This chapter discusses the following topics:

• Setting the Terminal Type on page 57

• Setting the CLI Prompt on page 58

• Setting the CLI Directory on page 58

• Setting the CLI Timestamp on page 58

• Setting the Idle Timeout on page 58

• Setting the CLI to Prompt After a Software Upgrade on page 58

• Setting Command Completion on page 58

• Displaying CLI Settings on page 59

Setting the Terminal Type

To set the terminal type, use the set cli terminal command:

user@host> set cli terminal terminal-type

The terminal type can be one of the following: ansi, vt100, small-xterm, or xterm.
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Setting the CLI Prompt

The default CLI prompt is user@host>. To change this prompt, use the set cli prompt

command. If the prompt string contains spaces, enclose the string in quotationmarks ("

" ).

user@host> set cli prompt string

Setting the CLI Directory

To the set the current working directory, use the set cli directory command:

user@host> set cli directory directory

directory is the pathname of working directory.

Setting the CLI Timestamp

By default, CLI output does not include a timestamp. To include a timestamp in CLI

output, use the set cli timestamp command:

user@host> set cli timestamp [format time-date-format | disable]

If you do not specify a timestamp format, the default format isMmmdd hh:mm:ss (for

example, Feb 08 17:20:49). Enclose the format in single quotation marks ( ‘).

Setting the Idle Timeout

By default, an individual CLI session never times out after extended times, unless the

idle-timeout statement has been included in the user’s login class configuration. To set

the maximum time an individual session can be idle before the user is logged off the

router, use the set cli idle-timeout command:

user@host> set cli idle-timeout timeout

timeout can be 0 through 100,000minutes. Setting timeout to 0 disables the timeout.

Setting the CLI to Prompt After a Software Upgrade

Bydefault, theCLI prompts you to restart after a softwareupgrade.Todisable theprompt

for an individual session, use the set cli restart-on-upgrade off command:

user@host>set cli restart-on-upgrade off

To reenable the prompt, use the set cli restart-on-upgrade on command:

user@host> set cli restart-on-upgrade on

Setting Command Completion

By default, you can press Tab or the Spacebar to have the CLI complete a command.
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To have the CLI allow only a tab to complete a command, use the set cli

complete-on-space off command:

user@host> set cli complete-on-space off
Disabling complete-on-space
user@host>

To reenable the use of both spaces and tabs for command completion, use the set cli

complete-on-space on command:

user@host> set cli complete-on-space on
Enabling complete-on-space
user@host>

Displaying CLI Settings

To display the current CLI settings, use the show cli command:

user@host> show cli
CLI screen length set to 24
CLI screen width set to 80
CLI complete-on-space set to on

NOTE: In Junos OS Release 13.3 and later, the value of screenwidth is 0 or in

the range of 40 through 1024.

Setting the Junos OS CLI Screen Length andWidth

Youcanset the JunosOScommand-line interface(CLI) screen lengthandwidthaccording

to your specific requirements. This topic contains the following sections:

• Setting the Screen Length on page 59

• Setting the ScreenWidth on page 59

Setting the Screen Length

ThedefaultCLI screen length is 24 lines. Tochange the length, use the setcli screen-length

command:

user@host> set cli screen-length length

Setting the screen length to 0 lines disables the display of output one screen at a time.

Disabling thisUNIXmore-type interfacecanbeusefulwhenyouare issuingCLI commands

from scripts.

Setting the ScreenWidth

The value of CLI screen width is 0 or in the range of 40 through 1024. The default CLI

screenwidth is80characters. Tochange thewidth, use the setcli screen-widthcommand:
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user@host> set cli screen-widthwidth

NOTE: In Junos OS Release 13.2 and earlier, the value ofwidth is in the range

of 0 through 1024.

Example: Controlling the CLI Environment

The following example shows you how to change the default CLI environment.

Changing theCLI environment is all about customizing theCLIwindowto fit yourpersonal

preferences. Use the settings discussed in this topic to make the CLI window look and

behave according to what you find most convenient and efficient.

• Requirements on page 60

• Overview on page 60

• Configuration on page 61

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Before starting this example, check what the default settings are. Use the show cli

operational mode command.

user@host> show cli

CLI complete-on-space set to on
CLI idle-timeout disabled
CLI restart-on-upgrade set to on
CLI screen length set to 66
CLI screen width set to 80
CLI terminal is 'xterm'

Is the prompt set to your username@routername? If not, exit the CLI and enter the

operational mode again.

Is the CLI screen length set to 66 and the CLI screen width set to 80? If so, you can start

the example. Otherwise, make these changes to the CLI settings:

user@host> set cli screen-length 66
Screen length set to 66 lines long
user@host> set cli screen-width 80
Screen width set to 80 columns wide

Overview

Toseea listofCLI environmental settings that youcanchange, use the setcli?command.

user@host> set cli ?
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Possible completions:
  complete-on-space  Set whether typing space completes current word
  directory          Set working directory
  idle-timeout       Set maximum idle time before login session ends
  logical-system     Set default logical system
  prompt             Set CLI command prompt string
  restart-on-upgrade Set whether CLI prompts to restart after software upgrade
  screen-length      Set number of lines on screen
  screen-width       Set number of characters on a line
  terminal           Set terminal type
  timestamp          Timestamp CLI output

This example focuses on three of these commands: set cli screen-length, set cli

screen-width, and set cli prompt.

Configuration

This configuration example has the following sections:

• Configuring the CLI Prompt on page 61

• Configuring CLI Width on page 62

• Configuring CLI Length on page 63

• Return to the Default CLI Prompt on page 65

CLI Quick
Configuration

To quickly configure this example, copy the following commands and paste them in a

text file, remove any line breaks, change the values used to match your network

configuration, and then copy and paste the commands into the CLI at the operational

command prompt.

set cli prompt "router1-san-jose> "
set cli screen-width 110
set cli screen-length 45

NOTE: In Junos OS Release 13.3 and later, the value of screenwidth is 0 or in

the range of 40 through 1024.

Configuring the CLI Prompt

Step-by-Step
Procedure

The default CLI prompt is your username@hostname. But you can have any prompt you

find useful.

To configure a different CLI prompt:

• Use the following operational mode command where string is the exact text you

want to see at the command line.

set cli prompt "string"

For example, if “string” is “router1-san-jose> “, the command is as follows:
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set cli prompt "router1-san-jose> "
router1-san-jose>

Configuring CLIWidth

Step-by-Step
Procedure

Howdo you knowwhatwidthworks best for you?This example discusses howCLIwidth

can affect what you see.

To configure a new default CLI width:

1. See what the current defaults are for the CLI environment.

router1-san-jose> show cli
CLI complete-on-space set to on
CLI idle-timeout disabled
CLI restart-on-upgrade set to on
CLI screen length set to 66
CLI screen width set to 80
CLI terminal is 'xterm'
router1-san-jose>

NOTE: In Junos OS Release 13.3 and later, the value ofwidth is 0 or in

the range of 40 through 1024.

2. Look at the following output for the operational command show class-of-service

forwarding-class.

The output from this command is wider than some and so illustrates a common

problemwith viewing output. If, for example, you have a relatively narrowwindow,

command output might show up in overrun lines.

router1-san-jose> show class-of-service forwarding-class

Forwarding class     ID    Queue  Restricted queue  Fabric 
priority  Policing priority   SPU priority
  premium-rate        0     0          0             low 
               normal            low    
  medium-rate         1     1          1             low 
               normal            low    
  low-rate            2     2          2             low 
               normal            low    
  NC                  3     3          3             low 
               normal            low    
  tunnel-rate         4     4          0             low 
               normal            low    

The lines look to be intermingled and it is hard to read across to find the information

youmight be seeking.
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3. Change the windowwidth to 110 columns.

Notice how the output of this command ismuch easier to read in the wider format:

router1-san-jose> set cli screen-width 110

router1-san-jose> show class-of-service forwarding-class

Forwarding class     ID    Queue  Restricted queue  Fabric priority  Policing priority   SPU priority
  premium-rate        0     0          0             low                normal            low    
  medium-rate         1     1          1             low                normal            low    
  low-rate            2     2          2             low                normal            low    
  NC                  3     3          3             low                normal            low    
  tunnel-rate         4     4          0             low                normal            low    

Configuring CLI Length

Step-by-Step
Procedure

You can configure the length of the CLI screen in a similar fashion as you did the width.

To configure a new default CLI length:

1. See what the current defaults are for the CLI environment.

router1-san-jose> show cli
CLI complete-on-space set to on
CLI idle-timeout disabled
CLI restart-on-upgrade set to on
CLI screen length set to 66
CLI screen width set to 80
CLI terminal is 'xterm'
router1-san-jose>

2. Look at the following output for the operational command show version.

Makefile                                sync-dpm-sb.manifest
build                                   sync-equilibrium-sb.manifest
etc                                     sync-equilibrium2-sb.manifest
include                                 sync-hellopics-sb.manifest
jexample                                sync-ipprobe-mt-sb.manifest
jnx-cc-routeservice-sb.manifest         sync-ipprobe-sb.manifest
jnx-example-sb.manifest                 sync-ipsnooper-sb.manifest
jnx-flow-sb.manifest                    sync-monitube-sb.manifest
jnx-gateway-sb.manifest                 sync-monitube2-plugin-sb.manifest
jnx-ifinfo-sb.manifest                  sync-packetproc-sb.manifest
jnx-mspexampled-sb.manifest             sync-passthru-sb.manifest
jnx-msprsm-sb.manifest                  sync-policy-manager-sb.manifest
jnx-routeservice-sb.manifest            sync-reassembler-sb.manifest
lib                                     sync-route-manager-sb.manifest
JnprFirewall-Proto.html Makefile.depend.octeon  dfw_filter.proto
JnprFirewall.html       Makefile.depend.powerpc dfw_ifattach.proto
Makefile                Makefile.depend.xlr     dfw_policer.proto
Makefile.depend.arm     dfw.jsdl                dfw_stats.proto
Makefile.depend.host    dfw_bulk.proto
Makefile.depend.i386    dfw_common.proto
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Trying 192.168.184.75...
Connected to spot-fxp0.englab.juniper.net.
Escape character is '^]'.
Unauthorized use is prohibited. 

router1-san-jose> show version    
Hostname: spot
Model: mx240
Junos: 14.2-20140710_ib_14_2_psd.1
JUNOS Base OS boot [14.2-20140710_ib_14_2_psd.1]
JUNOS Base OS Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Kernel Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Crypto Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Packet Forwarding Engine Support (M/T/EX Common) 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Packet Forwarding Engine Support (MX Common) 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Online Documentation [14.2-20140710_ib_14_2_psd.1]
JUNOS Services AACL Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Application Level Gateways [14.2-20140710_ib_14_2_psd.1]
JUNOS AppId Services [14.2-20140710_ib_14_2_psd.1]
JUNOS Border Gateway Function package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Captive Portal and Content Delivery Container package 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Services HTTP Content Management package [14.2-20140710_ib_14_2_psd.1]
JUNOS IDP Services [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Jflow Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services LL-PDF Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services MobileNext Software package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Mobile Subscriber Service Container package 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Services NAT [14.2-20140710_ib_14_2_psd.1]
JUNOS Services PTSP Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services RPM [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Stateful Firewall [14.2-20140710_ib_14_2_psd.1]
JUNOS Voice Services Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Crypto [14.2-20140710_ib_14_2_psd.1]
JUNOS Services SSL [14.2-20140710_ib_14_2_psd.1]
JUNOS Services IPSec [14.2-20140710_ib_14_2_psd.1]
JUNOS platform Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Routing Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Runtime Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Web Management [14.2-20140710_ib_14_2_psd.1]
JUNOS py-base-i386 [14.2-20140710_ib_14_2_psd.1]

router1-san-jose>   

The current length is 66 lines, which is close to the length of a typical monitor. But

even though the output is fairly long, it hardly needs all that space to be clearly seen

in its entirety. In fact, it is harder to pick out just where the output starts in a screen

this long.

3. Change the windowwidth to 45 lines.

router1-san-jose> set cli screen-length 45

4. Now look at the output again.
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router1-san-jose> show version

Hostname: spot
Model: mx240
Junos: 14.2-20140710_ib_14_2_psd.1
JUNOS Base OS boot [14.2-20140710_ib_14_2_psd.1]
JUNOS Base OS Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Kernel Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Crypto Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Packet Forwarding Engine Support (M/T/EX Common) 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Packet Forwarding Engine Support (MX Common) 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Online Documentation [14.2-20140710_ib_14_2_psd.1]
JUNOS Services AACL Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Application Level Gateways [14.2-20140710_ib_14_2_psd.1]
JUNOS AppId Services [14.2-20140710_ib_14_2_psd.1]
JUNOS Border Gateway Function package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Captive Portal and Content Delivery Container package 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Services HTTP Content Management package [14.2-20140710_ib_14_2_psd.1]
JUNOS IDP Services [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Jflow Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services LL-PDF Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services MobileNext Software package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Mobile Subscriber Service Container package 
[14.2-20140710_ib_14_2_psd.1]
JUNOS Services NAT [14.2-20140710_ib_14_2_psd.1]
JUNOS Services PTSP Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services RPM [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Stateful Firewall [14.2-20140710_ib_14_2_psd.1]
JUNOS Voice Services Container package [14.2-20140710_ib_14_2_psd.1]
JUNOS Services Crypto [14.2-20140710_ib_14_2_psd.1]
JUNOS Services SSL [14.2-20140710_ib_14_2_psd.1]
JUNOS Services IPSec [14.2-20140710_ib_14_2_psd.1]
JUNOS platform Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Routing Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Runtime Software Suite [14.2-20140710_ib_14_2_psd.1]
JUNOS Web Management [14.2-20140710_ib_14_2_psd.1]
JUNOS py-base-i386 [14.2-20140710_ib_14_2_psd.1]

router1-san-jose>  

Withashorter sscreen, youcaneasily seewhere thecurrentoutputbeginsandends.

Return to the Default CLI Prompt

Step-by-Step
Procedure

To go back to the default prompt:

Exit the CLI.1.

router1-san-jose> exit
%

2. Enter the CLI operational mode again.
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%cli
user@host>

Example: Enabling Configuration Breadcrumbs

The output of show configuration operational mode command and show configuration

mode commands can be configured to display configuration breadcrumbs that indicate

the exact location in the hierarchy of the output being viewed.

Before enabling the configuration breadcrumbs feature, check the output of the show

configuration command.

user@host> show configuration

...
                }
              }
          }
      }
  }
  fe-4/1/2 {
      description "FA4/1/2: mxxj1-mr6 (64.12.137.160/27) (T=bblan, bbmail, 
bbowmtc)";
      unit 0 {
          family inet {
              filter {
                  output 151mj;
              }
              address 64.12.137.187/27 {
                  vrrp-group 1 {      
                      virtual-address 64.12.137.189; 
---(more 18%)-----------------------------------------------------

In the output, there is no clear indication about the section of the configuration being

viewed.

To enable the configuration breadcrumbs feature:

1. Define a class at the [edit system login] hierarchy level.

[edit system login]
user@host# set class breadclass idle-timeout 10

2. Add a user to the defined login class to enable the breadcrumbs output view when

this user enters the show configuration operational mode command.

[edit system login user user1]
user@host# set class breadclass
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3. Configure the configuration-breadcrumbs statement at the [edit system login class

<class name>] hierarchy level.

[edit system login class breadclass]
user@host# set configuration-breadcrumbs

4. Confirm the configuration.

[edit]
user@host# commit

On enabling configuration breadcrumbs in the CLI, User1 (the user added to the login

class) canverify the feature in theoutputbyentering the showconfigurationcommand.

user1@host> show configuration

...
                }
              }
          }
      }
  }
  fe-4/1/2 {
      description "FA4/1/2: mxxj1-mr6 (64.12.137.160/27) (T=bblan, bbmail, 
bbowmtc)";
      unit 0 {
          family inet {
              filter {
                  output 151mj;
              }
              address 64.12.137.187/27 {
                  vrrp-group 1 {      
                      virtual-address 64.12.137.189;
---(more 18%)---[groups main interfaces fe-4/1/2 unit 0 family inet address 
64.12.137.187/27 vrrp-group 1]---

The new output indicates the exact location of the configuration hierarchy being

viewed. User1 is currently viewing the interface configuration of a group.

NOTE: If you are enabling configuration breadcrumbs for your own user
account, you should log out and log in again to see the changes.

See Also class•

• configuration-breadcrumbs on page 304
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Release History Table DescriptionRelease

In Junos OS Release 13.3 and later, the value of screenwidth is0 or in the
range of 40 through 1024.

13.3

In Junos OS Release 13.2 and earlier, the value ofwidth is in the range of0
through 1024.

13.2

Related
Documentation

• Day One: Exploring the Junos CLI
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CHAPTER 3

Using Configuration Statements to
Configure a Device

• CLI Configuration Mode Overview on page 69

• Configure Command Overview on page 82

• Modifying the Configuration for a Device on page 87

• Using Configuration Groups to Quickly Configure Devices on page 121

• Viewing the Configuration on page 150

• Verifying the Junos OS Configuration on page 157

• Committing a Configuration on page 158

CLI ConfigurationMode Overview

The configuration mode of the CLI enables you to configure a device. The configuration

statements allow you to configure all properties of the device. For more information

about the configuration mode, see the following topics:

• Understanding Junos OS CLI Configuration Mode on page 69

• Entering and Exiting the Junos OS CLI Configuration Mode on page 76

• Issuing Relative Junos OS Configuration Mode Commands on page 78

• Examples: Using Command Completion in Configuration Mode on page 79

• Notational Conventions Used in Junos OS Configuration Hierarchies on page 81

Understanding Junos OS CLI ConfigurationMode

You can configure all properties of Junos OS, including interfaces, general routing

information, routing protocols, and user access, as well as several system hardware

properties.

As described in “Understanding the Junos OS CLI Modes, Commands, and Statement

Hierarchies” on page 25, a router configuration is stored as a hierarchy of statements. In

configuration mode, you create the specific hierarchy of configuration statements that

you want to use. When you have finished entering the configuration statements, you

commit them, which activates the configuration on the router.
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You can create the hierarchy interactively or you can create an ASCII text file that is

loaded onto the router or switch and then committed.

This topic covers:

• Configuration Mode Commands on page 71

• Configuration Statements and Identifiers on page 72

• Configuration Statement Hierarchy on page 74
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ConfigurationMode Commands

Table 5 on page 71 summarizes each CLI configurationmode command. The commands

are organized alphabetically.

Table 5: Summary of Configuration Mode Commands

DescriptionCommand

Remove the inactive: tag from a statement, effectively reading the
statementor identifier to theconfiguration.Statementsor identifiers
thathavebeenactivated takeeffectwhenyounext issue the commit
command.

activate

Add comments to a configuration. You can add comments only at
the current hierarchy level.

annotate

Commit the set of changes to the database and cause the changes
to take operational effect.

commit

Make a copy of an existing statement in the configuration.copy

Add the inactive: tag to a statement, effectively commenting out
the statement or identifier from the configuration. Statements or
identifiersmarked as inactive do not take effect when you issue the
commit command.

deactivate

Delete a statement or identifier. All subordinate statements and
identifiers containedwithin thespecified statementpatharedeleted
with it.

delete

Move inside the specified statementhierarchy. If the statementdoes
not exist, it is created.

edit

Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit fromconfigurationmode.
The quit and exit commands are synonyms.

exit

Manage configurations that are contributed by SDK application
packages. Either display or delete user-defined configuration
contributedby thenamedSDKapplicationpackage.Aconfiguration
defined in any native Junos OS package is never deleted by the
extension command.

extension

Display help about available configuration statements.help

Insert an identifier into an existing hierarchy.insert

Loadaconfiguration fromanASCII configuration fileor fromterminal
input. Your current location in the configuration hierarchy is ignored
when the load operation occurs.

load
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Table 5: Summary of Configuration Mode Commands (continued)

DescriptionCommand

Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit fromconfigurationmode.
The quit and exit commands are synonyms.

quit

Rename an existing configuration statement or identifier.rename

Replace identifiers or values in a configuration.replace

Return to apreviously committed configuration. The software saves
the last 10committedconfigurations, including the rollbacknumber,
date, time,andnameof theuserwho issued thecommit configuration
command.

rollback

Run a top-level CLI command without exiting from configuration
mode.

run

Save the configuration to an ASCII file. The contents of the current
level of the statement hierarchy (and below) are saved, along with
the statement hierarchy containing it. This allows a section of the
configuration to be saved, while fully specifying the statement
hierarchy.

save

Create a statement hierarchy and set identifier values. This is similar
to edit except that your current level in the hierarchy does not
change.

set

Display the current configuration.show

Display the users currently editing the configuration.status

Return to the top level of configuration commandmode, which is
indicated by the [edit] banner.

top

Move up one level in the statement hierarchy.up

Update a private database.update

Delete a statement or identifier. All subordinate statements and
identifiers containedwithin thespecified statementpatharedeleted
with it. You can use regular expressions to specify a pattern. Based
on this pattern, you search for items that contain these patterns
and delete them.

wildcard

Configuration Statements and Identifiers

You can configure router or switch properties by including the corresponding statements

in the configuration. Typically, a statement consists of a keyword, which is fixed text, and,

optionally, an identifier. An identifier is an identifying name that you can define, such as
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the name of an interface or a username, which enables you and the CLI to differentiate

among a collection of statements.

Table 6 on page 73 describes top-level CLI configuration mode statements.

NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, LDP,
MPLS, and RSVP protocols.

Table 6: Configuration Mode Top-Level Statements

DescriptionStatement

Configure the Challenge Handshake Authentication Protocol (CHAP). For
information about the statements in this hierarchy, see the Junos OS
Administration Library.

access

Configure accounting statistics data collection for interfaces and firewall
filters. For informationabout the statements in this hierarchy, see theNetwork
Management and Monitoring Guide.

accounting-options

Configure properties of the router chassis, including conditions that activate
alarms and SONET/SDH framing and concatenation properties. For
information about the statements in this hierarchy, see the Junos OS
Administration Library.

chassis

Configureclass-of-serviceparameters. For informationabout thestatements
in this hierarchy, see the Junos OS Class of Service Feature Guide for
Routing Devices.

class-of-service

Define filters that select packets based on their contents. For information
about thestatements in this hierarchy, see theRoutingPolicies, Firewall Filters,
and Traffic Policers Feature Guide.

firewall

Define forwarding options, including traffic sampling options. For information
about the statements in this hierarchy, see the Junos OS Network Interfaces
Library for Routing Devices.

forwarding-options

Configure configuration groups. For information about statements in this
hierarchy, see the Junos OS Administration Library.

groups

Configure interface information, such as encapsulation, interfaces, virtual
channel identifiers (VCIs), and data-link connection identifiers (DLCIs). For
information about the statements in this hierarchy, see the Junos OSNetwork
Interfaces Library for Routing Devices.

interfaces

Define routingpolicies,whichallowyou to filter and set properties in incoming
and outgoing routes. For information about the statements in this hierarchy,
see the Routing Policies, Firewall Filters, and Traffic Policers Feature Guide.

policy-options
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Table 6: Configuration Mode Top-Level Statements (continued)

DescriptionStatement

Configure routing protocols, including BGP, IS-IS, LDP, MPLS, OSPF, RIP, and
RSVP. For informationabout the statements in this hierarchy, see thechapters
that discuss how to configure the individual routing protocols in the Junos OS
Routing Protocols Library and theMPLS Applications Feature Guide for
Routing Devices.

protocols

Configure multiple routing instances. For information about the statements
in this hierarchy, see the Junos OS Routing Protocols Library.

routing-instances

Configure protocol-independent routing options, such as static routes,
autonomous system numbers, confederation members, and global tracing
(debugging) operations to log. For information about the statements in this
hierarchy, see the Junos OS Routing Protocols Library.

routing-options

Configure IP Security (IPsec) services. For information about the statements
in this hierarchy see the Junos OS Administration Library.

security

Configure SNMP community strings, interfaces, traps, and notifications. For
information about the statements in this hierarchy, see the Network
Management and Monitoring Guide.

snmp

Configure systemwide properties, including the hostname, domain name,
Domain Name System (DNS) server, user logins and permissions, mappings
betweenhostnamesandaddresses, and softwareprocesses. For information
about the statements in this hierarchy, see the JunosOSAdministration Library.

system

For specific information on configuration statements, see the Junos OS configuration

guides.

Configuration Statement Hierarchy

The Junos OS configuration consists of a hierarchy of statements. There are two types

of statements:container statements,whichare statements that containother statements,

and leaf statements, which do not contain other statements (see Figure 4 on page 75).

All of the container and leaf statements together form the configuration hierarchy.
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Figure 4: Configuration Mode Hierarchy of Statements

Each statement at the top level of the configuration hierarchy resides at the trunk (or

root level) of a hierarchy tree. The top-level statements are container statements,

containing other statements that form the tree branches. The leaf statements are the

leaves of the hierarchy tree. An individual hierarchy of statements, which starts at the

trunk of the hierarchy tree, is called a statement path. Figure 4 on page 75 illustrates the

hierarchy tree, showing a statement path for the portion of the protocol configuration

hierarchy that configures the hello interval on an interface in an OSPF area.

The protocols statement is a top-level statement at the trunk of the configuration tree.

The ospf, area, and interface statements are all subordinate container statements of a

higher statement (they are branches of the hierarchy tree); and the hello-interval

statement is a leaf on the tree which in this case contains a data value: the length of the

hello interval, in seconds.

The CLI represents the statement path shown in Figure 4 on page 75

as [edit protocols ospf area area-number interface interface-name] and displays the

configuration as follows:

protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;

}
interface so-0/0/1 {
hello-interval 5;

}
}

}
}

The CLI indents each level in the hierarchy to indicate each statement’s relative position

in the hierarchy and generally sets off each level with braces, using an open brace at the
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beginning of each hierarchy level and a closing brace at the end. If the statement at a

hierarchy level is empty, the braces are not printed.

Each leaf statement ends with a semicolon. If the hierarchy does not extend as far as a

leaf statement, the last statement in the hierarchy ends with a semicolon.

The configuration hierarchy can also contain “oneliners” at the last level in the hierarchy.

Oneliners remove one level of braces in the syntax and display the container statement,

its identifiers, the child or leaf statement and its attributes all on one line. For example,

in the following sample configuration hierarchy, the line level 1 metric 10 is a oneliner

because the level container statement with identifier 1, its child statementmetric, and

its corresponding attribute 10 all appear on a single line in the hierarchy:

[edit protocols]
isis {
interface ge-0/0/0.0 {
level 1 metric 10;

}
}

}

Likewise, in the followingexample,dynamic-profiledynamic-profile-nameaggregate-clients;

is a oneliner because the dynamic-profile statement, its identifier dynamic-profile-name,

and leaf statement aggregate-clients all appear on one line when you run the show

command in the configuration mode:

[edit forwarding-options]
user@host# show
dhcp-relay {
dynamic-profile dynamic-profile-name aggregate-clients;

}

Entering and Exiting the Junos OS CLI ConfigurationMode

You configure Junos OS by entering configuration mode and creating a hierarchy of

configuration mode statements.

• To enter configuration mode, use the configure command.

When you enter configurationmode, the following configurationmode commands are

available:

user@host>configure

entering configuration mode 

[edit]
user@host#?

possible completions:
  <[Enter]>            Execute this command
  activate             Remove the inactive tag from a statement
  annotate             Annotate the statement with a comment
  commit               Commit current set of changes
  copy                 Copy a statement
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  deactivate           Add the inactive tag to a statement
  delete               Delete a data element
  edit                 Edit a sub-element
  exit                 Exit from this level
  help                 Provide help information
  insert               Insert a new ordered data element
  load                 Load configuration from ASCII file
  quit                 Quit from this level
  rename               Rename a statement
  replace              Replace character string in configuration
  rollback             Roll back to previous committed configuration
  run                  Run an operational-mode command
  save                 Save configuration to ASCII file
  set                  Set a parameter
  show                 Show a parameter
  status               Show users currently editing configuration
  top                  Exit to top level of configuration
  up                   Exit one level of configuration
  wildcard             Wildcard operations
[edit]
user@host>

Usersmust have configure permission to view and use the configure command.When

in configuration mode, a user can view andmodify only those statements for which

they have access privileges set. For more information, see the Junos OS Administration

Library.

• If you enter configuration mode and another user is also in configuration mode, a

message shows the user’s name andwhat part of the configuration the user is viewing

or editing:

user@host> configure
Entering configuration mode
Users currently editing the configuration:
  root terminal d0 (pid 4137) on since 2008-04-09 23:03:07 PDT, idle 7w6d 08:22

  [edit]
The configuration has been changed but not committed

[edit]
user@host# 

Up to 32 users can be in configuration mode simultaneously, and they all canmake

changes to the configuration at the same time.

• To exit configuration mode, use the exit configuration-mode configuration mode

command from any level, or use the exit command from the top level. For example:

[edit protocols ospf area 0.0.0.0 interface so-0/0/0]
user@host# exit configuration-mode
exiting configurationmode
user@host>

[edit]
user@host# exit
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exiting configurationmode
user@host>

If you try toexit fromconfigurationmodeusing theexitcommandand theconfiguration

contains changes that have not been committed, you see amessage and prompt:

[edit]
user@host# exit
The configuration has been changed but not committed
Exit with uncommitted changes? [yes,no] (yes) <Enter>
Exiting configurationmode
user@host>

• To exit with uncommitted changeswithout having to respond to a prompt, use the exit

configuration-mode command. This command is useful when you are using scripts to

perform remote configuration.

[edit]
user@host# exit configuration-mode
The configuration has been changed but not committed
Exiting configurationmode
user@host>

See Also Modifying the Junos OS Configuration on page 88•

• Commit OperationWhen Multiple Users Configure the Software on page 162

• Managing Programs and Processes Using Junos OSOperational Mode Commands on

page 263

• Displaying set Commands from the Junos OS Configuration on page 155

• Using the configure exclusive Command on page 84

• Updating the configure private Configuration on page 86

• Switching Between Junos OS CLI Operational and Configuration Modes on page 33

Issuing Relative Junos OS ConfigurationMode Commands

The top or up command followed by another configuration command, including edit,

insert, delete, deactivate, annotate, or show enables you to quicklymove to the top of the

hierarchy or to a level above the area you are configuring.

To issue configuration mode commands from the top of the hierarchy, use the top

command; then specify a configuration command. For example:

[edit interfaces fxp0 unit 0 family inet]
user@host# top edit system login
[edit system login]
user@host#
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To issue configuration mode commands from a location higher up in the hierarchy, use

the up configurationmode command; specify the number of levels youwant tomove up

the hierarchy and then specify a configuration command. For example:

[edit protocols bgp]
user@host# up 2 activate system

See Also Displaying the Current Junos OS Configuration on page 150•

Examples: Using Command Completion in ConfigurationMode

List the configuration mode commands:

[edit]
user@host# ?

  <[Enter]>            Execute this command
  activate             Remove the inactive tag from a statement
  annotate             Annotate the statement with a comment
  commit               Commit current set of changes
  copy                 Copy a statement
  deactivate           Add the inactive tag to a statement
  delete               Delete a data element
  edit                 Edit a sub-element
  exit                 Exit from this level
  extension            Extension operations
  help                 Provide help information
  insert               Insert a new ordered data element
  load                 Load configuration from ASCII file
  quit                 Quit from this level
  rename               Rename a statement
  replace              Replace character string in configuration
  rollback             Roll back to previous committed configuration
  run                  Run an operational-mode command
  save                 Save configuration to ASCII file
  set                  Set a parameter
  show                 Show a parameter
  status               Show users currently editing configuration
  top                  Exit to top level of configuration
  up                   Exit one level of configuration
  wildcard             Wildcard operations
[edit]user@host#

List all the statements available at a particular hierarchy level:

[edit]
user@host# edit ?

Possible completions:
> accounting-options  Accounting data configuration
> chassis             Chassis configuration
> class-of-service    Class-of-service configuration
> firewall            Define a firewall configuration
> forwarding-options  Configure options to control packet sampling 
> groups              Configuration groups
> interfaces          Interface configuration
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> policy-options      Routing policy option configuration
> protocols           Routing protocol configuration
> routing-instances   Routing instance configuration
> routing-options     Protocol-independent routing option configuration
> snmp                Simple Network Management Protocol
> system              System parameters

user@host# edit protocols ?

Possible completions:
<[Enter]>          Execute this command
> bgp              BGP options
> connections      Circuit cross-connect configuration
> dvmrp            DVMRP options
> igmp             IGMP options
> isis             IS-IS options
> ldp              LDP options
> mpls             Multiprotocol Label Switching options
> msdp             MSDP options
> ospf             OSPF configuration
> pim              PIM options
> rip              RIP options
> router-discovery ICMP router discovery options
> rsvp             RSVP options
> sapSession       Advertisement Protocol options
> vrrp             VRRP options
|                  Pipe through a command

[edit]
user@host# edit protocols

List all commands that start with a particular letter or string:

user@host# edit routing-options a?

Possible completions:
> aggregate           Coalesced routes
> autonomous-system   Autonomous system number

[edit]
user@host# edit routing-options a

List all configured Asynchronous Transfer Mode (ATM) interfaces:

[edit]
user@host# edit interfaces at?

<interface_name>     Interface name
  at-0/2/0             Interface name
  at-0/2/1             Interface name
[edit]
user@host# edit interfaces at   

Display a list of all configured policy statements:

[edit]
user@host# show policy-options policy-statement ?
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<policy_name>        Name to identify a policy filter
user@host# show policy-options policy-statement
  <policy_name>        Name to identify a policy filter
  lo0only-v4           Name to identify a policy filter
  lo0only-v6           Name to identify a policy filter
  lo2bgp               Name to identify a policy filter

See Also Examples: Using the Junos OS CLI Command Completion on page 252•

• Displaying the Junos OS CLI Command andWord History on page 269

Notational Conventions Used in Junos OS Configuration Hierarchies

When you are working in Junos OS command-line interface (CLI) configuration mode,

the banner on the line preceding the prompt indicates the current hierarchy level. In the

following example, the level is [edit protocols ospf]:

[edit protocols ospf]
user@host#

(The Junos OS documentation uses user@host# as the standard configuration mode

prompt. In an actual CLI session, the prompt shows your user ID and the name of the

Juniper Networks device you are working on.)

Use the set?commandtodisplay thestatements that youcan include in theconfiguration

at the current level. The help apropos command is also context-sensitive, displaying

matching statements only at the current level and below.
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NOTE: In this document, statements are listed alphabetically within each
hierarchy and subhierarchy. If a subhierarchy is sufficiently long that it might
be difficult to determine where it ends and its next peer statement begins,
the subhierarchy appears at the end of its parent hierarchy instead of in
alphabetical order. In this case, a placeholder appears in its actual
alphabetical position.

For example, at the [edit interfaces interface-name unit logical-unit-number]

hierarchy level, the family family-name subhierarchy hasmore than 20 child

statements, including several subhierarchies with child statements of their
own. The full family family-name hierarchy appears at the end of its parent

hierarchy ([edit interfaces interface-name unit logical-unit-number]), and the

following placeholder appears at its actual alphabetical position:

family family-name {
... the familysubhierarchyappearsafter themain [edit interfaces interface-name
unit logical-unit-number] hierarchy ...

}

Another exception to alphabetical order is that thedisable statement always

appears first in any hierarchy that includes it.

See Also Configuration Features in the Junos OS•

• Configuration Mode Commands in the Junos OS

Related
Documentation

Day One: Exploring the Junos CLI•

Configure CommandOverview

Configure command is used to enter the CLI configuration mode. It can also be used to

gather other information, such as other users currently in configuration mode. For more

information, see the following topics:

• Forms of the configure Command on page 82

• Using the configure Command on page 84

• Using the configure exclusive Command on page 84

• Updating the configure private Configuration on page 86

Forms of the configure Command

The Junos OS supports three forms of the configure command: configure, configure

private, and configure exclusive. These forms control how users edit and commit

configurations and can be useful whenmultiple users configure the software. See

Table 7 on page 83.

Copyright © 2019, Juniper Networks, Inc.82

CLI User Guide

https://www.juniper.net/us/en/training/jnbooks/day-one/fundamentals-series/cli/


Table 7: Forms of the configure Command

Commit AccessEdit AccessCommand

• Noonecan lock theconfiguration.All users
can commit all changes to the
configuration.

• If you and another usermake changes and
the other user commits changes, your
changes are committed as well.

• No one can lock the
configuration. All users
canmake configuration
changes.

When you enter
configuration mode, the
CLI displays the
following information:

• A list of other users
editing the
configuration.

• Hierarchy levels the
users are viewing or
editing.

• Whether the
configuration has
been changed, but
not committed.

• Whenmultiple users
enter conflicting
configurations, the
most recent change
to be entered takes
precedence.

configure

• Oneuser locks theconfigurationandmakeschangeswithout interference
from other users.

• Other users can enter and exit configuration mode, but they cannot
commit the configuration.

• If you enter configuration mode while another user has locked the
configuration (with the configure exclusive command), the CLI displays
the user and the hierarchy level the user is viewing or editing.

• If you enter configuration mode while another user has locked the
configuration, you can forcibly log out that user with the request system
logout operational mode command. For details, see the CLI Explorer.

configure exclusive

• When you commit the configuration, the
router verifies that the operational
(running) configuration has not been
modifiedbyanother user beforeaccepting
yourprivate candidate configurationas the
new operational configuration.

• If the configuration has beenmodified by
another user, you canmerge the
modifications into your private candidate
configuration and attempt to commit
again.

• Multiple users can edit
the configuration at the
same time.

• Each user has a private
candidate configuration
to edit independently of
other users.

• Whenmultiple users
enter conflicting
configurations, the first
commit operation takes
precedence over
subsequent commit
operations.

configure private
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See Also Committing a Junos OS Configuration on page 159•

• Displaying Users Currently Editing the Junos OS Configuration on page 88

• Displaying set Commands from the Junos OS Configuration on page 155

Using the configure Command

You can use the configure command to not only enter the CLI configuration mode but

also to gather other information, such as other users currently in configuration mode.

Up to 32 users can be in configuration mode simultaneously, and they all canmake

changes to the configuration at the same time. When you commit changes to the

configuration, youmay be committing a combination of changes you and other users

havemade. For this reason, youwillwant to keep trackonwho if anyone is in configuration

mode with you.

To see other users currently logged onto the same device in configuration mode:

• Use the configure command to enter the CLI configuration mode.

If there are other users, the message displayed indicates who the users are and what

portion of the configuration the each person is viewing or editing.

user@host> configure
Entering configurationmode
Current configuration users:
root terminal p3 (pid 1088) on since 1999-05-13 01:03:27 EDT
[edit interfaces so-3/0/0 unit 0 family inet]
The configuration has been changed but not committed
[edit]
user@host#

Noticealso that If,whenyouenter configurationmode, theconfigurationcontainschanges

that have not been committed, another message is displayed:

user@host> configure
Entering configurationmode
The configuration has been changed but not committed
[edit]
user@host#

This tells you that another user has already made changes to the configuration.

Using the configure exclusive Command

If you enter configuration mode with the configure exclusive command, you lock the

candidate global configuration (also known as the shared configuration or shared

configuration database) for as long as you remain in configuration mode, allowing you to

make changes without interference from other users. Other users can enter and exit

configuration mode, but they cannot commit the configuration.
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If another user has locked the configuration, and you need to forcibly log the person out,

enter the operational mode command request system logout pid pid_number.

If you enter configuration mode and another user is also in configuration mode and has

locked theconfiguration, amessage identifies theuserand theportionof theconfiguration

that the user is viewing or editing:

user@host> configure
Entering configurationmode
Users currently editing the configuration:
root terminal p3 (pid 1088) on since 2000-10-30 19:47:58 EDT, idle 00:00:44
exclusive [edit interfaces so-3/0/0 unit 0 family inet]

In configure exclusive mode, any uncommitted changes are discarded when you exit:

user@host> configure exclusive
warning: uncommitted changes will be discarded on exit
Entering configurationmode
[edit]
user@host# set system host-name cool
[edit]
user@host# quit
The configuration has been changed but not committed
warning: Auto rollback on exiting 'configure exclusive'
Discard uncommitted changes? [yes,no] (yes)
warning: discarding uncommitted changes
load complete
Exiting configurationmode

When you use the yes option to exit configure exclusive mode, Junos OS discards your

uncommitted changes and rolls backs your configuration. The no option allows you to

continue editing or to commit your changes in configure exclusive mode.

Whenauser exits fromconfigureexclusivemodewhileanotheruser is in configureprivate

mode, Junos OSwill roll back any uncommitted changes.

If you enter the configuration mode with the configure exclusive command, and issue

commit confirmed, but do not confirm the commit, auto rollback happens. Once auto

rollback happens, the management daemon (MGD) removes the exclusive lock from

your session and as a result, the error message “access has been revoked” is displayed.

This is because the session is nomore an exclusive session.

user@host> configure exclusive
warning: uncommitted changes will be discarded on exit
Entering configurationmode
[edit]
user@host# commit confirmed 1
commit confirmedwill be automatically rolled back in 1 minutes unless confirmed
commit
# commit confirmedwill be rolled back in 1 minute
Commit was not confirmed; automatic rollback complete.
[edit]
user@host# commit
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error: access has been revoked.
user@host# commit check
error: access has been revoked.

If the you initiate a configure exclusive session, issue commit confirmed and confirm the

commit, the exclusive lock is retained in your session

user@host> configure exclusive
warning: uncommitted changes will be discarded on exit
Entering configurationmode
[edit]
user@host# commit confirmed 1
commit confirmedwill be automatically rolled back in 1 minutes unless confirmed
commit complete
# commit confirmedwill be rolled back in 1 minute
[edit]
user@host# commit
commit complete
[edit]
user@host# commit
commit complete

See Also Adding Junos OS Configuration Statements and Identifiers on page 89•

Updating the configure private Configuration

When you are in configure privatemode, youmust work with a copy of themost recently

committed shared configuration. If the global configuration changes, you can issue the

update command to update your private candidate configuration.When you do this, your

private candidate configuration contains a copy of the most recently committed

configuration with your private changes merged in. For example:

[edit]
user@host# update
[edit]
user@host#

NOTE: Merge conflicts can occur when you issue the update command.

You can also issue the rollback command to discard your private candidate configuration

changes and obtain the most recently committed configuration:

[edit]
user@host# rollback
[edit]
user@host#
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NOTE: Junos OS does not support using configure privatemode to configure

statements corresponding to third-party YANG datamodels, for example,
OpenConfig or custom YANG datamodels.

Related
Documentation

Day One: Exploring the Junos CLI•

Modifying the Configuration for a Device

JunosCLI enables you tomodify anexisting JunosOSconfiguration. Formore information

about modifying the existing configuration, for example adding a statement, deleting a

statement, copying a statement, inserting a new identifier, see the following topics.

• Displaying Users Currently Editing the Junos OS Configuration on page 88

• Modifying the Junos OS Configuration on page 88

• Adding Junos OS Configuration Statements and Identifiers on page 89

• Deleting a Statement from a Junos OS Configuration on page 90

• Example: Deleting a Statement from the Junos OS Configuration on page 91

• Copying a Junos OS Statement in the Configuration on page 93

• Example: Copying a Statement in the Junos Configuration on page 93

• Examples: Re-Using Configuration on page 95

• Inserting a New Identifier in a Junos OS Configuration on page 101

• Example: Inserting a New Identifier in a Junos Configuration on page 101

• Renaming an Identifier in a Junos OS Configuration on page 105

• Deactivating and Reactivating Statements and Identifiers in a Junos OS

Configuration on page 105

• Example: Deactivating and Reactivating Statements and Identifiers in a Junos OS

Configuration on page 106

• Using Global Replace in the Junos OS Configuration on page 108

• Common Regular Expressions to Use with the replace Command on page 109

• Example: Using Global Replace in a Junos OS Configuration—Using the \n Back

Reference on page 110

• Example: Using Global Replace in a Junos OS Configuration—Replacing an Interface

Name on page 112

• Example: Using Global Replace in a Junos OS Configuration—Using the upto

Option on page 114

• Using Regular Expressions to Delete Related Items from a Junos OS

Configuration on page 115

• Adding Comments in a Junos OS Configuration on page 117

• Example: IncludingComments ina JunosOSConfigurationbyUsing theCLI onpage 119
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Displaying Users Currently Editing the Junos OS Configuration

Todisplay theusers currently editing theconfiguration, use the statusconfigurationmode

command:

user@host# status
Users currently editing the configuration:
rchen terminal p0 (pid 55691) on since 2006-03-01 13:17:25 PST
[edit interfaces]

The system displays who is editing the configuration (rchen), where the user is logged in

(terminal p0), the date and time the user logged in (2006-03-01 13:17:25 PST), andwhat

level of the hierarchy the user is editing ([edit interfaces]).

If you issue thestatusconfigurationmodecommandandauserhasscheduledacandidate

configuration to become active for a future time, the systemdisplayswho scheduled the

commit (root), where the user is logged in (terminal d0), the date and time the user

logged in (2002-10-31 14:55:15 PST), and that a commit is pending (commit at).

[edit]
user@host# status
Users currently editing the configuration:
root terminal d0 (pid 767) on since 2002-10-31 14:55:15 PST, idle 00:03:09
commit at

For information about how to schedule a commit, see “Scheduling a Junos OS Commit

Operation” on page 167.

If you issue the statusconfigurationmodecommandandauser is editing theconfiguration

in configure exclusive mode, the system displays who is editing the configuration (root),

where theuser is logged in (terminald0), thedateand time theuser logged in (2002-11-01

13:05:11 PST), and that a user is editing the configuration in configure exclusive mode

(exclusive [edit]).

[edit]
user@host# status
Users currently editing the configuration:
root terminal d0 (pid 2088) on since 2002-11-01 13:05:11 PST
exclusive [edit]

See Also Forms of the configure Command on page 82•

• Using the configure Command on page 84

Modifying the Junos OS Configuration

To configure a device running Junos OS or to modify an existing Junos OS configuration,

you add statements to the configuration. For each statement hierarchy, you create the

hierarchy starting with a statement at the top level and continuing with statements that

move progressively lower in the hierarchy.
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Tomodify the hierarchy, you use two configuration mode commands:

• edit—Moves to a particular hierarchy level. If that hierarchy level does not exist, the

edit command creates it. The edit command has the following syntax:

edit <statement-path>

• set—Creates a configuration statement and sets identifier values. After you issue a set

command, you remain at the same level in the hierarchy. The set command has the

following syntax:

set <statement-path> statement <identifier>

statement-path is thehierarchy to theconfiguration statementand the statement itself.

If you have already moved to the statement’s hierarchy level, you can omit the

statement path. statement is the configuration statement itself. identifier is a string

that identifies an instance of a statement.

You cannot use the edit command to change the value of identifiers. Youmust use the

set command.

See Also Displaying the Current Junos OS Configuration on page 150•

• Using the configure exclusive Command on page 84

• Updating the configure private Configuration on page 86

• Issuing Relative Junos OS Configuration Mode Commands on page 78

Adding Junos OS Configuration Statements and Identifiers

All properties of a device running Junos OS are configured by including statements in the

configuration. A statement consists of a keyword, which is fixed text, and, optionally, an

identifier. An identifier is an identifying namewhich you define, such as the name of an

interface or a username, and which allows you and the CLI to discriminate among a

collection of statements.

For example, the following list shows the statements available at the top level of

configuration mode:

user@host# set?

Possible completions:
> accounting-options   Accounting data configuration
+ apply-groups         Groups from which to inherit configuration data
> chassis              Chassis configuration
> class-of-service     Class-of-service configuration
> firewall             Define a firewall configuration
> forwarding-options   Configure options to control packet sampling
> groups               Configuration groups
> interfaces           Interface configuration
> policy-options       Routing policy option configuration
> protocols            Routing protocol configuration
> routing-instances    Routing instance configuration
> routing-options      Protocol-independent routing option configuration
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> snmp                 Simple Network Management Protocol
> system               System parameters

Ananglebracket (> )before thestatementname indicates that it is acontainer statement

and that you can define other statements at levels below it. If there is no angle bracket

( > ) before the statement name, the statement is a leaf statement; you cannot define

other statements at hierarchy levels below it.

A plus sign (+) before the statement name indicates that it can contain a set of values.

To specify a set, include the values in brackets. For example:

[edit]
user@host#setpolicy-optionscommunitymy-as1-transitmembers[65535:1065535:11]

In some statements, you can include an identifier. For some identifiers, such as interface

names, youmust specify the identifier in a precise format. For example, the interface

name so-0/0/0 refers to aSONET/SDH interface that is on the Flexible PICConcentrator

(FPC) in slot 0, in the first PIC location, and in the first port on the Physical Interface Card

(PIC). For other identifiers, such as interface descriptive text and policy and firewall term

names, you can specify any name, including special characters, spaces, and tabs.

Youmust enclose in quotation marks (double quotes) identifiers and any strings that

include a space or tab character or any of the following characters:

( ) [ ] { } ! @ # $% ^& | ' = ?

If you do not type an option for a statement that requires one, a message indicates the

typeof information required. In this example, youneed to typeanareanumber tocomplete

the command:

[edit]
user@host# set protocols ospf area<Enter>

^
syntax error, expecting <identifier>

See Also Using the configure exclusive Command on page 84•

• Additional Details About Specifying Junos OS Statements and Identifiers on page 210

• Displaying the Current Junos OS Configuration on page 150

Deleting a Statement from a Junos OS Configuration

To delete a statement or identifier from a Junos OS configuration, use the delete

configuration mode command. Deleting a statement or an identifier effectively

"unconfigures" the functionality associated with that statement or identifier, returning

that functionality to its default condition.

user@host# delete <statement-path> <identifier>
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When you delete a statement, the statement and all its subordinate statements and

identifiers are removed from the configuration.

For statements that can havemore than one identifier, when you delete one identifier,

only that identifier is deleted. The other identifiers in the statement remain.

To delete the entire hierarchy starting at the current hierarchy level, do not specify a

statement or an identifier in the delete command. When you omit the statement or

identifier, you are prompted to confirm the deletion:

[edit]
user@host# delete

Delete everything under this level? [yes, no] (no)
Possible completions:
no    Don't delete everything under this level
yes   Delete everything under this level
Delete everything under this level? [yes, no] (no) 

NOTE: Youcannotdeletemultiple statementsor identifierswithinahierarchy
using a single delete command. Youmust delete each statement or identifier

individually usingmultiple delete commands. For example, consider the

following configuration at the [edit system] hierarchy level:

system {
host-name host-211;
domain-name domain-122;
backup-router 192.168.71.254;
arp;
authentication-order [ radius password tacplus ];

}

To delete the domain-name, host-name, and backup-router from the

configuration, you cannot issue a single delete command:

user@host> deletesystemhostnamehost-211domain-namedomain-122backup-router
192.168.71.254

You can only delete each statement individually:

user@host delete system host-name host-211
user@host delete system domain-name domain-122
user@host delete system backup-router 192.168.71.254

Example: Deleting a Statement from the Junos OS Configuration

The followingexample showshowtodelete theospf statement, effectively unconfiguring

OSPF on the router:

[edit]
user@host# set protocols ospf area 0.0.0.0 interface so-0/0/0 hello-interval 5
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[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;

}
}

}
}
[edit]
user@host# delete protocols ospf
[edit]
user@host# show
[edit]
user@host#

Delete all statements from the current level down:

[edit]
user@host# edit protocols ospf area 0.0.0.0
[edit protocols ospf area 0.0.0.0]
user@host# set interface so-0/0/0 hello-interval 5
[edit protocols ospf area 0.0.0.0]
user@host# delete
Delete everything under this level? [yes, no] (no) yes
[edit protocols ospf area 0.0.0.0]
user@host# show
[edit]
user@host#

Unconfigure a particular property:

[edit]
user@host# set interfaces so-3/0/0 speed 100mb
[edit]
user@host# show
interfaces {
so-3/0/0 {
speed 100mb;

}
}
[edit]
user@host# delete interfaces so-3/0/0 speed
[edit]
user@host# show
interfaces {
so-3/0/0;

}
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Copying a Junos OS Statement in the Configuration

When you havemany similar statements in a Junos configuration, you can add one

statement and thenmake copies of that statement. Copying a statement duplicates

that statement and the entire hierarchy of statements configured under that statement.

Copying statements is usefulwhenyouare configuringmanyphysical or logical interfaces

of the same type.

Tomake a copy of an existing statement in the configuration, use the configurationmode

copy command:

user@host# copy existing-statement to new-statement

Immediately after you have copied aportion of the configuration, the configurationmight

not be valid. Youmust check the validity of the new configuration, and if necessary,

modify either the copied portion or the original portion for the configuration to be valid.

Example: Copying a Statement in the Junos Configuration

This example shows how you can create one virtual connection (VC) on an interface by

copying an existing VC.

• Requirements on page 93

• Overview on page 94

• Configuration on page 94

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Before you begin this example, configure the following initial configuration.

[edit interfaces]
user@host# show
at-1/0/0 {
description "PAIX to MAEWest"
encapsulation atm-pvc;
unit 61 {
point-to-point;
vci 0.61;
family inet {
address 10.0.1.1/24;

}
}

}

To quickly configure the initial configuration for this example, copy the following

commands, paste it into a text file, remove any line breaks and change any details

necessary to match your network configuration, copy and paste this command into the

CLI at the [edit] hierarchy level, and then enter commit from configuration mode.
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set interfaces at-1/0/0 description "PAIX to MAEWest"
set interfaces at-1/0/0 encapsulation atm-pvc
set interfaces at-1/0/0 unit 61 point-to-point
set interfaces at-1/0/0 unit 61 vci 0.61
set interfaces at-1/0/0 unit 61 family inet address 10.0.1.1/24

Overview

Copying statements is usefulwhenyouare configuringmanyphysical or logical interfaces

of the same type. You can add one statement and thenmake copies of that statement.

Copying a statement duplicates that statement and the entire hierarchy of statements

configured under that statement. In the case of this example, we are adding a virtual

connection that is very similar to a virtual connection already configured.

Configuration

CLI Quick
Configuration

Start at the [edit interfaces at-1/0/0] hierarchy level.

copy unit 61 to unit 62
set unit 62 vci 0.62
edit unit 62
replace pattern 10.0.1.1 with 10.0.2.1

Configuring by Copying

Step-by-Step
Procedure

To configure by copying a configuration:

Go to the [edit interfaces at-1/0/0] hierarchy level and copy unit 61.1.

[edit interfaces at-1/0/0]
user@host# copy unit 61 to unit 62

2. Take a look at the new configuration and seewhat you need to change tomake the

configuration valid..

user@host# show interfaces at-1/0/0
description "PAIX to MAEWest"
encapsulation atm-pvc;
unit 61 {
point-to-point;
vci 0.61;
family inet {
address 10.0.1.1/24;

}
}
unit 62 {
point-to-point;
vci 0.61;
family inet {
address 10.0.1.1/24;

}
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}

3. Change the configuration to make it valid.

In this example youwant to reconfigure the virtual circuit identifier (VCI) and virtual

path identifier (VPI).

[edit interfaces at-1/0/0]
user@host# set unit 62 vci 0.62

Youalsowant to replace the IPaddress of thenew interfacewith its own IPaddress.

[edit interfaces at-1/0/0]
user@host# edit unit 62
user@host# replace pattern 10.0.1.1 with 10.0.2.1

Results

[edit]
show interfaces
at-1/0/0 {
description "PAIX to MAEWest"
encapsulation atm-pvc;
unit 61 {
point-to-point;
vci 0.61;
family inet {
address 10.0.1.1/24;

}
}
unit 62 {
point-to-point;
vci 0.62;
family inet {
address 10.0.2.1/24;

}
}

}

Examples: Re-Using Configuration

If you need tomake changes to the configuration of a device, you can always remove the

original configurationsettingsusing thedeletecommandandaddyournewconfiguration

settings using the set command. There are, however, other ways of modifying a

configuration that are more efficient and easier to use.

This example shows how to use the following configurationmode commands to update

an existing configuration:
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• rename—Rename an existing configuration setting, such as an interface name. This

can be useful when you are adding new interfaces to a device.

• copy—Copy a configuration setting and the entire hierarchy of statements configured

under that setting. Copying configuration statements is usefulwhenyouare configuring

many physical or logical interfaces of the same type.

• replace—Make global changes to text patterns in the configuration. For example, if you

consistently misspell a word common to the description statement for all of the

interfaces on your device, you can fix this mistake with a single command.

• Requirements on page 96

• Overview on page 96

• Configuration on page 96

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In the course of the first example in this topic, you will make the following configuration

changes:

• Create a new interface with a description that contains a typing error.

• Copy the configuration from the interface that you created to create a new interface.

• Rename one of the interfaces that you created.

• Fix the typing error in the description for the interfaces that you created.

In the second, shorter example, you will experiment with some of the same commands

under slightly different circumstances.

Configuration

CLI Quick
Configuration

This example does not use commands that are suitable for this section.
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Using the Copy, Rename, and Replace Commands to Modify a Loopback Interface
Configuration

Step-by-Step
Procedure

CAUTION: If your configuration uses any of the loopback interface unit
numbers used in this example, youmust substitute different loopback
interface unit numbers that you are not using in your device’s configuration
in the following steps to avoid adversely impacting the operational status of
your device.

To create andmodify a configuration of a loopback interface using the copy, rename,

and replace commands:

1. Create a new loopback interface unit number and include a description.

Themistakes in the spelling of loopback in the description are intentional.

[edit]
user@host# set interfaces lo0 unit 100 description "this is a lopbck interface"

2. Display the configuration for the loopback interface you have just added.

[edit]
user@host# show interfaces lo0 unit 100
description "this is a lopbck interface";

3. Duplicate the loopback interface you have just created, warts and all, from unit 100

to unit 101.

[edit]
user@host# copy interfaces lo0 unit 100 to unit 101

4. Display the configurations for loopback interfaces lo0 unit 100 and lo0 unit 101.

[edit]
user@host# show interfaces lo0 unit 100
description "this is a lopbck interface";
[edit]
user@host# show interfaces lo0 unit 101
description "this is a lopbck interface";

The copy command duplicates an interface including any child statements such as

description.

5. Rename the loopback interface lo0 unit 100 to loopback interface lo0 unit 102.

[edit]
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user@host# rename interfaces lo0 unit 100 to unit 102

6. Display the configuration for loopback interface lo0 unit 100.

[edit]
user@host# show interfaces lo0 unit 100
[edit]
user@host#

You should not see any results from this command. The loopback interface lo0 unit

100 is now gone. The rename command replaces the configuration statement

indicated with the new configuration.

7. Fix themisspelling of the word loopback in the descriptions for loopback interfaces

lo0 unit 101 and lo0 unit 102.

[edit]
user@host# replace pattern lopbck with loopback

8. Display the configuration for loopback interfaces lo0 unit 101 and lo0 102 to verify

that the word loopback is spelled correctly now.

[edit]
user@host# show interfaces lo0 unit 101
description "this is a loopback interface";
[edit]
user@host# show interfaces lo0 unit 102
description "this is a loopback interface";

The replace command replaces all instances of the pattern specified in the

command, unless limited in some way. The next example in this topic shows one

way to limit the effect of the replace command.

9. From configuration mode, use the rollback command to put the device’s

configuration back to the state it was in before you executed the previous steps.

[edit]
user@host# rollback

Results From configuration mode, use the show interfaces lo0 unit 101 and show interfaces lo0

unit 102 commands to ensure that the device’s configuration is back to the state it was

in before you executed the steps in this example.

[edit]
user@host: show interfaces lo0 unit 101
[edit]
user@host#
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You should not see any results from this command.

[edit]
user@host# show interfaces lo0 unit 102
[edit]
user@host#

You should not see any results from this command.

Compare the Copy Command at the Top-Level Configuration Hierarchy Level

Step-by-Step
Procedure

The previous example shows the copy, rename, and replace commands at the [edit

interfaces interface-name unit logical-interface-number] hierarchy level. This example

showshowsomeof these commandswork at the top level of theCLI configurationmode

hierarchy.

The following example requires you to navigate to various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 39 in the CLI User Guide.

1. Create an Ethernet interface.

[edit]
user@host# set interfaces et-2/0/0 unit 0 family inet address 192.0.2.2

2. Copy the interface you just created to another interface.

[edit]
user@host# copy interfaces et-2/0/0 to et-2/1/0

Compare this copy command to the one in Step 3 in the first example, where the

copycommand takes the keywordunitbefore the value tobe copied.Notice thatthe

keyword interfaces is not repeated after the preposition to and before the value to

be copied. This happens in some top-level statements with the copy command.

TIP: Similarly, in the rename command, you do not repeat the keyword

part of the statement before the new identifier in some top-level
statements.

3. Show your configuration so far.

[edit]
user@host# show interfaces
et-2/0/0 {
unit 0 {
family inet {
address 192.0.2.2/32;

}
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}
}
et-2/1/0 {
unit 0 {
family inet {
address 192.0.2.2/32;

}
}

}

4. Replace the address for et-2/1/0 with another IP address.

[edit interfaces et-2/1/0 unit 0 family inet]
user@host# replace pattern 192.0.2.2 with 192.0.2.40

Notice that if you want to change only a specific occurrence of a pattern instead of

all of them (as you did in Step 7 in the first example), you need to drill down to that

specific hierarchy level before using the replace command.

5. Show your interfaces again.

[edit]
user@host# show interfaces
et-2/0/0 {
unit 0 {
family inet {
address 192.0.2.2/32;

}
}

}
et-2/1/0 {
unit 0 {
family inet {
address 192.0.2.40/32;

}
}

}

6. From configuration mode, use the rollback command to put the device’s

configuration back to the state it was in before you executed the previous steps.

[edit]
user@host# rollback

Results Fromconfigurationmode, use the show interfaces et-2/0/0 and show interfaces et-2/1/0

commands to ensure that the device’s configuration is back to the state it was in before

you executed the steps in this example.
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[edit]
user@hostshow interfaces et-2/0/0
[edit]
user@host#

You should not see any results from this command.

[edit]
user@R1# show interfaces et-2/1/0
[edit]
user@host#

You should not see any results from this command.

Inserting a New Identifier in a Junos OS Configuration

When configuring a device running Junos OS, you can enter most statements and

identifiers in any order. Regardless of the order in which you enter the configuration

statements, the CLI always displays the configuration in a strict order. However, there

are a few caseswhere the ordering of the statementsmatters because the configuration

statements create a sequence that is analyzed in order.

For example, in a routing policy or firewall filter, you define terms that are analyzed

sequentially. Also,whenyoucreateanamedpath indynamicMPLS, youdefineanordered

list of the transit routers in the path, starting with the first transit router and ending with

the last one.

Tomodify a portion of the configuration in which the statement order matters, use the

insert configuration mode command:

user@host# insert <statement-path> identifier1 (before | after) identifier2

If you do not use the insert command, but instead simply configure the identifier, it is

placed at the end of the list of similar identifiers.

Example: Inserting a New Identifier in a Junos Configuration

This example shows the use of the insert command.

Whereas a term added using the set command is placed at the end of the existing list of

terms, you use the insert command to add a term in the order you specify. Specifying the

order of statement is important in the cases inwhich the order of the statementsmatters

because the configuration statements create a sequence that is analyzed in order.

As this example shows, youmust create the term (or it must already exist), before you

can place it using the insert command. The reference point for placing the termmust
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also exist, for example, to place the term T1 before the term T2, both T1 and T2must

already exist, and be populated (Junos automatically removes empty terms).

• Requirements on page 102

• Overview on page 102

• Configuration on page 103

Requirements

Before you can insert a term, youmust configure an initial policy. To quickly configure

the initial policy for this example, copy the following commands, paste them into a text

file, remove any line breaks and change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit policy-options]

hierarchy level, and then enter commit from configuration mode.

set policy-statement statics term term1 from route-filter 192.168.0.0/16 orlonger
set policy-statement statics term term1 from route-filter 224.0.0.0/3 orlonger
set policy-statement statics term term1 then reject
set policy-statement statics term term2 from protocol direct
set policy-statement statics term term2 then reject
set policy-statement statics term term3 from protocol static
set policy-statement statics term term3 then reject
set policy-statement statics term term4 then accept

Now check that you have the hierarchy correctly configured.

[edit policy-options]
user@host# show
policy-statement statics {
term term1 {
from {
route-filter 192.168.0.0/16 orlonger;
route-filter 224.0.0.0/3 orlonger;

}
then reject;

}
term term2 {
from protocol direct;
then reject;

}
term term3 {
from protocol static;
then reject;

}
term term4 {
then accept;

}
}

Overview

When configuring a device running Junos OS, you can enter most statements and

identifiers in any order. However, there are a few cases, such as in routing policies or
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firewall filters, in which the order of the statements matters because the configuration

statements create a sequence that is analyzed in order.

Tomodify a portion of the configuration in which the statement order matters, youmust

use the insert configuration mode command. If you use the set command instead, the

added statement or identifier will be in the wrong place sequentially. The only other way

to get the terms of the command in the correct order is to dismantle the configuration

and start over.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks and change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit policy-options]

hierarchy level, and then enter commit from configuration mode.

[edit]
user@host# rename policy-options policy-statement statics term term4 to term term6
[edit]
user@host# set policy-options policy-statement statics term term4 from protocol local
[edit]
user@host# set policy-options policy-statement statics term term4 then reject
[edit]
user@host# set policy-options policy-statement statics term term5 from protocol
aggregate

[edit]
user@host# set policy-options policy-statement statics term term5 then reject
[edit]
user@host# insert policy-options policy-statement statics term term4 after term term3
[edit]
user@host# insert policy-options policy-statement statics term term5 after term term4

Configuring to Insert Terms

Step-by-Step
Procedure

[Warning: element unresolved in stylesheets: <_nopagebreak> (in <procedure>). This

is probably a new element that is not yet supported in the stylesheets.]

[Warning: element unresolved in stylesheets: <step> (in <_nopagebreak>). This is

probably a new element that is not yet supported in the stylesheets.]

Rename original term4 to term6.

[edit]
user@host# rename policy-options policy-statement statics term term4 to term term6

This step preserves the original last term, now renamed term6, as the last term.
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1. Determine in what order the terms in your configuration need to go—the original

terms and the new terms you plan to add.

In the original configuration, the policy is named statics and there are four terms.

Each of the first three termsmatches on a differentmatch criteria and the resulting

matches are rejected. The last term accepts all the rest of the traffic.

In this example, youneed to add two terms thatweedout additional types of traffic.

Both of these terms need to go before the last term in the original configuration.

2. Create a new term4.

[edit]
user@host# set policy-options policy-statement statics term term4 from protocol
local

user@host# set policy-options policy-statement statics term term4 then reject

A new term is added that matches traffic from local system addresses and rejects

it.

3. Create new term5.

[edit]
user@host# set policy-options policy-statement statics term term5 from protocol
aggregate

user@host# set policy-options policy-statement statics term term5 then reject

A new term is added that matches traffic from aggregate routes and rejects it.

4. Insert term4 after term3.

[edit]
user@host# insert policy-options policy-statement statics term term4 after term
term3

5. Insert term5 after term4.

[edit]
user@host# insert policy-options policy-statement statics term term5 after term
term4

Results

[edit]
user@host# show policy-options policy-statement statics
term term1 {
from {
route-filter 192.168.0.0/16 orlonger;
route-filter 224.0.0.0/3 orlonger;
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}
then reject;

}
term term2 {
from protocol direct;
then reject;

}
term term3 {
from protocol static;
then accept;

}
term term4 {
from protocol local;
then reject;

}
term term5 {
from protocol aggregate;
then reject;

}
term term6 {
then accept;

}

Renaming an Identifier in a Junos OS Configuration

Whenmodifying a Junos configuration, you can renamean identifier that is already in the

configuration. Youcando this either bydeleting the identifier (using thedeletecommand)

and then adding the renamed identifier (using the set and edit commands), or you can

rename the identifier using the rename configuration mode command:

user@host# rename <statement-path> identifier1 to identifier2

Deactivating and Reactivating Statements and Identifiers in a Junos OS Configuration

In a Junos configuration, you can deactivate statements and identifiers so that they do

not take effect when you issue the commit command. Any deactivated statements and

identifiers aremarkedwith the inactive tag. They remain in the configuration, but are not

activated when you issue a commit command.

Todeactivatea statementor identifier, use thedeactivateconfigurationmodecommand:

user@host# deactivate( statement | identifier )

To reactivate a statement or identifier, use the activate configuration mode command:

user@host# activate ( statement | identifier )

In both commands, the statement and identifier you specify must be at the current

hierarchy level. When you deactivate a statement, that specific statement is completely

ignored and is not applied at all when you issue a commit command.

To disable a statement, use the disable configuration mode command:
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In some portions of the configuration hierarchy, you can include a disable statement to

disable functionality. One example is disabling an interface by including the disable

statement at the [edit interface interface-name] hierarchy level. When you disable a

functionality, it is activated when you issue a commit command but is treated as though

it is down or administratively disabled.

Example:DeactivatingandReactivatingStatementsand Identifiers ina JunosOSConfiguration

Thisexampleshowsacommonusecase inwhich thedeactivateandactivateconfiguration

mode commands are used. It involves dual Routing Engines, master and backup, that

have graceful Routing Engine switchover (GRES) configured. The software on both

Routing Engines needs to be upgraded. This can easily be accomplished by deactivating

GRES, updating the Routing Engines, and then reactivating GRES.

NOTE: You can also perform a similar upgrade using the same setup except
that nonstop active routing (NSR) is configured instead of GRES. Youwould
need to deactivate NSR and then upgrade the Routing Engines before
reactivating NSR.

• Requirements on page 106

• Overview on page 106

• Configuration on page 107

Requirements

Thisexample requires theuseofa routerwithdualRoutingEngines that canbeupgraded.

Before you begin this example, make sure that your have GRES configured.

Overview

In this example, there are two Routing Engines. GRES is configured, and the Routing

Engines need to be upgraded. To accomplish the upgrading, you need to deactivate the

GRES feature, upgrade each of the Routing Engines, and then activate GRES again.
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Configuration

Configuring the Deactivation and Reactivation of GRES

Step-by-Step
Procedure

To deactivate and reactivate GRES for Routing Engine upgrade:

1. Show that GRES is enabled for the router.

[edit]

user@host# show chassis

redundancy {
    graceful-switchover;
}
fpc 2 {
    pic 0 {
        tunnel-services {
            bandwidth 1g;
        }
    }
}

2. Deactivate GRES.

[edit]
user@host# deactivate chassis redundancy graceful-switchover
user@host# commit

3. Show that GRES is deactivated.

[edit]

user@host# show chassis

redundancy {
    inactive: graceful-switchover;
}
fpc 2 {
    pic 0 {
        tunnel-services {
            bandwidth 1g;
        }
    }
}

4. Upgrade the Routing Engines one by one.

For instructions on upgrading Junos OS on dual Routing Engines, see tasks 2 and 3

in Installing the Software Package on a Router with Redundant Routing Engines.

5. Reactivate GRES.

[edit]
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user@host# activate chassis redundancy graceful-switchover
user@host# commit

Results Verify that GRES feature is activated again.

[edit]

user@host# show chassis

redundancy {
    graceful-switchover;
}
fpc 2 {
    pic 0 {
        tunnel-services {
            bandwidth 1g;
        }
    }
}

Using Global Replace in the Junos OS Configuration

You canmake global changes to variables and identifiers in the Junos OS configuration

by using the replace configuration mode command. This command replaces a pattern

in a configuration with another pattern. For example, you can use this command to find

and replace all occurrences of an interface namewhen a PIC is moved to another slot in

the router.

user@host# replace pattern pattern1with pattern2 <upto n>

patternpattern1 is a text stringor regular expression thatdefines the identifiers andvalues

you want to replace in the configuration.

pattern2 is a text string or regular expression that replaces the identifiers and values

located with pattern1.

Juniper Networks uses standard UNIX-style regular expression syntax (as defined in

POSIX 1003.2). If the regularexpressioncontainsspaces, operators, orwildcardcharacters,

enclose theexpression inquotationmarks.Greedyqualifiers (matchasmuchaspossible)

are supported. Lazy qualifiers (match as little as possible) are not.

The upto n option specifies the number of objects replaced. The value of n controls the

total number of objects that are replaced in the configuration (not the total number of

times the pattern occurs). Objects at the same hierarchy level (siblings) are replaced

first. Multiple occurrences of a pattern within a given object are considered a single

replacement. For example, if a configuration contains a 010101 text string, the command

replacepattern01withpattern02upto2 replaces010101with020202 (insteadof020201).

Replacement of010101with020202 is considered a single replacement (n= 1), not three

separate replacements (n =3).

Copyright © 2019, Juniper Networks, Inc.108

CLI User Guide



If you do not specify an upto option, all identifiers and values in the configuration that

match pattern1 are replaced.

The replace command is available in configuration mode at any hierarchy level. All

matches are case-sensitive.

Common Regular Expressions to Usewith the replace Command

Table 8: Common Regular Expressions to Use with the replace Command

FunctionOperator

Indicates that amatch can be one of the two terms on either side of
the pipe.

|

Used at the beginning of an expression, denotes where amatch
should begin.

^

Used at the end of an expression, denotes that a termmust be
matched exactly up to the point of the $ character.

$

Specifies a range of letters or digits to match. To separate the start
and end of a range, use a hyphen ( - ).

[ ]

Specifies a group of terms to match. Stored as numbered variables.
Use for back references as \1 \2 .... \9.

( )

0 or more terms.*

One or more terms.+

Any character except for a space (" ")..

A backslash escapes special characters to suppress their special
meaning. For example, \. matches . (period symbol).

\

Back reference. Matches the nth group.\n

Back reference. Matches the entire match.&

Table 9 on page 109 lists some replacement examples.

Table 9: Replacement Examples

ResultCommand

Match:myrouter

Result: router1

replace patternmyrouter with router1

Match: 192.168.3.4/24

Result: 10.2.3.4/28

replace pattern "192\.168\.(.*)/24" with "10.2.\1/28"
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Table 9: Replacement Examples (continued)

ResultCommand

Match: 1.1

Result: abc1.1def

replace pattern "1.\1" with "abc&def"

Match: 1#1

Result: abc&def

replace pattern 1.1 with " abc\&def"

Example: Using Global Replace in a Junos OS Configuration—Using the \n Back Reference

This example shows how you can use a backreference to replace a pattern.

• Requirements on page 110

• Overview on page 111

• Configuration on page 111

Requirements

No special configuration beyond device initiation is required before configuring this

example.

Before you begin, configure the following:

[edit]
user@host# show interfaces
xe-0/0/0 {
unit 0;

}
fe-3/0/1 {
vlan-tagging;
unit 0 {
description "inet6 configuration. IP: 2000::c0a8::1bf5";
vlan-id 100;
family inet {
address 17.10.1.1/24;

}
family inet6 {
address 2000::c0a8:1bf5/3;

}
}

}

To quickly configure this initial configuration, copy the following commands and paste

them in a text file, remove any line breaks, change any details necessary to match your

network configuration, and then copy and paste the commands into the CLI at the [edit]

hierarchy level:

set interfaces xe-0/0/0 unit 0
set interfaces fe-3/0/1 vlan-tagging
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set interfaces fe-3/0/1 unit 0 description "inet6 configuration IP: 2000::c0a8::1bf5"
set interfaces fe-3/0/1 unit 0 vlan-id 100
set interfaces fe-3/0/1 unit 0 family inet address 17.10.1.1/24
set interfaces fe-3/0/1 unit 0 family inet6 address 2000::c0a8:1bf5/3

Overview

One of the most useful features of regular expressions is the backreference.

Backreferences provide a convenient way to identify a repeated character or substring

within a string. Once you find the pattern, you can repeat it without writing it again. You

refer to the previously captured pattern with just \# (where # is a numeral that indicates

the number of times you want the pattern matched).

You can use backreferences to recall, or find, data and replace it with something else. In

this way you can reformat large sets of data with a single replace command, thus saving

you the time it would take to look for and replace the pattern manually.

Configuration

Configuring a Replacement Using a Backreference in the Command

Step-by-Step
Procedure

To replace a pattern in a Junos OS configuration using a backreference:

Use the replace command.•

[edit]
user@host# replace pattern pattern1with pattern2

In this case, we want to replace “:1bf5” with “1bf5”.

[edit]
user@host# replace pattern "(.*):1bf5" with "\11bf5"

Notice the backreference (\1), which indicates the pattern should be searched for

and replaced only once.

Results

Here is the resulting configuration:

[edit]
user@host# show interfaces
xe-0/0/0 {
unit 0;

}
fe-3/0/1 {
vlan-tagging;
unit 0 {
description "inet6 configuration. IP: 2000::c0a8:1bf5";
vlan-id 100;
family inet {
address 17.10.1.1/24;
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}
family inet6 {
address 2000::c0a8:1bf5/3;

}
}

}

In this example, the pattern 2000::c0a8::1bf5 is replaced with 2000::c0a8:1bf5 once.

Example: Using Global Replace in a Junos OS Configuration—Replacing an Interface Name

This example shows how to replace an interface name globally in a configuration by

using the replace command.

Using the replace command can be a faster and better way to change a configuration.

For example, aPICmightbemoved toanother slot ina router,whichchanges the interface

name. With one command you can update the whole configuration. Or youmight want

to quickly extend the configurationwith other similar configurations, for example, similar

interfaces. By using a combination of the copy and replace commands, you can add to

a configuration and then replace certain aspects of the newly copied configurations. The

replace commandworkswith regular expressions. Regular expressions are quick, flexible,

and ubiquitous. You can fashion just about any pattern youmight need to search for, and

most programming languages support regular expressions.

• Requirements on page 112

• Overview on page 113

• Configuration on page 113

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Before you begin, configure the following hierarchy on the router. To quickly configure

this hierarchy, see “CLI Quick Configuration” on page 113 .

user@host# show interfaces
so-0/0/0 {
dce;

}
user@host# show protocols
ospf {
area 0.0.0.0 {
interface so-0/0/0.0 {
hello-interval 5;

}
}

}
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Overview

This example shows how to replace an interface name globally in a configuration by

using the replace command. It is a simple example.

Theprevious configuration is the startingpoint for this configurationupdate. In the course

of this example, youchange thenameof the initial interface throughout theconfiguration

with one command.

Configuration

CLI Quick
Configuration

To quickly configure the initial configuration for this example, copy the following

commands, paste them into a text file, remove any line breaks and change any details

necessary to match your network configuration, copy and paste these commands into

the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.:

set interfaces so-0/0/0 dce    
set protocols ospf area 0.0.0.0 interface so-0/0/0.0 hello-interval 5

Configuring an Interface Name Change

Step-by-Step
Procedure

To change an interface name:

Make sure that you are at the top of the configuration mode hierarchy.1.

user@host# top

2. Replace so-0/0/0with so-1/1/0using the replacecommand,whichuses thepattern

keyword.

user@host# replace pattern so-0/0/0with so-1/1/0

Results

After making the required changes, verify the configuration by using the show interfaces

and show protocols configuration mode commands.

[edit]
user@host# show interfaces
so-1/1/0 {
dce;

}
user@host# show protocols
ospf {
area 0.0.0.0 {
interface so-1/1/0.0 {
hello-interval 5;
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}
}

}

After you have confirmed that the configuration is correct, enter the commit command.

Example: Using Global Replace in a Junos OS Configuration—Using the upto Option

Consider the hierarchy shown in Figure 5 on page 114. The text string 010101 appears in

threeplaces: thedescription sectionsofge-0/0/0,ge-0/0/0.0, and fe-0/0/1. These three

instances are three objects. The following example shows how you can use the upto

option to perform replacements in a JUNOS configuration:

Figure 5: Replacement by Object

An upto 2 option in the replace command converts 01 to 02 for two object instances. The

objects under the main interfaces ge-0/0/0 and fe-0/0/1will be replaced first (since

these are siblings in the hierarchy level). Because of the upto 2 restriction, the replace

command replaces patterns in the first and second instance in the hierarchy (siblings),

but not the third instance (child of the first instance).

user@host# show interfaces
ge-0/0/0 {
description "mkt 010101"; #First instance in the hierarchy
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unit 0 {
description "mkt 010101"; #Third instance in the hierarchy (child of the first
instance)

}
}
fe-0/0/1 {
description "mkt 010101"; #second instance in the hierarchy (sibling of the first
instance)
unit 0 {
family inet {
address 200.200.20.2/24;

}
}

}
[edit]
user@host# replace pattern 01 with 02 upto 2
[edit]
user@host# commit
commit complete

[edit]
user@host# show interfaces
ge-0/0/0 {
description "mkt 020202"; #First instance in the hierarchy
unit 0 {
description "mkt 010101"; #Third instance in the hierarchy (child of the first
instance)

}
}
fe-0/0/1 {
description "mkt 020202"; #second instance in the hierarchy (sibling of the first
instance)
unit 0 {
family inet {
address 200.200.20.2/24;

}
}

}

Using Regular Expressions to Delete Related Items from a Junos OS Configuration

The Junos OS command-line interface (CLI) enables you to delete related configuration

items simultaneously, such as channelized interfaces or static routes, by using a single

command and regular expressions. Deleting a statement or an identifier effectively

“unconfigures” the functionality associated with that statement or identifier, returning

that functionality to its default condition.

You can only delete certain parts of the configuration where you normally put multiple

items, for example, interfaces. However, you cannot delete "groups" of different items;

for example:

user@host# show system services
ftp;
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rlogin;
rsh;
ssh {
root-login allow;

}
telnet;
[edit]
user@host#wildcard delete system services *
syntax error.

When you delete a statement, the statement and all its subordinate statements and

identifiers are removed from the configuration.

To delete related configuration items, issue thewildcard configuration mode command

with the delete option and specify the statement path, the items to be summarizedwith

a regular expression, and the regular expression.

user@host#wildcard delete <statement-path> <identifier> <regular-expression>

NOTE: When you use thewildcard command to delete related configuration

items, the regular expressionmust be the final statement.

If the Junos OSmatchesmore than eight related items, the CLI displays only
the first eight items.

Deleting Interfaces
fromtheConfiguration

Delete multiple T1 interfaces in the range from t1-0/0/0:0 through t1-0/0/0:23:

user@host#wildcard delete interfaces t1-0/0/0:.*
matched: t1-0/0/0:0
matched: t1-0/0/0:1
matched: t1-0/0/0:2
Delete 3 objects? [yes,no] (no) no

Deleting Routes from
the Configuration

Delete static routes in the range from 172.0.0.0 to 172.255.0.0:

user@host#wildcard delete routing-options static route 172.*
matched: 172.16.0.0/12
matched: 172.16.14.0/24
matched: 172.16.100.0/24
matched: 172.16.128.0/19
matched: 172.16.160.0/24
matched: 172.17.12.0/23
matched: 172.17.24.0/23
matched: 172.17.28.0/23
...
Delete 13 objects? [yes,no] (no)
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See Also Disabling Inheritance of a Junos OS Configuration Group on page 128•

Adding Comments in a Junos OS Configuration

You can include comments in a Junos configuration to describe any statement in the

configuration. You can add comments interactively in the CLI and by editing the ASCII

configuration file.

When configuring interfaces, you can add comments about the interface by including

the description statement at the [edit interfaces interface-name] hierarchy level. Any

comments you include appear in the output of the show interfaces commands. Formore

information about thedescription statement, see the JunosOSNetwork Interfaces Library

for Routing Devices.

• Adding Comments in the CLI on page 117

• Adding Comments in a File on page 118

Adding Comments in the CLI

When you add comments in configuration mode, they are associated with a statement

at the current level. Each statement can have one single-line comment associated with

it. Before you can associate a commentwith a statement, the statementmust exist. The

comment is placed on the line preceding the statement.

To add comments to a configuration, use the annotate configuration mode command:

user@host# annotate statement "comment-string"

statement is the configuration statement to which you are attaching the comment; it

must be at the current hierarchy level. If a comment for the specified statement already

exists, it is deleted and replaced with the new comment.

comment-string is the text of the comment. The comment text can be any length, and

youmust type it on a single line. If the comment contains spaces, youmust enclose it in

quotation marks. In the comment string, you can include the comment delimiters /* */

or #. If you do not specify any, the comment string is enclosed with the /* */ comment

delimiters.

To delete an existing comment, specify an empty comment string:

user@host# annotate statement ""

If you add comments with the annotate command, you can view the comments within

the configuration by entering the show configuration mode command or the show

configuration operational mode command.
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NOTE: The Junos OS supports annotation up to the last level in the
configuration hierarchy, including oneliners. However, annotation of parts
(the child statements or identifiers within the oneliner) of the oneliner is not
supported. For example, in the following sample configuration hierarchy,
annotation is supported up to the level 1 parent hierarchy, but not supported

for themetric child statement:

[edit protocols]
isis {
interface ge-0/0/0.0 {
level 1 metric 10;

}
}

}

Adding Comments in a File

When you edit the ASCII configuration file and add comments, they can be one or more

linesandmustprecede thestatement theyareassociatedwith. If youplace thecomments

in other places in the file, such as on the same line following a statement or on a separate

line following a statement, they are removed when you use the load command to open

the configuration into the CLI.

The following excerpt from a configuration example illustrates how to place and how

not to place comments in a configuration file:

/* This comment goes with routing-options */
routing-options {
/* This comment goes with routing-options traceoptions */
traceoptions {
/* This comment goes with routing-options traceoptions tracefile */
tracefile rpd size 1m files 10;
/* This comment goes with routing-options traceoptions traceflag task */
traceflag task;
/* This comment goes with routing-options traceoptions traceflag general */
traceflag general;

}
autonomous-system 10458; /* This comment is dropped */

}
routing-options {
rib-groups {
ifrg {
import-rib [ inet.0 inet.2 ];
/* A comment here is dropped */

}
dvmrp-rib {
import-rib inet.2;
export-rib inet.2;
/* A comment here is dropped */

}
/* A comment here is dropped */
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}
/* A comment here is dropped */

}

When you include comments in the configuration file directly, you can format comments

in the following ways:

• Start the commentwith a /*and end it with a */. The comment text can be on a single

line or can spanmultiple lines.

• Start the comment with a # and end it with a new line (carriage return).

Example: Including Comments in a Junos OS Configuration by Using the CLI

Adding comments to a JunosOSconfigurationmakes the configuration file readable and

more readily understood by users. Using the Junos OS CLI, you can include comments

as you configure by using the annotate statement. In this example, comments are added

by using the CLI for an already existing configuration:

• Requirements on page 119

• Overview on page 120

• Configuration on page 120

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Before you add a comment, youmust configure the following hierarchy on the router.

Toquickly configure the initial configuration for this example, copy the followingcommand,

paste it into a text file, removeany line breaks and changeanydetails necessary tomatch

your network configuration, copy and paste this command into the CLI at the [edit]

hierarchy level, and then enter commit from configuration mode.

set protocols ospf area 0.0.0.0 interface so-0/0/0.0 hello-interval 5

Now, check that you have this hierarchy configured.

user@host# show protocols
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;

}
}

}
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Overview

When you add comments by using the CLI, you do so in configuration mode using the

annotate statement. Eachcomment youadd isassociatedwithastatementat thecurrent

level. Each statement can have one single-line comment associated with it.

To configure the annotate statement, move to the level of the statement with which you

want to associate a comment. To view the comments, go to the top of the configuration

hierarchy and use the show command.

Configuration

CLI Quick
Configuration

To quickly configure the comments for this example, copy the following commands,

paste them into a text file, remove any line breaks and change any details necessary to

match your network configuration, copy and paste the commands into the CLI, starting

at the [edit] hierarchy level, and then enter commit from configuration mode.

edit protocols ospf
annotate area 0.0.0.0 "Backbone area configuration added June 15, 1998"
edit area 0.0.0.0
annotate interface so-0/0/0.0 "Interface from router sj1 to router sj2"

Notice that the commands aremoving you down the hierarchy as you annotate different

sections of the hierarchy.

Including Comments in the CLI Configuration Mode

Step-by-Step
Procedure

This procedure assumes that you have already configured the initial configuration.

To add comments to a configuration:

1. Move to the first hierarchy level to which you need to add a comment.

[edit]
user@host# edit protocols ospf

2. Add a comment to the area configuration statement by using the annotate

statement.

[edit protocols ospf]
user@host# annotate area 0.0.0.0 "Backbone area configuration added June 15,
1998"

3. Move down a level to the interface configuration statement.

[edit protocols ospf]
user@host# edit area 0.0.0.0

4. Add a comment to interface so-0/0/0.0 by using the annotate statement.
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[edit protocols ospf area 0.0.0.0]
user@host# annotate interface so-0/0/0.0 "Interface from router sj1 to router sj2"

Results

Move to the top of the hierarchy and use the show command to see the comments you

added. The comments precede the statement they are associated with.

[edit]
user@host# show protocols
ospf {
/* Backbone area configuration added June 15, 1998 */
area 0.0.0.0 {
/* Interface from router sj1 to router sj2 */
interface so-0/0/0.0 {
hello-interval 5;

}
}

}

After you have confirmed that the configuration is correct, enter the commit command.

Related
Documentation

Day One: Exploring the Junos CLI•

Using Configuration Groups to Quickly Configure Devices

Configuration groups are used to set up and apply common elements that are reused

within the same configuration. For more information, se the following topics:

• Understanding Junos OS Configuration Groups on page 122

• Creating a Junos OS Configuration Group on page 123

• Applying a Junos OS Configuration Group on page 125

• Example: Creating and Applying Junos OS Configuration Groups on page 126

• Example:CreatingandApplyingConfigurationGroupsonaTXMatrixRouteronpage 127

• Disabling Inheritance of a Junos OS Configuration Group on page 128

• Using the junos-defaults Configuration Group on page 130

• UsingWildcards with Configuration Groups on page 131

• Improving Commit TimeWhen Using Configuration Groups on page 134

• Example: Configuring Sets of Statements with Configuration Groups on page 134

• Example: Configuring Interfaces Using Configuration Groups on page 135

• Example: Configuring a Consistent IP Address for the Management Interface Using

Configuration Groups on page 138

• Example: Configuring Peer Entities Using Configuration Groups on page 139
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• Example: EstablishingRegionalConfigurationsUsingConfigurationGroupsonpage 141

• Example: ConfiguringWildcard Configuration Group Names on page 142

• Example: Referencing the Preset Statement From the Junos OS defaults

Group on page 143

• Example: Viewing Default Statements That Have Been Applied

to the Configuration on page 144

• Setting Up Routing Engine Configuration Groups on page 145

• Using Conditions to Apply Configuration Groups on page 147

• Example: Configuring Conditions for Applying Configuration Groups on page 147

Understanding Junos OS Configuration Groups

This topic provides an overview of the configuration groups feature and the inheritance

model in Junos OS, and contains the following sections:

• Configuration Groups Overview on page 122

• Inheritance Model on page 122

• Configuring Configuration Groups on page 123

Configuration Groups Overview

The configuration groups feature in Junos OS enables you to create a group containing

configuration statements and to direct the inheritance of that group’s statements in the

rest of the configuration. The same group can be applied to different sections of the

configuration, and different sections of one group’s configuration statements can be

inherited in different places in the configuration.

Configuration groups enable you to create smaller, more logically constructed

configuration files, making it easier to configure andmaintain Junos OS. For example,

you can group statements that are repeated in many places in the configuration, such

as when configuring interfaces, and thereby limit updates to just the group.

You can also use wildcards in a configuration group to allow configuration data to be

inherited by any object that matches a wildcard expression.

The configuration groupmechanism is separate from the grouping mechanisms used

elsewhere in the configuration, such as BGP groups. Configuration groups provide a

generic mechanism that can be used throughout the configuration but that are known

only to the Junos OS CLI. The individual software processes that perform the actions

directed by the configuration receive the expanded form of the configuration—they have

no knowledge of configuration groups.

InheritanceModel

Configurationgroupsuse true inheritance,which involvesadynamic, ongoing relationship

between the source of the configuration data and the target of that data. Data values

changed in the configuration group are automatically inherited by the target. The target

does not need to contain the inherited information, although the inherited values can be

overridden in the target without affecting the source fromwhich they were inherited.
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This inheritancemodel allows you to see only the instance-specific information without

seeing the inheriteddetails. A commandpipe in configurationmodeallows you todisplay

the inherited data.

Configuring Configuration Groups

For areas of your configuration to inherit configuration statements, youmust first put the

statements into a configuration group and then apply that group to the levels in the

configuration hierarchy that require the statements.

To configure configuration groups and inheritance, you can include the groups statement

at the [edit] hierarchy level:

[edit]
groups {
group-name {
configuration-data;

}
}

Include theapply-groups [group-names ]statement anywhere in the configurationwhere

the configuration statements contained in a configuration group are needed.

Creating a Junos OS Configuration Group

To create a configuration group, include the groups statement at the [edit] hierarchy

level:

[edit]
groups {
group-name {
configuration-data;

}
lccn-re0 {
configuration-data;

}
lccn-re1 {
configuration-data;

}
}

group-name is the name of a configuration group. You can configure more than one

configuration group by specifyingmultiple group-name statements. However, you cannot

use the prefix junos- in a group namebecause it is reserved for use by JunosOS. Similarly,

the configuration group juniper-ais is reserved exclusively for Juniper Advanced Insight

Solutions(AIS)-relatedconfiguration. Formore informationonthe juniper-aisconfiguration

group, see the Juniper Networks Advanced Insight Solutions Guide.

One reason for the naming restriction is a configuration group called junos-defaults. This

preset configuration group is applied to the configuration automatically. You cannot

modify or remove the junos-defaults configuration group. For more information about

the Junosdefault configurationgroup, see “Using the junos-defaultsConfigurationGroup”

on page 130.
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On routers that supportmultiple Routing Engines, you can also specify two special group

names:

• re0—Configuration statements applied to the Routing Engine in slot 0.

• re1—Configuration statements applied to the Routing Engine in slot 1.

NOTE: The configuration statements re0 and re1 are case senstive.

The configuration specified in group re0 is only applied if the current Routing Engine is in

slot0; likewise, theconfiguration specified in group re1 is only applied if thecurrentRouting

Engine is in slot 1. Therefore, both Routing Engines can use the same configuration file,

each using only the configuration statements that apply to it. Each re0 or re1 group

containsataminimumtheconfiguration for thehostnameandthemanagement interface

(fxp0). If each Routing Engine uses a different management interface, the group also

should contain the configuration for the backup router and static routes.

In addition, the TXMatrix router supports group names for the Routing Engines in each

T640 router attached to the routingmatrix. Providing special groupnames for all Routing

Engines in the routing matrix allows you to configure the individual Routing Engines in

each T640 router differently. Parameters that are not configured at the [edit groups]

hierarchy level apply to all Routing Engines in the routing matrix.

configuration-data contains the configuration statements applied elsewhere in the

configuration with the apply-groups statement. To have a configuration inherit the

statements inaconfigurationgroup, include theapply-groups statement. For information

about the apply-groups statement, see “Applying a Junos OS Configuration Group” on

page 125.

The groupnames for Routing Engines on theTXMatrix router have the following formats:

• lccn-re0—Configuration statementsapplied to theRoutingEngine in slot0 inaspecified

T640 router.

• lccn-re1—Configuration statements applied to theRouting Engine in slot 1 in a specified

T640 router.

n identifies the T640 router and can be from 0 through 3. For example, to configure

Routing Engine 1 properties for lcc3, you include statements at the [edit groups lcc3–re1]

hierarchy level. For information about the TXMatrix router and routing matrix, see the

User Access and Authentication Feature Guide.

NOTE: Themanagement Ethernet interface used for the TXMatrix Plus
router, T1600 or T4000 routers in a routingmatrix, and PTX Series Packet
Transport Routers, is em0. Junos OS automatically creates the router’s

management Ethernet interface, em0.
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Applying a Junos OS Configuration Group

To have the Junos OS configuration inherit the statements from a configuration group,

include the apply-groups statement:

apply-groups [ group-names ];

If you specify more than one group name, list them in order of inheritance priority. The

configuration data in the first group takes priority over the data in subsequent groups.

For routers that support multiple Routing Engines, you can specify re0 and re1 group

names. The configuration specified in group re0 is only applied if the current Routing

Engine is in slot 0; likewise, the configuration specified in group re1 is only applied if the

current Routing Engine is in slot 1. Therefore, both Routing Engines can use the same

configuration file, each using only the configuration statements that apply to it. Each re0

or re1 group contains at a minimum the configuration for the hostname and the

management interface (fxp0). If each Routing Engine uses a different management

interface, thegroupalso should contain theconfiguration for thebackup router andstatic

routes.

NOTE: Themanagement Ethernet interface used for the TXMatrix Plus
router, T1600 routers in a routingmatrix, and PTX Series Packet Transport
Switches, is em0.

Youcan includeonlyoneapply-groups statementateachspecific levelof theconfiguration

hierarchy. The apply-groups statement at a specific hierarchy level lists the configuration

groups to be added to the containing statement’s list of configuration groups.

Values specified at the specific hierarchy level override values inherited from the

configuration group.

Groups listed in nested apply-groups statements take priority over groups in outer

statements. In the following example, the BGP neighbor 10.0.0.1 inherits configuration

data from group one first, then from groups two and three. Configuration data in group

one overrides data in any other group. Data from group ten is used only if a statement is

not contained in any other group.

apply-groups [ eight nine ten ];
protocols {
apply-groups seven;
bgp {
apply-groups [ five six ];
group some-bgp-group {
apply-groups four;
neighbor 10.0.0.1 {
apply-groups [ one two three ];

}
}

}
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}

When you configure a group defined for the root level—that is, in the default logical

system–you cannot successfully apply that group to a nondefault logical system under

the [edit logical-systems logical-system-name]hierarchy level. Although the router accepts

the commit if you apply the group, the configuration group does not take effect for the

nondefault logical system. You can instead create an additional configuration group at

the root level and apply it within the logical system. Alternatively, you canmodify the

original group so that it includes configuration for both the default and nondefault logical

system hierarchy levels.

Example: Creating and Applying Junos OS Configuration Groups

In this example, the SNMP configuration is divided between the group basic and the

normal configuration hierarchy.

There are a number of advantages to placing the system-specific configuration (SNMP

contact) into a configuration group and thus separating it from the normal configuration

hierarchy—theuser can replace (using the load replace command) either sectionwithout

discarding data from the other.

In addition, setting a contact for a specific box is now possible because the group data

would be hidden by the router-specific data.

[edit]
groups {
basic { # User-defined group name
snmp { # This group contains some SNMP data
contact "My Engineering Group";
community BasicAccess {
authorization read-only;

}
}

}
}
apply-groups basic; # Enable inheritance from group "basic"
snmp { # Some normal (non-group) configuration
location "West of Nowhere";

}

This configuration is equivalent to the following:

[edit]
snmp {
location "West of Nowhere";
contact "My Engineering Group";
community BasicAccess {
authorization read-only;

}
}

For information about how to disable inheritance of a configuration group, see “Disabling

Inheritance of a Junos OS Configuration Group” on page 128.

Copyright © 2019, Juniper Networks, Inc.126

CLI User Guide



Example: Creating and Applying Configuration Groups on a TXMatrix Router

The following example shows how to configure and apply configuration groups on a TX

Matrix Router:

[edit]
groups {
re0 { # Routing Engine 0 on TXMatrix router
system {
host-name hostname;
backup-router ip-address;

}
interfaces {
fxp0 {
unit 0 {
family inet {
address ip-address;

}
}

}
}

}
re1 { # Routing Engine 1 on TXMatrix router
system {
host-name hostname;
backup-router ip-address;

}
interfaces {
fxp0 {
unit 0 {
family inet {
address ip-address;

}
}

}
}

}
lcc0-re0 { # Routing Engine 0 on T640 router numbered 0
system {
host-name hostname;
backup-router ip-address;

}
interfaces {
fxp0 {
unit 0 {
family inet {
address ip-address;

}
}

}
}

}
lcc0-re1 { # Routing Engine 1 on T640 router numbered 0
system {
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host-name hostname;
backup-router ip-address;

}
interfaces {
fxp0 {
unit 0 {
family inet {
address ip-address;

}
}

}
}

}
}
apply-groups [ re0 re1 lcc0-re0 lcc0-re1 ];

Disabling Inheritance of a Junos OS Configuration Group

To disable inheritance of a configuration group at any level except the top level of the

hierarchy, include the apply-groups-except statement:

apply-groups-except [ group-names ];

This statement is useful when you use the apply-group statement at a specific hierarchy

level but also want to override the values inherited from the configuration group for a

specific parameter.

Example: Disabling
Inheritance on

Interface so-1/1/0

In the following example, the apply-groups statement is applied globally at the interfaces
level. The apply-groups-except statement is also applied at interface so-1/1/0 so that it
uses the default values for the hold-time and link-mode statements.

[edit]
groups { # "groups" is a top-level statement
global { # User-defined group name
interfaces {
<*> {
hold-time down 640;
link-mode full-duplex;

}
}

}
}
apply-groups global;
interfaces {
so-1/1/0 {
apply-groups-except global; # Disables inheritance from group "global"
# so-1/1/0 uses default value for “hold-time”
# and "link-mode"

}
}

For information about applying a configuration group, see “Applying a Junos OS

Configuration Group” on page 125.
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Configuration groups can add some confusion regarding the actual values used by the

router, because configuration data can be inherited from configuration groups. To view

the actual values used by the router, use the display inheritance command after the pipe

( | ) in a show command. This command displays the inherited statements at the level

at which they are inherited and the group fromwhich they have been inherited.

[edit]
user@host# show | display inheritance
snmp {
location "West of Nowhere";
##
## 'My Engineering Group' was inherited from group 'basic'
##
contact "My Engineering Group";
##
## 'BasicAccess' was inherited from group 'basic'
##
community BasicAccess {
##
## 'read-only' was inherited from group 'basic'
##
authorization read-only;

}
}

To display the expanded configuration (the configuration, including the inherited

statements) without the ## lines, use the except command after the pipe in a show

command:

[edit]
user@host# show | display inheritance | except ##
snmp {
location "West of Nowhere";
contact "My Engineering Group";
community BasicAccess {
authorization read-only;

}
}
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NOTE: Using the display inheritance | except ## option removes all the lines

with ##. Therefore, youmight also not be able to view information about

passwords andother important datawhere## is used. To view the complete

configuration details with all the information without just the comments
marked with ##, use the no-comments option with the display inheritance

command:

[edit]
user@host# show | display inheritance no-comments
snmp {
location "West of Nowhere";
contact "My Engineering Group";
community BasicAccess {
authorization read-only;

}
}

Using the junos-defaults Configuration Group

Junos OS provides a hidden and immutable configuration group called junos-defaults

that is automatically applied to the configuration of your router. The junos-defaults group

contains preconfigured statements that contain predefined values for common

applications. Some of the statements must be referenced to take effect, such as

definitions for applications (for example, FTP or telnet settings). Other statements are

applied automatically, such as terminal settings.

NOTE: Many identifiers included in the junos-defaults configuration group

begin with the name junos-. Because identifiers beginning with the name

junos- are reserved for use by Juniper Networks, you cannot define any

configuration objects using this name.

You cannot include junos-defaults as a configuration group name in an

apply-groups statement.

To view the full set of available preset statements from the Junos defaults group, issue

the show groups junos-defaults configuration mode command at the top level of the

configuration. The following example displays a partial list of Junos defaults groups:

user@host# show groups junos-defaults
#Make vt100 the default for the console port
system {
ports {
console type vt100;

}
}
applications {
# File Transfer Protocol
application junos-ftp {
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application-protocol ftp;
protocol tcp;
destination-port 21;

}
# Trivial File Transfer Protocol
application junos-tftp {
application-protocol tftp;
protocol udp;
destination-port 69;

}
# RPC port mapper on TCP
application junos-rpc-portmap-tcp {
application-protocol rpc-portmap;
protocol tcp;
destination-port 111;

}
# RPC port mapper on UDP

}

To reference statements available from the junos-defaults group, include the selected

junos- default-name statement at the applicable hierarchy level.

UsingWildcards with Configuration Groups

You can use wildcards to identify names and allow one statement to provide data for a

variety of statements. For example, grouping the configuration of the sonet-options

statement over all SONET/SDH interfaces or the dead interval for OSPF over all

Asynchronous Transfer Mode (ATM) interfaces simplifies configuration files and eases

their maintenance.

Using wildcards in normal configuration data is done in a style that is consistent with

that used with traditional UNIX shell wildcards. In this style, you can use the following

metacharacters:

• Asterisk ( * )—Matches any string of characters.

• Question mark ( ? )—Matches any single character.

• Open bracket ( [ )—Introduces a character class.

• Closebracket ( ] )—Indicates theendofacharacter class. If the closebracket ismissing,

the open bracket matches a [ rather than introduce a character class.

• A character class matches any of the characters between the square brackets. Within

a configuration group, an interface name that includes a character class must be

enclosed in quotation marks.

• Hyphen ( - )—Specifies a range of characters.

• Exclamation point ( ! )—The character class can be complemented bymaking an

exclamation point the first character of the character class. To include a close bracket

(]) in a character class, make it the first character listed (after the !, if any). To include

aminus sign, make it the first or last character listed.
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NOTE: If used inside the groups hierarchy, an identifier name cannot start

with < unless you are defining a wildcard statement, in which case the

wildcard statementmust have a closing >.

Wildcarding in configuration groups follows the same rules, but < and > have a special

meaning when used under the groups hierarchy. In the groups hierarchy, any term using

a wildcard pattern must be enclosed in angle brackets <pattern> to differentiate it from

other wildcarding in the configuration file.

[edit]
groups {
sonet-default {
interfaces {
<so-*> {
sonet-options {
payload-scrambler;
rfc-2615;

}
}

}
}

}

Wildcard expressions match (and provide configuration data for) existing statements in

theconfiguration thatmatch their expressiononly. In thepreviousexample, theexpression

<so-*> passes its sonet-options statement to any interface thatmatches the expression

so-*.

The following example shows how to specify a range of interfaces:

[edit]
groups {
gigabit-ethernet-interfaces {
interfaces {
"<ge-1/2/[5-8]>" {
description "These interfaces reserved for Customer ABC";

}
}

}
}

Angle brackets allow you to pass normal wildcarding through without modification. In

any matching within the configuration, whether it is done with or without wildcards, the

first itemencountered in theconfiguration thatmatches isused. In the followingexample,

data from the wildcarded BGP groups is inherited in the order in which the groups are

listed. The preference value from <*a*> overrides the preference in <*b*>, just as the p

value from <*c*> overrides the one from <*d*>. Data values from any of these groups

override the data values from abcd.

[edit]
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user@host# show
groups {
one {
protocols {
bgp {
group <*a*> {
preference 1;

}
group <*b*> {
preference 2;

}
group <*c*> {
out-delay 3;

}
group <*d*> {
out-delay 4;

}
group abcd {
preference 10;
hold-time 10;
out-delay 10;

}
}

}
}

}
protocols {
bgp {
group abcd {
apply-groups one;

}
}

}
[edit]
user@host# show | display inheritance
protocols {
bgp {
group abcd {
##
## ’1’ was inherited from group ’one’
##
preference 1;
##
## ’10’ was inherited from group ’one’
##
hold-time 10;
##
## ’3’ was inherited from group ’one’
##
out-delay 3;

}
}

}
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Improving Commit TimeWhen Using Configuration Groups

Configurationgroupsareused forapplyingconfigurationsacrossotherhierarchieswithout

re-entering configuration data. Some configuration groups specify every configuration

detail. Other configuration groups make use of wildcards to configure ranges of data,

without detailing each configuration line. Some configurations have an inheritance path

that includes a long string of configurations to be applied.

When a configuration that uses configuration groups is committed, the commit process

expands and reads all of the configuration data of the group into memory in order to

apply the configurations as intended. The commit performance can be negatively

impacted if many configuration groups are being applied, especially if the configuration

groups use wildcards extensively.

If your system usesmany configuration groups that use wildcards, you can configure the

persist-groups-inheritance statement at the [edit system commit] hierarchy level to

improve commit time performance.

Using this option allows the system to build the inheritance path for each configuration

group inside the database, instead of in the process memory. This can improve commit

timeperformance.However, it canalsocan increase thedatabasesizebyup to22percent.

Example: Configuring Sets of Statements with Configuration Groups

When sets of statements exist in configuration groups, all values are inherited. For

example:

[edit]
user@host# show
groups {
basic {
snmp {
interface so-1/1/1.0;

}
}

}
apply-groups basic;
snmp {
interface so-0/0/0.0;

}
[edit]
user@host# show | display inheritance
snmp {
##
## ’so-1/1/1.0’ was inherited from group ’basic’
##
interface [ so-0/0/0.0 so-1/1/1.0 ];

}

For sets that are not displayedwithin brackets, all values are also inherited. For example:

[edit]
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user@host# show
groups {
worldwide {
system {
name-server {
10.0.0.100;
10.0.0.200;

}
}

}
}
apply-groups worldwide;
system {
name-server {
10.0.0.1;
10.0.0.2;

}
}
[edit]
user@host# show | display inheritance
system {
name-server {
##
## ’10.0.0.100’ was inherited from group ’worldwide’
##
10.0.0.100;
##
## ’10.0.0.200’ was inherited from group ’worldwide’
##
10.0.0.200;
10.0.0.1;
10.0.0.2;

}
}

Example: Configuring Interfaces Using Configuration Groups

You can use configuration groups to separate the common interface media parameters

from the interface-specific addressing information. The following example places

configuration data for ATM interfaces into a group called atm-options:

[edit]
user@host# show
groups {
atm-options {
interfaces {
<at-*> {
atm-options {
vpi 0maximum-vcs 1024;

}
unit <*> {
encapsulation atm-snap;
point-to-point;
family iso;
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}
}

}
}

}
apply-groups atm-options;
interfaces {
at-0/0/0 {
unit 100 {
vci 0.100;
family inet {
address 10.0.0.100/30;

}
}
unit 200 {
vci 0.200;
family inet {
address 10.0.0.200/30;

}
}

}
}
[edit]
user@host# show | display inheritance
interfaces {
at-0/0/0 {
##
## "atm-options" was inherited from group "atm-options"
##
atm-options {
##
## "1024" was inherited from group "atm-options"
##
vpi 0maximum-vcs 1024;

}
unit 100 {
##
## "atm-snap" was inherited from group "atm-options"
##
encapsulation atm-snap;
##
## "point-to-point" was inherited from group "atm-options"
##
point-to-point;
vci 0.100;
family inet {
address 10.0.0.100/30;

}
##
## "iso" was inherited from group "atm-options"
##
family iso;

}
unit 200 {
##
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## "atm-snap" was inherited from group "atm-options"
##
encapsulation atm-snap;
##
## "point-to-point" was inherited from group "atm-options"
##
point-to-point;
vci 0.200;
family inet {
address 10.0.0.200/30;

}
##
## "iso" was inherited from group "atm-options"
##
family iso;

}
}

}
[edit]
user@host# show | display inheritance | except ##
interfaces {
at-0/0/0 {
atm-options {
vpi 0maximum-vcs 1024;

}
unit 100 {
encapsulation atm-snap;
point-to-point;
vci 0.100;
family inet {
address 10.0.0.100/30;

}
family iso;

}
unit 200 {
encapsulation atm-snap;
point-to-point;
vci 0.200;
family inet {
address 10.0.0.200/30;

}
family iso;

}
}

}

See Also InterfaceNamingConventionsUsed intheJunosOSOperationalCommandsonpage250•
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Example:ConfiguringaConsistent IPAddressfor theManagement InterfaceUsingConfiguration
Groups

On routers with multiple Routing Engines, each Routing Engine is configured with a

separate IP address for themanagement interface (fxp0). To access themaster Routing

Engine, youmustknowwhichRoutingEngine isactiveanduse theappropriate IPaddress.

Optionally, for consistent access to the master Routing Engine, you can configure an

additional IP address and use this address for the management interface regardless of

which Routing Engine is active. This additional IP address is active only on the

management interface for the master Routing Engine. During switchover, the address

moves to the newmaster Routing Engine.

In the following example, address 10.17.40.131 is configured for both Routing Engines and

includes amaster-only statement. With this configuration, the 10.17.40.131 address is

active only on themaster Routing Engine. The address remains consistent regardless of

which Routing Engine is active. Address 10.17.40.132 is assigned to fxp0 on re0, and

10.17.40.133 is assigned to fxp0 on re1.

[edit groups re0 interfaces fxp0]
unit 0 {
family inet {
address 10.17.40.131/25 {
master-only;

}
address 10.17.40.132/25;

}
}
[edit groups re1 interfaces fxp0]
unit 0 {
family inet {
address 10.17.40.131/25 {
master-only;

}
address 10.17.40.133/25;

}
}

This feature is available on all routers that include dual Routing Engines. On a routing

matrix composed of the TXMatrix router, this feature is applicable to the switch-card

chassis (SCC) only. Likewise, on a routing matrix composed of a TXMatrix Plus router,

this feature is applicable to the switch-fabric chassis (SFC) only.
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NOTE:

• If youconfigure thesame IPaddress foramanagement interfaceor internal
interface such as fxp0 and an external physical interface such as ge-0/0/1,

when graceful Routing Engine switchover (GRES) is enabled, the CLI
displays an appropriate commit error message that identical addresses
have been found on the private and public interfaces. In such cases, you
must assign unique IP addresses for the two interfaces that haveduplicate
addresses.

• Themanagement Ethernet interface used for the TXMatrix Plus router,
T1600routers ina routingmatrix, andPTXSeriesPacketTransportRouters,
is em0. JunosOSautomatically creates the router’smanagementEthernet

interface, em0.

Example: Configuring Peer Entities Using Configuration Groups

In this example, we create a group some-isp that contains configuration data relating to

another Internet service provider (ISP). We can then insert apply-group statements at

any point to allow any location in the configuration hierarchy to inherit this data.

[edit]
user@host# show
groups {
some-isp {
interfaces {
<xe-*> {
gigether-options {
flow-control;

}
}

}
protocols {
bgp {
group <*> {
neighbor <*> {
remove-private;

}
}

}
pim {
interface <*> {
version 1;

}
}

}
}

}
interfaces {
xe-0/0/0 {
apply-groups some-isp;
unit 0 {
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family inet {
address 10.0.0.1/24;

}
}

}
}
protocols {
bgp {
groupmain {
neighbor 10.254.0.1 {
apply-groups some-isp;

}
}

}
pim {
interface xe-0/0/0.0 {
apply-groups some-isp;

}
}

}
[edit]
user@host# show | display inheritance
interfaces {
xe-0/0/0 {
##
## "gigether-options" was inherited from group "some-isp"
##
gigether-options {
##
## "flow-control" was inherited from group "some-isp"
##
flow-control;

}
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}
protocols {
bgp {
groupmain {
neighbor 10.254.0.1 {
##
## "remove-private" was inherited from group "some-isp"
##
remove-private;

}
}

}
pim {
interface xe-0/0/0.0 {
##
## "1" was inherited from group "some-isp"
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##
version 1;

}
}

}

Example: Establishing Regional Configurations Using Configuration Groups

In this example, one group is populated with configuration data that is standard

throughout the company, while another group contains regional deviations from this

standard:

[edit]
user@host# show
groups {
standard {
interfaces {
<t3-*> {
t3-options {
compatibility-mode larscom subrate 10;
idle-cycle-flag ones;

}
}

}
}
northwest {
interfaces {
<t3-*> {
t3-options {
long-buildout;
compatibility-mode kentrox;

}
}

}
}

}
apply-groups standard;
interfaces {
t3-0/0/0 {
apply-groups northwest;

}
}
[edit]
user@host# show | display inheritance
interfaces {
t3-0/0/0 {
##
## "t3-options" was inherited from group "northwest"
##
t3-options {
##
## "long-buildout" was inherited from group "northwest"
##
long-buildout;
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##
## "kentrox" was inherited from group "northwest"
##
compatibility-mode kentrox;
##
## "ones" was inherited from group "standard"
##
idle-cycle-flag ones;

}
}

}

Example: ConfiguringWildcard Configuration Group Names

Wildcards are configuration group names that use special characters to create a pattern

that can be applied to multiple statements. Wildcards are useful for copying one set of

configuration options to a large number of different configuration groups. It is important

to set up your wildcard name properly to ensure that the wildcard configuration options

get copied to the appropriate configuration groups.

In this example, you configure different values for the <*-major> and <*-minor>wildcard

groups under the label-switched-path statement. The asterisk (*) character represents

a section of thewildcard name that canmatch any string of characters. For example the

configuration options under label-switched-path <*-major> are passed onto

label-switched-pathmetro-major and any other label-switched-path configuration group

containing -major in its name.

[edit]
user@host# show
groups {
mpls-conf {
protocols {
mpls {
label-switched-path <*-major> {
retry-timer 5;
bandwidth 155m;
optimize-timer 60;

}
label-switched-path <*-minor> {
retry-timer 15;
bandwidth 64k;
optimize-timer 120;

}
}

}
}

}
apply-groupsmpls-conf;
protocols {
mpls {
label-switched-pathmetro-major {
to 10.0.0.10;

}
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label-switched-path remote-minor {
to 10.0.0.20;

}
}

}
[edit]
user@host# show | display inheritance
protocols {
mpls {
label-switched-pathmetro-major {
to 10.0.0.10;
##
## "5" was inherited from group "mpls-conf"
##
retry-timer 5;
## "155m"was inherited from group "mpls-conf"
##
bandwidth 155m;
##
## "60" was inherited from group "mpls-conf"
##
optimize-timer 60;

}
label-switched-path remote-minor {
to 10.0.0.20;
##
## "15" was inherited from group "mpls-conf"
##
retry-timer 15;
##
## "64k" was inherited from group "mpls-conf"
##
bandwidth 64k;
##
## "120" was inherited from group "mpls-conf"
##
optimize-timer 120;

}
}

}

Example: Referencing the Preset Statement From the Junos OS defaults Group

The following example is a preset statement from the Junos defaults group that is

available for FTP in a stateful firewall:

[edit]
groups {
junos-defaults {
applications {
application junos-ftp {# Use FTP default configuration
application-protocol ftp;
protocol tcp;
destination-port 21;
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}
}

}

To reference a preset Junos default statement from the Junos defaults group, include

the junos-default-name statement at the applicable hierarchy level. For example, to

reference the Junos default statement for FTP in a stateful firewall, include the junos-ftp

statement at the [edit services stateful-firewall rulemy-rule termmy-term from

applications] hierarchy level:

[edit]
services {
stateful-firewall {
rule my-rule {
termmy-term {
from {
applications junos-ftp; #Reference predefined statement, junos-ftp

}
}

}
}

}

Example: Viewing Default Statements That Have Been Applied to the Configuration

To view the Junos defaults that have been applied to the configuration, issue the show

|display inheritancedefaults command. For example, to view the inherited Junosdefaults

at the [edit system ports] hierarchy level:

user@host# show system ports | display inheritance defaults
## ## 'console' was inherited from group 'junos-defaults'
## 'vt100' was inherited from group 'junos-defaults'
## console type vt100;

If you choose not to use existing Junos default statements, you can create your own

configuration groups manually.

To view the complete configuration informationwithout the commentsmarkedwith##,

use the no-comments option with the display inheritance command.

Copyright © 2019, Juniper Networks, Inc.144

CLI User Guide



Setting Up Routing Engine Configuration Groups

In a router with two Routing Engines, one configuration should be shared between both

Routing Engines. This ensures that both Routing Engine configurations are identical.

Within this configuration, create twoRouting Engine groups, one for eachRouting Engine.

Within these groups, you specify the Routing Engine–specific parameters.

For more information about creating configuration groups, see the CLI User Guide.

Formore informationabout the initial configuration for redundantRoutingEnginesystems

and the re0 group, see High Availability Feature Guide.

1. Create the configuration group re0. The re0 group is a special group designator that
is only used by RE0 in a redundant routing platform.

[edit]
root# set groups re0

2. Navigate to the groups re0 level of the configuration hierarchy.

[edit]
root#  edit groups re0

3. Specify the router hostname.

[edit groups re0]
root# set system host-name host-name

NOTE: The hostname specified in the router configuration is not used by
theDNS server to resolve to the correct IP address. This hostname is used
to display the name of the Routing Engine in the CLI. For example, the
hostname appears at the command-line prompt when the user is logged
in to the CLI:

user-name@host-name>

4. Configure the IP address and prefix length for the router Ethernet interface.

• For all devices except the TXMatrix Plus router, T1600or T4000 routers in a routing

matrix, and PTX Series Packet Transport Routers:

[edit]
root@# set interfaces fxp0 unit 0 family inet address address/prefix-length

• For the TXMatrix Plus router, T1600 or T4000 routers in a routing matrix only, and

PTX Series Packet Transport Routers:

[edit]

145Copyright © 2019, Juniper Networks, Inc.

Chapter 3: Using Configuration Statements to Configure a Device



root@# set interfaces em0 unit 0 family inet address address/prefix-length

Touse em0as anout-of-bandmanagement Ethernet interface, youmust configure

its logical port, em0.0, with a valid IP address.

• For a T1600 standalone router (not connected to a TXMatrix Plus router and not

in a routing matrix):

[edit]
root@# set interfaces fxp0 unit 0 family inet address address/prefix-length

5. Return to the top level of the hierarchy.

[edit groups re0]
root# top

6. Create the configuration group re1.

[edit]
root# set groups re1

7. Navigate to the groups re1 level of the configuration hierarchy.

[edit]
root# edit groups re1

8. Specify the router hostname.

[edit groups re1]
root# set system host-name host-name

9. Configure the IP address and prefix length for the router Ethernet interface.

• For all devices except the TXMatrix Plus router, T1600or T4000 routers in a routing

matrix, and PTX Series Packet Transport Routers:

[edit]
root@# set interfaces fxp0 unit 0 family inet address address/prefix-length

• For the TXMatrix Plus router and T1600 or T4000 routers in a routing matrix only:

[edit]
root@# set interfaces em0 unit 0 family inet address address/prefix-length

Touse em0as anout-of-bandmanagement Ethernet interface, youmust configure

its logical port, em0.0, with a valid IP address.

• For a T1600 standalone router (not connected to a TXMatrix Plus router, and not

in a routing matrix):
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[edit]
root@# set interfaces fxp0 unit 0 family inet address address/prefix-length

10. Return to the top level of the hierarchy.

[edit groups re0]
root# top

11. Specify the group application order.

[edit]
root# set apply-groups [ re0 re1 ]

Using Conditions to Apply Configuration Groups

You canuse thewhen statement at the [edit groupsgroup-name]hierarchy level to define

conditions under which a configuration group should be applied.

You can configure a group to be applied based on the type of chassis, model, or Routing

Engine, virtual chassis member, cluster node, and start and optional end time of day or

date.

For example, you could use thewhen statement to create a generic configuration group

for each type of node and then apply the configuration based on certain node properties,

such as chassis or model.

Example: Configuring Conditions for Applying Configuration Groups

This example shows how to configure conditions under which a specified configuration

group is to be applied.

• Requirements on page 147

• Overview on page 147

• Configuration on page 148

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

Youcanconfigure your groupconfigurationdataat the [editgroupsgroup-name]hierarchy

level, then use thewhen statement to have the group applied based on conditions

including: type of chassis, model, routing-engine, virtual chassis member, cluster node,

and start and optional end time of day or date.

If you specify multiple conditions in a single configuration group, all conditions must be

met before the configuration group is applied.
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You can specify the start time or the time duration for the configuration group to be

applied. If only the start time is specified, theconfigurationgroup isappliedat thespecified

time and it remains in effect until the time is changed. If the end time is specified, then

on each day, the applied configuration group is started and stopped at the specified

times.

This example sets conditions in a configurationgroup, test1, such that this group is applied

only when all of the following conditions are met: the router is a model MX240 router

with chassis typeLCC0,withaRoutingEngineoperatingasRE0, ismember0of the virtual

chassis on node0, and the configuration group will only be in effect from 9:00 a.m. until

5:00 p.m. each day.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set groups test1 whenmodel mx240
set groups test1 when chassis lcc0
set groups test1 when routing-engine re0
set groups test1 whenmembermember0
set groups test1 when node node0
set groups test1 when time 9 to 5

Step-by-Step
Procedure

To configure conditions for configuration group test1:

Set the condition that identifies the model MX240 router.1.

[edit groups test1 when]
user@host# setmodel mx240

2. Set the condition that identifies the chassis type as LCC0.

[edit groups test1 when]
user@host# set chassis lcc0

3. Set the condition that identifies the Routing Engine operating as RE0.

[edit groups test1 when]
user@host# set routing-engine re0

4. Set the condition that identifies the virtual chassismember0.

[edit groups test1 when]
user@host# setmembermember0
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5. Set the condition that identifies the cluster node0.

[edit groups test1 when]
user@host# set node node0

6. Set the condition that applies the group only between the hours of 9:00 a.m. and

5:00 p.m. daily.

[edit groups test1 when]
user@host# set time 9 to 5

NOTE: The syntax for specifying the time is: time <start-time> [to

<end-time>] using the time format yyyy-mm-dd.hh:mm, hh:mm, or hh.

7. Commit the configuration.

user@host# commit

Results From configuration mode, confirm your configuration by entering the show groups test1

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show groups test1
when {
time 9 to 5;
chassis lcc0;
model mx240;
routing-engine re0;
member member0;
node node0;

}

Verification

Confirm that the configuration is working properly.

• Checking Group Inheritance with Conditional Data on page 149

Checking Group Inheritance with Conditional Data

Purpose Verify that conditional data from a configuration group is inherited when applied.

Action The show | display inheritance operational command can be issued with thewhen data

to display the conditional inheritance. Using this example, you could issue one of these

commands to determine that the conditional data was inherited:
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user@host> show | display inheritance whenmodel mx240
user@host> show | display inheritance when chassis lcc0
user@host> show | display inheritance when routing-engine re0
user@host> show | display inheritance whenmembermember0
user@host> show | display inheritance when node node0
user@host> show | display inheritance when time 9 to 5

Related
Documentation

Day One: Exploring the Junos CLI•

Viewing the Configuration

The show configuration mode command displays the current configuration for a device

running Junos OS. For more information on how to display the information about the

configuration, see the following topics:

• Displaying the Current Junos OS Configuration on page 150

• Example: Displaying the Current Junos OS Configuration on page 151

• Displaying Additional Information About the Junos OS Configuration on page 152

• Displaying set Commands from the Junos OS Configuration on page 155

Displaying the Current Junos OS Configuration

To display the current configuration for a device running Junos OS, use the show

configuration mode command. This command displays the configuration at the current

hierarchy level or at the specified level.

user@host# show <statement-path>

The configuration statements appear in a fixed order, interfaces appear alphabetically

by type, and then in numerical order by slot number, PIC number, and port number. Note

that when you configure the router, you can enter statements in any order.

You also can use the CLI operational mode show configuration command to display the

last committed current configuration, which is the configuration currently running on the

router:

user@host> show configuration

When you show a configuration, a timestamp at the top of the configuration indicates

when the configuration was last changed:

## Last commit: 2006-07-18 11:21:58 PDT by echen
version 8.3

If you have omitted a required statement at a particular hierarchy level, when you issue

the show command in configuration mode, a message indicates which statement is

missing. As long as amandatory statement is missing, the CLI continues to display this

message each time you issue a show command. For example:
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[edit]
user@host# show
protocols {
pim {
interface so-0/0/0 {
priority 4;
version 2;
#Warning: missingmandatory statement(s): 'mode'

}
}

}

When you issue the show configuration command with the | display set pipe option to

view the configuration as set commands, those portions of the configuration that you

do not have permissions to view are substituted with the text ACCESS-DENIED.

Unsupported statements included in the CLI configuration are displayed with the

“unsupported” text in the configuration. For example, if a statement is configured on an

unsupported platform, the CLI displays a message that the statement is ignored in the

configuration because it is configured on an unsupported platform. When you issue the

showcommandwith the |displayxmloption, youcansee theunsupported="unsupported”

attribute for configuration that is unsupported.

The “unsupported”attribute included in text configurationorXMLconfiguration isprovided

to scripts when the unsupported="unsupported" attribute is included in the

<get-configuration> RPC call.

Example: Displaying the Current Junos OS Configuration

The following example shows how you can display the current Junos configuration.

Set a configuration:

[edit]
user@host# set protocols ospf area 0.0.0.0 interface so-0/0/0 hello-interval 5

To display the current configuration:

[edit]
user@host# show
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;

}
}

}
}

Display a particular hierarchy in the configuration:
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[edit]
user@host# show protocols ospf area 0.0.0.0
interface so-0/0/0 {
hello-interval 5;

}

Move down a level and display the configuration at that level:

[edit]
user@host# edit protocols ospf area 0.0.0.0
[edit protocols ospf area 0.0.0.0]
user@host# show
interface so-0/0/0 {
hello-interval 5;

}

Set and commit a configuration:

[edit]
user@host# set protocols ospf area 0.0.0.0 interface so-0/0/0 hello-interval 5
[edit]
user@host# commit
commit complete
[edit]
user@host# quit
exiting configurationmode

Display the last committed configuration:

user@host> show configuration
## Last commit: 2006-08-10 11:21:58 PDT by user
version 8.3
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0 {
hello-interval 5;

}
}

}
}

Displaying Additional Information About the Junos OS Configuration

In configuration mode only, to display additional information about the configuration,

use the display detail command after the pipe ( | ) in conjunctionwith a show command.

The additional information includes the help string that explains each configuration

statement and the permission bits required to add andmodify the configuration

statement.

user@host# show <hierarchy-level> | display detail

For example:
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[edit]
user@host# show | display detail
##
## version: Software version information
## require: system
##
version "3.4R1 [tlim]";
system {
##
## host-name: Host name for this router
##match: ^[[:alnum:]._-]+$
## require: system
##

}
host-name router-name;
##
## domain-name: Domain name for this router
##match: ^[[:alnum:]._-]+$
## require: system
##
domain-name isp.net;
##
## backup-router: Address of router to use while booting
##
backup-router 192.168.100.1;
root-authentication {
##
## encrypted-password: Encrypted password string
##
encrypted-password "$ABC123"; # SECRET-DATA

}
##
## name-server: DNS name servers
## require: system
##
name-server {
##
## name-server: DNS name server address
##
208.197.1.0;

}
login {
##
## class: User name (login)
##match: ^[[:alnum:]_-]+$
##
class super-user {
##
## permissions: Set of permitted operation categories
##
permissions all;

}
...
##
## services: System services
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## require: system
##
services {
## services: Service name
##
ftp;
##
## services: Service name
##
telnet;
##

}
syslog {
##
## file-name: File to record logging data
##
file messages {
##
## Facility type
## Level name
##
any notice;
##
## Facility type
## Level name
##
authorization info;

}
}

}
chassis {
alarm {
sonet {
##
## lol: Loss of light
## alias: loss-of-light
##
lol red;

}
}

}
interfaces {
##
## Interface name
##
at-2/1/1 {
atm-options {
##
## vpi: Virtual path index
## range: 0 .. 255
##maximum-vcs: Maximum number of virtual circuits on this VP
##
vpi 0maximum-vcs 512;

}
##
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## unit: Logical unit number
## range: 0 .. 16384
##
unit 0 {
##
## vci: ATM point-to-point virtual circuit identifier ([vpi.]vci)

}
##
vci 0.128;

}
}
...

Displaying set Commands from the Junos OS Configuration

In configurationmode, youcandisplay theconfigurationasa series of configurationmode

commands required to re-create the configuration. This is useful if you are not familiar

with how to use configurationmode commands or if youwant to cut, paste, and edit the

displayed configuration.

To display the configuration as a series of configuration mode commands, which are

required to re-create the configuration from the top level of the hierarchy as set

commands, issue the show configuration mode command with the display set option:

user@host# show | display set

This topic contains the following examples:

• Example: Displaying set Commands from the Configuration on page 155

• Example:DisplayingRequiredsetCommandsat theCurrentHierarchyLevelonpage 156

• Example: Displaying set Commands with the match Option on page 156

Example: Displaying set Commands from the Configuration

Display the set commands from the configuration at the [edit interfaces] hierarchy level:

[edit interfaces fe-0/0/0]
user@host# show
unit 0 {
family inet {
address 192.107.1.230/24;

}
family iso;
family mpls;

}
inactive: unit 1 {
family inet {
address 10.0.0.1/8;

}
}
user@host# show | display set
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set interfaces fe-0/0/0 unit 0 family inet address 192.107.1.230/24
set interfaces fe-0/0/0 unit 0 family iso
set interfaces fe-0/0/0 unit 0 family mpls
set interfaces fe-0/0/0 unit 1 family inet address 10.0.0.1/8
deactivate interfaces fe-0/0/0 unit 1

To display the configuration as a series of configuration mode commands required to

re-create the configuration from the current hierarchy level, issue the show configuration

mode command with the display set relative option:

user@host# show | display set relative

Example: Displaying Required set Commands at the Current Hierarchy Level

Display the configuration as a series of configuration mode commands required to

re-create the configuration from the current hierarchy level:

[edit interfaces fe-0/0/0]
user@host# show
unit 0 {
family inet {
address 192.107.1.230/24;

}
family iso;
family mpls;

}
inactive: unit 1 {
family inet {
address 10.0.0.1/8;

}
}
user@host# show | display set relative
set unit 0 family inet address 192.107.1.230/24
set unit 0 family iso
set unit 0 family mpls
set unit 1 family inet address 10.0.0.1/8
deactivate unit 1

To display the configuration as set commands and search for text matching a regular

expression by filtering output, specify thematch option after the pipe ( | ):

user@host# show | display set | match regular-expression

Example: Displaying set Commandswith thematch Option

Display IP addresses associated with an interface:

xe-2/3/0 {
unit 0 {
family inet {
address 192.107.9.106/30;

}
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}
}
so-5/1/0 {
unit 0 {
family inet {
address 192.107.9.15/32 {
destination 192.107.9.192;

}
}

}
}
lo0 {
unit 0 {
family inet {
address 127.0.0.1/32;

}
}

}
user@host# show interfaces | display set | match address
set interfaces xe-2/3/0 unit 0 family inet address 192.168.9.106/30
set interfaces so-5/1/0 unit 0 family inet address 192.168.9.15/32 destination 192.168.9.192
set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Related
Documentation

Day One: Exploring the Junos CLI•

Verifying the Junos OS Configuration

To verify that the syntax of a Junos configuration is correct, use the configuration mode

commit check command:

[edit]
user@host# commit check
configuration check succeeds
[edit]
user@host#

If the commit check command finds an error, a message indicates the location of the

error.

Related
Documentation

Adding Junos OS Configuration Statements and Identifiers on page 89•

• Committing a Junos OS Configuration on page 159
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Committing a Configuration

To commit a configuration, the commit configuration mode command enables you to

save the Junos OS configuration changes to the configuration database and to activate

the configuration on the router. For more information, see the following topics:

• Junos OS Commit Model for Configurations on page 158

• Committing a Junos OS Configuration on page 159

• Commit OperationWhen Multiple Users Configure the Software on page 162

• Commit Preparation and Activation Overview on page 163

• Committing Junos OS Configurations in Two Steps: Preparation and

Activation on page 164

• Activating a Junos OS Configuration but Requiring Confirmation on page 166

• Scheduling a Junos OS Commit Operation on page 167

• Monitoring the Junos OS Commit Process on page 168

• Adding a Comment to Describe the Committed Configuration on page 169

• Junos OS Batch Commits Overview on page 170

• Example: Configuring Batch Commit Server Properties on page 171

• Backing Up the Committed Configuration on the Alternate Boot Drive on page 179

Junos OS Commit Model for Configurations

The device configuration is saved using a commit model—a candidate configuration is

modified as desired and then committed to the system.When a configuration is

committed, the device checks the configuration for syntax errors, and if no errors are

found, the configuration is saved as juniper.conf.gz and activated. The formerly active

configuration file is saved as the first rollback configuration file (juniper.conf.1.gz), and

any other rollback configuration files are incremented by 1. For example, juniper.conf.1.gz

is incremented to juniper.conf.2.gz, making it the second rollback configuration file. The

device can have amaximum of 49 rollback configurations (numbered 1 through 49)

saved on the system.

On thedevice, theactiveconfiguration file and the first three rollback files (juniper.conf.gz.1,

juniper.conf.gz.2, juniper.conf.gz.3) are located in the /config directory. If the file

rescue.conf.gz is savedon the system, this file shouldalsobe saved in the /configdirectory.

The factory default files are located in the /etc/config directory.

There are twomechanisms used to propagate the configurations between Routing

Engines within a device:

• Synchronization—Propagates a configuration from one Routing Engine to a second

Routing Engine within the same device chassis.

NOTE: The QFX3500 switch has only one Routing Engine.
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To synchronize configurations, use the commit synchronizeCLI command. If one of the

Routing Engines is locked, the synchronization fails. If synchronization fails because of

a locked configuration file, you can use the commit synchronize force command. This

command overrides the lock and synchronizes the configuration files.

• Distribution—Propagates a configuration across the routing plane on amultichassis

device.Distributionoccursautomatically. There is nouser commandavailable tocontrol

the distribution process. If a configuration is locked during a distribution of a

configuration, the locked configuration does not receive the distributed configuration

file, so the synchronization fails. You need to clear the lock before the configuration

and resynchronize the routing planes.

NOTE: When you use the commit synchronize force CLI command on a

multichassis platform, the forced synchronizationof the configuration files
does not affect the distribution of the configuration file across the routing
plane. If a configuration file is locked on a device remote from the device
where the commandwas issued, the synchronization fails on the remote
device.Youneedtoclear the lockand reissue thesynchronizationcommand.

Committing a Junos OS Configuration and Exiting ConfigurationMode

To save Junos OS configuration changes, activate the configuration on the device and

exit configuration mode, using the commit and-quit configuration mode command. This

command succeeds only if the configuration contains no errors.

[edit]
user@host# commit and-quit
commit complete
exiting configurationmode
user@host>

NOTE: Wedonot recommendperformingacommitoperationon thebackup
Routing Engine when graceful Routing Engine switchover is enabled on the
router.

See Also Configuring JunosOS for theFirst TimeonaRouter orSwitchwithaSingleRoutingEngine•

Committing a Junos OS Configuration

To save Junos OS configuration changes to the configuration database and to activate

the configuration on the router, use the commit configuration mode command. You can

issue the commit command from any hierarchy level:

[edit]
user@host# commit
commit complete
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[edit]
user@host#

When you enter the commit command, the configuration is first checked for syntax errors

(commit check). Then, if the syntax is correct, the configuration is activatedandbecomes

the current, operational router configuration.

You can issue the commit command from any hierarchy level.

A configuration commit can fail for any of the following reasons:

• The configuration includes incorrect syntax, which causes the commit check to fail.

• The candidate configuration that you are trying to commit is larger than 700MB.

• The configuration is locked by a user who entered the configure exclusive command.

If the configuration contains syntax errors, a message indicates the location of the error,

and the configuration is not activated. The error message has the following format:

[edit edit-path]
‘offending-statement;’
error-message

For example:

[edit firewall filter login-allowed term allowed from]
‘icmp-type [ echo-request echo-reply ];’
keyword ‘echo-reply’ unrecognized

Youmust correct the error before recommitting the configuration. To return quickly to

the hierarchy level where the error is located, copy the path from the first line of the error

and paste it at the configuration mode prompt at the [edit] hierarchy level.

The uncommitted, candidate configuration file is /var/rundb/juniper.db. It is limited to

700MB. If the commit fails with a message configuration database size limit exceeded,

view the file size fromconfigurationmodebyentering thecommand run file list /var/rundb

detail. Youcansimplify theconfigurationand reduce the file sizebycreating configuration

groups with wildcards or defining less specific match policies in your firewall filters.

NOTE: CLI commit-timewarningsdisplayed for configurationchangesat the
[edit interfaces] hierarchy level are removed and are logged as system log

messages.

This is alsoapplicable toVRRPconfigurationat the followinghierarchy levels:

• [edit interfaces interface-name unit logical-unit-number family (inet | inet6)

address address]

• [edit logical-systems logical-system-name interfaces interface-name unit

logical-unit-number family (inet | inet6) address address]
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Whenyoucommitaconfiguration, youcommit theentire configuration in its current form.

If more than one user is modifying the configuration, committing it saves and activates

the changes of all the users.

NOTE:

• If you are using Junos OS in a Common Criteria environment, system log
messagesarecreatedwhenevera secretattribute is changed(for example,

passwordchangesorchangestotheRADIUSsharedsecret).Thesechanges
are logged during the following configuration load operations:

loadmerge
load replace
load override
load update

For more information, see the Secure Configuration Guide for Common
Criteria and Junos-FIPS.

To save Junos OS configuration changes, activate the configuration on the
deviceandexit configurationmode,using thecommitand-quitconfiguration

modecommand.Thiscommandsucceedsonly if theconfigurationcontains
no errors.

[edit]
user@host# commit and-quit
commit complete
exiting configurationmode
user@host>

• We do not recommend performing a commit operation on the backup
RoutingEnginewhengraceful RoutingEngine switchover is enabledon the
router.

•

NOTE: If you configure the same IP address for amanagement
interface or internal interface such as fxp0 and an external

physical interface such as ge-0/0/1, when graceful Routing

Engine switchover (GRES) is enabled, the CLI displays an
appropriatecommiterrormessage that identicaladdresseshave
been found on the private and public interfaces. In such cases,
youmust assign unique IP addresses for the two interfaces that
have duplicate addresses.

Themanagement Ethernet interface used for theTXMatrix Plus
router, T1600 or T4000 routers in a routingmatrix, and PTX
SeriesPacketTransportRouters, isem0. JunosOSautomatically

creates the router’s management Ethernet interface, em0.
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See Also

Commit OperationWhenMultiple Users Configure the Software

Up to 32 users can be in configurationmode simultaneously, and they all can bemaking

changes to theconfiguration. All changesmadebyall users are visible toeveryoneediting

the configuration—the changes become visible as soon as the user presses the Enter key

at the end of a command that changes the configuration, such as set, edit, or delete.

When any of the users editing the configuration issues a commit command, all changes

made by all users are checked and activated.

If you enter configuration mode with the configure private command, each user has a

private candidate configuration to edit somewhat independently of other users. When

you commit the configuration, only your own changes get committed. To synchronize

your copy of the configuration after other users have committed changes, you can run

the update command in configurationmode. A commit operation also updates all of the

private candidate configurations. For example, suppose user X and user Y are both in

configureprivatemode,anduserXcommitsaconfigurationchange.WhenuserYperforms

a subsequent commit operation and then views the new configuration, the new

configuration seen by user Y includes the changes made by user X.

If you enter configuration mode with the configure exclusive command, you lock the

candidate configuration for as long as you remain in configuration mode, allowing you

to make changes without interference from other users. Other users can enter and exit

configuration mode, but they cannot commit the configuration. This is true even if the

otherusersenteredconfigurationmodebeforeyouenter theconfigureexclusivecommand.

For example, suppose user X is already in the configure private or configuremode. Then

suppose user Y enters the configure exclusivemode. User X cannot commit any changes

to the configuration, even if those changes were entered before user Y logged in. If user

Y exits configure exclusivemode, user X can then commit the changesmade in configure

private or configuremode.
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Commit Preparation and Activation Overview

To save Junos configuration changes to the configuration database and to activate the

configuration on the router, the configuration mode command commit is used.

Starting in Junos OS Release 17.3R1, you can complete the commit process in two steps.

This feature enables you to configure a number of devices and simultaneously activate

the configurations. Prior to Junos OS Release 17.3R1, the commit process was completed

inasingle step.Thepurposeofdecoupling thesestagesof commit is toprovideadefinitive

time window for the commit to be effective on the system. You are allowed to enter into

commit mode after the commit is prepared, but you receive amessage informing that

the commit is pending activation.

In the first step, known as the preparation stage, the commit is validated and a new

databasewith thenecessary files is generated. If the configuration contains syntax errors,

an appropriate error message is displayed, and the configuration is not prepared. In the

event of failure during the preparation stage, the error message commit check-out failed

is displayed.

In the second step, referred to as the activation stage, the previously prepared

configuration is activated. Next, if you need to clear the prepared configuration, you can

do sobyusing clear systemcommitprepared command.A logmessage is generatedupon

successful clearing of the pending commit.

NOTE: Commitoperationscannotbeperformed inbetweenpreparationand
activation stages.

The two-step commit process is superior to the single-step process for time-critical

commits. In the single-step process, the preparation time can vary depending on the

existing configuration on the device. In the two-step process, the complex preparation

work is more efficiently handled.

Configuration commands are provided that allow you to prepare the configuration cache

and activate the configuration. You can prepare the deviceswith new configurations and

activate them at the exact times you want.

The commit prepare command validates the configurations, and the commit activate

commandactivates the configurations. The commands have the following configuration

options:

• and-quit

• no-synchronize

• peers-synchronize

• synchronize

The commit prepare and commit activate commands are available for private, exclusive

and sharedcommits only. The commandsarenot applicable for dynamicandephemeral
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modes. This feature is applicable for multichassis devices, but it is not applicable for

batch commits.

To support this functionality using Network Configuration Protocol (NETCONF), the

following new remote procedure calls (RPCs) are provided:

• <commit-configuration>< prepare/></commit-configuration>

• <commit-configuration><activate/></commit-configuration>

• <clear-system-commit><prepared/></clear-system-commit>

NOTE:

• In an MX Series Virtual Chassis setup the following applies: When commit

prepare is issuedononeRoutingEngine followedbyswitchover, theRouting

Engine where the switchover command is issued reboots. Therefore, the
prepared cache gets cleared in that Routing Engine.

• In anMXSeriesVirtualChassis setup, it is advisable toexecute clear system

commit prepared command only on VCmaster.

Committing Junos OS Configurations in Two Steps: Preparation and Activation

To save Junos OS configuration changes to the configuration database and to activate

the configuration on the router, the configuration mode command commit is used.

Starting in Junos OS Release 17.3, you can complete the commit process in two steps.

This enables you toconfigureanumberofdevices, and theconfigurationscanbeactivated

simultaneously. In the first step, known as the preparation stage, the commit is validated

and a newdatabase alongwith necessary files is generated. If the configuration contains

syntax errors, an appropriate error message is displayed, and the configuration is not

prepared. In the second step, referred to as the activation stage, the previously prepared

configuration is activated and becomes the current, operational router configuration.

To prepare the configuration:

1. At the [edit] hierarchy level in configuration mode, make the necessary changes to

the configuration.

For example, to configure the scripts of the system, issue the following command:

[edit]
user@host# set system scripts language

For example:

[edit]
user@host#set system scripts language python

2. Issue the commit prepare command.
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[edit]
user@host# commit prepare

Themessage commit prepare successful is displayed.

3. To verify the output of the show system commit command after commit prepare is

issued, issue the following command:

user@host> show system commit
commit prepared by user via cli is pending activation

In theeventof failureduring thepreparationstage, theerrormessagecommitcheck-out

failed is displayed.

[edit]
user@host# set interfaces ge-0/0/0 unit 0 family inet address 1.1.1.2/2
[edit]
user@host# set interfaces ge-0/0/1 unit 0 family inet address 1.1.1.2/24
[edit]
user@host# commit prepare
[edit interfaces ge-2/0/0 unit 0 family inet]
'address 1.1.1.2/24'
Cannot have the same local address on the same unit of an interface
error: configuration check-out failed

To activate the prepared configuration:

1. Issue the commit activate command

[edit]
user@host# commit activate

Themessage commit complete is displayed.

2. To verify the activated system configuration, issue the following command:

user@host> show configuration system scripts
language python;
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To verify the output of the show system commit and show system commit revision detail

commands after commit activate is issued, issue the following commands.

user@host> show system commit
0 2017-07-12 22:54:46 PDT by user via cli commit activate

user@host> show system commit revision detail
Revision: re0-1499925285-2214
User : user
Client : cli
Time : 2017-07-12 22:54:46 PDT
Comment : commit activate

Activating a Junos OS Configuration but Requiring Confirmation

When you commit the current candidate configuration, you can require an explicit

confirmation for the commit to become permanent. This is useful if you want to verify

that a configuration change works correctly and does not prevent access to the router.

If the change prevents access or causes other errors, the router automatically returns to

the previous configuration and restores access after the rollback confirmation timeout

passes. This feature is called automatic rollback.

To commit the current candidate configuration but require an explicit confirmation for

the commit to become permanent, use the commit confirmed configuration mode

command:

[edit]
user@host# commit confirmed
commit confirmedwill be automatically rolled back in 10minutes unless confirmed
commit complete
#commit confirmedwill be rolled back in 10minutes
[edit]
user@host#

Once you have verified that the change works correctly, you can keep the new

configuration active by entering a commit or commit check command within 10minutes

of the commit confirmed command. For example:

[edit]
user@host# commit check
commit confirmedwill be automatically rolled back in 10minutes unless confirmed
commit complete
#commit confirmedwill be rolled back in 10minutes
[edit]
user@host#

If the commit is not confirmed within a certain time (10minutes by default), Junos OS

automatically rolls back to the previous configuration and a broadcast message is sent

to all logged-in users.

To showwhen a rollback is scheduled after a commit confirmed command, enter the

show system commit command. For example:
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user@host>show system commit
0 2005-01-05 15:00:37 PST by root via cli commit confirmed, rollback in 3mins

Like the commit command, the commit confirmed command verifies the configuration

syntax and reports any errors. If there are no errors, the configuration is activated

temporarily (10 minutes by default), and begins running on the router.

Figure 6 on page 167 illustrates how the commit confirmed command works.

Figure 6: Confirm a Configuration

To change the amount of time before you have to confirm the new configuration, specify

the number of minutes when you issue the command:

[edit]
user@host# commit confirmedminutes
commit complete
[edit]
user@host#

In Junos OS Release 11.4 and later, you can also use the commit confirmed command in

the [edit private] configuration mode.

Scheduling a Junos OS Commit Operation

You can schedule when you want your candidate configuration to become active. To

save Junos OS configuration changes and activate the configuration on the router at a

future time or upon reboot, use the commit at configurationmode command, specifying

reboot or a future time at the [edit] hierarchy level:

[edit]
user@host # commit at string

Where string is reboot or the future time to activate the configuration changes. You can

specify time in two formats:

• A time value in the form hh:mm[:ss] hours,minutes, and optionally seconds)—Commit

the configuration at the specified time, whichmust be in the future but before 11:59:59

PM on the day the commit at configuration mode command is issued. Use 24-hour

time for the hh value; for example,04:30:00 is 4:30:00AM, and 20:00 is 8:00 PM. The

time is interpreted with respect to the clock and time zone settings on the router.
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• A date and time value in the form yyyy-mm-dd hh:mm[:ss] (year, month, date, hours,

minutes, and, optionally, seconds)—Commit the configurationat the specifieddayand

time, whichmust be after the commit at command is issued. Use 24-hour time for the

hh value. For example, 2003-08-21 12:30:00 is 12:30 PM on August 21, 2003. The time

is interpreted with respect to the clock and time zone settings on the router.

Enclose the string value in quotationmarks (" "). For example, commit at "18:00:00". For

date and time, include both values in the same set of quotation marks. For example,

commit at "2005-03-10 14:00:00".

A commit check is performed immediately when you issue the commit at configuration

mode command. If the result of the check is successful, then the current user is logged

out of configurationmode, and the configurationdata is left in a read-only state. Noother

commit can be performed until the scheduled commit is completed.

NOTE: If Junos OS fails before the configuration changes become active, all
configuration changes are lost.

You cannot enter the commit at configuration command after you issue the

request system reboot command.

You cannot enter the request system reboot command once you schedule a

commit operation for a specific time in the future.

You cannot commit a configuration when a scheduled commit is pending.
For information about how to cancel a scheduled configuration bymeans of
the clear command, see the CLI Explorer.

NOTE: Wedonot recommendperformingacommitoperationon thebackup
Routing Engine when graceful Routing Engine switchover is enabled on the
router.

Monitoring the Junos OS Commit Process

Tomonitor the Junos commit process, use the display detail command after the pipe

with the commit command:

user@host# commit | display detail

For example:

[edit]
user@host# commit | display detail
2003-09-22 15:39:39 PDT: exporting juniper.conf
2003-09-22 15:39:39 PDT: setup foreign files
2003-09-22 15:39:39 PDT: propagating foreign files
2003-09-22 15:39:39 PDT: complete foreign files
2003-09-22 15:39:40 PDT: copying configuration to juniper.data+
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2003-09-22 15:39:40 PDT: dropping unchanged foreign files
2003-09-22 15:39:40 PDT: daemons checking new configuration
2003-09-22 15:39:41 PDT: commit wrapup...
2003-09-22 15:39:42 PDT: activating '/var/etc/ntp.conf'
2003-09-22 15:39:42 PDT: activating '/var/etc/kmd.conf'
2003-09-22 15:39:42 PDT: activating '/var/db/juniper.data'
2003-09-22 15:39:42 PDT: notifying daemons of new configuration
2003-09-22 15:39:42 PDT: signaling 'Firewall daemon', pid 24567, signal 1,
status 0
2003-09-22 15:39:42 PDT: signaling 'Interface daemon', pid 24568, signal 1,
status 0
2003-09-22 15:39:43 PDT: signaling 'Routing protocol daemon', pid 25679,
signal 1, status 0
2003-09-22 15:39:43 PDT: signaling 'MIB2 daemon', pid 24549, signal 1,
status 0
2003-09-22 15:39:43 PDT: signaling 'NTP daemon', pid 37863, signal 1, status 0
2003-09-22 15:39:43 PDT: signaling 'Sonet APS daemon', pid 24551, signal 1,
status 0
2003-09-22 15:39:43 PDT: signaling 'VRRP daemon', pid 24552, signal 1,
status 0
2003-09-22 15:39:43 PDT: signaling 'PFE daemon', pid 2316, signal 1, status 0
2003-09-22 15:39:43 PDT: signaling 'Traffic sampling control daemon', pid 24553
signal 1, status 0
2003-09-22 15:39:43 PDT: signaling 'IPsec Key Management daemon', pid
24556, signal 1, status 0
2003-09-22 15:39:43 PDT: signaling 'Forwarding UDP daemon', pid 2320,
signal 1, status 0
commit complete

Adding a Comment to Describe the Committed Configuration

You can include a comment that describes changes to the committed configuration. To

doso, include thecommit comment statement. Thecomment canbeas longas512bytes

and youmust type it on a single line.

[edit]
user@host# commit comment comment-string

comment-string is the text of the comment.

NOTE: You cannot include a comment with the commit check command.

To add a comment to the commit command, include the comment statement after the

commit command:

[edit]
user@host# commit comment "add user joe"
commit complete
[edit]
user@host#
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To add a comment to the commit confirmed command, include the comment statement

after the commit confirmed command:

[edit]
user@host# commit confirmed comment "add customer to port 27"
commit confirmedwill be automatically rolled back in 10minutes unless confirmed
commit complete
[edit]
user@host#

To view these commit comments, issue the show system commit operational mode

command.

In Junos OS Release 11.4 and later, you can also use the commit confirmed command in

the [edit private] configuration mode.

Junos OS Batch Commits Overview

Junos OS provides a batch commit feature that aggregates or merges multiple

configuration edits fromdifferentCLI sessions or users andadds themtoabatch commit

queue. A batch commit server running on the device takes one or more jobs from the

batch commit queue, applies the configuration changes to the shared configuration

database, and then commits the configuration changes in a single commit operation.

Batches are prioritized by the commit server based on priority of the batch specified by

the user or the time when the batch job is added. When one batch commit is complete,

the next set of configuration changes are aggregated and loaded into the batch queue

for the next session of the batch commit operation. Batches are created until there are

no commit entries left in the queue directory.

When compared to the regular commit operation where all commits are independently

committed sequentially, batch commits save time and system resources by committing

multiple small configuration edits in a single commit operation.

Batch commits are performed from the [edit batch] configuration mode. The commit

server properties can be configured at the [edit system commit server] hierarchy level.

Aggregation and Error Handling

When there is a load-time error in one of the aggregated jobs, the commit job that

encounters the error is discarded and the remaining jobs are aggregated and committed.

For example, if there are five commit jobs (commit-1, commit-2, commit-3, commit-4, and

commit-5) being aggregated, and commit-3 encounters an error while loading, commit-3

is discarded and commit-1, commit-2, commit-4, and commit-5 are aggregated and

committed.

If there is an error during the commit operation when two or more jobs are aggregated

and committed, the aggregation is discarded and each of those jobs is committed

individually like a regular commit operation.

For example, if there are five commit jobs (commit-1, commit-2, commit-3, commit-4, and

commit-5) thatareaggregatedand if there is acommit error causedbecauseof commit-3,
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the aggregation is discarded, commit-1, commit-2, commit-3, commit-4, and commit-5

are committed individually, and the CLI reports a commit error for commit-3.

Example: Configuring Batch Commit Server Properties

This example shows how to configure batch commit server properties to manage batch

commit operations.

• Requirements on page 171

• Overview on page 171

• Configuration on page 171

• Verification on page 174

Requirements

This example uses the following hardware and software components:

• MX Series 5G Universal Routing Platform

• Junos OS Release 12.1 or later running on the device

Overview

You can control how the batch commit queue is handled by the commit server by

configuring the server properties at the [edit system commit server] hierarchy level. This

enables you to control howmany commit jobs are aggregated or merged into a single

batch commit, the maximum number of jobs that can be added to the queue, days to

keepbatchcommiterror logs, intervalbetween twobatchcommits, and tracingoperations

for batch commit operations.

Configuration

CLI Quick
Configuration

To quickly configure this section of the example, copy the following commands, paste

them into a text file, remove any line breaks, change any details necessary tomatch your

network configuration, and then copy and paste the commands into the CLI at the [edit]

hierarchy level. You can configure the commit server properties from either the regular

[edit]mode or the [edit batch]mode.

Device R0 set system commit server maximum-aggregate-pool 4
set system commit server maximum-entries 500
set system commit server commit-interval 5
set system commit server days-to-keep-error-logs 30
set system commit server traceoptions file commitd_nov
set system commit server traceoptions flag all

Configuring the Commit Server Properties

Step-by-Step
Procedure

(Optional) Configure the number of commit transactions to aggregate or merge in

a single commit operation.

1.

The default value formaximum-aggregate-pool is 5.
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NOTE: Settingmaximum-aggregate-pool to 1 commits each of the jobs

individually.

In this example, the number of commit transactions is set to 4 indicating that four

different commit jobs are aggregated into a single commit before the commit

operation is initiated.

[edit system commit server]
user@R0# setmaximum-aggregate-pool 4

2. (Optional) Configure the maximum number of jobs allowed in a batch.

This limits the number of commits jobs that are added to the queue.

[edit system commit server]
user@R0# setmaximum-entries 500

NOTE: If you setmaximum-entries to 1, the commit server cannot add

more than one job to the queue, and the CLI displays an appropriate
message when you try to commit more than one job.

3. (Optional) Configure the time (in seconds) to wait before starting the next batch

commit operation.

[edit system commit server]
user@R0# set commit-interval 5

4. (Optional) Configure the number of days to keep error logs.

The default value is 30 days.

[edit system commit server]
user@R0# set days-to-keep-error-logs 30

5. (Optional) Configure tracing operations to log batch commit events.

In this example, the filename for logging batch commit events is commitd_nov, and

all traceoption flags are set.

[edit system commit server]
user@R0# set traceoptions commitd_nov
user@R0# set traceoptions flag all
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Results Fromconfigurationmode, confirmyour configurationbyentering the showsystemcommit

server command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@R0# show system commit server
maximum-aggregate-pool 4;
maximum-entries 500;
commit-interval 5;
days-to-keep-error-logs 30;
traceoptions {
file commitd_nov;
flag all;

}

Committing the Configuration from Batch Configuration Mode

Step-by-Step
Procedure

To commit the configuration from the [edit batch]mode, do one of the following:

Log in to the device and enter commit.•

[edit batch]
user@R0# commit
Added to commit queue request-id: 1000

• To assign a higher priority to a batch commit job, issue the commit command with

the priority option.

[edit batch]
user@R0# commit priority
Added to commit queue request-id: 1001

• To commit a configuration without aggregating the configuration changes with

other commit jobs in thequeue, issue the commit commandwith theatomicoption.

[edit batch]
user@R0# commit atomic
Added to commit queue request-id: 1002

• To commit a configuration without aggregating the configuration changes with

other commit jobs in thequeue, and issuing ahigher priority to the commit job, issue

the commit command with the atomic priority option.

[edit batch]
user@R0# commit atomic priority
Added to commit queue request-id: 1003
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Verification

Confirm that the configuration is working properly.

• Checking the Batch Commit Server Status on page 174

• Checking the Batch Commit Status on page 174

• Viewing the Patch Files in a Batch Commit Job on page 175

• Viewing the Trace Files for Batch Commit Operations on page 177

Checking the Batch Commit Server Status

Purpose Check the status of the batch commit server.

Action user@R0> show system commit server

Commit server status : Not running

By default, the status of the commit server is Not running. The commit server starts

running only when a batch commit job is added to the queue.

Whenabatchcommit job is added to thequeue, the statusof the commit server changes

to Running.

user@R0> show system commit server

Commit server status : Running
Jobs in process:
  1003 1004 1005

Meaning The Jobs in process field lists the commit IDs of jobs that are in process.

Checking the Batch Commit Status

Purpose Check the commit server queue for the status of the batch commits.
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Action user@R0> show system commit server queue

Pending commits:
  Id: 1005
  Last Modified: Tue Nov  1 23:56:43 2011

Completed commits:
  Id: 1000
  Last Modified: Tue Nov  1 22:46:43 2011
  Status: Successfully committed 1000

  Id: 1002
  Last Modified: Tue Nov  1 22:50:35 2011
  Status: Successfully committed 1002

  Id: 1004
  Last Modified: Tue Nov  1 22:51:48 2011
  Status: Successfully committed 1004

  Id: 1007
  Last Modified: Wed Nov  2 01:08:04 2011
  Status: Successfully committed 1007

  Id: 1009
  Last Modified: Wed Nov  2 01:16:45 2011
  Status: Successfully committed 1009

  Id: 1010
  Last Modified: Wed Nov  2 01:19:25 2011
  Status: Successfully committed 1010

  Id: 1011
  Last Modified: Wed Nov  2 01:28:16 2011
  Status: Successfully committed 1011

Error commits:
  Id: 1008
  Last Modified: Wed Nov  2 01:08:18 2011
  Status: Error while commiting 1008

Meaning Pending commits displays commit jobs that are added to the commit queue but are not

committed yet. Completed commits displays the list of commit jobs that are successful.

Error commits are commits that failed because of an error.

Viewing the Patch Files in a Batch Commit Job

Purpose View the timestamps, patch files, and the status of each of the commit jobs. Patch files

show the configuration changes that occur in each commit operation that is added to

the batch commit queue.

Action Issue the show system commit server queue patch command to view the patches for

all commit operations.

1.
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user@R0> show system commit server queue patch

Pending commits:
  none

Completed commits:
  Id: 1000
  Last Modified: Tue Nov  1 22:46:43 2011
  Status: Successfully committed 1000

Patch:
[edit groups]
  re1 { ... }
+ GRP-DHCP-POOL-NOACCESS {
+     access {
+         address-assignment {
+             pool <*> {
+                 family inet {
+                     dhcp-attributes {
+                         maximum-lease-time 300;
+                         grace-period 300;
+                         domain-name verizon.net;
+                         name-server {
+                             4.4.4.1;
+                             4.4.4.2;
+                         }
+                     }
+                 }
+             }
+         }
+     }
+ }
  Id: 1002
  Last Modified: Tue Nov  1 22:50:35 2011
  Status: Successfully committed 1002

Patch:
[edit]
+ snmp {
+     community abc;
+ }
  Id: 1010
  Last Modified: Wed Nov  2 01:19:25 2011
  Status: Successfully committed 1010

Patch:
[edit system syslog]
  file test { ... }
+ file j {
+     any any;
+ }

Error commits:
  Id: 1008
  Last Modified: Wed Nov  2 01:08:18 2011
  Status: Error while commiting 1008

Patch:
[edit system]
+ radius-server {
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+     10.1.1.1 port 222;
+ }

The output shows the changes in configuration for each commit job ID.

2. To view the patch for a specific commit job ID, issue the show system commit server

queue patch id <id-number> command.

user@R0> show system commit server queue patch id 1000

Completed commits:
  Id: 1000
  Last Modified: Tue Nov  1 22:46:43 2011
  Status: Successfully committed 1000

Patch:
[edit system]
+ radius-server {
+     192.168.69.162 secret teH.bTc/RVbPM;
+     192.168.64.10 secret teH.bTc/RVbPM;
+     192.168.60.52 secret teH.bTc/RVbPM;
+     192.168.60.55 secret teH.bTc/RVbPM;
+     192.168.4.240 secret teH.bTc/RVbPM;
+ }

Meaning Theoutput shows thepatchcreated foracommit job.The+or - sign indicates thechanges

in the configuration for a specific commit job.

Viewing the Trace Files for Batch Commit Operations

Purpose View the trace files for batch commit operations. You can use the trace files for

troubleshooting purposes.
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Action • Issue the file show /var/log/<filename> command to view all entries in the log file.

user@R0> file show/var/log/commitd_nov

The output shows commit server event logs and other logs for batch commits.

Nov  1 22:46:43 Successfully committed 1000
Nov  1 22:46:43 pausing after commit for 0 seconds
...
Nov  1 22:46:43 Done working on queue
...

Nov  1 22:47:17 maximum-aggregate-pool = 5
Nov  1 22:47:17 maximum-entries= 0
Nov  1 22:47:17 asynchronous-prompt = no
Nov  1 22:47:17 commit-interval = 0
Nov  1 22:47:17 days-to-keep-error-logs = -1
...
Nov  1 22:47:17 Added to commit queue request-id: 1001
Nov  1 22:47:17 Commit server status=running
Nov  1 22:47:17 No need to pause
...

Nov  1 22:47:18 Error while commiting 1001
Nov  1 22:47:18 doing rollback
...

• To view log entries only for successful batch commit operations, issue the file show

/var/log/<filename> command with the | match committed pipe option.

user@R0> file show/var/log/commitd_nov | match committed

The output shows batch commit job IDs for successful commit operations.

Nov  1 22:46:43 Successfully committed 1000
Nov  1 22:50:35 Successfully committed 1002
Nov  1 22:51:48 Successfully committed 1004
Nov  2 01:08:04 Successfully committed 1007
Nov  2 01:16:45 Successfully committed 1009
Nov  2 01:19:25 Successfully committed 1010
Nov  2 01:28:16 Successfully committed 1011

• To view log entries only for failed batch commit operations, issue the file show

/var/log/<filename> command with the | match “Error while” pipe option.

user@R0> file show/var/log/commitd_nov | match “Error while”

The output shows commit job IDs for failed commit operations.

Nov  1 22:47:18 Error while commiting 1001
Nov  1 22:51:10 Error while commiting 1003
Nov  1 22:52:15 Error while commiting 1005
...

• To view log entries only for commit server events, issue the file show

/var/log/<filename> command with the | match “commit server” pipe option.
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user@R0> file show/var/log/commitd_nov | match “commit server”

The output shows commit server event logs.

Nov  1 22:46:39 Commit server status=running
Nov  1 22:46:39 Commit server jobs=1000
Nov  1 22:46:43 Commit server status=not running
Nov  1 22:46:43 Commit server jobs=
Nov  1 22:47:17 Commit server status=running
Nov  1 22:47:18 Commit server jobs=1001
Nov  1 22:47:18 2 errors reported by commit server
Nov  1 22:47:18 Commit server status=not running
Nov  1 22:47:18 Commit server jobs=
Nov  1 22:50:31 Commit server status=running
Nov  1 22:50:31 Commit server jobs=1002
Nov  1 22:50:35 Commit server status=not running
Nov  1 22:50:35 Commit server jobs=
Nov  1 22:51:09 Commit server status=running
Nov  1 22:51:10 Commit server jobs=1003
Nov  1 22:51:10 2 errors reported by commit server
Nov  1 22:51:10 Commit server status=not running
...

Backing Up the Committed Configuration on the Alternate Boot Drive

After you commit the configuration and are satisfied that it is running successfully, you

should issue the request system snapshot command to back up the new software onto

the /altconfig file system. If you do not issue the request system snapshot command, the

configuration on the alternate boot drivewill be out of syncwith the configuration on the

primary boot drive.

The request system snapshot command backs up the root file system to /altroot, and

/config to /altconfig. The root and /config file systems are on the router’s flash drive, and

the /altroot and /altconfig file systems are on the router’s hard disk (if available).

NOTE: For more information about backing up the file system on an ACX
Series Universal Metro Router, seeUnderstanding System Snapshot on an
ACX Series Router.

After you issue the request systemsnapshot command, you cannot return to the previous

version of the software because the running and backup copies of the software are

identical.
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Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, you can complete the commit process
in two steps. This feature enables you to configure a number of devices and
simultaneously activate the configurations

17.3R1

Related
Documentation

• commit on page 296

• Configure Command Overview on page 82

• Day One: Exploring the Junos CLI
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CHAPTER 4

Managing Configurations

• Configuration Files Overview on page 181

• Managing Configurations on page 183

• Autoinstallation of Configuration Files on page 200

• Loading Configuration Files on page 205

• Backing Up Configurations to an Archive Site on page 217

• Factory Default Configuration on page 219

• Rescue Configuration on page 224

• Encrypting and Decrypting Configuration Files on page 227

• Synchronizing Configurations Across Routing Engines on page 238

Configuration Files Overview

A configuration file stores the complete configuration of a device. The active (running)

configuration is the operational file of the device. The candidate configuration is the

working copy storing configuration updates. For more information, see the following

topics:

• Understanding Configuration Files on page 181

• Understanding How the Junos OS Configuration Is Stored on page 182

Understanding Configuration Files

A configuration file stores the complete configuration of a switch. The current

configuration of a switch is called the active configuration. You can alter this current

configuration and you can also return to a previous configuration or to a rescue

configuration.

Juniper Networks Junos OS saves the 50most recently committed configuration files on

a switch so that you can return to a previous configuration. The configuration files are

named:

• juniper.conf.gz—The current active configuration.

• juniper.conf.1.gz to juniper.conf.49.gz—Rollback configurations.
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Tomake changes to the configuration file, you have to work in configurationmode in the

CLI. Whenmaking changes to a configuration file, you are viewing and changing the

candidateconfiguration file. Thecandidateconfigurationallowsyou tomakeconfiguration

changes without causing operational changes to the active configuration or causing

potential damage to your current network operations. Once you commit the changes

made to the candidate configuration, the system updates the active configuration.

Configuration File Terms

Table 10 on page 182 lists the various configuration file terms and their definitions.

Table 10: Configuration File Terms

DefinitionTerm

Current committed configuration of a switch.active configuration

Working copy of the configuration that allows users to make configurational changes
without causing any operational changes until this copy is committed.

candidate configuration

Group of configuration statements that can be inherited by the rest of the configuration.configuration group

Check configuration for proper syntax, activate andmark as the current configuration file
running on the switching platform.

commit a configuration

Junos OS configuration consists of a hierarchy of statements. There are two types of
statements: container statements, which contain other statements, and leaf statements,
which do not contain other statements. All the container and leaf statements together
form the configuration hierarchy.

configuration hierarchy

Default configuration contains the initial values set for each configuration parameter
when a switch is shipped.

default configuration

Well-known configuration that recovers a switch from a configuration that denies
management access. You set a current committed configuration to be the rescue
configuration through the CLI.

rescue configuration

Return to a previously committed configuration.roll back a configuration

See Also Uploading a Configuration File on page 215•

• Reverting to the Rescue Configuration on page 225

• Uploading a Configuration File (CLI Procedure)

• Reverting to the Rescue Configuration for the EX Series Switch on page 226

Understanding How the Junos OS Configuration Is Stored

When you edit a configuration, you work in a copy of the current configuration to create

a candidate configuration. The changes youmake to the candidate configuration are

visible in the CLI immediately, so if multiple users are editing the configuration at the

same time, all users can see all changes.

Copyright © 2019, Juniper Networks, Inc.182

CLI User Guide



To have a candidate configuration take effect, you commit the changes. At this point,

the candidate file is checked for proper syntax, activated, andmarked as the current,

operational software configuration file. If multiple users are editing the configuration,

when you commit the candidate configuration, all changes made by all the users take

effect.

In addition to saving the current configuration, the CLI saves the current operational

version and the previous 49 versions of committed configurations. Themost recently

committed configuration is version 0, which is the current operational version and the

default configuration that the system returns to if you roll back toaprevious configuration.

The oldest saved configuration is version 49.

By default, Junos OS saves the current configuration and three previous versions of the

committed configuration on the CompactFlash card. The currently operational JunosOS

configuration is stored in the file juniper.conf.gz, and the last three committed
configurations are stored in the files juniper.conf.1.gz, juniper.conf.2.gz, and conf.3.gz.
These four files are located in the router or switch’s CompactFlash card in the directory

/config.

The remaining 46 previous versions of committed configurations, the files juniper.conf.4

through juniper.conf.49, are stored in the directory /var/db/config on the hard disk.

See Also Using Junos OS to Specify the Number of Configurations Stored on the CompactFlash

Card

•

• Returning to the Most Recently Committed Junos OS Configuration on page 191

• Returning to a Previously Committed Junos OS Configuration on page 191

• Loading a Configuration from a File or the Terminal on page 206

Related
Documentation

Day One: Exploring the Junos CLI•

Managing Configurations

• Understanding the show | compare | display xml Command Output on page 184

• Returning to the Most Recently Committed Junos OS Configuration on page 191

• Returning to a Previously Committed Junos OS Configuration on page 191

• Saving a Configuration to a File on page 194

• Compressing the Current Configuration File on page 195

• Freeing Up System Storage Space on page 197

• Understanding Automatic Refreshing of Scripts on EX Series Switches on page 198

• Cleaning Up Files with the CLI on page 198
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Understanding the show | compare | display xml CommandOutput

The compare | display xml filter compares the candidate configuration with the current

committed configuration and displays the differences between the two configurations

in XML. To compare configurations, enter compare | display xml after the pipe ( | ) symbol

in either operational or configuration mode.

Example in operational mode:

user@host> show configuration | compare | display xml

Example in configuration mode:

[edit]
user@host# show | compare | display xml

You can enter a specific configuration hierarchy immediately preceding the compare

filter, for example, show configuration system syslog | compare | display xml. In

configuration mode, you can navigate to a hierarchy where the command is applied.

The differences from the compare filter function are output in XML. The configuration

tag starts the output. The context for changes is established with hierarchy name tags

relative to the rootof thecompare. For element changes, anoperationattributeareoutput

in the tag where a change occurs. This attribute has the value create, delete, ormerge.

For metadata changes, the metadata name is specified. For example, if a statement is

marked inactive, the inactive="inactive"attributeandvalueareoutput. Thencnamespace

is usedwhennecessary to indicate that anattribute is in theNETCONFnamespace rather

than the Junos OS namespace.

NOTE: Starting in Junos OS Release 16.2R2, the show | compare | display xml

commandomits the<configuration> tag in theXMLoutput if the comparison

returns no differences or if the comparison returns only differences for
non-native configuration data, for example, configuration data associated
with an OpenConfig datamodel.

The following sections explain the XML that is generated for particular types of

configuration changes. The corresponding text changes are shown for comparison.

• Adding a Statement (create Operation) on page 185

• Deleting a Statement (delete Operation) on page 185

• Changing a Statement (delete and create Operations) on page 186

• Changing Metadata (inactive Attribute and Operation) on page 187

• Adding an Annotation (comment Tag and create Operation) on page 188

• ChanginganAnnotation (commentTag, anddeleteandcreateOperations)onpage 189
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• Adding a Statement Inside a Container (create Operation, and insert and key

Attributes) on page 189

• Changing the Order Inside a Container (merge Operation, and insert and key

Attributes) on page 190

Adding a Statement (create Operation)

The following example shows the addition of IPv4 address 2.2.2.2 to unit 1. The tags

through name provide the context for the addition. The operation="create" attribute

indicates that a unit statement was created and is defined by the configuration within

the unit tag.

[edit interfaces ge-0/0/0]
user@host> show configuration | compare
[edit interfaces ge-0/0/0]
+    unit 1 {
+        family inet {
+            address 2.2.2.2/32;
+        }
+    }

[edit interfaces ge-0/0/0]
user@host# show | compare | display xml
<configuration>
     <interfaces>
         <interface>
             <name>ge-0/0/0</name>
             <unit nc:operation="create">
                 <name>1</name>
                 <family>
                     <inet>
                         <address>
                             <name>2.2.2.2/32</name>
                         </address>
                     </inet>
                 </family>
             </unit>
         </interface>
     </interfaces>
</configuration>

Deleting a Statement (delete Operation)

The following example shows the deletion of a simple statement in the configuration

hierarchy. The tags through system provide the context for the deletion. The

operation="delete" attribute indicates that the services statement was deleted. The

configuration following the services statement was deleted though is not output.

[edit system]
user@host> show configuration | compare
[edit system]
-   services {
-       ftp;
-   }
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[edit system]
user@host# show | compare | display xml
<configuration>
     <system>
         <services operation="delete"/>
     </system>
  </configuration>

The following example shows the deletion of unit 1 from the ge-0/0/0 interface. The

configuration following the unit statement was deleted though is not output.

[edit interfaces ge-0/0/0]
user@host> show configuration | compare
[edit interfaces ge-0/0/0]
-    unit 1 {
-        family inet {
-            address 2.2.2.2/32;
-        }
-    }

[edit interfaces ge-0/0/0]
user@host# show | compare | display xml
<configuration>
     <interfaces>
         <interface>
             <name>ge-0/0/0</name>
             <unit nc:operation="delete">
                 <name>1</name>
             </unit>
         </interface>
     </interfaces>
</configuration>

The following example shows the deletion of the apply-groups configuration. The groups

that are deleted are not output.

[edit]
user@host# delete apply-groups

[edit]
user@host> show configuration | compare
[edit]
- apply-groups [ g1 g2 g3 ];

[edit]
user@host# show | compare | display xml
<configuration>
       <apply-groups operation="delete"/>
</configuration>

Changing a Statement (delete and create Operations)

The following example shows a change in a statement in the hierarchy. The tags through

system provide the context for the change. The operation="delete" attribute indicates
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that the host-name statement was deleted. The configuration following the host-name

statement was deleted though is not output. The operation="create" attribute indicates

that a host-name statement was created and is defined by the configuration within the

host-name tag.

[edit system]
user@host> show configuration | compare
[edit system]
-  host-name router1;
+  host-name router2;

[edit system]
user@host# show | compare | display xml
<configuration>
     <system>
         <host-name nc:operation="delete"/>
         <host-name nc:operation="create">router2</host-name>
     </system>
</configuration>

ChangingMetadata (inactive Attribute and Operation)

The following example shows the inactivation of a statement in the hierarchy. The tags

through system provide the context for the change. The inactive="inactive" attribute

indicates that the syslog statement was inactivated.

[edit system]
user@host> show configuration | compare
[edit system]
!    inactive: syslog { ... }

[edit system]
user@host# show | compare | display xml
<configuration>
     <system>
         <syslog inactive="inactive"/>
     </system>
</configuration>

The following example shows the addition of an inactive syslog statement. The

operation="create" attribute indicates that the syslog statement was created and is

defined by the configuration within the syslog tag. The inactive="inactive" attribute

indicates that the syslog statement was inactivated.

[edit system]
user@host> show configuration | compare
[edit system]
+   inactive: syslog {
+       file foo {
+           any any;
+       }
+   }

[edit system]
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user@host# show | compare | display xml
<configuration>
     <system>
         <syslog nc:operation="create"
                 inactive="inactive">
             <file>
                 <name>foo</name>
                 <contents>
                     <name>any</name>
                     <any/>
                 </contents>
             </file>
         </syslog>
     </system>
</configuration>

Adding an Annotation (comment Tag and create Operation)

The followingexampleshows theadditionofacomment toastatement.The tags through

syslog provide the context for the annotation. The operation="create" attribute for the

junos:comment tag indicates that a comment was added to the [edit system syslog]

hierarchy.

[edit system]
user@host> show configuration | compare
[edit system]
+   /* my-comments-simple */
     syslog { ... }

[edit system]
user@host# show | compare | display xml
<configuration>
     <system>
         <junos:comment nc:operation="create">/* my-comments-simple 
*/</junos:comment>
         <syslog/>
     </system>
</configuration>

The followingexampleshows theadditionofacomment toastatement.The tags through

syslog provide the context for the annotation. The operation="create" attribute for the

junos:comment tag indicates that a comment was added to the [edit system syslog]

hierarchy for the statement output within the syslog tag.

[edit system syslog]
user@host> show configuration | compare
+    /* my-comments-ele */
      file f1 { ... }

[edit system syslog]
user@host# show | compare | display xml
<configuration>
     <system>
         <syslog>
             <junos:comment nc:operation="create">/* my-comments-elem 
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*/</junos:comment>
             <file>
                 <name>f1</name>
             </file>
         </syslog>
     </system>
</configuration>

Changing an Annotation (comment Tag, and delete and create Operations)

The followingexampleshows thechangeofacomment fora statement.The tags through

system provide the context for the annotation. The operation="delete" attribute for the

junos:comment tag indicates thatacommentwasdeleted fromthe [editsystem]hierarchy

at the syslog statement. The operation="create" attribute for the junos:comment tag

indicates that a comment was added to the [edit system] hierarchy for the syslog

statement.

[edit system]
user@host> show configuration | compare
-   /* my-comments-1 */
+   /* my-comments-2 */
     syslog { ... }

[edit system]
user@host# show | compare | display xml
<configuration>
     <system>
         <junos:comment nc:operation="delete"/>
         <junos:comment nc:operation="create">/* my-comments-2 
*/</junos:comment>
         <syslog/>
     </system>
</configuration>

Adding a Statement Inside a Container (create Operation, and insert and key
Attributes)

The following example shows the addition of a file statement at the [edit system syslog]

hierarchy. The tags through syslog provide the context for the addition. The

operation="create" attribute for the file tag indicates that a file statement was added.

The yang:insert="after" attribute indicates that the file was added after the position

indicated by the yang:key="[name='file-1']" attribute. The file-1 value represents the

positionwithin the existing file statements, where one is the first file. In this example, the

new file statement was added after the first file.

[edit system syslog]
user@host> show configuration | compare
[edit system syslog]
     file file-1 { ... }
+    file file-2 {
+        any any;
+    }
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[edit system syslog]
user@host# show | compare | display xml
<configuration>
     <system>
         <syslog>
             <file nc:operation="create"
                   yang:insert="after"
                   yang:key="[name='file-1']">
                 <name>file-2</name>
                 <contents>
                     <name>any</name>
                     <any/>
                 </contents>
             </file>
         </syslog>
     </system>
</configuration>

Changing the Order Inside a Container (merge Operation, and insert and key
Attributes)

The following example shows the change in order of file statements at the [edit system

syslog] hierarchy. The tags through syslog provide the context for the change. The

operation="merge" attribute for the file tag indicates that an existing file statement was

moved. The yang:insert="after" attribute indicates that the file wasmoved after the file

in the position indicated by the yang:key="[name='file-1']" attribute. The file-1 value

represents a position within the existing file statements, where one is the first file. The

value at the name tag, file-3, represents a position within the existing file statements. In

this example, the file statement in the third position wasmoved after the first file.

[edit system syslog]
user@host> show configuration | compare
[edit system syslog]
     file f1 { ... }
!    file f3 { ... }

[edit system syslog]
user@host# show | compare | display xml
<configuration>
     <system>
         <syslog>
             <file nc:operation="merge"
                   yang:insert="after"
                   yang:key="[name='file-1']">
                 <name>file-3</name>
             </file>
         </syslog>
     </system>
</configuration>

See Also Using Regular Expressions with the Pipe ( | ) Symbol to Filter Junos OS Command

Output on page 271

•

• Pipe ( | ) Filter Functions in the Junos OS Command-Line Interface on page 272
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• Using the Pipe ( | ) Symbol to Filter Junos OS Command Output on page 270

Returning to theMost Recently Committed Junos OS Configuration

To return to the most recently committed configuration and load it into configuration

mode without activating it, use the rollback configuration mode command:

[edit]
user@host# rollback

load complete

To activate the configuration to which you rolled back, use the commit command:

[edit]
user@host# rollback
load complete
[edit]
user@host# commit

See Also Rolling Back Junos OS Configuration Changes on page 43•

• Understanding How the Junos OS Configuration Is Stored on page 182

Returning to a Previously Committed Junos OS Configuration

This topic explains how you can return to a configuration prior to the most recently

committed one, and contains the following sections:

• Returning to a Configuration Prior to the One Most Recently Committed on page 191

• Displaying Previous Configurations on page 192

• Comparing Configuration Changes with a Prior Version on page 193

Returning to a Configuration Prior to the OneMost Recently Committed

To return to a configuration prior to the most recently committed one, include the

configuration number, 0 through 49, in the rollback command. Themost recently saved

configuration is number0(which is thedefault configuration towhich thesystemreturns),

and the oldest saved configuration is number 49.

[edit]
user@host# rollback number
load complete
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Displaying Previous Configurations

To display previous configurations, including the rollback number, date, time, the name

of the user who committed changes, and themethod of commit, use the rollback ?

command.

[edit]
user@host# rollback ?
Possible completions:
<[Enter]> Execute this command
<number> Numeric argument
0 2005-02-27 12:52:10 PST by abc via cli
1 2005-02-26 14:47:42 PST by def via cli
2 2005-02-14 21:55:45 PST by ghi via cli
3 2005-02-10 16:11:30 PST by jkl via cli
4 2005-02-10 16:02:35 PST bymno via cli
5 2005-03-16 15:10:41 PST by pqr via cli
6 2005-03-16 14:54:21 PST by stu via cli
7 2005-03-16 14:51:38 PST by vwx via cli
8 2005-03-16 14:43:29 PST by yzz via cli
9 2005-03-16 14:15:37 PST by abc via cli
10 2005-03-16 14:13:57 PST by def via cli
11 2005-03-16 12:57:19 PST by root via other
12 2005-03-16 10:45:23 PST by root via other
13 2005-03-16 10:08:13 PST by root via other
14 2005-03-16 01:20:56 PST by root via other
15 2005-03-16 00:40:37 PST by ghi via cli
16 2005-03-16 00:39:29 PST by jkl via cli
17 2005-03-16 00:32:36 PST bymno via cli
18 2005-03-16 00:31:17 PST by pqr via cli
19 2005-03-15 19:59:00 PST by stu via cli
20 2005-03-15 19:53:39 PST by vwx via cli
21 2005-03-15 18:07:19 PST by yzz via cli
22 2005-03-15 17:59:03 PST by abc via cli
23 2005-03-15 15:05:14 PST by def via cli
24 2005-03-15 15:04:51 PST by ghi via cli
25 2005-03-15 15:03:42 PST by jkl via cli
26 2005-03-15 15:01:52 PST bymno via cli
27 2005-03-15 14:58:34 PST by pqr via cli
28 2005-03-15 13:09:37 PST by root via other
29 2005-03-12 11:01:20 PST by stu via cli
30 2005-03-12 10:57:35 PST by vwx via cli
31 2005-03-11 10:25:07 PST by yzz via cli
32 2005-03-10 23:40:58 PST by abc via cli
33 2005-03-10 23:40:38 PST by def via cli
34 2005-03-10 23:14:27 PST by ghi via cli
35 2005-03-10 23:10:16 PST by jkl via cli
36 2005-03-10 23:01:51 PST bymno via cli
37 2005-03-10 22:49:57 PST by pqr via cli
38 2005-03-10 22:24:07 PST by stu via cli
39 2005-03-10 22:20:14 PST by vwx via cli
40 2005-03-10 22:16:56 PST by yzz via cli
41 2005-03-10 22:16:41 PST by abc via cli
42 2005-03-10 20:44:00 PST by def via cli
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43 2005-03-10 20:43:29 PST by ghi via cli
44 2005-03-10 20:39:14 PST by jkl via cli
45 2005-03-10 20:31:30 PST by root via other
46 2005-03-10 18:57:01 PST bymno via cli
47 2005-03-10 18:56:18 PST by pqr via cli
48 2005-03-10 18:47:49 PST by stu via cli
49 2005-03-10 18:47:34 PST by vw via cli
| Pipe through a command
[edit]

Comparing Configuration Changes with a Prior Version

In configurationmode only, when you havemade changes to the configuration andwant

to compare the candidate configuration with a prior version, you can use the compare

command to display the configuration. The compare command compares the candidate

configuration with either the current committed configuration or a configuration file and

displays the differences between the two configurations. To compare configurations,

specify the compare command after the pipe:

[edit]
user@host# show | compare (filename| rollback n)

filename is the full path to a configuration file. The file must be in the proper format: a

hierarchy of statements.

n is the index into the list of previously committed configurations. Themost recently

saved configuration is number 0, and the oldest saved configuration is number 49. If you

do not specify arguments, the candidate configuration is compared against the active

configuration file (/config/juniper.conf).

The comparison output uses the following conventions:

• Statements that are only in the candidate configuration are prefixed with a plus sign

(+).

• Statements that are only in the comparison file are prefixed with aminus sign (-).

• Statements that are unchanged are prefixed with a single blank space ( ).

The following example shows various changes, then a comparison of the candidate

configuration with the active configuration, showing only the changes made at the [edit

protocols bgp] hierarchy level:

[edit]
user@host# edit protocols bgp
[edit protocols bgp]
user@host# show
groupmy-group {
type internal;
hold-time 60;
advertise-inactive;
allow 10.1.1.1/8;

}
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group fred {
type external;
peer-as 33333;
allow 10.2.2.2/8;

}
group test-peers {
type external;
allow 10.3.3.3/8;

}
[edit protocols bgp]
user@host# set groupmy-group hold-time 90
[edit protocols bgp]
user@host# delete groupmy-group advertise-inactive
[edit protocols bgp]
user@host# set group fred advertise-inactive
[edit protocols bgp]
user@host# delete group test-peers
[edit protocols bgp]
user@host# show | compare
[edit protocols bgp groupmy-group]
-hold-time 60;
+hold-time 90;
-advertise-inactive;
[edit protocols bgp group fred]
+advertise-inactive;
[edit protocols bgp]
-group test-peers {
-type external;
-allow 10.3.3.3/8;

}
[edit protocols bgp]
user@host# show
groupmy-group {
type internal;
hold-time 90;
allow 10.1.1.1/8;

}
group fred {
type external;
advertise-inactive;
peer-as 3333;
allow 10.2.2.2/8;

}

See Also Loading a Configuration from a File or the Terminal on page 206•

• Viewing Files and Directories on a Device Running Junos OS on page 257

Saving a Configuration to a File

Save Junos OS configuration to a file so that you can edit it with a text editor of your

choice. You can save your current configuration to an ASCII file, which saves the
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configuration in its current form, including any uncommitted changes. If more than one

user is modifying the configuration, all changes made by all users are saved.

To save software configuration changes to an ASCII file, use the save configurationmode

command:

[edit]
user@host# save filename
[edit]
user@host#

Thecontents of the current level of the statementhierarchy (andbelow)are saved, along

with the statement hierarchy containing it. This allows a section of the configuration to

be saved, while fully specifying the statement hierarchy.

By default, the configuration is saved to a file in your homedirectory, which is on the flash

drive.

When you issue this command from anywhere in the hierarchy (except the top level), a

replace tag is automatically included at the beginning of the file. You can use the replace

tag to control how a configuration is loaded from a file.

user@host> file show /var/home/user/myconf
replace:
protocols {
bgp {
disable;
group int {
type internal;

}
}
isis {
disable;
interface all {
level 1 disable;

}
interface fxp0.0 {
disable;

}
}
ospf {
traffic-engineering;
reference-bandwidth 4g;
...

}
}

Compressing the Current Configuration File

By default, the current operational configuration file is compressed and is stored in the

file juniper.conf.gz the /config file system, along with the last three committed versions

of theconfiguration. If youhave largenetworks, the current configuration filemight exceed

the available space in the /config file system. Compressing the current configuration file
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enables the file to fit in the file system, typically reducing the size of the file by90percent.

Youmight want to compress your current operation configuration files when they reach

3megabytes (MB) in size.

When you compress the current configuration file, the names of the configuration files

change. To determine the size of the files in the /config file system, issue the file list

/config detail command.

NOTE: We recommend that you compress the configuration files (this is the
default) tominimize the amount of disk space that they require.

• If you want to compress the current configuration file, include the

compress-configuration-files statement at the [edit system] hierarchy level:

[edit system]
compress-configuration-files;

• Commit the current configuration file to include the compression-configuration-files

statement. Commit the configuration again to compress the current configuration file:

[edit system]
user@host# set compress-configuration-files
user@host# commit
commit complete
user@host# commit
commit complete

• If you do not want to compress the current operational configuration file, include the

no-compress-configuration-files statement at the [edit system] hierarchy level:

[edit system]
no-compression-configuration-files;

• Commit the current configuration file to include the no-compress-configuration-files

statement. Commit the configuration again to uncompress the current configuration

file:

[edit system]
user@host# commit
commit complete
user@host# commit
commit complete

See Also Junos OS Commit Model for Configurations on page 158•

• compress-configuration-files
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Freeing Up SystemStorage Space

Problem Description: The system file storage space on the switch is full. Rebooting the switch

does not solve the problem.

The following error message is displayed during a typical operation on the switch after

the file storage space is full.

user@switch% cli
user@switch> configure
/var: write failed, filesystem is full

Solution Clean up the file storage on the switch by deleting system files.

1. Request to delete system files on the switch.

user@switch> request system storage cleanup

The list of files to be deleted is displayed.

List of files to delete:

         Size Date         Name
    11B Jul 26 20:55 /var/jail/tmp/alarmd.ts
   124B Aug  4 18:05 /var/log/default-log-messages.0.gz
  1301B Jul 26 20:42 /var/log/install.0.gz
   387B Jun  3 14:37 /var/log/install.1.gz
  4920B Aug  4 18:05 /var/log/messages.0.gz
  20.0K Jul 26 21:00 /var/log/messages.1.gz
  16.3K Jun 25 13:45 /var/log/messages.2.gz
   804B Aug  4 18:05 /var/log/security.0.gz
  16.8K Aug  3 11:15 /var/log/security.1.gz
   487B Aug  4 18:04 /var/log/wtmp.0.gz
   855B Jul 29 22:54 /var/log/wtmp.1.gz
   920B Jun 30 16:32 /var/log/wtmp.2.gz
    94B Jun  3 14:36 /var/log/wtmp.3.gz
 353.2K Jun  3 14:37 /var/sw/pkg/jloader-qfx-11.2I20110303_1117_dc-builder.tgz

 124.0K Jun  3 14:30 /var/tmp/gres-tp/env.dat
     0B Apr 14 16:20 /var/tmp/gres-tp/lock
     0B Apr 14 17:37 /var/tmp/if-rtsdb/env.lck
  12.0K Jul 26 20:55 /var/tmp/if-rtsdb/env.mem
2688.0K Jul 26 20:55 /var/tmp/if-rtsdb/shm_usr1.mem
 132.0K Jul 26 20:55 /var/tmp/if-rtsdb/shm_usr2.mem
2048.0K Jul 26 20:55 /var/tmp/if-rtsdb/trace.mem
   155B Jul 26 20:55 /var/tmp/krt_gencfg_filter.txt
     0B Jul 26 20:55 /var/tmp/rtsdb/if-rtsdb
1400.6K Aug  3 10:13 /var/tmp/sfid.core.0.gz
1398.9K Aug  3 17:01 /var/tmp/sfid.core.1.gz
Delete these files ? [yes,no] (no) 

2. Enter yes to delete the files.
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3. Reboot the switch.

BEST PRACTICE: We recommend that you regularly request a system file
storage cleanup to optimize the performance of the switch.

See Also request system storage cleanup•

Understanding Automatic Refreshing of Scripts on EX Series Switches

You can automatically refresh commit, event, and op scripts using operational mode

commands on EX Series switches. The commands are:

• request system scripts refresh-from commit

• request system scripts refresh-from event

• request system scripts refresh-from op

The existing Junos operating system (Junos OS) command-line interface (CLI) refresh

and refresh-fromconfigurationmodestatementshavebeenextended toworkwith Junos

XMLmanagement protocol and NETCONF XMLmanagement protocol sessions.

See Also Understanding Autoinstallation of Configuration Files on page 200•

• CLI User Interface Overview

• Junos OS Junos XMLManagement Protocol Guide

• Junos OS NETCONF XMLManagement Protocol Guide

Cleaning Up Files with the CLI

You can use the CLI request system storage cleanup command to rotate log files and

delete unnecessary files on the device. If you are running low on storage space, the file

cleanup procedure quickly identifies files that can be deleted.

The file cleanup procedure performs the following tasks:

• Rotates log files—Archives all information in the current log files, deletes old archives,

and creates fresh log files.

• Deletes log files in /var/log—Deletes any files that are not currently being written to.

• Deletes temporary files in /var/tmp—Deletes any files that have not been accessed

within two days.
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• Deletes all crash files in /var/crash—Deletes any core files that the device has written

during an error.

• Deletes all software images (*.tgz files) in /var/sw/pkg—Deletes any software images

copied to this directory during software upgrades.

To rotate log files and delete unnecessary files with the CLI:

1. Enter operational mode in the CLI.

2. Rotate log files and identify the files that can be safely deleted.

user@host> request system storage cleanup

The device rotates log files and displays the files that you can delete.

3. Enter yes at the prompt to delete the files.

NOTE: You can issue the request system storage cleanup dry-run command

to review the list of files that can be deleted with the request system storage

cleanup command, without actually deleting the files.

NOTE:

On SRX Series devices, the /var hierarchy is hosted in a separate partition

(instead of the root partition). If Junos OS installation fails as a result of
insufficient space:

• Usethe requestsystemstoragecleanupcommandtodelete temporary files.

• Delete any user-created files in both the root partition and under the /var

hierarchy.

See Also Cleaning Up Files in J-Web•

• Managing Accounting Files

• Encrypting Configuration Files on page 227

• Decrypting Configuration Files on page 229
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Release History Table DescriptionRelease

Starting in Junos OS Release 16.2R2, the show | compare | display xml
command omits the <configuration> tag in the XML output if the comparison
returnsnodifferencesor if the comparison returnsonlydifferences for non-native
configuration data, for example, configuration data associated with an
OpenConfig data model.

16.2R2

Related
Documentation

Day One: Exploring the Junos CLI•

Autoinstallation of Configuration Files

Autoinstallation is the automatic configuration of devices over the network without

manual intervention, or without any need for any configuration. For more information,

see the following topics:

• Understanding Autoinstallation of Configuration Files on page 200

• Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 203

Understanding Autoinstallation of Configuration Files

Autoinstallation is the automatic configuration of a device over the network from a

preexisting configuration file that youcreateandstoreonaconfiguration server—typically

a Trivial File Transfer Protocol (TFTP) server. You can use autoinstallation to configure

new devices automatically and to deploy multiple devices from a central location in the

network.

You enable autoinstallation so that the switches in your network implement

autoinstallation when they are powered on. To configure autoinstallation, you specify a

configurationserver, anautoinstallation interface, andaprotocol for IPaddressacquisition.

NOTE: The QFX5200 switches only work with HTTP for autoinstallation.
TFTP and FTP protocols are not supported.

This topic describes:

• Typical Uses for Autoinstallation on page 200

• Autoinstallation Configuration Files and IP Addresses on page 201

• Typical Autoinstallation Process on a New Switch on page 201

Typical Uses for Autoinstallation

Typical uses for autoinstallation of the software include:

• To deploy and update multiple devices from a central location in the network.

• To update a device—Autoinstallation occurs when a device that has beenmanually

configured for autoinstallation is powered on.

Copyright © 2019, Juniper Networks, Inc.200

CLI User Guide

https://www.juniper.net/us/en/training/jnbooks/day-one/fundamentals-series/cli/


Autoinstallation Configuration Files and IP Addresses

For the autoinstallation process to work, youmust store one or more host-specific or

default configuration files on a configuration server in the network and have a service

available—typicallyDynamicHostConfigurationProtocol (DHCP)—toassignan IPaddress

to the switch.

You can set up the following configuration files for autoinstallation on the switch:

• network.conf—Default configuration file for autoinstallation, in which you specify IP

addresses and associated hostnames for devices on the network.

• switch.conf—Default configuration file forautoinstallationwithaminimumconfiguration

sufficient for you to telnet to the device and configure it manually.

• hostname.conf—Host-specific configuration file for autoinstallation on a device that

contains all the configuration information necessary for the switch. In the filename,

hostname is replaced with the hostname assigned to the switch.

If the server with the autoinstallation configuration file is not on the same LAN segment

as the new device, or if a specific device is required by the network, youmust configure

an intermediatedevicedirectly attached to thenewswitch, throughwhich thenewswitch

can send TFTP, Boot Protocol (BOOTP), and Domain Name System (DNS) requests. In

this case, you specify the IP address of the intermediate device as the location to receive

TFTP requests for autoinstallation.

Typical Autoinstallation Process on a NewSwitch

When the switch configured for autoinstallation is powered on, it performs the following

autoinstallation tasks:

1. The switch sends out DHCP or BOOTP requests on each connected interface

simultaneously to obtain an IP address.

If a DHCP server responds to these requests, it provides the switch with some or all

of the following information:

• An IP address and subnet mask for the autoinstallation interface.

• The location of the (typically) TFTP server, Hypertext Transfer Protocol (HTTP)

server, or FTP server on which the configuration file is stored.

• The name of the configuration file to be requested from the TFTP server.

• The IP address or hostname of the TFTP server.

If the DHCP server provides the server’s hostname, a DNS server must be available

on the network to resolve the name to an IP address.

• The IP address of an intermediate device if the configuration server is on a different

LAN segment from the switch.

201Copyright © 2019, Juniper Networks, Inc.

Chapter 4: Managing Configurations



2. After the switch acquires an IP address, the autoinstallation process on the switch

attempts to download a configuration file in the following ways:

a. If the DHCP server specifies the host-specific configuration file hostname.conf, the

switch uses that filename in the TFTP server request. The autoinstallation process

on the new switch makes three unicast TFTP requests for hostname.conf. If these

attempts fail, the switch broadcasts three requests to any available TFTP server

for the file.

b. If the switch does not locate a hostname.conf file, the autoinstallation process

sends threeunicastTFTP requests for anetwork.conf file that contains the switch’s

hostname-to-IP-address mapping information. If these attempts fail, the switch

broadcasts three requests to any available TFTP server for the file.

c. If the switch fails to find a network.conf file that contains a hostname entry for the

switch, the autoinstallation process sends out a DNS request and attempts to

resolve the switch's IP address to a hostname.

d. If the switch determines its hostname, it sends a TFTP request for the

hostname.conf file.

e. If the switch is unable tomap its IP address to a hostname, it sends TFTP requests

for the default configuration file switch.conf. The TFTP request procedure is the

same as for the network.conf file.

3. After the switch locates a configuration file on a TFTP server, the autoinstallation

process downloads the file, installs the file on the switch, and commits the

configuration.

NOTE: Please refer to the product Data Sheets for details, or contact your

Juniper Account Teamor Juniper Partner. Please refer to the Juniper Licensing

Guide for general information about License Management.

See Also Connecting and Configuring an EX Series Switch (CLI Procedure)•

• Connecting and Configuring an EX Series Switch (J-Web Procedure)

• Configuration Files Terms
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Configuring Autoinstallation of Configuration Files (CLI Procedure)

Autoinstallation is the automatic configuration of a device over the network from a

pre-existingconfiguration file that youcreateandstoreonaconfiguration server—typically

aTrivial FileTransferProtocol (TFTP)server. Youcanuseautoinstallation toautomatically

deploy multiple devices from a central location in the network.

To specify autoinstallation to run when you power on a switch already installed in your

network, you can enable it by specifying one or more interfaces, protocols, and

configuration servers to be used for autoinstallation.

Before you explicitly enable and configure autoinstallation on the switch, perform these

tasks as needed for your network’s configuration:

• Have a service available—typically Dynamic Host Configuration Protocol (DHCP)—to

assign an IP address to the switch

• Configure a DHCP server on your network tomeet your network requirements. You can

configure a switch to operate as a DHCP server. For more information, see Configuring

a DHCP Server on Switches (CLI Procedure).

• Create one of the following configuration files, and store it on a TFTP server (or HTTP

server or FTP server) in the network:

• A host-specific file with the name hostname.conf for each switch undergoing

autoinstallation. Replace hostname with the name of a switch. The hostname.conf

file typically contains all the configuration information necessary for the switchwith

this hostname.

• A default configuration file named switch.confwith the minimum configuration

necessary to enable you to telnet into the new switch for further configuration.

• Physically attach the switch to the network using a Gigabit Ethernet port.

• If you configure the DHCP server to provide only the TFTP server hostname, add an IP

address-to-hostnamemapping entry for the TFTP server to the DNS database file on

the Domain Name System (DNS) server in the network.

• If the switch is not on the same network segment as the DHCP server (or other device

providing IP address resolution), configure an existing device as an intermediate device

to receive TFTP and DNS requests and forward them to the TFTP server and the DNS

server. Youmust configure the LAN or serial interface on the intermediate device with

the IP addresses of the hosts providing TFTP and DNS services. Connect this interface

to the switch.

• If you are using hostname.conf files for autoinstallation, youmust also complete the

following tasks:

• Configure theDHCPserver to provide a hostname.conf filename to each switch. Each

switch uses its hostname.conf filename to request a configuration file from the TFTP

server. Copy the necessary hostname.conf configuration files to the TFTP server.

• Create a default configuration file named network.conf, and copy it to the TFTP

server. This file contains IP-address-to-hostnamemapping entries. If the DHCP
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server does not send a hostname.conf filename to a new switch, the switch uses

network.conf to resolve its hostname based on its IP address.

Alternatively, youcanadd the IP-address-to-hostnamemappingentry for the switch

to a DNS database file.

The switch uses the hostname to request a hostname.conf file from the TFTP server.

To configure autoinstallation:

1. Specify the URL address of one or more servers fromwhich to obtain configuration

files.

[edit system]
user@switch# set autoinstallation configuration-servers tftp://tftpconfig.example.com

NOTE: You can also use an FTP address, for example,
ftp://user:password@sftpconfig.example.com.

2. Configure one ormore Ethernet interfaces to perform autoinstallation and one or two

procurement protocols for each interface. The switch uses the protocols to send a

request for an IP address for the interface:

[edit system]
user@switch# set autoinstallation interfaces ge-0/0/0 bootp
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To verify autoinstallation:

1. From the CLI, enter the show system autoinstallation status command.

user@switch> show system autoinstallation status

Autoinstallation status:
Master state: Active
Last committed file: None
Configuration server of last committed file: 10.25.100.1
Interface:
  Name: ge-0/0/0
  State: Configuration Acquisition
  Acquired:
    Address: 192.168.124.75
    Hostname: host-ge-000
    Hostname source: DNS
    Configuration filename: switch-ge-000.conf
    Configuration filename server: 10.25.100.3
  Address acquisition:
    Protocol: DHCP Client
    Acquired address: None
    Protocol: RARP Client
    Acquired address: None
Interface:
  Name: ge-0/0/1
  State: None
  Address acquisition:
    Protocol: DHCP Client
    Acquired address: None
    Protocol: RARP Client
    Acquired address: None

See Also Understanding DHCP Services for Switches•

Related
Documentation

Day One: Exploring the Junos CLI•

Loading Configuration Files

Loading configuration files on the device are helpful for loading parts of configuration

files that might be common across many devices within a network.

• Loading a Configuration from a File or the Terminal on page 206

• Understanding Character Encoding on Devices Running Junos OS on page 208

• Additional Details About Specifying Junos OS Statements and Identifiers on page 210

• Examples: Loading a Configuration from a File on page 213

• Uploading a Configuration File on page 215
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Loading a Configuration from a File or the Terminal

You can create a file containing configuration data for a device running Junos OS, copy

the file to the local router, and then load the file into the CLI. After you have loaded the

file, you can commit it to activate the configuration on the router, or you can edit the

configuration interactively using the CLI and commit it at a later time.

You can also create a configurationwhile typing at the terminal and then load it. Loading

aconfiguration fromthe terminal is generally usefulwhenyouare cuttingexistingportions

of the configuration and pasting them elsewhere in the configuration.

To load an existing configuration file that is located on the router, use the load

configuration mode command:

[edit]
user@host# load (factory-default |merge | override | patch | replace | set | update)
filename <relative> <json>

For information about specifying the filename, see “Viewing Files and Directories on a

Device Running Junos OS” on page 257.

To load a configuration from the terminal, use the following version of the load

configuration mode command. Press Ctrl-d to end the input.

[edit]
user@host# load (factory-default |merge | override | patch | replace | set | update)
terminal <relative> <json>

To replaceanentire configuration, specify theoverrideoptionat any level of thehierarchy.

A load override operation completely replaces the current candidate configuration with

the file you are loading. Thus, if you saved a complete configuration, use this option.

An override operation discards the current candidate configuration and loads the

configuration in filename or the configuration that you type at the terminal. When you

use the override option and commit the configuration, all system processes reparse the

configuration. .

To replace portions of a configuration, specify the replace option. The load replace

operation looks for replace: tags that you added to the loaded file, and replaces the parts

of the candidate configuration with whatever is specified after the tag. This is useful

when you want more control over exactly what is being changed. For this operation to

work, youmust include replace: tags in the file or configuration you type at the terminal.

The software searches for the replace: tags, deletes the existing statements of the same

name, if any, and replaces themwith the incoming configuration. If there is no existing

statement of the same name, the replace operation adds to the configuration the

statements marked with the replace: tag.

If, in an override ormerge operation, you specify a file or type text that contains replace:

tags, the replace: tags are ignored and the override ormerge operation is performed.
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If you are performing a replace operation and the file you specify or text you type does

not contain any replace: tags, the replace operation is effectively equivalent to amerge

operation. This might be useful if you are running automated scripts and cannot know in

advancewhether the scripts need to perform a replace or amerge operation. The scripts

can use the replace operation to cover either case.

The loadmerge operation merges the configuration from the saved file or terminal with

the existing candidate configuration. This is useful if you are adding new configuration

sections. For example, suppose that you are adding a BGP configuration to the [edit

protocols] hierarchy level, where there was no BGP configuration before. You can use

the loadmerge operation to combine the incoming configuration with the existing

candidate configuration. If the existing configuration and the incoming configuration

contain conflicting statements, the statements in the incoming configuration override

those in the existing configuration.

To replace only those parts of the configuration that have changed, specify the update

option at any level of the hierarchy. The load update operation compares the candidate

configurationand thenewconfigurationdata, andonly changes thepartsof thecandidate

configuration that are different from the new configuration. You would use this, for

example, if there is an existing BGP configuration and the file you are loading changes it

in some way.

Themerge, override, and update options support loading configuration data in JavaScript

ObjectNotation (JSON) format.When loadingconfigurationdata that uses JSONformat,

youmust specify the json option in the command.

To change part of the configuration with a patch file, specify the patch option. The load

patch operation loads a file or terminal input that contains configuration changes. First,

on a device that already has the configuration changes, you type the show | compare

command to output the differences between two configurations. Then you can load the

differences on another router. The advantage of the load patch command is that it saves

you from having to copy snippets from different hierarchy levels into a text file prior to

loading them into the targetdevice. Thismightbeauseful timesaver if youare configuring

several deviceswith the sameoptions. For example, suppose that youconfigurea routing

policy on router1 and you want to replicate the policy configuration on router2, router3,

and router4. You can use the load patch operation.

First, run the show | compare command.

user@router1# show | compare rollback 3

[edit protocols ospf]
+   export default-static;
-   export static-default
[edit policy-options]
+   policy-statement default-static {
+       from protocol static;
+       then accept;
+   }

Copy theoutputof the show|comparecommand to theclipboard,making sure to include

the hierarchy levels. On router2, router3, and router4, type load patch terminal and paste
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the output. Press Enter and then press Ctrl-d to end the operation. If the patch input

specifies different values for an existing statement, the patch input overrides the existing

statement.

To use themerge, replace, set, or update optionwithout specifying the full hierarchy level,

specify the relative option. This option loads the incoming configuration relative to your

current edit point in the configuration hierarchy. For example:

[edit system]
user@host# show static-host-mapping
bob sysid 987.654.321ab
[edit system]
user@host# load replace terminal relative
[Type ^D at a new line to end input]
replace: static-host-mapping {
bob sysid 0123.456.789bc;

}
load complete
[edit system]
user@host# show static-host-mapping
bob sysid 0123.456.789bc;

To load a configuration that contains set configurationmode commands, specify the set

option. This option executes the configuration instructions line by line as they are stored

ina fileor fromaterminal. The instructionscancontainanyconfigurationmodecommand,

such as set, edit, exit, and top.

To copy a configuration file from another network system to the local router, you can

use the SSH and Telnet utilities, as described in the CLI Explorer.

NOTE: If you are using Junos OS in a Common Criteria environment, system
logmessagesarecreatedwheneverasecretattribute ischanged(forexample,

password changes or changes to theRADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

Formore information, see theSecureConfigurationGuide forCommonCriteria
and Junos-FIPS.

Understanding Character Encoding on Devices Running Junos OS

JunosOS configuration data and operational command outputmight contain non-ASCII

characters,whichareoutsideof the7-bitASCII character set.Whendisplayingoperational

or configuration data in certain formats or within a certain type of session, Junos OS

escapes and encodes these characters using the equivalent UTF-8 decimal character

reference.
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The JunosOScommand-line interface (CLI)attempts todisplayanynon-ASCII characters

in configuration data that is emitted in text, set, or JSON format, and similarly attempts

to display these characters in command output that is emitted in text format. In the

exception cases, which include configuration data in XML format and command output

in XMLor JSON format, the JunosOSCLI displays theUTF-8decimal character reference

instead. In NETCONF and Junos XML protocol sessions, if you request configuration data

orcommandoutput thatcontainsnon-ASCII characters, theserver returns theequivalent

UTF-8 decimal character reference for those characters for all formats.

For example, suppose the following user account, which contains the Latin small letter
n with a tilde (ñ), is configured on the device running Junos OS.

[edit]
user@host# set system login user mariap class super-user uid 2007 full-name "Maria
Peña"

When you display the resulting configuration in text format, the CLI prints the

corresponding character.

[edit]
user@host# show system login user mariap

full-name "Maria Peña";
uid 2007;
class super-user;

When you display the resulting configuration in XML format in the CLI or display the

configuration in any format in aNETCONFor JunosXMLprotocol session, the ñ character

maps to its equivalent UTF-8 decimal character reference &#195;&#177;.

[edit]
user@host# show system login user mariap | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/17.2R1/junos">
    <configuration junos:changed-seconds="1494033077" 
junos:changed-localtime="2017-05-05 18:11:17 PDT">
            <system>
                <login>
                    <user>
                        <name>mariap</name>
                        <full-name>Maria Pe&#195;&#177;a</full-name>
                        <uid>2007</uid>
                        <class>super-user</class>
                    </user>
                </login>
            </system>
    </configuration>
    <cli>
        <banner>[edit]</banner>
    </cli>
</rpc-reply>

Whenyou loadconfigurationdataontoadevice running JunosOS, youcan loadnon-ASCII

characters using their equivalent UTF-8 decimal character reference.
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Additional Details About Specifying Junos OS Statements and Identifiers

This topic provides more detailed information about CLI container and leaf statements

so that you can better understand how youmust specify themwhen creating ASCII

configuration files. It also describes how the CLI performs type checking to verify that

the data you entered is in the correct format.

• Specifying Statements on page 210

• Performing CLI Type Checking on page 212

Specifying Statements

Statements are shown one of two ways, either with braces or without:

• Statement name and identifier, with one or more lower level statements enclosed in

braces:

statement-name1 identifier-name {
statement-name2;
additional-statements;

}

• Statement name, identifier, and a single identifier:

statement-name identifier-name1 identifier-name2;

The statement-name is the name of the statement.

The identifier-name is a name or other string that uniquely identifies an instance of a

statement. An identifier is used when a statement can be specified more than once in a

configuration.

When specifying a statement, youmust specify either a statement name or an identifier

name, or both, depending on the statement hierarchy.

You specify identifiers in one of the following ways:

• identifier-name—The identifier-name is a keywordused to uniquely identify a statement

when a statement can be specified more than once in a statement.

• identifier-name value—The identifier-name is a keyword, and the value is a required

option variable.

• identifier-name [value1 value2 value3 ...]—The identifier-name is a keyword that accepts

multiple values. The brackets are required when you specify a set of values; however,

they are optional when you specify only one value.

The following examples illustrate how statements and identifiers are specified in the

configuration:

protocol {      # Top-level statement (statement-name).
 ospf {          # Statement under "protocol" (statement-name).
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  area 0.0.0.0 {     # OSPF area "0.0.0.0" (statement-name identifier-name),
   interface so-0/0/0 { # which contains an interface named "so-0/0/0."
    hello-interval 25; # Identifier and value (identifier-name value). 
    priority 2;     # Identifier and value (identifier-name value).
    disable;      # Flag identifier (identifier-name).
   }
   interface so-0/0/1;   # Another instance of "interface," named so-0/0/1,
  }             # this instance contains no data, so no braces
 }               # are displayed.
}
policy-options {    # Top-level statement (statement-name).
 term term1 {     # Statement under "policy-options" 
           # (statement-name value).
  from {       # Statement under "term" (statement-name).
   route-filter 10.0.0.0/8 orlonger reject;   # One identifier ("route-filter") 
with
   route-filter 127.0.0.0/8 orlonger reject;   # multiple values.
   route-filter 128.0.0.0/16 orlonger reject;
   route-filter 149.20.64.0/24 orlonger reject;
   route-filter 172.16.0.0/12 orlonger reject;
   route-filter 191.255.0.0/16 orlonger reject;
  }
  then {       # Statement under "term" (statement-name).
   next term;    # Identifier (identifier-name).
  }
 }
}

When you create an ASCII configuration file, you can specify statements and identifiers

in one of the following ways. However, each statement has a preferred style, and the CLI

uses that style when displaying the configuration in response to a configuration mode

show command.

• Statement followed by identifiers:

statement-name identifier-name [...] identifier-name value [...];

• Statement followed by identifiers enclosed in braces:

statement-name {
identifier-name;
[...]
identifier-name value;
[...]

}

• For some repeating identifiers, you can use one set of braces for all the statements:

statement-name {
identifier-name value1;
identifier-name value2;

}
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Performing CLI Type Checking

When you specify identifiers and values, the CLI performs type checking to verify that the

data you entered is in the correct format. For example, for a statement inwhich youmust

specify an IP address, the CLI requires you to enter an address in a valid format. If you

have not, an errormessage indicateswhat you need to type. Table 11 on page 212 lists the

data types the CLI checks.

Table 11: CLI Configuration Input Types

ExamplesFormatData Type

Correct: so-0/0/1

Incorrect: so-0

type-fpc/pic/portPhysical interface
name (used in the
[edit interfaces]
hierarchy)

Correct: so-0/0/1.0

Incorrect: so-0/0/1

type-fpc/pic/port<:channel>.logicalFull interface name

Correct: so, so-1, so-1/2/3:4.5type-<fpc</pic/port>><<:
channel>.logical>

Full or abbreviated
interface name (used
in places other than
the [edit interfaces]
hierarchy)

Correct: 1.2.3.4, 0x01020304, 128.8.1, 128.8

Sample translations:

1.2.3 becomes 1.2.3.0
0x01020304 becomes 1.2.3.4
0x010203 becomes 0.1.2.3

0xhex-bytesoctet<.octet<.octet.<octet>>>IP address

Correct: 10/8, 128.8/16, 1.2.3.4/32, 1.2.3.4

Sample translations:

1.2.3 becomes 1.2.3.0/32
0x01020304 becomes 1.2.3.4/32
0x010203 becomes 0.1.2.3/32
default becomes 0.0.0.0/0

0xhex-bytes</length>octet<octet
<octet.<octet>>></length>

IP address
(destination prefix)
and prefix length

Correct: 47.1234.2345.3456.00, 47123423453456.00,
47.12.34.23.45.34.56.00

Sample translations:

47123456 becomes 47.1234.56
47.12.34.56 becomes 47.1234.56
4712.3456 becomes 47.1234.56

hex-nibble<hex-nibble ...>International
Organization for
Standardization(ISO)
address
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Table 11: CLI Configuration Input Types (continued)

ExamplesFormatData Type

Correct: 54, 0.0.0.54, 0x01020304, 1.2.3.4

Sample translations:

54 becomes 0.0.0.54

257 becomes 0.0.1.1
128.8 becomes 128.8.0.0
0x010203 becomes 0.1.2.3

0xhex-bytesoctet<.octet<.octet.< octet
>>> decimal-number

OSPF area identifier
(ID)

See Also Entering and Exiting the Junos OS CLI Configuration Mode on page 76•

Examples: Loading a Configuration from a File

Figure 7: Overriding the Current Configuration

Figure 8: Using the replace Option
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Figure 9: Using themerge Option

Figure 10: Using a Patch File
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Figure 11: Using the set Option

Uploading a Configuration File

You can create a configuration file on your local system, copy the file to the switch, and

then load the file into theCLI.After youhave loaded theconfiguration file, youcancommit

it to activate the configuration on the switch. You can also edit the configuration

interactively using the CLI and commit it at a later time.

To upload a configuration file from your local system:

1. Create the configuration file using a text editor such as Notepad,making sure that the

syntax of the configuration file is correct. For more information about testing the

syntax of a configuration file, see the Junos OS System Basics and Services Command

Reference at https://www.juniper.net/documentation/software/junos/index.html.

2. In the configuration text file, use an option to perform the required action when the

file is loaded. Table 12 on page 216 lists and describes some options for the load

command.
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Table 12: Options for the load Command

DescriptionOptions

Combines the current active configuration and the configuration in the filename you specify or
the one that you type at the terminal. Amerge operation is useful when you are adding a new
section to an existing configuration. If the active configuration and the incoming configuration
contain conflicting statements, the statements in the incoming configuration override those in
the active configuration.

merge

Discards the current candidate configuration and loads the configuration in the filename you
specify or the one that you type at the terminal. When you use the override option and commit
the configuration, all systemprocesses reparse the configuration. Youcanuse theoverrideoption
at any level of the hierarchy.

override

Searches for the replace tags, deletes the existing statements of the same name, if any, and
replaces themwith the incoming configuration. If there is no existing statement of the same
name, the replace operation adds the statements marked with the replace tag to the active
configuration.

NOTE: For this operation to work, youmust include replace tags in the text file or in the
configuration you type at the terminal.

replace

3. Press Ctrl+a to select all the text in the configuration file.

4. Press Ctrl+c to copy the contents of the configuration text file to the Clipboard.

5. Log in to the switch using your username and password.

6. Enter configuration mode:

user@switch> configure

[edit]

user@switch#

7. Load the configuration file:

[edit]

user@switch# loadmerge terminal

8. At the cursor, paste the contents of theClipboard using themouse and thePaste icon:

[edit]

user@switch# loadmerge terminal

[Type ^D at a new line to end input]

>Cursor is here. Paste the contents of the clipboard here<

9. Press Enter.

10. Press Ctrl+d to set the end-of-file marker.
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To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt. You can also edit the configuration interactively using the CLI and commit

it at a later time.

See Also Understanding Configuration Files on page 181•

Related
Documentation

Day One: Exploring the Junos CLI•

Backing Up Configurations to an Archive Site

You can configure a device to transfer its configuration to an archive file periodically. The

following tasks describe how to transfer the configuration to an archive site:

1. Configuring the Transfer of the Currently Active Configuration to an Archive

Site on page 217

2. Configuring the Periodic Transfer of the Active Configuration to an Archive

Site on page 218

3. Configuring the Transfer of the Currently Active ConfigurationWhen a Configuration

Is Committed on page 218

4. Configuring Archive Sites for the Transfer of Active Configuration Files on page 218

Configuring the Transfer of the Currently Active Configuration to an Archive Site

If you want to back up your device’s current configuration to an archive site, you can

configure the device to transfer its currently active configuration by FTP or secure copy

(SCP) periodically or after each commit.

To configure the device to transfer its currently active configuration to an archive site,

include statements at the [edit system archival configuration] hierarchy level:

[edit system archival configuration]
archive-sites {
ftp://username<:password>@host-address<:port>/url-path;
scp://username<:password>@host-address<:port>/url-path;

}
transfer-interval interval;
transfer-on-commit;

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks ("")andenclose
the IPv6 host address in brackets ([ ]). For example,
“ftp://username<:password>@[ipv6-host-address]<:port>/url-path”
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Configuring the Periodic Transfer of the Active Configuration to an Archive Site

To configure the device to periodically transfer its currently active configuration to an

archive site, include the transfer-interval statement at the [edit system archival

configuration] hierarchy level:

[edit system archival configuration]
transfer-interval interval;

The interval is a period of time ranging from 15 through 2880minutes.

Configuring the Transfer of the Currently Active ConfigurationWhen a Configuration Is
Committed

To configure the device to transfer its currently active configuration to an archive site

each time you commit a candidate configuration, include the transfer-on-commit

statement at the [edit system archival configuration] hierarchy level:

[edit system archival configuration]
transfer-on-commit;

NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks ("")andenclose
the IPv6 host address in brackets ([ ]). For example,
“scp://username<:password>@[ipv6-host-address]<:port>/url-path”

Configuring Archive Sites for the Transfer of Active Configuration Files

When you configure the device to transfer its configuration files, you specify an archive

site towhich the files are transferred. If you specifymore than one archive site, the device

attempts to transfer files to the first archive site in the list, moving to the next site only

if the transfer fails.

When you use the archive-sites statement, you can specify a destination as an FTP URL,

or SCP-style remote file specification. The URL type file:// is also supported.

To configure the archive site, include the archive-sites statement at the

[edit system archival configuration] hierarchy level:

[edit system archival configuration]
archive-sites {
ftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;
file://<path>/<filename>;

}
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NOTE: When specifying a URL in a Junos OS statement using an IPv6 host
address, youmustenclose theentireURL inquotationmarks ("")andenclose
the IPv6 host address in brackets ([ ]). For example,
“scp://username<:password>@[ipv6-host-address]<:port>/url-path”

When you specify the archive site, do not add a forward slash (/) to the end of the URL.

The destination filename is saved in the following format, where n corresponds to the

number of the compressed configuration rollback file that has been archived:

<router-name>_YYYYMMDD_HHMMSS_juniper.conf.n.gz

NOTE: Whenever configurations aremade, the time included in the
destination filename is either in Coordinated Universal Time (UTC) or Japan
Standard Time (JST) . The default time zone on the device is UTC.

See Also Junos OS Commit Model for Configurations on page 158•

Factory Default Configuration

The default factory configuration which contains the basic configuration settings is the

first configuration of the device, and is loaded when the device is first installed and

powered on. For more information, see the following topics:

• Reverting to the Default Factory Configuration on page 219

• Reverting to the Default Factory Configuration for the EX Series Switch on page 220

Reverting to the Default Factory Configuration

If for any reason the current active configuration fails, you can revert to thedefault factory

configuration. Thedefault factory configurationcontains thebasic configuration settings.

This is the first configurationof the switch, and it is loadedwhen the switch is first installed

and powered on.

The load factory default command is a standard Junos OS configuration command. This

configurationcommand replaces thecurrentactiveconfigurationwith thedefault factory

configuration.

To revert the switch to the rescue configuration:

[edit]
user@switch# load factory-default
[edit]
user@switch# delete system commit factory-settings
[edit]
user@switch# commit
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See Also Understanding Configuration Files on page 181•

• Reverting to the Rescue Configuration on page 225

Reverting to the Default Factory Configuration for the EX Series Switch

If for any reason the current active configuration fails, you can revert to the factory-default

configuration.

You can also roll back to a previous configuration, as described in “Rolling Back Junos

OSConfigurationChanges”onpage43, or revert to the rescueconfiguration, asdescribed

in “Reverting to the Rescue Configuration for the EX Series Switch” on page 226.

TIP: If you have lost the root password, it is not necessary to revert to the
factory-default configuration to reset it. SeeTroubleshooting Loss of theRoot
Password.

The factory-default configurationcontains thebasic configurationsettings for theswitch.

This is the first configurationof the switchand it is loadedwhen the switch is first powered

on. For the factory-default configuration file for your switch, see the hardware

documentation for your switch.

TIP: You can run the EZsetup script to complete the initial configuration of
the switch after reverting to the factory-default configuration. (The EZsetup
script is available only on fixed configuration switches, it is not available on
modular switches.) For information on completing the initial configuration
using either the CLI or the J-Web interface, see Connecting and Configuring
an EX Series Switch (CLI Procedure) or Connecting and Configuring an EX
Series Switch (J-Web Procedure).

You can revert to the factory-default configuration by using theMenu button to the right

of the LCD panel on switches with LCD panel or by using the request system zeroize

operational commandor the loadfactory-defaultconfigurationcommand. (If your switch

model does not have an LCD panel, use these commands.) You can also use the load

factory-default command to revert to the factory-default configuration file that contains

all default settings except the root password setting, which is retained.

These procedures are described in the following sections:

• Reverting to the Factory-Default Configuration by Using the LCD Panel on page 221

• Reverting to the Factory-Default Configuration by Using the request system zeroize

Command on page 221

• Reverting to the Factory-Default Configuration by Using the load factory-default

Command on page 222

• Reverting to the Factory-Default Configuration by Using the Factory Reset/Mode

button on EX2300 and EX3400 Switches on page 223
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Reverting to the Factory-Default Configuration by Using the LCD Panel

To set the switch to the factory-default configuration, use the LCD panel and buttons

on the front panel of the switch shown in Figure 12 on page 221. If the switchmodel does

not have an LCD panel, use one of the procedures described in the following sections.

Figure 12: EX Series Switch LCD Panel

NOTE: To revert amember switch of a Virtual Chassis to the factory-default
configuration, first disconnect the cables connected to the Virtual Chassis
ports (VCPs) to avoid affecting Virtual Chassis configuration parameters
(member ID, mastership priority, and setting of VCP uplinks) on other
members. See Disconnecting a Fiber-Optic Cable, Disconnecting a Virtual
ChassisCable fromanEX4200Switch, orDisconnectingaVirtualChassisCable
from an EX4500 Switch.

To revert to the factory-default configuration by using the LCD panel:

1. Press theMenu button until you see MAINTENANCEMENU on the panel.

2. Press the Enter button.

3. PressMenu until you see FACTORY DEFAULT.

4. Press Enter. The display says RESTORE DEFAULT?

5. Press Enter. The screen flashes FACTORYDEFAULT IN PROGRESS and returns to the

idle menu.

6. Complete the initial configuration of the switch. See Connecting and Configuring an

EX Series Switch (CLI Procedure) or Connecting and Configuring an EX Series Switch

(J-Web Procedure).

Reverting to the Factory-Default Configuration by Using the request system
zeroize Command

The requestsystemzeroizecommand isastandard JunosOSoperationalmodecommand

that removesall configuration informationand resetsall key values. Theoperationunlinks

all user-created data files, including customized configuration and log files, from their

directories. The switch then reboots and reverts to the factory-default configuration.
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To completely erase user-created data so that it is unrecoverable, use the request system

zeroizemedia command.

CAUTION: Before issuing request system zeroize, use the request system

snapshot command to back up the files currently used to run the switch to a

secondary device.

To revert to the factory-default configuration by using the request system zeroize

command:

1. user@switch> request system zeroize
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (yes)

2. Type yes to remove configuration and log files and revert to the factory-default
configuration.

NOTE: Theauto-image-upgradestatement isaddedunder the [editchassis]

hierarchy levelwhenyouuse thisprocedure, and thus theautomatic image
upgrade feature is made available on the switch.

Reverting to the Factory-Default Configuration by Using the load factory-default
Command

The load factory-default command is a standard Junos OS configuration command that

replaces the current active configuration with the factory-default configuration (except

the root password setting, which by default is not set but which youmust set in order to

commit the new configuration in this procedure).

If you want to run the EZsetup script to complete the initial configuration of the switch

after you revert to the factory-default configuration, do not use the load factory-default

command. Instead do the reversion using either the LCD panel or the request system

zeroize command. If you use the load factory-default command to revert to the

factory-default configuration, the configuration for the root password is retained and

theEZsetup scriptwill not run. (TheEZsetup script is availableonly on fixedconfiguration

switches, it is not available onmodular switches.)

NOTE: The load factory-default command by itself is not supported on

EX3300, EX4200, EX4500, and EX4550 switches configured in a Virtual
Chassis.

To revert to the factory-default configurationby using the load factory-default command:
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NOTE: If you use this procedure, youmust delete the system commit factory
settings, set the root password, and commit the configuration. These steps
arenot requiredwhenyou revert to the factory-default configurationbyusing
request system zeroize. Also, the auto-image-upgrade statement is not added

to the configuration when you use this procedure; it is added to the
configuration when you use request system zeroize.

1. [edit]

user@switch# load factory-default

2. [edit]

user@switch# delete system commit factory-settings

3. [edit]

user@switch# set system root-authentication plain-text-password

4. [edit]

user@switch# commit

5. Check themember ID andmastership prioritywith the showvirtual-chassis command

and check to see whether there are remaining settings for uplink VCPs by using the

show virtual-chassis vc-port command.

Reverting to the Factory-Default Configuration byUsing the Factory Reset/Mode
button on EX2300 and EX3400 Switches

To set the EX2300 switches except the EX2300-24MP and EX2300-48MP switches,

EX2300-C switches, and EX3400 switches to the factory-default configuration, use the

Factory Reset/Mode button located on the far right side of the front panel.

NOTE: To revert amember switch of a Virtual Chassis to the factory-default
configuration,disconnect thecablesconnected to theVCPs toavoidaffecting
Virtual Chassis configuration parameters (member ID, mastership priority,
andsettingofVCPuplinks)onothermembers.SeeDisconnectingaFiber-Optic
Cable.

To revert to the factory-default configuration by using the Factory Reset/Mode button:

1. Press the Factory Reset/Mode button for 10 seconds. The switch transitions into

factory-default configuration and the console displays committing factory default

configuration.

2. Press the Factory Reset/Mode button for 10 more seconds. The switch transitions

into initial setupmode and the console displays committing ezsetup config.
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See Also Connecting and Configuring an EX Series Switch (CLI Procedure)•

• Connecting and Configuring an EX Series Switch (J-Web Procedure)

• Understanding Configuration Files on page 181

Related
Documentation

Day One: Exploring the Junos CLI•

Rescue Configuration

A rescue configuration is the known working configuration. If the active configuration is

corrupted, the device automatically loads the rescue configuration file as the active

configuration. For more information, see the following topics:

• Creating and Returning to a Rescue Configuration on page 224

• Reverting to the Rescue Configuration on page 225

• Reverting to the Rescue Configuration for the EX Series Switch on page 226

• Setting or Deleting the Rescue Configuration on page 226

Creating and Returning to a Rescue Configuration

A rescue configuration allows you to define a known working configuration or a

configuration with a known state that you can roll back to at any time. This alleviates

the necessity of having to remember the rollback number with the rollback command.

You use the rescue configuration when you need to roll back to a known configuration

or as a last resort if your router or switch configuration and the backup configuration files

become damaged beyond repair.

To save themost recently committed configuration as the rescue configuration so that

you can return to it at any time, issue the request system configuration rescue save

command:

user@host> request system configuration rescue save

To return to the rescue configuration, use the rollback rescue configuration mode

command:

[edit]
user@host# rollback rescue
load complete

NOTE: If the rescueconfigurationdoesnotexist, or if the rescueconfiguration
is not a complete, viable configuration, then the rollback command fails, an

error message appears, and the current configuration remains active.

To activate the rescue configuration that you have loaded, use the commit command:
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[edit]
user@host# rollback rescue
load complete
[edit]
user@host# commit

To delete an existing rescue configuration, issue the request system configuration rescue

delete command:

user@host> request system configuration rescue delete
user@host>

For more information about the request system configuration rescue delete and request

system configuration rescue save commands, see the CLI Explorer.

See Also Comparing Configuration Changes with a Prior Version on page 193•

• Returning to a Previously Committed Junos OS Configuration on page 191

• Saving a Configuration to a File on page 194

Reverting to the Rescue Configuration

If someone inadvertently commits a configuration that denies management access to

adeviceand theconsoleport is notaccessible, youcanoverwrite the invalidconfiguration

and replace it with the rescue configuration. The rescue configuration is a previously

committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.

[edit]
user@switch# commit filename

See Also Reverting to the Default Factory Configuration on page 219•
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Reverting to the Rescue Configuration for the EX Series Switch

If someone inadvertently commits a configuration that denies management access to

an EX Series switch and the console port is not accessible, you can overwrite the invalid

configuration and replace it with the rescue configuration by using the LCD panel on the

switch. The rescue configuration is a previously committed, valid configuration.

You can also revert to the default factory configuration, as described in “Reverting to the

Default Factory Configuration for the EX Series Switch” on page 220.

Before you begin to revert to the rescue configuration:

• Ensure that you have physical access to the switch.

• A rescue configuration for the switch must have been previously set.

To revert the switch to the rescue configuration:

1. At the LCD panel on the switch, pressMenu until you seeMAINTENANCEMENU.

2. Press Enter.

3. PressMenu until you see Load Rescue.

4. Press Enter.

5. When Commit Rescue is displayed, press Enter.

The LCD panel displays the message Commit Rescue in Progress. When the reversion

is complete, it displays the idle menu.

NOTE: If there isno rescueconfigurationsavedon theswitch, themessage
Commit rescue failed is displayed.

Setting or Deleting the Rescue Configuration

A rescue configuration is a user-defined configuration that restores connectivity to the

device. You set a current committed configuration to be the rescue configuration through

the CLI. If someone inadvertently commits a configuration that denies management

access to a device and the console port is not accessible, you can overwrite the invalid

configuration and replace it with the rescue configuration. The rescue configuration is a

previously committed, valid configuration.We recommend that the rescue configuration

include the IP address (accessible from the network) for the management port.

To set the current active configuration as the rescue configuration:

user@switch> request system configuration rescue save
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To delete an existing rescue configuration:

user@switch> request system configuration rescue delete

See Also Reverting to the Default Factory Configuration on page 219•

• CLI Explorer

Related
Documentation

Day One: Exploring the Junos CLI•

Encrypting and Decrypting Configuration Files

Encrypting configuration file enables you to store configuration data or sensitive

information in a configuration file. Decrypting is disabling the encryption of configuration

files on a device andmake them readable to all. For more information, see the following

topics:

• Encrypting Configuration Files on page 227

• Decrypting Configuration Files on page 229

• Modifying the Encryption Key on page 229

• Example: Protecting the Junos OS Configuration fromModification or

Deletion on page 230

Encrypting Configuration Files

To configure an encryption key in EEPROM and determine the encryption process, enter

one of the request system set-encryption-key commands in operational mode described

in Table 13 on page 227.

NOTE: The request system set-encryption-key command is not supported on

SRX3400,SRX3600,SRX5400,SRX5600,andSRX5800devices; therefore,
this task does not apply to such devices.

Table 13: request system set-encryption-key Commands

DescriptionCLI Command

Sets the encryption key and enables default configuration file
encryption:

• AESencryption for theCanadaandU.S. version of JunosOS

• DES encryption for the international version of Junos OS

request system set-encryption-key

Sets the encryption key and specifies configuration file
encryption by DES.

request system set-encryption-key algorithm des
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Table 13: request system set-encryption-key Commands (continued)

DescriptionCLI Command

Sets the encryption key and enables default configuration file
encryption with a unique encryption key that includes the
chassis serial number of the device.

Configuration files encrypted with the unique key can be
decrypted only on the current device. You cannot copy such
configuration files to another device and decrypt them.

request system set-encryption-key unique

Sets the encryption key and specifies configuration file
encryption by DES with a unique encryption key.

request system set-encryption-key des unique

To encrypt configuration files on a device:

1. Enter operational mode in the CLI.

2. Configure an encryption key in EEPROM and determine the encryption process; for

example, enter the request system set-encryption-key command.

user@host> request system set-encryption-key
Enter EEPROM stored encryption key:

3. At the prompt, enter the encryption key. The encryption key must have at least six

characters.

Enter EEPROM stored encryption key:juniper1
Verifying EEPROM stored encryption key:

4. At the second prompt, reenter the encryption key.

5. Enter configuration mode in the CLI.

6. Enable configuration file encryption to take place.

[edit]
user@host# edit system
user@host# set encrypt-configuration-files

7. Begin the encryption process by committing the configuration.

[edit]
user@host# commit
commit complete
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Decrypting Configuration Files

To disable the encryption of configuration files on a device andmake them readable to

all:

1. Enter operational mode in the CLI.

2. Verify your permission to decrypt configuration files on this device by entering the

encryption key for the device.

user@host> request system set-encryption-key
Enter EEPROM stored encryption key:
Verifying EEPROM stored encryption key:

3. At the second prompt, reenter the encryption key.

4. Enter configuration mode in the CLI.

5. Enable configuration file decryption.

[edit]
user@host# edit system
user@host# set no-encrypt-configuration-files

6. Begin the decryption process by committing the configuration.

[edit]
user@host# commit
commit complete

Modifying the Encryption Key

When youmodify the encryption key, the configuration files are decrypted and then

reencrypted with the new encryption key.

Tomodify the encryption key:

1. Enter operational mode in the CLI.

2. Configure a new encryption key in EEPROM and determine the encryption process;

for example, enter the request system set-encryption-key command.

user@host> request system set-encryption-key
Enter EEPROM stored encryption key:

3. At the prompt, enter the new encryption key. The encryption key must have at least

six characters.
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Enter EEPROM stored encryption key:juniperone
Verifying EEPROM stored encryption key:

4. At the second prompt, reenter the new encryption key.

Example: Protecting the Junos OS Configuration fromModification or Deletion

Thisexampleshowshowtouse theprotectandunprotectcommands in theconfiguration

mode to protect and unprotect the CLI configuration.

• Requirements on page 230

• Overview on page 230

• Protecting a Parent-Level Hierarchy on page 231

• Protecting a Child Hierarchy on page 231

• Protecting a Configuration StatementWithin a Hierarchy on page 232

• Protecting a List of Identifiers for a Configuration Statement on page 232

• Protecting an Individual Member from a Homogenous List on page 233

• Unprotecting a Configuration on page 233

• Verification on page 234

Requirements

This example uses the following hardware and software components:

• AM Series, MX Series, PTX Series, or T Series device

• Junos OS 11.2 or later running on all devices

Overview

The Junos OS enables you to protect the device configuration from being modified or

deleted by other users. This can be accomplished by using the protect command in the

configurationmodeof theCLI. Likewise, youcanalsounprotect aprotectedconfiguration

by using the unprotect command.

These commands can be used at any level of the configuration hierarchy—a top-level

parent hierarchy or a configuration statement or an identifier within the lowest level of

the hierarchy.

If a configuration hierarchy is protected, users cannot perform the following activities:

• Deleting or modifying a hierarchy or a statement or identifier within the protected

hierarchy

• Inserting a new configuration statement or an identifier within the protected hierarchy

• Renaming a statement or identifier within the protected hierarchy

• Copying a configuration into a protected hierarchy
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• Activating or deactivating statements within a protected hierarchy

• Annotating a protected hierarchy

Protecting a Parent-Level Hierarchy

Step-by-Step
Procedure

To protect a configuration at the top level of the hierarchy:

Identify the hierarchy that you want to protect and issue the protect command for

the hierarchy at the [edit] hierarchy level.

•

For example, if youwant to protect the entire [edit access] hierarchy level, issue the

following command:

[edit]
user@host# protect access

Results Protects all elements under the parent hierarchy.

NOTE:

• If you issue the protect command for a hierarchy that is not used in the

configuration, the Junos OS CLI displays the following error message:

[edit]
user@host# protect access
warning: statement not found

Protecting a Child Hierarchy

Step-by-Step
Procedure

To protect a child hierarchy contained within a parent hierarchy:

Navigate to the parent container hierarchy. Use the protect command for the

hierarchy at the parent level.

•

For example, if you want to protect the [edit system syslog console] hierarchy level,

use the following command at the [edit system syslog] hierarchy level.

[edit system syslog]
user@host# protect console

Results Protects all elements under the child hierarchy.
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Protecting a Configuration StatementWithin a Hierarchy

Step-by-Step
Procedure

To protect a configuration statement within a hierarchy level:

Navigate to the hierarchy level containing the statement that you want to protect

and issue the protect command for the hierarchy.

•

For example, if youwant toprotect thehost-name statementunder the [edit system]

hierarchy level, issue the following command:

[edit system]
user@host# protect host-name

Protecting a List of Identifiers for a Configuration Statement

Step-by-Step
Procedure

Some configuration statements can take multiple values. For example, the address

statement at the [edit system login deny-sources] hierarchy level can take a list of

hostnames, IPv4 addresses, or IPv6 addresses. Suppose you have the following

configuration:

[edit system login]
deny-sources {
address [ 172.17.28.19 172.17.28.20 172.17.28.21 172.17.28.22];

}

• Toprotectall theaddresses for theaddress statement, issue the followingcommand

at the [edit] level:

[edit]
user@host# protect system login deny-sources address

Results All the addresses ([172.17.28.19 172.17.28.20 172.17.28.21 172.17.28.22]) for the address

statement are protected.
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Protecting an Individual Member from a Homogenous List

Step-by-Step
Procedure

Suppose you have the following configuration:

[edit groups ]
test1 {
system {
name-server {
10.1.2.1;
10.1.2.2;
10.1.2.3;
10.1.2.4;

}
}

}

• To protect one or more individual addresses for the name-server statement, issue

the following command at the [edit] level:

[edit]
user@host# protect groups test1 system name-server 10.1.2.1
user@host# protect groups test1 system name-server 10.1.2.4

Results Addresses 10.1.2.1 and 10.1.2.4 are protected.

Unprotecting a Configuration

Step-by-Step
Procedure

Suppose you have the following configuration at the [edit system] hierarchy level:

protect: system {
host-name bigping;
domain-search 10.1.2.1;
login {
deny-sources {
protect: address [ 172.17.28.19 172.17.28.173 172.17.28.0 174.0.0.0 ];

}
}

}

• To unprotect the entire [edit system] hierarchy level, issue the following command

at the [edit] level:

[edit]
user@host# unprotect system

Results The entire system hierarchy level is unprotected.
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Verification

Verify That a Hierarchy Is Protected Using the show Command

Purpose To check that a configuration hierarchy is protected.

Action In the configuration mode, issue the show command at the [edit] hierarchy level to see

all the configuration hierarchies and configuration statements that are protected.

NOTE: All protected hierarchies or statements are prefixed with a protect:

string.

...
protect: system {
host-name bigping;
domain-search 10.1.2.1;
login {
deny-sources {
protect: address [ 172.17.28.19 172.17.28.173 172.17.28.0 174.0.0.0 ];

}
}

}
...

Verify That a Hierarchy Is Protected by Attempting to Modify a Configuration

Purpose To verify that a configuration is protected by trying to modify the configuration using the

activate, copy, insert, rename, and delete commands.

Action To verify that a configuration is protected:

1. Try using the activate, copy, insert, rename, and delete commands for a top-level

hierarchy or a child-level hierarchy or a statement within the hierarchy.

For a protected hierarchy or statement, the JunosOSdisplays an appropriatewarning

that the command has not executed. For example:

protect: system {
host-name a;
inactive: domain-search [ a b ];

}

2. To verify that the hierarchy is protected, try issuing the activate command for the

domain-search statement:

[edit system]

Copyright © 2019, Juniper Networks, Inc.234

CLI User Guide



user@host# activate system domain-search

The Junos OS CLI displays an appropriate message:

warning: [system] is protected, 'system domain-search' cannot be activated

Verify Usage of the protect Command

Purpose To view the protect commands used for protecting a configuration.

Action Navigate to the required hierarchy.1.

2. Issue the show | display set relative command.

user@host> show | display set relative

set system host-name bigping
set system domain-search 10.1.2.1
set system login deny-sources address 172.17.28.19
set system login deny-sources address 172.17.28.173
set system login deny-sources address 172.17.28.0
set system login deny-sources address 174.0.0.0
protect system login deny-sources address
protect system

View the Configuration in XML

Purpose To check if the protected hierarchies or statements are also displayed in the XML.

Protected hierarchies, statements, or identifiers are displayed with the | display xml

attribute in the XML.
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Action To view the configuration in XML:
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1. Navigate to the hierarchy you want to view and issue the show command with the

pipe symbol and option | display xml:

[edit system]

user@host# show | display xml

[edit]
user@host# show system | display xml 
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/11.2I0/junos">
    <configuration junos:changed-seconds="1291279234" 
junos:changed-localtime="2010-12-02 00:40:34 PST">
            <system protect="protect">
                <host-name>bigping</host-name>
                <domain-search>10.1.2.1</domain-search>
                <login>
                    <message>

        \jnpr

        \tUNAUTHORIZED USE OF THIS ROUTER
        \tIS STRICTLY PROHIBITED!

    </message>
                <class>
                    <name>a</name>
                    <allow-commands>commit-synchronize</allow-commands>
                    <deny-commands>commit</deny-commands>
                </class>
                <deny-sources>
                    <address protect="protect">172.17.28.19</address>
                    <address protect="protect">172.17.28.173</address>
                    <address protect="protect">172.17.28.0</address>
                    <address protect="protect">174.0.0.0</address>
                </deny-sources>
            </login>
            <syslog>
                <archive>
                </archive>
            </syslog>
        </system>
</configuration>
<cli>
    <banner>[edit]</banner>
</cli>
    </rpc-reply>

NOTE: Loading an XML configuration with the unprotect="unprotect" tag

unprotectsanalreadyprotectedhierarchy. Forexample, supposeyou load
the following XML hierarchy:

<protocols unprotect="unprotect">
 <ospf>
     <area>
  <name>0.0.0.0</name>
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  <interface>
      <name>all</name>
  </interface>
     </area>
 </ospf>
    </protocols>

The [edit protocols] hierarchy becomes unprotected if it is already

protected.

Related
Documentation

Managing Accounting Files•

• Day One: Exploring the Junos CLI

Synchronizing Configurations Across Routing Engines

Ondeviceswith redundantRoutingEngines, youcanperformacommitsynchronize,which

activates and synchronizes the configuration on both Routing Engines. For more

information, see the following topics:

• Synchronizing Routing Engines on page 238

• Configuring Multiple Routing Engines to Synchronize Committed Configurations

Automatically on page 242

Synchronizing Routing Engines

If your router has two Routing Engines, you canmanually direct one Routing Engine to

synchronize its configurationwith theother by issuing the commit synchronize command.

The Routing Engine on which you execute this command (requesting Routing Engine)

copies and loads its candidate configuration to the other (responding Routing Engine).

Both Routing Engines then perform a syntax check on the candidate configuration file

being committed. If no errors are found, the configuration is activated and becomes the

current operational configuration on both Routing Engines.

The commit synchronize command does not work if the responding Routing Engine has

uncommitted configuration changes. However, you can enforce commit synchronization

on theRouting Engines by using the forceoption.When you issue the commit synchronize

command with the force option from one Routing Engine, the configuration sessions on

the other Routing Engine will be terminated and its configuration synchronized with that

on the Routing Engine fromwhich you issued the command.

NOTE: We recommend that you use the force option only if you are unable

to resolve the issues that caused the commit synchronize command to fail.
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For example, if you are logged in to re1 (requesting Routing Engine) and you want re0

(responding Routing Engine) to have the same configuration as re1, issue the commit

synchronize command on re1. re1 copies and loads its candidate configuration to re0.

Both Routing Engines then perform a syntax check on the candidate configuration file

being committed. If no errors are found, re1's candidate configuration is activated and

becomes the current operational configuration on both Routing Engines.

NOTE: When you issue the commit synchronize command, youmust use the

groups re0 and re1. For information about how to use the apply-groups

statement, see “Applying a Junos OS Configuration Group” on page 125.

The responding Routing Enginemust be running Junos OS Release 5.0 or
later.

For information about issuing the commit synchronize commandon a routing

matrix, see the Junos OS Administration Library.

To synchronize a Routing Engine's current operational configuration file with the other,

log in to the Routing Engine fromwhich you want to synchronize and issue the commit

synchronize command:

[edit]
user@host# commit synchronize
re0:
configuration check succeeds
re1:
commit complete
re0:
commit complete

NOTE: If the backup Routing Engine is partially committed due to invalid
configuration during system reboot, the commit synchronize commandwith

the force option from themaster Routing Engine does not work.

NOTE: You can also add the commit synchronize statement at the [edit

system] hierarchy level so that a commit command automatically invokes a

commitsynchronizecommandbydefault. Formore information, see the Junos

OS Administration Library.

To enforce a commit synchronize on the Routing Engines, log in to the Routing Engine

fromwhich you want to synchronize and issue the commit synchronize command with

the force option:

[edit]
user@host# commit synchronize force
re0:
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re1:
commit complete
re0:
commit complete
[edit]
user@host#

NOTE:

• If you have nonstop routing enabled on your router, youmust enter the
commit synchronize command from themaster Routing Engine after you

make any changes to the configuration. If you enter this command on the
backup Routing Engine, the Junos OS displays awarning and commits the
configuration.

• Starting with Junos OS Release 9.3, accounting of backup Routing Engine
events or operations is not supported on accounting servers such as
TACACS+orRADIUS.Accounting isonlysupportedforeventsoroperations
on amaster Routing Engine.

For the commit synchronization process, the master Routing Engine commits the

configuration and sends a copy of the configuration to the backup Routing Engine. Then

the backup Routing Engine loads and commits the configuration. So, the commit

synchronizationbetween themasterandbackupRoutingEngines takesplaceoneRouting

Engine at a time. If the configuration has a large text size or many apply-groups, commit

times can be longer than desired.

Youcanuse the commit fast-synchronize statement tohave the synchronizationbetween

themaster and backup Routing Engines occur simultaneously instead of sequentially.

This can reduce the timeneeded for synchronizationbecause the commits on themaster

and backup Routing Engines occur in parallel.

Include the fast-synchronize statement at the [edit system] hierarchy level to have the

synchronization occur simultaneously between themaster and the backup Routing

Engines:

[edit system]
commit fast-synchronize;

Copyright © 2019, Juniper Networks, Inc.240

CLI User Guide



NOTE:

• When the fast-synchronize statement is configured, the commits on the

master Routing Engine and the backup Routing Engine run in parallel. In
thisprocess, theconfiguration isvalidatedonlyon theRoutingEnginewhere
you execute the commit command. Therefore, it is recommended not to

include toomany configuration details in groups like re0 and re1, because
theconfigurationspecified ingroup re0 isappliedonly if thecurrentRouting
Engine is inslot0.Likewise, theconfigurationspecified ingroup re1 isapplied
only if the current Routing Engine is in slot 1.

• If fast-synchronize is enabledand if themasterandbackupRoutingEngines

run different software versions, even if themaster validates the
configuration, youcannotbesure if theconfiguration is valid for thebackup
Routing Engine. Therefore, ensure that the Junos OS software version
running on both the Routing Engines is same.

You can use the commit synchronize scripts command to synchronize a Routing Engine's

configuration and all commit, event, lib, op, and SNMP scripts with the other Routing

Engine. If the load-scripts-from-flash statement is configured for the requesting Routing

Engine, the device synchronizes the scripts from flashmemory on the requestingRouting

Engine to flash memory on the responding Routing Engine. Otherwise, the device

synchronizes the scripts from the hard disk on the requesting Routing Engine to the hard

disk on the responding Routing Engine. The device synchronizes all scripts regardless of

whether they are enabled in the configuration or have been updated since the last

synchronization.

To synchronize aRouting Engine's configuration file and all scriptswith the other Routing
Engine, log in to the Routing Engine fromwhich you want to synchronize, and issue the
commit synchronize scripts command:

[edit]
user@host# commit synchronize scripts
re0:
configuration check succeeds
re1:
commit complete
re0:
commit complete

If the commit check operation fails for the requesting Routing Engine, the process stops,

and the scripts are not copied to the responding Routing Engine. If the commit check or

commitoperation fails for the respondingRoutingEngine, thescriptsare still synchronized,

since the synchronization occurs prior to the commit check operation on the responding

Routing Engine.

Include the synchronize statement at the [edit system scripts] hierarchy level to
synchronize scripts every time you issue a commit synchronize command.

[edit system scripts]
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synchronize;

NOTE:

• If commit fails on either Routing Engine, the commit process is rolled back
on theotherRoutingEngineaswell. Thisensures thatbothRoutingEngines
have the same configuration.

• When the fast-synchronize statement is configured, the commits on the

master Routing Engine and the backup Routing Engine run in parallel. In
thisprocess, theconfiguration isvalidatedonlyon theRoutingEnginewhere
you execute the commit command. Therefore, it is recommended not to

include toomany configuration details in groups like re0 and re1, because
theconfigurationspecified ingroup re0 isappliedonly if thecurrentRouting
Engine is inslot0.Likewise, theconfigurationspecified ingroup re1 isapplied
only if the current Routing Engine is in slot 1.

• If fast-synchronize is enabledand if themasterandbackupRoutingEngines

run different software versions, even if themaster validates the
configuration, youcannotbesure if theconfiguration is valid for thebackup
Routing Engine. Therefore, ensure that the Junos OS software version
running on both the Routing Engines is same.

ConfiguringMultipleRoutingEngines toSynchronizeCommittedConfigurationsAutomatically

If your router or switchhasmultipleRoutingEngines, youcanmanually direct oneRouting

Engine to synchronize its configurationwith the others by issuing the commit synchronize

command.

Tomake the Routing Engines synchronize automatically whenever a configuration is

committed, include the commit synchronize statement at the [edit system] hierarchy

level:

[edit system]
commit synchronize;

The Routing Engine on which you execute the commit command (requesting Routing

Engine) copies and loads its candidate configuration to the other (responding) Routing

Engines. All Routing Engines then performa syntax check on the candidate configuration

file being committed. If no errors are found, the configuration is activated and becomes

the current operational configuration on all Routing Engines.

For the commit synchronization process, the master Routing Engine commits the

configuration and sends a copy of the configuration to the backup Routing Engine. Then

the backup Routing Engine loads and commits the configuration. So, the commit

synchronizationbetween themasterandbackupRoutingEngines takesplaceoneRouting

Engine at a time. If the configuration has a large text size or many apply-groups, commit

times can be longer than desired.
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Youcanuse the commit fast-synchronize statement tohave the synchronizationbetween

themaster and backup Routing Engines occur simultaneously instead of sequentially.

This can reduce the timeneeded for synchronizationbecause the commits on themaster

and backup Routing Engines occur in parallel.

Include the fast-synchronize statement at the [edit system] hierarchy level to have

synchronize occur simultaneously between themaster and the backup Routing Engines:

[edit system]
commit fast-synchronize

NOTE:

• If commit fails on either Routing Engine, the commit process is rolled back
on theotherRoutingEngineaswell. Thisensures thatbothRoutingEngines
have the same configuration.

• When the fast-synchronize statement is configured, the commits on the

master Routing Engine and the backup Routing Engine run in parallel. In
thisprocess, theconfiguration isvalidatedonlyon theRoutingEnginewhere
you execute the commit command. Therefore, it is recommended not to

include toomany configuration details in groups like re0 and re1, because
theconfigurationspecified ingroup re0 isappliedonly if thecurrentRouting
Engine is inslot0.Likewise, theconfigurationspecified ingroup re1 isapplied
only if the current Routing Engine is in slot 1.

• If fast-synchronize is enabledand if themasterandbackupRoutingEngines

run different software versions, even if themaster validates the
configuration, youcannotbesure if theconfiguration is valid for thebackup
Routing Engine. Therefore, ensure that the Junos OS software version
running on both the Routing Engines is same.

Related
Documentation

• Configuring the Junos OS to Support Redundancy on Routers Having Multiple Routing

Engines or Switching Boards

• Junos OS Routing Engine Components and Processes

• Configuring Junos OS for the First Time on a Device with Dual Routing Engines

• Junos OS Commit Model for Configurations on page 158

• Day One: Exploring the Junos CLI
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CHAPTER 5

UsingOperational Commands toMonitor
a Device

• CLI Operational Mode Overview on page 245

• Using Operational Commands to Monitor a Device on page 252

• Filtering Operational Command Output on page 270

CLI Operational Mode Overview

In the operational mode, you use the CLI to monitor and troubleshoot the device. The

monitor, ping, show, test, and traceroute commands let you display information and test

network connectivity for the device. For more information, see the following topics:

• Overview of Junos OS CLI Operational Mode Commands on page 245

• JunosOSOperationalModeCommandsThatCombineOtherCommandsonpage248

• Understanding the brief, detail, extensive, and terse Options of Junos OS Operational

Commands on page 249

• InterfaceNamingConventionsUsed intheJunosOSOperationalCommandsonpage250

• UsingWildcard Characters in Interface Names on page 251

Overview of Junos OS CLI Operational Mode Commands

This topic provides an overview of Junos OS CLI operational mode commands and

contains the following sections:

• CLI Command Categories on page 245

• Commonly Used Operational Mode Commands on page 247

CLI Command Categories

When you log in to a device running Junos OS and the CLI starts, there are several broad

groups of CLI commands:
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• Commands for controlling the CLI environment—Some set commands in the set

hierarchy configure the CLI display screen. For information about these commands,

see “Understanding the JunosOSCLIModes, Commands, andStatementHierarchies”

on page 25.

• Commands for monitoring and troubleshooting—The following commands display

information and statistics about the software and test network connectivity. Detailed

command descriptions are provided in the Junos OS Interfaces Command Reference.

• clear—Clear statistics and protocol database information.

• mtrace—Tracemtrace packets from source to receiver.

• monitor—Perform real-time debugging of various software components, including

the routing protocols and interfaces.

• ping—Determine the reachability of a remote network host.

• show—Display the current configuration and information about interfaces, routing

protocols, routing tables, routing policy filters, system alarms, and the chassis.

• test—Test the configurationandapplicationof policy filters andautonomous system

(AS) path regular expressions.

• traceroute—Trace the route to a remote network host.

• Commands for connecting toothernetwork systems—The sshcommandopensSecure

Shell connections, and the telnet command opens telnet sessions to other hosts on

the network. For information about these commands, see the CLI Explorer.

• Commands for copying files—The copy command copies files from one location on

the router or switch to another, from the router or switch to a remote system, or from

a remote system to the router or switch. For information about these commands, see

the CLI Explorer.

• Commands for restarting software processes—The commands in the restart hierarchy

restart the various Junos OS processes, including the routing protocol, interface, and

SNMP. For information about these commands, see the CLI Explorer.

• Acommand—request—forperformingsystem-leveloperations, includingstoppingand

rebooting the router or switch and loading Junos OS images. For information about

this command, see the CLI Explorer.

• A command—start—to exit the CLI and start a UNIX shell. For information about this

command, see the CLI Explorer.

• A command—configure—for entering configuration mode, which provides a series of

commands that configure JunosOS, including the routingprotocols, interfaces, network

management, anduseraccess. For informationabout theCLI configurationcommands,

see “Understanding Junos OS CLI Configuration Mode” on page 69.

• A command—quit—to exit the CLI. For information about this command, see the CLI

Explorer.

• Formore information about theCLI operationalmode commands, see theCLI Explorer.

.
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Commonly Used Operational Mode Commands

Table 14onpage247 lists someoperational commandsyoumay finduseful formonitoring

router or switch operation. For a complete description of operational commands, see

the Junos OS command references.

NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, MPLS,
and RSVP protocols.

Table 14: Commonly Used Operational Mode Commands

CommandDescriptionItems to Check

show versionVersions of software running on the router or switchSoftware version

monitorContents of the log filesLog files

show logLog files and their contents and recent user logins

pingHost reachability and network connectivityRemote systems

tracerouteRoute to a network system

show configurationCurrent system configurationConfiguration

file listList of files and directories on the router or switchManipulate files

file showContents of a file

show interfacesDetailed information about interfacesInterface information

show chassis alarmsChassis alarm statusChassis

show chassis craft-interfaceInformation currently on craft display

show chassis environmentRouter or switch environment information

show chassis hardwareHardware inventory

show routeInformation about entries in the routing tablesRouting table information

show route forwarding-tableInformation about data in the kernel’s forwarding tableForwarding table
information

show isis adjacencyAdjacent routers or switchesIS-IS

show ospf neighborDisplay standard information about OSPF neighborsOSPF

show bgp neighborDisplay information about BGP neighborsBGP

247Copyright © 2019, Juniper Networks, Inc.

Chapter 5: Using Operational Commands to Monitor a Device



Table 14: Commonly Used Operational Mode Commands (continued)

CommandDescriptionItems to Check

showmpls interfaceStatus of interfaces on which MPLS is runningMPLS

showmpls lspConfigured LSPs on the router or switch, as well as all ingress,
transit, and egress LSPs

show route label-switched-pathRoutes that form a label-switched path

show rsvp interfaceStatus of interfaces on which RSVP is runningRSVP

show rsvp sessionCurrently active RSVP sessions

show rsvp statisticsRSVP packet and error counters

See Also Configuring the Bandwidth Subscription Percentage for LSPs•

Junos OSOperational Mode Commands That Combine Other Commands

In some cases, some Junos OS operational commands are created from a combination

of other operational commands. These commands canbe useful shortcuts for collecting

information about the device, as shown in Figure 13 on page 248.

Figure 13: Commands That Combine Other Commands
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Understandingthebrief,detail, extensive,andterseOptionsofJunosOSOperationalCommands

The Junos OS operational mode commands can include brief, detail, extensive, or terse

options. You can use these options to control the amount of information you want to

view.

1. Use the ? prompt to list options available for the command. For example:

user@host> show interfaces fe-1/1/1 ?

Possible completions:
<[Enter]>            Execute this command
  brief              Display brief output
  descriptions       Display interface description strings
  detail             Display detailed output
  extensive          Display extensive output
  media              Display media information
  snmp-index         SNMP index of interface
  statistics         Display statistics and detailed output
  terse              Display terse output
  |                  Pipe through a command

2. Choose the option you wish to use with the command. (See Figure 14 on page 249.)

Figure 14: Command Output Options

See Also Controlling the Scope of an Operational Mode Command on page 253•
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Interface Naming Conventions Used in the Junos OSOperational Commands

This topic explains the interface naming conventions used in the Junos OS operational

commands, and contains the following sections:

• Physical Part of an Interface Name on page 250

• Logical Part of an Interface Name on page 250

• Channel Identifier Part of an Interface Name on page 250

Physical Part of an Interface Name

The physical interface naming conventions for Junos OS platforms is as follows:

• On SRX devices, the unique name of each network interface has the following format

to identify thephysical device that corresponds to a single physical network connector:

type-slot/pim-or-ioc/port

• On other platforms, when you display information about an interface, you specify the

interface type, the slot in which the Flexible PIC Concentrator (FPC) is installed, the

slot on the FPC in which the PIC is located, and the configured port number.

In the physical part of the interface name, a hyphen (-) separates themedia type from

the FPC number, and a slash (/) separates the FPC, PIC, and port numbers:

type-fpc/pic/port

NOTE: Exceptions to the type-fpc/pic/port physical description include the

aggregated Ethernet and aggregated SONET/SDH interfaces, which use the
syntax aenumber and asnumber, respectively.

Logical Part of an Interface Name

The logical unit part of the interface name corresponds to the logical unit number, which

can be a number from 0 through 16,384. In the virtual part of the name, a period (.)

separates the port and logical unit numbers:

• SRX devices:

type-slot/pim-or-ioc/port:channel.unit

• Other platforms:

type-fpc/pic/port.logical

Channel Identifier Part of an Interface Name

Thechannel identifier partof the interfacename is requiredonlyonchannelized interfaces.

For channelized interfaces, channel 0 identifies the first channelized interface. For
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channelized intelligent queuing (IQ) interfaces, channel 1 identifies the first channelized

interface.

NOTE: Depending on the type of channelized interface, up to three levels of
channelizationcanbespecified. Formore information, see the JunosNetwork
Interfaces Configuration Guide.

A colon (:) separates the physical and virtual parts of the interface name:

• SRX devices:

type-slot/pim-or-ioc/port:channel
type-slot/pim-or-ioc/port:channel:channel
type-slot/pim-or-ioc/port:channel:channel:channel

• Other platforms:

type-fpc/pic/port:channel
type-fpc//pic/port:channel:channel
type-fpc/pic/port:channel:channel:channel

See Also Example: Configuring Interfaces Using Configuration Groups on page 135•

• Junos OS Network Interfaces Library for Routing Devices

UsingWildcard Characters in Interface Names

Youcanusewildcardcharacters in the JunosOSoperational commands to specify groups

of interface names without having to type each name individually. Table 15 on page 251

lists the available wildcard characters. Youmust enclose all wildcard characters except

the asterisk (*) in quotation marks (“ ”).

Table 15: Wildcard Characters for Specifying Interface Names

DescriptionWildcard Character

Match any string of characters in that position in the
interface name. For example, so*matches all
SONET/SDH interfaces.

* (asterisk)

Match one or more individual characters in that position
in the interface name. For example, so-“[03]”*matches
all SONET/SDH interfaces in slots 0 and 3.

"[character<character...>]"

Match all characters except the ones included in the
brackets. For example, so-“[!03]”*matches all
SONET/SDH interfaces except those in slots 0 and 3.

"[!character<character...>]"

Match a range of characters. For example, so-“[0-3]” *
matches all SONET/SDH interfaces in slots 0, 1, 2, and 3.

"[character1-character2]"
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Table 15: Wildcard Characters for Specifying Interface Names (continued)

DescriptionWildcard Character

Match all characters that are not in the specified range
of characters. For example, so-”[!0-3]”*matches all
SONET/SDH interfaces in slots 4, 5, 6, and 7.

"[!character1-character2]"

See Also Using Keyboard Sequences to Move Around and Edit the Junos OS CLI on page 35•

• Using Global Replace in the Junos OS Configuration on page 108

Related
Documentation

Day One: Exploring the Junos CLI•

Using Operational Commands toMonitor a Device

Operational mode CLI commands enable you to monitor and control the operation of a

device running the Junos OS. The operational mode commands exist in a hierarchical

structure. For more information, see the following topics:

• Examples: Using the Junos OS CLI Command Completion on page 252

• Controlling the Scope of an Operational Mode Command on page 253

• MonitoringWho Uses the Junos OS CLI on page 256

• Viewing Files and Directories on a Device Running Junos OS on page 257

• Displaying Junos OS Information on page 261

• Managing Programs and Processes Using Junos OS Operational Mode

Commands on page 263

• Using the Junos OS CLI Comment Character # for Operational Mode

Commands on page 268

• Example: Using Comments in Junos OS Operational Mode Commands on page 268

• Displaying the Junos OS CLI Command andWord History on page 269

Examples: Using the Junos OS CLI Command Completion

The following examples show how you can use the command completion feature in

Junos OS. Issue the show interfaces command:

user@host> sh<Space>ow i<Space>

'i' is ambiguous.
Possible completions:
igmp                   Show information about IGMP
interface              Show interface information
isis                   Show information about IS-IS

user@host> show in<Space>terfaces

Physical interface: at-0/1/0, Enabled, Physical link is Up
Interface index: 11, SNMP ifIndex: 65
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Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode
Speed: OC12, Loopback: None, Payload scrambler: Enabled
Device flags: Present Running
Link flags: 0x01
...

user@host>

Display a list of all log files whose names start with the string “messages,” and then

display the contents of one of the files:

user@myhost> show logmes?

Possible completions:
  <filename>Log file to display
messagesSize: 1417052, Last changed: Mar 3 00:33
messages.0.gzSize:  145575, Last changed: Mar 3 00:00
messages.1.gzSize:  134253, Last changed: Mar 2 23:00
messages.10.gzSize: 137022, Last changed: Mar 2 14:00
messages.2.grSize:  137112, Last changed: Mar 2 22:00
messages.3.gzSize:  121633, Last changed: Mar 2 21:00
messages.4.gzSize:  135715, Last changed: Mar 2 20:00
messages.5.gzSize:  137504, Last changed: Mar 2 19:00
messages.6.gzSize:  134591, Last changed: Mar 2 18:00
messages.7.gzSize:  132670, Last changed: Mar 2 17:00
messages.8.gzSize:  136596, Last changed: Mar 2 16:00
messages.9.gzSize:  136210, Last changed: Mar 2 15:00

user@myhost> show log mes<Tab>sages.4<Tab>.gz<Enter>

Jan 15 21:00:00 myhost newsyslog[1381]: logfile turned over
...

Controlling the Scope of an Operational Mode Command

The Junos OS CLI operational commands include options that you can use to identify

specific components on a device running Junos OS. For example:

1. Type the show interfaces command to display information about all interfaces on the

router.

user@host> show interfaces
Physical interface: so-0/0/0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 23
  Link-level type: PPP, MTU: 4474, Clocking: Internal, SONET mode, Speed: OC3,

  Loopback: None, FCS: 16, Payload scrambler: Enabled
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps Internal: 0x4000
  Link flags     : Keepalives
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
  Keepalive: Input: 13861 (00:00:05 ago), Output: 13891 (00:00:01 ago)
  LCP state: Opened
  NCP state: inet: Opened, inet6: Not-configured, iso: Opened, mpls: 
Not-configured
  CHAP state: Closed
  PAP state: Closed
  CoS queues     : 4 supported, 4 maximum usable queues
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  Last flapped   : 2008-06-02 17:16:14 PDT (1d 14:21 ago)
  Input rate     : 40 bps (0 pps)
  Output rate    : 48 bps (0 pps)

---(more)---

2. To display information about a specific interface, type that interface as a command

option:

user@host> show interfaces fe-0/1/3
Physical interface: fe-0/1/3, Enabled, Physical link is Up
  Interface index: 135, SNMP ifIndex: 30
  Link-level type: Ethernet, MTU: 1514, Speed: 100mbps, MAC-REWRITE Error: 
None,
  Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:05:85:8f:c8:22, Hardware address: 00:05:85:8f:c8:22
  Last flapped   : 2008-06-02 17:16:15 PDT (1d 14:28 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

user@host> 

Operational Mode Commands on a TXMatrix Router or TXMatrix Plus Router

When you issue operational mode commands on the TXMatrix router, CLI command

options allow you to restrict the command output to show only a component of the

routing matrix rather than the routing matrix as a whole.

These are the options shown in the CLI:

• scc—The TXMatrix router (or switch-card chassis)

• sfc—The TXMatrix Plus router (also referred to as or switch-fabric chassis)

• lcc number—A specific router in a routing matrix based on a TXMatrix router or a TX

Matrix Plus router.

• all-lcc—All T640 routers (in a routingmatrix based on a TXMatrix router) or all T1600

routers or T4000 routers (in a routing matrix based on a TXMatrix Plus router).

If you specify none of these options, then the command applies by default to the whole

routing matrix.

Examples of RoutingMatrix CommandOptions

The following output samples, using the show version command, demonstrate some

different options for viewing information about the routing matrix.

user@host> show version ?
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Possible completions:
  <[Enter]>            Execute this command
  all-lcc              Show software version on all LCC chassis
  brief                Display brief output
  detail               Display detailed output
  lcc                  Show software version on specific LCC (0..3)
  scc                  Show software version on the SCC
  |                    Pipe through a command

Sample Output: No RoutingMatrix Options Specified

user@host> show version

scc-re0:
--------------------------------------------------------------------------
Hostname: scc
Model: TX Matrix
JUNOS Base OS boot [7.0-20040630.0]
JUNOS Base OS Software Suite [7.0-20040629.0]
JUNOS Kernel Software Suite [7.0-20040630.0]
JUNOS Packet Forwarding Engine Support (T-Series) [7.0-20040630.0]
JUNOS Routing Software Suite [7.0-20040630.0]
JUNOS Online Documentation [7.0-20040630.0]
JUNOS Crypto Software Suite [7.0-20040630.0]
lcc0-re0:
--------------------------------------------------------------------------
Hostname: lcc0
Model: t640
JUNOS Base OS boot [7.0-20040630.0]
JUNOS Base OS Software Suite [7.0-20040629.0]
JUNOS Kernel Software Suite [7.0-20040630.0]
JUNOS Packet Forwarding Engine Support (T-Series) [7.0-20040630.0]
JUNOS Routing Software Suite [7.0-20040630.0]
JUNOS Online Documentation [7.0-20040630.0]
JUNOS Crypto Software Suite [7.0-20040630.0]
JUNOS Support Tools Package [7.0-20040630.0]
lcc1-re0:
--------------------------------------------------------------------------
Hostname: lcc1
Model: t640
JUNOS Base OS boot [7.0-20040630.0]
JUNOS Base OS Software Suite [7.0-20040629.0]
JUNOS Kernel Software Suite [7.0-20040630.0]
JUNOS Packet Forwarding Engine Support (T-Series) [7.0-20040630.0]
JUNOS Routing Software Suite [7.0-20040630.0]
JUNOS Online Documentation [7.0-20040630.0]
JUNOS Crypto Software Suite [7.0-20040630.0]
JUNOS Support Tools Package [7.0-20040630.0]

Sample Output: TXMatrix Router Only (scc Option)

user@host> show version scc

Hostname: scc
Model: TX Matrix
JUNOS Base OS boot [7.0-20040630.0]
JUNOS Base OS Software Suite [7.0-20040629.0]
JUNOS Kernel Software Suite [7.0-20040630.0]
JUNOS Packet Forwarding Engine Support (T-Series) [7.0-20040630.0]
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JUNOS Routing Software Suite [7.0-20040630.0]
JUNOS Online Documentation [7.0-20040630.0]
JUNOS Crypto Software Suite [7.0-20040630.0]

Sample Output: Specific T640 Router (lcc number Option)

user@host> show version lcc 0

lcc0-re0:
--------------------------------------------------------------------------
Hostname: lcc0
Model: t640
JUNOS Base OS boot [7.0-20040630.0]
JUNOS Base OS Software Suite [7.0-20040629.0]
JUNOS Kernel Software Suite [7.0-20040630.0]
JUNOS Packet Forwarding Engine Support (T-Series) [7.0-20040630.0]
JUNOS Routing Software Suite [7.0-20040630.0]
JUNOS Online Documentation [7.0-20040630.0]
JUNOS Crypto Software Suite [7.0-20040630.0]
JUNOS Support Tools Package [7.0-20040630.0]

Sample Output: All T640 Routers
(all-lcc Option)

user@host> show version all-lcc

lcc0-re0:
--------------------------------------------------------------------------
Hostname: lcc0
Model: t640
JUNOS Base OS boot [7.0-20040630.0]
JUNOS Base OS Software Suite [7.0-20040629.0]
JUNOS Kernel Software Suite [7.0-20040630.0]
JUNOS Packet Forwarding Engine Support (T-Series) [7.0-20040630.0]
JUNOS Routing Software Suite [7.0-20040630.0]
JUNOS Online Documentation [7.0-20040630.0]
JUNOS Crypto Software Suite [7.0-20040630.0]
JUNOS Support Tools Package [7.0-20040630.0]
lcc1-re0:
--------------------------------------------------------------------------
Hostname: lcc1
Model: t640
JUNOS Base OS boot [7.0-20040630.0]
JUNOS Base OS Software Suite [7.0-20040629.0]
JUNOS Kernel Software Suite [7.0-20040630.0]
JUNOS Packet Forwarding Engine Support (T-Series) [7.0-20040630.0]
JUNOS Routing Software Suite [7.0-20040630.0]
JUNOS Online Documentation [7.0-20040630.0]
JUNOS Crypto Software Suite [7.0-20040630.0]
JUNOS Support Tools Package [7.0-20040630.0]

See Also InterfaceNamingConventionsUsed intheJunosOSOperationalCommandsonpage250•

MonitoringWho Uses the Junos OS CLI

Depending upon how you configure Junos OS, multiple users can log in to the router, use

the CLI, and configure or modify the software configuration.
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If, when you enter configuration mode, another user is also in configuration mode, a

notification message is displayed that indicates who the user is and what portion of the

configuration the person is viewing or editing:

user@host> configure
Entering configuration mode
Users currently editing the configuration:
  root terminal d0 (pid 4137) on since 2008-04-09 23:03:07 PDT, idle 7w6d 08:22
      [edit]
The configuration has been changed but not committed

[edit]
user@host# 

See Also Entering and Exiting the Junos OS CLI Configuration Mode on page 76•

• Controlling the Junos OS CLI Environment on page 57

Viewing Files and Directories on a Device Running Junos OS

Junos OS stores information in files on the device, including configuration files, log files,

and router software files. This topic shows some examples of operational commands

that you can use to view files and directories on a device running Junos OS.

Sections include:

• Directories on the Router or Switch on page 257

• Listing Files and Directories on page 258

• Specifying Filenames and URLs on page 260

Directories on the Router or Switch

Table 16 on page 257 lists some standard directories on a device running Junos OS.

Table 16: Directories on the Router

DescriptionDIrectory

This directory is located on the device’s router’s internal flash drive. It
contains the active configuration (juniper.conf) and rollback files 1, 2,
and 3.

/config

This directory is located on the router’sdevice’s hard drive and contains
rollback files 4 through 49.

/var/db/config

This directory is located on thedevice’s hard drive. It holds core files
from the various processes on the Routing Engines. Core files are
generated when a particular process crashes and are used by Juniper
Networks engineers to diagnose the reason for failure.

/var/tmp

This directory is located on the device’s hard drive. It contains files
generated by both the device’s logging function as well as the
traceoptions command.

/var/log
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Table 16: Directories on the Router (continued)

DescriptionDIrectory

This directory is located on the device’s hard drive. It contains a
subdirectory for each configured user on the device. These individual
user directories are the default file location for many Junos OS
commands.

/var/home

This directory is located on the device’s hard drive and contains a copy
of the root file structure from the internal flash drive. This directory is
used in certain disaster recovery modes where the internal flash drive
is not operational.

/altroot

This directory is located on the device’s hard drive and contains a copy
of the /config file structure from the internal flash drive. This directory
is also used in certain disaster recovery modes when the internal flash
drive is not operational.

/altconfig

Listing Files and Directories

You can view the device’s directory structure as well as individual files by issuing the file

command in operational mode.

1. To get help about the file command, type the following:

user@host> file ?
Possible completions:
  <[Enter]>            Execute this command
  archive              Archives files from the system
  checksum             Calculate file checksum
  compare              Compare files
  copy                 Copy files (local or remote)
  delete               Delete files from the system
  list                 List file information
  rename               Rename files
  show                 Show file contents
  source-address       Local address to use in originating the connection
  |                    Pipe through a command
user@host> file    

Help shows that the file command includes several options for manipulating files.

2. Use the list option to see the directory structure of the device. For example, to show

the files located in your home directory on the device:

user@host> file list
.ssh/
common

Thedefault directory for the file list command is the homedirectory of the user logged

in to the device. In fact, the user’s home directory is the default directory for most of

Junos OS commands requiring a filename.
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3. To view the contents of other file directories, specify the directory location. For

example:

user@host> file list /config
juniper.conf
juniper.conf.1.gz
juniper.conf.2.gz
juniper.conf.3.gz

4. You can also use the device’s context-sensitive help system to locate a directory. For

example:

user@host> file list /?
Possible completions:
  <[Enter]>            Execute this command
  <path>               Path to list
  /COPYRIGHT           Size: 6355, Last changed: Feb 13 2005
  /altconfig/          Last changed: Aug 07 2007
  /altroot/            Last changed: Aug 07 2007
  /bin/                Last changed: Apr 09 22:31:35
  /boot/               Last changed: Apr 09 23:28:39
  /config/             Last changed: Apr 16 22:35:35
  /data/               Last changed: Aug 07 2007
  /dev/                Last changed: Apr 09 22:36:21
  /etc/                Last changed: Apr 11 03:14:22
  /kernel              Size: 27823246, Last changed: Aug 07 2007
  /mfs/                Last changed: Apr 09 22:36:49
  /mnt/                Last changed: Jan 11 2007
  /modules/            Last changed: Apr 09 22:33:54
  /opt/                Last changed: Apr 09 22:31:00
  /packages/           Last changed: Apr 09 22:34:38
  /proc/               Last changed: May 07 20:25:46
  /rdm.taf             Size: 498, Last changed: Apr 09 22:37:31
  /root/               Last changed: Apr 10 02:19:45
  /sbin/               Last changed: Apr 09 22:33:55
  /staging/            Last changed: Apr 09 23:28:41
  /tmp/                Last changed: Apr 11 03:14:49
  /usr/                Last changed: Apr 09 22:31:34
  /var/                Last changed: Apr 09 22:37:30
user@host> file list /var/?
<[Enter]>            Execute this command
  <path>               Path to list
  /var/account/        Last changed: Jul 09 2007
  /var/at/             Last changed: Jul 09 2007
  /var/backups/        Last changed: Jul 09 2007
  /var/bin/            Last changed: Jul 09 2007
  /var/crash/          Last changed: Apr 09 22:31:08
  /var/cron/           Last changed: Jul 09 2007
  /var/db/             Last changed: May 07 20:28:40
  /var/empty/          Last changed: Jul 09 2007
  /var/etc/            Last changed: Apr 16 22:35:36
  /var/heimdal/        Last changed: Jul 10 2007
  /var/home/           Last changed: Apr 09 22:59:18
  /var/jail/           Last changed: Oct 31 2007
  /var/log/            Last changed: Apr 17 02:00:10
  /var/mail/           Last changed: Jul 09 2007
  /var/msgs/           Last changed: Jul 09 2007
  /var/named/          Last changed: Jul 10 2007
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  /var/packages/       Last changed: Jan 18 02:38:59
  /var/pdb/            Last changed: Oct 31 2007
  /var/preserve/       Last changed: Jul 09 2007
  /var/run/            Last changed: Apr 17 02:00:01
  /var/rundb/          Last changed: Apr 17 00:46:00
  /var/rwho/           Last changed: Jul 09 2007
  /var/sdb/            Last changed: Apr 09 22:37:31
  /var/spool/          Last changed: Jul 09 2007
  /var/sw/             Last changed: Jul 09 2007
  /var/tmp/            Last changed: Apr 09 23:28:41
  /var/transfer/       Last changed: Jul 09 2007
  /var/yp/             Last changed: Jul 09 2007
user@host> file list /var/    

5. You can also display the contents of a file. For example:

user@host>file show /var/log/inventory
Jul  9 23:17:46 CHASSISD release 8.4I0 built by builder on 2007-06-12 07:58:27
 UTC
Jul  9 23:18:05 CHASSISD release 8.4I0 built by builder on 2007-06-12 07:58:27
 UTC
Jul  9 23:18:06 Routing Engine 0 - part number 740-003239, serial number 
9000016755
Jul  9 23:18:15 Routing Engine 1 - part number 740-003239, serial number 
9001018324
Jul  9 23:19:03 SSB 0 - part number 710-001951, serial number AZ8025
Jul  9 23:19:03 SSRAM bank 0 - part number 710-001385, serial number 243071
Jul  9 23:19:03 SSRAM bank 1 - part number 710-001385, serial number 410608
...

Specifying Filenames and URLs

In some CLI commands and configuration statements—including file copy, file archive,

load, save, setsystemloginuserusernameauthentication load-key-file, and requestsystem

software add—you can include a filename. On a routing matrix, you can include chassis

information as part of the filename (for example, lcc0, lcc0-re0, or lcc0-re1).

You can specify a filename or URL in one of the following ways:

• filename—File in the user’s current directory on the local flash drive. You can use

wildcards to specify multiple source files or a single destination file. Wildcards are not

supported in Hypertext Transfer Protocol (HTTP) or FTP.

NOTE: Wildcards are supported only by the file (compare | copy | delete |

list | rename | show) commands. When you issue the file show command

with a wildcard, it must resolve to one filename.

• path/filename—File on the local flash disk.

• /var/filename or /var/path/filename—File on the local hard disk. You can also specify

a file on a local Routing Engine for a specific T640 router on a routing matrix:

user@host> file delete lcc0-re0:/var/tmp/junk
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• a:filenameora:path/filename—Fileon the local drive. Thedefault path is / (the root-level

directory). The removable media can be in MS-DOS or UNIX (UFS) format.

• hostname:/path/filename, hostname:filename, hostname:path/filename, or

scp://hostname/path/filename—File on an scp/ssh client. This form is not available in

the worldwide version of Junos OS. The default path is the user’s home directory on

the remote system. You can also specify hostname as username@hostname.

• ftp://hostname/path/filename—File on an FTP server. You can also specify hostname

as username@hostname or username:password@hostname. The default path is the

user’s home directory. To specify an absolute path, the path must start with%2F; for

example, ftp://hostname/%2Fpath/filename. To have the system prompt you for the

password, specify prompt in place of the password. If a password is required, and you

do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net//filename

file copy ftp.hostname.net: Not logged in.

user@host> file copy ftp://username:prompt@ftp.hostname.net//filename

Password for username@ftp.hostname.net:

• http://hostname/path/filename—FileonanHTTPserver. Youcanalso specifyhostname

as username@hostname or username:password@hostname. If a password is required

and you omit it, you are prompted for it.

• re0:/path/filename or re1:/path/filename—File on a local Routing Engine. You can also

specify a file on a local Routing Engine for a specific T640 router on a routing matrix:

user@host> show log lcc0-re1:chassisd

Displaying Junos OS Information

Youcandisplay JunosOSversion information andother status to determine if the version

of Junos OS that you are running supports particular features or hardware.

To display Junos OS information:

1. Make sure you are in operational mode.

2. To display brief information and status for the kernel and Packet Forwarding Engine,

enter the show version brief command. This command shows version information for

Junos OS packages installed on the router. For example:

user@host> show version brief
Hostname: host
Model: m7i
JUNOS Base OS boot [9.1R1.8]
JUNOS Base OS Software Suite [9.1R1.8]
JUNOS Kernel Software Suite [9.1R1.8]
JUNOS Crypto Software Suite [9.1R1.8]
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JUNOS Packet Forwarding Engine Support (M/T Common) [9.1R1.8]
JUNOS Packet Forwarding Engine Support (M7i/M10i) [9.1R1.8]
JUNOS Online Documentation [9.1R1.8]
JUNOS Routing Software Suite [9.1R1.8]

user@host> 

If the Junos Crypto Software Suite is listed, the router has Canada and USA encrypted

JunosOS. If the JunosCryptoSoftwareSuite is not listed, the router is runningworldwide

nonencrypted Junos OS.

3. To display detailed version information, enter the show version detail command. This

commanddisplayshowsthehostnameandversion information for JunosOSpackages

installed on your router. It also includes the version information for each software

process. For example:

user@host> show version detail

Hostname: host
Model: m20
JUNOS Base OS boot [8.4R1.13]
JUNOS Base OS Software Suite [8.4R1.13]
JUNOS Kernel Software Suite [8.4R1.13]
JUNOS Crypto Software Suite [8.4R1.13]
JUNOS Packet Forwarding Engine Support (M/T Common) [8.4R1.13]
JUNOS Packet Forwarding Engine Support (M20/M40) [8.4R1.13]
JUNOS Online Documentation [8.4R1.13]
JUNOS Routing Software Suite [8.4R1.13]
KERNEL 8.4R1.13 #0 built by builder on 2007-08-08 00:33:41 UTC
MGD release 8.4R1.13 built by builder on 2007-08-08 00:34:00 UTC
CLI release 8.4R1.13 built by builder on 2007-08-08 00:34:47 UTC
RPD release 8.4R1.13 built by builder on 2007-08-08 00:45:21 UTC
CHASSISD release 8.4R1.13 built by builder on 2007-08-08 00:36:59 UTC
DFWD release 8.4R1.13 built by builder on 2007-08-08 00:39:32 UTC
DCD release 8.4R1.13 built by builder on 2007-08-08 00:34:24 UTC
SNMPD release 8.4R1.13 built by builder on 2007-08-08 00:42:24 UTC
MIB2D release 8.4R1.13 built by builder on 2007-08-08 00:46:47 UTC
APSD release 8.4R1.13 built by builder on 2007-08-08 00:36:39 UTC
VRRPD release 8.4R1.13 built by builder on 2007-08-08 00:45:44 UTC
ALARMD release 8.4R1.13 built by builder on 2007-08-08 00:34:30 UTC
PFED release 8.4R1.13 built by builder on 2007-08-08 00:41:54 UTC
CRAFTD release 8.4R1.13 built by builder on 2007-08-08 00:39:03 UTC
SAMPLED release 8.4R1.13 built by builder on 2007-08-08 00:36:05 UTC
ILMID release 8.4R1.13 built by builder on 2007-08-08 00:36:51 UTC
RMOPD release 8.4R1.13 built by builder on 2007-08-08 00:42:04 UTC
COSD release 8.4R1.13 built by builder on 2007-08-08 00:38:39 UTC
FSAD release 8.4R1.13 built by builder on 2007-08-08 00:43:01 UTC
IRSD release 8.4R1.13 built by builder on 2007-08-08 00:35:37 UTC
FUD release 8.4R1.13 built by builder on 2007-08-08 00:44:36 UTC
RTSPD release 8.4R1.13 built by builder on 2007-08-08 00:29:14 UTC
SMARTD release 8.4R1.13 built by builder on 2007-08-08 00:13:32 UTC
KSYNCD release 8.4R1.13 built by builder on 2007-08-08 00:33:17 UTC
SPD release 8.4R1.13 built by builder on 2007-08-08 00:43:50 UTC
L2TPD release 8.4R1.13 built by builder on 2007-08-08 00:43:12 UTC
HTTPD release 8.4R1.13 built by builder on 2007-08-08 00:36:27 UTC
PPPOED release 8.4R1.13 built by builder on 2007-08-08 00:36:04 UTC
RDD release 8.4R1.13 built by builder on 2007-08-08 00:33:49 UTC
PPPD release 8.4R1.13 built by builder on 2007-08-08 00:45:13 UTC
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DFCD release 8.4R1.13 built by builder on 2007-08-08 00:39:11 UTC
DLSWD release 8.4R1.13 built by builder on 2007-08-08 00:42:37 UTC
LACPD release 8.4R1.13 built by builder on 2007-08-08 00:35:41 UTC
USBD release 8.4R1.13 built by builder on 2007-08-08 00:30:01 UTC
LFMD release 8.4R1.13 built by builder on 2007-08-08 00:35:52 UTC
CFMD release 8.4R1.13 built by builder on 2007-08-08 00:34:45 UTC
JDHCPD release 8.4R1.13 built by builder on 2007-08-08 00:35:40 UTC
PGCPD release 8.4R1.13 built by builder on 2007-08-08 00:46:31 UTC
SSD release 8.4R1.13 built by builder on 2007-08-08 00:36:17 UTC
MSPD release 8.4R1.13 built by builder on 2007-08-08 00:33:42 UTC
KMD release 8.4R1.13 built by builder on 2007-08-08 00:44:02 UTC
PPMD release 8.4R1.13 built by builder on 2007-08-08 00:36:03 UTC
LMPD release 8.4R1.13 built by builder on 2007-08-08 00:33:49 UTC
LRMUXD release 8.4R1.13 built by builder on 2007-08-08 00:33:55 UTC
PGMD release 8.4R1.13 built by builder on 2007-08-08 00:36:01 UTC
BFDD release 8.4R1.13 built by builder on 2007-08-08 00:44:22 UTC
SDXD release 8.4R1.13 built by builder on 2007-08-08 00:36:18 UTC
AUDITD release 8.4R1.13 built by builder on 2007-08-08 00:34:40 UTC
L2ALD release 8.4R1.13 built by builder on 2007-08-08 00:40:05 UTC
EVENTD release 8.4R1.13 built by builder on 2007-08-08 00:39:55 UTC
L2CPD release 8.4R1.13 built by builder on 2007-08-08 00:41:04 UTC
MPLSOAMD release 8.4R1.13 built by builder on 2007-08-08 00:45:11 UTC
jroute-dd release 8.4R1.13 built by builder on 2007-08-08 00:31:01 UTC
jkernel-dd release 8.4R1.13 built by builder on 2007-08-08 00:30:30 UTC
jcrypto-dd release 8.4R1.13 built by builder on 2007-08-08 00:30:12 UTC
jdocs-dd release 8.4R1.13 built by builder on 2007-08-08 00:02:52 UTC

user@host> 

Managing Programs and Processes Using Junos OSOperational Mode Commands

This topic shows some examples of Junos operational commands that you can use to

manage programs and processes on a device running Junos OS.

Sections include:

• Showing Software Processes on page 263

• Restarting the Junos OS Process on page 265

• Stopping Junos OS on page 266

• Rebooting Junos OS on page 267

Showing Software Processes

To verify system operation or to begin diagnosing an error condition, youmay need to

display information about software processes running on the device.

To show software processes:

1. Make sure you are in operational mode.

2. Type the show systemprocesses extensive command. This command shows the CPU

utilizationon thedeviceand lists theprocesses inorder ofCPUutilization. For example:

user@host> show system processes extensive
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last pid: 28689;  load averages:  0.01,  0.00,  0.00  up 56+06:16:13    04:52:04
73 processes:  1 running, 72 sleeping

Mem: 101M Active, 101M Inact, 98M Wired, 159M Cache, 69M Buf, 286M Free
Swap: 1536M Total, 1536M Free

  PID USERNAME    PRI NICE  SIZE    RES STATE    TIME   WCPU    CPU COMMAND
 3365 root          2   0 21408K  4464K select 511:23  0.00%  0.00% chassisd
 3508 root          2   0  3352K  1168K select  32:45  0.00%  0.00% l2ald
 3525 root          2   0  3904K  1620K select  13:40  0.00%  0.00% dcd
 5532 root          2   0 11660K  2856K kqread  10:36  0.00%  0.00% rpd
 3366 root          2   0  2080K   828K select   8:33  0.00%  0.00% alarmd
 3529 root          2   0  2040K   428K select   7:32  0.00%  0.00% irsd
 3375 root          2   0  2900K  1600K select   6:01  0.00%  0.00% ppmd
 3506 root          2   0  5176K  2568K select   5:38  0.00%  0.00% mib2d
 4957 root          2   0  1284K   624K select   5:16  0.00%  0.00% ntpd
    6 root         18   0     0K     0K syncer   4:49  0.00%  0.00% syncer
 3521 root          2   0  2312K   928K select   2:14  0.00%  0.00% lfmd
 3526 root          2   0  5192K  1988K select   2:04  0.00%  0.00% snmpd
 3543 root          2   0     0K     0K peer_s   1:46  0.00%  0.00% peer proxy

 3512 root          2   0  3472K  1044K select   1:44  0.00%  0.00% rmopd
 3537 root          2   0     0K     0K peer_s   1:30  0.00%  0.00% peer proxy

 3527 root          2   0  3100K  1176K select   1:14  0.00%  0.00% pfed
 3380 root          2   0  3208K  1052K select   1:11  0.00%  0.00% bfdd
 4136 root          2   0 11252K  3668K select   0:54  0.00%  0.00% cli
 3280 root          2   0  2248K  1420K select   0:28  0.00%  0.00% eventd
 3528 root          2   0  2708K   672K select   0:28  0.00%  0.00% dfwd
    7 root         -2   0     0K     0K vlruwt   0:26  0.00%  0.00% vnlru
 3371 root          2   0  1024K   216K sbwait   0:25  0.00%  0.00% tnp.sntpd

   13 root        -18   0     0K     0K psleep   0:24  0.00%  0.00% vmuncacheda

 3376 root          2   0  1228K   672K select   0:22  0.00%  0.00% smartd
    5 root        -18   0     0K     0K psleep   0:17  0.00%  0.00% bufdaemon

 3368 root          2   0 15648K  9428K select   0:17  0.00%  0.00% mgd
 3362 root          2   0  1020K   204K select   0:15  0.00%  0.00% watchdog
 3381 root          2   0  2124K   808K select   0:15  0.00%  0.00% lacpd
 3524 root          2   0  6276K  1492K select   0:14  0.00%  0.00% kmd
 3343 root         10   0  1156K   404K nanslp   0:14  0.00%  0.00% cron
---(more)---

Table 17 on page 265 lists and describes the output fields included in this example. The

fields are listed in alphabetical order.
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Table 17: show system process extensive Command Output Fields

DescriptionField

Command that is running.COMMAND

Raw (unweighted) CPU usage. The value of this field is used to sort the
processes in the output.

CPU

Last process identifier assigned to the process.last pid

Three load averages, followed by the current time.load averages

Information about physical and virtual memory allocation.Mem

UNIX “nice” value. The nice value allows a process to change its final
scheduling priority.

NICE

Process identifier.PID

Current kernel scheduling priority of the process. A lower number indicates a
higher priority.

PRI

Number of existing processes and the number of processes in each state
(sleeping, running, starting, zombies, and stopped).

processes

Current amount of resident memory, in KB.RES

Total size of the process (text, data, and stack), in KB.SIZE

Current state of the process (sleep,wait, run, idle, zombi, or stop).STATE

Information about physical and virtual memory allocation.Swap

Owner of the process.USERNAME

Weighted CPU usage.WCPU

Restarting the Junos OS Process

To correct an error condition, youmight need to restart a software process running on

the device. You can use the restart command to force a restart of a software process.

CAUTION: Do not restart a software process unless specifically asked to do
so by your Juniper Networks customer support representative. Restarting a
softwareprocessduringnormaloperationofadevicecouldcause interruption
of packet forwarding and loss of data.

To restart a software process:
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1. Make sure you are in operational mode.

2. Type the following command:

user@host> restart process-name < (immediately | gracefully | soft) >

• process-name is the name of the process that you want to restart. For example,

routing or class-of-service. You can use the command completion feature of Junos

OS to see a list of software processes that you can restart using this command.

• gracefully restarts the software process after performing clean-up tasks.

• immediately restarts the software process without performing any clean-up tasks.

• soft rereads and reactivates the configuration without completely restarting the

software processes. For example, BGP peers stay up and the routing table stays

constant.

The following example shows how to restart the routing process:

user@host> restart routing
Routing protocol daemon started, pid 751

Whenaprocess restarts, theprocess identifer (PID) isupdated. (SeeFigure 15onpage266.)

Figure 15: Restarting a Process

Stopping Junos OS

Toavoiddamage to the file systemand toprevent lossofdata, youmustalwaysgracefully

shut down Junos OS before powering off the device.
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NOTE: SRX Series Services Gateway devices for the branch and EX Series
Ethernet Switches support resilient dual-root partitioning.

If you are unable to shut down a device gracefully because of unexpected
circumstances such as a power outage or a device failure, resilient dual-root
partitioning prevents file corruption and enables a device to remain
operational. In addition, it enables a device to boot transparently from the
second rootpartition if thesystemfails toboot fromtheprimary rootpartition.

Resilient dual-root partitioning serves as a backupmechanism for providing
additional resiliency to a device when there is an abnormal shutdown.
However, it is not an alternative to performing a graceful shutdown under
normal circumstances.

To stop Junos OS:

1. Make sure you are in operational mode.

2. Enter the request system halt command. This command stops all system processes

and halts the operating system. For example:

user@host> request system halt

Halt the system? [yes,no] (no)  yes
shutdown: [pid 3110]
Shutdown NOW!
*** FINAL System shutdown message from root@host *** 
System going down IMMEDIATELY 
user@host> Dec 17 17:28:40 init: syslogd (PID 2514) exited with status=0 Normal
 Exit
Waiting (max 60 seconds) for system process `bufdaemon' to stop...stopped
Waiting (max 60 seconds) for system process `syncer' to stop...stopped 
syncing disks... 4 
done
Uptime: 3h31m41s
ata0: resetting devices.. done 
The operating system has halted.
Please press any key to reboot. 

Rebooting Junos OS

After a software upgrade or to recover (occasionally) from an error condition, youmust

reboot Junos OS.

To reboot Junos OS:

1. Make sure you are in operational mode.

2. Enter the request system reboot command. This command displays the final stages

of the system shutdown and executes the reboot. Reboot requests are recorded to

the system log files, which you can view with the show logmessages command. For

example:
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user@host>request system rebootReboot the system? [yes,no] (no)yes

shutdown: [pid 845]
Shutdown NOW! 
*** FINAL System shutdown message from root@host *** 
System going down IMMEDIATELY 
user@host> Dec 17 17:34:20 init: syslogd (PID 409) exited with status=0 Normal
 Exit
Waiting (max 60 seconds) for system process `bufdaemon' to stop...stopped
Waiting (max 60 seconds) for system process `syncer' to stop...stopped 
syncing disks... 10 6 
done
Uptime: 2m45s
ata0: resetting devices.. done
Rebooting... 

See Also Checking the Status of a Device Running Junos OS on page 41•

Using the Junos OS CLI Comment Character # for Operational Mode Commands

The comment character in Junos OS enables you to copy operational mode commands

that include comments from a file and paste them into the CLI. A pound sign (#) at the

beginning of the command-line indicates a comment line. This is useful for describing

frequently used operational mode commands; for example, a user’s work instructions

on how tomonitor the network. To add a comment to a command file, the first character

of the linemustbe#.Whenyoustart a commandwith#, the restof the line isdisregarded

by Junos OS.

To add comments in operational mode, start with a # and end with a new line (carriage

return):

user@host># comment-string

comment-string is the text of the comment. The comment text can be any length, but

each comment line must begin with a #.

Example: Using Comments in Junos OSOperational Mode Commands

The following example shows how to use comments in a file:

#Command 1: Show the router version
show version
#Command 2: Show all router interfaces
show interfaces terse

The following example shows how to copy and paste contents of a file into the CLI:

user@host>#Command 1: Show the router version
user@host> show version
Hostname: myhost
Model: m5
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Junos Base OS boot [6.4-20040511.0]
Junos Base OS Software Suite [6.4-20040511.0]
Junos Kernel Software Suite [6.4-20040511.0]
Junos Packet Forwarding Engine Support (M5/M10) [6.4-20040511.0] Junos Routing
Software Suite [6.4-20040511.0] JunosOnline Documentation [6.4-20040511.0] Junos
Crypto Software Suite [6.4-20040511.0]

user@host> # Command 2: Show all router interfaces
user@host> show interfaces terse
Interface Admin Link Proto Local Remote
fe-0/0/0 up up
fe-0/0/1 up down
fe-0/0/2 up down
mo-0/1/0 up
mo-0/1/0.16383 up up inet 10.0.0.1 --> 10.0.0.17
so-0/2/0 up up
so-0/2/1 up up
dsc up up
fxp0 up up
fxp0.0 up up inet 192.168.70.62/21
fxp1 up up
fxp1.0 up up tnp 4
gre up up
ipip up up
lo0 up up
lo0.0 up up inet 127.0.0.1 --> 0/0
lo0.16385 up up inet

Displaying the Junos OS CLI Command andWord History

To display a list of recent commands that you issued, use the show cli history command:

user@host> show cli history 3
01:01:44 -- show bgp next-hop-database
01:01:51 -- show cli history
01:02:51 -- show cli history 3

You can press Esc+. (period) or Alt+. (period) to insert the last word of the previous

command. Repeat Esc+. or Alt+. to scroll backwards through the list of recently entered

words. For example:

user@host> show interfaces terse fe-0/0/0

Interface      Admin    Link    Proto     Local    Remote
fe-0/0/0       up       up  
fe-0/0/0.0     up       up      inet     192.168.220.1/30

user@host> <Esc>
user@host> fe-0/0/0

If you scroll completely to the beginning of the list, pressing Esc+. or Alt+. again restarts

scrolling from the last word entered.

See Also Junos OS CLI Online Help Features on page 54•
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Related
Documentation

Day One: Exploring the Junos CLI•

Filtering Operational CommandOutput

Thepipe |symbol lets you filter thecommandoutput inbothoperationalandconfiguration

modes. For more information on the pipe | filter functions, see the following topics:

• Using the Pipe ( | ) Symbol to Filter Junos OS Command Output on page 270

• Using Regular Expressions with the Pipe ( | ) Symbol to Filter Junos OS Command

Output on page 271

• Pipe ( | ) Filter Functions in the Junos OS Command-Line Interface on page 272

• Filtering Operational Mode Command Output in a QFabric System on page 284

Using the Pipe ( | ) Symbol to Filter Junos OS CommandOutput

The JunosOSenables you to filter commandoutput by adding thepipe ( | ) symbolwhen

you enter a command.

For example:

user@host> show rip neighbor ?

Possible completions:
  <[Enter]>            Execute this command
  <name>               Name of RIP neighbor
  instance             Name of RIP instance
  logical-system       Name of logical system, or 'all'
  |                    Pipe through a command

The following example lists the filters that can be used with the pipe symbol ( | ):

user@host> show interfaces | ?

user@host> show interfaces | ?            
Possible completions:
  append               Append output text to file
  count                Count occurrences
  display              Show additional kinds of information
  except               Show only text that does not match a pattern
  find                 Search for first occurrence of pattern
  hold                 Hold text without exiting the --More-- prompt
  last                 Display end of output only
  match                Show only text that matches a pattern
  no-more              Don't paginate output
  refresh              Refresh a continuous display of the command
  request              Make system-level requests
  resolve              Resolve IP addresses
  save                 Save output text to file
  tee                  Write to standard output and file
  trim                 Trim specified number of columns from start of line
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For the show configuration command only, an additional compare filter is available:

user@host> show configuration | ?

Possible completions:
  compare              Compare configuration changes with prior version
...

You can enter any of the pipe filters in conjunction. For example:

user@host>command | match regular-expression | save filename

NOTE: This topic describes only the filters that can be used for operational
mode command output. For information about filters that can be used in
configurationmode, see the Junos OS Administration Library.

Using Regular Expressions with the Pipe ( | ) Symbol to Filter Junos OS CommandOutput

Theexcept, find, andmatch filters usedwith thepipe symbol employ regular expressions
to filter output. JuniperNetworksuses the regular expressionsasdefined inPOSIX 1003.2.

If the regular expressions contain spaces, operators, or wildcard characters, enclose the

expression in quotation marks.

Table 18: Common Regular Expression Operators in Operational Mode Commands

FunctionOperator

Indicates that amatch can be one of the two terms on either side of
the pipe.

|

Used at the beginning of an expression, denotes where amatch
should begin.

^

Used at the end of an expression, denotes that a termmust be
matched exactly up to the point of the $ character.

$

Specifies a range of letters or digits to match. To separate the start
and end of a range, use a hyphen ( - ).

[ ]

Specifies a group of terms to match.( )

For example, if a command produces the following output:

user@host> show chassis hardware
Hardware inventory:
ItemVersion Part number Serial number Description
Chassis F0632MX80
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Midplane REV 09 711-031594 ZW0568MX80
PEM0Rev 04 740-028288 VK09886 AC Power Entry Module
Routing Engine BUILTIN BUILTIN Routing Engine
TFEB 0 BUILTIN BUILTIN Forwarding Engine Processor
QXM0REV 06 711-028408 ZW4288MPCQXM
FPC 0 BUILTIN BUILTINMPC BUILTIN
MIC 0 BUILTIN BUILTIN 4x 10GE XFP
PIC 0 BUILTIN BUILTIN 4x 10GE XFP
Xcvr 0 REV 02 740-014289 C825XU010 XFP-10G-SR
Xcvr 1 REV 03 740-014289 CB25BQ0WDXFP-10G-SR
Xcvr 2 REV 01 740-011571 C739XJ039 XFP-10G-SR
FPC 1 BUILTIN BUILTINMPC BUILTIN
MIC 1 *** Hardware Not Supported ***
Fan Tray Fan Tray

a pipe filter of | match "FPC 1" displays the following output:

FPC 1 BUILTIN BUILTINMPC BUILTIN

and a pipe filter of | except "FPC 1" displays the following output:

Hardware inventory:
ItemVersion Part number Serial number Description
Chassis F0632MX80
PEM0Rev 04 740-028288 VK09886 AC Power Entry Module
Routing Engine BUILTIN BUILTIN Routing Engine
TFEB 0 BUILTIN BUILTIN Forwarding Engine Processor
FPC 0 BUILTIN BUILTINMPC BUILTIN
Fan Tray Fan Tray

Pipe ( | ) Filter Functions in the Junos OS Command-Line Interface

This topic describes the pipe ( | ) filter functions that are supported in the Junos OS

command-line interface (CLI):

• Comparing Configurations and Displaying the Differences in Text on page 273

• Comparing Configurations and Displaying the Differences in XML on page 274

• Counting the Number of Lines of Output on page 275

• Displaying Output in XML Tag Format on page 275

• Displaying Static Configuration Data on page 276

• Displaying Ephemeral Configuration Data on page 276

• Displaying Output in JSON Format on page 276

• Displaying the Configuration with YANG Translation Scripts Applied on page 277

• Displaying the RPC Tags for a Command on page 279

• Ignoring Output That Does Not Match a Regular Expression on page 279

• Displaying Output from the First Match of a Regular Expression on page 279

• Retaining Output After the Last Screen on page 280

• Displaying Output Beginning with the Last Entries on page 280
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• Displaying Output That Matches a Regular Expression on page 281

• Preventing Output from Being Paginated on page 281

• Sending Command Output to Other Users on page 281

• Resolving IP Addresses on page 282

• Saving Output to a File on page 282

• Appending Output to a File on page 282

• Displaying Output on Screen andWriting to a File on page 283

• Trimming Output by Specifying the Starting Column on page 283

• Refreshing the Output of a Command on page 284

Comparing Configurations and Displaying the Differences in Text

The compare filter compares the candidate configuration with either the current

committed configuration or a configuration file and displays the differences between

the two configurations with text characters. To compare configurations, enter compare

after the pipe ( | ) symbol:

[edit]
user@host# show | compare [filename| rollback n]

filename is the full path to a configuration file.

n is the index into the list of previously committed configurations. Themost recently

saved configuration is 0. If you do not specify arguments, the candidate configuration is

compared against the active configuration file (/config/juniper.conf).

The comparison output uses the following conventions:

• Statements that are only in the candidate configuration are prefixed with a plus sign

(+).

• Statements that are only in the comparison file are prefixed with aminus sign (–).

• Statements that are unchanged are prefixed with a single blank space ( ).

For example:

user@host> show configuration system | compare rollback 9

[edit system]
+ host-name device;
+ backup-router 192.168.71.254;
- ports {
-     console log-out-on-disconnect;
- }
[edit system name-server]
+  172.17.28.11;
   172.17.28.101 { ... }
[edit system name-server]
   172.17.28.101 { ... }
+  172.17.28.100;
+  172.17.28.10;
[edit system]
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-  scripts {
-      commit {
-          allow-transients;
-      }
-  }
+  services {
+      ftp;
+      rlogin;
+      rsh;
+      telnet;
+  }

Startingwith JunosOSRelease 8.3, output from the show | compare command has been

enhanced tomoreaccurately reflect configuration changes. This includesmore intelligent

handling of order changes in lists. For example, consider names in a group that are

reordered as follows:

groups {     
          groups {
               group_xmp;      group_xmp;
               group_cmp;     group_grp:
               group_grp;     group_cmp;
          }     
 }

In previous releases, output from the show | compare command looked like the following:

[edit groups]
  - group_xmp;
  - group_cmp;
  - group_grp;
  + group_xmp;
  + group_grp;
  + group_cmp;

Now, output from the show | compare command looks like the following:

[edit groups]
group_xmp {...}
!  group_grp {...}

Comparing Configurations and Displaying the Differences in XML

The compare | display xml filter compares the candidate configuration with the current

committed configuration and displays the differences between the two configurations

in XML. To compare configurations, enter compare | display xml after the pipe ( | ) symbol

in either operational or configuration mode.

Example in operational mode:

user@host> show configuration | compare | display xml
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Example in configuration mode:

[edit]
user@host# show | compare | display xml

You can enter a specific configuration hierarchy prior to | compare. In configurationmode,

you can navigate to a hierarchy where the command is applied.

For a description of the XML output, see “Understanding the show | compare | display

xml Command Output” on page 184.

NOTE: Starting in Junos OS Release 16.2R2, the show | compare | display xml

commandomits the<configuration> tag in theXMLoutput if the comparison

returns no differences or if the comparison returns only differences for
non-native configuration data, for example, configuration data associated
with an OpenConfig datamodel.

Counting the Number of Lines of Output

To count the number of lines in the output from a command, enter count after the pipe

symbol ( | ). For example:

user@host> show configuration | count

Count: 269 lines

Displaying Output in XML Tag Format

To display command output in XML tag format, enter display xml after the pipe symbol

( | ).

The following example displays the show cli directory command output as XML tags:

user@host> show cli directory | display xml

<rpc-reply xmlns:junos="http://xml.juniper.net/junos/7.5I0/junos">
    <cli>
        <working-directory>/var/home/user</working-directory>
    </cli>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

If the configuration data or command output contains characters that are outside of the

7-bit ASCII character set, the Junos OS CLI displays the equivalent UTF-8 decimal

character reference for those characters in the XML output. For more information, see

“Understanding Character Encoding on Devices Running Junos OS” on page 208

To display the change in the candidate and active configurations in XML tag format, see

“Comparing Configurations and Displaying the Differences in XML” on page 274.
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Displaying Static Configuration Data

To view the inherited configuration data and information about the source group from

which the configuration has been inherited with respect to the static configuration

database, issue the show configuration | display inheritance command.

user@host> show configuration | display inheritance

## Last commit: 2018-03-29 15:54:17 PDT
version 16.2R2;
system {
...
}

Displaying Ephemeral Configuration Data

Juniper ExtensionToolkit (JET)applicationsandNETCONFand JunosXMLprotocol client

applications can configure the ephemeral configuration database. The ephemeral

database is an alternate configuration database that provides a fast programmatic

interface for performing configuration updates.

In Junos OSRelease 18.1 and earlier, to view the complete post-inheritance configuration

merged with the configuration data in all instances of the ephemeral configuration

database, issue the show ephemeral-configuration | displaymerge command.

user@host> show ephemeral-configuration | displaymerge

## Last changed: 2017-02-01 09:47:20 PST
version 16.2R2;
system {
...
}

NOTE: Starting in Junos OS Release 18.2R1, the displaymerge option is

deprecated. To view the complete post-inheritance configurationmerged
with the configuration data in all instances of the ephemeral database, issue
the show ephemeral-configurationmerge command.

Displaying Output in JSON Format

Starting in Junos OS Release 14.2, you can display the configuration or command output

in JavaScriptObjectNotation (JSON) formatbyenteringdisplay jsonafter thepipe symbol

( | ).

The following example displays the show cli directory command output in JSON format:

user@host> show cli directory | display json

{
    "cli" : [
    {
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        "working-directory" : [
        {
            "data" : "/var/home/username"
        }
        ]
    }
    ]
}

If theoperational commandoutput contains characters that areoutsideof the 7-bitASCII

character set, the JunosOSCLIdisplays theequivalentUTF-8decimal character reference

for those characters in the JSON output. For more information, see “Understanding

Character Encoding on Devices Running Junos OS” on page 208

NOTE: Starting in Junos OS Release 16.1, devices running Junos OS emit
JSON-formatted configuration data using a new default implementation for
serialization.

NOTE: Starting in Junos OS Releases 16.1R4, 16.2R2, and 17.1R1, integers in
Junos OS configuration data emitted in JSON format are not enclosed in
quotationmarks. In earlier releases, integers in JSONconfigurationdatawere
treated as strings and enclosed in quotationmarks.

NOTE: Starting in Junos OS Release 17.3R1, OpenConfig supports the
operational state emitted by daemons directly in JSON format in addition to
XML format. To configure JSON compact format, specify the following CLI
command:
set system export-format state-data json compact.

This CLI command converts XML format to compact JSON format. Else, it
emits the JSON in non-compact format.

Displaying the Configuration with YANG Translation Scripts Applied

Starting in Junos OS Release 16.1, you can load YANGmodules onto devices running

Junos OS to augment the configuration hierarchy with datamodels that are not natively

supported by Junos OS but can be supported by translation. The active and candidate

configurations contain the configuration data for non-native YANG datamodels in the

syntax defined by that model, but they do not explicitly display the corresponding

translated Junos OS syntax, which is committed as a transient change.

The |displaytranslation-scripts filter displays thecompletepost-inheritanceconfiguration,

with the translated configuration data from all enabled translation scripts explicitly

included in the output. To display the configuration with all enabled YANG translation
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scripts applied, append the | display translation-scripts filter to the show configuration

command inoperationalmodeor theshowcommand inconfigurationmode.Forexample:

user@host> show configuration | display translation-scripts

To view just the non-native configuration data after translation, use the

| display translation-scripts translated-config filter in either operational or configuration

mode.

user@host> show configuration | display translation-scripts translated-config

In configuration mode, to display just the configuration differences in the hierarchies

corresponding to non-native YANG datamodels before or after translation scripts are

applied, append the configured-delta or translated-delta keyword, respectively, to the

show | display translation-scripts command. In both cases, the XML output displays the

deleted configuration data, followed by the new configuration data.

user@host# show | display-translation-scripts (configured-delta | translated-delta)

The following example displays a sample configuration with and without translation

scripts applied. The show command displays the configuration, which includes the

non-native configurationdata in the syntaxdefinedby theYANGdatamodel. The | display

translation-scripts filter displays the non-native configuration data in both the syntax

defined by the YANG datamodel and the translated Junos OS syntax. Both commands

display the entire configuration, which has been truncated for brevity in this example.

However, the show command returns the pre-inhertitance configuration, whereas the

show | display translation-scripts command returns the post-inheritance configuration.

user@host# show

...
myint:intconfig {
    interfaces {
        interface ge-0/0/0 {
            config {
                description test;
            }
        }
    }
}
...

user@host# show | display translation-scripts

...
interfaces {
    ge-0/0/0 {
        description test;
        gigether-options {
            no-flow-control;
        }
    }
}
...
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myint:intconfig {
    interfaces {
        interface ge-0/0/0 {
            config {
                description test;
            }
        }
    }
}
...

Displaying the RPC Tags for a Command

Todisplay the remoteprocedurecall (RPC)XMLtags for anoperationalmodecommand,

enter display xml rpc after the pipe symbol ( | ).

The following example displays the RPC tags for the show route command:

user@host> show route | display xml rpc

<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.1I0/junos">
    <rpc>
        <get-route-information>
        </get-route-information>
    </rpc>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

Ignoring Output That Does Not Match a Regular Expression

To ignore text that matches a regular expression, specify the except command after the

pipe symbol ( | ). If the regular expression contains any spaces, operators, or wildcard

characters, enclose it in quotationmarks. For information on common regular expression

operators, see “Using Regular Expressions with the Pipe ( | ) Symbol to Filter Junos OS

Command Output” on page 271.

The following example displays all users who are logged in to the router, except for the

user root:

user@host> show system users | except root

 8:28PM  up 1 day, 13:59, 2 users, load averages: 0.01, 0.01, 0.00
USER     TTY FROM                  LOGIN@  IDLE WHAT
user     p0  device1.example.com   7:25PM     - cli

Displaying Output from the First Match of a Regular Expression

To display output startingwith the first occurrence of textmatching a regular expression,

enter find after the pipe symbol ( | ). If the regular expression contains any spaces,

operators, or wildcard characters, enclose it in quotation marks. For information on

common regular expression operators, see “Using Regular Expressions with the Pipe ( |

) Symbol to Filter Junos OS Command Output” on page 271.
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The following example displays the routes in the routing table starting at IP address

208.197.169.0:

user@host> show route | find 208.197.169.0

208.197.169.0/24   *[Static/5] 1d 13:22:11
                    > to 192.168.4.254 via so-3/0/0.0
224.0.0.5/32       *[OSPF/10] 1d 13:22:12, metric 1
iso.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
47.0005.80ff.f800.0000.0108.0001.1921.6800.4015.00/160
                   *[Direct/0] 1d 13:22:12
                    > via lo0.0

The following example displays the first CCC entry in the forwarding table:

user@host> show route forwarding-table | find ccc

Routing table: ccc
MPLS:
Interface.Label    Type RtRef Nexthop       Type Index NhRef Netif
default            perm     0               rjct     3     1
0                  user     0               recv     5     2
1                  user     0               recv     5     2
32769              user     0               ucst    45     1 fe-0/0/0.534
fe-0/0/0. (CCC)    user     0               indr    44     2
                              10.0.16.2     Push 32768, Push 

Retaining Output After the Last Screen

To not return immediately to theCLI prompt after viewing the last screen of output, enter

hold after the pipe symbol ( | ). The following example prevents returning to the CLI

prompt after you have viewed the last screen of output from the show log log-file-1

command:

user@host> show log log-file-1 | hold

This filter is useful when you want to scroll or search through output.

Displaying Output Beginning with the Last Entries

Todisplay text starting fromtheendof theoutput, enter last<lines>after thepipesymbol

( | ).

The following example displays the last entries in log-file-1 file:

user@host> show log log-file-1 | last

This filter is useful for viewing log files inwhich theendof the file contains themost recent

entries.
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NOTE: When the number of lines requested is less than the number of lines
that the screen length setting permits you to display, Junos OS returns as
many lines as permitted by the screen length setting. That is, if your screen
length is set to 20 lines and you have requested only the last 10 lines, Junos
OS returns the last 19 lines instead of the last 10 lines.

Displaying Output That Matches a Regular Expression

Todisplay output thatmatches a regular expression, entermatch regular-expression after

the pipe symbol ( | ). If the regular expression contains any spaces, operators, orwildcard

characters, enclose it in quotationmarks. For information on common regular expression

operators, see “Using Regular Expressions with the Pipe ( | ) Symbol to Filter Junos OS

Command Output” on page 271.

The following example matches all the Asynchronous Transfer Mode (ATM) interfaces

in the configuration:

user@host> show configuration | match at-

at-2/1/0 {
at-2/1/1 {
at-2/2/0 {
at-5/2/0 {
at-5/3/0 {

Preventing Output fromBeing Paginated

By default, if output is longer than the length of the terminal screen, you are provided

with a ---(more)---message to display the remaining output. To display the remaining

output, press the Spacebar.

To prevent the output from being paginated, enter no-more after the pipe symbol ( | ).

The followingexampledisplaysoutput fromtheshowconfigurationcommandall at once:

user@host> show configuration | no-more

This feature is useful, for example, if you want to copy the entire output and paste it into

an e-mail.

Sending CommandOutput to Other Users

To display command output on the terminal of a specific user logged in to your router,

or on the terminals of all users logged in to your router, enter requestmessage (all | user

account@terminal) after the pipe symbol ( | ).

If you are troubleshooting your router and, for example, talking with a customer service

representative on the phone, you can use the requestmessage command to send your

representative the command output you are currently viewing on your terminal.
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The following example sends the output from the show interfaces command you enter

on your terminal to the terminal of the user root@ttyp1:

user@host> show interfaces | requestmessage user root@ttyp1

The user root@ttyp1 sees the following output appear on the terminal screen:

Message from user@host on /dev/ttyp0 at 10:32 PST...
Physical interface: dsc, Enabled, Physical link is Up
   Interface index: 5, SNMP ifIndex: 5
   Type: Software-Pseudo, MTU: Unlimited...

Resolving IP Addresses

In operationalmode only, if the output of a command displays an unresolved IP address,

you can enter | resolve after the command to display the name associated with the IP

address. The resolve filter enables the system to perform a reverse DNS lookup of the IP

address. If DNS is not enabled, the lookup fails and no substitution is performed.

Toperforma reverseDNS lookupof an unresolved IP address, enter resolve<full-names>

after the pipe symbol ( | ). If you do not specify the full-names option, the name is

truncated to fit whatever field width limitations apply to the IP address.

The following example performs a DNS lookup on any unresolved IP addresses in the

output from the show ospf neighbors command:

user@host> show ospf neighbors | resolve

Saving Output to a File

Whencommandoutput is lengthy,whenyouneed to storeor analyze theoutput, orwhen

you need to send the output in an e-mail or by FTP, you can save the output to a file. By

default, the file is placed in your home directory on the router.

To save command output to a file, enter save filename after the pipe symbol ( | ).

The following example saves the output from the request support information command

to a file namedmy-support-info.txt:

user@host> request support information | savemy-support-info.txt
Wrote 1143 lines of output to ‘my-support-info.txt’
user@host>

Appending Output to a File

When command output is displayed, you can either save the output to a file, which

overwrites theexistingcontentsof that file or youcanappend theoutput text toaspecific

file.

To append the command output to the file, enter append filename after the pipe symbol

( | ).
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The following example appends the output from the request support information

command to a file namedmy-support-info.txt:

user@host> request support information | appendmy-support-info.txt
Wrote 2247 lines of output to 'my-support-info.txt'
user@host>

Displaying Output on Screen andWriting to a File

When command output is displayed, you can also write the output to a file. To both

display the output and write it to a file, enter tee filename after the pipe symbol (|).

The following exampledisplays theoutput from the show interfacesge-* terse command

(displaying informationabout the statusof theGigabit Ethernet interfaceson thedevice)

and diverts the output to a file called ge-interfaces.txt:

user@host> show interfaces ge-* terse | tee ge-interfaces.txt

Interface               Admin Link Proto    Local                 Remote
ge-0/1/0                up    down
ge-0/1/1                up    up
ge-0/1/2                up    down
ge-0/1/3                up    up

Unlike the UNIX tee command, only an error message is displayed if the file cannot be

opened (instead of displaying the output and then the error message).

user@host> show interfaces ge-* terse | tee /home/user/test.txt

error: tee failed: file /home/user/test.txt could not be opened

user@host> 

Trimming Output by Specifying the Starting Column

Output appears on the terminal screen in terms of rows and columns. The first

alphanumeric character starting at the left of the screen is in column 1, the second

character is in column 2, and so on. To display output starting from a specific column

(thus trimming the leftmost portion of the output), enter trim columns after the pipe

symbol ( | ). The trim filter is useful for trimming the date and time from the beginning

of system logmessages.

The following example displays output from the showsystemstorage command, filtering

out the first 10 columns:

user@host> show system storage | trim 11

NOTE: The trim command does not accept negative values.
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Refreshing the Output of a Command

You can run an operational mode command with the | refresh pipe option to refresh the

output displayed on the screen periodically. The default refresh occurs every second.

However, youcanalsoexplicitly specifya refresh interval from1 through604,800seconds.

For example, to refresh the output of the show interfaces command every 5 seconds, you

would run the following command:

user@host> show interfaces | refresh 5

Filtering Operational Mode CommandOutput in a QFabric System

Whenyou issueanoperationalmodecommand inaQFabric system, theoutputgenerated

can be fairly extensive because of the number of components contained within the

system. Tomake the output more accessible, you can filter the output by appending the

| filter option to the end of most Junos OS commands.

1. To filter operational mode command output and limit it to a Node group, include the

| filter node-group node-group-name option at the end of your Junos OS operational

mode command.

root@qfabric> show interfaces terse | filter node-group NW-NG-0

Interface               Admin Link Proto    Local                 Remote
NW-NG-0:dsc             up    up  
NW-NG-0:em0             up    up  
NW-NG-0:em1             up    up  
NW-NG-0:gre             up    up  
NW-NG-0:ipip            up    up  
NW-NG-0:lo0             up    up  
NW-NG-0:lo0.16384       up    up   inet     127.0.0.1           --> 0/0
NW-NG-0:lo0.16385       up    up   inet    
NW-NG-0:lsi             up    up  
NW-NG-0:mtun            up    up  
NW-NG-0:pimd            up    up  
NW-NG-0:pime            up    up  
NW-NG-0:tap             up    up  
Node01:ge-0/0/10        up    up  
Node01:ge-0/0/40        up    up  
Node01:ge-0/0/41        up    up  
vlan                    up    up

2. To filter operational mode command output and limit it to a set of Node groups,

include the | filter node-group option at the end of your Junos OS operational mode

command and specify the list of Node group names in brackets.

root@qfabric> show ethernet-switching interfaces | filter node-group [NW-NG-0 RSNG-1]

Interface    State  VLAN members        Tag   Tagging  Blocking
NW-NG-0:ae0.0 up    v200                200   tagged   unblocked
                    v50                 50    tagged   unblocked
                    v51                 51    tagged   unblocked
                    v52                 52    tagged   unblocked
                    v53                 53    tagged   unblocked
RSNG-1:ae0.0  up    v200                200   untagged unblocked
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RSNG-1:ae47.0 up    v50                 50    tagged   unblocked
                    v51                 51    tagged   unblocked
                    v52                 52    tagged   unblocked
                    v53                 53    tagged   unblocked

Release History Table DescriptionRelease

Starting in Junos OS Release 18.2R1, the displaymerge option is deprecated. To
view the complete post-inheritance configuration merged with the configuration
data in all instances of the ephemeral database, issue the show
ephemeral-configurationmerge command.

18.2R1

Starting in Junos OS Release 17.3R1, OpenConfig supports the operational state
emitted by daemons directly in JSON format in addition to XML format. To configure
JSON compact format, specify the following CLI command:
set system export-format state-data json compact.
This CLI command converts XML format to compact JSON format. Else, it emits the
JSON in non-compact format.

17.3R1

Starting in Junos OS Release 16.2R2, the show | compare | display xml command
omits the <configuration> tag in the XML output if the comparison returns no
differencesor if the comparison returnsonly differences for non-native configuration
data, for example, configuration data associated with an OpenConfig data model.

16.2R2

Starting in Junos OS Releases 16.1R4, 16.2R2, and 17.1R1, integers in Junos OS
configuration data emitted in JSON format are not enclosed in quotation marks. In
earlier releases, integers in JSON configuration data were treated as strings and
enclosed in quotation marks.

16.1R4

Starting in Junos OS Release 16.1, devices running Junos OS emit JSON-formatted
configuration data using a new default implementation for serialization.

16.1

Starting in Junos OS Release 16.1, you can load YANGmodules onto devices running
Junos OS to augment the configuration hierarchy with data models that are not
natively supported by Junos OS but can be supported by translation.

16.1

Starting in Junos OS Release 14.2, you can display the configuration or command
output in JavaScript Object Notation (JSON) format by entering display json after
the pipe symbol ( | ).

14.2

Related
Documentation

• Day One: Exploring the Junos CLI
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CHAPTER 6

Junos OS Configuration Statements and
Commands

• activate

• annotate

• apply-groups on page 291

• apply-groups-except on page 291

• archival on page 292

• autoinstallation on page 294

• clear system commit prepared

• commit

• commit activate on page 302

• commit prepare on page 303

• configuration-breadcrumbs on page 304

• copy

• deactivate

• delete

• edit

• exit

• export-format on page 311

• groups on page 313

• help

• insert

• load

• no-hidden-commands on page 319

• protect

• quit

• rename

• replace
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• rollback

• run

• save

• server (Batch Commits) on page 328

• set

• show

• show configuration

• show | display inheritance

• show | display omit

• show | display set

• show | display set relative

• show groups junos-defaults

• status

• synchronize on page 343

• top

• traceoptions (Batch Commits) on page 346

• unprotect

• up

• update

• when on page 351

• wildcard delete
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activate

Syntax activate (statement | identifier)

Release Information Command introduced before Junos OS Release 7.4.

Description Remove the inactive: tag froma statement, effectively adding the statement or identifier

back to the configuration. Statements or identifiers that have been activated take effect

when you next issue the commit command.

Options identifier—Identifier fromwhich you are removing the inactive tag. Itmust be an identifier

at the current hierarchy level.

statement—Statement fromwhich you are removing the inactive tag. It must be a

statement at the current hierarchy level.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

deactivate on page 306•

• Deactivating and Reactivating Statements and Identifiers in a Junos OS Configuration

on page 105
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annotate

Syntax annotate statement "comment-string"

Release Information Command introduced before Junos OS Release 7.4.

Description Add comments to a configuration. You can add comments only at the current hierarchy

level.

Any comments you add appear only when you view the configuration by entering the

showcommand inconfigurationmodeor the showconfigurationcommand inoperational

mode.

NOTE: The Junos OS supports annotation up to the last level in the
configuration hierarchy, including oneliners. However, annotation of parts
(child statements or identifiers within a oneliner) of the oneliner is not
supported. For example, in the following sample configuration hierarchy,
annotation is supported up to the oneliner level 1 , but not supported for the

metric child statement and its attribute 10:

[edit protocols]
isis {
interface ge-0/0/0.0 {
level 1 metric 10;

}
}

}

Options comment-string—Text of the comment. Youmust enclose it in quotation marks. In the

comment string, you can include the comment delimiters /* */ or#. If you do not specify

any, the comment string is enclosed with the /* */ comment delimiters. If a comment

for the specified statement already exists, it is deleted and replaced with the new

comment.

statement—Statement to which you are attaching the comment.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Adding Comments in a Junos OS Configuration on page 117•
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apply-groups

Syntax apply-groups [ group-names ];

Hierarchy Level All hierarchy levels

Release Information Statement introduced before Junos OS Release 7.4.

Description Apply a configuration group to a specific hierarchy level in a configuration, to have a

configuration inherit the statements in the configuration group.

You can specify more than one group name. Youmust list them in order of inheritance

priority. Theconfigurationdata in the first group takespriority over thedata in subsequent

groups.

Options group-names—One or more names specified in the groups statement.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

• Applying a Junos OS Configuration Group on page 125

• groups on page 313

apply-groups-except

Syntax apply-groups-except [ group-names ];

Hierarchy Level All hierarchy levels except the top level

Release Information Statement introduced before Junos OS Release 7.4.

Description Disable inheritance of a configuration group.

Options group-names—One or more names specified in the groups statement.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

• groups on page 313

• Disabling Inheritance of a Junos OS Configuration Group on page 128
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archival

Syntax archival {
configuration {
archive-sites {
file://<path>/<filename>;
ftp://username@host:<port>url-path password password;
http://username@host:<port>url-path password password;
pasvftp://username@host:<port>url-path password password;
scp://username@host:<port>url-path password password;

}
transfer-interval interval;
transfer-on-commit;

}
routing-instance routing-instance;

}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Configure copying of the currently active configuration to an archive site. An archive site

can be a file, or an FTP, HTTP, or SCP location.

Options configuration—Configure the router or switch to periodically transfer its currently active

configuration (or after each commit). Parameters include archive-sites,

transfer-interval, and transfer-on-commit.

NOTE: The [edit system archival] hierarchy is not available on QFabric

systems.

archive-sites—Specify where to transfer the current configuration files. When specifying

a URL in a Junos OS statement using an IPv6 host address, youmust enclose the

entire URL in quotationmarks (" ") and enclose the IPv6 host address in brackets ([

]). For example: "scp://username<:password>@[ipv6-host-address]<:port>/url-path".

If you specify more than one archive site, the router or switch attempts to transfer the

configuration files to the first archive site in the list, moving to the next only if the

transfer fails. The destination filename is saved in the following format, where n

corresponds to the number of the compressed configuration rollback file that has

been archived:
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router-name_YYYYMMDD_HHMMSS_juniper.conf.n.gz

NOTE: The time included in thedestination filename isalways inCoordinated
Universal Time (UTC) regardless of whether the time on the router or switch
is configured as UTC or the local time zone. The default time zone on the
router or switch is UTC.

transfer-interval—The frequency, in minutes, for transferring the current configuration to

an archive site. Valid intervals are 15 to 2880minutes.

transfer-on-commit—Configure the router or switch to transfer its currently active

configuration to an archive site each time you commit a candidate configuration.

routing-instance—Defines the routing instance through a server is reachable.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Backing Up Configurations to an Archive Site on page 217
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autoinstallation

Syntax autoinstallation {
configuration-servers {
url;

}
interfaces {
interface-name {
bootp;
rarp;

}
}

}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Description Download a configuration file automatically from an FTP, Hypertext Transfer Protocol

(HTTP), or Trivial FTP (TFTP) server. When you power on a router or switch configured

for autoinstallation, it requestsan IPaddress fromaDynamicHostConfigurationProtocol

(DHCP) server. Once the router or switch has an address, it sends a request to a

configuration server and downloads and installs a configuration.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• ACX Series Autoinstallation Overview

• Before You Begin Autoinstallation on an ACX Series Universal Metro Router

• Autoinstallation Configuration of ACX Series Universal Metro Routers

• USB Autoinstallation on ACX Series Routers

• Verifying Autoinstallation on ACX Series Universal Metro Routers

• show system autoinstallation status

• Upgrading Software by Using Automatic Software Download for Switches

• configuration-servers

• idle-timeout
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clear system commit prepared

Syntax clear system commit prepared

Release Information Command introduced in Junos OS Release 17.3.

Description Clear the prepared commit. This initiates cleanup of the saved database data structures

and the necessary files that are generated as a result of the commit preparation stage

and unlinks the pending activation file. A log message is generated upon successful

clearing of the pending commit.

Options This command has no options.

Required Privilege
Level

maintenance (or the actual user who scheduled the commit)

Related
Documentation

clear system commit on page 379•

List of Sample Output clear system commit prepared on page 295
clear system commit prepared (None Prepared) on page 295

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear system commit prepared

user@host> clear system commit prepared

Prepared commit cleared.

clear system commit prepared (None Prepared)

user@host> clear system commit prepared

No commit prepared.
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commit

Syntax commit
<activate>
<and-quit>
<at “string”>
<check>
<comment <comment-string>
<confirmed>
<peers-synchronize>
<prepare>
<scripts>
<synchronize | no-synchronize>
< | >

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option synchronize scripts introduced in Junos OS Release 13.2.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Option no-synchronize introduced in Junos OS Release 17.2R1

Description Commit the set of changes to the database and cause the changes to take operational

effect.

NOTE: The fast-synchronize option is not supported in a QFX Series Virtual

Chassis.

NOTE: Beginning in Junos OS 12.3, it is possible that FPCs brought offline
using the request chassis fpc slot fpc-slot offline operational-mode CLI

command can come online during a configuration commit or power-supply
replacement procedure. As an alternative, use the set fpc fpc-slot power off

configuration-mode command at the [edit chassis] hierarchy level to ensure

that the FPCs remain offline.

In Junos OS Evolved, if an FPC or PIC is brought offline, neither will be started when you

enter a commit command that configures an element of the offline FPC or PIC.

Options at <"string">—(Optional) Save software configuration changes and activate the

configuration at a future time, or upon reboot.

string is rebootor the future time to activate the configuration changes. Enclose the string

value (including reboot) in quotation marks (“ ”). You can specify time in two formats:
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• Atimevalue in the formhh:mm[:ss] (hours,minutes, andoptionally seconds)—Commit

the configuration at the specified time, which must be in the future by at least one

minute but before 11:59:59 PM on the day the commit at configuration command is

issued. Use 24-hour time for the hh value; for example, 04:30:00 is 4:30:00 AM, and

20:00 is 8:00 PM. The time is interpreted with respect to the clock and time zone

settings on the device.

• A date and time value in the form yyyy-mm-dd hh:mm[:ss] (year, month, date, hours,

minutes, and, optionally, seconds)—Commit the configurationat the specifieddayand

time, whichmust be after the commit at command is issued. Use 24-hour time for the

hh value. For example, 2003-08-21 12:30:00 is 12:30 PM on August 21, 2003. The time

is interpreted with respect to the clock and time zone settings on the router.

For example, commit at "18:00:00". For date and time, include both values in the same

set of quotation marks. For example, commit at "2018-03-10 14:00:00".

• A commit check is performed when you issue the commit at configuration mode

command. If the result of the check is successful, then the current user is logged out

of configurationmode, and the configuration data is left in a read-only state. No other

commit can be performed until the scheduled commit is completed.

NOTE:

• If Junos OS fails before the configuration changes become active, all
configuration changes are lost.

• You cannot enter the commit at configurationmode commandwhen

there is a pending reboot.

• Youcannotenter the requestsystemrebootcommandonceyouschedule

a commit operation for a specific time in the future.

• Youcannotcommitaconfigurationwhenascheduledcommit ispending.
For information about how to use the clear system commit command to

cancel a scheduled commit configuration, see clear system commit.

check—(Optional) Verify the syntax of the configuration, but do not activate it.

comment<comment-string>—(Optional)Addacomment thatdescribes thecommitted
configuration. The comment can be as long as 512 bytes andmust be typed on a

single line.Youcannot includeacommentwith thecommitcheckcommand.Enclose

comment-string in quotation marks (" "). For example, commit comment "Includes

changes recommended by user".

confirmed<<inminutes>—(Optional) Require that the commit be confirmedwithin the
specified amount of time.

• To confirm a commit, enter either a commit or commit check command.

• If the commit is not confirmed within the time limit, the configuration rolls back

automatically to the precommit configuration and a broadcast message is sent
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toall logged-inusers. Toshowwhena rollback is scheduled, enter the showsystem

commit command. The allowed range is 1 through65,535minutes, and the default

is 10minutes.

• The timeout for thecommitconfirmedcommand is calculatedbasedon thesystem

time, when the commit confirmed command is issued. In case the system time is

modified while a commit confirmed is pending, the remaining time until commit

executionmightget shortened(incase theoldsystemtime isbehind)orprolonged

(in case the old system time is ahead) from the intended interval.

• In JunosOSRelease 11.4and later, youcanalsouse thecommitconfirmedcommand

in the [edit private] configuration mode.

no-synchronize—(Optional) Configure the commit command to run without

synchronization. This canbeuseful in situations, for example,whereaRoutineEngine

configuration is corrupted such that a commit synchronization is not possible or will

block the commit.

• This option allows you to commit only on the current Routing Engine even if set

system commit synchronize is configured.

• This option overrides the commit peer-synchronize configuration as well. If you

have configured the commit synchronize using set systemcommit synchronizeand

then use the command commit no-synchronize, the commit will happen only on

the device issuing the command.

• When using commit synchronize, the commit is first done in the other Routing

Engine and then in the current one. If the other Routine Engine is corrupted, the

commitwill fail. In such cases, you canuse commitno-synchronize. This command

cannot be configured using set. It can only be run.

peers-synchronize—(Optional)Configure thecommit commandtoautomaticallyperform

a peers-synchronize action between peers. The local peer (or requesting peer) on

whichyouenable thepeers-synchronize statementcopiesand loads its configuration

to the remote (or responding) peer. Each peer then performs a syntax check on the

configuration filebeingcommitted. If noerrorsare found, theconfiguration isactivated

and becomes the current operational configuration on both peers.

synchronize—(Optional) If your router has two Routing Engines, you canmanually direct

one Routing Engine to synchronize its configuration with the other by issuing the

commit synchronize command. The Routing Engine on which you execute this

command(the requestRoutingEngine)copiesand loads its candidateconfiguration

to the other Routing Engine (the responding Routing Engine). Both Routing Engines

then perform a syntax check on the candidate configuration file being committed.

If no errors are found, the configuration is activated and becomes the current

operational configuration on both Routing Engines.

Copyright © 2019, Juniper Networks, Inc.298

CLI User Guide



The synchronize option has the following two additional options:

• <force>—(Optional) Enforce commit synchronization on the Routing Engines by

using the force option.

Thecommitsynchronizecommanddoesnotwork if the respondingRoutingEngine

hasuncommittedconfigurationchanges.Youcanenforcecommit synchronization

on the Routing Engines by using the force option. When you issue the commit

synchronize command with the force option from one Routing Engine, the

configuration sessions on the other Routing Engine are terminated and the

configuration is synchronized with that on the Routing Engine fromwhich you

issued the command.

• <scripts>—(Optional) Synchronize all commit, event, lib, op, and SNMP scripts

from the requesting Routing Engine to the respondingRouting Engine and commit

and synchronize the configuration.

If the commit check operation fails for the requesting Routing Engine, the process

stops, and the scripts are not copied to the responding Routing Engine. If the

commit check or commit operation fails for the responding Routing Engine, the

scripts are still synchronized, since the synchronization occurs prior to the commit

check operation on the responding Routing Engine.

• If the load-scripts-from-flash statement is configured at the [edit system scripts]

hierarchy level for the requesting Routing Engine, the device synchronizes the

scripts from flash memory on the requesting Routing Engine to flash memory on

the responding Routing Engine. Otherwise, the device synchronizes the scripts

from the hard disk on the requesting Routing Engine to the hard disk on the

responding Routing Engine. The device synchronizes all scripts regardless of

whether they are enabled in the configuration or have been updated since the last

synchronization.

NOTE:

• It can happen that the commit synchronize command is initiated at the

same time from both Routing Engines, which causes the process to
hang. As of Junos OS Release 15.1, this is a temporary (20 seconds)
anomaly, afterwhich the user can try the commit sychronize command

again.

NOTE: When you issue the commit synchronize command, youmust use

the apply-groups re0 and re1 commands. For information about how to

usegroups, see“Disabling Inheritanceofa JunosOSConfigurationGroup”
on page 128.

The responding Routing Enginemust use Junos OS Release 5.0 or later.
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prepare—(Optional) Prepare the configuration to activate at a later stage. During the
preparation stage, all the required files and databases are generated and the

configuration is validated. A file is created that indicates if the commit is pending for

activation. In the event of failure during the preparation stage, the log message

commit preparation failed is generated.

scripts—(Optional) Commit newly enabled scripts during the commit operation and
push scripts to the other Routing Engine.

|—(Optional) Use the (| (pipe)) options to filter the output of the commit command.

Additional Information NOTE: Beginning in Junos OS 12.3, it is possible that FPCs brought offline
using the request chassis fpc slot fpc-slot offline operational-mode CLI

command can come online during a configuration commit or power-supply
replacement procedure. As an alternative, use the set fpc fpc-slot power off

configuration-mode command at the [edit chassis] hierarchy level to ensure

that the FPCs remain offline.

| display detail—(Optional) Monitors the commit process.

NOTE: In Junos OS Release 10.4 and later, if the number of commit details
or messages exceeds a page when used with the | display detail pipe option,

themore pagination option on the screen is no longer available. Instead, the

messages roll uponthescreenbydefault, just likeusing thecommitcommand

with the | nomore pipe option.

Required Privilege
Level

configure—To enter configuration mode.

NOTE: If you are using Junos OS in a Common Criteria environment, system
logmessagesarecreatedwheneverasecretattribute ischanged(forexample,

password changes or changes to theRADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

Formore information, see theSecureConfigurationGuide forCommonCriteria
and Junos-FIPS
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Related
Documentation

| (pipe) on page 401•

• VerifyingtheJunosOSConfigurationonpage157,CommittingaConfigurationonpage158

• Scheduling a Junos OS Commit Operation on page 167

• Deactivating and Reactivating Statements and Identifiers in a Junos OS Configuration

on page 105

• Monitoring the Junos OS Commit Process on page 168

• Adding a Comment to Describe the Committed Configuration on page 169

• Committing Configurations on a Routing Matrix with a TX Matrix Plus Router

• Commit Script Overview
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commit activate

Syntax commit activate{
comment;
and-quit;
peers-synchronize;
synchronize;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 17.3R1.

Description Activate a previously prepared commit. Upon successful validation, during the activation

stage, previously prepared commits are activated. Also, pending activation files are

checked during this stage. If there are pending activation files, the existence of required

files and daemonmap present in the database data structures are checked. If there is

any failure, a log message is generated that informs you that the commit has failed.

Options and-quit—(Optional) Commit the configuration and, if the configuration contains no
errors and the commit succeeds, exit from configuration mode.

no-synchronize—(Optional)Donot synchronize thecommit.Configure thecommitprepare

statement to run without synchronization.

peers-synchronize—(Optional) Synchronize the commit on remote peers.

synchronize—(Optional) Synchronize the commit on both Routing Engines.

Required Privilege
Level

configure—To enter configuration mode.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Commit Preparation and Activation Overview on page 163

• Committing Junos OS Configurations in Two Steps: Preparation and Activation on

page 164
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commit prepare

Syntax commit prepare{
and-quit;
no-synchronize;
peers-synchronize;

synchronize;
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 17.3.

Description Prepare for an upcoming commit activation. Prepare the configurations that can be

activatedata later stage.During thepreparation stage, all the required filesanddatabases

are generated and the configuration is validated. A file is created that indicates if the

commit is pending for activation. In the event of failure during the preparation stage, the

log message commit preparation failed is generated.

Options and-quit—(Optional) Commit the configuration and, if the configuration contains no

errors and the commit succeeds, exit from configuration mode.

no-synchronize—(Optional)Donot synchronize thecommit.Configure thecommitprepare

statement to run without synchronization.

peers-synchronize—(Optional) Synchronize the commit on remote peers.

synchronize—(Optional) Synchronize the commit on both Routing Engines.

Required Privilege
Level

configure—To enter configuration mode.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Commit Preparation and Activation Overview on page 163

• Committing Junos OS Configurations in Two Steps: Preparation and Activation on

page 164
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configuration-breadcrumbs

Syntax configuration-breadcrumbs;

Hierarchy Level [edit system login class]

Release Information Statement introduced in Junos OS Release 12.2.

Description Enable the configuration breadcrumbs view in the CLI to display the location in the

configuration hierarchy.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Configuration Breadcrumbs on page 66

• Defining Junos OS Login Classes

• class

• login
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copy

Syntax copy existing-statement to new-statement

Release Information Command introduced before Junos OS Release 7.4.

Description Make a copy of an existing statement in the configuration.

Options existing-statement—Statement to copy.

new-statement—Copy of the statement.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Copying a Junos OS Statement in the Configuration on page 93•
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deactivate

Syntax deactivate (statement | identifier)

Release Information Command introduced before Junos OS Release 7.4.

Description Add the inactive: tag to a statement, effectively commenting out the statement or

identifier from the configuration. Statements or identifiersmarkedas inactive donot take

effect when you issue the commit command.

Options identifier—Identifier to which you are adding the inactive: tag. It must be an identifier at

the current hierarchy level.

statement—Statement to which you are adding the inactive: tag. It must be a statement

at the current hierarchy level.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

activate on page 289•

• delete on page 307

• Deactivating and Reactivating Statements and Identifiers in a Junos OS Configuration

on page 105.
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delete

Syntax delete <statement-path> <identifier>

Release Information Command introduced before Junos OS Release 7.4.

Description Delete a statement or identifier. All subordinate statements and identifiers contained

within the specified statement path are deleted with it.

Deletingastatementoran identifier effectively “unconfigures”ordisables the functionality

associated with that statement or identifier.

If youdonot specify statement-pathor identifier, theentire hierarchy, startingat thecurrent

hierarchy level, is removed.

NOTE: For Junos OS Evolved, if you use the delete configuration command

at the top level of the configuration, you cannot commit the resulting empty
configuration. At aminimum, the root authentication password is required.

Options statement-path—(Optional) Path to an existing statement or identifier. Include this if the

statement or identifier to be deleted is not at the current hierarchy level.

identifier—(Optional) Name of the statement or identifier to delete.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

deactivate on page 306•

• Deleting a Statement from a Junos OS Configuration on page 90

List of Sample Output delete (Junos OS Evolved) on page 307

Sample Output

delete (Junos OS Evolved)

[edit]

user@host# delete

This will delete the entire configuration
Delete everything under this level? [yes,no] (no) yes 

If you then try to commit the change, you get this:
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user@host# commit

error: cannot commit an empty configuration
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edit

Syntax edit statement-path

Release Information Command introduced before Junos OS Release 7.4.

Description Move inside the specified statementhierarchy. If the statementdoesnotexist, it is created.

You cannot use the edit command to change the value of identifiers. Youmust use the

set command.

Options statement-path—Path to the statement.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

set on page 330•

• Displaying the Current Junos OS Configuration on page 150
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exit

Syntax exit <configuration-mode>

Release Information Command introduced before Junos OS Release 7.4.

Description Exit the current level of the statement hierarchy, returning to the level prior to the last

edit command, or exit from configuration mode. The quit and exit commands are

synonyms.

Options none—Return to the previous edit level. If you are at the top of the statement hierarchy,

exit configuration mode.

configuration-mode—(Optional) Exit from configuration mode.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

top on page 345•

• up on page 349

• Displaying the Current Junos OS Configuration on page 150
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export-format

Syntax export-format {
json {
ietf;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 16.1.

Description Specify the default implementation of the serialization to use for exported data in the

given format. This statement only affects Junos OS configuration data that is displayed

in the requested format.

Options json—Define which implementation of the serialization to use for configuration data
emitted in JavaScript Object Notation (JSON) format.

Acceptable values include:

• ietf—JSON data is emitted according to the encoding rules defined in Internet

drafts draft-ietf-netmod-yang-json-09, JSONEncoding ofDataModeledwithYANG,

anddraft-ietf-netmod-yang-metadata-06,DefiningandUsingMetadatawithYANG.

Default: ietf

NOTE: Starting in Junos OS Release 17.3R1, OpenConfig supports the
operational state emitted by daemons directly in JSON format in addition to
XML format. To configure JSON compact format, specify the following CLI
command:
set system export-format state-data json compact.

This CLI command converts XML format to compact JSON format. Else, it
emits the JSON in non-compact format.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Release History Table Release Description
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Starting in Junos OS Release 17.3R1, OpenConfig supports the operational state
emittedbydaemonsdirectly in JSONformat inaddition toXMLformat.Toconfigure
JSON compact format, specify the following CLI command:
set system export-format state-data json compact.
This CLI command converts XML format to compact JSON format. Else, it emits
the JSON in non-compact format.

17.3R1

Related
Documentation

• Mapping Junos OS Command Output to JSON in the CLI

• Mapping Junos OS Configuration Statements to JSON
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groups

Syntax groups {
group-name {
configuration-data;
when {
chassis chassis-id;
membermember-id;
modelmodel-id;
node node-id;
peers [ names of peers ]
routing-engine routing-engine-id;
time <start-time> [to <end-time>];

}
conditional-data;

}
lccn-re0 {
configuration-data;

}
lccn-re1 {
configuration-data;

}
}

Hierarchy Level [edit]

Release Information Statement introduced before Junos OS Release 7.4.

Description Create a configuration group.

Options —

group-name——Name of the configuration group. To configure multiple groups, specify

more than one group-name.

configuration-data—The configuration statements that are to be applied elsewhere

in the configuration with the apply-groups statement, to have the target

configuration inherit the statements in the group.

whenconditional-data—Option introduced in Junos 11.3. Theconditional statements
that are to be applied when this configuration group is applied.

On routers that support multiple Routing Engines, you can also specify two special

group names:

re0—Configuration statements that are to be applied to the Routing Engine in slot 0.

re1—Configuration statements that are to be applied to the Routing Engine in slot 1.
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The configuration specified in group re0 is applied only if the current Routing Engine

is in slot 0; likewise, the configuration specified in group re1 is applied only if the

current Routing Engine is in slot 1. Therefore, both Routing Engines can use the same

configuration file, each using only the configuration statements that apply to it. Each

re0 or re1 group contains at a minimum the configuration for the hostname and the

management interface (fxp0). If each Routing Engine uses a differentmanagement

interface, the group also should contain the configuration for the backup router and

static routes.

(Routing matrix only) The TXMatrix router supports group names for the Routing

Engines in each connected T640 router in the following formats:

NOTE: Themanagement Ethernet interface used for the TXMatrix Plus
router,T1600routers ina routingmatrix, andPTXSeriesPacketTransport
Routers, isem0. JunosOSautomaticallycreates the router’smanagement

Ethernet interface, em0.

• lccn-re0—Configuration statements applied to the Routing Engine in slot 0 of the

specified T640 router that is connected to a TXMatrix router.

• lccn-re1—Configuration statements applied to the specified to the Routing Engine

in slot 1 of the specified T640 router that is connected to a TXMatrix router.

n identifies the T640 router and can be from 0 through 3.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

• Creating a Junos OS Configuration Group on page 123

• apply-groups on page 291

• apply-groups-except on page 291
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help

Syntax help <(apropos string | reference <statement-name> | syslog <syslog-tag> |
tip cli number | topic <word>)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display help about available configuration statements or general information about

getting help.

Options apropos string—(Optional) Display statement names and help text that matches the

string specified. If the string contains spaces, enclose it in quotationmarks (" "). You can

also specify a regular expression for the string, using standard UNIX-style regular

expression syntax.

reference<statement-name>—(Optional)Displaysummary information for thestatement.

This information is basedonsummarydescriptions that appear in the Junosconfiguration

guides.

syslog <syslog-tag>—(Optional) Display information about system logmessages.

tip cli number—(Optional) Display a tip about using the CLI. Specify the number of the

tip you want to view.

topic<word>—(Optional)Displayusageguidelines fora topicor configurationstatement.

This information is based on subjects that appear in the Junos configuration guides.

Entering the help command without an option provides introductory information about

how to use the help command.

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

Getting Online Help from the Junos OS Command-Line Interface on page 51•
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insert

Syntax insert <statement-path> identifier1 (before | after) identifier2

Release Information Command introduced before Junos OS Release 7.4.

Description Insert an identifier in to an existing hierarchy.

Options after—Place identifier1 after identifier2.

before—Place identifier1 before identifier2.

identifier1—Existing identifier.

identifier2—New identifier to insert.

statement-path—(Optional) Path to the existing identifier.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Inserting a New Identifier in a Junos OS Configuration on page 101•
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load

Syntax load (factory-default | merge | override | patch | replace | set | update) (filename | terminal)
<json>
<relative>

QFX Series load (dhcp-snooping filename)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

json option introduced in Junos OS Release 16.1.

Description Load a configuration from an ASCII configuration file, from terminal input, or from the

factory default. Your current location in the configuration hierarchy is ignored when the

load operation occurs.

For information on valid filename and URL formats, see Format for Specifying Filenames

and URLs in Junos OS CLI Commands.

NOTE: load can be run from configurationmode only.

Options dhcp-snooping—(QFX Series switches) Loads DHCP snooping entries.

factory-default—Loads the factory configuration. The factory configuration contains the

manufacturer’s suggested configuration settings. The factory configuration is the router

or switch’s first configuration and is loaded when the router or switch is first installed

and powered on. The factory-default option cannot be combined with other options.

NOTE: To load the factory default configuration, youmust first unprotect
any protected hierarchies in the configuration.

filename—Name of the file to load. For information about specifying the filename, see

“Viewing Files and Directories on a Device Running Junos OS” on page 257.

json—(Optional) Load configuration data that uses JavaScript Object Notation (JSON)

format. This option can be used with themerge, override, or update options.

merge—Combine theconfiguration that is currently shown in theCLIwith theconfiguration.

override—Discard the entire configuration that is currently shown in the CLI and load the

entire configuration. Marks every object as changed.
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patch—Change part of the configuration andmark only those parts as changed.

relative—(Optional) Load the new configuration data relative to the current edit point in

the configuration hierarchy.

replace—Look for a replace tag in filename, delete the existing statement of the same

name, and replace it with the configuration.

set—Merge a set of commands with an existing configuration. This option executes the

configuration instructions line by line as they are stored in a file or from a terminal. The

instructions can contain any configuration mode command, such as set, edit, exit, and

top.

terminal—Use the text you type at the terminal as input to the configuration. Type Ctrl+d

to end terminal input.

update—Discard the entire configuration that is currently shown in the CLI, and load the

entire configuration. Marks changed objects only.

NOTE: If you are using Junos OS in a Common Criteria environment, system
logmessagesarecreatedwheneverasecretattribute ischanged(forexample,

password changes or changes to theRADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

Formore information, see theSecureConfigurationGuide forCommonCriteria
and Junos-FIPS.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Loading a Configuration from a File or the Terminal on page 206•

Sample Output

The following is an example of a load scenario using Secure Copy (scp).

To Load a Configuration File Using Secure Copy Protocol (scp) with ’source-address’ and ’routing-instance’
options

To load a configuration file using the scp command with the source-address and

routing-instance options, enter the following command:
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root@host# loadmerge scp://user@hostname/path/filename source-address address
routing-instance instance-name

The scp options source-address and routing-instance are supported for load override,
load patch, load replace, load set, and load update options also.

no-hidden-commands

Syntax no-hidden-commands;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 16.1 EX Series, M Series and MX Series.

Description Hidden commands are Junos OS commands that are not published but could be run on

a router. Hidden command serve a specific purpose, but for most part are not expected

to be used, and as such are not actively supported. The no-hidden-commands statement

allows you to block all hidden commands to all users except root.

Default Hidden commands are enabled by default.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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protect

Syntax protect (hierarchy | statement | identifier)

Release Information Command introduced in Junos OS Release 11.2.

Description Protect a hierarchy, statement, or identifier frommodification or deletion.

Options none

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Example: Protecting the Junos OS Configuration fromModification or Deletion on

page 230

•
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quit

Syntax quit <configuration-mode>

Release Information Command introduced before Junos OS Release 7.4.

Description Exit the current level of the statement hierarchy, returning to the level prior to the last

edit command, or exit from configuration mode. The quit and exit commands are

synonyms.

Options none—Return to the previous edit level. If you are at the top of the statement hierarchy,

exit configuration mode.

configuration-mode—(Optional) Exit from configuration mode.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

top on page 345•

• up on page 349

• Displaying the Current Junos OS Configuration on page 150
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rename

Syntax rename <statement-path> identifier1 to identifier2

Release Information Command introduced before Junos OS Release 7.4.

Description Rename an existing configuration statement or identifier.

Options identifier1—Existing identifier to rename.

identifier2—New name of identifier.

statement-path—(Optional) Path to an existing statement or identifier.

NOTE: For example, to rename interface ge-0/1/0.0 to ge-0/1/10.0 at the

following hierarchy level:

logical-systems {
logical-system-abc {
(...)
protocols {
ospf {
area 0.0.0.0 {
interface ge-0/1/0.0;

Issue the following command:

rename logical-systems logical-system-abcprotocolsospfarea0.0.0.0 interface
ge-0/1/0.0.0 to interface ge-0/1/10.0

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Renaming an Identifier in a Junos OS Configuration on page 105•
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replace

Syntax replace pattern pattern1with pattern2 <upto n>

Release Information Command introduced in Junos OS Release 7.6.

Description Replace identifiers or values in a configuration. For more information, refer to KB30332.

Options pattern1—Text string or regular expression that defines the identifiers or values you want

to match.

pattern2—Text stringor regular expression that replaces the identifiers andvalues located

with pattern1.

Juniper Networks uses standard UNIX-style regular expression syntax (as defined in

POSIX 1003.2). If the regularexpressioncontainsspaces, operators, orwildcardcharacters,

enclose theexpression inquotationmarks.Greedyqualifiers (matchasmuchaspossible)

are supported. Lazy qualifiers (match as little as possible) are not.

upto n—Number of objects replaced. The value of n controls the total number of objects

that are replaced in the configuration (not the total number of times the pattern occurs).

Objects at the same hierarchy level (siblings) are replaced first. Multiple occurrences of

a pattern within a given object are considered a single replacement. If you do not specify

an upto option, all identifiers and values in the configuration that match pattern1 are

replaced.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

Using Global Replace in the Junos OS Configuration on page 108•
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rollback

Syntax rollback <number | rescue>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Return toapreviously committedconfiguration.Thesoftwaresaves the last50committed

configurations, including the rollback number, date, time, and name of the user who

issued the commit configuration command.

The currently operational JunosOS configuration is stored in the file juniper.conf, and the

last three committed configurations are stored in the files juniper.conf.1, juniper.conf.2,

and juniper.conf.3. These four files are located in the directory /config, which is on the

router’s flash drive. The remaining 46 previous committed configurations, the files

juniper.conf.4 through juniper.conf.49, are stored in the directory /var/db/config, which

is on the router’s hard disk.

During rollback, the configuration you specify is loaded from the associated file. Only

objects in the rollback configuration that differ from the previously loaded configuration

are marked as changed (equivalent to load update).

Options none (Optional)—Return to the most recently saved configuration.

number—(Optional) Configuration to return to. The range of values is from 0 through 49.

The most recently saved configuration is number 0, and the oldest saved configuration

is number 49. The default is 0.

rescue—(Optional) Return to the rescue configuration.

Required Privilege
Level

rollback—To roll back to configurations other than the onemost recently committed.

Related
Documentation

Returning to a Previously Committed Junos OS Configuration on page 191•

• Creating and Returning to a Rescue Configuration on page 224
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run

Syntax run command

Release Information Command introduced before Junos OS Release 7.4.

Description Run a top-level CLI command without exiting from configuration mode.

Options command—CLI top-level command.

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

Understanding Junos OS CLI Configuration Mode on page 69•
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save

Syntax save filename

QFX Series save (<dhcp- security-snoop | dhcpv6-security-snoop | slaac-security-snoop> filename)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Save the configuration to anASCII file. The contents of the current level of the statement

hierarchy (and below) are saved, along with the statement hierarchy containing it. This

allows a section of the configuration to be saved, while fully specifying the statement

hierarchy.

For information on valid filename and URL formats, see Format for Specifying Filenames

and URLs in Junos OS CLI Commands.

When saving a file to a remote system, the software uses the scp/ssh protocol.

Options filename—Nameof the saved file. Youcanspecify a filename inoneof the followingways:

• filename—File in the user’s home directory (the current directory) on the local flash

drive.

• path/filename—File on the local flash drive.

• /var/filename or /var/path/filename—File on the local hard disk.

• a:filenameora:path/filename—Fileon the local drive. Thedefault path is / (the root-level

directory). The removable media can be in MS-DOS or UNIX (UFS) format.

• hostname:/path/filename, hostname:filename, hostname:path/filename, or scp://

hostname/path/filename—File on an scp/ssh client. This form is not available in the

worldwide version of Junos OS. The default path is the user’s home directory on the

remote system. You can also specify hostname as username@hostname.

• ftp://hostname/path/filename—File on an FTP server. You can also specify hostname

as username@hostname or username:password@hostname. The default path is the

user’s home directory. To specify an absolute path, the path must start with the string

%2F; for example, ftp://hostname/%2Fpath/filename. To have the systemprompt you

for the password, specify prompt in place of the password. If a password is required,

and you do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net//filename
file copy ftp.hostname.net: Not logged in.
user@host> file copy ftp://username:prompt@ftphostname.net//filename
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Password for username@ftp.hostname.net:

• http://hostname/path/filename—File on a Hypertext Transfer Protocol (HTTP) server.

You can also specify hostname as username@hostname or

username:password@hostname. If a password is required and you omit it, you are

prompted for it.

• re0:/path/filename or re1:/path/filename—File on a local Routing Engine.

Options for QFX Series

• dhcp-security-snoop—Save DHCP snooping entries

• dhcpv6-security-snoop—Save DHCPv6 snooping entries

• slaac-security-snoop—Slaac-Snooping security entries

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

Deactivating and Reactivating Statements and Identifiers in a Junos OS Configuration

on page 105

•

Sample Output

The following is an example of a save scenario:

Save a File Using Secure Copy Protocol (scp) with ’source-address’ and ’routing-instance’ options

To use the scp command to save local file to a remote systemwith the source-address

and routing-instance enter the following command:

root@host# save scp://user@hostname/path/filename routing-instance instance-name
source-address address
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server (Batch Commits)

Syntax server {
commit-interval<number-of-seconds-between-commits>;
commit-schedule-profile;
days-to-keep-error-logs<days-to-keep-error-log-entries>;
maximum-aggregate-pool<maximum-number-of-commits-to-aggregate>;
maximum-entries <number-of-entries>;
redirect-completion-status;
retry-attempts;
retry-interval;
traceoptions {
file filename;
files number;
flag (all | batch | commit-server | configuration);
sizemaximum-file-size;
(world-readable | no-world-readable);

}
}

Hierarchy Level [edit system commit]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure the system commit to occur in batches. Configure parameters for aggregating

and saving batch commits.

Options commit-interval—Configure the interval between commits.

commit-schedule-profile—Configure the schedulingprofile for asynchronous lowpriority
commits.

days-to-keep-error-logs—Configure the number of days to keep log entries.

maximum-aggregate-pool—Configure the maximum number of commits to aggregate

together.

maximum-entries—Configure the maximum number of commit entries.

redirect-completion-status—Configure the redirect asynchronous commit status to
server configured here.

retry-attempts—Configure the retry attempts for commit failure due to db lock error.

retry-interval—Configure the retry interval in seconds for commit failure.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Batch Commit Server Properties on page 171
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set

Syntax set <statement-path> identifier

Release Information Command introduced before Junos OS Release 7.4.

Description Create a statement hierarchy and set identifier values. This is similar to edit except that

your current level in the hierarchy does not change.

Options identifier—Name of the statement or identifier to set.

statement-path—(Optional)Path toanexisting statementhierarchy level. If that hierarchy

level does not exist, it is created.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

edit on page 309•

• Displaying the Current Junos OS Configuration on page 150
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show

Syntax show <statement-path> <identifier>

Release Information Command introduced before Junos OS Release 7.4.

Description Display the current configuration.

Options none—Display the entire configuration at the current hierarchy level.

identifier—(Optional) Display the configuration for the specified identifier.

statement-path—(Optional)Display theconfiguration for thespecifiedstatementhierarchy

path.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

show | display inheritance on page 335•

• show | display omit on page 337

• show | display set on page 338

• show | display set relative on page 339

• show groups junos-defaults on page 340

• Displaying the Current Junos OS Configuration on page 150
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show configuration

Syntax show configuration
<statement-path>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the configuration that currently is running on the router or switch, which is the

last committed configuration.

Options none—Display the entire configuration.

statement-path—(Optional) Display one of the following hierarchies in a configuration.
(Each statement-path option has additional suboptions not described here. See the

appropriate feature guide or EXSeries switch documentation formore information.)

• access—Network access configuration.

• access-profile—Access profile configuration.

• accounting-options—Accounting data configuration.

• applications—Applications defined by protocol characteristics.

• apply-groups—Groups fromwhich configuration data is inherited.

• chassis—Chassis configuration.

• chassis network-services—Current running mode.

• class-of-service—Class-of-service configuration.

• diameter—Diameter base protocol layer configuration.

• ethernet-switching-options—(EX Series switch only) Ethernet switching

configuration.

• event-options—Event processing configuration.

• firewall—Firewall configuration.

• forwarding-options—Options that control packet sampling.

• groups—Configuration groups.

• interfaces—Interface configuration.

• jsrc—JSRC partition configuration.

• jsrc-partition—JSRC partition configuration.

• logical-systems—Logical system configuration.

• poe—(EX Series switch only) Power over Ethernet configuration.
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• policy-options—Routing policy option configuration.

• protocols—Routing protocol configuration.

• routing-instances—Routing instance configuration.

• routing-options—Protocol-independent routing option configuration.

• security—Security configuration.

• services—Service PIC applications configuration.

• snmp—Simple Network Management Protocol configuration.

• system—System parameters configuration.

• virtual-chassis—(EX Series switch only) Virtual Chassis configuration.

• vlans—(EX Series switch only) VLAN configuration.

Additional Information The portions of the configuration that you can view depend on the user class that you

belong to and the corresponding permissions. If you do not have permission to view a

portion of the configuration, the text ACCESS-DENIED is substituted for that portion of

theconfiguration. If youdonothavepermission toviewauthenticationkeysandpasswords

in the configuration, because the secret permission bit is not set for your user account,

the text SECRET-DATA is substituted for that portion of the configuration. If an identifier

in the configuration contains a space, the identifier is displayed in quotation marks.

Likewise, when you issue the show configuration command with the | display set pipe

option to view the configuration as set commands, those portions of the configuration

that you do not have permissions to view are substituted with the text ACCESS-DENIED.

Required Privilege
Level

view

Related
Documentation

Displaying the Current Junos OS Configuration on page 150•

• Overview of Junos OS CLI Operational Mode Commands on page 245

List of Sample Output show configuration on page 333
show configuration policy-options on page 334

Output Fields This command displays information about the current running configuration.

Sample Output

show configuration

user@host> show configuration

## Last commit: 2006-10-31 14:13:00 PST by user1 version "8.2I0 [userb]"; ## last
 changed: 2006-10-31 14:05:53 PST
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system {
    host-name exhost;
    domain-name ex1.net;
    backup-router 198.51.100.254;
   time-zone America/Los_Angeles;
    default-address-selection;
    name-server {
        192.0.2.254;
        192.0.2.249;
        192.0.2.176;
    }
    services {
        telnet;
    }
    tacplus-server {
        10.2.3.4 {
            secret /* SECRET-DATA */;
            ...
        }
    }
}
interfaces {
    ...
}    
protocols {
        isis { 
            export "direct routes";
        }
}
policy-options {
    policy-statement "direct routes" {
        from protocol direct; 
        then accept;
    }
}

show configuration policy-options

user@host> show configuration policy-options

policy-options {
    policy-statement "direct routes" {
        from protocol direct; 
        then accept;
    }
}
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show | display inheritance

Syntax show | display inheritance <brief | defaults | no-comments | terse>

Release Information Command introduced before Junos OS Release 7.4.

Description Show the inherited configuration data and information about the source group from

which the configuration has been inherited. Show interface ranges configuration data in

expanded format and information about the source interface-range fromwhich the

configuration has been expanded

Options • brief—Display brief output for the command.

• defaults—Display the Junos OS defaults that have been applied to the configuration.

• no-comments—Display configuration information without inline comments marked

with ##.

• terse—Display terse output with inheritance details as inline comment.

Required Privilege
Level

view

Related
Documentation

Using the junos-defaults Configuration Group on page 130•

List of Sample Output show system login class readonly | display inheritance on page 335
show system login class readonly | display inheritance brief on page 336
show system ports | display inheritance defaults on page 336
show system login class readonly | display inheritance no-comments on page 336
show system login class readonly | display inheritance terse on page 336

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

show system login class readonly | display inheritance

user@host#show system login class readonly | display inheritance

##
## 'interface' was inherited from group 'global'
## 'network' was inherited from group 'global'
## 'routing' was inherited from group 'global'
## 'system' was inherited from group 'global'
## 'trace' was inherited from group 'global'
## 'view' was inherited from group 'global'
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##
permissions [ interface network routing system trace view ];

show system login class readonly | display inheritance brief

user@host#show system login class readonly | display inheritance brief

## 'interface' was inherited from group 'global'
## 'network' was inherited from group 'global'
## 'routing' was inherited from group 'global'
## 'system' was inherited from group 'global'
## 'trace' was inherited from group 'global'
## 'view' was inherited from group 'global'
permissions [ interface network routing system trace view ];

show system ports | display inheritance defaults

user@host# show system ports | display inheritance defaults

## 'console' was inherited from group 'junos-defaults'
## 'vt100' was inherited from group 'junos-defaults' 
## console type vt100;

show system login class readonly | display inheritance no-comments

user@host# show system login class readonly | display inheritance no-comments

permissions [ interface network routing system trace view ];

show system login class readonly | display inheritance terse

user@host# show system login class readonly | display inheritance terse

permissions [ interface network routing system trace view ]; ## inherited from 
group 'global'; inherited from group 'global'; inherited from group 'global'; 
inherited from group 'global'; inherited from group 'global'; inherited from group
 'global'
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show | display omit

Syntax show | display omit

Release Information Command introduced in Junos OS Release 8.2.

Description Display configuration statements (including thosemarked as hidden by the apply-flags

omit configuration statement).

user@host# show | display omit
system {
apply-flags omit;
login {
message lengthy-login-message;

}
}

Required Privilege
Level

view

Related
Documentation

show on page 331•
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show | display set

Syntax show | display set

Release Information Command introduced before Junos OS Release 7.4.

Description Display the configuration as a series of configuration mode commands required to

re-create the configuration from the top level of the hierarchy as set commands

user@host# show | display set
set interfaces fe-0/0/0 unit 0 family inet address 192.168.1.230/24
set interfaces fe-0/0/0 unit 0 family iso
set interfaces fe-0/0/0 unit 0 family mpls
set interfaces fe-0/0/0 unit 1 family inet address 10.0.0.1/8

deactivate interfaces fe-0/0/0 unit 1

Required Privilege
Level

view

Related
Documentation

show on page 331•

• Displaying set Commands from the Junos OS Configuration on page 155
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show | display set relative

Syntax show | display set relative

Release Information Command introduced before Junos OS Release 7.4.

Description Display the configuration as a series of configuration mode commands required to

re-create the configuration from the current hierarchy level.

[edit interfaces fe-0/0/0]
user@host# show
unit 0 {
family inet {
address 192.107.1.230/24;

}
family iso;
family mpls;

}
inactive: unit 1 {
family inet {
address 10.0.0.1/8;

}
}
user@host# show | display set relative
set unit 0 family inet address 192.107.1.230/24
set unit 0 family iso
set unit 0 family mpls
set unit 1 family inet address 10.0.0.1/8

deactivate unit 1

Required Privilege
Level

view

Related
Documentation

Displaying set Commands from the Junos OS Configuration on page 155•
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show groups junos-defaults

Syntax show groups junos-defaults

Release Information Command introduced before Junos OS Release 7.4.

Description Display the full set of available preset statements from the Junos OS defaults group.

user@host# show groups junos-defaults
groups {
junos-defaults {
applications {
# File Transfer Protocol
application junos-ftp {
application-protocol ftp;
protocol tcp;
destination-port 21;

}
# Trivial File Transfer Protocol
application junos-tftp {
application-protocol tftp;
protocol udp;
destination-port 69;

}
# RPC port mapper on TCP
application junos-rpc-portmap-tcp {
application-protocol rpc-portmap;
protocol tcp;
destination-port 111;

}
# RPC port mapper on UDP

}
}

}

Required Privilege
Level

view

Related
Documentation

Using Junos OS Defaults Groups.•
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status

Syntax status

Release Information Command introduced before Junos OS Release 7.4.

Description Display the users currently editing the configuration.

Required Privilege
Level

configure—To enter configuration mode.
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• “Displaying Users Currently Editing the Junos OS Configuration” on page 88.
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synchronize

Syntax synchronize;

Hierarchy Level [edit system commit]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 10.4 for EX Series switches.

Description For devices with multiple Routing Engines only. Configure the commit command to

automatically performa commitsynchronizeactionbetweendualRoutingEngineswithin

the same chassis. The Routing Engine on which you execute the commit command (the

requesting Routing Engine) copies and loads its candidate configuration to the other

(the responding) Routing Engine. Each Routing Engine then performs a syntax check on

the candidate configuration file being committed. If no errors are found, the configuration

is activated andbecomes the current operational configuration on bothRouting Engines.

NOTE: If youconfigure thecommitsynchronizestatementat the [editsystem]

hierarchy level and issue a commit in themaster Routing Engine, themaster

configuration is automatically synchronizedwith the backup. However, if the
backup Routing Engine is downwhen you issue the commit, the Junos OS

displays a warning and commits the candidate configuration in themaster
RoutingEngine.When thebackupRoutingEnginecomesup, its configuration
will automatically be synchronizedwith themaster. A newly inserted backup
Routing Engine automatically synchronizes its configurationwith themaster
Routing Engine configuration.

NOTE: Whenyouconfigurenonstopactive routing(NSR), youmustconfigure
the commit synchronize statement. Otherwise, the commit operation fails.

On the TXMatrix router, synchronization only occurs between theRouting Engineswithin

the same chassis. When synchronization is complete, the new configuration is then

distributed to theRoutingEngineson theT640 routers. That is, themasterRoutingEngine

on the TXMatrix router distributes the configuration to the master Routing Engine on

eachT640 router. Likewise, thebackupRoutingEngineon theTXMatrix router distributes

the configuration to the backup Routing Engine on each T640 router.

On the TXMatrix Plus router, synchronization only occurs between the Routing Engines

within the switch-fabric chassis and when synchronization is complete, the new

configuration is then distributed to the Routing Engines on the line-card chassis (LCC).

That is, the master Routing Engine on the TXMatrix Plus router distributes the

configuration to the master Routing Engine on each LCC. Likewise, the backup Routing
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Engine on the TXMatrix Plus router distributes the configuration to the backup Routing

Engine on each LCC.

In EX Series Virtual Chassis configurations:

• On EX4200 switches in Virtual Chassis, synchronization occurs between the switch in

the master role and the switch in the backup role.

• On EX8200 switches in a Virtual Chassis, synchronization occurs only between the

master and backup XRE200 External Routing Engines.

Options and-quit—(Optional) Quit configuration mode if the commit synchronization succeeds.

at—(Optional) Time at which to activate configuration changes.

comment—(Optional) Write a message to the commit log.

force—(Optional) Force a commit synchronization on the other Routing Engine (ignore

warnings).

scripts—(Optional) Push scripts to the other Routing Engine.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Synchronizing the Routing Engine Configuration

• Configuring Multiple Routing Engines to Synchronize Committed Configurations

Automatically on page 242
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top

Syntax top <configuration-command>

Release Information Command introduced before Junos OS Release 7.4.

Description Return to the top level of configuration commandmode, which is indicated by the [edit]

banner.

Options configuration-command—(Optional) Issue configuration mode commands from the top

of the hierarchy.

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

Displaying the Current Junos OS Configuration on page 150•

• exit on page 310

• up on page 349
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traceoptions (Batch Commits)

Syntax traceoptions {
file filename;
files number;
flag (all | batch | commit-server | configuration);
sizemaximum-file-size;
(world-readable | no-world-readable);

}

Hierarchy Level [edit system commit server],
[edit system commit synchronize server]

Release Information Statement introduced in Junos OS Release 12.1.

Description For Junos OS batch commits, configure tracing operations.

Options file name—Name of the file to receive the output of the tracing operation.

NOTE: If you configure traceoptions and do not explicitly specify a
filename for logging the events, the batch commit events are logged in
the commitd file (var/log/commitd) by default.

files number—Maximum number of trace files.

flag flag—Tracing operation to perform. To specify more than one tracing operation,
includemultiple flag statements. You can include the following flags:

• all—All tracing operations flags.

• batch—Tracing operations for batch events.

• commit-server—Tracing operations for commit server events.

• configuration—Tracing operations for the reading of configuration.

size—Maximum size of each trace file, in kilobytes (KB), megabytes (MB), or gigabytes

(GB).

world-readable | no-world-readable—readable—Grant all users permission to read
archived log files, or restrict the permission only to the root user and users who have

the Junos OSmaintenance permission.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Batch Commit Server Properties on page 171
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unprotect

Syntax unprotect (hierarchy | statement | identifier)

Release Information Command introduced in Junos OS Release 11.2.

Description Unprotect a protected hierarchy, configuration statement, or an identifier.

Options none

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

top on page 345•

• up on page 349

• Displaying the Current Junos OS Configuration on page 150
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up

Syntax up <number> <configuration-command>

Release Information Command introduced before Junos OS Release 7.4.

Description Move up one level in the statement hierarchy.

Options none—Move up one level in the configuration hierarchy.

configuration-command—(Optional) Issueconfigurationmodecommands froma location

higher in the hierarchy.

number—(Optional)Moveup the specifiednumberof levels in theconfigurationhierarchy.

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

Displaying the Current Junos OS Configuration on page 150•

• exit on page 310

• top on page 345
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update

Syntax update

Release Information Command introduced in Junos OS Release 7.5.

Description Update private candidate configuration with a copy of the most recently committed

configuration, including your private changes.

NOTE: The update command is available only when you are in configure

privatemode.

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

Updating the configure private Configuration on page 86.•

Copyright © 2019, Juniper Networks, Inc.350

CLI User Guide



when

Syntax when {
chassis chassis-id;
membermember-id;
modelmodel-id;
node [ names of peers ]node-id;
peers [ names of peers ];
routing-engine routing-engine-id;
time <start-time> [to <end-time>];

}

Hierarchy Level [edit groups group-name]

Release Information Statement introduced in Junos OS Release 11.3.

peers option added in Junos OS Release 14.2R6 for the MX Series.

peers option added in Junos OS Release 16.1R1 for the EX Series.

Description Define conditions under which the configuration group should be applied. Conditions

include the type of chassis, model, or Routing Engine, virtual chassis member, cluster

node, and start and optional end time of day. If you specifymultiple conditions in a single

configuration group, all conditionsmust bemetbefore the configuration group is applied.

Options chassischassis-id—Specify the chassis typeof the router. Valid types includeSCC0,SCC1,

LCC0, LCC1 ... LCC3.

membermember-id—Specify the name of the member of the virtual chassis.

modelmodel-id—Specify the model name of the router, such as m7i or tx100.

node node-id—Specify the cluster node.

peers [namesofpeers ]—Specify the namesof theMC-LAGpeers participating in commit

synchronization.

routing-engine routing-engine-id—Specify the type of Routing Engine, re0 or re1.

time <start-time> [to <end-time>]—Specify the start time or time duration for this

configuration group to be applied. If only the start time is specified, the configuration

group is applied at the specified time and remains in effect until the time is changed.

If the end time is specified, then on each day, the applied configuration group is

started and stopped at the specified times. The syntax for specifying the time is:

time<start-time>[to<end-time>] using the timeformatyyyy-mm-dd.hh:mm,hh:mm,

or hh.

Required Privilege
Level

configure—To enter configuration mode.
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Related
Documentation

• Creating a Junos OS Configuration Group on page 123

• apply-groups on page 291

• apply-groups-except on page 291

• groups on page 313
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wildcard delete

Syntax wildcard delete <statement-path> <identifier> <regular-expression>

Release Information Command introduced before Junos OS Release 7.4.

Description Delete a statement or identifier. All subordinate statements and identifiers contained

within the specified statement path are deleted with it.

Deletingastatementoran identifier effectively “unconfigures”ordisables the functionality

associated with that statement or identifier.

If youdonot specify statement-pathor identifier, the entire hierarchy startingat the current

hierarchy level is removed.

Options identifier—(Optional) Name of the statement or identifier to delete.

regular-expression—(Optional) The pattern based on which you want to delete multiple

items. When you use thewildcard command to delete related configuration items, the

regular-expressionmust be the final statement.

statement-path—(Optional) Path to an existing statement or identifier. Include this if the

statement or identifier to be deleted is not at the current hierarchy level.

Required Privilege
Level

configure—To enter configurationmode. Other required privilege levels depend onwhere

the statement is located in the configuration hierarchy.

Related
Documentation

• Example: Using Global Replace in a Junos OS Configuration—Using the upto Option

on page 114.
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CHAPTER 7

Junos OS CLI Environment Commands

• set cli complete-on-space

• set cli directory

• set cli idle-timeout

• set cli prompt

• set cli restart-on-upgrade

• set cli screen-length

• set cli screen-width

• set cli terminal

• set cli timestamp

• set date

• show cli

• show cli authorization

• show cli directory

• show cli history
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set cli complete-on-space

Syntax set cli complete-on-space (off | on)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Set the command-line interface (CLI) to complete a partial command entry when you

type a space or a tab. This is the default behavior of the CLI.

Options off—Turn off command completion.

on—Allow either a space or a tab to be used for command completion.

Required Privilege
Level

view

Related
Documentation

CLI User Interface Overview•

• show cli on page 367

List of Sample Output set cli complete-on-space on page 356

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

set cli complete-on-space

In the following example, pressing the Spacebar changes the partial command entry

from com to complete-on-space. The example shows how adding the keyword off at the

end of the command disables command completion.

user@host> set cli com<Space>
user@host>set cli complete-on-space off

Disabling complete-on-space
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set cli directory

Syntax set cli directory directory

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Set the current working directory.

Options directory—Pathname of the working directory.

Required Privilege
Level

view

Related
Documentation

CLI User Interface Overview•

• show cli directory

List of Sample Output set cli directory on page 357

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

set cli directory

user@host> set cli directory /var/tmp

Current directory: /var/tmp
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set cli idle-timeout

Syntax set cli idle-timeout
<minutes>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Set the maximum time that an individual session can be idle before the user is logged

off the router or switch. set cli idle-timeout holds good only for the session in use when

you enter it.

Options minutes—(Optional) Maximum idle time. The range of values, in minutes, is 0 through

100,000. If youdonot issue this command, and theuser’s login classdoesnot specify

this value, the user is never forced off the system after extended idle times. Setting

the value to 0 disables the timeout.

Required Privilege
Level

view

Related
Documentation

CLI User Interface Overview•

• show cli on page 367

List of Sample Output set cli idle-timeout on page 358

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

set cli idle-timeout

user@host> set cli idle-timeout 60

Idle timeout set to 60 minutes
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set cli prompt

Syntax set cli prompt string

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Set the prompt so that it is displayed within the CLI.

Options string—CLIpromptstring.To includespaces in theprompt, enclose thestring inquotation
marks. By default, the string is username@hostname.

Required Privilege
Level

view

Related
Documentation

CLI User Interface Overview•

• show cli on page 367

List of Sample Output set cli prompt on page 359

Output Fields When you enter this command, the new CLI prompt is displayed.

Sample Output

set cli prompt

user@host> set cli prompt lab1-router>

lab1-router> 
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set cli restart-on-upgrade

Syntax set cli restart-on-upgrade string (off | on)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description For an individual session, set the CLI to prompt you to restart the router or switch after

upgrading the software.

Options off—Disables the prompt.

on—Enables the prompt.

Required Privilege
Level

view

Related
Documentation

CLI User Interface Overview•

• show cli on page 367

List of Sample Output set cli restart-on-upgrade on page 360

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

set cli restart-on-upgrade

user@host> set cli restart-on-upgrade on

Enabling restart-on-upgrade
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set cli screen-length

Syntax set cli screen-length length

Release Information Command introduced before Junos OS Release 7.4.

Description Set terminal screen length.

user@host> set cli screen-length 75

Screen length set to 75

Options length—Number of lines of text that the terminal screen displays. The range of values, in

number of lines, is 24 through 100,000. The default is 24.

The point at which the ---(more)--- prompt appears on the screen is a function of this

setting and the settings for the set cli screen-width and set cli terminal commands.

Required Privilege
Level

view

Related
Documentation

Setting the Screen Length on page 59•

• Setting the Junos OS CLI Screen Length andWidth on page 59

• set cli screen-width on page 362

• set cli terminal on page 363

• show cli on page 367
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set cli screen-width

Syntax set cli screen-widthwidth

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Set the terminal screen width.

user@host> set cli screen-width

Screen width set to 132

Options width—Number of characters in a line. The value is 0 or in the range of 40 through 1024.

The default value is 80.

NOTE: In Junos OS Release 13.2 and earlier, the value ofwidth is in the range
of 0 through 1024.

Required Privilege
Level

view

Related
Documentation

Setting the Junos OS CLI Screen Length andWidth on page 59•

• set cli screen-length on page 361

• set cli terminal on page 363

• show cli on page 367
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set cli terminal

Syntax set cli terminal terminal-type

Release Information Command introduced before Junos OS Release 7.4.

Description Set the terminal type.

user@host> set cli terminal xterm

Options terminal-type—Type of terminal that is connected to the Ethernet management port:

• ansi—ANSI-compatible terminal (80 characters by 24 lines)

• small-xterm—Small xtermwindow (80 characters by 24 lines)

• vt100—VT100-compatible terminal (80 characters by 24 lines)

• xterm—Large xtermwindow (80 characters by 65 lines)

Required Privilege
Level

view

Related
Documentation

Controlling the Junos OS CLI Environment on page 57•
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set cli timestamp

Syntax set cli timestamp (format timestamp-format | disable)

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Set a timestamp for CLI output.

Options format timestamp-format—Set the date and time format for the timestamp. The
timestamp format you specify can include the following placeholders in any order:

• %m—Two-digit month

• %d—Two-digit date

• %T—Six-digit hour, minute, and seconds

disable—Remove the timestamp from the CLI.

NOTE: A timestamp is displayed by default when no command output is
generated.

Required Privilege
Level

view

Related
Documentation

CLI User Interface Overview•

• show cli on page 367

List of Sample Output set cli timestamp on page 364

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

set cli timestamp

user@host> set cli timestamp format '%m-%d-%T'

'04-21-17:39:13'
CLI timestamp set to: '%m-%d-%T'
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set date

Syntax set date (date-time | ntp <ntp-server> <key key> <source-address source-address>)

Release Information Command introduced before Junos OS Release 7.4.

Description Set the date and time.

user@host> set date ntp

21 Apr 17:22:02 ntpdate[3867]: step time server 172.17.27.46 offset 8.759252 sec

Options date-time—Specify date and time in one of the following formats:•

• YYYYMMDDHHMM.SS

• “month DD, YYYY HH:MM(am | pm)”

• key key—Configure the key to authenticate the server.

• ntp—Configure the router to synchronize the current date and time setting with a

Network Time Protocol (NTP) server.

NOTE: In Junos OS Evolved, the set date ntp command fails with the

followingerrormessage: error:ntpd isalready running. Touse this command,

youmust first stop the ntpd server

• ntp-server—(Optional) Specify the IP address of one or more NTP servers.

• source-address source-address—(Optional) Specify the source address that is used by

the router to contact the remote NTP server.

Required Privilege
Level

view

Related
Documentation

Setting the Date and Time Locally•

List of Sample Output set date ntp (Junos OS) on page 365
set date ntp (Junos OS Evolved) on page 366

Sample Output

set date ntp (Junos OS)

user@host> set date ntp
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22 Jun 10:07:48 ntpdate[51123]: step time server 66.129.255.62 offset -0.013200 
sec

set date ntp (Junos OS Evolved)

user@host> set date ntp

-------------------------------
node: re0
-------------------------------
error: ntpd is already running
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show cli

Syntax show cli

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display configured CLI settings.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

show cli authorization on page 369•

• show cli directory on page 373

• show cli history

List of Sample Output show cli on page 368

Output Fields Table 19 on page 367 lists the output fields for the show cli command. Output fields are

listed in the approximate order in which they appear.

Table 19: show cli Output Fields

Field DescriptionField Name

Capability to complete a partial command entry when you type a space or a tab: on or off.CLI complete-on-space

Maximum time that an individual session can be idle before the user is logged out from the router or
switch. When this feature is enabled, the number of minutes is displayed. Otherwise, the state is
disabled.

CLI idle-timeout

CLI is set to prompt you to restart the router or switch after upgrading the software: on or off.CLI restart-on-upgrade

Number of lines of text that the terminal screen displays.CLI screen-length

Number of characters in a line on the terminal screen.CLI screen-width

Terminal type.CLI terminal

Mode: enhanced.CLI is operating in

Date and time format for the timestamp. If the timestamp is not set, the state is disabled.CLI timestamp
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Table 19: show cli Output Fields (continued)

Field DescriptionField Name

Pathname of the working directory.CLI working directory

Sample Output

show cli

user@host> show cli

CLI complete-on-space set to on
CLI idle-timeout disabled
CLI restart-on-upgrade set to on
CLI screen-length set to 47
CLI screen-width set to 132
CLI terminal is 'vt100'
CLI is operating in enhanced mode
CLI timestamp disabled
CLI working directory is '/var/tmp'
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show cli authorization

Syntax show cli authorization

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the permissions for the current user.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show cli authorization on page 371

Output Fields Table 20 on page 369 lists the output fields for the show cli authorization command. In

the table, all possiblepermissionsaredisplayedandoutput fieldsare listed inalphabetical

order.

Table 20: show cli authorization Output Fields

Field DescriptionField Name

Can view access configuration information.access

Canmodify access configuration.access-control

Can view user account information.admin

Canmodify user account information.admin-control

Can clear learned network information.clear

Can enter configuration mode.configure

Canmodify any configuration.control

Can edit configuration files.edit

Reserved for field (debugging) support.field

Can view firewall configuration information.firewall

Canmodify firewall configuration information.firewall-control
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Table 20: show cli authorization Output Fields (continued)

Field DescriptionField Name

Can read from and write to removable media.floppy

Can view flow-tap configuration information.flow-tap

Can configure flow-tap configuration information.flow-tap-control

Can configure Profiler data.idp-profiler-operation

Can view interface configuration information.interface

Canmodify interface configuration information.interface-control

Can perform systemmaintenance.maintenance

Can access the network by entering the ping, ssh, telnet,
and traceroute commands.

network

Can view Packet Gateway Control Protocol session
mirroring configuration.

pgcp-session-mirroring

Canmodify Packet Gateway Control Protocol session
mirroring configuration all-control.

pgcp-session-mirroring-control

Can reset or restart interfaces and system processes.reset

Can roll back to previous configurations.rollback

Can view routing configuration information.routing

Canmodify routing configuration information.routing-control

Can view passwords and authentication keys in the
configuration.

secret

Canmodify passwords and authentication keys in the
configuration.

secret-control

Can view security configuration information.security

Canmodify security configuration information.security-control

Can start a local shell.shell

Can view SNMP configuration information.snmp

Canmodify SNMP configuration information.snmp-control

Can view system configuration information.system
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Table 20: show cli authorization Output Fields (continued)

Field DescriptionField Name

Canmodify system configuration information.system-control

Can view trace file settings information.trace

Canmodify trace file settings information.trace-control

Can view current values and statistics.view

Can view all configuration information (not including
secrets).

view-configuration

Sample Output

show cli authorization

user@host> show cli authorization

Current user: 'remote' login: 'user' class ''
Permissions:
    admin       -- Can view user accounts
    admin-control-- Can modify user accounts
    clear       -- Can clear learned network information
    configure   -- Can enter configuration mode
    control     -- Can modify any configuration
    edit        -- Can edit full files
    field       -- Special for field (debug) support
    floppy      -- Can read and write from the floppy
    interface   -- Can view interface configuration
    interface-control-- Can modify interface configuration
    network     -- Can access the network
    reset       -- Can reset/restart interfaces and daemons
    routing     -- Can view routing configuration
    routing-control-- Can modify routing configuration
    shell       -- Can start a local shell
    snmp        -- Can view SNMP configuration
    snmp-control-- Can modify SNMP configuration
    system      -- Can view system configuration
    system-control-- Can modify system configuration
    trace       -- Can view trace file settings
    trace-control-- Can modify trace file settings
    view        -- Can view current values and statistics
    maintenance -- Can become the super-user
    firewall    -- Can view firewall configuration
    firewall-control-- Can modify firewall configuration
    secret      -- Can view secret configuration
    secret-control-- Can modify secret configuration
    rollback    -- Can rollback to previous configurations
    security    -- Can view security configuration
    security-control-- Can modify security configuration
    access      -- Can view access configuration
    access-control-- Can modify access configuration
    view-configuration-- Can view all configuration (not including secrets)
    flow-tap    -- Can view flow-tap configuration
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    flow-tap-control-- Can configure flow-tap service
Individual command authorization:
    Allow regular expression: none
    Deny regular expression: none
    Allow configuration regular expression: none
    Deny configuration regular expression: none
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show cli directory

Syntax show cli directory

Release Information Command introduced before Junos OS Release 7.4.

Description Display the current working directory.

user@host> show cli directory

Current directory: /var/tmp

Required Privilege
Level

view
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show cli history

Syntax show cli history <count>

Release Information Command introduced before Junos OS Release 7.4.

Description Display a list of previous CLI commands.

user@host> show cli history

  11:14:14 -- show arp 
  11:22:10 -- show cli authorization 
  11:27:12 -- show cli history 

Options none—Display all previous CLI commands.

count—(Optional) Maximum number of commands to display.

Required Privilege
Level

view

Related
Documentation

• Displaying the Junos OS CLI Command andWord History on page 269
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CHAPTER 8

Junos OS CLI Operational Mode
Commands

• clear log

• clear system commit

• configure

• file

• file archive

• file checksummd5

• file checksum sha1

• file checksum sha-256

• file compare

• file delete

• file list

• file rename

• file show

• help

• | (pipe)

• request

• request system commit server pause

• request system commit server queue cleanup

• request system commit server start

• request system configuration rescue delete

• request system configuration rescue save

• restart

• set

• show system commit

• show system commit server queue

• show system commit server status
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• show system configuration archival

• show system configuration rescue

• show system rollback

• test configuration
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clear log

Syntax clear log filename
<all>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Remove contents of a log file.

Options filename—Name of the specific log file to delete.

all—(Optional) Delete the specified log file and all archived versions of it.

Required Privilege
Level

clear

Related
Documentation

show log•

List of Sample Output clear log on page 377

Output Fields See file list for an explanation of output fields.

Sample Output

clear log

The following sample commands list log file information, clear the contents of a log file,

and then display the updated log file information:

user@host> file list lcc0-re0:/var/log/sampled detail

lcc0-re0:
--------------------------------------------------------------------------
-rw-r-----  1 root  wheel      26450 Jun 23 18:47 /var/log/sampled
total 1

user@host> clear log lcc0-re0:sampled

lcc0-re0:
--------------------------------------------------------------------------

user@host> file list lcc0-re0:/var/log/sampled detail

lcc0-re0:
--------------------------------------------------------------------------
-rw-r-----  1 root  wheel         57 Sep 15 03:44 /var/log/sampled
total 1
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clear system commit

Syntax clear system commit

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Clear any pending commit operation.

Options This command has no options.

Required Privilege
Level

maintenance (or the actual user who scheduled the commit)

Related
Documentation

show system commit on page 425•

List of Sample Output clear system commit on page 379
clear system commit (None Pending) on page 379
clear system commit (User Does Not Have Required Privilege Level) on page 379

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear system commit

user@host> clear system commit

Pending commit cleared.

clear system commit (None Pending)

user@host> clear system commit

No commit scheduled.

clear system commit (User Does Not Have Required Privilege Level)

user@host> clear system commit

error: Permission denied
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configure

List of Syntax Syntax on page 380

Syntax (Junos OS Evolved) on page 380

Syntax configure
<batch>
<dynamic>
<exclusive>
<private>

Syntax (Junos OS
Evolved)

configure
<batch>
<exclusive>
<private>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

The dynamic option of the configure command is deprecated for Junos OS Evolved.

Description Enter configurationmode.When this command isenteredwithoutanyoptional keywords,

everyone canmake configuration changes and commit all changes made to the

configuration.

Options none—Enter configuration mode.

batch—(Optional) Work in the batch commit mode where commit operations are
executed in batches.

dynamic—(Optional) (Not available for Junos OS Evolved) Configure routing policies
and certain routing policy objects in a dynamic database that is not subject to the

same verification required in the standard configuration database. As a result, the

time it takes to commit changes to the dynamic database is much shorter than for

the standard configuration database. You can then reference these policies and

policy objects in routing policies you configure in the standard database.

exclusive—(Optional) Lock the candidate configuration for as long as you remain in
configuration mode, allowing you to make changes without interference from other

users. Other users can enter and exit configuration mode, but they cannot change

the configuration.

private—(Optional) Allowmultiple users to edit different parts of the configuration at

the same time and to commit only their own changes, or to roll back without

interfering with one another's changes. You cannot commit changes in configure

privatemodewhen another user is in configure exclusivemode. Thismode does not

support configuring statements corresponding to third-party YANG datamodels,

for example, OpenConfig or custom YANG datamodels.
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Additional Information For more information about the different methods of entering configuration mode and

the restrictions that apply, see the Junos OS Administration Library.

Required Privilege
Level

configure

Related
Documentation

show configuration on page 332•

List of Sample Output configure on page 381

Output Fields When you enter this command, you are placed in configuration mode and the system

prompt changes from hostname> to hostname#.

Sample Output

configure

user@host> configure

Entering configuration mode
[edit]
user@host#

381Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Junos OS CLI Operational Mode Commands



file

Syntax file <archive | checksum | compare | copy | delete | list | rename | show | source address>

Release Information Command introduced before Junos OS Release 7.4.

Description Archive files from the device, copy files to and from the router or switch, calculate the

file checksum, compare files, delete a file from the device, list files on the device, rename

a file, show file contents, or show the local address to initiate a connection.

Options archive (Optional)—Archive, and optionally compress, one ormultiple local system files

as a single file, locally or at a remote location.

checksum (Optional)—Calculate the Message Digest 5 (MD5) checksum of a file.

compare (Optional)—Compare two local files and describe the differences between
them in default, context, or unified output styles.

copy (Optional)—Copy files from one place to another on the local switch or between

the local switch and a remote system.

delete (Optional)—Delete a file on the local switch.

list (Optional)—Display a list of files on the local switch.

rename (Optional)—Rename a file on the local switch.

show (Optional)—Display the contents of a file.

source address (Optional)—Specify the source address of the local file.

Required Privilege
Level

maintenance

Related
Documentation

Viewing Files and Directories on a Device Running Junos OS on page 257•
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file archive

Syntax file archive destination destination source source
<compress>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Archive, and optionally compress, one ormultiple local system files as a single file, locally

or at a remote location.

For information on valid filename and URL formats, see Format for Specifying Filenames

and URLs in Junos OS CLI Commands.

Options destination destination—Destination of the archived file or files. Specify the destination
as a URL or filename. The Junos OS adds one of the following suffixes if the

destination filename does not already have it:

• For archived files—The suffix .tar

• For archived and compressed files—The suffix .tgz

source source—Sourceof theoriginal file or files. Specify the source as aURLor filename.

compress—(Optional) Compress the archived file with the GNU zip (gzip) compression
utility. The compressed files have the suffix .tgz.

Required Privilege
Level

maintenance

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands•

List of Sample Output file archive (Multiple Files) on page 384
file archive (Single File) on page 384
file archive (with Compression) on page 384
File Archive Using Secure Copy Protocol (scp) with ’source-address’ and
’routing-instance’ options on page 384

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

file archive (Multiple Files)

The following sample commandarchivesallmessages files in the local directory /var/log/

as the single filemessages-archive.tar.

user@host> file archive source /var/log/messages* destination /var/log/messages-archive.tar

/usr/bin/tar: Removing leading / from absolute path names in the archive.

user@host>

file archive (Single File)

The following sample command archives a single messages file in the local directory

/var/log/ as the single filemessages-archive.tar.

user@host> file archive source /var/log/messages destination /var/log/messages-archive.tar

/usr/bin/tar: Removing leading / from absolute path names in the archive.

user@host>

file archive (with Compression)

The following sample command archives and compresses all messages files in the local

directory /var/log/ as the single filemessages-archive.tar.

user@host> file archive compress source /var/log/messages* destination
/var/log/messages-archive.tgz

/usr/bin/tar: Removing leading / from absolute path names in the archive.

user@host>

File Archive Using Secure Copy Protocol (scp) with ’source-address’ and ’routing-instance’ options

To use the scp command to archive a file with the source-address and routing-instance

options, enter the following command:

user@host> file archive source source destination scp:// destination source-address address
routing-instance instance-name
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file checksummd5

Syntax file checksummd5 <pathname> filename

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Calculate the Message Digest 5 (MD5) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the MD5 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script•

• Configuring Checksum Hashes for an Event Script

• Configuring Checksum Hashes for an Op Script

• Configuring Checksum Hashes for an SNMP Script

• Executing an Op Script from a Remote Site

• file checksum sha-256 on page 387

• file checksum sha1 on page 386

List of Sample Output file checksummd5 on page 385

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksummd5

user@host> file checksummd5 jbundle-5.3R2.4-export-signed.tgz

MD5 (jbundle-5.3R2.4-export-signed.tgz) = $ABC123
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file checksum sha1

Syntax file checksum sha1 <pathname> filename

Release Information Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Calculate the Secure Hash Algorithm (SHA-1) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-1 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script•

• Configuring Checksum Hashes for an Event Script

• Configuring Checksum Hashes for an Op Script

• Configuring Checksum Hashes for an SNMP Script

• Executing an Op Script from a Remote Site

• file checksummd5 on page 385

• file checksum sha-256 on page 387

List of Sample Output file checksum sha1 on page 386

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksum sha1

user@host> file checksum sha1 /var/db/scripts/opscript.slax

SHA1 (/var/db/scripts/commitscript.slax) = $ABC123
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file checksum sha-256

Syntax file checksum sha-256 <pathname> filename

Release Information Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Calculate the Secure Hash Algorithm 2 family (SHA-256) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-256 checksum.

Required Privilege
Level

maintenance

Related
Documentation

Configuring Checksum Hashes for a Commit Script•

• Configuring Checksum Hashes for an Event Script

• Configuring Checksum Hashes for an Op Script

• Configuring Checksum Hashes for an SNMP Script

• Executing an Op Script from a Remote Site

• file checksummd5 on page 385

• file checksum sha1 on page 386

List of Sample Output file checksum sha-256 on page 387

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file checksum sha-256

user@host> file checksum sha-256 /var/db/scripts/commitscript.slax

SHA256 (/var/db/scripts/commitscript.slax) =$ABC123
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file compare

Syntax file compare (files filename filename)
<context | unified>
<ignore-white-space>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Compare two local files and describe the differences between them in default, context,

or unified output styles:

• Default—In the first line of output, cmeans lines were changed between the two files,

dmeans lines were deleted between the two files, and a means lines were added

between the two files. The numbers preceding this alphabetical marker represent the

first file, and the lines after the alphabetical marker represent the second file. A left

angle bracket (<) in front of output lines refers to the first file. A right angle bracket (>)

in front of output lines refers to the second file.

• Context—The display is divided into two parts. The first part is the first file; the second

part is thesecond file.Output linesprecededbyanexclamationpoint (!)havechanged.

Additions are marked with a plus sign (+), and deletions are marked with a

minus sign (-).

• Unified—The display is preceded by the line number from the first and the second file

(xx,xxx,x). Before the line number, additions to the file aremarkedwith a plus sign (+),

and deletions to the file are marked with aminus sign (-). The body of the output

contains the affected lines. Changes are viewed as additions plus deletions.

Options files filename—Names of two local files to compare.

context—(Optional) Display output in context format.

ignore-white-space—(Optional) Ignore changes in the amount of white space.

unified—(Optional) Display output in unified format.

Required Privilege
Level

none

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands•

• Viewing Core Files from Junos OS Processes

List of Sample Output file compare files on page 390
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file compare files context on page 390
file compare files unified on page 390
file compare files unified ignore-white-space on page 391

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

file compare files

user@host> file compare files /tmp/one /tmp/two

100c100
<             full-name "File 1";
---
>             full-name "File 2";
102c102
<             class foo; # 'foo' is not defined
---
>             class super-user;

file compare files context

user@host> file compare files /tmp/one /tmp/two context

*** /tmp/one    Wed Dec  3 17:12:50 2003
--- /tmp/two    Wed Dec  3 09:13:14 2003
***************
*** 97,104 ****
              }
          }
          user bill {
!             full-name "Bill Smith";
!             class foo; # 'foo' is not defined
              authentication {
                  encrypted-password $ABC123;
              }
--- 97,105 ----
              }
          }
          user bill {
!             full-name "Bill Smith";
!             uid 1089;
!             class super-user;
              authentication {
                  encrypted-password $ABC123;
              }     

file compare files unified

user@host> file compare files /tmp/one /tmp/two unified

--- /tmp/one    Wed Dec  3 17:12:50 2003
+++ /tmp/two    Wed Dec  3 09:13:14 2003
@@ -97,8 +97,9 @@
             }
         }
         user bill {
-            full-name "Bill Smith";
-            class foo; # 'foo' is not defined
+            full-name "Bill Smith";
+            uid 1089;
+            class super-user;
             authentication {
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                 encrypted-password $ABC123;
             }

file compare files unified ignore-white-space

user@host> file compare files /tmp/one /tmp/two unified ignore-white-space

--- /tmp/one    Wed Dec  3 09:13:10 2003
+++ /tmp/two    Wed Dec  3 09:13:14 2003
@@ -99,7 +99,7 @@
         user bill {
             full-name "Bill Smith";
             uid 1089;
-            class foo; # 'foo' is not defined
+            class super-user;
             authentication {
                  encrypted-password $ABC123; # SECRET-DATA
             }
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file delete

Syntax file delete filename
<purge>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Delete a file on the local router or switch.

Options filename—Name of the file to delete. For a routingmatrix, include chassis information in
the filename if the file to be deleted is not local to the Routing Engine fromwhich

the command is issued.

purge—(Optional) Overwrite regular files before deleting them.

Required Privilege
Level

maintenance

List of Sample Output file delete on page 392
file delete (RoutingMatrix) on page 392

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file delete

user@host> file list /var/tmp

dcd.core
rpd.core
snmpd.core

user@host> file delete /var/tmp/snmpd.core
user@host> file list /var/tmp

dcd.core
rpd.core

file delete (RoutingMatrix)

user@host> file list lcc0-re0:/var/tmp

dcd.core
rpd.core
snmpd.core

user@host> file delete lcc0-re0:/var/tmp/snmpd.core
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user@host> file list /var/tmp

dcd.core
rpd.core
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file list

Syntax file list <detail | recursive> <path>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Display a list of files on the local router or switch.

Options none—Display a list of files in the default directory. The default directory is the home
directory of the user logged in to the router or switch.

detail—(Optional) Display detailed information about the files. The output is similar to
what is displayed by the Linux ls -l command.

recursive—(Optional) Display detailed information about the files in the directory and
all subdirectories below it.

path—(Optional) List the files in a specified directory path.

Additional Information Toviewavailabledirectories, enter a spaceand thenaslash (/)after the file listcommand.

To view files within a specific directory, include a slash followed by the directory and,

optionally, subdirectory name after the file list command.

Required Privilege
Level

maintenance

List of Sample Output file list on page 394
file list (detailed) on page 395
file list (recursive) on page 395

Sample Output

file list

The following command lists the contents of the /var/tmp directory.

user@host> file list /var/tmp

/var/tmp:
trace_debug
package.log
pics/
downloads/
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file list (detailed)

The following command lists detailed information about the contents of the /var/tmp

directory.

user@host> file list /var/tmp detail

/var/tmp/:
total blocks: 4276224
-rw-r--r--  1 user  group       1362 Oct 16 11:11 trace_debug
-rw-r--r--  1 user  group        108 Aug 9   2016 package.log
drwxrwxrwx  2 user  group        512 Jun 30  2016 pics/
drwxr-xr-x  3 user  group        512 Aug 9   2016 downloads/
total files: 2

file list (recursive)

The following command lists detailed information about the contents of the /var/tmp

directory and all subdirectories below it.

user@host> file list /var/tmp recursive

/var/tmp/:
total blocks: 4276224
-rw-r--r--  1 user  group       1362 Oct 16 11:11 trace_debug
-rw-r--r--  1 user  group        108 Aug 9   2016 package.log
drwxrwxrwx  2 user  group        512 Jun 30  2016 pics/
drwxr-xr-x  3 user  group        512 Aug 9   2016 downloads/
total files: 2

/var/tmp/pics:
total blocks: 5120461
-rw-r--r--  1 user  group       1910 Oct 15  2016 image3.png
-rw-r--r--  1 user  group       1852 Oct 15  2016 image2.png
-rw-r--r--  1 user  group       1310 Aug 9   2016 image1.png
total files: 3

/var/tmp/downloads:
total blocks: 24
-rw-r--r--  1 user  group        108 Aug 21  2016 package2.log
-rw-r--r--  1 user  group        108 Aug 9   2016 package1.log
drwxr-xr-x  2 user  group        512 Aug 9   2016 sub-download/
total files: 2

/var/tmp/downloads/sub-download:
total blocks: 16
total files: 0
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file rename

Syntax file rename source destination

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Rename a file on the local router or switch.

Options destination—New name for the file.

source—Original name of the file. For a routing matrix, the filenamemust include the
chassis information.

Required Privilege
Level

maintenance

List of Sample Output file rename on page 396
file rename (RoutingMatrix) on page 396

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file rename

The following example lists the files in /var/tmp, renames one of the files, and then

displays the list of files again to reveal the newly named file.

user@host> file list /var/tmp

dcd.core
rpd.core
snmpd.core

user@host> file rename /var/tmp/dcd.core /var/tmp/dcd.core.990413
user@host> file list /var/tmp

dcd.core.990413
rpd.core
snmpd.core

file rename (RoutingMatrix)

The following example lists the files in /var/tmp, renames one of the files, and then

displays the list of files again to reveal the newly named file.

user@host> file list lcc0-re1:/var/tmp
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lcc0-re1:
--------------------------------------------------------------------------

/var/tmp:
.pccardd
sartre.conf         
snmpd               
syslogd.core-tarball.0.tgz

user@host> file rename lcc0-re0:/var/tmp/snmpd /var/tmp/snmpd.rr
user@host> file list lcc0-re1:/var/tmp

lcc0-re1:
--------------------------------------------------------------------------

/var/tmp:
.pccardd
sartre.conf         
snmpd.rr 
syslogd.core-tarball.0.tgz

397Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Junos OS CLI Operational Mode Commands



file show

[Warning: element unresolved in stylesheets: <_bookmark> (in

<reference-command-summary>). This is probably a new element that is not yet

supported in the stylesheets.]

Syntax file show filename
<encoding (base64 | raw)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Display the contents of a file.

Options filename—Name of a file. For a routing matrix, the filenamemust include the chassis
information.

encoding (base64 | raw)—(Optional) Encode file contents with base64 encoding or
show raw text.

Required Privilege
Level

maintenance

List of Sample Output file show on page 398
file show (RoutingMatrix) on page 398

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

file show

user@host> file show /var/log/messages

Apr 13 21:00:08 dev1 /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:00:40 dev1 /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:02:48 dev1 last message repeated 4 times
Apr 13 21:07:04 dev1 last message repeated 8 times
Apr 13 21:07:13 dev1 /kernel: so-1/1/0: Clearing SONET alarm(s) RDI-P
Apr 13 21:07:29 dev1 /kernel: so-1/1/0: Asserting SONET alarm(s) RDI-P
...

file show (RoutingMatrix)

user@host> file show lcc0-re0:/var/tmp/.gdbinit

lcc0-re0:
--------------------------------------------------------------------------
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####################################################################
# Settings
####################################################################

set print pretty

####################################################################
# Basic stuff
####################################################################

define msgbuf
        printf "%s", msgbufp->msg_ptr
end
# hex dump of a block of memory
# usage: dump address length
define dump
   p $arg0, $arg1
   set $ch = $arg0
   set $j = 0
   set $n = $arg1
   while ($j < $n)
        #printf "%x %x ",&$ch[$j],$ch[$j]
        printf "%x ",$ch[$j]
        set $j = $j + 1
        if (!($j % 16))
                printf "\n"
        end
   end
end
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help

Syntax help < (apropos string | reference <statement-name> | syslog <syslog-tag> | tip cli number
| topic <word>)>

Release Information Command introduced before Junos OS Release 7.4.

apropos option added in Junos OS Release 8.0.

Description Displayhelpaboutavailableoperational commands, configurationstatements, or general

information about getting help. Entering the help command without an option provides

introductory information about how to use the help and ? commands.

Options apropos string—(Optional) Display command names and help text that matches the

string specified. If the string contains spaces, enclose it in quotation marks (" " ). You

can also specify a regular expression for the string, using standard UNIX-style regular

expression syntax.

reference<statement-name>—(Optional)Displaysummary information foraconfiguration

statement. This information is based on summary descriptions that appear in the Junos

configuration guides.

syslog <syslog-tag>—(Optional) Display information about system logmessages.

tip cli number—(Optional) Display a tip about using the CLI. Specify the number of the

tip you want to view.

topic<word>—(Optional)Displayusageguidelines fora topicor configurationstatement.

This information is based on subjects that appear in the Junos configuration guides.

Required Privilege
Level

None

Related
Documentation

Getting Online Help from the Junos OS Command-Line Interface on page 51•
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| (pipe)

Syntax | (compare | count | display (changed | commit-scripts | detail | inheritance | json | merge |
omit | set | translation-scripts <configured-delta | translated-config | translated-delta> |
xml) | except pattern | find pattern | hold | last lines | match pattern | no-more | refresh
interval | request message (all | account@terminal) resolve <full-names> | save filename
| append filename | tee | trim columns )

Release Information Command introduced before Junos OS Release 7.4.

display commit-scripts option added in Junos OS Release 7.4.

tee option added in Junos OS Release 14.1.

display json option added in Junos OS Release 14.2.

compare | display xml option added in Junos OS Release 15.1.

display translation-scripts option added in Junos OS Release 16.1.

displaymerge option added in Junos OS Release 16.2R2.

displaymerge option deprecated in Junos OS Release 18.2R1.

Description Filter the output of an operational mode or a configuration mode command.

Options append filename—Append the output to a file.

compare (filename | rollback n )—Compare configuration changes with another
configuration file. In operational mode, use the show configuration command. In

configuration mode, use the show command. See “Comparing Configurations and

Displaying the Differences in Text” on page 273

compare | display xml—Compare configuration changes with the active configuration
and display them in XML format. In operational mode, use the show configuration

command. In configurationmode, use the show command. See “Understanding the

show | compare | display xml Command Output” on page 184.

count—Display the number of lines in the output.

display—Display additional information about the configuration contents.

changed—Tag changes with junos:changed attribute (XML only).

commit-scripts—(Configuration mode only) Display all statements that are in a
configuration, including statements that were generated by transient changes.

For more information, see the Automation Scripting Feature Guide.

detail—(Configuration mode only) Display configuration data detail.

inheritance<brief | default | no-comments |groups | terse>—(Configurationmode
only) Display inherited configuration data and source group.

json—Display the output for operational commands and configuration data in
JavaScript Object Notation (JSON) format.
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merge—Usewith the showephemeral-configurationcommand todisplay themerged
view of the static and ephemeral configuration databases in Junos OS Release

18.1 andearlier releases. Issuing the showephemeral-configuration |displaymerge

command displays the configuration data from all instances of the ephemeral

configurationdatabasemergedwith thecompletepost-inheritanceconfiguration.

Starting in JunosOSRelease 18.2R1, to display themerged viewof the static and

ephemeral configuration databases, use the show ephemeral-configuration

merge command instead.

omit—(Configuration mode only) Display configuration statements omitted by the
apply-flags omit configuration statement.

set—Display theconfigurationasa seriesof configurationmodecommands required
to re-create the configuration.

translation-scripts—Display theconfigurationwithYANGtranslation scripts applied.

To view the complete post-inheritance configuration with the translated

configuration data from all enabled YANG translation scripts included in the

output, append the | display translation-scripts filter to the show configuration

command in operational mode or the show command in configuration mode.

You can also append one of several keywords to display different views of the

configuration data corresponding to the non-native YANG datamodels:

• configured-delta—In configuration mode, compare the candidate and active

configurations, and display configuration changes in the statements or

hierarchies corresponding to non-native YANG datamodels before any

translation is applied. The XML output displays the deleted content, followed

by the new content in the syntax defined by the YANG datamodel.

• translated-config—Inoperational or configurationmode, displayall non-native

configuration data present in the committed or candidate configuration,

respectively, after processing by all enabled translation scripts into Junos OS

syntax.

• translated-delta—In configuration mode, compare the candidate and active

configurations, and display configuration changes in the statements or

hierarchies corresponding to non-native YANG datamodels after translation

is applied. The XML output displays the deleted content, followed by the new

content in Junos OS syntax.

xml—(Operationalmode only) Display the command output as Junos XML protocol
(Extensible Markup Language [XML]) tags.

except pattern—Ignore text matching a regular expression when searching the output.
If the regular expression contains spaces, operators, or wildcard characters, enclose

it in quotation marks.
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findpattern—Display theoutput startingat the first occurrenceof textmatchinga regular
expression. If the regular expression contains spaces, operators, or wildcard

characters, enclose it in quotation marks (" ").

hold—Hold text without exiting the --More-- prompt.

last lines—Display the last number of lines you want to view from the end of the

configuration. However, when the number of lines requested is less than the number

of lines that the screen length setting permits you to display, Junos returns as many

lines as permitted by the screen length setting. For more information on using the

last linesoption, see “DisplayingOutputBeginningwith theLastEntries” onpage280.

match pattern—Search for text matching a regular expression. If the regular expression
contains spaces, operators, or wildcard characters, enclose it in quotation marks.

no-more—Display output all at once rather than one screen at a time.

resolve—(Operational mode only) Convert IP addresses into Domain Name System

(DNS) names. Truncates to fit original size unless full-names is specified. To prevent

the names from being truncated, use the full-names option.

refresh interval—Refresh the display of the commandaccording to the interval specified.
The screen gets refreshed periodically to show you the current output of the

command until you quit the command. The default refresh interval is one second.

However, youcanalsoexplicitly specify a value from 1 through604800 for the refresh

interval.

requestmessage (all | account@terminal )—Display command output on the terminal
of a specific user logged in to your router, or on the terminals of all users logged in

to your router.

save filename—Save the output to a file or URL. For information about specifying the
filename, see “Viewing Files and Directories on a Device Running Junos OS” on

page 257.

tee—Allows you to both display the command output on screen and write it to a file.
Unlike the UNIX tee command, if the file cannot be opened, just an error message is

displayed.

trimcolumns—Trimspecifiednumber of columns from the start line.Only positive values

are accepted. An error message appears if a negative value is given.

Required Privilege
Level

view

Related
Documentation

Displaying the Current Junos OS Configuration on page 150.•

• Using the Pipe ( | ) Symbol to Filter Junos OS Command Output on page 270

• Using Regular Expressions with the Pipe ( | ) Symbol to Filter Junos OS Command

Output on page 271
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• Pipe ( | ) Filter Functions in the Junos OS Command-Line Interface on page 272
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request

Syntax request <chassis | ipsec switch |message |mpls | routing-engine | security | services | system
| flow-collector | support information>

Release Information Command introduced before Junos OS Release 7.4.

Description Stop or reboot router components, switch between primary and backup components,

display messages, and display system information.

CAUTION: Halt the backup Routing Engine before you remove it or shut off
the power to the router; otherwise, youmight need to reinstall the Junos OS.

NOTE: If your router contains two Routing Engines and youwant to shut the
power off to the router or remove a Routing Engine, youmust first halt the
backupRoutingEngine(if ithasbeenupgraded)andthenthemasterRouting
Engine. To halt a Routing Engine, enter the request system halt command.

YoucanalsohaltbothRoutingEnginesat thesametimeby issuing the request

system halt both-routing-engines command.

If youwant to reboota router thathas twoRoutingEngines, reboot thebackup
RoutingEngine (if youhaveupgraded it)and then themasterRoutingEngine.

NOTE: If you reboot theTXMatrix router, all theT640masterRoutingEngines
connected to the TXMatrix router reboot. If you halt both Routing Engines
on a TXMatrix router, all the T640 Routing Engines connected to the TX
Matrix router are alsohalted. Likewise, if you reboot theTXMatrixPlus router,
all the T1600 or T4000master Routing Engines connected to the TXMatrix
Plus router reboot. If youhaltbothRoutingEnginesonaTXMatrixPlus router,
all the T1600 or T4000 Routing Engines connected to the TXMatrix Plus
router are also halted.

NOTE: If you insert a Flexible PIC Concentrator (FPC) into your router, you
may need to issue the request chassis fpc command (or press the online

button) to bring the FPC online. This applies to FPCs in M20, M40, M40e,
M160,M320,andTSeries routers. Forcommandusage, see the requestchassis

fpc command description in the CLI Explorer.

405Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Junos OS CLI Operational Mode Commands

https://www.juniper.net/documentation/content-applications/cli-explorer/junos/


Additional Information Most requestcommandsaredescribed in the JunosSystemBasicsandServicesCommand

Reference. The following request commands are described in the Junos Interfaces

Command Reference: request ipsec switch and request services.

Required Privilege
Level

maintenance

Related
Documentation

Overview of Junos OS CLI Operational Mode Commands•
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request system commit server pause

Syntax request system commit server pause

Release Information Command introduced in Junos OS Release 12.1.

Description Pause the commit server.

NOTE: If you issue this commandwhen a commit job is in process, the batch
commit server pauses only after the current commit job is completed.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Batch Commit Server Properties on page 171•

Sample Output

When you enter the request system commit server pause command, you are provided

feedback on the status of your request.

request system commit server pause

user@host> request system commit server pause

Successfully paused the commit server.
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request system commit server queue cleanup

Syntax request system commit server queue cleanup
<id commit-id>
<job-status (error| pending| success)>

Release Information Command introduced in Junos OS Release 12.1.

Description Clean up the batch commit queue.

Options idcommit-id—(Optional)Cleanupbatchcommitoperation statusmessages for a specific

commit ID.

job-status—(Optional) Clean up batch commit operation status messages for the

following:

• error—Clean up status messages for batch commit operations that have errors.

• pending—Cleanupstatusmessages forbatchcommitoperations thatarepending.

• success—Clean up status messages for batch commit operations that are

successful.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Batch Commit Server Properties on page 171•

List of Sample Output request system commit server queue cleanup id on page 408
request system commit server queue cleanup job-status success on page 408

Sample Output

When you enter the request system commit server queue cleanup command, you are

provided feedback on the status of your request.

request system commit server queue cleanup id

user@host> request system commit server queue cleanup id 1008

Successfully cleaned up jobs.

request system commit server queue cleanup job-status success

user@host> request system commit server queue cleanup job-status success

Successfully cleaned up jobs.
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request system commit server start

Syntax request system commit server start

Release Information Command introduced in Junos OS Release 12.1.

Description Start the commit server.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Batch Commit Server Properties on page 171•

Sample Output

When you enter the request system commit server start command, you are provided

feedback on the status of your request.

request system commit server start

user@host> request system commit server start

Successfully started the commit server.
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request system configuration rescue delete

Syntax request system configuration rescue delete

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Delete an existing rescue configuration.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

request system configuration rescue save on page 412•

• request system software rollback

• show system commit on page 425

List of Sample Output request system configuration rescue delete on page 411

Output Fields This command produces no output.

Sample Output

request system configuration rescue delete

user@host> request system configuration rescue delete
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request system configuration rescue save

Syntax request system configuration rescue save

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Save themost recently committed configuration as the rescue configuration so that you

can return to it at any time by using the rollback command.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

request system software delete•

• request system software rollback

• show system commit on page 425

List of Sample Output request system configuration rescue save on page 412

Output Fields This command produces no output.

Sample Output

request system configuration rescue save

user@host> request system configuration rescue save
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restart

List of Syntax Syntax on page 413

Syntax (ACX Series Routers) on page 413

Syntax (EX Series Switches) on page 413

Syntax (MX Series Routers) on page 414

Syntax (QFX Series) on page 414

Syntax (Routing Matrix) on page 414

Syntax (TXMatrix Routers) on page 415

Syntax (TXMatrix Plus Routers) on page 415

Syntax (QFX Series) on page 415

Syntax restart
<adaptive-services |ancpd-service | application-identification |audit-process |
auto-configuration |captive-portal-content-delivery |ce-l2tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication|datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall |
general-authentication-service | gracefully | iccp-service |idp-policy | immediately
|interface-control | ipsec-key-management | kernel-health-monitoring | kernel-replication
| l2-learning | l2cpd-service | l2tp-service | l2tp-universal-edge | lacp | license-service
|link-management |local-policy-decision-function |mac-validation |mib-process |
mountd-service |mpls-traceroute |mspd|multicast-snooping |named-service |nfsd-service
| packet-triggered-subscribers |peer-selection-service |pgm | pic-services-logging |
pki-service |ppp | ppp-service | pppoe | protected-system-domain-service |
redundancy-interface-process | remote-operations | root-system-domain-service | routing
<logical-system logical-system-name> | sampling | sbc-configuration-process | sdk-service
|service-deployment | services | snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd |usb-control|
vrrp |web-management>

<gracefully | immediately | soft>

Syntax (ACX Series
Routers)

restart
<adaptive-services |audit-process | auto-configuration | autoinstallation |chassis-control |
class-of-service |clksyncd-service |database-replication| dhcp-service | diameter-service
| disk-monitoring | dynamic-flow-capture | ethernet-connectivity-fault-management |
ethernet-link-fault-management |event-processing | firewall |
general-authentication-service | gracefully | immediately |interface-control |
ipsec-key-management | l2-learning | lacp|link-management |mib-process |mountd-service
|mpls-traceroute |mspd | named-service | nfsd-service | pgm | pki-service | ppp | pppoe |
redundancy-interface-process | remote-operations | routing | sampling | sdk-service
|secure-neighbor-discovery | service-deployment | services | snmp |soft | statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | vrrp>

Syntax (EX Series
Switches)

restart
<autoinstallation | chassis-control | class-of-service | database-replication | dhcp |
dhcp-service | diameter-service | dot1x-protocol | ethernet-link-fault-management |
ethernet-switching | event-processing | firewall | general-authentication-service |
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interface-control | kernel-health-monitoring | kernel-replication | l2-learning | lacp |
license-service | link-management | lldpd-service | mib-process | mountd-service |
multicast-snooping | pgm | redundancy-interface-process | remote-operations | routing |
secure-neighbor-discovery | service-deployment | sflow-service | snmp | vrrp |
web-management>

Syntax (MX Series
Routers)

restart
<adaptive-services | ancpd-service | application-identification | audit-process |
auto-configuration | bbe-stats-service | captive-portal-content-delivery | ce-l2tp-service
| chassis-control | class-of-service | clksyncd-service | database-replication |
datapath-trace-service | dhcp-service | diameter-service | disk-monitoring |
dynamic-flow-capture | ecc-error-logging | ethernet-connectivity-fault-management |
ethernet-link-fault-management | event-processing | firewall |
general-authentication-service | gracefully | iccp-service | idp-policy | immediately
|interface-control | ipsec-key-management |kernel-health-monitoring | kernel-replication
| l2-learning | l2cpd-service | l2tp-service | l2tp-universal-edge | lacp | license-service |
link-management | local-policy-decision-function | mac-validation | mib-process |
mountd-service |mpls-traceroute |mspd|multicast-snooping |named-service |nfsd-service
| packet-triggered-subscribers |peer-selection-service | pgm | pic-services-logging |
pki-service | ppp | ppp-service | pppoe | protected-system-domain-service |
redundancy-interface-process | remote-operations | root-system-domain-service | routing
| routing <logical-system logical-system-name> | sampling | sbc-configuration-process |
sdk-service | service-deployment | services | snmp |soft |static-subscribers
|statistics-service|subscriber-management |subscriber-management-helper | tunnel-oamd
| usb-control | vrrp | web-management>

<all-members>
<gracefully | immediately | soft>
<local>
<membermember-id>

Syntax (QFX Series) restart
<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Syntax (Routing
Matrix)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | disk-monitoring |
dynamic-flow-capture | ecc-error-logging | event-processing | firewall | interface-control
| ipsec-key-management | kernel-replication | l2-learning | l2tp-service | lacp |
link-management | mib-process | pgm | pic-services-logging | ppp | pppoe |
redundancy-interface-process | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp>

<all | all-lcc | lcc number>
<gracefully | immediately | soft>
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Syntax (TXMatrix
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management |mib-process |pgm|pic-services-logging
|ppp |pppoe | redundancy-interface-process | remote-operations | routing<logical-system
logical-system-name> | sampling | service-deployment | snmp| statistics-service>

<all-chassis | all-lcc | lcc number | scc>
<gracefully | immediately | soft>

Syntax(TXMatrixPlus
Routers)

restart
<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| l2-learning | l2tp-service | lacp | link-management | mib-process | pgm |
pic-services-logging | ppp | pppoe | redundancy-interface-process | remote-operations |
routing <logical-system logical-system-name> | sampling | service-deployment | snmp|
statistics-service>

<all-chassis | all-lcc | all-sfc | lcc number | sfc number>
<gracefully | immediately | soft>

Syntax (QFX Series) restart
<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | l2ald | l2-learning | l2tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series routers.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Options added:

• dynamic-flow-capture in Junos OS Release 7.4.

• dlsw in Junos OS Release 7.5.

• event-processing in Junos OS Release 7.5.

• ppp in Junos OS Release 7.5.

• l2ald in Junos OS Release 8.0.

• link-management in Junos Release 8.0.

• pgcp-service in Junos OS Release 8.4.
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• sbc-configuration-process in Junos OS Release 9.5.

• services pgcp gateway in Junos OS Release 9.6.

• sfc and all-sfc for the TXMatrix Router in Junos OS Release 9.6.

• bbe-stats-service in Junos OS Release 18.4R1 on MX Series routers.

• kernel-health-monitoring in Junos OS Release 19.1R1.

Description Restart a Junos OS process.

CAUTION: Never restart a software process unless instructed to do so by a
customer support engineer. A restartmight cause the router or switch todrop
calls and interrupt transmission, resulting in possible loss of data.

Options none—Same as gracefully.

adaptive-services—(Optional) Restart the configuration management process that
manages the configuration for stateful firewall, Network Address Translation (NAT),

intrusion detection services (IDS), and IP Security (IPsec) services on the Adaptive

Services PIC.

all-chassis—(TXMatrix andTXMatrix Plus routers only) (Optional)Restart the software
process on all chassis.

all-lcc—(TXMatrix and TXMatrix Plus routers only) (Optional) For a TXMatrix router,
restart the software process on all T640 routers connected to the TXMatrix router.

For a TXMatrix Plus router, restart the software process on all T1600 routers

connected to the TXMatrix Plus router.

all-members—(MX Series routers only) (Optional) Restart the software process for all
members of the Virtual Chassis configuration.

all-sfc—(TXMatrix Plus routers only) (Optional) For a TXMatrix Plus router, restart the
software processes for the TXMatrix Plus router (or switch-fabric chassis).

ancpd-service—(Optional) Restart the Access Node Control Protocol (ANCP) process,
which works with a special Internet GroupManagement Protocol (IGMP) session to

collect outgoing interface mapping events in a scalable manner.

application-identification—(Optional)Restart theprocess that identifies anapplication
using intrusion detection and prevention (IDP) to allow or deny traffic based on

applications running on standard or nonstandard ports.

audit-process—(Optional)Restart theRADIUSaccountingprocess thatgathersstatistical
data that can be used for general networkmonitoring, analyzing, and tracking usage

patterns, for billing a user based on the amount of time or type of services accessed.

auto-configuration—(Optional) Restart the Interface Auto-Configuration process.
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autoinstallation—(EX Series switches only) (Optional) Restart the autoinstallation
process.

bbe-stats-service—(MX Series routers only) (Optional) Restart bbe-statsd, the BBE
statistics collection andmanagement process.

captive-portal-content-delivery—(Optional) Restart the HTTP redirect service by
specifying the location to which a subscriber's initial Web browser session is

redirected, enabling initial provisioning and service selection for the subscriber.

ce-l2tp-service—(M10, M10i, M7i, and MX Series routers only) (Optional) Restart the
Universal Edge Layer 2 Tunneling Protocol (L2TP) process, which establishes L2TP

tunnels and Point-to-Point Protocol (PPP) sessions through L2TP tunnels.

chassis-control—(Optional) Restart the chassis management process.

class-of-service—(Optional) Restart the class-of-service (CoS) process,which controls
the router's or switch’s CoS configuration.

clksyncd-service—(Optional) Restart the external clock synchronization process, which
uses synchronous Ethernet (SyncE).

database-replication—(EX Series switches and MX Series routers only) (Optional)
Restart the database replication process.

datapath-trace-service—(Optional) Restart the packet path tracing process.

dhcp—(EX Series switches only) (Optional) Restart the software process for a Dynamic
Host Configuration Protocol (DHCP) server. A DHCP server allocates network IP

addressesanddelivers configurationsettings toclienthostswithoutuser intervention.

dhcp-service—(Optional) Restart the Dynamic Host Configuration Protocol process.

dialer-services—(EXSeries switches only) (Optional) Restart the ISDNdial-out process.

diameter-service—(Optional) Restart the diameter process.

disk-monitoring—(Optional) Restart disk monitoring, which checks the health of the
hard disk drive on the Routing Engine.

dlsw—(QFX Series only) (Optional) Restart the data link switching (DLSw) service.

dot1x-protocol—(EX Series switches only) (Optional) Restart the port-based network
access control process.

dynamic-flow-capture—(Optional) Restart the dynamic flow capture (DFC) process,

which controls DFC configurations on Monitoring Services III PICs.

ecc-error-logging—(Optional) Restart the error checking and correction (ECC) process,
which logs ECC parity errors in memory on the Routing Engine.

ethernet-connectivity-fault-management—(Optional)Restart theprocess thatprovides
IEEE 802.1ag Operation, Administration, andManagement (OAM) connectivity fault
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management (CFM) database information for CFMmaintenance association end

points (MEPs) in a CFM session.

ethernet-link-fault-management—(EX Series switches and MX Series routers only)
(Optional) Restart the process that provides theOAM link faultmanagement (LFM)

information for Ethernet interfaces.

ethernet-switching—(EXSeries switchesonly) (Optional)Restart theEthernet switching
process.

event-processing—(Optional) Restart the event process (eventd).

fibre-channel—(QFX Series only) (Optional) Restart the Fibre Channel process.

firewall—(Optional) Restart the firewall management process, which manages the
firewall configuration and enables accepting or rejecting packets that are transiting

an interface on a router or switch.

general-authentication-service—(EX Series switches and MX Series routers only)
(Optional) Restart the general authentication process.

gracefully—(Optional) Restart the software process.

iccp-service—(Optional) Restart the Inter-Chassis Communication Protocol (ICCP)
process.

idp-policy—(Optional) Restart the intrusion detection and prevention (IDP) protocol
process.

immediately—(Optional) Immediately restart the software process.

interface-control—(Optional) Restart the interface process, which controls the router's
or switch’s physical interface devices and logical interfaces.

ipsec-key-management—(Optional) Restart the IPsec key management process.

isdn-signaling—(QFX Series only) (Optional) Restart the ISDN signaling process, which
initiates ISDN connections.

kernel-health-monitoring—(Optional) Restart the Routing Engine kernel health
monitoring process, which enables health parameter data to be sent from kernel

components to data collection applications. When you change the polling interval

through sysctl kern.jkhmd_polling_time_secs, you must restart the kernel health

monitoring process for the new polling interval to take effect.

kernel-replication—(Optional) Restart the kernel replication process, which replicates
the state of the backup Routing Engine when graceful Routing Engine switchover

(GRES) is configured.

l2-learning—(Optional) Restart the Layer 2 address flooding and learning process.

l2cpd-service—(Optional) Restart the Layer 2 Control Protocol process, which enables
features such as Layer 2 protocol tunneling and nonstop bridging.
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l2tp-service—(M10,M10i,M7i, andMXSeries routers only) (Optional)Restart theLayer 2

Tunneling Protocol (L2TP) process, which sets up client services for establishing

Point-to-Point Protocol (PPP) tunnels across a network and negotiating Multilink

PPP if it is implemented.

l2tp-universal-edge—(MX Series routers only) (Optional) Restart the L2TP process,
which establishes L2TP tunnels and PPP sessions through L2TP tunnels.

lacp—(Optional) Restart the Link Aggregation Control Protocol (LACP) process. LACP
providesastandardizedmeans for exchanging informationbetweenpartner systems

on a link to allow their link aggregation control instances to reach agreement on the

identity of the LAG to which the link belongs, and then to move the link to that LAG,

and to enable the transmission and reception processes for the link to function in

an orderly manner.

lcc number—(TXMatrix and TXMatrix Plus routers only) (Optional) For a TXMatrix
router, restart the software process for a specific T640 router that is connected to

the TXMatrix router. For a TXMatrix Plus router, restart the software process for a

specific router that is connected to the TXMatrix Plus router.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

license-service—(EX Series switches only) (Optional) Restart the feature license
management process.

link-management— (TXMatrix and TXMatrix Plus routers and EX Series switches only)

(Optional)Restart theLinkManagementProtocol (LMP)process,whichestablishes

andmaintains LMP control channels.

lldpd-service—(EX Series switches only) (Optional) Restart the Link Layer Discovery
Protocol (LLDP) process.

local—(MX Series routers only) (Optional) Restart the software process for the local
Virtual Chassis member.

local-policy-decision-function— (Optional) Restart the process for the Local Policy

Decision Function, which regulates collection of statistics related to applications

and application groups and tracking of information about dynamic subscribers and

static interfaces.
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mac-validation—(Optional)Restart theMediaAccessControl (MAC)validationprocess,

whichconfiguresMACaddress validation for subscriber interfaces createdondemux

interfaces in dynamic profiles on MX Series routers.

membermember-id—(MX Series routers only) (Optional) Restart the software process
for a specific member of the Virtual Chassis configuration. Replacemember-idwith

a value of 0 or 1.

mib-process—(Optional) Restart the Management Information Base (MIB) version II
process, which provides the router's MIB II agent.

mobile-ip—(Optional) Restart the Mobile IP process, which configures Junos OSMobile
IP features.

mountd-service—(EX Series switches and MX Series routers only) (Optional) Restart
the service for NFSmount requests.

mpls-traceroute—(Optional) Restart the MPLS Periodic Traceroute process.

mspd—(Optional) Restart the Multiservice process.

multicast-snooping—(EXSeries switchesandMXSeries routersonly) (Optional)Restart
themulticast snoopingprocess,whichmakesLayer2devices, suchasVLANswitches,

aware of Layer 3 information, such as the media access control (MAC) addresses

of members of a multicast group.

named-service—(Optional) Restart the DNS Server process, which is used by a router
or a switch to resolve hostnames into addresses.

network-access-service—( QFX Series only) (Optional) Restart the network access
process, which provides the router's Challenge Handshake Authentication Protocol

(CHAP) authentication service.

nfsd-service—(Optional)Restart theRemoteNFSServerprocess,whichprovides remote
file access for applications that need NFS-based transport.

packet-triggered-subscribers—(Optional)Restart thepacket-triggeredsubscribersand
policy control (PTSP) process, which allows the application of policies to dynamic

subscribers that are controlled by a subscriber termination device.

peer-selection-service—(Optional) Restart the Peer Selection Service process.

pgcp-service—(Optional) Restart the pgcpd service process running on the Routing
Engine. This optiondoesnot restart pgcpdprocesses runningonmobile stationPICs.

To restart pgcpd processes running onmobile station PICs, use the services pgcp

gateway option.

pgm—(Optional) Restart the process that implements the Pragmatic General Multicast
(PGM) protocol for assisting in the reliable delivery of multicast packets.

pic-services-logging—(Optional) Restart the logging process for some PICs. With this

process, also known as fsad (the file system access daemon), PICs send special

logging information to the Routing Engine for archiving on the hard disk.
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pki-service—(Optional) Restart the PKI Service process.

ppp—(Optional) Restart the Point-to-Point Protocol (PPP) process, which is the
encapsulationprotocol process for transporting IP traffic acrosspoint-to-point links.

ppp-service—(Optional) Restart the Universal edge PPP process, which is the
encapsulation protocol process for transporting IP traffic across universal edge

routers.

pppoe—(Optional) Restart the Point-to-Point Protocol over Ethernet (PPPoE) process,
which combines PPP that typically runs over broadband connections with the

Ethernet link-layer protocol that allows users to connect to a network of hosts over

a bridge or access concentrator.

protected-system-domain-service—(Optional) Restart the Protected System Domain

(PSD) process.

redundancy-interface-process—(Optional) Restart the ASP redundancy process.

remote-operations—(Optional) Restart the remote operations process, which provides
the ping and traceroute MIBs.

root-system-domain-service—(Optional) Restart the Root System Domain (RSD)

service.

routing—(ACXSeries routers,QFXSeries, EXSeries switches, andMXSeries routersonly)
(Optional) Restart the routing protocol process.

routing<logical-system logical-system-name>—(Optional)Restart the routingprotocol
process, which controls the routing protocols that run on the router or switch and

maintains the routing tables. Optionally, restart the routing protocol process for the

specified logical system only.

sampling—(Optional) Restart the sampling process, which performs packet sampling
based on particular input interfaces and various fields in the packet header.

sbc-configuration-process—(Optional) Restart the session border controller (SBC)
process of the border signaling gateway (BSG).

scc—(TXMatrix routers only) (Optional) Restart the software process on the TXMatrix
router (or switch-card chassis).

sdk-service—(Optional) Restart the SDK Service process, which runs on the Routing
Engine and is responsible for communications between the SDK application and

Junos OS. Although the SDK Service process is present on the router, it is turned off

by default.

secure-neighbor-discovery—(QFX Series, EX Series switches, and MX Series routers
only) (Optional) Restart the secure Neighbor Discovery Protocol (NDP) process,

which provides support for protecting NDPmessages.

sfc number—(TXMatrix Plus routers only) (Optional) Restart the software process on
the TXMatrix Plus router (or switch-fabric chassis). Replace numberwith 0.
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service-deployment—(Optional)Restart the servicedeploymentprocess,whichenables
Junos OS to work with the Session and Resource Control (SRC) software.

services—(Optional) Restart a service.

services pgcp gateway gateway-name—(Optional) Restart the pgcpd process for a
specific border gateway function (BGF) running on anMS-PIC. This option does not

restart thepgcpdprocess runningon theRoutingEngine. To restart thepgcpdprocess

on the Routing Engine, use the pgcp-service option.

sflow-service—(EX Series switches only) (Optional) Restart the flow sampling (sFlow

technology) process.

snmp—(Optional) Restart the SNMP process, which enables themonitoring of network
devices from a central location and provides the router's or switch’s SNMPmaster

agent.

soft—(Optional) Reread and reactivate the configuration without completely restarting
the software processes. For example, BGP peers stay up and the routing table stays

constant. Omitting this option results in a graceful restart of the software process.

static-subscribers—(Optional) Restart the static subscribers process, which associates
subscribers with statically configured interfaces and provides dynamic service

activation and activation for these subscribers.

statistics-service—(Optional) Restart the process thatmanages the Packet Forwarding
Engine statistics.

subscriber-management—(Optional) Restart the Subscriber Management process.

subscriber-management-helper—(Optional)Restart theSubscriberManagementHelper
process.

tunnel-oamd—(Optional)Restart theTunnelOAMprocess,whichenables theOperations,

Administration, and Maintenance of Layer 2 tunneled networks. Layer 2 protocol

tunneling (L2PT)allowsserviceproviders to sendLayer 2protocol dataunits (PDUs)

across the provider’s cloud and deliver them to Juniper Networks EX Series Ethernet

Switches that are not part of the local broadcast domain.

usb-control—(MX Series routers) (Optional) Restart the USB control process.

vrrp—(ACX Series routers, EX Series switches, and MX Series routers only) (Optional)
Restart the Virtual Router Redundancy Protocol (VRRP) process, which enables

hosts on a LAN tomake use of redundant routing platforms on that LANwithout

requiring more than the static configuration of a single default route on the hosts.

web-management—(QFX Series, EX Series switches, and MX Series routers only)
(Optional) Restart theWebmanagement process.

Required Privilege
Level

reset
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Related
Documentation

Overview of Junos OS CLI Operational Mode Commands•

List of Sample Output restart interface-control gracefully on page 423

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

restart interface-control gracefully

user@host> restart interface-control gracefully

Interface control process started, pid 41129
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set

Syntax set <statement-path> identifier

Release Information Command introduced before Junos OS Release 7.4.

Description Create a statement hierarchy and set identifier values. This is similar to edit except that

your current level in the hierarchy does not change.

Options identifier—Name of the statement or identifier to set.

statement-path—(Optional)Path toanexisting statementhierarchy level. If that hierarchy

level does not exist, it is created.

Required Privilege
Level

configure—To enter configuration mode, but other required privilege levels depend on

where the statement is located in the configuration hierarchy.

Related
Documentation

edit on page 309•

• Displaying the Current Junos OS Configuration on page 150
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show system commit

Syntax show system commit
<revision>
<server>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option server introduced in Junos OS Release 12.1 for the PTX Series router.

Option revision introduced in Junos OS Release 14.1.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Display the system commit history and any pending commit operation.

Options none—Display the last 50 commit operations listed, most recent to first.

revision—(Optional)Display the revisionnumberof theactiveconfigurationof theRouting
Engine(s).

server— (Optional) Display commit server status.

NOTE: By default, the status of the commit server is “Not running”. The
commit server starts running only when a commit job is added to the
batch.

Required Privilege
Level

view

Related
Documentation

clear system commit on page 379•

• show system commit revision

List of Sample Output show system commit on page 427
show system commit (At a Particular Time) on page 427
show system commit (At the Next Reboot) on page 427
show system commit (Rollback Pending) on page 427
show system commit (QFX Series) on page 427

Output Fields Table 21 on page 426 describes the output fields for the show systemcommit command.

Output fields are listed in the approximate order in which they appear.
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Table 21: show system commit Output Fields

Level of OutputField DescriptionField Name

noneDisplays the last 50 commit operations listed, most recent to first.
The identifier<number>designatesaconfigurationcreated for recovery
using the request system configuration rescue save command.

<number>

noneDate and time of the commit operation.<time-stamp>

noneUser who executed the commit operation.<root>/<username>

noneMethod used to execute the commit operation:

• CLI—CLI interactive user performed the commit operation.

• Junos XML protocol—Junos XML protocol client performed the
commit operation.

• synchronize—The commit synchronize commandwas performed on
the other Routing Engine.

• snmp—An SNMP set request caused the commit operation.

• button—A button on the router or switch was pressed to commit a
rescue configuration for recovery.

• autoinstall—A configuration obtained through autoinstallation was
committed.

• other—When there is no login name associated with the session,
the values for user and client default to root andother. For example,
during a reboot after package installation, mgd commits the
configuration as a system commit, and there is no login associated
with the commit.

<method>
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Sample Output

show system commit

user@host> show system commit

0   2003-07-28 19:14:04 PDT by root via other
1   2003-07-25 22:01:36 PDT by user via cli
2   2003-07-25 22:01:32 PDT by user via cli
3   2003-07-25 21:30:13 PDT by root via button
4   2003-07-25 13:46:48 PDT by user via cli
5   2003-07-25 05:33:21 PDT by root via autoinstall
...
rescue  2002-05-10 15:32:03 PDT by root via other

show system commit (At a Particular Time)

user@host> show system commit

commit requested by root via cli at Tue May  7 15:59:00 2002 

show system commit (At the Next Reboot)

user@host> show system commit

commit requested by root via cli at reboot

show system commit (Rollback Pending)

user@host> show system commit

0 2005-01-05 15:00:37 PST by root via cli commit confirmed, rollback in 3mins 

show system commit (QFX Series)

user@switch> show system commit

0   2011-11-25 19:17:49 PST by root via cli
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show system commit server queue

Syntax show system commit server queue
<id commit-id>
<job-status (all| error| pending| success)>
<patch (none | id commit-id) | (job-status (all | error | pending | success)>

Release Information Command introduced in Junos OS Release 12.1.

Description Display the status of commit server queue transactions.

NOTE: Only 50 successful commit jobs are stored in the database and
displayed in the output. When the fifty-first job is committed, the first job is
deleted from the database and is no longer displayed in the output.

Options id commit-id—(Optional) Display the batch commit operation status messages for a

specific commit ID.

job-status—(Optional)Displaybatchcommitoperationstatusmessages for the following

batch commit statuses:

• all—Status messages for all batch commit operations.

• error—Status messages for batch commit operations that have errors.

• pending—Status messages for batch commit operations that are pending.

• success—Status messages for batch commit operations that are successful.

patch (none | id commit-id) | job-status (all |error | pending | success)—(Optional) Display

the patch file containing the configuration changes for all batch commit operations,

a specific batch commit ID, or a specific job status.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Batch Commit Server Properties on page 171•

List of Sample Output show system commit server queue on page 429
show system commit server queue job-status success on page 429
show system commit server queue patch on page 430
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Sample Output

show system commit server queue

user@host> show system commit server queue

Pending commits:
  none

Completed commits:
  Id: 1000
  Last Modified: Tue Nov  1 22:46:43 2011
  Status: Successfully committed 1000

  Id: 1002
  Last Modified: Tue Nov  1 22:50:35 2011
  Status: Successfully committed 1002

  Id: 1004
  Last Modified: Tue Nov  1 22:51:48 2011
  Status: Successfully committed 1004

  Id: 1007
  Last Modified: Wed Nov  2 01:08:04 2011
  Status: Successfully committed 1007

  Id: 1009
  Last Modified: Wed Nov  2 01:16:45 2011
  Status: Successfully committed 1009

  Id: 1010
  Last Modified: Wed Nov  2 01:19:25 2011
  Status: Successfully committed 1010

  Id: 1011
  Last Modified: Wed Nov  2 01:28:16 2011
  Status: Successfully committed 1011

Error commits:
  Id: 1008
  Last Modified: Wed Nov  2 01:08:18 2011
  Status: Error while commiting 1008

show system commit server queue job-status success

user@host> show system commit server queue job-status success

Completed commits:
  Id: 1000
  Last Modified: Tue Nov  1 22:46:43 2011
  Status: Successfully committed 1000

  Id: 1001
  Last Modified: Tue Nov  1 22:47:02 2011
  Status: Successfully committed 1001
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show system commit server queue patch

user@host> show system commit server queue patch

Pending commits:
  none

Completed commits:
  Id: 1000
  Last Modified: Tue Nov  1 22:46:43 2011
  Status: Successfully committed 1000

Patch:
[edit system commit]
+ server {
+     days-to-keep-error-logs 4294967295;
+     traceoptions {
+         file commitd_nov;
+         flag all;
+     }
+ }
  Id: 1002
  Last Modified: Tue Nov  1 22:50:35 2011
  Status: Successfully committed 1002

Patch:
[edit system commit server]
- days-to-keep-error-logs 4294967295;
  Id: 1004
  Last Modified: Tue Nov  1 22:51:48 2011
  Status: Successfully committed 1004

Patch:
[edit system commit server]
+ days-to-keep-error-logs 4294967295;
  Id: 1007
  Last Modified: Wed Nov  2 01:08:04 2011
  Status: Successfully committed 1007

Patch:
[edit system commit server]
-  days-to-keep-error-logs 4294967295;
+  days-to-keep-error-logs 2;
  Id: 1009
  Last Modified: Wed Nov  2 01:16:45 2011
  Status: Successfully committed 1009

Patch:
[edit]
+ snmp {
+     community abc;
+ }
  Id: 1010
  Last Modified: Wed Nov  2 01:19:25 2011
  Status: Successfully committed 1010

Patch:
[edit system syslog]
  file test { ... }
+ file j {
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+     any any;
+ }
  Id: 1011
  Last Modified: Wed Nov  2 01:28:16 2011
  Status: Successfully committed 1011

Error commits:
  Id: 1008
  Last Modified: Wed Nov  2 01:08:18 2011
  Status: Error while commiting 1008

Patch:
[edit system]
+ radius-server {
+     10.1.1.1 port 222;
+ }
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show system commit server status

Syntax show system commit server status

Release Information Command introduced in Junos OS Release 12.1.

Description Display commit server status.

NOTE: By default, the status of the commit server is “Not running”. The
commit server starts running only when a commit job is added to the batch.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Batch Commit Server Properties on page 171•

List of Sample Output show system commit server status (When Server Is Inactive) on page 432
show system commit server status (When Server Is Active) on page 432

Sample Output

show system commit server status (When Server Is Inactive)

user@host> show system commit server status

Commit server status : Not running

show system commit server status (When Server Is Active)

user@R0> show system commit server status

Commit server status : Running
Jobs in process:
  1369 1370 1371
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show system configuration archival

Syntax show system configuration archival

Release Information Introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display directory and number of files queued for archival transfer.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

List of Sample Output show system configuration archival on page 433

Sample Output

show system configuration archival

user@host> show system configuration archival

/var/transfer/config/:
total 8
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show system configuration rescue

Syntax show system configuration rescue

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Display a rescue configuration, if one exists.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

show system configuration archival on page 433•

List of Sample Output show system configuration rescue on page 434

Sample Output

show system configuration rescue

user@switch> show system configuration rescue

version "7.3"; groups {
    global {
        system {
            host-name router1;
            domain-name customer.net;
            domain-search [ customer.net ];
            backup-router 192.0.2.0;
            name-server {
                192.0.2.11;
                192.0.2.101;
                192.0.2.100;
                192.0.2.10;
            }
            login {
                user user1 {
                    uid 928;
                    class ;
                    shell csh;
                    authentication {
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                        encrypted-password "$ABC123"; ## SECRET-DATA
                    }
                }
            }
            services {
                ftp;
                rlogin;
                rsh;
                telnet;
            }
        }
    }
....
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show system rollback

Syntax show system rollback number
<compare number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the contents of apreviously committed configuration, or thedifferencesbetween

two previously committed configurations.

NOTE: The show system rollback command is a purely operational mode

command and cannot be issued with run from the configurationmode.

Options number—Number of a configuration to view. The output displays the configuration. The
range of values is 0 through 49.

compare number—(Optional) Number of another previously committed (rollback)
configuration to compare to rollback number. The output displays the differences

between the two configurations. The range of values is 0 through 49.

Required Privilege
Level

view

List of Sample Output show system rollback compare on page 436

Sample Output

show system rollback compare

user@host> show system rollback 3 compare 1

[edit]
+  interfaces {
+      ge-1/1/1 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 10.1.1.1/10;
+              }
+          }
+      }
+      ge-1/2/1 {
+          unit 0 {
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+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 10.1.1.1/10;
+              }
+          }
+      }
+      ge-1/3/0 {
+          unit 0 {
+              family inet {
+                  filter {
+                      input mf_plp;
+                  }
+                  address 10.1.1.1/10;
+              }
+          }
+      }
+}
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test configuration

Syntax test configuration filename
syntax-only

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

syntax-only option introduced in Junos OS Release 12.1.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Verify that the syntax of a configuration file is correct. If the configuration contains any

syntax or commit check errors, a message is displayed to indicate the line number and

column number in which the error was found. This command only accepts text files.

Options filename—Name of the configuration file.

syntax-only—(Optional)Check the syntaxof apartial configuration file,without checking
for commit errors.

Required Privilege
Level

view

List of Sample Output test configuration on page 438

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

test configuration

user@host> test configuration terminal

[Type ^D to end input]
system {
host-name host;
test1;
login;
}
terminal:3:(8) syntax error: test
  [edit system]
    'test;'
      syntax error
terminal:4:(11) statement must contain additional statements: ;
  [edit system login]
    'login ;'
      statement must contain additional statements
configuration syntax failed
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