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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.
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Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxiii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xxiv defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You

can use either of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page

on the Juniper Networks TechLibrary site, and do one of the following:

• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you

or if you have suggestions for improvement, and use the pop-up form to provide

feedback.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.
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• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: https://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at https://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://www.juniper.net/support/requesting-support.html.
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PART 1

ConfiguringDynamicVLANs forSubscriber
Access Networks

• Dynamic VLAN Overview on page 3

• ConfiguringDynamicProfilesand InterfacesUsed toCreateDynamicVLANsonpage 15

• Configuring Subscriber Authentication for Dynamic VLANs on page 29

• ConfiguringVLANs forHouseholdsor IndividualSubscribersUsingACI-BasedDynamic

VLANs on page 39

• ConfiguringVLANsforHouseholdsor IndividualSubscribersUsingAccess-Line-Identifier

Dynamic VLANs on page 53

• High Availability for Service VLANs on page 69
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CHAPTER 1

Dynamic VLAN Overview

• Subscriber Management VLAN Architecture Overview on page 3

• Dynamic 802.1Q VLAN Overview on page 6

• Static Subscriber Interfaces and VLAN Overview on page 7

• Pseudowire Termination: Explicit Notifications for Pseudowire Down Status on page 8

• Configuring an Access Pseudowire That Terminates into VRF on the Service

Node on page 10

• Configuring an Access Pseudowire That Terminates into a VPLS Routing

Instance on page 12

Subscriber Management VLANArchitecture Overview

The subscribermanagement logical network architecture is as important as the physical

network architecture. You configure the logical portion of the subscriber management

network using virtual local area networks (VLANs).

Customer VLANs

CustomerVLANs(C-VLANs)provideone-to-one(1:1) subscriber-to-serviceconnectivity:

One VLAN carries all traffic to each subscriber on the network. Having a single VLAN per

subscriber simplifies operations by providing a 1:1 mapping of technology (VLANs) to

subscribers. You can also understand what applications any subscriber is using at any

given time. Because you use only one VLAN to carry traffic to each subscriber, this

approach isnotaffectedwhenaddingnewservices.However, usingapureC-VLANmodel

consumesmore bandwidth because a single television channel being viewedbymultiple

subscribers is carried across the network several times—once on each C-VLAN. This

approach requires amore scalable, robust edge router that can support several thousand

VLANs.

Configurations that use C-VLANs uniquely identify subscribers by using the VLAN ID and

stacked VLAN (S-VLAN) ID. Subscriber packets received from the access node that are

either single-tagged with a VLAN ID or double-tagged with both an S-VLAN ID and a

VLAN ID are examples of C-VLAN configurations because they provide a one-to-one

correspondence between an individual subscriber and the VLAN encapsulation.

In the C-VLAN architecture, each customer premises equipment (CPE) or subscriber

network has its own dedicated Layer 2 path to the router. Each subscriber network is
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separated by a customer VLAN (C-VLAN) that is dedicated to a particular customer. The

services for each customer are transmitted from the router to the access node bymeans

of that customer’s C-VLAN.

The ability to uniquely identify subscribers by means of VLAN encapsulation facilitates

delivery of services such as authentication, authorization, and accounting (AAA); class

of service (CoS); and filters (policers) to subscribers in a C-VLAN configuration.

We recommend using C-VLANs for data and voice traffic to simplify configuration and

managementwhenexpandingservices.However, someMSANsare limited to thenumber

of VLANs they can support, limiting the ability to use C-VLANs.

Service VLANs

ServiceVLANs (S-VLANs)providemany-to-one (N:1) subscriber-to-service connectivity:

The service VLAN carries a service (for example, data, video, or voice) to all subscribers

instead of having different services share a VLAN. Adding a new service requires adding

a new VLAN and allocating bandwidth to the new service. The service VLANmodel

enables different groups that are using the broadband network (for example, external

applicationproviders) tomanageaservice.One limitationof serviceVLANs is theabsence

of any logical isolation between user sessions at the VLAN level. This lack of isolation

requires that the multiservice access node (MSAN) and broadband network gateway

(BNG) provide the necessary security filtering.

Service VLANs enable service providers to route different services to different routers to

functionally separate network services and reduce network complexity.

Typically, you would use S-VLANs for video and IPTV traffic.

Hybrid VLANs

Hybrid C-VLAN—The hybrid VLAN combines the best of both previous VLANs by using
oneVLANper subscriber tocarryunicast trafficandonesharedmulticastVLAN(M-VLAN)

for carrying broadcast (multicast) television traffic. You can use both the pure and hybrid

C-VLANmodels indifferentportionsof thenetwork, dependinguponavailablebandwidth

and MSAN capabilities.

NOTE: The termC-VLAN,whenusedcasually, often refers toahybridC-VLAN
implementation.
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Broadband Subscriber Management VLANs Across anMSAN

You configure VLANs to operate between the MSAN and the edge router (broadband

services routeror videoservices router).However, theMSANmightmodifyVLAN identifiers

before forwarding information to the subscriber in the following ways:

NOTE: Not all MSANs support these options.

• The VLAN identifiers can be carried within the ATM VCs or they can be removed. The

value of keeping the VLAN header is that it carries the IEEE 802.1p Ethernet priority

bits. These priority bits can be added to upstream traffic by the residential gateway,

allowing theDSLAMtoeasily identify andprioritizemore important traffic (for example,

control andVoIP traffic). Typically, aVLAN identifier of zero (0) is used for this purpose.

• InaC-VLANmodel, theMSANmightmodify theVLAN identifier so that thesameVLAN

is sent to each subscriber. This enables theuseof the samedigital subscriber line (DSL)

modem and residential gateway configuration for all subscribers without the need to

define a different VLAN for each device.

NOTE: Most MSANs can support the service VLANmodel.

Customer VLANs and Ethernet Aggregation

The 12-bit VLAN identifier (VLAN ID) can support up to 4095 subscribers. When using

an aggregation switch with a C-VLAN topology, and fewer than 4095 subscribers are

connected to a single edge router port, the aggregation switch can transparently pass

all VLANs. However, if the VLAN can exceed 4095 subscribers per broadband services

router port, you must use VLAN stacking (IEEE 802.1ad, also known as Q-in-Q). VLAN

stacking includes two VLAN tags—an outer tag to identify the destination MSAN and an

inner tag to identify the subscriber. For downstream traffic (that is, from the broadband

services router or Ethernet switch to the MSAN), the outer tag determines which port to

forward traffic. The forwardingdevice thenuses theVLANpop functionon this tagbefore

forwarding the traffic with a single tag. The reverse process occurs for upstream traffic.

VLANstacking isnotnecessary forS-VLANsorM-VLANs.However, for thehybrid (C-VLAN

andM-VLAN)model, the Ethernet switch or services router must be able to pop or push

tags onto C-VLAN traffic while not modifying M-VLAN packets.

Related
Documentation

Static Subscriber Interfaces and VLAN Overview on page 7•
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Dynamic 802.1Q VLANOverview

You can identify VLANs statically or dynamically. You can also configure a mix of static

and dynamic VLANs on the same underlying interface.

For Ethernet, Fast Ethernet, Tri-Rate Ethernet copper, Gigabit Ethernet, 10-Gigabit

Ethernet, and aggregated Ethernet interfaces supporting VPLS, Junos OS supports a

subset of the IEEE 802.1Q standard for channelizing an Ethernet interface into multiple

logical interfaces. Many hosts can be connected to the same Gigabit Ethernet switch,

but they cannot be in the same routing or bridging domain.

To identify VLANs statically, you can reference a static VLAN interface in a dynamic

profile. To identify subscribers dynamically, you use a variable to specify an 802.1QVLAN

that is dynamically created when a subscriber accesses the network.

Dynamic VLAN Configuration

You can configure the router to dynamically create VLANs when a client accesses an

interface and requests a VLAN ID that does not yet exist. When a client accesses a

particular interface, the router instantiates a VLAN dynamic profile that you have

associatedwith the interface.Using the settings in thedynamicprofile, the router extracts

information about the client from the incoming packet (for example, the interface and

unit values), saves this information in the routing table, and creates a VLAN or stacked

VLAN ID for the client from a range of VLAN IDs that you configure for the interface.

Dynamic VLAN configuration supports the creation of IPv4 (inet), DHCPv4, IPv6 (inet6),

and DHCPv6 VLANs.

DynamicMixed VLAN Ranges

Dynamic VLAN and dynamic stacked VLAN configuration supports mixed (or flexible)

VLAN ranges.WhenyouconfiguredynamicmixedVLANranges, youmust create separate

dynamic profiles for VLANs and stacked VLANs. Table 3 on page 6 lists all valid

combinations for themaximumnumberofdynamicprofilesandVLANandstackedVLAN

ranges on a single underlying interface.

Table 3: MaximumDynamic Profiles and Ranges for Dynamic Mixed VLAN Configurations

Stacked VLANsVLANs

MaximumNumber of Stacked
VLAN Ranges Per Profile

MaximumNumber of
Dynamic Profiles

MaximumNumber of
VLAN Ranges Per Profile

MaximumNumber of
Dynamic Profiles

12811281

32163216

32161281

12813216
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Table 3 on page 6 shows the valid maximums for the following dynamic mixed VLAN

range configuration scenarios, in this order:

• Configurations that require up to 128 VLAN ranges and up to 128 stacked VLAN ranges

on a single underlying interface. Youmust create one VLAN dynamic profile and one

stacked VLAN dynamic profile, each with amaximum of 128 ranges per profile.

• Configurations that require up to 32 VLAN ranges and up to 32 stacked VLAN ranges

on a single underlying interface. You can configure up to 16 VLAN dynamic profiles and

up to 16 stackedVLANdynamic profiles, eachwith amaximumof 32 ranges per profile.

• Configurations that consist ofoneVLANdynamicprofilewithamaximumof 128 ranges,

and up to 16 stacked VLAN dynamic profiles with 32 ranges each.

• Configurations that consist of up to 16 VLAN dynamic profiles with 32 ranges each,

and one stacked VLAN dynamic profile with a maximum of 128 ranges.

The following guidelines apply to the limits in Table 3 on page 6 when you configure

VLAN ranges and S-VLAN ranges for use with dynamic profiles:

• These limits apply to both single-tagged and double-tagged dynamic VLAN ranges.

• These limits apply only to MX Series routers with MPCs. For MX Series routers with

EnhancedQueuing IPServicesDPCs(DPCE-R-Qmodelnumbers)orEnhancedQueuing

Ethernet Services DPCs (DPCE-X-Qmodel numbers), themaximumnumber of VLAN

ranges for a dynamic profile on an underlying interface remains unchanged at 32VLAN

ranges and 32 S-VLAN ranges.

• These limits havenoeffect on themaximumnumber ofVLAN IDsonagivenunderlying

interface. The valid range of ID values for a dynamic VLAN range or dynamic S-VLAN

range remains unchanged at 1 through 4094.

Related
Documentation

Configuring Interfaces to Support Both Single and Stacked VLANs on page 23•

Static Subscriber Interfaces and VLANOverview

This topic describes the topology for configuring subscriber interfaces over static VLAN

interfaces.

In a dynamic profile, you can configure VLAN subscriber interfaces over the following

statically created logical interface types:

• GE—Gigabit Ethernet

• XE—10-Gigabit Ethernet

• AE—Aggregated Ethernet

We recommend that you configure each subscriber on a statically created VLAN.

Figure 1 on page 8 shows an example of subscriber interfaces on an individual VLAN.
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Figure 1: VLAN Subscriber Interfaces

You can further separate VLANs on subscriber interfaces by configuring aVLAN interface

as the underlying interface for a set of IP demux interfaces.

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

Pseudowire Termination: Explicit Notifications for Pseudowire Down Status

As the demand for MPLS-based Layer 2 services grows, new challenges arise for service

providers to be able to interoperate Layer 2 with Layer 3 and give their customers

value-added services. MPLS in the access networks is already used by applications like

mobile orDSLbackhaul toachieveamore cost-efficient solution, better service reliability,

and quality of service. Most of the traditional access network infrastructure is built over

TDM circuits such as DS3 for higher speeds, ATM, or Frame Relay as access trails in a

Layer 3 service. For higher bandwidth requirements andmore flexibility, service providers

useEthernetasaccess technology forawide rangeofnetwork services.AlthoughEthernet

provides a convenient link topology for access networks, it is not well suited for Layer 2

switchingand for aggregating traffic fromtheaccessnetwork to thecore.MPLS isalready

used in the core and now its presence in the access network enables use of a single

technology across the network.WhenMPLS is deployed in the access network, Ethernet

is used as a link-layer encapsulation technology only, andMPLS switches perform traffic

forwarding and provide other Layer 2 services. There is an increase in demand for using

pseudowires as access circuits in the service delivery points in the network. These

pseudowires terminate on a service node on which the service provider applies Layer 3

or Layer 2 services to the customer data.

The following is a generic topology for understanding termination for pseudowire into a

Layer 2 or Layer 3 instance and the notifications for both cases.

The following terminologies are used for the network elements:

• Access node (AN): An access node is typically a customer edge device that processes

the packets entering or exiting the network at Layer 2. This includes devices such as

DSLAMs and MSANs.

• Transport node(TN): A transport node acts like a P router as it does not have any

customer or service state. It is either used for connecting the access node to the service

node or to two service nodes.
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• Service node (SN): A service node is a PE router that applies services to the customer

packets. It includes Layer 2 PE, Layer 3 PE, peering routers, video servers, base station

controllers, andmedia gateways.

The following example shows a linear L2-L3 interconnection set up with the absence of

pseudowire redundancy. Here, the access circuit pseudowire is configured between the

access PE (SN1) and service node (SN2), which defines the boundary of the L2 domain.

The Layer 3 VPN is configured between SN2 and SN3, which constitute the L3 domain.

Layer 2 circuit pseudowire terminates in the VRF of the device interconnecting the L2-L3

domains (SN2); that is, the service node performs stitching between the Layer 2 circuit

and the Layer 3 VPN.

Figure 2: Pseudowire Termination

Related
Documentation

Configuring an Access Pseudowire That Terminates into VRF on the Service Node on

page 10

•

• Configuring an Access Pseudowire That Terminates into a VPLS Routing Instance on

page 12
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Configuring an Access Pseudowire That Terminates into VRF on the Service Node

EachVPNhas its ownVPN-specific routing table per VPNsite.Whenan ingressPE router

(SN2) receives routes advertised from a directly connected access node (CE2), it checks

the received route against the VRF export policy for that VPN. If it matches, the route is

converted to VPN-IPv4 format; that is, the route distinguisher is added to the route. This

VPN-IPv4 route is advertised to the remote PE routers. It also attaches a route target to

each route learned from the directly connected sites, which is based on the value of the

configured export target policy of the VRF tables.When an egress PE router receives this

route, it checks it against the import policy between the PE routers. If accepted, the route

is placed into its bgp.l3vpn.0 table. At the same time, the router checks the route against

the VRF import policy for the VPN. If it matches, the route distinguisher is removed from

the route, and the route is placed into the VRF table in IPv4 format.

On SN2 and SN1, routes are installed in the VRF based on the import and export VRF

policies. OSPF and direct routes from CE2 are installed in the VRF of SN2, which is then

converted into IPv4-VPN routes. The routes to be learned over the CE-PE link is defined

under protocols in the routing instance. Now, from the other end, the access pseudowire

terminates in the VRF of the SN1 device, and the static routing is configured between the

access node (CE1) and the service node(SN1). Traffic at this point is handled at the IP

level, before it enters the Layer 3 domain. The translation from IP route to IPv4-VPN route

happens at SN2.

Figure 3: Pseudowire Termination

1. To configure the logical tunnel interfaces or the lt-ifls.

[edit interfaces]
lt-0/0/10 {
unit 0 {
encapsulation vlan-ccc;
vlan-id number;
peer-unit 1;

}
unit 1 {
encapsulation vlan;
vlan-id number;
peer-unit 0;
family inet {
address IPv4 address;

}
}

}
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2. To configure appropriate import and export policies.

Each VPN has its own VPN-specific routing table per VPN site. When an ingress PE

router (CE2) receives routes advertised from a directly connected access node, it

checks the received route against the VRF export policy for that VPN. If it matches,

the route is converted to VPN-IPv4 format; that is, the route distinguisher is added to

the route.

[edit policy-options]
policy-statement policy-name {
term 1 {
from protocol [ direct ospf ];
then {
community add l3vpn;
accept;

}
}

}

Whenanegress router receives this route, it checks it against the importpolicybetween

the CE routers. If it is accepted, then the route is placed into its bgp.l3vpn.0 table. At

the same time, the router checks the route against the VRF import policy for the VPN.

[edit policy-options]
policy-statement policy-name {
term 1 {
from community l3vpn;
then accept;

}
}

3. To access the pseudowire configuration on SN1.

[edit protocols]
l2circuit {
neighbor address {
interface lt-0/0/10.0 {
virtual-circuit-id number;

}
}

}

4. To configure the Layer 3 VPN routing instance.

In Layer 2 domains where service node SN1 interconnects the L2 to L3 domain, you

need to activate the vrf-table-label feature to be able to advertise the direct-subnet

prefix that corresponds to the lt-ifl toward the Layer 3 domain.

[edit routing-instances]
l3vpn routing instance {
instance-type vrf;
interface lt-0/0/10.1;
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route-distinguisher 100:2;
vrf-import l3vpn-import;
vrf-export l3vpn-export;
vrf-table-label;
protocols {
ospf {
export ospf_export;
area 0.0.0.0 {
interface all {
priority 0;

}
}

}
}

}

Use the following operational mode commands to verify termination of an access

pseudowire into VRF:

• show l2circuit connections

• show route table l3vpn_1.inet.0

Related
Documentation

Pseudowire Termination: Explicit Notifications for Pseudowire Down Status on page 8•

• Configuring an Access Pseudowire That Terminates into a VPLS Routing Instance on

page 12

Configuring an Access Pseudowire That Terminates into a VPLS Routing Instance

Terminating theaccesspseudowire intoaVPLS instance is supported forbothLDP-VPLS

and BGP-VPLS.

To configure an access pseudowire that terminates into VPLS on the service node using

LT-IFLS andmesh-groups:

1. Configure the logical tunnel interfaces or the lt-ifls.

Logical tunnel interface pairs are used for stitching Layer 2 network elements to VPLS

when an access pseudowire terminates into a VPLS routing instance.

[edit interfaces]
interface name {
unit 0 {
encapsulation vlan-ccc;
vlan-id number;
peer-unit 1;

}
unit 1 {
encapsulation vlan-vpls;
vlan-id number;
peer-unit 0;
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family vpls;
}

}

2. Configure the VPLS routing instance.

To terminate the access pseudowire into a VPLS routing instance, use mesh groups

as follows:

[edit routing-instances]
routing-instance name {
instance-type vpls;
interface interface name;
route-distinguisher 192.0.2.255:1;
vrf-target target:64577:1;
protocols {
site vpls {
site-identifier 4;
interface interface name;

}
mesh-group pe-mid {
vpls-id number;
local-switching;
neighbor 192.0.2.1;

}
}

}

In LDP-VPLSandBGP-VPLS, theLayer2circuit onlyneeds tobeconfiguredon theaccess

PE (SN1) with a virtual circuit ID, and the corresponding VPLS ID is configured on the

service node for terminating the pseudowire. Local switching can be used on the service

node to switch the traffic frommultiple pseudowires into the desired VPLS routing

instance.

Use the show vpls connections operational mode command to verify termination of an

access pseudowire into a VPLS routing instance.

Related
Documentation

• Pseudowire Termination: Explicit Notifications for Pseudowire Down Status on page 8

• Configuring an Access Pseudowire That Terminates into VRF on the Service Node on

page 10
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CHAPTER 2

Configuring Dynamic Profiles and
InterfacesUsed toCreateDynamicVLANs

• Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17

• Configuring a Dynamic Profile Used to Create Stacked VLANs on page 19

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

• Configuring Interfaces to Support Both Single and Stacked VLANs on page 23

• Overriding the Dynamic Profile Used for an Individual VLAN on page 25

• Configuring a VLAN Dynamic Profile That Associates VLANs with Separate Routing

Instances on page 26

• Automatically Removing VLANs with No Subscribers on page 27

• Verifying and Managing Dynamic VLAN Configuration on page 28

Configuring a Dynamic Profile Used to Create Single-Tag VLANs

Starting in Junos OS Release 14.1, you can configure a dynamic profile for creating

single-tagged VLANs.

Before you begin:

• Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

To configure a dynamic VLAN profile:

1. Ensure that the VLAN dynamic profile uses the $junos-interface-ifd-name variable for

the dynamic interface and the $junos-interface-unit variable for the interface unit.

2. (Optional) To support dynamic demux interfaces, enable them for IPv4 or IPv6.

• For IPv4 demux interfaces:
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[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]

user@host# set demux-source inet

• For IPv6 demux interfaces:

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]

user@host# set demux-source inet6

3. (Optional)Toconfigure the router to respond toanyARP request, specify theproxy-arp

(Dynamic Profiles) statement.

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]

user@host# set proxy-arp (Dynamic Profiles)

4. Specify that you want to use dynamic VLAN IDs in the dynamic profile. You can

configure the dynamic profile to create a single-tag VLAN using only standard tag

protocol identifier (TPID) values (0x8100) or to create a VLAN using any TPID value.

• To configure the dynamic profile to create single-tag VLANs that accept only

standard TPID values (a TPID value of 0x8100):

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]

user@host# set vlan-id $junos-vlan-id

When the dynamic profile is instantiated, the variable is dynamically replaced with

a VLAN ID within the VLAN range specified at the [interfaces] hierarchy level.

• To configure the dynamic profile to create single-tag VLANs that accept any TPID

value:

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]

user@host# set vlan-tags outer $junos-vlan-id

The variable is dynamically replacedwith both the TPID value and aVLAN IDwithin

the VLAN range specified at the [interfaces] hierarchy level.

5. Define the unit family type.

a. For IPv4 interfaces:

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]

user@host# set family inet

b. For IPv6 interfaces:
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[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]

user@host# set family inet6

6. (Optional) Enable IP and MAC address validation for dynamic demux interfaces in a

dynamic profile.

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit" family inet]

user@host# setmac-validate loose

7. Specify the unnumbered address and preferred source address.

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit" family inet]

user@host# set unnumbered-address lo.0 preferred-source-address 192.0.2.16

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you can configure a dynamic profile for
creating single-tagged VLANs.

14.1

Related
Documentation

Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17

•

• Dynamic 802.1Q VLAN Overview on page 6

• Dynamic Variables Overview

Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag
VLANs

Starting in Junos OS Release 14.1, you configure an interface to use a dynamic profile

when the dynamic VLANs are created. The dynamic profile uses the VLAN ranges

configured for the interface.

To configure the interface:

1. Access the interface over which you want to create dynamic VLANs.

user@host# edit interfaces ge-0/0/0

2. Access the VLAN range configuration

[edit interfaces ge-0/0/0]
user@host# edit auto-configure vlan-ranges
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3. Specify the dynamic profile used to create VLANs.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF-1

4. Specify the VLAN Ethernet packet type the VLAN dynamic profile accepts.

inet and dhcp-v4 for IPv4 packets, inet6 and dhcp-v6 for IPv6 packets, and pppoe for

PPP packets are supported.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF-1]
user@host# set accept inet

5. Specify the VLAN ranges that you want the dynamic profile to use. The following

example specifies a lowerVLAN ID limit of 3000andany upperVLAN ID limit (a range

from 1 through 4094).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF1]
user@host# set ranges 3000-any

NOTE: You can configuremultiple VLAN range groups (up to 32 total) on
the same physical interface that use different VLAN dynamic profiles.

6. (Optional) Access another VLAN dynamic profile for which you want to configure

VLAN ranges. Specify the VLAN ranges that you want the dynamic profile to use. The

following example specifies a lower VLAN ID limit of 2000 and any upper VLAN ID

limit (a range from 1 through 4094).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF2
user@host# set ranges 2000-any

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you configure an interface to use a dynamic
profile when the dynamic VLANs are created. The dynamic profile uses the
VLAN ranges configured for the interface.

14.1

Related
Documentation

Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15•

• Dynamic 802.1Q VLAN Overview on page 6

Copyright © 2018, Juniper Networks, Inc.18

Broadband Subscriber VLANs and Interfaces Feature Guide



Configuring a Dynamic Profile Used to Create Stacked VLANs

Starting in JunosOSRelease 14.1, you can configure adynamicprofile for creating stacked

802.1Q VLANs.

Before you begin:

• Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

To configure a dynamic VLAN profile:

1. Ensure that the VLAN dynamic profile uses the $junos-interface-ifd-name variable for

the dynamic interface and the $junos-interface-unit variable for the interface unit.

2. (Optional) To support dynamic demux interfaces, enable them for IPv4 or IPv6.

• For IPv4 demux interfaces:

[editdynamic-profilesSTACKED-VLAN-PROF1 interfaces"$junos-interface-ifd-name"
unit "$junos-interface-unit"]

user@host# set demux-source inet

• For IPv6 demux interfaces:

[editdynamic-profilesSTACKED-VLAN-PROF1 interfaces"$junos-interface-ifd-name"
unit "$junos-interface-unit"]

user@host# set demux-source inet6

3. (Optional)Toconfigure the router to respond toanyARP request, specify theproxy-arp

statement.

[editdynamic-profilesSTACKED-VLAN-PROF1 interfaces"$junos-interface-ifd-name"
unit "$junos-interface-unit"]

user@host# set proxy-arp

4. Specify the outer VLAN ID variable.

[editdynamic-profilesSTACKED-VLAN-PROF1 interfaces"$junos-interface-ifd-name"
unit "$junos-interface-unit"]

user@host# set vlan-tags outer $junos-stacked-vlan-id

The variable is dynamically replaced with an outer VLAN ID within the VLAN range

specified at the [interfaces] hierarchy level.

5. Specify the inner VLAN ID variable.

[editdynamic-profilesSTACKED-VLAN-PROF1 interfaces"$junos-interface-ifd-name"
unit "$junos-interface-unit"]

user@host# set vlan-tags inner $junos-vlan-id
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The variable is dynamically replaced with an inner VLAN ID within the VLAN range

specified at the [interfaces] hierarchy level.

6. Define the unit family type.

a. For IPv4 interfaces:

[edit dynamic-profiles STACKED-VLAN-PROF1 interfaces
"$junos-interface-ifd-name" unit "$junos-interface-unit"]

user@host# set family inet

b. For IPv6 interfaces:

[edit dynamic-profiles STACKED-VLAN-PROF1 interfaces
"$junos-interface-ifd-name" unit "$junos-interface-unit"]

user@host# set family inet6

7. (Optional) Enable IP and MAC address validation for dynamic demux interfaces in a

dynamic profile.

[editdynamic-profilesSTACKED-VLAN-PROF1 interfaces"$junos-interface-ifd-name"
unit "$junos-interface-unit" family inet]

user@host# setmac-validate loose

8. Specify the unnumbered address and preferred source address.

[editdynamic-profilesSTACKED-VLAN-PROF1 interfaces"$junos-interface-ifd-name"
unit "$junos-interface-unit" family inet]

user@host# set unnumbered-address lo.0 preferred-source-address 192.0.2.16

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you can configure a dynamic profile for
creating stacked 802.1Q VLANs.

14.1

Related
Documentation

Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

•

• Configuring a Basic Dynamic Profile

• Dynamic 802.1Q VLAN Overview on page 6

• Dynamic Variables Overview

• Junos OS Predefined Variables
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Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked
VLANs

Starting in Junos OS Release 14.1, you configure an interface to use a dynamic profile

when the dynamic VLANs are created. The dynamic profile uses the VLAN ranges

configured for the interface.

To configure the interface:

1. Access the interface over which you want to create dynamic VLANs.

user@host# edit interfaces ge-0/0/0

2. Specify that this interface is for use with stacked VLAN ranges.

[edit interfaces ge-0/0/0]
user@host# set stacked-vlan-tagging

3. Access the VLAN range configuration

[edit interfaces ge-0/0/0]
user@host# edit auto-configure stacked-vlan-ranges

4. Specify the dynamic profile used to create VLANs.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile STACKED-VLAN-PROF1

5. Specify the VLAN Ethernet packet type the VLAN dynamic profile accepts.

inet and dhcp-v4 for IPv4 packets, inet6 and dhcp-v6 for IPv6 packets, and pppoe for

PPP packets are supported.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile
STACKED-VLAN-PROF1]

user@host# set accept inet

6. Specify the outer and inner stacked VLAN ranges that you want the dynamic profile

to use. The following example specifies an outer stacked VLAN ID range from 2000

through 4000 and an inner stacked VLAN ID range of any (enabling a range from 1

through 4094 for the inner stacked VLAN ID).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF1]
user@host# set ranges 2000-4000,any
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NOTE: You can configuremultiple dynamic profile associations (up to
32) with different VLAN range groups on each physical interface.

7. (Optional) Access another VLAN dynamic profile for which you want to configure

VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF2

8. (Optional)Specify theouterand inner stackedVLANranges that youwant thedynamic

profile to use. The following example specifies an outer stacked VLAN ID range from

3001 through4000andan inner stackedVLAN ID rangeofany (enabling a range from

1 through 4094 for the inner stacked VLAN ID).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF2]
user@host# set ranges 3001-4000,any

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you configure an interface to use a dynamic
profile when the dynamic VLANs are created. The dynamic profile uses the
VLAN ranges configured for the interface.

14.1

Related
Documentation

Configuring a Dynamic Profile Used to Create Stacked VLANs on page 19•

• Dynamic 802.1Q VLAN Overview on page 6
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Configuring Interfaces to Support Both Single and Stacked VLANs

Starting in Junos OS Release 14.1, you can configure VLANs to support simultaneous

transmission of 802.1Q VLAN single-tag and stacked frames on logical interfaces on the

same Ethernet port, and on pseudowire logical interfaces.

Junos VLAN IDs for single-tag VLANs are equivalent to the outer tags used for stacked

(dual-tag) VLANs. When configuring mixed (flexible) VLANs, any overlap on single-tag

VLAN IDs and stacked VLAN outer tag values is supported only for dynamic VLANs on

MPC linecards.Whenconfiguringmixed (flexible)VLANSonDPCE linecards, overlapping

single-tag VLAN IDs and stacked VLAN outer tag values is not supported. This means

that a dynamically created single-tagged VLAN interface prevents any overlapping

stacked VLAN interfaces from being created or a dynamically created stacked VLAN

interface prevents any overlapping single-tagged VLAN interfaces from being created.

NOTE: For information about themaximum number of dynamic profiles,
VLAN ranges, and stacked VLAN ranges for dynamicmixed VLAN
configurations, see “Dynamic 802.1Q VLANOverview” on page 6.

To configure both VLAN and stacked VLAN ranges:

1. Access the interface over which you want to create dynamic VLANs.

user@host# edit interfaces ge-0/0/0

2. Indicate that this interface is for use with both VLAN and stacked VLAN ranges.

[edit interfaces ge-0/0/0]
user@host# set flexible-vlan-tagging

3. Define interface automatic configuration values.

[edit interfaces ge-0/0/0]
user@host# edit auto-configure

4. Specify that you want to modify VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit vlan-ranges

5. Access the VLAN dynamic profile for which you want to configure VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF1
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6. Specify the VLAN ranges that you want the dynamic profile to use. The following

example specifies a lower VLAN ID limit of 2000 and an upper VLAN ID limit of 3000.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF1]
user@host# set ranges 2000-3000

NOTE: You can configuremultiple dynamic profile associations (up to
32) with different VLAN range groups on each physical interface.

7. Specify that you want to modify stacked VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit stacked-vlan-ranges

8. Access the VLAN dynamic profile for which you want to configure VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure stacked-vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF2

9. Specify the outer and inner stacked VLAN ranges that you want the dynamic profile

to use. The following example specifies an outer stacked VLAN ID range from 3001

through 4000 (to avoid overlapping VLAN IDs with single-tag VLANs) and an inner

stacked VLAN ID range of any (enabling a range from 1 through 4094 for the inner

stacked VLAN ID).

[edit interfaces ge-0/0/0 auto-configure stacked-vlan-ranges dynamic-profile
VLAN-PROF2]

user@host# set ranges 3001-4000,any

NOTE: You can configuremultiple dynamic profile associations (up to
32) with different VLAN range groups on each physical interface.

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, you can configure VLANs to support
simultaneous transmission of 802.1Q VLAN single-tag and stacked frames on
logical interfaces on the same Ethernet port, and on pseudowire logical
interfaces.

14.1

Related
Documentation

Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17

•

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21
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• Dynamic 802.1Q VLAN Overview on page 6

Overriding the Dynamic Profile Used for an Individual VLAN

You can override dynamic profile assignment to individual VLANs that are already part

of a previously defined VLAN range. This functionality provides a type of exception to an

assigned VLAN range. It enables you to configure individual VLAN IDs to use a different

dynamic profile from the one assigned to the VLAN range that includes the individual

VLAN ID.

To configure dynamic profile override for a specific VLAN:

1. Access the interface on which you want to create a dynamic profile override.

user@host# edit interfaces ge-0/0/0

2. Access the interface automatic configuration hierarchy.

[edit interfaces ge-0/0/0]
user@host# edit auto-configure

3. Access either the single-tagged or dual-tagged (stacked) VLAN ranges that youwant

to modify.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit vlan-ranges

or

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit stacked-vlan-ranges

4. Define the override statement along with the VLAN tag that you want to override and

the dynamic profile that you want to use when overriding the specified VLAN tag.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# set override tag 20 dynamic-profile NewProfile

or

[edit interfaces ge-0/0/0 auto-configure stacked-vlan-ranges]
user@host# set override tag 20 dynamic-profile NewProfile
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Configuring a VLANDynamic Profile That Associates VLANswith Separate Routing
Instances

You can configure a VLAN dynamic profile that dynamically creates underlying VLAN

interfaces and associates these interfaces with statically created routing instances. The

VLAN interface is created for a specific routing instance as defined by VSA 26–1

(Virtual-Router) on the AAA server (for example, RADIUS server).

To configure a dynamic VLAN profile to use routing instances when creating VLANs, add

the routing instance configuration to your dynamic profile:

1. Access the dynamic profile.

[edit]
user@host# edit dynamic-profiles VLAN_PROFILE_RI

2. Specify that you want to dynamically associate the profile with routing instances.

[edit dynamic-profiles VLAN_PROFILE_RI]
user@host# edit routing-instances $junos-routing-instance

3. Define the routing instance interfacestatementwith the internal$junos-interface-name

variable used by the router to match the interface name of the receiving interface.

[editdynamic-profilesVLAN_PROFILE_RI routing-instances “$junos-routing-instance”]
user@host# set interface $junos-interface-name

4. Define the dynamic profile interfaces statement with the internal

$junos-interface-ifd-name variable.

[edit dynamic-profiles VLAN_PROFILE_RI]
user@host# edit interfaces $junos-interface-ifd-name

5. Define the unit statement with the internal $junos-interface-unit variable used by the

router to generate a unit value for the interface.

[edit dynamic-profiles VLAN_PROFILE_RI interfaces "$junos-interface-ifd-name"]
user@host# edit unit $junos-interface-unit

Related
Documentation

Configuring a Basic Dynamic Profile•

• Dynamic 802.1Q VLAN Overview on page 6

• Dynamic Variables Overview

• Junos OS Predefined Variables

• Configuring Frames with Particular TPIDs to Be Processed as Tagged Frames
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• Configuring Dynamic Authentication for VLAN Interfaces on page 30

Automatically Removing VLANswith No Subscribers

You can always clear or delete subscriber VLANsmanually. However, you can also

configure the interface to automatically remove dynamic subscriber VLANs when no

client sessions (for example, DHCP or PPPoE) exist on the VLAN.

When configuring automatic removal of dynamic subscriber VLANs, keep the following

in mind:

• You can configure automatic VLAN removal only on individual physical interfaces. You

cannot configure the feature globally.

• Automatic VLAN removal is not supported for use on Layer 2Wholesale interfaces.

See Layer 2 and Layer 3Wholesale Overview.

• PPPoE subscriber interfaces require the use of a dynamic profiles when configured

over dynamic VLANS. However, dynamic profiles are not required for use with DHCP

subscriber interfaces that use underlying dynamic VLANs. Because the

remove-when-no-subscribers functionality triggers when no dynamic client sessions

exist on a dynamic VLAN, automatic removal of underlying dynamic VLANs is not

supported when DHCP subscriber interfaces are not created using dynamic profiles.

• Themaintain-subscriber statement and remove-when-no-subscribers statement are

mutually exclusive. When the router is configured tomaintain subscribers, you cannot

also specify that dynamically configured VLAN interfaces are removed when no

subscribers exist.

• If PPPoE subscriber session lockout is also configured, the router does not remove the

unused subscriber VLAN until the lockout time has expired for each client undergoing

lockout on the underlying interface.

To configure automatic removal of subscriber VLANs when no client sessions exist on

the VLAN:

1. Access the interface for which you want to enable automatic removal of subscriber

VLANs.

user@host# edit interfaces ge-1/1/1

2. Access the interface automatic configuration hierarchy.

[edit interfaces ge-1/1/1]
user@host# edit auto-configure

3. Enable subscriber VLAN removal with the remove-when-no-subscribers statement.

[edit interfaces ge1/1/1 auto-configure]
user@host# set remove-when-no-subscribers
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Related
Documentation

Dynamic 802.1Q VLAN Overview on page 6•

• Layer 2 and Layer 3Wholesale Overview

• Layer 2Wholesale Network Topology Overview

• PPPoE Subscriber Session Lockout Overview on page 205

Verifying andManaging Dynamic VLAN Configuration

Purpose View or clear information about dynamic VLANs and stacked VLANs.

Action To display subscriber dynamic VLAN information:•

user@host>show subscribers detail

• To display interface-specific output for dynamic VLANs:

user@host>show interfaces interface-name

• To clear the binding state of dynamic VLAN interfaces:

user@host> clear auto-configuration interfaces

Related
Documentation

• CLI Explorer
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CHAPTER 3

Configuring Subscriber Authentication for
Dynamic VLANs

• ConfiguringanAuthenticationPassword forVLANorStackedVLANRangesonpage29

• Configuring Dynamic Authentication for VLAN Interfaces on page 30

• Subscriber Packet Type Authentication Triggers for Dynamic VLANs on page 32

• Configuring Subscriber Packet Types to Trigger VLAN Authentication on page 34

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35

• Using DHCP Option 82 Suboptions in Authentication Usernames for Autosense

VLANs on page 37

• Using DHCP Option 18 and Option 37 in Authentication Usernames for DHCPv6

Autosense VLANs on page 38

Configuring an Authentication Password for VLAN or Stacked VLAN Ranges

You can specify an authentication password for dynamically created VLAN or stacked

VLAN interfaces at the [edit interfaces interface-name auto-configure vlan-ranges

authentication] or [edit interfaces interface-name auto-configure stacked-vlan-ranges

authentication] hierarchy level. This password is sent to the external AAA authentication

server for subscriber authentication.

NOTE: Youmust configure the username-include (Interfaces) statement to

enable the use of authentication. The password (Interfaces) statement is not

required and does not cause the interface to use authentication if the
username-include (Interfaces) statement is not included.

To configure an authentication password:

1. Access the interface over which you want to create dynamic VLANs.

user@host# edit interfaces ge-0/0/0

2. Edit the VLAN auto-configure stanza.
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[edit interfaces ge-0/0/0]
user@host# edit auto-configure

3. Edit the vlan-ranges or stacked-vlan-ranges stanza.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit vlan-ranges

or

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit stacked-vlan-ranges

4. Edit the VLAN authentication stanza.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit authentication

5. Specifyapassword that is sent to theexternalAAAauthentication server for subscriber

authentication.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# set password (Interfaces) $ABC123

Related
Documentation

Configuring Dynamic Authentication for VLAN Interfaces on page 30•

Configuring Dynamic Authentication for VLAN Interfaces

You can use dynamic profiles, in conjunction with RADIUS, to dynamically create logical

VLAN interfaces in thedefault logical systemand inaspecified routing instance.AsDHCP

clients in the same VLAN become active, corresponding interfaces are assigned to any

specified routing instances. Youcanalsodynamically createanunderlyingVLAN interface

for incoming subscribers, associate interfaces created on this VLANwith the default

logical systemandaspecified routing instance, anddefineRADIUSauthenticationvalues

for the dynamically created interfaces.

Before you configure dynamic VLAN authentication, configure DHCP Local Server or

DHCP Relay over which you want the dynamic VLAN interfaces to function.

For information about DHCP Local Server or DHCP Relay, see:

• Extended DHCP Local Server Overview

• Extended DHCP Relay Agent Overview
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NOTE: You can also configure dynamically created VLAN interfaces over
PPP or PPPoE interfaces. For information about how to configure PPP or
PPPoE, see Dynamic Profiles for PPP Subscriber Interfaces Overview or
“Subscriber Interfaces and PPPoE Overview” on page 163.

To configure dynamic authentication for dynamically created VLAN interfaces:

1. Configure an access profile that contains the appropriate accounting order,

authentication order, and server access values.

For informationabouthowtoconfigureanaccessprofile, RADIUSaccounting,RADIUS

statistics, and how to define RADIUS server access, see:

• Configuring an Access Profile for Subscriber Management

• Specifying the Authentication and Accounting Methods for Subscriber Access

• Configuring Per-Subscriber Session Accounting

• Configuring Router or Switch Interaction with RADIUS Servers

2. Configure a dynamic profile that uses the default logical system and creates specific

routing instances to contain dynamically created VLAN interfaces.

See “Configuring a VLAN Dynamic Profile That Associates VLANs with Separate

Routing Instances” on page 26.

3. Define the VLAN physical interface for automatic configuration.

See the following topics:

• Enabling VLAN Tagging

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

• Configuringan Interface toUse theDynamicProfileConfigured toCreateSingle-Tag

VLANs on page 17

• Configuring an Authentication Password for VLAN or Stacked VLAN Ranges on

page 29

• Configuring VLAN Interface Username Information for AAA Authentication on

page 35

4. Associate an access profile to the VLAN interface.

See Configuring an Access Profile for Subscriber Management.

5. Associate a dynamic profile to the VLAN interface.

31Copyright © 2018, Juniper Networks, Inc.

Chapter 3: Configuring Subscriber Authentication for Dynamic VLANs



Related
Documentation

Dynamic 802.1Q VLAN Overview on page 6•

Subscriber Packet Type Authentication Triggers for Dynamic VLANs

By default, VLAN authentication is triggered by any of the packet types specified with

the accept statement in the dynamic profile that instantiates the VLAN and subscriber

interfaces. For certain business cases, youmaywant amore generic dynamic profile that

includes several packet types, but in some situationswant theVLAN to be authenticated

for only a subset of your customers. You can use the packet-types statement to specify

the desired subset.

Sample Uses for Packet Type Triggering

The following twousecasesdescribecircumstanceswhenyoumightwant toauthenticate

a VLAN for only certain subscribers and not others.

• Conserving resources inamixedaccessmodel—Amixedaccessmodelmight employ
dynamic VLANs to provide services for PPPoE subscribers, IPoE subscribers, IPv6oE

subscribers, or other subscriber types. Typically, the PPPoE subscribers are residential

customers, and the IPsubscribersarebusinesscustomers.Anunderstandingofdynamic

VLAN authentication and profile instantiation for these subscribers can help you

conserve system resources and avoid some impacts to scaling limits.

Bydefault, authentication is configured for the interfacebasedon the configuredVLAN

range or stacked VLAN range. Consequently, every dynamic VLAN created in the range

must be authenticated, regardless of the packet type that triggers VLAN creation. This

workswell for the IPoEand IPv6oEsubscribers, becausedynamicVLANauthentication

enables RADIUS-sourced services, such as CoS and filters, to be provisioned. However,

the PPPoE subscribers are authenticated by PPP, making the dynamic VLAN

authentication unnecessary and a waste of system resources.

Youcanavoid thiswasteby restrictingdynamicVLANauthentication toonly theVLANs

that need it. The packet-types statement enables you to specify that only a subset of

the packet types accepted on the VLAN interface can trigger authentication. For

example, in this heterogeneous access model, the VLAN dynamic profiles accept

PPPoE, IPoE, and IPv6oEpackets.Whenyouuse thepacket-types statement to specify

that only IPoE or IPv6oE packets can initiate VLAN authentication, the PPPoE VLANs

are not submitted to RADIUS for authentication.

• Overriding dynamic profiles in amixed accessmodel—Another use for packet-type
triggering is to override the configured dynamic profile for certain subscribers. To

accomplish this, create one dynamic profile to match the needs of the PPPoE

subscribers and create another dynamic profile for the IPoE subscribers. PPPoE

subscribers make up themajority of subscribers in this model, so the PPPoE-tuned

dynamic profile is applied to the VLAN interface. Include the IP profile in the Juniper

Networks Client-Profile-Name VSA [26-174]. Configure the packet-types statement

to specify that only IP packets trigger VLAN authentication.

When an IPoE packet is received, RADIUS authenticates the VLAN. RADIUS returns

the override profile contained in the Client-Profile-Name VSA and any other session
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attributes in theAccess-Acceptmessage.TheVLANautoconfigurationprocessoverrides

the PPPoE profile by instantiating the IP profile for the IPoE subscriber.

Packet Types for VLAN Creation and Authentication

Table 4 on page 33 lists the packet types that you can configure for VLAN authentication

depending on the packet types configured for VLAN creation.

Table 4: Relationship Between Packet Types for VLAN Creation and Authentication

Packet Types for VLAN AuthenticationPacket Types for VLAN Creation

Any combination of any, dhcp-v4 or inet, dhcp-v6 or inet6, and pppoe.any

Either dhcp-v4 or inet.dhcp-v4

Either dhcp-v6 or inet6.dhcp-v6

Either dhcp-v4 or inet.inet

Either dhcp-v6 or inet6.inet6

pppoepppoe

NOTE: Youcannotsimultaneouslyconfigurebothdhcp-v4and inetordhcp-v6

and inet6 as packet types for VLAN creation or authentication.

Authentication is performed for all VLANs in either of the following cases:

• You do not specify a packet type to trigger authentication.

• You configure the any option for both VLAN creation and authentication.

In general, VLAN authentication is performedwhen any packet of the type configured to

trigger VLAN creation matches one of the packet types configured to trigger VLAN

authentication.However, for certain combinationsof configuredpackets, a specificpacket

is required to trigger authentication. Table 5 on page 33 lists these special cases.

Table 5: Packet Types Required to Trigger Authentication for Special Configuration Combinations

Packet Required to Trigger Authentication
Packet Type for VLAN
Authentication

Packet Type for VLAN
Creation

any IPv4 packetinetany

any IPv6 packetinet6any

DHCP discoverdhcp-v4any

DHCPv6 solicitdhcp-v6any
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Table 5: Packet Types Required to Trigger Authentication for Special Configuration Combinations (continued)

Packet Required to Trigger Authentication
Packet Type for VLAN
Authentication

Packet Type for VLAN
Creation

DHCP discoverinetdhcp-v4

DHCPv6 solicitinet6dhcp-v6

DHCP discoverdhcp-v4inet

DHCPv6 solicitdhcp-v6inet6

Related
Documentation

Configuring Subscriber Packet Types to Trigger VLAN Authentication on page 34•

Configuring Subscriber Packet Types to Trigger VLAN Authentication

By default, VLAN authentication is triggered by any of the packet types specified with

the accept statement in the dynamic profile that instantiates the VLAN and subscriber

interfaces. For certain business cases, youmaywant amore generic dynamic profile that

includes several packet types, but in some situationswant theVLAN to be authenticated

for only a subset of your customers. You can use the packet-types statement to specify

the desired subset.

To limit triggering of VLAN authentication to a subset of accepted packet types:

• Specify one or more packet types that you want to trigger VLAN authentication.

[edit interfaces interface-name auto-configure vlan-ranges authentication]
user@host# set packet-types [packet-type]

For example, the following partial configuration shows how to specify that IP, IPv6, and

PPPoE packet types trigger the creation of autoconfigured, single-tagged VLANs, but

only IP and IPv6 packets trigger authentication:

1. Access the VLAN dynamic profile for which you want to configure VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF-1

2. Specify the VLAN ranges for the VLAN dynamic profile.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF-1]
user@host# set ranges any

3. Specify the VLAN packet types accepted by the VLAN dynamic profile.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF-1]
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user@host# set accept [inet inet6 pppoe]

4. Specify the subsetof thosepacket types that youwant to triggerVLANauthentication.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication]
user@host# set packet-types [inet inet6]

Related
Documentation

Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15•

• Configuring a Dynamic Profile Used to Create Stacked VLANs on page 19

Configuring VLAN Interface Username Information for AAA Authentication

Youcandefine interface information that is included in theusername that is subsequently

passed to the external AAA authentication service (for example, RADIUS)when creating

dynamic VLANs or stackedVLANs. TheAAAauthentication service uses this information

to authenticate the VLAN or stacked VLAN physical interface. After the interface is

authenticated, the AAA service can send the required routing instance values to the

system for use in dynamically creating VLAN or stacked VLAN interfaces.

NOTE: The following example configures username information on VLANs.
However, you can also configure dynamic authentication on stacked VLANs
by configuring the same statements at the [edit interfaces interface-name

auto-configure stacked-vlan-ranges authentication] hierarchy level.

To configure VLAN interface username information:

1. Access the authentication stanza for the interface over which you want to configure

username information.

user@host# edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication

2. Specify the username components that you want the AAA authentication service to

use to authenticate the username.

• Include the agent circuit identifier (ACI). The ACI is conveyed by the

Access-Loop-Circuit-ID TLV in an out-of-band ANCP Port Upmessage.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include circuit-id

• Include the circuit type.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]
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user@host# set username-include circuit-type

• Specify thecharacter usedas thedelimiter between theconcatenatedcomponents

of the username.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include delimiter delimiter-character

• Specify the domain name that is concatenated with the username.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include domain-name domain-name-string

• Include the interface name and VLAN tags.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include interface-name

• Include the client hardware address (chaddr) from the incoming DHCP discover

packet.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-includemac-address

• Include the option 18 (Interface-ID) information that was received in the innermost

DHCPv6 Relay-Forwardmessage header.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include option-18

• Include the option 37 (DHCPv6 Relay Agent Remote-ID) information that was

received in the innermost DHCPv6 Relay-Forwardmessage header.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include option-37

• Include the option 82 information from the client PDU. For DHCPv4, optionally

include suboption 1 (Agent Circuit ID) or suboption 2 (Agent Remote ID).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include option-82 <circuit-id> <remote-id>

• Include the user-defined RADIUS realm string to direct the authentication request

to a profile that does not allocates addresses.
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[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include radius-realm radius-realm-string

• Include the agent remote identifier (ARI). The ARI is conveyed by the

Access-Loop-Remote-ID TLV in an out-of-band ANCP Port Upmessage

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include remote-id

• Specify a user prefix.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include user-prefix user-prefix-string

• Include the subscriber VLAN tags. You can use this option instead of the

interface-name option when the outer VLAN tag is unique across the system and

you do not need the underlying physical interface name to be part of the format.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication
username-include]

user@host# set username-include vlan-tags

Related
Documentation

Configuring Dynamic Authentication for VLAN Interfaces on page 30•

• UsingDHCPOption82Suboptions inAuthenticationUsernames forAutosenseVLANs

on page 37

UsingDHCPOption82Suboptions inAuthenticationUsernamesforAutosenseVLANs

You can specify the Option 82 suboptions that are concatenated with the username

during the authentication process for autosense VLANs. The option 82 value used in

creating the username is based on the option 82 value that is encoded in the incoming

DHCP discover packet.

You can specify either, both, or neither of theAgentCircuit ID (suboption 1) and theAgent

Remote ID (suboption2). If you specify both, theAgentCircuit ID is supplied first, followed

by a delimiter, and then the Agent Remote ID. If you specify that neither suboption is

supplied, the raw payload of Option 82 from the PDU is concatenated to the username.

The use of Option 82 suboptions is supported for DHCPv4 discover packets only.

Related
Documentation

Configuring VLAN Interface Username Information for AAAAuthentication on page 35•
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Using DHCPOption 18 and Option 37 in Authentication Usernames for DHCPv6
Autosense VLANs

ForDHCPv4,Option82has suboptions containing theACI andARI thatare concatenated

with the username during the authentication process for autosense (dynamic) VLANs.

For DHCPv6, the relay agent uses Options 18 and Option 37 to convey the ACI and ARI,

respectively.Youcan include theseoptions in theusernametogenerateuniqueusernames

that identify subscribers for authentication in DHCPv6 dynamic VLANs.

A DHCPv6 Solicit message encapsulated with a Relay-Forwardmessage header and

one without the Relay-Forwardmessage header are eligible for dynamic VLAN creation

when you configure the DHCPv6 packet type for autosensing. Options 18 and Option 37

are provided in the Relay-Forwardmessage header and are extracted only from this

header and not from the options within the DHCPv6 Solicit message. In addition, if the

DHCPv6 Solicit message is encapsulated in multiple Relay-Forwardmessage headers,

only the option values from the innermost Relay-Forwardmessage header are used for

username authentication. If these options are sent by the client or DHCPv6 relay agent,

and if dynamic VLAN authentication is configured to use these options in the username,

then theoptionsare included in theusername for authentication. If either of theseoptions

is not sent by the client or DHCPv6 relay agent, or if the dynamic VLAN authentication is

not configured to use the option in the username, the username is constructed without

the option.

To include Option 18 or Option 37 in the username for DHCPv6 dynamic VLANs, include

the option-37 and option-18 statements at the [edit interfaces interface-name

auto-configure vlan-ranges authentication username-include] hierarchy level. To include

Options 18 or Option 37 in the username for stacked VLANs, include option-18 and

option-37 statements at the [edit interfaces interface-name auto-configure

stacked-vlan-ranges authentication username-include] hierarchy level.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35

Copyright © 2018, Juniper Networks, Inc.38

Broadband Subscriber VLANs and Interfaces Feature Guide



CHAPTER 4

Configuring VLANs for Households or
Individual Subscribers Using ACI-Based
Dynamic VLANs

• Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Defining ACI Interface Sets on page 44

• Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier

Information on page 45

• Configuring Static Underlying VLAN Interfaces to Use Agent Circuit Identifier

Information on page 47

• Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier

Information on page 48

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN

Configuration on page 50

• Clearing Agent Circuit Identifier Interface Sets on page 51

Agent Circuit Identifier-Based Dynamic VLANs Overview

DynamicVLANsubscriber interfaces that are createdbasedon theagent circuit identifier

(ACI) valueareuseful in configurationswithamixofDHCPandPPPoEsubscriber sessions

at the same household.

When you use service VLANs (S-VLANs) to carry one service to many subscribers (1:N),

each subscriber or household can have different types of traffic onmultiple VLANs. To

identify all subscriber sessions for an individual subscriber or a household, you can use

the value of the ACI string. The ability to uniquely identify subscribers simplifies the

application of services, such as CoS and filters, to individual subscribers or households.

Because an S-VLAN corresponds to a service rather than an individual subscriber, the

router uses ACI information in DHCP and PPPoE control packets instead of VLAN

encapsulation to uniquely identify subscribers and facilitate application of

subscriber-based services.
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ACI VLANs and ALI VLANs

The legacy ACI method for configuring the creation of dynamic VLANs is based on the

receipt of only the ACI. When the ACI is not received, no VLAN is created. An alternative

method provides greater flexibility than the legacy method. The access-line-identifier

(ALI) method enables dynamic VLANs to be created based on receipt of the ACI, the

agent remote identifier (ARI), both the ACI and the ARI, or the absence of both of ACI

and ARI.

Although the agent circuit identifier is also an access-line identifier, we use specific

terminology to distinguish between the two configuration methods:

• Thedocumentationcontinues touse the termsagentcircuit identifier,ACI, andACI-based

to refer only to VLANs and interface sets configuredwith the legacymethod, using the

agent-circuit-identifier stanza for autoconfiguration.

• The documentation uses the terms access-line identifier, ALI, and ALI-based to refer

to VLANs and interface sets configured with the access-line-identifier method, using

the line-identity stanza for autoconfiguration.

Youmustconfigureonlyoneof thesemethods.ACLI checkprevents you fromconfiguring

both of these methods. You can use the ALI method to achieve the same results as the

legacy ACImethod. Apart from the fact that the ALImethod uses the line-identity stanza

instead of the agent-circuit-identifier stanza for autoconfiguration, the configuration is

the same for both methods. The legacy ACI methodmight be deprecated in the future

in favor of the more generic ALI method. For information about ALI VLANs, see

“Access-Line-Identifier-Based Dynamic VLANs Overview” on page 53.

HowACI-Based Dynamic VLANsWork

The process for creating an ACI-based dynamic VLAN is as follows:

1. The residential gateway at a household sends a connection request to the access

node.

2. The access node identifies the household and inserts an ACI value into the header of

a DHCP or PPPoE control packet. The access node can insert the ACI value into one

of the following DHCP options or PPPoE control packets:

• Option 82 of DHCP packets

• Option 18 of DHPv6 packets

• The DSL Forum Agent-Circuit-ID VSA [26-1] (option 0x105) of PPPoE Active

Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR) control

packets

The access node inserts the same ACI value to all subsequent sessions that originate

from the same household.
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3. The access node forwards the control packets to the BNG.

4. When the BNG receives the control packets, it extracts the ACI value in the header

and uses it to build a unique dynamic VLAN subscriber interface.

Subsequent control traffic sent from the same household will contain the same ACI

value. The BNG groups subscriber interfaces that have the sameACI value into an ACI

interface set, also called an ACI set.

The BNG can then apply CoS and policies to the ACI set to dynamically provision traffic

for a household.

Interface HierarchyWhen ACI Interface Sets Are Used

The following describes the components of an ACI-based dynamic VLAN configuration,

from bottom to top of the interface stack:

Static Physical Interface

ACI-based dynamic VLAN configurations support the following physical interface types:

• Gigabit Ethernet

• Aggregated Ethernet

You can configure ACI-based dynamic VLAN subscriber interfaces on Modular Port

Concentrators/Modular Interface Cards (MPCs/MICs) that face the access side of the

network in an MX Series router.

Underlying VLAN Interface

After you define the ACI interface set, youmust configure the underlying VLAN interface

to enable creation of dynamic VLAN subscriber interfaces based on ACI information. You

can configure the underlying VLAN interface either dynamically (with a dynamic profile)

or statically.

ACI-baseddynamicVLANconfigurations support the followingunderlyingVLAN interface

types:

• Gigabit Ethernet

• VLAN demux (demux0)

NOTE: WhenyouconfigureanunderlyingVLAN interface to support creation
of ACI-based dynamic VLANs, we recommend that you use this underlying
interface only for subscriber interfaces that contain agent-circuit-identifier
information in their DHCP or PPPoE control packets. If the router receives
DHCP or PPPoE control packets without agent-circuit-identifier information
on an underlying VLAN interface configured for ACI-based dynamic VLANs,
the associated subscriber interfacesmight not instantiate successfully.
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Dynamic ACI Interface Set

The dynamic ACI interface set groups the DHCP and PPPoE subscriber sessions that

belong to a particular household and share a common unique ACI value. The router

creates one ACI interface set per household.

Youmust create a dynamic profile to define the ACI interface set, which is represented

in the profile by the Junos OS predefined dynamic variable $junos-interface-set-name.

When a DHCP or PPPoE subscriber accesses the router on a particular interface, the

router obtains the agent-circuit-identifier information from the DHCP or PPPoE control

packets transmittedon that interfaceanddynamically creates theACI interface setwhen

the first subscriber from that household logs in.

ACI-Based Dynamic Subscriber Interface

Youmust create a dynamic profile to define either a dynamic PPPoE subscriber interface

for PPPoE subscriber sessions, or a dynamic IP demultiplexer (IP demux) subscriber

interface for DHCP subscriber sessions. The router creates the subscriber interfacewhen

a subscriber logs in on the associated underlying VLAN interface associated with the

dynamic profile that defines the ACI interface set.

Related
Documentation

Subscriber Management VLAN Architecture Overview on page 3•

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Clearing Agent Circuit Identifier Interface Sets on page 51

Configuring Dynamic VLANs Based on Agent Circuit Identifier Information

You can configure dynamic VLAN subscriber interfaces based on agent circuit identifier

(ACI) information, also known as ACI-based dynamic VLANs, for DHCP and PPPoE

subscribers. To do so, you create an ACI interface set, which is a logical collection of

subscriber interfaces that originate at the same household or on the same access-loop

port, and then reference the ACI interface set in the dynamic profile for a PPPoE or IP

demultiplexing (IP demux) logical subscriber interface.

Before you begin:

1. Configure theunderlyingphysical interface for single-tagVLANsor stacked(dual-tag)

VLANs.

See the following topics:

• Configuring a Dynamic Profile Used to Create Stacked VLANs on page 19

• Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15
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• Configuringan Interface toUse theDynamicProfileConfigured toCreateSingle-Tag

VLANs on page 17

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

2. Create a dynamic profile that defines the logical subscriber interface.

See the following topics:

• Configuring a Basic Dynamic Profile

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

To configure a dynamic VLAN subscriber interface based on ACI information:

1. Configure a dynamic profile that defines the dynamic ACI interface set.

See “Defining ACI Interface Sets” on page 44.

2. (Optional) In the dynamic profile for the ACI interface set, configure the router to use

the Actual-Data-Rate-Downstream VSA [26-130] or Access-Loop-Encapsulation

VSA [26-144] value in PPPoE control packets to adjust CoS shaping-rate and

overhead-accounting attributes at a per-household level.

See Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent

Circuit Identifier-Based Dynamic VLANs.

3. Dynamically or statically configure the underlying VLAN logical interface to enable

dynamic subscriber interface creation based on ACI information.

• FordynamicunderlyingVLAN interfaces, see “ConfiguringDynamicUnderlyingVLAN

Interfaces to Use Agent Circuit Identifier Information” on page 45.

• For static underlying VLAN interfaces, see “Configuring Static Underlying VLAN

Interfaces to Use Agent Circuit Identifier Information” on page 47.

4. Associate thedynamicACI interface setwith thedynamicPPPoEordynamic IPdemux

logical subscriber interface.

See “ConfiguringDynamicVLANSubscriber InterfacesBasedonAgentCircuit Identifier

Information” on page 48.

5. (Optional) In the dynamic profile for the PPPoE (pp0) subscriber interface, configure

the router to use the Actual-Data-Rate-Downstream VSA [26-130] or

Access-Loop-Encapsulation VSA [26-144] value in PPPoE control packets to adjust

CoS shaping-rate and overhead-accounting attributes at a per-subscriber level.

See Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent

Circuit Identifier-Based Dynamic VLANs.
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Related
Documentation

Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39•

• Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Clearing Agent Circuit Identifier Interface Sets on page 51

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

Defining ACI Interface Sets

To configure the router to create dynamic VLAN subscriber interfaces for DHCP and

PPPoE subscribers based on ACI information, youmust create a dynamic ACI interface

set.

To configure an ACI interface set in a dynamic profile:

1. Access the dynamic profile that defines the ACI interface set.

[edit]
user@host# edit dynamic-profiles profile-name

2. Configure the dynamic ACI interface set.

[edit dynamic-profiles profile-name]
user@host# edit interfaces interface-set $junos-interface-set-name

Use the $junos-interface-set-name predefined variable to represent the name of the

ACI interface set. It is replaced with the actual ACI interface set name generated by

the router when the first subscriber from that household logs in.

3. Include the underlying interfaces for the dynamic ACI interface set.

[edit dynamic-profiles profile-name interfaces interface-set
“$junos-interface-set-name”]

user@host# set interface $junos-interface-ifd-name

Use the $junos-interface-ifd-name predefined variable to represent the name of the

interface. The variable is replaced with the name of the interface on which the

subscriber accesses the BNG.

The unit statement is not required in the dynamic profile when you configure an ACI

interface set.

4. (Optional)FordynamicPPPoEsubscriber interfaces, configure themaximumnumber

of dynamic PPPoE sessions that the router can activate for the ACI interface set; that

is, for the same household.
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[edit dynamic-profiles profile-name interfaces interface-set
“$junos-interface-set-name”]

user@host# edit pppoe-underlying-options
[editdynamic-profilesprofile-name interfaces interface-set “$junos-interface-set-name”
pppoe-underlying-options]

user@host# setmax-sessions number

5. (Optional) Apply attributes for CoS and interface filters to all subscriber interfaces

belonging to the ACI interface set.

The following example shows theminimum dynamic profile required to define an ACI

interface set named aci-vlan-set-profile. It uses predefined variables to represent the

interface set and the underlying physical interface.

[edit dynamic-profiles aci-vlan-set-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";

}
}

Related
Documentation

Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39•

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Clearing Agent Circuit Identifier Interface Sets on page 51

• Applying CoS Attributes to VLANs Using Agent-Circuit-Identifiers

• Example: Implementing a Filter for Households That Use ACI-Based VLANs

Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier
Information

After you define the agent circuit identifier (ACI) interface set, youmust configure the

underlying VLAN interface to enable creation of dynamic VLAN subscriber interfaces

based on ACI information. You can configure the underlying VLAN interface statically or

dynamically.

This topic describes how to configure the underlying VLAN interface dynamically.

Before you begin:

• Create a dynamic profile that defines the underlying VLAN interface.

See the following topics:

• Configuring a Basic Dynamic Profile

45Copyright © 2018, Juniper Networks, Inc.

Chapter 4: Configuring VLANs for Households or Individual Subscribers Using ACI-Based Dynamic VLANs



• Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

• Configuring a Dynamic Profile Used to Create Stacked VLANs on page 19

To configure a dynamic underlying VLAN interface to use ACI information:

• In the dynamic profile for the underlying VLAN interface, associate the dynamic profile

that defines the ACI interface set with the underlying VLAN interface.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
agent-circuit-identifier dynamic-profile aci-interface-set-profile-name

For example, the following statement in a dynamic profile named

aci-vlan-underlying-profile-demux associates the dynamic underlying VLAN interface

with dynamic profile aci-vlan-set-profile2 that defines the ACI interface set. Youmust

use thepredefineddynamicvariable$junos-interface-ifd-name to represent the interface

name, and $junos-interface-unit to represent the logical unit number.

[edit dynamic-profiles aci-vlan-underlying-profile-demux]
user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”
auto-configure agent-circuit-identifier dynamic-profile aci-vlan-set-profile2

The following example shows the dynamic configuration that uses this statement. This

configuration enables the underlying dynamic IP demultiplexing (IP demux) VLAN

interface to create dynamic subscriber interfaces based on ACI information by applying

asingledefaultACI interfacesetdynamicprofile (aci-vlan-set-profile2) toall households

on the VLAN interface.

[edit dynamic-profiles aci-vlan-underlying-profile-demux]
interfaces {
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
auto-configure {
agent-circuit-identifier {
dynamic-profile aci-vlan-set-profile2;

}
}
vlan-id "$junos-vlan-id";
demux-options {
underlying-interface “$junos-interface-ifd-name”;

}
family inet {
unnumbered-address lo0.0 preferred-source-address 198.51.100.20;

}
}

}
}

Related
Documentation

Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39•

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42
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• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

Configuring Static Underlying VLAN Interfaces to Use Agent Circuit Identifier
Information

After you define the agent circuit identifier (ACI) interface set, youmust configure the

underlying VLAN interface to enable creation of dynamic VLAN subscriber interfaces

based on ACI information. You can configure the underlying VLAN interface statically or

dynamically.

This topic describes how to configure the underlying VLAN interface statically.

To configure a static underlying VLAN interface to use ACI information:

• Associate thedynamicprofile thatdefines theACI interfacesetwith thestaticunderlying

VLAN interface.

[edit]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
agent-circuit-identifier dynamic-profile aci-interface-set-profile-name

For example, the following statementassociates staticGigabit EthernetVLAN interface

ge-1/0/0.0 with the dynamic profile aci-vlan-set-profile that defines the ACI interface

set.

[edit]
user@host# set interfaces ge-1/0/0 unit 0 auto-configure agent-circuit-identifier
dynamic-profile aci-vlan-set-profile

The following example shows the static configuration that uses this statement. This

configuration enables the underlying VLAN interface ge-1/0/0.0 to create dynamic

subscriber interfaces based on ACI information by applying a single default ACI interface

set dynamic profile (aci-vlan-set-profile) to all households on the VLAN interface.

[edit]
interfaces {
ge-1/0/0 {
flexible-vlan-tagging;
unit 0 {
vlan-id 100;
auto-configure {
agent-circuit-identifier {
dynamic-profile aci-vlan-set-profile;

}
}

}
}

}
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Related
Documentation

Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39•

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier
Information

After youdefine thedynamicagent circuit identifier (ACI) interfacesetandenablecreation

of ACI-based dynamic VLAN subscriber interfaces on the underlying VLAN interface, you

must complete the configuration by associating the ACI interface set with the PPPoE or

IPdemultiplexing (IPdemux) subscriber interface in thedynamicprofile for the subscriber

interface.

Before you begin:

• Create a dynamic profile that defines the logical subscriber interface.

See the following topics:

• Configuring a Basic Dynamic Profile

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

To configure a dynamic VLAN subscriber interface based on ACI information:

• In the dynamic profile for the PPPoE or IP demux subscriber interface, associate the

dynamic ACI interface set with the dynamic VLAN subscriber interface name (pp0 or

demux0) and logical unit number.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-set $junos-interface-set-name interface
interface-name unit $junos-interface-unit

Forexample, the followingstatement inadynamicprofilenamedaci-vlan-pppoe-profile

associates the dynamic ACI interface set with the dynamic pp0 (PPPoE) logical

subscriber interface. Youmust use the predefined dynamic variable

$junos-interface-set-name to represent the name of the dynamic ACI interface set,

and$junos-interface-unit to represent the logicalunit numberof thesubscriber interface.

[edit dynamic-profiles aci-vlan-pppoe-profile]
user@host# set interfaces interface-set $junos-interface-set-name interface pp0 unit
$junos-interface-unit

Similarly, the following statement in a dynamic profile named aci-vlan-demux-profile

associates the dynamic ACI interface set (represented by $junos-interface-set-name)

with the demux0 (IP demux) logical subscriber interface.
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[edit dynamic-profiles aci-vlan-demux-profile]
user@host# set interfaces interface-set $junos-interface-set-name interface demux0
unit $junos-interface-unit

The following examples show the dynamic configurations that use each of these

statements. The following sample configuration shows a dynamic profile named

aci-vlan-pppoe-profile for an ACI-based dynamic PPPoE (pp0) subscriber interface for

use by PPPoE subscribers.

[edit dynamic-profiles aci-vlan-pppoe-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface pp0 {
unit "$junos-interface-unit";

}
}
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
no-keepalives;
family inet {
unnumbered-address lo0.0;

}
}

}
}

The following sample configuration shows a dynamic profile named

aci-vlan-demux-profile foranACI-baseddynamic IPdemux(demux0) subscriber interface

for use by DHCP subscribers.

[edit dynamic-profiles aci-vlan-demux-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface demux0 {
unit "$junos-interface-unit";

}
}
demux0 {
unit "$junos-interface-unit" {
demux-options {
underlying-interface "$junos-underlying-interface";

}
family inet {
demux-source {
$junos-subscriber-ip-address;
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}
unnumbered-address lo0.0 preferred-source-address 198.51.100.202;

}
}

}
}

Related
Documentation

Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39•

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Clearing Agent Circuit Identifier Interface Sets on page 51

Verifying andManaging Agent Circuit Identifier-Based Dynamic VLAN Configuration

Purpose View informationaboutdynamicagentcircuit identifier (ACI) interfacesetsandACI-based

dynamic VLAN subscriber interfaces configured on the router.

Action Todisplay the logical andphysical interface associations for the classifier, rewrite rules,

scheduler map objects, and CoS adjustment settings:

•

user@host> show class-of-service interface interface-name

• To display the CoS associations for the specified dynamic ACI interface set:

user@host> show class-of-service interface-set aci-interface-set-name

• To display information about the specified CoS traffic shaping and scheduling profile:

user@host> show class-of-service traffic-control-profile profile-name

• To display address bindings and ACI interface set information in the client table on the

extended DHCP local server:

user@host> show dhcp server binding detail

• To display status information about a specified Gigabit Ethernet interface:

user@host> show interfaces ge-fpc/pic/port.logical-unit-number

• Todisplay status informationabout a specified IPdemultiplexing (IPdemux) interface:

user@host> show interfaces demux0.logical-interface-number

• To display information about all dynamic ACI interface sets configured on the router:

user@host> show interfaces interface-set
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• To display session-specific information about ACI-based dynamic PPPoE subscriber

interfaces:

user@host> show pppoe interfaces pp0.logical-unit-number

• To display information about PPPoE underlying interfaces, including whether creation

ofACI-baseddynamicVLANsubscriber interfaces isenabledon theunderlying interface:

user@host> show pppoe underlying-interfaces logical-interface-name detail

• To display information about active subscriber sessions associated with ACI interface

sets:

user@host> show subscribers detail

• To display information about active subscriber sessions associated with a specified

ACI interface set:

user@host> show subscribers aci-interface-set-name aci-interface-set-name detail

• To display information about active subscriber sessions that have an agent circuit

identifier value containing amatching substring:

user@host> show subscribers agent-circuit-identifier agent-circuit-identifier-substring detail

Related
Documentation

Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39•

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Clearing Agent Circuit Identifier Interface Sets on page 51

• CLI Explorer

Clearing Agent Circuit Identifier Interface Sets

Purpose Clear a specified dynamic agent circuit identifier (ACI) interface set configured on the

router.

Action To clear a specified ACI interface set that has no active members:•

user@host> clear auto-configuration interfaces interface-set interface-set-name

For example, the following command clears the ACI interface set named

aci-1003-ge-1/0/0.4001:

user@host> clear auto-configuration interfaces interface-set aci-1003-ge-1/0/0.4001

Interface-set aci-1003-ge-1/0/0.4001 deleted

51Copyright © 2018, Juniper Networks, Inc.

Chapter 4: Configuring VLANs for Households or Individual Subscribers Using ACI-Based Dynamic VLANs

https://www.juniper.net/documentation/content-applications/cli-explorer/junos/


Meaning The router dynamically creates an ACI interface set, if configured, when the first DHCP

or PPPoE subscriber from a particular household logs in. However, the router does not

automatically delete the ACI interface set when the last subscriber from that household

logs out. As a result, you must use the clear auto-configuration interfaces interface-set

command to explicitly clear the ACI interface set when it no longer has any active

subscriber interfacemembers. If you attempt to clear anACI interface that still has active

member interfaces, the router displays an error message and rejects the command.

When you specify the name of the ACI interface set to be cleared, youmust use the ACI

interface set name internally generatedby the router, andnot theactualACI string carried

in DHCP and PPPoE control packets. The router uses the following format to name ACI

interface sets, as shown in the ACI interface set named aci-1003-ge-1/0/0.4001:

aci-nnnn-interface-name.logical-unit-number

where:

• nnnn is a randomly generated 4-digit identifier (1003 in the example)

• interface-name is the name of the dynamic subscriber interface (ge-1/0/0 in the

example)

• logical-unit-number is the logical unit numberof thedynamic subscriber interface (4001

in the example)

To view the names of the ACI interface sets configured on the router, use the show

subscribers command.

Related
Documentation

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• CLI Explorer
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CHAPTER 5

Configuring VLANs for Households or
Individual Subscribers Using
Access-Line-Identifier Dynamic VLANs

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

• Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57

• Defining Access-Line-Identifier Interface Sets on page 58

• Configuring Dynamic Underlying VLAN Interfaces to Use Access-Line

Identifiers on page 60

• ConfiguringStaticUnderlyingVLAN Interfaces toUseAccess-Line Identifiersonpage62

• Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line

Identifiers on page 63

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Clearing Access-Line-Identifier Interface Sets on page 66

Access-Line-Identifier-Based Dynamic VLANs Overview

Dynamic VLAN subscriber interfaces that are created based on the access-line identifier

(ALI) are useful in configurations with amix of DHCP and PPPoE subscriber sessions at

the same household.

When you use service VLANs (S-VLANs) to carry one service to many subscribers (1:N),

each subscriber or household can have different types of traffic onmultiple VLANs. The

accessnodeembeds theALI inDHCPandPPPoEcontrolpackets.To identifyall subscriber

sessions for an individual subscriber or a household, you can use the ALI. The ability to

uniquely identify subscribers simplifies theapplicationof services, suchasCoSand filters,

to individual subscribers or households.

Because an S-VLAN corresponds to a service rather than an individual subscriber, the

router uses the ALI in DHCP and PPPoE control packets instead of VLAN encapsulation

to uniquely identify subscribers and facilitate application of subscriber-based services.

ALIs include the agent circuit identifier (ACI) and the agent remote identifier (ARI).
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ALI VLANs and ACI VLANs

The ALI method for configuring the creation of dynamic VLANs is based on the receipt

of a configured trusted option, which can be the ACI, the ARI, both the ACI and the ARI,

or the absence of both of ACI and ARI. Another method, called the legacy ACI method,

enables dynamic VLANs to be created based only on the ACI. When the legacy method

is used and the ACI is not received, no VLAN is created. The ALI method provides greater

flexibility than the legacy method; for example, it can be used when the access node

embeds only the ARI instead of the ACI.

Although the agent circuit identifier is also an access-line identifier, we use specific

terminology to distinguish between the two configuration methods:

• Thedocumentationcontinues touse the termsagentcircuit identifier,ACI, andACI-based

to refer only to VLANs and interface sets configuredwith the legacymethod, using the

agent-circuit-identifier stanza for autoconfiguration.

• The documentation uses the terms access-line identifier, ALI, and ALI-based to refer

to VLANs and interface sets configured with the access-line-identifier method, using

the line-identity stanza for autoconfiguration.

Youmustconfigureonlyoneof thesemethods.ACLI checkprevents you fromconfiguring

both of these methods. You can use the ALI method to achieve the same results as the

legacy ACImethod. Apart from the fact that the ALImethod uses the line-identity stanza

instead of the agent-circuit-identifier stanza for autoconfiguration, the configuration is

the same for both methods. The legacy ACI methodmight be deprecated in the future

in favor of the more generic ALI method. For information about ACI VLANs, see “Agent

Circuit Identifier-Based Dynamic VLANs Overview” on page 39.

HowALI-Based Dynamic VLANsWork

The process for creating an ALI-based dynamic VLAN is as follows:

1. The residential gateway at a household sends a connection request to the access

node.

2. The access node identifies the household and inserts an access-line-identifier value

into the header of a DHCP or PPPoE control packet. The access-line identifier can be

the ACI value, the ARI value, or both.Table 6 on page 54 lists where the access node

can insert the ALI value for DHCP, DHCPv6, and PPPoE control packets.

Table 6: Location of the Access-Line Identifier in DHCP, DHCPv6, and PPPoE Control Packets

PPPoE Active Discovery Initiation (PADI) and
PPPoE Active Discovery Request (PADR) Control
Packets

DHCPv6 Solicit
PacketsDHCP Discover Packets

DSL Forum Agent-Circuit-ID VSA [26-1]Option 18Option 82, suboption 1ACI

DSL Forum Agent-Remote-ID VSA [26-2]Option 37Option 82, suboption 2ARI
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Theaccessnode inserts thesameALI value into thecontrol packets for all subsequent

sessions that originate from the same household.

When neither the ACI nor the ARI is received and accept-no-ids is configured as the

line identity trusted option, then the router creates the interface set using an internally

generated default string as the identifier value. It creates one such interface set for

each underlying logical interface.

3. The access node forwards the control packets to the broadband network gateway

(BNG).

4. When the BNG receives the control packets, it extracts the ALI value in the header

and uses this value to build a unique dynamic VLAN subscriber interface.

Subsequent control traffic sent fromthesamehouseholdcontains thesameALI value.

TheBNGgroupssubscriber interfaces thathave thesameALI value intoanALI interface

set, also called an ALI set.

The BNG can then apply CoS and policies to the ALI set to dynamically provision traffic

for a household.

Interface HierarchyWhen ALI Interface Sets Are Used

The following sections describe the components of an ALI-based dynamic VLAN

configuration, from bottom to top of the interface stack.

Static Physical Interface

ALI-based dynamic VLAN configurations support the following physical interface types:

• Gigabit Ethernet

• Aggregated Ethernet

You can configure ALI-based dynamic VLAN subscriber interfaces on Modular Port

Concentrators/Modular Interface Cards (MPCs/MICs) that face the access side of the

network in an MX Series router.

Underlying VLAN Interface

After you define the ALI interface set, youmust configure the underlying VLAN interface

to enable creation of dynamic VLAN subscriber interfaces based on the ALI. You can

configure the underlying VLAN interface either dynamically (with a dynamic profile) or

statically.

ALI-baseddynamicVLANconfigurations support the followingunderlyingVLAN interface

types:

• Gigabit Ethernet

• VLAN demux (demux0)
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NOTE: If you configure an underlying VLAN interface to support creation of
ALI-based dynamic VLANs, we recommend that you use this underlying
interface only for subscriber interfaces that contain ALI information in their
DHCPorPPPoEcontrolpackets. If the router receivesDHCPorPPPoEcontrol
packetswithout this informationonanunderlyingVLAN interfaceconfigured
for ALI-based dynamic VLANs, the associated subscriber interfacesmight
not instantiate successfully. The exception to this behavior is when you have
configured accept-no-ids as the trusted option.

Dynamic ALI Interface Set

The dynamic ALI interface set groups the DHCP and PPPoE subscriber sessions that

belong to aparticular household and share the sameuniqueALI value. The router creates

one ALI interface set for each household.

Youmust create a dynamic profile that defines the ALI interface set. The interface set is

represented in the profile by the predefined dynamic variable$junos-interface-set-name.

When a DHCP or PPPoE subscriber accesses the router on a particular interface, the

router obtains the ALI from the DHCP or PPPoE control packets transmitted on that

interface. If theALImatches theconfigured trustedoption, the routerdynamically creates

the ALI interface set when the first subscriber from that household logs in.

ALI-Based Dynamic Subscriber Interface

Youmust create a dynamic profile to define either a dynamic PPPoE subscriber interface

for PPPoE subscriber sessions, or a dynamic IP demultiplexer (IP demux) subscriber

interface for DHCP subscriber sessions. The router creates the subscriber interfacewhen

a subscriber logs in on the associated underlying VLAN interface associated with the

dynamic profile that defines the ALI interface set.

Related
Documentation

Subscriber Management VLAN Architecture Overview on page 3•

• Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Clearing Access-Line-Identifier Interface Sets on page 66
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Configuring Dynamic VLANs Based on Access-Line Identifiers

You can configure dynamic VLAN subscriber interfaces for DHCPandPPPoE subscribers

based on the access-line identifier (ALI). These subscriber interfaces are also known as

access-line identifierVLANs,ALI-baseddynamicVLANs, orALIdynamicVLANs. Toconfigure

these VLANs, you create an ALI interface set, which is a logical collection of subscriber

interfaces that originate at the same household or on the same access-loop port, and

then you reference the ALI interface set in the dynamic profile for a PPPoE or IP

demultiplexing (IP demux) logical subscriber interface.

Before you begin:

1. Configure theunderlyingphysical interface for single-tagVLANsor stacked(dual-tag)

VLANs.

See the following topics:

• Configuring a Dynamic Profile Used to Create Stacked VLANs on page 19

• Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

• Configuringan Interface toUse theDynamicProfileConfigured toCreateSingle-Tag

VLANs on page 17

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

2. Create a dynamic profile that defines the logical subscriber interface.

See the following topics:

• Configuring a Basic Dynamic Profile

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

To configure a dynamic VLAN subscriber interface based on the ALI:

1. Configure a dynamic profile that defines the dynamic ALI interface set.

See “Defining Access-Line-Identifier Interface Sets” on page 58.

2. (Optional) In the dynamic profile for the ALI interface set, configure the router to use

the Actual-Data-Rate-Downstream VSA [26-130] or Access-Loop-Encapsulation

VSA [26-144] value in PPPoE control packets to adjust CoS shaping-rate and

overhead-accounting attributes at a per-household level.

SeeAdjusting the CoSShaping Rate andOverheadAccounting Parameters for Dynamic

VLANs Based on Access-Line Identifiers.
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3. Dynamically or statically configure the underlying VLAN logical interface to enable

dynamic subscriber interface creation based on the ALI.

• FordynamicunderlyingVLAN interfaces, see “ConfiguringDynamicUnderlyingVLAN

Interfaces to Use Access-Line Identifiers” on page 60.

• For static underlying VLAN interfaces, see “Configuring Static Underlying VLAN

Interfaces to Use Access-Line Identifiers” on page 62.

4. Associate thedynamicALI interfacesetwith thedynamicPPPoEordynamic IPdemux

logical subscriber interface.

See “Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line

Identifiers” on page 63.

5. (Optional) In the dynamic profile for the PPPoE (pp0) subscriber interface, configure

the router to use the Actual-Data-Rate-Downstream VSA [26-130] or

Access-Loop-Encapsulation VSA [26-144] value in PPPoE control packets to adjust

CoS shaping-rate and overhead-accounting attributes at a per-subscriber level.

SeeAdjusting the CoSShaping Rate andOverheadAccounting Parameters for Dynamic

VLANs Based on Access-Line Identifiers.

Related
Documentation

Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

•

• Clearing Access-Line-Identifier Interface Sets on page 66

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

• Bandwidth Management Overview for Dynamic VLANs Based on Access-Line Identifiers

Defining Access-Line-Identifier Interface Sets

To configure the router to create dynamic VLAN subscriber interfaces for DHCP and

PPPoE subscribers based on an access-line identifier (ALI), you must create a dynamic

ALI interface set.

To configure an ALI interface set in a dynamic profile:

1. Access the dynamic profile that defines the ALI interface set.

[edit]
user@host# edit dynamic-profiles profile-name

2. Configure the dynamic ALI interface set.

[edit dynamic-profiles profile-name]
user@host# edit interfaces interface-set $junos-interface-set-name

Copyright © 2018, Juniper Networks, Inc.58

Broadband Subscriber VLANs and Interfaces Feature Guide



Use the predefined variable $junos-interface-set-name to represent the name of the

ALI interface set. It is replaced with the actual ALI interface set name generated by

the router when the first subscriber from that household logs in.

3. Include the underlying interfaces for the dynamic ALI interface set.

[edit dynamic-profiles profile-name interfaces interface-set
“$junos-interface-set-name”]

user@host# set interface $junos-interface-ifd-name

Use the predefined variable $junos-interface-ifd-name to represent the name of the

interface. The variable is replaced with the name of the interface on which the

subscriber accesses the BNG.

The unit statement is not required in the dynamic profile when you configure an ALI

interface set.

4. (Optional)FordynamicPPPoEsubscriber interfaces, configure themaximumnumber

of dynamic PPPoE sessions that the router can activate for the ALI interface set; that

is, for the same household.

[edit dynamic-profiles profile-name interfaces interface-set
“$junos-interface-set-name”]

user@host# edit pppoe-underlying-options
[editdynamic-profilesprofile-name interfaces interface-set “$junos-interface-set-name”
pppoe-underlying-options]

user@host# setmax-sessions number

5. (Optional) Apply attributes for CoS and interface filters to all subscriber interfaces

belonging to the ALI interface set.

The following example shows theminimum dynamic profile required to define an ALI

interface set named ali-vlan-set-profile. It uses predefined variables to represent the

interface set and the underlying physical interface.

[edit dynamic-profiles ali-vlan-set-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";

}
}

Related
Documentation

Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57•

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Clearing Access-Line-Identifier Interface Sets on page 66

• Applying CoS Attributes to VLANs Using Access-Line Identifiers
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• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

Configuring Dynamic Underlying VLAN Interfaces to Use Access-Line Identifiers

After you define the access-line-identifier (ALI) interface set, youmust configure the

underlying VLAN interface to enable creation of dynamic VLAN subscriber interfaces

based on the ALI. You can configure the underlying VLAN interface statically or

dynamically.

This topic describes how to configure the underlying VLAN interface dynamically.

Before you begin:

• Create a dynamic profile that defines the underlying VLAN interface.

See the following topics:

• Configuring a Basic Dynamic Profile

• Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

• Configuring a Dynamic Profile Used to Create Stacked VLANs on page 19

To configure a dynamic underlying VLAN interface to use the ALI:

1. In the dynamic profile for the underlying VLAN interface, associate the underlying

VLAN interface with the line identity dynamic profile that defines the ALI interface

set.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
line-identity dynamic-profile ali-interface-set-profile-name

For example, the following statement in a dynamic profile named

ali-vlan-underlying-profile-demux associates the dynamic underlyingVLAN interface

with the dynamic profile ali-vlan-set-profile2 that defines the ALI interface set. You

must use the predefined dynamic variable $junos-interface-ifd-name to represent

the interface name, and $junos-interface-unit to represent the logical unit number.

[edit dynamic-profiles ali-vlan-underlying-profile-demux]
user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”
auto-configure line-identity dynamic-profile ali-vlan-set-profile2

2. Configure one or more trusted options—the access-line-identifier information—that

are accepted to trigger the creation of the dynamic VLAN.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
line-identity include trusted-option

For example, the following statement specifies that only theARI is accepted to trigger

creation of the VLAN. When the ARI is not received, no VLAN is created.
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[edit dynamic-profiles ali-vlan-underlying-profile-demux]
user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”
auto-configure line-identity include remote-id

The following example shows the dynamic configuration that uses these statements.

This configuration enables the underlying dynamic IP demultiplexing (IP demux) VLAN

interface to create dynamic subscriber interfaces based on the ARI by applying a single

default ALI interface set dynamic profile (ali-vlan-set-profile2) to all households on the

VLAN interface.

[edit dynamic-profiles ali-vlan-underlying-profile-demux]
interfaces {
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
auto-configure {
line-identity {
dynamic-profile ali-vlan-set-profile2;
include {
remote-id;

}
}

}
vlan-id "$junos-vlan-id";
demux-options {
underlying-interface “$junos-interface-ifd-name”;

}
family inet {
unnumbered-address lo0.0 preferred-source-address 198.51.100.20;

}
}

}
}

Related
Documentation

Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57•

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53
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Configuring Static Underlying VLAN Interfaces to Use Access-Line Identifiers

After you define the access-line-identifier (ALI) interface set, youmust configure the

underlying VLAN interface to enable creation of dynamic VLAN subscriber interfaces

based on the ALI. You can configure the underlying VLAN interface statically or

dynamically.

This topic describes how to configure the underlying VLAN interface statically.

To configure a static underlying VLAN interface to use the ALI:

1. Associate the static underlying VLAN interface with the line identity dynamic profile

that defines the ALI interface set.

[edit]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
line-identity dynamic-profile ali-interface-set-profile-name

Forexample, the followingstatementassociatesstaticGigabitEthernetVLAN interface

ge-1/0/0.0 with the dynamic profile ali-vlan-set-profile that defines the ALI interface

set.

[edit]
user@host#set interfacesge-1/0/0unit0auto-configure line-identitydynamic-profile
ali-vlan-set-profile

2. Configure one or more trusted options—the access-line-identifier information—that

are accepted to trigger the creation of the dynamic VLAN.

[edit]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
line-identity include trusted-option

For example, the following statement specifies that only theARI is accepted to trigger

creation of the VLAN. When the ARI is not received, no VLAN is created.

[edit]
user@host# set interfaces ge-1/0/0 unit 0 auto-configure line-identity include
remote-id

The following example shows the static configuration that uses this statement. This

configuration enables the underlying VLAN interface ge-1/0/0.0 to create dynamic

subscriber interfaces based on the ARI by applying a single default ALI interface set

dynamic profile (ali-vlan-set-profile) to all households on the VLAN interface.

[edit]
interfaces {
ge-1/0/0 {
flexible-vlan-tagging;
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unit 0 {
vlan-id 100;
auto-configure {
line-identity {
dynamic-profile ali-vlan-set-profile;
include {
remote-id;

}
}

}
}

}
}

Related
Documentation

Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57•

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers

After youdefine thedynamicaccess-line-identifier (ALI) interface set andenable creation

of ALI-based dynamic VLAN subscriber interfaces on the underlying VLAN interface, you

must complete the configuration by associating the ALI interface set with the PPPoE or

IPdemultiplexing (IPdemux) subscriber interface in thedynamicprofile for the subscriber

interface.

Before you begin:

• Create a dynamic profile that defines the logical subscriber interface.

See the following topics:

• Configuring a Basic Dynamic Profile

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

To configure a dynamic VLAN subscriber interface based on the ALI:

• In the dynamic profile for the PPPoE or IP demux subscriber interface, associate the

dynamic ALI interface set with the dynamic VLAN subscriber interface name (pp0 or

demux0) and logical unit number.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-set $junos-interface-set-name interface
interface-name unit $junos-interface-unit
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Forexample, the followingstatement inadynamicprofilenamedali-vlan-pppoe-profile

associates the dynamic ALI interface set with the dynamic pp0 (PPPoE) logical

subscriber interface. Youmust use the predefined dynamic variable

$junos-interface-set-name to represent the name of the dynamic ALI interface set,

and $junos-interface-unit to represent the logical unit number of the subscriber

interface.

[edit dynamic-profiles ali-vlan-pppoe-profile]
user@host# set interfaces interface-set $junos-interface-set-name interface pp0 unit
$junos-interface-unit

Similarly, the following statement in a dynamic profile named ali-vlan-demux-profile

associates the dynamic ALI interface set (represented by $junos-interface-set-name)

with the demux0 (IP demux) logical subscriber interface.

[edit dynamic-profiles ali-vlan-demux-profile]
user@host# set interfaces interface-set $junos-interface-set-name interface demux0
unit $junos-interface-unit

The following examples show the dynamic configurations that use each of these

statements. The following sample configuration shows a dynamic profile named

ali-vlan-pppoe-profile for an ALI-based dynamic PPPoE (pp0) subscriber interface for

use by PPPoE subscribers.

[edit dynamic-profiles ali-vlan-pppoe-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface pp0 {
unit "$junos-interface-unit";

}
}
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
no-keepalives;
family inet {
unnumbered-address lo0.0;

}
}

}
}

The following sample configuration shows a dynamic profile named

ali-vlan-demux-profile foranALI-baseddynamic IPdemux(demux0)subscriber interface

for use by DHCP subscribers.
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[edit dynamic-profiles ali-vlan-demux-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface demux0 {
unit "$junos-interface-unit";

}
}
demux0 {
unit "$junos-interface-unit" {
demux-options {
underlying-interface "$junos-underlying-interface";

}
family inet {
demux-source {
$junos-subscriber-ip-address;

}
unnumbered-address lo0.0 preferred-source-address 198.51.100.202;

}
}

}
}

Related
Documentation

Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57•

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Clearing Access-Line-Identifier Interface Sets on page 66

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

Verifying andManaging Configurations for Dynamic VLANs Based on Access-Line
Identifiers

Purpose View informationaboutdynamicaccess-line-identifier (ALI) interface setsandALI-based

dynamic VLAN subscriber interfaces configured on the router.

Action Todisplay the logical andphysical interface associations for the classifier, rewrite rules,

scheduler map objects, and CoS adjustment settings:

•

user@host> show class-of-service interface interface-name

• To display the CoS associations for the specified dynamic ALI interface set:

user@host> show class-of-service interface-set ali-interface-set-name

• To display information about the specified CoS traffic shaping and scheduling profile:

user@host> show class-of-service traffic-control-profile profile-name

• To display address bindings and ALI interface set information in the client table on the

extended DHCP local server:
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user@host> show dhcp server binding detail

• To display status information about a specified Gigabit Ethernet interface:

user@host> show interfaces ge-fpc/pic/port.logical-unit-number

• Todisplay status informationabout a specified IPdemultiplexing (IPdemux) interface:

user@host> show interfaces demux0.logical-interface-number

• To display information about all dynamic ALI interface sets configured on the router:

user@host> show interfaces interface-set

• To display session-specific information about ALI-based dynamic PPPoE subscriber

interfaces:

user@host> show pppoe interfaces pp0.logical-unit-number

• To display information about PPPoE underlying interfaces, including whether creation

ofALI-baseddynamicVLANsubscriber interfaces isenabledon theunderlying interface:

user@host> show pppoe underlying-interfaces logical-interface-name detail

• To display information about active subscriber sessions associated with ALI interface

sets:

user@host> show subscribers detail

• To display information about active subscriber sessions associated with a specified

ALI interface set:

user@host> show subscribers ali-interface-set-name ali-interface-set-name detail

• To display information about active subscriber sessions that have an

access-line-identifier value containing amatching substring:

user@host> showsubscribersagent-remote-identifieragent-remote-identifier-substringdetail

Related
Documentation

Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57•

• Clearing Access-Line-Identifier Interface Sets on page 66

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

Clearing Access-Line-Identifier Interface Sets

Purpose Clear a specified dynamic access-line-identifier (ALI) interface set configured on the

router.

Action To clear a specified ALI interface set that has no active members:•
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user@host> clear auto-configuration interfaces interface-set interface-set-name

For example, the following command clears the ALI interface set named

ari-1003-ge-1/0/0.4001:

user@host> clear auto-configuration interfaces interface-set ari-1003-ge-1/0/0.4001

Interface-set ari-1003-ge-1/0/0.4001 deleted

Meaning When configured to do so, the router dynamically creates an ALI interface set when the

first DHCP or PPPoE subscriber from a particular household logs in. However, the router

does not automatically delete the ALI interface set when the last subscriber from that

household logs out. As a result, you must use the clear auto-configuration interfaces

interface-set command to explicitly clear the ALI interface set when it no longer has any

active subscriber interface members. If you attempt to clear an ALI interface that still

has active member interfaces, the router displays an error message and rejects the

command.

When you specify the name of the ALI interface set to be cleared, youmust use the ALI

interface set name internally generatedby the router, andnot theactual ALI string carried

in DHCP and PPPoE control packets. The router uses the following format to name ALI

interface sets:

trusted-option-nnnn-interface-name.logical-unit-number

where:

• trusted-option is a prefix identifying the access-line identifier that was configured to

be accepted and which triggered creation of the interface set:

• aci—The trusted option is the ACI.

• ari—The trusted option is the ARI.

• aci+ari—Both the ACI and the ARI are trusted options and both were received.

• noids—Neither the ACI nor the ARI is configured as the trusted option and neither

ACI nor ARI is received.

• nnnn is a randomly generated 4-digit identifier; for example, 1003.

• interface-name is the nameof the dynamic subscriber interface; for example, ge-1/0/0

or demux0.

• logical-unit-number is the logical unit number of the dynamic subscriber interface; for

example, 4001.

The following are all examples of generated interface set names:

aci-1003-ge-1/0/0.4001
ari-4297-demux0.3221225524
aci+ari-8115-demux0.4255221223
noids-3232-ge-2/1/0.1234
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To view the names of the ALI interface sets configured on the router, use the show

subscribers command.

Related
Documentation

• Configuring Dynamic VLANs Based on Access-Line Identifiers on page 57

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• CLI Explorer
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CHAPTER 6

High Availability for Service VLANs

• Ethernet OAM Support for Service VLANs Overview on page 69

• Configuring Ethernet OAM Support for Service VLANs with Double-Tagged Customer

VLANs on page 72

Ethernet OAMSupport for Service VLANs Overview

You can enable propagation of the Ethernet IEEE 802.1agOperation, Administration, and

Maintenance (OAM) state of a static single-tagged serviceVLAN(S-VLAN) toadynamic

or static double-tagged customer VLAN (C-VLAN) and, by extension, to the subscriber

interfaces configured on the C-VLAN. The static S-VLAN logical interface must be

configured on a Gigabit Ethernet, 10-Gigabit Ethernet, or aggregated Ethernet physical

interface.

Propagation of the S-VLAN OAM state to associated C-VLANs ensures that when the

OAM state of the S-VLAN link is down, the associated C-VLANs and all subscriber

interfaces configured on the C-VLANs are brought down as well.

• Ethernet OAM Support for Service VLANs Terms and Acronyms on page 69

• Components of Ethernet OAM Support for Service VLANs on page 70

• How Ethernet OAM Support for Service VLANsWorks on page 71

• Restrictions for Using Ethernet OAM Support for Service VLANs on page 71

Ethernet OAMSupport for Service VLANs Terms and Acronyms

Table 7 on page 69 defines the basic terms and acronyms used in this discussion of

Ethernet OAM support for service VLANs.

Table 7: Ethernet OAMSupport for Service VLANs Terms and Acronyms

DefinitionTerm

Connectivity fault management. Provides end-to-endmonitoring of an
Ethernet network that can bemade up of one or more service instances.
Junos OS supports Ethernet IEEE 802.1ag CFM.

CFM

AfeatureofEthernet IEEE802.1agCFMthatprovides fault detectionwithin
a maintenance association.

Continuity check
protocol
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Table 7: Ethernet OAMSupport for Service VLANs Terms and Acronyms (continued)

DefinitionTerm

Customer VLAN. A dynamic or static double-tagged logical interface that
has both an outer VLAN tag (corresponding to the S-VLAN) and an inner
VLANtag (corresponding to theC-VLAN). Ina 1:1 subscriber networkaccess
model, dedicatedC-VLANsprovideaone-to-onecorrespondencebetween
an individual subscriber and the VLAN encapsulation.

C-VLAN

Operation,Administration, andMaintenance.A setof Ethernet connectivity
specifications and functions providing connectivity monitoring, fault
detection and notification, fault verification, fault isolation, loopback, and
remote defect identification. Ethernet interfaces on MX Series routers
support the IEEE 802.1ag standard for OAM.

OAM

Service VLAN. A static single-tagged logical interface that has only one
outerVLANtag(corresponding to theS-VLAN). InanN:1 subscribernetwork
accessmodel, S-VLANsarededicated toaparticular service, suchas video,
voice, or data, instead of to a particular subscriber. Because an S-VLAN is
typically shared bymany subscribers within the same household or in
different households, it provides amany-to-one correspondence between
individual subscribers and the VLAN encapsulation.

S-VLAN

Virtual local area network. A logical group of network devices that appear
to be on the same local area network, regardless of their physical location.

VLAN

Components of Ethernet OAMSupport for Service VLANs

Ethernet OAM support for S-VLANs involves the following components:

• Physical interface—OnMX Series routers with Modular Port Concentrator/Modular

InterfaceCard (MPC/MIC) interfaces, you can enable propagation of theS-VLANOAM

state to a C-VLAN on Gigabit Ethernet, 10-Gigabit Ethernet, or aggregated Ethernet

physical interfaces.

• S-VLAN—To enable propagation of the S-VLAN Ethernet OAM state to associated

C-VLANs and subscriber interfaces, configure the static single-tagged S-VLAN logical

interface to run the Ethernet IEEE 802.1ag CFM continuity check protocol.

• C-VLAN—The C-VLAN is a dynamic or static double-tagged logical interface that has

the same S-VLAN (outer) tag as the static single-tagged S-VLAN logical interface. If

propagation of the S-VLAN OAM state to the C-VLAN is enabled on the physical

interface, the router brings down the C-VLAN and its associated subscriber interfaces

when the CFM continuity check protocol detects that the OAM state of the underlying

S-VLAN is down.

• Subscriber interfaces—Propagation of the S-VLAN Ethernet OAM state to associated

C-VLANs and subscriber interfaces applies to all dynamic or static DHCP, IP

demultiplexing (IPdemux), andPPPoEsubscriber interfacesconfiguredon theC-VLAN.
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How Ethernet OAMSupport for Service VLANsWorks

To enable propagation of the Ethernet OAM state of the S-VLAN to associated C-VLANs

and subscriber interfaces, use the oam-on-svlan statementwhen you configure aGigabit

Ethernet (ge), 10-Gigabit Ethernet (xe), or aggregated Ethernet (ae) physical interface.

If Ethernet IEEE 802.1ag CFM is properly configured on the S-VLAN logical interface,

including the oam-on-svlan statement for these Ethernet interfaces causes the router to

bring down both of the following when the CFM continuity check protocol detects that

the OAM state of the S-VLAN logical interface is down:

• All dynamic or static double-tagged C-VLAN logical interfaces that have the same

S-VLAN (outer) tag as the S-VLAN logical interface on which they are configured.

• All dynamic or static DHCP, IP demux, and PPPoE logical subscriber interfaces

configured on the associated C-VLANs.

To illustrate how Ethernet OAM support for S-VLANs works, consider the following

sample configuration on a Gigabit Ethernet physical interface:

• Gigabit Ethernet physical interface ge-1/0/3 configured with the svlan-on-oam

statement.

• Static single-tagged S-VLAN logical interface ge-1/0/3.0, which has a single S-VLAN

outer tag, VLAN ID 600.

• Ethernet OAM CFM protocol configured on the static S-VLAN logical interface. The

CFM configuration includes an action profile with the interface-down default action to

bring down the C-VLAN and dynamic subscriber interfaces when the continuity check

protocol detects that the Ethernet OAM state of S-VLAN interface ge-1/0/3.0 is down.

• Static double-tagged C-VLAN logical interface ge-1/0/3.100, which has an S-VLAN

outer tag, VLAN ID 600, and a C-VLAN inner tag, VLAN ID 1.

• Static PPPoE subscriber interfaces configured on C-VLAN interface ge-1/0/3.100.

Because the S-VLAN and C-VLAN logical interfaces in this example have the same

S-VLAN outer tag (VLAN ID 600), the router brings down the C-VLAN interface and the

PPPoE logical subscriber interfaceswhen theCFMcontinuity checkdetects that theOAM

status of S-VLAN interface ge-1/0/3.0 is down.

Restrictions for Using Ethernet OAMSupport for Service VLANs

Ethernet OAM support for S-VLANs is not currently supported for use with any of the

following:

• Dynamically configured S-VLAN logical interfaces

• S-VLAN trunk interfaces

• C-VLAN trunk interfaces
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Related
Documentation

Configuring Ethernet OAM Support for Service VLANs with Double-Tagged Customer

VLANs on page 72

•

• IEEE 802.1ag OAM Connectivity Fault Management Overview

Configuring Ethernet OAMSupport for Service VLANswith Double-Tagged Customer
VLANs

You can enable propagation of the Ethernet IEEE 802.1agOperation, Administration, and

Maintenance(OAM)stateofastatic single-taggedserviceVLAN(S-VLAN)to thedynamic

or static double-tagged customer VLAN (C-VLAN) that has the same S-VLAN (outer)

tag as theS-VLAN, and, by extension, to subscriber interfaces configured on theC-VLAN.

The static S-VLAN logical interfacemust be configured on aGigabit Ethernet, 10-Gigabit

Ethernet, or aggregated Ethernet physical interface.

Before you begin:

• Make sure the static single-tagged S-VLAN logical interface is configured with the

Ethernet802.1agOAMconnectivity faultmanagement (CFM)continuity checkprotocol.

See IEEE 802.1ag OAM Connectivity Fault Management Overview.

To enable propagation of the Ethernet OAM state of a static single-tagged S-VLAN to

dynamic or static double-tagged C-VLAN logical interfaces:

• Configure a Gigabit Ethernet (ge), 10-Gigabit Ethernet (xe), or aggregated Ethernet

(ae)physical interface topropagate theS-VLANEthernetOAMstate toC-VLAN logical

interfaces that have the same S-VLAN (outer) tag as the S-VLAN interface.

[edit]
user@host# set interfaces interface-name-fpc/pic/port oam-on-svlan

For example, the following statement enables propagation of the Ethernet OAM state

of a static single-tagged S-VLAN on Gigabit Ethernet interface ge-1/0/5 to a dynamic

or static double-tagged C-VLAN logical interface with the same S-VLAN (outer) tag

as the S-VLAN interface.

[edit]
user@host# set interfaces ge-1/0/5 oam-on-svlan

Including theoam-on-svlanstatementwhenyouconfigureaGigabitEthernet, 10-Gigabit

Ethernet, or aggregated Ethernet physical interface causes the router to bring down

both of the following when the CFM continuity check protocol detects that the OAM

state of the S-VLAN logical interface is down:

• All dynamic or static double-tagged C-VLANs on the S-VLAN interface that have

the same S-VLAN (outer) tag as the S-VLAN interface.

• All DHCP, IP demultiplexing (IP demux), and PPPoE logical subscriber interfaces

configured on the associated C-VLANs.
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Example: Gigabit
Ethernet Interfacewith

Static S-VLAN,
Dynamic C-VLAN, and

Dynamic PPPoE
Subscriber Interfaces

The following example shows a dynamic subscriber access configuration that uses the

oam-on-svlan statementonaGigabitEthernet interface.ThisexampleconfiguresGigabit

Ethernet physical interface ge-1/0/5with a static single-taggedS-VLAN logical interface

(ge-1/0/5.1) that runs theEthernet802.1agOAMCFMcontinuitycheckprotocol.Adynamic

profile named double-vlans creates a dynamic double-tagged C-VLAN interface, and a

dynamic profile named pppoe-profile creates dynamic PPPoE subscriber interfaces on

theC-VLAN interface. Theoam-on-svlan statement for ge-1/0/5propagates theEthernet

OAM state of S-VLAN interface ge-1/0/5.1 to the C-VLAN interface and the dynamic

PPPoE subscriber interfaces.

For clarity, the configuration is divided into five steps.

1. Configureadynamicprofilenameddouble-vlans thatdefinesadynamicdouble-tagged

C-VLAN logical interface.

[edit]
dynamic-profiles {
double-vlans {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-interface-unit" {
vlan-tags outer "$junos-stacked-vlan-id" inner "$junos-vlan-id";
encapsulation ppp-over-ether;
pppoe-underlying-options {
dynamic-profile pppoe-profile;

}
}

}
}

}
}

2. Configure a dynamic profile named pppoe-profile that defines dynamic PPPoE

subscriber interfaces on the C-VLAN.

[edit]
dynamic-profiles {
pppoe-profile {
interfaces {
pp0 {
unit "$junos-interface-unit" {
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
family inet {
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unnumbered-address lo0.0;
}

}
}

}
}

}

3. Configure Gigabit Ethernet physical interface ge-1/0/5.

[edit]
interfaces {
ge-1/0/5 {
description "connect to remote router";
flexible-vlan-tagging;
oam-on-svlan;
unit 1 {
vlan-id 1;

}
auto-configure {
stacked-vlan-ranges {
dynamic-profile double-vlans {
accept any;
ranges {
any,any;

}
}

}
}

}
lo0 {
unit 0 {
family inet {
address 198.51.1.1/32 {
primary;

}
}

}
}

}

The preceding example in Step 3 configures a static, single-tagged S-VLAN logical

interface (ge-1/0/5.1)withVLAN ID 1, and references thedouble-vlansdynamicprofile

to create a dynamic double-tagged C-VLAN logical interface with S-VLAN (outer)

tag any and C-VLAN (inner) tag any. The tag value any represents the entire range of

VLAN IDs or S-VLAN IDs, including VLAN ID 1.

Because the C-VLAN outer tag (any) matches the S-VLAN tag VLAN ID 1, the

oam-on-svlan statement in the configuration causes the router to propagate the

Ethernet OAM state of S-VLAN ge-1/0/5.1 to the dynamic double-tagged C-VLAN

logical interface (created by the double-vlans dynamic profile) and, by extension, to

thedynamicPPPoEsubscriber interfaceson theC-VLAN(createdby thepppoe-profile

dynamic profile).
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4. Configure the Ethernet 802.1ag OAM CFM continuity check protocol on the static

S-VLAN interface (ge-1/0/5.1).

[edit]
protocols {
oam {
ethernet {
connectivity-fault-management {
action-profile myDefault {
default-actions {
interface-down;

}
}
maintenance-domainmd1 {
level 1;
maintenance-associationma1 {
continuity-check {
interval 1s;

}
mep 100 {
interface ge-1/0/5.1;
direction down;
remote-mep 101 {
action-profile myDefault;

}
}

}
}

}
}

}
}

If the CFM continuity check protocol detects that the Ethernet OAM state of S-VLAN

interface ge-1/0/5.1 is down, the interface-down action in themyDefault action profile

causes the router to bring down both of the following:

• The dynamic double-tagged C-VLAN logical interface that has the same S-VLAN

(outer) tag as S-VLAN interface ge-1/0/5.1

• The dynamic PPPoE subscriber interfaces configured on the dynamic C-VLAN

interface

5. Create a PPP access profile.

For brevity, this configuration is only partially shown. Themissing portions of the

configuration are replaced with ellipses (...).

[edit]
access {
...
profile ppp-authenticator {
...

}
}
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Related
Documentation

• Ethernet OAM Support for Service VLANs Overview on page 69

• IEEE 802.1ag OAM Connectivity Fault Management Overview
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PART 2

Configuring DHCP Subscriber Interfaces

• VLAN and Demux Subscriber Interfaces Overview on page 79

• Configuring Sets of Demux Interfaces to Provide Services to a Group of

Subscribers on page 85

• Configuring Dynamic Demux Interfaces That are Created by DHCP on page 89

• Configuring DHCP Subscriber Interfaces over Aggregated Ethernet on page 101

• Using Dynamic Profiles to Apply Services to DHCP Subscriber Interfaces on page 129

• Configuring DHCP IP Demux and PPPoE Demux Interfaces Over the Same

VLAN on page 133

• Providing Security for DHCP Interfaces Using MAC Address Validation on page 147

• RADIUS-SourcedWeights for Targeted Distribution on page 153

• Verifying Configuration and Status of Dynamic Subscribers on page 157
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CHAPTER 7

VLAN and Demux Subscriber Interfaces
Overview

• DHCP Subscriber Interface Overview on page 79

• Subscriber Interfaces and Demultiplexing Overview on page 80

• IP Demux Interfaces over Static or Dynamic VLAN Demux Interfaces on page 82

DHCP Subscriber Interface Overview

You can identify subscribers statically or dynamically.

To identify subscribers statically, you can reference a static VLAN interface in a dynamic

profile. To identify subscribers dynamically, you create variables for demux interfaces

that are dynamically created by DHCPwhen subscribers log in.

Statically Identifying Subscribers

Before you can configure static subscriber interfaces in a dynamic profile, youmust first

configure the logical interfaces on the router towhich you expect clients to connect. After

you have created the static interfaces, you canmodify them by using dynamic profiles

to apply configuration parameters.

You can also configure subscribers by creating sets of static IP demux interfaces that

are not referenced in a dynamic profile.

When configuring the interfaces stanza within a dynamic profile, you use variables to

specify the interface name and the logical unit value. When a DHCP subscriber sends a

DHCP request to the interface, the dynamic profile replaces the interface-name and unit

variables with the actual interface name and logical unit number of the interface that

received the DHCP request. After this association is made, the router configures the

interfacewithanyCoSorprotocol (that is, IGMP)configurationwithin thedynamicprofile,

or applies any input or output filter configuration that you have associated with that

dynamic profile.

[edit dynamic-profiles]
interfaces interface-name {
unit logical-unit-number {
family family {
address address;
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filter {
input filter-name;
output filter-name;

}
unnumbered-address interface-name <preferred-source-address address>;
vlan-id;

}
vlan-tagging;

}

Dynamically Identifying Subscribers

You can configure demux interfaces to represent a subscriber interface in a dynamic

profile. When a subscriber logs in using a DHCP access method, the demux interface is

dynamically created.

You specify variables for the unit number, the name of the underlying interface, and the

IP address in the dynamic profile. These variables are replaced with the values that are

supplied by DHCPwhen the subscriber logs in.

Related
Documentation

Static Subscriber Interfaces and VLAN Overview on page 7•

• Subscriber Interfaces and Demultiplexing Overview on page 80

Subscriber Interfaces and Demultiplexing Overview

You can create logical subscriber interfaces using static or dynamic demultiplexing

interfaces. In addition, you can use either IP demultiplexing interfaces or VLAN

demultiplexing interfaces when creating logical subscriber interfaces.

Demultiplexing (demux) interfacesare logical interfaces that shareacommon, underlying

logical interface (in the case of IP demux) or underlying physical interface (in the case

of VLAN demux). You can use these interfaces to identify specific subscribers or to

separate individual circuits by IP address (IP demux) or VLAN ID (VLAN demux).

The subscriber interfaces canprovidedifferent levels of services for individual subscribers

in an access network. For example, you can apply CoS parameters for each subscriber.

From Junos OS Release 18.1 onwards, packet triggered subscribers feature creates IP

demultiplexing interfaces (IP demux IFL) on receiving a data packet from clients with

pre-assigned IP address. The IP demultiplexing interfaces are created for both IPv4 or

IPv6 data packets. On receiving the packets, the forwarding plane checks the source IP

address. If the source IP address matches any one of the configured IP address or prefix

ranges, the subscriber is sent to the Routing engine. The Routing Engine authenticates

the subscriber with authenticating server. The authenticating server requests for volume

accounting andmay also request for advanced services such as firewall filter or CoS.

The IP demux IFL is createdwith the services requested by the authenticating server. The

IP demux IFL employs subscriber services in networks with statically assigned IP clients

or subscribers with pre-assigned IP address.
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NOTE: If the source IP address does not fall within any of the IP address or
prefix ranges on the interface, the IP demux IFL does not get created

Interface Sets of Static Demux Interfaces

You can group static demux interfaces to create individual subscriber interfaces using

interface sets. Interface sets enable you to provide the same level of service for a group

of subscribers; for example, all residential subscriberswho receive the basic data service.

Figure 4 on page 81 shows a subscriber interface configured using a set of IP demux

interfaces with an underlying VLAN interface.

Figure 4: IP Demux Subscriber Interface

Dynamic Demultiplexing Interfaces

You can configure demux interfaces to represent a dynamic subscriber interface in a

dynamic profile.

Demux interfacesaredynamically createdbyaDHCPaccessmethodwhen theunderlying

interface for the demux interface is configured for the accessmethod. The DHCP access

model creates the demux interface with the subscriber's assigned IP address (for IP

demux interfaces) or VLAN ID (for VLAN demux interfaces).

To configure an IP demux interface in the dynamic profile, you specify variables for the

unit number, the name of the underlying interface, and the IP address. To configure a

VLAN demux interface in the dynamic profile, you specify variables for the unit number,

the name of the underlying interface, and the VLAN ID. These variables are replacedwith

the values that are supplied by DHCPwhen the subscriber logs in.

Guidelines for Configuring Demux Interfaces for Subscriber Access

When you configure static or dynamic demux interfaces for subscriber access, consider

the following guidelines:

• Only demux0 is supported. If you configure another demux interface, such as demux1,

the configuration commit fails.

• You can configure only one demux0 interface per chassis.

• For IP demux interfaces, you can define logical demux interfaces on top of the demux0

interface (for example, demux0.1, demux0.2, and so on).

• Hierarchical and per-unit scheduling is supported for dynamically created demux

interfaces on the EQ DPC.

• IP demux interfaces support IPv4 (family inet) and IPv6 (family inet6)).
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• IP demux subscriber interfaces over aggregated Ethernet physical interfaces are

supported only for MX Series routers that have only MPCs installed. If the router has

other cards inaddition toMPCs, theCLI accepts theconfigurationbuterrorsare reported

when the subscriber interfaces are brought up.

• You can configure IPv4 and IPv6 addressing for static and dynamic demux interfaces.

• Demux interfaces currently support only Gigabit Ethernet, Fast Ethernet, 10-Gigabit

Ethernet, and aggregated Ethernet underlying interfaces.

• Youmust associate IP demux interfaces with an underlying logical interface.

• Youmust associate VLAN demux interfaces with an underlying device (physical

interface).

• You cannot use a dynamic demux interface to represent multiple subscribers in a

dynamic profile attached to an interface. One dynamic demux interface represents

onesubscriber.Donotconfigure theaggregate-clientsoptionwhenattachingadynamic

profile to a demux interface for DHCP.

Related
Documentation

ConfiguringaSubscriber InterfaceUsingaSetofStatic IPDemux Interfacesonpage85•

• Configuring a Subscriber Interface Using a Set of Static VLAN Demux Interfaces on

page 86

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

• Demultiplexing Interface Overview

IP Demux Interfaces over Static or Dynamic VLANDemux Interfaces

You can configure a router with IP demux interfaces over VLAN demux interfaces. Just

as IP demux interfaces demultiplex their underlying VLAN demux interfaces based on IP

address, VLAN demux interfaces demultiplex their underlying aggregate Ethernet or

Ethernet interfaces based on VLAN ID.

When configuring IP demux interfaces over VLAN demux interfaces, keep the following

in mind:

• Only single and dual VLAN tag options are supported as VLAN selectors.

• Both inet and inet6 families are supported.

• All firewall and CoS features are supported.

• Both static and dynamic VLAN demux interface creation is supported.

• Only MPCs are supported.
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Related
Documentation

• Subscriber Interfaces and Demultiplexing Overview on page 80

• Distribution of Demux Subscribers in an Aggregated Ethernet Interface

• ConfiguringaStaticorDynamic IPDemuxSubscriber InterfaceoverAggregatedEthernet

on page 106

• Example: Dynamic IP Demux Subscriber Interfaces over Dynamic VLAN Demux

Interfaces on page 93

• Example: Concurrent Configuration of Dynamic DHCP IP Demux and PPPoE Demux

Interfaces over the Same VLAN Demux Interface on page 133

• Aggregated Ethernet Interfaces Overview
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CHAPTER 8

Configuring Sets of Demux Interfaces to
ProvideServices toaGroupofSubscribers

• ConfiguringaSubscriber InterfaceUsingaSetofStatic IPDemux Interfacesonpage85

• Configuring a Subscriber Interface Using a Set of Static VLAN Demux

Interfaces on page 86

Configuring a Subscriber Interface Using a Set of Static IP Demux Interfaces

You can create logical subscriber interfaces from IP demux interfaces. IP demultiplexing

(demux) interfaces are logical interfaces that share a common, underlying logical

interface. IP demux interfaces can be used to identify specific subscribers or to separate

individual circuits.

You can group individual subscriber interfaces using interface sets to provide the same

level of service for a group of subscribers; for example, all residential subscribers who

receive the basic data service. Interface sets can be defined as a list of logical interfaces

(unit 0, unit 1, and so on).

NOTE: Only demux0 is supported. If you configure another demux interface,
such as demux1, the configuration commit fails.

To configure a group of static IP demux interfaces:

1. Configure the interface set.

interfaces {
interface-set demux-set {
interface demux0 {
unit 0;
unit 1;
}

}
}

2. Define the units of the interface set.
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demux0 {
unit 0 {
demux-options {
underlying-interface ge-2/0/1.1;

}
family inet {
demux-source {
203.0.113.0/24;

}
address 203.0.113.25/24;

}
}
unit 1 {
demux-options {
underlying-interface ge-2/0/1.1;

}
family inet {
demux-source {
203.0.133.110/24;

}
address 203.0.113.12/24;

}
}

}

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

Configuring a Subscriber Interface Using a Set of Static VLANDemux Interfaces

You can create logical subscriber interfaces from VLAN demux interfaces. VLAN

demultiplexing (demux) interfacesare logical interfaces that shareacommon, underlying

physical interface. VLAN demux interfaces can be used to identify specific subscribers

or to separate individual circuits.

You can group individual subscriber interfaces using interface sets to provide the same

level of service for a group of subscribers; for example, all residential subscribers who

receive the basic data service. Interface sets can be defined as a list of logical interfaces

(unit 0, unit 1, and so on).

NOTE: Only demux0 is supported. If you configure another demux interface,
such as demux1, the configuration commit fails.

To configure a group of static VLAN demux interfaces:

1. Configure the interface set.

interfaces {
interface-set demux-set {
interface demux0 {
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unit 0;
unit 1;
}

}
}

2. Define the units of the interface set.

demux0 {
unit 0 {
vlan-id 10;
demux-options {
underlying-interface ge-2/0/1;

}
family inet {
address 203.0.113.201/24;

}
}
unit 1 {
vlan-id 20;
demux-options {
underlying-interface ge-2/0/1;

}
family inet {
address 203.0.113.202/24;

}
}

}

Related
Documentation

• Subscriber Interfaces and Demultiplexing Overview on page 80
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CHAPTER 9

Configuring Dynamic Demux Interfaces
That are Created by DHCP

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

• Example: Dynamic IP Demux Subscriber Interfaces over Dynamic VLAN Demux

Interfaces on page 93

Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic
Profiles

You can configure dynamic subscriber interfaces using IP demux interfaces.

To enable the dynamic demux interface to be created byDHCP, you configure the demux

options inadynamicprofile. Dynamicprofiles enable you todynamically apply configured

values (including CoS, IGMP, or filter configuration) to the dynamic interfaces, making

them easier to manage.

NOTE: Only demux0 is supported. If you configure another demux interface,
such as demux1, the configuration commit fails.

Before you begin:

• Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

To configure dynamic subscriber interfaces:

1. Specify that you want to configure the demux0 interface in the dynamic profile.

user@host# edit dynamic-profiles business-profile interfaces demux0
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2. Configure the unit for the demux0 interface.

a. Configure the variable for the unit number of the demux0 interface.

The variable is dynamically replaced with the unit number that DHCP supplies

when the subscriber logs in.

[edit dynamic-profiles business-profile interfaces demux0]
user@host# edit unit $junos-interface-unit

b. Configure the variable for the underlying interface of the demux interfaces and

specify the $junos-underlying-interface variable.

The variable is dynamically replaced with the underlying interface that DHCP

supplies when the subscriber logs in.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-options underlying-interface $junos-underlying-interface

c. (Optional) To improve data path performance for DHCPv4 subscribers, specify

that only subscribers with 32-bit prefixes are allowed to come up on the interface.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# set host-prefix-only

NOTE: This step requires that you specify the demux-source as inet.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-source inet

3. Configure the family for the demux interfaces.

a. Specify that you want to configure the family.

For IPv4:

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet

For IPv6:

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet6
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b. Configure the unnumbered address for the family.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit” family inet]

user@host# set unnumbered-address lo0.0

c. Configure the variable for the IP address of the demux interface.

The variable is dynamically replacedwith the IP address that DHCP supplieswhen

the subscriber logs in. For IPv4, use $junos-subscriber-ip-address, For IPv6, use

$junos-subscriber-ipv6-address. For IPv6multiple address support, use

$junos-subscriber-ipv6-multi-address.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit” family inet]

user@host# set demux-source $junos-subscriber-ip-address

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Configuring MAC Address Validation for Dynamic Subscriber Interfaces on page 150

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

Configuring Dynamic Subscriber Interfaces Using VLANDemux Interfaces in Dynamic
Profiles

You can configure dynamic subscriber interfaces using VLAN demux interfaces.

To enable the dynamic demux interface to be created byDHCP, you configure the demux

options inadynamicprofile. Dynamicprofiles enable you todynamically apply configured

values (including CoS, IGMP, or filter configuration) to the dynamic interfaces, making

them easier to manage.

NOTE: Only demux0 is supported. If you configure another demux interface,
such as demux1, the configuration commit fails.

Before you begin:

• Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

To configure dynamic subscriber interfaces:

1. Specify that you want to configure the demux0 interface in the dynamic profile.

user@host# edit dynamic-profiles business-profile interfaces demux0
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2. Configure the unit for the demux0 interface.

a. Configure the variable for the unit number of the demux0 interface.

The variable is dynamically replaced with the unit number that DHCP supplies

when the subscriber logs in.

[edit dynamic-profiles business-profile interfaces demux0]
user@host# edit unit $junos-interface-unit

b. Configure the variable for the underlying interface of the demux interfaces by

specifying the $junos-interface-ifd-name variable.

The variable is dynamically replaced with the underlying device name that DHCP

supplies when the subscriber logs in.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-options underlying-interface $junos-interface-ifd-name

c. Configure the variable for the VLAN ID.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# set vlan-id $junos-vlan-id

3. Configure the family for the demux interfaces.

a. Specify that you want to configure the family.

For IPv4:

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet

For IPv6:

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet6

b. Configure the unnumbered address for the family.

[edit dynamic-profiles business-profile interfaces demux0 unit
“$junos-interface-unit” family inet]

user@host# set unnumbered-address lo0.0
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Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Configuring MAC Address Validation for Subscriber Interfaces on page 149

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

• Example: Dynamic IP Demux Subscriber Interfaces over Dynamic VLAN Demux

Interfaces on page 93

Example: Dynamic IP Demux Subscriber Interfaces over Dynamic VLANDemux
Interfaces

This example describes how to configure dynamic IP demux interfaces over dynamic

VLAN demux interfaces.

• Requirements on page 93

• Overview on page 93

• Configuration on page 93

• Verification on page 100

Requirements

Before you begin, make sure to configure either DHCP Relay or DHCP Local Server. For

information about configuring either of these components, see Extended DHCP Relay

Agent Overview or Extended DHCP Local Server Overview.

Also, before you begin, see the conceptual information about VLAN demux interfaces in:

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

Overview

You can create a subscriber interface using an IP demux interface stacked on a static or

dynamic VLAN demux interface. IP demux interfaces are used to uniquely identify

subscribers in an access network based on their IP address.

Configuration

• Preparing a Subscriber Access Interface on page 94

• Preparing the Loopback Interface on page 96

• Configuring aDynamicProfile toDynamically CreateSingle-TaggedVLANsonpage96

• Configuring a Dynamic Profile to Dynamically Create IP Demux Interfaces on page 98
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Preparing a Subscriber Access Interface

CLI Quick
Configuration

To quickly configure the aggregated Ethernet interface over which subscribers access

the router:

[edit]
set chassis aggregated-devices ethernet device-count 1
set interfaces ge-5/0/9 gigether-options 802.3ad ae0
set interfaces ge-5/1/9 gigether-options 802.3ad ae0
set interfaces ae0 flexible-vlan-tagging
set interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demuxaccept
inet

set interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demuxranges
500-1000

set interfaces ae0 aggregated-ether-options lacp active
set interfaces ae0 aggregated-ether-options lacp link-protection

Step-by-Step
Procedure

Youmust configure an interface over which clients initially access the router. We

recommend that you specify the same VLAN tagging for the interface that you expect

from incomingclients. This exampleuses flexibleVLANtagging tosimultaneously support

transmission of 802.1Q VLAN single-tag and dual-tag frames on logical interfaces on

the same Ethernet port.

If you want it to automatically create dynamic VLANs, the interface must include the

VLAN range type (single or stacked) andcontain any specific ranges youwant theVLANs

to use.

To configure an interface for subscriber access:

1. Configure the number of aggregated Ethernet interfaces on the router.

[edit]
user@host# set chassis aggregated-devices ethernet device-count 1

2. Access the physical interface over which you want subscribers to initially access

the router.

[edit]
user@host# edit interfaces ge-5/0/9

3. Specify the aggregated Ethernet interface to which the physical interface belongs.

[edit interfaces ge-5/0/9]
user@host# set gigether-options 802.3ad ae0

4. Repeat Step 2 and Step 3 for each interface you want to assign to the aggregated

Ethernet bundle.
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[edit]
user@host# set interfaces ge-5/1/9 gigether-options 802.3ad ae0

5. Access the aggregated Ethernet interface.

[edit]
user@host# edit interfaces ae0

6. Specify the VLAN tagging that you want the aggregated Ethernet interfaces to use.

[edit interfaces ae0]
user@host# set vlan-tagging

7. Edit the auto-configure stanza to automatically configure VLANs.

[edit interfaces ae0]
user@host# edit auto-configure

8. Edit the vlan-ranges stanza for single-tagged VLANs.

[edit interfaces ae0 auto-configure]
user@host# edit vlan-ranges

9. Specify thedynamicVLANprofile that youwant the interface touse for dynamically

creating single-tagged VLANs.

[edit interfaces ae0 auto-configure vlan-ranges]
user@host# edit dynamic-profile Auto-VLAN-Demux

10. Specify what VLAN Ethernet packet type the VLAN profile accepts.

[edit interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demux]
user@host# set accept inet

11. Specify the VLAN ranges that you want the dynamic profile to use. The following

example specifies a lower VLAN ID limit of 500and an upper VLAN ID limit of 1000.

[edit interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demux]
user@host# set ranges 500-1000

12. (Optional) Activate the transmission of LACP packets on the aggregated Ethernet

interfaces.

[edit interfaces ae0]
user@host# set aggregated-ether-options lacp active
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13. Specify that the aggregated Ethernet interfaces use link protection.

[edit interfaces ae0]
user@host# set aggregated-ether-options lacp link-protection

Preparing the Loopback Interface

CLI Quick
Configuration

To quickly configure the required loopback interface for this example:

[edit]
set interfaces lo0.0 unit 0 family inet address 198.51.100.100/32

Step-by-Step
Procedure

Youmustconfigurea loopback interface foruseas theunnumberedaddressandpreferred

source address for dynamically created interfaces.

To configure the required loopback interface for this example:

1. Configure a loopback interface.

[edit]
user@host# edit interfaces lo0.0

2. Specify that the loopback interface accept inet packets.

[edit interfaces lo0 unit 0]
user@host# edit family inet

3. Specify the IP address for the loopback interface.

[edit interfaces lo0 unit 0 family inet]
user@host# set address 198.51.100.100/32

Configuring a Dynamic Profile to Dynamically Create Single-Tagged VLANs

CLI Quick
Configuration

Toquickly configure thedynamicprofile used todynamically create single-taggedVLANs

in the example:

[edit]
set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
demux-source inet

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
proxy-arp

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
vlan-id $junos-vlan-id

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
demux options underlying-interface $junos-interface-ifd-name
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set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
family inet unnumbered-address lo0.0 preferred source-address 198.51.100.100

Step-by-Step
Procedure

Fordynamic IPdemux interfaces to resideonadynamicVLANdemux interface, theVLAN

interface must first exist.

A dynamic profile that configures a VLAN demux interface must specify variables for

unit, underlying interfacename,andVLAN ID.AdynamicVLANdemux interfaceassociates

specific subscribers to separate individual circuits by VLAN ID.

To configure a dynamic profile and attach it to a dynamic VLAN demux interface so that

it automatically creates VLAN interfaces:

1. Create a dynamic profile for automatically creating single-tagged VLAN interfaces.

[edit]
user@host# edit dynamic-profiles Auto-VLAN-Demux

2. Specify that the dynamic VLAN profile use the demux interface.

[edit dynamic-profiles “Auto-VLAN-Demux”]
user@host# edit interfaces demux0

3. Specify that thedynamicprofile apply thedemux interfaceunit value to thedynamic

VLANs.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0]
user@host# edit unit $junos-interface-unit

4. (Optional) Specify that the demux source accepts only IPv4 (inet) packets.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-source inet

5. (Optional) Specify that each dynamically created interface respond to any ARP

request, as long as an active route exists to the target address of the ARP request.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set proxy-arp

6. Specify that VLAN IDs are dynamically created.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set vlan-id $junos-vlan-id
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7. Specify the logical underlying interface for the dynamic VLANs.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-options underlying-interface $junos-interface-ifd-name

8. Specify that theVLANdemux interfacecanaccept inet familypackets for IPoE/DHCP

subscribers.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet

9. Specify the loopback address as the unnumbered address and preferred source

address for the inet family.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit” family inet]

user@host#setunnumbered-address lo0.0preferred-source-address198.51.100.100

Configuring a Dynamic Profile to Dynamically Create IP Demux Interfaces

CLI Quick
Configuration

To quickly configure the dynamic profile used to dynamically create IP demux interfaces

in the example:

[edit]
set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
proxy-arp

set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
demux-options underlying-interface $junos-underlying-interface

set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
family inet demux-source $junos-subscriber-ip-address

set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
family inet unnumbered-address lo0.0 preferred-source-address 198.51.100.100

Step-by-Step
Procedure

A dynamic profile that configures an IP demux interface must specify variables for unit,

underlying interface name, and IP address. A dynamic IP demux interface associates

specific subscribers to separate individual circuits by IP address.

Toconfigureadynamicprofile andattach it toan interface so that it automatically creates

IP demux interfaces:

1. Create a dynamic profile for dynamically creating IP demux interfaces.

[edit]
user@host# edit dynamic-profiles DHCP-IP-Demux

2. Specify that the dynamic profile use the demux0 interface.
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[edit dynamic-profiles DHCP-IP-Demux]
user@host# edit interfaces demux0

3. Specify that the dynamic profile apply the interface unit value to the dynamic IP

demux interfaces.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0]
user@host# edit unit $junos-interface-unit

4. (Optional) Configure the router to respond to anyARP request, as long as the router

has an active route to the target address of the ARP request.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set proxy-arp

5. Specify the logical underlying interface for the dynamic IP demux interfaces.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-options underlying-interface $junos-underlying-interface

6. Specify the protocol family information for the dynamic IP demux interfaces.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet

7. Specify the demux source address is obtained from the incoming subscriber IP

address.

[editdynamic-profilesDHCP-IP-Demuxinterfacesdemux0unit“$junos-interface-unit”
family inet]

user@host# set demux-source $junos-subscriber-ip-address

8. Specify the loopback interfaceas theunnumberedaddressand thedemux interface

IP address as the preferred source address for the dynamic IP demux interfaces.

[editdynamic-profilesDHCP-IP-Demuxinterfacesdemux0unit“$junos-interface-unit”
family inet]

user@host#setunnumbered-address lo0.0preferred-source-address198.51.100.100
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Verification

• Subscriber Verification on page 100

• Interface Verification on page 100

Subscriber Verification

Purpose View subscriber information on the router.

Action To display dynamic subscriber information:•

user@host# show subscribers detail

Interface Verification

Purpose View interface-specific information on the router.

Action To display interface-specific output:•

user@host# show interfaces interface-name

Related
Documentation

• Configuring Predefined Dynamic Variables in Dynamic Profiles

• Dynamic 802.1Q VLAN Overview on page 6

• Demultiplexing Interface Overview
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CHAPTER 10

Configuring DHCP Subscriber Interfaces
over Aggregated Ethernet

• Static and Dynamic VLAN Subscriber Interfaces over Aggregated Ethernet

Overview on page 102

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet

Overview on page 103

• Configuring a Static or Dynamic VLAN Subscriber Interface over Aggregated

Ethernet on page 105

• Configuring a Static or Dynamic IP Demux Subscriber Interface over Aggregated

Ethernet on page 106

• Configuring a Static or Dynamic VLAN Demux Subscriber Interface over Aggregated

Ethernet on page 108

• Example:ConfiguringaStaticSubscriber InterfaceonaVLAN InterfaceoverAggregated

Ethernet on page 109

• Example: Configuring a Static Subscriber Interface on an IP Demux Interface over

Aggregated Ethernet on page 112

• Example: Configuring IPv4Static VLANDemux Interfaces over anAggregatedEthernet

Underlying Interface with DHCP Local Server on page 114

• Example: Configuring IPv4 Dynamic VLAN Demux Interfaces over an Aggregated

Ethernet Underlying Interface with DHCP Local Server on page 117

• Example: Configuring IPv6 Dynamic VLAN Demux Interfaces over an Aggregated

Ethernet Underlying Interface with DHCP Local Server on page 120

• Example: Configuring IPv4 Dynamic Stacked VLAN Demux Interfaces over an

Aggregated Ethernet Underlying Interface with DHCP Local Server on page 124
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Static and Dynamic VLAN Subscriber Interfaces over Aggregated Ethernet Overview

You can configure a subscriber interface represented by a static virtual LAN (VLAN)

stacked on a two-link aggregated Ethernet logical interface. Youmust configure the

aggregated Ethernet logical interface on Enhanced Queuing Dense Port Concentrators

(EQ DPCs) or MPC/MIC interfaces in MX Series 5G Universal Routing Platforms.

A static or dynamicVLANsubscriber interfaceover aggregatedEthernet canalso support

one-to-one active/backup link redundancy, depending on how you configure the

underlying aggregated Ethernet interface.

To configure a static or dynamic VLAN subscriber interface over aggregated Ethernet,

make sure you understand the following concepts.

• Guidelines forConfiguringanAggregatedEthernet Logical Interface toSupport aStatic

or Dynamic VLAN Subscriber Interface on page 102

Guidelines for Configuring an Aggregated Ethernet Logical Interface to Support a Static or
Dynamic VLAN Subscriber Interface

The following guidelines for configuring an aggregated Ethernet logical interface also

apply to configuring a static or dynamic VLAN subscriber interface stacked on a two-link

aggregated Ethernet logical interface:

• If you need to support one-to-one active/backup link redundancy, configure the

aggregated Ethernet interface in link protection mode, which requires that the two

underlying physical interfaces be designated as primary and backup links.

• In addition, if you need to support one-to-one active/backup link redundancy at the

DPC or MPC level, configure the aggregated Ethernet interface on physical interfaces

that reside on different EQ DPCs or MPCs.

NOTE: One-to-one active/backup DPC redundancy is also supported with
firewall filters and policy filters for static non-VLAN interfaces configured on
an aggregated Ethernet logical interfaces, provided LACP is not active.

Related
Documentation

Static Subscriber Interfaces and VLAN Overview on page 7•

• Configuring a Static or Dynamic VLAN Subscriber Interface over Aggregated Ethernet

on page 105

• Example:ConfiguringaStaticSubscriber InterfaceonaVLAN InterfaceoverAggregated

Ethernet on page 109

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• CoS for Subscriber Access Overview
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Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

Youcanconfigureasubscriber interfaceusingastaticordynamicdemux interfacestacked

on an aggregated Ethernet logical interface. Subscriber interfaces on static or dynamic

demux interfaces can be used to identify specific subscribers (authenticated users) in

an access network or to separate individual circuits. A subscriber interface on a static or

dynamicdemux interfaceoveraggregatedEthernetcansupportone-to-oneactive/backup

link redundancy or traffic loadbalancing, depending on howyou configure the underlying

aggregated Ethernet interface.

To configure a static or dynamic demux subscriber interface over aggregated Ethernet,

make sure you understand the following concepts:

• Options for Aggregated Ethernet Logical Interfaces That Support Demux Subscriber

Interfaces on page 103

• Hardware Requirements with Static or Dynamic Demux Subscriber Interfaces over

Aggregated Ethernet on page 104

• Features Supported with Static or Dynamic Demux Subscriber Interfaces over

Aggregated Ethernet on page 104

Options forAggregatedEthernet Logical InterfacesThatSupportDemuxSubscriber Interfaces

Traffic forwarding through a demux logical interface is dependent on the configuration

of the underlying interface. Using an aggregated Ethernet interface as the underlying

interface for a static or dynamic demux subscriber interface provides you with the

following options:

• 1:1Active/BackupLinkRedundancy—If youneed tosupportone-to-oneactive/backup
link redundancy, configure the aggregated Ethernet interface in link protection mode,

which requires that two underlying physical interfaces be designated as primary and

backup links. In addition, if you need to support one-to-one active/backup link

redundancy at the line card level, configure the aggregated Ethernet interface on

physical interfaces that reside either on different EQDPCs or on different MPCs.When

using LACP link protection, you can configure only twomember links to an aggregated

Ethernet interface: one active and one standby.

• Load Balancing—You can configure load balancing instead of 1:1 active/backup link
redundancy. The Junos OS implementation of the IEEE 802.3ad standard balances

traffic across the member links within an aggregated Ethernet bundle based on the

Layer 3 information carried in the packet.

By default, the system supports hash-based distribution in load balancing scenarios.

In this model, traffic for a logical interface can be distributed over multiple links in the

aggregatedEthernet interface. If distribution flowsare not even, egressCoSscheduling

can be inaccurate. In addition, scheduler resources are required on every link of the

aggregated Ethernet interface.

Targeted distribution enables you to target the egress traffic for IP and VLAN demux

subscribers on a single member link, using a single scheduler resource. The system

distributes the subscriber interfaces equally among themember links.

103Copyright © 2018, Juniper Networks, Inc.

Chapter 10: Configuring DHCP Subscriber Interfaces over Aggregated Ethernet



HardwareRequirementswith Static or DynamicDemuxSubscriber Interfaces over Aggregated
Ethernet

IP demux subscriber interfaces over aggregated Ethernet interfaces are supported on

EQ DPCs.

VLAN demux subscriber interfaces over aggregated Ethernet interfaces are supported

on MX Series routers that only have MPCs installed. If the router has other line cards in

addition to MPCs, the CLI accepts the configuration but errors are reported when the

subscriber interfaces are brought up.

Features Supported with Static or Dynamic Demux Subscriber Interfaces over Aggregated
Ethernet

Table8onpage 104 lists key subscriber access features supportedwith static or dynamic

demux subscriber interfaces, organized by type of underlying interface:

• Aggregated Ethernet

• Non-aggregated Ethernet (Gigabit Ethernet, Fast Ethernet, or 10-Gigabit Ethernet)

There are no feature limitations specific to demultiplexing. Instead, demux interfaces

over aggregated Ethernet are subject to the same scaling and configuration limitations

inherent to aggregated Ethernet logical interfaces.

Table 8: Features Supported with Static or Dynamic Demux Subscriber Interfaces

Static or Dynamic Demux Subscriber Interface

Feature
Non-aggregated Underlying
Logical Interface

Aggregated Ethernet
Underlying Interface

IPv4, IPv6, and PPPoEIPv4, IPv6, and PPPoEProtocol family support

SupportedSupportedPer-subscriber firewall filtering and statistics

SupportedSupportedHierarchical CoS

SupportedSupportedPer-subscriber CoS parameters within the [edit
dynamic-profiles profile-name class-of-service] hierarchy

YesYesPer-subscriber IGMP configuration within the [edit
dynamic-profiles profile-name protocols] hierarchy

NOTE: IP demux interfaces must use OIF mapping. See
Example: Configuring Multicast with Subscriber VLANs for
additional information.

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Distribution of Demux Subscribers in an Aggregated Ethernet Interface
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• ConfiguringaStaticorDynamic IPDemuxSubscriber InterfaceoverAggregatedEthernet

on page 106

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Example: Configuring a Static Subscriber Interface on an IP Demux Interface over

Aggregated Ethernet on page 112

• Aggregated Ethernet Interfaces Overview

Configuring a Static or Dynamic VLAN Subscriber Interface over Aggregated Ethernet

You can configure a subscriber link represented by a static virtual LAN (VLAN) stacked

on an aggregated Ethernet logical interface.

You can configure subscriber management services such as firewall filters and CoS for

this subscriber interface.

To configure a subscriber interface using a static VLAN interface over an aggregated

Ethernet logical interface:

1. Configure the aggregated Ethernet interface.

a. Configure the number of aggregated Ethernet interfaces on the router.

See Configuring the Number of Aggregated Ethernet Interfaces on the Device.

b. Configure the aggregated Ethernet interface.

See Configuring an Aggregated Ethernet Interface.

c. (Optional) Configure LACP.

See Configuring LACP for Aggregated Ethernet Interfaces.

d. (Optional) Configure the minimum number of links.

See Configuring Aggregated Ethernet Minimum Links.

e. (Optional) Configure the link speed.

See Configuring Aggregated Ethernet Link Speed.

f. (Optional) Configure the aggregated Ethernet logical interface to support

one-to-one active/backup link redundancy or traffic load balancing.

See Configuring Aggregated Ethernet Link Protection.
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NOTE: Link protection is required if you want to configure hierarchical
CoS on the aggregated Ethernet interface. For more information, see
Configuring Hierarchical CoS for a Subscriber Interface of Aggregated
Ethernet Links.

2. Configure the static or dynamic VLAN interface.

3. Configure subscriber management services on the subscriber interface.

• For firewall filters, seeDynamicallyAttachingStaticallyCreatedFilters forAny Interface

TypeorDynamically Attaching Statically Created Filters for a Specific Interface Family

Type.

• For hierarchical CoS, see Configuring Hierarchical CoS for a Subscriber Interface of

Aggregated Ethernet Links.

Related
Documentation

Static and Dynamic VLAN Subscriber Interfaces over Aggregated Ethernet Overview

on page 102

•

• Example:ConfiguringaStaticSubscriber InterfaceonaVLAN InterfaceoverAggregated

Ethernet on page 109

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• CoS for Subscriber Access Overview

Configuring a Static or Dynamic IP Demux Subscriber Interface over Aggregated
Ethernet

You can configure a subscriber interface using a static or dynamic IP demultiplexing

(demux) logical interface stackedonanaggregatedEthernet logical interface.Optionally,

you can configure the aggregated Ethernet logical interface to support one-to-one

active/backup link redundancy or traffic load balancing.

1. Configure the aggregated Ethernet interface.

a. Configure the number of aggregated Ethernet interfaces on the router.

See Configuring the Number of Aggregated Ethernet Interfaces on the Device.

b. Configure the aggregated Ethernet interface.

See Configuring an Aggregated Ethernet Interface.

c. (Optional) Configure LACP.

See Configuring LACP for Aggregated Ethernet Interfaces.
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d. (Optional) Configure the minimum number of links.

See Configuring Aggregated Ethernet Minimum Links.

e. (Optional) Configure the link speed.

See Configuring Aggregated Ethernet Link Speed.

f. (Optional) Configure the aggregated Ethernet logical interface to support

one-to-one active/backup link redundancy or traffic load balancing.

For general instructions, see Configuring Aggregated Ethernet Link Protection.

NOTE: Link protection is required if you want to configure hierarchical
CoS on the aggregated Ethernet interface. For more information, see
Configuring Hierarchical CoS for a Subscriber Interface of Aggregated
Ethernet Links.

2. Configure the aggregated Ethernet logical interface as the underlying interface to

support the static or dynamic IP demux subscriber interface.

TheaggregatedEthernet interfaceneeds to support demultiplexingof incoming traffic

to the Ethernet links based on IPv4 destination or source addresses in the incoming

packets. In addition, youmust configure the IP address of each link.

See Configuring an IP Demultiplexing Interface.

3. Configure the static or dynamic IP demux interface.

NOTE: IP demux interfaces currently support only the Internet Protocol
version 4 (IPv4) suite (family inet).

4. (Optional) Configure subscriber management services on the subscriber interface.

• For firewall filters, seeDynamicallyAttachingStaticallyCreatedFilters forAny Interface

TypeorDynamically Attaching Statically Created Filters for a Specific Interface Family

Type.

• For hierarchical CoS, see Configuring Hierarchical CoS for a Subscriber Interface of

Aggregated Ethernet Links.

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

on page 103

• Example: Configuring a Static Subscriber Interface on an IP Demux Interface over

Aggregated Ethernet on page 112
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• Configuring theDistributionType forDemuxSubscribersonAggregatedEthernet Interfaces

Configuring a Static or Dynamic VLANDemux Subscriber Interface over Aggregated
Ethernet

You can configure a subscriber interface using a static or dynamic VLAN demultiplexing

(demux) logical interface stacked on an aggregated Ethernet physical interface.

1. Configure the aggregated Ethernet interface.

a. Configure the number of aggregated Ethernet interfaces on the router.

See Configuring the Number of Aggregated Ethernet Interfaces on the Device.

b. Configure the aggregated Ethernet interface.

See Configuring an Aggregated Ethernet Interface.

c. (Optional) Configure LACP.

See Configuring LACP for Aggregated Ethernet Interfaces.

d. (Optional) Configure the minimum number of links.

See Configuring Aggregated Ethernet Minimum Links.

e. (Optional) Configure the link speed.

See Configuring Aggregated Ethernet Link Speed.

f. (Optional) Configure the aggregated Ethernet logical interface to support

one-to-one active/backup link redundancy or traffic load balancing.

For general instructions, see Configuring Aggregated Ethernet Link Protection.

2. Configure the aggregated Ethernet physical interface as the underlying interface to

support the static or dynamic VLAN demux subscriber interface.

TheaggregatedEthernet interfaceneeds to support demultiplexingof incoming traffic

to the Ethernet links based on the VLAN ID in the incoming packets.

See Configuring a VLAN Demultiplexing Interface.

3. Configure the static or dynamic VLAN demux interface.
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NOTE: VLAN demux interfaces support the Internet Protocol version 4
(IPv4) suite (family inet) and the Internet Protocol version 6 (IPv6) suite

(family inet6).

VLAN demux subscriber interfaces over aggregated Ethernet physical
interfaces are supported only for MX Series routers that have only MPCs
installed. If the router has other cards in addition toMPCs, theCLI accepts
the configuration but errors are reported when the subscriber interfaces
are brought up.

4. (Optional) Configure subscriber management services on the subscriber interface.

• For firewall filters, seeDynamicallyAttachingStaticallyCreatedFilters forAny Interface

TypeorDynamically Attaching Statically Created Filters for a Specific Interface Family

Type.

• For hierarchical CoS, see Configuring Hierarchical CoS for a Subscriber Interface of

Aggregated Ethernet Links.

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

on page 103

• Associating VLAN IDs to VLAN Demux Interfaces

• Example: Configuring IPv4Static VLANDemux Interfaces over anAggregatedEthernet

Underlying Interface with DHCP Local Server on page 114

• Example: Configuring IPv4 Dynamic VLAN Demux Interfaces over an Aggregated

Ethernet Underlying Interface with DHCP Local Server on page 117

Example:ConfiguringaStaticSubscriber InterfaceonaVLANInterfaceoverAggregated
Ethernet

This example shows how you can configure a subscriber interface using a static virtual

LAN (VLAN) stackedona two-link aggregatedEthernet logical interface. In this example,

the underlying aggregated Ethernet logical interface is configured for one-to-one

active/backup redundancy at the DPC level, and per-subscriber static hierarchical

class-of-service (CoS) is configured by applying CoS parameters at the aggregated

Ethernet logical interface.

1. Define the number of aggregated Ethernet interfaces on the router.

In this example, only one aggregated Ethernet logical interface is configured on the
router.

[edit]
chassis {
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aggregated-devices {
ethernet {
device-count 1;

}
}

}

2. Configure ae0, a two-link aggregated Ethernet logical interface to serve as the

underlying interface for the static VLAN subscriber interface. In order to support

hierarchical CoS, the physical ports must be on EQ DPCs in MX Series routers.

In this example, the LAG bundle is configured for one-to-one active/backup link
redundancy. To support link redundancy at the DPC level, the LAG bundle attaches
ports from two different EQ DPCs.

[edit]
interfaces {
ge-5/0/3 {
gigether-options {
802.3ad {
ae0;
primary;

}
}
ge-5/1/2 {
gigether-options {
802.3ad {
ae0;
backup;

}
}

}
}

}

3. Configure ae0 to serve as the underlying interface for the static VLAN interface.

[edit]
interfaces {
ae0 {
hierarchical-scheduler;
aggregated-ether-options {
link-protection;
minimum-links 1;
link-speed 1g;
lacp {
active;

}
}

}
}
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4. Configure static traffic-shaping and scheduling parameters.

[edit]
class-of-service {
forwarding-classes { # Associate queue numbers with class names
queue 0 be;
queue 1 e;
queue 2 af;
queue 3 nc;

}
schedulers { # Define output queue properties
scheduler_be {
transmit-rate percent 30;
buffer-size percent 30;

}
scheduler_ef {
transmit-rate percent 40;
buffer-size percent 40;

}
scheduler_af {
transmit-rate percent 25;
buffer-size percent 25;

}
scheduler_nc {
transmit-rate percent 5;
buffer-size percent 5;

}
}
scheduler-maps { # Associate queues with schedulers
smap_2 {
forwarding-class be scheduler_be;
forwarding-class ef scheduler_ef;
forwarding-class-af scheduler_af;
forwarding-class-nc scheduler_nc;

}
}

}

5. Attach static CoS to the physical and logical interfaces of the aggregated Ethernet

interface.

In this example, three traffic control profiles are defined, but only two profiles are

applied to the static VLAN subscriber interface over aggregated Ethernet:

• The tcp_for_ae_device_pir_500m profile defines a shaping rate, and it is applied to

both of the underlying physical interfaces (ge-5/0/3 and ge-5/1/2).

• The tcp-for-ae_smap_video_pir_20m_delay_30m profile defines a scheduler map, a

shaping rate, and a delay buffer rate, and it is applied to one of the logical interfaces

on the aggregated Ethernet bundle (ae0.0).

[edit]
class-of-service {
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traffic-control-profiles { # Configure traffic shaping and scheduling profiles
tcp_for_ae_device_pir_500m {
shaping-rate 20m;

}
tcp_for_ae_smap_video_pir_20m_delay_30m {
scheduler-map smap_video;
shaping-rate 20m;
delay-buffer-rate 30m;

}
tcp_for_ae_smap_video_cir_50m_delay_75m {
scheduler-map smap_video;
guaranteed-rate 50m;
delay-buffer-rate 75m;

}
}
interfaces { # Apply two traffic-control profiles to the LAG
ae0 { # Two underlying physical interfaces on separate EQ DPCs
output-traffic-control-profile tcp-for-ae_device_pir_500m;
unit 0 { # One of the two logical interfaces on ’ae0’
output-traffic-control-profile tcp-for-ae_smap_video_pir_20m_delay_30m;

}
}

}
}

Related
Documentation

Static and Dynamic VLAN Subscriber Interfaces over Aggregated Ethernet Overview

on page 102

•

• Configuring a Static or Dynamic VLAN Subscriber Interface over Aggregated Ethernet

on page 105

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• CoS for Subscriber Access Overview

Example: Configuring a Static Subscriber Interface on an IP Demux Interface over
Aggregated Ethernet

This example shows how you can configure a subscriber interface using a static IP

demultiplexing (demux) interface stacked on a two-link aggregated Ethernet logical

interface. In this example, the underlying aggregated Ethernet logical interface is

configured for one-to-one active/backup redundancy at the DPC level.

1. Define the number of aggregated Ethernet interfaces on the router.

In this example, only one aggregated Ethernet logical interface is configured on the
router:

[edit]
chassis {
aggregated-devices {
ethernet {

Copyright © 2018, Juniper Networks, Inc.112

Broadband Subscriber VLANs and Interfaces Feature Guide



device-count 1;
}

}
}

2. Configure ae0, a two-link aggregated Ethernet logical interface to serve as the

underlying interface for the static IP demux subscriber interface.

In this example, the LAG bundle is configured for one-to-one active/backup link
redundancy. To support link redundancy at the DPC level, the LAG bundle attaches
ports from two different EQ DPCs.

[edit]
interfaces {
ge-5/0/3 {
gigether-options {
802.3ad {
ae0;
primary;

}
}

}
ge-5/1/2 {
gigether-options {
802.3ad {
ae0;
backup;

}
}

}
}

3. Configure the aggregated Ethernet logical interface with link protection enabled, and

specify the logical demultiplexing source family type for both the active and backup

links.

[edit]
interfaces {
ae0 {
aggregated-ether-options {
link-protection;
minimum-links 1;
link-speed 1g;

}
unit 0 {
demux-source inet {
family inet {
address 203.0.113.110/24;

}
}
unit 1 {
demux-source inet {
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family inet {
address 203.0.113.111/24;

}
}

}
}

4. Configure the IP demux interface over the aggregated Ethernet logical interface.

[edit]
interfaces {
demux0 {
unit 101 {
demux-options {
underlying-interface ae0.0;

}
family inet {
demux-source 203.0.113.100/16;
address 203.0.113.0/24;

}
}
unit 101 {
demux-options {
underlying-interface ae0.1;

}
family inet {
demux-source 203.0.113.221/16;
address 203.0.113.0/24;

}
}

}
}

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

on page 103

• ConfiguringaStaticorDynamic IPDemuxSubscriber InterfaceoverAggregatedEthernet

on page 106

Example:Configuring IPv4StaticVLANDemux InterfacesoveranAggregatedEthernet
Underlying Interface with DHCP Local Server

Thisexampleshowshowtoconfigureastatic IPv4VLANdemux interfacewithaggregated

Ethernet as the underlying interface. DHCP Local Server configuration enables the

associationof subscribers to theVLANdemux interfaceby listing theaggregatedEthernet

interface in the DHCP local server configuration.
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To configure dynamic subscribers on VLAN demux interfaces:

1. Enable hierarchical scheduling andVLAN tagging on the underlying interface that you

plan to use for any VLAN demux interfaces.

interfaces {
ae1 {
hierarchical-scheduler;
vlan-tagging;
aggregated-ether-options {
minimum-links 1;
lacp {
active;
periodic slow;
link-protection {
non-revertive;

}
}

}
}

}

2. Define thegigabitEthernet interfaces thatarepartof theaggregatedEthernet interface.

interfaces {
ge-5/0/0 {
gigether-options {
802.3ad ae1;

}
}
ge-5/2/0 {
gigether-options {
802.3ad ae1;

}
}

}

3. Define the demux interface.

interfaces {
demux0 {
unit 102 {
proxy-arp;
vlan-id 103;
demux-options {
underlying-interface ae1;

}
family inet {
unnumbered-address lo0.0 preferred-source-address 173.16.1.1;

}
}

}
}
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4. Define the loopback interface.

interfaces {
lo0 {
unit 0 {
family inet {
address 127.16.1.1/32;

}
}

}
}

5. Configure a dynamic profile for initial subscriber access.

dynamic-profiles {
user-profile {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;

}
}

}
protocols {
igmp {
interface "$junos-interface-name" {
version 3;
immediate-leave;
promiscuous-mode;

}
}

}
}

}

6. Configure the access method used to dynamically create the subscriber interfaces.

The following stanza specifies the aggregated Ethernet interface (ae1.0) for use with

the dynamically created subscriber interfaces.

system {
services {
dhcp-local-server {
groupmyDhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
dynamic-profile user-profile;
interface ae1.0;

}
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}
}

}

Instead of using the aggregated Ethernet interface, you can alternatively specify the

specific demux interface (demux0.102) as the device to use with the subscriber

interfaces as follows:

system {
services {
dhcp-local-server {
groupmyDhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
dynamic-profile user-profile;
interface demux0.102;

}
}

}
}

Related
Documentation

Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

•

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

Example: Configuring IPv4 Dynamic VLANDemux Interfaces over an Aggregated
Ethernet Underlying Interface with DHCP Local Server

This example shows how to configure the dynamic creation of IPv4 VLAN demux

interfaces with aggregated Ethernet as the underlying interface. DHCP Local Server

configuration enables the association of subscribers to the VLAN demux interface by

listing the aggregated Ethernet interface in the DHCP local server configuration.

NOTE: VLANdemuxsubscriber interfacesoveraggregatedEthernetphysical
interfaces are supported only for MX Series routers that have only MPCs
installed. If the router has other cards in addition to MPCs, the CLI accepts
the configuration but errors are reported when the subscriber interfaces are
brought up.

To configure dynamic subscribers on dynamic VLAN demux interfaces:

1. Enable VLAN tagging and VLAN auto-configuration on the underlying aggregated

Ethernet interface that youplan touse fordynamically createdVLANdemux interfaces.
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interfaces {
ae1 {
vlan-tagging;
auto-configure {
vlan-ranges {
dynamic-profile auto-vlanDemux-profile {
accept inet;
ranges {
any;

}
}

}
}
aggregated-ether-options {
minimum-links 1;
lacp {
active;
periodic slow;
link-protection {
non-revertive;

}
}

}
}

}

2. Define thegigabitEthernet interfaces thatarepartof theaggregatedEthernet interface.

interfaces {
ge-5/0/0 {
gigether-options {
802.3ad ae1;

}
}
ge-5/2/0 {
gigether-options {
802.3ad ae1;

}
}

}

3. Define the loopback interface.

interfaces {
lo0 {
unit 0 {
family inet {
address 127.16.1.1/32;

}
}

}
}
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4. Configure a dynamic profile for subscriber access.

dynamic-profiles {
user-profile {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;

}
}

}
}

}

5. Configure a dynamic profile for VLAN demux interface creation.

dynamic-profiles {
auto-vlanDemux-profile {
interfaces {
demux0 {
unit "$junos-interface-unit" {
vlan-id "$junos-vlan-id";
demux-options {
underlying-interface "$junos-interface-ifd-name";

}
family inet {
filter {
input rate_limit;
output rate_limit;

}
unnumbered-address lo0.0 preferred-source-address 127.16.1.1;

}
}

}
}

}
}

6. Configure the access method used to dynamically create the subscriber interfaces.

The following stanza specifies the aggregated Ethernet interface (ae1.0) for use with

the dynamically created subscriber interfaces.

system {
services {
dhcp-local-server {
groupmyDhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
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dynamic-profile user-profile;
interface ae1.0;

}
}

}
}

Instead of using the aggregated Ethernet interface, you can alternatively specify

demux0 as the device to use with the subscriber interfaces as follows:

NOTE: Because the demux interfaces and unit values are created
dynamically, the unit number is not specified for the demux0 interface.

system {
services {
dhcp-local-server {
groupmyDhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
dynamic-profile user-profile;
interface demux0;

}
}

}
}

Related
Documentation

Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

•

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

Example: Configuring IPv6 Dynamic VLANDemux Interfaces over an Aggregated
Ethernet Underlying Interface with DHCP Local Server

This example shows how to configure the dynamic creation of IPv6 VLAN demux

interfaces with aggregated Ethernet as the underlying interface. DHCP Local Server

configuration enables the association of subscribers to the VLAN demux interface by

listing the aggregated Ethernet interface in the DHCP local server configuration.
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NOTE: VLANdemuxsubscriber interfacesoveraggregatedEthernetphysical
interfaces are supported only for MX Series routers that have only MPCs
installed. If the router has other cards in addition to MPCs, the CLI accepts
the configuration but errors are reported when the subscriber interfaces are
brought up.

To configure dynamic subscribers on dynamic VLAN demux interfaces:

1. Enable VLAN tagging and VLAN auto-configuration on the underlying aggregated

Ethernet interface that youplan touse fordynamically createdVLANdemux interfaces.

interfaces {
ae1 {
vlan-tagging;
auto-configure {
vlan-ranges {
dynamic-profile auto-vlanDemux-profile {
accept inet6;
ranges {
any;

}
}

}
}
aggregated-ether-options {
minimum-links 1;
lacp {
active;
periodic slow;
link-protection {
non-revertive;

}
}

}
}

}

2. Define thegigabitEthernet interfaces thatarepartof theaggregatedEthernet interface.

interfaces {
ge-5/0/0 {
gigether-options {
802.3ad ae1;

}
}
ge-5/2/0 {
gigether-options {
802.3ad ae1;

}
}

}
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3. Define the loopback interface.

interfaces {
lo0 {
unit 0 {
family inet6 {
address 2001:db8:174:1:1::1/128;

}
}

}
}

4. Configure a dynamic profile for subscriber access.

dynamic-profiles {
user-profile {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet6;

}
}

}
}

}

5. Configure a dynamic profile for VLAN demux interface creation.

dynamic-profiles {
auto-vlanDemux-profile {
interfaces {
demux0 {
unit "$junos-interface-unit" {
vlan-id "$junos-vlan-id";
demux-options {
underlying-interface "$junos-interface-ifd-name";

}
family inet6 {
filter {
input v6_rate_limit;
output v6_rate_limit;

}
unnumbered-address lo0.0 preferred-source-address 2001:db8:174:1:1::1;

}
}

}
}

}
}
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6. Configure the access method used to dynamically create the subscriber interfaces.

The following stanza specifies the aggregated Ethernet interface (ae1.0) for use with

the dynamically created subscriber interfaces.

system {
services {
dhcp-local-server {
dhcpv6 {
groupmyV6DhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
dynamic-profile user-profile;
interface ae1.0;

}
}

}
}

}

Instead of using the aggregated Ethernet interface, you can alternatively specify

demux0 as the device to use with the subscriber interfaces as follows:

NOTE: Because the demux interfaces and unit values are created
dynamically, the unit number is not specified for the demux0 interface.

system {
services {
dhcp-local-server {
dhcpv6 {
groupmyV6DhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
dynamic-profile user-profile;
interface demux0;

}
}

}
}

}

Related
Documentation

Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

•
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• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

Example: Configuring IPv4 Dynamic Stacked VLANDemux Interfaces over an
Aggregated Ethernet Underlying Interface with DHCP Local Server

This example showshowtoconfigure thedynamic creationof IPv4 stackedVLANdemux

interfaces with aggregated Ethernet as the underlying interface. DHCP Local Server

configuration enables the association of subscribers to the VLAN demux interface by

listing the aggregated Ethernet interface in the DHCP local server configuration.

NOTE: VLANdemuxsubscriber interfacesoveraggregatedEthernetphysical
interfaces are supported only for MX Series routers that have only MPCs
installed. If the router has other cards in addition to MPCs, the CLI accepts
the configuration but errors are reported when the subscriber interfaces are
brought up.

To configure dynamic subscribers on dynamic VLAN demux interfaces:

1. Enable VLAN tagging and VLAN auto-configuration on the underlying aggregated

Ethernet interface that youplan touse fordynamically createdVLANdemux interfaces.

interfaces {
ae1 {
flexible-vlan-tagging;
auto-configure {
stacked-vlan-ranges {
dynamic-profile auto-vlanDemux-profile {
accept inet;
ranges {
any;

}
}

}
}
aggregated-ether-options {
minimum-links 1;
lacp {
active;
periodic slow;
link-protection {
non-revertive;

}
}

}
}

}

2. Define thegigabitEthernet interfaces thatarepartof theaggregatedEthernet interface.
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interfaces {
ge-5/0/0 {
gigether-options {
802.3ad ae1;

}
}
ge-5/2/0 {
gigether-options {
802.3ad ae1;

}
}

}

3. Define the loopback interface.

interfaces {
lo0 {
unit 0 {
family inet {
address 127.16.1.1/32;

}
}

}
}

4. Configure a dynamic profile for subscriber access.

dynamic-profiles {
user-profile {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;

}
}

}
}

}

5. Configure a dynamic profile for VLAN demux interface creation.

dynamic-profiles {
auto-vlanDemux-profile {
interfaces {
demux0 {
unit "$junos-interface-unit" {
vlan-tags outer "$junos-stacked-vlan-id" inner "$junos-vlan-id";
demux-options {
underlying-interface "$junos-interface-ifd-name";

}
family inet {
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filter {
input rate_limit;
output rate_limit;

}
unnumbered-address lo0.0 preferred-source-address 127.16.1.1;

}
}

}
}

}
}

6. Configure the access method used to dynamically create the subscriber interfaces.

The following stanza specifies the aggregated Ethernet interface (ae1.0) for use with

the dynamically created subscriber interfaces.

system {
services {
dhcp-local-server {
groupmyDhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
dynamic-profile user-profile;
interface ae1.0;

}
}

}
}

Instead of using the aggregated Ethernet interface, you can alternatively specify

demux0 as the device to use with the subscriber interfaces as follows:

NOTE: Because the demux interfaces and unit values are created
dynamically, the unit number is not specified for the demux0 interface.

system {
services {
dhcp-local-server {
groupmyDhcpGroup {
authentication {
password test;
username-include {
user-prefix igmp-user1;

}
}
dynamic-profile user-profile;
interface demux0;
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}
}

}
}

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130
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CHAPTER 11

Using Dynamic Profiles to Apply Services
to DHCP Subscriber Interfaces

• Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview on page 129

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client

Interfaces on page 130

Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview

The router's DHCP support enables you to attach adynamic profile to aDHCPsubscriber

interface.When a DHCP subscriber logs in, the router instantiates the specified dynamic

profile and then applies the services defined in the profile to the interface.

You can attach dynamic profiles to all interfaces or you can specify a particular group of

interfaces to which the profile is attached. Both the DHCP local server and the DHCP

relay agent support the attachment of dynamic profiles to interfaces.

You can enable the following optional features when the dynamic profile is attached.

The two options cannot be used together.

• Enable multiple DHCP subscribers to share the same VLAN logical interface. The

firewall filters, CoS schedulers, and IGMP configuration of the clients are merged.

• Specify the primary dynamic profile that is instantiated when the first subscriber logs

in.

Multiple DHCP Subscribers Sharing the Same VLAN Logical Interface

The aggregate-clients statement specifies that the router merge the firewall filters, CoS

schedulers, and IGMP configuration ofmultiple DHCP clients that are on the sameVLAN

logical interface (for example, multiple clients belonging to the same household). You

can configure the aggregate-clients support for all interfaces or for a group of interfaces.

The aggregate-clients statement provides the option of either merging (chaining) or

replacing software components for each client.

By default, the feature is disabled and a single DHCP client is allowed per VLANwhen a

dynamic profile is associated with the VLAN logical interface.
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When you specify themerge option, the router aggregates the software components for

multiple subscribers as follows:

• Firewall filters—The filters are chained together using the precedence as the order of

execution. If the same firewall filter is attachedmultiple times, the filter is executed

only once.

• CoS schedulers—The different CoS schedulers are merged as if the scheduler map

hasmultiple schedulers. Themerge operation for the individual traffic-control-profiles

parameters (shaping-rate, delay-buffer-rate, guaranteed-rate)preserves themaximum

value for each parameter.

• IGMPconfiguration—The current IGMPconfiguration is replacedwith the configuration

of the newest DHCP client.

When you specify the replace option, the entire logical interface is replaced whenever a

new client logs in to the network using the same VLAN logical interface. For example, if

a customer subscribes to voice, video, and data services on the network, when a voice

client logs in, instead of applying a specific voice filter for only that service, the entire

voice, video, and data filter chain is applied.

NOTE: You cannot use a dynamic demux interface to represent multiple
subscribers inadynamicprofileattachedtoan interface.Onedynamicdemux
interface represents one subscriber. Do not configure the aggregate-clients

option when attaching a dynamic profile to a demux interface for DHCP.

Primary Dynamic Profile

The use-primary option enables you to specify the primary dynamic profile that is

instantiated when the first subscriber logs in. Subsequent subscribers are not assigned

the primary dynamic profile; instead, they are assigned the dynamic profile specified for

the interface.When the first subscriber logsout, thenext subscriber that logs in is assigned

the primary dynamic profile.

This feature can conserve logical interfaces in a network where dynamic IP demux

interfaces are used to represent subscribers. To conserve interfaces, make sure the

primary profile that you specify does not create ademux interface, but provides the initial

policies for the primary interface subscriber.

Related
Documentation

Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

•

Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

This topic describes how to attach a dynamic profile to a DHCP subscriber interface or

a DHCP client interface. When a DHCP subscriber or DHCP client logs in, the specified
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dynamic profile is instantiated and the services defined in the profile are applied to the

interface.

This topic contains the following sections:

• Attaching a Dynamic Profile to All DHCP Subscriber or All DHCP Client

Interfaces on page 131

• Attaching a Dynamic Profile to a Group of DHCP Subscriber Interfaces or a Group of

DHCP Client Interfaces on page 132

Attaching a Dynamic Profile to All DHCP Subscriber or All DHCP Client Interfaces

To attach a dynamic profile to all DHCP subscriber or all DHCP client interfaces:

1. At the DHCP configuration hierarchy, use the dynamic-profile statement to specify

the name of the dynamic profile to attach to all interfaces.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# set dynamic-profile vod-profile-22

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# set dynamic-profile vod-profile-west

2. (Routers only) Optionally, you can configure the attribute to use when attaching the

specified profile.

You can include either the aggregate-clients option to enable multiple DHCP

subscribers to share the same VLAN logical interface, or the use-primary option to

specify that the primary dynamic profile is used. The aggregate-clients option does

not apply to demux subscriber interfaces. The two options are mutually exclusive.

• To enable multiple subscribers to share the same VLAN logical interface:

[edit system services dhcp-local-server dynamic-profile]
user@host# set aggregate-clientsmerge

• To use the primary dynamic profile:

[edit forwarding-options dhcp-relay dynamic-profile]
user@host# set use-primary subscriber_profile
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Attaching a Dynamic Profile to a Group of DHCP Subscriber Interfaces or a Group of DHCP
Client Interfaces

Before you begin:

• Configure the interface group.

See Grouping Interfaces with Common DHCP Configurations.

To attach a dynamic profile to a group of interfaces:

1. At the DHCP configuration hierarchy, specify the name of the interface group and the

dynamic profile to attach to the group.

• For DHCP local server:

[edit system services dhcp-local-server]
user@host# set group boston dynamic-profile vod-profile-42

• For DHCP relay agent:

[edit forwarding-options dhcp-relay]
user@host# set group quebec dynamic-profile vod-profile-east

2. (Routers only) Optionally, you can configure the attribute to use when attaching the

specified profile.

You can include either the aggregate-clients option to enable multiple DHCP

subscribers to share the same VLAN logical interface, or the use-primary option to

specify that the primary dynamic profile is used. The aggregate-clients option does

not apply to demux subscriber interfaces. The two options are mutually exclusive.

• To enable multiple subscribers to share the same VLAN logical interface:

[edit system services dhcp-local-server dynamic-profile]
user@host# set aggregate-clientsmerge

• To use the primary dynamic profile:

[edit forwarding-options dhcp-relay dynamic-profile]
user@host# set use-primary subscriber_profile

Related
Documentation

• Dynamic Profiles Overview

• Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview on page 129
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CHAPTER 12

Configuring DHCP IP Demux and PPPoE
Demux Interfaces Over the Same VLAN

• Example: Concurrent Configuration of Dynamic DHCP IP Demux and PPPoE Demux

Interfaces over the Same VLAN Demux Interface on page 133

Example: Concurrent Configuration of Dynamic DHCP IP Demux and PPPoE Demux
Interfaces over the Same VLANDemux Interface

This example shows how to configure both dynamic DHCP IP demux and PPPoE demux

interfaces over the same dynamic VLAN demux interface. The example provides an IPv4

configuration. However, you can also configure concurrent IP over Ethernet/DHCP and

PPPoE interfaces over the same VLAN interface using IPv6 addressing.

• Requirements on page 133

• Overview on page 133

• Configuration on page 133

• Verification on page 144

Requirements

Before you begin, make sure to configure either DHCP Relay or DHCP Local Server. For

information about configuring either of these components, see Extended DHCP Relay

Agent Overview or Extended DHCP Local Server Overview.

Overview

With the introduction of the family pppoe statement, PPPoE is no longer treated as an

exclusiveencapsulationconfigurationandyoucanconfigureVLAN interfaceswithmultiple

protocol interface stacks. For example, you can configure IP over Ethernet/DHCP and

PPPoE interfaces concurrently over a single VLAN interface.

Configuration

• Preparing a Subscriber Access Interface on page 134

• Preparing the Loopback Interface on page 136

• Configuring a Dynamic Profile to Create Dynamic Single-Tagged VLANs on page 137

• Configuring a Dynamic Profile to Create Dynamic Dual-Tagged VLANs on page 139
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• Configuring a Dynamic Profile to Create Dynamic IP Demux Interfaces on page 141

• Configuring a Dynamic Profile to Create Dynamic PPPoE Interfaces on page 143

Preparing a Subscriber Access Interface

CLI Quick
Configuration

To quickly configure the aggregated Ethernet interface over which subscribers access

the router:

[edit]
set chassis aggregated-devices ethernet device-count 1
set interfaces ge-5/0/9 gigether-options 802.3ad ae0
set interfaces ge-5/1/9 gigether-options 802.3ad ae0
set interfaces ae0 flexible-vlan-tagging
set interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demuxaccept
any

set interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demuxranges
ranges 1000-1500

set interfaces ae0 auto-configure stacked-vlan-ranges dynamic-profile
Auto-Stacked-VLAN-Demux accept any

set interfaces ae0 auto-configure stacked-vlan-ranges dynamic-profile
Auto-Stacked-VLAN-Demux ranges 1501-2000,any

set interfaces ae0 aggregated-ether-options lacp active
set interfaces ae0 aggregated-ether-options lacp link-protection

Step-by-Step
Procedure

When configuring multiple protocol interface stacks concurrently over the same VLAN

interface, youmust configure physical interfaces over which DHCP or PPPoE clients

initially access the router. We recommend that you specify the same VLAN tagging for

the interface that you expect from incoming clients. This example uses flexible VLAN

tagging to simultaneously support transmission of 802.1QVLAN single-tag and dual-tag

frames on logical interfaces on the same Ethernet port.

To automatically create dynamic VLANs, the interfacemust also include the VLAN range

type (single or stacked), dynamic profile reference, and any specific ranges youwant the

VLANs to use.

To configure a physical interface for subscriber access:

1. Access the physical interface over which you want subscribers to initially access

the router.

[edit]
user@host# edit interfaces ge-5/0/9

2. Specify the aggregated Ethernet interface to which the physical interface belongs.

[edit interfaces ge-5/0/9]
user@host# set gigether-options 802.3ad ae0

3. Repeat Step 1 and Step 2for each interface you want to assign to the aggregated

Ethernet bundle.
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[edit]
user@host# set interfaces ge-5/1/9 gigether-options 802.3ad ae0

4. Access the aggregated Ethernet interface.

[edit]
user@host# edit interfaces ae0

5. Specify the VLAN tagging that you want the aggregated Ethernet interfaces to use.

[edit interfaces ae0]
user@host# set flexible-vlan-tagging

6. Edit the auto-configure stanza to automatically configure VLANs.

[edit interfaces ae0]
user@host# edit auto-configure

7. Edit the vlan-ranges stanza for single-tagged VLANs.

[edit interfaces ae0 auto-configure]
user@host# edit vlan-ranges

8. Specify thedynamicVLANprofile that youwant the interface touse for dynamically

creating single-tagged VLANs.

[edit interfaces ae0 auto-configure vlan-ranges]
user@host# edit dynamic-profile Auto-VLAN-Demux

9. Specify what VLAN Ethernet packet type the VLAN profile accepts.

[edit interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demux]
user@host# set accept any

10. Specify the VLAN ranges that you want the dynamic profile to use. The following

example specifies a lowerVLAN ID limit of 1000andanupperVLAN ID limit of 1500.

[edit interfacesae0auto-configurevlan-rangesdynamic-profileAuto-VLAN-Demux]
user@host# set ranges 1000-1500

11. Edit the stacked-vlan-ranges stanza for the dual-tagged VLANs.

[edit interfaces ae0 auto-configure]
user@host# edit stacked-vlan-ranges
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12. Specify thedynamicVLANprofile that youwant the interface touse for dynamically

creating dual-tagged VLANs.

[edit interfaces ae0 auto-configure stacked-vlan-ranges]
user@host# edit dynamic-profile Auto-Stacked-VLAN-Demux

13. Specify what VLAN Ethernet packet type the stacked VLAN profile accepts.

[edit interfaces ae0 auto-configure stacked-vlan-ranges dynamic-profile
Auto-Stacked-VLAN-Demux]

user@host# set accept any

14. Specify the outer and inner stackedVLAN ranges that youwant the dynamic profile

to use. The following example specifies an outer stacked VLAN ID range from 1501

through 2000 (to avoid overlapping VLAN IDs with single-tag VLANs) and an inner

stacked VLAN ID range of any (enabling a range from 1 through 4094 for the inner

stacked VLAN ID).

[edit interfaces ge-5/0/9 auto-configure stacked-vlan-ranges dynamic-profile
Auto-Stacked-VLAN-Demux]

user@host# set ranges 1501-2000,any

15. (Optional) Activate the transmission of LACP packets on the aggregated Ethernet

interfaces.

[edit interfaces ae0]
user@host# set aggregated-ether-options lacp active

16. Specify that the aggregated Ethernet interfaces use link protection.

[edit interfaces ae0]
user@host# set aggregated-ether-options link-protection

Preparing the Loopback Interface

CLI Quick
Configuration

To quickly configure the required loopback interface for this example:

[edit]
set interfaces lo0.0 unit 0 family inet address 100.100.100.1/32

Step-by-Step
Procedure

Youmustconfigurea loopback interface foruseas theunnumberedaddressandpreferred

source address for dynamically created interfaces.

To configure the required loopback interface for this example:

1. Configure a loopback interface.
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[edit]
user@host# edit interfaces lo0.0

2. Specify that the loopback interface accept inet packets.

[edit interfaces lo0 unit 0]
user@host# edit family inet

3. Specify the IP address for the loopback interface.

[edit interfaces lo0 unit 0 family inet]
user@host# set address 100.100.100.1/32

Configuring a Dynamic Profile to Create Dynamic Single-Tagged VLANs

CLI Quick
Configuration

Toquickly configure thedynamicprofile used todynamically create single-taggedVLANs

in the example:

[edit]
set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
demux-source inet

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
proxy-arp

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
vlan-id $junos-vlan-id

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
demux options underlying-interface $junos-interface-ifd-name

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
family inet unnumbered-address lo0.0 preferred source-address 100.100.100.1

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
family pppoe duplicate-protection

set dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit $junos-interface-unit
family pppoe dynamic-profile PPP-Base-PAP

Step-by-Step
Procedure

For both dynamic DHCP IP demux and dynamic PPPoE interfaces to reside concurrently

on a single-tagged VLAN interface, the VLAN interface must first exist.

To configure a dynamic profile that automatically creates VLAN interfaces:

1. Create a dynamic profile for automatically creating VLAN interfaces.

[edit]
user@host# edit dynamic-profiles Auto-VLAN-Demux

2. Specify that the dynamic VLAN profile use the demux interface.

[edit dynamic-profiles “Auto-VLAN-Demux”]
user@host# edit interfaces demux0
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3. Specify that thedynamicprofile apply thedemux interfaceunit value to thedynamic

VLANs.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0]
user@host# edit unit $junos-interface-unit

4. Specify that the demux source accept IPv4 (inet) packets.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-source inet

5. (Optional) Specify that each dynamically created interface respond to any ARP

request, as long as an active route exists to the target address of the ARP request.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set proxy-arp

6. Specify that VLAN IDs are dynamically created.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set vlan-id $junos-vlan-id

7. Specify the logical underlying interface for the dynamic VLANs.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-options underlying-interface $junos-interface-ifd-name

8. Specify that the VLAN demux interface can accept inet family packets for IP over

Ethernet/DHCP subscribers.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet

9. Specify the loopback address as the unnumbered address and preferred source

address for the inet family.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit” family inet]

user@host#setunnumbered-address lo0.0preferred-source-address 100.100.100.1

10. Specify that theVLANdemux interface canaccept pppoe family packets for PPPoE

subscribers.

Copyright © 2018, Juniper Networks, Inc.138

Broadband Subscriber VLANs and Interfaces Feature Guide



[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family pppoe

11. PreventmultiplePPPoEsessions frombeingcreated for thesamePPPoEsubscriber

on the same VLAN interface.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit” family pppoe]

user@host# set duplicate-protection

12. Apply the dynamic PPP interface profile to any dynamic PPP interfaces.

[edit dynamic-profiles Auto-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit” family pppoe]

user@host# set dynamic-profile PPP-Base-PAP

Configuring a Dynamic Profile to Create Dynamic Dual-Tagged VLANs

CLI Quick
Configuration

Toquickly configure thedynamicprofile used todynamically create stacked/dual-tagged

VLANs in the example:

[edit]
set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit demux-source inet

set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit proxy-arp

set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit vlan-tags outer $junos-stacked-vlan-id

set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit vlan-tags inner $junos-vlan-id

set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit demux options underlying-interface $junos-interface-ifd-name

set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit family inet unnumbered-address lo0.0 preferred source-address
100.100.100.1

set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit family pppoe duplicate-protection

set dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
$junos-interface-unit family pppoe dynamic-profile PPP-Base-PAP

Step-by-Step
Procedure

For both dynamic DHCP IP demux and dynamic PPPoE interfaces to reside concurrently

on a VLAN interface, the VLAN interface must first exist.

To configure a dynamic profile that automatically creates stacked/dual-tagged VLAN

interfaces:

1. Create a dynamic profile for automatically creating VLAN interfaces.
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[edit]
user@host# edit dynamic-profiles Auto-Stacked-VLAN-Demux

2. Specify that the dynamic VLAN profile use the demux interface.

[edit dynamic-profiles “Auto-Stacked-VLAN-Demux”]
user@host# edit interfaces demux0

3. Specify that thedynamicprofile apply thedemux interfaceunit value to thedynamic

VLANs.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0]
user@host# edit unit $junos-interface-unit

4. Specify that the demux source accept IPv4 (inet) packets.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-source inet

5. (Optional) Specify that each dynamically created interface respond to any ARP

request, as long as an active route exists to the target address of the ARP request.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set proxy-arp

6. Specify that the outer VLAN ID is dynamically created.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set vlan-id -tags outer $junos-stacked-vlan-id

7. Specify that the inner VLAN ID is dynamically created.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set vlan-id -tags inner $junos-vlan-id

8. Specify the logical underlying interface for the dynamic VLANs.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-options underlying-interface $junos-interface-ifd-name

Copyright © 2018, Juniper Networks, Inc.140

Broadband Subscriber VLANs and Interfaces Feature Guide



9. Specify that the VLAN demux interface can accept inet family packets for IP over

Ethernet/DHCP subscribers.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet

10. Specify the loopback address as the unnumbered address and preferred source

address for the inet family.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit” family inet]

user@host#setunnumbered-address lo0.0preferred-source-address 100.100.100.1

11. Specify that theVLANdemux interface canaccept pppoe family packets for PPPoE

subscribers.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family pppoe

12. Prevent the activation of another dynamic PPPoE logical interface on the same

demux underlying interface.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit” family pppoe]

user@host# set duplicate-protection

13. Apply the dynamic PPP interface profile to any dynamic PPP interfaces.

[edit dynamic-profiles Auto-Stacked-VLAN-Demux interfaces demux0 unit
“$junos-interface-unit” family pppoe]

user@host# set dynamic-profile PPP-Base-PAP

Configuring a Dynamic Profile to Create Dynamic IP Demux Interfaces

CLI Quick
Configuration

To quickly configure the dynamic profile used to dynamically create DHCP IP demux

interfaces in the example:

[edit]
set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
proxy-arp

set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
demux-options underlying-interface $junos-underlying-interface

set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
family inet demux-source $junos-subscriber-ip-address

141Copyright © 2018, Juniper Networks, Inc.

Chapter 12: Configuring DHCP IP Demux and PPPoE Demux Interfaces Over the Same VLAN



set dynamic-profiles DHCP-IP-Demux interfaces demux0 unit $junos-interface-unit
family inet unnumbered-address lo0.0 preferred-source-address 100.100.100.1

Step-by-Step
Procedure

To configure a dynamic profile that automatically creates IP demux interfaces:

Create a dynamic profile for dynamically creating IP demux interfaces.1.

[edit]
user@host# edit dynamic-profiles DHCP-IP-Demux

2. Specify that the dynamic profile use the demux0 interface.

[edit dynamic-profiles DHCP-IP-Demux]
user@host# edit interfaces demux0

3. Specify that thedynamicprofile apply the interfaceunit value to thedynamicPPPoE

interfaces.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0]
user@host# edit unit $junos-interface-unit

4. (Optional) Configure the router to respond to anyARP request, as long as the router

has an active route to the target address of the ARP request.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set proxy-arp

5. Specify the logical underlying interface for the dynamic IP demux interfaces.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# set demux-options underlying-interface $junos-underlying-interface

6. Specify the protocol family information for the dynamic IP demux interfaces.

[edit dynamic-profiles DHCP-IP-Demux interfaces demux0 unit
“$junos-interface-unit”]

user@host# edit family inet

7. Specify the demux source address is obtained from the incoming subscriber IP

address.

[editdynamic-profilesDHCP-IP-Demuxinterfacesdemux0unit“$junos-interface-unit”
family inet]

user@host# set demux-source $junos-subscriber-ip-address
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8. Specify the loopback interfaceas theunnumberedaddressand thedemux interface

IP address as the preferred source address for the dynamic IP demux interfaces.

[editdynamic-profilesDHCP-IP-Demuxinterfacesdemux0unit“$junos-interface-unit”
family inet]

user@host#setunnumbered-address lo0.0preferred-source-address 100.100.100.1

Configuring a Dynamic Profile to Create Dynamic PPPoE Interfaces

CLI Quick
Configuration

To quickly configure the dynamic profile used to dynamically create PPPoE interfaces in

the example:

[edit]
setdynamic-profilesPPP-Base-PAPinterfacespp0unit$junos-interface-unitppp-options
pap

set dynamic-profiles PPP-Base-PAP interfaces pp0 unit $junos-interface-unit
pppoe-options underlying-interface $junos-underlying-interface server

set dynamic-profiles PPP-Base-PAP interfaces pp0 unit $junos-interface-unit
no-keepalives

setdynamic-profilesPPP-Base-PAP interfacespp0unit$junos-interface-unit family inet
unnumbered-address lo0.0

Step-by-Step
Procedure

Create a dynamic profile for automatically creating PPPoE interfaces.

[edit]

1.

user@host# edit dynamic-profiles PPP-Base-PAP

2. Specify that the dynamic PPPoE profile use the pp0 interface.

[edit dynamic-profiles PPP-Base-PAP]
user@host# edit interfaces pp0

3. Specify that thedynamicprofile apply the interfaceunit value to thedynamicPPPoE

interfaces.

[edit dynamic-profiles PPP-Base-PAP interfaces pp0]
user@host# edit unit $junos-interface-unit

4. Specify that dynamically created PPPoE interfaces use PAP authentication.

[edit dynamic-profiles PPP-Base-PAP interfaces pp0 unit “$junos-interface-unit”]
user@host# set ppp-options pap

5. Specify the logical underlying interface for the dynamic PPPoE interfaces.

[edit dynamic-profiles PPP-Base-PAP interfaces pp0 unit “$junos-interface-unit”]
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user@host# set pppoe-options underlying-interface $junos-underlying-interface

6. Specify that the router act as a PPPoE server.

[edit dynamic-profiles PPP-Base-PAP interfaces pp0 unit “$junos-interface-unit”]
user@host# set pppoe-options server

7. (Optional) Disable the sending of keepalive messages on the dynamic PPPoE

interfaces.

[edit dynamic-profiles PPP-Base-PAP interfaces pp0 unit “$junos-interface-unit”]
user@host# set no-keepalives

8. Specify the protocol family information for the dynamic PPPoE interfaces.

[edit dynamic-profiles PPP-Base-PAP interfaces pp0 unit “$junos-interface-unit”]
user@host# edit family inet

9. Specify the loopback interface as the unnumbered address for the dynamic PPPoE

interfaces.

[edit dynamic-profiles PPP-Base-PAP interfaces pp0 unit “$junos-interface-unit”]
user@host# set unnumbered-address lo0.0

Verification

• Subscriber Verification on page 144

• Interface Verification on page 144

Subscriber Verification

Purpose View subscriber information on the router.

Action To display dynamic subscriber information:•

user@host# show subscribers detail

Interface Verification

Purpose View interface-specific information on the router.

Action To display interface-specific output:•

user@host# show interfaces interface-name
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Related
Documentation

• Configuring a Basic Dynamic Profile

• Configuring Predefined Dynamic Variables in Dynamic Profiles

• Dynamic 802.1Q VLAN Overview on page 6

• Demultiplexing Interface Overview

• Configuring the PPPoE Family for an Underlying Interface on page 174
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CHAPTER 13

Providing Security for DHCP Interfaces
Using MAC Address Validation

• MAC Address Validation for Subscriber Interfaces Overview on page 147

• Configuring MAC Address Validation for Subscriber Interfaces on page 149

MACAddress Validation for Subscriber Interfaces Overview

MAC address validation enables the router to validate that received packets contain a

trusted IP source and an Ethernet MAC source address.

Configuring MAC address validation can provide additional validation when subscribers

access billable services. MAC address validation provides additional security by enabling

the router to drop packets that do not match, such as packets with spoofed addresses.

When subscribers log in, they are automatically assigned IP addresses by DHCP. With

MAC address validation enabled, the router compares the IP source and MAC source

addresses against trusted addresses, and forwards or drops the packets according to

the match and the validation mode.

Supported Types of Subscriber Interfaces

MAC address validation is supported on statically or dynamically created Ethernet

interfaces and demux interfaces as follows:

• When the router is configured for a normal (non-enhanced) network services mode,

MAC address validation is supported on both DPCs and MPCs. The router can be

populated completely with one or the other type of line card, or have amix of both

types. Normal network services mode is the default.

• When the router is configured for Enhanced IP Network Services mode or Enhanced

Ethernet Network Services mode, MAC address validation is supported only on MPCs.

If the router has both DPCs and MPCs, or only DPCs, you cannot configure the chassis

to be in enhancedmode.

MAC address validation is optimized for scaling when the router is in enhanced network

servicesmodes.Enhancednetworkservicesmodesaffectother features, suchasmulticast

and firewall filters, so youmust take that in to consideration when deciding whether to
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configure enhancedmode. For more information about the enhanced network service

modes, see Network Services Mode Overview.

In normalnetwork servicesmode, youcanuse the showinterfacesstatistics interface-name

command to display a per-interface count of the packets that failed validation andwere

dropped. Inenhancednetworkservicesmode, thiscommanddoesnotcount thedropped

packets; youmustcontact JuniperNetworksCustomerSupport forassistance incollecting

this data.

Trusted Addresses

A trusted address tuple is a 32–bit IP address and a 48–bit MAC address. Prefixes and

ranges are not supported.

The IP source address and the MAC source address used for validation must be from a

trusted source.

All static ARPaddresses configured through theCLI are trusted addresses; dynamic ARP

addresses are not considered trusted addresses.

Addresses dynamically created through an extended DHCP local server or extended

DHCP relay are also trusted addresses. When a DHCP server and client negotiate an IP

address, the resulting IPaddressandMACaddress tuple is trusted.EachDHCPsubscriber

can generate more than one address tuple.

Each MAC address can havemore than one IP address, which can result in more than

one valid tuple. Each IP address must map to one MAC address.

Types of MAC Address Validation

You can configure either of two types ormodes ofMACaddress validation, loose or strict.

The behavior of the twomodes varies depending on howwell the incoming packets

match the trusted address tuples. Themodes differ only when the IP source address

alonedoesnotmatchany trusted IPaddress. Table9onpage 148compares thebehavior

of the twomodes. Dropped packets are considered to be spoofed.

Table 9: Comparison of MAC Address Validation Modes

Strict Mode ActionLoose Mode ActionIncoming Packet Addresses Match Trusted Address Tuple

Forwards packetForwards packet• IP source address matches

and

• MAC source address matches

Drops packetDrops packet• IP source address matches

but

• MAC source address does not match

Drops packetForwards packet• IP source address does not match

and

• MAC source address either matches or does not match
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Configuring strictmode is amore conservative strategy because it requires both received

source addresses to match trusted addresses.

When you configure MAC address validation for IP demux interfaces in a dynamic profile

and specify either loose or strict validation, the resulting behavior is always loose

validation. Toenable strict behavior for adynamic IPdemux interface, youmust configure

strict validation for both the IP demux interface and the underlying interface.

Related
Documentation

Configuring MAC Address Validation for Subscriber Interfaces on page 149•

ConfiguringMACAddress Validation for Subscriber Interfaces

This topic describes how to configure MAC address validation for subscriber interfaces

in dynamic profiles.

The subscriber interfaces canbe statically created andassociatedwith a dynamic profile

(for example, VLAN interfaces) or dynamically created in the dynamic profile (such as

demux interfaces).

By default, MAC address validation is disabled.

This topic contains the following sections:

• Configuring MAC Address Validation for Static Subscriber Interfaces on page 149

• Configuring MAC Address Validation for Dynamic Subscriber Interfaces on page 150

ConfiguringMACAddress Validation for Static Subscriber Interfaces

This topic describes how to configure MAC address validation for static subscriber

interfaces in dynamic profiles.

Before you begin:

• Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

• (Optional) Configure an enhanced network services mode.

SeeConfiguring JunosOS to Run a Specific Network ServicesMode inMXSeries Routers.

To configure MAC address validation on static subscriber interfaces:

1. Configure the static VLAN interface.

[edit interfaces]
user@host# set interface-name unit logical-unit-number family inet

2. Configure the type of MAC address validation for the interface.

• To configure loose validation:
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[edit interfaces interface-name unit logical-unit-number family inet]
user@host# setmac-validate loose

• To configure strict validation:

[edit interfaces interface-name unit logical-unit-number family inet]
user@host# setmac-validate strict

Forexample, toconfigure loosevalidationon interface fe-0/0/0.0, configure the following:

[edit interfaces fe-0/0/0 unit 0 family inet]
user@host# setmac-validate loose

After you configureMAC address validation, associate the static VLAN interfacewith the

dynamic profile.

ConfiguringMACAddress Validation for Dynamic Subscriber Interfaces

This topic describes how to configure MAC address validation for subscriber interfaces

created on demux interfaces in dynamic profiles.

When you configure MAC address validation for demux interfaces in a dynamic profile

and specify either loose or strict validation, the resulting behavior is always loose

validation. Toenable strict behavior for adynamic IPdemux interface, besides configuring

either loose or strictmode on the IP demux interface, youmust also configure strict

validation on the underlying interface.

Before you begin:

• Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

• Configure the dynamic IP demux interface.

• (Optional) Configure an enhanced network services mode.

SeeConfiguring JunosOS to Run a Specific Network ServicesMode inMXSeries Routers.

To configure loose MAC address validation for a dynamic subscriber interface:

• Configure loose validation for the demux interface.

[edit dynamic-profiles profile-name interfaces demux0 unit “$junos-interface-unit”
family inet]

user@host# setmac-validate loose

For loose validation, you do not need to configure MAC address validation on the

underlying interface.

To configure strict MAC address validation for a dynamic subscriber interface:

1. Configure validation for the demux interface.
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[edit dynamic-profiles profile-name interfaces demux0 unit “$junos-interface-unit”
family inet]

user@host# setmac-validate validation-mode

NOTE: Remember,althoughyoumustconfigurevalidationonthe IPdemux
interface, it doesnotmatterwhichmodeyouspecifybecause thebehavior
is always loose.

2. Configure strict validation for the underlying interface.

[edit interfaces interface-name unit logical-unit-number family inet]
user@host# setmac-validate strict

The underlying interface in this case is statically configured—for example,

ge-1/0/0.1—and assigned to a DHCP configuration group that is associated with the

dynamic profile. In a more complicated configuration, the underlying interface itself

can be configured by a dynamic profile; in that case the validation is configured in the

profile that creates the underlying interface.

See Also Subscriber Interfaces and Demultiplexing Overview on page 80•

Related
Documentation

• MAC Address Validation for Subscriber Interfaces Overview on page 147
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CHAPTER 14

RADIUS-SourcedWeights for Targeted
Distribution

• RADIUS-SourcedWeights for Interface and Interface Set Targeted

Distribution on page 153

• Using RADIUS-SourcedWeights for Interface and Interface Set Targeted

Distribution on page 155

RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution

Targeted distribution is a way to load balance traffic between themember links of an

aggregated Ethernet bundle by distributing the logical interfaces or interface sets across

the links. Egress traffic for a subscriber is targeted for a single member link, making it

possible to use a single CoS scheduler for the subscriber to optimize resource use.

Interfaces and interface sets are assigned to primary and backupmember links to yield

an even distribution of subscribers across all member links.

• A link is selected as primary when it is up and has the lightest subscriber load. If no

links are up then the available link with the lightest subscriber load is selected.

• A link is selected as backup when it is the available link with the lightest subscriber

load. The redundancy mode configured for the aggregated Ethernet bundle affects

the pool of available links. For example, module redundancy excludes all links on the

samemodule from being assigned as backup.

The subscriber load is also known as the linkweight. You can configure an explicit weight

for targeted subscribers based on factors important to you, such as CoS or bandwidth

requirement.Themember linksareassignedbasedonthevalueof theweight.Theweight

is configured per dynamic profile for an interface or interface set. Starting in Junos OS

Release 18.4R1, you can have RADIUS supply the weight value per subscriber. To do so,

specify either of the following predefined variables that corresponds to the relevant

RADIUSVSAconveyed in theAccess-Acceptmessagewhenasubscriber is authenticated.

• $junos-interface-target-weightcorresponds toVSA26-214, Interface-Targeting-Weight.

• $junos-interface-set-target-weight corresponds to VSA 26-213,

Interface-Set-Targeting-Weight.

DiameterAVPs213and214canbeused for thesamepurposeduringNASREQprocessing.
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When you use a dynamic interface set with targeted distribution, the interface set and

its member interfaces are assigned to the same aggregated Ethernet member link. This

means that you have to configure targeted distribution for both the interface set and its

member interfaces. Thedynamic interface set is createdwhen the firstmember interface

is instantiated. The weight that is used to associate the interface set and its members

to the aggregated Ethernet member link is either of the following:

• The weight assigned to the interface set. The interface set weight is either explicitly

configured or sourced from RADIUS VSA 26-214 when the first member interface is

authorized.

• The weight assigned to the first member interface. The interface weight is used when

the interface set has no assigned weight. The weight for the first member interface is

either explicitly configuredor sourced fromRADIUSVSA26-213when the firstmember

interface is authorized.

BEST PRACTICE: Always ensure that a weight is assigned to the interface
set by the CLI configuration or by RADIUS.

Because theweight of the first instantiatedmember interface can provide theweight for

the interface set, the weights of subsequent member interfaces have no effect on the

assignment of the interface set and itsmembers to a given aggregatedEthernetmember

link.

BEST PRACTICE: We recommend that the weight assigned to the interface
setbe representativeof themember interfaces toensureoptimaldistribution
among the aggregated Ethernet member links. Consequently, there is no
advantage to sourcing weights from RADIUS for both the interface set and
itsmember interfaces, because sourcing theweight for only the interface set
is sufficient.

The RADIUS-sourced weight for an interface set cannot change after the set is created

when the first member interface is authorized. Consequently, only interfaces having the

same weight as the first interface can becomemembers of the interface set. Consider

the following example:

1. Suppose that when the first dynamic subscriber interface is authorized, the

authorization from RADIUS includes VSA 26-214 with a value of 100.

2. The interface set is then assigned a weight of 100 based on the first interface weight.

3. Whentheseconddynamicsubscriber interface isauthorized, theauthorization includes

VSA 26-214 with a value of 200.

4. Because the weight for the interface set cannot change; it remains at 100 and the

instantiation of the subscriber session on the second interface fails.
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Benefits of RADIUS-SourcedWeighting

• Enablesper-subscriberweightingbasedonRADIUSuser record, rather thanperdynamic

profile.

Release History Table DescriptionRelease

Starting in Junos OS Release 18.4R1, you can have RADIUS supply the
weight value per subscriber.

18.4R1

Related
Documentation

Using RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution

on page 155

•

• UnderstandingSupport forTargetedDistributionof Logical InterfaceSetsofStaticVLANs

over Aggregated Ethernet Logical Interfaces

Using RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution

Instead of explicitly configuring a subscriberweight for targeted distribution of interfaces

and interface sets across aggregated Ethernet member links, you can use predefined

variables to extract the weight value provided by RADIUS in one of two VSAs conveyed

in the Access-Accept message when the subscriber is authenticated.

• $junos-interface-target-weightcorresponds toVSA26-214, Interface-Targeting-Weight.

• $junos-interface-set-target-weight corresponds to VSA 26-213,

Interface-Set-Targeting-Weight.

When you use a dynamic interface set with targeted distribution, the interface set and

its member interfaces are assigned to the same aggregated Ethernet member link. This

means that you have to configure targeted distribution for both the interface set and its

member interfaces. Thedynamic interface set is createdwhen the firstmember interface

is instantiated.

To derive the interface target weight from RADIUS:

1. Configure your RADIUS server to provide the desired value for VSA 26-214. Consult

your RADIUS server documentation for more information.

2. Configure targeted distribution for the interface.

[edit dynamic-profiles profile-name interfaces demux0 unit $junos-interface-unit ]
user@host# set targeted-distribution

3. Specify the interface target predefined variable.

[edit dynamic-profiles profile-name interfaces demux0 unit $junos-interface-unit]
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user@host# set targeted-options weight $junos-interface-target-weight

4. (Optional) Configure a default value in case VSA 26-214 is not received in the

Access-Accept message.

[edit dynamic-profiles profile-name predefined-variable-defaults]
user@host# set interface-target-weightweight-value

To derive the interface set target weight from RADIUS:

1. Configure your RADIUS server to provide the desired value for VSA 26-213. Consult

your RADIUS server documentation for more information.

2. Configure targeted distribution for the interface set.

[edit dynamic-profiles profile-name interfaces interface-set
$junos-svlan-interface-set-name]

user@host# set targeted-distribution

3. Specify the interface target predefined variable.

[edit dynamic-profiles profile-name interfaces interface-set
$junos-svlan-interface-set-name]

user@host# set targeted-options weight $junos-interface-set-target-weight

4. (Optional) Configure a default value in case VSA 26-213 is not received in the

Access-Accept message.

[edit dynamic-profiles profile-name predefined-variable-defaults]
user@host# set interface-set-target-weightweight-value

Related
Documentation

• RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution on

page 153

Copyright © 2018, Juniper Networks, Inc.156

Broadband Subscriber VLANs and Interfaces Feature Guide



CHAPTER 15

Verifying Configuration and Status of
Dynamic Subscribers

• Verifying Configuration and Status of Dynamic Subscribers and Associated Sessions,

Services, and Firewall Filters on page 157

Verifying Configuration and Status of Dynamic Subscribers and Associated Sessions,
Services, and Firewall Filters

Purpose Verify configuration and status of dynamic subscribers, sessions, services, and firewall

filters.

Youcandisplay informationabout subscribers indifferentways, dependingon theoptions

you use with the show subscriber command. You can use details from one set of output

with another command to display more detailed information of interest.

Action To display basic information for all subscribers:•

user@host> show subscribers

Interface IP Address/VLAN ID User Name LS:RI
demux0.1073741824 0x8100.1500 0x8100.2900 user@test.com default:testnet
demux0.1073741825 0x8100.1500 0x8100.2901 user@test.com default:testnet
demux0.1073741826 0x8100.1500 0x8100.2902 user@test.com default:testnet
demux0.1073741827 0x8100.1500 0x8100.2903 user@test.com default:testnet
demux0.1073741826 172.16.200.6 user@test.com default:testnet
demux0.1073741827 172.16.200.7 user@test.com default:testnet
demux0.1073741824 172.16.200.8 user@test.com default:testnet
demux0.1073741825 172.16.200.9 user@test.com default:testnet
demux0.1073741828 0x8100.1500 0x8100.2910 user@test.com default:default
demux0.1073741828 20.20.0.2 user@test.com default:default

• To display more detailed information about a particular subscriber interface:

user@host> show subscribers interface demux0.1073741826 extensive

Type: VLAN
User Name: user@test.com
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Dynamic
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Dynamic Profile Name: profile-vdemux-relay-23qos
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 12
Session ID: 12
Stacked VLAN Id: 0x8100.1500
VLAN Id: 0x8100.2902
Login Time: 2011-10-20 16:21:59 EST

Type: DHCP
User Name: user@test.com
IP Address: 172.16.200.6
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Static
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 21
Session ID: 21
Login Time: 2011-10-20 16:24:33 EST
Service Sessions: 2

Service Session ID: 25
Service Session Name: SUB-QOS
State: Active

Service Session ID: 26
Service Session Name: service-cb-content
State: Active
IPv4 Input Filter Name: content-cb-in-demux0.1073741826-in
IPv4 Output Filter Name: content-cb-out-demux0.1073741826-out

• To display traffic information for firewall filters.

user@host> show firewall

...
Filter: content-cb-in-demux0.1073741826-in
Counters:
Name     Bytes  Packets
__junos-dyn-service-counter  84336      1004

Filter: content-cb-out-demux0.1073741826-out
Counters:
Name     Bytes   Packets
__junos-dyn-service-counter      0       0
...

Instead of issuing successive commands to track the details for one subscriber interface,

you can choose to display detailed information for all subscribers. However, the more

subscribers you have, the more tedious it becomes to look through all the results for

particular items of interest.

• To display detailed information for all subscribers:
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user@host> show subscribers detail

user@host> show subscribers extensive

Meaning The output examples in this section show increasingly detailed information about

dynamically created subscriber interfaces, including howmany there are, what they are,

and their characteristics; howmanyservice sessionsareactiveandwhat theyare;whether

firewall filters are attached to the sessions and what those filters are; and howmuch, if

any, traffic is being filtered.

In the sample output shown here, the show subscriber command lists all the subscriber

logical interfaces, including demux0.1073741826. You then display details about that

interface and its associated subscribers with the show subscribers interface

demux0.1073741826 extensive command. The Service Session Name fields for service

sessions25and26 in thatoutput showtwoservicesareactiveon the interface,SUB-QOS

and service-cb-content. The IPv4 Input Filter Name and the IPv4 Output Filter Name

fields show that two filters have been applied to the service-cb-content session:

content-cb-in-demux0.1073741826-in and content-cb-out-demux0.1073741826-out.

You then use the show firewalls command to list the filters and see howmuch, if any,

traffic is being filtered.

Related
Documentation

• CLI Explorer
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PART 3

Configuring PPPoE Subscriber Interfaces

• Configuring Dynamic PPPoE Subscriber Interfaces on page 163

• Configuring PPPoE Subscriber Interfaces over Aggregated Ethernet

Examples on page 179

• Configuring PPPoE Session Limits on page 199

• Configuring PPPoE Subscriber Session Lockout on page 205

• Configuring MTU and MRU for PPP Subscribers on page 217

• Configuring PPPoE Service Name Tables on page 223

• Changing the Behavior of PPPoE Control Packets on page 249

• Monitoring and Managing Dynamic PPPoE for Subscriber Access on page 253
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CHAPTER 16

Configuring Dynamic PPPoE Subscriber
Interfaces

• Subscriber Interfaces and PPPoE Overview on page 163

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces

Overview on page 167

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring a PPPoE Dynamic Profile on page 170

• ConfiguringanUnderlying Interface forDynamicPPPoESubscriber Interfacesonpage173

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Ignoring DSL Forum VSAs from Directly Connected Devices on page 176

• Example:ConfiguringaDynamicPPPoESubscriber InterfaceonaStaticGigabitEthernet

VLAN Interface on page 177

Subscriber Interfaces and PPPoEOverview

You can configure the router to dynamically create Point-to-Point Protocol over Ethernet

(PPPoE) logical interfaceson statically createdunderlyingEthernet interfaces. The router

creates the dynamic interface in response to the receipt of a PPPoE Active Discovery

Request (PADR) control packet on the underlying interface. Because the router creates

a dynamic PPPoE logical interface on demandwhen a subscriber logs in to the network,

dynamic PPPoE logical interfaces are also referred to as dynamic PPPoE subscriber

interfaces.

This overview covers the following topics:

• Benefits of Using Dynamic PPPoE Subscriber Interfaces on page 164

• Supported Platforms for Dynamic PPPoE Subscriber Interfaces on page 165

• Sequence of Operations for PPPoE Subscriber Access on page 165
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Benefits of Using Dynamic PPPoE Subscriber Interfaces

ConfiguringandusingdynamicPPPoEsubscriber interfacesoffers the followingbenefits:

• On-demand dynamic interface creation

Dynamic PPPoE subscriber interfaces provides the flexibility of dynamically creating

the PPPoE subscriber interface only when needed; that is, when a subscriber logs in

on theassociatedunderlyingEthernet interface.Bycontrast, statically created interfaces

allocate and consume system resources when the interface is created. Configuring

andusingdynamically created interfaceshelpsyoueffectivelyandconvenientlymanage

edge or access networks in which large numbers of subscribers are constantly logging

in to and logging out from the network on a transient basis.

• Dynamic removal of PPPoE subscriber interfaces without manual intervention

When the PPPoE subscriber logs out or the PPPoE session is terminated, the router

dynamically deletes the associated PPPoE subscriber interface without your

intervention, thereby restoring any consumed resources to the router.

• Use of dynamic profiles to efficiently managemultiple subscriber interfaces

By using a profile, you reduce themanagement of a large number of interfaces by

applying a set of common characteristics to multiple interfaces. When you configure

a dynamic profile for PPPoE, you use predefined dynamic variables in the profile to

represent information that varies fromsubscriber to subscriber, such as the logical unit

number and underlying interface name. These variables are dynamically replacedwith

the values supplied by the network when the subscriber logs in.

• Denial of service (DoS) protection

You can configure the underlying Ethernet interface with certain PPPoE-specific

attributes that can reduce the potential for DoS attacks. Duplicate protection, which

is disabled by default, prevents activation of another dynamic PPPoE logical interface

on theunderlying interfacewhenaPPPoE logical interface for the sameclient is already

activeon theunderlying interface. Youcanalso specify themaximumnumberofPPPoE

sessions that the router can activate on the underlying interface. By enabling duplicate

protection and restricting the maximum number of PPPoE sessions on the underlying

interface, youcanensure that a single toxicPPPoEclient cannotmonopolizeallocation

of the PPPoE session.

• Support for dynamic PPPoE subscriber interface creation from PPPoE service name

tables

You can assign a previously configured PPPoE dynamic profile to a named, empty, or

any service entry in a PPPoE service name table, or to an agent circuit identifier/agent

remote identifier (ACI/ARI)pair defined for these services. The router uses theattributes

defined in the profile to instantiate a dynamic PPPoE subscriber interface based on

the service name, ACI, andARI information provided by thePPPoE client during PPPoE

negotiation. To specify the routing instance inwhich to instantiate the dynamic PPPoE

subscriber interface, youcanassignapreviously configured routing instance toanamed,

empty, or any service, or to an ACI/ARI pair defined for these services. The dynamic

profile and routing instance configured for the PPPoE service name table overrides the

Copyright © 2018, Juniper Networks, Inc.164

Broadband Subscriber VLANs and Interfaces Feature Guide



dynamic profile and routing instance assigned to the PPPoE underlying interface on

which the dynamic subscriber interface is created.

Supported Platforms for Dynamic PPPoE Subscriber Interfaces

Configuration of dynamic PPPoE subscriber interfaces over static underlying Ethernet

interfaces is supported on MPC/MIC interfaces on MX Series 5G Universal Routing

Platforms.

Sequence of Operations for PPPoE Subscriber Access

WhenaPPPoE subscriber logs in thePPPoEprotocol defines the sequenceof operations

by which a connection is established and traffic flow is enabled on the dynamic PPPoE

subscriber interface. Similarly, when the PPPoE subscriber logs out from the network,

PPPoE defines the sequence that occurs to terminate the connection and remove the

dynamic PPPoE subscriber interface from the router.

The router creates a dynamic PPPoE subscriber interface for each new PPPoE session,

and removes the dynamic PPPoE subscriber interface when the session is terminated

due tosubscriber logout,PPPnegotiation failure, ordownstatusof theunderlyingEthernet

interface. Dynamic PPPoE subscriber interfaces are never reused for multiple PPPoE

sessions.

SequenceWhen a PPPoE Subscriber Logs In

In a PPPoE subscriber network, the router acts as a remote access concentrator, also

known as a PPPoE server. For a PPPoE client to initiate a PPPoE session with a PPPoE

server, it must first performPPPoEDiscovery to identify the EthernetMAC address of the

remote access concentrator that can service its request. Based on the network topology,

there may bemore than one remote access concentrator with which the client can

communicate. The Discovery process enables a PPPoE client to find all remote access

concentrators and then select one to connect to.

The following sequence occurs when a PPPoE subscriber logs in to the network. Steps

1 through 5 in this sequence are part of the PPPoE Discovery process.

1. The PPPoE client broadcasts a PPPoE Active Discovery Initiation (PADI) packet to all

remote access concentrators in the network.

2. One or more remote access concentrators respond to the PADI packet by sending a

PPPoE Active Discovery Offer (PADO) packet, indicating that they can service the

client request. The PADO packet includes the name of the access concentrator from

which it was sent.

3. The client sends a unicast PPPoE Active Discovery Request (PADR) packet to the

access concentrator it selects.

4. On receipt of the PADR packet on the underlying interface associated with a PPPoE

dynamic profile, the router uses the attributes configured in the dynamic profile to

create the dynamic PPPoE logical interface.

5. The router sends a PPPoE Active Discovery Session (PADS) packet to confirm

establishment of the PPPoE connection.
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6. The PPP Link Control Protocol (LCP) negotiates the PPP link between the client and

the PPPoE server.

7. Thesubscriber is authenticatedusing thePPPauthenticationprotocol (CHAPorPAP)

configured in the PPPoE dynamic profile.

8. The PPP Network Control Protocol (NCP) negotiates the IP routing protocol and

network family.

9. The PPP server issues an IP access address for the client, and the router adds the

client access route to its routing table.

10. The router instantiates the dynamic profile and applies the attributes configured in

the profile to the dynamic PPPoE subscriber interface.

11. PPP NCP negotiation completes, enabling traffic flow between the PPPoE client and

the PPPoE server.

SequenceWhen a PPPoE Subscriber Logs Out

The following sequence occurs when a PPPoE subscriber logs out of the network:

1. The client terminates the PPP connection and the router receives an LCP termination

request.

2. The router removes the client access router from its routing table.

3. The router sends or receives a PPPoE Active Discovery Termination (PADT) packet

to end the PPPoE connection.

4. The router deactivates the subscriber, gathers final statistics for the PPPoE session,

and sends the RADIUS server an Acct-Stop accounting message.

5. The router de-instantiates the PPPoEdynamic profile and removes the PPPoE logical

interface. The router does not reuse the PPPoE logical interface for future dynamic

PPPoE sessions.

Related
Documentation

Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

•

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring PPPoE Service Name Tables on page 231
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Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview

CreatingadynamicPPPoEsubscriber interfaceover a static underlyingEthernet interface

consists of two basic steps:

1. Configure a dynamic profile to define the attributes of the PPPoE logical interface.

2. Attach the dynamic profile to a statically created underlying Ethernet interface

configured with PPPoE encapsulation.

This overview describes the concepts you need to understand to configure a dynamic

PPPoE subscriber interface, and covers the following topics:

• PPPoE Dynamic Profile Configuration on page 167

• PPPoE Underlying Interface Configuration on page 168

• Address Assignment for Dynamic PPPoE Subscriber Interfaces on page 168

• Guidelines for Configuring Dynamic PPPoE Subscriber Interfaces on page 169

PPPoE Dynamic Profile Configuration

You use predefined dynamic variables in the PPPoE dynamic profile to represent

information that varies from subscriber to subscriber, such as the logical unit number

and underlying interface name. These variables are dynamically replacedwith the values

suppliedby thenetworkwhen the subscriber logs in.On receipt of traffic onanunderlying

Ethernet interface towhich a dynamic profile is attached, the router creates the dynamic

PPPoE logical interface, also referred to as a dynamic PPPoE subscriber interface, on the

underlying interface and applies the properties configured in the dynamic profile.

To provide basic access for PPPoE subscribers, the dynamic profile must provide a

minimal configuration for a pp0 (PPPoE) logical interface that includes at least the

following attributes:

• The logical unit number, represented by the $junos-interface-unit predefined dynamic

variable

• The name of the underlying Ethernet interface, represented by the

$junos-underlying-interface predefined dynamic variable

• Configuration of the router to act as a PPPoE server

• The PPP authentication protocol (PAP or CHAP)

• The unnumbered address for the inet (IPv4) or inet6 (IPv6) protocol family

You can also optionally configure additional options for PPPoE subscriber access in the

dynamic profile, including:

• The keepalive interval, or the option to disable sending keepalive messages

• The IPv4 or IPv6 address of the dynamic PPPoE logical interface

• The service sets and filters, input filters, and output filters to be applied to the dynamic

PPPoE logical interface
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PPPoE Underlying Interface Configuration

After you configure a dynamic profile to define the attributes of a dynamic PPPoE

subscriber interface, youmust attach the dynamic profile to the underlying Ethernet

interface onwhich youwant the router to dynamically create thePPPoE logical interface.

The underlying interface for a dynamicPPPoE logical interfacemust be statically created

and configured with PPPoE (ppp-over-ether) encapsulation. When a PPPoE subscriber

logs in on the underlying interface, the router dynamically creates the PPPoE logical

interface and applies the attributes defined in the profile to the interface.

In addition to attaching the dynamic profile to the interface, you can also configure the

underlying interfacewithoneormoreof the followingoptionalPPPoE-specific attributes:

• Prevention of another dynamic PPPoE logical interface from being activated on the

underlying interface when a PPPoE logical interface for a client with the sameMAC

address is already active on that interface

• Maximum number of dynamic PPPoE logical interfaces (sessions) that the router can

activate on the underlying interface

• An alternative access concentrator name in the AC-NAME tag in a PPPoE control

packet

Address Assignment for Dynamic PPPoE Subscriber Interfaces

If the subscriber address for a dynamic PPPoE interface is not specified bymeans of the

Framed-IP-Address (8) or Framed-Pool (88) RADIUS IETF attributes during

authentication, the router allocates an IP address from the first IPv4 local

address-assignment pool defined in the routing instance. For this reason,make sure that

the local address assigned for the inet (IPv4) address family is in the same subnet as the

addresses obtained from the first IPv4 local address-assignment pool.

The router allocates the IP address from the first IPv4 local address-assignment pool

under either of the following conditions:

• RADIUS returns no address attributes.

• RADIUS authentication does not take place because only address allocation is

requested.

If the first IPv4 local address-assignment pool has no available addresses, or if no IPv4

local address-assignmentpoolsare configured, the router doesnotallocatean IPaddress

to the dynamic PPPoE subscriber interface, and denies access to the associated

subscriber. To avoid depletion of IP addresses, you can configure linked

address-assignment pools on the first IPv4 local address-assignment pool to create one

or more backup pools.

For more information, see Address-Assignment Pool Configuration Overview.

Copyright © 2018, Juniper Networks, Inc.168

Broadband Subscriber VLANs and Interfaces Feature Guide



Guidelines for Configuring Dynamic PPPoE Subscriber Interfaces

Observe the following guidelines when you configure dynamic PPPoE subscriber

interfaces:

• You can configure dynamic PPPoE subscriber interfaces for the inet (IPv4) and inet6

(IPv6) protocol families.

• When you configure the pp0 (PPPoE) logical interface in a PPPoE dynamic profile, you

must include thepppoe-options subhierarchyat the [editdynamic-profilesprofile-name

interfaces pp0 unit “$junos-interface-unit”] hierarchy level. At a minimum, the

pppoe-options subhierarchymust include thenameof theunderlyingEthernet interface,

represented by the $junos-underlying-interface predefined dynamic variable, and the

server statement, which configures the router to act as a PPPoE server. If you omit the

pppoe-options subhierarchy from the configuration, the commit operation fails.

• When you configure CHAP or PAP authentication in a PPPoE dynamic profile, you

cannot configure additional options for the chap or pap statements. This is because

the router supports only unidirectional authentication for dynamic interfaces; that is,

the router always functions as the authenticator.

• Whenyouattach thePPPoEdynamicprofile toanunderlyingEthernet interface, ensure

that both of the following conditions are met:

• The PPPoE dynamic profile has already been configured on the router.

• TheunderlyingEthernet interfacehasalreadybeenstatically configuredon the router

with PPPoE (ppp-over-ether) encapsulation.

• You cannot attach a PPPoE dynamic profile to an underlying Ethernet interface that

is already associated with static PPPoE logical interfaces. Conversely, you cannot

associate static PPPoE logical interfaces with an underlying Ethernet interface that

already has a PPPoE dynamic profile attached.

Related
Documentation

Subscriber Interfaces and PPPoE Overview on page 163•

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Example:ConfiguringaDynamicPPPoESubscriber InterfaceonaStaticGigabitEthernet

VLAN Interface on page 177

• Understanding PPPoE Service Name Tables on page 224
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Configuring Dynamic PPPoE Subscriber Interfaces

To enable the router to create a dynamic PPPoE subscriber interface on a PPPoE

underlying interface, youdefine the attributes of thePPPoE logical interface in a dynamic

profile, and then configure the underlying interface to use the dynamic profile.

To configure a dynamic PPPoE subscriber interface:

1. Configure a dynamic profile to define the attributes of the PPPoE logical interface.

See “Configuring a PPPoE Dynamic Profile” on page 170.

2. Configure the underlying Ethernet interface to use the dynamic profile for PPPoE.

See “Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces”

on page 173.

3. (Optional) Assign adynamic profile and routing instance to a service nameorACI/ARI

pair inaPPPoEservicenametable to instantiateadynamicPPPoEsubscriber interface

based on the information provided by the PPPoE client.

See “Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI

Pair for Dynamic PPPoE Interface Creation” on page 238.

4. (Optional) Verify the dynamic PPPoE configuration by displaying or clearing PPPoE

session statistics, and displaying information about the underlying Ethernet interface

and PPPoE logical interface.

See “Verifying and Managing Dynamic PPPoE Configuration” on page 253.

Related
Documentation

Subscriber Interfaces and PPPoE Overview on page 163•

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

• Example:ConfiguringaDynamicPPPoESubscriber InterfaceonaStaticGigabitEthernet

VLAN Interface on page 177

• Example: Configuring a PPPoE Service Name Table for Dynamic Subscriber Interface

Creation on page 243

Configuring a PPPoE Dynamic Profile

Youcanconfigureabasicdynamicprofile forPPPoEsubscribers thatdefines theattributes

of the dynamic PPPoE logical subscriber interface (pp0).

To configure a basic PPPoE dynamic profile:

1. Name the dynamic profile.
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[edit]
user@host# edit dynamic-profiles basic-pppoe-profile

2. Specify that you want to configure the pp0 logical interface in the dynamic profile.

[edit dynamic-profiles basic-pppoe-profile]
user@host# edit interfaces pp0

3. Specify $junos-interface-unit as the predefined variable to represent the logical unit

number for the pp0 interface.

The $junos-interface-unit variable is replaced with the actual unit number supplied

by the network when the subscriber logs in.

[edit dynamic-profiles basic-pppoe-profile interfaces pp0]
user@host# edit unit $junos-interface-unit

4. Configure PPPoE-specific options for the pp0 interface.

a. Specify the $junos-underlying-interface predefined variable to represent the name

of theunderlyingEthernet interfaceonwhich the router creates thedynamicPPPoE

logical interface.

The $junos-underlying-interface variable is replaced with the actual name of the

underlying interface supplied by the network when the subscriber logs in.

[edit dynamic-profiles basic-pppoe-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set pppoe-options underlying-interface $junos-underlying-interface

b. Configure the router to act as a PPPoE server, also known as a remote access

concentrator.

[edit dynamic-profiles basic-pppoe-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set pppoe-options server

5. Configure the PPP authentication protocol for the pp0 interface.

For dynamic interfaces, the router supports only unidirectional authentication; that

is, the router always functions as the authenticator. When you configure PPP

authentication in a dynamic profile, the chap and pap statements do not support any
additional configuration options.

• To configure CHAP authentication:

[editdynamic-profilesbasic-pppoe-profile interfacespp0unit"$junos-interface-unit"]
user@host# set ppp-options chap

• To configure PAP authentication:
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[editdynamic-profilesbasic-pppoe-profile interfacespp0unit"$junos-interface-unit"]
user@host# set ppp-options pap

6. Modify the keepalive interval, or configure the router to disable sending keepalive

messages.

• Tomodify the keepalive interval:

[edit dynamic-profiles basic-pppoe-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set keepalives interval 15

• To disable sending keepalive messages:

[edit dynamic-profiles basic-pppoe-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set no-keepalives

7. Configure the protocol family for the pp0 interface.

a. Specify that you want to configure the inet (IPv4) or inet6 (IPv6) protocol family.

[edit dynamic-profiles basic-pppoe-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# edit family inet

b. Specify the IPv4 or IPv6 address of the dynamic PPPoE logical interface.

[editdynamic-profilesbasic-pppoe-profile interfacespp0unit"$junos-interface-unit"
family inet]

user@host# set address 6.6.6.7/32

c. Configure the unnumbered address for the protocol family.

[editdynamic-profilesbasic-pppoe-profile interfacespp0unit"$junos-interface-unit"
family inet]

user@host# set unnumbered-address lo0.0

d. Specify the input and output service sets that you want to apply to the dynamic

PPPoE logical interface.

[editdynamic-profilesbasic-pppoe-profile interfacespp0unit"$junos-interface-unit"
family inet]

user@host# set service input service-set inputService_100
user@host# set service input post-service-filter postService_20
user@host# set service output service-set outputService_200

e. Specify the input and output filters that you want to apply to the dynamic PPPoE

logical interface.
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To control the order in which filters are processed, you can optionally specify a

precedence value for the input filter, output filter, or both.

[editdynamic-profilesbasic-pppoe-profile interfacespp0unit"$junos-interface-unit"
family inet]

user@host# set filter input pppoe-input-filter
user@host# set filter output pppoe-output-filter precedence 50

Related
Documentation

Subscriber Interfaces and PPPoE Overview on page 163•

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Example:ConfiguringaDynamicPPPoESubscriber InterfaceonaStaticGigabitEthernet

VLAN Interface on page 177

• Verifying and Managing Dynamic PPPoE Configuration on page 253

Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces

After you configure a dynamic profile to define the attributes of a dynamic PPPoE

subscriber interface, youmustattach thedynamicprofile toastatically createdunderlying

Ethernet interface.

Before you begin:

1. Configure the static underlying Ethernet interface on which you want the router to

dynamically create the PPPoE logical interface.

For information about configuring static Ethernet interfaces, see Configuring Ethernet

Physical Interface Properties.

2. Configure a PPPoE dynamic profile.

• See “Configuring a PPPoE Dynamic Profile” on page 170.

To configure an underlying Ethernet interface for a dynamic PPPoE subscriber interface:

1. Specify the name and logical unit number of the static underlying Ethernet interface

to which you want to attach the PPPoE dynamic profile.

[edit]
user@host# edit interfaces ge-1/0/1 unit 0

2. Configure PPPoE encapsulation on the underlying interface.

[edit interfaces ge-1/0/1 unit 0]
user@host# set encapsulation ppp-over-ether
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3. Specify that youwant to configurePPPoE-specific optionson theunderlying interface.

[edit interfaces ge-1/0/1 unit 0]
user@host# edit pppoe-underlying-options

4. Attach a previously configured PPPoE dynamic profile to the underlying interface.

You cannot attach a PPPoE dynamic profile to an underlying Ethernet interface that

is already associated with static PPPoE logical interfaces. Conversely, you cannot

associate static PPPoE logical interfaces with an underlying Ethernet interface that

already has a PPPoE dynamic profile attached.

[edit interfaces ge-1/0/1 unit 0 pppoe-underlying-options]
user@host# set dynamic-profile basic-pppoe-profile

5. (Optional) Enable duplicate protection to prevent another dynamic PPPoE logical

interface from being activated on the underlying interface when a PPPoE logical

interface for a client with the sameMAC address is already active on that interface.

[edit interfaces ge-1/0/1 unit 0 pppoe-underlying-options]
user@host# set duplicate-protection

6. (Optional) Specify the alternative name for the access concentrator, also known as

the PPPoE server, in the AC-NAME tag in a PPPoE control packet

[edit interfaces ge-1/0/1 unit 0 pppoe-underlying-options]
user@host# set access-concentrator server-east

Related
Documentation

Subscriber Interfaces and PPPoE Overview on page 163•

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• Verifying and Managing Dynamic PPPoE Configuration on page 253

• Example:ConfiguringaDynamicPPPoESubscriber InterfaceonaStaticGigabitEthernet

VLAN Interface on page 177

• Configuring Ethernet Physical Interface Properties

Configuring the PPPoE Family for an Underlying Interface

You can configure the PPPoE family on an underlying interface as an alternative to

configuring PPPoE encapsulation on that interface. You cannot configure both on the
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same interface. You can configure the same attributes for the PPPoE family as you can

for an interface configured with pppoe-underlying-options.

Before you begin, configure the underlying interface.When youwant to configure PPPoE

on an aggregated Ethernet bundle, youmust configure the PPPoE family over a VLAN

demux interface as an intermediate underlying option. The VLAN demux interface can

be static or dynamic.

To configure the PPPoE family over an underlying interface:

1. Specify the PPPoE family.

[edit interfaces demux0 unit logical-unit-number]
user@host# set family pppoe

2. (Optional) Configure an alternative access concentrator name to be used instead of

thesystemname inPPPoEcontrolpackets for thedynamicPPPoEsubscriber interface.

[edit interfaces demux0 unit logical-unit-number family pppoe]
user@host# set access-concentrator name

3. (Optional)Attachadynamicprofile todetermine thepropertiesof thedynamicPPPoE

logical interface when it is created.

[edit interfaces demux0 unit logical-unit-number family pppoe]
user@host# set dynamic-profile profile-name

Related
Documentation

Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

on page 103

•

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• Example: Configuring aStatic PPPoESubscriber InterfaceonaStaticUnderlyingVLAN

Demux Interface over Aggregated Ethernet on page 179

• Example: Configuring a Dynamic PPPoE Subscriber Interface on a Static Underlying

VLAN Demux Interface over Aggregated Ethernet on page 185

• Example: Configuring aDynamic PPPoESubscriber Interface on aDynamicUnderlying

VLAN Demux Interface over Aggregated Ethernet on page 191
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Ignoring DSL ForumVSAs fromDirectly Connected Devices

When CPE devices are directly connected to a BNG, youmay want the router to ignore

any DSL Forum VSAs that it receives in PPPoE control packets because the VSAs can

be spoofed bymalicious subscribers. Spoofing is particularly serious when the targeted

VSAs are used to authenticate the subscriber, such as Agent-Circuit-Id [26-1] and

Agent-Remote-ID [26-2]. You can include the direct-connect statement to ignore DSL

Forum VSAs on static or dynamic PPPoE interfaces or PPPoE underlying interfaces.

To configure the router to ignore DSL Forum VSAs on specific PPPoE interfaces:

1. Specify that you want to configure PPPoE-specific options on the interface:

• For a PPPoE family in a dynamic profile for a VLAN demultiplexing (demux) logical

interface:

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number]
user@host# edit family pppoe

• For a PPPoE family in a dynamic profile:

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number]
user@host# edit family pppoe

• For a PPPoE underlying interface in a dynamic profile:

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number]
user@host# edit pppoe-underlying-options

• For a PPPoE family on an underlying interface:

[edit interfaces interface-name unit logical-unit-number]
user@host# edit family pppoe

• For an underlying interface with PPPoE encapsulation:

[edit interfaces interface-name unit logical-unit-number]
user@host# edit pppoe-underlying-options

2. Specify that the router ignores DSL forum VSAs received on a specific interface.

[edit ... family pppoe]
user@host# set direct-connect

or

[edit ... pppoe-underlying-options]
user@host# set direct-connect

Related
Documentation

Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

•
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• Configuring the PPPoE Family for an Underlying Interface on page 174

Example: Configuring a Dynamic PPPoE Subscriber Interface on a Static Gigabit
Ethernet VLAN Interface

ThisexampleshowshowtoconfigureadynamicPPPoEsubscriber interfaceonastatically

configured Gigabit Ethernet VLAN underlying interface. When a PPPoE subscriber logs

in on the underlying interface, the router creates the dynamic PPPoE subscriber interface

with the attributes specified in the dynamic profile.

In this example, thedynamicPPPoEprofile,pppoe-profile-east, definesoptions forPPPoE

subscribers accessing the network, and includes the predefined dynamic variables

$junos-interface-unit, which represents the logical unit number of the dynamic PPPoE

logical interface, and $junos-underlying-interface, which represents the name of the

underlying Ethernet interface. The pppoe-profile-east dynamic profile is assigned to the

underlying Ethernet VLAN interface ge-2/0/3.1 that is configured with PPPoE

(ppp-over-ether) encapsulation.

When the router dynamically creates the PPPoE subscriber interface on ge-2/0/3.1 in

response to a subscriber login, the values of $junos-interface-unit and

$junos-underlying-interfaceare dynamically replacedwith the actual logical unit number

and interface name, respectively, that are supplied by the network when the PPPoE

subscriber logs in.

To configure a dynamic PPPoE subscriber interface:

1. Configure a dynamic profile to define the attributes of the dynamic PPPoE subscriber

interface.

[edit]
dynamic-profiles {
pppoe-profile-east {
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
keepalives interval 30;
family inet {
filter {
input pppoe-input-filter-east;
output pppoe-output-filter-east precedence 20;

}
service {
input {
service-set inputService-east;
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post-service-filter postService-east;
}
output {
service-set outputService-east;

}
}
address 127.0.1.2/32;
unnumbered-address lo0.0;

}
}

}
}

}
}

2. Assign the dynamic PPPoE profile to the static underlying Ethernet interface, and

define PPPoE-specific attributes for the underlying interface.

[edit]
interfaces {
ge-2/0/3 {
vlan-tagging;
unit 1 {
encapsulation ppp-over-ether;
vlan-id 100;
pppoe-underlying-options {
access-concentrator server-east;
duplicate-protection;
dynamic-profile pppoe-profile-east;
max-sessions 10;

}
}

}
}

Related
Documentation

• Subscriber Interfaces and PPPoE Overview on page 163

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173
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CHAPTER 17

Configuring PPPoE Subscriber Interfaces
over Aggregated Ethernet Examples

• Example: Configuring aStatic PPPoESubscriber InterfaceonaStaticUnderlyingVLAN

Demux Interface over Aggregated Ethernet on page 179

• Example: Configuring a Dynamic PPPoE Subscriber Interface on a Static Underlying

VLAN Demux Interface over Aggregated Ethernet on page 185

• Example: Configuring aDynamic PPPoESubscriber Interface on aDynamicUnderlying

VLAN Demux Interface over Aggregated Ethernet on page 191

Example:ConfiguringaStaticPPPoESubscriber InterfaceonaStaticUnderlyingVLAN
Demux Interface over Aggregated Ethernet

This example shows how you can configure static PPPoE subscriber interfaces over

aggregated Ethernet bundles to provide subscriber link redundancy.

• Requirements on page 179

• Overview on page 179

• Configuration on page 180

• Verification on page 183

Requirements

PPPoE over VLAN demux interfaces over aggregated Ethernet requires the following

hardware and software:

• MX Series 5G Universal Routing Platforms

• MPCs

• Junos OS Release 11.2 or later

No special configuration beyond device initialization is required before you can configure

this feature.

Overview

AggregatedEthernetbundlesenable link redundancybetween the router andnetworking

devices connected by Ethernet links. This example describes how to configure link
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redundancy for static PPPoE subscribers over aggregated Ethernet interface with an

intermediate static VLAN demux interface. Sample tasks include configuring a

two-member aggregated Ethernet bundle on ae0, configuring a static VLAN demux

interface, demux0.100, that underlies the PPPoE subscriber interface, pp0.100, and

configuring thePPPoE subscriber interface including characteristics of thePPPoE family.

This example does not show all possible configuration choices.

Configuration

CLI Quick
Configuration

To quickly configure link redundancy for static PPPoE subscribers over a static VLAN

demux interface over aggregated Ethernet, copy the following commands, paste them

in a text file, remove any line breaks, and then copy and paste the commands into the

CLI.

[edit]
set chassis aggregated-devices ethernet device-count 1
set interfaces ge-5/0/3 gigether-options 802.3ad ae0
set interfaces ge-5/0/3 gigether-options 802.3ad primary
set interfaces ge-5/1/2 gigether-options 802.3ad ae0
set interfaces ge-5/1/2 gigether-options 802.3ad backup
set interfaces ae0 flexible-vlan-tagging
set interfaces ae0 aggregated-ether-options link-protection
edit interfaces demux0 unit 100
set vlan-id 100
set demux-options underlying-interface ae0
set family pppoe access-concentrator pppoe-server-1
set family pppoe duplicate-protection
set family pppoemax-sessions 16000
top
edit interfaces pp0 unit 100
set pppoe-options underlying-interface demux0.100
set pppoe-options server
set family inet unnumbered-address lo0.0
top

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure link redundancy for static PPPoE subscribers over a static VLAN demux

interface over aggregated Ethernet:

1. Define the number of aggregated Ethernet devices on the router.

[edit chassis]
user@host# set aggregated-devices ethernet device-count 1

2. Configurea two-linkaggregatedEthernet logical interface to serveas theunderlying

interface for the static VLAN demux subscriber interface. In this example, the LAG

bundle is configured for one-to-one active/backup link redundancy. To support link
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redundancy at the MPC level, the LAG bundle attaches to ports from two different

MPCs.

[edit interfaces]
user@host# set ge-5/0/3 gigether-options 802.3ad ae0
user@host# set ge-5/0/3 gigether-options 802.3ad primary
user@host# set ge-5/1/2 gigether-options 802.3ad ae0
user@host# set ge-5/1/2 gigether-options 802.3ad backup

3. Enable link protection on the aggregated Ethernet logical interface and configure

support for single and dual (stacked) VLAN tags.

[edit interfaces]
user@host# set ae0 aggregated-ether-options link-protection
user@host# set ae0 flexible-vlan-tagging

4. Configure theVLANdemux interface over the aggregatedEthernet logical interface.

[edit interfaces]
user@host# set demux0 unit 100 vlan-id 100
user@host# set demux0 unit 100 demux-options underlying-interface ae0

5. Configure the PPPoE family attributes on the VLAN demux interface.

[edit interfaces]
user@host#setdemxu0unit 100familypppoeaccess-concentratorpppoe-server-1
user@host# set demux0 unit 100 family pppoe duplicate-protection
user@host# set demux0 unit 100 family pppoemax-sessions 16000

6. Configure theVLANdemux interfaceas theunderlying interfaceonwhich thePPPoE

logical interface is created.

[edit interfaces]
user@host# set pp0 unit 100 pppoe-options underlying-interface demux0.100
user@host# set pp0 unit 100 pppoe-options server
user@host# set pp0 unit 100 family inet unnumbered-address lo0.0

Results From configuration mode, confirm the aggregated device configuration by entering the

show chassis command. Confirm the interface configuration by entering the show

interfaces command. If the output does not display the intended configuration, repeat

the configuration instructions in this example to correct it.

[edit]
user@host# show chassis
aggregated-devices {
ethernet {
device-count 1;
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}
}

[edit]
user@host# show interfaces
ge-5/0/3 {
gigether-options {
802.3ad {
ae0;
primary;

}
}

}
ge-5/1/2 {
gigether-options {
802.3ad {
ae0;
backup;

}
}

}
ae0 {
flexible-vlan-tagging;
aggregated-ether-options {
link-protection;

}
}
demux0 {
unit 100 {
vlan-id 100;
demux-options {
underlying-interface ae0;

}
family pppoe {
access-concentrator pppoe-server-1;
duplicate-protection;
max-sessions 16000;

}
}

}
pp0 {
unit 100 {
pppoe-options {
underlying-interface demux0.100;
server;

}
family inet {
unnumbered-address lo0.0;

}
}

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the Aggregated Ethernet Interface Configuration on page 183

• Verifying the demux0 Interface Configuration on page 184

• Verifying the pp0 Interface Configuration on page 184

Verifying the Aggregated Ethernet Interface Configuration

Purpose Verify that the interface values match your configuration, the link is up, and traffic is

flowing.

Action From operational mode, enter the show interfaces redundancy command.

user@host> show interfaces redundancy

Interface  State            Last change  Primary      Secondary    Current status
ae0        On primary                    ge-5/0/3     ge-5/1/2     both up

From operational mode, enter the show interfaces ae0 command.

user@host> show interfaces ae0

Physical interface: ae0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 606
  Link-level type: Ethernet, MTU: 1522, Speed: 1Gbps, BPDU Error: None,
  MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled,
  Flow control: Disabled, Minimum links needed: 1, Minimum bandwidth needed: 0
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Current address: 00:00:5e:00:53:d0, Hardware address: 00:00:5e:00:53:d0
  Last flapped   : 2011-03-11 13:24:18 PST (2d 03:34 ago)
  Input rate     : 1984 bps (2 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface ae0.32767 (Index 69) (SNMP ifIndex 709)
    Flags: SNMP-Traps 0x4004000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2
    Statistics        Packets        pps         Bytes          bps
    Bundle:
        Input :        371259          2      46036116         1984
        Output:             0          0             0            0
    Protocol multiservice, MTU: Unlimited
      Flags: Is-Primary

Meaning The show interfaces redundancy output shows the redundant link configuration and that

both link interfaces are up. The show interfaces ae0 output shows that the aggregated

Ethernet interface is up and that traffic is being received on the logical interface.
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Verifying the demux0 Interface Configuration

Purpose Verify that the VLAN demux interface displays the configured PPPoE family attributes

and themember links in the aggregated Ethernet bundle.

Action From operational mode, enter the show interfaces demux0 command.

user@host> show interfaces demux0.100

Logical interface demux0.100 (Index 76) (SNMP ifIndex 61160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.100 ]
    Encapsulation: ENET2
    Demux:
      Underlying interface: ae0 (Index 199)
    Link:
      ge-5/0/3
      ge-5/1/2
    Input packets : 2
    Output packets: 18575
    Protocol pppoe
      Dynamic Profile: none,
      Service Name Table: None,
      Max Sessions: 16000, Duplicate Protection: On, 
      AC Name: pppoe-server-1

Alternatively, you can enter show pppoe underlying-interfaces detail to display the state

and PPPoE family configuration for all configured underlying interfaces.

Meaning The output shows the name of the underlying interface, the member links of the

aggregatedbundle, and thePPPoEfamilyconfiguration.Theoutput showspacketcounts

when traffic is present on the logical interface.

Verifying the pp0 Interface Configuration

Purpose Verify that the interface values match your configuration.

Action From operational mode, enter the show interfaces pp0 command.

user@host> show interfaces pp0.100

  Logical interface pp0.100 (Index 71) (SNMP ifIndex 710)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 1,
      Session AC name: pppoe-server-1, Remote MAC address: 00:00:5e:00:53:34,
      Underlying interface: demux0.100 (Index 70)
    Link:
      ge-5/0/3.32767
      ge-5/1/2.32767
    Input packets : 18572
    Output packets: 18572
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
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  Keepalive: Input: 0 (never), Output: 18566 (00:00:02 ago)
  LCP state: Opened
  NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured, mpls:
  Not-configured
  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 1500
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary
        Local: 45.63.24.1

Meaning Thisoutputshows informationabout thePPPoE logical interfacecreatedontheunderlying

VLAN demux interface. The output includes the PPPoE family and aggregated Ethernet

redundant link information, and shows input and output traffic for the PPPoE interface.

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

on page 103

• Configuring the PPPoE Family for an Underlying Interface on page 174

Example: Configuring a Dynamic PPPoE Subscriber Interface on a Static Underlying
VLANDemux Interface over Aggregated Ethernet

This example shows how you can configure dynamic PPPoE subscriber interfaces over

aggregated Ethernet bundles to provide subscriber link redundancy.

• Requirements on page 185

• Overview on page 186

• Configuration on page 186

• Verification on page 189

Requirements

PPPoE over VLAN demux interfaces over aggregated Ethernet requires the following

hardware and software:

• MX Series 5G Universal Routing Platforms

• MPCs

• Junos OS Release 11.2 or later

No special configuration beyond device initialization is required before you can configure

this feature.
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Overview

AggregatedEthernetbundlesenable link redundancybetween the router andnetworking

devices connected by Ethernet links. This example describes how to configure link

redundancy for dynamic PPPoE subscribers over aggregated Ethernet interface, ae0,

with an intermediate static VLAN demux interface, demux0.100. Sample tasks include

configuringa two-memberaggregatedEthernetbundle, configuringa staticVLANdemux

interface that underlies the PPPoE subscriber interface, and configuring the dynamic

profile that establishes the dynamic PPPoE subscriber interfaces.

The dynamic PPPoE profile (pppoe-profile) creates the PPPoE subscriber interface. It

also configures the router to act as a PPPoE server and enables the local address to be

derived fromthespecifiedaddresswithoutassigninganexplicit IPaddress to the interface.

The pppoe-profile dynamic profile is assigned to the static, intermediate VLAN demux

interface (demux0.100), which is configured with the PPPoE family (family pppoe)

attributes. This dynamic profile includes the following predefined variables:

• $junos-interface-unit—Represents the logical unit numberof thedynamicPPPoE logical

interface.Thispredefinedvariable isdynamically replacedwith theunit number supplied

by the router when the subscriber logs in.

• $junos-underlying-interface—Represents thenameof theunderlyingEthernet interface.

This predefined variable is dynamically replaced with the interface name supplied by

the router when the subscriber logs in.

This example does not show all possible configuration choices.

Configuration

CLI Quick
Configuration

To quickly configure link redundancy for dynamic PPPoE subscribers over a static VLAN

demux interface over aggregated Ethernet, copy the following commands, paste them

in a text file, remove any line breaks, and then copy and paste the commands into the

CLI.

[edit]
set chassis aggregated-devices ethernet device-count 1
set interfaces ge-5/0/3 gigether-options 802.3ad ae0
set interfaces ge-5/0/3 gigether-options 802.3ad primary
set interfaces ge-5/1/2 gigether-options 802.3ad ae0
set interfaces ge-5/1/2 gigether-options 802.3ad backup
set interfaces ae0 flexible-vlan-tagging
set interfaces ae0 aggregated-ether-options link-protection
set interfaces demux0 unit 100 vlan-id 100
set interfaces demux0 unit 100 demux-options underlying-interface ae0
set interfaces demux0 unit 100 family pppoe access-concentrator pppoe-server-1
set interfaces demux0 unit 100 family pppoe duplicate-protection
set interfaces demux0 unit 100 family pppoe dynamic-profile pppoe-profile
edit dynamic-profiles pppoe-profile
edit interfaces pp0 unit $junos-interface-unit
set pppoe-options underlying-interface $junos-underlying-interface
set pppoe-options server
set family inet unnumbered-address lo0.0
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top

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure link redundancy for dynamic PPPoE subscribers over a static VLAN demux

interface over aggregated Ethernet:

1. Define the number of aggregated Ethernet devices on the router.

[edit chassis]
user@host# set aggregated-devices ethernet device-count 1

2. Configurea two-linkaggregatedEthernet logical interface to serveas theunderlying

interface for the static VLAN demux subscriber interface. In this example, the LAG

bundle is configured for one-to-one active/backup link redundancy. To support link

redundancy at the MPC level, the LAG bundle attaches to ports from two different

MPCs.

[edit interfaces]
user@host# set ge-5/0/3 gigether-options 802.3ad ae0
user@host# set ge-5/0/3 gigether-options 802.3ad primary
user@host# set ge-5/1/2 gigether-options 802.3ad ae0
user@host# set ge-5/1/2 gigether-options 802.3ad backup

3. Enable link protection on the aggregated Ethernet logical interface and configure

support for single and dual (stacked) VLAN tags.

[edit interfaces]
user@host# set ae0 aggregated-ether-options link-protection
user@host# set ae0 flexible-vlan-tagging

4. Configure theVLANdemux interface over the aggregatedEthernet logical interface.

[edit interfaces]
user@host# set demux0 unit 100 vlan-id 100
user@host# set demux0 unit 100 demux-options underlying-interface ae0

5. Configure the PPPoE family attributes on the VLAN demux interface, including the

dynamic profile.

[edit interfaces]
user@host#setdemux0unit 100familypppoeaccess-concentratorpppoe-server-1
user@host# set demux0 unit 100 family pppoe duplicate-protection
user@host# set demux0 unit 100 family pppoe dynamic-profile pppoe-profile
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6. Configure the dynamic profile that creates the PPPoE subscriber interfaces.

[edit dynamic-profiles pppoe-profile]
user@host# edit interfaces pp0 unit $junos-interface-unit
[edit dynamic-profiles pppoe-profile interfaces pp0 unit "$junos-interface-unit"]
user@host# set pppoe-options underlying-interface $junos-underlying-interface
user@host# set pppoe-options server
user@host# set family inet unnumbered-address lo0.0

Results From configuration mode, confirm the aggregated device configuration by entering the

show chassis command. Confirm the interface configuration by entering the show

interfaces command. Confirm the dynamic profile configuration by entering the show

dynamic-profiles command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show chassis
aggregated-devices {
ethernet {
device-count 1;

}
}

[edit]
user@host# show interfaces
ge-5/0/3 {
gigether-options {
802.3ad {
ae0;
primary;

}
}

}
ge-5/1/2 {
gigether-options {
802.3ad {
ae0;
backup;

}
}

}
ae0 {
flexible-vlan-tagging;
aggregated-ether-options {
link-protection;

}
}
demux0 {
unit 100 {
vlan-id 100;
demux-options {
underlying-interface ae0;
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}
family pppoe {
access-concentrator pppoe-server-1
duplicate-protection;
dynamic-profile pppoe-profile;

}
}

}

[edit]
user@host# show dynamic-profiles
pppoe-profile {
interfaces {
pp0 {
unit $junos-interface-unit {
pppoe-options {
underlying-interface $junos-underlying-interface;
server;

}
family inet {
unnumbered-address lo0.0;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying the Aggregated Ethernet Interface Configuration on page 189

• Verifying the demux0 Interface Configuration on page 190

Verifying the Aggregated Ethernet Interface Configuration

Purpose Verify that the interface values match your configuration, the link is up, and traffic is

flowing.

Action From operational mode, enter the show interfaces redundancy command.

user@host> show interfaces redundancy

Interface  State            Last change  Primary      Secondary    Current status
ae0        On primary                    ge-5/0/3     ge-5/1/2     both up

From operational mode, enter the show interfaces ae0 command.

user@host> show interfaces ae0
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Physical interface: ae0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 606
  Link-level type: Ethernet, MTU: 1522, Speed: 1Gbps, BPDU Error: None,
  MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled,
  Flow control: Disabled, Minimum links needed: 1, Minimum bandwidth needed: 0
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Current address: 00:00:5e:00:53:d0, Hardware address: 00:00:5e:00:53:d0
  Last flapped   : 2011-03-11 13:24:18 PST (2d 03:34 ago)
  Input rate     : 1984 bps (2 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface ae0.32767 (Index 69) (SNMP ifIndex 709)
    Flags: SNMP-Traps 0x4004000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2
    Statistics        Packets        pps         Bytes          bps
    Bundle:
        Input :        371259          2      46036116         1984
        Output:             0          0             0            0
    Protocol multiservice, MTU: Unlimited
      Flags: Is-Primary

Meaning The show interfaces redundancy output shows the redundant link configuration and that

both link interfaces are up. The show interfaces ae0 output shows that the aggregated

Ethernet interface is up and that traffic is being received on the logical interface.

Verifying the demux0 Interface Configuration

Purpose Verify that the VLAN demux interface displays the configured PPPoE family attributes

and themember links in the aggregated Ethernet bundle.

Action From operational mode, enter the show interfaces demux0 command.

user@host> show interfaces demux0.100

Logical interface demux0.100 (Index 76) (SNMP ifIndex 61160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.100 ]
    Encapsulation: ENET2
    Demux:
      Underlying interface: ae0 (Index 199)
    Link:
      ge-5/0/3
      ge-5/1/2
    Input packets : 2
    Output packets: 18575
    Protocol pppoe
      Dynamic Profile: pppoe-profile,
      Service Name Table: None,
      Max Sessions: 16000, Duplicate Protection: On, 
      AC Name: pppoe-server-1

Alternatively, you can enter show pppoe underlying-interfaces detail to display the state

and PPPoE family configuration for all configured underlying interfaces. The output also

provides information about PPPoE negotiation on a per-VLAN basis.
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Meaning The output shows the name of the underlying interface, the member links of the

aggregatedbundle, and thePPPoEfamilyconfiguration.Theoutput showspacketcounts

when traffic is present on the logical interface.

Related
Documentation

Subscriber Interfaces and Demultiplexing Overview on page 80•

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

on page 103

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Configuring a PPPoE Dynamic Profile on page 170

Example:ConfiguringaDynamicPPPoESubscriber InterfaceonaDynamicUnderlying
VLANDemux Interface over Aggregated Ethernet

This example shows how you can configure dynamic PPPoE subscriber interfaces over

aggregated Ethernet bundles to provide subscriber link redundancy.

• Requirements on page 191

• Overview on page 191

• Configuration on page 192

• Verification on page 197

Requirements

PPPoE over VLAN demux interfaces over aggregated Ethernet requires the following

hardware and software:

• MX Series 5G Universal Routing Platforms

• MPCs

• Junos OS Release 11.2 or later

No special configuration beyond device initialization is required before you can configure

this feature.

Overview

AggregatedEthernetbundlesenable link redundancybetween the router andnetworking

devices connected by Ethernet links. This example describes how to configure link

redundancy fordynamicPPPoEsubscribersoveraggregatedEthernetwithan intermediate

dynamic VLAN demux interface. Sample tasks include configuring a two-member

aggregated Ethernet bundle, configuring dynamic profiles that establish the dynamic

VLAN demux interface that underlies the PPPoE subscriber interface, and configuring

the dynamic profile that establishes the dynamic PPPoE subscriber interfaces.
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In this example, two different dynamic profiles are configured to instantiate either VLAN

(vlan-profile) or S-VLAN (svlan-profile) demux interfaces. These profiles define PPPoE

family options and include the dynamic PPPoE profile (pppoe-profile) that creates the

PPPoE subscriber interface. Junos OS predefined variables are used in each profile to

represent the interfacesandVLAN identifiers thataredynamically created.Thesedynamic

profiles include the following predefined variables:

• $junos-interface-unit—Represents the logical unit numberof thedynamicVLANdemux

interface.Thispredefinedvariable isdynamically replacedwith theunit number supplied

by the router when the subscriber logs in.

• $junos-interface-ifd-name—Represents the underlying logical interface on which the

PPPoE subscriber interface is created. This predefined variable is dynamically replaced

with the name of the underlying interface supplied by the router when the subscriber

logs in.

• $junos-vlan-id—Represents theVLAN identifier. This predefinedvariable is dynamically

replaced with a VLAN ID when the subscriber logs in. The VLAN ID is allocated within

the VLAN range specified in the aggregated Ethernet configuration. In the case of the

S-VLAN demux, $junos-vlan-id represents the inner VLAN identifier.

• $junos-stacked-vlan-id—Represents the outer VLAN identifier for the stacked VLAN.

This predefined variable is dynamically replaced with a VLAN ID when the subscriber

logs in. The VLAN ID is allocated within the VLAN range specified in the aggregated

Ethernet configuration. This variable is not used for the VLAN demux configuration.

The dynamic PPPoE profile (pppoe-profile) creates the PPPoE subscriber interface. It

also configures the router to act as a PPPoE server and enables the local address to be

derived fromthespecifiedaddresswithoutassigninganexplicit IPaddress to the interface.

The pppoe-profile dynamic profile is assigned to the dynamic, intermediate VLAN and

S-VLAN demux interfaces. This dynamic profile includes the following predefined

variables:

• $junos-interface-unit—Represents the logical unit numberof thedynamicPPPoE logical

interface.Thispredefinedvariable isdynamically replacedwith theunit number supplied

by the router when the subscriber logs in.

• $junos-underlying-interface—Represents thenameof theunderlyingEthernet interface.

This predefined variable is dynamically replaced with the interface name supplied by

the router when the subscriber logs in.

This example does not show all possible configuration choices.

Configuration

CLI Quick
Configuration

To quickly configure link redundancy for dynamic PPPoE subscribers over a dynamic

VLAN demux interface over aggregated Ethernet, copy the following commands, paste

them in a text file, remove any line breaks, and then copy and paste the commands into

the CLI.

[edit]
set chassis aggregated-devices ethernet device-count 1
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set interfaces ge-5/0/3 gigether-options 802.3ad ae0
set interfaces ge-5/0/3 gigether-options 802.3ad primary
set interfaces ge-5/1/2 gigether-options 802.3ad ae0
set interfaces ge-5/1/2 gigether-options 802.3ad backup
edit interfaces ae0
set flexible-vlan-tagging
set aggregated-ether-options link-protection
edit auto-configure
set vlan-ranges dynamic-profile vlan-profile accept pppoe
set vlan-ranges dynamic-profile vlan-profile ranges 1-4094
set stacked-vlan-ranges dynamic-profile svlan-profile accept pppoe
set stacked-vlan-ranges dynamic-profile svlan-profile ranges 1-4094,1-4094
top
edit dynamic-profiles pppoe-profile
edit interfaces pp0 unit $junos-interface-unit
set pppoe-options underlying-interface $junos-underlying-interface
set pppoe-options server
set family inet unnumbered-address lo0.0
top
edit dynamic-profiles vlan-profile interfaces demux0
edit unit $junos-interface-unit
set vlan-id $junos-vlan-id
set demux-options underlying-interface $junos-interface-ifd-name
set family pppoe access-concentrator pppoe-server-1
set family pppoe duplicate-protection
set family pppoe dynamic-profile pppoe-profile
top
edit dynamic-profiles svlan-profile interfaces demux0
edit unit $junos-interface-unit
set vlan-tags outer $junos-stacked-vlan-id
set vlan-tags inner $junos-vlan-id
set demux-options underlying-interface $junos-interface-ifd-name
set family pppoe access-concentrator pppoe-server-1
set family pppoe duplicate-protection
set family pppoe dynamic-profile pppoe-profile
top

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

Toconfigure link redundancy fordynamicPPPoEsubscribersoveradynamicVLANdemux

interface over aggregated Ethernet:

1. Define the number of aggregated Ethernet devices on the router.

[edit chassis]
user@host# set aggregated-devices ethernet device-count 1

2. Configurea two-linkaggregatedEthernet logical interface to serveas theunderlying

interface for the dynamic VLAN demux subscriber interface. In this example, the

LAGbundle is configured for one-to-oneactive/backup link redundancy. To support
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link redundancy at the MPC level, the LAG bundle attaches to ports from two

different MPCs.

[edit interfaces]
user@host# set ge-5/0/3 gigether-options 802.3ad ae0
user@host# set ge-5/0/3 gigether-options 802.3ad primary
user@host# set ge-5/1/2 gigether-options 802.3ad ae0
user@host# set ge-5/1/2 gigether-options 802.3ad backup

3. Enable link protection on the aggregated Ethernet logical interface and configure

support for single and dual (stacked) VLAN tags.

[edit interfaces]
user@host# set ae0 aggregated-ether-options link-protection
user@host# set ae0 flexible-vlan-tagging

4. Configure the parameters for automatically configuring VLANs and S-VLANs,

including the VLAN ranges and dynamic profiles.

[edit interfaces]
user@host#setae0auto-configurevlan-rangesdynamic-profilevlan-profileaccept
pppoe

user@host#setae0auto-configurevlan-rangesdynamic-profilevlan-profile ranges
1-4094

user@host# set ae0 auto-configure stacked-vlan-ranges dynamic-profile
svlan-profile accept pppoe

user@host# set ae0 auto-configure stacked-vlan-ranges dynamic-profile
svlan-profile ranges 1-4094,1-4094

5. Configure the dynamic profile that creates the PPPoE subscriber interface.

[edit dynamic-profiles pppoe-profile]
user@host# edit interfaces pp0 unit $junos-interface-unit
[edit dynamic-profiles pppoe-profile interfaces pp0 unit "$junos-interface-unit"]
user@host# set pppoe-options underlying-interface $junos-underlying-interface
user@host# set pppoe-options server
user@host# set family inet unnumbered-address lo0.0

6. Configure the dynamic profile that creates VLAN demux underlying interfaces,

including the PPPoE family attributes.

[edit dynamic-profiles vlan-profile]
user@host# edit interfaces demux0 unit $junos-interface-unit
[edit dynamic-profiles vlan-profile interfaces demux0 unit "$junos-interface-unit"]
user@host# set vlan-id $junos-vlan-id
user@host# set demux-options underlying-interface $junos-interface-ifd-name
user@host# set family pppoe access-concentrator pppoe-server-1
user@host# set family pppoe duplicate-protection
user@host# set family pppoe dynamic-profile pppoe-profile
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7. Configure the dynamic profile that creates S-VLAN demux underlying interfaces,

including the PPPoE family attributes.

[edit dynamic-profiles svlan-profile]
user@host# edit interfaces demux0 unit $junos-interface-unit
[edit dynamic-profiles svlan-profile interfaces demux0unit "$junos-interface-unit"]
user@host# set vlan-tags outer $junos-stacked-vlan-id
user@host# set vlan-tags inner $junos-vlan-id
user@host# set demux-options underlying-interface $junos-interface-ifd-name
user@host# set family pppoe access-concentrator pppoe-server-1
user@host# set family pppoe duplicate-protection
user@host# set family pppoe dynamic-profile pppoe-profile

Results From configuration mode, confirm the aggregated device configuration by entering the

show chassis command. Confirm the interface configuration by entering the show

interfaces command. Confirm the dynamic profile configuration by entering the show

dynamic-profiles command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show chassis
aggregated-devices {
ethernet {
device-count 1;

}
}

[edit]
user@host# show interfaces
ge-5/0/3 {
gigether-options {
802.3ad {
ae0;
primary;

}
}

}
ge-5/1/2 {
gigether-options {
802.3ad {
ae0;
backup;

}
}

}
ae0 {
flexible-vlan-tagging;
aggregated-ether-options {
link-protection;

}
auto-configure {
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vlan-ranges {
dynamic-profile {
vlan-profile {
accept pppoe;
vlan-ranges 1–4094};

}
}

}
stacked-vlan-ranges {
dynamic-profile {
svlan-profile {
accept pppoe;
vlan-ranges 1–4094,1–4094;

}
}

}
}

}

[edit]
user@host# show dynamic-profiles
pppoe-profile {
interfaces {
pp0 {
unit $junos-interface-unit {
pppoe-options {
underlying-interface $junos-underlying-interface;
server;

}
family inet {
unnumbered-address lo0.0;

}
}

}
}

}
vlan-profile {
interfaces {
demux0 {
unit "$junos-interface-unit" {
vlan-id "$junos-vlan-id";
demux-options {
underlying-interface "$junos-interface-ifd-name";

}
family pppoe {
access-concentrator pppoe-server-1;
duplicate-protection;
dynamic-profile pppoe-profile;

}
}

}
}

}
svlan-profile {
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interfaces {
demux0 {
unit "$junos-interface-unit" {
vlan-tags outer "$junos-stacked-vlan-id" inner "$junos-vlan-id";
demux-options {
underlying-interface "$junos-interface-ifd-name";

}
family pppoe {
access-concentrator pppoe-server-1;
duplicate-protection;
dynamic-profile pppoe-profile;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:

• Verifying the Aggregated Ethernet Interface Configuration on page 197

Verifying the Aggregated Ethernet Interface Configuration

Purpose Verify that the interface values match your configuration, the link is up, and traffic is

flowing.

Action From operational mode, enter the show interfaces redundancy command.

user@host> show interfaces redundancy

Interface  State            Last change  Primary      Secondary    Current status
ae0        On primary                    ge-5/0/3     ge-5/1/2     both up

From operational mode, enter the show interfaces ae0 command.

user@host> show interfaces ae0

Physical interface: ae0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 606
  Link-level type: Ethernet, MTU: 1522, Speed: 1Gbps, BPDU Error: None,
  MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled,
  Flow control: Disabled, Minimum links needed: 1, Minimum bandwidth needed: 0
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Current address: 00:00:5e:00:53:d0, Hardware address: 00:00:5e:00:53:d0
  Last flapped   : 2011-03-11 13:24:18 PST (2d 03:34 ago)
  Input rate     : 1984 bps (2 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface ae0.32767 (Index 69) (SNMP ifIndex 709)
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    Flags: SNMP-Traps 0x4004000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2
    Statistics        Packets        pps         Bytes          bps
    Bundle:
        Input :        371259          2      46036116         1984
        Output:             0          0             0            0
    Protocol multiservice, MTU: Unlimited
      Flags: Is-Primary

Meaning The show interfaces redundancy output shows the redundant link configuration and that

both link interfaces are up. The show interfaces ae0 output shows that the aggregated

Ethernet interface is up and that traffic is being received on the logical interface.

Related
Documentation

• Subscriber Interfaces and Demultiplexing Overview on page 80

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

on page 103

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Configuring a PPPoE Dynamic Profile on page 170
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CHAPTER 18

Configuring PPPoE Session Limits

• PPPoEMaximum Session Limit Overview on page 199

• Guidelines for Using PPPoE Maximum Session Limit from RADIUS on page 201

• Limiting the MaximumNumber of PPPoE Sessions on the Underlying

Interface on page 202

PPPoEMaximumSession Limit Overview

Themaximum session limit for PPPoE subscriber interfaces specifies the maximum

number of concurrent static or dynamic PPPoE logical interfaces (sessions) that the

router can activate on the PPPoE underlying interface, or themaximumnumber of active

static or dynamic PPPoE sessions that the router can establish with a particular service

entry in a PPPoE service name table.

You can configure the PPPoEmaximum session limit in one of two ways:

• On a per-interface basis.

• (Default) On a per-subscriber basis.

This overview describes the concepts you need to understand to configure the PPPoE

maximum session limit, and covers the following topics:

• Per-InterfaceConfiguration forPPPoEMaximumSessionLimitUsing theCLIonpage 199

• Per-Subscriber Configuration for PPPoE Maximum Session Limit Using

RADIUS on page 200

• Override of PPPoE Maximum Session Limit from RADIUS on page 201

Per-Interface Configuration for PPPoEMaximumSession Limit Using the CLI

When you configure the PPPoEmaximum session limit for a particular interface, you can

use themax-sessions statement to specify either or both of the following:

• Themaximum number of concurrent PPPoE sessions that the router can activate on

the PPPoE underlying interface

• Themaximumnumber of active PPPoE sessions using either static or dynamic PPPoE

interfaces that the router can establish with a particular named service entry, empty

service entry, or any service entry in a PPPoE service name table
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Youcanconfigure thePPPoEmaximumsessionvalue from1 through theplatform-specific

default for your router. The default value is equal to the maximum number of PPPoE

sessions supported on your routing platform. If the number of active PPPoE sessions

exceeds the value configured, the router prohibits creation of any new PPPoE sessions,

and thePPPoEapplicationon the router returnsaPPPoEActiveDiscoverySession (PADS)

packet with an error to the PPPoE client.

Changing thePPPoEmaximumsessionvaluehasnoeffectondynamicPPPoEsubscriber

interfaces that are already active.

Per-Subscriber Configuration for PPPoEMaximumSession Limit Using RADIUS

To configure the PPPoEmaximum session limit for a particular subscriber, you can use

thevalue returnedby theRADIUSserver in theMax-Clients-Per-Interface JuniperNetworks

VSA [26-143] during the subscriber authentication process. For PPPoE clients, the

Max-Clients-Per-Interface VSA returns the maximum number of sessions (PPPoE

subinterfaces) per PPPoEmajor interface.

By default, the PPPoEmaximum session value returned by RADIUS in the

Max-Clients-Per-Interface VSA takes precedence over the PPPoEmaximum session

value configured with themax-sessions statement.

If you configure multiple subscribers on the same PPPoE underlying VLAN interface and

RADIUS returns adifferentPPPoEmaximumsession value for each subscriber, the router

uses the most recent PPPoEmaximum session value returned by RADIUS to determine

whether to override the current PPPoEmaximum session value and create the new

PPPoE session.

The following sequence describes how the router obtains the PPPoEmaximum session

value from RADIUSwhen a PPPoE subscriber logs in to initiate a session with the router.

(In a PPPoE subscriber network, the router functions as a remote access concentrator,

also known as a PPPoE server.)

1. ThePPPoEclientand the routerparticipate in thePPPoEDiscoveryprocess toestablish

the PPPoE connection.

2. The PPP Link Control Protocol (LCP) negotiates the PPP link between the client and

the router.

3. The PPP application sends the subscriber authentication request to the AAA

application.

4. AAA sends the authentication request to an external RADIUS server.

5. The RADIUS server returns the PPPoEmaximum session value for that subscriber to

AAA in the Max-Clients-Per-Interface VSA as part of an Access-Accept message.

NOTE: The RADIUS server does not return theMax-Clients-Per-Interface
VSA in Change of Authorization Request (CoA-Request) messages.

6. AAA passes the response from RADIUS to PPP.
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7. PPP validates the subscriber parameters and, if authentication succeeds, passes the

PPPoEmaximum session value returned by RADIUS to the PPPoE application.

8. PPPoE uses the maximum session value returned by RADIUS to determine whether

to override the current PPPoEmaximum session value and create or tear down the

new PPPoE session.

Override of PPPoEMaximumSession Limit fromRADIUS

Youcanconfigure the router to ignore (clear) thePPPoEmaximumsessionvalue returned

by the RADIUS server in the Max-Clients-Per-Interface VSA. Configuring the router to

ignore the VSA restores the PPPoEmaximum session value on the underlying interface

to the value configured in the CLI.

Related
Documentation

Guidelines for Using PPPoE Maximum Session Limit from RADIUS on page 201•

• Juniper Networks VSAs Supported by the AAA Service Framework

• Limiting the MaximumNumber of PPPoE Sessions on the Underlying Interface on

page 202

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

Guidelines for Using PPPoEMaximumSession Limit fromRADIUS

Consider the following guidelines when you use the PPPoEmaximum session value

returned by RADIUS in the Max-Clients-Per-Interface vendor-specific attribute (VSA)

[26-143]:

• If the current number of sessions (including newly created sessions) is less than the

new PPPoEmaximum session value returned by RADIUS, the PPPoE application

overrides the current value and enables interface creation to proceed.

• If the current number of sessions (including newly created sessions) is equal to the

new PPPoEmaximum session value returned by RADIUS, the PPPoE application

overrides the current value and enables interface creation to proceed.

• If the current number of sessions (including newly created sessions) is greater than the

new PPPoEmaximum session value returned by RADIUS, the PPPoE application

overrides the current value and brings down the new interface.

To illustrate these guidelines, Table 10 on page 202 shows examples of how the router

handles the PPPoE session when the current number of sessions is less than (first row),

equal to (second row), and greater than (third row) the new PPPoEmaximum session

value returned by RADIUS when a new subscriber logs in.
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Table 10: Sample PPPoEMaximumSession Values During Subscriber Login

Status of
Session

New
Number of
PPPoE
Sessions

New PPPoE
Maximum
Session
Value

Existing
Number of
PPPoE
Sessions

Current
PPPoE
Maximum
Session
Value

New PPPoE
Maximum
Session
Value from
RADIUS

PPPoE
session up

5104510

PPPoE
session up

55455

PPPoE
sessiondown

43453

Related
Documentation

PPPoEMaximum Session Limit Overview on page 199•

• Juniper Networks VSAs Supported by the AAA Service Framework

• Limiting the MaximumNumber of PPPoE Sessions on the Underlying Interface on

page 202

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

Limiting theMaximumNumber of PPPoE Sessions on the Underlying Interface

You can limit the number of concurrent static or dynamic PPPoE logical interfaces

(sessions) that the router can activate on the PPPoE underlying interface, or the number

of active static or dynamic PPPoE sessions that the router can establishwith a particular

service entry in a PPPoE service name table.

To configure the PPPoEmaximum session limit:

1. Specify that youwant to configurePPPoE-specific optionson theunderlying interface:

• For a PPPoE family in a dynamic profile for a VLAN demultiplexing (demux) logical

interface:

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number]
user@host# edit family pppoe

• For a PPPoE family in a dynamic profile:

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number]
user@host# edit family pppoe

• For a PPPoE underlying interface in a dynamic profile:

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number]
user@host# edit pppoe-underlying-options
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• For a PPPoE family on an underlying interface:

[edit interfaces interface-name unit logical-unit-number]
user@host# edit family pppoe

• For an underlying interface with PPPoE encapsulation:

[edit interfaces interface-name unit logical-unit-number]
user@host# edit pppoe-underlying-options

• For an underlying interface established with a particular service entry in a PPPoE

service name table:

[edit protocols pppoe service-name-tables table-name]
user@host# edit service service-name

2. Configure the maximum number of concurrent PPPoE sessions that the router can

activate on the underlying interface in either of the following ways:

• Toconfigure themaximumnumberof concurrentPPPoEsessionsonaper-interface

basis, from 1 to the platform-specific default for your router, use themax-sessions

statement:

[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options]
user@host# setmax-sessions number

• To configure the maximum number of concurrent PPPoE sessions on a

per-subscriber basis, use the value returned by RADIUS in the

Max-Clients-Per-Interface Juniper Networks vendor-specific attribute (VSA)

[26-143]. By default, the PPPoEmaximumsession value returned by RADIUS in the

Max-Clients-Per-InterfaceVSAtakesprecedenceover thePPPoEmaximumsession

value configured with themax-sessions statement.

3. (Optional) To restore the PPPoEmaximum session value on the underlying interface

to the value configured in the CLI with themax-sessions statement, configure the

router to ignore the value returned by RADIUS in the Max-Clients-Per-Interface VSA.

[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options]
user@host# setmax-sessions-vsa-ignore

NOTE: You can issue themax-sessions-vsa-ignore statement at the same

hierarchy levels as themax-sessions statement, with the exception of the

[editprotocolspppoeservice-name-tables table-nameserviceservice-name]

hierarchy level.

Related
Documentation

• PPPoEMaximum Session Limit Overview on page 199

• Guidelines for Using PPPoE Maximum Session Limit from RADIUS on page 201

• Juniper Networks VSAs Supported by the AAA Service Framework
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• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167
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CHAPTER 19

Configuring PPPoE Subscriber Session
Lockout

• PPPoE Subscriber Session Lockout Overview on page 205

• Understanding the Lockout Period for PPPoESubscriber Session Lockout onpage 209

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• Clearing Lockout of PPPoE Subscriber Sessions on page 214

PPPoE Subscriber Session Lockout Overview

PPPoE subscriber session lockout, also called PPPoE encapsulation type lockout,

temporarily prevents (locksout)a failedor short-livedstaticordynamicPPPoEsubscriber

session from reconnecting for a certain period of time. This time period, known as the

lockoutperiod, is derived froma formulaand increasesexponentiallybasedon thenumber

of successive reconnection failures.

YoucanconfigurePPPoEsubscriber session lockout, also knownas short-cycleprotection,

for VLAN, VLAN demultiplexing (demux), and PPP-over-Ethernet-over-ATM

(PPPoE-over-ATM) dynamic subscriber interfaces.

This overview describes the concepts you need to understand to configure PPPoE

subscriber session lockout, and covers the following topics:

• Benefits of Using PPPoE Subscriber Session Lockout on page 206

• Conditions That Cause Short-Lived PPPoE Subscriber Sessions on page 206

• How PPPoE Subscriber Session LockoutWorks on page 207

• PPPoE Subscriber Session Lockout on ACI-Based Interfaces on page 207

• PPPoE Subscriber Session Lockout and Duplicate Protection on page 208

• Persistence of the Lockout Condition After Automatic Removal of Dynamic Subscriber

VLANs on page 208

• Use of Encapsulation Type Identifiers to Clear or Display the Lockout

Condition on page 208

• Termination of the Lockout Condition on page 209
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Benefits of Using PPPoE Subscriber Session Lockout

PPPoE subscriber session lockout provides the following benefits:

• Reduces excessive loading on the router by:

• Reducing the resources required to process PPPoE control packets to negotiate and

terminate short-lived connections

• Reducing the resources required to allocate and deallocate services, such as class

of service (CoS) and firewall filters, for failed or short-lived subscriber sessions

• Temporarily deferring failed or short-lived subscriber sessions in favor of sessions

that can complete successfully.

• Reduces excessive loading on external authentication, authorization, and accounting

(AAA) servers, such as RADIUS or Diameter:

• As a result of failed or short-lived PPPoE subscriber sessions that occur repeatedly

for the same subscriber

• By reducing the resources required to authenticate and terminate these connections

• Enables lockout of a single failed or short-lived PPP session without disrupting other

PPP sessions on the same PPPoE underlying interface

Because PPPoE subscriber session lockout identifies each subscriber session by either

its uniquemedia access control (MAC) source address on the underlying interface or

by its agent circuit identifier (ACI) value, the router can lock out only the offending PPP

session while enabling other PPP sessions on the same underlying interface to

successfully negotiate the connection.

Conditions That Cause Short-Lived PPPoE Subscriber Sessions

Conditions that can cause a short-lived subscriber session include:

• Authenticationdenials fromexternal AAAservers, suchasRADIUS, due to theabsence

of a corresponding entry in the RADIUS database or due to improper login attempts

• Configuration errors within a dynamic profile or RADIUS record

• Insufficient memory resources to create a dynamic PPPoE subscriber interface

• Protocol failure or error within the dynamic PPPoE subscriber interface

• Client logout shortly after a successful login; this action creates a complete dynamic

PPPoE subscriber interface before the interface is torn down
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HowPPPoE Subscriber Session LockoutWorks

PPPoE subscriber session lockout is disabled on the router by default. When you enable

PPPoE subscriber session lockout, the router does the following:

1. Detects a short-lived subscriber session, also referred to as a short-cycle event.

A short-lived subscriber session is detected, partially or completely created, and

terminated by the router within 150 seconds. The router identifies each PPPoE

subscriber sessionby itsuniqueMACsourceaddresson thePPPoEunderlying interface

or by its ACI value.

2. Tracks the timebetween repeatedshort-cycleevents todeterminewhether to increase

the lockout time for a subsequent short-cycle event.

3. Applies a time penalty for each short-cycle event based on a default or configured

lockoutperiodand thenumberof consecutive short-cycleevents thatoccur repeatedly

for the same subscriber.

4. Temporarily locks out the specified PPPoE subscriber by preventing connection to

the router.

During lockout, the router drops negotiation packets for the PPPoE subscriber session

until the lockoutperiodexpires.When the lockoutperiodexpires, thePPPoEsubscriber

sessionand itsassociatedMACsourceaddressorACI value resumenormalnegotiation

of the connection.

PPPoE Subscriber Session Lockout on ACI-Based Interfaces

Bydefault, the router identifiesasubscriber sessionusing theuniqueMACsourceaddress

on the PPPoE underlying interface. You can configure subscriber session lockout based

on the ACI string of the underlying interface, which allows you to lock out all PPPoE

subscriber sessions from the same household.

TheACI string is contained in theDSL ForumAgent-Circuit-ID VSA [26-1] (option 0x105)

of PPPoEActiveDiscovery Initiation (PADI) andPPPoEActiveDiscovery Request (PADR)

control packets. This option locks out all PPPoE subscriber sessions on the underlying

interface that share the same ACI string in their PPPoE PADI and PADR control packets.

PPPoE subscriber session lockout based on the ACI value is useful when MAC source

addresses are not unique on the PPPoE underlying interface. For example:

• PPPoE interworking function sessions in which the MAC addresses of all PPPoE

inter-working function sessions contain the MAC address of the DSLAM device

• Configurations inwhich theaccess node (usually aDSLAMdevice) overwrites theMAC

source address in PPPoE packets received from the customer premises equipment

(CPE) with its ownMAC address for security purposes

• DuplicateMACsource addresses across disparate households in anN:1 (serviceVLAN)

configuration,which requires the router touseacombinationof theMACsourceaddress

and the ACI value to uniquely identify a subscriber
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PPPoE Subscriber Session Lockout and Duplicate Protection

Duplicate protection, which is disabled on the router by default, prevents the activation

of another PPPoE subscriber session on the same PPPoE underlying interface when a

PPPoE subscriber sessionwith the samemedia access control (MAC) address is already

active on that interface. When you configure PPPoE subscriber session lockout, we

recommend that you enable duplicate protection to ensure that theMAC source address

for each active PPPoE session is unique on the underlying interface.

WithPPPoEsubscriber session lockoutconfigured, the router identifies subscriber sessions

by their unique MAC source address. If the router detects a short-lived (short-cycle)

subscriber session, it applies the default or configured lockout period to thatMAC source

address to temporarily prevent reconnection. If theMAC source address is not unique on

the underlying interface, multiple PPPoE subscriber sessions with the sameMAC source

address might also be affected by the lockout.

Persistence of the Lockout Condition After Automatic Removal of Dynamic Subscriber VLANs

You can configure automatic removal of subscriber VLANs that have no PPPoE client

sessions by issuing the remove-when-no-subscribers statement at the [edit interfaces

interface-name auto-configure] hierarchy level. If PPPoE subscriber session lockout is

also configured on the interface, the lockout condition persists even after the router has

removed the dynamic VLAN or VLAN demux subscriber interface.

When you configure both PPPoE subscriber session lockout and automatic removal of

subscriberVLANswithnoclient sessions, the lockout condition for theaffectedsubscriber

sessionspersists until the lockout timer expires for eachPPPoEclient undergoing lockout

on the underlying interface. If you create the VLAN or VLAN demux subscriber interface

again before all timers expire, the lockout condition persists for the newly created

subscriber interface.

Use of Encapsulation Type Identifiers to Clear or Display the Lockout Condition

You can clear the lockout condition for a specific MAC source address or ACI value, all

MAC source addresses or ACI values, or for an ACI value that matches a UNIX-based

regular expression by specifying VLAN or ATM encapsulation type identifier options in

the clear pppoe lockout vlan-identifier or clear pppoe lockout atm-identifier command,

respectively. Similarly, you can display information about the lockout condition and the

status of affected subscriber sessions by including encapsulation type identifier options

in the showpppoe lockout vlan-identifier or showpppoe lockout atm-identifier command.

Specifying encapsulation type lockout identifiers enables you to clear or display the

lockout condition when no underlying interface exists for the subscriber session.

For the VLAN encapsulation type on VLAN and VLAN demux subscriber interfaces, the

identifier options include:

• Device name (physical interface or aggregated Ethernet bundle)

• S-VLAN ID (outer tag)

• VLAN ID (inner tag)
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For the ATMencapsulation type on PPPoE-over-ATM subscriber interfaces, the identifier

options include:

• Device name (physical interface or aggregated Ethernet bundle)

• Virtual path identifier (VPI)

• Virtual circuit identifier (VCI)

Termination of the Lockout Condition

WhenaPPPoEsubscriber session identifiedbyeither anACI valueorauniqueMACsource

address is undergoing lockout, the lockout condition persists until all lockout timers have

expired, exceptwhen either of the following occurs:

• You administratively clear the lockout condition by issuing the clear pppoe lockout

operational command.

• You reset the interface module on which the subscriber session undergoing lockout is

configured.

When you clear the lockout condition or reset the interfacemodule, the router terminates

lockout for all PPPoE subscriber sessions on the underlying interface, and clears the

lockout history for all affected subscriber sessions.

Related
Documentation

Understanding the Lockout Period for PPPoESubscriber Session Lockout onpage 209•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• Clearing Lockout of PPPoE Subscriber Sessions on page 214

• Verifying and Managing Dynamic PPPoE Configuration on page 253

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

Understanding the Lockout Period for PPPoE Subscriber Session Lockout

When you configure PPPoE subscriber session lockout, the router applies a time penalty

called the lockout period for each failed or short-lived subscriber session.

This overview describes how the router determines and applies the PPPoE subscriber

session lockout period, and covers the following topics:

• Duration of PPPoE Subscriber Session Lockout Period on page 209

• HowtheRouterDetermines thePPPoESubscriber Session LockoutPeriodonpage210

Duration of PPPoE Subscriber Session Lockout Period

The duration of the lockout period is based on a default or configured lockout time and

the number of consecutive short-cycle (short-lived) events that occur repeatedly for the

same subscriber. When you include the short-cycle-protection statement to configure

PPPoE subscriber session lockout on a PPPoE underlying interface, you can use the

209Copyright © 2018, Juniper Networks, Inc.

Chapter 19: Configuring PPPoE Subscriber Session Lockout



default lockout time range of 1 through 300 seconds (5minutes), or you can override the

default lockout period by configuring a nondefault lockout time in the range 1 through

86,400 seconds (24 hours).

The lockout timepenaltyappliedby the router for eachshort-cycleeventdiffersdepending

on theevent. For example, someshort-cycleevents representnormal subscriberbehavior,

such as a PPPoE subscriber logging in once per hour to check e-mail and logging out

shortly thereafter. The router does not noticeably penalize a subscriber for these types

of events.

By contrast, other short-cycle events are the result of repeated attempts to log in to the

router for reasons such as an incorrectly typed password, customer premises equipment

(CPE) that performs repeated auto-retries, or malicious attempts to access the Internet

illegally. For these types of short-cycle events, the router applies a lockout time penalty

that starts with a short time interval and increases exponentially. In these instances, the

initial lockout time is short enough to avoid noticeably penalizing a subscriber who, for

example, types a password incorrectly several times before entering the correct one.

For example, using thedefault lockout time rangeof 1 through300seconds, the increasing

lockout period on the router is: 1 second, 2 seconds, 4 seconds, 8 seconds, 16 seconds,

32seconds,64seconds, 128seconds, 256seconds, and finally, 300seconds (5minutes).

How the Router Determines the PPPoE Subscriber Session Lockout Period

The router uses the following rules to determine the PPPoE subscriber session lockout

period for short-lived PPPoE subscriber sessions:

• The lockout period is derived from the following formula:

(minimum lockout time) * (2 ^ n-1)

where n represents the number of consecutive short-cycle events for the same

subscriber. The router identifies aPPPoEsubscriber sessionby itsMACsourceaddress,

which should be unique on the underlying PPPoE interface, or ACI value.

• The router increments the value of nwhen the time between short-cycle events is

either within 15 minutes or the maximum lockout time, whichever is greater.

• When the time between short-cycle events is greater than either 15 minutes or the

maximum lockout time, the value of n reverts to 1. This condition is referred to as a

lockout grace period.

• The lockout period never exceeds the maximum configured lockout time.

For example, for a configured (nondefault) lockout time in the range 20 through

120 seconds, the increasing lockout period on the router is: 20 seconds, 40 seconds,

80 seconds, and finally, 120 seconds (2 minutes).

• A short-cycle event is detected, partially or completely created, and terminated by the

router within 150 seconds. The router tracks the time between short-cycle events to

determine whether to increase the lockout time for a subsequent short-cycle event

for the same subscriber.
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NOTE: When the calculated lockout time is equal to or exceeds the
maximum lockout time, the router uses themaximum lockout time value
until the timeto thenextshort-cycleeventexceeds thegreaterof 15minutes
or themaximum lockout time value. At that point, the lockout time reverts
to theminimum lockout time value.

• Theminimum lockout time value cannot exceed themaximum lockout time value.

When theminimum andmaximum lockout time values are equal, the lockout time

becomes fixed at that value.

Related
Documentation

PPPoE Subscriber Session Lockout Overview on page 205•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• Clearing Lockout of PPPoE Subscriber Sessions on page 214

• Verifying and Managing Dynamic PPPoE Configuration on page 253

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

Configuring Lockout of PPPoE Subscriber Sessions

You can configure the router to temporarily lock out a failed or short-lived PPPoE

subscriber session from reconnecting for a period of time. The PPPoE subscriber session

can reside on a VLAN, VLAN demux, or PPPoE-over-ATM underlying interface.

Before you begin:

• Configure the PPPoE underlying interface.

To configure the underlying interface for use with a PPPoE dynamic profile, see

“Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces” on

page 173.

To configure the PPPoE family for an underlying interface, see “Configuring the PPPoE

Family for an Underlying Interface” on page 174.

To configure temporary lockout of PPPoE subscriber sessions:

1. Specify that youwant to configurePPPoE-specific optionson theunderlying interface:

• For a PPPoE family in a dynamic profile for a VLAN demultiplexing (demux) logical

interface:

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number]
user@host# edit family pppoe

• For a PPPoE family in a dynamic profile:
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[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number]
user@host# edit family pppoe

• For a PPPoE underlying interface in a dynamic profile:

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number]
user@host# edit pppoe-underlying-options

• For a PPPoE family on an underlying interface:

[edit interfaces interface-name unit logical-unit-number]
user@host# edit family pppoe

• For an underlying interface with PPPoE encapsulation:

[edit interfaces interface-name unit logical-unit-number]
user@host# edit pppoe-underlying-options

• For a PPPoE family in a dynamic profile for a PPPoE-over-ATM logical interface:

[editdynamic-profilesprofile-name interfacesat-fpc/pic/portunit logical-unit-number]
user@host# edit family pppoe

• For a PPPoE family on an underlying ATM logical interface:

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# edit family pppoe

2. Enableduplicateprotection topreventnegotiationof adynamicor staticPPPoEclient

session on the same underlying interfacewhen a PPPoE client sessionwith the same

media access control (MAC) source address is already active on that interface.

[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options]
user@host# set duplicate-protection

BEST PRACTICE: When you configure PPPoE subscriber session lockout,
we recommend that you enable duplicate protection to ensure that the
MAC source address for each PPPoE session is unique on the underlying
interface.

3. Enable PPPoE subscriber session lockout using one of the following filtering

mechanisms to identify the subscriber sessions for lockout:

• Media access control (MAC)-address based subscriber session lockout (default)

• To configure MAC-based subscriber session lockout with the default lockout

period of 1 through 300 seconds:

[edit interfaces interface-nameunit logical-unit-numberpppoe-underlying-options]
user@host# set short-cycle-protection
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• To configure MAC-based subscriber session lockout with a nondefault lockout

period:

[edit interfaces interface-nameunit logical-unit-numberpppoe-underlying-options]
user@host# set short-cycle-protection lockout-time-minminimum-seconds
lockout-time-maxmaximum-seconds

• Agent circuit identifier (ACI)-based subscriber session lockout

• ToconfigureACI-basedsubscriber session lockoutwith thedefault lockoutperiod:

[edit interfaces interface-nameunit logical-unit-numberpppoe-underlying-options]
user@host# set short-cycle-protection filter aci

For example, the following statement configures temporary lockout based on

ACI information for subscriber sessions on a dynamic VLAN demux underlying

interface. It uses the default lockout time range 1 through 300 seconds.

[edit dynamic-profiles my-demux-vlan-profile interfaces demux0 unit
“$junos-interface-unit” family pppoe]

user@host# set short-cycle-protection filter aci

• To configure ACI-based subscriber session lockout with a nondefault lockout

period:

[edit interfaces interface-nameunit logical-unit-numberpppoe-underlying-options]
user@host# set short-cycle-protection lockout-time-minminimum-seconds
lockout-time-maxmaximum-seconds filter aci

For example, the following statement configures temporary lockout based on

ACI information for subscriber sessions on a dynamic VLAN underlying interface.

It specifies a nondefault lockout time in the range 20 through 120 seconds.

[edit dynamic-profilesmy-vlan-profile interfaces “$junos-interface-ifd-name”unit
“$junos-interface-unit” pppoe-underlying options]

user@host# set short-cycle-protection lockout-time-min 20 lockout-time-max
120 filter aci

NOTE: If the ACI value is not present in the PPPoE attributes when you
configure ACI-based subscriber session lockout, the router uses
MAC-based lockout by default. With ACI-based encapsulation type
lockout, PPPoE clients without an ACI attribute are also locked out.

Related
Documentation

PPPoE Subscriber Session Lockout Overview on page 205•

• Clearing Lockout of PPPoE Subscriber Sessions on page 214

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173
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• Configuring the PPPoE Family for an Underlying Interface on page 174

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

Clearing Lockout of PPPoE Subscriber Sessions

Purpose Clear the lockout condition for the PPPoE subscriber session associated with a unique

MAC source address or ACI value.

Action To clear the lockout condition for PPPoE subscriber sessions associated with all MAC

source addresses on all underlying interfaces:

•

user@host> clear pppoe lockout

• To clear the lockout condition for the PPPoE subscriber session associated with the

specified MAC source address:

user@host> clear pppoe lockoutmac-addressmac-address

• To clear the lockout condition for all PPPoE subscriber sessions on the specified

underlying interface:

user@host> clear pppoe lockout underlying-interfaces underlying-interface-name

• To clear the lockout condition for the PPPoE subscriber session associated with the

specified MAC source address on the specified underlying interface:

user@host> clear pppoe lockoutmac-addressmac-address underlying-interfaces
underlying-interface-name

• Toclear theACI-based lockoutcondition forPPPoEsubscriber sessionsonall underlying

interfaces:

user@host> clear pppoe lockout aci

• To clear the ACI-based lockout condition for PPPoE subscriber sessions associated

with the specified ACI value on the specified underlying interface:

user@host> clear pppoe lockout underlying-interfaces underlying-interface-name aci
agent-circuit-id

• To clear the ACI-based lockout for a PPPoE subscriber session with the specified ATM

encapsulation type identifiers where the ACI value matches a regular expression:

user@host> clear pppoe lockout atm-identifier device-name device-name vpi
vpi-identifier vci vci-identifier aci “Relay-identifier atm 1/0:100\.*”

• To clear the MAC-based lockout condition for a PPPoE subscriber session with the

specified ATM encapsulation type identifiers:
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user@host> clear pppoe lockout atm-identifier device-name device-name vpi
vpi-identifier vci vci-identifiermac-addressmac-address

• Toclear theACI-based lockout for aPPPoE subscriber sessionwith the specifiedVLAN

encapsulation type identifiers where the ACI value matches a regular expression:

user@host> clear pppoe lockout vlan-identifier device-name device-name svlan-id
svlan-identifier vlan-id vlan-identifier aci “Relay-identifier atm 3/0:200\.*”

• To clear the MAC-based lockout condition for a PPPoE subscriber session with the

specified VLAN encapsulation type identifiers:

user@host> clear pppoe lockout vlan-identifier device-name device-name vlan-id
vlan-identifiermac-addressmac-address

• To verify that the lockout condition has been cleared:

user@host> show pppoe lockout

Related
Documentation

• PPPoE Subscriber Session Lockout Overview on page 205

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• Verifying and Managing Dynamic PPPoE Configuration on page 253

• CLI Explorer
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CHAPTER 20

Configuring MTU and MRU for PPP
Subscribers

• Understanding MTU and MRU Configuration for PPP Subscribers on page 217

• Configuring MTU and MRU for PPP Subscribers on page 220

UnderstandingMTU andMRUConfiguration for PPP Subscribers

ThemaximumpayloadallowedonanEthernet frame is 1500bytes. ForaPPPoE interface,

the PPPoE header uses 6 bytes and the PPP protocol ID uses 2 bytes. This restricts the

maximum receive unit (MRU) size on a PPPoE interface to 1492 bytes, which can cause

frequent fragmentation and reassembly of larger PPP packets received over the PPPoE

interface. To prevent frequent fragmentation and reassembly for PPP packets over

Ethernet, you can configure the maximum transmission unit (MTU) and MRU sizes for

PPP subscribers.

NOTE: For PPPoE subscribers, the PPPMRUor PPPMTUsize can be greater
than 1492 bytes if the PPP-Max-Payload tag is received in the PPPoE Active
Discovery Request (PADR) packets.

The configuration of MRU and MTU is supported for subscribers of the following PPP

connections:

• PPP over Ethernet (PPPoE) subscribers

• PPP over Ethernet over ATM (PPPoE over ATM) subscribers

• PPP over ATM (PPPoA) subscribers

• Tunneled PPP LAC subscribers

• Tunneled PPP LNS subscribers

PPPessentiallynegotiatesbetween two independenthalf-duplex links.Whileestablishing

a PPP connection, PPP end-points negotiate the MRU to determine the PPP payload

MTU on a negotiated PPP connection. The terms used in this section are described here:

PeerMRU—MRUproposedby thepeer to indicate thePPPpayloadsize that it canaccept.
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PPPMRU—MRU proposed by the router to indicate the PPP payload size that it can
accept

PPPMTU—PPP payload MTU (IP header + data) excluding any Layer 2 overhead.

By default, if the PPPMTU value is lower than 1492 bytes, the operational PPPMRU

value is also set to the PPPMTU value. However, if the PPPMTU value is greater than

1492 bytes, Junos OS calculates the PPPMRU value based on the presence and value

of the PPP-Max-Payload tag received in the PPPoE Active Discovery Request (PADR)

packet.Thisdefaultbehavior canbechangedbyconfiguring themtu(size|use-lower-layer)

andmru size statements at the following hierarchy levels:

[edit access group-profile group-profile-name ppp ppp-options]
[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
ppp-options],

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options],

[edit interfaces pp0 unit unit-number ppp-options]
[edit interfaces si interface-id unit unit-number ppp-options]

PPPMTU andMRU for PPPoE Subscribers

For a PPPoE packet:

• Configured MTU is the MTU value configured using themtu size statement.

• PPP lower-layer MTU is calculated as:

interfaceMTU–[(Ethernetheaderpayload)–(single-taggedVLANs)–(double-tagged

VLANs) – (PPPoE header payload) – (PPP header)]

JunosOS determines the PPPMTU value for a terminated PPPoE interface based on the

configured MTU, PPP lower-layer MTU, and the presence and value of the

PPP-Max-Payload tag in the PADR packet.

1. If the PPP lower-layer MTU falls below 1492 bytes, then the PPPMTU value is the

lesser of the PPP lower-layer MTU and the configured MTU value. The

PPP-Max-Payload tag is ignored even if it is present in the PADR packet.

2. If the PPP lower-layer MTU is greater than 1492 bytes:

• If the PPP-Max-Payload tag is not present in the PADR packet, then the PPPMTU

value is the lesser of the configured MTU and the PPP lower-layer MTU value.

• If the PPP-Max-Payload tag is present and its value is less than 1492 bytes, then

the PPPMTU is the lesser of the configured MTU and the PPP lower-layer MTU

value. Junos OS does not send out the PPP-Max-Payload tag in the PPPoE Active

Discovery Session (PADS) packet to indicate that the router is not capable of

supporting an MRU size greater than 1492 bytes.
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• If the PPP-Max-Payload tag is present and its value is greater than 1492 bytes but

less than the configured MTU, the PPPMTU is the value received in the

PPP-Max-Payload tag.

• If the PPP-Max-Payload tag is present and its value is greater than 1492 bytes and

also greater than the configured MTU, the PPPMTU is the lesser of the configured

MTU and PPP lower-layer MTU value. JunosOS also returns the PPP-Max-Payload

tag in the PADS packet to indicate that the router is capable of supporting an MRU

greater than 1492 bytes.

By default, a router uses the PPTMTU value for the PPPMRU value during link control

protocol (LCP) negotiation on point-to-point connections.When you configure theMRU

for a PPP subscriber for PPPoE by using themru size statement, Junos OS determines

the PPPMRU value based on the following:

• If theMRU is configured using the ppp-options option, the PPPMRU is the lesser of the

configured MRU value and the PPPMTU value for that subscriber (PPPMTU value

derivedbasedon theconfiguredMTU,PPP lower-layerMTU,and thePPP-Max-Payload

value in the PADR packet).

• If the MRU is not configured, the PPPMRU remains the same as the PPPMTU and is

sent during LCP negotiation. During LCP negotiation, the server receives the peer MRU

value and offers the PPPMRU derived from the configuration and the PPPMTU.

• For a negotiated PPP connection, the INET MTU i.e PPP payload MTU ( IP header +

data) excluding any Layer 2 overhead, is set to the lesser of the PPPMTU and the

received Peer MRU value.

PPPMTU andMRU for Tunneled Subscribers on LNS

For PPP subscribers on L2TP network server (LNS), the configured MTU can be either

the explicit MTU size specified using themtu size statement or the derived MTU using

themtu use-lower-layer statement.

• If the PPPMTU is configured as use-lower-layer, the PPPMTU is determined as:

interface MTU – 58 bytes.

NOTE: 58 bytes is the PPP overhead payload, which is calculated as the
sum of the IP, UDP, L2TP, HDLC, and PPP header payloads.

• If the PPPMTU is configured using themtu size statement, the PPPMTU is the lesser

of the configured MTU and the (interface MTU – 58 bytes) value.

When you configure an explicit MRU value by using themru size statement, Junos OS

determines the PPPMRU value for PPP subscribers on LNS interfaces based on the

following scenarios:

• If theMRU value is not configured for PPP subscribers on the LNS and if the proxy LCP

options are received from the L2TP access concentrator (LAC), the PPPMRU value
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offered in the LCP negotiation is the lesser of the PPPMTU and the proxy MRU value.

If the LCPoptions are not received, PPPMTU is offered asMRUduring LCPnegotiation.

• If, however, the MRU value is configured for the PPP subscribers on the LNS, the PPP

MRU is the lesser of the configured MRU and the PPPMTU value. Further, if the proxy

LCPoptionsare received fromtheLAC, thePPPMRUvalue sentduringLCPnegotiation

is the lesser of the configured MRU or PPPMTU and the proxy MRU value.

• For a negotiated INETMTU on a PPP link i.e PPP payload MTU ( IP header + data)

excluding any Layer 2 overhead, the PPPMTU is set to the lesser of the PPPMTU and

the received peer MRU value.

Related
Documentation

Configuring MTU and MRU for PPP Subscribers on page 220•

ConfiguringMTU andMRU for PPP Subscribers

You can configure themaximum transmission unit (MTU) andmaximum receive unit for

Point-to-Point Protocol (PPP) subscribers. This configuration is supported for the

following PPP subscribers:

• PPP over Ethernet (PPPoE) subscribers

• PPP over Ethernet over ATM (PPPoE over ATM) subscribers

• PPP over ATM (PPPoA) subscribers

• Tunneled PPP LAC subscribers

• Tunneled PPP LNS subscribers

The MTU configuration specifies the maximum allowable data unit size (in bytes) that

can be transmitted over a PPP connectionwithout fragmentation. This size excludes the

lower-layer header size. With this configuration, you can choose to either configure an

explicit MTU value or use the MTU value configured for the interface excluding the

lower-layer header size.

TheMRU configuration specifies the size ofmaximum receive unit (MRU) that the router

usesduring link control protocol (LCP)negotiation fordynamicandstaticPPPsubscribers

and L2TP tunneled subscribers.

To configure MTU and MRU values for PPP subscribers:

• (Optional) Configure the MTU and the MRU for dynamic PPP subscribers (includes

dynamic PPPoE and PPPoE over ATM subscribers).

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options],

mru size;
user@host#mtu (size | use-lower-layer);

• (Optional) Configure theMTU and theMRU for static PPP subscribers (includes PPP

over ATM subscribers).
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[edit interfaces pp0 unit unit-number ppp-options]
mru size;
user@host#mtu (size | use-lower-layer);

• (Optional) Configure the MTU and the MRU for dynamic tunneled PPP subscribers

for L2TP LNS.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options],

mru size;
user@host#mtu (size | use-lower-layer);

• (Optional) Configure the MTU and the MRU for static tunneled PPP subscribers for

L2TP LNS.

[edit interfaces si interface-id unit unit-number ppp-options]
mru size;
user@host#mtu (size | use-lower-layer);

• Configure the MTU and the MRU for static and dynamic PPP subscribers associated

with a group profile.

[edit access group-profile group-profile-name ppp ppp-options]
mru size;
user@host#mtu (size | use-lower-layer);

Related
Documentation

• Understanding MTU and MRU Configuration for PPP Subscribers on page 217
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CHAPTER 21

Configuring PPPoE Service Name Tables

• Understanding PPPoE Service Name Tables on page 224

• Evaluation Order for Matching Client Information in PPPoE Service Name

Tables on page 229

• Benefits of Configuring PPPoE Service Name Tables on page 230

• Creating a Service Name Table on page 231

• Configuring PPPoE Service Name Tables on page 231

• Assigning a Service Name Table to a PPPoE Underlying Interface on page 233

• Configuring the Action TakenWhen the Client Request Includes an Empty Service

Name Tag on page 233

• Configuring the Action Taken for the Any Service on page 234

• Assigning a Service to a Service Name Table and Configuring the Action TakenWhen

the Client Request Includes a Non-zero Service Name Tag on page 235

• Assigning an ACI/ARI Pair to a Service Name and Configuring the Action TakenWhen

the Client Request Includes ACI/ARI Information on page 237

• Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair

for Dynamic PPPoE Interface Creation on page 238

• Limiting the Number of Active PPPoE Sessions Established with a Specified Service

Name on page 239

• Reserving a Static PPPoE Interface for Exclusive Use by a PPPoE Client on page 240

• Example: Configuring a PPPoE Service Name Table on page 241

• Example: Configuring a PPPoE Service Name Table for Dynamic Subscriber Interface

Creation on page 243

• Troubleshooting PPPoE Service Name Tables on page 247
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Understanding PPPoE Service Name Tables

On an MX Series router acting as a remote access concentrator (AC), also referred to as

a PPPoE server, you can configure up to 32 PPPoE service name tables and assign the

service name tables to PPPoE underlying interfaces. A PPPoE service name table defines

the setof services that the router canprovide toaPPPoEclient. Serviceentries configured

in a PPPoE service name table represent the service name tags transmitted between the

client and the router in a PPPoE control packet.

This overview covers the following topics to help you understand and configure PPPoE

service name tables:

• InteractionAmongPPPoEClients andRoutersDuring theDiscovery Stage onpage 224

• Service Entries and Actions in PPPoE Service Name Tables on page 225

• ACI/ARI Pairs in PPPoE Service Name Tables on page 226

• Dynamic Profiles and Routing Instances in PPPoE Service Name Tables on page 227

• Maximum Sessions Limit in PPPoE Service Name Tables on page 227

• Static PPPoE Interfaces in PPPoE Service Name Tables on page 228

• PADO Advertisement of Named Services in PPPoE Service Name Tables on page 228

• Limiting the subscriber sessions per AE or PFE Bundle in PPPoE Service Name

Tables on page 228

Interaction Among PPPoE Clients and Routers During the Discovery Stage

In networkswithmesh topologies, PPPoE clients are often connected tomultiple PPPoE

servers (remote ACs). During the PPPoE discovery stage, a PPPoE client identifies the

Ethernet MAC address of the remote AC that can service its request, and establishes a

unique PPPoE session identifier for a connection to that AC.

The following steps describe, at a high level, how the PPPoE client and the remote AC

(router) use the PPPoE service name table to interact during the PPPoE discovery stage:

1. ThePPPoEclientbroadcastsaPPPoEActiveDiscovery Initiation (PADI) control packet

to all remote ACs in the network to request that an AC support certain services.

The PADI packet must contain either, but not both, of the following:

• One and only one nonzero-length service name tag that represents a specific client

service

• One and only one empty (zero-length) service name tag that represents an

unspecified service

2. One or more remote ACs respond to the PADI packet by sending a PPPoE Active

Discovery Offer (PADO) packet to the client, indicating that the AC can service the

client request.

To determine whether it can service a particular client request, the router matches

the service name tag received in the PADI packet against the service name tags

configured in its service name table. If a matching service name tag is found in the
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PPPoE service name table, the router sends the client a PADO packet that includes

the name of the AC fromwhich it was sent. If no matching service name tag is found

in thePPPoE service name table, the router drops thePADI request anddoes not send

a PADO response to the client.

3. The PPPoE client sends a unicast PPPoE Active Discovery Request (PADR) packet

to the AC to which it wants to connect, based on the responses received in the PADO

packets.

4. The selected AC sends a PPPoE Active Discovery Session (PADS) packet to establish

the PPPoE connection with the client.

Service Entries and Actions in PPPoE Service Name Tables

A PPPoE service name table can include three types of service entries: named services,

an empty service, and an any service. For each service entry, you specify the action to be

taken by the underlying interface when the router receives a PADI packet containing the

specified service name tag.

You can configure the following services and actions in a PPPoE service name table:

• Named service—Specifies aPPPoE client service that anAC can support. For example,

youmight configure named services associated with different subscribers who log in

to the PPPoE server, such as user1-service or user2-service, or that correspond to

different ISP service level agreements, such as premium and standard. Each PPPoE

service name table can include amaximum of 512 named service entries, excluding

empty and any service entries. A named service is associatedwith the terminate action

by default.

• empty service—Aservice tagof zero length that representsanunspecified service. Each

PPPoE service name table includes one empty service. The empty service is associated

with the terminate action by default.

• any service—Acts as a default service for non-empty service entries that do notmatch

thenamedservice entries or empty service entry configured in thePPPoE service name

table. Each PPPoE service name table includes one any service. The any service is

useful when you want tomatch the agent circuit identifier and agent remote identifier

information for a PPPoE client, but do not care about the contents of the service name

tag transmitted in the control packet. Theany service is associatedwith thedropaction

by default.

• Action—Specifies the action taken by the underlying PPPoE interface assigned to the

PPPoE service name table on receipt of a PADI packet from the client containing a

particular service request. You can configure one of the following actions for the

associated named service, empty service, any service, or agent circuit identifier/agent

remote identifier (ACI/ARI) pair in the PPPoE service name table on the router:

• terminate—(Default) Directs the router to immediately respond to the PADI packet

by sending the client a PADO packet containing the name of the AC that can service

the request. Named services, empty services, and ACI/ARI pairs are associated with

the terminateactionbydefault.Configuring the terminateaction foraserviceenables

225Copyright © 2018, Juniper Networks, Inc.

Chapter 21: Configuring PPPoE Service Name Tables



you to more tightly control which PPPoE clients can access and receive services

from a particular PPPoE server.

• delay—Number of seconds that the PPPoE underlying interfacewaits after receiving

aPADI packet from the client before sendingaPADOpacket in response. In networks

with mesh topologies, youmight want to designate a primary PPPoE server and a

backup PPPoE server for handling a particular service request. In such a scenario,

you can configure a delay for the associated service entry on the backup PPPoE

server to allow sufficient time for the primary PPPoE server to respond to the client

with a PADOpacket. If the primary server does not send the PADOpacket within the

delay period configured on the backup server, then the backup server sends the

PADO packet after the delay period expires.

• drop—Directs the router to drop (ignore) a PADI packet containing the specified

service name tag when received from a PPPoE client, which effectively denies the

client’s request to provide the associated service. The any service is associated with

the drop action by default. To prohibit the router from responding to PADI packets

that contain empty or any service name tags, you can configure the drop action for

the empty or any service. You can also use the drop action in combination with

ACI/ARI pairs to accept specific service name tags only from specific subscribers,

as described in the following information about ACI/ARI pairs.

ACI/ARI Pairs in PPPoE Service Name Tables

To specify agent circuit identifier (ACI) and agent remote identifier (ARI) information for

a named service, empty service, or any service in a PPPoE service name table, you can

configureanACI/ARIpair. AnACI/ARIpair containsanagent circuit ID string that identifies

theDSLAM interface that initiated the service request, and an agent remote ID string that

identifies the subscriber on the DSLAM interface that initiated the service request. You

can thinkof anACI/ARI pair as the representationof oneormorePPPoEclients accessing

the router by means of the PPPoE service name table.

ACI/ARI specifications support the use of wildcard characters in certain formats. You

can configure a combinedmaximum of 8000 ACI/ARI pairs, both with and without

wildcards, per PPPoE service name table. You can distribute the ACI/ARI pairs in any

combination among the service entries in the service name table.

Youmust specify the action—terminate, delay, or drop—taken by the underlying PPPoE

interfacewhen it receivesaclient requestcontainingvendor-specificACI/ARI information

that matches the ACI/ARI information configured in the PPPoE service name table on

the router. An ACI/ARI pair is associated with the terminate action by default.

For example, assume that for the user1-service named service, you configure the drop

action for the service and the terminate action for the associated ACI/ARI pairs. In this

case, the ACI/ARI pairs identify the DSLAM interfaces and associated subscribers

authorized to access the PPPoE server. Using this configuration causes the router to drop

PADI packets containing the user1-service tag unless the PADI packet also contains

vendor-specific ACI/ARI information that matches the subscribers identified in one or

more of the ACI/ARI pairs. For PADI packets containing matching ACI/ARI information,
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the router sends an immediate PADO response to the client indicating that it can provide

the requested service for the specified subscribers.

You can also associate a PPPoE dynamic profile, routing instance, and static PPPoE

interface with an ACI/ARI pair.

Dynamic Profiles and Routing Instances in PPPoE Service Name Tables

You can associate a previously configured PPPoE dynamic profile with a named service,

empty service, or any service in the PPPoE service name table, or with an ACI/ARI pair

defined for these services. The router uses the attributes defined in the profile to

instantiate a dynamic PPPoE subscriber interface based on the service name, ACI, and

ARI information provided by the PPPoE client during PPPoE negotiation. The dynamic

profile configured for a service entry or ACI/ARI pair in a PPPoE service name table

overrides the dynamic profile assigned to the PPPoE underlying interface on which the

dynamic PPPoE interface is created.

To specify the routing instance in which to instantiate the dynamic PPPoE interface, you

can associate a previously configured routing instance with a named service, empty

service, or any service in the PPPoE service name table, or with an ACI/ARI pair defined

for these services. Like dynamic profiles configured for service entries or ACI/ARI pairs,

the routing instance configured for the PPPoE service name table overrides the routing

instance assigned to the PPPoE underlying interface.

For information about configuring the PPPoE service name table to create a dynamic

PPPoE subscriber interface, see “Assigning a Dynamic Profile and Routing Instance to a

Service Name or ACI/ARI Pair for Dynamic PPPoE Interface Creation” on page 238.

MaximumSessions Limit in PPPoE Service Name Tables

To limit the number of PPPoE client sessions that can use a particular service entry in

the PPPoE service name table, you can configure themaximumnumber of active PPPoE

sessions using either dynamically-created or statically-created PPPoE interfaces that

the router can establish with a particular named service, empty service, or any service.

(You cannot configure the maximum sessions limit for an ACI/ARI pair.) Themaximum

sessions limit must be in the range 1 through the platform-specific maximum PPPoE

sessions supported for your routing platform. The router maintains a count of active

PPPoE sessions for each service entry to determine when themaximum sessions limit

has been reached.

The router uses the maximum sessions value for a service entry in the PPPoE service

name table in conjunction with both of the following:

• Themaximum sessions (max-sessions) value configured for the PPPoE underlying

interface

• Themaximum number of PPPoE sessions supported on your routing platform

If your configuration exceeds either of these maximum session limits, the router cannot

establish the PPPoE session.
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Static PPPoE Interfaces in PPPoE Service Name Tables

To reserve a previously configured static PPPoE interface for use only by thePPPoE client

with matching ACI/ARI information, you can specify a single static PPPoE interface for

each ACI/ARI pair defined for a named service entry, empty service entry, or any service

entry in aPPPoE service name table. (You cannot configure a static interface for a service

entry that does not have an ACI/ARI pair defined.) The static PPPoE interface associated

with an ACI/ARI pair takes precedence over the general pool of static PPPoE interfaces

associated with the PPPoE underlying interface configured on the router.

When you configure a static interface in the PPPoE service name table, make sure there

is a one-to-one correspondence between the PPPoE client and the static interface. For

example, if two clients have identical ACI/ARI information that matches the information

in the PPPoE service name table, the router reserves the static interface for exclusive use

by the first client that logs in to the router. As a result, the router prevents the second

client from logging in.

NOTE: You cannot configure a static interface for an ACI/ARI pair already
configured with a dynamic profile and routing instance. Conversely, you
cannot configure a dynamic profile and routing instance for an ACI/ARI pair
already configured with a static interface.

PADOAdvertisement of Named Services in PPPoE Service Name Tables

By default, the advertisement of named services in PADO control packets sent by the

router to the PPPoE client is disabled. You can enable advertisement of named services

in the PADO packet as a global option when you configure the PPPoE protocol on the

router. Configuring PADO advertisement notifies PPPoE clients of the services that the

router (AC) can offer.

If you enable advertisement of named services in PADO packets, make sure the number

and length of all advertised service entries does not exceed themaximum transmission

unit (MTU) size supported by the PPPoE underlying interface.

Limiting the subscriber sessions per AE or PFE Bundle in PPPoE Service Name Tables

The PPPoE Service-Name table functionalitymay be used to limit the number of PPPoE

subscriber sessions per PFE or AE bundle. This is accomplished by configuring all PPPoE

underlying VLAN interfaces over a specific PFE or AE bundle with a single Service-Name

table. ThisService-Nametable shouldcontainonly theservice “any”withamax-sessions

value equal to thePPPoE subscriber session limit for the PFE or AEbundle. The eachPFE

or AE bundle must have its own unique Service-Name table to ensure that PPPoE

subscribers from other PFE or AE bundles are not incorrectly counted against a PFE or

AE-specific session limit.

To configure a service-name table for PPPoE sessions on underlying VLAN interfaces to

limit the number of subscriber sessions per PFE or AFE bundle, include the set

service-name-table <PFE/AE-table-name> service any max-sessions

<PPPoE-subscriber-limit> statement at the [edit protocols pppoe] hierarchy level.
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Related
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Evaluation Order for Matching Client Information in PPPoE Service Name Tables on

page 229

•

• Benefits of Configuring PPPoE Service Name Tables on page 230

• Configuring PPPoE Service Name Tables on page 231

• Example: Configuring a PPPoE Service Name Table on page 241

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• PPPoE Overview

Evaluation Order for Matching Client Information in PPPoE Service Name Tables

When the router receives a service request from a PPPoE client, it evaluates the entries

configured in the PPPoE service name table to find amatch for the client’s ACI/ARI

information so it can take the appropriate action.

The order of evaluation is as follows:

1. The router evaluates the ACI/ARI information configured for the any service entry, and

ignores the contents of the service name tag transmitted by the client.

2. If no match is found for the client information, the router evaluates the ACI/ARI

information for the empty service entry and the named service entries. If an ACI/ARI

pair is not configured for these serviceentries, the router evaluates theother attributes

configured for the empty service and named services.

3. If there is still no match for the client information, the router evaluates the other

attributesconfigured for theany serviceentry, and ignoresboth theACI/ARI information

for the any service and the contents of the service name tag transmitted by the client.

If the any service is configured for the default action, drop, the router drops the PADR

packet. If the any service is configured for a nondefault action (terminate or delay),

the router evaluates the other attributes configured for the any service.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Benefits of Configuring PPPoE Service Name Tables on page 230

• Configuring PPPoE Service Name Tables on page 231

• Example: Configuring a PPPoE Service Name Table for Dynamic Subscriber Interface

Creation on page 243

• PPPoE Overview

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167
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Benefits of Configuring PPPoE Service Name Tables

This topic describes the benefits of configuring PPPoE service name tables.

Configuring PPPoE service name tables provides the following benefits:

• Enables support for multiple services requested by PPPoE clients, and configuration

of an action for the underlying PPPoE interface to take (delay, drop, or terminate) upon

receipt of a PPPoE Active Discovery Initiation (PADI) packet requesting that service.

• Provides tighter control over which PPPoE clients can log in to and receive services

from a particular PPPoE server.

• Provides load balancing across a set of remote access concentrators (ACs) in a mesh

topology by enabling you to configure agent circuit identifier/agent remote identifier

(ACI/ARI) pairs for named, empty, and any service entries to specify the appropriate

AC to receive and service a particular PPPoE client request.

• Offers a more targeted approach to configuration of PPPoE sessions based on the

service name and ACI/ARI information provided by the PPPoE client during PPPoE

negotiation.

• SupportscreationofdynamicPPPoEsubscriber interfaces inaspecified routing instance

based on configuration of a service entry or ACI/ARI pair in the PPPoE service name

table.

• Enables you to reserve a specified static PPPoE interface for use only by the PPPoE

client with matching ACI/ARI information.

• Enables you to specify the maximum number of PPPoE client sessions that can use a

particular service entry in the PPPoE service name table.

• Provides redundancy across a set of remote ACs in a mesh topology by enabling you

to configure a primary AC and a backupAC for handling a specific service request from

a PPPoE client.

For example, on the primary AC for handling a client service, youmight configure the

terminate action for the associated service to direct the primary AC to immediately

send a PPPoE Active Discovery Offer (PADO) packet in response to a PADI packet

containing that service name tag. On the backup AC for the client service, youmight

configure the delay action for the associated service to specify the number of seconds

the backup ACwaits after receiving a PADI packet from the client before sending a

PADO packet in response. If the primary AC does not send a PADO packet to the client

within the delay period configured on the backup AC, then the backup AC sends the

PADO packet after the delay period expires.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• Example: Configuring a PPPoE Service Name Table on page 241

• PPPoE Overview
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• Ethernet Interfaces Feature Guide for Routing Devices

Creating a Service Name Table

You can create up to 32 PPPoE service name tables on the router. You can optionally

create named services and add them to a service name table. By default, the empty

service and the any service are present in each service name table.

Anamedservice specifies aPPPoEclient service that the router, functioningasanaccess

concentrator or PPPoE server, can support. The empty service is a service tag of zero

length that represents an unspecified service. The any service acts as a default service

for non-empty service entries that do not match the named or empty service entries

configured in the PPPoE service name table. Named services and the empty service are

associated with the terminate action by default, and the any service is associated with

the drop action by default.

To create a PPPoE service name table:

• Specify the table name.

[edit protocols pppoe]
user@host# set service-name-tables table1

Related
Documentation

Configuring PPPoE Service Name Tables on page 231•

• Understanding PPPoE Service Name Tables on page 224

• PPPoE Overview

Configuring PPPoE Service Name Tables

To configure PPPoE service name tables:

1. Create a PPPoE service name table.

See “Creating a Service Name Table” on page 231.

2. (Optional) Configure the action taken for the empty service.

See “Configuring theActionTakenWhen theClientRequest IncludesanEmptyService

Name Tag” on page 233.

3. (Optional) Configure the action taken for the any service.

See “Configuring the Action Taken for the Any Service” on page 234.

4. Assign a named service to the service name table and optionally configure the action

taken for the specified service name.
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See “Assigning a Service to a Service Name Table and Configuring the Action Taken

When the Client Request Includes a Non-zero Service Name Tag” on page 235.

5. (Optional) Configure the action taken for an ACI/ARI pair associated with a service.

See “Assigning an ACI/ARI Pair to a Service Name and Configuring the Action Taken

When the Client Request Includes ACI/ARI Information” on page 237.

6. (Optional) Assign adynamic profile and routing instance to a service nameorACI/ARI

pair to instantiate a dynamic PPPoE subscriber interface.

See “Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI

Pair for Dynamic PPPoE Interface Creation” on page 238.

7. (Optional) Limit the number of active PPPoE sessions that the router can establish

with the specified service.

See “Limiting the Number of Active PPPoE Sessions Established with a Specified

Service Name” on page 239.

8. (Optional) Assign a static PPPoE interface to an ACI/ARI pair to reserve the interface

for exclusive use by the PPPoE client with matching ACI/ARI information.

See “Reserving a Static PPPoE Interface for Exclusive Use by a PPPoE Client” on

page 240.

9. (Optional) Enable advertisement of named services in the PADO control packet sent

by the router to the client.

See“EnablingAdvertisementofNamedServices inPADOControlPackets”onpage249.

10. Assign a service name table to a PPPoE underlying interface.

See “Assigning a Service Name Table to a PPPoE Underlying Interface” on page 233.

11. (Optional) Configure trace options for troubleshooting the configuration.

See Tracing PPPoE Operations.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Benefits of Configuring PPPoE Service Name Tables on page 230

• Example: Configuring a PPPoE Service Name Table on page 241

• PPPoE Overview
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Assigning a Service Name Table to a PPPoE Underlying Interface

Youmust assign the PPPoE service name table to a PPPoE underlying interface.

Before you begin:

• Specify PPPoE as the encapsulation method on the underlying interface.

SeeSetting theAppropriate Encapsulation on thePPPoE Interface inConfiguring PPPoE.

To assign a service name table to a PPPoE underlying interface:

• Specify the table name:

[edit interfaces interface-name unit logical-unit-number]
user@host# set pppoe-underlying-options service-name-table table1

Related
Documentation

Configuring PPPoE Service Name Tables on page 231•

• Example: Configuring a PPPoE Service Name Table on page 241

• PPPoE Overview

Configuring the Action TakenWhen the Client Request Includes an Empty Service
Name Tag

You can configure the action taken by the PPPoE underlying interface when it receives

a PADI packet that includes a zero-length (empty) service name tag. The empty service

is present by default in every PPPoE service name table.

To indicate that it can service the client request, the interface returns a PADO packet in

response to the PADI packet. By default, the interface immediately responds to the

request; this is the terminate action. Alternatively, you can configure the drop action to

ignore (drop) the PADI packet, or the delay action to set a delay between receipt of the

PADI packet and transmission of the PADO packet.

(Optional) To configure the action taken for the empty service in response to a PADI

packet from a PPPoE client:

• Specify the action.

[edit protocols pppoe service-name-tables table1]
user@host# set service empty drop

You can also accomplish the following optional tasks when you configure the empty

service:

• Specify the agent circuit identifier (ACI) and agent remote identifier (ARI) information

to determines the action taken by the PPPoE underlying interface when it receives a

PADI packet with matching ACI/ARI information.
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• Specify a dynamic profile and routing instance with which the router instantiates a

dynamic PPPoE subscriber interface.

• Limit thenumberof activePPPoEsessions that the router canestablishwith theempty

service.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• Assigning an ACI/ARI Pair to a Service Name and Configuring the Action TakenWhen

the Client Request Includes ACI/ARI Information on page 237

• Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair

for Dynamic PPPoE Interface Creation on page 238

• Limiting the Number of Active PPPoE Sessions Established with a Specified Service

Name on page 239

• PPPoE Overview

Configuring the Action Taken for the Any Service

The any service acts as a default service for service name tags transmitted by the client

that do notmatch any of the service entries configured in the PPPoE service name table

on the router. By configuring an action for the any service, you specify the action taken

by the PPPoE underlying interface when it receives a PADI control packet from a client

that includes a non-empty service name tag that does not match any of the named

service entries or empty service entry in the PPPoE service name table.

Each PPPoE service name table includes one any service entry associated by default

with the drop action. The drop action ignores a PADI packet containing a nonmatching

service name tag. Alternatively, you can configure the terminate action to immediately

respond to the PADI packet with a PADO packet, or the delay action to specify a delay

between receipt of the PADI packet and transmission of the PADO packet.

To configure the action taken for the any service in response to a PADI packet from a

PPPoE client:

• Specify the action.

[edit protocols pppoe service-name-tables table1]
user@host# set service any terminate

Youcanalsoaccomplish the followingoptional taskswhen you configure theany service:

• Specify the agent circuit identifier (ACI) and agent remote identifier (ARI) information

to determine the action taken by the PPPoE underlying interface when it receives a

PADI packet with matching ACI/ARI information.

• Specify a dynamic profile and routing instance with which the router instantiates a

dynamic PPPoE subscriber interface.

Copyright © 2018, Juniper Networks, Inc.234

Broadband Subscriber VLANs and Interfaces Feature Guide



• Limit the number of active PPPoE sessions that the router can establish with the any

service.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• Assigning an ACI/ARI Pair to a Service Name and Configuring the Action TakenWhen

the Client Request Includes ACI/ARI Information on page 237

• Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair

for Dynamic PPPoE Interface Creation on page 238

• Limiting the Number of Active PPPoE Sessions Established with a Specified Service

Name on page 239

• PPPoE Overview

Assigning a Service to a Service Name Table and Configuring the Action TakenWhen
the Client Request Includes a Non-zero Service Name Tag

You can configure a maximum of 512 named service entries, excluding empty and any

service entries, across all PPPoE service name tables on the router. A named service

specifies a PPPoE client service that the router, functioning as an access concentrator

orPPPoEserver, can support. Youcanoptionally configure theaction takenby thePPPoE

underlying interface when it receives a PADI packet that includes amatching named

service (service name tag).

To indicate that it can service the client request, the interface returns a PADO packet in

response to the PADI packet. By default, the interface immediately responds to the

request; this is the terminate action. Alternatively, you can configure the drop action to

ignore (drop) the PADI packet, or the delay action to set a delay between receipt of the

PADI packet and transmission of the PADO packet.

(Optional) To configure a named service for a PPPoE service name table, do one of the

following:

• Assign a service name to the table. The terminate action is applied to the service by

default.

[edit protocols pppoe service-name-tables table1]
user@host# set service gold-service

• Specify the action taken for a service in response to aPADI packet fromaPPPoE client.

[edit protocols pppoe service-name-tables table1]
user@host# set service gold-service delay 25
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You can also accomplish the following optional tasks when you configure a named

service:

• Specify the agent circuit identifier (ACI) and agent remote identifier (ARI) information

to determines the action taken by the PPPoE underlying interface when it receives a

PADI packet with matching ACI/ARI information.

• Specify a dynamic profile and routing instance with which the router instantiates a

dynamic PPPoE subscriber interface.

• Limit the number of active PPPoE sessions that the router can establish with the

specified named service.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• Assigning an ACI/ARI Pair to a Service Name and Configuring the Action TakenWhen

the Client Request Includes ACI/ARI Information on page 237

• Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair

for Dynamic PPPoE Interface Creation on page 238

• Limiting the Number of Active PPPoE Sessions Established with a Specified Service

Name on page 239

• PPPoE Overview

• Ethernet Interfaces Feature Guide for Routing Devices
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Assigning an ACI/ARI Pair to a Service Name and Configuring the Action TakenWhen
the Client Request Includes ACI/ARI Information

You can configure up to 8000 agent circuit identifier/agent remote identifier (ACI/ARI)

pairs per PPPoE service name table, distributed in any combination among the named,

empty, and any service entries in the service name table. You can optionally configure

the action taken by the PPPoE underlying interface when it receives a PADI packet that

includes a service name tag and the vendor-specific tag with ACI/ARI information that

matches the ACI/ARI pair that you specify.

You can use an asterisk (*) as awildcard character tomatchACI/ARI pairs, the ACI alone,

or the ARI alone. The asterisk can be placed only at the beginning, the end, or both the

beginning and end of the identifier string. You can also specify an asterisk alone for either

theACI or theARI. You cannot specify only an asterisk for both theACI and theARI.When

you specify a single asterisk as the identifier, that identifier is ignored in the PADI packet.

For example, suppose you care aboutmatching only the ACI and do not care what value

the ARI has in the PADI packet, or even whether the packet contains an ARI value. In this

case you can set the remote-id-string to a single asterisk. Then the interface ignores the

ARI received in the packet and the interface takes action based only onmatching the

specified ACI.

To indicate that it can service the client request, the interface returns a PADO packet in

response to the PADI packet. By default, the interface immediately responds to the

request; this is the terminate action. Alternatively, you can configure the drop action to

ignore (drop) the PADI packet, or the delay action to set a delay between receipt of the

PADI packet and transmission of the PADO packet.

To configure an ACI/ARI pair for a named, empty, or any service, do one of the following:

• Assign an ACI/ARI pair to the service name. The terminate action is applied to the pair

by default.

[edit protocols pppoe service-name-tables table1]
user@host# set service gold-service agent-specifier aci DSLAM:3/0/1/101 ari *user*

• Specify theaction taken for theACI/ARIpair in response toaPADIpacket fromaPPPoE

client.

[edit protocols pppoe service-name-tables table1]
user@host# set service any agent-specifier aci velorum-ge-2/0/3 ari westford delay
90

In this example, an ACI/ARI pair and the delay action are configured for the any service.

Configuring an ACI/ARI pair for the any service is useful when you want to match the

agent circuit identifier and agent remote identifier information for a specific PPPoE

client, but do not care about the contents of the service name tag transmitted by the

client in the PADI packet.
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You can also accomplish the following optional tasks when you configure an ACI/ARI

pair:

• Specify a dynamic profile and routing instance with which the router instantiates a

dynamic PPPoE subscriber interface.

• Reserve a specified static PPPoE interface for exclusive use by the PPPoE client with

match ACI/ARI information.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair

for Dynamic PPPoE Interface Creation on page 238

• Reserving a Static PPPoE Interface for Exclusive Use by a PPPoE Client on page 240

• PPPoE Overview

Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair
for Dynamic PPPoE Interface Creation

You can create a dynamic PPPoE subscriber interface based on the service name, agent

circuit identifier (ACI), and agent remote identifier (ARI) information provided by the

PPPoE client during PPPoE negotiation. To do so, you assign a PPPoE dynamic profile

to a named service, empty service, or any service entry in a PPPoE service name table, or

to an ACI/ARI pair defined for these services.

Similarly, to specify the routing instance in which to instantiate the dynamic PPPoE

subscriber interface, you can assign a routing instance to a named service, empty service,

or any service in a PPPoE service name table, or to an ACI/ARI pair defined for these

services.

Observe the following configuration guidelines when you assign a dynamic profile and

routing instance to a PPPoE service name table to create a dynamic PPPoE subscriber

interface:

• The dynamic profile or routing instance assigned to the PPPoE service name table

overrides the dynamic profile or routing instance assigned to the PPPoE underlying

interface on which the dynamic subscriber interface is created.

• You cannot configure a dynamic profile or routing instance for an ACI/ARI pair already

configuredwith a static interface (by using the static-interface statement). Conversely,

you cannot configure a static interface for an ACI/ARI pair already configured with a

dynamic profile or routing instance.

Before you begin:

1. Configure a PPPoE dynamic profile.

ToconfigureabasicPPPoEdynamicprofile, see “ConfiguringaPPPoEDynamicProfile”

on page 170.
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2. Configure the routing instance inwhich youwant the router to instantiate thedynamic

profile.

For information about configuring routing instances, see Routing Instances Overview.

3. Create the PPPoE service name table on the router.

See “Creating a Service Name Table” on page 231.

To create a dynamic PPPoE subscriber interface based on the service name and,

optionally, associated ACI/ARI pair configured in a PPPoE service name table, do one of

the following:

• Assignapreviously configureddynamicprofile and routing instance toanamed,empty,

or any service.

[edit protocols pppoe service-name-tables table1]
user@host# set service premium dynamic-profile premiumProfile routing-instance
premiumRI

• Assign a previously configured dynamic profile and routing instance to theACI/ARI pair

defined for a named, empty, or any service.

[edit protocols pppoe service-name-tables table1]
user@host# set service any agent-specifier aci west-ge-3/0/3 ari sunnyvale
dynamic-profile standardProfile routing-instance standardRI

Related
Documentation

Example: Configuring a PPPoE Service Name Table for Dynamic Subscriber Interface

Creation on page 243

•

• Subscriber Interfaces and PPPoE Overview on page 163

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring PPPoE Service Name Tables on page 231

Limiting the Number of Active PPPoE Sessions Establishedwith a Specified Service
Name

To limit the number of PPPoE client sessions that can use a particular service entry in

thePPPoEservicenametable, youcanconfigure themaximumnumberofPPPoEsessions

using static or dynamic PPPoE interfaces that the router can establishwith the specified

named service, empty service, or any service. You cannot configure amaximum sessions

limit for an ACI/ARI pair in the service name table.

Themaximum sessions limit must be in the range 1 through the platform-specific

maximum PPPoE sessions supported for your routing platform. The router maintains a

count of active PPPoE sessions for each service entry to determine when themaximum

sessions limit has been reached.

To limit thenumberofPPPoEclient sessions for aparticular named,empty, orany service:

• Configure the maximum sessions limit for the specified service:
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[edit protocols pppoe service-name-tables tableEast]
user@host# set service premium-servicemax-sessions 100

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• PPPoE Overview

Reserving a Static PPPoE Interface for Exclusive Use by a PPPoE Client

To reserve a static PPPoE interface for exclusive use by the PPPoE client with matching

agent circuit identifier/agent remote identifier (ACI/ARI) information, you can assign a

staticPPPoE interface toanACI/ARI pair defined for anamedservice entry, empty service

entry, or any service entry in a PPPoE service name table. You cannot assign a static

PPPoE interface directly to a service entry that does not have an ACI/ARI pair defined.

Observe the following guidelines when you configure a static PPPoE interface for an

ACI/ARI pair:

• You can specify only one static PPPoE interface per ACI/ARI pair.

• If theACI/ARIpair representsan individualPPPoEclient,makesure there isaone-to-one

correspondence between the client and the static PPPoE interface.

• Thestatic interfaceassociatedwith theACI/ARI pair takesprecedenceover thegeneral

pool of static interfaces associated with the PPPoE underlying interface.

• You cannot configure a static interface for an ACI/ARI pair already configured with a

dynamic profile and routing instance. Conversely, you cannot configure a dynamic

profile and routing instance for anACI/ARIpair alreadyconfiguredwithastatic interface.

Before you begin:

• Configure the static PPPoE interface.

See Configuring PPPoE.

To reserve a static PPPoE interface for exclusive use by the PPPoE client with matching

ACI/ARI information:

• Assign a previously configured static PPPoE interface to the ACI/ARI pair defined for

a named, empty, or any service entry:

[edit protocols pppoe service-name-tables tableEast]
user@host# set service any agent-specifier aci velorum-ge-2/0/3 ari westford
static-interface pp0.100

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231
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• PPPoE Overview

Example: Configuring a PPPoE Service Name Table

This example shows how you can configure a PPPoE service name table on anMXSeries

router with service entries that correspond to different client services. By configuring the

appropriate actions (delay, terminate, or drop) and agent circuit identifier/agent remote

identifier (ACI/ARI) pairs for the service entries, you can provide load balancing and

redundancy across a set of remote access concentrators (ACs) in a mesh topology, and

determine how best to allocate service requests from PPPoE clients to the servers in

your network.

In this example, the PPPoE service name table, Table1, contains the following service

entries:

• user1-service—Named service representing the subscriber service for user1.

• user2-service—Named service representing the subscriber service for user2.

• empty service—Represents an unspecified service.

To configure aPPPoE service name tablewith service entries that correspond todifferent

subscriber services:

1. Create the PPPoE service name table and define the services and associated actions.

[edit protocols pppoe]
service-name-tables Table1 {
service empty {
drop;

}
service user1-service {
terminate;
agent-specifier {
aci “east*” ari “wfd*” delay 10;
aci “west*” ari “svl*” delay 10;

}
}
service user2-service {
delay 20;

}
}

This example creates a PPPoE service name table named Table1 with three service

entries, as follows:

• The empty service is configuredwith thedropaction. This actionprohibits the router

(AC) from responding to PADI packets from the client that contain empty service

name tags.

• The user1-service named service is configured with both the terminate action, and

two ACI/ARI (agent-specifier) pairs:
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• The terminate action directs the router to immediately respond to PADI packets

from the client that contain the user1-service tag, and is the default action for

named services.

• The 10-seconddelay configured for eachACI/ARIpair appliesonly toPADIpackets

from the client that contains a vendor-specific tag with matching ACI and ARI

information. In this example, configuring the delay action indicates that the east

orwest server is considered thebackupAC for handling these client requests, and

that youexpectanACother thaneastorwest tohandle the requestas theprimary

server. If the primary ACdoes not respond to the clientwith aPADOpacketwithin

10 seconds, then the east orwest backup AC sends the PADO packet after the

10-second delay expires.

• The user2-service named service is configured with a 20-second delay, indicating

that you expect an AC other than the one on which this PPPoE service name table

is configured to be the primary AC for handling this client request. If the primary AC

does not respond to the client with a PADO packet within 20 seconds, then the

backup AC (that is, the router onwhich you are configuring the service name table)

sends the PADO packet after the 20-second delay expires.

2. Assign thePPPoE service name table to aPPPoEunderlying interface configuredwith

PPPoE encapsulation.

[edit interfaces]
ge-2/0/3 {
vlan-tagging;
unit 0 {
vlan-id 100;
encapsulation ppp-over-ethernet;
pppoe-underlying-options {
service-name-table Table1;

}
}

}

3. (Optional) Verify the PPPoE service name table configuration.

user@host> show pppoe service-name-tables Table1

Service Name Table: Table1
  Service Name: <empty>
  Service Action: Drop

  Service Name: user1–service
  Service Action: Terminate
    ACI: east*
    ARI: wfd*
      ACI/ARI Action: Delay 10 seconds
    ACI: west*
    ARI: svl*
      ACI/ARI Action: Delay 10 seconds
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  Service Name: user2–service
  Service Action: Delay 20 seconds

4. (Optional) Verify whether the PPPoE service name table has been properly assigned

to the underlying PPPoE interface, and whether packet transfer between the router

(AC) and PPPoE client is working correctly.

user@host>show pppoe underlying-interfaces ge-2/0/3.0 extensive

ge-2/0/3.0 Index 72
  State: Static, Dynamic Profile: None,
  Max Sessions: 4000, Active Sessions: 2,
  Service Name Table: Table1, Duplicate Protection: Off,
  AC Name: east
  PacketType                       Sent         Received
    PADI                              0                2
    PADO                              2                0
    PADR                              0                2
    PADS                              2                0
    PADT                              0                1
    Service name error                0                0
    AC system error                   0                0
    Generic error                     0                0
    Malformed packets                 0                0
    Unknown packets                   0                0

Examine the command output to ensure the following:

• The Service NameTable field displays the name of the correct PPPoE service name

table. This field displays none if no service name table has been associated with

the specified interface.

• The Sent and Received values for the Service name error field are 0 (zero). For

example, a nonzero value in the Received field for Service name error indicates that

there are errors in the control packets received from PPPoE clients, such as a PADI

packet that does not contain a service name tag.

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• Troubleshooting PPPoE Service Name Tables on page 247

• PPPoE Overview

Example: Configuring a PPPoE Service Name Table for Dynamic Subscriber Interface
Creation

This example shows how to configure a PPPoE service name table to create a dynamic

PPPoE subscriber interface based on the service name, agent circuit identifier (ACI), and

agent remote identifier (ARI) information provided by PPPoE clients during PPPoE

negotiation.
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In this example, PPPoE service name table TableDynamicPPPoE includes an any service

entry, empty service entry, and two named service entries: Premium and Standard. The

PPPoE underlying interfaces configured for TableDynamicPPPoE are ge-2/0/0.1 and

ge-2/0/0.2. Only ge-2/0/0.1 is configured for dynamic profile assignment and creation

of dynamic PPPoE subscriber interfaces.

Following the configuration example, Table 11 on page 246 explains how the router

evaluates the entries in TableDynamicPPPoE to create a dynamic PPPoE subscriber

interface in a specified routing instance for each of several sample clients.

To configure aPPPoE service name table to createdynamicPPPoE subscriber interfaces:

1. Configure the PPPoE service name table.

protocols {
pppoe {
service-name-tables TableDynamicPPPoE {
service any {
terminate;
max-sessions 100;
dynamic-profile AnyProfile;
agent-specifier {
aci "broadway-ge-1/0/1.0" ari "london" {
terminate;
dynamic-profile LondonProfile;
routing-instance LondonRI;

}
aci "groton-ge-4/0/3.32" ari "paris" {
delay 5;
dynamic-profile ParisProfile;
routing-instance ParisRI;

}
}

}
service empty {
drop;
agent-specifier {
aci "dunstable-ge-1/0/0.1" ari "kanata" {
dynamic-profile BasicPppoeProfile;
delay 10;

}
}

}
service Premium {
terminate;
dynamic-profile PremiumProfile;

}
service Standard {
terminate;
max-sessions 10;
dynamic-profile StandardProfile;
agent-specifier {
aci "dunstable-ge-1/0/0.1" ari "kanata" {
dynamic-profile BasicPppoeProfile;
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delay 10;
}

}
}

}
}

}

2. Configure the PPPoE underlying interface for the service name table.

interfaces {
ge-2/0/0 {
vlan-tagging;
unit 1 {
vlan-id 1;
pppoe-underlying-options {
dynamic-profile BasicPppoeProfile;
service-name-table TableDynamicPPPoE;

}
}
unit 2 {
vlan-id 2;
pppoe-underlying-options {
service-name-table TableDynamicPPPoE;

}
}

}
}

Table 11 on page 246 lists the service name, ACI value, and ARI value provided in several

samplePPPoEclient requests, and thenameof thePPPoEunderlying interfaceonwhich

the router receivedeachclient request. TheResults columndescribes thedynamicPPPoE

subscriber interface created by the router based on both of the following:

• The values received from each PPPoE client during PPPoE negotiation

• The sequence inwhich the router evaluates the entries configured in thePPPoE service

name table to find amatch for the client’s service name and ACI/ARI information, as

described in “EvaluationOrder forMatchingClient Information in PPPoEServiceName

Tables” on page 229
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Table 11: Dynamic PPPoE Subscriber Interface Creation Based on PPPoE Client Request Values

Results

Receiving
Underlying
InterfaceARI ValueACI Value

Service
Name

PPPoE
Client

Matches ACI/ARI pair configured for
any service. Router creates dynamic
PPPoE subscriber interface over
ge-2/0/0.1 using LondonProfile
dynamic profile and LondonRI
routing instance assigned to any
service.

ge-2/0/0.1londonbroadway-ge-1/0/1.1PremiumClient 1

Matches base Premium service.
Router creates dynamic PPPoE
subscriber interface over ge-2/0/0.1
usingPremiumProfiledynamicprofile
and routing instanceassociatedwith
ge-2/0/0.1 underlying interface.

ge-2/0/0.1torontodunstable-ge-1/0/1.0PremiumClient 2

Matches ACI/ARI pair configured for
empty service and Standard service.
Router creates dynamic PPPoE
subscriber interfaceoverge-2/0/0/.1
after a delay of 10 seconds. Router
uses BasicPPPoEProfile dynamic
profile and routing instance
associated with ge-2/0/0.1
underlying interface.

ge-2/0/0.1kanatadunstable-ge-1/0/0.1emptyClient 3

Because receiving underlying
interface ge-2/0/0.2 is not
associated with a dynamic profile,
router does not create a dynamic
PPPoE subscriber interface, and
drops any PADI or PADR control
packets received from this client.

ge-2/0/0.2chicagoslinger-ge-1/0/0.1emptyClient 4

Matches base Standard service.
Router creates dynamic PPPoE
subscriber interface over ge-2/0/0.1
using StandardProfile dynamic
profile and routing instance
associated with ge-2/0/0.1
underlying interface.

ge-2/0/0.1chicagoslinger-ge-1/0/0.1StandardClient 5

Related
Documentation

Evaluation Order for Matching Client Information in PPPoE Service Name Tables on

page 229

•

• Subscriber Interfaces and PPPoE Overview on page 163

• Understanding PPPoE Service Name Tables on page 224

• Configuring PPPoE Service Name Tables on page 231
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Troubleshooting PPPoE Service Name Tables

Problem Description: Amisconfiguration of a PPPoE service name table can prevent PPPoE
services from being properly activated. Configuration options for PPPoE service name

tables are simple, which should simplify discovering where amisconfiguration exists.

PPPoEclients cannot connect if the service name table contains nomatch for the service

name tag carried in the PADI packet.

Symptoms: The symptom of a service name table misconfiguration is that the client

connection process stops at the negotiation stage and the PADI packets are ignored.

You can use the show pppoe statistics command to examine the PPPoE packet counts

for a problem.

When the servicename table is properly configured, packets sent and received increment

symmetrically. The following sample output shows a PADO sent count equal to the PADI

received count, and PADS sent count equal to the PADR received count. This output

indicates that the PPPoE negotiation is proceeding successfully and that the service

name table is not misconfigured.

user@host> show pppoe statistics ge-2/0/3.1

 Active PPPoE sessions: 2
    PacketType                       Sent         Received
      PADI                              0               16
      PADO                             16                0
      PADR                              0               16
      PADS                             16                0
      PADT                              0                0
      Service name error                0                0
      AC system error                   0                0
      Generic error                     0                0
      Malformed packets                 0                0
      Unknown packets                   0                0

When the service name table is misconfigured, the output of the show pppoe statistics

command indicates that thenumberofPADIpackets receivedon theunderlying interface

is increasing, but thenumberofPADOpackets sent remainsat zero.The followingsample

output shows a PADI count of 100 and a PADO count of 0.

user@host> show pppoe statistics ge-2/0/3.1

Active PPPoE sessions: 0
    PacketType                       Sent         Received
      PADI                              0              100
      PADO                              0                0
      PADR                              0                0
      PADS                              0                0
      PADT                              0                0
      Service name error                0                0
      AC system error                   0                0
      Generic error                     0                0
      Malformed packets                 0                0
      Unknown packets                   0                0
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When you believe amisconfiguration exists, use themonitor traffic command on the

underlying interface to determine which service name is being requested by the PPPoE

client. The following sample output shows that the client is requesting Service1 in the

service name tag.

user@host> monitor traffic interface ge-2/0/3.1 print-hex print-ascii

 Listening on ge-2/0/3.1, capture size 96 bytes

 11:49:41.436682  In PPPoE PADI [Service-Name "Service1"] [Host-Uniq UTF8] 
[TAG-0x120 UTF8] [Vendor-Specific UTF8]
 0x0000   ffff ffff ffff 0090 1a42 0ac1 8100 029a     .........B......
 0x0010   8863 1109 0000 00c9 0101 0008 5365 7276     .c..........Serv
 0x0020   6963 6531 0103 0004 1200 9c43 0120 0002     ice1.......C....
 0x0030   044a 0105 00ab 0000 0de9 0124 783a 3132     .J.........$x:12
 0x0040   3030 3963                                   009c

You can then use the show pppoe service-name-tables command to determine whether

you havemisspelled the name of the service or perhaps not configured the service at all.

Cause Typical misconfigurations appear in the service name table configurations.

Solution Use the appropriate statements to correct the misconfiguration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231

• PPPoE Overview

• Ethernet Interfaces Feature Guide for Routing Devices
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CHAPTER 22

Changing the Behavior of PPPoE Control
Packets

• Enabling Advertisement of Named Services in PADO Control Packets on page 249

• Disabling theSendingofPPPoEAccessConcentratorTags inPADSPacketsonpage249

• Discarding PADRMessages to Accommodate Abnormal CPE Behavior on page 250

Enabling Advertisement of Named Services in PADOControl Packets

You can enable advertisement of named services in PADO control packets sent by the

router to the PPPoE client to indicate the services that the router can offer. By default,

advertisement of named services in PADO packets is disabled. You can enable PADO

advertisement as a global option on the router when you configure the PPPoE protocol.

NOTE: Make sure the combined number and length of all named services
advertised in the PADO packet does not exceed the MTU size of the PPPoE
underlying interface.

To enable advertisement of named services in PADO packets:

• Configure the PPPoE protocol to enable PADO advertisement:

[edit protocols pppoe]
user@host# set pado-advertise

Related
Documentation

Understanding PPPoE Service Name Tables on page 224•

• Configuring PPPoE Service Name Tables on page 231

• PPPoE Overview

Disabling the Sending of PPPoE Access Concentrator Tags in PADS Packets

By default, a router that functions as an access concentrator (AC) sends the AC-Name

and AC-Cookie tags, along with the Service-Name, Host-Uniq, Relay-Session-Id, and

PPP-Max-Payload tags, in the PPPoE Active Discovery Session (PADS) packet when it
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confirms a session with a PPPoE client. The AC-Name and AC-Cookie tags are defined

as follows:

• AC-Name—String that uniquely identifies the particular AC

• AC-Cookie—Tagusedby theAC tohelpprotect against denial-of-service (DoS)attacks

If it is necessary for compatibility with your network equipment, you can prevent the

router from sending the AC-Name and AC-Cookie tags in the PADS packet.

To prevent the router from transmitting the AC-Name and AC-Cookie tags in the PADS

messages:

• Specify that PADSmessages with AC-Name and AC-Cookie tags are not sent.

[edit protocols pppoe]
user@host# set no-send-pads-ac-info

The no-send-pads-ac-info statement affects PADS packets sent only on PPPoE

interfaces configured on the router after you configure this statement. It has no effect

on PADS packets sent on previously created PPPoE interfaces.

Related
Documentation

PPPoE Overview•

Discarding PADRMessages to Accommodate Abnormal CPE Behavior

This topic describes how to avoid a situationwhere certainCPEs respond inappropriately

to normal router behavior.

During PPPoE session negotiation, the router returns PADSmessages in response to

PADRmessages when it accepts or rejects the PPPoE session. The router adds an error

tag to the PADSmessage when it detects a problem.

AC-System-Error is one such tag. This tag is insertedwhen the router imposes automatic

throttling in response to excessive CPU consumption, excessive subscriber connections,

or physical interfaces cycling up and down.

When the CPE receives a PADSmessage with this tag, the typical behavior is to retry

sending PADRmessages to the router or to restart session negotiation by sending PADI

messages. However, some CPEsmay respond inappropriately with the result that their

subscribers are never connected until the CPE is rebooted.

To avoid this situation when such CPEs have access to your network, you can configure

the router to silently discard PADRmessages in situationswhere thePADSwould include

the AC-System-Error tag. The consequence is that the CPE resends PADRmessages.

When the conditions that result in the AC-System-Error tag are no longer present, the

router once again evaluates PADR packets to determine whether to accept or reject the

session.
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To silently discard PADR packets:

• Specify that PADSmessages with AC-System-Error tags are not sent.

[edit protocols pppoe]
user@host# set no-send-pads-error

Related
Documentation

• PPPoE Overview
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CHAPTER 23

MonitoringandManagingDynamicPPPoE
for Subscriber Access

• Verifying and Managing Dynamic PPPoE Configuration on page 253

Verifying andManaging Dynamic PPPoE Configuration

Purpose View or clear information about dynamic PPPoE logical interfaces, underlying interfaces

for dynamic PPPoE logical interfaces, and PPPoE statistics.

Action To display information about the properties of all PPPoE underlying interfaces

associated with a dynamic PPPoE profile:

•

user@host> show pppoe underlying-interfaces

• To display information about the PPPoE properties of a specified underlying interface

associated with a dynamic PPPoE profile:

user@host> show pppoe underlying-interfaces interface-name

• Todisplay session-specific information about PPPoE interfaces, includingwhether the

interface was dynamically created or statically created:

user@host> show pppoe interfaces

• Todisplay information foraspecifiedPPPoEservicenametable, including theassigned

dynamic profile and routing instance, if configured:

user@ host> show pppoe service-name-tables table-name

• To display information about all active PPPoE sessions on the router:

user@host > show pppoe sessions

• To display information for all active PPPoE sessions established for a specified service

name:

user@host > show pppoe sessions service service-name
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• To display information for all active PPPoE sessions established for a specified agent

circuit identifier (ACI) or agent remote identifier (ARI) string:

user@host > show pppoe sessions aci “west-ge-2/0/3”
user@host > show pppoe sessions ari “sunnyvale”

• To display PPPoE control packet statistics for all PPPoE sessions:

user@host> show pppoe statistics

• To display PPPoE control packet statistics for a specified PPPoE underlying interface:

user@host> show pppoe statistics interface-name

• To clear (reset) PPPoE control packet statistics for all PPPoE sessions:

user@host> clear pppoe statistics

• To clear (reset) PPPoE control packet statistics for a specified underlying Ethernet

interface:

user@host> clear pppoe statistics underlying-interface-name

• Todisplay summary informationaboutPPPoEsubscriber sessionscurrentlyundergoing

lockout or currently in a lockout grace period on all PPPoE underlying interfaces:

user@host> show pppoe lockout

• Todisplay summary informationaboutPPPoEsubscriber sessionscurrentlyundergoing

lockout or currently in a lockout grace period on the specified PPPoE underlying

interface:

user@host> show pppoe lockout underlying-interface-name

• Todisplay informationabout the lockout conditionor lockout graceperiod for all PPPoE

subscriber sessions associated with the specified ATM encapsulation type identifiers:

user@host> show pppoe lockout atm-identifier device-name device-name vpi
vpi-identifier vci vci-identifier

• Todisplay informationabout the lockout conditionor lockout graceperiod for all PPPoE

subscriber sessions associatedwith the specifiedVLANencapsulation type identifiers:

user@host> show pppoe lockout vlan-identifier device-name device-name svlan-id
svlan-identifier vlan-id vlan-identifier

Related
Documentation

• CLI Explorer
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PART 4

ConfiguringMLPPP for Subscriber Access

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 257

• Configuring MLPPP Link Fragmentation and Interleaving on page 265

• Configuring Inline Service Interfaces for LNS and PPPoE Subscribers on page 275

• Configuring L2TP Access Client for MLPPP Subscribers on page 281

• Configuring Static MLPPP Subscribers for MX Series on page 287

• Configuring Dynamic MLPPP Subscribers for MX Series on page 313

• Configuring Dynamic PPP Subscriber Services on page 351

• Monitoring and Managing MLPPP for Subscriber Access on page 359
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CHAPTER 24

MLPPP Support for LNS and PPPoE
Subscribers Overview

• MLPPP Overview on page 257

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 259

• SupportedFeaturesforMLPPPLNSandPPPoESubscribersontheMXSeriesonpage262

• Mixed Mode Support for MLPPP and PPP Subscribers Overview on page 263

MLPPPOverview

Multilink Point-to-Point Protocol (MLPPP) aggregates multiple PPP physical links into

a single virtual connection, or logical bundle. More specifically, MLPPP bundles multiple

link-layer channels into a single network-layer channel. Peers negotiate MLPPP during

the initial phase of Link Control Protocol (LCP) option negotiation. Each router indicates

that it is multilink capable by sending the multilink option as part of its initial LCP

configuration request.

AnMLPPPbundlecanconsistofmultiplephysical linksof thesametype—suchasmultiple

asynchronous lines—or can consist of physical links of different types—such as leased

synchronous lines and dial-up asynchronous lines.

Packets received with an MLPPP header are subject to fragmentation, reassembly, and

sequencing. Packets received without the MLPPP header cannot be sequenced and can

be delivered only on a first-come, first-served basis.

MLPPP for subscriber access is supported starting in Junos OS Release 14.1.

This section contains the following topics:

• Traditional MLPPP Application on page 257

• MLPPP LCP Negotiation Option on page 258

Traditional MLPPP Application

MLPPP is used to bundlemultiple low speed links to create a higher bandwidth pipe such

that the combined bandwidth is available to traffics from all links, and to support link

fragmentation and interleaving (LFI) support on the bundle to reduce the transmission

delayof highpriority packets. LFI interleaves voicepacketswith fragmenteddatapackets
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to ensure timely delivery of voice packets. Figure 5 on page 258 shows how incoming

packets are distributed and aggregated into an MLPPP bundle.

Figure 5: MLPPP Aggregation of Traffic Into Single Bundle

Because MLPPP aggregates multiple link-layer channels onto a single network-layer IP

interface, protocol layering within the router is different than for non-multilink PPP.

Figure 6 on page 258 illustrates interface stacking with MLPPP.

Figure 6: Structure of MLPPP

MLPPP LCPNegotiation Option

Multilink PPP adds themultilink maximum received reconstructed unit (MRRU) option

for LCP negotiation. The MRRU option has two functions:

• It informs the other end of the link the maximum reassembled size of the PPP packet

payload that the router can receive.

• It informs the other end that the router supports MLPPP.

When you enable multilink on your router, the router includes the MRRU option in LCP

negotiation with the default value set to 1500 bytes (user-configurable option) for PPP.

If the remote system rejects this option, the local system determines that the remote

system does not support multilink PPP and it terminates the link without negotiation.

NOTE: The router does not bring up a link if the MRU value received from a
peer device differs from theMRRU value received from the peer.
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Release History Table DescriptionRelease

MLPPP for subscriber access is supported starting in JunosOSRelease
14.1.

14.1

Related
Documentation

MLPPP Support for LNS and PPPoE Subscribers Overview on page 259•

• Supported Features for MLPPP LNS and PPPoE Subscribers on the MX Series on

page 262

• Understanding MLPPP Link Fragmentation and Interleaving on page 265

MLPPP Support for LNS and PPPoE Subscribers Overview

Starting in Junos OS Release 14.1, multilink PPP (MLPPP) support is provided to LNS

(L2TP network server) and PPPoE (Point-to-Point Protocol over Ethernet) terminated

and tunneled subscribers running on MX Series with access-facing MPC2s.

For customerswithbothMLPPPandsingle linkPPPclients, the router needs todetermine

client capability during link control protocol (LCP)negotiationandsupport eithermultilink

or single link access modules accordingly (mixedmode support).

This section contains the following topics:

• Single Member Link MLPPP Bundle Support on page 259

• Member Link and Bundle Configuration on page 260

• LNS Subscribers and MX Series on page 260

• PPPoE Subscribers and MX Series on page 261

Single Member Link MLPPP Bundle Support

MLPPP running on the MX Series provides link fragmentation and interleaving (LFI)

support for a single-link bundle. Each bundle contains a single member link only;

configuration of multiple member links belonging to the same bundle are rejected.

However, LFI enables the single subscriber session to send small, high priority packets

interleaving with large packets without introducing unacceptable transmission delay for

high priority small packets. LFI interleaves voice packets with fragmented data packets

to ensure timely delivery of voice packets and to guarantee voice quality.

Customers with lower bandwidth subscribers benefit from theMLPPP LFI support. With

the traditional non-MLPPP application, the CPE (customer premises equipment) device

performs the fragmentation prior to the PPP encapsulation and then relies on the

applicationat the far end toperformthe reassembly.With theMLPPPsolution, theburden

to reassemble thepacketson thecustomerserversand the far-endapplication is removed,

and control is given to the service provider for fragmentation and reassembly.

NOTE: Amaximum of 8000MLPPP bundles is supported.
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Member Link and Bundle Configuration

AnMLPPP subscriber consists of two IFLs (logical interfaces), a member link, and a

bundle. ForMLPPP subscribers, you can configure themember link and bundle statically,

or dynamically using dynamic profiles.

• Static MLPPP Subscribers—Youmust configure both member link and bundle IFLs

manually before the member link IFL can start LCP (link control protocol) negotiation

either for an LNS session or for a PPPoE session.

• Dynamic MLPPP Subscribers—You configure dynamic member IFLs using dynamic

profiles. Themember link dynamic profile includes the family mlppp statement

containing thebundle dynamic profile and the service interface (si), or a pool of service

interfaces. This information is then used to create the dynamic bundle IFL.

Each bundle accepts only onemember link. If more than onemember link attempts to

join the same bundle, the system fails the newmember session.

Dual-stack is supported for the bundle.

LNS Subscribers andMX Series

Figure7onpage260showsanetworkdiagramwith theMXSeries functioningas theLNS.

Both PPP and MLPPP bundles are terminated at the LNS.

Figure 7: MLPPP Bundles Terminated at MX Series as the LNS Network

The following three domains are shown passing traffic through the LNS network:

• PPP domain—Contains data and voice traffic

• MLPPP domain—Contains data traffic only

• L2TP domain—Contains all types of traffic
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PPPoE Subscribers andMX Series

Figure 8 on page 261 shows a network diagramwith the MX Series terminating PPPoE

sessions that include both the PPP and MLPPP bundles.

Figure 8: PPPoE Sessions Terminated at MX Series

The following two domains are shown passing traffic through the network:

• PPP domain—Contains data and voice traffic

• MLPPP domain—Contains data traffic only

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, multilink PPP (MLPPP) support is provided to
LNS (L2TP network server) and PPPoE (Point-to-Point Protocol over Ethernet)
terminated and tunneled subscribers running on MX Series with access-facing
MPC2s.

14.1

Related
Documentation

MLPPP Overview on page 257•

• Supported Features for MLPPP LNS and PPPoE Subscribers on the MX Series on

page 262

• Mixed Mode Support for MLPPP and PPP Subscribers Overview on page 263

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275
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Supported Features for MLPPP LNS and PPPoE Subscribers on theMX Series

Starting in Junos OS Release 14.1, subscribers on MX Series router to multilink PPP

(MLPPP) for L2TP network server (LNS) or to Point-to-Point Protocol over Ethernet

(PPPoE, terminated and tunneled) can access a variety of new features.

• Supports MLPPP for static and dynamic LNS subscribers and PPPoE subscribers.

• Supports each MLPPP bundle containing a single member link.

• Anchors the bundle logical interface (IFL) on the inline services si interface.

• Runs the bundle IFL on an MX Series that enables shaping and queuing at the bundle

to minimize fragment reordering.

• Supports configurable service device pools for load-balancing bundle IFLs.

• Supports the co-existence for member link IFL and the bundle IFL on different lookup

engines.

• Supports fragmentationmaps for both static and dynamic si interfaces, and supports

multiple forwarding classes pointing to a single queue for si interface attachments.

• Provides fragmentationof low-priority packets towards the subscriber, and reassembly

of low-priority packets towards the core, and availability of per-bundle fragmentation

and reassembly statistics.

• Supports bundle family inet and family inet6, including DHCPv6 prefix delegation over

MLPPP bundle for both LNS and PPPoE MLPPP subscribers.

• Supports lawful intercept over MLPPP bundles.

• Provides mixedmode (PPP and MLPPP) support for subscribers.

• Maintains existing LNS and PPPoE subscriber management functionalities.

• Supports graceful Routing Engine switchover (GRES).

Release History Table DescriptionRelease

Starting in Junos OS Release 14.1, subscribers on MX Series router to multilink
PPP (MLPPP) for L2TP network server (LNS) or to Point-to-Point Protocol over
Ethernet (PPPoE, terminatedand tunneled)canaccessavarietyofnewfeatures.

14.1

Related
Documentation

MLPPP Support for LNS and PPPoE Subscribers Overview on page 259•

• Mixed Mode Support for MLPPP and PPP Subscribers Overview on page 263

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275
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MixedMode Support for MLPPP and PPP Subscribers Overview

Existing customer edge subscriber services separate MLPPP and PPP support for

subscribers. However, if a subscriber interface is configured forMLPPP and the customer

premises equipment (CPE) does not support MLPPP, then the subscriber login fails.

In an environment where MLPPP and PPP subscribers are mixed and you cannot easily

manage the subscriber types by classifying them into separate groups using dynamic

profiles, the MX Series needs the capability to renegotiate Link Control Protocol (LCP)

in PPP if the CPE rejects LCP negotiation in MLPPP. This capability is known asmixed

mode support.

Mixedmode uses common configuration and flexibility to support PPP and MLPPP. If

you configure a subscriber interface using the family mlppp and family inet/inet6

statements for PPP-only CPE, mixedmode support enables additional LCP negotiation

exchanges tosuccessfully negotiateLCP inPPP.Mixedmodesupports staticanddynamic

PPPoE (terminated and tunneled) and LNS (L2TP network server) subscribers.

This section contains the following topics:

• PPPoE Terminated and Tunneled Subscribers on page 263

• LNS Subscribers on page 263

PPPoE Terminated and Tunneled Subscribers

If you do not configure the family mlppp statement for a subscriber interface, the MX

Series negotiates LCP in PPP as it currently does, and any LCP request that contains

MLPPP options is rejected.

However for PPPoE subscribers, if you configure the family mlppp statement for a

subscriber interface, the MX Series negotiates LCP in MLPPPwith the CPE. If the CPE

rejects MLPPP, then the MX Series renegotiates LCP in PPP with the CPE.

Mixedmode operation for a LAC (tunneled PPPoE) subscriber is the same as for a

terminated PPPoE subscriber. The authentication phase has no effect on LACmixed

mode operation because LCP negotiation must be completed prior to authentication.

LNS Subscribers

For LNS subscribers, the MX Series negotiates LCP as follows:

• If proxy data from the LAC indicates that MLPPPwas negotiated, and the proxy data

is acceptable, and the lcp-renegotiation statement is not configured, then the proxy is

accepted and the subscriber is MLPPP.

• If proxy data from the LAC indicates that PPPwas negotiated, or if there was no proxy

data from LAC, or if the lcp-renegotiation statement is configured for the LAC, then the

MX Series starts LCP negotiation in MLPPPwith the CPE.

If the CPE rejects MLPPP, then the MX Series renegotiates LCP in PPP with the CPE.
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Related
Documentation

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 259

• Supported Features for MLPPP LNS and PPPoE Subscribers on the MX Series on

page 262

• Configuring L2TP Client Access to Support MLPPP for Static Subscribers on page 281

• Example: Configuring Dynamic LNSMLPPP Subscribers on page 313
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CHAPTER 25

Configuring MLPPP Link Fragmentation
and Interleaving

• Understanding MLPPP Link Fragmentation and Interleaving on page 265

• Understanding MLPPP and Fragmentation-Maps on page 266

• Understanding Fragmented Packet Queuing on page 269

• Understanding Sequenced Packet Fragment Drops on page 273

UnderstandingMLPPP Link Fragmentation and Interleaving

Priority scheduling on amultilink (MLPPP) bundle determines the order in which an

output interface transmits traffic from an output queue. The queues are serviced in a

weighted round-robin fashion. But when a queue containing large packets starts using

theMLPPPbundle, smallanddelay-sensitivepacketsmustwait their turn for transmission.

Because of this delay, some slow links can become useless for delay-sensitive traffic.

Link fragmentation and interleaving (LFI) solves this problemby reducing delay and jitter

on links by fragmenting large packets and interleaving delay-sensitive packets with the

resulting smaller packets for simultaneous transmissionacrossmultiple linksofaMLPPP

bundle.

Figure 9 on page 265 shows how LFI processes packets.

Figure 9: LFI Packet Processing

Device R0 and Device R1 have LFI enabled. When Device R0 receives large and small

packets, such as data and voice packets, it divides them into two categories:
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• All voice packets and any other packets configured to be treated as voice packets are

categorizedasLFIpacketsand transmittedwithout fragmentationoranMLPPPheader.

• The remaining non-LFI (data) packets are fragmented or unfragmented based on the

configured fragmentation threshold. Packets larger than the fragmentation threshold

are fragmented. AnMLPPPheader (containing amultilink sequence number) is added

to all non-LFI packets, fragmented and unfragmented.

Fragmentation isperformedaccording to the fragmentation threshold that youconfigure.

For example, if you configure a fragmentation threshold of 128 bytes, all packets greater

than 128 bytes are fragmented. When Device R1 receives the packets, it sends the

unfragmentedvoicepackets immediatelybutbuffers thepacket fragmentsuntil it receives

the last fragment for a packet. In this example, when Device R1 receives fragment 5, it

reassembles the fragments and transmits the whole packet.

The unfragmented data packets are treated as a single fragment. Device R1 transmits

the unfragmented data packets as it receives them and does not buffer them.

Related
Documentation

Understanding MLPPP and Fragmentation-Maps on page 266•

• Understanding Fragmented Packet Queuing on page 269

• Understanding Sequenced Packet Fragment Drops on page 273

UnderstandingMLPPP and Fragmentation-Maps

Youenable link fragmentationand interleaving (LFI)on inline service (si) interfacebundles

byconfiguring fragmentation-maps. FormultilinkPPP(MLPPP)bundle support, youmust

configure fragmentation-maps inclass-of-servicesand reference them ineither thebundle

dynamic-profile or bundle logical interface (IFL) configuration.

BESTPRACTICE: ForMXSeries and class-of-service (CoS) implementation,
you can configure a fragmentationmap to have two forwarding classes
pointing to the same queue. However, if you assignmultiple forwarding
classes to a single queue, youmust also reference all of those forwarding
classes in a fragmentationmap to enable the expected behavior.

If you reference only one of the forwarding classes assigned to a queue, then
the other forwarding classes in that queue can clog that queue with large
packets. For previous existing fragmentation-map implementations, this
condition did not occur because the other forwarding classes inherited this
fragmentation behavior assigned to that queue.

If you assignmultiple forwarding classes to a queue, create a fragmentation
map that addresses each of those forwarding classes. This results in
fragmentation-mapbehavior thatmoreclosely reflects theexpectedbehavior
based on the fragmentation CLI, while the existing fragmentation-map
behavior remains unchanged.
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This section contains the following topics:

• Fragmentation-Map Settings on page 267

• Understanding Fragmentation-Map Bindings on page 268

Fragmentation-Map Settings

Bysetting fragmentation-mapsunderclass-of-service, youcanconfigure the fragmentation

properties on a particular forwarding class, as shown in the following sample output:

class-of-service {
 fragmentation-maps {
  map-name {
   forwarding-class class-name {
    fragment-threshold bytes;
    no-fragmentation;
   }
  }
 }
}

NOTE: The per-forwarding class drop-timeout statement enabling you to

change the resequencing interval in milliseconds for each fragmentation
class is not supported in the fragmentationmap.

You can configure the following settings for fragmentation-maps:

• (Optional) fragment-threshold—Sets a per-forwarding class fragmentation threshold

in bytes. fragment-threshold sets the maximum size of eachmultilink fragment. An

extra MLPPP header is prepended to these multilink fragments. This same header is

also prepended to packets of these forwarding classes that are smaller than the

fragmentation threshold.

• For MLPPP bundle interface configuration, you can set the fragment-threshold for

all forwardingclasses.Any fragmentation thresholddefinedbya fragmentation-map

andapplied to that interface takesprecedence for the forwarding classes referenced

by that fragmentation-map.

• For si bundle IFL configuration, the fragment-threshold applies to all forwarding

classes. The fragment-threshold setting in fragmentation-maps for a particular

forwarding class, if configured, overrides the threshold configured in si bundle IFL for

that class. If no fragment-threshold is configured anywhere, packets are still

fragmented if the threshold exceeds the smallest MTU or MRRU of all links in the

bundle.

NOTE: The per-forwarding classmultilink-class statement enabling you

tomap a forwarding class into amulticlass MLPPP is not supported for
siMLPPP bundles.
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• (Required) no-fragmentation—Sets traffic on a particular forwarding class to be

interleaved rather than fragmented. The no-fragmentation setting is required to define

high priority traffic and indicates that an extra fragmentation header is not prepended

to the packets of this forwarding class

NOTE: For a given forwarding class, you can include either the
fragment-threshold settingor theno-fragmentation setting; theyaremutually

exclusive.

Understanding Fragmentation-Map Bindings

Using MLPPP in this manner generates two subscriber interfaces for each subscriber:

• The inline services (si) bundle interface IFL.

• The PPPmember link IFL.

The data plane traffic destined for the subscriber exits through the (si) bundle interface

IFL, and passes through the PPPmember link IFL. Queuing is provided for both of these

IFLs, which then requires the ability to define class of service.

When you are creating the two subscriber interfaces, the MX Series authenticates only

a single user, and the RADIUS server only provides a single set of class-of-service (CoS)

attributes. TheseCoSRADIUSattributesare thenapplied toboth the (si)bundle interface

IFL and the PPPmember link IFL.

NOTE: For this scenario to succeed, youmust have already configured the
dynamic profiles for these IFLs to accept CoS RADIUS attributes enabling
both the (si) bundle interface IFL and the PPPmember link IFL to have the

same CoS attributes.

To apply different CoS to the (si) bundle interface IFL and the PPPmember link IFL, you

can set CoSRADIUSattributes to specify theTransmissionControl Protocol (TCP) name

to which the attribute is intended. The dynamic profile associated with the (si) bundle

interface IFL contains the CoS TCP for that IFL, and the dynamic profile associated with

the PPPmember link IFL contains the CoS TCP for that IFL.

The RADIUS attributes each include a target TCP. When configured, two sets of CoS

RADIUS attributes are retrieved with the member link authentication; one set with the

(si) bundle interface IFL TCP specified, and the other set with the PPPmember link IFL

TCP specified.

Related
Documentation

Understanding MLPPP Link Fragmentation and Interleaving on page 265•

• Understanding Fragmented Packet Queuing on page 269

• Understanding Sequenced Packet Fragment Drops on page 273
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Understanding Fragmented Packet Queuing
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FragmentedMultilinkPPP(MLPPP)packetshaveamultilinkheader containingamultilink

sequence number. The sequence numbers on these fragments must be preserved so

that the remote device receiving these fragments can correctly reassemble them into a

complete packet. To accommodate this requirement, Junos OS queues all packets on

member links of a multilink bundle with a MLPPP header into a single queue (q0) by

default.

• Traffic flows of a forwarding class that has MLPPP fragmentation configured are

distributed from the inline services si bundle interface queues to the member link

queues (queue 0) following a round-robin method.

• Traffic flows of a forwarding class without MLPPP fragmentation are distributed from

the sibundle interfacequeues to themember linkqueuesbasedonahashingalgorithm

computed from thedestination address, source address, and IPprotocol of thepacket.

If the IP payload contains TCP or UDP traffic, the hashing algorithm also includes the

source and destination ports. As a result, all traffic belonging to one traffic flow is

queued to onemember link.

Figure 10 on page 270 shows how traffic is queued on anMLPPPmultilink bundle and its

member links. Packet flows in the figure use the notation Px,Fx; for example, P1,F1

represents Packet 1, Fragment 1.

• There are four queues.

• Forwarding classes be, af, and nc are mapped to queues q0, q1, and q3, respectively,

on the multilink bundle. These are fragmented.

• Forwarding class ef contains voice traffic, and is mapped to q2 and is not fragmented.

• Interface si-1/0/0.1 is the bundle, and pp0.1 and pp0.2 are the member links for that

bundle.

Figure 10: Queuing onMember Links

Queuing onmember links proceeds as follows:
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1. The packet fragments of forwarding classes be, af, and nc on themultilink bundle are

mapped to q0 on Member Links 1 and 2. These packets are distributed from the si

queues to the member links using a round-robin method.

2. The packets of forwarding class ef (voice) from themultilink bundle are mapped to

q2 on themember links. This forwarding class is not fragmented. The packets are

distributed from the si queues to the member links based on a hashing algorithm.

3. The network control packets from themultilink bundle are mapped to q0 on the

member links. The bundle network control traffic is queued with the data flows on

themember link. However, q3 on themember links transmits network control packets

that exchange protocol information related to member links, such as packets

exchanging hello messages onmember links.

This section contains the following topics:

• Queuing of Fragmented Packets to Member Links on page 271

• Queuing of LFI Packets to Member Links on page 272

Queuing of Fragmented Packets toMember Links

On amultilink bundle, packet fragments from all forwarding classes with fragmentation

enabled are transmitted to q0 onmember links. On the q0 queues of member links,

packets are queued using a round-robinmethod to enable per-fragment load balancing.

Figure 11 onpage271 showshowfragmentedpacketqueuing isperformedon themember

links. Packet flows in the figure use the notation Px,Fx; for example, P1,F1 represents

Packet 1, Fragment 1.

Figure 11: Queuing of Fragmented Packets onMember Links

Packet fragments fromthemultilinkbundlearequeued tomember linksonebyoneusing

a round-robin method:
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• Packet P1,F1 from q0 on themultilink bundle is queued to q0 on Member Link 1.

• Packet P1,F2 from q0 on themultilink bundle is queued to q0 on Member Link 2.

• Packet P1,F3 from q0 on themultilink bundle is queued to q0 on Member Link 1.

• Packet P2,F1 from q1 on themultilink bundle is queued to q0 on Member Link 2, and

so on.

NOTE: Packets that are part of the fragmented forwarding class, but are not
fragmented, follow the same procedure.

After exiting the si interface, Microcode adds a header of approximately 40 bytes to the

MLPPP packets. When configuring the class-of-service shaping, youmay need to adjust

bytes to account for this.

Queuing of LFI Packets toMember Links

On amultilink bundle, all non-MLPPP encapsulated traffic [link fragmenting and

interleaving (LFI) traffic] from themultilink bundle are queued to the queue as defined

by the forwarding class of that packet.

Figure 12 on page 272 shows how LFI packet queuing is performed on themember links.

Figure 12: Queuing of LFI Packets onMember Links

The packets are distributed from the si interface to themember links based on a hashing

algorithm computed from the source address, destination address, and IP protocol of

the packet.
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If the IP payload contains TCP or UDP traffic, the hashing algorithm also includes the

source anddestination ports. As a result, all traffic belonging to one traffic flow is queued

to onemember link.

Related
Documentation

Understanding MLPPP Link Fragmentation and Interleaving on page 265•

• Understanding MLPPP and Fragmentation-Maps on page 266

• Understanding Sequenced Packet Fragment Drops on page 273

Understanding Sequenced Packet Fragment Drops

Multilink PPP (MLPPP) link fragmentation and interleaving (LFI) provides buffering at

the receiver side of a link to reassemble MLPPP fragmented packets. Dropping of the

packet fragments is a concern because the packet fragments’ remainder consumes

valuable bandwidth and buffer space, only to have it eventually being dropped.

The MX Series provides two stages of queuing for packets exiting an MLPPP bundle:

• The first stage of queuing is performed at the inline services si interface.

• The second stage is performed by adding member link scheduler queues.

During the first stage of queuing at the si interface, when exiting from these queues, LFI

packets are fragmented and assigned a sequence number. These fragmented packets

are then distributed to the member links where they are queued for the second time.

Congestion at the member link queues can result in MLPPP packet fragments being

dropped, as shown in Figure 13 on page 273. Packet flows in the figure use the notation

Px,Fx; for example, P1,F1 represents Packet 1, Fragment 1.

Figure 13: Dropped Sequenced Packet Fragment

Data packet and fragment P2,F2 is dropped due to congestion at the pp0.1 queues. This

occurs after the sequence numbers have been assigned for packet P2.
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In a Broadband Remote Access Server (B-RAS) implementation, the bundle member

links share the physical interface with other bundle member links, as well as with PPP

subscriber interfaces, causing the physical interface to be oversubscribed andmost likely

creating congestion.

During the second stage of queuing,member link scheduler queues are added to provide

a degree of protection against the port traffic congestion causing fragmented MLPPP

packets to be dropped. See Figure 14 on page 274 and Figure 15 on page 274 formember

link scheduler hierarchies.

NOTE: All MLPPP packets are sent to queue 0 (be).

Figure 14: si Bundle Interface Scheduler Hierarchy

Figure 15: MLPPPMember Link Scheduler Hierarchy

Related
Documentation

• Understanding MLPPP Link Fragmentation and Interleaving on page 265

• Understanding MLPPP and Fragmentation-Maps on page 266

• Understanding Fragmented Packet Queuing on page 269
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CHAPTER 26

Configuring Inline Service Interfaces for
LNS and PPPoE Subscribers

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275

• Enabling Inline Service Interfaces for PPPoE and LNS Subscribers on page 277

• Configuring Inline Service Interface for PPPoE and LNS Subscribers on page 278

• Configuring Service Device Pools for Load Balancing PPPoE and LNS

Subscribers on page 279

MLPPP Bundles and Inline Service Logical Interfaces Overview

Each MLPPP bundle for LNS or PPPoE (terminated and tunneled) subscribers is

represented by an inline service (si) logical interface (IFL).

This topic contains the following sections:

• Distribution of Reassembly Processing on page 275

• Aggregation Point for True Multilink PPP on page 276

• LAC Subscriber Bundle on page 276

Distribution of Reassembly Processing

L2TP network server (LNS) can sustain a throughput of approximately 67 percent of line

rate for64-bytepackets. Additionally,MLPPP reassemblymustbeperformedonasubset

of these L2TP sessions. By introducing an si interface for the bundle, some of theMLPPP

reassembly processing can be offloaded to another lookup engine different from the one

that is performing the LNS processing.

Forexample, Figure 16onpage276showsatypicalMXSeriescontaining twoaccess-facing

MPC2 slots, with each slot containing two lookup engines. One or two of the lookup

engines are underutilized within the MPC2 slots. The underutilized lookup engines are

available to host si interfaces to offload MLPPP reassembly processing.
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Figure 16: Distribution of MLPPP Reassembly Processing

NOTE: Tominimize fragment reordering, the MLPPP si interfacemust be on

anMPC2where shaping and queuing is performed at the bundle.

Aggregation Point for TrueMultilink PPP

You canmap each link of a multilink bundle to a different lookup engine for LNS

processing. Using an si interface for the bundle guarantees that all fragments belonging

to the same bundle arrive at a single lookup engine for reassembly.

LAC Subscriber Bundle

After a subscriber is tunneled, the bundle is no longer involved in both the control plane

and the forwarding path, and both MLPPP bundle IFL and session ID are noted in the

graphical user interface.

Related
Documentation

Enabling Inline Service Interfaces for PPPoE and LNS Subscribers on page 277•

• Configuring Inline Service Interface for PPPoE and LNS Subscribers on page 278

• Understanding MLPPP Link Fragmentation and Interleaving on page 265
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Enabling Inline Service Interfaces for PPPoE and LNS Subscribers

The inline service (si) interface is avirtual physical interface that resideson lookupengines.

The si interface, referred to as an anchor interface, makes it possible to support multilink

PPP (MLPPP) bundles without a special services PIC. The si interface is supported on

MLPPP on the MX Series.

Four inline service interfaces are configurable per MPC-occupied chassis slot. The

following MPC2 slots are supported:

• The MPC2-3D contains two lookup engines, each with two si interfaces.

• The MPC1-3D contains only one lookup engine and it hosts all four si interfaces.

You can configure the following inline service interfaces as anchor interfaces for MLPPP

bundles: si-slot/0/0, si-slot/1/0, si-slot/2/0, and si-slot/3/0.

• ForMLPPP over PPPoE subscribers, familymlppp is supported in pp0member link IFL,

and the bundle is an si IFL.

• ForMLPPPover LNS subscribers, familymlppp is supported in si-member link IFL, and

the bundle is an si IFL.

You enable inline services for PICs 0 to 3 individually by setting the inline-services

statement at the [edit chassis] hierarchy level for the FPCs.

The following example shows how to enable inline services for PIC 0 on MPC slot 1, and

PIC 1 on MPC on slot 5, and set 10g as the bandwidth for tunnel traffic. As a result, both

si-1/0/0 and si-5/0/0 are created for the specified PICs as well.

To enable inline service interfaces:

1. Access an MPC-occupied slot and the PIC where the interface is to be enabled.

[edit chassis]

user@host# edit fpc slot-number pic number

2. Enable the interface and specify the amount of bandwidth reserved on each lookup

engine for tunnel traffic using inline services.

[edit chassis fpc slot-number pic number]

user@host# set inline-services bandwidth

The following shows sample output:

chassis {
    fpc 1 {
        pic 0 { 
            inline-services {
                bandwidth 10g;
            }
        }
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    }
    fpc 5 {
        pic 1 { 
            inline-services {
                bandwidth 10g;
            }
        }
    }
}

Related
Documentation

Configuring Inline Service Interface for PPPoE and LNS Subscribers on page 278•

• Configuring Service Device Pools for Load Balancing PPPoE and LNS Subscribers on

page 279

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275

Configuring Inline Service Interface for PPPoE and LNS Subscribers

The inline service (si) interface is avirtual physical interface that resideson lookupengines.

The si interface, referred to as an anchor interface, makes it possible to support multilink

PPP (MLPPP) bundles without a special services PIC. The si interface is supported on

MLPPPon theMXSeries. Four inline service interfacesareconfigurableperMPC-occupied

chassis slot.

For existing Layer 2 and Layer 3 services, the si interface unit 0 is currently used to store

the unilist next-hop information. However, youmust reserve and configure si interface

unit 0 and set family inet for both PPPoE and LNS subscribers because the si interface

implements the bundle functionality. Setting family inet6 is ignored by the system.

The following example shows how to configure inline services for PIC 0 on MPC slot 1,

and PIC 1 on MPC on slot 5, and set unit 0 family inet for both.

To configure inline service interfaces:

1. Access the service interface.

[edit interfaces]

user@host# edit si-slot/pic/port

2. (Optional; for per-session shaping only) Enable the inline service interface for

hierarchical schedulers and limit the number of scheduler levels to two.

[edit interfaces si-slot/pic/port]

user@host# set hierarchical-scheduler maximum-hierarchy-levels 2

3. (Optional; for per-session shaping only) Configure services encapsulation for inline

service interface.

[edit interfaces si-slot/pic/port]
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user@host# set encapsulation generic-services

4. Reserve and configure the IPv4 family (inet) on the reserved unit 0 logical interface

for PPPoE and LNS subscribers and bundle functionality.

[edit interfaces si-slot/pic/port]

user@host# set unit 0 family inet

The following shows sample output:

interfaces {
    si-1/0/0 {
        hierarchical-scheduler maximum-hierarchy-levels 2;
        encapsulation generic-services;
        unit 0 {
            family inet;
        }
    }
    si-5/1/0 {
        hierarchical-scheduler maximum-hierarchy-levels 2;
        encapsulation generic-services;
        unit 0 {
            family inet;
        }
    }
}

Related
Documentation

Configuring Service Device Pools for Load Balancing PPPoE and LNS Subscribers on

page 279

•

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275

• Enabling Inline Service Interfaces for PPPoE and LNS Subscribers on page 277

Configuring Service Device Pools for Load Balancing PPPoE and LNS Subscribers

With dynamic L2TP network server (LNS) configuration, you can replace the

services-interfaceswith a service-device-pool in the tunnel-group for load balancing LNS

subscribers.Optionally, youcanuse the service-device-pool statement for loadbalancing

to dynamically select the inline services (si) interface for both bundle (PPPoE or LNS

subscribers), and LNSmember link, respectively.

NOTE: The service-device-poolconfigurationenables interfaceoverlap,which

can result in over usage of the overlapped interfaces.

Before you begin, enable the inline service interfaces for all FPC slots and PICs. See

“Enabling Inline Service Interfaces for PPPoE and LNS Subscribers” on page 277.
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The following example shows how to configure two service device pools (pool1 and

pool2) for inline services for load balancing bundle and LNSmember link.

To configure two service device pools:

1. Create the tunnel group.

[edit services l2tp]

user@host# set tunnel-group name

2. Define the service device pools to assign si interfaces for load balancing.

[edit services l2tp]

user@host# set service-device-pool pool-name

The following shows sample output when all referenced FPC slots and PICs had been

enabled for inline services:

services {
    service-device-pools {
        pool pool1 {
            interface si-1/0/0;
            interface si-1/1/0;
            interface si-3/0/0;
        }
        pool pool2 {
            interface si-1/1/0;
            interface si-2/1/0;
            interface si-5/1/0;
        }
    }
}

Related
Documentation

• Configuring Inline Service Interface for PPPoE and LNS Subscribers on page 278

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275

• Example: Configuring Dynamic LNSMLPPP Subscribers on page 313

Copyright © 2018, Juniper Networks, Inc.280

Broadband Subscriber VLANs and Interfaces Feature Guide



CHAPTER 27

ConfiguringL2TPAccessClient forMLPPP
Subscribers

• Configuring L2TP Client Access to Support MLPPP for Static Subscribers on page 281

• ConfiguringL2TPClientAccess toSupportMLPPPforDynamicSubscribersonpage284

Configuring L2TP Client Access to Support MLPPP for Static Subscribers

To enable MLPPP over LT2P network server (LNS) support for MX Series, youmust

indicatewhetherMLPPP is supported for static subscribers froma particular L2TP client

(LAC)byconfiguring themultilink statement currently supported inaccessprofile. Access

profilesdefinehowtovalidateLayer 2TunnelingProtocol (L2TP)connectionsandsession

requests.Within each L2TP access profile, you configure one ormore clients (LACs). You

can configure multiple access profiles andmultiple clients within each profile.

With mixedmode support, themultilink statement enables MLPPP but does not set it.

However, if you do not configure themultilink statement, MLPPP is not supported for

static LAC subscribers.

The following two examples show L2TP access profile configurations for an

MLPPP-capable static L2TP client and non-multilink (single link) static L2TP client.

To configure an L2TP access profile for MLPPP-capable static L2TP clients:

1. Create the access profile.

[edit access]
user@host# edit profile access-profile-name

2. Configure characteristics for one or more clients (LACs).

[edit access profile access-profile-name]
user@host# client client-name

3. Associate a group profile containing PPP attributes to apply for the PPP sessions

being tunneled from this LAC client.

281Copyright © 2018, Juniper Networks, Inc.



[edit access profile access-profile-name client client-name]
user@host# set user-group-profile group-profile-name

4. Configure the LNS to renegotiate the link control protocol (LCP) with the PPP client.

[edit access profile access-profile-name client client-name]
user@host# set l2tp lcp-renegotiation

5. Configure themaximumnumberof sessionsallowed ina tunnel fromtheclient (LAC).

[edit access profile access-profile-name client client-name]
user@host# set l2tpmaximum-sessions-per-tunnel number

6. Configure the tunnel password used to authenticate the client (LAC).

[edit access profile access-profile-name client client-name]
user@host# set l2tp shared-secret shared-secret

7. (Optional) Specify a local access profile that overrides the global access profile and

the tunnel groupAAAaccess profile to configure RADIUS server settings for the client.

[edit access profile access-profile-name client client-name]
user@host# set l2tp aaa-access-profile

8. Specify that the L2TP client is MLPPP-capable for static subscribers.

[edit access profile access-profile-name client client-name]
user@host# set l2tpmultilink

MLPPP is first negotiatedwith static subscribers coming from the LACpeer groupprofile,

ce-lac-1-gp, but then switches to PPP if the subscriber rejects MLPPP. The following
shows sample output for MLPPP-capable static L2TP client:

access profile {
        ce-l2tp-profile1 {
        client ce-lac-1 {
            user-group-profile ce-lac-1-gp;         
            l2tp {
                interface-id not-used;              
                lcp-renegotiation;                  
                maximum-sessions-per-tunnel 2000;   
                shared-secret "$9$2wgUHQF/9pB";     
                aaa-access-profile ce-aaa-profile;  
                multilink;                          
            }
        }
    }
}
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To configure an L2TP access profile for non-MLPPP, or single link static L2TP clients,

repeat Step 1 through Step 7 for configuring an L2TP access profile for multilink-capable

static L2TP clients. Do not set l2tpmultilink.

Only PPP is negotiated with static subscribers from the LAC peer group profile,

ce-lac-2-gp, and an LCP configuration request from the customer premises equipment

(CPE)withmaximumreceived reconstructedunit (MRRU)option is rejected.The following

shows sample output for single link static L2TP client:

access profile {
        ce-l2tp-profile1 {
        client ce-lac-2 {
            user-group-profile ce-lac-1-gp;         
            l2tp {
                interface-id not-used;              
                maximum-sessions-per-tunnel 1000;   
                shared-secret "$9$2aBcXyz/2lP";    
                aaa-access-profile ce-aaa-profile;  
                                                    ## multilink not entered, 
static subscriber is single link only
            }
        }
    }
}

Related
Documentation

Mixed Mode Support for MLPPP and PPP Subscribers Overview on page 263•

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 259

• Example: Configuring Static LNSMLPPP Subscribers on page 287
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Configuring L2TP Client Access to Support MLPPP for Dynamic Subscribers

To enable support for MLPPP over LT2P network server (LNS) you configure the family

mlppp statement in the dynamic profile name, which indicates that MLPPP is supported

for dynamic subscribers from a particular L2TP client (LAC).

NOTE: Themultilink statement used to enable MLPPP for static LNS

subscribers is ignored for dynamic LNS subscribers if it is configured.

You can configure a dynamic profile name for the LAC using access profile from the l2tp

statement. If you specify a dynamic profile name in the L2TP client access profile, it

overrides the dynamic-profile name specified in the tunnel-group used to create the

dynamic subscriber interface. If you do not configure a dynamic profile name in the L2TP

client access profile, then the dynamic-profile name specified in the tunnel-group is used.

The followingexampleshowsanL2TPaccessprofile configurationwithadynamicprofile

name for dynamic LNS subscribers.

ToconfigureanL2TPaccessprofile configurationwithadynamicprofilenamefordynamic

LNS subscribers:

1. Create the access profile.

[edit access]
user@host# edit profile access-profile-name

2. Configure characteristics for one or more clients (LACs).

[edit access profile access-profile-name]
user@host# client client-name

3. Associate a group profile containing PPP attributes to apply for the PPP sessions

being tunneled from this LAC client.

[edit access profile access-profile-name client client-name]
user@host# set user-group-profile group-profile-name

4. Configure themaximumnumberof sessionsallowed ina tunnel fromtheclient (LAC).

[edit access profile access-profile-name client client-name]
user@host# set l2tpmaximum-sessions-per-tunnel number

5. Configure the tunnel password used to authenticate the client (LAC).

[edit access profile access-profile-name client client-name]
user@host# set l2tp shared-secret shared-secret
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6. (Optional) Specify a local access profile that overrides the global access profile and

the tunnel groupAAAaccess profile to configure RADIUS server settings for the client.

[edit access profile access-profile-name client client-name]
user@host# set l2tp aaa-access-profile

7. Specify the dynamic profile name for the dynamic LNS subscriber.

[edit access profile access-profile-name client client-name]
user@host# set l2tp dynamic-profile name

If the familymlppp statement is configured in dynamic-profile, MLPPP is negotiated first;

otherwise, onlyPPP isnegotiated. The following showssampleoutput for anL2TPaccess

profile configuration with a dynamic profile name for dynamic LNS subscribers:

access profile {
        ce-l2tp-profile2 {
        client ce-lac-3 {
            user-group-profile ce-lac-1-gp;         
            l2tp {
                interface-id not-used;              
                maximum-sessions-per-tunnel 2000;   
                shared-secret "$9$2wgUHQF/9pB";     
                aaa-access-profile ce-aaa-profile;  
                dynamic-profile ml-lns-member-prof;
            }
        }
    }
}

Related
Documentation

• Configuring a Dynamic Profile for Dynamic LNS Sessions

• Example: Configuring Dynamic LNSMLPPP Subscribers on page 313

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 259
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CHAPTER 28

Configuring Static MLPPP Subscribers for
MX Series

• Example: Configuring Static LNSMLPPP Subscribers on page 287

• Example: Configuring Static PPPoE MLPPP Subscribers on page 298

Example: Configuring Static LNSMLPPP Subscribers

ThisexampleshowshowtoconfigurestaticL2TPnetworkserver (LNS)multilink (MLPPP)

subscribers.

• Requirements on page 287

• Overview on page 287

• Configuration on page 288

• Verification on page 294

Requirements

This example uses the following hardware and software components:

• MX Series with MPC2s installed

• Junos OS Release 13.3 or later

Before you configure static L2TP network server (LNS)multilink (MLPPP) subscribers,

be sure you have:

• Enabled the inline service (si) interface for LNSsubscribers. See “Enabling InlineService

Interfaces for PPPoE and LNS Subscribers” on page 277.

• Configured the inline service (si) interface for LNS subscribers. See “Configuring Inline

Service Interface for PPPoE and LNS Subscribers” on page 278.

Overview

AnMLPPP subscriber consists of two IFLs (logical interfaces), a member link, and a

bundle. For staticMLPPPsubscribers, youconfigure themember linkandbundle statically.

For static LNSMLPPP subscribers, you configure both member link and bundle IFLs

manually. After you configure the subscriber’s interface using the family mlppp setting,
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before the member link IFL can start LCP (link control protocol) negotiation for an LNS,

youmust also fully configure themember link’s bundle IFL. Figure 17 on page 288 shows

how the different types of traffic traverse through a network where theMX Series device

is acting as the LNS to terminate MLPPP bundles.

Topology

Figure 17: MLPPP Bundles Terminated at MX Series as the LNS Network

The following three domains are shown passing traffic through the LNS network:

• PPP domain—Contains data and voice traffic

• MLPPP domain—Contains data traffic only

• L2TP domain—Contains all types of traffic

Configuration

To configure static L2TP network server (LNS)multilink (MLPPP) subscribers, perform

these tasks:

• Configuring a Tunnel Group with Inline Service Interface and L2TP Access Profile

Attributes on page 289

• Configuring a Static LNSMember Link IFL on page 291

• Configuring a Static Inline Services MLPPP Bundle IFL on page 292

• Results on page 293

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.
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[edit]
set access profile ce-l2tp-profile1 client ce-lac-1 user-group-profile ce-lac-1-gp
set access profile ce-l2tp-profile1 client ce-lac-1 l2tp lcp-renegotiation
setaccessprofilece-l2tp-profile1clientce-lac-1 l2tpmaximum-sessions-per-tunnel2000
set access profile ce-l2tp-profile1 client ce-lac-1 l2tp shared-secret “password”
set access profile ce-l2tp-profile1 client ce-lac-1 l2tpmultilink
set services l2tp tunnel-group lns1 l2tp-access-profile ce-l2tp-profile1
set services l2tp tunnel-group lns1 aaa-access-profile ce-authenticator
set services l2tp tunnel-group lns1 local-gateway address 10.1.1.2
set services l2tp tunnel-group lns1 service-interface si-1/0/0
[edit]
set interfaces si-1/0/0.1
set interfaces si-1/0/0.1 dial-options l2tp-interface-id not used dedicated
set interfaces si-1/0/0.1 family mlppp bundle si-5/1/0.100
set interfaces si-1/0/0.1 family inet unnumbered-address lo0.0
set interfaces si-1/0/0.2
set interfaces si-1/0/0.2 dial-options l2tp-interface-id not used dedicated
set interfaces si-1/0/0.2 family mlppp bundle si-5/1/0.101
set interfaces si-1/0/0.2 family inet
[edit]
set interfaces si-5/0/0 unit 100
set interfaces si-5/0/0 unit 100 encapsulationmultilink-ppp
set interfaces si-5/0/0 unit 100mrru 1500
set interfaces si-5/0/0 unit 100 fragment-threshold 640
set interfaces si-5/0/0 unit 100 short-sequence
set interfaces si-5/0/0 unit 100 ppp-options dynamic-profile l2l3-service-prof

Configuring a Tunnel Groupwith Inline Service Interface and L2TPAccess Profile
Attributes

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

To configure a tunnel group with inline service interface (si) and L2TP access profile

attributes for static LNSMLPPP subscribers:

1. Create the access profile.

[edit access]

user@host# set profile ce-l2tp-profile1

2. Configure an L2TP (LAC) access client.

[edit access profile ce-l2tp-profile1]

user@host# set client ce-lac-1

3. Associate a group profile containing PPP attributes to apply for the PPP sessions

being tunneled from this LAC client.

[edit access profile ce-l2tp-profile1 client ce-lac1ce-lac1]

user@host# set user-group-profile ce-lac-1-gp
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4. Configure the following L2TP access profile attributes for this example:

• Link control protocol (LCP) with the PPP client.

• Maximum number of sessions allowed in a tunnel from the client (LAC).

• Tunnel password used to authenticate the client (LAC).

• L2TP client is MLPPP-capable for static subscribers. Themultilink statement

determines whether MLPPP is supported for subscribers coming in from the LAC

peer.

[edit access profile ce-l2tp-profile1 client ce-lac1ce-lac1]

user@host# set l2tp lcp-renegotiation

user@host# set l2tpmaximum-sessions-per-tunnel 2000

user@host# set l2tp shared-secret password

user@host# set l2tpmultilink

NOTE: Do not specify a dynamic profile name in the L2TP access client
profile for static LNSMLPPP subscribers.

5. Create the tunnel group.

[edit services l2tp]

user@host# set tunnel-group lns1

6. Set the tunnel access profile equal to the setting you defined for the access profile.

[edit services l2tp tunnel-group lns1]

user@host# set l2tp-access-profile ce-l2tp-profile1

7. Set the L2TP AAA access profile.

NOTE: You can specify the L2TP AAA access profile at either the [edit

access] or [edit services] hierarchy levels, using the LNS access client

profile or tunnel-group statements, respectively. An L2TP AAA access

profile definedusing the [edit access]hierarchy level overrides the L2TP

AAAaccess profile defined for the tunnel-group using the [edit services]

hierarchy level.

[edit services l2tp tunnel-group lns1]

user@host# set aaa-access-profile ce-authenticator

8. Set the local gateway address for the L2TP tunnel.

[edit services l2tp tunnel-group lns1]

user@host# set local-gateway address 10.1.1.2
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9. Specify the inline services interface (si) for the static LNSMLPPP subscribers.

[edit services l2tp tunnel-group lns1]

user@host# set service-interface si-1/0/0

10. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Configuring a Static LNSMember Link IFL

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

Toconfigure the static LNSmember link IFL, you specify the static bundleusing the family

mlppp statement.

Youmust also configure the family inet statement in the subscriber (si) interface. The

family inet setting enables the L2TP long route to be installed and supported for the

lookup engine to steer control packets to the Routing Engine; and also enables mixed

mode support, if required.

The following example shows that both PPP and MLPPP subscribers can log in

successfully using the si-1/0/0.1 interface, whereas only MLPPP subscribers can log in

successfully using the si-1/0/0.2 interface.

1. Create the si-1/0/0.1 and si-1/0/0.2 interfaces.

[edit interfaces]

user@host# set si-1/0/0.1

user@host# set si-1/0/0.2

2. For the si-1/0/0.1 interface, set the L2TP dial options to specify that the logical

interface can host one session at a time (dedicated).

[edit interfaces si-1/0/0.1]

user@host# set dial-options l2tp-interface-id not used dedicated

3. Enable MLPPP support and configure the static bundle inline interface (IFL).

[edit interfaces si-1/0/0.1]

user@host# set family mlppp bundle si-5/1/0.100

4. Enable LNS support andmixedmode support.

[edit interfaces si-1/0/0.1]

user@host# set family inet unnumbered-address lo0.0
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5. For the si-1/0/0.2 interface, set the L2TP dial options to specify that the logical

interface can host one session at a time (dedicated).

[edit interfaces si-1/0/0.2]

user@host# set dial-options l2tp-interface-id not used dedicated

6. Enable MLPPP support and configure the static bundle inline interface (IFL).

[edit interfaces si-1/0/0.2]

user@host# set family mlppp bundle si-5/1/0.101

7. Enable LNS long route support.

[edit interfaces si-1/0/0.2]

user@host# set family inet

8. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Configuring a Static Inline Services MLPPP Bundle IFL

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

To configure the static inline services (si) interface MLPPP bundle IFL, you specify the

encapsulationmultilink-ppp statement within the si interface. The si interface anchors

the bundle interface.

You can also set these optional MLPPP parameters: MRRU, short sequence, and

fragment-threshold. The following example shows how to configure the static (si)

interface MLPPP bundle IFL.

1. Create the static (si) interface MLPPP bundle IFL si-5/0/0with a unit of 100.

[edit interfaces]

user@host# set si-5/0/0 unit 100

2. Configure the encapsulationmultilink-ppp statement to enable MLPPP bundling

for the si-5/0/0.100 interface.

[edit interfaces si-5/0/0.100]

user@host# set encapsulationmultilink-ppp

3. Configure the following MLPPP options for this example:

• mrru—Specifies the maximum received reconstructed unit value ranging from

1500 through 4500 bytes.
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• fragment-threshold—Applies to all packets and forwarding classes, ranging from

128 through 16,320 bytes.

• short-sequence—Determines the header format for the MLPPP. Default is

long-sequence.

[edit interfaces si-5/0/0.100]

user@host# setmrru 1500

user@host# set fragment-threshold 640

user@host# set short-sequence

4. Enable support for static (si) interface IFL dynamic services by configuring the

ppp-options dynamic profile setting.

[edit interfaces si-5/0/0.100]

user@host# set ppp-options dynamic-profile l2l3-service-prof

5. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show access, show

services, and show interfaces commands. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show access profile ce-l2tp-profile1
access profile {
     ce-l2tp-profile1 {
        client ce-lac-1 {
            user-group-profile ce-lac-1-gp;         
            l2tp {
                interface-id not-used;              
                lcp-renegotiation;                  
                maximum-sessions-per-tunnel 2000;   
                shared-secret "$9$2wgUHQF/9pB";     
                multilink;                          
            }
        }
     }
}

user@host# show services l2tp tunnel-group lns1
services l2tp {
    tunnel-group lns1 {
        l2tp-access-profile ce-l2tp-profile1;
        aaa-access-profile ce-authenticator;
        local-gateway {
            address 10.1.1.2;
        }
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        service-interface si-1/0/0;
    }
}

user@host# show interfaces si-1/0/0
interfaces {
    si-1/0/0 {
        unit 1 {
            dial-options {
                l2tp-interface-id not-used; 
                dedicated;
            }
            family mlppp {                   
                 bundle si-5/1/0.100;         
            }
            family inet {                    
                unnumbered-address lo0.0;    
            }
        }
        unit 2 {
            dial-options {
                l2tp-interface-id not-used;  
                dedicated;
            }
            family mlppp {                  
                bundle si-5/1/0.101;         
            }
            family inet;                     
        }
    }
}

user@host# show interfaces si-5/1/0
interfaces {
    si-5/1/0 {
         unit 100 {
            encapsulation multilink-ppp;
            mrru 1500;                 
            fragment-threshold 640;    
            short-sequence;            
            ppp-options {
                dynamic-profile l2l3-service-prof; 
            }
         }
    }
}

Verification

Confirm that the configuration is working properly.

• Verifying the Inline Services Interface Information on page 295

• Verifying the Bundle IFL Information on page 295

• Verifying the Member Link IFL Information on page 297

• Verifying the Subscriber Information on page 298
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Verifying the Inline Services Interface Information

Purpose Verify that the inline services (si) interface is configured.

Action user@host> show interfaces si-1/0/0 extensive

Physical interface: si-1/0/0, Enabled, Physical link is Up
  Interface index: 143, SNMP ifIndex: 569, Generation: 146
  Type: Adaptive-Services, Link-level type: Adaptive-Services, MTU: 9192,
  Clocking: Unspecified, Speed: 10000mbps
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps Internal: 0x4000
  Link type      : Full-Duplex
  Link flags     : None
  Physical info  : Unspecified
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: Unspecified, Hardware address: Unspecified
  Alternate link address: Unspecified
  Last flapped   : Never
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                 6068                    0 bps
   Output bytes  :              1072104                  352 bps
   Input  packets:                  126                    0 pps
   Output packets:                12185                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0 
  Input errors
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Giants: 0,
    Policed discards: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, MTU errors: 0,
    Resource errors: 0

Meaning The (si) interface is enabled with its physical link up and running with Point-to-Point

interface flags set. It is shared between LNS subscribers, LNSMLPPPmember links, and

MX Series MLPPP bundles.

Verifying the Bundle IFL Information

Purpose Verify that the bundle IFL information is correct for MLPPP over LNS subscribers.
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Action user@host> show interfaces si-5/1/0.1073756926 extensive

  Logical interface si-5/1/0.1073756926 (Index 102) (SNMP ifIndex 607)
  (Generation 167)
   Flags: Up Point-To-Point SNMP-Traps 0x84000 Encapsulation: Multilink-PPP
   Last flapped: 2011-04-08 14:13:21 PDT (00:41:48 ago)
   Bandwidth: 10000mbps
   Bundle links information:
     Active bundle links       1
     Removed bundle links      0
     Disabled bundle links     0
   Bundle options:
     MRRU                                 1504
     Remote MRRU                          1504
     Drop timer period                    0
     Inner PPP Protocol field compression disabled
     Sequence number format               long (24 bits)
     Fragmentation threshold              500
     Links needed to sustain bundle       1
     Interleave fragments                 Enabled
     Multilink classes                    0
     Link layer overhead                  4.0 %
   Bundle status:
     Received sequence number        0xffffff
     Transmit sequence number        0xffffff
     Packet drops                    0 (0 bytes)
     Fragment drops                  0 (0 bytes)
     MRRU exceeded                   0
     Fragment timeout                0
     Missing sequence number         0
     Out-of-order sequence number    0
     Out-of-range sequence number    0
     Packet data buffer overflow     0
     Fragment data buffer overflow   0
   Statistics         Frames        fps         Bytes          bps
   Bundle:
     Multilink:
       Input :             3          0             270          0
       Output:             3          0             285          0
     Network:
       Input :             3          0             252          0
       Output:             3          0             276          0
   IPV6 Transit Statistics         Packets        Bytes
     Network:
       Input :                      0               0
       Output:                      0               0
   Link:
     si-1/0/0.1073756925
       Up time: 00:06:37
       Input :             126        0             9596         0
       Output:             126        0             1226         0
   Multilink detail statistics:
   Bundle:
     Fragments:
       Input :             0          0             0            0
       Output:             0          0             0            0
     Non-fragments:
       Input :             0          0             0            0
       Output:             0          0             0            0
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     LFI:
       Input :             0          0             0            0
       Output:             0          0             0            0
 NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured, mpls: 
Not-configured
   Protocol inet, MTU: 1500, Generation: 154, Route table: 0
     Flags: Sendbcast-pkt-to-re
     Addresses, Flags: Is-Primary
       Destination: Unspecified, Local: 80.80.80.1, Broadcast: Unspecified, 
Generation: 150

Meaning Due to the particulars of implementation, the following error counts associated with a

bundlealwaysdisplay0:packetdrops (bytes), fragmentdrops (bytes), fragment timeout,

missing sequence number, out-of-order sequence number, out-of-range sequence

number, packet data buffer overflow and fragment data buffer overflow, and MRRU

exceeded.

Verifying theMember Link IFL Information

Purpose Verify that the member link IFL information is correct for subscribers.

Action user@host> show interfaces si-1/0/0.1073756925 extensive

  Logical interface si-5/1/0.1073756925 (Index 80) (SNMP ifIndex 3286)
    Flags: Up Point-To-Point SNMP-Traps 0x4000 Encapsulation: Adaptive-Services
    Last flapped: 2011-04-08 14:13:21 PDT (00:41:48 ago)
    Traffic statistics:
     Input  bytes  :                  228
     Output bytes  :                    0
     Input  packets:                    3
     Output packets:                    0
    Local statistics:
     Input  bytes  :                  228
     Output bytes  :                    0
     Input  packets:                    3
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps    
Protocol mlppp, Multilink bundle: si-5/1/0.1073756926
Service interface: si-1/0/0, Dynamic profile: ml-bundle-prof
MTU: 9188, Generation: 15538, Route table: 0

Meaning Multilinkbundlesi-5/1/0.1073756926hasbeenconfiguredusing the familymlpppprotocol.
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Verifying the Subscriber Information

Purpose Verify that the subscriber information for static MLPPP over LNS is correct.

Action user@host> show subscribers extensive

  Type: L2TP
User Name: user@test.com
IP Address: 10.80.80.10
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: default
Interface: si-1/0/0.1
Interface type: Static
State: Active
Radius Accounting ID: 1
Session ID: 1
Bundle Session ID: 2
Login Time: 2011-04-11 07:55:59 PDT

Type: MLPPP
User Name: user@test.com
IP Address: 10.80.80.10
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: default
Interface: si-5/1/0.100
Interface type: Static
State: Active
Radius Accounting ID: 2
Session ID: 2
Underlying Session ID: 1
Login Time: 2011-04-11 07:55:59 PDT

Meaning Subscriber information for interface si-5/1/0.100 has been configured for MLPPPwith

interface type of static.

Related
Documentation

MLPPP Support for LNS and PPPoE Subscribers Overview on page 259•

• Configuring L2TP Client Access to Support MLPPP for Static Subscribers on page 281

• Example: Configuring Static PPPoE MLPPP Subscribers on page 298

Example: Configuring Static PPPoEMLPPP Subscribers

This example shows how to configure static Point-to-Point Protocol over Ethernet

(PPPoE) MLPPP for terminated and tunneled subscribers.

• Requirements on page 299

• Overview on page 299
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• Configuration on page 300

• Verification on page 307

Requirements

This example uses the following hardware and software components:

• MX Series with MPC2s installed

• Junos OS Release 13.3 or later

Before you configure static PPPoE MLPPP for terminated and tunneled subscribers, be

sure you have:

• Enabled the inline service (si) interface for LNSsubscribers. See “Enabling InlineService

Interfaces for PPPoE and LNS Subscribers” on page 277.

• Configured the inline service (si) interface for LNS subscribers. See “Configuring Inline

Service Interface for PPPoE and LNS Subscribers” on page 278.

Overview

AnMLPPP subscriber consists of two IFLs (logical interfaces), a member link, and a

bundle. For static MLPPP subscribers, you configure both member link and bundle IFLs

manually. After youconfigure the subscriber’s interfaceusing the familymlppp statement,

before the member link IFL can start LCP (link control protocol) negotiation PPPoE

session, youmustalso fully configure themember link’s bundle IFL. Figure 18onpage299

shows how the different types of traffic traverse through a network where theMX Series

terminates PPPoE sessions.

Topology

Figure 18: PPP andMLPPP Traffic Terminated at MX Series
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The following two domains are shown terminating traffic at the MX Series:

• PPP domain—Contains data and voice traffic

• MLPPP domain—Contains data traffic only

Configuration

To configure static PPPoE MLPPP for terminated and tunneled subscribers, perform

these tasks:

• Configuring a Static pp0Member Link IFL on page 301

• Configuring a Static Inline Services MLPPP Bundle IFL on page 305

• Results on page 306

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set interfaces ge-3/0/0 vlan-tagging
set interfaces ge-3/0/0 unit 1 encapsulation ppp-over-ether vlan-id 1
set interfaces ge-3/0/0 unit 2 encapsulation ppp-over-ether vlan-id 2
set interfaces ge-3/0/0 unit 3 encapsulation ppp-over-ether vlan-id 3
set interfaces pp0
set interfaces pp0 unit 1 keepalives interval 30
set interfaces pp0 unit 1 pppoe-options underlying interface ge-3/0/0.1 server
set interfaces pp0 unit 1 ppp-options pap chap dynamic-profile pp0-l2l3-service prof
set interfaces pp0 unit 1 family mlppp bundle si-1/0/0.1
set interfaces pp0 unit 1 family inet unnumbered-address lo0.0
set interfaces pp0 unit 1 family inet6 address 2001:db8:204::1:1:2/64
set interfaces pp0 unit 2 keepalives interval 30
set interfaces pp0 unit 2 pppoe-options underlying-interface ge-3/0/0.2 server
set interfaces pp0 unit 2 ppp-options pap dynamic-profile pp0-l2l3-service prof
set interfaces pp0 unit 2 family mlppp bundle si-1/0/0.2
set interfaces pp0 unit 3 keepalives interval 30
set interfaces pp0 unit 3 pppoe-options underlying interface ge-3/0/0.3 server
set interfaces pp0 unit 3 ppp-options pap chap dynamic-profile pp0-l2l3-service prof
set interfaces pp0 unit 3 family mlppp bundle si-1/0/0.3
set interfaces pp0 unit 3 family inet
[edit]
set interfaces si-5/0/0 unit 100
set interfaces si-5/0/0 unit 100 encapsulationmultilink-ppp
set interfaces si-5/0/0 unit 100mrru 1500
set interfaces si-5/0/0 unit 100 fragment-threshold 640
set interfaces si-5/0/0 unit 100 short-sequence
set interfaces si-5/0/0 unit 100 ppp-options dynamic-profile l2l3-service-prof
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Configuring a Static pp0Member Link IFL

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

To configure the static PPPoEmember link, you specify the static bundle using the family

mlppp statement. PPPoEsessionsare supportedover the followingunderlying interfaces:

Ethernet interfaces, staticanddynamicVLAN,VLANdemultiplexing(demux)overEthernet

interfaces, and VLAN demux over aggregated Ethernet interfaces.

Youmust also configure the family inet statement in the pp0 interface for tunneled

subscribers. The family inet statement enables the L2TP long route to be installed and

supported for the lookup engine to steer control packets to the Routing Engine.

The following example shows how to configure pp0member link IFL over static VLAN

to support the following different types of subscribers:

• si-1/0/0.1—Both terminated and tunneled PPP and MLPPP subscribers can log in

successfully.

• si-1/0/0.2—Only terminated MLPPP subscribers can log in successfully.

• si-1/0/0.3—Terminated and tunneled MLPPP subscribers can log in successfully.

1. Create the Gigabit Ethernet underlying interface for the PPPoE session, ge-3/0/0,

and enable VLAN tagging.

[edit interfaces]

user@host# set ge-3/0/0 vlan-tagging

2. For the ge-3/0/0 interface, configure PPP over Ethernet encapsulation for three

VLANs.

[edit interfaces ge-3/0/0]

user@host# set unit 1 encapsulation ppp-over-ether vlan-id 1

user@host# set unit 2 encapsulation ppp-over-ether vlan-id 2

user@host# set unit 3 encapsulation ppp-over-ether vlan-id 3

3. Configure the dynamic PPPoE pp0 subscriber interface to support PPPoE sessions.

[edit interfaces]

user@host# set pp0
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4. Configure the first of three logical interfaces.

a. Configure the first logical interface for the pp0 subscriber interface on the MX

Series and set an interval of 30 seconds for the keepalive value.

[edit interfaces pp0]

user@host# set unit 1 keepalives interval 30

b. Configure the underlying interface ge-3/0/0.1 and PPPoE server mode for a

dynamic PPPoE logical interface in a dynamic profile.

[edit interfaces pp0 unit 1]

user@host# set pppoe-options underlying-interface ge-3/0/0.1 server

c. Configure PPP-specific interface properties in a dynamic profile: pap and chap,

and set the dynamic-profile to the services dynamic profile.

NOTE: The dynamic profile is applied when Link Control Protocol
(LCP) is negotiated in PPP.

[edit interfaces pp0 unit 1]

user@host# set ppp-options pap chap dynamic-profile pp0-l2l3-service prof

d. Configure the static bundle for the PPPoEmember link for MLPPP subscribers

using the family mlppp statement.

NOTE: The family mlppp statement determines whether MLPPP is

supported for subscribers coming in from the underlying interface.

[edit interfaces pp0 unit 1]

user@host# set family mlppp bundle si-1/0/0.1

e. Configure the family inet statementand theunnumberedaddress for theprotocol

family required forPPPsubscribers for tunneledPPPand forMLPPPsubscribers.

[edit interfaces pp0 unit 1]

user@host# set family inet unnumbered-address lo0.0

f. (Optional) Enable the family inet6 statement and address for the mixedmode

support for PPP and MLPPP subscribers.

[edit interfaces pp0 unit 1]
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user@host# set family inet6 address 2001:db8:204::1:1:2/64

5. Configure the second of three logical interfaces.

a. Configure the second logical interface for the pp0 subscriber interface on the

MX Series and set an interval of 30 seconds for the keepalive value.

[edit interfaces pp0]

user@host# set unit 2 keepalives interval 30

b. Configure the underlying interface ge-3/0/0.2 and PPPoE server mode for a

dynamic PPPoE logical interface in a dynamic profile.

[edit interfaces pp0 unit 2]

user@host# set pppoe-options underlying interface ge-3/0/0.2 server

c. Configure PPP-specific interface properties in a dynamic profile: pap, and set

the dynamic-profile to the services dynamic profile.

NOTE: The dynamic profile is applied when Link Control Protocol
(LCP) is negotiated in PPP.

[edit interfaces pp0 unit 2]

user@host# set ppp-options pap dynamic-profile pp0-l2l3-service prof

d. Configure the static bundle for the PPPoEmember link for MLPPP subscribers

using the family mlppp statement.

NOTE: The family mlppp statement determines whether MLPPP is

supported for subscribers coming in from the underlying interface.

[edit interfaces pp0 unit 2]

user@host# set family mlppp bundle si-1/0/0.2

6. Configure the last of three logical interfaces.

a. Configure the third logical interface for the pp0 subscriber interface on the MX

Series and set an interval of 30 seconds for the keepalive value.

[edit interfaces pp0]

user@host# set unit 3 keepalives interval 30

b. Configure the underlying interface ge-3/0/0.3 and PPPoE server mode for a

dynamic PPPoE logical interface in a dynamic profile.

[edit interfaces pp0 unit 3]
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user@host# set pppoe-options underlying interface ge-3/0/0.3 server

c. Configure PPP-specific interface properties in a dynamic profile: pap and chap,

and set the dynamic-profile to the services dynamic profile.

NOTE: The dynamic profile is applied when Link Control Protocol
(LCP) is negotiated in PPP.

[edit interfaces pp0 unit 3]

user@host# set ppp-options pap chap dynamic-profile pp0-l2l3-service prof

d. Configure the static bundle for the PPPoEmember link for MLPPP subscribers

using the family mlppp statement.

NOTE: The family mlppp statement determines whether MLPPP is

supported for subscribers coming in from the underlying interface.

[edit interfaces pp0 unit 3]

user@host# set family mlppp bundle si-1/0/0.3

e. Configure tunneled subscribers.

[edit interfaces pp0 unit 3]

user@host# set family inet

7. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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Configuring a Static Inline Services MLPPP Bundle IFL

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

To configure the static inline services (si) interface MLPPP bundle IFL, you specify the

encapsulationmultilink-ppp statement within the si interface. The si interface anchors

the bundle interface.

You can also set these optional MLPPP parameters: MRRU, short sequence, and

fragment-threshold.The followingexampleshowshowtoconfigure thestatic si interface

MLPPP bundle IFL:

1. Create the static (si) interface MLPPP bundle IFL si-5/0/0with a unit of 100.

[edit interfaces]

user@host# set si-5/0/0 unit 100

2. Configure the encapsulationmultilink-ppp statement to enable MLPPP bundling

for the si-5/0/0.100 interface.

[edit interfaces si-5/0/0.100]

user@host# set encapsulationmultilink-ppp

3. Configure the following MLPPP options for this example:

• mrru—Specifies the maximum received reconstructed unit value ranging from

1500 through 4500 bytes.

• fragment-threshold—Applies to all packets and forwarding classes, ranging from

128 through 16,320 bytes.

• short-sequence—Determines the header format for the MLPPP. Default is

long-sequence.

[edit interfaces si-5/0/0.100]

user@host# setmrru 1500

user@host# set fragment-threshold 640

user@host# set short-sequence

4. Enable support for static si interface IFL dynamic services by configuring the

ppp-options dynamic profile statement.

[edit interfaces si-5/0/0.100]

user@host# set ppp-options dynamic-profile l2l3-service-prof

5. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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Results

From configuration mode, confirm your configuration by entering the show interfaces

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show interfaces ge-3/0/0
interfaces {
        ge-3/0/0 {
        vlan-tagging;
        unit 1 {
            encapsulation ppp-over-ether;
            vlan-id 1;
        }
        unit 2 {
            encapsulation ppp-over-ether;
            vlan-id 2;
        }
        unit 3 {
            encapsulation ppp-over-ether;
            vlan-id 3;
        }
    }
    pp0 {
        unit 1 {
            keepalives interval 30;
            pppoe-options {
                underlying-interface ge-3/0/0.1;
                server;
            }
            ppp-options {
                pap;
                chap;
                dynamic-profile pp0-l2l3-service-prof; 
            } 
            family mlppp {                
                bundle si-1/0/0.1;
            }
            family inet {                 
                unnumbered-address lo0.0; 
            }
            family inet6 {                
                address 2001:db8:204::1:1:2/64; 
            }
        }
        unit 2 {
            keepalives interval 30;
            pppoe-options {
                underlying-interface ge-3/0/0.2;
                server;
            }
            ppp-options {
                pap;
                dynamic-profile pp0-l2l3-service-prof; 
            } 
            family mlppp {                
                bundle si-1/0/0.2;
            }
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        }
        unit 3 {
            keepalives interval 30;
            pppoe-options {
                underlying-interface ge-3/0/0.3;
                server;
            }
            ppp-options {
                pap;
                chap;
                dynamic-profile pp0-l2l3-service-prof; 
            } 
            family mlppp {                
                bundle si-1/0/0.3;
            }
            family inet;                  
        }
    }
}

user@host# show interfaces si-5/1/0
interfaces {
    si-5/1/0 {
         unit 100 {
            encapsulation multilink-ppp;
            mrru 1500;                 
            fragment-threshold 640;    
            short-sequence;            
            ppp-options {
                dynamic-profile l2l3-service-prof; 
            }
         }
    }
}

Verification

Confirm that the configuration is working properly.

• Verifying the Bundle IFL Information on page 307

• Verifying the Member Link IFL Information on page 309

• Verifying the Subscriber Information on page 310

Verifying the Bundle IFL Information

Purpose Verify that the bundle IFL information is correct for PPPoE MLPPP subscribers.
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Action user@host> show interfaces si-5/1/0.1073756926 extensive

  Logical interface si-5/1/0.1073756926 (Index 102) (SNMP ifIndex 607)
  (Generation 167)
   Flags: Up Point-To-Point SNMP-Traps 0x84000 Encapsulation: Multilink-PPP
   Last flapped: 2011-04-08 14:13:21 PDT (00:41:48 ago)
   Bandwidth: 10000mbps
   Bundle links information:
     Active bundle links       1
     Removed bundle links      0
     Disabled bundle links     0
   Bundle options:
     MRRU                                 1504
     Remote MRRU                          1504
     Drop timer period                    0
     Inner PPP Protocol field compression disabled
     Sequence number format               long (24 bits)
     Fragmentation threshold              500
     Links needed to sustain bundle       1
     Interleave fragments                 Enabled
     Multilink classes                    0
     Link layer overhead                  4.0 %
   Bundle status:
     Received sequence number        0xffffff
     Transmit sequence number        0xffffff
     Packet drops                    0 (0 bytes)
     Fragment drops                  0 (0 bytes)
     MRRU exceeded                   0
     Fragment timeout                0
     Missing sequence number         0
     Out-of-order sequence number    0
     Out-of-range sequence number    0
     Packet data buffer overflow     0
     Fragment data buffer overflow   0
   Statistics         Frames        fps         Bytes          bps
   Bundle:
     Multilink:
       Input :             3          0             270          0
       Output:             3          0             285          0
     Network:
       Input :             3          0             252          0
       Output:             3          0             276          0
   IPV6 Transit Statistics         Packets        Bytes
     Network:
       Input :                      0               0
       Output:                      0               0
   Link:
     pp0.1073756925
       Up time: 00:06:37
       Input :             126        0             9596         0
       Output:             126        0             1226         0
   Multilink detail statistics:
   Bundle:
     Fragments:
       Input :             0          0             0            0
       Output:             0          0             0            0
     Non-fragments:
       Input :             0          0             0            0
       Output:             0          0             0            0

Copyright © 2018, Juniper Networks, Inc.308

Broadband Subscriber VLANs and Interfaces Feature Guide



     LFI:
       Input :             0          0             0            0
       Output:             0          0             0            0
 NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured, mpls: 
Not-configured
   Protocol inet, MTU: 1500, Generation: 154, Route table: 0
     Flags: Sendbcast-pkt-to-re
     Addresses, Flags: Is-Primary
       Destination: Unspecified, Local: 10.80.80.1, Broadcast: Unspecified, 
Generation: 150

Meaning Due to the particulars of implementation, the following error counts associated with a

bundlealwaysdisplay0:packetdrops (bytes), fragmentdrops (bytes), fragment timeout,

missing sequence number, out-of-order sequence number, out-of-range sequence

number, packet data buffer overflow and fragment data buffer overflow, and MRRU

exceeded.

Verifying theMember Link IFL Information

Purpose Verify that the member link IFL information is correct for subscribers.
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Action user@host> show interfaces extensive pp0.1073756923

  Logical interface pp0.1073756923 (Index 484) (SNMP ifIndex 708)
   (Generation 15544)
    Flags: Up Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 38,
      Session AC name: haverhill, Remote MAC address: 00:00:5e:00:53:42,
      Underlying interface: ge-1/0/0.50 (Index 423)
    Bandwidth: 1000mbps
    Traffic statistics:
     Input  bytes  :                  609
     Output bytes  :                  489
     Input  packets:                   21
     Output packets:                   22
    Local statistics:
     Input  bytes  :                  133
     Output bytes  :                  377
     Input  packets:                    7
     Output packets:                    8
    Transit statistics:
     Input  bytes  :                  476                    0 bps
     Output bytes  :                  112                    0 bps
     Input  packets:                   14                    0 pps
     Output packets:                   14                    0 pps
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
  LCP state: Opened
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
mpls:
  Not-configured
  CHAP state: Success
  PAP state: Closed
    Protocol mlppp, Multilink bundle: si-1/0/0.1073756924
    Service interface: si-1/0/0, Dynamic profile: ml-bundle-service-prof
    MTU: 1526, Generation: 15535, Route table: 0

Meaning Logical interface pp0.1073756923 has been configured with PPPoE, multilink bundle

si-1/0/0.1073756924, and protocolmlppp.

Verifying the Subscriber Information

Purpose Verify that the subscriber information for static MLPPP over PPPoE is correct.
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Action root@host> show subscribers detail

Type: PPPoE
User Name: user
IP Address: 10.4.1.2
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: pp0.20
Interface type: Static
MAC Address: 00:00:5e:00:53:32
State: Active
Radius Accounting ID: 4
Session ID: 4
Bundle Session ID: 5
Login Time: 2012-02-28 10:32:24 PST

Type: MLPPP
User Name: user
IP Address: 10.4.1.2
IP Netmask: 255.255.0.0
Logical System: default                 
Routing Instance: default
Interface: si-1/0/0.1020
Interface type: Static
State: Active
Radius Accounting ID: 5
Session ID: 5
Underlying Session ID: 4
Login Time: 2012-02-28 10:32:24 PST

Meaning Subscriber information has been configured for static PPPoE with interface pp0.20, and

static MLPPPwith interface si-1/0/0.1020.

Related
Documentation

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 259

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275

• Example: Configuring Dynamic PPPoE MLPPP Subscribers on page 333

311Copyright © 2018, Juniper Networks, Inc.

Chapter 28: Configuring Static MLPPP Subscribers for MX Series



Copyright © 2018, Juniper Networks, Inc.312

Broadband Subscriber VLANs and Interfaces Feature Guide



CHAPTER 29

Configuring Dynamic MLPPP Subscribers
for MX Series

• Example: Configuring Dynamic LNSMLPPP Subscribers on page 313

• Example: Configuring Dynamic PPPoE MLPPP Subscribers on page 333

Example: Configuring Dynamic LNSMLPPP Subscribers

This example shows how to configure dynamic L2TP network server (LNS)multilink

(MLPPP) subscribers.

• Requirements on page 313

• Overview on page 314

• Configuration on page 315

• Verification on page 329

Requirements

This example uses the following hardware and software components:

• MX Series with MPC2s installed

• Junos OS Release 13.3 or later

Before you configure dynamic LNSMLPPP subscribers, be sure you have:

• If configuring a tunnel group using an inline service (si) interface, enabled the inline

service (si) interface for LNS subscribers. See “Enabling Inline Service Interfaces for

PPPoE and LNS Subscribers” on page 277.

• Configured the inline service (si) interface for LNS subscribers. See “Configuring Inline

Service Interface for PPPoE and LNS Subscribers” on page 278.

• If configuringa tunnel groupusingapool of service interfaces, configured servicedevice

pools for LNS subscribers. See “Configuring Service Device Pools for Load Balancing

PPPoE and LNS Subscribers” on page 279.
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Overview

AnMLPPP subscriber consists of two IFLs (logical interfaces), a member link, and a

bundle. For dynamic LNSMLPPP subscribers, you configure the dynamic member link

IFLs using dynamic profiles. Themember link dynamic profile includes the family mlppp

statement containing the bundle dynamic profile and the service interface (si), or a pool

of service interfaces. This information is then used to create the dynamic bundle IFL.

Each dynamic bundle accepts only one dynamicmember link. If more than one dynamic

member linkattempts to join the samedynamicbundle, the systemfails thenewmember

session.

Figure 19 on page 314 shows how the different types of traffic traverse through a network

where the MX Series is acting as the LNS to terminate MLPPP bundles.

Topology

Figure 19: MLPPP Bundles Terminated at MX Series as the LNS Network

The following three domains are shown passing traffic through the LNS network:

• PPP domain—Contains data and voice traffic

• MLPPP domain—Contains data traffic only

• L2TP domain—Contains all types of traffic
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Configuration

To configure dynamic LNSMLPPP subscribers, perform these tasks:

• Configuring a Tunnel Group with a Pool of Service Interfaces and L2TP Access Profile

Attributes on page 317

• Configuring a Dynamic Profile for Dynamic LNSMember Link IFLWithout MixedMode

Support on page 319

• Configuring a Dynamic Profile for Dynamic LNSMember Link IFLWith Mixed Mode

Support on page 321

• Configuring a Dynamic Profile for the Dynamic Bundle IFL on page 323

• Results on page 326

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set access profile ce-l2tp-profile2 client ce-lac-3 user-group-profile ce-lac-1-gp
set access profile ce-l2tp-profile2 client ce-lac-3 l2tpmultilink
set access profile ce-l2tp-profile2 client ce-lac-3 l2tpmaximum-sessions-per-tunnel
2000

set access profile ce-l2tp-profile2 client ce-lac-3 l2tp shared-secret “password”
setaccessprofilece-l2tp-profile2clientce-lac-3 l2tpdynamic-profileml-lns-member-prof
set services l2tp tunnel-groupdyn-l2tp-tunnel-group l2tp-access-profile ce-l2tp-profile2
setservices l2tptunnel-groupdyn-l2tp-tunnel-groupaaa-access-profilece-authenticator
set services l2tp tunnel-group dyn-l2tp-tunnel-group local-gateway address 10.1.1.1
set services l2tp tunnel-group dyn-l2tp-tunnel-group service-device-pool pool1
setservices l2tptunnel-groupdyn-l2tp-tunnel-groupdynamic-profileml-lns-member-prof
[edit]
set dynamic-profilesmlp-lns-member-profile
set dynamic-profilesmlp-lns-member-profile interfaces “$junos-interface-ifd-name”
unit “$junos-interface-unit”

set dynamic-profilesmlp-lns-member-profile interfaces “$junos-interface-ifd-name”
unit “$junos-interface-unit” dial-options l2tp-interface-id dont care dedicated

set dynamic-profilesmlp-lns-member-profile interfaces “$junos-interface-ifd-name”
unit “$junos-interface-unit” family mlppp bundle “$junos-bundle-interface-name”

set dynamic-profilesmlp-lns-member-profile interfaces “$junos-interface-ifd-name”
unit “$junos-interface-unit” family mlppp service-device-pool pool1

set dynamic-profilesmlp-lns-member-profile interfaces “$junos-interface-ifd-name”
unit “$junos-interface-unit” family mlppp dynamic-profile ml-bundle-prof

set dynamic-profilesmlp-lns-member-profile interfaces “$junos-interface-ifd-name”
unit “$junos-interface-unit” family inet

[edit]
set dynamic-profilesml-bundle-prof
setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name"

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix
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setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix next-hop $junos-framed-route-nexthop

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix metric $junos-framed-route-cost

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix preference $junos-framed-route-distance

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" access-internal route $junos-subscriber-ip-address

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" access-internal route $junos-subscriber-ip-address
qualified-next-hop $junos-interface-name

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit”

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” encapsulationmultilink-ppp

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” mrru 1500

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” short-sequence

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” fragment-threshold 320

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” family inet

set class-of-service traffic-control-profiles tcp2
set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
scheduler-map "$junos-cos-scheduler-map”

set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
shaping-rate "$junos-cos-shaping-rate"

set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
guaranteed-rate "$junos-cos-guaranteed-rate"

set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
delay-buffer-rate “$junos-cos-delay-buffer-rate”

set dynamic-profilesml-bundle-prof class-of-service interfaces
“$junos-interface-ifd-name” unit "$junos-interface-unit"

set dynamic-profilesml-bundle-prof class-of-service interfaces
“$junos-interface-ifd-name”unit "$junos-interface-unit"output-traffic-control-profile
tcp2

set dynamic-profilesml-bundle-prof class-of-service interfaces
“$junos-interface-ifd-name”unit"$junos-interface-unit"fragmentation-mapfragmap-2
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Configuring a Tunnel Groupwith a Pool of Service Interfaces and L2TP Access
Profile Attributes

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

To configure a tunnel group with a pool of service interfaces and L2TP access profile

attributes for dynamic LNSMLPPP subscribers:

1. Create the access profile.

[edit access]

user@host# set profile ce-l2tp-profile2

2. Configure an L2TP (LAC) access client.

[edit access profile ce-l2tp-profile2]

user@host# set client ce-lac-3

3. Associate a group profile containing PPP attributes to apply for the PPP sessions

being tunneled from this LAC client.

[edit access profile ce-l2tp-profile2 client ce-lac-3]

user@host# set user-group-profile ce-lac-1-gp

4. Configure the following L2TP access profile attributes for this example:

• L2TPclient ismultilink (MLPPP)-capable for subscribers. Themultilink statement

in the L2TP access client profile determines whether MLPPP is supported for

subscribers coming in from the LAC peer.

• Maximum number of sessions allowed in a tunnel from the client (LAC).

• Tunnel password used to authenticate the client (LAC).

• Dynamic profile name in the L2TP access client profile for dynamic LNSMLPPP

subscribers.

NOTE: If thedynamic-profilename isdefined in theL2TPaccessclient

profile, it is used to create the dynamic LNSMLPPPmember link;
otherwise, the dynamic-profile name defined in the tunnel group is

used. If neither profile contains the familymlppp statement, then the

incoming LNS session fails.

[edit access profile ce-l2tp-profile2 client ce-lac-3]

user@host# set l2tpmultilink

user@host# set l2tpmaximum-sessions-per-tunnel 2000

user@host# set l2tp shared-secret password

user@host# set dynamic-profile ml-lns-member-prof
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5. Create the tunnel group.

[edit services l2tp]

user@host# set tunnel-group dyn-l2tp-tunnel-group

6. Set the tunnel access profile equal to the setting you defined for the access profile.

[edit services l2tp tunnel-group dyn-l2tp-tunnel-group]

user@host# set l2tp-access-profile ce-l2tp-profile2

7. Set the L2TP AAA access profile.

NOTE: You can specify the L2TP AAA access profile in either the [edit

access] or [edit services] hierarchy levels, using the LNS access client

profile or tunnel-group statements, respectively. An L2TP AAA access

profile definedusing the [edit access]hierarchy level overrides the L2TP

AAAaccess profile defined for the tunnel-group using the [edit services]

hierarchy level.

[edit services l2tp tunnel-group dyn-l2tp-tunnel-group]

user@host# set aaa-access-profile ce-authenticator

8. Set the local gateway address for the L2TP tunnel.

[edit services l2tp tunnel-group dyn-l2tp-tunnel-group]

user@host# set local-gateway address 10.1.1.1

9. Specify the pool of service interfaces for the dynamic LNSMLPPP subscribers.

[edit services l2tp tunnel-group dyn-l2tp-tunnel-group]

user@host# set service-device-pool pool1

10. Specify the dynamic profile used to create the dynamic LNSMLPPPmember link.

[edit services l2tp tunnel-group dyn-l2tp-tunnel-group]

user@host# set dynamic-profile ml-lns-member-prof

11. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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Configuring a Dynamic Profile for Dynamic LNSMember Link IFLWithout Mixed
Mode Support

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

You can configure the dynamic-profile name used to create the dynamic LNSmember

link IFL in either the L2TP client access profile or in the tunnel-group. See “Configuring a

Tunnel Group with a Pool of Service Interfaces and L2TP Access Profile Attributes” on

page 317.

The following example shows dynamic-profile configuration for LNSMLPPP and PPP

subscribers. The family mlppp statement contains the dynamic-profile name, and either

the service-interface or the service-device-pool, used to create the dynamic bundle IFL.

If you configure a service-device-pool, an inline services (si) interface is selected from

the pool to create the dynamic bundle IFL using a round-robin method.

Youmust also configure the family inet statement in the simember link dynamic profile

interface for tunneled subscribers. The family inet statement enables the L2TP long route

tobe installedandsupported for the lookupengine to steer control packets to theRouting

Engine.

NOTE: Optionally, you can configure the dynamic profile to support mixed
mode to enable PPP subscribers to successfully log in using the dynamic
profile. See “Configuring aDynamicProfile forDynamic LNSMember Link IFL
With MixedMode Support” on page 321 for the additional configuration
commands required.

1. Specify thedynamicprofile thatyouusedtocreate thedynamicLNSMLPPPmember

link previously in “Configuring a Tunnel Group with a Pool of Service Interfaces and

L2TP Access Profile Attributes” on page 317.

[edit dynamic-profiles]

user@host# setml-lns-member-prof

2. Configure the interface for the dynamic profile by setting the predefined dynamic

interface variable$junos-interface-ifd-name, and the logical interfaceunit by setting

the predefined unit number variable $junos-interface-unit. The interface and unit

number variables are dynamically replacedwith the interface and unit number that

the subscriber accesses when connecting to the MX Series.
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NOTE: The interface setting for a dynamic profile for PPPoE sessions
can use either of the following code formats:

• set interfaces pp0

or

• set interfaces “$junos-interface-ifd-name”

This example uses set interfaces “$junos-interface-ifd-name”.

[edit dynamic-profilesml-lns-member-prof]

user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

3. For the $junos-interface-ifd-name interface, set the L2TP interface dial options to

specify that the logical interface can host one session at a time (dedicated).

[edit dynamic-profilesml-lns-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set dial-options l2tp-interface-id dont care dedicated

4. Enable MLPPP support for LNSMLPPP subscribers and configure the dynamic

bundle interface (IFL) by setting the predefined dynamic bundle interface variable

$junos-bundle-interface-name.

NOTE: The family mlppp statement determines whether MLPPP is

supported for subscribers coming in from the underlying interface.

[edit dynamic-profilesml-lns-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set family mlppp bundle “$junos-bundle-interface-name”

5. Specify the pool of service interfaces for the dynamic LNSMLPPP subscribers.

[edit dynamic-profilesml-lns-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit” family mlppp]

user@host# set service-device-pool pool1

6. Specify the dynamic profile name for the bundle.

[edit dynamic-profilesml-lns-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit” family mlppp]

user@host# set dynamic-profile ml-bundle-prof

7. Enable support for LNS subscribers and the LNS long route.
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[edit dynamic-profilesml-lns-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set family inet

8. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

ConfiguringaDynamicProfile forDynamicLNSMemberLink IFLWithMixedMode
Support

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

Optionally, you can configure the dynamic profile to support mixedmode to enable PPP

subscribers to successfully log in using the dynamic profile.

The following example shows the additional configurations required to support mixed

mode for dynamic profiles.

NOTE: The following configuration commands are not included in the “CLI
Quick Configuration” on page 315 section.

1. Specify thedynamicprofile thatyouusedtocreate thedynamicLNSMLPPPmember

link previously in “Configuring a Tunnel Group with a Pool of Service Interfaces and

L2TP Access Profile Attributes” on page 317.

[edit dynamic-profiles]

user@host# setml-lns-member-prof

2. When the customer premises equipment (CPE) is for a dynamic virtual routing and

forwarding (VRF) PPP subscriber, you must configure the routing instance and its

interface.

[edit dynamic-profilesml-lns-member-prof]

user@host# set routing-instances "$junos-routing-instance" interface

"$junos-interface-name"

3. Configure the access route for the routing options.

[edit dynamic-profilesml-lns-member-prof routing-instances

"$junos-routing-instance" interface "$junos-interface-name"]

user@host# set routing-optionsaccess route$junos-framed-route-ip-address-prefix

4. Configure the next-hop, metric, and preference for the router.
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[edit dynamic-profilesml-lns-member-prof routing-instances

"$junos-routing-instance" interface"$junos-interface-name" routing-optionsaccess

route $junos-framed-route-ip-address-prefix]

user@host# set next-hop $junos-framed-route-nexthop

user@host# setmetric $junos-framed-route-cost

user@host# set preference $junos-framed-route-distance

5. Configure the internal access route for the routing options.

[edit dynamic-profilesml-lns-member-prof routing-instances

"$junos-routing-instance" interface "$junos-interface-name"]

user@host# set routing-options access-internal route $junos-subscriber-ip-address

6. Configure the qualified next-hop for the internal route..

[edit dynamic-profilesml-lns-member-prof routing-instances

"$junos-routing-instance" interface "$junos-interface-name" routing-options

access-internal route $junos-subscriber-ip-address ]

user@host# set qualified-next-hop $junos-interface-name

7. Follow the procedure described in “Configuring a Dynamic Profile for Dynamic LNS

Member Link IFLWithout Mixed Mode Support” on page 319 to configure the basic

settings for the dynamic profile.

NOTE: To enablemixedmode support, when the CPE is a PPP
subscriber, youmust also add an unnumbered address, and input and
output filters to the family inet statement.

[edit dynamic-profilesml-lns-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set family inet unnumbered-address $junos-loopback-interface

user@host# set family inet filter input "$junos-input-filter" output

"$junos-output-filter”

8. When the CPE is a PPP subscriber, you must also configure class of service and

define the traffic control profile.

[edit dynamic-profilesml-lns-member-prof class-of-service]

user@host# set traffic-control-profiles tc-profile

9. For the traffic-control profile, define the following settings: schedulermap, shaping

rate, overhead accounting, guaranteed rate, and delay buffer rate.

[edit dynamic-profilesml-lns-member-prof class-of-service traffic-control-profiles

tc-profile]

user@host# set scheduler-map "$junos-cos-scheduler-map"

user@host# set shaping-rate "$junos-cos-shaping-rate"
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user@host# set overhead-accounting "$junos-cos-shaping-mode" bytes

"$junos-cos-byte-adjust"

user@host# set guaranteed-rate "$junos-cos-guaranteed-rate"

user@host# set delay-buffer-rate "$junos-cos-delay-buffer-rate"

10. Configure the interface for the dynamic profile by setting the predefined dynamic

interface variable$junos-interface-ifd-name, and the logical interfaceunit by setting

the predefined unit number variable $junos-interface-unit.

[edit dynamic-profilesml-lns-member-prof class-of-service]

user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

11. For thedynamicprofile interface, define the followingsettings: output traffic control

profile, classifiers, and rewrite rules.

[edit dynamic-profilesml-lns-member-prof class-of-service interfaces

“$junos-interface-ifd-name” unit “$junos-interface-unit”]

user@host# set output-traffic-control-profile tc-profile

user@host# set classifiers dscp GEN-CLASSIFIER-IN

user@host# set rewrite-rules dscp GEN-RW-OUT-DSCP

12. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Configuring a Dynamic Profile for the Dynamic Bundle IFL

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

Toconfigure thedynamicprofile for thedynamicbundle IFL, you specify theencapsulation

multilink-ppp statement within the dynamic profile. The dynamic profile for the dynamic

bundle IFL is referenced from the dynamic profile for dynamic PPPoE and LNSmember

link IFLs.

Youmust configure the fragmentation-maps statement statically using class-of-service

and assign them in the bundle dynamic profile. You can also set these optional MLPPP

parameters: MRRU, short sequence, and fragment-threshold. The following example

shows how to configure the dynamic profile for the dynamic bundle IFL.

1. Specify the dynamic profile name for the bundle.

[edit dynamic-profiles}

user@host# setml-bundle-prof

2. Although MLPPPmember links process authentication and routing-instance

assignments, if a non-default routing-instance is assigned, youmust configure the
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bundle IFL under the assigned routing-instance. As a result, youmust also configure

routing-instances in the bundle dynamic-profile.

[edit dynamic-profilesml-bundle-prof]

user@host# set routing-instances "$junos-routing-instance" interface

"$junos-interface-name"

3. Configure the access route for the routing options.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name"]

user@host# set routing-optionsaccess route$junos-framed-route-ip-address-prefix

4. Configure the next-hop, metric, and preference for the router.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name" routing-options access route

$junos-framed-route-ip-address-prefix]

user@host# set next-hop $junos-framed-route-nexthop

user@host# setmetric $junos-framed-route-cost

user@host# set preference $junos-framed-route-distance

5. Configure the internal access route for the routing options.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name"]

user@host# set routing-options access-internal route $junos-subscriber-ip-address

6. Configure the qualified next-hop for the internal route.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name" routing-options access-internal route

$junos-subscriber-ip-address]

user@host# set qualified-next-hop $junos-interface-name

7. Configure the interface for the dynamic profile by setting the predefined dynamic

interface variable$junos-interface-ifd-name, and the logical interfaceunit by setting

the predefined unit number variable $junos-interface-unit. The interface and unit

number variables are dynamically replacedwith the interface and unit number that

the subscriber accesses when connecting to the MX Series.

[edit dynamic-profilesml-bundle-prof]

user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

8. Configure the encapsulationmultilink-ppp statement to enable MLPPP bundling

for the dynamic profile.

[edit dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit

“$junos-interface-unit”]

user@host# set encapsulationmultilink-ppp
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9. Configure the following MLPPP options for this example:

• mrru—Specifies the maximum received reconstructed unit value ranging from

1500 through 4500 bytes.

• fragment-threshold—Applies to all packets and forwarding classes, ranging from

128 through 16,320 bytes.

• short-sequence—Determines the header format for the MLPPP. Default is

long-sequence.

[edit dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit

“$junos-interface-unit”]

user@host# setmrru 1500

user@host# set fragment-threshold 320

user@host# set short-sequence

10. Enable support for MLPP subscribers.

[edit dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit

“$junos-interface-unit”]

user@host# set family inet

11. To enable fragmentation-maps support, you must configure class-of-service and

define the traffic control profile.

[edit dynamic-profilesml-bundle-prof class-of-service]

user@host# set traffic-control-profiles tcp2

12. For the traffic-control profile, define the following settings: schedulermap, shaping

rate, guaranteed rate, and delay buffer rate.

[edit dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2]

user@host# set scheduler-map "$junos-cos-scheduler-map"

user@host# set shaping-rate "$junos-cos-shaping-rate"

user@host# set guaranteed-rate "$junos-cos-guaranteed-rate"

user@host# set delay-buffer-rate "$junos-cos-delay-buffer-rate"

13. Configure the underlying interface for the dynamic profile by setting the predefined

dynamic interface variable $junos-interface-ifd-name, and the logical interface unit

by setting the predefined unit number variable $junos-interface-unit. The interface

and unit number variables are dynamically replaced with the interface and unit

number that the subscriber accesses when connecting to the MX Series.

[edit dynamic-profilesml-bundle-prof class-of-service]

user@host# set interfaces “$junos-interface-ifd-name” unit "$junos-interface-unit"

14. For the dynamic profile interface, define the output traffic control profile.

[edit dynamic-profilesml-bundle-prof class-of-service interfaces

“$junos-interface-ifd-name” unit "$junos-interface-unit"]
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user@host# set output-traffic-control-profile tcp2

15. Define the fragmentation-map required for dynamic profile bundles and used to

enable link fragmentation and interleaving (LFI).

[edit dynamic-profilesml-bundle-prof class-of-service interfaces

“$junos-interface-ifd-name” unit "$junos-interface-unit"]

user@host# set fragmentation-map fragmap-2

16. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show access, show

services, andshowdynamic-profilescommands. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show access profile ce-l2tp-profile2
access profile {
     ce-l2tp-profile2 {
        client ce-lac-3 {
            user-group-profile ce-lac-1-gp;         
            l2tp {
                multilink;                          
                interface-id not-used;              
                maximum-sessions-per-tunnel 2000;   
                shared-secret "$9$2wgUHQF/9pB";     
                dynamic-profile ml-lns-member-prof;                         

            }
        }
     }
}

user@host# show services l2tp tunnel-group dyn-l2tp-tunnel-group
services {
    l2tp {
        tunnel-group dyn-l2tp-tunnel-group {
            l2tp-access-profile ce-l2tp-profile2;
            aaa-access-profile ce-authenticator;
            local-gateway {
                address 10.1.1.1;
            }
            service-device-pool pool1;   
            dynamic-profile ml-lns-member-prof;
        }
    }
}

Dynamic profile for dynamic LNSmember link IFL without mixedmode:
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user@host# show dynamic-profilesmlp-lns-member-profile
dynamic-profile mlp-lns-member-profile {
    interface $junos-interface-ifd-name {
        unit $junos-interface-unit” {
            dial-options {
                l2tp-interface-id dont-care;
                dedicated;
            }
            family mlppp { 
                bundle $junos-bundle-interface-name ;
                service-device-pool pool1; 
                dynamic-profile mlp-bundle-profile;
            }
            family inet {
            }
        }
    }
}

Dynamic profile for dynamic LNSmember link IFL with mixedmode:

user@host# show dynamic-profilesmlp-lns-member-profile
dynamic-profile ml-lns-member-prof {
 routing-instances {
        "$junos-routing-instance" {
            interface "$junos-interface-name";
                routing-options {
                    access {
                        route $junos-framed-route-ip-address-prefix {
                            next-hop $junos-framed-route-nexthop;
                            metric $junos-framed-route-cost;
                            preference $junos-framed-route-distance;
                        }
                    }
                    access-internal {
                        route $junos-subscriber-ip-address {
                            qualified-next-hop $junos-interface-name;
                        }
                    }
                }
            }
        }
    }
interfaces "$junos-interface-ifd-name" {
        unit "$junos-interface-unit" {
            dial-options {
                l2tp-interface-id l2tp-encapsulation;
                dedicated;
            }
            family mlppp {
                bundle $junos-bundle-interface-name;
                service-device-pool pool2;  
                dynamic-profile ml-bundle-prof;    
            }
            family inet {  
                unnumbered-address $junos-loopback-interface; 
                filter {
                    input "$junos-input-filter";
                    output "$junos-output-filter";
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                }
            }
        }
 class-of-service {
        traffic-control-profiles {
            tc-profile {
                scheduler-map "$junos-cos-scheduler-map";
                shaping-rate "$junos-cos-shaping-rate";
                overhead-accounting "$junos-cos-shaping-mode" bytes 
"$junos-cos-byte-adjust";
                guaranteed-rate "$junos-cos-guaranteed-rate";
                delay-buffer-rate "$junos-cos-delay-buffer-rate";
            }  
        }
        interfaces {
            "$junos-interface-ifd-name" {
                unit "$junos-interface-unit" {
                    output-traffic-control-profile tc-profile;
                    classifiers {
                        dscp GEN-CLASSIFIER-IN;
                    }
                    rewrite-rules {
                        dscp GEN-RW-OUT-DSCP;
                    }
                }
            }
        }
    }
}

user@host# show dynamic-profilesml-bundle-prof
dynamic-profile ml-bundle-prof { 
        routing-instances {
        "$junos-routing-instance" {
            interface "$junos-interface-name";
                routing-options {
                    access {
                        route $junos-framed-route-ip-address-prefix {
                            next-hop $junos-framed-route-nexthop;
                            metric $junos-framed-route-cost;
                            preference $junos-framed-route-distance;
                        }
                    }
                    access-internal {
                        route $junos-subscriber-ip-address {
                            qualified-next-hop $junos-interface-name;
                        }
                    }
                }
            }
        }
    }
    interfaces "$junos-interface-ifd-name" {
        unit "$junos-interface-unit" {
            encapsulation multilink_ppp;
            mrru 1500;                 
            short-sequence;            
            fragment-threshold 320;    
            family inet 
            }         
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       }
   }
class-of-service {
        traffic-control-profiles {
            tcp2 {
                scheduler-map "$junos-cos-scheduler-map";
                shaping-rate "$junos-cos-shaping-rate";
                guaranteed-rate "$junos-cos-guaranteed-rate";
                delay-buffer-rate "$junos-cos-delay-buffer-rate";
            }  
        }
        interfaces {
            "$junos-interface-ifd-name" {
                unit "$junos-interface-unit" {
                    output-traffic-control-profile tcp2;
                    fragmentation-map fragmap-2
                    }
              }
        }
    }

Verification

Confirm that the configuration is working properly.

• Verifying the Subscriber Information on page 329

• VerifyingMixedModeSupportwithaDynamicMLPPP-CapableSubscriberonpage330

• Verifying Tunneled MLPPP Over LAC Interfaces on page 332

Verifying the Subscriber Information

Purpose Verify that the subscriber information for dynamic MLPPP over LNS is correct.
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Action user@host> show subscribers extensive

Type: L2TP
User Name: lns-client
IP Address: 198.51.100.20
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: default
Interface: si-1/0/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: ml-lns-member-prof
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 20
Session ID: 20
Bundle Session ID: 21
Login Time: 2011-04-11 10:55:13 PDT

Type: MLPPP
User Name: lns-client
IP Address: 198.51.100.20
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: default
Interface: si-3/0/0.1073741825
Interface type: Dynamic
Dynamic Profile Name: ml-bundle-prof
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 21
Session ID: 21
Underlying Session ID: 20
Login Time: 2011-04-11 07:55:59 PDT

Meaning Subscriber information for interface si-1/0/0.1073741824 has been configured forMLPPP

with interface type of dynamic.

VerifyingMixedMode Support with a DynamicMLPPP-Capable Subscriber

Purpose Verify that mixedmode interfaces negotiated correctly for the single link PPP using a

dynamic MLPPP-capable subscriber.
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Action user@host> show interfaces extensive pp0.1073741832

Logical interface pp0.1073741832 (Index 489) (SNMP ifIndex 712)
   (Generation 299)
    Flags: Up Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 40,
      Session AC name: haverhill1, Remote MAC address: 00:00:5e:00:53:72,
      Underlying interface: ge-1/0/0.44 (Index 376)
    Traffic statistics:
     Input  bytes  :                 1213
     Output bytes  :                 1672
     Input  packets:                   41
     Output packets:                   49
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                  159
     Output bytes  :                 1424
     Input  packets:                   10
     Output packets:                   18
    Transit statistics:
     Input  bytes  :                 1054                    0 bps
     Output bytes  :                  248                    0 bps
     Input  packets:                   31                    0 pps
     Output packets:                   31                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
  Keepalive settings: Interval 45 seconds, Up-count 1, Down-count 3
  LCP state: Opened
  NCP state: inet: Opened, inet6: Opened, iso: Not-configured, mpls:
  Not-configured
  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 65531, Generation: 384, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary
        Destination: Unspecified, Local: 10.0.0.1, Broadcast: Unspecified,
        Generation: 297
    Protocol inet6, MTU: 65531, Generation: 385, Route table: 0
      Addresses, Flags: Is-Primary
        Destination: Unspecified, Local: 2030::1
    Generation: 298                     
        Destination: Unspecified, Local: fe80::2a0:a50f:fc64:6ef2
    Generation: 299

Meaning When a dynamicMLPPP-capable subscriber negotiates a single link PPP, the results are

the same as a non-MLPPP subscriber; no bundle IFL or SDB session is created.
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Verifying TunneledMLPPPOver LAC Interfaces

Purpose Verify that the MLPPP over LACmember link IFL is correct.

Action user@host> show interfaces extensive pp0.1073756921

Logical interface pp0.1073756921 (Index 482) (SNMP ifIndex 706)
   (Generation 15542)
    Flags: Up Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 37,
      Session AC name: haverhill, Remote MAC address: 00:00:5e:00:53:82,
      Underlying interface: ge-1/0/0.2040 (Index 457)
    Traffic statistics:
     Input  bytes  :                  273
     Output bytes  :                  270
     Input  packets:                   13
     Output packets:                   10
    Local statistics:
     Input  bytes  :                  138
     Output bytes  :                  155
     Input  packets:                    6
     Output packets:                    3
    Transit statistics:
     Input  bytes  :                  135                    0 bps
     Output bytes  :                  115                    0 bps
     Input  packets:                    7                    0 pps
     Output packets:                    7                    0 pps
  Keepalive settings: Interval 45 seconds, Up-count 1, Down-count 3
  LCP state: Opened                     
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
mpls:
  Not-configured
  CHAP state: Closed
  PAP state: Closed
    Protocol inet, MTU: 1492, Generation: 15534, Route table: 0
      Flags: Sendbcast-pkt-to-re
    Protocol mlppp, Multilink bundle: si-1/0/0.1073756922
    Service device pool: sipool-1, Dynamic profile: ml-bundle-prof
    MTU: 1526, Generation: 15533, Route table: 0

Meaning WhenaPPPoEMLPPPsession is tunneled, the bundle andmember link binding remains.

Although thebundle IFLdoesnotparticipate in thecontrol and forwardingpath, it remains

in the user-interface.

Related
Documentation

MLPPP Support for LNS and PPPoE Subscribers Overview on page 259•

• Mixed Mode Support for MLPPP and PPP Subscribers Overview on page 263

• ConfiguringL2TPClientAccess toSupportMLPPPforDynamicSubscribersonpage284
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Example: Configuring Dynamic PPPoEMLPPP Subscribers

This example shows how to configure dynamic Point-to-Point Protocol over Ethernet

(PPPoE) multilink (MLPPP) subscribers.

• Requirements on page 333

• Overview on page 333

• Configuration on page 334

• Verification on page 346

Requirements

This example uses the following hardware and software components:

• MX Series with MPC2s installed

• Junos OS Release 13.3 or later

Before you configure dynamic PPPoE MLPPP subscribers, be sure you have:

• If configuring a tunnel group using an inline service (si) interface, enabled the inline

service (si) interface for PPPoE subscribers. See “Enabling Inline Service Interfaces for

PPPoE and LNS Subscribers” on page 277.

• Configured the inline service (si) interface for PPPoE subscribers. See “Configuring

Inline Service Interface for PPPoE and LNS Subscribers” on page 278.

• If configuringa tunnel groupusingapool of service interfaces, configured servicedevice

pools for PPPoE subscribers. See “ConfiguringServiceDevicePools for LoadBalancing

PPPoE and LNS Subscribers” on page 279.

Overview

AnMLPPP subscriber consists of two IFLs (logical interfaces), a member link, and a

bundle. For dynamicPPPoEMLPPPsubscribers, you configure thedynamicpp0member

link IFLs using dynamic profiles. Thepp0member link dynamic profile includes the family

mlppp statement containing the dynamic profile name and the service interface (si), or

a pool of service interfaces. This information is then used to create the dynamic bundle

IFL.

Each dynamic bundle accepts only one dynamicmember link. If more than one dynamic

member linkattempts to join the samedynamicbundle, the systemfails thenewmember

session.

Figure 20onpage334showshowthedifferent typesof traffic traverse throughanetwork

where the MX Series terminates PPPoE sessions.
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Topology

Figure 20: PPP andMLPPP Traffic Terminated at MX Series

The following two domains are shown terminating traffic at the MX Series:

• PPP domain—Contains data and voice traffic

• MLPPP domain—Contains data traffic only

Configuration

To configure dynamic PPPoE MLPPP subscribers, perform these tasks:

• Configuring a Dynamic Profile for Dynamic pp0Member Link IFLWithout Mixed Mode

Support on page 336

• Configuring a Dynamic Profile for Dynamic pp0Member Link IFLWith Mixed Mode

Support on page 339

• Configuring a Dynamic Profile for the Dynamic Bundle IFL on page 341

• Results on page 344

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set interfaces ge-1/0/0 flexible-vlan-tagging
set interfaces ge-1/0/0 unit 600 encapsulation ppp-over-ether vlan-id 600
set interfaces ge-1/0/0 unit 600 pppoe-underlying-options dynamic-profile
ml-pp0-member-prof
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set dynamic-profilesml-pp0-member-prof
set dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit”

set dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” pppoe-options underlying-interface
"$junos-underlying-interface" server

set dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” ppp-options pap chap lcp-restart-timer 5000

set dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” family mlppp bundle “$junos-bundle-interface-name”

set dynamic-profilesml-pp0-member-profinterfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” family mlppp service-interface si-5/1/0

set dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” family mlppp dynamic-profile ml-bundle-prof

set dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” family inet

[edit]
set dynamic-profilesml-bundle-prof
setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name"

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix next-hop $junos-framed-route-nexthop

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix metric $junos-framed-route-cost

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" routing-options access route
$junos-framed-route-ip-address-prefix preference $junos-framed-route-distance

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" access-internal route $junos-subscriber-ip-address

setdynamic-profilesml-bundle-prof routing-instances"$junos-routing-instance" interface
"$junos-interface-name" access-internal route $junos-subscriber-ip-address
qualified-next-hop $junos-interface-name

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit”

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” encapsulationmultilink-ppp

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” mrru 1500

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” short-sequence

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” fragment-threshold 320

set dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” family inet

set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
scheduler-map "$junos-cos-scheduler-map”

set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
shaping-rate "$junos-cos-shaping-rate"
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set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
guaranteed-rate "$junos-cos-guaranteed-rate"

set dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2
delay-buffer-rate “$junos-cos-delay-buffer-rate”

set dynamic-profilesml-bundle-prof class-of-service interfaces
“$junos-interface-ifd-name” unit "$junos-interface-unit"

set dynamic-profilesml-bundle-prof class-of-service interfaces
“$junos-interface-ifd-name”unit "$junos-interface-unit"output-traffic-control-profile
tcp2

set dynamic-profilesml-bundle-prof class-of-service interfaces
“$junos-interface-ifd-name”unit"$junos-interface-unit"fragmentation-mapfragmap-2

Configuring a Dynamic Profile for Dynamic pp0Member Link IFLWithout Mixed
Mode Support

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

You configure the dynamic pp0member link IFLs by using dynamic profiles and including

the family mlppp statement. The family mlppp statement contains the dynamic-profile

name, andeither theservice-interfaceor theservice-device-poolusedtocreate thedynamic

bundle IFL. If youconfigurea service-device-pool, an inline services (si) interface is selected

from the pool to create the dynamic bundle IFL using a round-robin method.

Youmust also configure the family inet statement in the tunneled pp0member link

dynamic profile. The family inet statement enables the L2TP long route to be installed

and supported for the lookup engine to steer control packets to the Routing Engine.

NOTE: Optionally, you can configure the dynamic profile to support mixed
mode to enable PPP subscribers to successfully log in using the dynamic
profile. See “Configuring aDynamicProfile for Dynamic pp0Member Link IFL
With MixedMode Support” on page 339 for the additional configuration
commands required.

The following example shows how to configure dynamic pp0member link IFLs over

flexible VLAN to support PPPoE MLPPP subscribers.

1. Create the Gigabit Ethernet underlying interface for the dynamic profile, ge-1/0/0

and enable flexible VLAN tagging.

[edit interfaces]

user@host# set ge-1/0/0 flexible vlan-tagging

2. For the ge-1/0/0 interface, configure PPP over Ethernet encapsulation for VLAN

600.

[edit interfaces ge-1/0/0]

user@host# set unit 600 encapsulation ppp-over-ether vlan-id 600
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3. Configure the PPPoE underlying interface and set its dynamic profile.

[edit interfaces ge-1/0/0 unit 600]

user@host# set pppoe-underlying-options dynamic-profile ml-pp0-member-prof

4. Specify thedynamicprofile that youpreviously setas thePPPoEunderlying interface

dynamic profile.

[edit dynamic-profiles]

user@host# setml-pp0-member-prof

5. Configure the interface for the dynamic profile by setting the predefined dynamic

interface variable$junos-interface-ifd-name, and the logical interfaceunit by setting

the predefined unit number variable $junos-interface-unit. The interface and unit

number variables are dynamically replacedwith the interface and unit number that

the subscriber accesses when connecting to the MX Series.

NOTE: The interface setting for a dynamic profile for PPPoE sessions
can use either of the following code formats:

• set interfaces pp0

or

• set interfaces “$junos-interface-ifd-name”

This example uses set interfaces “$junos-interface-ifd-name”.

[edit dynamic-profilesml-pp0-member-prof]

user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

6. For the $junos-interface-ifd-name interface, configure the underlying interface for

the PPPoE options and PPPoE server mode for a dynamic PPPoE logical interface

in a dynamic profile.

[edit dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set pppoe-options underlying-interface "$junos-underlying-interface"

server

7. Configure PPP-specific interface properties in a dynamic profile: pap, chap, and set

the lcp-restart-timer to 5000.

[edit dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set ppp-options pap chap lcp-restart-timer 5000
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8. Enable MLPPP support for dynamic PPPoE MLPPP subscribers and configure the

dynamic bundle interface (IFL) by setting the predefined dynamic bundle interface

variable $junos-bundle-interface-name.

NOTE: The family mlppp statement determines whether MLPPP is

supported for subscribers coming in from the subscriber interface.

[edit dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set family mlppp bundle “$junos-bundle-interface-name”

9. Specify the service interface for the dynamic PPPoE MLPPP subscribers.

[edit dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit” family mlppp]

user@host# set service-interface si-5/1/0

10. Specify the dynamic profile name for the bundle.

[edit dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit” family mlppp]

user@host# set dynamic-profile ml-bundle-prof

11. Enable support for PPPoE tunneled subscribers and the LAC long route.

[edit dynamic-profilesml-lns-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set family inet

12. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit
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ConfiguringaDynamicProfile forDynamicpp0MemberLink IFLWithMixedMode
Support

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

Optionally, you can configure the dynamic profile to support mixedmode to enable PPP

subscribers to successfully log in using the dynamic profile.

The following example shows the additional configurations required to support mixed

mode for dynamic profiles.

NOTE: The following configuration commands are not included in the “CLI
Quick Configuration” on page 334 section.

1. Configure dynamic pp0member link IFLs over flexible VLAN to support PPPoE

MLPPP subscribers. See “Configuring a Dynamic Profile for Dynamic pp0Member

Link IFLWithout Mixed Mode Support” on page 336, steps 1 through 4.

2. Specify the dynamic profile that you used to create the dynamic PPPoE MLPPP

member link.

[edit dynamic-profiles]

user@host# setml-pp0-member-prof

3. When the customer premises equipment (CPE) is for a dynamic virtual routing and

forwarding (VRF) PPP subscriber, you must configure the routing instance and its

interface.

[edit dynamic-profilesml-pp0-member-prof]

user@host# set routing-instances "$junos-routing-instance" interface

"$junos-interface-name"

4. Configure the access route for the routing options.

[edit dynamic-profilesml-pp0-member-prof routing-instances

"$junos-routing-instance" interface "$junos-interface-name"]

user@host# set routing-optionsaccess route$junos-framed-route-ip-address-prefix

5. Configure the next-hop, metric, and preference for the router.

[edit dynamic-profilesml-pp0-member-prof routing-instances

"$junos-routing-instance" interface"$junos-interface-name" routing-optionsaccess

route $junos-framed-route-ip-address-prefix]

user@host# set next-hop $junos-framed-route-nexthop

user@host# setmetric $junos-framed-route-cost

user@host# set preference $junos-framed-route-distance
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6. Configure the internal access route for the routing options.

[edit dynamic-profilesml-pp0-member-prof routing-instances

"$junos-routing-instance" interface "$junos-interface-name"]

user@host# set routing-options access-internal route $junos-subscriber-ip-address

7. Configure the qualified next-hop for the internal route.

[edit dynamic-profilesml-pp0-member-prof routing-instances

"$junos-routing-instance" interface "$junos-interface-name" routing-options

access-internal route $junos-subscriber-ip-address ]

user@host# set qualified-next-hop $junos-interface-name

8. Configure the basic settings for the dynamic profile. See “Configuring a Dynamic

Profile forDynamicpp0MemberLink IFLWithoutMixedModeSupport”onpage336,

steps 5 through 11.

NOTE: To enablemixedmode support, when the CPE is a PPP
subscriber, youmust also add an unnumbered address, and input and
output filters to the family inet statement.

[edit dynamic-profilesml-pp0-member-prof interfaces “$junos-interface-ifd-name”

unit “$junos-interface-unit”]

user@host# set family inet unnumbered-address $junos-loopback-interface

user@host# set family inet filter input "$junos-input-filter" output

"$junos-output-filter”

9. When the CPE is a PPP subscriber, you must also configure class of service and

define the traffic control profile.

[edit dynamic-profilesml-pp0-member-prof class-of-service

user@host# set traffic-control-profiles tc-profile

10. For the traffic-control profile, define the following settings: schedulermap, shaping

rate, overhead accounting, guaranteed rate, and delay buffer rate.

[edit dynamic-profilesml-pp0-member-prof class-of-service traffic-control-profiles

tc-profile

user@host# set scheduler-map "$junos-cos-scheduler-map"

user@host# set shaping-rate "$junos-cos-shaping-rate"

user@host# set overhead-accounting "$junos-cos-shaping-mode" bytes

"$junos-cos-byte-adjust"

user@host# set guaranteed-rate "$junos-cos-guaranteed-rate"

user@host# set delay-buffer-rate "$junos-cos-delay-buffer-rate"
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11. Configure the interface for the dynamic profile by setting the predefined dynamic

interface variable$junos-interface-ifd-name, and the logical interfaceunit by setting

the predefined unit number variable $junos-interface-unit.

[edit dynamic-profilesml-pp0-member-prof class-of-service]

user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

12. For thedynamicprofile interface, define the followingsettings: output traffic control

profile, classifiers, and rewrite rules.

[edit dynamic-profilesml-pp0-member-prof class-of-service interfaces

“$junos-interface-ifd-name” unit “$junos-interface-unit”]

user@host# set output-traffic-control-profile tc-profile

user@host# set classifiers dscp GEN-CLASSIFIER-IN

user@host# set rewrite-rules dscp GEN-RW-OUT-DSCP

13. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Configuring a Dynamic Profile for the Dynamic Bundle IFL

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy.

Toconfigure thedynamicprofile for thedynamicbundle IFL, you specify theencapsulation

multilink-ppp statement within the dynamic profile. The dynamic profile for the dynamic

bundle IFL is referenced from the dynamic profile for dynamic PPPoE and LNSmember

link IFLs.

Youmust configure the fragmentation-maps statement statically using class-of-service

and assign them in the bundle dynamic profile. You can also set these optional MLPPP

parameters: MRRU, short sequence, and fragment-threshold. The following example

shows how to configure the dynamic profile for the dynamic bundle IFL:

1. Specify the dynamic profile name for the bundle.

[edit dynamic-profiles}

user@host# setml-bundle-prof

2. Although MLPPPmember links process authentication and routing-instance

assignments, if a non-default routing-instance is assigned, youmust configure the

bundle IFL under the assigned routing-instance. As a result, youmust also configure

routing-instances in the bundle dynamic-profile.

[edit dynamic-profilesml-bundle-prof]

user@host# set routing-instances "$junos-routing-instance" interface

"$junos-interface-name"

341Copyright © 2018, Juniper Networks, Inc.

Chapter 29: Configuring Dynamic MLPPP Subscribers for MX Series



3. Configure the access route for the routing options.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name"]

user@host# set routing-optionsaccess route$junos-framed-route-ip-address-prefix

4. Configure the next-hop, metric, and preference for the router.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name" routing-options access route

$junos-framed-route-ip-address-prefix]

user@host# set next-hop $junos-framed-route-nexthop

user@host# setmetric $junos-framed-route-cost

user@host# set preference $junos-framed-route-distance

5. Configure the internal access route for the routing options.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name"]

user@host# set routing-options access-internal route $junos-subscriber-ip-address

6. Configure the qualified next-hop for the internal route.

[edit dynamic-profilesml-bundle-prof routing-instances "$junos-routing-instance"

interface "$junos-interface-name" routing-options access-internal route

$junos-subscriber-ip-address]

user@host# set qualified-next-hop $junos-interface-name

7. Configure the interface for the dynamic profile by setting the predefined dynamic

interface variable$junos-interface-ifd-name, and the logical interfaceunit by setting

the predefined unit number variable $junos-interface-unit. The interface and unit

number variables are dynamically replacedwith the interface and unit number that

the subscriber accesses when connecting to the MX Series.

[edit dynamic-profilesml-bundle-prof]

user@host# set interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

8. Configure the encapsulationmultilink-ppp statement to enable MLPPP bundling

for the dynamic profile.

[edit dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit

“$junos-interface-unit”]

user@host# set encapsulationmultilink-ppp

9. Configure the following MLPPP options for this example:

• mrru—Specifies the maximum received reconstructed unit value ranging from

1500 through 4500 bytes.

• fragment-threshold—Applies to all packets and forwarding classes, ranging from

128 through 16,320 bytes.
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• short-sequence—Determines the header format for the MLPPP. Default is

long-sequence.

[edit dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit

“$junos-interface-unit”]

user@host# setmrru 1500

user@host# set fragment-threshold 320

user@host# set short-sequence

10. Enable support for MLPP subscribers.

[edit dynamic-profilesml-bundle-prof interfaces “$junos-interface-ifd-name” unit

“$junos-interface-unit”]

user@host# set family inet

11. To enable fragmentation-maps support, you must configure class of service and

define the traffic control profile.

[edit dynamic-profilesml-bundle-prof class-of-service]

user@host# set traffic-control-profiles tcp2

12. For the traffic-control profile, define the following settings: schedulermap, shaping

rate, guaranteed rate, and delay buffer rate.

[edit dynamic-profilesml-bundle-prof class-of-service traffic-control-profiles tcp2]

user@host# set scheduler-map "$junos-cos-scheduler-map"

user@host# set shaping-rate "$junos-cos-shaping-rate"

user@host# set guaranteed-rate "$junos-cos-guaranteed-rate"

user@host# set delay-buffer-rate "$junos-cos-delay-buffer-rate"

13. Configure the underlying interface for the dynamic profile by setting the predefined

dynamic interface variable $junos-interface-ifd-name, and the underlying logical

interface unit by setting the predefined unit number variable $junos-interface-unit.

The interfaceandunit number variables aredynamically replacedwith the interface

and unit number that the subscriber accesses when connecting to the MX Series.

[edit dynamic-profilesml-bundle-prof class-of-service]

user@host# set interfaces “$junos-interface-ifd-name” unit "$junos-interface-unit"

14. For the dynamic profile interface, define the output traffic control profile.

[edit dynamic-profilesml-bundle-prof class-of-service interfaces

“$junos-interface-ifd-name” unit "$junos-interface-unit"]

user@host# set output-traffic-control-profile tcp2

15. Define the fragmentation-map required for dynamic profile bundles and used to

enable link fragmentation and interleaving (LFI).

[edit dynamic-profilesml-bundle-prof class-of-service interfaces

“$junos-interface-ifd-name” unit "$junos-interface-unit"]
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user@host# set fragmentation-map fragmap-2

16. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show

dynamic-profiles command with the sub-hierarchy levels interfaces. If the output does

not display the intended configuration, repeat the instructions in this example to correct

the configuration.

user@host# show interfaces ge-1/0/0
interfaces {
    ge-1/0/0 {
        flexible- vlan-tagging;
        unit 600 {
            encapsulation ppp-over-ether;
            vlan-id 600;
            pppoe-underlying-options {
                dynamic-profile ml-pp0-member-prot;
            }
        }
    }
}

Dynamic profile for dynamic PPPoEmember link IFL without mixedmode:

user@host# show dynamic-profilesmlp-pp0-member-profile
dynamic-profile mlp-pp0-member-profile {
     interface $"$junos-interface-ifd-name" {
        unit "$junos-interface-unit" {
            pppoe-options {
                underlying-interface "$junos-underlying-interface";
                server;
            }
            ppp-options {
                pap;
                chap;
                lcp-restart-timer 5000;
            } 
            family mlppp {
                bundle $junos-bundle-interface-name;
                service-interface si-5/1/0;
                dynamic-profile ml-bundle-prof; 
            }
            family inet 
        }
    }
 }

Dynamic profile for dynamic PPPoEmember link IFL with mixedmode:
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user@host# show dynamic-profilesmlp-pp0-member-profile
dynamic-profile ml-pp0-member-prof {
    routing-instances {
        "$junos-routing-instance" {
            interface "$junos-interface-name";
                routing-options {
                    access {
                        route $junos-framed-route-ip-address-prefix {
                            next-hop $junos-framed-route-nexthop;
                            metric $junos-framed-route-cost;
                            preference $junos-framed-route-distance;
                        }
                    }
                    access-internal {
                        route $junos-subscriber-ip-address {
                            qualified-next-hop $junos-interface-name;
                        }
                    }
                }
            }
        }
    }
    interfaces $"$junos-interface-ifd-name" {
        unit "$junos-interface-unit" {
            pppoe-options {
                underlying-interface "$junos-underlying-interface";
                server;
            }
            ppp-options {
                pap;
                chap;
                lcp-restart-timer 5000;
            } 
            family mlppp {
                bundle $junos-bundle-interface-name;
                service-interface si-5/1/0;
                dynamic-profile ml-bundle-prof;  
            }
            family inet { 
                unnumbered-address $junos-loopback-interface; 
                filter {
                    input "$junos-input-filter";
                    output "$junos-output-filter";
                }
            }
        }
class-of-service {
    traffic-control-profiles {
            tc-profile {
                scheduler-map "$junos-cos-scheduler-map";
                shaping-rate "$junos-cos-shaping-rate";
                overhead-accounting "$junos-cos-shaping-mode" bytes 
"$junos-cos-byte-adjust";
                guaranteed-rate "$junos-cos-guaranteed-rate";
                delay-buffer-rate "$junos-cos-delay-buffer-rate";
            }  
        }
        interfaces {
            "$junos-interface-ifd-name" {
                unit "$junos-interface-unit" {
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                    output-traffic-control-profile tc-profile;
                    classifiers {
                        dscp GEN-CLASSIFIER-IN;
                    }
                    rewrite-rules {
                        dscp GEN-RW-OUT-DSCP;
                    }
                }
            }
        }
    }
}

Verification

Confirm that the configuration is working properly.

• Verifying the Subscriber Information on page 346

• VerifyingMixedModeSupportwithaDynamicMLPPP-CapableSubscriberonpage347

• Verifying Tunneled PPPoE MLPPP Interfaces on page 349

Verifying the Subscriber Information

Purpose Verify that the subscriber information for dynamic MLPPP over PPPoE is correct.
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Action user@host> show subscribers extensive

Type: PPPoE
User Name: dual-stack-v4v6-user@example.com
Logical System: default
Routing Instance: default
Interface: pp0.1073741824
Interface type: Dynamic
Underlying Interface: ge-1/1/0.3000
Dynamic Profile Name: DS-lac-mlppp-link-ipv6
MAC Address: 00:00:5E:00:53:02
State: Active
PPP State: Tunneled
Local IP Address: 198.51.100.21
Remote IP Address: 198.51.100.22
Radius Accounting ID: 5
Session ID: 5
Bundle Session ID: 6
VLAN Id: 3000
Login Time: 2013-03-28 15:42:30 PDT

Type: MLPPP
Logical System: default
Routing Instance: default
Interface: si-1/1/0.1073741825
Interface type: Dynamic
Underlying Interface: si-1/1/0.1073741825
Dynamic Profile Name: DS-mlppp-bundle-ipv6
State: Active
PPP State: Tunneled
Local IP Address: N/A
Remote IP Address: N/A
Radius Accounting ID: 6
Session ID: 6
Underlying Session ID: 5
Login Time: 2013-03-28 15:42:30 PDT

Meaning When a PPPoE MLPPP session is tunneled, the bundle andmember link binding is

maintained. The PPP State setting for both bundle andmember link is set to Tunneled.

Although there is noNCPnegotiation over the bundle, the bundle session remains active.

VerifyingMixedMode Support with a DynamicMLPPP-Capable Subscriber

Purpose Verify that mixed-mode interfaces negotiated correctly for the single link PPP using a

dynamic MLPPP-capable subscriber.
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Action user@host> show interfaces extensive pp0.1073741832

Logical interface pp0.1073741832 (Index 489) (SNMP ifIndex 712)
   (Generation 299)
    Flags: Up Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 40,
      Session AC name: haverhill1, Remote MAC address: 00:00:5e:00:53:72,
      Underlying interface: ge-1/0/0.44 (Index 376)
    Traffic statistics:
     Input  bytes  :                 1213
     Output bytes  :                 1672
     Input  packets:                   41
     Output packets:                   49
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                  159
     Output bytes  :                 1424
     Input  packets:                   10
     Output packets:                   18
    Transit statistics:
     Input  bytes  :                 1054                    0 bps
     Output bytes  :                  248                    0 bps
     Input  packets:                   31                    0 pps
     Output packets:                   31                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
  Keepalive settings: Interval 45 seconds, Up-count 1, Down-count 3
  LCP state: Opened
  NCP state: inet: Opened, inet6: Opened, iso: Not-configured, mpls:
  Not-configured
  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 65531, Generation: 384, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary
        Destination: Unspecified, Local: 198.51.100.11, Broadcast: Unspecified,
        Generation: 297
    Protocol inet6, MTU: 65531, Generation: 385, Route table: 0
      Addresses, Flags: Is-Primary
        Destination: Unspecified, Local: 2030::1
    Generation: 298                     
        Destination: Unspecified, Local: fe80::2a0:a50f:fc64:6ef2
    Generation: 299

Meaning When a dynamicMLPPP-capable subscriber negotiates a single link PPP, the results are

the same as a non-MLPPP subscriber; no bundle IFL or SDB session is created.
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Verifying Tunneled PPPoEMLPPP Interfaces

Purpose Verify that the PPPoE MLPPPmember link IFL is correct.

Action user@host> show interfaces extensive pp0.1073756921

Logical interface pp0.1073756921 (Index 482) (SNMP ifIndex 706)
   (Generation 15542)
    Flags: Up Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 37,
      Session AC name: haverhill, Remote MAC address: 00:00:5e:00:53:82,
      Underlying interface: ge-1/0/0.2040 (Index 457)
    Traffic statistics:
     Input  bytes  :                  273
     Output bytes  :                  270
     Input  packets:                   13
     Output packets:                   10
    Local statistics:
     Input  bytes  :                  138
     Output bytes  :                  155
     Input  packets:                    6
     Output packets:                    3
    Transit statistics:
     Input  bytes  :                  135                    0 bps
     Output bytes  :                  115                    0 bps
     Input  packets:                    7                    0 pps
     Output packets:                    7                    0 pps
  Keepalive settings: Interval 45 seconds, Up-count 1, Down-count 3
  LCP state: Opened                     
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
mpls:
  Not-configured
  CHAP state: Closed
  PAP state: Closed
    Protocol inet, MTU: 1492, Generation: 15534, Route table: 0
      Flags: Sendbcast-pkt-to-re
    Protocol mlppp, Multilink bundle: si-1/0/0.1073756922
    Service device pool: sipool-1, Dynamic profile: ml-bundle-prof
    MTU: 1526, Generation: 15533, Route table: 0

Meaning WhenaPPPoEMLPPPsession is tunneled, the bundle andmember link binding remains.

Although thebundle IFLdoesnotparticipate in thecontrol and forwardingpath, it remains

in the user interface.

Related
Documentation

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 259

• Mixed Mode Support for MLPPP and PPP Subscribers Overview on page 263

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275

349Copyright © 2018, Juniper Networks, Inc.

Chapter 29: Configuring Dynamic MLPPP Subscribers for MX Series



Copyright © 2018, Juniper Networks, Inc.350

Broadband Subscriber VLANs and Interfaces Feature Guide



CHAPTER 30

Configuring Dynamic PPP Subscriber
Services

• Dynamic PPP Subscriber Services for Static MLPPP Interfaces Overview on page 351

• Hardware Requirements for PPP Subscriber Services on Non-Ethernet

Interfaces on page 352

• Configuring PPP Subscriber Services for MLPPP Bundles on page 352

• Enabling PPP Subscriber Services for Static Non-Ethernet Interfaces on page 353

• Attaching Dynamic Profiles to MLPPP Bundles on page 353

• Example: MinimumMLPPP Dynamic Profile on page 354

• Example: Configuring CoS on Static LSQMLPPP Bundle Interfaces on page 354

Dynamic PPP Subscriber Services for Static MLPPP Interfaces Overview

Dynamic subscriber services are supported for MLPPP bundle interfaces, with certain

interface and hardware restrictions. See “Hardware Requirements for PPP Subscriber

ServicesonNon-Ethernet Interfaces”onpage352.MulticlassMLPPPenables the relative

prioritization of up to eight classes of traffic over an MLPPP bundle, but only on link

services intelligent queuing (IQ) (LSQ) interfaces.

RADIUS previously supported only authentication for MLPPP. Address management,

service deactivation, and dynamic selection of subscriber properties based on RADIUS

user ID are now also supported.

RADIUS candynamically allocate IPv4 addresses forMLPPPconnections.When the first

subscriber logs in, an address is allocated. The same address is allocated to all links in

a bundle. Any other address provided for any of the links is ignored. The IP address is

released for re-allocation when the last member link in a bundle logs out. Similar to the

address allocation, the services configured for the first subscriber to log in are configured

for all subsequent subscribers in the bundle.

TheAcct-Multi-Session-Id [50]attributeenablesRADIUS to linkmultiple relatedsessions

into a single log file. RADIUS uses the session database (SDB) bundle session ID for the

value of Acct-Multi-Session-Id. This bundle ID enables RADIUS to initiate a disconnect

for an entire bundle. By tracking the member link sessions, RADIUS is also able to

disconnect the individual member links in a bundle.
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The Acct-Link-Count [51] attribute records the number of links present in a multilink

session at the time the accounting record is generated.

Related
Documentation

Hardware Requirements for PPP Subscriber Services on Non-Ethernet Interfaces on

page 352

•

• Configuring PPP Subscriber Services for MLPPP Bundles on page 352

Hardware Requirements for PPP Subscriber Services on Non-Ethernet Interfaces

PPP subscriber services are supported for MLPPP bundle interfaces. These services

require the following hardware:

• MX Series router

• Channelized DS3/E3 Enhanced IP PIC (PB-4CHDS3-E3-IQE-BNC) to support MLPPP

subscriber access

• An Adaptive Services PIC or Multiservices PIC to support subscriber services on LSQ

MLPPP bundle interfaces

Subscriber services are not supported for single-link PPP interfaces with this hardware.

Related
Documentation

Dynamic PPP Subscriber Services for Static MLPPP Interfaces Overview on page 351•

Configuring PPP Subscriber Services for MLPPP Bundles

You can configure PPP subscriber services for static LSQMLPPP bundle interfaces.

To configure PPP subscriber services for static LSQMLPPP bundle interfaces:

1. Enable PPP subscriber services for the interfaces.

See “EnablingPPPSubscriberServices forStaticNon-Ethernet Interfaces”onpage353.

2. Attach a dynamic profile to the MLPPP bundle interface.

See “Attaching Dynamic Profiles to MLPPP Bundles” on page 353.

Related
Documentation

Hardware Requirements for PPP Subscriber Services on Non-Ethernet Interfaces on

page 352

•

• Example: MinimumMLPPP Dynamic Profile on page 354

• Example: Configuring CoS on Static LSQMLPPP Bundle Interfaces on page 354
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Enabling PPP Subscriber Services for Static Non-Ethernet Interfaces

You can enable PPP subscriber services for certain non-Ethernet interface types on

particular associated PICs. Supported interfaces are listed in “Hardware Requirements

for PPP Subscriber Services on Non-Ethernet Interfaces” on page 352.

To enable PPP subscriber services on supported non-Ethernet interfaces:

• Configure PPP subscriber services.

[edit chassis]
user@host# set ppp-subscriber-services enable

To disable PPP subscriber services on supported non-Ethernet interfaces:

• Disable PPP subscriber services.

[edit chassis]
user@host# set ppp-subscriber-services disable

Related
Documentation

For hardware requirements, see Hardware Requirements for PPP Subscriber Services

on Non-Ethernet Interfaces on page 352

•

• Configuring PPP Subscriber Services for MLPPP Bundles on page 352

Attaching Dynamic Profiles toMLPPP Bundles

You can attach a dynamic profile to a static MLPPP bundle interface. When a PPP

subscriber logs in on amember link, the specified dynamic profile is instantiated and the

services defined in the profile are applied to the LSQ bundle interface.

To attach a dynamic profile to a static LSQMLPPP bundle interface:

1. Specify that you want to configure PPP options.

[edit interfaces lsq-3/3/0 unit 0]
user@host# edit ppp-options

2. Specify the dynamic profile you want to associate with the interface.

[edit interfaces lsq-3/3/0 unit 0 ppp-options]
user@host# set dynamic-profile vod-profile-50

Related
Documentation

Hardware Requirements for PPP Subscriber Services on Non-Ethernet Interfaces on

page 352

•

• Configuring PPP Subscriber Services for MLPPP Bundles on page 352
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• Dynamic Profiles Overview

• Configuring PPP Subscriber Services for MLPPP Bundles on page 352

• Example: MinimumMLPPP Dynamic Profile on page 354

• Example: Configuring CoS on Static LSQMLPPP Bundle Interfaces on page 354

Example: MinimumMLPPPDynamic Profile

This example shows theminimum configuration for a dynamic profile that is used for

static LSQMLPPP bundle interfaces.

dynamic-profiles {
mlppp-profile-1 {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";

}
}

}
}

Related
Documentation

Attaching Dynamic Profiles to MLPPP Bundles on page 353•

Example: Configuring CoS on Static LSQMLPPP Bundle Interfaces

This example shows how to configure dynamic subscriber services on MLPPP bundle

interfaces. The MLPPP bundles must be configured on link services intelligent queuing

(IQ) (LSQ) interfaces. The MLPPP interfaces must be statically configured.

To configure dynamic subscriber services on static LSQMLPPP bundle interfaces:

1. Configure class of service features for the LSQ interfaces.

[edit]
class-of-service
classifiers {
inet-precedence inet_classifier {
forwarding-class best-effort {
loss-priority low code-points 000;

}
forwarding-class expedited-forwarding {
loss-priority low code-points 011;

}
forwarding-class assured-forwarding {
loss-priority low code-points 100;

}
}

}
fragmentation-maps {
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sample-fragmap {
forwarding-class {
best-effort {
fragment-threshold 1000;
multilink-class 1:

}
assured-forwarding {
fragment-threshold 1000;
multilink-class 2:

}
expedited-forwarding {
multilink-class 3:

}
}

}
}
forwarding-classes {
queue 0 best-effort;
queue 1 expedited-forwarding;
queue 2 assured-forwarding;

}
# traffic classifiers are statically defined
network traffic interface{
classifiers {
inet-precedence inet_classifier;

}
}

scheduler-maps {
allthree {
forwarding-class best-effort scheduler be-scheduler;
forwarding-class expedited-forwarding scheduler hiprior-sched;
forwarding-class assured-forwarding scheduler vpn-sched;

}
}
schedulers {
be-scheduler {
transmit-rate percent 30;
priority low;

}
hiprior-scheduler {
transmit-rate percent 40;
priority strict-high;

}
vpn-sched {
transmit-rate percent 30;
medium-high;

}
}

}

2. Configure the MLPPP bundle interfaces and the LSQ interfaces.
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[edit interfaces]
t1-3/1/0:1:1 {
keepalives interval 600;
encapsulation ppp;
unit 0 {
ppp-options {
lcp-restart-timer 5000;

}
family mlppp {
bundle lsq-3/3/0.0;

}
}

}
t1-3/1/0:1:2 {
keepalives interval 600;
encapsulation ppp;
unit 0 {
ppp-options {
lcp-restart-timer 5000;

}
family mlppp {
bundle lsq-3/3/0.0;

}
}

}
lsq-3/3/0 {
unit 0 {
encapsulationmultilink-ppp;
multilink-max-classes 4;
ppp-options {
ncp-restart-timer 10000;
dynamic-profile mlppp-profile;

}
family inet {
address 192.168.1.1/32 {
destination 192.168.25.45;

}
}

}
}

3. Configure the dynamic profile that is applied to the MLPPP bundle interfaces.

[edit]
dynamic-profiles {
mlppp-profile {
interfaces {
"$junos-interface-ifd-name" {
unit junos-underlying-interface-unit" {
family inet {
filter {
input "$junos-input-filter";
output "$junos-output-filter";

}
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}
}

}
}
class-of-service {
interfaces {
"$junos-interface-ifd-name" {
unit junos-underlying-interface-unit" {
output-traffic-control-profile tcp1;
fragmentation-map sample-fragmap;

}
}

}
traffic-control-profiles {
tcp1 {
scheduler-map "junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";
delay-buffer-rate "$junos-cos-delay-buffer-rate";

}
}
scheduler-maps {
data_smap {
forwarding-class be scheduler data_sch;

}
}
schedulers {
be_sch {
...

}
}

}
}

}

Related
Documentation

• Hardware Requirements for PPP Subscriber Services on Non-Ethernet Interfaces on

page 352

• Layer 2 Service Package Capabilities and Interfaces
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CHAPTER 31

Monitoring and Managing MLPPP for
Subscriber Access

• MLPPP Subscriber Accounting Statistics Overview on page 360
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MLPPP Subscriber Accounting Statistics Overview

For broadband subscriber management edge router Point-to-Point Protocol (PPP)

subscribers, the accounting statistics contain two groups:

• The aggregate (IPv4 and IPv6) statistics group consists of statistics reported through

these RADIUS attributes: Acct-Input-Octets, Acct-Output-Octets, Acct-Input-Packets,

and Acct-Output-Packets.

• The IPv6portionof theaggregatestatisticsgroup reported through the JuniperNetworks

ERX-VSAs 151 through 156.

Broadband subscriber management edge router PPP logical interfaces (IFLs) support

accurate accounting statistics by excluding PPP control traffic, and incrementing packet

and octets at the point where the packet is about to leave the router. The packet is not

dropped by CoS, filters, or policers.

For MLPPP subscribers, accounting is performed for eachmember link (currently limited

to one) and not the bundle. The bundle IFL supports accurate accounting statistics only,

and themember link supports transit statistics only. As a result, the following restrictions

apply for member link final aggregate statistics:

• Only aggregate statistics are available with no IPv6 specific statistics; for example,

ERX-VSA 151 to 156 are all zeros.

• Packets sentand receivedover themember link include fragmentsandnon-fragmented

packets.

• Octets sent and received are bytes in the fragments and non-fragmented packets.

• Aggregate statistics include packets that can be dropped in the router, such as CoS,

filters, and policers.

• Aggregate statistics include PPP control packets (LCP, PAP, CHAP, and NCP) and

keepalive packets.

The following topics describe the statistics collection process in the lookup engine for

member links and its bundle.

• Member Link and Bundle Statistics Collection on page 360

• RADIUS Final Statistics Output Example on page 362

Member Link and Bundle Statistics Collection

MLPPPwithMPC2currently supportsonlyonemember linkperbundle.However, support

for accounting statisticsmust consider a truemultilink scenario wheremultiplemember

links exist per bundle. From the lookup engine, only the bundle has the ability tomaintain

Layer 3 statistics. For an individual member link, only protocol-agnostic fragments (plus

non-fragmented packets) are counted.

Figure 21 on page 361 shows an MLPPP client with two active member links and the

statistics maintained by the lookup engine. For MLPPPwith MPC2, eachmember link
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and bundle can reside on different lookup engines fromwhere the accounting statistics

are maintained.

Figure 21: MLPPP Client with Two Active Member Links

Client-to-Internet Traffic Statistics

When the client sends IP packets towards the Internet, they may be fragmented. For

example, packet P1 is fragmented into F1 and F2, and the fragments belonging to a single

packet can be sent on different links (Figure 21 on page 361).

• F1 is sent on Link 1

• F2 is sent on Link 2

When Link 1 on the MX Series receives fragment F1, it is identified as an MLPPP

encapsulated fragment.Because IPv4or IPv6 familiesare indicatedon the first fragment,

all of the incoming fragments are counted using a protocol-agnostic method before the

fragment is forwarded to the bundle for reassembly.

• The protocol-agnostic incoming packet count is incremented by 1.

• The protocol-agnostic incoming byte count is incremented by the size of the fragment.

Similarly on Link 2, fragment F2 is also counted using a protocol-agnostic method, and

then forwarded to the bundle for reassembly.

Fragment F1 arrives at the bundle and is stored along with its MLPPP header containing

the sequence number with the begin flag set to 0, and the end flag set to 1.

Fragment F2 arrives at the bundle and is stored along with its MLPPP header containing

the sequence number with the begin flag set to 1, and the end flag set to 0.

The pattern of monotonically increasing sequence numbers, begin flag set to 1 and end

flag set to 1, causes fragments F1 and F2 to be reassembled into a single packet.

After the packet has been reassembled, the packet's Layer 3 type (either IPv4 or IPv6)

is determined at the bundle. Then, the packets and bytes are counted according to its

Layer 3 type at the bundle based on accurate accounting statistics:

• bundleA_ipv4_packets_from_client += 1

• bundleA_ipv4_bytes_from_client += packet_size

Or

• bundleA_ipv6_packets_from_client += 1
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• bundleA_ipv6_bytes_from_client += packet_size

Internet-to-Client Traffic Statistics

In the reverse direction, Layer 3 packets come from the Internet to the bundle.

The packets and bytes are counted according to its Layer 3 type at the bundle:

• bundleA_ipv4_packets_to_client += 1

• bundleA_ipv4_bytes_to_client += packet_size

Or

• bundleA_ipv6_packets_to_client += 1

• bundleA_ipv6_bytes_to_client += packet_size

If the packets are fragmented, the fragments belonging to the same packet can be sent

out different links. Because no IPv4 or IPv6 families are indicated on the links, all of the

outgoing fragments are counted using a protocol-agnostic method.

• The protocol-agnostic outgoing packet count is incremented by 1.

• The protocol-agnostic outgoing byte count is incremented by the size of the fragment.

RADIUS Final Statistics Output Example

The following output example shows RADIUS final statistics:

User-Name = "user@example.com"
        Acct-Status-Type = Stop
        Acct-Session-Id = "786"
        Acct-Multi-Session-Id = "787"
        Acct-Input-Octets = 1068151928
        Acct-Output-Octets = 4268692096
        Acct-Session-Time = 61965
        Acct-Input-Packets = 406636696
        Acct-Output-Packets = 357477811
        Acct-Terminate-Cause = Lost-Carrier
        Service-Type = Framed-User
        Framed-Protocol = PPP
        Framed-IPv6-Pool = "v6-pool-21"
        Acct-Authentic = RADIUS
        Acct-Delay-Time = 0
        ERX-Dhcp-Mac-Addr = "0090.1a41.ec2d"
        Event-Timestamp = "Oct 19 2012 10:31:03 IST"
        Framed-IP-Address = 10.0.0.3
        Framed-IP-Netmask = 255.0.0.0
        ERX-Input-Gigapkts = 0
        Acct-Input-Gigawords = 6
        NAS-Identifier = "kalka"
        NAS-Port = 306184213
        NAS-Port-Id = "ge-1/1/9.21:21"
        NAS-Port-Type = Ethernet
        ERX-Output-Gigapkts = 0
        Acct-Output-Gigawords = 4
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        ERX-Attr-151 = 0x00000000
        ERX-Attr-152 = 0x00000000
        ERX-Attr-153 = 0x00000000
        ERX-Attr-154 = 0x00000000
        ERX-Attr-155 = 0x00000000
        ERX-Attr-156 = 0x00000000
        NAS-IP-Address = 10.1.1.2
        Acct-Unique-Session-Id = "03eeef735aef3520"
        Timestamp = 1350604541
        Request-Authenticator = Verified

Related
Documentation

• MLPPP Bundles and Inline Service Logical Interfaces Overview on page 275

• MLPPP Support for LNS and PPPoE Subscribers Overview on page 259

• Supported Features for MLPPP LNS and PPPoE Subscribers on the MX Series on

page 262
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PART 5

Configuring ATM for Subscriber Access

• Configuring ATM to Deliver Subscriber-Based Services on page 367

• Configuring PPPoE Subscriber Interfaces Over ATM on page 381

• Configuring ATM Virtual Path Shaping on ATMMICs with SFP on page 403

• Configuring Static Subscriber Interfaces over ATM on page 407

• Verifying and Managing ATM Configurations on page 433
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CHAPTER 32

Configuring ATM to Deliver
Subscriber-Based Services

• ATM for Subscriber Access Overview on page 367

• ATM for Subscriber Access Encapsulation Types Overview on page 372

• Guidelines for Configuring ATM for Subscriber Access on page 374

• Configuring ATM for Subscriber Access on page 375

• Configuring ATM Virtual Path Shaping on ATMMICs with SFP on page 377

ATM for Subscriber Access Overview

By using the ATMModular Interface Card (MIC) with small form-factor pluggable

transceiver (SFP) and a supportedModular Port Concentrator (MPC), you can configure

the MX Series router to support configurations that enable subscribers to access the

router over an ATM network using ATM Adaptation Layer 5 (AAL5) permanent virtual

connections (PVCs).Using theseconfigurationsenables thedelivery of subscriber-based

services, such as class of service (CoS) and firewall filters, for subscribers accessing the

router over an ATM network.

• Supported Configurations for ATM Subscriber Access on page 368

• PPP-over-Ethernet-over-ATM Configurations on page 368

• Routed IP-over-ATM Configurations on page 368

• Bridged IP-over-Ethernet-over-ATM Configurations on page 369

• PPP-over-ATM Configurations on page 369

• Concurrent PPP-over-Ethernet-over-ATM and IP-over-Ethernet-over-ATM

Configurations on page 370

• Configuration and Encapsulation Types for ATM Subscriber Access on page 371

• ATM Virtual Path Shaping on ATMMICs with SFP on page 371
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Supported Configurations for ATMSubscriber Access

OnMX Series routers with MPC/MIC interfaces that use the ATMMIC with SFP (Model

Number MIC-3D-8OC3-2OC12-ATM), you can create the following configurations to

enable subscribers to access the router over an ATM network using ATM Adaptation

Layer 5 (AAL5) permanent virtual connections (PVCs):

• PPP-over-Ethernet-over-ATM

• Routed IP-over-ATM

• Bridged IP-over-Ethernet-over-ATM

• PPP-over-ATM

• Concurrent PPP-over-Ethernet-over-ATM interfaces and IP-over-Ethernet-over-ATM

interfaces on a single ATM PVC

PPP-over-Ethernet-over-ATMConfigurations

PPP-over-Ethernet-over-ATM(PPPoE-over-ATM)configurationssupportbothstatically

created and dynamically created PPPoE (pp0) logical subscriber interfaces over static

ATM underlying interfaces. Most PPPoE and subscriber services features supported on

terminated connections and tunneled (L2TP access concentrator, or LAC) connections

are also supported for access to an MX Series router over an ATM network.

PPPoE-over-ATM configurations require static configuration of the underlying ATM

physical interface and ATM logical interface. You can configure the PPPoE (pp0)

subscriber interface either dynamically, by means of a dynamic profile, or statically. You

must also configure the ATM underlying interface with PPPoE-over-ATM logical link

control (LLC) encapsulation (encapsulation ppp-over-ether-over-atm-llc).

Using dynamic PPPoE-over-ATM configurations for ATM subscriber access enables you

toconfigureanMXSeries router todynamically createPPPoE logical subscriber interfaces

over static ATM underlying interfaces only when needed; that is, when a subscriber logs

in on the associated underlying interface. Dynamic PPPoEover static ATMconfigurations

are not supported on M Series routers and T Series routers.

Optionally, you can dynamically or statically apply subscriber services such as class of

service (CoS) and firewall filters to the PPPoE (pp0) subscriber interface. For

PPPoE-over-ATM configurations that create a dynamic PPPoE subscriber interface, you

can configure CoS attributes and firewall filters in the dynamic profile that defines the

pp0 subscriber interface. For PPPoE-over-ATMconfigurations that create a static PPPoE

subscriber interface, you can statically configure CoS attributes and firewall filters as

you would for any static interface configured on an MX Series router.

Routed IP-over-ATMConfigurations

Routed IP-over-ATM (IPoA) configurations support statically created IPv4 and IPv6

logical subscriber interfaces over static ATM underlying interfaces. IPoA configurations

are typically used to implement business digital subscriber line (DSL) connections that

do not require connection negotiation for address assignment.
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IPoA configurations require static configuration of the ATM underlying interface, IPv4

interface, IPv6 interface, CoS attributes, and firewall fiters. Dynamic configuration of

these components is not supported.

To configure IPoA subscriber access, specify either of the following encapsulation types

on the ATM underlying interface:

• For IPoA encapsulation with logical link control (LLC), configure ATM subnetwork

attachment point (SNAP) encapsulation (encapsulation atm-snap).

• For IPoA encapsulation with virtual circuit (VC) multiplexing, configure ATM VC

multiplex encapsulation (encapsulation atm-vc-mux).

Optionally, youcanstatically configure subscriber services suchasCoSand firewall filters

and apply them to the IPv4 or IPv6 interface; you cannot use a dynamic profile for this

purpose.

Bridged IP-over-Ethernet-over-ATMConfigurations

Bridged IP-over-Ethernet-over-ATM (IPoE-over-ATM) configurations support statically

created IPv4 and IPv6 logical subscriber interfaces over static ATMunderlying interfaces.

Like IPoA configurations, IPoE-over-ATM configurations are typically used in topologies

that do not require connection negotiation for address assignment.

For bridged IP-over-Ethernet-over-ATM configurations on anMX Series router, youmust

configure the ATM underlying interface with Ethernet-over-ATM LLC encapsulation

(encapsulation ether-over-atm-llc).

IPoE-over-ATMconfigurations require static configurationof theATMunderlying interface,

IP interface,CoSattributes, and firewall fiters.Dynamicconfigurationof thesecomponents

is not supported.Optionally, you can statically configure subscriber services suchas class

of service (CoS) and firewall filters and apply them to the IPv4 or IPv6 interface; you

cannot use a dynamic profile for this purpose.

PPP-over-ATMConfigurations

PPP-over-ATM(PPPoA) configurations support statically createdPPP logical subscriber

interfaces over static ATM underlying interfaces. Most features supported for PPPoE

configurations are also supported for PPP access to an MX Series router over an ATM

network.

PPPoA configurations require static configuration of the ATM underlying interface and

PPP subscriber interface.

To configure PPPoA subscriber access, youmust configure either of the following

encapsulation types on each PPP logical subscriber interface:

• For PPPoA encapsulation with logical link control (LLC), configure PPP-over-AAL5

LLC encapsulation (encapsulation atm-ppp-llc).

• For PPPoA encapsulation with virtual circuit (VC) multiplexing, configure

PPP-over-AAL5multiplex encapsulation (encapsulation atm-ppp-vc-mux).
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Optionally, you can use dynamic profiles to dynamically or statically apply subscriber

services, such asCoSattributes and firewall filters, to the static PPP subscriber interface.

Configuring CoS and firewall filters in this manner enables you to efficiently and

economically provide these services to PPP subscribers accessing the router over an

ATM network.

Concurrent PPP-over-Ethernet-over-ATM and IP-over-Ethernet-over-ATMConfigurations

You can configure subscriber interfaces for both PPPoE-over-ATM and IPoE-over-ATM

concurrently on a single ATM PVC. IPoE-over-ATM includes support for both

IPv4-over-Ethernet-over-ATM interfaces and IPv6-over-Ethernet-over-ATM interfaces.

In concurrent PPPoE-over-ATM and IPoE-over-ATM configurations, you define the ATM

logical interface with IPoE-over-ATM encapsulation and specify PPPoE-over-ATM as a

supported family. The PPPoE-over-ATM underlying interface with IPoE-over-ATM

encapsulationprocessesPPPoEDiscoverypackets toestablish thePPPoEsession.When

the PPPoE-over-ATM session is established, the router processes PPPoE-over-ATM

sessionpacketsandappliesPPPoE-over-ATM–specific featureson thePPPoE-over-ATM

session interface.

To configure concurrent PPPoE-over-ATM and IPoE-over-ATM subscriber interfaces on

a single ATM PVC, you configure the ATM logical interface with Ethernet-over-ATM LLC

encapsulation (encapsulation ether-over-atm-llc). You then configure PPPoE-over-ATM

as a supported family. When the router detects the IPoE-over-ATM encapsulation and

PPPoE-over-ATM as a supported family, it identifies the configuration as concurrently

supporting both PPPoE-over-ATM and IPoE-over-ATM on the same ATM PVC.

TheconcurrentPPPoE-over-ATMand IPoE-over-ATMconfiguration supportsall features

specific to PPPoE-over-ATM interfaces and IPoE-over ATM interfaces, with no changes.

These features include the following:

• Class of service (CoS)

• Traffic control profiles with ATM virtual path (VP) shaping and ATM virtual circuit (VC)

shaping

• Firewall filters

• PPPoE-over ATM L2TP access concentrator (LAC) support

• Interface statistics

• PPPoE-over-ATM statistics

• Graceful Routing Engine switchover (GRES)

• Unified in-service software upgrade (unified ISSU)

• Dynamic Address Resolution Protocol (ARP)

• Framed IP addresses and address-assignment pools
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Configuration and Encapsulation Types for ATMSubscriber Access

You use the same basic statements, commands, and procedures to create, verify, and

manage PPPoE-over-ATM, IPoA, IPoE-over-ATM, and PPPoA configurations as the

statements, commands, and procedures you use for static configurations on M Series

routers andTSeries routers, and for dynamicPPPoE configurations onMXSeries routers.

A critical element of configuring ATM subscriber access is ensuring that you specify the

correct encapsulation type for the ATM logical interface. The encapsulation type you use

dependson thesupportedconfigurationand, for IPoAandPPPoAconfigurations,whether

youwant to configure an encapsulation type that uses logical link control (LLC) or virtual

circuit (VC) multiplexing.

ATMVirtual Path Shaping on ATMMICswith SFP

OnMX Series routers with Modular Port Concentrator (MPC) interfaces and an ATM

Modular InterfaceCard(MIC)withsmall form-factorpluggable transceiver (SFP) installed,

you can configure class of service (CoS) hierarchical shaping for the traffic carried on an

ATM virtual path (VP). Traffic shaping helps youmanage and regulate the traffic flow in

your network by shaping the traffic on the VP to a specified rate. With traffic shaping,

you can better control the traffic flow to avoid network congestion, and ensure that the

traffic adheres to the class-of-service policies you set for it.

To configure hierarchical VP shaping on an ATMMIC with SFP (Model number

MIC-3D-8OC3-2OC12-ATM), youmust configure an interface set that consists of the

ATM logical interface units on the ATM physical interface. Themembers of the interface

set must all share the same virtual path identifier (VPI) and have different virtual circuit

identifiers (VCIs). You then define one or more CoS traffic control profiles that include

the ATM service category (atm-service) and the peak cell rate (peak-rate), sustained cell

rate (sustained-rate), andmaximum burst size (max-burst-size) parameters.

The ATM service category works in conjunction with the peak cell rate, sustained cell

rate, andmaximum burst size ATM cell parameters to shape the traffic leaving the

interface. Finally, you apply a specified traffic control profile to the output traffic at the

interface set and at each of its member ATM logical interfaces.

In the queueing model used for ATM VP hierarchical shaping on ATMMICs with SFP, the

ATM physical interface functions as a level 1 scheduler node, the interface set containing

the ATM logical interfaces functions as a level 2 scheduler node, and the ATM logical

interfaces function as level 3 scheduler nodes.

The following configuration requirements apply to ATM VP shaping on ATMMICs with

SFP:

• All ATM interfaces that belong to the same interface set must share the same virtual

path identifier (VPI) and have a unique virtual circuit identifier (VCI).

• The ATM interface set can include only ATM interfaces. It cannot include Ethernet

interfaces.

• The ATM interface set cannot include PPPoE over ATM interfaces, but it can include

the underlying ATM interface over which PPPoE over ATM is carried.
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Related
Documentation

ATM for Subscriber Access Encapsulation Types Overview on page 372•

• Understanding Hierarchical Scheduling for MIC and MPC Interfaces

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

• Configuring Concurrent PPPoE-over-ATM and IPoE-over-ATM Subscriber Interfaces

on an ATM PVC on page 381

• Configuring ATM Virtual Path Shaping on ATMMICs with SFP on page 377

ATM for Subscriber Access Encapsulation Types Overview

To enable subscriber access to anMX Series router over an ATM network, you can create

any of the following configurations on Modular Port Concentrator/Modular Interface

Card (MPC/MIC) interfaces that use the ATMMIC with SFP:

• PPP-over-Ethernet-over-ATM (PPPoE-over ATM) with a dynamic or static PPPoE

(pp0) subscriber interface over a static ATM underlying interface

• Routed IP-over-ATM (IPoA)with a static IPv4 or IPv6 subscriber interface over a static

ATM underlying interface

• Bridged IP-over-Ethernet-over-ATM (IPoE-over-ATM) with a static IPv4 or IPv6

subscriber interface over a static ATM underlying interface

• PPP-over-ATM (PPPoA) with a static PPP subscriber interface over a static ATM

underlying interface

• Concurrent PPP-over-Ethernet-over-ATM interfaces and IP-over-Ethernet-over-ATM

interfaces on a single ATM PVC

As part of the configuration procedure, youmust specify the appropriate encapsulation

type for your configuration on the ATM logical interface.

Table 12 on page 372 lists and describes the encapsulation type youmust specify as part

of the encapsulation statement when you configure the ATM logical interface for each

supported configuration.

Table 12: Encapsulation Types for Supported ATM Subscriber Access Configurations

DescriptionEncapsulation Type
ATM Subscriber Access
Configuration

PPPoE-over-ATMencapsulation
with logical link control (LLC)

ppp-over-ether-over-atm-llcPPPoE-over-ATMwith
dynamic pp0 subscriber
interface
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Table 12: Encapsulation Types for Supported ATM Subscriber Access
Configurations (continued)

DescriptionEncapsulation Type
ATM Subscriber Access
Configuration

PPPoE-over-ATMencapsulation
with LLC

ppp-over-ether-over-atm-llcPPPoE-over-ATMwith static
pp0 subscriber interface

ATM subnetwork attachment
point (SNAP) encapsulation for
IPoA with LLC

atm-snapIP-over-ATM (IPoA)

ATMVCmultiplexencapsulation
for IPoA with virtual circuit (VC)
multiplexing

atm-vc-mux

Ethernet-over-ATM
encapsulation with LLC

ether-over-atm-llcIP-over-Ethernet-over-ATM
(IPoE-over-ATM)

and

Concurrent IPoE-over-ATM
and PPPoE-over-ATM
subscriber interfaces on a
single ATM VC

PPP-over-AAL5 encapsulation
with LLC

atm-ppp-llc (for PPPoA with
logical link control)

PPP-over-ATM (PPPoA)

PPP-over-AAL5 encapsulation
with VCmultiplexing

atm-ppp-vc-mux (for PPPoA
with virtual circuit
multiplexing)

Related
Documentation

ATM for Subscriber Access Overview on page 367•

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

• Configuring Concurrent PPPoE-over-ATM and IPoE-over-ATM Subscriber Interfaces

on an ATM PVC on page 381
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Guidelines for Configuring ATM for Subscriber Access

The following guidelines apply when you configure PPP-over-Ethernet-over-ATM

(PPPoE-over-ATM), IP-over-ATM (IPoA), IP-over-Ethernet-over-ATM (IPoE-over-ATM),

PPP-over-ATM (PPPoA), and concurrent PPPoE-over-ATM and IPoE-over-ATM

configurations for ATM subscriber access. You can create these configurations on

MX Series routers with Modular Port Concentrator/Modular Interface Card (MPC/MIC)

interfaces that use the ATMMIC with SFP.

For all supported ATM subscriber access configurations:

• Make sure you specify the correct encapsulation type on the ATM logical interface for

your configuration, as described in “ATM for Subscriber Access Encapsulation Types

Overview” on page 372.

For PPPoE-over-ATM configurations:

• For dynamic or static PPPoE-over-ATM configurations, including concurrent

PPPoE-over-ATM and IPoE-over-ATM subscriber interfaces on a single ATM PVC,

specify PPPoE-specific options at the [edit interfaces interface-name unit

logical-unit-number family pppoe] hierarchy level. Specifying PPPoE-specific options

at the [edit interfaces interface-nameunit logical-unit-numberpppoe-underlying-options]

hierarchy level is not supported for these configurations.

• For dynamic or static PPPoE-over-ATM configurations, youmust configure the router

to act as a PPPoE server (also known as a remote access concentrator). Configuring

the router to act as a PPPoE client is not supported in these configurations.

• For dynamic PPPoE-over-ATM configurations, issue the dynamic-profile profile-name

statement at the [edit interfaces interface-name unit logical-unit-number family pppoe]

hierarchy level to associate the ATM logical interface with the dynamic profile that

defines the PPPoE subscriber interface.

For static IPoA and IPoE-over-ATM configurations:

• Specify interface-specific options at the [edit interfaces interface-name unit

logical-unit-number family inet] hierarchy level (for IPv4) or at the [edit interfaces

interface-name unit logical-unit-number family inet6] hierarchy level (for IPv6).

For static PPPoA configurations:

• Specify PPP-specific options at the [edit interfaces interface-name unit

logical-unit-number ppp-options] hierarchy level.

Related
Documentation

ATM for Subscriber Access Overview on page 367•

• ATM for Subscriber Access Encapsulation Types Overview on page 372

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383
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• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

• Configuring Concurrent PPPoE-over-ATM and IPoE-over-ATM Subscriber Interfaces

on an ATM PVC on page 381

Configuring ATM for Subscriber Access

OnMX Series routers with MPC/MIC interfaces that use the ATMMIC with SFP, you can

create the following configurations to enable subscribers to access the router over an

ATM network using ATM Adaptation Layer 5 (AAL5) permanent virtual connections

(PVCs):

• PPP-over-Ethernet-over-ATM (PPPoE-over ATM) with a dynamic PPPoE (pp0)

subscriber interface over a static ATM underlying interface

• PPP-over-Ethernet-over-ATM(PPPoE-overATM)withastaticPPPoE(pp0) subscriber

interface over a static ATM underlying interface

• Routed IP-over-ATM (IPoA)with a static IPv4 or IPv6 subscriber interface over a static

ATM underlying interface

• Bridged IP-over-Ethernet-over-ATMwith a static IPv4or IPv6 subscriber interface over

a static ATM underlying interface

• PPP-over-ATM (PPPoA) with a static PPP subscriber interface over a static ATM

underlying interface

• Concurrent PPP-over-Ethernet-over-ATM interfaces and IP-over-Ethernet-over-ATM

interfaces on a single ATM PVC

Before you begin:

1. Make sure theMXSeries router you are using hasModular Port Concentrator/Modular

Interface Card (MPC/MIC) interfaces and an ATMMIC with SFP (Model Number

MIC-3D-8OC3-2OC12-ATM) installed and operational.

• For information about compatible MPCs for the ATMMIC with SFP, see theMX

Series Interface Module Reference.

• For information about installing MPCs and MICs in an MX Series router, see the

Hardware Guide for your MX Series router model.

2. Make sure you understand how to configure and use static ATM interfaces.

See ATM Interfaces Overview.

3. If your configuration includes dynamic profiles for PPPoE, class of service (CoS)

attributes, or standard firewall filters, make sure you understand how to configure

these attributes and apply them to the subscriber interface.
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• ForPPPoEdynamicprofiles, see “ConfiguringDynamicPPPoESubscriber Interfaces”

on page 170

• For CoS configuration, seeConfiguring Traffic Scheduling and Shaping for Subscriber

Access

• For standard firewall flter configuration, seeGuidelines for Configuring Firewall Filters

and Guidelines for Applying Standard Firewall Filters

To configure ATM for subscriber access on an MX Series router:

1. ForaPPPoE-over-ATMconfigurationwithadynamicPPPoE(pp0) subscriber interface,

create a dynamic profile that defines the pp0 subscriber interface.

See “Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM” on

page 383.

2. Configure one or more virtual path identifiers (VPIs) on the ATM physical interface.

3. Configure the ATM logical subscriber interface.

a. Configure the appropriate encapsulation type for your configuration.

See “ATM for Subscriber Access Encapsulation Types Overview” on page 372.

b. Configurea virtual circuit identifier (VCI) for eachVPI configuredon theATM logical

interface.

c. Configure other interface-specific properties as needed for your configuration.

See “Guidelines for Configuring ATM for Subscriber Access” on page 374.

4. For static PPPoE-over-ATM configurations, define the static PPPoE (pp0) subscriber

interface at the [edit interfaces pp0 unit logical-unit-number] hierarchy level.

See “Example:ConfiguringaStaticPPPoESubscriber InterfaceoverATM”onpage393.

5. (Optional) Configure RADIUS server options for ATM.

See Configuring RADIUS Server Options for Subscriber Access and Configuring the

RADIUS NAS-Port Extended Format for ATM Interfaces.

6. (Optional) Verify the configuration for ATM subscriber access.

See “Verifying andManaging ATMConfigurations for Subscriber Access” on page 433.

Related
Documentation

ATM for Subscriber Access Overview on page 367•

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414
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• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

• RADIUS Server Options for Subscriber Access

• Configuring Concurrent PPPoE-over-ATM and IPoE-over-ATM Subscriber Interfaces

on an ATM PVC on page 381

Configuring ATMVirtual Path Shaping on ATMMICswith SFP

Starting in Junos OS Release 14.2, on MX Series routers with Modular Port Concentrator

(MPC) interfaces and an ATMModular Interface Card (MIC) with small form-factor

pluggable transceiver (SFP) installed, you can configure class-of-service (CoS)

hierarchical shaping and schedule for the traffic carried on an ATM virtual path (VP).

After you configure the ATM physical interface and logical interface units, youmust

configure an interface set that consists of theATM logical interface units. You then define

one or more CoS traffic control profiles that includes the ATM service category

(atm-service) and the peak cell rate (peak-rate), sustained cell rate (sustained-rate),

andmaximum burst size (max-burst-size) parameters. Finally, you apply the specified

traffic control profile to the output traffic at the interface set and at its member ATM

logical interface units.

To configure ATM VP shaping for traffic on an ATMMIC with SFP:

1. Enable CoS hierarchical shaping and scheduling on the ATM physical interface.

[edit interfaces at-fpc/pic/port]
user@host# hierarchical-scheduler

2. Specify that you want to configure ATM-specific options on the physical interface.

[edit interfaces at-fpc/pic/port]
user@host# edit atm-options

3. Configure one or more virtual path identifiers (VPIs) on the ATM physical interface.

[edit interfaces at-fpc/pic/port atm-options]
user@host# set vpi vpi-identifier

4. Configure the appropriate encapsulation type for the ATM logical interface.

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set encapsulation encapsulation-type

5. Configure one ormore virtual circuit identifiers (VCI) for each VPI defined on the ATM

physical interface.

[edit interfaces at-fpc/pic/port unit logical-unit-number]
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user@host# set vci vpi-identifier.vci-identifier

6. (Optional) Configure PPPoE-specific options as needed for your configuration.

For example, for PPPoE-over-ATM configurations:

[edit interfaces at-fpc/pic/port unit logical-unit-number family pppoe]
user@host# set duplicate-protection

NOTE: FordynamicorstaticPPPoE-over-ATMconfigurationsonMXSeries
routers, youmust specify PPPoE-specific options at the [edit interfaces

interface-name unit logical-unit-number family pppoe] hierarchy level.

Specifying PPPoE-specific options at the [edit interfaces interface-name

unit logical-unit-number pppoe-underlying-options] hierarchy level is not

supported for these configurations.

7. Define the set of ATM logical interfaces for which you want to configure hierarchical

schedulers.

a. Specify the name of the ATM interface set.

[edit interfaces}
user@host# edit interface-set interface-set-name

b. Configure eachmember of the ATM interface set.

[edit interfaces interface-set interface-set-name]
user@host# set interface at-fpc/pic/port unit logical-unit-number

NOTE: All ATM logical interfaces that belong to the same interface set
must share the same VPI and have a unique VCI.

8. Configure one ormore traffic shaping and scheduling profiles. For each traffic control

profile:

a. Specify the service category that determines the traffic shaping parameter for the

ATM queue at the ATMMIC with SFP.

[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@host# set atm-service (cbr | nrtvbr | rtvbr)

b. Configure the transmit rate, shaping rate, and default excess rate for the ATM

queue.

[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@host# set peak-rate rate
user@host# set sustained-rate rate
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user@host# setmax-burst-size cells

The ATM service category works in conjunction with the peak-rate, sustained-rate,

andmax-burst-size ATM cell parameters to configure traffic shaping, transmit rate,

shaping rate, and default excess rate for an ATM queue.

9. Apply the traffic control profile to the output traffic at the interface set.

[edit class-of-service interfaces interface-set interface-set-name]
user@host# set output-traffic-control-profile profile-name

10. Apply the traffic control profile to the output traffic at eachmember interface of the

ATM interface set.

[edit class-of-service interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set output-traffic-control-profile profile-name

The following example configures ATM VP shaping on interface at-1/0/4 with VPI 40.

The example defines an ATM interface set named atm-vp-ifset with twomember ATM

logical interfaces, at-1/0/4.50 and at-1/0/4.51, both of which use VPI 40. Traffic control

profiles atm-vp-tcp1, atm-vp-tcp2, and atm-vp-tcp3 are each defined with the

atm-service, peak-rate, sustained-rate, andmax-burst size cell parameters. Finally, the

output-traffic-control-profile statement applies traffic control profile atm-vp-tcp1 to the

output traffic at interface at-1/0/4.50, atm-vp-tcp2 to the output traffic at interface

at-1/0/4.51, and atm-vp-tcp3 to the output traffic at the atm-vp-ifset interface set.

[edit]
# Configure ATM Physical Interface
user@host# set interfaces at-1/0/4 hierarchical-scheduler
user@host# set interfaces at-1/0/4 atm-options vpi 40
#
# Configure ATM Logical Units
user@host#set interfacesat-1/0/4unit50encapsulationpppoe-over-ether-over-atm-llc
user@host# set interfaces at-1/0/4 unit 50 vci 40.50
user@host# set interfaces at-1/0/4 unit 50 family pppoe duplicate-protection
user@host#set interfacesat-1/0/4unit51encapsulationpppoe-over-ether-over-atm-llc
user@host# set interfaces at-1/0/4 unit 51 vci 40.51
user@host# set interfaces at-1/0/4 unit 51 family pppoe duplicate-protection
#
# Configure ATM Interface Set
user@host# set interfaces interface-set atm-vp-ifset interface at-1/0/4 unit 50
user@host# set interfaces interface-set atm-vp-ifset interface at-1/0/4 unit 51
#
# Configure Traffic Shaping and Scheduling Profiles
user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 atm-service nrtvbr
user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 set peak-rate 3k
user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 set sustained-rate
200

user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 setmax-burst-size
1000
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user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 atm-service nrtvbr
user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 set peak-rate 200
user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 set sustained-rate
100

user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 setmax-burst-size
150

user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 atm-service nrtvbr
user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 set peak-rate 5k
user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 set sustained-rate
1k

user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 setmax-burst-size
2000

#
# Apply Traffic Shaping and Scheduling Profiles
user@host# set class-of-service interfaces interface-set atm-vp-ifset
output-traffic-control-profile atm-vp-tcp3

user@host#setclass-of-service interfacesat-1/0/4unit50output-traffic-control-profile
atm-vp-tcp1

user@host# set class-of-service interfacesat-1/0/4unit 51 output-traffic-control-profile
atm-vp-tcp2

Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, on MX Series routers with Modular Port
Concentrator (MPC) interfaces and an ATMModular Interface Card (MIC) with
small form-factor pluggable transceiver (SFP) installed, you can configure
class-of-service (CoS) hierarchical shaping and schedule for the traffic carried on
an ATM virtual path (VP).

14.2

Related
Documentation

• ATM for Subscriber Access Overview on page 367

• Configuring CoS on Circuit Emulation ATMMICs

• CoS on Circuit Emulation ATMMICs Overview
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CHAPTER 33

Configuring PPPoE Subscriber Interfaces
Over ATM

• Configuring Concurrent PPPoE-over-ATM and IPoE-over-ATM Subscriber Interfaces

on an ATM PVC on page 381

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

Configuring Concurrent PPPoE-over-ATM and IPoE-over-ATMSubscriber Interfaces
on an ATMPVC

To configure concurrent PPPoE-over-ATM and IPoE-over-ATM subscriber interfaces on

a single ATMPVC, you configure the ATM logical interface as an IPoE-over-ATM interface

by specifying the ether-over-atm-llc encapsulation type. You then use the family pppoe

stanza at the [edit interfaces at-fpc/pic/port unit logical-unit-number] hierarchy level to

configure PPPoE-over-ATM as a supported family.

When the router detects the family pppoe stanza and the IPoE-over-ATM encapsulation,

it identifies the configuration as concurrently supporting both PPPoE-over-ATM and

IPoE-over-ATM on the same ATM PVC.

Before you begin:

Configure a PPPoE dynamic profile.

See “Configuring a PPPoE Dynamic Profile” on page 170.

To configure concurrent PPPoE-over-ATM and IPoE-over-ATM subscriber interfaces on

an ATM PVC:

1. Specify that you want to configure ATM-specific options on the physical interface.

[edit interfaces at-fpc/pic/port]
user@host# edit atm-options

2. Configure one or more VPIs on the ATM physical interface.

[edit interfaces at-fpc/pic/port atm-options]
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user@host# set vpi vpi-identifier

3. Configure IPoE-over-ATM encapsulation on the ATM logical interface.

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set encapsulation ether-over-atm-llc

4. Configure the VCI for the ATM logical interface.

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set vci vpi-identifier.vci-identifier

5. Configure one or both of the following IP protocol families and addresses as

appropriate for your network configuration.

• For IPv4 (inet):

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set family inet address address

• For IPv6 (inet6):

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set family inet6 address address

6. Configure PPPoE-over-ATM as a supported family by associating a PPPoE dynamic

profile with the ATM logical interface.

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set family pppoe dynamic-profile profile-name

The dynamic profile defines PPPoE-specific options for the pp0 logical interface, and

establishes the PPPoE session. When the PPPoE-over-ATM session is established,

PPPoE-over-ATM features operate on the PPPoE-over-ATM session interface.

7. Enable the IPv6 neighbor discovery protocol for the ATM logical interface.

[edit protocols router-advertisement interface at-fpc/pic/port.logical-unit-number]
user@host# set prefix prefix

The following example configures concurrent support for IPv4-over-Ethernet-over-ATM,

IPv6-over-Ethernet-over-ATM, and PPPoE-over-ATM subscriber interfaces on an

ATMPVCwith VPI 10 and VCI 200. ATM logical interface at-1/2/0.200 is configured with

IPoE-over-ATM encapsulation (ether-over-atm-llc). The family pppoe statement

configures PPPoE-over-ATM as a supported family by associating a PPPoE dynamic

profile named pppoeoa-profile with interface at-1/2/0.200.

[edit]
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user@host# set interfaces at-1/2/0 atm-options vpi 10
user@host# set interfaces at-1/2/0 unit 200 encapsulation ether-over-atm-llc
user@host# set interfaces at-1/2/0 unit 200 vci 10.200
user@host# set interfaces at-1/2/0 unit 200 family inet address 10.101.103.1/24
user@host# set interfaces at-1/2/0 unit 200 family inet6 address 201.db8:13:13::1/64
user@host#set interfacesat-1/2/0unit200familypppoedynamic-profilepppoeoa-profile
user@host# set protocols router-advertisement interface at-1/2/0.200 prefix
201.db8:13:13::/64

Related
Documentation

Guidelines for Configuring ATM for Subscriber Access on page 374•

• Verifying and Managing ATM Configurations for Subscriber Access on page 433

• ATM for Subscriber Access Overview on page 367

Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM

This example illustrates a Point-to-Point Protocol over Ethernet (PPPoE) over ATM

configuration that creates a dynamicPPPoE (pp0) subscriber interface over a static ATM

underlying interface on an MX Series router. The router must have Module Port

Concentrator/Modular Interface Card (MPC/MIC) interfaces that use an ATMMIC with

small form-factor pluggable transceiver (SFP).

NOTE: You can also configure a static PPPoE interface over a static ATM
underlying interface on anMX Series router with an ATMMICwith SFP
installed. For information, see “Example: Configuring a Static PPPoE
Subscriber Interface over ATM” on page 393.

• Requirements on page 383

• Overview on page 384

• Configuration on page 385

• Verification on page 390

Requirements

This example uses the following software and hardware components:

• MX Series 5G Universal Routing Platform

• ATMMICwithSFP (ModelNumberMIC-3D-8OC3-2OC12-ATM)andcompatibleMPC1

or MPC2

Before you begin:

1. Make sure the MX Series router you are using has an ATMMIC with SFP installed and

operational.

• For information about compatible MPCs for the ATMMIC with SFP, see theMX

Series Interface Module Reference.
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• For information about installing MPCs and MICs in an MX Series router, see the

Hardware Guide for your MX Series router model.

2. Make sure you understand how to configure and use static ATM interfaces.

See ATM Interfaces Overview.

3. Make sure you understand how to configure and use dynamic PPPoE subscriber

interfaces.

• For overview information, see “Subscriber Interfaces and PPPoE Overview” on

page 163

• For configuration instructions, see “Configuring Dynamic PPPoE Subscriber

Interfaces” on page 170

Overview

By using the ATMMIC with SFP and a supported MPC, you can configure an MX Series

router to support dynamic PPPoE subscriber access over an ATM network.

PPPoE-over-ATMconfigurationsonMXSeries routers consistofoneormoredynamically

created PPPoE (pp0) subscriber interfaces over a static ATM underlying interface. Most

PPPoE and subscriber services features supported on terminated connections and

tunneled (L2TP access concentrator, or LAC) connections are also supported for

PPPoE-over-ATM connections on an MX Series router.

Optionally, you can dynamically apply subscriber services such as class of service (CoS)

and firewall filters to the PPPoE subscriber interface by configuring these services in the

dynamic profile that creates the pp0 subscriber interface. In this example, the PPPoE

dynamic profile (pppoe-profile) applies CoS traffic shaping parameters to the dynamic

pp0 subscriber interface. Configuring CoS and firewall filters in this manner enables you

to efficiently and economically provide these services to PPPoE subscribers accessing

the router over an ATMnetwork using ATMAdaptation Layer 5 (AAL5) permanent virtual

connections (PVCs).

This example includes the following basic steps to configure dynamic PPPoE-over-ATM

subscriber access on an MX Series router:

1. CreateaPPPoEdynamicprofile namedpppoe-profile for thepp0 subscriber interface

that includes all of the following:

• The logicalunitnumber, representedby the$junos-interface-unitpredefineddynamic

variable

• The name of the underlying ATM interface, represented by the

$junos-underlying-interface predefined dynamic variable

• The server statement, which configures the router to act as a PPPoE server

NOTE: Configuring the router to act as a PPPoE client is not supported.
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• The unnumbered address (lo0.0) for the IPv4 (inet) protocol family

• CoS traffic shaping parameters

2. Statically configure the ATM physical interface at-1/0/0 with virtual path identifier

(VPI) 3.

3. Statically configure logical unit 2 on the ATM physical interface (at-1/0/0.2) with at

least the following properties:

• PPPoE-over-ATM logical link control (LLC) encapsulation

(ppp-over-ether-over-atm-llc)

• Virtual circuit identifier (VCI) 2onVPI 3. ThecombinationofVPIs andVCIsprovisions

the ATM AAL5 PVC for access over the ATM network.

• PPPoE-specific optionsat the [edit interfaces interface-nameunit logical-unit-number

family pppoe] hierarchy level, including at least the name of the associated PPPoE

dynamic profile (pppoe-profile) that creates the pp0 dynamic subscriber interface

In dynamic PPPoE-over-ATM configurations, each pp0 interface defined in the

dynamic profile corresponds to a dynamic PPPoE subscriber interface.

NOTE: For dynamic or static PPPoE-over-ATM configurations on
MXSeries routers,YoumustspecifyPPPoE-specificoptions in the family

pppoe stanza at the [edit interfaces interface-name unit

logical-unit-number] hierarchy level. Specifying PPPoE-specific options

in the pppoe-underlying-options stanza at the [edit interfaces

interface-name unit logical-unit-number] hierarchy level is not supported

for these configurations.

Configuration

To configure a dynamic PPPoE subscriber interface over an underlying ATM interface,

perform these tasks:

• Configuring the PPPoE Dynamic Profile on page 386

• Configuring the ATM Physical Interface on page 389

• Configuring the Dynamic PPPoE Subscriber Interface on Logical Unit 2 on page 389

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

# PPPoE Dynamic Profile
setdynamic-profilespppoe-profile interfacespp0unit"$junos-interface-unit"ppp-options
chap

set dynamic-profiles pppoe-profile interfaces pp0 unit "$junos-interface-unit"
pppoe-options underlying-interface "$junos-underlying-interface"
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set dynamic-profiles pppoe-profile interfaces pp0 unit "$junos-interface-unit"
pppoe-options server

set dynamic-profiles pppoe-profile interfaces pp0 unit "$junos-interface-unit"
no-keepalives

set dynamic-profiles pppoe-profile interfaces pp0 unit "$junos-interface-unit" family
inet unnumbered-address lo0.0

set dynamic-profiles pppoe-profile class-of-service traffic-control-profiles tcp-test
shaping-rate 10m

set dynamic-profiles pppoe-profile class-of-service interfaces pp0 unit
"$junos-interface-unit" output-traffic-control-profile tcp-test

#
# ATMPhysical Interface
set interfaces at-1/0/0 atm-options vpi 3
#
# Logical Unit 2
set interfaces at-1/0/0 atm-options vpi 3
set interfaces at-1/0/0 unit 2 encapsulation ppp-over-ether-over-atm-llc
set interfaces at-1/0/0 unit 2 vci 3.2
set interfaces at-1/0/0 unit 2 family pppoe access-concentrator ac-pppoeoa
set interfaces at-1/0/0 unit 2 family pppoe duplicate-protection
set interfaces at-1/0/0 unit 2 family pppoe dynamic-profile pppoe-profile
set interfaces at-1/0/0 unit 2 family pppoemax-sessions 3
set interfaces at-1/0/0 unit 2 family pppoe short-cycle-protection

Configuring the PPPoE Dynamic Profile

Step-by-Step
Procedure

To configure the PPPoE dynamic profile for the pp0 subscriber interface:

Name the dynamic profile.1.

[edit]
user@host# edit dynamic-profiles pppoe-profile

2. Specify that you want to configure the pp0 (PPPoE) interface.

[edit dynamic-profiles pppoe-profile]
user@host# edit interfaces pp0

3. Specify that you want to configure the logical unit represented by the

$junos-interface-unit predefined variable.

[edit dynamic-profiles pppoe-profile interfaces pp0]
user@host# edit unit $junos-interface-unit

The $junos-interface-unit variable is dynamically replaced with the actual unit

number supplied by the network when the subscriber logs in.

4. Configure PPPoE-specific options for the pp0 interface.

a. Configure the ATM underlying interface represented by the

$junos-underlying-interface predefined variable.
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[edit dynamic-profiles pppoe-profile interfaces pp0 unit “$junos-interface-unit”]
user@host#setpppoe-optionsunderlying-interface$junos-underlying-interface

The $junos-underlying-interface variable is dynamically replacedwith the actual

name of the underlying interface supplied by the network when the subscriber

logs in.

b. Configure the router to act as a PPPoE server, also known as a remote access

concentrator.

[edit dynamic-profiles pppoe-profile interfaces pp0 unit “$junos-interface-unit”]
user@host# set pppoe-options server

5. Configure Challenge Handshake Authentication Protocol (CHAP) authentication

for the pp0 interface.

[edit dynamic-profiles pppoe-profile interfaces pp0 unit “$junos-interface-unit”]
user@host# set ppp-options chap

6. Disable sending keepalive messages on the interface.

[edit dynamic-profiles pppoe-profile interfaces pp0 unit “$junos-interface-unit”]
user@host# set no-keepalives

7. Configure the protocol family for the pp0 interface.

a. Specify that you want to configure the IPv4 (inet) protocol family.

[edit dynamic-profiles pppoe-profile interfaces pp0 unit “$junos-interface-unit”]
user@host# edit family inet

b. Configure the unnumbered address for the protocol family.

[edit dynamic-profiles pppoe-profile interfaces pp0 unit “$junos-interface-unit”
family inet]

user@host# set unnumbered-address lo0.0
user@host# up 4

8. Configure CoS traffic shaping parameters in the dynamic profile for the pp0

subscriber interface.

a. Specify that you want to configure CoS traffic shaping parameters.

[edit dynamic-profiles pppoe-profile]
user@host# edit class-of-service

b. Create a traffic-control profile.

[edit dynamic-profiles pppoe-profile class-of-service]
user@host# edit traffic-control-profiles tcp-test

c. Configure the traffic shaping rate.
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[edit dynamic-profiles pppoe-profile class-of-service traffic-control-profiles
tcp-test]

user@host# set shaping-rate 10m
user@host# up 2

d. Apply the traffic shaping parameters to the pp0 dynamic subscriber interface.

[edit dynamic-profiles pppoe-profile class-of-service]
user@host# edit interfaces pp0 unit $junos-interface-unit

e. Apply the output traffic scheduling and shaping profile to the interface.

[edit dynamic-profiles pppoe-profile class-of-service interfaces pp0 unit
“$junos-interface-unit]

user@host# set output-traffic-control-profile tcp-test

Results From the [edit] hierarchy level in configuration mode, confirm the results of the PPPoE

dynamic profile configuration by issuing the show dynamic-profiles pppoe-profile

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct it.

[edit]
user@host# show dynamic-profiles pppoe-profile
interfaces {
pp0 {
unit "$junos-interface-unit" {
ppp-options {
chap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
no-keepalives;
family inet {
unnumbered-address lo0.0;

}
}

}
}
class-of-service {
traffic-control-profiles {
tcp-test {
shaping-rate 10m;

}
}
interfaces {
pp0 {
unit "$junos-interface-unit" {
output-traffic-control-profile tcp-test;

}
}
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}
}

If you are done configuring the dynamic profile, enter commit from configuration mode.

Configuring the ATMPhysical Interface

Step-by-Step
Procedure

To configure the ATM physical interface:

Specify that you want to configure ATM-specific options on the physical interface.1.

[edit interfaces at-1/0/0]
user@host# edit atm-options

2. Configure one or more VPIs on the physical interface.

[edit interfaces at-1/0/0 atm-options]
user@host# set vpi 3

Results From the [edit] hierarchy level in configuration mode, confirm the results of the ATM

physical interface configuration by issuing the show interfaces at-1/0/0 command. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.

[edit]
user@host# show interfaces at-1/0/0
atm-options {
vpi 3;

}

If you are done configuring the ATM physical interface, enter commit from configuration

mode.

Configuring the Dynamic PPPoE Subscriber Interface on Logical Unit 2

Step-by-Step
Procedure

To configure the dynamic PPPoE subscriber interface on logical unit 2:

Configure PPPoE-over-ATM LLC encapsulation on the interface.1.

[edit interfaces at-1/0/0 unit 2]
user@host# set encapsulation ppp-over-ether-over-atm-llc

2. Configure the VCI for the logical interface.

[edit interfaces at-1/0/0 unit 2]
user@host# set vci 3.2

This statement configures VCI 2 on VPI 3.
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3. Specify that you want to configure the PPPoE protocol family.

[edit interfaces at-1/0/0 unit 2]
user@host# edit family pppoe

4. Associate the interface with the dynamic profile that creates the dynamic PPPoE

subscriber interface.

[edit interfaces at-1/0/0 unit 2 family pppoe]
user@host# set dynamic-profile pppoe-profile

5. Configure additional PPPoE-specific options for the dynamic subscriber interface.

[edit interfaces at-1/0/0 unit 2 family pppoe]
user@host# setmax-sessions 3
user@host# set duplicate-protection
user@host# set short-cycle-protection
user@host# set access-concentrator ac-pppoeoa

Results From the [edit] hierarchy level in configurationmode, confirm the results of the dynamic

PPPoE subscriber interface configuration on logical unit 2 by issuing the show interfaces

at-1/0/0.2 command. If the output does not display the intended configuration, repeat

the instructions in this example to correct it.

[edit]
user@host# show interfaces at-1/0/0.2
encapsulation ppp-over-ether-over-atm-llc;
vci 3.2;
family pppoe {
access-concentrator ac-pppoeoa;
duplicate-protection;
dynamic-profile pppoe-profile;
max-sessions 3;
short-cycle-protection;

}

If you are done configuring the dynamic PPPoE subscriber interface on logical unit 2,

enter commit from configuration mode.

Verification

To confirm that the dynamic PPPoE subscriber interface is properly configured on ATM

interface at-1/0/0.2, perform the following tasks:

• Verifying the ATM Physical Interface Configuration on page 391

• Verifying the Dynamic PPPoE Subscriber Interface Configuration on Logical

Unit 2 on page 391

• Verifying the PPPoE Underlying Interface Configuration on page 392
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Verifying the ATMPhysical Interface Configuration

Purpose Verify that ATMphysical interface at-1/0/0 is properly configured for usewith ATMPVCs.

Action From operational mode, issue the show interfaces at-1/0/0 command.

For brevity, this show command output includes only the configuration that is relevant

to the at-1/0/0 physical interface. Any other configuration on the system has been

replaced with ellipses (...).

user@host> show interfaces at-1/0/0

Physical interface: at-1/0/0, Enabled, Physical link is Up
  Interface index: 173, SNMP ifIndex: 592
Link-level type: ATM-PVC, MTU: 2048, Clocking: Internal, SDH mode, Speed: OC3,

 Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Schedulers     : 0
  Current address: 00:00:5e:00:53:95
  Last flapped   : 2012-09-17 07:21:19 PDT (08:26:16 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SDH   alarms   : None
  SDH   defects  : None

VPI 3
Flags: Active

      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0
...

Meaning ATM-PVC in the Link-level Type field indicates that encapsulation for ATM permanent

virtual circuits is being used on ATM physical interface at-1/0/0. The Active flag for VPI 3

indicates that the virtual path is up and operational.

VerifyingtheDynamicPPPoESubscriber InterfaceConfigurationonLogicalUnit2

Purpose Verify that thedynamicPPPoEsubscriber interface isproperly configuredon logical unit 2

(at-1/0/0.2).

Action From operational mode, issue the show interfaces at-1/0/0.2 command.

user@host> show interfaces at-1/0/0.2

Logical interface at-1/0/0.2 (Index 350) (SNMP ifIndex 1701)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE-over-ATM-LLC
    Input packets : 0
    Output packets: 0

Protocol pppoe
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Dynamic Profile: pppoe-profile,
      Service Name Table: None,
      Max Sessions: 3, Max Sessions VSA Ignore: Off,
      Duplicate Protection: On, Short Cycle Protection: mac-address,
      AC Name: ac-pppoeoa

VCI 3.2
Flags: Active

      Total down time: 0 sec, Last down: Never
        Input packets : 0
        Output packets: 0

Meaning PPPoE-over-ATM-LLC in theEncapsulation field indicates that logical interfaceat-1/0/0.2

is properly configured for PPPoE-over-ATM LLC encapsulation. Protocol pppoe indicates

that the PPPoE protocol family has been properly configured on the logical interface.

TheDynamicProfile field indicates thatdynamicprofilepppoe-profilecreates thedynamic

PPPoE subscriber interface. The Active flag for VCI 3.2 indicates that VCI 2 on VPI 3 is up

and operational.

Verifying the PPPoE Underlying Interface Configuration

Purpose Verify that the underlying interface is properly configured for dynamic PPPoE-over-ATM

subscriber access.

Action Fromoperationalmode, issue the showpppoeunderlying-interfacesat-1/0/0.2command.

user@host> show pppoe underlying-interfaces at-1/0/0.2 detail

at-1/0/0.2 Index 350
State: Static, Dynamic Profile: pppoe-profile,

  Max Sessions: 3, Max Sessions VSA Ignore: Off,
  Active Sessions: 0,
  Service Name Table: None,
  Duplicate Protection: On, Short Cycle Protection: mac-address,
  AC Name: ac-pppoeoa,

Meaning This command indicates that ATM logical interface at-1/0/0.2 is properly configured as

the PPPoE underlying interface. Static in the State field indicates that at-1/0/0/.2 is

statically configured. The Dynamic Profile field indicates that pppoe-profile is the name

of the dynamic profile used to create this interface. The remaining fields display

information about the PPPoE-specific interface options configured for the PPPoE

underlying interface at the [edit interfaces at-1/0/0 unit 2 family pppoe] hierarchy level.

Related
Documentation

ATM for Subscriber Access Overview on page 367•

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407
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• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

Example: Configuring a Static PPPoE Subscriber Interface over ATM

This example illustrates a Point-to-Point Protocol over Ethernet (PPPoE) over ATM

configuration that creates a static PPPoE (pp0) subscriber interface over a static ATM

underlying interface on an MX Series router. The router must have Module Port

Concentrator/Modular Interface Card (MPC/MIC) interfaces that use an ATMMIC with

small form-factor pluggable transceiver (SFP).

NOTE: You can also configure a dynamic PPPoE interface over a static ATM
underlying interface on anMX Series router with an ATMMICwith SFP
installed. For information, see “Example: Configuring a Dynamic PPPoE
Subscriber Interface over ATM” on page 383.

• Requirements on page 393

• Overview on page 394

• Configuration on page 395

• Verification on page 399

Requirements

This example uses the following software and hardware components:

• MX Series 5G Universal Routing Platform

• ATMMICwithSFP (ModelNumberMIC-3D-8OC3-2OC12-ATM)andcompatibleMPC1

or MPC2

Before you begin:

1. Make sure the MX Series router you are using has an ATMMIC with SFP installed and

operational.

• For information about compatible MPCs for the ATMMIC with SFP, see theMX

Series Interface Module Reference.

• For information about installing MPCs and MICs in an MX Series router, see the

Hardware Guide for your MX Series router model.

2. Make sure you understand how to configure and use static ATM interfaces.

See ATM Interfaces Overview.
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Overview

By using the ATMMIC with SFP and a supported MPC, you can configure an MX Series

router to support static PPPoE subscriber access over an ATM network using ATM

Adaptation Layer 5 (AAL5) permanent virtual connections (PVCs). PPPoE-over-ATM

configurations on MX Series routers consist of one or more statically created PPPoE

(pp0) logical subscriber interfaces over a static ATM underlying interface. Most PPPoE

and subscriber services features supported on terminated connections and tunneled

(L2TPaccessconcentrator, or LAC)connectionsarealsosupported forPPPoE-over-ATM

connections on an MX Series router.

This example include the following basic steps to configure static PPPoE-over-ATM

subscriber access on an MX Series router:

1. Statically configureATMphysical interfaceat-1/0/6with virtual path identifier (VPI)6.

2. Statically configure logical unit 2 on the ATM physical interface (at-1/0/6.2) with the

following properties:

• PPPoE-over-ATM logical link control (LLC) encapsulation

(ppp-over-ether-over-atm-llc)

• Virtual circuit identifier (VCI) 2onVPI6. ThecombinationofVPIsandVCIsprovisions

the ATM AAL5 PVC for access over the ATM network.

• (Optional) PPPoE-specific options at the [edit interfaces interface-name unit

logical-unit-number family pppoe] hierarchy level

NOTE: For dynamic or static PPPoE-over-ATM configurations on
MXSeries routers,YoumustspecifyPPPoE-specificoptions in the family

pppoe stanza at the [edit interfaces interface-name unit

logical-unit-number] hierarchy level. Specifying PPPoE-specific options

in the pppoe-underlying-options stanza at the [edit interfaces

interface-name unit logical-unit-number] hierarchy level is not supported

for these configurations.

3. Statically configure the pp0 logical subscriber interface (pp0.2) with at least the

following properties:

• The name of the underlying ATM interface (at-1/0/6.2)

• The server statement, which configures the router to act as a PPPoE server

• The unnumbered address (lo0.0) for the inet (IPv4) or inet6 (IPv6) protocol family

In static PPPoE-over-ATM configurations, each pp0 logical interface configured at

the [edit interfacespp0unit logical-unit-number]hierarchy level corresponds toa static

PPPoE subscriber interface.
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Configuration

ToconfigureastaticPPPoEsubscriber interfaceoveranunderlyingATM interface, perform

these tasks:

• Configuring the ATM Physical Interface on page 395

• Configuring Encapsulation, VCI, and PPPoE Options on Logical Unit 2 on page 396

• Configuring the Static PPPoE Subscriber Interface on page 397

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

# ATMPhysical Interface
set interfaces at-1/0/6 atm-options vpi 6
#
# Logical Unit 2
set interfaces at-1/0/6 unit 2 encapsulation ppp-over-ether-over-atm-llc
set interfaces at-1/0/6 unit 2 vci 6.2
set interfaces at-1/0/6 unit 2 family pppoe access-concentrator ac-pppoeoa
set interfaces at-1/0/6 unit 2 family pppoe duplicate-protection
set interfaces at-1/0/6 unit 2 family pppoemax-sessions 3
set interfaces at-1/0/6 unit 2 family pppoemax-sessions-vsa-ignore
set interfaces at-1/0/6 unit 2 family pppoe short-cycle-protection lockout-time-min 120
set interfacesat-1/0/6unit 2 family pppoeshort-cycle-protection lockout-time-max240
#
# Static PPPoE Subscriber Interface
set interfaces pp0 unit 2 ppp-options chap
set interfaces pp0 unit 2 pppoe-options underlying-interface at-1/0/6.2
set interfaces pp0 unit 2 pppoe-options server
set interfaces pp0 unit 2 keepalives interval 10
set interfaces pp0 unit 2 family inet unnumbered-address lo0.0

Configuring the ATMPhysical Interface

Step-by-Step
Procedure

To configure the ATM physical interface:

Specify that you want to configure ATM-specific options on the physical interface.1.

[edit interfaces at-1/0/6]
user@host# edit atm-options

2. Configure one or more VPIs on the physical interface.

[edit interfaces at-1/0/6 atm-options]
user@host# set vpi 6
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Results From the [edit] hierarchy level in configuration mode, confirm the results of the ATM

physical interface configuration by issuing the show interfaces at-1/0/6 command. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.

[edit]
user@host# show interfaces at-1/0/6
atm-options {
vpi 6;

}

If you are done configuring the ATM physical interface, enter commit from configuration

mode.

Configuring Encapsulation, VCI, and PPPoEOptions on Logical Unit 2

Step-by-Step
Procedure

To configure encapsulation, VCI, and PPPoE options on logical unit 2:

Configure PPPoE-over-ATM LLC encapsulation on the interface.1.

[edit interfaces at-1/0/6 unit 2]
user@host# set encapsulation ppp-over-ether-over-atm-llc

2. Configure the VCI for the logical interface.

[edit interfaces at-1/0/6 unit 2]
user@host# set vci 6.2

This statement configures VCI 2 on VPI 6.

3. Specify that you want to configure the PPPoE protocol family.

[edit interfaces at-1/0/6 unit 2]
user@host# edit family pppoe

4. Configure additional PPPoE-specific options for the dynamic subscriber interface.

[edit interfaces at-1/0/6 unit 2 family pppoe]
user@host# set duplicate-protection
user@host# set short-cycle-protection lockout-time-min 120 lockout-time-max
240

user@host# setmax-sessions 3
user@host# setmax-sessions-vsa-ignore
user@host# set access-concentrator ac-pppoeoa

Results From the [edit] hierarchy level in configuration mode, confirm the results of the

configuration on logical unit 2 by issuing the show interfaces at-1/0/6.2 command. If the

Copyright © 2018, Juniper Networks, Inc.396

Broadband Subscriber VLANs and Interfaces Feature Guide



outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.

[edit]
user@host# show interfaces at-1/0/6.2
encapsulation ppp-over-ether-over-atm-llc;
vci 6.2;
family pppoe {
access-concentrator ac-pppoeoa;
duplicate-protection;
max-sessions 3;
max-sessions-vsa-ignore;
short-cycle-protection {
lockout-time-min 120;
lockout-time-max 240;

}
}

If you are done configuring logical unit 2, enter commit from configuration mode.

Configuring the Static PPPoE Subscriber Interface

Step-by-Step
Procedure

To configure the static PPPoE subscriber interface:

Specify that you want to configure the pp0 subscriber interface on logical unit 2.1.

[edit]
user@host# edit interfaces pp0 unit 2

2. Specify that you want to configure PPP options for the subscriber interface.

[edit interfaces pp0 unit 2]
user@host# edit ppp-options

3. Configure Challenge Handshake Authentication Protocol (CHAP) authentication

for the subscriber interface.

[edit interfaces pp0 unit 2 ppp-options]
user@host# set chap
user@host# up

4. Specify that you want to configure PPPoE-specific options.

[edit interfaces pp0 unit 2]
user@host# edit pppoe-options

5. Associate the PPPoE subscriber interface with the underlying ATM interface.

[edit interfaces pp0 unit 2 pppoe-options]
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user@host# set underlying-interface at-1/0/6.2

6. Configure the router to act as a PPPoE server, also known as a remote access

concentrator.

[edit interfaces pp0 unit 2 pppoe-options]
user@host# set server
user@host# up

7. Configure the interval for sending keepalive requests.

[edit interfaces pp0 unit 2]
user@host# set keepalives interval 10

8. Specify that you want to configure the IPv4 (inet) protocol family.

[edit interfaces pp0 unit 2]
user@host# edit family inet

9. Configure the unnumbered address for the protocol family.

[edit interfaces pp0 unit 2 family inet]
user@host# set unnumbered-address lo0.0

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

PPPoE subscriber interface configuration by issuing the show interfaces pp0 command.

If the output does not display the intended configuration, repeat the instructions in this

example to correct it.

[edit]
user@host# show interfaces pp0
unit 2 {
ppp-options {
chap;

}
pppoe-options {
underlying-interface at-1/0/6.2;
server;

}
keepalives interval 10;
family inet {
unnumbered-address lo0.0;

}
}

If you are done configuring the static PPPoE subscriber interface, enter commit from

configuration mode.
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Verification

To confirm that the static PPPoE subscriber interface pp0.2 is properly configured on

ATM underlying interface at-1/0/6.2, perform the following tasks:

• Verifying the ATM Physical Interface Configuration on page 399

• Verifying the Encapsulation, VCI, and PPPoE Options Configuration on Logical Unit

2 on page 400

• Verifying the Static PPPoE Subscriber Interface Configuration on page 400

• Verifying the PPPoE Underlying Interface Configuration on page 401

Verifying the ATMPhysical Interface Configuration

Purpose Verify that ATMphysical interface at-1/0/6 is properly configured for usewith ATMPVCs.

Action From operational mode, issue the show interfaces at-1/0/6 command.

For brevity, this show command output includes only the configuration that is relevant

to the at-1/0/6 physical interface. Any other configuration on the system has been

replaced with ellipses (...).

user@host> show interfaces at-1/0/6

Physical interface: at-1/0/6, Enabled, Physical link is Down
  Interface index: 179, SNMP ifIndex: 598
Link-level type: ATM-PVC, MTU: 2048, Clocking: Internal, SDH mode, Speed: OC3,

 Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running Down
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Schedulers     : 0
  Current address: 00:00:5e:00:53:9b
  Last flapped   : 2012-09-19 07:57:59 PDT (07:46:56 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SDH   alarms   : LOL, LOS
  SDH   defects  : LOL, LOS, LOP, BERR-SF, HP-FERF    

VPI 6
Flags: Active

      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0
...

Meaning ATM-PVC in the Link-level Type field indicates that encapsulation for ATM permanent

virtual circuits is being used on ATM physical interface at-1/0/6. The Active flag for VPI 6

indicates that the virtual path is up and operational.
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Verifying the Encapsulation, VCI, and PPPoEOptions Configuration on Logical
Unit 2

Purpose Verify that the encapsulation, VCI, and PPPoE settings have been properly configured

on logical unit 2 (at-1/0/6.2).

Action From operational mode, issue the show interfaces at-1/0/6.2 command.

user@host> show interfaces at-1/0/6.2

Logical interface at-1/0/6.2 (Index 345) (SNMP ifIndex 1990)
    Flags: Device-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: 
PPPoE-over-ATM-LLC
    Input packets : 0
    Output packets: 0

Protocol pppoe
      Dynamic Profile: None,
      Service Name Table: None,
      Max Sessions: 3, Max Sessions VSA Ignore: On,
      Duplicate Protection: On, Short Cycle Protection: mac-address,
      AC Name: ac-pppoeoa

VCI 6.2
Flags: Active

      Total down time: 0 sec, Last down: Never
        Input packets : 0
        Output packets: 0

Meaning PPPoE-over-ATM-LLC in theEncapsulation field indicates that logical interfaceat-1/0/6.2

is properly configured for PPPoE-over-ATM LLC encapsulation. Protocol pppoe indicates

that the PPPoE protocol family has been properly configured on the logical interface.

The Active flag for VCI 6.2 indicates that VCI 2 on VPI 6 is up and operational.

Verifying the Static PPPoE Subscriber Interface Configuration

Purpose Verify that the static PPPoE subscriber interface (pp0.2) is properly configured.

Action From operational mode, issue the show interfaces pp0 command.

user@host> show interfaces pp0

Physical interface: pp0, Enabled, Physical link is Up
  Interface index: 131, SNMP ifIndex: 505
  Type: PPPoE, Link-level type: PPPoE, MTU: 1532
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Link type      : Full-Duplex
  Link flags     : None

Logical interface pp0.2 (Index 360) (SNMP ifIndex 1991)
    Flags: Hardware-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionDown, Session ID: None,
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Underlying interface: at-1/0/6.2 (Index 345)
    Input packets : 0
    Output packets: 0
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
  LCP state: Not-configured
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
mpls: Not-configured
  CHAP state: Closed
  PAP state: Closed

Protocol inet, MTU: 1492
      Flags: Sendbcast-pkt-to-re, Protocol-Down
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 198.51.100/24, Local: 198.51.100.11

Meaning PPPoE in the Link-level type field indicates that PPPoE encapsulation is in use on the

pp0 physical interface. PPPoE in the Encapsulation field indicates that PPPoE

encapsulation is also in use on the pp0.2 logical subscriber interface. The Underlying

interface field indicates that at-1/0/6.2 is properly configured as the underlying interface

for the static PPPoE subscriber interface. Protocol inet indicates that the IPv4 protocol

family is properly configured on the pp0.2 logical subscriber interface.

Verifying the PPPoE Underlying Interface Configuration

Purpose Verify that the underlying interface is properly configured for static PPPoE-over-ATM

subscriber access.

Action From operational mode, issue the showpppoe underlying-interfaces at-1/0/6.2 extensive

command.

user@host> show pppoe underlying-interfaces at-1/0/6.2 extensive

at-1/0/6.2 Index 345
State: Static, Dynamic Profile: None,

  Max Sessions: 3, Max Sessions VSA Ignore: On,
  Active Sessions: 0,
  Service Name Table: None,
  Duplicate Protection: On, Short Cycle Protection: mac-address,
  AC Name: ac-pppoeoa,
  PacketType                       Sent         Received
    PADI                              0                0
    PADO                              0                0
    PADR                              0                0
    PADS                              0                0
    PADT                              0                0
    Service name error                0                0
    AC system error                   0                0
    Generic error                     0                0
    Malformed packets                 0                0
    Unknown packets                   0                0
Lockout Time (sec):  Min: 120, Max: 240

    Total clients in lockout: 0
    Total clients in lockout grace period: 0

401Copyright © 2018, Juniper Networks, Inc.

Chapter 33: Configuring PPPoE Subscriber Interfaces Over ATM



Meaning This command indicates that ATM logical interface at-1/0/6.2 is properly configured as

the PPPoE underlying interface. Static in the State field indicates that at-1/0/0/.2 is

statically configured. The remaining fields display information about the PPPoE-specific

interface options configured for the PPPoE underlying interface at the [edit interfaces

at-1/0/6 unit 2 family pppoe] hierarchy level. The Lockout Time fields, which appear in

this command only when you display the extensive level of output, show theminimum

lockout time (120 seconds) andmaximum lockout time (240 seconds) configured for

the PPPoE underlying interface.

Related
Documentation

• ATM for Subscriber Access Overview on page 367

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

Copyright © 2018, Juniper Networks, Inc.402

Broadband Subscriber VLANs and Interfaces Feature Guide



CHAPTER 34

Configuring ATM Virtual Path Shaping on
ATMMICs with SFP

• Configuring ATM Virtual Path Shaping on ATMMICs with SFP on page 403

Configuring ATMVirtual Path Shaping on ATMMICswith SFP

Starting in Junos OS Release 14.2, on MX Series routers with Modular Port Concentrator

(MPC) interfaces and an ATMModular Interface Card (MIC) with small form-factor

pluggable transceiver (SFP) installed, you can configure class-of-service (CoS)

hierarchical shaping and schedule for the traffic carried on an ATM virtual path (VP).

After you configure the ATM physical interface and logical interface units, youmust

configure an interface set that consists of theATM logical interface units. You then define

one or more CoS traffic control profiles that includes the ATM service category

(atm-service) and the peak cell rate (peak-rate), sustained cell rate (sustained-rate),

andmaximum burst size (max-burst-size) parameters. Finally, you apply the specified

traffic control profile to the output traffic at the interface set and at its member ATM

logical interface units.

To configure ATM VP shaping for traffic on an ATMMIC with SFP:

1. Enable CoS hierarchical shaping and scheduling on the ATM physical interface.

[edit interfaces at-fpc/pic/port]
user@host# hierarchical-scheduler

2. Specify that you want to configure ATM-specific options on the physical interface.

[edit interfaces at-fpc/pic/port]
user@host# edit atm-options

3. Configure one or more virtual path identifiers (VPIs) on the ATM physical interface.

[edit interfaces at-fpc/pic/port atm-options]
user@host# set vpi vpi-identifier
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4. Configure the appropriate encapsulation type for the ATM logical interface.

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set encapsulation encapsulation-type

5. Configure one ormore virtual circuit identifiers (VCI) for each VPI defined on the ATM

physical interface.

[edit interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set vci vpi-identifier.vci-identifier

6. (Optional) Configure PPPoE-specific options as needed for your configuration.

For example, for PPPoE-over-ATM configurations:

[edit interfaces at-fpc/pic/port unit logical-unit-number family pppoe]
user@host# set duplicate-protection

NOTE: FordynamicorstaticPPPoE-over-ATMconfigurationsonMXSeries
routers, youmust specify PPPoE-specific options at the [edit interfaces

interface-name unit logical-unit-number family pppoe] hierarchy level.

Specifying PPPoE-specific options at the [edit interfaces interface-name

unit logical-unit-number pppoe-underlying-options] hierarchy level is not

supported for these configurations.

7. Define the set of ATM logical interfaces for which you want to configure hierarchical

schedulers.

a. Specify the name of the ATM interface set.

[edit interfaces}
user@host# edit interface-set interface-set-name

b. Configure eachmember of the ATM interface set.

[edit interfaces interface-set interface-set-name]
user@host# set interface at-fpc/pic/port unit logical-unit-number

NOTE: All ATM logical interfaces that belong to the same interface set
must share the same VPI and have a unique VCI.

8. Configure one ormore traffic shaping and scheduling profiles. For each traffic control

profile:

a. Specify the service category that determines the traffic shaping parameter for the

ATM queue at the ATMMIC with SFP.
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[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@host# set atm-service (cbr | nrtvbr | rtvbr)

b. Configure the transmit rate, shaping rate, and default excess rate for the ATM

queue.

[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@host# set peak-rate rate
user@host# set sustained-rate rate
user@host# setmax-burst-size cells

The ATM service category works in conjunction with the peak-rate, sustained-rate,

andmax-burst-size ATM cell parameters to configure traffic shaping, transmit rate,

shaping rate, and default excess rate for an ATM queue.

9. Apply the traffic control profile to the output traffic at the interface set.

[edit class-of-service interfaces interface-set interface-set-name]
user@host# set output-traffic-control-profile profile-name

10. Apply the traffic control profile to the output traffic at eachmember interface of the

ATM interface set.

[edit class-of-service interfaces at-fpc/pic/port unit logical-unit-number]
user@host# set output-traffic-control-profile profile-name

The following example configures ATM VP shaping on interface at-1/0/4 with VPI 40.

The example defines an ATM interface set named atm-vp-ifset with twomember ATM

logical interfaces, at-1/0/4.50 and at-1/0/4.51, both of which use VPI 40. Traffic control

profiles atm-vp-tcp1, atm-vp-tcp2, and atm-vp-tcp3 are each defined with the

atm-service, peak-rate, sustained-rate, andmax-burst size cell parameters. Finally, the

output-traffic-control-profile statement applies traffic control profile atm-vp-tcp1 to the

output traffic at interface at-1/0/4.50, atm-vp-tcp2 to the output traffic at interface

at-1/0/4.51, and atm-vp-tcp3 to the output traffic at the atm-vp-ifset interface set.

[edit]
# Configure ATM Physical Interface
user@host# set interfaces at-1/0/4 hierarchical-scheduler
user@host# set interfaces at-1/0/4 atm-options vpi 40
#
# Configure ATM Logical Units
user@host#set interfacesat-1/0/4unit50encapsulationpppoe-over-ether-over-atm-llc
user@host# set interfaces at-1/0/4 unit 50 vci 40.50
user@host# set interfaces at-1/0/4 unit 50 family pppoe duplicate-protection
user@host#set interfacesat-1/0/4unit51encapsulationpppoe-over-ether-over-atm-llc
user@host# set interfaces at-1/0/4 unit 51 vci 40.51
user@host# set interfaces at-1/0/4 unit 51 family pppoe duplicate-protection
#
# Configure ATM Interface Set
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user@host# set interfaces interface-set atm-vp-ifset interface at-1/0/4 unit 50
user@host# set interfaces interface-set atm-vp-ifset interface at-1/0/4 unit 51
#
# Configure Traffic Shaping and Scheduling Profiles
user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 atm-service nrtvbr
user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 set peak-rate 3k
user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 set sustained-rate
200

user@host# set class-of-service traffic-control-profiles atm-vp-tcp1 setmax-burst-size
1000

user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 atm-service nrtvbr
user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 set peak-rate 200
user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 set sustained-rate
100

user@host# set class-of-service traffic-control-profiles atm-vp-tcp2 setmax-burst-size
150

user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 atm-service nrtvbr
user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 set peak-rate 5k
user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 set sustained-rate
1k

user@host# set class-of-service traffic-control-profiles atm-vp-tcp3 setmax-burst-size
2000

#
# Apply Traffic Shaping and Scheduling Profiles
user@host# set class-of-service interfaces interface-set atm-vp-ifset
output-traffic-control-profile atm-vp-tcp3

user@host#setclass-of-service interfacesat-1/0/4unit50output-traffic-control-profile
atm-vp-tcp1

user@host# set class-of-service interfacesat-1/0/4unit 51 output-traffic-control-profile
atm-vp-tcp2

Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, on MX Series routers with Modular Port
Concentrator (MPC) interfaces and an ATMModular Interface Card (MIC) with
small form-factor pluggable transceiver (SFP) installed, you can configure
class-of-service (CoS) hierarchical shaping and schedule for the traffic carried on
an ATM virtual path (VP).

14.2

Related
Documentation

• ATM for Subscriber Access Overview on page 367

• Configuring CoS on Circuit Emulation ATMMICs

• CoS on Circuit Emulation ATMMICs Overview
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CHAPTER 35

Configuring Static Subscriber Interfaces
over ATM

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

Example: Configuring a Static Subscriber Interface for IP Access over ATM

This example illustrates a routed IP-over-ATM (IPoA) configuration that creates a

subscriber interface for a static IPv4 interface over a static ATM interface on anMXSeries

router. The router must have Module Port Concentrator/Modular Interface Card

(MPC/MIC) interfaces that use anATMMICwith small form-factor pluggable transceiver

(SFP).

• Requirements on page 407

• Overview on page 408

• Configuration on page 409

• Verification on page 412

Requirements

This example uses the following software and hardware components:

• MX Series 5G Universal Routing Platform

• ATMMICwithSFP (ModelNumberMIC-3D-8OC3-2OC12-ATM)andcompatibleMPC1

or MPC2

Before you begin:

1. Make sure the MX Series router you are using has an ATMMIC with SFP installed and

operational.

• For information about compatible MPCs for the ATMMIC with SFP, see theMX

Series Interface Module Reference.
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• For information about installing MPCs and MICs in an MX Series router, see the

Hardware Guide for your MX Series router model.

2. Make sure you understand how to configure and use static ATM interfaces.

See ATM Interfaces Overview.

3. Define the static standard firewall filters (biz-customer-in-filter and

biz-customer-out-filter) referenced in the configuration.

• For informationabout creating standard firewall filters, seeGuidelines forConfiguring

Firewall Filters.

• For information about applying a firewall filter to an interface, see Guidelines for

Applying Standard Firewall Filters.

Overview

By using the ATMMIC with SFP and a supported MPC, you can configure the MX Series

router to support subscriber access for a statically created IPv4 or IPv6 interface over a

static ATM underlying interface. An IPoA configuration enables you to provide access to

subscribers on static IPv4 or IPv6 interfaces over an ATM network using ATMAdaptation

Layer 5 (AAL5) permanent virtual circuits (PVCs).

NOTE: IPoA configurations require static configuration of the IPv4 interface,
IPv6 interface, CoS attributes, and firewall fiters. Dynamic configuration is
not supported.

To configure IPoA subscriber access, configure the correct encapsulation type: atm-snap

for IPoA encapsulation with logical link control (LLC), or atm-vc-mux for IPoA

encapsulationwithvirtual circuit (VC)multiplexing.Thisexampleconfiguresatm-vc-mux

as the encapsulation type on the ATM logical interface.

To provision the ATM AAL5 PVCs for access over the ATM network, youmust also

configure the virtual path identifiers (VPIs) on the ATM physical interface, and one or

more virtual circuit identifiers (VCIs) for each VPI.

In IPoAconfigurations, the subscriber interfacescorrespond to the IPv4or IPv6addresses

that are on the same network as the statically configured ATM underlying interface. In

this IPoA example, the IPv4 address 10.0.0.2 represents the subscriber interface. You

can configure the destination address with the set address 10.0.0.254/32 destination

10.0.0.2 statement at the [edit interfaces at-1/0/3 unit 0 family inet] hierarchy level.

This example includes the following basic steps to statically configure a single IPv4

subscriber interface over an ATM underlying interface:

1. Configure VPI 0 on ATM physical interface at-1/0/3.

2. Configure ATM VCmultiplex encapsulation, VCI 0.39 (VCI 39 on VPI 0), and the

following IPv4 (inet) protocol family characteristics on logical interface at-1/0/3.0 :

• IP source address validation (rpf-check)
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• Standard input (biz-customer-in-filter)andoutput (biz-customer-out-filter) firewall

filters

• Interface address 10.0.0.254/32 with destination address 10.0.0.2

3. Configure static access route 10.200.10.0/24 with qualified-next-hop address

at-1/0/0.0.

Configuration

To configure a static IPv4 subscriber interface over a static ATM underlying interface,

perform these tasks:

• Configuring the ATM Physical Interface on page 409

• Configuring the Static IPv4 Subscriber Interface on Logical Unit 0 on page 410

• Configuring Routing Properties on page 411

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

# ATMPhysical Interface
set interfaces at-1/0/3 atm-options vpi 0
#
# Logical Unit 0
set interfaces at-1/0/3 unit 0 encapsulation atm-vc-mux
set interfaces at-1/0/3 unit 0 vci 0.39
set interfaces at-1/0/3 unit 0 family inet rpf-check
set interfaces at-1/0/3 unit 0 family inet filter input biz-customer-in-filter
set interfaces at-1/0/3 unit 0 family inet filter output biz-customer-out-filter
set interfaces at-1/0/3 unit 0 family inet address 10.0.0.254/32 destination 10.0.0.2
#
# Routing Properties
set routing-options access route 200.10.10.0/24 qualified-next-hop at-1/0/0.0

Configuring the ATMPhysical Interface

Step-by-Step
Procedure

To configure the ATM physical interface:

Specify that you want to configure ATM-specific options on the physical interface.1.

[edit interfaces at-1/0/3]
user@host# edit atm-options

2. Configure one or more VPIs on the physical interface.

[edit interfaces at-1/0/3 atm-options]
user@host# set vpi 0
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Results From the [edit] hierarchy level in configuration mode, confirm the results of the ATM

physical interface configuration by issuing the show interfaces at-1/0/3 command. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.

[edit]
user@host# show interfaces at-1/0/3
atm-options {
vpi 0;

}

If you are done configuring the ATM physical interface, enter commit from configuration

mode.

Configuring the Static IPv4 Subscriber Interface on Logical Unit 0

Step-by-Step
Procedure

To configure the static IPv4 subscriber interface on logical unit 0:

Configure ATM VCmultiplex encapsulation on the logical interface.1.

[edit interfaces at-1/0/3 unit 0]
user@host# set encapsulation atm-vc-mux

2. Configure the VCI for the logical interface.

[edit interfaces at-1/0/3 unit 0]
user@host# set vci 0.39

3. Configure the IPv4 (inet) protocol family, IPv4 address, and remote (destination)

address of the connection.

[edit interfaces at-1/0/3 unit 0]
user@host# set family inet address 10.0.0.254/32 destination 10.0.0.2

4. Specify that youwant to configure additional attributes for the IPv4protocol family.

[edit interfaces at-1/0/3 unit 0]
user@host# edit family inet

5. Enable IP source address validation, which checks whether traffic is arriving at the

router on an expected path.

[edit interfaces at-1/0/3 unit 0 family inet]
user@host# set rpf-check

6. Apply the previously defined standard firewall filters to the logical interface.
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[edit interfaces at-1/0/3 unit 0 family inet]
user@host# set filter input biz-customer-in-filter
user@host# set filter output biz-customer-out-filter

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

subscriber interfaceconfigurationon logical unit0by issuing the showinterfacesat-1/0/3.0

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct it.

[edit]
user@host# show interfaces at-1/0/3.0
encapsulation atm-vc-mux;
vci 0.39;
family inet {
rpf-check;
filter {
input biz-customer-in-filter;
output biz-customer-out-filter;

}
address 10.0.0.254/32 {
destination 10.0.0.2;

}
}

If you are done configuring the static subscriber interface on logical unit 0, enter commit

from configuration mode.

Configuring Routing Properties

Step-by-Step
Procedure

To configure static routing properties:

Specify that you want to configure protocol-independent routing properties.1.

[edit]
user@host# edit routing-options

2. Configure a static access route for routing downstream traffic from the router, and

a qualified-next-hop address for routing upstream traffic to the router.

[edit routing-options]
user@host# set access route 200.10.10.0/24 qualified-next-hop at-1/0/0.0

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

routing properties configuration by issuing the show routing-options command. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.
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[edit]
user@host# show routing-options
access {
route 200.10.10.0/24 {
qualified-next-hop at-1/0/0.0;

}
}

If you are done configuring the static routing properties, enter commit from configuration

mode.

Verification

To confirm that the IPoA configuration is working properly, perform the following tasks:

• Verifying the ATM Physical Interface Configuration on page 412

• Verifying the Static Subscriber Interface Configuration on Logical Unit 0 on page 413

Verifying the ATMPhysical Interface Configuration

Purpose Verify that the at-1/0/3 physical interface is properly configured for use with ATM PVCs.

Action From operational mode, issue the show interfaces at-1/0/3 command.

For brevity, this show command output includes only the configuration that is relevant

to the at-1/0/3 physical interface. Any other configuration on the system has been

replaced with ellipses (...).

user@host> show interfaces at-1/0/3

Physical interface: at-1/0/3, Enabled, Physical link is Down
  Interface index: 168, SNMP ifIndex: 595
Link-level type: ATM-PVC, MTU: 2048, Clocking: Internal, SONET mode, Speed: 

OC3, Loopback: None,
  Payload scrambler: Enabled
  Device flags   : Present Running Down
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Schedulers     : 0
  Current address: 00:00:5e:00:53:18
  Last flapped   : 2012-08-28 07:14:48 PDT (08:28:47 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SONET alarms   : LOL, LOS
  SONET defects  : LOL, LOS, LOP, BERR-SF, RDI-P

VPI 0
Flags: Active

      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0
  ...
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Meaning ATM-PVC in the Link-level Type field indicates that encapsulation for ATM permanent

virtual circuits is being used on ATM physical interface at-1/0/3. The Active flag for VPI 0

indicates that the virtual path is up and operational.

Verifying the Static Subscriber Interface Configuration on Logical Unit 0

Purpose Verify that the static subscriber interface on logical unit 0 is properly configured for IPv4

access over ATM.

Action From operational mode, issue the show interfaces at-1/0/3.0 command.

user@host> show interfaces at-1/0/3.0

Logical interface at-1/0/3.0 (Index 341) (SNMP ifIndex 1984)
    Flags: Device-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: ATM-VCMUX

    Input packets : 0
    Output packets: 0

Protocol inet, MTU: 2040
      Flags: Sendbcast-pkt-to-re, uRPF
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary

Destination: 10.0.0.2, Local: 10.0.0.254
VCI 0.39
Flags: Active

      Total down time: 0 sec, Last down: Never
        Input packets : 0
        Output packets: 0

Meaning ATM-VCMUX in the Encapsulation field indicates that the logical interface at-1/0/3.0 is

properly configured for IPoA encapsulation with VCmultiplexing. Protocol inet indicates

that the IPv4 protocol family has been properly configured on the logical interface. The

local address 10.0.0.254 is the IPv4 address of the logical interface. The destination

address 10.0.0.2, which is in the same network as the local address, is the IPv4 address

of the remote side of the connection and represents the static subscriber interface. The

Active flag for VCI 0.39 indicates that virtual circuit identifier (VCI) 39 on VPI 0 is up and

operational.

Related
Documentation

ATM for Subscriber Access Overview on page 367•

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420
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Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over
ATM

This example illustrates a bridged IP-over-Ethernet-over-ATM (IPoE-over-ATM)

configuration that creates a subscriber interface for IPv4 access over a static ATM

interfaceonanMXSeries router. The routermusthaveModulePortConcentrator/Modular

Interface Card (MPC/MIC) interfaces that use an ATMMIC with small form-factor

pluggable transceiver (SFP).

• Requirements on page 414

• Overview on page 414

• Configuration on page 416

• Verification on page 419

Requirements

This example uses the following software and hardware components:

• MX Series 5G Universal Routing Platform

• ATMMICwithSFP (ModelNumberMIC-3D-8OC3-2OC12-ATM)andcompatibleMPC1

or MPC2

Before you begin:

1. Make sure the MX Series router you are using has an ATMMIC with SFP installed and

operational.

• For information about compatible MPCs for the ATMMIC with SFP, see theMX

Series Interface Module Reference.

• For information about installing MPCs and MICs in an MX Series router, see the

Hardware Guide for your MX Series router model.

2. Make sure you understand how to configure and use static ATM interfaces.

See ATM Interfaces Overview.

3. Define the static standard firewall filters (biz-customer-in-filter and

biz-customer-out-filter) referenced in the configuration.

• For informationabout creating standard firewall filters, seeGuidelines forConfiguring

Firewall Filters.

• For information about applying a firewall filter to an interface, see Guidelines for

Applying Standard Firewall Filters.

Overview

By using the ATMMIC with SFP and a supported MPC, you can configure the MX Series

router to support subscriber access for a statically created IPv4 or IPv6 interface over a

static ATM underlying interface. An IPoE-over-ATM configuration enables you to provide
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access to subscribers on static IPv4 or IPv6 interfaces over an underlying ATM interface

on an ATM network using ATM Adaptation Layer 5 (AAL5) permanent virtual circuits

(PVCs).

NOTE: IPoE-over-ATM configurations require static configuration of the IP
interface, ATM interface, CoS attributes, and firewall fiters. Dynamic
configuration is not supported.

To configure bridged IPoE-over-ATM subscriber access, youmust configure

Ethernet-over-ATM logical link control (LLC) encapsulation on the ATM underlying

interface by including the encapsulation ether-over-atm-llc statement at the [edit

interfaces interface-name unit logical-unit-number] hierarchy level.

To provision the ATM AAL5 PVCs for access over the ATM network, youmust also

configure the virtual path identifiers (VPIs) on the ATM physical interface, and one or

more virtual circuit identifiers (VCIs) for each VPI.

In IPoE-over-ATM configurations, the subscriber interfaces are associated with IPv4 or

IPv6 addresses that aremapped tomedia access control (MAC) addresses. To statically

configure Address Resolution Protocol (ARP) table entries that map IP address to MAC

addresses, use the arp statement at the [edit interfaces interface-name unit

logical-unit-number family inet address address] hierarchy level. In this example, the IPv4

address 10.0.50.2, configured with the set arp 10.0.50.2mac 00:00:5e:00:53:ff publish

statement at the [edit interfaces at-1/0/2 unit 0 family inet address 10.0.50.254/24]

hierarchy level, represents the subscriber interface.

This example includes the following basic steps to statically configure a single IPv4

subscriber interface over an ATM underlying interface:

1. Configure VPI 0 on ATM physical interface at-1/0/2.

2. Configure Ethernet-over-ATM LLC encapsulation, VCI 0.39 (VCI 39 on VPI 0), and the

following IPv4 (inet) protocol family characteristics on logical interface at-1/0/2.0 :

• IPv4 subscriber interface address 10.0.50.254/24

• Static Address Resolution Protocol (ARP) table entries that provide explicit

mappings between IP addresses and MAC addresses

• IP source address validation (rpf-check)

• Standard input (biz-customer-in-filter)andoutput (biz-customer-out-filter) firewall

filters

3. Configure static access route 200.10.10.0/24 with qualified-next-hop address

at-1/0/0.0.
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Configuration

To configure a static IPv4 subscriber interface over a static ATM underlying interface,

perform these tasks:

• Configuring the ATM Physical Interface on page 416

• Configuring the Static IPv4 Subscriber Interface on Logical Unit 0 on page 417

• Configuring Routing Properties on page 418

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

# ATMPhysical Interface
set interfaces at-1/0/2 atm-options vpi 0
#
# Logical Unit 0
set interfaces at-1/0/2 unit 0 encapsulation ether-over-atm-llc
set interfaces at-1/0/2 unit 0 vci 0.39
set interfaces at-1/0/2 unit 0 family inet rpf-check
set interfaces at-1/0/2 unit 0 family inet filter input biz-customer-in-filter
set interfaces at-1/0/2 unit 0 family inet filter output biz-customer-out-filter
set interfaces at-1/0/2 unit 0 family inet address 10.0.50.254/24 arp 10.0.50.2mac
00:00:5e:00:53:ff

set interfaces at-1/0/2 unit 0 family inet address 10.0.50.254/24 arp 10.0.50.2 publish
#
# Routing Properties
set routing-options access route 10.200.10.0/24 qualified-next-hop at-1/0/0.0

Configuring the ATMPhysical Interface

Step-by-Step
Procedure

To configure the ATM physical interface:

Specify that you want to configure ATM-specific options on the physical interface.1.

[edit interfaces at-1/0/2]
user@host# edit atm-options

2. Configure one or more VPIs on the physical interface.

[edit interfaces at-1/0/2 atm-options]
user@host# set vpi 0

Results From the [edit] hierarchy level in configuration mode, confirm the results of the ATM

physical interface configuration by issuing the show interfaces at-1/0/2 command. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.
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[edit]
user@host# show interfaces at-1/0/2
atm-options {
vpi 0;

}

If you are done configuring the ATM physical interface, enter commit from configuration

mode.

Configuring the Static IPv4 Subscriber Interface on Logical Unit 0

Step-by-Step
Procedure

To configure the static IPv4 subscriber interface on logical unit 0:

Configure Ethernet-over-ATM LLC encapsulation on the logical interface.1.

[edit interfaces at-1/0/2 unit 0]
user@host# set encapsulation ether-over-atm-llc

2. Configure the VCI for the logical interface.

[edit interfaces at-1/0/2 unit 0]
user@host# set vci 0.39

3. Configure the IPv4 (inet) protocol family and address.

[edit interfaces at-1/0/2 unit 0]
user@host# set family inet address 10.0.50.254/24

4. Specify that you want to configure static ARP table entries to map between IP

addresses and MAC addresses.

[edit interfaces at-1/0/2 unit 0 family inet]
user@host# edit family inet address 10.0.50.254/24

5. Configure IP address 10.0.50.2, whichmaps to the MAC address, andMAC address

00:00:5e:00:53:ff, which maps to the IP address. Include the publish option to

specify that the router reply to ARP requests for the specified IP address.

[edit interfaces at-1/0/2 unit 0 family inet address 10.0.50.254/24]
user@host# set arp 10.0.50.2mac 00:00:5e:00:53:ff publish
user@host# up

6. Enable IP source address validation, which checks whether traffic is arriving at the

router on an expected path.

[edit interfaces at-1/0/2 unit 0 family inet]
user@host# set rpf-check
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7. Apply the previously defined standard firewall filters to the logical interface.

[edit interfaces at-1/0/2 unit 0 family inet]
user@host# set filter input biz-customer-in-filter
user@host# set filter output biz-customer-out-filter

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

subscriber interfaceconfigurationon logical unit0by issuing the showinterfacesat-1/0/2.0

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct it.

[edit]
user@host# show interfaces at-1/0/2.0
encapsulation ether-over-atm-llc;
vci 0.39;
family inet {
rpf-check;
filter {
input biz-customer-in-filter;
output biz-customer-out-filter;

}
address 10.0.50.254/24 {
arp 10.0.50.2 mac 00:00:5e:00:53:ff publish;

}
}

If you are done configuring the static subscriber interface on logical unit 0, enter commit

from configuration mode.

Configuring Routing Properties

Step-by-Step
Procedure

To configure static routing properties:

Specify that you want to configure protocol-independent routing properties.1.

[edit]
user@host# edit routing-options

2. Configure a static access route for routing downstream traffic from the router, and

a qualified-next-hop address for routing upstream traffic to the router.

[edit routing-options]
user@host# set access route 10.200.10.0/24 qualified-next-hop at-1/0/0.0

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

routing properties configuration by issuing the show routing-options command. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.
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[edit]
user@host# show routing-options
access {
route 10.200.10.0/24 {
qualified-next-hop at-1/0/0.0;

}
}

If you are done configuring the static routing properties, enter commit from configuration

mode.

Verification

To confirm that the IPoE-over-ATM configuration is working properly, perform the

following tasks:

• Verifying the ATM Physical Interface Configuration on page 419

• Verifying the Static Subscriber Interface Configuration on Logical Unit 0 on page 420

Verifying the ATMPhysical Interface Configuration

Purpose Verify that the at-1/0/2 physical interface is properly configured for use with ATM PVCs.

Action From operational mode, issue the show interfaces at-1/0/2 command.

For brevity, this show command output includes only the configuration that is relevant

to the at-1/0/2 physical interface. Any other configuration on the system has been

replaced with ellipses (...).

user@host> show interfaces at-1/0/2

Physical interface: at-1/0/2, Enabled, Physical link is Down
  Interface index: 175, SNMP ifIndex: 594
Link-level type: ATM-PVC, MTU: 2048, Clocking: Internal, SDH mode, Speed: OC3,

 Loopback: None, 
Payload scrambler: Enabled
  Device flags   : Present Running Down
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Schedulers     : 0
  Current address: 00:00:5e:00:53:97
  Last flapped   : 2012-09-06 12:11:39 PDT (05:45:45 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SDH   alarms   : LOL, LOS
  SDH   defects  : LOL, LOS, LOP, BERR-SF, HP-FERF

VPI 0
Flags: Active

      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0
...
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Meaning ATM-PVC in the Link-level Type field indicates that encapsulation for ATM permanent

virtual circuits is being used on ATM physical interface at-1/0/2. The Active flag for VPI 0

indicates that the virtual path is up and operational.

Verifying the Static Subscriber Interface Configuration on Logical Unit 0

Purpose Verify that the static subscriber interface on logical unit 0 is properly configured for

IPoE-over-ATM access.

Action From operational mode, issue the show interfaces at-1/0/2.0 command.

user@host> show interfaces at-1/0/2.0

Logical interface at-1/0/2.0 (Index 336) (SNMP ifIndex 1983)
    Flags: Device-Down Point-To-Multipoint SNMP-Traps 0x4000 Encapsulation: 
Ether-over-ATM-LLC
    Input packets : 0
    Output packets: 0

Protocol inet, MTU: 2016
      Flags: Sendbcast-pkt-to-re, uRPF
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary

Destination: 10.0.50/24, Local: 10.0.50.254, Broadcast: 10.0.50.255
VCI 0.39
Flags: Active, Multicast

      Total down time: 0 sec, Last down: Never
        Input packets : 0
        Output packets: 0

Meaning Ether-over-ATM-LLC in the Encapsulation field indicates that logical interface at-1/0/2.0

is properly configured for Ethernet-over-ATM encapsulation with LLC. Protocol inet

indicates that the IPv4 protocol family has been properly configured on the logical

interface. The destination address 10.0.50/24 identifies the network in which the

subscriber interface (10.0.50.2) resides. TheActive flag for VCI 0.39 indicates that virtual

circuit identifier (VCI) 39 on VPI 0 is up and operational.

Related
Documentation

ATM for Subscriber Access Overview on page 367•

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420

Example: Configuring a Static PPP Subscriber Interface over ATM

This example illustratesaPPP-over-ATM(PPPoA)configuration that creates three static

PPP logical subscriber interfaces over a static ATM underlying interface on an MX Series
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router. The router must have Module Port Concentrator/Modular Interface Card

(MPC/MIC) interfaces that use anATMMICwith small form-factor pluggable transceiver

(SFP).

• Requirements on page 421

• Overview on page 421

• Configuration on page 422

• Verification on page 428

Requirements

This example uses the following software and hardware components:

• MX Series 5G Universal Routing Platform

• ATMMICwithSFP (ModelNumberMIC-3D-8OC3-2OC12-ATM)andcompatibleMPC1

or MPC2

Before you begin:

1. Make sure the MX Series router you are using has an ATMMIC with SFP installed and

operational.

• For information about compatible MPCs for the ATMMIC with SFP, see theMX

Series Interface Module Reference.

• For information about installing MPCs and MICs in an MX Series router, see the

Hardware Guide for your MX Series router model.

2. Make sure you understand how to configure and use static ATM interfaces.

See ATM Interfaces Overview.

3. Create thedynamicprofile (pppoa-cos-profile) andaccessprofile (pe-B-ppp-clients)

referenced in the configuration.

• For information about creating a basic dynamic profile, see Configuring a Basic

Dynamic Profile.

• For informationabout creatingadynamicprofile for classof service (CoS)attributes,

see Configuring Traffic Scheduling and Shaping for Subscriber Access.

• For information about creating an access profile for PPP Challenge Handshake

Authentication Protocol (CHAP) authentication, seeConfiguring the PPP Challenge

Handshake Authentication Protocol.

Overview

By using the ATMMIC with SFP and a supported MPC, you can configure an MX Series

router to support PPP subscriber access over an ATM network. PPPoA configurations on

MX Series routers consist of one or more statically created PPP logical subscriber

interfaces over a static ATM underlying interface.
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Optionally, you can use dynamic profiles to dynamically or statically apply subscriber

services services, such as CoS and firewall filters, to the static PPP logical interface.

Configuring CoS and firewall filters in this manner enables you to efficiently and

economically provide these services to PPP subscribers accessing the router over an

ATM network using ATM Adaptation Layer 5 (AAL5) permanent virtual connections

(PVCs). This example uses a previously configured dynamic profile named

pppoa-cos-profile toapply traffic schedulingandshapingparameters to logical interface

at-1/0/1.2.

To configure PPPoA subscriber access, configure the correct encapsulation type:

atm-ppp-llc for PPPoA encapsulation with logical link control (LLC), or atm-ppp-vc-mux

for PPPoA encapsulation with virtual circuit (VC) multiplexing. This example configures

atm-ppp-llcas theencapsulation typeon logical interfaceat-1/0/1.0, andatm-ppp-vc-mux

as the encapsulation type on logical interfaces at-1/0/1.1 and at-1/0/1.2.

To provision the ATM AAL5 PVCs for access over the ATM network, youmust also

configure the virtual path identifiers (VPIs) on the ATM physical interface, and one or

more virtual circuit identifiers (VCIs) for each VPI.

In PPPoA configurations, each statically configured logical interface (for example,

at-1/0/1.0) corresponds to a PPP logical subscriber interface. This example configures

three PPP logical subscriber interfaces over an ATM interface, as follows:

• The ATM physical interface (at-1/0/1) is statically configured with VPI 0 and VPI 2.

• Logical interface at-1/0/1.0 (logical unit 0) is configured with PPP-over AAL5 LLC

encapsulation,VCI0.120(VCI 120onVPI0),PPP-specificoptions, and the IPv4protocol

family and address.

• Logical interface at-1/0/1.1 (logical unit 1) is configured with PPP-over-AAL5 VC

multiplexing encapsulation, VCI 2.120 (VCI 120 on VPI 2), PPP-specific options, and

the IPv4 protocol family and address.

• Logical interface at-1/0/1.2 (logical unit 2) is configured with PPP-over-AAL5 VC

multiplexing encapsulation, VCI 2.121 (VCI 121 on VPI 2), PPP-specific options, and the

IPv4protocol family andaddress. ThePPP-specific options includeapplyingadynamic

profile named pppoa-cos-profile to the static PPP interface. The pppoa-cos-profile

dynamic profile applies traffic scheduling and shaping parameters to the PPP logical

subscriber interface.

Configuration

To configure static PPP logical subscriber interfaces over an ATM interface, perform

these tasks:

• Configuring the ATM Physical Interface on page 423

• Configuring the Static PPP Subscriber Interface on Logical Unit 0 on page 424

• Configuring the Static PPP Subscriber Interface on Logical Unit 1 on page 425

• Configuring the Static PPP Subscriber Interface on Logical Unit 2 on page 426
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CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

# ATMPhysical Interface
set interfaces at-1/0/1 atm-options vpi 0
set interfaces at-1/0/1 atm-options vpi 2
#
# Logical Unit 0
set interfaces at-1/0/1 unit 0 encapsulation atm-ppp-llc
set interfaces at-1/0/1 unit 0 vci 0.120
set interfaces at-1/0/1 unit 0 ppp-options chap access-profile pe-B-ppp-clients
set interfaces at-1/0/1 unit 0 ppp-options chap local-name pe-A-at-1/0/1
set interfaces at-1/0/1 unit 0 keepalives interval 5
set interfaces at-1/0/1 unit 0 keepalives up-count 6
set interfaces at-1/0/1 unit 0 keepalives down-count 4
set interfaces at-1/0/1 unit 0 family inet address 192.0.2.133/30
#
# Logical Unit 1
set interfaces at-1/0/1 unit 1 encapsulation atm-ppp-vc-mux
set interfaces at-1/0/1 unit 1 vci 2.120
set interfaces at-1/0/1 unit 1 keepalives interval 6
set interfaces at-1/0/1 unit 1 keepalives up-count 6
set interfaces at-1/0/1 unit 1 keepalives down-count 4
set interfaces at-1/0/1 unit 1 family inet address 192.0.2.143/30
#
# Logical Unit 2
set interfaces at-1/0/1 unit 2 encapsulation atm-ppp-vc-mux
set interfaces at-1/0/1 unit 2 vci 2.121
set interfaces at-1/0/1 unit 2 ppp-options chap access-profile pe-A-ppp-clients
set interfaces at-1/0/1 unit 2 ppp-options chap local-name pe-A-at-1/0/1
set interfaces at-1/0/1 unit 2 ppp-options chap passive
set interfaces at-1/0/1 unit 2 ppp-options dynamic-profile pppoa-cos-profile
set interfaces at-1/0/1 unit 2 keepalives interval 5
set interfaces at-1/0/1 unit 2 keepalives up-count 6
set interfaces at-1/0/1 unit 2 keepalives down-count 4
set interfaces at-1/0/1 unit 2 family inet address 192.0.2.153/30

Configuring the ATMPhysical Interface

Step-by-Step
Procedure

To configure the ATM physical interface:

Specify that you want to configure ATM-specific options on the physical interface.1.

[edit interfaces at-1/0/1]
user@host# edit atm-options

2. Configure one or more VPIs on the physical interface.

[edit interfaces at-1/0/1 atm-options]
user@host# set vpi 0
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user@host# set vpi 2

Results From the [edit] hierarchy level in configuration mode, confirm the results of the ATM

physical interface configuration by issuing the show interfaces at-1/0/1 command. If the

outputdoesnotdisplay the intendedconfiguration, repeat the instructions in this example

to correct it.

[edit]
user@host# show interfaces at-1/0/1
atm-options {
vpi 0;
vpi 2;

}

If you are done configuring the ATM physical interface, enter commit from configuration

mode.

Configuring the Static PPP Subscriber Interface on Logical Unit 0

Step-by-Step
Procedure

To configure the static PPP subscriber interface on logical unit 0:

Configure PPP-over AAL5 LLC encapsulation on the logical interface.1.

[edit interfaces at-1/0/1 unit 0]
user@host# set encapsulation atm-ppc-llc

2. Configure the VCI for the logical interface.

[edit interfaces at-1/0/1 unit 0]
user@host# set vci 0.120

3. Specify that you want to configure options for PPP CHAP on the logical interface.

[edit interfaces at-1/0/1 unit 0]
user@host# edit ppp-options chap

4. Assign the previously configured pe-B-ppp-clients access profile to the PPP logical

subscriber interface.

[edit interfaces at-1/0/1 unit 0 ppp-options chap]
user@host# set access-profile pe-B-ppp-clients

5. Configure the local name used by the interface in CHAP challenge and response

packets.

[edit interfaces at-1/0/1 unit 0 ppp-options chap]
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user@host# set local-name “pe-A-at-1/0/1”
user@host# up 2

6. Configure the transmission of keepalive messages on the logical interface.

[edit interfaces at-1/0/1 unit 0]
user@host# set keepalives interval 5
user@host# set keepalives up-count 6
user@host# set keepalives down-count 4

7. Configure the IPv4 (inet) protocol family and IP address.

[edit interfaces at-1/0/1 unit 0]
user@host# set family inet address 192.0.2.133/30

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

PPP subscriber interface configuration on logical unit 0 by issuing the show interfaces

at-1/0/1.0 command. If the output does not display the intended configuration, repeat

the instructions in this example to correct it.

[edit]
user@host# show interfaces at-1/0/1.0
encapsulation atm-ppp-llc;
vci 0.120;
ppp-options {
chap {
access-profile pe-B-ppp-clients;
local-name pe-A-at-1/0/1;

}
}
keepalives interval 5 up-count 6 down-count 4;
family inet {
address 192.0.2.133/30;

}

If you are done configuring the PPP logical subscriber interface on logical unit 0, enter

commit from configuration mode.

Configuring the Static PPP Subscriber Interface on Logical Unit 1

Step-by-Step
Procedure

To configure the static PPP subscriber interface on logical unit 1:

Configure PPP-over-AAL5 VCmultiplexing encapsulation on the logical interface.1.

[edit interfaces at-1/0/1 unit 1]
user@host# set encapsulation atm-ppc-vc-mux

2. Configure the VCI for the logical interface.
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[edit interfaces at-1/0/1 unit 1]
user@host# set vci 2.120

3. Configure the transmission of keepalive messages on the logical interface.

[edit interfaces at-1/0/1 unit 1]
user@host# set keepalives interval 6
user@host# set keepalives up-count 6
user@host# set keepalives down-count 4

4. Configure the IPv4 (inet) protocol family and IP address.

[edit interfaces at-1/0/1 unit 1]
user@host# set family inet address 192.0.2.143/30

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

PPP subscriber interface configuration on logical unit 1 by issuing the show interfaces

at-1/0/1.1 command. If the output does not display the intended configuration, repeat

the instructions in this example to correct it.

[edit]
user@host# show interfaces at-1/0/1.1
encapsulation atm-ppp-vc-mux;
vci 2.120;
keepalives interval 6 up-count 6 down-count 4;
family inet {
address 192.0.2.143/30;

}

If you are done configuring the PPP logical subscriber interface on logical unit 1, enter

commit from configuration mode.

Configuring the Static PPP Subscriber Interface on Logical Unit 2

Step-by-Step
Procedure

To configure the static PPP subscriber interface on logical unit 2:

Configure PPP-over-AAL5 VCmultiplex encapsulation on the logical interface.1.

[edit interfaces at-1/0/1 unit 2]
user@host# set encapsulation atm-ppc-vc-mux

2. Configure the VCI for the logical interface.

[edit interfaces at-1/0/1 unit 2]
user@host# set vci 2.121
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3. Specify that you want to configure options for PPP CHAP on the logical interface.

[edit interfaces at-1/0/1 unit 2]
user@host# edit ppp-options chap

4. Assign the previously configured pe-A-ppp-clients access profile to the PPP logical

subscriber interface.

[edit interfaces at-1/0/1 unit 2 ppp-options chap]
user@host# set access-profile pe-A-ppp-clients

5. Configure the local name used by the interface in CHAP challenge and response

packets.

[edit interfaces at-1/0/1 unit 2 ppp-options chap]
user@host# set local-name “pe-A-at-1/0/1”

6. Configure passive mode for CHAP authentication.

[edit interfaces at-1/0/1 unit 2 ppp-options chap]
user@host# set passive
user@host# up

7. Apply thepreviously configuredpppoa-cos-profiledynamicprofile to thePPP logical

subscriber interface.

[edit interfaces at-1/0/1 unit 2 ppp-options]
user@host# set dynamic-profile pppoa-cos-profile
user@host# up

8. Configure the transmission of keepalive messages on the logical interface.

[edit interfaces at-1/0/1 unit 2]
user@host# set keepalives interval 5
user@host# set keepalives up-count 6
user@host# set keepalives down-count 4

9. Configure the IPv4 (inet) protocol family and IP address.

[edit interfaces at-1/0/1 unit 2]
user@host# set family inet address 192.0.2.153/30

Results From the [edit] hierarchy level in configuration mode, confirm the results of the static

PPP subscriber interface configuration on logical unit 2 by issuing the show interfaces

at-1/0/1.2 command. If the output does not display the intended configuration, repeat

the instructions in this example to correct it.

427Copyright © 2018, Juniper Networks, Inc.

Chapter 35: Configuring Static Subscriber Interfaces over ATM



[edit]
user@host# show interfaces at-1/0/1.2
encapsulation atm-ppp-vc-mux;
vci 2.121;
ppp-options {
chap {
access-profile pe-A-ppp-clients;
local-name pe-A-at-1/0/1;
passive;

}
dynamic-profile pppoa-cos-profile;

}
keepalives interval 5 up-count 6 down-count 4;
family inet {
address 192.0.2.153/30;

}

If you are done configuring the PPP logical subscriber interface on logical unit 2, enter

commit from configuration mode.

Verification

To confirm that thePPPoAconfiguration isworking properly, perform the following tasks:

• Verifying the ATM Physical Interface Configuration on page 428

• Verifying the Static PPPoA Configuration on Logical Unit 0 on page 429

• Verifying the Static PPPoA Configuration on Logical Unit 1 on page 430

• Verifying the Static PPPoA Configuration on Logical Unit 2 on page 431

Verifying the ATMPhysical Interface Configuration

Purpose Verify that the at-1/0/1 physical interface is properly configured for use with ATM PVCs.

Action From operational mode, issue the show interfaces at-1/0/1 command.

For brevity, this show command output includes only the configuration that is relevant

to theat-1/0/1physical interface.Anyother configurationon thesystemhasbeen replaced

with ellipses (...).

user@host> show interfaces at-1/0/1

Physical interface: at-1/0/1, Enabled, Physical link is Down
  Interface index: 166, SNMP ifIndex: 593
Link-level type: ATM-PVC, MTU: 2048, Clocking: Internal, SONET mode, Speed: 

OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running Down
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Schedulers     : 0
  Current address: 00:00:5e:00:53:96
  Last flapped   : 2012-06-29 15:35:29 PDT (2d 16:24 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
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  SONET alarms   : LOL, LOS
  SONET defects  : LOL, LOS, LOP, BERR-SF, RDI-P

VPI 0
Flags: Active

      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0

VPI 2
Flags: Active

      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0

  ...

Meaning ATM-PVC in the Link-level Type field indicates that encapsulation for ATM permanent

virtual circuits is being used on ATM physical interface at-1/0/1. The Active flag for VPI 0

and VPI 2 indicates that these virtual paths are up and operational.

Verifying the Static PPPoA Configuration on Logical Unit 0

Purpose Verify that the static PPP subscriber interface is properly configured on logical unit 0

(at-1/0/1.0).

Action From operational mode, issue the show interfaces at-1/0/1.0 command.

user@host> show interfaces at-1/0/1.0

Logical interface at-1/0/1.0 (Index 337) (SNMP ifIndex 1979)
    Flags: Device-Down Point-To-Point Inverse-ARP SNMP-Traps 0x4000 Encapsulation:
 ATM-PPP-LLC
    Input packets : 0
    Output packets: 0
  Keepalive settings: Interval 5 seconds, Up-count 6, Down-count 4
    LCP state: Down
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
mpls: Not-configured
  CHAP state: Closed
  PAP state: Closed

Protocol inet, MTU: 2034
      Flags: Sendbcast-pkt-to-re, Protocol-Down
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 192.0.2.132/30, Local: 192.0.2.133, Broadcast: 192.0.2.135

VCI 0.120
Flags: Active, Inverse-ARP

      Total down time: 0 sec, Last down: Never
      ARP statistics
       Received: 0, Sent: 0, Denied: 0, Operation not supported: 0,
       Bad packet length: 0, Bad protocol: 0, Bad protocol length: 0,
       Bad hardware length: 0, Dropped: 0
       Last received: Never, Last sent: Never
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        Input packets : 0
        Output packets: 0

Meaning ATM-PPP-LLC in the Encapsulation field indicates that logical interface at-1/0/1.0 is

properly configured for PPP-over-AAL5 logical link control (LLC) encapsulation.Protocol

inet indicates that the IPv4 protocol family has been properly configured on the logical

interface. The Active flag for VCI 0.120 indicates that virtual circuit identifier (VCI) 120 on

VPI 0 is up and operational.

Verifying the Static PPPoA Configuration on Logical Unit 1

Purpose Verify that the static PPP subscriber interface is properly configured on logical unit 1

(at-1/0/1.1).

Action From operational mode, issue the show interfaces at-1/0/1.1 command.

user@host> show interfaces at-1/0/1.1

Logical interface at-1/0/1.1 (Index 338) (SNMP ifIndex 1980)
    Flags: Device-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: 
ATM-PPP-VCMUX
    Input packets : 0
    Output packets: 0
  Keepalive settings: Interval 6 seconds, Up-count 6, Down-count 4
   LCP state: Down
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
mpls: Not-configured
  CHAP state: Closed
  PAP state: Closed

Protocol inet, MTU: 2038
      Flags: Sendbcast-pkt-to-re, Protocol-Down
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 192.0.2.142/30, Local: 192.0.2.143, Broadcast: 192.0.2.145

VCI 2.120
Flags: Active, Inverse-ARP

      Total down time: 0 sec, Last down: Never
      ARP statistics
       Received: 0, Sent: 0, Denied: 0, Operation not supported: 0,
       Bad packet length: 0, Bad protocol: 0, Bad protocol length: 0,
       Bad hardware length: 0, Dropped: 0
       Last received: Never, Last sent: Never
        Input packets : 0
        Output packets: 0

Meaning ATM-PPP-VCMUX in the Encapsulation field indicates that the logical interface at-1/0/1.1

is properly configured for PPP-over-AAL5 VCmultiplexing encapsulation. Protocol inet

indicates that the IPv4 protocol family has been properly configured on the logical

interface. The Active flag for VCI 2.120 indicates that virtual circuit identifier (VCI) 120 on

VPI 2 is up and operational.
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Verifying the Static PPPoA Configuration on Logical Unit 2

Purpose Verify that the static PPP subscriber interface is properly configured on logical unit 2

(at-1/0/1.2).

Action From operational mode, issue the show interfaces at-1/0/1.2 command.

user@host> show interfaces at-1/0/1.2

Logical interface at-1/0/1.2 (Index 339) (SNMP ifIndex 1981)
    Flags: Device-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: 
ATM-PPP-VCMUX
    Input packets : 0
    Output packets: 0
  Keepalive settings: Interval 5 seconds, Up-count 6, Down-count 4
   LCP state: Down
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
mpls: Not-configured
  CHAP state: Closed
  PAP state: Closed

Protocol inet, MTU: 2038
      Flags: Sendbcast-pkt-to-re, Protocol-Down
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 192.0.2.152/30, Local: 192.0.2.153, Broadcast: 192.0.2.155

VCI 2.121
Flags: Active

      Total down time: 0 sec, Last down: Never
        Input packets : 0
        Output packets: 0

Meaning ATM-PPP-VCMUX in theEncapsulation field indicates that the logical interfaceat-1/0/1.2

is properly configured for PPP-over-AAL5 VCmultiplexing encapsulation. Protocol inet

indicates that the IPv4 protocol family has been properly configured on the logical

interface. The Active flag for VCI 2.121 indicates that virtual circuit identifier 121 on VPI 2

is up and operational.

Related
Documentation

• ATM for Subscriber Access Overview on page 367

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414
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CHAPTER 36

Verifying and Managing ATM
Configurations

• Verifying and Managing ATM Configurations for Subscriber Access on page 433

Verifying andManaging ATMConfigurations for Subscriber Access

Purpose View information about the static or dynamic subscriber interfaces configured over a

static ATM underlying interface on an MX Series router with MPC/MIC interfaces and an

ATMMIC with SFP.

Action To display information about the ATM physical interface to ensure that it is properly

configured for use with ATM PVCs:

•

user@host> show interfaces at-fpc/pic/port

• To display information about the ATM logical interface to ensure that it is properly

configured as a dynamic or static subscriber interface:

user@host> show interfaces at-fpc/pic/port.logical-unit-number

• To display information about all static PPPoE (pp0) subscriber interfaces for static

PPPoE-over-ATM configurations:

user@host> show interfaces pp0

• To display information about a specified static PPPoE (pp0) subscriber interface for

static PPPoE-over-ATM configurations:

user@host> show interfaces pp0.logical-unit-number

• To display detailed information about the PPPoE underlying interface for dynamic or

static PPPoE-over-ATM configurations:

user@host> show pppoe underlying-interfaces at-fpc/pic/port.logical-unit-number detail

• To display extensive information, including packet statistics and lockout time settings,

about the PPPoE underlying interface for dynamic or static PPPoE-over-ATM

configurations:
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user@host> show pppoe underlying-interfaces at-fpc/pic/port.logical-unit-number extensive

• To display extensive information about the active ATM subscriber with the specified

ATM virtual path identifier (VPI) and ATM virtual circuit identifier (VCI):

user@host> show subscribers vpi vpi-identifier vci vci-identifier extensive

Related
Documentation

• Configuring ATM for Subscriber Access on page 375

• Example: Configuring a Dynamic PPPoE Subscriber Interface over ATM on page 383

• Example: Configuring a Static PPPoE Subscriber Interface over ATM on page 393

• Example: Configuring aStatic Subscriber Interface for IP Access over ATMonpage407

• Example: Configuring a Static Subscriber Interface for IP Access over Ethernet over

ATM on page 414

• Example: Configuring a Static PPP Subscriber Interface over ATM on page 420
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PART 6

Troubleshooting

• Contacting Juniper Networks Technical Support on page 437
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CHAPTER 37

Contacting Juniper Networks Technical
Support

• Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical

Support on page 437

Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical
Support

Problem Description:When you experience a subscriber access problem in your network, we

recommend that you collect certain logs before you contact Juniper Networks Technical

Support. This topic shows you themost useful logs for a variety of network

implementations. In addition to the relevant log information, youmust also collect

standard troubleshooting information and send it to JuniperNetworksTechnical Support

in your request for assistance.

Solution To collect standard troubleshooting information:

• Redirect the command output to a file.

user@host> request support information | save rsi-1
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To configure logging to assist Juniper Networks Technical Support:

1. Review the following blocks of statements to determine which apply to your

configuration.

[edit]
set system syslog archive size 100m files 25
set system auto-configuration traceoptions file filename
set system auto-configuration traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions level all
set protocols ppp-service traceoptions flag all
set protocols ppp traceoptions file filename size 100m files 25
set protocols ppp traceoptions level all
set protocols ppp traceoptions flag all
set protocols pppmonitor-session all
set interfaces pp0 traceoptions flag all
set demux traceoptions file filename size 100m files 25
set demux traceoptions level all
set demux traceoptions flag all
set system processes dhcp-service traceoptions file filename
set system processes dhcp-service traceoptions file size 100m
set system processes dhcp-service traceoptions file files 25
set system processes dhcp-service traceoptions flag all
set class-of-service traceoptions file filename
set class-of-service traceoptions file size 100m
set class-of-service traceoptions flag all
set class-of-service traceoptions file files 25
set routing-options traceoptions file filename
set routing-options traceoptions file size 100m
set routing-options traceoptions flag all
set routing-options traceoptions file files 25
set interfaces traceoptions file filename
set interfaces traceoptions file size 100m
set interfaces traceoptions flag all
set interfaces traceoptions file files 25
set system processes general-authentication-service traceoptions file filename
set system processes general-authentication-service traceoptions file size 100m
set system processes general-authentication-service traceoptions flag all
set system processes general-authentication-service traceoptions file files 25

2. Copy the relevant statements into a text file andmodify the log filenames as you

want.

3. Copy the statements from the text file and paste them into the CLI on your router to

configure logging.

4. Commit the logging configuration to begin collecting information.

NOTE: Themaximum file size for DHCP local server and DHCP relay log files
is 1 GB. Themaximum number of log files for DHCP local server and DHCP
relay is 1000.
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BEST PRACTICE: Enable these logs only to collect information when
troubleshooting specific problems. Enabling these logs during normal
operations can result in reduced system performance.

Related
Documentation

• Compressing Troubleshooting Logs from /var/logs to Send to Juniper Networks Technical

Support
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PART 7

Configuration Statements and
Operational Commands

• Configuration Statements on page 443

• Operational Commands on page 667
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CHAPTER 38

Configuration Statements

• accept on page 448

• access (Static Access Routes) on page 449

• access-concentrator on page 450

• access-profile on page 451

• access-profile (Dynamic Stacked VLAN) on page 452

• access-profile (Dynamic VLAN) on page 453

• address on page 454

• agent-circuit-identifier (Dynamic ACI VLANs) on page 456

• agent-specifier on page 457

• aggregate-clients (DHCP Local Server) on page 459

• arp (Interfaces) on page 460

• atm-options on page 463

• authentication on page 465

• auto-configure on page 466

• auto-configure (Dynamic VLAN Interface Sets) on page 468

• chap on page 469

• chap (Dynamic PPP) on page 470

• circuit-type on page 471

• class-of-service (Dynamic Profiles) on page 472

• delay (PPPoE Service Name Tables) on page 474

• delimiter on page 475

• demux-options (Dynamic Interface) on page 475

• demux-source (Dynamic IP Demux Interface) on page 476

• demux-source (Dynamic Underlying Interface) on page 477

• demux0 (Dynamic Interface) on page 478

• destination (Tunnels) on page 479

• direct-connect on page 480

• domain-name on page 481
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• drop (PPPoE Service Name Tables) on page 482

• duplicate-protection (Dynamic PPPoE) on page 483

• dynamic-profile (Dynamic Access-Line-Identifier VLANs) on page 484

• dynamic-profile (Dynamic ACI VLANs) on page 485

• dynamic-profile (Dynamic PPPoE) on page 486

• dynamic-profile (PPP) on page 487

• dynamic-profile (PPPoE Service Name Tables) on page 488

• dynamic-profile (Stacked VLAN) on page 489

• dynamic-profile (VLAN) on page 490

• dynamic-profiles on page 491

• encapsulation (Logical Interface) on page 501

• enhanced-mode on page 505

• family on page 507

• family (Dynamic Demux Interface) on page 512

• family (Dynamic PPPoE) on page 514

• family (Dynamic Standard Interface) on page 516

• filter (Applying to a Logical Interface) on page 518

• filter (Dynamic Profiles Filter Attachment) on page 519

• flexible-vlan-tagging on page 520

• forwarding-classes (Class-of-Service) on page 521

• fragmentation-maps on page 522

• group (DHCP Local Server) on page 523

• host-prefix-only on page 527

• include (Dynamic Access-Line-Identifier VLANs) on page 528

• inline-services (PIC level) on page 529

• inner-tag-protocol-id (Dynamic VLANs) on page 530

• inner-vlan-id (Dynamic VLANs) on page 531

• input (Dynamic Service Sets) on page 532

• input-vlan-map (Dynamic Interfaces) on page 533

• interface (Dynamic Interface Sets) on page 534

• interface-name on page 535

• interface-set (Dynamic VLAN Interface Sets Association) on page 536

• interface-set (Dynamic VLAN Interface Sets Definition) on page 538

• interfaces on page 539

• interfaces (Static and Dynamic Subscribers) on page 540

• keepalives on page 545

• keepalives (Dynamic Profiles) on page 547
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• line-identity (Dynamic Access-Line-Identifier VLANs) on page 548

• local-name on page 549

• mac on page 550

• mac-address (VLAN and Stacked VLAN Interfaces) on page 551

• mac-validate on page 552

• mac-validate (Dynamic IP Demux Interface) on page 553

• max-sessions (Dynamic PPPoE) on page 554

• max-sessions (PPPoE Service Name Tables) on page 556

• max-sessions-vsa-ignore (Static and Dynamic Subscribers) on page 557

• mode (Dynamic Profiles) on page 558

• mru (Dynamic and Static PPPoE) on page 559

• mtu on page 560

• mtu (Dynamic and Static PPPoE) on page 564

• nas-port-extended-format on page 565

• nas-port-extended-format (Interfaces) on page 567

• nd-override-preferred-src on page 568

• no-gratuitous-arp-request on page 569

• no-keepalives (Dynamic Profiles) on page 569

• no-vlan-id-validate on page 570

• oam-on-svlan (Ethernet Interfaces) on page 571

• option-18 (Interface-ID for DHCPv6 Autosense VLANs) on page 572

• option-37 (Relay Agent Remote-ID for DHCPv6 Autosense VLANs) on page 573

• option-82 on page 574

• output (Dynamic Service Sets) on page 575

• output-traffic-control-profile (Dynamic CoS Definition) on page 576

• output-vlan-map (Dynamic Interfaces) on page 577

• override on page 578

• packet-types (Dynamic VLAN Authentication) on page 579

• pap (Dynamic PPP) on page 580

• passive (CHAP) on page 581

• pop (Dynamic VLANs) on page 582

• post-service-filter (Dynamic Service Sets) on page 583

• pp0 (Dynamic PPPoE) on page 584

• ppp-options on page 586

• ppp-options (Dynamic PPP) on page 588

• ppp-subscriber-services on page 590

• pppoe-options on page 591
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• pppoe-options (Dynamic PPPoE) on page 592

• pppoe-underlying-options (Dynamic VLAN Interface Sets) on page 593

• pppoe-underlying-options (Static and Dynamic Subscribers) on page 594

• precedence on page 595

• profile (Access) on page 596

• proxy-arp (Dynamic Profiles) on page 601

• push (Dynamic VLANs) on page 602

• qualified-next-hop (Access) on page 602

• radius-realm on page 603

• ranges (Dynamic Stacked VLAN) on page 604

• ranges (Dynamic VLAN) on page 605

• route (Access) on page 606

• routing-instance (PPPoE Service Name Tables) on page 607

• routing-options on page 608

• rpf-check (Dynamic Profiles) on page 609

• rpf-check on page 610

• schedulers (CoS) on page 612

• server on page 613

• server (Dynamic PPPoE) on page 613

• service (Dynamic Service Sets) on page 614

• service (PPPoE) on page 615

• service-device-pool (L2TP) on page 616

• service-filter (Dynamic Service Sets) on page 617

• service-name-table on page 618

• service-name-tables on page 619

• service-set (Dynamic Service Sets) on page 620

• short-cycle-protection (Static and Dynamic Subscribers) on page 622

• stacked-vlan-ranges on page 624

• stacked-vlan-tagging on page 625

• swap (Dynamic VLANs) on page 625

• tag-protocol-id (Dynamic VLANs) on page 626

• targeted-options (Grouping Subscribers by Bandwidth Usage) on page 627

• terminate (PPPoE Service Name Tables) on page 628

• traffic-control-profiles on page 629

• traffic-control-profiles (Dynamic CoS Definition) on page 630

• underlying-interface on page 631

• underlying-interface (demux0) on page 632
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• underlying-interface (Dynamic PPPoE) on page 633

• unit on page 634

• unit (Dynamic Demux Interface) on page 641

• unit (Dynamic Interface Sets) on page 643

• unit (Dynamic PPPoE) on page 644

• unit (Dynamic Profiles Standard Interface) on page 646

• unnumbered-address (PPP) on page 650

• unnumbered-address (Dynamic PPPoE) on page 651

• unnumbered-address (Dynamic Profiles) on page 652

• use-primary (DHCP Local Server) on page 654

• username-include (Interfaces) on page 655

• user-prefix on page 656

• vci on page 657

• vlan-id (Dynamic Profiles) on page 658

• vlan-id (Dynamic VLANs) on page 659

• vlan-ranges on page 660

• vlan-tagging on page 661

• vlan-tagging (Dynamic) on page 663

• vlan-tags on page 664

• vpi (Define Virtual Path) on page 665

• weight on page 666
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accept

Syntax accept (any | dhcp-v4 | dhcp-v6 | inet | inet6 | pppoe);

Hierarchy Level [edit interfaces interface-name auto-configure stacked-vlan-ranges dynamic-profile
profile-name],

[edit interfaces interface-name auto-configure vlan-ranges dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

dhcp-v4 option added in Junos OS Release 10.0.

dhcp-v6, inet6 and pppoe options added in Junos OS Release 10.2.

any option added in Junos OS Release 10.4.

Description Specify the type of VLAN Ethernet packet accepted by an interface that is associated

with a VLAN dynamic profile or stacked VLAN dynamic profile.

Options any—Any packet type. Specifies that any incoming packets trigger the dynamic creation

of a VLANwith properties determined by the auto-configure interface configuration

stanza and associated profile attributes. This option is used when configuring

wholesaling in a Layer 2 network.

dhcp-v4—IPv4 DHCP packet type. Specifies that incoming IPv4 DHCP discover packets

trigger the dynamic creation of a VLANwith properties determined by the

auto-configure interface configuration stanza and associated profile attributes

NOTE: The DHCP-specificmac-address and option-82 options are rejected

if the accept statement is not set to dhcp-v4.

dhcp-v6—IPv6 DHCP packet type. Specifies that incoming IPv6 DHCP discover packets

trigger the dynamic creation of a VLANwith properties determined by the

auto-configure interface configuration stanza and associated profile attributes.

inet—IPv4 Ethernet and ARP packet type.

inet6—IPv6 Ethernet packet type.

pppoe—Point-to-Point Protocol over Ethernet packet type.

NOTE: The pppoe VLAN Ethernet packet type option is supported only for

MPC/MIC interfaces.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17

• Configuring VLAN Interfaces for the Layer 2Wholesale Solution

• Configuring Subscriber Packet Types to Trigger VLAN Authentication on page 34

access (Static Access Routes)

Syntax access {
route ip-prefix</prefix-length> {
metric route-cost;
next-hop next-hop;
preference route-distance;
qualified-next-hop next-hop;
tag tag-number

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure access routes.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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access-concentrator

Syntax access-concentrator name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit interfaces interface-name unit logical-unit-number family pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-options],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-options],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced before Junos OS Release 7.4.

Support at the [edit interfaces interface-name unit logical-unit-number

pppoe-underlying-options] and [edit logical-systems logical-system-name interfaces

interface-name unit logical-unit-number pppoe-underlying-options] hierarchy levels

introduced in Junos OS Release 10.1.

Support at the [edit ... family pppoe] hierarchies introduced in Junos OS Release 11.2.

Description Configure an alternative access concentrator name in the AC-NAME tag in a PPPoE

control packet for usewith a dynamic PPPoE subscriber interface. If you do not configure

the access concentrator name, the AC-NAME tag contains the system name.

NOTE: The [edit ... family pppoe] hierarchies are supported only onMXSeries

routers with MPCs.

Options name—Name of the access concentrator.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Identifying the Access Concentrator

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• PPPoE Overview
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access-profile

Syntax access-profile name;

Hierarchy Level [edit interfaces interface-name ppp-options chap],
[edit interfaces interface-name ppp-options pap],
[edit interfaces interface-name unit logical-unit-number ppp-options chap],
[edit interfaces interface-name unit logical-unit-number ppp-options pap],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options chap],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options pap]

Release Information Statement introduced before Junos OS Release 7.4.

Support for PAP added in Junos OS Release 8.3.

Support for VLAN and stacked VLAN ranges added in Junos OS Release 10.0.

Description ForCHAPauthentication, themappingbetweenpeernames(or “clients” )and thesecrets

associated with their respective links. For PAP authentication, the peer's username and

password.

For Asynchronous Transfer Mode 2 (ATM2) IQ interfaces only, you can configure a

Challenge Handshake Authentication Protocol (CHAP) access profile on the logical

interface unit if the logical interface is configuredwith one of the following PPP over ATM

encapsulation types:

• atm-ppp-llc—PPP over AAL5 logical link control (LLC) encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.

Options name—Name of the access profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Challenge Handshake Authentication Protocol

• Configuring the PPP Password Authentication Protocol On a Physical Interface
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access-profile (Dynamic Stacked VLAN)

Syntax access-profile svlan-access-profile-name;

Hierarchy Level [edit interfaces interface-name auto-configure stacked-vlan-ranges dynamic-profile
profile-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Access profiles contain subscriber access authentication, authorization and accounting

(AAA) configuration parameters. You can create an access profiles and then attach it at

various configuration levels.When youattachanaccess profile to an interface configured

for dynamic VLAN or stacked VLAN, all the VLANs and stacked VLANs use the same set

of AAA parameters configured in that access profile. The different access profiles can

have different authentication/authorization settings so you can, for example, have

authentication on some VLAN and stacked VLAN ranges but no authentication on other

ranges.

You can assign different access profiles to different dynamic profiles on the same

interface. If you assign an access profile at the global level, but a different access profile

is assigned at the interface level, the access profile at the interface level authenticates

all dynamic VLANs and stacked VLANs on the interface. Access profiles can be assigned

at various levels, but the most specific access profile takes precedence over any other

profile assignments..

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21
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access-profile (Dynamic VLAN)

Syntax access-profile vlan-access-profile-name;

Hierarchy Level [edit interfaces interface-name auto-configure vlan-ranges dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 16.2.

Description Access profiles contain subscriber access authentication, authorization and accounting

(AAA) configuration parameters. You can create an access profiles and then attach it at

various configuration levels.When youattachanaccess profile to an interface configured

for dynamic VLAN or stacked VLAN, all the VLANs and stacked VLANs use the same set

of AAA parameters configured in that access profile. The different access profiles can

have different authentication/authorization settings so you can, for example, have

authentication on some VLAN or stacked VLAN ranges but no authentication on other

ranges.

You can assign different access profiles to different dynamic profiles on the same

interface. If you assign an access profile at the global level, but a different access profile

is assigned at the interface level, the access profile at the interface level authenticates

all dynamic VLANs and stacked VLANs on the interface. Access profiles can be assigned

at various levels, but the most specific access profile takes precedence over any other

profile assignments.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17
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address

List of Syntax Syntax MX Series and EX Series (dynamic-profiles) on page 454

Syntax QFX Series and QFabric (interfaces) on page 454

SyntaxMX Series and
EX Series

(dynamic-profiles)

address (ip-address | ipv6-address);

SyntaxQFXSeries and
QFabric (interfaces)

address address {
arp ip-address (mac | multicast-mac)mac-address <publish>;
broadcast address;
destination address;
destination-profile name;
reui-64;
master-only;
multipoint-destination addressdlci dlci-identifier;
multipoint-destination address {
epd-threshold cells;
inverse-arp;
oam-liveness {
up-count cells;
down-count cells;

}
oam-period (disable | seconds);
shaping {
(cbr rate |rtvbr peak rate sustained rate burst length |vbr peak rate sustained rate burst
length);

queue-length number;
}
vci vpi-identifier.vci-identifier;

}
primary;
preferred;
(vrrp-group | vrrp-inet6-group) group-number {
(accept-data | no-accept-data);
advertise–interval seconds;
authentication-type authentication;
authentication-key key;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority-number number;
track {
priority-cost seconds;
priority-hold-time interface-name {
interface priority;
bandwidth-threshold bits-per-second {
priority;

}
}
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route ip-address/mask routing-instance instance-name priority-cost cost;
}
virtual-address [ addresses ];

}
}

MXSeries and EX
Series

(dynamic-profiles)

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
family],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family],
[edit interfaces interface-name unit logical-unit-number family inet],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family]

QFX Series and
QFabric (interfaces)

[edit interfaces interface-name unit logical-unit-number family family],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family] hierarchy level introduced in Junos OS Release 10.1.

Statement introduced before Junos OS Release 11.1 for QFX Series switches.

Supportat the [edit interfaces interface-nameunit logical-unit-number family inet]hierarchy

level introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the interface address.

Options ip-address—IPv4 address of the interface.

ipv6-address—IPv6 address of the interface. When configuring an IPv6 address on a

dynamically created interface, use the $junos-ipv6–address dynamic variable.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Protocol Family

• Format forSpecifying IPAddresses,NetworkMasks, andPrefixes in JunosOSConfiguration

Statements
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agent-circuit-identifier (Dynamic ACI VLANs)

Syntax agent-circuit-identifier {
dynamic-profile profile-name;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” auto-configure],

[edit interfaces interface-name unit logical-unit-number auto-configure]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure a static or dynamic underlying VLAN interface to enable dynamic VLAN

subscriber interface creation based on agent circuit identifier information.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier

Information on page 45

• ConfiguringStaticUnderlyingVLAN Interfaces toUseAgentCircuit Identifier Information

on page 47
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agent-specifier

Syntax agent-specifier {
aci circuit-id-string ari remote-id-string {
drop;
delay seconds;
terminate;
dynamic-profile profile-name;
routing-instance routing-instance-name;
static-interface interface-name;

}
}

Hierarchy Level [edit protocols pppoe service-name-tables table-name service service-name]

Release Information Statement introduced in Junos OS Release 10.0.

drop, delay, terminate, dynamic-profile, routing-instance, and static-interface options

introduced in Junos OS Release 10.2.

Description Specify the action taken by the interface for the specified agent circuit identifier/agent

remote identifier (ACI/ARI) pair when the interface receives a PPPoE Active Discovery

Initiation (PADI) control packet that includes the vendor-specific tag with ACI/ARI pair

information. You can configure an ACI/ARI pair for a named service, empty service, or any

service in a PPPoE service name table. Amaximumof 8000ACI/ARI pairs are supported

per PPPoE service name table. You can distribute the ACI/ARI pairs in any combination

among the named, empty, and any service entries in the service name table.

You can use an asterisk (*) as awildcard character tomatchACI/ARI pairs, the ACI alone,

or the ARI alone. The asterisk can be placed only at the beginning, the end, or both the

beginning and end of the identifier string. You can also specify an asterisk alone for either

theACI or theARI. You cannot specify only an asterisk for both theACI and theARI.When

you specify a single asterisk as the identifier, that identifier is ignored in the PADI packet.

For example, suppose you care aboutmatching only the ACI and do not care what value

the ARI has in the PADI packet, or even whether the packet contains an ARI value. In this

case you can set the remote-id-string to a single asterisk. Then the interface ignores the

ARI received in the packet and the interface takes action based only onmatching the

specified ACI.

Default The default action is terminate.

Options aci circuit-id-string—Identifier for the agent circuit ID that corresponds to the DSLAM

interface that initiated the service request. This is a string of up to 63 characters.

ari remote-id-string—Identifier for the subscriber associated with the DSLAM interface

that initiated the service request. This is a string of up to 63 characters.
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The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231

• Assigning an ACI/ARI Pair to a Service Name and Configuring the Action TakenWhen

the Client Request Includes ACI/ARI Information on page 237

Copyright © 2018, Juniper Networks, Inc.458

Broadband Subscriber VLANs and Interfaces Feature Guide

https://apps.juniper.net/cli-explorer/


aggregate-clients (DHCP Local Server)

Syntax aggregate-clients (merge | replace);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name dynamic-profile profile-name],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverdynamic-profile
profile-name],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name dynamic-profile profile-name],

[edit routing-instances routing-instance-name system services dhcp-local-server
dynamic-profile profile-name],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name dynamic-profile profile-name],

[edit system services dhcp-local-server dynamic-profile profile-name],
[edit system services dhcp-local-server group group-name dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 9.3.

Optionsmerge and replace introduced in Junos OS Release 9.5.

Description Specify that the router merge (chain) client attributes such as firewall filters and CoS

attributes or replace themwhenmultiple client sessions exist on the same underlying

VLAN.

Not supported for IP demux subscriber interfaces.

Options merge—Aggregate multiple clients attributes for the same subscriber (logical interface)

replace—Replace the entire logical interfacewhenever a newclient logs in to the network

using the same VLAN logical interface

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130
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arp (Interfaces)

Syntax arp ip-address (mac | multicast-mac)mac-address publish;

arp {
aging-timerminutes;
gratuitous-arp-delayseconds;
gratuitous-arp-on-ifup;
interfaces {
interface-name {
aging-timerminutes;

}
}
passive-learning;
purging;

}

Syntax (EX Series) arp {
aging-timerminutes;

}

Hierarchy Level [edit system]

[edit interfaces interface-name unit logical-unit-number family inet address address],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address]

NOTE: Theedit logical-systemshierarchy isnotavailableonQFabric systems.

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description For Ethernet, Fast Ethernet, and Gigabit Ethernet interfaces only, configure Address

Resolution Protocol (ARP) table entries, mapping IP addresses to MAC addresses. You

can enable backup VRRP routers to learn ARP requests for VRRP-IP to VRRP-MAC

address translation. You can also set the time interval between ARP updates.

NOTE: By default, an ARP policer is installed that is shared among all the
Ethernet interfaces on which you have configured the family inet statement.

By including the arp statement at the [edit interfaces interface-name unit
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logical-unit-number family inetpolicer]hierarchy level, youcanapplyaspecific

ARP-packet policer to an interface. This feature is not available on EX Series
switches.

When you need to conserve IP addresses, you can configure an Ethernet
interface tobeunnumberedby including theunnumbered-address statement

at the [edit interfaces interface-name unit logical-unit-number family inet]

hierarchy level.

NOTE: For EX-Series switches, set only the time interval between ARP
updates.

Options ip-address—IP address to map to the MAC address. The IP address specified must be
part of the subnet defined in the enclosing address statement.

macmac-address—MAC address tomap to the IP address. Specify the MAC address as
six hexadecimal bytes in one of the following formats: nnnn.nnnn.nnnn or

nn:nn:nn:nn:nn:nn. For example, 0000.5e00.5355 or 00:00:5e:00:53:55.

multicast-macmac-address—Multicast MAC address tomap to the IP address. Specify
themulticastMACaddress as six hexadecimal bytes in one of the following formats:

nnnn.nnnn.nnnn or nn:nn:nn:nn:nn:nn. For example, 0000.5e00.5355 or

00:00:5e:00:53:55.

publish—(Optional) Have the router or switch reply to ARP requests for the specified IP
address. If you omit this option, the router or switch uses the entry to reach the

destination but does not reply to ARP requests.

NOTE: For unicastMACaddresses only, if you include thepublishoption,

the router or switch replies to proxy ARP requests.

aging-timer—Time interval inminutes between ARP updates. In environmentswhere the

numberofARPentries toupdate ishigh (for example, on routersonly,metroEthernet

environments), increasing the time between updates can improve system

performance.

passive-learning (QFX-Series only)—Configure backup VRRP routers or switches to

learn the ARPmappings (IP-to-MAC address) for hosts sending the requests. By

default, the backupVRRP router drops these requests; therefore, if themaster router

fails, the backup routermust learn all entries present in the ARP cache of themaster

router. Configuring passive learning reduces transition delaywhen the backup router

is activated.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static ARP Table Entries For Mapping IP Addresses to MAC Addresses

• Configuring Junos OS ARP Learning and Aging Options for Mapping IPv4 Network

Addresses to MAC Addresses

• Junos OS Network Interfaces Library for Routing Devices

• Junos OS System Basics Configuration Guide .

Copyright © 2018, Juniper Networks, Inc.462

Broadband Subscriber VLANs and Interfaces Feature Guide

https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html


atm-options

Syntax atm-options {
cell-bundle-size cells;
ilmi;
linear-red-profiles profile-name {
high-plp-max-threshold percent;
low-plp-max-threshold percent;
queue-depth cells high-plp-threshold percent low-plp-threshold percent;

}
mpls {
pop-all-labels {
required-depth number;

}
}
pic-type (atm1 | atm2);
plp-to-clp;
promiscuous-mode {
vpi vpi-identifier;

}
scheduler-mapsmap-name {
forwarding-class class-name {
epd-threshold cells plp1 cells;
linear-red-profile profile-name;
priority (high | low);
transmit-weight (cells number | percent number);

}
vc-cos-mode (alternate | strict);

}
use-null-cw;
vpi vpi-identifier {
maximum-vcsmaximum-vcs;
oam-liveness {
up-count cells;
down-count cells;

}
oam-period (disable | seconds);
shaping {
(cbr rate | rtvbr peak rate sustained rateburst length | vbr peak rate sustained rateburst
length);

queue-length number;
}

}
}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in JunosOSRelease 12.2 for theACXSeriesUniversalMetroRouters.

Description Configure ATM-specific physical interface properties.
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The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

NOTE: Certain options apply only to specific platforms.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Interface Encapsulations Overview

• multipoint-destination

• shaping

• vci on page 657
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authentication

Syntax authentication {
packet-types [packet-types];
password password-string;
username-include {
circuit-id;
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
mac-address;
option-18;
option-37;
option-82 <circuit-id> <remote-id>;
radius-realm radius-realm-string;
remote-id;
user-prefix user-prefix-string;
vlan-tags;

}
}

Hierarchy Level [edit interfaces interface-name auto-configure vlan-ranges],
[edit interfaces interface-name auto-configure stacked-vlan-ranges]

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify the authentication parameters that trigger the Access-Requestmessage to AAA

for the interface.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Subscribers over Static Interfaces Configuration Overview

• Configuring the Static Subscriber Global Authentication Password

• Configuring a Username for Authentication of Out-of-Band Triggered Dynamic VLANs

• Layer 2Wholesale with ANCP-Triggered VLANs Overview
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auto-configure

Syntax auto-configure {
vlan-ranges {
access-profile profile-name;
authentication {
packet-types [packet-types];
password password-string;
username-include{
circuit-id;
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
mac-address;
option-18;
option-37;
option-82 <circuit-id> <remote-id>;
radius-realm radius-realm-string;
remote-id;
user-prefix user-prefix-string;
vlan-tags;

}
}
dynamic-profile profile-name {
accept (any | dhcp-v4 | dhcp-v6 | inet | inet6 | pppoe);
accept-out-of-band protocol;
ranges (any | low-tag)–(any | high-tag);

}
override;

}
stacked-vlan-ranges {
access-profile profile-name;
authentication {
packet-types [packet-types];
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
mac-address;
option-18;
option-37;
option-82 <circuit-id> <remote-id>;
radius-realm radius-realm-string;
user-prefix user-prefix-string;
vlan-tags;

}
}
dynamic-profile profile-name {
accept (any | dhcp-v4 | dhcp-v6 | inet | inet6 | pppoe);
ranges (any | low-tag–high-tag),(any | low-tag–high-tag);
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}
override;

}
remove-when-no-subscribers;

}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.5.

Description Enable the configuration of dynamic, auto-sensed VLANs.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17
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auto-configure (Dynamic VLAN Interface Sets)

Syntax auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit”],

[edit interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 12.2.

Description Enable the configuration of dynamic, auto-sensedVLANsubscriber interfaces ona static

or dynamic underlying VLAN interface. Use the agent-circuit-identifier statement to

configure dynamic VLANs based only on the ACI. Use the line-identity statement to

configure dynamic VLANs that can be initiated by receipt of ACI, ARI, both ACI and ARI,

or neither.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier

Information on page 45

• ConfiguringStaticUnderlyingVLAN Interfaces toUseAgentCircuit Identifier Information

on page 47

• Configuring Dynamic Underlying VLAN Interfaces to Use Access-Line Identifiers on

page 60

• Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers on

page 63
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chap

Syntax chap {
access-profile name;
challenge-lengthminimumminimum-lengthmaximummaximum-length;
default-chap-secret name;
local-name name;
passive;

}

Hierarchy Level [edit interfaces interface-name ppp-options],
[edit interfaces interface-name unit logical-unit-number ppp-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options]

Release Information Statement introduced before Junos OS Release 7.4.

Description Allow each side of a link to challenge its peer, using a “secret” known only to the

authenticator and that peer. The secret is not sent over the link.

By default, PPP CHAP is disabled. If CHAP is not explicitly enabled, the interface makes

no CHAP challenges and denies all incoming CHAP challenges.

For ATM2 IQ interfaces only, you can configure CHAP on the logical interface unit if the

logical interface is configured with one of the following PPP over ATM encapsulation

types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.

BEST PRACTICE: On inline service (si) interfaces for L2TP, only the chap

statement itself is typicallyused for subscribermanagement.Werecommend
that you leave the subordinate statements at their default values.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Challenge Handshake Authentication Protocol

• Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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chap (Dynamic PPP)

Syntax chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;
local-name name;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit” ppp-options] hierarchy level introduced in Junos OS Release

12.2.

Description Specify CHAP authentication in a PPP dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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circuit-type

Syntax circuit-type;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include],

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify that the circuit type is concatenated with the username during the subscriber

authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35
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class-of-service (Dynamic Profiles)

Syntax class-of-service {
interfaces {
interface-name ;
}
unit logical-unit-number {
classifiers {
type (classifier-name | default);

}
output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);
report-ingress-shaping-rate bps;
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
}

}
}

}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
(scheduler-name) {
buffer-size (seconds | percent percentage | remainder | temporalmicroseconds);
drop-profile-map loss-priority (any | low |medium-low |medium-high | high) protocol
(any | non-tcp | tcp) drop-profile profile-name;

excess-priority (low | high | $junos-cos-scheduler-excess-priority);
excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
priority priority-level;
shaping-rate (rate | predefined-variable);
transmit-rate (percent percentage | rate | remainder) <exact | rate-limit>;

}
}
traffic-control-profiles profile-name {
adjust-minimum rate;
delay-buffer-rate (percent percentage | rate);
excess-rate (percent percentage | proportion value | percent $junos-cos-excess-rate);
excess-rate-high (percent percentage | proportion value);
excess-rate-low (percent percentage | proportion value);
guaranteed-rate (percent percentage | rate) <burst-size bytes>;
overhead-accounting (frame-mode | cell-mode) <bytes byte-value>;
scheduler-mapmap-name;
shaping-rate (percent percentage | rate | predefined-variable) <burst-size bytes>;

}
}
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Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure Junos OS CoS features in a dynamic client profile or a dynamic service profile.

Default If you do not configure any CoS features, all packets are transmitted from output

transmission queue 0.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• Configuring Static Hierarchical Scheduling in a Dynamic Profile
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delay (PPPoE Service Name Tables)

Syntax delay seconds;

Hierarchy Level [edit protocols pppoe service-name-tables table-name service service-name],
[edit protocolspppoeservice-name-tables table-name service service-nameagent-specifier
aci circuit-id-string ari remote-id-string]

Release Information Statement introduced in Junos OS Release 10.0.

Support at [edit protocols pppoe service-name-tables table-name service service-name

agent-specifier aci circuit-id-stringari remote-id-string] hierarchy level introduced in Junos

OS Release 10.2.

Description Configure the PPPoE underlying interface on the router to wait a specified number of

seconds after receiving a PPPoE Active Discovery Initiation (PADI) control packet from

aPPPoE client before sending aPPPoEActiveDiscoveryOffer (PADO)packet to indicate

that it can service the client request

The router (PPPoE server) does not check whether another server has already sent a

PADO packet during the delay period in response to the PPPoE client’s PADI packet. It

is up to the PPPoE client to determine whether another PPPoE server has responded to

its PADI request, or if it must respond to the delayed PADO packet to establish a PPPoE

session.

Options seconds—Number of seconds that the PPPoE underlying interface waits after receiving

a PADI packet from a PPPoE client before sending a PADO packet in response.

Range: 1 through 120 seconds

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231
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delimiter

Syntax delimiter delimiter-character;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include]

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify the character used as the delimiter between the concatenated components of

the username. You cannot use the semicolon (;) as a delimiter.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35

demux-options (Dynamic Interface)

Syntax demux–options {
underlying-interface interface-name

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 interface-name unit
logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.3.

Description Configure logical demultiplexing (demux) interface options in a dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Demultiplexing Interface Overview
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demux-source (Dynamic IP Demux Interface)

Syntax demux-source {
source-address;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
family]

Release Information Statement introduced in Junos OS Release 9.3.

Description Configure a logical demultiplexing (demux) source address for a subscriber in a dynamic

profile.

Options source-address—Either the specific source address you want to assign to the subscriber

interface or the source address variable. For IPv4, specify

$junos-subscriber-ip-address; for IPv6, specify $junos-subscriber-ipv6-address. The

sourceaddress for the interface isdynamically suppliedbyDHCPwhen thesubscriber

accesses the router.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Demultiplexing Interface Overview
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demux-source (Dynamic Underlying Interface)

Syntax demux-source family;

Hierarchy Level [edit dynamic-profiles interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the logical demultiplexing (demux) source family type on the IP demux

underlying interface within a dynamic profile.

NOTE: The IP demux interface feature currently supports only Fast Ethernet,
Gigabit Ethernet, 10-Gigabit Ethernet, or aggregated Ethernet underlying
interfaces.

Options family—Protocol family:

• inet—Internet Protocol version 4 suite

• inet6—Internet Protocol version 6 suite

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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demux0 (Dynamic Interface)

Syntax demux0 {
unit logical-unit-number {
demux-options {
underlying-interface interface-name

}
family family {
access-concentrator name;
address address;
demux-source {
source-prefix;

}
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
input filter-name;
output filter-name;

}
mac-validate (loose | strict):
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name;
output filter-name;

}
vlan-id number;

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces]

Release Information Statement introduced in Junos OS Release 9.3.

Description Configure the logical demultiplexing (demux) interface in a dynamic profile.

Logical IP demux interfaces do not support IPv4 and IPv6 dual stack.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Copyright © 2018, Juniper Networks, Inc.478

Broadband Subscriber VLANs and Interfaces Feature Guide

https://apps.juniper.net/cli-explorer/


Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Demultiplexing Interface Overview

destination (Tunnels)

Syntax destination address;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet address address],
[edit interfaces interface-name unit logical-unit-number family inet unnumbered-address
interface-name],

[edit interfaces interface-name unit logical-unit-number tunnel],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet address address],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet unnumbered-address interface-name],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
tunnel]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description For encrypted, PPP-encapsulated, and tunnel interfaces, specify the remote address of

the connection.

Options address—Address of the remote side of the connection.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Interface Address

• Configuring Generic Routing Encapsulation Tunneling (CLI Procedure)

• Junos OS Services Interfaces Library for Routing Devices
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direct-connect

Syntax direct-connect;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
pppoe-underlying-options],

[edit interfaces interface-name unit logical-unit-numberfamily pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced in Junos OS 13.3.

Description Configure the router to ignore any DSL Forum VSAs that it receives in PPPoE control

packets when the router is directly connected to CPE devices.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Ignoring DSL Forum VSAs from Directly Connected Devices on page 176

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167
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domain-name

Syntax domain-name domain-name-string;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include]

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify the domain name that is concatenatedwith the username during the subscriber

authentication process.

Options domain-name-string—The domain name formatted string.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35
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drop (PPPoE Service Name Tables)

Syntax drop;

Hierarchy Level [edit protocols pppoe service-name-tables table-name service service-name],
[edit protocolspppoeservice-name-tables table-name service service-nameagent-specifier
aci circuit-id-string ari remote-id-string]

Release Information Statement introduced in Junos OS Release 10.0.

Support at [edit protocols pppoe service-name-tables table-name service service-name

agent-specifier aci circuit-id-stringari remote-id-string] hierarchy level introduced in Junos

OS Release 10.2.

Description Direct the router to drop (ignore) a PPPoE Active Discovery Initiation (PADI) control

packet received from a PPPoE client that contains the specified service name tag or

agent circuit identifier/agent remote identifier (ACI/ARI) information. This action

effectivelydenies theclient’s request toprovide thespecified service, or toaccept requests

from the subscriber or subscribers represented by the ACI/ARI information.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231
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duplicate-protection (Dynamic PPPoE)

Syntax duplicate-protection;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit interfaces interface-name unit logical-unit-numberfamily pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced in Junos OS Release 10.1.

Support for the [edit ... family pppoe] hierarchies introduced in Junos OS Release 11.2.

Description Prevent theactivationofanotherdynamicPPPoE logical interfaceon thesameunderlying

interfacewhenadynamicPPPoE logical interface for a clientwith the samemediaaccess

control (MAC)address is alreadyactiveon that interface.Duplicateprotection isdisabled

by default. Enabling duplicate protection has no effect on dynamic PPPoE logical

interfaces that are already active.

NOTE: The [edit ... family pppoe] hierarchies are supported only onMXSeries

routers with MPCs.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167
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dynamic-profile (Dynamic Access-Line-Identifier VLANs)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” auto-configure line-identity],

[edit interfaces interface-name unit logical-unit-number auto-configure line-identity]

Release Information Statement introduced in Junos OS 17.1.

Description Attach a dynamic profile to a static or dynamic underlying VLAN interface to create a

dynamicVLANonthe interface,basedon receivinga trustedoption in theDHCPorPPPoE

discovery packet. The trusted option can be the ACI, ARI, both ACI and ARI, or neither.

The VLAN is known as an access-line-identifier VLAN.

Options profile-name—Name of the dynamic profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Underlying VLAN Interfaces to Use Access-Line Identifiers on

page 60

• Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers on

page 63

Copyright © 2018, Juniper Networks, Inc.484

Broadband Subscriber VLANs and Interfaces Feature Guide



dynamic-profile (Dynamic ACI VLANs)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” auto-configure agent-circuit-identifier],

[edit interfaces interface-name unit logical-unit-number auto-configure
agent-circuit-identifier]

Release Information Statement introduced in Junos OS Release 12.2.

Description Attach a dynamic profile for an agent circuit identifier (ACI) interface set to a static or

dynamic underlying VLAN interface.

Options • profile-name—Name of the dynamic profile that defines the ACI interface set.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier

Information on page 45

• ConfiguringStaticUnderlyingVLAN Interfaces toUseAgentCircuit Identifier Information

on page 47
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dynamic-profile (Dynamic PPPoE)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit interfaces interface-name unit logical-unit-number family pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced in Junos OS Release 10.1.

Support for the [edit ... family pppoe] hierarchies introduced in Junos OS Release 11.2.

Description Attach a PPPoE dynamic profile to an underlying Ethernet interface. This underlying

interface is configured with either the encapsulation ppp-over-ether statement or the

family pppoe statement; the two statements are mutually exclusive. When the router

creates a dynamic PPPoE logical interface on the underlying interface, it uses the

information in the dynamic profile to determine the properties of the dynamic PPPoE

logical interface.

NOTE: The [edit ... family pppoe] hierarchies are supported only onMXSeries

routers with MPCs.

Starting in Junos OS Release 17.2R1, you can configure converged services
forMS-MPCsandMS-MICs.Youcanconfigurecaptiveportal contentdelivery
(CPCD)profiles forMS-MICsandMS-MPCsby including theservice interface
ms-fpc/pic/port statement at the edit service-set service set name

captive-portal-content-delivery-profileprofilename interface-serviceheirarchy

level.

Options profile-name—NameofapreviouslyconfiguredPPPoEdynamicprofile, up to64characters

in length, defined at the [edit dynamic-profilesprofile-name interfacespp0]hierarchy

level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

dynamic-profile (PPP)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 9.5.

Support for MLPPP on LSQ interfaces introduced in Junos OS Release 10.2.

Description Specify the dynamic profile that is attached to the interface. On the MX Series routers,

this statement is supported on PPPoE interfaces only.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring a Basic Dynamic Profile

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces

• Attaching Dynamic Profiles to MLPPP Bundles on page 353

• For hardware requirements, see Hardware Requirements for PPP Subscriber Services

on Non-Ethernet Interfaces on page 352
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dynamic-profile (PPPoE Service Name Tables)

Syntax dynamic-profile profile-name;

Hierarchy Level [edit protocols pppoe service-name-tables table-name service service-name],
[edit protocolspppoeservice-name-tables table-name service service-nameagent-specifier
aci circuit-id-string ari remote-id-string]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify a dynamic profile to instantiate a dynamic PPPoE interface. You can associate

a dynamic profile with a named service entry, empty service entry, or any service entry

configured in aPPPoEservicename table, orwith anagent circuit identifier/agent remote

identifier (ACI/ARI) pair defined for these services.

The dynamic profile associated with a service entry in a PPPoE service name table

overrides the dynamic profile associated with the PPPoE underlying interface on which

the dynamic PPPoE interface is created.

If you include the dynamic-profile statement at the [edit protocols pppoe

service-name-tables table-name service service-name agent-specifier aci circuit-id-string

ari remote-id-string]hierarchy level, youcannotalso include the static-interface statement

at this level. The dynamic-profile and static-interface statements are mutually exclusive

for ACI/ARI pair configurations.

Options profile-name—Name of the dynamic profile that the router uses to instantiate a dynamic

PPPoE interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231

• Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair

for Dynamic PPPoE Interface Creation on page 238

Copyright © 2018, Juniper Networks, Inc.488

Broadband Subscriber VLANs and Interfaces Feature Guide



dynamic-profile (Stacked VLAN)

Syntax dynamic-profile profile-name {
accept (any | dhcp-v4 |dhcp-v6| inet | inet6 | pppoe);
access-profilevlan-dynamic-profile-name;
ranges (any | low-tag–high-tag),(any | low-tag–high-tag);

}

Hierarchy Level [edit interfaces interface-name auto-configure stacked-vlan-ranges]

Release Information Statement introduced in Junos OS Release 9.5.

Description Configure a dynamic profile for use when configuring dynamic stacked VLANs.

Options profile-name—Nameof thedynamicprofile thatyouwant tousewhenconfiguringdynamic

stacked VLANs.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring a Basic Dynamic Profile

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21
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dynamic-profile (VLAN)

Syntax dynamic-profile profile-name {
accept (any | dhcp-v4 |dhcp-v6| inet | inet6 | pppoe);
accept-out-of-band protocol;
access-profilevlan-dynamic-profile-name;
ranges (any | low-tag)–(any | high-tag);

}

Hierarchy Level [edit interfaces interface-name auto-configure vlan-ranges]

Release Information Statement introduced in Junos OS Release 9.5.

Description Configure a dynamic profile for use when configuring dynamic VLANs.

Options profile-name—Nameof thedynamicprofile thatyouwant tousewhenconfiguringdynamic

VLANs.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring a Basic Dynamic Profile

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17
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dynamic-profiles

Syntax dynamic-profiles {
profile-name {
class-of-service {
interfaces {
interface-name ;
}
unit logical-unit-number {
classifiers {
type (classifier-name | default);

}
output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);
report-ingress-shaping-rate bps;
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
}

}
}

}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
(scheduler-name) {
buffer-size (seconds | percent percentage | remainder | temporalmicroseconds);
drop-profile-map loss-priority (any | low | medium-low | medium-high | high)
protocol (any | non-tcp | tcp) drop-profile profile-name;

excess-priority (low | high | $junos-cos-scheduler-excess-priority);
excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
priority priority-level;
shaping-rate (rate | predefined-variable);
transmit-rate (percent percentage | rate | remainder) <exact | rate-limit>;

}
}
traffic-control-profiles profile-name {
delay-buffer-rate (percent percentage | rate | $junos-cos-delay-buffer-rate);
excess-rate (percentpercentage | proportionvalue | percent$junos-cos-excess-rate);
guaranteed-rate (percent percentage | rate | $junos-cos-guaranteed-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
scheduler-mapmap-name;
shaping-rate (rate | predefined-variable);

}
}
firewall {
family family {
fast-update-filter filter-name {
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interface-specific;
match-order [match-order];
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

}
}
filter filter-name {
enhanced-mode-override;
fast-lookup-filter;
instance-shared;
interface-shared;

interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

hierarchical-policer uid {
aggregate {
if-exceeding {
bandwidth-limit-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}
premium {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
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policer-action;
}

}
}
policer uid {
filter-specific;
if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
then {
policer-action;

}
}
three-color-policer uid {
action {
loss-priority high then discard;

}
logical-interface-policer;
single-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
peak-burst-size bytes;
peak-information-rate bps;
}

}
}

}
interfaces interface-name {
interface-set interface-set-name {
interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}
}
unit logical-unit-number {
actual-transit-statistics;
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
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line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid |
atm-tcc-vc-mux | atm-mlppp-llc | atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux |
atm-snap | atm-tcc-snap | atm-vc-mux | ether-over-atm-llc |
ether-vpls-over-atm-llc | ether-vpls-over-fr | ether-vpls-over-ppp | ethernet |
frame-relay-ccc | frame-relay-ppp | frame-relay-tcc | frame-relay-ether-type |
frame-relay-ether-type-tcc | multilink-frame-relay-end-to-end | multilink-ppp |
ppp-over-ether |ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc | vlan-vci-ccc
| vlan-tcc | vlan-vpls);

family family {
address address;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
rpf-check {
fail-filter filter-name;
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
input-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(push | swap);
tag-protocol-id tpid;
vlan-id number;

}
output {
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service-set service-set-name {
service-filter filter-name;

}
}
output-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(pop | swap);
tag-protocol-id tpid;
vlan-id number;

}
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
unnumbered-address interface-name <preferred-source-address address>;

}
filter {
input filter-name (
shared-name filter-shared-name;

}
output filter-name {
shared-name filter-shared-name;

}
}
host-prefix-only;
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;
local-name name;

}
ignore-magic-number-mismatch;
initiate-ncp (dual-stack-passive | ipv6 | ip)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;
local-authentication {
password password;
username-include {
circuit-id;
delimiter character;
domain-name name;
mac-address;
remote-id;

}
}

}
targeted-options {
backup backup;
group group;

495Copyright © 2018, Juniper Networks, Inc.

Chapter 38: Configuration Statements



primary primary;
weight ($junos-interface-target-weight |weight-value);

}
telemetry {
subscriber-statistics;
queue-statistics {
interface $junos-interface-name {
refresh rate;
queues queue set;

}
interface-set $junos-interface-set-name {
refresh rate;
queues queue set;

}
}

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
}
interfaces {
demux0 {...}

}
interfaces {
pp0 {...}

}
policy-options {
prefix-list uid {
ip-addresses;
dynamic-db;

}
}
predefined-variable-defaults predefined-variable <variable-option> default-value;
profile-type remote-device-service;
protocols {
igmp {
interface interface-name {
accounting;
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave
log-interval seconds;
no-accounting;
oif-map;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name
static {
group group {
source source;

}
}
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version version;
}

}
mld {
interface interface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map;
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
}
router-advertisement {
interface interface-name {
current-hop-limit number;
default-lifetime seconds;
(managed-configuration | no-managed-configuration);
max-advertisement-interval seconds;
min-advertisement-interval seconds;
(other-stateful-configuration | no-other-stateful-configuration);
prefix prefix;
reachable-timemilliseconds;
retransmit-timermilliseconds;

}
}

}
routing-instances routing-instance-name {
interface interface-name;
routing-options {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;
tag2 route-tag2;

}
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}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}

}
rib routing-table-name {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;
tag2 route-tag2;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
}

}
routing-options {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;
tag2 route-tag2;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}
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}
services {
captive-portal-content-delivery {
rule name {
match-direction (input | input-output | output);
term name {
from {
applications application-name {
application-protocol type;
destination-port port-type;
protocol ip-protocol-type;
source-port port-type;

}
destination-address name <except>;
destination-address-range lowminimum-valuehighmaximum-value<except>;
destination-prefix-list name <except>;

}
then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}
}

}
}

}
variables {
variable-name {
default-value default-value;
equals expression;
mandatory;
uid;
uid-reference;

}
}

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the filter, policer, hierarchical-policer, three-color-policer, and policy options

hierarchy levels introduced in Junos OS Release 11.4.

Description Create dynamic profiles for use with DHCP or PPP client access.

Options profile-name—Name of the dynamic profile; string of up to 80 alphanumeric characters.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Basic Dynamic Profile

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Dynamic Profiles Overview
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encapsulation (Logical Interface)

Syntax encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid | atm-mlppp-llc |
atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux | atm-snap | atm-tcc-snap | atm-tcc-vc-mux
| atm-vc-mux | ether-over-atm-llc | ether-vpls-over-atm-llc | ether-vpls-over-fr |
ether-vpls-over-ppp | ethernet | ethernet-ccc | ethernet-vpls | ethernet-vpls-fr |
frame-relay-ccc | frame-relay-ether-type | frame-relay-ether-type-tcc | frame-relay-ppp
| frame-relay-tcc | gre-fragmentation | multilink-frame-relay-end-to-end | multilink-ppp
| ppp-over-ether | ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc | vlan-vci-ccc |
vlan-tcc | vlan-vpls | vxlan);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number],
[edit interfaces rlsq number unit logical-unit-number]
[edit protocols evpn]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers (ethernet,vlan-ccc, and vlan-tcc options only).

Statement introduced in JunosOSRelease 12.2 for theACXSeriesUniversalMetroRouters.

Only the atm-ccc-cell-relay and atm-ccc-vc-mux options are supported on ACX Series

routers.

Statement introduced in Junos OS Release 17.3R1 for QFX10000 Series switches

(ethernet-ccc and vlan-ccc options only).

Description Configure a logical link-layer encapsulation type. Not all encapsulation types are

supported on the switches. See the switch CLI.

Options atm-ccc-cell-relay—Use ATM cell-relay encapsulation.

atm-ccc-vc-mux—Use ATM virtual circuit (VC) multiplex encapsulation on CCC circuits.

When you use this encapsulation type, you can configure the ccc family only.

atm-cisco-nlpid—UseCiscoATMnetwork layer protocol identifier (NLPID)encapsulation.

When you use this encapsulation type, you can configure the inet family only.

atm-mlppp-llc—For ATM2 IQ interfaces only, use Multilink Point-to-Point (MLPPP) over

AAL5 LLC. For this encapsulation type, your router must be equipped with a Link

Services or Voice Services PIC. MLPPP over ATM encapsulation is not supported on

ATM2 IQ OC48 interfaces.

atm-nlpid—Use ATMNLPID encapsulation. When you use this encapsulation type, you

can configure the inet family only.

atm-ppp-llc—(ATM2 IQ interfaces and MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP only) Use PPP over AAL5 LLC encapsulation.
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atm-ppp-vc-mux—(ATM2 IQ interfaces and MX Series routers with MPC/MIC interfaces

using the ATMMICwith SFP only) Use PPPover ATMAAL5multiplex encapsulation.

atm-snap—(All interfaces including MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP) Use ATM subnetwork attachment point (SNAP)

encapsulation.

atm-tcc-snap—Use ATM SNAP encapsulation on translational cross-connect (TCC)

circuits.

atm-tcc-vc-mux—Use ATM VCmultiplex encapsulation on TCC circuits. When you use

this encapsulation type, you can configure the tcc family only.

atm-vc-mux—(All interfaces including MX Series routers with MPC/MIC interfaces using

the ATMMIC with SFP) Use ATM VCmultiplex encapsulation. When you use this

encapsulation type, you can configure the inet family only.

ether-over-atm-llc—(All IP interfaces includingMXSeries routerswithMPC/MIC interfaces

using the ATMMIC with SFP) For interfaces that carry IP traffic, use Ethernet over

ATMLLCencapsulation.Whenyouuse this encapsulation type, youcannotconfigure

multipoint interfaces.

ether-vpls-over-atm-llc—For ATM2 IQ interfaces only, use the Ethernet virtual private

LAN service (VPLS) over ATM LLC encapsulation to bridge Ethernet interfaces and

ATM interfacesover aVPLS routing instance (asdescribed inRFC2684,Multiprotocol

Encapsulation over ATM Adaptation Layer 5). Packets from the ATM interfaces are

converted to standard ENET2/802.3 encapsulated Ethernet frames with the frame

check sequence (FCS) field removed.

ether-vpls-over-fr—For E1, T1, E3, T3, and SONET interfaces only, use the Ethernet virtual

private LAN service (VPLS) over Frame Relay encapsulation to support Bridged

Ethernet over Frame Relay encapsulated TDM interfaces for VPLS applications, per

RFC 2427,Multiprotocol Interconnect over Frame Relay.

NOTE: The SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP, the
Channelized SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP, and the
DS3/E3MIC do not support Ethernet over Frame Relay encapsulation.

ether-vpls-over-ppp—For E1, T1, E3, T3, and SONET interfaces only, use the Ethernet

virtualprivateLANservice (VPLS)overPoint-to-PointProtocol (PPP)encapsulation

to support Bridged Ethernet over PPP-encapsulated TDM interfaces for VPLS

applications.

ethernet—Use Ethernet II encapsulation (as described in RFC 894, A Standard for the

Transmission of IP Datagrams over Ethernet Networks).

ethernet-ccc—Use Ethernet CCC encapsulation on Ethernet interfaces.
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ethernet-vpls—Use Ethernet VPLS encapsulation on Ethernet interfaces that have VPLS

enabled and that must accept packets carrying standard Tag Protocol ID (TPID)

values.

NOTE: The built-in Gigabit Ethernet PIC on anM7i router does not support
extended VLAN VPLS encapsulation.

ethernet-vpls-fr—Use in a VPLS setupwhen a CE device is connected to a PE router over

a time-division multiplexing (TDM) link. This encapsulation type enables the PE

router to terminate the outer layer 2 Frame Relay connection, use the 802.1p bits

inside the inner Ethernet header to classify the packets, look at the MAC address

from the Ethernet header, and use the MAC address to forward the packet into a

given VPLS instance.

frame-relay-ccc—Use Frame Relay encapsulation on CCC circuits. When you use this

encapsulation type, you can configure the ccc family only.

frame-relay-ether-type—UseFrameRelayether typeencapsulation for compatibilitywith

Cisco Frame Relay. The physical interface must be configured with

flexible-frame-relay encapsulation.

frame-relay-ether-type-tcc—UseFrameRelayether typeTCCforCisco-compatibleFrame

Relay on TCC circuits to connect different media. The physical interface must be

configured with flexible-frame-relay encapsulation.

frame-relay-ppp—Use PPP over Frame Relay circuits. When you use this encapsulation

type, you can configure the ppp family only.

frame-relay-tcc—UseFrameRelay encapsulation onTCCcircuits for connecting different

media. When you use this encapsulation type, you can configure the tcc family only.

gre-fragmentation—For adaptive services interfaces only, use GRE fragmentation

encapsulation to enable fragmentation of IPv4 packets in GRE tunnels. This

encapsulation clears thedonot fragment (DF) bit in thepacket header. If the packet’

s size exceeds the tunnel’ s maximum transmission unit (MTU) value, the packet is

fragmented before encapsulation.

multilink-frame-relay-end-to-end—Use MLFR FRF.15 encapsulation. This encapsulation

is used only onmultilink, link services, and voice services interfaces and their

constituentT1orE1 interfaces, and is supportedonLSQand redundantLSQ interfaces.

multilink-ppp—Use MLPPP encapsulation. This encapsulation is used only onmultilink,

link services, and voice services interfaces and their constituent T1 or E1 interfaces.

ppp-over-ether—UsePPPoverEthernetencapsulation toconfigureanunderlyingEthernet

interface for a dynamic PPPoE logical interface on M120 and M320 routers with

Intelligent Queuing 2 (IQ2) PICs, and on MX Series routers with MPCs.
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ppp-over-ether-over-atm-llc—(MXSeries routerswithMPCs using theATMMICwith SFP

only) For underlying ATM interfaces, use PPP over Ethernet over ATM LLC

encapsulation. When you use this encapsulation type, you cannot configure the

interface address. Instead, configure the interface address on the PPP interface.

vlan-bridge—Use Ethernet VLAN bridge encapsulation on Ethernet interfaces that have

IEEE802.1Q tagging, flexible-ethernet-services, and bridging enabled and thatmust

accept packets carrying TPID 0x8100 or a user-defined TPID.

vlan-ccc—UseEthernet virtual LAN (VLAN) encapsulation onCCCcircuits.When youuse

this encapsulation type, you can configure the ccc family only.

vlan-vci-ccc—Use ATM-to-Ethernet interworking encapsulation on CCC circuits. When

you use this encapsulation type, you can configure the ccc family only.

vlan-tcc—Use Ethernet VLAN encapsulation on TCC circuits. When you use this

encapsulation type, you can configure the tcc family only.

vlan-vpls—Use Ethernet VLAN encapsulation on VPLS circuits.

vxlan—Use VXLAN data plane encapsulation for EVPN.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Layer 2 Switching Cross-Connects Using CCC

• Configuring the Encapsulation for Layer 2 Switching TCCs

• Configuring Interface Encapsulation on Logical Interfaces

• Configuring the CCC Encapsulation for LSP Tunnel Cross-Connects

• Circuit and Translational Cross-Connects Overview

• Identifying the Access Concentrator

• Configuring ATM Interface Encapsulation

• Configuring VLAN and Extended VLAN Encapsulation

• Configuring ATM-to-Ethernet Interworking

• Configuring Interface Encapsulation on PTX Series Packet Transport Routers

• Configuring CCC Encapsulation for Layer 2 VPNs

• Configuring TCC Encapsulation for Layer 2 VPNs and Layer 2 Circuits

• Configuring ATM for Subscriber Access on page 375

• Understanding CoS on ATM IMA Pseudowire Interfaces Overview

• Configuring Policing on an ATM IMA Pseudowire
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enhanced-mode

Syntax enhanced-mode;

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name filter filter-name],
[edit firewall filter filter-name],
[edit firewall family family-name filter filter-name],
[edit logical-systems logical-system-name firewall filter filter-name],
[edit logical-systems logical-system-name firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Limit static service filters or API-client filters to term-based filter format only for inet or

inet6 families when enhanced network services mode is configured at the [edit chassis

network-services] hierarchy level. You cannot attach enhancedmode filters to local

loopback, management, or MS-DPC interfaces. These interfaces are processed by the

Routing Engine and DPCmodules and can accept only compiled firewall filter format. In

cases where both filter formats are needed for dynamic service filters, you can use the

enhanced-mode-override statementon thespecific filter definition tooverride thedefault

filter term-based only format of chassis network-service enhanced IPmode.The

enhanced-mode and the enhanced-mode-override statements are mutually exclusive;

you can define the filter with either enhanced-mode or enhanced-mode-override, but not

both.

NOTE:

ForMXSeries routerswithMPCs, you need to initialize Trio-onlymatch filters
(that is, a filter that includes at least onematch condition or action that is
only supportedby theTrio chipset) bywalking the correspondingSNMPMIB.
For example, for any filter that is configured or changedwith respect to their
Trioonly filters, youneed to runacommandsuchas the following: showsnmp

mibwalk (ascii | decimal) object-id. This forces Junos to learn the filter counters

and ensure that the filter statistics are displayed. This guidance applies to
all enhanced-mode firewall filters. It also applies to Firewall Filter Match

Conditions for IPv4 Trafficwith flexible match filter terms for offset-range or
offset-mask, gre-key, and IPv6 Filterswith any of the followingmatch

conditions: payload-protocol, extension headers, is_fragment. It also applies

to filters with either of the following Firewall Filter Terminating Actions:
encapsulate or decapsulate, or either of the following Firewall Filter

Nonterminating Actions: policy-map, and clear-policy-map.

When usedwith one of the chassis enhanced network servicesmodes, firewall filters are

generated in term-based format for use with MPCmodules. Do not use enhancedmode

for firewall filters that are intended for control plane traffic. Control plane filtering is
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handled by the Routing Engine kernel, which cannot use the term-based format of the

enhancedmode filters.

If enhanced network services are not configured for the chassis, the enhanced-mode

statement is ignored and any enhancedmode firewall filters are generated in both

term-based and the default, compiled format. Only term-based (enhanced) firewall

filters will be generated, regardless of the setting of the enhanced-mode statement at

the [edit chassis network-services] hierarchy level, if any of the following are true:

• Flexible filter match conditions are configured at the [edit firewall family family-name

filter filter-name term term-name from]or [edit firewall filter filter-name term term-name

from] hierarchy levels.

• A tunnel header push or pop action, such as GRE encapsulate or decapsulate is

configured at the [edit firewall family family-name filter filter-name term term-name

then] hierarchy level.

• Payload-protocol match conditions are configured at the [edit firewall family

family-name filter filter-name term term-name from] or [edit firewall filter filter-name

term term-name from] hierarchy levels.

• An extension-header match is configured at the [edit firewall family family-name filter

filter-name term term-name from] or [edit firewall filter filter-name term term-name

from] hierarchy levels.

• Amatch condition is configured that onlyworkswithMPCcards, suchas firewall bridge

filters for IPv6 traffic.

For packets sourced from the Routing Engine, the Routing Engine processes Layer 3

packets by applying output filters to the packets and forwards Layer 2 packets to the

Packet Forwarding Engine for transmission. By configuring the enhancedmode filter, you

explicitly specify that only the term-based filter format is used, which also implies that

the Routing Engine cannot use this filter.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Network Services Mode Overview

• Firewall Filters and Enhanced Network Services Mode Overview

• Configuring a Filter for Use with Enhanced Network Services Mode

• Firewall Filter Match Conditions for IPv4 Traffic

• Firewall Filter Match Conditions for IPv6 Traffic

• Firewall Filter Terminating Actions

• Firewall Filter Flexible Match Conditions
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family

Syntax family family {
accounting {
destination-class-usage;
source-class-usage {
(input | output | input output);

}
}
access-concentrator name;
address address {
... the address subhierarchy appears after the main [edit interfaces interface-name unit
logical-unit-number family family-name] hierarchy ...

}
bundle interface-name;
core-facing;
demux-destination {
destination-prefix;

}
demux-source {
source-prefix;

}
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
interface-mode (access | trunk);
ipsec-sa sa-name;
keep-address-and-control;
mac-validate (loose | strict);
max-sessions number;
max-sessions-vsa-ignore;
mtu bytes;
multicast-only;
nd6-stale-time seconds;
negotiate-address;
no-neighbor-learn;
no-redirects;
policer {
arp policer-template-name;
input policer-template-name;
output policer-template-name;

}
primary;
protocols [inet isompls];
proxy inet-address address;
receive-options-packets;
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receive-ttl-exceeded;
remote (inet-address address | mac-address address);
rpf-check {
fail-filter filter-name
mode loose;

}
sampling {
input;
output;

}
service {
input {
post-service-filter filter-name;
service-set service-set-name <service-filter filter-name>;

}
output {
service-set service-set-name <service-filter filter-name>;

}
}
service-name-table table-name;
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds> <filter [aci]>;

(translate-discard-eligible | no-translate-discard-eligible);
(translate-fecn-and-becn | no-translate-fecn-and-becn);
translate-plp-control-word-de;
unnumbered-address interface-namedestinationaddressdestination-profileprofile-name;
vlan-id number;
vlan-id-list [number number-number];
address address {
arp ip-address (mac | multicast-mac)mac-address <publish>;
broadcast address;
destination address;
destination-profile name;
eui-64;
master-only;
multipoint-destination address dlci dlci-identifier;
multipoint-destination address {
epd-threshold cells;
inverse-arp;
oam-liveness {
up-count cells;
down-count cells;

}
oam-period (disable | seconds);
shaping {
(cbr rate | rtvbr burst length peak rate sustained rate | vbr burst length peak rate
sustained rate);

queue-length number;
}
vci vpi-identifier.vci-identifier;

}
preferred;
primary;
vrrp-groupgroup-id {
(accept-data | no-accept-data);
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advertise-interval seconds;
authentication-key key;
authentication-type authentication;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
bandwidth-threshold bits-per-second priority-cost priority;
priority-cost priority;

}
priority-hold-time seconds;
route prefix routing-instance instance-name priority-cost priority;
}

}
virtual-address [ addresses ];
}

virtual-link-local-address ipv6-address;
}

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Optionmax-sessions-vsa-ignore introduced in Junos OS Release 11.4.

Description Configure protocol family information for the logical interface.

NOTE: Not all subordinate statements are available to every protocol family.
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Options family—Protocol family:

• any—Protocol-independent family used for Layer 2 packet filtering

NOTE: This option is not supported on T4000 Type 5 FPCs.

• bridge—(MSeries andTSeries routers only)Configure onlywhen thephysical interface

is configured with ethernet-bridge type encapsulation or when the logical interface is

configured with vlan-bridge type encapsulation. You can optionally configure this

protocol family for the logical interface on which you configure VPLS.

• ethernet-switching—(M Series and T Series routers only) Configure only when the

physical interface is configured with ethernet-bridge type encapsulation or when the

logical interface is configured with vlan-bridge type encapsulation

• ccc—Circuit cross-connect protocol suite. You can configure this protocol family for

the logical interface of CCC physical interfaces.When you use this encapsulation type,

you can configure the ccc family only.

• inet—Internet Protocol version 4 suite. Youmust configure this protocol family for the

logical interface to support IP protocol traffic, including Open Shortest Path First

(OSPF), Border Gateway Protocol (BGP), Internet Control Message Protocol (ICMP),

and Internet Protocol Control Protocol (IPCP).

• inet6—Internet Protocol version 6 suite. Youmust configure this protocol family for

the logical interface to support IPv6 protocol traffic, including Routing Information

Protocol for IPv6 (RIPng), Intermediate System-to-Intermediate System (IS-IS), BGP,

and Virtual Router Redundancy Protocol for IPv6 (VRRP).

• iso—International Organization for Standardization Open Systems Interconnection

(ISOOSI)protocol suite. Youmust configure this protocol family for the logical interface

to support IS-IS traffic.

• mlfr-end-to-end—Multilink Frame Relay FRF.15. Youmust configure this protocol or

multilink Point-to-Point Protocol (MLPPP) for the logical interface to supportmultilink

bundling.

• mlfr-uni-nni—Multilink Frame Relay FRF.16. Youmust configure this protocol or

mlfr-end-to-end for the logical interface to support link services and voice services

bundling.

• multilink-ppp—Multilink Point-to-Point Protocol. Youmust configure this protocol (or

mlfr-end-to-end) for the logical interface to support multilink bundling.

• mpls—Multiprotocol Label Switching (MPLS). Youmust configure this protocol family

for the logical interface to participate in an MPLS path.

• pppoe—Point-to-Point Protocol over Ethernet

• tcc—Translational cross-connect protocol suite. You can configure this protocol family

for the logical interface of TCC physical interfaces.

Copyright © 2018, Juniper Networks, Inc.510

Broadband Subscriber VLANs and Interfaces Feature Guide



• tnp—Trivial Network Protocol. This protocol is used to communicate between the

Routing Engine and the router’s packet forwarding components. The Junos OS

automatically configures this protocol family on the router’s internal interfaces only,

as discussed in Understanding Internal Ethernet Interfaces.

• vpls—(MSeriesandTSeries routersonly)Virtual privateLANservice. Youcanoptionally

configure this protocol family for the logical interface on which you configure VPLS.

VPLSprovidesanEthernet-basedpoint-to-multipointLayer2VPNtoconnectcustomer

edge(CE) routersacrossanMPLSbackbone.WhenyouconfigureaVPLSencapsulation

type, the family vpls statement is assumed by default.

MX Series routers support dynamic profiles for VPLS pseudowires, VLAN identifier

translation, and automatic bridge domain configuration.

For more information about VPLS, see the Junos OS VPNs Library for Routing Devices.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Protocol Family
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family (Dynamic Demux Interface)

Syntax family family {
access-concentrator name;
address address;
demux-source {
source-address;

}
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
input filter-name;
output filter-name;

}
mac-validate (loose | strict);
max-sessions number;
max-sessions-vsa-ignore;
service-name-table table-name;
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds> <filter [aci]>;

unnumbered-address interface-name <preferred-source-address address>;
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.3.

pppoe option added in Junos OS Release 11.2.

Description Configure protocol family information for the logical interface.

NOTE: Not all subordinate stanzas are available to every protocol family.

Options family—Protocol family:

• inet—Internet Protocol version 4 suite

• inet6—Internet Protocol version 6 suite

• pppoe—(MX Series routers with MPCs only) Point-to-Point Protocol over Ethernet

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Subscriber Interfaces and Demultiplexing Overview on page 80
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family (Dynamic PPPoE)

Syntax family family {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;

}
output filter-name {
precedence precedence;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure protocol family information for the logical interface.

Options family—Protocol family:

• inet—Internet Protocol version 4 suite

• inet6—Internet Protocol version 6 suite

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring a PPPoE Dynamic Profile on page 170•
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• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

515Copyright © 2018, Juniper Networks, Inc.

Chapter 38: Configuration Statements



family (Dynamic Standard Interface)

Syntax family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
mac-validate (loose | strict);
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
service-name-table table-name;
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds> <filter [aci]>;

unnumbered-address interface-name <preferred-source-address address>;
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]
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Release Information Statement introduced in Junos OS Release 9.2.

pppoe option added in Junos OS Release 11.2.

Description Configure protocol family information for the logical interface.

NOTE: Not all subordinate stanzas are available to every protocol family.

Options family—Protocol family:

• inet—IP version 4 suite

• inet6—IP version 6 suite

• pppoe—(MX Series routers with MPCs only) Point-to-Point Protocol over Ethernet

• vpls—Virtual private LAN service

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Static Routing on Logical Systems

• Configuring the Protocol Family
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filter (Applying to a Logical Interface)

Syntax filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}

Hierarchy Level Protocol-independent firewall filter on MX Series router logical interface:

[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

All other standard firewall filters on all other devices:

[edit interfaces interface-name unit logical-unit-number family family],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Apply a stateless firewall filter to a logical interface at a specific protocol level.

Options group filter-group-number—(Only Ex, M, MX, and T Series) Number of the group to which

the interface belongs. Range: 1 through 255

input filter-name—Name of one filter to evaluate when packets are received on the

interface.

input-list [ filter-names ]—Names of filters to evaluate when packets are received on the

interface. Up to 16 filters can be included in a filter input list.

output filter-name—Name of one filter to evaluate when packets are transmitted on the

interface.

output-list [ filter-names ]—Names of filters to evaluate when packets are transmitted

on the interface. Up to 16 filters can be included in a filter output list.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters

• Guidelines for Applying Standard Firewall Filters

Copyright © 2018, Juniper Networks, Inc.518

Broadband Subscriber VLANs and Interfaces Feature Guide



filter (Dynamic Profiles Filter Attachment)

Syntax filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family] hierarchy level introduced in Junos OS Release 10.1.

shared-name statement added in Junos OS Release 12.2.

Description Apply a dynamic filter to an interface. You can configure filters for family any ,family inet,

or family inet6. The filters can be classic filters, fast update filters, or (for the adf

statement) Ascend-Data-Filters.

Options input filter-name—Name of one filter to evaluate when packets are received on the

interface.

output filter-name—Name of one filter to evaluate when packets are transmitted on the

interface.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• For general information about configuring firewall filters, see the Junos OS Routing

Policies, Firewall Filters and Traffic Policers Feature Guide for Routing Devices.

• Firewall Filters Overview

• Understanding Dynamic Firewall Filters

• Classic Filters Overview

• Basic Classic Filter Syntax

• Parameterized Filters Overview

flexible-vlan-tagging

Syntax flexible-vlan-tagging;

Hierarchy Level [edit interfaces aex],
[edit interfaces ge-fpc/pic/port],
[edit interfaces et-fpc/pic/port],
[edit interfaces ps0],
[edit interfaces xe-fpc/pic/port]

Release Information Statement introduced in Junos OS Release 8.1.

Support for aggregated Ethernet added in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport

Routers.

Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Description Support simultaneous transmission of 802.1Q VLAN single-tag and dual-tag frames on

logical interfaces on the same Ethernet port, and on pseudowire logical interfaces.

This statement is supported on M Series and T Series routers, for Fast Ethernet and

Gigabit Ethernet interfaces only on Gigabit Ethernet IQ2 and IQ2-E, IQ, and IQE PICs, and

for aggregated Ethernet interfaces with member links in IQ2, IQ2-E, and IQ PICs or in MX

Series DPCs, or on Ethernet interfaces for PTX Series Packet Transport Routers or

100-Gigabit Ethernet Type 5 PIC with CFP.

This statement is supportedonGigabitEthernet, 10-GigabitEthernet, 40-GigabitEthernet,

and aggregated Ethernet interfaces on EX Series and QFX Series switches.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling VLAN Tagging

• Configuring Flexible VLAN Tagging on PTX Series Packet Transport Routers

• Configuring Double-Tagged VLANs on Layer 3 Logical Interfaces
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forwarding-classes (Class-of-Service)

Syntax forwarding-classes {
class queue-num queue-number priority (high | low);
queuequeue-numberclass-namepriority (high | low)[policing-priority (premium|normal)];

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced before Junos OS Release 7.4.

policing-priority option introduced in Junos OS Release 9.5.

Statement introduced on PTX Series Packet Transport Routers in Junos OS Release 12.1.

Description Associate the forwarding class with a queue name and number. For M320, MX Series, T

Series routers and EX Series switches only, you can configure fabric priority queuing by

including thepriority statement. ForEnhanced IQPICs, youcan include thepolicing-priority

option.

NOTE: The priority and policing-priority options are not supported on PTX

Series Packet Transport Routers.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Custom Forwarding Class for Each Queue

• Forwarding Classes and Fabric Priority Queues

• Configuring Hierarchical Layer 2 Policers on IQE PICs

• Classifying Packets by Egress Interface
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fragmentation-maps

Syntax fragmentation-maps {
map-name {
forwarding-class class-name {
drop-timeoutmilliseconds;
fragment-threshold bytes;
multilink-class number;
no-fragmentation;

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced before Junos OS Release 7.4.

Description ForMultiservicesandServicesPIC link services IQ(lsq)andvirtual LSQ redundancy (rlsq)

interfaces, define fragmentation properties for individual forwarding classes.

Default If you do not include this statement, traffic in all forwarding classes is fragmented.

Options map-name—Name of the fragmentation map.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Fragmentation by Forwarding Class Overview

• Configuring Fragmentation by Forwarding Class

• Example: Configuring Fragmentation by Forwarding Class

• Configuring Drop Timeout Interval for Fragmentation by Forwarding Class

• fragmentation-map
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group (DHCP Local Server)

Syntax group group-name {
access-profile profile-name;
authentication {
password password-string;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-description (device-interface | logical-interface);
logical-system-name;
mac-address;
option-60;
option-82 <circuit-id> <remote-id>;
relay-agent-interface-id
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix-string;
vlan-tags;

}
}
dynamic-profile profile-name <aggregate-clients (merge | replace) | use-primary
primary-profile-name>;

interface interface-name {
access-profile profile-name;
exclude;
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
}
delay-time seconds;

}
delay-offer {
based-on (option-60 | option-77 | option-82) {
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equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
}
delay-time seconds;

}
dual-stack dual-stack-group-name;
interface-client-limit number;
process-inform {
pool pool-name;

}
rapid-commit;

}
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;
trace;
upto upto-interface-name;

}
liveness-detection {
failure-action (clear-binding | clear-binding-if-interface-up | log-only);
method {
bfd {
version (0 | 1 | automatic);
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
detection-time {
thresholdmilliseconds;

}
session-mode(automatic | multihop | singlehop);
holddown-intervalmilliseconds;

}
layer2-liveness-detection {
max-consecutive-retries number;
transmit-interval interval;

}
}

}
overrides {
asymmetric-lease-time seconds;
asymmetric-prefix-lease-time seconds;
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client-discover-match <option60-and-option82>;
client-negotiation-match incoming-interface;
delay-advertise {
based-on (option-15 | option-16 | option-18 | option-37) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
}
delay-time seconds;

}
delay-offer {
based-on (option-60 | option-77 | option-82) {
equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
not-equals {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
starts-with {
ascii ascii-string;
hexadecimal hexadecimal-string;

}
}
delay-time seconds;

}
delegated-pool;
delete-binding-on-renegotiation;
dual-stack dual-stack-group-name;
interface-client-limit number;
process-inform {
pool pool-name;

}
protocol-attributes attribute-set-name;
rapid-commit;

}
reconfigure {
attempts attempt-count;
clear-on-abort;
strict;
timeout timeout-value;
token token-value;
trigger {
radius-disconnect;

}
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}
route-suppression;
service-profile dynamic-profile-name;
short-cycle-protection <lockout-min-time seconds> <lockout-max-time seconds>;

}

Hierarchy Level [edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server ...],

[edit logical-systems logical-system-name system services dhcp-local-server ...],
[edit routing-instances routing-instance-name system services dhcp-local-server ...]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 12.1 for EX Series switches.

Description Configureagroupof interfaces thathaveacommonconfiguration, suchasauthentication

parameters. A groupmust contain at least one interface.

Options group-name—Name of the group.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Extended DHCP Local Server Overview

• Grouping Interfaces with Common DHCP Configurations

• Using External AAA Authentication Services with DHCP

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130

• DHCP Liveness Detection Using ARP and Neighbor Discovery Packets
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host-prefix-only

Syntax host-prefix-only;

Hierarchy Level [edit dynamic-profiles interfaces interface-name unit logical-unit-number],
[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number],
[edit logical-systems logical-system-name routing-instances routing-instance-name interfaces
interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series routers.

Description (MPC5 and MPC6 cards) Improve datapath performance by allowing only DHCPv4

subscribers that negotiate a 32-bit prefix to come up on the underlying VLAN interface.

All DHCP subscribers on the underlying interface must negotiate a 32-bit prefix.

Subscribers that negotiate a subnet prefix are not brought up. You can configure this

statement for static or dynamic subscribers.

NOTE: Youmust add or remove this statement before subscribers become
active.Theconfiguration fails if youattempt toconfigure thestatementwhile
subscribers are active.

NOTE: Youmust also configure demux-source inet for the logical interface.

Only inet is supported. A commit error occurs if you specify demux-source

inet6 or demux-source [inet inet6].

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an IP Demultiplexing Interface

• Configuring a VLAN Demultiplexing Interface
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include (Dynamic Access-Line-Identifier VLANs)

Syntax include {
accept-no-ids;
circuit-id;
remote-id;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” auto-configure line-identity],

[edit interfaces interface-name unit logical-unit-number auto-configure line-identity]

Release Information Statement introduced in Junos OS 17.1.

Description Configure the access-line identifier received in DHCP or PPPoE discovery packets that

is a trusted option. Trusted options are accepted for dynamically creating a VLAN on a

static or dynamic underlying VLAN interface. These VLANs are known as

access-line-identifier-based VLANs.

Options accept-no-ids—(Optional) Enables creation of a VLAN in the absence of the ACI and
the ARI string in the received DHCP or PPPoE packet. This VLAN serves an a default

VLAN to collect all subscribers for which no sub-option is received.

circuit-id—(Optional) Enables creation of the VLANwhen the ACI string is received in a
DHCP or PPPoE packet.

remote-id—(Optional) Enables creation of the VLANwhen the ARI string is received in
a DHCP or PPPoE packet.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Underlying VLAN Interfaces to Use Access-Line Identifiers on

page 60

• Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers on

page 63
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inline-services (PIC level)

Syntax inline-services {
bandwidth (1g | 10g | 20g | 30g | 40g | 100g);

}

Hierarchy Level [edit chassis fpc slot-number pic number]

Release Information Statement introduced in Junos OS Release 11.4.

Description Enable inline services on PICs residing on MPCs and optionally specify a bandwidth for

traffic on the inline service interface. To enable inline services that are specified at the

fpc level, see the inline-services (FPC Level) configuration statement.

The remaining statement is explained separately. Search for a statement in CLI Explorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Enabling Inline Service Interfaces

• Configuring an L2TP LNS with Inline Service Interfaces
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inner-tag-protocol-id (Dynamic VLANs)

Syntax inner-tag-protocol-id tpids;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit
logical-unit-numberinput-vlan-map],

[edit dynamic-profiles profile-name interfaces interface-name unit
logical-unit-numberoutput-vlan-map]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic VLAN interfaces, configure the IEEE 802.1Q TPID value to rewrite for the

inner tag. All TPIDs you include in input and output VLANmapsmust be among those

you specify at the [edit interfaces interface-namegigether-optionsethernet-switch-profile

tag-protocol-id tpids ] hierarchy level.

Default If the inner-tag-protocol-id statement is not configured, the TPID value is 0x8100.

Options tpids—TPIDs to be accepted on the VLAN. Specify TPIDs in hexadecimal format.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Inner and Outer TPIDs and VLAN IDs
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inner-vlan-id (Dynamic VLANs)

Syntax inner-vlan-id number;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
input-vlan-map],

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic VLAN interfaces, specify the VLAN ID to rewrite for the inner tag of the final

packet.

You cannot include the inner-vlan-id statement with the swap statement, swap-push

statement,push-pushstatement,orpush-swapstatementandthe inner-vlan-idstatement

at the [edit logical-systems logical-system-name interfaces interface-name

unit logical-unit-number output-vlan-map] hierarchy level. If you include any of those

statements in the output VLANmap, the VLAN ID in the outgoing frame is rewritten to

the inner-vlan-id statement you include at the [edit interfaces interface-name unit

logical-unit-number] hierarchy level.

Options number—VLAN ID number. When used for input VLANmaps, you can specify the

$junos-inner-vlan-map-id predefined variable to dynamically obtain the VLAN

identifier.

Range: 0 through 4094

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Inner and Outer TPIDs and VLAN IDs

531Copyright © 2018, Juniper Networks, Inc.

Chapter 38: Configuration Statements



input (Dynamic Service Sets)

Syntax input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family service]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service] hierarchy level introduced in Junos OS

Release 10.1.

Description Define the input service sets and filters to be applied to traffic by a dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview

• Associating Service Sets with Interfaces in a Dynamic Profile
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input-vlan-map (Dynamic Interfaces)

Syntax input-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(push | swap);
tag-protocol-id tpid;
vlan-id number;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic interfaces, define the rewrite profile to be applied to incoming frames on

this logical interface.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking and Rewriting VLAN Tags for the Layer 2Wholesale Solution
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interface (Dynamic Interface Sets)

Syntax interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-set interface-set-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Add a subscriber interface to a dynamic interface set.

In a dynamic profile that defines an agent circuit identifier (ACI) interface set, observe

the following guidelines when you use the interface statement:

• Use the predefined dynamic interface variable $junos-interface-ifd-name to represent

the interfacename.Donotuseaspecific interfacename, suchasdemux0,whendefining

an ACI interface set.

• Do not include the unit logical-unit-number statement.

Options interface-name–Either the specific name of the interface to include in the interface set,

or thepredefineddynamic interfacevariable$junos-interface-ifd-name. The interface

variable isdynamically replacedwith the interface that theDHCPorPPPoEsubscriber

accesses when connecting to the router.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining ACI Interface Sets on page 44

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• Configuring an Interface Set of Subscribers in a Dynamic Profile

• Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39
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interface-name

Syntax interface-name;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include],

Release Information Statement introduced in Junos OS Release 10.0.

Description Append the interface nameandVLAN IDor stackedVLAN ID to the usernamestring used

for authentication. The appended information takes the following format:

• For single VLAN—<interface-name>:<4-digit-vlan-id>

• For stack VLANs—<interface-name>:<4-digit-svlan-id>-<4-digit-vlan-id>

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35
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interface-set (Dynamic VLAN Interface Sets Association)

Syntax interface-set interface-set-name {
interface interface-name {
unit logical-unit-number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces]

Release Information Statement introduced in Junos OS Release 12.2.

Description For MX Series routers with MPC/MICmodules that face the access side of the network,

associate an agent circuit identifier (ACI) or access-line-identifier (ALI) interface setwith

a dynamic VLAN subscriber interface for DHCP or PPPoE subscribers. To associate the

interface set with a dynamic subscriber interface, youmust include the interface-set

stanza in the dynamic profile that defines the logical subscriber interface.

An ACI or ALI interface set is a logical collection of subscriber interfaces that originate at

the same household or on the same access-loop port. An ACI set is created based on

the receipt only of the ACI for the subscriber access line in a DHCP or PPPoE control

packet. An access-line-identifier set is created based on the receipt of a trusted option,

which can be the ACI, the ARI, both these identifiers, or the absence of both these

identifiers.

You specify the trigger for either interface set type at the [edit dynamic-profiles

profile-name interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

auto-configure] hierarchy level. For ACI interface sets, use the agent-circuit-identifier

statement. For ALI interface sets, use the line-identity statement.

Options interface-set-name—Name of the ACI interface set, which is represented in a dynamic

profile for a subscriber interface by the predefined variable $junos-interface-set-name.

•

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier

Information on page 48

•
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• Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39

• Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers on

page 63

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53
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interface-set (Dynamic VLAN Interface Sets Definition)

Syntax interface-set interface-set-name {
interface interface-name;
pppoe-underlying-options {
max-sessions number;

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces]

Release Information Statement introduced in Junos OS Release 12.2.

Description For MX Series routers with MPC/MICmodules that face the access side of the network,

configure an agent circuit identifier (ACI) or access-line-identifier (ALI) interface set for

thecreationofdynamicVLANsubscriber interfaces forDHCPorPPPoEsubscribersbased

on information about the subscriber access line received in DHCP or PPPoE control

packets.

An ACI or ALI interface set is a logical collection of subscriber interfaces that originate at

the same household or on the same access-loop port. An ACI set is created based on

the receipt only of the ACI for the subscriber access line in a DHCP or PPPoE control

packet. An access-line-identifier set is created based on the receipt of a trusted option,

which can be the ACI, the ARI, both these identifiers, or the absence of both these

identifiers.

You specify the trigger for either interface set type at the [edit dynamic-profiles

profile-name interfaces “$junos-interface-ifd-name” unit “$junos-interface-unit”

auto-configure] hierarchy level. For ACI interface sets, use the agent-circuit-identifier

statement. For ALI interface sets, use the line-identity statement.

Youmust associate the interface set with the dynamic subscriber interface by including

the interface-set stanza in the dynamic profile that defines the interface set.

Options interface-set-name—Name of the ACI interface set, which is represented in a dynamic

profile by the predefined variable $junos-interface-set-name.

•

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Defining ACI Interface Sets on page 44•

• Clearing Agent Circuit Identifier Interface Sets on page 51
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• Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Clearing Access-Line-Identifier Interface Sets on page 66

• Access-Line-Identifier-Based Dynamic VLANs Overview on page 53

interfaces

List of Syntax Syntax (QFX Series) on page 539

Syntax (EX Series, MX Series and T Series) on page 539

Syntax (QFX Series) interfaces interface-name {
no-mac-learning;

}

Syntax (EX Series, MX
Series and T Series)

interfaces { ... }

QFX Series [edit ethernet-switching-options]

EX Series, MX Series
and T Series

[edit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure settings for interfaces that have been assigned to family ethernet-switching.

Default Themanagement and internal Ethernet interfaces are automatically configured. You

must configure all other interfaces.

Options interface-name—Name of an interface that is configured for family ethernet-switching.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Physical Interface Configuration Statements Overview

• Configuring Aggregated Ethernet Link Protection
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interfaces (Static and Dynamic Subscribers)

Syntax interfaces {
interface-name {
unit logical-unit-number {
actual-transit-statistics;
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;
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}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
host-prefix-only;
ppp-options {
chap;
pap;

}
proxy-arp;
service {
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
targeted-options {
backup backup;
group group;
primary primary;
weight ($junos-interface-target-weight |weight-value);

}
vlan-id;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
vlan-tagging;

}
interface-set interface-set-name {
interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}
pppoe-underlying-options {
max-sessions number;
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}
}
demux0 {
unit logical-unit-number {
demux-options {
underlying-interface interface-name

}
family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
demux-source {
source-prefix;

}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
mac-validate (loose | strict):
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name;
output filter-name;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
}
pp0 {
unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
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aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;
local-name name;

}
ignore-magic-number-mismatch;
initiate-ncp (dual-stack-passive | ipv6 | ip)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;
local-authentication {
password password;
username-include {
circuit-id;
delimiter character;
domain-name name;
mac-address;
remote-id;

}
}

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}

}
}

}
}
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Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Define interfaces for dynamic client profiles.

Options interface-name—The interfacevariable ($junos-interface-ifd-name). The interfacevariable

isdynamically replacedwith the interface theDHCPclientaccesseswhenconnecting

to the router.

NOTE: Thoughwedonot recommend it, youcanalsoenter thespecificname
of the interface you want to assign to the dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• DHCP Subscriber Interface Overview on page 79

• Subscribers over Static Interfaces Configuration Overview

• Demultiplexing Interface Overview
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keepalives

Syntax keepalives <interval seconds> <down-count number> <up-count number>;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable the sending of keepalives on a physical interface configured with PPP, Frame

Relay, or Cisco HDLC encapsulation.

For ATM2 IQ interfaces only, you can enable keepalives on a logical interface unit if the

logical interface is configured with one of the following PPP over ATM encapsulation

types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.

Default Sending of keepalives is enabled by default. The default keepalive interval is 10 seconds

for PPP, Frame Relay, or Cisco HDLC. The default down-count is 3 and the default

up-count is 1 for PPP or Cisco HDLC.

Options down-count number—The number of keepalive packets a destinationmust fail to receive

before the network takes down a link.

Range: 1 through 255

Default: 3

interval seconds—The time in seconds between successive keepalive requests.

Range: 1 through 32767 seconds

Default: 10 seconds

up-countnumber—Thenumberof keepalivepacketsadestinationmust receive tochange

a link’s status from down to up.

Range: 1 through 255

Default: 1

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring Keepalives•

• Configuring Frame Relay Keepalives
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• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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keepalives (Dynamic Profiles)

Syntax keepalives {
interval seconds;
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit logical-unit-number ]
[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit”] hierarchy level introduced in Junos OS Release 10.1.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit”] hierarchy level introduced in Junos OS Release 12.2.

Description Specify the keepalive interval in a PPP dynamic profile.

Starting in Junos OS Release 15.1R5, you can configure the PPP keepalive interval for

subscriber services in the range 1 second through600seconds.SubscriberPPPkeepalives

are handled by the Packet Forwarding Engine. If you configure a value greater than 600

seconds, the number is accepted by the CLI, but the Packet Forwarding Engine limits the

interval to 600 seconds.

In earlier Junos OS releases, the range is from 1 second through 60 seconds. The Packet

Forwarding Engine limits any higher configured value to an interval of 60 seconds.

PPP keepalives for nonsubscriber services are handled by the Routing Engine with an

interval range from 1 second through 32,767 seconds.

Default Sending of keepalives is enabled by default.

Options interval seconds—The time in seconds between successive keepalive requests.

Range: 1 through 600 seconds for subscriber services

Range: 1 through 32767 seconds for nonsubscriber services

Default: 30 seconds for LNS-basedPPP sessions. 10 seconds for all other PPP sessions.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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line-identity (Dynamic Access-Line-Identifier VLANs)

Syntax line-identity {
dynamic-profile profile-name;
include {
accept-no-ids;
circuit-id;
remote-id;

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces “$junos-interface-ifd-name” unit
“$junos-interface-unit” auto-configure],

[edit interfaces interface-name unit logical-unit-number auto-configure]

Release Information Statement introduced in Junos OS 17.1.

Description Configure the access-line identifier received in DHCP or PPPoE discovery packets as a

trusted option that is accepted for dynamically creating a VLAN on a static or dynamic

underlying VLAN interface according to the specified dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Underlying VLAN Interfaces to Use Access-Line Identifiers on

page 60

• Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers on

page 63
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local-name

Syntax local-name name;

Hierarchy Level [edit interfaces interface-name ppp-options chap],
[edit interfaces interface-name ppp-options pap],
[edit interfaces interface-name unit logical-unit-number ppp-options chap],
[edit interfaces interface-name unit logical-unit-number ppp-options pap],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options chap],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options pap]

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

Release Information Statement introduced before Junos OS Release 7.4.

Support for PAP added in Junos OS Release 8.3.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit” ppp-options] hierarchy level introduced in Junos OS Release

14.2.

Description Specify the name of the interface used for CHAP or PAP authentication. Dynamic

interfaces are supported only for CHAP authentication.

ForATM2 IQ interfacesonly, you can configure aCHAP local nameon the logical interface

unit if the logical interface is configured with one of the following PPP over ATM

encapsulation types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.

Options name—Name of the interface used as an identifier in CHAP challenge and response
packets or PAP request and response packets.

Default: When you do not include the local-name statement in the configuration, the

interface sends the router’s system hostname in CHAP challenge and response

packets or PAP request and response packets.

Range: For CHAP authentication, a string of 1 through 32 characters. For PAP
authentication, a string of 1 through 8 characters.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Challenge Handshake Authentication Protocol

• Configuring the PPP Password Authentication Protocol On a Physical Interface
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mac

Syntax macmac-address;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Set the MAC address of the interface.

Use this statement at the [edit interfaces ... ps0] hierarchy level to configure the MAC

address for a pseudowire logical device that is used for subscriber interfaces over

point-to-point MPLS pseudowires.

Options mac-address—MAC address. Specify the MAC address as six hexadecimal bytes in one

of the following formats: nnnn.nnnn.nnnn or nn:nn:nn:nn:nn:nn. For example,

0000.5e00.5355 or 00:00:5e:00:53:55.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the MAC Address on the Management Ethernet Interface

• Configuring a Pseudowire Subscriber Logical Interface Device
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mac-address (VLAN and Stacked VLAN Interfaces)

Syntax mac-address;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include],

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify that the client hardware address (chaddr) from the incoming DHCP discover

packetbeconcatenatedwith theusernameduring the subscriber authenticationprocess.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35
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mac-validate

Syntax mac-validate (loose | strict);

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family family]

Release Information Statement introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable IP and MAC address validation for static Ethernet and IP demux interfaces.

Options loose—Forwards incomingpacketswhenboth the IP source address and theMACsource

addressmatch one of the trusted address tuples. Drops packets when the IP source

address matches one of the trusted tuples, but the MAC address does not match

the MAC address of the tuple. Continues to forward incoming packets when the

source address of the incoming packet does not match any of the trusted IP

addresses.

strict—Forwards incoming packetswhenboth the IP source address and theMAC source

address match one of the trusted address tuples. Drops packets when the MAC

address does notmatch the tuple's MAC source address, or when IP source address

of the incoming packet does not match any of the trusted IP addresses.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• MAC Address Validation on Static Ethernet Interfaces Overview

• Configuring an IP Demultiplexing Interface

• Configuring a VLAN Demultiplexing Interface
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mac-validate (Dynamic IP Demux Interface)

Syntax mac-validate (loose | strict);

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family inet]

Release Information Statement introduced in Junos OS Release 9.3.

Description Enable IP and MAC address validation for dynamic IP demux interfaces in a dynamic

profile.

Options loose—Forwards incomingpacketswhenboth the IP source address and theMACsource

addressmatch one of the trusted address tuples. Drops packets when the IP source

address matches one of the trusted tuples, but the MAC address does not match

the MAC address of the tuple. Continues to forward incoming packets when the

source address of the incoming packet does not match any of the trusted IP

addresses.

strict—Forwards incoming packetswhenboth the IP source address and theMAC source

address match one of the trusted address tuples. Drops packets when the MAC

address does notmatch the tuple's MAC source address, or when IP source address

of the incoming packet does not match any of the trusted IP addresses.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring MAC Address Validation for Subscriber Interfaces on page 149
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max-sessions (Dynamic PPPoE)

Syntax max-sessions number;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit dynamic-profiles profile-name interfaces interface-set interface-set-name
pppoe-underlying-options]

[edit interfaces interface-name unit logical-unit-number family pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced in Junos OS Release 10.1.

Support for the [edit ... family pppoe] hierarchies introduced in Junos OS Release 11.2.

Support at the [edit dynamic-profiles ... interfaces interface-set ...

pppoe-underlying-options] hierarchy level introduced in Junos OS Release 12.2.

Description Configure themaximumnumber of dynamic PPPoE logical interfaces that the router can

activateon theunderlying interface.Themax-sessionsvaluedoesnotaffect themaximum

number of static PPPoE logical interfaces that can be configured on the underlying

interface.

NOTE: The [edit ... family pppoe] hierarchies and the [edit dynamic-profiles ...

interfaces interface-set ... pppoe-underlying-options] hierarchy level are

supported only on MX Series routers with MPCs/MICs.

Options number—Maximum number of dynamic PPPoE logical interfaces (sessions) that the

router can activate on the underlying interface. The default value is equal to the

maximum number of PPPoE sessions supported on your routing platform. You can

configure from 1 to the platform-specific default for your routing platform. Changing

themax-sessions value has no effect on dynamic PPPoE logical interfaces that are

already active.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Limiting the MaximumNumber of PPPoE Sessions on the Underlying Interface on

page 202

•
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• Defining ACI Interface Sets on page 44

• PPPoEMaximum Session Limit Overview on page 199

• Guidelines for Using PPPoE Maximum Session Limit from RADIUS on page 201

• Juniper Networks VSAs Supported by the AAA Service Framework

• Configuring an Interface Set of Subscribers in a Dynamic Profile

• Subscriber Interfaces and PPPoE Overview on page 163
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max-sessions (PPPoE Service Name Tables)

Syntax max-sessions number;

Hierarchy Level [edit protocols pppoe service-name-tables table-name service service-name]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure themaximumnumber of active PPPoE sessions using either static or dynamic

PPPoE interfaces that the router can establish with the specified named service, empty

service, or any service entry in a PPPoE service name table. The routermaintains a count

ofactivePPPoEsessions for eachserviceentry todeterminewhen themaximumsessions

limit has been reached.

The router uses themax-sessions value for a PPPoE service name table entry in

conjunction with themax-sessions value configured for the PPPoE underlying interface,

and with the maximum number of PPPoE sessions supported on your router. If your

configuration exceeds any of these maximum session limits, the router is unable to

establish the PPPoE session.

Options number—Maximum number of active PPPoE sessions that the router can establish with

the specified PPPoE service name table entry, in the range 1 to the platform-specific

maximum PPPoE sessions supported for your router. The default value is equal to

the maximum number of PPPoE sessions supported on your routing platform.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of Active PPPoE Sessions Established with a Specified Service

Name on page 239

• Configuring PPPoE Service Name Tables on page 231

• PPPoEMaximum Session Limit Overview on page 199

• Configuring an Interface Set of Subscribers in a Dynamic Profile

• Subscriber Interfaces and PPPoE Overview on page 163

Copyright © 2018, Juniper Networks, Inc.556

Broadband Subscriber VLANs and Interfaces Feature Guide



max-sessions-vsa-ignore (Static and Dynamic Subscribers)

Syntax max-sessions-vsa-ignore;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
pppoe-underlying-options],

[edit interfaces interface-name unit logical-unit-number family pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the router to ignore (clear) the value returned by RADIUS in the

Max-Clients-Per-Interface Juniper Networks vendor-specific attribute (VSA) [26-143],

and restore the PPPoEmaximum session value on the underlying interface to the value

configured in the CLI with themax-sessions statement. The PPPoEmaximum session

value specifies the maximum number of concurrent static or dynamic PPPoE logical

interfaces (sessions) that the router can activate on the PPPoE underlying interface, or

the maximum number of active static or dynamic PPPoE sessions that the router can

establish with a particular service entry in a PPPoE service name table.

Default If youdonot include themax-sessions-vsa-ignore statement, themaximumsession value

returned by RADIUS in the Max-Clients-Per-Interface VSA takes precedence over the

PPPoEmaximum session value configured with themax-sessions statement.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Limiting the MaximumNumber of PPPoE Sessions on the Underlying Interface on

page 202

• PPPoEMaximum Session Limit Overview on page 199

• Guidelines for Using PPPoE Maximum Session Limit from RADIUS on page 201

• Juniper Networks VSAs Supported by the AAA Service Framework

• Configuring an Interface Set of Subscribers in a Dynamic Profile

• Subscriber Interfaces and PPPoE Overview on page 163
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mode (Dynamic Profiles)

Syntax mode loose;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
(inet) rpf-check]

Release Information Statement introduced in Junos OS Release 9.6.

Description Checkwhether thepacket hasa sourceaddresswith a correspondingprefix in the routing

table. If a corresponding prefix is not found, unicast reverse path forwarding (RPF) loose

modedoesnotaccept thepacket.Unlike strictmode, loosemodedoesnotcheckwhether

the interface expects to receive a packet with a specific source address prefix.

Default If you do not include this statement, unicast RPF is in strict mode.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Unicast RPF Strict Mode
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mru (Dynamic and Static PPPoE)

Syntax mru size;

Hierarchy Level [edit access group-profile group-profile-name ppp ppp-options]
[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options],

[edit interfaces pp0 unit unit-number ppp-options]
[edit interfaces si interface-id unit unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 14.2.

Description Specify the size of maximum receive unit (MRU) that the router uses during link control

protocol (LCP) negotiation for dynamic and static PPP subscribers and L2TP tunneled

subscribers.

Options size—MRU size in bytes that is used during LCP negotiation.

Range: 64–65,535

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring MTU and MRU for PPP Subscribers on page 220

• Understanding MTU and MRU Configuration for PPP Subscribers on page 217
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mtu

Syntax mtu bytes;

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number family family],
[edit interfaces interface-range name],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family],

[edit logical-systems logical-system-name protocols l2circuit local-switching interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name],

[edit logical-systems logical-system-name protocols l2circuit neighbor address interface
interface-name backup-neighbor address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
l2vpn interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vpls],

[edit protocols l2circuit local-switching interface interface-name backup-neighbor address],
[edit protocols l2circuit neighbor address interface interface-name]
[editprotocols l2circuit neighboraddress interface interface-namebackup-neighboraddress],
[edit routing-instances routing-instance-name protocols l2vpn interface interface-name],
[edit routing-instances routing-instance-name protocols vpls],
[edit logical-systems name protocols ospf area name interface ],
[edit logical-systems name routing-instances name protocols ospf area name interface],
[edit protocols ospf area name interface ],
[edit routing-instances name protocols ospf area name interface]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for Layer 2 VPNs and VPLS introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series Packet Transport

Routers.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Support at the[set interfaces interface-nameunit logical-unit-number familyccc]hierarchy

level introduced in Junos OS Release 12.3R3 for MX Series routers.

Statement introduced in Junos OS 17.3R1 Release for MX Series Routers.

Description Specify themaximumtransmissionunit (MTU)size for themediaorprotocol. Thedefault

MTU size depends on the device type. Changing themediaMTUor protocol MTU causes

an interface to be deleted and added again.

To route jumbo data packets on an integrated routing and bridging (IRB) interface or

routed VLAN interface (RVI) on EX Series switches, youmust configure the jumboMTU

size on themember physical interfaces of the VLAN that you have associated with the

IRB interface or RVI, as well as on the IRB interface or RVI itself (the interface named irb

or vlan, respectively).
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CAUTION: For EXSeries switches, setting or deleting the jumboMTU size on
an IRB interface or RVI while the switch is transmitting packets might cause
packets to be dropped.

NOTE:

TheMTU for an IRB interface is calculated by removing the Ethernet header
overhead [6(DMAC)+6(SMAC)+2(EtherType)]. Because, the MTU is the
lower value of the MTU configured on the IRB interface and the MTU
configured on the IRB’s associated bridge domain IFDs or IFLs, the IRBMTU
is calculated as follows:

• In case of Layer 2 IFL configured with the flexible-vlan-tagging statement,

the IRBMTU is calculatedby including8bytesoverhead(SVLAN+CVLAN).

• In case of Layer 2 IFL configured with the vlan-tagging statement, the IRB

MTU is calculated by including a single VLAN 4 bytes overhead.
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NOTE:

• If a packet whose size is larger than the configuredMTU size is received on
the receiving interface, the packet is eventually dropped. The value
considered for MRU (maximum receive unit) size is also the same as the
MTU size configured on that interface.

• Not all devices allow you to set an MTU value, and some devices have
restrictions on the range of allowable MTU values. You cannot configure
anMTU for management Ethernet interfaces (fxp0, em0, or me0) or for
loopback, multilink, andmulticast tunnel devices.

• On ACX Series routers, you can configure the protocol MTU by including
themtu statement at the [edit interfaces interface-name unit

logical-unit-number family inet] or [edit interfaces interface-name unit

logical-unit-number family inet6] hierarchy level.

• If you configure the protocol MTU at any of these hierarchy levels, the
configured value is applied to all families that are configured on the
logical interface.

• If you are configuring the protocol MTU for both inet and inet6 families

on the same logical interface, youmust configure the same value for
both the families. It is not recommended to configure differentMTU size
values for inet and inet6 families that are configured on the same logical

interface.

• Starting in Release 14.2, MTU for IRB interfaces is calculated by removing
the Ethernet header overhead (6(DMAC)+6(SMAC)+2(EtherType)), and

the MTU is aminimum of the two values:

• Configured MTU

• Associated bridge domain's physical or logical interface MTU

• For Layer 2 logical interfaces configuredwith flexible-vlan-tagging, IRB

MTU is calculated by including 8 bytes overhead (SVLAN+CVLAN).

• For Layer 2 logical interfaces configured with vlan-tagging, IRBMTU is

calculated by including single VLAN 4 bytes overhead.

NOTE: Changing the Layer 2 logical interface option from
vlan-tagging to flexible-vlan-tagging or vice versa adjusts the

logical interface MTU by 4 bytes with the existing MTU size.
As a result, the Layer 2 logical interface is deleted and
re-added, and the IRBMTU is re-computed appropriately.

Copyright © 2018, Juniper Networks, Inc.562

Broadband Subscriber VLANs and Interfaces Feature Guide



For more information about configuring MTU for specific interfaces and router or switch

combinations, see Configuring the Media MTU.

Options bytes—MTU size.

Range: 256 through 9192 bytes, 256 through 9216 (EX Series switch interfaces), 256
through9500bytes (JunosOS 12.1X48R2 for PTXSeries routers), 256 through9500

bytes (Junos OS 16.1R1 for MX Series routers)

NOTE: Starting in Junos OS Release 16.1R1, the MTU size for amedia or
protocol is increased from 9192 to 9500 for Ethernet interfaces on the
following MX Series MPCs:

• MPC1

• MPC2

• MPC2E

• MPC3E

• MPC4E

• MPC5E

• MPC6E

Default: 1500 bytes (INET, INET6, and ISO families), 1448 bytes (MPLS), 1514 bytes (EX

Series switch interfaces)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Media MTU

• Configuring the MTU for Layer 2 Interfaces

• Setting the Protocol MTU
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mtu (Dynamic and Static PPPoE)

Syntax mtu (size | use-lower-layer);

Hierarchy Level [edit access group-profile group-profile-name ppp ppp-options]
[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options],

[edit interfaces pp0 unit unit-number ppp-options]
[edit interfaces si interface-id unit unit-number ppp-options]

Release Information Statement introduced in Junos OS Release 14.2.

Description Specify the size ofmaximum transmission unit (MTU) for the PPP connection. For a PPP

connection, the MTU size defines the largest data unit that can be forwarded without

fragmentation. This size does not include the overhead of the lower layers.

Options size—MTU size in bytes for a PPP connection.

Range: 64–65,535

use-lower-layer—Set thePPPMTUsize to the interfaceMTUsizeexcluding theoverhead
of the lower layers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring MTU and MRU for PPP Subscribers on page 220

• Understanding MTU and MRU Configuration for PPP Subscribers on page 217
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nas-port-extended-format

Syntax nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
pw-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}

Hierarchy Level [edit access profile profile-name radius options]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

ae-width option added in Junos OS Release 12.1.

atm option added in Junos OS Release 12.3R3 and supported in later 12.3Rx releases.

atm option supported in Junos OS Release 13.2 and later releases. (Not supported in

Junos OS Release 13.1.)

pw-width option added in Junos OS Release 15.1.

Description Configure theRADIUSclient touse theextended format forRADIUSattribute5(NAS-Port)

and specify the width of the fields in the NAS-Port attribute.

Options adapter-widthwidth—Number of bits in the adapter field.

ae-widthwidth—Number of bits in the aggregated Ethernet identifier field.

port-widthwidth—Number of bits in the port field.

pw-widthwidth—Number of bits in the pseudowire field. Appears in the Cisco

NAS-Port-Info AVP (100).

slot-widthwidth—Number of bits in the slot field.

stacked-vlan-widthwidth—Number of bits in the SVLAN ID field.

vlan-widthwidth—Number of bits in the VLAN ID field.
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NOTE: The total of the widthsmust not exceed 32 bits, or the configuration
will fail.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Options for Subscriber Access

• Configuring RADIUS Server Parameters for Subscriber Access
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nas-port-extended-format (Interfaces)

Syntax nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
slot-widthwidth;
stacked;
stacked-vlan-widthwidth;
vci-widthwidth:
vlan-widthwidth;
vpi-widthwidth;

}

Hierarchy Level [edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

Release Information Statement introduced in Junos OS Release 12.3.

Options vci-width and vpi-width introduced in Junos OS Release 12.3R3 and supported

in later 12.3Rx releases.

Options vci-width and vpi-width supported in Junos OS Release 13.2 and later releases.

(Not supported in Junos OS Release 13.1.)

Description Configure theRADIUSclient touse theextended format forRADIUSattribute5(NAS-Port)

and specify the width of the fields in the NAS-Port attribute.

Options adapter-widthwidth—Number of bits in the adapter field.

ae-widthwidth—Number of bits in the aggregated Ethernet identifier field.

port-widthwidth—Number of bits in the port field.

slot-widthwidth—Number of bits in the slot field.

stacked—Include stacked VLAN IDs, in addition to VLAN IDs, in the NAS-Port extended

format.

stacked-vlan-widthwidth—Number of bits in the SVLAN ID field.

vci-widthwidth—Number of bits in the ATM virtual circuit identifier (VCI) field.

vlan-widthwidth—Number of bits in the VLAN ID field.

vpi-widthwidth—Number of bits in the ATM virtual path identifier (VPI) field.

NOTE: Each field can be 0 through 32 bits wide; however, the total of the
widths of all fields must not exceed 32 bits, or the configuration fails.
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The router may truncate the values of individual fields depending on the bit
width you specify.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,

VLAN, or Stacked VLAN

• Guidelines for Configuring RADIUS NAS-Port Options for Subscriber Access per Physical

Interface, VLAN, or Stacked VLAN

nd-override-preferred-src

Syntax nd-override-preferred-src;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 13.3

Description Configure the router tooverride thedefault configurationanduse theappropriateaddress

based on destination address scope for the source address for Neighbor

Solicitation/Neighbor Advertisement (NS/NA) for unnumbered interfaces.

Default The router uses the preferred source address, if configured, as source for NS/NA for

unnumbered interfaces. If no preferred source address is configured, the router uses the

appropriate address based on destination address scope.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• unnumbered-address on page 652
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no-gratuitous-arp-request

Syntax no-gratuitous-arp-request;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Description For Ethernet interfaces and pseudowire logical interfaces, do not respond to gratuitous

ARP requests.

Default Gratuitous ARP responses are enabled on all Ethernet interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Gratuitous ARP

no-keepalives (Dynamic Profiles)

Syntax no-keepalives;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number],
[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]

Release Information Statement introduced before Junos OS Release 7.4.

Support of the [edit dynamic-profiles profile-name] hierarchy level introduced in Junos

OS Release 9.5.

Support of the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit”] hierarchy level introduced in Junos OS Release 10.1.

Description Disable the sending of keepalives.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers
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no-vlan-id-validate

Syntax no-vlan-id-validate;

Hierarchy Level [edit logical-systems logical-system-name protocols l2circuit neighbor address
interface interface-name],

[edit protocols l2circuit neighbor address interface interface-name]

Release Information Statement introduced in Junos OS Release 13.1.

Description Uniquely identify a Layer 2 circuit for either a standard pseudowire or a redundant

pseudowire.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Virtual Circuit ID

• Pseudowire Subscriber Logical Interfaces Overview

• Configuring a Pseudowire Subscriber Logical Interface

• Configuring Layer 2 Circuit Signaling for Pseudowire Subscriber Logical Interfaces
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oam-on-svlan (Ethernet Interfaces)

Syntax oam-on-svlan;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 13.1.

Description Enable propagation of the Ethernet IEEE 802.1ag Operation, Administration, and

Maintenance (OAM) state of a static single-tagged service VLAN (S-VLAN) logical

interface to the dynamic or static double-tagged customer VLAN (C-VLAN) logical

interface and associated subscriber interfaces configured on the S-VLAN. The static

S-VLAN logical interface must be configured with Ethernet OAM connectivity fault

management (CFM) on a Gigabit Ethernet, 10-Gigabit Ethernet, or aggregated Ethernet

physical interface. The C-VLAN logical interface must have the same S-VLAN (outer)

tag as the S-VLAN logical interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Ethernet OAM Support for Service VLANs with Double-Tagged Customer

VLANs on page 72

• Ethernet OAM Support for Service VLANs Overview on page 69
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option-18 (Interface-ID for DHCPv6 Autosense VLANs)

Syntax option-18;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify that Option 18 (Interface-ID) information received in the innermost DHCPv6

Relay-Forwardmessageheader is concatenatedwith theusernameduring the subscriber

authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets

• Creating Unique Usernames for DHCP Clients

• Using DHCP Option 18 and Option 37 in Authentication Usernames for DHCPv6

Autosense VLANs on page 38
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option-37 (Relay Agent Remote-ID for DHCPv6 Autosense VLANs)

Syntax option-37;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify that Option 37 (DHCPv6 Relay Agent Remote-ID) information, received in the

innermost DHCPv6Relay-Forwardmessage header, is concatenatedwith the username

during the subscriber authentication process.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35

• Creating Unique Usernames for DHCP Clients

• Inserting DHCPv6 Interface-ID Option (Option 18) In DHCPv6 Packets

• Using DHCP Option 18 and Option 37 in Authentication Usernames for DHCPv6

Autosense VLANs on page 38

573Copyright © 2018, Juniper Networks, Inc.

Chapter 38: Configuration Statements



option-82

Syntax option-82 <circuit-id> <remote-id>;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include]

Release Information Statement introduced in Junos OS Release 10.0.

Options circuit-id and remote-id introduced in Junos OS Release 11.4.

Description Specify that the option 82 information from the client PDU is concatenated with the

username during the subscriber authentication process.

For autosenseVLANs, you canadditionally specifyOption82 suboption information that

is concatenated with the username. You can specify either both or neither of the Agent

Circuit ID (suboption 1) andAgent Remote ID (suboption 1). If you specify both, theAgent

Circuit ID is supplied first, followed by a delimiter, and then the Agent Remote ID. If you

specify that neither suboption is supplied, the raw payload of Option 82 from the PDU

is concatenated to the username.

NOTE: The option 82 value used in creating the username is based on the
option 82 value that is encoded in the incoming DHCP discover packet. The
use of suboptions is supported for DHCPv4 only.

Options none—Use the raw payload of Option 82 from the PDU.

circuit-id—(Optional) Use the Agent Circuit ID suboption (suboption 1).

remote-id—(Optional) Use the Agent Remote ID suboption (suboption 2).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35

• UsingDHCPOption82Suboptions inAuthenticationUsernames forAutosenseVLANs

on page 37
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output (Dynamic Service Sets)

Syntax output {
service-set service-set-name {
service-filter filter-name;
}

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family service]

Release Information Statement introduced in Junos OS Release 9.5.

Support of the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service] hierarchy level introduced in Junos OS

Release 10.1.

Description Define the output service sets and filters to be applied to traffic by a dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Options service-set-name—Name of the service set.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview

• Associating Service Sets with Interfaces in a Dynamic Profile
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output-traffic-control-profile (Dynamic CoS Definition)

Syntax output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.2.

Variable $junos-cos-traffic-control-profile introduced in Junos OS Release 11.2.

Description Apply an output traffic scheduling and shaping profile to the logical interface.

Options profile-name—Name of the traffic-control profile to be applied to this interface

$junos-cos-traffic-control-profile—Variable for the traffic-control profile that is specified

for the logical interface. The variable is replacedwith the traffic-control profile when

the subscriber is authenticated at login.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

• Using the CLI toModify Traffic-Control Profiles That Are Currently Applied to Subscribers
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output-vlan-map (Dynamic Interfaces)

Syntax output-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(pop | swap);
tag-protocol-id tpid;
vlan-id number;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic interfaces, define the rewrite profile to be applied to outgoing frames on

this logical interface.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking and Rewriting VLAN Tags for the Layer 2Wholesale Solution
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override

Syntax override tag vlan-tag dynamic-profile profile name;

Hierarchy Level [edit interfaces interface-name auto-configure vlan-ranges],
[edit interfaces interface-name auto-configure stacked-vlan-ranges]

Release Information Statement introduced in Junos OS Release 11.2.

Description Override dynamic profile assignment to individual VLANs that are already part of a

previously defined VLAN range and dynamic profile.

Options vlan-tag—VLAN tag that you want to override.

profile-name—Name of the dynamic profile that you want to use when overriding the

specified VLAN tag.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Overriding the Dynamic Profile Used for an Individual VLAN on page 25

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17
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packet-types (Dynamic VLANAuthentication)

Syntax packet-types [packet-types]

Hierarchy Level [edit interfaces interface-name auto-configure vlan-ranges authentication],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication]

Release Information Statement introduced in Junos OS Release 14.1.

Description Specify oneormorepacket types to trigger authenticationofanauto-configureddynamic

VLAN. The packet types must be a subset of the packet types configured in the VLAN

dynamic profile to trigger creation of the dynamic VLAN.

Options packet-type—Oneormoreof the followingpacket types that triggersVLANauthentication:

• any—Any packet type.

• dhcp-v4—IPv4 DHCP packet type.

• dhcp-v6—IPv6 DHCP packet type.

• inet—IPv4 Ethernet and ARP packet type.

• inet6—IPv6 Ethernet packet type.

• pppoe—Point-to-Point Protocol over Ethernet packet type.

NOTE: The pppoe VLAN Ethernet packet type option is supported only for

MIC andMPC interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Subscriber Packet Types to Trigger VLAN Authentication on page 34

• Subscriber Packet Type Authentication Triggers for Dynamic VLANs on page 32
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pap (Dynamic PPP)

Syntax pap;

Hierarchy Level [editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit”ppp-options],
[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit” ppp-options]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit” ppp-options] hierarchy level introduced in Junos OS Release

12.2.

Description Specify PAP authentication in a PPP dynamic profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic Authentication for PPP Subscribers

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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passive (CHAP)

Syntax passive;

Hierarchy Level [edit interfaces interface-name ppp-options chap],
[edit interfaces interface-name unit logical-unit-number ppp-options chap],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
ppp-options chap]

Release Information Statement introduced before Junos OS Release 7.4.

Description Do not challenge the peer, but respond if challenged. If you omit this statement from the

configuration, the interface always challenges its peer.

For ATM2 IQ interfaces only, you can configure CHAP on the logical interface unit if the

logical interface is configured with one of the following PPP over ATM encapsulation

types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Passive Mode
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pop (Dynamic VLANs)

Syntax pop;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic VLAN interfaces, specify the VLAN rewrite operation to remove a VLAN tag

from the top of the VLAN tag stack. The outer VLAN tag of the frame is removed.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Removing a VLAN Tag

• Stacking and Rewriting VLAN Tags for the Layer 2Wholesale Solution
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post-service-filter (Dynamic Service Sets)

Syntax post-service-filter filter-name;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service input],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family service input]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service input] hierarchy level introduced in Junos OS

Release 10.1.

Description Define the filter to be applied to traffic after service processing. The filter is applied only

if a service set is configured and selected. You can configure a post-service filter on the

input side of the interface only.

Options filter-name—Identifier for the post-service filter.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview

• Associating Service Sets with Interfaces in a Dynamic Profile
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pp0 (Dynamic PPPoE)

Syntax pp0 {
unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
ignore-magic-number-mismatch;
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;

}
output filter-name {
precedence precedence;

}
}

}
}

}
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Hierarchy Level [edit dynamic-profiles profile-name interfaces]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the dynamic PPPoE logical interface in a dynamic profile. When the router

createsadynamicPPPoE logical interfaceonanunderlyingEthernet interfaceconfigured

withPPPoE(ppp-over-ether) encapsulation, it uses the information in thedynamicprofile

to determine the properties of the dynamic PPPoE logical interface.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile on page 170

• Configuring Dynamic Authentication for PPP Subscribers

• For information about creating static PPPoE interfaces, see Configuring PPPoE
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ppp-options

Syntax ppp-options {
authentication [ authentication-protocols ];
mru size;

mtu (size | use-lower-layer);
chap {
access-profile name;
challenge-lengthminimumminimum-lengthmaximummaximum-length;
default-chap-secret name;
local-name name;
passive;

}
compression {
acfc;
pfc;

}
dynamic-profile profile-name;
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
lcp-max-conf-req number
lcp-restart-timermilliseconds;
loopback-clear-timer seconds;
ncp-max-conf-req number
ncp-restart-timermilliseconds;
on-demand-ip-address
pap {
access-profile name;
default-pap-password password;
local-name name;
local-password password;
passive;

}
}

Hierarchy Level [edit interfaces interface-name],
[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced before Junos OS Release 7.4.

Description On interfaces with PPP encapsulation, configure PPP-specific interface properties.

For ATM2 IQ interfaces only, you can configure CHAP on the logical interface unit if the

logical interface is configured with one of the following PPP over ATM encapsulation

types:

• atm-ppp-llc—PPP over AAL5 LLC encapsulation.

• atm-ppp-vc-mux—PPP over AAL5multiplex encapsulation.
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BESTPRACTICE: On inline service (si) interfaces for L2TP, only the chap and

pap statements are typically used for subscriber management. We

recommend that you leave the other statements subordinate to
ppp-options—including those subordinate to chap and pap—at their default

values.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPP Challenge Handshake Authentication Protocol

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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ppp-options (Dynamic PPP)

Syntax ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;
local-name name;

}
ignore-magic-number-mismatch;
initiate-ncp (dual-stack-passive | ipv6 | ip)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;
local-authentication {
password password;
username-include {
circuit-id;
delimiter character;
domain-name name;
mac-address;
remote-id;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit
“$junos-interface-unit”].

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [editdynamic-profilesprofile-name interfaces"$junos-interface-ifd-name"

unit “$junos-interface-unit”] hierarchy level introduced in Junos OS Release 12.2.

Description Configure PPP-specific interface properties in a dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

NOTE:

PPP options can also be configured in a group profile with the ppp-options

(L2TP)statement.Thefollowingbehaviordetermines the interactionbetween

thePPPoptionsconfigured inagroupprofile and thePPPoptionsconfigured
in a dynamic profile:
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• WhenPPPoptionsareconfiguredonly in thegroupprofile, thegroupprofile
options are applied to the subscriber.

• When PPP options are configured in both a group profile and a dynamic
profile, the dynamic profile configuration takes complete precedence over
thegroupprofilewhen thedynamicprofile includesoneormoreof thePPP
options that can be configured in the group profile. Complete precedence
means that there is nomerging of options between the profiles. The group
profile is applied to the subscriber only when the dynamic profile does not
include any PPP option available in the group profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview

• Configuring a PPPoE Dynamic Profile on page 170

• Configuring Dynamic Authentication for PPP Subscribers

• Attaching Dynamic Profiles to Static PPP Subscriber Interfaces

• Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface
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ppp-subscriber-services

Syntax ppp-subscriber-services (disable | enable);

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 10.2.

Description Enable dynamic PPP subscriber services on non-PPPoE interfaces on certain PICs.

NOTE: Whenyou include this statement, the relevantPICs restart. Thisaction
disrupts subscribers already logged in through those PICs. You can confirm
completionof the restartby issuing the showchassispic fpc-slotslot-number
pic-slot slot-number command.

Options disable—Disable subscriber services.

enable—Enable subscriber services.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Attaching Dynamic Profiles to MLPPP Bundles on page 353

• For hardware requirements, see Hardware Requirements for PPP Subscriber Services

on Non-Ethernet Interfaces on page 352
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pppoe-options

Syntax pppoe-options {
access-concentrator name;
auto-reconnect seconds;
(client | server);
service-name name;
underlying-interface interface-name;
ppp-max-payload ppp-max-payload

}

Hierarchy Level [edit interfaces pp0 unit logical-unit-number],
[edit logical-systems logical-system-name interfaces pp0 unit logical-unit-number]
[set interface ppp interfaceunit logical-unit-number ppp-max-payload ppp-max-payload],

Release Information Statement introduced before Junos OS Release 7.4.

client Statement introduced in Junos OS Release 8.5.

server Statement introduced in Junos OS Release 8.5.

client Statement introduced in Junos OS Release 15.1X49-D100.

Description Configure PPP over Ethernet-specific interface properties.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

ThemaximumpayloadallowedonanEthernet frame is 1500bytes. ForaPPPoE interface,

the PPPoE header uses 6 bytes and the PPP protocol ID uses 2 bytes. This restricts the

maximumMTU size on a PPPoE interface to 1492 bytes, which can cause frequent

fragmentation and reassembly of larger PPP packets received over the PPPoE interface.

To prevent frequent fragmentation and reassembly for PPP packets over Ethernet, you

canconfigure themaximumtransmissionunit (MTU)andMRUsizes forPPPsubscribers.

For PPPoE subscribers, the PPPMRU or PPPMTU size can be greater than 1492 bytes if

the PPP-Max-Payload tag is received in the PPPoE Active Discovery Request (PADR)

packets.

The PPP-Max-Payload option allows you to override the default behavior of the PPPoE

client by providing amaximum size that the PPP payload can support in both sending

and receiving directions. The PPPoE server might allow the negotiation of anMRU larger

than 1492 octets and the ability to use an MTU larger than 1500 octets.

It is important to set anappropriate value for theMTUsizeof thephysical interfacebefore

setting ppp-max-payload. The value ofmtumust be greater than the value of

ppp-max-payload.

Toenable Jumboframes referUnderstanding JumboFramesSupport forEthernet Interfaces.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Interface

pppoe-options (Dynamic PPPoE)

Syntax pppoe-options {
underlying-interface interface-name;
server;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the underlying interface and PPPoE server mode for a dynamic PPPoE logical

interface in a dynamic profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile on page 170

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170
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pppoe-underlying-options (Dynamic VLAN Interface Sets)

Syntax pppoe-underlying-options {
max-sessions number;

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-set “$junos-interface-set-name”]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure PPPoE-specific interface properties in the dynamic profile that defines the

agent circuit identifier (ACI) interface set. An ACI interface set is a logical collection of

subscriber interfaces that originate at the same household or on the same access-loop

port. Configuring PPPoE-specific interface properties for an ACI interface set enables

you to apply these attributes to all subscribers on a per-household basis.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

NOTE: When you configure PPPoE-specific interface properties for an ACI
interface set, only themax-sessions statement is currently supported.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 42

• Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39
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pppoe-underlying-options (Static and Dynamic Subscribers)

Syntax pppoe-underlying-options {
access-concentrator name;
dynamic-profile profile-name;
direct-connect
duplicate-protection;
max-sessions number;
max-sessions-vsa-ignore;
service-name-table table-name;
short-cycle-protection <lockout-time-minminimum-seconds> <lockout-time-max
maximum-seconds> <filter [aci]>;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure PPPoE-specific interface properties for the underlying interface on which the

router creates a static or dynamic PPPoE logical interface. The underlying interfacemust

be configured with PPPoE (ppp-over-ether) encapsulation.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE (for static interfaces)

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Assigning a Service Name Table to a PPPoE Underlying Interface on page 233
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precedence

Syntax precedence precedence;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family filter input filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family filter output filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number filter
input filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number filter
output filter-name],

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
family filter input filter-name],

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
family filter output filter-name],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family filter input filter-name],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family filter output filter-name]

Release Information Statement introduced in Junos OS Release 9.3.

The [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit” family

inet filter input filter-name] hierarchy level and [edit dynamic-profiles profile-name

interfaces pp0 unit “$junos-interface-unit” family inet filter output filter-name] hierarchy

level introduced in Junos OS Release 10.1.

Description Apply a precedence to a dynamic filter.

Options precedence—Precedence value for the filter. The lower the precedence value, the higher

the precedence.

Range: 0 through 250

Default: 0

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filters Overview

• Understanding Dynamic Firewall Filters

• Classic Filters Overview

• Fast Update Filters Overview

• Basic Classic Filter Syntax

• Basic Fast Update Filter Syntax
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profile (Access)

Syntax profile profile-name {
accounting {
address-change-immediate-update
accounting-stop-on-access-deny;
accounting-stop-on-failure;
ancp-speed-change-immediate-update;
coa-immediate-update;
coa-no-override service-class-attribute;
duplication;
duplication-filter;
duplication-vrf {
access-profile-name profile-name;
vrf-name vrf-name;

}
immediate-update;
order [ accounting-method ];
send-acct-status-on-config-change;
statistics (time | volume-time);
update-intervalminutes;
wait-for-acct-on-ack;

}
accounting-order (radius | [accounting-order-data-list]);
authentication-order [ authentication-methods ];
client client-name {
chap-secret chap-secret;
group-profile profile-name;
ike {
allowed-proxy-pair {
remote remote-proxy-address local local-proxy-address;

}
pre-shared-key (ascii-text character-string | hexadecimal hexadecimal-digits);
ike-policy policy-name;
interface-id string-value;

}
l2tp {
aaa-access-profile profile-name;
interface-id interface-id;
lcp-renegotiation;
local-chap;
maximum-sessions number;
maximum-sessions-per-tunnel number;
multilink {
drop-timeoutmilliseconds;
fragment-threshold bytes;

}
override-result-code session-out-of-resource;
ppp-authentication (chap | pap);
ppp-profile profile-name;
service-profile profile-name(parameter)&profile-name;
sessions-limit-group limit-group-name;
shared-secret shared-secret;
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}
pap-password pap-password;
ppp {
cell-overhead;
encapsulation-overhead bytes;
framed-ip-address ip-address;
framed-pool framed-pool;
idle-timeout seconds;
interface-id interface-id;
keepalive seconds;
primary-dns primary-dns;
primary-wins primary-wins;
secondary-dns secondary-dns;
secondary-wins secondary-wins;

}
user-group-profile profile-name;

}
domain-name-server;
domain-name-server-inet;
domain-name-server-inet6;
local {
flat-file-profile profile-name;

}
preauthentication-order preauthentication-method;
provisioning-order (gx-plus | jsrc | pcrf);
radius {
accounting-server [ ip-address ];
attributes {
exclude {
attribute-name packet-type;
standard-attribute number {
packet-type [ access-request | accounting-off | accounting-on | accounting-start
| accounting-stop ];

}
vendor-id id-number {
vendor-attribute vsa-number {
packet-type[access-request | accounting-off | accounting-on |accounting-start
| accounting-stop ];

}
}

}
ignore {
dynamic-iflset-name;
framed-ip-netmask;
idle-timeout;
input-filter;
logical-system:routing-instance;
output-filter;
session-timeout;
standard-attribute number;
vendor-id id-number {
vendor-attribute vsa-number;

}
}

}
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authentication-server [ ip-address ];
options {
accounting-session-id-format (decimal | description);
calling-station-id-delimiter delimiter-character;
calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
mac-address;
nas-identifier;
stacked-vlan;
vlan;

}
chap-challenge-in-request-authenticator;
client-accounting-algorithm (direct | round-robin);
client-authentication-algorithm (direct | round-robin);
coa-dynamic-variable-validation;
ethernet-port-type-virtual;
interface-description-format {
exclude-adapter;
exclude-channel;
exclude-sub-interface;

}
juniper-dsl-attributes;
nas-identifier identifier-value;
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
pw-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}
nas-port-id-delimiter delimiter-character;
nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
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postpend-vlan-tags;
}
postpend-vlan-tags;

}
nas-port-type {
ethernet {
port-type;

}
}
override {
calling-station-id remote-circuit-id;
nas-ip-address tunnel-client-gateway-address;
nas-port tunnel-client-nas-port;
nas-port-type tunnel-client-nas-port-type;

}
remote-circuit-id-delimiter;
remote-circuit-id-fallback {
remote-circuit-id-format;
agent-circuit-id;
agent-remote-id;

}
revert-interval interval;
service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}
vlan-nas-port-stacked-format;

}
preauthentication-server ip-address;

}
radius-server server-address {
accounting-port port-number;
accounting-retry number;
accounting-timeout seconds;
dynamic-request-port
port port-number;
preauthentication-port port-number;
preauthentication-secret password;
retry attempts;
routing-instance routing-instance-name;
secret password;
max-outstanding-requests value;
source-address source-address;
timeout seconds;

}
service {
accounting {
statistics (time | volume-time);
update-intervalminutes;

}
accounting-order (activation-protocol | local | radius);

}
session-limit-per-username number;
session-options {
client-idle-timeoutminutes;
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client-idle-timeout-ingress-only;
client-session-timeoutminutes;
pcc-context {
input-service-filter-name filter-name;
input-service-set-name service-set-name;
ipv6-input-service-filter-name filter-name;
ipv6-input-service-set-name service-set-name;
ipv6-output-service-filter-name filter-name;
ipv6-output-service-set-name service-set-name;
output-service-filter-name filter-name;
output-service-set-name service-set-name;
profile-name pcef-profile-name;

}
strip-user-name {
delimiter [ delimiter ];
parse-direction (left-to-right | right-to-left);

}
}
subscriber username {
delegated-pool delegated-pool-name;
framed-ip-address ipv4-address;
framed-ipv6-pool ipv6-pool-name;
framed-pool ipv4-pool-name;
password password;
target-logical-system logical-system-name <target-routing-instance (default |
routing-instance-name>;

target-routing-instance (default | routing-instance-name);
}

}

Hierarchy Level [edit access]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure a subscriber access profile that includes subscriber access, L2TP, or PPP

properties.

Options profile-name—Name of the profile.

For CHAP, the name serves as the mapping between peer identifiers and CHAP secret

keys. This entity is queried for the secret keywhenever aCHAPchallengeor response

is received.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the PPP Authentication Protocol

• Configuring Access Profiles for L2TP or PPP Parameters

• Configuring L2TP Properties for a Client-Specific Profile

• Configuring an L2TP Access Profile on the LNS

• Configuring an L2TP LNS with Inline Service Interfaces

• Configuring PPP Properties for a Client-Specific Profile

• Configuring Service Accounting with JSRC

• Configuring Service Accounting in Local Flat Files

• AAA Service Framework Overview

• Enabling Direct PCC Rule Activation by a PCRF for Subscriber Management

proxy-arp (Dynamic Profiles)

Syntax proxy-arp;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.5.

Description For Ethernet interfaces only, configure the router to respond to any ARP request, as long

as the router has an active route to the target address of the ARP request.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Restricted and Unrestricted Proxy ARP

• Configuring Gratuitous ARP
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push (Dynamic VLANs)

Syntax push;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
input-vlan-map]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic VLAN interfaces, specify the VLAN rewrite operation to add a new VLAN

tag to the top of the VLAN stack. An outer VLAN tag is pushed in front of the existing

VLAN tag. If you include the push statement in the configuration, youmust also include

the pop statement at the [edit dynamic-profiles profile-name interfaces interface-name

unit logical-unit-number output-vlan-map] hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking and Rewriting VLAN Tags for the Layer 2Wholesale Solution

qualified-next-hop (Access)

Syntax qualified-next-hop next-hop;

Hierarchy Level [edit routing-options access route ip-prefix</prefix-length>]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the qualified next-hop address for an access route.

Options next-hop—Specific qualified next-hop address you want to assign to the access route.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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radius-realm

Syntax radius-realm radius-realm-string;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include]

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify that the user-defined RADIUS realm string is appended as a last piece to the

usernameand used byRADIUS to direct the authentication request to a profile that does

not allocates addresses.

Options radius-realm-string—A string to describe the RADIUS realm.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35
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ranges (Dynamic Stacked VLAN)

Syntax ranges (any | low-tag–high-tag),(any | low-tag–high-tag);

Hierarchy Level [edit interfaces interface-name auto-configure stacked-vlan-ranges dynamic-profile
profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

Description Configure VLAN ranges for dynamic, auto-sensed stacked VLANs.

Options any—The entire VLAN range.

low-tag—The lower limit of the VLAN range.

high-tag—The upper limit of the VLAN range.

Range: 1 through 4094

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21
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ranges (Dynamic VLAN)

Syntax ranges (any | low-tag)-(any | high-tag);

Hierarchy Level [edit interfaces interface-name auto-configure vlan-ranges dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 9.5.

Description Configure VLAN ranges for dynamic, auto-sensed VLANs.

Options any—The entire VLAN range.

low-tag—The lower limit of the VLAN range.

high-tag—The upper limit of the VLAN range.

Range: 1 through 4094

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17
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route (Access)

Syntax route ip-prefix</prefix-length> {
metric route-cost;
next-hop next-hop;
preference route-distance;
qualified-next-hop next-hop;
tag tag-number;

}

Hierarchy Level [edit routing-options access]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the parameters for access routes.

Options ip-prefix</prefix-length>—Specific route prefix that you want to assign to the access

route.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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routing-instance (PPPoE Service Name Tables)

Syntax routing-instance routing-instance-name;

Hierarchy Level [edit protocols pppoe service-name-tables table-name service service-name],
[edit protocolspppoeservice-name-tables table-name service service-nameagent-specifier
aci circuit-id-string ari remote-id-string]

Release Information Statement introduced in Junos OS Release 10.2.

Description Use in conjunction with the dynamic-profile statement at the same hierarchy levels to

specify the routing instance in which to instantiate a dynamic PPPoE interface. You can

associatea routing instancewithanamedserviceentry,empty serviceentry, orany service

entry configured in a PPPoE service name table, or with an agent circuit identifier/agent

remote identifier (ACI/ARI) pair defined for these services.

The routing instance associated with a service entry in a PPPoE service name table

overrides the routing instance associated with the PPPoE underlying interface on which

the dynamic PPPoE interface is created.

If you include the routing-instance statement at the [edit protocols pppoe

service-name-tables table-name service service-name agent-specifier aci circuit-id-string

ari remote-id-string]hierarchy level, youcannotalso include the static-interface statement

at this level. The routing-instance and static-interface statements aremutually exclusive

for ACI/ARI pair configurations.

Options routing-instance-name—Nameof the routing instance inwhich the router instantiates the

dynamic PPPoE interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231

• Assigning a Dynamic Profile and Routing Instance to a Service Name or ACI/ARI Pair

for Dynamic PPPoE Interface Creation on page 238
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routing-options

Syntax routing-options { ... }

For information on the complete list of routing-options, see the Protocol-Independent

Routing Properties Feature Guide .

Hierarchy Level [edit],
[edit logical-systems logical-system-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure protocol-independent routing properties.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Protocol-Independent Routing Properties Feature Guide
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rpf-check (Dynamic Profiles)

Syntax rpf-check {
fail-filter filter-name;
mode loose;

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family]

Release Information Statement introduced in Junos OS Release 9.6.

Description Check whether traffic is arriving on an expected path. You can include this statement

with the inet protocol family only.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Unicast RPF Strict Mode

• Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces
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rpf-check

List of Syntax Syntax (MX Series, SRX Series, M Series, T Series, PTX Series) on page 610

Syntax (EX Series) on page 610

Syntax (MX Series,
SRXSeries,MSeries, T

Series, PTX Series)

rpf-check {
fail-filter filter-name;
mode loose;

}

Syntax (EX Series) rpf-check;

Hierarchy Level (MX
Series, SRX Series, M

[edit interfaces interface-name unit logical-unit-number family inet],
[edit interfaces interface-name unit logical-unit-number family inet6],

Series, T Series, PTX
Series)

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet]

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet6]

Hierarchy Level (EX
Series)

[edit interfaces interface-name unit logical-unit-number family inet],
[edit interfaces interface-name unit logical-unit-number family inet6]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Support for interfaceps0 (pseudowire subscriber logical interfacedevice)added in Junos

OS Release 15.1.

Description Enable a reverse-path forwarding (RPF) check on unicast traffic.

On EX3200 and EX4200 switches, enable a reverse-path forwarding (RPF) check on

unicast traffic (except ECMP packets) on all ingress interfaces.

On EX4300 switches, enable a reverse-path forwarding (RPF) check on unicast traffic,

including ECMP packets, on all ingress interfaces.

On EX8200 and EX6200 switches, enable an RPF check on unicast traffic, including

ECMP packets, on the selected ingress interfaces.

On QFX Series switches, enable an RPF check on unicast traffic (except ECMP packets)

on the selected ingress interfaces.

Themode statement is explained separately.

Default Unicast RPF is disabled on all interfaces.
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Options fail-filter—Afilter to evaluatewhenpackets are receivedon the interface. If theRPFcheck

fails, this optional filter is evaluated. If the fail filter is not configured, the default

action is to silently discard the packet.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Unicast RPF Strict Mode

• Configuring Unicast RPF Loose Mode

• Example: Configuring Unicast Reverse-Path-Forwarding Check

• Configuring a Pseudowire Subscriber Logical Interface Device

• Example: Configuring Unicast RPF on an EX Series Switch

• Configuring Unicast RPF (CLI Procedure)

• Disabling Unicast RPF (CLI Procedure)

• Understanding Unicast RPF
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schedulers (CoS)

Syntax schedulers {
scheduler-name {
adjust-minimum rate;
adjust-percent percentage;
buffer-size (seconds | percent percentage | remainder | temporalmicroseconds);
drop-profile-map loss-priority (any | low | medium-low | medium-high | high) protocol
(any | non-tcp | tcp) drop-profile profile-name;

excess-priority [ low | medium-low | medium-high | high | none];
excess-rate (percent percentage | proportion value);
priority priority-level;
shaping-rate (percent percentage | rate);
transmit-rate (percent percentage | rate | remainder) <exact | rate-limit>;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1X48 for PTX Series routers.

Description Specify the scheduler name and parameter values.

Options scheduler-name—Name of the scheduler to be configured.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• How Schedulers Define Output Queue Properties

• Default Schedulers Overview

• Configuring Schedulers

• Configuring a Scheduler
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server

Syntax server;

Hierarchy Level [edit interfaces pp0 unit logical-unit-number pppoe-options],
[edit logical-systems logical-system-name interfaces pp0 unit logical-unit-number
pppoe-options]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure the router to operate in thePPPoE servermode. Supported onM120andM320

Multiservice Edge Routers and MX Series 5G Universal Routing Platforms operating as

access concentrators.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the PPPoE Server Mode

server (Dynamic PPPoE)

Syntax server;

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
pppoe-options]

Release Information Statement introduced in Junos OS Release 10.1.

Description In adynamicprofile, configure the router toactasaPPPoEserver, also knownasa remote

access concentrator, when a PPPoE logical interface is dynamically created.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile on page 170

• Subscriber Interfaces and PPPoE Overview on page 163
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service (Dynamic Service Sets)

Syntax service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family] hierarchy level introduced in Junos OS Release 10.1.

Description Define the service sets and filters to be applied to an interface. This statement is not

supported for family inet6.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview

• Associating Service Sets with Interfaces in a Dynamic Profile

• Configuring MS-MPC-Based, Static HTTP Redirect Services

• Configuring MS-MPC-Based, Converged HTTP Redirect Services

• Configuring Routing Engine-Based, Static HTTP Redirect Services

• Configuring Routing Engine-Based, Converged HTTP Redirect Services
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service (PPPoE)

Syntax service service-name {
drop;
delay seconds;
terminate;
dynamic-profile profile-name;
routing-instance routing-instance-name;
max-sessions number;
agent-specifier {
aci circuit-id-string ari remote-id-string {
drop;
delay seconds;
terminate;
dynamic-profile profile-name;
routing-instance routing-instance-name;
static-interface interface-name;

}
}

}

Hierarchy Level [edit protocols pppoe service-name-tables table-name]

Release Information Statement introduced in Junos OS Release 10.0.

any, dynamic-profile, routing-instance,max-sessions, and static-interface options

introduced in Junos OS Release 10.2.

Description Specify the action taken by the interface on receipt of a PPPoEActiveDiscovery Initiation

(PADI) control packet for the specified named service, empty service, or any service in a

PPPoE service name table. You can also specify the dynamic profile and routing instance

that the router uses to instantiate adynamicPPPoE interface, and themaximumnumber

of active PPPoE sessions that the router can establish with the specified service.

Default The default action is terminate.

Options service-name—Service entry in the PPPoE service name table:

• service-name—Namedserviceentryofup to32characters; forexample,premiumService.

You can configure a maximum of 512 named service entries across all PPPoE service

name tables on the router.

• empty—Serviceentry of zero length that representsanunspecified service. EachPPPoE

service name table includes one empty service entry by default.

• any—Default service for non-empty service entries that do not match the named or

empty service entries configured in the PPPoE service name table. Each PPPoE service

name table includes one any service entry by default.
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The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231

• Assigning a Service to a Service Name Table and Configuring the Action TakenWhen

the Client Request Includes a Non-zero Service Name Tag on page 235

• Configuring the Action TakenWhen the Client Request Includes an Empty Service

Name Tag on page 233

• Configuring the Action Taken for the Any Service on page 234

service-device-pool (L2TP)

Syntax service-device-pool pool-name;

Hierarchy Level [edit services l2tp tunnel-group name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Assign a pool of service interfaces to the tunnel group to balance traffic across.

NOTE: The service interface configuration is required for static LNSsessions.
Either the service interface configuration or the service device pool
configuration can be used for dynamic LNS sessions.

Options pool-name—Name of the service device pool.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an L2TP Tunnel Group for LNS Sessions with Inline Services Interfaces
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service-filter (Dynamic Service Sets)

Syntax service-filter filter-name;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service input service-set service-set-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service output service-set service-set-name],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service input service-set service-set-name],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service output service-set service-set-name]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service input service-set service-set-name] and [edit

dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit” family family

service output service-set service-set-name] hierarchy levels introduced in Junos OS

Release 10.1.

Description Define the filter to be applied to traffic before it is accepted for service processing. You

can use the predefined dynamic interface variables $junos-input-service-filter,

$junos-output-service-filter, $junos-input-ipv6-service-filter, and

$junos-output-ipv6-service-filter. Configurationof a service filter is optional; if you include

the service-set statementwithout a service-filter definition, the router software assumes

that thematch condition is true and selects the service set for processing automatically.

Options filter-name—Identifies the filter to be applied in service processing.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview

• Associating Service Sets with Interfaces in a Dynamic Profile

• Configuring MS-MPC-Based, Static HTTP Redirect Services

• Configuring MS-MPC-Based, Converged HTTP Redirect Services

• Configuring Routing Engine-Based, Static HTTP Redirect Services

• Configuring Routing Engine-Based, Converged HTTP Redirect Services
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service-name-table

Syntax service-name-table table-name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit interfaces interface-name unit logical-unit-number family pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced in Junos OS Release 10.0.

Support at the [edit ... family pppoe] hierarchies introduced in Junos OS Release 11.2.

Description Specify the PPPoE service name table assigned to a PPPoE underlying interface. This

underlying interface is configuredwith either theencapsulationppp-over-ether statement

or the family pppoe statement; the two statements are mutually exclusive.

NOTE: The [edit ... family pppoe] hierarchies are supported only onMXSeries

routers with MPCs.

Options table-name—Name of the PPPoE service name table, a string of up to 32 alphanumeric

characters.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231

• Assigning a Service Name Table to a PPPoE Underlying Interface on page 233

• Configuring the PPPoE Family for an Underlying Interface on page 174

Copyright © 2018, Juniper Networks, Inc.618

Broadband Subscriber VLANs and Interfaces Feature Guide



service-name-tables

Syntax service-name-tables table-name {
service service-name {
drop;
delay seconds;
terminate;
dynamic-profile profile-name;
routing-instance routing-instance-name;
max-sessions number;
agent-specifier {
aci circuit-id-string ari remote-id-string {
drop;
delay seconds;
terminate;
dynamic-profile profile-name;
routing-instance routing-instance-name;
static-interface interface-name;

}
}

}
}

Hierarchy Level [edit protocols pppoe]

Release Information Statement introduced in Junos OS Release 10.0.

dynamic-profile, routing-instance,max-sessions, and static-interface options introduced

in Junos OS Release 10.2.

Description Create and configure a PPPoE service name table. Specify the action taken for each

service and remote access concentrator on receipt of a PPPoEActive Discovery Initiation

(PADI) packet. You can also specify the dynamic profile and routing instance that the

router uses to instantiateadynamicPPPoE interface, and themaximumnumberof active

PPPoE sessions that the router can establish with the specified service. A maximum of

32 PPPoE service name tables is supported per router.

Options table-name—Name of the PPPoE service name table, a string of up to 32 alphanumeric

characters.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231

• Creating a Service Name Table on page 231
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service-set (Dynamic Service Sets)

Syntax service-set service-set-name {
service-filter filter-name;

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service input],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service output],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service input],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service output]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family familyservice input]and [editdynamic-profilesprofile-name

interfaces pp0 unit “$junos-interface-unit” family family service output] hierarchy levels

introduced in Junos OS Release 10.1.

From 17.2R1 onwards, you can configure converged services at the edit dynamic-profiles

http-redirect-converged hierarchy level.

Description Define one or more service sets in a dynamic profile. Service sets are applied to an

interface. If you define multiple service sets, the router software evaluates the filters in

the order in which they appear in the configuration. You can use the predefined dynamic

interface variables $junos-input-service-set, $junos-output-service-set,

$junos-input-ipv6-service-set, and $junos-output-ipv6-service-set.

NOTE: Starting in Junos OS Release 17.2R1, you can configure converged
services at the edit dynamic-profiles http-redirect-converged hierarchy level.

CPCD rules can also be configured under the dynamic profiles stanza to
achieve parameterization of the rules. This mechanism provides additional
flexibility to customize the different rules on a per subscriber basis through
service attachment.

Options service-set-name—Name of the service set.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Dynamic Service Sets Overview

• Associating Service Sets with Interfaces in a Dynamic Profile
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short-cycle-protection (Static and Dynamic Subscribers)

Syntax short-cycle-protection <lockout-time-minminimum-seconds> <lockout-time-max
maximum-seconds> <filter [aci]> ;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
pppoe],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
pppoe],

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
pppoe-underlying-options],

[edit interfaces demux0 unit logical-unit-number family pppoe]
[edit interfaces interface-name unit logical-unit-number family pppoe],
[edit interfaces interface-name unit logical-unit-number pppoe-underlying-options],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family pppoe],

[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
pppoe-underlying-options]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the router to temporarily prevent (lock out) a failed or short-lived (also known

as short-cycle) PPPoE subscriber session from reconnecting for a default or configurable

periodof time.Youcanoptionallyoverride thedefault lockout time, 1 through300seconds

(5minutes), by specifying theminimum lockout time andmaximum lockout time as part

of the short-cycle-protection statement. You can optionally specify the lockout based

on the ACI, which locks out all PPPoE subscriber sessions that come from the same

household and share the same ACI string.

YoucanconfigurePPPoEsubscriber session lockout, alsoknownasshort-cycleprotection,

for VLAN, VLAN demux, and PPPoE-over-ATM dynamic subscriber interfaces. Enabling

PPPoEsubscriber session lockout reducesexcessive loadingon the router, prevents failed

or short-lived sessions from disrupting other sessions on the same underlying interface,

and preserves valuable system resources.

Options filter aci—(Optional) Use the agent circuit identifier (ACI) lockout for all subscriber

sessions.

lockout-time-minminimum-seconds—(Optional)Use thespecifiedminimumlockout time

for failed or short-lived PPPoE subscriber sessions. Theminimum-seconds value

mustbe less thanorequal to themaximum-secondsvalue.Settingminimum-seconds

andmaximum-seconds to the same value causes the lockout time to become fixed

at that value.

Range: 1 through 86400 (24 hours)

Default: 1
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lockout-time-maxmaximum-seconds—(Optional) Use the specified maximum lockout

time for failed or short-lived PPPoE subscriber sessions. Themaximum-seconds

value must be equal to or greater than theminimum-seconds value. Setting

maximum-seconds andminimum-seconds to the same value causes the lockout

time to become fixed at that value.

Range: 1 through 86400 (24 hours)

Default: 300 (5minutes)

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

• PPPoE Subscriber Session Lockout Overview on page 205

• Understanding the Lockout Period for PPPoESubscriber Session Lockout onpage 209

• Configuring Dynamic PPPoE Subscriber Interfaces on page 170

• Example: Configuring aStatic PPPoESubscriber InterfaceonaStaticUnderlyingVLAN

Demux Interface over Aggregated Ethernet on page 179
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stacked-vlan-ranges

Syntax stacked-vlan-ranges {
access-profile profile-name;
authentication {
packet-types [packet-types];
password password-string;
username-include {
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
mac-address;
option-18
option-37
option-82;
radius-realm radius-realm-string;
user-prefix user-prefix-string;
vlan-tags;

}
}
dynamic-profile profile-name {
accept (any | dhcp-v4 | inet);
access-profilevlan-dynamic-profile-name;
ranges (any | low-tag–high-tag),(any | low-tag–high-tag);

}
override;

}

Hierarchy Level [edit interfaces interface-name auto-configure]

Release Information Statement introduced in Junos OS Release 9.5.

Description Configure multiple VLANs. Each VLAN is assigned a VLAN ID number from the range.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

• Configuring Interfaces to Support Both Single and Stacked VLANs on page 23
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stacked-vlan-tagging

Syntax stacked-vlan-tagging;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Description For Gigabit Ethernet IQ interfaces, Gigabit Ethernet, 10-Gigabit Ethernet LAN/WAN PIC,

and 100-Gigabit Ethernet Type 5 PIC with CFP, enable stacked VLAN tagging for all

logical interfaces on the physical interface.

For pseudowire subscriber interfaces, enable stackedVLAN tagging for logical interfaces

on the pseudowire service.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Stacking and Rewriting Gigabit Ethernet VLAN Tags Overview

swap (Dynamic VLANs)

Syntax swap;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
input-vlan-map],

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic VLAN interfaces, specify the VLAN rewrite operation to replace a VLAN tag.

The outer VLAN tag of the frame is overwritten with the user-specified VLAN tag

information.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Rewriting the VLAN Tag on Tagged Frames

• Stacking and Rewriting VLAN Tags for the Layer 2Wholesale Solution
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tag-protocol-id (Dynamic VLANs)

Syntax tag-protocol-id tpids;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
input-vlan-map],

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamic VLAN interfaces, configure the outer TPID value. All TPIDs you include in

input and output VLANmapsmust be among those you specify at the [edit interfaces

interface-namegigether-optionsethernet-switch-profile tag-protocol-id [ tpids ]]hierarchy

level.

Default If the tag-protocol-id statement is not configured, the TPID value is 0x8100.

Options tpids—TPIDs to be accepted on the VLAN. Specify TPIDs in hexadecimal format.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Inner and Outer TPIDs and VLAN IDs
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targeted-options (Grouping Subscribers by Bandwidth Usage)

Syntax targeted-options {
backup backup;
group group;
primary primary;
weight ($junos-interface-target-weight |weight-value);

}

Hierarchy Level [edit dynamic-profiles name interfaces name unit logical-unit-number],
[editdynamic-profilesname logical-systemsname interfacesnameunit logical-unit-number],
[edit interfaces name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 16.1.

weight option added in Junos OS Release 17.3 for MX Series and MX Virtual Chassis.

$junos-interface-target-weight option added in Junos OS Release 18.4R1.

Description Configure primary and backup links, group similar subscribers, and specify a subscriber

weight formanual targeting todistribute subscribersacrossaggregatedEthernetmember

links.

Options backup—(Optional) Specify a backupmember link per subscriber when you configure
manual targeting.

group—(Optional) Assign a group name for subscribers with similar bandwidth usage.
Subscribers that are configured for targeted distribution without a group name are

added to the default group and distributed evenly acrossmember links. Grouping of

subscribers is supported only for static subscribers.

Default: default

primary—Specify a primary member link per subscriber when you configure manual
targeting. Youmust always configure a primary link when you configure manual

targeting.

weight($junos-interface-target-weight |weight-value)—Specify theweight for targeted
subscribers like PPPoe, demux, and conventional VLANs based on factors such as

customer preferences, class of service (CoS), or bandwidth requirement. Member

links for logical interfaces of aggregated Ethernet logical interfaces are assigned

basedon thevalueof theweight .WhenanewVLAN isadded to thesameaggregated

Ethernet bundle, then the primarymember link selected for targeting is the onewith

theminimumprimary load and the backup link selected for targeting is the onewith

the minimum overall load.

The $junos-interface-target-weight predefined variable is supported for dynamic

configuration only. When you configure this predefined variable, the weight value is

sourced from VSA 26-213 in the RADIUS Access-Accept message when a dynamic

subscriber is authenticated.
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Range: 1 through 1000

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UnderstandingSupport forTargetedDistributionof Logical InterfaceSetsofStaticVLANs

over Aggregated Ethernet Logical Interfaces

• Using RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution

on page 155

• RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution on

page 153

terminate (PPPoE Service Name Tables)

Syntax terminate;

Hierarchy Level [edit protocols pppoe service-name-tables table-name service service-name],
[edit protocolspppoeservice-name-tables table-name service service-nameagent-specifier
aci circuit-id-string ari remote-id-string]

Release Information Statement introduced in Junos OS Release 10.0.

Support at [edit protocols pppoe service-name-tables table-name service service-name

agent-specifier aci circuit-id-stringari remote-id-string] hierarchy level introduced in Junos

OS Release 10.2.

Description Direct the router to immediately respond to a PPPoE Active Discovery Initiation (PADI)

control packet received from a PPPoE client by sending the client a PPPoE Active

Discovery Offer (PADO) packet. The PADO packet contains the name of the access

concentrator (router) that can service the client request. The terminate action is the

default action for a named service entry, empty service entry, any service entry, or agent

circuit identifier/agent remote identifier (ACI/ARI) pair in a PPPoE service name table.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring PPPoE Service Name Tables on page 231
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traffic-control-profiles

Syntax traffic-control-profiles profile-name {
adjust-minimum rate;
atm-service (cbr | rtvbr | nrtvbr);
delay-buffer-rate (percent percentage | rate);
excess-rate (percent percentage | proportion value );
excess-rate-high (percent percentage | proportion value);
excess-rate-low (percent percentage | proportion value);
guaranteed-rate (percent percentage | rate) <burst-size bytes>;
max-burst-size cells;
overhead-accounting (frame-mode | cell-mode | frame-mode-bytes | cell-mode-bytes)
<bytes (byte-value)>;

peak-rate rate;
scheduler-mapmap-name;
shaping-rate (percent percentage | rate) <burst-size bytes>;
shaping-rate-excess-high rate [ burst-size bytes ];
shaping-rate-excess-low rate [ burst-size bytes ];
shaping-rate-priority-high rate [ burst-size bytes ];
shaping-rate-priority-low rate [ burst-size bytes ];
shaping-rate-priority-medium rate [ burst-size bytes ];
strict-priority-scheduler;
sustained-rate rate;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 7.6.

Description ForGigabit Ethernet IQ,Channelized IQPICs, FRF.15andFRF.16LSQ interfaces, Enhanced

Queuing (EQ)DPCs, andPTXSeries routers only, configure traffic shapingandscheduling

profiles. For Enhanced EQ PICs, EQ DPCs, and PTX Series routers only, you can include

the excess-rate statement.

Options profile-name—Name of the traffic-control profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Oversubscribing Interface Bandwidth

• Understanding Scheduling on PTX Series Routers
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traffic-control-profiles (Dynamic CoS Definition)

Syntax traffic-control-profiles profile-name {
adjust-minimum rate;
delay-buffer-rate (percent percentage | rate);
excess-rate (percent percentage | proportion value | percent $junos-cos-excess-rate);
excess-rate-high (percent percentage | proportion value);
excess-rate-low (percent percentage | proportion value);
guaranteed-rate (percent percentage | rate) <burst-size bytes>;
overhead-accounting (frame-mode | cell-mode) <bytes byte-value>;
scheduler-mapmap-name;
shaping-rate (percent percentage | rate | predefined-variable) <burst-size bytes>;

}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure traffic shaping and scheduling profiles for use in a dynamic client profile or a

dynamic service profile.

Options profile-name—Name of the traffic-control profile.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access

• Configuring Traffic Scheduling and Shaping for Subscriber Access

• Using the CLI toModify Traffic-Control Profiles That Are Currently Applied to Subscribers
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underlying-interface

Syntax underlying-interface interface-name;

Hierarchy Level [edit interfaces pp0 unit logical-unit-number pppoe-options],
[edit interfaces demux0 unit logical-unit-number demux-options],
[edit logical-systems logical-system-name interfaces demux0 unit logical-unit-number
demux-options],

[edit logical-systems logical-system-name interfaces pp0 unit logical-unit-number
pppoe-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name interfaces
demux0 unit logical-unit-number demux-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name interfaces
pp0 unit logical-unit-number pppoe-options]

Release Information Statement introduced before Junos OS Release 7.4.

Support for aggregated Ethernet added in Junos OS Release 9.4.

Description Configure the interface on which PPP over Ethernet is running.

For demux interfaces, configure the underlying interface on which the demultiplexing

(demux) interface is running.

Options interface-name—Name of the interface on which PPP over Ethernet or demux is running.

For example, at-0/0/1.0 (ATM VC), fe-1/0/1.0 (Fast Ethernet interface), ge-2/0/0.0

(GigabitEthernet interface),ae1.0 (for IPdemuxonanaggregatedEthernet interface),

or ae1 (for VLAN demux on an aggregated Ethernet interface).

NOTE: Demux interfaces are currently supported on Gigabit Ethernet, Fast
Ethernet, 10-Gigabit Ethernet interfaces, or aggregated Ethernet devices.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an IP Demultiplexing Interface

• Configuring a VLAN Demultiplexing Interface

• Configuring the PPPoE Underlying Interface

• Junos OS Interfaces and Routing Configuration Guide
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underlying-interface (demux0)

Syntax underlying-interface underlying-interface-name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 interface-name unit unit
logical-unit-number demux-options]

Release Information Statement introduced in Junos OS Release 9.3.

Support for aggregated Ethernet introduced in Junos OS Release 9.4.

Description Configure the underlying interface on which the demultiplexing (demux) interface is

running.

Options underlying-interface-name—Either the specific name of the interface on which the DHCP

discover packet arrives or one of the following interface variables:

• $junos-underlying-interfacewhen configuring dynamic IP demux interfaces.

• $junos-interface-ifd-namewhen configuring dynamic VLAN demux interfaces.

The variable is used to specify the underlying interface when a new demux interface is

dynamically created. The variable is dynamically replaced with the underlying

interface that DHCP supplies when the subscriber logs in.

NOTE: Logicaldemux interfacesarecurrently supportedonGigabitEthernet,
Fast Ethernet, 10-Gigabit Ethernet, or aggregated Ethernet interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

• For information about static underlying interfaces, see the JunosOSNetwork Interfaces

Library for Routing Devices
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underlying-interface (Dynamic PPPoE)

Syntax underlying-interface interface-name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit”
pppoe-options]

Release Information Statement introduced in Junos OS Release 10.1.

Description In a dynamic profile, configure the underlying interface on which the router creates the

dynamic PPPoE logical interface.

Options interface-name—Variable used to specify the name of the underlying interface on which

the PPPoE logical interface is dynamically created. In the underlying-interface

interface-name statement for dynamic PPPoE logical interfaces, youmust use the

predefined variable$junos-underlying-interface in placeof interface-name.When the

router creates the dynamic PPPoE interface, the $junos-underlying-interface

predefinedvariable is dynamically replacedwith thenameof theunderlying interface

supplied by the network when the subscriber logs in.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile on page 170

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167
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unit

Syntax unit logical-unit-number {
accept-source-mac {
mac-addressmac-address {
policer {
input cos-policer-name;
output cos-policer-name;

}
}

}
accounting-profile name;
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
allow-any-vci;
atm-scheduler-map (map-name | default);
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
backup-options {
interface interface-name;

}
bandwidth rate;
cell-bundle-size cells;
clear-dont-fragment-bit;
compression {
rtp {
maximum-contexts number <force>;
f-max-period number;
queues [queue-numbers];
port {
minimum port-number;
maximum port-number;

}
}

}
compression-device interface-name;
copy-tos-to-outer-ip-header;
demux-destination family;
demux-source family;
demux-options {
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underlying-interface interface-name;
}
description text;
etree-ac-role (leaf | root);
interface {
l2tp-interface-id name;
(dedicated | shared);

}
dialer-options {
activation-delay seconds;
callback;
callback-wait-period time;
deactivation-delay seconds;
dial-string [dial-string-numbers];
idle-timeout seconds;
incoming-map {
caller caller-id | accept-all;
initial-route-check seconds;
load-interval seconds;
load-threshold percent;
pool pool-name;
redial-delay time;
watch-list {
[routes];

}
}

}
disable;
disable-mlppp-inner-ppp-pfc;
dlci dlci-identifier;
drop-timeoutmilliseconds;
dynamic-call-admission-control {
activation-priority priority;
bearer-bandwidth-limit kilobits-per-second;

}
encapsulation type;
epd-threshold cells plp1 cells;
family family-name {
... the family subhierarchy appears after the main [edit interfaces interface-name unit
logical-unit-number] hierarchy ...

}
fragment-threshold bytes;
host-prefix-only;
inner-vlan-id-range start start-id end end-id;
input-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap |
swap-push | swap-swap);
inner-tag-protocol-id tpid;
inner-vlan-id number;
tag-protocol-id tpid;
vlan-id number;

}
interleave-fragments;
inverse-arp;
layer2-policer {
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input-policer policer-name;
input-three-color policer-name;
output-policer policer-name;
output-three-color policer-name;

}
link-layer-overhead percent;
minimum-links number;
mrru bytes;
multicast-dlci dlci-identifier;
multicast-vci vpi-identifier.vci-identifier;
multilink-max-classes number;
multipoint;
oam-liveness {
up-count cells;
down-count cells;

}
oam-period (disable | seconds);
output-vlan-map {
(pop | pop-pop | pop-swap | push | push-push | swap |
swap-push | swap-swap);
inner-tag-protocol-id tpid;
inner-vlan-id number;
tag-protocol-id tpid;

}
passive-monitor-mode;
peer-unit unit-number;
plp-to-clp;
point-to-point;
ppp-options {
mru size;
mtu (size | use-lower-layer);
chap {
access-profile name;
default-chap-secret name;
local-name name;
passive;

}
compression {
acfc;
pfc;

}
dynamic-profile profile-name;
ipcp-suggest-dns-option;
lcp-restart-timermilliseconds;
loopback-clear-timer seconds;
ncp-restart-timermilliseconds;
pap {
access-profile name;
default-pap-password password;
local-name name;
local-password password;
passive;

}
}
pppoe-options {
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access-concentrator name;
auto-reconnect seconds;
(client | server);
service-name name;
underlying-interface interface-name;

}
pppoe-underlying-options {
access-concentrator name;
direct-connect;
dynamic-profile profile-name;
max-sessions number;

}
proxy-arp;
service-domain (inside | outside);
shaping {
(cbr rate | rtvbr peak rate sustained rate burst length | vbr peak rate sustained rate burst
length);

queue-length number;
}
short-sequence;
targeted-distribution;
transmit-weight number;
(traps | no-traps);
trunk-bandwidth rate;
trunk-id number;
tunnel {
backup-destination address;
destination address;
key number;
routing-instance {
destination routing-instance-name;

}
source source-address;
ttl number;

}
vci vpi-identifier.vci-identifier;
vci-range start start-vci end end-vci;
vpi vpi-identifier;
vlan-id number;
vlan-id-range number-number;
vlan-tags inner tpid.vlan-id outer tpid.vlan-id;
family family {
accounting {
destination-class-usage;
source-class-usage {
(input | output | input output);

}
}
access-concentrator name;
address address {
... the address subhierarchy appears after the main [edit interfaces interface-name unit
logical-unit-number family family-name] hierarchy ...

}
bundle interface-name;
core-facing;
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demux-destination {
destination-prefix;

}
demux-source {
source-prefix;

}
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
group filter-group-number;
input filter-name;
input-list [filter-names];
output filter-name;
output-list [filter-names];

}
interface-mode (access | trunk);
ipsec-sa sa-name;
keep-address-and-control;
mac-validate (loose | strict);
max-sessions number;
mtu bytes;
multicast-only;
no-redirects;
policer {
arp policer-template-name;
input policer-template-name;
output policer-template-name;

}
primary;
protocols [inet isompls];
proxy inet-address address;
receive-options-packets;
receive-ttl-exceeded;
remote (inet-address address | mac-address address);
rpf-check {
fail-filter filter-name
mode loose;

}
sampling {
input;
output;

}
service {
input {
post-service-filter filter-name;
service-set service-set-name <service-filter filter-name>;

}
output {
service-set service-set-name <service-filter filter-name>;

}
}
service-name-table table-name
targeted-options {
backup backup;
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group group;
primary primary;
weight ($junos-interface-target-weight |weight-value);

}
(translate-discard-eligible | no-translate-discard-eligible);
(translate-fecn-and-becn | no-translate-fecn-and-becn);
translate-plp-control-word-de;
unnumbered-address interface-namedestinationaddressdestination-profileprofile-name;
vlan-id number;
vlan-id-list [number number-number];
address address {
arp ip-address (mac | multicast-mac)mac-address <publish>;
broadcast address;
destination address;
destination-profile name;
eui-64;
master-only;
multipoint-destination address {
dlci dlci-identifier;
epd-threshold cells <plp1 cells>;
inverse-arp;
oam-liveness {
up-count cells;
down-count cells;

}
oam-period (disable | seconds);
shaping {
(cbr rate | rtvbr burst length peak rate sustained rate | vbr burst length peak rate
sustained rate);

queue-length number;
}
vci vpi-identifier.vci-identifier;

}
preferred;
primary;
(vrrp-group | vrrp-inet6-group) group-number {
(accept-data | no-accept-data);
advertise–interval seconds;
authentication-type authentication;
authentication-key key;
fast-intervalmilliseconds;
(preempt | no-preempt) {
hold-time seconds;

}
priority number;
track {
interface interface-name {
bandwidth-threshold bits-per-second priority-cost number;

}
priority-hold-time seconds;
route ip-address/prefix-length routing-instance instance-name priority-cost cost;

}
virtual-address [addresses];
virtual-link-local-address ipv6–address;
vrrp-inherit-from {
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active-interface interface-name;
active-group group-number;

}
}

}
}

}

Hierarchy Level [edit interfaces interface-name],
[edit logical-systems logical-system-name interfaces interface-name],
[edit interfaces interface-set interface-set-name interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Range increased for static pseudowire interfaces to 1,073,741,823 in Junos OS Release

18.3R1.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to be able to use the physical device.

Options logical-unit-number—Number of the logical unit.

Range: 0 through 1,073,741,823 for demux, PPPoE, and pseudowire static interfaces. 0
through 16,385 for all other static interface types.

etree-ac-role (leaf | root)—To configure an interface as either leaf or root.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Logical Interface Properties

• Junos OS Services Interfaces Library for Routing Devices
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unit (Dynamic Demux Interface)

Syntax unit logical-unit-number {
demux-options {
underlying-interface interface-name

}
family family {
access-concentrator name;
address address;
demux-source {
source-address;

}
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
input filter-name;
output filter-name;

}
mac-validate (loose | strict):
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service-name-table table-name;
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name;
output filter-name;

}
}
vlan-id number;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0]

Release Information Statement introduced in Junos OS Release 9.3.

Description Configure adynamic logical interface on thephysical device. Youmust configure a logical

interface to be able to use the physical device.

Options logical-unit-number—Either the specific unit number of the interface or the unit number

variable ($junos-interface-unit). Thevariable is used tospecify theunit of the interface

when a newdemux interface is dynamically created. The static unit number variable

isdynamically replacedwith theunit number thatDHCPsupplieswhen thesubscriber

logs in.
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The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles on page 89
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unit (Dynamic Interface Sets)

Syntax unit logical-unit-number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-set interface-set-name interface
interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Apply the logical interface unit to the interface set.

Options logical-unit-number—One of the following options:

• $junos-underlying-interface-unit—For staticVLANs, theunit number variable. Thestatic

unit number variable is dynamically replaced with the client unit number when the

client sessionbegins. The client unit number is specifiedby theDHCPwhen it accesses

the subscriber network.

• $junos-interface-unit—For dynamic demux and dynamic PPPoE interfaces, the unit

number variable. The static unit number variable is dynamically replacedwith theclient

unit number when the client session begins. The client unit number is specified by the

DHCP or PPP when it accesses the subscriber network.

• value—Specific unit number of the interface youwant to assign to the dynamic-profile

Range: 0 through 1,073,741,823.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier

Information on page 48

• Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

• Configuring an Interface Set of Subscribers in a Dynamic Profile

• Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39

• Guidelines for Configuring Dynamic CoS for Subscriber Access
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unit (Dynamic PPPoE)

Syntax unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
mru size;
mtu (size | use-lower-layer);
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
ignore-magic-number-mismatch;
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;

}
output filter-name {
precedence precedence;

}
}

}
filter {
input filter-name;
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output filter-name;
}

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0]

Release Information Statement introduced in Junos OS Release 10.1.

Description In a dynamic profile, configure a logical unit number for the dynamic PPPoE logical

interface. Youmust configure a logical interface to be able to use the router.

Options logical-unit-number—Variable used to specify the unit number when the PPPoE logical

interface isdynamically created. In theunit logical-unit-number statement fordynamic

PPPoE logical interfaces, youmust use the predefined variable $junos-interface-unit

in place of logical-unit-number. The $junos-interface-unit predefined variable is

dynamically replacedwith theunit number suppliedby the routerwhen thesubscriber

logs in.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile on page 170

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167

645Copyright © 2018, Juniper Networks, Inc.

Chapter 38: Configuration Statements

https://apps.juniper.net/cli-explorer/


unit (Dynamic Profiles Standard Interface)

Syntax unit logical-unit-number {
actual-transit-statistics;
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
dial-options {
ipsec-interface-id name;
l2tp-interface-id name;
(shared | dedicated);

}
encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid | atm-tcc-vc-mux
| atm-mlppp-llc | atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux | atm-snap | atm-tcc-snap
| atm-vc-mux | ether-over-atm-llc | ether-vpls-over-atm-llc | ether-vpls-over-fr |
ether-vpls-over-ppp | ethernet | frame-relay-ccc | frame-relay-ppp | frame-relay-tcc |
frame-relay-ether-type | frame-relay-ether-type-tcc |multilink-frame-relay-end-to-end
| multilink-ppp | ppp-over-ether | ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc |
vlan-vci-ccc | vlan-tcc | vlan-vpls);

family family {
address address;
demux-destination,
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
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mode loose;
}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
input-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(push | swap);
tag-protocol-id tpid;
vlan-id number;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}
output-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(pop | swap);
tag-protocol-id tpid;
vlan-id number;

}
}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name {
shared-name filter-shared-name;

}
output filter-name {
shared-name filter-shared-name;

}
}
host-prefix-only;
keepalives {
interval seconds;
}

ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;
local-name name;

}
ignore-magic-number-mismatch;
initiate-ncp (dual-stack-passive | ipv6 | ip)
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ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
pap;
peer-ip-address-optional;
local-authentication {
password password;
username-include {
circuit-id;
delimiter character;
domain-name name;
mac-address;
remote-id;

}
}

}
service {
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
targeted-options {
backup backup;
group group;
primary primary;
weight ($junos-interface-target-weight |weight-value);

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to be able to use the physical device.
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Options logical-unit-number—The specific unit number of the interface you want to assign to the

dynamic profile, or one of the following predefined variables:

• $junos-underlying-interface-unit—For staticVLANs, theunit number variable. Thestatic

unit number variable is dynamically replaced with the client unit number when the

client sessionbegins. The client unit number is specifiedby theDHCPwhen it accesses

the subscriber network.

• $junos-interface-unit—TheunitnumbervariableonadynamicunderlyingVLAN interface

forwhich youwant toenable thecreationofdynamicVLANsubscriber interfacesbased

on the ACI.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier

Information on page 45

• ConfiguringStaticUnderlyingVLAN Interfaces toUseAgentCircuit Identifier Information

on page 47

• Agent Circuit Identifier-Based Dynamic VLANs Overview on page 39
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unnumbered-address (PPP)

Syntax unnumbered-address interface-name destination address destination-profile profile-name;

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family inet]

Release Information Statement introduced before Junos OS Release 7.4.

Description For interfaces with PPP encapsulation, enable the local address to be derived from the

specified interface.

Options interface-name—Interface fromwhich the local address is derived. The interface name

must include a logical unit number andmust have a configured address.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring IPCP Options for Interfaces with PPP Encapsulation
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unnumbered-address (Dynamic PPPoE)

Syntax unnumbered-address interface-name;

Hierarchy Level [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit” family inet]

Release Information Statement introduced in Junos OS Release 10.1.

Description For dynamic PPPoE interfaces, enable the local address to be derived from the specified

interface. Configuring unnumbered Ethernet interfaces enables IP processing on the

interface without assigning an explicit IP address to the interface.

Options interface-name—Interface fromwhich the local address is derived. The interface name

must include a logical unit number andmust have a configured address.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a PPPoE Dynamic Profile on page 170

• Dynamic PPPoE Subscriber Interfaces over Static Underlying Interfaces Overview on

page 167
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unnumbered-address (Dynamic Profiles)

Syntax unnumbered-address interface-name <preferred-source-address address>;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
family]

Release Information Statement introduced in Junos OS Release 9.2.

Support for the$junos-preferred-source-addressand$junos-preferred-source-ipv6-address

predefined variables introduced in Junos OS Release 9.6.

Support for the $junos-loopback-interface predefined variable introduced in Junos OS

Release 9.6.

Description ForEthernet interfaces, enable the local address tobederived fromthespecified interface.

Configuring unnumbered Ethernet interfaces enables IP processing on the interface

withoutassigninganexplicit IPaddress to the interface.Toconfigureunnumberedaddress

dynamically, include the $junos-loopback-interface-address predefined variable.

You can configure unnumbered address support on Ethernet interfaces for IPv4 and IPv6

address families.

Options interface-name—Name of the interface fromwhich the local address is derived. The

specified interface must have a logical unit number, a configured IP address, and

must not be an unnumbered interface. This value can be a specific interface name

or the $junos-loopback-interface predefined variable.

When defining the unnumbered-address statement using a static interface, keep the

following in mind:

• If you choose to include the routing-instance statement at the [edit dynamic-profiles]

hierarchy level, that statement must be configured with a dynamic value by using the

$junos-routing-instance predefined variable. In addition, whatever static unnumbered

interface you specify must belong to that routing instance; otherwise, the profile

instantiation fails.

• If youchoose tonot include the routing-instancestatementat the [editdynamic-profiles]

hierarchy level, the unnumbered-address statement uses the default routing instance.

The use of the default routing instance requires that the unnumbered interface be

configured statically and that it reside in the default routing instance.

NOTE: When you specify a static logical interface for the unnumbered
interface in a dynamic profile that includes the $junos-routing-instance

predefined variable, youmust not configure a preferred source address,
whether with the $junos-preferred-source-address predefined variable, the
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$junos-preferred-source-ipv6-address predefined variable, or the

preferred-source-addressstatement.Configuring thepreferredsourceaddress

in this circumstance causes a commit failure.

When defining the unnumbered-address statement using the $junos-loopback-interface

predefined variable, keep the following in mind:

• To use the $junos-loopback-interface predefined variable, the dynamic profile must

alsocontain the routing-instancestatementconfiguredwith the$junos-routing-instance

predefined variable at the [edit dynamic-profiles] hierarchy level.

• The applied loopback interface is based on the dynamically obtained routing instance

of the subscriber.

address—(Optional)Secondary IPaddressof thedonor interface.Configuring thepreferred

source address enables you to use an IP address other than the primary IP address

on some of the unnumbered Ethernet interfaces in your network. This value can be

a static IP address, the $junos-preferred-source-address predefined variable for the

inet family, or the $junos-preferred-source-ipv6-address predefined variable for the

inet6 family.

When defining the preferred-source-address value using a static IP address, keep the

following in mind:

• The unnumbered interface must be statically configured.

• The IP address specified as the preferred-source-addressmust be configured in the

specified unnumbered interface.

When defining the preferred-source-address value using the

$junos-preferred-source-addressor the$junos-preferred-source-ipv6-addresspredefined

variables, keep the following in mind:

• Youmust configure the unnumbered-address statement using the

$junos-loopback-interface predefined variable.

• Youmust configure the routing-instance statement using the $junos-routing-instance

predefined variable at the [edit dynamic-profiles] hierarchy level.

• The preferred source address chosen is based on the dynamically applied loopback

address which is in turn derived from the dynamically obtained routing instance of the

subscriber. The configured loopback address with the closest network match to the

user IP address is selected as the preferred source address.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Profiles Overview
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use-primary (DHCP Local Server)

Syntax use-primary primary-profile-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server dynamic-profile profile-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name system
services dhcp-local-server group group-name dynamic-profile profile-name],

[edit logical-systems logical-system-namesystemservicesdhcp-local-serverdynamic-profile
profile-name],

[edit logical-systems logical-system-name system services dhcp-local-server group
group-name dynamic-profile profile-name],

[edit routing-instances routing-instance-name system services dhcp-local-server
dynamic-profile profile-name],

[edit routing-instances routing-instance-name system services dhcp-local-server group
group-name dynamic-profile profile-name],

[edit system services dhcp-local-server dynamic-profile profile-name],
[edit system services dhcp-local-server group group-name dynamic-profile profile-name]

Release Information Statement introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Specify the dynamic profile to configure as the primary dynamic profile. The primary

dynamicprofile is instantiatedwhen the first subscriberorDHCPclient logs in.Subsequent

subscribers (or clients) are not assigned the primary dynamic profile; instead, they are

assigned the dynamic profile specified for the interface. When the first subscriber (or

client) logsout, thenext subscriber (or client) that logs in is assigned theprimarydynamic

profile.

Options primary-profile-name—Name of the dynamic profile to configure as the primary dynamic

profile

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces

on page 130
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username-include (Interfaces)

Syntax username-include {
circuit-id;
circuit-type;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
mac-address;
option-18;
option-37;
option-82 <circuit-id> <remote-id>;
radius-realm radius-realm-string;
remote-id;
user-prefix user-prefix-string;
vlan-tags;

}

Hierarchy Level [edit interfaces interface-name auto-configure vlan-ranges authentication],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication]

Release Information Statement introduced in Junos OS Release 10.0.

vlan-tags option added in Junos OS Release 18.3R1 on MX Series routers.

Description Configure the username that the router passes to the external AAA server. Youmust

include at least one of the optional statements for the username to be valid. If you do

not configure a username, the router accesses the local authentication service only and

does not use external authentication services, such as RADIUS.

The username takes the format user-prefix mac-address circuit-type circuit-id remote-id

option–82 interface-name domain-name radius-realm. By default, each component is

separated by a period (.), but you can specify a different delimiter with the delimiter

statement.

Options vlan-tags—Include the subscriber session VLAN tags in the username for interactions
with an external authority. Both single-tagged and double-tagged VLANs are

supported: The tags are added in the format outer-vlan-tag-inner-vlan-tag. The outer

tag is always included; the inner tag is included for double-tagged VLANs.

You can use this option instead of the interface-name option when the outer VLAN

tag isuniqueacross thesystemandyoudonotneed theunderlyingphysical interface

name to be part of the format.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35

• UsingDHCPOption82Suboptions inAuthenticationUsernames forAutosenseVLANs

on page 37

• Using DHCP Option 18 and Option 37 in Authentication Usernames for DHCPv6

Autosense VLANs on page 38

• Configuring a Username for Authentication of Out-of-Band Triggered Dynamic VLANs

user-prefix

Syntax user-prefix user-prefix-string;

Hierarchy Level [edit interfaces interface-nameauto-configurevlan-rangesauthenticationusername-include],
[edit interfaces interface-name auto-configure stacked-vlan-ranges authentication
username-include]

Release Information Statement introduced in Junos OS Release 10.0.

Description Specify the user prefix that is concatenated with the username during the subscriber

authentication process.

Options user-prefix-string—The user prefix string.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Interface Username Information for AAAAuthentication on page 35
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vci

Syntax vci vpi-identifier.vci-identifier;

Hierarchy Level [edit interfaces at-fpc/pic/port unit logical-unit-number],
[edit interfaces at-fpc/pic/port unit logical-unit-number family family address address
multipoint-destination address],

[edit logical-systems logical-system-name interfacesat-fpc/pic/portunit logical-unit-number],
[edit logical-systems logical-system-name interfacesat-fpc/pic/portunit logical-unit-number
family family address addressmultipoint-destination address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in JunosOSRelease 12.2 for theACXSeriesUniversalMetro routers.

Description For ATMpoint-to-point logical interfaces only, configure the virtual circuit identifier (VCI)

and virtual path identifier (VPI).

To configure a VPI for a point-to-multipoint interface, specify the VPI in the

multipoint-destination statement.

VCIs 0 through 31 are reserved for specific ATM values designated by the ATM Forum.

Options vci-identifier—ATM virtual circuit identifier. Unless you configure the interface to use

promiscuous mode, this value cannot exceed the highest-numbered VC configured

for the interface with themaximum-vcs option of the vpi statement.

Range: 0 through 4089 or 0 through 65,535 with promiscuous mode, with VCIs
0 through 31 reserved.

vpi-identifier—ATM virtual path identifier.

Range: 0 through 255

Default: 0

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Point-to-Point ATM1 or ATM2 IQ Connection

• Applying Scheduler Maps to Logical ATM Interfaces
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vlan-id (Dynamic Profiles)

Syntax vlan-id (number | none);

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.5.

VLAN demux interface support introduced in Junos OS Release 10.2.

Description For VLAN demux, Fast Ethernet, Gigabit Ethernet, and Aggregated Ethernet interfaces

only, bind a 802.1Q VLAN tag ID to a logical interface.

Options number—A valid VLAN identifier. When used in the dynamic-profiles hierarchy, specify

the $junos-vlan-id predefined variable to dynamically obtain the VLAN identifier.

none—Enable the use of untagged pseudo-wire frames on dynamic interfaces.

• For aggregated Ethernet, 4-port, 8-port, and 12-port Fast Ethernet PICs, and for

management and internal Ethernet interfaces, 1 through 1023.

• For 48-port Fast Ethernet and Gigabit Ethernet PICs, 1 through 4094.

• VLAN ID 0 is reserved for tagging the priority of frames.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Subscriber Interfaces Using VLAN Demux Interfaces in Dynamic

Profiles on page 91
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vlan-id (Dynamic VLANs)

Syntax vlan-id number;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
input-vlan-map],

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
output-vlan-map]

Release Information Statement introduced in Junos OS Release 10.4.

Description For dynamicVLAN interfaces, specify the lineVLAN identifiers tobe rewrittenat the input

or output interface.

Youcannot include thevlan-idstatementwith the swapstatement, swap-pushstatement,

push-push statement, orpush-swap statement at the [editdynamic-profilesprofile-name

interfaces interface-nameunit logical-unit-numberoutput-vlan-map]hierarchy level. If you

include any of those statements in the output VLANmap, the VLAN ID in the outgoing

frame is rewritten to the vlan-id statement that you include at the [edit dynamic-profiles

profile-name interfaces interface-name unit logical-unit-number] hierarchy level.

Options number—A valid VLAN identifier. When used for input VLANmaps, you can specify the

$junos-vlan-map-id predefined variable to dynamically obtain the VLAN identifier.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Rewriting the VLAN Tag on Tagged Frames

• Binding VLAN IDs to Logical Interfaces
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vlan-ranges

Syntax vlan-ranges {
access-profile profile-name;
authentication {
packet-types [packet-types];
password password-string;
username-include {
circuit-type;
circuit-id;
delimiter delimiter-character;
domain-name domain-name-string;
interface-name;
mac-address;
option-18;
option-37;
option-82 <circuit-id> <remote-id>;
radius-realm radius-realm-string;
remote-id;
user-prefix user-prefix-string;
vlan-tags;

}
}
dynamic-profile profile-name {
accept (any | dhcp-v4 | inet);
accept-out-of-band protocol;
access-profilevlan-dynamic-profile-name;
ranges (any | low-tag)–(any | high-tag);

}
override;

}

Hierarchy Level [edit interfaces interface-name auto-configure]

Release Information Statement introduced in Junos OS Release 9.5.

Description Configure multiple VLANs. Each VLAN is assigned a VLAN ID number from the range.

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

routing—To view this statement in the configuration.

routing–control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17

• Configuring Interfaces to Support Both Single and Stacked VLANs on page 23
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vlan-tagging

Syntax vlan-tagging;

Syntax (QFX Series,
NFX Series, and

EX4600)

vlan-tagging;

Syntax (SRX Series
Interfaces)

vlan-tagging native-vlan-id vlan-id;

Hierarchy Level [edit interfaces interface-name],
[edit logical-systems logical-system-name interfaces interface-name]

QFXSeries,NFXSeries,
andEX4600Interfaces

[edit interfaces (QFX Series) interface-name ]
[edit interfaces (QFX Series) interface-range interface-range-name ]

SRX Series Interfaces [edit interfaces interface ]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.2 for ACX Series Universal Metro Routers.

Statement introduced in Junos OS Release 13.2 for PTX Series Routers.

Statement introduced in Junos OS Release 14.1X53-D10 for the QFX Series.

Description For Fast Ethernet and Gigabit Ethernet interfaces, aggregated Ethernet interfaces

configured for VPLS, and pseudowire subscriber interfaces, enable the reception and

transmission of 802.1Q VLAN-tagged frames on the interface.

NOTE: ForQFXSeriesconfigureVLANidentifier foruntaggedpackets received
on the physical interface of a trunkmode interface. Enable VLAN tagging.
The platform receives and forwards single-tag frames with 802.1Q VLAN
tags.

On EX Series switches except for EX4300 and EX9200 switches, the
vlan-tagging and family ethernet-switching statements cannot be configured

on the same interface. Interfaces on EX2200, EX3200, EX3300, EX4200,
and EX4500 switches are set to family ethernet-switching by the default

factory configuration. EX6200 and EX8200 switch interfaces do not have a
default family setting.
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Default VLAN tagging is disabled by default.

Options native-vlan-id— (SRX Series)Configures a VLAN identifier for untagged packets. Enter a

number from 0 through 4094.

NOTE: The native-vlan-id can be configured only when either

flexible-vlan-taggingmode or interface-mode trunk is configured.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• 802.1Q VLANs Overview

• Configuring a Layer 3 Subinterface (CLI Procedure)

• Configuring Tagged Aggregated Ethernet Interfaces

• Example: Configuring Layer 3 Subinterfaces for a Distribution Switch and an Access

Switch

• vlan-id

• Configuring a Layer 3 Logical Interface

• Configuring VLAN Tagging
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vlan-tagging (Dynamic)

Syntax vlan-tagging;

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name],
[edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description For Fast Ethernet and Gigabit Ethernet interfaces and aggregated Ethernet interfaces

configured for VPLS, enable the reception and transmission of 802.1Q VLAN-tagged

frames on the interface.

NOTE: ForEthernet, FastEthernet,Tri-RateEthernetcopper,GigabitEthernet,
10-Gigabit Ethernet, and aggregated Ethernet interfaces supporting VPLS,
the JunosOS supports a subset of the IEEE802.1Q standard for channelizing
an Ethernet interface intomultiple logical interfaces, allowingmany hosts
to be connected to the same Gigabit Ethernet switch, but preventing them
from being in the same routing or bridging domain.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked

VLANs on page 21

• Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17

• Configuring the L2TP LNS Peer Interface
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vlan-tags

Syntax vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.5.

VLAN demux interface support introduced in Junos OS Release 10.2.

Description For Gigabit Ethernet IQ and IQE interfaces only, binds TPIDs and 802.1Q VLAN tag IDs to

a logical interface. Youmust include the stacked-vlan-tagging statement at the [edit

interfaces interface-name] hierarchy level.

NOTE: The inner-range vid1–vid2 option is supported on IQE PICs only.

Options inner[tpid].vlan-id—ATPID(optional)andavalidVLAN identifier in the format tpid.vlan-id.

When used in the dynamic-profiles hierarchy, specify the $junos-vlan-id predefined

variable to dynamically obtain the VLAN ID.

NOTE: On the network-to-network (NNI) or egress interfaces of provider
edge (PE) routers, you cannot configure the inner-range tpid.vid1—vid2option

with the vlan-tags statement for ISP-facing interfaces.

Range: For VLAN ID, 1 through 4094. VLAN ID 0 is reserved for tagging the priority of
frames.

outer[tpid].vlan-id—ATPID(optional)andavalidVLAN identifier in the format tpid.vlan-id.

When used in the dynamic-profiles hierarchy, specify the $junos-stacked-vlan-id

predefined variable.

Range: For VLAN ID, 1 through 511 for normal interfaces, and 512 through 4094 for VLAN
CCC interfaces. VLAN ID 0 is reserved for tagging the priority of frames.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dual VLAN Tags
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vpi (Define Virtual Path)

Syntax vpi vpi-identifier {
maximum-vcsmaximum-vcs;
oam-liveness {
up-count cells;
down-count cells;

}
oam-period (disable | seconds);
shaping {
(cbr rate | rtvbr peak rate sustained rate burst length | vbr peak rate sustained rate burst
length);

queue-length number;
}

}

Hierarchy Level [edit interfaces at-fpc/pic/port atm-options]

Release Information Statement introduced before Junos OS Release 7.4.

Description For ATM interfaces, configure the virtual path (VP).

NOTE: Certain options apply only to specific platforms.

Options vpi-identifier—ATM virtual path identifier. This is one of the VPIs that you define in the vci
statement. (For a list of hierarchy levels at which you can include the vci statement,

see vci.)

Range: 0 through 255

The remaining statementsareexplainedseparately. Search for a statement inCLIExplorer

or click a linked statement in the Syntax section for details.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Maximum Number of ATM1 VCs on a VP
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weight

Syntax weight ($junos-interface-set-target-weight |weight-value);

Hierarchy Level [edit interfaces interface-set interface-set-name targeted-options]

Release Information Statement introduced in Junos OS Release 17.3 for MX240, MX480, MX960, and MX

Virtual Chassis.

$junos-interface-set target-weight option added in Junos OS Release 18.4R1.

Description Configure weight for targeted subscribers like PPPoe, demux, and conventional VLANs.

Theweight assigned is basedon factors suchas customer preference, CoS, or bandwidth

requirement. Themember links are then assigned based on the value of the weight. The

value of the weight can range from 1 through 1000.

Options weight ($junos-interface-set-target-weight |weight-value)—Specify the weight for
targeted subscribers. Member links for logical interfaces of aggregated Ethernet

logical interfaces are assigned based on the value of the weight . When a newVLAN

is added to the same aggregated Ethernet bundle, then the primary member link

selected for targeting is the onewith theminimumprimary load and the backup link

selected for targeting is the one with the minimum overall load.

When you configure the$junos-interface-set-target-weight predefined variable, the

weight value is sourced from VSA 26-214 in the RADIUS Access-Accept message

when a dynamic subscriber is authenticated and applies to both the interface set

and all its member interfaces; youmust configured targeted distribution for both

the interface set and its member interfaces. If the interface set is not explicitly

configured and RADIUS VSA 26-214 is not received, then the interface set weight

derives from the weight assigned to the first member interface that is authorized.

Range: 1 through 1000

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• UnderstandingSupport forTargetedDistributionof Logical InterfaceSetsofStaticVLANs

over Aggregated Ethernet Logical Interfaces

• Using RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution

on page 155

• RADIUS-SourcedWeights for Interface and Interface Set Targeted Distribution on

page 153
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CHAPTER 39

Operational Commands

• clear auto-configuration interfaces

• clear auto-configuration interfaces interface-set

• clear pppoe lockout

• clear pppoe lockout atm-identifier

• clear pppoe lockout vlan-identifier

• clear pppoe statistics

• show dhcp server binding

• show dynamic-profile session

• show interfaces

• show interfaces (ATM)

• show interfaces

• show interfaces (PPPoE)

• show interfaces demux0 (Demux Interfaces)

• show interfaces interface-set (Ethernet Interface Set)

• show ppp interface

• show pppoe interfaces

• show pppoe lockout

• show pppoe lockout atm-identifier

• show pppoe lockout vlan-identifier

• show pppoe service-name-tables

• show pppoe sessions

• show pppoe statistics

• show pppoe underlying-interfaces

• show services l2tp session

• show subscribers

• show subscribers summary
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clear auto-configuration interfaces

Syntax clear auto-configuration interfaces interface-name

Release Information Command introduced in Junos OS Release 9.5.

Description Clear dynamically created VLAN interfaces.

NOTE: For the clear command to be successful, no interface bindings (for
example, DHCP server bindings) can exist on the dynamic interface.

Options interface-name—Name of a physical or logical interface.

Required Privilege
Level

view

Related
Documentation

Broadband Subscriber VLANs and Interfaces Feature Guide•

• Verifying and Managing Dynamic VLAN Configuration on page 28

List of Sample Output clear auto-configuration interfaces (All Interfaces) on page 668
clearauto-configuration interfaces(SingleDynamicallyCreated Interface)onpage668

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear auto-configuration interfaces (All Interfaces)

user@host> clear auto-configuration interfaces ge-1/0/0

10 interfaces removed from device ge-1/0/0

clear auto-configuration interfaces (Single Dynamically Created Interface)

user@host> clear auto-configuration interfaces ge-1/0/0.1073741824

Interface ge-1/0/0.1073741824 deleted
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clear auto-configuration interfaces interface-set

Syntax clear auto-configuration interfaces interface-set interface-set-name

Release Information Command introduced in Junos OS Release 12.2.

Description Cleara specifieddynamicagentcircuit identifier (ACI) interfacesetoraccess-line identifier

(ALI) interface set on the router. An ACI or ALI interface set is a logical collection of

dynamicVLANsubscriber interfaces thatoriginateat thesamehouseholdoron thesame

access-loop port.

You can clear only those ACI or ALI interface sets that have no active subscriber interface

members. If the ACI or ALI interface set that you want to clear still has valid member

interfaces, youmust first remove these interfaces before issuing the clear

auto-configuration interfaces interface-set interface-set-name command.

Options interface-set-name—Name of the empty ACI or ALI interface set that you want to clear.
Use the ACI or ALI interface set name generated by the router, such as

aci-1003-ge-1/0/0.4001, and not the actual ACI or ALI string found in the DHCP or

PPPoE control packets. To view the namesof theACI or ALI interface sets configured

on the router, you can issue the show subscribers command.

Required Privilege
Level

view

Related
Documentation

Clearing Agent Circuit Identifier Interface Sets on page 51•

• Clearing Access-Line-Identifier Interface Sets on page 66

List of Sample Output clear auto-configuration interfaces interface-set on page 669
clear auto-configuration interfaces interface-set (Error Message for ACI Interface Set
with Active Members) on page 669

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear auto-configuration interfaces interface-set

user@host> clear auto-configuration interfaces interface-set aci-1003-ge-1/0/0.4001

Interface-set aci-1003-ge-1/0/0.4001 deleted

clear auto-configuration interfaces interface-set (Error Message for ACI Interface Set with Active Members)

user@host> clear auto-configuration interfaces interface-set aci-1005-ge-1/0/0.2800

error: Interface set aci-1005-ge-1/0/0.2800 has references.
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clear pppoe lockout

Syntax clear pppoe lockout
<aci circuit-id | mac-addressmac-address >
<underlying-interfaces underlying-interface-name>

Release Information Command introduced in Junos OS Release 11.4 on MX Series routers.

aci option introduced in Junos OS Release 13.3.

Description Clear the lockout condition for the PPPoE client associated with the specified media

access control (MAC) source address or agent circuit identifier (ACI) value.

Options none—Clear the lockout condition for the PPPoE clients associated with all MAC source
addresses on all PPPoE underlying interfaces.

aci circuit-id—(Optional) Clear the lockout condition for the PPPoE client associated
with the specified ACI value. To clear the lockout condition by a specified ACI value,

youmust specify the filter aci option in the short-cycle-protection statement when

youconfigurePPPoEsubscriber session lockout. If the filteracioption ismissing from

the short-cycle-protection statement , no PPPoE client sessions are cleared using

the ACI filter. The aci option and themac-address option are mutually exclusive.

mac-addressmac-address—(Optional) Clear the lockout condition for thePPPoE client
associatedwith the specifiedMAC source address. Themac-address option and the

aci option are mutually exclusive.

underlying-interfacesunderlying-interface-name—(Optional)Clear the lockoutcondition
for all PPPoE clients associated with the specified PPPoE underlying interface.

Required Privilege
Level

clear

Related
Documentation

Clearing Lockout of PPPoE Subscriber Sessions on page 214•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

List of Sample Output clear pppoe lockout (All MAC Source Addresses on All Underlying
Interfaces) on page 672
clear pppoe lockoutmac-address (SpecifiedMAC Source Address) on page 672
clearpppoelockoutmac-addressunderlying-interfaces(SpecifiedMACSourceAddress
on Specified Underlying Interface) on page 672
clear pppoe lockout underlying-interfaces (All MAC Source Addresses on Specified
Underlying Interface) on page 672
clear pppoe lockout underlying-interfaces aci (ACI on Specified Underlying
Interface) on page 672
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Sample Output

clear pppoe lockout (All MAC Source Addresses on All Underlying Interfaces)

user@host> clear pppoe lockout

clear pppoe lockoutmac-address (SpecifiedMAC Source Address)

user@host> clear pppoe lockoutmac-address 00:00:5e:00:53:30

clearpppoe lockoutmac-addressunderlying-interfaces(SpecifiedMACSourceAddressonSpecifiedUnderlying
Interface)

user@host> clear pppoe lockoutmac-address 00:00:5e:00:53:30 underlying-interfaces
ge-1/0/0.101

clear pppoe lockout underlying-interfaces (All MAC Source Addresses on Specified Underlying Interface)

user@host> clear pppoe lockout underlying-interfaces ge-1/0/0.101

clear pppoe lockout underlying-interfaces aci (ACI on Specified Underlying Interface)

user@host> clear pppoe lockout underlying-interfaces demux0.214 aci “Relay-identifier atm
3/0:100\.*”
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clear pppoe lockout atm-identifier

Syntax clearpppoe lockoutatm-identifierdevice-namedevice-namevpivpi-identifiervcivci-identifier
<aci circuit-id | mac-addressmac-address >

Release Information Command introduced in Junos OS Release 15.2 on MX Series routers.

Description Clear the lockout condition for the PPPoE client associated with the specified ATM

encapsulation type and, optionally,media access control (MAC) source address or agent

circuit identifier (ACI) value. Because the lockout condition persists even in the absence

of an underlying interface or after automatic removal of the VLAN or VLAN demux

interface, using the clear pppoe lockout atm-identifier command enables you to clear the

lockout condition for PPPoE clients by specifying ATM identifying characteristics instead

of the ATM interface name.

The following characteristics comprise the ATM encapsulation type identifier:

• Device name (physical interface or aggregated Ethernet bundle)

• Virtual path identifier (VPI)

• Virtual circuit identifier (VCI)

Options circuit-id—(Optional) ACI value associated with the PPPoE client for which you want to
clear lockout. Toclear the lockout conditionbya specifiedACI value, youmust specify

the filteracioption in the short-cycle-protection statementwhenyouconfigurePPPoE

subscriber session lockout. If the filter aci option is missing from the

short-cycle-protection statement, no PPPoE client sessions are cleared using the

ACI filter. The aci option and themac-address option are mutually exclusive.

device-name—Name of the ATM physical interface or aggregated Ethernet bundle

associated with the PPPoE client for which you want to clear lockout.

mac-address—(Optional)MACaddressvalueassociatedwith thePPPoEclient forwhich
you want to clear lockout. Themac-address option and the aci option are mutually

exclusive.

vci-identifier—ATM VCI value associated with the PPPoE client for which you want to

clear lockout.

Range: 0 through 65535

vpi-identifier—ATM VPI value associated with the PPPoE client for which you want to

clear lockout.

Range: 0 through 255

Required Privilege
Level

clear
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Related
Documentation

Clearing Lockout of PPPoE Subscriber Sessions on page 214•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

List of Sample Output clear pppoe lockout atm-identifier device-name vpi vci (PPPoE Client with Specified
VPI and VCI on ATMPhysical Interface) on page 674
clearpppoe lockoutatm-identifierdevice-namevpivciaci (PPPoEClientwithSpecified
VPI and VCI on Aggregated Ethernet BundleWhere ACI Matches Regular
Expression) on page 674
clear pppoe lockout atm-identifier device-name vpi vci mac-address (PPPoE Client
with Specified VPI, VCI, andMACAddress on ATM Logical Interface) on page 674

Sample Output

clear pppoe lockout atm-identifier device-name vpi vci (PPPoE Client with Specified VPI and VCI on ATM
Physical Interface)

user@host> clear pppoe lockout atm-identifier device-name at-1/0/0 vpi 10 vci 40

clear pppoe lockout atm-identifier device-name vpi vci aci (PPPoE Client with Specified VPI and VCI on
Aggregated Ethernet BundleWhere ACI Matches Regular Expression)

user@host> clearpppoe lockoutatm-identifier device-nameae1 vpi 1 vci 30aci ““Relay-identifier
atm 1/0:100\.*”

clear pppoe lockout atm-identifier device-name vpi vci mac-address (PPPoE Client with Specified VPI, VCI,
andMACAddress on ATM Logical Interface)

user@host> clearpppoe lockoutatm-identifierdevice-nameat-1/1/0.20vpi 1 vci 20mac-address
00:00:5e:00:53:30
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clear pppoe lockout vlan-identifier

Syntax clear pppoe lockout vlan-identifier device-name device-name
<aci circuit-id | mac-addressmac-address >
<svlan-id svlan-identifier>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 15.2 on MX Series routers.

Description Clear the lockout condition for the PPPoE client associated with the specified VLAN

encapsulation type and, optionally, media access control (MAC) source address and

agent circuit identifier (ACI) value. Because the lockout condition persists even in the

absence of an underlying interface or after automatic removal of the VLAN or VLAN

demux interface, using the clear pppoe lockout vlan-identifier command enables you to

clear the lockoutcondition forPPPoEclientsbyspecifyingVLAN identifyingcharacteristics

rather than by specifying the underlying interface name.

The following characteristics comprise the VLAN encapsulation type identifier:

• Device name (physical interface or aggregated Ethernet bundle)

• Stacked VLAN (S-VLAN) ID (also known as the outer tag)

• VLAN ID (also known as the inner tag)

You can configure PPPoE subscriber session lockout, also known as PPPoE short-cycle

protection, forVLAN,VLANdemux, andPPPoE-over-ATMdynamic subscriber interfaces.

Options circuit-id—(Optional) ACI value associated with the PPPoE client for which you want to
clear lockout. Toclear the lockout conditionbya specifiedACI value, youmust specify

the filteracioption in the short-cycle-protection statementwhenyouconfigurePPPoE

subscriber session lockout. If the filter aci option is missing from the

short-cycle-protection statement, no PPPoE client sessions are cleared using the

ACI filter. The aci option and themac-address option are mutually exclusive.

device-name—Name of the Ethernet physical interface or aggregated Ethernet bundle
associated with the PPPoE client for which you want to clear lockout.

mac-address—(Optional)MACaddressvalueassociatedwith thePPPoEclient forwhich
you want to clear lockout. Themac-address option and the aci option are mutually

exclusive.

svlan-identifier—(Optional) A valid S-VLAN identifier associated with the PPPoE client
for which you want to clear lockout.

Range: 1 through 4094

vlan-identifier—(Optional) A valid VLAN identifier associated with the PPPoE client for
which you want to clear lockout.

Range: 1 through 4094
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Required Privilege
Level

clear

Related
Documentation

Clearing Lockout of PPPoE Subscriber Sessions on page 214•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

List of Sample Output clear pppoe lockout vlan-identifier device-name (Untagged VLAN on Aggregated
Ethernet Bundle) on page 676
clear pppoe lockout vlan-identifier device-name vlan-id (Single-Tagged VLAN on
Gigabit Ethernet Interface) on page 676
clear pppoe lockout vlan-identifier device-name svlan-id vlan-id aci (Dual-Tagged
VLAN on 10-Gigabit Ethernet InterfaceWhere ACI Matches Regular
Expression) on page 676
clear pppoe lockout vlan-identifier device-name svlan-id vlan-idmac-address
(Dual-Tagged VLAN on Aggregated Ethernet Bundle with SpecifiedMAC
Address) on page 676

Sample Output

clear pppoe lockout vlan-identifier device-name (Untagged VLAN on Aggregated Ethernet Bundle)

user@host> clear pppoe lockout vlan-identifier device-name ae3

clear pppoe lockout vlan-identifier device-name vlan-id (Single-Tagged VLAN on Gigabit Ethernet Interface)

user@host> clear pppoe lockout vlan-identifier device-name ge-2/0/0 vlan-id 2000

clearpppoe lockout vlan-identifier device-namesvlan-id vlan-idaci (Dual-TaggedVLANon 10-Gigabit Ethernet
InterfaceWhere ACI Matches Regular Expression)

user@host> clear pppoe lockout vlan-identifier device-name xe-1/0/0 svlan-id 10 vlan-id 20 aci
““Relay-identifier atm 1/0:100\.*”

clearpppoelockoutvlan-identifierdevice-namesvlan-idvlan-idmac-address(Dual-TaggedVLANonAggregated
Ethernet Bundle with SpecifiedMACAddress)

user@host> clear pppoe lockout vlan-identifier device-name ae0 svlan-id 1 vlan-id 100
mac-address 00:00:5e:00:53:30
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clear pppoe statistics

Syntax clear pppoe statistics
<interface interface-name>
<underlying-interface-name>

Release Information Command introduced before Junos OS Release 7.4.

underlying-interface-name option introduced in Junos OS Release 9.5.

Description Reset PPPoE session statistics information.

Options none—Reset PPPoE statistics for all interfaces.

underlying-interface-name—(Optional)ResetPPPoEstatistics for thespecifiedunderlying
PPPoE interface.

Required Privilege
Level

clear

Related
Documentation

show pppoe statistics on page 939•

List of Sample Output clear pppoe statistics on page 677
clear pppoe statistics on page 677

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear pppoe statistics

user@host> clear pppoe statistics

clear pppoe statistics

user@host> clear pppoe statistics ge-4/0/3.2
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show dhcp server binding

Syntax show dhcp server binding
<address>
<interfaces-vlan><brief | detail | summary>
<interface interface-name>
<interfaces-vlan>
<interfaces-wildcard>
<logical-system logical-system-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.0.

Options interfaces-vlan and interfaces-wildcard added in Junos OS Release 12.1.

Description Display the address bindings in the client table on the extended Dynamic Host

Configuration Protocol (DHCP) local server.

NOTE: If you delete the DHCP server configuration, DHCP server bindings
might still remain. To ensure thatDHCPbindings are removed, issue the clear

dhcpserverbindingcommandbeforeyoudeletetheDHCPserverconfiguration.

Options address—(Optional) Display DHCP binding information for a specific client identified by
one of the following entries:

• ip-address—The specified IP address.

• mac-address—The specified MAC address.

• session-id—The specified session ID.

brief | detail | summary—(Optional) Display the specified level of output about active
client bindings. The default is brief, which produces the same output as show dhcp

server binding.

interface interface-name—(Optional) Display information about active client bindings
on the specified interface. You can optionally filter on VLAN ID and SVLAN ID.

interfaces-vlan—(Optional) Show the binding state information on the interface VLAN

ID and S-VLAN ID.

interfaces-wildcard—(Optional) The set of interfacesonwhich to show thebinding state

information. This option supports the use of the wildcard character (*).

logical-system logical-system-name—(Optional)Display informationaboutactiveclient
bindings for DHCP clients on the specified logical system.
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routing-instance routing-instance-name—(Optional) Display information about active
client bindings for DHCP clients on the specified routing instance.

Required Privilege
Level

view

Related
Documentation

Viewing and Clearing DHCP Bindings•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• clear dhcp server binding

List of Sample Output show dhcp server binding on page 682
show dhcp server binding detail on page 682
show dhcp server binding detail (ACI Interface Set Configured) on page 683
show dhcp server binding interface <vlan-id> on page 683
show dhcp server binding interface <svlan-id> on page 683
show dhcp server binding <ip-address> on page 684
show dhcp server binding <session-id> on page 684
show dhcp server binding summary on page 684
show dhcp server binding <interfaces-vlan> on page 684
show dhcp server binding <interfaces-wildcard> on page 684

Output Fields Table 13 on page 679 lists the output fields for the show dhcp server binding command.

Output fields are listed in the approximate order in which they appear.

Table 13: show dhcp server binding Output Fields

Level of OutputField DescriptionField Name

summarySummary counts of the total number of DHCP clients and
the number of DHCP clients in each state.

number clients,
(number init,
number bound,
number selecting,
number requesting,
number renewing,
number releasing)

brief
detail

IP address of the DHCP client.IP address

brief
detail

Session ID of the subscriber session.Session Id

brief
detail

Hardware address of the DHCP client.Hardware address

brief
detail

Number of seconds in which lease expires.Expires
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Table 13: show dhcp server binding Output Fields (continued)

Level of OutputField DescriptionField Name

brief
detail

State of the address binding table on the extended DHCP
local server:

• BOUND—Client has active IP address lease.

• FORCERENEW—Clienthas received forcerenewmessage
from server.

• INIT—Initial state.

• RELEASE—Client is releasing IP address lease.

• RENEWING—Client sending request to renew IPaddress
lease.

• REQUESTING—Client requesting a DHCP server.

• SELECTING—Client receiving offers from DHCP servers.

State

briefInterface on which the request was received.Interface

detailDateand timeatwhich theclient’s IPaddress leaseexpires.Lease Expires

detailNumber of seconds in which lease expires.Lease Expires in

detailDateand timeatwhich theclient’s IPaddress lease started.Lease Start

detailLease time violation has occurred.Lease time violated

detailDate and time atwhich the router received the last packet.Last Packet Received

detailClient’s incoming interface.Incoming Client Interface

detailS-VLAN ID of the client’s incoming interface.Client Interface Svlan Id

detailVLAN ID of the client’s incoming interface.Client Interface Vlan Id

detailName of the IP demultiplexing (demux) interface.Demux Interface

detailIP address of DHCP server.Server IP Address or Server Identifier

detailInterface of DHCP server.Server Interface

detailName of address pool used to assign client IP address
lease.

Client Pool Name
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Table 13: show dhcp server binding Output Fields (continued)

Level of OutputField DescriptionField Name

detailState of the liveness detection status for a subscriber’s
Bidirectional ForwardingDetection (BFD)protocol session:

NOTE: Thisoutput fielddisplaysstatusonlywhen liveness
detection has been explicitly configured for a subscriber
and the liveness detection protocol is actively functioning
for that subscriber.

• DOWN—Liveness detection has been enabled for a
subscriber but the broadband network gateway (BNG)
detects that the liveness detection session for the BFD
protocol is in the DOWN state.

A liveness detection session that was previously in an
UP state has transitioned to a DOWN state, beginning
with a liveness detection failure, and ending with the
deletionof theclientbinding.TheDOWNstate is reported
only during this transition period of time.

• UNKNOWN—Liveness detection has been enabled for a
subscriber but the actual liveness detection state has
not yet been determined.

TheUNKNOWNstate is reportedafteraDHCPsubscriber
initially logs in while the underlying liveness detection
protocol handshake, such as BFD, is still processing and
the BFD session has not yet reached the UP state.

• UP—Liveness detection has been enabled for a
subscriber, and theBNGand thesubscriberor clienthave
both determined that the liveness detection session for
the BFD protocol is in the UP state.

• WENT_DOWN—State is functionally equivalent to the
DOWN state. A liveness detection session that was
previously in an UP state has transitioned to a DOWN
state implying a liveness detection failure.

TheWENT_DOWN state applies to the internal
distribution of the liveness detection mechanism
between the Junos DHCP Daemon for Subscriber
Services (JDHCPd), the BFD plug-in within the
Broadband Edge Subscriber Management Daemon
(BBE-SMGD), and the Packet Forwarding Engine.

Liveness Detection State

detailInternally generated name of the dynamic agent circuit
identifier (ACI) interface set.

ACI Interface Set Name

detailIndex number of the dynamic ACI interface set.ACI Interface Set Index

detailIdentifier of the dynamic ACI interface set entry in the
session database.

ACI Interface Set Session ID

detailDHCP client profile name.Client Profile Name

detailDHCP server profile name.Dual Stack Group

detailIPv6 prefix of peer.Dual Stack Peer Prefix
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Table 13: show dhcp server binding Output Fields (continued)

Level of OutputField DescriptionField Name

detailIPv6 address of peer.Dual Stack Peer Address

Sample Output

show dhcp server binding

user@host> show dhcp server binding

IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15     6           00:00:5e:00:53:01  86180       BOUND      ge-1/0/0.0

198.51.100.16     7           00:00:5e:00:53:02  86180       BOUND      ge-1/0/0.0

198.51.100.17     8           00:00:5e:00:53:03  86180       BOUND      ge-1/0/0.0

198.51.100.18     9           00:00:5e:00:53:04  86180       BOUND      ge-1/0/0.0

198.51.100.19     10          00:00:5e:00:53:05  86180       BOUND      ge-1/0/0.0

show dhcp server binding detail

user@host> show dhcp server binding detail

Client IP Address:  198.51.100.15
     Hardware Address:             00:00:5e:00:53:01
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND_ON_INTF_DELETE)

     Lease Expires:                2009-07-21 10:10:25 PDT
     Lease Expires in:             86151 seconds
     Lease Start:                  2009-07-20 10:10:25 PDT
     Incoming Client Interface:    ge-1/0/0.0
     Server Ip Address:            198.51.100.9
     Server Interface:             none
     Session Id:                   6
     Client Pool Name:             6
     Liveness Detection State:     UP
 Client IP Address:            198.51.100.16
     Hardware Address:             00:00:5e:00:53:02
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND_ON_INTF_DELETE)

     Lease Expires:                2009-07-21 10:10:25 PDT
     Lease Expires in:             86151 seconds
     Lease Start:                  2009-07-20 10:10:25 PDT
     Lease time violated:          yes
     Incoming Client Interface:    ge-1/0/0.0
     Server Ip Address:            198.51.100.9
     Server Interface:             none
     Session Id:                   7
     Client Pool Name:             7
     Liveness Detection State:     UP

When DHCP binding is configured with dual-stack, we get the following output:

user@host> show dhcp server binding detail
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Client IP Address:  198.51.100.10
     Hardware Address:             00:00:64:03:01:02
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND)
     Protocol-Used:                DHCP
     Lease Expires:                2016-11-07 08:30:39 PST
     Lease Expires in:             43706 seconds
     Lease Start:                  2016-11-04 11:00:37 PDT
     Last Packet Received:         2016-11-06 09:00:39 PST
     Incoming Client Interface:    ae0.3221225472
     Client Interface Svlan Id:    2000
     Client Interface Vlan Id:     1
     Server Ip Address:            198.51.100.2
     Session Id:                   2
     Client Pool Name:             my-v4-pool
     Client Profile Name:          dhcp-retail
     Dual Stack Group:             my-dual-stack
     Dual Stack Peer Prefix:       2001:db8:ffff:0:4::/64
     Dual Stack Peer Address:      2001:db8:0:8003::1/128

show dhcp server binding detail (ACI Interface Set Configured)

user@host> show dhcp server binding detail

Client IP Address:  198.51.100.14
     Hardware Address:             00:00:5e:00:53:02
     State:                        BOUND(LOCAL_SERVER_STATE_BOUND)
     Lease Expires:                2012-03-13 09:53:32 PDT
     Lease Expires in:             82660 seconds
     Lease Start:                  2012-03-12 10:23:32 PDT
     Last Packet Received:         2012-03-12 10:23:32 PDT
     Incoming Client Interface:    demux0.1073741827
     Client Interface Svlan Id:    1802
     Client Interface Vlan Id:     302
     Demux Interface:              demux0.1073741832
     Server Identifier:            198.51.100.202
     Session Id:                   11
     Client Pool Name:             poolA
     Client Profile Name:          DEMUXprofile
     Liveness Detection State:     UP
     ACI Interface Set Name:       aci-1002-demux0.1073741827
     ACI Interface Set Index:      2
     ACI Interface Set Session ID: 6

show dhcp server binding interface <vlan-id>

user@host> show dhcp server binding interface ge-1/1/0:100

IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15      6           00:00:5e:00:53:01  86124       BOUND      
ge-1/1/0:100

show dhcp server binding interface <svlan-id>

user@host> show dhcp server binding interface ge-1/1/0:10-100

IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.16      7          00:00:5e:00:53:02  86124       BOUND      
ge-1/1/0:10-100
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show dhcp server binding <ip-address>

user@host> show dhcp server binding 198100.19

IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.19      10          00:00:5e:00:53:05  86081       BOUND      ge-1/0/0.0

show dhcp server binding <session-id>

user@host> show dhcp server binding 6

IP address        Session Id  Hardware address   Expires     State      Interface
198.51.100.15      6           00:00:5e:00:53:01  86124       BOUND      ge-1/0/0.0

show dhcp server binding summary

user@host> show dhcp server binding summary

3 clients, (2 init, 1 bound, 0 selecting, 0 requesting, 0 renewing, 0 releasing)

show dhcp server binding <interfaces-vlan>

user@host> show dhcp server binding ge-1/0/0:100-200

IP address        Session Id  Hardware address   Expires     State      Interface
192.168.0.17      42          00:00:5e:00:53:02  86346       BOUND      
ge-1/0/0.1073741827 
192.168.0.16      41          00:00:5e:00:53:01  86346       BOUND      
ge-1/0/0.1073741827

show dhcp server binding <interfaces-wildcard>

user@host> show dhcp server binding ge-1/3/*

IP address        Session Id  Hardware address   Expires     State      Interface
192.168.0.9       24          00:00:5e:00:53:04  86361       BOUND      
ge-1/3/0.110        
192.168.0.8       23          00:00:5e:00:53:03  86361       BOUND      
ge-1/3/0.110        
192.168.0.7       22          00:00:5e:00:53:02  86361       BOUND      
ge-1/3/0.110  

Copyright © 2018, Juniper Networks, Inc.684

Broadband Subscriber VLANs and Interfaces Feature Guide



show dynamic-profile session

Syntax show dynamic-profile session
<client-id client-id>
<profile-name profile-name>
<service-id service-id>

Release Information Command introduced in Junos OS Release 13.3.

Description Displaydynamicprofile (client or service) information for all subscribers or for subscribers

specified by client ID or service session ID. You can filter the output by also specifying a

dynamic profile.

NOTE:

• The output does not display the variable stanzas defined in the dynamic
profile configuration.

• The variables in the profile configuration are replaced with subscriber
specific values.

• If the conditional variable in the dynamic profile is evaluated as NULL, the
subscriber value for the variable is displayed as NONE in the command

output.

• Thevariable is alsodisplayedasNONEwhen the variable (any variable and

not necessarily conditional) in thedynamic profile has no value associated
with it.

• The format in which the configuration is displayed looks similar, but not
exactly the same as the format of the show configuration dynamic-profiles

command.

Options client-id client-id—Display dynamic profile information for subscribers associated with
the specified client.

profile-name profile-name—(Optional) Display dynamic profile information for the
specified subscriber or service profile.

service-id service-id—Display dynamic profile information for subscribers associated
with the specified service session.

Required Privilege
Level

view

List of Sample Output show dynamic-profile session client-id (Client ID) on page 686
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show dynamic-profile session client-id profile-name (Client ID and Dynamic
Profile) on page 688
show dynamic-profile session service-id (Service Session) on page 688

Output Fields This command displays the dynamic client or service profile configuration for each

subscriber.

Sample Output

show dynamic-profile session client-id (Client ID)

user@host>show dynamic-profile session client-id 20

pppoe {
    interfaces {
        pp0 {
            unit 1073741831 {
                ppp-options {
                    chap;
                    pap;
                }
                pppoe-options {
                    underlying-interface ge-2/0/0.0;
                    server;
                }
                family {
                    inet {
                        unnumbered-address lo0.0;
                    }
                }
            }
        }
    }
    class-of-service {
        traffic-control-profiles {
            tcp1 {
                scheduler-map smap1_UID1024;
                shaping-rate 100m;
            }
        }
        interfaces {
            pp0 {
                unit 1073741831 {
                    output-traffic-control-profile tcp1;
                }
            }
        }
        scheduler-maps {
            smap1_UID1024 {
                forwarding-class best-effort scheduler sch1_UID1023;
            }
        }
        schedulers {
            sch1_UID1023 {
                transmit-rate percent 40;
                buffer-size percent 40;
                priority low;
            }
        }
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    }                                   
}
filter-service {
    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }                               
    }
}
cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
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                priority high;
            }
        }
    }
}
bsimmons
}

show dynamic-profile session client-id profile-name (Client ID and Dynamic Profile)

user@host>show dynamic-profile session client-id 20 profile-name cos-service

cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
                priority high;
            }
        }
    }
}

show dynamic-profile session service-id (Service Session)

user@host>show dynamic-profile session service-id 21

filter-service {
    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
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                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }
    }
}   

689Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Operational Commands



show interfaces

List of Syntax Syntax (Gigabit Ethernet) on page 690

Syntax (10 Gigabit Ethernet) on page 690

Syntax (SRX Series Devices) on page 690

Syntax (Gigabit
Ethernet)

show interfaces ge-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Syntax (10 Gigabit
Ethernet)

show interfaces xe-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Syntax (SRX Series
Devices)

show interfaces (
<interface-name>
<brief | detail | extensive | terse>
<controller interface-name>|
<descriptions interface-name>|
<destination-class (all | destination-class-name logical-interface-name)>|
<diagnostics optics interface-name>|
<far-end-interval interface-fpc/pic/port>|
<filters interface-name>|
<flow-statistics interface-name>|
<interval interface-name>|
<load-balancing (detail | interface-name)>|
<mac-databasemac-addressmac-address>|
<mc-ae id identifier unit number revertive-info>|
<media interface-name>|
<policers interface-name>|
<queueboth-ingress-egressegress forwarding-class forwarding-class ingress l2-statistics>|
<redundancy (detail | interface-name)>|
<routing brief detail summary interface-name>|
<routing-instance (all | instance-name)>|
<snmp-index snmp-index>|
<source-class (all | destination-class-name logical-interface-name)>|
<statistics interface-name>|
<switch-port switch-port number>|
<transport pm (all | optics | otn) (all | current | currentday | interval | previousday) (all |
interface-name)>|

<zone interface-name>
)
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Release Information Command introduced before Junos OS Release 7.4 for Gigabit interfaces.

Command introduced in Junos OS Release 8.0 for 10 Gigabit interfaces.

Commandmodified in Junos OS Release 9.5 for SRX Series devices.

Command introduced in Junos OS Release 18.1 for Gigabit interfaces.

Description Display status information about the specified Gigabit Ethernet interface.

(M320, M120, MX Series, and T Series routers only) Display status information about the

specified 10-Gigabit Ethernet interface.

Display the IPv6 interface traffic statistics about the specified Gigabit Ethernet interface

for MX series routers. The input and output bytes (bps) and packets (pps) rates are not

displayed for IFD and local traffic.

Display status informationandstatisticsabout interfacesonSRXSeriesappliance running

Junos OS.

NOTE: On SRX Series appliances, on configuring identical IPs on a single
interface, you will not see a warningmessage; instead, you will see a syslog
message.

Starting in Junos OS Release 18.4R1, Output fields Next-hop and vpls-status is displayed

in the show interfaces interface name detail command, only for Layer 2 protocols on

MX480 routers.

Options For Gigabit interfaces:

ge-fpc/pic/port—Display standard information about the specified Gigabit Ethernet

interface.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

For 10 Gigabit interfaces:

xe-fpc/pic/port—Display standard information about the specified 10-Gigabit Ethernet

interface.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.
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media—(Optional) Display media-specific information about network interfaces.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

For SRX interfaces:

• interface-name—(Optional)Display standard informationabout thespecified interface.

Following is a list of typical interface names. Replace pimwith the PIM slot and port

with the port number.

• at- pim/0/port—ATM-over-ADSL or ATM-over-SHDSL interface.

• ce1-pim/0/ port—Channelized E1 interface.

• cl-0/0/8—3Gwireless modem interface for SRX320 devices.

• ct1-pim/0/port—Channelized T1 interface.

• dl0—Dialer Interface for initiating ISDN and USBmodem connections.

• e1-pim/0/port—E1 interface.

• e3-pim/0/port—E3 interface.

• fe-pim/0/port—Fast Ethernet interface.

• ge-pim/0/port—Gigabit Ethernet interface.

• se-pim/0/port—Serial interface.

• t1-pim/0/port—T1 (also called DS1) interface.

• t3-pim/0/port—T3 (also called DS3) interface.

• wx-slot/0/0—WAN acceleration interface, for theWXC Integrated Services Module

(ISM 200).

• interface-name—(Optional) Display standard information about the specified

interface. Following is a list of typical interface names. Replace pimwith the PIM

slot and port with the port number.

• at- pim/0/port—ATM-over-ADSL or ATM-over-SHDSL interface.

• ce1-pim/0/ port—Channelized E1 interface.

• cl-0/0/8—3Gwireless modem interface for SRX320 devices.

• ct1-pim/0/port—Channelized T1 interface.

• dl0—Dialer Interface for initiating ISDN and USBmodem connections.

• e1-pim/0/port—E1 interface.

• e3-pim/0/port—E3 interface.

• fe-pim/0/port—Fast Ethernet interface.

• ge-pim/0/port—Gigabit Ethernet interface.
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• se-pim/0/port—Serial interface.

• t1-pim/0/port—T1 (also called DS1) interface.

• t3-pim/0/port—T3 (also called DS3) interface.

• wx-slot/0/0—WANacceleration interface, for theWXC IntegratedServicesModule

(ISM 200).

Additional Information In a logical system, this command displays information only about the logical interfaces

and not about the physical interfaces.

Required Privilege
Level

view

Release History Table DescriptionRelease

Starting in JunosOSRelease 18.4R1,Output fieldsNext-hopandvpls-status
is displayed in the show interfaces interface name detail command, only
for Layer 2 protocols on MX480 routers.

18.4R1

Related
Documentation

Understanding Layer 2 Interfaces on Security Devices•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

List of Sample Output show interfaces (Gigabit Ethernet) on page 730
show interfaces (Gigabit Ethernet onMX Series Routers) on page 730
show interfaces (link degrade status) on page 731
show interfaces extensive (Gigabit Ethernet onMX Series Routers showing interface
transmit statistics configuration) on page 731
show interfaces brief (Gigabit Ethernet) on page 732
show interfaces detail (Gigabit Ethernet) on page 732
show interfaces extensive (Gigabit Ethernet IQ2) on page 734
show interfaces (Gigabit Ethernet Unnumbered Interface) on page 737
show interfaces (ACI Interface Set Configured) on page 737
show interfaces (ALI Interface Set) on page 738
show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, IQ2) on page 738
show interfaces extensive (10-Gigabit Ethernet, WANPHYMode) on page 740
show interfaces extensive (10-Gigabit Ethernet, DWDMOTNPIC) on page 742
show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional
Mode) on page 745
show interfaces extensive (10-Gigabit Ethernet, LANPHYMode, UnidirectionalMode,
Transmit-Only) on page 745
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show interfaces extensive (10-Gigabit Ethernet, LANPHYMode, UnidirectionalMode,
Receive-Only) on page 746
Sample Output SRXGigabit Ethernet on page 747
Sample Output SRXGigabit Ethernet on page 748
show interfaces detail (Gigabit Ethernet) on page 748
show interfaces statistics st0.0 detail on page 750
show interfaces extensive (Gigabit Ethernet) on page 751
show interfaces terse on page 754
show interfaces controller (Channelized E1 IQwith Logical E1) on page 754
show interfaces controller (Channelized E1 IQwith Logical DS0) on page 755
show interfaces descriptions on page 755
show interfaces destination-class all on page 755
show interfaces diagnostics optics on page 755
show interfaces far-end-interval coc12-5/2/0 on page 756
show interfaces far-end-interval coc1-5/2/1:1 on page 757
show interfaces filters on page 757
show interfaces flow-statistics (Gigabit Ethernet) on page 757
show interfaces interval (Channelized OC12) on page 758
show interfaces interval (E3) on page 759
show interfaces interval (SONET/SDH) (SRX devices) on page 759
show interfaces load-balancing (SRX devices) on page 759
show interfaces load-balancing detail (SRX devices) on page 760
showinterfacesmac-database(AllMACAddressesonaPortSRXdevices)onpage760
show interfacesmac-database (All MAC Addresses on a Service SRX
devices) on page 760
show interfacesmac-databasemac-address on page 761
show interfacesmc-ae (SRX devices) on page 761
show interfacesmedia (SONET/SDH) on page 762
show interfaces policers (SRX devices) on page 762
show interfaces policers interface-name (SRX devices) on page 762
show interfaces queue (SRX devices) on page 763
show interfaces redundancy (SRX devices) on page 764
show interfaces redundancy (Aggregated Ethernet SRX devices) on page 764
show interfaces redundancy detail (SRX devices) on page 764
show interfaces routing brief (SRX devices) on page 764
show interfaces routing detail (SRX devices) on page 765
show interfaces routing-instance all (SRX devices) on page 765
show interfaces snmp-index (SRX devices) on page 766
show interfaces source-class all (SRX devices) on page 766
show interfaces statistics (Fast Ethernet SRX devices) on page 766
show interfaces switch-port (SRX devices) on page 767
show interfaces transport pm (SRX devices) on page 767
show security zones (SRX devices) on page 769

Output Fields Table 14onpage695describes theoutput fields for the showinterfaces (Gigabit Ethernet)

command. Output fields are listed in the approximate order in which they appear. For

Gigabit Ethernet IQ and IQE PICs, the traffic and MAC statistics vary by interface type.

For more information, see Table 15 on page 722.
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Table 14: show interfaces (Gigabit Ethernet) Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface. Possible values are described in the “Enabled Field”
section under Common Output Fields Description.

Enabled

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsEncapsulation being used on the physical interface.Link-level type

All levelsMaximum transmission unit size on the physical interface.MTU

All levelsSpeed at which the interface is running.Speed

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback:
Local or Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levels10-Gigabit Ethernet interface operating in Local Area Network Physical Layer
Device (LAN PHY)mode. LAN PHY allows 10-Gigabit Ethernet wide area links
to use existing Ethernet applications.

LAN-PHYmode

All levels10-Gigabit Ethernet interface operating inWide Area Network Physical Layer
Device (WANPHY)mode.WANPHYallows 10-Gigabit Ethernetwide area links
to use fiber-optic cables and other devices intended for SONET/SDH.

WAN-PHYmode

All levelsUnidirectional link mode status for 10-Gigabit Ethernet interface: Enabled or
Disabled for parent interface; Rx-only or Tx-only for child interfaces.

Unidirectional

All levelsFlow control status: Enabled or Disabled.Flow control

All levels(Gigabit Ethernet interfaces) Autonegotiation status: Enabled or Disabled.Auto-negotiation

All levels(Gigabit Ethernet interfaces) Remote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device flags

All levelsInformation about the interface. Possible values are described in the “Interface
Flags” section under Common Output Fields Description.

Interface flags
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsInformation about the link. Possible values are described in the “Links Flags”
section under Common Output Fields Description.

Link flags

All levels(10-Gigabit Ethernet dense wavelength-division multiplexing [DWDM]
interfaces) Displays the configured wavelength, in nanometers (nm).

Wavelength

All levels(10-Gigabit Ethernet DWDM interfaces only) Displays the frequency associated
with the configured wavelength, in terahertz (THz).

Frequency

detail extensive noneNumber of CoS queues configured.CoS queues

extensive(Gigabit Ethernet intelligent queuing 2 [IQ2] interfaces only) Number of CoS
schedulers configured.

Schedulers

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds (ms).Hold-times

detail extensive noneConfigured MAC address.Current address

detail extensive noneHardware MAC address.Hardware address

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour:minute:second:timezone (hour:minute:second
ago). For example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

NoneInput rate in bits per second (bps) and packets per second (pps). The value in
this field also includes the Layer 2 overhead bytes for ingress traffic on Ethernet
interfaces if you enable accounting of Layer 2 overhead at the PIC level or the
logical interface level.

Input Rate

NoneOutput rate in bps and pps. The value in this field also includes the Layer 2
overheadbytes for egress traffic onEthernet interfaces if youenableaccounting
of Layer 2 overhead at the PIC level or the logical interface level.

Output Rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last cleared

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for egress
traffic.

Egress account
overhead

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for ingress
traffic.

Ingress account
overhead
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface. The value in this field
also includes the Layer 2 overhead bytes for ingress traffic on Ethernet
interfaces if you enable accounting of Layer 2 overhead at the PIC level or
the logical interface level.

• Output bytes—Number of bytes transmitted on the interface. The value in
this fieldalso includes theLayer 2overheadbytes for egress traffic onEthernet
interfaces if you enable accounting of Layer 2 overhead at the PIC level or
the logical interface level.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Gigabit Ethernet and 10-Gigabit Ethernet IQ PICs count the overhead and CRC
bytes.

For Gigabit Ethernet IQ PICs, the input byte counts vary by interface type. For
more information, see Table 31 under the show interfaces command.

Traffic statistics

extensiveInput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 (usually IPv4) sanity checks of the header. For example, a framewith
less than 20 bytes of available IP header is discarded. L3 incomplete errors
can be ignored by configuring the ignore-l3-incompletes statement.

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported
by the ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which
are supported in M320 and T640 routers), the Drops field does not always
use thecorrect value forqueue6orqueue7 for interfaceson 10-port 1-Gigabit
Ethernet PICs.

• Collisions—Number of Ethernet collisions. TheGigabit Ethernet PIC supports
only full-duplex operation, so for Gigabit Ethernet PICs, this number must
always be 0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM
so long that the system automatically purged them. The value in this field
must never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the
ASICs responsible for handling the router interfaces.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors

detail extensiveTotal number of egress queues supported on the specified interface.

NOTE: InDPCs thatarenotof theenhanced type, suchasDPC40x 1GER,DPCE
20x 1GE + 2x 10GE R, or DPCE 40x 1GE R, youmight notice a discrepancy in the
output of the show interfaces command because incoming packets might be
counted in the Egress queues section of the output. This problem occurs on
non-enhanced DPCs because the egress queue statistics are polled from IMQ
(Inbound Message Queuing) block of the I-chip. The IMQ block does not
differentiate between ingress and egressWAN traffic; as a result, the combined
statistics are displayed in the egress queue counters on the Routing Engine. In
a simple VPLS scenario, if there is no MAC entry in DMAC table (by sending
unidirectional traffic), traffic is floodedand the input traffic is accounted in IMQ.
For bidirectional traffic (MAC entry in DMAC table), if the outgoing interface is
on the same I-chip then both ingress and egress statistics are counted in a
combinedway. If the outgoing interface is on a different I-chip or FPC, then only
egress statistics are accounted in IMQ. This behavior is expected with
non-enhanced DPCs

Egress queues
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which
are supported inM320andT640 routers), theDroppedpackets fielddoesnot
always display the correct value for queue 6 or queue 7 for interfaces on
10-port 1-Gigabit Ethernet PICs.

Queue counters
(Egress)

extensiveTotal number of ingress queues supported on the specified interface. Displayed
on IQ2 interfaces.

Ingress queues

extensiveCoS queue number and its associated user-configured forwarding class name.
Displayed on IQ2 interfaces.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Ingress)

detail extensive noneEthernet-specific defects that can prevent the interface from passing packets.
When a defect persists for a certain amount of time, it is promoted to an alarm.
Based on the router configuration, an alarm can ring the red or yellow alarm
bell on the router, or turn on the red or yellow alarm LED on the craft interface.
These fields can contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interface has lost its link state, which usually means that the cable is
unplugged, the far-end system has been turned off, or the PIC is
malfunctioning.

Active alarms and
Active defects

detail extensive(OnMXSeriesdevices)Statusof the interface-transmit-statisticsconfiguration:
Enabled or Disabled.

• Enabled—When the interface-transmit-statistics statement is included in the
configuration. If this is configured, the interface statistics show the actual
transmitted load on the interface.

• Disabled—When the interface-transmit-statistics statement is not included
in the configuration. If this is not configured, the interface statistics show the
offered load on the interface.

Interface transmit
statistics

detail extensiveThe forward error correction (FEC) counters provide the following statistics:

• Corrected Errors—Count of corrected errors in the last second.

• CorrectedErrorRatio—Correctederror ratio in the last 25seconds. For example,
1e-7 is 1 error per 10 million bits.

OTN FEC statistics
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(10-Gigabit Ethernet interfaces) Displays Physical Coding Sublayer (PCS) fault
conditions from theWAN PHY or the LAN PHY device.

• Bit errors—Number of seconds during which at least one bit error rate (BER)
occurred while the PCS receiver is operating in normal mode.

• Erroredblocks—Number of secondswhen at least one errored block occurred
while the PCS receiver is operating in normal mode.

PCS statistics

detail extensiveShows the link degrade status of the physical link and the estimated bit error
rates (BERs). This field is available only for the PICs supporting the physical link
monitoring feature.

• LinkMonitoring—Indicates if physical link degrademonitoring is enabled on
the interface.

• Enable—Indicates that link degrademonitoring has been enabled (using
the link-degrade-monitor statement) on the interface.

• Disable—Indicates that link degrademonitoring has not been enabled on
the interface. If link degrademonitoring has not been enabled, the output
doesnot showany related information, suchasBERvaluesand thresholds.

• Link Degrade Set Threshold—The BER threshold value at which the link is
considered degraded and a corrective action is triggered.

• LinkDegradeClearThreshold—TheBERthreshold valueatwhich thedegraded
link is considered recovered and the corrective action applied to the interface
is reverted.

• Estimated BER—The estimated bit error rate.

• Link-degrade event—Shows link degrade event information.

• Seconds—Time (in seconds) elapsed after a link degrade event occurred.

• Count—The number of link degrade events recorded.

• State—Shows the link degrade status (example: Defect Active).

Link Degrade
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveReceive and Transmit statistics reported by the PIC'sMAC subsystem, including
the following:

• Total octets and total packets—Total number of octets and packets. For
Gigabit Ethernet IQ PICs, the received octets count varies by interface type.
For more information, see Table 31 under the show interfaces command.

• Unicastpackets,Broadcastpackets,andMulticastpackets—Numberofunicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, and had either a bad FCSwith an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment
Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC.
If this value is ever nonzero, the PIC or a cable is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational
code.

• Oversized frames—There are two possible conditions regarding the number
of oversized frames:

• Packet length exceeds interface MTU, or

• Packet length exceeds MRU

• Jabberframes—Numberof frames thatwere longer than 1518octets (excluding
framing bits, but including FCS octets), and had either an FCS error or an
alignment error. This definition of jabber is different from the definition in
IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These
documents define jabber as the condition in which any packet exceeds 20
ms. The allowed range to detect jabber is from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in
length (excluding framing bits, but including FCS octets) and had either an
FCSerrororanalignmenterror. Fragment framesnormally incrementbecause
both runts (which are normal occurrences caused by collisions) and noise
hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system
uses theTPIDof0x8100 in the frame todeterminewhether a frame is tagged
or not.

NOTE: The20-portGigabitEthernetMIC(MIC-3D-20GE-SFP)doesnothave
hardware counters for VLAN frames. Therefore, theVLAN tagged frames field
displays 0 when the show interfaces command is executed on a 20-port
Gigabit Ethernet MIC. In other words, the number of VLAN tagged frames
cannot be determined for the 20-port Gigabit Ethernet MIC.

• Codeviolations—Number of times an event caused thePHY to indicate “Data
reception error” or “invalid data symbol error.”

MAC statistics

extensiveAPS/PCC0:0x02, APS/PCC1: 0x11, APS/PCC2: 0x47, APS/PCC3: 0x58Payload
Type: 0x08

OTNReceived
Overhead Bytes

extensiveAPS/PCC0: 0x00, APS/PCC1: 0x00, APS/PCC2: 0x00, APS/PCC3: 0x00
Payload Type: 0x08

OTN Transmitted
Overhead Bytes
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveReceive and Transmit statistics reported by the PIC's MAC address filter
subsystem. The filtering is done by the content-addressable memory (CAM)
on thePIC.The filter examinesapacket's sourceanddestinationMACaddresses
to determine whether the packet may enter the system or be rejected.

• Input packet count—Number of packets received from the MAC hardware
that the filter processed.

• Input packet rejects—Number of packets that the filter rejected because of
either the source MAC address or the destination MAC address.

• Input DA rejects—Number of packets that the filter rejected because the
destination MAC address of the packet is not on the accept list. It is normal
for this value to increment. When it increments very quickly and no traffic is
entering the router from the far-end system, either there is a bad ARP entry
on the far-end system, or multicast routing is not on and the far-end system
is sending manymulticast packets to the local router (which the router is
rejecting).

• Input SA rejects—Number of packets that the filter rejected because the
source MAC address of the packet is not on the accept list. The value in this
field must increment only if source MAC address filtering has been enabled.
If filtering is enabled, if the value increments quickly, and if the system is not
receiving traffic that it should from the far-end system, it means that the
user-configured source MAC addresses for this interface are incorrect.

• Output packet count—Number of packets that the filter has given to theMAC
hardware.

• Output packet pad count—Number of packets the filter padded to the
minimum Ethernet size (60 bytes) before giving the packet to the MAC
hardware. Usually, padding is doneonly on small ARPpackets, but somevery
small IP packets can also require padding. If this value increments rapidly,
either the system is trying to find anARPentry for a far-end system that does
not exist or it is misconfigured.

• Output packet error count—Number of packets with an indicated error that
the filter was given to transmit. These packets are usually aged packets or
are the result of a bandwidth problem on the FPC hardware. On a normal
system, the value of this field must not increment.

• CAMdestination filters, CAM source filters—Number of entries in the CAM
dedicated to destination and source MAC address filters. There can only be
up to 64 source entries. If source filtering is disabled, which is the default, the
values for these fields must be 0.

Filter statistics

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• PHY Lock—Phase-locked loop

• PHY Light—Loss of optical signal

PMAPHY
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOL—Loss of light

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

WIS section

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) Active alarms and defects,
plus counts of specific SONET errors with detailed information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

WIS line
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) Active alarms and defects,
plus counts of specific SONET errors with detailed information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

WIS path
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• Noautonegotiation—RemoteEthernet interfacehas thespeedor linkmode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

• Linkpartner status—OKwhenEthernet interface is connected to adevice that
performs autonegotiation and the autonegotiation process is successful.

• Link partner—Information from the remote Ethernet device:

• Linkmode—Depending on the capability of the link partner, either
Full-duplex or Half-duplex.

• Flow control—Types of flow control supported by the link partner. For
Gigabit Ethernet interfaces, types are Symmetric (link partner supports
PAUSEon receive and transmit),Asymmetric (link partner supportsPAUSE
on transmit), Symmetric/Asymmetric (link partner supports PAUSE on
receive and transmit or only PAUSE on transmit), and None (link partner
does not support flow control).

• Remote fault—Remote fault information from the link partner—Failure
indicates a receive link error.OK indicates that the link partner is receiving.
Negotiation error indicates a negotiation error.Offline indicates that the
link partner is going offline.

• Local resolution—Information from the local Ethernet device:

• Flow control—Types of flow control supported by the local device. For
Gigabit Ethernet interfaces, advertised capabilities are
Symmetric/Asymmetric (local device supports PAUSE on receive and
transmitoronlyPAUSEon receive)andNone (localdevicedoesnot support
flow control). Depending on the result of the negotiation with the link
partner, local resolution flow control type will display Symmetric (local
device supportsPAUSEon receive and transmit),Asymmetric (local device
supportsPAUSEon receive), andNone (local device does not support flow
control).

• Remote fault—Remote fault information. Link OK (no error detected on
receive),Offline (local interface is offline), and Link Failure (link error
detected on receive).

Autonegotiation
information

extensive(10-Gigabit Ethernet interfaces,WANPHYmode)SONET/SDH interfacesallow
path tracebytes tobesent inbandacross theSONET/SDH link. JuniperNetworks
and other router manufacturers use these bytes to help diagnose
misconfigurations and network errors by setting the transmitted path trace
message so that it contains the system hostname and name of the physical
interface. The received path trace value is themessage received from the router
at the other end of the fiber. The transmitted path trace value is the message
that this router transmits.

Received path trace,
Transmittedpathtrace

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

Packet Forwarding
Engine configuration

705Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Operational Commands



Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured
forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Bufferusec—Amountofbuffer spaceallocated to thequeue, inmicroseconds.
This value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values
are none and exact. If exact is configured, the queue transmits only up to the
configured bandwidth, even if excess bandwidth is available. If none is
configured, the queue transmits beyond the configured bandwidth if
bandwidth is available.

CoS information

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

brief detail extensive
none

Rewrite profile applied to incoming or outgoing frameson the outer (Out) VLAN
tag or for both the outer and inner (In) VLAN tags.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• pop—The outer VLAN tag of the incoming frame is removed.

• swap—The outer VLAN tag of the incoming frame is overwritten with the
user-specified VLAN tag information.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• push-push—Two VLAN tags are pushed in from the incoming frame.

• swap-push—The outer VLAN tag of the incoming frame is replaced by a
user-specified VLAN tag value. A user-specified outer VLAN tag is pushed in
front. The outer tag becomes an inner tag in the final frame.

• swap-swap—Both the inner and the outer VLAN tags of the incoming frame
are replaced by the user-specified VLAN tag value.

• pop-swap—The outer VLAN tag of the incoming frame is removed, and the
inner VLAN tag of the incoming frame is replaced by the user-specifiedVLAN
tag value. The inner tag becomes the outer tag in the final frame.

• pop-pop—Both the outer and inner VLAN tags of the incoming frame are
removed.

VLAN-Tag
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneIP demultiplexing (demux) value that appears if this interface is used as the
demux underlying interface. The output is one of the following:

• Source Family Inet

• Destination Family Inet

Demux

All levelsEncapsulation on the logical interface.Encapsulation

brief detail extensive
none

Information displayed for agent circuit identifier (ACI) interface set configured
with the agent-circuit-id autoconfiguration stanza.

Dynamic Profile—Name of the dynamic profile that defines the ACI interface
set.

If configured, the ACI interface set enables the underlying Ethernet interface to
create dynamic VLAN subscriber interfaces based on ACI information.

NOTE: The ACI VLAN field is replaced with the Line Identity field when an ALI
interface set is configured with the line-identity autoconfiguration stanza.

ACI VLAN

detailInformation displayed for access-line-identifier (ALI) interface sets configured
with the line-identity autoconfiguration stanza.

• Dynamic Profile—Name of the dynamic profile that defines the ALI interface
set.

• Trusted option used to create the ALI interface set: Circuit-id, Remote-id, or
Accept-no-ids. More than one option can be configured.

If configured, the ALI interface set enables the underlying Ethernet interface to
create dynamic VLAN subscriber interfaces based on ALI information.

NOTE: The Line Identity field is replaced with the ACI VLAN field when an ACI
interface set is configured with the agent-circuit-id autoconfiguration stanza.

Line Identity

detail extensive noneProtocol family. Possible values are described in the “Protocol Field” section
under Common Output Fields Description.

Protocol

detail extensive noneMaximum transmission unit size on the logical interface.MTU

All levelsNDP statistics for protocol inet6 under logical interface statistics.

• Max nh cache—Maximum interface neighbor discovery nexthop cache size.

• New hold nh limit—Maximum number of new unresolved nexthops.

• Curr nh cnt—Current number of resolved nexthops in the NDP queue.

• Currnewholdcnt—Current number of unresolvednexthops in theNDPqueue.

• NH drop cnt—Number of NDP requests not serviced.

Neighbor Discovery
Protocol (NDP)Queue
Statistics

detail extensive noneName of the dynamic profile that was used to create this interface configured
with a Point-to-Point Protocol over Ethernet (PPPoE) family.

Dynamic Profile

detail extensive noneNameof theservicenametable for the interfaceconfiguredwithaPPPoE family.Service Name Table
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneMaximum number of PPPoE logical interfaces that can be activated on the
underlying interface.

Max Sessions

detail extensive noneState of PPPoE duplicate protection:On orOff. When duplicate protection is
configured for theunderlying interface, adynamicPPPoE logical interfacecannot
be activated when an existing active logical interface is present for the same
PPPoE client.

Duplicate Protection

detail extensive noneStateof theconfiguration to ignoreDSLForumVSAs:OnorOff.Whenconfigured,
the router ignores any of these VSAs received from a directly connected CPE
device on the interface.

Direct Connect

detail extensive noneName of the access concentrator.ACName

detail extensive noneMaximum number of MPLS labels configured for the MPLS protocol family on
the logical interface.

Maximum labels

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon the specified
interface set.

• Input bytes, Output bytes—Number of bytes received and transmitted on the
interface set. The value in this field also includes the Layer 2 overhead bytes
for ingress or egress traffic on Ethernet interfaces if you enable accounting
of Layer 2 overhead at the PIC level or the logical interface level.

• Input packets, Output packets—Number of packets received and transmitted
on the interface set.

Traffic statistics

extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
logical interface if IPv6 statistics tracking is enabled.

IPv6 transit statistics

extensiveNumber and rate of bytes and packets destined to the router.Local statistics

extensiveNumber and rate of bytes and packets transiting the switch.

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical
interface egress statistics might not accurately reflect the traffic on the wire
when output shaping is applied. Traffic management output shaping might
drop packets after they are tallied by theOutput bytes andOutput packets
interface counters. However, correct values display for both of these egress
statistics when per-unit scheduling is enabled for the Gigabit Ethernet IQ2
physical interface, or when a single logical interface is actively using a shared
scheduler.

Transit statistics

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route Table

detail extensiveInformation about protocol family flags. Possible values are described in the
“Family Flags” section under Common Output Fields Description.

Flags
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Table 14: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive none(UnnumberedEthernet) Interface fromwhichanunnumberedEthernet interface
borrows an IPv4 address.

Donor interface

detail extensive none(UnnumberedEthernet)Secondary IPv4addressof thedonor loopback interface
thatactsas thepreferredsourceaddress for theunnumberedEthernet interface.

Preferred source
address

detail extensiveNames of any input filters applied to this interface. If you specify a precedence
value for any filter in a dynamic profile, filter precedence values appear in
parentheses next to all interfaces.

Input Filters

detail extensiveNamesof any output filters applied to this interface. If you specify a precedence
value for any filter in a dynamic profile, filter precedence values appear in
parentheses next to all interfaces.

Output Filters

detail extensive noneNumber of MAC address validation failures for packets and bytes. This field is
displayed when MAC address validation is enabled for the logical interface.

Mac-Validate Failures

detail extensive noneInformation about the address flags. Possible values are described in the
“Addresses Flags” section under Common Output Fields Description.

Addresses, Flags

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneInformation about the address flag. Possible values are described in the
“Addresses Flags” section under Common Output Fields Description.

Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interface.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

The following table describes the output fields for the show interfaces (10–Gigabit

Ethernet) command.

Level of
Output

Field DescriptionField Name

All levelsName of the physical interface.Physical interface

All levelsState of the interface. Possible values are described in the “Enabled Field” section under
Common Output Fields Description.

Enabled

detail extensive
none

Index number of the physical interface, which reflects its initialization sequence.Interface index
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detail extensive
none

SNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsEncapsulation being used on the physical interface.Link-level type

All levelsMaximum transmission unit size on the physical interface.MTU

All levelsSpeed at which the interface is running.Speed

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback: Local or
Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levels10-Gigabit Ethernet interface operating in Local Area Network Physical Layer Device
(LAN PHY)mode. LAN PHY allows 10-Gigabit Ethernet wide area links to use existing
Ethernet applications.

LAN-PHYmode

All levels10-Gigabit Ethernet interface operating inWide Area Network Physical Layer Device
(WANPHY)mode.WANPHYallows 10-GigabitEthernetwidearea links touse fiber-optic
cables and other devices intended for SONET/SDH.

WAN-PHYmode

All levelsUnidirectional link mode status for 10-Gigabit Ethernet interface: Enabled or Disabled
for parent interface; Rx-only or Tx-only for child interfaces.

Unidirectional

All levelsFlow control status: Enabled or Disabled.Flow control

All levels(Gigabit Ethernet interfaces) Autonegotiation status: Enabled or Disabled.Auto-negotiation

All levels(Gigabit Ethernet interfaces) Remote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device. Possible values are described in the “Device
Flags” section under Common Output Fields Description.

Device flags

All levelsInformation about the interface. Possible values are described in the “Interface Flags”
section under Common Output Fields Description.

Interface flags

All levelsInformation about the link. Possible values are described in the “Links Flags” section
under Common Output Fields Description.

Link flags

All levels(10-Gigabit Ethernet dense wavelength-division multiplexing [DWDM] interfaces)
Displays the configured wavelength, in nanometers (nm).

Wavelength

All levels(10-Gigabit Ethernet DWDM interfaces only) Displays the frequency associated with
the configured wavelength, in terahertz (THz).

Frequency

detail extensive
none

Number of CoS queues configured.CoS queues
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extensive(Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces only) Number of CoS schedulers
configured.

Schedulers

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensive
none

Configured MAC address.Current address

detail extensive
none

Hardware MAC address.Hardware
address

detail extensive
none

Date, time, and how long ago the interface went from down to up. The format is Last
flapped: year-month-day hour:minute:second:timezone (hour:minute:second ago). For
example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

None specifiedInput rate in bits per second (bps) and packets per second (pps). The value in this field
also includes the Layer 2 overhead bytes for ingress traffic on Ethernet interfaces if you
enable accounting of Layer 2 overhead at the PIC level or the logical interface level.

Input Rate

None specifiedOutput rate in bps and pps. The value in this field also includes the Layer 2 overhead
bytes for egress trafficonEthernet interfaces if youenableaccountingofLayer 2overhead
at the PIC level or the logical interface level.

Output Rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for egress traffic.Egress account
overhead

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for ingress traffic.Ingress account
overhead

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon thephysical interface.

• Input bytes—Number of bytes received on the interface. The value in this field also
includes the Layer 2 overhead bytes for ingress traffic on Ethernet interfaces if you
enable accounting of Layer 2 overhead at the PIC level or the logical interface level.

• Output bytes—Number of bytes transmitted on the interface. The value in this field
also includes the Layer 2 overhead bytes for egress traffic on Ethernet interfaces if
you enable accounting of Layer 2 overhead at the PIC level or the logical interface
level.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics
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extensiveInput errors on the interface. The following paragraphs explain the counters whose
meaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If
the interface is saturated, thisnumber incrementsonce for everypacket that isdropped
by the ASIC's REDmechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packetmatch code discarded
because theywerenot recognizedornotof interest.Usually, this field reportsprotocols
that the Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3
(usually IPv4) sanity checks of the header. For example, a frame with less than
20 bytes of available IP header is discarded. L3 incomplete errors can be ignored by
configuring the ignore-l3-incompletes statement.

• L2 channel errors—Number of times the software did not find a valid logical interface
for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the
incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors

extensiveOutput errors on the interface. The following paragraphs explain the counters whose
meaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up. This
number does not normally increment quickly, increasing only when the cable is
unplugged, the far-end system is powered down and then up, or another problem
occurs. If the number of carrier transitions increments quickly (perhaps once every
10 seconds), the cable, the far-end system, or the PIC or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If
the interface is saturated, thisnumber incrementsonce for everypacket that isdropped
by the ASIC's REDmechanism.

• Collisions—Number of Ethernet collisions. The Gigabit Ethernet PIC supports only
full-duplex operation, so for Gigabit Ethernet PICs, this number should always remain
0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM so long
that the system automatically purged them. The value in this field should never
increment. If it does, it is most likely a software bug or possibly malfunctioning
hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the ASIC on
the PIC. If this value is ever nonzero, the PIC is probably malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeded the MTU of the interface.

• Resource errors—Sum of transmit drops.

Output errors
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detail extensiveTotal number of egress queues supported on the specified interface.

NOTE: In DPCs that are not of the enhanced type, such as DPC 40x 1GE R, DPCE 20x
1GE+ 2x 10GER, or DPCE 40x 1GER, youmight notice a discrepancy in the output of the
show interfaces command because incoming packets might be counted in the Egress
queues section of the output. This problemoccurs on non-enhancedDPCs because the
egress queue statistics are polled from IMQ (Inbound Message Queuing) block of the
I-chip. The IMQ block does not differentiate between ingress and egressWAN traffic;
as a result, the combined statistics are displayed in the egress queue counters on the
Routing Engine. In a simple VPLS scenorio, if there is no MAC entry in DMAC table (by
sending unidirectional traffic), traffic is floodedand the input traffic is accounted in IMQ.
For bidirectional traffic (MAC entry in DMAC table), if the outgoing interface is on the
same I-chip then both ingress and egress statistics are counted in a combined way. If
the outgoing interface is on a different I-chip or FPC, then only egress statistics are
accounted in IMQ. This behavior is expected with non-enhanced DPCs

Egress queues

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

Queue counters
(Egress)

extensiveTotal number of ingress queues supported on the specified interface. Displayed on IQ2
interfaces.

Ingress queues

extensiveCoSqueuenumberand its associateduser-configured forwardingclassname.Displayed
on IQ2 interfaces.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

Queue counters
(Ingress)

detail extensive
none

Ethernet-specific defects that can prevent the interface from passing packets. When a
defect persists for a certain amount of time, it is promoted to an alarm. Based on the
routingdevice configuration, analarmcan ring the redor yellowalarmbell on the routing
device, or turn on the red or yellow alarm LED on the craft interface. These fields can
contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interfacehas lost its link state,whichusuallymeans that the cable is unplugged,
the far-end system has been turned off, or the PIC is malfunctioning.

Activealarmsand
Active defects

detail extensiveActive OTN alarms identified on the interface.OTN alarms

detail extensiveOTN defects received on the interface.OTN defects

detail extensiveThe FECmode configured on the interface.

• efec—Enhanced forward error correction (EFEC) is configured to defect and correct
bit errors.

• gfec—G.709Forwarderror correction (GFEC)mode is configured todetect andcorrect
bit errors.

• none—FECmode is not configured.

OTN FECMode
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detail extensiveOTNmode.

• fixed-stuff-bytes—Fixed stuff bytes 11.0957 Gbps.

• no-fixed-stuff-bytes—No fixed stuff bytes 11.0491 Gbps.

• pass-through—Enable OTN passthroughmode.

• no-pass-through—Do not enable OTN passthroughmode.

OTNRate

detail extensiveStatusof the line loopback, if configured for theDWDMOTNPIC. Its valuecanbe:enabled
or disabled.

OTN Line
Loopback

detail extensiveThe forward error correction (FEC) counters for the DWDMOTN PIC.

• Corrected Errors—The count of corrected errors in the last second.

• Corrected Error Ratio—The corrected error ratio in the last 25 seconds. For example,
1e-7 is 1 error per 10 million bits.

OTN FEC
statistics

detail extensiveOTN FEC excessive or degraded error alarms triggered on the interface.

• FEC Degrade—OTU FEC Degrade defect.

• FEC Excessive—OTU FEC Excessive Error defect.

OTN FEC alarms

detail extensiveOTNOC defects triggered on the interface.

• LOS—OC Loss of Signal defect.

• LOF—OC Loss of Frame defect.

• LOM—OC Loss of Multiframe defect.

• Wavelength Lock—OCWavelength Lock defect.

OTNOC

detail extensiveOTNOTU defects detected on the interface

• AIS—OTN AIS alarm.

• BDI—OTNOTU BDI alarm.

• IAE—OTNOTU IAE alarm.

• TTIM—OTNOTU TTIM alarm.

• SF—OTNODU bit error rate fault alarm.

• SD—OTNODU bit error rate defect alarm.

• TCA-ES—OTNODU ES threshold alarm.

• TCA-SES—OTNODU SES threshold alarm.

• TCA-UAS—OTNODU UAS threshold alarm.

• TCA-BBE—OTNODU BBE threshold alarm.

• BIP—OTNODU BIP threshold alarm.

• BBE—OTNOTU BBE threshold alarm.

• ES—OTNOTU ES threshold alarm.

• SES—OTNOTU SES threshold alarm.

• UAS—OTNOTU UAS threshold alarm.

OTNOTU

detail extensiveDestination Access Port Interface (DAPI) fromwhich the packets were received.Received DAPI

detail extensiveSource Access Port Interface (SAPI) fromwhich the packets were received.Received SAPI

detail extensiveDestination Access Port Interface (DAPI) to which the packets were transmitted.TransmittedDAPI
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detail extensiveSource Access Port Interface (SAPI) to which the packets were transmitted.TransmittedSAPI

detail extensive(10-GigabitEthernet interfaces)DisplaysPhysicalCodingSublayer (PCS) fault conditions
from theWAN PHY or the LAN PHY device.

• Bit errors—The number of seconds during which at least one bit error rate (BER)
occurred while the PCS receiver is operating in normal mode.

• Errored blocks—The number of seconds when at least one errored block occurred
while the PCS receiver is operating in normal mode.

PCS statistics

extensiveReceive and Transmit statistics reported by the PIC's MAC subsystem, including the
following:

• Total octets and total packets—Total number of octets and packets. For Gigabit
Ethernet IQ PICs, the received octets count varies by interface type.

• Unicast packets, Broadcast packets, andMulticast packets—Number of unicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, and
had either a bad FCSwith an integral number of octets (FCS Error) or a bad FCSwith
a nonintegral number of octets (Alignment Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC. If this
value is ever nonzero, the PIC or a cable is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational code.

• Oversized frames—Number of frames that exceed 1518 octets.

• Jabber frames—Numberof frames thatwere longer than 1518octets (excluding framing
bits, but including FCS octets), and had either an FCS error or an alignment error. This
definition of jabber is different from the definition in IEEE-802.3 section 8.2.1.5
(10BASE5) and section 10.3.1.4 (10BASE2). These documents define jabber as the
condition in which any packet exceeds 20ms. The allowed range to detect jabber is
from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in length
(excluding framing bits, but including FCS octets), and had either an FCS error or an
alignment error. Fragment frames normally increment because both runts (which are
normal occurrences caused by collisions) and noise hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system uses the
TPID of 0x8100 in the frame to determine whether a frame is tagged or not.

• Codeviolations—Numberof timesaneventcaused thePHYto indicate “Data reception
error” or “invalid data symbol error.”

MAC statistics

extensiveAPS/PCC0: 0x02, APS/PCC1: 0x11, APS/PCC2: 0x47, APS/PCC3: 0x58 Payload Type:
0x08

OTNReceived
Overhead Bytes

extensiveAPS/PCC0:0x00,APS/PCC1: 0x00,APS/PCC2:0x00,APS/PCC3:0x00PayloadType:
0x08

OTN Transmitted
Overhead Bytes
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extensiveReceive and Transmit statistics reported by the PIC'sMAC address filter subsystem. The
filtering is done by the content-addressable memory (CAM) on the PIC. The filter
examines a packet's source and destination MAC addresses to determine whether the
packet should enter the system or be rejected.

• Input packet count—Number of packets received from the MAC hardware that the
filter processed.

• Input packet rejects—Number of packets that the filter rejected because of either the
source MAC address or the destination MAC address.

• Input DA rejects—Number of packets that the filter rejected because the destination
MAC address of the packet is not on the accept list. It is normal for this value to
increment.When it incrementsveryquicklyandno traffic is entering the routingdevice
from the far-end system, either there is a bad ARP entry on the far-end system, or
multicast routing is not on and the far-end system is sendingmanymulticast packets
to the local routing device (which the routing device is rejecting).

• Input SA rejects—Number of packets that the filter rejected because the source MAC
address of the packet is not on the accept list. The value in this field should increment
only if source MAC address filtering has been enabled. If filtering is enabled, if the
value increments quickly, and if the system is not receiving traffic that it should from
the far-end system, it means that the user-configured source MAC addresses for this
interface are incorrect.

• Outputpacketcount—Numberofpackets that the filter hasgiven to theMAChardware.

• Output packet pad count—Number of packets the filter padded to the minimum
Ethernet size (60 bytes) before giving the packet to the MAC hardware. Usually,
padding is done only on small ARP packets, but some very small IP packets can also
require padding. If this value increments rapidly, either the system is trying to find an
ARP entry for a far-end system that does not exist or it is misconfigured.

• Output packet error count—Number of packets with an indicated error that the filter
was given to transmit. These packets are usually aged packets or are the result of a
bandwidth problem on the FPC hardware. On a normal system, the value of this field
should not increment.

• CAMdestination filters, CAM source filters—Number of entries in the CAM dedicated
to destination and source MAC address filters. There can only be up to 64 source
entries. If source filtering is disabled, which is the default, the values for these fields
should be 0.

Filter statistics

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

PMAPHY
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extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOL—Loss of light

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

WIS section

extensive(10-Gigabit Ethernet interfaces,WANPHYmode)Activealarmsanddefects, plus counts
of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

WIS line
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extensive(10-Gigabit Ethernet interfaces,WANPHYmode)Activealarmsanddefects, plus counts
of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

WIS path

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• No autonegotiation—Remote Ethernet interface has the speed or link mode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

• Linkpartnerstatus—OKwhenEthernet interface is connected toadevice thatperforms
autonegotiation and the autonegotiation process is successful.

• Link partner:

• Linkmode—Depending on the capability of the attached Ethernet device, either
Full-duplex or Half-duplex.

• Flow control—Types of flow control supported by the remote Ethernet device. For
Fast Ethernet interfaces, the type is None. For Gigabit Ethernet interfaces, types
are Symmetric (link partner supports PAUSE on receive and transmit), Asymmetric
(linkpartner supportsPAUSEon transmit), andSymmetric/Asymmetric (linkpartner
supports both PAUSE on receive and transmit or only PAUSE receive).

• Remote fault—Remote fault information from the link partner—Failure indicates a
receive link error.OK indicates that the link partner is receiving. Negotiation error
indicates a negotiation error.Offline indicates that the link partner is going offline.

• Local resolution—Information from the link partner:

• Flow control—Types of flow control supported by the remote Ethernet device. For
Gigabit Ethernet interfaces, types are Symmetric (link partner supports PAUSE on
receive and transmit), Asymmetric (link partner supports PAUSE on transmit), and
Symmetric/Asymmetric (link partner supports bothPAUSE on receive and transmit
or only PAUSE receive).

• Remote fault—Remote fault information. Link OK (no error detected on receive),
Offline (local interface is offline), and Link Failure (link error detected on receive).

Autonegotiation
information
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extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET/SDH interfaces allow path
trace bytes to be sent inband across the SONET/SDH link. Juniper Networks and other
router manufacturers use these bytes to help diagnosemisconfigurations and network
errors by setting the transmitted path trace message so that it contains the system
hostname and name of the physical interface. The received path trace value is the
message received from the routing device at the other end of the fiber. The transmitted
path trace value is the message that this routing device transmits.

Received path
trace,
Transmitted path
trace

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

Packet
Forwarding
Engine
configuration

extensiveInformation about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding
class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, in microseconds. This
value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none
and exact. If exact is configured, the queue transmits only up to the configured
bandwidth, even if excess bandwidth is available. If none is configured, the queue
transmits beyond the configured bandwidth if bandwidth is available.

CoS information

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive
none

Index number of the logical interface, which reflects its initialization sequence.Index

detail extensive
none

SNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface. Possible values are described in the “Logical
Interface Flags” section under Common Output Fields Description.

Flags
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brief detail
extensive none

Rewrite profile applied to incoming or outgoing frames on the outer (Out) VLAN tag or
for both the outer and inner (In) VLAN tags.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• pop—The outer VLAN tag of the incoming frame is removed.

• swap—TheouterVLANtagof the incoming frame isoverwrittenwith theuser specified
VLAN tag information.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• push-push—Two VLAN tags are pushed in from the incoming frame.

• swap-push—TheouterVLANtagof the incoming frame is replacedbyauser-specified
VLAN tag value. A user-specified outer VLAN tag is pushed in front. The outer tag
becomes an inner tag in the final frame.

• swap-swap—Both the inner and the outer VLAN tags of the incoming frame are
replaced by the user specified VLAN tag value.

• pop-swap—TheouterVLANtagof the incoming frame is removed, and the innerVLAN
tag of the incoming frame is replaced by the user-specified VLAN tag value. The inner
tag becomes the outer tag in the final frame.

• pop-pop—Both the outer and inner VLAN tags of the incoming frame are removed.

VLAN-Tag

detail extensive
none

IP demultiplexing (demux) value that appears if this interface is used as the demux
underlying interface. The output is one of the following:

• Source Family Inet

• Destination Family Inet

Demux:

All levelsEncapsulation on the logical interface.Encapsulation

detail extensive
none

Protocol family. Possible values are described in the “Protocol Field” section under
Common Output Fields Description.

Protocol

detail extensive
none

Maximum transmission unit size on the logical interface.MTU

detail extensive
none

MaximumnumberofMPLS labels configured for theMPLSprotocol family on the logical
interface.

Maximum labels

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon thespecified interface
set.

• Inputbytes,Outputbytes—Number of bytes received and transmitted on the interface
set. Thevalue in this fieldalso includes theLayer 2overheadbytes for ingressor egress
traffic on Ethernet interfaces if you enable accounting of Layer 2 overhead at the PIC
level or the logical interface level.

• Input packets, Output packets—Number of packets received and transmitted on the
interface set.

Traffic statistics

extensiveNumber of IPv6 transit bytes and packets received and transmitted on the logical
interface if IPv6 statistics tracking is enabled.

IPv6 transit
statistics

extensiveNumber and rate of bytes and packets destined to the routing device.Local statistics
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extensiveNumber and rate of bytes and packets transiting the switch.

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical interface
egress statisticsmight not accurately reflect the traffic on thewirewhenoutput shaping
is applied. Trafficmanagement output shapingmight drop packets after they are tallied
by theOutput bytes andOutput packets interface counters. However, correct values
display for both of these egress statistics when per-unit scheduling is enabled for the
Gigabit Ethernet IQ2physical interface, orwhena single logical interface is actively using
a shared scheduler.

Transit statistics

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive
none

Route table in which the logical interface address is located. For example, 0 refers to
the routing table inet.0.

Route Table

detail extensiveInformation about protocol family flags. Possible values are described in the “Family
Flags” section under Common Output Fields Description.

Flags

detail extensive
none

(UnnumberedEthernet) Interface fromwhichanunnumberedEthernet interfaceborrows
an IPv4 address.

Donor interface

detail extensive
none

(Unnumbered Ethernet) Secondary IPv4 address of the donor loopback interface that
acts as the preferred source address for the unnumbered Ethernet interface.

Preferred source
address

detail extensiveNames of any input filters applied to this interface. If you specify a precedence value for
any filter in a dynamic profile, filter precedence values appear in parenthesis next to all
interfaces.

Input Filters

detail extensiveNames of any output filters applied to this interface. If you specify a precedence value
for any filter in a dynamic profile, filter precedence values appear in parenthesis next to
all interfaces.

Output Filters

detail extensive
none

Number of MAC address validation failures for packets and bytes. This field is displayed
when MAC address validation is enabled for the logical interface.

Mac-Validate
Failures

detail extensive
none

Information about the address flags. Possible values are described in the “Addresses
Flags” section under Common Output Fields Description.

Addresses, Flags

briefProtocol family configured on the logical interface. If the protocol is inet, the IP address
of the interface is also displayed.

protocol-family

detail extensive
none

Information about address flag (possible values are described in the “Addresses Flags”
section under Common Output Fields Description.

Flags

detail extensive
none

IP address of the remote side of the connection.Destination

detail extensive
none

IP address of the logical interface.Local

detail extensive
none

Broadcast address of the logical interlace.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation
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For Gigabit Ethernet IQ PICs, traffic andMAC statistics output varies. The following table

describes the traffic andMACstatistics for twosample interfaces, eachofwhich is sending

traffic in packets of 500 bytes (including 478 bytes for the Layer 3 packet, 18 bytes for

the Layer 2 VLAN traffic header, and 4 bytes for cyclic redundancy check [CRC]

information). The ge-0/3/0 interface is the inbound physical interface, and the ge-0/0/0

interface is theoutboundphysical interface.Onboth interfaces, traffic is carriedon logical

unit .50 (VLAN 50).

Table 15: Gigabit and 10 Gigabit Ethernet IQ PIC Traffic andMAC Statistics by Interface Type

Comments
Byte and Octet Counts
IncludeSample CommandInterface Type

The additional 4 bytes are for
the CRC.

Traffic statistics:

Input bytes: 496 bytes per
packet, representing the
Layer 2 packet

MAC statistics:

Received octets: 500 bytes
per packet, representing the
Layer 2 packet + 4 bytes

show interfaces ge-0/3/0
extensive

Inbound physical interface

Traffic statistics:

Input bytes: 478 bytes per
packet, representing the
Layer 3 packet

show interfaces ge-0/3/0.50
extensive

Inbound logical interface

For inputbytes, theadditional
12 bytes include 6 bytes for
the destination MAC address
plus 4 bytes for VLAN plus 2
bytes for the Ethernet type.

Traffic statistics:

Input bytes: 490 bytes per
packet, representing the
Layer 3 packet + 12 bytes

MAC statistics:

Received octets: 478 bytes
per packet, representing the
Layer 3 packet

show interfaces ge-0/0/0
extensive

Outbound physical interface

Traffic statistics:

Input bytes: 478 bytes per
packet, representing the
Layer 3 packet

show interfaces ge-0/0/0.50
extensive

Outbound logical interface

Table 16 on page 723 lists the output fields for the show interfaces command. Output

fields are listed in the approximate order in which they appear.
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Table 16: show interfaces Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface.Enabled

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

All levelsEncapsulation being used on the physical interface.Link-level type

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsMaximum transmission unit size on the physical interface.MTU

Link mode: Full-duplex or Half-duplex.Linkmode

All levelsSpeed at which the interface is running.Speed

Bridge protocol data unit (BPDU) error: Detected or NoneBPDU error

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback:
Local or Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levelsFlow control status: Enabled or Disabled.Flow control

All levels(Gigabit Ethernet interfaces) Autonegotiation status: Enabled or Disabled.Auto-negotiation

All levels(Gigabit Ethernet interfaces) Remote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device.Device flags

All levelsInformation about the interface.Interface flags

All levelsInformation about the physical link.Link flags

detail extensive noneNumber of CoS queues configured.CoS queues

detail extensive noneConfigured MAC address.Current address
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Table 16: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour:minute:second:timezone (hour:minute:second
ago). For example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

NoneInput rate in bits per second (bps) and packets per second (pps).Input Rate

NoneOutput rate in bps and pps.Output Rate

detail extensive noneEthernet-specific defects that can prevent the interface from passing packets.
When a defect persists for a certain amount of time, it is promoted to an alarm.
These fields can contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interface has lost its link state, which usually means that the cable is
unplugged, the far-end system has been turned off, or the PIC is
malfunctioning.

Active alarms and
Active defects

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last cleared

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics
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Table 16: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInput errors on the interface.

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 (usually IPv4) sanity checks of the header. For example, a framewith
less than 20 bytes of available IP header is discarded. L3 incomplete errors
can be ignored by configuring the ignore-l3-incompletes .

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported
by the ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors

extensiveOutput errors on the interface.

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Collisions—Number of Ethernet collisions. TheGigabit Ethernet PIC supports
only full-duplex operation; therefore, for Gigabit Ethernet PICs, this number
must always remain 0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM
so long that the system automatically purged them. The value in this field
must never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the
ASICs responsible for handling the interfaces.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors
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Table 16: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveTotal number of ingress queues supported on the specified interface.Ingress queues

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters and
queue number

extensiveReceive and Transmit statistics reported by the PIC'sMAC subsystem, including
the following:

• Total octets and total packets—Total number of octets and packets.

• Unicastpackets,Broadcastpackets,andMulticastpackets—Numberofunicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, and had either a bad FCSwith an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment
Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC.
If this value is ever nonzero, the PIC or a cable is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational
code.

• Oversized frames—There are two possible conditions regarding the number
of oversized frames:

• Packet length exceeds 1518 octets, or

• Packet length exceeds MRU

• Jabberframes—Numberof frames thatwere longer than 1518octets (excluding
framing bits, but including FCS octets), and had either an FCS error or an
alignment error. This definition of jabber is different from the definition in
IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These
documents define jabber as the condition in which any packet exceeds 20
ms. The allowed range to detect jabber is from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in
length (excluding framing bits, but including FCS octets) and had either an
FCSerrororanalignmenterror. Fragment framesnormally incrementbecause
both runts (which are normal occurrences caused by collisions) and noise
hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system
uses theTPIDof0x8100 in the frame todeterminewhether a frame is tagged
or not.

• Codeviolations—Number of times an event caused thePHY to indicate “Data
reception error” or “invalid data symbol error.”

MAC statistics
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Table 16: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveReceive and Transmit statistics reported by the PIC's MAC address filter
subsystem. The filtering is done by the content-addressable memory (CAM)
on thePIC.The filter examinesapacket's sourceanddestinationMACaddresses
to determine whether the packet should enter the system or be rejected.

• Input packet count—Number of packets received from the MAC hardware
that the filter processed.

• Input packet rejects—Number of packets that the filter rejected because of
either the source MAC address or the destination MAC address.

• Input DA rejects—Number of packets that the filter rejected because the
destination MAC address of the packet is not on the accept list. It is normal
for this value to increment. When it increments very quickly and no traffic is
entering the device from the far-end system, either there is a bad ARP entry
on the far-end system, or multicast routing is not on and the far-end system
is sending manymulticast packets to the local device (which the router is
rejecting).

• Input SA rejects—Number of packets that the filter rejected because the
source MAC address of the packet is not on the accept list. The value in this
field should increment only if sourceMACaddress filtering has been enabled.
If filtering is enabled, if the value increments quickly, and if the system is not
receiving traffic that it should from the far-end system, it means that the
user-configured source MAC addresses for this interface are incorrect.

• Output packet count—Number of packets that the filter has given to theMAC
hardware.

• Output packet pad count—Number of packets the filter padded to the
minimum Ethernet size (60 bytes) before giving the packet to the MAC
hardware. Usually, padding is doneonly on small ARPpackets, but somevery
small IP packets can also require padding. If this value increments rapidly,
either the system is trying to find anARPentry for a far-end system that does
not exist or it is misconfigured.

• Output packet error count—Number of packets with an indicated error that
the filter was given to transmit. These packets are usually aged packets or
are the result of a bandwidth problem on the FPC hardware. On a normal
system, the value of this field should not increment.

• CAMdestination filters, CAM source filters—Number of entries in the CAM
dedicated to destination and source MAC address filters. There can only be
up to 64 source entries. If source filtering is disabled, which is the default, the
values for these fields must be 0.

Filter statistics

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• Noautonegotiation—RemoteEthernet interfacehas thespeedor linkmode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

Autonegotiation
information

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

Packet Forwarding
Engine configuration
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Table 16: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured
forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Bufferusec—Amountofbuffer spaceallocated to thequeue, inmicroseconds.
This value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values
are none and exact. If exact is configured, the queue transmits only up to the
configured bandwidth, even if excess bandwidth is available. If none is
configured, the queue transmits beyond the configured bandwidth if
bandwidth is available.

CoS information

detail extensiveStatus of the interface-transmit-statistics configuration: Enabled or Disabled.Interface transmit
statistics

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Egress)

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface.Flags

All levelsEncapsulation on the logical interface.Encapsulation

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon the specified
interface set.

• Input bytes, Output bytes—Number of bytes received and transmitted on the
interface set. The value in this field also includes the Layer 2 overhead bytes
for ingress or egress traffic on Ethernet interfaces if you enable accounting
of Layer 2 overhead at the PIC level or the logical interface level.

• Input packets, Output packets—Number of packets received and transmitted
on the interface set.

Traffic statistics
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Table 16: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveNumber and rate of bytes and packets destined to the device.Local statistics

extensiveNumber and rate of bytes and packets transiting the switch.

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical
interface egress statistics might not accurately reflect the traffic on the wire
when output shaping is applied. Traffic management output shaping might
drop packets after they are tallied by theOutput bytes andOutput packets
interface counters. However, correct values display for both of these egress
statistics when per-unit scheduling is enabled for the Gigabit Ethernet IQ2
physical interface, or when a single logical interface is actively using a shared
scheduler.

Transit statistics

extensiveSecurity zones that interface belongs to.Security

extensiveStatistics on packets received by flowmodule.Flow Input statistics

extensiveStatistics on packets sent by flowmodule.FlowOutput statistics

extensiveStatistics on errors in the flowmodule.Flow error statistics
(Packets dropped due
to)

detail extensive noneProtocol family.Protocol

detail extensive noneMaximum transmission unit size on the logical interface.MTU

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route Table

detail extensiveInformation about protocol family flags. .Flags

detail extensive noneInformation about the address flags..Addresses, Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interface.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation
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Sample Output Gigabit Ethernet

show interfaces (Gigabit Ethernet)

user@host> show interfaces ge-3/0/2

Physical interface: ge-3/0/2, Enabled, Physical link is Up
  Interface index: 167, SNMP ifIndex: 35
  Link-level type: 52, MTU: 1522, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:00:5e:00:53:7c, Hardware address: 00:00:5e:00:53:7c
  Last flapped   : 2006-08-10 17:25:10 PDT (00:01:08 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Ingress rate at Packet Forwarding Engine      : 0 bps (0 pps)
  Ingress drop rate at Packet Forwarding Engine : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface ge-3/0/2.0 (Index 72) (SNMP ifIndex 69) 
    Flags: SNMP-Traps 0x4000
    VLAN-Tag [ 0x8100.512 0x8100.513 ] In(pop-swap 0x8100.530) Out(swap-push 
    0x8100.512 0x8100.513)
    Encapsulation: VLAN-CCC
    Egress account overhead: 100
    Ingress account overhead: 90
    Input packets : 0 
    Output packets: 0
    Protocol ccc, MTU: 1522
      Flags: Is-Primary 

show interfaces (Gigabit Ethernet onMX Series Routers)

user@host> show interfaces ge-2/2/2

Physical interface: ge-2/2/2, Enabled, Physical link is Up
  Interface index: 156, SNMP ifIndex: 188
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, MAC-REWRITE Error: None,
 Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Schedulers     : 0
  Current address: 00:00:5e:00:53:c0, Hardware address: 00:00:5e:00:53:76
  Last flapped   : 2008-09-05 16:44:30 PDT (3d 01:04 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None
  Logical interface ge-2/2/2.0 (Index 82) (SNMP ifIndex 219)
        Flags: Up SNMP-Traps 0x4004000 Encapsulation: ENET2
    Input packets : 10232
    Output packets: 10294
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    Protocol inet, MTU: 1500
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 203.0.113/24, Local: 203.0.113.1, Broadcast: 203.0.113.255 
   Protocol inet6, MTU: 1500
    Max nh cache: 4, New hold nh limit: 100000, Curr nh cnt: 4, Curr new hold 
cnt: 4, NH drop cnt: 0
      Flags: Is-Primary
      Addresses, Flags: Is-Default Is-Preferred Is-Primary
        Destination: 2001:db8:/32, Local: 2001:db8::5
      Addresses, Flags: Is-Preferred
        Destination: 2001:db8:1::/32, Local: 2001:db8:223:9cff:fe9f:3e78
    Protocol multiservice, MTU: Unlimited
      Flags: Is-Primary

show interfaces (link degrade status)

user@host> show interfaces et-3/0/0

Physical interface: et-3/0/0, Enabled, Physical link is Down
  Interface index: 157, SNMP ifIndex: 537
  Link-level type: Ethernet, MTU: 1514, MRU: 0, Speed: 100Gbps, BPDU Error: None,
 Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 54:e0:32:23:9d:38, Hardware address: 54:e0:32:23:9d:38
  Last flapped   : 2014-06-18 02:36:38 PDT (02:50:50 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : LINK
  Active defects : LINK
  PCS statistics                      Seconds
    Bit errors                             0
    Errored blocks                         0
  Link Degrade* :                      
  Link Monitoring                   :  Enable
  Link Degrade Set Threshold:       :  1E-7 
  Link Degrade Clear Threshold:     :  1E-12
  Estimated BER                     :  1E-7  
  Link-degrade event                :  Seconds     Count    State
                                           782         1     Defect Active 

show interfaces extensive (Gigabit Ethernet onMX Series Routers showing interface transmit statistics
configuration)

user@host> show interfaces ge-2/1/2 extensive | match "output|interface"

Physical interface: ge-2/1/2, Enabled, Physical link is Up
  Interface index: 151, SNMP ifIndex: 530, Generation: 154
  Interface flags: SNMP-Traps Internal: 0x4000
   Output bytes  :         240614363944            772721536 bps
   Output packets:           3538446506              1420444 pps
    Direction : Output
  Interface transmit statistics: Enabled  

  Logical interface ge-2/1/2.0 (Index 331) (SNMP ifIndex 955) (Generation 146)
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     Output bytes  :         195560312716            522726272 bps
     Output packets:           4251311146              1420451 pps

user@host> show interfaces ge-5/2/0.0 statistics detail

Logical interface ge-5/2/0.0 (Index 71) (SNMP ifIndex 573) (Generation 135)
    Flags: SNMP-Traps 0x4000 Encapsulation: ENET2
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :               271524
     Output bytes  :             37769598
     Input  packets:                 3664
     Output packets:               885790
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :            16681118
      Input  packets:                   0
      Output packets:              362633
    Local statistics:
     Input  bytes  :               271524
     Output bytes  :               308560
     Input  packets:                 3664
     Output packets:                 3659
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :             37461038                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:               882131                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0     0 bps 
      Output bytes  :            16681118     0 bps
      Input  packets:                   0     0 pps
      Output packets:              362633     0 pps

show interfaces brief (Gigabit Ethernet)

user@host> show interfaces ge-3/0/2 brief

Physical interface: ge-3/0/2, Enabled, Physical link is Up
  Link-level type: 52, MTU: 1522, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None 

  Logical interface ge-3/0/2.0 
    Flags: SNMP-Traps 0x4000
    VLAN-Tag [ 0x8100.512 0x8100.513 ] In(pop-swap 0x8100.530) Out(swap-push 
    0x8100.512 0x8100.513) 
    Encapsulation: VLAN-CCC
    ccc 

  Logical interface ge-3/0/2.32767 
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2

show interfaces detail (Gigabit Ethernet)

user@host> show interfaces ge-3/0/2 detail
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Physical interface: ge-3/0/2, Enabled, Physical link is Up
  Interface index: 167, SNMP ifIndex: 35, Generation: 177
  Link-level type: 52, MTU: 1522, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:7c, Hardware address: 00:00:5e:00:53:7c
  Last flapped   : 2006-08-09 17:17:00 PDT (01:31:33 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Ingress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Active alarms  : None
  Active defects : None

  Logical interface ge-3/0/2.0 (Index 72) (SNMP ifIndex 69) (Generation 140)
    Flags: SNMP-Traps 0x4000
    VLAN-Tag [0x8100.512 0x8100.513 ] In(pop-swap 0x8100.530) 
Out(swap-push 0x8100.512 0x8100.513) 
    Encapsulation: VLAN-CCC
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
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    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol ccc, MTU: 1522, Generation: 149, Route table: 0
      Flags: Is-Primary

  Logical interface ge-3/0/2.32767 (Index 71) (SNMP ifIndex 70)
  (Generation 139)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps

show interfaces extensive (Gigabit Ethernet IQ2)

user@host> show interfaces ge-7/1/3 extensive

Physical interface: ge-7/1/3, Enabled, Physical link is Up
  Interface index: 170, SNMP ifIndex: 70, Generation: 171
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4004000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:74, Hardware address: 00:00:5e:00:53:74
  Last flapped   : 2007-11-07 21:31:41 PST (02:03:33 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :          38910844056                 7952 bps
   Output bytes  :              7174605                 8464 bps
   Input  packets:            418398473                   11 pps
   Output packets:                78903                   12 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
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  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :          38910799145                 7952 bps
   Input  packets:            418397956                   11 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 1, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort            418390823            418390823                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                7133                 7133                    0

  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                 1031                 1031                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont               77872                77872                    0

  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                   38910844056          7174605
    Total packets                    418398473            78903
    Unicast packets               408021893366             1026
    Broadcast packets                       10               12
    Multicast packets                418398217            77865
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0  OTN Received Overhead Bytes:
    APS/PCC0: 0x02, APS/PCC1: 0x11, APS/PCC2: 0x47, APS/PCC3: 0x58
    Payload Type: 0x08
  OTN Transmitted Overhead Bytes:
    APS/PCC0: 0x00, APS/PCC1: 0x00, APS/PCC2: 0x00, APS/PCC3: 0x00
    Payload Type: 0x08
  Filter statistics:
    Input packet count               418398473
    Input packet rejects                   479
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    Input DA rejects                       479
    Input SA rejects                         0
    Output packet count                                   78903
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric,
        Remote fault: OK
    Local resolution:
        Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 7
  CoS information:
    Direction : Output 
    CoS transmit queue          Bandwidth          Buffer     Priority   Limit
                              %            bps     %           usec
    0 best-effort            95      950000000    95              0      
low    none
    3 network-control         5       50000000     5              0      
low    none
    Direction : Input 
    CoS transmit queue          Bandwidth          Buffer     Priority   Limit
                              %            bps     %           usec
    0 best-effort            95      950000000    95              0      
low    none
    3 network-control         5       50000000     5              0      
low    none

  Logical interface ge-7/1/3.0 (Index 70) (SNMP ifIndex 85) (Generation 150)
    Flags: SNMP-Traps Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :               812400
     Output bytes  :              1349206
     Input  packets:                 9429
     Output packets:                 9449
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :               812400
     Output bytes  :              1349206
     Input  packets:                 9429
     Output packets:                 9449
    Transit statistics:
     Input  bytes  :                    0                 7440 bps
     Output bytes  :                    0                 7888 bps
     Input  packets:                    0                   10 pps
     Output packets:                    0                   11 pps
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 169, Route table: 0
      Flags: Is-Primary, Mac-Validate-Strict
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      Mac-Validate Failures: Packets: 0, Bytes: 0
      Addresses, Flags: Is-Preferred Is-Primary
      Input Filters: F1-ge-3/0/1.0-in, F3-ge-3/0/1.0-in
      Output Filters: F2-ge-3/0/1.0-out (53)
      Destination: 203.0.113/24, Local: 203.0.113.2, Broadcast: 203.0.113.255,
        Generation: 196
    Protocol multiservice, MTU: Unlimited, Generation: 170, Route table: 0
      Flags: Is-Primary
      Policer: Input: __default_arp_policer__

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical interface

egress statistics displayed in the show interfaces command output might not accurately

reflect the traffic on thewirewhenoutput shaping is applied. Trafficmanagementoutput

shaping might drop packets after they are tallied by the interface counters. For detailed

information, see the description of the logical interface Transit statistics fields in

Table 14 on page 695.

show interfaces (Gigabit Ethernet Unnumbered Interface)

user@host> show interfaces ge-3/2/0

Physical interface: ge-3/2/0, Enabled, Physical link is Up
  Interface index: 148, SNMP ifIndex: 50
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Current address: 00:00:5e:00:53:f8, Hardware address: 00:00:5e:00:53:f8
  Last flapped   : 2006-10-27 04:42:23 PDT (08:01:52 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 624 bps (1 pps)
  Active alarms  : None
  Active defects : None

  Logical interface ge-3/2/0.0 (Index 67) (SNMP ifIndex 85) 
    Flags: SNMP-Traps Encapsulation: ENET2
    Input packets : 0 
    Output packets: 6
    Protocol inet, MTU: 1500
      Flags: Unnumbered
      Donor interface: lo0.0 (Index 64)
      Preferred source address: 203.0.113.22

show interfaces (ACI Interface Set Configured)

user@host> show interfaces ge-1/0/0.4001

  Logical interface ge-1/0/0.4001 (Index 340) (SNMP ifIndex 548) 
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.4001 ]  Encapsulation: PPP-over- 

    Ethernet
    ACI VLAN:
      Dynamic Profile: aci-vlan-set-profile
    PPPoE:
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      Dynamic Profile: aci-vlan-pppoe-profile,
      Service Name Table: None,
      Max Sessions: 32000, Max Sessions VSA Ignore: Off,
      Duplicate Protection: On, Short Cycle Protection: Off,
      Direct Connect: Off,
      AC Name: nbc
    Input packets : 9 
    Output packets: 8
    Protocol multiservice, MTU: Unlimited 

show interfaces (ALI Interface Set)

user@host> show interfaces ge-1/0/0.10

  Logical interface ge-1/0/0.10 (Index 346) (SNMP ifIndex 554) (Generation 155)
    Flags: Up SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.10 ]  Encapsulation: ENET2
    Line Identity:
      Dynamic Profile: ali-set-profile
      Circuit-id Remote-id Accept-no-ids
    PPPoE:
      Dynamic Profile: ali-vlan-pppoe-profile,
      Service Name Table: None,
      Max Sessions: 32000, Max Sessions VSA Ignore: Off,
      Duplicate Protection: On, Short Cycle Protection: Off,
      Direct Connect: Off,
      AC Name: nbc
    Input packets : 9 
    Output packets: 8
    Protocol multiservice, MTU: Unlimited 

Sample Output Gigabit Ethernet

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, IQ2)

user@host> show interfaces xe-5/0/0 extensive

Physical interface: xe-5/0/0, Enabled, Physical link is Up
  Interface index: 177, SNMP ifIndex: 99, Generation: 178
  Link-level type: Ethernet, MTU: 1518, LAN-PHY mode, Speed: 10Gbps, Loopback: 
None, Source filtering: Enabled,
  Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Schedulers     : 1024
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:f6, Hardware address: 00:00:5e:00:53:f6
  Last flapped   : Never
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :           6970332384                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:             81050506                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
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    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :           6970299398                    0 bps
   Input  packets:             81049992                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0,
    L2 mismatch timeouts: 0, FIFO errors: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0,
    MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort             81049992             81049992                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Active alarms  : None
  Active defects : None
  PCS statistics                      Seconds
    Bit errors                             0
    Errored blocks                         0
  MAC statistics:                      Receive         Transmit
    Total octets                    6970332384                0
    Total packets                     81050506                0
    Unicast packets                   81050000                0
    Broadcast packets                      506                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                81050506
    Input packet rejects                   506
    Input DA rejects                         0
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    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 5
  CoS information:
    Direction : Output 
    CoS transmit queue          Bandwidth               Buffer Priority   Limit
                         %            bps     %         usec
    0 best-effort       95      950000000    95         0          low     none
    3 network-control    5       50000000     5         0          low     none 

    Direction : Input 
    CoS transmit queue          Bandwidth               Buffer Priority   Limit
                         %            bps     %         usec
    0 best-effort       95      950000000    95         0          low     none
    3 network-control    5       50000000     5         0          low     none

  Logical interface xe-5/0/0.0 (Index 71) (SNMP ifIndex 95) (Generation 195)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.100 ]  Encapsulation: ENET2
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                   46
     Input  packets:                    0
     Output packets:                    1
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                   46
     Input  packets:                    0
     Output packets:                    1
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 253, Route table: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 192.0.2/24, Local: 192.0.2.1, Broadcast: 192.0.2.255, 
Generation: 265
    Protocol multiservice, MTU: Unlimited, Generation: 254, Route table: 0
      Flags: None
      Policer: Input: __default_arp_policer__

show interfaces extensive (10-Gigabit Ethernet, WANPHYMode)

user@host> show interfaces xe-1/0/0 extensive

Copyright © 2018, Juniper Networks, Inc.740

Broadband Subscriber VLANs and Interfaces Feature Guide



Physical interface: xe-1/0/0, Enabled, Physical link is Up
  Interface index: 141, SNMP ifIndex: 34, Generation: 47
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Loopback: Disabled
  WAN-PHY mode
  Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps 16384
  Link flags     : None
  CoS queues     : 4 supported
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:9d, Hardware address: 00:00:5e:00:53:9d
  Last flapped   : 2005-07-07 11:22:34 PDT (3d 12:28 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    HS Link CRC errors: 0, HS Link FIFO overflows: 0,
    Resource errors: 0
  Output errors:
    Carrier transitions: 1, Errors: 0, Drops: 0, Collisions: 0,
    Aged packets: 0, FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0,
    Resource errors: 0
  Queue counters:       Queued packets  Transmitted packets     Dropped packets
    0 best-effort                    0                    0                   0
    1 expedited-fo                   0                    0                   0
    2 assured-forw                   0                    0                   0
    3 network-cont                   0                    0                   0
  Active alarms : LOL, LOS, LBL
  Active defects: LOL, LOS, LBL, SEF, AIS-L, AIS-P
  PCS statistics             Seconds       Count
    Bit errors                     0           0
    Errored blocks                 0           0
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
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    CAM destination filters: 0, CAM source filters: 0
  PMA PHY:              Seconds        Count  State
    PLL lock                  0            0  OK
    PHY light             63159            1  Light Missing
 WIS section:
   BIP-B1                    0            0
   SEF                  434430       434438  Defect Active
   LOS                  434430            1  Defect Active
   LOF                  434430            1  Defect Active
   ES-S                 434430
   SES-S                434430
   SEFS-S               434430
 WIS line:
   BIP-B2                    0            0
   REI-L                     0            0
   RDI-L                     0            0  OK
   AIS-L                434430            1  Defect Active
   BERR-SF                   0            0  OK
   BERR-SD                   0            0  OK
   ES-L                 434430
   SES-L                434430
   UAS-L                434420
   ES-LFE                    0
   SES-LFE                   0
   UAS-LFE                   0
 WIS path:
   BIP-B3                    0            0
   REI-P                     0            0
   LOP-P                     0            0  OK
   AIS-P                434430            1  Defect Active
   RDI-P                     0            0  OK
   UNEQ-P                    0            0  OK
   PLM-P                     0            0  OK
   ES-P                 434430
   SES-P                434430
   UAS-P                434420
   ES-PFE                    0
   SES-PFE                   0
   UAS-PFE                   0
 Received path trace:
   00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
 Transmitted path trace: orissa so-1/0/0
   6f 72 69 73 73 61 20 73 6f 2d 31 2f 30 2f 30 00   orissa so-1/0/0.
   Packet Forwarding Engine configuration:
     Destination slot: 1
   CoS information:
     CoS transmit queue          Bandwidth          Buffer     Priority   Limit
                          %            bps     %    bytes
     0 best-effort       95      950000000    95        0          low     none
     3 network-control    5       50000000     5        0          low     none

show interfaces extensive (10-Gigabit Ethernet, DWDMOTNPIC)

user@host> show interfaces ge-7/0/0 extensive

Physical interface: ge-7/0/0, Enabled, Physical link is Down
  Interface index: 143, SNMP ifIndex: 508, Generation: 208
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, BPDU Error: None,
  MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled,
  Flow control: Enabled
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  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
  Wavelength     : 1550.12 nm, Frequency: 193.40 THz
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:72, Hardware address: 00:00:5e:00:53:72
  Last flapped   : 2011-04-20 15:48:54 PDT (18:39:49 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:
   Carrier transitions: 2, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 8 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont        
  Queue number:         Mapped forwarding classes
    0                   best-effort 
    1                   expedited-forwarding
    2                   assured-forwarding
    3                   network-control
  Active alarms  : LINK
  Active defects : LINK
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
    Total octets                             0                0
    Total packets                            0                0

743Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Operational Commands



    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  OTN alarms            :   None
  OTN defects           :   None
  OTN FEC Mode       : GFEC
  OTN Rate               : Fixed Stuff Bytes 11.0957Gbps
  OTN Line Loopback : Enabled
  OTN FEC statistics :          
    Corrected Errors                                       0
    Corrected Error Ratio (          0 sec average)     0e-0
  OTN FEC alarms:          Seconds        Count  State
    FEC Degrade                  0            0  OK
    FEC Excessive                0            0  OK
  OTN OC:                  Seconds        Count  State
    LOS                          2            1  OK
    LOF                      67164            2  Defect Active
    LOM                      67164           71  Defect Active
    Wavelength Lock              0            0  OK
  OTN OTU:       
    AIS                          0            0  OK
    BDI                      65919         4814  Defect Active
    IAE                      67158            1  Defect Active
    TTIM                         7            1  OK
    SF                       67164            2  Defect Active
    SD                       67164            3  Defect Active
    TCA-ES                       0            0  OK
    TCA-SES                      0            0  OK
    TCA-UAS                     80           40  OK
    TCA-BBE                      0            0  OK
    BIP                          0            0  OK
    BBE                          0            0  OK
    ES                           0            0  OK
    SES                          0            0  OK
    UAS                        587            0  OK
    Received DAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
    Received SAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
    Transmitted DAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
    Transmitted SAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
  OTN Received Overhead Bytes:
    APS/PCC0: 0x02, APS/PCC1: 0x42, APS/PCC2: 0xa2, APS/PCC3: 0x48
    Payload Type: 0x03
  OTN Transmitted Overhead Bytes:
    APS/PCC0: 0x00, APS/PCC1: 0x00, APS/PCC2: 0x00, APS/PCC3: 0x00
    Payload Type: 0x03
  Filter statistics:
    Input packet count                       0
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    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 7
  CoS information:
    Direction : Output 
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            95     9500000000    95              0      low    
none
    3 network-control         5      500000000     5              0      low    
none
    ...

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional Mode)

user@host> show interfaces xe-7/0/0 extensive

Physical interface: xe-7/0/0, Enabled, Physical link is Up
  Interface index: 173, SNMP ifIndex: 212, Generation: 174
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, 
Unidirectional: Enabled,
  Loopback: None, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
...

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional Mode, Transmit-Only)

user@host> show interfaces xe-7/0/0–tx extensive

Physical interface: xe-7/0/0-tx, Enabled, Physical link is Up
  Interface index: 176, SNMP ifIndex: 137, Generation: 177
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, 
Unidirectional: Tx-Only
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:83, Hardware address: 00:00:5e:00:53:83
  Last flapped   : 2007-06-01 09:08:19 PDT (3d 02:31 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :      322891152287160           9627472888 bps
   Input  packets:                    0                    0 pps
   Output packets:         328809727380              1225492 pps

...

  Filter statistics:
    Output packet count           328810554250
    Output packet pad count                  0
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    Output packet error count                0
...

  Logical interface xe-7/0/0-tx.0 (Index 73) (SNMP ifIndex 138) (Generation 139)

    Flags: SNMP-Traps Encapsulation: ENET2
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :      322891152287160
     Input  packets:                    0
     Output packets:         328809727380
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :      322891152287160           9627472888 bps
     Input  packets:                    0                    0 pps
     Output packets:         328809727380              1225492 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 147, Route table: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.11.12/24, Local: 10.11.12.13, Broadcast: 10.11.12.255, 
Generation: 141
    Protocol multiservice, MTU: Unlimited, Generation: 148, Route table: 0
      Flags: None
      Policer: Input: __default_arp_policer__

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional Mode, Receive-Only)

user@host> show interfaces xe-7/0/0–rx extensive

Physical interface: xe-7/0/0-rx, Enabled, Physical link is Up
  Interface index: 174, SNMP ifIndex: 118, Generation: 175
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, 
Unidirectional: Rx-Only
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:83, Hardware address: 00:00:5e:00:53:83
  Last flapped   : 2007-06-01 09:08:22 PDT (3d 02:31 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :      322857456303482           9627496104 bps
   Output bytes  :                    0                    0 bps
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   Input  packets:         328775413751              1225495 pps
   Output packets:                    0                    0 pps

...

  Filter statistics:
    Input packet count            328775015056
    Input packet rejects                     1
    Input DA rejects                         0

...

  Logical interface xe-7/0/0-rx.0 (Index 72) (SNMP ifIndex 120) (Generation 138)

    Flags: SNMP-Traps Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :      322857456303482
     Output bytes  :                    0
     Input  packets:         328775413751
     Output packets:                    0
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :      322857456303482           9627496104 bps
     Output bytes  :                    0                    0 bps
     Input  packets:         328775413751              1225495 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 145, Route table: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 192.0.2/24, Local: 192.0.2.1, Broadcast: 192.0.2.255, 
Generation: 139
    Protocol multiservice, MTU: Unlimited, Generation: 146, Route table: 0
      Flags: None
      Policer: Input: __default_arp_policer__

Sample Output

Sample Output SRXGigabit Ethernet

user@host> show interfaces ge-0/0/1

Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,

  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
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  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w1d 22:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : LINK
  Active defects : LINK
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
    Security: Zone: public
    Protocol inet, MTU: 1500            
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255

Sample Output SRXGigabit Ethernet

user@host> show interfaces ge-0/0/1

Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,

  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w1d 22:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : LINK
  Active defects : LINK
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
    Security: Zone: public
    Protocol inet, MTU: 1500            
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255

show interfaces detail (Gigabit Ethernet)

user@host> show interfaces ge-0/0/1 detail
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Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510, Generation: 138
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,
 BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering:
 Disabled,
  Flow control: Enabled, Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w2d 00:00 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Egress queues: 8 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort     
    1                   expedited-forwarding
    2                   assured-forwarding
    3                   network-control 
  Active alarms  : LINK                 
  Active defects : LINK                 
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514) (Generation 136)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:                 
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:                   
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:                 
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Security: Zone: public              
    Flow Statistics :                   
    Flow Input statistics :             
      Self packets :                     0
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      ICMP packets :                     0
      VPN packets :                      0
      Multicast packets :                0
      Bytes permitted by policy :        0
      Connections established :          0 
    Flow Output statistics:             
      Multicast packets :                0
      Bytes permitted by policy :        0 
    Flow error statistics (Packets dropped due to): 
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0 
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0       
      No minor session:                  0 
      No more sessions:                  0
      No NAT gate:                       0 
      No route present:                  0 
      No SA for incoming SPI:            0 
      No tunnel found:                   0
      No session for a gate:             0 
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0 
      TCP sequence number out of window: 0
      Syn-attack protection:             0
      User authentication errors:        0
    Protocol inet, MTU: 1500, Generation: 150, Route table: 0
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255, Generation:
 150

show interfaces statistics st0.0 detail

user@host> show interfaces statistics st0.0 detail

  Logical interface st0.0 (Index 71) (SNMP ifIndex 609) (Generation 136)
    Flags: Up Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
    Traffic statistics:
     Input  bytes  :         528152756774
     Output bytes  :         575950643520
     Input  packets:          11481581669
     Output packets:          12520666095
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0            121859888 bps
     Output bytes  :                    0            128104112 bps
     Input  packets:                    0               331141 pps
     Output packets:                    0               348108 pps
    Security: Zone: untrust
    Allowed host-inbound traffic : any-service bfd bgp dvmrp igmp ldp msdp nhrp 
ospf ospf3 pgm pim rip ripng router-discovery rsvp
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    sap vrrp
    Flow Statistics :  
    Flow Input statistics :
      Self packets :                     0
      ICMP packets :                     0
      VPN packets :                      0
      Multicast packets :                0
      Bytes permitted by policy :        525984295844
      Connections established :          7 
    Flow Output statistics: 
      Multicast packets :                0
      Bytes permitted by policy :        576003290222 
    Flow error statistics (Packets dropped due to): 
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0 
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0       
      No minor session:                  0 
      No more sessions:                  0
      No NAT gate:                       0 
      No route present:                  2000280 
      No SA for incoming SPI:            0 
      No tunnel found:                   0
      No session for a gate:             0 
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0 
      TCP sequence number out of window: 0
      Syn-attack protection:             0
      User authentication errors:        0
    Protocol inet, MTU: 9192
    Max nh cache: 0, New hold nh limit: 0, Curr nh cnt: 0, Curr new hold cnt: 0,
 NH drop cnt: 0
    Generation: 155, Route table: 0
      Flags: Sendbcast-pkt-to-re

show interfaces extensive (Gigabit Ethernet)

user@host> show interfaces ge-0/0/1.0 extensive

Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510, Generation: 138
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,

  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w1d 22:57 ago)
  Statistics last cleared: Never
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  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:                        
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 8 supported, 4 in use  
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort     
    1                   expedited-forwarding
    2                   assured-forwarding
    3                   network-control 
  Active alarms  : LINK                 
  Active defects : LINK                 
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:                    
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 2, CAM source filters: 0
  Autonegotiation information:          
    Negotiation status: Incomplete      
  Packet Forwarding Engine configuration:
    Destination slot: 0                 
  CoS information:                      
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    Direction : Output                  
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            95      950000000    95              0      low    
none
    3 network-control         5       50000000     5              0      low    
none
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514) (Generation 136)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:                 
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:                   
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:                 
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Security: Zone: public              
    Flow Statistics :                   
    Flow Input statistics :             
      Self packets :                     0
      ICMP packets :                     0
      VPN packets :                      0
      Multicast packets :                0
      Bytes permitted by policy :        0
      Connections established :          0 
    Flow Output statistics:             
      Multicast packets :                0
      Bytes permitted by policy :        0 
    Flow error statistics (Packets dropped due to): 
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0 
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0       
      No minor session:                  0 
      No more sessions:                  0
      No NAT gate:                       0 
      No route present:                  0 
      No SA for incoming SPI:            0 
      No tunnel found:                   0
      No session for a gate:             0 
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0 
      TCP sequence number out of window: 0
      Syn-attack protection:             0
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      User authentication errors:        0
    Protocol inet, MTU: 1500, Generation: 150, Route table: 0
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255,
        Generation: 150                 

show interfaces terse

user@host> show interfaces terse

    Interface               Admin Link Proto    Local                 Remote
    ge-0/0/0                up    up
    ge-0/0/0.0              up    up   inet     10.209.4.61/18
    gr-0/0/0                up    up
    ip-0/0/0                up    up
    st0                     up    up
    st0.1                   up    ready inet
    ls-0/0/0                up    up
    lt-0/0/0                up    up
    mt-0/0/0                up    up
    pd-0/0/0                up    up
    pe-0/0/0                up    up
    e3-1/0/0                up    up
    t3-2/0/0                up    up
    e1-3/0/0                up    up
    se-4/0/0                up    down
    t1-5/0/0                up    up
    br-6/0/0                up    up
    dc-6/0/0                up    up
    dc-6/0/0.32767          up    up
    bc-6/0/0:1              down  up
    bc-6/0/0:1.0            up    down
    dl0                     up    up
    dl0.0                   up    up   inet
    dsc                     up    up
    gre                     up    up
    ipip                    up    up
    lo0                     up    up
    lo0.16385               up    up   inet     10.0.0.1            --> 0/0
                                                10.0.0.16           --> 0/0
    lsi                     up    up
    mtun                    up    up
    pimd                    up    up
    pime                    up    up
    pp0                     up    up

show interfaces controller (Channelized E1 IQwith Logical E1)

user@host> show interfaces controller ce1-1/2/6

Controller                                                           Admin Link
ce1-1/2/6                                                            up    up
e1-1/2/6                                                             up    up 
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show interfaces controller (Channelized E1 IQwith Logical DS0)

user@host> show interfaces controller ce1-1/2/3

Controller                                                           Admin Link
ce1-1/2/3                                                            up    up   

ds-1/2/3:1                                                           up    up   

ds-1/2/3:2                                                           up    up

show interfaces descriptions

user@host> show interfaces descriptions

 Interface       Admin Link Description 
 so-1/0/0        up    up   M20-3#1 
 so-2/0/0        up    up   GSR-12#1 
 ge-3/0/0        up    up   SMB-OSPF_Area300 
 so-3/3/0        up    up   GSR-13#1 
 so-3/3/1        up    up   GSR-13#2 
 ge-4/0/0        up    up   T320-7#1 
 ge-5/0/0        up    up   T320-7#2 
 so-7/1/0        up    up   M160-6#1 
 ge-8/0/0        up    up   T320-7#3 
 ge-9/0/0        up    up   T320-7#4 
 so-10/0/0       up    up   M160-6#2 
 so-13/0/0       up    up   M20-3#2 
 so-14/0/0       up    up   GSR-12#2 
 ge-15/0/0       up    up   SMB-OSPF_Area100 
 ge-15/0/1       up    up   GSR-13#3 

show interfaces destination-class all

user@host> show interfaces destination-class all

Logical interface so-4/0/0.0 
                                               Packets                Bytes
      Destination class            (packet-per-second)    (bits-per-second)
                         gold                        0                    0
                                  (                  0) (                 0)
                       silver                        0                    0
                                  (                  0) (                 0)
  Logical interface so-0/1/3.0 
                                               Packets                Bytes
      Destination class            (packet-per-second)    (bits-per-second)
                         gold                        0                    0
                                  (                  0) (                 0)
                       silver                        0                    0
                                  (                  0) (                 0)

show interfaces diagnostics optics

user@host> show interfaces diagnostics optics ge-2/0/0

Physical interface: ge-2/0/0
    Laser bias current                        :  7.408 mA
    Laser output power                        :  0.3500 mW / -4.56 dBm
    Module temperature                        :  23 degrees C / 73 degrees F
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    Module voltage                            :  3.3450 V
    Receiver signal average optical power     :  0.0002 mW / -36.99 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Module voltage high alarm                 :  Off
    Module voltage low alarm                  :  Off
    Module voltage high warning               :  Off
    Module voltage low warning                :  Off
    Laser rx power high alarm                 :  Off
    Laser rx power low alarm                  :  On
    Laser rx power high warning               :  Off
    Laser rx power low warning                :  On
    Laser bias current high alarm threshold   :  17.000 mA
    Laser bias current low alarm threshold    :  1.000 mA
    Laser bias current high warning threshold :  14.000 mA
    Laser bias current low warning threshold  :  2.000 mA
    Laser output power high alarm threshold   :  0.6310 mW / -2.00 dBm
    Laser output power low alarm threshold    :  0.0670 mW / -11.74 dBm
    Laser output power high warning threshold :  0.6310 mW / -2.00 dBm
    Laser output power low warning threshold  :  0.0790 mW / -11.02 dBm
    Module temperature high alarm threshold   :  95 degrees C / 203 degrees F
    Module temperature low alarm threshold    :  -25 degrees C / -13 degrees F
    Module temperature high warning threshold :  90 degrees C / 194 degrees F
    Module temperature low warning threshold  :  -20 degrees C / -4 degrees F
    Module voltage high alarm threshold       :  3.900 V
    Module voltage low alarm threshold        :  2.700 V
    Module voltage high warning threshold     :  3.700 V
    Module voltage low warning threshold      :  2.900 V
    Laser rx power high alarm threshold       :  1.2590 mW / 1.00 dBm
    Laser rx power low alarm threshold        :  0.0100 mW / -20.00 dBm
    Laser rx power high warning threshold     :  0.7940 mW / -1.00 dBm
    Laser rx power low warning threshold      :  0.0158 mW / -18.01 dBm

show interfaces far-end-interval coc12-5/2/0

user@host> show interfaces far-end-interval coc12-5/2/0

Physical interface: coc12-5/2/0, SNMP ifIndex: 121
  05:30-current:
    ES-L: 1, SES-L: 1, UAS-L: 0
  05:15-05:30:
    ES-L: 0, SES-L: 0, UAS-L: 0
  05:00-05:15:
    ES-L: 0, SES-L: 0, UAS-L: 0
  04:45-05:00:
    ES-L: 0, SES-L: 0, UAS-L: 0
  04:30-04:45:
    ES-L: 0, SES-L: 0, UAS-L: 0
  04:15-04:30:
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    ES-L: 0, SES-L: 0, UAS-L: 0
  04:00-04:15:
...

show interfaces far-end-interval coc1-5/2/1:1

user@host> run show interfaces far-end-interval coc1-5/2/1:1

 Physical interface: coc1-5/2/1:1, SNMP ifIndex: 342
  05:30-current:
    ES-L: 1, SES-L: 1, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  05:15-05:30:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  05:00-05:15:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:45-05:00:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:30-04:45:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:15-04:30:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:00-04:15:

show interfaces filters

user@host> show interfaces filters

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/0/0        up    up
ge-0/0/0.0      up    up   inet
                           iso
ge-5/0/0        up    up  
ge-5/0/0.0      up    up   any                        f-any
                           inet                       f-inet
                           multiservice
gr-0/3/0        up    up
ip-0/3/0        up    up
mt-0/3/0        up    up
pd-0/3/0        up    up
pe-0/3/0        up    up
vt-0/3/0        up    up
at-1/0/0        up    up
at-1/0/0.0      up    up   inet
                           iso
at-1/1/0        up    down
at-1/1/0.0      up    down inet
                           iso
....

show interfaces flow-statistics (Gigabit Ethernet)

user@host> show interfaces flow-statistics ge-0/0/1.0

  Logical interface ge-0/0/1.0 (Index 70) (SNMP ifIndex 49)
    Flags: SNMP-Traps Encapsulation: ENET2
    Input packets : 5161
    Output packets: 83
    Security: Zone: zone2
    Allowed host-inbound traffic : bootp bfd bgp  dns dvmrp  ldp msdp nhrp ospf 
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pgm
    pim rip router-discovery rsvp sap vrrp dhcp finger ftp tftp ident-reset http
 https ike
    netconf ping rlogin rpm rsh snmp snmp-trap ssh telnet traceroute xnm-clear-text
 xnm-ssl
    lsping
    Flow Statistics :
    Flow Input statistics :
      Self packets :                     0
      ICMP packets :                     0
      VPN packets :                      2564
      Bytes permitted by policy :        3478
      Connections established :          1
    Flow Output statistics:
      Multicast packets :                0
      Bytes permitted by policy :        16994
    Flow error statistics (Packets dropped due to):
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0
      No minor session:                  0
      No more sessions:                  0
      No NAT gate:                       0
      No route present:                  0
      No SA for incoming SPI:            0
      No tunnel found:                   0
      No session for a gate:             0
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0
      TCP sequence number out of window: 0
      Syn-attack protection:             0
      User authentication errors:        0
    Protocol inet, MTU: 1500
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination:  203.0.113.1/24, Local: 203.0.113.2, Broadcast: 2.2.2.255

show interfaces interval (Channelized OC12)

user@host> show interfaces interval t3-0/3/0:0

Physical interface: t3-0/3/0:0, SNMP ifIndex: 23
  17:43-current:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:28-17:43:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:13-17:28:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  16:58-17:13:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
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    SEFS: 0, UAS: 0
  16:43-16:58:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
...
Interval Total:
    LCV: 230, PCV: 1145859, CCV: 455470, LES: 0, PES: 230, PSES: 230, 
    CES: 230, CSES: 230, SEFS: 230, UAS: 238

show interfaces interval (E3)

user@host> show interfaces interval e3-0/3/0

Physical interface: e3-0/3/0, SNMP ifIndex: 23
  17:43-current:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:28-17:43:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:13-17:28:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  16:58-17:13:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  16:43-16:58:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
....
Interval Total:
    LCV: 230, PCV: 1145859, CCV: 455470, LES: 0, PES: 230, PSES: 230, 
    CES: 230, CSES: 230, SEFS: 230, UAS: 238

show interfaces interval (SONET/SDH) (SRX devices)

user@host> show interfaces interval so-0/1/0

Physical interface: so-0/1/0, SNMP ifIndex: 19
  20:02-current:
    ES-S: 0, SES-S: 0, SEFS-S: 0, ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, 
    SES-P: 0, UAS-P: 0
  19:47-20:02:
    ES-S: 267, SES-S: 267, SEFS-S: 267, ES-L: 267, SES-L: 267, UAS-L: 267, 
    ES-P: 267, SES-P: 267, UAS-P: 267
  19:32-19:47:
    ES-S: 56, SES-S: 56, SEFS-S: 56, ES-L: 56, SES-L: 56, UAS-L: 46, ES-P: 56, 
    SES-P: 56, UAS-P: 46
  19:17-19:32:
    ES-S: 0, SES-S: 0, SEFS-S: 0, ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, 
    SES-P: 0, UAS-P: 0
  19:02-19:17:
.....

show interfaces load-balancing (SRX devices)

user@host> show interfaces load-balancing

Interface  State            Last change  Member count
ams0       Up               1d 00:50     2
ams1       Up               00:00:59     2
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show interfaces load-balancing detail (SRX devices)

user@host>show interfaces load-balancing detail

Load-balancing interfaces detail
Interface        : ams0
  State          : Up
  Last change    : 1d 00:51
  Member count   : 2
  Members        :
      Interface    Weight   State
      mams-2/0/0    10        Active
      mams-2/1/0    10        Active

show interfacesmac-database (All MAC Addresses on a Port SRX devices)

user@host> show interfacesmac-database xe-0/3/3

Physical interface: xe-0/3/3, Enabled, Physical link is Up
  Interface index: 372, SNMP ifIndex: 788
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, Loopback: 
None, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None

  Logical interface xe-0/3/3.0 (Index 364) (SNMP ifIndex 829)
    Flags: SNMP-Traps 0x4004000 Encapsulation: ENET2
  MAC address        Input frames    Input bytes  Output frames   Output bytes
  00:00:00:00:00:00             1             56              0              0
  00:00:c0:01:01:02       7023810      323095260              0              0
  00:00:c0:01:01:03       7023810      323095260              0              0
  00:00:c0:01:01:04       7023810      323095260              0              0
  00:00:c0:01:01:05       7023810      323095260              0              0
  00:00:c0:01:01:06       7023810      323095260              0              0
  00:00:c0:01:01:07       7023810      323095260              0              0
  00:00:c0:01:01:08       7023809      323095214              0              0
  00:00:c0:01:01:09       7023809      323095214              0              0
  00:00:c0:01:01:0a       7023809      323095214              0              0
  00:00:c0:01:01:0b       7023809      323095214              0              0
  00:00:c8:01:01:02      30424784     1399540064       37448598     1722635508
  00:00:c8:01:01:03      30424784     1399540064       37448598     1722635508
  00:00:c8:01:01:04      30424716     1399536936       37448523     1722632058
  00:00:c8:01:01:05      30424789     1399540294       37448598     1722635508
  00:00:c8:01:01:06      30424788     1399540248       37448597     1722635462
  00:00:c8:01:01:07      30424783     1399540018       37448597     1722635462
  00:00:c8:01:01:08      30424783     1399540018       37448596     1722635416
  00:00:c8:01:01:09       8836796      406492616        8836795      406492570
  00:00:c8:01:01:0a      30424712     1399536752       37448521     1722631966
  00:00:c8:01:01:0b      30424715     1399536890       37448523     1722632058
  Number of MAC addresses : 21

show interfacesmac-database (All MAC Addresses on a Service SRX devices)

user@host> show interfacesmac-database xe-0/3/3
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Logical interface xe-0/3/3.0 (Index 364) (SNMP ifIndex 829)
    Flags: SNMP-Traps 0x4004000 Encapsulation: ENET2
  MAC address        Input frames    Input bytes  Output frames   Output bytes
  00:00:00:00:00:00             1             56              0              0
  00:00:c0:01:01:02       7023810      323095260              0              0
  00:00:c0:01:01:03       7023810      323095260              0              0
  00:00:c0:01:01:04       7023810      323095260              0              0
  00:00:c0:01:01:05       7023810      323095260              0              0
  00:00:c0:01:01:06       7023810      323095260              0              0
  00:00:c0:01:01:07       7023810      323095260              0              0
  00:00:c0:01:01:08       7023809      323095214              0              0
  00:00:c0:01:01:09       7023809      323095214              0              0
  00:00:c0:01:01:0a       7023809      323095214              0              0
  00:00:c0:01:01:0b       7023809      323095214              0              0
  00:00:c8:01:01:02      31016568     1426762128       38040381     1749857526
  00:00:c8:01:01:03      31016568     1426762128       38040382     1749857572
  00:00:c8:01:01:04      31016499     1426758954       38040306     1749854076
  00:00:c8:01:01:05      31016573     1426762358       38040381     1749857526
  00:00:c8:01:01:06      31016573     1426762358       38040381     1749857526
  00:00:c8:01:01:07      31016567     1426762082       38040380     1749857480
  00:00:c8:01:01:08      31016567     1426762082       38040379     1749857434
  00:00:c8:01:01:09       9428580      433714680        9428580      433714680
  00:00:c8:01:01:0a      31016496     1426758816       38040304     1749853984
  00:00:c8:01:01:0b      31016498     1426758908       38040307     1749854122

show interfacesmac-databasemac-address

user@host> show interfacesmac-database xe-0/3/3mac-address (SRX devices)
00:00:c8:01:01:09

Physical interface: xe-0/3/3, Enabled, Physical link is Up
  Interface index: 372, SNMP ifIndex: 788
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, Loopback: 
None, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None

  Logical interface xe-0/3/3.0 (Index 364) (SNMP ifIndex 829)
    Flags: SNMP-Traps 0x4004000 Encapsulation: ENET2
  MAC address: 00:00:c8:01:01:09, Type: Configured,
    Input bytes     : 202324652
    Output bytes    : 202324560
    Input frames    : 4398362
    Output frames   : 4398360
  Policer statistics:
  Policer type      Discarded frames    Discarded bytes
  Output aggregate           3992386          183649756

show interfacesmc-ae (SRX devices)

user@host> show interfacesmc-ae ae0 unit 512

  Member Links   : ae0
  Local Status   : active
  Peer Status    : active
  Logical Interface        : ae0.512
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  Core Facing Interface : Label Ethernet Interface
  ICL-PL         : Label Ethernet Interface

show interfacesmedia (SONET/SDH)

The following example displays the output fields unique to the show interfacesmedia

command for a SONET interface (with no level of output specified):

user@host> show interfacesmedia so-4/1/2

Physical interface: so-4/1/2, Enabled, Physical link is Up
  Interface index: 168, SNMP ifIndex: 495
  Link-level type: PPP, MTU: 4474, Clocking: Internal, SONET mode, Speed: OC48, 
  Loopback: None, FCS: 16, Payload scrambler: Enabled
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps 16384
  Link flags     : Keepalives
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
  Keepalive: Input: 1783 (00:00:00 ago), Output: 1786 (00:00:08 ago)
  LCP state: Opened
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
  mpls: Not-configured
  CHAP state: Not-configured
  CoS queues     : 8 supported
  Last flapped   : 2005-06-15 12:14:59 PDT (04:31:29 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SONET alarms   : None
  SONET defects  : None
  SONET errors:
     BIP-B1: 121, BIP-B2: 916, REI-L: 0, BIP-B3: 137, REI-P: 16747, BIP-BIP2: 0
  Received path trace: routerb so-1/1/2
  Transmitted path trace: routera so-4/1/2

show interfaces policers (SRX devices)

user@host> show interfaces policers

Interface       Admin Link Proto Input Policer         Output Policer
ge-0/0/0        up    up
ge-0/0/0.0      up    up   inet
                           iso
gr-0/3/0        up    up
ip-0/3/0        up    up
mt-0/3/0        up    up
pd-0/3/0        up    up
pe-0/3/0        up    up
...
so-2/0/0        up    up
so-2/0/0.0      up    up   inet  so-2/0/0.0-in-policer so-2/0/0.0-out-policer
                           iso
so-2/1/0        up    down
...

show interfaces policers interface-name (SRX devices)

user@host> show interfaces policers so-2/1/0
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Interface       Admin Link Proto Input Policer         Output Policer
so-2/1/0        up    down
so-2/1/0.0      up    down inet  so-2/1/0.0-in-policer so-2/1/0.0-out-policer
                           iso
                           inet6

show interfaces queue (SRX devices)

The following truncatedexampleshowstheCoSqueuesizes forqueues0, 1, and3.Queue

1 has a queue buffer size (guaranteed allocatedmemory) of 9192 bytes.

user@host> show interfaces queue

Physical interface: ge-0/0/0, Enabled, Physical link is Up
  Interface index: 134, SNMP ifIndex: 509
Forwarding classes: 8 supported, 8 in use
Egress queues: 8 supported, 8 in use
Queue: 0, Forwarding classes: class0
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
  Queue Buffer Usage:
    Reserved buffer      :             118750000 bytes
  Queue-depth bytes      :
    Current              :                     0
..
..
Queue: 1, Forwarding classes: class1
..
..
 Queue Buffer Usage:
    Reserved buffer      :                  9192 bytes
  Queue-depth bytes      :
    Current              :                     0
..
..
Queue: 3, Forwarding classes: class3
  Queued:
..
..
Queue Buffer Usage:
    Reserved buffer      :               6250000 bytes
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  Queue-depth bytes      :
    Current              :                     0
..
..

show interfaces redundancy (SRX devices)

user@host> show interfaces redundancy

Interface  State         Last change  Primary    Secondary  Current status
rsp0       Not present                sp-1/0/0   sp-0/2/0   both down
rsp1       On secondary  1d 23:56     sp-1/2/0   sp-0/3/0   primary down
rsp2       On primary    10:10:27     sp-1/3/0   sp-0/2/0   secondary down 
rlsq0      On primary    00:06:24     lsq-0/3/0  lsq-1/0/0  both up 

show interfaces redundancy (Aggregated Ethernet SRX devices)

user@host> show interfaces redundancy

Interface  State            Last change  Primary      Secondary    Current status
rlsq0      On secondary     00:56:12     lsq-4/0/0    lsq-3/0/0    both up      

ae0      
ae1      
ae2      
ae3      
ae4

show interfaces redundancy detail (SRX devices)

user@host> show interfaces redundancy detail

Interface        : rlsq0
  State          : On primary
  Last change    : 00:45:47
  Primary        : lsq-0/2/0
  Secondary      : lsq-1/2/0
  Current status : both up
  Mode           : hot-standby

Interface        : rlsq0:0
  State          : On primary
  Last change    : 00:45:46
  Primary        : lsq-0/2/0:0
  Secondary      : lsq-1/2/0:0
  Current status : both up
  Mode           : warm-standby

show interfaces routing brief (SRX devices)

user@host> show interfaces routing brief

Interface        State Addresses
so-5/0/3.0       Down  ISO   enabled
so-5/0/2.0       Up    MPLS  enabled
                       ISO   enabled
                       INET  192.168.2.120
                       INET  enabled
so-5/0/1.0       Up    MPLS  enabled
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                       ISO   enabled
                       INET  192.168.2.130
                       INET  enabled
at-1/0/0.3       Up    CCC   enabled
at-1/0/0.2       Up    CCC   enabled
at-1/0/0.0       Up    ISO   enabled
                       INET  192.168.90.10
                       INET  enabled
lo0.0            Up    ISO   47.0005.80ff.f800.0000.0108.0001.1921.6800.5061.00
                       ISO   enabled
                       INET  127.0.0.1
fxp1.0           Up
fxp0.0           Up    INET  192.168.6.90

show interfaces routing detail (SRX devices)

user@host> show interfaces routing detail

so-5/0/3.0
  Index: 15, Refcount: 2, State: Up <Broadcast PointToPoint Multicast> Change:<>

  Metric: 0, Up/down transitions: 0, Full-duplex
  Link layer: HDLC serial line Encapsulation: PPP Bandwidth: 155Mbps
  ISO address (null)
    State: <Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
so-5/0/2.0
  Index: 14, Refcount: 7, State: <Up Broadcast PointToPoint Multicast> Change:<>

  Metric: 0, Up/down transitions: 0, Full-duplex
  Link layer: HDLC serial line Encapsulation: PPP Bandwidth: 155Mbps
  MPLS address (null)
    State: <Up Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4458 bytes
  ISO address (null)
    State: <Up Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
  INET address 192.168.2.120
    State: <Up Broadcast PointToPoint Multicast Localup> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
    Local address: 192.168.2.120 
    Destination: 192.168.2.110/32
  INET address (null)
    State: <Up Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
...

show interfaces routing-instance all (SRX devices)

user@host> show interfaces terse routing-instance all

Interface   Admin   Link   Proto    Local             Remote Instance    
at-0/0/1    up      up     inet     10.0.0.1/24
ge-0/0/0.0  up      up     inet      192.168.4.28/24          sample-a   
at-0/1/0.0  up      up     inet6     fe80::a:0:0:4/64         sample-b   
so-0/0/0.0  up      up     inet     10.0.0.1/32        
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show interfaces snmp-index (SRX devices)

user@host> show interfaces snmp-index 33

Physical interface: so-2/1/1, Enabled, Physical link is Down
  Interface index: 149, SNMP ifIndex: 33
  Link-level type: PPP, MTU: 4474, Clocking: Internal, SONET mode, Speed: OC48, 
  Loopback: None, FCS: 16, Payload scrambler: Enabled
  Device flags   : Present Running Down
  Interface flags: Hardware-Down Point-To-Point SNMP-Traps 16384
  Link flags     : Keepalives
  CoS queues     : 8 supported
  Last flapped   : 2005-06-15 11:45:57 PDT (05:38:43 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SONET alarms   : LOL, PLL, LOS
  SONET defects  : LOL, PLL, LOF, LOS, SEF, AIS-L, AIS-P

show interfaces source-class all (SRX devices)

user@host> show interfaces source-class all

Logical interface so-0/1/0.0
                                               Packets                Bytes
      Source class                 (packet-per-second)    (bits-per-second)
                             gold              1928095            161959980
                                  (                889) (            597762)
                           bronze                    0                    0 
                                  (                  0) (                 0)
                           silver                    0                    0 
                                  (                  0) (                 0)
  Logical interface so-0/1/3.0
                                               Packets                Bytes
      Source class                 (packet-per-second)    (bits-per-second)
                             gold                    0                    0 
                                  (                  0) (                 0)
                           bronze                    0                    0 
                                  (                  0) (                 0)
                           silver               116113              9753492
                                  (                939) (            631616)

show interfaces statistics (Fast Ethernet SRX devices)

user@host> show interfaces fe-1/3/1 statistics

Physical interface: fe-1/3/1, Enabled, Physical link is Up
  Interface index: 144, SNMP ifIndex: 1042
  Description: ford fe-1/3/1
  Link-level type: Ethernet, MTU: 1514, Speed: 100mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:90:69:93:04:dc, Hardware address: 00:90:69:93:04:dc
  Last flapped   : 2006-04-18 03:08:59 PDT (00:01:24 ago)
  Statistics last cleared: Never
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Input errors: 0, Output errors: 0
  Active alarms  : None
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  Active defects : None
  Logical interface fe-1/3/1.0 (Index 69) (SNMP ifIndex 50) 
    Flags: SNMP-Traps Encapsulation: ENET2
    Protocol inet, MTU: 1500
      Flags: Is-Primary, DCU, SCU-in
                                               Packets                Bytes
      Destination class            (packet-per-second)    (bits-per-second)
                          silver1                    0                    0
                                  (                  0) (                 0)
                          silver2                    0                    0
                                  (                  0) (                 0)
                          silver3                    0                    0
                                  (                  0) (                 0)
      Addresses, Flags: Is-Default Is-Preferred Is-Primary
        Destination: 10.27.245/24, Local: 10.27.245.2,
        Broadcast: 10.27.245.255
    Protocol iso, MTU: 1497
      Flags: Is-Primary

show interfaces switch-port (SRX devices)

user@host# show interfaces ge-slot/0/0 switch-port port-number

Port 0, Physical link is Up
        Speed: 100mbps, Auto-negotiation: Enabled       
   Statistics:                          Receive         Transmit
          Total bytes                       28437086         21792250
          Total packets                       409145            88008
          Unicast packets                       9987            83817
          Multicast packets                   145002                0
          Broadcast packets                   254156             4191
          Multiple collisions                     23               10
          FIFO/CRC/Align errors                    0                0
          MAC pause frames                         0                0
          Oversized frames                         0
          Runt frames                              0
          Jabber frames                            0
          Fragment frames                          0
          Discarded frames                         0
        Autonegotiation information:
          Negotiation status: Complete
          Link partner:
              Link mode: Full-duplex, Flow control: None, Remote fault: OK, Link
 partner Speed: 100 Mbps
          Local resolution:
              Flow control: None, Remote fault: Link OK

show interfaces transport pm (SRX devices)

user@host> show interfaces transport pm all current et-0/1/0

Physical interface: et-0/1/0, SNMP ifIndex 515
  14:45-current          Elapse time:900 Seconds
  Near End       Suspect Flag:False             Reason:None
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  OTU-BBE                 0                800              No              No
  OTU-ES                  0                135              No              No
  OTU-SES                 0                90               No              No
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  OTU-UAS                 427              90               No              No
  Far End        Suspect Flag:True              Reason:Unknown
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  OTU-BBE                 0                800              No              No
  OTU-ES                  0                135              No              No
  OTU-SES                 0                90               No              No
  OTU-UAS                 0                90               No              No
  Near End       Suspect Flag:False             Reason:None
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  ODU-BBE                 0                800              No              No
  ODU-ES                  0                135              No              No
  ODU-SES                 0                90               No              No
  ODU-UAS                 427              90               No              No
  Far End        Suspect Flag:True              Reason:Unknown
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  ODU-BBE                 0                800              No              No
  ODU-ES                  0                135              No              No
  ODU-SES                 0                90               No              No
  ODU-UAS                 0                90               No              No
  FEC            Suspect Flag:False             Reason:None
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  FEC-CorrectedErr        2008544300       0                NA              NA
  FEC-UncorrectedWords    0                0                NA              NA
  BER            Suspect Flag:False             Reason:None
    PM                 MIN       MAX       AVG       THRESHOLD      TCA-ENABLED 
     TCA-RAISED
  BER                  3.6e-5    5.8e-5    3.6e-5     10.0e-3        No         
       Yes
Physical interface: et-0/1/0, SNMP ifIndex 515
  14:45-current
  Suspect Flag:True             Reason:Object Disabled
    PM                             CURRENT   MIN       MAX      AVG       THRESHOLD
      TCA-ENABLED       TCA-RAISED
                                                                          (MIN) 
(MAX)    (MIN) (MAX)       (MIN) (MAX)
  Lane chromatic dispersion         0        0         0         0         0    
 0        NA    NA         NA     NA
  Lane differential group delay     0        0         0         0         0    
 0        NA    NA         NA     NA
    q Value                           120      120       120       120       0  
   0        NA    NA         NA     NA
  SNR                               28       28        29        28        0    
 0        NA    NA         NA     NA
  Tx output power(0.01dBm)          -5000    -5000     -5000     -5000     -300 
 -100     No    No         No     No
  Rx input power(0.01dBm)           -3642    -3665     -3626     -3637     -1800
 -500     No    No         No     No
  Module temperature(Celsius)       46       46        46        46        -5   
 75       No    No         No     No
  Tx laser bias current(0.1mA)      0        0         0         0         0    
 0        NA    NA         NA     NA
  Rx laser bias current(0.1mA)      1270     1270      1270      1270      0    
 0        NA    NA         NA     NA
  Carrier frequency offset(MHz)     -186     -186      -186      -186      -5000
 5000     No    No         No     No
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show security zones (SRX devices)

user@host> show security zones

Functional zone: management
   Description: This is the management zone.
   Policy configurable: No
   Interfaces bound: 1
   Interfaces:
     ge-0/0/0.0
Security zone: Host
   Description: This is the host zone.
   Send reset for non-SYN session TCP packets: Off
   Policy configurable: Yes
   Interfaces bound: 1
   Interfaces:
     fxp0.0
Security zone: abc
   Description: This is the abc zone.
   Send reset for non-SYN session TCP packets: Off
   Policy configurable: Yes
   Interfaces bound: 1
   Interfaces:
     ge-0/0/1.0
Security zone: def
   Description: This is the def zone.
   Send reset for non-SYN session TCP packets: Off
   Policy configurable: Yes
   Interfaces bound: 1
   Interfaces:
     ge-0/0/2.0
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show interfaces (ATM)

Syntax show interfaces at-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced before Junos OS Release 7.4.

Description (M Series and T Series routers only) Display status information about the specified ATM

interface.

Options at-fpc/pic/port—Display standard information about the specified ATM interface.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

snmp-index snmp-index—(Optional) Display the SNMP index of the interface.

statistics—(Optional) Display static interface statistics.

Required Privilege
Level

view

List of Sample Output show interfaces (ATM, IMAGroup) on page 785
show interfaces extensive (ATM IMAGroup) on page 786
show interfaces (ATM1, SONETMode) on page 787
show interfaces brief (ATM1, SONETMode) on page 788
show interfaces detail (ATM1, SONETMode) on page 788
show interfaces extensive (ATM1, SONETMode) on page 789
show interfaces (ATM2, SDHMode) on page 792
show interfaces brief (ATM2, SDHMode) on page 792
show interfaces detail (ATM2, SDHMode) on page 793
show interfaces extensive (ATM2, SDHMode) on page 795
show interfaces (ATM2, SONETMode) on page 797
show interfaces brief (ATM2, SONETMode) on page 799
show interfaces detail (ATM2, SONETMode) on page 799
show interfaces extensive (ATM2, SONETMode) on page 802

Output Fields Table 17 on page 771 lists the output fields for the show interfaces (ATM) command.

Output fields are listed in the approximate order in which they appear.
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Table 17: ATM show interfaces Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface. Possible values are described in the “Enabled Field”
section under Common Output Fields Description.

Enabled

All levelsConfigured interface description.Description

detail extensive nonePhysical interface's index number, which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsEncapsulation being used on the physical interface:

• ATM-CCC-CELL-RELAY—ATM cell relay for CCC.

• ATM-CCC-VC-MUX—ATM virtual circuit (VC) for CCC.

• ATM-CISCO-NLPID—Cisco-compatible ATM NLPID encapsulation.

• ATM-MIPP-LLC—ATMMLPPP over ATM Adaptation Layer 5 (AAL5)/logical
link control (LLC).

• ATM-NLPID—ATMNLPID encapsulation.

• ATM-PPP-LLC—ATM PPP over AAL5/LLC.

• ATM-PPP-VC-MUX—ATM PPP over raw AAL5.

• ATM-PVC—ATM permanent virtual circuits.

• ATM-SNAP—ATM LLC/SNAP encapsulation.

• ATM-TCC-SNAP—ATM LLC/SNAP for translational cross-connection.

• ATM-TCC-VC-MUX—ATM VC for translational cross-connection.

• ATM-VC-MUX—ATM VCmultiplexing.

• ETHER-OVER-ATM-LLC—Ethernet over ATM (LLC/SNAP) encapsulation.

• ETHER-VPLS-OVER-ATM-LLC—Ethernet VPLS over ATM (bridging)
encapsulation.

Link-level type

All levelsMTU size on the physical interface.MTU

All levelsReference clock source: Internal or External.Clocking

All levelsFramingmode: SONET or SDH.framingMode

All levelsSpeed at which the interface is running as represented by the interface type
(for example,OC3, ADSL2+, and SHDSL(2-wire).

Speed

All levelsWhether loopback is enabled and the type of loopback (local or remote).Loopback

All levelsWhether payload scrambling is enabled.Payload scrambler
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Level of OutputField DescriptionField Name

All levelsInformation about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device flags

All levelsInformation about the link. Possible values are described in the “Link Flags”
section under Common Output Fields Description.

Link flags

detail extensive noneNumber of CoS queues configured.CoS queues

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensive noneEthernet MAC address for this interface for Ethernet over ATM encapsulation.Current address

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour:minute:secondtimezone (hour:minute:second
ago). For example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

None specifiedInput rate in bits per second (bps) and packets per second (pps).Input Rate

None specifiedOutput rate in bps and pps.Output Rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared

detail extensiveStatistics for traffic on the interface.

• Input bytes—Number of bytes received on the interface

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface

• Output packets—Number of packets transmitted on the interface.

Traffic statistics
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Table 17: ATM show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInput errors on the interface whose definitions are as follows:

• Errors—Sumof the incoming frame aborts and frame check sequence (FCS)
errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's random early detection (RED)
mechanism.

• Invalid VCs—Number of cells that arrived for a nonexistent VC.

• Framing errors—Sum of AAL5 packets that have FCS errors, reassembly
timeout errors, and length errors.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that the Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 (usually IPv4) sanity checks of the header. For example, a framewith
less than 20 bytes of available IP header is discarded.

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• Resource errors—Sum of transmit drops.

Input errors

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and up, or another
problem occurs. If the number of carrier transitions increments quickly,
increasing only when the cable is unplugged, the far-end system is powered
downandthenup,oranotherproblemoccurs. If it incrementsquickly (perhaps
once every 10 seconds), the cable, the far-end system, or the PIC or PIM is
malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Aged packets—Number of packets that remained so long in shared packet
SDRAM that the system automatically purged them. The value in this field
should never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• MTU errors—Number of packets larger than the MTU threshold.

• Resource errors—Sum of transmit drops.

Output errors

detail extensiveTotal number of egress queues supported on the specified interface.Egress queues
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Level of OutputField DescriptionField Name

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

NOTE: Physical interface queue counters of ATM2 PICs displayed by the show
interfaces at-fpc/pic/port detail command show the packet forwarding stream
statistics associated with the ATM2 ports. Since multiple ports of the ATM2
PICs(except for theATM2dual-portOC12)shareonepacket forwardingstream,
the physical interface queue counters reflect the aggregate of ATM2 port
statistics.

Queue counters

detail extensive noneSONETmedia-specific defects thatprevent the interface frompassingpackets.
When a defect persists for a certain period, it is promoted to an alarm. Based
on the router configuration, an alarm can ring the red or yellow alarm bell on
the router or light the red or yellow alarm LED on the craft interface. See these
fields for possible alarms and defects: SONETPHY, SONET section, SONET line,
and SONET path.

SONET alarms

SONET defects

extensiveCounts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SONET PHY

extensiveCounts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOL—Loss of light

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

SONET section
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Level of OutputField DescriptionField Name

extensiveActive alarms and defects, plus counts of specific SONET errors with detailed
information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault signal failure

• BERR-SD—Bit error rate defect signal degradation

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

SONET line

extensiveActive alarms and defects, plus counts of specific SONET errors with detailed
information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• ES-PFE—Errored seconds (far-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

SONET path
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Level of OutputField DescriptionField Name

extensiveValues of the received and transmitted SONET overhead:

• C2—Signal label. Allocated to identify the construction and content of the
STS-level SPE and for PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of
the multiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal.
Used to transmit a 1-byte fixed-length string or a 16-byte message so that a
receiving terminal in a section can verify its continued connection to the
intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 of an
STS-N.

• Z3 and Z4—Allocated for future use.

Received SONET
overhead

Transmitted
SONET overhead

All levelsSDHmedia-specificdefects that canprevent the interface frompassingpackets.
When a defect persists for a certain period, it is promoted to an alarm. Based
on the router configuration, an alarm can ring the red or yellow alarm bell on
the router or light the red or yellow alarm LED on the craft interface. See these
fields for possible alarms and defects: SDHPHY, SDH regenerator section,
SDHmultiplex section, and SDH path.

SDH alarms

SDH defects

extensiveActive alarms and defects, plus counts of specific SDH errors with detailed
information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SDHPHY

extensiveActive alarms and defects, plus counts of specific SDH errors with detailed
information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• RS-BIP8—24-bit BIP for multiplex section overhead (B2 bytes)

• OOF—Out of frame

• LOS—Loss of signal

• LOF—Loss of frame

• RS-ES—Errored seconds (near-end regenerator section)

• RS-SES—Severely errored seconds (near-end regenerator section)

• RS-SEFS—Severely errored framing seconds (regenerator section)

SDH regenerator
section
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Level of OutputField DescriptionField Name

extensiveActive alarms and defects, plus counts of specific SDH errors with detailed
information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• MS-BIP24—8-bit BIP for high-order path overhead (B3 byte)

• MS-FEBE—Far-end block error (multiplex section)

• MS-FERF—Far-end remote fail (multiplex section)

• MS-AIS—Alarm indication signal (multiplex section)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• MS-ES—Errored seconds (near-endmultiplex section)

• MS-SES—Severely errored seconds (near-endmultiplex section)

• MS-UAS—Unavailable seconds (near-endmultiplex section)

• MS-ES-FE—Errored seconds (far-endmultiplex section)

• MS-SES-FE—Severely errored seconds (far-endmultiplex section)

• MS-UAS-FE—Unavailable seconds (far-endmultiplex section)

SDHmultiplex
section

extensiveActive alarms and defects, plus counts of specific SDH errors with detailed
information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• HP-BIP8—8-bit BIP for regenerator section overhead (B1 byte)

• HP-FEBE—Far-end block error (high-order path)

• HP-LOP—Loss of pointer (high-order path)

• HP-AIS—High-order-path alarm indication signal

• HP-FERF—Far-end remote fail (high-order path)

• HP-UNEQ—Unequipped (high-order path)

• HP-PLM—Payload label mismatch (high-order path)

• HP-ES—Errored seconds (near-end high-order path)

• HP-SES—Severely errored seconds (near-end high-order path)

• HP-UAS—Unavailable seconds (near-end high-order path)

• HP-ES-FE—Errored seconds (far-end high-order path)

• HP-SES-FE—Severely errored seconds (far-end high-order path)

• HP-UAS-FE—Unavailable seconds (far-end high-order path)

SDH path
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Level of OutputField DescriptionField Name

extensiveValues of the received and transmitted SONET overhead:

• C2—Signal label. Thisbyte isallocated to identify theconstructionandcontent
of the STS-level SPE and for PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of
the multiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal.
This bye is used to transmit a 1-byte fixed-length string or a 16-bytemessage
so that a receiving terminal in a section can verify its continued connection
to the intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 of an
STS-N.

• Z3 and Z4—These bytes are allocated for future use.

Received SDH
overhead

Transmitted SDH
overhead

extensiveSONET/SDH interfaces allow path trace bytes to be sent inband across the
SONET/SDH link. Juniper Networks and other router manufacturers use these
bytes to help diagnosemisconfigurations and network errors by setting the
transmitted path trace message so that it contains the system hostname and
name of the physical interface. The received path trace value is the message
received fromthe router at theother endof the fiber. The transmittedpath trace
value is the message that this router transmits.

Receivedpath trace

Transmitted path
trace

extensiveATM state information:

• HCS State—Status of the header check sequence. ATM uses the HCS field in
the cell header in the cell delineation process to frame ATM cell boundaries.
The HCS is an FCS-8 calculation over the first four octets of the ATM cell
header.

• LOC—Current loss of cell (LOC) delineation state.OKmeans that no LOC is
currently asserted.

ATMStatus
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Level of OutputField DescriptionField Name

extensiveATM statistics for the interface:

• Uncorrectable HCS errors—Number of cells dropped because the cell
delineation failed. These errors most likely indicate that a SONET/SDH layer
problem has occurred.

• CorrectableHCSerrors—Number of correctableHCSerrors that occurred. The
cell delineation process can recover from these errors and locate the ATM
cell boundary, although the framing process is not quite stable. The ATM cell
is not dropped. This counter increases when the cell delineation process
changes its state from present to sync (for example, when a cable is plugged
into the interface).

The following error statistics are from the framer:

• Tx cell FIFO overruns—Number of overruns in the transmit FIFO.

• Rx cell FIFO overruns—Number of overruns in the receive FIFO.

• Rx cell FIFO underruns—Number of underruns in the receive FIFO.

• Inputcell count—NumberofATMcells receivedby the interface (not including
idle cells).

• Outputcellcount—NumberofATMcells transmittedby the interface(including
idle cells).

• Output idle cell count—Number of idle cells sent by the port. When ATM has
nothing to send, it sends idle cells to fill the time slot.

• Output VC queue drops—Number of packets dropped by a port on the PIC.
Packets are dropped because of queue limits on the VCs.

The following error statistics are from the SAR:

• Input no buffers—Number of AAL5 packets dropped because no channel
blocks or buffers were available to handle them.

• Input length errors—Number of AAL5 packets dropped because their length
was incorrect. Usually, these errors occur because a cell has been corrupted
or lost, or because the length field was corrupted. They can also mean the
AAL5 length field was zero.

• Input timeouts—Number of AAL5 packets dropped because of a reassembly
timeout.

• Input invalid VCs—Number of AAL5 packets dropped because the header
was unrecognized (because the VC was not correct or not configured).

• Input bad CRCs—Number of AAL5 packets dropped because of frame check
sequence errors.

• InputOAMcellnobuffers—Numberof receivedOAMcellsor rawcellsdropped
because no buffers were available to handle them.

• L2 circuit out-of-sequence packets—(Layer 2 AAL5mode) Number of AAL5
packets that are out of sequential order.

• Denied packets count—The number of packets dropped due to VLAN priority
deny packets or due to an error forwarding configuration that might cause a
negative frame length, that is, the stripping size is larger than the packet size.

ATMStatistics

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

Packet Forwarding
Engine
configuration
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Level of OutputField DescriptionField Name

extensiveInformation about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured
forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Bufferusec—Amountofbuffer spaceallocated to thequeue, inmicroseconds.
This value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values
are none and exact. If exact is configured, the queue transmits only up to the
configured bandwidth, even if excess bandwidth is available. If none is
configured, the queue transmits beyond the configured bandwidth if
bandwidth is available.

CoS information
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Level of OutputField DescriptionField Name

detail extensive none(ATM2) Virtual path identifier information:

• Flags—VPI flags can be one or more of the following:

• Active (virtual path is up)

• OAM (operation andmaintenance is enabled)

• Shaping (shaping is configured)

• CBR, Peak

• OAM, Period—Interval at which OAM F4 loopback cells are sent.

• Up count—Number of F4 OAM cells required to consider the virtual path up;
the range is 1 through 255.

• Down count—Number of F4 OAM cells required to consider the virtual path
down; the range is 1 through 255.

• Total down time—Total number of seconds the VPI has been down since it
was opened, using the format Total down time: hh:mm:ss or Never.

• Lastdown—Timeof lastDown transition, using the formatLastdown:hh:mm:ss
ago or Never.

• OAM F4 cell statistics—(Nonpromiscuous mode) OAM F4 statistics:

• Total received—Number of OAM F4 cells received.

• Total sent—Number of OAM F4 cells sent.

• Loopback received—Number of OAM F4 loopback cells received.

• Loopback sent—Number of OAM F4 loopback cells sent.

• Last received—Time at which the last OAM F4 cell was received.

• Last sent—Time at which the last OAM F4 cell was sent.

• RDI received—Number of OAM F4 cells received with the remote defect
indication bit set.

• RDI sent—Number of OAM F4 cells sent with the RDI bit set.

• AIS received—Number of OAM F4 cells received with the alarm indication
signal bit set.

• AIS sent—Number of OAM F4 cells sent with the AIS bit set.

Traffic statistics:

• Input bytes—Number of bytes received on the VPI.

• Output bytes—Number of bytes transmitted on the VPI.

• Input packets—Number of packets received on the VPI.

• Output packets—Number of packets transmitted on the VPI.

VPI

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneLogical interface index number, which reflects its initialization sequence.Index

detail extensive noneLogical interface SNMP interface index number.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation
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Level of OutputField DescriptionField Name

All levelsInformation about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

None specifiedNumber of packets received on the logical interface.Input packets

None specifiedNumber of packets transmitted on the logical interface.Output packets

All levelsEncapsulation on the logical interface.Encapsulation

detail extensiveTotal number of bytes and packets received and transmitted on the logical
interface. These statistics are the sum of the local and transit statistics. When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. It takes a while (generally, less than 1 second) for this
counter to stabilize.

Traffic statistics

detail extensiveStatistics for traffic received fromand transmitted to the Routing Engine.When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. It takes a while (generally, less than 1 second) for this
counter to stabilize.

Local statistics

detail extensiveStatistics for traffic transiting the router. When a burst of traffic is received, the
value in the output packet rate field might briefly exceed the peak cell rate. It
takes a while (generally, less than 1 second) for this counter to stabilize.

Transit statistics

None specifiedNumber of packets received on the logical interface.Input packets

None specifiedNumber of packets transmitted on the logical interface.Output packets

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneProtocol family configured on the logical interface.Protocol

detail extensive noneMTU size on the logical interface.MTU

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensiveRouting table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route table

detail extensive noneInformation about the protocol family flags. Possible values are described in
the “Family Flags” section under Common Output Fields Description.

Flags

detail extensive noneInformation about the address flags. Possible values are described in the
“Addresses Flags” section under Common Output Fields Description.

Addresses, Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local
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Level of OutputField DescriptionField Name

detail extensive noneBroadcast address.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsVirtual circuit identifier number and information:

• Flags—VCI flags:

• Active—VCI is up and in working condition.

• CCC down—VCI CCC is not in working condition.

• Closed—VCI is closed because the user disabled the logical or physical
interface from the CLI.

• Configured—VCI is configured.

• Down—VCI is not inworking condition. TheVCImight have alarms, defects,
F5 AIS/RDI, or no response to OAM loopback cells.

• ILMI—VCI is up and in working condition.

• OAM—OAM loopback is enabled.

• Multicast—VCI is a multicast VCI or DLCI.

• Multipoint destination—VCI is configured as amultipoint destination.

• None—No VCI flags.

• Passive-OAM—Passive OAM is enabled.

• Shaping—Shaping is enabled.

• Sustained—Shaping rate is set to Sustained.

• Unconfigured—VCI is not configured.

• Total down time—Total number of seconds the VCI has been down, using the
format Total down time: hh:mm:ss orNever.

• Lastdown—Timeof lastDown transition, using the formatLastdown:hh:mm:ss.

• EPD threshold—(ATM2 only) Threshold at which a packet is dropped when
the queue size (in number of cells) exceeds the early packet-discard (EPD)
value.

VCI
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Level of OutputField DescriptionField Name

All levels• Transmit weight cells—(ATM2 only) Amount of bandwidth assigned to this
queue.

• ATMper-VC transmit statistics:

• Tailqueuepacketdrops—Numberofpacketsdroppedbecauseofbandwidth
constraints. This value indicates that packets are queued to send out at a
rate faster than allowed.

• OAM F4 cell statistics—(Nonpromiscuous mode) OAM F4 statistics:

• Total received—Number of OAM F4 cells received.

• Total sent—Number of OAM F4 cells sent.

• Loopback received—Number of OAM F4 loopback cells received.

• Loopback sent—Number of OAM F4 loopback cells sent.

• Last received—Time at which the last OAM F4 cell was received.

• Last sent—Time at which the last OAM F4 cell was sent.

• RDI received—Number of OAM F4 cells received with the remote defect
indication bit set.

• RDI sent—Number of OAM F4 cells sent with the RDI bit set.

• AIS received—Number of OAM F4 cells received with the alarm indication
signal bit set.

• AIS sent—Number of OAM F4 cells sent with the AIS bit set.

• Traffic statistics—Number and rate of bytes and packets received and
transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface

• Output packets—Number of packets transmitted on the interface.

VCI (continued)

detail extensive none• Version—The specified IMA specification version, either IMA 1.0 or IMA 1.1.

• Frame length—The specified frame size, which can be 32, 64, 128, or 256.

• Differential delay—Maximum differential delay among links in milliseconds.

• Symmetry—Either Common Transmit Clock or Independent Transmit Clock
timing mode.

• Transmitclock—Thespecified IMAclockmode,eithercommonor independent.

• Minimumlinks—Thenumberofminimumactive linksspecified inboth transmit
and receive directions.

• Transmit—The per-PIC limit on the number of minimum active links in the
transmit direction.

• Receive—The per-PIC limit on the number of minimum active links in the
receive direction.

• Frame synchronization—The specified IMA frame synchronization state
transition variables (Alpha, Beta, and Gamma) and their specified values.

• Alpha—The number of consecutive invalid ICP cells for IFSM.

• Beta—The number of consecutive errored ICP cells for IFSM.

• Gamma—The number of consecutive valid ICP cells for IFSM.

• Links—The number of IMA links assigned to the IMA group.

IMA group
properties
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Table 17: ATM show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive none• Start-up-FE—Far-end group alarm status

• Config-Aborted—Near-end configuration aborted group alarm status

• Config-Aborted-FE—Far-end configuration aborted group alarm status

• Insufficient-Links—Near-end insufficient links group alarm status

• Insufficient-Links-FE—Far-end insufficient links group alarm status

• Blocked-FE—Far-end blocked group alarm status

• GR-Timing-Mismatch—Group timing mismatch alarm status

IMA group alarms

detail extensive none• Start-up-FE—Far-end group defect status

• Config-Aborted—Near-end configuration aborted group defect status

• Config-Aborted-FE—Far-end configuration aborted group defect status

• Insufficient-Links—Near-end insufficient links group defect status

• Insufficient-Links-FE—Far-end insufficient links group defect status

• Blocked-FE—Far-end blocked group defect status

• GR-Timing-Mismatch—Group timing mismatch defect status

IMA group defects

detail extensive noneNear-end and far-end group statusIMA Group state

detail extensive noneIMA groupmedia status, including seconds, count and state for the following
media parameters:

• FC

• FC-FE

• Addr-Mismatch

• Running

• UAS

IMA groupmedia

Sample Output

show interfaces (ATM, IMAGroup)

user@host> show interfaces at-1/0/0

Physical interface: at-1/0/0, Enabled, Physical link is Up
  IMA group properties:
    Version              : 1.1
    Frame length         : 128
    Differential delay   : 25 milliseconds
    Symmetry             : Symmetrical Configuration and Operation
    Transmit clock       : Common
    Minimum links        : Transmit: 1, Receive: 1
    Frame synchronization: Alpha: 2, Beta: 2, Gamma: 1
    Links                : None
  IMA group alarms  : Start-up-FE Config-Aborted Config-Aborted-FE 
Insufficient-Links Insufficient-Links-FE Blocked-FE GR-Timing-Mismatch
  IMA group defects : Start-up-FE Config-Aborted Config-Aborted-FE 
Insufficient-Links Insufficient-Links-FE Blocked-FE GR-Timing-Mismatch
  IMA Group state:
    Near end : Start up
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    Far  end : Start up
  IMA group media:         Seconds        Count  State
    FC                                        0
    FC-FE                                     0
    Addr-Mismatch                             0
    Running                      0
    UAS                          0

show interfaces extensive (ATM IMAGroup)

user@host> show interfaces at-0/0/10 extensive

Physical interface: at-0/0/10, Enabled, Physical link is Up
   Interface index: 178, SNMP ifIndex: 540, Generation: 531
   Link-level type: ATM-PVC, MTU: 2048, Speed: Unspecified, Loopback: None, Payload
 scrambler: Enabled
   Device flags   : Present Running
   Link flags     : None
   CoS queues     : 8 supported, 4 maximum usable queues
   Hold-times     : Up 0 ms, Down 0 ms
   Current address: 00:00:5e:00:53:0a
   Last flapped   : 2012-03-16 16:49:15 PDT (2d 07:12 ago)
   Statistics last cleared: 2012-03-16 16:56:58 PDT (2d 07:05 ago)
   Traffic statistics:
    Input  bytes  :                    0                    0 bps
    Output bytes  :                    0                    0 bps
    Input  packets:                    0                    0 pps
    Output packets:                    0                    0 pps
    IPv6 transit statistics:
     Input  bytes  :                   0 
     Output bytes  :                   0
     Input  packets:                   0
     Output packets:                   0
   Input errors:
     Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: 
0, L3 incompletes: 0, L2 channel errors: 0,
     L2 mismatch timeouts: 0, Resource errors: 0
   Output errors:
     Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0, MTU errors: 
0, Resource errors: 0
   IMA group properties:
     Version              : 1.1
     Frame length         : 128
     Differential delay   : 25 milliseconds
     Symmetry             : Symmetrical Configuration and Operation
     Transmit clock       : Common
     Minimum links        : Transmit: 1, Receive: 1
     Frame synchronization: Alpha: 2, Beta: 2, Gamma: 1
     Link #1              : t1-0/0/4             up  
   IMA Group alarms   : None
   IMA Group defects  : None

   IMA Group state:                      
     Near end : Operational              
     Far  end : Operational              
   IMA group media:         Seconds        Count  State
     FC                                        0
     FC-FE                                     0
     Addr-Mismatch                             0
     Running                 198306      
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     UAS                          0      
   ATM status:                           
     HCS state:     Sync                 
     LOC      :       OK                 
   ATM Statistics:                       
     Uncorrectable HCS errors: 0, Correctable HCS errors: 0, Tx cell FIFO overruns:
 0, Rx cell FIFO overruns: 0,
     Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count: 0, Output
 idle cell count: 0,
     Output VC queue drops: 0, Input no buffers: 0, Input length errors: 0, Input
 timeouts: 0, Input invalid VCs: 0,
     Input bad CRCs: 0, Input OAM cell no buffers: 0
   Packet Forwarding Engine configuration:
     Destination slot: 0                 
     VPI 2                               
       Flags: Active                     
       Total down time: 0 sec, Last down: Never
         Traffic statistics:             
          Input  bytes  :                    0
          Output bytes  :                    0
          Input  packets:                    0
          Output packets:                    0

   Logical interface at-0/0/10.602 (Index 71) (SNMP ifIndex 1057) (Generation 
17226)
     Flags: Point-To-Point SNMP-Traps CCC-Down 0x0 Encapsulation: 
ATM-CCC-Cell-Relay
     L2 circuit cell bundle size: 1, bundle timeout: 125 usec, timeout count: 0
     L2 circuit out-of-sequence count: 0, denied packets count: 0 

show interfaces (ATM1, SONETMode)

user@host> show interfaces at-1/0/0

Physical interface: at-1/0/0, Enabled, Physical link is Up
  Interface index: 300, SNMP ifIndex: 194
  Description: to allspice at-1/0/0
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:00:5e:00:53:fe
  Last flapped   : 2006-02-24 14:28:12 PST (6d 01:51 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SONET alarms   : None
  SONET defects  : None

  Logical interface at-1/0/0.0 (Index 64) (SNMP ifIndex 204)
    Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
    Input packets : 0
    Output packets: 0
    Protocol inet, MTU: 4470
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 192.168.220.24/30, Local: 192.168.220.26,
        Broadcast: 192.168.220.27
    Protocol iso, MTU: 4470
      Flags: None
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    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
        Input packets : 0
        Output packets: 0

show interfaces brief (ATM1, SONETMode)

user@host> show interfaces at-1/0/0 brief

Physical interface: at-1/0/0, Enabled, Physical link is Up
  Description: to allspice at-1/0/0
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None

  Logical interface at-1/0/0.0
    Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
    inet  192.168.220.26/30
    iso
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never

show interfaces detail (ATM1, SONETMode)

user@host> show interfaces at-1/0/0 detail

Physical interface: at-1/0/0, Enabled, Physical link is Up
  Interface index: 300, SNMP ifIndex: 194, Generation: 183
  Description: to allspice at-1/0/0
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:fe
  Last flapped   : 2006-02-24 14:28:12 PST (6d 01:55 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  SONET alarms   : None
  SONET defects  : None
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  Logical interface at-1/0/0.0 (Index 64) (SNMP ifIndex 204) (Generation 5)
    Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 4470, Generation: 13, Route table: 0
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 192.168.220.24/30, Local: 192.168.220.26,
        Broadcast: 192.168.220.27, Generation: 14
    Protocol iso, MTU: 4470, Generation: 14, Route table: 0
      Flags: None
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
       Input  packets:                    0
       Output packets:                    0

show interfaces extensive (ATM1, SONETMode)

user@host> show interfaces at-1/0/0 extensive

Physical interface: at-1/0/0, Enabled, Physical link is Up
  Interface index: 300, SNMP ifIndex: 194, Generation: 183
  Description: to allspice at-1/0/0
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:fe
  Last flapped   : 2006-02-24 14:28:12 PST (6d 01:56 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: 0,
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    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    Resource errors: 0
  Output errors:
    Carrier transitions: 1, Errors: 0, Drops: 0, Aged packets: 0, MTU errors: 0,

    Resource errors: 0
  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  SONET alarms   : None
  SONET defects  : None
  SONET PHY:            Seconds        Count  State
    PLL Lock                  0            0  OK
    PHY Light                 0            0  OK
  SONET section:
    BIP-B1                    0            0
    SEF                       0            0  OK
    LOS                       0            0  OK
    LOF                       0            0  OK
    ES-S                      0
    SES-S                     0
    SEFS-S                    0
  SONET line:
    BIP-B2                    0            0
    REI-L                     0            0
    RDI-L                     0            0  OK
    AIS-L                     0            0  OK
    BERR-SF                   0            0  OK
    BERR-SD                   0            0  OK
    ES-L                      0
    SES-L                     0
    UAS-L                     0
    ES-LFE                    0
    SES-LFE                   0
    UAS-LFE                   0
  SONET path:
    BIP-B3                    0            0
    REI-P                     0            0
    LOP-P                     0            0  OK
    AIS-P                     0            0  OK
    RDI-P                     0            0  OK
    UNEQ-P                    1            1  OK
    PLM-P                     0            0  OK
    ES-P                      1
    SES-P                     1
    UAS-P                     0
    ES-PFE                    0
    SES-PFE                   0
    UAS-PFE                   0
  Received SONET overhead:
    F1      : 0x00, J0      : 0x00, K1      : 0x00, K2      : 0x00
    S1      : 0x00, C2      : 0x13, C2(cmp) : 0x13, F2      : 0x00
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    Z3      : 0x00, Z4      : 0x00, S1(cmp) : 0x00
  Transmitted SONET overhead:
    F1      : 0x00, J0      : 0x01, K1      : 0x00, K2      : 0x00
    S1      : 0x00, C2      : 0x13, F2      : 0x00, Z3      : 0x00
    Z4      : 0x00
  ATM status:
    HCS state:     Sync
    LOC      :       OK
  ATM Statistics:
    Uncorrectable HCS errors: 0, Correctable HCS errors: 0,
    Tx cell FIFO overruns: 0, Rx cell FIFO overruns: 0,
    Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count: 0,
    Output idle cell count: 0, Output VC queue drops: 0, Input no buffers: 0,
    Input length errors: 0, Input timeouts: 0, Input invalid VCs: 0,
    Input bad CRCs: 0, Input OAM cell no buffers: 0
  Packet Forwarding Engine configuration:
    Destination slot: 1
  CoS information:
    CoS transmit queue         Bandwidth          Buffer      Priority    Limit 
                        %            bps     %     usec
    0 best-effort      95      147744000    95        0           low    none
    3 network-control   5        7776000     5        0           low    none

  Logical interface at-1/0/0.0 (Index 64) (SNMP ifIndex 204) (Generation 5)
    Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 4470, Generation: 13, Route table: 0
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 192.168.220.24/30, Local: 192.168.220.26,
        Broadcast: 192.168.220.27, Generation: 14
    Protocol iso, MTU: 4470, Generation: 14, Route table: 0
      Flags: None
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
       Input  packets:                    0
       Output packets:                    0
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show interfaces (ATM2, SDHMode)

user@host> show interfaces at-0/2/1

Physical interface: at-0/2/1, Enabled, Physical link is Up
  Interface index: 154, SNMP ifIndex: 42
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SDH mode, Speed: OC3,

  Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:00:5e:00:53:3f
  Last flapped   : 2006-03-24 13:29:58 PST (00:04:48 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SDH   alarms   : None
  SDH   defects  : None
    VPI 0
      Flags: Active
      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0

  Logical interface at-0/2/1.0 (Index 75) (SNMP ifIndex 51) 
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: ATM-SNAP
    Input packets : 0 
    Output packets: 0
    Protocol inet, MTU: 4470
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.0.12.6, Local: 10.0.12.5
    Protocol iso, MTU: 4470
      Flags: None
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0
        Input packets : 0 
        Output packets: 0

  Logical interface at-0/2/1.32767 (Index 76) (SNMP ifIndex 50) 
    Flags: Point-To-Multipoint No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    Input packets : 0 
    Output packets: 0
    VCI 0.4
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0
        Input packets : 0 
        Output packets: 0

show interfaces brief (ATM2, SDHMode)

user@host> show interfaces at-0/2/1 brief

Physical interface: at-0/2/1, Enabled, Physical link is Up
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SDH mode,
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  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  Logical interface at-0/2/1.0
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: ATM-SNAP
    inet  10.0.12.5        --> 10.0.12.6
    iso
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0

  Logical interface at-0/2/1.32767
    Flags: Point-To-Multipoint No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    VCI 0.4
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0

show interfaces detail (ATM2, SDHMode)

user@host> show interfaces at-0/2/1 detail

Physical interface: at-0/2/1, Enabled, Physical link is Up
  Interface index: 154, SNMP ifIndex: 42, Generation: 40
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SDH mode, Speed: OC3,

  Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:3f
  Last flapped   : 2006-03-24 13:29:58 PST (00:05:10 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  SDH   alarms   : None
  SDH   defects  : None
    VPI 0
      Flags: Active
      Total down time: 0 sec, Last down: Never
        Traffic statistics:
         Input  bytes  :                    0
         Output bytes  :                    0
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         Input  packets:                    0
         Output packets:                    0

  Logical interface at-0/2/1.0 (Index 75) (SNMP ifIndex 51) (Generation 25)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: ATM-SNAP
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 4470, Generation: 62, Route table: 0
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.0.12.6, Local: 10.0.12.5, Broadcast: Unspecified,
        Generation: 58
    Protocol iso, MTU: 4470, Generation: 63, Route table: 0
      Flags: None
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
       Input  packets:                    0
       Output packets:                    0
  Logical interface at-0/2/1.32767 (Index 76) (SNMP ifIndex 50) (Generation 26)
    Flags: Point-To-Multipoint No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    VCI 0.4
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
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       Input  packets:                    0
       Output packets:                    0

show interfaces extensive (ATM2, SDHMode)

user@host> show interfaces at-0/2/1 extensive

Physical interface: at-0/2/1, Enabled, Physical link is Up
  Interface index: 154, SNMP ifIndex: 42, Generation: 40
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SDH mode, Speed: OC3,

  Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:3f
  Last flapped   : 2006-03-24 13:29:58 PST (00:06:49 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: 0,

    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    Resource errors: 0
  Output errors:
    Carrier transitions: 3, Errors: 0, Drops: 0, Aged packets: 0, MTU errors: 0,

    Resource errors: 0
  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  SDH   alarms   : None
  SDH   defects  : None
  SDH PHY:              Seconds        Count  State
    PLL Lock                  0            0  OK
    PHY Light                 1            1  OK
  SDH regenerator section:
    RS-BIP8                   2         8828
    OOF                       2            2  OK
    LOS                       2            1  OK
    LOF                       2            1  OK
    RS-ES                     4
    RS-SES                    3
    RS-SEFS                   2
  SDH multiplex section:
    MS-BIP24                  2          771
    MS-FEBE                   1        17476
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    MS-FERF                   2            1  OK
    MS-AIS                    2            1  OK
    BERR-SF                   0            0  OK
    BERR-SD                   0            0  OK
    MS-ES                     4
    MS-SES                    2
    MS-UAS                    0
    MS-ES-FE                  3
    MS-SES-FE                 2
    MS-UAS-FE                 0
  SDH path:
    HP-BIP8                   1            6
    HP-FEBE                   1          251
    HP-LOP                    0            0  OK
    HP-AIS                    2            1  OK
    HP-FERF                   3            2  OK
    HP-UNEQ                   1            1  OK
    HP-PLM                    2            1  OK
    HP-ES                     4
    HP-SES                    3
    HP-UAS                    0
    HP-ES-FE                  3
    HP-SES-FE                 3
    HP-UAS-FE                 0
  Received SDH overhead:
    F1      : 0x00, J0      : 0x00, K1      : 0x00, K2      : 0x00
    S1      : 0x00, C2      : 0x13, C2(cmp) : 0x13, F2      : 0x00
    Z3      : 0x00, Z4      : 0x00, S1(cmp) : 0x00
  Transmitted SDH overhead:
    F1      : 0x00, J0      : 0x01, K1      : 0x00, K2      : 0x00
    S1      : 0x00, C2      : 0x13, F2      : 0x00, Z3      : 0x00
    Z4      : 0x00
  ATM status:
    HCS state:     Sync
    LOC      :       OK
  ATM Statistics:
    Uncorrectable HCS errors: 0, Correctable HCS errors: 0,
    Tx cell FIFO overruns: 0, Rx cell FIFO overruns: 0,
    Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count: 0,
    Output idle cell count: 0, Output VC queue drops: 0, Input no buffers: 0,
    Input length errors: 0, Input timeouts: 0, Input invalid VCs: 0,
    Input bad CRCs: 0, Input OAM cell no buffers: 0
  Packet Forwarding Engine configuration:
    Destination slot: 0
    VPI 0
      Flags: Active
      Total down time: 0 sec, Last down: Never
        Traffic statistics:
         Input  bytes  :                    0
         Output bytes  :                    0
         Input  packets:                    0
         Output packets:                    0

  Logical interface at-0/2/1.0 (Index 75) (SNMP ifIndex 51) (Generation 25)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: ATM-SNAP
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
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    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 4470, Generation: 62, Route table: 0
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.0.12.6, Local: 10.0.12.5, Broadcast: Unspecified,
        Generation: 58
    Protocol iso, MTU: 4470, Generation: 63, Route table: 0
      Flags: None
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
       Input  packets:                    0
       Output packets:                    0
  Logical interface at-0/2/1.32767 (Index 76) (SNMP ifIndex 50) (Generation 26)
    Flags: Point-To-Multipoint No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    VCI 0.4
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
       Input  packets:                    0
       Output packets:                    0

show interfaces (ATM2, SONETMode)

user@host> show interfaces at-0/3/1

Physical interface: at-0/3/1, Enabled, Physical link is Up
  Interface index: 139, SNMP ifIndex: 67
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
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  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:00:5e:00:53:5e
  Last flapped   : 2006-03-13 17:46:36 PST (16:01:12 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SONET alarms   : None
  SONET defects  : None
    VPI 0
      Flags: Active, OAM, Shaping
      CBR, Peak: 50kbps
      OAM, Period 30 sec, Up count: 10, Down count: 10
      Total down time: 0 sec, Last down: Never
     OAM F4 cell statistics:
      Total received: 4, Total sent: 4
      Loopback received: 4, Loopback sent: 4
      RDI received: 0, RDI sent: 0
      AIS received: 0
  Traffic statistics:
         Input  packets:                    4
         Output packets:                   30
    VPI 10
      Flags: Active
      Total down time: 0 sec, Last down: Never
  Traffic statistics:
         Input  packets:                    0
         Output packets:                    0
  Logical interface at-0/3/1.0 (Index 78) (SNMP ifIndex 77) 
    Flags: Point-To-Point Copy-PLP-To-CLP SNMP-Traps 0x4000
    Encapsulation: ATM-SNAP
    Input packets : 0 
    Output packets: 0
    Protocol inet, MTU: 4470
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.0.59.5, Local: 10.0.59.6
    Protocol iso, MTU: 4470
      Flags: None
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 10
        Input packets : 0 
        Output packets: 0

  Logical interface at-0/3/1.32767 (Index 79) (SNMP ifIndex 76) 
    Flags: Point-To-Multipoint Copy-PLP-To-CLP No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    Input packets : 4 
    Output packets: 30
    VCI 0.16
      Flags: Active, ILMI
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0
        Input packets : 0 
        Output packets: 26
    VCI 0.4
      Flags: Active, OAM
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      OAM, Period 30 sec, Up count: 10, Down count: 10
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0
        Input packets : 4 
        Output packets: 4
     OAM F4 cell statistics:
      Total received: 4, Total sent: 4
      Loopback received: 4, Loopback sent: 4
      RDI received: 0, RDI sent: 0
      AIS received: 0, AIS sent: 0

show interfaces brief (ATM2, SONETMode)

user@host> show interfaces at-0/3/1 brief

Physical interface: at-0/3/1, Enabled, Physical link is Up
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None

  Logical interface at-0/3/1.0 
    Flags: Point-To-Point Copy-PLP-To-CLP SNMP-Traps 0x4000
    Encapsulation: ATM-SNAP
    inet  10.0.59.6        --> 10.0.59.5
    iso
    VCI 0.128
      Flags: Active
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 10

  Logical interface at-0/3/1.32767 
    Flags: Point-To-Multipoint Copy-PLP-To-CLP No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    VCI 0.16
      Flags: Active, ILMI
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0
    VCI 0.4
      Flags: Active, OAM
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0

show interfaces detail (ATM2, SONETMode)

user@host> show interfaces at-0/3/1 detail

Physical interface: at-0/3/1, Enabled, Physical link is Up
  Interface index: 139, SNMP ifIndex: 67, Generation: 22
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:5e
  Last flapped   : 2006-03-13 17:46:36 PST (16:02:39 ago)
  Statistics last cleared: Never
  Traffic statistics:
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   Input  bytes  :                  312                    0 bps
   Output bytes  :                 2952                    0 bps
   Input  packets:                    6                    0 pps
   Output packets:                   50                    0 pps
  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                   44                   44                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   6                    6                    0

  SONET alarms   : None
  SONET defects  : None
    VPI 0
      Flags: Active, OAM, Shaping
      CBR, Peak: 50kbps
      OAM, Period 30 sec, Up count: 10, Down count: 10
      Total down time: 0 sec, Last down: Never
     OAM F4 cell statistics:
      Total received: 6, Total sent: 6
      Loopback received: 6, Loopback sent: 6
      Last received: 00:00:29, Last sent: 00:00:29
      RDI received: 0, RDI sent: 0
      AIS received: 0
        Traffic statistics:
         Input  bytes  :                  312
         Output bytes  :                 2952
         Input  packets:                    6
         Output packets:                   50
    VPI 10
      Flags: Active
      Total down time: 0 sec, Last down: Never
        Traffic statistics:
         Input  bytes  :                    0
         Output bytes  :                    0
         Input  packets:                    0
         Output packets:                    0

  Logical interface at-0/3/1.0 (Index 78) (SNMP ifIndex 77) (Generation 20)
    Flags: Point-To-Point Copy-PLP-To-CLP SNMP-Traps 0x4000
    Encapsulation: ATM-SNAP
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
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    Protocol inet, MTU: 4470, Generation: 38, Route table: 0
      Flags: None   
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.0.59.5, Local: 10.0.59.6, Broadcast: Unspecified,
        Generation: 44
    Protocol iso, MTU: 4470, Generation: 39, Route table: 0
      Flags: None   
    VCI 0.128       
      Flags: Active 
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 10
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
       Input  packets:                    0
       Output packets:                    0
  Logical interface at-0/3/1.32767 (Index 79) (SNMP ifIndex 76) (Generation 21)
    Flags: Point-To-Multipoint Copy-PLP-To-CLP No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    Traffic statistics:
     Input  bytes  :                  360
     Output bytes  :                 3302
     Input  packets:                    6
     Output packets:                   50
    Local statistics:
     Input  bytes  :                  360
     Output bytes  :                 3302
     Input  packets:                    6
     Output packets:                   50
    VCI 0.16        
      Flags: Active, ILMI
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                 2640
       Input  packets:                    0
       Output packets:                   44
    VCI 0.4         
      Flags: Active, OAM
      OAM, Period 30 sec, Up count: 10, Down count: 10
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                  312
       Output bytes  :                  312
       Input  packets:                    6
       Output packets:                    6
     OAM F4 cell statistics:
      Total received: 6, Total sent: 6
      Loopback received: 6, Loopback sent: 6
      Last received: 00:00:29, Last sent: 00:00:29
      RDI received: 0, RDI sent: 0
      AIS received: 0, AIS sent: 0
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show interfaces extensive (ATM2, SONETMode)

user@host> show interfaces at-0/3/1 extensive

Physical interface: at-0/3/1, Enabled, Physical link is Up
  Interface index: 139, SNMP ifIndex: 67, Generation: 22
  Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode,
  Speed: OC3, Loopback: None, Payload scrambler: Enabled
  Device flags   : Present Running
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:5e
  Last flapped   : 2006-03-13 17:46:36 PST (16:04:12 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                  520                    0 bps
   Output bytes  :                 4240                    0 bps
   Input  packets:                   10                    0 pps
   Output packets:                   72                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: 0,

    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    Resource errors: 0
  Output errors:
    Carrier transitions: 1, Errors: 0, Drops: 0, Aged packets: 0, MTU errors: 0,

    Resource errors: 0
  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                   62                   62                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                  10                   10                    0

  SONET alarms   : None
  SONET defects  : None
  SONET PHY:            Seconds        Count  State
    PLL Lock                  0            0  OK
    PHY Light                 0            0  OK
  SONET section:
    BIP-B1                    0            0
    SEF                       0            0  OK
    LOS                       0            0  OK
    LOF                       0            0  OK
    ES-S                      0
    SES-S                     0
    SEFS-S                    0
  SONET line:
    BIP-B2                    0            0
    REI-L                     0            0
    RDI-L                     0            0  OK
    AIS-L                     0            0  OK
    BERR-SF                   0            0  OK
    BERR-SD                   0            0  OK
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    ES-L                      0
    SES-L                     0
    UAS-L                     0
    ES-LFE                    0
    SES-LFE                   0
    UAS-LFE                   0
  SONET path:
    BIP-B3                    0            0
    REI-P                     0            0
    LOP-P                     0            0  OK
    AIS-P                     0            0  OK
    RDI-P                     0            0  OK
    UNEQ-P                    1            1  OK
    PLM-P                     0            0  OK
    ES-P                      1
    SES-P                     1
    UAS-P                     0
    ES-PFE                    0
    SES-PFE                   0
    UAS-PFE                   0
  Received SONET overhead:
    F1      : 0x00, J0      : 0x00, K1      : 0x00, K2      : 0x00
    S1      : 0x00, C2      : 0x13, C2(cmp) : 0x13, F2      : 0x00
    Z3      : 0x00, Z4      : 0x00, S1(cmp) : 0x00
  Transmitted SONET overhead:
    F1      : 0x00, J0      : 0x01, K1      : 0x00, K2      : 0x00
    S1      : 0x00, C2      : 0x13, F2      : 0x00, Z3      : 0x00
    Z4      : 0x00  
  ATM status:       
    HCS state:     Sync
    LOC      :       OK
  ATM Statistics:   
    Uncorrectable HCS errors: 0, Correctable HCS errors: 0,
    Tx cell FIFO overruns: 0, Rx cell FIFO overruns: 0,
    Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count: 0,
    Output idle cell count: 0, Output VC queue drops: 0, Input no buffers: 0,
    Input length errors: 0, Input timeouts: 0, Input invalid VCs: 0,
    Input bad CRCs: 0, Input OAM cell no buffers: 0
  Packet Forwarding Engine configuration:
    Destination slot: 0
    VPI 0           
      Flags: Active, OAM, Shaping
      CBR, Peak: 50kbps
      OAM, Period 30 sec, Up count: 10, Down count: 10
      Total down time: 0 sec, Last down: Never
     OAM F4 cell statistics:
      Total received: 10, Total sent: 10
      Loopback received: 10, Loopback sent: 10
      Last received: 00:00:02, Last sent: 00:00:02
      RDI received: 0, RDI sent: 0
      AIS received: 0
        Traffic statistics:
         Input  bytes  :                  520
         Output bytes  :                 4240
         Input  packets:                   10
         Output packets:                   72
    VPI 10          
      Flags: Active 
      Total down time: 0 sec, Last down: Never
        Traffic statistics:
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         Input  bytes  :                    0
         Output bytes  :                    0
         Input  packets:                    0
         Output packets:                    0

  Logical interface at-0/3/1.0 (Index 78) (SNMP ifIndex 77) (Generation 20)
    Flags: Point-To-Point Copy-PLP-To-CLP SNMP-Traps 0x4000
    Encapsulation: ATM-SNAP
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 4470, Generation: 38, Route table: 0
      Flags: None   
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.0.59.5, Local: 10.0.59.6, Broadcast: Unspecified,
        Generation: 44
    Protocol iso, MTU: 4470, Generation: 39, Route table: 0
      Flags: None   
    VCI 0.128       
      Flags: Active 
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 10
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                    0
       Input  packets:                    0
       Output packets:                    0

  Logical interface at-0/3/1.32767 (Index 79) (SNMP ifIndex 76) (Generation 21)
    Flags: Point-To-Multipoint Copy-PLP-To-CLP No-Multicast SNMP-Traps 0x4000
    Encapsulation: ATM-VCMUX
    Traffic statistics:
     Input  bytes  :                  660
     Output bytes  :                 5473
     Input  packets:                   11
     Output packets:                   83
    Local statistics:
     Input  bytes  :                  660
     Output bytes  :                 5473
     Input  packets:                   11
     Output packets:                   83
    VCI 0.16        
      Flags: Active, ILMI
      Total down time: 0 sec, Last down: Never
      EPD threshold: 0, Transmit weight cells: 0
      ATM per-VC transmit statistics:
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       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                    0
       Output bytes  :                 4320
       Input  packets:                    0
       Output packets:                   72
    VCI 0.4         
      Flags: Active, OAM
      OAM, Period 30 sec, Up count: 10, Down count: 10
      Total down time: 0 sec, Last down: Never
      EPD threshold: 2129, Transmit weight cells: 0
      ATM per-VC transmit statistics:
       Tail queue packet drops: 0
      Traffic statistics:
       Input  bytes  :                  572
       Output bytes  :                  572
       Input  packets:                   11
       Output packets:                   11
     OAM F4 cell statistics:
      Total received: 11, Total sent: 11
      Loopback received: 11, Loopback sent: 11
      Last received: 00:00:18, Last sent: 00:00:18
      RDI received: 0, RDI sent: 0
      AIS received: 0, AIS sent: 0
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show interfaces

List of Syntax Syntax (Gigabit Ethernet) on page 806

Syntax (10 Gigabit Ethernet) on page 806

Syntax (SRX Series Devices) on page 806

Syntax (Gigabit
Ethernet)

show interfaces ge-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Syntax (10 Gigabit
Ethernet)

show interfaces xe-fpc/pic/port
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Syntax (SRX Series
Devices)

show interfaces (
<interface-name>
<brief | detail | extensive | terse>
<controller interface-name>|
<descriptions interface-name>|
<destination-class (all | destination-class-name logical-interface-name)>|
<diagnostics optics interface-name>|
<far-end-interval interface-fpc/pic/port>|
<filters interface-name>|
<flow-statistics interface-name>|
<interval interface-name>|
<load-balancing (detail | interface-name)>|
<mac-databasemac-addressmac-address>|
<mc-ae id identifier unit number revertive-info>|
<media interface-name>|
<policers interface-name>|
<queueboth-ingress-egressegress forwarding-class forwarding-class ingress l2-statistics>|
<redundancy (detail | interface-name)>|
<routing brief detail summary interface-name>|
<routing-instance (all | instance-name)>|
<snmp-index snmp-index>|
<source-class (all | destination-class-name logical-interface-name)>|
<statistics interface-name>|
<switch-port switch-port number>|
<transport pm (all | optics | otn) (all | current | currentday | interval | previousday) (all |
interface-name)>|

<zone interface-name>
)
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Release Information Command introduced before Junos OS Release 7.4 for Gigabit interfaces.

Command introduced in Junos OS Release 8.0 for 10 Gigabit interfaces.

Commandmodified in Junos OS Release 9.5 for SRX Series devices.

Command introduced in Junos OS Release 18.1 for Gigabit interfaces.

Description Display status information about the specified Gigabit Ethernet interface.

(M320, M120, MX Series, and T Series routers only) Display status information about the

specified 10-Gigabit Ethernet interface.

Display the IPv6 interface traffic statistics about the specified Gigabit Ethernet interface

for MX series routers. The input and output bytes (bps) and packets (pps) rates are not

displayed for IFD and local traffic.

Display status informationandstatisticsabout interfacesonSRXSeriesappliance running

Junos OS.

NOTE: On SRX Series appliances, on configuring identical IPs on a single
interface, you will not see a warningmessage; instead, you will see a syslog
message.

Starting in Junos OS Release 18.4R1, Output fields Next-hop and vpls-status is displayed

in the show interfaces interface name detail command, only for Layer 2 protocols on

MX480 routers.

Options For Gigabit interfaces:

ge-fpc/pic/port—Display standard information about the specified Gigabit Ethernet

interface.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

For 10 Gigabit interfaces:

xe-fpc/pic/port—Display standard information about the specified 10-Gigabit Ethernet

interface.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.
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media—(Optional) Display media-specific information about network interfaces.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index

of the interface.

statistics—(Optional) Display static interface statistics.

For SRX interfaces:

• interface-name—(Optional)Display standard informationabout thespecified interface.

Following is a list of typical interface names. Replace pimwith the PIM slot and port

with the port number.

• at- pim/0/port—ATM-over-ADSL or ATM-over-SHDSL interface.

• ce1-pim/0/ port—Channelized E1 interface.

• cl-0/0/8—3Gwireless modem interface for SRX320 devices.

• ct1-pim/0/port—Channelized T1 interface.

• dl0—Dialer Interface for initiating ISDN and USBmodem connections.

• e1-pim/0/port—E1 interface.

• e3-pim/0/port—E3 interface.

• fe-pim/0/port—Fast Ethernet interface.

• ge-pim/0/port—Gigabit Ethernet interface.

• se-pim/0/port—Serial interface.

• t1-pim/0/port—T1 (also called DS1) interface.

• t3-pim/0/port—T3 (also called DS3) interface.

• wx-slot/0/0—WAN acceleration interface, for theWXC Integrated Services Module

(ISM 200).

• interface-name—(Optional) Display standard information about the specified

interface. Following is a list of typical interface names. Replace pimwith the PIM

slot and port with the port number.

• at- pim/0/port—ATM-over-ADSL or ATM-over-SHDSL interface.

• ce1-pim/0/ port—Channelized E1 interface.

• cl-0/0/8—3Gwireless modem interface for SRX320 devices.

• ct1-pim/0/port—Channelized T1 interface.

• dl0—Dialer Interface for initiating ISDN and USBmodem connections.

• e1-pim/0/port—E1 interface.

• e3-pim/0/port—E3 interface.

• fe-pim/0/port—Fast Ethernet interface.

• ge-pim/0/port—Gigabit Ethernet interface.
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• se-pim/0/port—Serial interface.

• t1-pim/0/port—T1 (also called DS1) interface.

• t3-pim/0/port—T3 (also called DS3) interface.

• wx-slot/0/0—WANacceleration interface, for theWXC IntegratedServicesModule

(ISM 200).

Additional Information In a logical system, this command displays information only about the logical interfaces

and not about the physical interfaces.

Required Privilege
Level

view

Release History Table DescriptionRelease

Starting in JunosOSRelease 18.4R1,Output fieldsNext-hopandvpls-status
is displayed in the show interfaces interface name detail command, only
for Layer 2 protocols on MX480 routers.

18.4R1

Related
Documentation

Understanding Layer 2 Interfaces on Security Devices•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

List of Sample Output show interfaces (Gigabit Ethernet) on page 846
show interfaces (Gigabit Ethernet onMX Series Routers) on page 846
show interfaces (link degrade status) on page 847
show interfaces extensive (Gigabit Ethernet onMX Series Routers showing interface
transmit statistics configuration) on page 847
show interfaces brief (Gigabit Ethernet) on page 848
show interfaces detail (Gigabit Ethernet) on page 848
show interfaces extensive (Gigabit Ethernet IQ2) on page 850
show interfaces (Gigabit Ethernet Unnumbered Interface) on page 853
show interfaces (ACI Interface Set Configured) on page 853
show interfaces (ALI Interface Set) on page 854
show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, IQ2) on page 854
show interfaces extensive (10-Gigabit Ethernet, WANPHYMode) on page 856
show interfaces extensive (10-Gigabit Ethernet, DWDMOTNPIC) on page 858
show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional
Mode) on page 861
show interfaces extensive (10-Gigabit Ethernet, LANPHYMode, UnidirectionalMode,
Transmit-Only) on page 861
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show interfaces extensive (10-Gigabit Ethernet, LANPHYMode, UnidirectionalMode,
Receive-Only) on page 862
Sample Output SRXGigabit Ethernet on page 863
Sample Output SRXGigabit Ethernet on page 864
show interfaces detail (Gigabit Ethernet) on page 864
show interfaces statistics st0.0 detail on page 866
show interfaces extensive (Gigabit Ethernet) on page 867
show interfaces terse on page 870
show interfaces controller (Channelized E1 IQwith Logical E1) on page 870
show interfaces controller (Channelized E1 IQwith Logical DS0) on page 871
show interfaces descriptions on page 871
show interfaces destination-class all on page 871
show interfaces diagnostics optics on page 871
show interfaces far-end-interval coc12-5/2/0 on page 872
show interfaces far-end-interval coc1-5/2/1:1 on page 873
show interfaces filters on page 873
show interfaces flow-statistics (Gigabit Ethernet) on page 873
show interfaces interval (Channelized OC12) on page 874
show interfaces interval (E3) on page 875
show interfaces interval (SONET/SDH) (SRX devices) on page 875
show interfaces load-balancing (SRX devices) on page 875
show interfaces load-balancing detail (SRX devices) on page 876
showinterfacesmac-database(AllMACAddressesonaPortSRXdevices)onpage876
show interfacesmac-database (All MAC Addresses on a Service SRX
devices) on page 876
show interfacesmac-databasemac-address on page 877
show interfacesmc-ae (SRX devices) on page 877
show interfacesmedia (SONET/SDH) on page 878
show interfaces policers (SRX devices) on page 878
show interfaces policers interface-name (SRX devices) on page 878
show interfaces queue (SRX devices) on page 879
show interfaces redundancy (SRX devices) on page 880
show interfaces redundancy (Aggregated Ethernet SRX devices) on page 880
show interfaces redundancy detail (SRX devices) on page 880
show interfaces routing brief (SRX devices) on page 880
show interfaces routing detail (SRX devices) on page 881
show interfaces routing-instance all (SRX devices) on page 881
show interfaces snmp-index (SRX devices) on page 882
show interfaces source-class all (SRX devices) on page 882
show interfaces statistics (Fast Ethernet SRX devices) on page 882
show interfaces switch-port (SRX devices) on page 883
show interfaces transport pm (SRX devices) on page 883
show security zones (SRX devices) on page 885

Output Fields Table 14onpage695describes theoutput fields for the showinterfaces (Gigabit Ethernet)

command. Output fields are listed in the approximate order in which they appear. For

Gigabit Ethernet IQ and IQE PICs, the traffic and MAC statistics vary by interface type.

For more information, see Table 15 on page 722.
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Table 18: show interfaces (Gigabit Ethernet) Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface. Possible values are described in the “Enabled Field”
section under Common Output Fields Description.

Enabled

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsEncapsulation being used on the physical interface.Link-level type

All levelsMaximum transmission unit size on the physical interface.MTU

All levelsSpeed at which the interface is running.Speed

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback:
Local or Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levels10-Gigabit Ethernet interface operating in Local Area Network Physical Layer
Device (LAN PHY)mode. LAN PHY allows 10-Gigabit Ethernet wide area links
to use existing Ethernet applications.

LAN-PHYmode

All levels10-Gigabit Ethernet interface operating inWide Area Network Physical Layer
Device (WANPHY)mode.WANPHYallows 10-Gigabit Ethernetwide area links
to use fiber-optic cables and other devices intended for SONET/SDH.

WAN-PHYmode

All levelsUnidirectional link mode status for 10-Gigabit Ethernet interface: Enabled or
Disabled for parent interface; Rx-only or Tx-only for child interfaces.

Unidirectional

All levelsFlow control status: Enabled or Disabled.Flow control

All levels(Gigabit Ethernet interfaces) Autonegotiation status: Enabled or Disabled.Auto-negotiation

All levels(Gigabit Ethernet interfaces) Remote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device flags

All levelsInformation about the interface. Possible values are described in the “Interface
Flags” section under Common Output Fields Description.

Interface flags
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsInformation about the link. Possible values are described in the “Links Flags”
section under Common Output Fields Description.

Link flags

All levels(10-Gigabit Ethernet dense wavelength-division multiplexing [DWDM]
interfaces) Displays the configured wavelength, in nanometers (nm).

Wavelength

All levels(10-Gigabit Ethernet DWDM interfaces only) Displays the frequency associated
with the configured wavelength, in terahertz (THz).

Frequency

detail extensive noneNumber of CoS queues configured.CoS queues

extensive(Gigabit Ethernet intelligent queuing 2 [IQ2] interfaces only) Number of CoS
schedulers configured.

Schedulers

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds (ms).Hold-times

detail extensive noneConfigured MAC address.Current address

detail extensive noneHardware MAC address.Hardware address

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour:minute:second:timezone (hour:minute:second
ago). For example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

NoneInput rate in bits per second (bps) and packets per second (pps). The value in
this field also includes the Layer 2 overhead bytes for ingress traffic on Ethernet
interfaces if you enable accounting of Layer 2 overhead at the PIC level or the
logical interface level.

Input Rate

NoneOutput rate in bps and pps. The value in this field also includes the Layer 2
overheadbytes for egress traffic onEthernet interfaces if youenableaccounting
of Layer 2 overhead at the PIC level or the logical interface level.

Output Rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last cleared

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for egress
traffic.

Egress account
overhead

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for ingress
traffic.

Ingress account
overhead
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface. The value in this field
also includes the Layer 2 overhead bytes for ingress traffic on Ethernet
interfaces if you enable accounting of Layer 2 overhead at the PIC level or
the logical interface level.

• Output bytes—Number of bytes transmitted on the interface. The value in
this fieldalso includes theLayer 2overheadbytes for egress traffic onEthernet
interfaces if you enable accounting of Layer 2 overhead at the PIC level or
the logical interface level.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Gigabit Ethernet and 10-Gigabit Ethernet IQ PICs count the overhead and CRC
bytes.

For Gigabit Ethernet IQ PICs, the input byte counts vary by interface type. For
more information, see Table 31 under the show interfaces command.

Traffic statistics

extensiveInput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 (usually IPv4) sanity checks of the header. For example, a framewith
less than 20 bytes of available IP header is discarded. L3 incomplete errors
can be ignored by configuring the ignore-l3-incompletes statement.

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported
by the ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which
are supported in M320 and T640 routers), the Drops field does not always
use thecorrect value forqueue6orqueue7 for interfaceson 10-port 1-Gigabit
Ethernet PICs.

• Collisions—Number of Ethernet collisions. TheGigabit Ethernet PIC supports
only full-duplex operation, so for Gigabit Ethernet PICs, this number must
always be 0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM
so long that the system automatically purged them. The value in this field
must never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the
ASICs responsible for handling the router interfaces.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors

detail extensiveTotal number of egress queues supported on the specified interface.

NOTE: InDPCs thatarenotof theenhanced type, suchasDPC40x 1GER,DPCE
20x 1GE + 2x 10GE R, or DPCE 40x 1GE R, youmight notice a discrepancy in the
output of the show interfaces command because incoming packets might be
counted in the Egress queues section of the output. This problem occurs on
non-enhanced DPCs because the egress queue statistics are polled from IMQ
(Inbound Message Queuing) block of the I-chip. The IMQ block does not
differentiate between ingress and egressWAN traffic; as a result, the combined
statistics are displayed in the egress queue counters on the Routing Engine. In
a simple VPLS scenario, if there is no MAC entry in DMAC table (by sending
unidirectional traffic), traffic is floodedand the input traffic is accounted in IMQ.
For bidirectional traffic (MAC entry in DMAC table), if the outgoing interface is
on the same I-chip then both ingress and egress statistics are counted in a
combinedway. If the outgoing interface is on a different I-chip or FPC, then only
egress statistics are accounted in IMQ. This behavior is expected with
non-enhanced DPCs

Egress queues
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which
are supported inM320andT640 routers), theDroppedpackets fielddoesnot
always display the correct value for queue 6 or queue 7 for interfaces on
10-port 1-Gigabit Ethernet PICs.

Queue counters
(Egress)

extensiveTotal number of ingress queues supported on the specified interface. Displayed
on IQ2 interfaces.

Ingress queues

extensiveCoS queue number and its associated user-configured forwarding class name.
Displayed on IQ2 interfaces.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Ingress)

detail extensive noneEthernet-specific defects that can prevent the interface from passing packets.
When a defect persists for a certain amount of time, it is promoted to an alarm.
Based on the router configuration, an alarm can ring the red or yellow alarm
bell on the router, or turn on the red or yellow alarm LED on the craft interface.
These fields can contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interface has lost its link state, which usually means that the cable is
unplugged, the far-end system has been turned off, or the PIC is
malfunctioning.

Active alarms and
Active defects

detail extensive(OnMXSeriesdevices)Statusof the interface-transmit-statisticsconfiguration:
Enabled or Disabled.

• Enabled—When the interface-transmit-statistics statement is included in the
configuration. If this is configured, the interface statistics show the actual
transmitted load on the interface.

• Disabled—When the interface-transmit-statistics statement is not included
in the configuration. If this is not configured, the interface statistics show the
offered load on the interface.

Interface transmit
statistics

detail extensiveThe forward error correction (FEC) counters provide the following statistics:

• Corrected Errors—Count of corrected errors in the last second.

• CorrectedErrorRatio—Correctederror ratio in the last 25seconds. For example,
1e-7 is 1 error per 10 million bits.

OTN FEC statistics
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(10-Gigabit Ethernet interfaces) Displays Physical Coding Sublayer (PCS) fault
conditions from theWAN PHY or the LAN PHY device.

• Bit errors—Number of seconds during which at least one bit error rate (BER)
occurred while the PCS receiver is operating in normal mode.

• Erroredblocks—Number of secondswhen at least one errored block occurred
while the PCS receiver is operating in normal mode.

PCS statistics

detail extensiveShows the link degrade status of the physical link and the estimated bit error
rates (BERs). This field is available only for the PICs supporting the physical link
monitoring feature.

• LinkMonitoring—Indicates if physical link degrademonitoring is enabled on
the interface.

• Enable—Indicates that link degrademonitoring has been enabled (using
the link-degrade-monitor statement) on the interface.

• Disable—Indicates that link degrademonitoring has not been enabled on
the interface. If link degrademonitoring has not been enabled, the output
doesnot showany related information, suchasBERvaluesand thresholds.

• Link Degrade Set Threshold—The BER threshold value at which the link is
considered degraded and a corrective action is triggered.

• LinkDegradeClearThreshold—TheBERthreshold valueatwhich thedegraded
link is considered recovered and the corrective action applied to the interface
is reverted.

• Estimated BER—The estimated bit error rate.

• Link-degrade event—Shows link degrade event information.

• Seconds—Time (in seconds) elapsed after a link degrade event occurred.

• Count—The number of link degrade events recorded.

• State—Shows the link degrade status (example: Defect Active).

Link Degrade
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveReceive and Transmit statistics reported by the PIC'sMAC subsystem, including
the following:

• Total octets and total packets—Total number of octets and packets. For
Gigabit Ethernet IQ PICs, the received octets count varies by interface type.
For more information, see Table 31 under the show interfaces command.

• Unicastpackets,Broadcastpackets,andMulticastpackets—Numberofunicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, and had either a bad FCSwith an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment
Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC.
If this value is ever nonzero, the PIC or a cable is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational
code.

• Oversized frames—There are two possible conditions regarding the number
of oversized frames:

• Packet length exceeds interface MTU, or

• Packet length exceeds MRU

• Jabberframes—Numberof frames thatwere longer than 1518octets (excluding
framing bits, but including FCS octets), and had either an FCS error or an
alignment error. This definition of jabber is different from the definition in
IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These
documents define jabber as the condition in which any packet exceeds 20
ms. The allowed range to detect jabber is from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in
length (excluding framing bits, but including FCS octets) and had either an
FCSerrororanalignmenterror. Fragment framesnormally incrementbecause
both runts (which are normal occurrences caused by collisions) and noise
hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system
uses theTPIDof0x8100 in the frame todeterminewhether a frame is tagged
or not.

NOTE: The20-portGigabitEthernetMIC(MIC-3D-20GE-SFP)doesnothave
hardware counters for VLAN frames. Therefore, theVLAN tagged frames field
displays 0 when the show interfaces command is executed on a 20-port
Gigabit Ethernet MIC. In other words, the number of VLAN tagged frames
cannot be determined for the 20-port Gigabit Ethernet MIC.

• Codeviolations—Number of times an event caused thePHY to indicate “Data
reception error” or “invalid data symbol error.”

MAC statistics

extensiveAPS/PCC0:0x02, APS/PCC1: 0x11, APS/PCC2: 0x47, APS/PCC3: 0x58Payload
Type: 0x08

OTNReceived
Overhead Bytes

extensiveAPS/PCC0: 0x00, APS/PCC1: 0x00, APS/PCC2: 0x00, APS/PCC3: 0x00
Payload Type: 0x08

OTN Transmitted
Overhead Bytes
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveReceive and Transmit statistics reported by the PIC's MAC address filter
subsystem. The filtering is done by the content-addressable memory (CAM)
on thePIC.The filter examinesapacket's sourceanddestinationMACaddresses
to determine whether the packet may enter the system or be rejected.

• Input packet count—Number of packets received from the MAC hardware
that the filter processed.

• Input packet rejects—Number of packets that the filter rejected because of
either the source MAC address or the destination MAC address.

• Input DA rejects—Number of packets that the filter rejected because the
destination MAC address of the packet is not on the accept list. It is normal
for this value to increment. When it increments very quickly and no traffic is
entering the router from the far-end system, either there is a bad ARP entry
on the far-end system, or multicast routing is not on and the far-end system
is sending manymulticast packets to the local router (which the router is
rejecting).

• Input SA rejects—Number of packets that the filter rejected because the
source MAC address of the packet is not on the accept list. The value in this
field must increment only if source MAC address filtering has been enabled.
If filtering is enabled, if the value increments quickly, and if the system is not
receiving traffic that it should from the far-end system, it means that the
user-configured source MAC addresses for this interface are incorrect.

• Output packet count—Number of packets that the filter has given to theMAC
hardware.

• Output packet pad count—Number of packets the filter padded to the
minimum Ethernet size (60 bytes) before giving the packet to the MAC
hardware. Usually, padding is doneonly on small ARPpackets, but somevery
small IP packets can also require padding. If this value increments rapidly,
either the system is trying to find anARPentry for a far-end system that does
not exist or it is misconfigured.

• Output packet error count—Number of packets with an indicated error that
the filter was given to transmit. These packets are usually aged packets or
are the result of a bandwidth problem on the FPC hardware. On a normal
system, the value of this field must not increment.

• CAMdestination filters, CAM source filters—Number of entries in the CAM
dedicated to destination and source MAC address filters. There can only be
up to 64 source entries. If source filtering is disabled, which is the default, the
values for these fields must be 0.

Filter statistics

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• PHY Lock—Phase-locked loop

• PHY Light—Loss of optical signal

PMAPHY
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOL—Loss of light

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

WIS section

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) Active alarms and defects,
plus counts of specific SONET errors with detailed information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

WIS line
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) Active alarms and defects,
plus counts of specific SONET errors with detailed information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

WIS path
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• Noautonegotiation—RemoteEthernet interfacehas thespeedor linkmode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

• Linkpartner status—OKwhenEthernet interface is connected to adevice that
performs autonegotiation and the autonegotiation process is successful.

• Link partner—Information from the remote Ethernet device:

• Linkmode—Depending on the capability of the link partner, either
Full-duplex or Half-duplex.

• Flow control—Types of flow control supported by the link partner. For
Gigabit Ethernet interfaces, types are Symmetric (link partner supports
PAUSEon receive and transmit),Asymmetric (link partner supportsPAUSE
on transmit), Symmetric/Asymmetric (link partner supports PAUSE on
receive and transmit or only PAUSE on transmit), and None (link partner
does not support flow control).

• Remote fault—Remote fault information from the link partner—Failure
indicates a receive link error.OK indicates that the link partner is receiving.
Negotiation error indicates a negotiation error.Offline indicates that the
link partner is going offline.

• Local resolution—Information from the local Ethernet device:

• Flow control—Types of flow control supported by the local device. For
Gigabit Ethernet interfaces, advertised capabilities are
Symmetric/Asymmetric (local device supports PAUSE on receive and
transmitoronlyPAUSEon receive)andNone (localdevicedoesnot support
flow control). Depending on the result of the negotiation with the link
partner, local resolution flow control type will display Symmetric (local
device supportsPAUSEon receive and transmit),Asymmetric (local device
supportsPAUSEon receive), andNone (local device does not support flow
control).

• Remote fault—Remote fault information. Link OK (no error detected on
receive),Offline (local interface is offline), and Link Failure (link error
detected on receive).

Autonegotiation
information

extensive(10-Gigabit Ethernet interfaces,WANPHYmode)SONET/SDH interfacesallow
path tracebytes tobesent inbandacross theSONET/SDH link. JuniperNetworks
and other router manufacturers use these bytes to help diagnose
misconfigurations and network errors by setting the transmitted path trace
message so that it contains the system hostname and name of the physical
interface. The received path trace value is themessage received from the router
at the other end of the fiber. The transmitted path trace value is the message
that this router transmits.

Received path trace,
Transmittedpathtrace

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

Packet Forwarding
Engine configuration
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured
forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Bufferusec—Amountofbuffer spaceallocated to thequeue, inmicroseconds.
This value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values
are none and exact. If exact is configured, the queue transmits only up to the
configured bandwidth, even if excess bandwidth is available. If none is
configured, the queue transmits beyond the configured bandwidth if
bandwidth is available.

CoS information

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

brief detail extensive
none

Rewrite profile applied to incoming or outgoing frameson the outer (Out) VLAN
tag or for both the outer and inner (In) VLAN tags.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• pop—The outer VLAN tag of the incoming frame is removed.

• swap—The outer VLAN tag of the incoming frame is overwritten with the
user-specified VLAN tag information.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• push-push—Two VLAN tags are pushed in from the incoming frame.

• swap-push—The outer VLAN tag of the incoming frame is replaced by a
user-specified VLAN tag value. A user-specified outer VLAN tag is pushed in
front. The outer tag becomes an inner tag in the final frame.

• swap-swap—Both the inner and the outer VLAN tags of the incoming frame
are replaced by the user-specified VLAN tag value.

• pop-swap—The outer VLAN tag of the incoming frame is removed, and the
inner VLAN tag of the incoming frame is replaced by the user-specifiedVLAN
tag value. The inner tag becomes the outer tag in the final frame.

• pop-pop—Both the outer and inner VLAN tags of the incoming frame are
removed.

VLAN-Tag
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneIP demultiplexing (demux) value that appears if this interface is used as the
demux underlying interface. The output is one of the following:

• Source Family Inet

• Destination Family Inet

Demux

All levelsEncapsulation on the logical interface.Encapsulation

brief detail extensive
none

Information displayed for agent circuit identifier (ACI) interface set configured
with the agent-circuit-id autoconfiguration stanza.

Dynamic Profile—Name of the dynamic profile that defines the ACI interface
set.

If configured, the ACI interface set enables the underlying Ethernet interface to
create dynamic VLAN subscriber interfaces based on ACI information.

NOTE: The ACI VLAN field is replaced with the Line Identity field when an ALI
interface set is configured with the line-identity autoconfiguration stanza.

ACI VLAN

detailInformation displayed for access-line-identifier (ALI) interface sets configured
with the line-identity autoconfiguration stanza.

• Dynamic Profile—Name of the dynamic profile that defines the ALI interface
set.

• Trusted option used to create the ALI interface set: Circuit-id, Remote-id, or
Accept-no-ids. More than one option can be configured.

If configured, the ALI interface set enables the underlying Ethernet interface to
create dynamic VLAN subscriber interfaces based on ALI information.

NOTE: The Line Identity field is replaced with the ACI VLAN field when an ACI
interface set is configured with the agent-circuit-id autoconfiguration stanza.

Line Identity

detail extensive noneProtocol family. Possible values are described in the “Protocol Field” section
under Common Output Fields Description.

Protocol

detail extensive noneMaximum transmission unit size on the logical interface.MTU

All levelsNDP statistics for protocol inet6 under logical interface statistics.

• Max nh cache—Maximum interface neighbor discovery nexthop cache size.

• New hold nh limit—Maximum number of new unresolved nexthops.

• Curr nh cnt—Current number of resolved nexthops in the NDP queue.

• Currnewholdcnt—Current number of unresolvednexthops in theNDPqueue.

• NH drop cnt—Number of NDP requests not serviced.

Neighbor Discovery
Protocol (NDP)Queue
Statistics

detail extensive noneName of the dynamic profile that was used to create this interface configured
with a Point-to-Point Protocol over Ethernet (PPPoE) family.

Dynamic Profile

detail extensive noneNameof theservicenametable for the interfaceconfiguredwithaPPPoE family.Service Name Table
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Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneMaximum number of PPPoE logical interfaces that can be activated on the
underlying interface.

Max Sessions

detail extensive noneState of PPPoE duplicate protection:On orOff. When duplicate protection is
configured for theunderlying interface, adynamicPPPoE logical interfacecannot
be activated when an existing active logical interface is present for the same
PPPoE client.

Duplicate Protection

detail extensive noneStateof theconfiguration to ignoreDSLForumVSAs:OnorOff.Whenconfigured,
the router ignores any of these VSAs received from a directly connected CPE
device on the interface.

Direct Connect

detail extensive noneName of the access concentrator.ACName

detail extensive noneMaximum number of MPLS labels configured for the MPLS protocol family on
the logical interface.

Maximum labels

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon the specified
interface set.

• Input bytes, Output bytes—Number of bytes received and transmitted on the
interface set. The value in this field also includes the Layer 2 overhead bytes
for ingress or egress traffic on Ethernet interfaces if you enable accounting
of Layer 2 overhead at the PIC level or the logical interface level.

• Input packets, Output packets—Number of packets received and transmitted
on the interface set.

Traffic statistics

extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
logical interface if IPv6 statistics tracking is enabled.

IPv6 transit statistics

extensiveNumber and rate of bytes and packets destined to the router.Local statistics

extensiveNumber and rate of bytes and packets transiting the switch.

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical
interface egress statistics might not accurately reflect the traffic on the wire
when output shaping is applied. Traffic management output shaping might
drop packets after they are tallied by theOutput bytes andOutput packets
interface counters. However, correct values display for both of these egress
statistics when per-unit scheduling is enabled for the Gigabit Ethernet IQ2
physical interface, or when a single logical interface is actively using a shared
scheduler.

Transit statistics

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route Table

detail extensiveInformation about protocol family flags. Possible values are described in the
“Family Flags” section under Common Output Fields Description.

Flags

Copyright © 2018, Juniper Networks, Inc.824

Broadband Subscriber VLANs and Interfaces Feature Guide



Table 18: show interfaces (Gigabit Ethernet) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive none(UnnumberedEthernet) Interface fromwhichanunnumberedEthernet interface
borrows an IPv4 address.

Donor interface

detail extensive none(UnnumberedEthernet)Secondary IPv4addressof thedonor loopback interface
thatactsas thepreferredsourceaddress for theunnumberedEthernet interface.

Preferred source
address

detail extensiveNames of any input filters applied to this interface. If you specify a precedence
value for any filter in a dynamic profile, filter precedence values appear in
parentheses next to all interfaces.

Input Filters

detail extensiveNamesof any output filters applied to this interface. If you specify a precedence
value for any filter in a dynamic profile, filter precedence values appear in
parentheses next to all interfaces.

Output Filters

detail extensive noneNumber of MAC address validation failures for packets and bytes. This field is
displayed when MAC address validation is enabled for the logical interface.

Mac-Validate Failures

detail extensive noneInformation about the address flags. Possible values are described in the
“Addresses Flags” section under Common Output Fields Description.

Addresses, Flags

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneInformation about the address flag. Possible values are described in the
“Addresses Flags” section under Common Output Fields Description.

Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interface.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

The following table describes the output fields for the show interfaces (10–Gigabit

Ethernet) command.

Level of
Output

Field DescriptionField Name

All levelsName of the physical interface.Physical interface

All levelsState of the interface. Possible values are described in the “Enabled Field” section under
Common Output Fields Description.

Enabled

detail extensive
none

Index number of the physical interface, which reflects its initialization sequence.Interface index
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detail extensive
none

SNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsEncapsulation being used on the physical interface.Link-level type

All levelsMaximum transmission unit size on the physical interface.MTU

All levelsSpeed at which the interface is running.Speed

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback: Local or
Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levels10-Gigabit Ethernet interface operating in Local Area Network Physical Layer Device
(LAN PHY)mode. LAN PHY allows 10-Gigabit Ethernet wide area links to use existing
Ethernet applications.

LAN-PHYmode

All levels10-Gigabit Ethernet interface operating inWide Area Network Physical Layer Device
(WANPHY)mode.WANPHYallows 10-GigabitEthernetwidearea links touse fiber-optic
cables and other devices intended for SONET/SDH.

WAN-PHYmode

All levelsUnidirectional link mode status for 10-Gigabit Ethernet interface: Enabled or Disabled
for parent interface; Rx-only or Tx-only for child interfaces.

Unidirectional

All levelsFlow control status: Enabled or Disabled.Flow control

All levels(Gigabit Ethernet interfaces) Autonegotiation status: Enabled or Disabled.Auto-negotiation

All levels(Gigabit Ethernet interfaces) Remote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device. Possible values are described in the “Device
Flags” section under Common Output Fields Description.

Device flags

All levelsInformation about the interface. Possible values are described in the “Interface Flags”
section under Common Output Fields Description.

Interface flags

All levelsInformation about the link. Possible values are described in the “Links Flags” section
under Common Output Fields Description.

Link flags

All levels(10-Gigabit Ethernet dense wavelength-division multiplexing [DWDM] interfaces)
Displays the configured wavelength, in nanometers (nm).

Wavelength

All levels(10-Gigabit Ethernet DWDM interfaces only) Displays the frequency associated with
the configured wavelength, in terahertz (THz).

Frequency

detail extensive
none

Number of CoS queues configured.CoS queues
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extensive(Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces only) Number of CoS schedulers
configured.

Schedulers

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensive
none

Configured MAC address.Current address

detail extensive
none

Hardware MAC address.Hardware
address

detail extensive
none

Date, time, and how long ago the interface went from down to up. The format is Last
flapped: year-month-day hour:minute:second:timezone (hour:minute:second ago). For
example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

None specifiedInput rate in bits per second (bps) and packets per second (pps). The value in this field
also includes the Layer 2 overhead bytes for ingress traffic on Ethernet interfaces if you
enable accounting of Layer 2 overhead at the PIC level or the logical interface level.

Input Rate

None specifiedOutput rate in bps and pps. The value in this field also includes the Layer 2 overhead
bytes for egress trafficonEthernet interfaces if youenableaccountingofLayer 2overhead
at the PIC level or the logical interface level.

Output Rate

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for egress traffic.Egress account
overhead

detail extensiveLayer 2 overhead in bytes that is accounted in the interface statistics for ingress traffic.Ingress account
overhead

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon thephysical interface.

• Input bytes—Number of bytes received on the interface. The value in this field also
includes the Layer 2 overhead bytes for ingress traffic on Ethernet interfaces if you
enable accounting of Layer 2 overhead at the PIC level or the logical interface level.

• Output bytes—Number of bytes transmitted on the interface. The value in this field
also includes the Layer 2 overhead bytes for egress traffic on Ethernet interfaces if
you enable accounting of Layer 2 overhead at the PIC level or the logical interface
level.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics
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extensiveInput errors on the interface. The following paragraphs explain the counters whose
meaning might not be obvious:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If
the interface is saturated, thisnumber incrementsonce for everypacket that isdropped
by the ASIC's REDmechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packetmatch code discarded
because theywerenot recognizedornotof interest.Usually, this field reportsprotocols
that the Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3
(usually IPv4) sanity checks of the header. For example, a frame with less than
20 bytes of available IP header is discarded. L3 incomplete errors can be ignored by
configuring the ignore-l3-incompletes statement.

• L2 channel errors—Number of times the software did not find a valid logical interface
for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the
incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors

extensiveOutput errors on the interface. The following paragraphs explain the counters whose
meaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up. This
number does not normally increment quickly, increasing only when the cable is
unplugged, the far-end system is powered down and then up, or another problem
occurs. If the number of carrier transitions increments quickly (perhaps once every
10 seconds), the cable, the far-end system, or the PIC or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If
the interface is saturated, thisnumber incrementsonce for everypacket that isdropped
by the ASIC's REDmechanism.

• Collisions—Number of Ethernet collisions. The Gigabit Ethernet PIC supports only
full-duplex operation, so for Gigabit Ethernet PICs, this number should always remain
0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM so long
that the system automatically purged them. The value in this field should never
increment. If it does, it is most likely a software bug or possibly malfunctioning
hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the ASIC on
the PIC. If this value is ever nonzero, the PIC is probably malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeded the MTU of the interface.

• Resource errors—Sum of transmit drops.

Output errors
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detail extensiveTotal number of egress queues supported on the specified interface.

NOTE: In DPCs that are not of the enhanced type, such as DPC 40x 1GE R, DPCE 20x
1GE+ 2x 10GER, or DPCE 40x 1GER, youmight notice a discrepancy in the output of the
show interfaces command because incoming packets might be counted in the Egress
queues section of the output. This problemoccurs on non-enhancedDPCs because the
egress queue statistics are polled from IMQ (Inbound Message Queuing) block of the
I-chip. The IMQ block does not differentiate between ingress and egressWAN traffic;
as a result, the combined statistics are displayed in the egress queue counters on the
Routing Engine. In a simple VPLS scenorio, if there is no MAC entry in DMAC table (by
sending unidirectional traffic), traffic is floodedand the input traffic is accounted in IMQ.
For bidirectional traffic (MAC entry in DMAC table), if the outgoing interface is on the
same I-chip then both ingress and egress statistics are counted in a combined way. If
the outgoing interface is on a different I-chip or FPC, then only egress statistics are
accounted in IMQ. This behavior is expected with non-enhanced DPCs

Egress queues

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

Queue counters
(Egress)

extensiveTotal number of ingress queues supported on the specified interface. Displayed on IQ2
interfaces.

Ingress queues

extensiveCoSqueuenumberand its associateduser-configured forwardingclassname.Displayed
on IQ2 interfaces.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

Queue counters
(Ingress)

detail extensive
none

Ethernet-specific defects that can prevent the interface from passing packets. When a
defect persists for a certain amount of time, it is promoted to an alarm. Based on the
routingdevice configuration, analarmcan ring the redor yellowalarmbell on the routing
device, or turn on the red or yellow alarm LED on the craft interface. These fields can
contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interfacehas lost its link state,whichusuallymeans that the cable is unplugged,
the far-end system has been turned off, or the PIC is malfunctioning.

Activealarmsand
Active defects

detail extensiveActive OTN alarms identified on the interface.OTN alarms

detail extensiveOTN defects received on the interface.OTN defects

detail extensiveThe FECmode configured on the interface.

• efec—Enhanced forward error correction (EFEC) is configured to defect and correct
bit errors.

• gfec—G.709Forwarderror correction (GFEC)mode is configured todetect andcorrect
bit errors.

• none—FECmode is not configured.

OTN FECMode
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detail extensiveOTNmode.

• fixed-stuff-bytes—Fixed stuff bytes 11.0957 Gbps.

• no-fixed-stuff-bytes—No fixed stuff bytes 11.0491 Gbps.

• pass-through—Enable OTN passthroughmode.

• no-pass-through—Do not enable OTN passthroughmode.

OTNRate

detail extensiveStatusof the line loopback, if configured for theDWDMOTNPIC. Its valuecanbe:enabled
or disabled.

OTN Line
Loopback

detail extensiveThe forward error correction (FEC) counters for the DWDMOTN PIC.

• Corrected Errors—The count of corrected errors in the last second.

• Corrected Error Ratio—The corrected error ratio in the last 25 seconds. For example,
1e-7 is 1 error per 10 million bits.

OTN FEC
statistics

detail extensiveOTN FEC excessive or degraded error alarms triggered on the interface.

• FEC Degrade—OTU FEC Degrade defect.

• FEC Excessive—OTU FEC Excessive Error defect.

OTN FEC alarms

detail extensiveOTNOC defects triggered on the interface.

• LOS—OC Loss of Signal defect.

• LOF—OC Loss of Frame defect.

• LOM—OC Loss of Multiframe defect.

• Wavelength Lock—OCWavelength Lock defect.

OTNOC

detail extensiveOTNOTU defects detected on the interface

• AIS—OTN AIS alarm.

• BDI—OTNOTU BDI alarm.

• IAE—OTNOTU IAE alarm.

• TTIM—OTNOTU TTIM alarm.

• SF—OTNODU bit error rate fault alarm.

• SD—OTNODU bit error rate defect alarm.

• TCA-ES—OTNODU ES threshold alarm.

• TCA-SES—OTNODU SES threshold alarm.

• TCA-UAS—OTNODU UAS threshold alarm.

• TCA-BBE—OTNODU BBE threshold alarm.

• BIP—OTNODU BIP threshold alarm.

• BBE—OTNOTU BBE threshold alarm.

• ES—OTNOTU ES threshold alarm.

• SES—OTNOTU SES threshold alarm.

• UAS—OTNOTU UAS threshold alarm.

OTNOTU

detail extensiveDestination Access Port Interface (DAPI) fromwhich the packets were received.Received DAPI

detail extensiveSource Access Port Interface (SAPI) fromwhich the packets were received.Received SAPI

detail extensiveDestination Access Port Interface (DAPI) to which the packets were transmitted.TransmittedDAPI
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detail extensiveSource Access Port Interface (SAPI) to which the packets were transmitted.TransmittedSAPI

detail extensive(10-GigabitEthernet interfaces)DisplaysPhysicalCodingSublayer (PCS) fault conditions
from theWAN PHY or the LAN PHY device.

• Bit errors—The number of seconds during which at least one bit error rate (BER)
occurred while the PCS receiver is operating in normal mode.

• Errored blocks—The number of seconds when at least one errored block occurred
while the PCS receiver is operating in normal mode.

PCS statistics

extensiveReceive and Transmit statistics reported by the PIC's MAC subsystem, including the
following:

• Total octets and total packets—Total number of octets and packets. For Gigabit
Ethernet IQ PICs, the received octets count varies by interface type.

• Unicast packets, Broadcast packets, andMulticast packets—Number of unicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, and
had either a bad FCSwith an integral number of octets (FCS Error) or a bad FCSwith
a nonintegral number of octets (Alignment Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC. If this
value is ever nonzero, the PIC or a cable is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational code.

• Oversized frames—Number of frames that exceed 1518 octets.

• Jabber frames—Numberof frames thatwere longer than 1518octets (excluding framing
bits, but including FCS octets), and had either an FCS error or an alignment error. This
definition of jabber is different from the definition in IEEE-802.3 section 8.2.1.5
(10BASE5) and section 10.3.1.4 (10BASE2). These documents define jabber as the
condition in which any packet exceeds 20ms. The allowed range to detect jabber is
from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in length
(excluding framing bits, but including FCS octets), and had either an FCS error or an
alignment error. Fragment frames normally increment because both runts (which are
normal occurrences caused by collisions) and noise hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system uses the
TPID of 0x8100 in the frame to determine whether a frame is tagged or not.

• Codeviolations—Numberof timesaneventcaused thePHYto indicate “Data reception
error” or “invalid data symbol error.”

MAC statistics

extensiveAPS/PCC0: 0x02, APS/PCC1: 0x11, APS/PCC2: 0x47, APS/PCC3: 0x58 Payload Type:
0x08

OTNReceived
Overhead Bytes

extensiveAPS/PCC0:0x00,APS/PCC1: 0x00,APS/PCC2:0x00,APS/PCC3:0x00PayloadType:
0x08

OTN Transmitted
Overhead Bytes
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extensiveReceive and Transmit statistics reported by the PIC'sMAC address filter subsystem. The
filtering is done by the content-addressable memory (CAM) on the PIC. The filter
examines a packet's source and destination MAC addresses to determine whether the
packet should enter the system or be rejected.

• Input packet count—Number of packets received from the MAC hardware that the
filter processed.

• Input packet rejects—Number of packets that the filter rejected because of either the
source MAC address or the destination MAC address.

• Input DA rejects—Number of packets that the filter rejected because the destination
MAC address of the packet is not on the accept list. It is normal for this value to
increment.When it incrementsveryquicklyandno traffic is entering the routingdevice
from the far-end system, either there is a bad ARP entry on the far-end system, or
multicast routing is not on and the far-end system is sendingmanymulticast packets
to the local routing device (which the routing device is rejecting).

• Input SA rejects—Number of packets that the filter rejected because the source MAC
address of the packet is not on the accept list. The value in this field should increment
only if source MAC address filtering has been enabled. If filtering is enabled, if the
value increments quickly, and if the system is not receiving traffic that it should from
the far-end system, it means that the user-configured source MAC addresses for this
interface are incorrect.

• Outputpacketcount—Numberofpackets that the filter hasgiven to theMAChardware.

• Output packet pad count—Number of packets the filter padded to the minimum
Ethernet size (60 bytes) before giving the packet to the MAC hardware. Usually,
padding is done only on small ARP packets, but some very small IP packets can also
require padding. If this value increments rapidly, either the system is trying to find an
ARP entry for a far-end system that does not exist or it is misconfigured.

• Output packet error count—Number of packets with an indicated error that the filter
was given to transmit. These packets are usually aged packets or are the result of a
bandwidth problem on the FPC hardware. On a normal system, the value of this field
should not increment.

• CAMdestination filters, CAM source filters—Number of entries in the CAM dedicated
to destination and source MAC address filters. There can only be up to 64 source
entries. If source filtering is disabled, which is the default, the values for these fields
should be 0.

Filter statistics

extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

PMAPHY
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extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET error information:

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOL—Loss of light

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

WIS section

extensive(10-Gigabit Ethernet interfaces,WANPHYmode)Activealarmsanddefects, plus counts
of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. State other thanOK indicates a problem.

Subfields are:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

WIS line

833Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Operational Commands



extensive(10-Gigabit Ethernet interfaces,WANPHYmode)Activealarmsanddefects, plus counts
of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. Any state other thanOK indicates a problem.

Subfields are:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

WIS path

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• No autonegotiation—Remote Ethernet interface has the speed or link mode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

• Linkpartnerstatus—OKwhenEthernet interface is connected toadevice thatperforms
autonegotiation and the autonegotiation process is successful.

• Link partner:

• Linkmode—Depending on the capability of the attached Ethernet device, either
Full-duplex or Half-duplex.

• Flow control—Types of flow control supported by the remote Ethernet device. For
Fast Ethernet interfaces, the type is None. For Gigabit Ethernet interfaces, types
are Symmetric (link partner supports PAUSE on receive and transmit), Asymmetric
(linkpartner supportsPAUSEon transmit), andSymmetric/Asymmetric (linkpartner
supports both PAUSE on receive and transmit or only PAUSE receive).

• Remote fault—Remote fault information from the link partner—Failure indicates a
receive link error.OK indicates that the link partner is receiving. Negotiation error
indicates a negotiation error.Offline indicates that the link partner is going offline.

• Local resolution—Information from the link partner:

• Flow control—Types of flow control supported by the remote Ethernet device. For
Gigabit Ethernet interfaces, types are Symmetric (link partner supports PAUSE on
receive and transmit), Asymmetric (link partner supports PAUSE on transmit), and
Symmetric/Asymmetric (link partner supports bothPAUSE on receive and transmit
or only PAUSE receive).

• Remote fault—Remote fault information. Link OK (no error detected on receive),
Offline (local interface is offline), and Link Failure (link error detected on receive).

Autonegotiation
information
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extensive(10-Gigabit Ethernet interfaces, WAN PHYmode) SONET/SDH interfaces allow path
trace bytes to be sent inband across the SONET/SDH link. Juniper Networks and other
router manufacturers use these bytes to help diagnosemisconfigurations and network
errors by setting the transmitted path trace message so that it contains the system
hostname and name of the physical interface. The received path trace value is the
message received from the routing device at the other end of the fiber. The transmitted
path trace value is the message that this routing device transmits.

Received path
trace,
Transmitted path
trace

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

Packet
Forwarding
Engine
configuration

extensiveInformation about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding
class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, in microseconds. This
value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none
and exact. If exact is configured, the queue transmits only up to the configured
bandwidth, even if excess bandwidth is available. If none is configured, the queue
transmits beyond the configured bandwidth if bandwidth is available.

CoS information

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive
none

Index number of the logical interface, which reflects its initialization sequence.Index

detail extensive
none

SNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface. Possible values are described in the “Logical
Interface Flags” section under Common Output Fields Description.

Flags
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brief detail
extensive none

Rewrite profile applied to incoming or outgoing frames on the outer (Out) VLAN tag or
for both the outer and inner (In) VLAN tags.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• pop—The outer VLAN tag of the incoming frame is removed.

• swap—TheouterVLANtagof the incoming frame isoverwrittenwith theuser specified
VLAN tag information.

• push—An outer VLAN tag is pushed in front of the existing VLAN tag.

• push-push—Two VLAN tags are pushed in from the incoming frame.

• swap-push—TheouterVLANtagof the incoming frame is replacedbyauser-specified
VLAN tag value. A user-specified outer VLAN tag is pushed in front. The outer tag
becomes an inner tag in the final frame.

• swap-swap—Both the inner and the outer VLAN tags of the incoming frame are
replaced by the user specified VLAN tag value.

• pop-swap—TheouterVLANtagof the incoming frame is removed, and the innerVLAN
tag of the incoming frame is replaced by the user-specified VLAN tag value. The inner
tag becomes the outer tag in the final frame.

• pop-pop—Both the outer and inner VLAN tags of the incoming frame are removed.

VLAN-Tag

detail extensive
none

IP demultiplexing (demux) value that appears if this interface is used as the demux
underlying interface. The output is one of the following:

• Source Family Inet

• Destination Family Inet

Demux:

All levelsEncapsulation on the logical interface.Encapsulation

detail extensive
none

Protocol family. Possible values are described in the “Protocol Field” section under
Common Output Fields Description.

Protocol

detail extensive
none

Maximum transmission unit size on the logical interface.MTU

detail extensive
none

MaximumnumberofMPLS labels configured for theMPLSprotocol family on the logical
interface.

Maximum labels

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon thespecified interface
set.

• Inputbytes,Outputbytes—Number of bytes received and transmitted on the interface
set. Thevalue in this fieldalso includes theLayer 2overheadbytes for ingressor egress
traffic on Ethernet interfaces if you enable accounting of Layer 2 overhead at the PIC
level or the logical interface level.

• Input packets, Output packets—Number of packets received and transmitted on the
interface set.

Traffic statistics

extensiveNumber of IPv6 transit bytes and packets received and transmitted on the logical
interface if IPv6 statistics tracking is enabled.

IPv6 transit
statistics

extensiveNumber and rate of bytes and packets destined to the routing device.Local statistics
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extensiveNumber and rate of bytes and packets transiting the switch.

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical interface
egress statisticsmight not accurately reflect the traffic on thewirewhenoutput shaping
is applied. Trafficmanagement output shapingmight drop packets after they are tallied
by theOutput bytes andOutput packets interface counters. However, correct values
display for both of these egress statistics when per-unit scheduling is enabled for the
Gigabit Ethernet IQ2physical interface, orwhena single logical interface is actively using
a shared scheduler.

Transit statistics

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive
none

Route table in which the logical interface address is located. For example, 0 refers to
the routing table inet.0.

Route Table

detail extensiveInformation about protocol family flags. Possible values are described in the “Family
Flags” section under Common Output Fields Description.

Flags

detail extensive
none

(UnnumberedEthernet) Interface fromwhichanunnumberedEthernet interfaceborrows
an IPv4 address.

Donor interface

detail extensive
none

(Unnumbered Ethernet) Secondary IPv4 address of the donor loopback interface that
acts as the preferred source address for the unnumbered Ethernet interface.

Preferred source
address

detail extensiveNames of any input filters applied to this interface. If you specify a precedence value for
any filter in a dynamic profile, filter precedence values appear in parenthesis next to all
interfaces.

Input Filters

detail extensiveNames of any output filters applied to this interface. If you specify a precedence value
for any filter in a dynamic profile, filter precedence values appear in parenthesis next to
all interfaces.

Output Filters

detail extensive
none

Number of MAC address validation failures for packets and bytes. This field is displayed
when MAC address validation is enabled for the logical interface.

Mac-Validate
Failures

detail extensive
none

Information about the address flags. Possible values are described in the “Addresses
Flags” section under Common Output Fields Description.

Addresses, Flags

briefProtocol family configured on the logical interface. If the protocol is inet, the IP address
of the interface is also displayed.

protocol-family

detail extensive
none

Information about address flag (possible values are described in the “Addresses Flags”
section under Common Output Fields Description.

Flags

detail extensive
none

IP address of the remote side of the connection.Destination

detail extensive
none

IP address of the logical interface.Local

detail extensive
none

Broadcast address of the logical interlace.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation
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For Gigabit Ethernet IQ PICs, traffic andMAC statistics output varies. The following table

describes the traffic andMACstatistics for twosample interfaces, eachofwhich is sending

traffic in packets of 500 bytes (including 478 bytes for the Layer 3 packet, 18 bytes for

the Layer 2 VLAN traffic header, and 4 bytes for cyclic redundancy check [CRC]

information). The ge-0/3/0 interface is the inbound physical interface, and the ge-0/0/0

interface is theoutboundphysical interface.Onboth interfaces, traffic is carriedon logical

unit .50 (VLAN 50).

Table 19: Gigabit and 10 Gigabit Ethernet IQ PIC Traffic andMAC Statistics by Interface Type

Comments
Byte and Octet Counts
IncludeSample CommandInterface Type

The additional 4 bytes are for
the CRC.

Traffic statistics:

Input bytes: 496 bytes per
packet, representing the
Layer 2 packet

MAC statistics:

Received octets: 500 bytes
per packet, representing the
Layer 2 packet + 4 bytes

show interfaces ge-0/3/0
extensive

Inbound physical interface

Traffic statistics:

Input bytes: 478 bytes per
packet, representing the
Layer 3 packet

show interfaces ge-0/3/0.50
extensive

Inbound logical interface

For inputbytes, theadditional
12 bytes include 6 bytes for
the destination MAC address
plus 4 bytes for VLAN plus 2
bytes for the Ethernet type.

Traffic statistics:

Input bytes: 490 bytes per
packet, representing the
Layer 3 packet + 12 bytes

MAC statistics:

Received octets: 478 bytes
per packet, representing the
Layer 3 packet

show interfaces ge-0/0/0
extensive

Outbound physical interface

Traffic statistics:

Input bytes: 478 bytes per
packet, representing the
Layer 3 packet

show interfaces ge-0/0/0.50
extensive

Outbound logical interface

Table 16 on page 723 lists the output fields for the show interfaces command. Output

fields are listed in the approximate order in which they appear.
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Table 20: show interfaces Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface.Enabled

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

All levelsEncapsulation being used on the physical interface.Link-level type

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsMaximum transmission unit size on the physical interface.MTU

Link mode: Full-duplex or Half-duplex.Linkmode

All levelsSpeed at which the interface is running.Speed

Bridge protocol data unit (BPDU) error: Detected or NoneBPDU error

All levelsLoopback status: Enabled or Disabled. If loopback is enabled, type of loopback:
Local or Remote.

Loopback

All levelsSource filtering status: Enabled or Disabled.Source filtering

All levelsFlow control status: Enabled or Disabled.Flow control

All levels(Gigabit Ethernet interfaces) Autonegotiation status: Enabled or Disabled.Auto-negotiation

All levels(Gigabit Ethernet interfaces) Remote fault status:

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

All levelsInformation about the physical device.Device flags

All levelsInformation about the interface.Interface flags

All levelsInformation about the physical link.Link flags

detail extensive noneNumber of CoS queues configured.CoS queues

detail extensive noneConfigured MAC address.Current address
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Table 20: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour:minute:second:timezone (hour:minute:second
ago). For example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

NoneInput rate in bits per second (bps) and packets per second (pps).Input Rate

NoneOutput rate in bps and pps.Output Rate

detail extensive noneEthernet-specific defects that can prevent the interface from passing packets.
When a defect persists for a certain amount of time, it is promoted to an alarm.
These fields can contain the value None or Link.

• None—There are no active defects or alarms.

• Link—Interface has lost its link state, which usually means that the cable is
unplugged, the far-end system has been turned off, or the PIC is
malfunctioning.

Active alarms and
Active defects

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last cleared

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics
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Table 20: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInput errors on the interface.

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that Junos OS does not handle.

• L3 incompletes—Number of incoming packets discarded because they failed
Layer 3 (usually IPv4) sanity checks of the header. For example, a framewith
less than 20 bytes of available IP header is discarded. L3 incomplete errors
can be ignored by configuring the ignore-l3-incompletes .

• L2 channel errors—Number of times the software did not find a valid logical
interface for an incoming frame.

• L2mismatch timeouts—Number of malformed or short packets that caused
the incoming packet handler to discard the frame as unreadable.

• FIFO errors—Number of FIFO errors in the receive direction that are reported
by the ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• Resource errors—Sum of transmit drops.

Input errors

extensiveOutput errors on the interface.

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Collisions—Number of Ethernet collisions. TheGigabit Ethernet PIC supports
only full-duplex operation; therefore, for Gigabit Ethernet PICs, this number
must always remain 0. If it is nonzero, there is a software bug.

• Aged packets—Number of packets that remained in shared packet SDRAM
so long that the system automatically purged them. The value in this field
must never increment. If it does, it is most likely a software bug or possibly
malfunctioning hardware.

• FIFO errors—Number of FIFO errors in the send direction as reported by the
ASIC on the PIC. If this value is ever nonzero, the PIC is probably
malfunctioning.

• HS link CRC errors—Number of errors on the high-speed links between the
ASICs responsible for handling the interfaces.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors
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Table 20: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveTotal number of ingress queues supported on the specified interface.Ingress queues

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters and
queue number

extensiveReceive and Transmit statistics reported by the PIC'sMAC subsystem, including
the following:

• Total octets and total packets—Total number of octets and packets.

• Unicastpackets,Broadcastpackets,andMulticastpackets—Numberofunicast,
broadcast, andmulticast packets.

• CRC/Align errors—Total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, and had either a bad FCSwith an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment
Error).

• FIFO error—Number of FIFO errors that are reported by the ASIC on the PIC.
If this value is ever nonzero, the PIC or a cable is probably malfunctioning.

• MAC control frames—Number of MAC control frames.

• MAC pause frames—Number of MAC control frames with pause operational
code.

• Oversized frames—There are two possible conditions regarding the number
of oversized frames:

• Packet length exceeds 1518 octets, or

• Packet length exceeds MRU

• Jabberframes—Numberof frames thatwere longer than 1518octets (excluding
framing bits, but including FCS octets), and had either an FCS error or an
alignment error. This definition of jabber is different from the definition in
IEEE-802.3 section 8.2.1.5 (10BASE5) and section 10.3.1.4 (10BASE2). These
documents define jabber as the condition in which any packet exceeds 20
ms. The allowed range to detect jabber is from 20ms to 150ms.

• Fragment frames—Total number of packets that were less than 64 octets in
length (excluding framing bits, but including FCS octets) and had either an
FCSerrororanalignmenterror. Fragment framesnormally incrementbecause
both runts (which are normal occurrences caused by collisions) and noise
hits are counted.

• VLAN tagged frames—Number of frames that are VLAN tagged. The system
uses theTPIDof0x8100 in the frame todeterminewhether a frame is tagged
or not.

• Codeviolations—Number of times an event caused thePHY to indicate “Data
reception error” or “invalid data symbol error.”

MAC statistics
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Table 20: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveReceive and Transmit statistics reported by the PIC's MAC address filter
subsystem. The filtering is done by the content-addressable memory (CAM)
on thePIC.The filter examinesapacket's sourceanddestinationMACaddresses
to determine whether the packet should enter the system or be rejected.

• Input packet count—Number of packets received from the MAC hardware
that the filter processed.

• Input packet rejects—Number of packets that the filter rejected because of
either the source MAC address or the destination MAC address.

• Input DA rejects—Number of packets that the filter rejected because the
destination MAC address of the packet is not on the accept list. It is normal
for this value to increment. When it increments very quickly and no traffic is
entering the device from the far-end system, either there is a bad ARP entry
on the far-end system, or multicast routing is not on and the far-end system
is sending manymulticast packets to the local device (which the router is
rejecting).

• Input SA rejects—Number of packets that the filter rejected because the
source MAC address of the packet is not on the accept list. The value in this
field should increment only if sourceMACaddress filtering has been enabled.
If filtering is enabled, if the value increments quickly, and if the system is not
receiving traffic that it should from the far-end system, it means that the
user-configured source MAC addresses for this interface are incorrect.

• Output packet count—Number of packets that the filter has given to theMAC
hardware.

• Output packet pad count—Number of packets the filter padded to the
minimum Ethernet size (60 bytes) before giving the packet to the MAC
hardware. Usually, padding is doneonly on small ARPpackets, but somevery
small IP packets can also require padding. If this value increments rapidly,
either the system is trying to find anARPentry for a far-end system that does
not exist or it is misconfigured.

• Output packet error count—Number of packets with an indicated error that
the filter was given to transmit. These packets are usually aged packets or
are the result of a bandwidth problem on the FPC hardware. On a normal
system, the value of this field should not increment.

• CAMdestination filters, CAM source filters—Number of entries in the CAM
dedicated to destination and source MAC address filters. There can only be
up to 64 source entries. If source filtering is disabled, which is the default, the
values for these fields must be 0.

Filter statistics

extensiveInformation about link autonegotiation.

• Negotiation status:

• Incomplete—Ethernet interface has the speed or link mode configured.

• Noautonegotiation—RemoteEthernet interfacehas thespeedor linkmode
configured, or does not perform autonegotiation.

• Complete—Ethernet interface is connected to a device that performs
autonegotiation and the autonegotiation process is successful.

Autonegotiation
information

extensiveInformation about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

Packet Forwarding
Engine configuration
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Table 20: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured
forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Bufferusec—Amountofbuffer spaceallocated to thequeue, inmicroseconds.
This value is nonzero only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values
are none and exact. If exact is configured, the queue transmits only up to the
configured bandwidth, even if excess bandwidth is available. If none is
configured, the queue transmits beyond the configured bandwidth if
bandwidth is available.

CoS information

detail extensiveStatus of the interface-transmit-statistics configuration: Enabled or Disabled.Interface transmit
statistics

detail extensiveCoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Droppedpackets—Numberofpacketsdroppedby theASIC'sREDmechanism.

Queue counters
(Egress)

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface.Flags

All levelsEncapsulation on the logical interface.Encapsulation

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon the specified
interface set.

• Input bytes, Output bytes—Number of bytes received and transmitted on the
interface set. The value in this field also includes the Layer 2 overhead bytes
for ingress or egress traffic on Ethernet interfaces if you enable accounting
of Layer 2 overhead at the PIC level or the logical interface level.

• Input packets, Output packets—Number of packets received and transmitted
on the interface set.

Traffic statistics
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Table 20: show interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveNumber and rate of bytes and packets destined to the device.Local statistics

extensiveNumber and rate of bytes and packets transiting the switch.

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical
interface egress statistics might not accurately reflect the traffic on the wire
when output shaping is applied. Traffic management output shaping might
drop packets after they are tallied by theOutput bytes andOutput packets
interface counters. However, correct values display for both of these egress
statistics when per-unit scheduling is enabled for the Gigabit Ethernet IQ2
physical interface, or when a single logical interface is actively using a shared
scheduler.

Transit statistics

extensiveSecurity zones that interface belongs to.Security

extensiveStatistics on packets received by flowmodule.Flow Input statistics

extensiveStatistics on packets sent by flowmodule.FlowOutput statistics

extensiveStatistics on errors in the flowmodule.Flow error statistics
(Packets dropped due
to)

detail extensive noneProtocol family.Protocol

detail extensive noneMaximum transmission unit size on the logical interface.MTU

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route Table

detail extensiveInformation about protocol family flags. .Flags

detail extensive noneInformation about the address flags..Addresses, Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address of the logical interface.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation
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Sample Output Gigabit Ethernet

show interfaces (Gigabit Ethernet)

user@host> show interfaces ge-3/0/2

Physical interface: ge-3/0/2, Enabled, Physical link is Up
  Interface index: 167, SNMP ifIndex: 35
  Link-level type: 52, MTU: 1522, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:00:5e:00:53:7c, Hardware address: 00:00:5e:00:53:7c
  Last flapped   : 2006-08-10 17:25:10 PDT (00:01:08 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Ingress rate at Packet Forwarding Engine      : 0 bps (0 pps)
  Ingress drop rate at Packet Forwarding Engine : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None

  Logical interface ge-3/0/2.0 (Index 72) (SNMP ifIndex 69) 
    Flags: SNMP-Traps 0x4000
    VLAN-Tag [ 0x8100.512 0x8100.513 ] In(pop-swap 0x8100.530) Out(swap-push 
    0x8100.512 0x8100.513)
    Encapsulation: VLAN-CCC
    Egress account overhead: 100
    Ingress account overhead: 90
    Input packets : 0 
    Output packets: 0
    Protocol ccc, MTU: 1522
      Flags: Is-Primary 

show interfaces (Gigabit Ethernet onMX Series Routers)

user@host> show interfaces ge-2/2/2

Physical interface: ge-2/2/2, Enabled, Physical link is Up
  Interface index: 156, SNMP ifIndex: 188
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, MAC-REWRITE Error: None,
 Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Schedulers     : 0
  Current address: 00:00:5e:00:53:c0, Hardware address: 00:00:5e:00:53:76
  Last flapped   : 2008-09-05 16:44:30 PDT (3d 01:04 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : None
  Active defects : None
  Logical interface ge-2/2/2.0 (Index 82) (SNMP ifIndex 219)
        Flags: Up SNMP-Traps 0x4004000 Encapsulation: ENET2
    Input packets : 10232
    Output packets: 10294
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    Protocol inet, MTU: 1500
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 203.0.113/24, Local: 203.0.113.1, Broadcast: 203.0.113.255 
   Protocol inet6, MTU: 1500
    Max nh cache: 4, New hold nh limit: 100000, Curr nh cnt: 4, Curr new hold 
cnt: 4, NH drop cnt: 0
      Flags: Is-Primary
      Addresses, Flags: Is-Default Is-Preferred Is-Primary
        Destination: 2001:db8:/32, Local: 2001:db8::5
      Addresses, Flags: Is-Preferred
        Destination: 2001:db8:1::/32, Local: 2001:db8:223:9cff:fe9f:3e78
    Protocol multiservice, MTU: Unlimited
      Flags: Is-Primary

show interfaces (link degrade status)

user@host> show interfaces et-3/0/0

Physical interface: et-3/0/0, Enabled, Physical link is Down
  Interface index: 157, SNMP ifIndex: 537
  Link-level type: Ethernet, MTU: 1514, MRU: 0, Speed: 100Gbps, BPDU Error: None,
 Loopback: Disabled, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 54:e0:32:23:9d:38, Hardware address: 54:e0:32:23:9d:38
  Last flapped   : 2014-06-18 02:36:38 PDT (02:50:50 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : LINK
  Active defects : LINK
  PCS statistics                      Seconds
    Bit errors                             0
    Errored blocks                         0
  Link Degrade* :                      
  Link Monitoring                   :  Enable
  Link Degrade Set Threshold:       :  1E-7 
  Link Degrade Clear Threshold:     :  1E-12
  Estimated BER                     :  1E-7  
  Link-degrade event                :  Seconds     Count    State
                                           782         1     Defect Active 

show interfaces extensive (Gigabit Ethernet onMX Series Routers showing interface transmit statistics
configuration)

user@host> show interfaces ge-2/1/2 extensive | match "output|interface"

Physical interface: ge-2/1/2, Enabled, Physical link is Up
  Interface index: 151, SNMP ifIndex: 530, Generation: 154
  Interface flags: SNMP-Traps Internal: 0x4000
   Output bytes  :         240614363944            772721536 bps
   Output packets:           3538446506              1420444 pps
    Direction : Output
  Interface transmit statistics: Enabled  

  Logical interface ge-2/1/2.0 (Index 331) (SNMP ifIndex 955) (Generation 146)
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     Output bytes  :         195560312716            522726272 bps
     Output packets:           4251311146              1420451 pps

user@host> show interfaces ge-5/2/0.0 statistics detail

Logical interface ge-5/2/0.0 (Index 71) (SNMP ifIndex 573) (Generation 135)
    Flags: SNMP-Traps 0x4000 Encapsulation: ENET2
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :               271524
     Output bytes  :             37769598
     Input  packets:                 3664
     Output packets:               885790
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :            16681118
      Input  packets:                   0
      Output packets:              362633
    Local statistics:
     Input  bytes  :               271524
     Output bytes  :               308560
     Input  packets:                 3664
     Output packets:                 3659
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :             37461038                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:               882131                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0     0 bps 
      Output bytes  :            16681118     0 bps
      Input  packets:                   0     0 pps
      Output packets:              362633     0 pps

show interfaces brief (Gigabit Ethernet)

user@host> show interfaces ge-3/0/2 brief

Physical interface: ge-3/0/2, Enabled, Physical link is Up
  Link-level type: 52, MTU: 1522, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None 

  Logical interface ge-3/0/2.0 
    Flags: SNMP-Traps 0x4000
    VLAN-Tag [ 0x8100.512 0x8100.513 ] In(pop-swap 0x8100.530) Out(swap-push 
    0x8100.512 0x8100.513) 
    Encapsulation: VLAN-CCC
    ccc 

  Logical interface ge-3/0/2.32767 
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2

show interfaces detail (Gigabit Ethernet)

user@host> show interfaces ge-3/0/2 detail
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Physical interface: ge-3/0/2, Enabled, Physical link is Up
  Interface index: 167, SNMP ifIndex: 35, Generation: 177
  Link-level type: 52, MTU: 1522, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 4 supported, 4 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:7c, Hardware address: 00:00:5e:00:53:7c
  Last flapped   : 2006-08-09 17:17:00 PDT (01:31:33 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Ingress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Active alarms  : None
  Active defects : None

  Logical interface ge-3/0/2.0 (Index 72) (SNMP ifIndex 69) (Generation 140)
    Flags: SNMP-Traps 0x4000
    VLAN-Tag [0x8100.512 0x8100.513 ] In(pop-swap 0x8100.530) 
Out(swap-push 0x8100.512 0x8100.513) 
    Encapsulation: VLAN-CCC
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
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    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol ccc, MTU: 1522, Generation: 149, Route table: 0
      Flags: Is-Primary

  Logical interface ge-3/0/2.32767 (Index 71) (SNMP ifIndex 70)
  (Generation 139)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x0000.0 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps

show interfaces extensive (Gigabit Ethernet IQ2)

user@host> show interfaces ge-7/1/3 extensive

Physical interface: ge-7/1/3, Enabled, Physical link is Up
  Interface index: 170, SNMP ifIndex: 70, Generation: 171
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4004000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:74, Hardware address: 00:00:5e:00:53:74
  Last flapped   : 2007-11-07 21:31:41 PST (02:03:33 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :          38910844056                 7952 bps
   Output bytes  :              7174605                 8464 bps
   Input  packets:            418398473                   11 pps
   Output packets:                78903                   12 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
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  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :          38910799145                 7952 bps
   Input  packets:            418397956                   11 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 1, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort            418390823            418390823                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                7133                 7133                    0

  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                 1031                 1031                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont               77872                77872                    0

  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                   38910844056          7174605
    Total packets                    418398473            78903
    Unicast packets               408021893366             1026
    Broadcast packets                       10               12
    Multicast packets                418398217            77865
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0  OTN Received Overhead Bytes:
    APS/PCC0: 0x02, APS/PCC1: 0x11, APS/PCC2: 0x47, APS/PCC3: 0x58
    Payload Type: 0x08
  OTN Transmitted Overhead Bytes:
    APS/PCC0: 0x00, APS/PCC1: 0x00, APS/PCC2: 0x00, APS/PCC3: 0x00
    Payload Type: 0x08
  Filter statistics:
    Input packet count               418398473
    Input packet rejects                   479
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    Input DA rejects                       479
    Input SA rejects                         0
    Output packet count                                   78903
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric,
        Remote fault: OK
    Local resolution:
        Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 7
  CoS information:
    Direction : Output 
    CoS transmit queue          Bandwidth          Buffer     Priority   Limit
                              %            bps     %           usec
    0 best-effort            95      950000000    95              0      
low    none
    3 network-control         5       50000000     5              0      
low    none
    Direction : Input 
    CoS transmit queue          Bandwidth          Buffer     Priority   Limit
                              %            bps     %           usec
    0 best-effort            95      950000000    95              0      
low    none
    3 network-control         5       50000000     5              0      
low    none

  Logical interface ge-7/1/3.0 (Index 70) (SNMP ifIndex 85) (Generation 150)
    Flags: SNMP-Traps Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :               812400
     Output bytes  :              1349206
     Input  packets:                 9429
     Output packets:                 9449
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :               812400
     Output bytes  :              1349206
     Input  packets:                 9429
     Output packets:                 9449
    Transit statistics:
     Input  bytes  :                    0                 7440 bps
     Output bytes  :                    0                 7888 bps
     Input  packets:                    0                   10 pps
     Output packets:                    0                   11 pps
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 169, Route table: 0
      Flags: Is-Primary, Mac-Validate-Strict
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      Mac-Validate Failures: Packets: 0, Bytes: 0
      Addresses, Flags: Is-Preferred Is-Primary
      Input Filters: F1-ge-3/0/1.0-in, F3-ge-3/0/1.0-in
      Output Filters: F2-ge-3/0/1.0-out (53)
      Destination: 203.0.113/24, Local: 203.0.113.2, Broadcast: 203.0.113.255,
        Generation: 196
    Protocol multiservice, MTU: Unlimited, Generation: 170, Route table: 0
      Flags: Is-Primary
      Policer: Input: __default_arp_policer__

NOTE: For Gigabit Ethernet intelligent queuing 2 (IQ2) interfaces, the logical interface

egress statistics displayed in the show interfaces command output might not accurately

reflect the traffic on thewirewhenoutput shaping is applied. Trafficmanagementoutput

shaping might drop packets after they are tallied by the interface counters. For detailed

information, see the description of the logical interface Transit statistics fields in

Table 14 on page 695.

show interfaces (Gigabit Ethernet Unnumbered Interface)

user@host> show interfaces ge-3/2/0

Physical interface: ge-3/2/0, Enabled, Physical link is Up
  Interface index: 148, SNMP ifIndex: 50
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Current address: 00:00:5e:00:53:f8, Hardware address: 00:00:5e:00:53:f8
  Last flapped   : 2006-10-27 04:42:23 PDT (08:01:52 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 624 bps (1 pps)
  Active alarms  : None
  Active defects : None

  Logical interface ge-3/2/0.0 (Index 67) (SNMP ifIndex 85) 
    Flags: SNMP-Traps Encapsulation: ENET2
    Input packets : 0 
    Output packets: 6
    Protocol inet, MTU: 1500
      Flags: Unnumbered
      Donor interface: lo0.0 (Index 64)
      Preferred source address: 203.0.113.22

show interfaces (ACI Interface Set Configured)

user@host> show interfaces ge-1/0/0.4001

  Logical interface ge-1/0/0.4001 (Index 340) (SNMP ifIndex 548) 
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.4001 ]  Encapsulation: PPP-over- 

    Ethernet
    ACI VLAN:
      Dynamic Profile: aci-vlan-set-profile
    PPPoE:
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      Dynamic Profile: aci-vlan-pppoe-profile,
      Service Name Table: None,
      Max Sessions: 32000, Max Sessions VSA Ignore: Off,
      Duplicate Protection: On, Short Cycle Protection: Off,
      Direct Connect: Off,
      AC Name: nbc
    Input packets : 9 
    Output packets: 8
    Protocol multiservice, MTU: Unlimited 

show interfaces (ALI Interface Set)

user@host> show interfaces ge-1/0/0.10

  Logical interface ge-1/0/0.10 (Index 346) (SNMP ifIndex 554) (Generation 155)
    Flags: Up SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.10 ]  Encapsulation: ENET2
    Line Identity:
      Dynamic Profile: ali-set-profile
      Circuit-id Remote-id Accept-no-ids
    PPPoE:
      Dynamic Profile: ali-vlan-pppoe-profile,
      Service Name Table: None,
      Max Sessions: 32000, Max Sessions VSA Ignore: Off,
      Duplicate Protection: On, Short Cycle Protection: Off,
      Direct Connect: Off,
      AC Name: nbc
    Input packets : 9 
    Output packets: 8
    Protocol multiservice, MTU: Unlimited 

Sample Output Gigabit Ethernet

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, IQ2)

user@host> show interfaces xe-5/0/0 extensive

Physical interface: xe-5/0/0, Enabled, Physical link is Up
  Interface index: 177, SNMP ifIndex: 99, Generation: 178
  Link-level type: Ethernet, MTU: 1518, LAN-PHY mode, Speed: 10Gbps, Loopback: 
None, Source filtering: Enabled,
  Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 4 maximum usable queues
  Schedulers     : 1024
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:f6, Hardware address: 00:00:5e:00:53:f6
  Last flapped   : Never
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :           6970332384                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:             81050506                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
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    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :           6970299398                    0 bps
   Input  packets:             81049992                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0,
    L2 mismatch timeouts: 0, FIFO errors: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0,
    MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort             81049992             81049992                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Active alarms  : None
  Active defects : None
  PCS statistics                      Seconds
    Bit errors                             0
    Errored blocks                         0
  MAC statistics:                      Receive         Transmit
    Total octets                    6970332384                0
    Total packets                     81050506                0
    Unicast packets                   81050000                0
    Broadcast packets                      506                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                81050506
    Input packet rejects                   506
    Input DA rejects                         0
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    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 5
  CoS information:
    Direction : Output 
    CoS transmit queue          Bandwidth               Buffer Priority   Limit
                         %            bps     %         usec
    0 best-effort       95      950000000    95         0          low     none
    3 network-control    5       50000000     5         0          low     none 

    Direction : Input 
    CoS transmit queue          Bandwidth               Buffer Priority   Limit
                         %            bps     %         usec
    0 best-effort       95      950000000    95         0          low     none
    3 network-control    5       50000000     5         0          low     none

  Logical interface xe-5/0/0.0 (Index 71) (SNMP ifIndex 95) (Generation 195)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.100 ]  Encapsulation: ENET2
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                   46
     Input  packets:                    0
     Output packets:                    1
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                   46
     Input  packets:                    0
     Output packets:                    1
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0 
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 253, Route table: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 192.0.2/24, Local: 192.0.2.1, Broadcast: 192.0.2.255, 
Generation: 265
    Protocol multiservice, MTU: Unlimited, Generation: 254, Route table: 0
      Flags: None
      Policer: Input: __default_arp_policer__

show interfaces extensive (10-Gigabit Ethernet, WANPHYMode)

user@host> show interfaces xe-1/0/0 extensive
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Physical interface: xe-1/0/0, Enabled, Physical link is Up
  Interface index: 141, SNMP ifIndex: 34, Generation: 47
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, Loopback: Disabled
  WAN-PHY mode
  Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps 16384
  Link flags     : None
  CoS queues     : 4 supported
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:9d, Hardware address: 00:00:5e:00:53:9d
  Last flapped   : 2005-07-07 11:22:34 PDT (3d 12:28 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    HS Link CRC errors: 0, HS Link FIFO overflows: 0,
    Resource errors: 0
  Output errors:
    Carrier transitions: 1, Errors: 0, Drops: 0, Collisions: 0,
    Aged packets: 0, FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0,
    Resource errors: 0
  Queue counters:       Queued packets  Transmitted packets     Dropped packets
    0 best-effort                    0                    0                   0
    1 expedited-fo                   0                    0                   0
    2 assured-forw                   0                    0                   0
    3 network-cont                   0                    0                   0
  Active alarms : LOL, LOS, LBL
  Active defects: LOL, LOS, LBL, SEF, AIS-L, AIS-P
  PCS statistics             Seconds       Count
    Bit errors                     0           0
    Errored blocks                 0           0
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
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    CAM destination filters: 0, CAM source filters: 0
  PMA PHY:              Seconds        Count  State
    PLL lock                  0            0  OK
    PHY light             63159            1  Light Missing
 WIS section:
   BIP-B1                    0            0
   SEF                  434430       434438  Defect Active
   LOS                  434430            1  Defect Active
   LOF                  434430            1  Defect Active
   ES-S                 434430
   SES-S                434430
   SEFS-S               434430
 WIS line:
   BIP-B2                    0            0
   REI-L                     0            0
   RDI-L                     0            0  OK
   AIS-L                434430            1  Defect Active
   BERR-SF                   0            0  OK
   BERR-SD                   0            0  OK
   ES-L                 434430
   SES-L                434430
   UAS-L                434420
   ES-LFE                    0
   SES-LFE                   0
   UAS-LFE                   0
 WIS path:
   BIP-B3                    0            0
   REI-P                     0            0
   LOP-P                     0            0  OK
   AIS-P                434430            1  Defect Active
   RDI-P                     0            0  OK
   UNEQ-P                    0            0  OK
   PLM-P                     0            0  OK
   ES-P                 434430
   SES-P                434430
   UAS-P                434420
   ES-PFE                    0
   SES-PFE                   0
   UAS-PFE                   0
 Received path trace:
   00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
 Transmitted path trace: orissa so-1/0/0
   6f 72 69 73 73 61 20 73 6f 2d 31 2f 30 2f 30 00   orissa so-1/0/0.
   Packet Forwarding Engine configuration:
     Destination slot: 1
   CoS information:
     CoS transmit queue          Bandwidth          Buffer     Priority   Limit
                          %            bps     %    bytes
     0 best-effort       95      950000000    95        0          low     none
     3 network-control    5       50000000     5        0          low     none

show interfaces extensive (10-Gigabit Ethernet, DWDMOTNPIC)

user@host> show interfaces ge-7/0/0 extensive

Physical interface: ge-7/0/0, Enabled, Physical link is Down
  Interface index: 143, SNMP ifIndex: 508, Generation: 208
  Link-level type: Ethernet, MTU: 1514, Speed: 10Gbps, BPDU Error: None,
  MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled,
  Flow control: Enabled
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  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
  Wavelength     : 1550.12 nm, Frequency: 193.40 THz
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:72, Hardware address: 00:00:5e:00:53:72
  Last flapped   : 2011-04-20 15:48:54 PDT (18:39:49 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0 
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:
   Carrier transitions: 2, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 8 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont        
  Queue number:         Mapped forwarding classes
    0                   best-effort 
    1                   expedited-forwarding
    2                   assured-forwarding
    3                   network-control
  Active alarms  : LINK
  Active defects : LINK
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
    Total octets                             0                0
    Total packets                            0                0
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    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  OTN alarms            :   None
  OTN defects           :   None
  OTN FEC Mode       : GFEC
  OTN Rate               : Fixed Stuff Bytes 11.0957Gbps
  OTN Line Loopback : Enabled
  OTN FEC statistics :          
    Corrected Errors                                       0
    Corrected Error Ratio (          0 sec average)     0e-0
  OTN FEC alarms:          Seconds        Count  State
    FEC Degrade                  0            0  OK
    FEC Excessive                0            0  OK
  OTN OC:                  Seconds        Count  State
    LOS                          2            1  OK
    LOF                      67164            2  Defect Active
    LOM                      67164           71  Defect Active
    Wavelength Lock              0            0  OK
  OTN OTU:       
    AIS                          0            0  OK
    BDI                      65919         4814  Defect Active
    IAE                      67158            1  Defect Active
    TTIM                         7            1  OK
    SF                       67164            2  Defect Active
    SD                       67164            3  Defect Active
    TCA-ES                       0            0  OK
    TCA-SES                      0            0  OK
    TCA-UAS                     80           40  OK
    TCA-BBE                      0            0  OK
    BIP                          0            0  OK
    BBE                          0            0  OK
    ES                           0            0  OK
    SES                          0            0  OK
    UAS                        587            0  OK
    Received DAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
    Received SAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
    Transmitted DAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
    Transmitted SAPI:
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00   ................
  OTN Received Overhead Bytes:
    APS/PCC0: 0x02, APS/PCC1: 0x42, APS/PCC2: 0xa2, APS/PCC3: 0x48
    Payload Type: 0x03
  OTN Transmitted Overhead Bytes:
    APS/PCC0: 0x00, APS/PCC1: 0x00, APS/PCC2: 0x00, APS/PCC3: 0x00
    Payload Type: 0x03
  Filter statistics:
    Input packet count                       0
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    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Packet Forwarding Engine configuration:
    Destination slot: 7
  CoS information:
    Direction : Output 
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            95     9500000000    95              0      low    
none
    3 network-control         5      500000000     5              0      low    
none
    ...

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional Mode)

user@host> show interfaces xe-7/0/0 extensive

Physical interface: xe-7/0/0, Enabled, Physical link is Up
  Interface index: 173, SNMP ifIndex: 212, Generation: 174
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, 
Unidirectional: Enabled,
  Loopback: None, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
...

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional Mode, Transmit-Only)

user@host> show interfaces xe-7/0/0–tx extensive

Physical interface: xe-7/0/0-tx, Enabled, Physical link is Up
  Interface index: 176, SNMP ifIndex: 137, Generation: 177
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, 
Unidirectional: Tx-Only
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:83, Hardware address: 00:00:5e:00:53:83
  Last flapped   : 2007-06-01 09:08:19 PDT (3d 02:31 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :      322891152287160           9627472888 bps
   Input  packets:                    0                    0 pps
   Output packets:         328809727380              1225492 pps

...

  Filter statistics:
    Output packet count           328810554250
    Output packet pad count                  0
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    Output packet error count                0
...

  Logical interface xe-7/0/0-tx.0 (Index 73) (SNMP ifIndex 138) (Generation 139)

    Flags: SNMP-Traps Encapsulation: ENET2
    Egress account overhead: 100
    Ingress account overhead: 90
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :      322891152287160
     Input  packets:                    0
     Output packets:         328809727380
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :      322891152287160           9627472888 bps
     Input  packets:                    0                    0 pps
     Output packets:         328809727380              1225492 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 147, Route table: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 10.11.12/24, Local: 10.11.12.13, Broadcast: 10.11.12.255, 
Generation: 141
    Protocol multiservice, MTU: Unlimited, Generation: 148, Route table: 0
      Flags: None
      Policer: Input: __default_arp_policer__

show interfaces extensive (10-Gigabit Ethernet, LAN PHYMode, Unidirectional Mode, Receive-Only)

user@host> show interfaces xe-7/0/0–rx extensive

Physical interface: xe-7/0/0-rx, Enabled, Physical link is Up
  Interface index: 174, SNMP ifIndex: 118, Generation: 175
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, 
Unidirectional: Rx-Only
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:83, Hardware address: 00:00:5e:00:53:83
  Last flapped   : 2007-06-01 09:08:22 PDT (3d 02:31 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :      322857456303482           9627496104 bps
   Output bytes  :                    0                    0 bps
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   Input  packets:         328775413751              1225495 pps
   Output packets:                    0                    0 pps

...

  Filter statistics:
    Input packet count            328775015056
    Input packet rejects                     1
    Input DA rejects                         0

...

  Logical interface xe-7/0/0-rx.0 (Index 72) (SNMP ifIndex 120) (Generation 138)

    Flags: SNMP-Traps Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :      322857456303482
     Output bytes  :                    0
     Input  packets:         328775413751
     Output packets:                    0
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :      322857456303482           9627496104 bps
     Output bytes  :                    0                    0 bps
     Input  packets:         328775413751              1225495 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 145, Route table: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 192.0.2/24, Local: 192.0.2.1, Broadcast: 192.0.2.255, 
Generation: 139
    Protocol multiservice, MTU: Unlimited, Generation: 146, Route table: 0
      Flags: None
      Policer: Input: __default_arp_policer__

Sample Output

Sample Output SRXGigabit Ethernet

user@host> show interfaces ge-0/0/1

Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,

  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
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  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w1d 22:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : LINK
  Active defects : LINK
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
    Security: Zone: public
    Protocol inet, MTU: 1500            
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255

Sample Output SRXGigabit Ethernet

user@host> show interfaces ge-0/0/1

Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,

  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w1d 22:42 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Active alarms  : LINK
  Active defects : LINK
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
    Security: Zone: public
    Protocol inet, MTU: 1500            
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255

show interfaces detail (Gigabit Ethernet)

user@host> show interfaces ge-0/0/1 detail
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Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510, Generation: 138
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,
 BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled, Source filtering:
 Disabled,
  Flow control: Enabled, Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w2d 00:00 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Egress queues: 8 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort     
    1                   expedited-forwarding
    2                   assured-forwarding
    3                   network-control 
  Active alarms  : LINK                 
  Active defects : LINK                 
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514) (Generation 136)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:                 
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:                   
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:                 
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Security: Zone: public              
    Flow Statistics :                   
    Flow Input statistics :             
      Self packets :                     0
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      ICMP packets :                     0
      VPN packets :                      0
      Multicast packets :                0
      Bytes permitted by policy :        0
      Connections established :          0 
    Flow Output statistics:             
      Multicast packets :                0
      Bytes permitted by policy :        0 
    Flow error statistics (Packets dropped due to): 
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0 
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0       
      No minor session:                  0 
      No more sessions:                  0
      No NAT gate:                       0 
      No route present:                  0 
      No SA for incoming SPI:            0 
      No tunnel found:                   0
      No session for a gate:             0 
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0 
      TCP sequence number out of window: 0
      Syn-attack protection:             0
      User authentication errors:        0
    Protocol inet, MTU: 1500, Generation: 150, Route table: 0
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255, Generation:
 150

show interfaces statistics st0.0 detail

user@host> show interfaces statistics st0.0 detail

  Logical interface st0.0 (Index 71) (SNMP ifIndex 609) (Generation 136)
    Flags: Up Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
    Traffic statistics:
     Input  bytes  :         528152756774
     Output bytes  :         575950643520
     Input  packets:          11481581669
     Output packets:          12520666095
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0            121859888 bps
     Output bytes  :                    0            128104112 bps
     Input  packets:                    0               331141 pps
     Output packets:                    0               348108 pps
    Security: Zone: untrust
    Allowed host-inbound traffic : any-service bfd bgp dvmrp igmp ldp msdp nhrp 
ospf ospf3 pgm pim rip ripng router-discovery rsvp
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    sap vrrp
    Flow Statistics :  
    Flow Input statistics :
      Self packets :                     0
      ICMP packets :                     0
      VPN packets :                      0
      Multicast packets :                0
      Bytes permitted by policy :        525984295844
      Connections established :          7 
    Flow Output statistics: 
      Multicast packets :                0
      Bytes permitted by policy :        576003290222 
    Flow error statistics (Packets dropped due to): 
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0 
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0       
      No minor session:                  0 
      No more sessions:                  0
      No NAT gate:                       0 
      No route present:                  2000280 
      No SA for incoming SPI:            0 
      No tunnel found:                   0
      No session for a gate:             0 
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0 
      TCP sequence number out of window: 0
      Syn-attack protection:             0
      User authentication errors:        0
    Protocol inet, MTU: 9192
    Max nh cache: 0, New hold nh limit: 0, Curr nh cnt: 0, Curr new hold cnt: 0,
 NH drop cnt: 0
    Generation: 155, Route table: 0
      Flags: Sendbcast-pkt-to-re

show interfaces extensive (Gigabit Ethernet)

user@host> show interfaces ge-0/0/1.0 extensive

Physical interface: ge-0/0/1, Enabled, Physical link is Down
  Interface index: 135, SNMP ifIndex: 510, Generation: 138
  Link-level type: Ethernet, MTU: 1514, Link-mode: Full-duplex, Speed: 1000mbps,

  BPDU Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x0
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5e:00:53:01, Hardware address: 00:00:5e:00:53:01
  Last flapped   : 2015-05-12 08:36:59 UTC (1w1d 22:57 ago)
  Statistics last cleared: Never
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  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
    L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:                        
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

    FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Egress queues: 8 supported, 4 in use  
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 best-effort                    0                    0                    0

    1 expedited-fo                   0                    0                    0

    2 assured-forw                   0                    0                    0

    3 network-cont                   0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort     
    1                   expedited-forwarding
    2                   assured-forwarding
    3                   network-control 
  Active alarms  : LINK                 
  Active defects : LINK                 
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:                    
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 2, CAM source filters: 0
  Autonegotiation information:          
    Negotiation status: Incomplete      
  Packet Forwarding Engine configuration:
    Destination slot: 0                 
  CoS information:                      
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    Direction : Output                  
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 best-effort            95      950000000    95              0      low    
none
    3 network-control         5       50000000     5              0      low    
none
  Interface transmit statistics: Disabled

  Logical interface ge-0/0/1.0 (Index 71) (SNMP ifIndex 514) (Generation 136)
    Flags: Device-Down SNMP-Traps 0x0 Encapsulation: ENET2
    Traffic statistics:                 
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:                   
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:                 
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Security: Zone: public              
    Flow Statistics :                   
    Flow Input statistics :             
      Self packets :                     0
      ICMP packets :                     0
      VPN packets :                      0
      Multicast packets :                0
      Bytes permitted by policy :        0
      Connections established :          0 
    Flow Output statistics:             
      Multicast packets :                0
      Bytes permitted by policy :        0 
    Flow error statistics (Packets dropped due to): 
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0 
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0       
      No minor session:                  0 
      No more sessions:                  0
      No NAT gate:                       0 
      No route present:                  0 
      No SA for incoming SPI:            0 
      No tunnel found:                   0
      No session for a gate:             0 
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0 
      TCP sequence number out of window: 0
      Syn-attack protection:             0
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      User authentication errors:        0
    Protocol inet, MTU: 1500, Generation: 150, Route table: 0
      Flags: Sendbcast-pkt-to-re        
      Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
        Destination: 1.1.1/24, Local: 1.1.1.1, Broadcast: 1.1.1.255,
        Generation: 150                 

show interfaces terse

user@host> show interfaces terse

    Interface               Admin Link Proto    Local                 Remote
    ge-0/0/0                up    up
    ge-0/0/0.0              up    up   inet     10.209.4.61/18
    gr-0/0/0                up    up
    ip-0/0/0                up    up
    st0                     up    up
    st0.1                   up    ready inet
    ls-0/0/0                up    up
    lt-0/0/0                up    up
    mt-0/0/0                up    up
    pd-0/0/0                up    up
    pe-0/0/0                up    up
    e3-1/0/0                up    up
    t3-2/0/0                up    up
    e1-3/0/0                up    up
    se-4/0/0                up    down
    t1-5/0/0                up    up
    br-6/0/0                up    up
    dc-6/0/0                up    up
    dc-6/0/0.32767          up    up
    bc-6/0/0:1              down  up
    bc-6/0/0:1.0            up    down
    dl0                     up    up
    dl0.0                   up    up   inet
    dsc                     up    up
    gre                     up    up
    ipip                    up    up
    lo0                     up    up
    lo0.16385               up    up   inet     10.0.0.1            --> 0/0
                                                10.0.0.16           --> 0/0
    lsi                     up    up
    mtun                    up    up
    pimd                    up    up
    pime                    up    up
    pp0                     up    up

show interfaces controller (Channelized E1 IQwith Logical E1)

user@host> show interfaces controller ce1-1/2/6

Controller                                                           Admin Link
ce1-1/2/6                                                            up    up
e1-1/2/6                                                             up    up 
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show interfaces controller (Channelized E1 IQwith Logical DS0)

user@host> show interfaces controller ce1-1/2/3

Controller                                                           Admin Link
ce1-1/2/3                                                            up    up   

ds-1/2/3:1                                                           up    up   

ds-1/2/3:2                                                           up    up

show interfaces descriptions

user@host> show interfaces descriptions

 Interface       Admin Link Description 
 so-1/0/0        up    up   M20-3#1 
 so-2/0/0        up    up   GSR-12#1 
 ge-3/0/0        up    up   SMB-OSPF_Area300 
 so-3/3/0        up    up   GSR-13#1 
 so-3/3/1        up    up   GSR-13#2 
 ge-4/0/0        up    up   T320-7#1 
 ge-5/0/0        up    up   T320-7#2 
 so-7/1/0        up    up   M160-6#1 
 ge-8/0/0        up    up   T320-7#3 
 ge-9/0/0        up    up   T320-7#4 
 so-10/0/0       up    up   M160-6#2 
 so-13/0/0       up    up   M20-3#2 
 so-14/0/0       up    up   GSR-12#2 
 ge-15/0/0       up    up   SMB-OSPF_Area100 
 ge-15/0/1       up    up   GSR-13#3 

show interfaces destination-class all

user@host> show interfaces destination-class all

Logical interface so-4/0/0.0 
                                               Packets                Bytes
      Destination class            (packet-per-second)    (bits-per-second)
                         gold                        0                    0
                                  (                  0) (                 0)
                       silver                        0                    0
                                  (                  0) (                 0)
  Logical interface so-0/1/3.0 
                                               Packets                Bytes
      Destination class            (packet-per-second)    (bits-per-second)
                         gold                        0                    0
                                  (                  0) (                 0)
                       silver                        0                    0
                                  (                  0) (                 0)

show interfaces diagnostics optics

user@host> show interfaces diagnostics optics ge-2/0/0

Physical interface: ge-2/0/0
    Laser bias current                        :  7.408 mA
    Laser output power                        :  0.3500 mW / -4.56 dBm
    Module temperature                        :  23 degrees C / 73 degrees F
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    Module voltage                            :  3.3450 V
    Receiver signal average optical power     :  0.0002 mW / -36.99 dBm
    Laser bias current high alarm             :  Off
    Laser bias current low alarm              :  Off
    Laser bias current high warning           :  Off
    Laser bias current low warning            :  Off
    Laser output power high alarm             :  Off
    Laser output power low alarm              :  Off
    Laser output power high warning           :  Off
    Laser output power low warning            :  Off
    Module temperature high alarm             :  Off
    Module temperature low alarm              :  Off
    Module temperature high warning           :  Off
    Module temperature low warning            :  Off
    Module voltage high alarm                 :  Off
    Module voltage low alarm                  :  Off
    Module voltage high warning               :  Off
    Module voltage low warning                :  Off
    Laser rx power high alarm                 :  Off
    Laser rx power low alarm                  :  On
    Laser rx power high warning               :  Off
    Laser rx power low warning                :  On
    Laser bias current high alarm threshold   :  17.000 mA
    Laser bias current low alarm threshold    :  1.000 mA
    Laser bias current high warning threshold :  14.000 mA
    Laser bias current low warning threshold  :  2.000 mA
    Laser output power high alarm threshold   :  0.6310 mW / -2.00 dBm
    Laser output power low alarm threshold    :  0.0670 mW / -11.74 dBm
    Laser output power high warning threshold :  0.6310 mW / -2.00 dBm
    Laser output power low warning threshold  :  0.0790 mW / -11.02 dBm
    Module temperature high alarm threshold   :  95 degrees C / 203 degrees F
    Module temperature low alarm threshold    :  -25 degrees C / -13 degrees F
    Module temperature high warning threshold :  90 degrees C / 194 degrees F
    Module temperature low warning threshold  :  -20 degrees C / -4 degrees F
    Module voltage high alarm threshold       :  3.900 V
    Module voltage low alarm threshold        :  2.700 V
    Module voltage high warning threshold     :  3.700 V
    Module voltage low warning threshold      :  2.900 V
    Laser rx power high alarm threshold       :  1.2590 mW / 1.00 dBm
    Laser rx power low alarm threshold        :  0.0100 mW / -20.00 dBm
    Laser rx power high warning threshold     :  0.7940 mW / -1.00 dBm
    Laser rx power low warning threshold      :  0.0158 mW / -18.01 dBm

show interfaces far-end-interval coc12-5/2/0

user@host> show interfaces far-end-interval coc12-5/2/0

Physical interface: coc12-5/2/0, SNMP ifIndex: 121
  05:30-current:
    ES-L: 1, SES-L: 1, UAS-L: 0
  05:15-05:30:
    ES-L: 0, SES-L: 0, UAS-L: 0
  05:00-05:15:
    ES-L: 0, SES-L: 0, UAS-L: 0
  04:45-05:00:
    ES-L: 0, SES-L: 0, UAS-L: 0
  04:30-04:45:
    ES-L: 0, SES-L: 0, UAS-L: 0
  04:15-04:30:
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    ES-L: 0, SES-L: 0, UAS-L: 0
  04:00-04:15:
...

show interfaces far-end-interval coc1-5/2/1:1

user@host> run show interfaces far-end-interval coc1-5/2/1:1

 Physical interface: coc1-5/2/1:1, SNMP ifIndex: 342
  05:30-current:
    ES-L: 1, SES-L: 1, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  05:15-05:30:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  05:00-05:15:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:45-05:00:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:30-04:45:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:15-04:30:
    ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, SES-P: 0, UAS-P: 0
  04:00-04:15:

show interfaces filters

user@host> show interfaces filters

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/0/0        up    up
ge-0/0/0.0      up    up   inet
                           iso
ge-5/0/0        up    up  
ge-5/0/0.0      up    up   any                        f-any
                           inet                       f-inet
                           multiservice
gr-0/3/0        up    up
ip-0/3/0        up    up
mt-0/3/0        up    up
pd-0/3/0        up    up
pe-0/3/0        up    up
vt-0/3/0        up    up
at-1/0/0        up    up
at-1/0/0.0      up    up   inet
                           iso
at-1/1/0        up    down
at-1/1/0.0      up    down inet
                           iso
....

show interfaces flow-statistics (Gigabit Ethernet)

user@host> show interfaces flow-statistics ge-0/0/1.0

  Logical interface ge-0/0/1.0 (Index 70) (SNMP ifIndex 49)
    Flags: SNMP-Traps Encapsulation: ENET2
    Input packets : 5161
    Output packets: 83
    Security: Zone: zone2
    Allowed host-inbound traffic : bootp bfd bgp  dns dvmrp  ldp msdp nhrp ospf 
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pgm
    pim rip router-discovery rsvp sap vrrp dhcp finger ftp tftp ident-reset http
 https ike
    netconf ping rlogin rpm rsh snmp snmp-trap ssh telnet traceroute xnm-clear-text
 xnm-ssl
    lsping
    Flow Statistics :
    Flow Input statistics :
      Self packets :                     0
      ICMP packets :                     0
      VPN packets :                      2564
      Bytes permitted by policy :        3478
      Connections established :          1
    Flow Output statistics:
      Multicast packets :                0
      Bytes permitted by policy :        16994
    Flow error statistics (Packets dropped due to):
      Address spoofing:                  0
      Authentication failed:             0
      Incoming NAT errors:               0
      Invalid zone received packet:      0
      Multiple user authentications:     0
      Multiple incoming NAT:             0
      No parent for a gate:              0
      No one interested in self packets: 0
      No minor session:                  0
      No more sessions:                  0
      No NAT gate:                       0
      No route present:                  0
      No SA for incoming SPI:            0
      No tunnel found:                   0
      No session for a gate:             0
      No zone or NULL zone binding       0
      Policy denied:                     0
      Security association not active:   0
      TCP sequence number out of window: 0
      Syn-attack protection:             0
      User authentication errors:        0
    Protocol inet, MTU: 1500
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination:  203.0.113.1/24, Local: 203.0.113.2, Broadcast: 2.2.2.255

show interfaces interval (Channelized OC12)

user@host> show interfaces interval t3-0/3/0:0

Physical interface: t3-0/3/0:0, SNMP ifIndex: 23
  17:43-current:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:28-17:43:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:13-17:28:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  16:58-17:13:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
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    SEFS: 0, UAS: 0
  16:43-16:58:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
...
Interval Total:
    LCV: 230, PCV: 1145859, CCV: 455470, LES: 0, PES: 230, PSES: 230, 
    CES: 230, CSES: 230, SEFS: 230, UAS: 238

show interfaces interval (E3)

user@host> show interfaces interval e3-0/3/0

Physical interface: e3-0/3/0, SNMP ifIndex: 23
  17:43-current:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:28-17:43:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  17:13-17:28:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  16:58-17:13:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
    SEFS: 0, UAS: 0
  16:43-16:58:
    LCV: 0, PCV: 0, CCV: 0, LES: 0, PES: 0, PSES: 0, CES: 0, CSES: 0, 
....
Interval Total:
    LCV: 230, PCV: 1145859, CCV: 455470, LES: 0, PES: 230, PSES: 230, 
    CES: 230, CSES: 230, SEFS: 230, UAS: 238

show interfaces interval (SONET/SDH) (SRX devices)

user@host> show interfaces interval so-0/1/0

Physical interface: so-0/1/0, SNMP ifIndex: 19
  20:02-current:
    ES-S: 0, SES-S: 0, SEFS-S: 0, ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, 
    SES-P: 0, UAS-P: 0
  19:47-20:02:
    ES-S: 267, SES-S: 267, SEFS-S: 267, ES-L: 267, SES-L: 267, UAS-L: 267, 
    ES-P: 267, SES-P: 267, UAS-P: 267
  19:32-19:47:
    ES-S: 56, SES-S: 56, SEFS-S: 56, ES-L: 56, SES-L: 56, UAS-L: 46, ES-P: 56, 
    SES-P: 56, UAS-P: 46
  19:17-19:32:
    ES-S: 0, SES-S: 0, SEFS-S: 0, ES-L: 0, SES-L: 0, UAS-L: 0, ES-P: 0, 
    SES-P: 0, UAS-P: 0
  19:02-19:17:
.....

show interfaces load-balancing (SRX devices)

user@host> show interfaces load-balancing

Interface  State            Last change  Member count
ams0       Up               1d 00:50     2
ams1       Up               00:00:59     2
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show interfaces load-balancing detail (SRX devices)

user@host>show interfaces load-balancing detail

Load-balancing interfaces detail
Interface        : ams0
  State          : Up
  Last change    : 1d 00:51
  Member count   : 2
  Members        :
      Interface    Weight   State
      mams-2/0/0    10        Active
      mams-2/1/0    10        Active

show interfacesmac-database (All MAC Addresses on a Port SRX devices)

user@host> show interfacesmac-database xe-0/3/3

Physical interface: xe-0/3/3, Enabled, Physical link is Up
  Interface index: 372, SNMP ifIndex: 788
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, Loopback: 
None, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None

  Logical interface xe-0/3/3.0 (Index 364) (SNMP ifIndex 829)
    Flags: SNMP-Traps 0x4004000 Encapsulation: ENET2
  MAC address        Input frames    Input bytes  Output frames   Output bytes
  00:00:00:00:00:00             1             56              0              0
  00:00:c0:01:01:02       7023810      323095260              0              0
  00:00:c0:01:01:03       7023810      323095260              0              0
  00:00:c0:01:01:04       7023810      323095260              0              0
  00:00:c0:01:01:05       7023810      323095260              0              0
  00:00:c0:01:01:06       7023810      323095260              0              0
  00:00:c0:01:01:07       7023810      323095260              0              0
  00:00:c0:01:01:08       7023809      323095214              0              0
  00:00:c0:01:01:09       7023809      323095214              0              0
  00:00:c0:01:01:0a       7023809      323095214              0              0
  00:00:c0:01:01:0b       7023809      323095214              0              0
  00:00:c8:01:01:02      30424784     1399540064       37448598     1722635508
  00:00:c8:01:01:03      30424784     1399540064       37448598     1722635508
  00:00:c8:01:01:04      30424716     1399536936       37448523     1722632058
  00:00:c8:01:01:05      30424789     1399540294       37448598     1722635508
  00:00:c8:01:01:06      30424788     1399540248       37448597     1722635462
  00:00:c8:01:01:07      30424783     1399540018       37448597     1722635462
  00:00:c8:01:01:08      30424783     1399540018       37448596     1722635416
  00:00:c8:01:01:09       8836796      406492616        8836795      406492570
  00:00:c8:01:01:0a      30424712     1399536752       37448521     1722631966
  00:00:c8:01:01:0b      30424715     1399536890       37448523     1722632058
  Number of MAC addresses : 21

show interfacesmac-database (All MAC Addresses on a Service SRX devices)

user@host> show interfacesmac-database xe-0/3/3
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Logical interface xe-0/3/3.0 (Index 364) (SNMP ifIndex 829)
    Flags: SNMP-Traps 0x4004000 Encapsulation: ENET2
  MAC address        Input frames    Input bytes  Output frames   Output bytes
  00:00:00:00:00:00             1             56              0              0
  00:00:c0:01:01:02       7023810      323095260              0              0
  00:00:c0:01:01:03       7023810      323095260              0              0
  00:00:c0:01:01:04       7023810      323095260              0              0
  00:00:c0:01:01:05       7023810      323095260              0              0
  00:00:c0:01:01:06       7023810      323095260              0              0
  00:00:c0:01:01:07       7023810      323095260              0              0
  00:00:c0:01:01:08       7023809      323095214              0              0
  00:00:c0:01:01:09       7023809      323095214              0              0
  00:00:c0:01:01:0a       7023809      323095214              0              0
  00:00:c0:01:01:0b       7023809      323095214              0              0
  00:00:c8:01:01:02      31016568     1426762128       38040381     1749857526
  00:00:c8:01:01:03      31016568     1426762128       38040382     1749857572
  00:00:c8:01:01:04      31016499     1426758954       38040306     1749854076
  00:00:c8:01:01:05      31016573     1426762358       38040381     1749857526
  00:00:c8:01:01:06      31016573     1426762358       38040381     1749857526
  00:00:c8:01:01:07      31016567     1426762082       38040380     1749857480
  00:00:c8:01:01:08      31016567     1426762082       38040379     1749857434
  00:00:c8:01:01:09       9428580      433714680        9428580      433714680
  00:00:c8:01:01:0a      31016496     1426758816       38040304     1749853984
  00:00:c8:01:01:0b      31016498     1426758908       38040307     1749854122

show interfacesmac-databasemac-address

user@host> show interfacesmac-database xe-0/3/3mac-address (SRX devices)
00:00:c8:01:01:09

Physical interface: xe-0/3/3, Enabled, Physical link is Up
  Interface index: 372, SNMP ifIndex: 788
  Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 10Gbps, Loopback: 
None, Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  Link flags     : None

  Logical interface xe-0/3/3.0 (Index 364) (SNMP ifIndex 829)
    Flags: SNMP-Traps 0x4004000 Encapsulation: ENET2
  MAC address: 00:00:c8:01:01:09, Type: Configured,
    Input bytes     : 202324652
    Output bytes    : 202324560
    Input frames    : 4398362
    Output frames   : 4398360
  Policer statistics:
  Policer type      Discarded frames    Discarded bytes
  Output aggregate           3992386          183649756

show interfacesmc-ae (SRX devices)

user@host> show interfacesmc-ae ae0 unit 512

  Member Links   : ae0
  Local Status   : active
  Peer Status    : active
  Logical Interface        : ae0.512
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  Core Facing Interface : Label Ethernet Interface
  ICL-PL         : Label Ethernet Interface

show interfacesmedia (SONET/SDH)

The following example displays the output fields unique to the show interfacesmedia

command for a SONET interface (with no level of output specified):

user@host> show interfacesmedia so-4/1/2

Physical interface: so-4/1/2, Enabled, Physical link is Up
  Interface index: 168, SNMP ifIndex: 495
  Link-level type: PPP, MTU: 4474, Clocking: Internal, SONET mode, Speed: OC48, 
  Loopback: None, FCS: 16, Payload scrambler: Enabled
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps 16384
  Link flags     : Keepalives
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
  Keepalive: Input: 1783 (00:00:00 ago), Output: 1786 (00:00:08 ago)
  LCP state: Opened
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
  mpls: Not-configured
  CHAP state: Not-configured
  CoS queues     : 8 supported
  Last flapped   : 2005-06-15 12:14:59 PDT (04:31:29 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SONET alarms   : None
  SONET defects  : None
  SONET errors:
     BIP-B1: 121, BIP-B2: 916, REI-L: 0, BIP-B3: 137, REI-P: 16747, BIP-BIP2: 0
  Received path trace: routerb so-1/1/2
  Transmitted path trace: routera so-4/1/2

show interfaces policers (SRX devices)

user@host> show interfaces policers

Interface       Admin Link Proto Input Policer         Output Policer
ge-0/0/0        up    up
ge-0/0/0.0      up    up   inet
                           iso
gr-0/3/0        up    up
ip-0/3/0        up    up
mt-0/3/0        up    up
pd-0/3/0        up    up
pe-0/3/0        up    up
...
so-2/0/0        up    up
so-2/0/0.0      up    up   inet  so-2/0/0.0-in-policer so-2/0/0.0-out-policer
                           iso
so-2/1/0        up    down
...

show interfaces policers interface-name (SRX devices)

user@host> show interfaces policers so-2/1/0
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Interface       Admin Link Proto Input Policer         Output Policer
so-2/1/0        up    down
so-2/1/0.0      up    down inet  so-2/1/0.0-in-policer so-2/1/0.0-out-policer
                           iso
                           inet6

show interfaces queue (SRX devices)

The following truncatedexampleshowstheCoSqueuesizes forqueues0, 1, and3.Queue

1 has a queue buffer size (guaranteed allocatedmemory) of 9192 bytes.

user@host> show interfaces queue

Physical interface: ge-0/0/0, Enabled, Physical link is Up
  Interface index: 134, SNMP ifIndex: 509
Forwarding classes: 8 supported, 8 in use
Egress queues: 8 supported, 8 in use
Queue: 0, Forwarding classes: class0
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
  Queue Buffer Usage:
    Reserved buffer      :             118750000 bytes
  Queue-depth bytes      :
    Current              :                     0
..
..
Queue: 1, Forwarding classes: class1
..
..
 Queue Buffer Usage:
    Reserved buffer      :                  9192 bytes
  Queue-depth bytes      :
    Current              :                     0
..
..
Queue: 3, Forwarding classes: class3
  Queued:
..
..
Queue Buffer Usage:
    Reserved buffer      :               6250000 bytes
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  Queue-depth bytes      :
    Current              :                     0
..
..

show interfaces redundancy (SRX devices)

user@host> show interfaces redundancy

Interface  State         Last change  Primary    Secondary  Current status
rsp0       Not present                sp-1/0/0   sp-0/2/0   both down
rsp1       On secondary  1d 23:56     sp-1/2/0   sp-0/3/0   primary down
rsp2       On primary    10:10:27     sp-1/3/0   sp-0/2/0   secondary down 
rlsq0      On primary    00:06:24     lsq-0/3/0  lsq-1/0/0  both up 

show interfaces redundancy (Aggregated Ethernet SRX devices)

user@host> show interfaces redundancy

Interface  State            Last change  Primary      Secondary    Current status
rlsq0      On secondary     00:56:12     lsq-4/0/0    lsq-3/0/0    both up      

ae0      
ae1      
ae2      
ae3      
ae4

show interfaces redundancy detail (SRX devices)

user@host> show interfaces redundancy detail

Interface        : rlsq0
  State          : On primary
  Last change    : 00:45:47
  Primary        : lsq-0/2/0
  Secondary      : lsq-1/2/0
  Current status : both up
  Mode           : hot-standby

Interface        : rlsq0:0
  State          : On primary
  Last change    : 00:45:46
  Primary        : lsq-0/2/0:0
  Secondary      : lsq-1/2/0:0
  Current status : both up
  Mode           : warm-standby

show interfaces routing brief (SRX devices)

user@host> show interfaces routing brief

Interface        State Addresses
so-5/0/3.0       Down  ISO   enabled
so-5/0/2.0       Up    MPLS  enabled
                       ISO   enabled
                       INET  192.168.2.120
                       INET  enabled
so-5/0/1.0       Up    MPLS  enabled
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                       ISO   enabled
                       INET  192.168.2.130
                       INET  enabled
at-1/0/0.3       Up    CCC   enabled
at-1/0/0.2       Up    CCC   enabled
at-1/0/0.0       Up    ISO   enabled
                       INET  192.168.90.10
                       INET  enabled
lo0.0            Up    ISO   47.0005.80ff.f800.0000.0108.0001.1921.6800.5061.00
                       ISO   enabled
                       INET  127.0.0.1
fxp1.0           Up
fxp0.0           Up    INET  192.168.6.90

show interfaces routing detail (SRX devices)

user@host> show interfaces routing detail

so-5/0/3.0
  Index: 15, Refcount: 2, State: Up <Broadcast PointToPoint Multicast> Change:<>

  Metric: 0, Up/down transitions: 0, Full-duplex
  Link layer: HDLC serial line Encapsulation: PPP Bandwidth: 155Mbps
  ISO address (null)
    State: <Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
so-5/0/2.0
  Index: 14, Refcount: 7, State: <Up Broadcast PointToPoint Multicast> Change:<>

  Metric: 0, Up/down transitions: 0, Full-duplex
  Link layer: HDLC serial line Encapsulation: PPP Bandwidth: 155Mbps
  MPLS address (null)
    State: <Up Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4458 bytes
  ISO address (null)
    State: <Up Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
  INET address 192.168.2.120
    State: <Up Broadcast PointToPoint Multicast Localup> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
    Local address: 192.168.2.120 
    Destination: 192.168.2.110/32
  INET address (null)
    State: <Up Broadcast PointToPoint Multicast> Change: <>
    Preference: 0 (120 down), Metric: 0, MTU: 4470 bytes
...

show interfaces routing-instance all (SRX devices)

user@host> show interfaces terse routing-instance all

Interface   Admin   Link   Proto    Local             Remote Instance    
at-0/0/1    up      up     inet     10.0.0.1/24
ge-0/0/0.0  up      up     inet      192.168.4.28/24          sample-a   
at-0/1/0.0  up      up     inet6     fe80::a:0:0:4/64         sample-b   
so-0/0/0.0  up      up     inet     10.0.0.1/32        
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show interfaces snmp-index (SRX devices)

user@host> show interfaces snmp-index 33

Physical interface: so-2/1/1, Enabled, Physical link is Down
  Interface index: 149, SNMP ifIndex: 33
  Link-level type: PPP, MTU: 4474, Clocking: Internal, SONET mode, Speed: OC48, 
  Loopback: None, FCS: 16, Payload scrambler: Enabled
  Device flags   : Present Running Down
  Interface flags: Hardware-Down Point-To-Point SNMP-Traps 16384
  Link flags     : Keepalives
  CoS queues     : 8 supported
  Last flapped   : 2005-06-15 11:45:57 PDT (05:38:43 ago)
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  SONET alarms   : LOL, PLL, LOS
  SONET defects  : LOL, PLL, LOF, LOS, SEF, AIS-L, AIS-P

show interfaces source-class all (SRX devices)

user@host> show interfaces source-class all

Logical interface so-0/1/0.0
                                               Packets                Bytes
      Source class                 (packet-per-second)    (bits-per-second)
                             gold              1928095            161959980
                                  (                889) (            597762)
                           bronze                    0                    0 
                                  (                  0) (                 0)
                           silver                    0                    0 
                                  (                  0) (                 0)
  Logical interface so-0/1/3.0
                                               Packets                Bytes
      Source class                 (packet-per-second)    (bits-per-second)
                             gold                    0                    0 
                                  (                  0) (                 0)
                           bronze                    0                    0 
                                  (                  0) (                 0)
                           silver               116113              9753492
                                  (                939) (            631616)

show interfaces statistics (Fast Ethernet SRX devices)

user@host> show interfaces fe-1/3/1 statistics

Physical interface: fe-1/3/1, Enabled, Physical link is Up
  Interface index: 144, SNMP ifIndex: 1042
  Description: ford fe-1/3/1
  Link-level type: Ethernet, MTU: 1514, Speed: 100mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Current address: 00:90:69:93:04:dc, Hardware address: 00:90:69:93:04:dc
  Last flapped   : 2006-04-18 03:08:59 PDT (00:01:24 ago)
  Statistics last cleared: Never
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)
  Input errors: 0, Output errors: 0
  Active alarms  : None
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  Active defects : None
  Logical interface fe-1/3/1.0 (Index 69) (SNMP ifIndex 50) 
    Flags: SNMP-Traps Encapsulation: ENET2
    Protocol inet, MTU: 1500
      Flags: Is-Primary, DCU, SCU-in
                                               Packets                Bytes
      Destination class            (packet-per-second)    (bits-per-second)
                          silver1                    0                    0
                                  (                  0) (                 0)
                          silver2                    0                    0
                                  (                  0) (                 0)
                          silver3                    0                    0
                                  (                  0) (                 0)
      Addresses, Flags: Is-Default Is-Preferred Is-Primary
        Destination: 10.27.245/24, Local: 10.27.245.2,
        Broadcast: 10.27.245.255
    Protocol iso, MTU: 1497
      Flags: Is-Primary

show interfaces switch-port (SRX devices)

user@host# show interfaces ge-slot/0/0 switch-port port-number

Port 0, Physical link is Up
        Speed: 100mbps, Auto-negotiation: Enabled       
   Statistics:                          Receive         Transmit
          Total bytes                       28437086         21792250
          Total packets                       409145            88008
          Unicast packets                       9987            83817
          Multicast packets                   145002                0
          Broadcast packets                   254156             4191
          Multiple collisions                     23               10
          FIFO/CRC/Align errors                    0                0
          MAC pause frames                         0                0
          Oversized frames                         0
          Runt frames                              0
          Jabber frames                            0
          Fragment frames                          0
          Discarded frames                         0
        Autonegotiation information:
          Negotiation status: Complete
          Link partner:
              Link mode: Full-duplex, Flow control: None, Remote fault: OK, Link
 partner Speed: 100 Mbps
          Local resolution:
              Flow control: None, Remote fault: Link OK

show interfaces transport pm (SRX devices)

user@host> show interfaces transport pm all current et-0/1/0

Physical interface: et-0/1/0, SNMP ifIndex 515
  14:45-current          Elapse time:900 Seconds
  Near End       Suspect Flag:False             Reason:None
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  OTU-BBE                 0                800              No              No
  OTU-ES                  0                135              No              No
  OTU-SES                 0                90               No              No

883Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Operational Commands



  OTU-UAS                 427              90               No              No
  Far End        Suspect Flag:True              Reason:Unknown
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  OTU-BBE                 0                800              No              No
  OTU-ES                  0                135              No              No
  OTU-SES                 0                90               No              No
  OTU-UAS                 0                90               No              No
  Near End       Suspect Flag:False             Reason:None
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  ODU-BBE                 0                800              No              No
  ODU-ES                  0                135              No              No
  ODU-SES                 0                90               No              No
  ODU-UAS                 427              90               No              No
  Far End        Suspect Flag:True              Reason:Unknown
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  ODU-BBE                 0                800              No              No
  ODU-ES                  0                135              No              No
  ODU-SES                 0                90               No              No
  ODU-UAS                 0                90               No              No
  FEC            Suspect Flag:False             Reason:None
    PM                   COUNT           THRESHOLD       TCA-ENABLED     TCA-RAISED

  FEC-CorrectedErr        2008544300       0                NA              NA
  FEC-UncorrectedWords    0                0                NA              NA
  BER            Suspect Flag:False             Reason:None
    PM                 MIN       MAX       AVG       THRESHOLD      TCA-ENABLED 
     TCA-RAISED
  BER                  3.6e-5    5.8e-5    3.6e-5     10.0e-3        No         
       Yes
Physical interface: et-0/1/0, SNMP ifIndex 515
  14:45-current
  Suspect Flag:True             Reason:Object Disabled
    PM                             CURRENT   MIN       MAX      AVG       THRESHOLD
      TCA-ENABLED       TCA-RAISED
                                                                          (MIN) 
(MAX)    (MIN) (MAX)       (MIN) (MAX)
  Lane chromatic dispersion         0        0         0         0         0    
 0        NA    NA         NA     NA
  Lane differential group delay     0        0         0         0         0    
 0        NA    NA         NA     NA
    q Value                           120      120       120       120       0  
   0        NA    NA         NA     NA
  SNR                               28       28        29        28        0    
 0        NA    NA         NA     NA
  Tx output power(0.01dBm)          -5000    -5000     -5000     -5000     -300 
 -100     No    No         No     No
  Rx input power(0.01dBm)           -3642    -3665     -3626     -3637     -1800
 -500     No    No         No     No
  Module temperature(Celsius)       46       46        46        46        -5   
 75       No    No         No     No
  Tx laser bias current(0.1mA)      0        0         0         0         0    
 0        NA    NA         NA     NA
  Rx laser bias current(0.1mA)      1270     1270      1270      1270      0    
 0        NA    NA         NA     NA
  Carrier frequency offset(MHz)     -186     -186      -186      -186      -5000
 5000     No    No         No     No
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show security zones (SRX devices)

user@host> show security zones

Functional zone: management
   Description: This is the management zone.
   Policy configurable: No
   Interfaces bound: 1
   Interfaces:
     ge-0/0/0.0
Security zone: Host
   Description: This is the host zone.
   Send reset for non-SYN session TCP packets: Off
   Policy configurable: Yes
   Interfaces bound: 1
   Interfaces:
     fxp0.0
Security zone: abc
   Description: This is the abc zone.
   Send reset for non-SYN session TCP packets: Off
   Policy configurable: Yes
   Interfaces bound: 1
   Interfaces:
     ge-0/0/1.0
Security zone: def
   Description: This is the def zone.
   Send reset for non-SYN session TCP packets: Off
   Policy configurable: Yes
   Interfaces bound: 1
   Interfaces:
     ge-0/0/2.0
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show interfaces (PPPoE)

Syntax show interfaces pp0.logical
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced before Junos OS Release 7.4.

Description (M120 routers, M320 routers, and MX Series routers only). Display status information

about the PPPoE interface.

Options pp0.logical—Display standard status information about the PPPoE interface.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about PPPoE interfaces.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index
of the interface.

statistics—(Optional) Display PPPoE interface statistics.

Required Privilege
Level

view

List of Sample Output show interfaces (PPPoE) on page 892
show interfaces (PPPoE over Aggregated Ethernet) on page 892
show interfaces brief (PPPoE) on page 893
show interfaces detail (PPPoE) on page 893
show interfaces extensive (PPPoE onM120 andM320 Routers) on page 894

Output Fields Table 21 on page 886 lists the output fields for the show interfaces (PPPoE) command.

Output fields are listed in the approximate order in which they appear.

Table 21: show interfaces (PPPoE) Output Fields

Level of OutputField DescriptionField Name

Physical Interface

All levelsName of the physical interface.Physical interface

All levelsState of the interface. Possible values are described in the “Enabled Field”
section under Common Output Fields Description.

Enabled
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Table 21: show interfaces (PPPoE) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive nonePhysical interface index number, which reflects its initialization sequence.Interface index

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsPhysical interface type (PPPoE).Type

All levelsEncapsulation on the physical interface (PPPoE).Link-level type

All levelsMTU size on the physical interface.MTU

All levelsReference clock source. It can be Internal or External.Clocking

All levelsSpeed at which the interface is running.Speed

All levelsInformation about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device flags

All levelsInformation about the interface. Possible values are described in the “Interface
Flags” section under Common Output Fields Description.

Interface flags

All levelsPhysical interface link type: full duplex or half duplex.Link type

All levelsInformationabout the interface. Possible valuesaredescribed in the “Link Flags”
section under Common Output Fields Description.

Link flags

None specifiedInput rate in bits per second (bps) and packets per second (pps).Input rate

None specifiedOutput rate in bps and pps.Output rate

All levelsPhysical interface information.Physical Info

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensiveConfigured MAC address.Current address

detail extensiveMAC address of the hardware.Hardware address

detail extensiveBackup address of the link.Alternate link
address

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared
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Table 21: show interfaces (PPPoE) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics

detail extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
physical interface if IPv6 statistics tracking is enabled.

NOTE: These fields includedropped traffic andexception traffic, as those fields
are not separately defined.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

IPv6 transit
statistics

extensiveInput errors on the interface:

• Errors—Sum of incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that the Junos OS does not handle.

• Resource errors—Sum of B chip Tx drops and IXP Tx net transmit drops.

Input errors

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), then the cable, the far-end system, or the
PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of B chip Tx drops and IXP Tx net transmit drops.

Output errors

Logical Interface
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Table 21: show interfaces (PPPoE) Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the logical interface.Logical interface

detail extensive noneLogical interface index number (which reflects its initialization sequence).Index

detail extensive noneLogical interface SNMP interface index number.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

All levelsInformation about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

All levelsType of encapsulation configured on the logical interface.Encapsulation

detailPPP status:

• LCP restart timer—Length of time (inmilliseconds) between successive Link
Control Protocol (LCP) configuration requests.

• NCP restart timer—Length of time (in milliseconds) between successive
Network Control Protocol (NCP) configuration requests.

PPP parameters

All levelsPPPoE status:

• State—State of the logical interface (up or down).

• Session ID—PPPoE session ID.

• Service name—Type of service required. Can be used to indicate an Internet
service provider (ISP) name or a class or quality of service.

• Configured AC name—Configured access concentrator name.

• Auto-reconnect timeout—Time after which to try to reconnect after a PPPoE
session is terminated, in seconds.

• IdleTimeout—Lengthof time(in seconds) thataconnectioncanbe idlebefore
disconnecting.

• Underlying interface—Interface on which PPPoE is running.

PPPoE

All levelsName of the physical interfaces for member links in an aggregated Ethernet
bundle for a PPPoE over aggregated Ethernet configuration. PPPoE traffic goes
out on these interfaces.

Link

detail extensiveTotal number of bytes and packets received and transmitted on the logical
interface. These statistics are the sum of the local and transit statistics. When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. This counter usually takes less than 1 second to
stabilize.

Traffic statistics
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Table 21: show interfaces (PPPoE) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
logical interface if IPv6 statistics tracking is enabled.

NOTE: Thepacket andbyte counts in these fields include traffic that is dropped
and does not leave the router.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

IPv6 transit
statistics

detail extensiveStatistics for traffic received fromand transmitted to the Routing Engine.When
aburst of traffic is received, the value in theoutputpacket rate fieldmightbriefly
exceed the peak cell rate. This counter usually takes less than 1 second to
stabilize.

Local statistics

detail extensiveStatistics for traffic transiting the router. When a burst of traffic is received, the
value in the output packet rate fieldmight briefly exceed the peak cell rate. This
counter usually takes less than 1 second to stabilize.

NOTE: Thepacket andbyte counts in these fields include traffic that is dropped
and does not leave the router.

Transit statistics

detail extensive(PPP and HDLC) Configured settings for keepalives.

• intervalseconds—The time in secondsbetweensuccessive keepalive requests.
The range is 10 seconds through 32,767 seconds,with adefault of 10 seconds.

• down-countnumber—The number of keepalive packets a destination must
fail to receive before the network takes a link down. The range is 1 through
255, with a default of 3.

• up-countnumber—Thenumberofkeepalivepacketsadestinationmust receive
to change a link’s status from down to up. The range is 1 through 255, with a
default of 1.

Keepalive settings

detail extensive(PPP and HDLC) Information about keepalive packets.

• Input—Number of keepalive packets received by PPP.

• (last seen 00:00:00 ago)—Time the last keepalive packet was received,
in the format hh:mm:ss.

• Output—Number of keepalive packets sent byPPPandhow longago the last
keepalive packets were sent and received.

• (last seen 00:00:00 ago)—Time the last keepalive packet was sent, in the
format hh:mm:ss.

(MXSeries routerswithMPCs/MICs)WhenanMXSeries routerwithMPCs/MICs
is using PPP fast keepalive for a PPP link, the display does not include the
number of keepalive packets received or sent, or the amount of time since the
router received or sent the last keepalive packet.

Keepalive statistics

None specifiedNumber of packets received on the logical interface.Input packets

None specifiedNumber of packets transmitted on the logical interface.Output packets
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Table 21: show interfaces (PPPoE) Output Fields (continued)

Level of OutputField DescriptionField Name

none detail extensive(PPP) Link Control Protocol state.

• Conf-ack-received—Acknowledgement was received.

• Conf-ack-sent—Acknowledgement was sent.

• Conf-req-sent—Request was sent.

• Down—LCP negotiation is incomplete (not yet completed or has failed).

• Not-configured—LCP is not configured on the interface.

• Opened—LCP negotiation is successful.

LCP state

detail extensive none(PPP) Network Control Protocol state.

• Conf-ack-received—Acknowledgement was received.

• Conf-ack-sent—Acknowledgement was sent.

• Conf-req-sent—Request was sent.

• Down—NCP negotiation is incomplete (not yet completed or has failed).

• Not-configured—NCP is not configured on the interface.

• Opened—NCP negotiation is successful.

NCP state

none detail extensive(PPP) Displays the state of the Challenge Handshake Authentication Protocol
(CHAP) during its transaction.

• Chap-Chal-received—Challenge was received but response not yet sent.

• Chap-Chal-sent—Challenge was sent.

• Chap-Resp-received—Response was received for the challenge sent, but
CHAP has not yet moved into the Success state. (Most likely with RADIUS
authentication.)

• Chap-Resp-sent—Response was sent for the challenge received.

• Closed—CHAP authentication is incomplete.

• Failure—CHAP authentication failed.

• Not-configured—CHAP is not configured on the interface.

• Success—CHAP authentication was successful.

CHAP state

detail extensive noneProtocol family configured on the logical interface.Protocol

briefProtocol family configured on the logical interface. If the protocol is inet, the IP
address of the interface is also displayed.

protocol-family

detail extensive noneMTU size on the logical interface.MTU

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneRouting table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route table

detail extensive noneInformation about the protocol family flags. Possible values are described in
the “Family Flags” section under Common Output Fields Description.

Flags
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Table 21: show interfaces (PPPoE) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneInformation about the addresses configured for the protocol family. Possible
values are described in the “Addresses Flags” section under Common Output
Fields Description.

Addresses, Flags

detail extensive noneIP address of the remote side of the connection.Destination

detail extensive noneIP address of the logical interface.Local

detail extensive noneBroadcast address.Broadcast

Sample Output

show interfaces (PPPoE)

user@host> show interfaces pp0

Physical interface: pp0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 24
  Type: PPPoE, Link-level type: PPPoE, MTU: 1532
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Link type      : Full-Duplex
  Link flags     : None
  Input rate     : 0 bps (0 pps)
  Output rate    : 0 bps (0 pps)

  Logical interface pp0.0 (Index 72) (SNMP ifIndex 72) 
    Flags: Hardware-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionDown, Session ID: None,
      Service name: None, Configured AC name: sapphire, 
      Auto-reconnect timeout: 100 seconds, Idle timeout: Never,
      Underlying interface: at-5/0/0.0 (Index 70)
  Input packets : 0 
  Output packets: 0
  LCP state: Not-configured
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
  mpls: Not-configured
  CHAP state: Closed
    Protocol inet, MTU: 100
      Flags: User-MTU, Negotiate-Address

show interfaces (PPPoE over Aggregated Ethernet)

user@host> show interfaces pp0.1073773821

Logical interface pp0.1073773821 (Index 80) (SNMP ifIndex 32584)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionUp, Session ID: 1,
      Session AC name: alcor, Remote MAC address: 00:00:5e:00:53:01,
      Underlying interface: demux0.100 (Index 88)
    Link:
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      ge-1/0/0.32767
      ge-1/0/1.32767
    Input packets : 6
    Output packets: 6
  LCP state: Opened
  NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured,  mpls: 
Not-configured
  CHAP state: Closed
  PAP state: Success
    Protocol inet, MTU: 1500
      Flags: Sendbcast-pkt-to-re
      Addresses, Flags: Is-Primary
        Local: 203.0.113.1

show interfaces brief (PPPoE)

user@host> show interfaces pp0 brief

Physical interface: pp0, Enabled, Physical link is Up
  Type: PPPoE, Link-level type: PPPoE, MTU: 1532, Speed: Unspecified
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps

  Logical interface pp0.0 
    Flags: Hardware-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionDown, Session ID: None,
      Service name: None, Configured AC name: sapphire, 
      Auto-reconnect timeout: 100 seconds, Idle timeout: Never,
      Underlying interface: at-5/0/0.0 (Index 70)
    inet

show interfaces detail (PPPoE)

user@host> show interfaces pp0 detail

Physical interface: pp0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 24, Generation: 9
  Type: PPPoE, Link-level type: PPPoE, MTU: 1532, Speed: Unspecified
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Link type      : Full-Duplex
  Link flags     : None
  Physical info  : Unspecified
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: Unspecified, Hardware address: Unspecified
  Alternate link address: Unspecified
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
  Logical interface pp0.0 (Index 72) (SNMP ifIndex 72) (Generation 14)
    Flags: Hardware-Down Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
      State: SessionDown, Session ID: None,
      Service name: None, Configured AC name: sapphire, 
      Auto-reconnect timeout: 100 seconds, Idle timeout: Never,
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      Underlying interface: at-5/0/0.0 (Index 70)
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
  LCP state: Not-configured
  NCP state: inet: Not-configured, inet6: Not-configured, iso: Not-configured, 
  mpls: Not-configured
  CHAP state: Closed
    Protocol inet, MTU: 100, Generation: 14, Route table: 0
      Flags: User-MTU, Negotiate-Address

show interfaces extensive (PPPoE onM120 andM320 Routers)

user@host> show interfaces pp0 extensive

Physical interface: pp0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 93, Generation: 129
  Type: PPPoE, Link-level type: PPPoE, MTU: 1532, Speed: Unspecified
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Link type      : Full-Duplex
  Link flags     : None
  Physical info  : Unspecified
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: Unspecified, Hardware address: Unspecified
  Alternate link address: Unspecified
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :               972192                    0 bps
   Output bytes  :               975010                    0 bps
   Input  packets:                 1338                    0 pps
   Output packets:                 1473                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Giants: 0, Policed discards:
 0,
    Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, MTU errors: 0, Resource errors:
 0

  Logical interface pp0.0 (Index 69) (SNMP ifIndex 96) (Generation 194)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPPoE
    PPPoE:
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      State: SessionUp, Session ID: 26,
      Session AC name: None, AC MAC address: 00:00:5e:00:53:12,
      Service name: None, Configured AC name: None,
      Auto-reconnect timeout: Never, Idle timeout: Never,
      Underlying interface: ge-3/0/1.0 (Index 67)
    Traffic statistics:
     Input  bytes  :                  252
     Output bytes  :                  296
     Input  packets:                    7
     Output packets:                    8
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                  252
     Output bytes  :                  296
     Input  packets:                    7
     Output packets:                    8
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
  Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
  Keepalive statistics:
    Input : 1 (last seen 00:00:00 ago)
    Output: 1 (last sent 00:00:03 ago)
  LCP state: Opened
  NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured, mpls: 
Not-configured
  CHAP state: Closed
  PAP state: Closed
    Protocol inet, MTU: 1492, Generation: 171, Route table: 0
      Flags: None
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 203.0.113.2, Local: 203.0.113.1, Broadcast: Unspecified, 
Generation: 206
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show interfaces demux0 (Demux Interfaces)

Syntax show interfaces demux0.logical-interface-number
<brief | detail | extensive | terse>
<descriptions>
<media>
<snmp-index snmp-index>
<statistics>

Release Information Command introduced in Junos OS Release 9.0.

Description (MX Series and M Series routers only) Display status information about the specified

demux interface.

Options none—Display standard information about the specified demux interface.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

descriptions—(Optional) Display interface description strings.

media—(Optional) Display media-specific information about network interfaces.

snmp-index snmp-index—(Optional) Display information for the specified SNMP index
of the interface.

statistics—(Optional) Display static interface statistics.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

•

List of Sample Output show interfaces demux0 (Demux) on page 902
show interfaces demux0 (PPPoE over Aggregated Ethernet) on page 903
show interfaces demux0 extensive (Targeted Distribution for Aggregated Ethernet
Links) on page 904
show interfaces demux0 (ACI Interface Set Configured) on page 904

Output Fields Table 22 on page 896 lists the output fields for the show interfaces demux0 (Demux

Interfaces) command. Output fields are listed in the approximate order in which they

appear.

Table 22: show interfaces demux0 (Demux Interfaces) Output Fields

Level of OutputField DescriptionField Name

Physical Interface
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Table 22: show interfaces demux0 (Demux Interfaces) Output Fields (continued)

Level of OutputField DescriptionField Name

brief detail extensive
none

Name of the physical interface.Physical interface

brief detail extensive
none

Indexnumber of thephysical interface,which reflects its initialization sequence.Interface index

brief detail extensive
none

State of the interface. Possible values are described in the “Enabled Field”
section under Common Output Fields Description.

Enabled

detail extensive noneStatus of the physical link (Up or Down).Physical link

terseAdministrative state of the interface (Up or Down).Admin

detail extensive noneIndexnumber of thephysical interface,which reflects its initialization sequence.Interface index

terseStatus of the physical link (Up or Down).Link

extensiveStatusofaggregatedEthernet links thatareconfiguredwith targeteddistribution
(primary or backup)

Targeting summary

extensiveBandwidth allocated to the aggregated Ethernet links that are configured with
targeted distribution.

Bandwidth

terseProtocol family configured on the interface.Proto

detail extensive noneSNMP index number for the physical interface.SNMP ifIndex

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

brief detail extensive
none

Type of interface. Software-Pseudo indicates a standard software interface
with no associated hardware device.

Type

brief detail extensiveEncapsulation being used on the physical interface.Link-level type

brief detail extensiveMaximum transmission unit size on the physical interface.MTU

brief detail extensiveReference clock source: Internal (1) or External (2).Clocking

brief detail extensiveSpeed at which the interface is running.Speed

brief detail extensive
none

Information about the physical device. Possible values are described in the
“Device Flags” section under Common Output Fields Description.

Device flags

brief detail extensive
none

Information about the interface. Possible values are described in the “Interface
Flags” section under Common Output Fields Description.

Interface flags

detail extensive noneData transmission type.Link type
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Table 22: show interfaces demux0 (Demux Interfaces) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneInformation about the link. Possible values are described in the “Link Flags”
section under Common Output Fields Description.

Link flags

detail extensiveInformation about the physical interface.Physical info

detail extensiveCurrent interface hold-time up and hold-time down, in milliseconds.Hold-times

detail extensiveConfigured MAC address.Current address

detail extensiveHardware MAC address.Hardware address

detail extensiveBackup address of the link.Alternate link
address

detail extensive noneDate, time, and how long ago the interface went from down to up. The format
isLast flapped:year-month-dayhour:minute:second:timezone (hour:minute:second
ago). For example, Last flapped: 2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

detail extensiveTime when the statistics for the interface were last set to zero.Statistics last
cleared

detail extensiveNumber and rate of bytes andpackets receivedand transmittedon thephysical
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

• IPv6 transit statistics—Number of IPv6 transit bytes and packets received
and transmittedon thephysical interface if IPv6statistics tracking is enabled.

NOTE: These fields include dropped traffic and exception traffic, as those
fields are not separately defined.

• Input bytes—Number of bytes received on the interface

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics
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Table 22: show interfaces demux0 (Demux Interfaces) Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInput errors on the interface whose definitions are as follows:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• Framing errors—Number of packets receivedwith an invalid frame checksum
(FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant packet
threshold.

• Policed discards—Number of frames that the incoming packet match code
discarded because they were not recognized or not of interest. Usually, this
field reports protocols that the Junos OS does not handle.

• Resource errors—Sum of transmit drops.

Input errors

noneInput rate in bits per second (bps) and packets per second (pps).Input Rate

extensiveOutput errors on the interface. The following paragraphs explain the counters
whosemeaning might not be obvious:

• Carrier transitions—Number of times the interface has gone from down to up.
This number does not normally increment quickly, increasing only when the
cable is unplugged, the far-end system is powered down and then up, or
anotherproblemoccurs. If thenumberof carrier transitions incrementsquickly
(perhaps once every 10 seconds), the cable, the far-end system, or the PIC
or PIM is malfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/OManager
ASIC. If the interface is saturated, this number increments once for every
packet that is dropped by the ASIC's REDmechanism.

• MTUerrors—NumberofpacketswhosesizeexceededtheMTUof the interface.

• Resource errors—Sum of transmit drops.

Output errors

noneOutput rate in bps and pps.Output Rate

Logical Interface

brief detail extensive
none

Name of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensive noneSNMP interface index number for the logical interface.SNMP ifIndex

detailUnique number for use by Juniper Networks technical support only.Generation

brief detail extensive
none

Information about the logical interface. Possible values are described in the
“Logical Interface Flags” section under Common Output Fields Description.

Flags

brief extensive noneEncapsulation on the logical interface.Encapsulation
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Table 22: show interfaces demux0 (Demux Interfaces) Output Fields (continued)

Level of OutputField DescriptionField Name

brief detail extensive
none

Name of the dynamic profile that defines the agent circuit identifier (ACI)
interface set. If configured, the ACI interface set enables the underlying demux
interface to create dynamic VLAN subscriber interfaces based on ACI
information.

ACIVLAN:Dynamic
Profile

detail extensive noneSpecific IP demultiplexing (demux) values:

• Underlying interface—Theunderlying interface that the demux interface uses.

• Index—Index number of the logical interface.

• Family—Protocol family configured on the logical interface.

• Source prefixes, total—Total number of source prefixes for the underlying
interface.

• Destination prefixes, total—Total number of destination prefixes for the
underlying interface.

• Prefix—inet family prefix.

Demux

briefProtocol family configured on the logical interface.protocol-family

detail extensiveNumberand rateofbytesandpackets receivedand transmittedon the specified
interface set.

• Input bytes, Output bytes—Number of bytes received and transmitted on the
interface set.

• Input packets, Output packets—Number of packets received and transmitted
on the interface set.

• IPv6 transit statistics—Number of IPv6 transit bytes and packets received
and transmitted on the logical interface if IPv6 statistics tracking is enabled.

NOTE: The packet and byte counts in these fields include traffic that is
dropped and does not leave the router.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Traffic statistics

detail extensiveNumber of transit bytes and packets received and transmitted on the local
interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Local statistics
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Table 22: show interfaces demux0 (Demux Interfaces) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNumber and rate of bytes and packets transiting the switch.

NOTE: Thepacket andbyte counts in these fields include traffic that is dropped
and does not leave the router.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Transit statistics

detail extensiveNumber of IPv6 transit bytes and packets received and transmitted on the
logical interface if IPv6 statistics tracking is enabled.

NOTE: Thepacket andbyte counts in these fields include traffic that is dropped
and does not leave the router.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

IPv6 Transit
statistics

noneNumber of packets received on the interface.Input packets

noneNumber of packets transmitted on the interface.Output packets

detail extensive noneProtocol family. Possible values are described in the “Protocol Field” section
under Common Output Fields Description.

Protocol

detail extensive noneMaximum transmission unit size on the logical interface.MTU

detail extensive noneMaximum number of MPLS labels configured for the MPLS protocol family on
the logical interface.

Maximum labels

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensiveRoute table in which the logical interface address is located. For example, 0
refers to the routing table inet.0.

Route table

detail extensive noneInformation about protocol family flags. Possible values are described in the
“Family Flags” section under Common Output Fields Description.

Flags

detail extensive noneNumber of MAC address validation failures for packets and bytes. This field is
displayed when MAC address validation is enabled for the logical interface.

Mac-Validate
Failures

detail extensive noneInformation about the address flags. Possible values are described in the
“Addresses Flags” section under Common Output Fields Description.

Addresses, Flags

detail extensive
statistics none

IP address of the remote side of the connection.Destination
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Table 22: show interfaces demux0 (Demux Interfaces) Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive terse
none

IP address of the logical interface.Local

terseIP address of the remote interface.Remote

detail extensive noneBroadcast address of the logical interlace.Broadcast

detail extensiveUnique number for use by Juniper Networks technical support only.Generation

detail extensive noneName of the physical interfaces for member links in an aggregated Ethernet
bundle for a PPPoE over aggregated Ethernet configuration. PPPoE traffic goes
out on these interfaces.

Link

detail extensive noneName of the PPPoE dynamic profile assigned to the underlying interface.Dynamic-profile

detail extensive noneName of the PPPoE service name table assigned to the PPPoE underlying
interface.

ServiceNameTable

detail extensive noneMaximum number of dynamic PPPoE logical interfaces that the router can
activate on the underlying interface.

Max Sessions

detail extensive noneState of duplicate protection:On orOff. Duplicate protection prevents the
activation of another dynamic PPPoE logical interface on the same underlying
interface when a dynamic PPPoE logical interface for a client with the same
MAC address is already active on that interface.

Duplicate
Protection

detail extensive noneStateof theconfiguration to ignoreDSLForumVSAs:OnorOff.Whenconfigured,
the router ignores any of these VSAs received from a directly connected CPE
device on the interface.

Direct Connect

detail extensive noneName of the access concentrator.ACName

Sample Output

show interfaces demux0 (Demux)

user@host> show interfaces demux0

Physical interface: demux0, Enabled, Physical link is Up
  Interface index: 128, SNMP ifIndex: 79, Generation: 129
  Type: Software-Pseudo, Link-level type: Unspecified, MTU: 9192, Clocking: 1,
  Speed: Unspecified
  Device flags   : Present Running
  Interface flags: Point-To-Point SNMP-Traps
  Link type      : Full-Duplex
  Link flags     : None
  Physical info  : Unspecified
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: Unspecified, Hardware address: Unspecified
  Alternate link address: Unspecified
  Last flapped   : Never
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  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Giants: 0,
    Policed discards: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, MTU errors: 0,
    Resource errors: 0

Logical interface demux0.0 (Index 87) (SNMP ifIndex 84) (Generation 312)
    Flags: SNMP-Traps 0x4000 Encapsulation: ENET2
    Demux:
     Underlying interface: ge-2/0/1.0 (Index 74)
   Family Inet Source prefixes, total 1
   Prefix: 203.0.113/24
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                 1554
     Input  packets:                    0
     Output packets:                   37
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                 1554
     Input  packets:                    0
     Output packets:                   37
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
     IPv6 transit statistics:
      Input  bytes  :                   0
      Output bytes  :                   0
      Input  packets:                   0
      Output packets:                   0
    Protocol inet, MTU: 1500, Generation: 395, Route table: 0
      Flags: Is-Primary, Mac-Validate-Strict
      Mac-Validate Failures: Packets: 0, Bytes: 0
      Addresses, Flags: Is-Preferred Is-Primary
        Destination: 203.0.113/24, Local: 203.0.113.13, Broadcast: 203.0.113.255,

        Generation: 434

show interfaces demux0 (PPPoE over Aggregated Ethernet)

user@host> show interfaces demux0.100
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Logical interface demux0.100 (Index 76) (SNMP ifIndex 61160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.100 ]
    Encapsulation: ENET2
    Demux:
      Underlying interface: ae0 (Index 199)
    Link:
      ge-1/0/0
      ge-1/1/0
    Input packets : 0
    Output packets: 0
    Protocol pppoe
      Dynamic Profile: pppoe-profile,
      Service Name Table: service-table1,
      Max Sessions: 100, Duplicate Protection: On, 
      Direct Connect: Off,
      AC Name: pppoe-server-1

show interfaces demux0 extensive (Targeted Distribution for Aggregated Ethernet Links)

user@host> show interfaces demux0.1073741824 extensive

  Logical interface demux0.1073741824 (Index 75) (SNMP ifIndex 558) (Generation 
346)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Demux:
      Underlying interface: ae0 (Index 201)
    Link:
      ge-1/0/0
      ge-1/1/0
      ge-2/0/7
      ge-2/0/8
    Targeting summary:
      ge-1/1/0, primary, Physical link is Up
      ge-2/0/8, backup, Physical link is Up
    Bandwidth: 1000mbps

show interfaces demux0 (ACI Interface Set Configured)

user@host> show interfaces demux0.1073741827

  Logical interface demux0.1073741827 (Index 346) (SNMP ifIndex 527) 
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1802 0x8100.302 ]  Encapsulation:
 ENET2
    Demux: Source Family Inet
    ACI VLAN:
      Dynamic Profile: aci-vlan-set-profile
    Demux:
      Underlying interface: ge-1/0/0 (Index 138)
    Input packets : 18 
    Output packets: 16
    Protocol inet, MTU: 1500
      Flags: Sendbcast-pkt-to-re, Unnumbered
      Donor interface: lo0.0 (Index 322)
      Preferred source address: 203.0.113.202
      Addresses, Flags: Primary Is-Default Is-Primary
        Local: 203.0.113.119
    Protocol pppoe
      Dynamic Profile: aci-vlan-pppoe-profile,
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      Service Name Table: None,
      Max Sessions: 32000, Max Sessions VSA Ignore: Off,
      Duplicate Protection: On, Short Cycle Protection: Off,
      Direct Connect: Off,
      AC Name: nbc 
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show interfaces interface-set (Ethernet Interface Set)

Syntax show interfaces interface-set interface-set-name
<detail | terse>

Release Information Command introduced in Junos OS Release 8.5.

Description Display information about the specified gigabit or 10-Gigabit Ethernet interface set.

Youcanalsouse the showinterfaces interface-setcommandtodisplay informationabout

agent circuit identifier (ACI) interface sets.

Options interface-set interface-set-name—Display informationabout thespecifiedGigabitEthernet,

10-Gigabit Ethernet, ACI, or ALI interface set.

detail | terse—(Optional) Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

•

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

List of Sample Output show interfaces interface-set terse on page 908
show interfaces interface-set detail on page 908
show interfaces interface-set (ACI Interface Set based on ACI) on page 908
show interfaces interface-set (ACI Interface Set based on ACI Trusted
Option) on page 909
show interfaces interface-set (ACI Interface Set based on ARI Trusted
Option) on page 909
show interfaces interface-set (ACI Interface Set based on ARI Trusted Option when
both ACI and ARI are received) on page 909
show interfaces interface-set (ACI Interface Set based on Accept-No-IDs Trusted
Option when neither ACI nor ARI is received) on page 909
show interfaces interface-set (L2BSA and PPPoE Subscribers) on page 910

Output Fields Table 23 on page 906 describes the information for the show interfaces interface-set

command. Output fields are listed in the approximate order in which they appear.

Table 23: Ethernet show interfaces interface-set Output Fields

Level of OutputField DescriptionField Name

Physical Interface
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Table 23: Ethernet show interfaces interface-set Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the interface set or sets.

For ACI interface sets, the set name is prefixed with aci-.

For ALI interface sets, the set name is prefixed with the trusted option that the
interface set is based on:

• aci-—The ACI is configured as the trusted option.

• ari-—The ARI is configured as the trusted option.

• aci+ari-—Both ACI and ARI are configured as the trusted option.

• noids-—Neither the ACI nor the ARI is configured as the trusted option and
neither ACI nor ARI is received.

Interface set

detail noneIndex number of the interface set.Interface set index

detail noneFor ACI interface sets, the string received in DHCP or PPPoE control packets
that uniquely identifies the subscriber’s access node and the DSL line on the
access node. Only the Agent Circuit ID can be used to create the interface set.

NOTE: The ACI VLAN field is replaced with the Line Identity field when an ALI
interface set is configured with the line-identity autoconfiguration stanza.

ACI VLAN

detail noneFor ALI interface sets, the trusted option received in DHCP or PPPoE control
packets that uniquely identifies the subscriber’s access node and the DSL line
on the access node. The trusted option can be either or both of the following:

• Agent Circuit ID—The ACI value

• Agent Remote ID—The ARI value.

NOTE: When only accept-no-ids is configured as the trusted option, this field
is not displayed.

NOTE: The Line Identity field is replaced with the ACI VLAN field when an ACI
interface set is configured with the agent-circuit-id autoconfiguration stanza.

Line Identity

detail noneDynamic PPPoE subscriber interface that the router creates using the ACI or
ALI interface set.

PPPoE

detail noneFor dynamic PPPoE subscriber interfaces, maximum number of PPPoE logical
interfaces that that can be activated on the underlying interface.

Max Sessions

detail noneFor dynamic PPPoE subscriber interfaces, whether the router is configured to
ignore (clear) the PPPoEmaximum session value returned by RADIUS in the
Max-Clients-Per-Interface Juniper Networks VSA [26-143] and restore the
PPPoEmaximum session value on the underlying interface to the value
configured with themax-sessions statement:Off (default) orOn.

Max Sessions VSA
Ignore
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Table 23: Ethernet show interfaces interface-set Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumberand rateofbytesandpackets receivedand transmittedon the specified
interface set.

• Input bytes, Output bytes—Number of bytes and number of bytes per second
received and transmitted on the interface set

• Input packets, Output packets—Number of packets and number of packets
per second received and transmitted on the interface set.

Traffic statistics

detailTotal number of egress queues supported on the specified interface set.Egress queues
supported

detailTotal number of egress queues used on the specified interface set.Egress queues in
use

detailQueued packets, Transmitted packets, and Dropped packets statistics for the
four forwarding classes.

Queue counters

detail noneList of all interface sets or, for ACI interface sets, list of all subscriber interfaces
belonging to the specified ACI interface set.

Members

Sample Output

show interfaces interface-set terse

user@host> show interfaces interface-set terse

Interface set:
   iflset-xe-11/3/0-0
   ge-1/0/1-0
   ge-1/0/1-2

show interfaces interface-set detail

user@host> show interfaces interface-set iflset-xe-11/3/0-0 detail

Interface set: iflset-xe-11/3/0-0
  Interface set index: 19
  Traffic statistics:
   Output bytes  :            751017840            401673504 bps
   Output packets:             11044380               738377 pps
  Egress queues: 4 supported, 4 in use
  Queue counters:       Queued packets  Transmitted packets    Dropped packets
    0                        211091327             11044380          199995746
    1                                0                    0                  0
    2                                0                    0                  0
    3                                0                    0                  0
  Members:
   xe-11/3/0.0

show interfaces interface-set (ACI Interface Set based on ACI)

user@host> show interfaces interface-set
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Interface set: aci-1001-ge-5/2/0.10
  Interface set index: 1
  Interface set snmp index: 67108865
    ACI VLAN:
      Agent Circuit ID: circuit0
    PPPoE:
      Max Sessions: 32000, Max Sessions VSA Ignore: Off
  Members:
   demux0.3221225472

show interfaces interface-set (ACI Interface Set based on ACI Trusted Option)

user@host> show interfaces interface-set

Interface set: ari-1002-demux0.3221225473
  Interface set index: 2
  Interface set snmp index: 67108866
    Line Identity:
      Agent Circuit ID: remote20
    PPPoE:
      Max Sessions: 32000, Max Sessions VSA Ignore: Off
  Members:
   demux0.3221225474

show interfaces interface-set (ACI Interface Set based on ARI Trusted Option)

user@host> show interfaces interface-set

Interface set: aci-1002-demux0.3221225473
  Interface set index: 2
  Interface set snmp index: 67108866
    Line Identity:
      Agent Remote ID: remote20
    PPPoE:
      Max Sessions: 32000, Max Sessions VSA Ignore: Off
  Members:
   demux0.3221225474

show interfaces interface-set (ACI Interface Set based on ARI Trusted Option when both ACI and ARI are
received)

user@host> show interfaces interface-set

Interface set: ari-1002-demux0.3221225473
  Interface set index: 2
  Interface set snmp index: 67108866
    Line Identity:
      Agent Remote ID: remote20
    PPPoE:
      Max Sessions: 32000, Max Sessions VSA Ignore: Off
  Members:
   demux0.3221225474

show interfaces interface-set (ACI Interface Set based on Accept-No-IDs Trusted Option when neither ACI nor
ARI is received)

user@host> show interfaces interface-set
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Interface set: noids-1002-demux0.3221225473
  Interface set index: 2
  Interface set snmp index: 67108866
  Members:
   demux0.3221225474

show interfaces interface-set (L2BSA and PPPoE Subscribers)

user@host> show interfaces interface-set

Interface set: ge-1/0/4
  Interface set index: 6
  Members:
   ge-1/0/4.1073741908
   pp0.1073741907
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show ppp interface

Syntax show ppp interface interface-name
<extensive| terse>

Release Information Command introduced in Junos OS Release 7.5.

Description Display information about PPP interfaces.

Options interface-name—Name of a logical interface.

extensive | terse—(Optional) Display the specified level of output.

Required Privilege
Level

view

List of Sample Output show ppp interface on page 919
show ppp interface extensive on page 919
show ppp interface terse on page 919

Output Fields Table 24 on page 911 lists the output fields for the show ppp interface command. Output

fields are listed in the approximate order in which they appear.

Table 24: show ppp interface Output Fields

Level of
OutputField DescriptionField Name

All levelsName of the logical interface on which the session is running.Session

All levelsSession type: PPP.Type

All levelsPPP process phase: Authenticate, Pending, Establish, LCP, Network, Disabled, and Tunneled.Phase

All levelsSpecial conditions present in the session: Bundled, TCC, No-keepalives, Looped,Monitored,
and NCP-only.

Session flags

None
specified

Protocol state information. See specific protocol state fields for information.protocol State

None
specified

Challenge-Handshake Authentication Protocol (CHAP) authentication state information or
Password Authentication Protocol (PAP) state information. See the Authentication field
description for further information.

AUTHENTICATION
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Table 24: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveKeepalive settings for the PPP sessions on the L2TP network server (LNS). LNS based PPP
sessions are supported only on service interfaces (si).

• Interval—Time in seconds between successive keepalive requests.

Keepalive aging timeout is calculated as a product of the interval and Down-count values.
If thekeepaliveaging timeout is greater than 180seconds, thekeepalivepacketsarehandled
by theRouting Engine. If the aging timeout is less thanor equal to 180 seconds, the packets
are handled by the Packet Forwarding Engine.

• Up-count—The number of keepalive packets a destination must receive to change a link’s
status from down to up.

• Down-count—The number of keepalive packets a destination must fail to receive before
the network takes down a link.

Keepalive settings

extensiveIndicates whether the local peer is configured to ignore mismatches between peer magic
numberswhen thenumbers are validatedduringPPPkeepalive (Echo-Request/Echo-Reply)
exchanges.

• Enable–Mismatch detection sends failed Echo-Reply packets to the Routing Engine. If a
valid magic number is not received within the configurable keepalive interval, PPP treats
this as a keepalive failure and tears down the PPP sessions.

• Disable–The Packet Forwarding Engine does not perform a validation check for magic
numbers received from remote peers. A mismatch cannot be detected, so receipt of its
ownmagic number or an unexpected value does not trigger notification to the Routing
Engine.

Magic-Number
validation

extensiveKeepalive statistics for the packets handled by the Routing Engine.

• LCP echo req Tx—LCP echo requests sent from the Routing Engine.

• LCP echo req Rx—LCP echo requests received at the Routing Engine.

• LCP echo rep Tx—LCP echo responses sent from the Routing Engine.

• LCP echo rep Rx—LCP echo responses received at the Routing Engine.

• LCP echo req timeout—Number of keepalive packets where the keepalive aging timer has
expired.

• LCPRx echo reqMagic NumFailures—LCP echo requests where themagic numbers shared
between the PPP peers during LCP negotiation did not match.

• LCPRxechorepMagicNumFailures—LCPecho responseswhere themagicnumbers shared
between the PPP peers during LCP negotiation did not match.

RE Keepalive
statistics
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Table 24: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveLCP information:

• State—LCP protocol state (all platforms except M120 and M320 routers):

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—LCP protocol state (M120 and M320 routers):

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—LCP state start time.

• Last completed—LCP state completion time.

LCP
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Table 24: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

• Negotiated options:

• ACFC—Address and-Control Field Compression. A configuration option that provides a
method to negotiate the compression of the Data Link Layer Address and Control fields.

• Asynchronousmap—Asynchronous control character map. A configuration option used
on asynchronous links such as telephone lines to identify control characters that must
be replaced by a two-character sequence to prevent them from being interpreted by
equipment used to establish the link.

• Authenticationprotocol—Protocol used for authentication.Thisoptionprovidesamethod
to negotiate the use of a specific protocol for authentication. It requires a peer to
authenticate itself before allowing network-layer protocol packets to be exchanged. By
default, authentication is not required.

• Authentication algorithm—Type of authentication algorithm. The Message Digest
algorithm (MD5) is the only algorithm supported.

• Endpoint discriminator class—For multilink PPP (MLPPP), a configuration option that
identifies the system transmitting the packet. This option advises a system that the peer
on this link could be the same as the peer on another existing link.

• Magic number—A configuration option that provides amethod to detect looped-back
linksandother data-link layer anomalies. Bydefault, themagic number is not negotiated.

• MRU—Maximum receive unit. A configuration option thatmay be sent to inform the peer
that the implementation can receive larger packets, or to request that the peer send
smaller packets. The default value is 1500 octets.

• MRRU—For multilink PPP, the maximum receive reconstructed unit. A configuration
option that specifies the maximum number of octets in the Information fields of
reassembled packets.

• Multilink header suspendable classes—For MLPPP, an LCP option that advises the peer
that the implementation wishes to receive fragments with a format given by the code
number, with the maximum number of suspendable classes given.

• Multilink header format classes—For MLPPP, an LCP option that advises the peer that
the implementationwishes to receive fragmentswitha formatgivenby thecodenumber.

• PFC—Protocol-Field-Compression. A configuration option that provides amethod to
negotiate the compression of the PPP Protocol field.

• short sequence—For MLPPP, an option that advises the peer that the implementation
wishes to receive fragments with short, 12-bit sequence numbers.
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Table 24: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

None
specified

CHAP or PAP authentication state information. For CHAP authentication:

• Chap-ans-rcvd—Packet was sent from the peer, indicating that the peer received the
Chap-resp-sent packet.

• Chap-ans-sent—Packet was sent from the authenticator, indicating that the authenticator
received the peer's Chap-resp-rcvd packet.

• Chap-chal-rcvd—Challenge packet has been received by the peer.

• Chap-chal-sent—Challenge packet has been sent by the authenticator to begin the CHAP
protocol or has been transmitted at any time during the Network-Layer Protocol (NCP)
phase to ensure that the connection has not been altered.

• Chap-resp-rcvd—CHAP response packet has been received by the authenticator.

• Chap-resp-sent—CHAP response packet has been sent to the authenticator.

• Closed—Link is not available for authentication.

• Failure—Authenticator compares the response value in the response packet from the peer
with its own response value, but the value does not match. Authentication fails.

• Success—Authenticator compares the response value in the response packet from the
peer with its own response value, and the value matches. Authentication is successful.

For PAP authentication:

• Pap-resp-sent—PAP response sent to peer (ACK/NACK)t.

• Pap-req-rcvd—PAP request packet received from peer.

• Pap-resp-rcvd—PAP response received from the peer (ACK/NACK).

• Pap-req-sent—PAP request packet sent to the peer.

• Closed—Link is not available for authentication.

• Failure—Authenticator compares the response value in the response packet from the peer
with its own response value, but the value does not match. Authentication fails.

• Success—Authenticator compares the response value in the response packet from the
peer with its own response value, and the value matches. Authentication is successful.

Authentication
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Table 24: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveInternet Protocol Control Protocol (IPCP) information.

• State—(All platforms except M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—(M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—IPCP state start time.

• Last completed—IPCP state authentication completion time.

• Negotiated options:

• compression protocol—Negotiate the use of a specific compression protocol. By default,
compression is not enabled.

• local address—Desired local address of the sender of a Configure-Request. If all four
octets are set to zero, the peer provides the IP address.

• primaryDNSserver—Negotiatewith the remote peer to select the address of the primary
DNS server to be used on the local end of the link.

• primaryWINSserver—Negotiatewith the remotepeer to select theaddressof theprimary
WINS server to be used on the local end of the link.

• remote address—IP address of the remote end of the link in dotted quad notation.

• secondary DNS server—Negotiate with the remote peer to select the address of the
secondary DNS server to be used on the local end of the link.

• secondaryWINS server—Negotiate with the remote peer to select the address of the
secondaryWINS server to be used on the local end of the link.

• Negotiationmode—PPPNetwork Control Protocol (NCP) negotiationmode configured for
IPCP: Active or Passive

IPCP
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Table 24: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveInternet Protocol version 6 Control Protocol (IPv6CP) information.

• State—(All platforms except M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—(M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—IPV6CP state start time.

• Last completed—IPV6CP state authentication completion time.

• Negotiated options:

• local interface identifier—Desired local address of the sender of a Configure-Request. If
all four octets are set to zero, the peer provides the IP address.

• remote interface identifier—IP address of the remote end of the link in dotted quad
notation.

• Negotiationmode—PPPNetwork Control Protocol (NCP) negotiationmode configured for
IPv6CP: Active or Passive

IPV6CP
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Table 24: show ppp interface Output Fields (continued)

Level of
OutputField DescriptionField Name

extensiveOSI Network Layer Control Protocol (OSINLCP) protocol state information (all platforms
except M120 and M320 routers):

• State:

• Ack-rcvd—Configure-Request has been sent and Configure-Ack has been received.

• Ack-sent—Configure-RequestandConfigure-Ackhavebothbeensent, butConfigure-Ack
has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—Attempt has beenmade to configure the connection.

• Last started—OSINLCP state start time.

• Last completed—OSINCLP state completion time.

OSINLCP State

extensive
none

TAGCP information.

• State—(All platforms except M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is not available for traffic.

• Opened—Link is administratively available for traffic.

• Req-sent—An attempt has beenmade to configure the connection.

• State—(M120 and M320 routers) One of the following values:

• Ack-rcvd—A Configure-Request has been sent and a Configure-Ack has been received.

• Ack-sent—A Configure-Request and a Configure-Ack have both been sent, but a
Configure-Ack has not yet been received.

• Closed—Link is available (up), but no Open has occurred.

• Closing—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Opened—Link is administratively available for traffic. A Configure-Ack has been both
sent and received.

• Req-sent—Anattempthasbeenmade toconfigure theconnection.AConfigure-Request
has been sent but a Configure-Ack has not yet been received.

• Starting—AnadministrativeOpenhasbeen initiated, but the lower layer is still unavailable
(Down).

• Stopped—The system is waiting for a Down event after the This-Layer-Finished action,
or after sending a Terminate-Ack.

• Stopping—A Terminate-Request has been sent but a Terminate-Ack has not yet been
received.

• Last started—TAGCP state start time.

• Last completed—TAGCP state authentication completion time.

TAGCP
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Sample Output

show ppp interface

user@host> show ppp interface si-1/3/0.0

Session si-1/3/0.0, Type: PPP, Phase: Authenticate
  Session flags: Monitored
    LCP State: Opened
    AUTHENTICATION: CHAP State: Chap-resp-sent, Chap-ans-sent
    IPCP State: Closed, OSINLCP State: Closed

show ppp interface extensive

user@host> show ppp interface si-0/0/3.0 extensive

Session si-0/0/3.0, Type: PPP, Phase: Network
Keepalive settings: Interval 30 seconds, Up-count 1, Down-count 3
                    Magic-Number validation: disable
RE Keepalive statistics:
  LCP echo req Tx        :  657 (last sent 00:50:10 ago)
  LCP echo req Rx        :    0 (last seen: never)
  LCP echo rep Tx        :    0
  LCP echo rep Rx        :  657
  LCP echo req timout    :    0
  LCP Rx echo req Magic Num Failures :    0
  LCP Rx echo rep Magic Num Failures :    0
LCP
  State: Opened
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
  Negotiated options:
    Authentication protocol: PAP, Magic number: 2341124815, MRU: 4470
Authentication: PAP
  State: Success
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
IPCP
  State: Opened
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
  Negotiated options:
    Local address: 203.0.113.21, Remote address: 203.0.113.22
  Negotiation mode: Active
IPV6CP
  State: Opened
  Last started: 2007-01-29 10:43:50 PST
  Last completed: 2007-01-29 10:43:50 PST
  Negotiated options:
    Local interface identifier: 2a0:a522:64:d319, Remote interface identifier: 0:0:0:c
  Negotiation mode: Passive

show ppp interface terse

user@host> show ppp interface si-1/3/0 terse

Session name    Session type   Session phase      Session flags
si-1/3/0.0      PPP            Authenticate       Monitored
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show pppoe interfaces

Syntax show pppoe interfaces
<brief | detail
<pp0.logical>

Release Information Command introduced before Junos OS Release 7.4.

Description Display session-specific information about PPPoE interfaces.

Options none—Display interface information for all PPPoE interfaces.

brief | detail—(Optional) Display the specified level of output.

pp0.logical—(Optional)Nameofan interface.The logical unit number for static interfaces
can be a value from0 through 16385. The logical unit number for dynamic interfaces

can be a value from 1073741824 through themaximum number of logical interfaces

supported on your router.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

•

List of Sample Output show pppoe interfaces on page 923
show pppoe interfaces (Status for the Specified Interface) on page 923
show pppoe interfaces brief on page 923
show pppoe interfaces detail on page 924
showpppoe interfaces(PPPoESubscriber InterfacewithACI InterfaceSet)onpage924

Output Fields Table 25 on page 921 lists the output fields for the show pppoe interfaces command.

Output fields are listed in the approximate order in which they appear. Not all fields are

displayed for PPPoE interfaces on M120 and M320 routers in server mode.

Table 25: show pppoe interfaces Output Fields

Level of OutputField DescriptionField Name

Logical Interface

All levelsName of the logical interface.Logical interface

detail extensive noneIndex number of the logical interface, which reflects its initialization sequence.Index

All levelsState of the logical interface: up or down.State

All levelsSession ID.Session ID
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Table 25: show pppoe interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneOrigin of the logical interface:StaticorDynamic. Indicateswhether the interface
was statically or dynamically created.

Type

detail extensive noneType of service required (can be used to indicate an ISP name or a class or
quality of service).

Service name

detail extensive noneConfigured access concentrator name.Configured AC
name

detail extensive noneName of the access concentrator.Session AC name

All levelsMAC address of the remote side of the connection, either the access
concentrator or the PPPoE client.

RemoteMAC
address or Remote
MAC

detail extensive noneLength of time the session has been up, in hh:mm:ss.Session uptime

detail extensive noneName of the dynamic profile that was used to create this interface. If the
interface was statically created, this field is not displayed.

Dynamic Profile

All levelsInterface on which PPPoE is running.Underlying
interface

detail extensive noneAgent circuit identifier (ACI) that corresponds to the DSLAM interface that
initiated the client service request. An asterisk is interpreted as a wildcard
character and can appear at the beginning, the end, or both the beginning and
endof the string. If theagent circuit ID is not configured, this field is notdisplayed.

Agent Circuit ID

detail extensive noneAgent remote identifier that corresponds to the subscriber associated with the
DSLAM interface that initiated the service request. An asterisk is interpreted as
a wildcard character and can appear at the beginning, the end, or both at the
beginning and end of the string. If the agent remote ID is not configured, this
field is not displayed.

Agent Remote ID

detail extensive noneInternally-generated name of the dynamic ACI interface set, if configured, and
the set index number of the ACI entry in the session database.

ACI Interface Set
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Table 25: show pppoe interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveNumber of packets sent and received during the PPPoE session, categorized
by packet type and packet errors:

• PADI—PPPoE Active Discovery Initiation packets.

• PADO—PPPoE Active Discovery Offer packets.

• PADR—PPPoE Active Discovery Request packets.

• PADS—PPPoE Active Discovery Session-Confirmation packets.

• PADT—PPPoE Active Discovery Termination packets.

• Service name error—Packets for which the Service-Name request could not
be honored.

• AC system error—Packets for which the access concentrator experienced an
error in performing the host request. For example, the host had insufficient
resources to create a virtual circuit.

• Generic error—Packets that indicate an unrecoverable error occurred.

• Malformed packets—Malformed or short packets that caused the packet
handler to discard the frame as unreadable.

• Unknown packets—Unrecognized packets.

Packet Type

Sample Output

show pppoe interfaces

user@host> show pppoe interfaces

pp0.0 Index 66
  State: Down, Session ID: None,
  Service name: None, Configured AC name: sapphire,
  Session AC name: None, Remote MAC address: 00:00:5e:00:53:00,
  Auto-reconnect timeout: 100 seconds, Idle timeout: Never,
  Underlying interface: at-5/0/0.0 Index 71

show pppoe interfaces (Status for the Specified Interface)

user@host> show pppoe interfaces pp0.1073741827

pp0.1073741827 Index 70
  State: Session Up, Session ID: 30, Type: Dynamic,
  Session AC name: velorum,
  Remote MAC address: 00:00:5e:00:53:c1,
  Session uptime: 16:45:46 ago,
  Underlying interface: ge-2/0/3.1 Index 73
  Service name: premium
  Dynamic Profile: PppoeProfile
  Agent Circuit ID: velorum-ge-2/0/3
  Agent Remote ID: westford

show pppoe interfaces brief

user@host> show pppoe interfaces brief

Interface       Underlying            State       Session    Remote
                interface                         ID         MAC
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pp0.0           ge-2/0/3.2            Session Up  27         00:00:5e:00:53:c1
pp0.1           ge-2/0/3.2            Session Up  28         00:00:5e:00:53:c1
pp0.1073741824  ge-2/0/3.1            Session Up  29         00:00:5e:00:53:c1
pp0.1073741825  ge-2/0/3.1            Session Up  30         00:00:5e:00:53:c1
pp0.1073741826  ge-2/0/3.1            Session Up  31         00:00:5e:00:53:c1

show pppoe interfaces detail

user@host> show pppoe interfaces detail

pp0.0 Index 66
  State: Down, Session ID: None, Type: Static,
  Service name: None, Configured AC name: sapphire,
  Session AC name: None, Remote MAC address: 00:00:5e:00:53:00,
  Auto-reconnect timeout: 100 seconds, Idle timeout: Never,
  Underlying interface: at-5/0/0.0 Index 71

show pppoe interfaces (PPPoE Subscriber Interface with ACI Interface Set)

user@host> show pppoe interfaces pp0.1073741827

pp0.1073741827 Index 346
  State: Session Up, Session ID: 4, Type: Dynamic,
  Service name: AGILENT, Remote MAC address: 00:00:5e:00:53:62,
  Session AC name: nbc,
  Session uptime: 6d 02:22 ago,
  Dynamic Profile: aci-vlan-pppoe-profile,
  Underlying interface: demux0.1073741826 Index 345
  Agent Circuit ID: aci-ppp-dhcp-dvlan-50
ACI Interface Set: aci-1002-demux0.1073741826 Index 2
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show pppoe lockout

Syntax show pppoe lockout
<underlying-interface-name>

Release Information Command introduced in Junos OS Release 11.4.

Description Display summary information about PPPoE clients currently undergoing lockout or

currently in a lockout grace period on all PPPoE underlying logical interfaces or on a

specifiedPPPoEunderlying logical interface.YoucanconfigurePPPoEsubscriber session

lockout, also known as short-cycle protection, for VLAN, VLAN demux, and

PPPoE-over-ATM dynamic subscriber interfaces.

Options none—Display information about the lockout condition and the lockout grace period for
PPPoE clients on all PPPoE underlying logical interfaces.

underlying-interface-name—(Optional)Nameof thePPPoEunderlying logical interface.
If you do not specify an underlying interface, the router iteratively displays output

for all existing clients undergoing lockout per PPPoE underlying logical interface.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Dynamic PPPoE Configuration on page 253•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

List of Sample Output show pppoe lockout (ACI-Based Short-Cycle Protection) on page 926
show pppoe lockout (MAC Address-Based Short-Cycle Protection) on page 927
show pppoe lockout (Short-Cycle Protection Not Configured) on page 927

Output Fields Table26onpage925 lists theoutput fields for the showpppoe lockoutcommand.Output

fields are listed in the approximate order in which they appear.

Table 26: show pppoe lockout Output Fields

Field DescriptionField Name

Name of the PPPoE underlying logical interface.underlying-interface-name

Index number of the logical interface, which reflects its initialization sequence.Index

Name of the physical interface or aggregated Ethernet bundle.Device

Stacked VLAN ID, also known as the outer tag.SVLAN

VLAN ID, also know as the inner tag.VLAN
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Table 26: show pppoe lockout Output Fields (continued)

Field DescriptionField Name

Virtual path identifier value for the PPPoE client.VPI

Virtual circuit identifier value for the PPPoE client.VCI

State of PPPoE short-cycle protection, also known as PPPoE subscriber session lockout, on the
underlying interface:

• circuit-id—Filters PPPoE client sessions by their agent circuit identifier (ACI) valuewhen configured
for short-cycle protection

• mac-address—Filters PPPoE client sessions by their uniquemedia access control (MAC) address
when configured for short-cycle protection

• off—Short-cycle protection not configured for PPPoE client sessions

Enabling short-cycle protection temporarily prevents (locks out) a failed or short-lived (short-cycle)
PPPoE subscriber session from reconnecting to the router for a default or configurable period of time.

Short-Cycle Protection

Displays the PPPoE lockout time range, the number of PPPoE clients in lockout condition, and the
number of PPPoE clients in a lockout grace period:

• Min—Minimum lockout time, in seconds, configured on the PPPoE underlying interface.

• Max—Maximum lockout time, in seconds, configured on the PPPoE underlying interface.

• Total clients in lockout—Number of PPPoE clients currently undergoing lockout.

• Total clients in lockout grace period—Number of PPPoE clients currently in a lockout grace period.
A lockout graceperiodoccurswhen the timebetween lockoutevents is greater thaneither 15minutes
or the maximum lockout time.

LockoutTime(seconds)

MAC source address or agent circuit idenfiier (ACI) value of the PPPoE client.Client Address

Current lockout time, in seconds; displays 0 (zero) if the PPPoE client is not undergoing lockout.Current

Timeelapsed into the lockoutperiod, in seconds; displays0 (zero) if thePPPoEclient is not undergoing
lockout

Elapsed

Lockout time, in seconds, that the router uses for the next lockout event; displays a nonzero value if
the PPPoE client is currently in a lockout grace period.

Next

Sample Output

show pppoe lockout (ACI-Based Short-Cycle Protection)

user@host> show pppoe lockout at-1.0.0.30

at-1/0/0.30 Index 10305
Device: at-1/0/0, VPI: 1, VCI: 30
Short Cycle Protection: circuit-id,
  Lockout Time (seconds): Min: 1, Max: 300
    Total clients in lockout: 1
    Total clients in lockout grace period: 1

  Client Address                      Current   Elapsed    Next
    Relay-identifier atm 3/0:100.33        64        22     128
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      00:00:5e:00:53:ab
      00:00:5e:00:53:21

show pppoe lockout (MAC Address-Based Short-Cycle Protection)

user@host> show pppoe lockout demux0.100

demux0.100 Index 10305
Device: xe-1/0/0, SVLAN: 100, VLAN: 100,
  Short-Cycle Protection: mac-address,
  Lockout Time (seconds): Min: 1, Max: 300
    Total clients in lockout: 3
    Total clients in lockout grace period: 1

  Client Address                      Current   Elapsed    Next
    00:00:5e:00:53:15                      16        10      32
    00:00:5e:00:53:ab                     256       168     300
    00:00:5e:00:53:23                       0         0       8

show pppoe lockout (Short-Cycle Protection Not Configured)

user@host> show pppoe lockout xe-1/0/0.1

xe-1/0/0.0 Index 10305
Device: xe-1/0/0,
  Short-Cycle Protection: Off,
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show pppoe lockout atm-identifier

Syntax showpppoe lockoutatm-identifierdevice-namedevice-namevpivpi-identifiervcivci-identifier

Release Information Command introduced in Junos OS Release 15.2 on MX Series routers.

Description Display information about the lockout condition or lockout grace period for all PPPoE

subscriber sessions associated with the specified ATM encapsulation type identifiers.

Because the lockout condition persists even in the absence of an underlying interface or

after automatic removal of the VLAN or VLAN demux interface, using the show pppoe

lockout atm-identifier command enables you to display the lockout condition for PPPoE

clients by specifying ATM identifying characteristics instead of the ATM interface name.

The following characteristics comprise the ATM encapsulation type identifier:

• Device name (physical interface or aggregated Ethernet bundle)

• Virtual path identifier (VPI)

• Virtual circuit identifier (VCI)

You can configure PPPoE subscriber session lockout, also known as PPPoE short-cycle

protection, forVLAN,VLANdemux, andPPPoE-over-ATMdynamic subscriber interfaces.

Options device-name—Name of the ATM physical interface or aggregated Ethernet bundle

associatedwith the PPPoE client for which youwant to display lockout information.

vci-identifier—ATM VCI value associated with the PPPoE client for which you want to

display lockout information.

Range: 0 through 65535

vpi-identifier—ATM VPI value associated with the PPPoE client for which you want to

display lockout information.

Range: 0 through 255

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Dynamic PPPoE Configuration on page 253•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

List of Sample Output showpppoe lockout atm-identifier device-name vpi vci (PPPoE Client with Specified
VPI and VCI on ATMPhysical Interface) on page 930

Output Fields Table 27 on page 929 lists the output fields for the show pppoe lockout atm-identifier

command. Output fields are listed in the approximate order in which they appear.
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Table 27: show pppoe lockout atm-identifier Output Fields

Field DescriptionField Name

Name of the PPPoE underlying logical interface.

If no associated underlying interface exists, the underlying interface name is not displayed. Instead,
the command output displays only the encapsulation type identifier.

underlying-interface-name

Index number of the logical interface, which reflects its initialization sequence.

If no associated underlying interface exists, the index number is not displayed. Instead, the command
output displays only the encapsulation type identifier.

Index

Name of the ATM physical interface or aggregated Ethernet bundle.Device

Virtual path identifier value for the PPPoE client.VPI

Virtual circuit identifier value for the PPPoE client.VCI

State of PPPoE short-cycle protection, also known as PPPoE subscriber session lockout, on the
underlying interface:

• circuit-id—Filters PPPoE client sessions by their agent circuit identifier (ACI) valuewhen configured
for short-cycle protection.

• mac-address—Filters PPPoE client sessions by their uniquemedia access control (MAC) address
when configured for short cycle-protection .

• off—Short-cycle protection not configured for PPPoE client sessions.

Short Cycle Protection

Displays the PPPoE lockout time range, the number of PPPoE clients in lockout condition, and the
number of PPPoE clients in a lockout grace period:

• Min—Minimum lockout time, in seconds, configured on the PPPoE underlying interface.

• Max—Maximum lockout time, in seconds, configured on the PPPoE underlying interface.

• Total clients in lockout—Number of PPPoE clients currently undergoing lockout.

• Total clients in lockout grace period—Number of PPPoE clients currently in a lockout grace period.
A lockout graceperiodoccurswhen the timebetween lockoutevents is greater thaneither 15minutes
or the maximum lockout time.

LockoutTime(seconds)

MAC source address or agent circuit identifier (ACI) value of the PPPoE client.Client Address

Current lockout time, in seconds; displays 0 (zero) if the PPPoE client is not undergoing lockout.Current

Timeelapsed into the lockoutperiod, in seconds; displays0 (zero) if thePPPoEclient is not undergoing
lockout.

Elapsed

Lockout time, in seconds, that the router uses for the next lockout event; displays a nonzero value if
the PPPoE client is currently in a lockout grace period.

Next
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Sample Output

show pppoe lockout atm-identifier device-name vpi vci (PPPoE Client with Specified VPI and VCI on ATM
Physical Interface)

user@host> show pppoe-lockout atm-identifier device-name at-1/0/0 vpi 1 vci 30

at-1/0/0.30 Index 10305
Device: at-1/0/0, VPI: 1, VCI: 30
Short Cycle Protection: circuit-id,
  Lockout Time (seconds): Min: 1, Max: 300
    Total clients in lockout: 1
    Total clients in lockout grace period: 1

  Client Address                      Current   Elapsed    Next
    Relay-identifier atm 3/0:100.33        64        22     128
      00:00:5e:00:53:ab
      00:00:5e:00:53:21
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show pppoe lockout vlan-identifier

Syntax show pppoe lockout vlan-identifier device-name device-name
<svlan-id svlan-identifier>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 15.2 on MX Series routers.

Description Display information about the lockout condition or lockout grace period for all PPPoE

subscriber sessions associated with the specified VLAN encapsulation type identifiers.

Because the lockout condition persists even in the absence of an underlying interface or

after automatic removal of the VLAN or VLAN demux interface, using the show pppoe

lockout vlan-identifier command enables you to display the lockout condition for PPPoE

clients by specifying VLAN identifying characteristics instead of the underlying interface

name.

The following characteristics comprise the VLAN encapsulation type identifier:

• Device name (physical interface or aggregated Ethernet bundle)

• Stacked VLAN (S-VLAN) ID (also known as the outer tag)

• VLAN ID (also known as the inner tag)

You can configure PPPoE subscriber session lockout, also known as PPPoE short-cycle

protection, forVLAN,VLANdemux, andPPPoE-over-ATMdynamic subscriber interfaces.

Options device-name—Name of the Ethernet physical interface or aggregated Ethernet bundle
associatedwith the PPPoE client for which youwant to display lockout information.

svlan-identifier—(Optional) A valid S-VLAN identifier associated with the PPPoE client
for which you want to display lockout information.

Range: 1 through 4094

vlan-identifier—(Optional) A valid VLAN identifier associated with the PPPoE client for
which you want to display lockout information.

Range: 1 through 4094

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Dynamic PPPoE Configuration on page 253•

• Configuring Lockout of PPPoE Subscriber Sessions on page 211

List of Sample Output show pppoe lockout vlan-identifier device-name vlan-id (Single-Tagged VLAN on
Aggregated Ethernet Bundle) on page 933
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showpppoe lockout vlan-identifier device-namesvlan-id vlan-id (Dual-TaggedVLAN
on Gigabit Ethernet Interface) on page 933
show pppoe lockout vlan-identifier device-name (Untagged VLAN on Aggregated
Ethernet Bundle) on page 933

Output Fields Table 28 on page 932 lists the output fields for the show pppoe lockout vlan-identifier

command. Output fields are listed in the approximate order in which they appear.

Table 28: show pppoe lockout vlan-identifier Output Fields

Field DescriptionField Name

Name of the PPPoE underlying logical interface.

If no associated underlying interface exists, the underlying interface name is not displayed. Instead,
the command output displays only the encapsulation type identifier.

underlying-interface-name

Index number of the logical interface, which reflects its initialization sequence.

If no associated underlying interface exists, the index number is not displayed. Instead, the command
output displays only the encapsulation type identifier.

Index

Name of the Ethernet physical interface or aggregated Ethernet bundle.Device

Stacked VLAN ID, also known as the outer tag.SVLAN

VLAN ID, also know as the inner tag.VLAN

State of PPPoE short-cycle protection, also known as PPPoE subscriber session lockout, on the
underlying interface:

• circuit-id—Filters PPPoE client sessions by their agent circuit identifier (ACI) valuewhen configured
for short-cycle protection.

• mac-address—Filters PPPoE client sessions by their uniquemedia access control (MAC) address
when configured for short-cycle protection .

• off—Short-cycle protection not configured for PPPoE client sessions.

Short Cycle Protection

PPPoE lockout time range, the number of PPPoE clients in lockout condition, and the number of
PPPoE clients in a lockout grace period:

• Min—Minimum lockout time, in seconds, configured on the PPPoE underlying interface.

• Max—Maximum lockout time, in seconds, configured on the PPPoE underlying interface.

• Total clients in lockout—Number of PPPoE clients currently undergoing lockout.

• Total clients in lockout grace period—Number of PPPoE clients currently in a lockout grace period.
A lockout graceperiodoccurswhen the timebetween lockoutevents is greater thaneither 15minutes
or the maximum lockout time.

LockoutTime(seconds)

MAC source address or agent circuit identifier (ACI) value of the PPPoE client.Client Address

Current lockout time, in seconds; displays 0 (zero) if the PPPoE client is not undergoing lockout.Current

Timeelapsed into the lockoutperiod, in seconds; displays0 (zero) if thePPPoEclient is not undergoing
lockout.

Elapsed
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Table 28: show pppoe lockout vlan-identifier Output Fields (continued)

Field DescriptionField Name

Lockout time, in seconds, that the router uses for the next lockout event; displays a nonzero value if
the PPPoE client is currently in a lockout grace period.

Next

Sample Output

showpppoe lockoutvlan-identifierdevice-namevlan-id (Single-TaggedVLANonAggregatedEthernetBundle)

user@host> show pppoe lockout vlan-identifier device-name ae0 vlan-id 100

Device: ae0, VLAN: 100
  Short-Cycle Protection level: mac-address,
  Lockout Time (seconds): Min: 1, Max: 300
    Total clients in lockout: 3
    Total clients in lockout grace period: 1

  Client Address                      Current   Elapsed    Next
    00:00:5e:00:53:15                      16        10      32
    00:00:5e:00:53:ab                     256       168     300
    00:00:5e:00:53:23                       0         0       8

show pppoe lockout vlan-identifier device-name svlan-id vlan-id (Dual-Tagged VLAN on Gigabit Ethernet
Interface)

user@host> show pppoe lockout vlan-identifier device-name ge-1/1/0 svlan-id 100 vlan-id 1

Device: ge-1/1/0, SVLAN: 100, VLAN: 1
  Short Cycle Protection: mac-address,
  Lockout Time (sec):  Min: 30, Max: 90
    Total clients in lockout: 0
    Total clients in lockout grace period: 1
  Client Address                     Current    Elapsed    Next
    00:00:5e:00:53:22                      0          0      60

show pppoe lockout vlan-identifier device-name (Untagged VLAN on Aggregated Ethernet Bundle)

user@host> show pppoe lockout vlan-identifier device-name ae2

Device: ae3
  Short Cycle Protection: mac-address,
  Lockout Time (sec):  Min: 30, Max: 90
    Total clients in lockout: 0
    Total clients in lockout grace period: 1
  Client Address                     Current    Elapsed    Next
    00:00:5e:00:53:22                      0          0      60
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show pppoe service-name-tables

Syntax show pppoe service-name-tables
<table-name>

Release Information Command introduced in Junos OS Release 10.0.

Description Display configuration information about PPPoE service name tables.

Options none—Display the names of configured PPPoE service name tables.

table-name—(Optional) Name of a configured PPPoE service name table.

Required Privilege
Level

view

Related
Documentation

Verifying a PPPoE Configuration•

• Verifying and Managing Dynamic PPPoE Configuration on page 253

List of Sample Output show pppoe service-name-tables on page 935
show pppoe service-name-tables (For the Specified Table Name) on page 935

Output Fields Table 29 on page 934 lists the output fields for the show pppoe service-name-tables

command. Output fields are listed in the approximate order in which they appear.

Table 29: show pppoe service-name-tables Output Fields

Level of OutputField DescriptionField Name

noneName of the PPPoE service name table.ServiceNameTable

noneName of a configured service in the PPPoE service name table:

• <empty>—Service of zero length that represents an unspecified service

• <any>—Default service for non-empty service entries that do not match the
configured empty or named service entries

• service-name—Named service entry

Service Name

noneAction taken when the PPPoE underlying interface interface receives a PPPoE
Active Discovery Initiation (PADI) packet with the specified named service,
empty service, any service, or ACI/ARI pair:

• Delay seconds—Number of seconds that the interface delays before
responding with a PPPoE Active Discovery Offer (PADO) packet

• Drop—Interface drops (ignores) the packet.

• Terminate—Interface responds immediately with a PADO packet

Action
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Table 29: show pppoe service-name-tables Output Fields (continued)

Level of OutputField DescriptionField Name

noneName of the dynamic profile with which the router creates a dynamic PPPoE
subscriber interface. A dynamic profile can be assigned to a named service,
empty service, any service, or ACI/ARI pair.

Dynamic Profile

noneName of the routing instance in which to instantiate the dynamic PPPoE
subscriber interface. A routing instance can be assigned to a named service,
empty service, any service, or ACI/ARI pair.

Routing Instance

noneMaximum number of active PPPoE sessions that the router can establish with
the specified named service, empty service, or any service.

Max Sessions

noneCurrent count of active PPPoE sessions created using the specified named
service, empty service, or any service. The Active Sessions value cannot exceed
the Max Sessions value.

Active Sessions

noneAgent circuit identifier (ACI) that corresponds to the DSLAM interface that
initiated the client service request. An asterisk is interpreted as a wildcard
character and can appear at the beginning, the end, or both the beginning and
endof thestring.AnACI canbeconfiguredaspartofanACI/ARIpair for anamed
service, empty service, or any service.

ACI

noneAgent remote identifier (ARI) that corresponds to the subscriber associated
with the DSLAM interface that initiated the service request. An asterisk is
interpreted as a wildcard character and can appear at the beginning, the end,
or both at the beginning and end of the string. An ARI can be configured as part
of an ACI/ARI pair for a named service, empty service, or any service.

ARI

noneName of the static PPPoE interface reserved for exclusive use by the PPPoE
client with matching ACI/ARI information. A static interface can be configured
only for an ACI/ARI pair.

Static Interface

Sample Output

show pppoe service-name-tables

user@host> show pppoe service-name-tables

Service Name Table: test1
Service Name Table: test2
Service Name Table: test3

show pppoe service-name-tables (For the Specified Table Name)

user@host> show pppoe service-name-tables Table1

Service Name Table: Table1
  Service Name: <empty>
    Action: Terminate
    Dynamic Profile: BasicPppoeProfile
    Max Sessions: 100
    Active Sessions: 3
  Service Name: <any>
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    Action: Drop
    ACI: velorum-ge-2/0/3
    ARI: westford
      Action: Terminate
      Static Interface: pp0.100
    ACI: volantis-ge-5/0/5
    ARI: sunnyvale
       Action: Terminate
       Static Interface: pp0.101
  Service Name: Wholesale
    Action: Terminate
    Dynamic Profile: WholesalePppoeProfile
    Routing Instance: WholesaleRI
    Max Sessions: 16000
    Active Sessions: 4
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show pppoe sessions

Syntax show pppoe sessions
<aci circuit-id-string>
<ari remote-id-string>
<service service-name>

Release Information Command introduced in Junos OS Release 10.2.

Description Display information about all active PPPoE sessions on the router, or about the active

PPPoE sessions established for a specified service name, agent circuit identifier (ACI),

or agent remote identifier (ARI).

Options none—Display information for all active PPPoE sessions on the router.

aci circuit-id-string—(Optional) Display information only for active PPPoE sessions
established with the specified agent circuit identifier. The agent circuit identifier

corresponds to the DSLAM interface that initiated the service request.

ari remote-id-string—(Optional) Display information only for active PPPoE sessions
established with the specified agent remote identifier. The agent remote identifier

corresponds to the subscriber associated with the DSLAM interface that initiated

the service request.

service service-name—(Optional) Display information only for active PPPoE sessions
established with the specified service, where service-name can be empty, any, or a

named service.

Required Privilege
Level

view

Related
Documentation

Verifying a PPPoE Configuration•

• Verifying and Managing Dynamic PPPoE Configuration on page 253

List of Sample Output show pppoe sessions (For All Active Sessions) on page 938
show pppoe sessions (For All Active SessionsMatching the Agent Circuit
Identifier) on page 938

Output Fields Table30onpage937 lists theoutput fields for the showpppoesessionscommand.Output

fields are listed in the approximate order in which they appear.

Table 30: show pppoe sessions Output Fields

Level of OutputField DescriptionField Name

noneName of the statically-created or dynamically-created PPPoE interface for the
active PPPoE session.

Interface
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Table 30: show pppoe sessions Output Fields (continued)

Level of OutputField DescriptionField Name

noneInterface on which PPPoE is running.Underlying
interface

noneState of the PPPoE session; displays Session Up for active PPPoE sessions.State

nonePPPoE session identifier.Session ID

noneMAC address of the remote side of the connection, either the access
concentrator or the PPPoE client.

RemoteMAC

Sample Output

show pppoe sessions (For All Active Sessions)

user@host> show pppoe sessions

Interface       Underlying            State       Session    Remote
                interface                         ID         MAC
pp0.0           ge-2/0/3.2            Session Up  27         00:00:5e:00:53:c1
pp0.1           ge-2/0/3.2            Session Up  28         00:00:5e:00:53:c1
pp0.1073741824  ge-2/0/3.1            Session Up  29         00:00:5e:00:53:c1
pp0.1073741825  ge-2/0/3.1            Session Up  30         00:00:5e:00:53:c1
pp0.1073741826  ge-2/0/3.1            Session Up  31         00:00:5e:00:53:c1

show pppoe sessions (For All Active SessionsMatching the Agent Circuit Identifier)

user@host> show pppoe sessions aci “velorum-ge-2/0/3”

Interface       Underlying            State       Session    Remote
                interface                         ID         MAC
pp0.0           ge-2/0/3.2            Session Up  27         00:00:5e:00:53:c1
pp0.1           ge-2/0/3.2            Session Up  28         00:00:5e:00:53:c1
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show pppoe statistics

Syntax show pppoe statistics
<logical-interface-name>

Release Information Command introduced before Junos OS Release 7.4.

logical-interface-name option introduced in Junos OS Release 10.1.

Description Display statistics information about PPPoE interfaces.

Options none—Display PPPoE statistics for all interfaces.

logical-interface-name—(Optional) Name of a PPPoE underlying logical interface.

Required Privilege
Level

view

Related
Documentation

show ppp address-pool•

• show pppoe underlying-interfaces on page 941

List of Sample Output show pppoe statistics on page 940
show pppoe statistics (For the Specified Underlying Interface Only) on page 940

Output Fields Table31onpage939 lists theoutput fields for the showpppoestatisticscommand.Output

fields are listed in the approximate order in which they appear.

Table 31: show pppoe statistics Output Fields

Field DescriptionField Name

Total number of active PPPoE sessions and the number of packets sent and received during the
PPPoE session, categorized by packet type and packet errors:

• PADI—PPPoE Active Discovery Initiation packets.

• PADO—PPPoE Active Discovery Offer packets.

• PADR—PPPoE Active Discovery Request packets.

• PADS—PPPoE Active Discovery Session-Confirmation packets.

• PADT—PPPoE Active Discovery Termination packets.

• Service name error—Packets for which the Service-Name request could not be honored.

• AC systemerror—Packets for which the access concentrator experienced an error in performing the
host request. For example, the host had insufficient resources to create a virtual circuit.

• Generic error—Packets that indicate an unrecoverable error occurred.

• Malformed packets—Malformed or short packets that caused the packet handler to discard the
frame as unreadable.

• Unknown packets—Unrecognized packets.

Active PPPoE sessions
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Table 31: show pppoe statistics Output Fields (continued)

Field DescriptionField Name

Information about timeouts that occurred during the PPPoE session (not displayed for M120, M320,
and MX Series routers):

• PADI—NoPADR packet has been receivedwithin the timeout period. (This value is always zero and
is not supported.)

• PADO—No PPPoE Active Discovery Offer packet has been received within the timeout period.

• PADR—No PADS packet has been received within the timeout period.

Timeouts

Sample Output

show pppoe statistics

user@host> show pppoe statistics

Active PPPoE sessions: 1
  PacketType          Sent      Received 
  PADI                   0             0
  PADO                   0             0
  PADR                   0             0
  PADS                   0             0
  PADT                   0             0
  Service name error     0             0
  AC system error        0             0
  Generic error          0             0
  Malformed packets      0             0
  Unknown packets        0             0
  Timeouts
  PADI                   0
  PADO                   0
  PADR                   0

show pppoe statistics (For the Specified Underlying Interface Only)

user@host> show pppoe statistics ge-4/0/3.2

Active PPPoE sessions: 4
  PacketType                       Sent         Received
    PADI                              0                5
    PADO                              5                0
    PADR                              0                5
    PADS                              4                0
    PADT                              0                1
    Service name error                0                0
    AC system error                   0                0
    Generic error                     0                0
    Malformed packets                 0                0
    Unknown packets                   0                0
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show pppoe underlying-interfaces

Syntax show pppoe underlying-interfaces
<brief | detail | extensive>
<lockout>
<logical-interface-name>

Release Information Command introduced in Junos OS Release 10.0.

lockout option added in Junos OS Release 11.4.

Description Display information about PPPoE underlying interfaces.

Options brief | detail | extensive—(Optional) Display the specified level of output.

lockout—(Optional) Display summary information about the lockout condition and the
lockout grace period for PPPoE clients on the PPPoE underlying interface.

logical-interface-name—(Optional) Name of a PPPoE underlying logical interface.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Dynamic PPPoE Configuration on page 253•

• Configuring an Underlying Interface for Dynamic PPPoE Subscriber Interfaces on

page 173

• Configuring the PPPoE Family for an Underlying Interface on page 174

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

List of Sample Output show pppoe underlying-interfaces brief on page 944
show pppoe underlying-interfaces detail on page 944
show pppoe underlying-interfaces extensive on page 945
show pppoe underlying-interfaces extensive (PPPoE client in lockout
condition) on page 945
show pppoe underlying-interfaces lockout on page 946
show pppoe underlying-interfaces detail (Autosensing Configured for ACI-based
Dynamic VLANs) on page 946
show pppoe underlying-interfaces detail (Autosensing Configured for ALI-based
Dynamic VLANs) on page 946

Output Fields Table 32 on page 942 lists the output fields for the show pppoe underlying-interfaces

command. Output fields are listed in the approximate order in which they appear.
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Table 32: show pppoe underlying-interfaces Output Fields

Level of OutputField DescriptionField Name

All levelsName of the PPPoE underlying logical interface.Underlying
Interface

All levelsName of the service name table.Service Name
Table

All levelsName of the dynamic profile that was used to create this interface. If the
interface was statically created, then the value is none.

Dynamic Profile

detail extensiveIndex number of the logical interface, which reflects its initialization sequence.Index

detail extensiveOrigin of the logical interface:StaticorDynamic. Indicateswhether the interface
was statically or dynamically created.

State

detail extensiveFields in this block are actual operational values rather than simply the
configured values. The operational values can be the result of RADIUS-initiated
changes.

OperationalStates

detail extensiveMaximum number of PPPoE logical interfaces that can be activated on the
underlying interface. When this number of logical interfaces has been
established, all subsequent PPPoE Active Discovery Initiation (PADI) packets
are dropped and all subsequent PPPoE Active Discovery Request (PADR)
packets trigger PPPoE Active Discovery Session (PADS) error responses.

Max Sessions

detail extensive noneWhether the router is configured to ignore (clear) the PPPoEmaximumsession
value returned by RADIUS in the Max-Clients-Per-Interface Juniper Networks
VSA [26-143] and restore thePPPoEmaximumsession value on the underlying
interface to the value configure with themax-sessions statement:Off (default)
orOn.

Max Sessions VSA
Ignore

detail extensiveNumber of active PPPoE sessions on the underlying interface. If a dynamic
profile is listed, then it is the number of active PPPoE sessions on the underlying
interface that are using this profile. The Active Sessions value must not exceed
the Max Sessions value.

Active Sessions

detail extensive noneWhether the underlying interface is configured with the agent-circuit-identifier
statement toenablecreationofautosenseddynamicVLANsubscriber interfaces
based on agent circuit identifier (ACI) information.

Autosensing indicates that creation of ACI-based dynamic VLAN interfaces is
enabled on the underlying interface. If creation of ACI-based dynamic VLANs
is not configured on the underlying interface, this field does not appear.

NOTE: The Agent Circuit Identifier field is replaced with the Line Identity field
when an ALI interface set is configured with the line-identity autoconfiguration
stanza.

Agent Circuit
Identifier
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Table 32: show pppoe underlying-interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneWhether the underlying interface is configured with the line-identity statement
to enable creation of autosensed dynamic VLAN subscriber interfaces based
on the specified trusted option: ACI, ARI, both, or neither.

Autosensing indicates that creation of ALI-based dynamic VLAN interfaces is
enabled on the underlying interface. If creation of ALI dynamic VLANs based
on trusted options is not configured on the underlying interface, this field does
not appear.

NOTE: The Line Identity field is replaced with the ACI VLAN field when an ACI
interface set is configured with the agent-circuit-id autoconfiguration stanza.

Line Identity

detail extensiveState of PPPoE duplicate protection:On orOff. When duplicate protection is
configured for theunderlying interface, adynamicPPPoE logical interfacecannot
be activated when an existing active logical interface is present for the same
PPPoE client. The uniqueness of the PPPoE client is determined by the client's
MAC address.

Duplicate
Protection

detail extensiveState of PPPoE short cycle protection:mac-address, circuit-id, orOff. Enabling
short cycle protection, also known as PPPoE lockout, on the PPPoE underlying
interface temporarily prevents (locks out) a failed or short-lived (short-cycle)
PPPoE subscriber session from reconnecting to the router for a default or
configurable period of time. PPPoE client sessions are identified by their unique
media access control (MAC) source address or agent circuit identifier (ACI)
value.

Short Cycle
Protection

detail extensive noneStateof theconfiguration to ignoreDSLForumVSAs:OnorOff.Whenconfigured,
the router ignores any of these VSAs received from a directly connected CPE
device on the interface.

Direct Connect

detail extensiveName of the access concentrator.ACName

detail extensiveNumber of packets sent and received during the PPPoE session, categorized
by packet type and packet errors:

• PADI—PPPoE Active Discovery Initiation packets.

• PADO—PPPoE Active Discovery Offer packets.

• PADR—PPPoE Active Discovery Request packets.

• PADS—PPPoE Active Discovery Session-Confirmation packets.

• PADT—PPPoE Active Discovery Termination packets.

• Service name error—Packets for which the Service-Name request could not
be honored.

• AC system error—Packets for which the access concentrator experienced an
error in performing the host request. For example, the host had insufficient
resources to create a virtual circuit.

• Generic error—Packets that indicate an unrecoverable error occurred.

• Malformed packets—Malformed or short packets that caused the packet
handler to discard the frame as unreadable.

• Unknown packets—Unrecognized packets.

PacketType
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Table 32: show pppoe underlying-interfaces Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveThePPPoE lockout time range, thenumberofPPPoEclients in lockoutcondition,
and the number of PPPoE clients in a lockout grace period if Short Cycle
Protection is enabled (On):

• Min—Minimum lockout time, in seconds, configured on thePPPoEunderlying
interface.

• Max—Maximumlockout time, in seconds, configuredon thePPPoEunderlying
interface.

• Totalclients in lockout—NumberofPPPoEclientscurrentlyundergoing lockout.

• Total clients in lockout grace period—Number of PPPoE clients currently in a
lockout grace period. A lockout grace period occurs when the time between
lockoutevents is greater thaneither 15minutesor themaximumlockout time.

LockoutTime(sec)

extensiveMAC source address of the PPPoE client.Client Address

extensiveCurrent lockout time, in seconds; displays 0 (zero) if the PPPoE client is not
undergoing lockout.

Current

extensiveTime elapsed into the lockout period, in seconds; displays 0 if the PPPoE client
is not undergoing lockout

Elapsed

extensiveLockout time, in seconds, that the router uses for thenext lockout event; displays
a nonzero value if the PPPoE client is currently in a lockout grace period.

Next

Sample Output

show pppoe underlying-interfaces brief

user@host> show pppoe underlying-interfaces brief

Underlying Interface    Service Name Table    Dynamic Profile
ge-4/0/3.1              Premium               None
ge-4/0/3.2              None                  PppoeProfile

show pppoe underlying-interfaces detail

user@host> show pppoe underlying-interfaces detail

ge-4/0/3.1 Index 73
  Operational States:
  State: Static, Dynamic Profile: None,
  Max Sessions: 4000, Max Sessions VSA Ignore: Off, 
  Active Sessions: 0,
  Service Name Table: Premium, 
  Direct Connect: Off, 
  AC Name: velorum, Duplicate Protection: On,
  Short Cycle Protection: Off

ge-4/0/3.2 Index 78
  Operational States:
  State: Dynamic, Dynamic Profile: PppoeProfile,
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  Max Sessions: 500, Max Sessions VSA Ignore: Off, 
  Active Sessions: 3,
  Service Name Table: None, 
  Direct Connect: Off,  
  AC Name: velorum, Duplicate Protection: On,
  Short Cycle Protection: Off

show pppoe underlying-interfaces extensive

user@host> show pppoe underlying-interfaces extensive

ge-4/0/3.1 Index 73
  Operational States:
  State: Static, Dynamic Profile: None,
  Max Sessions: 4000, Max Sessions VSA Ignore Off, 
  Active Sessions: 0,
  Service Name Table: None, 
  Direct Connect: Off,
  AC Name: velorum, Duplicate Protection: Off,
  Short Cycle Protection: Off

  PacketType                       Sent         Received

    PADI                              0                0
    PADO                              0                0
    PADR                              0                0
    PADS                              0                0
    PADT                              0                0
    Service name error                0                0
    AC system error                   0                0
    Generic error                     0                0
    Malformed packets                 0                0
    Unknown packets                   0                0

ge-4/0/3.2 Index 78
  Operational States:
  State: Dynamic, Dynamic Profile: PppoeProfile,
  Max Sessions: 4000, Max Sessions VSA Ignore: Off
  Active Sessions: 3,
  Service Name Table: None, 
  Direct Connect: Off,
  AC Name: velorum, Duplicate Protection: Off,
  Short Cycle Protection: Off

  PacketType                       Sent         Received
    PADI                              0                5
    PADO                              5                0
    PADR                              0                5
    PADS                              4                0
    PADT                              0                1
    Service name error                0                0
    AC system error                   0                0
    Generic error                     0                0
    Malformed packets                 0                0
    Unknown packets                   0                0

show pppoe underlying-interfaces extensive (PPPoE client in lockout condition)

user@host> show pppoe underlying-interfaces ge-1/0/0/.0 extensive
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ge-1/0/0.0 Index 71
  State: Static, Dynamic Profile: None,
  Max Sessions: 32000, Max Sessions VSA Ignore: Off,
  Active Sessions: 0,
  Service Name Table: None,
  Direct Connect: Off,
  AC name: winona, Duplicate Protection: On, 
  Short Cycle Protection: Off

  PacketType                       Sent         Received
    PADI                              0                7
    PADO                              3                0
    PADR                              0                3
    PADS                              3                0
    PADT                              2                1
    Service name error                0                0
    AC system error                   0                0
    Generic error                     0                0
    Malformed packets                 0                0
    Unknown packets                   0                0

  Lockout Time (sec):  Min: 1, Max: 30
    Total clients in lockout: 1
    Total clients in lockout grace period: 0

  Client Address             Current     Elapsed    Next
    00:00:5e:00:53:11              4           3       8       

show pppoe underlying-interfaces lockout

user@host> show pppoe underlying-interfaces ge-1/0/0.0 lockout

ge-1/0/0.0 Index 71
  Short Cycle Protection: Off, 
  Lockout Time (sec):  Min: 10, Max: 60
    Total clients in lockout: 0
    Total clients in lockout grace period: 0

show pppoe underlying-interfaces detail (Autosensing Configured for ACI-based Dynamic VLANs)

user@host> show pppoe underlying-interfaces demux0.1073741826 detail

demux0.1073741826 Index 345
  State: Dynamic, Dynamic Profile: aci-vlan-pppoe-profile,
  Max Sessions: 32000, Max Sessions VSA Ignore: Off,
  Active Sessions: 1,
Agent Circuit Identifier: Autosensing,

  Service Name Table: None,
  Duplicate Protection: On, Short Cycle Protection: Off,
  Direct Connect: Off,
  AC Name: nbc, 
  Short Cycle Protection: circuit-id,

show pppoe underlying-interfaces detail (Autosensing Configured for ALI-based Dynamic VLANs)

user@host> show pppoe underlying-interfaces demux0.1073741826 detail

demux0.1073741826 Index 345
  State: Dynamic, Dynamic Profile: aci-vlan-pppoe-profile,
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  Max Sessions: 32000, Max Sessions VSA Ignore: Off,
  Active Sessions: 1,
Line Identity: Autosensing,

  Service Name Table: None,
  Duplicate Protection: On, Short Cycle Protection: Off,
  Direct Connect: Off,
  AC Name: nbc, 
  Short Cycle Protection: circuit-id,
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show services l2tp session

Syntax show services l2tp session
<brief | detail | extensive>
<interface interface-name>
<local-gateway gateway-address>
<local-gateway-name gateway-name>
<local-session-id session-id>
<local-tunnel-id tunnel-id>
<peer-gateway gateway-address>
<peer-gateway-name gateway-name>
<statistics>
<tunnel-group group-name>
<user username>

Release Information Command introduced before Junos OS Release 7.4.

Support for LAC on MX Series routers introduced in Junos OS Release 10.4.

Support for LNS on MX Series routers introduced in Junos OS Release 11.4.

Description (M10i and M7i routers only) Display information about active L2TP sessions for LNS.

(MX Series routers only) Display information about active L2TP sessions for LAC and

LNS.

Options none—Display standard information about all active L2TP sessions.

brief | detail | extensive—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display L2TP session information for only the
specified adaptive services or inline services interface. The interface type depends

on the line card as follows:

• si-fpc/pic/port—MPCs on MX Series routers only. This option is not available for

L2TP on M Series routers.

• sp-fpc/pic/port—ASorMultiservices PICs onM7i, M10i, andM120 routers only. This

option is not available for L2TP on MX Series routers.

local-gateway gateway-address—(Optional) Display L2TP session information for only
the specified local gateway address.

local-gateway-name gateway-name—(Optional) Display L2TP session information for
only the specified local gateway name.

local-session-id session-id—(Optional) Display L2TP session information for only the
specified local session identifier.

local-tunnel-id tunnel-id—(Optional) Display L2TP session information for only the
specified local tunnel identifier.
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peer-gateway gateway-address—(Optional) Display L2TP session information for only
the specified peer gateway address.

peer-gateway-name gateway-name—(Optional) Display L2TP session information for
only the specified peer gateway name.

statistics—(Optional) Display the number of control packets and bytes transmitted and
received for the session. You cannot include this optionwith any of the level options,

brief, detail, or extensive.

tunnel-group group-name—(Optional) Display L2TP session information for only the
specified tunnel group. To display information about L2TP CPU andmemory usage,

you can include the tunnel group name in the show services service-sets

memory-usage group-name and show services service-sets cpu-usage group-name

commands. This option is not available for L2TP LAC on MX Series routers.

user username—(MSeries routers only) (Optional) Display L2TP session information for

only the specified username.

Required Privilege
Level

view

Related
Documentation

L2TP Services Configuration Overview•

• L2TP Minimum Configuration

• clear services l2tp session

List of Sample Output show services l2tp session (LNS onMSeries Routers) on page 953
show services l2tp session (LNS onMX Series Routers) on page 953
show services l2tp session (LAC) on page 953
show services l2tp session detail (LAC) on page 953
show services l2tp session extensive (LAC) on page 954
show services l2tp session extensive (LAC onMX Series Routers) on page 954
show services l2tp session extensive (LNS onMSeries Routers) on page 954
show services l2tp session extensive (LNS onMX Series Routers) on page 955
show services l2tp session statistics (MX Series Routers) on page 956

Output Fields Table 33 on page 949 lists the output fields for the show services l2tp session command.

Output fields are listed in the approximate order in which they appear.

Table 33: show services l2tp session Output Fields

Level of OutputField DescriptionField Name

All levels(LNS only) Name of an adaptive services interface.Interface

All levels(LNS only) Name of a tunnel group.Tunnel group

All levelsIdentifier of the local endpoint of the tunnel, as assigned by the L2TP network
server (LNS).

Tunnel local ID
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Table 33: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsIdentifier of the local endpoint of the L2TP session, as assigned by the LNS.Session local ID

All levelsIdentifier of the remote endpoint of the L2TP session, as assigned by the L2TP
access concentrator (LAC).

Session remote ID

All levelsState of the L2TP session:

• Established—Session is operating. This is the only state supported for the
LAC.

• closed—Session is being closed.

• destroyed—Session is being destroyed.

• clean-up—Session is being cleaned up.

• lns-ic-accept-new—New session is being accepted.

• lns-ic-idle—Session has been created and is idle.

• lns-ic-reject-new—New session is being rejected.

• lns-ic-wait-connect—Session iswaiting for thepeer's incomingcall connected
(ICCN)message.

State

All levels(LNS only) Bundle identifier. Indicates the session is part of a multilink bundle.
Sessions that have a blank Bundle field are not participating in the Multilink
Protocol. Sessions in amultilink bundlemight belong to different L2TP tunnels.
For L2TP output organized by bundle ID, issue the show services l2tpmultilink
extensive command.

Bundle ID

extensive(LNS) Mode of the interface representing the session: shared or exclusive.

(LAC)Mode of the interface representing the session: shared or dedicated. Only
dedicated is currently supported for the LAC.

Mode

extensiveIP address of local endpoint of the Point-to-Point Protocol (PPP) session.Local IP

extensiveIP address of remote endpoint of the PPP session.Remote IP

All levels(LNS only) Name of the user logged in to the session.Username

extensive(LNS only) IP address assigned to remote client.AssignedIPaddress

extensiveFor LNS, name of the LNS instance in which the session was created. For LAC,
name of the LAC.

Local name

extensiveFor LNS, name of the LAC fromwhich the session was created. For LAC, name
of the LAC instance.

Remote name

extensive(LNS only) Maximum receive unit (MRU) setting of the local device, in bytes.Local MRU

extensive(LNS only) MRU setting of the remote device, in bytes.RemoteMRU
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Table 33: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveTransmit speed of the session conveyed from the LAC to the LNS, in bits per
second (bps) and the source method fromwhich the speed is derived.

Starting in JunosOSRelease 14.1, either the initial (initial) line speed or both the
initial and current (update) line speeds can be displayed on MX Series routers:

• When connection speed updates are not enabled, then only the initial line
speed is displayed.

• When connection speed updates are enabled, then both the initial and the
current speeds are displayed.

For Junos OSRelease 17.2 and Release 17.3, only the current (update) line speed
can be displayed on MX Series routers.

Starting in Junos OS Release 17.4R1, once again either the initial (initial) line
speed or both the initial and current (update) line speeds can be displayed on
MX Series routers.

Starting in Junos OS Release 15.1, when the Tx connect speedmethod is set to
none, the value of zero (0) is displayed.

Tx speed

extensiveReceive speed of the session conveyed from the LAC to the LNS, in bits per
second (bps) and the source method fromwhich the speed is derived.

Starting in JunosOSRelease 14.1, either the initial (initial) line speed or both the
initial and current (update) line speeds can be displayed on MX Series routers:

• When connection speed updates are not enabled, then only the initial line
speed is displayed.

• When connection speed updates are enabled, then both the initial and the
current speeds are displayed.

For Junos OSRelease 17.2 and Release 17.3, only the current (update) line speed
can be displayed on MX Series routers.

Starting in Junos OS Release 17.4R1, once again either the initial (initial) line
speed or both the initial and current (update) line speeds can be displayed on
MX Series routers.

Starting in Junos OS Release 15.1, when the Tx connect speedmethod is set to
none, the value of zero (0) is displayed.

Rx speed

extensiveType of bearer enabled:

• 0—Might indicate that the call was not received over a physical link (for
example, when the LAC and PPP are located in the same subsystem).

• 1—Digital access requested.

• 2—Analog access requested.

• 4—Asynchronous Transfer Mode (ATM) bearer support.

Bearer type

extensiveType of framing enabled:

• 1—Synchronous framing

• 2—Asynchronous framing

Framing type
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Table 33: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

extensive(LNS only)Whether Link Control Protocol (LCP) renegotiation is configured:
On orOff.

LCP renegotiation

extensiveType of authentication algorithm used: Challenge Handshake Authentication
Protocol (CHAP) or Password Authentication Protocol (PAP).

Authentication

extensive(LNS only) Identifier used to look up the logical interface for this session.Interface ID

All levelsLogical interface for this session.Interface unit

extensiveUnique serial number assigned to the call.Call serial number

extensiveMaximum policer bandwidth configured for this session.Policer bandwidth

extensiveMaximum policer burst size configured for this session.Policer burst size

extensiveConfigured firewall filter name.Firewall filter

extensiveOverhead allowance configured for this session, in bytes.Session
encapsulation
overhead

extensiveCell overhead activation (On orOff).Session cell
overhead

extensiveDate and time when the call was created.Create time

extensiveLength of time elapsed since the call became active, in hours, minutes, and
seconds.

Up time

extensiveLength of time elapsed since the call became idle, in hours, minutes, and
seconds.

Idle time
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Table 33: show services l2tp session Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveDate and time when collection of the following statistics began:

• ControlTx—Amount of control information transmitted, in packets andbytes.

• Control Rx—Amount of control information received, in packets and bytes.

• Data Tx—Amount of data transmitted, in packets and bytes.

• Data Rx—Amount of data received, in packets and bytes.

• Errors Tx—Number of errors transmitted, in packets.

• Errors Rx—Number of errors received, in packets.

• LCP echo req Tx—Number of LCP echo requests transmitted, in packets.

• LCP echo req Rx—Number of LCP echo requests received, in packets.

• LCP echo rep Tx—Number of LCP echo responses transmitted, in packets.

• LCP echo rep Rx—Number of LCP echo responses received, in packets.

• LCP echo Req timout—Number of LCP echo requests that timed out.

• LCP echo Req error—Number of errors received for LCP echo packets.

• LCP echo Rep error—Number of errors transmitted for LCP echo packets.

Statistics since

Sample Output

show services l2tp session (LNS onMSeries Routers)

user@host> show services l2tp session

Interface: sp-1/2/0, Tunnel group: group1, Tunnel local ID:  8802
  Local Remote Interface State               Bundle Username
  ID    ID     unit
  37966      5         2 Established

show services l2tp session (LNS onMX Series Routers)

user@host> show services l2tp session

Tunnel local ID: 40553
  Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
  17967  1        Established          1073749824        si-5/2/0

show services l2tp session (LAC)

user@host> show services l2tp session

Tunnel local ID: 31889
  Local  Remote   State                Interface         Interface
  ID     ID                            unit              Name
   31694      1   Established                311         pp0                 

show services l2tp session detail (LAC)

user@host> show services l2tp session detail
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Tunnel local ID: 31889
  Session local ID: 31694, Session remote ID:     1, Interface unit: 311
    State: Established, Interface: pp0, Mode: Dedicated
    Local IP: 203.0.113.2:1701, Remote IP: 203.0.113.1:1701
    Local name: ce-lac, Remote name: ce-lns

show services l2tp session extensive (LAC)

user@host> show services l2tp session extensive

Tunnel local ID: 31889
  Session local ID: 31694, Session remote ID:     1
    Interface unit: 311
    State: Established, Mode: Dedicated
    Local IP: 203.0.113.2:1701, Remote IP: 203.0.113.1:1701
    Local name: ce-lac, Remote name: ce-lns
    Tx speed: 0, Rx speed: 0
    Bearer type: 1, Framing type: 1
    LCP renegotiation: N/A, Authentication: None, Interface ID: N/A
    Interface unit: 311, Call serial number: 0
    Policer bandwidth: 0, Policer burst size: 0
    Policer exclude bandwidth: 0, Firewall filter: 0
    Session encapsulation overhead: 0, Session cell overhead: 0
    Create time: Tue Aug 24 14:38:23 2010, Up time: 01:06:25
    Idle time: N/A

show services l2tp session extensive (LAC onMX Series Routers)

user@host> show services l2tp session extensive

Tunnel local ID: 31889
  Session local ID: 31694, Session remote ID:     1
    Interface unit: 311
    State: Established, Mode: Dedicated
    Local IP: 203.0.113.102:1701, Remote IP: 203.0.113.101:1701
    Local name: ce-lac, Remote name: ce-lns
    Tx speed: 256000, source service-profile
    Rx speed: 128000, source ancp
    Bearer type: 1, Framing type: 1
    LCP renegotiation: N/A, Authentication: None, Interface ID: N/A
    Interface unit: 311, Call serial number: 0
    Policer bandwidth: 0, Policer burst size: 0
    Policer exclude bandwidth: 0, Firewall filter: 0
    Session encapsulation overhead: 0, Session cell overhead: 0
    Create time: Tue Aug 24 14:38:23 2010, Up time: 01:06:25
    Idle time: N/A

show services l2tp session extensive (LNS onMSeries Routers)

user@host> show services l2tp session extensive

Interface: sp-1/2/0, Tunnel group: group1, Tunnel local ID: 62746
  Session local ID: 56793, Session remote ID: 53304
    State: Established, Bundle ID: 5, Mode: shared
    Local IP: 203.0.113.121:1701, Remote IP: 203.0.113.202:1701
    Username: user@example.com, Assigned IP address: 203.0.113.51/32
    Local MRU: 4000, Remote MRU: 1500, Tx speed: 64000, Rx speed: 64000
    Bearer type: 2, Framing type: 1
    LCP renegotiation: Off, Authentication: CHAP, Interface ID: unit_20
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    Interface unit: 20, Call serial number: 4137941434
    Policer bandwidth: 64000, Policer burst size: 51200
    Firewall filter: f1
    Session encapsulation overhead: 16, Session cell overhead: On
    Create time: Tue Mar 23 14:13:15 2004, Up time: 01:16:41
    Idle time: 00:00:00
    Statistics since: Tue Mar 23 14:13:13 2004
                        Packets        Bytes
      Control Tx              4           88
      Control Rx              2           28
      Data Tx                 0            0
      Data Rx               461        29.0k
      Errors Tx               0
      Errors Rx               0

Interface: sp-1/2/0, Tunnel group: group_company_dns, Tunnel local ID: 37266
  Session local ID: 39962, Session remote ID: 53303
    State: Established, Bundle ID: 5, Mode: shared
    Local IP: 203.0.113.121:1701, Remote IP: 203.0.113.222:1701
    Username: usr1@company.example.com, Assigned IP address: 203.0.113.3/24
    Local name: router-1, Remote name: router-2
    Local MRU: 4470, Remote MRU: 4470, Tx speed: 155000000, Rx speed: 155000000
    Bearer type: 2, Framing type: 1
    LCP renegotiation: Off, Authentication: CHAP, Interface ID: unit_31
    Interface unit: 31, Call serial number: 4137941433
    Policer bandwidth: 64000, Policer burst size: 51200
    Firewall filter: f1
    Create time: Tue Mar 23 14:13:17 2004, Up time: 01:16:39
    Idle time: 01:16:36
    Statistics since: Tue Mar 23 14:13:15 2004
                        Packets        Bytes
      Control Tx              6          196
      Control Rx              4          150
      Data Tx                 0            0
      Data Rx                 1           80
      Errors Tx               0
      Errors Rx               0

show services l2tp session extensive (LNS onMX Series Routers)

user@host> show services l2tp session extensive

Tunnel local ID: 40553
  Session local ID: 17967, Session remote ID: 1
    Interface unit: 1073749824
    State: Established
    Interface: si-5/2/0
    Mode: Dedicated
    Local IP: 192.0.2.2:1701, Remote IP: 192.0.2.3:1701
    Local name: lns-mx960, Remote name: testlac
    Tx speed: initial 64000, Update 256000
    Rx speed: initial 64000, Update 256000
    Bearer type: 2, Framing type: 1
    LCP renegotiation: Off, Authentication: None
    Call serial number: 1
    Create time: Mon Apr 25 20:27:50 2011, Up time: 00:01:48
    Idle time: N/A
    Statistics since: Mon Apr 25 20:27:50 2011
                        Packets        Bytes
      Control Tx              4          219
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      Control Rx              4          221
      Data Tx                 0            0
      Data Rx                10          228
      Errors Tx               0
      Errors Rx               0

show services l2tp session statistics (MX Series Routers)

user@host>show services l2tp session statistics local session-id 1

Tunnel local ID: 17185
Session local ID: 1, Session remote ID: 14444, Interface unit: 1073788352
State: Established
Statistics since: Mon Aug 1 13:27:47 2011
    Packets   Bytes 
Data Tx   4    51
Data Rx   3    36
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show subscribers

Syntax show subscribers
<detail | extensive | terse>
<aci-interface-set-name aci-interface-set-name>
<address address>
<agent-circuit-identifier agent-circuit-identifier>
<agent-remote-identifier agent-remote-identifier>
<aggregation-circuit-id circuit-identifier>
<client-type client-type>
<count>
<id session-id <accounting-statistics>>
<interface interface <accounting-statistics>>
<logical-system logical-system>
<mac-addressmac-address>
<physical-interface physical-interface-name>
<profile-name profile-name>
<routing-instance routing-instance>
<stacked-vlan-id stacked-vlan-id>
<subscriber-state subscriber-state>
<user-name user-name>
<vci vci-identifier>
<vpi vpi-identifier>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 9.3.

Command introduced in Junos OS Release 9.3 for EX Series switches.

client-type,mac-address, subscriber-state, and extensive options introduced in JunosOS

Release 10.2.

count option usage with other options introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Optionsaci-interface-set-nameandagent-circuit-identifier introduced in JunosOSRelease

12.2.

The physical-interface and user-name options introduced in Junos OS Release 12.3.

Options vci and vpi introduced in Junos OS Release 12.3R3 and supported in later 12.3Rx

releases.

Options vciand vpi supported in JunosOSRelease 13.2 and later releases. (Not supported

in Junos OS Release 13.1.)

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Enhanced subscriber management supported in Junos OS Release 15.1R3 on MX Series

routers.

accounting-statistics option added in Junos OS Release 15.1R3 and 17.4R1 on MX Series

routers.

aggregation-circuit-id option added in Junos OS Release 18.4R1 on MX Series routers.

Description Display information for active subscribers.

Options detail | extensive | terse—(Optional) Display the specified level of output.
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aci-interface-set-name—(Optional) Display all dynamic subscriber sessions that use
the specified agent circuit identifier (ACI) interface set. Use the ACI interface set

name generated by the router, such as aci-1003-ge-1/0/0.4001, and not the actual

ACI value found in the DHCP or PPPoE control packets.

address—(Optional)Displaysubscriberswhose IPaddressmatches thespecifiedaddress.
Youmust specify the IPv4 or IPv6 address prefix without a netmask (for example,

192.0.2.0). If you specify the IP address as a prefix with a netmask (for example,

192.0.2.0/32), the router displaysamessage that the IPaddress is invalid, and rejects

the command.

agent-circuit-identifier—(Optional) Display all dynamic subscriber sessions whose ACI
value matches the specified string. You can specify either the complete ACI string

or a substring. To specify a substring, youmust enter characters that form the

beginning of the string, followed by an asterisk (*) as awildcard to substitute for the

remainder of the string. The wildcard can be used only at the end of the specified

substring; for example:

user@host1> show subscribers agent-circuit-identifier substring*

Substring SupportJunos OS Release

You can specify a substring without a wildcard.Junos OS Release 13.3R1

Youmust specify the complete ACI string; you cannot specify a
wildcard.

Starting in Junos OS Release 14.1R1

You can specify a substring, but youmust include the wildcard
character at the end of the substring.

Starting in Junos OS Release 15.1R7, 16.1R7, 16.2R3, 17.1R3,
17.2R3, 17.3R3, 17.4R2, 18.1R2, 18.2R1

agent-remote-identifier—(Optional) Display all dynamic subscriber sessionswhose ARI
value matches the specified string. Youmust specify the complete ACI string; you

cannot specify a wildcard.

aggregation-circuit-id circuit-identifier—(Optional) Display summary information for
the specified aggregation node interface set, including interface, VLAN ID, username

and LS:RI.

client-type—(Optional) Display subscribers whose client typematches one of the
following client types:

• dhcp—DHCP clients only.

• dotlx—Dotlx clients only.

• essm—ESSM clients only.

• fwauth—FwAuth (authenticated across a firewall) clients only.

• l2tp—L2TP clients only.

• mlppp—MLPPP clients only.
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• ppp—PPP clients only.

• pppoe—PPPoE clients only.

• static—Static clients only.

• vlan—VLAN clients only.

• vlan-oob—VLAN out-of-band (ANCP-triggered) clients only.

• vpls-pw—VPLS pseudowire clients only.

• xauth—Xauth clients only.

count—(Optional) Display the count of total subscribers and active subscribers for any
specified option. You can use the count option alone orwith the address, client-type,

interface, logical-system,mac-address,profile-name, routing-instance,stacked-vlan-id,

subscriber-state, or vlan-id options.

id session-id—(Optional)Displaya specific subscriber sessionwhose session IDmatches
the specified subscriber ID. You can display subscriber IDs by using the show

subscribers extensive or the show subscribers interface extensive commands.

id session-id accounting-statistics—(Optional) Display accurate subscriber accounting
statistics for a subscriber session with the specified ID. Requires the

actual-transmit-statistics statement to be configured in the dynamic profile for the

dynamic logical interface. If the statement is not configured, a value of 0 is displayed

for accounting statistics.

interface—(Optional)Displaysubscriberswhose interfacematches thespecified interface.

interface accounting-statistics—(Optional) Display subscriber accounting statistics for
the specified interface. Requires the actual-transmit-statistics statement to be

configured in the dynamic profile for the dynamic logical interface.

logical-system—(Optional) Display subscribers whose logical systemmatches the

specified logical system.

mac-address—(Optional)Display subscriberswhoseMACaddressmatches thespecified
MAC address.

physical-interface-name—(M120, M320, andMX Series routers only) (Optional) Display
subscribers whose physical interface matches the specified physical interface.

profile-name—(Optional) Display subscribers whose dynamic profile matches the
specified profile name.

routing-instance—(Optional) Display subscribers whose routing instancematches the
specified routing instance.

stacked-vlan-id—(Optional) Display subscribers whose stacked VLAN IDmatches the
specified stacked VLAN ID.
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subscriber-state—(Optional) Display subscribers whose subscriber state matches the
specified subscriber state (ACTIVE, CONFIGURED, INIT, TERMINATED, or

TERMINATING).

user-name—(M120, M320, and MX Series routers only) (Optional) Display subscribers
whose usernamematches the specified subscriber name.

vci-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual circuit identifier (VCI) matches

the specified VCI identifier. The range of values is 0 through 255.

vpi-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual path identifier (VPI)matches the

specified VPI identifier. The range of values is 0 through 65,535.

vlan-id—(Optional) Display subscribers whose VLAN IDmatches the specified VLAN ID,
regardless of whether the subscriber uses a single-tagged or double-tagged VLAN.

For subscribers using a double-tagged VLAN, this option displays subscribers where

the innerVLANtagmatches the specifiedVLAN ID.Todisplayonly subscriberswhere

the specified value matches only double-tagged VLANs, use the stacked-vlan-id

stacked-vlan-id option to match the outer VLAN tag.

NOTE: Because of display limitations, logical system and routing instance
output values are truncated when necessary.

Required Privilege
Level

view

Related
Documentation

show subscribers summary on page 991•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 50

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers on page 65

• Verifying and Managing Junos OS Enhanced Subscriber Management

List of Sample Output show subscribers (IPv4) on page 968
show subscribers (IPv6) on page 968
show subscribers (IPv4 and IPv6 Dual Stack) on page 968
show subscribers (Single Session DHCPDual Stack) on page 969
show subscribers (Single Session DHCPDual Stack detail) on page 969
show subscribers (LNS onMX Series Routers) on page 969
show subscribers (L2TP Switched Tunnels) on page 969
show subscribers aggregation-interface-set-name on page 970
show subscribers client-type dhcp detail on page 970
show subscribers client-type dhcp detail (DHCPv6) on page 970
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show subscribers client-type dhcp extensive on page 971
show subscribers client-type vlan-oob detail on page 971
show subscribers count on page 972
show subscribers address detail (IPv6) on page 972
show subscribers detail (IPv4) on page 972
show subscribers detail (IPv6) on page 973
show subscribers detail (pseudowire Interface for GRE Tunnel) on page 973
show subscribers detail (IPv6 Static Demux Interface) on page 974
show subscribers detail (L2TP LNS Subscribers onMX Series Routers) on page 974
show subscribers detail (L2TP Switched Tunnels) on page 974
show subscribers detail (Tunneled Subscriber) on page 975
show subscribers detail (IPv4 and IPv6 Dual Stack) on page 975
show subscribers detail (ACI Interface Set Session) on page 976
showsubscribersdetail (PPPoESubscriberSessionwithACI InterfaceSet)onpage976
show subscribers extensive on page 976
show subscribers extensive (Aggregation Node Interface Set and DSL Forum
Attributes) on page 977
showsubscribersextensive(PassiveOpticalNetworkCircuit InterfaceSet)onpage978
show subscribers extensive (DNS Addresses fromAccess Profile or Global
Configuration) on page 979
show subscribers extensive (DNS Addresses fromRADIUS) on page 979
show subscribers extensive (IPv4 DNS Addresses fromRADIUS, IPv6 fromAccess
Profile or Global Configuration) on page 980
show subscribers extensive (RPF Check Fail Filter) on page 980
showsubscribersextensive(L2TPLNSSubscribersonMXSeriesRouters)onpage980
show subscribers extensive (IPv4 and IPv6 Dual Stack) on page 981
show subscribers extensive (ADF Rules ) on page 982
show subscribers extensive (Effective Shaping-Rate) on page 982
show subscribers extensive (PPPoE Subscriber Access Line Rates on page 982
show subscribers extensive (Subscriber Session Using PCEF Profile) on page 983
showsubscribersaci-interface-set-namedetail (SubscriberSessionsUsingSpecified
ACI Interface Set) on page 985
show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified
ACI Substring) on page 985
show subscribers id accounting-statistics on page 986
show subscribers interface accounting-statistics on page 986
show subscribers interface extensive on page 987
show subscribers logical-system terse on page 988
show subscribers physical-interface count on page 988
show subscribers routing-instance inst1 count on page 988
show subscribers stacked-vlan-id detail on page 988
show subscribers stacked-vlan-id vlan-id detail (Combined Output) on page 988
show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a
Specific Interface) on page 988
show subscribers user-name detail on page 989
show subscribers vlan-id on page 989
show subscribers vlan-id detail on page 989
showsubscribersvpivciextensive(PPPoE-over-ATMSubscriberSession)onpage989
show subscribers address detail (Enhanced Subscriber Management) on page 990
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Output Fields Table 34 on page 962 lists the output fields for the show subscribers command. Output

fields are listed in the approximate order in which they appear.

Table 34: show subscribers Output Fields

Field DescriptionField Name

Interface associated with the subscriber. The router or switch displays subscribers whose interface
matches or begins with the specified interface.

The * character indicates a continuation of addresses for the same session.

Interface

Subscriber IP address or VLAN ID associated with the subscriber in the form tpid.vlan-id

No IPaddressorVLAN ID isassigned toanL2TPtunnel-switchedsession. For thesesubscriber sessions
the value is Tunnel-switched.

IP Address/VLAN ID

Name of subscriber.User Name

Logical system and routing instance associated with the subscriber.LS:RI

Subscriber client type (DHCP, GRE, L2TP, PPP, PPPoE, STATIC-INTERFACE, VLAN).Type

Subscriber IPv4 address.IP Address

Subscriber IP netmask.

(MXSeries)This fielddisplays255.255.255.255bydefault. For tunneledor terminatedPPPsubscribers
only, this field displays the actual value of Framed-IP-Netmask when the SDB_FRAMED_PROTOCOL
attribute in the session database is equal to AUTHD_FRAMED_PROTOCOL_PPP. This occurs in the
use case where the LNS generates access-internal routes when it receives Framed-IP-Netmask from
RADIUS during authorization. When it receives Framed-Pool from RADIUS, the pool mask is ignored
and the default /32 mask is used.

IP Netmask

IP address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

Primary DNS Address

IP address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

SecondaryDNSAddress

IPv6 address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Primary DNS
Address

IPv6 address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Secondary DNS
Address

IP addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet
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Table 34: show subscribers Output Fields (continued)

Field DescriptionField Name

IPv6 addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet6

IP address of primaryWINS server.PrimaryWINS Address

IP address of secondaryWINS server.SecondaryWINS
Address

Subscriber IPv6 address, or multiple addresses.IPv6 Address

Subscriber IPv6 prefix. If you are using DHCPv6 prefix delegation, this is the delegated prefix.IPv6 Prefix

IPv6 prefix obtained through NDRA.IPv6 User Prefix

Subscriber IPv6 address pool. The IPv6 address pool is used to allocate IPv6 prefixes to the DHCPv6
clients.

IPv6 Address Pool

Length of the network portion of the IPv6 address.IPv6 Network Prefix
Length

Length of the subscriber IPv6 prefix.IPv6 Prefix Length

Logical system associated with the subscriber.Logical System

Routing instance associated with the subscriber.Routing Instance

(Enhanced subscriber management for MX Series routers) Name of the enhanced subscriber
management logical interface, in the form demux0.nnnn (for example, demux0.3221225472), towhich
access-internal and framed subscriber routes are mapped.

Interface

Whether the subscriber interface is Static or Dynamic.Interface Type
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Table 34: show subscribers Output Fields (continued)

Field DescriptionField Name

Internally generated name of the dynamic ACI or ALI interface set used by the subscriber session. The
prefix of the name indicates the string received in DHCP or PPPoE control packets on which the
interface set is based. For ALI interface sets, the prefix indicates that the value is configured as a
trusted option to identify the subscriber line.

The name of the interface set uses one of the following prefixes:

• aci—ACI; for example, aci-1033-demux0.3221225524.This is theonlyprefix allowed forACI interface
sets.

• ari—ARI; for example, ari-1033-demux0.3221225524.

• aci+ari—Both the ACI and ARI; for example, aci+ari-1033-demux0.3221225524.

• noids—Neither the ACI nor the ARI were received; for example, noids-1033-demux0.3221225524.

NOTE: ACI interface sets are configured with the agent-circuit-identifier autoconfiguration stanza.
ALI interface sets are configured with the line-identity autoconfiguration stanza.

Besides dynamic ACI and ALI interface sets, this field can be an interface set based on a substring of
the ARI string. This occurs when the dynamic profile includes the predefined variable
$junos-pon-id-interface-set-name, and the profile is applied for a passive optical network (PON).
The ARI string is inserted by the optical line terminal (OLT). The final substring in the string, unique
for the PON, identifies individual subscriber circuits, and is used as the name of the interface set.

Interface Set

Interface type of the ACI interface set: Dynamic. This is the only ACI interface set type currently
supported.

Interface Set Type

Identifier of the dynamic ACI interface set entry in the session database.Interface Set Session ID

Name of the underlying interface for the subscriber session.Underlying Interface

Dynamic profile used for the subscriber.Dynamic Profile Name

Version number of the dynamic profile used for the subscriber.DynamicProfile Version

MAC address associated with the subscriber.MACAddress

Current state of the subscriber session (Init, Configured, Active, Terminating, Tunneled).State

Current state of the L2TP session, Tunneled or Tunnel-switched. When the value is Tunnel-switched,
two entries are displayed for the subscriber; the first entry is at the LNS interface on the LTS and the
second entry is at the LAC interface on the LTS.

L2TP State

Name of the L2TP tunnel switch profile that initiates tunnel switching.Tunnel switch Profile
Name

IP address of the local gateway (LAC).Local IP Address

IP address of the remote peer (LNS).Remote IP Address

VLAN ID associated with the subscriber in the form tpid.vlan-id.VLAN Id
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Table 34: show subscribers Output Fields (continued)

Field DescriptionField Name

Stacked VLAN ID associated with the subscriber in the form tpid.vlan-id.Stacked VLAN Id

RADIUS accounting ID associated with the subscriber.RADIUS Accounting ID

For the dhcp client type, option 82 agent circuit ID associated with the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent circuit ID or access-loop circuit identifier that identifies the
subscriber line based on the subscriber-facing DSLAM interface on which the subscriber request
originates.

Agent Circuit ID

For the dhcp client type, option 82 agent remote ID associatedwith the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent remote ID or access-loop remote identifier that identifies the
subscriber line based on the NAS-facing DSLAM interface onwhich the subscriber request originates.

Agent Remote ID

Value of the $junos-aggregation-interface-set-name predefined variable; one of the following:

• When the hierarchical-access-network-detection option is configured for the access lines and the
value of the Access-Aggregation-Circuit-ID-ASCII attribute (TLV 0x0003) received either in the
ANCP Port Upmessage or PPPoE PADR IA tags begins with a # character, then the variable takes
the value of the remainder of the string after the # character.

• When the hierarchical-access-network-detection option is not configured, or if the sting does not
begin with the # character, then the variable takes the value specified with the
predefined-variable-defaults statement.

Aggregation
Interface-set Name

Actual transmitted subscriber accounting statistics by session ID or interface. Service accounting
statistics are not included. These statistics do not include overhead bytes or dropped packets; they
are the accurate statistics used by RADIUS. The statistics are counted when the
actual-transmit-statistics statement is included in the dynamic profile.

Accounting Statistics

IP address used by the DHCP relay agent.DHCP Relay IP Address

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual path identifier (VPI) on the
subscriber’s physical interface.

ATMVPI

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual circuit identifier (VCI) for
each VPI configured on the subscriber interface.

ATMVCI

Date and time at which the subscriber logged in.Login Time

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

DHCPV6Options

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options.

Server DHCPOptions

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

ServerDHCPV6Options
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Table 34: show subscribers Output Fields (continued)

Field DescriptionField Name

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCPv6 options.

DHCPV6Header

Actual downstream traffic shaping rate for the subscriber, in kilobits per second.Effective shaping-rate

Input service set in access dynamic profile.IPv4 Input Service Set

Output service set in access dynamic profile.IPv4OutputServiceSet

PCEF profile in access dynamic profile.PCEF Profile

PCC rule or rulebase used in dynamic profile.PCEF Rule/Rulebase

Values for variables that are passed into the dynamic profile from RADIUS.Dynamic configuration

Time at which the first family in this service became active.Service activation time

Name of the filter applied by the dynamic profile to IPv4 packets that fail the RPF check.IPv4 rpf-checkFail Filter
Name

Name of the filter applied by the dynamic profile to IPv6 packets that fail the RPF check.IPv6 rpf-checkFail Filter
Name

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options, as defined in RFC 2132.

DHCPOptions

ID number for a subscriber session.Session ID

ForDHCPv6subscribersonaPPPoEnetwork, displays thesession IDof theunderlyingPPPoE interface.Underlying Session ID

Number of service sessions (that is, a service activated using RADIUS CoA) associated with the
subscribers.

Service Sessions

ID number for a subscriber service session.Service Session ID

Service session profile name.Service Session Name

Numberof secondsofaccessprovided to thesubscriberbefore thesession isautomatically terminated.Session Timeout
(seconds)

Number of seconds subscriber can be idle before the session is automatically terminated.Idle Timeout (seconds)

Name of the pool used for DHCPv6 prefix delegation.IPv6DelegatedAddress
Pool

Length of the prefix configured for the IPv6 delegated address pool.IPv6DelegatedNetwork
Prefix Length
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Table 34: show subscribers Output Fields (continued)

Field DescriptionField Name

Address assigned by the Framed-Ipv6-Prefix AAA attribute. This field is displayed only when the
predefined variable $junos-ipv6-address is used in the dynamic profile.

IPv6 Interface Address

Interface ID assigned by the Framed-Interface-Id AAA attribute.IPv6 Framed Interface
Id

Name assigned to the Ascend-Data-Filter (ADF) interface IPv4 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Input Filter
Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv4output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Output Filter
Name

Name assigned to the Ascend-Data-Filter (ADF) interface IPv6 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Input Filter
Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv6output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Output Filter
Name

Name assigned to the IPv4 input filter (client or service session).IPv4 Input Filter Name

Name assigned to the IPv4 output filter (client or service session).IPv4OutputFilterName

Name assigned to the IPv6 input filter (client or service session).IPv6 Input Filter Name

Name assigned to the IPv6 output filter (client or service session).IPv6OutputFilterName

Name assigned to the logical interface input filter (client or service session).IFL Input Filter Name

Name assigned to the logical interface output filter (client or service session).IFL Output Filter Name

PPPoE subscriber’s access line type reported by the PPPoE intermediate agent in a PADI or PADO
packet in the Vendor-Specific-Tags TLV in subattribute DSL-Type (0x0091). The DSL type is one of
the following types: ADSL, ADSL2, ADSL2+,OTHER, SDSL, VDSL, or VDSL2.

DSL type

Mode type of the PPPoE subscriber’s access line determined by the PPPoE daemon based on the
received subattribute DSL-Type (0x0091):

• Cell—When the DSL line type is one of the following: ADSL, ADSL2, or ADSL2+.

• Frame—When the DSL line type is one of the following: OTHER, SDSL, VDSL, or VDSL2.

The value is stored in the subscriber session database.

Frame/Cell Mode

Number of bytes added to or subtracted from the actual downstream cell or frame overhead to
account for the technology overhead of the DSL line type. The value is determined by the PPPoE
daemonbased on the received subattributeDSL-Type (0x0091). The value is stored in the subscriber
session database.

Overhead accounting
bytes
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Table 34: show subscribers Output Fields (continued)

Field DescriptionField Name

Unadjusted upstream data rate for the PPPoE subscriber’s access line reported by the PPPoE
intermediate agent in a PADI or PADO packet in the Vendor-Specific-Tags TLV in subattribute
Actual-Net-Data-Rate-Upstream (0x0081).

Actual upstream data
rate

Unadjusted downstream data rate for the PPPoE subscriber’s access line reported by the PPPoE
intermediate agent in a PADI or PADO packet in the Vendor-Specific-Tags TLV in subattribute
Actual-Net-Data-Rate-Downstream (0x0082).

Actual downstream
data rate

Adjusted downstream data rate for the PPPoE subscriber’s access line, calculated by the PPPoE
daemon and stored in the subscriber session database.

Adjusted downstream
data rate

Adjustedupstreamdata rate for thePPPoE subscriber’s access line, calculatedby thePPPoEdaemon
and stored in the subscriber session database.

Adjustedupstreamdata
rate

Sample Output

show subscribers (IPv4)

user@host> show subscribers

Interface               IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824     10                                    default:default
demux0.1073741824       203.0.113.10        WHOLESALER-CLIENT default:default
demux0.1073741825       203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826       203.0.113.3         RETAILER2-CLIENT  test1:retailer2

show subscribers (IPv6)

user@host> show subscribers

Interface          IP Address/VLAN ID   User Name           LS:RI
ge-1/0/0.0         2001:db8:c0:0:0:0/74    WHOLESALER-CLIENT   default:default
     *             2001:db8:1/128          subscriber-25       default:default

show subscribers (IPv4 and IPv6 Dual Stack)

user@host> show subscribers

Interface           IP Address/VLAN ID         User Name                      
LS:RI
demux0.1073741834   0x8100.1002 0x8100.1                                 
default:default
demux0.1073741835   0x8100.1001 0x8100.1                                 
default:default
pp0.1073741836      203.0.113.13             dualstackuser1@example1.com     
default:ASP-1
*                   2001:db8:1::/48
*                   2001:db8:1:1::/64
pp0.1073741837      203.0.113.33             dualstackuser2@example1.com     
default:ASP-1
*                   2001:db8:1:2:5::/64
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show subscribers (Single Session DHCPDual Stack)

user@host> show subscribers

Interface           IP Address/VLAN ID        User Name               LS:RI
demux0.1073741364   192.168.10.10             dual-stack-retail35     default:default
                    2001:db8::100:0:0:0/74                            default:default
                    2001:db8:3ffe:0:4::/64

show subscribers (Single Session DHCPDual Stack detail)

user@host> show subscribers id 27 detail

Type: DHCP
User Name: dual-stack-retail33
IP Address: 10.10.0.53
IPv6 Address: 2001:db8:3000:0:0:8003::2
IPv6 Prefix: 2001:db8:3ffe:0:4::/64
Logical System: default
Routing Instance: default
Interface: ae0.3221225472
Interface type: Static
Underlying Interface: ae0.3221225472
Dynamic Profile Name: dhcp-retail-18
MAC Address: 00:00:5E:00:53:02
State: Active
DHCP Relay IP Address: 10.10.0.1
Radius Accounting ID: 27
Session ID: 27
PFE Flow ID: 2
Stacked VLAN Id: 2000
VLAN Id: 1
Login Time: 2014-05-15 10:12:10 PDT
DHCP Options: len 60
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 00 64 01 01 02
00 06 00 04 00 03 00 19 00 03 00 0c 00 00 00 00 00 00 00 00
00 00 00 00 00 19 00 0c 00 00 00 00 00 00 00 00 00 00 00 00

show subscribers (LNS onMX Series Routers)

user@host> show subscribers

Interface          IP Address/VLAN ID   User Name         LS:RI
si-4/0/0.1         192.0.2.0          user@example.com   default:default

show subscribers (L2TP Switched Tunnels)

user@host> show subscribers

Interface           IP Address/VLAN ID    User Name              LS:RI
si-2/1/0.1073741842 Tunnel-switched       user@example.com        default:default

si-2/1/0.1073741843 Tunnel-switched       user@example.com        default:default
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show subscribers aggregation-interface-set-name

user@host> show subscribers aggregation-interface-set-name FRA*

Interface              IP Address/VLAN ID              User Name                 LS:RI
ge-1/0/0.3221225472    50                                ancp                      default:isp1-subscriber

show subscribers client-type dhcp detail

user@host> show subscribers client-type dhcp detail

Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: user :2304
Login Time: 2009-08-25 14:43:52 PDT

Type: DHCP
IP Address: 203.0.113.27
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744383
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:f3
State: Active
Radius Accounting ID: 1234 :2560
Login Time: 2009-08-25 14:43:56 PDT

show subscribers client-type dhcp detail (DHCPv6)

user@host> show subscribers client-type dhcp detail

Type: DHCP
User Name: DEFAULTUSER
IPv6 Address: 2001:db8::2
IPv6 Prefix: 2001:db8:1::/64
Logical System: default
Routing Instance: default
Interface: demux0.3221225602
Interface type: Static
Underlying Interface: demux0.3221225602
Dynamic Profile Name: client-profile
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 142
Session ID: 142
PFE Flow ID: 148
Stacked VLAN Id: 1
VLAN Id: 1
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Login Time: 2018-03-29 12:27:38 EDT
DHCP Options: len 56
00 08 00 02 00 00 00 01 00 0e 00 01 00 01 22 4f d0 33 00 11
01 00 00 01 00 03 00 0c 00 00 00 0a 00 04 9d 40 00 07 62 00
00 19 00 0c 00 00 00 0b 00 04 9d 40 00 07 62 00
Server DHCPV6 Options: len 94
00 0a 00 06 11 22 33 44 55 66 00 11 00 09 00 00 0c 4c 00 02
00 01 aa 00 11 00 20 00 00 0a 4c 00 02 00 02 32 33 00 03 00
03 34 35 36 00 05 00 06 31 32 33 34 35 36 00 06 00 01 31 00
11 00 09 00 00 0b 4c 00 02 00 01 bb 00 11 00 12 00 00 0d e9
00 01 00 03 aa bb cc 00 02 00 03 dd ee cc
DHCPV6 Header: len 4
01 fc e4 96

show subscribers client-type dhcp extensive

user@host> show subscribers client-type dhcp extensive

Type: DHCP
User Name: user
IP Address: 192.0.2.4
IP Netmask: 255.0.0.0
IPv6 Address: 2001:db8:3::103
IPv6 Prefix: 2001:db8::/68
Domain name server inet6: 2001:db8:1 abcd::2 
Logical System: default
Routing Instance: default
Interface: ge-0/0/0.0
Interface type: Static
Underlying Interface: ge-0/0/0.0
MAC Address: 00:00:5e:00:53:01
State: Configured
Radius Accounting ID: 10
Session ID: 10
PFE Flow ID: 2
VLAN Id: 100
Agent Circuit ID: ge-0/0/0:100
Agent Remote ID: ge-0/0/0:100
Login Time: 2017-05-23 12:52:22 IST
DHCPV6 Options: len 69
00 01 00 0e 00 01 00 01 59 23 e3 31 00 10 94 00 00 01 00 08
00 02 00 00 00 19 00 29 00 00 00 00 00 04 9d 40 00 07 62 00
00 1a 00 19 00 09 3a 80 00 27 8d 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
Server DHCP Options: len 13
3a 04 00 00 00 ff 00 3b 04 00 00 0f 00
Server DHCPV6 Options: len 8
00 0a 00 04 ab cd ef ab
DHCPV6 Header: len 4
01 00 00 04
IP Address Pool: al_pool30
IPv6 Address Pool: ia_na_pool
IPv6 Delegated Address Pool: prefix_delegate_pool

show subscribers client-type vlan-oob detail

user@host> show subscribers client-type vlan-oob detail
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Type: VLAN-OOB
User Name: L2WS.line-aci-1.line-ari-1
Logical System: default
Routing Instance: ISP1
Interface: demux0.1073744127
Interface type: Dynamic
Underlying Interface: ge-1/0/0
Dynamic Profile Name: Prof_L2WS
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 1234
Session ID: 77
VLAN Id: 126
Core-Facing Interface: ge-2/1/1
VLAN Map Id: 6
Inner VLAN Map Id: 2001
Agent Circuit ID: line-aci-1
Agent Remote ID: line-ari-1
Login Time: 2013-10-29 14:43:52 EDT 

show subscribers count

user@host> show subscribers count

Total Subscribers: 188, Active Subscribers: 188

show subscribers address detail (IPv6)

user@host> show subscribers address 203.0.113.137 detail

Type: PPPoE
User Name: pppoeTerV6User1Svc
IP Address: 203.0.113.137
IP Netmask: 255.0.0.0
IPv6 User Prefix: 2001:db8:0:c88::/32
Logical System: default
Routing Instance: default
Interface: pp0.1073745151
Interface type: Dynamic
Underlying Interface: demux0.8201
Dynamic Profile Name: pppoe-client-profile
MAC Address: 00:00:5e:00:53:53
Session Timeout (seconds): 31622400
Idle Timeout (seconds): 86400
State: Active
Radius Accounting ID: example demux0.8201:6544
Session ID: 6544
Agent Circuit ID: ifl3720
Agent Remote ID: ifl3720
Login Time: 2012-05-21 13:37:27 PDT
Service Sessions: 1

show subscribers detail (IPv4)

user@host> show subscribers detail

Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
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Primary DNS Address: 192.0.2.0
Secondary DNS Address: 192.0.2.1
Primary WINS Address: 192.0.2.3
Secondary WINS Address: 192.0.2.4
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: example :2304
Idle Timeout (seconds): 600
Login Time: 2009-08-25 14:43:52 PDT
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 08 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 36 2f
33 2d 37 2d 30 37 05 01 06 0f 21 2c
Service Sessions: 2

show subscribers detail (IPv6)

user@host> show subscribers detail

Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (pseudowire Interface for GRE Tunnel)

user@host> show subscribers detail

Interface           IP Address/VLAN ID        User Name           LS:RI
ps0.3221225484      192.0.2.2
ps0.3221225485      192.0.2.3
demux0.3221225486    1                                            default:default

demux0.3221225487    1                                            default:default

demux0.3221225488   198.51.0.1                                    default:default

demux0.3221225489   198.51.0.2                                    default:default
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show subscribers detail (IPv6 Static Demux Interface)

user@host> show subscribers detail

Type: STATIC-INTERFACE
User Name: user@example.com
IPv6 Prefix: 2001:db8:3:4:5:6:7:aa/32
Logical System: default
Routing Instance: default
Interface: demux0.1
Interface type: Static
Dynamic Profile Name: junos-default-profile
State: Active
Radius Accounting ID: 185
Login Time: 2010-05-18 14:33:56 EDT

show subscribers detail (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers detail

Type: L2TP
User Name: user@example.com
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST

show subscribers detail (L2TP Switched Tunnels)

user@host> show subscribers detail

Type: L2TP
User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741842
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.51
Remote IP Address: 192.0.2.0
Radius Accounting ID: 21
Session ID: 21
Login Time: 2013-01-18 03:01:11 PST

Type: L2TP
User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741843
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Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.31
Remote IP Address: 192.0.2.1
Session ID: 22
Login Time: 2013-01-18 03:01:14 PST

show subscribers detail (Tunneled Subscriber)

user@host> show subscribers detail

Type: PPPoE
User Name: user1@example.com
Logical System: default
Routing Instance: default
Interface: pp0.1
State: Active, Tunneled
Radius Accounting ID: 512

show subscribers detail (IPv4 and IPv6 Dual Stack)

user@host> show subscribers detail

Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST

Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
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Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (ACI Interface Set Session)

user@host> show subscribers detail

Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0
Interface Set: aci-1001-ge-1/0/0.2800
Interface Set Session ID: 0
Underlying Interface: ge-1/0/0.2800
Dynamic Profile Name: aci-vlan-set-profile-2
Dynamic Profile Version: 1
State: Active
Session ID: 1
Agent Circuit ID: aci-ppp-dhcp-20
Login Time: 2012-05-26 01:54:08 PDT

show subscribers detail (PPPoE Subscriber Session with ACI Interface Set)

user@host> show subscribers detail

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.15
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Interface Set: aci-1001-demux0.1073741824
Interface Set Type: Dynamic
Interface Set Session ID: 2
Underlying Interface: demux0.1073741824
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 3
Session ID: 3
Agent Circuit ID: aci-ppp-dhcp-dvlan-50
Login Time: 2012-03-07 13:46:53 PST

show subscribers extensive

user@host> show subscribers extensive
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Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Address Pool: pd_pool
IPv6 Network Prefix Length: 48

show subscribers extensive (Aggregation Node Interface Set and DSL ForumAttributes)

user@host> show subscribers extensive

Type: VLAN-OOB
User Name: ancp
Logical System: default
Routing Instance: isp1-subscriber
Interface: ge-1/0/0.3221225472
Interface type: Dynamic
Interface Set: FRA-DPU-C-100
Underlying Interface: ge-1/0/0
Core IFL Name: ge-1/0/4.0
Dynamic Profile Name: Prof_L2BSA
State: Active
Radius Accounting ID: 1
Session ID: 1
PFE Flow ID: 13
VLAN Id: 50
VLAN Map Id: 20
Inner VLAN Map Id: 1
Inner VLAN Tag Protocol Id: 0x88a8
Agent Circuit ID: circuit 201
Agent Remote ID: remote-id
Aggregation Interface-set Name: FRA-DPU-C-100
Login Time: 2018-05-29 08:43:42 EDT
Accounting interval: 72000
Dynamic configuration: 
  junos-cos-scheduler-map: 100m
  junos-inner-vlan-tag-protocol-id: 0x88a8
  junos-vlan-map-id: 20

Type: PPPoE
IP Address: 192.85.128.1
IP Netmask: 255.255.255.255
Logical System: default
Routing Instance: default
Interface: pp0.3221225474
Interface type: Dynamic
Interface Set: ge-1/0/0
Underlying Interface: demux0.3221225473
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Dynamic Profile Name: pppoe-client-profile-with-cos
MAC Address: 00:10:94:00:00:03
State: Active
Radius Accounting ID: 3
Session ID: 3
PFE Flow ID: 16
Stacked VLAN Id: 50
VLAN Id: 7
Agent Circuit ID: circuit 201
Agent Remote ID: remote-id
Aggregation Interface-set Name: FRA-DPU-C-100
Login Time: 2018-05-29 08:43:45 EDT     
IP Address Pool: pool-1
Accounting interval: 72000
DSL type: G.fast
Frame/cell mode: Frame
Overhead accounting bytes: 10
Actual upstream data rate: 100000 kbps
Actual downstream data rate: 200000 kbps
Calculated downstream data rate: 180000 kbps
Calculated upstream data rate: 90000 kbps
Adjusted upstream data rate: 80000 kbps
Adjusted downstream data rate: 160000 kbps
DSL Line Attributes
  Agent Circuit ID: circuit 201
  Agent Remote ID: remote-id
  Actual upstream data rate: 100000
  Actual downstream data rate: 200000
  DSL type: G.fast
  Access Aggregation Circuit ID: #FRA-DPU-C-100
  Attribute type: 0xAA, Attribute length: 4
    198 51 100 78

show subscribers extensive (Passive Optical Network Circuit Interface Set)

user@host> show subscribers client-type dhcp extensive

Type: DHCP
IP Address: 192.0.2.136
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073741842
Interface type: Dynamic
Interface Set: otl01.xyz101-202
Underlying Interface: demux0.1073741841
Dynamic Profile Name: dhcp-profile
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: user :19
Session ID: 19
VLAN Id: 1100
Agent Remote ID: ABCD01234|100M|AAAA01234|otl01.xyz101-202

Login Time: 2017-03-29 10:30:46 PDT
DHCP Options: len 97
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 02 33 04 00 00
17 70 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
32 2d 31 2d 31 37 05 01 06 0f 21 2c 52 2b 02 29 41 42 43 44
30 31 32 33 34 7c 31 30 30 4d 7c 41 41 41 41 30 31 32 33 34
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7c 6f 74 6c 30 31 2e 78 79 7a 31 30 31 2d 32 30 32
IP Address Pool: POOL-V4

show subscribers extensive (DNS Addresses fromAccess Profile or Global Configuration)

user@host> show subscribers extensive

Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Domain name server inet: 198.51.100.1 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (DNS Addresses fromRADIUS)

user@host> show subscribers extensive

Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
IPv6 Primary DNS Address: 2001:db8:5001::12
IPv6 Secondary DNS Address: 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

979Copyright © 2018, Juniper Networks, Inc.

Chapter 39: Operational Commands



showsubscribersextensive(IPv4DNSAddressesfromRADIUS, IPv6fromAccessProfileorGlobalConfiguration)

user@host> show subscribers extensive

Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (RPF Check Fail Filter)

user@host> show subscribers extensive

...
Type: VLAN
  Logical System: default
  Routing Instance: default
  Interface: ae0.1073741824
  Interface type: Dynamic
  Dynamic Profile Name: vlan-prof
  State: Active
  Session ID: 9
  VLAN Id: 100
  Login Time: 2011-08-26 08:17:00 PDT
  IPv4 rpf-check Fail Filter Name: rpf-allow-dhcp
  IPv6 rpf-check Fail Filter Name: rpf-allow-dhcpv6
...

show subscribers extensive (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers extensive

Type: L2TP
User Name: user@example.com
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
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Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST
IPv4 Input Filter Name: classify-si-5/2/0.1073749824-in
IPv4 Output Filter Name: classify-si-5/2/0.1073749824-out

show subscribers extensive (IPv4 and IPv6 Dual Stack)

user@host> show subscribers extensive

Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2001:db8:2016:1:1::1/64
IPv6 Framed Interface Id: 1:1:2:2
IPv4 Input Filter Name: FILTER-IN-pp0.1073741825-in
IPv4 Output Filter Name: FILTER-OUT-pp0.1073741825-out
IPv6 Input Filter Name: FILTER-IN6-pp0.1073741825-in
IPv6 Output Filter Name: FILTER-OUT6-pp0.1073741825-out

Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
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00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Network Prefix Length: 48

show subscribers extensive (ADF Rules )

user@host> show subscribers extensive

...
   Service Session ID: 12
   Service Session Name: SERVICE-PROFILE
   State: Active
   Family: inet
     ADF IPv4 Input Filter Name: __junos_adf_12-demux0.3221225474-inet-in
                       Rule 0: 010101000b0101020b020200201811
                               from {
                                   source-address 203.0.113.232;
                                   destination-address 198.51.100.0/24;
                                   protocol 17;
                               }
                               then {
                                   accept;
                               }

show subscribers extensive (Effective Shaping-Rate)

user@host> show subscribers extensive

Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741837
Interface type: Dynamic
Interface Set: ifset-1
Underlying Interface: ae1
Dynamic Profile Name: svlan-dhcp-test
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.201
VLAN Id: 0x8100.201
Login Time: 2011-11-30 00:18:04 PST
Effective shaping-rate: 31000000k
...

show subscribers extensive (PPPoE Subscriber Access Line Rates

user@host> show subscribers extensive

Type: PPPoE
 IP Address: 198.51.100.1
 IP Netmask: 255.255.255.255
 Logical System: default
 Routing Instance: default
 Interface: pp0.3221225475               
 Interface type: Dynamic
 Underlying Interface: demux0.3221225474
 Dynamic Profile Name: pppoe-client-profile-with-cos
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 MAC Address: 00:00:5e:00:53:02
 State: Active
 Radius Accounting ID: 4
 Session ID: 4
 PFE Flow ID: 14
 Stacked VLAN Id: 40
 VLAN Id: 1
 Agent Circuit ID: circuit0
 Agent Remote ID: remote0
 Login Time: 2017-04-06 15:52:32 PDT

 User Name: DAVE-L2BSA-SERVICE
 Logical System: default
 Routing Instance: isp-1-subscriber
 Interface: ge-1/2/4.3221225472
 Interface type: Dynamic
 Interface Set: ge-1/2/4
 Underlying Interface: ge-1/2/4
 Core IFL Name: ge-1/3/4.0
 Dynamic Profile Name: L2BSA-88a8-400LL1300VO
 State: Active
Radius Accounting ID: 1
 Session ID: 1
 PFE Flow ID: 14
 VLAN Id: 13
 VLAN Map Id: 102
 Inner VLAN Map Id: 1
 Agent Circuit ID: circuit-aci-3
 Agent Remote ID: remote49-3
 Login Time: 2017-04-05 16:59:29 EDT
 Service Sessions: 4
 IFL Input Filter Name: L2BSA-CP-400LL1300VO-ge-1/2/4.3221225472-in
 IFL Output Filter Name: L2BSA-CP-400LL1300VO-ge-1/2/4.3221225472-out
 Accounting interval: 900
 DSL type: VDSL
 Frame/Cell Mode: Frame
 Overhead accounting bytes: -10
 Actual upstream data rate: 1024 kbps
 Actual downstream data rate: 4096 kbps
 Adjusted downstream data rate: 3686 kbps
 Adjusted upstream data rate: 922 kbps
 Dynamic configuration: 
   junos-vlan-map-id: 102
   Service Session ID: 5
   Service Session Name: SRL-L1
   State: Active
   Family: inet, inet6
   IFL Input Filter Name: L2BSA-FWF-in-10048-ge-1/2/4.3221225472-in
   IFL Output Filter Name: L2BSA-FWF-out-25088-ge-1/2/4.3221225472-out
   Service Activation time: 2017-04-05 16:59:30 EDT
   Dynamic configuration: 
     l2bsa-fwf-in: L2BSA-FWF-in-10048
     l2bsa-fwf-out: L2BSA-FWF-out-25088
     rldown: 25088
     rlup: 10048

show subscribers extensive (Subscriber Session Using PCEF Profile)

user@host> show subscribers extensive
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Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.3221225517
Interface type: Dynamic
Underlying Interface: ge-1/0/3
Dynamic Profile Name: svlan-dhcp
State: Active
Session ID: 59
PFE Flow ID: 71
Stacked VLAN Id: 0x8100.1
VLAN Id: 0x8100.2
Login Time: 2017-03-28 08:23:08 PDT

Type: DHCP
User Name: pcefuser
IP Address: 192.0.2.26
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225518
Interface type: Dynamic
Underlying Interface: demux0.3221225517
Dynamic Profile Name: dhcp-client-prof
MAC Address: 00:00:5e:00:53:01
State: Active
Radius Accounting ID: 60
Session ID: 60
PFE Flow ID: 73
Stacked VLAN Id: 1
VLAN Id: 2
Login Time: 2017-03-28 08:23:08 PDT
Service Sessions: 1
DHCP Options: len 9
35 01 01 37 04 01 03 3a 3b
IP Address Pool: pool-ipv4
IPv4 Input Service Set: tdf-service-set
IPv4 Output Service Set: tdf-service-set
PCEF Profile: pcef-prof-1
PCEF Rule/Rulebase: default
Dynamic configuration:
  junos-input-service-filter: svc-filt-1
  junos-input-service-set: tdf-service-set
  junos-output-service-filter: svc-filt-1
  junos-output-service-set: tdf-service-set
  junos-pcef-profile: pcef-prof-1
  junos-pcef-rule: default

   Service Session ID: 61
   Service Session Name: pcef-serv-prof
   State: Active
   Family: inet
   IPv4 Input Service Set: tdf-service-set
   IPv4 Output Service Set: tdf-service-set
   PCEF Profile: pcef-prof-1
   PCEF Rule/Rulebase: limit-fb
   Service Activation time: 2017-03-28 08:31:19 PDT
   Dynamic configuration:
     pcef-prof: pcef-prof-1
     pcef-rule1: limit-fb
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     svc-filt: svc-filt-1
     svc-set: tdf-service-set

show subscribers aci-interface-set-name detail (Subscriber Sessions Using Specified ACI Interface Set)

user@host> show subscribers aci-interface-set-name aci-1003-ge-1/0/0.4001 detail

Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified ACI Substring)

user@host> show subscribers agent-circuit-identifier aci-ppp-vlan detail

Type: VLAN 
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
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Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:52
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers id accounting-statistics

user@host> show subscribers id 601 accounting-statistics

Session ID: 601
Accounting Statistics:
Input bytes : 199994
Output bytes : 121034
Input packets: 5263
Output packets: 5263
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0 

show subscribers interface accounting-statistics

user@host> show subscribers interface pp0.3221226949 accounting-statistics

Session ID: 501
Accounting Statistics:
Input bytes : 199994
Output bytes : 121034
Input packets: 5263
Output packets: 5263
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0

Session ID: 502
Accounting Statistics:
Input bytes : 87654
Output bytes : 72108
Input packets: 3322
Output packets: 3322
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0
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Session ID: 503
Accounting Statistics:
Input bytes : 156528
Output bytes : 123865
Input packets: 7448
Output packets: 7448
IPv6:
Input bytes : 0
Output bytes : 0
Input packets: 0
Output packets: 0 

show subscribers interface extensive

user@host> show subscribers interface demux0.1073741826 extensive

Type: VLAN
User Name: user@test.example.com
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Dynamic
Dynamic Profile Name: profile-vdemux-relay-23qos
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 12
Session ID: 12
Stacked VLAN Id: 0x8100.1500
VLAN Id: 0x8100.2902
Login Time: 2011-10-20 16:21:59 EST

Type: DHCP
User Name: user@test.example.com
IP Address: 192.0.2.0
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Static
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 21
Session ID: 21
Login Time: 2011-10-20 16:24:33 EST
Service Sessions: 2

Service Session ID: 25
Service Session Name: SUB-QOS
State: Active

Service Session ID: 26
Service Session Name: service-cb-content
State: Active
IPv4 Input Filter Name: content-cb-in-demux0.1073741826-in
IPv4 Output Filter Name: content-cb-out-demux0.1073741826-out
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show subscribers logical-system terse

user@host> show subscribers logical-system test1 terse

Interface           IP Address/VLAN ID   User Name         LS:RI
demux0.1073741825     203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.4         RETAILER2-CLIENT  test1:retailer2

show subscribers physical-interface count

user@host> show subscribers physical-interface ge-1/0/0 count

Total subscribers: 3998, Active Subscribers: 3998

show subscribers routing-instance inst1 count

user@host> show subscribers routing-instance inst1 count

Total Subscribers: 188, Active Subscribers: 183

show subscribers stacked-vlan-id detail

user@host> show subscribers stacked-vlan-id 101 detail

Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id detail (Combined Output)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 detail

Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a Specific Interface)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 interface ge-1/2/0.* detail

Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT
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show subscribers user-name detail

user@host> show subscribers user-name larry1 detail

Type: DHCP
User Name: larry1
IP Address: 203.0.113.37
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.1
Interface type: Static
Dynamic Profile Name: foo
MAC Address: 00:00:5e:00:53:01
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-11-07 08:25:59 PST
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 01 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
37 2d 30 2d 30 37 05 01 06 0f 21 2c

show subscribers vlan-id

user@host> show subscribers vlan-id 100

Interface           IP Address                              User Name
ge-1/0/0.1073741824
ge-1/2/0.1073741825

show subscribers vlan-id detail

user@host> show subscribers vlan-id 100 detail

Type: VLAN
Interface: ge-1/0/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

Type: VLAN
Interface: ge-1/2/0.1073741825
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

show subscribers vpi vci extensive (PPPoE-over-ATMSubscriber Session)

user@host> show subscribers vpi 40 vci 50 extensive

Type: PPPoE
User Name: testuser
IP Address: 203.0.113.2
IP Netmask: 255.255.0.0
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Logical System: default
Routing Instance: default
Interface: pp0.0
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
ATM VPI: 40
ATM VCI: 50
Login Time: 2012-12-03 07:49:26 PST
IP Address Pool: pool_1
IPv6 Framed Interface Id: 200:65ff:fe23:102

show subscribers address detail (Enhanced Subscriber Management)

user@host> show subscribers address 203.0.113.111 detail

Type: DHCP
User Name: simple_filters_service
IP Address: 203.0.113.111
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225482    
Interface type: Dynamic
Underlying Interface: demux0.3221225472
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:0f
State: Active
Radius Accounting ID: 11
Session ID: 11
PFE Flow ID: 15
Stacked VLAN Id: 210
VLAN Id: 209
Login Time: 2014-03-24 12:53:48 PDT
Service Sessions: 1
DHCP Options: len 3
35 01 01
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show subscribers summary

Syntax show subscribers summary
<all>
<detail | extensive | terse>
<count>
<physical-interface physical-interface-name>
<logical-system logical-system pic | port | routing-instance routing-instance | slot>

Release Information Command introduced in Junos OS Release 10.2.

Description Display summary information for subscribers.

Options none—Display summary information by state and client type for all subscribers.

all—(Optional) Display summary information by state, client type, and LS:RI.

detail | extensive | terse—(Not supported on MX Series routers) (Optional) Display the
specified level of output.

count—(Not supported on MX Series routers) (Optional) Display the count of total
subscribers and active subscribers for any specified option.

logical-system logical-system—(Optional) Display subscribers whose logical system
matches the specified logical system.

physical-interface physical-interface-name—(M120, M320, andMXSeries routers only)
(Optional) Display a count of subscribers whose physical interface matches the

specified physical interface, by subscriber state, client type, and LS:RI.

pic—(M120,M320, andMXSeries routers only) (Optional) Display a count of subscribers
by PIC number and the total number of subscribers.

port—(M120,M320, andMXSeries routersonly) (Optional)Displayacountof subscribers
by port number and the total number of subscribers.

routing-instance routing-instance—(Optional)Displaysubscriberswhose routing instance
matches the specified routing instance.

slot—(M120,M320,andMXSeries routersonly) (Optional)Displayacountof subscribers
by FPC slot number and the total number of subscribers.

NOTE: Due todisplay limitations, logical systemand routing instanceoutput
values are truncated when necessary.

Required Privilege
Level

view
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Related
Documentation

show subscribers on page 957•

List of Sample Output show subscribers summary on page 993
show subscribers summary all on page 994
show subscribers summary physical-interface on page 994
show subscribers summary physical-interface pic on page 995
show subscribers summary physical-interface port on page 995
show subscribers summary physical-interface slot on page 995
show subscribers summary pic on page 995
show subscribers summary pic (Aggregated Ethernet Interfaces) on page 996
show subscribers summary port on page 996
show subscribers summary port (Pseudowire Interfaces) on page 996
show subscribers summary port extensive on page 996
show subscribers summary slot on page 997
show subscribers summary terse on page 997

Output Fields Table 35onpage992 lists the output fields for the showsubscribers summary command.

Output fields are listed in the approximate order in which they appear.

Table 35: show subscribers summary Output Fields

Level of OutputField DescriptionField Name

detail noneNumber of subscribers summarized by state. The summary information
includes the following:

• Init—Number of subscriber currently in the initialization state.

• Configured—Number of configured subscribers.

• Active—Number of active subscribers.

• Terminating—Number of subscribers currently terminating.

• Terminated—Number of terminated subscribers.

• Total—Total number of subscribers for all states.

Subscribers by State

detail extensive noneNumber of subscribers summarized by client type. Client types can include
DHCP, GRE, L2TP, PPP, PPPOE, STATIC-INTERFACE, VLAN, and
VLAN-OOB. Also displays the total number of subscribers for all client
types (Total).

Subscribers by Client
Type

detail noneNumber of subscribers summarized by logical system:routing instance
(LS:RI) combination. Also displays the total number of subscribers for all
LS:RI combinations (Total).

Subscribers by LS:RI

extensiveNumber of subscribers summarized by connection type, Cross-connected
or Terminated.

Subscribers by
Connection Type
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Table 35: show subscribers summary Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsInterface associated with the subscriber. The router or switch displays
subscriberswhose interfacematchesorbeginswith thespecified interface.

The*character indicatesacontinuationof addresses for the samesession.

For aggregated Ethernet interfaces, the output of the summary (pic | port |
slot) options prefixes the interface namewith ae0:.

For pseudowire IFDs, this field displays both the pseudowire and the
associated logical tunnel (LT) and redundant logical tunnel (RLT) anchor
interface. For example:

ps0: lt-2/1/0
ps1: rlt0: lt-4/0/0

Interface

detail extensive noneCountof subscribersdisplayed for eachPIC, port, or slotwhen thoseoptions
are specified with the summary option. For an aggregated Ethernet
configuration, the total subscriber count does not equal the sum of the
individual PIC, port, or slot counts, because each subscriber can be inmore
than one aggregated Ethernet link.

Multiplepseudowire interfacescanshareagiven logical tunnelor redundant
logical tunnel anchor interface. Starting in Junos OS Release 18.1R1, the
field displays subscribers per individual pseudowire interface.

In earlier releases, the field displays the same number of subscribers for all
pseudowire interfaces that share the same tunnel interface as their anchor
point.

Count

detail extensive noneTotal number of subscribers for all physical interfaces, all PICs, all ports,
or all LS:RI slots.

Total Subscribers

terseSubscriber IPaddressorVLAN IDassociatedwith thesubscriber in the form
tpid.vlan-id

IP Address/VLAN ID

terseName of subscriber.User Name

terseLogical system and routing instance associated with the subscriber.LS:RI

Sample Output

show subscribers summary

user@host> show subscribers summary

Subscribers by State
 Init      3
 Configured    2
 Active   183
 Terminating    2
 Terminated    1
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 TOTAL        191

Subscribers by Client Type
 DHCP     107
 PPP       76
 VLAN         8
 VLAN-OOB       2
 TOTAL        193

show subscribers summary all

user@host> show subscribers summary all

Subscribers by State
 Init         3
 Configured       2
 Active      183
 Terminating       2
 Terminated       1

 TOTAL          191

Subscribers by Client Type
 DHCP      107
 PPP          76
 VLAN          8

 TOTAL         191

Subscribers by LS:RI
 default:default   1
 default:ri1     28
 default:ri2     16
 ls1:default    22
 ls1:riA     38
 ls1:riB     44
 logsysX:routinstY  42

 TOTAL     191

show subscribers summary physical-interface

user@host> show subscribers summary physical-interface ge-1/0/0

Subscribers by State
   Active: 3998
   Total: 3998

Subscribers by Client Type
   DHCP: 3998
   Total: 3998

Subscribers by LS:RI
   default:default: 3998
   Total: 3998
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show subscribers summary physical-interface pic

user@host> show subscribers summary physical-interface ge-0/2/0 pic

Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary physical-interface port

user@host> show subscribers summary physical-interface ge-0/3/0 port

Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary physical-interface slot

user@host> show subscribers summary physical-interface ge-2/0/0 slot

Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary pic

user@host> show subscribers summary pic

Interface           Count
ge-1/0              1000
ge-1/3              1000

Total Subscribers: 2000
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show subscribers summary pic (Aggregated Ethernet Interfaces)

user@host> show subscribers summary pic

Interface           Count
ae0: ge-1/0         801
ae0: ge-1/3         801

Total Subscribers: 801

show subscribers summary port

user@host> show subscribers summary port

Interface           Count
ge-5/0/1              201
ge-5/0/2              301

Total Subscribers: 502

show subscribers summary port (Pseudowire Interfaces)

user@host> show subscribers summary port

ps0: lt-2/1/0 10
ps1: lt-2/1/0 20

Total Subscribers: 30

show subscribers summary port extensive

user@host>show subscribers summary port extensive

Interface: ge-5/0/1
Count: 201
Detail:
Subscribers by Client Type
   DHCP: 100
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 200
   Cross-connected: 1

Interface: ge-5/0/2
Count: 301
Detail:
Subscribers by Client Type
   DHCP: 200
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 300
   Cross-connected: 1

Total Subscribers: 502
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show subscribers summary slot

user@host> show subscribers summary slot

Interface           Count
ge-1                2000

Total Subscribers: 2000

show subscribers summary terse

user@host> show subscribers summary terse

Interface           IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824   100                                    default:default
demux0.1073741824     203.0.113.10         WHOLESALER-CLIENT default:default
demux0.1073741825     203.0.113.13         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.213        RETAILER2-CLIENT  test1:retailer2
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