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Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at https://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.
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Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
1

interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]

user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:
[edit system scripts]

user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxi defines notice icons used in this guide.

Table I: Notice Icons

Icon Meaning Description

@ Informational note Indicates important features or instructions.
f Caution Indicates a situation that might result in loss of data or hardware damage.
f Warning Alerts you to the risk of personal injury or death.
2 Laser warning Alerts you to the risk of personal injury from a laser.

@ Tip Indicates helpful information.

Best practice Alerts you to a recommended use or implementation.

Table 2 on page xxii defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« l|dentifies guide names. actions.
. Identifies RFC and Internet draft titles. * JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string] | string?2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indentionand braces ({}) Identifies a level in the configuration [edit]
hierarchy. routing-options {
static {
; (semicolon) Identifies a leaf statement at a route default {
configuration hierarchy level. next.hop address;
retain;
1
1
1
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples

GUI Conventions

Bold text like this Represents graphical user interface (GUI)  « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You
can use either of the following methods:

. Online feedback system—Click TechLibrary Feedback, on the lower right of any page
on the Juniper Networks TechLibrary site, and do one of the following:

TechLibrary Feedback %

Is this page helpful?

- Click the thumbs-up icon if the information on the page was helpful to you.

- Click the thumbs-down icon if the information on the page was not helpful to you
or if you have suggestions for improvement, and use the pop-up form to provide
feedback.

« E-mail—Send your comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

. JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

- Product warranties—For product warranty information, visit
https://www.juniper.net/support/warranty/.
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« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: https://www.juniper.net/customers/support/

« Search for known bugs: https:/prsearch.juniper.net/

« Find product documentation: https:/www.juniper.net/documentation/

« Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

. Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

« Create a service request online: https:/myjuniper.juniper.net

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.

« Visit https://myjuniper.juniper.net.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.

XXiv
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CHAPTERI1

Overview

« Understanding Application Security on page 25

Understanding Application Security

Web-based applications are changing the dynamics of security. Previously, specific
applications were associated with specific protocols and ports, making policy enforcement
at the host level relatively straightforward. Web applications that can be accessed from
anywhere create challenge for network administrators to effectively manage traffic flows
and access to data while delivering the security and network services.

An individual can connect to the network using multiple devices simultaneously, making
itimpractical to identify a user, an application, or a device by a group of statically allocated
|IP addresses and port numbers.

Applications such as instant messaging, peer-to-peer file sharing, Webmail, social
networking, and IP voice/video collaboration evade security mechanisms by changing
communications ports and protocols, or by tunneling within other commonly used services
(for example, HTTP or HTTPS). Organizations need control over the applications and
traffic on their networks to protect their assets against attacks and manage bandwidth.

Juniper Networks’ AppSecure is a suite of application-aware security services for the
Juniper Networks’ SRX Series Services Gateways to delivers security services to provide
visibility and control over the types of applications traversing in the networks. AppSecure
uses a sophisticated classification engine to accurately identify applications regardless
of port or protocol, including nested applications that reside within trusted network
services.

« Application identification (AppID)- Recognizes traffic at different network layers using
characteristics other than port number. Once the applicationis determined, AppSecure
service modules can be configured to monitor and control traffic for tracking,
prioritization, access control, detection, and prevention based on the application ID of
the traffic.

. Application Tracking (AppTrack)—Tracks and reports applications passing through
the device.

- Application Firewall (AppFW)—Implements an application firewall using
application-based rules.
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Application Quality of Service (AppQoS)—Provides quality-of-service prioritization
based on application awareness.

Advanced policy-based routing (APBR)— Classifies session based on applications and
applies the configured rules to reroute the traffic.

SSL Proxy—Provides visibility of encrypted traffic to allow deep packet inspection
(DPI).

AppSecure works with additional content security through integrated unified threat
management (UTM), intrusion prevention systems (IPS), and Juniper Networks Sky
Advanced Threat Prevention (Sky ATP) on the SRX Series for deeper protection against
malware, spam, phishing, and application exploits.

Benefits of Application Security

Related
Documentation

Helps you identify application traffic traversing your network regardless of port, protocol,
and encryption, thereby providing greater visibility to control network traffic.

Enables you to control network traffic by setting and enforcing security policies based
on accurate application information.

Provides context and clarity to strengthen network protection.

Provides protection against common evasion technigues.

Understanding Application Identification Techniques on page 27Understanding
Application Identification Techniques on page 27

26
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Application Identification

Application Identification on page 27

Predefined Application Signatures for Application Identification on page 38

Custom Application Signatures for Application Identification on page 63

Predefined and Custom Application Groups for Application Identification on page 72

Application Identification Support for Unified Policies on page 78

Application Identification

Application Identification enables you to see the applications on your network and learn
how they work, their behavioral characteristics, and their relative risk. Using several
different identification mechanisms, App ID detects the applications on your network
regardless of the port, protocol, and encryption (TLS/SSL or SSH) or other evasive tactics
used. For more information, see the following topics:

Understanding Application Identification Techniques on page 27

Understanding the Junos OS Application Identification Database on page 30
Disabling and Reenabling Junos OS Application Identification on page 31
Understanding the Application System Cache on page 31

Enabling or Disabling Application System Cache for Application Services on page 32
Verifying Application System Cache Statistics on page 34

Onbox Application Identification Statistics on page 35

Understanding Jumbo Frames Support for Junos OS Application Identification
Services on page 36

Improving the Application Traffic Throughput on page 36

Understanding Application Identification Techniques

Historically, firewalls have used the IP address and port numbers as a way of enforcing
policies. That strategy is based on the assumption that users connect to the network
from fixed locations and access particular resources using specific port numbers.

Today, wireless networking and mobile devices require a different strategy. The way in
which devices connect to the network changes rapidly. An individual can connect to the
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network using multiple devices simultaneously. It is no longer practical to identify a user,
application, or device by a group of statically allocated IP addresses and port numbers.

This topic includes the following section:

« Junos OS Next-Generation Application Identification on page 28
. Benefits of Application Identification on page 28
» Application Signature Mapping on page 29

« Application Identification Match Sequence on page 29

Junos OS Next-Generation Application Identification

Next-generation application identification builds on the legacy application identification
functionality and provides more effective detection capabilities for evasive applications
such as Skype, BitTorrent, and Tor.

Junos OS application identification recognizes Web-based and other applications and
protocols at different network layers using characteristics other than port number.
Applications are identified by using a protocol bundle containing application signatures
and parsing information. The identification is based on protocol parsing and decoding
and session management.

The detection mechanism has its own data feed and constructs to identify applications.
The following features are supported in application identification:

« Support for protocols and applications, including video streaming, peer-to-peer
communication, social networking, and messaging

« |dentification of services within applications

« Ability to distinguish actions launched within an application (such as login, browse,
chat, and file transfer)

« Support for all versions of protocols and application decoders and dynamic updates
of decoders

« Support for encrypted and compressed traffic and most complex tunneling protocols

« Ability to identify all protocols from Layer 3 to Layer 7 and above Layer 7

Benefits of Application Identification

« Provides granular control over applications, including video streaming, peer-to-peer
communication, social networking, and messaging. It also identifies services, port
usage, underlying technology, and behavioral characteristics within applications. This
visibility enables you to block evasive applications inline at the SRX Series firewall.

. |dentifies applications and allows, blocks, or limits applications— regardless of port or
protocol, including applications known for using evasive technigques to avoid
identification. This identification helps organizations control the types of traffic allowed
to enter and exit the network.

28
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Application Signature Mapping

Application signature mapping is a precise method of identifying the application that
issued traffic on the network. Signature mapping operates at Layer 7 and inspects the
actual content of the payload.

Applications are identified by using a downloadable protocol bundle. Application
signatures and parsing information of the first few packets are compared to the content
of the database. If the payload contains the same information as an entry in the database,
the application of the traffic is identified as the application mapped to that database
entry.

Juniper Networks provides a predefined application identification database that contains
entries for a comprehensive set of known applications, such as FTP and DNS, and
applications that operate over the HTTP protocol, such as Facebook, Kazaa, and many
instant messaging programs. A signature subscription allows you to download the
database from Juniper Networks and regularly update the content as new predefined
signatures are added.

Application Identification Match Sequence

Figure 1 on page 29 shows the sequence in which mapping techniques are applied and
how the application is determined.

Figure 1: Mapping Sequence
J First Packet

Check application Match

> system cache Application

No

Process packet

N B

Yes o Application ID
Application Done

Application
Classified?

<

Yes

More
packets?

Unknown
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See Also

In application identification, every packet in the flow passes through the application
identification engine for processing until the applicationis identified. Application bindings
are saved in the application system cache (ASC) to expedite future identification process.

Application signatures identify an application based on protocol grammar analysis in the
first few packets of a session. If the application identification engine has not yet identified
the application, it passes the packets and waits for more data.

The application identification module matches applications for both client-to-server
and server-to-client sessions.

Once the application is determined, AppSecure service modules can be configured to
monitor and control traffic for tracking, prioritization, access control, detection, and
prevention based on the application ID of the traffic.

« Application Tracking (AppTrack)— Tracks and reports applications passing through
the device.

« Intrusion Detection and Prevention (IDP)— Applies appropriate attack objects to
applications running on nonstandard ports. Application identification improves IDP
performance by narrowing the scope of attack signatures for applications without
decoders.

- Application Firewall (AppFW)— Implements an application firewall using
application-based rules.

« Application Quality of Service (AppQoS)— Provides quality-of-service prioritization
based on application awareness.

« Advanced policy-based routing (APBR)— Classifies session based on applications and
applies the configured rules to reroute the traffic.

« Application Quality of Experience (AppQoE)— Monitors the performance of applications,
and based on the score, selects the best possible link for that application traffic.

« Understanding Application Tracking on page 104
« Application Firewall Overview on page 85

. Understanding Application Quality of Service (AppQoS) on page 118

Understanding the Junos OS Application Identification Database

A predefined signature database is available on the Juniper Networks Security Engineering
website. This database includes a library of application signatures.

The predefined signature package provides identification criteria for known application
signatures and is updated periodically.

Whenever new applications are added, the protocol bundle is updated and generated
for all relevant platforms. It is packaged together with other application signature files.
This package will be available for download through the security download website.

30
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See Also

A subscription service allows you to regularly download the latest signatures for
up-to-date coverage without having to create entries for your own use.

Application identification is enabled by default and is automatically turned on when you
configure Intrusion Detection and Prevention (IDP), AppFW, AppQoS, or AppTrack.

@ NOTE: Updates to the Junos OS predefined application signature package
are authorized by a separately licensed subscription service. You must install
the application identification application signature update license key on
your device todownload and install the signature database updates provided
by Juniper Networks. When your license key expires, you can continue to use
the locally stored application signature package contents but you cannot
update the package.

. Understanding the Junos OS Application Package Installation on page 39

« Understanding IDP Application Identification

Disabling and Reenabling Junos OS Application Identification

See Also

Application identification is enabled by default. You can disable application identification
with the CLI.

To disable application identification:
user@host# set services application-identification no-application-identification

If you want to reenable application identification, delete the configuration statement
that specifies disabling of application identification:

user@host# delete services application-identification no-application-identification

If you are finished configuring the device, commit the configuration.

To verify the configuration, enter the show services application-identification command.

. Understanding Application Identification Techniques on page 27

« Understanding the Junos OS Application Identification Database on page 30

Understanding the Application System Cache

Application system cache (ASC) saves the mapping between an application type and
the corresponding destination IP address, destination port, protocol type, and service.
Once an application is identified, its information is saved in the ASC so that only a
matching entry is required to identify an application running on a particular system,
thereby expediting the identification process.
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By default, the ASC saves the mapping information for 3600 seconds. However, you can
configure the cache timeout value by using the CLI.

You can use the [edit services application-identification application-system-cache-timeout]
command to change the timeout value for the application system cache entries. The
timeout value can be configured from O through 1,000,000 seconds. The ASC session
might expire after 1000,000 seconds.

ASC entries expire after the configured ASC timeout. ASC entries are not refreshed even
when there are cache hits (matching entry in ASC found) during the timeout period.

®
®

NOTE: When you configure a new custom application signature or modify
an existing custom signature, all the existing application system cache entries
for predefined and custom applications will be cleared.

NOTE: When you delete or disable a custom application signature, and the
configuration commit fails, the application system cache (ASC) entry is not
cleared completely; instead, a base application in the path of custom
application will be reported in ASC.

See Also . Enabling or Disabling Application Groups in Junos OS Application Identification on

page 77

Enabling or Disabling Application System Cache for Application Services

Startingin Junos OS Release 18.2R1, the default behavior of the ASC is changed as follows:

« Security services including security policies, application firewall (AppFW), application
tracking (AppTrack), application quality of service (AppQoS), Juniper Sky ATP, IDP,
and UTM do not use the ASC by default.

« Miscellaneous services including advanced policy-based routing (APBR) use the ASC
for application identification by default.

®

NOTE: The change in the default behavior of the ASC affects the legacy
AppFW functionality. With the ASC disabled by default for the security
services starting in Junos OS Release 18.2 onward, AppFW will not use the
entries present in the ASC.

You can revert to the ASC behavior as in Junos OS releases before Release
18.2 by using the set services application-identification application-system-cache
security-services command.

32
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A CAUTION: The SRX Series device might become susceptible to application
evasion techniques if the ASC is enabled for security services. We recommend
that you enable the ASC only when the performance of the device inits default
configuration (disabled for security services) is not sufficient for your specific

use case.

Use the following commands to enable or disable the ASC:
. Enable the ASC for security services:

user@host# set services application-identification application-system-cache
security-services

. Disable the ASC for miscellaneous services:

user@host# set services application-identification application-system-cache
no-miscellaneous-services

. Disable the enabled ASC for security services:

user@host# delete services application-identification application-system-cache
security-services

. Enable the disabled ASC for miscellaneous services:

user@host# delete services application-identification application-system-cache
no-miscellaneous-services

You can use the show services application-identification application-system-cache
command to verify the status of the ASC.

The following sample output provides the status of the ASC:

user@host>show services application-identification application-system-cache

Application System Cache Configurations:
application-cache: on
Cache lookup for security-services: off
Cache lookup for miscellaneous-services: on
cache-entry-timeout: 3600 seconds

In releases before Junos OS Release 18.2R1, application caching is enabled by default.
You can manually disable it by using the CLI.

user@host# set services application-identification no-application-system-cache

See Also . Understanding Application Identification Techniques on page 27

. Verifying Application System Cache Statistics on page 34

« Understanding the Junos OS Application Identification Database on page 30
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Verifying Application System Cache Statistics

Purpose \Verify the application system cache (ASC) statistics.

@ NOTE: The application system cache will display the cache for application
identification applications.

Action From CLI operation mode, enter the show services application-identification
application-system-cache command.

Sample Output

user@host> show services application-identification application-system-cache

application-cache: on
nested-application-cache: on
cache-unknown-result: on
cache-entry-timeout: 3600 seconds

Meaning The output shows a summary of the ASC statistics information. Verify the following
information:

. |P address—Displays the destination address.
. Port—Displays the destination port on the server.
. Protocol—Displays the protocol type on the destination port.

. Application—Displays the name of the application identified on the destination port.

@ NOTE: OnforSRX300,SRX320,SRX340,SRX345,SRX550M,and SRX1500
devices, when there are a large number of ASC entries (10,000 or more), and
the entries are to be listed in the output for the command show services
application-identification application-system-cache, a CLI session timeout
occurs.

See Also . Understanding Application Identification Techniques on page 27

. Enabling or Disabling Application System Cache for Application Services on page 32

34 Copyright © 2018, Juniper Networks, Inc.



Chapter 2: Application Identification

Onbox Application Identification Statistics

Application Identification services provide statistical information per session. These
statistics provide customers with an application usage profile. The Onbox Application
|dentification Statistics feature adds application-level statistics to the AppSecure suite.
Application statistics allow an administrator to access cumulative statistics as well as
statistics accumulated over user-defined intervals.

With this feature, the administrator can clear the statistics and configure the interval
values while maintaining bytes and session count statistics. Because the statistics count
occurs at session close event time, the byte and session counts are not updated until the
session closes. SRX Series devices support a history of eight intervals that an administrator
can use to display application session and byte counts.

If application grouping is supported in your configuration of Junos OS, then the Onbox
Application Identification Statistic feature supports onbox per-group matching statistics.
The statistics are maintained for predefined groups only.

Reinstalling an application signature package will not clear the application statistics. If
the application is disabled, there will not be any traffic for that application, but the
application is still maintained in the statistics. It does not matter if you are reinstalling a
predefined application, because applications are tracked according to application type.
For predefined group statistics, reinstalling a security package will not clear the statistics.
However, any changes to group memberships are updated. For example, junos:web might
have 50 applications in the current release and 60 applications following an upgrade.
Applications that are deleted and application groups that are renamed are handled in
the same way as applications that are added.

The Application Identification module maintains a 64-bit session counters for each
application on each Services Processing Unit (SPU). The counter increments when a
sessionisidentified as a particular application. Another set of 64-bit counters aggregates
the total bytes per application on the SPU. Counters for unspecified applications are also
maintained. Statistics from multiple SPUs for both sessions and bytes are aggregated
on the Routing Engine and presented to the users.

Individual SPUs have interval timers to roll over statistics per interval time. To configure
the interval for statistics collection, use the set services application-identification statistics
interval time command. Whenever the Routing Engine queries for the required interval,
the corresponding statistics are fetched from each SPU, aggregated in the Routing Engine
and presented to the user.

Use the clear services application-identification statistics to clear all application statistics
such as cumulative, interval, applications, and application groups.

Use the clear services application-identification counter command to reset the counters
manually. Counters reset automatically when a device is upgraded or rebooted, when
flowd restarts, or when there is a change in the interval timer.

Use the set services application-identification application-system-cache-timeout value
to specify the timeout value in seconds for the application system cache entries.
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See Also

Starting from Junos OS Release 15.1X49-D120, on all SRX Series devices, the default time
interval for application identification statistics collection time is changed from 1 minute
t0 1440 minutes.

Configuring IMAP Cache Size

Internet Message Access Protocol (IMAP) is an Internet standard protocol used by e-mail
clients for e-mail storage and retrieval services. IMAP cache is used for protocol parsing
and context generation. It stores parsing related information of an email.

Starting from Junos OS Release 15.1X49-D120, you can configure to limit the maximum
number of entries in the IMAP cache and specify the timeout value for the entries in the
cache.

You can use the following commands to modify the settings for IMAP cache:
set services application-identification imap-cache imap-cache-size size
set services application-identification imap-cache imap-cache-timeout time in seconds

Example:

[edit]
user@host# set services application-identification imap-cache imap-cache-size 50000

In this example, the IMAP cache size is configured to store 50,000 entries.

[edit]
user@host# set services application-identification imap-cache-timeout 600

In this example, time out period is configured to 600 seconds during which a cache entry
remains in IMAP cache.

. Understanding Application Identification Techniques on page 27

Understanding Jumbo Frames Support for Junos OS Application Identification Services

See Also

Application identification support the larger jumbo frame size of 9192 bytes. Although
jumbo frames are enabled by default, you can adjust the maximum transmission unit
(MTU) size by using the [set interfaces] command. CPU overhead can be reduced while
processing jumbo frames.

« Understanding Jumbo Frames Support for Ethernet Interfaces

Improving the Application Traffic Throughput

The application traffic throughput can be improved by setting the deep packet inspection
(DPI) in performance mode with default packet inspection limit as two packets, including
both client-to-server and server-to-client directions. By default, performance mode is
disabled on SRX Series devices.
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To improve the application traffic throughput:

1. Enable the DPI performance mode.

[edit]
user@host# set services application-identification enable-performance-mode

2. (Optional) You can set the maximum packet threshold for DPI performance mode,
including both client-to-server and server-to-client directions.

You can set the packet inspection limit from 1 through 100.

[edit]
user@host# set services application-identification enable-performance-mode
max-packet-threshold value

3. Commit the configuration.

[edit]
user@host# commit

Use the show services application-identification status command to display detailed
information about application identification status.

show services application-identification status (DPI Performance Mode Enabled)
user@host> show services application-identification status

pic: 2/1

Application ldentification

Status Enabled

Sessions under app detection 0

Engine Version 4.18.2-24.006 (build date Jul 30 2014)
Max TCP session packet memory 30000

Force packet plugin Disabled

Force stream plugin Disabled

DP1 Performance mode: Enabled

Statistics collection interval 1 (in minutes)

Application System Cache

Status Enabled

Negative cache status Disabled

Max Number of entries in cache 262144

Cache timeout 3600 (in seconds)

Protocol Bundle

Download Server https://signatures. juniper._net/cgi-bin/index.cgi
AutoUpdate Disabled

Slot 1:

Application package version 2399

Status Active

Version 1.40.0-26.006 (build date May 1 2014)
Sessions 0

Slot 2
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See Also

Release History Table

Related
Documentation

Application package version 0
Status Free
Version

Sessions 0

The DPI Performance mode field displays whether the DPI performance mode is enabled
or not. This field is displayed in the CLI command output only if the performance mode
is enabled.

If you want to set DPI to default accuracy mode and disable the performance mode,
delete the configuration statement that specifies enabling of the performance mode:

To disable the performance mode:
1. Delete the performance mode.

[edit]

user@host# delete services application-identification enable-performance-mode
2. Commit the configuration.

[edit]
user@host# commit

. enable-performance-mode on page 335

Release Description

15.1X49-D120 Starting from Junos OS Release 15.1X49-D120, you can configure to limit
the maximum number of entries in the IMAP cache and specify the
timeout value for the entries in the cache.

. Understanding Application Security on page 25
. Predefined Application Signatures for Application Identification on page 38
. Custom Application Signatures for Application Identification on page 63

« Predefined and Custom Application Groups for Application |dentification on page 72

Predefined Application Signatures for Application Identification

Predefined application signature package is a dynamically loadable module that provides
application classification functionality and associated protocol attributes. It is hosted
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on an external server and can be downloaded as a package and installed on the device.
For more information, see the following topics:

« Understanding the Junos OS Application Package Installation on page 39
- Installing and Verifying Licenses for an Application Signature Package on page 42

« Downloading and Installing the Junos OS Application Signature Package
Manually on page 44

« Downloading and Installing the Junos OS Application Signature Package As Part of
the IDP Security Package on page 47

« Downloading Junos OS Application Signature Package from A Proxy Server on page 50
. Example: Scheduling the Application Signature Package Updates on page 53

« Scheduling the Application Signature Package Updates As Part of the IDP Security
Package on page 55

« Example: Downloading and Installing the Application Identification Package in Chassis
Cluster Mode on page 58

« Verifying the Junos OS Application Identification Extracted Application
Package on page 61

« Uninstalling the Junos OS Application Identification Application Package on page 62

Understanding the Junos OS Application Package Installation

Juniper Networks regularly updates the predefined application signature package
database and makes it available to subscribers on the Juniper Networks website. This
package includes signature definitions of known application objects that can be used to
identify applications for tracking, firewall policies, quality-of-service prioritization, and
Intrusion Detection and Prevention (IDP). The database contains application objects
such as FTP, DNS, Facebook, Kazaa, and many instant messenger programs.

You need to download and install the application signature package before configuring
application services. The application signature package is included in the IDP installation
directly and does not need to be downloaded separately.

. |f you have IDP enabled and plan to use application identification, you can continue to
run the IDP signature database download. To download the IDP signature database,
run the following command: request security idp security-package download. The
application package download can be performed manually or automatically. See
“Downloading and Installing the Junos OS Application Signature Package As Part of
the IDP Security Package” on page 47.

@ NOTE: If you have an IDP-enabled device and plan to use application
identification, we recommend that you download only the IDP signature
database. This will avoid having two versions of the application database,
which could become out of sync.

. |f you do not have IDP enabled and plan to use application identification, you can run
the following commands: request services application-identification download and
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request services application-identification install. These commands will download the
application signature database and install it on the device.

You can perform the download manually or automatically. When you download the
extracted package manually, you can change the download URL.

After downloading and installing the application signature package, use CLI commands
todownload and install database updates, and view summary and detailed application
information.

See “Downloading and Installing the Junos OS Application Signature Package Manually”
on page 44 or “Example: Scheduling the Application Signature Package Updates” on

page 53.

®

®

NOTE: The Junos OS application signature package update is a separately
licensed subscription service. You must install the application signature
package update license key on your device to download and install the
signature database updates provided by Juniper Networks. If your license
key expires, you can continue to use the locally stored application signature
package content but you cannot update the data.

NOTE: Starting fromJunos OS Release 15.1X49-D50 and Junos OS Release
17.3, when you upgrade or downgrade an application signature package,
an error message is displayed if there is any mismatch of application IDs
(unique ID number of an application signature) between proto bundles
and these applications are configured in AppFW and AppQoS rules.

Example:

Please resolve following references and try it again
[edit class-of-service application-traffic-control rule-sets RS8 rule
1 match application junos:CCPROXY]

As a workaround, disable the AppFW and AppQoS rules before upgrading
ordowngrading an application signature package. You canreenable AppFW
and AppQoS rules once the upgrade or downgrade procedure is complete.

NOTE: On all SRX Series devices, J-Web pages for AppSecure Services are
preliminary. We recommend using the CLI for configuration of AppSecure
features.
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@ NOTE: This feature requires a license. To understand more about Junos OS
application signature package, see, Installing and Verifying Licenses for an
Application Signature Package. Please refer to the Juniper Licensing Guide for
general information about License Management. Please refer to the product
Data Sheets at SRX Series Services Gateways for details, or contact your Juniper
Account Team or Juniper Partner.

Upgrading to Next-Generation Application Identification

Starting from Junos OS Release 12.1X47-D10, next-generation application identification
is supported. You must install Junos OS Release 12.1X47-D10 to migrate from existing, or
legacy, application identification to next-generation application identification.

SRX Series devices installed with Junos OS builds with legacy application identification
include legacy application identification security packages. When you upgrade these
devices with Junos OS Release 12.1X47-D10, the next-generation application identification
security package is installed along with the default protocol bundle. The device is
automatically upgraded to next-generation application identification.

@ NOTE:

. Thenext-generation application identification security package introduces
incremental updates to the legacy application identification package. You
are not required to remove or uninstall any existing applications.

. Applications supported in previous releases (Junos OS Release 12.1X46 or
prior) might have new aliases or alternative names in the new version. So
existing configurations using such application work in Junos OS Release
12.1X47; however, related logs and other information will use the new name.
You can use the show services application-identification application detail
new-application-name command to get the details of the applications.

« When you upgrade Junos OS, you can include the validate or no-validate
options with the request system software add command. Because the
existing features, which are not part of next-generation application
identification, are deprecated, incompatibility issues are not seen.

« Next-generation application identification eliminates the generation of
new nested applications and treats existing nested applications as normal
applications. In addition, next-generation application identification does
not support custom applications or custom application groups. Existing
configurations involving any nested applications, custom applications, or
custom application groups are ignored with warning messages.

See Also . Understanding the Junos OS Application Identification Database on page 30

« Understanding the IDP Signature Database
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« Downloading and Installing the Junos OS Application Signature Package Manually on

page 44

. Downloading and Installing the Junos OS Application Signature Package As Part of
the IDP Security Package on page 47

. Example: Scheduling the Application Signature Package Updates on page 53

Installing and Verifying Licenses for an Application Signature Package

The Junos OS application signature package update is a separately licensed subscription
service. You must install the application signature package update license key on your
device to download and install the signature database updates provided by Juniper
Networks. If your license key expires, you can continue to use the locally stored application
signature package content.

Licensing is usually ordered when the device is purchased, and this information is bound
to the chassis serial number. These instructions assume that you already have the license.
If you did not order the license during the purchase of the device, contact your account
team or Juniper customer care for assistance. For more information, refer to the Knowledge
Base article KB9731 at https://kb.juniper.net/InfoCenter/index?page=home.

®

®

NOTE: Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R1,
on SRX1500 devices, AppSecure is part of Junos Software Enhanced (JSE)
software license package. There is no separate license key for AppSecure is
available. You must use JSE software license on your device to download
and install the AppID signature database updates, or to use other AppSecure
features such as AppFW, AppQoS, and AppTrack.

NOTE: Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R],
on SRX300, SRX320, SRX340, and SRX345 devices, AppSecure is part of
Junos Software Enhanced (JSE) software license package. There is no
separate license key for AppSecure is available. You must use JSE software
license on your device to download and install the ApplID signature database
updates, or to use other AppSecure features such as AppFW, AppQoS, and
AppTrack.

NOTE: Starting from15.1X49-D65 and Junos OS Release 17.3R1,0n SRX4100,
and SRX4200 devices, AppSecure is part of Junos Software Enhanced (JSE)
license package. There is no separate license key for AppSecure is available.
You must use JSE software license on your device to download and install
the ApplD signature database updates, or to use other AppSecure features
such as AppFW, AppQoS, and AppTrack.
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@ NOTE: Starting from Junos OS Release 17.4R1, on SRX4600, AppSecure is
part of Junos Software Enhanced (JSE) software license package. Thereis
no separate license key for AppSecure is available. You must use JSE software
license on your device to download and install the ApplID signature database
updates, or to use other AppSecure features such as AppFW, AppQoS, and
AppTrack.

@ NOTE: Junos Software Base (JSB) package does not include application
signatures. Please refer to the product Data Sheets at SRX Series Services
Gateways for details, or contact your Juniper Account Team or Juniper Partner.

You can install the license on the SRX Series device using either the automatic method
or manual method as follows:

. Install your license automatically on the device.

To install or update your license automatically, your device must be connected to the
Internet .

user@host> request system license update

Trying to update license keys from https://ael.juniper.net, use "show system
license™ to check status.

« Install the licenses manually on the device.

user@host> request system license add terminal

[Type ~D at a new line to end input,
enter blank line between each license key]

Paste the license key and press Enter to continue.

« Verify the license is installed on your device.

Use the show system license command command to view license usage, as shown in
the following example:

License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
logical-system 4 1 8 permanent

License identifier: JUNOSXXXXXX
License version: 2

Valid for device: AA4XXXX005
Features:
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See Also

appid-sig - APPID Signature
date-based, 2014-02-17 08:00:00 GMT-8 - 2015-02-11 08:00:00 GMT-8

The output sample is truncated to display only license usage details.

« Adding New Licenses (CLI Procedure)

Downloading and Installing the Junos OS Application Signature Package Manually

CLI Quick
Configuration

This example shows how to download the application signature package, create a policy,
and identify it as the active policy.

« Requirements on page 44

« Overview on page 44

« Configuration on page 44

- Verification on page 46

Requirements

Before you begin:

« Ensure that your SRX Series device has a connection to the Internet to download
security package updates.

@ NOTE: DNS must be set up because you need to resolve the name of the
update server.

. Ensure that you have installed the application identification feature license.
This example uses the following hardware and software components:

« An SRX Series device
« Junos OS Release 12.1X47-D10

Overview

Juniper Networks regularly updates the predefined application signature package
database and makes it available on the Juniper Networks website. This package includes
application objects that can be used in Intrusion Detection and Prevention (IDP),
application firewall policy, and AppTrack to match traffic.

Configuration

CLI quick configuration is not available for this example because manual intervention is
required during the configuration.
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Downloading and Installing Application Identification

Step-by-Step 1. Download the application package.

Procedure
user@host> request services application-identification download

Please use command "request services application-identification download
status™ to check status

Download retrieves the application package from the Juniper Networks security
website https://signatures.juniper.net/cgi-bin/index.cgi.

You can also download a specific version of the application package or download
the application package from the specific location by using the following options:

. To download a specific version of the application package:

user@host>request services application-identification download version
version-number

. To change the download URL for the application package from configuration
mode:

[edit]
user@host# set services application-identification download url URL or File Path

@ NOTE: If you change the download URL and you want to keep that
change, make sure you commit the configuration.

2. Check the download status.

user@host>request services application-identification download status

Application package 2345 is downloaded successfully

@ NOTE: You can also use the system log to view the result of the
download.

3. Install the application package.

user@host>request services application-identification install
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Please use command "request services application-identification install
status"™ to check status and use command "request services
application-identification proto-bundle-status™ to check protocol bundle
status

The application package is installed in the application signature database on the
device.

4. Check theinstallation status of the application package.

The command output displays information about the downloaded and installed
versions of the application package and protocol bundle.

. Toview the installation status:
user@host>request services application-identification install status
Install application package 2345 succeed

. Toview the protocol bundle status:

user@host>request services application-identification proto-bundle-status

Protocol Bundle Version (1.30.4-22.005 (build date Jan 17 2014)) and
application secpack version (2345) is loaded and activated.

@ NOTE: Itis possible that an application signature was removed from
the newer version of an application signature database. If this

signature is used in an existing application firewall policy on your
device, the installation of the new database will fail. An installation
status message identifies the signature that is no longer valid. To
update the database successfully, remove all references to the deleted
signature from your existing policies and groups, and rerun the install
command.

Verification

Confirm that the configuration is working properly.

Verifying the Application Identification Status

Purpose Verify that the application identification configuration is working properly.
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Action

Meaning

See Also

From operational mode, enter the show services application-identification status

command.

pic: 1/0

Application ldentification
Status
Sessions under app detection
Engine Version
Max TCP session packet memory
Max C2S bytes
Max S2C bytes
Force packet plugin
Force stream plugin
Statistics collection interval

Application System Cache
Status
Negative cache status
Max Number of entries in cache
Cache timeout in seconds

Protocol Bundle
Download Server

AutoUpdate
Slot 1:
Status
Version
Sessions
Slot 2
Status

Enabled

0

4.18.1-20 (build date Jan 25 2014)
30000

1024

0

Disabled

Disabled

1 (in minutes)

Enabled
Disabled
131072
3600

https://services.netscreen.com/cgi-bin/index.cgi

Enabled

Active

1.30.4-22.005 (build date Jan 17 2014)
0

Free

The Status: Enabled field shows that application identification is enabled on the device.

. Understanding the Junos OS Application Package Installation on page 39

. Example: Scheduling the Application Signature Package Updates on page 53

. Verifying the Junos OS Application Identification Extracted Application Package on

page 61

« Uninstalling the Junos OS Application Identification Application Package on page 62

Downloading and Installing the Junos OS Application Signature Package As Part of the IDP

Security Package

You can download and install application signatures through intrusion detection and

prevention (IDP) security packages.
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CLI Quick
Configuration

Step-by-Step
Procedure

This example shows how to enhance security by downloading and installing the IDP
signatures and application signature package. In this case, both IDP signature pack and
application signature pack are downloaded with a single command.

« Requirements on page 48

- Overview on page 48

« Configuration on page 48

« Verification on page 50

Requirements

Before you begin:

« Ensure that your SRX Series device has a connection to the Internet to download
security package updates.

@ NOTE: DNS must be set up because you need to resolve the name of the
update server.

« Ensure that you have installed the application identification feature license.
This example uses the following hardware and software components:

. An SRX Series device
« Junos OS Release 12.1X47-D10

Overview

In this example, you download and install the signature database from the Juniper
Networks website.

Configuration

Downloading and Installing the Signature Database
CLI quick configuration is not available for this example because manual intervention is
required during the configuration.
To download and install application signatures:
1. Download the signature database.
[edit]

user@host# run request security idp security-package download

Will be processed in async mode. Check the status using the status checking
CLI

48
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@ NOTE: Downloading the database might take some time depending on
the database size and the speed of your Internet connection.

2. Check the security package download status.
[edit]

user@host# run request security idp security-package download status

Done;Successfully downloaded
from(https://services._netscreen.com/cgi-bin/index.cgi).
Version info:2230(Mon Feb 4 19:40:13 2013 GMT-8, Detector=12.6.160121210)

3. Install the attack database.
[edit]

user@host# run request security idp security-package install

Will be processed in async mode. Check the status using the status checking
CLI

@ NOTE: Installing the attack database might take some time depending
on the security database size.

4. Checkthe attack database install status. The command output displays information
about the downloaded and installed versions of the attack database.

[edit]
user@host# run request security idp security-package install status

Done;Attack DB update : successful - [UpdateNumber=2230,ExportDate=Mon Feb
4 19:40:13 2013 GMT-8,Detector=12.6.160121210]

Updating control-plane with new detector : successful

Updating data-plane with new attack or detector : successful

5.  Confirm your IDP security package version.

[edit]
user@host# run show security idp security-package-version

Attack database version:2230(Mon Feb 4 19:40:13 2013 GMT-8)
Detector version :12.6.160121210
Policy template version :2230
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6.  Confirm your application identification package version.
[edit]

user@host# run show services application-identification version

Application package version: 1884

Verification

Confirm that the application signature package is being updated properly.

Verifying application signature package

Purpose \Verify the services application identification version.

Action From operational mode, enter the show services application-identification version
command.

user@host> show services application-identification version

Application package version: 1884

Meaning The sample output shows that the services application identification version is 1884.

See Also . request security idp security-package install
« request security idp security-package download
. Updating the IDP Signature Database Overview
« Understanding the IDP Signature Database

Downloading Junos OS Application Signature Package from A Proxy Server

This example shows how to create a proxy profile and use it for downloading the
application signature package from a proxy server.

« Requirements on page 51

« Overview on page 51

« Configuration on page 52

« Verification on page 52
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Requirements

This example uses the following hardware and software components:

- Valid application identification feature license installed on an SRX Series device.

« SRX Series device with Junos OS Release 18.3R1 or later. This configuration example
is tested for Junos OS Release 18.3R1.

Overview

You must download and install the application signature package that is hosted on an
external server on the SRX Series device. Starting from Junos OS Release 18.3R1, you can
download the application signature package using a proxy server.

To enable downloading signature package from the proxy server:

1. Configure a profile with host and port details of the proxy server using the set services
proxy profile command.

2. Use the set services application-identification download proxy-profile profile-name
command to connect to the proxy server and download the application signature
package.

When you download the signature package, the request is routed through the proxy host
to the actual server hosting the signature package. The proxy host relays the response
back from the actual host. The download retrieves the application package from the
Juniper Networks security website https://signatures.juniper.net/cgi-bin/index.cgi.

@ NOTE: Support for the proxy profile configuration is available for only HTTP
connections.

In this example, you create a proxy profile, and refer the profile when you download the
application signature package from the external host. Table 3 on page 51 provides the
details of the parameters used in this example.

Table 3: Proxy Profile Configuration Parameters

Parameter Name

Profile Name Profile-1
|IP address of the proxy server 5.0.0.1
Port number of the proxy server 3128
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Purpose

Action

Configuration

Create a proxy profile and apply it for downloading the application package through the
Droxy server.

1. Create a proxy profile for protocol HTTP.

user@host# set services proxy profile Profile-1 protocol http

2. Specify the IP address of the proxy server.

user@host# set services proxy profile Profile-1 protocol http host 5.0.0.1

3. Specify the port number used by the proxy server.

user@host# set services proxy profile Profile-1 protocol http port 3128

4. Download the application package from the proxy host.

user@host# set services application-identification download proxy-profile Profile-1

You can disable the proxy server for downloading application signature package when
not required.

. Disable the proxy server for application signature download.

user@host# delete services application-identification download proxy-profile p1

Verification

Verifying Application Signature Download Through the Proxy Server

Display the details for the application signature package download through a proxy
server.

From operational mode, enter the show services application-identification status
command.

Application ldentification

Status Enabled

Sessions under app detection 0

Max TCP session packet memory 0

Force packet plugin Disabled

Force stream plugin Disabled

DP1 Performance mode: Enabled
Statistics collection interval 1440 (in minutes)

Application System Cache
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Status Enabled

Cache lookup security-services Enabled

Cache lookup miscellaneous-services Enabled

Max Number of entries in cache 131072

Cache timeout 3600 (in seconds)

Protocol Bundle
Download Server https://signatures.juniper.net/cgi-bin/index.cgi

AutoUpdate Disabled

Proxy Details

Proxy Profile Profile-1

Proxy Address http://5.0.0.1:3128
Slot 1:

Application package version 3058

Status Active

PB Version 1.340.0-57.005 (build date Apr 19 2018)
Engine version 4.20.0-91 (build date Feb 27 2018)
Sessions 0

Meaning Inthe command output, you can find the proxy profile details in Proxy Profile and Proxy
Address fields.

Verifying Application Signature Download Status

Purpose Check the application package download status.

Action From operational mode, enter the request services application-identification download
status command.

user@host> request services application-identification download status

Application package 3058 is downloaded successfully

Meaning The command displays the application signature package download status.

Example: Scheduling the Application Signature Package Updates

This example shows how to set up automatic updates of the predefined application
signature package.

« Requirements on page 54

« Overview on page 54

« Configuration on page 54

« Verification on page 55
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GUI Step-by-Step
Procedure

Requirements

Before you begin:

« Ensure that your SRX Series device has a connection to the Internet to download
security package updates.

@ NOTE: DNS must be set up because you need to resolve the name of the
update server.

« Ensure that you have installed the application identification feature license.

Overview

In this example, you want to download the current version of the application signature
package periodically. The download should start at 11:59 PM on December 10. To maintain
the most current information, you want to update the package automatically every 2
days from your company’s intranet site.

Configuration

To set up the automatic download and periodic update with the J-Web interface:

1. Enter Configure>Security>AppSecure Settings to display the Applications Signature
pasge.

2. Click Global Settings.

3. Click the Download Scheduler tab, and modify the following fields:
« URL: https://signatures.juniper.net/cgi-bin/index.cgi
. Enable Schedule Update: Select the check box.
. Interval: 48

4. Click Reset Setting to clear the existing start time, enter the new start time in
MM-DD.hh:mm format, and click OK.

. Start Time: 12-10.23:59

5. Click Commit Options>Commit to commit your changes.

6. Click Check Status to monitor the progress of an active download or update, or to
check the outcome of the latest update.
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Step-by-Step  To use the CLI to automatically update the Junos OS application signature package:

Procedure
1. Specify the URL for the security package. The security package includes the detector

and the latest attack objects and groups. The following statement specifies
https://signatures.juniper.net/cgi-bin/index.cgi as the URL for downloading signature
database updates:

[edit]

user@host# set services application-identification download url
https://signatures.juniper.net/cgi-bin/index.cgi

2. Specify the time and interval for download. The following statement sets the interval
as 48 hours and the start time as 11:59 pm on December 10:

[edit]
user@host# set services application-identification download automatic interval 48
start-time 12-10.23:59

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify that the application signature package is being updated properly, enter the
show services application-identification version command. Review the version number
and details for the latest update.

See Also . Understanding the Junos OS Application Package Installation on page 39

« Downloading and Installing the Junos OS Application Signature Package Manually on
page 44

« Verifying the Junos OS Application Identification Extracted Application Package on
page 61

Scheduling the Application Signature Package Updates As Part of the IDP Security Package

The configuration instructions in this example describe how to setup automatic updates
of application identification signature package (part of IDP security package) at a specified
date and time.

« Requirements on page 56

« Overview on page 56

« Configuration on page 56

« Verification on page 57
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GUI Step-by-Step
Procedure

Step-by-Step
Procedure

Requirements

Before you begin:

« Ensure that your SRX Series device has a connection to the Internet to download
security package updates.

@ NOTE: DNS must be set up because you need to resolve the name of the
update server.

« Ensure that you have installed the application identification feature license.

Overview

In this example, you want to download the current version of the application signature
package periodically. The download should start at 11:59 PM on December 10. To maintain
the most current information, you want to update the package automatically every 2
days from your company’s intranet site.

Configuration

To set up the automatic download and periodic update with the J-Web interface:

1. Enter Configure>Security>IDP>Signature Updates to display the Security IDP Signature
Configuration page.

2. Click Download Settings and modify the URL:
https://signatures.juniper.net/cgi-bin/index.cgi

3. Click the Auto Download Settings tab, and modify the following fields:
. Interval: 48
. Start Time: 2013-12-10.23:59:55
. Enable Schedule Update: Select the check box.
4. Click Reset Setting to clear the existing fields, enter the new values. Click OK.

5. Click Commit Options>Commit to commit your changes.

6. Click Check Status to monitor the progress of an active download or update, or to
check the outcome of the latest update.

To use the CLI to automatically update the Junos OS application signature package:

1. Specify the URL for the security package. The security package includes the detector
and the latest attack objects and groups. The following statement specifies
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https://signatures.juniper.net/cgi-bin/index.cgi as the URL for downloading signature
database updates:

[edit]

user@host# set security idp security-package url
https://signatures.juniper.net/cgi-bin/index.cgi

2. Specify the time and interval for download. The following statement sets the interval
as 48 hours and the start time as 11:55 pm on December 10, 2013:

[edit]
user@host# set security idp security-package automatic interval 48 start-time
2013-12-10.23:55:55
3. Enable an automatic download and update of the security package.
[edit]
user@host# set security idp security-package automatic enable

4. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

Confirm that the application signature package is being updated properly.
Verifying application signature package

Purpose Verify services application identification version

Action From operational mode, enter the show services application-identification version
command.

user@host> show services application-identification version

Application package version: 1884

Meaning The sample output shows that, the services application identification version is 1884.

See Also . Understanding the Junos OS Application Package Installation on page 39

. Downloading and Installing the Junos OS Application Signature Package Manually on
page 44
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. Verifying the Junos OS Application Identification Extracted Application Package on
page 61

Example: Downloading and Installing the Application Identification Package in Chassis Cluster
Mode

This example shows how to download and install the application signature package
database to a device operating in chassis cluster mode.

« Requirements on page 58
« Overview on page 58

« Downloading and Installing the Application Identification Package on page 59

Requirements

Before you begin:

« Set the chassis cluster node ID and cluster ID. See Example: Setting the Node ID and
Cluster ID for SRX Series Devices in a Chassis Cluster .

« Ensure that your SRX Series device has a connection to the Internet to download
security package updates.

@ NOTE: DNS must be set up because you need to resolve the name of the
update server.

. Ensure that you have installed application identification feature license.

Overview

If you use application identification, you can download the predefined application
signature package database. Juniper Networks regularly updates the database and makes
it available on the Juniper Networks website. This package includes application objects
that can be used to match traffic in IDP, application firewall policies, and application
tracking. For more details, see “Understanding the Junos OS Application Package
Installation” on page 39.

When you download the application identification security package on a device operating
in chassis cluster mode, the security package is downloaded to the primary node and
then synchronized to the secondary node.
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Downloading and Installing the Application Identification Package

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see CL/ User Guide.

To download and install an application package:

1. Download the application package on the primary node.
{primary:nodeO}[edit]
user@host> request services application-identification download
Please use command "'request services application-identification download status"
to check status
2. Check the application package download status.
{primary:nodeO}[edit]
user@host> request services application-identification download status

On a successful download, the following message is displayed

Application package 2345 is downloaded successfully

The application package is installed in the application signature database on the
primary node, and application identification files are synchronized on the primary and
secondary nodes.

3. Update the application package using install command.
{primary:nodeO}[edit]

user@host> request services application-identification install

Please use command "request services application-identification install status"
to check status and use command "request services application-identification
proto-bundle-status"™ to check protocol bundle status

Please use command "request services application-identification install status"
to check status and use command "request services application-identification
proto-bundle-status" to check protocol bundle status

4. Check the application package update status. The command output displays
information about the downloaded and installed versions of the application package.

{primary:nodeO}[edit]
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user@host> request services application-identification install status

Install application package 2345 succeed

@ NOTE: Itis possible that an application signature is removed from the
new version of an application signature database. If this signature is used
in an existing application firewall policy on your device, the installation of
the new database will fail. An installation status message identifies the
signature that is no longer valid. To update the database successfully,
remove all references to the deleted signature from your existing policies
and groups, and rerun the install command.

@ NOTE: While downloading the application signature package on the
primary node, sometimes, due to unexpected failover, the primary node
might not able to download the application signature package completely.
As a workaround, you must delete the
/var/db/appid/sec-download/.apppack_state and restart the device.

To uninstall an application package:

1.

Uninstall the application package using uninstall command.
{primary:nodeO}[edit]

user@host> request services application-identification uninstall

Please use command "‘request services application-identification uninstall
status"™ to check status and use command '‘request services
application-identification proto-bundle-status™ to check protocol bundle status
nodel:

Please use command ''request services application-identification uninstall
status"™ to check status and use command '‘request services
application-identification proto-bundle-status™ to check protocol bundle status

Check the uninstall status of the application package.
{primary:nodeO}[edit]

user@host> request services application-identification uninstall status
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Uninstall application package 2345 succeed

3. Check the uninstall status of protocol bundle:

user@host>request services application-identification proto-bundle-status

Protocol Bundle Version (1.30.4-22.005 (build date Jan 17 2014)) and application
secpack version (2345) is unloaded and deactivated

See Also . Understanding the Junos OS Application Package Installation on page 39

. Verifying the Junos OS Application Identification Extracted Application Package on

page 61

Verifying the Junos OS Application Identification Extracted Application Package

Purpose After successful download and installation of the application package, use the following
commands to view the predefined application signature package content.

Action . View the current version of the application package:

show services application-identification version

Application package version: 1608

. View the current status of the application package:

show services application-identification status

pic: 1/0

Application ldentification
Status

Sessions under app detection
Engine Version

Max TCP session packet memory
Max C2S bytes

Max S2C bytes

Force packet plugin

Force stream plugin
Statistics collection interval

Application System Cache

Enabled

0

4.18.1-20 (build date Jan 25 2014)
30000

1024

0

Disabled

Disabled

1 (in minutes)
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See Also

Status Enabled
Negative cache status Disabled
Max Number of entries in cache 131072
Cache timeout in seconds 3600

Protocol Bundle
Download Server
https://services.netscreen.com/cgi-bin/index.cgi

AutoUpdate Enabled

Slot 1:

Status Active

Version 1.30.4-22.005 (build date Jan 17 2014)
Sessions 0

Slot 2

Status Free

Understanding the Junos OS Application Package Installation on page 39

Downloading and Installing the Junos OS Application Signature Package Manually on
page 44

Uninstalling the Junos OS Application Identification Application Package

You can uninstall the predefined application package. The uninstall operation will fail if
there are any active security policies referenced in the predefined application signatures
in the Junos OS configuration

To uninstall application package:

1.

Uninstall the application package:

user@host> request services application-identification uninstall

Please use command "request services application-identification uninstall
status"™ to check status and use command '"‘request services
application-identification proto-bundle-status™ to check protocol bundle status

Check the uninstall operation status of the application package. The command output
displays information about the uninstall status of the application package and protocol
bundle.

« Check the uninstall status:

user@host>request services application-identification uninstall status

Uninstall application package 2345 succeed

« Check the uninstall status of protocol bundle:

user@host>request services application-identification proto-bundle-status
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Protocol Bundle Version (1.30.4-22.005 (build date Jan 17 2014)) and
application secpack version (2345) is unloaded and deactivated

The application package and protocol bundle are uninstalled on the device. To reinstall
application identification, you need to download application package and reinstall it

again.

See Also . request services application-identification uninstall on page 469

. request services application-identification uninstall status on page 470

Release History Table Release

174R1

Description

Starting from Junos OS Release 17.4R1, on SRX4600, AppSecure is part of
Junos Software Enhanced (JSE) software license package.

15.1X49-D65

Starting from 15.1X49-D65 and Junos OS Release 17.3R1, on SRX4100, and
SRX4200 devices, AppSecure is part of Junos Software Enhanced (JSE)
license package.

15.1X49-D40

Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R1, on
SRX300, SRX320, SRX340, and SRX345 devices, AppSecure is part of
Junos Software Enhanced (JSE) software license package.

15.1X49-D30

Starting from Junos OS 15.1X49-D30 and Junos OS Release 17.3R1, on
SRX1500 devices, AppSecure is part of Junos Software Enhanced (JSE)
software license package.

12.1X47-D10

Starting from Junos OS Release 12.1X47-D10, next-generation application
identification is supported.

Related . Application Identification on page 27

Documentation

« Custom Application Signatures for Application Identification on page 63

« Predefined and Custom Application Groups for Application |dentification on page 72

Custom Application Signatures for Application Identification

User-defined custom application signatures can also be used to identify the application
regardless of the protocol and port being used. You can create custom signatures using
hostnames, IP address ranges, and ports, which allows you to track traffic to specific
destinations. For more information, see the following topics:

« Understanding Junos OS Application Identification Custom Application
Signatures on page 64

« Example: Configuring Junos OS Application Identification Custom Application
Signatures on page 66
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Understanding Junos OS Application Identification Custom Application Signatures

Application identification supports user-defined custom application signatures and
signature groups. Custom application signatures are unique to your environment and are
not part of the predefined application package. You must install application signature
package on your device to use custom signatures. When the custom signatures are
configured, you cannot uninstall the application signature package.

Custom application signatures are required:

. To control traffic particular to an environment

« To bring visibility for unknown or unclassified applications by developing custom
applications.

. Toidentify applications over Layer 7 and transiting or temporary applications, and to
achieve further granularity of known applications

« To perform QoS for your specific application

You can create custom application signatures using CLI by specifying a name, protocol,
port where the application runs, and match criteria. For more details, see “Example:
Configuring Junos OS Application Identification Custom Application Signatures” on
page 66.

A CAUTION: We recommend that only advanced Junos OS users attempt to
customize application signatures.

You can view application signatures and application signature groups by using the show
services application-identification application and show services application-identification
group commands.

@ NOTE: The following features are not supported:

« Prioritizing custom signatures over a specific predefined custom signature

« Complete Perl Compatible Regular Expressions (PCRE)-based character
set, and unicode-based characters

« Enforcing of order among members in Layer 7-based signatures

« The wildcard address for address-based signatures (Layer 3 and Layer 4)

Unlike predefined signatures and groups, custom application signatures and groups are
saved in the configuration hierarchy, not in the predefined application signature database.
Custom application signatures and signature groups are located in the [services
application-identification] hierarchy.
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SRX Series devices support the following types of custom signatures:

. |ICMP-Based Mapping on page 65

. Address-Based Mapping on page 65

« |P Protocol-Based Mapping on page 66
« Layer 7-Based Signatures on page 66

ICMP-Based Mapping

The ICMP mapping technigue maps standard ICMP message types and optional codes
to a unique application name. This mapping technigue lets you differentiate between
various types of ICMP messages.

@ NOTE: IDP works only with TCP or UDP traffic. ICMP mapping, therefore,
does not apply to IDP and cannot support IDP features such as custom
attacks.

@ NOTE: The ICMP mapping technique used for mapping standard ICMP
message types and optional codes are not supported for ICMPV6 traffic.

Address-Based Mapping

Layer 3 and Layer 4 address mapping defines an application by the IP address and optional
port range of the traffic.

To ensure adequate security, use address mapping when the configuration of your private
network predicts application traffic to or from trusted servers. Address mapping provides
efficiency and accuracy in handling traffic from a known application.

Layer 3 and Layer 4 address-based custom applications, you can match the IP address
and port range to destination IP address and port. When both IP address and port are
configured, both should match destination tuples (IP address and port range) of the
packet.

Consider a Session Initiation Protocol (SIP) server that initiates sessions from its known
port 5060. Because all traffic from this IP address and port is generated by only the SIP
application, the SIP application can be mapped to the server’s IP address and port 5060
for application identification. In this way, all traffic with this IP address and port is identified
as SIP application traffic.

@ NOTE: When you configure an address-based application and a TCP/UDP
stream-based application, and a session matches both applications, the
TCP/UDP stream-based application is reported as application and
address-based application is reported as extended application.
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IP Protocol-Based Mapping

Standard IP protocol numbers can map an application to IP traffic. As with address
mapping, to ensure adequate security, use IP protocol mapping only in your private
network for trusted servers.

@ NOTE: IDP works only with TCP or UDP traffic. IP protocol mapping, therefore,
does not apply to IDP and cannot support IDP features such as custom
attacks.

Layer 7-Based Signatures

Layer 7 custom signatures define an application running over TCP or UDP or Layer 7
applications. Layer 7-based custom application signatures are required for the
identification of multiple applications running on the same Layer 7 protocols. For example,
applications such as Facebook and Yahoo Messenger can both run over HTTP, but there
is a need to identify them as two different applications running on the same Layer 7
protocol.

Layer 7-based custom application signatures detect applications based on the patterns
in HTTP contexts. However, some HTTP sessions are encrypted in SSL, also called
Transport Layer Security (TLS). Application identification can also extract the server
name information or the server certification from the TLS or SSL sessions. It can also
detect patterns in TCP or UDP payload in Layer 7 applications.

Example: Configuring Junos OS Application Identification Custom Application Signatures

This example shows how to configure custom application signatures for Junos OS
application identification.

A CAUTION: We recommend that only advanced Junos OS users attempt to
customize application signatures.

« Requirements on page 66
« Overview on page 67
« Configuration on page 67

« Verification on page 71

Requirements

Before you begin:

. Ensure that the SRX Series device with application signature package installed. See
“Downloading and Installing the Junos OS Application Signature Package Manually”
on page 44 or “Downloading and Installing the Junos OS Application Signature Package
As Part of the IDP Security Package” on page 47.
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CLI Quick
Configuration

HTTP Context-Based
Custom Signatures

SSL Context-Based
Custom Signatures

TCP Stream-Based
Custom Signatures

ICMP-Based

Layer 3/Layer 4
Address-Based

« The SRX Series device must be running Junos OS Release 15.1X49-D40 or later.

Overview

Application identification supports custom application signatures to detect applications
as they pass through the device. When you configure custom signatures, make sure that
your signatures are unigque.

In this example, you create custom application signatures for applications based on
ICMP, IP protocol, IP address, and Layer 7.

For information about specify context for matching application, see context (Application
Identification).

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set services application-identification application mycustom-http over HTTP signature
sl member mO1 context http-header-host

set services application-identification application mycustom-http over HTTP signature
sl member mO1 pattern .*agent1.*

set services application-identification application mycustom-http over HTTP signature
s1 member mO1 direction client-to-server

set services application-identification application mycustom-ssl over SSL signature sl
member mO1 context ssl-server-name

set services application-identification application mycustom-ssl over SSL signature sl
member mO1 pattern "example\.com"

set services application-identification application mycustom-ssl over SSL signature sl
member mO1 direction client-to-server

set services application-identification application mycustom-tcp over TCP signature sl
member mO1 context stream

set services application-identification application mycustom-tcp over TCP signature s1
member mO1 pattern "123456789012345678901234567890"

set services application-identification application mycustom-tcp over TCP signature si
member mO1 direction client-to-server

set services ap